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Linksys Wireless G WRT54G

Version 1.0

Scope

This document describes how to configure the Linksys Wireless G WRT54G router to work with
LucidLink™ Wireless Security Software, version 1.7. The document:

e Focuses on the manual configuration of the router.

¢ Does not address LucidLink software installation or configuration.

e Assumes the LucidLink server is installed and configured with an IP address and shared

secret.

Requirements

This document will work with routers that meet the following requirements:

Product Model Number

WRTS54G

Firmware Version

Vv2.02.2

NICs

D-Link AirPlus DWL-G650 Wireless Cardbus Adapter (rev C)
Intel(R) PRO/Wireless LAN 2100 3A Mini PCI Adapter
Dell Wireless WLAN 1350 Mini-PCI Card

The exact configuration of the router depends on the combination of router, wireless adapter
card, and client operating system used. For a list of compatible and supported hardware
combinations, go to: www.lucidlink.com/Tech_Support/Compatibility.asp
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Connecting to the Router

1 Connect the Router to the same network hub as the workstation you will use to configure it.
This workstation does not necessarily have to be the LucidLink server host computer.

o Connect the Ethernet Cable to the Ethernet connector port.
o Connect the power pack output to the power port.
o Reset to factory default with reset button in back.

3 Open an Internet browser and in the address field enter the default IP address 192.168.1.1.

4 At the login box, enter User Name and Password.

Linksys factory defaults are blank for User Name and admin for Password.

Enter Network Password 2| x|
? Fleaze type your user name and password.

Site: 192168.1.1
Realm WHRTEAG
Uzer Name ||

Bazswond I

[ Save thiz password in your password list

k. I Cancel
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5 Click OK
The Setup Basic Setup screen is displayed:

LINkKSsYS®
A

sion of Cisco Systems, Inc.

Setup

Access

wireless Security

| L |

Restrictions

Linksys Wireless G WRT54G

Firmuware
Wireless-G Broadband Router

App

& Gaming Status

Administration

Internet Setup

Internet Connection Type Automatic Configuration - DHCF j

Optional Settings

(required by some 15Ps) Router hame: IWRT54G
Haoat Mame: I
Darmiain Mame: I
s T |
Size: W

Hetwork Setup

Router IP Local P Address: |192 _|168 _Il _Il

Subriet Mask: |255.255.255.0 -
Hetwork Address . R
Server Settings (DHCP) DHCP server:  Enable  Disable
Starting IP Address: 192,168.1 Iﬁ
Mazximum Mumber of =
DHCP Uszers:
Client Leaze Time: ID minutes (0 means one day)
Static DMS 1: ID _ID _ID _ID
Static DMS 2: ID _ID_ _ID _ID
Static DMS 3: ID. _ID ,ID ,ID
NS ID ; ID . IIJ ; IIJ
Time Setting Time Zaone:

Local IP Address: Thi
ar it il g
Subnet Mask: Th

|(GMT—DB:DD) Facific Time (USA & Canada)

72 Mtomatically adjiust clock for daylight saving changes

H

Save Seftings

Cancel Changes
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Configuring the Router

Once you've connected to the router, follow these steps to configure it to work with LucidLink
software.

IP Addresses

1

2

In Internet Connection Type, choose from list based on information from your ISP.

In the Router IP section, enter:
o Local IP Address— IP address for Router

o Subnet Mask — Portion of your internal wired LAN shared by the router and the
LucidLink Server computer.

In Network Address Server Settings (DHCP) section, enter:
o DHCP — Enable

o Starting IP Address — 100.

o Number of DHCP Users — 50

In Time Settings section:

o Choose the appropriate Time Zone for the router.

o Select Daylight Saving settings if appropriate.

Leave defaults for rest of page.
Click Save Settings.

Click Continue

Interlink Networks, Inc. Page 4 of 9



Linksys Wireless G WRT54G

SSID and Channel

The SSID (Network Name) is used by the wireless clients to identify your network. The SSID
appears to users when they connect to the network. You can use the same or different SSIDs for
each router. The default SSID should be changed, as this is an un-secure SSID and can be a
potential security threat to your network.

1 Click the Wireless tab.
The Wireless Settings screen is displayed.

LINKSYS®

A Division of Cisco Systems, Inc.

Firmiane ‘vars| wi.0d.4
Wireless-G Broadband Router WRT54G

Wireless g ficcess Applications

Wireless Security fiEtriction s & Gaming Administration Status

ity |

Wireless Network

Wireless Network hMode: I hixed 'l

YWireless hetwork Mame (S3I0) ITS_LINKSYS

Wireless Channel; I 6-2437GHz 'I Digable.

More...

Wireless SSID Broadcast: (¥ Enable

" Disable

Cisen SYSTEMS

Save Settings Cancel Changes

2 In Wireless Network Mode choose Mixed.

3 In Wireless Network Name (SSID) enter the SSID for this router.
4 In Wireless Channel leave default.

5 In Wireless SSID Broadcast seclect Enable.

6 Click Save Settings.

7 Click Continue.
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Security

Routers can be configured for Maximum Security (WPA-RADIUS with TKIP), or Maximum
Compatibility (68/128-bit dynamic WEP key encryption), depending on the capabilities of the
client wireless adapter cards. To learn your hardware capabilities, see the Compatibility Chart at.

www.lucidlink.com/Tech Support/Compatibility.asp

1 Click Wireless Security from the navigation bar on the Wireless tab.

The Wireless Security screen is displayed.

LINKSYS®

A Division of Cisco Systems, Inc. Firmmuuare

Wireless-G Broadband Router

Wi re Ie 55 , ACCESS Applications

Security Administration Status

ictions

Wireless Security

Security Mo | Disahle

Ciseo SysTems

Save Settings Cancel Changes

2 For Security Mode, select WPA-RADIUS from dropdown list.

3 Click Save Settings.
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4  Click Continue.

The screen will refresh to allow configuration of the RADIUS Server.

LINKSYS®

A Division of Cisco Systems, Inc.

Wireless-G Broadband Router

WirEIESS AcCcess Applice!tiuns

i Administration Status
Setup Wireless Security Restrictions & Gaming

Wireless Security

Security Mode; IWF’A EADIUS j

WP Algorithms: ITKIP 'I

RADILS Server

A |192 _|168 _Il _|25
RADIUS Part: |1 812

Shared Key: ISE cret

Key Renewal l—
Timeout: 3600 seconds

Cisco SYSTEMS

5 Enter the following:

o Security Mode - WPA-Radius

o WPA Algorithm —TKIP

o RADIUS Server Address — LucidLink server IP address.
o RADIUS Port- 1812

o Secret Key— Shared Secret configured on LucidLink server Settings dialog. A Shared
Secret is auto-generated when you install the server. You can copy this value from the
Management Console Settings dialog to the router's interface page.

o Left Key Renewal Timeout— leave default.
6 Click Save Settings.

7 Click Continue.
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Change Administrator Password

To secure your router, we recommend that you change the default administrator password

1 Click the Administration tab.

The Administration Management screen is displayed.

LINKSYS®

A Division of Cisco Systems, Inc. Firmuare

Wireless-G Broadband Router

Administration < Access Applications

Wireless Security Restrictions & Gaming Administration Status

Lo | Diag 2= fauts |

Router Password

Local Router Access Router Passward:

Re-enter to IMW
canfirm:
Web Access Access Server: M HrTe [ HTTPS

Wireless Access

Wiet: * Enable (" Disable
Remote Router Access Remaote r o

hanagement: Enable Disable

Management Port: I a0e0

Usze hitps: r

Sk, & Enable " Disable

Save Settings Cancel Changes

2 Enter the new Local Router Password and re-enter it to confirm it.
3 Click Save Settings.
4  Click Continue.
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Rechecking Connection

1 Reopen your browser and enter the router’s IP address in the Address field.

2 At the Login, enter the new router User Name and Password.

You should once again see the Home screen.

2 You may optionally bookmark this URL or create a shortcut to it from your desktop for
future access to the Linksys Wireless G WRT54G configuration screens.

Installing Router

Connect the router to the same network hub or switch as the LucidLink server computer, if it is
not already there.
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