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B X RGIRRFIEE

AWS Support Al]

AWS Support @& — K31 RI | XLIHRI B ELLEEESE A SR T EMET b AIRK N K 2B E M IEH K

AWS BRF REBEX T, IAXFITNERH#EXREFRS. AWS XHES., RRENBRSMZFiL

ERS . BERIMAMAK, BENRELEN AWS FENRARAZBRSMNESHIR , BAIUEE -TUEEEN
AWS £ F SR BB T8RRI

EE

« E7£ AWS Management Console F8IEX#H RG] , FSH QIEZFRH (p. 1).

« BXTRE AWS Support ItXINEZEL , S H LB AWS Support 1tXI# FE AWS Support
Plans (p. 18).

o RN TRHENZIFRARBTENERE, HSFE EFETEM (p. 3) M MR
I8 (p. 4).

S
c AIESHROAMIRFEE p.1)
- QIEIE MRS R (p. 9)
- BF, BRAREIRITFENESL (p. 10)
« ABHE (p. 13)
« F AWS Support 5 AWS A& TESEEFEA (p. 14)

BIEXFRINEIEE

1£ AWS Management Console # , R R LATE AWS Support REIZE =R B M E - R4

© FTE AWS B/ ER AT IR MK 2 TR0, B BUEREIKE MK R BRA# 8,

- RERSREERTHAE AWS B EA. AXMIARSREA ( AT ARE ) BEE , F5H AWS
—RSZE P AWS BRSRH.

s BRXBROATHEKRREARLZIZAR , BEEBRBSHEXWEREE , BEEE=FNAEFR
B, MREHAERZEITH , WEEUBERZERG,

AE

- EERBNXIEFITN , $509 E AWS Support Plans (p. 18).

o EXHAKS , 559 AWS Billing AR RI<AKS,

o EER AWS BREWELHREHRED , FSRERRAZIESE (p. 342),

o WMERIERE AWS Partner Network 9 AWS Partner W&~ | HEAFERASEEXE , FEES
W AWS Partner BR RS REM MK L AERM B, AWS Support oL 88 BB R 5
SEAERARREE , flmkENKkFERE, BXESEL , BSAUTER .

« AWS BB INAIEE EH 2 R iy AWS Support it%)
« B AWS Partner T&# ¥ i

B X IFRA

& LLE AWS Management Console B zi& b OBl B 12461,

==
A=

o SRATLALL AWS K P B9R A P B 498 AWS Identity and Access Management (IAM) B P B3 & %
XEFPL, BXESZELR | ESHEEEX AWS Support FAARIERE (p. 221) :
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B2 15 H

* MBTEBFRIZFHOMOEIFRE , MATLAER Contact Us ( BRR AT ) RE. EFTAE
A e TRTET SR BV SR UK 52 A K 7 R LAY BB Bf

B X IFRA

1.

10.
1.

EF 2| AWS Support Center Consoles
Tip

1£ AWS Management Console™ , &% o] Lk 2 A 5 B4R ( ), RIEi%# Support
Center ( Support B/t ) o

i%# Create case ( BIEEH ) .
BERATE—EID :
« Account and billing ( T = F Mk 2 )

+ Technical ( #R )

- EREIRFRE , iEi£#F Looking for service limit increases? ( BRERFRE ? ) , AFERROE
B ANBRSS BRER (p. 9)KY I BA R4,

1#3$%E Service ( RS ) . Category ( 25! ) # Severity ( =EMH ) o
Tip

AT LAGE PR &I B L B R IR A IR R 5 2R
1%E# Next step: Additional information ( T—% : HibE 8 )
£ Additional information ( E{S2 ) WE L , 3 F Subject ( £& ) , FREHRBHI A — MR,
X F Description ( #i ) , BERBETRBEUERENER , Hl

- BIRBINERER

- BEROBEHRSR

o« BRI BRSS
+ AWS Management Console
+ AWS Command Line Interface (AWS CLI)
- API 84

( FTik ) E$F Attach files ( FANZAF ) BANERE TERMEMARX Y | IR ASREFEE, &
RZ ALK M= BNIXHHEARAN 5MB,

1%£3% Next step: Solve now or contact us ( F—25 : LEBRRFEEHRREKN ) -
£ Contactus ( BxREA] ) RE L , BRENERES,
ERENEERRRA N, BABUERUTEDZ — :

Web — @3 Support F0MEREE.
. Chat (HIX )-AHREXFERELIR, WRATLEZEIWX , B0 FEHE (p. 13).
c. Hif-FUCRBFRMBE, MEEFHIED , THAUTESR !

+ Country or region ( BEREH#X )
+ Phone number ( B85 )
+ (Optional) Extension [ ( A% ) 2#1]



http://aws.amazon.com/contact-us/
https://console.aws.amazon.com/support
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R R 5] R

12. (W ) MRS AE Business. Enterprise On-Ramp = Enterprise Support it%] , /& &R Additional
contacts ( HMERR A ) &, BRI AR A A B FER At | BIE TRRBREFE R ERE
A, MBELIAM AFEHER , BEELNBE TR, MREMEH ESHIARIK S 8B 7 HB 4 it 50
BBREF , WEFEBEN S Fuf ¢ ut

Note

R &3 Basic Support itX , MAFEEFEH Additional contacts ( E B R A ) iET,
B2 , My Account ( KK ) TNEH Alternate Contacts ( &FABKRA ) B0 REEN
Operations ( 4 ) BRR ABKRPIBEMEIZA |, BE 3T /= F0K 88 SR BR 8945 E R i3

B,

13. RETRFMEE , REEE Submit (BXR ) . EFERENES ID SHNHE.

IR IERY 5]

FENFERRTENEN, BEHANERER , URTEE TR THERENTAEMER. Fl0,
EfEMEERE , TRANBENAER, N THEBERI—RESEE , FRENEHRENB WO ER,
EFEERMG |, #EEMNEHIRRZRE T Description Guidance (iR S).

SIRBUR TTHES RO E BB TR BT T HORADASE BIR T REAE,
RN
TR T RANEH TR UAFNREF BRI, B2 RNBUEATERAREEY

MEFNARFHRFIEESRSTEN, AXWERSUBRENFRNRAZNINARFNESR , F5
B AWS BB ENNARFREARILX.

TRIETERRA, TR E A B R,
AR

c BIREBRHE  BXEFRAZFROAIGT=EMERB, WRENBERREST , FHKR AWS
Support #FE LB IR 1F R 61,

- BEAFEMRIINESES 1§55 AWS Support API B,

PEMRS 55— WA

FREM KRB 8] 4 BA A 2 #F it X

—p&iEmE low 24 /g BEBR-BARABRIBERE - IR, (*FFX
AR. B, Enterprise On-Ramp sl kit
)

REZIR normal 12 /A EHRARFNIEXBUREIERE , ER

FEAENMERNFREOE, (*FRXAR. &
Ai. Enterprise On-Ramp sl kit %] )

EFEREZR high 4 /et BRI ARFHNEEINAEZ R MRBIERER.
( &b, Enterprise On-Ramp si4>il Support it
)

EFEREEN urgent 1 /ped EHLSZREREE, EHNARFNEEY

BEART A, (™., Enterprise On-Ramp sl
Support it%] )
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T R AKE ST

EMR BN
FEM% ez Bl VAN SRR

WHRBREEN critical 15 2% LR SEIGEER. NARFHXEINENTA

( >k Support it%l ) » EEE , Enterprise On-
Ramp Support i+XI#9 MBIt 3% 30 244,

0/ )5 BF [

BNEEE TN BERNEHARERR—EBE N MERR, BXEf AWS Support ITXIH X #BEM
S8 , H3 19 AWS Support Ih&E,

MREBRI, Enterprise On-Ramp Rl Z#HFitXl , BA UL XRBERBERZH., "WFHFEALIZE,
FIFRGINIER B R TENEITE, TRENRBEREEFMEER/MXMN L4 8:00 ET4 6:00, 7

BREMBARKRN. WTFESAIANXNERMWEX , TENBRBTERRER. ERAEER/HBXEENERE
AWS Management Console ##) My Account ( KK ) TWEH Contact Information ( BxRAEE. ) &B

o

Note

MREEFR A EFAFRFINEEKRRES  WALEUTHERRERESE , TR :

c MREFEHNIERAZE RONEFRS , RENREBEFREIFIUNATERARAZSRE , I
AE RARNTEERN REXE , TERBEN B ARRERNE (GMT+9) L4 09:00 T
4 06:00 , TR A MBRERI,

o WREAE, Enterprise On-Ramp Sl KiFitRl , T RIFRBAER AT

MREEFRP N EAZFRPINERRRES , WAILEUL TR ERREH S :
- MREFERNERDENELEIERARGELFE , 5 AIELF 9:00 ETHF 6:00 (GMT+8) Z[H
MR EBRRRER , TERARKMTRA.

- MREAFREXZF IR, WAL “BROKS” AEN TENE (BEEXNEREER/
X#9 £ 8:.00 ET4 6:00 ) WRXEARZR , TRAMARREN. XENETERERES M6
X B9 B 3R/t X T 5o

o MBEHEEB, Enterprise On-Ramp il #1158 , T2 RIFEFREBDHEREZE,

MREERSBEAZHROAINBEERRES , WAREUATHREAREBHEZF , TR :
s MREBZFEGXNIIERARIFRFINEF RS , WAIAESEN T/EE ( EX R EHEIRAERE
(GMT+9) £4F 09:00 ET4 06:00) , FEEFBREMAER , RESEXHE.

- MREAFREXZF IR, WALE “BROKS” FRERN TENE (BEEXNEEER/
X#9 £ 8:.00 ETF 6:00 ) REHFERAZR , TRAMBARRN . XERBTRREESN
A X A9 B 3R/ X T 57

- WMREHEE. Enterprise On-Ramp il ¥#F itXl , AR XRIRREHFERAZH.

R SIS MIKE TG TE

BTFRBIR—NEXKS MK, BN RFTE,

API k7 2013-04-15
4


http://aws.amazon.com/premiumsupport/features/
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T R AKE ST

.=
=4l
(5
J

Hello!
We're here to help.

Account: 123456789012 « Support plan: Basic - Change [4

How can we help?

Choose the related issue for your case.

Looking for Service limit increase?
© Account and billing

Technical
Service
Billing v
Category
Other Billing Questions v

Severity Info

o000 ©

General question v

1. Create case (RIETH ) - EBREQIEMN T HMER, EWFIP , THAEFH Account and billing ( Ik
Mk ),

Note

MREREER IR, WREBREARIFRM,
2. RS - MREHWRBS RIS MRS , BEERERANRS.

API fiR7x 2013-04-15
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T R AKE ST

3.

4

K7 - FERBRFEENERARGINER ., SBERENKIN , REETHERTHREBENFE LS4
%,

CEEM - BEMASTRXFITHNEF TR General guidance ( —f#%ES ) (MWRER 1K) H

System impaired ( REZEM ) ( WRATEIA 12 /MEt ) XFHHEERERS, EMALSZHITRINEF
& ] BAE$E Production system impaired ( £~ RG22 ) ( WWRIETEH 4 MEt ) = Production system
down ( £ RGEEHN ) ("MRETEIN 1 /hEY ) o B, Enterprise On-Ramp s4ll Support i+ XI#9
& A LLi%$R Business-critical system down (M SRBREFH ) ( £ Support TR EI I RIE KA 15
74 , Enterprise On-Ramp 1T XA 1 RiBS 5078 30 280 ) o

T B7 6 8] 238 AWS Support BRI AY AT E . XLEMNE R ERATFEEMN. ¥ TFE=HRE , Iy
NETEAEREK , EABRRTHEANBHOARARSENEFHTLE, BXEZER , BSREESE
4 (p.3):

Note

RFLEFIEENEG , RETRLKERERHESER.

ERERAREMDRE , TUEERRURFLESERRN T K,

API fiR7x 2013-04-15
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il ARk TIFT S

Additional information

Describe your issue

® Case draft saved

Subject
® Description

| have an issue with my bill

Guidance
Maximum 250 characters (222 remaining) Provide a detailed
Description description of your
Don't share any sensitive information in case issue. If you have a

correspondences, such as credentials, credit cards, signed

. - . i question about a
URLs, or personally identifiable information.

charge, provide the

A
Learn more [Z. date, amount, or
| found a charge on my bill for unused any other details
resources. about the charge.
A

Maximum 5000 characters (4951 remaining)

‘ [t] Attach files ‘

Up to 3 attachments, each less than SMB

Cancel Next step: Solve now or contact us

1. B - WAR TR EEREBEOIRE

2. Description ( #iif ) - #HIR B XIFRA|, XREM@ AWS Support RENZEENEE. W TFELERSM
KAAE , QERFEHAXES. BEAXLEERBYBRENAE, BEXELZELE , BERERE
WAE(p.3): AR

3. Attachments ( Mi#F ) - Mf E REBERME A |, DUHSB) 32 15 B FE 58 R it iR R AB Y (8] &L

API fiR7x 2013-04-15
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T R AKE ST

ERNMIEFEMESR  BUNEREFEERANKRLTR,

Hello! We're here to help.

Account: 123456789012 * Support plan: Basic * Changgm

How can we hep? Solve now or contact us

Account and billing, Billing,

Dispute a Charge, General ...
@© Case draft saved

Additional information

| have an issue in my account b Solve now R Contact us

Solve now or contact us
Preferred contact language

English A
Q| |

- O Phone O Chat
English 7 We'll call you back at your Chat online with a
iy number. representative.
320
BAE

-l

1. BEBRRBES-ERENERIES. B, EULUERPY, HiE. AERHE. ENIFITFEREE
EIES B EBRRED,

2. BBR—RERAR. EFRNBRRENEURT TR XBNEREHIIFITR.
o MRPEEE Web , W ATSUBE 2150 7 8RG8 B H 8 H WAL,
+ 3% Chat ( BIX ) = Phone ( Bif ) » MREER Phone (£1F) , RAFEREMARESE,

3. HEMEREEREH AAZFAERAIN |, £ Submit (1BX).

Note

MREEFRBEFENZIERINERRRES  WALBREREXE , TR :

« MRETFEHNERARSupport ROIBHEF RS , RENREFFREXF I MARTERARX
£, WEBANITERER (EXA BARFRERE (GMT+9) L4 09:00 ZT4 06:00 , FEEFH
BAEMAEAR , BEBHEZR.

« MREHFE., Enterprise On-Ramp il #Fit& , TR XFEREBHEBEEARIHE.

MREBEFPNENXIBROINERBKRIES  WAMREAT PR :
- MRBFZFREAZERFANES RS , WATLE LS 09:00 T4 06:00 FREPXZEF (GMT
+8) , TR B MBERERN.

. WMBAHETF R ESupport R, T TR ERREPTHARSE  BEEUN EHEER/ X
B L% 800 2 [F 6:00 (T BENEABI) . EEASINKHERIEK , KENFIES
BN,

« MBELEEE, Enterprise On-Ramp sl Support it%] , AT £ RIRIRB P XA LI,

MRCEFRHEFENIFROINERKRRES  WALEREHEXR , TR :

API fiR7x 2013-04-15
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B3 AR 55 PRER 8 N

s MERFEEHNIFERARIFRAREEFRS , WESHE TEMEAN ( EXAHEIRAERE
(GMT+9) £4 09:00 ZF 4 06:00 , TEEFHBAMAR , BEFHEXE,

s MBEBEBEF KFESupport itk , WETERBARESEERRIE  TENEBEEXNEME
ExR/MXH EF 8:00 ETF 6:00 ( TEREMEBERERN ) . FEEZIRXWESR/MX |, XL
EAEELBA TR,

« WREAE, Enterprise On-Ramp i Support itX] , ATl & RIRIREBEHEHEAZE.

B2 18 10 Ak 55 PR &M

R IARSSPRE ( ARIFR N RS ) BURE RS HERE,

Note

AR LOBE RS RERSERFERNEHRSEMNRT. B , RESBRATFAMARSHRS
R#l. AXEZER , BEH (RSRIAAFER) FPRALRRSEA ?

B 328 T 53 BAE R 48 0 AR 55 PR &

1.

© ® N o g

EF 2| AWS Support Center Consoles
Tip

1£ AWS Management Console™ , &% o] L% % (8] 5 B xR ( ) , A% Support
Center ( Support /s ) o

i%#% Create case ( BIEEH ) .
#%# Looking for service limit increases? ( B ERSREBEE ? )
EERESRT , FREERETIRE, THENETNT :

+ Limit type ( PR#&IZEH )
. EMH
Note

BEBEFMERNES , RETRARTERMRESER.
F Requests (iR ) , i%&#F Region ( X3 ) .
W F Limit ( BR&I ) , ERZRSBRHIFEE,
5 F New limit value ( #TRRFIE ) , MAFTEEMNE.
(T ) BEERIESHMPRE , FikE Add another request ( FMMEMIER ) o
3T Case description ( T##HR ) , EHAEBHXIFTE,

. 3T Contact options ( BRxFEM ) WHE , EEENERESUARFECANKRE N, BAILUERUT

Bz — -
+ Web — #XJ Support F0MEWEE,
« Chat (MIX ) - FFAEXBHERELNR, MRETHERIWX , BSH BEHSE (p. 13).
o BIE - BUCREERMBEE, MEERLEDR  FRAANTER :
« Country/Region ( EIZ/ih[X )
+ Phone number ( EBiE5H )
+ (Optional) Extension [ ( A& ) 2#l]

17.

R Submit (18X ) o LR EASREED



https://console.aws.amazon.com/billing/home?#/account
https://console.aws.amazon.com/billing/home?#/account
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://console.aws.amazon.com/support

AWS Support FiF#5F
EE Nk RPN D ES L]

EHT. RN ERNITH SR

BIEXFRAE , BAUEXFROEERRAIRS, RO —FF 4L T Unassigned ( ROEL ) RS H
ERFBLE—NRAFIET , IRAE RN Work in Progress ( EFELEH ) . BRT LN SRR G /EH NG

B, ERGIEMEZELR ( Pending Customer Action (ZFE#ZFIRE) ) , RBESHEZRFELTEES
( Pending Amazon Action (%¥1F Amazon #1E) ) .

LHENROIEHT , BRI Bk HPI2BEEENERAXFPOPNROINERE. FHEFIRH4
HEFNEZESMIAZHERA, SLTEELIBFHERDERFEEER.

AR

o BUABFERIZIFERGIN AWS K/, tRELL AWS Identity and Access Management (IAM)

ARSHEE, IXNEEEEXHRAMENNER. BEXESEE , BSHEEX AWS
Support FOHIIEIR] (p. 221) :

« MBEBEILRARX RHIEHER , AWS Support £ B3 ##IREH,

« AT EBRRRSER 14 ROXFROATEZERTH. MREETSCHRRERHMXNELRR ,
BOULBIBEXRS. BXESFER , BSRLIEMEXED (p. 12)

£

- EFINEHNZIFRH (p. 10)
o BRIFRH (p. 11)

- EFTFSHERNES (p. 11)
- BIEMERXERHA (p. 12)

s RHIFFIEF (p. 13)

EHINTHFRA

FBRILUEHRA , AXFREREESELS. N, EULREEH. FHRS —NENBIX, HnEA
BB AF. B2, HOURRHE , EXZEMROANTEN. BXEZRFEE  BSALETE
# (p.3):

EMUNAENXGZR6
1. %&%Z%| AWS Support Center Console.
Tip

1£ AWS Management Console™ , &% o] L% 2 8] 5 B xR ( ) , RIEi%&#E Support
Center ( Support B/t ) o

£ Open support cases ( ITFFZHRG ) T , EBEZIFRABIM Subject ( £/ )
i%3#2 Reply ( EI& ) , £ Correspondence (BfE ) #AH , BIEATUHTUTEMENR :

- REXBERERNESR

o bEXHHY

- BRENEERRAR

o NHNER T 4 itk ik AR R BIE FT
4. %3# Submit (%),

API fiR7x 2013-04-15
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https://console.aws.amazon.com/support

AWS Support FiF#5F
FRAT S35 R

Tip
MREEXAMKEAHBEFLEFRS —NRNEIX |, MRS BN ZEFERFIHM Reply ( B

8) , AREE Chat (IR ) , REEEF Submit (1R ) . KRSITHF—MHHNEEXIKE
Ao

R IR TR

LENZHMNUREHE , RENRBBEFERE | EATUE R OBRES,

EMRZIFHRG
1. EFE AWS Support Center Consoles
Tip

1£ AWS Management Console™ , &t o] L% R 5 B4R ( ), RIE%&# Support
Center ( Support B/t ) o
2. £ Open support cases ( FTFEZFRH ) T , ERBEHRNZHRHIA Subject (X&) ,

3. (Wit )i&E Reply (EE ) , H1E Correspondence ( BfE ) o & , MAFERRFHNER , REik
$# Submit (B ), Hlin , MREFEREBLUFERSE | B RABXENAE D FBRRABHE
B,

4. 3%3F Resolve case ( BEREH ) .
5. FEHFEES , EF Ok (HE ) UFRRESH,
Note

IR AWS Support BIBEERT R , BUERRIBEZFIRBEZ K TEFER AWS Support FZ
WHER.

Example : RiR5EHEE
DTREBRERT XHHPORFIBFE P RIFRERE,

Please let us know if we helped resolve your issue:

If YES, click here:
https://console.aws.amazon.com/support/feedback?eventld=1234567890&language=en&questionnaireld=Support-HMD-
Yes [A

If NO, click here:
https://console.aws.amazon.com/support/feedback?eventld=1234567890&language=en&questionnaireld=Support-HMD-
No [A

BT IT E R B

MREBEEE—FE , BUUERTHRBRES. REAEXBHIARENFAESAREZIRFEE
BRI I, BREEMAEXNREERS  AEFRTUASELUTNER.

AE
+ NEIBBIBREN 14 XA , BAUEFRTFXIER. BR , ETEENITHA L TIEE
RSB 14 RWRH, BALRFRPIDEXRS. BEXESFEL , BSHEIEEXR

Bl (p. 12) :
- MREEFMTTFEESLHREFRNEENATRS , WERTESERECIZH=RM].

API fiR7x 2013-04-15
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https://console.aws.amazon.com/support

AWS Support FiF#5F

kY P
ESEHITAERRZRH]
1. &xXF AWS Support Center Console,
Tip

1£ AWS Management Console™ , &4 A] BU% % (8] 5 B4R ( ) , AF1E#E Support
Center ( Support /s ) o

2. #%3$%F View all cases ( EEFERA ) , RAEEBREEESHITANXIFRHIMN Subject ( =B ) =
CaseID (R#IID) .

1%3$% Reopen case ( EFITHRH )
£ Correspondence (B ) T, T Reply ( BE ) , IARFFHAEE.
( AIiE ) #%4F Choose files ( IEZR X ) LU XM INBIR I RH], BE&ZABAMI 3 N4
3F Contact methods ( BxR5X ) , EEBEUATIEIIZ— :
Web — @33 B8, F oif 44 F 2 & /O IR BUE Al
BX-5EERELIR,
BiE - BBk BB R BIE.
7. (R ) NTHMEKRA , ALK EZRRGEFEHE A A G B FoB 4 thut,
8. BFRAFIHFMERFHIEE Submit (X ).

IR EH

14 RETREHRSE , BRTEERITH EBRNOES, MREEDNSCHEREHIMEXORCAER , &9
HOIZMX RN, WHEXROFEEED Lo BROEMNERE  UEFRTUAEFT NRFFAFEN
BfE. MREEINRBERE , RINBUECIZHESL.

@ ok w

ERIEARESH
1. EFE AWS Support Center Consoles
Tip

1£ AWS Management Console™ , &t 7] L% % 7] = BFR ( ), RE%$E Support
Center ( Support /L ) o

2. #%¥%F View all cases ( EFFMERA ) , RAREBRELEFEHITTNXIFEHIN Subject ( =B ) =
CaseID (R#IID),

3. %# Reopen case ( EFITH RN )

4. TEHRXFED , %R Create related case ( BIEHEXRA ) . Z BRI RAIE T B3R NEEEIAEE]
B, MREEHEHMRBE , HikE Create new case ( BIBFEH ) .

This case can't be reopened X

This case has been permanently closed after 14 days of inactivity. If you're experiencing
the same issue or a similar one, you can create a related case. If you're experiencing a
different issue, create a new case.

Cancel Create new case | Create related case

API fiR7x 2013-04-15
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https://console.aws.amazon.com/support
https://console.aws.amazon.com/support

AWS Support FiF#5F
RPIFEIBF

5. RERENSRUIBEBNRG, BESH QIEZEFERM (p. 1),
Note

BRINBERT , BHHEXRGIEFTESZRINRBEIMBEM Type (2€E ). Category (25 ) M
Severity (EM ) . BANREZEEENRGFHASE.
6. EBFRFIFMEEHIERE Submit (1BX ).

BIERHE , E—PEHFE RTE Related cases ( HBXEH ) T2, HIIEA T RmREIFFTR,
Case ID 234567891 s

Case details

Subject Status

Same issue is happening for my Amazon EC2 instances Unassigned

Case ID Severity

234567891 General question

Created Category
2021-04-21T20:30:23.945Z2 General Info and Getting Started
Case type Additional contacts

Account johndoe@example.com

Opened by

janedoe@example.com

Related cases

Subject Case ID

Problem with EC2 instances[ 1234567890

Correspondence m

Jane Doe | keep getting an error for my EC2 instances. What do you recommend that | do to fix it?

Wed Apr 21 2021
13:30:23 GMT-0700
(Pacific Daylight Time)

ESV T R

BBRZTUECERRSGE 24 NAREBRIFHLIERER,

B A&

NMREELEHNEERFRPITERFAE , AN TREHFRERE.

HIEN RH RO BT TR R

BULEERENZBROIUAIFTE - IMIXRED. AXEZER , FEAERINEHZIFEH (p. 10)

API fiR7x 2013-04-15
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AWS Support FiF#5F
BRI EEEISHER

BRI EEERKETEI R
MREEFET Chat (BIX ) BT, BEEEEIPRED , EAHRTUTRE
- BREFNEFREENAFZHFPOPHBEED,
Note
FRAKER/NRE. BEXESZELR , 125 Chrome #EIM Firefox XML,

- BRECEREML , SUEFLAER AWS Support :
o WHIMLERILAIAE * . connect.us-east-1.amazonaws.com M.

Note

3F AWS GovCloud (US) , = A *.connect-fips.us-east-1.amazonaws.coms
. BB KIEL I Web EETIEE,

MREMATLEETMRE D , IEAWS SupportfE F 88 FER B FHR RS RNHITERR,

¥ AWS Support 5 AWS F AT EGfREFEH

AWS BH{F AT ES (SDK ) ERATHLEAREES. SNG4 T AT ETEER AP, RBRHIFZ
B EFAAREBERA U RS R ESNENARER,

RUEFRIEQXH KB R B
AWS SDK for C++ AWS SDK for C++ 55 R
AWS SDK for Go AWS SDK for Go X8 =4l
AWS SDK for Java AWS SDK for Java X2 =45l
AWS SDK for JavaScript AWS SDK for JavaScript 1A =4l
AWS SDK for Kotlin AWS SDK for Kotlin X% 7= 4l
AWS SDK for .NET AWS SDK for .NET %3 =l
AWS SDK for PHP AWS SDK for PHP {#3 =4l
AWS SDK for Python (Boto3) AWS SDK for Python (Boto3) %5 =4l
AWS SDK for Ruby AWS SDK for Ruby {X#8 R4l
AWS SDK for Rust AWS SDK for Rust 1453 =45l
AWS SDK for Swift AWS SDK for Swift X3 R4l

A A R A

BAZFMENHNE ? BEEALREESBH Provide feedback ( R ) $E1EERRE REI.

API fiR7x 2013-04-15
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https://support.google.com/chrome/answer/95472?hl=en&co=GENIE.Platform%3DDesktop#zippy=%2Callow-pop-ups-and-redirects-from-a-site
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting
https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rust_dev_preview
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift

AWS Support FiF#5F
SRERAIEE

*<F AWS Support API

AWS Support APl 23X AWS Z#EFH /O — SRR 5]
AP| REMAT R ERME

c TEHROIEE (p.15) BIEATEE AWS XERFIMNIBZIBRANENESAH
+ Ei5[R] AWS Trusted Advisor (p. 19) B &EH) AWS Trusted Advisor (p. 15) #1E

Note

B AR., Enterprise On-Ramp sl Support 11X 821 A AWS Support APl, HXE
%58 , B2 HMAWS Support :

< AWS Support 2EHRENMBREXENFEMEE , ES 5 AWS Support APl 5%,
&

- XEXRBITEE (p. 15)

* AWS Trusted Advisor (p. 15)

« WS (p. 16)
- EAWS FRTEGH X (p. 16)

XERHEE

AHER API HUITELTESS ¢

- IAXBRM

« RERENXZFRANFIRRERFAEE

- BY BHMARRANREX RS ( BRCLBRNRA ) WER

- FEEFEEMXFMAERMEEHRS , FARMEOEFH B FERFREA
. RRIEH B

AWS SupportAP| BB 3 X IR G| B R EH T CloudTrail BRIEFE. BXESELR , HSREH AWS
Support 123 AWS CloudTrail API i/ (p. 314) :

AXETIAEELSRANENESBARORBTA | #5655 AWS Support 1 AWS SDK #I&E T
Bl

AWS Trusted Advisor

BATLAEA Trusted Advisor BAEMITILTES :

+ 3REX Trusted Advisor ¥ 2 & FRFIPRIRRF

o BEREFEN AWS K- FBRIZ4T Trusted Advisor RE
+ JRER Trusted Advisor K ELERNFEEMNEMER

» RIFTIEE Trusted Advisor &

API fiR7x 2013-04-15
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https://console.aws.amazon.com/support
http://aws.amazon.com/premiumsupport
https://docs.aws.amazon.com/awssupport/latest/APIReference/
https://docs.aws.amazon.com/awssupport/latest/user/service_code_examples
https://docs.aws.amazon.com/awssupport/latest/user/service_code_examples

AWS Support FiF#5F
pr=|

Ll
=)

o FREVE Trusted Advisor R ZERVIRA

ZAWS Support APl X Trusted Advisorig4E CloudTrail i2%. BEXxEZEE , 55 CloudTrail B&EiEH
9 AWS Trusted Advisor 15 2 (p. 315) :

A LAGE A Amazon Ev CloudWatch ents W23 B &L RWE N Trusted Advisore BXESFEER , S
R 50 5 —#2 W 2AWS Trusted Advisori® &4 R EventBridge (p. 327) :

Bltn | SERAMAGE A Trusted Advisor 1@ 4ER Java 18 |, H2 5 £ 8 Trusted Advisor Bl Web iR
% (p. 25),

AWS Support 2 —IT& KM, X BB GER RN EAR QEPRE ST PR S & s BRSNS R,

Pl MREERAXEREE (FFRLMILE ) mROIERE , WAILERAXEREL (HBRMN ) IROM it
X ( ZBRX) iwRNE— RO BX R,

A LAE A AT i U5 Rl AWS Support AP :
« EERE (FHERIMILER ) : https://support.us-east-1.amazonaws.com

o XEFIP (HEXRM ) : https://support.us-west-2.amazonaws.com
o BRMHEX ( B/R2 ) : https://support.eu-west-1.amazonaws.com

Important

o MRIEFA Test A CreateCaselso ( MXZHFRAF ) , RNBUEIE—NE-ETT, Hlan T EST
CASE-Please ignor e, SERMHAEIFRSGIE , WA Also ( ResolveCaseR1ERFRESH ) =i,

« EY A AWS Support APl F1#J AWS Trusted Advisor 124 , “FERAEELREE ( £ BLML
) imR. BaEl, EEAL (BBRM ) MEMiEX (BRZE ) HRFXFIXLE Trusted Advisor
B’%E.

AXx AWS AN ESELR |, 55 (Amazon Web Services —f&Z&£) F# AWS Support i S MR,

EAWS AR T RSP ZHE

AWS Command Line Interface (AWS CLI) #1 AWS 347 & T B3 (SDK) @1EX AWS Support APl 3£
.

BXxXIEAWS Support API BB FIERA |, HIEBE—MRERBF , B0 CreateCase , H7E See Also ( &
S ) BoH , BRRENERIES.

API fiR7x 2013-04-15
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https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_ResolveCase.html
https://docs.aws.amazon.com/general/latest/gr/awssupport.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html#API_CreateCase_SeeAlso
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html#API_CreateCase_SeeAlso

AWS Support FiF#5F
AWS Support 11X 89 Th&E

AWS Support Plans

B LURTE L S5 R B kK 59 AWS Support Plans,
FH

« AWS Support itXIEIZIEE (p. 17)

« B AWS Support Plans (p. 18)

AWS Support 1T XI#Y ZhEE
AWS Support 12 FEf Support 1T X/ :

. B

« FRAR

S

» Enterprise On-Ramp
.

BRI RIS K S R B R REA RS EFANXEF. iR S % Hpay-by-the-monthiE
NERBERBERNERIZFRM,

A AWS EFF Bah R BN U TERZFI R aEH 2 XIRTHRNR

+ O ne-on-one X¥ Ik /= F ik & (] LAY (B &
. XFitz

s BEETRRRE

o XH, BERICXHMHRERKRIER

FFRAR T RIB A A R A T8N ShRE

- REXKRES

s EFWIZHTIE

« MEBREMTE  XF AWS =R, HEENRSHERES

c IBRTRBENIERG , XERFITH-PEBRRATH , B AWS IKFERAF,

A, #AEB, Enterprise On-Ramp F4 il Support it XIEZE P& AT LA R AT ThEE

- FARFIES - FHAME AWS F=m, BENRSEFEENESFEE,

« AWS Trusted Advisor (p. 19) — —f# AWS Support 218 , EARERFHE , KT TEF X, 7Fb
ZE2RAHESRETEENEENIN S, BALIBRIPTE Trusted Advisor &,

« 5X#Ed0H Trusted Advisor 3ZE ) AWS Support APl, AL H AWS Support APl B TR iER
BIEERH Trusted Advisor E1E,

« E=HHBHRE - X Amazon Elastic Compute Cloud (Amazon EC2) SEHli2 RS ME B IR H AR, 1t
S\, BEI AWS EEANE=FARGEGHNERERIBREMTSE. XTEAEEASIFRARZFITINE
P, A REREE=AREXE.

« XEFFLREEH AWS Identity and Access Management (IAM) AP | T a] AT FF R AR K326,

API fiR7x 2013-04-15
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html

AWS Support FiF#5F
FE W AWS Support Plans

B

A, $88 Enterprise On-Ramp F4l Support iTXI#9 % 7 3& AT S5 R LA T ThAE -

- NABRFEWES - XTHNALEESEASURSKARENEEFARE., THEASINARFERNE
WES.

- BERiREEAHEE - /A AWS Support RN A , RABBRLNEARN. WTIE , FEHREME
WA RAENES.

s EREFLE - #NENREERARGNNARE , BERAEFZLE (TAM) &1F.

. REEBEFEE,

- EEEIITL,

BRBNMIFURNDERNMENNESELR | 58 AWS Support MELE AWS Support it%l, —L3h8E
(MERRBENPRZE ) FEUARBESREH.

AWS Support Plans

BRI LAEF AWS Support Plans #HAEH AWS Ik WX EFitRl. EEFRENZIFITR , BS4HE
& AWS Identity and Access Management ( IAM ) iR RFAF FHEBEREHKF . BXREZER
B EEX AWS Support THRIEY 7 EAXBR (p. 224) F 5EA T AWS Support Plans # AWS & %X

B (p. 220).
BERENZIFITR

1. 7E https://console.aws.amazon.com/support/plans/home &3 AWS Support Plans #Z#1& .

2. ( ®i& ) £ AWS Support Plans TUH , L&REZFitH. EXENNEZEE , BSREMFMAEER
o

3. (Wi& )7 AWS Support EM AT , MBEFRE , AREREHEP - N ETRIETAEE MR
o

4. BREITRE , REFEEMNITH%EEE Review downgrade ( &S ) = Review upgrade ( E&H
%),

AE

o MREEMTHBEXFITN, WEEEDITEH AW AWS Supporte BEXEZER |, 5
¥ AWS Support & M=,

« WMRIEIME Enterprise On-Ramp =, Enterprise Support itXl , # Change plan
confirmation ( BT RIFIA ) XHEAE L , B3R AWS Support M E REH X #=Fit R,
5. 7 Change plan confirmation ( ERitXIFHIA ) NiFESD , BAUBFZFWE UEFTEZKS FRM
R BREY ThEE
£ Pricing ( B ) T , BUUEEHXIFITRINTRIT— XML A,
6. 3%3% Acceptand agree ( EZHEE ) .

HXES

A} AWS Support itXIWESZE L , H5 8 AWS Support E W BFEE, EEALAM Support Plans 224
B Fi%$E Contactus ( BRREAT ) -

EXHAKF , 1§35 AWS Billing AP IEEFRHXAKS,

API fiR7x 2013-04-15
18


http://aws.amazon.com/premiumsupport/
http://aws.amazon.com/premiumsupport/plans/
https://console.aws.amazon.com/support/plans/home
http://aws.amazon.com/premiumsupport/pricing/
http://aws.amazon.com/premiumsupport/faqs
http://aws.amazon.com/contact-us
http://aws.amazon.com/premiumsupport/faqs
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html

AWS Support FiF#5F
FFa4E A Trusted Advisor i

AWS Trusted Advisor

Trusted Advisor R T M\A+H AWS ZEFRERS R EEHNRIESSE. Trusted Advisor A[# &R
AWS HE | RAEHEATHETER . BERATAMMNEERSFIZLSRETHEEHEE,

MREFERANRERRIF KA R IR, WATLER Trusted Advisor 126l & 15 “Service Limits™2K 31 F #Y
FIEREMN L KITHAME,

MEEFMAEMEL., Enterprise On-Ramp Sl Support 1tXl , WA LAE A Trusted Advisor & & F AWS
Support API (p. 15) 5B FTEH Trusted Advisor &, &t A LA{E A Amazon E CloudWatch vents ki
FTrusted AdvisorR EIVRES, BXEZEER , TR E5TL T — R IEEAWS Trusted Advisore &L R
EventBridge (p. 327) :

B LAFE AWS Management Console A58 Trusted Advisor. B 2<#EHI3Y Trusted Advisor 13l & #9177 8]
MENEZER , H35 EEBX AWS Trusted Advisor BIi5 18] (p. 226)0

BXEZEL , BSH Trusted Advisor,

£
« FF3AER Trusted Advisor i (p. 19)
 {£f Trusted Advisor Bl Web BRZS (p. 25)
« AWS Trusted Advisor FY4A£R A (p. 29)
+ 1£ AWS Trusted Advisor FZ&E & AWS Security Hub 24 (p. 46)
+ 3 AWS Compute Optimizer JA31T Trusted Advisor &2 (p. 51)
+ AWS Trusted Advisor Priority Al (p. 52)
« FF¥EMEA EngAWS Trusted Advisor age ( FUSEAR ) (p. 59)
+ AWS Trusted Advisor & 5| (p. 65)
« AWS Trusted Advisor FIEE X H & (p. 145)

Fr a6 B Trusted Advisor il

&R LAE A Trusted Advisor #2414 89 Trusted Advisor BIXTTEIREE AWS IKFHRELR | REERR
BUNSRIEEFEMEE, Hlin , Trusted Advisor ] 5L R SR BR A 68 F 89 R IR SUR A 1889 A %% | Bl
Amazon Elastic Compute Cloud (Amazon EC2) 34,

ZHB A LAER AWS Support AP SRIT4EE) Trusted Advisor RERITIRIE, BXEMEL , BB AWS
Support APl £,
S
« B3 Trusted Advisor 4] & (p. 20)
- BEREXF (p. 21)
- BERBERE (p.22)
- HRIEEHRE (p. 23)
)
)

- RIFRELR (p.24
s THRELR (p.24

« HAME (p. 24)
* Preferences ( i1 ) (p. 24)
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http://aws.amazon.com/premiumsupport/trustedadvisor/
https://docs.aws.amazon.com/awssupport/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/Welcome.html

AWS Support FiF#5F
ZF 3| Trusted Advisor #2414

% %% Trusted Advisor 4l &

BT LAE Trusted Advisor 2 #|l8 R EFEREMB MM ENRS,
Note

BMEA AWS Identity and Access Management (IAM) X PR BE 1% 8] Trusted Advisor 2 414&
BEXEZER , BSHEEN AWS Trusted Advisor BJi/[7] (p. 226) :

% 5% Trusted Advisor 41 &

. BFIELT https://console.aws.amazon.com/trustedadvisor/home BJ Trusted Advisor £ #| &,
2. £ Trusted Advisor BN TIH - , E8 MR ELFINEE :
o BUURME (LB ) - Trusted Advisor B E#THIRME, Gl , RAUE IAM FRZ 2 RBHR
BEURRBNESS R,

« BWIAE ( H®F ) - Trusted Advisor@ MBI B W RERIE, Hla0 , FEHREFANRETELEW
T BR R 65 P B9 B RS 75 5% o

+ Checks with excluded items (gray) [ HEBRITE BV EIN (I ) ] : FHRTI B MR EMKE |, Flw
BHEERERBNER, I, XTRERETHLERLETEE Amazon EC2 3£41,

3. 1E Trusted Advisor B TTE £ , EABAHITU TR :
. ERIFEHIKFPHIERSE , %% Refresh all checks ( RIFTFTIERE ) .
- EQETEMERELRMN xis X, Fi%$E Download all checks ( FTHFIERE ) .
« £ Checks summary ( RERHE ) T , F—MREXF , Sl Security ( Rt ) , UEFSE

o
« £ Potential monthly savings ( ATEEM AT E ) T , BAIAEFEWIK S TR B R AR R AL
LR BRI,

« 7 Recentchanges ( RIEMER ) T, BANEEFRIE 30 KANRERSER. EFE—IRER
HUEBZRENENER , AELERFLEAFEET -1,

Example : Trusted Advisor 21
UTRHIERT AWS Ik RELERHBE,

Trusted Advisor » Recommendations

Trusted Advisor Recommendations [ Download all checks

Use this page to get an overview of the check results in your AWS account. Choose a check name or category to view the recommended actions or potential issues that
Trusted Advisor has identified. Each check provides more information about how to address any issues. You can also download a summary of all check results. Learn more [4

Checks summary Potential monthly savings

@11 A 56 e 34 $10

Actlon recommended  Tnfa Chacks with excluded items Trusted Advisor has identified 2 cost

recommended Info Info optimization checks that can save you money.
Security - = = E .

or example, you might have unused resources in

Fault tolerance 1 Cost optimization 2 Security 34 your AWS account that can be deleted. Choose a

Security 32 cost optimization check to view tha

recommendations.
Fault tolerance 2

View all cost optimization checks
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EEREXT

BERERERS

FBAINEEUATREXRINREHBNER !

+ Cost optimization ( AL ) - TREAN BV ERFRNEN, XERERBERKREANTRMB DMK E
K2,

o MEAE - ATLUR S R B RE R E A RLAE D ML

« BE - ALEERN AWS BRFREMNZEHN LT LIRENEL,

+ Fault tolerance ( BE5RES ) - AIHBIRSBNAWSHE R T ERNHENEN, XERBERHERTRT
2. HAiRSEREH (tEHNER ) IIEFERNRIR,

- Service limits ( [RFRE ) - REEKFWERBERURENIKF REEILHEIAWS RS MR R RS
(EFRAEE ) .

BEEERERT

1. EFFITF https://console.aws.amazon.com/trustedadvisor/home 9 Trusted Advisor 2 H& o
ESMBEED , EERERF,
EXINNEL , EEETRELFINFE .

« BUURE (L' ) - Trusted Advisor BT & 1THVIRME,

« BUWIRAE (#F) - Trusted Advisor& Il B4 2 49 T 82 R L

o REMEBIRB (4B ) - Trusted Advisor K& B 2 HY [E]F,

« HERRMIE (R ) - SEHRTBNREY , flNEFLERELMN TR,

HFEnks | wEmpmEs (O URE LS,
srpTaEs (M) uaz—1rasupsren xs .

Example : BAME{LES]
UTFRHETRT 16 NEEEMAREN (468 ) RE,
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EERERE

COSt Uptlmlzatlon C Refresh all checks || [ Download all checks

Choose a check name to see recommendations for ways to help save money for your AWS account. Trusted Advisor might recommend that you delete unused and idle resources, or
use reserved capacity.

Overview

l;:tgntial monthly savings ® O A O @ ’-I 6 e O

Action recommended Info nvestigation recommended No problems detected Info Checks with excluded items
Info Info

Cost optimization checks

Filter by tag Learn more about using tags [4

Tag Key Tag Value Apply filter

Search by keyword Info Source View
Filter checks All sources v All checks v 12 >
> @ Amazon Comprehend Underutilized Endpoints Last updated: 4 minutes ago M

Checks the throughput configuration of your endpaoints.

EERERE

BIFREUEEXZENRENA, TERNER, TARUNTRARIEAESESMERE,
EEERERE

KB F https://console.aws.amazon.com/trustedadvisor/home #J Trusted Advisor ##l & .
ESMERTD , EERERI,
EREREEMUEFHANUATEMEE.

« BRBE - HERENESRSHHEE.
- BUKRME - iR R BB IURE,
- HAFIR - FIHARXE AWS XH,
- SIHEKFRZZWAENR. SUTUERELRPSERBRRIX LT
4. (LR ) BEHRUAE  METCNTHIAERESERF !

a. ®EE—AME , REER Exclude & Refresh ( HEBRFIRIFT ) -
b. EEFMAHRNIE , i§i1%#F Excluded items ( HEBRTE ),
5. (%) EGFEWABUERERRITMEEAN
a. 3% Excluded items ( BERRAVIE ) , EF—NIE , AFERE Include & Refresh ( BIE Rl
#)o
b. EEFRAEENUIE , H%R Included items ( EEHWME ),

6 mEwEmE ( & ) o TE Preferences ( Hi%H ) MiFERF , EULEEEE RNTEHREYE , RE
%32 Confirm ( Ik ) o
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Example : AR ILRE

BATREFI A E Amazon EC2 SRR EBLFIHKFA P ZEMAEHl, WRETRG 41 MEARREHN
Amazon EC2 324l |, HEBRIUEEFELRL AR,

v

/A Low Utilization Amazon EC2 Instances. Refreshec: adayage G B

Checks the Amazon Elastic Compute Cloud (Amazon EC2) instances that were running at any time during the last 14 days and alerts you if the daily CPU utilization was 10% or less and network 1/O was 5 MB or less on 4 or more days. Running instances
generate hourly usage charges. Although some scenarios can result in low utilization by design, you can often lower your costs by managing the number and size of your instances.

Estimated monthly savings are calculated by using the current usage rate for On-Demand Instances and the estimated number of days the instance might be underutilized. Actual savings will vary if you are using Reserved Instances or Spot Instances, or if the
instance is not running for a full day. To et daily utilization data, download the report for this check.

Alert Criteria
Yellow: An instance had 10% or less daily average CPU utilization and 5 MB or Less network /0 on at least 4 of the previous 14 days.

Recommended Action
Consider stopping or terminating instances that have low utilization, or scale the number of instances by using Auto Sealing. For more information, see Stop and Start Your Instance, Terminate Your Instance, and What is Auto Scaling?

Additional Resources

Monitoring Amazon EC2

Instance Metadata and User Data
Amazon Cloudwatch Developer Guide
Auto Scaling Developer Guide

Low Utilization Amazon EC2 Instances (41)

41 0f 42 Amazon EC2 instances have low average dally utilization. Monthly savings of up to $§962.21 might be available by minimizing underutilized instances.

12 3 > @
Region/AZ v InstanceID v Instance Name v InstanceType v  Estimated MonthlySavings v  CPU Utilization 14-Day Average ¥
eu-west-2a i-0700a74207981234 t2.micro 0 7.6678654087142718E-4
eu-west-2a i-0e3fab8ae22161234 t2micro 0 0.0013923912552209253
us-east-1a i-083bbd460741c1234 ec2WindowsCheck+c5.large+ami-085ea197 26example cSlarge 60 0.003315245975413382

iR E

ERERFI T BT EELREERMEREE R, flW , SRR FIK S P ERNQ BB ITIH
%, J«/{{Eﬁﬁ‘ﬁﬂﬁiﬁulﬂzﬂo

MREEFTEKFAFHNTIENRE , flI0 AWS FR , BUUERRSEHERMFANRE REEEEREN
=N

EF BN E

oo n =

BERELTF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor ##I& .
ESB DR Trusted Advisor BINTE L , EELEART,

¥ F Search by keyword ( #EXBHRER ) , FRAAREE LR PR R BRUMBEL R
NTF View (BE ) K , EEEEEPLRE .

 Alichecks ( FTERE ) : JIHEEFINMERE

- BUHRE-JHBUERIURENRE, XEREUNIEGREE TR,

c BUMIAE - JIHBUEXBRTRNRENRE., XEREUAEEGREETR.
RENBIRE - FIHEEEMRAEHNRE, XEREUAFEREE R,

- TEHRTMBEMNRE - JIHSEENATMARELRTHBRIMBANRE,

MR EFFRZEARIE AWS TR , 5120 Amazon EC2 SEHI5 AWS CloudTrail IR , BAILAFIRLE R |
J«Xﬁﬁéﬁwﬂ?ﬂﬁ?‘ih‘%ﬂﬁlﬁ B

NTFEREMRIE , MAGSRANE , AFEEF Apply filter ( LAMIESRMF ) o
ERENERP  RELRNETEREERNENTE,
ERREBRTERM , HiEE Reset (EE )

HXER

X Trusted Advisor WIRENEZER , BSHUTER :
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R EL R

+ AWS Support /g A Trusted Advisor By ¥5i2 T EE
© AWS —#&ZE R RN AWS HIR

T B 45 R

B LARFREREEK W REHER, WREEANEFEZARIEARIFITR , MATLAZ R Trusted
Advisor 2 #| A RIFKE, WREHFEDL., Enterprise On-Ramp Ml Support it%) , W Trusted Advisor
L2ERHIRFERSPHKRE,

E R Trusted Advisor &

1. SMEBMLTF https://console.aws.amazon.com/trustedadvisor B9 AWS Trusted Advisor & & .
2. 7E Trusted Advisor BINSR BRI TE L , EERIFAERE,

B UBY AT AARMBERE !

srpgmms (O) wramks,
- {#/ RefreshTrustedAdvisorCheck API #&4E,

5
A=

+ Trusted Advisor &S X B RIF LR LR Z | a1 AWS Well-Architected high risk issues for
reliability ( TRESREREE ) BE, FERAREELE/LNMEETLELNKFAHER. HF

XERFRIFORE , BT EIERRIFER ( C ) RFFRIFLE R,
- MBERAMFBAT AWS Security Hub , 4G T AR Trusted Advisor 33 &1 & R RI#T Security
Hub #2#., BXEZER , S HERIFT Security Hub REL R (p. 48) :

s LA +
THRELER
(8T BT Sk 24 B LURELETE P i) Trusted Advisor f0BER. BTN TR ERIEEREN LR,
M Trusted Advisor il FTEHREL

1. BMEMLT https://console.aws.amazon.com/trustedadvisor B AWS Trusted Advisor & &,
ETHMERELER , 187 Trusted Advisor BIHKREXRFIAE LIERTHAMERE,

ETHECRENRELR  FRBERERH , RABERTEHER ( L] ) o
2. REIITFH xls X, XHEEXKE Trusted Advisor IREIANERBERES , Sl ERH, iR, R
A, BEENERSE.

HLAM

BAILREHAMBEIIEE , AN AWS ALPMFERRKF RS, BEXEZEE , BS5HAWS
Trusted Advisor BV LA (p. 29) :

Preferences ( B3£I )

EEE Trusted AdvisorTUHE Lt , BATBLZE A Trusted Advisor (p. 25).
& Notifications (BH ) WHEL , BANANRERERESABFEH. BESHREBHEET (p. 25).
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A Trusted Advisor Bl Web BR<%

£/

EENALTELE , ELUS AsEZER AWS Organizations B TS5 E R, XRZAWS Trusted Advisor
HHLE (p. 29)IJJ “Trusted Advisorft £4% (p. 52)” F “Trusted Adwsor*‘—-_} (p. 59)” Fr4%E

Yo

AR b= Bl

EEHTUIZERRELERNESH & Trusted Advisor BFHRHEE., BERAH LW —H%TF Trusted
Advisor B ERER B FHRHFE .

Trusted Advisor EiH B FERHHBE A T2 & Trusted Advisor Priority 4R, BXEZER , BSREE
Trusted Advisor Priority %1 (p. 58) :

BEREBAEER

1. EFFIT htips://console.aws.amazon.com/trustedadvisor/home 9 Trusted Advisor 2 H& o
2. HESMBEHRFTH Preferences ( Bk ) T , #%4F Notifications ( B4 ) .

3. XF Recommendations ( Bi¥ ) , EFRBRRELRHIITR, &AM AWS Billing and Cost
Management ##|& #9 Account Settings ( I IRE ) T E R IFMIBREX R A

4. WF Language (BF ) | EHELTHFHBMES,
5. 1%£$% Save your preferences ( REFEBEIED ) o

1wEHLANE

mMEEMEA AWS Organizations REBIKF , BAI AN ALAFHFAERAKF BEIRE. BXEZER , 55
EAWS Trusted Advisor B4R HE (p. 29) :

#H Trusted Advisor

ZRARSEET |, Trusted Advisor TEFTIEHI K FHITEMRE, =i i5R Trusted Advisor 325 & i £
AP| BRAEMIE AT A BRI UL BIIELE 15 B 45 IRE B

E# /A Trusted Advisor

1. EFZBUTF https://console.aws.amazon.com/trustedadvisor/home BJ Trusted Advisor 2 &| &
2. ESMBERPWERIT , %FEEE Trusted Advisor,

3. 1£ Trusted Advisor T , Xl Enabled ( B/ ) . WWIRERBIKF PHFIEREZA Trusted
Advisor,

4. Rig , BRI LLFESMER K P I BRiZAWSServiceRoleForTrustedAdvisorTrusted Advisore HXE %
EB |, &S FAMIER Trusted Advisor IR EX B (p. 201) :

BXxER

B3k Trusted Advisor WEZEE , BSHRUTER :

« WAFF A Trusted Advisor ?
+ AWS Trusted Advisor # & 5| (p. 65)

Trusted Advisor Bl Web fR%

8B AWS Support BB % , BRI BRES AWS Trusted Advisor xEE’\JFﬂﬁEf’o 1t = BUE 7R AT 3R EX
Trusted Advisor *Aﬁﬁﬁﬂi% RIFFEF—IME  RARFIREREANIFAL R, XEIESH Java HITE
To BXENHMEENIFNER ls;’}lfﬂﬁﬁ? Amazon Web Services B T B,
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AWS Support FiF#5F
FRERA] A Trusted Advisor & /I 5 &

£
+ JREVA] A Trusted Advisor # &/ 55K (p. 26)
+ RI$ A A Trusted Advisor ¥ & 55K (p. 26)
« 1A Trusted Advisor &L T SRS EAL (p. 27)
+ 53R Trusted Advisor &4 & (p. 28)
. HiH Trusted Advisor REKFHEE (p. 28)

FREXA] A Trusted Advisor &8 513K

BAF Java KEBER B — 1 AWS Support &/ w3541 , A £/ 1ZE FinK B AME Trusted Advisor API
B, ETX , XEBABETEA DescribeTrustedAdvisorChecksAPI #&4E , 3REXTrusted Advisorte 295l
ZRHMBICheckIdE, BANFERAKEERWERFRE , LA B KR EIEFRMIEZTRRIFHR
&,

private static AWSSupport createClient()
{

}
// Get the List of Available Trusted Advisor Checks
public static void getTAChecks() {
// Possible language parameters: "en" (English), "ja" (Japanese), "fr" (French),
"zh" (Chinese)
DescribeTrustedAdvisorChecksRequest request = new
DescribeTrustedAdvisorChecksRequest().withLanguage("en");
DescribeTrustedAdvisorChecksResult result =
createClient().describeTrustedAdvisorChecks(request);
for (TrustedAdvisorCheckDescription description : result.getChecks()) {
// Do something with check description.
System.out.println(description.getId());
System.out.println(description.getName());

return AWSSupportClientBuilder.defaultClient();

fl#t 8] A Trusted Advisor &/ 5K

BAF Java BB BB — 1 AWS Support & iR , BA £ ZE P kK RIFT Trusted Advisor 38,

// Refresh a Trusted Advisor Check
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation.
// Specifying the check ID of a check that is automatically refreshed causes an
InvalidParameterValue error.
public static void refreshTACheck(final String checkId) {
RefreshTrustedAdvisorCheckRequest request = new
RefreshTrustedAdvisorCheckRequest().withCheckId(checkId);
RefreshTrustedAdvisorCheckResult result =
createClient().refreshTrustedAdvisorCheck(request);
System.out.println("CheckId: " + result.getStatus().getCheckId());
System.out.println("Milliseconds until refreshable: " +
result.getStatus().getMillisUntilNextRefreshable());
System.out.println("Refresh Status: " + result.getStatus().getStatus());
}
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518 Trusted Advisor &L T #IRAZ (L

%8 Trusted Advisor & LL T IR L

R RIZE{TTrusted Advisori TELE R FTRASEIENERZE |, BHEH
DescribeTrustedAdvisorCheckRefreshStatusesAP| B /EiE R &&= T ELURFRIBEMFRLE EL Rt
ET

BT Java REBEEA Checkld TEHRWHNERIREU TS PERNRENRS, I, BEREEE
R 7T Trusted Advisor RSB E )15 A& -

1. A LUBIYET DescribeTrustedAdvisorCheckRefreshStatusesResult KRB EMITRFKIF
A getMillisUntilNextRefreshable, ZALAERRENERNEEEFERBUAERFTRLE,

2. MR timeUntilRefreshable T , BAILERRBIFRE,

3. BRI LAMFERIRENRSSELERAEN , RBEFRAEFBEEANRINUN 10 . MBRSH
enqueued = in_progress , BIFIREH BRBERRS. MRBHIRE successful , MBEIRL L,

4. &5 , {RFBRE —/ DescribeTrustedAdvisorCheckResultResult ¥R RIMSLA |, WAIERZ
BB ERERIER,

AR BRAERAENRIFER , RAEBRWERNRES.

// Retrieves TA refresh statuses. Multiple checkId's can be submitted.
public static List<TrustedAdvisorCheckRefreshStatus> getTARefreshStatus(final String...
checkIds) {
DescribeTrustedAdvisorCheckRefreshStatusesRequest request =
new DescribeTrustedAdvisorCheckRefreshStatusesRequest().withCheckIds(checkIds);
DescribeTrustedAdvisorCheckRefreshStatusesResult result =
createClient().describeTrustedAdvisorCheckRefreshStatuses(request);
return result.getStatuses();
}
// Retrieves a TA check status, and checks to see if it has finished processing.
public static boolean isTACheckStatusInTerminalState(final String checkId) {
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the only
element in the list.
TrustedAdvisorCheckRefreshStatus status = getTARefreshStatus(checkId).get(0);
// Valid statuses are:
// 1. "none", the check has never been refreshed before.
// 2. "enqueued", the check is waiting to be processed.
// 3. "processing", the check is in the midst of being processed.
// 4. "success", the check has succeeded and finished processing - refresh data is
available.
// 5. "abandoned", the check has failed to process.
return status.getStatus().equals("abandoned") || status.getStatus().equals("success");
}
// Enqueues a Trusted Advisor check refresh. Periodically polls the check refresh status
for completion.
public static TrustedAdvisorCheckResult getFreshTACheckResult(final String checkId) throws
InterruptedException {
refreshTACheck(checkId);
while(!isTACheckStatusInTerminalState(checkId)) {
Thread.sleep(10000);
}

return getTACheckResult(checkId);
}
// Retrieves fresh TA check data whenever possible.
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation. This method
// is only functional for checks that can be refreshed using the RefreshTrustedAdvisorCheck
operation.
public static void pollForTACheckResultChanges(final String checkId) throws
InterruptedException {
String checkResultStatus = null;
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do {
TrustedAdvisorCheckResult result = getFreshTACheckResult(checkId);
if (checkResultStatus != null && !checkResultStatus.equals(result.getStatus())) {
break;
}

checkResultStatus = result.getStatus();
// The rule refresh has completed, but due to throttling rules the checks may not
be refreshed again
// for a short period of time.
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus refreshStatus =
getTARefreshStatus(checkId).get(0);
Thread.sleep(refreshStatus.getMillisUntilNextRefreshable());
} while(true);
// Signal that a TA check has changed check result status here.

iF3R Trusted Advisor R ELE R

ERMENFMALERREZG , (A DescribeTrustedAdvisorCheckResultAPI B 4ERIZZRTE R,
Tip

Trusted Advisor RENBHMEATNEELEETL, BRINBEWNEERBPIEERE ID LAE—RR
BE, BALUER DescribeTrustedAdvisorChecksAPI #4E , LIKEE ZE ID,

BATF Java RTBBE A result 23| A DescribeTrustedAdvisorChecksResult 354 ( 2 BIHY
RBEFHRE) . BRIETERZE , ZREBARBEIAFAAUAREFRELRE K MEEIES
A result.getChecks().get(0) AAFIEELRSIE 0 RERETIRFE—ITRENER, ETXK,
ARG E N — DescribeTrustedAdvisorCheckResultRequest 356l , FHIFZEBIERLE R
checkResult B DescribeTrustedAdvisorCheckResultResult 324, o] LAEF LIRS AR
RENEERELR,

// Request a Trusted Advisor Check Result
public static TrustedAdvisorCheckResult getTACheckResult(final String checkId) {
DescribeTrustedAdvisorCheckResultRequest request = new
DescribeTrustedAdvisorCheckResultRequest()
// Possible language parameters: "en" (English), "ja" (Japanese),
"fr" (French), "zh" (Chinese)
.withLanguage("en")
.withCheckId(checkId);
DescribeTrustedAdvisorCheckResultResult requestResult =
createClient().describeTrustedAdvisorCheckResult(request);
return requestResult.getResult();

}

SEE : 3R Trusted Advisor REZE R4 R EFNE REIE.

i H Trusted Advisor R ERIFHER

LA Java RBESEF B —TREM DescribeTrustedAdvisorCheckResultResult 3241 , LAFRER
Trusted Advisor ¥ EFTFRICH AR TR,

// Print Resourcelds for flagged resources.

for (TrustedAdvisorResourceDetail flaggedResource :
resultl.getResult().getFlaggedResources())

{
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AWS Trusted Advisor FY4E 4811 &

System.out.println(
"The resource for this ResourceID has been flagged: " +
flaggedResource.getResourceld());

AWS Trusted Advisor BV 42 { B

HAYE RFIERESF AWS Organizations FFRTEMK I Trusted Advisor &, FRALLINEESE , B LL612
BRERRSELATAERAKSNREL R, ZRESERELERVEEUARSNKFNZEWERNE
B, fln , S ERREES IAM ERAREEELA LRI ELK S IEEMSEA AWS Identity and Access
Management (IAM) , EZRRE 2ET Amazon S3 F B R ER Amazon Simple Storage Service
(Amazon S3) TFfi @R HIRERIL,
£

o EREH (p.29)

- BRAYLAR (p. 29)

+ RIET Trusted Advisor # 2 (p. 30)

- BIEHLAMEIRE (p. 30)

- EEREHE (p.33)

- TEHALUEIRE (p. 34)

- EREANE (p. 38)

o A IAM RBEAFIHRIELUE (p. 38)

. FAHEM AWS IRFEF Trusted Advisor 3R (p. 40)

FRFA
EATRR AT ERS S5 RALHE

o P BIE AWS ALK R
. BHELAMIEZA Organizations WFTEIHEE. BXEZEL , S AWS Organizations FF R+
KB RALATHHFTEIhEE.

o AL RNEEKS KB AREL, Enterprise On-Ramp i Support it%l, R LM AWS Support
M Support plans ( X#Fitkl ) RERERENZFiITL. BHSH LR AWS Support it %,

s BAFTUEEKFRNAFSH (REENSERAR ) BF, TILEEUIAM AFZER IAM A5 %
BE AR E EEFTEN RIS, SRR IAM K AT RALTE (p. 38).

B RELNE
BMREERERGMHZE , FREATSREAEALNE, EALMER , HEANTER
+ Trusted Advisor #/3 B NARFNAERS. BEXEZER , 15258 AWS Organizations A IEEFRIE

REA AWS BRS 2 B A= 15 R X BR

+ AWSServiceRoleForTrustedAdvisorReporting service-linked-role 2 1E &40 43 49 & 2 ik F= b 1y 486
BH, tkA®BIE Trusted Advisor R ERIE VA Organizations FTEMNR. WREZXBKAREHE , £%
EFFMkE. BEXEZER , BZRAERIEXRAEHT Trusted Advisor (p. 199) :

1 Trusted Advisor & A5 AALAME,
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RI%F Trusted Advisor & &

EQRALNE

1. LUEBEREAEFALNEEIKS , #TFFMT https:/console.aws.amazon.com/trustedadvisor £
AWS Trusted Advisor 4] &

2. TESMBERTH Preferences ( BEI ) T , #32 Your organization ( BHHER ) .

3. & “BRATEHERAR" FAWS Organizations , FTF “B R,

Note

HNEBKFEAEALNBRTLANMERAKFREERNEE, flin , MREHNKAKFHEEE
AEHE , BAXEKFFTF2EESEEKFHENKE, AWS Support ITTRIRET AKFEMET
WRLE Trusted Advisor R &,

Rl Trusted Advisor &

HEENALGBIRE 2B, RITBWERIFIEM Trusted Advisor RERVRS ., BAILLTEHIRE , MAERIH
Trusted Advisor ®2& , BIEMNREAETEEEFER.

MEEMAREN, Enterprise On-Ramp # 4l Support it%l , M Trusted Advisor && & B 3 BIF &K /- &
W&,

Note

MREHARFEERTRARRERTIFTRINKS | NIXLEK A 4005 F Trusted
Advisor ZH| B RIFRE. BRERFARERKS FHNABEKFHLE,

ERIET Trusted Advisor 12

1. SMBLTF https://console.aws.amazon.com/trustedadvisor B9 AWS Trusted Advisor & A& .
2. £ “Trusted Advisor2i" WE L , E#F “RIFAEXTE". XFRFEKFPNAMERE,

FBHALBETUTAXRFRERSE -
+ fEF RefreshTrustedAdvisorCheck API 1k,

smepgmms (O) wramps,

RIZALMERE
BRARLUERE , B LEIRBIRE , METUEFALMN Trusted Advisor RELE R,

RS0 50 MiE, WROENREEHILEM , Trusted Advisor 2BIBRZFHRE . BEERE
EMIBREY R & o

EEALNERE

1. BRALAMEEKF , FHTFLT https://console.aws.amazon.com/trustedadvisor B9 AWS Trusted
Advisor ##l &

2. TESME®SP , % Organizational View ( HLAME ) .

3. EECIERE.

4. BMNBERT , MESEFFE AWS K, B&EX], REMBFIRIRS. 7 Create report ( BIERE ) W
HEt , BUUAFEARERGETAE LIRS, Sl , BULUERXEMN Al (£50 ) &I, AREEES
BERESHFHENXE,
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a. WAIREH Name ( BF) o

b. XF Format , %% JSON = CSV,

c. ¥ F Region (X3 ) , #§F AWS XiZsikE Al (£2B) .

d. 3T Check category ( REXER ) , EEFERELFIHERE AI (£ ),

e. XTF Checks (RE ) , EBRZEIINBERE , FEFAI(£F).
Note
Check category ( R&EHF ) FHFIERMFE R Checks (RE ) HiESKMH. il , WREE
¥ Security ( 22 ) K3 , AEEBRBENREZR , WENREHITEZLINTER
BLR, EEENBEREAUERSE , BAREXRFIRERIANAI( 2P ) &, ATk
BIENRER.

f. 3T Resource status ( BWRRZ ) , RFEMEARS , 0 Warning (BE ) , EFAI(2

).

5 WFAWS AR K “BREESHEENREDHALREN (OU), X OU WESER , HSH AWS
Organizations FIFEEH N EEEH L E 1,

6. EERBIERE.
Example : BIER & ik KR4 IED
AT R AT &I 612 JSON R -

« =N AWS Xi
- FENRSAHERSE

API fiR7x 2013-04-15
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Report filters
Choose the filter options for your report.

Report name

The report name can be up to 100 characters and can't start with a hyphen. Valid characters: A-Z, a-z, 0-9, and - (hyphen)

Format
v
Region
v
us-east-1 )(‘ ‘ us-east-2 X| | us-west-1 >
Check category
v
Security X| | Performance X
Checks
v
Resource status
v

ELT RS | REEE support-team OU FE FAL —EB0 8 — AWS K&,
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AWS organization

You can select the organizational units (OUs) and individual AWS accounts to include in your report.

Organizational structure

v B [ Root

r-xa9c

> 0O instance-management
ou-xa9c-examplel

v 8 O support-team

ou-xa9c-example2?

@ Jane Doe

111122223333 | janedoe@example.com

@ Mateo Jackson

444455556666 | mateojackson@example.com

» [ OO security-team

ou-xa9c-example3

& Ana Carolina Silva

777788889999 | anacarolinasilva@example.com

- BIERREFFENNEEFRTAATNKS BEURSNKS PR ERKE,
© BRR-RGESMRE | RISFRESZTEY 6 M,
- MRBXBARIMEEFERE L , BERFHTE,

EEHRGERE

WEEBRET , ER UM Trusted Advisor BEIEFEERERHE. X , ERAUREEFEMMANK
BELRRBE,

EEERERE

1. BFRALNEEKFS , FHTFT https://console.aws.amazon.com/trustedadvisor B AWS Trusted
Advisor ##l &

2. TESME®KSP , %8 Organizational View ( HLAME ) .

3. BEEHREEMN,

4. FE£ Summary (HE ) TEL , EEEHEFINRERS. BIET LR Download report ( TEIR

F)o
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Example

CHANRERE

organizational-view-report summary

Number of Accounts

5

° 22 "

Action recommended

Date created

Format

success (June 25, 2021 22:43:05) JSON

* 56

Investigation recommended

Info

°z77 "

No problems detected

oo

(] O Info

Excluded items

Cost Optimization 0
Performance 0
Security 15
Fault Tolerance 7
Service Limits 0

(] Info
2

check-summary-info-
undefined

Cost Optimization 2

Potential monthly savings

$8,009.82

Cost Optimization
Performance
Security

Fault Tolerance

Service Limits

18

24

Cost Optimization 20
Performance 35
Security 40
Fault Tolerance 37
Service Limits 245

Cost Optimization ]
Performance 0
Security ]
Fault Tolerance o]
Service Limits o]

THALMERE
IREHERIFS , BEM Trusted Advisor IBHI AP TEHRE. MER— zip X, EFEBE=ENH
« summary.json - BEBHRERINKELRNBE.

+ schema.json - @EHREFIEEREM schema,

o BRI (json = .csv ) - BEERALH

ETHALRUEERSE

BFALNEEIKS |, HITFFLT https://console.aws.amazon.com/trustedadvisor #) AWS Trusted

1.

Advisor %] &

RERNRERSHEAES.

ESMBEKD , % Organizational View ( ALHMNA ) o

Organizational View ( AAME ) TEHER UM/ THNERE
EB—NRE | %4F Download report ( FEHIRkeE ) , REFREXMH. —RRETH MRS

API fiR7x 2013-04-15
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Organizational View

With AWS organizations, you can create reports for check results across all AWS accounts within an organization. This
provides you a centralized view for all AWS Trusted Advisor checks. You can also view and download reports on this page.
Use this report to identify issues and take action for accounts in your organization. Learn more [4].

Report name Date generated Status Format
all-regions-check-report June 15, 2021 18:43:42 Success JSON
json-us-east-1-region-only June 14, 2021 20:54:29 Success JSON
security-checks-only-all-accounts June 10, 2021 03:33:59 Success JSON

4. MRESRZH,
5 FRANXAKRESITH .jsonXHREABFREMABRFITH .csv X,
Note

WREHHE S 5MB R L, BAEELWEIZAN

Example : summary.json X4
summary . json XHEREALPNIKFHEURESMEIN PHREN RS,
Trusted Advisor ERUTHERBRRIRELR !

+ Green - Trusted Advisor & B/ N ZEH EH A,

+ Yellow - Trusted Advisor &Il E# & /Y 7] g2 8] &

* Red - Trusted Advisor # Il BI$5 IR A BB TRERE,
+ Blue — Trusted Advisor T2 ER BEHRE.

EUTRBIF  BMERN Red , — 1 H Green, —41F Yellow,

"numAccounts": 3,
"filtersApplied": {
"accountIds": ["123456789012","111122223333","111111111111"],
"checkIds": "All",
"categories": [
"security",
"performance"
]I
"statuses": "All",
"regions": [
"us-west-1",
"us-west-2",
"us-east-1"
]I
"organizationalUnitIds": [
"ou-xa9c-EXAMPLE1",
"ou-xa9c-EXAMPLE2"
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}I
"categoryStatusMap": {
"security": {

"statusMap": {

"ERROR": {
"name": "Red",
"count": 2
}I
"OK": {
"name": "Green",
"count": 1
}I
"WARN": {
"name": "Yellow",
"count": 1
}
}I
"name": "Security"

}
}I
"accountStatusMap": {
"123456789012": {
"security": {
"statusMap": {

"ERROR": {
"name": "Red",
"count": 2
}I
"OK": {
"name": "Green",
"count": 1
}I
"WARN": {
"name": "Yellow",
"count": 1
}
}I
"name": "Security"

Example : schema.json X #

schema.json XHBEREFHREN schema, LT RAEIZIE IAM BB KM ID FEMH
(Yw2K9puPzl ) 1 IAM Z4R%#: (DgdJgYeRm5) &,

"Yw2K9puPz1": [
"Password Policy",
"Uppercase",
"Lowercase",
"Number",
"Non-alphanumeric",
"Status",

""Reason"

]I

"DgdJqYeRm5": [
"Status",

"IAM User",

"Access Key",

"Key Last Rotated",
""Reason"
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Example : resources.csv X #

resources.csv XA EHHA

Accountld
1.11122F+11 Qch7Dwoux1

SZ MK HK 1D

Trusted Advisor 2 ID

B®IR ID
IR &5 HY B i1 B

Trusted Advisor REHI TEZ R
Trusted Advisor #2233l
RALD By (OVU) RARK - HIKF ID

Checkld

1.11122E+11 HCP4007)GY
1.11122E+11 HCP4007)GY
4.44456E+11 1iG5NDGVre
4.44456E+11 1iG5NDGVre
4,44456E+11 PfxORwqBli
4.44456E+11 PfxORwqBli
1.23457E+11 PfxORwqBli
1.23457E+11 PfxORwgBli
7.77789E+11 PfxORwqBli
7.77789E+11 Yw2K9puPzl
7.77789E+11 HTIgTzjTYb
7.77789E+11 wuy7Glzxgl

Resourceld

LnW14f1MA0NMjmMLYYS!
dJrQZXw36ZdswBeo3WUI
lhzakmTbhwdSUmAM_a0L
dIrQZXw36ZdswBeo3wWUL
lhzakmThwdsUmAM_a0oL
vioZmlbadskfWie_W0js
WAVASSIYOwyBWWxIBHT
Lic4zRaUSiIGRSImgaMasV
EWB27TMXof2evYzMSYBE
M3LBsF0el5CI9Mxppapcx
47DEQp]8HBSa-_TIMW-51(
1xHQ5ovVBbSOH1Z-t7Kbik
10F6p6VAFOF-MuLsDc-di1

TimeStamp

CheckMName

1.58983E+12 Low Utilization Amazon EC2 Instances
1.58983E+12 Security Groups - Specific Ports Unrestricted
1.58983E+12 Security Groups - Specific Ports Unrestricted
1.58983E+12 Security Groups - Unrestricted Access
1.58983E+12 Security Groups - Unrestricted Access
1.58983E+12 Amazon 53 Bucket Permissions

1.58983E+12 Amazon S3 Bucket Permissions

1.58983E+12 Amazon S3 Bucket Permissions

1.58983E+12 Amazon 53 Bucket Permissions

1.58983E+12 Amazon S3 Bucket Permissions

1.58983E+12 IAM Password Policy

1.58983E+12 Amazon EBS Snapshots

1.58983E+12 Amazon EC2 Availability Zone Balance

RROERES. WRAERTHREDERH—LBIES , WTFAR

Category
Cost Optimizing
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Fault Tolerance
Fault Tolerance

RUBEARRIREERN , FRXATAERE, CTHTLERETEHRSE , RRAT :

RERE , FIIRKF LM MFA |, SSBER , 8t F2ERERED. TRFNREFRNERE
summary.json 4,

BEREREETNIN Red H¥E Yellow BIERRER. MEMBERFREHNA Green , WEMTRERFLHAE

BHREH,

MERANBERENRSEAKF  WREWEFT2ERERE T, S, MREHARN

REER

Amazon Elastic Compute Cloud i 3£ , Il Amazon EC2 Reserved Instance Lease Expiration 1 &
T2 RELENRE D,

WEMARFRELR, ZEFEATFITNHTFEARIZF TN AP 8K & F Trusted Advisor ##l&
RfAREA R A IIE R, MREFWAER I, Enterprise On-Ramp Ml Support it%l] , MAFBKAREEE
ERFEME—BATREBEIRELER, BEXESEE , HSEME Trusted Advisor K& (p. 30) :

MRAFALNEERKRSBATRERN , UREFT2EFAR T HEAKS B E IR,

W FRFEY , SR LAERE R4 (10 Microsoft Excel ) 3TFF .csv XHER, ERILUER .csv 34XA

22}

FRAKFPNMBERERT—RES . MRBRBESNARF—RER , WALLRREENR json

T
json XA csv XHERARENRBFEEKX , IRTERERARS , fINEAS I BBEENRENS

%

DT, HlEn , WAL SQL RES AWS BRSS ( i Amazon Athena ) &8 AU BHIREGEITE

W, BIET AR Amazon QuickSight Al ZEHIERHA T L ENEIE, BEXELZELR , HSREHEA
AWS BREEF Trusted Advisor 3RE (p. 40) :
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ZRHALAUE

BERUBFREAARQUE., S4MBFAANEEKS  REREEREALNEMENRNAE, BLE
MALRPE E I 2Rt hEE,

ERIIhRERE  FHIATER

« Trusted Advisor 5 Organizations # #9715 AR 55 M & o

+ AWSServiceRoleForTrustedAdvisorReporting REXHKARELALANETEKS FFEH, XEK
BNREE , BULFIHHERE.

« BEERAARACRE, EFRTHIRSE. EHRINAGTAIERNIRE , BSFM Trusted Advisor ZBHI AP EH B
BALNE, E2REAALUE (p. 29).

E# A Trusted Advisor A LRE

1. BFALNEEKS |, HITFFUT https://console.aws.amazon.com/trustedadvisor B AWS Trusted
Advisor 4|4,

2. ESMBERKD , & Preferences.

3. 1£ Organizational View ( HLAMA ) T , #%3$F Disable organizational view ( ZFHLUNHE ) .

Organizational View

When you enable organizational view, Trusted Advisor can access your organization so that you can create
organizational reports. Enabling this feature also adds Trusted Advisor as a trusted service in AWS Organizations and
creates the AWSServiceRoleForTrustedAdvisorReporting service-linked-role [4 for your AWS acount.

Disable organizational view

HRALNUESE , Trusted Advisor FTBREREBALRHM AWS IKF WK E, B

2 , AWSServiceRoleForTrustedAdvisorReporting REHXAERZEALANEEK, £ |, EIE
&Eid IAM #HlA. 1AM APl 5 AWS Command Line Interface (AWS CLI) fFHEMIBRRIE, BEXEZELR | &
SR 1AM AF BT HRIRIRSEXAE.

Note

BRI EREM AWS REERANTRCARNBERENEE. AXESER  ESANTHER

« AWS EBNAEEZEHIER AWS Organizations AMEZEE AWS Trusted Advisor X
« FEAHEM AWS IRFEF Trusted Advisor 3R (p. 40)

FEA IAM KBS FiH R ELENE

B LAMERA LT AWS Identity and Access Management (IAM) KB , R FEKF AP HA BT R AWS
Trusted Advisor FEYH LA ME,

Example : XHLANENT LG RINER
DTEBATESHRIELANEIIRE, EZIXENRAF TUBITUTRE
- BRANZAALANE
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IAM SRBE £ 15 15 (8] 4B 4R TR )

- B, EFENTHRRE

"Version":

"2012-10-17",

"Statement": [

{

"Sid":
"Effect":

"ReadStateme
"Allow",

"Action": [

]I

"Resource":

"organizations:
"organizations:
"organizations:
"organizations
"organizations:
"organizations:

mxn

nt",

ListAccountsForParent",
ListAccounts",
ListRoots",

:DescribeOrganization",

ListOrganizationalUnitsForParent",

ListAwWSServiceAccessForOrganization",
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:

DescribeAccount",
DescribeChecks",
DescribeCheckSummaries",
DescribeAccountAccess",
DescribeOrganization",
DescribeReports",
DescribeServiceMetadata",
DescribeOrganizationAccounts",
ListAccountsForParent",
ListRoots",
ListOrganizationalUnitsForParent"

"Sid": "CreateReportStatement",

"Effect":

"Allow",

"Action": [

]I

"Resource":

"trustedadvisor

mxn

:GenerateReport"

"Sid": "ManageOrganizationalViewStatement",

"Effect":

"Allow",

"Action": [

]I

"Resource":

"Sid":
"Effect":
"Action":

"organizations:
"organizations:
"trustedadvisor

mxn

"CreateServi
"Allow",
"iam:Crea

EnableAWSServiceAccess",
DisableAWSServiceAccess",
:SetOrganizationAccess"

ceLinkedRoleStatement",

teServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting"

}
]

Example : X440 4240 B A9 R ER 175 (A 4% FR

LATR SRR LR 3T Trusted Advisor BAAME#TRiEHE. EAXERRHIAFR

REEFENTHIARRSE.

"Version":

"2012-10-17",
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"Statement": [
{

"Sid": "ReadStatement",

"Effect": "Allow",

"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports",
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

]I

"Resource": "*"

TBARTLBIERECH IAMRKE, BXEZEER , F2H IAM AFERE i8I IAM K,
Note

MBEEEKFRBAT AWS CloudTrail , B AEZE T ARAERUTASR :
+ AWSServiceRoleForTrustedAdvisorReporting —Trusted Advisor AT i 8] &40 47 A B K
FHRSXEKAE,

« AWSServiceRoleForTrustedAdvisor —Trusted Advisor BT i A1 £R4H 42 F Y AR 55 Y AR 55 < Bk
A,

BXBRSHERACHESEFEER , 5 FHRIMEXAEAT Trusted Advisor (p. 199).

FEREM AWS RS ZEFE Trusted Advisor k&

ERAHEBEIEAEM AWS BRF LEMEEENEE, EAEHS |, BF42 Amazon Simple Storage
Service (Amazon S3) B AFM#IRE , HBIE — AWS CloudFormation AR R1EE KK 7 8B %
Bo ARE , B LMER Amazon Athena T RIZTEH N BB EMNEIR , LA BAEH Amazon QuickSight
EEFIERP T Z IR

BXAICRERBENESN RS , ESH AWS EBFAEBEFHFEA AWS Organizations AMIEEE
AWS Trusted Advisor 21l

FRFZMH
FrAHRZE  AATHEATER -

« LEFEERNERKN AWS Identity and Access Management (IAM) f 7 &3 & %,
- FAXERS (HFHFRILILE ) AWS KIEFRIFIZBEN AWS RS FMER.

« BIZ—APILS# QuickSight I . BXEZER , H2H (L S# QuickSight AFER) FH I 5%
QuickSight##E 2 T AT
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k& EE ZE| Amazon S3

EBTH resources. json IR&EFE , T34 L2 Amazon S3, BAMEEERE ( FERILILEP ) X5
RERFEE.

BNk & & E Amazon S3 17 R@

£ AWS Management Consolehttps://console.aws.amazon.com/ & 3.
FEAXERES K AREEZERD (H#HHFELIH ) X,

B LT Mk FTF Simple Storage Service ( Amazon S3 ) #2%1#& : https://console.aws.amazon.com/
s3/o

MNE@ERBIIRS , i£1F S3 FER , AREHEN. BUMET -BFHEREZBR.

£ bucket-name WHE L , %1% Create folder ( BIEXHX ) , WABT folderl , RFiEF
Save (&%) o

i%$2 folder1,
£ folder1 % , 3%#F Upload ( L&k ) , RE%EHE resources. json X#.
BEEZE Next ( T—% ) , REBEINEI , ASFi%ER Upload ( LF )

Note

MBEGHIRE LHBE#EB , BESXLER . json XHRWEHBTESS , X
HERTBEMERE, fl , BOLUEBEERNE SN |, 0 resources-

timestamp.json, resources-timestamp2.json , #KItEHE,

£ AWS CloudFormation 812 &R

FRE LEHF Amazon S3 5§, HF LT YAML 4R _E & E| AWS CloudFormation, LEEMREFS % AWS
CloudFormation ER MK IR RR , MERMRS TSR S3 FEBPHNRERE. ZEHRA
IAM &2 & R AWS Lambda 1 AWS Glue,

ZE{#H AWS CloudFormation 2 &R

b=

T # trusted-advisor-reports-template.zip 34
R FE 48 1% 3
EXARRERPITFFER M.

5+ F BucketName Hl FolderName %% , ¥ your-bucket-name-here ¥ folderl HI{EEHR A
BRI EE B XHRER

REZX M.

$TF AWS CloudFormation #2414 |, #il : https://console.aws.amazon.com/cloudformation.
WMRBEMKRIZE |, BEXFERBED , EREERD (HFFRLII ) XiF,

ESMEET |, %F Stacks (k).

i%32 Create stack ( BIEHH ) , REEER With new resources (standard) ( FERAFER Frk) ) o

. TE Create stack ( fIZ#4#% ) WHE LM Specify template ( I5E# 4R ) T , ¥ Upload a template

file ( EEEMRIMH ) , AFB1ESFE Choose file ( EEBXH ) .

. &R YAML X, RFIEE Next (T—% )
. TE Specify stack details ( IEEHLFMAEL ) NE L , WAMEKRER , W 0Organizational-view-

Trusted-Advisor-reports , REi%TE Next ( T—F ) o

. T£ Configure stack options ( BEEHRED ) TEL , REBMINRE , REERE Next ( T—F ) .
. E¥# Organizational-view-Trusted-Advisor-reports ML , FZEMEIN, R

HEJESR , ¥k | acknowledge that AWS CloudFormation might create IAM resources ( ¥\ AWS
CloudFormation ATEESBIEE IAM BIR ) WEEE.
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15. #%£$# Create stack ( Bl2#4% ) .

BB TE 5 P 4hadiEl,
16. HERBIERING , Resources ( BIR ) M FHE RELCFUUT RHEI,

Trusted—AdVISDI’—l’eportS ‘ Delete | | Update | ‘ Stack actions ¥ | I
Stack info Events Resources Qutputs Parameters Template Change sets
Resources (12)
Q
Logical ID A Physical ID v Type v Status v

Custom:AWSPutS3TANotificati
on

(© CREATE_COMPLETE

AWSPutS3TANotification 2020/05/27 /[$LATEST]5bfd3cb8b29a4b85bc0f8d86 1EXAMPLET

. Trusted-Advisor-reports-AWSS3TAEventLambdaPermission- = . o
AWSS3TAEventLambdaPermission 1OKT2EXAMPLE AWS:Lambda::Permission @ CREATE_COMPLETE

AWSS3TALambdaExecutor TEstEd—Advlsor—repons—AWSSZTALambdaExecutur—1 BJCOEXAMPLE1 AWS:IAM:Role @ CREATE_COMPLETE

AWSS3TANatification

AWSStartTACrawler

AWSTACrawler

Trusted-Advisor-reports-AWSS3TANotification-15J3KEXAMPLE1 [4
2020/05/27 /[$LATEST]66726149d3d64a1f9242cdccEXAMPLET

AWSTACrawler

AWS:Lambda::Function

Custom::AWSStartTACrawler

AWS:GluezCrawler

(© CREATE_COMPLETE
© CREATE_COMPLETE

(@ CREATE_COMPLETE

#1) Amazon Athena PRI EIE

WERRE , IBALUTE Athena REFHIE. A Athena tIZEHH I MIRENER |, HlERALFHIK
FHEERELER,

EE

- ERAXERD (FFRLILE ) X,

« MRER Athena B#FTF , MMMEIBEERNLERNVE , RETRENBESTER. RNEUE
AU BEETEN S3 F#FE. BXEZESR , 1HZH Amazon Athena AP EREHHEEEH

GRMUE,

E1£ Athena P EHHKIE

1. M https://console.aws.amazon.com/athena/ 3] FF Athena &l A& .
2. MREERRE , BEXBERSFP , ERXERS (HFFRLILE ) K.
3. 1&# Saved Queries ( RENEN ) HEBEFEF , %A Show sample,
4. EFEERHEN , HlI0 Show sample entries of TA report ( £ TA IREHREIEE ) -
Athena QueryEditor  Saved Queries  History  Data sources  Workgroup - primary Settings ~ Tutorial  Help  What's new
Saved Queries
& i & % Delete Query © New query

Name Description Query

O Show sample entries of A query that selects all aggregated data SELECT * FROM "athenatacfn”."folderl” limit 18

TA report

« Beginning of List
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ERAHEM AWS fR$SEE Trusted Advisor IRe

BHNSUTRERL,

SELECT * FROM "athenatacfn"."folderl" limit 10

5. 1%3# Run query (Z1T&H), BHNERLERI REX,

Example : Athena &Zif]

T REIERREFRE 10 MRAIZE.

New query 1 ' @& Show sample ent... @ +

Use Ctrl + Enter to run query, Ctrl + Space to autocomplete

Results

& volume type v checkname «

1 General purpose(SSD) Underutilized Amazon EBS Volumes
2 General purpose(SSD) Underutilized Amazon EBS Volumes
3 General purpose(SSD) Underutilized Amazon EBS Volumes
4 General purpose(S5D) Underutilized Amazon EBS Volumes
5 General purpose(SSD) Underutilized Amazon EBS Volumes
6 General purpese(3SD) Underutilized Amazon EBS Volumes
7 General purpose(SSD) Underutilized Amazon EBS Volumes
8 General purpose(SSD) Underutilized Amazon EBS Volumes
9  General purpose(55SD) Underutilized Amazon EBS Volumes
10 General purpose(SSD) Underutilized Amazon EBS Volumes

1 SELECT * FROM "athenatacfin"."folderl"™ limit 10

accountid =

123456789012
123456789012
123456789012
123456789012
123456789012
123456789012
123456789012
123456789012
123456789012
123456789012

Save as Create ~ | (Run time: 0.83 seconds, Data scanned: 94.75 KB)

Format query

category ¥

Cost Optimizing
Cost Optimizing
Cost Optimizing
Cost Optimizing
Cost Optimizing
Cost Optimizing
Cost Optimizing
Cost Optimizing
Cost Optimizing
Cost Optimizing

Clear

”

issuppressed ¥ snapshot

false
false
false
false
false
false
false
false
false

false

snap-0d4

snap-06b

snap-lefd
snap-0ad
snap-078

snap-0ff6!

BXEZELR , 5% Amazon Athena AAFEERF R Amazon Athena i=1T SQL &Eif,

£ Amazon H8IZ#ZHIEMR QuickSight

FIE A LARE Amazon , QuickSight SMEEZFIERPEEREH TRLREES.

Note

BYRERRERE (HFRLILE ) X,

API fiR7x 2013-04-15

43



https://docs.aws.amazon.com/athena/latest/ug/querying-athena-tables.html
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E7 Amazon F oI 22 HIE R QuickSight

1.

S M2l Amazon QuickSight &I & H & FEHKS
i%3% New analysis ( 79247 ) . New dataset ( FTHIEE ) , AFiEIF Athena,

£ New Athena data source ( #T Athena BIEIR ) JiEERF , MARTEESZ , 0 AthenaTA , RS
i%#% Create data source ( BIBREIER ) -

—

New Athena data source x '
N
Data source name
AthenaTA
Athena workgroup
[ primary ] ~
Validate connection S5L is enabled

£ Choose your table ( #%£3F & ) XiFEES , &R athenatacin T , E3F folder1 , RFIEEF Select ( ik
#)o

Choose your table *
AthenaTA

Database: contain sets of tables.

athenatacin ~
Tables: contain the data you can visualize.

O foider1
ta-cin-database
Edit/Preview data Use custom SQL m

£ Finish data set creation ( EREIBEIZE ) NIFHEH , i%$% Directly query your data ( BEiEZEHERH
BiE ) , REER Visualize ( ATI1L )

Finish data set creation x

Table: folder!
Data source: AthenaTA
Schema: athenatacin

Import to SPICE for quicker analytics + 1008.8MB available [E]

© Directly query your data

13 r

M , BALE Amazon F oI 4IE R QuickSighte BXEZER , 58 (L D% QuickSight B g
) PR EREEER .
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Example : Y B # QuickSight ¥ #I E R
AT R3S EiRE =A% Trusted Advisor REWER |, HIMUTHE :

- ZZWHIKS ID

« & AWS XEXI D HWHEE

- BEXF

- RERS

« BAKPHREFHNRER

Note

MR IR G AR IR IR , EFMRAmazon QuickSight ATEUER Athena, BXEZE
B, ¥2/ Amazon QuickSight i F#E®H # FiEConnect E Amazon A thena,

BXRUAMILREHENEZEENRY , F2H AWSEEERBEESHEH AWS Organizations AHIE
#&EF AWS Trusted Advisor i,

A HEE
MRBESRRPBHE | BSHUTREHRIET,
BRAERNREPBIRNBIE

BIBIRER , ALAMENEET 2 B RIFIEHELFH Trusted Advisor 2, BFREEHTNRELR | BRI
FHLAPHERKRFNEMNNAKSHRE, BXREZELR , S RRIFE Trusted Advisor 2 (p. 30) :

RWHRETEEEN
MBEIIRERAEENT] | Athena 25| A THAEBHRFERUTHIR.

HIVE_INVALID_METADATA: Hive metadata for table folderl is invalid: Table
descriptor contains duplicate columns
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https://docs.aws.amazon.com/quicksight/latest/user/troubleshoot-connect-athena.html
http://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
http://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
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£ Trusted Advisor & F Security Hub 324

flan , MREERERRNT EFEND , W HEZHE Athena BHEEHEFREREN , XTRLEH
B, ERERUTSRRIES A,

EREENT

EATLAE R AWS Glue 24| A EF schema HRFEINBNEWIRETRBEESENS,

EEREEY

1. $TFF AWS Glue #4I#& , #bit : https://console.aws.amazon.com/glue/o

2. WRBEKRIKE , BEXEEZRSES , EFEXERS (B RLILE ) X,

3. ESMERKH , EEX

4. EREBHXHREN , HlW0 folderl , AAFFTE Schema T , &%& Column name ( 1B %5 ) B9{E.
MBREEEENT] , NAFFHIRE L& TSR Amazon S3 F#F. SHEUT EEIFIRE (p. 46)
B o

EEFIRE

ERHESYZE , BINBNEEAFREERINEGHRE. XTEHERMNEAKEEN T RERALAPNRR

WS HIE.

EEHEFIRE

1. WMBEEARRE , BHHALDHIKF RIFEM Trusted Advisor 2, S ERIE Trusted Advisor 1
& (p. 30).

2. £ Trusted Advisor IEFl &R BIBH THS —/ JSON . BESRLIEALUEIRE (p. 30)e I
B, BXFER JSON X .

3. EFEIAWS Management Console , AEET A TMuLITFF Amazon S3 2% & : https:/
console.aws.amazon.com/s3/,

3R Amazon S3 78 , ARAFER folderl X%,
%B E— resources.json & H kR Delete ( HiIBR ) »

£ Delete objects ( MIBRXI R ) WE HHI Permanently delete objects? ( KAMBRITR ? ) T A
permanently delete , A/5i%4F Delete objects ( HIBRN R ) -

7. 7 S3 fEfEMET , 4#F Upload ( L8 ) , REEEMRSG. LRESEHEREN Athena RENETE
RITREHIEN AWS Glue IRMEFHR. BIFENFRAIERE/LD HETHE,

8. 7 Athena E#IAPRAFENR. BESHEH Amazon Athena FHIEIE (p. 42).

Note

MRENAHEMB R , BAILFE AWS Support FOBIBEAR KR,

£ AWS Trusted Advisor F&%& AWS Security Hub
=4

TEIBHIAWS Tk 7 A /g FIAWS Security HubZ2 g , AT BATE Trusted Advisor BH &R EF RN ZEEHRE
BELER, BALIRBEM#EA Trusted Advisor R BRI S , £/ Security Hub 4RI BIMK - R =
2FE. BUUEERENRS. TEMERNIER , RFIERR Security Hub WEBCRERZ 2 RIB, B
WIhAE | BRI LA —3E K FRB K B Trusted Advisor 1 Security Hub BIZ 221,
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FRFEMH

=
A=

« B LUEN Trusted Advisor EEFIE AWS EfMiZ & BESSB TSR ERNILHY | B Category:
Recover > Resilience ( 23] : 1XE > 34 ) WIRGRA. BXAZIIHRHNIIR , 5
# (AWS Security Hub A 1ER) #H AWSER R & SESSREA.

BX Security Hub XAINWESFES , BSHEMHRE.

« B#T, % Security Hub 6] AWS Efi R £ REXKR IR ERMMEIZM4R |, AEFESEHE
M9/E /55 BETE Trusted Advisor FEBEX LM, I ESEERRNMN , FRERIL,

£33
« FRFEM (p. 47)
« && Security Hub R ELE R (p. 47)
+ RIF Security Hub 8 &4 R (p. 48)
M Trusted Advisor Z F Security Hub (p. 49)

« ABHE (p. 49)

AY
FToRFM
BAFUHE R LT ERF 6B A Security Hub 5 Trusted Advisor FISE K :

o BATIAER N, Enterprise On-Ramp 54l Support itXIZFBEE AL IIAE, &R BAM AWS Support
LM Support plans ( X#FiTX] ) REPERENHXZFiTR. BXEZEFEELE , S LR AWS Support
1Tl

o BUHFIELREERA Security Hub #2489 AWS X3 B AWS Config FE AARRIER. BAXESER , 1§
278 A E AWS Configo

o BAUS A Security Hub 3% AWS Foundational Security Best Practices v1.0.0 ( EMiR £ & ER
B v1.00 ) REGHE, REMKRIITHIEE , H5H (AWS Security Hub FIF1ER) FHIRE AWS
Security Hubo

Note
MRECKFHR 7T XLEHXREMY , MATLBkEl £F Security Hub EL R (p. 47)

X F AWS Organizations Ik F°

NMBERELFHEEEKFNAEREKYE , WRELEBHINALFNFIERAKFEALER. 2AKFAEEL
MBXR AWS Support JAS AL ThEE, {BHLARRIER Rk 24018 A Security Hub & 887 Trusted Advisor
EERRELR,

MEERABENRAKFZEANER , 5697 AWS Organizations K 7 2 A It Th8E (p. 49).

& F Security Hub B &4

NEMIKF R A Security Hub /& , &KEE 24 NNt 27 Trusted Advisor &I & H) Security (€2 ) I
EE R Security Hub &L R,

& Trusted Advisor & Security Hub R ELE R
1. SME Trusted Advisor ### & , AAFIER Security ( Z2 ) £,

API fiR7x 2013-04-15
47


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support/plans
http://aws.amazon.com/premiumsupport/plans/
http://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://console.aws.amazon.com/trustedadvisor
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% Security Hub &L R

2. 7 Search by keyword ( X ERER ) FERP , mABRGNEHRIER,
Tip

F Source (IR ) , B LUEE AWS Security Hub BAFF% Security Hub 2 44,
3. 1%#% Security Hub B#EHUEFUTER :

« Description ( #1R ) - RNt R4 FNARESNKF REFELLRE.

+ Source (iR ) - K®EZXRKHE AWS Trusted Advisor £ 2 AWS Security Hub, 31F Security Hub 2
# | EAIBREIES 1D,

+ Alert Criteria ( I27RFRAE ) — BHEHVRES, Fla0 , Ri% Security Hub MBI EE R , MRS TEER
Red: Critical or High ( A& : FEH5 ) o

+ Recommended Action ( 221X IR 1E ) — fEF Security Hub M R44EEE RIS E RN BB R,

« Security Hub resources ( Security Hub %iE ) - 8T LA Security Hub FESRIK = 481 B B B A &

3
o

o BUAGERA Security Hub F 88 ERMREL RhHERR. B AT Z#EA Trusted Advisor ]
B M Security Hub 24 HRIIE, BXEZEE , BSH RERESE RN THERIRS.

- HANBEEXIFS Security Hub £/, EAIUEFTENHLAW Security Hub BHRELR , R
ERIBENT#HikE. BXEZELR , E35 AWS Trusted Advisor FI4ELE A (p. 29).

Example #1200 : IAM B 5 R 2438 Security Hub 2 #F R 177

LAR R Trusted Advisor & & FH Security Hub 12410 &4 R Rl

v (¥ 1AM root user access key should not exist Last updated: an hour ago M
Checks if the root user access key is available.
Source
AWS Security Hub

Security Hub control ID: I1AM.4

Alert Criteria
Red: Critical or High. Security Hub control failed.

Recommended Action
Follow the Security Hub documentation to fix the issue.

IAM root user access key should not exist (1)

1 of 1 resources failed this Security Hub control.

1 @

Status v Region v Resource v Last Updated Time v

® us-east-1 AWS:Account: 123456789012 2021-12-12T19:56:26.305Z

3T Security Hub # &4

BRENLREESS |, Security Hub K AREREER NN T RERBEXERRHIREL R, RERKARE
FE 24 /PITF 2T Trusted Advisor 4l &P ERIZEE, WREHEFA T AWS Foundational Security
Best Practices v1.0.0 ( EMiZ £ ZEXK v1.0.0 ) T2 | BFHEBENHRE Trusted Advisor ##l &,
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https://docs.aws.amazon.com/securityhub/latest/userguide/finding-workflow-status.html
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M Trusted Advisor Zf Security Hub

Note

« 8/ Security Hub B 4HIRIFITRI AT AR EHALE , AR EREF RN AL, Bal , BLE
f# A Trusted Advisor 24l & 5 AWS Support API SRBI#T Security Hub 184, EXEZEL | &
SRETEERENITH.

s MREBBFHERFEMNRELERPHERR , BATER Security Hub, B IR AR Trusted Advisor
ZH B M Security Hub B4 FHEBRITE , BXEZER , BSH EERELE RN TERRKS.

M Trusted Advisor ZF Security Hub

WMRIBFFHLELE Trusted Advisor 5 # & SR Security Hub 58 , MMITU TS ER, IRESHRNEA
Security Hub & Trusted Advisor BIEER , REFMEM Security Hub B, BRI AMLEEA Security Hub
REHAEERSENG. BREMEIL,

2 Security Hub 8/,

1. BXER AWS Support #iERZ M Security Hub 5 Trusted Advisor B9

AWS Support ZF thIhEEfE , Security Hub FNESEIE &% 2| Trusted Advisor. &#9 Security Hub %X
#EIFM Trusted Advisor Fll Bk

2. EEFSHALLER , R AWS Support,

79 AWS Organizations M = 25 F itk Thag

MREBERXRNEBEKRFER 7RSSR , WRESBINALRFWFTEREIKF RHIBR Security Hub £/,
4R LAy BARR 5 K P To 5 30 ER R AWS Support.

MRERENMALME AT , WATLABR AWS Support SUE R & #9 K /= 5 i BR It 2h 88

A B HEE
MREBINERERBEXRNAR , BSHATRBHEEREE.
B

« FIZRBTE Trusted Advisor 124l & P& FIFE | Security Hub REL R (p. 49)

« RIEWEE T Security Hub #1 AWS Config , B&EFEER (p. 50)

o BAERISER Security Hub 4 (p. 50)

o REEREHEBEBRE Security Hub &R (p. 50)

s RENETEN AWS LMK A K. B A EALLIhEE (p. 50)

« REF4HX Security Hub B ERHERZ EIMEREE 2D AWS XiF (p. 50)

« <M T Security Hub 8 AWS Config £ —/NX 13 (p. 51)

o REEMA BT Security Hub # , 1B Trusted Advisor FIE SR EL R, (p. 51)
. BRMARTEEBRM Security Hub BREL R (p. 51)

X B 1L Trusted Advisor 2 & F & 2|F& 2| Security Hub &L
ES

BINERBETERUATSER :
« #AE, Enterprise On-Ramp g4 Support it%l,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-schedule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-workflow-status.html
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
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[EFE 35

« BEBEE Security Hub MR H Xigi# AWS Config /8 A T &RFH,

« BB AT Security Hub ¥i%#8 T AWS Foundational Security Best Practices v1.0.0 ( EMiZ £ & ES
B v1.0.0 ) B24FH,
- R H Security Hub B TR HFER BB RAIHR Trusted Advisor IR E ., ESFEHA (p. 47).

BXEZEER  B5H KREM (p.47).

RIEWBEE T Security Hub 1 AWS Config , B&EEBRER

Security Hub R KATEEEEFR NN FRERBEXRLRRNRELE R, RARRKTHEE 24 MRF LK
Trusted Advisor ZHIA R ERZBIE. BHREEFKE Trusted Advisor #EHI A,
xE
£ Trusted Advisor FfFXE R AWS B Z L RETREZSNMATIE4NRESER B
Category: Recover > Resilience ( 253 : 1X& > 38 ) AR

+ R Security Hub F7E RS RIS & Security Hub [REFAA , REKAGERE 24 P F L7
Trusted Advisor FERENRELE R, BBREEHRE Trusted Advisor #EH &,

REZAISER Security Hub #24

Security Hub & B Zh [ EIE &% 2 Trusted Advisor, MREEA T E 4 Security Hub 245 EFXBRGZE
HEER | MIFFATE Trusted Advisor P ETRRELR,

BT LA E Security Hub 28l A HBINE4EERAEREEZA,

MR EE R Security Hub 2452 A AWS it L2 HETBRLLIENIEERY | ZNERNEET
KO ARANAR, XARNBAPNDELEERRITR , AFAERIE. HENERANE , S8
Trusted Advisor # il B

BREZEE  BSRNUTEE :

- FRNBERAEMRMG
- ZARERRERHE

BREERDHHEBRM Security Hub &R

BT LATE Trusted Advisor #§1& HiEA Security Hub 48 B , AREIEF Excluded items ( HEERAI T
B ) %W, iEWF4E R Security Hub HEREMIFTE &R

MBEANERN TERIRSIRE N SUPPRESSED |, MiZ &R 21 Trusted Advisor R#EBEBRINIIE . &R

BEIAI Trusted Advisor | A B2M Security Hub %R, ERBER , BFEEMF A Security Hub #2158, &
REZEE , B2 RERELE RN ITHERRS.

REANETENAWS ALK A, B HANEZEA L8
FIRERT , KAKFSM AWS Organizations B EIEMK &t IhAE, MREEIKF B A TIHLIhAE |, X

AAPWAKS RFERILIE. NRERENEXAKS HFENENKSHTRENESR , WBHE
# AWS Support.

L E B3 Security Hub BB Z M ERE S/ AWS XiF

AWS REBLEESKMN , HIEFETENXE , 420 IAM F1 Amazon CloudFront, ZRIATER
T , Amazon S3 FHEBZ XN LKA R HEANERERS ( FFTRIEMILE ) KiFH,
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https://console.aws.amazon.com/securityhub
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-enable-disable-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-enable-disable.html
https://console.aws.amazon.com/securityhub
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-workflow-status.html
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B A AWS Compute Optimizer BL#1T Trusted Advisor 1 &

3 AT ITEL KBS RRMN Security Hub 2 | BUEELFISHNEFNSANME, HM, R
Hardware MFA should be enabled for the root user WELXIEHIMF M KRBUE L IhEE |, ME
FERFEINFR-ERESIXE,

&R LABL & Security Hub A AWS Config , AEF AR -RRERSIMNXH, BXESEELE , BSHER
RERER AN AWS Efi G ETRES.

F XM T Security Hub 5/ AWS Config & —1NXig,

mMEEEH AWS Config LR RIZRREE AWS XigiH2 A Security Hub , Trusted Advisor FE#EZ
X g PR 4RI BdE, Trusted Advisor 271 7 £ 9 KAMIBRIERY Security Hub &4 R, LA EIEE 2
RAOMA , FeefRit. BXREZEER , §SMEH Security Hub,

ERENKFZAIEE , 55 M Trusted Advisor 2 Security Hub (p. 49).

FEEV R4 2 ARTE Security Hub A, 1B Trusted Advisor F{HE R
KELR,

URELERNW RecordState RABE RN ARCHIVED Bt , Trusted Advisor JFMEEI MK P Sl BRi% Security
Hub 4R EL R, REL R ARE(IATE Trusted Advisor FE R , BEEE 7-9 RIS MIBR, LEtE
BERRIMA , TEERIL.

HEMARTEEERKB Security Hub R ELE R
NRAAIBE S UL TR K0 FE | TTAE AWS Support b SIREAR X R

J2 B AWS Compute Optimizer LA 1T Trusted
Advisor 1 &

Compute Optimizer RS A A5 4 AWS RRNE B M A RIER. RFSLSBENKENTELENAE

E O ENERRAEEIHEE., CESEMBERMAERESR RS TEAFEAENEIN. §8) Compute
Optimizer , & A LAE & Trusted Advisor #¥ & R,

WA LM R IEH AWS IKF B ALARS , B TTBARE T AWS Organizations AR —Z 2 IFTE K R IKF B
M. BXEZEE , B2 (AWS Compute Optimizer FAF#ER) FHAI,

/8 Fl Compute Optimizer 5 , A TR E[FEWEK B EH Lambda EEH Amazon EBS BHHIE. REHKK

AHBRE 12 MEF2ERRELERNMRICEWN, METE Trusted Advisor FEE TIIRENER | K
KAREEBEEF 48 /¢

BARAL (p. 66)

« Amazon EBS 3 EFAR %
o MEEREXNMSERFE L AWS Lambda B

#EBE (p. 83)
+ Amazon EBS TRAEL T2 E
s MEERFEXIMEMFR T ZEH AWS Lambda B

3 ==
A=

c XERENERLBRAFRFI/LR. FAFRFHER. EXTERE/LNMETEETR, £B
BT ENIX LR E P PR A IR,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-to-disable.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-to-disable.html
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https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/compute-optimizer/latest/ug/getting-started.html#account-opt-in

AWS Support FiF#5F
HXER

+ Trusted Advisor 28 FFHEFRZE Amazon EBS A AEZ S Amazon EBS BMBKE,

MREZAT Compute Optimizer , RATE WA LR K Amazon EBS I EFAE A Amazon
EBS MAGRTEBRE.,

MXER
BXESES  WHHMNTEE

« {AWS Compute Optimizer AP 15FE) FMEF Amazon EBS BEIL

+ {AWS Compute Optimizer AF#EME) FMWEF Lambda BIHE

+ (AWS Lambda A/ 1ERE) HWELE Lambda BEA 7

« (EAT Linux 32618 Amazon EC2 A #ER) HHIIERI Amazon EBS H#t1T1& K

AWS Trusted Advisor Priority A’

Trusted Advisor Priority A& B8RP FEL AWS Ik |, LUBTE AWS R1ESKER. 8B Trusted Advisor
Priority , &89 AWS K/~ ERARTIA XIS IREHIKF |, R ELXIESEN S SIEE LRI

B0, O EFEARTEURB SN RKF 2ERRDZSEEMRIE (MFA) , BREFHANRTIGR—FE
W, EERe® AN REUE R 1TH 2 |, 4l40 MFA on Root Account. iZZEiNFE Trusted Advisor 4| &
# Trusted Advisor Priority TN EE R AES L LR W . AFERTIZRENAER,

Trusted Advisor Priority B2 AT SLRB A TRAANREZ — :

+ AWS AR - BR%(Trusted Advisor, AWS Security Hub 1 AWS Well-Architected ) 2 B 81 E, &K
EFANASEZRDEXERI , BHEE1E R Trusted Advisor Priority #,

- BHEFH - £ EF BT AFSSIEE.

Trusted Advisor Priority A B) L ETHRERNEN . NENEFEDZRUF R, EXIEEIA, R
RABLEY , BHNENEFAN TS EENE N E AR, B LER Trusted Advisor Priority J3 & #
HARNPRIAR A K EREN,
i

o BREMH (p.53)

+ /@ H Trusted Advisor Priority (p. 53)

- EFMLKEW (p. 53)

- BIAEW (p. 54)

- ZBE (p. 55)

- BRE (p. 56)

. BEFTFER (p. 56)

o THEVIFHMEE (p.57)

- AMEREEA (p. 57)

- AHEREER (p. 58)

« &1 Trusted Advisor Priority B4 (p. 58)

+ £ H Trusted Advisor Priority (p. 59)
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https://docs.aws.amazon.com/compute-optimizer/latest/ug/view-ebs-recommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/ug/view-lambda-recommendations.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html#configuration-memory-console
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/requesting-ebs-volume-modifications.html
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FRFEMH

AY
SERFZMH
E{F A PTrusted Advisor riority , SBSHRRESERNEHERFTRZUTER :

o BT A 4l 3% HSupport 3R,

. BHIKF BREFFTERES B AP IFTE AR A LM — I 2 AWS Organizations, BEXxEZEE | &
2% AWS Organizations A 8RR S BEL P FIEIhEE,

o BHARMTE R B EE RN Trusted Advisor, EHLUEN LLE MK F & 19 & F H 1 Trusted Advisor
BHAREIENALR (p. 24) WEREAAEH M,

s BUPBRZBEOANEERKFAREZREEAKS, BXIMEREEIAKFNEE  FSREIMEREE
A (p.57).

. BUEER AWS Identity and Access Management ( 1AM ) PR 8E1/ 17 Trusted Advisor Priorityo
B A2 HIXS Trusted Advisor Priority 1A EMER |, iES 1 EEX AWS Trusted Advisor #95
6] (p. 226) ¥ AWSIE AT AWS Trusted Advisor FEE K (p. 213).

/3 A Trusted Advisor Priority

BRAEHEFARF LM A EBALINEE. EATRERLIFITHRANAANERKFFIESE, W
REZHE S Trusted Advisor Priority T H & R &FEE AWS Organizations 8 B[S 5 BIAXER |, M7 Lk
# 5 A AWS Organizations A HEIIR, BXESEE , BSHAZE KRR (p. 53) B2,

ERERLEN

EENEPEARRERE R Trusted Advisor Priority j& , B EE R ALK FHEN,

ERLEEW

. BFZBUT https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor 24| &
2. £ Trusted Advisor Priority R L , BAIUEEFELUTAS :

c FTERE-EESHNNREELENRIUNEE.
 Overview ( B ) - A TELE :
« 32 90 R 2 BE MY I
« d% 90 R EFRRMIEI
- B 30 RKISBEHMMWEI
o BBREWNTEITETE
3. 1E Active (&30 ) T+ T , Active prioritized recommendations ( SEZIL RN ) ERENFFHR R
R EERNEN, BXARTFEREHRNECZBEHELL,
EffEENER  BEANTIEDR
*+ Recommendation ( B ) - WAXBFZUKBMHETRR. XBFULURREEH , hALR
& HERABIER B E LB o
RS -BUEESHEWN, EEHT. SHBKEREHR,

+ Source ( KR ) - LEEWHIR. BWTHERE AWS RF. &8 AWS K RS ITRINRS
B4,

+ Category ( 25l ) - BiES , flinzLIE A1
+ Age (HilR ) - HEMEFHREED ZRIA,

4. BEBBULFATHREFMAEE. SHEWHNFRMEKS UK RBOBIIRE. ARE , ZT0HE
A (p. 54) R 28 (p. 55)ME BRI B Lo
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BN

Example : Trusted Advisor Priority i

UTROIERT ZREESFHENNEUARFERERS TEERTH=REN. TRERTEDRLE
VORI R EESFFMANE P =REW,

Trusted Advisor Priority wr

Action needed Overview
@ a @ z
@9 38 darys

Recommendations v Status 4 Source v  Category v Ageidays)

32 dayts)

Manually added . 34 dayls)

....... ty aded 46 dayts)

[c]
£

FINEIL

EEFDRDFT , BUNTHREXMENBRUNESEE , AEARERBEBIA,
BINBWH

EXEILTF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor %15,
£ Trusted Advisor Priority TWHE /Y Active ( 5&31 ) BT+ T , EE—NEWE .
EFAEENy , BAUEEEXEBUNUTESR !

o« ALK Z R IR

« MRIFROIAVEERE

- BUSTRRIRIE

EEEIA

EWRIABRUIEES , EEEIA.

BUCRASFE R In progress ( IEFERIT ) o EELEMNSHIEESSMBNEIE RE Trusted Advisor
Priority TUERY Active (&35 ) T+,

BERBUNBRERREY. BXEZER  BSHEREW (p. 56) :

Example : 3R B Trusted Advisor Priority B F zhZiX

TEERTEESFENN VPC KA 7 AXEERN,
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o
BRI
VPC Endpoint Single AZ Configuration | o & Download
Overview
Marial Fault tolerance 34 daylsh
@) Pending response matesiacksongesample.com
Details
Deseriptian
Throagh a review of our service we have identified that you may be nuneing ore or mone VPC Endpoints in a manner that makes it vulnerable to a single availabity zone fabre. White there are valid reasons to choose this configuration, including cost and performance, we

want 1 be sune you ane consciously deciding 1o acoept the risk of outage due to avastability zone failure.

Affected accounts
V234SETEI01Z 111122223333

Wk with your TAM and acoount beam to neview impacted nesources and how they ane configueed

R W

BRI AR, RS , BLWINEN , EFRRABEZRN. NRBUESENKSTX , BT LR
ZEW, Flm, MREEITLIMERENE AWS kP, NTZERITEERE,

B &
B F B TF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2414,
£ Trusted Advisor Priority TTE F#9 Active ( &30 ) BT+ T |, EE—PMEINEH.
ERUFMAEENEL , EFEXEANZI M RFERNK S HES.
MRUHBWRERATENIKS | xR,
EZAMBWNEES , ERETLEBEZEWNERER,
(WiE ) WARE , HALZBHEXBUNER, NREEFEHM  WARERETDHAHA,
B2, BUCRDSHE N B2 H HINIE Trusted Advisor Priority T EIHY B < FETF A,

Tip

N o e bh-=

BALUERBWUEN , REEREEZIRHZRNER. NRENE- AN G2 T E
B, MAEAIAY B FERAF b B RERIES .

Trusted Advisor Priority ¥ 28 &1 &K & - H A SR E 2B E L.

Example : Z#&3k B Trusted Advisor Priority BJZi%

AT RIS ER T anfa 22 2 o
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Dismiss recommendation X
Choose a reason for why you're dismissing this recommendation
The affected AWS account was temporarily created for an event v
Mote - optional
This is a test account that | will delete soon.
A

\ A
FREIRE I
WINBUGH T REBWWERER | BRIBRIZEN,
Tip
BREBE , BRLEEZEFTRFZRN. NREEREEREEZRN , BSRZKE
i (p. 55)%
BRREWL
1. BFRELT https://console.aws.amazon.com/trustedadvisor/home BJ Trusted Advisor £ # &,

£ Trusted Advisor Priority TUE L , %R 2 , RF1%E$E Resolve ( R ) o

ERRBVGNEED |, EEFBR, DHEROENERE Trusted Advisor Priority TTE Y Closed ( 3%
Ml ) I+ T, Trusted AdvisorPriority B X1EM & F H AR E R RIZE

Example : 3R B Trusted Advisor Priority 89 F 31 21X
UTTRHERTERRN VPC AR T AXEBEEIN,

VPC Endpoint Single AZ Configuration [ Download
Overview
Source Category Age
Manual Fault tolerance 34 dayis)
Shared on: Jan 2, 2023
Status Shared by Resolved by
{2) Resolved mateojackson@example.com

BT EW

BRMEWE , BRENEF ER BT ZEW,
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THRWFEHAER
BEHTFER
1. £ Trusted Advisor Priority U , #%$% Closed ( BXM ) EI+,
2. HEXRHAMEBILT , ARCSABNEIN , ARERERITH.
3. EEMITFBRUEES , WHEFTFEUNER,
4. %$Z Reopen ( EFHF ) o BUURSFZER In progress ( IETER T ) HHIE Active ( E3) ) IRTTF

To
Tip

BOULARBUEN  RARERERZIRHERITANER, NRENEFEARNEERT
FTEY, N F2HAERZES.
5. ERBWKAGSETNIRIRE,

Example : M Trusted Advisor Priority 1 & FF 2L
DTFRGIERT EREERITIFNE,

Reopen recommendation b4

Reason for reopening

I need to address this recommendation for my organization.

TEHEWFHER

B A LAM Trusted Advisor Priority T &t £ B E R,

Note
Bal, B—IRRBETEH —NE,
THREBW

1. BREITF https://console.aws.amazon.com/trustedadvisor/nome BJ Trusted Advisor &l & .
2. 1£ Trusted Advisor Priority WHE L , R &I , AF%$ZE Download ( T ) .
3. IIAXHEFEEVEHAER.

EMEREE R

BUUFRETEEALHNRAKFRINAERERER, ZIREE R K AILFE Trusted Advisor Priority F&
. B\, @R ZEMERTFER.

EMKF R, BAREFEREEAE Trusted Advisor Priority FTE/ IAM R, BXEZELR
ESH EEX AWS Trusted Advisor Bi5 R (p. 226) M AWSE BT AWS Trusted Advisor B 3EE %
B (p. 213).
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AHEREER

BERZULGEMENREAKS . RAEEEKFFEEANALARTNEREER,

AMERERER

EF B TF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor %14
ESMBEEHE Preferences ( BiIED ) T , 1%3F Your organization ( #BHIER ) .

& Delegated administrator ( ZREE R ) T , E#F Register new account ( SEMFHIKS ) o

EXFED , WAKIAKS 1D, RE%EEF Register ( EM ) -

(k) EEEKS, , BEE— K, Hi%kIF Deregister (4 ) o EUXFED , BREF
Deregister ( 38 ) -

AHEREER

EETHRAKFE , 2P RTBEEENEERKFMEERN Trusted Advisor Priority 5 RINR, ETHERE
REE R B HIKF N T2WEISKE Trusted Advisor Priority #9587 BB 4B A,

AHEREER
B ZEMYTF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor 2%l 4,
ESMB P Preferences ( BIEIM ) T , 3 Your organization ( EVALR ) ,

& Delegated administrators ( ZREER ) T , EFKFT , R/51%F Deregister ( E8H ) o
FELITERES |, %R Deregister (JE8 ) o

o kN~

DN =

&2 Trusted Advisor Priority & &l

Trusted Advisor Priority J&id B8 FER 4 K F B A, LB FH4BASFERNE S AR EELERNENN
BE, B LUEEM Trusted Advisor Priority U E H AR,

MREFHAKFEMAEREER |, KRZKFH 6 E ] SO PR E 93U Trusted Advisor Priority
B P HR A,

Trusted Advisor Priority B8 FERFEMTBIFENKFHREL R , 5 Trusted Advisor BN EAB =
BEUM, BXESER , BEREEBANERI (p. 25)

B Trusted Advisor Priority &l

B FBITF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2414,
ESMBERH Preferences ( BIET ) T , % Notifications ( BH ) .
1E Priority T , BABUER AR IEIN,

Daily ( X ) - BREWR—HBFHH4EH,
. Weekly (8 ) - SAEKR—HeETap4E,
c. BEBREERMNEA

s REBURE
- FRRBH
4. 7E Recipients ( WA ) ETH |, EFRHEMERASUIZW B FERHFBEH, EALM AWS Billing and
Cost Management 2% & # Account Settings ( iR E ) TTE RN A BREXR A

# Language (BT ) I , EE B FHEBEHERANIES.
1#£3$% Save your preferences ( REEIED ) o
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#*H Trusted Advisor Priority

Note

Trusted Advisor Priority £/ noreply@notifications.trustedadvisor.us-west-2.amazonaws.com

U REERFERE R, BT R EWIAGAY B T R4 B P I AR B RX L B 7 lR AR IR By SRR

#.
¥ F Trusted Advisor Priority
BERRENEZEF B F LIRS H I IhAE, &/ Trusted Advisor 24| &8 FABE REEED.

WRE A Trusted Advisor Priority , AEBEBXBRHE , BPATUEREEFPEKELEZA Trusted
Advisor Priority 2 B %% 81,

Fr i 6E A EngAWS Trusted Advisor age ( ¥ hR )

Note

AWS Trusted AdvisorEngaum ATMAR , TRES R LT, RUMEXEEEMBERSEZR
https://aws.amazon.com/service-terms/,

U LAER Engage BRMEER. B RMBERFTAE EZIAWS Trusted Advisor 55830 , F5AWS Ik AR5
BENEHIITEE , NTIRARE it A ZEAWS SupportitXl.

g0 | #&AT LA AAWS Trusted AdvisoriZ#l A HE Engage WE , FENAWS K- HABE “ER K=
B, RE , FERAWSERLABENBER | HBEEREEAMA.,

3]

o EREH (p.59)

s EFEHEEEFZ (p. 60)

- BEITIE (p. 61)

o EXMHREE (p. 62)

- EXSERE (p. 63)

s XOHENIE MERNINE (p. 64)
- BRZ5E (p.64)

AY
FoRFM
E{F A EngTrusted Advisor age , BT XEUNBEMEBERFZUTER !

o BAMEEIEKIZEF Support ko

o SRR P AR R Y TR ShAERY 4H 4R B — B AWS Organizations, BEXEZER |, H51H AWS
Organizations AFEEPNEAALFWAE IR,

o BIE QNI E ATrusted Advisor, A LUBE LA MK - & 7 B 3 H FE Trusted AdvisoriZE #il & 4%
BEHAEL (p. 24)NERE A RAEH .

« BUATBEFINALNERRFAREZEREERAKS, BXEIMEREEAKSNHER , BSEAIMEREE
& (p. 57)s

« BB BAWS Identity and Access Management ( IAM ) X BR=F #E17 ) EtockTrusted Advisor um,
BXmmiRsl EngTrusted Advisor age THEIRRMNER , HSFEEX AWS Trusted Advisor #15
& (p. 226).
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FHIER

2 I E AR

REBIFRIMERE , B L RIIEE A B K EngTrusted Advisor age TR EIEAZE & Trusted AdvisoriZ IR , &
B A LBEEAWS IKFE RN ES .

EEBENED , BRITUATRE
1. BX https://console.aws.amazon.com/trustedadvisor/home &3k ZE Trusted Advisor#fl.
2. 7£ En Trusted Advisorg age WH L , A UEE :

- RESSRY

- ERESEEXR

- BAZEEXR

- FREFTAKNBIE B X

Example : £ #|HE 4R

Trusted Advisor X Trusted Advisor > Engage

Trusted Advisor Engage we.r;

Trusted Advisor Engage is a self-service hub to request and manage Engagements such as Infrastructure Event Management (IEM), Cost Optimization Workshops, Strategic
Business Review etc.

Prigrity
Recommendations
Cost aptimization
Performance Gt CIEEamcs
Security
Fault talerance Active Closed
Service limits
Engage .
Active Engagements (3)

Organizational view The tollowing e all your requested and recommendad Engagements.

Q, Search 3 matches 1 &

roject xyz | X Clear filters

¥ Preferences i
Request ti

Manage Trusted Advisor

Notifications

Request ID ¥ | Requesttitle ¥ | Engagement Type v | Status Date v
Yaur arganization
cost optimizatian far
12528107881 P Cost Optimization @ Pending Response Mar 24, 2023
project xyz Requested
Well Architected Revieiw
12295736551 o ! wiell Architected Review @ In Progress Mar 20, 2025
for Project XYZ Recommended
Project X - Operational
12179914001 Readiness Review @ Pending Response Mar 8, 2023
Requested
workshop
All available Engagements (38)
Q, Find inititive
Architecture Reviews Cost Optimization
Evaluation of architecture and designs that can scale over time leveraging the Cost Optimization engagements ensure the effective utilization of AWS
AWS Well-Architected framework. resaurces, with actionable recommendations to realize | savings and
achieve ongoing cost efficiency based on customer priorities,
General Guidance Infrastructure Event Management (IEM)
Get help deciding which type of guidance best suits your organization's needs, Architecture and scaling guidance and operational support during the

preparation and execution of planned events such as shopping holidays,
product launches, or migrations.,

ERFHEHRBER R

BANEREEHRBAFK , LAERAUEAWS AR BERNEHS 5HKE,
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R E

EEFEHRBAF , FHITUATERE

1.
2.

B https://console.aws.amazon.com/trustedadvisor/home & & F Trusted Advisorill.

ETrusted AdvisorEZI AL , BAKINEHEENE F.

Example : 58 HF

All available Engagements (&)

Q, Find initiative

Architecture Reviews

Evaluation of architecture and designs that can scale aver time leveraging the
AWS Well-Architected framework.

General Guidance

Get help deciding which type of guidance best suits your organization's needs,

Management Business Review

A review to tier, execute and evaluate infrastructure performance, collaborate
an new launches and ensure readiness.

Cost Optimization

Cost Optimization engagements ensure the effective utilization of AWS
resaurces, with actionable recommendations to realize immediate savings and
achieve ongoing cost efficiency based on customer priorities,

Infrastructure Event Management {IEM)

Architecture and scaling quidance and cperatienal support during the
preparation and execution of planned events such as shopping holidays,
product launches, or migrations.

Operations Review

Operations Reviews evaluate cloud operations, aptimize costs, and scale
efficiently across warkloads

Proactive Case Analysis

Proactive Case Analysis aids in identifying potential case issues and improving
the overall customer experience by preventing suppart delays and addressing
problems before they escalate.

FRi5 1] &

A AR FESupport i RIF BN S ERB @ENAWS IKFAWSHBAERE3),

ERESE,

4.

BHATUTRE

Trusted Advisor Report Analysis

Trusted Advisar Reports analysis reviews and examines AWS infrastructure
and service recommendations provided by AWS Trusted Adviser, It identifies
areas for improvement to aptimize the environment, reduce costs, and
improve security, performance, and availability. It helps ensure AWS
environments function at their best, maintain high security and cost-
effectiveness.

BT https://console.aws.amazon.com/trustedadvisor/home &3k ETrusted Advisoril.

£ “Trusted Advisor25” mMHA L , &#& “FRED,

RTFE&
« B

« FEBRA  AWSHAERRME T BERE KL TRt it,

- REBRSEE  BERERNSERE,

- BE  —OEIEN—OAEXFHME  HIER#EXFREINEFAEE.

®E CREER
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RRMHNEZE

Example : HiESE

Trusted Advisor x Trusted Advisor > Engage > Request engagement

Request Engagement

You can request any available Engagement that will help you to meet your business needs.

Priority
Recommendations

Cost optimization

Performance Title

cecurty Cost optimization for hr-app-emporium
Fault tolerance Primary point of contact

Service limits john@example.com

Engage

Select Engagement
Organizational view

Cost Optimization v

v Preferences Description

Cost Optimization engagements ensure the effective utilization of AWS resources, with actionable recommendations to realize immediate savings and achieve ongoing cost efficiency based on customer priorities.
Manage Trusted Advisor

Notifications
Your organization Correspondence
Enter a note for your assigned TAM and optionally attach a file. Don't share any sensitive information in correspondences, such as passwords, credit card data, signed URLS, or personally identifiable information.

Upload an artifact

[ Choose file
File size must not exceed 5 M8
Enter a note

I'm an IT lead who owns the HR applications. Id like to engage with my AWS account team to perform a cost optimization for a 3 tier application called hr-app-emporium. This application has been migrated (lift and shift) back in 2019,
and will want to closely examine the cose, and fine opportunities to optimize.

Cancel Send Request

2 3 P 4 & O£

ZALBE R AZ MMM ERZBENSEER , NAESNSEHAWS K ERR#THE, 0K
BHEFEMNENMHNETE , XA NI SERSENT B MENAWS KFHE |, FAEREBE
R TSI R TR E

BE TERED WRPM A4 TARMEE , BITUTERE

1. BH https://console.aws.amazon.com/trustedadvisor/home & F E Trusted Advisorill.

2. 7£ E Trusted Advisorn gage TUHE £ , &S E @ E M NS AR MEERSERRESN ID,

3. &R G URFTRE,

4. ADEH TAMBWARE , HAEEHMNX4. FTEEBEER EMABHBRER , fINEB. ERAFH
. LEMUHENMASBER

5 ERRE.
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BHSERS

Example : B3 B 7 b0 53 K0 B 0 324

Trusted Advisor X Trusted Advisor » Engage > 12284269831

Priority Cost Optimization [ comptete |
Recommendations

Cost aptimization

Performance Request Details
Security
ult tolerance
Fault tolerance Request 1D Type Status
Service limits
12284269831 Cost Optimization @ In Progress
Engage
Organizational view
Date Age
Mar 19, 2023 8days
¥ Preferences Recammended

Manage Trusted Advisor
Notifications
Your organization - Correspondence

Enter a note for your assigned TAM and optionally attach a file. Don't share any sensitive information in correspondences, such as passwords, credit card data, signed URLS, or personally
dentifisble information
Upload an artifact
[ Choose file
File size must not exceed 5 MB

@ hr-app-emporium-highlevel-architecture.pptx

File s 18

Last date modified: 27-03-2023 12:55:55

Enter a nate

this is 2 high level architecture for hr-app-smporium service,

Save

BERSERS

BRI ERSESXNBUEFRENES), TRIEEH#RTHEDUREFHTFERICHEBUEHEXAM
B3,

EITHALRAVRE -

1. B https://console.aws.amazon.com/trustedadvisor/home %3k ETrusted Advisor#fl.
£ E Trusted Advisorn gage TWHE £ , Jﬁ#@m\EEEKﬁH( SHEBRE SN 1D,
EEHEBREL , EUFRSERR ‘EBCE = “F

- HEPRESN FEE R, BULUER “BUE".
o HTMBEREH BRATH B, BALUERE ‘T
o BN EXRARESEE BT, HK)‘%’H’\JE@@E ‘FEE, W EER BEFBE #ITH
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Example : ERSERE

Trusted Advisor X © Successfully updated Engagement request.

Trusted Advisor > Engage > 12415735151
Priority
Recommendations IEM
Cost optimization

Performance

Securit i
Y Request Details
Fault tolerance
Service limits
Engage Request ID
Organizational view 12415735151

Date

Apr 4, 2023

Requested

Your organization

Type

Infrastructure Event Management (IEM)

Age

aminute

Status

O cancelled

=

Audit trail (P View only uploaded artifacts

Q) Customer Note

n@example.com « 4/4/2023, 5:38:09 PM

Note

I would like to request an Infrastructure Event Management for an upcoming event on April 20th

X5 #EERTE MERN B E

BULWERRIR , LT BETUES) 2 HIEERERBGHAWS K F R #EE,
EEETRANERSEERR , BT TERE

1.
2.

B https://console.aws.amazon.com/trustedadvisor/home & & F Trusted Advisor#ll.

£ Eng Trusted Advisorage ME L , &F “AH” JIMX 5 “HERT” T “BROF -

- #E  HENAWS K HERBIERBERFR,
- BER: AFGBRHNSEER.

Example : X #FH T B FME R E

Active Closed

Active Engagements (2042)

The fallowing are all your requested and recommended Engagements.

Q, Search
Request 1D v Request title v Engagement Type
12354379381 [TAM Recommended] IEM for hr-app-emporium
12353672871 IEM far Project X¥Z

ERZEE

B ERMIER AR RIBHERNC L RIEDD.

ERRSEE , BHITUTERAE

1.
2.

B https://console.aws.amazon.com/trustedadvisor/home & & F Trusted Advisor#ll.

Infrastructure Event Management (IEM)

Infrastructure Event Management (IEM)

£ En Trusted Advisorgag e WHE L , AT AMEL T IS P 1TIESE ¢

Status

@ Pending Response

@ Pending Response

Date v

Mar 28, 2023

Mar 27, 2023

Requested

API fiR7x 2013-04-15
64


https://console.aws.amazon.com/trustedadvisor/home
https://console.aws.amazon.com/trustedadvisor/home

AWS Support FiF#5F
Trusted Advisor # 2 35| A

s FE (X)
. pE%A
. WRIFE

KRB

Example : RS 5E
Trusted Advisor X Trusted Advisor » Engage

Trusted Advisor Engage we.x

Trusted Advisor Engage is a self-service hub to request and manage Engagements such as Infrastructure Event Management (IEM), Cost Optimization Workshops, Strategic

Priority
Recommendations . )
Business Review etc.
Cost optimization
Request Engagement
Performance £l g
Security

Fault tolerance Active Closed

Service limits
Engage
99 Closed Engagements (2)

Organizational view The following are all your requested and recommended Engagements.

Q fearch | 2 matches 1 &

w Preferences N -
Properties filters

Manage Trusted Advisor
Engagement Type

Notifications

Request title v EngagementType v | Status Date v | Age (days) v
Your organization
Status -
Management Business
129 usi © Complete Mar 20, 2023 6
Age (days) NG Review Requested
MBR for Gaming M ¢ Busi
lanagement Business
12168093821 Department with 49 @© Complete Mar7,2023 20
X Review Recommen ded
Project X

AWS Trusted Advisor & 5| A

BRI LAELA T 5| A EEFTA Trusted Advisor KEZ#R. WHEH ID, BB AILAE R Trusted Advisor 2 #l&
EEEXRE, BURERERSHESZEER.

WMREPEBE ., Enterprise On-Ramp >l Support itXl , MERIEASER AWS Support APl 1 AWS
Command Line Interface ( AWS CLI ) HRIZHRE, BEXEZEL , BSRUTED :

+ {# /A Trusted Advisor Bl Web R (p. 25)
« AWS CLI i 55 EHH A A AWS Support a8 H

Note

MREFERANRERZRFRTRARZIFIUR , WATLER Trusted Advisor #2H1 & 15 Service
Limits (p. 132) RAFHAAEREMRZEXFIFHUTRE :

» Amazon EBS X ERE (p. 95)

+ Amazon RDS A E R (p. 96)

+ Amazon S3 TFH#EBER (p. 97)

* IAM A3 (p. 105)

« BIKFH MFA (p. 106)

c R2H -FTEZRBWEFERD (p. 106)

KEXH
« BRAMRAL (p. 66)
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« MEE (p. 83)

« T2t (p. 93)

« BEBEN (p. 108)

» Service Limits (p. 132)

AL
BANEAUT RIS,

REZN
+ Amazon Comprehend &7 4% Fl Y i% = (p. 66)
» Amazon EBS 3 EFFES (p. 67)
« &M T Microsoft SQL Server ¥ Amazon EC2 EHIEE (p. 68)
+ f# /A Microsoft SQL Server #y Amazon EC2 EHIEBRFE (p. 68)
* Amazon EC2 Reserved Instance Lease Expiration (p. 69)
« Amazon EC2 & LB 1Y (p. 70)
+ Amaz ElastiCache on T &£t (p. 71)
« Amazon Serv OpenSearch ice 18 (p. 72)
+ Amazon RDS HEHIEELS (p. 72)
+ Amazon Redshift I8 ¥ K4E1L (p. 73)
+ Amazon Relational Database Service (RDS) TR EHI4E1Y (p. 74)
+ Amazon Route 53 ER &R RIZFZE (p. 75)
« SEHEIH AWS Lambda EE (p. 75)
- BEF5IREEM AWS Lambda B (p. 76)
s HEREXNEEFRFLRL AWS Lambda B3 (p. 77)
« AWS Well-Architected BRA 4t 1t & K. 6155 (p. 78)
- RENRETE:RR (p. 79)
« {EfEAE Amazon EC2 34l (p. 79)
+ Savings Plan (p. 80)
o RRERAVEME IP tbait (p. 81)
« K%K FAK Amazon EBS % (p. 81)
+ Underutilized Amazon Redshift Clusters (p. 82)

Amazon Comprehend 7k 78 % K FA #9 1% =
T

RER/INELERE. HRQREEHATRRERERN , KREQXRTE, KRIRESFERBET
15 RUMLBWAAREDFA. AERLUSBRERENTLHEARKR/ULL TESHRSHIERRREA,

Note
WRESKEAIREF —R. a1, BEENERETIRER.
BEID
Cm24dfsM12
REEENY

BE WK TERRS , BETE 16 RARA TRHHERER,
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Recommended Action ( i #Y4E )
MRIHRENE 15 KAMKRER , RAONBWEANAREF Autoscaling I ERE T H R

MRFRAEENY BERBHAETE 30 KAMKER , BZEMBREK ST AHAEARSHERE, X
EZER , B3 # A Amazon Comprehend Ml B i 5o

wE5

RS

- X1

* ¥ms ARN

- MEHESET

+ AutoScaling A7
* Reason

« ERESHESE

Amazon EBS X E AT &
ik

K21 BT R BS 21521733 89 Amazon Elastic Block Store ( Amazon EBS ) &, 1R&{E{T EBS
BHLEENITEAEMENARILE , NZREARESR, NMREZEIEMAENSE , WEEAKREA
WRBENR. REALGIRAREXSSBERITRICTENEE , BERERILUELEX EBS BHE BEXME
BRA, MEESATEET EBS BMNAHFIFERAE, WRZBEAHTEFE , URHRTEFELER.

Note
HRENERFEREFIRFZR , FETAYRIFER. EXAEEE/LNDIEFEEE o
HE, BEENEREPHERE R,

®BEID

COr6dfpMo3

REZRMY
BE  ORHEMESSHNEBS B, RTATATRHTATATHATRATATATRTATATRTE
EBEEMELE , RITSZEFEBIA CloudWatch 38R ( 245 IOPS MIELE ), ATIRAFES
S EBS BB LER AWS REXR, RFFERE , EEZ4FEH.

Recommended Action ( BiX#Yi4E )

EREBNMERERRIENS.

BEXEZER , H25/3 A AWS Compute Optimizer L3117 Trusted Advisor 82 (p. 51) :
B&E 5

RS

o X

- #ID

o BRA

« BK/(GB)

« BEM IOPS

- BIRIE IOPS

- BFEESFHE

. HENEERR

. HEMNEBKXN (GB)
. HENSEEIOPS
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- EENSBIRE IOPS
- WENSEEELE
- HENBREEGE
- BEBHH (X)

- WENR (%)

- MEBATE

- MESATERT

« EREFETE

& T Microsoft SQL Server B Amazon EC2 S: &4
-

B

BB X 24 METRIETT SQL Server B Amazon Elastic Compute Cloud ( Amazon EC2 ) 354, 18
SSHIEY SQL Server FAIIERED FHRIEHE , MR ESETRE, BIE (Microsoft SQL Server g
By , BIfEEFRE 1M 2 vCPU , HEX AT 4 4 vCPU ¥ HHE, BRI BB SR/ SQL Server
SS9 LAES B PR AR AR AR

Note

ERENGERFESREIRFZR , HEFARRIFER. EXTERFZ/LNM S EER,
HEl , BT ENERE PR,
®EID

Qsdfp3A4L2
REXH

#@ : f£/H SQL Server BIEHIDTF 4 4 vCPU,
Recommended Action ( B KR4 )

ERFR/ SQL Server TEARESEELEE 4 4 vCPU HI3EHI,
H AR

« AWS L&Y Microsoft SQL Server

« AWS tH#Y Microsoft ¥ 7]

+ Microsoft SQL Server ¥ Al {5/
&5

- WA

- Xig

« %46 1D

o EfER

« vCPU

+ &/) vCPU #

+ SQL Server fRA&

o EREFETR

£ A Microsoft SQL Server #J Amazon EC2 =4I R &
ik

BES X 24 PETAIETT SQL Server # Amazon Elastic Compute Cloud ( Amazon EC2 ) 3=, SQL
Server HEEN BN EHABEITEBREMRSE], A SQL Server Standard FiRIIEHIZZ AT LAERA 48 N
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vCPU, £/ SQL Server Web iREVSEHIERZ AIBAER 32 4 vCPU, INRZEHFIE I vCPU BRE , Mtk
BELRRE,

MREHRGIBRAE , WEFEXINEBRA , EHXERIMREA. BUNEEXFNBEMA
NARS BY BRAR B AR

MEEATEETE —KAIRIUK -1 SQL Server EHIALEABI R KA vCPU BMZFEM . R
BEANRMERM (RI) , HEXJAREREIT , WERTEFLTE,

Note

ERENERFEREFIRHZR , HEFTATFRFER. EQRTRFZ/LNMIASEETR,
LAl , BT EMEREPHRE R,
BEID

Qsdfp3A4Ll
RERH
« 4 : £ SQL Server Standard hx#I3= | BB BT 48 4 vCPU,
« 45 : £ SQL Server Web hfy3E 6 EE#EE 32 4 vCPU,
Recommended Action ( BiXHIIRE )

X F SQL Server Standard kX , FERERXNE—EHIRFIFEE 48 4 vCPU =4I, IF SQL
Server Web I , BZRERX AR —KHRIIFPES 32 vCPU L4, MREAXERTTF , BEEE
WAAFRILE R5 3=f5l, BXREZER , ST Amazon EC2 EE8ZE Microsoft SQL Server B &£
e

HwR

« AWS &Y Microsoft SQL Server

« WALAEA Launch Wizard &1t SQL Server £ EC2 W EFE,
HR&E5

- RE

. X

« X6IID

- LpHIER

+ vCPU

+ SQL Server A

« A VCPU ¥

o HEEREFIZER

- MEBATHE

o bEIXREHTETE

Amazon EC2 Reserved Instance Lease Expiration
ik
REITRIEFRRK 30 RPN , REHT 30 XA Amazon EC2 FELH.

MEXP T2 BHRIT, EUURET it ERRTMEBERN Amazon EC2 K6l , BEXMNEFER
R, FREXRPTUEREIHXMEENSH , WX EETESHBNTE XM,

HfESATEREA —RAIRENEERPIRRNTAERGITRR 2 AN EH,
®EID

1e93e4cOb5
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https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/welcome.html
http://aws.amazon.com/sql
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RERMGF

« BE MBRAMATEE 30 KATEH,

- B MEEHHERCES X 30 KA,
Recommended Action ( ZIXARE )

ZRMRFNMEXPIREREFIANTAE R, BXESER , FSH WM K0 E 6] : W K57

6l
kg

- ME%HI

- RHIXH
e

R

- X

. SRR

s

« RHIHER

« HEAERA

- MAEATE

- FIERH

* Reserved Instance ID
* Reason

Amazon EC2 T8 = fl4t 1t
ik

£ AWS WEZH 2SR FEHENTAEXS (Rl ) WREMENRFTEIPIEAR, KRERAMATX
TR RI AT BYFRARE R BB SLHI= R AN EW,

RINBEL D EESE 30 RAMWREFEABRRGBXLERN, RE , RINFEABIOAFTEERYE
HEEG. RNAEEBRNERAERFFEUSINTMBASUAEEMNINES RI XRNBIUBE,
X EL AR I REERINEBRABRE AETERE, ERERETETEGH S TS RIETA IR
TR 2B L.
WREFETATEESKEPRBENKS ., WEENEWNSGERFHEKF,

BEID

cX3c2R1chu
RERY

56 RIS, RANTMEXMEREETRERAR.
Recommended Action ( i Vi 4E )

%25 Cost Explorer WH , AT HEFMANBENLRN. BESHWRIER , 7 HNAMKRE 6 X
R Al AR T

Hitp® R

s BEXMBXRFRAMAHP LT ERENEE |, BRI,

s BEXBBUWHNESZEEL , 1525 Trusted Advisor F R [RIE K1 E LML LR E R,
wE5

- X
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http://aws.amazon.com/ec2/pricing/reserved-instances/
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« RPIRA

. \/él\

« BUMRHMEKGIHE

- P IEMERHIERR
 BUCCENTMMETE (8A)
- MERBIHTNLRA

- MERPINTAERE (BA )
« MERBUFMERHIEHTAGEERE (8A)
- FfEARIE (A)

< EBHH (X)

- HIRR ()

Amaz ElastiCache on 1 & {t{t
it

BERH TS 2R ElastiCache M XEBWERN T A TR TATRTATATRTATRATATATR
TATRATRTATATATAT ElastiCache §%. RINBI 5 HEBET X 30 RRWEFFEARERRK
BB X LI,
BAERA LD T RENERNEALFPNENTNELAE. X, BNRUTUREEUEN SIS
HAHHE  UXUREANTERLS, KREREETIHOTATGRIE 1 £5 3 ERIBENEW.
WREFEATEESKEPRBENK, ., WEENEWSGER FHAEKF,

®EID

h3L1lotH3re
RERY

#® : {1t ElastiCache Ty %
Recommended Action ( BiX#Yi4E )

&2 H Cost Explorer R , AT MBEFMANERIN., BESGED ( FlANEFH, SFOEHE ) URWE
ElastiCache & T =,

HAh5R
« BX ElastiCache {1 %% , FH a4l , HHEHIL,
« BRHEBEWNEZEER , S5 Trusted Advisor N B BT Z EHE LR T EE,
- BXFERNEFAMR , HSH Cost Explorer XY

R& 5

X

+ Family

« TREH

s FmER

- BUARHMET QBE

- MV FHEAR
 BUCCENTMMETE (8A)
- BT RN R

- MBTRMMEER (8A)
c WREBUMBHREFENTERERES (BA)
- FfEWARE (B)
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- EHH (X)
- HIRR ()

Amazon Serv OpenSearch ice fii 8§

ik

BWEHLK Amazon Ser OpenSearch vice FEAE , HIREBEXMITMERFINEN, RAXLE
WRATATATATRATRATATATATRATATATATATRATATATATRATAT
OpenSearch 1%, BITES 2 TEET L 30 KANREFRABERRABEX LR,
BNERAL ST REDERNFEALINPHEBINEEE. X, RIRITUEEEWINERNTER
BIHMBE , ARABRANTERE, UREREETHIMATENE 1 £ 3 FRENELL,
HREFREATESKEPXRBKNK,, LRENBUSCERTARK,.

BEID

7ujmbyhn5t
RESM

# : {1t Amazon Serv OpenSearch ice TELHIH MR A B F UL T SRR 2.
Recommended Action ( B KR4 )
2 Co st Explorer WH , A THREFMANEN., BEET (HIMEHE, FROERSE ) UAREE
Amazon Serv OpenSearch ice 8% SE4l,
HAhB®IR
+ &% Amazon Ser OpenSearch vice BRI R HWNMAHBETERSHER , BRI , BRT
beab , S LT
« BEXBBWNESREE , 1§31 Trusted Advisor % L [81 88 §9 7 & SE 48 1L 48 25 8 B,
s BXRFENEFMEIR , SR Cost Explorer 314
=gl

X1

N ES

« RHIRN

- BUGRHMEKGIHE

- MEXRGITBFOERR

- BUTFERTGETE (8A)
« TRERPITAN T

- MERPITMSERE (BA)

« WRBUMBXRFIEFENTUERERES (BA)
-« FEWARIE (A)

- EEHH (X)

< HIRR ()

Amazon RDS [ & ¥ 4E FE 241

ik

# % Amazon Relational Database Service (Amazon RDS) W& B E B & UL AL T 22 MRS R[5
$2FE (DB) 3241,
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MRBREEIHIKN EREERE | SR BRIZEGIABRRRAE . MRBFEESSFIELE 7 RARAE
g, MZROIREANZER, MRRG ENBEFEFAMEEME , WA ERKARENED , flanH
BRNREBBEERR. FHUBRNBEERBRERE , EREREMNN L,

B&EID

Ti39%halfu8
RERY

HE  ERBEERFESE 7 RNEEEE,

Recommended Action ( BiHI R4 )
ERARNBENBREERFPBRE , ASTESLSMER, SLEBEFERFTAREERELERER , BX
EEEEHERT. FLNSFEETRENREHREMELIEZMN. SHBREHIARFNRERLRE

M, FIEBEFEXOIEE L= EFNEAE. BSHEE{FIE Amazon RDS #3E F SL5 F B A & 4
RER Y B dE R SR

H A 3R

# D HE R
iAol

X1

« BEEXHIEH

- ZHAK

.« SRpIRE

- MEWEFH (GB)

- BEREERRHRE
- MEBATE (&%)

Amazon Redshift #8817 =481t
ik

KELEH Amazon Redshift (FF & , HIZHAXMWEME T RMWEI , AEBIREREER Amazon
Redshift 3% 327 4 09 B Ao

BB HEERE 30 KA RFBEABRERIXLERN . RANCEM 20 H R FAY 62 A5
FHEIMELS, X RMNATUBERMINENMETANRENRE , UKAZAHTER
o RERZETHIMAREMSE 1 FR 3 FREHRU.
HRETERATEESKEPXRKNKS . LOEHRWMCERTHRKS.

®BE D

lgw23er45t
RERM

#HE : 81t Amazon Redshift F1 & 7 R MR B B F R 2.
Recommended Action ( BiX#Y#24E )
2 Cost Explorer WHE , AT BEFANER., BESCEM (flMEIME., HREHE ) URMEEX
Amazon Redshift 1 & ¥ =,
HA R R
+ B Amazon Redshift BT R R HMAHE AT HREWEES. , BT,
« BEXBBWHNESEES , 531 Trusted Advisor % 0L [A178 1 §9 71 & L B 4E LA B 81 B
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- BXRFENEFMEHEIR , 5SS Cost Explorer 314
&5

. X3

+ Family

. TRER

- BUMINMEN A&

- MBHAMEHAEAR

s BUFEENTRGETE (8R)

+ UpFront i3 2%

- METATMMGEEA (8AH)

s MRBUMBTREFENTERERAE (8AH)

- FfEUWRARIR (B )

- EEH (X)

- HIR ()

Amazon Relational Database Service (RDS) i & = 45l4E1t
s
RELGH RDS EAE | FRAEXWERSRAINRY , UBEBEER RDS BB E A= £ W ALK,

RIMNBE D EESL X 30 KNWIRFEFAERER X LR, RAEA L D7 RAE LA R A A KB
FRBINEBLE, X, RNTUBEEMENESHNESFINRERE , UXUBARPIRETE,
HEEREZETHOMNAFEIS 1 £ 3 FRBHEN,
HWEEREATEAKEPRBENK,, ERENBILGERTARK,,

BEID

lgazXsw23e
RESM

#HB : {£1t Amazon RDS T & 32518 M= 5 B F R B AN
Recommended Action ( BiX#Yi24E )

2 Cost Explorer WH , AT BEFANER., BESCEM ( FlMEIME. FREHE ) UARMEE
Amazon RDS i & 34,

HAh Rz
+ B Amazon RDS M BRIk MMM ETERSNES , B EHIL.
- BXBEBWNESZES , HSH Trusted Advisor & ILIAIE R T E L HE LR & E &
s BEXFRINEIFMIEIR | 55 Cost Explorer 3144

=gl

X

* Family

« SRpIRE

« FAER

o BURERAE

- BUEES|IE

« EBFIRIM

« BUARHTERHIHE
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- MERPITHFHEAR

- BUTENTAGETE (8A)

- MEXRBIT F

- MEXFITMLE (BA)

« MRBUMBRPEFENTEERERLS (BA)
- TfEARIE (A)

- EEHH (X)

- HIR (F)

Amazon Route 53 IR FRIZFE
ik
B EEKNE B R Amazon Route 53 ZERiBF &,

7 £ Amazon Route 53 SURFHI N E LR N E W AT AWS XiF , BN TEXIGH S ETSE
( &1 example.com ) BIBIERFRIZFKE, MELIANGRUBR—MNERRRICRE , WA EREN
BHI—IMXE , HALEENETERNBAININER  BELEREHLL.
AWS BREBIZNEEXEN TS REEHNREL RA,
BEID

51fC20e712
RERH

BE  NABEREERE T —MNERRRIZFEKE,
Recommended Action ( BiX#Yi24E )

MRENBERDFESNIXE , FESLNEIMXBESGERBRIZRE. BHSHETIEENKH.

MR ERRX D HBE—D AWS Xif , FERESZN AWS X SIERR , HASMXIEE ERE
RicRE ; BSRETIERNEA,
MREFEFEASN AWS KiF , MR ZEAMERRIERE. BERALARRERS
HAth 3R
+ Amazon Route 53 F A AR5
» Amazon Route 53 E#
Eia=gdl

REXEEN
- FEXEID
« RRIERERH
- BRigRERR

& EHBeTR AWS Lambda B4%K
s

B

KRESRTRLSHSHANSBEARY Lambda B,

Lambda FAETENEKNETHEAMFRNBE, HHERNSSBER  NTTERLX2SHRER. B
HEBH=EFNNBERNBITHEZA,
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Note

WEENERFEEXEFRFZX , HETATFRFER. EXAWREEE/LNNEFEE R,
AT, BEENEREFIRER,
BEID

L4dfs2Q3C3
REXRMH

HE  HTEX 7 RNEA—RKOER , HAEBY 10% WEBUEIRE R,
Recommended Action ( B KR )

KERBAEICEM X-ray RERKEESRHBIFEN BN RTEME, FAXEDTRAEESR , Sl AP
BARBEFREEZGISZE, MIAMERT , AWS SDK & iR E AT aE & T B B H B BIFLE R E

APl Hl SDK EEZE i AR N ERBBERNERIA N, MRAPRFENEEIRENER , &7
MEmMEHBHNENRE, AXESEL B RN Lambda NARFHTHEEMNABHS,

HAth 8 R
« X Lambda RIAEF#HTHEENREHEES
+ Lambda EEE B SDK
« ¥ AWS Lambda 5 AWS X-Ray &&f#E A
+ FRIEDi# CloudWatch B &AWS Lambda
« SEFTF AWS Lambda B 45 iR4b 32 85 R N TR R
R&5

Ve

- X

« B ARN

- BHRAERE

- SABRKXENENAH
- BEATEERNE

. HEGEIZE (ZD)
- MEAMBRITERSE
- FHZHERREK

- BRFARK

o HXREHTR

o LREFETR

BEEIREEH AWS Lambda Bk
BT
REBATHASHRBHANBEIZRY Lambda EH.

Lambda ZAETENEBNBERKEMNSZZTIHE. BPERTESSHER , N\IEEFTHER.
Note

ERENERFEREFIRHZR , HEFTAFRFER. EQRTERFR/LNMIHTEETR,
Sl , BTENEREPHRE R,
®EID

L4dfs2Q3C2
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https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
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RERMH

HE  ERE 7 RREA—X , WAET 10% BWEBEEIRE R,
Recommended Action ( BiKI R4 )

ZRERUTERKBDHEIR. HHRFERIERHRBERNER , UREHBESTRIEENEIR.

RTRTATATRATRTATA T?J T #HBYEHEE Lambda $5i% , Lambda 5 T Amazon

CloudWatch M&ERFAWS X-Ray, BAEEFEABE. EF. BIRA X-Ray IRERRRER N FR 5
BRI |, API ﬁi%ﬁﬂ’ﬂﬂﬁﬁﬁfﬂ’]ﬁlf&'ﬁﬁﬂw’]lﬂﬂo BXRESZER , HSHN Lambda MAEF
HITHERME TS,

BXRLEREZTHERNESEFESR , 5 H AWS Lambda HHYEIRAEN B2 Eid,
BXREMABEHE , FSHHE Lambda FHY A,

BB LA AWS Lambda SEMR R MMM TNREM T EMNESREP LR, AXEZER
2% AWS Lambda & e £,

HigR
« AWS Lambda FHEIRA BN B3 Eid
« X Lambda B AREFHTHRENEAHES
» Lambda B E R BT SDK
+ HE&E Lambda R HY A F
- APl AR
« JEAT AWS Lambda K iz EEER R OIR AT

- RE
<)
+ EHARN
. BABAHRE
- BAHIREN A
- SATHHRE
+ A% A I EAA
- PHSRBARK
© HRBARK

U RHRE
« EREHEE

MEREFEXRDPIETRBE R AWS Lambda BIEL
sk

BEELRTHAZEDEAE —XE AWS Lambda E#. MREE Lambda EAELEREXR/NTME M
PEHIE , IR ELRER, RE Lambda BEMLELAEXPIMERMFRIE , WEEERNKRMERA
HEENSE, REGEGETHESSBIRITAARENRE , BEEETUEETER Lambda HEHEE
REEAERA, FESATEET Lambda BB Y ﬁuﬁﬁﬁ$o

Note

ERENGERFEREFIRFZR , AETATRFER. ERTEFR/LNMENTEER,
HEl , BTENEREPHRE R,
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-troubleshooting.html
http://aws.amazon.com/lambda/partners/?partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-monitoring.html
http://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-retry-timeout-sdk/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-troubleshooting.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_Errors
https://docs.aws.amazon.com/lambda/latest/dg/samples-errorprocessor.html
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B&EID

COr6dfpMos
REERMY

BE  EEBBAFEANTRES S Lambda BB, ATATATRATRTRTHTHTHEE Lambda

HBRATMELES , RiNSZRZHREMATEZRIA CloudWatch ¥5#r. ATFIRBIAFEAPIRESSH
Lambda BB B LB E AWS BiESSR, RAFERXE , EELEH.
Recommended Action ( BiHI R )

ZRE 4 Lambda EEHIRF KRN,

BXEZELR , H5SHEA AWS Compute Optimizer SA4T Trusted Advisor # 2 (p. 51) :
w5

R

- Xig

- BEREN

o HBURAE

« REKXR/D (MB)
- HEENRNEKXRD (MB)
- EIE (X))

s WHEHNR (%)

- MESATE

- MESATHEKLT
o EREFESE

AWS Well-Architected B4k 4t 5 X B& 5] 23

R

NIEAFZEEREEE (HRl) WG EZERE, KREETFEMN AWS-Well Architected FE, &

EBLERIUATEEEER AWS Well-Architected T2 T 3t TESE A T4,
Note

WRENERFEXREFIRFZXR , FATAUFRFER. ERTEZTE/LNPEFEEE Ro
H, BTENLREPHERE R,
BEID

Wxdfp4B1L1
REERH
« 46 : £ AWS Well-Architected BB AMEL X EREDRI T —ANERH & XUB B,
« %6 : 7 AWS Well-Architected Y EL A4t Sz 4% H AR 4 T 2055 BRAY 55 XU B (R R,
Recommended Action ( B KR4 )

AWS Well-Architected £ TR FALBIRUZISXEEE, XLRTNFEERLMNTERSRME

THl4, &F AWS Well-Architected T B E FFIZ R H REUEHE B RERN B E,
wED

R
- X
+ THEHE ARN
« TEARER
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https://console.aws.amazon.com/wellarchitected
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- ERAKR

o THEMERE

« THEAETTHAHY

s TR EXEHBH

- BEENRARL HRI &
« BRRHAAE HRI &
« EEENRAERERE
o BALAL A AP Y AL S 2K
« EIREHESE

RIE R A BT B 2R
sk

# 2 Elastic Load Balancing ELi& A B T B A5 25,

EENEMARSESRBTERA, URABOERZEXRNEHREM  RENRNEREZE™
ER& , MEEERFERAAFHEER, UREBFNKEE ELB RETHWEHBAFIERELE, ©7a
FEH fth ELB 283 ( Application Load Balancer, Network Load Balancer ) »

B&EID

hjLMh88uM8
REXMG

- BE  ARHERLEERN SRS,

- B ARYESRLEETRREENERSES.

c BB EXET7 RA, AFIEHSBSRWERKDTF 100 1,
Recommended Action ( BiX#Yi4E )

MRIEBW ARG LA BRNE IR |, WEEEMEFIRMBI R A FREERS, BSRAERMSRI9ES
SEA Amazon EC2 SEBIER M B fa £ 15 @ 25 .

MREBWAREEREEETEENFRES , S HEX Elastic Load Balancing #{TEEHE : 51T
WRRERE.
MRER ARG ERAERBRE , WERBBRAZIGERR. BSFMIR ARG E R,
H AR
- EEAROES
+ X¥ Elastic Load Balancing 3 17 Sk &
R& 5

Xig
- MEIEBREN
* Reason

- MEBATE

{KEHZ Amazon EC2 324
ik

wEIF X 14 KABERTIEITH Amazon Elastic Compute Cloud (Amazon EC2) 324, fR%& R CPU &
FAER 10% AT , ERERMA/MEZEDE 4 RIFEE 5MB , Mk ELBELHIRTR.

API fiR7x 2013-04-15
79


https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/elb-troubleshooting.html
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EEZTHXEfla=E N ERR, REFEZSETHEASBRITLINIARE , BEEEFEFTUELE
T S5 9 B B R0 K /NSRRI R AR o
SR TEESHEAREXAN Y ERARMEMHTERTEDF AN RERITE, MREFEHN
BB LB Spot £l , REXZFIAREZET—BX , WRFETEAFTRERTE, ERIEEMNARKE
BETHRHRENIRE,

BEID

Qch7DwouX1
REZH

BEEEE 14 RWED 4 R, XHINE A FH CPU EAERRER 10% , BN /0 REX 5
MB.

Recommended Action ( BiX#Yi24E )
EZEFLERL I FEARREHES , RBIEA Auto Scaling BINEHIBE, EXESEER , BSAE
IEREBNEH, LUESEFIR LR Auto Scaling ?

H AR
» ¥ Amazon EC2
o EHITHBERMA S BIE
« W55k CloudWatch P35/

+ Auto Scaling FF & A R 35w
=gl

s Xg/AAK

« B4 ID

« KPIBR

.« RpIRE

- MEBATE

« 14 X¥H CPU EAX
« 14 REFEHML 1/0

- BEAERXHK

Savings Plan
R

BEETE 30 KA Amazon EC2, Fargate 1 Lambda HERAE , Hi12 Savings Plan X E 1L,
XERBUEEARE—FREZFHARE—BNERAE (UABIRETITE ) |, REUTHIRR,

X LSRR T AWS Cost Explorer , EAIMIREBFEFANEES . BIETLUES Cost Explorer M3E
Savings Plan, XLEWRMFEA R R BUNER. BRINBUERIN — AR KIS, XIXHEXIE
HE AT BE S BUOS A& .

HREFERTESKEPRERNIKS, . HEENEUIGERTARKS,
®EID

vZ2c2Wlsrf
RERM

# : {1t Savings Plans B34 B F BRI A,
Recommended Action ( ZiHI R )

%5 Cost Explorer WH , S\ 7 #EE ¥ 46 B E L EWEA KM Savings Plans.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-monitoring.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AESDG-chapter-instancedata.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html
https://console.aws.amazon.com/billing/home?/costexplorer#/costexplorer/
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H AR IR
+ Savings Plan A5/
+ Savings Plans & JL [0 &

A=l

Savings Plans 2£#

o AROED

- MSEA

o EMEMNS/OEAMSRK
- MEFIEEAR

- MEBATE

- MATEES L

- HRR (%)

o EmHE (K)

RRERRYZRME 1P st

#iR
KESIEEIETH Amazon Elastic Compute Cloud (Amazon EC2) S23& B < BAy % IP it (EIP)o
EIP EZANHBRUERITHES IP ik, SEENES P it FE , EIP BIFAH P i M
SHEENKF NS —NREIKFBREGIRATAXHE, HNEEESTHEALRN EIP , FUEERA

XM,
®EID

Z4AUBRNSmz
REZRMA

HE  SERNEMYE P it (EIP ) RBESEREZITH Amazon EC2 KB,

Recommended Action ( BiX#Yi24E )
 EIP S521THEREHIXE , MBMAKRKEN EIP, BXEZER , BSAFHEME IP it STRKIZ
1TEBIRBR AR BRI IP shiits

HAh R IR

BN P bk
&5

- Xi

« P ith3t

KFE DA Amazon EBS &

iR
12 Amazon Elastic Block Store (Amazon EBS) &&E , H ESXZ o AR EZHEE,

ERBEHNFHRREE, NRESE—BRNENFREREZBRESREAZHFHEER (FTEEEHE ) , Wiz
BRBFEDANA. BRNBIUER BRARZE 2 R A SRR R AN
BEID

DAvU99Dc4C
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https://docs.aws.amazon.com/savingsplans/latest/userguide/what-is-savings-plans.html
http://aws.amazon.com/savingsplans/faq/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-releasing
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
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RERMH

HE  BUATREBRSHEE 7 RESEXH IOPS M 1,
Recommended Action ( B KR4 )

ZENEBRBHBIRESUBRL TR, BXESZER , H2 5612 Amazon EBS HREBFMIER Amazon
EBS %,

H 3R
* Amazon Elastic Block Store (Amazon EBS)
- BEREHNERE

wE5

Xig

« & ID

- BE

. BRND

- BAEMERAE
« REID

- REBE®

- REHIR

Note

MRBWIKFBA T AWS Compute Optimizer , BRATEIUEH A Amazon EBS X ETRAE
BRE, BXELZEL , H5SHE A AWS Compute Optimizer SL1T Trusted Advisor #

£ (p.51):
Underutilized Amazon Redshift Clusters

R
RERM Amazon Redshift B RBFEMUFRTE D A AN EE,

IR Amazon Redshift EF KA ENRBERE  RECRH CPU BRD , B LUERRAREEDR
Plangs NEFMERXAERTH RRFLRE, BELCHRES  KRARBHSRE,

B&EID

G31sQ1E9U
REXMN

c BB FEETHERELE 7 RATEE,

« BB EXERT7 X99% WEER , EESTHERNERSKFY CPU EFARET 5%.
Recommended Action ( ZiKY R4 )

ZERRAMERARRREARE , BB PEFENA D, BSRAMNMBREFMBRER X,
HAh R IR

T 5i# CloudWatch f P i5E
=gl

WA

o X

- K#
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-deleting-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-deleting-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-clusters.html#rs-mgmt-shutdown-delete-cluster
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-clusters.html#cluster-resize-intro
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
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o SRR
* Reason
- MEEATE

PERE

BYRERSEM ( UHNRE ) RIESHRSWIERE , AMELTUAFNATEELE, KEIEEANEH
FR MR B F IR

B AER T HRER IR E,

REEZH
. Amazon EBS Hii& IOPS (SSD) B#iE & (p. 83)
« Amazon EBS FiEF 2% (p. 84)
+ Amazon EC2 & EBS FWEMEL1L (p. 85)
+ Amazon Route 53 3| & & RIZFEE (p. 85)
- HEEREX/NE RFLRTZH AWS Lambda B3 (p. 86)
» AWS Well-Architected 1 &E = MBS B (p. 87)
+ CloudFront & Fi#& (p. 87)
+ CloudFront A& % &1 (p. 88)
+ CloudFront #rk X FEF @ E (p. 89)
« BfEAE Amazon EC2 3£ (p. 89)
o MATEAFINAE EC2 ZEHHN (p. 90)
« EC2 ZE£HPHWAREHNN (p. 91)
o SEFEAK Amazon EBS BN FE (p. 91)
.« WO EFS HH BEXMAL (p. 92)

Amazon EBS Fiii& IOPS (SSD) &Mt 4 &L iE
s

KREMMMEIRZS EBS {£1LA Amazon EBS A1t Amazon Elastic Compute Cloud (Amazon EC2) 35
BlE9TRE 10PS (SSD) 4.

Amazon Elastic Block Store (Amazon EBS) FHFE IOPS (SSD) B{X M tnZl EBS {E1t 3Lt 88
RATHR R,
®&EID

PPkZrjsH2q
RERMNG

HE : BN EBS {1LH Amazon EC2 SKHIEE M MATRAE IOPS (SSD ) % , BXFIRET
EBS {t1t.

Recommended Action ( BiHI R )

BI22Z EBS (RILHF A , P EE |, AEHHEBHMEFEG, BEXESEL , S Amazon EBS
A B SEHIFIE Amazon EBS %kt dnZIsE 46,

Hib'&R
+ Amazon EBS &3 #
« Amazon EBS &4 A8
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-attaching-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSPerformance.html
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- RS

s Xg/AAK
- %D

- BF

- B4

« X41ID

o SEfZER

« EBS {i{t

Amazon EBS FHAGL T~ 2N S
ik

21 BT AR 2521733 89 Amazon Elastic Block Store ( Amazon EBS ) %, f1R&{E{T EBS
BHLEENITEAEMENARRTRE , WiZREARER, BRENSFAXRTHEARSLMILWREN
B2, B WREEIANARESEEBHNRR.

Note
WRENERFEXREFIRFZXR , HATAURFER. ERTEZTE/LNPEFEEE R
E, BTENLREPHERE R,

®EID

COre6dfpMos

RERG
HE  OBHARARETEN EBS B, N THREEESTMRAELRE , BNSZEFTEHRIA CloudWatch 1§
R (2FEIOPS MEHE ), ATFRBIFETEH EBS BHEELER AWS RETE, RBHERE ,
EEAFEH.

Recommended Action ( B KR4 )

ERY RERARSNS.

BEXEZELR , H35/3 A AWS Compute Optimizer BA11T Trusted Advisor 82 (p. 51) :
H&E5

RIS

« X

« & ID

« BRI (GB)

« BEM IOPS

- BJRE IOPS

- BREFLE

. HENBER

. HENBKXD (GB)
. HENBEHE IOPS
- HENBIRE IOPS
- HENBSEHEFLS
- HENBREFULS
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- EHH (X)
. HEEX RS
« EREFESE

Amazon EC2 £ EBS WHEMHE 1t
ik
H0 7 LM B T AL EE SR EIR) Amazon EC2 SSHIA0 B A S B AL N B Amazon EBS 4.

B biERE , BRAFER Amazon EC2 LI R AFHE K TFrM M EBS BNRAEFHE, MRS
& —RXKAE EBS (L3R4 ( ET AR (UTC) ) BRE 94K EBS BFHE | HEBT —¥
FERNEARKT EC2 RHIRZAFTLEMN 95% KHREEE,

®EID

Bh2xRR2FGH
REXMF

B ER—X (UTC) —¥ L E/etE A |, FinEl EC2 KAIK EBS BMEFLE (MB/Y ) BT
XfI5 EBS B BAHHELER 95%.

Recommended Action ( ZiXEY1R4E )

&K Amazon EBS BHHAETHE ( BSH Amazon EBS HKH ) SHMHMEIA Amazon EC2 =4l
WHRATHEHITHHR, FSHE T EBS LA SEHIKE,
ZRGENEHNEEEXIEES EBS FH EMNFILUERBRIEMEE,
HAh %R
+ Amazon EBS &3 #
+ Amazon EBS {t{tAYSE4)
o BEREHNERD
+ ¥ Amazon EBS % hn 22451
+ J¥ Amazon EBS & 5345 &

MIB& Amazon EBS %

=gl
o RE

- Xig

« 341D

. SEHIKE

s RS ARR

Amazon Route 53 38 ®IRiCKE

iR
REVERANERRICREUARSHAEHTERETNRFIZRE,
BB 7RIDFREF DNS I HE AWS &R ( #li0 Elastic Load Balancing £ 9% 85, Amazon S3
ggﬁvzlsﬁig,%j\ Route 53 BRICRE., FARBERICEER , Route 53 &¥F DNS )RR HE

AWS BRESEIZHNREXBRFT2E RELNRESR T,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html#ebs-optimization-support
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-attaching-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-detaching-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-deleting-volume.html
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B&EID

B913Ef6fb4
RERH

. B6 . RFIZFRER Amazon S3 MIEH) CNAME,

. #Ef  BRICFEER Amazon CloudFront 2 B89 CNAME,

. ®Ef  BRICFKER Elastic Load Balancing 7 19#23#9 CNAME,
Recommended Action ( B KR4 )

5 HH CNAME BRICREBR NI B RFRICEE ; FSREHBMIER B ERICFKE 2 A #1TiE
#o
BEREEFICHFIETM CNAME BN A F AAAA |, BEEEURT AWS RiR, ESEE RS RE
Amazon Route 53 R FKERNIEEMNE,

Hibw R

HEHARBT AWS HIR
wE5

 RE

- REREER

- HEXHEID

- RIFICREBR

« BIRIDFRERE

« BRRICRERRE

« BBBEMR

MERFERPMSTNEE T 28 AWS Lambda BEEX
ik

REERTHAZE AR —XH AWS Lambda B, MREE Lambda MEAELEREXR/NTEM
PERAE , IHRELREER, R Lambda HEMHLEAEFER)DMEMAEREFRE , XERKFEEEK
B B 18] F BE ST AR IRAE

Note

KR ENERFIEREFRFZR , FETAURIFIER,. ERTREEE/LNNEFEEE R
My, BITEMNLREPHERE R,
®EID

COr6dfpMo6
RERY

BHE  EEBHAAEXDNRETEN Lambda B, 7 THE Lambda HHREMETRE , Ri1eER
BB FTA B IACloudWatchiEdR. ATIRBIANFER/NREFZH Lambda BB E L ERE AWS HiE
X, RAIFERE , EEL2ER.

Recommended Action ( ZiLA R )

ZRE N Lambda EEKIRF KRN,

BEXEZER , 23 A AWS Compute Optimizer JA# 1T Trusted Advisor 82 (p. 51) :
BE 5
« RE
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/CreatingAliasRRSets.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/CreatingAliasRRSets.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-values.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-values.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-aws-resources.html
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- X8

- BBER

« EBMRA

« AEKRND (MB)

- HENREXRD (MB)
< EEHH (X)

.« MEREXES

« EREFETE

AWS Well-Architected 4 8E S X B8 8] &
iR
N IEREEXKRREIE (HRI ) WHEEXERE, LEEETEMN AWS-Well Architected F&E, KEL
REURTHREEREA AWS Well-Architected 5B 7 3t THES £ 491944,
Note

HEENERFEREAFRFZR , FETATRIFIER, ERTREZEE/LNNIEFEEE R
T, BTENRRERHERER,
BEID

Wxdfp4B1L2
REZRMG
« 46 : £ AWS Well-Architected B BB R EDLRI T —NERBIE X R FIE,
« % . £ AWS Well-Architected #9832 A H AR A8 U EI5E B A = XL RS (1 &3
Recommended Action ( BiHI R )
AWS Well-Architected £ THEMA R ITAE RPN B SR EE, XLEEERHBRERQNTERSRME
THl&, &F AWS Well-Architected T B L& K25 H R EUE e 2R E KA B &,
=gl

RIS

- XiF

- T{EfE ARN

- THEABEN

. ERAEE

- THEfagses

- THEAEFHREH

. TR LEREXRAH
- EFEEMNMEE HRI BE
- DERERNMRE HRI HE
- EEIENMEERERE
o MERESZAEH Y EE S K
o LREFETE

CloudFront & &
iR
#&Amazon CloudFront Z B R EFEEHIRELE DNS REMNZAFEHE (CNAME ) .
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https://console.aws.amazon.com/wellarchitected
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W& CloudFront 2B E2&& BAEA , N DNS B B4 DNS EHEH R Z 2 E.
Note

¥ &R Amazon Route 53 DNS I & #CloudFrontZ Bt EL EEAHE RAWS MK, EHIt | 12
YR BEBIEHR T AWS P S0 89 DNS & B MR T/EMNER,
2 ID

N420c450f2
REXRMH

« #Ef : CloudFront2 B2 E& AEE , (EREEM CNAME iE3% = Amazon Route 53 51& &JRiKIE
ik & DNS B &,

« #Ef : CloudFront 2 B2 E&FAE®E , 1B Trusted Advisor L%t DNS B & , RN FESZERE

ER
« #6 : CloudFront 7 Bl 2&& AE% , 18 Trusted Advisor I THMFELFERE (B ATEERNB)
Foi% 1744 DNS BLiE,

Recommended Action ( BiX#Yi24E )

fF DNS BB E# A4 DNS £ B2 CloudFront 28 ; FSRERE BEA ( CNAME ) .

WMRIEEH Amazon Route 53 ¥E9 DNS RS |, iS5 A 8 & FHR &8 B 2 Amazon CloudFront Route
53 ¥E3 DNS RS, MR EER , BRHBFRE,

Htp® IR

i iz CloudFront¥F & & 55
R 5

o RE

- 7E ID

s DEEE

- EREAE

* Reason

CloudFront A& % &1L
ik

BREALUBETAWSE KM A S & IR Amazon Simple Storage Service Service (Amazon CloudFront
S3) FRBMANBBERAMNER.

LIZEE CloudFront A0 EARN , FABRNERGEIBHIEFHNANRIEID LIS, BB
DBRENMETARDZAENAF. SE#EBPE#EARERAL  fHOBREERS , XREEA
LAM#E A Amazon CloudFront 2 X i 2 2%,

BZEID
796d6f3D83
BELH
« BE KB 30 XEY GET BRNEHBEAAIAFNREEESVREHBEDIEEN FORIEEN
25 &,
« OB BER 30 XEN GET BRNE#BEAAIAFNKEEEZEDL N 10TB, HEELEE#FESD
ERNPERIEEN 25 2,

Recommended Action ( BiXHIIRE )
E B A CloudFront AIREEEMEE. EF L S#CloudFront®E miFiE.
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/CNAMEs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-cloudfront-distribution.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-cloudfront-distribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
http://aws.amazon.com/cloudfront/details
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MEFAEBOEIERN 10TB REZ , 23 Amazon CloudFront 4 , LA T B AT RETS & B R AN,
HAh®IR

« LS #CloudFrontf X &

« AWS ZfIFFZR - PBS
=gl

WA

- Xig

. FEBEN

+ S3 f7fk (GB)

- BiELEH (GB)

. fERIFELEER

CloudFront ¥Rk KM EFHH R
it
108 CloudFront 34 BT f 1 Ik 346 % ) FIARRS 5200 HTTP #HRAFL.

Rk (MBHRAFPRE ) 2EZREEETFTE (M CloudFront i & EFIZMHAVERMILEA ) o
X&EMERRS [N AT BRIKMAE , A CloudFront XJUSE 2B R K 2 RIEBRS S,
BEID

N415c4502
REXRMF

#E : CloudFront # KX B RBRE /M —NRESMERIRLATREQEEREBEEFRRE,
Recommended Action ( BiX#Y#4E )

BEREBERFARBRME T EBHNRL , B IV BEEGTHREANAAXNEELEN., IRTR

BEMKERIA , ENRBRESFHILQBEEHRANR , BARNBIVEREF CloudFront & & H 945

KERIRERSER. BXRESEE , FZETERERIRAEFEFU CloudFrontEH FEHFEHFEHF
HE AL AL

HAb 7R
+ EFH CloudFront i1 4 E 17 1R AR S5 B SR &Y L4
+ CloudFront BF41TiRE
« HTTP #&E3R#5LH CloudFront 17
=gl
- 78 ID
- DEEE
s BEITHABRERER
.« PRk

= #EHZE Amazon EC2 24l
ik

wET X 14 XKHABERTIEITH Amazon Elastic Compute Cloud (Amazon EC2) 34, fIREMKXHE K
RIEINE R CPU EAEENS 90% , N&&kXER.

— BN SNARRERAMETSIMLL. BE. BR , CHARKRTINARFIBEEBHNER. BHRN
R CPU AR , A THRURENIRSE.
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http://aws.amazon.com/cloudfront/pricing
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
http://aws.amazon.com/solutions/case-studies/pbs/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/header-caching.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/header-caching.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html#cache-hit-ratio-request-headers
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-statistics.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html#request-custom-headers-behavior
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B&EID

ZRxQ1Psb6c
RERY

BE EXX 14 RPHED 4 RKA , ENEHIHN ALY CPU EAEEE 90%.
Recommended Action ( ZiLAIRE )

EZRANMEZ P, BEXREZTERNEFAKENESR , BHSH LR Auto Scaling ?
HAh R IR

+ ¥ Amazon EC2

o SEOITHBERM A EBIE

» W 5#CloudWatch f Fo 38/

« Amazon EC2 Auto Scaling i /{5

s Xg/AmAK

« XHI1ID

o RfpIEE

o RBIEFH

+ 14 X CPU Fi{ =

« CPU EARET 90% HREK

NMATRAINAKE EC2 Z=AHN
iR
BREEGAREZSHEH N Amazon Elastic Compute Cloud (Amazon EC2) 34, MREHIEERKEN

W, MR eI,
BEID

j3DFqYTe29
RERM
« #Ef : E Amazon EC2-VPC EHI#HAET 50 ML AMN,
. #fB : £ Amazon EC2-Classic SEHIHEET 100 NRLAMN,
Recommended Action ( ZiKI R4 )
BESMBRASBERSEENAN , BOEXRFIXBENANKE, EXESEL , BSANZEHPHBENR
.
HtgR

Amazon EC2 Z£4H
R&E5

- X

« 341D

o EHIEFR

« VPCID

o AEAIEEK

o LA S K
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https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-monitoring.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AESDG-chapter-instancedata.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/autoscaling/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#concepts-security
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EC2 Z£ ARy KEHN
i
&S/ Amazon Elastic Compute Cloud (Amazon EC2) Z&H R B/ FELZHHMM,

MREZLABEFRENN |, NHEETTRES BRI,
BEID

tfg86AVHAZ
REZRMH

. #6 . E/ Amazon EC2-VPC Z2ARART 50 MM,

« #Ef . 1 Amazon EC2-Classic Z£AMAERET 100 MHN,
Recommended Action ( BiX#Y#24E )

BT HREREENHAN , UL RZLEPANNKE, BXESELE , BSHANLZ A DHIBRAN.
H A5 R

Amazon EC2 &2
w5

X

« RRAEH
-« 441D

. HR

« KB

« VPCID

© AVEAL B %
 HIEHN B

S EfE AN Amazon EBS BMNFRE

.

=4

RETREFIENABTEZIHTESREER Amazon Elastic Block Store (Amazon EBS) B4R
%,

BMENREBRITATEERSHETREA/ME (1/0) BERNNARESE , TMRIE IOPS &R, ©FiE#H
#9100 IOPS , ERAREREBREBEHRT IOPS, T —REREH IOPS , LA LUERATIE IOPS (SSD)
%, XTREIOPS , BAILMERAEAE (SSD) &, BEXEZEE , 51 Amazon EBS &K,

BXXF EBS RALITAMKHIRET|K , HS 5 Amazon EBS MILEIEHI,

EREE AEARER , B FRERENRS. FANREFHNIEE 14 RPWE-RET -5, W
RRBEREBS &, EAERNE, IRXBERZHBBERBETIEONE , WETHKER N/A, MR
BERE BB SSAPENPEANTES L (flm, 256 / 20%) .

BEID

k3J2hns32g
RERM

®® : Amazon EBS BASMINEISKAIF |, ZRPITEY EBS ILHENKRFHITEMENARTD |
ZEFHIUTENENZAFEKRT 9510PS , HEET X 14 X9, ELH 7 RWELEE/NTHEH
10%.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
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Recommended Action ( i #Y4E )

SHF—RREH IOPS , LALUEATE IOPS (SSD) B, X FZRE IOPS , HATLEAERE (SSD)
&£, BXEZEER , F2 % Amazon EBS &K A,

H A5 R

Amazon Elastic Block Store (Amazon EBS)

wE5

R

- X

- &ID

- BB

- BEHREK
- RABHEYPE

Note

MEEBWIKF B AT AWS Compute Optimizer , BATE2 & KA Amazon EBS & 2
BRE, BXEZELR | E2HE A AWS Compute Optimizer SA#14T Trusted Advisor #&
£ (p.51):

W S5 EFS HE&E 1L

i
KEZEFH Amazon EFS XA RS LRI REBEENERAREFHEERK,
EFS SR FH B (1] P NHRGRHE - BHWEAFTHE KT (EFS IREF# TS GiB 4T 50
KiB/s ) , F1E “RERD” TARNEARSERERESRIN ‘REFLHE . HBERRERD
i, B XA REMEXWREZIXMRENEEKT , ZTRLSHEETE, BRNINFLAFR

NMARFEREMERNEESN,
BEID

cldfprcho2
RERMGF

- BB  XHRSEEFHAREFHEEERR,
Recommended Action ( ZiLEY1R4E )

ATUHENAFPNNARFIEMENELE  RNBWEENARGEEETNEREFHEE [2),
ERMFRHERNT , BN XHREALUXLINEE 10 GiB/s HIEMERES 3 GiB/s WEATHE ,
BHBURT AWS X3 [3] , BRAFTANEANFLENR. HFIE5 , BUNERTXHRERE A BFHE
Elastic 1 Bursting 12X ZE{)# , M H Elastic FHEBEX TH X4 RELF=EMANBIEEH
%A 4],

HAh 7R
« (1] WS EFS e FHEER
« [2] LSk EFS MAEH M HHEEN
 [B] LT EFS FERERA PR
. [4] LS EFS EH
R&5
« WE
- Xig
- EFS X#%4% ID
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/efs/latest/ug/performance.html#throughput-modes
https://docs.aws.amazon.com/efs/latest/ug/performance.html#elastic
https://docs.aws.amazon.com/efs/latest/ug/limits.html
https://docs.aws.amazon.com/efs/pricing
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- RHEFEHE
« EREFETE

=

oM

BOLUERALTRZEEIRE,
Note

MERER AWS IKF 5B Security Hub , M AT BATE Trusted Advisor BHEIAPEERELE R, Bx
E8 , B3 £ AWS Trusted Advisor F &% AWS Security Hub 4 (p. 46).

B EE AWS EftZ 2 REXRZEHEFNFIEEY , EEF Category: Recover >
Resilience ( 288 : k& > 381 ) MEGRN. BARZIZFRHNSIR , E5H (AWS Security
Hub AR M AWSEM T4 SESRRG,

REZH
« ALK IETIERAK Microsoft SQL Server B Amazon EC2 =4l (p. 93)
o fERLIETIERAE Microsoft Windows Server Y Amazon EC2 3E4l (p. 94)
» Amazon EBS X ERER (p. 95)
+ Amazon RDS A E R (p. 96)
» Amazon RDS T2 A F A K (p. 96)
+ Amazon Route 53 MX BRIZFEME HF ARBIELE (p. 97)
+ Amazon S3 TFH#EBER (p. 97)
« AWS CloudTrail H#&i2% (p. 98)
- FAFEAIETRE AWS Lambda B3 (p. 99)
+ AWS Well-Architected Z£ S X A7 (p. 100)
« CloudFrontlAM i 77 &Y B E L SSL 4 (p. 100)
+ CloudFrontif iR %5858 E#Y SSSSL iE$ (p. 101)
« ELB 88 &£ (p. 102)
. ELB 24 (p. 103)
» Exposed Access Keys (p. 103)
« 1AM 5B 2R (p. 104)
« 1AM ZB 3R (p. 105)
* IAM A3 (p. 105)
« 1BIKFH MFA (p. 106)
s RE2H -TEZREBWEFERD (p. 106)
- REH - FZRFIWIFFE (p. 107)

FERL LT ERRAR Microsoft SQL Server BY Amazon EC2 324
sk

BET X 24 /MTAZEITH Amazon Elastic Compute Cloud ( Amazon EC2 ) SE4I#) SQL Server k%
X, MBZRANZFBERDELLLE , REELIRTRE, 4 SQL Server IiRAHRIRM 10 EH X
¥, B EXHXEN s FEMXE, ZIFLIEFE | iZ SQL Server IRANFFA2KEIEHNZEE
o FATZXEMN SQL Server RAETRARF AT RELHEARK,

Note

ERENERFEREFIRFZR , AEFTAFRFER. EQRTEFR/LNMNSEETR,
LAl , BTEMEREPHRE R,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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B&EID

Qsdfp3A4L3
RERMGF

« 468 : EC2 EHIMY SQL Server lRADEEE 1L,

« #f : EC2 XHIMY SQL Server MRAFHE 12 N B RERIE IE K,
Recommended Action ( ZiLEY1R4E )

3L SQL Server TEAFHIMMRL , FEZEEME| Amazon Aurora ZF AWS Cloud BEHRIEE, X
EZER | BSEER AWS 23 Windows TAEREILAL .

EXBATERERNBIEE |, EZEFHRF A ZE Amazon Relational Database Service ( Amazon
RDS )., BXEZELE , 2 Amazon RDS for SQL Server.

EFH SQL Server on Amazon EC2 , §ZEEA B LETEMELAR, BEXEZELR , HSH
AWS Systems Manager X #%,

MR TEFR SQL Server on Amazon EC2 , 1&EBEA T Windows Server = 1E X T 1T X
(EMP) ., BEXE%EL , HSHE EMP Mk,

H AR

« fF/A AWS # SQL Server IFEIE X HNES

+ AWS &Y Microsoft SQL Server
&

- KRB

- X

« XHIID

+ SQL Server A

- XEAH

. ELEEHE

o LREFETR

fE LR 1E TR Microsoft Windows Server B Amazon EC2
S|

i

MBZRANZIFEERELLLE , MR ELERE, 81 Windows Server MRANEREE 10 F£HIX
B, XBE5SFEIRXEMS FEEIE, XFLIERHE | iZ Windows Server iRAF R & U R EHA
NLLEHER, NREFERAFTZZEMN Windows Server lRAZITRARRE , MXENARFNLZS
HEHEAMEEEIERR,

®EID

Qsdfp3As4Ls
RERH
« 4 : EC2 =4I Windows Server kx2S ( Windows Server 2003, 2003 R2, 2008 1 2008 R2 ) &
KBRS EZ XL INER,
« # : BAIE EC2 EHIH Windows Server M7 ( Windows Server 2012 1 2012 R2 ) HI X F4& 1EAR
SHERNEEEFE 18 MA,
Recommended Action ( il #i24E )

Eilk Windows Server TERZEIMKRL , EZEREMA Modernize Windows Workloads with ( fEF AWS
I Windows TEAEIRAL ) REH B RIED,
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http://aws.amazon.com/windows/modernization/
http://aws.amazon.com/rds/sqlserver/
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awsec2-CloneInstanceAndUpgradeSQLServer.html
http://aws.amazon.com/emp-windows-server/
http://aws.amazon.com/sql/sql2008-eos/
http://aws.amazon.com/sql
http://aws.amazon.com/windows/modernization/
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EFK Windows Server TR EFHRAHK Windows Server LiE1T , B LAER B3{LETF
. BEXEZEE , S AWS Systems Manager X #%,

MBEREMNARFEIREMEEFE Windows Server TERE , HEEMEAEAT Windows Server B
KIEZEFETIBITN (EMP ), BXESZEER , HSH EMP Mih, SR TUES RN ZIFKIEBHCE
WL &K 3 F M Microsoft N BREEH (ESU ). THES,

H AR
+ AWS EH) Windows
« SEFTF Windows Server 754 I it %
&5
. R
- X
« &4 ID
+ Windows Server ix4s
- XEAH
. FIEXE
« EREFESE

Amazon EBS A B 1R ER

# & Amazon Elastic Block Store (Amazon EBS) BREBMNRIZE , HEEMRBEIFIEALBRE
iR iR ER,

HIBFRBATTE , ATELURFTE AWS IKF MAFRRFIHRIRE LRFEREANR. IRENSEE
AP REERE | BHRBRENAE, A, EEESCHAERBHEENAFIKF,,
Note

WRENERFEXREFIRFZXR , HETAUFRFER. ERTEZTE/LNPEFEEE Ro
BEID

ePs02jTo6w
RERM

416 : EBS BRBIRIZEANE,
Recommended Action ( BiHI R )

BRIECHMERSHMA AWS Ik MAFAERBHOAERE , TUHEBIR  FREFIENRLE
REREELEOEARTRBRHKS . BEXESELR , B2 H= Amazon EBS R#E, FTEM Trusted
Advisor 25| & 9 E P HERR LR B,

EEZEURBHNE , BT LE AWS Systems Manager ##&| A ERETFEM. BXESELR | B
2 AWSSupport-ModifyEBSSnapshotPermission :

HAth %R

Amazon EBS R
HwE 5

RS
. K
« &ID
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/os-inplaceupgrade.html
http://aws.amazon.com/emp-windows-server/
http://aws.amazon.com/windows/faq/#eos-microsoft-products
http://aws.amazon.com/windows/?blog-posts-content-windows.sort-by=item.additionalFields.createdDate=desc
http://aws.amazon.com/emp-windows-server/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awssupport-modifyebssnapshotpermission.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
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« REID

. R

Amazon RDS A& R HE
IR
# 2 Amazon Relational Database Service (Amazon RDS) iR FE R BN RIZE , HIEETIRBUHIR
BANERNAHEE,
LIBTRBATFR , AAAAME AWS KPR MAFRFHEIREB ENAMERENNR, REXSHE
APRSKFRERE , BFREBIREATE. RE , BEESZHAZTRBEENAFRK,.
Note
RENERGERBIRFZR , HETAGRIFER, FRAEZTE/LMIEFEE TR
BEID

rSs93HQwal
REZH

416 : Amazon RDS HREHRIZERAE,
Recommended Action ( ZiXAIRME )
MRIELWEESHE AWS IKF MAFRERBHOMERE , TUFEBSSUNIR  FIREHFIEARE ,

AREEELEOEBRTFRENKF . BEXEZEE , BoRAAEREFERBREEESESFRE, TEM
Trusted Advisor ##| & LB RHERR LR &,

EEESRIRBHNER , BT LLE AWS Systems Manager &l AR FERETFEM. EXEZELR | &
ZFEAWSSupport-ModifyRDSSnapshotPermission :

H 3R
Z A HZE R Amazon RDS #iEEEHI

HEZ

W&

- X8

« BIEESRBISESR ID
- REID

Amazon RDS &£ 4 i/ 7] X &
IR
2 Amazon Relational Database Service (Amazon RDS) WZ £ HEE , H ELXELEAMNN B FXE

WHBEENTENRREZHES, Z2EANNENEE 2R AFMMNEEN Amazon Elastic Compute
Cloud (Amazon EC2) Z2& A4S E IP thut #1758,

B&EID

nNauJisYIT
REERM4

s BB BEEZLEANSI ATRAUTENEORFL£BIHENEN Amazon EC2 Z£4 -
20, 21, 22, 1433, 1434, 3306, 3389, 4333, 5432 F 5500,

 HE BEER2EMANE S IP iR FHFRRR (CIDR MUERFR /05 /32) .
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awssupport-modifyrdssnapshotpermission.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
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U6 BEERLEAANTRFTE2RHIERNE (CIDRANMBER /0) o
Recommended Action ( BiLARE )

ERZBHRSAAN | 5 R RRE N RGP btk s IPSEE. BERELTEE , BFEMA author
izeDB SecurityGrouplngress AP| 5, AWS Management Console B XEZEE , FSRMERAKEER
24,

H AR IR

+ Amazon RDS &£ 4

« ZRIEAE K H

« TCP 1 UDP iz O & %l5k
B&E5

« RS

- X8

- RDS Z£HEWH

< AQ#N

* Reason

Amazon Route 53 MX RIRICFKEN K AKRBEIESE
it

FHFEN MX BRIERE , BE TXT & SPF BRIERERZETEEE MM SPF iEFK. IBRSM
Bl“v=spf1"FF 3k, SPF iEFRIEEENNEHELE L FHENRESE  XEBTRNMNE LB FH4it
HEER IR R A R BB, Route 53 BiVEER TXT icERM AR SPF ic%k. RESN MX BRIERER
DH— SPF 5 TXT i23% , Trusted Advisor &R ERE N EZ B,

BEID

c9D319e7sG
REXRMG

#E . MX BRIZERELEEEEM SPF EMN TXT & SPF BiRiZH.
Recommended Action ( B KR4 )

XNFEN MX BRIZEKE , QIETEEM SPF EN TXT BRIERE. BXEZEE , BFSRAHAR
BEAEZR : SPF id FiBEME A Amazon Route 53 4l A IR RIDFKE.

HAth %R
< REARBER
- MXig&
wE5
- REXEER
- EXHEID
« BRERERH
KRB

Amazon S3 N R
ik

# & Amazon Simple Storage Service (Amazon S3) FEEF KIHRNER , RAFHEEMZE §HK
R AWS AP EMHRE.
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https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_AuthorizeDBSecurityGroupIngress.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithSecurityGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithSecurityGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html
https://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://www.open-spf.org/SPF_Record_Syntax
http://www.open-spf.org/SPF_Record_Syntax
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/RRSchanges_console.html
http://en.wikipedia.org/wiki/Sender_Policy_Framework
http://en.wikipedia.org/wiki/MX_record
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EREFMREE A FEBNRUR JTRESX ENRNFHEBERE. ZWUFEE Amazon S3 FHEMER
FIARAPRTFIIREEANR, XENRAIRES BRI A~ MBI HFERFPHONR , NS HR
RAETHH. A8MNARTEHEMBREERBRONRTERLSBFERPHARLFE,

®EID

PfxORwqBli
REZH
- & : T Everyone ( FIE A ) = Any Authent icate AWS d User
o B EHEEER A E MR RIER.
- B EHAREESRFTLAEHEMNRAEA. Block public and cross-account access to buckets

that have public policies ( AN EE A B RBNFHEBHTLOENEK /TN ) RECHIT , H#EE
RENRABEMRABTEGZE , TATFZKFHRXAFHES

« B : Trusted Advisor TR ERR , S FHMER T E T KR,
« 416 : 3T Everyone ( FiE A ) 2 Any Authenticated AWSUser ( FTE A )
Recommended Action ( BiX#Yi24E )

MRFEBAFTRGR , FRERTHIF[EARTGR. NRTRE , BERFEBNR , UARHF
REERBEAF IR, EA"Amazon S3 FHIEAF T REH AN ENBERT LB L RMRE.
BESHIREFFEBANX REFRER.

HAb %R

EEX Amazon S3 B IRAY G RN ER
=gl

o RE

s B

- X185 API 38

. EREEEH

+ ACL i3Iz

« ACL A¥F L#/mIBR

. SREERFIAR]

AWS CloudTrail B& 123
R

REREM AWS CloudTrail £, CloudTrailAWS kBN IZEXN K #1TH AWS AP BANEER , 8
BT PRES AT R, Fla0 |, BA LU RIXLE B AR TS E P AR E S R BRAHIT T B
BE , SEWER P EEERBBRAXN S ERRXIURE,

R 7 4% B AR CloudTrailt& % 2] Amazon Simple Storage Service (Amazon S3) 26548 , Eitt
CloudTrail %A EXN FHBHBEAN R, MRBERNATAREXE ( QIEFRERNORINEE ) |, RIR
2% R HIE Trusted Advisor R &5,

BEID

vjafUGI9HO
RERM

« B : CloudTrail k& RERK B EEBEEIR.

c A6 MARNEXSAERRE , DN EREXABERER,
Recommended Action ( BiHI R )

ERTEHAERERHBE AEIRFK , HHEE AWS CloudTrail 2| &,
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/set-permissions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/s3-access-control.html
https://console.aws.amazon.com/cloudtrail/home
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ERFHAFILK , FSRELNEIRIEN HFIER,

MRWB AEEEER , FRRENEEEELE , HECRFHEM NS ENKE, ESH Amazon S3
EERERR

HAh R IR
« AWS CloudTrail A1
- ZENXE
. ZEFNES
=gl
o WA
o X
- REREM
« BERERED
. FERER
« ERRBH

FEHAHEAIZITHIR AWS Lambda &%k

KRERENEANRAFAHEFANNESTINMN Lambda . EMNFAEFANSITHRERSERR
FERARZHR,

Note

ERENGERFEREFIRFZR , HEFTAFRFER. ERTEFR/LNMNSREETR,
LA, BTEMEREPHRE R,

B4 MK Lambda BEURAFRAIRE |, XE
$LATEST IREFTBEEH, BEXREZER | &
BEID

bR & ﬁ‘t:iﬂizl-‘—ﬂ%mlﬁﬁ {ETEEEH ., RE Lambda EEHY
25 Lambda FE?S(H&ZIKO

L4dfs2Q4C5
REZRMY

. A6 WEBECHFANEZETRIZET,.

o B WEBENE 120 RRFEAWNEZETHET.
Recommended Action ( BiHI R )

MRLHEBEE LA ROETINZIT , BRESFIBAZIRNETH. AXESEL , #5
BIEAT Y S f5 SRR
BRATER VAR T B A KR 2 0B,

A7 R

Lambda =17 Y
=gl

WA

- Xig

. ¥ ARN

- BT

- FRNXE

- FABH
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create_trail_using_cli.html#stopstartclil
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create_trail_bucket_policy.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create_trail_bucket_policy.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/what_is_cloud_trail_supported_regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/what_is_cloud_trail_supported_services.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/lambda/latest/dg/runtime-support-policy.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-runtimes.html
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ZeH

- FHEEHERREK
« EREFETE

AWS Well-Architected &£ 14 5 X [ 7] &
iR
NIEAZEEREEE (HR) WEZeHIERE, KREETEMN AWS-Well Architected FE, BE
SERWMRTFEBERFER AWS Well-Architected F2EE 7 X THE S & 0194,
Note

ERENERFEREFIRFZR , AEFTAFRFER. ERTEFR/LNMHSREETR,
B, BTEMEREPHRE IR,
BREID

Wxdfp4B1L3
REZH
« 46 : £ AWS Well-Architected W RE£XHEFREDL R T — BRI B X R,
« & : 7£ AWS Well-Architected #) %&£ A H R BE KK & XU B 8] &
Recommended Action ( BiX#Y#24E )

AWS Well-Architected £ TEAE T AT R RN B S X RIE, XL EH A BRERLNTERSIRM
THl4, BF AWS Well-Architected T B E & H Y2 5 H REUEHE B RERA R H,

wE5

RIS

- XiF

- T{EfE ARN

- TEAREWN

. ERAES

o TEfgs

- THEARFHAH

. THEAFEREXAH
- EHRENRE HRI HE
- ERAEE HRIBE
. RERBHE

c REZEPHEBLK
o LREFETE

CloudFrontlAM iE B E#H W EEN SSL P
ik

RE IAM iE B 1Z4 T A CloudFront& A& #Y SSSSSSL ifH, MRIFPEIHE, BVF S, #EATSA
KBRS AHN S X EREE , WK ESIRER,

MEAEANEE BT |, 8REM CloudFront AN KB TEELE REXEHN ML L MHHN
BEEE, FA SHA-1 BHEZ MBS EH Chrome H Firefox 2 Web 8 E8F A,

EHBABEEEEREROENRAFHFREE FHE CEAEE. MRFEE , CloudFront £E A
FIRE HTTPRZSAREE 502 (HIRIIMX ) . AXREZER , BSHEAZAEA N HTTPS,
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https://console.aws.amazon.com/wellarchitected
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/SecureConnections.html#CNAMEsAndHTTPS
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ZeH

B&EID

N425c450f2
REESM
« 46 BEX SSLIEHETH,
- HE . HEX SSLUEHFELtXEIH.
« BB HEX SSLIEHRMEA SHA-1 BEEEMEZEN

c B PEAN—IRZANZAFZREINEBEN SSLIEPBH Common Name ( EHEH ) =
Subject Alternative Names ( EBEZ B ) B+,

Recommended Action ( ZiXHRE )
£R1T B33 HAIE 45 =1 B3 HR A9 E B o
FEA SHA-1 I & ESEINE ML B ER A €A SHA-256 s HFEEMBENIER,

FHIEBER A E Common Name ( A B ) = Subject Alternative Domain Names ( £ % FiEA )
FERPIZERENILES.
H AR IR

fEF HTTPS M 17 RIX &
RED

RS

« 7B ID
« DEEA
< ERBWR

* Reason

CloudFrontjR iR $5-85 L #Y SSSSL if$
ik

RERBFSHEEFECTH. BFIH, EXREAINMBHN SSLIEH. MRIEBFEXLEEBTZ
— , CloudFront £ HTTP RS 502 ( &i=M% ) MR BH A BRI E R,

/A SHA-1 B FEEMBRHIEH E4 Chrome H Firefox & Web X ¥ 85#H A, BIEEE “CloudFront

P ECRBXHY SSSSSSSSSSL MFHHHE |, IR ERBEATE Web HERMM ( Hlan , AWSHIRIEFEH
Amazon EC2 = Elastic Load Balancing 8 CloudFrontZ ELHYRIRSS 88 |, IRERSED RN ) KA EBME A
Mk b EESH, MREFLRIFAHRIEPESIEPMENE, B LE CloudFront Bl & Hi# 1T
XERE,

B&EID

N43@c450f2
REZH

o 46 RIRFES LM SSLEHETEH K,

- B FRSEE LM SSLIERNE 30 KRG,

- BE  RRSEE LA SSLIEBRER SHA-1 BHEXMBEN,

- B TERERRSESS LA SSLIER., EEAMK , TetRRNEBRHEM HTTPS E#ZRE,
Recommended Action ( ZiX#Y#21E )

T RARSS 28 £ s AR IR iE
WRIEBFERE , FARMER,
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/SecureConnections.html
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ZeH

FER SHA-1 W FHE A INBEVEPER N EA SHA-256 B HEEMBERIES.
Hip R

EREAHEM HTTPS
HR&E5

« RE

« 2B ID

« DEEA

+ Origin

* Reason

ELB rgsZ &

REAFYESNENSAEARENZLEERTMRERES. AWSENFERAZ2MMYL (HTTS, UK
5 Fup-to-date Z & B F M,

LR AIRERE (BEPHREARYES ) FRATSNUE , BRHRMAEEEHSR BN ERFHEME
NBIBZELZEHHIE, Elastic Load Balancing I2EME XN EZ LK , HEBMPNEFE AWS 24
BiEXEK, FRETAN , 2SR HNE L EBENFIR,

B&EID

a2sEc6ILx
RERH
- BE  ARSEHSENEMATERIERERARZSMY (HTTPSH® SSL) »
- BE  AFYESRMTESEER T INMNTMEN SSL £ K,
- BE  AFSESRMTSEMER T THENBEBE NI
« 46 AFSESRMITSEER T AL WEBE NI
Recommended Action ( B KR4 )

MRERI ARG RN REBELARELTE , BEA HTTPS = SSL HIUGH 1T Bl imiERE.
FABIGEROTE L SSL ZLRBA R B KHIARA
RER#EENZB DL

BEXEZELR , B2 ¥ Elastic Load Balancing BI{1 25 ELiE -
HAhsR

s MTHREBRESE

- EFAEISHEERN SSL hEmRE

» Elastic Load Balancing #J SSL & EL&

« SSL REEKMEK
R&E5

. R

. X3

- AEGEREN

- AESERKOD

* Reason
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/SecureConnections.html#CNAMEsAndHTTPS
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/elb-listener-config.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/using-elb-listenerconfig-quickref.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/ssl-config-update.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/elb-ssl-security-policy.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/elb-security-policy-table.html
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ZeH

ELB 24
i
REREBTRARSE , REAFBHARETARIEBREN RO ML AN RIS,

MEMBREREN AHIERXENZSA , WASGERFILERMP TE, IRLEARFHRRE
NABHEHREENKD , WHREELALBERTHXEEM,

KEID
xSgX82fQu
REERMN
- BHE  ERRHEBEXEKN Amazon VPC T2 A M A MMM £ 1 R R AE A E I E BRI S8 EL B
EXHIHO .

« U6 ERAREERXBNRZLATEFE.
Recommended Action ( ZiXARE )

BCERSEMN , LOR A PREIE RS H AR AR E B E LA i O MM , BUR AT X8R E MTU
R ICMP i, ESHALARNFHERMOMTIEN VPC R ABIE RN L LA,

MBEZLERK , BEFRSEANARARIIER. AIBRRSANN |, 56 REE RS E SIS

EEFEXNROMML. EHSH VPC R ASSESENET S A,
HAth 3R

+ Elastic Load Balancing Al 1§58

- BEZAMEISERE
HR&E5

o RE

- X1

- AEGEREN

« BEAID

* Reason

Exposed Access Keys

R
REEARBEHERSTFECOAHREENTABA , ARTHEBTHRASAMEMNSHHOTAL
Amazon Elastic Compute Cloud (Amazon EC2) £,
HRZBADEWREL ID MENNREZHRIZEH, HRZAHRSENENKFAEMEAFERZER
B, ATRESBRERRTHREATHIERRANS , HER AWSE P

MRENFRZARE  FUNRBERRPEHKS. N THRPENKS-RTEIEHNEA , AWS
SERREGOIE—L AWS BIRNEED. XHATRELENKF TS, SNBIRE T ERTREEN R
HIRERNB LA

Note
WREHFRIEERFKENH B FHERMMEN EC2 2461, BXHGRZFHFM AWS BRRENZE

ML EUNRLRE,
HRENERFEFIRE  FETAFRIFER, H51, ETENLREHHEBRRIR,

MRFERFAESTBLEBY , BEZEHEARAENERANREL , BL AWS TRELXEFERN AWS Ik
Fo MREBIANURET HIRWIZEE , iBER AWS Supporte
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https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-configure-load-balancer.html
http://aws.amazon.com/agreement
https://console.aws.amazon.com/support/home?#/case/create?issueType=customer-service&serviceCode=customer-account&categoryCode=security
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Trusted Advisor F & REE B AT RER A R RBIKF M RITPRS. BRIFKFFPRE BN HRZHABESE
R, SNEMERBENTRBAGTLARCHERR, KRBERSHZAETE—ARHE,
BEID

12Fnkpl8Y5
RERM

o O ARECEEAH - AWS BEREH B4 ID MHEMNNRZRFRZACEERN M EA g2 E
B (BER),
6 BHE-AWS EBREHEZHA ID AN REFRBACERRMN HE,
o 6 FEUSH - Amazon EC2 HIIREFEAER , WRIFRPAMEREEER , EMNABECERRN
LS,
Recommended Action ( B KR4 )

RIRMBRZ LM BRI RR, WREBAE IAM AFXEK , B2HREEX IAM AFBHRZESA.

REENKFEREEABRERER. %3 AWS Management Console , REFMREEHAER
FEARER. BEIEZEZITHMN Amazon EC2 36, ZMEXHFIER, HEZAM IAM AP, &
A EKESRATELET A LRESAERER.

HAh &R IR
- BXEE AWS HRIBHANRESE
« AWS Z&Fitigm

=gl

G R ID

- AFPE (IAMEBEAEF)
o BIERR

« RHIID

 EEFTET(E

. LB

. BIEEH

s FHE (X7T/X)

IAM 17 [B] Z2 4R R 1

Ei B
BETE 90 RNAKRLHRITES IAM HRIZH,
EHRBRIGRFHEN , BB EZTAENER TERARNZHAFRTRATEE, HTHEE
WER , bxEm AR ERRIERERRFHANRE, HRFHRSH A HREEH IAM &
R H access_key_1_last_rotated #l access_key_2_last_rotated §E.

HTRIERENERERMEZINRE , BFLRETER2RREENEL. AXEAEER , FS
PIZRERIE AWS IKF~ BV EIERE o

AT OENERIGAEZH , ACLMERENNNIR. BXESERE  ESRATACEEECHNE
1B, pRFEAM SSH #H.

B&EID

DgdJqYeRm5
RERMN
- 6 HRZERLTERRSESETE 90 XA,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingCredentials.html
https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_delegate-permissions_examples.html#creds-policies-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_delegate-permissions_examples.html#creds-policies-credentials
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ZeH

- BE BHRIBHALTERRSEBES X 2 FARKR , BESSEN 90 X,
« 46 HRZHALTERRS , BEEE 2 FARFTRIER,
Recommended Action ( BiX#Y#4E )

EHRRIFRIZES. FSARRGEZANEE IAM AP WHEZH,
HA 3R

« IAM RfERER

IR IAM F PRI B 2 4R
&5

. WA

« IAM AR

- HRIZEA

- EREBRNEA

* Reason

IAM 2315 5K B

iR
REKFHNZILERE  AERSAZBEEIARAEAZBRNERERNAHES,
FEANBEREIEFHCERAFFBEST AWS MENEBAZ M, ZERUESENFEER , T

SUFHAFBFRNITER , EF2ERNEHAFERERSB,
BEID

Yw2K9puPzl

REZH
- B ZEXKEEA , BELE-TARERKRZH.
- 46 RBABEERE.

Recommended Action ( ZiAI R )

WRBIABTERRER , BERHTEH. NRKRBATMBHRRE , SCRARERK. MR
IAM A g Ik P 218 R i o

H At %R
EERDG
wE5

B
PN
IN=
. B
. FFRMT

IAM £
ik

KEEZN IAM ERER. SUER IAM £ AWS RelZ2AF, HEANAG, BIE 0 LUERRRKZH
X AWS BIRWTEF. KKREEEBIRERBELFE - IAM AFKELLERBRIFRRR, MRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
http://aws.amazon.com/blogs/security/how-to-rotate-access-keys-for-iam-users/
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/Credentials-ManagingPasswords.html
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ZeH

BREESHEEESR AWS IAM Identity Center (successor to AWS Single Sign-On) F &7 &3 F i &
AFRESKE , WAL 2RI RE,
BEID

zXCkfM1nI3
REXH

BHE RAERLKSIE IAM AR,
Recommended Action ( B KR4 )
B2 IAM B P =R AWS IAM Identity Center (successor to AWS Single Sign-On) S| ZE AP | &
HAXPRPR &I EEH AWS RE AP RITHEES,
H AR
+ 4R AWS IAM Identity Center (successor to AWS Single Sign-On) ?
s FAR IAM?

RIK B MFA
ik
RERKS , MRKEASESHRIE (MFA) , WEHEE,

RNTREREY , BINBWESER MFA RRFENIKS , XERHFEE AWS Management Console
MEXMERER | #AZKH MFA BHSRELNEE IR EMME — 5B RIERB,
BEID

7DAFEmoDos
RESY

a6 . RERKS EEA MFA,
Recommended Action ( ZiLEY1R4E )

BFRRKF HBOE MFA BR8], BSRARKE MFA RSTIZE MFA 8%,
Hibs R

£ AWS H RS ESBRIE (MFA)

Z2E - FEZRFEINISEERD

iR
KRERSEARFTEATFN TR OHTFZR4HE (0.0.0.0/0) BIFM,
TZRENIFRE N T BEES ( BRdenial-of-service® i, MEMELBENINS, RESESHED
FRiEhde  RERPWEDIFRENER, MIEAEENROBEEHEETZREGRINNARESFE
A, #la HTTP M SMTP,

MREHBRIZHAFXBRETZ24E , RINBWEEAHMZ2BHERRF EHEMIRE (W0 IP
x)o

Note

HRENTEZLNBAZLARE IPv4 it ASEHN, AWS Directory Service Bl 2R Z £
EARBRLBREES , BEITF2ERALTERAE , HETELTL 2RI WIEREN. §
XEZER , FSH Trusted Advisor & LA,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
http://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/MFADeviceStatus.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/MFADeviceSetup.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_ManagingMFA.html
http://aws.amazon.com/premiumsupport/faqs/#AWS_Trusted_Advisor
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B&EID

HCP4007jGY
RERH
o % FEE%H 80, 25, 443 = 465 ~Z R,
o 416 : H[AIKA 20, 21, 1433, 1434, 3306, 3389, 4333, 5432 = 5500 ~ZfR#l,
- BE  HRMEMEMAEOTZRE,
Recommended Action ( B KR4 )
REEAKERN IP it FEEH R, ERAFREE IP hab# TR |, BRERIRENR /32 (I
m, 192.0.2.10/32 ) ., ERIEREMM™HEEHN/G , BS54 ERT FRAHN,
HAth 3R
+ Amazon EC2 Z&4

TCP #1 UDP i OS5 %&
- FoKIE R B
&5
. WA
. X
. REEBH
s BEHAID
o R
- BIRWwO
o &0

RZEHE - TZRHEIRY 5[]

iR
REZSARTEEATTZIRE# 7 E BRI,
TZRENIFREMN T BEES ( B&denial-of-service® i, MEMERBBEHNS,

Note

HRENTEZLURNRELARIE IPv4 it ASEHN, AWS Directory Service BIEZH L4
ARENLIERER , BETaERZ2XKE , FETET 2l BB BEHREN. B
REZER , 3% Trusted Advisor & I8 &

B&EID

1iG5NDGVre
REXRMH

a6 ZEEARMNE-NEEN /0 BR IP #at |, ZEBTAT 25, 80 5 443 BAsA#O,
Recommended Action ( ZiHI R )
REEBANERN IP thut FEEH R, ERAVFEE P tub#TiE |, HFEHEEN /32 (6
o, 192.0.2.10/32 ) . ERIEEMMHEMHNG , 54T FRAAN,
HAth 3R
» Amazon EC2 244
« ZRIEE K H
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
http://aws.amazon.com/premiumsupport/faqs/#AWS_Trusted_Advisor
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
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BEREED

. RS

. X3

- REEEH
s BEWEID
o Y

. EBIREE M
o &0
- IPEE

] j;l-_.L\b
BESBEN
WA LAMERAUTRERIRE,

REEH
+ Amazon Aurora B3EFESEHI AT 5 R4 (p. 109)
« Amazon Comprehend i 2 17 B XL (p. 109)
+ Amazon EBS & (p. 110)
+ Amazon EC2 A A X4 (p. 111)
- FERE—THAXKNITS#H ECS RS (p. 111)
- T3 ECS 2 TARKBER (p. 112)
- BANTARXHIEST HSM 58 AWS CloudHSM £ (p. 113)
- EHEEREHEAWS XiGHHEE (p. 113)
+ Amazon ElastiCache Z o X £ 8 (p. 114)
+ Amazon MemoryDB Z o] Fi X & & (p. 114)
+ Amazon RDS & 17 (p. 115)
* Amazon RDS Multi-AZ (p. 115)
« 7% AWS Resilience Hub 58 (p. 116)
+ AWS Resilience Hub X & 88 115 (p. 117)
+ AWS Resilience Hub & E#% (p. 117)
+ Amazon Route 53 EMIBRIZTIRIRKEE (p. 118)
+ Amazon Route 53 #BE#B R RIZRE (p. 118)
+ Amazon Route 53 & TTL BIRIZFEE (p. 119)
» Amazon Route 53 & RF|/EFE (p. 120)
-+ Amazon S3 7% B &igx (p. 120)
» Amazon S3 Bucket Versioning (p. 121)
« Auto Scaling AETRRERE (p. 122)
+ Auto Scaling H&J& (p. 123)
« AWS Direct Connect HE# TR (p. 123)
+ AWS Direct Connect fIETUR (p. 124)
+ AWS Direct Connect EEMZO TR (p. 125)
- T TAKXTRH AWS Lambda VPC X9 EH (p. 125)
« AWS Well-Architected A 51 & XLB& H)# (p. 126)
» ELB Connection Draining (p. 127)
- ELB BXZAEIDE (p. 127)
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BEEE

- RBITERMAL (p. 128)

« VPN RREETTR (p. 128)

« NAT XA A X% (p. 129)

- 2-TARNAEFRE (p. 130)

« ActiveMQ ATAX TR (p. 130)

+ RabbitMQ ATAX TR (p. 131)

- IS EFS TEHBRITR (p. 131)

Amazon Aurora ZX3E FE 361 7] 15 8] £
ik
1% Amazon Aurora MR FE B R B AL S BIRI A S BIAIE R

MBEFIHE |, MEIASSFIATRA RN EERF, MRZBARXFGE2REN  NREELAEHENENA
FPRETEEREEBREEZEIREE, RNBNEHPWFIEREESRS EEHERM T iR 4,
®EID

xuy7Hlavtl
REZRMNH

B Aurora BEEEHPNWEFEETENTILEMYE ( 2ABENBEEES ) .
Recommended Action ( BiX#Yi24E )
B BIBEEEDEFIM Publicly Accessible RE , MEFFAEXRFHEEN LAEHIE, Bxit
MIES , BSRIESUE1T MySQL BuiE FE 51 2/ B E 26l A% MySQL SEHIM iR A,
HAh R IR
Aurora BUIEEEENBERD
&5

R
- Xig
- B%
« NEBEERA
- REHEERA

* Reason

Amazon Comprehend i & 177 8] X &
T

REERFRAEFREARAMZEMBER MR SH AWS Key Management Service (AWS KMS) %4
MR, MRBATEFRENFH , AEERT BHRBELLEX Amazon Comprehend B 28 /o i X
R, Mk <A AT EE A2 R8I,

Note

HRENERGEREIRFS R, AEFAYRIFTER, EXAELEENLANDEFEEE Ro
HET, BTENER ERHERE R,
BEID

Cm24dfsM13
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ModifyInstance.MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Aurora.Managing.html#Aurora.Managing.FaultTolerance
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BEEE

REZRMS

46 ERFREANRPFCEARERPARK 2 E XA HE Amazon Comprehend S iFEI 177 B AR .
Recommended Action ( B KR4 )
MREFREARACER , RNEBVNEBHAE. BXELEL , BSHAEAFRH. MRZHRBEE
WH B EREFERRS , RITBWEEHR AWS KMS 4K, AXEZER , BSHERZHAK
%
H g R
AWS KMS Z48 Iz iR
wED

WA

- X

« BS ARN

. 183 ARN

« KMS Keyld

o bIXREHTETHE

Amazon EBS RE&
IR
# 2 Amazon Elastic Block Store (Amazon EBS) & ( AT A RIEEER ) BIRBAERHIRE.

ENEE %17 Amazon EBS % , L ATRES R EME, MRBLRFIL S # H L F# RS (Amazon S3) , K
R A F# Fpoint-in-timefk & ..
KEID

H7IgTzjTYb
REXRMY
- BB RFNBIREE 7 F 30 X2HE,
« 06 RHFNERBEY 30 X
o OB BRERE,
Recommended Action ( BiHI R )

BARBANBUE-RIRR, BXESEE , FSHEIE Amazon EBS RE,
H At 3R

Amazon Elastic Block Store (Amazon EBS)
HEZ

« RE

- X8

« &ID

- BE

« RERID

< RIBER

- REBHAIR

- B
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https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/comprehend/latest/dg/access-control-managing-permissions.html#auth-kms-permissions
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
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BEEE

* Reason

Amazon EC2 o] f X 1
iR
# 2 Amazon Elastic Compute Cloud (Amazon EC2) =6l — MNXEH THAX Z B2,

TRARXNUESETHEE  BTREEMTAXNHE. SRAXKSEPNTAXBBYRFEN. KERNKN
ZiHE, BIRFHREXEFHSANATARANES  BUNRFENNARFAZ 2 QBENRIE,

BEID

wuy7Glzxql
RERM
- BHE  KEESZSIMXAERA , B5EFFE (EANTARPHNSS KGNSO RGN HREMZET
20% ) o

U KFRELNTHXESEH,

Recommended Action ( i #Y24E )
ESNTARXZEFE5 B Amazon EC2 3=l BAIAFFahRAIHEA Auto Scaling B 3hi#t 17K
kR E. BXEZELR , BSRBIIEHAMN AN Bohy 48483 1T hEHHE,

HtgR

Amazon EC2 Auto Scaling A {558
K&

L7 A

- Xig

- a X341
« b X3E61
+ ¢ X4l
- e X341
o fX3EHI
* Reason

ERE—TRAXNIL S ECS RS
ik
RECNESEELTEREATAR (A2).
TAKRFE EOXARHEMOME 0 E, S ERED—AWS ST A2 F# TR, EIERN

lﬂ%i&?ﬁo BEBIER— XS NIRRT BRG] , BUUBHRFENNARF2SE SHENE
i

Note

ERENGERFEREFIRFZR , HEFTAFRFER. EQRTEFRZ/LNNINSREETR,
Bl , BT ENERE PR,

B&EID

clz7dfpz01l
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/US_SetUpASLBApp.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/
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RERH

« ®f : Amazon ECS RFEEENTAXPETHEES.

+ %t : Amazon ECS RS EEZELHENTANTARFETES.
Recommended Action ( B KR )

EFRNATRARPNRSELBOIR - MES.
HAtb %R

T 5 ECS REMA AN
&5

RE

- X

+ ECS K& B M/ECS RSEM
- TRAR#HE

« EREFETE

T 5% ECS % A Al X B XK I
sk

KEEH Amazon ECS RFREEA TETAARKN 2 BMERE. WREER-THK (AZ) @5
EESAWS Xig , AIHBIRPFEHNNARF 228 SHEN T,

X F4EA Amazon ECS RS —EB A ZE1THES | spread REVIANES K E K EE

ZREXRSRIFNZREN G ARBEREE SR P E — N — KR,
Note

WEENERFEXEFRFZX , HETATFREFER, ERXUREESE/LNNEFEE R,
HH, BEENEREPHERE R,
BEID

clz7dfpz02
RELH
- B BUAXRSHECZEARTREN Amazon ECS RS E B ARE R IR P E —NE,

- &6 BRUARKESBRENEEARERKIIRTHE KK , ERNEH Amazon ECS RS
BRI — B R

Recommended Action ( B iLEY1R4E )

BERASBAESHERE  HESIERIZSNMNTAK, RIERTAX2BERMEEREANESKRERKHN
F-RKEREANM -, NREEFEETARXKE , WA AEHE A XERRERRSKEE

HAth %R

I 5% ECS ES RIEBE K
wE5
KRB
- X8
« ECS B EM/ECS RFEWH
- PTHESHRERKCRE RN EBNA
« LREFESE
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https://docs.aws.amazon.com/AmazonECS/latest/bestpracticesguide/capacity-availability.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-placement-strategies.html
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BATHAXHIEIT HSM E4I/9 AWS CloudHSM &2
iR
REFEANTAKX (AZ) FIafT HSM EHIMERE . MREEEESERTZOHIXE , IIERESE
RIE,
Note
HRENERFEREFTRFTZR , AEFTATRIFIER. EXTEEE/L NI FTEE R

T, BTENER ERHERE R,
BEID

hc@dfs7601
RERM
« B : CloudHSM EBEEANTAXAPIZEITATE HSM KGRt EEE 1 /et
« &6 : CloudHSM E#HEZELANT RN A AKX FIZETFE HSM £46l,
Recommended Action ( BiX#Yi24E )

NAENTAKFNEFEDBOE—RM,

H %R

EAT AWS CloudHSM B =30
=gl

« RE

o X

- £EBID

+ HSM =4I s E
o LREFETE

EHEERFEHEAWS XiFHHHE
sk

K& Incident Manager EHENEBRTFEAZSMAWS RERXFXEHEEBNIIL, T H
CloudWatchB1R EventBridge B4 0IZMEH , SHERRLVBEBRIBHANAWS XiFHEE
=, NREAEERETEZXEERTTR , URELZHRESFHIENS —MKEIESH., MESH
ENEBE—IMXE , M Icident Manager FAI A , REF L EBESHIZHE.

Note
WEENERFEXEFRFZX , HETATFRFER, ERXUREEE/LNNIEFEE R,
HH, BEENEREPHERE R,

BEID

cIdfpljs9r
REZH

- 6B EHETESIMXE,

- B EHEaEE - MXHE.
Recommended Action ( ZiLAIRE )

ELBEMERETBERN—NXE,
HAth %R

BXREZER  BEAEXESEHEE,
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https://docs.aws.amazon.com/cloudhsm/latest/userguide/best-practices.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-manager-cross-account-cross-region.html#incident-manager-cross-region.html
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« RE

- X

- ERIE

« EIREHESE

Amazon ElastiCache % 7] F X &£ 8%
ik

KEPEEENATAKX (AZ) HH ElastiCache 58, MREFHTNZ A ARXATIFENRS , Witk
BLRERE.

ESNTRARFRETRSEFITRATAXPHRREZAR , M58 ElastiCache FFHATAM, HXK
AN EREFHENT R TAN | ElastiCache KB FBEIREANET R XIMEAREBATFRE
EREARE, AETHREEER T,

Note

WEENERFEXEFRFZX , HETATFRFER, ERXUREETE/LNNIEFEE R,
HH, BEENEREPHERE R,
BEID

ECHdfsQ402
RERH

- f6  EREPNSEAXLTENRS.

- BE  ERPHSTARXL TIEIHRS.
Recommended Action ( ZiLAI R )

EEXARTRANTARS , 8 0 EDIEZ-EIZ
H A B R

BXEZER | FS5HREBEEZ A ARXZAEEMRE A ElastiCache for Redis K= #LATHE .
RED

E7AEN

- X5

. EREWN

o LREFER

Amazon MemoryDB % &] Fi X &£ &
ik

KEREETENATAKX (AZ) HH MemoryDB 8., MREFHHWSAARXL TIEESNRS | Wik
BE2RTE,

ESNATARTREARSEFIATRTARPHRIELEAR , N\iE58 MemoryDB B AT Att. HRE
HRIRERLEP RETIAAAR , MemoryDB 2B FEIARANET R, IMAREBATRESE
BREARE, HETHREEER T,

Note

ERENERFEREFRFSZR , HEFTAFRFER. ERTEFR/LNMIANTREETR,
LH , BREMERERHRE R,
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/AutoFailover.html
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B&EID

MDBdfsQ401
REXMG

. G EEPNSAHARXL TIEHRS.

- BHE SRR S AHARXL TIEEIRS.
Recommended Action ( BiX#Yi4E )

EEXEPRTRNATART , 8 0 ED IR -EIR
HAtb %R

BXEZEER , 55 Minimizing downtime in MemoryDB with Multi-AZ ( 3 % 0 X & K EE R
> MemoryDB =#LEE ) o

w& 5
 RE
- X
- BEEN

« EREHESE

Amazon RDS &4
ik
# 2 Amazon RDS BIEEHIN B &%,

RINBERT , BRZEH , REPN—K. BORET BABRIEER KRB H 72 ¥ point-in-timetk &
BEID

opQPADkZvVH
RERMN

06 BEESHESSAREHIRZERN 0 X,
Recommended Action ( ZiXHRE )

REEWRARFNER , SHEESMNEDZANRBHEEN 13 35 X, FSREAEIR
frigs
Hi'&R
Amazon RDS A}
w5
o« RE
s X/ AKX
o BUIEESHI
« VPCID
. ZHRREBH

Amazon RDS Multi-AZ
i
REBBELNTAKX (AZ) FHBIEESA,
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https://docs.aws.amazon.com/memorydb/latest/devguide/autofailover.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
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ZUAXHEESRLSEFHETRTAXPNZASA , EWEKEEETAY. EiTINBIBELTH
B, REHREZFIHTAXKEHERN , Amazon RDS 2 B ERB & A, @ HERE
B, BEERENRERE , TEEETM. BT Amazon RDS 73 Microsoft SQL Server #1% 1]
AXEH2 it EFRAKE SQL Server 3=,

B&EID

f2iK5R6Dep
REERM

HE  EREANTARFHBERIEESS,
Recommended Action ( BiHI R )

MRENNARFERSTAYE , BRENBEFEXHIEINERASTAXHE, FSASTAN (2
AAKX) .
HAtb %R
XA A A X
wE5
KRB
- RE/AAK
.« BoEAE KA
« VPCID
- ZHAAK

& AWS Resilience Hub B
s

[

X RFBIRIEE L NIRER B B (RTO ) MIREK B (RPO ) WA ARFKE Resilience Hub,

MR NARRFRIEEIERIE Resilience Hub F AN ARFIZERN RTO fl RPO B#r , Mt ELIETR
",

Note

HRENERSEFRE , TAWRFBER, L5, ETEMEREHHRER,
®BEID

RH23stmM@2
REZRMH
« &6 NAEFHEAREIAZFS RTO M RPO B,
- BE  NARFEALTITME,
- 46 NARFRERE{EREE RTO # RPO BR.
Recommended Action ( BiX#Y#24E )

&% Resilience Hub #ZH| A HEFEW , LMENARFEE RTO # RPO B#rR.
HtgR

Resilience Hub #%:
w5

. RS

- X

» Application Name
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/concepts-terms.html
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« EIREHESE

AWS Resilience Hub 1% & g&H1E %

#ir

RELZREABX Resilience Hub AR AEFHIT T 114, MEMEELEL TP ETHEE , NtKESRE
R,

Note
HRENLERSBIRE , TAFRFER. H81 , BLENEREDHRER.
®EID
RH23stmM0@1
RESY

- 6 NARFHNRERDTS R 70 RES.

- BE NARFNIRES DTS A 40 B 69,

- B6  NARFERZS1TE,

- U6 NARFNREREDITENET 40,
Recommended Action ( ZiL K124 )

B % Resilience Hub % & AXN MARF#TIHE. EFRWAREREEI TS
Hitp® R

Resilience Hub 5
BR&5

« RE

- X1

» Application Name

- RARFIRERE DTS

« ERESHESE

AWS Resilience Hubi¥{& &
iR
BREBRLLRETHNARFITGURESKEE, MREBEEERBNEEETNAEFTE , RE
SRBE,
Note
URENERFEXREFIRFZR , HETAFRFER. ERTEZTE/LNPEFEEE Ro
HH, BEENERERHERE R,
BEID
RH23stmM03
RELH
- 6  FHNARFITGHES S 30 RHIETT.
- BHE  fHNNMARFITEHES X 30 RREKET,
Recommended Action ( BiX#Y#24E )

&% Resilience Hub 2 & 3 34 M AR F#E 1T F 4,
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/concepts-terms.html
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HAth %R

Resilience Hub #2:

w&E 5

RS

- X8

» Application Name

« BLERITFEIZITURB R
o ERIFAIEITER

o EIREFTES R

Amazon Route 53 EMBRIZETIRRKEE
it
BES DB E TR E LB AR DR,

Route 53 T 2EILERERE - MRS M RRIEFEXKNEZTRIRLE, MREPKRETREZLEMF
B RBRAARICRKE , U DNS HIEHBEER DNS BB FLERMRIET,
AWS RFEIZNIEEXHRFLERELHNRELERF,

®&EID

Cb877eB72b
REXRM

B RRIEFESEHBRAETRRERK,
Recommended Action ( BiX#Y#4E )

BEMNZTRARE , HEESHRICREXEK. BSHLE. SHMMMRZTRLEEMNN FIFIL
EERMMETRARE.

Hi'&R

» Amazon Route 53 B1TIRRKLEHM DNS HEH#.E

+ &% Amazon Route 53 BLEFHIEITIRAK SN TIEFRE
wE 5

REXEEH

- EXHID

« BRERERH
« BRFICRERE
« RRIERERAF

Amazon Route 53 HE# B RIRICKE
R
REEEHEREER Amazon Route 53 BB R RIDFEE,

% Amazon Route 53 EITIWAR EREE R RZTHRRTLER , Amazon Route 53 &FAHBIZ R
FRICREWNENR, ELTUEFBREENETERICKENHTRIZCRE , MERTHEES,

AWS RFEIZNIEEXHRFRERELNRELERF,
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/concepts-terms.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-adding-to-rrsets.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-adding-to-rrsets.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-simple-configs.html
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B&EID

b73EEdD790
REXMY

 BE  TEAMEBERICRELEX MNHEERIERE,

- BE  BPAREBRRIERELENNNEERFIZRE,

- #6 BEEHRAETHNEHERERESH —NETRRREXREK,
Recommended Action ( ZiX#Y#24E )

MREABEBRBRERE , WOIBENNRRICIRE. FEHUBRAREBRRICEE,

MRENHRFIERESE -—NESTRAREXREK , WAEBEMNETRIRE, BSHLIE. FF
I ERE TR E

HAth 3R

Amazon Route 53 2T &= DNS #fERER
RED

REXEEH
- BEXHE ID

- BRFRIEREBRN
« RIRISFERR
* Reason

Amazon Route 53 § TTL &RidxKE
R
RERBERBRLERETUMNRIE time-to-live (TTL) EH Z 2%,

=

TTL EEM 2 DNS B EFEERFRICRENDHR, YBIEBEK TTL K, DNS #fEFEEE KN
BSRIEREFHH DNS iBx , XTHEASHEHNBHARERETSLENER, i, K TTL 253 DNS
HEABENIKET SHESELEFRBHAREEE WA 2B~ 4 TR,
AWS RS BIENKEXENTAE REENREL RS,

BEID

CO56F80cR3
RERM
s BE BRARBAARERNRREREGET 60 ¥ TTL.
- B EXREBETRIRENERICZEFET 60 M TTL.
Recommended Action ( BiX#Yi24E )

AHHHBRICKERA 60 BN TTLE, EXEZER  BERAEARRICEE,
HAth 3R

Amazon Route 53 iIZ1TIAR R EH DNS #HERER
RED

RS

- REXEER
- FEXHEID

- RRICREBR
- BFIDRERE
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/creating-failover-rrsets.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
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« BRIERE ID
- TTL

Amazon Route 53 1B & RS2 E T
iR
RELENEIMER DNS K EHERA Route 53 BFRSEM Amazon Route 53 & X1,

HEBIEREXEN , Route 53 LD B —HANNEREHESH. XERSENEHR
ns-###.awsdns-##.com, .net. .org M .co.uk , HH ### M ## BEXRRTRNEF. & Route 53 K
BHIEEEH DNS B2 A , BXMEFEIMENE S RS HSHREUMREME BN EHRSHE. R
fa , Y4 IIE Route 53 ZERERFMATBEEANEHRSER. N TREFANWATAY | BXFTUFMAAE T
™ Route 53 B ERFSER.

AWS BRFSBIZNREXBT2ERELNRELRP,
®EID

cF171Db240
REXH

HE  EREXVEIMEHAREAZREFH ST Route 53 BHIRSER.
Recommended Action ( B KR4 )

B B S K B HY DNS RS AMBEFHTBHRSEFILR , LB B MRS/ EE7E Route
53 ZREF, ERIIXLE , ESRAREEXGNEHRSEE. BXPNREFRBZHRS[ICRNE
B | B5 R EE M 78 H T ZE Amazon Route 53,

H At B R

EREEXE
A=l
- REXEER
- FEXHEID
« ERANBNRSHZTHE

Amazon S3 17 B FHicx

#iR
# 2 Amazon Simple Storage Service (Amazon S3) 2 @K B RIERKEE.
BRABRSHFHRBTERE , S/OeFEANT R B SERICEENFEE, HRBEECRIEES

MERBXANFAFE , WFERXE, ERPEENEFNEROLESENEH, MABRT , F#
BATLEFRAEM. NIREBENTZLHFRRTHAXAFPNEARXNEAEE  WABABAETIEF,.

X BRABEREEN , RELBIRIEEE. B2 , FROBATELSHBEETIEREAN, EEFE
EE X Amazon S3 EHEBNRE , EFRE TR EEME AN RN XK EE B RE.
BEID

BueAdJ7NzP
RESMS
- BB FRBERARSHRTFBRIER.
- BE  BRTFEBNNRTIERKS |, AT Trusted Advisor TEN E#TRE,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/GetInfoAboutHostedZone.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/creating-migrating.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/AboutHZWorkingWith.html
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- 46 BREEBTEFEE.

- U6 BREERIREEENAEETRR,

« U6 BERXEBLEBEREHEBNEANR,
Recommended Action ( BiHI R )

NARZBEHBERAFEHBARILR, BSACLARGAEMARSICEMUEES XERHFRIEFR,

WRBRFREBNRTIERKS, | HEEFL Trusted Advisor B E BEIBFIRES , MR SR 50%
WERRE, FEAREFEBNR,

MREGEFHBAFE , FEARIAEEBENER  ROB-—NHFER , REERE. BSHER
i A SR,

NRENFERBNRFEENAEETE  BRENFEREIANRAEEEREEBMEENFEE, 1§
SHEEEF#BASICR,

NRAERIEZIFEGEFERNEANR (BEANRKER ) , 0B ERIART E&/MIBRR,

B ARBEFEBNR,
H AR IR

- ERAFES

- RSH|IHRBFIER

- BRSERAR BEER

- MiBRBEXXH
&5

« RS

- X

. FEBEN

- BB

- BHREE

- AEEHRE

- BERREREA

* Reason

Amazon S3 Bucket Versioning

R
BERBAMRAEHREE FERAZEFH Amazon Simple Storage Service 7.
BARARSE | SRR EAMRER N AR FRE D RERIE. X T EEBREEn S N
R, EALE AR ERRE ., B RAERCNOEMRA, B A3 RITREE Glacier 77
2 | B S A BANRE RN R ERA R EARX A, B SN E B N R

BRIEMBRN RERA. N THEFERETHEANKMEIREESR , ERUERBITSESHRIE
(MFA),

BRAZRHEBRARLERER. BR , EANEE , NP IEFRANN R, ERAREZRE M
Amazon S3 A , AN EFEXNZMRABX R F# R,
BEID

R365s2Qddf
RESM
- B FRBEERAREES,
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https://docs.aws.amazon.com/AmazonS3/latest/dev/enable-logging-console.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.aws.amazon.com/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.aws.amazon.com/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.aws.amazon.com/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.aws.amazon.com/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.aws.amazon.com/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.aws.amazon.com/AmazonS3/latest/UG/BucketOperations.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/deleting-log-files-lifecycle.html
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- HE  FHERERREEG,
- B FHEEEEREET,
Recommended Action ( BiX#Y#4E )

EAS WA ERIRARSS L EANRRES. B2EEARARHMNUGES B AR
4,

MREFRBRAZHCLF , FEREHSARKFES. BXEACTERFZHOFERBTHIRN
B2, FoRAEECEERA RN FEBTHNR.

YRAZEFLL T EB AR EE RS |, B LUE A B HE AN RFE L KRARIEN EF
B, REKABBRABEONRRE. AXESFER , BERANKEGAHEE,

HEREBRAEEIRSERSH X REORAERERE , MFA BIBREZ#H THANFORIE, EERAFE
AZENREENFHRIRENRB. BEXESZELR , 558 MFA k.

HAth %R

ERAFHER
iAol

WA

- X8

. FHBES

o RRZAEF

- BB A MFA BBk

Auto Scaling Hiz TR E
s
¥ & Auto Scaling ANETIRAREEE,

R Auto Scaling A # 2 Elastic Load Balancing , NI EL &2 /3 A Elastic Load Balancing
BTRAKE, MRKAEA Elastic Load Balancing 2T ZE , N Auto Scaling R a4t} Amazon
Elastic Compute Cloud (Amazon EC2) Xl ZETIRIRH TR E, Auto Scaling RIS LiZ1TH R
ARFHITERE.

BEID

CLOG40CD08
REZRMG

. BE . BT BEABEXRKMNATEIYESS , 8 Elastic Load Balancing BT E RS M.

- B B3V BAKBXRBRNAEKIGHESS |, {8 Elastic Load Balancing E{TRAKRES B A,
Recommended Action ( BiKI R )

MR BT HEERBAMEIIESS | {8 Elastic Load Balancing ZTIRAREREB A , HSRMEBED)
¥ 4R N Elastic Load Balancing iIETIRR K &,

R Elastic Load Balancing ETHRAKRECREA , BXENRBERS BT BEXEK , BSHARE
B3 BEABEENNARRE.

Ht 3R
Amazon EC2 Auto Scaling f /7 155

iAol
KRB
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https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/manage-versioning-examples.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/manage-versioning-examples.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/VersionSuspendedBehavior.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html#MultiFactorAuthenticationDelete
https://docs.aws.amazon.com/AmazonS3/latest/UG/BucketOperations.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/
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- X

- BRYBAR

- RERMV S FBEER
- BITRARE

Auto Scaling A& R
HiR
KESZFHEE M Auto Scaling 4 X BkHE IR ™ A,

| ARREHN Auto Scaling AT % B3I #TH Amazon Elastic Compute Cloud (Amazon EC2) 38
fl, INREEIEH , Auto Scaling 2TEERSIEHE TTLE18 0 Amazon EC2 EHIHNBE , HEERTE
HEBRDEZHE, ERTAARRN Auto Scaling AFMB N EETAEERAREIT.

BEID

8CNsS111I5v
RERMY

- 46 BT A SH RN AZITE IR XE,

o 46 BHERESHBERE Amazon HlESEME ( AMI ) KBk,
Recommended Action ( B KR4 )

MRABERCMER , AL ER-MANARSER  REEUR - MU ARIEHRNME
Y MRAE , WA NGE - N EEARBERNTENT FE. EXUBZESHAROERNF a3
HANEE  BEAREAD T REATOENNAERF. AXUBETESARBERNFTEDT BE
MES  BSRBETESATFEEA Auto Scaling FH“BIZ BT M4,

MR AMI ERIER , NEAERN AMI QIZFEHEE , ARNEEEHT BAXK, BHSREI R
BFF s Auto Scaling HEI“BIEZSHEE,
H AR
+ X Auto Scaling # 1T B]FHEE : Amazon EC2 AMI
+ Xt Auto Scaling #{TREHE : ARBSERHE
+ Amazon EC2 Auto Scaling i P15
R&E5

W&

- X8

- BRY BAR
- BEnRHE

.« BIRRE

« BREW

AWS Direct Connect & H&
fik

BERHF— AWS Direct Connect I AWS Xig, EEIRHN AWS BRBBLBEEM Direct
Connect &3 , MEEIRZ T I ARRHITR.

Note

ERENERFEREFIRFZR , HEFTATRFER. EQRTERFR/LNMNSEETR,
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https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/ts-as-ami.html
https://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/ts-as-loadbalancer.html
https://docs.aws.amazon.com/autoscaling/latest/userguide/
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BEEE

B&EID

0t121N1Ty3
RERMG

#E . AWS X REF— AWS Direct Connect £,
Recommended Action ( BiHI R )

L AWS X35 PECE H M Direct Connect E# , UL REFTH, BAXESEEL , BSHAEA
AWS Direct Connect Bl E T RiE#E ., ERLEBKIATAFMRMMEETR , B FHA Direct Connect EE
i & 2|~ F#Y Direct Connect &,

H AR

» AWS Direct Connect A7)

» AWS Direct Connect % L 7] &
HR&E5

- RS

- X

Nk

- B

« EEID

AWS Direct Connect (Y B TR
it

wEEH—1FHZ/ AWS Direct Connect iE#2 H R —4 AWS Direct Connect (U B AWS X, 5
BE AWS BREVESE R Direct Connect HE$ZE E 2| [RHY Direct Connect (& , AMEEMNEF AT H
R TR,

Note

ERENERFEREFIRFZR , HETATFRFER. EQRTRFRZ/LNMHSEETR,
®EID

8M@12Ph3U5
RERMF

e  AWS XI5 F# Direct Connect EZ AR B FRMNLE,
Recommended Action ( i #24E )

fit & £ A <& Direct Connect {Z &/ Direct Connect E# , UL NBEFRTH. AXEZER ,
AWS Direct Connect Al 7,

HAth 3R

+ AWS Direct Connect A7)

+ AWS Direct Connect % L7 &
&5

- KRB

. X

- BRI

- UE

i
W
E
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/getting_started.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/getting_started.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/getting_started.html
http://aws.amazon.com/directconnect/faqs/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/getting_started.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/getting_started.html
http://aws.amazon.com/directconnect/faqs/
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BEEEES

< EBREAER

AWS Direct Connect EX O TR
iR

BEZEDERN AWS Direct Connect 3% LK EE AWS Direct Connect EEEMZE O (VIF) WEE\FAE R
X, EERABEMXMIEZER L VIF BEEEZ Direct Connect IEZERMEH, XAUERZRN
ERTARRERITR,

Note

HWRENLEREEREIRFZR , HEFTATFRFER. EXTRFELNDEFEE R,
K #E ID

4g3Nt5M1Th
RN

HE  BEURERXWELZEOLTE , RFEOKREEL S/ Direct Connect HE#,
Recommended Action ( B KR )

ELEBRNMELED  FENEEELHTA Direct Connect 12 |, L REHUERTH, FS
RelEELED,

HAh %R

» AWS Direct Connect A7)

+ AWS Direct Connect % /L7 &

« f£/H AWS Direct Connect E##E D
R&5

- KRB

- X

- NEE

« WX ID

« VIF &

* VIF B9i&E# ID

FTZa X TTHRE AWS Lambda VPC X iFRIBEk
ik
BEBATAX S SRS TS A VPC 8 Lambda B3, BIUEEA VPC M1 AGE BRI 24
TR | LSSIE Tt
Note
HRENERSESREDRFSR  HAFALRFER. EXTHES/AMETES R,
SH TR T B R
®EID

L4dfs2Q4C6
REXRMF

5 EEINEANATARFHNFMABAT VPC B Lambda B
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted.html#createvirtualinterface
https://docs.aws.amazon.com/directconnect/latest/UserGuide/getting_started.html
http://aws.amazon.com/directconnect/faqs/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.html
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Recommended Action ( i #Y4E )

EERBEIAR VPC WEEE , BEFESANTARTHFRABEARS WA,
HAh %R

« E& Lambda EEATGE VPC FEEIR

+ AWS Lambda FH IR E 8
w5

R

- R

« B ARN

+ VPCID

- FHUSBRARK
« ERESARE

AWS Well-Architected A] 5E 14 & X & (7] &
iR
NIERFEERBEEE (HR) WAL ERE, KREETEMN AWS-Well Architected &, BE
SEREWRFERERFEH AWS Well-Architected T2 T X TES & 091944,
Note

IRENGERFEREFIRFZR , AETATRFER. ERTEFR/LNMNTEETR,
HEl , BT ENERE PR,

B&EID

WxdfpsBlL4
REXMG
« 46 : £ AWS Well-Architected I ATEME R ED R T —ANERMN S X R,
« %6 : 7 AWS Well-Architected HY R 5 4% A AR A 2U5E BR A9 5 XURS (8] B
Recommended Action ( ZiLHI R )

AWS Well-Architected £ THEAE T AT ERRNB S EIRE, XLEEBABRERENTEESIRM
THS, BF AWS Well-Architected T B LA & 1R 0222 7 SEEUE 7 2 555 BK Y 8] 83

1R 5
o RE
o X
- TYEfE ARN
. TEAHER
. FRABR
. ITERFHER
. TEAHFHRAH
- IR LXERAMH
- EWENTEME HRI B E
- EMRHTEM HRI B2
- DEZNTRERBARE
o RIS AT A9 R RR R B
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/security-resilience.html
https://console.aws.amazon.com/wellarchitected
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« EIREHESE

ELB Connection Draining

P
REE R AEERERN A6
SR RIEEAE R B MRS S B EUE M Amazon EC2 SIAIR |, RIS B 1L R B 5]
BRBIHXDER, BAEERRE , ARYERIELOEEEIMH RO L EFER , BLRBE
BT LR AEE D E R,

®EID

7qGXsKIUw
RERM

B ARYESRABERAEEER,
Recommended Action ( ZiLEY1R4E )

NAFDERBEAEEER. AXESER  FEAEERERNMANATIEREASEAEEER,
HAth 3R

Elastic Load Balancing %

&5

. KB

. X1

- MEIEBREN

* Reason
ELB BSX S M9
iR

XMBERARRIEE , FEATRES B TURERIRTIBRETTANRK, YBFRERE
/817 DNS SR , TEAHTLRE, SN TARDORHMETHEE (HIN , MBHEXMRL
SHILUHTAEY ) B, t S I,

BEID

xdeXZKIUy
RERM

B AFYEREREABXARYE,
Recommended Action ( B K124 )

BIAARIGE R FOEMH Amazon EC2 RBIBESANTARPEF , ARBHIARGEREABXAH
B, BXESEELE , FSRATHRMXEMA AZ9EREARZABXASITE.
HAh R IR
- BREH
+ Elastic Load Balancing #%:
BE5
o RE
- Xig
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https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#conn-drain
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#AZ-Region
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-crosszone-lb.html
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#request-routing
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html
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« REERBH

* Reason

kel R4

HiR
RELNATITEREE,
7 #BhFEE A Elastic Load Balancing Bt#2% Amazon Elastic Compute Cloud (Amazon EC2) H & 45
BEORA , RNBUE—NMKHEN SN TAXPZTHRERENKG, BENABGERLFERA
Hx AT,

®E D

1qdCTZKCUp
RERH
- BE  EREANTARXEAREERS.
- BE  BREEERRANTRAXERASIEESR.
s B EAEHYESIEMN Amazon EC2 RAIXRETAHRX ZEFIPE. (FANTHRINESE
BIBEREXFBCERT 1, BEEXTESHEN 20%. )

Recommended Action ( BiX 824 )
BRARSESRENZEDHNTARRERASITEENES. BXEZER , B2ARNTAK,

MEARHEREEANKREEZEEEETRANTARX , ETAXZEHNEG2ETEE , FHAE
FETAXREMELEN, WHBRMEFSLENTARX , HARIHEERTAKZEEEH S E. %
EZEL , BSRAMBKRT AKX,
HAh %R
- ATHXKHXE
- EEARSES
+ ¥{% Elastic Load Balancing #J & {£35 ik
HR&E5
o KA
- X1
- MBBEHREN
- XEHE
- a X341
« b X4l
« ¢ X3£4
- d X341
. e X4
o f X3EH
* Reason

VPN BRE TR
iR
BRESN VPN L FENIRSHIBRE S,
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https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_ShrinkLBApp04
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#AZ-Region
https://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
http://aws.amazon.com/articles/1636185810492479
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BEEE

VPN B ABEMNBRE, XFETLE AWS KT SENEE PRSI RIS TEPHREETR, IFE
@Y BRRE - RRELTESIRS, ME VPN REESRRE |, ATRE{h4UE VPN 5 H, BXxE
Z{E8 , 5 AWS Client VPN B R #55,

B&EID

S45wrEXrlz

RERH
- BB VPN E—NEHRBE (N TELEBEHREXSEERR ) .
« B VPN EEEREBE.

Recommended Action ( B KR4 )

EFRARNEH VPN EEREERRRE , FERMRLTREIRRS (MRBEHXE ) . IREFTEFER
N VPN E#E , NI RERBRER KBS, BXESER , BSRENE S~ FMXHMIBR VPN Eik.
HAtb %R
« AWS R EIWE R VPN AR
« EEH VPC AN INE A E LT B MK
wE5

RS

- X

*« VPNID

+ VPC

- BELZAMX
. BFMX

. SEERBRE

* Reason

NAT M 7] A X303 1%
ik
REEH NAT NXRERE 7RI FAAK (A2),

NAT RXEERNFAE FRPHRIREB LR NAT XK P it T2 23 FMANRS , #EF
FARZBEROAWERE. 80 NAT RXBEEENTARX (AZ) RizfT , FERNEZTARNEERRT
Ro At , BERBEVAXFERAEAE—TAXHH NAT M , BE NAT XRETARXBE
AEEPHBF2EREEEMTAXFHRR.

BEID

cldfptbglo
RERH

c 4B RE-NMNTARAFRNREEESS —THAXFH NATGW BEH.

6B RELEHNFRUNT-AMTARNREEEIE—THAXFH NATGW BEH.
Recommended Action ( BiHI R4 )

FRELN FROTRAXFBEIRE— AZ FE NAT MXERHRE.
MR AZ FIRE NATGW , BRI —1 , RAREBIECEHEENFRNRE,

WREETRATAXE FRMBEXE THBNREAR , HRLERERES NAT XU TE-TRAXKHF
MEXEK , NTE-—TRAXFHFR , EREMNRAREEDS —TRAXH NAT MXH B EBXEK,

BIBWHEH Amazon VPC FV R EREREFEO,
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/
https://docs.aws.amazon.com/AmazonVPC/latest/NetworkAdminGuide/Introduction.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html#delete-vpn
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
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H 3R

o W{ABIE NAT MK

o WA AREH NAT M 5< F il B & 3% i
HE7

o KRB

- X

« NAT TAK

« NATID

s THAAKX

« M ID

- BHEID

« NAT ARN

o bIREHETE

BE-mARNAEFRE
ik
REGHHONEHRREDET B TAK (A2) #THA,

AARREEMXIGREEMPENMENE, BINRSIBEZSANTARX , TR AXKEN
IRIEER,
BEID

cldfptbgll
RERN

- BE RENRINHEORNEER  CHMARFIRENBEE—IMNTARXHT, MREXREN , HE
FHNARFEESTAY , RINBEVWEHMBENARFERHAEHEMNERARNAZATHRK,
Recommended Action ( ZiLEY1R4E )

MREHNARFRESTAM  FERIESJAREYIRS A%,
wES
< RE
- X
« VPCID
« EREHESE

ActiveMQ ATHX TR
ik

B & Amazon MQ for ActiveMQ REZBERENEESTAY , AESANTARHRERE/ZAR
B,

®EID

c1lt3k8mqvl
RERN
- B6 : EAT ActiveMQ REMNTZ#H MQ 2EENMNTAXHIEEN.

g6 EELHANTHRHAEE TERT ActiveMQ IS # MQ RE,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-working-with
https://docs.aws.amazon.com/vpc/latest/userguide/nat-gateway-scenarios.html
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Recommended Action ( i #Y4E )

EAESEASNEENEFTRE,
HAh 3R

« BIE ActiveMQ 24 A
R&5

RE

- X1

+ ActiveMQ £4 A ID
o R4 AB|EER

- WMEERX

o bEIREHETE

RabbitMQ A X T4

# 2 Amazon MQ for RabbitMQ REEFEREENEZNTAXEREHSFSIS A A,
®&EID

clt3k8mqv2
RESMG
« HE :EAT RabbitMQ WL G# MQ REREENTAXPEEN.

Z6  EZNTAXPEE 7EAT RabbitMQ KIS MQ K,
Recommended Action ( B KR4 )

ERAKHNEEA IETRE,
H At 3R

+ fJE RabbitMQ £4£ A
wE5

RE

o X

+ RabbitMQ £4£ A ID
. R AB|BRA

- EHBEEX

o LREFETR

W5 EFS TRFH BIRTTR
R
& Amazon EFS XHRENZANTAHAXFREFEER B IR

THAXREEMXENSERETROMEMCE, BIE— AWS RKERSMEE E 2R HXF
BIREHER , BN EN Amazon EFS XHREZIN G SR 510 7 AR K.

BEID

cldfprchol
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/getting-started-activemq.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/getting-started-rabbitmq.html
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REZRMS
 BHE XHRGEENTARGEET 1 MREBR.

G YHRAESNIPTAXFBEET 2 MREZEFK B R,
Recommended Action ( B KR4 )

X FEEA One Zone F#EKK EFS XHRE , RINBWEEIRE RH XM RGN & DR OIZREAIRE
FRENFT MRS, REESNTAXHERBBRR.

N FERAREFEEN EFS XHRE , RMNBUEESNATHARX P EIZES BT,
HAh Rz

+ £/ Amazon EFS 24| & BB EH B 5

- W5 EFS B A PR &l
RS

RIS

- XiF

+ EFS XK R4 ID
- LBEFHKE
- TARXHKE

o LREFETR

Service Limits

BSHUTEXRSRE (EHNER ) XKINVLE.
BB PR ER EHMA LU THEIR

REZRM

« BB BIEEIRHIN 80%.

« 46 BIXZIRFIN 100%.

« H® : Trusted Advisor TZR R —NRZAN AWS Xig} i FEAERPRH,
Recommended Action ( ZiLA R )

WRETNIHE RS RE] , FEEMBRSRIFAES A EREM, MRBRSRFETZIFENRS , W
BEX OB RE ZIFR,

iAol

W&
ot

- X8

- REIME
- HEIEAE

Note

- BEETRRE  AREHNNERETREMTE, RANEARBERKAIREER 24 MFER
MREEMER, EREEMNTEANELT , BTN AAFNARBEHET.

REZN
« Auto Scaling 4 (p. 134)
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https://docs.aws.amazon.com/efs/latest/ug/accessing-fs.html
https://docs.aws.amazon.com/efs/latest/ug/limits.html
https://console.aws.amazon.com/servicequotas
https://console.aws.amazon.com/support/home?region=us-east-1#/case/create?issueType=service-limit-increase&type=service_limit_increase
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+ Auto Scaling B3IEEE (p. 134)

+ CloudFormation 4% (p. 134)

« DynamoDB EEAE (p. 134)

+ DynamoDB EAR & (p. 135)

- EBS JEBRER (p. 135)

+ EBS % HDD (sc1) &7#f# (p. 135)

+ EBS BAZ SSD (gp2) BFf# (p. 135)

+ EBS @A A SSD (gp3) B4 (p. 136)

« EBS BB (#5AE ) BiFHE (p. 136)

» EBS Ffii& IOPS (SSD) B4 I0PS (p. 136)
+ EBS & IOPS SSD (io1) & fi# (p. 136)
« EBS & IOPS SSD (i02) £ f# (p. 136)
- EBS FHE/LE HDD (st1) &7 (p. 137)
« EC2 BREXHI (p. 137)

- EC2 T SLHIFAST (p. 137)

» EC2-Classic 5 IP sk (p. 137)

« EC2-VPC 314 IP #thiik (p. 138)

» ELB Application Load Balancer (p. 138)

- ELB £ AEKIGHESF (p. 138)

» ELB Network Load Balancer (p. 138)

« IAM 4 (p. 138)

« IAM EHIBLE XX (p. 139)

* |IAM policy (p. 139)

- 1AM £ (p. 139)
. IAM FRSEBIEH (p. 139)

« IAM B F7 (p. 140)

« HPMXHEM Kinesis 7 X3 (p. 140)

- RDS £#ZH4A (p. 140)

- RDS £# A (p. 140)

- RDS £# (p. 140)

+ RDS B#EELS (p. 141)

- RDS BIEEFHRE (p. 141)

- RDS #EESEHA (p. 141)

« RDS BEERL A (p. 141)

+ RDS EH1TH (p. 142)

« BANRLHEMN RDS A S MBHRILRE (p. 142)
+ RDS %&I4A (p. 142)

« SANEXHFIN RDS RIEEIA (p. 142)

+ RDS FREE:4l (p. 142)

+ RDS ¥M4A (p. 143)

. 8NFMEN RDS FME (p. 143)

« RDS EiFfEELE (p. 143)

+ Route 53 & X (p. 143)

+ Route 53 FERETIRRREIRE (p. 144)
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 Route 53 JEAKNZEREE (p. 144)
 Route 53 REEKRE (p. 144)

+ Route 53 RERIEEA (p. 144)

« SES HARZERE (p. 144)

« VPC (p. 145)
« VPC HEEFM% (p. 145)

Auto Scaling 4
ik

REFHAEEREN Auto Scaling AFEH 80%.
BEID

fW7HHO1739
H At R

Auto Scaling E&

Auto Scaling BB iE
P

REFFAEETEN Auto Scaling BB EB & 80%.
BEID

aW7HHO1739
H At 8 R

Auto Scaling E&

CloudFormation 4%
sk

REFAEEABI CloudFormation CTACKS EL&iHI 80%.
®&EID

gW7HH01739
H At 8 R

AWS CloudFormation Bt

DynamoDB #HA £
s

KREFRAEETELEN AWS IKF BYIRBEUREE DynamoDB B &M B RFIAY 80%.
®EID

6gtQddfEw6
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https://docs.aws.amazon.com/autoscaling/latest/userguide/as-account-limits.html
https://docs.aws.amazon.com/autoscaling/latest/userguide/as-account-limits.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
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Hib R
DynamoDB Fi &l

DynamoDB EARE
s

REFAERRBIEN AWS IKF WE AR DynamoDB g &M 2R EIH 80%.
BEID

c5ftjdfkMr
Hith g IR

DynamoDB Fi &t

eI7KK01739
H At 8 R

Amazon EBS R4l

EBS /% HDD (sc1) &1=4%
HiR

KEFAEREHET EBS /5 HDD (sc1) BFEE A 80%.
®EID

gH5CC0e339
Hg R

Amazon EBS Rl

EBS @A SSD (gp2) &%
iR

KREFAEEEHET EBS BHE SSD (gp2) B MHEHMN 80%.
BEID

dH7RR01619
HAt R

Amazon EBS [R &l

API fiR7x 2013-04-15
135


https://docs.aws.amazon.com/general/latest/gr/ddb.html
https://docs.aws.amazon.com/general/latest/gr/ddb.html
https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
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EBS @M SSD (gp3) &%
#i

KREFAEREHET EBS BAZE SSD (gp3) BIFHEHK 80%.
BREID

dH7RR01633
Hibsw R
Amazon EBS R &l

EBS #iM T ( ¥n/E ) BIFME

KEFRAERAET EBS MMM (#rk ) BEFEEHE 80%.
®EID

cG7HHO1739
Ht g R
Amazon EBS [R &l

EBS & IOPS (SSD) X4 I0PS
HiR

REFHELEET EBS ME IOPS (SSD) BR& IOPS EL#H 80%.
B&EID

tV7YY01739
Hibw R
Amazon EBS R &l

EBS & IOPS SSD (io1) &7

KREFAERGHET EBS & IOPS SSD (io1) BIF B 80%.
B&EID

gI7MMO1739
Ht g R
Amazon EBS R4l

EBS fiiiE IOPS SSD (io2) E1F &
iR
KREERBLEEET EBS ME IOPS SSD (i02) Bz BN 80%.
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https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
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B&EID

gI7MMO1732
Ht g R
Amazon EBS [R &l

EBS FHE{tE HDD (st1) B
#HiR

KREFAEREGHET EBS HiHE{L{L HDD (st1) BIFEE K 80%.
BREID

wH7DD01339
HAt %R

Amazon EBS BR#I

EC2 #HZFEXHI

R

REFHEBREERBIT EC2 IRESLFIEFMN 80%.
BEID

OXc6LMYGSP
Hib R

Amazon EC2 Ei i

EC2 fil 88 3= 5|38 5T
Py
REFAEREARET EC2 MERFHIHAEELFH 80%.
®&EID
iH7PP@1739
H g iR
Amazon EC2 Ei#i

EC2-Classic 38 1% IP #hiit
ik

REMFHEEARBIT EC2-Classic 1 IP #hu L&A 80%.
®EID

aW9HH1816
HAt %R

Amazon EC2 Ei#i
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https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
https://docs.aws.amazon.com/general/latest/gr/ebs-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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EC2-VPC 3 1% IP #bik
ik

KREERAEREEE EC2-VPC 1 IP it FLEiRY 80%.
BREID

IN7RR1739
HAt R

VPC 51t IP FLa

ELB Application Load Balancer
R

BEFHAEREAR B ELB Application Load Balancer EL&ifY 80%.
BEID

EM8b3yLRTr
HAth 8 R

Elastic Load Balancing & &

ELB £ g0 # =5
ik

KREFAEREGHET ELB £ ATHH[EHA 80%.
BREID

1K70001739
HAt R

Elastic Load Balancing &t &l

ELB Network Load Balancer
DU

REFEHAEERBE ELB Network Load Balancer B &i#Y 80%.
®&EID

8wIqYSt25K
H At 8 R

Elastic Load Balancing & &1

IAM 4H
3k
REERBRIERY IAM AREHH 80%.
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B&EID

sU7XX01739
Hi'&R
IAM B &

IAM SEBIEL & 34
sk

KRECEAERREET IAM KAIEE X A4EEHH 80%.
BREID

n07SS01739
HAt %R

IAM B &

pR7UUQ1739
H AR
IAM EL#

IAM A&
R

REFAERGHET IAM BBEH 80%.
®EID

0Q7TT01739
Hi'&R
IAM B8

IAM B 55 2R UE+
ik

KREFAEREGHET IAM RS J[IEBE L 80%.
BEID

rT7WwW@1739
HAt %R

IAM B &
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Service Limits

qS7Vve1739
Hth g IR

|IAM EEER

BNMNXEH Kinesis 9 Xk
s

REFAEESTBIESIMNXIEM Kinesis 2 XEEH 80%.
®&EID

bW7HH@1739
H At 8 R

Kinesis Bt&l

RDS £# 4
#i

REFRAEREHET RDS £HSHARTM 80%.
BREID

jt1IMO3qZM
Hth g IR

Amazon RDS &t

RDS £H A6

REFAERGHET RDS £HA BB 80%.
®EID

7fuccf1iMx7
H g R

Amazon RDS it

RDS &£
iR
KREFHEEAET RDS EHETMN 80%.
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B&EID

gjgMBn6pjz
HAh R IR

Amazon RDS B &

RDS ##E 3=l
#HiR

REMFAEREET RDS BIEEXFIEHH 80%.
BREID

XGOaXHpIEt
HtgR

Amazon RDS Fi &l
RDS BIEFEF o RR
R

REFAEEARBET RDS HBIEEFHRBELH 80%.
BEID

dv84wpgRUs
Hib R
Amazon RDS #it#i

RDS BiEESHA
b
REFAEEAET RDS HIEESHARTMN 80%.
®&EID
JEECYg2YVU
Hi'&R
Amazon RDS B &

RDS #iEEL£4
ik

KREFEABREET RDS BIEFEREARIN 80%.
BEID

gfZAn3w7wl
H 3R

Amazon RDS Bt
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
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RDS SEH1T
ik

REFAERTHET RDS EHITHBLEM 80%.
BREID

keAhfbH5yb
H 3R

Amazon RDS &t

FINEELHEN RDS R XS PWIEREK

RECABRREEIENLRE4M RDS A FHRIDXKEHL 80%.
®EID

dBkuNCvgn5
HAh R IR

Amazon RDS it

RDS 1&I4H
g

KREFAEREHET RDS EMARHM 80%.
BREID

3Njm@DIQ09
Hth g IR

Amazon RDS &t

BNEXHIR RDS RiEEIA
sk

REFAERTBEHESNERPIN RDS RLEIREHE 80%.
®EID

PYWSUKYz2w
H g R

Amazon RDS it

RDS i 88 =45
iR
REFHAELEET RDS FE=FIEZH 80%.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html
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B&EID

UUDvOa5r34
Hi'&R
Amazon RDS B &

RDS M4
sk

REFAERRET RDS FRARER 80%.
BREID

dYWBaXaaMM
Hith g IR

Amazon RDS Fi &l

BNFMER RDS FME
#HiR

REFAEERBISNFMARN RDS FMEHH 80%.
BEID

jERCtdIKOY
Hib R
Amazon RDS #it#i

RDS & & B &
b
REMFHEBERBT RDS BF#EHMN 80%.
®&EID
P1jhKWEMLa
Hi'&R
Amazon RDS B &

Route 53 £ & X1
sk

KREFEAERREBEIESNK/H Route 53 REXEHE A 80%.
BEID

dx3xfcdfMr
Hith g IR

Route 53 Bt&f
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Route 53 & RETINR R EIXEK
sk

REFAERTEITEMNKFH Route 53 BITIRIRKER AN 80%.
BREID

ru4sxfcdfMr
Hth g IR
Route 53 Bt

Route 53 A EAMZE L E
ik

KRECABRREEIESNK/H Route 53 AJEAMEFEER N 80%.
®EID

ty3xfcdfMr
HAh R IR

Route 53 BL&N

Route 53 Fi 2 Kk
it

REFHAERTEBEE /KM Route 53 REFREE N 80%.
®BEID

dx3xfbjfMr
H 3R

Route 53 Bt

Route 53 i 2 &K B& <4l
Eip

RECABRREEIEZNK,H Route 53 BRI FIBHE 80%.
®EID

dx8afcdfMr
Hib'&R

Route 53 BL&N

SES H & EHEE
R
REFHAEEEFET Amazon SES A X EFEHH 80%.
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https://docs.aws.amazon.com/general/latest/gr/r53.html
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AWS Trusted Advisor WE X B &

B&EID

hJ7NN@1739
Hi'&R
Amazon SES i &

KREEAEREEY VPC BHH 80%.
BEID

jL7PP0Q1739
HAt %R

VPC Ei &

VPC E Bk M
EPU

REFHBREERBIT VPC EBRMMAE L 80%.
BEID

kM7QQ01739
Hh g iR
VPC FEi g

AWS Trusted Advisor WE X A&

BESELTEBJ LT #E3T Trusted Advisor REMBIEE R,
Note

MR IRAE A Trusted Advisor 241 A = AWS Support APl , BIBRIIEET S HIERELE RS, U
RIsEREMEHBRRE |, fl207E AWS Support API BERAHRBRISERE ID , S RAITUR
BRix LR B LUR % AP AR,

BXRTARENESZEER , 55 AWS Trusted Advisor 82 5| (p. 65).
kv H ab b A 2

M AEENFEERE

Trusted AdvisorF 2021212121216 B 1 BEMT TUTRE,

- T3 EFS TEHBIRTR
« IG5 EFS FHEEREL
+ ActiveMQ TTRAKX TR

+ Rabbitmay A X TR

BXREZER  FSHBERED (p. 108)KBIMMEE (p. 83)K 7,
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BB IRE

kv o ki Ak A
N BREEIRE
Trusted AdvisorT 2021212121215 816 B8MT TEMT TUTRE

+ NAT Gateway
s B-TARNAEFRE

BXEZEER  BSH BHEEED (p. 108) %35,

U Bl oS ki A A
MR IRE
Trusted Advisor2023 &£ 4 A 27 BEEMTUTXE,

- EHEEREHEAWS XETHNKE
« AWS Resilience Hubi#fH

BXEZEER  BSH BHEED (p. 108) K5,

IS ECS RERENXEY &

Trusted Advisor2023 £ 4 B 27 B , U TR EBEYT KB HMiX, Trusted AdvisorZlfE , WS # ECS
N ESEFEER A Amazon ECS B X 1R,

« FH%—THARKXHN Amazon ECS R%
« IOk ECS 2 XK E KA

FRIZEMN (FER), TAX (FE), TASKX (BEHNE ), DABX (HNE ), TABX (£
RA) . BB (K= ), BN (B@YEST ) . BOM (752t ) . RER (BH) ., R (FEKE ).

. i kH A A

N BREEIRE

Trusted AdvisorF 20213 A 30 BEMT TEMT TUTRE,
« FH&%—THARKXH Amazon ECS RE

« IO ECS 20X BRI

BXEZEER  BSH BHEEED (p. 108) %35,

%= 2
MR IRE
Trusted Advisor F 2022 & 12 A 15 BH8 TUTRE,

o BATHRXAHIZIT HSM 2489 AWS CloudHSM £ 8
+ Amazon ElastiCache % o i X £ &
« Amazon MemoryDB % o] i X $£ &

E £ B Trusted AdvisoriZIAWS CloudHSM, ElastiCachefl MemoryDB £8MN4ER K TRAXHPLMERFE
B O UARBHSAEEEH, BXESELR , BSHUTXH

« AWS CloudHSM A8/

API fiR7x 2013-04-15
146


https://docs.aws.amazon.com/cloudhsm/latest/userguide/
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E# 75 AWS Security Hub £/ &9 Trusted Advisor

+ AT Redis B9 Amazon MemoryDB F & A R {5E
» W35k Red ElastiCache is i F P ¥g/

Trusted Advisor F 2022 &£ 12 A 15 HEH T L TR EE L.,

+ &/ AWS Resilience Hub R : App Name EE#7 Application Name

+ AWS Resilience Hub 1XE 82114 : App Name H App Resilience Score EE#171 Application Name
Application Resilience Score

BXEZER  B5H BHEEED (p. 108) %35,

EH 75 AWS Security Hub £ Trusted Advisor

Trusted Advisor F 2022 & 11 B 17 B# 1T T AT E#H.

MREEH AWS X Security Hub 2% AWS Config , Trusted Advisor fF &7 7 £ 9 KAMIBREX AWS
XEminmEER, 28 , M Trusted Advisor i Bk Security Hub ZUiE#YRTEISEE J 90 XK,

BXEZER | 20 RNEHE (p. 49) FHEFHUTET :

« <M T Security Hub 8 AWS Config £ —1MNX1g (p. 51)
o HHVIEHEIRM4TE Security Hub A, 1B Trusted Advisor F{IE R EL R, (p.51)

¥THY AWS Resilience Hub RéEE IR &=

Trusted Advisor F 2022 &£ 11 B 17 BFB TUTRE,

« &R AWS Resilience Hub &
« AWS Resilience Hub 1% & 8 11F 0

BULUEAREREREE NARFHNRITBEERBERSNEMEF S . Resilience Hub NERHE T — by
UEREN., BRERMEENARFEERN A,

£ Trusted Advisor U Resilience Hub NAREFHER , BAIEE AWS B AER H# A Resilience
Hub RERERN AR FHEERES, BXEZELR |, 55 AWS Resilience Hub A 1R,

E1EhiEWElastiCachel MemoryDB S8 Trusted Advisorfi &R |, TR A A4MEEER | T HXH MM
BEEH, GXFEZELE , BRI .

+ AT Redis B9 Amazon MemoryDB F & A R IEE
+ 5% Red ElastiCache is WA P i55E

BXEZFEER  BSH BHEEED (p. 108) %35,

3 Trusted Advisor 14| & EFT

Trusted Advisor F 2022 &£ 11 A 16 B8 T UL T E K,

| &K Trusted Advisor #R&IEIHRINTE R Trusted Advisor i, Trusted Advisor B T HE IR E R E
ZERYUFXTFIEAWS KRS RFINTARE,

LB MRE SR AFEH Trusted Advisor 2% &, BAILGREE —#6EA Trusted Advisor &l & 1 AWS
Support API #1#4 Trusted Advisor #1E,
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Amazon EC2 W1 2

BXREZER , BSAF A Trusted Advisor 21X (p. 19) :

Amazon EC2 WK &

Trusted Advisor T 2022 £9 B 1 BN TUTRE,

o {FHALKIEXEFRAEH Microsoft Windows Server B Amazon EC2 S24

BXEZER  B5H 221 (p. 93) %35,

E4F Security Hub 8 &5 102 Trusted Advisor

BE 2022 £ 6 A 23 B , Trusted Advisor {X 1% 2022 £ 4 B 7 B2 #i 7 AA#Y Security Hub 4, ILhR
A AWS BEMiRERESREZLSIMERWATEEHY |, B Category: Recover > Resilience ( 255 : 4k
>34 ) PREEERN, BXESER , BSHE AWS Trusted Advisor & F AWS Security Hub 3
# (p. 46) :

BXREZXFRAMNIIR , BSH (AWS Security Hub AAF1ERE) P/ AWSEM RS HESSERZHN.

#8107 kB AWS Compute Optimizer IR &

Trusted Advisor F 2022 £ 5 A 4 BT U TRE,

KEZR KEXZ K&EID
Amazon EBS X EMFHE & AL COr6dfpMo3
Amazon EBS MiAE T WS B COr6dfpMoL
MERNFARNSETRIBEL AWS | AL COr6dfpMos
Lambda E¥

MERFERDMEMPEFEN e COr6dfpMo6

AWS Lambda B4#

BN IER AWS TK P # /3 B Compute Optimizer , F821ibiX 46 B MHEH Lambda F Amazon
EBS BREWEIE. BXESZEE , HSM/EH AWS Compute Optimizer BA1T Trusted Advisor #&
& (p.51):

BXREMBEN T RIZRARENERN

Trusted Advisor F 2022 £4 B 25 BEFH TUTRE,

REZN wER5 ®&EID
Exposed Access Keys Z&t 12Fnkpl8Y5

Trusted Advisor BLTEERT LA BB AIERIFT LR T, R ETREEM Trusted Advisor 3% # & =5&3E AWS Support
APl ¥R, MEZHRARFSINBAEN AWS IKFRIFT 7T HREE , RIMNBUEREEFUTERIF
BHrE, &N, BL2WE InvalidParameterValue fix.

BIEMOREFT 2 BT BRI B B AT BEEER , ARERHEIRRNRR. ETEMRELRTHR
R, BXEZEL , 5 MExposed Access Keys (p. 103) :
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F# T X AWS Direct Connect HI# 2

Note

MREH AWS IKFRTE 2022 £ 4 A 25 Bz /Rl , MEMEN TEMBENLRZSN  SHEN

FRABARENERBNSERIREEE (© ). XEF Trusted Advisor 38 TR BT
AEH,

R Trusted Advisor MENEREERR , NERSSER R TReERs (@), g1
SMBZERE  RELENE ISR (©),

F# 7 X AWS Direct Connect B9#6 &

Trusted Advisor T 2022 £ 3 B 29 BT U TR E,

REEWR KrERX5 B&EID

AWS Direct Connect & TR BEERED Qt121N1Ty3
AWS Direct Connect U B TTH BHERED 8M@12Ph3U5
,;WS Direct Connect EMEOTT | BEERESN 4g3Nt5M1Th

+ Region ( X3 ) IMNENEZE R AWS XiF K18 , MTARZTEE. il , ZSERI (FFRILILIL ) F
NERMERE us-east-1 &,

+ Time Stamp ( BY[E & ) FIMEIFEL RFC 3339 BRE TR , 0 2022-03-30T01:02:27.000Z,
C RRAPMEANENAERETERERERD, XERRNEHEE—MBFEER (D).

LLET , RAZIAZER Trusted Advisor B EES 28 RERES, XEFFRBHEE - BEEE
(&),

AWS Trusted Advisor #2 & S8 11T AWS Security
Hub =4

2022 F£1 B 18 B , AWS Trusted Advisor 1T 111 4 Security ( &% ) 338 Security Hub #24,

BULEERE AWS EMZ 2 RESER L SIREMN Security Hub B4R EE R, LEKTEIE Category:
Recover > Resilience ( 25! : 1XE > 3#1 ) R4,

BXRUMBENEZELR |, S 7E AWS Trusted Advisor & AWS Security Hub 4 (p. 46).

289 Amazon EC2 # AWS Well-Architected &

2021 £ 12 A 20 B , Trusted Advisor 1T U TKZE,

« EAT Microsoft SQL Server B9 Amazon EC2 kB4

+ f# A Microsoft SQL Server £ Amazon EC2 LR E

o [ERLIETIFRAE Microsoft SQL Server B Amazon EC2 3£
+ AWS Well-Architected AL = KBS (7] &

+ AWS Well-Architected 1&g = X B @] &

+ AWS Well-Architected 221 5 X f& @] 2
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E# T Ama OpenSearch y & &

« AWS Well-Architected T 5t & X f& 6]

BXREZELR | 55 AWS Trusted Advisor KES#E,

E %7 7 Ama OpenSearch y &R

Trusted Advisor F 2021 £ 9 A 8 HE# 7 Amazon OpenSearch Service Reserved Instance Optimization
KRENE .

KEZW. X3 1D 2HEEN,

REEWR REX5 ®¥#E D
T 5#OpenSearchfRETE =B | KA 7ujméyhn5t
1k

Note

W REFFH Trusted AdvisorT Amazon CloudWatch 3845 , R ENEREHELLEH., BXES
BE , BZHAETLS# CloudWatch B A AWS Trusted Advisorig#x (p. 329) :

B 1H0 T Amazon Elastic Block Store BN E

Trusted Advisor F 2021 £ 6 A 8 HIgMTUTRE,

REEWH rEAL5 BEID
EBS @2 SSD (gp3) BFf# Service Limits dH7RR01633
EBS Fii& IOPS SSD (i02) &% | Service Limits gI7MM@1732

#i1T AWS Lambda &

Trusted Advisor T 2021 £ 3 B 8 H MM T U TRE,

BEZH wEHS ®E D

i ERBETH AWS Lambda Bk BAMEAL L4dfs2Q3C3
BESREEMN AWS Lambda B8 | FRA{E1L L4dfs2Q3C2
5

ERAERZITHE AWS Lambda | &2 L4dfs2Q4C5
[EXE

TEAAXITRE AWS Lambda | BE#EED L4dfs2Q4C6
VPC B

BXRUNAFXERERT Lambda HEZEE |, 155 % AWS Lambda FR A RIEEHHNEETE WU RHA)
AWS Trusted Advisor T4EF.
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https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-servicemap.html#monitoring-ta-example
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Trusted Advisor & 2l B

Trusted Advisor # Z= i B&

Trusted Advisor F 2021 £ 3 A 8 BMiiBR T AWS GovCloud (US) Region B TR &,

KEEH

EC2 3% IP ik

KEXR

Service Limits

BEID

aW9HHQ1836

E#1 T Amazon Elastic Block Store B &

Trusted Advisor F 2021 &£ 3 A 5 BELU TR ZEH KN Amazon EBS BH B M GiB E#HF TiB.

Note

R & A Trusted AdvisorT Amazon CloudWatch 145 , X AR EWNIEIRBMtESEH. BX
EZEE , HSHETD# CloudWatch BiR A IAWS Trusted Advisorfg#x (p. 329) :

BEAMR

EBS 7% HDD (sc1) %

&

EBS EAZ SSD (gp2)

BEE

EBS #T R ( #rifE ) B

Tk

EBS & IOPS SSD

(i01) B

EBS HEHEM{LE HDD

(st1) BIFAE

Trusted Advisor # Z= 1 B&

Note

KER

Service Limits

Service Limits

Service Limits

Service Limits

Service Limits

®EID

gH5CC0e3]9

dH7RR01639

cG7HHO1739

gI7MMO1739

wH7DD01339

Trusted Advisor T 2020 £ 11 A 18 BRI T U TR E,

2020 &£ 11 A 18 BRI E BEXH
EAT EC2 Windows =4I AEEH
EC2Config BR%

ERTF EC2 Windows =418 REERE
ENA EzhFEFFRRA

FEAT EC2 Windows =4I DA RE
NVMe IR 3h 2 FF kiR AR

EAT EC2 Windows =18 PV | B4Eae

KB 7 AR A

E3# T B CloudWatchig
#% ServiceLimit

7 HDD (sc1) &1k
(TiB)

BERA SSD (gp2) &1
& (TiB)

B () B
(TiB)

& I0PS (SSD) 174&
(TiB)

FHEMKILE HDD (st1)
B (TIB)

BEID

V77i0L1Bqz

TyfdMXG69d

yHAGQIVIK5

Wnwm9I1l5bG
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Trusted Advisor & 2l B

2020 £ 11 A 18 BRI E  BEXF BEID
EBS jEzi& Service Limits fH7LL@173]9

Amazon Elastic Block Store 3 A UM EN SR ETBEMHENAREH,

A LB A AWS Systems Manager Distributor, HEfth5 =7 T B4 Amazon EC2 4| H R IEEA]
EEATFTHEIRS , RS B SHHIZARLUR[E Windows Management Instrumentation (WMI) B3R 112 715
B,

Trusted Advisor # Z= | B&

Trusted Advisor F 2020 &£ 2 A 18 BHIBR T A TR &,

KEEH KEXR KE ID

Service Limits HERE eW7HHO1739
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FRFEMH

Slack HF#Y AWS Support App

EELAERA AWS Support App #£ Slack FEE AWS XIFRM|, BALGREEHWEAR A MATREE , B
SRFIEH , HEEEXFEREHR, AWS Support App T #BIE1E Slack RIEE1E it B L H =6,

SRETLAE R AWS Support App T T#R4E -

« F Slack BEHIZE. EH. BRMBRZIFRM

R &Ly EI R ESE S

« MBRSSBREATE R 8 HOPR &

« ZFEEIT Slack BE , AT SENARKEZFR=MEMAESE
- EXRERTRRNBR&E

LIRTE AWS Support App F I, EMRBMRIZFRMINT , Rt 7E AWS Support Center Console
TEH. TEEFIHFEDOLIES , TN IEBRF#HTEMER,

=
EE

« TIRERMN Slack ERMZFH LT OIRRS] , XEFRGIH W\ EHLERE,
© BELRIKS KR TR, RSBIEMARAR IS0/ RZFR.

E3 ]
o FREZMH (p. 153)
« M Slack T4#X (p. 159)
+ BL& Slack &i& (p. 160)
+ £ Slack BEFBIEXIERHI (p. 165)
£ Slack P EIE X FH A (p. 170)
« JIAS AWS Support FIER IR (p. 172)
£ Slack P RS FH A (p. 176)
* 1£ Slack FERZFRA (p. 179)
+ 7 Slack PEFHHTF XIFEHI (p. 180)
« BEREMRSREA (p. 181)
« M\ AWS Support App F#lEx Slack BEHELE (p. 182)
« )\ AWS Support App F il Bk Slack TEXELE (p. 183)
« Slack F# AWS Support App &5 (p. 184)
+ 7£ AWS Support Center Console A& & AWS Support App JBEEE (p. 185)
» {8 AWS CloudFormation 12 Slack H#J AWS Support App &JE (p. 185)

TERSAF

BRBUR R TER T BEME Slack F#9 AWS Support App :
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EEXT AWS Support App /NAHRYIER]

« BB, Enterprise On-Ramp sl Support 1T, A LM AWS Support Center Console St 3z
Bt MEPEREHXEFITR, BXESEE , HSHLE AWS Support it X,

s BENEHALABE Slack TEXFEE, BX4ME Slack TEXERR , REENHNARFRFMNEZ
Slack THEX, BEXEZEL , HSH Slack HBEIH Do

. LB EFTEMNRE AWS Identity and Access Management ( IAM ) AFRA®E R AWS Ik, BXE
ZER , BSHEEX AWS Support App NEHEYIEIE] (p. 154) :

 BEZOUE—NIAM A , ZACEBRITREMENIRE. AWS Support App £ F Lt & &3 T [E #9 ik
SHITAPIAA, BXEZELR , HSH EEX AWS Support App KI5 18 (p. 155)0

£
« EEY AWS Support App /NMALEEYIEIR (p. 154)
« BEIEX AWS Support App B8 (p. 155)

EEX AWS Support App /NE 448915 8]

BT LAFE £ AWS Identity and Access Management ( 1AM ) policy A% F IAM f FPELiE AWS Support F 19
AWS Support Center Console App /NME#EIFER,

BRI RIEK NE IAM ZENEZEE , B2E (AM AFER) F5M IAM BHRER (324
a).
Note

LU RABRAFSHER AWS K, BFREWUEXFEM. BXBAFLRNBRNESEE | #F
25 (AM fFfEr) FRAFPEHNRASEIE TEREATHEEES.

51 |AM policy

B LA T R RISE4R £, Fla0 IAM B PEEHE ., WRIEAYAF RN Slack TERXHERFH O
#| & P EE Slack B,

"Version":

"Statement":

"2012-10-17",
[

{
"Effect":

"Action": [

"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:

"Allow",

GetSlackOauthParameters",
RedeemSlackOauthCode",
DescribeSlackChannels",
ListSlackWorkspaceConfigurations",
ListSlackChannelConfigurations",
CreateSlackChannelConfiguration",
DeleteSlackChannelConfiguration",
DeleteSlackWorkspaceConfiguration",
GetAccountAlias",
PutAccountAlias",
DeleteAccountAlias",
UpdateSlackChannelConfiguration",

"iam:ListRoles"

]I

"Resource":

mxn
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https://console.aws.amazon.com/support/plans
https://console.aws.amazon.com/support/plans
http://aws.amazon.com/premiumsupport/plans/
https://slack.com/
https://slack.com/help/articles/222386767-Manage-app-approval-for-your-workspace
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials

AWS Support FiF#5F
B AWS Support App B 17 [E]

£ AWS Support App iE$#£F| Slack P BV IX PR

AWS Support App SIENRINRREE , XEREFTSEEMR AP RE. BRSBENSEPR MR EH
T xR,

AWS Support App ER LT API REE# 2 Slack , A/ AWS Support Center Console H 51 H RHY 22+
Slack Bi& :

* supportapp:GetSlackOauthParameters
+ supportapp:RedeemSlackOauthCode
* supportapp:DescribeSlackChannels

XL AP BRETRBREHNARBAR, Bt , XL AP BERBTEE AWS CLI #l AWS F AT EEH,
EIEX AWS Support App KIi/ 8]

E&IE AWS Support App NMAHMIRRZE |, EAHEIE—/ AWS Identity and Access
Management ( IAM ) B, LtABTANERITHA AWS RS BIRME , Hl0 AWS Support API F RS R

o

ARG, BAILUR IAM policy MY NEIZ AR , MEZABRAETHXERERENNR, EXFHOEFHEF
B2 Slack BEEEN , BUNERLAG,

Slack BEFHWAFAELET IAM BEHNE—XR. Hl0 , WRENZFREIEERZHREE ,
Slack BEFHWAFTNEELNXBRS , BT EENISRHM
Important
HEBEREXIFEEHITERNBIRE , App £0IE— MBI Slack Bi&E , AWS SupportApp £l
BN Slack B8, It Slack BERE 54012 R I A Z B XK BB M E /R,

MBERER IAM BER IAM policy , BHESFRN AT EEER Slack BEELK AWS Support App
REBNBE AR IIX Slack EiE,

RBUTSREZEN IAM B EFKE,

£
. A AWS EEXRIALIEETN SER T (p. 155)
. Bl IAM B8 (p. 157)

. [EBHEE (p. 157)

A AWS EERKI BT EHE IR

EFFAGNE , BULER AWS EEERI T SERKK,
Tip
MBHEFBFHONERER |, RINBIWEER AWS HEFERARSHIR, HEXKAEE
AWS Support App HFTEIRR. BLEFHEF KK, BXRESZER , SR AT Slack B AWS
Support App K AWS FEE R (p. 211) :

RBUSBACHNACAUEEFEEARE, LIRGFEA IAM 25 &K JSON REEFmES.

A AWS Support App SIEZE R EE R KL

1. EFAWS Management Console , REEX A TMILITFF IAM #2FIE : https://
console.aws.amazon.com/iam/,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupportappinslack.html
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AWS Support FiF#5F
B AWS Support App B 17 [E]

ESMBEES , &R Policies (FREE).

priz=u k=4 {0

LR JSON &I+,

HWAZH JSON , AEERBEIRPEIRIMIA JSON, HALUER RBIZEE (p. 156).
BEET—F  i71%,

( FTi% ) S8 A A AR AR BEX R T B A I EI KK,

%32 Next: Review ( T—%: &8 ) -

EEERBITE , WA Name ( B ) , B30 AWSSupportAppRolePolicy 1 Description ( $#i& )
(A& ),

10. &EF Summary (BE ) TEUEEREATFHNIR , RFERE Create policy ( BIEXKEE ) -

© ® N O GO R Db

HERBEXAGTURITHERE, BXELZER , H5ZH (AM AFERE) PH6IZE IAM policy ( ##]
a).

45l IAM policy

B LLR T ARBIKBEHE IOE] 1AM B 6, KRB AFABX AWS Support App B L EREF AT LN
fRo &N Slack BEEREARRE , ZBETWEMA S HMEFHEERHVNR.

Note

X AWS EERMHFIR , F2H BT Slack FF AWS Support App #J AWS B X
B (p. 211)e

BT LA $ 3R BE LA AWS Support App H I BRX BR .

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicequotas:GetRequestedServiceQuotaChange",
"servicequotas:GetServiceQuota",
"servicequotas:RequestServiceQuotalncrease",
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications",
"support:DescribeSeveritylLevels",
"support:InitiateChatForCase",
"support:ResolveCase"

]l

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS Support FiF#5F
B AWS Support App B 17 [E]

BXRBIURENIER , F2H (BSENSZ) PHNATER

« AWS Support WIR{E, BRIBEMEZMHE
- RBIRFIEE, RIRMRMERE
+ AWS Identity and Access Management BVIR1E., BREMEZH4E

tE IAM Ae

BIERME , B4R IAM AR | FHRRBHINEZA®, EXFHOEFE T2 Slack BEEER ,
BULLER LA G,

3 AWS Support App BIEZ A &

1. &FAWS Management Console , A& LA TMiLFTFF IAM #2HI& : https://
console.aws.amazon.com/iam/,

ESMBEES |, %R Roles (Af) , ARFER Create role (BIEA®),
3t F Select trusted entity ( EERZEEKME ) |, EHFE AWS BF.
%38 AWS Support Appo

#E#FENext: Permissions ( T—%: PR ) o

MARBEER. BALUERE AWS RERKRILEREOBNEASERERE |, flm
AWSSupportAppRolePolicy. i SRrESEM EIRAE,

BERET—F 7%,

(AT ) B SAEARSENREN S A BERMEAER,

. i%#%F Next: Review ( T —&: &% )

10. 3 F Role name ( BBEF ) , MAR , Hlan AWSSupportAppRole,
11. ( ®i& ) XF Role description(B&#R) , HA B EHHEIR,

12. REA® , ARFIEE Create role, TEXFFOIEHEIAFEIE Slack BEEER , BEERLAG, &
SFEE Slack & (p. 160).

2

® N

BXESEL, WEH (A ASER) FHARAT AWS BEHAE,
[FIEHEE

BESRUT EBLLEEIT AWS Support App BITH .

SRS
- BABBRHI Slack BB FEMMITHERYE (p. 157)
« RELE Slack BER , EXEIRKBIEN IAM AE (p. 158)
. BHIAM BEHRDR (p. 158)
* Slack iR EHEL TEMN IAM BETHK (p. 158)
+ AWS Support App & R"ERD RFEREFH IAM BE (p. 158)

RS Slack BERWHFER TR ERE

BOABRT |, Slack BEHRHAFHANRRSHINEE6IERN IAM &R IAM policy FTiEE KR
B, XEREBEEPHENANIBRABEFEMHEANR , TieM2EHE AWS K/~ = IAM A
Fo
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_identityandaccessmanagement.html
https://console.aws.amazon.com/iam/
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AWS Support FiF#5F
B AWS Support App B 17 [E]

BAVEWEFE LT REKEK -
« 3 AWS Support App ELiE % B Slack &Ei&
s POBEEEL R ZIFRAINAFMASNBEE

« ERAX AWS Support App 28 BEFTERRAY IAM policy. iHZ 5 AT Slack 7 AWS Support App K
AWS FEEEM (p. 211).

HEIE Slack BER , BT RGIEN IAM AR

MR IAM &K HIE AWS Support App FIERE IAM Bt | XEKREIZA®EES AWS Support
App ERAIESRME , B ZAGCHENER. EAUNEFIEACRMUE— I \FAR. BSHLE IAM A
& (p. 157)a

BEH 1AM ABRDR

&7 Slack BESIEHN IAM AEFENRT ENITEZEENRE, S, MRERILL Slack FHWAFGIEX
Eiﬁﬂ , MiZBBEMUHER support:CreateCase PR, AWS Support App FHE(ELL & & EHITiXLE
MREM AWS Support App EIEX RO IRHEIRHES , BRIEMNZACHEBITEFMENR.
BESHEFEN =40 IAM policy (p. 156).

Slack fHIRHEETEN IAM BEBEFELK

BFRINGHBERELERT EBRNAR,

AN ;O =h=:)

1. ¥ https://console.aws.amazon.com/support/app#/config T2 H & F AWS Support Center Console.
2. EBIEN AWS Support App ELEHIEE.
3. M Permissions ( X [R ) o H , HEIEEZFER IAM BEE.
- BHEFUAG, AR Edt(RE)  ERZ-IAG , RAFERE Save (R7TF) o
EFEEHACHMMEZACHKRE , HEF IAM 254,

AWS Support App & RERD RS R IAM A€

ATETK P R A MRS BREE R NPEEHAY AWSServiceRoleForServiceQuotas B, REKE
BEXBROBFENEIRES  FRRUTS Rz —

s FARSEIARFAEREMRER. RWXEERE , RERIALBINECELER. AR5, B
AT BAE A AWS Support App £ Slack FiERIEREM. EXEZEE , 5 Requesting a quota
increase ( #ERIGHMPRER ) o

o BB AEH IAM policy, XFRFABIN RS RIMINE, =45 IAM policy (p. 156) FHILA T 5
A AWS Support App B iEBIEZRESREAE,

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}
}
}
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AWS Support FiF#5F
N Slack TEX

MREERERRBEEREN IAM EE , WAAFHBZABHEH IAM policy LA AWS Support App
NIEBE—INFAE,

Slack T4#EX

FRIEXH M AWS Support App BF TEXFEINRE , £ AWS K FE— AWS Identity and
Access Management ( IAM ) B, AWS Support App JFERLLAE , BEM AWS Support MRS RETE
A API #4E, flzn , AWS Support App &EAAEXEA CreateCase #1E , LUE Slack R R BB HF
EZV

==
A=

* Slack BESHYE IAM BEBHMNR, XEWE , Slack BEFEAAFNNREBSH MBI ZEE
#9 IAM policy 15 E R RA[E .

flan | IMREH IAM policy A FZABEENZHERFNTSEIMMEANR , N Slack BE
FREMAFE TR, EHFMERTIZRG, MR IAM policy RFZAREE RIEMNRE , I
Slack BEHH A AN EGREHIFRFINR.

- BNRWEFMERLHRIFTBY Sack THERANBE, RNBWERESHBE , #ER
BB

BB RENERT AWS IS 89 Slack THEX, MREEZN AWS K, MAAEZENKFHES
DLTSBRIERNITERX, MREHNIKSET AWS Organizations FHENALR | F BEEERNSZ MK
P, BBkE Authorize multiple accounts ( BRZ MK, ) o

 AWS Tk X Slack THEKX

1. Z&5E| AWS Support Center Console , #AFi%## Slack configuration ( Slack B.E& ) .
EANREL |, %#2 Authorize workspace ( TR ITHEX )

B iE R B 5B Slack , iEFE Sign in to your workspace ( B &I TH#X ) TELE , AIEXEH , &
JRi%# Continue ( 44k )

4. FEAWS SupportiERifi[E your-workspace-name Slack WEIRIIER £ | &2 “f ¥,

Note

MBIBTERY Slack HE TER |, BHERERE Slack EEANPR , 7~ AWS Support App
IR THEX, ESEEREMH (p. 153).

£ Slack EEE @ £ , Workspaces ( TEX ) THALEREN TEXE .

5 (Wik) ERMEZIEK , iEik#R Authorize workspace ( BN IR ) RAREES R 34, BHRET

E &k PR maNTHERX,

6. (A& )BNBERT , B0 AWS IKF ID 52 ERA Slack BEFHIKFEHR. EEQUE , FE

Account name ( Ik &5 ) TR Edit (HE ) , WMAKF B, REEE Save (R7F)
Tip

F R ETEMEHE R RIRBIA B #R. AWS Support App 21§ A It B #15R IR B 44 Slack &
B F, &0 AR B o
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AWS Support FiF#5F
O EN I

Edit account name x

Choose an account name that you can easily recognize in Slack. This name won't appear
in your AWS account settings.

Account name

aws-administrator-account

Maximum 30 characters (5 remaining)
Example Usage:
Account name being used by Support Slack App Bot

* AWS account: aws-administrator-account (ID: 123456789012)

Slack BL BT H 2 & REHN THEXBHRKF &,
Slack configuration

Workspaces Account name
| Delete | | Authorize workspace | | Add multiple accounts | | c | Delete | | Edit |
Workspace Name used in Slack
troubleshooting aws-administrator-

account

BENZPKF

ERENZD AWS IKFER Slack T/EKX |, & LUER AWS CloudFormation (p. 185) &
Terraform (p. 189) k812 AWS Support App &R

Slack B&

BN Slack TERXE , WA LAEE Slack EE LA AWS Support Appo

EEBERF I AWS Support App FEEH , BRI URIERFERRFIURBZRERGFEHN, ZBEELITRE
BIES , FlaFLIRNRAIRERRNRE, ERNNBENAZTHNREFEMAES.

Slack BE &K IAM BEHNR, XEWE , Slack BEFEMAF WA RASHMNEZAE R IAM
policy HigERRAERE,
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Eii& Slack Ei&

Blan , RER 1AM policy AR ZABEBENIFRAVTLREMEARR , M Slack BEHHE[AF
PR, EFMBRIGRG. MR IAM policy AFZABEFRENR , U Slack BEFHAFRXESR
BREUZIFRAIRR

BERZ AR —NKF R 20 NEE, —4 Slack BEZZAHE 100 N AWS K, XEKREZERE 100
AN P AT ORI Slack EE 1% AWS Support App. BATEWERFAMEBRHELAPN X IERAIFTEN
WP, XEAURDEEBERRERNBHRE , NTED N EMEERA T,

B AWS Ik ZBH4GIE AWS Support App H S FLE — 4 Slack B& , X## , AWS Support App = BETA

BiZ AWS K R RIFRE, WREELQHHEM AWS K- B&iE AWS Support App JIAZ Slack &
B, ERESR S,

Note

B LABLEYERN Slack Connect —ZB0MBEAREZNTERAZNEE, BR , REN AWS
KPEEBTHZEENE—NITEXFREMFE A AWS Support App, MBERZHENZ—PTHEREE
#HEH Slack & , AWS Support App 2IRE —&4EiRHE R,

Bl & Slack @&

. T£ Slack MARRFH , ®FBEEE AWS Support App £E M Slack BE.
2. FTERUTHERLEBIE AWS Support App ITIAEHIEE :
a. EF -+ BEEHEA invite , REEHIIRRETIERE Add apps to this channel ( R ARFRINE
WEE ) .

{ invite [ x]

-." Add apps to this channel

,S_l, Invite someone to this channel

b. E#ZRNARERF , BE Add apps to channelName (¥R BREFHE channelName ) T , #iA
AWS Support App.

c. % AWS Support App BB Add (D) o

In your workspace (2)

aws AWS Support

Add
AWS Support Slack App

BEFRTEROEHE , ARE%F Slack configuration ( Slack BE )
i%#% Add channel ( FiEE ) .

£ Add channel ( 7iN@i& ) WE L , Workspace ( TEX ) T, BECHBNNIEXEH. R
SIRRERIETEXBER , &0 LUEE R ER.
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AWS Support FiF#5F
Eii& Slack Ei&

Slack workspace

Workspace

Choose a Slack workspace to use with the AWS Support App. If your workspace doesn't appear below, you
can add a workspace in Slack so that the AWS Support App can access your workspace.

troubleshooting v

£ Slack channel ( Slack @& ) T , XF Channel type ( BERH ) , FEBLUATERZ — :

+  Public ( 2F ) - £ Public channel ( AH&E ) T , &F&#E AWS Support App AR Slack
BE (HE2)., NRIRKERENEE , FEBERFEFHER,

«  Private (% )-1E Channel ID (& ID ) T , # A&EiE AWS Support App I AK Slack BE
B ID = URL,

Tip
EERBEID, B Slack P ABEAMN LT X ( 68ET ) X8, ARMKER

Copy ( &#l ) . Copy link ( EHl&EHE ) . BIE ID RELLTF C01234A5BCD WIfE.

£ Channel configuration name ( BEEREST ) T , WA — N EMIRE AWS Support App B9 Slack
BEREBNEN. ZBEMNSELN AWS KF FER , TL%E Slack FER. BALBEEGREE
[T

&HY Slack BB E AT RERMUT AT REU,

API fiR7x 2013-04-15
162



AWS Support FiF#5F
Eii& Slack Ei&

v Slack channel

Channel Type

Public

Choose a public channel from the list.

0 Private

A channel member must invite a user to join or view.
Channel ID
C01234A5BCD
Channel configuration name
Choose a name that you can easily identify. You can change the name at any time.

MyTroubleshootingChannel

Tip

@ Tip To find the channel ID, right-click your channel name in Slack,
choose Copy and then choose Copy link. Your channel ID is the value
that looks like C01234A5BCD.

£ Permissions ( #XPBR ) T , X F IAM role for the AAWS Support pp in Slack ( Slack FFAWS Support
App B9 | BIRANE RIF AWS Support App fEA AIESE A,

v Permissions

1AM role for the AWS Support App

Choosing another IAM role for this Slack channel configuration can affect the permissions for any chat channels created
from this troubleshooting channel. You can verify that your role has the required permissions. Learn more

MylAMRole v

Note

MEEEKRBNEABRIRRERENAR , ESFH EEX AWS Support App K15
& (p. 155).
£ Notifications ( JBX1 ) T , IS EMAZEKRHIEL,

* Allcases ( FTERS ) - BERFAARFIEFREH.,

API fiR7x 2013-04-15
163



AWS Support FiF#5F
¥ # Slack BELE

« High-severity cases ( B EMRA ) - NEBRENEFRERESRIIRENRGAEL, EXESE
B, BSHE BETEX (p.3).

« None ( & ) - THEKRERPIEFEA.
10. ( ATiE ) WREERE Al cases ( FIERSG ) = High-severity cases ( G EMRA ) , MBAEDEE
TH%EDZ— :
+ New and reopened cases ( FTHRHIMEFITHF RS )
+ Case correspondences ( RHIEFEEE )

+ Resolved cases ( B#RIIEH] )
UTBEAEWR Slack FRIERFIEFE,

v Notifications

Additional case notifications

Choose when to get notified for cases created and updated.

O All cases High-severity cases None

Notification types
Get notified for the following types of cases that are created.

New and reopened cases
Case correspondences

Resolved cases

Note: You will receive notifications in your Slack channel for all case updates for this account.

1. EFEEH %R Add channel ( 1838 ) . Slack configuration ( Slack B ) MHE & & REHEE,

B3 Slack BER &

BLE Slack BEGE , BAUEENERTEH , LEX IAM BEREFEA.

E#T Slack BEE &

1. BERIEFHROEFE , RFER Slack configuration ( Slack BLiE ) »
2. 7EChannels (B& ) T , REBEFMENBERE.,
3. 1£ channelName WA L , BRI LUHITUTES -

i%#E Rename ( E®HR ) LEFEEREZH. ZBEHNAELN AWS IKF RER , FafE
Slack £ R,

1%4% Delete ( #IBR ) , BAM AWS Support App FHfllBREBEEE. EZE M AWS Support App #
B Slack BEELE (p. 182).

« 138 Open in Slack ( 7 Slack F#F ) , AIER K EEF I Slack EiE,
« &R Edit (45R8E ) LLEX IAM AEREL,
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AWS Support FiF#5F
1£ Slack H Al X RA

1£ Slack BEHF I EZFRH

M Slack THEXH 710 Slack BEfE , B AILAE Slack BEH IR ZFRH,

1£ Slack FEIEB X IFRHI
1. 7 Slack BEH#W AL TGS

/awssupport create
2. 7z Create a support case ( BIBXIFRA] ) SFEH , ATUATERE :
a. MREHU Slack BEEE T ZMNKF , BN AWS IKF EZRIKF ID, MRECIETHKSAER , W
ZESETEKF ID Bih, BXESEE , BSMRZEMN Slack TEKX (p. 159) :
b. XTF Subject (ER ) , B AXZFRAIMIRE.

c. XIF Description ( iR ) , BN X BHRAFTHER, REEFMAES , Hlmm AWS RS AT
EoZEMREEES R,
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1£ Slack HAIE X FRA|

a%s  Create a support case g X

Step1lof3

You can create a case with AWS Support for technical and account-
related issues.

AWS account

dev-ops-production (ID:12345678%9012 ) ~

Subject

AWS resources issue

Description

| can't find my resource in my AWS account. 2457

Mate: You can add attachments after step 3 when you confirm the case.
| %

ﬁ?¥-|:_250

£ Create a support case ( RIEXIFRA| ) MFEP , EEATER

%% Issue type ( RIFEEKEH ),

i%# Service ( BE )

i%4% Category ( 23 ) o

%% Severity (EMY )
EERGIEMAFEHIERE Next (T—F ) o

© o 0 T o

UTRBIETRT Alexa BREHBRRXZFHFRHI,
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1£ Slack Al X 1524
aws -
Create a support case &g X

Step 2 of 3
Issue type

Technical support v
Service

Alexa Services v
Category

APls v
Severity

General guidance w

3F Contact language ( KRBT ) , NENIBFROEFEEFRES.
Note

XTI MK R RS, Slack FHRETEIRE T R4 BIEX#E.

31 F Contact method ( BkFR A ) , 38 Email and Slack notifications ( BT #E4FH Slack BA ) |
Live chat in Slack ( Slack FHEREIR ) o

KT RHBIERT WMATE Slack FiEFE RN BX,
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AWS Support FiF#5F
1£ Slack H Al X RA

ﬁ Create a support case

Step 3 0of 3

Contact language

English v
Contact method

@® Live chat in Slack

(O Email and Slack notifications
Live chat channel preference

MNew private channel v

I A new channel will be created for your live chat session, and
anyone who is invited to the channel can see previous chat history.

Additional chat members (optional)

Add chat members

You will be added to the live chat automatically.

WRIEIE Slack FIERZNIIR |, BT FELASNE = “YFT5UE" /7 /YK B K508 & ik
i, FEYFLASTUE 61 — B IR A FA A STUE AR SAWS SupportREREIR |, M 2 538 65/ 24
BISE A E B LU REAWS Support KB EI X

( ATiE ) IR BIESE Live chat in Slack ( Slack FEYSEREIR ) |, BRI LU A H fth Slack BRI
Bo WNFHMFAASE , IZAWS Supporthi AR F £ Ba AT EN R ARMEIFRE, WFH
BISTE | MAWS SupportXENAR , AWS Supports B2 545 B 2R 2 BB R 3E B P ik E &K
o

Important

« RINBUERAFMEFEE TGRS FROANGHRKR

« MRENNEXBRFIBHFHKNHRLE , WAWS Support App F6E A 5 2 51 KB R
HENHIREE, ZAWS Supporti F T2 %&£ f & 2 5 A8 [E] 49 S5 B Bl R 508 & 3% 3.

« ABNBASUEERBARES , “HalsE" B TR, BRRNEHFLEETLREHEH
ARG REHFEE A G REHFEE UG REHFERE UG REFERE AU REFER
AT AT (R 48 B E A LA R
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1£ Slack H Al X RA

7. (Wi ) 3F Additional contacts to notify ( EEBHMNWEMBKRA ) , BHiE A B FEB bt UERAEX
RIS ROIEHVEH . EHZARM 10 N FopRibnt,

ik Review ( T8 )

£ Slack BEH , EERFIFMER . BARMTATERE
o EREdit(RE) UEURRGIFAER.

o FXXHRMEBIRG, Rk, EREBUTSREEE

a.

JE#E Attach file ( MiAN3Z# ) |, &4% Slack FH + BFR , ARFIEE Your computer ( B ITE
).

SAAEIRE SRR

1E Upload a file ( £&XX M ) MFHEH |, M A eawssupport , RAFEKIEERE = E2p 7

=
AR

« BERSULUMM=X4. BNXHFRARAN 5MB,

o MRFTHMMBIZIERE , MME 1 /DERRRRSG]. WRFHM , NREH RN
o

1%$2 Share to channel ( #EZ)iE& ) , L5 Slack BEFHEMAREZRFFAEE . ECIER
Bz, BUERET SENEAREZRGFAEE,

10. EFRPNFMEES , AFIER Create case (RIBERH )

RTRAIERT Alexa BRFHIRAR LIRS,

aws

@® Only visible to you

AWS Support APP 1-02 Pm
To request a live chat with a support agent, choose Create case.

Case subject: Question about my Alexa services
Description: | can't sign in to my Alexa services and am receiving an error message when |
use the API.

* AWS account: Will (ID: 123456789012)
¢ |ssue type: Technical support

* Service: Alexa Services

» Category: APIs

» Severity: General guidance
e Live chat channel preference: New private channel

The AWS Support App will create a new private channel for the chat session. A support agent
will join as soon as they're available.
Edit Attach file Share to channel Create case

HEXEFRGE , ROKACETEEE/LIHIRIET.
1. HENXISRGIEHE , B LUERE See details ( EFEFMAREE ) UEBRHIEFEE. AT, ETHRITHN

TiRE -

« %32 Share to channel ( #ZZ&E ) , L5 Slack BEFHHEMARZRFIFHAES.
« 1%&E Reply ( EE ) BURMBERE.

* i%&¥¥ Resolve case ( BB &R 2013-04-15
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£ Slack PEIE X IFRF

Note

WMRIEIEFRAIE Slack FEREFIEHERN , TBRBRZFRAERK See details (EFHFH
B8 ) &I,

£ Slack P EIE X FEHI

BRI LLARBIRINES |, SINMRGHEAEEFNMYE  HEEIHEENEE.,
Note

o AT LUEA AWS Support Center Console BIE XIFEE, BXELEE , BSREH. AR
MEFITFEHRSG (p. 10) :

« #BFEAAWS SupportRl AR F Al ZBEPHNRFIRMEEER. ERHPFREBEEXSEEMNBEX
HA 8] 6 R FE R IETE B o

1£ Slack FEIE X FE=HI
EIZH Slack BiES | BB EN, EBALUA A /awssupport search EHREHZIFEH,
IR ERBIEZM See details ( EEHFMER ) -
EROIFMEERL , k¥ Reply (EE ) o

Share to channel Resolve case

4. 7£ Reply to case ( BIE %A ) XiFEH , £ Message (HE ) ZRDPEWARBHEERHE R, REiE
BTF—%.
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£ Slack PEIE X IFRF

a%s  Reply to case & X

Step 1 of 2

Case subject: AWS resources issue
Message

I'm attaching a file to this case that can help you troubleshoot
the issue.

Mote: You can add attachments after step 2 when you confirm the message.

EERBRRAN. TANRIRAXNERTENRGIEBMNIZFTR,

( /3% ) 3 F Additional contacts to notify ( EEBHWHEMEKRA ) , FAALSEEREREIEFR
BlEFT BN St F a4, BHRSERM 10 N FEp4Esbt,

#%3E Review ( iz ) o AR , BUUGRERERERBEE, MIX4RIsZEEE,

BHERIFEER |, R Send message ( KEHE )

(it ) EEESERHIaINERFES , ik Previous correspondence ( ZBTHEERFER ). EE
BEFEHE , 1% Show full message ( ERTEHE ) -
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A5 AWS Support #93ERT Bl K & 1iF

Example : 7£ Slack F El& R44|

@ Only visible to you
aws AWS Support APP 10:53 AM
Torespond to this case, review and then choose Send message.

Case subject: AWS resources issue
Message: I'm attaching a file to this case that can help you troubleshoot the issue.

We will contact you by email and Slack notifications within 24 hours.
Additional contacts to notify: None

Edit Attach file Share to channel Send message

Attachments: error-log

Delete files

V You successfully attached 1 file. Choose Create case within 1 hour to include the file
with your case.

I AS AWS Support BISEETEI R &5

BARBIBERENRE , BUUAEXFERERESXREREEREXFERAREEXGERIAENE
NI XS E LS G ERER RSP RS E SRS ZIFAWS Support EEFEIEE ., 5XIFER RGBS N
B IR BRI H b A 5 3235 B FE LA R S8 B0E S 0SSR B R Y (R EL A A OB 8

Important
BEEERRMASENETARTAEEEXBFEIRRAMNPRIZZNFEAEFES. RINENE
AAMEEHRXEFRFANAF, BXRES EFBENEMKR AT NS SERAIIR,
Note
MREXLNPRSE XREEMRNzE. HEMzE , ST UERNRBESRBES
SBERENRFNFTEERH . MREBEFRFHEREE , EEHEZEIE App ( Z58IEAWS Support
App ) BIEXEBENEERE,

b A & #9326 B0 K 0 A & 89 SE B B K BN A & 89 SE RS B R BN A S AWS Support ) S5t B K B KA B R

1. 1£ Slack MARFH , SHZE AWS Support App HIZCIEMNEE, HRBEEDFENZIFRS D, F
N awscase-1234567890,

Note

AWS Support App £ EEH S ARMEXMHRBEE , AEPE8AXZFRANFAES.
MEIEEES , BAUERHRSFRRG, BAEEERH TR ZBE R EREEH
o

2. ZBEEMAZEERN , SUUSEPRNENXZERM. IEAXBEFMAZEEZE , BFETE
FZBMRFEGES  HlbZhl , REFEEHFLHAEENRIBEEERP,
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A5 AWS Support #93ERT Bl K & 1iF

3.

Jane Doe 108 Pm
4 was added to awscase-1234567890 by AWS Support.
aws AWS Support 4PF 1:08 PM
set the channel topic: A support agent hasn't joined this channel yet or has recently left. Until the next agent joins, messages that you send
won't be visible to AWS Support or recorded in the correspondence for this support case.
aws AWS Support AFF 1:08 PM
A support agent will join this channel as soon as they're available.

(%) AINEMERTREE, RABERT , WXBERZTR.
TEEEMABKRE , REEFLTFENIRS , AWS Support App FiZ KB X,

B LS ISR TR RG] | FHRMEM S M4 A2 B)ZEEH. AWS Support App & B 318K
XHMPXBEREFIRFBEER P

Note

BEXIEEREHRE |, BEE Slack 1 AWS Support App BIELTX 5 :

c XFEFELTEZEEAZNHEEREE, FERAZTHERERFHXNE |, BREZXFERNFTHE
BH A

- MREHFBIMRES  ERNDUUBIRBEE, SXABRBAFEETREREFH
=W

Example : SEERTEIR &%

NTREXZFEREH#ITRNEIRSTE R Amazon Elastic Compute Cloud ( Amazon EC2 ) S£4
ERERBN RE

aws AWS Support 4P 4:22 pM
set the channel topic: GA support agent is active in the channel. All messages that you send are visible to the agent and will be recorded in the correspondence for this support case.

aws Kayla (Support Engineer) #°P 4.25 Pv
Hello my name is Kayla, how can | help you today?

John Doe<:28 PM
Hey Kayla, I'm having some issues connecting to my EC2 instance

aws Kayla (Support Engineer) #°7 4:23 M
Sure, let me take a look at the details of your case

John Doe .28 pm
No prob, let me know if you need more info from me

| also have my colleague Tony in the chat, he has a bit more context on th eissue

aws Kayla (Support Engineer) AP 429 P
Can you provide me with the instance ID?

Tony Jackson 4:29 PM

31696f09-f826-45d0-ba@Z -ecSchI2d4ars

and

c9b7f99c-6edb-46f2-b9b4-ael3bB54e32Z8

aws Kayla (Support Engineer) #4PF 4:29 P
~ Thanks!

( Wik ) EEFLEXNEIX , iH%R End chat ( £RPIK ) » ZFEEEFFIEE , AWS Support App =
IEIRREAIIR, Ea AR B MBI X ERFINRABEEE2MNPIRIER.

MERBEHR | BT LUAEER B BikE Resolve case ( FEREH ) FEH A /awssupport
resolve,

Example : £5RSERTEIR

LTEEREERTAX Amazon EC2 SEHIMRHIFMES . LT LE Slack BE R T K2 E EH
o
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A S AWS Support BISEETEI R &iF

#» Pinned by AWS Support
aws AWS Support ae 2
This is a live chat channel for the following case.
Case subject: Cannot connect to ec2 instance (Case ID: 6887208841)

Description: The ec2 instance i-09f00da444 was unable to lookup our dns region. We had full
access yesterday. Now we get “Access denied” message.

Case created by Jane Doe (in Slack)

@ Status: Unassigned

e Created: 02/16/2021, 2:33PM PST

© AWS account: Instance Management (ID: 111122223333)
¢ Issue type: Technical support

@ Service: Elastic Compute Cloud (EC2-Linux)

© Category: SSH Issue

® Severity: Production system impaired

Example : IXBEFHBEEEERBEH

THREATERL TREBHNSSANI R EEN R : HitMEEEWMRERERMT EFH.
aws AWS Support AP 3:25 P
A correspondence was added to the case after the live chat ended.

Correspondence: Can you link me the article one more time? Correspondence added by
in Slack)
Status: Unassigned

To reply to this correspondence, go to this thread or sign in to the AWS Support Center, Learn more
aws AWS Support
The following case was created for account (ID: .
(Case ID: )

View original message

Thread in # Jan 23rd  View message

o docs.aws.amazon.com
Replying to support cases in Slack - AWS Support
Use the AWS Support App to reply to your support cases in Slack.

BAFERHRRS (BER, EEH#HTRELR ) , MREBEEERHEELRHMIMEERM
B, Support App G iR 4EEEE & B LI RIE R R Slack FEREE., A BN ZEBHEMA
H fth a7 B[R] b R A5 Y B IE B S b R A
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AWS Support FiF#5F
A5 AWS Support #93ERT Bl K & 1iF

MAERSERBRMASH SR BIRINA S/ SEEEIR A SAWS Support#y 3K e Bl X A9 SE et Bl R

1. 7 Slack NAEFF , SMEJAWS Support App AFIIR. EAZEERLT , XHREXRAERGINF
TR EE,

2. ZPBEEMAZE , EUUEXFEEMAZIMROENPR, IELYXIFEENAZIRZE , BFE
FTREIZHXRPHES , Bk d , XEHEEF2HAELNRLBERFRP.

Note
BIEMRLFEHRES , B KEFLBIEWRIER 2N EKEFLISERHE S . AWS Support
Thl’ead @ aws-support-communications

aws AWS Support APP < 1 minute ago
The following case was created for account

Question about my Alexa services (Case |D: )

A support agent hasn't joined this chat session yet or has recently left

Get updates See details End chat Reply Resolve case

aws AWS Support APP < 1 minute ago
@Jane Doe requested a chat for this case.

Question about my Alexa services (Case |D: )

aws AWS Support APP < 1 minute ago
A support agent will join this chat session as soon as they're available.

a Tip: Editing and deleting messages is not supported during the chat session. Support agents
will still see original messages.

(A% ) FRICEASUE R R AR R EB P BB,

XBEFEMABRE , BRFLTESIRE , AWS SupportApp FHiZKBIR, SXHEREXGEFES
XBEREXFERSXFEREXEFRM, AWS Support App £ B3I FEMN XHMBIX B SREFRR
PIBERERF

5. (k) BEFLEXRNWX , BMZENKNPRPIER End (EREXK ) o IIFEFEEITZE , AWS
Support App {F1EI1EFRETEIR . & AT LAH B B b0 B bt X5 RO RBIBEE BB RIZ R,

6. MREFEHR , LM ZIERKEEE L Resolve ( BREH ) o

Ll
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£ Slack P RZIFEH

Thread & aws-support-communications

aws AWS Support AFF < 1 minute ago
The following case was created for account

Question about my Alexa services (Case ID: )

A support agent hasn't joined this chat session yet or has recently left

Get updates See details End chat Reply Resolve case

£ Slack R#ERZIFREH

£ Slack BEH , ZAI LM AWS Ik~ MEMEE TAHRBEN TEXNIKS PEEXFRO, Fla, mR
B (123456789012 ) FIEIEAIMKF (111122223333 ) £ AWS Support Center Console B & T 48
B TEXFEE , St Al LUER AWS Support App BRMNEHF BN ZIFRSG,

ERAENERER , TUERTIER

« IKFID
- RHIID
o ROMRZS
- KRiBS
- BEISEE

Example : 7£ Slack F#E & X4l

LR REIERT MBS IEE BHEE . REOMRBSMEXRIE S Filter options ( fik&RMAET ) B3R ANk
Fo
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FRENEBRER

@ Only visible to you
aws AWS Support APP 1:07 PM
Search for cases created by account aws-administrator-account (ID: 123456789012).

| want to search for cases by:

@ Filter options
) Case ID

Date range:

10/01/2022 v Today v

Case status:

All cases v

Case created in:

English v
Search

1£ Slack FERZFRHI
1. 7£ Slack BEHMALUTGS :

/awssupport search
2. XTF I want to search for cases by: ( BB UTHFRNERRS . ) KM, FEBUTEIZ—

A. Filter options ( LSRRI ) : B LAER L TRTURIE RS
« AWS K/ : REBEHBEREZ MK , T2ERKIIK,
- Daterange ( HESEE ) : RAWGIZERH,

+ Case status ( R/AVRE ) : HEIRBIRE , B0 All open cases ( FTERRESH ) =
Resolved ( Bf#R ) o

« Case created in ( REIQIEIES ) : ROIMWBKRIES,

B.CaseID (EHIID) : WARH ID. —RREMA—NRSE ID. MREEBEHESNKS , Hik
B AWS K/~ RIEREH,

3. EBRER, BRERLE Slack FER.

ERENERE

BUFRBIN AWS Tk IR E =N RFRH,
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FRENEBRER

@ Only visible to you
aws AWS Support APP 1:51 P
3 results found for cases created from 10/01/2022 to 12/28/2022 with AWS account
aws-administrator-account (ID:12345678%2012).

Case subject: Can't retrieve info about my certificate (Case |1D: 12345678%0) See details
Created: 10/25/2022, 10:30 PM UTC
Status: Resolved

Case subject: Question about my AWS account bill (Case ID: 4445556660) See details
Created: 10/14/2022, 7:35 PM UTC
Status: Resolved

Case subject: Technical support for EC2 instances (Case |ID: 9087654321) See details
Created: 10/13/2022, 2:28 PM UTC
Status: In progress

Edit Search Share to channel

WEBRERR , BAULBRITUTRE

EREHERER

%32 Edit Search (FEER ) , EREZAINHERMEIEINHRS 1D,
i%3% Share to channel ( 7 EZEE ) UEBEPEERER.

%1% See details ( EFFHAFELE ) , EFFRARIINESFELE. B LIERE Show full message ( £ 7R
EEHE ) EEHRNEFBEES.

4. WRIEIZ Filter options ( FERMIEI ) HITER , BRERTELQREZSNRA], %E$F Next 5
results ( B TRE 5 NER ) = Previous Sresults ( 2B 5 NER ) |, BEFEETRIFZAW 5 NER
i,

Example : RN ZFERHI
IR RBIE R T iER See details ( EFFAELR ) /5 2SHRHMKF FIK L 7B X 152460,
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1E Slack R I = A

@ Only visible to you

This case was created on 10/14/2022, 10:30 PM UTC.

Case subject: Question about my AWS account bill (Case ID: 4445556660)

Description: | have a question about a charge for my last statement

e Status: Resolved

o AWS account: aws-administrator-account (ID: 123456789012)
® |ssue type: Account and billing support

e Service: Academy

e Category: Account/Lab access issue

e Severity: General question

e Language: English

Correspondence:
Amazon Web Services, 10/25/2022, 10:30 PM UTC

This case has been resolved. Please contact us again if you need further assistance.

Share to channel Reopen case

£ Slack PR RZFRHI

MRETBEEXRFR) , AECBETHE , WETEEE Slack PRRAIZFRA, XtERT AWS
Support Center Console FEVESH, BREHIE , BRALBEEENRIT T ZZRM.

1£ Slack F# R IFERHI

P w N =

B Slack BES , $MEBIXFRA, S Slack FEEZIFERSG (p. 176).
IR B See details ( EFIFMELS ) -
% # Resolve case ( FEREH ) .

£ Resolve case ( #RREH] ) FTiEES |, i Resolve case ( FERER) ) . AT LLE Slack BEFHM
HEFROEE AP ERITFRO,
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AWS Support B P #55
£ Slack A EH T X IFRHI

Resolve case X

Resolve case 12345678907 You can reopen the case at any time.

Cancel Resolve case

£ Slack FEFHITHF ZHBFFRH

BRZFRGIGE , BRTLUM Slack REHITIFIZRHA.
* Slack BT KR

ERETE Slack PEMIT AN XIFRS, ESFE Slack PEEZIFES (p. 176).

%1% See details ( EFIFMER ) -

#%#& Reopen case ( BT EM ) o

£ Reopen case ( EFITFARH ) XiFEH , £ Message (HE ) FERHP W ARBNEEHER,
;ﬁ#'lz—*ﬁo

o h v~

a%s  Reopen case X

Step 1 of 2

Case subject: Question about my AWS bill

Message

| still see this issue in my account. 2463

Mote: You can add attachments after step 2 when you confirm the message.

[
6. (HiE)WMARMBRA,
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53R 38 0 AR 55 BR &

W% Review ( 8 ) o

BERPINFEMELR , AFEEE Send message ( KEHE ) « BHRPILEHITIH. MELFERES
RISEREHITHAERBIX | Slack £ 52 51 #) 35 a5l K 38 18 =5 ) K & & = B K& & A B B B K&
B, MESRFRBITENPREZNBFINUERRBITIENER , WSITH - MHFWPXEE, MEE
FERB|ITENHREZ B G RERRBITIENER , WSERHEEFHEE,

15 3K 18 0 A 55 PR #

SETTLAM Slack EIEJ K F= 15 3R 18 h0 AR 55 R &

TSR AN AR S5 PR

1.

£ Slack BEHRWMAL TGS :

/awssupport quota
1E Increase service quota ( I8 HNARGSRE ) WiFEP , MAUTER :

a. & AWS IKF,

b. &#F AWS X,

c. #%#* Service name ( REEB#H ) -

d. #%#F Quota name ( BREEHM ) -

e. WABTEMREHM Requested value ( BERHIE ) o BT A— DMK TFEIARFHE,
1%£$F Submit (X ),
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M AWS Support App F B} Slack BEE &

Example : S&AF iR Alexa K938 hnpRER

a%s  Increase service quota g X

AWS account
- g (1D -

AWS Region

S East (M. Virginia) | us-east-1

1

Service name

Alexa for Business v
Quota name
Address books v

Requested value
30

Current quota value: Not available

Default quota value: 25.0

B RS REFEHAPEFTENER, BXEZELR , HSH Service Quotas AF B FHIERE
I —

M AWS Support App il Er Slack BEEBL &

MREFEEFTEERE , THEM AWS Support App il Bk, EEERERFNM AWS Support App 1 AWS
Support Center Console i BrRiBE, BEiERM Slack H il ER,

BHRZ LN AWS 1K R0 20 MNBE. MREESEBLRE , LXAMERBR—NEE , AEFEERMS —

N
Mo
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AWS Support FiF#5F
M AWS Support App F Bk Slack TEXE &

B Slack BEEE E

1. BERIEFHROLIEES , ARFER Slack configuration ( Slack BLiE ) »

2. 7£ Slack configuration ( Slack Bii& ) WE L , Channels (@& ) T , BB ERH , RAEER
Delete ( filBx ) -

3. 1£ Delete channel name ( MIBREEE R ) WNIFHEF |, 1%£4F Delete ( #IfR ) » B2 EANERFIEE
A INE| AWS Support Appo

Delete MyChannelName X

After you delete this channel, you can't use the AWS Support App in this channel. You

can add the channel again later.

M AWS Support App F#IER Slack TEXEE

MREBFAFETEXEE , TFEM AWS Support App FfllBR, LHIR4ERFIM AWS Support App 1 AWS
Support Center Console FiIBRTEX, THEXTF M Slack F il kR,

BHERZAEHR AWS IKF 7R 5 MNITEX, MREDAFIRE , LHEMER— Slack TEX , REF 88
%\%ﬂu%_ﬁo

Note

R I TAEX S A9 EIE R INE] AWS Support App , U 470 S il BRix LE @38 | RIS = BEMiBR T4E
X, #EZSFM AWS Support App F 1l Bk Slack BEEEE (p. 182).

MBS Slack THEXEE

1. B %E AWS Support Center Console , fRfFi%$#F Slack configuration ( Slack BLE& ) o

2. 7 Slack BEER M L , Slack workspaces ( Slack T4#EKX ) T , #£#% Delete a workspace ( Bk T4
X)o

3. 7£ Delete Slack workspace ( #lB& Slack T/EX ) 3HiEHEH |, iR Slack TEXEH , REEE
Delete ( ik} ) . Fz BB ITERKFME AWS IKF,
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AWS Support FiF#5F
Slack F#9 AWS Support App 54

Delete Slack workspace b4

After you delete a workspace, you can't add channels for that workspace. You can add
the workspace again later.

Slack workspace

Cancel

Slack H#9 AWS Support App 5

VR N AL A
Slack BB i T
SR LATE3B1E AWS Support App TIAR Slack BEH AL TS, Ut Slack BEBHBLIETRA AWS
Support Center Console FH B E &EEiE,

/awssupport create # /awssupport create-case

B ZIFRH,

/awssupport search 5% /awssupport search-case

BRREH, BAILEER AWS K #5 AWS Support App BLiE T [E — Slack BB XIFRH,

/awssupport quota ¥ /awssupport service-quota-increase

EREARSREA.

K RBER T

B LEERBIREEDHALL TGS, X2AWS Support App 1E&IER IR EIFR N ERIEMNEE , X2 App
ERBIEN N EAEMEEAWS Support, BIXRBESIFROZFRAI ID , Pl awscase-1234567890,

Note

EA LA PER R ERHITINPRE , LTHETTH. MR ZBR , EANRIESES LK
A EAS KRR, BEMOREARERRE,

/awssupport endchat

i BR 2 455 BE RS S 5 RRBT I R & 1%
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1£ AWS Support Center Console
#E AWS Support App BEER

/awssupport invite

BB Y S5 BEFE DDA LB E

/awssupport resolve

FRRZIFRG

£ AWS Support Center Console F& & AWS
Support App BEEE
BIE Slack BEHRAKFAIE, EHMBMRIISRGN , A UBRRIHFLEFINEEERM. BANESF
ROBEERUBEZRFIRECHE Slack BEEHRES , EEEXIFEENIXRIZE , UREKREM Slack
E R
EEXE Slack WBEFE A

1. EXKF B AWS Support Center Consoleo
2. BEBRENZEERSG,
3. 7 Correspondence ( BEEE ) F , BAULIEFTRSE Slack BEF CIEMEFHZRHI.

Example : X RH|

ETFIRBEES , Jane Doe £ Slack FEHITH 7 —IMXHFRH. XFHORHENIFRITHERIL
BERER.

Correspondence

MylAMRole (Role) I am having difficulty retrieving information about my certificates.

Thu Feb 24 2022
09:09:33 GMT-0800 _Case created by JaneDoe (in Slack)_

(Pacific Standard Time)

£ AWS CloudFormation 22 Slack 9 AWS
Support App &R

Slack F#9 AWS Support App 5 AWS CloudFormation $£5 , & 2 —TMRS , AT&EBIEXT AWS &R
TERENRE  XHEAZFTRINNERGIEZNEERRSEMZE. BANE—MIRPTEN 2
AWSHIR ( Flan#& I AccountAliasFSlackChannelConfiguration ) B9#84R , AEN A ETREMNE Bix L7
o AWS CloudFormation

EEERA AWS CloudFormation B , fEE A BWERR T EE R ERA AWS Support App &R
HIREBHNEFR—R , REESD AWS IkF XS REREBEHEBDER,

AWS Support App 1 AWS CloudFormation 14

3} AWS Support App FIHEXIRSTREME B RIR , B4 T # AWS CloudFormation 14, k2
JSON = YAML B SIAR S, XLEBIRIERESE AWS CloudFormation e FiABE N EIR. MREER
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AWS Support FiF#5F
RIEHALLABIEE Slack BB RIR

ZR JSON = YAML , T ELFE AWS CloudFormation Designer BY#EBY S FF 34 EF AWS CloudFormation #&
o BXEZEER , ESH AWS CloudFormation A F 8RRV 42 AWS CloudFormation Designer ? o

AWS SupportR 2 FF X 35 8] 2 & #9 AccountAliasSlackChannelConfiguration fIAWS CloudFormation.
BREZER (¥EMSlackChannelConfiguration & JR# JSON 1 YAML ##RA ) |, H50H (AWS
CloudFormation |l F#5E8) F1#9 AWS SupportApp BIREH S £, AccountAlias

HNIEHIA L 62 Slack BLiE R/IR

& 0] LAfE A CloudFormation#& 4z SR 81 2AWS Support App FTEHRIR. MREZHDMEEIKF |, WA AE
FAREARTE AWS Organizations 13 B R i 81 221X L4 5R

Blan | eI LAE RAEAR N AR TRV FT RIS GIZAEAY Slack THEXEE , BE/EEARIMAERNFE AWS
JKF AL BN (OU ) BIETRER Slack BEEE. &t ] LAEAERKEE Slack THEXEE , AEX
RN E AWS K7 BLEFRREY Slack B,

BRI LLE R R EE A CloudFormation #iR. MMRFEHA CloudFormation iR , M AR AZTHA T FHS
R

+ £ AWS Support Center Console H 42 AWS Support App &R

+ {£F AWS Support 81X FRE] , UIENZNKF (p. 160)# A AWS Support App.

» Y RegisterSlackWorkspaceForOrganization API #£4E 7 &I K F 3£} Slack T#EX, CloudFormation
RSN BERZ APl 2E,

RBULT S BHF CloudFormation 4k L& ZIRAE LR, EATLIEERH AWS Support App BRERESZREH
9 R ABIRE AR

ZHERS & CloudFormation BT &IR :

* Slack BEEE.
+ Slack TEXEE,
« £ 7 AWSSupportSlackAppCFNRole By IAM £, Hiin AWSSupportAppFullAccess AWS 1£& Kk,

B
*+ A Slack EF## CloudFormation 4R (p. 186)
- NEEKSBIERHER (p. 187)
« NALRBIEHERE (p. 187)

7 Slack EEFEH CloudFormation &4y

B, BEANATERKEER, BLATUFERERN Slack TEXMNBENERE,
Note
RNTEUE A ZERN EHHELEBIE AccountAlias AR, AccountAlias # R AWS Support

App FHE—FRIR AWS Ik, B AKF JUEXBROMMEHEFRAKF BEH. BXESE
B, 5B Slack THEKX (p. 159) :

7 Slack EFH &K CloudFormation & 4x

1. MRERAL[NERKS , WAAF R B RN Slack TERX |, REEH KR 826 R
CloudFormation R 8|2 %R, MREKREN , ESF T Slack TEKX (p. 159).
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.aws.amazon.com/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-supportapp-slackchannelconfiguration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-supportapp-slackworkspaceconfiguration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-supportapp-accountalias.html
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RIEHALLABIEE Slack BB RIR

2. M AWS Support App BIREESETEPEFIFTERIRA JSON = YAML #E1x,
3. EXHRRERTP , CFEREEBF P,
4, EERTP , BEEMENSHR. ELFTEBRUTFZERNE

« 48 Slack T#EX ID #J TeamId
« #A Slack &i& ID 8 Channelld
» %A A TFHRR Slack BEHE R A ChannelName

Tip

EERITERMEE ID, FEXNKEEEFITH Slack B, £ URLF , BN IEXID 2FE—
MRIRA |, B8 ID RE=/MMREF, HlI0 |, 1£ https://app.slack.com/client/TO12ABCDEFG/
C01234A5BCD # , T0O12ABCDEFG £ T4EKX ID , C01234A5BCD £&:& ID,

5. FXHEHEN JSON = YAML X4,

NEEIKF o2 #ix

ETX , B4TEARPAETEKF A EH#KR, WPBRARNEEA RegisterSlackWorkspaceForOrganization
AP 24EHE M Slack BN ITEX,

Note

BZNBWELEELE—ShRNBEEKSEHH Slack TEXEBER, BRIEGER B ETEMK S LUE
A AWS Support App , BT FE L& Slack BEE BEHER,

NEEKF 02

1. FRAALANEEKSZREAWS Management Consoleo
2. FTF AWS CloudFormation #£#14& , it : https://console.aws.amazon.com/cloudformations
3. WMRMRIRE , BE Region selector ( XFEFESR ) B, EHFLT AWS Xig Fry—14 -

o RRMHX (EZRE)
o BRMBEX (BRXE)
. BMX (63)
o XERI (FHFHRILMILER )
- EERI (BZEM )
- ZEBEI (BRERM )
o WAMX (FNHE )
s WAMKX (FRK)
o INEKXR ()
4. RBRISROUBHEKR, BEXESZEE , HSHTE AWS CloudFormation ###i& £ 8I2H1k.

CloudFormation B I &I #k /5 , & LA AMEERNERN ARG EHEKE,

NAL BB HERE

ETX , 3 Slack TEXEEFERHEBNENR , LLEIEEE service-managed NRHIMHERE, BRI
HRENEMAMRMER , BAILUEEREN OU. AXEZEER , BERMEBHRE.

I BE S R EB A RegisterSlackWorkspaceForOrganization APl #&4E, Itt API #24E4&J 5L 3 Mk 7= 6 F
Slack g*xlﬂzlzo
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.aws.amazon.com/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
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RIEHALLABIEE Slack BB RIR

NELCIEHERE

1. FAALANEEKS ZREAWS Management Console,

2. 3TFF AWS CloudFormation ###4I4& , #bdk : https://console.aws.amazon.com/cloudformations

3. MEMKIRE , 157E Region selector ( XiFiEFeR ) F , BEREEL—SHEHANMER AWS X,
4. TESMMBEEH , %E# StackSets,

5. 1&# “fIE"StackSet.

6. 7 Choose atemplate ( EFER ) REH L , RE AT IEDHBRIAEI

10.
11.

12.

13.

14.

15.
16.

17.

+ 7£ Permissions ( fXfR ) T , /R & Service-managed permissions ( REIEENR ) -

+ 3IF Prerequisite - Prepare template ( e R&M4 — R ER ) , BHHRE Template is ready ( EiREH
%),

£ Specify template ( F5E#MR ) T , & Upload a template file ( LAEERH ) |, ARFiEE Choose
file (EFHEXH) o

EESH , REEFE Next (T—F ) o

£ Specify details ( $§EStackSeti¥ {52 ) WA Lsupport-app-slack-workspace , S A% B
o, IR HIER Next (T—F )

& Configure options ( Eti&StackSetiTl ) WE L , REMINED , RFEEFET—F,

£ Set deployment options ( REIFEEM ) WHE L , X F Add stacks to stack set ( JFHER R INEIHEAR
£) |, RFEERIAH Deploy new stacks ( ZPBETHERL ) I,

3t F Deployment targets ( ZBE#R ) , RFEEBNENMEAREE OU SIEHK, MREF OU , &
WA OU ID,

3 F Specify regions ( EEEXIEH ) , AT AWS Xiff 2— :
s RMibX (EZXRE)

o BMX (ZBRZ)

« BMX ()

- ZEERID (HERLMILER)

- ZERID (BZEMN)

- ZETEID (BBRM )

o WAHX (AN )

c TA#X (RR)

. MEX (HE)

&

« ATREETAER  RNBWEERESR 3 REFHER AWS XH ,
< ERZ AWS X ARER S B AR R E R,

5+ F Deployment options ( ZFBi%IR ) M Failure tolerance - optional ( 4580 - Tk ) T , WAL
CloudFormation £ 1R Z BIMEMR ATRE R MV IK P 3. BATEWEM AR MWK BHREE—. fl
m, MREIEEMN OU B 10 MNREMKF , WA 9, XEWRE , BIfE CloudFormation REXK 9 )X ,
HwEDLE—NKF LRI,

BET-—%,

1£ Review ( #1% ) WH L , REEMIEFR | AFEEFE Submit (12K ) » BABLATE Stack instances ( #
KEH ) R+ LR EHERIRS,

(Wik ) EENTSTRI £ Slack BERBENER. REERESEIE IAM BE&HHN AWS £E
K, ZABEBHNEMRSFENNIE, BXEZELR , HSREEX AWS Support App Bk

| (p. 199) - API fix7~ 2013-04-15
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https://console.aws.amazon.com/cloudformation/
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T &A% CloudFormation HEZE &

MRBETBIEHRERBIE Slack BEEE , WENRAKS TAFHERE Slack BiE. EXEZE
g , HSREE Slack BiE (p. 160) :

CloudFormationBlI 2% /5 , AR R MK &8 a1 LAZ FSupport A O0RHEIAH KB HE B Slack TEKX
M@, AF , A1 LUF AWS Support App AT ECSH AWS Ik, iESH1E Slack BEFBIEZIFR

Bl (p. 165)o
Tip

MREFELEFER , RNBWELA 2 BIEENER AWS XiF,

T fi#F % CloudFormation WE Z{E &

E 7 #AX CloudFormation WEZER |, SN TER :

* AWS CloudFormation

« AWS CloudFormation i /{5

+ AWS CloudFormation APl &

+ AWS CloudFormation s 51T R E A/

A Terraform 812 AWS Support App &R

BRI LAE A Terraform 3 AWS K 12 AWS Support App &R, Terraform & —infrastructure-as-code
NuUATENAER. B LR Terraform 81ZAWS Support App &BIR , T 2 FCloudFormationH4k ZB
EEKS,

R % Terraform Jg , B LAIEEFTER AWS Support App &R, Terraform &8
ReglsterSIackWorkspaceForOrgan|zat|on AP| BERZEM Slack TERX , ARIERIR. R, BANER
FRPOEHAHKRIEEEN Slack TEXFEE,

EE

. MBEEBZEQNEEKRF, ﬂ'JLlZ\?E?i;’JﬁU‘?E’JB!ﬁF'ﬁ*X Slack THEX , REEH B R KS T 88
A Terraform RAIBRIR. WREKRZN , BESH T Slack TEX (p. 159).

+ BCloudFormation#iR &G , BT HEEA Terraform AL FH OU BIZEAWS Support App &
/Ec

. ‘?L_IJ«/UE AWS CloudTrail F# 23R B Terraform B EHWEHT Fid o

XLEEMHE eventSource FR2 cloudcontrolap1 amazonaws . com #

supportapp.amazonaws.com. BEXxEZEE , HSFEA AWS CloudTrail id3 Slack API
FAFH AWS Support App (p. 316) :

THREZER

ET#AX Terraform WEZER , BSHUTER :

+ Terraform installation ( Terraform 3% )
« Terraform ##2 : WWEERZEMRAWS

* awscc_support_app_account_alias

* awscc_supportapp_slack_workspace_configuration

* awscc_supportapp_slack_channel_configuration
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http://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://www.terraform.io/
https://docs.aws.amazon.com/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://developer.hashicorp.com/terraform/tutorials/aws-get-started/install-cli
https://developer.hashicorp.com/terraform/tutorials/aws-get-started/aws-build
https://registry.terraform.io/providers/hashicorp/awscc/latest/docs/resources/supportapp_account_alias
https://registry.terraform.io/providers/hashicorp/awscc/latest/docs/resources/supportapp_slack_workspace_configuration
https://registry.terraform.io/providers/hashicorp/awscc/latest/docs/resources/supportapp_slack_channel_configuration
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BRERF

AWS Support FHZ £ M

AWS + B ENnZEM, N AWS B  BRNETNBRASHRZEHBE SN ERMITENHEF O
MM ER PR 38,

ZEMRAWSHIEHHAERE, REHEEEFEERNZNZEUENZPRNR ST

- SR 2H - AWS ATRIPE AWS ZHIZETT AWS RS EM R, AWS EHERETZLEANR
5o fEH AWS EMMIT RN —8s  F=AFITARARERNANBIELZ L ERHERME. ETHER
T AWS Support IEMMITR] , BSHEEREITREE N AWS RS

- PN REN - BHNREHEERN AWS BERE, BEFENHCERNT , SELNBENBR
. BRTRHERUNERREREN,

EtjUféHﬁEEb"‘TﬁﬂﬂﬂEﬁﬁﬁ AWS Support BRI ASTEHREER ST EBHAWNMEE AWS Support 5L
SMENLTEEMAAME IR, BES T HUMAMEREM Amazon Web Services LAFE BB IS MR AWS

Suppor‘[ BwiRo
&

- AWS Support F SRR (p. 190)

« AWS Support RHIF L LM% (p. 191)

« EHAT AWS Support Y Identity and Access Management (p. 191)

- EHIWA (p. 235)

+ AWS Support #l AWS Trusted Advisor F ) B &1ZF ML (p. 235)

+ AWS Support I &M HERIE (p. 236)

+ AWS Support FHIHFEIREEED (p. 236)

« AWS Support FE ERIEHER 2 M (p. 236)

+ AWS Support FHIEE & FIFE 247 (p. 237)

AWS Support FHEIE RS

AWSTEHBE X ER T AWS Support FHEIERY . MZERXBFAHR , AWS ARRIPEITFIE AWS
Cloud £ EREMIRIE. "‘ﬁiéﬁa‘?ﬂ%"“rﬁtgﬁtﬂ&ﬁﬁtm ABEE, AR SEEFIERN AWS IR
ENEZLEENEETS. BEXMERINESER , BSHANERLERRE, BXFNBBERFPNE
B #ESRAWS ZeH{EE £ AWS %&;ﬁt?ﬂfféiﬁu GDPR BEXE,

HTFHEERPEHN , RNBUUERF AWS K EIEHEH AWS IAM Identity Center (successor to AWS

Single Sign-On) 5 AWS Identity and Access Management (IAM) iR BRI/, &# , ST A ARER
THIFRRMAENRR, BRITEBWEEIUTHERRFEHEKIE

« XK A Multi-Factor Authentication (MFA)o

« f£H SSL/TLS 5 AWS ®RiF#HTEE. RIMNERFEA TLS 1.2, BIUER TLS 1.3,

+ £/ AWS CloudTrail IRi& API 1A &) A& 12 %o

« 5/ AWS MZMERATRUK AWS RS PHFTERIAR 155,

s FRERKEEZLRS (5110 Amazon Macie ) , ©EBT RIHARI F#1E Amazon S3 FHBUREIE.
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http://aws.amazon.com/compliance/shared-responsibility-model/
http://aws.amazon.com/compliance/programs/
http://aws.amazon.com/compliance/services-in-scope/
http://aws.amazon.com/compliance/shared-responsibility-model/
http://aws.amazon.com/compliance/data-privacy-faq
http://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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SRR TEM

- MREEBIWHITRES API R AWS IR ELZT FIPS 140-2 RIFMWNEER | EFEA FIPS KR, A
XAUAK FIPS KRN ESEEL | BSH (ZEBRIBESLIERAE (FIPS) % 140-2 i) o

BATRZIB BN SN ZEEIBRER ( MEBEF B FRFibit ) RARIREEERANXAFE (W
Name ( B ) F8& ) . XDEEAZEHA. AP, AWS CLI 5 AWS SDK 4 AWS Support SR & #t2 AWS
REat. BEATEMNNELERARANAZEFRANTAHRERTELATIIRIAZSHBELR, MREE
B ZBIRSESIRMA URL , HABINEBWNETER URL FEBEZIEERRBIEEX ZRFEFMER,

AWS Support RHINZ £

FBOBXIFRME , EMEXRROAFIENER. AWS RELWFAILELE AWS IKF HiE. AWS T
2EE=FHEENES.

BIEXERG , HEBEUTILR

+ AWS Support £ £ AWSServiceRoleForSupport BRE % A E L AR ELEHE M AWS
RS NEMREF B, BXELZER , BZAEARSIEXABAWS Support FIAWSIEE KR
AWSSupportServiceRolePolicy,

o BAILEFE AWS K R AERXT AWS Support B API B, Fln , BHKFPEASIBRSRBRIZEF
Zflpt , BALEFRXEFR. BXESEER , BSMEEH AWS CloudTrail id3 AWS Support API i
Ao

« SBATLAMER AWS Support APl {8 DescribeCases AP, it APIREIXIFRAIEL , HlmEAF 1D, 4]
BNARAAHUREXEEENEREEE. CIRRMIE , BRZTNEST 12 NANNRGEAEGE. B
KREZELR | E2® (AWS Support APl 2£) H#) DescribeCases.

o BHXIFRBGENE AWS Support AT,

« BIEXEHRAEIT , AWS TEBREHNIKF ., IEXE  IEEECARRAZIEZEEEEANRE @
RHABHEREE, W TENXATFEER. AWS Support ERBEHRZLTFHETERNENITRE, BUAR
EEXHERAZERE, BXEZEE , H25% AWS Support E N A,

o BATLAE N AWS Support i XIBREUK P FTE B, BXEZEER , ESHLLELEK AWS Support Plans
FE &R AWS Support 18,

i& i T AWS Support 89 Identity and Access
Management

AWS Identity and Access Management (IAM) 2 —31 AWS BRSs , ATLARIBHEE R R £ iR &3 AWS BIR
MAE, 1AM B R )i v UBE B BRI ( BF ) MR ( EENR ) KEA AWS Support &R, 1AM
R-MEETNRRAAATFERN AWS RS,
£

- ERASHRTEHRIE (p. 192)

- FARBEEREHR (p. 193)

« AWS Support fM{T 5 IAM 1 E T4E (p. 194)

+ AWS Support EF 513 KB =4I (p. 196)

- ERARSHEXAE (p. 197)

+ AWSSER T AWS Support BIEEXRBE (p. 201)

« EIEX AWS Support YT E (p. 221)
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http://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/awssupport/latest/user/using-service-linked-roles-sup.html
https://docs.aws.amazon.com/awssupport/latest/user/aws-managed-policies-aws-support.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.aws.amazon.com/awssupport/latest/user/aws-managed-policies-aws-support.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.aws.amazon.com/awssupport/latest/user/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awssupport/latest/user/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCases.html
https://docs.aws.amazon.com/awssupport/latest/user/support-compliance.html
http://aws.amazon.com/premiumsupport/faqs/
http://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/awssupport/latest/user/changing-support-plans.html
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AN

« X AWS Support it XA 5 B ER (p. 224)
« BEEI AWS Trusted Advisor Y18 (p. 226)
+ % AWS Support &9 i A3 1T EBEER (p. 234)

AR

A AWS Identity and Access Management (IAM) #9753 3% E & AT BL7E AWS Support 1T HY R 1T o

BRS AP — MRFEMA AWS Support RS RFERES , NENEER 2R ERUMENFIENMNR, HE6E
FAE% AWS Support ThEERSTE TIERY , BATREE BFIMUR, TRIMAEEY RN RAIAEPEEEER
BEREGHNR, MRETETE AWS Support FEIZHEE , EFSE 3 AWS Support 5 4 %17 5] # 17 i FE HE
B (p. 234)

RFEER - MRBELTAREE AWS Support BIR , MZEAEEEHF AWS Support B9 25 R R
BETEBEELN RS AP RihE B AWS Support THEER B R, AT, BL45ME IAM B R IERERU
EURESAFNNR, BEFZNELNEENUTE IAM WERES, ETHEEXENATNMAN IAM 5
AWS Support BEFERANEZEER , HSFAWS Support 1015 IAM #E T4E (p. 194),

IAM BER - IREE IAMEER , B FHE THRNAIEERIEEERX AWS Support #9175 B REYiF
MEE, EEFMRTIE IAM RERK AWS Support EF 5B KRB RHI , 55150 AWS Support EF 549
KR (p. 196)o

EH & 01T S BRI

SAWIERAEEASAEERR AWS B5E, BXAER AWS IKSERERS . IAM AR RBIRA IAM £
BT E BRI ( BRI AWS ) .

B SAMFERAEY 5 BRIZHEMNEIEURE 50 EFE AWS, AWS IAM Identity Center (successor to AWS
Single Sign-On)(IAM Identity Center) i, BN RN E A B FHHRIEAREMN Google = Facebook i
HRERESHH RO, HEUKREFHERN , ZNEEAMNGER IAM BRRET SHKRERIE,. H&ME
ABABORIEER AWS i, BREEEERAAG,

RIBEHAFER | BALIEF AWS Management Console 5 AWS FRI[TF, HXEFEE AWS NEZE
B, ESH (AWS BF AFER) FH muEZEEHN AWS KF,

MRELREFRTE AWS |, I AWS FREHAFT R TEQ (SDK) MasT1T5RE ( CLI ) , SMEREREHN
FUANERERBTNBLE. WREFFEHAWS TE | MATETHEREE. BXFERAMBENST LA
TRHEREENESFEE , BSH (AWS — RS E) P LERE 4 LERE

TiFERAMSHRIESZE , FURTERHAMMZLER, fll0, AWS BIUEFEAZEZSHRIE (MFA)
REEKFHRZEE, BETHRESEL , 520 (AWS IAM Identity Center (successor to AWS Single Sign-
On) AFEm) K ZESHRIE M (AM AFER) M £ AWS AEAZESHEIUE (MFA)

AWS Tk R R A

LEelE AWS KPR, RAERANR - MRS HAE AWS RSB RAE T2 L ENRHEZH 6,
LB AWS IKFRAF , R EOIZK S AT AR FEp bt AR ER , ARG ZE7. B2
BUSTEGABRAFNTEERS. RPFRAFKI , FERXEEIERNITIURA - T RITHE
5. BXREREUBRAF BHEINESHTEIR , 26 AWS Account Management SE 5P E
ERAFFENES.

IAM F = F14H
AV B RAWS I XA RS AR SERERRN — 81, ETEOERT  BNRLERR

REIE, MAREZEAKPEIE (NBBMLRESR ) W IAMAF., B8  IREF-ERENEALR
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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FERERERR M

FERMFIELR IAM AP, RIMNBWERKRTAZA. AXESELR , H5H (AM AFER) $89 X
TEERPRIUENEAZ S ERLRTBFRZA.

IAM AR —MEE—4A IAM AP &5, EFREALANSHER. BUUERAR-IENS I AFE
ENR, MREREBRAF , FRAAATNERWNBERRFNR. flW, ZT8EF 1SN IAMAdmins B9
A, ANZARTRRUEE IAM HIR.

RAP5ARTE. AFPE—#5EMARRNARFXE A MAGEEULZTRCHNEAAKRA. AFERX
ANKHEILE , mMACRMKNFILE, BETHRESELR , F5H IAM BFREEHPHARGIE IAM AF (M

TRAG® ).
IAM & &

IAM B ERAWS IKFHREARBENRNEH. ©RLT IAM AF , EEREARTKEK, ERLET Rk
, £ AWS Management Console FE XA IAM &, ERLLFH AWS CLI 3t AWS API 2E=R £
BEX URL ABEAG, BXERAABNEENESER , B2 (AM AFERE) 71 £/ IAM A,

BEIRRHEIERN IAM BEEXTERTRER !

+ Federated user access ( K& FIAR ) - ERBK S M2 ENR , BUEACH NACE UNR, ik
EEMHITEARIEN , ZEOREACHEXBEHEETHLACGE LNNE. AXKESHARINAG
MEER , B2H (AM AFER) #M AE=S 5O REMUEAE®. WREEM IAM Identity Center ,
NEEHRBNRE, HEFEHEHEHRTEORIEETHRINAZS , IAM Identity Center R RES
IAM FE A EEXE, BXNBRENER , B (AWS IAM Identity Center (successor to AWS Single
Sign-On) AF1ERE) +H RS,

« i@t IAM AFARER - IAM AR AR IAM AR RA S, BERREHNBEESHTRMNER.

- BIKFIAR - SR ER IAM ABUATFEKSPHENA (AIEES ) HRIENKFPHER. A€
ERFEKFIHEANBRHEELSR, BR , W TFRELE AWS RS , SR LUFRBEEMNEIER (MAR
FRACGEIRE ), ETHATEKFHRNACHNETRRNEBZANES , 55 (AM AFE
) FH IAM BESETRRNRBEMNTE,

« BIRS AR - & AWS RSEAHT AWS RS HHIIEE, filtn , HEEENMRS PHTEAN | ZRK
$KBEHE ST Amazon EC2 HIiz{TR AR F I Simple Storage Service ( Amazon S3 ) FE#ENR. RS
ARELFEARHBANEZANNR, FRAKRSAGHMERARSHEXABKRNITIERE.

o EANR - HEFEA IAM APSRARE AWS FHITRER |, ZORFERN 4, Keg@E =R TR,
FERARLRSE , BARESIT—MRE , KRERSETRRS PAA S —MRE, EXMHERT ,
BXMEBRITEAMRENNR, EEER M RERTEERRPHECTHXRE , BSHARSEN
SEhy AWS Support FIRE, TRMEZEE.

- REAS - RSABERRSAREEENKS PRTREMIBEN IAM A6, IAM B R 7 E IAM
e, BRMBIRERS AR, BXESZER , H2H (AM BFERE) 98 SIE [ AWS RS ZIRI
BHAS,

c REHEXAG - RSHEXABRE AWS BRSXBN —HRSAE, RSATURARKRERITRIENA
B, REHEXARITEESN AWS K- B, HHZBESHE. IAM EERTUEFETRERERSHE
XABHNR,

- & Amazon EC2 LiZ{THIRI AR - BRI LUfEA 1AM AR EE#E EC2 K4| LEZE{TH KX H AWS CLI R
AWS API &R R AR FW IR EIE, XKL TE EC2 RHIPERILREH, EF AWS AESESA
EC2 RAIHFEEXN ZRFINFIERNARFE TR , EA 812 — /N2 S AR K AR B XX 4. KAIEE X
HasAte , HEEC2 XA LETHREFESRREBRNEILE, BXELEER , 528 (IAM AFER)
B A IAM A5 Amazon EC2 E4| LiETH R ARFERE TR,

|:Etr
®

ETHEFER IAMACREE IAMAF |, H5H IAM AP ERHRIAREE IAM A6 (MA2AF ).
FAEREEILA

ZAG QIR EM T AWS B BRAEIR , iR AWS REiFE, KR AWS FRXNR ; EESHE
BRI , REELEMNHNR. & (A7, RAFKABKE ) RHFERS , AWS FIFEX LR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awssupport.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
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AWS Support 31d 5 1AM #E 4

B, REEPHNRBERAFERIELIBER, KSHKRMEE AWS HFMH JSON X, HX JSON KEEX
HNEHMAINETNESEER  F5H IAM AFIERE 8 JSON KEEHK,

EIER A AWS JSON REERIEEWANBRGARNE . BRMRY , BN EE TN LRIR hiTH
&, MREA AZMH THIT.

BRINBRT , ARNAGLKENR. ERFAPNMERBRRITRENTR , IAM EE & 712 1AM
policy, A5 , EE R AL E AR IAM policy , FERAFATHURAAR,

IAM policy & SIREMIR |, FTox FEFERAMR A ERITIRE, HlI0, BIZEE— AW iam:GetRole #
ER KRG, BEHIZRIEE AP LM AWS Management Console, AWS CLI 8 AWS APl SRELA&E R,

ET BHIREE

ETHONRBEIATMME S (W0 IAM AP, AFARAS ) 1) JSON RIREH Y, XLLRES A
FPRAGAEMR R4 T BLERRRITHLERE, ETRNFTEETSHONEKE  FSH (AM AFE

) FH 812 IAM policy.

ETHEONRBEITUR - FERNNREBRREEN RS, AREKBREZRARLNAS, ARAGH, KE

XRB R A LA INEAWS IKFHH SR, ANAEHMTRE, TEXARBEE AWS REXRKNE
FPREXRK, BTHRNAETEEARBENARKKR BRTER , 260 IAM AFER FHEEEXRR
SRERER B#HTIEE,

HeERmgRE
AWS SREIAM, TARMU MR, KRR T UL EE %R W R R R T 0 BAAR,

« RRLF -WRIAR—ANERDEE, AT REETHORBALN IAM X4 (IAM AFSAR ) R
FHEANR, BAREERENRLIR. IELRBERXAETSHNEREEANBRLRANRE. &
Principal FIEEAFRACHETRRN KRBT ZIRL AR, F—TREPHNERIELFEZA
Y, BXRNBRILANEZELR , ESH IAM AFEEHH IAM EEHRRD R

 BRZ 124K EE (SCP) — SCP & JSON KB , 57 THAHA LR (I (OU) £ AWS Organizations F # & X
PR, AWS Organizations BREZ AT A DA MERBFBEM D WREN SN AWS K K, MRELHLR
BRTAENE , WAXEERS I, N ARSZESIRKEE (SCP). SCP BREIK & MF HR4E (2EEN
AWS KR ) AR, B> Organizations #l SCP HWEZE S , 2 M AWS Organizations A F 1§
MHH SCP W ITEFRHE,

« RERKE - QERBRYLURERIANAGEIKESSFOAFURRN S EBMEASBERNSRER,
ZRAFHIREAFRACGHET SN REBIQERBHRE, NREATUREBETRRNKRE. T
—NRBPNERNIELFBEEAT. BXEZFELR , 20 IAM AFEERHNLEERR,

S REERE

YENKRBENERNAT —MERS , ERNNRENERAELEE, BT H AWS MAHEES RS
KEHEBENRBEAWER , BSH IAM AP EEPRNERRITE2E,

AWS Support 2M{A 5 1AM t[E T4E

EFEA IAM B3 AWS Support 5 EZ 81 , BRI T FEHFLE IAM ThEE A 5 AWS Support &6 #EH. EX
7 #% AWS Support FEH At AWS BRSNS IAM —EER |, S8 IAM AFERPNE IAM —EFEHRN
AWS BR%,

BXRUMAEA IAM EEX AWS Support i5HIKER | HSFEEX AWS Support #9151,

£
« AWS Support EF 517 8RB (p. 195)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html#iam
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AWS Support 31d 5 1AM #E 4

» AWS Support IAM &£ (p. 195)

AWS Support E T 5 1749 K BE

5 IAM ET BMERR , BULISEAFSIELIWIRENER , UREBEETLRZRHET ATFRIELE
¥, AWS Support XIFFENERE, BT HAEE JSON KEHEANTE , HSH IAM AFERE $1 1AM
JSON KB TESZE,

B

EER AR AWS JSON REEREEE WA NIFRMTLARNE., BERY , WAL TN LRR HITHR
&, MREAA B TIIT.

JSON HBEH) Action TEREAR AT HERE P AVIIELITRNRE, KKBREEESKEN AWS AP
BRERSE. B—LHINER , HlANZBELTE AP RENNEBRNIR BF, 2R -LREFEERBHPNITSH
BRIE, XLMNBRER N MERERE,

ERBHISREUR FHITHRBENRR,

AWS Support FERBSIZEERETFERLLTEISR : support:, Hlin , ERFEAMFEA Amazon EC2
RunInstances APl #&{Eiz1T Amazon EC2 SRAIHIIER , BRI ec2:RunInstances BEMW A H KL,
REGE RN BIE Action = NotAction JtFE, AWS Support EX T HCH —HIRME , XERERRTH
FERZRSHITHES.

EEEMEAUTIEESTURE , BERAESKENRBT , WTFAR :

"Action": [
"ec2:actionl",
"ec2:action2"

B LMERBRA () EESMEAE. fl , ERRELEF Describe FFAMAARIE , BEUTERE

"Action": "ec2:Describe*"

TEE AWS Support BAEBIE | HSH IAM A~ JEEIHE AWS Support 52X IR

Tl

BEE AWS Support £F ZHHEME R , WS AWS Support BF SR 5 R (0. 196).
AWS Support IAM B &

IAM B8 AWS I i B A RS EAR RIS,

FFim et A T AWS Support

S LR IGR EIE R THRAE BN ER , BF IAM AeRBEEKF AR, EALUEHHAssumeRoles)
% AWS STS API ##4ERZRELIG Y & £ UF - GetFederationTokens

AWS Support X # F I BFEE
REHEXAEE

BRS5HX A6 ATF AWS RS BRIHERSTHERUARETRIRE. BRSEXABEREEH IAM K
F, HRZEBRSHAE. IAM EER TUEREEBTERBRSHEXABHNER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awssupport.html#awssupport-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS Support FiF#5F
BT 5B HEERAI

AWS Support ZIFREHEXAR. BXEIERERE AWS Support BEHEXBENFMAER , 2R FRS
HHxAE AT AWS Support (p. 197).

BREAE

HIEAFRSAREEBERS AL, HABATRSHRNETRSTFHNRARARRETHEE. RFEE
LTRELEN IAMKFF , FEZKSE. XEWRE , IAM EBERATUERZAGHNER, B , XHEMT
BER R ITARSS Y Zh&E

AWS Support XFRS AR,

AWS Support E T 5 14 19 5K B 7= 4l

FRERT , IAM AFMAEZEIERIEH AWS Support BRIVIR. B©IETEER AWS
Management Console. AWS CLI 2 AWS APl 1TSS . |IAM EIE & BFE12 1AM policy , AEHRAFM
AR FIRANIENEERRIITIEN AP BE, A5, B8 R STUFIX LR HINE F EiX LR
B IAM AFR4,

BT BN RAX LR JSON REEXHEBIZ IAM ET 5O KE , BS5H IAM AFEE PR E JSON it
i+ O KRR,

£
. BB BESEE (p. 196)
+ {£F AWS Support 24|14 (p. 196)
- ATAFREEMIE SR (p. 197)

REERESKE

ETHONRBIEEBRA, SINEERNMARTTUCIE, 5EIMEREKS ) AWS Support HiR. 812
FRBET FOMRME , FEBEAT AL

- FFEABER AWS FEE R - EREFF IR AWS Support , EEA AWS REXKE , HENR TRH
fIFERNRR, XEREEEENWKSPRME  FH AWS P NEH. BXEZER , BZHIAMA
FIEEPRNFTHRER AWS RE XK IR,

« RFRENR - QIZBAESCEER , RBFHRITESHENTT. BFBRIBRTFRENR , RAEREFE
BTHENR. XIFMLEE-—FHARETFITRALANRAIEEZRRENRKEENRSE, AXESE
B, #ZH (AM AFERE) iR THRENR,

o NERIRESHA MFA- RigRZ e , BX IAM AFRERAZSES AR (MFA) RiRIERE RS API
fE, ETHMEZEL , ESH IAM AFEEHRNE AWS FFEAZESHRIE (MFA),

. FHARBEERERERSME - EYXUTHEER , EXETEONRBEBLERSRLTATFHRIER. 5
W, BIREZGREEFTRMIKE ALV IP hiSeE, BHEAURESRYE , LMERAFETE B B
ESEEAMER , REERFEA SSL ;H MFA, BEXEZEER , 21 (IAM AFERE) 8 IAM JSON
REETTE .

£ AWS Support #=4|&

E15R AWS Support #2518 |, BAFRE - AKEHNR, XERRLA ARSI HNERHREH AWS
K= H Y AWS Support ZRIVIFARES . WRECENET SO RBLARNRERRETE , WEER
BERZEMNE (IAM AFRRAG ) EEETRHEE,

ERRX LA LR AWS Support 2H & , WA EKAHMAT AWS HERE. BXEZER , H5
B3 1AM A P 8RR B9 0 A AR AR R

NTFRAFZREA AWS CLI 5 AWS API A , TENHBEAKERFENR. MR , IRWHREEER
MATHY APl IREAE LB RV 1R 4F
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Support FiF#5F
FERRSHEXAE

RIFRAFESMIB SR

ZORBIREA T S MAOIE R | LAY IAM AFEEMNAEAF SONNBRINEE KK, LERIFEE
248 LRI RERE U RES N EM AWS CLI X AWS API FRfE IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}
]
}

EARSHEIAE

AWS Support M AWS Trusted Advisor £/ AWS Identity and Access Management (IAM) fR S <A G,
REMEXABE—#ES AWS Support M Trusted Advisor E12XEAILEE IAM B&, EENEMAT | BS
HXAGRRMENNEAER®, IkAGBEE AWS Support 3 Trusted Advisor X R EFH A H b AWS BREFTEMN
— {1 R. AT B T RSF XA BN INEELAR II7E AWS Support 1 Trusted Advisor R ERIX LA
=

E3 ]
s FRFZHEXRAEHT AWS Support (p. 197)
s FRFZHEXRAERT Trusted Advisor (p. 199)

RS MEx<AEHAT AWS Support

AWS Support TEBE APl HAXRKEE X AWS BRNEL , URMEFBRSAEAXE, A TREXE
SEHEAEF AR , AWS Support UIEER AWS Identity and Access Management (IAM) fRZ54E <
pac =

AwSServiceRoleForSupport [RFHEXAE R EFEEEE] AWS Support HiR4F IAM A&, RFHEX
ABRWMENN , 85 AWS Support X REHAHH A AWS BREFTEMNR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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FERRSHEXAE

AwSServiceRoleForSupport FRFMHEAXAEEME support.amazonaws.com RERRAAAE,

AREXERS , ZAGHTE URPREE AWS Support BFHNERTHEMAE2FFBENHENR, R
& AWS Support TEAURALAEE | WAGEETEN AWS KFH,

RIS RETEREEEFFBENTER, 0, IF AWS Step Functions API iBGetExecutionHistory F
B InputMOutputFERRF A NAIAWS Support. FAIEA AWS KMS keys IEBBRBRF R, XEFRE
API WA R 1T T 4548 , 3 AWS Support BEFR TR,

Note

AWS Trusted Advisor {82 3uH 1AM BRSHEX A ERIGEERKFH AWS IR , RERESSE
BUNRE, AXESER , BSMHRSMEXAEH T Trusted Advisor (p. 199) :

AwSServiceRoleForSupport RS %A ®ET AWS CloudTrail £77H AWS Support API i 15
HWEFAN, IHETFYRENFZER , RAETLUER T AWS Support R REHITHIRME, BX
CloudTrail WIE & , 2 AWS CloudTrail A {E/.

AWS Support B RS < A B X R

tAB[EA AWSSupportServiceRolePolicy AWS HER K, WIXERKOH MBI AR , ARFAG
RERBTRBENR,

XERETTRESEATHR ¢

- KB, BB, XFENEMEESRS - AWS FEFRSEREERBR FRRBRRNITR S RS IMER ZFit
X —%7, EPIFRENFEKSNKERZ, AKFRHEEXR, BNRSEINERTANNE
P X%

« EH) AWS TKF B AR SS B ME R 62 P SR AV AL 2 — AWS Support ATBER A HEE RBE IR F R R K 15 8] 8 19
AWS TP BRS B ERBIE. R L AWS Support IEMIKF REKSE, EBNRRXZF. K
SEMSEKSNRFRANY, THRERE. AR, CARKEQEERRKE,. £RABIEITHRE
Moo

o SF KSR RERRNZTRR - AWS Support £ B3t TERITSREMBAR ZIFHE XA,

BXATHRSNRENELER , BSH IAM 251 & 1 AWSSupportServiceRolePolicy K&,
Note

AWS Support & B Bz E# —IX AWSSupportServiceRolePolicy FKHE , LURMET AWS RS
IR R,

BEXEZER , B2 HAWSEA T AWS Support BIEE R (p. 201) :
A AWS Support SIZRSHERXAE

BTEF AR AWSServiceRoleForSupport A, HEAIE AWS kP , AN ECIBZMEE It
B,
Important

MRIETE AWS Support F X EHRSHEXABZHERIZERS , W AWS £EZNIKF F 62
AwSServiceRoleForSupport B2, BXELELR , BEZHERN AMKFAPHIFAE,

A AWS Support fwEFMERIRSEXAE

B LAMEA IAM 455 AWSServiceRoleForSupport lRSHEXAGBNIER, EXESZEL |, ESH 1AM
AFEEPNRERSHEXAR,

AWSServiceRoleForSupport B&X T AWS Support HEMIKFIZEEE, EEMRAIFESLEN,
Hit , TEES IAM ZF]&. APl 5 AWS Command Line Interface (AWS CLI) fiiERit A, XFRPEN
AWS Ik, BABTETEPHIBREE SRS ENNR,
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https://docs.aws.amazon.com/step-functions/latest/apireference/API_GetExecutionHistory.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSSupportServiceRolePolicy$jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS Support FiF#5F
FERRSHEXAE

BX AwSServiceRoleForSupport AEHHFEANESZFEE , HER AWS Support,

RS KB EHT Trusted Advisor

AWS Trusted Advisor £ AWS Identity and Access Management (IAM) fREH< A, RESHEAABE—
fi 5 AWS Trusted Advisor EEEXBREVINSS IAM B, RSHEXAEH Trusted Advisor IEN , HEFZ
BREREREEAEAM AWS BRESFTEN —40R, Trusted Advisor EA L A BB ELRE AWS EHFEAER
HIBMHAThE AWS FREREI, B0, Trusted Advisor B3I % #7E# Amazon Elastic Compute Cloud
(Amazon EC2) KA FIRA B BRI A, IRE1ERE. WEBERD , HRER2 M,

Note

AWS Support A 2K IAM RSHEXAGRIGREIKSWRE , AREKSE, EENXERS. &
REZER , FSRANRSHEXAEAT AWS Support (p. 197) :

BRXERSHEXAGHNEMBRSNES , B3R5 IAM BEAEAN AWS RE. ERTE Service-linked
ge (RSHEXAE ) JINEDRN Yes (B ) RS, &F Yes ( 2 ) BEFZRSHWRSHEXAGIIENE
£

« Trusted Advisor B R XA &R (p. 199)

- BEERSHEXASHIUR (p. 199)

« 3 Trusted Advisor BIERFHEXRAE (p. 200)

7 Trusted Advisor BB RFZIEXRAE (p. 201)

- MIER Trusted Advisor BYIRF XA E (p. 201)

Trusted Advisor YIRS #Ex & & IXR
Trusted Advisor fEABHNRSHXAG :

» AWSServiceRoleForTrustedAdvisor— It A &5 F % Trusted AdvisorfR X AR R IE T W AWSIRSHY
A, AENRER Y Trusted Advisor SFTER AWS FIRI RiEHRINR. WA GTR{CTFRER
AWS PSR | RABF SR Trusted Advisor HIIAERNR, EFFi&— AWS KR |, Trusted
Advisor 2R BEIB AR, EXHNNREESEEERBMNNRER., T ZR PR KM i 2EaH14b
IAM SE{&,

BXRMMKBWESELR |, 53R AWSTrustedAdvisorServiceRolePolicy (p. 216).

+ AWSServiceRoleForTrustedAdvisorReporting — It & {5 {F Trusted Advisor AR5 SRIB{FLH LM B ThAERY
Af, kABEA Trusted Advisor fE R 8 AWS Organizations 42 AT BRS. Trusted Advisor RF#E
LEREANENIRAELAR,

BEXHMEBNESZELR |, 55 AWSTrustedAdvisorReportingServiceRolePolicy (p. 218)o

ST L E A LM E R AL R FTEK B Trusted Advisor R EERAIBIRE. BXxIHENESESR
ESFAWS Trusted Advisor FIE LA (p. 29).

EERSHAXABHRR

MAEERR , A IAMEE (AR, ARNAR ) s, REIPRBEHEXAR, UTREER
AWSServiceRoleForTrustedAdvisor BREHEX AR,

Example : 7 IAM 54562 AWSServiceRoleForTrustedAdvisor RSHEXAE

XY Trusted Advisor K2R, REExACHBIKRHBRAFXAEFCEARKELFES A Trusted
Advisor B , FERITHI T,
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http://aws.amazon.com/support
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForTrustedAdvisor
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForTrustedAdvisorReporting

AWS Support FiF#5F
FERRSHEXAE

U TEDRME IAM SEHRER A RIZRSEXBE,

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:PutRolePolicy"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",
"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

Example : 73 IAM E4545%8 AWSServiceRoleForTrustedAdvisor FRSHEX A B ER

B A BEYREE AWSServiceRoleForTrustedAdvisor AE®MHER, BAILUFU TEARMNE 1AM SE4RRIX
PRI R MERS XA BWER,

{

"Effect": "Allow",

"Action": [

"iam:UpdateRoleDescription"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

Example : 7o IAM 324K Bk AWSServiceRoleForTrustedAdvisor RSHEXAR
BAILOR LTI INE] IAM SRR R R KBS KM BRARS X B,

"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelinkedRoleDeletionStatus"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",
"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

BT LUE AAAWSIEE K BE (30 AdministratorAccess ) SRIZEX ) T2 I BRI E Trusted Advisor.
9 Trusted Advisor 8|ZZRFZHEXBE

TEF 6| AWSServiceRoleForTrustedAdvisor FREHxAE®, FFik AWS K6t | Trusted
Advisor R ESIZR RS XA,

Important

WREIE Trusted Advisor REF B X IFRSHER AR 2 BERZRS , W Trusted Advisor 21 &
KK P 42 AWSServiceRoleForTrustedAdvisor A, ETHESZELR , B2HE IAM AF
EEPHERN IAM KPP HIIF AR,

MR KK 3%E AWSServiceRoleForTrustedAdvisor BREAEX A |, Trusted Advisor T E IR TR ER
TE, MRIEMIKF HE AT Trusted Advisor ZARE X MRBSHXA® b TESHEI ERER, £X
ERT , BRI LEA IAM B2 AWSServiceRoleForTrustedAdvisor [REMEXAE , RGEHEH
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/B A Trusted Advisor ( #2414 )

1. fEFA IAM #2414, AWS CLI 5 IAM API J Trusted Advisor BI2Z2BRESHX AR, BEXELZER |, 55
R ERSHERAE,

2. &3P AWS Management Console , ARESMEIF https://console.aws.amazon.com/trustedadvisor
B Trusted Advisor #2414,

K Trusted Advisor IRASEIRE REZFIA S,

3. MIRZSHIEF%E$F Enable Trusted Advisor Role ( /& A Trusted Advisor B8 ) . MMERKNEIFTEN
AWSServiceRoleForTrustedAdvisor , N B & ARSHEIEDFE R,

A Trusted Advisor fRERZHEXAE

HTZNMRAETRSIAZAS  RLTEERRSHEXBENER, T , BAILER IAM 25 &8, AWS
CLI 2 IAM APl REABHEHR, BXEZER , B5H IAM AFEEPNERERSHEXAE,

M ER Trusted Advisor IRSZ <A

MRERNEEMEA Trusted Advisor FIZHEESARS , AT LAMIK AWSServiceRoleForTrustedAdvisor
Af, BUNMER Trusted Advisor , ARG BEMIBR LIRS M A, X ] BARS IE & MIBR Trusted Advisor
BRIEMENNR, YEER Trusted Advisor B , FEARERSIEE , SERYLCENBEM, A, WRHA
R AMKFZA Trusted Advisor , N BBMNRAKFAEELZRFE  XERBEEFTSRIBERETER
SEK Trusted Advisor &, BFE151R] Trusted Advisor %158, Xt Trusted Advisor B9 API i F iR B i
)M IE L ERR

BAITE AWSServiceRoleForTrustedAdvisor KPR EHUIERSH AR K ARTEHEEFSH
Trusted Advisor,

TEMIBR AWSServiceRoleForTrustedAdvisor REMXxABH , BUMEEERFEFER Trusted
Advisor,

E# M Trusted Advisor

1. B&%E AWS Management Console 3 S#i 2l F https:/console.aws.amazon.com/trustedadvisor K
Trusted Advisor 12414

2. ESMBEES , %# Preferences,
3. ERSJSHEXAGKRIEL S , EFEEA Trusted Advisor,
4., FEWHIATHEES , BiE%EE OK ( BE ) REBIAEEEMA Trusted Advisor.

2 M Trusted Advisor f& , Ffi8 Trusted Advisor ZhacERfF4# 22 A | Trusted Advisor 2 #| &N REREZ AR
IR,

ARG, IBATLAER IAM #2418 . AWS CLI 5% IAM AP #lBR% S AWSServiceRoleForTrustedAdvisor
B Trusted Advisor [RESH<AR, BXESZER , 55 1AM BFREETHRBREBSHExAR®,

AWSIE T AWS Support 3T E R

Z@AF., ANAFNNR , EACKRERBMEL , R AWS RERKER L, 0BV ARRAHMRE
MERK IAM ZEFEERHFENEAMT LR, BREANT , BAUERRMNN AWS REXKRE, XLEER
BEEENERARG , ATEEHN AWS IKF FEA. BX AWS REXRBNESFEES , BSH IAM Arig
FEHHIAWS FEE XK,

AWS BRSS T4 MEH AWS HEAKE., BLEER AWS REXRBHHNR. RSMBRLE AWS
REXERFNFMMURAZIEH 0B, WAEHFRMMRBNFESHD (AP, 4N86 )., 4B
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EHRERFIRE T AR |, REBZETHRLER AWS REXKMK, RFT2M AWS FHEX K+ BRI
R, Rt REEHTLWAENIENR,

Lo, AWS BB E S MRS TFIRBEENIEE N R, HM , ViewOnlyAccess AWS HE X KIEFRM
WL AWS BRSS BRS ME RN RARGRNR, LIRS BHE RS , AWS 20 FR AR IRF 10 R8N
B, AXTHRERBNGIRMERA , ES6 IAM AP EEPRER T THEREEN AWS HEERK.

E3 ]
+ AWSSERF AWS Support BIEEXRBE (p. 202)
« AT Slack FF AWS Support App I AWS FEE R (p. 211)
+ AWSSEHF AWS Trusted Advisor FIFEE 5K E (p. 213)
« EAT AWS Support Plans # AWS £ & F 8 (p. 220)

AWSE T AWS Support BIEE K1
AWS Support EFUTRER K,

B
+ AWS FEEXRB | AWSSupportServiceRolePolicy (p. 202)
« X AWS FEEXFEMA AWS Support EH (p. 202)
» AWSSupportServiceRolePolicy BI#X FRE X (p. 210)

AWS IEE KB : AWSSupportServiceRolePolicy

AWS Support £ AWSSupportServiceRolePolicy AWS & KB, I ITE KM N
AwSServiceRoleForSupport RFEMAAE, ZREATRSHEXABRREZTREE. BFFLHE
BE B INZISREY 1AM 248, BXEZFELR , HSHAWS Support B ARSSHH< A SR (p. 198) :

BRWNEFEBNEHRIIR , HSH X AWS HE XK AWS Support B (p. 202)
AWSSupportServiceRolePolicy FIfRXBRE XK (p. 210).

Xt AWS £ E XN KEER AWS Support B #T

EEHX AWS Support H Trusted Advisor B9 AWS EERNRBEEFHNIFAFELE (NXLRS T HRERIX L
BYFH ). ERBEXUTHERINENRT , BT A E12FE (p. 345) MHEH LM RSS K.

TRNETH 2022 F 2 A 17 HELKRF AWS Support TEX KN EEF #,

AWS Support
X i8R BEA
AWSSupportServiceRolePolicy (p. ZBAX T RS AT 141 DNHE 2023 %6 A 26 H
- NI ERENERN R, AFITEBTHRRASK
B EBNEAXBFHEINER
EBR R
+ Lambda — A F#RES
Lambda PR &5 #H < B9 (A1 &5,
s MO Lex — RS I
Lex BRS B XA,
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EX

Ui B8R

AWSE -8R S RS <
Y 8] &,

AWS Amplify— @it &5 Amplify
BR &5 #E 5 B (A1 75,

I & EventBridge Pipes —
BT #HRE Pipes <R R
K 28 5] 5L,

T & # EventBridge-i#id 5L
S XxH R EventBridge

T 5i#hCloudWatch B -2 R 5
T 5t CloudWatch B &G %< H
[=1f:28

AWS Systems Manager— f# -
ERGEEREXRNAE,

I 5% CloudWatch —iAif &
HH<H B B CloudWatch.

T 5% ElastiCache-fERET S
#E XM B BElastiCache,

U B i7h JHE 58 438378 i={ 5 JHE SR 4B
BRHEIE,

AWS Elastic Disaster Recovery
— AR5 Elastic MRS >
H9 |

T S5# CloudWatch-3 I

I, ph ) B B AT MR PR R B
CloudWatch,

T5# EC2 — ATRRRE
EC2 BR&SH% K R,

AWS Certificate Manager— fi#
AEEREEREFRNRI,

I 5 EventBridge i E 12 - &
HRE5EventBridge AERFHE X
H9 |

I & #OpenSearch R &5 —f# R
ST XM R OpenSearch.
I 5 #EventBridge 22 #3-1Fid &
EventBridgeZE ¥ 48 5< B9 IR &L,
AWSA FBA-fER 5 A @A
BRHEIE,

I Si#CloudWatch N A2 I
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B
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AWSSupportServiceRolePolicy (p. B T RSN T 53 NFXPE ,  2023F5A2H

o B SE TR

BATHRTEDTRREKSE, &
BREAR X RN E S BB
B’iE

- BV R-BARSEMT BRS
R EyE B,

« T 4% CloudWatch-f# R 5T
O3 A X B9 A1 CloudWatch,

+ AWS Compute Optimizer— fi#
AETEMLLBERERMNRI,

- W55 CloudWatch Evidently
— RS Evidenly B X#YE]
,

« EC2 MURAE R ER-R R EMME
FR 2R AR S5 MR BRI RR

+ AWS loT TwinMaker— f#
REEXHRIBEAWS loT

TwinMaker,

+ TS CloudWatch B -2 R E
T 5z CloudWatch B &G %<1
[}

+ Amazon Pinpoint : 2R 5
Amazon Pinpoint #< /9 [@ &,

« AWSOAM #5#£-id 5 OAM
BIRMEKH R,

+ AWS Outposts— RS K<Y
B BAWS Outposts,

- I5% RDS — ATREESTE
# RDS #85<#y @&,

« AWS BEREF— BAERR
R EBEE XN,

+ G # CloudWatch RUM — %%
RUM BR 850 R A0 B & 3t 1T i P8
R,

« W%k SNS — RS T
SNS XK R,

» T35 S CloudWatch ynthetics
— @8R5 S CloudWatch
ynthetics B 3<#Y (A1 &,
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AWSSupportServiceRolePolicy (p. ZBAX T RS AT 52 MNIIRR , 2023 %3 A 16 B

o B SE TR

BATHRTEDTRREKSE, &
BREAR X RN E S BB
B’iE

+ AWS Backup gateway— R
S&M0MXEXRMEE,

« WEE S3 — @iRS5LS# S3
BRHEE,

* AWS Application Migration
Service— ASNARFIER
RSB XK B,

« AWSEALE—RIHAESAWSE#
EHXEIE ;

+ AWS Systems Managerfor
SAP — 5 AWS Systems
Manager SAP #5<B A&,

« L S% VPC Lattice — it 5
TS VPC Lattice #H5<#Y8]
o
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AWSSupportServiceRolePolicy (p. ZH2X T ARS8 0T 220 T#TX 2023 F 1 A 10 H

o B SE TR

R, MITEB FRASKE,
BEEMBARZFHERNEFRE
HIER1E -

Amazon Athena : 21 AWS
Support FF X 7] F# B & F
RS Athena XM EHMN T

<o

Amazon Chime : B RE
Amazon Chime #3<#y @&,

T & #h CloudWatch B Bx P 5 41
s-ARSERMENEE XN
L1528

Amazon Comprehend : 2R E
Amazon Comprehend < #y
|h—.|Ezc

Amazon Elastic Compute
Cloud : AFRRE Transit
Gateway Connect F4H & IhAE
FEREY R,

I 5 EventBridge & &- A T &
REEventBridgeEE B X HI A
ﬂo

Amazon Interactive Video
Service : ftiF AWS Support &
] Amazon IVS BRUBERE
FE R,

Amazon FSx : fiiF AWS
Support F X EZHFSATS H
Amazon FSx B EN T

>=o

I 5 # Gamelift-fR R 5T 5 i
B <[ BGamelifto

AWS Glue : ##R5 AWS Glue
BiERERXNRE,

Amazon Kinesis Video
Streams : RS Kinesis
Video Streams #5< kY71 &,

Amazon Managed Service
for Prometheus : AR5
Amazon Managed Service for
Prometheus $H5<#[R1ER,

Amazon Managed Streaming
for Apache Kafka : @R 5
Amazon MSK Connect #5<#)
I8

AWS Network Manager : i~
5 Network Manager #85<#3d]
ﬂo
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+ Amazon Nimble Studio : iz
5 Nimble Studio #5<H[RIE,

« Amazon Personalize : #id &
Amazon Personalize #85<# (7]
&,

+ Amazon Pinpoint : 2 RE
Amazon Pinpoint #3<#Y 8] &,

« Amazon Omics : f##R5 Omics
X HE B,

« Amazon Transcribe : BiX &
Amazon Transcribe #8559 a]
&,

AWSSupportServiceRolePolicy (p. 2BIX TR BT 47 TIFHXER , 2022F 10 A 4 B

- MU B R EHN

DRITEBTHREKSE, B8
MEARZIFHERNEF RIBAIER
1E -

* AWS Application Migration
Service - f#RE FIH S 30

« AWS CloudFormation ¥4 - B
A AWS Support AFF XK AT A
B FRpEmm et TR,

* Amazon Elastic Kubernetes
Service - ## 5 Amazon EKS
HEXB R,

« AWS loT FleetWise - f#R5
AWS IoT FleetWise ¥3<#Y ]
%ﬁo

* AWS Mainframe Modernization

- B ERBYINRACAEREE
%ﬂo

+ AWS Outposts - B AWS
Support FREE B ENFE =K
LIES

« AWS Private 5G - iR 5
Private 5G #85< 9 [@] &,

+ AWS Tiros - it 5 Tiros 8%
B9 181 &8,
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AWSSupportServiceRolePolicy (p. ZBIX TR BT 46 TIFHXR , 2022 F 8 A 17 B

o B SE TR

DRTEBTEASKE, B8
MEARZ RN E SRR
1E :

* Amazon Managed Streaming
for Apache Kafka - R 5
Amazon MSK #8< i8] &,

+ AWS DataSync— fi# R 5%
9 R B DataSync.

* AWS Elastic Disaster Recovery
- FRRE B S 3h (B

» 5% GameSparks —ff R 5
LU #E < HY R B GameSparks.

+ AWS loT TwinMaker - @iz 5
AWS loT TwinMaker 8% #9 &)
@O

¢ AWS Lambda - EF B URL
B B i A R R[]

* Amazon Lookout for
Equipment - f# 25 Lookout for
Equipment tE3< AR,

« Amazon Route 53 #1 Amazon
Route 53 Resolver - 3REUEHT
BRECE , BAE AWS Support
A LA ZE VPC By DNS #4717

AWSSupportServiceRolePolicy (p. 2B T ARSI T HFHXPE , LA 2022 F 6 A 23 B

o B E TR

TR THRREKE, EEMEK
REFHERNEF FBARE

+ G #CloudWatch B &-#5 Bh
RECloudWatch B R85 #9 8]
%ﬁo
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Service — # B AWS Support
KEIAM Amazon IVS &
B, TREXRKIESKSEE
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TRIBEHEE,
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2022 £ 4 A 19 BEHFA,
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AWSSupportServiceRolePolicy (p. 2BIX TR 8T 25 TFHXR , 2022 F 4 A 27 B
- N ERENERN DRHITEBTHREKSE, EE
MERZFHERNEF RBE SR
£ -

+ AWS Amplify Ul Builder — 3t
ESA MR EBE AR E

o

+ WG AppStream-Bi3 1 R &K
I $#E 69 ThBE Y 58 IR SR AR R )

+ AWS Backup - BEES & 1E
FREY R,

« AWS CloudFormation — iZ#ff 5
IAM, ¥R M ARA 12 S AR S Y ]
=il

« Amazon Kinesis - Jf& 5
Kinesis #83< ) @&,

+ AWS Transfer Family - Sf&5
Transfer Family #85%<#9 Bl &,

AWSSupportServiceRolePolicy (p. ZBIA TRE RN T 54 TFXR , 2022 F 3 A 14 B
- N AE RN ERR DRTEMTHRASKE, B8
MBEARZIFHERNE BB R
1E -

* Amazon Elastic Compute
Cloud

. BREEPFR AWS EEHH
Z5IRMRMRIRR,

« fERE Amazon VPC IP it
EIEE (IPAM) FEXHYBIRR,

« AWS REEER - REMEK
EEBRMEKH R,

+ Savings Plans - SREVE X K7
X Savings Plan &i&HI T3
.

* AWS Serverless Application
Repository — fER R AR
BFREN - , MR
BRI 1E,

« I 5% WorkSpaces Web —

AT R MR WorkSpaces
Web HE%'E.I%EO
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EX

Ui B8R

AWSSupportServiceRolePolicy (p. ZBIA T RS RN T 74 TR |

o B SE TR

ERPHWERAE

DRTEBTEASKE, B8
MEARZ RN E SRR
1E -

+ AWS Application Migration

Service - EMARFIEBRS
FRXELTREEH,

« AWS CloudFormation - %t

IAM, ¥~ & MR AN 42 548 5% (3] 7R
MATY o

+ T 5#CloudWatch B &-F Fi&

IEBR RS

« Amazon EC2 Bk - 3RELE

o B ok AR AL B9 T A

* AWS Elastic Disaster Recovery

- BORE IR R E S R A
BRI,

+ Amazon FSx - && Amazon

FSx fRERH IR

+ Amazon Lightsail - &F

Lightsail F#EfRN THBEBNEE
HHER,

« Amazon Macie - &%& Macie

BE , PIMNDRES, BEX
HEMRIAR, ENREXNE
Ro

+ Simple Storage Service

(Amazon S3) - £ Simple
Storage Service (Amazon S3)

AR T HIENEE,

+ AWS Storage Gateway - &F

BXREF B3 IR R
T,

+ Elastic Load Balancing - &

£ Service Quotas #4148t
B & TR BR B9 3 EE

BXEZER | EFS
FAWSSupportServiceRolePolicy
MY PR E o) (p. 210) :

AWS Support TERBEHERA
=+

o

AWSSupportServiceRolePolicy B X BR 5 X

B
20222 R 17 H

20222 R17H

Y INE AWSSupportServiceRolePolicy B R ZEN R /¥ AWS Support EAHEREBFER AP B1E,
BER , B API REFEZEEFTRB IR,

TRMRIETREERTRBHNVNRE API B, TRNMEATXEM 2022 F 2 B 17 BFHBHNER,
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AWS HE X

A APl BB PR B SR EE AN R

2022 2 A 17 BT R s3

s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.

s3.

.GetBucketAnalyticsConfigirdeittmalyticsConfiguration
ListBucketAnalyticsConfiguration
GetBucketNotificationCorsfBidietdBicketNotification
GetBucketEncryption s3:GetEncryptionConfiguration
GetBucketIntelligentTiesiE@ietrifnitidatgeort TieringConfiguratic
ListBucketIntelligentTieringConfiguration
GetBucketInventoryConfigBcfieitdmventoryConfiguration
ListBucketInventoryConfiguration
GetBucketLifecycleConfigirdiridrifecycleConfiguration

GetBucketMetricsConfigusBtimtMetricsConfiguration

ListBucketMetricsConfiguration

GetBucketReplication s3:GetReplicationConfiguration
HeadBucket s3:ListBucket

ListObjects

ListBuckets s3:ListAl1MyBuckets
ListMultipartUploads s3:ListBucketMultipartUploads
ListObjectVersions s3:ListBucketVersions
ListParts s3:ListMultipartUploadParts

FAF Slack 7 AWS Support App # AWS FE& K1

Note

E 7 AWS Support Center Console
tﬁﬁ]gg.221p

AWS Support App EF LT HE R,
B

FIHRMEEXRFRS , FSH EEXT AWS Support F/0H

+ AWSHE KR : AWSSupportAppFullAccess (p. 211)

+ AWS FLEFEE : AWSSupportAppReadOnlyAccess (p. 212)

« BX AWS HEREH AWS Support App EF (p. 213)

AWSHEERBE : AWSSupportAppFullAccess

& LAfE A AWSSupportAppFullAccess EERBER T IAM AR5 (A Slack BEE ENNR, BIEREE

AWSSupportAppFullAccess & B& Ff inZl

B 1AM 24K,
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BXEZER , HSMSlack /) AWS Support App (p. 153) :

MR RE T AR UFSE4E SN AWS Support App $14T AWS Support, RS PRETA IAM RERIR,

RERFHES
LRI EUTRR

+ servicequotas - #HREM B RS REFER , HIEMK - RS R

* support - 8], EMMARENZHERE. EMNEREXRONER , HIAXHHHF. BEEEN™
EMRR. BHEXFERNRNPREE,

« iam- IRATRSRANBSHEXBE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicequotas:GetRequestedServiceQuotaChange",
"servicequotas:GetServiceQuota",
"servicequotas:RequestServiceQuotalncrease",
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications",
"support:DescribeSeveritylLevels",
"support:InitiateChatForCase",
"support:ResolveCase"

]I

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}

}

}

BXREZEER , BSREEX AWS Support App #1518 (p. 155) :
AWS FEEEB : AWSSupportAppReadOnlyAccess

AWSSupportAppReadOnlyAccess KB F A F KA 1T RiE AWS Support App BIERRR. BXEZE
B , {2 FSlack F#9 AWS Support App (p. 153) :

RERFHES
IR EEUTRR :

* support - HIAZFREIWFAESURPMEZFRITNERS.
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeCases",
"support:DescribeCommunications"

]I

"Resource": "*"

}
]
}

Bx AWS FEE R AWS Support App E#

EEAX AWS Support App B9 AWS HERBEFFAEE (MNZRSTRBEREILEELIF R ) . BREF
RXETHEERNEZRR , BITH XRHLILF (p. 345) WE LK RSS Ko

TRNEBTH 2022 F 8 A 17 BLRIT AWS Support App HEEFEHRNEEEH,
AWS Support 5

EX i8R B

AWSSupportAppFullAccess (p. 211 f#IRT LURFX L3R BE Al F#89 Slack 2022 £ 8 A 19 B
AWSSupportAppReadOnlyAccess (R EMER 1AM A€,

EAT AWS Support App V¥ BXESEE , HSHEE

AWS EEFRE %t AWS Support App KIi%
18 (p. 155) :

EEMPERAE AWS Support App EERBENE | 202248 A 19 H
& H':\L|I:\O

AWSSE R T AWS Trusted Advisor RY3EE KB

Trusted Advisor EF LT AWS FEE KB,

=R
« AWSHEE R | AWSTrustedAdvisorPriorityFullAccess (p. 213)
+ AWSHE KR : AWSTrustedAdvisorPriorityReadOnlyAccess (p. 215)
« AWS FEERB | AWSTrustedAdvisorServiceRolePolicy (p. 216)
+ AWS FEEF B : AWSTrustedAdvisorReportingServiceRolePolicy (p. 218)
o 3 AWS FEE X EMH Trusted Advisor B (p. 219)

AWSH E KB : AWSTrustedAdvisorPriorityFullAccess

AWSTrustedAdvisorPriorityFullAccess RE& R F X Trusted Advisor Priority fISE 2 AR R, LtREEE S iF
A F¥¥ Trusted Advisor i1 £%8 AWS Organizations Z{EEMRS , # 7 Trusted Advisor Priority 8 EZ
REE R
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MERFEMAER
EE—%iBAH , WEREEE trustedadvisor BEATR :

o HEREHMK LR,
« IR Trusted Advisor Priority FI 2R BIXBL . iXLEAR L VFE T 8 F X BIRZS
+ 38R Trusted Advisor Priority BB FERFBERMNEE, XLENRAFEEEL FIHGEN , HAZTREER

2 AIXEF,
* IZ{& Trusted Advisor SUEEMI MK AT BAS A AWS Organizations,
EEZFKEBEAYP , RIS organizations BWEATNR :
o HIREM Trusted Advisor i 7 FIZH 43,
« BIHIER T A Organizations LA A AWS BRS
EE=FKEBAYP , KEIE organizations BWELTINR :
+ BIH Trusted Advisor Priority I ZEREE R .
« BAMEHA Organizations K ZEE 5.
EEMREFTD , KRETE iam BT :

+ B2 AWSServiceRoleForTrustedAdvisorReporting FREHXAE,

EERFEBEAF , WK EE organizations KU TR :

o RUFESEMAES Trusted Advisor Priority HEREER .

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:UpdateRiskStatus",
"trustedadvisor:DescribeNotificationConfigurations",
"trustedadvisor:UpdateNotificationConfigurations",
"trustedadvisor:DeleteNotificationConfigurationForDelegatedAdmin",
"trustedadvisor:SetOrganizationAccess"
]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

"Effect": "Allow",
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"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

]
}
}
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting",
"Condition": {
"StringLike": {

"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com"
}
}
}I
{

"Effect": "Allow",

"Action": [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

]I

"Resource": "arn:aws:organizations::*:*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"
]
}
}
}

AWSHEE KB : AWSTrustedAdvisorPriorityReadOnlyAccess

AWSTrustedAdvisorPriorityReadOnlyAccess S B&#%F Trusted Advisor Priority @iEEEEREE R K E
AR

R IFAMEE
EE—%iBAH , WEKEE trustedadvisor FEATHR :

« HIREM Trusted Advisor i R4 43,
« IR Trusted Advisor Priority B 2R BI R H A F R T HIX XA
+ #5R Trusted Advisor Priority B F#R B ENE B

EFEFNE=ZXKBAIP , KIS organizations WA TR :

+ {#/ Organizations R EHIHL,
« BIHIER T A Organizations LA A AWS BRS
B Trusted Advisor Priority I ZRE 1 &
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AWS FE& K RE
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:DescribeNotificationConfigurations"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [

"reporting.trustedadvisor.amazonaws.com"

]

}

}
}
]
}

AWS £EERBE . AWSTrustedAdvisorServiceRolePolicy

R BEH IR AWSServiceRoleForTrustedAdvisor REHAAR, ABATFRSHEXARNR
EBHITIRME, BT RN AWSTrustedAdvisorServiceRolePolicy i i1 ZI#&E AWS Identity and Access
Management ( IAM ) 3X{k, BXELZEER , BSREERSEXAE AT Trusted Advisor (p. 199) :

HRBERFEENR , AFRSHEAXBEILF AWS RS, XERR RV Trusted Advisor BB R ITHEH
1,9

RERFHAES

R E U TRR,

+ Auto Scaling - #i& Amazon EC2 Auto Scaling i /= Bt &1 3 IR
+ cloudformation— & AWS CloudFormation (CloudFormation) Mk /= Bit & #l #E4%
+ cloudfront— ¥R 5 # CloudFront & 1ThR
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cloudtrail— R AWS CloudTrail (CloudTrail) %4k

dynamodb — ##3& Amazon DynamoDB i /= &t i 1 & /&

ec2 — ##& Amazon Elastic Compute Cloud (Amazon EC2) ik F~ BEL &1 F & IR
elasticloadbalancing - #iR# M A IIE ( ELB ) Ik BLEF &R
iam-3REX IAM &R , WEH, DR FEH

kinesis — #& Amazon Kinesis (Kinesis) ik /= &t &l

rds - #R Amazon Relational Database Service (Amazon RDS) &R
redshift - & Amazon Redshift 5§

route53 — ##& Amazon Route 53 Ik B H 1 &R

s3 - #R Amazon Simple Storage Service (Amazon S3) &R

ses — 3REX Amazon Simple Email Service (Amazon SES) & X Bl &1

sqgs - 5/ Amazon Simple Queue Service (Amazon SQS) FA %l
cloudwatch— 3RERIE & #CloudWatchiE3h ( CloudWatchZE# ) 8R4 1T 53R
ce - 3RHY Cost Explorer fgg5 (Cost Explorer) EiX

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAccountLimits",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribelLaunchConfigurations",
"cloudformation:DescribeAccountLimits",
"cloudformation:DescribeStacks",
"cloudformation:ListStacks",
"cloudfront:ListDistributions",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListTables",
"ec2:DescribeAddresses",
"ec2:DescribeReservedInstances",
"ec2:DescribelInstances",
"ec2:DescribeVpcs",
"ec2:DescribeInternetGateways",
"ec2:DescribeImages",
"ec2:DescribeVolumes",
"ec2:DescribeSecurityGroups",
"ec2:DescribeReservedInstancesOfferings",
"ec2:DescribeSnapshots",
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeLaunchTemplateVersions",
"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"elasticloadbalancing:DescribeloadBalancerPolicies",
"elasticloadbalancing:DescribelLoadBalancerPolicyTypes",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"iam:GenerateCredentialReport",
"iam:GetAccountPasswordPolicy",

iam:GetAccountSummary",

iam:GetCredentialReport",
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"iam:GetServerCertificate",
"iam:ListServerCertificates",
"kinesis:DescribelLimits",
"rds:DescribeAccountAttributes",
"rds:DescribeDBClusters",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEngineDefaultParameters",
"rds:DescribeEvents",
"rds:DescribeOptionGroupOptions",
"rds:DescribeOptionGroups",
"rds:DescribeOrderableDBInstanceOptions",
"rds:DescribeReservedDBInstances",
"rds:DescribeReservedDBInstancesOfferings",
"rds:ListTagsForResource",
"redshift:DescribeClusters"”,
"redshift:DescribeReservedNodeOfferings",
"redshift:DescribeReservedNodes",
"route53:GetAccountLimit",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:GetBucketPolicyStatus",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketVersioning",
"s3:GetBucketPublicAccessBlock",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"ses:GetSendQuota",
"sqgs:ListQueues",
"cloudwatch:GetMetricStatistics",
"ce:GetReservationPurchaseRecommendation",
"ce:GetSavingsPlansPurchaseRecommendation"
]I

"Resource": "*"

AWS ITE KB : AWSTrustedAdvisorReportingServiceRolePolicy

ISR BEFF AN R AWSServiceRoleForTrustedAdvisorReporting BREH<A® | ff Trusted Advisor B
BHITHARNBINEENRE, BT80N AWSTrustedAdvisorReportingServiceRolePolicy i iNZEI&#Y IAM 3=
., BXEZEEL , BSIERSHEXAEAT Trusted Advisor (p. 199) :

WERERTFEENR , AFRSHEXABHIT AWS Organizations #1E,

RERFHES
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LRI E TR,

« organizations - #HIREWALRHFEHBRFHRNERE. KA. KE. FRMAL[ LN

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

]I

"Effect": "Allow",
"Resource": "*"

DescribeOrganization",
ListAwWSServiceAccessForOrganization",
ListAccounts",
ListAccountsForParent",
ListDelegatedAdministrators",
ListOrganizationalUnitsForParent",
ListChildren",

ListParents",
DescribeOrganizationalUnit",
DescribeAccount"

T AWS F£EE X KB Trusted Advisor EHT

&EFHx AWS Support 1 Trusted Advisor B AWS HERBEEFRMWFMEE (MNXLERSHRRERIXLE
WIH ) . EREBERMUTHERXNEHRR , HITH XRF L1285 (p. 345) TWHEH LH RSS Ko

THRNETH 2021 F£ 8 A 10 BURRT Trusted Advisor FEERX KN EEZE#,

Trusted Advisor

B 18R =]
AWSTrustedAdvisorReportingServicRolsReadicy (p. 218) 2023%F2H28H

AdvisorAWSServiceRoleForTrustedAdvisorReportinghi
Mt bnE Trusted KX ABHAWSIEE
AdvisorAWSServiceRoleForTrusgemAtigimorRe perfing iR
SHEHXACNIEERBENE 2R BEiRm—/ IAM BE

organizations:ListDelegatedAdministrators

AWSTrustedAdvisorPriorityFullAcceSsugted ¥8dvisor RN T AANHH | 2022 F£ 8 A 17 B

A HEEWK | G EHIXLER
AWSTrustedAdvisorPriorityRead OnBRYEHISS [frustéy Advisor Priority

B9 B A RR
AT Trusted Advisor BIET AWS
RERR
AWSTrustedAdvisorServiceRolePoliEsugie@ fajvisor 7% 2021 £ 8 A 10 B
- NN ERBHNER T EFEBRERET

DescribeTargetGroups #l

API fiR7x 2013-04-15
219



AWS Support FiF#5F

AWS FEE R
EX 1,89 A Hf
GetAccountPublicAccessBlock
PR,

Auto Scaling AETRAREEE
DescribeTargetGroup R ,
A% B hnE Auto Scaling 4AH9
FELHBANFKITEE,

Amazon S3 FHEBNBERETE
GetAccountPublicAccessBlock
MPRLARE 3R AWS K B9FE 1E 2

BiFRNEE.
BEEAMNERBE Trusted Advisor T EREPEHR (2021 F8 A10H
B,

FERTF AWS Support Plans B9 AWS FE& K

AWS Support Plans BB T IEE R,

B
+ AWSHE R : AWSSupportPlansFullAccess (p. 220)
« AWSHEE R : AWSSupportPlansReadOnlyAccess (p. 221)
« 3 AWS FEERBEH AWS Support It XIEFT (p. 221)

AWSHEE KB : AWSSupportPlansFullAccess

AWS Support Plans £ AWSSupportPlansFullAccess AWS FEE K, |AM SS{ {6 F L SR B R BT AT
Support Plans 1&4E :

« BEEF AWS IKF B Z3FiTRI

s BEEXERAZHFIHERRSHFMHER

« ER AWS IKF TR

o REBBIEZFITRIETEIER AWS Ik

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus",
"supportplans:StartSupportPlanUpdate",
"supportplans:CreateSupportPlanSchedule"
]I
"Resource": "*"
}
]
}

BRRBERNIR , FSHE X AWS FHEFME AWS Support TTRIEH (p. 221).
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AWSHEE KB : AWSSupportPlansReadOnlyAccess

AWS Support Plans £ AWSSupportPlansReadOnlyAccess AWS & HFH, 1AM SE4RfE Itk SRS 1855
AELTR R Support Plans 124 :

« BE AWS K/ B XREITRI
- BEEAXREUXFIUMERRSHFAHES

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus"

]I

"Resource": "*"

}
]
}

BXEBEUAMNTIE , BSH N AWS FEE LR AWS Support TTRIEH (p. 221).
X AWS IEERER AWS Support it XIE#H

EEHAX Support Plans AWS EERBEMNFMAER (MXLERSTHRBEBEXLEERTH ) . BREEX
HREEXRNBFRT , HITH XA LIS (p. 345) WHEH LK RSS iR,

TRNAETH 2022 F£ 9 A 29 HELKF Support Plans £t E RN EEEH,
AWS Support

EX i8R A&

AWSSupportPlansFullAccess (p. 22 AWSSupportPlansFullAccess3823 £ 5 A 8 H
- NI R EH BEERBH

fiCreateSupportPlanSchedulei

(=N

ERAHNERAE Support Plans EE RN ERA 2022 F9 A 29 H

EEX AWS Support #/EY 18]
EBURMEFHRZFRONNEZIFES (p. )R,
WO LAER TR Z — B Z#HPO

- EREEN AWS IK 2 XBRA B FER b it B . 1t B B FE AWS IKFRAF.
+ {£F AWS Identity and Access Management (IAM),

MEEAARE L, Enterprise On-Ramp Sl Support 1%, MIIE 7T BAE A AWS Support API (p. 15) SA4
2= 15E AWS Support F Trusted Advisor #F. BXFHELR , iESF AWS Support APl &,
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https://docs.aws.amazon.com/awssupport/latest/APIReference/Welcome.html
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EEX AWS Support /K TER

Note

MRFTEZBFIZFFL , WASER Contact Us ( BRREAT] ) WH. &7 AGEA L WERERE X
Tk 5 MK 7= (=) R A9 S BY o

HEAWSHIK

& SUE AR AWS IK P B8 7 BR 4 b ik F 3388 2 5% AWS Management Console # i[RI &G0 W E 7
¥E AWS IKFRAF, BR , BRITBENBNETEFARAFRINITEREES , IEREEES. HK ,
BINBWEFER IAM |, B AT EIRSIGRLE AW R IK P RHITELEES,

AWS #1730

AT LATE IR HI A RIRITELT AWS Support 24, JERLATE IAM policy 18 EIX L AWS Support ERAEL R
EE S ERIE,
Note

WMREIEL IAM BUR P TEMRGE , WERXGRINIEX /R BN , TGS HIE
POHARBAT A,

B1E iR

DescribeSupportLevel & TFIREIAWSHK PRI ISR AR, Cent
AWS Support er TERZBEH ©REELRN ZHFR
Ao

InitiateCallForCase = F1E AWS Support /0 L& EIFRBRR. Cent
AWS Support er LR EBE A ©RA KRR AL EW,

InitiateChatForCase #F7E Cent AWS Support er £ % #2 Bl K 89 £
FR. Cent AWS Support er £ &R ERAE KRR
FHEIR,

RateCaseCommunication . F3TAWS Support 2= 517a3@E 5 171 2 BN R

DescribeCaseAttributes BT i 5B RS REVAWS SupportZ= 45l /E tE K9 1X
FR. Cent AWS Support er £ N B ERIKEFE
Bl L EHERE,

DescribeIssueTypes EFIREAWS SupportZR [ BRI NFE, Cent

AWS Support er #£ A #B4E F3 B SRIREUERRI K 7= B9 7]
FEERE,

SearchForCases BT RES4AEM ACEKNAWS SupportZEHI 5 &
KPR, Cent AWS Support er £ R EpEH ©RE
BRI RH,

PutCaseAttributes BT A HEBI RS [ AWS Support 2= INE Y

MR, Cent AWS Support er R3}MEF © XA EH
AWS SupportZR IR IR ERZ,

|AM

BIAMBRT |, IAM AP ERRIXZEH O, BAUER IAM SIZZNMNAFRA, RiE , &8 1AM policy KN
B L, LUETNERMTREMBGRRIR , SIaFTIF =06 MER AWS Support AP,
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EEX AWS Support /K TER

Bl IAM AFUE , BAUAXEAFRAZMHZHNKFZENERRE. RE , EIOTUERE
AWS IKF= HE X PO T, EIRELAWS Support 175 R EREY IAM B AT A& B0 2K eI 2 AT A
Blo

BREZELR , BSHE IAM AP ERHRH IAM AP & F 80 AWS KF .

BF R E L5 L2 AWS EE KRB AWSSupportAccess MiIEIAF, A5iAEB. AWS Support
RV E R IRERRRIZHIFT4EE AWS Support IBERFR. AWS Support R ERE A , Eik
Resource TRIRLZIREN *. BEEATRIELINFE X IFRAIN T E,

Example : R FTE AWS Support B/ERI 18]

AWSHEE RBE[E IAM A FFAWSSupportAccessi® F 17 B fX FRAWS Support, EBIREEH IAM A F T BLH
B FFE AWS Support IREMNEIR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["support:*"],
"Resource": "*"
}
]
}

BRWAHF AWSSupportAccess KB MEIZRWSENELZELR , BSH IAM BFRERSHRM IAM &
BRR (#HE) .

Example : 5 RIBRBIEZ AW AT BEResolveCasel® {E

BHTE IAM el BREF EERBEREEARIELBLRE. UATRBEEFTAW IAM AFE AWS
Support 1T EREER R ST R RE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "support:*",
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": "support:ResolveCase",
"Resource": "*"
1]
}

BxRUMABIEEZFIEER IAM policy WEZEE , B2H (IAM AF1ERE) RH6IE IAM policy ( ##H]
a).

WRAFHACHEKR , WIETEZKERIN AWS Support 4 E R K& E .

Important
c MRETEEXFHPOPEERS  FHREBEMENNR, EAREERRE

B IAMBER, BXEZEER , HSRERT AWS Support # Identity and Access
Management (p. 191) :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/WhatUsersNeedToKnow.html
https://console.aws.amazon.com/iam/home?region=us-east-1#/policies/arn:aws:iam::aws:policy/AWSSupportAccess
https://console.aws.amazon.com/iam/home?region=us-east-1#/policies/arn:aws:iam::aws:policy/AWSSupportAccess
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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EEXT AWS Support 11915 R R

%F AWS Trusted Advisor B9 7] X FR

1£ AWS Management Console® , #2349 trustedadvisor IAM &% ZE[E#24I5%F Trusted Advisor B9
@], F£ AWS Support APl 1 , support IAM @58 Z2[E#2HI3T Trusted Advisor i8], BEXEZEER |, 5
REEX AWS Trusted Advisor #Ji5 18] (p. 226) :

EEXT AWS Support 11X #9177 £ BR

£
« Support Plans 21 & B ER (p. 224)
+ Support Plans #1E (p. 224)
+ Support Plans # =il IAM policy (p. 224)

« ABHEE (p. 225)

Support Plans 2% & BV R

ZEih[A] Support Plans ###|& , AF X908 —HRENR, XENBRAAATFAFFIIEHNEEGX AWS
Ik P & Support Plans BRAFMAEL,

f£ supportplans && ZEE 612 AWS Identity and Access Management ( IAM ) policy. #&7T EAfEF it
R SK IS E RN R IR IR,

BIEREER |, TAEERSH T B ZERAYFRIELIRIE, Support Plans K@ & ZE 85 supportplans.

W LAER AWS RE R FHMMEEN IAM 8, BXESER , BSREERAT AWS Support Plans
B AWS FEE KL (p. 220) :

Support Plans &4k

A LAE 4] A B ITELT Support Plans &4, &R LAE IAM policy FIEEIX & Support Plans 4L A2 iF
WIS TERE,

B1E iR

GetSupportPlan RTEEFKIL AWS IKF HaT Support Plans #
H1E S HILBR.

GetSupportPlanUpdateStatus BFEEGREH Support Plans & RIRSHFME
BHBR,

StartSupportPlanUpdate BT EHERUAEHL AWS Ik TR
R,

CreateSupportPlanSchedule & F 0 B X iF T R Bt A R VA BRAWS K

Support Plans #9741 IAM policy
ST BUE AT RBIEBEREIER Support Plans #1357,
%t Support Plans BY5E£ 18]

AT 58 A ¥ PR Support Plans #4752 1.
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EEXT AWS Support 1% #9175 R FR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:*",
"Resource": "*"
}
]
}

%t Support Plans B 2L 8]
LA 58 o ¥ A XY Support Plans #4T7 RiEiA .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:Get*",
"Resource": "*"
}
]
}

IELEXY Support Plans #9757
T RrEA 2 ¥F A P 15[ Support Plans.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "supportplans:*",
"Resource": "*"
}
]
}
N1 B
BB E

BESE LT ETUEER Support iTXRIE 7R,

ZHEFHEXZF IR |, Support iT X2 H & E RRD GetSupportPlan X
PR

IAM A P A EETFE Support THRIEFIAFTENNER. BAILLEH 1AM policy LB EBRADHNE , LA
& A AWSSupportPlansFullAccess 5 AWSSupportPlansReadOnlyAccess & AWS EE &K, BXxELE
B |, EZHEA T AWS Support Plans ) AWS & F R (p. 220) :

WMRIBFEREH IAM policy , IHEKR AWS IKFEE R,

HXEER

BXREZELR , TSR IAM AFPEEPHUTER

« {#/ 1AM policy simulator Uiz IAM policy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
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EEX AWS Trusted Advisor B 17718

« BFEBRBELEIRES

BB EHK Support ITXIR , EMAE THERNEIRER

WMREH AWS K 28 T AWS Organizations R AKS , M sEEEFEHARS LK (SCP ) ., SCP
2 —REEHANRAKEE,

i F Support it X2 —T£IKBSE , RS AWS XIS EMATEESBEIERAKFAFEEREREXHiT
¥lo ENEHALALYFLIRRS |, H120 IAM H Support it , BTUFZRE HINEMETEHE SCP HIHEER
FIRA, XEWRALPHIKF T RIX RS |, BN SCP IE4IEEMN AWS XiF,

B Support ITRIFMAFIS , B SCP B "NotAction" FIRF# A "supportplans: *",

"supportplans:*",

B SCP AIREE RN U TR B,
Example : 73 Support it XIEALR B3 TIHRIEY SCP

{ "Version": "2012-10-17",
"Statement": [
{ "Sid": "GRREGIONDENY",
"Effect": "Deny",

"NotAction": [
"aws-portal:*",
"budgets:*",
"chime:*"
"iam:*",
"supportplans:*",

MREERKAKFETLEERH SCP , BEHR AWS KF BB R, EEKFAEEEEFH SCP , LUEFFER
50k & | LAiG R Support 11X

AWS Control Tower B3 = EI0
o MREHALF AWS Control Tower 5 SCP & EA |, MATAEFHBEERH AWS XiF E4
R AWSHE| ( BER NI XEESEE ),

. MREFERTF AWS Control Tower B9 SCP E# 8 o supportplans , NHEE 7 ZE M EBRE
X SCP HWEHT. BXEZER , HSELN H AR AWS Control Tower R RZE.

HEXER
BXEZER  BSANTER:

+  {AWS Organizations Fi P8R FEVARSSIEFIKES (SCP) o
+  {AWS Control Tower Fi 18R ) FEVELE X I $E 45 12 %l
« RIE CAWS Control Tower AF1ER) PERH AWS XiF IE4 7R AWS

EEX AWS Trusted Advisor B4l

& LM AWS Management Consoleis 8] AWS Trusted Advisor, FfE AWS K/ #ERIF RS ERZ
Trusted Advisor 12, MREHMAR I, Enterprise On-Ramp il Support it% , M AT LA B FRFA
&, BXEZEE , HSF AWS Trusted Advisor ® 25| (p. 65).

BT LAE R AWS Identity and Access Management (IAM) #2233 Trusted Advisor #91 [E]#XBR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_access-denied.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
https://docs.aws.amazon.com/controltower/latest/userguide/data-residency-controls.html#primary-region-deny-policy
http://aws.amazon.com/premiumsupport/faqs/#TaFree

AWS Support FiF#5F
EEX AWS Trusted Advisor B 17718

£
+ Trusted Advisor 12l & KR (p. 224)
+ Trusted Advisor #4E (p. 227)
« |AM policy =5l (p. 230)
- BESH (p. 234)

Trusted Advisor 1 & KR

Eijd Trusted Advisor #lA , AP SARE —AKENNR, XENBLXAARFAFFHMEEEREN
AWS K= 1 H Trusted Advisor BRI FMEE.

] LA AT IR TSR IZ HI3T Trusted Advisor B934 :
+ {£f Trusted Advisor 5| & IR TFIE R4 IIEE. AR RABLMEEERERBKHNR,

AER AWS RERB I EENRBERERESENR. AXESELR , BEH EAKS2HX IAM A
FAABHIERE,.

« £/ trustedadvisor &R ZERBIE IAM policy. T LU A I R BE SR IE EIREFERANR,

BIREKEER , TUIBERS NGB EERAYFRIELIRIE, Trusted Advisor BIEr & ZEA A
trustedadvisor, {BE , TREM A trustedadvisor & ZEER AFHIEL AWS Support APl i)
Trusted Advisor AP #4E, #x , BH4JER AWS Support # support & ZEE,

Note
WMREEHF AWS Support API BIFXBR , | Trusted Advisor i AWS Management Console JNA

4 F R Trusted Advisor £RMWHEEME ., E1E Trusted Advisor BHIAHEEFLER | BH4AEH
trustedadvisor & Z=H KR,

Trusted Advisor 12#1E

A LATEIEHI A AT AT Trusted Advisor #4E, & BUE IAM policy FIEEX L Trusted Advisor #24ELL A
TRIELRFERE,

BE #iR

DescribeAccount BFRERUAEE AWS Support 1T XM & f Trusted
Advisor HIET,

DescribeAccountAccess BFRRAEE AWS KF RERAREAT
Trusted Advisor,

DescribeCheckItems RINRAEERED B NIFHMAER.

DescribeCheckRefreshStatuses RFNREAEE Trusted Advisor 1 EM BIFTIRTS.

DescribeCheckSummaries BEFNREEFE Trusted Advisor RERHE,

DescribeChecks BFNPREAEF Trusted Advisor R EMEFHEE,

DescribeNotificationPreferences BFNRIAEE AWS K B HIiET,

ExcludeCheckItems B F PR EABERR Trusted Advisor K &L,

IncludeCheckItems BF IR E Trusted Advisor KB EHEIL,
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BE

RefreshCheck

SetAccountAccess
UpdateNotificationPreferences

DescribeCheckStatusHistoryChanges

(AN EH Trusted Advisor 4

iR

BF IR LARIFT Trusted Advisor R &,
RFRAEN KB ASHEA Trusted Advisor.
B F R AEH Trusted Advisor KB H LI,
BFERETE 30 KAKREL RN E SRS AR,

LA Trusted Advisor I2ER FHEAMBIEE, BEXEZER , BSPAWS Trusted Advisor AJ4H £330

B (p.29):

B’E

DescribeOrganization

DescribeOrganizationAccounts

DescribeReports

DescribeServiceMetadata

GenerateReport
ListAccountsForParent
ListOrganizationalUnitsForParent
ListRoots

SetOrganizationAccess

Trusted Advisor Priority 14

iR

BFNERUAEE AWS /= REREEALAL/UE
WEEMER,

BT NRUABEALAPHREK AWS IKF,

RFNRAEFALNEREVFRES (S,
HEBWH. STEE. tIZBH, RENERX ).

BFRRUEEGXRALNRIREHNES (Hl

o, AWS Xig, REEF, BREZHNERR
)

TR LME R H LA Y Trusted Advisor 12 612
R

1 Trusted Advisor ##H|AHEF AWS HH
HERALE T (OU) BEWFTE K HIR

FTE Trusted Advisor IEHI AR EFERHAR BN
RAFFEHLE S (OU) IR,

2 F1E Trusted Advisor 4| & F&EEFE AWS A4
E YW RIRR,

T NPRLUE A Trusted Advisor J5 LALLM E T
%

BEo

MBEERFKFBA T Trusted Advisor Priority , MR A SAE R & RHITELT Trusted Advisor #B1E, &7
LATE 1AM policy 7R I1X L2 Trusted Advisor BRELA AR RIEL S ERE. EXEZEL |, H5 M Trusted

Advisor Priority # IAM policy 7=l (p. 232) :
Note

Trusted Advisor Priority F I X R ENHEAREFLE (TAM) RENKFBEENEN. RES
HE RSB ERSHEI , 170 Trusted Advisor 2, KEH TAM HENEFH R EEN,
ETR, 88 TAM 285X LEW , UETIHIEEKF# Trusted Advisor Priority #o

BEXEZER , HZHAWS Trusted Advisor Priority Al (p. 52) :
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R

DescribeRisks

DescribeRisk

DescribeRiskResources

DownloadRisk

UpdateRiskStatus

DescribeNotificationConfigurations

UpdateNotificationConfigurations

iR

B FIBREAEF Trusted Advisor Priority X,
B o

I IRLLEE Trusted Advisor Priority 51 XU
EAHES.

BT EE Trusted Advisor Priority H = S48
#9 XU B B R

RFIRRATEH B E Trusted Advisor Priority X\
R ERE BB,

TR LAE £ Trusted Advisor Priority &9 XU
W2

& TR LAFREX Trusted Advisor Priority K987 #B
B A E LT,

B F RSB REH Trusted Advisor Priority B9
B8, - BB 4 I I B AR T

DeleteNotificationConfigurationForDelegalReRRURIEE MK S PR , LA E M Trusted

Trusted Advisors 5173

Advisor Priority #9ZRE 2 5 Mk 7 7 1l Bk 58 F B 4
BAEEI,

MEERKFBA T Eng Trusted Advisor age , U A LATE$2 # & IR 1T LU R Trusted Advisor#gfE, EH 5L
1E |AM policy FH X L Trusted Advisor IRELA AT RIELISTERE, BXREZELR , BSH Trusted

Advisor5#) IAM BEE =l (p. 232).

BXREZELR , BSRFHER EngAWS Trusted Advisor age ( ISR ) (p. 59) :

#1F

CreateEngagement

CreateEngagementAttachment

CreateEngagementCommunication

GetEngagement

GetEngagementAttachment

GetEngagementType

ListEngagementCommunications

iR

&% F1£ Engage F BlZE Trusted AdvisorE 3 HI#X
PR

£ F1£ Engage 8| Trusted Advisors 5Kt /Y
R,

& F 1 Eng Trusted Advisor age eI ZEZH XY
PR,

2 F7£ Trusted Advisor Engage FEES 5/
PRo

£ F 1 Engage & ETrusted AdvisorS 5Kt 1Y
R

& F1£ Engage P EF4FETrusted Advisors 53
BHIIER,

% ¥ Engage & & Trusted Advisor3 5 FTE
BEENNR.
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BR1E iR

ListEngagements & F&EF Engage PR B Trusted Advisors 5#91X
PR,

ListEngagementTypes & F 1 Engage REFFATrusted Advisors 53¢
R BR

UpdateEngagementStatus ¥ F1E Engage R E FH Trusted Advisors 5IRESHY
PR,

IAM policy R4l

UM A WA R VFRIEL S Trusted Advisor B9 T5E]. SR AR T EHY R —RTE IAM 25 & 5 6l
BEFEERE, flm , SULERIROIRE  ASRERLEE IAM 2H A8 JSON T+, RE , FER
BEBINEREY IAM AP, ARAR,

BXRUNILIE IAM policy WEZEE , FSH IAM AP IEEF M1 IAM policy (1245 ) o

Bl
« X Trusted Advisor B5E£ 15 AR (p. 230)
« X¥ Trusted Advisor B R i1/ B R (p. 230)
« B4 3T Trusted Advisor B9 1518 (p. 231)
- RHIELSERE (p. 231)
« PR#I3F Trusted Advisor B9 AWS Support AP #24ERI 5 18] (p. 231)
« Trusted Advisor Priority B IAM policy =45l (p. 232)
+ Trusted AdvisorZ5# IAM BUR R A1 (p. 232)

3¢ Trusted Advisor B9 522 i [B1 £ BR
LUR SR RE fo i FA P 1E Trusted Advisor #8% & A& E FRITE X FT A Trusted Advisor K ERFTE R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}

3F Trusted Advisor B9 235145 8] £ fR

LU SR RE 7o ¥R A P XY Trusted Advisor 325 8 #TRiR1GH . BPERERTEMER , fINBFRERERRE
HEEDL,

{
"Version": "2012-10-17",

"Statement": [

"Effect": "Allow",
"Action": [
"trustedadvisor:Describe*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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"trustedadvisor:Get*",
"trustedadvisor:List*"

]I

"Resource": "*"

}

34 3T Trusted Advisor B9 (8]
AT KB SLF B P 1 Trusted Advisor 2 #| & R EFHMITEH X Trusted Advisor K ERVIRE,

{
"Version": "2012-10-17",
"Statement": [
"Effect": "Deny",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}

RFMIEL IS ERME

AT KB A F A PP 7E Trusted Advisor 2 &1 & R &EEFTA Trusted Advisor & |, B A A F RIFEML
%=,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": "trustedadvisor:RefreshCheck",
"Resource": "*"
}
]
}

R HI3E Trusted Advisor #9 AWS Support API #4ER 5 (7]

£ AWS Management Consoled , #3419 trustedadvisor IAM &% ZE[E #2415 Trusted Advisor 8%
B, FREMEM trustedadvisor A ZERRAWFHIEL AWS Support APl H#Y Trusted Advisor API #
. = , TUAMERA support R ZEH. EBAIMEEF AWS Support API B9 BRF 8E SRR S =1 A
Trusted Advisor,

Bl4n | tnR&48 Y A iZRefreshTrustedAdvisorChecki®fE |, NI AR KR P A IR ENRER,

Example : {XStiF Trusted Advisor API i&4E

LA 58 fo ¥ A P2 15 18] Trusted Advisor B9 AWS Support AP &4 , MR AP iF R E K AWS Support
APl 846, fltn , AFATAER API EENMRIFRE, ENTER, EF. EFDMHEN AWS Support R
i,

ST LA I SRS LA YRR 5 U A Trusted Advisor API 24E | {BI& T E4E L K RK £ Trusted Advisor #2 4|
BFEFIRFRE,
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeTrustedAdvisorCheckRefreshStatuses",
"support:DescribeTrustedAdvisorCheckResult",
"support:DescribeTrustedAdvisorChecks",
"support:DescribeTrustedAdvisorCheckSummaries",
"support:RefreshTrustedAdvisorCheck",
"trustedadvisor:Describe*"

]I

"Resource": "*"

"Effect": "Deny",

"Action": [
"support:AddAttachmentsToSet",
"support :AddCommunicationToCase",
"support:CreateCase",
"support:DescribeAttachment",
"support:DescribeCases",
"support:DescribeCommunications”,
"support:DescribeServices",
"support:DescribeSeveritylLevels",
"support:ResolveCase"

]I

"Resource": "*"

}

BX 1AM W{AEERA AWS Support  Trusted Advisor WEZEL , HSH R1E (p. 195).
Trusted Advisor Priority & IAM policy =4l

BRI LAERA LT AWS FEE R B SRILHIXS Trusted Advisor Priority 89158, BXEZELR , HS AWSEH
F AWS Trusted Advisor FIIEE SR EE (p. 213) M AWS Trusted Advisor Priority Al (p. 52).

Trusted Advisor 58 IAM BUER RHBI
Note

Trusted AdvisorEngage & TR S , B 8&BEMAWSIHEE R, ZALERATHENREZ —
SRTE 1AM A FHBEFEE R,

£ Eng Trusted Advisor age H 3% FIREN R FBE R -

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"trustedadvisor:CreateEngagement*",
"trustedadvisor:DescribeAccount*",
"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*",
"trustedadvisor:UpdateEngagement*"

]I

"Resource": "*"

}
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}

1E Eng Trusted Advisor age H#2F R 8] A fR 19 S BE R 31

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*"

]I

"Resource": "*"

}
]
}

£ Eng Trusted Advisor age % FIiEE i B R K G AX T AR TS 7R RH KB RBITrusted
Advisor :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"trustedadvisor:CreateEngagement*",
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*",
"trustedadvisor:SetOrganizationAccess",
"trustedadvisor:UpdateEngagement*"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

]

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com"
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B
)
)
)
]
)
SEZH

B>k Trusted Advisor RIRNEZEL , BSRUTER :

« IAM AP IER TR A AWS Trusted Advisor & X KYiR1E,
« &% Trusted Advisor $ &l & 8917 ]

Xy AWS Support & £3 81/ [F] 3 17 5 EE HEBR

FEAUATERTHEBELHAIEEEMEA AWS Support 1 1AM B 7] 8EB 2 &Y % L3,
£

« REBIAT iam : PassRole (p. 234)

- REZEFRNFRIZEL (p. 234)

- REEEAHAFEATHEMALIR AWS Support (p. 235)

s BEEATFRN AWS IKF 2 A A R HE KB AWS Support BIR (p. 235)

R IT iam : PassRole

MBERWKE—MER , RABTHINIT iam:PassRole BIE , MATMEH R UA T LG A BEIRL AWS
Support,

BLEAWS REATBRIAGAGKREEZRS  MIARUBRFTRSACIRSAXAC. Mt , BLHE
BRACRESIRSHRR,

HLZ N marymajor B9 IAM AP 2R ERAEE A AWS Support FIITIRIER , R &£ LT REIEEIR. B
2, BFYAEERS AR TFHNRT AIHMTIHEE. Mary TR 5958 2 153 3 IR 25 R0 AL BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMBERT , BHEH Mary FIRBELL AT iam: PassRole #4E,
MREFERE , FRREN AWS BEHRA, EEARMEREMEREENA,

BREEEFRAVITRZRHA

EOIZE IAM AFBRZAE  SUUENEEENERES D, B , EXLBEEEENRBHREH, W
REERTREEN , T 247 B B — AN RO T R B4R

FRZPBEFED - R4 ID ( Hl AKIAIOSFODNN7EXAMPLE ) FF% 2315 R 2248 ( 454N
wJalrXUtnFEMI/K7MDENG/bPxRTfiCYEXAMPLEKEY ) . ERAF & MBE —# , B0 6 15 9 %47
ID MIZH A Z AN BERRITHHRIE. GNAFENBE—#¥ L2 EEHRIZEH,

Important

BAEAF=FRHGAZN , MERN THEPRIEHITHS ID 71T, MBEXHFM , A6
LB R BTHEMIE S 10K AT FALR,

LGB FABANE , REQRREFHRZSA D MRBHRAZARFE-— I RL2ME, WEHREA
RECHBTHTA, NEEXT EHRBHEEN , L4 AM AL FMFOBEZE, L82THE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awstrustedadvisor.html#awstrustedadvisor-actions-as-permissions
http://aws.amazon.com/premiumsupport/ta-iam/
https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html#FindingCanonicalId

AWS Support FAF#5F
544 e R

ANARER. MRESHEMIBY , WATWER-NEAY , REBLEFNENR, EEFHHA , F5H
IAM AP e E R A ZH.

EeEEAAFEATHMATR AWS Support

TR YEAA I AWS Support , S4Th BE B FAURMN A R KA AR~ 1AM 5 (A RA
&), CIFEREEANELDE ANS, AR , CATHERKIMEITS | LUEE AWS Support HEIH
BF EBHER.

BB AEA | HSHE IAM SRR RN E 1 IAM SRA S L.
BHFEATFERWN AWS kP 2 A R iERIFREY AWS Support 5
i

AR — A | SUERTIKS b F P SEE S A R TSR 28 B R R, A
FREGEN , TUBEAS. NTLHETRBNHERRETRHFIR ACL) BES  CA N EHXER
A BB X AR 5 AT

ETHESES  BEANTAE -

« ETH# AWS Support B XX LEIHEE | ESH AWS Support 215 1AM #hE T4 (p. 194).

« BTYHRNANEHEEN AWS K/ PRFRREEHRNR , H20 IAM AREETR I EHRENS -1
AWS K FEY IAM AP R R AR BR

- BETHRMMANE=FAWS K REEHERNHRNR , HSHE IAM AFEEPRN I E=FHENAWS
K P R R AR

- ETHRNMBYREFORIEREHARR , FSH IAM AFERETHIESABSORIENAS (KE
SHKRIE ) REHERR,

- ETHERAGNETRRNREBETEKSBRZEANES , H5H IAM AFERSH AM BSEE5ER
THRENKBEFATE,

I

AWS Support FEHIER 2 —3 AWS FfE. AWS HEERK, SAMNKKNRFREESEHTEN, &
XESRELE , BSHAWS R EHMEHE N BE .

52 A A T IR T ] B AT IR AR R A ()RR

- BATZHEA AWS BEMRIBRFE AWS Service Health Dashboard E& %, a0, EZMmIEMK - 4EER
REIXBH B4,

« £ AWS Health Dashboard REF B MK WIRELEE, Sl , EKSPHRSRERNESF. BxX
E%ER , 1556 AWS Health AP EEF M AWS Health Dashboard Al

AWS Support F1 AWS Trusted Advisor F#Y B &2
ST Il

Wi 2R AWS Support 1 AWS Trusted Advisor AR BRI E At AWS SRR A RO T FEM, o AMEMMEEEN
EESHE. AWS 24 T LT 5 T Bk AWS Support 1 AWS Trusted Advisor, 7 HI4EIRE#1THR
&, HEREUE,

 W5# KA CloudWatch i B EHAWS B IR MBI TAWSHI S AR F. B IKREMRERER , SR E
EMHEFIER , URIREERAEREERNEIREBEEE R ER B S REERE. Fla, &L
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
http://aws.amazon.com/blogs/security/introducing-the-aws-security-incident-response-whitepaper/
http://status.aws.amazon.com/
https://phd.aws.amazon.com
https://docs.aws.amazon.com/health/latest/ug/getting-started-phd.html
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SIS UE

CloudWatch iR ER &R I T b3 4 i B = (Amazon EC2) 3Ef6I#Y CPU E AR HbiElr , HEZTERN B
BE#Rbl. BXESZEE , BSHILD#CloudWatch A F1EE,

+ Amazon EventBridge IR FRM MW RESHR , AT HBRAWSHEIREL, EventBridge X EMNEH
B HITE , AREAURERAN  UERECE4NEXEE4RENTERM AWS RSP AL BFER
., BXEZER , BB #EventBridge A F 1B/,

« AWS CloudTrail #3RBHZH AWS kP RARZKS K EHN AP BANEXSEH , HF B EX4EETE
fEEHR Amazon Simple Storage Service (Amazon S3) F# . BA MSRIREFL A FK A HA 7 AWS,
MAR R R EER P it SR AR R ERE, BXESZEEL , 25 AWS CloudTrail A5,

BXREZEL , 55 H AWS Support Ay B &2 (p. 311) # AWS Trusted Advisor #9412 H B &12
 (p. 327)e

AWS Support B9& #1458 IE

ETHEAN AWS B REERESAMITEERN , FSH SAMITUEE R AWS RS , RAFERE
RNBHEAKITR. BEXEAEE , ESRAWSEM T,

BT LABEA AWS Artifact TRE=FFIHRE. AXESELR , BSHE AWS Artifact P TFEIRE.

BER AWS RS HEAMFRERRTEBENBRE, RARANSAMBRUAREREREN. AWS
RHEUTRIFRBEHZ SN

« Z2MESEMMPENTER - XERBEFITIETRIESM , FRMETE AWS ERBULZ S
EAMNERINEERREN SR,

+ Amazon Web Services EfJ HIPAA Z2MFEMEREBZIT- ZAEBNBT LA NMER AWS B2 RF
4 HIPAA IR R F o

Note

HIEFRE AWS IRSERFE HIPAA ER, BXESZER , BEHAME HPAA ZERVESSE,
« AWSEMRMRIR - il SFMANERESAREERTENTLIVE,
+ AWS Config 7 & A R 18" P B9 5 A AN P15 %R — Bt AWS Config BRSSP 8 R E B X M EPSEER .
TUERFERNEEER.
« AWS Security Hub - Itk AWS RS M&RMH AWS AR LRSHLERE, Security Hub B T£ 24
TEEN AWS RRHREHREBRELLTUNRENRESR. BXIXHRIRBENSIR , ESH
Security Hub #2445 #,

+ AWS Audit Manager — Itt AWS BRSS AT & B I8 IS S & 1B AWS ERITER , AR{LEBREUR 58X
ERMTLREN SN F R,

AWS Support = #Y & BE ik & &

AWS2 IREM IR EE SEAWS KM AT A XWE, AWSKIFRESANEYE LMY ARENATAKX |, X&a
AXBEIERE, FHESATRUESHNKGERE -, MATAX , BRI NEEETAXZEL
i B KA HERBNNARFNREE, SEENENRSIMREFOEMREEL  TAXERE
SRR, REMENTT B,

BXAWS KEMAARNESER , HSH AWS £ IRER T,

AWS Support P EALIREEL £ M

ER - ER RS , AWS Support B Amazon Web Services : £ MK A K B HFHRHAWS £ KM
FLRELEFRMHRT,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
http://aws.amazon.com/compliance/services-in-scope/
http://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
http://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
http://aws.amazon.com/compliance/hipaa-eligible-services-reference/
http://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
http://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf

AWS Support FiF#5F
Bl & FRE 24T

BRI AR AWS &1 H) API B FE M5 1R AWS Supporte B MM AZIFEHERZSM (TLS) 1.0 =
EalAE, BIUFEA TLS 1.2 BESRE. ERHE4ATHEETLAEMNAE (PFS) WEBEMS , flm
Ephemeral Diffie-Hellman (DHE) 5} Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), AKZ I RS
(W Java7 RESERA ) BZFXEERR,

b4k, XERBRZES ID M5 1AM FRAXBKNOBB LR BARNERBTER, RE , BALUER
AWS Security Token Service (AWS STS) £ K If it R & Z RN ERFETZER,

AWS Support H BV & FIKE 2 4T

¥4F AWS Trusted Advisor , AWS TSR EERERER S (OS) MAEEAT . BABEENRERESE
REEES,

BEEM IT Z#HEAWSHE (RIMNNEF, ) 2BANHARRE. AXESZER , BSHAWSHEHIBEL,
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
http://aws.amazon.com/compliance/shared-responsibility-model/
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£H AWS F x TESZH AWS
Support X3 R4l

AR R RIS R AN AWS Support 5 AWS B#4F AT EQ (SDK ) —EFEA,

RERAEBRFHABRER , PRELTXFRIET. BRREQERRTOARARAENMRSEE , BETHU
EERXZRNERS RMITEERFEN LT,

GRERTIAEIER -—RFTEAS M EBREREEESHRBG R,

BXAWS BHAF R TEBFRAREREMNNRERENTESEK , HS5H & AWS Support 5 AWS FFATE
SBEEEA (p. 14). XEBEIEEXRANTNERAREXEINRGETF R TESHRENEFAES.

FF 1
Hello AWS Support

AR RS RIS R AIFF R A AWS Support.

.NET

AWS SDK for .NET
Note

EHEZGitHub, EHRFTERE] , F 3 WAE AWS RiGRHIF6#EFEH#ITRENET,

using Amazon.AWSSupport;
using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

public static class HelloSupport
{
static async Task Main(string[] args)
{
// Use the AWS .NET Core Setup package to set up dependency injection for
the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default profile.
// You must have one of the following AWS Support plans: Business,
Enterprise On-Ramp, or Enterprise. Otherwise, an exception will be thrown.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>()
).Build();

// Now the client is available for injection.
var supportClient = host.Services.GetRequiredService<IAmazonAWSSupport>();

// You can use await and any of the async methods to get a response.

var response = await supportClient.DescribeServicesAsync();

Console.WriteLine($"\tHello AWS Support! There are
{response.Services.Count} services available.");
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« BX API BVi¥AE R |, S DescribeServicesAWS SDK for NETAPI $# X #4,

Java

SDK for Java 2.x
Note

EHEZGitHub, EHRFTERE| , F 3 WAE AWS KGR OIF6#EFEh#TRENEIT,

/**
* Before running this Java (v2) code example, set up your development environment,
including your credentials.
*

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
va API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
This Java example performs the following task:

*
*
*
*
*
Ja
*
*
*
*
*
* 1. Gets and displays available services.

*

*

* NOTE: To see multiple operations, see SupportScenario.

*/
public class HelloSupport {

public static void main(String[] args) {
Region region = Region.US_WEST_2;
SupportClient supportClient = SupportClient.builder()
.region(region)
.build();

System.out.println("***** Step 1. Get and display available services.");
displayServices(supportClient);

// Return a List that contains a Service name and Category name.
public static void displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en"
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service: services) {
if (index== 11)
break;
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System.out.println("The Service name is: "+service.name());

// Display the Categories for this service.
List<Category> categories = service.categories();
for (Category cat: categories) {
System.out.println("The category name is: "+cat.name());
}

index++ ;

}

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

« BX API HNi¥A{E R , S DescribeServicesAWS SDK for Java 2.xAP| & X #4,

JavaScript

SDK fo JavaScript r (v3)
Note

EBESGitHub, BEHRTERE] , ZFIMAE AWS KB RO EPRITREMET.

WA “main() B1TZ R,

import {
DescribeServicesCommand,
SupportClient,

} from "eaws-sdk/client-support";

// Change the value of 'region' to your preferred AWS Region.
const client = new SupportClient({ region: "us-east-1" });

const getServiceCount = async () => {
try {
const { services } = await client.send(new DescribeServicesCommand({}));
return services.length;
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Errox(
"You must be subscribed to the AWS Support plan to use this feature."
);
} else {
throw err;
}
}
};

export const main = async () => {
try {
const count = await getServiceCount();
console.log( ‘Hello, AWS Support! There are ${count} services available.');
} catch (err) {
console.error("Failed to get service count: ", err.message);

};
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« BX API WFEMEE , 2 M DescribeServicesAWS SDK for JavaScriptAPl 22 3 #4,

Kotlin

SDK for Kotlin

Note
XEEATREARPINBENTALIT XY, ANRBER TREE Ko
Note

EREZGitHub, BEHRFTERE] , F 3 WAE AWS KI5 ROIF 6 FE T RENEZT,

/**
Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
This Kotlin example performs the following task:

1. Gets and displays available services.

*/

suspend fun main() {
displaySomeServices()
}

// Return a List that contains a Service name and Category name.
suspend fun displaySomeServices() {
val servicesRequest = DescribeServicesRequest {

language = "en"

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1
response.services?.forkEach { service ->

if (index == 11) {
return@forEach

}

println("The Service name is: " + service.name)

// Get the categories for this service.

service.categories?.forEach { cat ->
println("The category name is ${cat.name}")
index++

}

}
}
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« BX APl #4{EL , BS W DescribeServices {AWSSDK for Kotlin APl 2Z) ®fy API #4115
B,
Python

EAT Python (Boto3) A SDK
Note

EREZGitHub, BEHRFTERE| , F 3 WAE AWS KI5 R G176 FE T RENZT,

import logging
import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

def hello_support(support_client):
Use the AWS SDK for Python (Boto3) to create an AWS Support client and count
the available services in your account.
This example uses the default settings specified in your shared credentials
and config files.

:param support_client: A Boto3 Support Client object.
try:
print("Hello, AWS Support! Let's count the available Support services:")
response = support_client.describe_services()
print(f"There are {len(response['services'])} services available.")
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException’:
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples.")
else:
logger.errox(
"Couldn't count services. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']['Message'])
raise

if __name__ == '_main__":
hello_support(boto3.client('support'))

« BX API #4458 , F2S W DescribeServices {AWSSDK for Python (Boto3) APl £&) Hfy
APl F4E R,

KB RHG
« £ AWS FF & T 25 AWS Support 1E (p. 243)

£/ AWS SDK EZR A% AWS Support JB1E (p. 243)
£/ AWS SDK mE & AWS Support it (p. 247)
£/ AWS SDK £ AWS Support =4/ (p. 250)
& /8 AWS SDK #ii AWS Support 245189 ff ¢ (p. 254)
£/ AWS SDK ##if AWS Support 4| (p. 257)
/8 AWS SDK #IREHIH AWS Support B1E (p. 261)

API fiR7x 2013-04-15
242


https://github.com/awslabs/aws-sdk-kotlin#generating-api-documentation
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/support#code-examples
https://docs.aws.amazon.com/goto/boto3/support-2013-04-15/DescribeServices

AWS Support FiF#5F
B

« £/ AWS SDK IR X RG89 A AWS IR (p. 265)
« i AWS SDK #5& AWS Support =EMHRF (p. 268)
« fEF AWS SDK fi##r AWS Support 4l (p. 271)

- fFA AWS FF 2 T 288 AWS Support 375 (p. 274)
« {#/ AWS SDK FF 442 AWS Support R4l (p. 274)

FH AWS FF X TESH AWS Support 24

TR REIER T MAEA AWS FF & TEERNITEN AWS Support #R1E, XLERHFKFH AWS
Support APl , RAEEBFHRBHF , KTE L TXHET. BNROBEE —MEEGItHUD , EPEET
BRREMETRBEHEA,

LR RO ESERERANRE. BXTEIK , 50 AWS Support APl &,

i
« i AWS SDK mEZEHII AWS Support JB1E (p. 243)
. /A AWS SDK [ A1 AWS Support B4 (p. 247)
- {5 AWS SDK B2 AWS Support Z4I (p. 250)
+ A AWS SDK ##& AWS Support REIEVKIH 4 (p. 254)
« {/H AWS SDK #5& AWS Support 24l (p. 257)
« i AWS SDK #iRZEHIE AWS Support JB1E (p. 261)
o {5 AWS SDK iR H =AY 7 A AWS BRSS (p. 265)
. fE/ AWS SDK & AWS Support = E 14 3 (p. 268)
+ /A AWS SDK f##r AWS Support 4 (p. 271)

£/ AWS SDK @257 AWS Support B{E

BATR RS R B R a0 5 5 M4 9 AWS Support BERIMEIZHRH6.

BERIIRREEFHRBRHESR , #TELTXFET. EUTRBRAF , BOUUEFHERENLET :
- FRFERARS (p. 274)

.NET

AWS SDK for .NET
Note

EHEZGitHub, EHRFTERE| , F 3 WAE AWS RIG R G176 EFEh#ITRENEZET,

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseId">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">0ptional list of CC email addresses.</param>

/// <returns>True if successful.</returns>
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public async Task<bool> AddCommunicationToCase(string caseld, string body,
string? attachmentSetId = null, List<string>? ccEmailAddresses = null)
{

var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()
{
Caseld = caseld,
CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses
b

return response.Result;

o Bx APl HiEHE L. |, 5@ AddCommunicationToCaseAWS SDK for NETAP| & 3144,

Java

SDK for Java 2.x
Note

EHEZGitHub, EHRFTERE| , F 3 WAE AWS KGR OIF6#EFEH#ITRENEZEIT,

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication to
an AWS Support case");
else
System.out.println("There was an error adding the communication to
an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

. BHx API HiFHE R |, i3 AddCommunicationToCaseAWS SDK for Java 2.xAPI & 31 #4,

JavaScript

SDK fo JavaScript r (v3)
Note

EHEZGitHub, BERFZTERH , 2 MAE AWS KB R PIF#EEPHTRENESIT.
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import { AddCommunicationToCaseCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
let attachmentSetId;

try {
// Add a communication to a case.
const response = await client.send(
new AddCommunicationToCaseCommand({
communicationBody: "Adding an attachment.",
// Set value to an existing support case id.
caseId: "CASE_ID",
// Optional. Set value to an existing attachment set id to add attachments
to the case.
attachmentSetId,
b
);
console.log(response);
return response;
} catch (err) {
console.error(err);
}
};

+ BX API WiFHE L |, 1§58 AddCommunicationToCaseAWS SDK for JavaScriptAP| 22 X
=

Kotlin

SDK for Kotlin

Note
XE2ERTHERPIhEENTAL 1T, ARSCRBER TTAEE K.
Note

EHEEZGitHub, EHRFTERE] , F 3 WAE AWS KSR HIF6#EFEh#TRENET,

suspend fun addAttachSupportCase(caseIdVal: String?, attachmentSetIdVal: String?) {
val caseRequest = AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal
communicationBody = "Please refer to attachment for details."

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS Support

case")
} else {
println("There was an error adding the communication to an AWS Support
case")
}
}
}
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- Bx APl #4AEE , B35 EAddCommunicationToCase {AWSSDK for Kotlin APl &) F#y
APl #4E LR,

Python

EAT Python (Boto3) A SDK
Note

EREZGitHub, ERFTERH , 2 WAL AWS KB R P F#EEPHTRENEIT.

class SupportWrapper:
"""Encapsulates Support actions."""
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client('support')
return cls(support_client)

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:

self.support_client.add_communication_to_case(
caseld=case_id,
communicationBody="This is an example communication added to a
support case.",

attachmentSetId=attachment_set_id

)
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':

logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise

« Bx APl #4AEE |, HSFEAddCommunicationToCase {AWSSDK for Python (Boto3) API 2
Z) B APl EAEE.

BXAWS BHFRITEGFRAREEMARBRENTESIXR , BS5 & AWS Support 5 AWS FFATE
BEREEA (p. 14). AFBETFEEXANNEEAREXEMNHRET R ITECRENFAES.
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5 AWS SDK [ E &7 AWS Support Ft 4

LA A1 =451 B R 20{AT 5 AWS Support Bff 4578 bn 21 44 £ .
BRERIRREEFORBER , XTELTXFET. EUATRBRAG , BALEFHBRENLETX :
- FREARS (p. 274)

.NET

AWS SDK for .NET

Java

Note
EBHEZGitHub, BEEREERA , FI WMTE AWS RIZREIZ6ED#HITRENZT.

/// <summary>

/// Add an attachment to a set, or create a new attachment set if one does not
exist.

/// </summary>

/// <param name="data">The data for the attachment.</param>

/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">Optional setId for the attachment. Creates a
new attachment set if empty.</param>

/// <returns>The setId of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)

{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
b
return response.AttachmentSetId;
}

- X API ViFAE R |, 55 AddAttachmentsToSetAWS SDK for NETAPI & 3244,

SDK for Java 2.x

Note
EBELGitHub, ERZTERS , ZI WAE AWS KRB RAIFHEPFHTIEEFEZT,

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {

try {
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File myFile = new File(fileAttachment);
InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.buildexr()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =

AddAttachmentsToSetRequest.builder()
.attachments(attachment)
.build();
AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return

w,
’

« BX API HiEAE LR |, S AddAttachmentsToSetAWS SDK for Java 2.xAPI & X #4,

JavaScript

SDK fo JavaScript r (v3)
Note

EHEZGitHub, EHRFTERE| , F 3 WAE AWS KGR HITF6#EFEh#TRENEIT,

import { AddAttachmentsToSetCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Create a new attachment set or add attachments to an existing set.
// Provide an 'attachmentSetId' value to add attachments to an existing set.
// Use AddCommunicationToCase or CreateCase to associate an attachment set with
a support case.
const response = await client.send(
new AddAttachmentsToSetCommand({
// You can add up to three attachments per set. The size limit is 5 MB per
attachment.
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
}I
]I
b
);
// Use this ID in AddCommunicationToCase or CreateCase.
console.log(response.attachmentSetId);
return response;
} catch (err) {
console.error(err);
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Kotlin

}
};

« Bx APl WEMEE , HS 5 AddAttachmentsToSetAWS SDK for JavaScriptAPl 22 X #4,

SDK for Kotlin

Python

Note
XE2EATRERPIEENTR 1T X, ARICRSBER A REE X,
Note

EHEZGitHub, ERFTERH , 2 WMAE AWS KB R PIF#EEPHTRENESIT.

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal = Attachment {
fileName = myFile.name
data = sourceBytes

val setRequest = AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

« BHx APl #AEER , FZHAdJdAttachmentsToSet {AWSSDK for Kotlin APl &£) & API ¥
MER,

JEA T Python (Boto3) B SDK

Note
EBEELGitHub, ERZTERS , ZIWMAE AWS KRB R FHEPFHTIZREFEZT,

class SupportWrapper:
"""Encapsulates Support actions.
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
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support_client = boto3.client('support')
return cls(support_client)

def add_attachment_to_set(self):

Add an attachment to a set, or create a new attachment set if one does not

exist.
:return: The attachment set ID.
try:
response = self.support_client.add_attachments_to_set(
attachments=[
{
'fileName': 'attachment_file.txt',
'data': b"This is a sample file for attachment to a support
case."
}

1
new_set_id = response['attachmentSetId']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return new_set_id

« BX APl #AER | HSHEAddAttachmentsToSet {AWSSDK for Python (Boto3) APl &%)
H APl #4458

BX AWS HHFATEGF A AREEANRB RANTEIIR , 58 & AWS Support 5 AWS FATE
BEREEA (p. 14) XREFEBEEXAINEEUREXLINREFT AT EGRANEAES.

£ AWS SDK &2 AWS Support R4

IR R8RS ROASIZEFH AWS Support 41,

BERJIRRERFARBRES , STELTXHET. EUTREBREAF , BUUEFHBENLTX
- FIREAREG (p. 274)

AWS SDK for .NET

Note
EEEZGitHub, EFREERG , EIWMAE AWS KB REIF#EPFITIRENET,

/// <summary>
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/// Create a new support case.

/// </summary>

/// <param name="serviceCode">Service code for the new case.</param>

/// <param name='"categoryCode'">Category for the new case.</param>

/// <param name="severityCode'">Severity code for the new case.</param>

/// <param name="subject">Subject of the new case.</param>

/// <param name="body">Body text of the new case.</param>

/// <param name="language">Optional language support for your case.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <param name="attachmentSetId">Optional Id for an attachment set for the new
case.</param>

/// <param name="issueType">Optional issue type for the new case. Options are
"customer-service" or "technical".</param>

/// <returns>The caseld of the new support case.</returns>

public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,

string body, string language = "en", string? attachmentSetId = null, string
issueType = "customer-service")
{
var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()
{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body
b;
return response.Caseld;
}

« BX API HYiEAE LR |, S CreateCaseAWS SDK for NETAP| & X £,

Java

SDK for Java 2.x
Note

EHEZGitHub, BEHRFTERE| , F 3 WAE AWS KGR HIF6#EFEH#ITRENEZEIT,

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatlList, String sevlLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.toLowerCase())
.serviceCode(serviceCode.toLowerCase())
.severityCode(sevLevel.toLowerCase())
.communicationBody("Test issue with "+serviceCode.tolLowerCase())
.subject("Test case, please ignore")

.language("en"
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);
return response.caseld();
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} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return

w,
’

« BX API WIFMEES , 25 CreateCaseAWS SDK for Java 2. xAP| & 3044,

JavaScript

SDK fo JavaScript r (v3)
Note

EHREZGitHub, ERFTERH , Z2I WAL AWS KB R PIF#EEPHTRENEIT.

import { CreateCaseCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {

// Create a new case and log the case id.

// Important: This creates a real support case in your account.

const response = await client.send(

new CreateCaseCommand({
// The subject line of the case.
subject: "IGNORE: Test case",
// Use DescribeServices to find available service codes for each service.
serviceCode: "service-quicksight-end-user",
// Use DescribeSecuritylLevels to find available severity codes for your
support plan.
severityCode: "low",
// Use DescribeServices to find available category codes for each service.
categoryCode: "end-user-support",
// The main description of the support case.
communicationBody: "This is a test. Please ignore."
b

);

console.log(response.caseld);

return response;

} catch (err) {
console.error(err);
}
};

« BX API WiEME L , 1S CreateCaseAWS SDK for JavaScriptAP| £ {44,

Kotlin

SDK for Kotlin
Note

XEEATHERPIEENTAL 1T, ARCRBER TTAEE K.
Note
EBELGitHub, ERZTERS , I WAE AWS KRB R FHEPFHTIEEFET,
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suspend fun createSupportCase(sevCatListVal: List<String>, sevlLevelVal: String):
String? {
val serCode = sevCatListVal[Q]
val caseCategory = sevCatlListVal[1]
val caseRequest = CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())

communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"

subject = "Test case, please ignore"

language = "en"

issueType = "technical"

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld

}

. Bx APl F4ER , HSHCreateCase {AWSSDK for Kotlin API &) i APl #41{E L.,

ER T Python (Boto3) B SDK

Note
EEEZGIitHUb, EFREERG , EIWMAE AWS KRB RO F#EEPFHTIEENEZT,

class SupportWrapper:
"""Encapsulates Support actions.
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client('support')
return cls(support_client)

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.

:param category: The category to use for the new case.

:param severity: The severity to use for the new case.

:return: The caseld of the new case.

try:

response = self.support_client.create_case(

subject='Example case for testing, ignore.',
serviceCode=service['code'],
severityCode=severity['code'],
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categoryCode=category['code'],
communicationBody="'Example support case body.',
language='en',
issueType='customer-service'
)
case_id = response['caseld']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return case_id

« BX APl #4E8 , HS M CreateCase {AWSSDK for Python (Boto3) APl &) H#y APl ¥4
-8

BX AWS HHFATEGF A AREEANRB RANTEIIR , 58 & AWS Support 5 AWS FATE
BEREER (p. 14) XETFEBEEXAINEEUREXLINREFT AT EGRANEAES.

£/ AWS SDK & AWS Support Z=2 519 fft 4

AT R RB)E R HE AWS Support 4589 M4 .

BERFIRAXEEFARBER , MTELTXHET. EUATRBRAF , B UEFRREN LT :
o FrERRG (p. 274)

NET

AWS SDK for .NET
Note

EHEZGitHub, BEHRFTERSE] , F 3 WAE AWS KI5 ROIF6#EFh#TRENEZET,

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
b
return response.Attachment;
}
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o Bx APl NiEHE L. |, i3 DescribeAttachmentAWS SDK for .NETAP| & 3714,

Java

SDK for Java 2.x
Note

EBESGitHub, EHRTERE] , I MAE AWS KB RO EPRITREMET.

public static void describeAttachment(SupportClient supportClient,String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is
"+response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

« BX API WFEMEES , 53 M DescribeAttachmentAWS SDK for Java 2.xAP| &% XX #4,

JavaScript

SDK fo JavaScript r (v3)
Note

EBESGitHub, BEHRTERE] , I MAE AWS KB RHIFEEPRITREMET.

import { DescribeAttachmentCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get the metadata and content of an attachment.
const response = await client.send(
new DescribeAttachmentCommand({
// Set value to an existing attachment id.
// Use DescribeCommunications or DescribeCases to find an attachment id.
attachmentId: "ATTACHMENT_ID",
b
);
console.log(response.attachment?.fileName);
return response;
} catch (err) {
console.error(err);
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Kotlin

}
};

« Bx APl WEMEE. , HS 1 DescribeAttachmentAWS SDK for JavaScriptAPl 22 X #4,

SDK for Kotlin

Python

Note
XE2EATRERPIEENTR 1T X, ARICRSBER A REE X,
Note

EHEZGitHub, ERFTERH , 2 WMAE AWS KB R PIF#EEPHTRENESIT.

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest = DescribeAttachmentRequest {
attachmentId = attachId
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

« BHX APl #4ER |, BSHDescribeAttachment {AWSSDK for Kotlin APl £ ) f# AP| i£40
=W

JEATF Python (Boto3) B SDK

Note
EBEELGitHub, ERZTERS , EIWMAE AWS KRB R FHEPFHTIEEFEZT,

class SupportWrapper:
"""Encapsulates Support actions.
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client('support')
return cls(support_client)

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.
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:param attachment_id: The ID of the attachment.
:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id

attached_file = response['attachment']['fileName']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't get attachment description. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return attached_file

« BX APl #AER |, HZHDescribeAttachment {AWSSDK for Python (Boto3) APl &) iy
APl #4E B,

BX AWS HHFATEGF A AREEANRB RFANTEIIR , 58 & AWS Support 5 AWS F A TE
BEREER (p. 14) REFEBEEXAINEEUREXLINREFT AT EGREANEAES.

5/ AWS SDK ##i& AWS Support 4

PAUR 58 R 2 7R a0 IR AWS Support 224

BERJIRREREFARBRES , STELTXHET. EUTREBREAF , BUUEFHBENLTX
- FHREAREG (p. 274)

NET

AWS SDK for .NET
Note

EHEEZGitHub, BEHRFTERSE| , F 3 WAE AWS KGR OIF6#EFEH#TRENEZT,

/// <summary>

/// Get case details for a list of case ids, optionally with date filters.

/// </summary>

/// <param name='"caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication. Defaults
to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases. Defaults
to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime">The optional end date for a filtered search.</
param>
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/// <param name="language">Optional language support for your case.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

beforeTime = null,
string language = "en")
{

var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseIdList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
b
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)

{
}

return results;

results.Add(cases);

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

« BX API BViEAE R |, 2 DescribeCasesAWS SDK for .NETAP| 2 X #4,

Java

SDK for Java 2.x
Note

EHEZGitHub, EHRFTERE] , F 3 WAE AWS KGR HIF6#EFEH#ITRENEZEIT,

public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase: cases) {
System.out.println("The case status is "+sinCase.status());
System.out.println("The case Id is "+sinCase.caseld());
System.out.println("The case subject is "+sinCase.subject());
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} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

« BX API BViEAE LR |, 21 DescribeCasesAWS SDK for Java 2. xAP| &2 3T #4,

JavaScript

SDK fo JavaScript r (v3)
Note

EBESGitHub, ERFTERSG] , I WFAE AWS DR O 7 E P TIREMEBT.

import { DescribeCasesCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all of the unresolved cases in your account.
// Filter or expand results by providing parameters to the
DescribeCasesCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecasescommandinput.html
const response = await client.send(new DescribeCasesCommand({}));
const caselds = response.cases.map((supportCase) => supportCase.caseld);
console.log(caselds);
return response;
} catch (err) {
console.error(err);
}
};

« Bx APl WiFEL , F2S 5 DescribeCasesAWS SDK for JavaScriptAP| & X #4,

Kotlin

SDK for Kotlin
Note

XEEATREARPINBENTALIT Y, ARBER TREE Ko
Note

EHEZGitHub, EHRFTERE| , F 3 WAE AWS KGR HIF#EFEH#ITRENEIT,

suspend fun getOpenCase() {
// Specify the start and end time.
val now = Instant.now()
LocalDate.now()
val yesterday = now.minus(1l, ChronoUnit.DAYS)
val describeCasesRequest = DescribeCasesRequest {
maxResults = 20
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afterTime = yesterday.toString()
beforeTime = now.toString()

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->

println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")
}
}
}

« BX API #4ER , S MDescribeCases {AWSSDK for Kotlin AP &) Hf#y API #4115
Bo
Python

EAT Python (Boto3) B SDK
Note

EREZGitHub, BEHRFTERE] , F 3 WAE AWS K3 R G176 FE T RENEZT,

class SupportWrapper:
"""Encapsulates Support actions.
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client('support')
return cls(support_client)

def describe_cases(self, after_time, before_time, resolved):
Describe support cases over a period of time, optionally filtering
by status.

:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator('describe_cases')
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language='en'):
cases += page['cases']
except ClientError as err:
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if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
if resolved:
cases = filter(lambda case: case['status'] == 'resolved',6 cases)
return cases

« Bx APl #4EE , HSMDescribeCases {AWSSDK for Python (Boto3) API £#&) H#y API
HAHER.

BX AWS HHFATEGF A AREEANRB RANTEIIR , 58 & AWS Support 5 AWS FATE
BEREER (p. 14) XETFEBEEXAINEEUREXLINREFT AT ESRANEAES.

£/ AWS SDK #iRZ=HIRY AWS Support B{F

AT 88 R & 7R anfrT FE IR 2R 451 B9 AWS Support B1E .

BRERFIRAEBFHRBER , XPELTXHET,. EUATRBRAGT | BANEFHBRENLETX :
- FIREAREG (p. 274)

NET

AWS SDK for .NET
Note

EHEEZGitHub, BEHRFTERSE] , F 3 WAE AWS KGR GIF6#EFh#TRENEZET,

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name='"caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()
{
Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
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b;
// Get the entire list using the paginator.

await foreach (var communications in paginateCommunications.Communications)

{
}

return results;

results.Add(communications);

o Bx APl HiFEHE L. |, i3 DescribeCommunicationsAWS SDK for NETAP| £ 3144,

SDK for Java 2.x

Note
EBELGitHub, ERZTERS , I WAE AWS KRB R FHEPFHTEEFET,

public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm: communications) {
System.out.println("the body is: " + comm.body());

//Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {
attachId = detail.attachmentId();
}

}

return attachld;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

o Bx APl NiEHE L. |, i@ DescribeCommunicationsAWS SDK for Java 2. xAPI £#& 374,

JavaScript

SDK fo JavaScript r (v3)

Note
EBELGitHub, ERZTERS , I WAE AWS KRB R FHEPHTEEFET,
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import { DescribeCommunicationsCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {

// Get all communications for the support case.

// Filter results by providing parameters to the DescribeCommunicationsCommand.
Refer

// to the TypeScript definition and the API doc for more information on
possible parameters.

// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecommunicationscommandinput.html

const response = await client.send(

new DescribeCommunicationsCommand({
// Set value to an existing case id.
caseId: "CASE_ID",
b

);

const text = response.communications.map((item) => item.body).join("\n");

console.log(text);

return response;

} catch (err) {
console.error(err);
}

};

+ X API WiEHE S |, 1§25 DescribeCommunicationsAWS SDK for JavaScriptAP| 22 X
=

Kotlin

SDK for Kotlin

Note
XEERTHERPIhEENTAL 1T, ARSCRBER T AEE K.
Note

EHEZGitHub, EHRFTTERE] , F 3 WAE AWS KGR G176 EFEh#ITRENEZET,

suspend fun listCommunications(caseIdVal: String?): String? {

val communicationsRequest = DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->

println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId
}
}
}
return ""
}
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. Bx APl #4AEER , FZHDescribeCommunications {AWSSDK for Kotlin APl &) 1) API
FAHER,

Python

EAT Python (Boto3) A SDK
Note

EREZGitHub, ERFTERH , 2 WAL AWS KB R P F#EEPHTRENEIT.

class SupportWrapper:
"""Encapsulates Support actions."""
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client('support')
return cls(support_client)

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator('describe_communications')
for page in paginator.paginate(caseld=case_id):
communications += page['communications']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't describe communications. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return communications

« Bx APl #4AEE , HZ M DescribeCommunications {AWSSDK for Python (Boto3) APl &£
R APl EHES.

BXAWS BHFRITEGFRAREEMARBRENTESIXR , BS5 & AWS Support 5 AWS FFATE
BEREEA (p. 14). AFBETFEEXANNEEAREXEMNHRET R ITECRENFAES.
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£ AWS SDK #iRZHFRHFIBN AT A AWS RS

BB R SRR AWS BRS55IR

BRERFRAEBFHABER , XAE L TXXHIET, EUATREB RS, BAUEFREFENETX

- FREARS (p. 274)

.NET

AWS SDK for .NET

Java

Note
EBHEZGitHub, BEEREERA , FI WMTE AWS RIZREIZ6ED#HITRENZT.

/// <summary>
/// Get the descriptions of AWS services.
/// </summary>
/// <param name="name">Optional language for services.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{

var response = await _amazonSupport.DescribeServicesAsync(

new DescribeServicesRequest()

{
Language = language
b

return response.Services;

« BHx API iF4E R |, i35 DescribeServicesAWS SDK for .NETAP| £ X #4,

SDK for Java 2.x

Note
EBELGitHub, ERZTERS , ZI WAE AWS KRB RAIFHEPFHTIEEFEZT,

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en"
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();
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System.out.println("Get the first 10 services");
int index = 1;
for (Service service: services) {
if (index== 11)
break;

System.out.println("The Service name is: "+service.name());

if (service.name().compareTo("Account") == 0)
serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat: categories) {

System.out.println("The category name is: "+cat.name());

if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++ ;

}

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return null;

« BX API BNi¥AE R |, 21 DescribeServicesAWS SDK for Java 2.xAP| & X #4,

SDK for Kotlin

Note

XE2EATRERPIEENTRITX . RIS TTEEE X,
Note

EBEZGitHub, ERFTERA , FIJWAE AWS K53 Tl F M EF#TREM

=2

1E1To

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {

var serviceCode = ""

var catName = ""

val sevCatlList = mutablelListOf<String>()

val servicesRequest = DescribeServicesRequest {

language = "en"
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forkEach { service ->
if (index == 11) {
return@forEach
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Python

}

println("The Service name is ${service.name}")
if (service.name == "Account") {

serviceCode = service.code.toString()
}

// Get the categories for this service.
service.categories?.forEach { cat ->
println("The category name is ${cat.namel}")
if (cat.name == "Security") {
catName = cat.name!!
}

}

index++

}

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

+ Bx APl #4EE , S MDescribeServices {AWSSDK for Kotlin API $#&) iy API 415
5,

EAT Python (Boto3) B SDK

Note
EEEZGitHub, EFREERG , EIWMAE AWS KIBREIF#EPFTIREFET,

class SupportWrapper:
"""Encapsulates Support actions.
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client('support')
return cls(support_client)

def describe_services(self, language):

Get the descriptions of AWS services available for support for a language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(
language=language)
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services = response['services']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't get Support services for language %s. Here's why: %s:
%s", language,
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return services

« BX APl #4E 8 , FSMDescribeServices {AWSSDK for Python (Boto3) APl &%) Hfy
APl EAE R,

BX AWS BHFRTEGF RAREEMRBRHMNTESIR  §205 & AWS Support 5 AWS FFATE
BEREEA (p. 14). AXBEIHEEXRAINEEUREXATNHNRET X TESHREHFERER.

£/ AWS SDK ##3& AWS Support ™= E £ 4 5l
AT RS R an a8 3R AWS Support = E R F.

BERIIRREEFHRBRES , STELTIXHET. EUTREBRAF , BUUEFHBENLT
- FFaERARG (p. 274)

NET

AWS SDK for .NET
Note

EHEZGitHub, EHRFTERE| , F 3 WAE AWS KGR OIF6#EFEH#TRENEZEIT,

/// <summary>

/// Get the descriptions of support severity levels.

/// </summary>

/// <param name="name">Optional language for severity levels.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>The list of support severity levels.</returns>

public async Task<List<Severitylevel>> DescribeSeveritylevels(string language =
uenu)

{

var response = await _amazonSupport.DescribeSeveritylevelsAsync(
new DescribeSeveritylevelsRequest()

{
Language = language
b

return response.Severitylevels;
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« BX API WFMEE , 21 DescribeSeverityl evelsAWS SDK for .NETAP| 2 X #4,

Java

SDK

for Java 2.x
Note

EHEZGitHub, ERFTERH , 2 WAL AWS KB R PIF#EEPHTRENEIT.

public static String displaySevlLevels(SupportClient supportClient) {
try {
DescribeSeveritylevelsRequest severitylevelsRequest =
DescribeSeveritylevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylLevels(severitylLevelsRequest);
List<SeveritylLevel> severitylLevels = response.severitylLevels();
String levelName = null;
for (SeveritylLevel sevlLevel: severitylLevels) {
System.out.println("The severity level name is: "+
sevLevel.name());
if (sevLevel.name().compareTo("High")==0)
levelName = sevlLevel.name();
}

return levelName;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

JavaScript

AX APl HIiEE R | i35 DescribeSeverityLevelsAWS SDK for Java 2.xAPl $# X #4,

SDK fo JavaScript r (v3)

Note

EHEZGitHub, BEHRFTERSE| , F 3 WAE AWS KI5 ROIF 6 FE T REMNEZT,

ex

import { DescribeSeveritylLevelsCommand } from "@aws-sdk/client-support";

import { client } from "../libs/client.js";

port const main = async () => {
try {
// Get the list of severity levels.
// The available values depend on the support plan for the account.
const response = await client.send(new DescribeSeveritylLevelsCommand({}));
console.log(response.severitylevels)
return response;
} catch (err) {
console.error(err);
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Kotlin

};

« Bx API Wi¥HEE , S5 DescribeSeverityl evelsAWS SDK for JavaScriptAPl 2 X #4,

SDK for Kotlin

Python

Note
X2EA TR IEENTR 1T X, ARICRSBER A REE X,
Note

EHEZGitHub, ERFTERH , 2 MAE AWS KB R PIF#EEPHTRENEST.

suspend fun displaySevlLevels(): String {
var levelName = ""
val severitylevelsRequest = DescribeSeveritylLevelsRequest {
language = "en"
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeSeveritylLevels(severitylLevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevlLevel.name}")
if (sevLevel.name == "High") {
levelName = sevlLevel.name!!
}

3

return levelName

« B% APl #AE R |, FSHDescribeSeverityLevels {AWSSDK for Kotlin APl &) 1§y API if
MER,

JE AT Python (Boto3) B SDK

Note
EEELGitHub, ERZTERS , ZIWMAE AWS KRB R FHEPFTIEEFEZT,

class SupportWrapper:
"""Encapsulates Support actions.
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client('support')
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return cls(support_client)

def describe_severity_levels(self, language):
Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of severity levels.
try:
response = self.support_client.describe_severity_levels(
language=language)
severity_levels = response['severitylevels']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't get severity levels for language %s. Here's why: %s:
%s", language,
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return severity_levels

« BX APl #AE R |, HZHDescribeSeverityLevels {AWSSDK for Python (Boto3) APl $£)
19 API #4152

BX AWS HHFATEGF A AREEANRB RANTEIIR , 58 & AWS Support 5 AWS F A TE
BEREER (p. 14) XEFEBEEXAINEEUREXLINREFT AT EGRANEAES.

£/ AWS SDK 4t AWS Support R4

PAUR R R & 7R 0 IR AT AWS Support 2246

BERJIRAKEREFHRBRES , STELTXHET. EUTREBREAF , BUUEFHBENLTX
- FIREAZREG (p. 274)

NET

AWS SDK for .NET
Note

EHEEZGitHub, BEHRFTERSE| , F 3 WAE AWS KGR OIF#EFEH#TRENEZET,

/// <summary>
/// Resolve a support case by caseld.

/// </summary>
/// <param name='"caseld">Id for the support case.</param>
/// <returns>The final status of the case after resolving.</returns>
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BR AT =)
public async Task<string> ResolveCase(string caseld)
{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
Caseld = caseld
b;
return response.FinalCaseStatus;
}

« BHx API HiFHE LR |, 551 ResolveCaseAWS SDK for NETAPI & 3114,

Java
SDK for Java 2.x
Note
EBEZGitHub, BRZTERH , FI WAL AWS 083 R I 176 E R T REMET.
public static void resolveSupportCase(SupportClient supportClient, String
caseIld) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();
ResolveCaseResponse response = supportClient.resolveCase(caseRequest);
System.out.println("The status of case "+caseIld +" is
"+response.finalCaseStatus());
} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);
}
}
. BHx API HiFHE LR |, i3 ResolveCaseAWS SDK for Java 2.xAP| & 34,
JavaScript

SDK fo JavaScript r (v3)
Note

EHEZGitHub, BEHRFTERE] , F 3 WAE AWS RiG R G176 EFEh#TRENEZEIT,

import { ResolveCaseCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

const main = async () => {
try {
const response = await client.send(
new ResolveCaseCommand({
caseld: "CASE_ID",
b
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);

console.log(response.finalCaseStatus);
return response;
} catch (err) {
console.error(err);
}
};

« HX API HEMEER |, 2 H ResolveCaseAWS SDK for JavaScriptAPl & 3T #4,

SDK for Kotlin

Note
XEERTHERPIEENTAL 1T, ARSCRBERN TTAEE K.
Note

EHEZGitHub, BEHRFTERE] , F 3 WAE AWS KI5 RHIF6#EF T RENEZET,

suspend fun resolveSupportCase(caseIdVal: String) {
val caseRequest = ResolveCaseRequest {
caseld = caseldVal

}
SupportClient { region = "us-west-2" }.use { supportClient ->

val response = supportClient.resolveCase(caseRequest)

println("The status of case $caseIdvVal is ${response.finalCaseStatus}")
}

« BHx APl #AEER , FZHResolveCase {AWSSDK for Kotlin APl &%) f#y APl #4155,

JEA T Python (Boto3) B SDK

Note
EEEZGitHub, EFRZEERG , EIWMMAE AWS KRB RO FHEPFHTIEEFEZT,

class SupportWrapper:
"""Encapsulates Support actions.
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client('support')
return cls(support_client)
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Eda

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.
:return: The final status of the case.
try:
response = self.support_client.resolve_case(
caseld=case_id
)
final_status = response['finalCaseStatus']
except ClientError as err:

logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't resolve case. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return final_status

if err.response['Error']['Code'] == 'SubscriptionRequiredException':

"plan to use the AWS Support API. \n\tPlease upgrade

+ B APl #4EE , S MResolveCase {AWSSDK for Python (Boto3) APl &) HH API ¥

MIER.

BX AWS BHFRTEGF R AREENRBRHMNTESIR  §205 & AWS Support 5 AWS FFATE

SBEEEA (p. 14). XAEBESEEXRANTHERAREXEINRGET R TESHRENEAES.

AWS FF & T Ear AWS Support 375

T8 R 6 8 R anfE@s AWS FF R TR @K AWS Support I ER R, XLEFRER T NAERE
AWS Support HIBAZMEBRTEREELES. EMIREBEE —MEEGItHUWD , HPEE T AXNMTRE

MZETRBEIBEA,

=l
£/ AWS SDK F #5432 AWS Support 24l (p. 274)

E5H AWS SDK FFia4b¥E AWS Support Z 4l

TR RIS R T 204

« REGFE RRGINTRRS M= ERH .

« EREENRS. XAIMT=ERRFIRZZRM,
« REGFERYRITFTFRHIMNIIE,

« EF RPN EMERE.

o HORZ R BIR R 4 FBLE

- BRATRA,

« REFERYRRBROEHIFIER,
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NET

AWS SDK for .NET
Note

EHEZGitHub, BEHRFTERE] , F 3 WAE AWS KGR HIF#EP#ITRENEIT,
ERTRAMIFEITRERNIR.

/// <summary>
/// Hello AWS Support example.
/// </summary>
public static class SupportCaseScenario
{
/*
Before running this .NET code example, set up your development environment,
including your credentials.
To use the AWS Support API, you must have one of the following AWS Support
plans: Business, Enterprise On-Ramp, or Enterprise.

This .NET example performs the following tasks:

1. Get and display services. Select a service from the list.

2. Select a category from the selected service.

3. Get and display severity levels and select a severity level from the list.
4. Create a support case using the selected service, category, and severity

5. Get and display a list of open support cases for the current day.

6. Create an attachment set with a sample text file to add to the case.
7. Add a communication with the attachment to the support case.

8. List the communications of the support case.

9. Describe the attachment set.

10. Resolve the support case.

11. Get a list of resolved cases for the current day.

*/
private static SupportWrapper _supportWrapper = null!;

static async Task Main(string[] args)
{
// Set up dependency injection for the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default profile.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureLogging(logging =>
logging.AddFilter("System", LoglLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)
.AddFilter<ConsolelLoggerProvider>("Microsoft", LogLevel.Trace))
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>(new AWSOptions()
{ Profile = "default" })
.AddTransient<SupportWrapper>()

)
.Build();
var logger = LoggerFactory.Create(builder =>

builder.AddConsole();
}).CreatelLogger(typeof(SupportCaseScenario));

_supportWrapper = host.Services.GetRequiredService<SupportWrapper>();
Console.WritelLine(new string('-', 80));

Console.WritelLine("Welcome to the AWS Support case example scenario.");
Console.WritelLine(new string('-', 80));
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try
{

var apiSupported = await _supportWrapper.VerifySubscription();
if (!apiSupported)
logger.LogError("You must have a Business, Enterprise On-Ramp, or
Enterprise Support " +
"plan to use the AWS Support API. \n\tPlease
upgrade your subscription to run these examples.");
return;
}
var service = await DisplayAndSelectServices();
var category = DisplayAndSelectCategories(service);
var severitylevel = await DisplayAndSelectSeverity();
var caseld = await CreateSupportCase(service, category, severitylevel);
await DescribeTodayOpenCases();
var attachmentSetId = await CreateAttachmentSet();
await AddCommunicationToCase(attachmentSetId, caseld);
var attachmentId = await ListCommunicationsForCase(caseld);
await DescribeCaseAttachment(attachmentId);
await ResolveCase(caseld);
await DescribeTodayResolvedCases();
Console.WritelLine(new string('-', 80));

Console.WritelLine("AWS Support case example scenario complete.");
Console.WritelLine(new string('-', 80));

}
catch (Exception ex)
{
logger.LogError(ex, "There was a problem executing the scenario.");
}

}

/// <summary>
/// List some available services from AWS Support, and select a service for the
example.
/// </summary>
/// <returns>The selected service.</returns>
private static async Task<Service> DisplayAndSelectServices()
{
Console.WritelLine(new string('-', 80));
var services = await _supportWrapper.DescribeServices();
Console.WriteLine($"AWS Support client returned {services.Count}
services.");

Console.WriteLine($"1. Displaying first 10 services:");
for (int 1 = 0; i < 10 & & i < services.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {services[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > services.Count)
{
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Console.WriteLine(
"Select an example support service by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);
}

Console.WritelLine(new string('-', 80));

return services[choiceNumber - 1];

}

/// <summary>

/// List the available categories for a service and select a category for the
example.

/// </summary>

/// <param name="service'">Service to use for displaying categories.</param>

/// <returns>The selected category.</returns>

private static Category DisplayAndSelectCategories(Service service)

{

Console.WritelLine(new string('-', 80));

Console.WriteLine($"2. Available support categories for Service
\"{service.Name}\":");
for (int i = @; i < service.Categories.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {service.Categories[i].Name}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > service.Categories.Count)
{

Console.WriteLine(
"Select an example support category by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

}
Console.WritelLine(new string('-', 80));

return service.Categories[choiceNumber - 1];

}

/// <summary>
/// List available severity levels from AWS Support, and select a level for the
example.
/// </summary>
/// <returns>The selected severity level.</returns>
private static async Task<Severitylevel> DisplayAndSelectSeverity()
{
Console.WritelLine(new string('-', 80));
var severitylevels = await _supportWrapper.DescribeSeveritylLevels();

Console.WriteLine($"3. Get and display available severity levels:");
for (int 1 = @; i < 10 && i < severitylevels.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {severitylLevels[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > severitylevels.Count)
{

Console.WriteLine(
"Select an example severity level by entering a number from the
preceding list:");
var choice = Console.ReadLine();
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Int32.TryParse(choice, out choiceNumber);

}

Console.WritelLine(new string('-', 80));

return severitylevels[choiceNumber - 1];

}

/// <summary>

/// Create an example support case.

/// </summary>

/// <param name='"service">Service to use for the new case.</param>

/// <param name='"category'">Category to use for the new case.</param>

/// <param name="severity'">Severity to use for the new case.</param>

/// <returns>The caseld of the new support case.</returns>

private static async Task<string> CreateSupportCase(Service service,
Category category, Severitylevel severity)

{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"4. Create an example support case" +
$" with the following settings:" +
$" \n\tService: {service.Name}, Category: {category.Name}
n +

$"and Severity Level: {severity.Name}.");
var caseld = await _supportWrapper.CreateCase(service.Code, category.Code,
severity.Code,
"Example case for testing, ignore.", "This is my example support
case.");

Console.WriteLine($"\tNew case created with ID {caseId}");
Console.WritelLine(new string('-', 80));

return caseld;

}

/// <summary>
/// List open cases for the current day.
/// </summary>
/// <returns>Async task.</returns>
private static async Task DescribeTodayOpenCases()
{
Console.WriteLine($"5. List the open support cases for the current day.");
// Describe the cases. If it is empty, try again and allow time for the new
case to appear.
List<CaseDetails> currentOpenCases = null!;
while (currentOpenCases == null || currentOpenCases.Count == 0)
{
Thread.Sleep(1000);
currentOpenCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
false,
DateTime.UtcNow.Date,
DateTime.UtcNow);
}

foreach (var openCase in currentOpenCases)

{

Console.WriteLine($"\tCase: {openCase.CaseId} created
{openCase.TimeCreated}");

Console.WritelLine(new string('-', 80));
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/// <summary>

/// Create an attachment set for a support case.

/// </summary>

/// <returns>The attachment set id.</returns>

private static async Task<string> CreateAttachmentSet()

{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"6. Create an attachment set for a support case.");
var fileName = "example_attachment.txt";

// Create the file if it does not already exist.
if (!File.Exists(fileName))

{
await using StreamWriter sw = File.CreateText(fileName);
await sw.WritelLineAsync(
"This is a sample file for attachment to a support case.");
}

await using var ms = new MemoryStream(await
File.ReadAllBytesAsync(fileName));

var attachmentSetId = await _supportWrapper.AddAttachmentToSet(
ms,
fileName);

Console.WriteLine($"\tNew attachment set created with id: \n
\t{attachmentSetId.Substring(@, 65)}...");

Console.WritelLine(new string('-', 80));

return attachmentSetId;

}

/// <summary>
/// Add an attachment set and communication to a case.
/// </summary>
/// <param name="attachmentSetId">Id of the attachment set.</param>
/// <param name='"caseld">Id of the case to receive the attachment set.</param>
/// <returns>Async task.</returns>
private static async Task AddCommunicationToCase(string attachmentSetId, string
caseld)
{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"7. Add attachment set and communication to {caseld}.");

await _supportWrapper.AddCommunicationToCase(
caseld,
"This is an example communication added to a support case.",
attachmentSetlId);

Console.WriteLine($"\tNew attachment set and communication added to
{caseld}");

Console.WritelLine(new string('-', 80));

}

/// <summary>
/// List the communications for a case.
/// </summary>
/// <param name='"caseld">Id of the case to describe.</param>
/// <returns>An attachment id.</returns>
private static async Task<string> ListCommunicationsForCase(string caseld)
{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"8. List communications for case {caseId}.");
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var communications = await _supportWrapper.DescribeCommunications(caseld);

var attachmentId = "";
foreach (var communication in communications)

Console.WriteLine(
$"\tCommunication created on: {communication.TimeCreated} has
{communication.AttachmentSet.Count} attachments.");
if (communication.AttachmentSet.Any())

{
}

attachmentId = communication.AttachmentSet.First().AttachmentId;

}

Console.WritelLine(new string('-', 80));
return attachmentId;

}

/// <summary>
/// Describe an attachment by id.
/// </summary>
/// <param name="attachmentId">Id of the attachment to describe.</param>
/// <returns>Async task.</returns>
private static async Task DescribeCaseAttachment(string attachmentId)
{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"9. Describe the attachment set.");

var attachment = await _supportWrapper.DescribeAttachment(attachmentId);

var data = Encoding.ASCII.GetString(attachment.Data.ToArray());

Console.WriteLine($"\tAttachment includes {attachment.FileName} with data:
\nm\t{data}");

Console.WritelLine(new string('-', 80));

}

/// <summary>

/// Resolve the support case.

/// </summary>

/// <param name='"caseld">Id of the case to resolve.</param>
/// <returns>Async task.</returns>

private static async Task ResolveCase(string caseld)

{
Console.WritelLine(new string('-', 80));
Console.WritelLine($"1@. Resolve case {caseld}.");
var status = await _supportWrapper.ResolveCase(caseld);
Console.WritelLine($"\tCase {caseId} has final status {status}");
Console.WritelLine(new string('-', 80));

}

/// <summary>
/// List resolved cases for the current day.
/// </summary>
/// <returns>Async Task.</returns>
private static async Task DescribeTodayResolvedCases()
{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"11. List the resolved support cases for the current
day.");
var currentCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
true,
DateTime.UtcNow.Date,
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DateTime.UtcNow);

foreach (var currentCase in currentCases)

{
if (currentCase.Status == "resolved")
{
Console.WriteLine(
$"\tCase: {currentCase.Caseld}: status {currentCase.Status}");
}
}

Console.WritelLine(new string('-', 80));

%2 BT AWS Support IRIERNBERFH .

/// <summary>

/// Wrapper methods to use AWS Support for working with support cases.

/// </summary>

public class SupportWrapper

{
private readonly IAmazonAWSSupport _amazonSupport;
public SupportWrapper(IAmazonAWSSupport amazonSupport)

{
}

_amazonSupport = amazonSupport;

/// <summary>
/// Get the descriptions of AWS services.
/// </summary>
/// <param name="name">Optional language for services.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{

var response = await _amazonSupport.DescribeServicesAsync(

new DescribeServicesRequest()

{
1)

return response.Services;

Language = language

/// <summary>

/// Get the descriptions of support severity levels.

/// </summary>

/// <param name="name">Optional language for severity levels.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>The list of support severity levels.</returns>

public async Task<List<Severitylevel>> DescribeSeveritylevels(string language
uenu)

{
var response = await _amazonSupport.DescribeSeveritylevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
b;
return response.Severitylevels;
}
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/// <summary>

/// Create a new support case.

/// </summary>

/// <param name="serviceCode">Service code for the new case.</param>

/// <param name='"categoryCode'">Category for the new case.</param>

/// <param name="severityCode'">Severity code for the new case.</param>

/// <param name="subject">Subject of the new case.</param>

/// <param name="body">Body text of the new case.</param>

/// <param name="language">Optional language support for your case.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <param name="attachmentSetId">Optional Id for an attachment set for the new
case.</param>

/// <param name="issueType">Optional issue type for the new case. Options are
"customer-service" or "technical".</param>

/// <returns>The caseld of the new support case.</returns>

public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,

string body, string language = "en", string? attachmentSetId = null, string

issueType = "customer-service")

var response = await _amazonSupport.CreateCaseAsync(

new CreateCaseRequest()

{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body

b;

return response.Caseld;

/// <summary>

/// Add an attachment to a set, or create a new attachment set if one does not
exist.

/// </summary>

/// <param name="data">The data for the attachment.</param>

/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">0Optional setId for the attachment. Creates a
new attachment set if empty.</param>

/// <returns>The setId of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)

{

var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest

{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
b

return response.AttachmentSetId;
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/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{

var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()

{
1)

return response.Attachment;

AttachmentId = attachmentId

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name='"caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">0Optional list of CC email addresses.</param>

/// <returns>True if successful.</returns>
public async Task<bool> AddCommunicationToCase(string caseld, string body,
string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

{
var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()
{
Caseld = caseld,
CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses
b
return response.Result;
}

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name='"caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()
{
Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
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BeforeTime = beforeTime?.ToString("s")

b
// Get the entire list using the paginator.
await foreach (var communications in paginateCommunications.Communications)

{
}

return results;

results.Add(communications);

/// <summary>

/// Get case details for a list of case ids, optionally with date filters.

/// </summary>

/// <param name='"caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication. Defaults
to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases. Defaults
to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseIdList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
b
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

/// <summary>
/// Resolve a support case by caseld.
/// </summary>
/// <param name='"caseld">Id for the support case.</param>
/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)
{

var response = await _amazonSupport.ResolveCaseAsync(

new ResolveCaseRequest()

{
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Caseld = caseld

1)

return response.FinalCaseStatus;

/// <summary>

/// Verify the support level for AWS Support API access.

/// </summary>

/// <returns>True if the subscription level supports API access.</returns>
public async Task<bool> VerifySubscription()

{
try
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = "en"
b;
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (Amazon.AWSSupport.AmazonAWSSupportException ex)
{
if (ex.ErrorCode == "SubscriptionRequiredException")
{
return false;
}
else throw;
}
}

« BX API#4ER , B2/ (AWS SDK for .NET APl £#) HHUTEHR,
» AddAttachmentsToSet
* AddCommunicationToCase
» CreateCase

¢ DescribeAttachment

* DescribeCases
» DescribeCommunications

* DescribeServices
» DescribeSeverityl evels

* ResolveCase

Java

SDK for Java 2.x
Note

EBEEZGitHub, BERTERS , I WMMAE AWS RIBROIEMEFRHTRENET.
iE1T& % AWS Support #24E,

/**
* Before running this Java (v2) code example, set up your development environment,
including your credentials.
*

* For more information, see the following documentation topic:
*
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* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-started.html
*

* In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:
*

https://aws.amazon.com/premiumsupport/plans/

*
*
* This Java example performs the following tasks:

*

* 1. Gets and displays available services.

* 2. Gets and displays severity levels.

* 3. Creates a support case by using the selected service, category, and severity
level.

* 4, Gets a list of open cases for the current day.

Creates an attachment set with a generated file.

* 6. Adds a communication with the attachment to the support case.

* 7. Lists the communications of the support case.

* 8. Describes the attachment set included with the communication.

* 9

* 1

*
(S,

. Resolves the support case.
0. Gets a list of resolved cases for the current day.

public class SupportScenario {
public static final String DASHES = new String(new char[80]).replace("\0",

|l_|l);
public static void main(String[] args) {

final String usage = "\n" +
"Usage:\n" +
" <fileAttachment>" +
"Where:\n" +

" fileAttachment - The file can be a simple saved .txt file to use
as an email attachment. \n";

if (args.length != 1) {
System.out.println(usage);
System.exit(1);

}

String fileAttachment = args[0];

Region region = Region.US_WEST_2;

SupportClient supportClient = SupportClient.builder()
.region(region)
.build();

System.out.println(DASHES);

System.out.println("***** Welcome to the AWS Support case example
scenario.");

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("1l. Get and display available services.");
List<String> sevCatlList = displayServices(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("2. Get and display Support severity levels.");
String sevlLevel = displaySevlLevels(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("3. Create a support case using the selected service,
category, and severity level.");
String caseld = createSupportCase(supportClient, sevCatlList, sevlLevel);
if (caseIld.compareTo("")==0) {
System.out.println("A support case was not successfully created!");
System.exit(1);
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} else
System.out.println("Support case "+caseld +" was successfully
created!");
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("4. Get open support cases.");
getOpenCase(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("5. Create an attachment set with a generated file to
add to the case.");

String attachmentSetId = addAttachment(supportClient, fileAttachment);

System.out.println("The Attachment Set id value is" +attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("6. Add communication with the attachment to the support
case.");

addAttachSupportCase(supportClient, caseld, attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("7. List the communications of the support case.");
String attachId = listCommunications(supportClient, caseld);
System.out.println("The Attachment id value is" +attachId);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("8. Describe the attachment set included with the
communication.");

describeAttachment(supportClient, attachId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("9. Resolve the support case.");
resolveSupportCase(supportClient, caseld);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("10. Get a list of resolved cases for the current
day.");

getResolvedCase(supportClient);

System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("***** This Scenario has successfully completed");
System.out.println(DASHES);

}

public static void getResolvedCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(30)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.includeResolvedCases(true)
.build();
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DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase: cases) {
if (sinCase.status().compareTo("resolved") ==0)
System.out.println("The case status is "+sinCase.status());

}

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static void resolveSupportCase(SupportClient supportClient, String
caseld) {

try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response = supportClient.resolveCase(caseRequest);
System.out.println("The status of case "+caseIld +" is
"+response.finalCaseStatus());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static void describeAttachment(SupportClient supportClient,String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is
"+response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm: communications) {
System.out.println("the body is: " + comm.body());
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//Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {
attachId = detail.attachmentId();
}
}

return attachld;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

}

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication to
an AWS Support case");
else
System.out.println("There was an error adding the communication to
an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {
try {
File myFile = new File(fileAttachment);
InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.buildexr()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =
AddAttachmentsToSetRequest.builder()
.attachments(attachment)
.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";
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}

public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase: cases) {
System.out.println("The case status is "+sinCase.status());
System.out.println("The case Id is "+sinCase.caseld());
System.out.println("The case subject is "+sinCase.subject());

}

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatlList, String sevlLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.toLowerCase())
.serviceCode(serviceCode.tolLowerCase())
.severityCode(sevLevel.toLowerCase())

.communicationBody("Test issue with "+serviceCode.tolLowerCase())

.subject("Test case, please ignore")
.language("en")
.issueType("technical")

.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);

return response.caseld();

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

}

public static String displaySevlLevels(SupportClient supportClient) {
try {
DescribeSeveritylevelsRequest severitylevelsRequest =
DescribeSeveritylevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylevelsResponse response =
supportClient.describeSeveritylevels(severitylLevelsRequest);
List<Severitylevel> severitylevels = response.severitylevels();
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String levelName = null;
for (SeveritylLevel sevlLevel: severitylevels) {
System.out.println("The severity level name is: "+
sevlLevel.name());
if (sevLevel.name().compareTo("High")==0)
levelName = sevlLevel.name();
}

return levelName;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

}

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient)
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service: services) {
if (index== 11)
break;

System.out.println("The Service name is: "+service.name());
if (service.name().compareTo("Account") == 0)
serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat: categories) {
System.out.println("The category name is: "+cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++ ;

}

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return null;
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- Hx API #AEER , F5H (AWS SDK for Java 2.x APl &) R TEE,
« AddAttachmentsToSet
¢ AddCommunicationToCase

* CreateCase
» DescribeAttachment

* DescribeCases
¢ DescribeCommunications

* DescribeServices
» DescribeSeverityl evels

* ResolveCase

JavaScript
SDK fo JavaScript r (v3)
Note
BEEEZGitHUb, BERTERA , FIWAE AWS K58 RO 76 FEP#HITREMIZT.

ELRPBEITRERT =R,

import {
AddAttachmentsToSetCommand,
AddCommunicationToCaseCommand,
CreateCaseCommand,
DescribeAttachmentCommand,
DescribeCasesCommand,
DescribeCommunicationsCommand,
DescribeServicesCommand,
DescribeSeveritylLevelsCommand,
ResolveCaseCommand,
SupportClient,

} from "eaws-sdk/client-support";

import inquirer from "inquirer";

// Retry an asynchronous function on failure.
const retry = async ({ intervalInMs = 500, maxRetries = 10 }, fn) => {
try {
return await fn();
} catch (err) {
console.log( Function call failed. Retrying.');
console.error(err.message);
if (maxRetries === @) throw err;
await new Promise((resolve) => setTimeout(resolve, intervallnMs));
return retry({ intervalInMs, maxRetries: maxRetries - 1 }, fn);
}
}

const wrapText = (text, char = "=") => {
const rule = char.repeat(80);
return ‘${rule}\n ${text\n${zrule}\n';
}

const client = new SupportClient({ region: "us-east-1" });
// Verify that the account has a Support plan.

export const verifyAccount = async () => {
const command = new DescribeServicesCommand({});

try {
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await client.send(command);
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature."
);
} else {
throw err;
}
}
};

// Get the list of available services.
export const getService = async () => {
const { services } = await client.send(new DescribeServicesCommand({}));
const { selectedService } = await inquirer.prompt({
name: "selectedService",
type: "list",
message:
"Select a service. Your support case will be created for this service. The
list of services is truncated for readability.",
choices: services.slice(@, 10).map((s) => ({ name: s.name, value: s })),
b
return selectedService;

};

// Get the list of available support case categories for a service.
export const getCategory = async (service) => {
const { selectedCategory } = await inquirer.prompt({
name: "selectedCategory",
type: "list",
message: "Select a category.",
choices: service.categories.map((c) => ({ name: c.name, value: c })),
b;
return selectedCategory;

};

// Get the available severity levels for the account.
export const getSeveritylLevel = async () => {
const command = new DescribeSeveritylLevelsCommand({});
const { severitylLevels } = await client.send(command);
const { selectedSeveritylLevel } = await inquirer.prompt({
name: "selectedSeveritylevel",
type: "list",
message: "Select a severity level.",
choices: severitylLevels.map((s) => ({ name: s.name, value: s })),
b
return selectedSeveritylevel;

};

// Create a new support case and return the caseld.
export const createCase = async ({
selectedService,
selectedCategory,
selectedSeveritylevel,
b =A{
const command = new CreateCaseCommand({
subject: "IGNORE: Test case",
communicationBody: "This is a test. Please ignore.",
serviceCode: selectedService.code,
categoryCode: selectedCategory.code,
severityCode: selectedSeveritylevel.code,
b
const { caseld } = await client.send(command);
return caseld;

};
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// Get a list of open support cases created today.
export const getTodaysOpenCases = async () => {
const d = new Date();
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),
b

const { cases } = await client.send(command);

if (cases.length === 0) {
throw new Error(
"Unexpected number of cases. Expected more than @ open cases."
);
}
return cases;

};

// Create an attachment set.
export const createAttachmentSet = async () => {
const command = new AddAttachmentsToSetCommand({
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
}I
]I
b

const { attachmentSetId } = await client.send(command);
return attachmentSetId;

};

export const linkAttachmentSetToCase = async (attachmentSetId, caseIld) => {
const command = new AddCommunicationToCaseCommand({
attachmentSetlId,
caseld,
communicationBody: "Adding attachment set to case.",
b
await client.send(command);

};

// Get all communications for a support case.
export const getCommunications = async (caseld) => {
const command = new DescribeCommunicationsCommand({
caseld,
b
const { communications } = await client.send(command);
return communications;

};

// Get an attachment set.
export const getFirstAttachment = (communications) => {
const firstCommwWithAttachment = communications.find(
(c) => c.attachmentSet.length > 0
);
return firstCommwWithAttachment?.attachmentSet[0@].attachmentId;
};

// Get an attachment.
export const getAttachment = async (attachmentId) => {
const command = new DescribeAttachmentCommand({
attachmentId,
b

const { attachment } = await client.send(command);
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return attachment;

};

// Resolve the case matching the given case ID.
export const resolveCase = async (caseIld) => {
const { shouldResolve } = await inquirer.prompt({

name: "shouldResolve",

type: "confirm",

message: ‘Do you want to resolve ${caseId}?",

1)

if (shouldResolve) {
const command = new ResolveCaseCommand({
caseld: caseld,

1)

await client.send(command);
return true;
}

return false;

};

// Find a specific case in the list of provided cases by case ID.

// If the case is not found, and the results are paginated, continue

// paging through the results.

export const findCase = async ({ caseld, cases, nextToken }) => {
const foundCase = cases.find((c) => c.caseld === caseld);

if (foundCase) {
return foundCase;

}

if (nextToken) {
const response = await client.send(
new DescribeCasesCommand({
nextToken,
includeResolvedCases: true,
b
);
return findCase({
caseld,
cases: response.cases,
nextToken: response.nextToken,
b
}

throw new Error( ${caseId} not found.');

};

// Get all cases created today.
export const getTodaysResolvedCases = async (caseIldToWaitFor) => {
const d = new Date("2023-01-18");
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),
includeResolvedCases: true,
b
const { cases, nextToken } = await client.send(command);
await findCase({ cases, caseld: caseldToWaitFor, nextToken });
return cases.filter((c) => c.status === "resolved");

};

const main = async () => {
let caseld;
try {
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console.log(wrapText("Welcome to the AWS Support basic usage scenario."));

// Verify that the account is subscribed to support.
await verifyAccount();

// Provided a truncated list of services and prompt the user to select one.
const selectedService = await getService();

// Provided the categories for the selected service and prompt the user to
select one.
const selectedCategory = await getCategory(selectedService);

// Provide the severity available severity levels for the account and prompt
the user to select one.
const selectedSeveritylevel = await getSeveritylevel();

// Create a support case.
console.log("\nCreating a support case.");
caseld = await createCase({

selectedService,

selectedCategory,

selectedSeveritylevel,

1)

console.log( ‘Support case created: ${caseld}’);

// Display a list of open support cases created today.
const todaysOpenCases = await retry(
{ intervallnMs: 1000, maxRetries: 15 },
getTodaysOpenCases
);
console.log(
“\nOpen support cases created today: ${todaysOpenCases.length}’
);
console.log(todaysOpenCases.map((c) => ‘${c.caseId} ).join("\n"));

// Create an attachment set.

console.log("\nCreating an attachment set.");

const attachmentSetId = await createAttachmentSet();
console.log( ‘Attachment set created: ${attachmentSetId}");

// Add the attachment set to the support case.
console.log( "\nAdding attachment set to ${caseld}’);
await linkAttachmentSetToCase(attachmentSetId, caseld);
console.log( ‘Attachment set added to ${caseId}’);

// List the communications for a support case.
console.log( ‘\nListing communications for ${caseld}’);
const communications = await getCommunications(caseld);
console.log(

communications
.map(
(c) =>

‘Communication created on ${c.timeCreated}. Has
${c.attachmentSet.length} attachments."’

)
.join("\n")
);

// Describe the first attachment.
console.log( \nDescribing attachment ${attachmentSetId}");
const attachmentId = getFirstAttachment(communications);
const attachment = await getAttachment(attachmentId);
console.log(

‘Attachment is the file '${

attachment.fileName
}' with data: \n${new TextDecoder().decode(attachment.data)}"’
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);

// Confirm that the support case should be resolved.
const isResolved = await resolveCase(caseld);
if (isResolved) {
// List the resolved cases and include the one previously created.
// Resolved cases can take a while to appear.
console.log(
"\nWaiting for case status to be marked as resolved. This can take some
time."
);
const resolvedCases = await retry(
{ intervallInMs: 20000, maxRetries: 15 },
() => getTodaysResolvedCases(caseld)
);
console.log("Resolved cases:");
console.log(resolvedCases.map((c) => c.caseld).join("\n"));

} catch (err) {
console.error(err);
}
};

« Bx APl #4AEE , HS5 (AWS SDK for JavaScript APl &) BT EH,
« AddAttachmentsToSet
* AddCommunicationToCase

e CreateCase
¢ DescribeAttachment

* DescribeCases
» DescribeCommunications

* DescribeServices
» DescribeSeverityl evels

* ResolveCase

Kotlin

SDK for Kotlin
Note

XEER TSR IEENTAL 1T, ARSCRBER T AEE K.
Note

EHEZGitHub, ERFTERH , 2 WAL AWS KB R PIF#EEPHTRENEIT.

/**
Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
In addition, you must have the AWS Business Support Plan to use the AWS Support

Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/

This Kotlin example performs the following tasks:
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1. Gets and displays available services.

2. Gets and displays severity levels.

3. Creates a support case by using the selected service, category, and severity
level.

Gets a list of open cases for the current day.

Creates an attachment set with a generated file.

Adds a communication with the attachment to the support case.
Lists the communications of the support case.

Describes the attachment set included with the communication.
. Resolves the support case.

10. Gets a list of resolved cases for the current day.

O oo~NOU

*/
suspend fun main(args: Array<String>) {
val usage = """
Usage:
<fileAttachment>
Where:

fileAttachment - The file can be a simple saved .txt file to use as an
email attachment.

if (args.size !=1) {
println(usage)
exitProcess(0)

}

val fileAttachment = args[0]

println("***** Welcome to the AWS Support case example scenario.")
println("***** Step 1. Get and display available services.")

val sevCatlList = displayServices()

println("***** Step 2. Get and display Support severity levels.")
val sevlLevel = displaySevlLevels()

println("***** Step 3. Create a support case using the selected service,
category, and severity level.")
val caseldVal = createSupportCase(sevCatlList, sevlLevel)
if (caseIdval != null) {
println("Support case $caseldVal was successfully created!")

} else {
println("A support case was not successfully created!")
exitProcess(1)

}

println("***** Step 4. Get open support cases.")
getOpenCase()

println("***** Step 5. Create an attachment set with a generated file to add to
the case.")

val attachmentSetId = addAttachment(fileAttachment)

println("The Attachment Set id value is $attachmentSetId")

println("***** Step 6. Add communication with the attachment to the support
case.")
addAttachSupportCase(caseIdVal, attachmentSetId)

println("#***** Step 7. List the communications of the support case.")
val attachId = listCommunications(caseIdVal)
println("The Attachment id value is $attachId")

println("***** Step 8. Describe the attachment set included with the
communication.™)
describeAttachment(attachlId)

println("***** Step 9. Resolve the support case.")
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resolveSupportCase(caseldVal)

println("***** Step 10. Get a list of resolved cases for the current day.")
getResolvedCase()
println("***** This Scenario has successfully completed")

}

suspend fun getResolvedCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1l, ChronoUnit.DAYS)

val describeCasesRequest = DescribeCasesRequest {
maxResults = 30
afterTime = yesterday.toString()
beforeTime = now.toString()
includeResolvedCases = true

}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")
}
}

}

suspend fun resolveSupportCase(caseIdvVal: String) {
val caseRequest = ResolveCaseRequest {
caseld = caseldVal

}
SupportClient { region = "us-west-2" }.use { supportClient ->

val response = supportClient.resolveCase(caseRequest)

println("The status of case $caseldVal is ${response.finalCaseStatus}")
}

}

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest = DescribeAttachmentRequest {
attachmentId = attachId

}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")
}

}

suspend fun listCommunications(caseIdVal: String?): String? {
val communicationsRequest = DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->

println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId
}
}
}
return ""
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}

suspend fun addAttachSupportCase(caseIdVal: String?, attachmentSetIdVal: String?) {
val caseRequest = AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal

communicationBody = "Please refer to attachment for details."
}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS Support
case")
} else {
println("There was an error adding the communication to an AWS Support
case")
}
}

}

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal = Attachment {
fileName = myFile.name
data = sourceBytes

val setRequest = AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

}

}

suspend fun getOpenCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1l, ChronoUnit.DAYS)

val describeCasesRequest = DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")
}
}

}

suspend fun createSupportCase(sevCatlListVal: List<String>, sevlLevelVal: String):
String? {
val serCode = sevCatListVal[Q]
val caseCategory = sevCatlListVal[1l]
val caseRequest = CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
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serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())

communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"

subject = "Test case, please ignore"

language = "en"

issueType = "technical"

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld

}

}

suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest = DescribeSeveritylLevelsRequest {

language = "en"

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->

println("The severity level name is: ${sevLevel.name}")
if (sevLevel.name == "High") {
levelName = sevlLevel.name!!
}
}
return levelName
}

}

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {

var serviceCode = ""

var catName = ""

val sevCatlList = mutablelListOf<String>()

val servicesRequest = DescribeServicesRequest {

language = "en"
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forkEach { service ->
if (index == 11) {
return@forEach
}

println("The Service name is ${service.name}")
if (service.name == "Account") {

serviceCode = service.code.toString()
}

// Get the categories for this service.
service.categories?.forEach { cat ->
println("The category name is ${cat.name}")
if (cat.name == "Security") {
catName = cat.name!!
}

index++
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Python

}

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

« BX APl #4AEE , H25 (AWS SDK for Kotlin API &) ST EH,
* AddAttachmentsToSet
¢ AddCommunicationToCase

* CreateCase
¢ DescribeAttachment

* DescribeCases
» DescribeCommunications

« DescribeServices
» DescribeSeverityl evels

* ResolveCase

EAT Python (Boto3) B SDK

Note
EBEZGitHub, BEERZERA , I WME AWS RIZREZ6ED#HITREMNZT.

ERSTRRAMIPETRER IR

class SupportCasesScenario:
"""Runs an interactive scenario that shows how to get started using AWS
Support . mun

def __init__ (self, support_wrapper):

:param support_wrapper: An object that wraps AWS Support actions.

self.support_wrapper = support_wrapper

def display_and_select_service(self):

Lists support services and prompts the user to select one.

:return: The support service selected by the user.

print('-' * 88)

services_list = self.support_wrapper.describe_services('en')
print(f"AWS Support client returned {len(services_list)} services.")
print("Displaying first 10 services:")

service_choices = [svc['name'] for svc in services_list[:10]]
selected_index = q.choose(
"Select an example support service by entering a number from the
preceding list:",
service_choices)
selected_service = services_list[selected_index]
print('-' * 88)
return selected_service
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def display_and_select_category(self, service):

Lists categories for a support service and prompts the user to select one.

:param service: The service of the categories.
:return: The selected category.
print('-' * 88)
print(f"Available support categories for Service {service['name']}
{len(service['categories'])}:")
categories_choices = [category['name'] for category in
service[ 'categories']]
selected_index = q.choose(
"Select an example support category by entering a number from the
preceding list:",
categories_choices)
selected_category = service['categories'][selected_index]
print('-' * 88)
return selected_category

def display_and_select_severity(self):

Lists available severity levels and prompts the user to select one.

:return: The selected severity level.
print('-' * 88)
severity_levels_list = self.support_wrapper.describe_severity_levels('en')
print(f"Available severity levels:")
severity_choices = [level['name'] for level in severity_levels_list]
selected_index = q.choose(
"Select an example severity level by entering a number from the
preceding list:",
severity_choices)
selected_severity = severity_levels_list[selected_index]
print('-' * 88)
return selected_severity

def create_example_case(self, service, category, severity_level):

Creates an example support case with the user's selections.

:param service: The service for the new case.

:param category: The category for the new case.

:param severity_level: The severity level for the new case.

:return: The caseld of the new support case.

print('-' * 88)

print(f"Creating new case for service {service['name']}.")

case_id = self.support_wrapper.create_case(service, category,
severity_level)

print(f"\tNew case created with ID {case_id}.")

print('-' * 88)

return case_id

def list_open_cases(self):

List the open cases for the current day.

print('-' * 88)

print("Let's list the open cases for the current day.")

start_time = str(datetime.utcnow().date())

end_time = str(datetime.utcnow().date() + timedelta(days=1))

open_cases = self.support_wrapper.describe_cases(start_time, end_time,
False)

for case in open_cases:
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def

def

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print('-' * 88)

create_attachment_set(self):

Create an attachment set with a sample file.

:return: The attachment set ID of the new attachment set.

print('-' * 88)

print("Creating attachment set with a sample file.")
attachment_set_id = self.support_wrapper.add_attachment_to_set()
print(f"\tNew attachment set created with ID {attachment_set_id}.")
print('-' * 88)

return attachment_set_id

add_communication(self, case_id, attachment_set_id):

Add a communication with an attachment set to the case.

:param case_id: The ID of the case for the communication.

:param attachment_set_id: The ID of the attachment set to

add to the communication.

print('-' * 88)

print(f"Adding a communication and attachment set to the case.")
self.support_wrapper.add_communication_to_case(attachment_set_id, case_id)
print(f"Added a communication and attachment set {attachment_set_id} to the

case {case_id}.")

def

print('-' * 88)

list_communications(self, case_id):

List the communications associated with a case.

:param case_id: The ID of the case.

:return: The attachment ID of an attachment.
print('-' * 88)

print("Let's list the communications for our case.")
attachment_id = "'

communications =

self.support_wrapper.describe_all_case_communications(case_id)

def

def

for communication in communications:
print(f"\tCommunication created on {communication['timeCreated']} "
f"has {len(communication['attachmentSet'])} attachments.")
if len(communication['attachmentSet']) > 0:
attachment_id = communication['attachmentSet']J[@]['attachmentId']
print('-' * 88)
return attachment_id

describe_case_attachment(self, attachment_id):

Describe an attachment associated with a case.

:param attachment_id: The ID of the attachment.

print('-' * 88)

print("Let's list the communications for our case.")

attached_file = self.support_wrapper.describe_attachment(attachment_id)
print(f"\tAttachment includes file {attached_file}.")

print('-' * 88)

resolve_case(self, case_id):

Shows how to resolve an AWS Support case by its ID.
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:param case_id: The ID of the case to resolve.

print('-' * 88)

print(f"Resolving case with ID {case_id}.")

case_status = self.support_wrapper.resolve_case(case_id)
print(f"\tFinal case status is {case_status}.")
print('-' * 88)

def list_resolved_cases(self):

List the resolved cases for the current day.

print('-' * 88)

print("Let's list the resolved cases for the current day.")

start_time = str(datetime.utcnow().date())

end_time = str(datetime.utcnow().date() + timedelta(days=1))

resolved_cases = self.support_wrapper.describe_cases(start_time, end_time,
True)

for case in resolved_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print('-' * 88)

def run_scenario(self):
logging.basicConfig(level=1logging.INFO, format='%(levelname)s:
%(message)s')

print('-'%*88)
print("Welcome to the AWS Support get started with support cases demo.")
print('-'%*88)

selected_service = self.display_and_select_service()

selected_category self.display_and_select_category(selected_service)

selected_severity self.display_and_select_severity()

new_case_id = self.create_example_case(selected_service, selected_category,
selected_severity)

wait(10)

self.list_open_cases()

new_attachment_set_id = self.create_attachment_set()

self.add_communication(new_case_id, new_attachment_set_id)

new_attachment_id = self.list_communications(new_case_id)

self.describe_case_attachment(new_attachment_id)

self.resolve_case(new_case_id)

wait(10)

self.list_resolved_cases()

print("\nThanks for watching!")
print('-'%*88)

if __name__ == '__main__"':
try:
scenario = SupportCasesScenario(SupportWrapper.from_client())
scenario.run_scenario()
except Exception:

logging.exception("Something went wrong with the demo.")

E M —"NsDK for BFHERIENE,

class SupportWrapper:
"""Encapsulates Support actions.
def __init_ (self, support_client):

:param support_client: A Boto3 Support client.
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self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client('support')
return cls(support_client)

def describe_services(self, language):

Get the descriptions of AWS services available for support for a language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(
language=language)
services = response['services']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't get Support services for language %s. Here's why: %s:
%s", language,
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return services

def describe_severity_levels(self, language):
Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of severity levels.
try:
response = self.support_client.describe_severity_levels(
language=language)
severity_levels = response['severitylevels']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't get severity levels for language %s. Here's why: %s:
%s", language,
err.response['Error']['Code'], err.response['Error']
['Message'])
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raise
else:
return severity_levels

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.
:param category: The category to use for the new case.
:param severity: The severity to use for the new case.
:return: The caseld of the new case.
try:
response = self.support_client.create_case(
subject='Example case for testing, ignore.',
serviceCode=service['code'],
severityCode=severity['code'],
categoryCode=category[ 'code'],
communicationBody="'Example support case body.',
language='en',
issueType='customer-service'
)
case_id = response['caseld']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return case_id

def add_attachment_to_set(self):

Add an attachment to a set, or create a new attachment set if one does not

exist.
:return: The attachment set ID.
try:
response = self.support_client.add_attachments_to_set(
attachments=[
{
'fileName': 'attachment_file.txt',
'data': b"This is a sample file for attachment to a support
case."
}

D
new_set_id = response['attachmentSetId']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
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"Couldn't add attachment. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return new_set_id

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:

self.support_client.add_communication_to_case(
caseld=case_id,
communicationBody="This is an example communication added to a
support case.",

attachmentSetId=attachment_set_id

)
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':

logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator('describe_communications')
for page in paginator.paginate(caseld=case_id):
communications += page['communications']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't describe communications. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return communications

def describe_attachment(self, attachment_id):
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Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id

attached_file = response['attachment']['fileName']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't get attachment description. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return attached_file

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.
:return: The final status of the case.
try:
response = self.support_client.resolve_case(
caseld=case_id
)
final_status = response['finalCaseStatus']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't resolve case. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
return final_status

def describe_cases(self, after_time, before_time, resolved):
Describe support cases over a period of time, optionally filtering
by status.

:param after_time: The start time to include for cases.

:param before_time: The end time to include for cases.

:param resolved: True to include resolved cases in the results,
otherwise results are open cases.

:return: The final status of the case.
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try:
cases = []
paginator = self.support_client.get_paginator('describe_cases')
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language='en'):
cases += page['cases']
except ClientError as err:
if err.response['Error']['Code'] == 'SubscriptionRequiredException':
logger.info("You must have a Business, Enterprise On-Ramp, or
Enterprise Support "
"plan to use the AWS Support API. \n\tPlease upgrade
your subscription to run these "
"examples.")
else:
logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response['Error']['Code'], err.response['Error']
['Message'])
raise
else:
if resolved:
cases = filter(lambda case: case['status'] == 'resolved',6 cases)
return cases

« Bx APl #4AEE , H55 (AWS SDK for Python (Boto3) APl ££) R T,
» AddAttachmentsToSet
* AddCommunicationToCase
» CreateCase

¢ DescribeAttachment

* DescribeCases
* DescribeCommunications

« DescribeServices
» DescribeSeverityLevels
* ResolveCase

BX AWS BHEFRTEGF R AREEMNRBRHIBNTESIR  §205 & AWS Support 5 AWS FATE
BEEEA (p. 14). AXTBEIFEEXRATNEEUREXENNRET X TESREHFERER,
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HIAAKIR IP it AR AANKERE. BXEZSELR , HS6 AWS CloudTrail 15,

E i
« 5 53— 2 %3 AWS SupportZ=45] EventBridge (p. 311)
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BERAITUTERE -
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s BIBREEENEHANPERNBIR, Hlin , BALALIE Amazon Simple Notification Service (Amazon
SNS) £& , UEBSYEHMXBHRAN , BHLWFREREFIYt, BXESFEEL , HSH EventBridge
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13.
14.
15.
16.

B33 https://console.aws.amazon.com/events/ 3T 7L & #hEventBridgei #l &

MBI RIXFEM , BEATENE LA Region selector ( XiE%k1R8T ) |, AEik#EF US East (N.
Virginia) ( XEFR® ( FERLILIE) ).

ESMERKD , % Rules (M),

i%3#% Create rule (BIZMN),

£ Define rule detail ( EXHNFMEES ) WE L , WAANEHRIHER,

3F Event bus ( EHEL ) F Rule type ( MAMZEH ) | REBRINE , RFEENext (T—%F ),
EERBHERN TEL , 7 SHR EF AWSEH" 5 “EventBridge S ENHEEH",

£ Event pattern ( EH#ER ) T , BREHRIAE ( AWS BBF ).

X F AWS RS, #%4® Support.

. XIF Event type ( B4EA ) | #%£$F Support Case Update ( ZEHERBIEFH ) o
1.
12.

HERET—%,

£ Select targets (&R B#R ) o H , RBREFUAN RN B , REEREZRBEATENEMAE AL
T, B, WEHERE Amazon SNS | EHREWEE SNS T8 , LEES B F B4 RGEBAE.
HERET—%.

( Al ) % Configure tags ( BEHZ ) REL , FINEERE , REIEFE Next ( T—F ) .

£ Review and create ( *AE%@JE ) THEL , REEWANZEABRAFESENEHFUREER,

1%£4% Create rule ( BIZMN ) . SHMN IR IR AWS Support RHIEH | RERENKEREE
TEHY B #Ro

EE

o HEBWBIEHR , ATUAER origin SERAEREEZ AWS Support RE@ X FRFIRMT
RHIEE, origin BIETLAR CUSTOMER = AWS,

B#T , /X AddCommunicationToCase & ENEHFEGLE,
- BERUEBEEHEINESZER , 5 H (LD #EventBridge AFERE) RSB HER,

« B LU CloudTrail B 428 AWS AP EAGIES — &AM, BEH NS5 13RS B K =
AWS Support API i@ A8y AWS CloudTrail A&,

5 AWS Support B4
HEMNIKF P REXFRER |, FOIBUTEHS
Example : Bl =G

HOlEXGRAE , SOBUTEHS.

{

"version": "Q",

"id": "3433df007-9285-55a3-f6d1-536944be4s5d7",
"detail-type": "Support Case Update",
"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:197",

"region": "us-east-1",
"resources": [],
"detail": {

"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": "",
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"event-name": "CreateCase",
lloriginll: mnn

Example : B =G
 AWS Support B8 #2618 , FEIBUTEH.

"version": "0Q",

"id": "f90cb8cb-32be-1c91-c@ba-d50b4ca5e51b",

"detail-type": "Support Case Update",

"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:31Z",

"region": "us-east-1",

"resources": [],

"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": "ekko:us-east-1:12345678-268a-424b-be@8-54613cab84d2",
"event-name": "AddCommunicationToCase",
"origin": "AWS"

Example : fE#T X RHI
LT ZFRAI , FOEBUTES,

"version": "OQ",
"id": "laa4458d-556f-732e-ddcl-4a5b2fbdl4a5s",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:51:31Z",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": "",
"event-name": "ResolveCase",
"origin": ""

Example : EMTH ZHFRHI
MEFITHA RN , FEIBUTEH,

"version": "Q",

"id": "3bb9d8fe-6089-ad27-9508-804209b233ad",
"detail-type": "Support Case Update",
"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:47:192",

"region": "us-east-1",
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"resources": [],

"detail": {
"case-id": "case-111122223333-muen-2021-27f40618fe0303ea",
"display-id": "1234563851",
"communication-id": ""

"event-name": '"ReopenCase",
"OIigin": mnn
}
}
2=k X
FEZH

BRI EventBridge 5 AWS Support L& EANESZER , BSRANUATRIR :

» faERA IS # B 3h{t AWS Support APl EventBridge
« AWS SupportZ4I5EshE A EFF B GitHub

AWS Support id3% AWS CloudTrail API &

AWS SupportB5AWS CloudTrailfE sk , LIRS RME T RHAF. ABRAWSHERS A REURER 12 RAWS
Support, CloudTrail $$# APl {§FAWS SupportfE R B4R, HIRNIFAZTEXRE AWS Support #2#l&
FMLEBHY AWS Support APl 245 A,

MBEBE T IRERICFR , WA LU CloudTrail E##54E4%1% %] Amazon Simple Storage Service (Amazon
S3) Ffik i ( BIEMEM ) AWS Support, HRETE BRERIZH , M{BATE Event history ( BEHFAELIEH
CloudTrail ) PEEZHEH.

BEEAKRERNER CloudTrail , BAIMEEM A T 4B RAWS Support, & HiFRE IP bk, AKX
HEER, EROE B EUREMFEREE,

ETH# CloudTrall EZE R ( BRBNANERTEENEMA ) , HZF AWS CloudTrailUser Guideo

AWS Supportf #9415 E. CloudTrail

CloudTrail FEZAIZAWSIK 8t |, BIS 2K BRAT . HHFREZIHNBHEINN , ZEIFiERE
AWS SupportE#HAFieFEAF , HEHMAWSHRS CloudTrail E4 —E{R1E1E Event history ( EHA 12
). BALE AWS kP HEE, BENTEEN SN, EXFLERE  FoHCHASHTLIERER
CloudTrail =4,

ERFLIER AWS K HHEH (‘23 AWS Support BWEH ) | ERIERER. B RER CloudTrail , o
DU B E X ZIEE Amazon S3 . TIIRIER T , ERGI AP EIZRERE |, IIRERM A TAAE AWS X
o WRIRIZRE AWS 2 XAPIERAEXFEPNES , HIFEEXHEREZLRIEER Simple Storage
Service ( Amazon S3 ) fi. b4k, BAILAE B HMMAWSHRS , # —F 2 7E CloudTrail A& WENEH
BRAXEURE. BXEZSER , BSATINE :

. BIERERELN

+ CloudTrail ZEH RS MER

« AEE Amazon SNS & CloudTrail

« MBI CloudTrail BEHFMNSANIKF PR CloudTrail AEI 4

AWS SupportAP| ##4E59H APl £#£18% CloudTrail R4 AWS SupportAP| &,

5150 , ACreateCase., DescribeCases#ResolveCaselR2ELTE CloudTrail BEXHEHRERKEE
BINEH4RAERBBEEEXERERNARES . SHEEUBBHEBREUATAR :
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- BEREFEARAFKIEEE AWS Identity and Access Management ( IAM ) fFPEIEA HEY,.

- BREGAACGERKESHAFNIRNZ2EIER HN.

- BREBHET AWS RE A H,

BXEZELR , 2K CloudTrail userldentity JT%.,

BHATLUEZ A AWS X Z 4 AWS Ik B AWS Support B & 4R & 2%/ Amazon S3 E#E S,

CloudTrail B&EIEFF I AWS Trusted Advisor E &

Trusted Advisor & —51 AWS Support RS , BB ERESRRN AWS KT HBaaHERA, ERR
ke 1Ly o N 0] I

Trusted AdvisorAP| #R1E9H APl 2#i2% CloudTrail F{R1EE AWS SupportAP| &£/,

Flan | A
FDescribeTrustedAdvisorCheckRefreshStatuses, DescribeTrustedAdvisorCheckResult#RefreshTr
#E47E CloudTrail BEX 4 4EMKS%E.

Note

CloudTrail 312 % Trusted AdvisoriZ#l| & & 4E, ESFEEH AWS CloudTrail 1235 AWS Trusted
Advisor #Z#l| &8 1E (p. 337).

T AWS Support BEX 4% B

RIRR—RMEE , oA THSM4ER BEXHEIXZERIEEN Amazon S3 7 #. CloudTrail BEXH4E

— BN EERE. B ARRATARNENMER, COEAAFERBENED, BN EBAN
AMERSHF. CloudTrail REXMHTRLA APLRANAFHEKRE , REETNT2REARERT L
Ro

Example : ) H& % B CreateCase

AT RHIERT ZCreateCaseig4E CloudTrail B HESR B,

{
"Records": [
{

"eventVersion": "1.04",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "janedoe",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-13T17:51:37Z2"
}

}I
"invokedBy": "signin.amazonaws.com"

}I

"eventTime": "2016-04-13T18:05:53Z2",

"eventSource": "support.amazonaws.com",

"eventName": "CreateCase",

"awsRegion": "us-east-1",
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"sourceIPAddress": "198.51.100.15",
"userAgent": "signin.amazonaws.com",
"requestParameters": {

"severityCode": "low",

"categoryCode": "other",

"language": "en",

"serviceCode": "support-api",

"issueType": "technical"
}I
"responseElements": {

"caseId": "case-111122223333-muen-2016-c3f2077e504940f2"
}I
"requestID": "58c257ef-01a2-11e6-be2a-01c031063738",
"eventID": "5aa34bfc-ad5b-4fb1-8a55-2277c86e746a",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Example : B H#E% B RefreshTrustedAdvisorCheck
LU RBIE 7R T ZRefreshTrustedAdvisorChecki24E CloudTrail B B &% B

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Admin"
}l
"eventTime": "2020-10-21T16:34:13Z",
"eventSource": "support.amazonaws.com",
"eventName": "RefreshTrustedAdvisorCheck",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.67",
"userAgent": "signin.amazonaws.com",
"requestParameters": {
"checkId": "Pfx@RwqgBli"
}l
"responseElements": null,
"requestID": "4c4d5fc8-c403-4f82-9544-41F820e0fa0l",
"eventID": "2f4630ac-5c27-4f0d-b93f-63742d6fc85e",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

£ AWS CloudTrail id % Slack APl #HH# AWS
Support App

Slack FBIAWS Support App B 58 RKAWS CloudTrail, CloudTrail 2t ., A&HAWS Support
AppAWS RS FHIFTHITIREMNIE R, BERIEIER , BIFAWS Support App HFTELE APl A
CloudTrail HRANEH. XEHIKWIAAEESKE AWS Support App $3&| & /Y8 A AL X AWS Support
App A8 APl REMTRH, MEELIZERE , WA L CloudTrail E#EFLE451%: % Amazon S3 F#E .

H @& AWS Support App B, MREFEERER , W E7E CloudTrail #%I& H# Event history ( &
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HHBiEE) PEESHES. ETULUERAR CloudTrail USRS BRHE B AAWS Support pp K% T 11
LER, BEALTRERBAN IP #hut, BRA. ERFEAREMiEAESE,

ETHMESER CloudTrail , HZEAWS CloudTrail B F#58.

AWS Supportd 8y A F{E 2 CloudTrail

BIZFEIATAWS K FRFE1Z K CloudTrail E3UE. ZHAWS Support App R %ENE APISEFIET |, Z5ES)
FieREEHH , HEHMAWSERS CloudTrail E4—RREE Event history ( BHHEIEFK ) . &
DEAWS Ik EE, RN THENSH. EXELER , BSRAEASHHEIERES CloudTrail B
#.

EiFSi0% AWS K REIEHS ( 23% AWS Support App B4 ) |, BRI trail (BE ) . FIRERT , &
B4 APalERERICEN , WRRICENATAMEAWS X, tRERIZRE AWS 5 XAPidEMEXEF
NEH , FFAREXHERELIEER Simple Storage Service ( Amazon S3 ) f8, kol |, BATLAE B Hib
AWS RS , #t — 2947 CloudTrail BEFUENEHEIE , HREBEXBMERT. BXELZEER &
SHATIRE

o IR
» CloudTrail MRS MER

« RNfiEE Amazon SNS @4 CloudTrail
o MBANXEIZEW CloudTrail HEXAEFMZANIK - A #E2U CloudTrail B &34

CloudTrail i2&FIE 2 BAWS Support App #E, XLER/EHIEFRTE App Slack API F#Y

AWS Support App APl &Zr, il , MMCreateSlackChannelConfigurationif
FAGetAccountAlias#lUpdateSlackChannelConfigurationi®2fE&TE CloudTrail B EXHHERE
B,

BNEHRATFXEBETERARERERNARGE . FHEETHEYEREATAR

« BEREFEARAFPKIEER AWS Identity and Access Management ( 1AM ) AP &EIEA KK,
- BRREEAACGERKESHAFNIBNZEEIERHN.
- BRESHHEMM AWS RF K.

BXEZELR | 2K CloudTrail userldentity JT#.,

T #% AWS Support App B EXH5%E

BEE—MEE , TR FSE4ERN BE XA EIBRIEEN Amazon S3 7@, CloudTrail BEXH4S
E—NMESNMNEEERB. —MNBAHRRREEMEN—MER , BEERFIERNERE,. 2/EMH BB
B, BRSHBEHEWESR. CloudTrail BEXHTELE APl HANEFH#HKRRER, XEREXLEAESR
SBREAEEIRFE R

Example : CreateSlackChannelConfiguration B HERHI
LUR RHIE 7R T %CreateSlackChannelConfigurationi# & CloudTrail B H &% B

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:JaneDoe",
"arn": "arn:aws:sts::111122223333:assumed-role/Administrator/JaneDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Administrator"”,
"accountId": "111122223333",
"userName": "Administrator"

}I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-26T01:37:57Z",
"mfaAuthenticated": "false"

}
}
}I
"eventTime": "2022-02-26T01:48:20Z",
"eventSource": "supportapp.amazonaws.com",
"eventName": "CreateSlackChannelConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.183",
"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"notifyOnCreateOrReopenCase": true,
"teamId": "TQ12ABCDEFG",
"notifyOnAddCorrespondenceToCase": true,
"notifyOnCaseSeverity": "all",
"channelName": "troubleshooting-channel",
"notifyOnResolveCase": true,
"channelId": "C@1234A5BCD",
"channelRoleArn": "arn:aws:iam::111122223333:role/AWSSupportAppRole"
}I
"responseElements": null,
"requestID": "d@6df6ca-c233-4ffb-bbff-63470c5dc255",
"eventID": "0898ce29-a396-444a-899d-b068f390c361",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : ListSlackChannelConfigurations K B &Rl

BUR RBIE 7R T iZListSlackChannelConfigurationsi®E CloudTrail B9 B &% H .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:AWSSupportAppRole",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
}I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:06:32Z",
"mfaAuthenticated": "false"
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}
}
}I
"eventTime": "2022-03-01T20:06:46Z",
"eventSource": "supportapp.amazonaws.com",
"eventName": "ListSlackChannelConfigurations",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.131",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,

"responseElements": null,

"requestID": "20f81d63-31c5-4351-bd02-9eda7f76e7b8",
"eventID": "70Qacb7fe-3f84-47cd-8c28-ccl48ad06d21",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : GetAccountAlias ¥y B & RHI

AT RIS R T iZGetAccountAliasig4E CloudTrail W BE%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:devdsk",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole/devdsk",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
}I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:31:27Z",
"mfaAuthenticated": "false"

}
}I
"eventTime": "2022-03-01T20:31:47Z",
"eventSource": "supportapp.amazonaws.com",
"eventName": "GetAccountAlias",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.217.142",
"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,
"responseElements": null,
"requestID": "a225966c-0906-408b-b8dd-f246665e6758",
"eventID": "79ebba8d-3285-4023-831a-64af7de8d4ad",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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HIAAIR IP it AR AAN K ERE. BXEZSELR , H56 AWS CloudTrail A 15,
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FRIBKIAWS Support Plans API #4512 %CloudTrail. BN EHHAERBHITEEXRERBERHWARRE
B, SOEETHBEREATHR

o EREFEARAFEIEZER AWS Identity and Access Management ( IAM ) B P EIEA HEY.
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BXEZELR , 52K CloudTrail userldentity Jt%.,

BHATLEZ A AWS Xi FZNK 89 AWS Support Plans B & 454 2| # 4 Amazon S3 F#EREH,
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BEE—MEE , TATHE4ENBEXHEERERREN Amazon S3 . CloudTrail BENXHEE—4
REPMAETRE. B4 XRKREAEMENENER. CEEEXFTEREBENEE. 2ERN B ML ENF
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Example : GetSupportPlan Y &% B

LT RHIERT GetSupportPlan E4EM —4 CloudTrail B&E%H,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
lltypell: llRolell,
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}l
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
}I
"eventTime": "2022-06-29T16:39:11Z",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlan",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f@d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"
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Example : GetSupportPlanUpdateStatus Y HERE

T RHIETRT GetSupportPlanUpdateStatus ###EH —4 CloudTrail &% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-06-29T16:39:02Z",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlanUpdateStatus",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.@0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": {

"supportPlanUpdateArn":

"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976

},

"responseElements": null,

"requestID": "75e5c767-8703-4ed3-b0le-4dda28020322",

"eventID": "28d1lc@e3-ccb6-4fd1-8793-65be@10114cc",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

Example : StartSupportPlanUpdate FYHESREB

TFRHIERT StartSupportPlanUpdate #&4EH —4 CloudTrail B&E%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
lltypell: "ROle",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

}I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
}I
"eventTime": "2022-06-29T16:38:55Z",
"eventSource": "supportplans.amazonaws.com",
"eventName": "StartSupportPlanUpdate",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"clientToken": "98add111-dcc9-464d-8722-438d697fe242",
"update": {
"supportLevel": "BASIC"

}I
"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-

ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcaf19e976

}I
"requestID": "e5ff9382-5fb8-4764-9993-0f33fboblel7",
"eventID": "5dba89f8-2e5b-42b9-9b8f-395580c52962",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

c37a275618!

Example : CreateSupportPlanSchedule Y HESREB

ATRBIETRT CreateSupportPlanSchedule #{EM —4 CloudTrail H&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-09T16:30:04Z2",
"mfaAuthenticated": "false"
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}
}
}I
"eventTime": "2023-05-09T16:30:04Z",
"eventSource": "supportplans.amazonaws.com",
"eventName": "CreateSupportPlanSchedule",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"clientToken": "b998de5e-adlc-4448-90db-2bf86d6d9e9a",
"scheduleCreationDetails": {
"startLevel": "BUSINESS",
"startOffer": "TrialPlan7FB93B",
"startTimestamp": "2023-06-03T17:23:56.109Z",
"endLevel": "BUSINESS",
"endOffer": "StandardPlan2074BB",
"endTimestamp": "2023-09-03T17:23:55.109Z2"
}
}I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"supportPlanUpdateArn": "arn:aws:supportplans::111122223333:supportplanschedule/
b9a9a4336a3974950a6e670f7dab79b77a4b104db548a0d57050ce4544721d4b"
}I
"requestID": "150450b8-e6la-4b15-93a8-c3b557alcas8",
"eventID": "a2alba44-610d-4dc8-bf16-29f1635b57a9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

) "eventCategory": "Management"
BRI BB AWS Support iTXIHY E X
Important

H2022 %8 A3 AL, ATHRECFA , AL HIELMH CloudTrail BEH, BXZFNR
EMBIR | S50 T AWS Support Plans BE S E (p. 321)

* DescribeSupportLevelSummary — H#&$TFF Support it XIWEEY , HRESE RELH BEH,

+ UpdateProbationAutoCancellation - H#UEMA XA RZHFITRF LS XHFITR , AEZRE 30
KABCHE , BTG EZBRE RN BFEUE. HEFE Support plans ( X#FiTRI ) REF ERHIEIE
fhi%$F Opt-out of automatic cancellation ( B B3EUE ) i , WIRES REENW AED, LFREEN
FEARZFERI ST

+ UpdateSupportlLevel — HEFEH X IFITRINT , WIBREE RELZHNBESR,

Note

eventSource FEREHIXLEIRIEMN support-subscription.amazonaws.com 5% ZEE,
Example : DescribeSupportLevelSummary B9 A %% B

LA RHIBBA T DescribeSupportLevelSummary ##4EM CloudTrail H &% B,

{

"eventVersion": "1.08",
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"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}
}
}I
"eventTime": "2021-01-07722:08:07Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "DescribeSupportLevelSummary",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"lang": "en"
}I
"responseElements": null,
"requestID": "b423b84d-829b-4090-a239-2b639b123abc",
"eventID": "eleedaQe-d77c-487b-a7e5-4014f7123abc",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333"

Example : UpdateProbationAutoCancellation #J B %5k B
LT RHI3BA T UpdateProbationAutoCancellation #&4#E# CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
}I
"eventTime": "2021-01-07T23:28:43Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateProbationAutoCancellation",
"awsRegion": "us-east-1", "sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"lang": "en"
}I
"responseElements": null,
"requestID": "5492206a-e200-4c33-9fcf-4162d4123abc",
"eventID": "f4a58c09-0bb0-4ba2-a8d3-df6909123abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333"
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Example : UpdateSupportLevel By B &% B
DTFROIERTATERFEARZHITRA UpdateSupportLevel R CloudTrail B&E%EB,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:ro0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z2"
}
}
}I
"eventTime": "2021-01-07T22:08:43Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateSupportLevel",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.247",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"supportLevel": "new_developer"
"responseElements": {
"aispl": false,
"supportLevel": "new_developer"
}I
"requestID": "5df3da3a-6lcd-4a3c-8f41-e5276bl123abc",
"eventID": "c69fbl49-c206-47ce-8766-8df6ecl23abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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f F EventBridge 1% Trusted Advisor &4 R

AWS Trusted Advisor B9 H B &
103K

U542 2R ¥ Trusted Advisor MG EfE AWS SR A RN THRY, TAMMEENEEST. AWSEH#T
LI —ibls4e T B3RS Trusted Advisor, & ISR IRAT#HTIRE H E R B 3 REUEHE.

+ Amazon EventBridge Events R 4HF FENHWRAEHR , FERGEHHERTAWSERHER,
EventBridge XFHH BHBHEITE , HAZBTLURENAN , SUEEREEHNEXEEHLERER
ftBAWSHRSS Al & B 3h iR,

f5lan | Trusted Advisor 12 Amazon S3 FHENRKRE, MRERELRTEEREUATRENER
B EAEFREFRNRR A EMEZE S /BRI AWS BR#TiHE. MREHENELETL , N
Trusted Advisorl® BERVRAS L X EE X, EventBridge ®NEIEH , ABREBREELN , LESTLUX
B, BXEZELR , BXEZEL , Amazon V Amazon EventBridge VAmazon C

+ AWS Trusted Advisor £ E A I E R EBMREA A, REHEEMIES AWS IKF 22N E. BA LR
A EventBridge mazonTrusted Advisor 8 &EHIRS. RS , BRI LM Amazon Amazon E CloudWatch
vents B2 A X Trusted AdvisorfEFr I E IR 2 Trusted Advisor RERPRS LK ETL ( Hlin , FEF 7T ERRER
ERBIRESES ) &, XEBREE L BB,

« AWS CloudTrail #3REHZ&H AWS kP HARIZKEF K EHHN AP FARMEXSEYS , AR EREE
$EEM Simple Storage Service ( Amazon S3 ) 7. EAMRRMLERFMKSEAT AWS, WNHX
HIFRMER IP bt LR RN L ERE, BXERZEER , HSH AWS CloudTrail AFER.

£
« 55— K EAWS Trusted Advisoris 2 45 £ EventBridge (p. 327)
« BT D% CloudWatch BIfLUSIEAWS Trusted Advisorfg#F (p. 329)
+ £/ AWS CloudTrail i25 AWS Trusted Advisor 4] &4 (p. 337)

N L = |-|-| . A :I:
55— B AWS Trusted Advisorie B4
EventBridge

& BAfE A EventBridge R4 IS Trusted Advisor W EM SEIURS. FEE , HEERMNTEEHEDS
EARSE R , EventBridge 2R IBESIZHMNAH — RS B AR

BREEAWRSER , £ITULEEL, BRRAEE, XU E#EE. BE4TMEMRE, fim
MRRERSHARVENEE (£E ) EXRNBUNERE (L&) , WALEENAT BIREE,

« £/ AWS Lambda B¥B A& A Slack B,

o FEXRENBIFEHIEZT Amazon Kinesis i , X FH2HE., ERERSKE,
+ ¥ Amazon Simple Notification Service &% 1% B & 8B T AR 4,

+ @3 AmazonCloudWatch & B2 2B A,

B XA AEventBridge# Lambda E%k B 3 11 57 #) ¥ 215 ETrusted Advisor , IS H M Trusted Advisor
T EGitHub,

=
A=

+ Trusted Advisor FRE|RMEEZRIZEEH. HTERBERIEFEHLIET EventBridge.
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o BAFIA AWS Support iTXIZ 2R Trusted Advisor R EGIEMN, BXEZEL  BSHE
2 AWS Support Plans (p. 18) :

- 52 [/RSE—# , FiAEvenTrusted Advisor ts IEEXE RSP ( 3EHFRBLILER ) KL ix
Events, EventBridge

RBLLTIEFERN Trusted Advisor B2 EventBridge #10, ERIBEHMAN 287 , FHRITUTIRE :

« 3% EventBridge #MIEH. ANFBIR,. BEXESEE , BSHMH L2 AmazonEventBridge ? £ 5
#EventBridge i F ¥/ H.,

« BIERFESHAAN P ER E R,

A Trusted Advisor €12 EventBridge M|

1. B hitps://console.aws.amazon.com/events/ 3T 7 I B #hEventBridgei2 #l & o

2. EEUXE , EEAREA LAK Region selector ( XiZiki28s ) , RSi%E US East (N.
Virginia) ( EERE ( FERLILE ) ).

3. ESMBERKD , &E#F Rules (FLN),

4. %32 Create rule (BIZH M),

5. 1£ Define rule detail ( EXHANFMES ) REA L , AN B FHFHER,

6. X T Eventbus ( BEH#EL ) M Rule type (HMNERH ) |, REBMINE , REEZE Next ( T—F )
7

8

9

FEREAERNTE L , AEHFRIEFAWSEHREventBridge S EINHEEH,
£ Event pattern ( E4#E ) T, BREBBIAE ( AWS BFH ) .
. XF AWS BRE |, i%$F Trusted Advisor.
10. 3FF Event type ( B4R ) | #%4% Check ltem Refresh Status ( £ ZEI H RIFTRE ) -
1. AREBRBEFR AT Rz — :
1E$F Any status ( FPRES ) A1 EREARSE XA,
%% Specific status(es) ( HERD ) , AREFREILZNANKLIZNE,

+ ERROR ( 48i% ) — Trusted Advisor A EBINE —#

+ INFO ({E8 ) - Trusted Advisor ToZHER ERIRE,

+ OK ( IE¥ ) - Trusted Advisor ;&G 2% &1 [R5,

WARN ( 4% ) —Trusted Advisor MR E gL FERBH B IASE,
12. ARHREERFUATETZ — :

+ % Any check (EARE ),
- 1%#% Specific check(s) ( HERE ) , AEMIRPEFE— IS IREER.
13. 7 AWS RRIEFRLUT®EDZ — :

« 1%$# Any resource ID ( AR IR ID ) REIZMIEFIERIROMAM,

- 1%#8 Specific resource ID(s) by ARN ( #Z ARN BESISERIR ID ) , REHALZEERN Amazon
Resource Name (ARN),

14. B T—%,

15. 7 Select target(s) ( EFEFR ) RES , BB N AN CIZEN BFrER | REE B XX EFTENTM
HAbikI, Fla0 , BALUFSE4 %% Amazon SQS BAFIE; Amazon SNS &,

16. ‘EET—%,
17. ( ®i& ) ¥ Configure tags ( BLEBHFE ) TEL , FNEERE , RFIEE Next ( T—F ) .
18. 7£ Review and create ( H&EHSIE ) THE L , FEEHANEBHBREATESENEHUERER,

19. %3% Create rule ( BIEMN ) o FBAMMIMIEFIEIE Trusted Advisor RE , AEFEHRETRIEE
# B #%,
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#17 CloudWatch 1R K Trusted Advisorig#r

B2 % CloudWatch 231 LLS1=AWS Trusted
Advisorig#r

AWS Trusted AdvisorRIFT IR ER |, FEREBWR EL RWIERTrusted Advisor & % Zl CloudWatch, &
A LLFE CloudWatch R EF IR, BE aJ A ESZ LN Trusted Adwsor BREHRSTLNERIVIRSE
it , URBRSEFERER (AT ARE ) . Fa, "‘—IJ«)\@JE , LUBRER Service Limits 28I 46
ﬁﬂ’ﬂk*lﬂ:o YR B SRR HEH AWS LKF‘E’JHE’*@E%FIHT %Eﬁﬂ"‘

BB TS BN EMN Trusted Advisorigtr 2 CloudWatch &,
£

o FRZFM (p. 329)
+ CloudWatch B935#5 Trusted Advisor (p. 331)

« Trusted Advisor IE¥RF4EE (p. 336)

AN
FoRFAM
1E N Trusted Advisorig#r 812 CloudWatch £ 828l , BEBUTEER :

o TR CloudWatch EHIERMEE, BXEZEER |, i55H (L E% CloudWatch AFiEr) Y
CloudWatch T{E/RE",

+ fEH Trusted Advisor 2 #l A8 AWS Support APl RRIFEHNREHARMNKFTNRELR, BXRESE
2, FSRRFRELRE (p. 24) :

A Trusted Advisorig¥rtl 2 CloudWatch 1R

B https://console.aws.amazon.com/cloudwatch/ 3T FF CloudWatch E 4l

FEARKEIEES , AREEREER (HEFELILE ) AWS K,

ESmERKD , &% Alarms (F).

& Create Alarm (BIEZR).

ERIERIER,

WFIER , MA—NRSNEEE , UIFERERIIR. HlI0 , &7 A% AEIRS FiServiceLimitUsage =
4% | I Trusted Advisori & & Fro

Tip

2B

- BALIEE Trusted Advisor BB H RS MW ATA ISR,
« BXIEBIMMEEBRHNIIER |, 5359 Trusted Advisor IEFRFI4EE (p. 336)0
7. HEERRT , kSN EIRE,

ELUTROIH  REZHN IAM FRIZRARE |, BB R YellowResources,

N. Virginia All > TrustedAdvisor » Check Metrics Trusted & Advisor @ 1AM © Access @ Key ©
CheckName (2) Metric Name
IAM Access Key Rotation RedResources

v IAM Access Key Rotation YellowResources

8. EEIEFRIER.
9. £ Specif y metric and c onditions conditions conditions CheckName , i &% $Z ) Metric name
10. XIF Period ( HifR ) , EAUEELERERSTNBFES BT HRIVATEIHARR |, 105 54,
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FRFEMH

Z

11. 7£ Conditions ( &M ) T , i&$® Static ( 88 ) , ARKESERINNEERY,

Gl , MBEEFRATET >=HEHRA LENRE , XERBZEETE Trusted Advisor BN B EDE

—/ME T 90 KRR IAM 15 R BR4AR FF 1A,
AE
+ X¥FGreenChecks, RedChecks, YellowChecksRedResources, FYellowResourcests
R, BAEE—1BRE K ZRERTAATRETENEL.

+ Trusted Advisor™4£ KiXHI$EFR GreenResources , X% R Trusted Advisori& R4 M Z{E
AT (R

12. ii}‘%—lr_ﬁo

13. £ Configure actions ( ELEIR/E ) TWHE L , X F Alarm state trigger ( SBIRSHMERT ) |, ER In
alarm ( 58+ ),

14. X3 F Select an SNS topic ( E£#F SNS £ ) , %EZFIEM Amazon Simple Notification Service
(Amazon SNS) B H B2 —NEH,

Notification

Alarm state trigger
Define the alarm state that will trigger this action.

© Inalarm 0K Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold not encugh data is available.
threshold.

Select an SNS topic
Define the SNS (Simple Notification Service) topic that will receive the notification.
O Select an existing SNS topic

Create new topic

Use topic ARN

Send a notification to...

Q. Default_CloudWatch_Alarms_Topic X

Only email lists for this account are available.

Email (endpoints)

janedoe@example.com - View in SNS Console [

Add notification

15. EET—%,

16. W FEHMER , MASBENBHMNER,

17. BET—%,

18. 1E Preview and create ( IS M A2 ) ME L , EESEHFMAEL , RFEEE Create alarm ( RIS
Z),

HIAM 15 A ZARRBETNAE 5 Dt , BNEEFOEN SNS TRRIEEA,

Example : X% CloudWatch Z#Y &7 HiB 4438 A
UTeEFmMEEEEREERNE IAM FRIZFHALBRREREEN,
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You are receiving this email because your Amazon CloudWatch Alarm
"IAMAcessKeyRotationCheckAlarm" in the US East (N. Virginia) region has entered the ALARM
state,

because "Threshold Crossed: 1 out of the last 1 datapoints [9.0 (26/03/21 22:44:00)]
was greater than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM
transition)." at "Friday 26 March, 2021 22:49:42 UTC".

View this alarm in the AWS Management Console:
https://us-east-1.console.aws.amazon.com/cloudwatch/home?region=us-
east-1#s=Alarms&alarm=IAMAcessKeyRotationCheckAlarm

Alarm Details:

- Name: IAMAcessKeyRotationCheckAlarm

- Description: This alarm starts when one or more AWS access keys in my AWS
account have not been rotated in the last 90 days.

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [9.0

(26/03/21 22:44:00)] was greater than or equal to the threshold (1.0) (minimum 1 datapoint
for OK -> ALARM transition).

- Timestamp: Friday 26 March, 2021 22:49:42 UTC
- AWS Account: 123456789012
- Alarm Arn: arn:aws:cloudwatch:us-

east-1:123456789012:alarm: IAMAcessKeyRotationCheckAlarm

Threshold:

- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 1.0 for
300 seconds.

Monitored Metric:

- MetricNamespace: AWS/TrustedAdvisor

- MetricName: RedResources

- Dimensions: [CheckName = IAM Access Key Rotation]
- Period: 300 seconds

- Statistic: Average

- Unit: not specified

- TreatMissingData: missing

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:us-east-1:123456789012:Default_CloudWatch_Alarms_Topic]
- INSUFFICIENT_DATA:

CloudWatch BY$g#rTrusted Advisor

BELAE R CloudWatch #241A AWS Command Line Interface (AWS CLI) &3 7 AV #g#RTrusted
Advisor,

BXRXMEFNMERSHBEZE. BHRNEENSIXK , 28 Amazon CloudWatch AP IEEHH X
CloudWatch $8¥rEYAWSHERZS o

& & Trusted Advisor F8#5 ( BHIA )
BT LA% 3 CloudWatch 12 #| & H & &K 1] A f8#r Trusted Advisor,
E&EE 7 A/ Trusted Advisor 3845 ( #2414 )

B https://console.aws.amazon.com/cloudwatch/ 3T FF CloudWatch E 4l
FEAXKEIERSE , AREREERI (HASFELIE ) AWS KiF,
ESMEETD |, EFE Metrics (1845 ) o

WA BREZEE , HlI0 TrustedAdvisor,

e h =
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REREREE , IR EER.

All metrics Graphed metrics Graph options Source

N. Virginia All > TrustedAdvisor Q TrustedAdvisor

402 Metrics
Service Limit Metrics by Region Category Metrics
283 Metrics 15 Metrics

Check Metrics

104 Metrics

All metrics ( FIETE#HR ) BT FE RH B E B FZLEENER. BTRITUTRE

a. EXNXR#THR , HEEIRE,

b. ERERLEIER , BETPZENRSNERE, TRFMEER , BIEPRNTBTHHEEE,
c. EREFHTFIE , HRFEREN , AFEE Add to search ( RMEIEER ) .

UTRHAERTZEE - FERFIVBERORENE R, ZRERR 13 N EBNER, Trusted
Advisor B FEEBHWRE,

1. @ YellowResources 13

All metrics Graphed metrics (2/4) Graph options Source 2. O RedResources 0

N. Virginia +~ All > TrustedAdvisor > CheckMetrics Q
CheckMame (104) Metric Name
Load Balancer Optimization YellowResources
Low Utilization Amazon EC2 Instances RedResources
Low Utilization Amazon EC2 Instances YellowResources
MFA on Root Account RedResources
MFA on Root Account YellowResources
Overutilized Amazon EBS Magnetic Volumes YellowResources
Overutilized Amazon EBS Magnetic Volumes RedResources

v Security Groups - Specific Ports Unrestricted RedResources

v Security Groups - Specific Ports Unrestricted YellowResources

Security Groups - Specific Ports Unrestricted 1h 3h 12h 1d 3d 1w custom (4w) - Line v | | Actions ¥
Count
125 . o . . .
6.5
¢ 03-17222'33
02/27 03/01 03/03 03/05 03/07 03/09 03/M 0313 03/15 (TETA A S— YA L] 03/21 03/23
@ YellowResources 2021-03-17 23:15 UTC

(W% ) EFHERFINE CloudWatch #HIE 4R , 5i%# Ad d t o dashboard ( Ali% ) o
BXVBRERUEEEFNEZEES , 2% Amazon CloudWatch B iR H K4 RN E K,
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& & Trusted Advisor 8% (CLI)
FAILAER list-metrics AWS CLI a8 S & & Trusted Advisor 9 A 847,
Example : %lItH Trusted Advisor B9FF & B4R

AT REIEE AWS/TrustedAdvisor @& ZE A LAEF Trusted Advisor BIFT B 1E#x.

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor

R TREUT NAEL,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
}I
{
"Name": "ServicelLimit",
"Value": "Magnetic (standard) volume storage (TiB)"
}I
{
"Name": "Region",
"Value": "ap-northeast-2"
}
]I
"MetricName": "ServicelLimitUsage"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Overutilized Amazon EBS Magnetic Volumes"
}
]I
"MetricName": "YellowResources"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
""Name": "ServiceName",
"Value": "EBS"
}I
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
}I
{
"Name": "Region",
"Value": "eu-west-1"
}
]I
"MetricName": "ServicelLimitUsage"
}I
{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

API fiR7x 2013-04-15
333



https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html

AWS Support FiF#5F
CloudWatch E9$s#5Trusted Advisor

{
"Name": "ServiceName",
"Value": "EBS"
}I
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
}I
{
"Name": "Region",
"Value": "ap-south-1"
}
]I
"MetricName": "ServicelLimitUsage"

}I

Example : 5K 4 E W FrE SR

AR RBIEEE AWS/TrustedAdvisor @& ZEAIH Region £ELUEEIEE AWS XiZ# T AR,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --dimensions
Name=Region,Value=us-east-1

R TREUT NARL,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "SES"
}I
{
"Name": "ServicelLimit",
"Value": "Daily sending quota"
}I
{
"Name": "Region",
"Value": "us-east-1"
}
]I
"MetricName": "ServicelLimitUsage"
}I
{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "AutoScaling"
}I
{
"Name": "ServicelLimit",
"Value": "Launch configurations"
}I
{
"Name": "Region",
"Value": "us-east-1"
}
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]I
"MetricName": "ServicelLimitUsage"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "CloudFormation"
}I
{
"Name": "ServicelLimit",
"Value": "Stacks"
}I
{
"Name": "Region",
"Value": "us-east-1"
}
]I
"MetricName": "ServicelLimitUsage"

}I

Example : 5 H&FEBIRAMIER

AT REIEE AWS/TrustedAdvisor 5% 22 A RedResources IERBMUANEE LIEEERNE R,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --metric-name RedResources

R TREUT NARL,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Amazon RDS Security Group Access Risk"
}
]I
"MetricName": "RedResources"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Exposed Access Keys"
}
]I
"MetricName": "RedResources"
}I
{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Large Number of Rules in an EC2 Security Group"

API fiR7x 2013-04-15
335




AWS Support FiF#5F
Trusted Advisor 1EFR N4 E

"MetricName": "RedResources"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Auto Scaling Group Health Check"
}
]I
"MetricName": "RedResources"
}I

o
}

Trusted Advisor I5Fr 4 E

BESR TR T BETTELATF CloudWatch £ MBI KM Trusted Advisor ISARFI4EE
Trusted Advisor ¥ &4 5l 155

BRI AP LA T 145 A F Trusted Advisor &,

B iR
RedResources FOBRSHERE ( BUCREBURE ) -
YellowResources LTFEBRSHERE (BURAE ).

Trusted Advisor 25 31 4 Bl 36 #x

B LA LA T E#R B F Trusted Advisor 231,

BHR R
GreenChecks LFEBRE ( RQNBEMFEIRE ) B Trusted Advisor R ERNHE .
RedChecks R FOEBIRASH Trusted Advisor B ERE ( BIUKEURE ) .
YellowChecks W FEHEBIRSH Trusted Advisor REHE ( BiIUEE ) .

Trusted Advisor RS Bt R FEFR
EAEA L TEX AWS BBS REAIEH.

BHR iR
ServicelLimitUsage RREASEXNRSES ( LSRR ) WE S .

S ER B IEPRAV4EE

B LU LA T 48 E T Trusted Advisor &,
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£ AWS CloudTrail i2% AWS Trusted Advisor 24| &4

HE R
CheckName Trusted Advisor & & #ro

BT LATE Trusted Advisor # ) &3 AWS Trusted Advisor # 2 5|
A (p. 65) FHREIFIERER M.

Ko BB FEIRR 4 E

BRI LU LA T4 EE T Trusted Advisor &35,

Category Trusted Advisor 1 23 5189 o

BT LATE Trusted Advisor #EH| AR EEREXF (p. 21) WA KRN
BREH,

RS ECHIE PR 4 E

BRI LU LA T4 R T Trusted Advisor BREZELE ISR

Region RS IREH AWS X,
ServiceName AWS BRSS B9 8 o
ServicelLimit BRSSECERAY & 7R,

BXRBRSRINESFEE , BSH AWS —RSZE F AWS BRS5 RE,

& AWS CloudTrail i23% AWS Trusted Advisor 2
B iRE

Trusted AdvisorSAWS CloudTrail [RFER , EERHETENAF. ACRAWSERSEFRTHRENIZR
Trusted Advisor, CloudTrail 8918 Trusted AdvisorfE N B4R, IR A EIEFR B Trusted Advisor
BHEANAR, NRECIETRERIERE , WA ELF CloudTrail E4FE&EEZIEA Amazon Simple Simple
Storage Service (Amazon S3) F 1 ( BIEMEH ) Trusted Advisor, MREFEBRIRIER , M{PBAE
CloudTrail ##|&# Event history ( EHAFIE% ) FEFRHNEM4. BIEHKEMNER CloudTrail , &
A LABEB A H T F AR Trusted Advisor, & HERH IP bk, MAKEHER, BROAF, BROXK
o B 8] DA R L A ¥ A 1E B

ET# CloudTral ESE 8 (BEMANEHTRBMNBA ) , H2HAWS CloudTrail i F i85,

Trusted Advisorff Hy{5 & CloudTrail

CloudTrail FE&BIZAWSIKF R |, FHEZK, EE M. HTrusted Advisorf2 il & R 4 2 XN BMHED
B, ZESFIERESHF , HEEMAWSERS CloudTrail B4 —EREFEESHALIERFR, BAUE
AWS IKFHEE. BRMNTHEHMEN. AXESEL , BSREASHALIERESE CloudTrail 4,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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Trusted Advisord #9{E & CloudTrail

EREI0F AWS KPR WS4 (B4E Trusted Advisor IS4 ) |, HOIEBER, BXBE CloudTrail |
AR B A X HEE E Amazon S3 7. TUIRTERT |, EERH A P OIZRIRE |, RN A FAAE AWS
Xig, LRERIERE AWS 2 XPRERAEXEPNES | HIFEEXHZEELRIEER Simple Storage
Service ( Amazon S3 ) #. bt , EATLAE B HAIAWSHRS , #t —$ 247 7€ CloudTrail AR FUWENEH
BREAXEURE. BXESER , BSATINE :

o DIERERICFAR
+ CloudTrail X##9ARSS MERK

« NEE Amazon SNS E4HI CloudTrail
o NS CloudTrail B &AM ZANIKF U CloudTrail B & 34

Trusted AdvisorX ¥ Trusted AdvisoriZ #ll & R EM FEE/ER CloudTrail A EXHHFHEHIER,
CloudTrail i2F A TIRE -

* DescribeAccount

* DescribeAccountAccess

* DescribeChecks

* DescribeCheckItems

* DescribeCheckRefreshStatuses
* DescribeCheckSummaries

» DescribeNotificationPreferences
* DescribeOrganization

* DescribeOrganizationAccounts
* DescribeReports

* DescribeRisk

* DescribeRisks

* DescribeRiskResources

* DescribeServiceMetadata

* DownloadRisk

* ExcludeCheckItems

* GenerateReport

* IncludeCheckItems

* ListAccountsForParent

* ListRoots

* ListOrganizationalUnitsForParent
» RefreshCheck

* SetAccountAccess

* SetOrganizationAccess

+ UpdateNotificationPreferences
* UpdateRiskStatus

B X Trusted Advisor ZHI BB TEIIE , S H Trusted Advisor B4E (p. 227).
Note

CloudTrail & 7ETrusted Advisor APl 2% Fi2&AWS Support AP| #&1E, BXESEEL , BSHE
FI AWS Support 125 AWS CloudTrail APT T8/ (p. 314) :

BIMEARATREBIEAXRERBEROARGE. BOEEIRBEBENATAR
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/
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R : Trusted Advisor BB % HE

- BEREFEARAFKIEEE AWS Identity and Access Management ( IAM ) fFPEIEA HEY,.
- BREEAACGERKESHAFPNIBNZEEIER N,
- BREFHHET AWS RS A H.

BXREZELR , S M CloudTrail userldentity T,

Pl : Trusted Advisor B &% B

BEE—MEE , TATHS4ENBEXEEERNERREN Amazon S3 Zi##E. CloudTraill BEX 42
—’I\ESZ%’I\EIM%EO —NEHRRREEMREN—MER , BEEXFIERWIRE, BEN BB
B, BERSHBEFHEMELE, CloudTrail BENXHTRELE AP HRANEFH#ERREE , At el F2EEM

BEIRFE Ro

Example : B H&% B RefreshCheck

AT RBIERT —4 CloudTrail B&% B , %% B %8 7 AT Amazon S3 Bucket Versioning # &
(IDR365s2Qddf) BIRefreshCheckig .,

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQGCZEXAMPLE",

"arn":"arn:aws:iam::123456789012:user/janedoe",

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:182"

}

}
1,
"eventTime":"2020-10-21T722:06:33Z",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName" :"RefreshCheck",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.136",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"checkId":"R365s2Qddf"
1,
"responseElements": {
"status":{

"checkId":"R365s2Qddf",

"status":"enqueued",

"millisUntilNextRefreshable":3599993

}
1,
"requestID":"d23ec729-8995-494c-8054-dedeaEXAMPLE",
"eventID":"a49d5202-560f-4a4e-b38a-02f1cEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Example : B B&E% B UpdateNotificationPreferences

THEHRGIERT — CloudTrail B&ES%E , %% B8 TUpdateNotificationPreferencesi®fE,
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"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T722:06:18Z"

}
}I
"eventTime":"2020-10-21T22:09:49Z",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"UpdateNotificationPreferences",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.167",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"contacts":[
{
"id":"billing",
"type":"email",
"active":false

"id":"operational",

"type":"email",
"active":false

"id":"security",
"type":"email",
"active":false
}
]I
"language":"en"
}I
"responseElements":null,
"requestID":"695295f3-c81c-486e-9404-fal48EXAMPLE",
"eventID":"5f923d8c-d210-4037-bd32-997c6EXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Example : B B&% B GenerateReport

TENRHERT — CloudTrail B&%E , %% B 18 7 GenerateReporti®fE, WERESHEHN AWS
HMBIBIRE,

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext":{
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"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-11-03T13:03:10Z"

}
}I
"eventTime":"2020-11-03T13:04:292",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"GenerateReport",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.36.171",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"refresh":false,

"includeSuppressedResources":false,

"language":"en",

"format":"JSON",

"name":"organizational-view-report",

"preference":{

"accounts": [

]I

"organizationalUnitIds":[
"r-j134"

]I

"preferenceName":"organizational-view-report",
"format":"json",
"language":"en"
}
}I
"responseElements":{
"status":"ENQUEUED"
}I
"requestID":"bb866dcl-60af-47fd-a660-21498EXAMPLE",
"eventID":"2606c89d-c107-47bd-a7c6-ec92fEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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BETRSHRIEHEE

R A B e

BXRELFEHEMBE , BSH AWS Support IR H D

Amazon EC2 3 Windows X4l # T EC2Rescue , EF OEHAZ T EREH Windows S5 LAFE BRI &
MRS, WERB , AR EE) AWS Support BEERIBE, &3& AJ LAE A EC2Rescue B EIZ1THISE
FIRE|IS8E, BXxESEL , FSERNMAEA EC2Rescue 7 H 2 HY EC2 Windows SE45_EHER H 155 8

A2

1¥E T RS R EHEE

REHAWS REXHBASRBHETE , BUUSEILETEZHABRAE , REBHR AWS
Support, TR T IEE RBHE T BN ERE (BRSHS ) o

Note
TREETHEEANRS IR, BEREMBEHRER , EFEA AWS XEEFTH EHEERX
AAE,
RS Link
Amazon Web Services HERR AWS ZEMRA 4 ik
Amazon AP| Gateway HTTP API #RFEHERR
U 5% AppStream 0 5o EE R E AppStream
Amazon Athena 1E Athena F#t 1T HFEHERR
Amazon Aurora MySQL Amazon Aurora #FEHERR
Amazon Aurora PostgreSQL Amazon Aurora #EHER
Amazon EC2 Auto Scaling Auto Scaling R EHERR

AWS Certificate Manager (ACM) | #EHEBR

AWS CloudFormation AWS CloudFormation #[EHER

5% CloudFront BFHEE | RTMP 2 Bl RIS HEE

AWS CloudHSM S HEER

T 5% CloudSearch W 5 #hEE AR E CloudSearch

AWS CodeDeploy AWS CodeDeploy #FEEHERR

L G5 CloudWatch https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

CloudWatch-metric-streams-troubleshoot.htm| #FEEHEER

AWS Database Migration Service =X AWS Database Migration Service # #EBE S # 1T HFEHEBR

AWS Data Pipeline W HERR
AWS Direct Connect AWS Direct Connect #FEHERR
AWS Directory Service HEZE AWS Directory Service &2 a3

API fiR7x 2013-04-15
342


http://aws.amazon.com/premiumsupport/knowledge-center
http://aws.amazon.com/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
http://aws.amazon.com/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/general/latest/gr/signature-v4-troubleshooting.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-troubleshooting.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/troubleshooting.html
https://docs.aws.amazon.com/athena/latest/ug/troubleshooting-athena.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.aws.amazon.com/autoscaling/latest/userguide/CHAP_Troubleshooting.html
https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Troubleshooting.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Streaming_Troubleshooting.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloud-hsm-troubleshooting.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/troubleshooting.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Troubleshooting.html
https://docs.aws.amazon.com/datapipeline/latest/DeveloperGuide/dp-troubleshooting.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Troubleshooting.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/admin_troubleshooting.html
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BETHRSHREHE
RS Link
Amazon DynamoDB HRFEHERR | B3I SSL/TLS SEEHEHERR
AWS Elastic Beanstalk R R

Amazon Elastic Compute Cloud
(Amazon EC2)

LR B HEE | Windows S5l [E B HEZ | VM Import/Export [Al B HEE

| AP EREEREFE | AWS EE R BHEE | AWS Systems Manager
for Microsoft SCVMM [aJ##EE | & A T Microsoft Windows BRSSERHY
AWS 2l

Amazon Elastic Container
Service (Amazon ECS)

Amazon ECS #EHER

Amazon Elastic Kubernetes
Service (Amazon EKS)

Amazon EKS i EEHERR

EMERESE

Xt Application Load Balancer #1TRIBHEE | A B AT ERHIT
B HEE

Amazon ElastiCache Elazon E

XN AT R B S

ElastiCache & T Redis Wil &
#h

N REFH#TREHEE

Amazon EMR ERRBHE

AWS Flow Framework B EHEE M AR TR

AWS Glue AWS Glue #FEHEER

AWS Glue DataBrew X AWS Glue DataBrew # i 5 3 i 6] 3 17 iR P HERR
AWS GovCloud (US) i HERR

AWS Identity and Access IAM &K FEHERR

Management (IAM)

Amazon Keyspaces (for Apache
Cassandra)

Amazon Keyspaces ( Apache Cassandra 3% ) #E R

Amazon Kinesis Data Streams

Amazon Kinesis Data Streams #2225 5 EHEBR | Amazon Kinesis
Data Streams 23 EEHEER

Amazon Kinesis Data Analytics

HEEMPEHERR | Amazon Kinesis Data Analytics for SQL K1 A2 F
PEHERR

Amazon Kinesis Data Firehose

Amazon Kinesis Data Firehose #EHER

AWS Lambda B HEBR A1 M AWS Lambdalh g€ CloudWatch
T 5% OpenSearch fR% I 5% OpenSearch IR SR MERRE

AWS OpsWorks BB EERE

Amazon Personalize WEHERR

Amazon QLDB

Amazon QLDB #hfEHER

I 55 QuickSight

T 5 #h EE 3 R Z QuickSight | BERRBEIT EE1R
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBPipeline.html#DataPipelineExportImport.Troubleshooting
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ats-certs.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/troubleshooting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/troubleshooting-windows-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/query-api-troubleshooting.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/TroubleshootingAWSmp.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/scvmm-troubleshoot.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/scvmm-troubleshoot.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/Windows-Server-Diagnostics.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/Windows-Server-Diagnostics.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/troubleshooting.html
https://docs.aws.amazon.com/eks/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-troubleshooting.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/Troubleshooting.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Troubleshooting.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-troubleshoot.html
https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.aws.amazon.com/glue/latest/dg/troubleshooting-glue.html
https://docs.aws.amazon.com/databrew/latest/dg/security_iam_troubleshoot.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-troubleshooting.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/iam-troubleshooting.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/troubleshooting.html
https://docs.aws.amazon.com/kinesis/latest/dev/troubleshooting-producers.html
https://docs.aws.amazon.com/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.aws.amazon.com/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.aws.amazon.com/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.aws.amazon.com/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.aws.amazon.com/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.aws.amazon.com/firehose/latest/dev/troubleshooting.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/handling-errors.html
https://docs.aws.amazon.com/opsworks/latest/userguide/troubleshoot.html
https://docs.aws.amazon.com/personalize/latest/dg/troubleshooting.html
https://docs.aws.amazon.com/qldb/latest/developerguide/troubleshooting.html
https://docs.aws.amazon.com/quicksight/latest/user/troubleshooting.html
https://docs.aws.amazon.com/quicksight/latest/user/troubleshooting-skipped-rows.html
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&S5

Link

AWS Resource Access Manager
(AWS RAM)

HEE AWS RAM Ry 7] &

Amazon Redshift

B HEEHERR | BB A BEHERR | Amazon Redshift 3 EHERR |
Amazon Redshift E# 10 & EHEER | Amazon Redshift Spectrum &
R FEHERR

Amazon Relational Database
Service (Amazon RDS)

tEEHERR | Amazon RDS t# R A2 7 #U BB HERR | Amazon RDS
Custom k12 F o] B ik FE HEBR

Amazon Route 53

Amazon Route 53 [a] @iz

I 5% SageMaker

BEBRESIR | W D5 SageMaker TEESEHERRE

Amazon Silk

S HERR

Amazon Simple Email Service
(Amazon SES)

Amazon SES #EHEER

Amazon Simple Storage Service
(Amazon S3)

R B

Amazon Simple Workflow
Service (Amazon SWF)

EAT Java By AWS FAER : MBHEMFIARET | EAT Ruby &9
AWS RAEZR : RIBHEMER TERE

AWS Storage Gateway BEEM X R
AWS Systems Manager SSM Agent #EEHERR
Amazon Virtual Private Cloud W HERR

(Amazon VPC)

AWS Virtual Private Network
(AWS VPN)

B PR IR & 1T R R BR

AWS WAF iR FN B IRE AWS WAF RIP1E 7
I 5% WorkMail XL S i#h WorkMail Web i FA 72 Fr it 1T S HEBR
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