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1) 1= HiE
FkES LIk R HRAE 100/1000/10GBASE-T RJ45 ¥ [ 1000/10GBASE-X SFP+i [ PSU KB 4 console E:R=
M4300-8X8F FE 320Gps 8 3if [ (3z) 8 (A7) TR/ TS &2 PAAR: #5M1G k0 (Rl XSM4316S
1-285¢ 1U 100M;1G;10G 1G;10G W& 1 PSU/APS250W BiE/E | Console: RJ45 RS232(i)
2-885¢ 1U 36.9dB Console: Mini-USB (8T) /77fif: USB(#)
HRZFE
M4300-12X12F eSS 480Gps 12 3% A (J37) 12350 (#37) TR/ SR/ EE PAKRR: moh1G im0 (/) XSM4324S
1-85¢ 1U 100M;1G;10G 1G;10G A& 1 PSU/APS250W EEl= Console: RJ45 RS232(fF)
2-85 1UHE 36.9dB Console: Mini-USB (HT) /#7fi: USB(HT)
R
M4300-24X £ 480Gps 24 350 430 TR/ SR/ EE PARR: w5 1G im0 (/) XSM4324CS
1-838 1U 100M;1G;10G (=) AE 1 PSUAPS250W #IEIE | Console: RJ45 RS232(J5)
2-ga5¢ 1U 15 1G,10G 37dB Console: Mini-USB (®T) /#7fi: USB(HT)
R
M4300-24X24F £ 960Gps 24 3O (JhAz) 24 30O (Jha1) 1RER1L/2 fEAE/ EE PR : o 1G im0 (BT XSM4348S
1-885¢ 1U 100M;1G;10G 1G;10G A& 1 PSU/APS250W EEN Console: RJ45 RS232(gi)
MR 35.8dB | Console: Mini-USB (1) /#f%: USB(aT)
M4300-48X £ 960Gps 48 0 430 1RER1L/2 A/ EE PARR: moh 1G im0 (/) XSM4348CS
1-g5¢ 1U 100M;1G;10G (#%) A& 1 PSU/APS250W AElE Console: RJ45 RS232(fF)
R 1G,10G 40.3dB | Console: Mini-USB (&) /77fi%: USB(ET)
1) = -2
FRES L o 5 el 3 10/100/1000BASE-T 100/1000/10G BASE-T 1000/10GBASE-X PSU 30 4k console Fide=
RJ45 %0 RJ45 #0 SFP+i% 0
M4300-28G = 128Gps 24 3%0 2 35 0 (Rsz) 280 (337) 1ERL 1 i Bz VAR : #5816 560 (81 GSM4328S
1-855¢ 1U 100M;1G;10G 1G;10G W& 1PSU EIEd) S Console: RJ45 RS232(#T)
MR APS250W 36.9dB Console: Mini-USB (§f)
i USB(#N)
M4300-52G EX 176Gps 480 2 0 (sz) 230 (1) KR 1 e [z PAAR: #5M1G A (JF) GSM4352S
1-85¢ 1U 100M;1G;10G 1G;10G HM&E 1PSU MEE Console: RJ45 RS232(f5)
HRZH APS250W 36.9dB Console: Mini-USB (B7)
i USB(#N)
M4300-28G-PoE+ | %% 128Gps 24 50 2 3 (ML) 23R (A7) R [EE VAKR: #5816 560 (81 GSM4328PA
1-85¢ 1U PoE+ 100M;1G;10G 1G;10G 2 R1E EIE) = Console: RJ45 RS232(fF)
ek 110V/220V 1 PSU PoE T : 480W R 1PSU 39.8dB Console: Mini-USB (Bf)
AC i \: RPS #3t. 2 PSU: 480W PoE i APS550W 7% USB(A0)
EPS #3{. 2 PSU: 720W PoE i
110V 1 PSU:630W PoE fi®& WE 1PSU GSM4328PB
AC A RPS #=. 2 PSU: 630W APS1000W
EPS #3. 2 PSU: 720W
220V 1 PSU: 630W PoE &
AC i A RPS #=. 2 PSU: 630W
EPS #3. 2 PSU: 720W
M4300-52G-PoE+ | %3 176Gps 48 30 2 3% A (7)) 23A (A7) 1R EE AAR: #H5M1G 3O (7DD GSM4352PA
1-85¢ 1U PoE+ 100M;1G;10G 1G;10G 2 fEiE mEE Console: RJ45 RS232(fF)
Mk RPS %288 39.8dB Console : Mini-USB (1) /#£fi& : USB(8T)
110Vv/220V 1 PSU PoE Fi#: 480W W& 1 PSU L2/ PSU A F EPS X fuRTE , 4 RPS4000
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ACHA RPS &3, 2 PSU: 480W APS550W AR FRURTUR
EPS #&3t. 2 PSU: 720W
110V 1 PSU #y PoE Fisi: 591W M 1PSU 24N PSU F T EPS f s foAt{&, SMERPS4000 | GSM4352PB
ACHA RPS #83t. 2 PSU ffy PoE #i&: 591W APS1000W AR T HURTTH
EPS #3t. 2 PSU fy PoE Fi®: 720W
220V 1 PSU Ky PoE Fifi: 860W
ACHA RPS #83t. 2 PSU ffy PoE #i%: 860W
EPS #3t. 2 PSU fj PoE Fii#: 1440W

*PoE 5 : APS550W Fl APS1000W ik EFAMITAS. —& Xl RAEREA 2 1> APS550W =35 2 > APS1000W. PA KRR AFHELE] PB kR4s, {B2fth11H APS550W A7y APS1000W (R ZIRA) .«

R

3EIRE
i 5] T MR IPv4/IPv6 IPv4/IPv6 IPv4/IPV6 ARk VLAN EA&HmHA IPv4/IPv6 IAER IPv4/IPv6 IPv4/IPv6 B
ACL F1 QoS, DiffServ HELIE BREFLR FEUKRM & SRR EESERE
M4300 % HHNMTT GUL; Hed NSFORFET | BEE)/HE IGMPv3 Auto-VolP STP, MTP, Static, Distributed Successive Port, Subnet, Pv4: RIP, A
HTTPS;CLI;Telnet; ESe: 1Kbps shaping, MLDv2 Auto-iSCSI RSTP Dynamic, LAG across Tiering VLAN VRRP i
SSH;SNMP, FERRKE(RIE— HF AT, Snooping, SRS R ER PV(R)STP! Voice, MAC the stack (DOT1X; MAB; routing, 1Pv4/IPv6:
MIB,RSPAN,Radius PMeEEZNHO B REEGE Proxy (PBR) BPDU/STRG GVRP/ Static or Captive Portal) DHCP Relay; OSPF,
Users, TACACS+ BRI RE A ASM & SSM LLDP-MED Root Guard GMRP Dynamic DHCP Snooping Multicast Proxy
HEXA—NEE IGMPv1,v2 EEE? QinQ, LACP Dynamic ARP static routes; ARP,
%N [0)Syslog Querier (802.3az) Private Seven (7) Inspection Stateful PIM-SM,
FAMB ALK X Control VLANs L2/L3/L4 IP Source Guard DHCPv6 PIM-DM,
| USB % Packet hashing Server 6-to-4
Flooding algorithms tunnels
¥ CLI
2 AR SREHFHR
PR
AN
e MAC BRER/3TH HitE i3] HiRBZ RS IP BIER L 5B 3% IGMP 45 CPU VLAN DHCP Sflow i)
ARP/NDP e 7 Ead WA
M4300- 128K MAC 960Gbps 714Mpps B 56Mb 64-byte 1,024 IPv4 2K IPv4 CPU 800 4K DHCP 416 samplers XSM4348S
24X24F 8K E=30d 64v4/64v6 M4300-24X24F 512 IPv6 2K IPv6 Mhz VLANs Server: 416 pollers XSM4348CS
ARP/NDP RIP:512 <2.39ps 10G RJ45 1GB RAM 2K leases 8 receivers
M4300- OSPF:12,000 <0.88us 10G SFP+ 256MB 1Pv4:256
48X M4300-48X Flash pools
<2.41ps 10G RJ45 IPv6:16
<1.51ps 10G SFP+ pools
M4300 16K MAC RS =1 #BAN: 64v4/64v6 M4300-12 M4300-8X8F: 96 IPv4 FREAMES
HfthF 2K 480Gbps 357Mpps RIP:512 X12F:32M <2.43ps 10G RJ45 32 IPv6
= ARP/NDP RERS OSPF:512 b <0.89ps 10G SFP+
2354 Hth: All others:
16Mb <2.76ps 10G RJ45
<1.83us 10G SFP+

WFESRENRESROMEERFNREHER, SOMESHBRINESET BEORABRNFREMINAE
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ProSAFE® M4300 mJH#i& 3 BE£ME XN RIS
10G UK 1G 85, UZFMHAELESZEM, A& PoE+2# N,
SDN-ready 71F OpenFlow 1.3, M4300 X4 &5 EEE
EHY IPV4/IPV6 BR S, o rh B 4l 3 A UK b Y 8 4% S SR
10G UK 1G BSHRAHEEL R.3 RS OESHSME
FEKHEER, RIP, VRRP, OSPF 14H#% PIM sS85 H.
M4300 2528 A (Auto-iSCSI LRk 5), kAN,
FZ—IBEM 1P PIRAIRARE

NETGEAR M4300 &% Es i :

XM EHENLE 1G AR, FRALAMENSMERE

10GCLRR

B L2,L3,L4 $E&E—FF License—OIFEE TR

B i 2% H,RIP,VRRP,OSPF %1 PIM

1G 1 10G #&, A&REMEE LT Pl TTRER]

2

KRR RS, 338 16 ym AN 24 ym O 10G 2S5, AIIAENISR

]ﬁuﬁﬁﬁﬁ U A2 = 8] SEI AL TR
—IZEHN &S 384 Tk, = 384 4> 10G

iﬁ”ﬁlil, RERENESE

PoE+ (fgum M 30W) SZHFADIM. TURAIREHE AN T

BHN

48 iy 10G B SHBRMERNFI AT RAIRIE K/

128K MAC,8K ARP/NDP,4K VLAN, 12K &

1G #1 10G BEFLUREHES, 12t 16K MAC, 2K

ARP/NDP, 4K VLAN #1512 48 H

SDN-Ready OpenFlow 1.3 3 SEI AR B 1R

NETGEAR M4300 Z 5|3 {£EThgE

© BFoXkss. NEFEGER XM L2(MAC),
#0 L4(UDP/TCP &4 O) R MR
A% Port-Channel/LAG(802.3ad-802.1AX)L2/L3/L4 &
HEUMBHEMAHSE, TREE TR
BEHAK
Voice VLAN(iE& VLAN)E & SIP. H323 F1 SCCP Y
FUFD LLDP-MED IP B35 E5) QoS #1 VLAN f2 &
BXAUE, 582 DOT1X,. MAB. Captive Portal, fft{k
BYOD 4%
E IPV4/IPV6 827588 H
Hzf 6-to-4 fEiE)
1838 Y IPv4/IPV6 A3 %: % , A% IGMPV3/MLDV2 ASM.

L3(IP)

IPv4 E75E&H (& RIP f
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=& IPV4/IPv6 23Xk, BIEERNRERN. DHCP
Snooping, IP Source Guard {£3#1 DoS 4542 f#
BIFTRIZ ] B Auto-iSCSI 8817, SEIERMAIREILI
&t

NETGEAR M4300 Z 5|28 {40 0] I

S&En?ﬁ\ BERBIREH S £TES, HIFEESMY

J\

RIENER. KPS, ERETHEGTHNEERR
e AR T RS R AN TE FR TR &

EFMAZERE, ERAIZEI (16 EAREZIE)

HEEIS—AEFHI (9K 10G % L3 HA)
HESMOHAEERSTIUEEMENWE, BAF 0 54
AR A H I RE

Link Dependancy (S B ki) Fris 1t B =& X Awm A,
BT AR A SRR

PVST (& VLAN A B #%)F0 PVRST (45 VLAN R A FL#Y)
IRHLFN PVST+ZRI R ER1EME

NETGEAR M4300 Z 5| & s :

- DHCP/BootP #I#HIBahR%E,
Bk
T AR &R SNMP, RMON, MIB, LLDP, AAA, sFlow #1
RSPAN IZi2 {5 50
fR&wmO, AFHINER (00B)
¥Rl RS232 Hi@E4T RJ45 F1 Mini-USB # [ B F4cth
IR R un
Froff USB i O FAMEME . BE. BBREREXHF
WEGEGMEE X, BT EHME/ RS T
Tl FpESSTRAE (CL), IT EEAARAAIIER S

ZEGMEREX L

ST
SHREMARE (GUD, IT BRAGAULEENS
B RE

NMS300 W& a1t Z HELE S FF
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SSM I AR 32 ) B 8z SRR

S1ERE IPVA/IPVE B, A& PIM TR EEFBETIA

L4029 PIM(S, G, rot IRZSHLAS Bl

IREAERERR

BRE2ERBEABIHEEIBIGE

M4300 =z #e#l & 5 32 F 8] B #5 &%

(NSF), EHAEHESN 384 imH
BE—MEEZBNT, FAEZFLAE
ES )L

M4300 g9 & 10G u O (4§08 45 .
(RJ45,SFP+,DAC) #AI L AFHS
REMPEERZ IR 8 X, TiLEERTEENE

10G B#SA[AF 1G B SHEE, UERPIIERMRINES, HECFTHE
HHRFNER

22, 3IEMA BZXHYFE (haEFzik, 238, 3iE, IPv4/IPv6

RE, IPv6 IERRS) BT EHHIT, MEOLRLEIES . WML

ERE

HF) MEEHENMXR

M4300 %71 3 B BN VLAN. FRFAARER TSR IPv4/IPv6 FIEEEHINAE

Bl IR E IR AT

10G links

(Copper, Fiber)

1GHE S SaRiil&RZ A 41106
i AR THE (BURT R < 8 RS Y

HRERK)

Bl B

10G "Spine” Switches

10G links

(Copper, Fiber)

1G "Leaf" Switches

10G S : SaXMEZAIE 16 M 10GImOATHS (EHM,
BURT 2l 2 [B) BE RS Y75 BE 75K )

REMBERIZIRIERE:

48 i [M 10G B =

128K MAC iR, 4K VLAN, 12K 3 EHMARRY, ERFERRSHEW AT E XM

FrBRMES:

16K MAC #tilit3&, 4KVLAN, 5123 ERMIFRSY, &M TR PRIRE

23 SDM EfiEmim A SHRHE S ZEXIVES S, EFRENENETRE RI\LSE

F— A IR LR AR R T AN B B AL

e

80 PLUS JAIERIESEIRER B RX

EREHSH A 2 PHRBEEUR MR BERME - PRFERR (58) BEIW1+1 BFETR

NEDENBENTHIEGEESE 72Mb (48 i 10G £/2) 32Mb (24 i 10G 21=) 16Mb (FrEH A=)

A EETHLIMRIEIR, B4F 106G HEF T 0

E RIS FF %A 9Kb, JRFFAEMERE,

iISCS FRE MR AR $t X B AL Fpk 5528
W £& Fr Y iISCSI & 2 um Al B #rSC T B 5 R
#/QoS

ATFEHMNENA

VB SR ISCS| {5 A B $HE B R4 ISCS| Zr2 RS AL I
He4P BT E ) ISCS| ¥R B SR B DL PR AR IR . 4R 2531
MR F 43R QoS 4b3E

1R ISCS| &R BHBRENB IR LBIN &

Wt ISCS| i2H5ES), HIRAEIL I TRMHR DM AR AV
REAZL
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M

B M ENNRAIR TN, UEEESISCSI MiEaER

SDN-ready, M4300 OpenFlow 44 H
AT A#E &£ A OpenFlow #= ) 28 &
OpenFlow ST E IR

X¥rE—Fk4% OpenFlow 1.3 i & I8

OpenFlow $F AT AR BT BRI XHF
EERAUAFZYL BN EE—1 IP Hitit45F OpenFlow %%
B RFIEEFEAFE it
EERMATLUEE OpenFlow £ KInE AR SO (FFINE TR
M)

2% 1P subiE A R E F s E

OpenFlow 1z 2851 3k LA K 1% 28 S He R I I AR 12 28 R A%
M4300 3 #H Ry OpenFlow HHA{FRILEERBEIIMERFS
OpenFlow %28/ SSL &z

M4300 523} 7 OpenFlow 1.0.0 f9F£ 11 % OpenFlow 1.3 f§F&
EERSEEL T OpenFlow Y 1G58 , AFEE A EHRH OIRRMRK,
HFEHEFEZR Open vSwitch

1 RATAS

RE A FE HE B FRIR T 7 B A A M0 45 7T
R, AMERERHEEFRES, B
W 4 | Bk B Y IS R TR OR S
BEAFHIMERE

&% 8 & M4300 X AT LUBT EEMEREFITRE, H

RipEMNEERE

#H 10G kB HESEum O : AR 106 um O EBEIAR B H AKX

ME T

B RO FUBEMR A EEE VEEER (RABEE/ S R/IHEE
i O ARE)

B -5E(EF CLI 45 S <<#stack-port unit/slot/port stack>>#E &
2REEF S

MR EfIRFHENMES AN A — R — I WS EREEE

GEHEHARN, HR -GS BIE N (BB TFRERIRER

%R BB, ATHEESHENRANIKRER

Fh—EMIFHIER (HEETFRERFIED) HEED,

=E—

0
&l

EREHERET
EHAPEHZEH, 106 BV T EREENERATRESD
EERTHAR

TEMTEe % (NSF) 4SS E A I B AT L MR iR,
REWNFFEH L&A PR

T E MR R STFFAT B

B B T HLURE P

RS S EERA TN REER
REMESSEERTFIEMNHEER

EER LR KA

EEBTNENBRTARER

EENEERRTHNRZ, ZmAPNEERTESERILNE
wE, EEHAEEHIP 4R, W VolP BiE
MEEBTEENEE AT KB HE T FHTH, SKIHR
SR PEFI AT A %

O 2| EBAEF &, THEEEREREL CLIPIT —Fa<oqE
£ GUI A SEIE % Y=

AETERSIEME — P RIFRBIG I USEI 1+1 TURABIRRP, Bl SEs

DHARBKES, BRZAKARE, &
HEB L R 2 8] 4R 58 KR M0 48 TT AR AN
R

RFBRMEMNRRERFEMICEEES (A-A) BRI K H

=fm
URFNAENRE, —5% LAG (H#RRE4H) 8 M4300 S
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HAHE—ERO, KIEL

RIEAERP (RSTP) MZAERMN (MSTP) stifimOREHZF LRSS, FESSIHHKRZBER (TCN) 8
bl

NETGEAR #y PVSTP 5L (X CLD & | - BT 4irEr PVST+RE
TEE A 75 Per VLAN STP gAEREIMN, | - PVSTP 2flF IEEE 802.1s EXH) MSTP 4, EEXEXHIZE

PASEIN AR B B 1R PVSTP §—> VLAN Iz{T— 2

© EEIEN, BEMNS D VLAN EREBT— IR PVSTP @iz
LR RS ZERY down FIRT{E, FastUplink $5 MR <R 45
§Y alternate & ¥ T LR, AR ERTE
FastBackbone # 4 <1E[E)# (indirect) um (&R EHFTHIE]

¥um O
NETGEAR §J PVRSTP stjits (X CLI) & | -  Ba&{TicEr RPVST+#SR
fBEM & Per VLAN RSTP HtHE# | - PVRSTP E{)F IEEE 802.1w FE X RSTP i, HFXrEX 72
W, PASEERFEASH BRI PVRSTP §—> VLAN 17— i#t12
WANEN, BEMNS— VLAN ¥2i5f7— M PVRSTP #
2

F— PVRSTP #f2 F— 1 FHAHIZNIRET
FRPARRE T %> VLAN, #aH Z DRI
Per VLAN RSTP [N & X # FastUplink F1 FastBackbone

WEM DHCP REF 2/ LMIT IP MR SAC, TP RSN IP Mt S 0 K F2E M

IP = HHIHIRD T im0 AR EX B R A BB S XA RER D ENFEAEEE RO RFER
E, FIAT IR KRYIBME AW &R E M

SNEIES

83 DHCP #1 BootP Bxi% kI BAE, BYAY RNEEXHERE N UANRTBHMERE, F IP it
REFHRRHEITREY, SABYEMZPIaHTEZFD ENHRH#EEX T

AR FH SFZHRAIE MAC HilbE T CLI i) — SR B show ap S BRI E1——F T A M2 B 1R 1F

M4300 DHCP L2 Relay (X182 % 774 |- DHCP Relay RIZ4NE DHCP {523 =4 %1f DHCP &

—PMIEMEZHEFMPEBEE— |- ¥ DHCP Relay £3F VLAN fj Option 82 circuit-id 1 remote-id

DHCP Bk 5 23MIFHK - DHCP Relay agent —fi 2 #1811 IP FRERANENR &, ELLT AR
&5 3 = relay {RIE

B3 Auto-VoIP £ SCI B &) IP IBEE AR, B TREFRNZ] /& IP AIFMBNE, TIE TN (SIP,
H323 71 SCCP) T2 FIENUR MAC thlit iy OUI F4 (RUAKHREEME T AR OUN); BIERES K. R
IEFRIHIEBASIERE N VoIP it (BIRFES) RERENRSHE, HETHEMENRE.

#83Y Auto-VoIP A IR AL B R EXIIIE S VLAN, BETH—PHRERE

YIBHY IP EHE 4 LLDP-MED, 353 VLAN 3§42 f#F LLDP-MED 3kf£3% VLAN ID,802.1P {f:4£ £k 1 % DSCP
BE] IP &, MEESHE

ZRER
24, 48 iR TS, FHHEE 10G LiF, B2 4 10GBASE-T 712 > 10GBASE-X SFP+i 1
IEEE 802.3at PoE+ A& MmO ARS | - |EEE 802.3at 2 2 LLDP method 1 802.3at PoE+ 2-FE4 492K 7534

30W £, £/ 2 X440, FNTEER TEXR, URRZH PoE+PDiRE
7 802.3af

16. 24 fN48 i KA S, F#F%Fh 10GBASE-T 1 10GBASE-X SFP+ir 1

10G EZEL A ASE A IKEE B R S hi& 2, th AT AfsE FR R SE RS RO $@ 48 DAC 4¢3 10GBASE-T i [ XY - 4ty Cat6 RJ45
AT IFER I 50 K, 1 Cat6A/Cat7 AT LA Z] 100 %
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FrBim A FAE) MDIX ME&)HE, EREMRAEERT (ERTHFNT), URERZXEARETBLNN
IRIEMNEE LR

HE&H; (Link Dependency) fFMEF—IPREZ P ABHONRESBERAIEXRA—IRESZ NiRO

=TI PV, W (IPv4 #1 IPv6), ZH#E (MLD F IPv6 id3E, P& PIM-SM/PIM-DM F IPv6 EH ), ACL #0
QoS, ELSEEHMEIEE (OSPFV3), ERtXiFACE 6to4 BT 6to4 fFiE, BT IPv6 REEZF] IPv4 £
EEER

IR E R IAR BRALIE

WEEHRENNERE X SSIERE AT R/EREER, &/IMEIRS T

RiEH I ORE/LAG (802.3ad-802.1AX) SLHEMASEINEGREFRA M. HIRBARBIURRESE, SHEM FHmAL.
RERXEFHEFNIEEMEUAMBRERREGRAN, REHARFES IEEE 802.3ad fE—EEHS (ATEBEE
sk & IEEE 802.1AX 7S LAG 53 port-channel (SEAJiET LACP-4% 8 B A5 HiN)

EAE BRI (UDLD) F0#A4% UDLD Bahiel A L maEes, PR 2 RS R — N a sgr H
P HEFLERRE, BRELARE

iy 1 B2 PR IE RV AR AR QBN —MER B, WEEEREHBEEDELFRIRR AR O

SDM(RAHIREIE, AIXMHEIEE)E |- ARP KB (IPv4 igH#E 0 ARP ZESFENRARE)
WRAVFET IPv4 53 IPVv6 N FHETEAL | - IPv4 SBIBEEH (IPv4 BRBEL RIRFENRAHE)
URZRBED K - IPv6 NDP 5B (IPv6 {B/E &I NDP ZEFFBNHRAE)
-+ IPv6 BIEERE (IPv6 Bk A R FBENRREE)
ECMP T—gk (IPv4 F1 IPv6 SiEHE L R AIIAGFHEN T —Bk &
KEE)
IPv4 (A#EEEH (IPv4 AIBHEL REFBHIRAHE)
IPv6 HiBEEH (IPv6 HIBH L RFZFBNRAKE)

BI3(Loopback)i &R, FFHAMNHER

FAH VLAN IR ARP HEE DT g mL s

& VLAN ID | PR AB{TRCE A T3 {EE A

AIAfE CLI SCET U ARERT VLAN B3, FrarIEILERIE, 20 VLAN 63, VLAN Zf5; B GVRP EMEIZS
BUERI VLAN'ESZSML"; VLAN trunking; VLAN fIA LUK VLAN ID(PVID)# VLAN #Ri2, —RMERAF—imH
—HHimAEMERH.

e RITARAER) Access Port iz [7E3F 802.1Q ReAEY & £, DA £ FE SIS S2 AL 22 8] 5 B £ A Trunk i
SCIR Native VLAN, PAfE{k VLAN fg &

AZFABHNRESMImONT & ARMARKRES, UAE. TEMRPAEX DoS MM &R Fin, H
T BYOD X, REZIEM MM ERE [

IP RIS EER I TWARE—BUARAEN A B INEERIEE VLAN g8 I SEILE 1L

TENRATA M cear s CEFBYHEER DA, FRESZHEET L REULIARSNHEEDRE:
traceroute( £ TR O IFAT MR, £FE B, BNMEM CLI 2Ri%&HS, THERSNN), FBHELS
F MAC Hidib, THE, BRE LR IGMP I5TRig5IRSH

Syslog #01 Packet Capture(#ll) A] AKX E| USB #f#1R & ANNIE M 25 8 f 55

AERAFNREXHAIUNAESXAAE, JUETHRTENZEENNRER, LHFIT ARSE

XEFRAEIENEP ARG ZEaHTREARMNEEXHERE (HTTRTFTP), 8fFEEE R ERA (HTTPS,
SFTP, SCP)

BRI RS X (SNTP) FIUAFREIEZ M FRIAK NTP fIRA, FTRURHELHMMNEREE, T2 &
TR RHEEK (SNTP E Aupidd UDP Stig—iwm 0 123)

W& RMON(4 £H)& sFlow K32 R FINBI 4R R E 24T

ABREMITE

4 (VoIP) FOfsm ((AHE) TE#r. Wik BREFMMLERL S

Auto-VolIP, 15& VLAN #1 LLDP-MED Xz %%, #t17 IP EBiERY QoS #1 VLAN ft &
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IGMP Snooping #1{X¥E (IPv4), MLD Snooping FI{RIE (IPv6), DR EIFERF FIRIEESEMANS FEER,
HIREBEBREE 2 B 3 EMZHRNNEA RN B ESE , 81515 TR (source-specific/SSM) A A 5k /& (ASM)

Hik

H#E VLAN EA (MVR) A —MFERIERE VLAN RELBRRITEETE VLAN EENESE R Fin

DVMRP(EE M 2HRB BN EZE
EWICAREMN, MR A T IBE ST AR
I

DVMRP fEH— BRI R B AR E L E TS NRARN AN
DVMRP BRIZETERN IR TENHBHE EH R EMAREH
FOPrEta

EFEAROEEZERE (Reverse Path Multicasting) 3 AREISZ4E
ETSNRANBER

R SHFETITEMESR, EBES—MHENRAXR

Hi%kE (PIM-SM #1 PIM-DM, IPv4 F1
IPv6) #AIREFERATAZIARE 3 EF W
EE

PRSI ABWNR D EFEL (RPF) EEFRAWF

PR/ENSEAE (PIM kB OSPF) 845 PIM %3k RP XiFE R S 3R
TREBRINEE

TR PIM(S, G, RptIRZESHEH, a1 RFC 4601 Atk

R R% PIM N SRIEE: BEEAHRE (HAP) DISSREEA
BFEERS (PRYZER)

PoE B REEMBRELZHIR

RUETURSSHXBESHE U AN, SFABRNEIRFRRER, THPUILS

3 EHHE

BASIE/ECMP 85KBEAT IPv4
IPv6

BOANEOARBEEARERN, BYT—BK IP HitfRBIXER
BiR
ARVFAINMMAIEREH, AMEESIE RN S FhiERE
BEERUUA—MIENBRRES DT B, [FERASTUET
—BKSEI A S
BERABSHEERHARNEERX SESEH: — BN
FFEHERT—FEMRANEHSEH
RGN BESEANSESMABSERRTHRER ($BT
B, sk&E T Bk AmATH MAC i)
RARTMANEREREH G —FEBSHAMELEBEME MRS
FIRIEEEH (20 OSPF) RIfLscsR, BT EAEEHSMEMARERIE
S EIRI BB AEEN AR ASEESNTL

AUAEFFEMENRERESSNERIRA, NI FE BT
EEERY

R BBLSWER, RE ICMP BERAAIAE EI5S & 1X A B
ﬁ*ﬁ&%&%@ﬂ% =2 AT By LB FRERES
EIABHREAR A BIRINA AT E

NFET W TIACE S EHET VLAN I A
VLAN ESHMIECE, A4 VLAN BRHES
REFEANT BENLINEE

B3 —> VLAN J£75 VLAN A — P HE— R B R
AINIEE R O EETEUEA VLAN, MIBREIA VLAN EHEEIEEwR 1
BIE— LAG, HMNiEEROE LAG, RERIL LAG FHmMEHE Y
M VLAN

BRtRE, MREERN®RAESIN—1 VLAN F1

AL, MREERHORESSIN— VLAN F
HERRABLEAZM VLAN AIEZRYum O

FH/E VLAN EZHE, fEFR%AR IP ik A7 MRS & F T2 58 i A
EOE

DHCP Relay X I®M{EE B O A4k
DHCP &3k, 3% VLAN, ¥4 DHCP fE%

ER N FEARRIAY 1P W48 3 1 M R A

REMZE DHCP RSB J/HFMAPUERKES—FMAIRFZ IR
ET—BRE
NMRESERZE AT LUEZH IP #3EE, DHCP #kRIFHSAE
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DHCP 23 ™4 %1 DHCP 58

3% DHCP relay Option 82 circuit-id F1 remote-id for VLAN
Multiple Helper IP %1% 521 /9 DHCP 4k RIBfy B — M EgHEO
fe & %> DHCP frssasstitlt, DUER B AR E#E O & FiniiE a6
FAA 1R Bk 55 25 3th it

VRRP(E #Lg B 7T RN IR RSB E
MT—BkBBEN&EH, &2F RFC
3768(IPv4)

VRRP &2 E % MR AR ZIA R A B s P itk

VRRP 1858 7 BN RN AT RN X THRESHE, HEE
223 T 1Rk e B B% FH 28 A MY

A ERREREORES MR ER
Hi—ARASEEF N T AR, LEAALEEZEN IP K
mE

HERBRREMENNE, SHREREWESERENE,
AR RXRIZI T B

#EH3F RFC 3768 Ry#gagd, VRRP B0 7
PR B F AT ping 8 , DAEEBIHEES W £%5%E
B lo) @

FEXMIERT, VRRP A EIE B 1% VRRP it paE 5 54E
% ICMP echo 153K

VRRP #2800 VRRP ik fE 478 IPv4 ik, A VRMAC {E4
78 MAC thib>k [ 5 7% ping 153K

T BIPRSH E R B EFIX L ICMP echo 155K

VRRP Route/Interface EBEESEHTET
VRRP RY&E /1

RVFBERFFEREB/AZD IPIRE, ERREFAE, ATLlESiZ VRRP
21 B T 45 7E e LS FE 2R AV L e R R 5
X RAEEN T RHBINERE VRRP BRHE

Router Discovery Protocol(#& 22 & T i
W2 ICMP (AR, FEN AT ARSI A
A IP R EgEEs P Mtk

EF RFC 1256 for IPv4

S EH L X RHR L IE R EAMERNINUEEEFE
HHFANEERFRHES LAN—IRHNEZD IP #UEEHE,
ENAT LU R S EROIARS

ENAIAERE—PEEAFIERER, EREMAEEZESRIEEHESE
SRR E— R A E

HHABLKIER T LAESE TN LEFERERABANEX
XA EIFABALERENR R, EVAUH®EE—

Loopback ([EF) #ARAMEANFIZAHI. FaER IP Hiutlk i 2 ) 2% fh P =A% 25 30 & B FR X

RRE AR A (IPv4 A IPv6)

S gHegEN mOE VLAN E0) FTRURE £ KB
EEO

Y EIE H 6to4 (RFC4213) FEE) 6to4 fxiE (RFC 3056), 34
IPv6 FRE 2] IPv4 HIEEEMR

IPv4 BXIEINR£5) IPv6 RE, IF4 6tod BRIER < BRI
M4300 RATAfEH 6tod RIINSREEH B — 1 6tod yh i EI—1
6to4 X i3

Y# RIPV2 (BREEEMIN), ERESR
KEWMIY, F RFC 2453 for IPv4 thisE

BRI HERIA BRI RN X 5 E BRI
KERTMEMIX (IGP), RIPEBBRRR (AS) WEBIE

B B 3 & i (5 6 FH 28 I BB O A [B)
MY AT LA B AR S4B R 1S B

AERE, STENEBEBERRENITH. EEE. BIRE
REX BARR) R R Y

Bign, = OSPF M RIP ES L — KB, FETEME
WMRESFEHBENEM

OSPF (7 & & 2 B 12 1 52 ) 95 B IR S T
for IPv4 0 IPv6

£ Xt IPv4 (4%, X OSPFv2, fF4& RFC 2328, ERNtBBIEFRS

B X RFC1583 B EIMER X FF

Xt IPv6 f2%, OSPFv3 R® sy

OSPF AJLAA—RREHIEIE, EMHPNRALERZE RS
(AS)
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— 1 AS BRI MAES, HEIAEMBMER (A BT
HENEE

— A AS T B — RO 45 K B (o 4R R A AL
PORIR 12K 2 EY OSPF BSR4 i A - IO i
i

RISPIBRE : TR B AR EA B

RGBSR BRI R 1

OSPF EF 4 & RILEHIES

RERE A 4% OSPF L3

OSPF NSSA #4X%#F RFC 3103, OSPF Not-So-Stubby Area
(NSSA) I

OSPF Opaque LSA B F: %

Static Area Range Costs(§#SXIBSEE A HFEANTRE— M E

EH) OSPF J14H, HE— XESeEEESIN 2R &

OSPF Equal Cost Multipath(ECMP: #HEF{HZ R F1E

WEFBERLARE, FIAERNTE

ECMP BT ARIASZE S, LAl AF IR BEAHEE BIrNZ 5

— T — BB ER

OSPF Max Metric (R REE) AL TFRIBBAERN (stub

router) BHRXE I M4 LSANEEE
EENRERBHBEXFEAFRERBHEFER, FERER
(Transit Link) JH=4£ G HEEENKEZS LSA

Strick Area Range Cost $¥ M4 /R BB —NE ER) OSPF F5H, 2

XS EMH RS EHIT &

OSPF LSA Pacing 444 =% 7 LSA iZ#t
HIRE, OB E R T BT OSPF 24|
HIEARLAMSENEIEEEX

LSA f&iaE R R T OSPF AIPALIXM LS BEHEIEE
B LSA R4, OSPF SRR LSA 48ER] LS EFfiiEe,
EHRIFT B % LSA

OSPF PRZEZ M R FE—NMEH £
(X ik E AS(XH)SE B AR H LSA 2

EXFERT, OSPF EHA KA FENEEEMESES LR
ST ERERXEEE ASSERE LSA

OSPF Transit-Only Network Hiding 434
ETF RFC 6860 5% #F, Transit-Only
W28 78 X A—MUERE M 45 AV E% FR 2%

Transit-Only M4XBFEAECE 7T A EEHAY IP #ilk, £ LSA FE4%,

BRHEERELTAR

MREETEEHABERHBNTW, PBAF AN L EEIEGEZ
transit-only P 4%, fEimfe&EBdE

BRFEX transit-only AT AR MK R G, HEEIZEIHH X

“BREVRMREERIS (prefix) A< E/RTE OSPFV2 F1 OSPFv3
SR BE R

IP Multinetting ¥ 8 — 1 MEZEORE S IP Hilf (R SR A IP 325k E k8hir)

ICMP [{E4RFIEIEM TEREIET, "TLAR
BEZMAEZRE ICMP 5 BRI

ICMP EEM A A ERLEEFRARBPITHEARE, SEER
FHRAHTERKE, FBELEEIEE"E AN BE L DoS Wi
ICMP Mo R7 153K A& BB E S 0] AR RN 5 2 T E 415 E B
FHag

HRRH| ICMP $HiR15 BRI AR MMNGE, UEKXEKRER
B A CPUNEE

REEEEE (PBR) #7478 & B 2R A S
RE, FHREEET KRB RMETE

A R BB LN ER, MIBBEAERN 3 BEEHT
2=
Bign, ALBRE G FHEE BT MIFEFERB DA BRI EE
M 2% 23R AR PUR B B — T HIRE:
BRIMZEAR2RHRE TRETNRE
BTHRHMMERRE, FEUTHENERRT A, HtbpERR
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L BERHMROFEN S ETRBENAMTEETRES
Ei=liN)

e

mERS MAC gm0 Z2HBERHIH LR ER DARE, PUEMEAZ2FHEIE MAC HifF3sE B

DHCP Snooping #z#% DHCP % Fif#0 DHCP k528~ @k DHCP &, YILiEEEM DHCP 58, Fgi—1
AP I ELIRE (MAC Holib. P k. VLAN ID. 3%0) B4, REE% DHCP BR& 2SR

IP Source Guard Fz7s ARP #3U (DAI) {5 DHCP snooping 487 e#(#EE (G H/VLAN) REFARBEFEM
MENEIRE, FH46E IPMAC ik, % EERHPRENEIE

ETHER 2 B3 E-v43 E-v6/4 [E ACL ATASERIRH . 2 E#E M. VLAN F LAG(#IRERE4H), SKIIRER
FRRE IEFAER A E R B E B TR

M THAEIERE, CPUEO (244 ACL) NEE ACL AT EX IPIMAC sE @ MitihiGtiTEE,
PUIEE HTTP/HTTPS =3 Telnet/SSH BEE M %4

HINEETIBTRENRS®O (16 RJ45 00B) i#1T, FNHFAEETETERE ACL #TEIE

BPDU Guard (MAFHMXBIRERTTHR) ARFMNKEERBUALERN (STP) XiuhFHREERFAFMIFFEF AT
FN—edge s 0 Z /EFFFE T BPDU MFFRANR & & UK o R B P A TRBE SR I B E R g9 STP

Spanning Tree Root Guard(4piitREI1: STROEBI MHARITHIRRIANK 2 EMERFN, FIamIERNEERR

SMFTIR RSB — M5 E VLAN RIIRHT

ZHEENZS 802.1x VLAN #5IRIER , BIE5)
A VLAN tgiRF1E A VLAN/AEIAE
VLAN, A H PMiE &8 LITE8EN
RADIUS %R&

MmO R A 48 N5 Pk (802.1x) , B14E M FIEIIAILE,
A AREEHE. fia1, = IP MigEsE PC ZEMAF, IP G
PC A PABIAE B A9 32 lism O #EITIAIE, A2 TR E R VLAN
DECHKME (5F VLAN, Hfh4 VLAN)

802.1x MAC H#hl-IAIESEFF (MAB) 2—
PMHFEINENLE], fE9FE 802.1x IR AT IA
LIEZR 802.1x TAERTE, 1EE1fE
& i MAC ik fEAARIR TR TI
ZINIE

RADIUS %281 4 — N AL HRINNE A M~ MAC Hhit5ls%
VAFF MAB B

MAB 7] PUTE 3 L A O D B Rt T i &

MAB & EARKING 802.1x INMENRZ E4#E (ATRIR BB
8]), H¥E AN {ER EAPOL #iE S AR %

LI ERA 802.1x IR PimEiERNNE, TRIESLES
— A3 AR MAC ik ESAERR 5558

RADIUS 452833 EE & P W< §9 MAC dthiit 554 st
RADIUS fg %528 88— 2 Fimik |48 K2 #9378 5k A0 VLAN $50R
=B

=Py

B ESESRIANIL, INEEERSRATART
REMBNNE SN OHITIR
HIIAIETT &

BINMEAT, BEBAAMER EZAW TIMFHIT: 802.1x, MAB,
Captive Portal([ TTIAE)
BYOD T T, 434RIAUEAT LATE 82 S 58 A B SEHE ™ 18 SR g
BN, H—&PumEREiRiE, M4300 &R FiR AT
A R/&E PiweAE, — M EE—
BIRRAATLAHITR], f5iunsE Captive Portal 7 J5, #&HBHfIA
IR

IE VLAN (DVLAN - Qin Q) , 5ZfE PEIREENZ M4 (metro core) ¥ REMN— 1B RIEBRE BIh—1:

%P VLAN ID 1R, EERSRHABN

VLAN ID R HARMERE

, MERER B RER MBI LML

Private VLAN( #A & VLAN)(Primary
VLAN, Isolated VLAN, Community
VLAN, Promiscuous Port, Host Port,
Trunks)iRtHHE M I EEH 2 Bin M
BBE, AAVF—1 VLAN T B3k 5 &
MIREIZRFE (B, R8HE

Private VLAN - DMZ rR 2 F BB R/, HtKERSHE—KREE
Mz BERHTEE, EEFERKASRFERE

R FEAEMEZMimH VLAN FAE A9 IP Hidik/F M F1AR B H
3 REEH

Private VLAN f Z5h— PR B NV ARZIZERH R NBE, BRA
PARZENL. BEKERLHEMAFRRE
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SSH 1 SNMPv3 (it 27 MDS/SHA #1T981E) #ifR SNMP F1 Telnet Z 72 2 2 £H)

TACACS+#1 RADIUS 2#™#%H) Login 1 Enable A, 138 T EBERFTIHNEENZ M, BETHFHT
AR exec iU TACACS+5# RADIUS; #<#Ef#AH TACACS+51 RADIUS BR%5358; HTTP #1 HTTPS
7Y user exec accounting {88} TACACS+33# RADIUS; EIAFERA A ID FMZBy FiREEFH P

MERRSFE (QoS)

ETEAXENERSESE: W2 2E (MAC). 3/E (IP) 714 E (UDP/TCP faimM) Lk

8 AT (HEBAH 7) ATER, FFAZFET 802.1p (CoS) 7 DiffServ §5 QoS R A AN A E|#Z M50 VLAN

B REFREF AT LZEFE 1Kbps FHE, FHER/MRETHER S ACL XECRZIHEFRE EE

Single Rate Policing(32—ER IS )45 M | - Committed Information Rate (3% 23 H] £ FHIEZK)
T TR —ERLE, 1 RFC2697 fr | - Committed Burst Size (iZEFHRAEEHFECHNEE)
EX * Excessive Burst Size (ZZEFMMAIREZKR/N, XHAHELE

Committed Burst Size I B AR FKIZIT)
DiffServ 514 N FH Zl class map

B IPiEEMaERLs, TEFMHIN (SIP, H323 i1 SCCP) =& OUl Auto-VoIP, %X 144 NNERIESEIE

iISCSI ##zm NEF B 5)fRIF/Auto-iISCSI #1T QoS

Flow Control 21z %|

802.3x iz &F |EEE 802.3 Annex 31B | - JEXIFRIRIZARVFRZMALNDA UL EIR PAUSE i, BRImAAT T
SHENE, AABEMRIE IEXITRRE &= PAUSE i
I © MRS . P4 MAC $24] PAUSE fin
ARVFREERFENNEWRRE—MRE: |- REWOREIG SN RENEIENER, KRE—1 PAUSE
REMREISF 55— R EFNEIEM MIza XS 73
&k, FRE—1 PAUSE Witax47s
UDLD X #¥
UDLD simte M e mERME RO |- UDLD hdMEERXBRESFBREESNEIES

(UDLD it S e mum &l iR A& | - HEMERUMNMER 2 RBEEENSRRKRELNFS
e E%)

“normal-mode”F1"aggressive-mode” 54 7 #F, MATEFRAEM FNSH, BREMMIENAL O D-Disable”
%
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M4300-12X12F

M4300-24X24F

M4300-28G
M4300-24X
M4300-52G
M4300-48X
M4300-28G-PoE+
M4300-52G-PoE+
M4300-8X8F

M4300-12X12F

M4300-24X24F

M4300-28G
M4300-24X

M4300-52G
M4300-48X

M4300-28G-PoE+

M4300-52G-PoE+

HARN H
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BHRA1
XN THERSRLE, 2 AF%

M4300 10GbE F-=Sa]LAFEM 42

TR BT 5 F— MRS 8]

FA LB 2 —F A ZR TR 32 4L, 2

EHAESNHTRENSHEN

tb. EATA. B8R

BT 8 TR FR BT R AN T Z

HELBRRSRNFHEEEL

B PR R
BH2
© EHMEMARERE DR

SCERIESR, WERIMRARE L

TEAE

BT R T EEEENIBESATT

MR, HERRHRT MKE

M, RECEEZOR LB

ENHIM

B 8 TT 7R FR BT SR AN T Z

B LHRENMESAR PmE

s F4RYiE
BRI
© HANREZOBRE, HEHR
=. ESBRNEMEX S MRS
REWREZHAERM 1G F1 10G
BEAO
M4300 10G BEa[pL5 M4300
1G BE#HITHSE, FREIFM
“BH R
EMREEREENERE, BT
F—AHZH (16) #iEEE
S—AEXZHY, TUREEHE
EHEE
EIR AT P R TE
Bk, HMiRFEES 2 B
M3 ERE, ENSNHELATH
REZORIER

EATN H

Fiber, 10GBASE-LR LITE single mode \ M6100 Series: Redundant Core

|
Fiber, 10GBASE-SR multimode :
Fiber, 10GBASE-LRM multimode |
Copper, 10G SFP+ DAC Cable — :
Copper, 10GBASE-T RJ45 Cat6A |
Copper, Gigabit RJ45 Cat5e :

|

—_—— e — —

Copper, Gigabit PoE+ RJ45 Cat5e

N ______ /
M4300 Series: HA Top-of-Rack
M4300-12X12F
M4300-12X12F Q&
M4300 Series: Spine and Leaf Stack
M4300-24X24F
SERVER ROOM - BUILDING 1 A300.26X24F
i
SERVER ACCESS LRYESS \
SR YER
o ) prsTRIBUTION LATEC
? " o
M4300 Series: Edge Ring Stack &

"""" M4300.52G M4300-52G

M4300-52G M4300-52G

M4300-52G M4300-52G
_____ M4300-52G-PoE+ Md300-52G-PoE+
M4300-52G-PoE+ M4300-52G-PoE+

M4300-52G-PoE+
ACGESS LAYER
accESS LATER

reos WIRING CLOSET - BUILDING 3
WIRING CLOSET - BUILDING 2

M

B2 BAEREHES
B EOM H il AR B X W P LA A oy R IUAE SR
(IDF), HEBMFIMRAMEK T ZARNTZ

ER1: 59H (HA) HIZRTwuR
X T AR FEREE, 2 53 % M4300 10GbE # -5
A ATEAN 2R TPk BE X T AR 156 R
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TAEL R AR I #RE, K 2 BT
S HA 2 ML BRR
BB TN RET KRBTSR L IRR S
MEFERELERMER
FTERIR R AEFASERE (L2/L3/L4 LACP) &
BB TURMM S HURTNmRZIAL, SEIAHE
KB
ZH 10G WEMAFHA—HBEERERE 16
HE—TFHER RN ENM
iISCSI ¥#E 7 iE A B 5 R $7/QoS fnss Ak 55 28 W 45
IR iISCSI % iE2im AN iISCSI Bx
E72 10G B4 Fum O ER A AR THEE, BURT
AL B s RS RO A AR TE
HEHRN, —aTMIBSBENEEET (&
TMRRIRE)
Ht il §isER (HEFEETRERKRE) B
#, FNEESRT
A% (NSF) FEHfEESHARUEEERESTRE
PR RE R E ML IR S B MEHENEERE
- EEBTHEIRNE
HEH SR EREA T A RN HEER
BHESHEERTREMNHEER
B RLERN KA
EERBRTSFMBETMNBRRERERX
XfFEF LACP EEFEEATEMREEATMN
AR B/AMEFEIRERG, BEERTHN KRR
HURBETTEAR L ELIRE
HENERSTEEZR, BERTESEXR/LD
8, BRE IPLIEA2EXK, MISCSI, NFS, CIFS
%
HttRmBRABRFSEENESHANRS S
W, Jo3ESCHR NFS F7 8] i kR ik
WMF/BEEEF=FMF, FEEFEREFTET CLI %
GUI AiiT— 5@, A7 EHEZZH
HFNEER T L EMENNE (MEREERSN)
T EEEERES= BT R
M4300 EHNIFEIERIARIRSBIEMNKATRAME, £
X HE % 2 18] A A B T 1 o I 28 2R A R TR SR 4P Y
S, ELFRYMERE
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AT RR AR $H
R, TURAIEMLE, PoE+£#F#E M4300
MR, URIBRRANE
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BN EBREROER
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L, EIEERITHYA B B SRR A AN 8] M & A]
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- NElrEE%L (NSF) AR EE B TR
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L, RS MERRTEENRE, T6
R IRSE T
HESHPNEMIRIRIFEL 2 BN 3 BR
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HithRinBRTT R, BTFARSHRE NSF R [E Mk
R, W2SEENHESHNRS DT
WMFBEENE =5, RO fEREFET CLI %
GUI FfT—5m<, AT KAEZNIES
M4300 NI EEERARESEEMERTANE, L
BXHERS < 8] MY R P 0 I 2R ZR A SR L B 4T Y
S, ELFRITERE
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3: M (Spine and Leaf) &

EHR

AN R EIZOBE, PIHNAE. REBVIE
AXEMREIREREZMHAEM 1G A1 10G EA
i |
M4300 10G S5 M4300 1G B E#1{THES,
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M4300-8X8F

S M E A,

TTBER
v' Americas, Europe: XSM4316S-100NES
v Asia Pacific: XSM4316S-100AJS

HEoneEen

AN NN

\

‘

8-port 10GBASE-T (RJ45) all independent
8-port 10GBASE-X (SFP+) all independent
320Gbps non-blocking fabric across 16 ports
Out-of-band 1G Ethernet management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Half-width form factor with one- and two-unit
rack mount kit

Two half-width switches can be installed in a
single rack space for redundant top-of-rack
Ships with one modular APS250W PSU in its
power supply slot

Low acoustics (36.9dB @25°C / 77°F)

To install a single half-width switch in a rack, a 19-inch rack-mount kit is supplied with the switch:

To install two half-width switches in a rack,
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M4300-12X12F

GIE::3-Eri=geg: bl

TTEER
v' Americas, Europe: XSM4324S-100NES
v Asia Pacific: XSM4324S-100AJS

12-port 10GBASE-T (RJ45) all independent
12-port 10GBASE-X (SFP+) all independent
480Gbps non-blocking fabric across 24 ports
Out-of-band 1G Ethernet management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Half-width form factor with one- and two-unit
rack mount kit

Two half-width switches can be installed in a
single rack space for redundant top-of-rack
Ships with one modular APS250W PSU in its
power supply slot

Low acoustics (36.9dB @25°C / 77°F)

M4300-24X
GIE: = el pogi ]!
TTEER

v' Americas, Europe: XSM4324CS-100NES

v’ Asia Pacific: XSM4324CS-100AJS

24-port 10GBASE-T (RJ45)

4-port 10GBASE-X (SFP+) (shared, back)
480Gbps non-blocking fabric across 24 ports
Out-of-band 1G Ethernet management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Half-width form factor with one- and two-unit
rack mount kit

Two half-width switches can be installed in a
single rack space for redundant top-of-rack
Ships with one modular APS250W PSU in its
power supply slot

Low acoustics (37dB @25°C / 77°F)
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M4300-24X24F

A2 M3,

ITBiER +  24-port 10GBASE-T (RJ45) all independent
v' Americas, Europe: XSM4348S-100NES * 24-port 10GBASE-X (SFP+) all independent
v' Asia Pacific: XSM4348S-100AJS * 960Gbps non-blocking fabric across 48 ports

e QOut-of-band 1G Ethernet Management port

*  Mini-USB and RJ45 RS232 console ports and
USB storage port

* Full L3 feature set and non-stop forwarding
(NSF) stacking

*  Full width form factor with one-unit rack mount
kit

*  Ships with one modular APS250W PSU in first
power supply slot

* Ship with a blank cover in the second power
supply slot

* Low acoustics (35.8dB @25°C / 77°F)

M4300-48X
AIEE S M3,
ITBER +  48-port 10GBASE-T (RJ45)
v' Americas, Europe: XSM4348CS-100NES * 4-port 10GBASE-X (SFP+) (shared)
v' Asia Pacific: XSM4348CS-100AJS *  960Gbps non-blocking fabric across 48 ports

*  Out-of-band 1G Ethernet Management port

*  Mini-USB and RJ45 RS232 console ports and
USB storage port

* Full L3 feature set and non-stop forwarding
(NSF) stacking

*  Full width form factor with one-unit rack mount
kit

*  Ships with one modular APS250W PSU in first
power supply slot

* Ship with a blank cover in the second power
supply slot

* Low acoustics (40.3dB @25°C / 77°F)
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M4300-28G

] S I 3T

TTBER
v’ Americas, Europe: GSM4328S-100NES
v’ Asia Pacific: GSM4328S-100AJS

uuuuuuu

=

M4300-52G
AIEE S M3,
TTBiER
v' Americas, Europe: GSM4352S-100NES
v' Asia Pacific: GSM4352S-100AJS

24-port 1000BASE-T (RJ45)

2-port T0GBASE-T (RJ45) all independent
2-port 10GBASE-X (SFP+) all independent
128Gbps non-blocking fabric across 28 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Full width form factor with one-unit rack mount
kit

Ships with one modular APS150W PSU in first
power supply slot

Ship with a blank cover in the second power
supply slot

Low acoustics (30.3dB @25°C / 77°F)

48-port 1000BASE-T (RJ45)

2-port T0GBASE-T (RJ45) all independent
2-port T0GBASE-X (SFP+) all independent
176Gbps non-blocking fabric across 52 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Full width form factor with one-unit rack mount
kit

Ships with one modular APS150W PSU in first
power supply slot

Ship with a blank cover in the second power
supply slot

Low acoustics (31.5dB @25°C / 77°F)
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M4300-28G-PoE+

AR M E T
ALCIELSY

v

v

Americas, Europe
GSM4328PA-100NES
Americas, Europe
GSM4328PB-100NES
Asia Pacific (550W PSU): GSM4328PA-100AJS
Asia Pacific (1,000W PSU): GSM4328PB-100AJS

(550W PSU):

(1,000W PSU):

24-port 1000BASE-T (RJ45) PoE+

2-port 10GBASE-T (RJ45) all independent

2-port 10GBASE-X (SFP+) all independent
128Gbps non-blocking fabric across 28 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding (NSF)
stacking

Full width form factor with one-unit rack mount kit
(GSM4328PA) Ships with one modular APS550W
PSU in first power supply slot
(GSM4328PB) Ships with one
APS1000W PSU in first power supply slot
Ship with a blank cover in the second power

modular

supply slot

M4300-52G-PoE+

RS M E AL
ALCIELS

v

v
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Americas, Europe (550W PSU):
GSM4352PA-100NES

Americas, Europe (1,000W PSU):
GSM4352PB-100NES

Asia Pacific (550W PSU): GSM4352PA-100AJS

Asia Pacific (1,000W PSU): GSM4352PB-100AJS

48-port 1000BASE-T (RJ45) PoE+

2-port 10GBASE-T (RJ45) all independent

2-port 10GBASE-X (SFP+) all independent
176Gbps non-blocking fabric across 52 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Full width form factor with one-unit rack mount kit
(GSM4352PA)  Ships  with  one
APS550W PSU in first power supply slot
(GSM4352PB) Ships with  one modular
APS1000W PSU in first power supply slot

Ship with a blank cover in the second power
supply slot

modular




NETGEAR
Bt

RPS4000v2 *  RPS mode: provide N+1 redundancy to M4300-52G-PoE+ when

RPS unit for up to 4 concurrent switches its two internal PSUs are used in EPS (shared) mode

ITaER v" One APS1000W per M4300-52G-PoE+ connected to
v' Americas, Europe: RPS4000-200NES the RPS4000 unit
v' Asia Pacific: RPS4000-200AJS v' Up to four (4) M4300-52G-PoE+ switches per RPS4000
v' Warranty: 5 years unit

Front view
v RPS4000v2 is 1RU unit with four (4)
empty slots

v Power modules (APS1000W) are sold
separately
Rear view
v" Four (4) embedded RPS connectors
v' Switch selectors for RPS/EPS power
modes
v' Switch selectors for power modules'
two-by-two bridging
Included:
v' Four (4) RPS cables - 60cm each (~2 ft)
v" Rack mount kit

v Power cord

APS1000W +  Power module for RPS4000 unit
Power Supply Unit + Additionnal PSU for M4300-28G-PoE+ (GSM4328PB)
ITHER and M4300-52G-PoE+ (GSM4352PB)

v' Americas, Europe: APS1000W-100NES *+  C15 connector

v' Asia Pacific: APS1000W-100AJS +  Capacity:

v' Warranty: 5 years v' 110V-240V AC power input

v' Up to 640W output power at 110V AC
v' Up to 910W output power at 220V AC

APS550W «  Additional PSU for M4300-28G-PoE+
Power Supply Unit . (GSM4328PA) and M4300-52G-PoE+
ITBER (GSM4352PA)

v' Americas, Europe: +  C14 connector

APS550W-100NES _ +  Capacity:
v Asia Pacific: APS550W-100AJS v' 110V-240V AC power input
v' Warranty: 5 years v Up to 575W output power at
110/220V A

23/60



NETGEAR
At

APS250W

Power Supply Unit
ITafER
v' Americas, Europe:
APS250W-100NES
v Asia Pacific:
APS250W-100AJS
v’ Warranty: 5 years
APS150W
Power Supply Unit
ITafER
v' Americas, Europe:
APS150W-100NES
v Asia Pacific:
APS150W-100AJS

v’ Warranty: 5 years

GBIC SFP and SFP+ Optics for M4300 series

M

. Additional PSU for M4300-8X8F, M4300-12X12F,

. Capacity:

. C14 connector

M4300-24X, M4300-24X24F and M4300-48X

v" 110V-240V AC power input

v Up to 250W output power at 110/220V AC

*  Additional PSU for M4300-28G and M4300-52G

. Capacity:

. C14 connector

v' 110V-240V AC power input
v Up to 150W output power at 110/220V AC

ITBER Multimode Fiber (MMF) Single mode Fiber (SMF)
v’ Worldwide: see table | OM1 or OM2 OM3 or OM4 9/125um
below 62.5/125um 50/125um
v’ Warranty: 5 years
10 Gigabit SFP+ AXM763 AXM763 AXM762

. Fits into M4300 models

SFP+ interfaces

10GBase-LRM long reach
multimode

802.3aq - LC duplex connector

up to 220m (722 ft)

AXM763-10000S (1 unit)

10GBase-LRM long reach multimode
802.3aq - LC duplex connector
up to 260m (853 ft)

AXM763-10000S (1 unit)

AXM761

10GBase-SR short reach multimode
LC duplex connector

OM3: up to 300m (984 ft)

OM4: up to 550m (1,804 ft)

AXM761-10000S (1 unit)
AXM761P10-10000S (pack of 10 units)

10GBase-LR long reach single mode
LC duplex connector

up to 10km (6.2 miles)

AXM762-10000S (1 unit)
AXM762P10-10000S (pack of 10 units)

AXM764
10GBase-LR LITE single mode
LC duplex connector

up to 2km (1.2 mile)

AXM764-10000S (1 unit)

Gigabit SFP

. Fits into M4300 models

SFP+ interfaces

AGM731F

1000Base-SX short range
multimode

LC duplex connector

up to 275m (902 ft)

AGM731F (1 unit)

AGM731F
1000Base-SX short range multimode

LC duplex connector

OM3: up to 550m (1,804 t)
OM4: up to 1,000m (3,280 ft)

AGM731F (1 unit)

AGM732F
1000Base-LX long range single mode

LC duplex connector

up to 10km (6.2 miles)

AGM732F (1 unit)
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AGM734

1000Base-T Gigabit RJ45 SFP

Fits into M4300 models SFP+ interfaces
1 port Gigabit RJ45

ITBiER Supports only 1000Mbps full-duplex mode
v Worldwide: AGM734-10000S Up to 100m (328 ft) with Cat5 RJ45 or better
v’ Warranty: 5 years Conveniently adds copper connectivity to M4300 fiber
interfaces
Direct Attach Cables for M4300 series
THiER SFP+ to SFP+
v' Worldwide: see table below

v

Warranty: 5 years

1 meter (3.3 ft)

3 meters (9.8 ft)

10 Gigabit DAC

Fits into M4300 models SFP+

interfaces

AXCT761

10GSFP+ Cu (passive)

SFP+ connectors on both end

AXC761-10000S (1 unit)

AXC763

10GSFP+ Cu (passive)

SFP+ connectors on both end

AXC763-10000S (1 unit)
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Requirements based on 12.0 software Model Name Description Model number
M4300-8X8F Half-Width 16x10G including 8x10GBASE-T and 8xSFP+ XSM4316S
release M4300-12X12F Half-Width 24x10G including 12x10GBASE-T and 12xSFP+ XSM4324S
M4300-24X Half-Width 24x10G including 24x10GBASE-T and 4xSFP+ XSM4324CS
(shared)
M4300-24X24F 48x10G including 24x10GBASE-T and 24xSFP+ XSM4348S
M4300-48X 48x10G including 48x10GBASE-T and 4xSFP+ (shared) XSM4348CS
M4300-28G 24x1G with 2x10GBASE-T and 2xSFP+ GSM4328S
M4300-28G-PoE  24x1G PoE+ with 2x10GBASE-T and 2xSFP+ (550W PSU) GSM4328PA
+
24x1G PoE+ with 2x10GBASE-T and 2xSFP+ (1,000W PSU) GSM4328PB
M4300-52G 48x1G with 2x10GBASE-T and 2xSFP+ GSM4352S
M4300-52G-PoE ~ 48x1G PoE+ with 2x10GBASE-T and 2xSFP+ (550W PSU) ~ GSM4352PA
+
48x1G PoE+ with 2x10GBASE-T and 2xSFP+ (1,000W PSU) GSM4352PB
APS150W PSU for M4300-28G; M4300-52G APS150W
APS250W PSU for M4300-8X8F; M4300-12X12F; M4300-24X, APS250W
M4300-24X24F; M4300-48X
APS550W PSU for M4300-28G-PoE+; M4300-52G-PoE+ (PA versions) ~ APS550W
APS1000W PSU for M4300-28G-PoE+; M4300-52G-PoE+ (PB versions)  APS1000W
Physical interfaces
Auto-sensing
RJ45 Auto-sensing RJ45
10/100/1000BASE | 100/1000/10GBASE Auto-sensing SFP+ ports
Gigabit and 10 Gigabit Ethernet Ports -T -T 1000/10GBASE-X
M4300-8X8F - 8 8 (Jh3z)
M4300-12X12F - 12 12 (F457)
M4300-24X - 24 4 (#%=)
M4300-24X24F - 24 24 (Jh31)
M4300-48X - 48 4 (#%=)
M4300-28G, M4300-28G-PoE+ 24 2 2 ($37)
M4300-52G, M4300-52G-PoE+ 48 2 2 (Ma7)
Total Usable Port Count 1G Ports 10G Ports
M4300-8X8F - 16
M4300-12X12F, M4300-24X - 24 All 10G ports are
M4300-24X24F, M4300-48X - 48 fully independent
M4300-28G, M4300-28G-PoE+ 24
M4300-52G, M4300-52G-PoE+ 48
Service port
(Out-of-band Storag
Management Ports Console ports Ethernet) e port
_ o 1 x RJ45 1x
M4300-8X8F, M4300-24X24F Serial RS232 RJ43 (front) ; Mini-USB 10/100/1000BASE uSsSB
(front) -T (front) (front)
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. . 1 xRJ45 1x
Serial RS232 RJ45 (back) ; Mini-USB
M4300-12X12F,M4300-24X,M4300-48X (front) 10/100/1000BASE usB
ron
-T (back) (front)
. . 1 xRJ45 1x
M4300-28G, M4300-28G-PoE+, M4300-52G, Serial RS232 RJ45 (back) ; Mini-USB
10/100/1000BASE usB
M4300-52G-PoE+ (front)
-T (front) (front)
Application with 2nd PSU
Modular Power Supplies PSU Slots Included PSU (sold separately)
M4300-8X8F, M4300-12X12F, M4300-24X 1 1 x APS250W -
M4300-24X24F, M4300-48X 2 1 x APS250W RPS (redundant) mode
M4300-28G, M4300-52G 2 1 x APS150W RPS (redundant) mode
) RPS (redundant) or EPS
M4300-28G-PoE+ (GSM4328PA version 550W PSU) 2 1 x APS550W
(shared) modes
) RPS (redundant) or EPS
M4300-28G-PoE+ (GSM4328PB version 1,000W PSU) 2 1 x APS1000W
(shared) modes
) 2 + external RPS RPS (redundant) or EPS
M4300-52G-PoE+ (GSM4352PA version 550W PSU) 1 x APS550W
port (shared) modes
) 2 + external RPS RPS (redundant) or EPS
M4300-52G-PoE+ (GSM4352PB version 1,000W PSU) 1 x APS1000W
port (shared) modes
Fixed fans
All models Front-to-back airflow

Power over Ethernet
PSE Capacity PoE+ Ports
M4300-28G-PoE+ (all
versions) 24
M4300-52G-PoE+ (all
versions) 48
External
PoE Budget @ 110V AC in PoE Budget @ 220V AC in RPS
1 PSU
or2in
2 PSUs in EPS RPS 2 PSUs in EPS Applicat
PoE Budget 1 PSU or 2 in RPS mode mode mode mode ion
M4300-28G-PoE+
(GSM4328PA version 550W 480
PSU) 480 Watts 720 Watts Watts 720 Watts
M4300-28G-PoE+ )
(GSM4328PB version 720
1,000W PSU) 630 Watts 720 Watts Watts 720 Watts
M4300-52G-PoE+ Power
(GSM4352PA version 550W 480 redunda
PSU) 480 Watts 720 Watts Watts 720 Watts ncy

27/60




NETGEAR

M

M4300-52G-PoE+
(GSM4352PB version
1,000W PSU)

591 Watts 1,010 Watts

(RPS)
when 2
PSUs in

860 EPS
Watts 1,440 Watts mode

Features Support

IEEE 802.3af (up to 15.4W
per port)

Yes

IEEE 802.3at (up to 30W per
port)

Yes

IEEE 802.3at Layer 2 (LLDP)
method

Yes

IEEE 802.3at 2-event

classification

Yes

PoE timer / schedule (week,

days, hours)

Yes

Processor / Memory

Processor (CPU) - all models

Integrated 800Mhz CPU in

switching silicon

System memory (RAM) - all

models 1GB
Code storage (flash) - all Dual firmware image, dual
models 256 MB configuration file
Packet Buffer Memory
M4300-24X24F, M4300-48X | 56 Mb )

Dynamically shared across
M4300-12X12F, M4300-24X | 32 Mb

only used ports

All other models 16 Mb

Virtual Chassis Stacking

Max physical switches per
stack

8 (any combination of M4300 switches)

Max physical ports per stack

384 x 1G ports or 384 x 10G ports or a combination

Mixed stacking between 1G
models and 10G models

Yes

Mixed stacking table size

Mixed stacking SDM template is used based on “least common denominator” set of capacities

Stacking ports

(pre-configuration)

No pre-configured stacking port: any 10G port (copper, fiber) and any media type (RJ45, SFP+, DAC) can

be used for stacking

Stacking ports  (max

number)

1G models: up to 4 ports per switch

10G models: up to 16 ports per

switch

Vertical and horizontal

stacking topologies

Chain, single ring, dual ring, mesh, spine and leaf

Distant stacking using fiber

Yes

Non-stop forwarding (NSF)

Yes

Hitless management unit

failover and failback

Yes, no service interruption across the stack

Automatic unit replacement
(AUR)

Yes
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Distributed Link Aggregation
(LAGs across the stack) Yes
Stack with previous M5300,
M7100, M7300 versions Not supported
Performance Summary
Switching fabric
M4300-8X8F 320 Gbps
M4300-12X12F, M4300-24X | 480 Gbps
M4300-24X24F, M4300-48X | 960 Gbps
M4300-28G, Line-rate (non blocking fabric)
M4300-28G-PoE+ 128 Gbhps
M4300-52G,
M4300-52G-PoE+ 176 Gbps
Throughput
M4300-8X8F 238 Mpps
M4300-12X12F, M4300-24X | 357 Mpps
M4300-24X24F, M4300-48X | 714 Mpps
M4300-28G,
M4300-28G-PoE+ 95.2 Mpps
M4300-52G,
M4300-52G-PoE+ 130.9 Mpps
1024-byt
. 1518-byte frames
Latency - 10G Fiber 64-byte frames 512-byte frames e frames
M4300-8X8F 0.889us 0.874pus 0.876us 0.87us
M4300-12X12F 1.189us 1.313ps 1.373ps 1.309us
M4300-24X 1.827us 1.919pus 1.971ps 1.905ps
M4300-24X24F 0.879us 0.889us 0.89us 0.88ps
M4300-48X 1.508us 1.516ps 1.516ps 1.523ps
M4300-28G,
1.95ps
M4300-28G-PoE+ 1.961pus 1.952ps 1.941ps
M4300-52G,
1.196ps
M4300-52G-PoE+ 1.24pus 1.225ps 1.232us
1024-byt
1518-byte frames
Latency - 10G Copper 64-byte frames 512-byte frames e frames
M4300-8X8F 2.432ps 2.421ps 2.421ps 2.414ps
M4300-12X12F 2.755pus 2.879us 2.938us 2.876us
M4300-24X 2.728us 2.85pus 2.904ps 2.841ps
M4300-24X24F 2.387us 2.407ps 2.415ps 2.402ps
M4300-48X 2.409us 2.425ps 2.43us 2.432ps
M4300-28G,
2.706ps
M4300-28G-PoE+ 2.74us 2.71ps 2.732ps
M4300-52G,
2.676ps
M4300-52G-PoE+ 2.71us 2.7us 2.692ps
1024-byt
_ 1518-byte frames
Latency - 1G Fiber 64-byte frames 512-byte frames e frames
M4300-8X8F 2.622pus 2.543ps 2.538us 2.557us
M4300-12X12F 2.741ps 2.875us 2.901ps 2.853ps
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M4300-24X 2.289us 2.393ps 2.423ps 2.379us
M4300-24X24F 2.752ps 2.767s 2.784ps 2.752ps
M4300-48X 2.285us 2.39us 2.426ps 2.379us
M4300-28G,

1.936pus
M4300-28G-PoE+ 1.908ps 1.914ps 1.918ps
M4300-52G,

1.576ps
M4300-52G-PoE+ 1.618ps 1.594us 1.578ps

1024-byt
1518-byte frames

Latency - 1G Copper 64-byte frames 512-byte frames e frames
M4300-8X8F 2.572ps 2.564ys 2.592us 2.589us
M4300-12X12F 2.751ps 2.848ps 2.941ps 2.868us
M4300-24X 2.707ps 2.821us 2.8660s 2.826ys
M4300-24X24F 2.772ps 2.79pus 2.814ps 2.784ps
M4300-48X 2.702us 2.714ps 2.73us 2.709us
M4300-28G,

3.762us
M4300-28G-PoE+ 3.745ps 3.756ps 3.746us
M4300-52G,

2.666us
M4300-52G-PoE+ 2.688us 2.644ps 2.648us
Green Ethernet

Deactiva
Energy Efficient Ethernet
(EEE) ted by
Future firmware upgrade for IEEE 802.3az Energy Efficient Ethernet Task Force compliance | default

Other Metrics

Forwarding mode Store-and-forward
Addressing 48-bit MAC address
HHE 3R e K /)N
(M4300-24X24F,M4300-48X) 128K MAC addresses
FrEAMES 16K MAC addresses
Number of VLANs 4,093 VLANS (802.1Q) simultaneously
Number of multicast groups
filtered (IGMP) 4K total (2,048 IPv4 and 2,048 IPv6)
802.3ad
/
Number of Link Aggregation 802.1AX
Groups (LAGs) 128 LAGs with up to 8 ports per group -2008

Number of hardware queues

for QoS (Standalone) 8 queues

Number of hardware queues
for QoS (Stack) 7 queues

HBEHE

SDM (System Data
(M4300-24X24F,M4300-48X)

Management, or switch

. , ) database) templates allow for
IPv4 12,288 IPv4 Unicast Routes in IPv4 Routing Default SDM Template

granular system resources

distribution depending on IPv4

IPv6 4,096 IPv6 Unicast Routes in Dual IPv4 and IPv6 SDM Template

or IPv6 applications

all other models
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IPv4 512 IPv4 Unicast Routes in IPv4 Routing Default SDM Template

IPv6 256 IPv6 Multicast Routes in Dual IPv4 and IPv6é SDM Template

Number of static routes

IPv4 64

IPv6 64

RIP application route scaling

IPv4 512

OSPF application route
scaling
(M4300-24X24F,M4300-48X

)

IPv4 12,288

IPv6 4,096

all other models

IPv4 512

IPv6 256

Number of IP routing
interfaces (port or VLAN) 128

Jumbo frame support
(M4300-24X24F,M4300-48X

) up to 12KB packet size
all other models up to 9KB packet size
Acoustic noise
(ANSI-S10.12) @ 25 °C ambient (77 °F)
M4300-8X8F 36.9dB
M4300-12X12F 36.9dB
M4300-24X 37 dB
M4300-24X24F 35.8dB
M4300-48X 40.3dB Fan speed control
M4300-28G 30.3dB
M4300-28G-PoE+ 39.8dB
M4300-52G 31.5dB
M4300-52G-PoE+ 39.8dB
2 PSUs

5 Pl i FES T 2 PSUs in EPS mode with

Heat Dissipation (BTU) 1PSU mode mode external RPS
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M4300-8X8F 185.77 BTU/hr - - -
M4300-12X12F 367.75 BTU/hr - - -
M4300-24X 473.9BTU/hr
M4300-24X24F 610.39 BTU/hr 610.39 BTU/hr - -
M4300-48X 899.9 BTU/hr 899.9 BTU/hr
M4300-28G 117.78 BTU/hr 117.78 BTU/hr - -
M4300-28G-PoE+
(GSM4328PA version 550W 2,720.96
PSU) 1,969.88 BTU/hr 1,963.05 BTU/hr BTU/hr -
M4300-28G-PoE+
(GSM4328PB version 2,844.55
1,000W PSU) 2,844.55 BTU/hr 2,842.15 BTU/hr BTU/hr -
M4300-52G 161.82 BTU/hr 161.82 BTU/hr - -
M4300-52G-PoE+
(GSM4352PA version 550W 2,953.11
PSU) 2,079.13 BTU/hr 2,085.95 BTU/hr BTU/hr 3,123.81 BTU/hr
M4300-52G-PoE+
(GSM4352PB version 5,411.19
1,000W PSU) 3,031.63 BTU/hr 3,079.43 BTU/hr BTU/hr 5,650.17 BTU/hr

Mean Time Between
Failures (MTBF)

@ 25 °C ambient (77 °F)

@ 50 °C ambient (122 °F)

M4300-8X8F 196,120 hours (~22.4 years) 123,644 hours (~14.1 years)
M4300-12X12F 192,898 hours (~22 years) 121,331 hours (~13.9 years)
M4300-24X 247,437 hours (~28.2 years) 153,855 hours (~17.5 years)
M4300-24X24F 133,176 hours (~15.2 years) 111,734 hours (~12.8 years)
M4300-48X 249,393 hours (~28.4 years) 154,220 hours (~17.6 years)
M4300-28G 1,328,968 hours (~151.7 years) 444,117 hours (~50.7 years)
M4300-28G-PoE+ 1,189,685 hours (~135.8 years) 491,811 hours (~56.1 years)
M4300-52G 578,472 hours (~66 years) 301,524 hours (~34.4 years)

M4300-52G-PoE+

673,207 hours (~76.9 years)

247,969 hours (~28.3 years)

L2 Services - VLANs

Up to 4,093 VLANS - 802.1Q

IEEE 802.1Q VLAN Tagging | Yes Tagging
Protocol Based VLANs Yes

IP subnet Yes

ARP Yes

IPX Yes
Subnet based VLANs Yes
MAC based VLANs Yes

Based on phones OUI bytes (internal database, or

Voice VLAN Yes user-maintained) or protocols (SIP, H323 and SCCP)
Private Edge VLAN Yes
Private VLAN Yes
IEEE 802.1x Yes

Guest VLAN Yes

RADIUS based VLAN IP phones and PCs can authenticate on the same port but under
assignment via .1x Yes different VLAN assignment policies
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RADIUS based Filter
ID assignment via .1x Yes
MAC-based .1x Yes
Unauthenticated
VLAN Yes
Double VLAN Tagging
(QinQ) Yes
Enabling dvlan-tunnel
makes interface Yes
Global ethertype
(TPID) Yes
Interface ethertype
(TPID) Yes
Customer ID using
PVID Yes
Automatic registration for membership in VLANs
GARP with GVRP/GMRP Yes throughout the network
Multiple Registration ) )
Protocol (MRP) Ves Can replace GARP functionality
Multicast VLAN Registration ) )
Protocol (MVRP) Ves Can replace GVRP functionality
MVR (Multicast VLAN
registration) Yes
L2 Services - Availability
Up to 128 LAGs and up to 8 ports
IEEE 802.3ad - LAGs Yes per group
LACP Yes
Static LAGs Yes
Local Preference per
LAG Yes
LAG Hashing Yes
LAG Member Port Flaps
Tracking Yes
Known unicast traffic
egresses only out of
local blade LAG
LAG Local Preference Yes interfarce members
Distributed Link Aggregation | Yes LAGs across the stack
Storm Control Yes
IEEE 802.3x (Full Duplex
and flow control) Yes
Asymmetric and Symmetric Flow
Per port Flow Control | Yes Control
UDLD Support
(Unidirectional Link
Detection) Yes
Normal-Mode Yes
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Aggressive-Mode Yes ‘
Allow the link status of specified ports to be dependent on the link

Link Dependency Yes status of other ports
IEEE 802.1D Spanning Tree
Protocol Yes
IEEE 802.1w Rapid
Spanning Tree Yes
IEEE 802.1s Multiple
Spanning Tree Yes

Per VLAN STP (PVSTP) with
FastUplink and

PVST+

FastBackbone Yes (CLI only) interoperability
Per VLAN Rapid STP RPVST+
(PVRSTP) Yes (CLI only) interoperability
STP Loop Guard Yes
STP Root Guard Yes
STP BPDU Guard Yes
STP BPDU Filtering Yes
STP BPDU Flooding Yes
L2 Services - Multicast
Filtering
IGMPv1/v2 Snooping
Support Yes
IGMPvV3 Snooping Support Yes
MLDv1 Snooping Support Yes
MLDv2 Snooping Support Yes
Expedited Leave function Yes
Static L2 Multicast Filtering Yes
Enable IGMP / MLD
Snooping per VLAN Yes
IGMPv1/v2 Snooping
Querier Yes
MLDv1 Snooping Querier Yes
MGMD Snooping
Control Packet
Flooding Yes
Flooding to mRouter
Ports Yes
Remove
Flood-All-Unregistered
Option Yes
Multicast VLAN registration
(MVR) Yes
L3 Services - Multicast
Routing
IGMP Proxy Yes
MLD Proxy Yes
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Any Source Multicast (ASM) | Yes
Source Specific Multicast
(SSM) Yes
Multicast streams routing
between subnets, VLANs Yes
Multicast static routes (IPv4,
IPVv6) Yes
DVMRP (Distance Vector
Multicast Routing Protocol) Yes
Neighbor discovery Yes
PIM-DM (Multicast Routing -
dense mode) Yes
PIM-DM (IPv6) Yes
PIM-SM (Multicast Routing -
sparse mode) Yes
PIM-SM (IPv6) Yes
PIM multi-hop RP support Yes
PIM Timer Accuracy Yes
PIM-SM Unhandled Events Yes
IPMC replication (hardware
support) Yes
L3 Services - DHCP
DHCP IPv4 / DHCP IPv6
Client Yes
DHCP IPv4 / DHCP IPv6
Server (Stateless, Stateful) ves
DHCP Snooping IPv4 / IPv6 | Yes
BootP Relay IPv4 / IPv6 Yes
DHCP Relay IPv4 / IPv6 Yes
DHCP Relay Option 82
circuit-id and remote-id for Yes
VLANs
Multiple Helper IPs Yes
Auto Install (DHCP options
66, 67, 150 and 55, 125) ves
L3 Services - Routing
Static Routing / ECMP Static
Routing IPv4/IPv6
Multiple next hops to
a given destination Yes
Load sharing,
Redundancy Yes
Default routes Yes
Static Reject routes Yes
Port Based Routing Yes
VLAN Based Routing Yes
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802.3ad (LAG) for Ves

router ports

VRRP IPv4
Pingable VRRP

interface Yes
VRRP Route/Interface

Tracking Yes

Loopback Interfaces Yes

Tunnel interfaces IPv4 | IPv6
Configured 6to4

tunnels ves
Automatic 6to4

tunnels ves
6to4 Border Router Yes

RIP IPv4
RIPv1 / RIPv2 Yes

Ves Enables the exchange of routing information among different routing

Route Redistribution protocols operating within a router

OSPF IPv4/1Pv6
OSPFv2 RFC 2328

including older RFC 1583

support Yes
OSPFv3 Yes
OSPF Not-So-Stubby

Area (NSSA) Option Yes
Forwarding of OSPF

Opaque LSAs Yes
Passive interface

feature Yes
Static Area Range

Costs feature Yes
OSPF Equal Cost

Multipath (ECMP) Yes
Dynamically learned

ECMP routes Yes
Statically learned

ECMP routes Yes
OSPF Max Metric

feature Yes
Automatic Exiting of

Stub Router Mode feature Yes
Static Area Range

Costs feature Yes
OSPF LCA Pacing

feature Yes
OSPF Flood Blocking

feature Yes

36/60



NETGEAR
OSPF Transit-Only
Network Hiding Yes
IP Multinetting Yes
ICMP throttling Yes
Router Discovery Protocol Yes
DNS Client IPv4 / IPv6
IP Helper Yes
Max IP Helper entries | 512
IP Event Dampening IPv4 | IPv6
Proxy ARP IPv4 | IPv6
ICMP IPv4/1Pv6
ICMP redirect
o Yes
detection in hardware
Policy Based Routing (PBR) | IPv4/IPv6
Based on the size of
Yes
the packet
Based on the Protocol
of the payload (Protocol ID Yes
field)
Based on Source
Yes
MAC address
Based on Source or
o Yes
Destination IP address
Based on VLAN tag Yes
Based on
Yes

Priority(802.1P priority)

Network Monitoring and Discovery Services

ISDP (Industry Standard

Can interoperate with devices

Discovery Protocol) Yes running CDP
802.1ab LLDP Yes
802.1ab LLDP - MED Yes
SNMP V1,V2,V3
RMON 1,2,3,9 Yes
sFlow Yes
Security
Network Storm Protection,
DoS
Broadcast, Unicast, Multicast
DoS Protection Yes
Denial of Service Switch CPU
Protection (control plane) Yes protection
Denial of Service . . .
Protection (data plane) Ves Switch Traffic protection
DoS Attacks Protection SIPDIP UDPPORT 4PORT SYNACK
SMACDMAC TCPFLAGSEQ CMP
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|
FIRSTFRAG TCPOFFSET CMPV4
|
TCPFRAG TCPSYN CMPV6
|
CMPFR
TCPFLAG TCPSYNFIN AG
PINGFL
TCPPORT TCPFINURGPSH OOD
Applied to IPv4 and IPv6 multicast packets with unknown L3
CPU Rate Limiting Yes addresses when IP routing/multicast enabled
ICMP throttling Yes Restrict ICMP, PING traffic for ICMP-based DoS attacks
Management | ‘
Protects management CPU access through the LAN (in
Management ACL (MACAL) | Yes band management)
Max Rules 64 ‘ ‘
In-band management can be shut down entirely when out-of-band
Out of band Management Yes management network
RFC 2565 and RFC
Radius accounting Yes 2866
TACACS+ Yes
Malicious Code Detection Yes Software image files and Configuration files with digital signatures
Network Traffic
Access Control Lists (ACLs) | L2/L3/L4 MAC, IPv4, IPv6, TCP, UDP
Time-based ACLs Yes
Protocol-based ACLs Yes
ACL over VLANs Yes
Dynamic ACLs Yes
IEEE 802.1x Radius Port Up to 48 clients (802.1x) per port are supported, including the
Access Authentication Yes authentication of the users domain
802.1x MAC Address
Authentication Bypass Supplemental authentication mechanism for non-802.1x devices,
(MAB) Yes based on their MAC address only
Network Authentication Dotlx --> MAP --> Captive Portal successive authentication
Successive Tiering Yes methods based on configured time-outs
Port Security Yes
IP Source Guard Yes IPv4 [ IPv6
DHCP Snooping Yes IPv4 [ IPv6
Dynamic ARP Inspection Yes IPv4 [ IPv6
IPv6 RA Guard Stateless
Mode Yes
MAC Filtering Yes
Port MAC Locking Yes
A protected port doesn't forward
any traffic (unicast, multicast, or
broadcast) to any other protected
Private Edge VLAN Yes port - same switch
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Private VLANSs Yes

Scales Private Edge
VLANS by providing
Layer 2 isolation
between ports across
switches in same

Layer 2 network

Quality of Service (QoS) - Summary

Access Lists Yes
L2 MAC, L3 IP and L4

Port ACLs Yes
Ingress Yes
Egress Yes
Time-based Yes
802.3ad (LAG) for

ACL assignment Yes
Binding ACLs to

VLANS Yes
ACL Logging Yes
Support for IPv6 fields | Yes

DiffServ QoS Yes
Edge Node

applicability Yes
Interior Node

applicability Yes
802.3ad (LAG) for

service interface Yes

Support for IPv6 fields | Yes

Ingress / Egress Yes
IEEE 802.1p COS Yes
802.3ad (LAG) for
COS configuration Yes
WRED (Weighted
Deficit Round Robin) Yes
Strict Priority queue
technology Yes
Single Rate Policing Yes (CLI only)
Committed
Information Rate Yes

Committed Burst Size | Yes

Excessive Burst Size Yes

DiffServ feature

applied to class maps Yes

Yes, based on protocols (SIP, H323

and SCCP) or on OUI bytes (default

database and user-based OUIs)

Auto-VolP in the phone source MAC address
iSCSI Flow Acceleration Yes

Dotlp Marking Yes

IP DSCP Marking Yes
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QoS - ACL Feature Support

ACL Support (general,

includes IP ACLSs) Yes
MAC ACL Support Yes
IP Rule Match Fields:
Destination IP Inbound/Outbound
Destination
IPv6 IP Inbound/Outbound
Destination L4
Port Inbound/Outbound
Every Packet Inbound/Outbound
IP DSCP Inbound/Outbound
IP Precedence | Inbound/Outbound
IP TOS Inbound/Outbound
Protocol Inbound/Outbound
Source IP (for Mask
support see below) Inbound/Outbound
Source IPv6 IP Inbound/Outbound
L3 IPv6 Flow Label Inbound
Source L4 Port Inbound/Outbound
TCP Flags (ack, est,
fin) Inbound/Outbound
Supports Masking Inbound/Outbound
MAC Rule Match Fields
COSs Inbound/Outbound
Destination MAC Inbound/Outbound
Destination MAC
Mask Inbound/Outbound
Ethertype Inbound/Outbound
Source MAC Inbound/Outbound
Source MAC Mask Inbound/Outbound
VLAN ID Inbound/Outbound
Rules attributes
Assign Queue Inbound
Logging -- deny rules | Inbound/Outbound
Mirror (to supported
interface types only) Inbound
Redirect (to supported
interface types only) Inbound
Rate Limiting -- permit
rules Inbound/Outbound
Interface
Inbound direction Yes
Outbound direction Yes
Supports LAG
interfaces Yes
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Supports
Control-plane interface Yes
Multiple ACLs per
interface, dir Yes
Mixed-type ACLs per
interface, dir Yes
Mixed L2/IPv4 ACLs
per interface, inbound Yes
Mixed IPv4/IPv6
ACLs per interface, inbound Yes
Mixed IPv4/IPv6
ACLs per interface,
outbound Yes
QoS - DiffServ Feature Support
DiffServ Supported Yes
Class Type
All Yes
Class Match Criteria
COs Inbound/Outbound
CO0S2
(Secondary COS) Inbound
Destination IP
(for Mask support see below) | Inbound/Outbound
Destination
IPv6 IP Inbound/Outbound
Destination L4
Port Inbound/Outbound
Destination
MAC (for Mask support see
below) Inbound/Outbound
Ethertype Inbound/Outbound
Every Packet Inbound/Outbound
IP DSCP Inbound/Outbound
IP Precedence | Inbound/Outbound
IP TOS (for
Mask support see below) Inbound/Outbound
Protocol Inbound/Outbound
Reference
Class Inbound/Outbound
Source IP (for
Mask support see below) Inbound/Outbound
Source IPv6 IP | Inbound/Outbound
L3 IPv6 Flow
Label Inbound
Source L4 Port | Inbound/Outbound
Source MAC
(for Mask support see below) | Inbound/Outbound
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VLAN ID
(Source VID) Inbound/Outbound
VLAN ID2
(Secondary VLAN) (Source
VID) Inbound/Outbound
Supports
Masking Inbound/Outbound
Policy
Out Class
Unrestricted Yes
Policy Attributes -- Inbound
Assign Queue Yes
Drop Yes
Mark COS Yes
Mark COS-AS-COS2 | Yes
Mark COS2
(Secondary COS) Yes
Mark IP DSCP Yes
Mark IP Precedence Yes
Mirror (to supported
interface types only) Yes
Police Simple Yes
Police Single-Rate Yes
Police Two-Rate Yes
Police Color Aware
Mode Yes
Redirect (to supported
interface types only) Yes
Policy Attributes -- Outbound | Yes
Drop Yes
Mark COS Yes
Mark IP DSCP Yes
Mark IP Precedence Yes
Mirror (to supported
interface types only) Yes
Police Simple Yes
Police Single-Rate Yes
Police Two-Rate Yes
Police Color Aware
Mode Yes
Redirect (to supported
interface types only) Yes
Service Interface
Inbound Slot.Port
configurable Yes
Inbound 'All' Ports
configurable Yes
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Outbound Slot.Port

configurable Yes

Outbound 'All' Ports

configurable Yes
Supports LAG

interfaces Yes
Mixed L2/IPv4 match

criteria, inbound Yes
Mixed IPv4/IPv6

match criteria, inbound Yes
Mixed 1Pv4/IPv6

match criteria, outbound Yes

PHB Support
EF Yes
AF4x Yes
AF3x Yes
AF2x Yes
AF1x Yes
Cs Yes

Statistics -- Policy Instance
Offered packets
Discarded packets

QoS - COS Feature

Support

COS Support Yes

Supports LAG
interfaces Yes

COS Mapping Config

Configurable
per-interface Yes

IP DSCP Mapping Yes

COS Queue Config

Queue Parms

configurable per-interface Yes
Drop Parms
configurable per-interface Yes

Interface Traffic
Shaping (for whole egress

interface) Yes

Minimum Bandwidth Yes

Weighted Deficit
Round Robin (WDRR)

Support Yes
Maximum Queue

Weight 127
WRED Support Yes

Functional Summary - IETF RFC Standards and IEEE Network Protocols
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Core Management ‘

RFC 854 — Telnet

RFC 3414 — User-Based Security Model

RFC 855 — Telnet option specifications

RFC 3415 — View-based Access Control Model

RFC 1155 — SMI vl

RFC 3416 — Version 2 of SNMP Protocol Operations

RFC 1157 — SNMP

RFC 3417 — Transport Mappings

RFC 1212 — Concise MIB definitions

RFC 3418 — Management Information Base (MIB) for the Simple
Network Management Protocol (SNMP)

RFC 1867 — HTML/2.0 forms with file upload extensions

Configurable Management VLAN

RFC 1901 — Community-based SNMP v2

SSL 3.0and TLS 1.0

RFC 1908 — Coexistence between SNMP v1 and SNMP v2

— RFC 2246 — The TLS protocol, version 1.0

RFC 2068 — HTTP/1.1 protocol as updated by
draft-ietf-http-v11-spec-rev-03

— RFC 2346 — AES cipher suites for Transport layer
security

RFC 2271 — SNMP framework MIB

— RFC 2818 —HTTP over TLS

RFC 2295 — Transparent content negotiation

SSH 1.5and 2.0

RFC 2296 — Remote variant selection; RSVA/1.0 state

management cookies — draft-ietf-http-state-mgmt-05

RFC 4253 — SSH transport layer protocol

RFC 2576 — Coexistence between SNMP v1, v2, and v3

—  RFC 4252 — SSH authentication protocol

RFC 2578 — SMI v2

RFC 4254 — SSH connection protocol

RFC 2579 — Textual conventions for SMI v2

RFC 4251 — SSH protocol architecture

RFC 2580 — Conformance statements for SMI v2

RFC 4716 — SECSH public key file format

RFC 3410 — Introduction and Applicability Statements for Internet
Standard Management Framework

RFC 4419 — Diffie-Hellman group exchange for the SSH

transport layer protocol

RFC 3411 — An Architecture for Describing SNMP Management

Frameworks

HTML 4.0 specification, December 1997

RFC 3412 — Message Processing & Dispatching

RFC 3413 — SNMP Applications

Java Script™ 1.3

Advanced Management

Industry-standard CLI with the following features:

Optional user password encryption

—  Scripting capability

Multisession Telnet server

—  Command completion

—  Context-sensitive help

Auto Image Upgrade

Core Switching

IEEE 802.1AB — Link level discovery protocol

IEEE 802.3ac — VLAN tagging

IEEE 802.1D — Spanning tree

IEEE 802.3ad — Link aggregation

IEEE 802.1p — Ethernet priority with user provisioning and
mapping

IEEE 802.3ae — 10 GbE

IEEE 802.1Q — Virtual LANs w/ port-based VLANs

IEEE 802.3af — Power over Ethernet

IEEE 802.1S — Multiple spanning tree compatibility

IEEE 802.3at — Power over Ethernet Plus

IEEE 802.1v — Protocol-based VLANs

IEEE 802.3x — Flow control

IEEE 802.1W — Rapid spanning tree

ANSI/TIA-1057 — LLDP-MED

iEEE 802.1AB — LLDP

GARP — Generic Attribute Registration Protocol: clause 12,
802.1D-2004

IEEE 802.1X — Port-based authentication

GMRP — Dynamic L2 multicast registration: clause 10,
802.1D-2004

IEEE 802.3 — 10Base-T

GVRP — Dynamic VLAN registration: clause 11.2, 802.1Q-2003

IEEE 802.3u — 100Base-T

RFC 4541 — IGMP snooping and MLD snooping

IEEE 802.3ab — 1000Base-T

RFC 5171 — UniDirectional Link Detection (UDLD) Protocol
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Additional Layer 2 Functionality

Broadcast storm recovery

IGMP and MLD snooping querier

Double VLAN/VMAN tagging

Port MAC locking

DHCP Snooping

MAC-based VLANs

Dynamic ARP inspection

IP source guard

Independent VLAN Learning (VL) support

IP subnet-based VLANs

IPv6 classification APIs

Voice VLANs

Jumbo Ethernet frames

Protected ports

Port mirroring

IGMP snooping

Static MAC filtering

Green Ethernet power savings mode

System Facilities

Event and error logging facility

RFC 2030 — Simple Network Time Protocol (SNTP) V4 for IPv4,
IPv6, and OSI

Runtime and configuration download capability

RFC 2131 — DHCP Client/Server

PING utility

RFC 2132 — DHCP options and BOOTP vendor extensions

XMODEM

RFC 2865 — RADIUS client

RFC 768 — UDP

RFC 2866 — RADIUS accounting

RFC 783 — TFTP

RFC 2868 — RADIUS attributes for tunnel protocol support

RFC 791 —IP

RFC 2869 — RADIUS extensions

RFC 792 — ICMP

RFC 28869bis — RADIUS support for Extensible Authentication
Protocol (EAP)

RFC 793 —TCP

RFC 5176 — RADIUS Change of Auth

RFC 826 — ARP

RFC 3164 — The BSD syslog protocol with RFC 5424 update

RFC 951 — BOOTP

RFC 3580 — 802.1X RADIUS

usage guidelines

RFC 1321 — Message digest algorithm

Power Source Equipment (PSE) IEEE 802.af Powered Ethernet
(DTE Power via MDI) standard

RFC 1534 — Interoperability between BOOTP and DHCP

IEEE Draft P802.1AS/D6.7 — IEEE 802.1AS Time Synchronization

Protocol

Core Routing

RFC 826 — Ethernet ARP

RFC 2328 — OSPFv2

RFC 894 — Transmission of IP datagrams over Ethernet networks

RFC 2385—Protection of BGP Sessions via the TCP MD5
Signature Option

RFC 896 — Congestion control in IP/TCP networks

RFC 2453 —RIP v2

RFC 1027 — Using ARP to implement transparent subnet
gateways (Proxy ARP)

RFC 3021 — Using 31-Bit Prefixes on Point-to-Point Links

RFC 1256 — ICMP router discovery messages

RFC 3046 — DHCP/BOOTP relay

RFC 1321 — Message digest algorithm

RFC 3101 — The OSPF “Not So Stubby Area” (NSSA) option

RFC 1519 — CIDR

RFC 3768 — Virtual Router Redundancy Protocol (VRRP)

RFC 1765 — OSPF database overflow

RFC 3623—Graceful OSPF Restart

RFC 1812 — Requirements for IPv4 routers

Route redistribution across RIP and OSPF

RFC 2082 — RIP-2 MD5 authentication

RFC 2131 — DHCP relay

VLAN routing

Quality of Service - DiffServ

RFC 2474 — Definition of the differentiated services field (DS
Field) in IPv4/IPv6 headers

RFC 2697 — A Single Rate Three Color Marker

RFC 2475 — An architecture for differentiated services

RFC 3246 — An expedited forwarding PHB (Per-Hop Behavior)
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RFC 2597 — Assured forwarding PHB group

RFC 3260 — New terminology and clarifications for DiffServ

Quality of Service - Access Control Lists (ACLS)

Permit/deny actions for inbound or outbound IP traffic classification
based on:

Permit/deny actions for inbound or outbound Layer 2 traffic
classification based on:

—  Type of service (ToS) or differentiated services (DS)
DSCP field

—  Source MAC address

—  Source IP address

—  Destination MAC address

— Destination IP address

—  EtherType

—  TCP/UDP source port

— VLAN identifier value or range (outer and/or inner VLAN

tag)

—  TCP/UDP destination port

— 802.1p user priority (outer and/or inner VLAN tag)

—  IPv6 flow label

Optional rule attributes:

— IP protocol number

—  Assign matching traffic flow to a specific queue

—  Redirect or mirror (flow-based mirroring) matching traffic
flow to a specific port

—  Generate trap log entries containing rule hit counts

Quality of Service - Class of Service (CoS)

Direct user configuration of the following:

Auto VolP

— IP DSCP to traffic class mapping

— IP precedence to traffic class mapping

— Interface trust mode: 802.1p, IP Precedence, IP DSCP,
or untrusted

— Interface traffic shaping rate

—  Minimum and maximum bandwidth per queue

—  Strict priority versus weighted (WRR/WDRR/WFQ)

scheduling per queue

—  Tail drop versus Weighted Random Early Detection
(WRED) queue depth management

Core Multicast

RFC 1112 — Host extensions for IP multicasting

RFC3973 — PIM-DM

RFC 2236 — IGMP v2

RFC4601 — PIM-SM

RFC 2710 — MLDv1

Draft-ietf-idmr-dvmrp-v3-10 — DVMRP

RFC 2365 — Administratively scoped boundaries

Draft-ietf-magma-igmp-proxy-06.txt — IGMP/MLD-based multicast
forwarding (IGMP/MLD proxying)

RFC 3376 — IGMPv3

Draft-ietf-magma-igmpv3-and-routing-05.txt — IGMPv3 and

multicast routing protocol interaction

RFC3810 — MLDv2

Static RP
configuration

Core IPv6 Routing

RFC 1981 — Path MTU for IPv6

RFC 3513 — Addressing
architecture for IPv6

RFC 2373 — IPv6 addressing

RFC 3542 — Advanced sockets
API for IPv6

RFC 2460 — IPv6 protocol specification

RFC 3587 — IPv6 global unicast
address format

RFC 2461 — Neighbor discovery

RFC 3736 — Stateless DHCPv6
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RFC 2462 — Stateless autoconfiguration

RFC 4213 — Basic transition
mechanisms for IPv6

RFC 2464 — IPv6 over Ethernet

RFC 4291 — Addressing
architecture for IPv6

RFC 2711 — IPv6 router alert

RFC 4443 — Internet Control Message Protocol (ICMPv6) for the
IPv6 Specification

RFC 5340—O0SPF

RFC 3056—Connection of IPv6 Domains via IPv4 Clouds for IPv6
RFC 3315 —Dynamic Host Configuration Protocol for IPv6 RFC 5187 —OSPFv3 Graceful
(DHCPV6) Restart

RFC 3484 — Default address selection for IPv6

RFC 6164 — Using 127-Bit IPv6 Prefixes on

Inter-Router Links

RFC 3493 — Basic socket interface for IPv6

RFC 6583 — Operational Neighbor Discovery Problems

Supported MIBs

MIBs can be dowloaded here: http://

support.netgear.com/for _business/default.aspx

Base Package MIBs

ANSI/TIA-1057 — LLDP-EXT-MED-MIB

RFC 2674 — Q-BRIDGE-MIB

DIFFSERV DSCP TC (Draft — no RFC)

RFC 2677 — IANA Address Family Numbers MIB

DNS-RESOLVER-MIB (IETF DNS Working Group)

RFC 2819 — RMON MIB

DNS-SERVER-MIB (IETF DNS Working Group)

RFC 2925 — DISMAN-PING-MIB and
DISMAN-TRACEROUTE-MIB

GreenEthernet Private MIB

RFC 3273 — RMON MIB for High Capacity Networks

IANA-ADDRESS-FAMILY-NUMBERS-MIB (IANA (3/2002)

RFC 3411 — SNMP Management Frameworks MIB

IEEE 802.1AB-2004 — LLDP MIB

RFC 3411 — SNMP-FRAMEWORK-MIB

IEEE 802.1AB-2005 — LLDP-EXT-DOT3-MIB

RFC 3412 — SNMP-MPD-MIB

POWER ETHERNET MIB (Draft — no RFC)

RFC 3413 — SNMP-NOTIFICATION-MIB

RFC 1155 — SMI-MIB

RFC 3413 — SNMP-PROXY-MIB (initial revision published as RFC
2273)

RFC 1450 — SNMPV2-MIB

RFC 3413 — SNMP-TARGET-MIB (initial revision published as
RFC 2273)

RFC 2273 — SNMP Notification MIB, SNMP Target MIB

RFC 3414 — User-based Security Model for SNMPv3 MIB

RFC 2392 — IANA RTPROTO-MIB

RFC 3415 — View-based Access Control Model for SNMP MIB

RFC 2572 — SNMP Message Processing and Dispatching MIB

RFC 3417 — SNMPV2-TM

RFC 2574 — User-based Security Model for SNMPv3 MIB

RFC 3418 — SNMPv2 MIB

RFC 2575 — View-based Access Control Model for SNMP MIB

RFC 3434 — RMON MIB Extensions for High Capacity Alarms

RFC 2576 — SNMP Community MIB

RFC 3584 — SNMP Community MIB

RFC 2578 — SNMPV2-SMI

RFC 3621 — POWER-ETHERNET-MIB

RFC 2579 — SNMPV2-TC

SNMP-RESEARCH-MIB— SNMP research MIB definitions

RFC 2580— SNMPV2-CONF

SR-AGENT-INFO-MIB— SNMP research MIB definitions

RFC 2613 — SMON-MIB

USM-TARGET-TAG-MIB — SNMP research MIB definitions

Switching Package MIBs

RFC 1213 — MIB-II

RFC 2011 — SNMPv2 Management Information Base

ANSI/TIA 1057 — LLDP-MED MIB

RFC 2213 — Integrated Services MIB

FASTPATH Enterprise MIBs supporting switching features

RFC 2233 — IF-MIB

FASTPATH-MMRP-MIB — MMRP private MIB for IEEE 802.1Q

devices

RFC 2233 — The Interfaces Group MIB using SMI v2

FASTPATH-MSRP-MIB — MSRP private MIB for IEEE 802.1Q

devices

RFC 2674 — VLAN and Ethernet Priority MIB (P-Bridge MIB)
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FASTPATH-MVRP-MIB — MVRP private MIB for IEEE 802.1Q
devices

RFC 2737 — Entity MIB (Version 2)

IANAIifType-MIB — IANAIifType Textual Convention

RFC 2819 — RMON Groups 1,2,3, &9

IEEE 802.1AB — LLDP MIB

RFC 2863 — Interfaces Group MIB

IEEE 802.3AD MIB (IEEE8021-AD-MIB)

RFC 3291 — INET Address MIB

IEEE Draft P802.1AS/D7.0 (IEEE8021-AS-MIB)

RFC 3291 — Textual Conventions for Internet Network Addresses

IEEE LAG-MIB — Link Aggregation module for managing IEEE
802.3ad

RFC 3621 — Power Ethernet MIB

LLDP-EXT-DOT3-MIB (part of IEEE Std 802.1AB)

RFC 3635 — Etherlike MIB

LLDP-MIB (part of IEEE Std 802.1AB)

RFC 3636 — IEEE 802.3 Medium Attachment Units (MAUs) MIB

Private MIB for 802.1Qat, 802.1Qav Configuration

RFC 4022 — Management Information Base for the Transmission
Control Protocol (TCP)

RFC 1493 — Bridge MIB

RFC 4113 — Management Information Base for the User Datagram
Protocol (UDP)

RFC 1643 — Definitions of managed objects for the Ethernet-like
interface types

RFC 4444 — 1S-I1S MIB

Routing Package MIBs

FASTPATH Enterprise MIBs supporting routing features

RFC 2096 — IP Forwarding Table MIB

IANA-Address-Family-Numbers-MIB

RFC 2668 — IEEE 802.3 Medium Attachment Units (MAUs) MIB

RFC 1724 — RIP v2 MIB Extension

RFC 1850 — OSPF MIB

RFC 2787 — VRRP MIB

IPv6 Management MIBs l

RFC 3419 — TRANSPORT-ADDRESS-MIB

IPV6-ICMP-MIB (draft)

IPV6-MIB (draft)

IPv6 Routing MIBs |

RFC 2465 — IPv6 MIB

RFC 2466 — ICMPv6 MIB

QoS Package MIB ‘

RFC 3289 — DIFFSERV-MIB & DIFFSERV-DCSP-TC MIBs

Private MIBs for full configuration of DiffServ, ACL, and CoS

functionality

Security MIB ‘

RFC 2618 — RADIUS Authentication Client MIB

IEEE8021-PAE-MIB — The Port Access Entity module for
managing IEEE 802.1X

RFC 2620 — RADIUS Accounting MIB

IEEE 802.1X MIB (IEEE 8021-PAE-MIB 2004 Revision)

Multicast Package MIBs

RFC 2932 — IPv4 Multicast Routing MIB (for DVMRPv4 and
PIMDMv4)

draft-ietf-idmr-dvmrp-mib-11.txt — DVMRP MIB

RFC 5060—PIM-SM and PIM-DM MIB for IPv4 and IPv6

draft-ietf-magma-mgmd-mib-05.txt —Multicast Group Membership
Discovery MIB (both IGMP and MLD)

RFC 5240—BSR Protocol MIB

FASTPATH Enterprise MIBs supporting multicast features

Management

Password management Yes

Configurable Management
VLAN Yes

Out-of-band Management Yes

In-band management can be shut down using Management ACLs

when separate management network
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Auto Install (BOOTP and

Scalable deployment process

DHCP options 66, 67, 150 Yes ] ]
and 55, 125) (firmware, config)
Admin access control via
Radius and TACACS+ Yes Policies, Enable
Industry standard CLI Command Line
(IS-CLI) Yes interface
CLI commands logged to a
Syslog server Yes
Web-based graphical user . .
interface (GUI) Ves Fully functional GUI (exceptions are noted below:)
Features without Web GUI
support

PV(R)STP CLI only

Authorization List CLI only

Control Plane ACL CLI only

UDLD CLI only

Policy Based Routing | CLI only

LLPF CLI only

QoS Policy for Single
Rate CLI only

DHCPv6 Snooping CLI only

IPv6 DHCP Relay CLI only

eMail Alerting CLI only

MMRP CLI only
Telnet Yes
IPv6 management Yes
Dual Software (firmware) Allows non disruptive firmware
image Yes upgrade process

Text-based (CLI commands)

Dual Configuration file Yes configuration file
Non disruptive Config With new startup configuration file, the switch gracefully resolves
Management Yes any differences with the running config
IS-CLI Scripting Yes
Port descriptions Yes
SNTP client over UDP port Provides synchronized network timestamp either in broadcast or
123 Yes unicast mode
XMODEM Yes
SNMP v1/iv2 Yes
SNMP v3 with multiple IP
addresses Yes
RMON 1,2,3,9 Yes

Max History entries

3 * (number of ports in the stack + LAG + 10)

Max buckets per
History entry

10

Max Alarm entries

3 * (number of ports in the stack + LAG + 10)

Max Event entries

3 * (number of ports in the stack + LAG + 10)
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Max Log entries per
Event entry 10
Port Mirroring Yes

Number of monitor

sessions 1 (multiple sessions are configurable)
TX/RX Yes
Many to One Port

Mirroring Yes
LAG supported as

source ports Yes

Max source ports in a

session

Total switch port count

Remote Port Mirroring
(RSPAN)

Yes

When a particular session is enabled, any traffic entering or leaving the source ports of that session is
copied (mirrored) onto a Remote Switched Port Analyzer (RSPAN) VLAN

Flow based mirroring Yes

Cable Test utility Yes CLI, Web GUI

Outbound Telnet Yes

SSH vl/v2 Secure Shell
SSH Session

Configuration Yes

SSL/HTTPS and TLS v1.0

for web-based access Yes

File transfers (uploads,

downloads) TFTP /HTTP

Secured protocols for file

transfers SCP / SFTP /HTTPS

HTTP Max Sessions 16

SSL/HTTPS Max Sessions 16

HTTP Download (firmware) Yes

Email Alerting Yes (CLI only)

Syslog (RFC 3164) (RFC
5424)

Yes, forwarding messages via UDP using the Syslog protocol to one or more collectors or relays

Persistent log supported Yes

OpenFlow 1.3 Supports a single-table OpenFlow 1.3 data forwading path

User Admin Management

User ID configuration Yes
Max number of

configured users 6
Support multiple

READWRITE Users Y
Max number of IAS

users (internal user

database) 100

Authentication login lists Yes

Authentication Enable lists Yes
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Authentication HTTP lists Yes
Authentication HTTPS lists Yes
Authentication Dot1x lists Yes
Accounting Exec lists Yes
Accounting Commands lists | Yes
Login History 50
M4300 series - Platform
Constants
Maximum number of remote
Telnet connections 5
Maximum number of remote
SSH connections 5

128K 16K (all other

Number of MAC Addresses

(M4300-24X24F , M4300-48X)

models)

Number of VLANs

4K

VLAN ID Range

1-4093

Number of 802.1p Traffic

Classes

8 classes (standalone)

7 classes (stack)

IEEE 802.1x

Number of .1x clients
per port

48

Number of LAGs

128 LAGs with up to 8 ports per group

Maximum multiple spanning

tree instances (MSTP) 32

Maximum per VLAN

spanning tree instances

(PVST) 32

MAC based VLANS Yes
Number supported 256

Number of network buffers 246

Number of log messages

buffered 200

Static filter entries
Unicast MAC and

source port 20
Multicast MAC and

source port 20
Multicast MAC and

destination port (only) 2,048

Subnet based VLANS Yes
Number supported 128

Protocol Based VLANs Yes
Max number of

groups 128
Max protocols 16

Maximum Multicast MAC

Addresses entries 2K
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Jumbo Frame Support

Yes

Max Size Supported

12k (M4300-24X24F,M4300-48X)

9k (all other models)

Number of IP Source Guard

stations 379
Number of DHCP snooping

bindings 32K
Number of DHCPV6

snooping bindings 32K
Number of DHCP snooping

static entries 1024

LLDP-MED number of

remote nodes

2 x Total stack port count

LLDP Remote
Management address

buffers

2 x Total stack port count

LLDP Unknown
TLV address buffers

100

LLDP
Organisationally Defined
Large TLV buffers

Total stack port count

LLDP
Organisationally Defined
Small TLV buffers

12 x Total stack port count

Port MAC Locking Yes
Dynamic addresses
per port 4096
Static addresses per
port 48
sFlow
Number of samplers Total stack port count
Number of pollers Total stack port count
Number of receivers 8
Radius
Max Authentication
servers 32
Max Accounting
servers 32

Number of Routes (v4/v6)

IPv4 only SDM build

12K (M4300-24X24F,M4300-48X)

512 (all other models)

SDM (System Data
Management, or

switch database)

IPv4/1Pv6 SDM build

IPv4 routes

8K (M4300-24X24F,M4300-48X)

512 (all other models)

IPVv6 routes

4K (M4300-24X24F,M4300-48X)

256 (all other models)

RIP application route

scaling

512
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OSPF application
route scaling

12K (M4300-24X24F ,M4300-48X)

512 (all other models)

Number of routing interfaces

(including port/vian) 128

Number of static routes

(v4/v6) 64/64

OSPF
OSPFv2 max

neighbors 400
OSPFv3 max

neighbors 400
OSPFv3 max

neighbors per interface 100

Tunnels
Number of configured

v6-over-v4 tunnels 8
Number of automatic

(6to4) tunnels 1
Number of 6to4 next

hops 16

DHCP Server
Max number of pools | 256
Total max leases 2K

DNS Client
Concurrent requests 16
Name server entries 8
Seach list entries 6
Static host entries 64
Cache entries 128
Domain search list

entries 32

DHCPV6 Server
Max number of pools | 16
DNS domain names

within a pool 5
DNS server

addresses within a pool 8
Delegated prefix

definitions within a pool 10

Number of Host Entries
(ARP/NDP)

IPv4 only SDM build

8K (M4300-24X24F,M4300-48X)

2K (all other models)

SDM (System Data
Management, or
switch database)

IPv4/IPv6 SDM build
(VAIVB)

6K (M4300-24X24F,M4300-48X)

2.5K (all other
models)

Static v4 ARP Entries

128
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Number of ECMP Next Hops
per Route

16 (M4300-24X24F,M4300-48X)

4 (all other models)

Number of ECMP groups

256 (M4300-24X24F,M4300-48X)

128 (all other models)

Total ECMP nexthops in
Hardware

4,096
(M4300-24X24F , M4300-48X)

2,048 (all other
models)

IGMPv3 / MLDV2 Snooping

Limits

IGMPVv3/MLDv2 HW

entries when IP Multicast 512/512 64/32 (all other
present (M4300-24X24F,M4300-48X) models)
IP Multicast

Number of IPv4/IPv6

Multicast Forwarding Entries

1,024/512
(M4300-24X24F,M4300-48X)

96/32 (all other

models)

IGMP Group
Memberships per system

2K (IPv4) and 2K (IPv6)
(each for v4 & v6)

IPv4 Multicast routes
(IPv4 only)

1.5K (M4300-24X24F,M4300-48X)

128 (all other models)

DVMRP Neighbors

256

PIM-DM Neighbors 256
PIM-SM Neighbors 256
PIM-SM Static RP

Entries 5
PIM-SM Candidate

RP Group Range Entries 20
PIM-SM SSM Range

Entries 5
IGMP Sources

processed per group per

message 73

ACL Limits

Maximum Number of
ACLs (any type) 100

Maximum Number

Configurable Rules per List

1,023 ingress / 511 ingress

Maximum ACL Rules
per Interface and Direction

1,023 ingress / 511 ingress

Maximum ACL Rules
per Interface and Direction
(IPv6)

893 ingress / 509 egress

Maximum ACL Rules

(system-wide) 16K
Maximum ACL
Logging Rules (system-wide) | 128

COS Device Characteristics

Configurable Queues

per Port

8 queues (standalone)

7 queues (stack)
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Configurable Drop
Precedence Levels

DiffServ Device Limits

Number of Queues

8 queues (standalone)

7 queues (stack)

Requires TLV to

contain all policy instances

combined Yes
Max Rules per Class 13
Max Instances per
Policy 28
Max Attributes per
Instance 3
Max Service
Interfaces 116
Max Table Entries
Class Table 32
Class Rule Table | 416
Policy Table 64
Policy Instance
Table 1,792
Policy Attribute
Table 5,376
Max Nested
Class Chain Rule Count 26
AutoVolP number of voice
calls 20
iISCSI Flow Acceleration
Max Monitored TCP
Ports/IP Addresses 16
Max Sessions 192
Max Connections 192
OpenFlow 1.3
Number of max
OpenFlow access rules 1,024
Number of max
OpenFlow forwarding rules 1,792

LEDs

Per port

Speed, Link, Activity

Per device (half-width

models)

Power, Fan, Stack Master, Stack ID

Per device (full width

models)

Power 1, Power 2, Fan, Stack Master, Stack ID

Physical Specifications

Dimensions

M4300-8X8F

Width: 8.35 inches (21.2 cm) (half-width); Height: 1U - 1.73 inches (4.4 cm); Depth: 13.58 inches (34.5

cm)
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M4300-12X12F Width: 8.35 inches (21.2 cm) (half-width); Height: 1U - 1.73 inches (4.4 cm); Depth: 13.58 inches (34.5

M4300-24X cm)

M4300-24X24F

M4300-48X Width: 17.32 inches (44 cm); Height: 1U - 1.73 inches (4.4 cm); Depth: 13.58 inches (34.5 cm)

M4300-28G Width: 17.32 inches (44 cm); Height: 1U - 1.73 inches (4.4 cm); Depth: 12.2 inches (31 cm)

M4300-28G-PoE+ Width: 17.32 inches (44 cm); Height: 1U - 1.73 inches (4.4 cm); Depth: 12.2 inches (31 cm)

M4300-52G Width: 17.32 inches (44 cm); Height: 1U - 1.73 inches (4.4 cm); Depth: 12.2 inches (31 cm)

M4300-52G-PoE+ Width: 17.32 inches (44 cm); Height: 1U - 1.73 inches (4.4 cm); Depth: 15.28 inches (38.8 cm)
Weight

M4300-8X8F 7.311b (3.32 kg)

M4300-12X12F 8.14 b (3.69 kg)

M4300-24X 91.2 Ib (4.14kg)

M4300-24X24F 13.48 Ib (6.12 kg)

M4300-48X 14.44 b (6.55 kg)

M4300-28G 9.94 |b (4.51 kg)

M4300-28G-PoE+
(GSM4328PA version 550W
PSU)

11.21 Ib (5.09 kg)

M4300-28G-PoE+

(GSM4328PB version
1,000W PSU) 11.47 Ib (5.20 kg)
M4300-52G 10.81 Ib (4.91 kg)

M4300-52G-PoE+
(GSM4352PA version 550W
PSU)

14.44 Ib (6.55 kg)

M4300-52G-PoE+
(GSM4352PB version
1,000W PSU)

14.7 Ib (6.67 kg)

Power Consumption

Worst case, all ports used,
full PoE, line-rate traffic

M4300-8X8F 49W max
M4300-12X12F 97W max
M4300-24X 125W max
M4300-24X24F 161W max
M4300-48X 237.2W max
M4300-28G 34.5W max

M4300-28G-PoE+
(GSM4328PA version 550W
PSU)

577W (1 PSU); 575W (2 PSUs in RPS mode); 797W (2 PSUs in EPS

share mode) max

M4300-28G-PoE+
(GSM4328PB version
1,000W PSU)

833.2W (1 PSU); 832.5W (2 PSUs in RPS mode); 833.2W (2 PSUs in

EPS share mode) max

M4300-52G

47.4W max

M4300-52G-PoE+
(GSM4352PA version 550W
PSU)

609W (1 PSU); 611W (2 PSUs in RPS mode); 865W (2 PSUs in EPS share mode); 915W (2 PSUs in EPS
share mode with external RPS) max
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M4300-52G-PoE+
(GSM4352PB version 888W (1 PSU); 902W (2 PSUs in RPS mode); 1,585W (2 PSUs in EPS share mode); 1,655W (2 PSUs in
1,000W PSU) EPS share mode with external RPS) max
Environmental Specifications
Operating:
Temperature 32°to 122°F (0° to 50°C)
Humidity 90% maximum relative humidity, non-condensing
Altitude 10,000 ft (3,000 m) maximum
Storage:
Temperature —4° to 158°F (-20° to 70°C)
Humidity 95% maximum relative humidity, non-condensing
Altitude 10,000 ft (3,000 m) maximum

Electromagnetic Emissions and Immunity

CE mark, commercial
FCC Part 15 Class A
VCCI Class A

Class A EN 55022

Certifications
(CISPR 22) Class A
Class A C-Tick
EN 50082-1
EN 55024
Safety

CE mark, commercial
Certifications CSA certified (CSA 22.2 #950)
UL listed (UL 1950)/cUL IEC 950/EN 60950

Package Content

Power cord(s)

RJ45 straight-through wiring serial console cable to DB9
Mini-USB console cable

Rubber caps for the SFP+ sockets

Rubber footpads for tabletop installation

Installation guide

All models
Resource CD with the following manuals and software:
- Software setup manual
- CLI manual
- Software administration guide
- Hardware installation guide
- The driver for use with The Mini-USB console cable
M4300-8X8F, Half-width switch with one APS250W power supply unit
M4300-12X12F, 1-unit rack-mounting kit: one long bracket, one regular (short) bracket, and screws
M4300-24X 2-unit rack-mounting kit: one pair of inside and outside middle mounts (for combining two half-width
M4300 switches)
M4300-24X24F, Full width switch with one APS250W power supply unit
M4300-48X 1-unit rack-mounting kit
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M4300-28G, M4300-52G

Full width switch with one APS150W power supply unit

1-unit rack-mounting kit

M4300-28G-PoE+
(GSM4328PA version 550W
PSU)

Full width switch with one APS550W power supply unit

M4300-52G-PoE+
(GSM4352PA version 550W
PSU)

1-unit rack-mounting kit

M4300-28G-PoE+
(GSM4328PB version
1,000W PSU)

Full width switch with one APS1000W power supply unit

M4300-52G-PoE+
(GSM4352PB version

1-unit rack-mounting kit

1,000W PSU)
Optional Modules and Accessories
APS150
APS150W 150W AC PSU for M4300-28G and M4300-52G W-100N
ES/AJS
APS250
250W AC PSU for M4300-8X8F, M4300-12X12F, M4300-24X,
APS250W W-100N
M4300-24X24F )L % M4300-48X
ES/AJS
APS550
APS550W 550W AC PSU for M4300-28G-PoE+ (GSM4328PA) and M4300-52G-PoE+ (GSM4352PA) W-100N
ES/AJS
APS100
APSL1000W 1,000W AC PSU for M4300-28G-PoE+ (GSM4328PB), M4300-52G-PoE+ (GSM4352PB) and | OW-100
RPS4000 NES/AJ
S
RPS400
RPS4000 External / Redundant Power Supply (up to four switches) for M4300-52G-PoE+ 0-200NE
SIAJS
AGM731
AGM731F 1000BASE-SX SFP GBIC (Multimode) F
AGM732
AGM732F 1000BASE-LX SFP GBIC (Single mode) F
AGM734
AGM734 1000BASE-T RJ45 SFP GBIC
-10000S
AXC761-
AXC761 10GSFP+ Cu (passive) SFP+ to SFP+ Direct Attach Cable 1m
10000S
AXC763
AXC763 10GSFP+ Cu (passive) SFP+ to SFP+ Direct Attach Cable 3m
-10000S
AXM761
AXM761 10GBASE-SR SFP+ GBIC (OM3/0M4 Multimode)
-10000S
AXM761
AXM761 (Pack of 10 )
ts) 10GBASE-SR SFP+ GBIC (OM3/OM4 Multimode) P10-100
units
00s
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. AXM762
AXM762 10GBASE-LR SFP+ GBIC (Single mode)
-10000S
AXM762
AXM762 (Pack of 10 )
ts) 10GBASE-LR SFP+ GBIC (Single mode) P10-100
units
00s
AXM763 10GBASE-LRM SFP+ GBIC (Long Reach Multimode for OM1/OM2, also compatible with AXM763
OM3/0M4) -10000S
) AXM764
AXM764 10GBASE-LR LITE SFP+ GBIC (Single mode)
-10000S
Warranty and Support
ProSafe Lifetime Hardware
Included, lifetime
Warranty*
90 days of Technical Support
) ) Included, 90 days after purchase
via phone and email*
Lifetime Technical Support o
] Included, lifetime
through online chat*
Lifetime Next Business Day o
Included, lifetime
hardware replacement*
ProSupport Service Packs
Installation contracts for: All models
PSB0304-10000S Remote Installation Setup and Configuration Service Contract
PSP1104-10000S Onsite Installation Setup and Configuration Service Contract
M4300-2 M4300-5
Supplemental support 8G-PoE 2G-PoE
contracts for: M4300-8X8F M4300-28G + M4300-52G i
PMP3133-10000S OnSite NBD Replacement 3-year CAT 3
PMB0333-10000S OnCall 24x7 3-year CAT 3
PMB0353-10000S OnCall 24x7 5-year CAT 3
Supplemental support M4300-2
contracts for: M4300-12X12F M4300-24X 4X24F M4300-48X

PMP3134-10000S

OnSite NBD Replacement 3-year CAT 4

PMB0334-10000S

OnCall 24x7 3-year CAT 4

PMB0354-10000S

OnCall 24x7 5-year CAT 4

TTBER

M4300-8X8F

Americas, Europe

XSM4316S-100NES

Asia Pacific

XSM4316S-100AJS

China

XSM4316S-100PRS

M4300-12X12F

Americas, Europe

XSM4324S-100NES

Asia Pacific XSM4324S-100AJS
China XSM4324S-100PRS
M4300-24X

Americas, Europe

XSM4324CS-100NES

Asia Pacific

XSM4324CS-100AJS

China

XSM4324CS-100PRS
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M4300-24X24F

Americas, Europe

XSM4348S-100NES

Asia Pacific XSM4348S-100AJS
China XSM4348S-100PRS
M4300-48X

Americas, Europe

XSM4348CS-100NES

Asia Pacific XSM4348CS-100AJS
China XSM4348CS-100PRS
M4300-28G

Americas, Europe

GSM4328S-100NES

Asia Pacific

GSM4328S-100AJS

China

GSM4328S-100PRS

M4300-28G-PoE+ with 550W

PSU

Americas, Europe

GSM4328PA-100NES

Asia Pacific

GSM4328PA-100AJS

China

GSM4328PA-100PRS

M4300-28G-PoE+ with 1,000W PSU

Americas, Europe

GSM4328PB-100NES

Asia Pacific GSM4328PB-100AJS
China GSM4328PB-100PRS
M4300-52G

Americas, Europe

GSM4352S-100NES

Asia Pacific

GSM4352S-100AJS

China

GSM4352S-100PRS

M4300-52G-PoE+ with 550W

PSU

Americas, Europe

GSM4352PA-100NES

Asia Pacific

GSM4352PA-100AJS

China

GSM4352PA-100PRS

M4300-52G-PoE+ with 1,000W PSU

Americas, Europe

GSM4352PB-100NES

Asia Pacific

GSM4352PB-100AJS

China

GSM4352PB-100PRS
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