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General information

1 General information

OPC Unified Architecture (OPC UA) is a software interface for an industrial communication protocol and data model
for communication between end devices (e.g. PLCs, industrial PCs, process control systems) of different manu-
facturers according to the client-server principle. OPC UA is used for the reliable and manufacturer-independent
transport of data (raw data and pre-processed information from the sensor level to the PLC / control computer).
With the help of OPC UA, any type of information can be made available anytime and anywhere.

Control
HMI
Data acquisition
Diagnostics
TCP/IP TCP/IP
or or
Internet Internet

Fieldbus
[ [ [ [

| Plant/Process/Data | | Plant/Process/Data |

Properties of OPC UA
*  Communication via TCP/IP and Internet
» Communication across firewall boundaries
« Easy configuration and maintenance
» Secure, encryptable and uses certificates
» All OPC UA information (e.g. data) available in a namespace
» Can be used on different operating systems and with different programming languages
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Technical description

2 Technical description

2.1 Order data

Model number Short description Figure
Bus controllers

X20BC008U X20 bus controller, 1 OPC UA Ethernet interface, integrated 2-
port switch, 2x RJ45, order bus base, power supply module and
terminal block separately.

Required accessories

System modules for bus controllers

X20BB80 X20 bus base, for X20 base module (BC, HB, etc.) and X20 pow-
er supply module, X20 end plates (left and right) X20ACOSL1/
X20ACOSR1 included

X20PS9400 X20 power supply module, for bus controller and internal /O
power supply, X2X Link power supply

X20PS9402 X20 power supply module, for bus controller and internal 1/O
power supply, X2X Link power supply, supply not electrically iso-
lated

Terminal blocks

X20TB12 X20 terminal block, 12-pin, 24 VDC keyed

Table 1: X20BC008U - Order data
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2.2 Technical data

Technical description

Model number

X20BC008U

Short description

Bus controller

OPC UA server

General information

Module status
Bus function

B&R ID code OXEAFB
Status indicators Module status, bus function
Diagnostics

Yes, using status LED and software
Yes, using status LED and software

Power consumption

Bus 25W
Additional power dissipation caused by actuators -
(resistive) [W]
Certifications
CE Yes
EAC Yes
uL cULus E115267
Industrial control equipment
ATEX Zone 2, 113G ExnAnC IIAT5 Ge
IP20, Ta (§ee X20 user's manual)
FTZU 09 ATEX 0083X
Interfaces
Fieldbus OPC UA server
Variant 2x shielded RJ45 (switch)
Line length Max. 100 m between 2 stations (segment length)
Transfer rate 100 Mbit/s
Transfer
Physical layer 100BASE-TX
Half-duplex Yes
Full-duplex Yes
Autonegotiation Yes
Auto-MDI / MDIX Yes
Min. cycle time "
Fieldbus 10 ms
X2X Link 2ms
Synchronization between bus systems possible Yes

Electrical properties

Electrical isolation

OPC UA isolated from bus and 1/O

Operating conditions

Mounting orientation

Horizontal Yes

Vertical Yes
Installation elevation above sea level

0 to 2000 m No limitations

>2000 m Reduction of ambient temperature by 0.5°C per 100 m
Degree of protection per EN 60529 1P20
Ambient conditions
Temperature

Operation

Horizontal mounting orientation -25 to 60°C
Vertical mounting orientation -25 to 50°C

Derating -

Storage -40 to 85°C

Transport -40 to 85°C
Relative humidity

Operation 5 to 95%, non-condensing

Storage 5 to 95%, non-condensing

Transport 5 to 95%, non-condensing
Mechanical properties
Note Order terminal block 1x X20TB12 separately

Order 1x power supply module X20PS9400 or X20PS9402 separately
Order 1x bus base X20BB80 separately

Spacing 2 37.5*02mm

Table 2: X20BC008U - Technical data

1) The minimum cycle time defines how far the bus cycle can be reduced without communication errors occurring.
2) Spacing is based on the width of bus base X20BB80. In addition, power supply module X20PS9400 or X20PS9402 is always required for the bus controller.
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Technical description
2.3 LED status indicators

The following table lists the LED status indicators available on the bus controller. Exact blink times are specified
in the timing diagram in the next section.

Figure LED Color Status Description
MS" Green Off X2X halted
3 pulses Initializing X2X network
On? Normal operation, X2X active
Red 1 pulse One or more modules missing since startup
2 pulses 1/0 module missing that was already active
3 pulses Mismatch of at least 1 I/O module with configuration
=) - -
® 4 pulses Watchdog timer expired
i On Corrupt configuration file in flash memory or hardware fault
::5‘ Cs" Green Off No active OPC UA sessions
= 1 pulse Waiting for DHCP server?
25 2 pulses Waiting for time synchronization®
On At least 1 connection is active.
Red 1 pulse Waiting for DHCP server®
2 pulses Waiting for time synchronization®
3 pulses Error mode OutputKeepAlive is active.
On IP address conflict. Another network station used the same IP address.
L/A IFx Green Off Indicates that no physical Ethernet connection exists
Blinking Ethernet activity taking place on the RJ45 interface (IF1, IF2) indicated by the
respective LED
On Indicates an established connection (link), but no communication is taking place

1) This LED is a green/red dual LED.
2) The red LED can be superimposed over the green LED, which results in a mixed color.
3) The waiting time is indicated by green pulses in the first 10 seconds of the search or synchronization; red pulses then follow.

LED status indicators - Blink times

= 1 pulse
250

r-0T - 2 pulses

250 | 250 | 250

rMJ -J 3 pulses

250 | 250 | 250 | 250 | 250

J ,,,,,,,,,,,,, 4 pulses
250 | 250 | 250 | 250 | 250 | 250 | 250

Min. 2500

All times in ms

2.4 Ethernet interface

For information about wiring X20 modules with an Ethernet interface, see section "Mechanical and electrical con-
figuration - Wiring guidelines for X20 modules with Ethernet cables" of the X20 user's manual.

X1
X2
Interface Pinout
Pin Ethernet
1 RXD Receive data
2 RXD\ Receive data\
3 TXD Transmit data
4 Termination
5 Termination
6 TXD\ Transmit data\
RJ45, shielded 7 Termination

8 Termination
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Technical description
2.5 Network address switches

The network address switches have multiple functions:

» Changing the default IP address (range 0x01 to 0x7F)
» Enables operation with a DHCP server (in the range 0x80 to OxEF)
* Initializes the communication parameters with their default values (OxFF)

For an overview of network address switch functions, see "Overview of network address switch functionality" on
page 7.

Information:

* It is important to make sure that 2 bus controllers are not being operated in the same network
with the same network address switch settings, with the exception of value 0x00.

* For all switch positions except 0x00, the IP address configured in the bus controller is not or
only partially used (range 0x01 to 0x7F). The IP address actually used is indicated in OPC UA
object "CurrentlP-Address™ after startup.

» Changes to the network address switches are only applied after a restart.

2.6 Overview of network address switch functionality

The bus controller has 2 address switches. The bus controller can be set to different operating modes using certain,
pre-defined switch positions.

Switch position Description

0x00 All parameters are initialized from flash memory.
The bus controller is started with its default values if valid flash data is not present. In this case the configuration
is identical to switch position OxFF.
0x01 - Ox7F Parameters are read from flash memory. The last position of the IP address saved in flash memory is changed
to the address switch value, however.
Example

+ IP address stored in flash memory: 192.168.1.1
*  Switch position: 0x20 (decimal 32)
* Resulting IP address: 192.168.1.32

0x80 - OXEF In this range, the bus controller operates in DHCP mode. A hostname is generated according to the setting of
the address switch.
The generated hostname is composed of 3 elements: —"br" + "opc" + Address switch value (3 decimal positions)

Example
If the :ddress switch value is 0xD7 (dec. 215), for example, then hostname "bropc215" will be generated.
0xFO See "Restoring to factory settings" on page 10.
0xF1 - OxFE Reserved, switch position not permitted
OxFF All parameters are set to their default values. Parameters in flash memory are not overwritten.

The following default values are used:
* [P address: 192.168.1.1
*  Subnet mask: 255.255.255.0
+ Default gateway: 192.168.1.254
+ DNS server: 192.168.1.254
+  OPC UA server port: 4840
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Technical description
2.7 Configures network settings

A network connection and assigned IP address are required to communicate with the bus controller. The following
variants are possible for assigning the IP address:

+ Static IP address

* Address assignment by a DHCP server

» Use of OPC UA objects

Default parameters since firmware version 1.01

* |P address: 192.168.1.1

» Subnet mask: 255.255.255.0

» Default gateway: 192.168.1.254
» DNS server: 192.168.1.254

» OPC UA server port: 4840

2.7.1 Connecting to the bus controller via Ethernet

The connection between the network and bus controller can be made in the following way:

» Direct connection via patch cable between the PC network connection and bus controller.

» Over an Ethernet network. If necessary, multiple bus controllers can be connected to the network at the
same time.

Straight-through or crossover Ethernet cables can be used. Ethernet interface IF1 or IF2 is permitted to be used
as the slot on the bus controller.

Since the default subnet mask of the bus controller is 255.255.255.0, the first 3 bytes of the IP address for the PC
must match that of the bus controller.

Example

The bus controller has the default IP address of 192.168.1.1. In this case, the PC must be set to address
192.168.1.xxx, with xxx between 2 and 254.

The B&R OPC UA bus controller can be addressed in 2 ways:

* Viaits IP address
* Via its hostname

The IP address of the controller can be altered using its network address switches. The (configured) IP address
and port number stored in the controller's flash memory are used in position 0x00.

If the network address switch is set to OxFF, the controller is assigned IP address 192.168.1.1 on restart.
For additional details about address switches, see "Overview of network address switch functionality" on page
7.

2.7.2 Automatic IP assignment by a DHCP server

If a network address switch setting between 0x80 and OxEF is configured, the bus controller will attempt to request
an IP address from the DHCP server. The assigned IP address can be queried with command "ping" together
with the hostname. The bus controller registers the hostname on the DHCP server, which should forward it to a
DNS server.

Example The hostname (DNS name) is made up of 3 elements:
"br" + "opc" + Address switch value (3 decimal places)

This means, for example, that the following hostname is generated for address switch setting
0xD7 (dec. 215): "bropc215".

If no DNS service is available in the network, access is also possible via the two NetBIOS names of the bus
controller. The secondary NetBIOS name is identical to the hostname. If the address switches are set to 0x00, it
is identical to the primary NetBIOS name.

The bus controller can only be reached via its NetBIOS name if no other routers or gateways are in the way.
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Technical description
2.7.3 Setting network parameters manually

Operation on a DHCP server can also be configured using by setting object "X20BC008U / Configuration / Network /
EnableDHCP" to TRUE. With this setting, the hostname must be assigned by the DNS server.

Information:

Changes to attributes in the TCP/IP object are only saved to flash memory after OPC UA object Ap-
plyChanges or ApplyAllConfigurations is called. They are applied after the bus controller has been
restarted unless the network address switch forces another setting.

2.7.4 Changing the IP address with the network address switches

The address switches can be used to change the last byte in the IP address configured on the bus controller. The
IP address saved in flash memory is not changed. If the address switches are set to 0x00, the bus controller applies
the IP address last saved to flash memory.

Switch positions between 0x01 and 0x7F cause the last position of the IP address (the lowest byte) to be overwritten
by the value of the address switch. This provides the user a quick and easy way to address a large number of bus
controllers. In short, an IP address between 192.168.1.1 and 192.168.1.127 can be selected for a bus controller
using the address switches without requiring any additional software configuration.

2.7.5 Information about NetBIOS names

In addition to the hostname used to register on the DHCP server, the bus controller also has so-called NetBIOS
names. These are used to access the bus controller from a PC using its name (as opposed to its IP address). This
is only possible if no routers or gateways are in the way, however.

The primary NetBIOS name is always composed of the prefix "br" and the MAC address from the bus controller
(see "Automatic IP assignment by a DHCP server" on page 8).

The secondary NetBIOS name corresponds to the primary NetBIOS name at address switch position 0x00. This
is necessary because several bus controllers with address switch value 0x00 are permitted to be located in one
network segment. In this case, the IP address from flash memory is used.

For all other address switch positions, the secondary NetBIOS name is generated from the network address switch
value (as in DHCP mode): "br" + "opc" + Address switch value (3 decimal places).

A hostname defined explicitly by the user will be used for the secondary NetBIOS name regardless of the address
switch value.

This makes it possible to access the bus controller with the NetBIOS name configured using the address switches.

This is also possible if the controller was not configured for use with a DHCP server (address switch setting between
0x01 and Ox7F).
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Technical description

2.8 Boot behavior and factory settings

2.8.1 Restarting the bus controller

During bus controller or X2X module configuration, a restart of the bus controller may be required for settings to
be applied. It is sufficient to perform all configuration activities first and then to perform a single restart, regardless
of when the restart was reported as necessary.

Since a required restart cannot be predicted by the user, the configuration status must always also be evaluated
during configuration.

The bus controller can be restarted in the following ways:

» Temporarily interrupting the power supply.
» Via bus controller OPC UA object Reboot

2.8.2 Restoring to factory settings

The following procedure is used to reset the bus controller to its default configuration.

1) Set the address switch to FO.

2) Switch on the power supply.

3) If LED "MS" is blinking red, it indicates that the deletion operation can be started.

4) To start the deletion procedure, set the address switch to 00 for 1 second and then set it back to FO.

5) If LED "MS" is solid red, it indicates that deletion is in progress; this lasts approximately 20 seconds. When
deletion has completed, LED "MS" blinks red and green alternately.

6) Reset the address switch to the desired value and reboot the bus controller.

Information:

If the deletion procedure is interrupted due to a power failure, the operation must be restarted; other-
wise, parts of the previous configuration may be retained.

2.8.3 Forcing a boot from the factory default sector

This is necessary if a firmware has been stored in the upgrade sector that operates the watchdog correctly but
does not allow an error-free boot process. The bootloader would start the defective firmware, no longer providing

a way to perform a subsequent update.

To force a boot from the factory default sector, one of the network address switches must be continuously moved
during the actual boot procedure. This is detected by the bootloader, which causes module status LED "MS" to begin
flickering red very rapidly. After 1 second passes in which the network address switch is no longer changed, the
bus controller restarts using the factory default boot sector and the current value of the network address switches.

The bus controller boots into this mode with limited basic functionality. This allows the establishment of connections,
configuration, error analysis and firmware updates.
Information:

With bus controllers with a hardware revision <B7, no network connection can be established after
such a boot process since an incompatible subnet of 192.168.100.x is set by default in the boot version.
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Technical description
2.9 Web server

The web server integrated in the bus controller in Rev. BO, firmware V.0.09 and later can be used for the firmware
update. There are no extensive diagnostic functionalities, however.

The web server can be opened in any browser by specifying the IP address or hostname in the address bar.
Examples

http://192.168.1.1

http://bropc128 with an address switch value of OxEF or 0x80.

2.9.1 Firmware update

Using the Ethernet interface and configured |IP address of the bus controller, it is possible to connect to the inte-
grated web page in a web browser. The update is started by selecting menu option "Firmware download".

X20BCO0BU Advanced > Firmware Download

Advanced Firmware Download

Firmware Download
NOTE:
After a firmware download, the buscontroller will still have full functionality. However, a reboot will be required to activate
the new firmware and to resume webserver operation.

Firmware Version: | 1_UU:|
Choose File | No file chosen
Start Download %a

Notes about the firmware update

The current firmware version, as well as all previous versions, can be downloaded from the website. It is important
to note that the firmware filename "60155_1.fw" stored in the ZIP file is identical for all firmware versions. It consists
of the module ID (ModulelD=60155) and hardware variant (_1)).

To better differentiate between firmware versions, the version number is included in the ZIP filename in version
1.18 and later.

Information:

The X20BC008U does not support automated firmware updates via hardware upgrade. The firmware
update must be carried out manually by the user through downloading via the web server.
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2.10 Supported OPC UA server facets

The bus controller supports the following server facets:
Core server facet

» Address space base

» Base info server capabilities

+ Base info ValueAsText

» Discovery get endpoints

» Session general service behavior
» Session base

+ Session minimum 5

» View basic

» View TranslateBrowsePath

» View RegisterNodes

* View minimum continuation point (the number of continuation points is unlimited)
» Attribute read

» Attribute write values

Data access

* Monitor basic

* Monitor value change

* Monitor items 1000

* Monitor QueueSize 100

» Subscription basic

» Subscription minimum 10

Generic features

* Address space method
* Method call

Transport
* UA-TCP UA-SC UA-Binary (see "Protocols" on page 15)

2.11 Supported modules

The following table shows all of the I/O modules that are stored in the bus controller's database. See "X2X Link
and I/0O modules" on page 40.

Model number Starting with | Description
firmware version
X20A12222 V1.13 X20 analog input module, 2 inputs, +10 V, 13-bit converter resolution, configurable input filter
X20AI12322 V1.13 X20 analog input module, 2 inputs, 0 to 20 mA / 4 to 20 mA, 12-bit converter resolution, configurable input filter
X20AI12622 V1.00 X20 analog input module, 2 inputs, £10 V or 0 to 20 mA / 4 to 20 mA, 13-bit converter resolution, configurable
input filter
X20Al14222 V1.13 X20 analog input module, 4 inputs, +10 V, 13-bit converter resolution, configurable input filter
X20A14322 V1.13 X20 analog input module, 4 inputs, 0 to 20 mA / 4 to 20 mA, 12-bit converter resolution, configurable input filter
X20(c)Al4622 Coated module V1.18 | X20 analog input module, 4 inputs, +10 V or 0 to 20 mA / 4 to 20 mA, 13-bit converter resolution, configurable
input filter
X20AI18221 V1.13 X20 analog input module, 8 inputs, £10 V, 13-bit converter resolution
X20A18321 V1.13 X20 analog input module, 8 inputs, 0 to 20 mA, 12-bit converter resolution
X20A02622 V1.00 X20 analog output module, 2 outputs, 10 V or 0 to 20 mA / 4 to 20 mA, 13 bit converter resolution
X20(c)AO4622 Coated module V1.18 | X20 analog output module, 4 outputs, 10 V or 0 to 20 mA / 4 to 20 mA, 13 bit converter resolution
X20AP3111 V1.13 X20 energy metering module, 3 analog inputs, 480 VAC, 50/60 Hz, 4 analog inputs, 20 mA AC, calculates effec-
tive, reactive and apparent power/energy, calculates RMS values, 240 V keyed, NetTime function
X20(c)AP3121 V1.13 X20 energy metering module, 3 analog inputs, 480 VAC, 50/60 Hz, 4 analog inputs, 1 A AC, calculates effective,
Coated module V1.18 | reactive and apparent power/energy, calculates RMS values, 240 V keyed, NetTime function
X20AP3122 V1.13 X20 energy metering module, 3 analog inputs, 480 VAC, 50/60 Hz, 4 analog inputs, 1 A AC, groundable, calculates
effective, reactive and apparent power/energy, calculates RMS values, 240 V keyed, NetTime function
X20(c)AP3131 V1.13 X20 energy metering module, 3 analog inputs, 480 VAC, 50/60 Hz, 4 analog inputs, 5 A AC, calculates effective,
Coated module V1.18 |reactive and apparent power/energy, calculates RMS values, 240 V keyed, NetTime function
X20AP3132 V1.13 X20 energy metering module, 3 analog inputs, 480 VAC, 50/60 Hz, 4 analog inputs, 5 A AC, groundable, calculates
effective, reactive and apparent power/energy, calculates RMS values, 240 V keyed, NetTime function
X20AP3161 V1.13 X20 energy metering module, 3 analog inputs, 480 VAC, 50/60 Hz, 4 analog inputs, 333 mV AC, calculates
effective, reactive and apparent power/energy, calculates RMS values, 240 V keyed, NetTime function
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Model number

Starting with
firmware version

Description

X20AP3171 V1.13 X20 energy metering module, 3 analog inputs, 480 VAC, 50/60 Hz, 4 analog inputs, Rogowski adjustable (uV/
A), max. 52 mV, calculates effective, reactive and apparent power/energy, calculates RMS values, 240 V keyed,
NetTime function

X20AT2222 V1.00 X20 temperature input module, 2 inputs for resistance measurement, PT100, PT1000, resolution 0.1°C, 3-wire
connections

X20AT2402 V1.00 X20 temperature input module, 2 thermocouple inputs, Type J, K, N, S, B, R, resolution 0.1°C

X20(c)AT4222 V1.00 X20 temperature input module, 4 inputs for resistance measurement, PT100, PT1000, resolution 0.1°C, 3-wire
connections

X20(c)AT6402 V1.00 X20 temperature input module, 6 thermocouple inputs, Type J, K, N, S, B, R, resolution 0.1°C

X20(c)BR9300 V1.18 X20 bus receiver, X2X Link, supply for X2X Link and internal 1/O power supply

X20(c)BT9100 V1.18 X20 bus receiver, X2X Link, supply for X2X Link and internal I/O power supply

X20BT9400 V1.18 X20 bus transmitter, X2X Link, supply for internal 1/0O power supply, X2X Link supply for X67 modules, reverse
polarity protection, short-circuit proof, overload-proof, parallel connection possible, redundancy operation possible

X20(c)CS1020 V1.13 X20 interface module, 1 RS232 interface, max. 115.2 kbit/s

Coated module V1.18
X20(c)CS1030 V1.13 X20 interface module, 1 RS422/485 interface, max. 115.2 kbit/s
Coated module V1.18

X20DI12371 V1.00 X20 digital input module, 2 inputs, 24 VDC, sink, configurable input filter, 3-wire connections

X20DI2372 V1.00 X20 digital input module, 2 inputs, 24 VDC, source, configurable input filter, 3-wire connections

X20(c)D14371 V1.00 X20 digital input module, 4 inputs, 24 VDC, sink, configurable input filter, 3-wire connections

X20DI14372 V1.00 X20 digital input module, 4 inputs, 24 VDC, source, configurable input filter, 3-wire connections

X20(c)DI6371 V1.00 X20 digital input module, 6 inputs, 24 VDC, sink, configurable input filter, 2-wire connections

X20(c)DI6372 V1.00 X20 digital input module, 6 inputs, 24 VDC, source, configurable input filter, 2-wire connections

X20DI8371 V1.00 X20 digital input module, 8 inputs, 24 VDC, sink, configurable input filter, 1-wire connections

X20(c)DI19371 V1.00 X20 digital input module, 12 inputs, 24 VDC, sink, configurable input filter, 1-wire connections

X20(c)DI9372 V1.00 X20 digital input module, 12 inputs, 24 VDC, source, configurable input filter, 1-wire connections

X20DID371 V1.00 X20 digital input module, 8 inputs, 24 VDC, sink, configurable input filter, 2-wire connections

X20(c)DIF371 Coated module V1.18 | X20 digital input module, 16 inputs, 24 VDC, sink, configurable input filter, 1-wire connections

X20D02322 V1.00 X20 digital output module, 2 output, 24 VDC, 0.5 A, source, 3-wire connections

X20(c)D0O4322 V1.00 X20 digital output module, 4 output, 24 VDC, 0.5 A, source, 3-wire connections

X20D04332 V1.00 X20 digital output module, 4 output, 24 VDC, 2 A, source, 3-wire connections

X20(c)D0O6322 V1.00 X20 digital output module, 6 output, 24 VDC, 0.5 A, source, 2-wire connections

X20D08232 V1.00 X20 digital output, 8 outputs, 12 VDC, 2 A, source, supply directly on module, 1-wire connections

X20D08322 V1.00 X20 digital output module, 8 output, 24 VDC, 0.5 A, source, 1-wire connections

X20(c)D08332 V1.00 X20 digital output, 8 outputs, 24 VDC, 2 A, source, supply directly on module, 1-wire connections

X20(c)D09322 V1.00 X20 digital output module, 12 output, 24 VDC, 0.5 A, source, 1-wire connections

X20DOD322 V1.00 X20 digital output module, 8 output, 24 VDC, 0.5 A, source, 2-wire connections

X20(c)DOF322 Coated module V1.18 | X20 digital output module, 16 output, 24 VDC, 0.5 A, source, 1-wire connections

X20(c)PS2100 V1.00 X20 power supply module, for internal I/O power supply

X20(c)PS3300 Coated module V1.18 | X20 power supply module, for X2X Link and internal I/O power supply

X20(c)PS3310 Coated module V1.18 | X20 power supply module, for X2X Link and internal I/O power supply, integrated fine-wire fuse

X20(c)PS9400 V1.00 X20 power supply module, for bus controller and internal I/O power supply X2X Link power supply

X20PS9402 V1.00 X20 power supply module, for bus controller and internal I/O power supply, X2X Link supply, supply not electrically

isolated

2.12 Module behavior in the event of connection loss

Caution!

If the OPC UA connection between the client and bus controller is lost, the current module states are
frozen. Outputs are not reset.
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3 Basic information

3.1 Connection management

Definition

Establishing a connection refers to the process of connecting 2 network stations, e.g. between a client and server.
As soon as a valid connection has been established, this is referred to as the active "connection" or "session".
Closing a connection refers to the disconnection or controlled ending of an active connection.

Connection management as a whole comprises all tasks related to establishing and closing connections and their
error handling.

Establishing a connection to the OPC UA bus controller

One of the ways the connection from the client (CPU) to the OPC UA bus controller can be established is using
function block UA Connect() in library "AsOpcUa". The function block automatically tries to maintain this connec-
tion. The connection remains active until UA_Disconnect() is carried out or the connection is disconnected me-
chanically, e.g. by disconnecting the connection cable.

Please note the following:
» Security functionalities are not yet supported. This means that only a connection of type "UserldentityTo-
kenType := UAUITT_Anonymous" can be carried out.
» All connections established with UA_Connect() must be freed up with UA_Disconnect().

* A maximum of 5 parallel connections to the OPC UA bus controller can be established.
Active connections that were not closed using UA_Disconnect() continue to use one of the available parallel
connections.

» "Obsolete" connections are only freed up again with a firmware version <V1.13 after restarting the bus
controller or by using UA_Disconnect() on the still active connection.
With a firmware version 2VV1.13, the connection is closed automatically.

Caution!

If the OPC UA connection between the client and bus controller is lost, the current module states are
frozen. Outputs are not reset.

3.1.1 Explanations of terms

DHCP server - Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is a communication protocol that enables connected clients to be
integrated into an existing network without manual configuration. Necessary information such as IP address, subnet
mask, gateway, name server (DNS) is automatically assigned, provided that this operation is supported on the
client.

By default, DHCP can assign the following settings to the client:
» IP address and subnet mask
» Default gateway
» DNS server, DNS context and DNS tree
» Secondary DNS server

The bus controller generates unique IP addresses for address switch positions 0x01 to 0x7F and uses the hostname
stored in flash memory. This is set to "X20BC008U" by default. Operation with a DHCP server is not possible with
these switch settings since the IP addresses are generated according to the address switch.

Example
Address switch position 0x02 — generates IP address 192.168.1.2

Operation of a DHCP and DNS server is required for address switch settings OxB0O to 0x7F. In this case, the
hostname is generated according to the address switch position.
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DNS - Domain name server

The domain name server (DNS) is a service in IP-based networks. Its main task is to answer requests for name
resolution. A name or hostname is translated into a corresponding numeric address (IP address, IPv4 address).

With the OPC UA bus controller, for example, the IPv4 address 192.168.1.5 stored in flash memory is assigned
to hostname "broc229".

HOST - Hostname

The hostname is a unique name for a resource in a network. In contrast to an IP address, it is easier to read and
remember for people. The hostname is translated into a machine-readable address (IP address) mainly by DNS
servers.

With the OPC UA bus controller, a unique hostname is generated for address switch positions 0xBO to OxEF; for
example, address switch position OXE5 = 229 results in hostname "bropc229". The subsequent assignment of the
hostname to an IP address must take place via a DNS server.

For address switch positions 0x00 to 0x7F, the hostname "X20BC008U" stored in flash memory is used. In this
case, the bus controller is distinguished by its unique IP address.

URL - Uniform Resource Locator

URL stands for "Uniform Resource Locator". Resources such as the OPC UA bus controller can be identified and
localized via the access method (for example, the network protocol used such as HTTP or FTP) and its location in
networks. In common parlance, URLs are often referred to as Internet addresses or web addresses.

IP address - Internet Protocol address

An Internet Protocol address (IP address) is an address based on the Internet Protocol (IP). Today's most common
protocol, IPv4 (Internet Protocol version 4), uses 32-bit addresses. A maximum of 4,294,967,296 addresses can
be assigned in this network.

IPv4 addresses are usually written in decimal form in 4 blocks, e.g. 192.168.1.229. 1- and 2-digit numbers are not
permitted to begin with the number 0. Each block has a range of values from 0 to 255.

In order to be able to uniquely assign public IP addresses worldwide, their assignment is regulated by the Internet
Assigned Numbers Authority (IANA).

Private or company networks are marked by the reserved addresses 192.168.xxx.xxx or 10.xxx.xxx.xxx. For the
OPC UA bus controller, for example, the unique local IPv4 address 192.168.1.1 is generated as the IP address.

3.1.2 Protocols

The OPC UA bus controller uses 2 types of protocols for communication:
Binary protocol (UA-TCP UA-SC UA-Binary)
Advantages of the binary protocol:

* Very good performance
* Low resource consumption
» Uses only one port (4840) for communication

Web server log
This protocol is only used in the bus controller for firmware downloads via the web server.

Structure of the protocols

Web server Binary protocol
WS Secure Conversation | UA Secure Conversation
Soap UA TCP
HTTP(S)
TCP/IP
~ ~
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3.1.3 Establishing a connection with UA_Connect() via hostname

By default, it is not possible to establish a connection to the hostname using function block UA_Connect(). The
following additional settings on the CPU are necessary for this:

= f? Activate DNS service el

l @ DNS suffi brautomation co at
E-ﬁ“ DNS server
by B Giet DNS from DHCP server on

_ B R

Hostname example
ST program ServerEndpointUrl := 'opc.tcp://bropc229:4840';
UaExpert 2, opc.tcp://bropc229:4840

3.2 Object access and information model

All bus controllers and module objects (including directories, data, methods, 1/0 data, etc.) can be referenced
uniquely in the following ways:

* Via the directory path
* Object name
* NodelD
The NodelD is a basic requirement for accessing object data or methods using library "AsOpcUac" on the OPC

UA bus controller. These NodelDs can be determined from directory paths and object names using function block
UA_TranslatePath().

UA_TranslatePath
BOOL TargetodelD —— UANodelD
DWORD ConnectionHdl Done —— BOOL
UANodelD WMEID Busy —— BOOL
STRING aglielaMPaﬂ'l Emmor —— BOOL
TIME ErmorlD f—— DWORD

"Root" or "Objects" objects are suitable as StartNodelD for the function block since they have fixed NodelDs and
form the top level of the information model.

* NodelD (Root) = 84
NodelD (Objects) = 85

* Namespacelndex =0

* IdentifierType = Numeric

Example of a NodelD entry

Address Space & X Data Access View
3 No Highlight - # Server Nodeld  DJisplay Name Value Datatype
L)
v 3 Objects o
v & DeviceSet ttributes
v o X20BC008U ol B
& Configuration T o
¥ Control
v Nodeld Modeld

@ DeviceManual

&% |dentification

# Manufacturer
v & X2X

Namespacelndex 0
IdentifierType” Numeric
Identifier 84 [RootFolder]

~ & SubDevices EOUEC:SS 0. "Root”

& STO01 | X20PS9400 i ..Rm :

& ST002 | X20DI2372 1 s Ko
Description **, “The root of the server address space.”

o STO03 | X20AT 2402

To shorten relative path names, the StartNodelD can be moved to subobjects instead of "Root" or "Objects".
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3.2.1 NodelD, BrowseName and Namespacelndex

The OPC UA bus controller contains the following types of nodes:

» Nodes that are prescribed according to the specifications (for example, server object).
» System-specific nodes created during startup of the OPC UA server (e.g. tasks and variables of tasks).
» All type descriptions of the system-specific nodes are also mapped as nodes.

Name Data type Information

NodelD UANodelD A node is uniquely identified in the address space via its NodelD. The NodelD consists of a
Namespacelndex, IdentifierType and Identifier.

Namespacelndex UINT Controls the responsibility of the node. See "Namespaces used" on page 18.

IdentifierType UINT Specifies whether the identifier is represented by a numeric value or defined by a character string.

Identifier STRING[255] Can be displayed in the following way:

*  Numerical value, e.g. 2253
+  String, e.g. "SubDevices"

Information:

Numerical values are also entered as strings in the bus controller. (e.g. "256")

BrowseName Qualified name If itis not known which nodes a server contains, then the address space can be searched starting
from the root node or another known node. When searching, the node found is identified by the
BrowseName.

Information:

The Namespacelndex of the BrowseName can be in a different namespace than
Namespacelndex of the associated NodelD.

Namespaces Since predefined nodes of different organizations or companies can have identical identifiers, a
namespace is also specified. This allows identical node identifiers to be uniquely assigned.

The namespace specifies which organization or company defined the node and is specified in
the form of a namespace URI.

For more information about predefined namespaces, see "Namespaces used" on page 18.

For most nodes of the OPC UA bus controller, the Namespacelndex of the "BrowseName" and "NodelD" is identical.

Exceptions are possible, for example, in the attributes of the parameters of bus controller methods. When browsing
in a system, these exceptions are automatically taken into account since the corresponding Namespacelndex is
also returned for the "BrowseName".

Information:

By default, the Namespacelndex determined using UA_GetNamespacelndex(), for example, can also be
specified for the "BrowseName". However, the corresponding Namespacelndex must be determined
separately for the parameters of the bus controller methods.

Examples
NodelD NodelD consisting of Namespacelndex, IdentifierType and Identifier
Nodeld Nodeld |
Namespacelndex 2
IdentifierType Mumeric
Iden_tifier 11 _
ModeClass O'bject
BrowseMName 2, "SubDevices"
BrowseName BrowseName with associated Namespacelndex
Nodeld Nodeld

Namespacelndex %
IdentifierType Mumeric

Identifier 11
ModeClass Object
BrowseMName 2,"'SubDevices"
* The Namespacelndex is placed before the BrowseName, separated by a comma. If it differs from the Namespacelndex

shown above, this must be taken into account in the RelativePath.
> The Namespacelndex refers to the NodelD to be determined.
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3.2.2 Namespaces used

The following namespaces are used in the OPC UA bus controller:

Description

Namespacelndex 0"

Types and objects specified by the OPC Foundation
B&R Namespacelndex 1"

B&R Namespacelndex 22
Information model for the bus controller I/O system

Namespace URI
http://opcfoundation.org/UA/

urn:br-automation/BuR/UA/X20BC008U
http://br-automation.com/OpcUa/BC/io-system/

1) Standardized, Namespacelndex cannot be changed.
2) This Namespacelndex is not standardized and can therefore be changed. This means that the currently used index "2" could change in future firmware

versions if necessary.
To avoid possible problems in applications, the namespace used should always be read with UA_GetNamespacelndex() and added to the relative path name

as a variable string (currently "2") before the directory or object name.

The namespaces used can also be read from the bus controller.

¢ ServicelLevel
% SetSubscriptionDurable
& VendorServerinfo

O Types

O Views

SourceTimestamp
SourcePicoseconds
ServerTimestamp
ServerPicoseconds

Address Space & x| Data Access View
¥ HNo Highlight || # Server MNodeld  Display Mame Value Datatype  urce Timestar
) Root .
v © Objects Attributes
v & DeviceSet Gk ®
_ 2R 200 LK) | Attribute Value
58 Senery [~ Nodeld Nodeld
# Auditin ki —
Namespacelndex 0
@ GetMonitoredltems
[P Nensspachay ] IdentifierType Numeric
Identifier 2255 [Server_NamespaceArray]
& Namespaces ,
NodeClass Variable
@ ServerArray
. BrowseMame 0, "NamespaceArray”
» o ServerCapabilities : porurg ¥
DisplayName , "NamespaceArray
Iy SACOMEES Description “*, "The list of namespace URIs used by the server.”
& ServerDiagnostics 3 .p o . . '
& ServerRedundancy
@ ServerStatus '
| v Value

01.01.1900 03:23:26.005
0
01.01.1900 03:23:26.005
0

StatusCode Good (0x00000000)
v Value String Array(3]
[0l http://opcfoundation.org/UA/
[1] urmcbr-automation/BuR /UA,/X 20B C008U
[21 httpy//br-automation.com/Opcla/BC fio-system/
v Datalype String
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3.2.3 Difference BrowseName and DisplayName
For most nodes, the BrowseName and DisplayName are identical. However, a changed DisplayName can be used
to provide better information.
If the OPC UA bus controller browses the information model, the DisplayName is displayed although the Browse-
Name must be specified for the actual browse process.

3.2.3.1 Different BrowseNames in directory "X2X / SubDevices"

Directory "X2X / SubDevices" displays the connected or configured X2X modules.

To achieve a clear and meaningful display, leading zeros are added in front of the slot in the DisplayName and
the module designation is also displayed. However, this name is not suitable for a browse process since it is too
complex and requires knowledge of the module data.

v g X2X
v e SubDevices

& ST001| X20PS9400 o vk ®© Lt
&% ST002 | X20DI12372 Attribute Value

G &% ST003 | X20AT2402 W, S Hoddid Nodeld
e STOO04 | X20A14622 Namespacelndex s
W ST00s [eemi wee IdentifierType MNumeric
S TOnG e Identifier 196608
e STOO7 | X20AT2222 NodeClass Object
- —— N (BrowseName __* [2]5T3"
% 5T009 | X20A04622 M DisplayName "ST003 | X20AT 2400™)
o STO10 | X20D 04322 Description
e STO11 | X20D14371 WriteMask 0
e ST012 | X20cD09322 e Ve 0
% 5TO013 | X20DI19371 EventMNotifier Mone
o STO14 | X20cPS2100

* The Namespacelndex is placed before the BrowseName, separated by a comma. If it differs from the Namespacelndex shown above, this must be taken

into account in the RelativePath.
* The Namespacelndex refers to the NodelD to be determined.
For directory "SubDevices", however, there is a unified BrowseName that has a very simple structure and does
not require any previous knowledge of the module data. This applies to all X2X slots:

» Relative path + "/Namespacelndex:ST" followed by the slot without leading zeros.
Examples

/2:ST1 For slot 1
12:ST23 For slot 23

Programming example for slot 3

StartNodeID set to UA StartPath '/0:Root/0:0bjects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices';
NamespaceIndex BC Str := '2'; // define via UA GetNamespaceIndex ()

// generate RelativePath to Object at slot# 3
IO _Slot := 3; // Module slot number
itoa (IO Slot,ADR(IO Slot String)); // Prepare slot string

// generate RelativePath

// Path := '/2:ST3';

RelativePath ObjectNode := '/';

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode),ADR(':ST'"));

strcat (ADR (RelativePath ObjectNode),ADR(IO Search Slot)); // add prepared search slot string
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3.2.3.2 Object access via "Configuration / General / DigitalOutputsPacked™

In this example, the data format (packed/unpacked) of the digital outputs of module "X20D09322" is accessed in
slot 34 "ST034" via directory "Configuration".

Directories for node accesses

Node access is usually possible via different directories or object overviews. In this example, it is directory "Config-
uration". Object overview "ParameterSet" is best suited, however, since all module-specific data points are avail-
able here.

Determining the information for object access
» DisplayName "Packed outputs" is displayed (framed in blue). This is different from the BrowseName re-
quired to specify the path, however.

* The "BrowseName" (framed in green) consists of 2 components: the Namespacelndex (in this example
"2") and the BrowseName (in this example "DigitalOutputsPacked").

* Both the BrowseName and DisplayName can contain spaces in the name.

* You can display or change the value of node "Value" node (framed in red). This node is of data type
"Enumeration" and requires DINT storage space.

* The exact data type of the enumeration is "X20DOx322_OnOff" (framed in yellow).

v g ST034 | X20D09322 NodeClass Variable
2 ConfigChannels (BrowseName '2._'._"Dig_italOutputsPacked"
v [ Configuration (DisplayName " “Packed outputs”
o Control Description "", "Packed 1/0O data instead of single digital

@ Function model WriteMa
v I3 General riteMask 1]
@ Qutput status informatigp [~ Value

SourceTimestamp 01.01.2017 23:30:32.204
@ DeviceManual SourcePicoseconds 1]
# DeviceRevision ServerTimestamp 01.01.2017 23:30:32.204
I Diagnose ServerPicoseconds 0
# HardwareRevision StatusCode Good (0x00000000)
3 Identification Value - enum N
¥ Manufacturer v DataType X20D0x322_0OnOff
e MethodSet Mamespacelndex 2
¥ Maodel IdentifierType Numeric
v o ParameterSet Identifier 61456

*

The Namespacelndex is placed before the BrowseName, separated by a comma. If it differs from the Namespacelndex shown above, this must be taken
into account in the RelativePath.

Programming example

StartNodeID set to UA StartPath '/0:Root/0:0bjects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices';
NamespaceIndex BC Str := '2'; // define via UA GetNamespaceIndex ()

// generate RelativePath to Object at Slot# 3
IO Slot := 34; // Module slot number
itoa (IO _Slot,ADR(IO Slot String)); // Prepare slot string

// generate RelativePath

// Path := '/2:ST34';

RelativePath ObjectNode := '/';

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':ST'));

strcat (ADR (RelativePath ObjectNode),ADR (IO Search Slot)); // add prepared search slot string
strcat (ADR (RelativePath ObjectNode),ADR('/"));

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':Configuration/'));
strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode),ADR(':General/'));

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode),ADR(':DigitalOutputsPacked'));
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3.2.4 Namespacelndex 0

The following list shows all exceptions to the OPC UA bus controller default namespace 2 "http://br-automa-
tion.com/OpcUa/BClio-system/". All these object nodes use Namespacelndex 0 according to the standard.

*

Root (for StartNodelD)

Objects (for StartNodelD)

Folder "Types" with all associated nodes
Folder "Views" with all associated nodes
OutputArguments

InputArguments

Information:

When browsing in OPC UA systems, the required Namespacelndex is returned to the "BrowseName";
these exceptions are therefore taken into account automatically.

If the BrowseName "InputArguments” or "OutputArguments” of methods is required, Namespacelndex
0 must be referenced.

~ Nodeld Nodeld v Nodeld Nodeld
MNamespacelndex 2 Namespacelndex 2
IdentifierType Numeric IdentifierType MNumeric
Identifier 134113 Identifier 134114
NodeClass *_Variable NodeClass * Variable
BrowseName InputArguments" BrowseMame OutputArguments"
DisplayName ", "InputArguments” DisplayName ", "OutputArguments”

Exception: Namespacelndex 0 for BrowseName of the input and output arguments.

Determining the Namespacelndex

In directory "Objects", the Namespacelndex determined by UA GetNamespacelndex(), for example, can
be specified by default for the BrowseName.

In directories "Types" and "Views", the Namespacelndex can come from different namespaces and must
therefore be determined manually using "Browse".

With the parameters of the bus controller methods, the associated Namespacelndex must be determined
separately.

2 Root
v i) Objects
v o DeviceSet
e X20BC008U
o Server
I Types
2 Views
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3.2.5 StartNodelD

By default, all NodelDs and names from Namespacelndex 0 remain unchanged. These are therefore suitable for

use as start index "StartNodelD".

The node to be determined is defined via the StartNodelD and RelativePath.
Important StartNodelD.ldentifier from Namespacelndex 0

StartNodelD.ldentifier := '84";
StartNodelD.|dentifier := '85';

Display of StartNodelD directory "Root" in UaExpert

/I "Root" from Namespacelndex 0
/I "Objects" from Namespacelndex 0

Address Space | x| | e — n
% No Highlight - .
S RooD —_ Aot © @
v @ Objects = Attribute Value
v @& DeviceSet M"“\m&_:_ v/Nodeld Nodeld \
v o X20BC008U ‘""’%ﬁ_‘ Mamespacelndex 0
2 Configuration I IdentifierType ~ Numeric
@ DeviceManual \[_Identifier 84 [RootFolder] }/
@ DeviceRevision NodeClass Object
# HardwareRevision BrowseName 0, "Root"
£ Identification G)igplayName " "Root" )
@ Manufacturer Description ", "The root of the server address space.”
&% MethodSet WriteMask 0
¢ Model UserWriteMask 1]
&% ParameterSet EventNotifier None
@ RevisionCounter
@ SerialNumber
@ CnafhararaPRavician
BrowseName and DisplayName are identical.
(* Automation Studio Struct Type: UANodeID *)
(* set StartNodeID to <Root> *)
StartNodeID.NamespaceIndex := 0;
StartNodeID.Identifier = '84"'; // <Root>
StartNodeID.IdentifierType := UAIdentifierType Numeric;
Display of StartNodelD directory "Root / Objects" in UaExpert
Address Space & X butes
4+ No Highlight - .
@ Root A ok © =
v@ Objects N Attribute Value
v & DeviceSet ~—— v{Nodeld Nodeld N\
v & X20BC008U B | [ Namespacelndex 0
& Configuration 1 #'l IdentifierType MNumeric j
@ DeviceManual \ [ Identifier 85 [ObjectsFolder]
@ DeviceRevision NodeClass Object -
@ HardwareRevision GrowseName 0, "Objects” )
2 Identification DisplayName ", "Objects”
¥ Manufacturer Description ", "The browse entry point when looking fo
& MethodSet WriteMask 0
@ Model UserWriteMask 0
& ParameterSet EventNotifier None

BrowseName and DisplayName are identical.

(* Automation Studio Struct Type: UANodeID ¥*)

(* set StartNodeID to <Root><Objects> ¥*)
StartNodeID.NamespaceIndex 0;

StartNodeID.Identifier '85"'; // <Objects>
StartNodeID.IdentifierType UAIdentifierType Numeric;
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3.2.6 Relative path names

The relative path name "RelativePath" is required when using the function blocks of OPC UA client library
"AsOpcUac" to determine nodes. See "UA TranslatePath()" on page 76. Nodes are always defined via the
StartNodelD and the relative path. The relative path name refers to a StartNodeld (framed in green) from which
the relative path begins. To determine a Nodeld via the relative path name or an application-specific start index, a
StartNodelD specified by the standard can be used. See "StartNodelD" on page 22.

3 Root
= 'C"J_"bi_ects
(v & DeviceSet )
(~ & X20BC008U )
I Configuration
# DeviceManual

# DeviceRevision
# HardwareRevision
2 Identification

@ Manufacturer

% MethodSet

¥ Model

ol ParameterSet

@ RevisionCounter
@ SerialNumber

# SoftwareRevision
I Status

StartNadalD H == [Nodeid "Nodeld |
v 3 X2X StartNodelD & RelativePath ==> NodelD e
| IdentifierType  Numeric
& STOO1 | X20PS9400 o il .’O?w J
& ST002 | X20D12372 BrowseName 2, “SubDevices™

For information about the data types of node attribute "BrowseName" or "DisplayName", see "Detailed information
about DataType "QualifiedName" and "LocalizedText"™ on page 28.

Using Namespacelndex values in relative path name "2"

The use of the permanently coded Namespacelndex 2 should be avoided since it may change in later bus controller
firmware versions. To avoid possible problems with later firmware versions, the used namespace should be read
out with UA_GetNamespacelndex() and added to the relative path name as a variable string, e.g. "2" before the
directory or object name.

The specification of relative path names is standardized according to the BNF format.

Information:

If the Namespacelndex differs from the namespace determined with UA_GetNamespacelndex(), it is
listed in section "Namespacelndex 0" on page 21.

Examples
Use of permanently coded path names

The following simplified definition of the relative path to "DeviceSet / X20BC008U / X2X / SubDevices" should not
be used.

RelativePath ObjectNode:= '/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices';

Using a relative path name

The following definition of the relative path to "DeviceSet / X20BC008U / X2X / SubDevices" can be easily adjusted
in the event of a namespace change.

NamespaceIndex BC Str := '2'; // String contains function block data from ‘UA_ GetNamespacelIndex'

RelativePath ObjectNode := '/';

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':DeviceSet/'));

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode),ADR(':X20BC008U/")) ;

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':X2X/'")) ;

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode),ADR(':SubDevices'));
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Programming tip

If the string definitions of a directory or object name are defined globally only once in an application, it only has to
be adjusted in one place when the name is changed.

In addition, an extension of the Namespacelndex string from "2" to "/2:" optimizes further definition and program-
ming work.

;\/ UA_REL_PATH_X20BC008U STRING[25] O Y20BC008L"
2@ UA_REL_PATH_X2X STRING[25] | O wxex
a® UA_REL_PATH_SUBDEVICES STRING[25] O 'SubDevices'
// Path := '/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices';
NamespaceIndex String := '/2:'; // String contains function block data from 'UA GetNamespaceIndex'
RelativePath ObjectNode := NamespaceIndex String;
strcat (ADR (RelativePath ObjectNode),ADR(UA REL PATH DEVICESET)) ; // 'DeviceSet'
strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex String));
strcat (ADR (RelativePath ObjectNode),ADR(UA REL PATH X20BC008U)) ; // 'X20BCO08U'
strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex String));
strcat (ADR (RelativePath ObjectNode),ADR(UA REL PATH X2X)); // "X2X!
strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex String));
strcat (ADR (RelativePath ObjectNode),ADR(UA REL PATH SUBDEVICES)) ; // 'SubDevices'

3.2.6.1 Long path names
In this example, an interface parameter of module X20CS1020 in slot 44 "ST044" should be accessed via directory
"Configuration / Transmit frame configuration".

The resulting relative path name for this example is: "/0:Root /0:Objects /2:DeviceSet /2:X20BC008U /2:X2X /2:Sub-
Devices /2:ST44 /2:Configuration /2:TransmitConfiguration /2: TxFrameLengthMax".

These types of long path names can be shortened using a favorable StartNodelndex selection. The recommended
StartNodelndex is 1 or 2 levels above the actual node.

// StartNodeID := '/0:Root/0:0bjects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices/2:ST44"';
// Path := '/2:Configuration/2:TransmitConfiguration/2:TxFramelLenghtMax';

Directories for node accesses

Node access is usually possible via different directories or object overviews. In this example, it is directory "Config-
uration". Object overview "ParameterSet" is best suited, however, since all module-specific data points are avail-
able here.

Determining the information for object access

» The display names displayed are different from the BrowseNames required to specify the path.

o

DisplayName "Maximum length of frame" (framed in blue)

» The "BrowseName" (framed in green/yellow) consists of 2 components: the Namespacelndex and Browse-
Name.

Namespacelndex "2"

BrowseName "TxFrameLengthMax"

o

» Both the BrowseName and DisplayName can contain spaces in the name.

* The Namespacelndex marked red in "NodelD" may differ from the Namespacelndex of the browse name
(marked yellow/green) (see "Determining DataType for method calls” on page 27).

» Attributes "Value" and "DataType" (bottom 2 lines) of the node can be read out.
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& & ST044 | X20C51020)
= ConfigChannels
& 3 Configuration )
o Control
Function model
@ Input FIFO size
> @ Output FIFO size
2 Physical interface configuration
=) Receive frame configuration
( @ Transmit frame configuration )

Basic information

C ¥@ Maximum length of frame )

@@ Termination character 1

@ Termination character 2

@ Termination character 3

@0 Termination character 4

@@ Transmit idle time [characters]
@ DeviceManual

ok

*

into account in the RelativePath.

Programming example

The Namespacelndex refers to the NodelD to be determined.
The Namespacelndex is placed before the BrowseName, separated by a comma. If it differs from the Namespacelndex shown above, this must be taken

Attributes
Gk ®
Attribute Value
v Nodeld MNodeld
Namespacelndex *%
IdentifierType Mumeric
Identifier 2904096
MNodeClass Variable
fTB rowseName * fil'T)(F rameLengthMax” D)
( DisplayName ", "Maximum length of frame” )
Description ", "After transmit request of the configured
WriteMask 1]
UserWriteMask 0
v Value
SourceTimestamp 01.01.2017 08:09:07.615
SourcePicoseconds 1]
ServerTimestamp 01.01.2017 08:09:07.615
ServerPicoseconds 0
StatusCode Good (0x00000000)
Value 256
v Datalype Ulnt16

If necessary, a different Namespacelndex is possible before each new browse name. The different memory loca-
tions for the Namespacelndex allow referencing to BrowseNames with different Namespacelndexes. In this exam-
ple, however, all browse names are from Namespacelndex 2.

StartNodeID set to UA StartPath '/0:Root/0:0Objects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices/2:ST44";

NamespaceIndex BC Str g= V2Vg
NamespaceIndex Targetl Str := '2';
NamespaceIndex Target2 Str := '2';

// generate RelativePath

// define via UA GetNamespaceIndex ()
// would be correctly defined via Browse
// would be correctly defined via Browse

// Path := '/2:Configuration/2:TransmitConfiguration/2:TxFrameLenghtMax';

RelativePath ObjectNode := '/';

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':Configuration/"));

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex Targetl Str));
strcat (ADR (RelativePath ObjectNode),ADR(':TransmitConfiguration/'));
strcat (ADR(RelativePath ObjectNode),ADR (NamespaceIndex Target2 Str));
strcat (ADR (RelativePath ObjectNode),ADR(':TxFrameLengthMax')) ;

3.2.6.2 Different Namespacelndex

There is only a different Namespacelndex for nodes directly from the root directory or for the BrowseNames of
method arguments (see "Determining DataType for method calls" on page 27). All exceptions to Namespaceln-
dex 2 for the OPC UA bus controller are listed in Namespacelndex 0.

For an example, see "UA_GetNamespacelndex()" on page 75.
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3.2.7 DataType

Data type "DataType" of the selected node on the OPC UA client (e.g. Automation Studio program) must match
the node data type on the OPC UA server (bus controller). Otherwise, an error message with the corresponding
error number is displayed during access. This applies to both read and write accesses.

Overview of all data types

Designation on OPC UA bus controller Value Designation in Automation | Description
Studio
VariantType UAVariantType Defines a variant data type and the structure that contains the
variant data.
Boolean 1 BOOL Boolean data type
SByte 2 SINT 1-byte signed integer
Byte 3 USINT 1-byte unsigned integer
Int16 4 INT 2-byte signed integer
Uint16 5 UINT 2-byte unsigned integer
Int32 6 DINT 4-byte signed integer
Uint32 7 UDINT 4-byte unsigned integer
Float 10 REAL Floating-point number (4 bytes)
Double 1" LREAL Double
String 12 String[255] String
DateTime 13 DATE_AND_TIME Time and date
ByteString 15 UABYyteString Structure for data definition (e.g. for X20CS modules)
NodelD 17 UANodelD NodelD of the node, identification of the object
ExpandedNodelD 18 UAExpandedNodelD Structure for defining an ExpandedNodelD
QualifiedName 20 UAQualifiedName Structure for defining a QualifiedName
LocalizedText 21 UALocalizedText Structure for defining a LocalizedText
DataValue 23 UADataValue Structure for defining DataValue
ExtensionObject [Argument] 296 UAMethodArgument Input and output arguments of methods

Data buffer type

ByteString — UAByteString (Automation Studio)

Name Data type Description
Length DINT Current length of data
Data USINTIO .. MaxIndex_Bytestring] Data buffer (default maximum 1024 bytes)

Input and output arguments of methods

ExtensionObject [Argument] — UAMethodArgument (Automation Studio)

Name Data type Description
Name STRING[64] Name of the method argument
Value STRING[255] Value of the method argument
Examples
~ Value Argument Array[1] 26 Valug Argument Array[1]
v [0] Argument wv [0] Argument
Name Data Name Bytes written
| Datalype , | Nodeld v|DataType | Nodeld
m.l\.larhespaécg_l... 0 Nal"h'espé;igl.” 0
IdentifierType,. Numeric - |demiﬁer—rﬂj"—‘,‘_NL.J'.'UFT!_‘:_.
Identifier |15 [ByteString] | Identifier |6 [Int32]
ValueRank =1 ValueRank =1
ArrayDimensions UInt32 Array[0] ArrayDimensions Ulnt32 Array[0]
Description " "Data to write" Description ™, "Number of bytes taken into the write buffer”|
Value ", "X20D12371"
%i'-l:j.af;‘aj'.y_pg LocalizedText
) Naméspa;:'é'}r.*d_ex 0
IdentifierType Numeric
Identifier [21 [LocalizedText] |
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3.2.7.1 Determining DataType for method calls

Basic information

To call methods using library "AsOPCUACc", the data types of the individual input and output arguments as well as
the associated data types must be known in Automation Studio.

UaExpert makes it easy to determine both the number of arguments required and their data type.

v & MethodSet
v_*% Write
@ InputArguments
# QutputArguments

Attribute
v Nodeld
Namespacelndex
IdentifierType
Identifier
NodeClass
BrowseName
DisplayName
Description
WriteMask
UserWriteMask
Value
SourceTimestamp
SourcePicoseconds
ServerTimestamp
ServerPicoseconds
StatusCode
v Value
01 (2)
DataType
Namespacelndex
IdentifierType
Identifier
ValueRank
ArrayDimensions
AccessLevel
UserAccessl evel

<

<

Value

Nodeld

2

Numeric

134113

Variable

0, "InputArguments™
", "InputArguments”
0

0

10.01.2017 01:23:12.443
0

10.01.2017 01:23:12.443
0

Good (0x00000000)
Argument Array(1] (1)
Argument

Argumer{t

0

Numeric

296 [Argument]

1

Null

CurrentRead
CurrentRead

MinimumSamplinglnterval 0

Historizing

false

Attribute
v Nodeld
Namespacelndex
IdentifierType
Identifier
NodeClass
BrowseName
DisplayName
Description
WriteMask
UserWriteMask
v Value
SourceTimestamp
SourcePicoseconds
ServerTimestamp
ServerPicoseconds
StatusCode
v Value
~ [0]
Name
DataType (3)
ValueRank
ArrayDimensions
Description
v DataType
Namespacelndex
IdentifierType
Identifier
ValueRank
ArrayDimensions

Value

Nodeld

2

Numeric

134113

Variable

0, "InputArguments”
™, "InputArguments”
0

0

10.01.2017 01:23:12.443
0

10.01.2017 01:23:12.443
0

Good (0x00000000)
Argument Array[1]
Argument

Data

Nodeld

-1

UlInt32 Array[0]

", "Data to write”
Argument

0

Numeric

296 [Argument]

1

Null

Attribute
v Nodeld
Namespacelndex
IdentifierType
Identifier
NodeClass
BrowseName
DisplayName
Description
WriteMask
UserWriteMask
v Value
SourceTimestamp
SourcePicoseconds
ServerTimestamp
ServerPicoseconds
StatusCode
~ Value
v [0]
Name
v |DataType
Namespagel...
IdentifierType
Identifier
ValueRank
ArrayDimensions
Description
v Datalype
Namespacelndex
IdentifierType
Identifier
ValueRank
ArrayDimensions

Value

Nodeld

2

Numeric

124113

Variable

0, “InputArguments”
putArguments”

10.01.2017 01:23:12.443
0

10.01.2017 01:.23:12.443
0

Good (0x00000000)
Argument Array[1]
Argument

Data

Nodeld

]

Numeric

*[15 [ByteString]

-1

Ulnt32 Array[0]
Arghmént

0

Numeric

296 [Argument]
1

Null

e Determining the number of arguments (1)

The number of input or output arguments required can be read for the respective argument under "Attribute /
Value /" — Value ArgumentArray[x]. "[x]" stands for the number of arguments necessary for each method call.

e Determining the data type of the array argument (2 and 3)

UaExpert displays a separate sub-entry under "Attribute / Value / Value" for each necessary argument. This consists
only of the zero-based index number, e.g. "[0]". Clicking on the entry displays information about the array argument.
To get information about the data type itself, "DataType" must be opened by clicking on it.

e Determining the data type for Automation Studio

v Value Argument Arrayl[1]
v [0] Argument
Name Data
v DataType,| ~ Nodeld

Namespécel... 1]
IdentifierTypa, Numeric -
Identifier |15 [ByteString] |

ValueRank =1

ArrayDimensions Ulnt32 Array[0]

Description ", "Data to write”

v Value

Argument Array[1]
v [0] Argument
Mame Bytes written
v|DataType | Nodeld

' Nal"h'ésp\étzgl... 0

IdentifierTypla, Numeric

Identifier [6 [Int32]_
ValueRank =1
ArrayDimensions Ulnt32 Array[0]
Description """

, "Number of bytes taken into the write buffer”|

e The UaExpert data type must be adjusted to define the data type in Automation Studio. This is possible using
the number in front of the data type identifier.

Example

Name "DataType" "ldentifier" Automation Studio "Type"
Data 15 [ByteString] UABYyteString

Bytes written 6 [Int32] DINT

To assign the DataType names used in OPC UA to the data types available in Automation Studio, see "DataType"

on page 26.
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e Variable declaration in Automation Studio

Once the data type for Automation Studio has been determined, it can be declared in Automation Studio.

iinputArguments_7 | UAMethodArgument(0.9] .= | = | &8 | & |
¥4 iOutputArguments_7 UAMethodArgument[0. 9] O | O
¥4 C51020 WriteBuffer_7 UAByteString O O O
¥4 CS1020_Wr_ByteConf_7 DINT O O O

3.2.7.2 Detailed information about DataType "QualifiedName" and "LocalizedText"

When reading an attribute using the AttributelD of a node (e.g. AttributelD = UAAI_BrowseName or AttributelD
= UAAI_DisplayName), the correct data type of the target variable must be specified. These data types are not

displayed in UaExpert.

B Attributes
ek @
v & |dentification W
Atiicie Yol # DeviceRevision ~ Value
¥ Nodeld Nodeld @ Hardwareld SourceTimestamp 01.01.1900 06:11:11.360
Namespacelndex 2 # HardwareRevision SourcePicoseconds 0
IdentifierType  Numeric # Model ServerTimestamp 01.01.1900 06:11:11.360
Identifier 131072 @ RevisionCounter ServerPicoseconds 0
NodeClass Object # SerialNumber StatusCode Go 0000)
BrowseName ZeE e @ SoftwareRevision Value " "X20DI12372"
DisplayName . -ST002 | X20D12372" @ Vendorld v DataType LocalizedText
Description ol # Manufacturer Namespacelndex 0
WriteMask 0 & ProcessConfig IdentifierType Numeric
UserWriteMask 0
= % ProcessData Identifier 21 [LocalizedTeft]
UAVariantData EventNotifier None
Name I} Data type \ Description
VariantType UAVariantType Defines the data type of the variant data afd the structure element that contains
the variant data. See data type UAVariantThpe.
Boolean BOOL \ Boolean data type.
e \ F——
Nodeld UANodelID \ UANodeID data type.
ExpandedNodeld UAExpandedNodeID \ ExpandedNodeld data type.
QualifiedName UAQualifiedName QualifiedMame data type.
LocalizedText UALocalizedText - LocalizedText data type.
DataValue UADataValue UADataValue data type
-
Information:
.
The server and client data types must be identical!

BrowseName

When reading "BrowseName" (AttributelD = UAAI_BrowseName) from any node, data type "QualifiedName" —
"UAQualifiedName" (Automation Studio) must be defined as the target variable for the client.

| Qualified name type

UINT L]
STRING[255 [

# & Namespacelndex
-# g Name

DisplayName

When "DisplayName" (AttributelD = UAAI_DisplayName) of any node is read out, data type "LocalizedText" —
"UALocalizedText" (Automation Studio) must be defined as the target variable for the client.

UALocalizedT ext | Localized text with locale identifer and text
P% Locale STRING[A] ]
..... By Tex STRING[255] O

Model data type

When "Value" (AttributelD = UAAI_Value) of node "Model" is read, data type "LocalizedText" is required. In this
case, the necessary data type is displayed below Value.

Value ", "X20D12371"
V! DataType ] LocalizedText
NamespaE?qu)L 0
.

IdentifierType MNumeric

Identifier E 21 [LocalizedTex‘t}-|
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3.2.7.3 Detailed information about data type Enumeration

Basic information

The enumeration format "enum” is always mapped as a 4-byte value (DINT). It can therefore also be accessed
without knowledge of the exact enumeration type.

All enumeration definitions can be read from the following directory on the bus controller:
"Root / Types / DataTypes / BaseDataType / Enumeration”

Example
& Server 20D b3 _OnOff
vaT 20D0x322_FunctionModel M
= lypes 20D0x322_FunctionModel 9 vk @
¥ O DataTypes 20D 0x322_0nOff AT NEiea
v == BaseDataType :QES‘:S"‘S“NQS . . v Nodeld Nodeld
= Boolean xm Namespacelndex 2
= s o IdentifierType Numeric
=% ByteString rpandedriodeld Identifier 61457
=% DataValue NodeClass Variable
=% DateTime BrowseName 0, "EnumStrings”
’; . . DisplayName ", "EnumStrings”
= Diagnosticinfo . Description
~ £% Enumeration valmectiame WriteMask 0
= R UserWriteMask 0
=& ApplicationType . V;E'e e

=% AttributeWriteMask
<= AxisS caleEnumeration

SourceTimestamp
SourcePicoseconds

01.01.2017 23:42:53.745
0

) SIGRGRinan ServerTimestamp 01.01.2017 23:42:52.745
nlian~ & XML Schema i
& tventi ServerPicoseconds 0
B L 5 = f"g’ VE"eS o StatusCode Good (0x00000000)
= ASEEVEt ype v Value LocalizedText Array(2]
7% SupportedModules 4, AuditEventType o e off* ’
1; TrustListMasks % BaseMgdelChangeEvenﬂype 1 -
<% UserTokenType § Eonci:t[lionTypa v DataType LocalizedText
ven
MNamespacelndex 0
=% X20Alx622_ChannelType % EventQueueOverflowEventType e T
= X20A1x622_FunctionModel 3 Pl Identifier 21 [LocalizedTex]
s ValueRank 1

<% X20AIx622_InputFilter

v Message

f P EventT ArrayDimensions Null
o Rrogrres;vem e AccessLevel CurrentRead
bl B & UserAccessLevel CurrentRead

Attribute value "Value" of node "EnumStrings" (NodelD: 2 / 61457) must be accessed with process variable data

type "LocalizedText Array[2]" or greater.

3.2.7.4 Details about DataType ExtensionObject "UAMethodArgument"

Input and output arguments of methods

ExtensionObject [Argument] — UAMethodArgument (Automation Studio)

Name Data type Description
Name STRING[64] Name of the method argument
Value STRING[255] Value of the method argument

The OPC UA Bus Controller argument name is specified in structure element "Name". Element "Value" references
the process variable in the client program and specifies the name of the variable in node identification format.

L 7% UAMethodArgument
# % Name
P g Value

| Method argument used to supply the input and receive the output argument values for method calls
Name of the method argument
Source/Destination variable name for the argument value

]
STRING[64] ]
STRING[255 5]

For more information, see "Executing methods using library "AsOpcUac™ on page 54.
3.2.7.5 Notes about digital I/0Os in PACKED format

When reading and writing digital 1/0s in PACKED format, the following must be observed to ensure error-free and
proper access to a memory location:

» Up to bus controller firmware version 1.06:
All data is of data type UINT (2 bytes).

» Bus controller firmware version 1.06 and later:
All data less than or equal to 8 channels is of data type USINT (1 byte).
All data with more than 8 channels is of data type UINT (2 bytes).
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3.2.8 Access attributes

Function block UA Read() can be used to access not only the values of a NodelD, but also the attributes selected
in NodeAddInfo. All possible attributes are listed below.

Depending on the data type, only a subset of the listed attributes is available for each NodelD. Unsupported
attributes are rejected during read access with a corresponding error message.

UAAttributelDD
Enum constant Value Description
UAAI_NodeID 1 1D of the node.
UAAI_NodeClass 2 Class of the node.
UAAI_BrowseName 3 A non-localized name for the node that can be read by the user.
UAAI_DisplayName 4 A localized name for the node that can be read by the user.
UAAI_Description 5 A localized description of the node.
UAAI_WriteMask 6 Specifies which attributes can be written.
UAAI_UserWriteMask 7 Indicates the attributes for which the current user has write parmission.
UAAI_IsAbstract 8 Indicates that a type of node cannot be instanced.
UAAI Symmetric 9 Indicates that forward referencing and inverse referencing have the same meanina.
URAI_InverseName 10 Browser name for an inverse refarence.
UAAI_ContainsNoLoops 11 Indicates that subsequent forward referances within a view will not cause a loop.
UAAI_EventNotifier 12 Indicates that the node can be used to subscribe to events.
| UAAT Valu= " 13 " The value of 2 variable.
UAAI_DataType 14 Node ID for the data type of the variable value.
UAAI_ValueRank 15 The number of dimensions in the value,
UAAI_ArrayDimensions " 16 || The length for each dimension of an array value.
UAAI_AccessLevel 17 Possible access level for a variable.
UAAI_UserAccessLevel 18 Specifies the level of access that is possible for a variable after taking the user's
permissions into consideration.
UAAI_MinimumSamplingInterval 19 Specifies (in ms) how fast the server can detect value changes.
UAAI_Historizing 20 Specifies whether the server will actively collect data from the variable's history.
UAAI_Executable 21 Specifies whether the methed can be called.
UAAT_UserExecutable 22 Specifies whether the method can be called by the current user,

Example

The value of a NodelD can be read with AttributelD "UAAI_Value". AttributelD ID "UAAI_ArrayDimensions" is used
to read out the array length (e.g. of the bus controller status array).
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3.2.9 Node identification

The address space of the information models for process variables is dynamic and determined by the application
modules, tasks and variables in the application. The node identification is formed from the names of these objects.

If the name or scope of an object does not change, this identification remains unchanged after a restart.

The following table describes the syntax of addressing for the possible objects.

Object

Addressing

Application module

An application module is addressed by its name followed by "::". The default application module is an empty string.
*  AppModuleName::

Task

A task is addressed using the name of the application module and the name of the task.
*  AppModuleName::MyTask1
*  :MyTask2

Process variable
+  Scalar
* Array
»  Structure

nn

A process variable is addressed using the name of the task followed by ":" and the name of the variable. For global
variables, the name of the global variable is specified after the application module. A process variable is addressed in
the same way for scalars, arrays and structures.

*  AppModuleName::MyGlobalVar1

*  :MyGlobalVar2

*  AppModuleName::MyTask1:MyLocalVar1

Process variable array element

In order to address an element of an array, its index must be specified. For multidimensional arrays, the indexes of the
desired element are separated by commas. The indices are within the limits specified in the array declaration. For arrays
with negative dimensions, it is possible to specify an appropriate negative value.

*  AppModuleName::MyGlobalArray1[4]
*  AppModuleName::MyTask1:MyLocalArray1[-2,7]

Process variable structure element

To address elements of a structure, a path is derived from the names of the nested elements. The individual elements
are separated by a period. For arrays with structures, an element can be selected with "[]".

*  AppModuleName::MyGlobalStruct1.SubStruct2

*  AppModuleName::MyGlobalStruct1.SubStruct2.Sublnt
*  :MyTask2:MyLocalStruct1.Array[3]

» :MyTask2:MyLocalStruct1.ArrayOfStruct[2].Element1

Process variables are used as function module transfer variables and must therefore be declared in advance with

the correct data type.

In order to make process variables accessible as data points for library AsOpcUac, they must be enabled as OPC
UA tags first. Addressing is different for local and global variables.

Local variables

Local process variables are addressed with ::TaskName:VariableName.

Example

ObjectName

A WidgetTests

#3 Globaltyp

¢ Globalvar

Libraries

5 Programs

& Program

& st Cyclic.st

: Init.st
Exit st
Types.typ

' Variables.var

B W

(d mappView
w- @ Projectlanguage

Function block in/out variable: ::Program:localVar

Examples

(* INITIAL SETUP before UA Read()

Variable RdO
BC_SoftwareRevision

(* INITIAL SETUP before UA ReadList ()

Variable RdList 0[0]

UAc_ConfigurationStatusAll :=

Global variables
Global process variables are addressed with ::VariableName .

Example
Description ObjectName Description
= 3 WidgetTests
Global data types @~ #3 Globaltyp Global data types
Global variables - ¢ Globalvar Global variables

Global libraries - & globalVar
[ Libraries Global libraries
= %3 Programs
Cyclic code = & Program
Init code - st Cyclic.st Cyclic code
Exit code - st Initst Initcode
B st Exitst Exit code

Local data types
Local variables

Local data types
Local variables

: #3 Typestyp
B @ Variables.var

i G mappView

- @ Projectlanguage

[ru ]

Function block in/out variable: ::globalVar

*)

:= '::0pcTest:BC_SoftwareRevision';
'v?.??'; // init Target Variable for UA Read()

*)

:= '::0pcTest:UAc_ConfigurationStatusAll';

OF // init Target Variable for UA ReadList ()
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Information:

For read or write access, a process variable that corresponds to the data type must be declared in the
Automation Studio program and used at least once in the program (e.g. initializing the variable in the
initialization subroutine).

3.2.10 Monitored item

Monitored items are monitored by the slave and sent to the client for updating at regular intervals or after a change
in value.

Display in UaExpert

Each entry in the list is a monitored item. In addition, the parameter values can be displayed in a separate window.

Data Access View

= o
| # Server Node Id Display Name Value Datatype uj - Monitored Item Settings ?
i1 B&R X20BC008U... NS2|Numeric|302 Model ", "X20BC008U" Localized Text =£¥
2 B&R X20BC008U... N52|Numeric|8 ConfigurationStatus 3 (Configuration OK)  Int32 0
3 B&R X20BC008U... NS2|Numeric|14 ConfigurationStatusAll 3 (Configuration OK)  Int32 01 Sampling Interval: “250'00
4 B&R X20BC008U... NS2|Numeric|15 ConfigurationStatusArray Double click to displ... Int32 0 .
5 B&R X20BC008U... NS2|Numeric|33 CurrentHostname X20BC008U String QO Quslie Stzes [t
6 B&R X20BC008U... NS2|[Numeric|30 CurrentlP-Address 192.168.1.2 String 01 Discard Oldest:
7 B&R X20BCO008U... NS2|Numeric]151555 Packed inputs 0 (off) Int32 0
8  B&R X20BCO08U.. NS2|Numericl217091 Packed outputs 0 (off) Int32 01 [ pata change Filter
9 B&R X20BC008U... NS2|Numeric|217090 OQutput status information 0 (off) Int32 0
10 B&R X20BC008U... NS2|Numeric|139266 InputFilter 10 Byte 0 = J=CC i
11 B&R X20BC008U... NS2|Numeric|305  SoftwareRevision V1.13 String | || B i pdle
12 B&R X20BC008U... NSZ2|Numeric|278528 DigitalOutput01 false Boolean 0
13 B&R X20BC008U... NS2|[Numericl278529 DigitalQutput02 false Boolean 0 Deadband Type: fi
14  B&R X20BCO0O08U... NS2|Numeric|278530 DigitalOutput03 false Boolean 0 :
15 B&R X20BC008U... NS2|[Numeric]278531 DigitalQutput04 false Boolean 0
16 B&R X20BC008U... NS2|Numeric|278532 DigitalOutput05 false Boolean 0 Deadband Value: 0,00
17 B&R X20BCO008U... NS2|Numeric]278533 DigitalOutput06 false Boolean 0
18 B&R X20BC008U... NSZ2|Numeric|278534 DigitalQutputd? false Boolean 0
19 B&R X20BC008U... NS2|[Numeric]278535 DigitalOutput08 false Boolean 0
20  B&R X20BCO08U... NS2|Numeric|278536 DigitalOutput09 false Boolean 0 Cancel
21 B&R X20BC008U... NS2|[Numeric]278537 DigitalQutput10 false Boolean 0
M D o:D VIND A NANoI L LY} M Ari ~1770030 MimitalModmodd 1 Falen DAanla~n ATIRIA &7 TV I eTTA &T0T T-AAA

Information:
With bus controller firmware version 1.06 and later, a maximum of 1000 monitored items are supported.

3.2.11 Subscription

A subscription contains a list of monitored items that are updated at regular intervals or after value changes. All
value changes that have occurred are transmitted collectively after the minimum update time at the latest. The total
update of a subscription can be switched on or off separately.

Display in UaExpert

Display of a subscription. In addition, a parameter window can be opened.

Data Access View
. Subscription Settings ?
# Server Node Id Display Name Value Datatype  urq
1 B&R X20BC008U... NS2|Numeric|302 Model " "X20BC008U" LocalizedText 014 | o o erval: \500
2 B&R X20BC008U... NS2|Numeric|8 ConfigurationStatus 3 (Configuration OK)  Int32 01: 9 :
3 B&R X20BCO008U... NS2|Numeric|14 ConfigurationStatusAll 3 (Configuration OK)  Int32 01:
4 BA&R X20BCO08U... NS2|Numeric|15 ConfigurationStatusArray - Double click to displ... [nt32 014 Life Time Count: [200
5 B&R X20BC008U... NS2|[Numeric|33 CurrentHostname X20BCO008U String 01:
6 B&R X20BCO08U... NS2|Numeric|30 Currentl P-Address 192.168.1.2 String 01:( Max Keep Alive Count: ‘10
i B&R X20BC008U... NS2|Numeric|151555 Packed inputs 0 (off) Int32 01
8 B&R X20BC008U... NS2[Numeric|217091 Packed outputs 0 {off) Int32 07:{ max Motifications Per Publish: ‘u
] B&R X20BCO008U... NS2|Numeric|217090 Output status information 0 (off) Int32 012
10 B&R X20BC008U... NS2|Numeric|139266 InputFilter 10 Byte 014 priority: ‘D
11 B&R X20BC008U... NS2|[Numeric|305 SoftwareRevision T o String 01:
12 B&R X20BC008U... NS2|Numeric|278528 DigitalOutput01 false Boolean 01:
13 B&R X20BCO08U.. N52|Numeric|278529 DigitalOutput02 false Boolean  OijRCit e O Bl
14 B&R X20BC008U... NS2|Numeric|278530 DigitalOutput03 false Boolean 01:
15  B&R X20BC008U... NS2|Numeric|278531 DigitalOutput04 false Boolean 01: Cancel
16 BA&R X20BCO08U... NS2|Numeric|278532 DigitalOutput05 false Boolean 012
17 B&R X20B8C008U... NS2|Numeric|278533 DigitalOutput0e false Boolean 01:
Information:
With bus controller firmware version 1.06 and later, a total of 10 subscriptions can be handled. Only a
maximum of 5 subscriptions can be registered for a connection, however.
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3.2.12 Object access via handle

As soon as the Nodeld needed for an access is known, a handle can be reserved for it that is retained for the
entirety of the session. Depending on the type of the selected node, this handle can be used for read, write or
execute access.

3.2.13 Automated access to the information model

The actual access to the nodes in the information model always takes place via the NodelD. This NodelD consists
of the numeric 16-bit Namespacelndex, the IdentifierType and 32-bit Identifier according to the OPC UA standard.

OPC UA bus controller X20BC008U supports only IdentifierType "Numeric".

Nodeld MNodeld
MNamespacelndex 2
ldentifierType Numeric

|dentifier 11
NodeClass Object
BrowseName 2, "SubDevices”

When accessing nodes using a software library (e.g. AsOpcUac), the following must be observed:
» First, the namespace strings should be translated into the Namespacelndex. For this purpose, client li-
braries provide corresponding functions, e.g. function block UA GetNamespacelndex().
* Node IDs should be determined using function block UA TranslatePath().

Information:

Using hard-coded node IDs can cause problems since they may change with a later firmware
version.

* A handle must be reserved before the actual access. This handle is retained throughout the entire session
until freed up.

» The numerical value of the identifier must be passed in "String" format, e.g. identifier 12 is specified as
string "12".

» Access via lists or subscriptions is more efficient than single accesses. For digital inputs and outputs,
compressed data format "Packed" can be configured.
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4 Bus controller objects and directories

The following figures provide an overview of the objects and directories available in the OPC UA bus controller.

v & X20BC008U
v & Configuration
% Control

v 3O Network
@ DHCP
@ Gateway
@ Hostname
@ |P-Address
D Primary DNS
@ Secondary DNS
@ Subnet mask

3 Timer

¢ DeviceManual

v DeviceRevision

¢ HardwareRevision

2 |dentification

@ Manufacturer

% MethodSet

¢ Model

% ParameterSet

¢ RevisionCounter

¢ SerialNumber

¢ SoftwareRevision

O Status

Legend

v & ST00, | X20....
2 ConfigChannels
= Configuration
¢ DeviceManual
# DeviceRevision
= Diagnose
# HardwareRevision
2 |dentification
# Manufacturer
& MethodSet
» Model
% ParameterSet
= ProcessData
# RevisionCounter
# SerialNumber
@ SoftwareRevision
3 Status

The following icons are used in the object dictionary:

v 12 ProcessData
@ FirmwareVersion
@ HardwareVariant
@ Moduleld
@ ModuleQk
‘@ SerialNumber
# RevisionCounter
¥ SerialNumber
¢ SoftwareRevision
v 10 Status
@ ConfigFile
@ ConfigurationStatus
@ ModuleOk
‘@ NetworkStatus

v [ Configuration

Directory, folder

v o X20BC008U
v gg Control

Object

Vendorld

Variable or parameter

¥ Manufacturer

Property variable (additional information)

% ApplyChanges

Method

4.1 Configuration

Both the bus controller and each connected or configured X2X module have directory "Configuration". The following
subdirectories and subobjects also exist:

e Control  Lists the methods available for configuration
e Network  Contains information about the network configuration
e Timer Contains timer and timestamp information

v e X20BC008U
~ [ Configuration
o Control
= Metwork
= Timer
# DeviceManual
@ DeviceRevision
# HardwareRevision
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4.1.1 Control

This directory contains the methods available for configuring the bus controller or X2X module. For an overview
of methods, see "Methods" on page 52.

v o X20BC0O0BU
v [ Configuration
v o Control

% ApplyChanges
@ Delete
% LoadDefault
% Reboot
W Restore

Information:
Directory MethodSet should be used to call methods.

4.1.2 Network

4 |7 Configuration
g Control
4 |7 Metwork
DHCP
Gateway

3

Hostname
IP-Address
Primary DMN5
Secondary DNS
Subnet mask

> I Timer

TYII I

]

A valid network configuration is required in order for the bus controller to operate. The network configuration used
is based on the address switch setting and the configuration stored in flash memory. For more information, see
"Overview of network address switch functionality" on page 7.

For new configuration data to be transferred, it must be saved in the control object by calling method Apply in the
control object.

Information:
The network parameters will only be applied after the bus controller is restarted.

Position of the data in the information model: "../ X20BC008U / Configuration / Network"

Node name Description
DHCP Enables/Disables DHCP client functionality

If the DHCP client is enabled, the gateway, IP address, subnet mask and DNS server parameters
are obtained from the DHCP server. In this case, the configured values are not used. They can be
read and modified, however.

Gateway Configuration of the default gateway IP address
Hostname Configuration of the hostname

IP address Configuration of a static IP address

Primary DNS / Secondary DNS Configuration of a primary or secondary DNS server
Subnet mask Sets the subnet mask
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4.1.3 Timer

4 gy X20BCO0BU
4 | Configuration

> g Control

> I Metwork

4 ) Timer
EnableMTP
JumpDifference
SynchronizationInterval
TimeServer(l
Time5erver(2
TryDN5
TryGateway

TIIIY

Information:

OPC UA uses the UTC timestamp. It is possible to configure multiple NTP servers for use as time references.

Both NTP and the OPC UA server transfer the UTC timestamp. If UTC time needs to be converted to a
corresponding local time, the conversion must be carried out via the OPC UA client.

Position of the data in the information model: "../ X20BC008U / Configuration / Timer"

Node name Description
EnableNTP Enables/Disables time synchronization.
JumpDifference Time difference from which a time jump occurs (in milliseconds). During normal operation, the internal timer

synchronizes to the reference time of at least one time server.
If a difference is detected that is greater than the value specified in this parameter, a time jump occurs. If the
deviation is minimal, a time jump does not occur. Instead, the difference is corrected by adjusting the timer speed.

Synchronizationinterval

Interval at which the time is polled from the time server (in minutes).

TimerServer01/TimerServer02

Hostnames or IP addresses of up to 2 time servers. If one of the servers is not available, the other will be used
instead.

TryDNS

An attempt will be made to use the DNS server as the time server.

This option can be useful if the network configuration is obtained via DHCP since network stations on which the
DNS server is hosted will often host an NTP server as well. In this case, an NTP server does not need to be
configured.

TryGateway

An attempt will be made to use the default gateway as the time server.
This option can be useful if the network configuration is obtained via DHCP since the default gateway often hosts
an NTP server as well. In this case, an NTP server does not need to be configured.
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4.2 Identification

In node X20BC008U as well as in X2X modules, general additional information specific to the OPC UA standard
is provided as property variables.

¥ DeviceManual
# DeviceRevision
¥ HardwareRevision

¥ Manufacturer

¢ Model

# RevisionCounter
¢ SernalNumber
# SoftwareRevision

v I ldentification
ModulelD
@ Vendorld

Object X20BC008U and the objects that represent the 1/O modules are subordinate to several nodes that provide
information about the respective module.

Node name Description

DeviceManual URL to additional information about the module
DeviceRevision Reserved

HardwareRevision Hardware revision of the module
Manufacturer Manufacturer of the module

Model Product ID

RevisionCounter Reserved (always -1)

Serialnumber Full serial number as a string
HardwareRevision Softwarerevision

Identification / Module 1D Numeric identification number for the module
Identification / Vendor ID Numeric ID of the module manufacturer

OPC UA User's manual Bus controller 1.10 - Translation of the original manual 37



Bus controller objects and directories

4.3 MethodSet and ParameterSet

v oa MethodSet 4 o ParameterSet
& ApplyAllConfigurations - & ConfigFile
@ ApplyChanges i@ ConfigurationStatus
@ Delete > @ DHCP
% DeleteloModules - & EnableMNTP
% DownloadConfigurationFile - @ Gateway
W LoadDefault » # Hardwareld
# Reboot -
% Restore ¥ A NESErVEIL.
» @ Timerki
- @ Timerkp
- @ TryDMS
» @ TryGateway
» @ Vendorld

The bus controller object and the 1/0O module objects each contain objects "MethodSet" and "ParameterSet".

» "MethodSet" groups all methods for a given module into a flat list.
+ "ParameterSet" groups all variable nodes into a flat list.

These sets should be used if variables and nodes are to be accessed automatically. The advantage of providing
access via a set is that the location of the nodes is known from the start. It is then not necessary to take an additional
structure into account. This allows the structure to be changed (e.g. due to new features, better clarity, etc.) without
having to adapt automatic accesses.

Position of the data in the information model:

"../ X20BC008U / MethodSet"

"../ X20BC008U / ParameterSet"

For an overview of methods, see "Methods" on page 52.
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4.4 Process data of the bus controller

This node can be used to read the embedded parameter chip of OPC UA bus controller X20BCO008U. It con-
tains basic module information such as serial number and firmware version. This information is grouped in folder
"ProcessData".

Information:
This function is only available with firmware version V1.18 or later.

In older firmware versions, this function was only available for X2X modules (see "Process data of the /0O modules”
on page 42).

Process data of OPC UA bus controller X20BC008U

v [ ProcessData
FirmwareVersion
» @ HardwareVariant
) MaodulelD
SerialNumber

Serial number
The node named "SerialNumber" occurs twice in directory X20BC008U with different meanings.

* (1) In directory "ProcessData".
This node is of data type UDINT (UInt32) and contains the serial number as a decimal value (e.g. 168481).
* (2) In directory "X20BC008U".
This node is required by the standard, is of data type STRING and contains the serial number as a string
(e.g. "EAFB0168481"). This number is identical to the serial number printed on the outside of the module.

Address Spboe & Dats Access View

£ |Ha Highlight = " Serer Node Id Display Name Value Datatype  wrce Timestar rver Timestan  Statuscode

& Root 1 B&R X20BC .. NS2|MumericiB182  Hostname X208C0081 Siring 010315313 01:00:15313  Good

v & Objects 2 B&R X20BC.. NS2|Numericl134  IP-Address 192.168.1.2 String 0015312 010015313 Good

3 B&R X20BC.. N5SZ|Mumerici310 Modulel D 60155 Uinti6 010015313 01:0x15313  Good

~ & DeviceSer 4 B&R X0BC. NS2Mumercl§955 FirmwareVersion 784 Uint16 010002440 010015314 Good

~ % X208 C008U 5 B&R X20BC... N52|Mumericl65954 HardwareVariant 6 Uintis 00002440 0100015314 Good

=y Frnfiruration 6 B&R X20BC.. NS2|Numericiisi4s  ModulelD BITH Uintis 010002440 01015314  Good

. L] BEE VINRC  MEINumanie]BSO5T Mo tarik true Boolesn i L e

& Parameterset i Mt i e mme e s (PIT TETPRC TSR, | . B (TP

v T T AT 123 B&R X20BC.. NS2|Numericleodste HardwareVamant 5 wintlf 00002.502 01015320 Good

~ |2 ProcessData ] 24 B&R X20BC.. NS2|Mumeric262754 ModulelD T066 Uintié 0002502 010015320 Good

» @ FirmwareVersion 25 BER X20BC . NS2|Mumercl262560 SerialNumber 2693467 Wint32 010002502 010015320 Good

s & HardwareVariant 26 B&R X20BC.. N52|Numericl262751 SerialNumber TOGG693467 String M0002502 01015321 Good

27T B&R X20BC.. NS2|Mumeric|328282 Model =%, "X20AP3132° LocalizedText 010003444 01:00r15321 Good

W ModulelD X 2B B&ER X20BC . NS2|Mumeric|328099 FirmwareVersion 100 Uintls MN0003444 0100015321 Good

| 3 @ SerialMumber | [{1) 2% B&R X20BC.. NS2|Mumerici328098 HardwareVariant 4 Uinti6 M0003444 010015322  Good

e PesitoC Cunter . 30 B&R X20BC.. NS2Mumerici328290 ModulelD 59328 Uintis 010003444 010015322  Good

et ot s la i - 31 B&R X20BC.. N52Mumeric]328095 ModuleDk true Boolean 0003444 010015322 Good

@ SerialNumber | (2) 32 B&R X20BC.. NS2[Mumernic|328096 SerialNumber 168546 Uinti2 010003444 01015323  Good

@ SoftwareRevision 133 BERXX8C, MS2Mumercl305  SoftwareRevision  WI0LIT _ Swing 010015323 0100015323 Good

i 34 B&R X20BC.. WN52Mumeric|307 SerialNumber EAFBO168481 String | 010315323 0100615323 Good

> 1O Status (35 BER X20BC.. NS2|NumenciSi SenalNumber 168481 Uimt32 | 010015324 0100015324 Good

> o X2X 36 B&R X20BC.. NSZNumerieiol HardwareVarian 59 Ulntie 00015324 010015324 Goed

5 b Server 37 B&R X20BC.. NS2|Mumerici93 FirmwareVersion 30117 Uintié 0100:15324 010015324  Good

36 B&R X20BC.. NS2Mumenci3i0 ModulelD 60155 Ulrtis 0100:15324  01:0(r15324  Good

r 2 Types 3% B&R X20BC.. N52Mumerici53 FirrwareVersion 30117 Ulnt16 00015324 010015324 Good

3 Views 40 B&R X20BC.. NSZ|NMumerici%2 HardwareVamant 99 Uintié 01:00:15.325  01:0k15325 Good

41 BLER X20BC. . NS2|Numerc]310 ModulelD 0155 Ulintié 00015325 010015325 Good

42  B&R X20BC.. N5Z|Numericis SerialNumber 168481 Uint3z 0100:15325 010015325 Good

4.5 Status
~ I3 Status

@ ConfigFile

» @ ConfigurationStatus
@ ConfigurationStatusAll
@ ConfigurationStatusArray
@ ModuleOkArray

This directory contains current status information about the bus controller or I/O module. For more information,
see "Configuration status" on page 46.
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4.6 X2X Link and 1/0 modules

4 g 2K
4 oy SubDevices

* gl STOD1 | X20PS9400

» o STO0Z | X20D09322
+ whg ST003 | X20DB371

* g STODA | X20A14622

» gl STO0S | X20A02622
* o STO0G | X20D09322
- o STO07 | X20DM371

» gk STODE | ID 41870

* g STO09 | X20D0O9322

All /0 modules detected on the X2X Link network are listed under "X20BC008U / X2X / SubDevices". All data,
control and configuration nodes assigned to the respective module are located at a lower level.

Example of an Al module's nodes

4 gy 5TO04 | X20AMM622
» I3 ConfigChannels
- I Configuration
¥ DeviceManual
¥ DeviceRevision
- I3 Diagnose
¥ HardwareRevision
- I2) Identification
W Manufacturer
* e MethodSet
¥ Model
© e ParameterSet
- I2) ProcessData
¥ RevisionCounter
# SerialMumber
W SoftwareRevision
- [ Status

Connected modules are automatically detected and started with their default configuration, provided that a corre-
sponding configuration has not been saved. In order to fully map 1/0O module nodes, the bus controller contains
a database with additional information for each module. The information model is updated accordingly, allowing
the modules' full range of functions to be used. For a list of modules supported by the database, see "Supported
modules" on page 12.

X2X modules not contained in the database can be used in function model 254. Since the bus controller does
not know the product ID in this case, the modules are labeled "ID 'ModulelD>" (see e.g. "ID 41870" in the image
above). The configuration for these modules can only be modified using method "RegisterWrite" on page 61.
The process data points are labeled "RegisterXX" in folder Process data of the 1/0O modules. For the meaning of
register numbers, see the relevant module documentation.

Information:

It is not possible to modify the process data image in this operating mode.
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4.6.1 ConfigChannels

This folder groups nodes containing a copy of the values that were written to the relevant configuration register in
the module. These values can only be read and are provided for troubleshooting purposes. They are automatically
calculated on initialization or on applying the configuration. For more information about the meaning of these values,
see the relevant module documentation.

Example of an Al module's ConfigChannel nodes

4 ) ConfigChannels
» @ ConfigQutputll
» @ ConfigQutputl2
» @ ConfigQutputd3
- @ ConfigQutputDd

4.6.2 Configuration

v ge ST010 | X20D0O4322
2 ConfigChannels
v i3 Configuration
o Control
@@ Function model
v I General
@ QOutput status information
4@ Packed outputs
# DeviceManual
# DeviceRevision
2 Diagnose
¥ HardwareRevision

Not only the bus controller but also each individual /O module can be configured via the information model. To
enable this, a separate configuration folder is included for each I/O module.

Method directory "Control" is available for controlling the configuration. This directory contains the methods avail-
able for configuring the X2X module. For an overview of methods, see "Methods" on page 52.

The other configuration parameters contained in this folder and their structure are individual for each 1/0 module.
For an explanation of parameters, see the respective module documentation.

For querying the current configuration status, see "Evaluating the configuration status" on page 47.
4.6.3 Diagnostics

The data from this subdirectory is used for diagnostic purposes, such as internal system analyses.
4.6.4 Identification

For information about this directory, see "Identification” on page 37.
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4.6.5 Process data of the /0O modules

The process data provided by an I/O module is grouped in folder "ProcessData". These nodes allow output process
data to be written and input process data to be read. For the meaning of data points, see the relevant module
documentation.

Example of an Al module's process data

4 ) ProcessData
Analoglnputll
Analoglnput]2
Analoglnputl3
Analoglnput4
FirmwareVersion
HardwareVariant
ModulelD
ModuleOk
SerialMumber
StaleData
StatusInputdl

Ty

Information:

If the configuration is modified, the available process data nodes may change. To detect this, the rel-
evant higher-level node must be re-imported (browsed).

Until the relevant configuration changes are applied, it may not be possible to feed data to recently
enabled nodes. This is indicated via a corresponding state.

4.6.6 Status

For information about this directory, see "Status" on page 39.
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5 Bus controller configuration

The OPC UA bus controller configuration includes several configuration types.

* The network configuration depends largely on the position of the address switch. See "Network address
switches" on page 7.

» All /O modules connected on the X2X Link network are entered in the SubDevices list and automatically
initialized and started by the bus controller. If a configuration file for an X2X module is stored on the bus
controller, this module is configured accordingly and checked for correctness. As long as no special con-
figuration is available, the module arrangement can be changed as required. If a module is required in a
certain slot, the module type and configuration must be permanently stored in the defined slot in the form
of a configuration file using method Apply.

» The configuration of X2X modules includes, for example, the desired sensor types for temperature modules,
the channel configuration of analog modules, enabling status information or working in the packed format
of the digital I/O modules.

As soon as a configuration has been successfully saved on the bus controller, it is retained even after a restart.

5.1 Configuration procedure

After switching on the power supply, the OPC UA bus controller determines all connected X2X modules, starts
them automatically and creates an internal image of the input or output data. With this automatic configuration of
the "supported modules" on page 12, the bus controller configures the 1/O modules using the module configuration
stored internally in the bus controller. As soon as configuration file "ConfigFile" exists, it is taken into account in
this configuration.

Changing the configuration
+ To configure the modules, the node provided on the bus controller (e.g. selections "DO/DI format packed",
"Statuslnfos”, selection of sensor types) must be set accordingly.
» Configuration files can also be transferred from the OPC UA client to the OPC UA bus controller using bus
controller method DownloadConfigurationFile.
Permanent application of the configuration
» Once the configuration has been completed, the modified configuration is entered in configuration file "Con-
figFile" using method Apply and saved permanently.

*  When saving for the first time using Apply, the connected module type is also entered in the configuration
file and is required later in the corresponding slot. The defined module type can only be freed up again
with a Delete procedure.

» After saving via Apply, the bus controller normally configures the corresponding module automatically. If
necessary, it restarts the module to apply the configuration.

Restarting the bus controller
+ If a restart of the bus controller is required after the configuration has been completed and saved, this

request is displayed in the ConfigurationStatus.

+ After deleting existing configuration files using method Delete or DeleteloModules, the bus controller must
be restarted.

» During configuration (e.g. after disabling/enabling status inputs), it may be necessary to restart the bus
controller in order to apply the configurations saved using Apply.

Information:

For unsupported X2X modules, the bus controller uses only default function model "254". A configu-
ration file is not supported in this case. The configuration must be carried out again after each restart
of the bus controller.
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5.2 Configuration of the /0 modules

The I/O modules can be configured in 2 ways:

» Automatic configuration by the bus controller
» Manual configuration by the information model

5.2.1 Automatic configuration

After switching on the power supply, the OPC UA bus controller determines all connected I/O modules, starts them
automatically and creates an internal image of the input or output data. With this automatic configuration of the
"supported modules" on page 12, the bus controller configures the 1/0 modules using the module configuration
stored internally in the bus controller. No information is requested from the modules regarding registers.

Information:
For unsupported X2X modules, the bus controller uses only default function model "254".

If an 1/0O module is missing or has a different hardware ID, a corresponding error is displayed as an LED status.
See "LED status indicators" on page 6.

With method DownloadConfigurationFile, additional configurations generated in the application can be transferred
to the bus controller.
5.2.2 Manual configuration

In addition to automatic configuration, the bus controller or I/O modules can also be configured manually.

I/O modules can be configured via the information model. The corresponding nodes are grouped in folder "Config-
uration", which exists for each module. The configuration parameters contained in this folder and the structure of
these parameters are specific to each I/O module. For an explanation of parameters, see the respective module
documentation. In addition to the configuration nodes, each configuration folder contains an object named "Con-
trol." The methods contained in this object are used to control the configuration process.

The current status of the configuration can be queried via node ConfigurationStatus.
Example of a module configuration

v e STO04 | X20A14622
= ConfigChannels
v [0 Configuration
w IO Channel 01
@ ChannelTypel1
I Channel 02
2 Channel 03
22 Channel 04
v & Control
@ ApplyChanges
@ Delete
@ LoadDefault
@ Restore
@ FunctionModel
) General
[’\\5 @ InputFilter
@ LowerLimit
@ UpperLimit

Information:

Modifying the configuration can lead to the addition or removal of configuration parameters. To detect
this, the relevant higher-level node must be re-imported (browsed).

When method Apply is called, the changed configuration is saved permanently. A restart of the bus controller may
also be required for the new configurations to be applied.
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5.3 Unsupported modules
If a module is not listed in the list of "supported modules" on page 12, it is not supported. The bus controller

starts up these unsupported modules with the module-specific default configuration and enters the module with
the corresponding module ID (Moduleld) in the "SubDevices" list.

v o X2X

Attribut
v & SubDevices e
& STO001 | X20P$9400 Sk @
& ST002 | X20DI8371 Attribute Value
& ST003 | X20D09322 e el Nodeld

& 5T004 | X20D09322

g Namespacelndex 2
@ ST005 | 1D 50030 e

&S 5 IdentifierType ~ Numeric
& Server

Identifier 327680
= T3:rpes ModeClass Object
i " (BrowseName 2,"ST5"
(DisplayName " "STO05 | 1D 50030
Description "™

Configuration
The following conditions apply to each unsupported module:

* Modules start bus controller function model "254"

* Modified configurations must be enabled by calling Apply. Permanent storage does not take place.
» After each restart of the bus controller, the modules must be reconfigured.

» Neither data point "ConfigFile" nor method DownloadConfigurationFile are supported.

* Modules that are not supported can be configured via register access.

» For the names of the data and configuration registers, see the register documentation for the respective
module.

» Register access to these modules is possible via methods RegisterRead and Register\Write.

5.4 Configuration files for modules

A separate configuration file in XML format can be created for each module slot and made available for access
using OPC UA variable "ConfigFile".

Variable Data type Keying Path
ConfigFile XmlElement |utf-8 "Root / Objects / DeviceSet / X20BC008U / X2X / SubDevices / STx / ParameterSet"

The XML configuration files can be downloaded from the bus controller using method DownloadConfigurationFile.

A restart of the bus controller may be required to apply changes. To delete a configuration, the bus controller must
always be restarted.

In addition, the configuration status should be evaluated during configuration processes. This displays the state of
the respective configuration and any required restart of the bus controller.

If there is no or only the default configuration for a module, value "Null" is displayed instead of the configuration file:

Value Null
v DataType XmlElement
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Structure of the configuration file

If supported by the OPC UA client, the contents of a configuration file can be read out. The content of the XML file
is displayed next to "Value" if one of the following conditions is met:
» The configuration was saved permanently using method Apply.

» The configuration was downloaded using bus controller method DownloadConfigurationFile and then ap-
plied with Apply.

<?xml version="1.0" encoding="utf-8"7=>
<Module Deviceld="7066" ID="ST3" Hardware="X20D09322" =

Value <Parameter |D="DigitalOutputsPacked” Value="on"/>
</Module>
v DataType XmlElement

encoding="utf-8": The XML file is stored in UTF-8 format.

Module Deviceld="7066": The module type is stored in this entry. This means that as soon as a configuration
file for a slot is stored, a module with identical DevicelD must always be connected in this slot. If the Deviceld
is different, the incorrectly connected module does not start up and an X2X Link error is indicated on the bus
controller. For more information, see "Fixed-position modules" on page 50.

ID="ST3": To differentiate the configurations, the slot is also stored using ID="STx". This information also selects
the associated slot when downloading the configuration file.

5.5 Configuration status

Configuration status "ConfigurationStatus" is available for each X2X module. In addition, the bus controller provides
an overview of all statuses in the form of a status array.

Variable Data type Path
ConfigurationStatus Int32 (Enum) "Root / Objects / DeviceSet / X20BC008U / X2X / SubDevices / STx / ParameterSet"

For more information, see "Evaluating the configuration status" on page 47 and "Detecting a necessary restart”
on page 46.

5.6 Detecting a necessary restart
During configuration of the X2X modules, a restart of the OPC UA bus controller may be required for settings to

be applied. This restart is unpredictable. For this reason, the ConfigurationStatus must always be evaluated in
addition to the configuration.

v o ParameterSet Description """
@ ConfigFile WriteMask 0
@@ ConfigurationStatus UserWriteMask 0
@ ConfigurationStatusAll v Value
@ ConfigurationStatusArray SourceTimestamp 01.01.2017 04:31:10.010
@ CurrentGateway SourcePicoseconds 0
‘@ CurrentHostname ServerTimestamp 01.01.2017 04:31:10.010
@ CurrentlP-Address ServerPicoseconds 0
@ CurrentNetmask StatusCode Good (0x00000000)
@ CurrentPrimaryDNS Value 3 (Configuration OK) o
@ CurrentSecondaryDNS v DataType 0 (Not configured)
@ EnableDHCP Namespacelndex 1 (No configuration available)
@ EnableNTP IdentifierType 2 (Configuration Ready)
@ Gateway Identifier 3 (Conf?gurat?on oK) i
T S . 4 (Configuration che?nged but not applied)
@ IP-Address ArrayDimensions = ioddieacbookinggened)
; 6 (Wrong Moduleld)
@ JumpDifference AccessLevel ? (Reboot of buscontroller required)
‘@ ModulelD UserAccessLevel 8 (Error during configuration)
‘@ ModuleOkArray MinimumSamplinginterval 10
@ Netmask Historizing false

A single restart after completion of all required configuration activities is sufficient, regardless of when or how often
a necessary restart was reported.
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5.7 Evaluating the configuration status

The configuration status can be queried via nodes ConfigurationStatus on the bus controller and each I/O module.

This node indicates the current configuration state.

Value EnumString Description

0 Not configured Not configured

1 No configuration available A module for which no configuration has been saved is inserted in the slot. In this case, the
module runs with its default configuration.

2 Configuration ready A configuration exists for a module in this slot, but the module is not available.

3 Configuration OK The module is configured correctly.

4 Configuration changed but not applied The configuration was changed. The modified parameters have not yet been applied or saved,
however.

5 Module reboot triggered A restart has been triggered for the module.

6 Wrong Moduleld The module in the slot does not correspond to the module configured for this slot.

7 Reboot of bus controller required The configuration was saved but could not be applied straightaway. In this case, the saved con-
figuration will be applied after the bus controller has restarted.

8 Error during configuration An error occurred during configuration.

2 additional pieces of status information are available on the bus controller that represent the overall state of all
configured X2X Link modules. This status information simplifies monitoring of the configuration status since only
one node access is required to monitor the configuration of all X2X modules.

» ConfigurationStatusAll; General query due to a necessary restart of the bus controller.

» ConfigurationStatusArray: Individual configuration states of the X2X Link modules via array access.

Variable Data type Path

ConfigurationStatus Int32 (Enum) "Root / Objects / DeviceSet / X20BC008U / SubDevices / STx / ParameterSet"
ConfigurationStatusAll Int32 (Enum) "Root/Objects / DeviceSet / X20BC008U / ParameterSet"
ConfigurationStatusArray Int32 Array[201]" "Root / Objects / DeviceSet / X20BC008U / ParameterSet"

1) The array offset corresponds to the slot.

ConfigurationStatus

The current configuration status of an individual module can be queried via node Status / ConfigurationStatus or
directory ParameterSet.

The configuration status of the bus controller refers to the bus controller itself and usually has value "Configuration
OK".

ConfigurationStatusAll

The entire configuration status can be queried via node Status / ConfigurationStatusAll or directory ParameterSet.

This status is only available on the bus controller and contains the combined overall status of the bus controller
and all configured X2X Link modules.

v e DeviceSet ~ P E& ® ;
v & X20BCO08U = -
£33 Crnfiquration Attribute Value
s ’ v Nodeld Nodeld
o Model Namesr- 2
v e ParameterSet v Vaiue
- Conf!gFlle_ ServerPicoseconds 0
& Cunbgueanatiie StatusCode Good (0x00000000)
Qﬂ_ﬁ!g!L_{[EJF_!QT);?Y_?‘_TH?:F\!!, Value 3 (Configuration OK) 2
‘@ ConfigurationStatusArray v DataType 0 (Not configured)
@ CurrentGateway Namespacelndex 1 (No configuration available)
@ CurrentHostname IdentifierType 2 (Configuration Ready)
@ CurrentlP-Address Identifier 3 (Configuration OK)
» @ CurrentNetmask ValueRank 4 (Configuration che?nged but not applied)
@ CurrentPrimaryDNS PR S 5 (Module reboot triggered)
@ CurrentSecondaryDNS o 6 (Wrong Moduleld) .
@ EnableDHCP | 7 (Reboot of buscontroller required)
> @ FnablaNTP Heshgeslevl 8 (Error during configuration)

The individual ConfigurationStatus states have different values. Status "Reboot of bus controller required" always
has the highest priority. As soon as a restart of the bus controller is required on at least one module, all other states
are subordinate and only displayed on the corresponding modules themselves or in the ConfigurationStatusArray.
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Example

(3 connected modules and bus controller at offset 0)

The status of module 2 is returned although module 3 also requires application of the changed configuration by

calling Apply.
ConfiqurationStatus_____ 3 (ConfiqurationOK) _Int32’
(ConfigurationStatusAll 7 (Reboot of buscontroller require... Int32 ;
ConfigurationstatusArray  Uouble click to display value  [nt32
BC fo 3 (Configuration OK) )
S |1 1 (No configuration available)
sig2 |2 7 (Reboot of buscontroller required)
S 3 1 (No configuration available)
A N (NAt canfinnradl
Information:
With the help of this node, a necessary restart of the bus controller can be easily detected.

Example

(3 connected modules and bus controller at offset 0)

If modules are not configured, the status of the bus controller is indicated as "Configuration OK" or "No configuration

available".

BC

Si#

Si#2

Si#3

ConfigurationStatus 3 (Configuration OK)  Int22
_ConfiqurationStatus 3 (Confiouration OK)__Int32
(_ConfigurationStatusAll ___3 (Configuration OK) _ Int32.
ConfigurationStatusArray  Double click to displ... Int32
0 3 (Configuration OK) 4
1 1 (No configuration available)
2 1(No configuration available)
3 1(No configuration available)
4 0 (Not confinured)

ConfigurationStatusArray

This node is only available on the bus controller and represents the configuration status of all available X2X Link
modules in an array. The module slot corresponds to the array offset.

The configuration states of all modules can therefore be queried and evaluated with a single access to this array.
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Example
(3 connected modules and bus controller at offset 0)

The modules in slots 2 and 3 indicate the changed but not yet applied configuration.

ConfigurationStatus 3 (Configuration OK) Int32
ConfigurationStatusAll 4 (Confiauration chanaed but not ... Int32
ConfigurationStatusArray  Double click to display value Int32

BG 0 3 (Configuration OKJ)

Sl#1 1 3 (Configuration OKJ)

si2 ||2 4 (Configuration changed but not applied)
su3 |3 4 (Configuration changed but not applied)
4 0(Not configured)

At the end of the entire configuration process, all changes can be accepted by calling method ApplyAllConfigura-
tions one time.

To recognize all required Apply actions, the configuration status of each individual module should be evaluated.
To permanently save a changed configuration, method Apply method must be executed. In addition, a restart of
the bus controller may be required.

Value EnumString Actions to be executed

0 Not configured No action required

1 No configuration available No action required

2 Configuration ready Check why the module is malfunctioning (e.g. module not connected properly).

3 Configuration OK No action required

4 Configuration changed but not applied The changed configuration must be saved permanently using method Apply. Afterwards, a restart
of the bus controller may be required to apply or enable the configuration.

5 Module reboot triggered No action required, but wait until the X2X module has started up completely. The restart of the
module was automatically initiated by the bus controller.

6 Wrong Moduleld Check the module configuration. Possible solutions:

+  Connect the properly configured module.

« Delete an incorrect configuration.

7 Reboot of bus controller required A single restart of the bus controller at the end of all configuration processes is sufficient. After
receiving the command, the bus controller waits approx. 1 to 2 seconds until the restart is exe-
cuted. During this time, the CPU should still free up all handles and close the connection to the
bus controller.

Options for restarting:

+  Calling method Reboot
«  Switching the power supply of the bus controller off and on
«  Call methods UA_MethodGetHandle and UA_MethodCall in function blocks

Information:

All connections established with UA_Connect() must be closed with UA_Disconnec-
t() before the bus controller or CPU is restarted.

8 Error during configuration Repeat or delete the configuration.
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5.8 Fixed-position modules

The bus controller automatically configures all I/O modules connected on the X2X Link network and enters them
in the "SubDevices" list. The module arrangement is freely selectable and can be changed as needed.

If a module is required in a specific slot, its module type can be permanently stored in the slot using method Apply.
The configuration of the module type is also stored in the respective slot.

As soon as a certain module type is configured to a slot, a module of another type connected at this position no
longer functions without errors. An incorrectly connected module has the following effects:

» The module is indicated by LED "r" flashing green and remains in mode PREOPERATIONAL.

» A corresponding error message is entered in "ConfigurationStatus".

» The desired module type is displayed in "ConfigFile".

* The red "MS" error LED on the bus controller blinks.

ST4" Hardware="X 20009322

v XmiElement
o
Numeric
16 [NmiElerment]

Information:

The set configuration is permanently applied using method Apply. Modules of another type on the
stored slot result in an error message.

Calling the method may require a restart of the bus controller (see "Execution status of "Apply” meth-
ods" on page 55). A restart after all changes have been made is sufficient.

Unlocking and freeing up fixed-position modules

Saved configurations can be deleted and thus the slot can be freed up for another module type using method Delete.

Information:

Method "Delete” always requires a subsequent restart of the bus controller in order to carry out the
deletion process correctly.

5.9 Deleting an existing configuration

» The configuration of the selected module can be deleted by calling method Delete followed by a restart
of the bus controller.

Information:

Method "Delete" is not permitted to be applied with ApplyChanges since this call saves and
fixes the currently connected modules in a default configuration file.

» With bus controller firmware versions >1.06, all X2X module configurations can be deleted using method
DeleteloModules with a single call of method Call.

» By resetting to factory settings (see "Restoring to factory settings" on page 10), the configurations of all
modules are deleted and all internal structures of the bus controller are reset with default values.
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6 X2X module status

In addition to the configuration status information, the state of the X2X Link network and modules is important.
The exchange of I/O data via the X2X Link network and the startup of X2X modules is performed independently
by the OPC UA bus controller.

6.1 ModuleOK

For each X2X module, the ModuleOk status can be queried via node "ModuleOk". Status ModuleOk indicates the
correct operating state of the corresponding module.

A status array with all ModuleOk information is available on the bus controller.

Variable Data type Path
ModuleOkArray Boolean Array[201]" "Root / Objects / DeviceSet / X20BC008U / ParameterSet"
ModuleOk Boolean "Root/Objects / DeviceSet / X20BC008U / SubDevices / Tx / ParameterSet"

1) The array offset corresponds to the slot.

Conditions for ModuleOk flag values

Bit Value Description
1 TRUE *  The X2X module must be fully uploaded (mode OPERATIONAL).
*  The X2X module must signal the validity of the data.
0 FALSE *  The X2X module does not provide new data for a certain time.
*  The X2X module is detected as failed by the bus controller.
*  The X2X module is not fully operational (not in mode OPERATIONAL).
*  The X2X module no longer supplies valid data.
Information:

The input data is only valid if flag ModuleOk is set to TRUE and there is a correct connection to the
OPC UA bus controller.

6.2 NetworkStatus

The network status provides information about the operating state of the X2X Link stations, i.e. the bus modules
of the respective /O modules.

Bit Description

0 1/0 bus supply, 1 = OK

1 Reserved

2 I/0 bus, 1 = OK

3 DataValid, 0 = OK, 1 = Old data
4-7 Always 1

This results in the following values:

Description Value Value

(decimal) (hex)
X2X Link station inactive (e.g. no X2X Link power supply) 0 0x00
Everything OK (/O data valid) 245 0xF5
No communication with the electronics module (bits 7 to 3 invalid) 249 0xF9
1/0 data invalid, communication between X2X ASIC and electronics module OK (ASIC carried out a valid "Sync 253 O0xFD
in" transfer with the electronics module in the previous X2X Link cycle)

Information:

Any value unequal to 245 (0xF5) means that the I/O data of the corresponding module is invalid. This
circumstance is usually taken into account or processed accordingly in the application.
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7 Methods

The methods supported by the bus controller are listed and can be enabled individually for each module.

Methods could be enabled via various subnodes. All available methods of the module are listed collectively in node
"MethodSet".

Only available for bus controllers Available for each module
v g MethodSet v & MethodSet

% ApplyAllConfigurations > % Apply

¥ ApplyChanges > % Delete

@ Delete > % LoadDefault

% DeleteloModules > % RegisterRead

% DownloadConfigurationFile > % RegisterWrite

&% LoadDefault > % Restore

@ Reboot

&% Restore
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7.1 Calling methods

The methods provided by the bus controller on the bus controller or X2X modules can in principle be executed by
any OPC UA client that supports this functionality.

» (Calling methods with UaExpert
» Executing methods using library "AsOpcUac"

7.1.1 Calling methods with UaExpert

In UaExpert, all methods can be executed by right-clicking on the method and clicking on "Call".

+ & Control
» ‘& ApplyAllConfigurations

N P

, %2 Rebrowse

> 4 Call. tionFile
» L%Defﬁult[onﬁguration

All arguments can be added in the dialog window and executed by clicking on the "Call" button.

B8 call Write on MethodsSet ? X

:
E;.

Name Value DataType Description
Data 1234 | |...| Loadfile... | String  Data to write
Hame Value DataType Description
Bytes written | | mt32 E:J;Fnebrer of bytes taken into the write

|

[ cl | close

Input arguments

Input arguments are optional parameters passed to the method and only displayed if necessary. If one or more
input arguments are required, the input option is displayed automatically.

Output arguments

Output arguments are optional parameters returned by the method and only displayed if necessary. If one or more
output arguments are required, they are displayed automatically.

Result

Each time a method is called using "Call", the execution status is returned in the call window under "Result". If
execution is successful, "Succeeded" is displayed; an error message is displayed in the event of an error.
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7.1.2 Executing methods using library "AsOpcUac"

Methods of the OPC UA bus controller can be executed using library "AsOpcUac".

e Necessary function block calls are:

UA_MethodGetHandle() Reserves an access handle
UA_MethodCall() Executes the method using the reserved handle
UA_MethodReleaseHandle() Frees up the reserved handle

e When UA_MethodGetHandle() is called, all information about the required input and output arguments with
names and DataType is additionally loaded from the OPC UA bus controller.

e When UA_MethodCall() is called, the validity of the specified arguments is checked first, e.g. completeness,
argument name, matching data type. Only then is the actual method executed on the server.

e Passed and returned arguments

All passed and returned arguments are of type UAMethodArgument. For more information, see "Details about
DataType ExtensionObject "UAMethodArgument™ on page 29.

For information on determining the required data type, see "Determining DataType for method calls" on page 27.
Input arguments

The input arguments for the method only have to be defined if required, depending on the method called. If input
arguments are not required, value NULL is specified. If multiple input arguments are required, they must be spec-
ified in the correct order.

Output arguments

The output arguments from the method only have to be defined if required, depending on the method called. If
output arguments are not required, value NULL is specified. If multiple output arguments are required, they must
be specified in the correct order.

Result

The output argument only needs to be defined if necessary. If output arguments are not required, value NULL is
specified.
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7.2 Execution status of "Apply" methods

After calling a method using "Call", the configuration result is returned in the call window under "Output arguments".

Name

ConfigResult

Succeaded

u Call ApplyConfiguration on Control

Apply and save the parameter values

Value

[ >

DataType Description

I X20BC008U_ConfigurationStatus Configuration result

The following configuration results are possible:

Value EnumString Description

0 Not configured Not configured

1 No configuration available A module for which no configuration has been saved is inserted in the slot. In this case, the
module runs with its default configuration.

2 Configuration ready A configuration exists for a module in this slot, but the module is not available.

3 Configuration OK The module is configured correctly.

4 Configuration changed but not applied The configuration was changed. The modified parameters have not yet been applied or saved,
however.

5 Module reboot triggered A restart has been triggered for the module.

6 Wrong Moduleld The module in the slot does not correspond to the module configured for this slot.

7 Reboot of bus controller required The configuration was saved but could not be applied straightaway. In this case, the saved con-
figuration will be applied after the bus controller has restarted.

8 Error during configuration An error occurred during configuration.

Some configuration results require further action.

Value EnumString Actions to be executed

0 Not configured No action required

1 No configuration available No action required

2 Configuration ready Check why the module is malfunctioning (e.g. module not connected properly).

3 Configuration OK No action required

4 Configuration changed but not applied The changed configuration must be saved permanently using method Apply. Afterwards, a restart
of the bus controller may be required to apply or enable the configuration.

5 Module reboot triggered No action required, but wait until the X2X module has started up completely. The restart of the
module was automatically initiated by the bus controller.

6 Wrong Moduleld Check the module configuration. Possible solutions:

«  Connect the properly configured module.
« Delete an incorrect configuration.

7 Reboot of bus controller required A single restart of the bus controller at the end of all configuration processes is sufficient. After
receiving the command, the bus controller waits approx. 1 to 2 seconds until the restart is exe-
cuted. During this time, the CPU should still free up all handles and close the connection to the
bus controller.

Options for restarting:

«  Calling method Reboot

«  Switching the power supply of the bus controller off and on

»  Call methods UA_MethodGetHandle and UA_MethodCall in function blocks
Information:
All connections established with UA_Connect() must be closed with UA_Disconnec-
t() before the bus controller or CPU is restarted.

8 Error during configuration Repeat or delete the configuration.

OPC UA User's manual Bus controller 1.10 - Translation of the original manual 55



Methods
7.3 Supported methods

7.3.1 Apply

There are 2 different methods for saving changed values.

» ApplyChanges - Save a single value
» ApplyAllConfigurations - Save all values

7.3.1.1 ApplyChanges
Changed values are only saved by calling method "ApplyChanges". The method has an output argument that

indicates the configuration status at the end of the call.

If the new configuration leads to the creation of additional cyclic data on the X2X Link network, the new parameters
will not be applied immediately. In this case, the bus controller must be restarted (see "Reboot” on page 61).
This is indicated by configuration status "Reboot of bus controller required". The bus controller does not have to
be restarted immediately, however. Further I/O modules can be configured first.

If the module has been reconfigured without increasing the size of the cyclic X2X frame, only the /O module
is restarted. This is indicated by configuration status "Module reboot triggered". After restarting the module, the
changed configuration was applied. This is indicated by configuration status "Configuration OK".

As soon as method "ApplyChanges" has been called, the module is permanently assigned to a slot. From then
on, the slot will only accept modules of the same type. If another module type is connected, this module does not
boot up completely and remains in mode PREOPERATIONAL mode. Configuration status "Wrong Moduleld" is
displayed.

7.3.1.2 ApplyAliConfigurations

This method is in the MethodSet of the X20BC008U object. This means that all changed configurations can be
applied at once. This replaces individual calls of method ApplyChanges.

When method "ApplyAllConfigurations" is called, all changed configurations are initially saved. Then it is checked
whether one of the configuration changes requires a restart of the bus controller. If so, this is indicated in the
corresponding output argument for the method and the procedure is ended. The configuration is only applied after
the bus controller has been restarted, e.g. by calling method Reboot. If no restart of the bus controller is required,
all I/0 modules requiring a restart due to the configuration change are restarted automatically.

7.3.2 Delete

When method "Delete" is called, the configuration file for the corresponding module is deleted. However, the cur-
rently active configuration is not modified.

Modules of any type can be connected in the slot used. After the bus controller has restarted, the module that is
currently inserted is started with its default configuration.

7.3.3 DeleteloModules

This method deletes the configuration files of all configured X2X modules.

This method is only available with firmware versions 2V1.13.

Information:

Each deletion of a configuration, i.e. both "Delete" and "DeleteloModules”, requires a restart of the
bus controller.

7.3.4 DownloadConfigurationFile

This method allows configuration data to be downloaded to the bus controller in XML format. For more information,
see "Configuration files for modules" on page 45.

7.3.5 LoadDefault

This method loads the default configuration for the relevant module. All parameters are reset to their default setting.
However, the configuration is only saved and transferred when method Apply is called.
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7.3.6 OutputKeepAlive

v o MethodSet
% ApplyAlliConfigurations
% ApplyChanges
% Delete
‘@ DeleteloModules
‘% DownloadConfigurationFile
‘@ LoadDefault
> % OutputKeepAlive |
‘@ Reboot

This method defines the behavior of the digital outputs after connection loss. By default, the digital outputs maintain
the current output states after connection loss. This means that outputs remain set if they were set.

This method is only available with firmware versions V1.18 or later.
Enabling mode "OutputKeepAlive"

* Method "OutputKeepAlive" must be enabled with at least 1 client.

» Configure parameters OutputKeepAliveMode and OutputKeepAliveTime if they have not been saved in
flash memory.
For more information, see "Configuration” on page 58.

Information:
The value must be # 0 for both parameters.

* Call method "OutputKeepAlive".
» Status parameter OutputKeepAliveStatus is set to "1 OutputKeepAlive enabled".

For more information, see "Status information" on page 59.
Procedure
The following diagram shows the error-free flow of the method call.

For the behavior in the event of error, see "Behavior in the event of error" on page 60.

4
Time
m NOT count to ZERO I!!
anew Method call =0OutputkeepAlive= must appear within the setup <OutputKeepAIiveTime»t
2 OutputkeepAliveStatus
1
t
2
1 OutputkeepAliveCounter
t
I 1st Method call <QutputikeepAlive= I I Wethod calls I <OutputkeepAlive= I I
-1 t

* | Any Digital Output is SET (state ON
oM - e T T T LT T T

OFF

» Call method "OutputKeepAlive" cyclically before the time specified in parameter OutputKeepAliveTime ex-
pires. This method can also be called by different masters.

Information:

Exceeding the set time leads to an error state.

» Each call resets the internal counter value to the time specified in OutputKeepAliveTime.

» Status registers except OutputKeepAliveTimeRemaining remain unchanged.
For evaluation of status registers, see "Status information" on page 59.

* Any access to the digital outputs is possible.
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Disabling mode "KeepAlive"
Mode "KeepAlive" can be disabled in the following ways:

» By restarting the bus controller.

» Setting parameter OutputKeepAliveTime and/or OutputKeepAliveMode to 0.
For more information, see "Configuration" on page 58.

Status parameter OutputKeepAliveCounter is reset to value 0.
7.3.6.1 Configuration

All configurations of the method can be made in folder ".. / Status / OutputKeepAlive" using 2 configuration para-
meters.

v |3 Configuration
& Control
__> © Network
|~ 3 OutputKeepAlive |
@ QutputKeepAliveMode
‘@ OutputKeepAliveTime

After calling method OutputKeepAlive for the first time, every change of a parameter is applied immediately, even
without permanent storing.

The configuration parameters are not stored permanently in flash memory until method Apply is called. As soon
as a value is stored in flash memory, it will be used after the bus controller is started. Otherwise, the parameters
will be initialized with value 0.

Parameter "OutputKeepAliveMode™

This parameter is of data type enum (DINT, int32).

OutputKeepAliveMode [1 (Outputs ResetToZerc mode: OutputKeepAlive Error resets outputs to zero) ~ |
0 (Compatibillity mode: oKeepAlive deactivated and outputs remain)

Values Mode Explanation
0 Compatibility mode In the event of connection loss, the current switching states of the outputs are retained.
1 Output ResetsToZero In the event of connection loss, the output states of all outputs are set to 0.

Parameter "OutputKeepAliveTime"

This parameter contains the time in milliseconds within which method OutputKeepAlive must be called again. An
error state is triggered after this time has expired.

The time required for executing this method is a multiple of the X2X Link cycle time of 2 ms. Values should therefore
be given in 2-ms steps.
Information:

Changing this parameter while method "OutputKeepAlive" is enabled triggers an error state if the newly
defined time has already elapsed since the last method call.
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7.3.6.2 Status information

All status information of the method are available in folder ".. / Status / OutputKeepAlive" as 3 status parameters.

v [ Status

@ ConfigFile

@ ConfigurationStatus

@ ConfigurationStatusAll

@ ConfigurationStatusArray

@ ModuleOkArray

v i) OutputKeepAlive

@ QutputKeepAliveCounter
OutputkeepAliveStatus

Parameter "OutputKeepAliveCounter"

This parameter indicates the number of fault events that occur. Each time "OutputKeepAliveStatus" = "Error Out-
putKeepAlive active", this counter is incremented by one.

Parameter "OutputKeepAliveStatus"

This parameter returns the following statuses:

(0] u‘tp utKeebAIi\.'e Status

0 {OutputKeepAlive Disabled (default))
1 (OutputKeepAlive Enabled (scan for possible timeout))
2 (Error OutputKeepAlive Active (Timeout expired))

Value Status Explanation
0 OutputKeepAlive disabled OutputKeepAlive disabled
1 OutputKeepAlive enabled OutputKeepAlive enabled
2 Error OutputKeepAlive active Indicates an active error state.
I In addition, the error state is indicated by 3 pulses on the red "CS" LED.

Parameter "OutputKeepAliveTimeRemaining"

This parameter specifies the remaining time in milliseconds until a timeout occurs. An error state is triggered after
time has expired.

With each call of method OutputKeepAlive, this parameter is reset to the value of parameter OutputKeepAliveTime.
Time value 0 means:

+ KeepAlive mode is not active.
» Or: The time has already expired.
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7.3.6.3 Behavior in the event of error

The following diagram shows an error that is caused by method calls that were not executed in time.

Time
- — 1
2 OutputkeepAliveStatus I' 'I I'
1
t
2 [—
1 QutputkeepAliveCounter l
t
I 1st Method call =OutputkeepAlive= I 2nd Method call =0Outputkeepélive= is too late
b t
4 nutis SET (=tate
oM
OFF I ALL™ + Digital Outputs are Reset To Zero (state OFF)
"LOCKED Digital Output Access 1!
BC Returns Error UA_SCBADNOTSUPPORTED 0x803D0000

+ After a method call, the method must be called again within the time setin parameter OutputKeepAliveTime.

» After time has expired, an error state is triggered as soon as status parameter OutputKeepAliveTimeRe-
maining indicates value 0.

o

Status register OutputKeepAliveStatus is set to value "2 Error OutputKeepAlive active"
Status counter OutputKeepAliveCounter is increased by 1.
All digital outputs are set to ZERO and locked.

o

o

» Error states are lifted when calling method OutputKeepAlive again. The lock is lifted and status parameter
"OutputKeepAliveStatus" is reset.

Locking the digital outputs
The following must be taken into account during an error state:
» Wirite access is no longer possible. Each access is rejected with error code UA_ SCBADNOTSUPPORTED
(0x803D0000).

» Read access to the digital outputs is possible.

» Write access is displayed as an error message in the log area.
Log area of UaExpert

LOg

® B

Timestamp Source Server Message

14.12.2018 15:54:22.611 DA Plugin B&R X20BC008U Embed nary) Write to node 'NS2|Mumeric|344064" failed [ret = BadNotSupported]

14.12.2018 15:53:43.366  Method Plugin B&R X20BCO08U Embedc  nary) <-- QascMethodPlugin:sitMethodCall()
14.12.2018 15:53:36.458  Method Plugin B&R X20BC008U Embedc  inary) Call succeeded
1412 2N1R 155227701 Mathnd Pluain RAR ¥2NRONNRI Fmhadd:  nand . Tha mathnd.has po.aronments.. . ...

Log area of Automation Studio

: |0 8 Errors | | 2425 Warnings | |‘ 262 Informations | ‘J 102 Successes || & | Search
¥ Since last restart ¥F Only root | % Add new filter ~
Severity Time - ID  Area Entered by O De.. ASCIData

Waming  2018-12-141711:52,186.. -21.. B&R ddOpcUaClientl.. Wri... write node [0:0bjects/2:DeviceSe :rSetf2:DigitalOutputd5 value failed E:0x303d0000
Waming 2018-12-1417:11:52184.. -21.. B&R ddOpcUaClientl.. Wii... write node /0:0bjects/2 DeviceSe  ‘erSet/2DigitalOutputd1 value failed E:0x803d0000
Warning  2018-12-14 1711:52137.. -21.. B&R ddOpcUaClientl.. Wri... write node /0:0bjects/2.DeviceSet,  2rSetf2DigitalOutput12 value failed E:0x803d0000

Wi rpmina  IN12.19.14 17-11-E9 124 1 BgD APl I limmt Wi wmwite s O Rinete 5 Dinn S o ArS AP Dia#a Db #12 rnlin failnd E-Me2N2-40nnn
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7.3.7 RegisterRead

This method is located in the method set of the I/O module object. It allows I/O module registers to be read directly.
As an input argument, this method requires the number corresponding to the register that is to be read. The read
value is returned as an output argument.

7.3.8 Reboot
This method is in the method set of the X20BCO008U object. It allows the bus controller to be restarted. If the method
is called, all connected clients are disconnected and the bus controller and all I/O modules are restarted.

Starting with firmware version V1.13, it is possible to restart each connected X2X module individually by calling a
method. This is normally not required since the bus controller automatically restarts the connected X2X modules
if necessary. In addition, the NodelD of the reboot method has been modified.

* NodelD in firmware <V1.13: 120
* NodelD in firmware 2V1.13: 240

7.3.9 RegisterWrite

This method is located in the method set of the I1/0O module object. It is used to write registers to the relevant /0
module directly. The register number and the value to be written are transferred as input arguments.

7.3.10 Restore

Calling this method restores the last saved configuration.
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8 OpcUa_any driver as client application

As an alternative to controlling OPC UA bus controller X20BC008U via library AsOpcUac, it is also possible to
control it via the OpcUa_any driver. This driver is available for controlling any OPC UA server.

A generic standard configuration is created on bus controller X20BC008U for the connected modules. This elimi-
nates the need of additional programming when working with the standard configuration.

In Automation Studio, the OpcUa_any driver is added in the "Physical View" and configured with the desired pa-
rameters.

Example
Configuration with a local network: IP address 192.168.1.2 Port 4840
€] TestSubscript:Cyclice [Ansi €] | [ OpcTest:Main.st [Structured Text] %] Opclla_any [1/0 Mapping] | % OpcUa_any [Configuration] X
24 - K g oo e {0
Name L. [Posiic| |l Name Value Unit  Deseription
= iy iFy || © +¥ [Opclla ony I
= 4 ETH IF2 2 General
.- X2 ST - @ Module supervised oft Service mode ifthere is no hardware module
1 S -y @ Serverdiagnostics on Activate server diagnostics channels
q (2 Ethemet
B & Ly @ ServerEndpointUrl opc.tep:f[192.168.1.2.4840 Specify the server endpoint URL in the syntax opc tcp:/fip-address:port or opc.tep://hostn
& PP timeouts
. @ PnPtmeout 1000 ms
- @ PnP initimeout 10 s
B %% Security configuration
b 9 SSL configuration select S5L configuration
B A X ST - @ Security mode UASecurityMsgMode_None
Serial IF1 @ Security policy UASecurityPolicy_None
€ [CpcUs any ST i & Identify token UAUITT_Anonymous
= PLK IF3 -y Channels
% USB IF4 -y Channel1
s e 70 e HrcwaroRvsior
g %, X20cD09322 ST -y @ Browse path \,/'D Root/0: ObjactsfzDeviceseUZ'XZDECDDBU/ZRevismnCnumevﬁ
%, X20D09322 ©® ST -y Direction Input by
% X20D02649 ST +-y @ Sampling interval 500 ms
ST -y @ Publishing interval 1000 ms
ST ey @ Datatype DINT
BT 54 Channel 2
?I t-y @ Name FirmwareVersion
g .. @ Rrmwea nath NBntN Ohiarte /9 Navie
.
.
Information:
Server bus controller X20BC008U only permits security mode (UASecurityMsgMode_None) without
user and password query.

Configuration of data points

All desired data points must be configured as channels.

E}._ﬁ‘ Channels

E-y25 Channel 1

-y i Name HardwareRevision
-y @ Browse path |fD:R0otjD:Objectst:Device§eU2:XZDBCDDSUIZ:ReviSionCc:umerh
By Direction Input
iwry @ Sampling interval 500 ms
“y @ Publishing interval 1000 ms
-y @ Datatype DINT
£y 25 Channel 2
-y @ MName FirmwareVersion
-y § Browse path j0:Root/l:Objectsf2:Devic...
Bty Direction Input
H [+ Qarmnmlinm intaneal Enn e

The browse path must always start with "/0:Root". For more information, see "Relative path names" on page 23.

For the specification of "Data type", see "DataType" on page 26.

Information:

Only standard data types such as BOOL, (U)SINT, (U)INT and (U)DINT can be accessed. String variables
or more complex variable types are not supported by the OpcUa_any driver control.
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9 Getting started

Getting started

The following material is sufficient

for the first steps:

X20BB80 Bus module for bus controller and power supply module

X20BC008U OPC UA server bus controller

X20PS9400 Power supply module

X20TB12 Terminal block for wiring the X20 power supply on the power supply module

Cables RJ45 network patch cables

*Optional X20 input and output modules with backplane modules (from the list of "supported modules" on page 12)

9.1 Configuring the network

To gain initial experience with OPC UA, it is advantageous to operate the bus controller in a local network. After
connecting the bus controller to the PC via Ethernet cable, the IP address must be set for all devices.

9.1.1 Setting the IP address on the bus controller

The bus controller is set to address 192.168.1.1 by default. If necessary, this IP address can be changed using the
address switches. For more information, see "Overview of network address switch functionality” on page 7.

9.1.2 Setting the IP address on the PC

The IP address on the PC must be configured to the same subnet as the bus controller, e.g. 192.168.1.100.

Double-click on "Internet Protocol".

Add the IP address.

9 Ethernet Properties

Networking ~ Authentication  Sharing

Connect using:

@ Realtek LUSB GbE Family Contraller

This connection uses the following items:

> Internet Protocol Version 4 (TCP/IPwd) Properties *

General

for the appropriate IP settings.

(C) Obtain an IP address automatically

(®) Use the following IP address:

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

E L :
W] x Client for Microsoft Networks A P | 192 163 . 1 . 100 |
IE File and Printer Sharing for Microsoft Networks
"'IE*‘QDS Packet Scheduler Subret mask: | P55 . 255 .255. O |
3 Juniper Network Service
¢ Default gateway:

R ntemet Protocol Version 4 (TCP/1Pv4) % ! | |
O . Microsoft Network Adapter Muttiplexor Protocol
2. Microsoft LLDP Protocal Driver & Obtain DNS server address automatically
< > (®) Use the following DNS server addresses:

T Ul T Preferred DNS server: | |
Neserintion Alternate DNS server: | |

[validate settings upon exit

Advanced...

Cancel
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9.1.3 Automation Studio IP address

If a CPU is used to connect to the bus controller via the OPC UA client library, its IP address must also be changed
to an address in the same subnet. The address can be set in Automation Studio under "Physical View — ETH".

ire B Oniine setings | % X20CP1584.F2 [Configuration] X
@ ) # 4 & g9
MName Model Number L. Position Version Name Value Unit
= 4 X20CP1584 X20CP1584 1400
f 5 H IF2
i~ @ Serial IF1 <
ETH 2 =y %' Activate interface on
-j PLK IF3 Redundant parameter Single CPU Project
% USB F4 5 Single CPU parameters
— v USB IF5 |~ @ Hostname
— % XX IF6 - @ Baudrate Sy
b ss1 =y %' Mode enter IP address manually
i~y @ IP address 192 168. 1.250
¢ @ SubnetMask 2552557550
+- @ Activate online communication on
t~ @ Portnumber 11158
+- & Redundant INA configuration Single CPU

- ' ANSL parameters
— @ Activate online communication on
=+ "' VNC Servers

9.1.4 Automatic configuration via DHCP

When operating the bus controller in a network with a DHCP server, the address can be obtained automatically.

» On the bus controller: Set parameter "X20BC008U / Configuration / Network / EnableDHCP" to TRUE.

» Operate the bus controller with address switch position 0x80 to OXEF. As long as no address has been
assigned by the DHCP server, the LED status indicator "CS" blinks red.

+ Assign a unique hostname. (See "Automatic IP assignment by a DHCP server" on page 8.)

9.2 Checking the configuration

Commands "ipconfig" and "ping" in the PC command prompt are effective tools for commissioning or troubleshoot-
ing networks.
» The interface configuration of the PC can be checked using "lpconfig".

» "Ping" can be used to check whether the target station is accessible in the network. When using a hostname,
the IP address is also displayed.

B Command Prompt
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9.3 OPC UA client freeware tool UaExpert

After network configuration, freeware tool UaExpert from Unified Automation can be used.

Getting started

Due to the graphical representation of object structures, this tool is well suited for gaining initial OPC UA experience.

9.3.1 Connecting with UaExpert

This example shows how a bus controller can be connected to OPC UA client software UaExpert.

D BB
Project
4 [ Project
3 Servers
4 [1 Documents
3 Data Access View

Configuration Mame  demo server - None - Mone (uatcp-uasc-uabinary)

Discovery Advanced

Endpoint Filter: [opc.tq:l - ]

»

1, Local
4 @ Local Network

: 48 Microsoft Terminal Services
> 6 Microsoft Windows Network
> 4 Web Client Network
4 @ Custom Discovery 2
& < Double click to Add Server...
4 O opc.tcp://bropcl92:4840

4 1) demo server (opcicp) 3

@ Mone - None (uatcp-uasc-uabin | |
Address Space 4 () Recently Used
m test

=l rebvnddod rborle bt cnevore  Bloma Blaen fooden e

4 | 1 | 2

m

s
Authentication Settings ]

1) Click on "Add server" to add a server.

2) Double-click on "<Double-click to add server>" to enter the server's URL.
Example: "opc.tcp://bropc215:4840" or "opc.tcp://192.168.1.1:4840"

3) If the server can be reached over the network, double-click on "None - None (uatcp-uasc-uabinary)" to add
it to the server list in the main window.

4) Click on "Connect server" to establish the connection.
As soon as the connection has been established, the structure of the "address space" provided by the bus controller

will be shown in its own window. The bus controller is displayed under "DeviceSet" and contains all objects provided
by the bus controller.

Address Space g X
o [No Highlight -
=) Root
4 [3) Objects

4 5 DeviceSet

4 gy X20BCO0SU
> [ Configuration
@ DeviceManual
¥ DeviceRevision
¥ HardwareRevision
> |3 Identification
¥ Manufacturer
g MethodSet
¥ Model
> g ParameterSet
# RevisionCounter
¥ SerialMumber
¥ SoftwareRevision
> |3 Status
- Wk
* kg Server
> 5D Types
> I3 Views

7
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9.3.2 Show IP address

To check the IP address assigned by the DHCP server, the connection to the bus controller must be established
in UaExpert via the hostname and port number:

Example: "opc.tcp://X20BC008U:4840".
The address assigned by the DHCP server can then be queried in object "CurrentIP-Address".

limnNiffaranra

[ ~
legPBERQ & = NG B X[
Project & X  Data Access View
-4 D Project # Server Node Id Display Name Value Datatype  urce Timestar rver Timestan Statuscode
M. D Servers 1 B&R X20BC... NS2|Numer.... Hostname X20BC008U _ String 01:17:12.879 01:17:12.879 Good
2; B&R X20BC008U Embedded OPC-UA § |2 B&R X20BC... NS2|[Numer... IP-Address 192.168.1.1 String 01:17:14316  01:17:14316 Good
v [3 Documents 3 B&R X20BC... NS2|Numer... CurrentlP-Address 10435889  String 01:25:43.865 01:25:43.865 Good
{3 Data Access View
. Add Serve X
< >
Cenfiguration Name |
Address Space 8 x
2 No Highlight = Discavery  Advanced
~ & ParameterSet ~ Endpoint Filter: | Mo Filter -
2 Conf!gFlle_ %, Local
= ConffguratfonStaTus < @ Loal Nt
P Conf!gurat!onstatusAll &9 Microsoft Windows Network
P ConfiglirationSatisimay, E_:_’ Microsoft Terminal Services
o Qurnenteateway  Web Client Network
o CurrentHostname “ ® Custom Discovery
p= Eunentll:-Addrfss @ < Double click to Add Server... >
. (urrentp gtmasDNS 2, opc.tep://bropc128:4840 I
- urEntsnman ), opeitepy//192.168.12 B EaiturL ? X
CurrentSecondaryDNS 2, OpCicp://192.168.1.5
Z EnableDHCP ), opctep://192.168.1.1 Enter the URL of a computer with discovery service running:
EnableNTP 2, opc.tepy//X20BC008U:4840 | | ape.tep://X20BC008U:4840] 32
2 Gatewsy ~ () Recently Used - i
Ligsnamd & B&R X20BC008U Embedded
IP-Address
L]
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9.3.3 Displaying and changing hostnames

If several bus controllers are used in the same network, the connection must be established via a unique hostname.
The hostname is identical by default for all bus controllers even if different IP addresses are used. To change the
host name, select parameter "Hostname" under "Configuration — Network". Under "Value", the hostname can be
changed and saved after right-clicking and selecting Apply. To permanently apply this setting, the bus controller

must be restarted.

Address Space 8 x L\\)
2 Mo Highlight T Attributes n
O Root
&
v IO Objects =i & o
~ & DeviceSet Attribute Value
v & X20B8C008U v Nodeld Nodeld
v & Configuration Namespacelndex 2
v 1O Network IdentifierType Numeric
@ DHCP Identifier 20481
@ Gateway NodeClass Variable
‘@ Hostname BrowseName 2, "Hostname"
@ |P-Address DisplayName ", "Hostname"
@ Primary DNS Description
@ Secondary DNS WriteMask 0
@ Subnet mask UserWriteMask 0
O Timer v Value
v & Control SourceTimestamp 01.01.1900 01:56:10.390
% ApplyAllConfigurations SourcePicoseconds 0
% ApplyConfiguration ServerTimestamp 01.01.1900 01:56:10.390
@ DeleteConfiguration ServerPicoseconds 0
% DownloadConfigurationFile StatusCode Good (0x00000000)
% LoadDefaultConfiguration Value X208C008U2
% Reboot v DataType String
@ Ractrral” nanfinuratinn Mlamaraarsalndag n
Under "Properties”, the hostname can be displayed and changed.
Project 8 x Data Access View
v [@ Servers ~l # Server Nodeld  Display Name Value Datatype  urce
B&R X20BC008U Embedded OPC
B&R X20BC008U Emb .
w M NAcmnante - Remove
< Connect
Address Space A s e
g *l\:-n f [ Server Settings - B&R X20BL00BU E... ? ®
= -
S ‘fe' Server Information
Endpaint Url iopc.tcp:,-',-'XEOBCUDSUZ:Ais-id 2 !
Security Settings
Security Policy None i

9.4 Firmware update

A necessary firmware update can be performed using the built-in web server. For more information, see "Web
server" on page 11.

9.5 Restarting the bus controller

If necessary, the bus controller must now be restarted.
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10 Programming example

The examples presented in this section show proposed solutions to frequently required tasks. All examples were
programmed in Structured Text in Automation Studio. Read and write accesses, method calls and configurations,
etc. are performed using OPC UA library "AsOpcUac".

This section does not contain any basic or additional information. For a detailed explanation, see "Basic information”
on page 14 and "Bus controller objects and directories " on page 34.

Information:

Library "AsOPCUac" is required to implement the examples. This is supported in Automation Runtime
V4.10 and later.

The following requirements apply to all examples:

All programming examples are developed in Automation Studio.

An established connection to the bus controller is required to exchange data and execute services. A
maximum of 5 parallel connections can be established per bus controller.

The connection is established using UA_Connect(). It is not repeated for every example.

All connections established with UA_Connect() must be freed up again with UA_Disconnect().

All handles reserved with UA_NodeGetHandle() must be freed up again with UA_NodeReleaseHandle().
To determine the NodelDs using UA TranslatePath(), the Namespacelndex should be read using UA Get-
Namespacelndex() and taken into account for generating the RelativePath name.

The names and NodelDs from Namespacelndex 0 remain unchanged by default and are specified as
StartNodelD.

The display of the correct structure of the relative path names is partially omitted in the programming
examples.

10.1 Preparing the OPC UA client

The OPC UA system is enabled in the PLC configuration.

oY s A8 &

Mame L... Position Version Description
| [=] !' |PC » 1 i4inn0 e e O
A Seral | Software n
o) Serial /O Mapping n
....... ETH
= e Cenfiguration
b g ETH Re
- ]@ Permanent Variables
""" lﬂ’ Varnahle Manninn

Parameter "Activate OPC UA system" is set to "On", and the following parameters are then changed:

Port number = "4840"
Auditing Server Facet = "Off" (The OPC UA server bus controller does not support audit events.)
Security policies / No security = "Prohibit"

T _
B~ & Security

% Conversation

- & Authentication

i @3- F§ Securly Policies Select the allowed security policies
+- @ Basic128 Rsalb prohibit 1024 bit RSA-PKCS1 V1.6 asymmetric [ 128 bit AES-CBC symmetric (Outdated cipher strength)
+- @ Basic2b6 allow 1024 bit RSA-0AEP asymmetric [ 256 bit AES-CBC symmetric

i ¢ it~ @ Basic256Rsa2b6 allow 2048 bit RSA-0AEP asymmetric [ 256 bit AES-CBC symmetric

i @3- & Authentication Methods Selectthe allowed authentication methods

: i §  Anonymous allow

L § Usemame allow

+- @ Security Admin

L § Software Cerlificates Selectthe certificate configuration with own and trusted certificates

|
Security admin = "Administrator"
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Additional settings:

MName Value Description
By % OPC-UA System
B2 Activate OPC-UA System on
Ei- Z5 Network Setiings L\\)
i Y- § Portnumber 4840
B+ [ Facets
i - @ Auditing Server Facet off
E- 25 Security
B 5 Conversation
B 25 Security Policies Selectthe allowed security policies
B % Message Modes Selectthe allowed message security modes
B 25 Authentication
-- 5 Security Policies Selectthe allowed security policies
M- F Authentication Methods Selectthe allowed authentication methods
- @ Security Admin
- @ Software Certificates Selectthe cerificate configuration with own and trusted certificates
B B Limits
E- & General
- @ SecureChannels 100 Maxmimum number of SecureChannels (1-100), 0 -> unlimited
@ Operations per Service 65535 Maximum number of operations in a single service request (1-65535)
- @ References per Operation 10000 Maximum number of references to return for a Browse or Query operation (1-100000)
- @ Numberof Sessions 50 Maximum number of sessions allowed on the server (0-100). 0 -> unlimited
- @ Publish Requests 10 Maximum number of queued Publish requests {1-50)
- @ Browse ContinuationPaoints 5 Maximum number of ContinuationPoints for BrowseNext service (1-50)
B 2§ Subscription
- @ Subscriptions per Session 10000 Maximum number of Subscriptions allowed in a single session (1-50000)
- @ Monitoreditems per Subscription 1000 Maximum number of Monitoreditems allowed in a single subscription (1-100000)
@ Maximum Sample-Queue Size 100 Maximum sample queue size (1-10000)
- @ Maximum Event-Queue Size 1000 Maximum event queue size (1-10000)
G- & Publishing Intervall [ms] Range of allowed Publishing Intervall values
w75 Keep Alive [ms] Range of allowed KeepAlive values
G- & Lifetime [ms] Range of allowed Lifetime values
B & Conversions
§ String Encoding IS0 8859 Encoding of ASCII strings between the system and OPC-UA
- @ Implicit Type Cast On Option for implicit type cast according to the documentation
E- 25 Sampling Sampling monitored items and historical data

10.2 Function blocks - General information

10.2.1 Execute-Done model

The function blocks in the library work according to the "Execute-Done" model.

The following diagram shows possible states of "Execute" as well as status outputs "Busy", "Done" and "Error".

[ ) I I | 1 I |
| I 1 ol
Execute ; :

| P 1 P o

| (1 1 [

I I 1 1 I |

1 |

Busy : :
] B 1 o o

I | 1 1 | |

I | 1 1 I |

| 5] 1 I

I E o 1

e | 4 b ]
T — T T -

I I 1 1 | |

| [ 1 o

I (] 1 1

| 1 [

Error : | | f : :
i o 1 e -

Case1 Case 2

Execution of the block begins on a rising edge of input "Execute". The block indicates active processing by setting
output "Busy". With asynchronous blocks, processing can take several cycles.

If execution is ended, the busy output is deleted. The error output indicates whether an error occurred during
execution (see "Error handling" on page 70):

» Diagram case 1: An error occurred during execution.
» Diagram case 2: Execution was successful.

You can delete input "Execute" while processing is active. In this case, status outputs "Done" and "Error" are only
valid for one cycle. The execution of the block is not aborted prematurely.

Status outputs "Busy", "Done" and "Error" are mutually exclusive. Only one of these outputs can be set at a time.
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10.2.2 Error handling

If an error occurs during execution of a function block, output "Error" is set and the corresponding error number (or
list of error numbers) can be evaluated on output "ErrorID" (or "ErrorlDs").

ErrorHandling

ErrorlD == Bad_Disconnet (0x80AD000)
Or — e s—P UA_GetConnectionStatus()
ErroriD == Bad_Timeout (0x800A000)

A 4

Connection error

Error handling begins be assessing whether an interruption in communication has occurred. An aborted connection
is indicated by error IDs "Bad_Disconnect" (0x80AD0000) or "Bad_Timeout" (0x800A0000).

In this case, the OPC UA system tries to re-establish the connection. Any data to be transmitted, such as a sub-
scription, is invalid from this point in time. The client can wait for the new connection to be established, e.g. by
repeatedly calling the last function block or evaluating the connection status. In these cases, Bad_Disconnect is
returned until the aborted connection is corrected. All previously determined handles are then valid again, and the
normal program sequence can be resumed.

Other errors
For other errors, you must decide how to handle the error according to the error number.
For detailed error and status descriptions, see Automation Help.

10.2.3 Read and write operations

Before performing read or write operations
Before objects can be read or written to, several preparatory function block calls are required.

» Establish a connection to the bus controller with function block UA_Conneci().

» Determine the NodelDs using the specified directory or object data with function block UA_TranslatePath().
These NodelDs are the basic requirement for all subsequent accesses to objects or methods.

* Reserved the handle for accessing a directory or object via its NodelD with function block UA NodeGetH-
andle() or UA_NodeGetHandleList. This handle is then retained throughout the entire session.

Information:

For read or write access, matching process variables must be created in the data type in the Automation
Studio program. For more information, see "Node identification™ on page 31.

Any number of read and write calls can now be made.

After the last call of the read or write operation

» Free up the handles with function block UA_NodeReleaseHandle().
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10.3 Function blocks - Application

The following table provides an overview of the most important function blocks for OPC UA programming and

their use.

Function block

Description

UA_Connect()

Establish connection to the OPC UA bus controller.

UA_Disconnect()

Disconnect the OPC UA bus controller.

UA_ConnectionGetStatus()

Query the connection status to the OPC UA bus controller.

UA_GetNamespacelndex()

Query the used Namespacelndex of the OPC UA bus controller.

UA_TranslatePath()

NodelD of an object or directory.

UA_NodeGetHandle()

Reserve handle to NodelD of an object or directory.

UA_NodeReleaseHandle()

Free up handle to NodelD of an object or directory.

UA_Read() Read object information.

UA_Write() Write object information.
UA_NodeGetHandleList() Determine the NodelD of a list object.
UA_ReadList() Read object information from a list.

10.3.1 UA_Connect()

This function block establishes and maintains (active) the connection to the OPC UA bus controller. It remains
active until UA_Disconnect() is performed or the connection is disconnected mechanically, e.g. by disconnecting
the connection cable.

Caution!

If the OPC UA connection between the client and bus controller is lost, the current module states are
frozen. Outputs are not reset.

UA_Connect
BOOL — Execute ConnectionHdl —— DWORD
STRING —— SenverEndpointUrl Done [—— BOOL
UASeszsionConnectinfo ——  SessienConnectinfo Busy —— BOOL
TIME —— Timeout Emmor —— BOOL
ErmrorlD  f—— DWOQRD

e The OPC UA bus controller does not yet support security functionalities. Only a connection of type "Userldenti-
tyTokenType := UAUITT_Anonymous" can be established.

e All connections established with UA_Connect() must be freed up again with UA_Disconnect().

e A maximum of 5 parallel connections to the OPC UA bus controller can be established. If active connections are
not closed with UA_Disconnect(), they still occupy one of the available 5 connections.

e Connections that are not freed up are only freed up again after restarting the bus controller or by using UA_Dis-
connect() on the active connection.

e The function block tries to maintain or automatically re-establish the connection, e.g. after a bus controller failure.
In this case, the function block returns a new connection handle and the application continues to run.
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Application tips
In order to establish a connection via the hostname, parameter "DNS" must be enabled accordingly in the CPU
configuration (see "Connection management" on page 14).

When a new connection is established, the newly generated connection handle "ConnectionHdI" on the bus con-
troller is usually different from the previous handle. However, it can also be identical. For this reason, do not check
for a different handle to determine whether the connection is established.

(* ____________________________________________________ *)
SessionConnectInfo 0.SecurityMsgMode := UASecurityMsgMode None;
SessionConnectInfo 0.SecurityPolicy = UASecurityPolicy None;
SessionConnectInfo 0.TransportProfile := UATP UATcp;
SessionConnectInfo 0.UserIdentityToken.UserIdentityTokenType := UAUITT Anonymous;
SessionConnectInfo 0.SessionTimeout i= T#lm;
SessionConnectInfo 0.MonitorConnection := T#10s;
ServerEndpointUrl := 'opc.tcp://192.168.1.5:4840"'; // BC Station #5
(* ____________________________________________________ *)
(*-- UA Connect --%*)
(* ____________________________________________________ *)
UA Connect 0 (Execute := ExecuteConnect 0,
ServerEndpointUrl := ServerEndpointUrl, //ServerEndpointUrl:='opc.tcp://X20BC008U:4840"'
SessionConnectInfo := SessionConnectInfo O,
Timeout := T#10s);

IF (UA _Connect 0.Done = TRUE) THEN

//==> Connection is activated and OK
(Wmmmmm=== Parameter for next function block --———-—-—-—- )
ConnectionHdl := UA Connect 0.ConnectionHdl; // -> for all further FB calls needed

ELSIF (UA_Connect O.Error = 1) THEN
ConnectionHdl := 0; // -> old Handle not valid anymore
END IF
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10.3.2 UA_Disconnect()

This function block closes the active connection to the OPC UA bus controller and frees up the connection again
on the bus controller.

UA_Disconnect
BOOL —1 Execute Done —— BOOL
DWORD —— ConnectionHdl Busy |—— BOOL
TIME = Timeout Emor p—— BOOL
EmorlD —— DWORD

e UA_Disconnect() can only be performed on an active connection.

e UA Disconnect() frees up one of the 5 possible connections on the bus controller. This can be used again to
establish another connection.

Application tip

If UA_Disconnect() is required due to method Reboot, itis necessary to wait 1 to 2 seconds so that the bus controller
is guaranteed to be in REBOOT mode. Otherwise, the connection will be re-enabled by mistake before the actual
restart. After this time, enabling of function block UA_Connect() must be FALSE, i.e."Disabled", for at least one
program cycle before the connection can be re-established.

(* ____________________________________________________ *)
(*-- UA Disconnect -- *)
(* ____________________________________________________ *)
UA Disconnect 0 (Execute := ExecuteDisconnect 0,
ConnectionHdl := ConnectionHdl,
Timeout = T#10s) ;

IF (UA Disconnect 0.Busy = 0) THEN
IF (ExecuteDisconnect 0 = TRUE) THEN

ExecuteDisconnect 0 := FALSE; //-> Release the FB for further use

ConnectionHdl = 0; // => old Handle not valid anymore

//-=-> if BC Reboot wait 5 sec after Disconnect -> Then Reconnect
END IF

END IF

10.3.3 UA_ConnectionGetStatus()

This function block can be used to query the current connection status or to monitor the validity of the connection.
Further required actions can be derived from the returned connection status.

UA_ConnectionGetStatus
BOOL — Execute ConnectionStatus |—— UAConnectionStatus
DWORD —— ConnectionHd| ServerState —— UAServerState
TIME —— Timeout Servicelevel |—— BYTE
Done —— BOOL
Busy —— BOOL
Emor —— BOOL
EmorlD f—— DWORD

Enum constants for the connection status

Enum constants Value Description

UACS_Connected 0 The UA client is connected to the UA server.
UACS_ConnectionError 1 The connection between the UA client and UA server is faulty.
UACS_Shutdown 2 The connection between the UA client and UA server is interrupted.
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Application tip

The connection status can be queried both cyclically and only when necessary. After a restart of the bus controller
or UA_Disconnect(), it can be determined in a time-optimized manner from when error-free data access to the bus
controller can take place again.

UA ConnectionGetStatus_1 (Execute = TRUE,
ConnectionHdl := ConnectionHdl,
Timeout = T#2s);

IF (UA ConnectionGetStatus 1.Busy = 0) THEN

iErrorID := UA ConnectionGetStatus_1.ErrorID;
//--> Next Step

IF (UA _ConnectionGetStatus 1.Done 1) THEN
//--> Connection is OK, further actions can be done
Condition for next step

IF (UA_ConnectionGetStatus 1.ConnectionStatus = UACS Connected) THEN
(* ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, *)
FB do Case := 20; // => further actions
END IF
END IF
//--> Error Handling
IF (UA ConnectionGetStatus 1.Error = 1) THEN
FB do Case := 99; // => Error handling
END IF
//-- FB release --
UA ConnectionGetStatus 1 (Execute = FALSE,
ConnectionHdl := ConnectionHdl,
Timeout = T#ls);
END IF
Display of the connection status in the Automation Studio Watch window
If the connection is correct
=¢ UA_ConnectionGetStatus_1 UA_Conr
¢ Execute BOOL TRUE
< ConnectionHdl DWORD 35588088
F¢ Timeout TIME T#02s
F< ConnectionStatus UAConne UACS_Connected
F¢ ServerState UAServer UASS_Running
F¢ Servicelevel BYTE 255
< Done BOOL TRUE
F¢ Busy BOOL FALSE
< Ermor BOOL FALSE
F¢ ErorlD DWORD 0
During restart of the bus controller
<‘» UA_NodeReleaseHandle 1 UA_Node
ér{/ UA_ConnectionGetStatus_1 UA_Conr
F¢ Execute BOOL TRUE
¢  ConnectionHd| DWORD 81350320
Fo Timeout TIME T#02s
¢ ConnectionStatus UAConne UACS_ConnectionError
F¢ ServerState UAServer UASS_Unknown
. Servicelevel BYTE 0
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10.3.4 UA_GetNamespacelndex()

This function block is used to read out the used Namespacelndex of the OPC UA bus controller firmware.

UA_GetNamespacelndex
BOOL —— Execuie Mamespacelndex —— UINT
DWORD —— CennectionHdl Done |—— BOOL
STRING =—— NamespaceUrni Busy [—— BOOL
TIME —— Timeout Emor —— BOOL
ErorlD —— DWORD

e Different namespace indexes can be read according to the requested "NamespaceUri".

Namespacelndex 0 "http://opcfoundation.org/UA/"

Namespacelndex 1 "urn:br-automation/BuR/UA/X20BC008U"

Namespacelndex 2 "http://br-automation.com/OpcUa/BC/io-system/"
Information:

To avoid possible errors and problems in applications, the Namespacelndex of "http://br-automa-
tion.com/OpcUa/BC/io-system/" should always be determined using this function block. See also foot-
note 2 in the table of "Namespaces used" on page 18.

e The specification of the relative path name is standardized according to the BNF format.

(* ____________________________________________________ *)

(* UA GetNamespacelIndex - read index of required namespace for PVs *)

(* ____________________________________________________ *)

UA GetNamespaceIndex BC (Execute := ExecuteGetNamespaceIndex BC,
ConnectionHdl := ConnectionHdl,
NamespaceUri := 'http://br-automation.com/OpcUa/BC/io-system/"',
Timeout := T#5s);

IF (UA GetNamespacelIndex BC.Busy = 0) THEN
ExecuteGetnamespaceindex BC := 0;

IF (UA GetNamespaceIndex BC.Done = 1) THEN

(= Parameter for next function block -------- *)
NamespaceIndex := UA GetNamespaceIndex BC.Namespacelndex;
(* ___________________________________________________ *)
END IF
END IF
Example

Definition of the relative path to "DeviceSet / X20BC008U / X2X / SubDevices".
Direct definition

RelativePath ObjectNode:= '/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices';

Indirect definition

NamespaceIndex BC Str := '2'; // String, identical with FB data from NamespaceIndex

RelativePath ObjectNode := '/';

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':DeviceSet/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':X20BC008U/")) ;

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode),ADR(':X2X/'));

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode),ADR(':SubDevices'));
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10.3.5 UA_TranslatePath()

Objects (directory, data, methods, I/O data, etc.) can be uniquely referenced using the directory path (browse path)
and object name, or if known, the NodelD.

This function block uses the specified directory or object data to determine the Nodeld. This Nodeld is the basic
prerequisite for all further accesses to objects or methods.

UA._TranslatePath
BOOL =-——] Execuie TargetNodelD P UANeodelD
DWORD —— ConnectionHdl Done —— BOOL
UANodelD — StariNodelD Busy —— BOOL
STRING —— RelativeFath Error —— BOOL
TIME — Timeout ErrorlD —— DWORD

Information:

The node to be determined is defined via the StartNodelD and relative path name.

e Names and NodelDs from Namespacelndex 0 are defined by the standard and therefore unchangeable.

StartNodelD.ldentifier from Namespacelndex 0

StartNodelD.Identifier := '84";) "Root" from Namespacelndex 0
StartNodelD.|dentifier := '85';" "Objects" from Namespacelndex 0
1) Information

For "IdentifierType = UAldentifierType_Numeric", the numeric value of the identifier (e.g. 85) must also be specified as string "85".

e The OPC UA bus controller supports only IdentifierType "UAldentifierType_Numeric". The specification of the
object name using a string (UAldentifierType_String) is not supported.

e The specification of the relative path name is standardized according to the BNF format.
Application tip

The fewer sub-paths specified in the relative path when determining NodelDs using UA_TranslatePath(), the faster
the search process becomes. By selecting a favorable StartNodelD, determining the NodelDs can be significantly
accelerated. To do this, the NodelD of the start path must be determined once and then passed as StartNodeld
for the subsequent TranslatePath operations.

See also the information about Namespacelndex 2 in "Namespaces used" on page 18.
10.3.5.1 Determining the NodelD of an X2X module

In this example, the NodelD of X2X module "X20AT2402" should be determined in slot 3.
Procedure

1) StartNodelD is "Root / Objects": "/0:Root /0:Objects" = "85"

2) Definition of the relative path name "/2:DeviceSet /2:X20BC008U /2:X2X /2:SubDevices /2:ST3"
3) Execute UA_TranslatePath() as soon as Execute = TRUE.

4) Wait until Busy = FALSE.

5) After correct execution of the function block, specify the determined NodelD to the subsequent function
or store it temporarily.
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Application tip

As soon as several X2X modules should be read, it is advantageous to first determine the NodelD from path
"DeviceSet/ X20BC008U / X2X / SubDevices" and to specify it as StartNodelD for further TranslatePath calls. This
makes the relative path name shorter and the search process faster.

Representation of the information model using UaExpert

3 Root

& 5 Objects

v oe DeviceSet
' I Configuration
@ DeviceManual

# DeviceRevision
# HardwareRevision
I= Identification
@ Manufacturer
e MethodSet
¥ Model
o ParameterSet
# RevisionCounter
# SerialNumber
@ SoftwareRevision
I Status
Q& X2X )
v % SubDevices )
> &% STOO1 | X20PS9400
& ST002 | X20D12372
& ST003 | X20AT2402
oe STO004 | X20A14622

Example program for UA_TranslatePath()
Initialization

Only call once when TranslatePath() should be started.

// INIT UA TranslatePath ()

— only once at INIT

// 1 UAIdentifierType String ! NOT supported for UA TranslatePath ()
// 2 UAIdentifierType Numeric

(* ____________________________________________________ *)
StartNodeID.NamespaceIndex := 0;

StartNodeID.Identifier = '85"; // <Objects>
StartNodeID.IdentifierType := UAIdentifierType Numeric;

I0 RelativePath slot = 35 // Module Slot Nu.

itoa (IO RelativePath slot,ADR ( //

Prepare Search Slot String

IO Search Slot));

// generate RelativePath
// Path '/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices/2:ST3/2:X20AT2402";
RelativePath ObjectNode '/

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':DeviceSet/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':X20BC008U/")) ;

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));

strcat (ADR (RelativePath ObjectNode),ADR(':X2X/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':SubDevices/"));

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode),ADR(':ST'));

strcat (ADR (RelativePath ObjectNode),ADR(IO Search Slot));
ExecuteTranslatePath 0 TRUE;

// add prepared Search Slot String
// Enable FB
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Cyclic program section

//-- Cyclic program --> NodeID will be determinded, as soon as ExecuteTranslatePath 0

UA TranslatePath 0 (Execute ExecuteTranslatePath 0,

ConnectionHdl ConnectionHdl,
StartNodeID := StartNodeID,
RelativePath = RelativePath ObjectNode,
Timeout T#5s) ;

IF (UA_TranslatePath 0.Busy = 0) THEN

ExecuteTranslatePath 0 := FALSE; //=> Release the FB for further use

//-- Release and parameter transfer to UA NodeGetHandle --
IF (UA_TranslatePath 0.Done = 1) THEN

(F———————= Parameter for next function block --—————--—- )

UA NodeGetHandle 0.NodeID := UA TranslatePath 0.TargetNodeID;

(* ___________________________________________________ *)

ExecuteNodeGetHandle 0 := TRUE; //-> Enable NodeGetHandle
END IF

END IF

10.3.5.2 Determining the NodelD of a method path and method

= TRUE

In this example, the NodelD of method ApplyAllConfigurations should be determined. However, since the NodelD
of the method path may be required for further method calls in the application, it is determined beforehand and

used as the StartnodelD for the second UA_TranslatePath() call.

Procedure

1) StartNodeld is "Root": "/0:Root" = "84"

2) Definition of the relative path name "/0:Objects /2:DeviceSet /2:X20BC008U /2:MethodSet".

3) Execute UA_TranslatePath() as soon as Execute = TRUE.
4) Wait until Busy = FALSE.

5) After correct execution of the function block, apply the determined NodelD as the StartNodelD.

6) Definition of the relative path name "/2:ApplyAllConfigurations".
7) Execute UA_TranslatePath() as soon as Execute = TRUE.
8) Wait until Busy = FALSE.

9) After correct execution of the function block, specify the determined NodelD to the subsequent function

or store it temporarily.
Sample program
Determining the NodelD for the method path

(* UA TranslatePath - get ObjectNodeID of method path *)

StartNodeID Root.NamespaceIndex := 0;
StartNodeID Root.Identifier := '84"';
StartNodeID Root.IdentifierType := UAIdentifierType Numeric;

// Path= /0:0bjects/2:DeviceSet/2:X20BC008U/2:MethodSet"';
RelativePath ObjectNode := '/0:Objects/';

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':DeviceSet/'));

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':X20BC008U/")) ;

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':MethodSet'));

UA TranslatePath 0 (Execute := ExecuteTranslatePath O,
ConnectionHdl ConnectionHdl,
StartNodeID := StartNodeID Root,
RelativePath := RelativePath ObjectNode,
Timeout T#10s) ;

IF (UA TranslatePath 0.Busy = 0) THEN
ExecuteTranslatePath 0 := 0;

IF (UA TranslatePath 0.Done = 1) THEN
ErrorID := 0;
(v=mmm==== Parameter for next function block --—————-—- )
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ObjectNodeID := UA TranslatePath 0.TargetNodeID;

IF (UA TranslatePath O0.Error = 1) THEN
ErrorID := UA_TranslatePath_O.ErrorID;
END IF
END IF

Determining the NodelD for method "ApplyAllConfigurations™
NodelD of the method path is used as the StartNodelD for the new call.

(* UA TranslatePath - set StartNodeID to ID of method path - get MethodNodeID ApplyAll *)

StartNodeID ObjectNode.NamespaceIndex := ObjectNodelID.Namespacelndex;
StartNodeID ObjectNode.Identifier := ObjectNodeID.Identifier;
StartNodeID ObjectNode.IdentifierType := ObjectNodeID.IdentifierType;

// Path= /2:ApplyAllConfigurations’;

RelativePath ApplyAll := '/';

strcat(ADR(RelativePath_ ApplyAll) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ApplyAll),ADR(':ApplyAllConfigurations'));

UA TranslatePath 1 (Execute := ExecuteTranslatePath 1,
ConnectionHdl := ConnectionHdl,
StartNodeID := StartNodeID ObjectNode,
RelativePath := RelativePath ApplyAll,
Timeout := T#10s);
IF (UA_TranslatePath 1.Busy = 0) THEN
ExecuteTranslatePath 1 := 0;
IF (UA_TranslatePath 1.Done 1) THEN
ErrorID := 0;
(#=m=m==== Parameter for next function block --————-—- )
MethodNodeID ApplyAll := UA TranslatePath 1.TargetNodeID;
(‘k ___________________________________________________ ‘k)
END IF

IF (UA TranslatePath 1.Error = 1) THEN
ErrorID := UA TranslatePath 1.ErrorID;
END IF
END IF
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10.3.6 UA_NodeGetHandle()

This function block is used to define and reserve a handle based on the specified NodelD or directory or object data.

UA_ModeGetHandle
BOOL —1 Execute NodeHdl —— DWORD
DWORD —— ConnectionHdl Done (—— BOOL
UANodelD — NodelD Busy [—— BOOL
TIME —— Timeout Emmor p—— BOOL
ErmorlD f—— DWORD

Information:

Each additional time this function block is executed, a new handle is reserved even if the requested
NodelD remains the same.

e The handle "NodeHdI" returned by the function block is retained during the entire session. Any number of read
and write accesses can be performed.

e Obsolete or no longer required handles must be freed up again with UA_ NodeReleaseHandle().
Sample program

Initialization

Only call once before each enabling of NodeGetHandle.

// NodeID was determined using UA TranslatePath() and transfered
ObjectNodeID Di := UA TranslatePath 0.TargetNodeID;
ExecuteNodeGetHandle 0 := TRUE; //-> Enable NodeGetHandle

Cyclic program section

(* UA NodeGetHandle - get a handle for required DigitalInput node *)

UA NodeGetHandle 0 (Execute := ExecuteNodeGetHandle O,
ConnectionHdl := ConnectionHdl,
NodeID = ObjectNodeID Di,
Timeout = T#10s);

IF (UA NodeGetHandle 0.Busy 0) THEN
ExecuteNodeGetHandle 0 := 0;

IF (UA NodeGetHandle 0.Done = 1) THEN

ErrorID = 0;

(*——————- Parameter for next function block --————-—- =)

NodeHdl Di := UA NodeGetHandle 0.NodeHdl;

(* ___________________________________________________ *)
END IF

IF (UA NodeGetHandle 0.Error = 1) THEN

ErrorID := UA NodeGetHandle 0.ErrorID;
NodeHdl Di := 0;
END_IF

END IF
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10.3.7 UA_NodeReleaseHandle()

This function block is used to free up a handle reserved by UA NodeGetHandle().

UA_ModeReleaseHandle
BCOL —{ Execute Done [—— BOOL
DWORD —— ConnectionHd| Busy [—— BOOL
DWORD — MNodeHdls Error —— BOOL
TIME —— Timeout EmorlD p—— DWORD

e Obsolete or no longer necessary handles must be freed up again with this function block.
Sample program
Cyclic program section

(* UA NodeReleaseHandle - release the handle for the DigitalInput node *)

UA NodeReleaseHandle 0 (Execute := ExecuteNodeReleaseHandle O,
ConnectionHdl := ConnectionHdl,
(= Parameter for next function block -------- *)
NodeHd1 := NodeHdl Di,
(* ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, *)
Timeout := T#10s);

IF (UA NodeReleaseHandle 0.Busy = 0) THEN
ExecuteNodeReleaseHandle 0 := 0;

IF (UA NodeReleaseHandle 0.Done = 1) THEN

ErrorID = 0;
NodeHdl Di := 0;
END IF

IF (UA NodeReleaseHandle O.Error = 1) THEN
ErrorID := UA NodeReleaseHandle 0.ErrorID;
END IF
END IF
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10.3.8 UA_Read()

This function block is used to read data from objects.

UA_Read
BOCOL —1 Execute Done —— BOOL
DWORD —— CennectionHdl Busy — BOOL
DWORD = NodeHdl Emor [—— BOOL
UANodeAdditionalinfo —— NodeAddinfo EmorlD —— DWORD
TIME — Timeout TimeStamp —— DT
STRING —— Wanable Variable —— STRING

Information:

For read or write access, matching process variables must be created in the data type in the Automation
Studio program. For more information, see "Node identification™ on page 31.

(* INITIAL SETUP before UA Read() ¥*)
Variable RdO := '::0pcTest:BC_SoftwareRevision';

BC SoftwareRevision := 'V2.2?2'; // init Target Variable for UA Read()

10.3.8.1 Reading a known NodelD

In this example, the software revision number of the bus controller should be read out. The read process is per-
formed using the NodelD (Namespacelndex = 2, Identifier = 305) known from UaExpert.

Information:

Using hard-coded node IDs can cause problems since they may change with a different firmware ver-
sion or after changes to the X2X Link network.

Advantages of direct access

Direct access to known NodelDs can be realized faster from a programming point of view since the intermediate
steps for determining the NodelDs are omitted (e.g. determining an advantageous StartNode, taking into account
Namespacelndex and X2X slot, constructing the relative path name).

Disadvantages of direct access

This procedure is more error-prone, and NodelDs can change during the development phase of projects or during
firmware updates.

Representation of the information model using UaExpert

& Root Attributes
v I Objects
v & DeviceSet Sk @
~ e X20BC008BU Attribute Value
2 Configuration v/ Nodeld “Nodeld
v Dev?ceMarﬁu_al Namespacelndex 2
# DeviceRevision IdentifierType Numeric
¥ HardwareRevision \ Identifier 305
© Identification NodeClass Variable
f Manufacturer BrowseName 2, "SoftwareRevision”
% MethodSet DisplayName ", "SoftwareRevision”
¢ Model Description
s ParameterSet WriteM ask 0
@ RevisionCounter UserWriteM ask 0
S SEERINERbE v Value
L SoftwareRevision SourceTimestamp 01.01.2017 03:29:15.790
—_" Status SourcePicoseconds 0
. * BRER ServerTimestamp 01.01.2017 03:29:15.790
o Server ServerPicoseconds 0
D T3jfpes StatusCode Good (0x00000000)
D Views Value V1.13
v DataType String
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¥4 Variable_Rd0 STRING[255

# 5 BC_SoftwareRevision STRING[20]

¥ & TargetModelD UANodelD

¥4 TargetNodeHd| DWORD

¥4 MNodeAddinfo UANodeAdditionalinfo

Procedure
1) Establish a connection, see example "UA_Connect()" on page 71.
UA Connect 0()

2) Reserve the NodelD.
Only 1 handle must be reserved for a known NodelD.

UA NodeGetHandle 0 () // TargetNodeHdl := UA NodeGetHandle 0.NodeHdl;

3) Execute the read command.

UA Read 0() // Variable Rd0 := '::0OpcTest:BC SoftwareRevision;

4) Free up the handle, see example "UA_NodeReleaseHandle()" on page 81.

UA NodeReleaseHandle 0 ()

5) Close the connection, see example "UA Disconnect()" on page 73.

UA Disconnect 0 ()
Sample program
Initialization
Only call once.

(* INITIAL SETUP before UA Read() *)
Variable RdO := '::0pcTest:BC_SoftwareRevision';
BC_SoftwareRevision := 'V?.2?'; // Variable for UA Read()

(* define TargetNodeID *)

TargetNodeID.NamespaceIndex := 2; // Namespaceindex = 2
TargetNodeID.Identifier = '305'; // hardcoded NodeID.Identifier
TargetNodeID.IdentifierType := UAIdentifierType Numeric;
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Cyclic program section

(* UA NodeGetHandle - get a

UA NodeGetHandle 0 (Execute
Connecti
NodeID
Timeout

IF (UA_NodeGetHandle_ 0.Busy
ExecuteNodeGetHandle 0

IF (UA_NodeGetHandle 0
(=== Paramete

TargetNodeHdl := UA |

ELSIF (UA NodeGetHandle

TargetNodeHdl := 0;
END IF
END IF

(* UA Read - read required
NodeAddInfo.AttributeId
NodeAddInfo.IndexRangeCount

UA Read 0 (Execute 8=
ConnectionHdl :=
NodeHd1 =
NodeAddInfo i=
Variable i=
Timeout 8=

IF (UA Read 0.Busy 0) THE

handle for required node *)
:= ExecuteNodeGetHandle O,
onHdl := ConnectionHdl,

= TargetNodelID,
= T#10s) ;

= 0) THEN

=0;

.Done = 1) THEN

r for next function block - ——————- &)
NodeGetHandle 0.NodeHdl;

0.Error = 1) THEN

node from OPC-UA Server and write it in local plc variable *)
:= UAAI Value; // read node value
:= 0;

ExecuteRead O,
ConnectionHdl,
TargetNodeHdl,
NodeAddInfo,
Variable RdO,
T#5s) ;

N

ExecuteRead 0 := FALSE; //quit Enable
(* ——> Prepare next Step - check READ DATA ¥*)
IF (UA Read 0.Done = 1) THEN
ErrorID = 0;
(* ——=> Error Handling ¥*)
ELSIF (UA Read 0.Error = 1) THEN
ErrorID := UA Read 0.ErrorID;
END IF
END IF
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10.3.8.2 Reading out a digital input

In this example, digital input "Digitallnput01" of the module in slot 2 should be read.
Representation of the information model using UaExpert

3 Root )

Attributes
ol ©
_
[ Configuration AT Yaloe
v Nodeld Nodeld
Namespacelndex 2
égsc;:[\o::rencwsmn IdentifierType Numeric
A Identifier 147456
- - NodeClass Variable
BrowseName (2. Digitallnput0 1)
& STOO1 | X20PS9400 DisplayName Digitallnput01"
XZUDIB?E Description ", "Digital input: adjustable switching delay”
3 ConfigChannels WriteMask 0
i UserWriteMask 0
ok ~ Value
v Model SourceTimestamp 02.01.2017 01:44:12.874
SourcePicoseconds 0
‘@ BusModuleld ServerTimestamp 02.01.2017 01:44:12.874
@ ConfigFile ServerPicoseconds 0
» @ ConfigOutput StatusCode Good (0x00000000)
> @ ConfigurationStatus Value false
C @ Digitalinputd1 ) v DataType (Boolean

If the necessary data type for reading out is unknown, the target data type can be determined using UaExpert. In
this example, a variable of data type "BOOL" is required.

Declaring target variables in Automation Studio

# 5 StartNodelD_Root UANodelD

7?5 RelativePath_ObjectMode STRING[255

L ObjectNodelD_Di UAaNodelD

¥ 2 NodeHdl_Di DWORD

¥4 NodeAddinfo 0 UAMNodeAdditionalinfo
¥ VarA_Diglnputdl BOOL

7y TimestampWVarA DATE_AND_TIME

# 4 Variable_Rd0 STRING[255]

# 5 UA_Read 0 UA_Read

Procedure
1) Establish a connection, see example "UA Connect()" on page 71.
UA_Connect_0() // ServerEndpointUrl := 'opc.tcp://192.168.1.1:4840"
2) Get the Namespacelndex, see example "UA_GetNamespacelndex()" on page 75.

UA GetNamespaceIndex BC () // NamespaceUri := 'http://br-automation.com/OpcUa/BC/io-system/
3) Determine the StartNodelD.

StartNodelD.Identifier is "Root": "/0:Root" = "84"
4) Determine the relative path name.

// Path=/0:0bjects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices
// /2:ST2/2:ParameterSet/2:DigitalInput0l’;
UA TranslatePath 0() // ObjectNodeID Di := UA TranslatePath 0.TargetNodeID;

5) Reserve the handle.

UA_NodeGetHandle 0 () // NodeHdl Di := UA NodeGetHandle 0.NodeHdl;
6) Execute the read command.

UA Read 0() // Variable RdO := '::Taskname:VarA DigInputOl';
7) Free up the handle, see example "UA_NodeReleaseHandle()" on page 81.

UA_ NodeReleaseHandle 0 ()
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8) Close the connection, see example "UA_Disconnect()" on page 73.

UA Disconnect 0 ()

Sample program

(* UA TranslatePath - get ObjectNodeID - DigitalInput *)

StartNodeID Root.NamespaceIndex := 0;
StartNodeID Root.Identifier := '84"';
StartNodeID Root.IdentifierType := UAIdentifierType Numeric;

// Path=/0:0bjects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices/2:ST2/2:ParameterSet/2:DigitalInput0l’';
RelativePath ObjectNode := '/0:0bjects/';

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));

strcat (ADR (RelativePath ObjectNode),ADR(':DeviceSet/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':X20BC008U/")) ;

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':X2X/')) ;

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));

strcat (ADR (RelativePath ObjectNode),ADR(':SubDevices/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode),ADR(':ST2/')); // 'ST' and Slot of DigitalInput Module
strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode),ADR(':ParameterSet/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':DigitalInput01'));

UA TranslatePath 0 (Execute := ExecuteTranslatePath O,
ConnectionHdl := ConnectionHdl,
StartNodeID := StartNodeID Root,
RelativePath := RelativePath ObjectNode,
Timeout := T#10s) ;

IF (UA TranslatePath 0.Busy = 0) THEN
ExecuteTranslatePath 0 := 0;

IF (UA TranslatePath 0.Done = 1) THEN

ErrorID = 0;

(*———————= Parameter for next function block --—————-—- =)

ObjectNodeID Di := UA TranslatePath 0.TargetNodeID;

(* ___________________________________________________ *)
END IF

IF (UA_TranslatePath 0.Error = 1) THEN
ErrorID := UA TranslatePath 0.ErrorID;
END IF
END IF

(* UA NodeGetHandle - get a handle for required DigitalInput node ¥*)

UA NodeGetHandle 0 (Execute := ExecuteNodeGetHandle O,
ConnectionHdl := ConnectionHdl,
NodeID = ObjectNodeID Di,
Timeout = T#10s);
IF (UA NodeGetHandle 0.Busy = 0) THEN
ExecuteNodeGetHandle 0 := 0;

IF (UA NodeGetHandle 0.Done = 1) THEN

ErrorID := 05

(= Parameter for next function block -------- *)

NodeHdl Di := UA NodeGetHandle 0.NodeHdl;

(* ___________________________________________________ *)
END IF

IF (UA NodeGetHandle O.Error = 1) THEN

ErrorID := UA NodeGetHandle 0.ErrorID;
NodeHdl Di := 0;
END IF

END IF

(* UA Read - read required node from OPC-UA Server and write it in local plc variable *)
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NodeAddInfo O.Attributeld
NodeAddInfo 0.IndexRangeCount
Variable RdO

UAAI Value;
0;

UA_Read_ 0 (Execute := ExecuteRead 0,
ConnectionHdl := ConnectionHdl,
NodeHd1 := NodeHdl Di,
NodeAddInfo := NodeAddInfo O,
Timeout := T#10s,
Variable := Variable RdO);
IF (UA_Read 0.Busy = 0) THEN
ExecuteRead 0 := 0;

IF (UA_Read 0.Done = 1) THEN
ErrorID := 0;
TimestampVarA := UA Read 0.TimeStamp;

END IF

IF (UA Read O.Error = 1) THEN
ErrorID := UA Read 0.ErrorID;
END IF
END IF

'::Taskname:VarA DigInputOl';

10.3.8.3 Reading information from data type "LocalizedText"

In this example, the name of the module should be read from slot 3.

Representation of the information model using UaExpert

(v & X20BCO08U )

I Configuration
¢ DeviceManual

¢ SoftwareRevision
» I3 Status
o ST0O1 | X20PS9400
> o STO02 | X20D12372
(¥ & STOD3)X20AT2402
I ConfigChannels
=) Corfi~rration

oe MethodSet

&% ParameterSet

Declaring the target variable in Automation Studio

¥4 StartNodelD
¥4 RelativePath_ObjectNode
¥ UA_READ_Model

UANodelD
STRING[255
STRING[255]

g XX _Model UALocalized T ext
¥4 10_Slot DINT

¥4 10_Slot_Sting STRING[10]
¥4 TargetNodelD UAMNodelD

¥ & TargetNodeHd DWORD

¥4 MNodeAddinfo UAMNodeAdditionallnfo

Programming example

o bk ® D)
Attribute Value
v Nodeld Nodeld
Namespacelndex 2
|dentifierType Numeric
Identifier 197210
ModeClass Variable
BrowseName 2 "Modelr‘)
DisplayMame ", "Model"
Description T
WriteMask 0
UserWriteM ask 0
v Value
SourceTimestamp 04.01.2017 20:16:34.944
SourcePicoseconds 0
ServerTimestamp 04.01.2017 20:32:59.608
ServerPicoseconds 0
StatusCode Good (0x00000000)
Value ", "K20AT2402"
v Datalype C:HLC;calizedTen J
+# Select Data Type
Category: Name Descripti.. De

Structure types
[/] Show project structure
[C]show extemal libraries

Show only used

Array index range:

B @) OPC_UA_Test

- #% GlobalAnsiC typ Generate
&~ % Globaltyp Global da...
B &) Libraries Global lib...
-zl operator This librar...
gl runtime This librar.
Gyl astme The AsTi
el AslecCon This librar.
=5l AsOpcUac The AsO...
Eu% AsOpcUactyp

‘13 UADataValue Additiona..
UAEUInformation Informati
UAExpandedNodelD Expande.

UAIndexRange
ALocalizedText
UAMethodArgument [}

*
8
Length: ‘13 UAManitoringParameters
0 #¢ UAMonitoringSettings
4% UANodeAdditionalinfo
Subrange 42 UANodelD
4% UANodelnfo
‘13 UAQualifiedName Qualified ...
fls UARange Range fo..
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Procedure
1) Establish a connecti
UA Connect 0()

2) Get the Namespace

on, see example "UA_Connect()" on page 71.
// ServerEndpointUrl := 'opc.tcp://192.168.1.1:4840"'

Index, see example "UA_ GetNamespacelndex()" on page 75.

UA GetNamespaceIndex BC () // NamespaceUri := 'http://br-automation.com/OpcUa/BC/io-system/

3) Determine the StartNodelD.
StartNodelD.ldentifier is "Root / Objects": "/0:Root /0:Objects" = "85"

4) Determine the relative path name.

// Path=/0:0bjects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices/2:ST3/2:Model";
UA TranslatePath 0 () // TargetNodeID := UA TranslatePath 0.TargetNodeID;

5) Reserve the handle.

UA NodeGetHandle 0 () // TargetNodeHdl := UA NodeGetHandle 0.NodeHdl;

6) Execute the read command.
UA Read 0() // UA_READ Model := '::0OpcTest:X2X Model';

7) Free up the handle, see example "UA_NodeReleaseHandle()" on page 81.

UA NodeReleaseHandle 0 ()

8) Close the connection, see example "UA_ Disconnect()" on page 73.

UA Disconnect 0 ()
Sample program
Initialization
Only call once before TranslatePath() and the start of the read process.

(* INITIAL SETUP before UA Read() ¥*)
UA_READ_ Model := '::0pcTest:X2X Model';
X2X Model.Text := '2?2?2'; // Variable for UA Read()

(* INITIAL SETUP for UA TranslatePath() *)

StartNodeID.NamespaceIndex := 0;

StartNodeID.Identifier = '85"; // <Objects>
StartNodeID.IdentifierType := UAIdentifierType Numeric;

I0 Slot := 3; // Module Slot Number
itoa (IO Slot,ADR(IO Slot String)); // Prepare Slot String

// Generate relative path

// Path := '/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices/2:ST3/2:Model";
RelativePath ObjectNode := '/';

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode),ADR(':DeviceSet/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':X20BC008U/")) ;

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':X2X/')) ;

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode),ADR(':SubDevices/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode),ADR(':ST"));

strcat (ADR (RelativePath ObjectNode),ADR (IO Search Slot)); // add prepared Search Slot String

strcat (ADR (RelativePath ObjectNode),ADR('/'"));
strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':Model')) ;

(* START execution of UA TranslatePath() ¥*)

(= Parameter for next function block -------- *)
ExecuteTranslatePath 0 := TRUE;
(* ___________________________________________________ *)
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Cyclic program section

(* UA TranslatePath - get Nodeid for required nodes *)

UA TranslatePath 0 (Execute := ExecuteTranslatePath O,
ConnectionHdl := ConnectionHdl,
StartNodeID := StartNodelD,
RelativePath := RelativePath ObjectNode,
Timeout := T#5s);

IF (UA_TranslatePath 0.Busy 0) THEN
ExecuteTranslatePath 0 := FALSE; //=> Release the FB for further use
(* start execution after setup parameter for UA NodeGetHandle *)

IF (UA TranslatePath 0.Done = 1) THEN

(F=mmmm - Parameter for next function block -------- *)
TargetNodeID := UA TranslatePath 0.TargetNodeID;
ExecuteNodeGetHandle 0 := TRUE; //-> Enable NodeGetHandle
(* ___________________________________________________ *)

END IF

END IF

(* UA NodeGetHandle - get a handle for required node ¥*)

UA NodeGetHandle 0 (Execute := ExecuteNodeGetHandle O,
ConnectionHdl := ConnectionHdl,
NodeID = TargetNodelD,
Timeout := T#10s);
IF (UA_NodeGetHandle 0.Busy = 0) THEN
ExecuteNodeGetHandle 0 := 0;

IF (UA_NodeGetHandle 0.Done = 1) THEN

UA NodeGetHandle ok := TRUE;
(F=mmmm - Parameter for next function block -------- *)
TargetNodeHdl := UA NodeGetHandle 0.NodeHdl;
ExecuteRead 0 := TRUE; //=> Enable read
(* ___________________________________________________ *)
ELSIF (UA NodeGetHandle O.Error = 1) THEN
UA NodeGetHandle ok := FALSE;
END IF

END IF

(* UA Read - read required node from OPC-UA Server
and write it in local plc variable *)

(* ____________________________________________________ *)
NodeAddInfo.AttributeId := UAAI Value; // read node value
NodeAddInfo.IndexRangeCount := 0;
UA_READ Model := '::0pcTest:X2X Model';
UA Read 0 (Execute := ExecuteRead 0,
ConnectionHdl := ConnectionHdl,
NodeHd1 := TargetNodeHdl,
NodeAddInfo := NodeAddInfo,
Variable := UA READ Model,
Timeout := T#5s);
IF (UA Read 0.Busy = 0) THEN
ExecuteRead 0 := FALSE; //quit Enable

(* —-=> Prepare next Step - check READ DATA ¥*)
IF (UA_Read 0.Done = 1) THEN

ErrorID := 0;
(* ——=> Error Handling ¥*)
ELSIF (UA Read O0.Error = 1) THEN
ErrorID := UA Read 0.ErrorID;
END IF

END IF
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10.3.9 UA_Write()

This function block is used to write data to objects.

UA_Write
BOOL Execute Done +—
DWORD ConnectionHdI Busy |p—
DWORD NodeHd| Error —
UANodeAdditionalinfo NodeAddinfo EmorlD |—
TIME Timeout
STRING Variable Variable }—

BOOL
BOOL
BOOL
DWORD

STRING

Information:

Studio program. For more information, see "Node identification” on page

(* INITIAL SETUP before UA Write ()
Variable Wr0
DigitalOutput :

*)
'::0pcTest:DigitalOutput';
FALSE; // init Write Variable for UA Write ()

10.3.9.1 Writing to a digital output

For read or write access, matching process variables must be created in the data type in the Automation

31.

In this example, digital output "DigitalOutput01" of the module in slot 3 should be written.

Representation of the information model using UaExpert

C Root )

E—
3 o7 @
& & X20BC008U = &
[ Configuration Attribute
@ DeviceManual v Nodeld
ARm Namespacelndex
@ Softw. _vision IdentifierType
) Status Identifier
v e X2X ModeClass
(v & SubDevices ) BrowseMame
&% STOO1 | X20PS9400 DisplayName
o STO02 | X20D18371 Description
v e ST003) X20D 09322 WriteMask
=) ConfigChannels UserWriteMask
» I Configuration ~v Value
SourceTimestamp
¢ Mode 3
C ) SourcePicoseconds
Al Bl ServerTimestamp
? BusModuleld :
b Sy ServerPicoseconds
Conf!gFlle_ StatusCode
@ ConfigurationStatus
@ DigitalOutput01 ) bl
C 9 P v DataType

oo R T SN L P e e ]

If the necessary data type for reading out is unknown, the target data type can be determined using UaExpert. In

this example, a variable of data type "BOOL" is required.
Declaring target variables in Automation Studio

Value

Nodeld

2

Numeric

212992

Variable
(2, "DigitalOutput01”)

" "DigitalOutput01”

" "24VDC /05 A"

0

0

06.01.2017 05:01:46.475
0
06.01.2017 05:01:46.475
0
Good (0x00000000)
true

fBooIean }

¥4 StatNodelD_Root UANadelD

¥4 RelativePath_ObjectNode STRING[255

# o ObjectModelD_Do UANodelD

¥4 MNodeHdl_Do DWORD

# 4 NodeAddinfo_0 UAMNodeAdditionallnfo
¥4 VarA_DigOutputl1 BOOL

L TimestampWVarA DATE_AND_TIME

# 4 Variable_Wrd STRING[255

s UA Write D UA_Write

90

OPC UA User's manual Bus controller 1.10 - Translation of the original manual




Programming example
Procedure
1) Establish a connection, see example "UA_Connect()" on page 71.
UA Connect 0 () // ServerEndpointUrl := 'opc.tcp://192.168.1.1:4840"'
2) Get the Namespacelndex, see example "UA GetNamespacelndex()" on page 75.

UA GetNamespaceIndex BC () // NamespaceUri := 'http://br-automation.com/OpcUa/BC/io-system/"'

3) Determine the StartNodelD.
StartNodelD.ldentifier is "Root": "/0:Root" = "84"

4) Determine the relative path name.

// Path=/0:0bjects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices
// /2:ST3/2:ParameterSet/2:DigitalOutput0l’;
UA TranslatePath 0() // ObjectNodeID Do := UA TranslatePath 0.TargetNodeID;

5) Reserve the handle.
UA NodeGetHandle 0 () // NodeHdl Di := UA NodeGetHandle 0.NodeHdl;
6) Execute the write command.
UA Write 0() // Variable Wr0 := '::Taskname:VarA DigOutputO1l';
7) Free up the handle, see example "UA NodeReleaseHandle()" on page 81.
UA_NodeReleaseHandle 0 ()

8) Close the connection, see example "UA_Disconnect()" on page 73.

UA Disconnect 0()

Sample program

(* UA TranslatePath - get ObjectNodeID - DigitalOutput *)

StartNodeID Root.NamespaceIndex := 0;
StartNodeID Root.Identifier = U84
StartNodeID Root.IdentifierType := UAIdentifierType Numeric;

// Path=/0:0bjects/2:DeviceSet/2:X20BC008U/2:X2X/2:SubDevices/2:ST2/2:ParameterSet/2:DigitalOutputll’';
RelativePath ObjectNode := '/0:0bjects/';

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':DeviceSet/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));

strcat (ADR (RelativePath ObjectNode),ADR(':X20BC008U/")) ;

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':X2X/')) ;

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':SubDevices/'"));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));

strcat (ADR (RelativePath ObjectNode),ADR(':ST3/')); // 'ST' and Slot of DigitalOutput Module
strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));

strcat (ADR (RelativePath ObjectNode) ,ADR(':ParameterSet/'));

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));

strcat (ADR (RelativePath ObjectNode),ADR(':DigitalOutput0l'));

UA TranslatePath 0 (Execute := ExecuteTranslatePath O,
ConnectionHdl := ConnectionHdl,
StartNodeID := StartNodeID Root,
RelativePath := RelativePath ObjectNode,
Timeout := T#10s) ;

IF (UA_TranslatePath 0.Busy = 0) THEN
ExecuteTranslatePath 0 0;

IF (UA_TranslatePath 0.Done 1) THEN
ErrorID s= 03
(e Parameter for next function block -------- *)
ObjectNodeID Do := UA TranslatePath 0.TargetNodeID;
(* ___________________________________________________ *)
END IF

IF (UA TranslatePath O.Error = 1) THEN
ErrorID := UA TranslatePath 0.ErrorID;
END IF
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END IF

(* UA NodeGetHandle - get a handle for required DigitalOutput node *)

UA NodeGetHandle 0 (Execute := ExecuteNodeGetHandle O,
ConnectionHdl := ConnectionHdl,
NodeID = ObjectNodeID Do,
Timeout := T#10s);
IF (UA NodeGetHandle 0.Busy = 0) THEN
ExecuteNodeGetHandle 0 := 0;

IF (UA NodeGetHandle 0.Done = 1) THEN

ErrorID = 0;

(F———————= Parameter for next function block --——————- )

NodeHdl Do := UA NodeGetHandle 0.NodeHdl;

(* ___________________________________________________ *)
END IF

IF (UA_NodeGetHandle 0.Error = 1) THEN

ErrorID := UA NodeGetHandle 0.ErrorID;
NodeHdl Do := 0;
END IF
END IF
(* UA Write - read required node from OPC-UA Server and write it in local plc variable *)
NodeAddInfo O.Attributeld := UAAI Value;
NodeAddInfo 0.IndexRangeCount := 0;

Variable Wr0

'::Taskname:VarA DigOutput01l';

UA Write 0 (Execute := ExecuteWrite O,
ConnectionHdl := ConnectionHdl,
NodeHd1 := NodeHdl Di,
NodeAddInfo := NodeAddInfo O,
Timeout := T#10s,
Variable := Variable Wr0);

IF (UA Write 0.Busy = 0) THEN
Executelirite 0 057

IF (UA Write 0.Done = 1) THEN

ErrorID i= 07
TimestampVarA := UA Write O0.TimeStamp;
END IF

IF (UA Write O.Error = 1) THEN
ErrorID := UA Write O0.ErrorID;
END IF
END IF
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10.3.10 UA_NodeGetHandleList()

This function block is used to define and reserve handles based on the passed list of NodelD or directory or object
data.

UA_NodeGetHandleList
BOOL ——1 Execule NodeHdls —— ARRAY OF DWORD
DWORD —— ConnectionHdl Done —— BOOL
UINT —— NodelDCount Busy —— BOOL
ARRAY OF UANodelD —— NodelDs Emor —— BOOL
TIME ——] Timeout ErrorilD —— DWORD
NodeErroriDs —— ARRAY OF DWORD

e The handles returned by the function block in array "NodeHdIs" are retained during the entire session. Any
number of read and write accesses can be performed.

e For each handle requested, there is an error or OK entry in the error list that is also returned. If an error occurred
while reserving a handle, an error message is entered on the corresponding list offset of the NodeErrorld list.

e These handles remain assigned until they are freed up using function block "UA_NodeReleaseHandleList()".
Sample program
Initialization

Only call once before each enabling of NodeGetHandle.

UA NodeID List[0].NamespacelIndex

// '"14' ConfigurationStatusAll (Int32)
UA NodeID List[0].Identifier

UA NodeID List[0].IdentifierType

UA NodeID List[1].NamespaceIndex
// '15' ConfigurationStatusArray
UA NodeID List[1l].Identifier

UA NodeID List[1l].IdentifierType

(Int32

Cyclic program section

// UA NodeGetHandleList () 64 entr

// UA NodeReleaseHandleList ()

- max.

//-- Reserve/free handle --

UA NodeGetHandleList 0 (Execute
NodeIDCount
NodeIDs
ConnectionHdl
Timeout

IF (UA NodeGetHandleList 0.Busy =

ExecuteNodeGetHandleList 0

THE

0)
0;

IF (UA NodeGetHandleList 0.Done
UA_ NodeGetHandleList ok :

1)
TRUE;

ELSIF (UA NodeGetHandleList O.Error
UA NodeGetHandleList ok := FALSE
END IF
END IF

Namespacelndex;

NodeID ConfigStatusAll;
UAIdentifierType Numeric;

:= Namespacelndex;
Array 0..200)
:= NodeID ConfStatArray;
= UAIdentifierType Numeric;
______________ *)
ies
______________ *)
ExecuteNodeGetHandleList O,
UA NodeHdlList Count, // 3
UA NodeID List,
ConnectionHdl,
T#10s) ;
N
//-> Release the FB for further use

THEN

1) THEN

’
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10.3.11 UA_ReadList()

This function block is used to read several nodes simultaneously. The desired nodes and target variables in the
Automation Studio program are defined in corresponding lists beforehand.

UA_ReadList

BOOL —{ Execute Done —— BOOL

DWORD ——"ConnectionHdl Busy |— BOOL

UINT —— NodeHdICount Emor p— BOOL

ARRAY OF DWORD —— " NodeHdis ErrorlD — DWORD
ARRAY OF UANodeAdditionalinfo —— NodeAddinfo NodeEmoriDs —— ARRAY OF DWORD
TIME —— Timeout TimeStamps —— ARRAY OF DT

ARRAY OF STRING — Vanables Variables [—— ARRAY OF STRING

Information:

For read or write access, matching process variables must be created in the data type in the Automation
Studio program. For more information, see "Node identification™ on page 31.

(* INITIAL SETUP before UA ReadList () ¥*)
Variable RdList 0[0] s =
UAc_ConfigurationStatusAll := 0;

'::0pcTest:UAc_ConfigurationStatusAll';
// init Target Variable for UA Read()

10.3.11.1 Reading a list

In this example, the following objects should be read in a single reading process:

» The entire configuration status
» The status array with the collection of all ModuleOk objects
» The status array with the collection of all ConfigurationStatus objects of the individual X2X modules

.
Information:
.
Status arrays can only be read. Write accesses are not possible.
Representation of the information model using UaExpert
& Root
v [ Objects
v ¢ DeviceSet
v & X20BC0O08U
D Configuration e
@ DeviceManual Glelk @
@ DeviceRevision PN Attribute Value
@ HardwareRevision Gl b @ v Nodeld Nodeld
2 Identification A Attribute Vale Namespacelndex 2
o5 o E IdentifierType Numeric
@ Manufacturer - Ztodad fueasld \dentifier 16
2 Altribute Value Namespacelndex 2 =
oo MethodSet e Nodeld \dentifierType Mumeric NodeClass Variable -
¢ Model Namespacelneex 2 Identifier 15 BrowseName (2, "ModuleOkArray”
7~ — IdentifierType Mumeric ModeClass Variable DisplayName oduleOkArray”
Qiﬁugaffﬂﬂ?‘éft |dentifier 14 BrowseName 2. 'Ccn‘:-gura':-onSIa!usF-rm]-' Description
a Conf!gFller MogeCiass LT Disp ﬂ_r!“"“‘ Ty L GGUEtan AT WriteMask
ConfigurationStatus Bfov\.’iCNnﬂ'\L‘ 2 (__cw!-..:n_..'a_tuc'!StaIuga-ll IC'CS_C"D-'OH . UserWriteM ask 0
) . DisplayMame  ~Confi tatusAll WriteM ]
@ ConfigurationStatusAll s e A > v Vaue
@ ConfigurationStatusArray WriteMask o v Value SourceTimestamp 01.01.2017 04:49:48.439
@ CurrentGatewa Userwritehdask o SourceTimestamp O1.01.2017 04455544 SourcePicoseconds 0
i v Value SourcePicoseconds 0 ServerTimestamp 01.01.2017 04:49:48.439
CurrentHostname SourceTimestamp 01012017 044122131 ServerTimestamp 01012017 0445:55.447 ServerPicoseconds 0
@ CurrentlP-Address SourcePicosecands 0 serverficoseconds 0 StatusCode Good (0x00000000)
ServerTimestamp 0M.01.2017 441222131 StatusCode Good (Du00000000) e e e
ServerPicoseconds 0 ~ Value Int32 Array[201] v Value (Boolean Array(201])
ModulelD StatusCode Good ((OB0OO0OE) fol 1 (Configuration OK) [0 true
Value 3 (Configuration CK) 4| 3 (Contiguration OK) [1 true
ModuleQkArray v DataType ¥20BCO08U_ConfigurationStatus [21 3 (Canfiguration OK) 21 true
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Declaring target variables and arrays for the read data in Automation Studio
When declaring the target variables, the associated program module must also be specified.

Example

Program module Variables

¢ MAX_MODUL_OK_OFFS

% UAc_ModuleOkArmray BOO|

¥ UAc_ConfigurationStatusAmray UDINT[O.N
# & UAc_ConfigurationStatusAll UDINT

i

B st Mainst Init, cyclic, exit code

Resulting code

// Ua_ReadList () define HandleList read variables

Variable RdList 0[0] := '::OpcTest:UAc ConfigurationStatusAll'; // StatusAll
Variable RdList 0[1] := '::OpcTest:UAc ConfigurationStatusArray'; // Array
Variable RdList 0[2] := '::OpcTest:UAc ModuleOkArray'; // Array

e The length of these arrays is set to a fixed length of 201 entries in bus controller firmware versions >V1.06.
With firmware versions <1.06, the length of these arrays depends on the number of modules connected plus some
reserve slots. The necessary array length must be determined with UaExpert since a length query via function
block is not supported.

e The length of all arrays configured in Automation Studio must exactly match the bus controller arrays.

Information:

Longer or shorter arrays cause an access error message from the function blocks in library AsOpcUac.

e The offset of these arrays corresponds to the slot number (e.g. UAc_ModuleOkArray[2] for slot 2).
Procedure
1) Establish a connection, see example "UA Connect()" on page 71.
UA Connect 0 () // ServerEndpointUrl := 'opc.tcp://192.168.1.1:4840"

2) Get the Namespacelndex, see example "UA_ GetNamespacelndex()" on page 75.

UA GetNamespaceIndex BC () // NamespaceUri := 'http://br-automation.com/OpcUa/BC/io-system/"'
// NamespaceIndex := 2; .. von Funktionsbaustein ermittelter Index

3) Determine the StartNodelD.
StartNodelD.ldentifier is "Root": "/0:Root" = "84"

4) Determine the relative path name.
Since several paths must be determined, first select suitable StartNodelDs.
// Path='/0:0bjects/2:DeviceSet/2:X20BC008U/2:ParameterSet"

Accept the determined NodelD as StartNodelD and determine further path names.

//Path StatusAll := '/2:ConfigurationStatusAll'
//Path_StatusArray := '/2:ConfigurationStatusArray'
//Path_ModuleOK := '/2:ModuleOkArray'

5) Reserve handles.
UA NodeGetHandleList 0 ()

6) Execute a read command for lists.
UA ReadList 0 ()

7) Free up the handle, see example "UA_NodeReleaseHandle()" on page 81.
UA_NodeReleaseHandle 0 ()

8) Close the connection, see example "UA Disconnect()" on page 73.

UA Disconnect 0 ()
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Sample program
Initialization

Only call once.

e Determine a reasonable StartNodelD using UA_TranslatePath() for accelerated readout of the actual NodelDs.
The received NodelD is specified as the StartNodelD for further searches. In this example, all required objects

come from the same sub-path "ParameterSet".

e To avoid possible problems with a later firmware update, all NodelDs should be determined using UA_Trans-

latePath().

(* UA TranslatePath - get ObjectNodeID of Parameter path *)

StartNodeID Root.NamespaceIndex := 0; StartNodeID Root.Identifier := '84';
StartNodeID Root.IdentifierType := UAIdentifierType Numeric;

// Path= /0:0bjects/2:DeviceSet/2:X20BC008U/2:ParameterSet';
RelativePath ObjectNode := '/0:0bjects/';

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode) ,ADR(':DeviceSet/'));

strcat (ADR (RelativePath ObjectNode) ,ADR (NamespaceIndex BC_Str));
strcat (ADR (RelativePath ObjectNode),ADR(':X20BC008U/")) ;

strcat (ADR (RelativePath ObjectNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath ObjectNode),ADR(':ParameterSet'));

UA TranslatePath 0 (Execute := ExecuteTranslatePath O,
ConnectionHdl := ConnectionHdl,
StartNodeID := StartNodeID Root,
RelativePath := RelativePath ObjectNode,
Timeout := T#10s);
IF (UA TranslatePath 0.Busy = 0) THEN
ExecuteTranslatePath 0 := 0;

IF (UA TranslatePath 0.Done = 1) THEN

ErrorID s= 0z
ObjectNodeID := UA TranslatePath 0.TargetNodelID;
END IF

IF (UA_TranslatePath 0.Error = 1) THEN
ErrorID := UA TranslatePath 0.ErrorID;
END IF
END IF

Using the NodelD from path "ParameterSet" as StartNodelD for further UA_TranslatePath() operations

(* UA TranslatePath - set StartNodeID to ID of Parameter path *)
StartNodeID ObjectNode.NamespaceIndex := ObjectNodeID.Namespacelndex;
StartNodeID ObjectNode.Identifier := ObjectNodeID.Identifier;
StartNodeID ObjectNode.IdentifierType ObjectNodeID.IdentifierType;

// Path= /2:ConfigurationStatusAll';

RelativePath TargetNode := '/';

strcat (ADR (RelativePath TargetNode),ADR (NamespaceIndex BC Str));
strcat (ADR (RelativePath TargetNode),ADR(':ConfigurationStatusAll'));

UA TranslatePath 1 (Execute := ExecuteTranslatePath 1,
ConnectionHdl := ConnectionHdl,
StartNodeID := StartNodeID ObjectNode,
RelativePath := RelativePath ApplyAll,
Timeout := T#10s) ;
IF (UA TranslatePath 1.Busy = 0) THEN
ExecuteTranslatePath 1 := 0;

IF (UA TranslatePath 1.Done = 1) THEN

ErrorID := 0;

(Weeeecs== Parameter for next function block -------- *)

NodeID ConfigStatAll := UA TranslatePath 1.TargetNodeID;

(* ___________________________________________________ *)
END IF
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IF (UA TranslatePath 1.Error = 1) THEN
ErrorID := UA TranslatePath 1.ErrorID;
END IF
END IF

e Determine all necessary NodelDs using function block UA_TranslatePath().

Programming example

UaExpert name: Relative path: NodelD buffer: Target process variable
ConfigurationStatusAll "/2:ConfigurationStatusAll" NodelD_ConfigStatAll UAc_ConfigurationStatusAll
ConfigurationStatusArray "/2:ConfigurationStatusArray" NodelD_ConfStatArray UAc_ConfigurationStatusArray
ModuleOkArray "/2:ModuleOkArray" NodelD_ModOkArray UAc_ModuleOkArray

Specifying parameters to function blocks "UA_NodeGetHandleList()" and "UA_

(* ____________________________________________________ *)

// Parameters for UA NodeGetHandleList () - max. 64 entries

(* ____________________________________________________ *)

UA NodeHdlList Count = 3; // Number of list entries
NodeAddInfolList 0[O0].Attributeld := UAAT Value;
NodeAddInfolList 0[0].IndexRangeCount := 0;

NodeAddInfolList 0[1].Attributeld := UAAT Value;
NodeAddInfolList 0[1].IndexRangeCount = 1;

NodeAddInfolList 0[1].IndexRange[0].StartIndex := 0;

NodeAddInfolList 0[1].IndexRange[0].EndIndex := 200;

// ConfigurationStatusArray

NodeAddInfolList 0[2].Attributeld

:= UAATI Value;

NodeAddInfolList 0[2].IndexRangeCount = 1;
NodeAddInfolList 0[2].IndexRange[0].StartIndex := 0;
NodeAddInfolList 0[2].IndexRange[0].EndIndex := 200;

// ModuleOkArray
UA NodeID List[0].NamespacelIndex := Namespacelndex;
UA NodeID List[0].Identifier = NodeID ConfigStatusAll;

// '14' ConfigurationStatusAl
UA NodeID List[0].IdentifierType

UA NodeID List[1l].Namespacelndex
UA NodeID List[1l].Identifier

// '15"
UA NodeID List[1l].IdentifierType

UA NodeID List[2].NamespaceIndex
UA NodeID List[2].Identifier

// '16' ModuleOkArray
UA NodeID List[2].IdentifierType

// Ua_ ReadList () die in HandleList
Variable RdList 0[0] := '::OpcTest
Variable RdList 0[1] '::0pcTest
Variable RdList 0[2]

1

ConfigurationStatusArray

:UAc ConfigurationStatusAll';
:UAc_ConfigurationStatusArray';
'::0pcTest:

(Int32)
UAIdentifierType Numeric;

NamespacelIndex;

NodeID ConfStatArray;
(Int32 Array 0..200)
UAIdentifierType Numeric;

NamespacelIndex;
NodeID ModOkArray;

(Boolean Array 0..200)

UAIdentifierType Numeric;
konfigurierten Daten auslesen

// Array

UAc ModuleOkArray'; // Array

ReadList()"

// StatusAll
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Calling function block UA_NodeGetHandleList()

e After the function block has been enabled with "ExecuteNodeGetHandleList_0:= TRUE", the required handles for
the subsequent UA_ReadList accesses are determined and returned in "UA_NodeGetHandleList 0.NodeHdIs".

e There is also an error or OK entry in an error list for each handle requested.

(*k ____________________________________________________ ~k>

// UA NodeGetHandleList () - max. 64 entries

// UA NodeReleaseHandleList ()

(*k ____________________________________________________ ~k>

//-- Reserve/free handle --

UA NodeGetHandleList 0 (Execute := ExecuteNodeGetHandleList O,
NodeIDCount := UA NodeHdlList_ Count, // 3
NodeIDs := UA NodeID List,
ConnectionHdl := ConnectionHdl,
Timeout := T#10s) ;

IF (UA NodeGetHandleList 0.Busy = 0) THEN
0;

ExecuteNodeGetHandleList 0 := //-> Release the FB for further use

IF (UA NodeGetHandleList 0.Done = 1) THEN

UA NodeGetHandleList ok := TRUE;

ELSIF (UA_NodeGetHandleList O.Error = 1) THEN
UA NodeGetHandleList ok := FALSE;

END IF

END IF

Cyclic program section for UA_ReadList()

e After the function block has been enabled with "ExecuteReadList_0:= TRUE", the handles specified in the "UA_N-
odeGetHandleList_0.NodeHdIs" handle list are read out using UA_ReadList().

e During this read process, the data is only copied to the variables defined in list "Variable_Do_RdList_0" if a valid
read access could be performed. This means that the handles were created correctly, node identification and data
types are correct and the target variables were used at least once in the program initialization subroutine.

// Ua_ReadList () define HandleList read variables

Variable RdList 0[0] := '::OpcTest:UAc ConfigurationStatusAll'; // StatusAll
Variable RdList 0[1] := '::0pcTest:UAc ConfigurationStatusArray'; // Array
Variable RdList 0[2] := '::OpcTest:UAc ModuleOkArray'; // Array

Alternatively, only a subset of the configured handles can be read.

(*—- UA ReadList () --%)

UA ReadList O (Execute := ExecuteReadList O,
ConnectionHdl := ConnectionHdl,
NodeHd1lCount := UA NodeHdlList Count, // 3
(F———————= Parameter for next function block --——————- )
NodeHdls := UA NodeGetHandleList 0.NodeHdls,
(* ___________________________________________________ *)
NodeAddInfo := NodeAddInfoList O,
Variables := Variable Do RdList O,
Timeout := T#5s);

IF (UA ReadList 0.Busy = 0) THEN

ExecuteReadList 0 := 0; //-> Release the FB for further use

END IF
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Evaluating the read data

After the list has been read, the application can search the ModuleOkArray to determine whether one of the modules
does not have status "OK". The offset in the arrays corresponds to the slot.

In addition, the read data can be displayed in the Automation Studio Watch window.

UAc_ConfigurationStatusAll L UDINT | docal |1 3 ]
B ¢ UAc_ModuleOkArray BOOL[0..200] global
-« UAc_ModuleOkArray[0] BOOL TRUE
F« UAc_ModuleOkArray[1] BOOL TRUE
F& UAc_ModuleOkAray[2] BOOL TRUE
F« UAc_ModuleOkArray[3] BOOL TRUE
- UAc_ModuleOkArray[4] BOOL TRUE
L& UAc_ModuleOkArray[199] BOOL FALSE
L  UAc_ModuleOkArray[200] BOOL FALSE
i UDINTI[0..200] global
% UAc_ConfigurationStatusArray[0] UDINT 3
-« UAc_ConfigurationStatusArray[1] UDINT 3
-« UAc_ConfigurationStatusArray[2] UDINT 1
-« UAc_ConfigurationStatusArray[3] UDINT 3

10.4 Applications

10.4.1 Restarting the bus controller

In this use case, the bus controller is restarted using method Reboot.
Notes

» For information about method "Reboot", see "Reboot" on page 61.
» For information about calling methods, see "Executing methods using library "AsOpcUac"" on page 54.

* Fixed NodelDs
The necessary NodelDs for this example were read out using "UaExpert" and permanently coded in the
program code.
However, fixed NodelDs have disadvantages and make an application very inflexible. Therefore, an appli-
cation should always determine the required NodelDs using UA_TranslatePath().

¥v &% MethodSet ) Attributes Attributes

@ ApplyAllConfigurations Ol ﬁ:t& @ 3 7 i:t& @

r ey Attribute Value Attribute Value

‘@ Delete :

& DeleteloModules v Nodeld Nodeld v Nodeld Nodeld

% DownloadConfigurationFile Namespacelndex 2 MNamespacelndex 2

& LoadDefault IdentifierType _Numeric IdentifierType Numeric
T m— =

% Reboot "J.E’_‘?_”“ﬂer 4._) Clden‘[lﬂer 240 )

‘% Restore NodeClass Object NodeClass Method
BrowseName 2, "MethodSet” BrowseName 2, "Reboot”
DisplayName " "MethodSet” DisplayName “*, "Reboot”

T Nacrrintinn o B Descrintion

Procedure

1) Establish a connection, see example "UA_ Connect()" on page 71.
UA Connect 0 () // ServerEndpointUrl := 'opc.tcp://192.168.1.1:4840"
2) Get the Namespacelndex, see example "UA GetNamespacelndex()" on page 75.

UA GetNamespaceIndex BC () // NamespaceUri := 'http://br-automation.com/OpcUa/BC/io-system/"'
// NamespaceIndex := 2; .. Index determined by FB

3) The necessary NodelDs are only permanently coded for this example.

UA OBJ BC MethodSet ID := '4'; // '4' MethodSet
UA OBJ BC_Reboot ID 1= '240"'; // '240' Reboot

4) Request a method handle. To do this, you need the NodelDs of the directory from which the method is to
be called later and the NodelD of the method itself. In this example, this is method "Reboot".

UA MethodGetHandle 0 () // Allocate Handle for Method "Reboot"
5) Calling method "Reboot"
UA MethodCall 0 () // CALL Method <Reboot>

6) Close the connection, see example "UA_Disconnect()" on page 73.

UA Disconnect 0()
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7) Wait 1 to 2 seconds until a restart is performed.
8) Establish a new connection, see example "UA Connect()" on page 71.

UA Connect 0 () // ServerEndpointUrl := 'opc.tcp://192.168.1.1:4840"
9) Wait until the connection has been re-established, see example "UA_ConnectionGetStatus()" on page 73.
UA ConnectionGetStatus ()
10)Executing the cyclic application program
Cyclic_Programm() // do application
11)Free up the handle, see example "UA NodeReleaseHandle()" on page 81.
UA NodeReleaseHandle 0 ()
12)Close the connection, see example "UA Disconnect()" on page 73.

UA Disconnect 0 ()

Sample program

(* Hardcoded NodeIDs *)
UA_OBJ BC_MethodSet ID var; // '4' MethodSet
UA OBJ BC Reboot ID := '240'; // '240' Reboot

(* Node <MethodSet> as Reference for method <Reboot> *)

iObjectNodeID MethodSet.NamespaceIndex := Namespacelndex;

iObjectNodeID MethodSet.IdentifierType := UAIdentifierType Numeric;

iObjectNodeID MethodSet.Identifier := UA OBJ BC MethodSet IDj; // MethodSet
iObjectNodeID Reboot.Namespacelndex := NamespacelIndex;

iObjectNodeID Reboot.IdentifierType := UAIdentifierType Numeric;

iObjectNodeID Reboot.Identifier := UA OBJ BC Reboot ID; // Method Reboot

(*--— Allocate Method Handle --%*)

UA MethodGetHandle 0.0ObjectNodeID := iObjectNodeID MethodSet;
UA MethodGetHandle 0.MethodNodeID := iObjectNodeID Reboot;
UA MethodGetHandle O (Execute := ExecuteMethGetHandle O,
ConnectionHdl := ConnectionHdl,
Timeout := T#10s) ;
//iInputArguments[0..9] ... have to be set 0
//iOutputArguments[0..9] ... have to be set 0

(*-— Call Reboot --%*)

UA MethodCall O (Execute := ExecuteMethCall O,
ConnectionHdl := ConnectionHdl,
(F=mmmmm====== ==> PARAMETER from alloc. FB ————————————————— )
MethodHd1 := UA MethodGetHandle 0.MethodHdl,
(* ___________________________________________________________ *)
InputArguments := iInputArguments,
OutputArguments := iInputArguments,
Timeout := T#10s);

(*--— Release Method Handle --%)
UA MethodReleaseHandle 0 (Execute

ExecuteMethReleaseHandle 0,

ConnectionHdl := ConnectionHdl,

(BEEiess S ==> PARAMETER from alloc. FB ----—---—---—--———- *)
MethodHd1 := UA MethodGetHandle 0.MethodHdl,

(* ___________________________________________________________ *)
Timeout := T#10s) ;
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10.4.2 Switching to packed format

Channels of digital input or output modules can be accessed individually in Boolean format or — in packet format
— to all I/O data points together. In this use case, the access mode for the outputs of module X20D09322 should
be switched to packed format on slot 34.

Notes

For access in packed format, a variable adapted to the number of channels must be created. For details,
see "Notes about digital I/Os in PACKED format" on page 29.

The configuration for packed format Packed is set via node "DigitalOutputsPacked" or "Digitalln-
putsPacked". By default, the format of digital I/Os is set to "Unpacked".

Access should take place via directory ParameterSet since all available objects are listed and can therefore
be accessed via the same browse path.

To determine NodelD "DigitalOutputsPacked" using UA_TranslatePath(), the appropriate BrowseName

must be specified. For details, see "Difference BrowseName and DisplayName" on page 19.
» For information about permanently saving the configuration, see "Apply" on page 56.

o

Evaluate the returned ConfigResult from method "Apply" or the configuration status as to whether

a restart is required. For more information, see "Calling methods" on page 53.

Method "ApplyChanges" also permanently defines the currently connected module type on the slot

in the configuration. For more information, see "Fixed-position modules" on page 50.

» For information about restarting the bus controller, see "Detecting a necessary restart" on page 46.
» For information about the configuration status, see "Evaluating the configuration status" on page 47.

Changing the format using UaExpert

# DeviceRevision
¥ HardwareRevisian

# RevisionCounter
¢ SenalMumber
# SoftwareRevision

@ DeviceRevision
o Diagnose

v i KX

# DeviceRevision
1 Diagnose

@ DigitalOutputd
£ DigitalOutputsPacked
D FirmwareVersion

“ i SubDevices e n
& STO01 | X20P53400 Gl @ @
v b STO0 | X20004322 & STOD2 | X20D12372 | Attribute Value
~ d %208C008U 2 ConfigChannels & 5TO03 | X20AT2402 v Nodeld Nodeld
~ 3 Configuration * 0 Configuration & STO0A | X20A14622 Namespacelndex 2 |
v & Control v & Control ¥ 57005 | X20AT 4222 IdentifierType Numeric
< ApplyChanges * ApplyChanges > 0y STODG | XZ0ATE402 Identifier 563954
> % Delete ¥ Delete % ST007| X20AT2222 NodeClass Variable
% LoadDefault % LoadDetault > o STO0S | X20412622 || BrowseName 2, “DigitalQutpursPacked” |
© Reboot % Reboot & 5T003 | X20A04622 | oisprayname = *Packed oulputs™
% Restare % Restore v & STOM0| X20D04322 Description =", "Packed 1/0 data instead of single digital outpurs®
2 Network @ Function model » 3 ConfigChannels [ writenask 0 |
= Timer 3 General » & Configuration | UserWriteMask 0
@ DeviceManual @ DeviceManual @ DeviceManual ||~ value

SourceTimestamp

| SourcePicoseconds 0
3 Identificatson @ HardwareRevision # HardwarcRevision | ServerTimestamp 01012017 21:46:00.415
@ Manufacturer = |dentification 3 Identification ServerPicoseconds 0
~ [ MethodSet @ Manufacturer ¥ Manufacturer I StatusCode Good ((x00000000)

“ ApplyAllConfigurations ~ W& MethodSet & Methodset Value {off) e
% ApplyChanges - (% ApplyChanges ¢ Model |~ DataType
@ Delete @ Delete v & ParameterSet Namespaceindex 1 {on}
% DownloadConfigurationFile % LoadDefault @ GusModuleld | IdentifierType Numéric
% LoadDefault % Rehoot Q ConfigFile ,! |dentifier 61455
% Reboot % RegisterRead || valueRank -1 :
@ Restore “ RegisterWrite @ DigitalOutputd! ArrayDimensions Mull

¥ Maodel % Restore - JitaiCutputd Accessl evel CurrentRead, CurrentWrite

&% ParameterSet italOutputd UserAccessLevel CurrentRead, CurrentWrite

MinimumSamplinglnterval 10

Histarizing

01012017 27:46:00.415

false

In UaExpert, value "Value" is set from 0 (off) to 1 (on) and then permanently applied to the bus controller using

method "Apply".
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Procedure

1)

2)

3)

4)

5)

6)

7)

8)
9)

Establish a connection, see example "UA Connect()" on page 71.
UA Connect 0 () // ServerEndpointUrl := 'opc.tcp://192.168.1.1:4840"'
Get the Namespacelndex, see example "UA GetNamespacelndex()" on page 75.

UA GetNamespaceIndex BC () // NamespaceUri := 'http://br-automation.com/OpcUa/BC/io-system/
// NamespacelIndex := 2; .. Index determined by FB

Determine the StartNodelD.
StartNodelD.ldentifier is "Root": "/0:Root" = "84"

Determine the relative path names.

Definition of the relative path name

Path := '/0:0bjects /2:DeviceSet /2:X20BC008U /2:ParameterSet'
UA TranslatePath();

After correct execution of UA_ TranslatePath(), apply the determined NodelD as the StartNodelD.
Definition of relative path names

Path Param := '/2:DigitalOutputsPacked',
Path Status := '/2:ConfigurationStatusAll',

After correct execution of UA_TranslatePath(), temporarily store the determined NodelD or specify
the determined NodelD to subsequent functions.

Reserve the NodelD.

UA NodeGetHandle 0 () // UA NodeGetHandle 0.NodeHdl;

Read out the current value.

UA Read 0() // Variable Rd_0 := '::0pcTest:I0O_FormatPacked';
If necessary, change the required data format, write in packed format.

UA Write 0() // Variable Rd_0 := '::0pcTest:IO_FormatPacked';

Evaluate the configuration status to check whether another method call such as Apply or Reboot is required.
Save and apply the data format change using method Apply.

UA MethodGetHandle O () // Allocate Handle for Method Apply
UA MethodCall 0 () // CALL Method <Apply>
UA MethodReleaseHandle 0 () // Release Method Handle

10)Evaluate the configuration status, see "Bus controller configuration" on page 43.

As soon as the change of data format has been applied using Apply, the corresponding X2X module is
automatically restarted if necessary. During this time, no data exchange with the I/O module is possible,
and read or write accesses cause an error message.

Application tip

Since restarting the I/O module can take different amounts of time depending on the module type or com-
plexity of the required changes, the best solution is to check the configuration status.

11)Executing the cyclic application program

Cyclic Programm() // do application

12)Free up the handle, see example "UA_NodeReleaseHandle()" on page 81.

UA NodeReleaseHandle 0 ()

13)Close the connection, see example "UA_Disconnect()" on page 73.

UA Disconnect 0()
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