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AWSZ£ZZ 3 (AWSSRA)

Amazon Web Services (AWS)
2023 £ 5 A ( XHALIEE (p. 61))

BENEENAERFMAWSZ £S5 E 5K (AWSSRA) ifuture,

Amazon Web Services (AWS) £ 5Z £ (AWS SRA) 2E—E+HMNESH4 , AT EZKFHREPHE
2E AWS 2 RE. FHTRIEIRIT. THRMEE AWS Z2RSE , FEHFE AWS HENHCE, XEE
WRESTE AWS Z2RFMWETTRMMEN , XERFWAABHEINLL B , BEN AWS KPR
it IBENERXLRS , UARECNNATEREMREBIRE, AEARBIERIE T HMAN., H3I4
ERSHEI , Hln AWS 24 TR 15 EREIL

HMAMEMNRNETRIE AWS DU EFNEFER, AXHRESE ——FEXTER AWS RSHFRHF
BERENLEIERD , M AW S SRA REBFH#E (p. 56)PHRRA RERXNRNASE XE P 7 BHNEE
BRI, SIMNEFEETENER, it , B AWS RENRITARES A REN REBATE. &
FEBRMEFXLRY , JGENENMAENRLER, EEIXEP  RNLBBENLFHANER
BEEEZBRFR,

AWS SRA B—EFENER , SREFRSNUELS. BEFRBURTHECHEMERERENR. 8K
B BEET B HMEXRNEREE (p. 61).

REBMNMEBERNERENEM , BZRULEENTERERA , UTRVEEHREFNEMNZ S RENE
it b, BUUBSFHMARNERARY  FARRHENSE, XEFBURBHFRALN , RILETTM
T (BuiRreiER ) JER (WU UZIANKRBRE ) BiRefl. &, ETUNEXY , ERNEE
EHBREMANZEREN, RS, KRB, BEEANRM.

D R AN — DR
+ AWS SRA BB (p. 2)iF18 T 2 AWS SRA fIzh#l , IR T mfaEA CREBIRESZ LM |, H5H

TREBER

- Z2ES2FE (p.5)7 AWS TR AESR (AWS CAF). AWS Well-Architected Framework %1 AWS
HEREER K HEINE TS AWS SRA 3K TE,

+ AWS Organizations, & #1 IAM Guardrails (p. 7) 48 T AWS Organizations fR% , iTit 7 ER %
LINEERB R , AR T RN EEN DK KK,

. %V\;S ?i?}%éﬁ*’@ (P 1YR—NETIRME , ERTEREESTH AWS K URBEETANLTERS

IhEE.

« |AM BIR (p. 54)1R Mt T BN R LR EAREER AWS Identity and Access Management (IAM) 35EHY
BEN—4ES.

+ AWS SRA REIKIBEME (p. 56)8BHR T XEXGitHUbTF |, %17 E 28 =5 AWSCloudFormation
BEAR A TEBF AWS SRA FiTiesy —EEX KRB,

K% (p. 59)BE RN AWS 22, BHMEMBRFHIIER , AR TEABSIRSHESFEENEE, X
HALIESE (p. 6O R TERAR , ATRELXEHRAR, EHAITH RSS RRUFRNMEEE
Hlo

Note

EZRBENLSERBELSREBHIHNSEREE , BAUATHUAT zip XEHREREAS,
THEREREX (K PowerPointi& = )



https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/security/
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-reference-architecture.rss
samples/aws-security-reference-architecture-diagrams.zip
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wnfAIfEA

AWS SRA BV E

BEEENAEREIMAWSRE £5E 84 (AWSSRA) Bifuture,

AWS HEKRE ( BTHERK ) NZ2 ML HWXRS, BFONEIRNVRS XY, BEXE, #HiE. o
MEWRHENFASERTER. RS FRN] , 8 EFTBARHNKBEAERT AWS 2R
%o HEMNEFEFEEUERAML THBANNERS , SHA=MELEEM :

c ERERESERNEERN  UTHEMNNMLENE,. EENZE AWS R2R5. NEMLKS S
DENEERS , UXAPLELRLER? EEE—INREKSANESTHRERIASHES ? # (AR
B AWS K ) MERIAAZL BHARHER ? BRNZIEBERENS (RIDEESWM) ?

- ERAEMNBMNTENAEN TS AWS T2 RSHITEBAL, BRTHIRS (HW, SHRSHA TR
%) MERDESN  XEEARNOETUAEBELAK, RITANHHZLRY, Ne@HEEI=ZH—1
ROIRIESEH AWS IFHEFLH — RN RPBENRSHT A,

- FEREEFRIESHRS , MEARNARBER2RS, W, MR ZMAKRFHFAWS Config &
HpfrSHAMERE  UZHESFIHTNEREETHNEETE? FRERREBEXEN AWS Z2RS
WAEBE SRR ERENES

BA1E AWS SRA HFER T FRAIXEE B, SIRPHE-—MER (BENRKRFME ) RERNE A
FEEMT e E S, RAVRM T #HEH AWS Organizationaccount-by-account s 2845 | FH iR 7 HRLE RS 1Y
M. EMIRPHE-NMMER (WAEZRLERTLRS ) FH , BAR EENH AWS ELAFRARZS
RS (p. 12)" Moo ATNE—MREEN AWS AARTENEHN T LRSHTIENS E, 1A,
FEHENEEZERRENARFKFANITEH , ZITLRE T IMEERSRS , NESREKS (p. 47)/
FRLRT : Amazon Elastic Compute Cloud (Amazon EC2) 354l. Amazon Virtual Private Cloud (Amazon
VPC) MEURE ZHIKF ., B , FE=MAED ( RSER ) RMEEMEES , LHRERIHN
K PR E 20 AT 2B o0 P 3T AN BUARSS BY e LA R AWS SRA REBEMEFRHRBH,

wn4al {2 A

AWS SRA EFEINER AR , BEABURT BERRAZRPALHME. LTRM AWS SRA #7™= ( 31
B, PEEFRNMRERG ) PRESALEN G ETR.

- NEHEHZRL2EHE@Q@ EXBHRRES.

TLERNINIFF I AWS Tz ik (REFE—AKS ) , ERITEBERILHN AWS IRE |, AWS SRA #REFF
EHERZERMNLST. NEENKSEHNZLRSEMTH , ABRBENBERRH#ER, K, &2
BARMEMMER#ITARE. MREMEACTHHUENEHES THERR , NAIARA B EXREN AWS
SRA A RHAFEAALZESERMME,

< BF (BT ) BELZAWRITHMIEE.

MREBEZFTRERITNRI , BLAER/ERNEFERENS AWS SRA #THER. AWS SRA BiRit
FEEHE , INRELECHR2MRHDIE R, MRENHRLRITAFE AWS SRA , MEFEREFE L
HEEM AWS RS AIEME T REXK. MRENELIRITEAWS SRAFHESEFESBEEFEE , XHAF
—ERTEMETMH L, R, EHARERNERUT FERRIBHI L. BAELKRE AWS SRA &
EXRER  XEESWELARRER, HFENFEAANE, BERELARLERFTERENRSEE, K
& BARAEA AWS RS MERERKE AWS SFEREMEN~RREWENEEN B EXNAERF
HIEE. BN, EXXRFEF , BARLKIAZAHRERETIHRAR, AWS EEHTBE A K AL 55 BRH4



https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
http://aws.amazon.com/products/security
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AWS SRA HyRBSEHEISE

HEy. XR-MRENYS  AINFEEMESR  BEEAERNRER , HFHENFNITESH S
BEYNE, TIRBERE AWS SRATHERLSEZMINAIATHA , BH2RARBRKZITBRENE. BER
RRHEEHAFHELIEF A Rfuture RERMESHBERMLEIRF.

- 5| SEACHRERMMIKIL,

AWS SRA Emfig RIS (iaC) WRAFRHEN K REL S EZMIRME T —fRE, AIENFE. KBFH
FEER 7 F A HGitHub 7 (p. 56) AT IX EER# 1T T ERANER, ST NEIRIMEBE AWS
SRAEEPERANSRERFIEM LBERR , MAKRAANTHENZSEHERE , 620 AWS Identity and
Access Management (IAM) 285K, T B i#bfE 217 BRSS (Amazon S3) HEMKF 2415 E. Amazon
EC2 BRiA Amazon Elastic Block Store (Amazon EBS) INZ LK 5 AWS Control Tower ISR, , SUBTEFH
AWS Tk F= hn X 25 1= A Bt B2 A S M BRdae 45 e o

« THAXAWS Z2RFSANENESER.

AWS SRA FHES ML BEEN AWS T2 NEZEMXBENEZNEARPENERIEET. AWS
SRAM—MERRE , ERENAT AWS R2RFH EURENIAESKFHRRRHEIHE, XIET
X E A RIR P B TUARS R S RE M B BAVR AR, Heh—MIFR1T1L (p. 27) AWS Security Hub Z14aM
&M AWS RS, AWS AT REEEECHNARFTRRZ2 R,

« EHXRTHLLABENREFTENITL,

BITMEEEAREEERREN N EEERR THALTHAETRESZ2MEXMNIRR., flm , EHE
CENERZE RANRBEERNNAFARZEINEABEEEMEX, BNMANMERUNREHHEER
[&1% A Security Tooling M PRI R EARA Y12 ? ERANMBINARFHEB (KL FHEM ) ARELERED ,
AGETHORELEBRNGERTE? BE—MIF, ARENALE—NETFEEMEMNBRANEL , X
& miE N AIE AWS Key Management Service (AWS KMS) B4R LA RX LR EAFEMEKR P EE, 7
RIZALMNASE ( TRIMEBAMIRR ) MABEESES AWS SRA , FESESENER, HR , Xt
ZE2EEN TR A TR BALRRMNERBEET(LNZI . AWS BIURASBHRERE , THEAR
BRATREBEEIEARIENERENZL2EH,. STPRRLNAEARNBRREIL—MNRE , £IF
REFEEEBHEAENREK , HILAESFHETHEE, RINEH, AWS SRA ATLMERRBIM N
XENCRMERNIE,

AWS SRA By< 83K efEra

TR AWS SRA /AN RBER , BRITHX KR 2 EIRE,

+ AWS Organizations EHMWZKF REEENZLEWHUSETR, ERI2EIFEE, HARRFMEEERRSR
Fdefense-in-depthfX BE 0 E IR 7 B, ZIERPTERENET (p. 10)FFHF—FNEX— Ko

« Defense-in-depth R W EMWARERLLRFNETRITERER, ©UEBIEE AWS Organizations
ZHNTREEMIAELENZL2EFER , XA TRARE#HEDRIBHEME  MEE—FHIAFE ,
NAeXREREEEREREMERN IT BR. AWS SRAERT TR AWS RS MMAIE AWS AR MR
TEEELET , ARESFE XL RS n{aH Bh #8523 B Frdefense-in-depth, EERIET (p. 12)8F
B —H 14 AWS E#IX —defense-in-deptht: , HENARFIKS (p. 47) FER T & THRA,

« ERBEZN AWS BSMIENEHZLMERRNEBAMARENZEMRE. EREENEEER
E#l AWS SRA B , TXEE R AWS FRSMIhEE ( Hlan , SHRIUE, M, W, NRERE ) WEED)
B, REZERCMNNENENEREE, EENEEED (p. 13)FHRTELERSEEN AWS AL H
METHR. HtRSELE KPP ETRRSE , BERSEERTFRELIMAZREATT. EREXH
HUAEDTHREBRERENSERE S E,

- EAREMERT (EREEMNET ) , FIATESNKS, (2HXAMAREFR ) PEEMN AWS RS ,
HEN—H-BNHERFE , UEPRFENTEARREERAX BRI REE4NEE, AWS
SRA f£F AWS Security Hub ( EFEHREZEMEMMERE ) . AmazonGuardDuty ( B R 5
ERM ). AWS Config ( BREZRMEERM ) . 1AM Access AnalyzerCloudTrail ( 8 JR 7 8] %



https://github.com/aws-samples/aws-security-reference-architecture-examples
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. AWS (IZRENMRERIRS API5ES) ) M Amazon Macie ( #iiE59 3 ) R —HEMH AWS R
%, AESN AWS Ik FEHE,

.« XM AWS Organizations ZIEERINEE , MAEREHREN ‘SREE (p. 27) WAMR, XER
BE R AWS A TK M N X RSN ER R, ZEREBNCULANTEHNRME T REY |, €6
BRESANWINRFEATENKFREZENRERN AWS RF. o EREXEE R JURBER
X AWS Organizations EEIK P #9 5 R PR HEE AWS HAEEIK BRI 5.

o FEZW AWS ALARKEEP YR, EENKE., BIERAXESKS (ARNRSXYE ) REURERE
BEINEEM AWS RS , BRI EN R RE S, MENTIEARNEYNLZLREENHEREESZ
AT ERIESI D, bAoA | AU BIRRMA TEARER |, SIS EREF K EmER (SDLC) B
PHMEERNLLREK,

+ £/ AWS Control Tower R EMEBEHNZIKF AWS I8 | ERTALHBNZLEFUSSENZS
SEREEE. AWS Control Tower It T —NER , ATRESHEE. KFWKEHENR,
EFAXRERAMEIAK N EXL TERE. ARE , BRLEER Control T ower BE X (cFcT) RS
1M AWS Control Tower Bk REMAN L E£ES], RFEENLE , 0 AWS SRA REIBFMH
BEFiR. P I ShaE A ARBLAREN KA EERFEATEEERTMERIKS , UFRAECERN AWS
Organizations WY, AT BUBT I EN AKFEMEI 2L H AWS Control Tower BIEERHRE
fI (V) , HUEEEET BENMATE AWS IKF,

« AWS SRA RT3 RBIER T a8 A E AR MRS (iaC) BH3IXI AWS SRA iEEHHER, HEXLE
BRI iaC MAEAFHHMENARERF  EXENARFES , TUESIBER 2 Ba# TR, iaC
EBIESA (Flm SDLC RBFEXE, ) FERHBFERBHBAR-—BUEMNATEE . SRA KB RA
AW A AWS Control Tower (cFcT) BE X IIAERY AWS Control Tower , BABNR iaC B4 AWS HREHI IR
EO



https://controltower.aws-management.tools/automation/cfct/
https://controltower.aws-management.tools/automation/cfct/
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Z2Ihie

poge 2=

BEEENEEREWAWSE £ S E LM (AWSSRA) Hfuture,

AWS Z£SZRBWFE= AWS R£EHM : AWS =X FAHEL (AWS CAF). AWS Well-Architected #1
AWS HIBFFER,

AWS Professional Services 817 AWS CAF , ARSI AR ITME LRI RASHWINEZ . ZELREM
HIESMREXBRUHEEZENDLNEMNT EGRASETHESEN=ITE R, AWS CAF FHESDH
ANELTE , A, S AEESIRERXARZRxETREREBNFAREIRE, —HKmsS , L%, A
RFABAAMNETLSEESD ; MFEE, ZeANEEAANMEFHERLES,

« AWS CAF BV Z £ A A& B IR E R ML S AL RBIERNERNKE, BE AWS EXEXEFHRK
FEW A LR B SRR S NEEER,

AWS Well-Ar chitected ework itected ework ework ework ework ework ework ted iZ%HEZ2work ework ework
ework ework e work ework e work e work e AWS ork e work 135k AT BERT B #ERE T B VR ITHY — B %,
BAMEE , BRI TEAR S KK S R IhH mTREM

« WW ell-Architected ted 2 £ X #HR 7T AR A AR KRB BRI HIE, REFNE>~ , \MASENEZE
KRR XRFEDEFYAAN AWS BURCSREBBEHEENLSNSEEER, E8HMWell-Architected RIAE
RERGE , TAARE, TRFSH. AIML IFERSERENFIRHVESERER . XEHELEHH AWS
Well-Architected 43k,

R2EEMRAWS HIEFHWHAERE. & AWS 217, EENESINENBRERENELLE RS Z
TRENYERZSWAMN , XHMAZTEATUHEGERRZENE, flNn, EARNEEZFIBRER

G (BEEFTNZ2AT ). NARERYE. RE[EBEMNSR. WARERHRUKR AWS REHEHNTL4E
B X EEMBELE. T Amazon Simple Storage Service (Amazon S3) 1 Amazon DynamoDB. AWS mazon
Simple Storage Service (Amazon S3) #l Amazon DynamoDB, EATEBREWEE (2FEmMEZEm ) , X
BEBRITHE , HEMA AWS Identity and Access Management (IAM) T &3R5 AR FIIBR, XFPHEER
BEWERA AWS AR LS ( AMRIPET AWS ZAHREHENFERSHEMER ) , MENTPHR
20N ( HBIEEN AWS ZIRSRAE ) -

EXLEER I RUNIEST , BRARES AWS SRA BRITHERFFIMEX | RLRINRZLRITE
m,

= -L\b
ZEIEE
AWS CAF MZ £ NABKT AR E | THEESNBENE TEARNNEE, SEENTRL,

- R2RE , ATHEALKN AWS KR HIENZEIZEAR, RE. BX. RENER.
- ReRE, ATRER, T, EENRSENZENBAITINEM ML,

- BHOMBREER , AT ANEEESHANR.

c BRRNTTHEMRNEENR2REES R, RBPIBNTA.

- WREEETRFERN, 2K, BENERELZLRR.

- EMigERT UHEBRIETHEABRTHRENBRSZEZIRE,

s BERPIRENBEREEARFHLRMERS XN RENZRE D,



https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
http://aws.amazon.com/professional-services/CAF/
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/security-perspective.html
http://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
http://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_Lenses
http://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_Lenses
http://aws.amazon.com/compliance/shared-responsibility-model/
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ZEIRITERERN

- NARFRE , BHRNMNBRRAETRIERFHEZLRE.
- EHBNETARNNRZEENREALEBEERE.

Z 21T RN

Well-Architected Framework % £ X HZE 7 —H -t EREN | XEFRNFEEN T2 TR R a7 H
BB TEMRETEMNEAER, EXL2NEENREBEAZLSRENMS | XEWell-Architected B RN
RT BT BT 4. ENEEZDE M RBRIEXN AWS SRA F | 8FEUTHE :

- BQ@ EEXHNSHEM — XEKNREN , BN SRS AWS BRI EH#TEZLRN , 38%I58
TIRRS®E. STEEHER , BEERNYKBEBSIERHKB.

« KOAEHME-REEE, ERERNFZEENRRER, FASNERRESREENK , LB EEN
REATH.

- EFfERENARSME-NAEE SRS EEdefense-in-depthiy 1535, RSB ARSI ( 5l
BTN ) NATHAR , 8FERKL%. BUFAES (VPC). AHFHE. SAAMITERS. RER
&, NARFEENAE,

- BYLREREXK — ETRHENBEILRLNFTRSLER, ELTFihTey RNED, @R EE
¥, AERAZEFER P TR UARBERE LN E B2,

- RPERPHBENSSEE-FENEREEBRBRERINRTOR , AEELRERAME. FRiSLRTGRE
HEHH,

c EAMNZEHE-ERNENTERRD FHEREZTRRFILERFENTR. XRETLEHBEBIER
HI A LA RAE R AR AN HIRAI KB

- NRELBHMIFEE — BEIHENSAAZRNEAERNRAERRRRE  NEAMTER. BTEH
IRELL AEAEEANLNTERRESRN, AEMNRENEE,



https://docs.aws.amazon.com/wellarchitected/latest/framework/security.html

AWSHISEHIR S AWSZ &S EZ L1
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SRA FZEEIR — AWS
Organizations, K/ M3

Eda

BEFEENFERZMAWSL LS E R (AWSSRA) Hfuture,

AWS Z£ RS, HEHMRERHFE AWS ZIKF BRSO MEREEHPEAEM LER, XEH
PENGRE T KAKENR, RESBENEBRLNED , HAREFTEPLERENZG, EBEEESNR
2RF AR ENMAIE AWS SRA FHEHEMNREH TR

AWS Tk RIER AWS BRI =S, HRMITRLR  EEEBIN A RN NRE, £ASD AWS
KEEIARELZEERSTAREERRER  MEASKS AR AWS IREEHRBH “EHAZ AWS IK
FE AL BB PR, BN , BRI LURIEREE. MM ERL—AFENNEFERN TFEARALNTAN:
fi (OU) NI EIMIKF MEFAKS, F , MARREEUWHWRESE, FICREMEMEN , £ENDIEEY
fEETAEMBRNERREBAPE, XM EETARRCERMTBANLRNES, KPRITEES AWS
Organizations #4& , ATREFHRESF XM A EREIT R , REELEXIFFTLEERZ2FE
(PCI DSS) & (Health REEEHEMEMTEER) (HIPAA) FRE S EKHKEN TEABZBRRMEKNEBEL
o REETUMNEANKFFFH AWS 21k , BFEE THEARMENSRENIEM , AWS BIUEIRE Z /MK
FD

R AVFRIEEX AWS BIRE I ENR, MIRARIEAN IAM R4 (AP, ANA6 ) RFRR. BIAE
AT, RE—FHREENR. EERFHRERZE |, IAM KETEE AWS PHRITEMRE , BAIUIRESE
N AWS AR —-HTIZEANBFE | BALREZEREA. BE. BRAKENNMALASH#TANERE.

AWS Organizations SR Z 2

BEFEENFERZMAWSE LS E R (AWSSRA) Hfuture,

ELIEKNYT B AWS FRET , AWS O rganizations BB G EFEBANAEMENIRE, BXEMER AWS
Organizations , B LALURE S B AWS Ik, 2 ERIR. WNKF#HToANALREN ITHERE,
FIFRBE S A F K sk - A T8, AWS AAREEI AWS IKF |, SUEE R LU EAER — PB4
TEEB, CA—INEEKFURSIREIRAAKS . BAHS TEARSBVTRAKS A+ , B—E&EH
BEENRERA  SEREXANVTEERRFRIEEANRE AWS RESNEREEANKS P, BAILUMNF
DMIBRELEAEHTEMBRNE , LK AWS ALEBRLER, BULETE AWS A4R#=E
KBABERBOBREEE, BIULUFK, 2A N AWS HLE 5T (OU) , XEEABGIHUBRBEIEAENE
RMBEHRRTRENFE,

J&id AWS Organization s , % 8] LA Fi IR S5 2 62K (SCP) £ AWS AR, OU =K 5 5l N AR RRF 18
M, XERPEREATEHALAKFANEZERA , EBEEKF RN ( XREFEZKFFETIEARNERZ
— ). ¥ SCP #E#3Z OU it , E4&HiZ OU THF OU MMk k&, SCP ~& TR, KX , SCP iE
ET AWS A4, OU BIKkFHRANR. ZNMATENETSHRE T RRHKEEK N AWS Ik R ZE
FEATER , LASERREMEA1R TR, Fli , R SCP L IFRFFA Amazon S3 , MIENMEET IAM K RLEA
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Z | SREEAXERSERG ERNMASHE B , XS AT BURER R M H &ES SR B
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A NE TR K

B EENAEREMAWSE S S E 21 (AWSSRA) ffuture,

TERUBTEARAEEKSFEREN AWS Z2RS5.

21


https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua

AWSHISEMIES AWSZ £ S E 5

B 55 22 fl SR B
@ A -
O v D {\\ X
O at Roles {:E:}
Org Mgmt Permissions Ak
account AWS Systems AWS Artifact

Manager

1AM AWS Control AWS 1AM
access advisor Tower Identity Center
O T L ﬁ
B B B - B
. . @ -
AWS Security Hub Amazon AWS Config AWS IAM Organization
GuardDuty Access Analyzer trail

ZISEAHIER “F A AWS Organizations SR Z £ (p. 7) M “BEKS, AIEHENELEER (p. 8) &%
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AWS EEXEMMFE AWS Organizations F L RS 1= HIZR B o

|AM ldentity Center

AWS IAM Identity Center ( AWS Single Sign-On 4% ) R —M B MEARS , THBEEHREENFT
B AWS Ik, ZEFEANTIEREN SSO R, IAM Identity Center EAJ AR B S EBEXNERAE=H
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https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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AWS Control Tower 2t 7T —f At BENEEZ NS KFHENE R 5% | ZIFEFH Hlanding zon

e. AWS Control Tower £ AWS Organizations &2 & landing zone , HIZHFENKF EEMNLEUR
KHERESRE., EBALER AWS Control Tower BEJINSBRAEHIK, , FRBERIX LK FEENALN
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—/NAWS A, TREERUEHREHEE, EHEKFNBKESHENE, EFAFEE. BEuBEKFZS
wit, EXEEHIKF N TERELAR R M EE BRI - EHE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer.html
http://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/integrated-services.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/security.html
http://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
http://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
http://aws.amazon.com/artifact/
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BB, BERHE , BESHE AWS TRFH 1AM KRG,

THANMEFNZERSTE=

1£ AWS SRA # , AWS Security HubGuardDuty, T 5#, AWS Config. 1AM i5RIZ 4788, AWSCloudTrail
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https://docs.aws.amazon.com/artifact/latest/ug/security-iam.html#example-iam-policies
https://github.com/aws-samples/aws-security-reference-architecture-examples
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AWS IKFEABRAIKF . Security Hub ZREERAKFEATUAEETEMERAKFHNAELE R, EFNHENEZ

27
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
http://aws.amazon.com/cloudtrail/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-sharing-logs.html
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http://aws.amazon.com/cloudtrail/pricing/
http://aws.amazon.com/cloudtrail/pricing/
http://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standards.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standards.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standards.html
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
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& BUfF Security Hub 5 Amazon VPC BRI K15 R 2 TERThBEE S A |, SR BIISE ISR AWS MEE B
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http://aws.amazon.com/about-aws/whats-new/2020/01/announcing-amazon-relational-database-service-snapshot-export-to-s3/
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https://docs.aws.amazon.com/security/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
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http://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/amazon-vpc-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/amazon-vpc-sharing.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/SecurityAndPrivateContent.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
http://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
http://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
http://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-proactive-engagement.html
http://aws.amazon.com/shield/pricing/
http://aws.amazon.com/shield/pricing/
https://docs.aws.amazon.com/waf/latest/developerguide/monitoring-cloudwatch.html#set-ddos-alarms
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http://aws.amazon.com/premiumsupport/plans/enterprise/
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https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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FENRLAR. X, EHNSIMNABRFRUE— NNk, |, MEEIFEARZEREDRFEH
XEZRAABERAR, R, BEANEZHERNAE, SFLERMUH—NEMNKFABSE , EHEPA
DERFHUARFERNEREMEMANBELTEEBCHWERBEMN ZNR, ETX , BAlNZLE
EHRRMEEMBERLBIENNE , NTEN—ERY . EAALABRENRHERSRLRES (L
G#GuardDuty, AWS Config. AWS Security Hub, I Gj#EventBridge. AWS IAM Access Analyzer )
ZXERFHRLANBEEN KGR, &5, BAALEZNSLEFRERGER. BIERARFKSER
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https://docs.aws.amazon.com/singlesignon/latest/userguide/regions.html#region-data
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
http://openid.net/connect/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://identity-federation.awssecworkshops.com/
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
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NARRF VPC

Workloads OU KI5 , & FJ AR iZ 6L & HERME N A RSINR, REIFPE  E25E ZHNTL2EWR
%_ﬁo

RITEREM

. EERWERTH  BAREESMNSRARF., TEAS OU EERAENASHEELS TR
B, SEEFNEEFTE, XETEARETUREM L off-the-shelf (COTS) RARFNER
CASBFENEEXNARFNRERS. AATRANLSNARFREFARENERRD,
—MHEIXRETENFEHRE (HlmE~, BRET. MNEMFX ) RESZANF OU, AESTE
RARFHEXN OU THEAEMN T AWS Ik, Z—HELEXENEINNARFIRELMH
FOU , REABRNMFEAHEMER LM F AWS K, BE1H OU Mk E&MEUR T 88 8 AR
FiRITAERXENARFNEN, ZEREEBFTRNEZ2ES , TREMNEHERENZER
BETMAREFMN , BATE OU LU SCP WEREHXERFERS. BXALEBIERE
B OUMEZEEEN , E5H AWS AR BEASMNKFALEHN AWS IENALER THE
EH OU 5

R AR VPC

RMARFKFHHELIER (VPC) IEEAM R ( ATHREEERENEE Web RE ) , HEEHR
B ( ATMNAREERS AWS REER ) . BIAMBERT , VPC AW ERRATUMEERH,. BEWANRAEFW :
—MNATFRE EC2EH (MARFE ) , 3—1MAT Amazon Aurora ( BIEER ) « TREE ( flIRFATE
FENHEER ) 2ANMEDEREY VPC Z2HTRK , XERLAEZFIRIBRHFRE, 7RI M4
ITEABBEFAANSEZANTAK , SMNKEFEAFDNFM,

RIDEEEWM

« BALMERRERGM EC2 RAINBMMBXOEHMERE., RfE , BULUFRERIE S out-
of-bandZ £ MLERRXFH#ITABTKRE, B SRR, FlH , BURFEREERTEN
VPC BIREBSRELHN VPC ZHNRE, HEXMERLT , EFERREN VPC NEENREZ
AWFRERE , FHRHERERENERIRE . Amazon VPC RAETHREGTE ; SINBEEX
MEREIRAFRER . REREATESMEBARENNERREAR , N\MERAM T #
RERE. X7 EC2 KHIMBEMMEZIZEOBARBES , XLEEOTRENBRTERTN 5
DIE1T , WELTHE LI R B T B HR (T AL,

VPC i =

VPC KT RRH TS —BEReBFURTT BEMNTEYE, FACIINEHNNARER VPC EESIHA
AWS BB%, (ENARFEKFF , AWS SRA 1 AWS KMS, AWS Systems Manager #1 Amazon S3 &
VPC £iFTHR. ) KWTREREMEE, EMNEKETE. TRNSETHN VPC 44, BXEd], TLl
£ VPC FEFIERS 2 ABTERE K MASXNEBETRTAENERERIR, BAUFER VPC £
B AR VPC FATOEZ T M AWS 12430 AWS IRE A VPC Kis¥ SRS |, PrivateLink T E B Bk
MM, NAT i&%. VPN E#ES AWS Direct Connect #E#., &H VPC FRESIAEZEENE IP #utfia &
Hih AWS RS EE. B8 VPC 5EM AWS RS2 AN RET BT DML,

£/ VPC KinTi RIS —MNMFLRE AL R T ARBEHEE, VPC XinT RQERE 7 IAM BRERE , &
EolZSFE QR L H TR, MREECIBRLRT QBB IAM KB, AWS 23 &/ —

MNRIA IAM KB, A RTLTHRZRS. KRT[IURBASERIEN IAM RERRSHERE (FlW

S3 FEMEREE ) . TE—RMA IAM KB , ATERHINLRET IFEERSHIEE. BEIXHEX , ©

AL AWS ZREA TSR RIBSHTEEEMT 5 —FEH,

Amazon EC2

MR ARRR Amazon EC 2 SKBIEA 7326l T BiiE RS (imdsv2) BIARA 2, imdsv2 #h0 T X3 &

AATFZRFR IMDS WRENRYE - MLNARRFRAE, FRRENRE, RSSF[HERMAIE (SSRF) &
A, FFRREE 3 BT AIER NAT, BXESEE , BESHABEXEBTEE EC2 LA THIERS , SRAKE
FREpAE, RENKRERN SSRF K.
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-workload-oriented-ous.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-workload-oriented-ous.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
http://aws.amazon.com/ec2/
http://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
http://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
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EAEMN VPC (FAKFLANFE ) RTINS BRREEMEN, AIUEAFRRELSAN VPC B/
RMARFE (fitn , Web, RARFMEBEE ). MBFMEEM Internet THEIEHG] , BEAFAE FRE
B, BEFEAERMMXHERTMNENFE FMNIFA Amazon EC2 API , EEA AWS PrivateLink. f
AR LRSI EH KB HERR, /A VPC Flow Logs MR EASEHIMRE. ERASEEERE (AWS
Systems Manager B9 —IiZhAE ) IR THE RSB , MA=RITIF ALy SSH i O MEE SSH B4R, NRER
SHNBIEEA LM T D F M XRFME (Amazon EBS) &, B LAEEEH AWS K 7 LRSI N2 & 612
% EBS BHMRBEIZE,

SKILRBI

AWS SRA REBFEERM T Bi# EC2 A ERIA Amazon EBS MEH RAIKH ., ©ETRT WAE AWS
HARNBN AWS IKF M AWS XA 5 AIKF KB IA Amazon EBS &,

Application Load Balancer

MAERFHAHEERESNITARTNSNEL (HIWEC2 K6 ) 2B BEANNARFRE. £ AWS
SRA # |, g ERY BARA RN AR EC2 K6l. AWS SRA £/ HTTPS 2R kR BEEE S i
7, NARFARSEREARSSFIIPLLENREE  RAEEEREBEFHNER , RAERHERIERE
FRo

AWS IFHEEEE (ACM) EXR SN AREFAEHEEHRER , AWS SRA A ACM ERFEENLEN
X.509 ( TLS fR%88 ) A RIEP, BULBETNARF AT REZT LSRN NREERHEINT TLS1.2 7
BBRE, BXEZELR , 55 Elastic Load Balancing X 4,

RIDEEEM

- NFEMBRARFASRSEE LOIE TLS ERNFRABLARFZXNEASE &7
LU BLIK = R 6 ACM MAWS A% CA% RIAEIED. 7 AWS SRA i, ACM 1BFAA CA &
ERSTAKS |, THEEAN AWS AARE  HANEHE AWS I 3 Z LR BE T
& METEH L2 TE (p. 34)KF BB,

- HFARIES | BALMEA ACM £ RGKEAES X M TEE | AFADRR, NE , AT
£/ SSL/TLS TEARA TS , HIRIEBEEER (CSR) , LERMEH (CA) BHH
CSR &R+ , KEFEHFA ACM SED L3 IAM SUAT L ARFASSEE. MRS
G A ACM |, A7 i 45 BB BA B 53 3475 B8 2 B AT

- EREFLHEE |, LTLEBE AWS WAF ERREF NARFASRSESR. BELSER, N
FIRZJF M6 B T AL o8 B0 5 M SR G 2 T 42 5 S 1 R 10 T LM SR (5 — O S SE M, B E
215, BSHBETEEABAT AWS WAF 8 AWS K EHEABEEH.

AWS #,F CA

AWS Private Certificate Authority(AWS A CA) ENARFKFPATERA TNARF ARIGERNT
B, NABRFAFOEHRED TLS REZLNBAREANER. XBEENABRFAZEHSRE LT
TLS iEB. WFEEBETABHRARRF , A8 TLS iE P URHZ2EE,

£ AWS SRA HAWS FAH CA , REEZ2ITEKF,H , £/ AWS RAM HEZNARFK, . XAEN
ARFEKFRNTAARBRZFE CA BFIIE, EENALRNHE AWS Ik 2 BHE CA BB TRIE
EFE AWS IKFHEIZMNERES CA WRAMERM, HEMFEH ACM MNEE CA MAREIERR , IEH
EEBRKFPRMAERN , ACM IR ENE G ERSEMEIT,

Amazon Inspector

AWS SRA £/ A mazon Inspec tor B3 &K MM T I S #hs% 4 B8R E MR (Amazon ECR) 149 EC2
KOIFMBRREGE , UERBRERERMEARSE M E,

Amazon Inspector I TR ARFKFH , BAERZKF P EC2 RHIRMIFBEERS. Lt , Amazon
Inspector E &R EFRTF EC2 AN EMEEE.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/ec2/ec2_default_ebs_encryption
http://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
http://aws.amazon.com/blogs/security/deploying-defense-in-depth-using-aws-managed-rules-for-aws-waf-part-2/
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
http://aws.amazon.com/inspector/
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html#findings-types-network
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TEBHRERE

B AT HE Amazon Inspector HEREERAKFEFEE, EFAWSSRAH , X2 TEKFRERERE
AKF, ZREBEAKFATNEBALOARANAELERBBENRELRE, XTEEEMERNAKFALER
MiFE, BARZANKAKSFNEAE , UREE AWS EANNHRERR.

RITEEEBW

o BAILAMERKN T EEES ( AWS Systems Manager §9 —B1IMAE ) A B EJAT |, BUEE Amazon
Inspector B AIRAHEMKBLEFB. Patch Manager AIH BIREANXLRE , TESEFEE
AT itk M RIEERFEAREZERRAIVETFMHETHN, EXEZEL , BSHBEHD
2ERBIIEE R B E A Amazon Inspector 1 AWS Systems Manager £ AWS F Bzi# TIREE
BHNEE,

LD RGEEE

AWS Systems Manager —3 AWS R , B FERAEREERE S AWS REHNEERIE , HE
AWS BB F B ITRETS. BBESEIERENZTEMR , EUUEHRD A REIRHARL AWS
BRAEF NTBES,

BRTXLEEMBBNLIIEESN , Systems Manager & X FF S TPy, UMK L2 IhEE. AWS Systems

Manager X2 ( SSM ¥ ) AL EC2 =6, A#tfRSI/BE LA (VM) ERENE BRI S#h K

£, SSM Agent it Systems Manager TS E#H, EENEBIXLRF. Systems Manager B iHiX L3
%%ﬁﬂi?ﬁ% (REBMHUIEERE ) BEAHT, BENBELTEETRVBNEMENITH , REPEEP=Z
é"":t*u nmﬁo

AWS SRA £ £EE SR ( Systems Manager B —TZhEE ) SREME TR KB RER shell M CLI &
¥, XRETZLEMTFITHNERFIEE , TEIFAERA, £FEL2FHREE SSH H4H. AWS SRA
AT EER (RASEBH—MINEE ) MRERFNNARFHN EC2 RHIRAHT .

AWS SRA RER B 3L ( REEERN —TIIARE ) KL Amazon EC2 KAIFE A AWS FIRE & 447
HMEHBES. AFCAURBITRELCELN IT S, WEX—IHSMNTTREGRS (ERARLEBLR
2 ) MEEN RS, Systems Manager 2 A& fE AR EA BY B E X R B #RKFIARINEE , LUK TR
BEEUHREBENEERNRERENE. BRHE—BXE3 , ARLCERES , SINtIRES
S RERE (AMI) MIRE T AR EC2 KB, tbsl , WU LB R T IAM B 815 R B EZITFHEA
PATRLERERERRFELZ M  MAFTEZAXLABRTNR, Hm, MREFE IAM BEEREMNT
EHREERKE EC2 L], EXFTREZMZACRFMR , WA LB /2 Automation 14T F A H @ %
AERTIZITETFRORR,

RITEEEBW

+ Systems Manager EEM 5 EC2 Rl tHIET REIEEZEIT. REEE A W LAE A=l T Sz iR
% (imdsv1 # imdsv2 ) BIRRZR 1 SRR 2 58 3560 T EdE.

« SSM REXMETEH AWS RFSHMEFEE , flml S EC2 HE ., REEERML T
S3. EHTXMAERF , FNEEZHMEKMEZRIEEE LM VPC LiHT <. AWS SRA A
VPC KRixT R ERN SSM RERMBEE T AWS RS E MEHKE,

- BEERAENL , BAUEBEATFNERAADERESR. BAUEETFRPUERRERE
BESSE , H1E AWS KEFMBA 2 ARZETFM. BHALUREHZTFRSHEHBATE, X
FXEAP , BAUEEFEERZETERRERSEIRKAPAEBNLETFEM , H5 AWS
AONHEMRARE, ELAMNSEEPEHITNRLEN. 88 VPC BLE SR S3 FH KRR
HREARANEEE EC2 KHIMNEESN. BXZIMWHFAEE , BSHREEER UL,

Amazon Aurora

£ AWS SRA # | I B3k Aurora FIL B3k S3 MK TZBEIEZE. Aurora 2 — N5 MySQL F PostgreSQL
REANTERERNNXRRBIEESIZ, £ EC2 Zfl LETHRARFALREFEELE Aurora #l Amazon S3
BAITEE. Aurora EREEFNEANEE T HEEFEER.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
http://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
http://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
http://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
http://aws.amazon.com/rds/aurora/
http://aws.amazon.com/s3/
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RIDEEEW

s SUZHIFEERS —# |, Aurora NE2ME=ZARHN L TEE, B84 AT LUE Aurora 3R
FEEBMBIFEESS LTI DE R ZRBIEERS (Amazon RDS) BEIRME , B LIEEHR 1AM,
ERH|ERLE IR M EC2 SEHIAT LR VPC iy Aurora BUEESEEITIT S Aurora BIBEEEMN
ERRIRT R MEOMNER | BALER VPC Z24H, EX Aurora BIEFEEBENEZENE
BHITERWIE , BULURAE MySQL 5 PostgreSQL B3t M iR ESSHIEREM 5% |, th Al LAxY
Aurora MySQL F#AMAER IAM BEESHRIL. FRAB—MAEE , B£ALUER IAM AENS
RIS I 5 Aurora MySQL AN BIEEERFTE ORI,

Amazon S3

Amazon S3 BR—RXRFMHMRS , TRALRNENTY BE, RETAME, ZeuNtE, CRTSHE
AWS FHENNARFHHESSE , EUNNRNZL 2N TRIPBBEEZEXER. HX Amazon S3
MEERLBEXEK , BSRAXH, EEARAHENBEXETNERARY . REENKEBEZBE L
S3 FHEBHFERMITR ( LHRLHKHEM ),

AWSKS

AWS SRA B T ZAEENEES REX | H KMS BASEMEN TRV TRE— AWS K H,
t, AWSKMS RT B8R TAK, P, EATHNARFKS . EMNABRFKSH , AWSKMS AT
EERETHNARFRARNERR. SUNERAZAERAXNENARFAERTERAERANR , HREZRA
REANEREMEZNR , NIRRT,

BIHEEEM
s EAMNERF | AWS KMS RAEEHNARFHAK AR, BR , BNFRZLEAKTUAAR
ERNGLREENMESHE , fim
« KMS ZEAH S AN ZAMRHIGILEIH B 8.
« KMS Z M ZAM B E B3Rk,
« KMS Z4A 2 iR,
. BBRAMERS,

AWS CloudHS

AWS CloudHSM £ AWS =HZHIEEBHF R LER (HSM). ©EREEH A E G5 RNRE FIPS
140-2 3 RIUF HSM £ AWS EERFEA BN MERH, BAILER CloudHSM EE Web RS 2R
SSL/TLS 4B R, XBET Web RSB MNE , FHEIIF Web BRSEFNFLHAFMEE CloudHSM KRR
HFANZEME, NREFEXRSIEPTRNN |, BEF TUEMKZKS AL VPC HEE CloudHSM X
FRENMLAHLBIERLER.

RITEREM

o MREST FIPS 140-2 58 3 REWHER , B AT LUEERER AWS KMS B E N £/ CloudHSM 58
ENBENZAEFE  MAREAEE KMS ZAFME, BEXHFM , BETUZET AWS KMS
Sm#EBHEN AWS RS 2 BINER , R AREAF S KMS B, XEET ARG 2E

HSM 5 AWS KMS #) 5 RSB MEHRE S, BEEEEH CloudHSM ERiZEHT | B4MERA N
AEMZEN (PKI) , AAE-—XEFEE HSM 2K HBA,

AWS HZEE R

AWS Secrets Manager AT B RIPIFRRARF. RSN IT RRFAFBNIES (N ) . ZRFSELEES
EBRERIE. APl ZANHMNEZENENEGERTERRHR,. SENRRIXLEZIE, API RHAMEMN
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http://aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/security-best-practices.html
https://www.youtube.com/watch?v=7M3s_ix9ljE
http://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
http://aws.amazon.com/cloudhsm/
http://aws.amazon.com/secrets-manager/
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R, BALLFRBHNERIGEITE#N Secrets Manager B AP i/ , IR ARBRRRE, XEBHTH
RUBTABEERELHRBHOARE , RAZNZETFFETREF. I, Secrets Manager AI#Ef
BHERE (TR, ML, &7 ) 2ZOBHRNARF, TEEIRDE , MRAUBRIAEHFEELSHEMN
SIANEH, ZRETHARFRBEFTEMERN —HEMTEAYE , AR TRBUEHEHERFA
ARE,

£ Secrets Manager , BRI SUEABAN IAM REMETRENREREENVNENIHRNR, BAE
AR AWS KMS BEEMMBHBANNBHITMNE , NTHBIRIFHLE. Secrets Manager E&EK T AWS
AEMEZERS , ATEFFIT.

Secrets Manager £ ET MEM AWS KMS B MBIEHARRFEMIZE, QEZHAN , BOUE
AWS Ik 7 F X FIE R E AN E PR E R |, LA BUERA Secrets Manager 5 AWS £ E %40,

BEMZER , BUULRENTZEENEEZNEMNNEMAER, XAUBBEBREATLAAETMAEAN
FRBERRER. TUERTEEMNER. Secrets Manager B Bl X H I E S aE M MR R E AT
AWS BE% : AWS CloudTrail 1 AWS Config. CloudTrail¥ Secrets Manager BIFTE API A REREHH#
3R , BIEX B Secrets Manager ##| &AM ZAEESR AP HARBEA. I, CloudTrailf#3R &t
AREXT K AWS K P R A H R AT AL A B I S IR BB MBS ( 3E APl ) B, HEHE
RURBR R EHNRAMRETOBIBR, AWS Config T BUEIS BRERFI %32 Secrets Manager FALZHI E ik
REGFRES, XEFRSTEBANER, RREE. REUREHM AWS KIEHXR |, flin KMS M
ARATHARIRE AWS Lambda BB, &% w BUFZIKCRE AWS Config BWELE M &M EE B AL
S#hEventBridge it B N B A4S EMN LB B4 B TE AR AN IR IE,

1£ AWS SRA /1 , Secrets Manager L TR ARFEKFF , AT XS tufARFAGHEBEEIEERE
RZH, EXE , RAREXHFMNEINARFKS P EC2 6], AFTUUEZRAEESPRESL I
HEE , LAFZEAEEXHRRZS |, Fln , AR Active Directory 2 LDAP 13 3 158 Aurora £
¥EFE ., Secrets Manager 5 Amazon RDS &5 , AIEZRBIER, EXHIKE Amazon RDS BIEELFIHZ
AARBEEEENEERPIER, XAUEHEEERANCENRLGR | RPN ERILEIIERN
Secrets Manager B94%7E API A,

WITEEEM
- BE  EREBOIZAFERAMENKS PEEMEE Secrets Manager, X5 :F AT AHIK A

WHIR , ANARRTAEARRSETEEMNREFE, N TFAREESERNESENTRIZHNE
B | WLl Secrets Manager #£ Security Tooling kP &R E B,

Amazon Cognito

Amazon Cognito £ VF & RIE & Mt [0 B M E BB S AR F R INA FEM, BRMEEES, LD
Cognito I REIBBEFAF , HXFEIFER, Facebook, AZMIT DA EHTHHREFER , URE
i SAML 2.0 # OpenlD Connect & F il #1247, Amazon Cognito FF N EEH 42 A it 5 47
e AFRRINARRFAFREIMNBZEIWASBR, SOMEREBEOAFRTHEM AWS RS
HIFERR, BALBRMRREERASENAF L. EXELNERSR , HSHEILS# Cognito X1,

Amazon Cognito I AFEMMBFRERNEBETEENNAFRE, BHUUERAERT Amazon Cognito
&, i0S MJavaScripth T R TESEEWRAREFRMAFEMMERRAE, A@@ mazon Cognito
Sync &—1 AWS REMEFIHE , XFBEREESSNARFMEANAFRKE.

Amazon Cognito ZIFXNBABBENZATHREHRTSIRREBRIUEMIME, Amazon Cognito A F iz
MERZEYE , BHRPNNARFPKSWIHE, XEFRZLVEREET XK BERN S BRIE
FBh L5 A B9 SR AE

RIHEEEM
o IR LABIER AWS Lambda B%X , R/EEHA AWS Lambda fif % 2578 A Pt 4E ( B0 A F3EA,
BIANER ( BHRRIT ) BEMAZEK. SRS ARIIERKT,. TBAFMEE KT

HE, BXENRENMAFRRE , B30 Amazon Cognito X4, I35 Cognito £ [F %8 H
Lambda BK¥{,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
http://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
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