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S KoM X P TERIEFRMS RN | AT ERILFR,

BHETILABER AWS SDK MBI ENESREBCHAEXLENARF | AMEHIKF RE B SMER , i
RBIEREBEPIKF RE AL it DU T8 — DA BN EE,

CloudWatch X HED & M 4

BRATEWIELIE — M5 Amazon CloudWatch REEE , HH IIEEBEEFTE Amazon Elastic
Comppute Cloud (Amazon EC2) SRl F 4 ith BR 55 88 P iR R4t B ERERR. B LA CloudWatch
RERE XA SKRFEEOEEREN S, BANSRETERENS , I TR REMINEEBIRFHE
Bo Al DA A BB S RS B B R BAIB R, CloudWatch RIBEL & X4 ] AFREE AWS
Systems Manager Parameter Store Z28#., MREFZ A CloudWatch RIEEE X4, N7 LA GIE S IR
SREFEES . WEEERZN AWS KA AWS Xig , NI XAEBENEHENK S NX S S HSHBEH
S8, HE , EALUFEMN CloudWatch BLE N X4 EFEE Amazon S3 HHY S-S 0L R I AR A2 51
IE:O

CloudWatchfR E Kt #f9amazon-cloudwatch-agent-ct 1A R FBIEEREXH. SHEHSHK
FRENRINEE, RNBEESEANTEERE - , HIREREENAHRENFNREZRE
$E#% CloudWatch, B2 , BN BEFAAEXHEE. MREEFERA S ystems Manager RIEZBEER
CloudWatch R , h &R ABINEE.

HTFRANEETSERRIEE , BFEREENERESN , ALBRINBVECIEZNNAECH
CloudWatch Bl , HRFEEZHNERH#ITEE Lo

EIE CloudWatchft &

BRINBER T , CloudWatch ELE A SMEN SBF# S MR CloudWatch BEE XA FEMMA, HIERERF
HRTENER, HEATH , BRIIFHREHEMEINLR], EEANARTATEESZD AWS K-
AWS X CloudWatch Bt i XY R IR IRTT .

Systems Manager ystems

MBEHEELEDE AWS Ik FXE A MEE CloudWatch 2ANR#E CloudWatch A E B X4 , NIEA
Parameter Store SR EBEHBERRRET . LN CloudWatch BEEZM N SHEMSHIT , BULGER
CloudWatch XEEE T & ( amazon-cloudwatch-agent-ctl#E Linux £ ) WSz iR EUH B A &
B K METENEEXHEHRENEG, BALER AmazonCloudWatch-ManageAgent Systems Manager
WHEXEE—REBITHFEHFZ EC2 EHIH CloudWatch BB, HTSHEFEHSHRXE MR , B ESM
EEN AWS X AWS ik BT M4 CloudWatch S E#E S, MREEFZ A CloudWatch &
B AFEANEH, MHHEE Y AmazonCloudWatch-ManageAgent Comman d X# LB EIXESH,

CloudWatch B & 324

MREBHEZ AWS IKFMXEH BEEEZ/ CloudWatchBELE X # , NIFEE/EN X HITEE T AL
REM, CloudWatch ERXfM AL , MU EXHRERPHE, ALANEECH], FBALLEZEH
NP AFEANIHERIIH , RGBT IHRNER , SIEHFEENE, BN EZAES
B AWS ZAEITHME, BEUUN 4B TIRAZEFHURENEETFR, KALUESF CloudWatch B
BEXHEH % CloudWatch REEEB RKEGANALRE , MAFTLIMNASMREXH. ¥ F Linux ,
AT BATE LA R LB # B CloudWatch Bt & H 3% /opt/aws/amazon-cloudwatch-agent/etc/amazon-
cloudwatch-agent.d. ¥F Windows , AIAFEL T E K FELE B FC:\ProgramData\Amazon
\AmazonCloudWatchAgent\Configs,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html#CloudWatch-Agent-Configuration-File-Agentsection
http://aws.amazon.com/tools/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-common-scenarios.html#CloudWatch-Agent-multiple-config-files
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html

AWSHEMIES A Amazon &1t
FEWM A FIBFM K CloudWatch
A ;¥ CloudWatch Bt & X125 1E

BaREr , CloudWatch {4 B INFEIXL B KPR IIBEN XA LLBIE CloudWatch E&EEX
fro BENHNFHEMBKRSMXBATABROFOZE (FI0 S3 FEF) . RBEHTEAXMEENT
PIERT 2R

4840 CloudWatch Bt i&

FToie i A i 5 A B A/ CloudWatch BB , A EEIEZH CloudWatch BLE, A7 SAfE AT A E
BAARNH RS BEFEBEES,

Iconfig/Fx #/windows/ec2 HAmazon EC2 & 4FE T Windows K #r/E
CloudWatch Bl B X . BAILAMELL MR T —5
3 RE Windows R4S, EC2 SEfiZE 8RR B M FR A
BIERSK (0S) BE#HTH %K.

[config/standard/windows/Zx s RARMRFZ B FHISET Windows BHRHE
CloudWatch Bl B3, #83% AT LATE Bb ST SR T 3t —
IR Windows iRAS, BRSERFBMIRFEMNIRA
BERGEREH TS,

Iconfig/standard/linux/ec2 FiE18H Amazon EC2 $E F Linux BIFR#E
CloudWatch BEE XX, B ELXHRTH—%
FAE Linux £1TAR. EC2 EHIZKE AR E R AR
BERGERBEH TS,

Iconfig/standard/linux/7s iz R RS B EMBET Linux B9¥RE CloudWatch
BEM . BAILENHRT# — SN FRE Linux
RITIR, RSBREANRENIERERGE B

I9%,
Iconfiglecs TR EEH Amazon ECS BR824l , NIF#EE

FAmazon Elastic Comple Service (Amazon ECS)
#9 CloudWatch B & X . XLEE E AT LAF i 2 A
F Amazon ECS HERS R B Kid K ML RWIRE
Amazon EC2 EtiEH,

/ELi&/ <application_name> FHEBETNAEZFMN CloudWatch Bl E X, &
A LA P EL At 324 S FNER A5 M AR A 5 80 — 2539 B
BAREF#HTS2E,

5l RF CloudWatch Bti& X441

AFTRMT —MEA Amazon S3 7f# CloudWatchBt B XM RHI , AR —NATFREMBA CloudWatch
B & S B E XL Systems Manager 21T F M. iXFhA AR AR RER Systems Manager 5176 25U
1T RHE CloudWatchBit BRTIEEI A — L BhaK -

s MREBFEAZSNXE , WMBRESNMNKEHNSEE#EFRSL CloudWatchBl BEEH . SHEFEHE—TIXiE
RS, BAEMEA CloudWatch KEMEN XS hEFHERNSH.

« MREFZA CloudWatch B E , M A TS BN SR ERBEENR RN A, BSHEIMM Parameter
Store K &RH/ CloudWatch B.iE , F EE S A NFTERENBEEIMRESE. HEEZT , CloudwWatch
CEMT-MNATEHEEXHNEEER , HEZERTNASIMEE , mEFEMIEEEI].

s MREFEAZNKF |, WATBERSINFKFEELSREEFEEEFEN CloudWatch BLiE, BEEE
B4R SRS ixX L Ik P I H X gt AT B B 2o

ST LURF CloudWatch ELEfFfE1E S3 FHMH , FIEKS MXEB AR ZFEE. A5, EUERAR
SEERAPLESTFRNREEERRSEERIFXL CloudWatch BELEBMN S3 FEFEHFFIEE R %K.
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5 : 3 CloudWatch &t & X 412451

A LME A cloudwatch-config-s3-bucket.yaml AWS CloudFormation &R 8122 —/ S3 218 , ZFEET
M AWS Organizations R —MELRMH S NK L HTIHR, ZERTE—NOrganizationIDZH , AT
6 4H A B P E T P 1R T iR BUUR

ISR “A CloudWatch REHEMNE B IR EMRDS TSN D HE B R4 A 1858 RPISystems Manager
EEEZTFMEERFER cloudwatch-config-s3-bucket.yaml AWS CloudFormation R 8122#) S3 111
R,

HE , WU LMERAMRARE RS (Hla AWS CodeCommit ) RIFM#EHE B, GitHubMMREEEH R
REMERTEFRETNVREXY , XNEERSEFEREZREFME , AEFHTEKFS NXERREILE
K Systems Manager Automation iz 17 Ffift.



https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
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FEWM A FIBFM K CloudWatch
EiE CloudWatch R A

L& CloudWatch EC2 SE45l F 4 ih R
S agI IR

WSAAENERSB[MNED (VM) LETIEAH. SETERREFEFENRERS LET, 810
BRERGSH BN RENEE B RKIBIRANIER

MREEFER EC2 K6, MAUNKPIMBEERSERERTIRANES,. B2 , XHESRFIHZHM
EEEREUPANABREARNERUNER, LUNUBLRY A DR RNSBIE | HRARENRE
MEE S ERMBIRANFEE EMER , NIRSEERR.

FIT RETBRT BEAWSTE A LRI A CloudWatch AR S —H) BRI ZMIS R SEE, CloudWatch
ENMERECZEE SN NERHIRNIBIRM BB, S0 LAMERECIM A ERIRA RS 25 B S
#r CloudWatch REZ &I FE S5 Amazon EC2 #E[E.

HEIF IR LR MEPE CloudWatch 281 , BHARITERENNARF BRERMERRE. BRNECLAD
BAERGE N T BERROABSHIGT, R B SAERE B ERAKRRRS ZHEMANFE | &
NEMNRABERFERL , X Linux M Windows M EFE. BRTHRET Linux RAERKITREERMBE
MX#r25h , Linux RATHROEBEEZMNIERN B EX M. FRE Windows A2 B & HALXFPE R,

Bti& CloudWatch 1XIE A

CloudWatch f f CloudWatch {CEE MR E B XS E TEMRERSHN . RINBWEEFBREZHENX
HAOMIR AR B EHIRECE CloudWatch E/REYIKF R KAERIE,

B LVE S EAZ A CloudWatch REBE B UK E S CloudWatch REEE, HEN—FHEREREM
NMARFRIENMNK S BEMEFNEE, TERIHEBTNAAESHRETRERNZH CloudWatch B &
HRB LR E S CloudWatch BL & :

Application-specific application
level logs and metrics
CloudWatch configuration file

Application-specific systems
level logs and metrics
CloudWatch configuration file

Standard systems-level logs and
metrics CloudWatch
configuration file

BRI EE R BRI —F 5 RANEEXL BEMEIR, fl , BAUNFZEENT RIFRE L —
MRPHBATHERTE , METUNZRENESTHRELE ). REESHASHIERE  BEES.



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
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FEWM A FIBFM K CloudWatch
7 EC2 :fIE & A EHIK

A EC2 KHIf & HEHIR

FIAMBERT , Amazon EC2 RE#ERMER AE M. R , 2R B XS HFHIZEE CloudWatch &
I # B & CloudWatch EC2 K6 E RN KB H , AWSAPI , 5&AWS Command Line Interface(AWS
CLl)o FAEIAERA CloudWatch REERF H X H2HE CloudWatch Amazon EC2 7 i IR S 2269 B .

ZALBRMEE AL | URBEIUERHBIE CloudWatch 1 B E X EREINETE B,
CloudWatch XX A, Z#E 2R JSON B AR MERIFRET , JSON AN AERHBTHEA
B ROEM, BEMIEIEN DA , MEABNLH B SR AR A,

XLXEHE : CloudWatch REMER —MNEREXH |, Z3XMHENL T E.IEZ CloudWatch B9 B EFIE R,
CloudWatch A SN AEXHHRIEE um?’U‘H Xt HERSER BEA. XEBTEIE EC2 £+
B EERITIRE , SINERCENFZFSE,

BIABERBHE EC23:4l ID 8E , MIAAFZABHS AXEXHERER. BERMWBFE CloudWatch
BEH, BAUEAinstance_id, hostname, local_hostname , H#&ip_addressXFBEERMA
FHEMPHNSER , XEREETLUFEAMERN CloudWatch BES4 EC2 AN R ERE 4,

THEERT CloudWatch B TFHRBENNREERE, ASERBRNALEXHFENL , HEEES/ EC2 =HIM
i?ﬂﬂﬁ E/L’\l)lb , Ejj{lnstance 1d}x§ﬁﬁ:f H/LI\IJIL%*’_\ EC2 921&“ ID NEEHE_E"JO

IEI 1123456

"collect_list™: [

"file_path": "/var/log/messages”,
"log_group name”: “system”,

"log_stream_name”: "{instance_id}" e
v
I =
“file_path": “/var/log/secure-*", Region
"log_group_name": "security”,
"log_stream_name”: "{instance_id}" CloudWatch Service
]J | CloudWatch Logs Group: system

123456

Narllog/messages CloudWatch Logs Group: security
CloudWatch agent 123456 i
L% | :

Narflogfsecure-20201001

Narflogisecure-20201002

AELTEMNSENESRNREY, £E, ZeH, BERBESNEREE. BT BEXHEHHR
wﬁﬂﬁﬁ—h‘w@ﬁiﬂ"ﬁﬁ BIRERHEN K, MXETH EC2 LA B EXHRENBIEHTER. IRE
ZiTE R 7%%3&—*&&5&5%@0 i, BNKFAIRRASMLSEVRE | HEAREFRNEASRZE
FEE, KEKEELME— S0 SABHURRABAFER, KM% ARG FRREESE
¢E$E§€Eﬁ EC2 241 L,

MBSNMRREA—MKF , WATRIBNINAERETHIEABRSI T EERRRK, TRERTAEHAGEY
%, EhamlSH, NERLARFURTE,

HEHEM | /<Business unit>/<Project or application name>/<Environment>/<Log
file name>

BEHRBF | <EC2 instance ID>
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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7 EC2 RfIE B EIRHEIR

R LR EC2 SRHIMATAE BEXH S AZIR - M EEAH. XEFE-HABEXHERMSHTEA EC2
KAZBERS . WREHASEH EC2 X{IBN —MARFHTHERARREHRRS , RS EC2 KA
BRENAR N TRERT AR ATANBERG B AZFFRT E,

AEAEZF /<Business unit>/<Project or
application name>/<Environment>/<EC2
instance ID>

BEREMN <Log file name>

N EC2 RHIf EfSniEIR

RINERT , B EC2 RfImTEARYE , frEERE (flIn , CPU. MESRSEMEXNER ) 283
Ziiiﬂ] CloudWatch & 5 24%, CloudWatch 20 |, $Epr A RERSEHIR BT R |, 7] ZRIEHA 9"—15']% CcPU
2 H¥EFR. Amazon EC2 (IR EE R EEHINES, MBEERZRHEAYL '“X‘H: EC2 =4I |, &AILATE
—"%*HTEQW?%H&?&EO FEIHSAE A E SR CloudWatch A |, Rt iERRITEFTE EC2 %ﬁﬂﬁ%ﬁ%i
SHE D EC2 ST IR ANATE, BHltn | MATAN £~ TRAEE AR  BNEESTHEAEERER

leitﬁﬁﬁ%%ﬂ@a&ﬂ#ﬁwaﬁ CloudWatch 3 B %{E 8 CloudWatch /K32 | AWS CLI , REAWSA T
IRIBFRMY SDK, XEWRE BMIMIE CloudWatch BLE X 4, E A LABIZ2IM4EM CloudWatch BLE X 4 , Hep
’aﬁﬁi&ﬂ&%éﬁmmﬁ EC2 B4R , HIEMRAEZ IR A iZIEFF CloudWatch &,

{E#RE CloudWatch RBIERERMEN RS MEEHITH—EXH , FEEEIRSE =R PHTH—
. RREERAWSIRSE —MFT KBS & ZHAWS ( fla , AWS/EC2 ) FMIEAWSIER R B E X
jetR. AR E MBI IR CloudWatch RBEHEH N BE LISH. BN IR ISHYESH MY
CloudWatch (A , &N fhRIE EC2 RHIERNFEE D EC2 RPN ER. flm , BATUNEFT
HERERE Y — AR B IEAT | BRI R 8y — NI T3 THERE,

CWAgent2H CloudWatch f{E, SEREREREL , IEHFmRAEEALN T —AiEr , UEATRE—MIEHK
Befl. BRIZAE KR 28 SR Bl 3817, ﬁﬁj}"'ﬁﬁfiru&%iﬁ(ﬁﬂﬂ /<Business unit>/
<Project or application name>/<Environment>), ﬁﬂ%%/\ﬁ'ﬁ?&ﬂ’]lﬂfﬁﬁﬁﬁﬁﬂ kP, it
FEREA. RETATLUFRN G E ZE @& A ESIRM CloudWatch HEAWEAE.

ERZEELCIINEEXRFR , XEBTERE- ARGl , H2IEFUNEFKENE

. Amazon EC2 @1E R IMHIEIRE M TH EC2 EfHlInstanceIdMAutoScalingGroupNames

B, & A InageIdMInstanceType R EE HIFMIAHE | M4E, Hln , Amazon EC2
CPU RIFAZRBM T —/NpIh# EC2 EHliEH: , HPInstanceld4E , WiEHE£IMH CPU FIARE
¥rInstanceType#E., XA TESHTE M ME— EC2 £HIf CPU FIAE , IRHEE EC2 XHINFTE
EC2 KBS HIKE.

AMESHEXIBNDNEES , BHLBMEARE , RASMERNE -—WEEEASHL=E— NN
BE. fim, mMREHN Instanceld4E , BBAXEF EC2 K{IWFIER. MRENALZTHTH
EC2 k6| , XFEBUT LA MENRASHRAES. BREMPNRA , EEEEMOEHRER BLEE
EBMWNERK, flmn , BAUNEFTEAREREL —ATBNEE  BXEEEPN—/NEDATE
7 TR,

& LA Fappend_dimensions/& 1 4 BRI BB AP E L — NPT B $E#R CloudWatch BL&., R
A LAZ A fiImageId. Instanceld. InstanceType, #lAutoScalingGroupNameZI{REIFTA R
CloudWatch BLB. & , AT LAEMappend_dimensionsiZiEfR LHEM. CloudWatch EEHUREE
ffMaggregation_dimensions =,

Bign | EELHERANAREFERAEInstanceTypeEEUEEFHRFIXRENAE EC2 %ﬁﬂfiﬁﬁ H R
Zo ﬂﬂ%"‘ﬁﬁﬁtz microEXEHIZTHRG , BALBEIEAZEREAt2 . nicroXREEFAHRT
2R AFFREHRE, %Uﬁﬁ$$ET§E%I¢ﬁﬁﬁFﬁEEZ{%EWﬁ?§EE’J EC2 #MtrE, 2T , &
ERNATER ITEARFERARNETZH Amazon EC2 EHFRE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
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RS 4 CloudWatch Bt &

TEHERT -1l CloudWatch FABEXwmAZERE., HRMNEENREWIEREEInstanceType.
H 22455 @ rmico)
[ s cious

CloudWatch Service - Metric:

Instanceld, InstanceType

mem_used_percent (i-123456, 2. micro)

mem_used_percent (i-123456, 12.small)

mem_used_percent (i-456729, 12.small)

Cloudwatch agent

R4 CloudWatch Bt &

REFRIERNMEERKIZENIEZRBRAAIENZOAERKIS , CloudWatch RIEAER T Windows H Linux B9
SEREEI,

AR WAL CloudWatch B & X 6] 5 SEL B XA 2R 95K E X CloudWatch 1T RIS IFH S MEERSHINK

BEREXM. EUBET TEABRNRERER B ENIEIR T AE 2 I08 P E XL CloudWatch B 343
MEFRERES, XL -NEEXNAIMFEE S3 FEET , 81 EC2 AU ERPRREN. A
B #9IRE S3 FEMAY RAIFEEE CloudWatchL E (p. 6)AIERM I, BAIEAMEERN D HEE
BRRMNAXERE.

@E E %\ an /LI\

RERAEN T UM AR EHFBRABREAWS R, BN A SRR ZNOERERZERNTERENRZ S
A&, BERGEMN BB T REEBRERSIRA TR

XEXFE : CloudWatch REXISFETIREEHAERBHREN Windows EF AER. FRAERELIN
Windows E# B& ( fl#System, Application, s#&Security).

Linux REMRS., NABRFNRZLBEBEFME/var/logB R, TREN THEZENELRINBE
% BRENZKRE /etc/rsyslog.confEAL/etc/syslog. confj{#ﬂﬁﬁﬁﬁauﬁiﬁiﬁﬂﬁgﬁhﬁ

B

Fedora 2Bt /var/log/boot.log*— BEH A&

( Amazon Linux, CentOS., Red Hat Enterprise /var/log/dmesg— M B &

Linux) /var/log/secure— Z£ME BRI BE
/var/log/messages— EMRLKEHE
/var/log/cron*— Cron A&
/var/log/cloud-init-output.log— KRB
HHiUserdataBah A

Debian /var/log/syslog— B3 A&

(Ubuntu) /var/log/cloud-init-output.log— KRB/
#itUserdataB a4
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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BB R AR IEHR

/var/log/auth.log— Z£ M B BRI A XK
/var/log/kern.log— A& A&

BHALATREIEEMRERRSEFRERBELZEN AL, ZRITEHFREXERESNABRFER
HEEXH , HESRREIHNXHNENCISEEERER. flin , BRiZ3B$E Systems Manager
CloudWatch (REZFZEIBNEEF. FTREMT Windows # Linux BIXLERE HENNE.

Windows CloudWatch {2 $Env:ProgramData\Amazon
\AmazonCloudWatchAgent
\Logs\amazon-cloudwatch-
agent.log

Systems Manager X2 %PROGRAMDATA%\Amazon
\SSM\Logs\amazon-ssm-
agent.log

%PROGRAMDATA%\Amazon\SSM
\Logs\errors.log

%PROGRAMDATA%\Amazon\SSM
\Logs\audits\amazon-ssm-
agent-audit-YYYY-MM-DD

Linux CloudWatch X3 /opt/aws/amazon-
cloudwatch-agent/logs/
amazon-cloudwatch-
agent.log

Systems Manager X2 /var/log/amazon/ssm/
amazon-ssm-agent.log

/var/log/amazon/ssm/
errors.log

/var/log/amazon/ssm/
audits/amazon-ssm-agent-
audit-YYYY-MM-DD

WR AEXHTE CloudWatch REEBERKE. HEEN Linux EFENBEEEN , XFEEFA , mF
RABIRTREF LMNEE. SABERNRGNARFTBET 28 BEXHTFEN , EHREA,

Bl ERGERIEIT

Amazon EC2 REEMWIFEERPRERAENHAZBFAER, BOEXLER , SUMNLEHEE
CloudWatch EC2 3£l LR E, XLEXiHE : CloudWatch {SEE &S 812 CloudWatch £ F W EL & 7l
TE BV BT DR IBE BN MM R IER. BEREEEME LWISREUBERENE LRI,

AR TEABFIEENRERS RN EC2 XAIMWRKEERRHHEMRSIER. RFXLEREIRELEF
&, ARAMEA LS ERIRE CloudWatch REEREXH , HEFOMUE (S8 Amazon S3 ) #E , LIEESE
EAMBE3,

PRifE Amazon EC2 EFR T EAR MRS B Bah iR, XLEEIRLHMIE CloudWatch 2Nt K5I 42 F B9 R I L
BX . BAILMER CPU RIAREFEMRN AP LM EREEXX M , X LR N E R
PRECE M
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html#cloudwatch-agent-preset-metrics
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html#cloudwatch-agent-preset-metrics
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N ARFE CloudWatch Bt iE

NARFAENENRHEEETHNAEFRERAN  HES BRENLT Ry MEHAQLEFERN N
BFAAEN BEMNER. i, BHALATEDSHNET Web IS FHFEFE Microsoft BEM S B IRE 58
(1S) ¥R L. #RATABIZESRE B EMIEHR CloudWatch 11IS WELE , AT EBRNALFER. BETN
AREFNEEXH A EEEERNE (Fln S3 2648 ) P, TEAEFMEETUTRNELBaIRR
#ITIHE , REEHI3 CloudWatch BLE H &, XEXiHE : CloudWatch RIEALBEFFESD EC2 E£41
HIRS M E B X4 B Zh BN CloudWatch BLE X #HE& H N —1PE 4 CloudWatch LB, RAERR
CloudWatch @A LW EREREEURFMEEXNNARFRFNEE CloudWatch EE.

THRAEFIEENAEXRENARFMAMRRFHEE RS MER.

BEENAERFKBS

MARFRBASEREATNRAERFRENEIL AR off-the-shelf (COTS) EAENFRH AR

FF. COTS NARFRHEAHITRESN ASRENHHERILNER , flW AT FAFEERA. AEXHERK
AMBAEXHLE, BR , KEH COTS HE=FNABRFHEFAFEMBE LERBFTEE (flw , EH
MARFHRBUESHMAITEENBESEIRRER ) . £, BREZN COTSHE=FNARFEER
BIDFIET , LEREENHERRIINES , KIFRA JSON #X,

BRI LR ESIF RN ARF S CloudWatch B A ARFH B EXHBE 7 CloudWatch L&, BEN
MARFRETEFNBESREMZHED , RART SREMEMLFNEABEE 2 BETUEEL
RS HEN, 2XMNSBFAMEEURIMEN BRFERTFEUARARAMENBIENEH T E TR
1t , MES ML ERFEMER,

R AT LB 45 CloudWatch A # B &5 CloudWatch B&PutLogEventsAPI A AAWSSDK.
ETLAER APl 2 SDK B2 B EN BERIBRER |, fliN AR IEEM AR —H2 A NAH MRS E 2 E
HNEANBER. R, RAZ4EVP BB Z2EANBRAAERSNARFEREENBEABEXYE , REER
CloudWatch {AEESRIRER A & XA HFE RN 1E# 2 CloudWatch,
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time 2 M A R2HA £ 24, Kubernetes &R iR#EFEdashboard-metrics-scraper MEEEEE A RNTE
%3k B Kubernetes 1E¥rIRS 22HIFE 4R,

RN AERANARSFLRAS CloudWatch £ Kubernetes Fiz{THIRIE DaemonSet LA TS BRI E EEEZ
THARSHEET SRIER, CEEHERNESNEWREMERIE. B LERAPEATAWSHIEA T
BB ERSRAE, REATFMER CloudwWatch £/ Fluent Bit #H{TREBHM B HIER , AEREIHRE—
RENE BT B R iC R MG 12

BT Amazon EKS TR 2 EC2 =4l , RItER T RNAEHIRNISIR 2 |, BERERERN Amazon EC2 E
M HIRHERBR ARG RIEIR, BUAEREEMNAZE N9 47 CloudWatch REZIEMEE (p. 17) A IERIHIE
PFZREFMAEE CloudWatch Amazon EKS SE#HRE, B LLEH Amazon EKS HEM CloudWatch
B3, LLaiEERLLNE Amazon EKS B EN BEERE.,
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon-eks-nodegroup.yaml
https://docs.aws.amazon.com/eks/latest/userguide/fargate-logging.html
http://aws.amazon.com/blogs/containers/fluent-bit-for-amazon-eks-on-aws-fargate-is-here/
http://aws.amazon.com/blogs/containers/fluent-bit-for-amazon-eks-on-aws-fargate-is-here/
https://github.com/kubernetes-sigs/metrics-server
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://prometheus.io/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html#ContainerInsights-Prometheus-Setup-new-exporters
https://github.com/kubernetes-sigs/metrics-server
https://docs.aws.amazon.com/eks/latest/userguide/metrics-server.html
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://docs.aws.amazon.com/eks/latest/userguide/vertical-pod-autoscaler.html
https://github.com/kubernetes/dashboard
https://docs.aws.amazon.com/eks/latest/userguide/dashboard-tutorial.html
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FEWM A FIBFM K CloudWatch
NARFIER

XLXEHE . CloudWatch #8 Prometheus X #FHRER A L B 31 KIFIMEL Prometheus ERZFEN A
L TERE MRS, BIREAMER CloudWatch Bk A N IEFRE R # 1T B ELUE D 4T CloudWatch 18 F L&
H Bz 612 CloudWatch 1E#5.

Important

BAMERE E FAMRAH CloudWatch XIERULE Prometheus $8Fr. X=2IHZ FHIKIE CloudWatch
A Container Insights & TR, &7 LAEAprometheus_jmxR~fl Java NARER , HPIFE
CloudWatch ¥ Amazon EKS pod Z3& , LUER Prometheus 858, BEXEZEE , 5
B . £ Amazon EKS # Kubernetes E£i%i& Java/JMX Rl TIES1EE CloudWatch X, &E
A LAELE CloudWatch REXH3R Amazon EKS Bz T EM Prometheus B 4R IEHR.

R REFHE PR

EALAE A CloudWatch BRARIERE R, EREBMARERERNED , EREEFRARNERERNKE LF
BEBARNERERN RS, XEXFHE : CloudWatch 2R LI E } I 5% EKS BEFF M sidecar . X
XA : CloudWatch {REE EZ 7 Kubernetes ConfigMap $&/3 FA#REII1E CloudWatch X2 sidecar
BEBIHMARNEEERIFHR.

BRI LU N AR FIRE RN Prometheus B#5 , 7 Prometheus X#F T B & CloudWatch KIE |, LLKH,
ERFE#R H F HIRELZE] CloudWatch /i, flan , BRI BIER TR IMX S HEFRRN Java RARFRAF
JMX Beans Bt Prometheus ;8% CloudWatch {R3E,

MBEFBFEARARNERER , BT AEHAAWSAPIZEAZAWS AT EG. BR , RINBWUAEXAX M
FE ARNECRETHENNARFER,

Fargate LMY 5k EKS 145

Fargate £ BzIEL & Amazon EKS T RBLZ1T Kubernetes Pod , R BLETo R MR MK ET SR FliEts. B
= , B Fargate £ Amazon EKS 1 2 L= 1TH Pod BV38Hr. BEIN#E B s~ &M F Fargate £#Y
Amazon EKS , RAECEEH T XIS LT I8E -

« BEIFAX# DaemonSets, B3N EELIZIT CloudWatch EHRE DaemonSet EF MBI ET = £,

o I%3#F HostPath KAMS, XERXEAE : CloudWatch KBRS {# A HostPath A M BERNEREEE
PREIRR o R

+ Fargate PF L&A MIH B ENE L,

B LAE fFargate A E B AR H BB A RN ERERNIBE A LIEE CloudWatch, HEBEHEFER Fluent
Bit , © 8% CloudWatch i@#f , AIUELE A ZIFRARERERED.

BRI LUES1E Amazon EKS S8 E2 Prometheus FRS85 UM Fargate 17 SUREIEHR , N R AR
Fargate 7 Sy POD % #E%5. BT Prometheus EEHAFH , AWM REFEHA Amazon X HRE
(Amazon EFS) #{TiF A M1k , W AT LAFE Fargate L %82 Prometheus. #&&EALA#E Amazon EC2 X#FHY
TR LIBE Prometheus, BXREZEER , B3 . FFB%E Amazon EKSAWS Fargateffi i Prometheus
F GrafanafEAWSTEZE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html#ContainerInsights-Prometheus-Setup-install-agent
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/eks/prometheus_jmx
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Sample-Workloads-javajmx.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Generation_CloudWatch_Agent.html
https://github.com/prometheus/jmx_exporter
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/Welcome.html
http://aws.amazon.com/tools/
https://docs.aws.amazon.com/eks/latest/userguide/fargate-logging.html
http://aws.amazon.com/blogs/containers/monitoring-amazon-eks-on-aws-fargate-using-prometheus-and-grafana/
http://aws.amazon.com/blogs/containers/monitoring-amazon-eks-on-aws-fargate-using-prometheus-and-grafana/
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Amazon EKS EH Prometheus &%

Amazon Managed Service for Prometheusi2tA[# B. &£, AWSHEHBEF IR Prometheus IEERS. &
A LAfEA Prometheus Ef1E S (ProMQL) MR AL THEAFM ML K MEAZTEEATER, EHNER

EEEVHNREEMIERE, BUUERAUTAENLS#H EKS ML L% ECS WE Prometheus EFRAWSSE
F Distro OpenTelemetry ( ADOT ) % Prometheus BRS251E RN INERE,

Prometheus CloudWatch Container Insights %1% {# 4% 7] LAEE B F{# A CloudWatch RE R & TR B & i#
ECS. Amazon EKS #1 Kubernetes T#Ef15;# Prometheus 545 , BN CloudWatch FEFRIZEL,
XNMERAFREZEEN , CloudWatch IR EE UMK EBRER, B2, ATHRERTEHE
Prometheus 9L S5 & RS N REL, E4EHMZE i Prometheus IR IR TES REHNFERRA) :

+ TEI[E Prometheus I B #h T B RS E IR 8% F A E B Amazon EKS = B E Kubernetes FIVILAE
Prometheus FR%88 , HFHEE NBE AT Prometheus W SR EERS , MAEAEENKIERE
i, iXHERT NEH Prometheus RS SE R EEMGEEE S THMMIEEHEAE RN TEZJNEENT
1B, M ERFM Prometheus ZFEET |, @ Prometheus W LR EERSESEMNIRERE , MAKSE
EAWSE,

+ Grafana E#X#F Prometheus {ER ALV EIRIR. WREET Grafana AT Prometheus MF 2
CloudWatch A TSR 8RR , AEEE Prometheus W DR EERS AILUHEEENER, EE
Prometheus B9 D5 & RS 5L D75 E Grafana £/ , IEHIEEFT RS EMATRLERS E,

+ Prometheus E&EEB A ProMQL ERXNZE BRI TO. 2T , X CloudWatch REEF LR
AR IEFEIZE Prometheus 1EFR#E A CloudWatch S 3/ B & CloudWatch 5. EAUTAETIR
BB ARERERBE, CloudWatch 12 F ML,

o MREFITEMFEA CloudWatch I 7T TRIZRFHIRIEIR , L EMN1Z [ E ™ Prometheus 9T ik
KBRS 5EK Prometheus FREE5H Grafana 2 EW I MILBRFRE—RBER, REERBHRHN
Prometheus BRZ5 88 SAMPREY Prometheus B PIEIER , RS RRSHEE N FEEE ALK Amazon
Managed Service of Prometheus THEX. SRR EAIL L IEE Grafana , HB AR A LASE A BEFT HY 46
HEENT EHIEE Grafana S&EK Prometheus I DB E RS EIFRER. B TEIFRIEE®EE
34 Prometheus (WL S B FEERSH , HIL&EE KBix RKEFE CloudWatch RIB S G IEIREE
CloudWatch FIER, XEXIEHE : CloudWatch Prometheus EERIE A B 1T Container Insights 412,

R T LAE A ADOT Collector M Prometheus {38 R TR F R IMEUETE | RS RBRAXEIE X
Prometheus I L E RS . B< ADOT Collector WEZ{EE. , HSFIAWSOpenTelemetry B DistroX
LEL I
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https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-ingest-metrics-OpenTelemetry.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-ingest-metrics-OpenTelemetry.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure-ECS.html#ContainerInsights-Prometheus-Setup-cw-agent-config
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure-ECS.html#ContainerInsights-Prometheus-Setup-cw-agent-config
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-ingest-metrics-existing-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-ingest-metrics-existing-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
http://aws.amazon.com/otel/
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Lambda BE¥ B ERiEF

1 B EFIBIRAWS Lambda

Lambda TEEEMEE TEAFNRSES , AT B3I CloudWatchig#=#l CloudWatch B , TE# —F
EESRRNNARFNNRE, ATEBER T ## Lambda 5B RZEAY MRS LA R S8 1Y B B 158 43 4] 2208 14
g, TIRTLAREBBICRALIE Lambda EEL , LME(LMERERIZHT R AR KRB,

Lambda B# H & 1d%

Lambda B] Bzh ¥k B Lambda EEEI PR AR H AR AR AR 1RE B N2 M B CloudWatch B |, TE AER
HEF. Lambda E 2 B TAEZET Lambda MM AR , HECIEENELMN BSRT A H B SHE

/Cho

¥} Lambda BB ER BRI ERAARNBTRFARMEIE —NEERR. Lambda & 7] LA E R & 3 1A
R H BIRTEY B SR

BRI AEY Lambda EREAT |, Lambda 2 B3 812 B E4H, Lambda AT LA ZMEA | B LUERE
BTHMRAS, Lambda BEAANFTE BEBEEER—NEEREAF. BMRELEENR , H/aws/lambda/
<YourLambdaFunctionName>#= N, EHELEFREA Lambda BREEEHISIE S IMA XK. Lambda
SHEAYYYY/MM/DD/[<FunctionVersion>]<Instanceld>®XW BEHRERED BRI, BHE

A InstanceId , AWSH TiR%I Lambda B¥k3LHl,

ENEWEFRFEEER{LR JSON BR , BRETEEER Logs Insights ER#\ i CloudWatch Zif]
XESHE, b UERMNERITEEMSE. SUERARERELESRRFEEECH B ELE
R, RMNBWEEABRILT , LN AFTEEHRTHERXMN2 K, flm, WREMN Lambda HEKEA
Python "B/ , MATLAGEA Python BEERKIZFKHEHRE M EKN, Lambda JREREA Python B&
RAE A Python /B Lambda B , BT LU Lambda RBPR R B ENLIEFEEE, AWSEREBIET
AWSLambda Powertools for Python F A& T EQ , JUERMMFERASBHSXRBHEFEALTHE, Z
T ESAHTF Python, Java, Typescript #1.NET,

S-MBEEMERERAZERERASHENE  RERERENENERBTEE, RTEANEN , E6
Lambda B RBDETaEM I KB AEHKE | EEBRT SR ER, XAELRMEN B RIEFHAE

FIERE,

Lambda AFBEFEHRBHER FA Lambda BEHUETRIIMERBIMETE, Hli0 , Bl
B —1LAMBDA_LOG_LEVELHREBZEXENAUMKBAIRENBERERD . AT REIZRK
FLAMBDA_LOG_LEVELIREFZEHFEAZBEEL AEME, MRKEEFRETE , NEIANINFOLK S,

import logging
from os import getenv

logger = logging.getlLogger()

log_level = getenv("LAMBDA_LOG_LEVEL", "INFO")
level = logging.getlLevelName(log_level)
logger.setlLevel(level)

FHEENKIEZZIE A E B CloudWatch

BRI LAERTRFIES T AELER EHA B 89 ( HIE0 , Amazon OpenSearch BR$ 8, Lambda BE%k ) . N
BB EM Amazon Serv OpenSearch ice , W ATLUFE A Lambda L ERAE , AERAREF XAWSIE
AR L RBEIRFHNAWSRS .
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.python.org/3/library/logging.html
https://awslabs.github.io/aws-lambda-powertools-python/2.13.0/

AWSHEMIES A Amazon &1t
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Lambda EEIEHR

SR T LATE Lambda BB EAAWSEAR B S BN RAFATRES  FAREUERRIEILEENE
Adth, MIREEFWIAT , BMNBWEERER, FHALERE, HRNEBHALBEUARREEZES Lambda
HBRENTE,

Lambda B EISFR

Lambda EELFEEERY RRS|EANAIZTAL , XILFHERT RERFIUHMSMNAEB, BR , THE
9 Lambda BER SR BN EEMBEAERNAREE., XAUBBHERICRFEEH RERBIEE, B
HEHEE Lambda BWEH A/, BRIERAMEBMEE TN E AP AR H BEKA, BE , 2 Lambda B
BRASTHIEAREETER RN MO NARFRIER. Lambda EEFRARERER , UEE
B\ IR N AREF SR CloudWatch 1E#7.

RGN

Lambda £ Bz15 CloudWatch #8AREER , H R EM Lambda BBURHE — AR EIEHR. Lambda B RN EAX
EEIEPRI S Lambda BB A IMp IS 4ITHR, SCEBEUENFNEEERERIRNARAEIR. TH
PABREHEMERER B XSG T2 HM&ZIEF Lambda ZE,

A IRESN Lambda BT EZIT,. XEHRREENRDET 2 , B ETEEADPRIHFIRLE
KiRBIEAM]. R , BNEN Lambda BB EER , UARAXLEERABMREARNTERARFEE,

RLEFRBESHEEINREREX , THEEHTENREINRHERMRLEN. ARABRATEREHE
i, NS BZIRIE AR R,

ARIhAAK Lambda ERERAIRE HTTP 200 a5 , BMMEZEEMERE th2Mt, B Lambda BERSEH
BRUWBHEIARE | MEIZErrorsigfRiBiIR HiR B2 H Lambda BBUETAM,. BRI Lambda A
ARREER BN , AP EEATHEETRTS. BrEERIMEAMBES.

CloudWatch 121 CloudWatch Lambda Insights , &AL 24 Lambda E#E FX LN, Lambda
Insights e, REFCEREIEH (WCPU, MEMMEERER ) . Lambda Insights B, REFC
BWER (BB Lambda T4< ) , LAESBH R B A DR #R R 8] &L,

Lambda Insights f# A # A RIEFFE RN BIBEM Lambda BB ER BERBHARE @ BEALEM
BEfS R, /aws/lambda-insights/iXtEM e HEEHIEA CloudWatch ¥E#52 B3 CloudWatch &
WP ER, RMNBWEEMHENRFE=REF S A Lambda Insights, Lambda Insights 82 # E s
FEmemory_utilizationBEBY FIERIAE Lambda BHEM A , NIBRATEENRE 2R,

R T2 FHE TR

IBE T LA CloudWatch R AR BB R CIENHIR B CHRARFIER. S LRIA AWS REM#RA
HNIEFRE N E R BBRA RN RNIBIH T E KX Z CloudWatch, EER K Lambda CloudWatch BH&E1E2%
TERBEHNLEMNEIEYHRINRARNERERIEL,
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https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_Errors
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
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FA NMARFRR HRSZENDH CloudWatch R ARERF

t

2 2 M4 BE CloudWatch

FEENERHRE - BRI NMLER |, RTIRBIMBREBEN | BETUNE#TERMDHT , LA
RBEENE, RNBWEEREBIHER ( Blzm JSON ) BRE%  UETERNSFAZ. ASHT
ERREARNS, 1, FRANEESAWSHFES, ETENELT 4@@%@&:\*&%5&&%5@5@%
BRAMBE , FAFEMNXBEER , UEFREENE EEP)?EIYEAWSﬁ%zo

CloudWatch 1Rt Z fhTh 82k #E By o5 47 B EF IR , Bl#CloudWatch Application Insight s AT #EE
VRS EREAWSE RN N AREFENERMBE | CloudWatch RERN A& RIEN ZE B RIERM
CloudWatch Log Insights , B3R E R X EFEH 247 Lo CloudWatch gs H i B EBIE,

A ‘NMARERRE KEKEMDH CloudWatch
NRARERF

R ARFFTAE ST LAER Amazon A CloudWatch pplication Insights 3 TR 1% E B 3 ST 2 .

BT AKFFAFE IEAREBMERER GRS , T BB I8, EX Applicat CloudWatch

ion Insights 1% & ¥ 1238 A LABS B B A 72 7 A BA 2 B BIZE A E B T I9IRE R A (MTTR). CloudWatch
Application Insights AJ A BB BN ARFR ASCRMNEEMENIEE, R EE#T - METASG
E,}]E;E y Wﬁﬁb@&ﬂ laiﬁ”’-ﬁn\J\c

CloudWatch Application Insights £ R IREARAENIEN R ARFHITEAKEN TR RRAPXEN
BIFRFMER Application Insights CloudWatch B AR 2ME L WHHE, &8 Applicat CloudWatch ion
Insights RARFHNEMEBEECHEL. BIRMNER,

SFAE , EBAILE XA FHEAER Application Insights CloudWatch S FAREFH BEERE, AEERE
RERBENREIXBENATEIES , ARENFZEXSHE, PRETEM. NFER, ETUMN
ﬁiﬂﬁ%*ﬂi%ﬂ@?ﬁﬁﬁﬂi*ﬁ@’Mﬁ#iﬁ%gﬁ’ﬁf’?ﬁ’ﬁﬁ’ﬁo 5 FEHR , A CloudWatch pplication Insights

LB NZUENERUBRIEERESTERNER. CloudWatch Application Insights A BB & H &
RELR AR A IE#R A B EHIR , AR CloudWatch X847 App CloudWatch lication Insights X 3F#35#x.

THEETRT Applicat CloudWatch ion Insights AR EAFZMEEREEZ BNXR. SMMAEBELTES
B BEFIEAR , LAMEMA CloudWatch B &M fEFRE TSR,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-application-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-logs-and-metrics.html
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fi£ A B ESAE# 1T CloudWatch BED T

ERH

Component metric 2

| _){ Component metric 1
[
L

&)
AWS Resource Group
Log pattern —
=
| Log pattern -
[ Application|og 1 J CloudWatch log group
Log pattern set —
[ Application log 2 } :—@l
[ ‘Application log 3 ] CloudWatch log group
I —
[« logs [ :—@l

CloudWatch log group

Component matric 3 ]
Component metrics
] Q
[ Custom alarm 1 juulll]
J Existing alarm 1
Cust I 2 -] 2
ustom alarm J UDD
Existing alarm 2
Custom alarm 3 ] Q
] lall
Existing alarm 3 ()
Compenent custom alarms [ )
users
Q
7—{ AutoConfigured alarm 1 } DEID
New AutoConfigured alarm 1
[ ! Q
L AutoConfigured alarm 2 ) EID
New AutoConfigured alarm 2
Component AutoConfigured alarms
Cl A Insights 1
of
Cl A Insights 2 CloudWatch App cation Insights event
CloudWatch Application Insights application
I—
Cl
0ooo

AWS CloudFormation

CloudWatch Application Insights application

A Applicat CloudWatch ion Insights ¥ ##y EC2 32l ESystems Manager, CloudWatch XEEFIX R,
BXREXAHEMESZEELR , 151 CloudWatch XM Application Insights EEi& CloudWatch BT
K 5E k% . CloudWatch Application Insights f£ f Systems Manager K Z & FIE# CloudWatch LI,

£ App CloudWatch lication Insights &L B4R H E LB —4 CloudWatch RERELE U4 |, %34
&7 Systems Manager S8+ , 81 App CIoudWatch lication Insights 4 #+#8%& AmazonCloudWatch-
ApplicationInsights-SSMParameterdif. XS BFHIHA CloudWatch RIEBEE X4 NE| EC2
32 CloudWatch B EE B & H, 11T Systems Manager B E K NE EC2 =241 LR SESHEL
&, £ A CloudWatch pplication Insights T ¥ MMM AH CloudWatch REEEIRE. BRTEHDHREMN
CloudWatch B FT2F4 CloudWatch REBE B , BIETLAEFA Application Insights, 182 , NEAERET
B8,

/L,\/l__lg_brl C|OUdVV8tCh E/L:\ \$ﬁ

CloudWatch Logs Insights AR EMERIES AIUBNERSMNEEL, NRENRAERF BEL JSON
BN |, L CloudWatch ogs Insights £ B EZ M AFEFH AERP LI JSON T, EBHLUER
CloudWatch Logs Insights Sk TSR ARFNRE BE , XEAURFENER L Efuture A, Log
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-prereqs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-prereqs.html
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fi£ A B ESAE# 1T CloudWatch BED T

CloudWatch s Insights WEHEERIFENRSHBMZEMNEE , 120 sum (). avg (). count (). min () M
max () , XLEEB AT FX N AR F#HTHEHEBR R RE D 7o

WMREFERABRAR BRI BIE CloudWatch 845 , MATUEAXFNREHEERNRARNEREREE
BAER—IRMER. SEPTRESEFRERBEEFAMENEER K MARENFEBERNEEE

¥R, MTIFRME CloudWatch ¥R A, XN FEESERBEATEREBEMNEELEEM. CloudWatch
Container Insights 83 X & 77 £ R IIR F AR MERERE |, (BN X EBIEH FEE K CloudWatch 1E#R.

Flan , A TFHBRARIERSZ B NEREBR AR CloudWatchisir i RNiB AT HRNIERBBELER —A GRS
¥R

{
"AutoScalingGroupName": "eks-e@bab7f4-fab6c-64ba-dbd9-094aeeb6cf9ba”,

"CloudWatchMetrics": [

{

"Metrics": [

{

"Unit": "Count",

"Name": "pod_number_of_container_restarts"
}

]I

"Dimensions": [

L

"PodName",

"Namespace",

"ClusterName"

]

]I

"Namespace": "ContainerInsights"

}

]I

"ClusterName": "eksdemo",
"InstanceId": "i-03b21al6b854aa4ca",
"InstanceType": "t3.medium",
"Namespace": "amazon-cloudwatch",
"NodeName": "ip-172-31-10-211.ec2.internal",
"PodName": "cloudwatch-agent",

"Sources": [

"cadvisor",

"pod",

"calculated"

]I

"Timestamp": "1605111338968",

"Type": "Pod",

"Version": "O",

"pod_cpu_limit": 200,

"pod_cpu_request": 200,
"pod_cpu_reserved_capacity": 10,
"pod_cpu_usage_system": 3.268605094109382,
"pod_cpu_usage_total": 8.899539221131045,
"pod_cpu_usage_user": 4.160042847048305,
"pod_cpu_utilization": 0.44497696105655227,
"pod_cpu_utilization_over_pod_limit": 4.4497696105655224,
"pod_memory_cache": 4096,
"pod_memory_failcnt": 0,
"pod_memory_hierarchical_pgfault": 0,
"pod_memory_hierarchical_pgmajfault": 0,
"pod_memory_limit": 209715200,
"pod_memory_mapped_file": 0,
"pod_memory_max_usage": 43024384,
"pod_memory_pgfault": 0,
"pod_memory_pgmajfault": 0,
"pod_memory_request": 209715200,
"pod_memory_reserved_capacity": 5.148439982463127,
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"pod_memory_rss": 38481920,

"pod_memory_swap": 0,

"pod_memory_usage": 42803200,
"pod_memory_utilization": 0.6172094650851303,
"pod_memory_utilization_over_pod_limit": 11.98828125,
"pod_memory_working_set": 25141248,
"pod_network_rx_bytes": 3566.4174629544723,
"pod_network_rx dropped"' o,

"pod_network_rx_errors": 0,

"pod_network_rx packets : 3.3495665260575094,
"pod_network_total_bytes": 4283.442421354973,
"pod_network_tx_bytes": 717.0249584005006,
"pod_network_tx_dropped": 0,
"pod_network_tx_errors": 0,
"pod_network_tx_packets": 2.6964010534762948,
"pod_number_of_container_restarts": 0,
"pod_number_of_containers": 1,
"pod_number_of_running_containers": 1,
"pod_status": "Running"

}
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| limit 20
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_ES_Stream.html
https://www.elastic.co/beats/
https://www.elastic.co/beats/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-logstash.html
https://www.elastic.co/elastic-stack?ultron=B-Stack-Trials-AMER-US-W-Exact&gambit=Elasticsearch-ELK&blade=adwords-s&hulk=cpc&Device=c&thor=elk%20elasticsearch%20logstash%20kibana&gclid=EAIaIQobChMI3raE5vWK8AIVTT6tBh2idgBbEAAYASAAEgKsoPD_BwE
https://www.elastic.co/kibana
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-logstash.html
https://opendistro.github.io/for-elasticsearch-docs/docs/elasticsearch/popular-api/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/integrations-servicenow.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/integrations-jiraservicedesk.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/related-services.html#cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
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https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
http://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-powershell.html#walkthrough-powershell-run-script
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-cli.html#walkthrough-cli-example-3
http://aws.amazon.com/blogs/security/iam-share-aws-resources-groups-aws-accounts-aws-organizations/
https://hub.docker.com/r/amazon/aws-xray-daemon/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-networking.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html?icmpid=docs_xray_console
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-networking.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html?icmpid=docs_xray_console
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-powershell.html#walkthrough-powershell-run-script
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
http://aws.amazon.com/blogs/mt/amazon-cloudwatch-metric-math-simplifies-near-real-time-monitoring-of-your-amazon-efs-file-systems-and-more/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/EventTypes.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/EventTypes.html#events-for-services-not-listed
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/publishing_cloudwatchlogs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-cwl.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_best-practices_mgmt-acct.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-data-sources-builtin.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://grafana.com/grafana/plugins/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/implementing-logging-monitoring-cloudwatch.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/lambda-logging-metrics.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/create-store-cloudwatch-configurations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/create-store-cloudwatch-configurations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/ecs-metrics.html
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