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1 2
VLAN 1 VLAN2 2924G 2 2 VLAN3 3

Switch# vlan 2 // vlan 2
Vlan 2 added
Switch(vlan-2)#exit
Switch# vlan 3 // vlan 3
Vlan 3 added
Switch(vlan-3)#vlan2  // vlan 2 vlan 2
vlan 2
Switch(vlan-2)# untag2  // 2 vlan 2 vlan
vlan 2 untag x X

Switch(vlan-2)# vlan3  // vlan 3

Switch(vlan-3)# untag3  // 3 vlan 3 vlan
vlan 3 untag x X

Switch(vlan-3)# exit

/4 2v.00, pvid vlan

2v.00 pvid pvid
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vlan 2v.00
Switch# port2 // 2
Switch(port-2)# pvid2 // 2 pvid 2
Switch(port-2)# port 3 // 3
Switch(port-3)# pvid3 // 3 pvid 3

VLAN PC
VLAN PC
VLAN

Switch# show vlan

|VID |[Name | Status |
|----+ + |
|1 |Default VLAN 1 | Static |
| |
|2 |vlan2 | Static |
| |
|3 |vlan3 | Static |
| |
// vlan 2 vlan 3 VID

VID , Name

VLAN ““u>”

Switch# show vlan2 // vlan 2

Vlan ID: 2
Vlan Name: vlan2
Vlan Status: Static

VLAN

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [OJOJOJOJOJOJOOOLILIZIZILILILIZIZILIZI2I212]212]12]

I [11213]1415161718]9101112|3]41516] 71819101 1]213]4]5]6]

| e B e e e Rt L E L Sy B SR

| Configuration |-JUI-[-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1
4 http://www.lenovonetworks.com 3 KT I £5
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3)

// vlan 2

Switch# show vlan 3

Vlan ID: 3

Vlan Name: vian3
Vlan Status: Static

2 “cuz”

vlan 3

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [ojojojojojojojojolzizizizizizizizizizi2i2I2I2I2I2]2]

I [11213141516171819101112]314]5161718]910]11213]4]516]
e e Rt T e Rk rat EL L B L P BL s B
| Configuration |-|-JUI-I-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-]
// vlan 3 3 “<yu>” U

pvid vlan
2 vlan2 2 pvid

Switch# show port 2

Unit 1

Port 2

ifindex 0x2100002

State Enable

Set Speed autonegotiate

Actual Speed unknown

STP State Disabled

Link Down

MacLearn Unlock

PortVlanID 2 // 2 pvid

PortDefaultPriority :

DropEvents 0
Switch# show port 3

Unit 1

Port 3

ifindex 0x2100003

State Enable

http://www.lenovonetworks.com
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Set Speed . autonegotiate
Actual Speed . unknown
STP State . Disabled
Link . Down
MacLearn : Unlock
PortVlanID 3 /7 3 pvid 3
PortDefaultPriority : 0
DropEvents 0
802.1Q vlan

1.
2924G 1 3 vlan 2 2 4 vilan 3
VLAN
1 Vlan2 2 1 25
2 Vlan3 3 1
3 Vlan2 2 2 25
4 Vlan3 3 2
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1
witch# vlan 2
Vlan 2 added
Switch(vlan-2)# untag 2
Switch(vlan-2)# tag 25
Switch(vlan-2)# exit

Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# untag 3
Switch(vlan-3)# tag 25
Switch(vlan-3)# exit

/4

2v.00
vlan

Switch# port2  //
Switch(port-2)# pvid2  //

Switch(port-2)# port 3 //
Switch(port-3)# pvid3  //

25
pvid

2
witch# vlan 2
Vlan 2 added
Switch(vlan-2)# untag 2
Switch(vlan-2)# tag 25
Switch(vlan-2)# exit

Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# untag 3
Switch(vlan-3)# tag 25
Switch(vlan-3)# exit
Switch# port 2

vlan2

2

3

2v.00, pvid

pvid

pvid

pvid
2v.00

2

3

vlan3
Pvid 1

pvid

vlan

tagged

:'. http://www.lenovonetworks.com
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pvid
vlan vlan pc
pc ’u” vlan
vlan
pvid 1
1
Switch# show vlan  // vlan
|VID |[Name
|----+ + |

|1 |Default VLAN 1

| |
|2 |vlan2

| |
|3 |vlan3

Switch# show vlan2 // vlan 2

Vlan ID: 2
Vlan Name: vian2
Vlan Status: Static

vlan

| Status |

| Static |

| Static |

| Static |

pvid

”M”

vlan

(-=None, M=Member, F=Forbidden, U=Untagged)
| Port Number |OJOJOJOJOJOIOJOIOIZIZIZIZIZIZIZI2ILILIZ2]I2])2]12]2]2])2]
I [11213141516171819101112]314I5161718]910]11213]4]5]16]
et e e e S  at h L EL St EE
| Configuration [-[UI-I-I-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-IMD -]

Switch# show vlan3 // vlan 3
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1.

1.1

Vlan ID: 3
Vlan Name: vlan3
Vlan Status: Static
(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [OJojojojojojojojojzjzizizizizizitizizi2I2I2I2I2I2]2]

| [11213141516171819101112]3]1415161718]91011]2]3]4]5]16]
I B L e e e e e |
| Configuration |-|-JUI-I-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-IMD -]
2 pvid 2 3  pvid 3 25  pvid
1 pvid swtich# show port x X
2
2 1
vian
vian
1 2 1 2 1
1 2 3 6 3 4 2
3 4 3 4 1 2 5 6
5 6 1 2 5 6
6 1 4 1 2 1 6
1 2
vlan iSpirit2900
1-9 VLAN 1 2 3
6 3 4 5 6
7 8 9
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[ )

1.2
Switch# private 1 // vlan vlan 1
Switch(privatevlan-1)# vlan 2 6 2 // vlan vlan
V/4
2 6 2 vian 1 vian
2 2 4
4 26 2 2
4096 4 26
vilan
2 5 1 6
Switch(privatevlan-1)# vlan 10 16 10
vlan vian 802.10
vian vlan vlan vian vian vian
vian 10 16 vilan vilan
Switch(privatevlan-1)# isolate 1-2 // 1 2
Switch(privatevlan-1)# community 1 3-4 // 1 4
Switch(privatevlan-1)# community 2 5-6 // 2 6
Switch(privatevlan-1)# promiscuous 7-9 //
Switch(privatevlan-1)# enable // vlan
/4 vlan disable vian,
vian
Switch# show privatevlan 1 // vian 1
Private vlan group : 1
:.. http://www.lenovonetworks.com 9 KT I £5
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status : active

max vlan number : 6

min vlan number : 2
primary vlan number : 2
promiscuit port : 7 8 9
iSolatePort port : 1 2
community 1 port : 3 4
community 2 port : 56

1.3
1 min-vlanid max-vlanid
2 primary-vlanid min-vlanid max-vlanid
3 max-vlanid min-vlanid 26
4 min-vlanid max-vlanid VLAN VLAN VLAN
5 VLAN VLAN VLAN
6 VLAN active vlan
7 VLAN vlan vlan +

+1
8 VLAN
9 VLAN
10 VLAN
11 VLAN VLAN
12 VLAN VLAN untagged

VLAN VLAN
VLAN
1 2

» http://www.lenovonetworks.com 10 KT I £5
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2. vian

2.1

VLAN VLAN 1
2 4-6 8 VLAN 1 1

2.2

vian 1
Switch# privatevlan 1
Switch(privatevlan-1)# vlan 1000 1002 1000
Switch(privatevlan-1)# isolate 1
Switch(privatevlan-1)# community 1 2-3
Switch(privatevlan-1)# promiscuous 7
Switch(privatevlan-1)# enable

vian 1
Switch# show privatevlan 1

:.. http://www.lenovonetworks.com 11
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Private vlan group : 1
status : active

max vlan number : 1002

min vlan number : 1000
primary vlan number : 1000
promiscuit port : 6
iSolatePort port : 1
community 1 port : 2 3

vlan 2
Switch# privatevlan 2
Switch(privatevlan-1)# vlan 2000 2002 2000
Switch(privatevlan-1)# isolate 4
Switch(privatevlan-1)# community 1 5-6
Switch(privatevlan-1)# promiscuous 8
Switch(privatevlan-1)# enable

vlan 2
Switch# show privatevlan 2
Private vlan group : 2
status : active
max vlan number : 2002
min vlan number : 2000
primary vlan number : 2000
promiscuit port : 8
iSolatePort port : 4
community 1 port : 56

2.3 1
VLAN 1 VLAN 2 pc
vlan http://www. lenovonetworks.comT
STP
1.
iSpirit2924G STP

' y http://www.lenovonetworks.com 12 KT I £5
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2.1 stp

Switch# stp enable <cr>

Switch# show switch

Ip Address 1 192.168.0.1
Subnet Mask 1 255.255.255.0
Default Gateway : 0.0.0.0

MAC Address - 00:09:ca:01:75:02
BOOTP : Disable

DHCP : Disable
Spanning Tree : Enable
Traffic Classes : Enable
IGMP Snooping : Enable

Reset I no reset
DhcpRelay : Disable

Switch# stp disable

2.2

32768
Switch# stp bridge priority A

stp bridge priority (0=<A<=65535)

-t
N http://www.lenovonetworks.com
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Switch# disable stp ports A-B or A port list (1=<A,B<=8)

iSpirit2900

3.

3.1

Switch# show stp bridge
-—- Designated Root Information ---

Priority 1 32768

MAC Address - 00:09:ca:01:75:02
Hello Time 1 2s

Forward Delay - 15s

Max Age : 20s

--- Bridge STP Information ---

Bridge Priority 1 32768

MAC Address : 00:09:ca:01:75:02
Root Path Cost 0

Root Port 0

Bridge Hello Time 1 2s

Bridge Forward Delay - 15s

Bridge Max Age 1 20s
3.2

Switch# show stp port A port number (1=<A<=8)

Switch# show stp port 1
--- Port Information ---

STP Port : Enable
Port ID i1
Priority ;128
State : Disabled
Path Cost 119
Designated Cost 0

' y http://www.lenovonetworks.com 14 KT I £5
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--- Designated Root Information ---
Priority 1 32768
MAC Address : 00:09:ca:01:75:02

--- Designated Port Information ---

Port ID o1
Priority ;128
--- Designated Bridge Information ---
Priority : 32768
MAC Address : 00:09:ca:01:75:02
Trunk
1.
iSpirit2924G
trunk
1 2 trunk 1-4

= = III
=
1

2.

Switch# trunk <cr> set trunk configuration
Switch# trunk

trunk_Id: 1 /[ trunk ID

trunk_Rtag: 1 /ltrunk  tag

ports_list: 1-4 I trunk

trunk

y http://www.lenovonetworks.com 15 KT I £5
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3. Trunk
trunk
Switch# no trunk A trunk indentifier(0<=tid<=5)
trunk

Switch# trunk table init  <cr>

4.

1) trunk trunk

Switch# show trun

TGID RTAG status Ports
0 0 Not_ready 0x00000000(none)
1 1 Active 0x0000001e(fel-fed)
2 0 Not_ready 0x00000000(none)
3 0 Not_ready 0x00000000(none)
4 0 Not_ready 0x00000000(none)
5 0 Not_ready 0x00000000(none)
2 trunk vlan
Mirror
1.
1 2
1 1 2 2 8

y http://www.lenovonetworks.com 16 KT I £5
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2.1 1

Switch# mirror

Mirror Mode: L2

Mirror Port: 8 //
Egress ports_list: 1 //
Ingress ports_list: 1 //

2.2 2

Switch# mirror
Mirror Mode: L2
Mirror Port: 8
Egress ports_list: 2
Ingress ports_list: 2

3.
1)
mirror ports,
Egress ports , Ingress ports ,
2) show mirror

mirror mode 12

Switch# show mirror
Mirror Mode: L2

-
! http://www.lenovonetworks.com 17
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Mirror Port: 8
Egress ports_list: 1
Ingress ports_list: 1

Configuration
1.
1) TFTP
2) TFTP
192.168.0.1
192.168.0.100
2.
1) TFTP IP 192.168.1.1 3524G IP 192.168.1.10,
TFTP IP
ip

switch>enable
switch#ip add 192.168.0.1 255.255.255.0
2) pc TFTP
3) TFTP ,
Switch# upload configuration 192.168.0.100
uploading configuration ......
4) TFTP

Switch# download configuration 192.168.0.100
Do you wish to continue? [Y/N]: y

y http://www.lenovonetworks.com 18 KT I £5
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1) tftp
2) tftp tftp
3)

4)

IMAGE

windowns

1) ip
Switch>enable

tftp

TFTP

tftpd32.exe

192.168.0.1

f

TS -
TFTP server
192.168.0.100

Switch#ip add 192.168.0.1 255.255.255.0

Switch#show switch  //

2) pc ip

192.168.0.100

tftp

tftp

-
! http://www.lenovonetworks.com 19
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. TFTFD32 by Fh. Jounin HEIEI

Baze Directory II:: WidI N D OYwW'SAD esktophsoftware update

=TEtpd3Z2: Settings

—Security———————— [~ Server configuration

= Mone Timeout [seconds] |3
& Standard b ax Fetranzmit IE
Current = High T ftp port I_Eg

2
—Baze Directory
3 g.o3 | ;
P:\1mage
3KB
Help | Cancel |

D:\image D \image
3) download

Switch# download image 192.168.0.100 ispirit2924g2v00.img
Do you wish to continue? [Y/N]: y
Don't Shut down power until completed!
downloading image ......

Switch>enable
Switch#reset  //
Switch#show system  //

3.

1) TFTP 1P
2) TFTP 1P PING
3) TFTP

4)

:'. http://www.lenovonetworks.com 20 F T 5
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IP 192.168.1.100
community
community private

snmp
1.
SNMP SNMP
IP 192.168.1.1
SNMP snmp
community public
192.168. 1. 1
SNMP/E Bl il
192. 168. 1. 100
2.
1 iSpirit2900 snmp

snmp community

Switch# snmp community

Community Name : public

// community  public

View Name(internet) :
ReadOnly(1),ReadWrite(2)

Permission:1 // 1

Switch# snmp community

Community Name : private

// community private

View Name(internet) :
ReadOnly(1),ReadWrite(2)

Permission:2 // 2

snmp community

snmp

:.. http://www.lenovonetworks.com 21
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Switch# show snmp community

CommunityName ViewName Permission  Status
public internet ReadOnly Active
private internet ReadWrite Active
2) snmp trap
trap snmp snmp
trap snmp 2
Switch# snmp trap
trap name : test
Target Ip Addr: 192.168.1.100
snmpv1(1),snmpv2(2),snmpv3(3)
\ersion : 2
Switch# show snmp trap
Trap Name : test
Transport Domain : 1.3.6.1.6.1.1
Target ip :192.168.1.100
Target port . 162
TimeOut : 1500
Retry Count 0
Tag List : rfc1493 rfc1757 rfc1907 rfc2233 tmscom
\ersion :snmp V2
Storage Type : nonvolatile
Status : Active
3.
snmp
1) community , pubic , private
2) snmp community snmp
trap snmp
1) trap ip snmp ip
2) ip snmp ip
' y http://www.lenovonetworks.com 22 KT I £5
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1) coml/com2
2) 1

Source Insight 3.0
Tor_Arm

o AG Group EtherPeek 4 W 4 FRERETIR L4
Internet Explorer FEIHE » () mnternet EEES
Outlook Express W 4 Ja MetMeeting
Tornado Uninstall 125 4

Microsoft Access E TrueType EFIERF & EHiEH SR

Microsoft Excel B windows S3IBETESS FIEEFITE S

@8 UlraEdic-zz
% Windows Update
R T Office 3044
] FHE Office 314

Microsoft FrontPage El HRERTE
Microsaft Cutlook @ idEEE
Microsoft PowerPoink
Microsoft Word

(=] ] 24 e ¢ i 5 €

)

[ &S ‘5
X EO 7 UltraEdit-
& =B

T ETE..
L.

19:12

I aDI ECI END' aull Eﬁhl

1

3) 2 3, 4

L ER R - dEEEE A, (]
T EME @WEE EFW B EED BRI

1 0|2| 53] s
—— EET 21 x| =l

% R

i B N
! EFE
' l111
MeT

-

BT EEEIREE [ScROLL [caps  [uum [ [FTE .
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BF EwEW Emml [ [fE

4

4) CLI
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