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T HEAMSC E, AEREAT LU BT, R AR D) S 4R 5 VDOM it & 51 .

ARTF AU AR ASSK U] i G B web 1L b SR S8 A T U
fid & FortiGate % 1f] VLAN JLIU 75 (1) 25 5%

® NIl VLAN FH: [

® (R K hE S

® ILE K



WHIIVLANTF#: 0O
1 FortiGate ¥ £ [ 8: L1V IN VLAN F8: 00, i ae 8 VLAN Frsk
(P e £ o

FortiGate ¥ #-4% 11 (1) IP ik ANREF S . Wwlad i, Pr a2 H i 1P il a2
FEAFRI T o ZRN P B 1 5 VLAN 745 1 FIREE H .

K
R R AR A RS G TP MO A, T CLL A 4

config global 5 set ip-overlap enable VT IP ik H S, FHZm 25, %A
VLAN #2 LUl DURA L e 3 AR AT 7 M i TP ik o g B 0] il iz 2

F VLAN T LW nie &I 3 A 1P Mk 565, P800 VLAN ID
P55 TEEE 802.1Q B #$¥5 1 VLAN ID AHUCHL. VLAN ID A] LK 1 31 4096
Z AT . W VLAN ID AVLEE, 3 A 2] VLAN b2 1

NAT/#% A T E N VLAN T30
1. WiREZN T VDOM, Jf HEEAER VDOM |, rli#E A4 )57,
2. HEN “REEHESMKIESRO7,
3. P U In VLAN $£ 11
4. HNRefE I VLAN #2114 5
5. WEZOgEET, ®PEHE % VLAN 74 0300 VLAN s e ez o,
6. ML % VLAN 1% D) 1 #ds fL 8 VLAN ID AHULACH) VLAN ID.
7. ARG E AT FortiGate #2177 ARLE VLAN TR E
8. iy OK TRAFMLE B K.
FortiGate 1 & AR I S AE DI 5 (RIE PN INBTT) VLAN FH2 .
s EEE NS E ATk, PRARRMK VLAN F#:0. Wiy
BOSSWA AT KSR, RomxiE OB T O,
VR I SR
Bﬁk B SR 2 FortiGate B0 4542 1 1Y 5 H Arkb bk il i i . 5%
o TBIE T KRN, A RT LA ek R B 1) g ) — L 55

188 5 BT IE I FortiGate B4 VLAN 32 11 ) B8 G 78 I B K 43k ok s e e 5040
ARHEANEE D 53R S TR VLAN G 8—T0 B k5% 5% DL fiF VLAN
NS EL I

® A VLAN 2| 415 25 1) 1 B2



® MMM S| VLAN [

® FortiGate B AR —4> VLAN 23 VLAN [#)i%

® FortiGate B¢ A [A] (Y WIS VLAN 2 —/> VLAN [)i4%
RS VLAN 30 00 B4 0t s 5 5 B3t A (414

X VLAN T8 RN B7 K4 S g

1 e “Bi kK a>Hihk 7,

2. RUER SIS VLAN Hofls 00 1905 £ H bR ik AR UG T i 95 K Bk o

3. BEN “BI k>R

4. WA TF EEAS IR B s

Ao B B% i

FERCTRI B R G 0 AR R R AT A H AR LK) 5 2 RIIE A1 B 1 2%
¥ 5 ) 50 C0 PIC B ER A R 5 o AR BRI 2 G D0 A ZEAR e el L 1Y)
Yt E5 AN [ P 5

EIRE, LEBTKEEIVER R, BN VLAN BLE B H. S VLAN il E 5% H
WSS, A BEM MASHIL - I 22 ) I 2% 326 55 T8t A o AR $h FITIZE T 1 X 4%,
A DI E RS AR . shAK B LA RIP, BPG, OSPF &£ #.

R ELE VLAN 2% T SSH, PING, TELNET 8% HTTPS WpiX, #&a] LA
A5 FH I e b iSUAf A B R G B S 5 1E A . 7R3 1 A 8 H B id s Dh et n] LAFE Bh iz
Al RE R AR A

NAT/E AR T VLAN BEE 2] (RiARE)

4 FT T NAT/ i 550 VLAN Bt & . iZsWl, FortiGate P 345
38 802.1Q trunk 4 Cisco2950 VLAN A% 5 Il E T W4 VLAN 1
210 (VLANI100 5 VLAN200) . #5842 10 5 B B IE R . AMTHE: DAL & VLAN
T,

B 4: NAT/H R T # FortiGate ¥ %



External port
172.16.21.2

g FortiGate unit

Internal port :
192.168.110.126
802.1Q trunk

Fa 0/24

Fa 0/3 ?® Fa0/9
VLAN 100 VLAN Switch VLAN 200
VLAN 100 Network VLAN 200 Network
10150 110:1.2.0

*Y Cisco AZHHLAM VLAN100 5 VLAN200 Uit T VLAN ID [ 3k 4,
T 1 e 0 3 e B A g 11, AR5 o 00 ) = T % 210X FortiGate %%
FortiGate it & ] 1 5% fo il i VLAN 22 18] (5 i LA AN VLAN 1) &35 k4
2% (R A T -

DL I 2 40 $h g A 28 R A B T FortiGate-800 ¥ £S5 Cisco Catalyst2950
LB A o ZBLE T Cisco AHAULH 1SO Ao 28R L& w38
$2 7 FortiGate-800 55 Cisco Catalyst 2950, HBAFEAV E e T« EAZHAL
MET, BHFREERER CLI AL, KT HMR&EIMEH, 204 H
)48 F 6 T3

HIBLE DB’

AR LA b PRI B 28481, SRR AP % (10 T A P 5 MR A T 50 1 «
1. FLE FortiGate-800 ¥4

® il E A

® ENERIMZEEL SIS VLAN 14% M

® Of PR A I 2% A s K Sk bl 5 bk

® NN KBS HEWE SEVE LR (R

i, VLAN Z[i] [ AHE 15 ]

ii.  VLAN 25 S50 &R R 2% (1) 17 1)
2. BLE Cisco AT SR EHE R4S



3. AAAC &

AL & FortiGate-800 X 7

fifi /il FortiGate % [¥] web & BLAS AT & HLE, WAL CLL
L& FortiGate 7% [ LA F i & :

P B A

I VLAN 11

VS 7 2K Jiei

VS INIIT Kt S s

Ao E SN O

FortiGate % [ /152 11 A& ELIE W) 5 465 10 I 28 22 [] FD 3 475 33
LT web [ 25 CLI 38 w] LARC &AM

fFRET web HEHAFACE MO

1. R E5) VDOM, HAIEATER VDOM i, i )m”s

2. MEN“RG>ME>HE 17,

3. e AN O K g B A

4. FINAMTEE O FFEBRCE ML FME R, HFRideoK,

FHEEK | F L

IP/#RS | 172.16.21.2/255.255.255.0

AR 5 e T B

fEH CLI BLE SR E 0

config system interface

edit external

set mode static

setip 172.16.21.2 255.255.255.0

end



™iN VLAN FE0

2GR IEAE FortiGate W45 M) FE L 10613 VLAN. 7~ H A 130 A
%4 FECE VLAN, JfECEA A LS FortiGate B4 % 15 VLAN —FfE LU A AR B
LR S IR o

DLR 2 IE T web M HESSEE CLI 78 FortiGate ¥ 4% M) HEHE: 1R I
VLAN £ H Ui .

f#FET web BRI VLAN F#:0

1. WRE5) VDOM, HEALEMR VDOM 1, sidi<a 57,
2. HEAN“RG>M 17,

3. R,

4. WHE VLAN_100 [IBL 5B, JF il OK.

B VLAN 100

#®n ARz 1

VLANID | 100

FukEE | F T

IP/HER 10.1.1.1/255.255.255.0

B Vi | HTTPS PING TELNET

AR T e T B

5. iR,

6. WH VLAN 200 LA R, JIf S OK.
FR VLAN_200

o P

VLAN ID | 200

FHugEX | FL

IP/#ERS | 10.1.2.1/255.255.255.0




B Ui | HTTPS PING TELNET

AR T S B B

& 5. VLAN F#0

e ——
Mame IP / Netmask Access Status

dmz / © Bring Down o
external 172.16.21.2 / 255.255.255.0 PING o Bring Down [ﬁ.

ha / PING © Bring Down P

w internal 172.20.120.133 / 255.255.255.0 HTTPS,PING,SSH © Bring Down ﬁ

Oﬂ VLAN_100 10111 /255,255,255.0 HTTPS ,PING, TELNET (4] Bring Down g
“El VLAMN_200 10.1.2.1 / 255.255.255.0 HTTPS,PING, TELNET 1] Bring Down IJ
portl / © Bring Down Wi

port2 / & Bring Down P

port3 72 © Bring Down A

port4 ! & Bring Down ig“

A CLI%SIN VLAN FH0O
config system interface

edit VLAN 100

set interface internal

set vlanid 100

set mode static

setip 10.1.1.1 255.255.255.0
set allowaccess https ping telnet
next

edit VLAN 200

set interface internal

set vlanid 200 set mode static
setip 10.1.2.1 255.255.255.0
set allowaccess https ping telnet

end
S B K 1tk

T BAER) K B SR T 52 X VLAN 7/ [ Hidik . FortiGate 1% #% 1 ERIA



okt 4l Call) », Wit i, W7 KR 0 pTa sk, 5l H bRtk
B A N [R] IR 2K At SRS

LU 284 rh, <« Net™ 2 il A FRIK — 0 stk Ve L, i A2 e — Rt
hbo VEPE KA IE DL . ME— IR TR . ] DRSS T web (1055
BB CLI IS N K Stk o

fFRZET web S ER 358 0BT K 3 bk
1 BENCB K B> HhE

2. R,

3. B ALLMEEIJF R OK:

bk R VLAN 100 Net

eyt /1P k-5

FW/P Jul | 10.1.1.0/255.255.255.0

4. miPTE.
5. FWALL R EEIF s OK:

Hohik 44 FR VLAN 200 Net

it /1P k-5t

FM/NIP JEE | 10.1.2.0/255.255.255.0

& 6: Bl Kt

. Create New )

Name Address / FQDN
w IP/Mask
VLAN_100_Met 10.1.1.0/255.255.255.0 W
VLAN_200_Met 10.1.2.0/255.255.255.0 |
all 0.0.0.0/0.0.0.0 i

A CLI Bo BB kB ik

config firewall address

edit VLAN 100 Net

set type ipmask set subnet 10.1.1.0 255.255.255.0
next

edit VLAN 200 Net



set type ipmask set subnet 10.1.2.0 255.255.255.0

end
ISR K B SR
X VLAN 4300 T sk fm, 875 24l 35T web 8 BL23 8 CLI X VLAN At

LB KB T o Al BB SE VAR A A VLAN 2 Ja] DL RIS H B M 1)
ek .

W RIEAR EAE—A VLAN P RVFRIIIRS, B BUU R vri ik 4561
SRS . LUN A2 B2 Su VR A B A AR 55 o

fFEFEET web B BV INBT K38 SR B
1 BENCBT K> TR

2. milieHTE

3. MANLURER, JF Aok

Tk

B O/ B,

VLAN_ 100

Huhik 42 AR

VLAN 100 Net

ER7y:ib

O/ 3,

VLAN 200

Huhik 42 FR

VLAN 200 Net

b [A) %

V=]

St (Always)

i &

ANY

Btk

ACCEPT

NAT

s

AR 7 A

BB

4. RUoBT .

5. WIALLHE R

If St OK #fiih o




B O/X

VLAN 200

Huhik 42 AR

VLAN 200 Net

ER7y:ib

B O/R B,

VLAN_ 100

Huhk 42 FR

VLAN_100 Net

b [A) %

V=]

St (Always)

&

ANY

Btk

ACCEPT

NAT

s

AR A5 i P

BT B

6. R BT,

7. AL E R

If St OK #fiiAk o

O/ 3,

VLAN_ 100

Hu ik A4 R

VLAN 100 Net

H ¥t

B O/

AR

M1k A4 R

E oyl

b [B) %

Mg (Always)

%5

ANY

ZhiE

ACCEPT




NAT

e

AR T S B B

8. RUdiBrg”,

9. HALLTEEIF s OK #fith:

B O/

VLAN 200

M1k A4 R

VLAN 200 Net

ERy:ib

B O/X

AR

Huhik 42 AR

gl

b [A] %

(Always)

=)
AE‘\ rE

i &

ANY

(3

ACCEPT

NAT

s i

AR T B

BT B

FER CLI B INB K i

config firewall policy

edit 1

set srcintf VLAN 100

set dstintf VLAN_ 200

set srcaddr VLAN 100 Net

set dstaddr VLAN 200 Net

set schedule always

set service ANY




set action accept

set nat enable

set status enable

next

edit 2

set srcintf VLAN 200

set dstintf VLAN_ 100

set srcaddr VLAN 200 Net
set dstaddr VLAN 100 Net
set schedule always

set service ANY

set action accept

set nat enable

set status enable

next

edit 3

set srcintf VLAN_ 100

set dstintf external

set srcaddr VLAN 100 Net
set dstaddr all

set schedule always

set service ANY

set action accept

set nat enable s

et status enable

next

edit 4

set srcintf VLAN_ 200

set dstintf external

set srcaddr VLAN 200 Net



set dstaddr all

set schedule always
set service ANY
set action accept
set nat enable

set status enable

end

Bt & Cisco X FALZHF VLAN Fr2E

7 Cisco Catalyst 2950 LAKMAZ#ALT, T 245 VLAN Hids 2 g X
VLAN 100 5 VLAN200, #8578 I & SCAFLLE L VLAN F#: 1015 802.1Q trunk
.

B’ Cisco AZHALI iz — el il AT IE R B BRI &5 console i IH
i/ CLI SARCE A 2o o FONERAEZHN LB —ME O B O,
A ZE D web S SERRBIAZHMLI BB A . A OE R S E AL
BHURITEAME R, 2 WAZHML AL B M

A e B 264514 FH FRT /2 Cisco Catalyst 2950 A2 HepL, e B AZ # LIk iy 2 42 T0S
A, TEANE B2 WA HpL A FH 30 .

BEE VLAN 7805 trunk #0
1 Cisco AZHALH AL T iy
!

interface FastEthernet0/3
switchport access vlan 100

!

interface FastEthernet0/9
switchport access vlan 200

!

interface FastEthernet0/24
switchport trunk encapsulation dotlq
switchport mode trunk

!

ATHHLAAT L MR -



B0 0/3 | VLANID 100

B0 0/9 | VLAN ID 200

% 1 0/24 | 802.1Q trunk

s
Ee}@%: ZEN ] VLAN Z B E VLAN [ERARI S5, VALN100 [FERIA

M ¢ & FortiGate VLAN100 13211, VALN200 [F1ERIA M ¢ J& FortiGate VLAN200
T,

M E
fEHZWr 4 (tracert,ping) MK FortiGate 134515 Cisco AZ AL 2 [A] ) 4% Hi
T WHAERE L HE:
® JIli VLAN100 2| VLAN200 2 [ [/ =
® IR VLAN FFh 10 4% [ 37t 18
WX VLAN100 3] VLAN200 2 A K&

PLTR 3R 48490 rp 2 6k R A P 0 R % 22 TR) 1) 3% Pl B R R Y . B i H BR S
VLAN200 F—AFHL.

M VLANI100, fEATQ3ns MimA:

C:\>tracert 10.1.2.2

Tracing route to 10.1.2.2 over a maximum of 30 hops:
1 <10 ms <10 ms <10 ms 10.1.1.1

2 <10 ms <10 ms <10 ms 10.1.2.2

Trace complete.

B 7: A VLANIL00 2| VLAN200 Fr) 2% 1 BRER



FortiGate-800 unit

VLAN 100 VLAN 200
subinterface 1 subinterface
10.1.1.1 1 10.1.2.1
1
1
|
tracert = mm m= m—) —— -
g
Switch
VLAN 100 Network VLAN 200 Network
10.1.1.2 I 10.1.2.2 I

WM VLAN ZISMR M 2% KR E

PUR IR 2R w2560 PR ) 85 21 A0 DX 295 1) 9% EH i B ER BER TR o %/ b A
FortiGate-800 ¥ £ I AM M 454 1 .

M VLANI100, {Efr2 R M-

C:\>tracert 172.16.21.2

Tracing route to 172.16.83.1 over a maximum of 30 hops:
1 <10 ms <10 ms <10 ms 10.1.1.1

2<10ms <10 ms <10 ms 172.16.21.2

Trace complete.

& 8: M VLANLOO FI| 7 W 2% i) % ] BR R

> FortiGate-800 unit

External

VLAN 100
subinterface interface
10.1.1.1 309 .21
P — i Internet >
tracer! = = —m m— —p

Switch

VLAN 100 Network



AT NAT/E R T PR 20 (579

TELLU R 2840, FortiGate-800 & £r12 4T T NAT/EG iR, 15 4 1R W 4% 42 1
[[RER/ N

® NITEAIEE TS VLAN FH:00: VLANI10 1ERAHH 7 4% 8,
VLAN20 1E M4 P23, N i@ 80.1Q trunk 55 Cisco 2950 A2t
HLZEH

® YMIELIEE T WA VLAN F4%10: VLAN30 1E4 ATT ISP W41,
VLAN40 {F 24 XO ISP #:11. W84 1A 80.1Q trunk 5 Cisco 2950 A2 #41
HEH
FortiGate-800 FCEL T By K 435 S me DL il 4 26 2 [A] IR) AL 1 o WA 55 0 9% 2 de by 22
AL, Z ML RV IR AR BT L A IRt (A BRI E N2 0 4% TR
o AHUT SR RV R AN 4% (ATT ISP 5 XO ISP) Wi, MIF%%
W 25 %2 B IR B DA 2 ML ATT ISP M4 —A> VPN 7 (1358

it & FortiGate-800 5/ & 325 802.1Q KA HALN F & 9 s (11 2% 1 1 45
o

K 9: VLAN #RFIN &M GBITT NAT/H B FortiGate #%4%)



VPN client &%

@xo ISP
VLAN 40

Fa 0/24

VLAN 30

Fa0/9 Cisco 2950 Switch
(External)

Fa0/3

802.1Q
trunk

VLAN 30
VLAN 40 External

Internal

FortiGate-800 unit

802.1Q
trunk

VLAN 10
VLAN 20

Fa 0/24

A
FaQ/3 Fa 0/9

VLAN 10 Cisco 2950 Switch VLAN 20
(Internal)

Local users network Finance network
192.168.10.0 192.168.20.0




HEAEES R

DU 1R 158 B 4 52 2 PO TG 520 R 4 DA AN ) TR T o e
1. Fii'® FortiGate-800 %4

fid & FortiGate-800 i % IPSec VPN i 5 i % 5l
e & VPN ) i

T & P Cisco AZ AL

P B AN Cisco A2 #HL

I

AR i

fc & FortiGate-800 ¥ %%
fEAIET web M ELAEL CLI #n] LML FortiGate-800 Bk . i 54t
FortiGate 1 # L& L &I :
® Sl VLAN T L A LAN, ATT-ISP 5 XO-ISP M4
® SINERINEK HH
® NInpi ok REHhhl
®  UNINP KB S

N VLAN FEO

LT web [ BLg5 5L CLL SN VLAN T2,
fFET web BRI VLAN F#:0
1. WHRE5) T VDOM HATER VDOM, B[\ 3<% 7 Fl &
2. HEANC“RGE>M >,
3. R,
4. OFAHILF PR 2 N DA A5 B AU OK A

ZFR Local LAN

#®n ATz 1

VLAN ID | 10

Fuk#EE | F T




IP/HERS | 192.168.10.1/255.255.255.0

SR | HTTPS, PING, TENET

5. s,
6. XA 5% M 84 N LR (5 BOJf ks OK #fiA:

2R Finance

#®n ATz 1

VLANID | 20

Fuk#EE | F T

IP/HERS | 192.168.20.1/255.255.255.0

S5 | HTTPS, PING, TENET

7. miieErE.
8. X ATT ISP M &% N LL N & B It st OK Al :

LR ATT-ISP

#n ShEREE 1

VLANID | 30

Fuk#EE | F T

IP/#HRS | 30.1.1.1/255.255.255.0

S5 | HTTPS, PING, TENET

9. i,
10. X} XO ISP M %% 4 N LL T 15 & 51 st OK #ffiiA :

LR XO-ISP

#n HhEREE 1




VLANID | 40

FukE | F T

IP/FERS | 40.1.1.1/255.255.255.0

i in) HTTPS, PING, TENET

K 10: VLAN 70O

(’—‘.
__Create New )
Name IP / Netmask Access Virtual Domain Status
dmz1 172,20,0.1 / 255.255.255.0 HTTPS,PING root O Bring Down o
dmz2 HTTPS,PING,SSH wdomz © Bring Down P
w internal 172.20.120.146 / 255.255.255.0  HTTPS,PING,SSH root © Bring Down P
vlan100 10.1.1.1 / 255,255.255.0 HTTPS,35H root © Bring Down o
wanl 30.1.1.21 / 255.255.255.0 HTTPS,PING root © Bring Down o
wanz / HTTPS,PING,SSH vdom1 O Bring Down P
»
f#F CLI ¥ VLAN F#:0

config system interface

edit Local-LAN

set interface internal

set vlanid 10

set mode static

setip 192.168.10.1 255.255.255.0
set allowaccess https ping telnet
next

edit Finance

set interface internal

set vlanid 20

set mode static

setip 192.168.20.1 255.255.255.0
set allowaccess https ping telnet
next

edit ATT-ISP

set interface external



set vlanid 30

set mode static

setip 30.1.1.1 255.255.255.0
set allowaccess https ping telnet
next

edit XO-ISP

set interface external

set vlanid 40

set mode static

setip 40.1.1.1 255.255.255.0

set allowaccess https ping telnet

end
N EBR A B EH

2 ISP PRI 7 ZEA I ER DA B3 1y o I 8% phy o MR A0 2 1) S PR AN ] She A o
[Fre W2 BTG OL itk @ ATT-ISP &4

"

k//\“{}:%? W R AL I A ISP, 40, BB S A ECT, A %20

WEAIH: MFEMEE RS, MEREER S8R E . A RIX
Yo B HITEGNE B, 2 UL FortiGate 4% CLI £ =% Tt .

i BE T web IR P 25 B CLI Bc 535 H
T web KR BTSN
Lo HEN“EE H > A>T S

2. LB, ISR

3. BN UL N E B BRI S N3] ATT-ISP M %%, Jf it OK:

H#w IPHERS | 0.0.0.0/0.0.0.0

BPS 30.1.1.2

W& ATT-ISP

BB 10




4. HIANLLUTFE BXT XO-ISP s 2R BN i, BEE I ENINBEE DB,
5 OK HiiA :

H#w IPHERS | 0.0.0.0/0.0.0.0

EES 40.1.1.2
E:3 XO-ISP
BB 20

] CLI iR InEs i
config router static
edit 1

set device ATT-ISP
set gateway 30.1.1.2
set distance 10

next

edit 2

set device XO-ISP
set gateway 40.1.1.2
set distance 20

end

NIRRT K B bk
FETE BT kRS TS VLAN 2 18]S VLAN 5 5B/ 2 [8] ) /0 2% 3 B

T T B B B kG . BT e RIS K B s S I (K M
LT web [ BRELE CLI #50T LA IR K R% Hohl .

fF T web B8 BB I0 B K B85 Hh kb

1. HEN“BH K> Hhk,

2. filiHr,

3. HI LU N E BIE AT OK #iA

Hbhk 4% FR Local users




KRR T R/1P il

IP #hhkJE /M | 192.168.10.0/255.255.255.0

4. iy P
5. A LU RS EIF s OK A -

Hohk 44 Fx Finance users
R + /1P Hiuhik e

IP Huhkyu e/ 7 | 192.168.20.0/255.255.255.0

B 11: B kiEHhhk

Create New )

Mame Address / FQDN
w IPfMask
Finance_users 192.168.20.0/255.255.255.0 '@ LJ
Local_users 192.168.10.0/255.255.255.0 i | g
all 0.0.0.0/0.0.0.0 P

FERT CLI ¥ A0B Kt ik

config firewall address

edit Local users

set type ipmask

set subnet 192.168.10.0 255.255.255.0
next

edit Finance users

set type ipmask

set subnet 192.168.20.0 255.255.255.0

end
VS N7 2K e SR W

7 < ek SRS FRIVR ) UG A VLAN Jii 2 fE VLAN 2 [R] LR AR 21 L IE R
4 FHIE T web [R5 FELASER CLI 2] LLEC BBl K 5% S0

fFEET web R8BS VR BT X 5 SR v

1. BENCB K EE> SR8



2. mrRrE”,

3. A LU E BIF s OK A

FEN/X$, | Finance
Huhik 4 #R | Finance users
ER A8
FO/X I | ATT-ISP
HbkZFR | All (4D
I [|) % FJE (Always)
k55 ANY
Bk ACCEPT
NAT s IR NAT #

AR 5 S T B

4. BEN“BT K >3

5. sl R,

2
o

6. HALLHE EIF s OK ffitA:

O/

Finance

Hiuiik 42 R

Finance users

ER7y:ib

B O/X B,

OX-ISP

Huht 42 R

All (438)

b [A) %

M (Always)




AR% ANY
g ACCEPT
NAT Ak FE NAT #ixl

AR T e T B

7. HEN“BKIG >SRIE,

8. s,

9. HALLTMEEIF Rl OK #ffiik:

bk

B O/R B,

Finance

Huht 42 R

Finance users

H ¥t

O/

Local-LAN

Hu stk 44 7R

Local-users

b [B) %

MJE (Always)

%5

ANY

2tk

ACCEPT

NAT

R NAT #i

M E R E e T

Bo

10. HEAN“B7 K >5m67,

11 i sprdt.

12. NP N s B IF Sl OK A

bk

B O/R B,

Local-LAN




bk ZFR | Local-users
H brudik
FO/X I | ATT-ISP
Mk AR | ALl (40D
B[] 8 At (Always)
k55 ANY
ik ACCEPT
NAT i £E NAT #X

AR 5 S T B

13. EN BTk E >3

14, g Jrd”.

2
o

15, AL E B ey OK Al

BO/XH% | Local-LAN
bk ZFR | Local-users
H hrfudik
FEA/X | OX-ISP
Mk AR | ALl (40D
B[] 8 At (Always)
k55 ANY
ik ACCEPT
NAT i PE NAT #X




AR T S B B

7 K Sk SR A1) 3
(_Create New J

Piej Source Dest Schedule Service Action Enable

w Finance -> ATT-ISP (1)

2 Finance users all always ANY ACCEPT I ﬁ' Lﬁ' ﬂ L%J
w Finance -> Local-LAN (1)

4 Finance users Local users always ANY ACCEPT v ﬁ' \Q’ ﬂ rﬂ
w Finance -> X0-1SP (1)

3 Finance users all always ANY ACCEPT v oS E
w Local-LAN -> ATT-ISP (1)

5 Local users all always ANY ACCEPT v i | \ﬁ + ﬁ
w Local-LAN -> X0-ISP (1)

6 Local users all always ANYT ACCEPT v i | LJ‘ -+ ﬂ

A8 ) CLI S0 B K Jisi g
config firewall policy
edit 1

set srcintf Finance

set dstintf ATT-ISP

set srcaddr Finance users
set dstaddr all

set schedule always

set service ANY

set action accept

set nat enable

set status enable

next

edit 2

set srcintf Finance

set dstintf XO-ISP

set srcaddr Finance users
set dstaddr all

set schedule always

set service ANY

set action accept



set nat enable

set status enable

next

edit 3

set srcintf Finance

set dstintf Local-LAN
set srcaddr Finance users
set dstaddr Local users
set schedule always

set service ANY

set action accept

set nat enable

set status enable

next

edit 4

set srcintf Local-LAN
set dstintf ATT-ISP

set srcaddr Local users
set dstaddr all

set schedule always

set service ANY

set action accept

set nat enable

set status enable

end

edit 5

set srcintf Local-LAN
set dstintf XO-ISP

set srcaddr Local users

set dstaddr all



set schedule always
set service ANY
set action accept
set nat enable

set status enable

end

fc & FortiGate-800 4] 1PSec & 5 N % SKHg
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® VN ININER By K B RN IS Bl b
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L& VPN IPSec JiE /& SR R P AN AC B B B I3 /E . VPN I SCHL & 2 55—
BB
T FZET web M BEZREL CLI ¥ AT LABLE VPN WG,
fEAZET web FIEHAECE VPN H 3K
1. HEA“VPN>IPSEC iiiti> H 5% 4.
2. RUHOUEERT B 1 IF ke s gk .
3. B ANLUR R EIF s OK #iiA:

B Dialup tunnel ($k*5 i)

TRE R R ST

Az O ATT-ISP

B EBHEA (Aggressive)

BET7 5K A ]
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BEEATULZ# Y], WAL BL 1 PR 18] FortiGate e HI 2K
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Wiz 2 16 LIRS B RHE G 74T
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R IE TR A ORI R E LR kI, PR BT A EUE L BRI, TG
AT R

MYEE 1 5% | 1-3DES %, SHAI KiF
2-3DES %, MDS5 Wik

DH 4 5

B 28800 (Fb)

AR 7 B e B

£ CLI B2 & VPN K¢

config vpn ipsec phasel

edit Dialup_tunnel

set type dynamic

set mode aggressive

set authmethod psk

set psksecret <pre-shared key>

set proposal 3des-shal 3des-md5

set dhgrp 5

set keylife 28800

end

EEE VPN EiE

FCE VPN MoCH, f8n DIRCE VPN JEIE 1.
AT web I HEAS 5 CLI ¥ LARCE VPN JdiHE .
ERAET web FIEHARLE VPN #EIE
1. HEA“VPN>IPSEC>[r B 27,




2. RSB IR AL T

ZFR 5 H

Brig 1 $h'7iiE (Dial tunnel)
IR sl R Ok T e E DL R R
MEt 2 H& 1-3DES %, SHA1 %ilF

2-3DES &, MDS5 Kk

JR BB E A T JA 3

AR aERZeM (PFS | JHY)

DHA 5

R 1800 (F5)

RIFAF I JR 5

DHCP-IPsec NEE)

PRIFEAR AL

Ptk

P

H prituik

Epaygn

71328

RYE T B EH BB

fE/ CLI B VPN i iE
config vpn ipsec phase2
edit Dialup-client

set phaselname Dialup tunnel




set proposal 3des-shal 3des-md5
set replay enable

set pfs enable

set dhgrp 5

set keylife type seconds

set keylifeseconds 1800

set keepalive enable

end

€ X VPN F /7 1P itk

B kB4 FE A ok P07 AT 452 (02 72 VPN ) U7 ) (R YR b Y e .
P WMAEAT ENUER VPN, 57 KBS SRS 75 B A3 R B kB k. BAR
Tic B 2841 75 e P L RERS A ] ATT-ISP M 4%,

LT web IR B € L VPN HF ) TP Hihik
1. BEA“P Khg>Huhk> sk

2. T,

3. FINLLRE EIF AT OK Ak

Huht 42 FR ATT-net
eyt /1P Hi kYo [

IP #ibEJEE/F M | 30.1.1.0/255.255.255.0

£/ CLI 5 X VPN FH /1P ik

config firewall address

edit VIP_IP

set type ipmask

set start_ip 30.1.1.0 255.255.255.0

end

VN 00 2 SR

i FHIE T web BT BRES 5 CLI 2 a] LAY NN 25 Sk o



R T web B B SR8 0035 SRA%
1 HEN“B7 K EE> g

2. RUERED.

3. BANLLURAE B IR OK A

BEO/X Local LAN
Huhk 42 R Local_users (At fl /)
H Fuhk
B O/X 8% ATT-ISP
Huhik 42 K ATT-net
I 1) 2 Always (ZJE)
k55 ANY
(2 IPSEC
VPN & iE
RFHANKRE | H3)
RFFSMIRE | A3
I P9 17 NAT JA 3
5 51 ) NAT NEE)
RIEFERLE BT,

4. RSN EE AN 2 SRS 512 AR D kg 2 E L WER B ERAT 2 500N SR,
R AT S AR RIE U5 et ik o 169 (80 00 s SRS TS E AT S B 0 9832 1) SRS 2
L.

B2 CLI ¥ hnin & SR
config firewall policy

edit 6



set srcintf Local-LAN

set dstintf ATT-ISP

set srcaddr Local users

set dstaddr AT T-net

set schedule always

set service ANY set action ipsec

set vpntunnel Dialup-clientset inbound enable

set outbound disable set natinbound enable set natoutbound disable
set vpntunnel Dialup tunnel

set status enable

end

BCE VPN F /o i
AR 25451 13 ] 2 ey B AN B D P W9 5% SV AN ATT ISP 51—~ VPN H] F
i 4 1) PSR
BIZEHT K VPN 8
1. Ji3)) FortiClient.
2. BEACVPN>IER 5 s ds .
B 12: FE VPN &

x

Connection Name |

Configuration " Automatic * Manual

Remote Gateway |

Remote Network | 8 . 0 . ¥ . U
sl o0 . 0 . 0 . O

Authentication Method | Preshared Key ;[

Preshared Key I

Advanced | OK Cancel |




TR A PR BURM AN IE LI 4R

FEIEFE R TP MUl A 46N 30.1.1.1,

5320 FE 0 48 HL A 5N 192.168.10.0/255.255.255.0.
FEIGUE 7 A P L 2% 7

R b L A NP o E R

NS kW

oy, FUEE LS FortiGate HUM A M ILAD.

8. miihimy ik,
B 13: RPUETBE

Advanced Settings

—Paolicy

IKE  FMain mode. DH Group: 5

.....................

Key life: 28800s; Nat-T: ON, Frequency 5s: DPD: ON;

IPSec  [3DES-MDS, 3DES-GHAT; AES128-MD5; AES128-GHAT
DH Group: 5
Keulife: Seconds : 1800s ; Replay Detection: ON; PFS: ON;

Legacy Default | Config |
~Advanced
™ Acquire virtual IP address Corfig
[T eXtended Suthentication Carfig
~Femate Metwark
P | Mask | Add
192168100 25025625510 Edit
Delete

0K | Cancel I

9. ErIRELEERL IP HhE ThAEHE, JF S diefic B,
FTH R TP Huhk 3R B AE
10. A< F LRE”,




11. SN BL R B IF S OK #iiA .

IP Hiik | 30.1.1.1.0

T MRS | 255.255.255.0

12. fid OK 5L E VPN &+
fic & N B CiscoT # L

Cisco Catalyst 2950 LIKMAZHMLESLAE N H#e , GT BAEAZ L )
VLAN #3552 X VLAN10 5 VLAN20, FEVsInfcE ok X VLAN 780
55802.1Q trunk 1,

THICE T 2 Cisco I0S 74 .
AL VLAN 705 trunk #0
s RS L5 A FR A T IEFR I A A L N BAR i
!
interface FastEthernet0/3
switchport access vlan 10
!
interface FastEthernet0/9
switchport access vlan 20
!
interface FastEthernet0/24
switchport trunk encapsulation dotlq
switchport mode trunk
!

ATHHLAA LU MR

Ui 0/3 | VLANID 10

¥ 0/9 | VLAN ID 20

#11 0/24 | 802.1Q trunk




s
\C . 70 VLAN 2 ST LS VLAN (BRI 2. VALNIO 5o

¥ & FortiGate VLAN10 T3 11, VALN20 1R 55 /& FortiGate VLAN20
D o

o B SMAT B

Cisco Catalyst 2900 LUK M AZHALIERA MR O, 187 EAEZHAL P )
VLAN $e# ZE & X VLAN30 5 VLAN40, FHUs It & ok & X VLAN T
55802.1Q trunk 1.

AL E 77 23 A Cisco 10S 4o
BEE VLAN 705 trunk 80
s TR 55 AR T IEFR A HA Lo AN LR A
!
interface FastEthernet0/3
switchport access vlan 30
!
interface FastEthernet0/9
switchport access vlan 40
!
interface FastEthernet0/24
switchport trunk encapsulation dotlq
switchport mode trunk
!

ATHMHLAA LU MR

B0 0/3 | VLANID 30

B 0/9 | VLANID 40

% 1 0/24 | 802.1Q trunk

L
R 46T VLAN 2 A RCE VLAN (OB, VALN3O [0 A
J 2 FortiGate VLAN40 T-8:110. VALN40 [F1ERIA M 552 FortiGate VLAN40 1-4%
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WA E

{2 W4 (tracert,ping) MR FortiGate %% 5 Cisco A2 bl [R] i
. MR EAERLTE:
® ik VLAN20 % VLAN10 2 [A] i =
® IR VLAN20 ZIHN 56 2% (117 5
R VLAN20 2] VLAN1O0 2 Bl fI &

PLUR IR ZS B rb, 26 S P 308 190 4% 22 TR) 1) 6 P e R I 1) 4% 1 H b A
HHH 4% (VLAN10) _E—ANFHL,

N e PR RS A TN

C:\>tracert 192.168.10.2

Tracing route to 192.168.10.2 over a maximum of 30 hops:
1 <10 ms <10 ms <10 ms 192.168.10.1

2 <10 ms <10 ms <10 ms 192.168.10.2

Trace complete.

B 14: M VLAN20 3] VLANI1O FJ#% e FREF

FortiGate-800 unit

VLAN 20 VLAN 10
subinterface subinterface
192.168.20.1 192.168.10.1

—— e ——

tracer! = e = o= —p

VLAN 20 Switch VLAN 10
Finance Network Local users network
192.168.10.2

WM VLANIO 2| 5hEE M 2% i &

DU MRz, 20 P 4% VLANTO B 40350 00 4% (1 2% FH % B BB 11
2% 1 H bR FortiGate-800 ¥ 4% [ A5 M 2842 11 .

M VLANI10, FEAT2HRAT M



C:\>tracert 172.16.21.2

Tracing route to 172.16.83.1 over a maximum of 30 hops:
1 <10 ms <10 ms <10 ms 193.168.10.1

2<10ms <10 ms <10 ms 172.16.21.2

Trace complete.

B 15: M VLANIO 24155 2% (1) e PR R

P FortiGate-800 unit

" External
interface
172.16.21.1

—— — —
i Internet )

VLAN 10
subinterface
192.168.10.1

tracert == = mm m —p

VLAN 10 Switch

Local users network
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4. FEVPAUEB B SN Fortinet F P SCHRFERAR 1) 32 7 VF AT UE 25 .
5. s M7,

BEARGUIRZS I, AE4RIFCE IR Al LS8 ¥ VDOM VFrfiik. £EVFR]
R S s BT s IR A PR STV R I K VDOM Hi



A R 2 7

AT admin B HK R LS BEAES VDOM (15 U B O3
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3. R,
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U e I B B R
HAT admin M AT LLYS ) FortiGate 2% H G 1 A RE Pk, WS 3 A
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(_Create New ) _Management ) ___Delete ) ___ Switch )

[T Name Operation Mode Interfaces Management Virtual Domain
|__" Clientl MNAT portl Mo
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[T Fortinet MAT port2 Mo
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configuration global

configuration system global
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end
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config vdom
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next
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end
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config global

config system interface

edit external

set vdom ABCdomain

set mode static

setip 30.1.1.21 255.255.255.0
end
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config global
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set mode static
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end

end

it & ABC Rl

fEiZR I, ABC RESMEGE BEE N § ABC ). &rT LI HLE VLAN
T VLAN_100 BLK By JChG SEms SEVE BI04 1 (134

® NI VLAN #:10, 24t 73| VDOM MM 5 KA E s tigtt. #H22 R

PIC L ) 80

® SINBIT KA SUVE RIS R RE 1R DL BRABIAS TG EE R — IR K dd

Mg K BEN T — VDOM.

N VLAN 70O

VLAN100 %7~ ABC A ) EFE SNBSS« BN T HTTPS X AR5 1)
hisle BN, ABC 2"l BAGER PE B S R fLE

in VLAN100 F#: 10
1. Ll admin k)& 5.
2. ARG,




3. RiEr e,
4. X% VLAN_100 f A\ CL R A5 B I st OK A .

ZTK

VLAN_100

O

R

VLAN ID

100

REAUIK

ABC REk

SRRt

F LAk

IP/HERS

10.1.1.1/255.255.255.0

AR 7 B e B

& 18: ABC BRI NS F&ENO

(—‘.
.Create New J
Mame IP f Metmask Access Virtu_a\ Dinain |
dmz 40.1,1.32 / 255.255.255.0 HTTPS,PING | root I
external 30.1.1.21 / 255.255.255.0 PING ABCdomain
ha 10,10.20.1 / 255,255.255.0 HTTPS,PING root
w internal 172,20.120,133 / 255.255.255.0 HTTPS,PING,SSH root
WLAN_100 10.1.1.1 / 255.255.255.0  HTTPS,PING,TELNET  ABCdomain
portl / root
port2 / root
port3 / root
portd / root

/1 CLI %S VLAN100 F#:H
config global

config system interface

edit VLAN_100

set interface internal

set vlanid 100

set vdom ABCdomain

set mode static

setip 10.1.1.1 255.255.255.0

set allowaccess https ping telnet

end

Status

O Bring Down

© Bring Down
© Bring Down
C Bring Down
© Bring Down
(1] Bring Down
© Bring Down
© Bring Down
© Bring Down

R R B R



end

NI ABC SISk B <k B it

T e L VLAN 1~ W ffg st bk DU N FH B KB5S 1% - FortiGate B A& it —
TERA bk, a] DL 24— IS5 kol Sems 3 T $od AL 4 135 - H br st
A

fERIZET web B BRI ABC BB K 55 bt
1. LA admin K 5 5% .

2. HEN“RG>VDOM”.

3. %% ABC BRI, If S,

4. BENCP K hE>HnE

5. R,

6. FALLFE B IR A OK #iik.

HbhE 4% FR VLAN 100 Net

yit| /1P 5 [

IP S5 E/FM™ | 10.1.1.0/255.255.255.0

70 VLAN_ 100

& 19: ABC BB K55 H bt

(_Create New )
MName Address / FQDN Interface
» IP/Mask
YLAN_100_Net 10.1.1.0/255,255.255.0 YLAN_100 o
all 0,0,0,0/0,0,0,0 Any o

] CLI #sn ABC BRI Kk 4k i ik
config vdom

edit ABCdomain

config firewall address

edit VLAN 100 Net

set type ipmask



set subnet 10.1.1.0 255.255.255.0

end
SN ABC REFLIE I 7 K 38 SR B

i 3L T web IR HE S 15 CLI 40T LABCE ABC K UK B Kk 5% SR
fFFET web I AR ACE ABC ML A B K 35 SR B
o HENCRs K> TR
2. RURTE.
3. MIALLFEE, I sidioK”:

BEO/X3 | VLAN 100

HisitZF% | VLAN 100 Net

H ¥t

BO/XE | Ah i

HuhbZFR | A

I [ % B (Always)
k%5 ANY

Bk ACCEPT

NAT AL

AR 7 0 B e T B

B 20: ABC RIS By K 58 SR s

{_Create New - ) [ Column Settings ]

YW status WID W Source W Destination W Schedule Y Service W Profile W Action
« YLAN_100 -> external (1)

v 1 | o YLAN 100 Net o all always | @ ANY ACCEPT T & = &

A CLI BCE ABC KRR A Bl K 45 SRS



config firewall policy

edit 1

set srcintf VLAN_ 100

set dstintf external

set srcaddr VLAN 100 Net
set dstaddr all

set schedule always

set service ANY

set action accept

set nat enable

set status enable

end
N EBR A B EH

I R A AL H PR HhE S VLANTO0 79 LAAMR 2%, a5 28 CBRIA I
HRs At 0 A8 2 51 ISP

RAET web KBRS N 1

L HEN“EE B>,

2. RUFSHTED S I B o

3. BUNLUF AR R 10 2 ISP [t 45 BT i OK:

H#w IPHERS | 0.0.0.0/0.0.0.0

BN A O
EES 30.1.1.2
EHE 10

& 21: ABC EBRIRHI B HE

(‘—"\
IP Mask Gateway Devyice Distance
0.0,0.0 0.0,0.0 0.0.0.0 external 10

fEH CLI %k



config router static

edit 1

set device external

set gateway 30.1.1.2

end

it & DEF i 1Lk

fEiZ s, DEF REfEe i & N T DEF A a]. #&n] DX IR E VLAN

T VLAN_200 DL By JChG s SEVE B A0 B 1 (134

N VLAN FEO

VLAN200 %7~ ABC A ) BFE SNBSS« #EdsinT HTTPS XFER U5 1)

il M), ABC AR AGEE B H S eI .
fF FZET web FIE IR VLAN200 FH:1

1.
2.
3.
4.

LA admin Pk F & 5%

HENCRGE>M >4 117

[N T E

XF VLAN_200 iy A\ LA N5 BT i OK A

R VLAN_ 200

#®n ATz 1

VLAN ID | 200

B, | DEF s

FHAERX | T TSk

IP/HER 10.1.2.1/255.255.255.0

i | HTTPS, PING, TELNET

AR 5 e T B

K] 22: DEF BflgE N5 FE& O



Create New

Name IP / Metmask Access Yirtual Domain Status
= 40.1.1.32 / 255.255.255.0 HTTPS,PING DEFdomain O Bring Down '
external 30.1.1.21 / 255.255.255.0 PING ABCdomain © Bring Down P
ha 10,10.20.1 / 255.255.255.0 HTTPS,PING root O Bring Down [
w internal 172.20,120,133 / 255,255.255.0  HTTPS,PING,SSH root C Bring Down P
VLAN_100 10.1.1.1 / 255.255.255.0 HTTPS,PING, TELNET ABCdomain © Bring Down a
YLAN_200 10.1.2.1 / 255,255,255,0 HTTPS,PING, TELNET DEFdornain © Bring Down o
portl / root © Bring Down ¥
port2 / root © Bring Down P
port3 / root © Bring Down [
ports L root © Bring Down |

WA R A A LLBAT IS VLAN 100 Th A8 19 IR B bR, X2 ok
VLAN_100 7500 T Bj K EE50S o« ZEMER VLAN 100 2 556 ZEM SR e & e B
KBS W

A CLI VN VLAN200 FH:0
config global

config system interface

edit VLAN 200

set interface internal

set vlanid 200

set vdom DEFdomain

set mode static

setip 10.1.2.1 255.255.255.0
set allowaccess https ping telnet
end

end
S DEF REHULR B K 3% Hh ik

B 25€ L VLAN 1M [ stk DUSE T B kb S o FortiGate B2 45 $2ff—
TRER A PRIt k<438, ) DA — TSl i SR i P T Sl (4 A R0 S5 H At it
A -

i FIEE T web HE BER VN DEF RS K 5k
1. LA admin K ]85,

HN“RG>VDOM”,

et ABC REAUIEL, I i),

BEAN BT KAk

> »Dn



5. sl R,
6. HALLUNE EIF st OK A

bk R VLAN_ 200 Net

R T /1P 35

IP Ju /7MW | 10.1.2.0/255.255.255.0

O VLAN 200

& 23: DEF RIS Kk B%Hht

.Create New )
Mame address / FQDN Interface
« IP/Mask
x
YLAN_200_Net 10.1.2.0/255.255.255.0 VLAN_200 i (o
all 0,0,0,0/0.0.0.0 Any i

] CLI %00 DEF sl K 3% bl
config vdom

edit DEFdomain

config firewall address

edit VLAN 200 Net

set type ipmask

set subnet 10.1.2.0 255.255.255.0

end

¥N N DEF RS B K 43 S s

3T web U BEES 5 CLI $7] LAC & DEF SE AU By K B S0 .
fEFZET web KB HBRACE DEF BEHUERK B k55 g

1. LA admin K J* & 5%,
HAN“RL>VDOM”.

1%6+% DEF RERII, JF mided) e,
HEN Bl K RS> SRS

TR,

A



6. WIALLMEE, Jfmidi“OK™:

B /X35 | VLAN_200

HiitZF% | VLAN 200 Net

H ¥t

BEO/XH, | dmz/ha

HuhEZFR | A

I [ % B (Always)
k%5 ANY

Bk ACCEPT

NAT A

AR 5 e T B

&l 24: DEF KBS B K58 SRR

{_Create New )
I
WIR: Source Dest Schedule Service &ction Enable
w YLAN_200 -> dmzfha (1)
1 YLAN_200_Net all always ANY ACCEPT ~ P =i |

fER] CLI BB DEF MBI AI Bl K55 SR
config firewall policy

edit 1

set srcintf VLAN_ 200

set dstintf dmz/ha

set srcaddr VLAN 200 Net

set dstaddr all

set schedule always

set service ANY



set action accept
set nat enable

set status enable

end
I EBRA B EH

I R AL H bRl 2 VLAN200 79 USRI 2%, fa 5 28 CBRIA I
H R A R A 241 ISP2.

fEFEET web FE FLIRERINEE

1. PL admin Tk 855

HAN“RY>VDOM”.

e DEF B, JF miai i,

HEN“BE >

s ki SHT S DR %

B N LR M 1 2 ISP 1 % 45 891 il OK:

AR

H#r IP/HERS | 0.0.0.0/0.0.0.0

%O 40.1.1.2
BES dmz/ha
gt ey 10

&l 25: DEF EBHRUSHE BER

Create New )
; : 1P Mask : Gateway Device Distance
1 0.0.0.0 0.0,0.0 401.1.2 dmz/ha 10 P g

i CLI %30 i
config router static
edit 1

set device external
set gateway 40.1.1.2

end



Bt & CiscoA #e bl

7F Cisco Catalyst 2950 DLKMAZHpLH, EFFEAE VLAN il e X
VLAN 100 5 VLAN200, 28 J5 7 I E SO LA L VLAN F#: 1015 802.1Q trunk

.

& VLAN 7805 trunk 80
1 Cisco AZHMLIFA ML R 7 %
!

interface FastEthernet0/3
switchport access vlan 100

!

interface FastEthernet0/9
switchport access vlan 200

!

interface FastEthernet(0/24
switchport trunk encapsulation dotlq
switchport mode trunk

!

ATHHLAA LU MR

B0 0/3 | VLANID 100

B0 0/9 | VLAN ID 200

% 1 0/24 | 802.1Q trunk

S
VR EN ] VLAN ZRTEFHZERCE VLAN FIERA N 5. VALN100 [19%k

N 2 FortiGate VLAN100 T #: 1. VLAN200 [1ERIA M 55 /& FortiGate
VLAN200 1411,

WA E

12 Wifir 4 (tracert,ping) M3k FortiGate 1455 Cisco AL 1] [ #% H
M

i



AR VLANL00 2IHMR P25 ) &
PATR IR 51 o, S50k P S 10 2% 380 A1 08 ) 2% £ it e 0 L ERER TR o % P H B2
FortiGate-800 B4 I 1M 2% 4% 1
M VLANI100, {Efy2 3R M-
C:\>tracert 30.1.1.21
Tracing route to 30.1.1.21 over a maximum of 30 hops:
1 <10 ms <10 ms <10 ms 10.1.1.1
2 <10 ms <10 ms <10 ms 30.1.1.21

Trace complete.

Kl 26: M VLANL00 FI| AR W 4% ) % FH R

g FortiGate-800 unit

VLAN 100
subinterface
10.1.1.1

External
interface

30.1.1.21
—— e — —

tracert == == == - -—p

Switch

VLAN 100 Network

XA VLAN200 2| DMZ MZ K&
DU IR ZS A1 o, e 0F A IS IR 24 800 1 8 0 45 )it PR S0 B BRI ) o B8 o H A
FortiGate-800 1% # ) DMZ 454 1.,
M VLAN200, fEar2 PR M
C:\>tracert 40.1.1.32
Tracing route to 40.1.1.32 over a maximum of 30 hops:
1 <10 ms <10 ms <10 ms 10.1.2.1
2 <10 ms <10 ms <10 ms 40.1.1.32

Trace complete.



& 27: M VLAN200 | DMZ M 4% f) % ey PR B2

g FortiGate-800 unit

VLAN 200
subinterface
10.1.2.1

DMZ
interface

40.1.1.32

-

tracert == mm m = )

Switch

VLAN 200 network

BATT NAT/EH A T REMEEE (B3

1EiZ%nBlH, —% FortiGate-800 ¥ %1817 T NAT/Ef B, KPR 54
P 2 P RS 4s . 2800, NH TN EREE. ABC ERUEIRS T H24dS
M B 2% o 55 /MR, commercial TR, J& 77 50 TT & 58 6 R4 1 9
%% . FortiGate-800 [1J P4 #B-5 #h 4z 1 8 ik 45 326 R sk 2 TR) 9t 1 1) trunk Y 463482
#l| Cisco 2 HeHL o

28 Frzn st il M Zs P P i), 20 ERTE X 3K 78 commercial HESUEL
i EEX ABC HEFMSEEAT 0 BC -

® TN EEEOELE S VLAN 141, 25k : VLAN10, M T2#4 M %%,
VLAN20, I HF 225

X AREREE I EE & — A~ VLAN £ VLAN30 H T ATT-ISP %%,

Hic ' 7 K B SRS AoV S BT N 2% 3E 1k ATT-ISP W 2% 15 1) BRI o % T2
A I 2% AT ATC i LU A 1) SR I 428 R AE e I35 ) o

TC B B K B TR SRR UM e) 27 2R Y 4%
PEXT Commercial fMEH00I3EAT DL FECE -

X EREE L E & A VLAN 741, 294 VLANSO, W T-8E M %%,
VLANO9O, N7 & 4

XFANEREE OHE S P94~ VLAN 780, 40908 VLAN40 5 VLANSO, HI-T-id
04y XO-ISP 5 XS-ISP M 2417 in) FLIE M .

® N E B KBS S SO VIR I B L TR 2% U ) B A

o = o



ENVAZIE R T, 2R RS L7 i T 2% 1A A T (1 190 2%t ik v L. A
M bk AN [ R R AU, BT DAAS S 3 A ] ) i

& 28: VLAN/VDOM R4 E] (FortiGate % %ia1T T NAT/B HIERD

XS

ISP

.
ES

VLAN 50

Cisco 2900 Switch
(external)

VLAN 30
802.1Q trunk f VLAN 40

VLAN 50
# FortiGate unit

Internal

Cisco 2900 Switch
(internal)

LN T St VLAN 80

Student network Development network
192.168.10.0 192.168.10.0

VLAN 20 VLAN 90

Instructors network

Sales network
192.168.20.0 192.168.15.0




HARE PR
AR LA b4 g5 75 LR EAR 2 AN X3 UK S RSl =D R il
AN R Gk IS RT3
1. A% commercial 3.
2. FidE ABC R lik:
® "N VLAN 1.
o TiEERIAKH.
® T VLAN JEHE M £ Iy K S bl
® NN KBS UL S VF
1) ZUM I 2515 ) 27 A Y 245
2) YL T A0S Y 4%
3) FERCE TR N ARG, AVFEEM S ) ) S 2%
3. FCHE commercial 35:
® "N VLAN T,
® JiLEIINEKHE BN .
® X} VLAN 7S nbs ksl
® NN KBS L SLVF
1) P28 IT RS i) A 65 190 4%
2) S RYEE DT In) i R R 2%
3) B EE U ] A1 I 2%
4) 7 A TT IR 2% U ) S0 S 0 2%
4. WiL'#E Cisco AZ#AL.
5. M E
ol =:d5oE1Y s
PRl R T AN RS, XA ABC RSN, BL AR 4 WY
commercial KI5,
fEFZET web ()8 2 2856 22 i 48k
1. A admin K 75 5%
2. HEA“RZ>VDOM”, pidiiiad”,



3. HIA“ABC 5", Jf s OK ik,

4. TR,

5. A\ “commercial 3, Jf ridi OK #fIA .
A CLI Bl e il ik

config vdom

edit ABCdomain

next

edit Commercial

end

Bt & ABC Ul

fERBl, ABC REPUERAC B RS 12400 . 48] DLAE N FH: 1 5 Al b 1 40
AINCE PN VLAN 132 1, LU B K56 SRS o VF NN 8 VLAN 2 7MNHH: 0 VLAN
MR .

¥EFE ABC Bl

TENCE ABC MBI 1T, SEEAfE & & skl N iZ L .
1. HEA“RZ>VDOM”,

2. &SR ABC RERME, i DI ik Nz AU .

AT FH CLI D45t 38 S0 E5 1) R 0035

config vdom

edit ABCdomain
R VLAN FE:0

ABC JEfMRH, BT EAENIBAMNSE D ERCE A VLAN 78, M4
5 #UM M 2200 VLAN10 5 VLAN20 (5 60 . 7882 D id & — VLAN F
B DB A0 R 3% 3] ATT-ISP W 4% 711 VLAN30.

f#FET web BRI VLAN FH:0

1. WRE5) VDOM, HEALEMR VDOM 1, s« 57,
2. HEANC“RG>M >,

3. R,



4. WHE VLAN 100 (LA RE R, JIf b OK.

LR students
Byt VLAN

#®n ATz 1

VLANID | 10

B | ABC R

FukEE | F T

IP/H#ERS | 192.168.10.1/255.255.255.0

AR T S B B

5. miieEra.
6. WHEZITMSIKILI NG R, I sdi OK.

ZFR instructors
RAY VLAN
o N R
VLANID | 20

BB | ABC BRI

FiERX | T T

| P/HERY 192.168.20.1/255.255.255.0

AR 5 e T B

7. madieErE.
8. X ATT-ISP W% ¥ B LA ME R, A OK k.

LR ATT-ISP




R VLAN

#n SRR EE 1

VLAN ID | 30

B | ABC RS

FiERX | T T

IP/#RS | 30.1.1.1/255.255.255.0

AR 7 B e B

& 29: X} ABC BHIRE VLAN T80

r”—“.
Create New J
Name 1P / Netmask Access Virtual Domain Status
iz / HTTPS PING root © Bring Down A
+ external 192.168,100.99 / 255,255,255,255 HTTPS,PING,SSH,HTTR, TELNET ABCdomain © Bring Down P
ATT-LSP 30.1.1.1 / 255,255.255.0 HTTPS,SSH, TELNET root © Bring Down i P §
ha / HTTPS,PING root & Bring Down P
w internal 172.20,120,133 / 255.255.255.0 HTTPS,PING,SSH root © Bring Down o
student 192,168,10.1 / 255,255,255.0 HTTPS,SSH,HTTP aBCdomain © Bring Down i
instructor 192,168.20.1 / 255,255.255.0 HTTPS,SSH,HTTP aBCdomain © Bring Down i g%
portl /! root © Bring Down o
portz / root & Bring Down Q’
port3 / root & Bring Down P
portd 74 root © Bring Down P

R CLI A VLAN T
config system interface
edit students
set interface internal
set vlanid 10
set vdom ABCdomain
set mode static
setip 192.168.10.1 255.255.255.0
next
edit instructors
set interface internal
set vlanid 20

set vdom ABCdomain



set mode static

setip 192.168.20.1 255.255.255.0
edit ATT-ISP

set interface external

set vlanid 30

set vdom ABCdomain

set mode static

setip 30.1.1.1 255.255.255.0

end
S BRI B

175 2N H i ANE 5 FortiGate £ 1E 2 11 ABC Mg U 2504 A0 15 B BR
INITES o XPPE D0 R, T2 6 PR S5 187 IR 5 VS 2 BB ISP W b4  Fr
B TF VLAN T4 &4 ISP &% ) b dik

fERZET web H)E FRASTR INER A BE HH
1. HEAN“RFE>VDOM”,

2. &R ABC REIME, JFmidhedie.
3. HEA“BRH>ERA,

4. TS IR R

5. I ABC R A HH B AR 42 11 2135 ATT-ISP W 28 B4 A0 1 1% /45 8 0T
R OK:

H#r IP/HERS | 0.0.0.0/0.0.0.0

%O ATT-ISP
EES 30.1.1.2
gt ey 10

FER CLI R InBRIA B
config router static

edit 1

set device ATT-ISP



set gateway 30.1.1.2
next

end

AN NPT Kt ik

TR T EEAE BT KB SR B T 58 L ABC REAUT 99 ¥ il . FortiGate ¥
R RgH b <A Call) 7, Wit U, Xl By KR P bk, Y5k H bt
1k (R B I ) — ST K e s o HLe R Ao, A R SO Bk Btk

fFRZET web S ER 358 0BT K 3 bk
1 BENCB K B> R

2. s,

3. B ALLMEEIJF R OK:

Mok 44 FK students_net

eyl /P Hb il [

FW/P Jul | 192.168.10.0/255.255.255.0

Ezm| A7)

4. R,
5. FALL R EEIF A OK:

Mok 44 FK instructor net

it /1P k-5t

FW/P Jul | 192.168.20.0/255.255.255.0

Ezm| AT

&l 30: ABC EBHIE B kB ik

‘_Create New )
MNarne Address / FQDN Interface
w IP/Mask
all 0.0.0.0/0.0.0.0 Any i &
instructor_net 192.168.20.0/255.255.255.0 student i !ﬁ'
student_net 192.168,10.0/255.255.255.0 instructor [



A CLI B in B Kttt

config firewall address

edit all

set subnet 0.0.0.0 0.0.0.0

next

edit student_net

set subnet 192.168.10.0 255.255.255.0
next

edit instructor_net

set subnet 192.168.20.0 255.255.255.0

end

AN K S8 S s

XFTREA I 2%, R SR

W& RAVFUT ] ATT-ISP [ 2% DA 2 2 1) 1k

¥ o 3 e I SR B FEAN R A DR 97 B L, A T T LS AN RI 0 () web
g web MUEH AR HE 25 TR, LU 2860 b A A UG e B ) A 2 O
FBLEGON RS Ao ST LIRS 5 218 ORI Y A B E BT e X

[RIORY

fEHZET web R Z SN0 K45 SRS

1. BEN“B K hE>Tmg .
2. mrRrE”,
3. WALLMEE, JFAdi“OK”:

Tk

B O/X I, | students

itk ZFK | student net

ER7y:ib

BEO/X B | ATT-ISP

b ARR | 4l




I [B) % Bt (Always)
k55 ANY

Bk ACCEPT

NAT LT IEFE

R E FER Cstrict)
AR 5 2 e T B

4. pihedg.

5. B NLL RS EIT A dT OK il

Tk

B O/ B,

instructors

Huhik 42 AR

instructor _net

ER7y:ib

0/ 3,

ATT-ISP

Huhk 42 FR

gt

I ] %

4 H

S (Always)

i &

ANY

Btk

ACCEPT

NAT

s

R E

4 (scan)

PR P 75 B &

Vel =—d

BB

6. Rl P,

7. AL E B R OK #ffitA:




students

B O/x

Hiht2ZFR | student net
H bk

¥ O/, | instructors

Hiht ZFR | instructor net
ingEIS B (Always)
k55 ANY
Bk ACCEPT
NAT s e FE

R A S B T B

5 K i SR w1~ B P «
& 31: ABC U B K i s e &

Create New  « )

W status Y ID T Source

[ Column Settings ]
W Destination W Schedule W Service W Profile W Action

w instructor -> ATT-ISP (1)

Ird 2 @ instructor net o all
« instructor -> student (1)
v 3 2 instructor net 2 student net

w student -= ATT-ISP (1)

v 1 o student net 2 all

FEF CLI I K 45 S s
config firewall policy

edit 1

set srcintf students

set dstintf ATT-ISP

set srcaddr student net

set dstaddr all

always

always

always

2 ANY

9 ANY

@ ANY

scan

strict

accerT W (o BHE
accertT il 4 B E
ACCEPT T (o B8



set action accept

set schedule always
set service ANY

set profile_status enable
set profile strict

set nat enable

next

edit 2

set srcintf instructors
set dstintf ATT-ISP

set srcaddr instructor net
set dstaddr all

set action accept

set schedule always
set service ANY

set nat enable

next

edit 3

set srcintf instructors
set dstintf students

set srcaddr student net
set dstaddr student_net
set action accept

set schedule always
set service ANY

set nat enable

next

end



i & Commercial f 455,

FE7RBI T, Commerical i UG & IR 55 1~ HoAT 7 il I A 5 A B I 2% 1 — A
23w . Commercial REFMH VLAN FE 255011 2 (8] i35, I ORIE R A /E VLAN
R AL A AT AR B . VLAN IECE AR ] LU T 24 ISP 8 [l
H A DA AT

% Commercial FEHIER

FERC & Commercial MEAUIRZ BT, S62A @ O 208 skt N iz g
1. HAN“RFE>VDOM”,

2. JEFE ABC RIS, ik DI sk N iz ek .

R CLI $)3%0 3 B B0 & 1) R H0 K

config vdom

edit Commercial
i VLAN F#:0

Commercial S, BT EAENINSZE O ERCE N1 VLAN 714,
NS 5 7 i T R I 452U VLANSO 5 VLANOO [ dis . 7R AN DB E
S VLAN 780, BEdE0A%S] VLAN4O ¥ XO-ISP M4%, UL VLANS0
FFfK) XS-ISP 4% .

fERZET web FIEEIRNMN VLAN 710
1. HEAN“RG>M>L17,

2. RSB,

3. WEMEMSNLLIIER, JEaid OK.

LR Sales
Eayit) VLAN

#®n ATz 1

VLANID | 80

REFUAIR, Commercial i L

Fuk#EE | F T




IP/HER 192.168.15.1/255.255.255.0

AR T S B B

4. RidPTE”.
5. WESMIEAMESIILLMMER, Jf Sl OK.

B Development
RAY VLAN

%0 RiEe
VLAN ID | 90

REFUAIR, Commercial i L5

FiERX | T T

| P/HERY 192.168.10.1/255.255.255.0

AR 5 e T B

6. mdiErE”.
7. X} XO-ISP M B i LA M B, IF A OK #iik.

LR XO-ISP
eyt VLAN

#n ShEREE A

VLAN ID | 40

REFAIR Commercial iz )1k

TR | T L

IP/FERS | 40.1.1.1/255.255.255.0

AR T T B




8. M.
9. XF XS-ISP WZg ¥ B LA 5, JIf i OK ik,

LR XS-ISP

#n SRR EE 1

VLAN ID | 50

REFAIR Commercial i U5

FiERX | T T

IP/HERS 145.1.1.1/255.255.255.0

AR 7 B e B

& 32: X Commercial BRI E VLAN F#O
(_Create New )

Mame IP / Netrmask Access Virtual Domain Status
s / HTTPS,PING root © Bring Down l
w external 192.168.100.99 / 255.255.255.255 HTTPS,PING,SSH,HTTP,TELNET ~ ABCdomain & Bring Down P
ATT-ISP 30,1.1.1 / 255.255,255.0 HTTPS,SSH,TELNET ABCdomain © Bring Down |
RO-ISP 40,1.1.1 / 255.255.255.0 HTTPS,SSH,TELMET Comercial O Bring Down = T &
XS-1SP 145.1.1.1 / 255.255.255.0 HTTPS,SSH,HTTP Comercial © Bring Down i &
ha / HTTPS,PING root O Bring Down [
w internal 172.20.120.,133 / 255.255.255.0 HTTPS,PING,SSH,HTTP, TELNET root © Bring Down [
student 192.168.10.1 / 255.255,255.0 HTTPS,SSH,HTTP ABCdomain © Bring Down &
Development  3192.168.10.1 / 255.255.255.0 HTTPS,SSH,TELMET Comercial © Bring Down = T [
Sales 192.168.15.1 / 255.255.255.0 HTTPS,SSH,TELMET Comercial © Bring Down = T [
instructor 192,168,20.1 / 255,255,255.0 HTTPS,SSH,HTTP ABCdomain © Bring Down [
porti / root © Bring Down P
port2 ‘ root © Bring Down .Q’
port3 o roat © Bring Down P
ports it roat & Bring Down P

A CLI % VLAN F&:O
config system interface

edit Sales

set interface internal

set vlanid 80

set vdom Commercial

set mode static

setip 192.168.15.1 255.255.255.0

next



edit Development

set interface internal

set vlanid 90

set vdom Commercial

set mode static

setip 192.168.10.1 255.255.255.0
next

edit XO-ISP

set interface external

set vlanid 40

set vdom Commercial

set mode static

setip 40.1.1.1 255.255.255.0
next

edit XS-ISP

set interface external

set vlanid 50

set vdom Commercial

set mode static

setip 145.1.1.1 255.255.255.0

end
S BRI B

TR TFEN H brtiib ANTE 5 FortiGate #5342 1 ABC RE 0L 2ot (0 v B B
NS o IXPPE LS, T I P e 7 B 1) 5 VA A 1B ISP WY OGRS P
B HF VLAN 742 034 ISP MR [ dl . PN AR i s T4y ISP, it 75
Tle R ISP B R RCKMIIE & it A EBIARS A nT oL,
FortiGate %% 48 FlTUAER 1. TUAY ISP (K 31 T A L 10 & 0

TS nT DU BT B, AE R AR o AN B
fERZET web FE IR INERIA R H
1. #HEA“RZG>VDOM”,



2. #EFE Commercial JEFIE, I A i) #e,
3. HEAN“EEH>FRE,
4. RLCH YIS DT IR RS

5. B\ Commercial J 48035k A& H 2 FF A2 1 215k XO-ISP B 2% £ i 00 1) 145 1t
{%/%\#/ﬁfﬁ OK:

H#r IP/HERS | 0.0.0.0/0.0.0.0

0o XO-ISP
EES 40.1.1.2
gt ErY 10

6. sl B IS T A e
7. Xf e A XS-ISP LI M (1% d e B & LA N W IUT midd OK #iA .

H#r IP/HERS | 0.0.0.0/0.0.0.0

0o XS-ISP
BN 145.1.1.2
gt ey 20

A CLI BRI BE H
config router static

edit 1

set device XO-ISP

set gateway 40.1.1.2

set distance 10

next

edit 2

set device XS-ISP

set gateway 145.1.1.2

set distance 20



end

AN I Kt ik

1 T BB K% W& 3k T b 58 X Commercial FEFUSR T WM (bl . FortiGate
B TERIA R S 4= CalD) », Wi i, XHE PG K% T bk, J5Ek
H br ik i i G0 Y ) — T kBl S s o« e el b, S w5 B At B ok B
ik,

fFRZET web S HR 35 VR 0BT K 3 ik
1 BENCB K B> R

2. e,

3. B ALLMEEIJF R OK:

Huhib 42 FR et

eyl /P Hb S [

FM/IP JERE | 0.0.0.0/0.0.0.0

4. R,
5. FALLREEIF A OK:

Mok 44 FK development net

KRR T R4/1P ik 7

FM/NP JEE | 192.168.10.0/255.255.255.0

6. Rl P,
7. FWALL R E B I A OK:

Hohk 4% FR sales_net

KRR T K4/1P ik v

TP JEEE | 192.168.15.0/255.255.255.0

& 33: Commercial fE U KB K15k



Create New )

Mame Address

all 0.0.0.0/0.0.0.0 |
development_net 192.168.10.0/255.255.255.0 i i |
sales_net 192.168.15.0/255.255.255.0 ﬁ |g|’

FER CLI BSINB ki ik

config firewall address

edit all

set subnet 0.0.0.0 0.0.0.0

next

edit development net

set subnet 192.168.10.0 255.255.255.0
next

edit sales_net

set subnet 192.168.15.0 255.255.255.0
next

end

AN K S S s

TiC 917 K I TR m] DA o) B ) B A HAR Y 4% 2 TR (R i 5, #8m] DAk
BAE N F) PR RIES Y BN s e 2, A1 Ay BE 1Y FH 2 $2 31 AP35 Y 25 VB F 1 TR 2
IS s 5, ARG E VPR EAE T W2 XA AL e . FLIEFR R IX
FERITG L, 18] DAAC B — D0 Bl 22 T 1 K 455 SR S

HHEEOUT, ISP 143 Bl 48 ] LRIX FortiGate W 4% . #&7] LLZE FortiGate
L% HC B B K SRS BEL AN B 1) Y 288 30 T 0 N TAR ) P 58 O 8% o AT DAY 08 XK 8%
R B AN Y 26 2 H S T SR I B K S SRS, B DA AN 75 S 15 B A A M) 1 £ T
Ho

RN TR 4%, T EEEE SRIE FL VRV ) XO-ISP 4% 5 XS-ISP DUH iE
P H BRI o [RIFE, BEAS P 508 9 265 T B 0 B o 2K B SR Ao I3 31 e I X 4%

fFEFEET web B EIRVR NPT K38 SR w
1o JEN“B K> SR

2. R,

3. WALMMEE, JfF A oK™



Tk

B O/X

sales

Huhik 42 AR

sales net

ER7y:ib

B O/R B,

XO-ISP

Huhk 42 FR

4

il

b [A) %

V=]

St (Always)

&

ANY

Btk

ACCEPT

NAT

s

R E

F14 (scan)

AR EE G B

e B

4. R,

5.

NP EY

I i OK ik

B O/

sales

Hu ik A4 R

sales net

H ¥t

B O/X

XS-ISP

M1k A4 R

E oyl

b [B) %

Mg (Always)

i &

ANY




2tk

ACCEPT

NAT

e

R BE

4 (scan)

AR 5 EE i B e

FB.

6. B,

7.

BALL SR

I /il OK ik

Tk

B O/X

Development

M1k A4 R

development net

ER7y:ib

B O/ B,

XO-ISP

Huhik 42 AR

gl

b [A) %

V=]

St (Always)

&

ANY

(3

ACCEPT

NAT

s

R E

F1H (scan)

MR i EE G B

T

8. R BT,

9. HALLMEE

I i OK ik

Tt

O/ 3,

Development




M1k A4 R

development net

ERy:ib

B O/ B,

XS-ISP

Huhik 42 AR

gl

b [A] %

=

Hsg  (Always)

&

ANY

(3

ACCEPT

NAT

s i

R E

14 (scan)

MR i EE G B

T

10. B,

11. AL R R

I i OK ik

Tt

O/ 3,

sales

Huhik A2 FR

sales net

H ¥t

B O/

Development

Hu ik A4 R

development net

b [B) %

Mg (Always)

%5

ANY

2tk

ACCEPT

NAT

ik




AR T S B B

12, i,
13. B AL AE BJf A OK ik

¥:O/X 3 | Development

HohtZFR | development net

ERy:ib

B O/X I, | sales

HhhEZFR | sales net

B[] 8 Mg (Always)

i &3 ANY

ik ACCEPT

NAT R TP v e

MR 7 B e P B

Bl K B8 SR B P
& 34: Commercial BB KB KBS S0 3 B

1D Source Dest Schedule Service Action Enable

w Sales -> Developmer;ftl)

5 sales_net development_net always ANY ACCEPT v @' J ﬁ |§l
w Sales -> X0-ISP (1)

1 sales_net all always ANY ACCEPT v & = 2
w Sales -> X5-ISP (1)

2 sales_net all always ANY ACCEPT v i &4 = 3
w Development -> Sales (1)

[ development_net sales_net always ANY ACCEPT v ﬁ' 12 ﬁ [-;H
w Development -> X0-ISP (1)

3 development_net all always ANY ACCEPT v & = &
w Development -> XS-ISP (1)

4 development_net all always ANY ACCEPT v ﬁ lj =4 Qj

fER CLI %S InBHh K 35 SR #%

config firewall policy



edit 1

set srcintf Sales

set dstintf XO-ISP

set srcaddr sales net

set dstaddr all

set action accept

set schedule always

set service ANY

set profile_status enable
set profile strict

set nat enable

next

edit 2

set srcintf Sales

set dstintf XS-ISP

set srcaddr sales net

set dstaddr all

set action accept

set schedule always

set service ANY

set profile status enable
set profile strict

set nat enable

next

edit 3

set srcintf Development
set dstintf XO-ISP

set srcaddr development net
set dstaddr all

set action accept



set schedule always

set service ANY

set profile_status enable
set profile strict

set nat enable

next

edit 4

set srcintf Development
set dstintf XS-ISP

set srcaddr development net
set dstaddr all

set action accept

set schedule always

set service ANY

set profile_status enable
set profile strict

set nat enable

next

edit 5

set srcintf Sales

set dstintf Development
set srcaddr sales net

set dstaddr development net
set action accept

set schedule always

set service ANY

set nat enable

next

edit 6

set srcintf Development



set dstintf Sales
set srcaddr development_net
set dstaddr sales net
set action accept
set schedule always
set service ANY
set nat enable
end
i
R R VLAN Z RHE AL E VLAN FIER A 5. VALN1O [FIERIA K

¥ & FortiGate VLAN10 T3 11, VALN20 1R 55 /& FortiGate VLAN20 %
D o

fiL & Cisco A ##l

{E%E S Cisco Catalyst 2950 LIUKPIAZHAHL T, 7524 VLAN il b e X
VLAN T80, SRJE NI E SO LLE L VLAN 142 H '5 802.1Q trunk #%11.
WERA ML B A IEM, M RERATEE H VLAN ARk AR it 2

HRALE Cisco ZHALIITELNE S, Z W Cisco AZ #HLHL & F
EeE VLAN F#O5 trunk #0O

AT m%ﬁ%m@aar Al K42 8 I VLAN e 2 SR AS B b L ie & A 154,
W 2% Hh A A I I

it B AL M1 5 FortiGate-800 174 PN il He LEF M F2 1
!

interface FastEthernet0/3

switchport access vlan 10

!

interface FastEthernet0/4

switchport access vlan 20

!

interface FastEthernet0/14

switchport access vlan 80



!

interface FastEthernet0/16
switchport access vlan 90

!

interface FastEthernet0/24
switchport trunk encapsulation dotlq
switchport mode trunk

!

AHHLRAT LU N B -

#I10/3 | VLANID 10

B0 0/4 | VLANID 20

11 0/14 | VLAN ID 80

B 11 0/16 | VLAN ID 90

¥ 0 0/24 | 802.1Q trunk

W B AZ b5 FortiGate-800 ¥ %~ LB 1Bz 11 :
!

interface FastEthernet0/3

switchport access vlan 30

!

interface FastEthernet0/9

switchport access vlan 40

!

interface FastEthernet0/19
switchport access vlan 50

!

interface FastEthernet0/24
switchport trunk encapsulation dotlq

switchport mode trunk



!

ATHHLEAT A N L&

B0 0/3 | VLANID 30

B 0/9 | VLANID 40

B0 0/19 | VLAN ID 50

% 1 0/24 | 802.1Q trunk

MHARC &
{f W4 (tracert,ping) iR FortiGate %% 5 Cisco A2 bl [R] {4
?}ﬁ% o

TR T P 2% 1) A R 2% B

DU R A1 v, 0 200 oA 29 280 2 2 I 245 )it b 0 R R ) o B8 el H A
FEME P65 L.

A2 e P ERT RS o N AN

C:\>tracert 192.168.10.2

Tracing route to 192.168.10.2 over a maximum of 30 hops:
1 <10 ms <10 ms <10 ms 192.168.20.1

2 <10 ms <10 ms <10 ms 192.168.10.2

Trace complete.

B 35: M VLAN20 3] VLANI1O FJ#% e FREF

ZFortiGate-800 unit

VLAN 20 VLAN 10
subinterface I subinterface
192.168.20.1 1 | 1 192.168.10.1
|
f
tracert == mm m = —p ‘f oo
VIANGG Switch VLAN 10
Instructors Network Student network

192.168.10.2



Hea

LA B D598, famT DU 7 il ik 4 6% 100 5 I 4% 2 ) XL (100 R
DA SCEEAS P9 S 199 2 380 BRI )3 4%



ZEHHERX N VLAN 5 VDOM

Bk

EIARER T, FortiGate 1] LAYF IEEE 802.1VLAN trunk [ FH By Jk 3% [ 55 s
MRS, B iEd 4. web 8. BB gE CL R AR P . maT LUK
124713 BB Y FortiGate ¥ £ 244 31 trunk 55 8% 7, ANHATART 1) 0 48 5 BB 4
SR AL B 2, FortiGate [N 42 MEMCR B 5 N6 VLAN £ HIER
VLAN A2 HLEL B FH 28 41—~ VLAN trunk 1£%i1%) VLAN #3240 . FortiGate [#14}
I B VLAN bR 150 (5% ke 315 B IE R AR VLAN A2 #e Lk
P ge . AT DLECE FortiGate B4 trunk FEHII VLAN V&I AN [ (1) 55
%

¥l it FortiGate W £ 1) VLAN Viite, 0] DAZE A4 NIl 1 54 O
Ay IS I B AR VLAN ID [P VLAN T2 0 384 % n] DURC & B kb o
W& T VLAN $2 2483 VLAN 8 0. G, e bl —
TSR SOV A B AT VLAN #2258 VLAN £ 01z, MRy,
D Bk g€ web 198 LA SOid B4 AT DA G B 25 T 877 K 3% SR BN

¥ 4454 ] FortiGate AR KEEA VLAN, 755 % XX} VLAN -
1 DA S DA BE By KBS S o AR AR, AN TR B AR A E AN R
VLAN 2 [f) 455 .

4 FortiGate & #57E— M HEL TR R VLAN ARZE I E G, 125
Bt &% 2 5 Frdsic VLAN ID AHUCECH) VLAN 40, 50EFRRS, VLAN AR%%
BNEAR R LR, Hp N BT KBRS, W EdE VLAN bR —Ff
R AR AIA T EIE 1 FortiGate W &1 VLAN 111, B2 Edm 75 n
01 VLAN ID J5 % R 26 N PP B 1

VLANL L5

FEAN IR VLAN 82 A, 875 20 H 5 —/ BRI LB R . FortiGate
BT EH —ANBRAR root D BRI, FEZERIR T, A LR IMEREZ 1
VLAN F#:.

NAT sE AT, — ANl ek 5 2 nT LA I 255 /N F#: 1, f43E VLAN,
Hee il O Sy s O i B 255 ME AR, B EEERINZ 4 VDOM.

AR EAREC S VLAN T4 1 B, fn) AR N2 A k. 75—
2 FortiGate W5 JIR55 T 2 MR GIS, IXFE ALK 23 AT AR AL

REANIE ) N b e 22 —AE T 2— 6 FortiGate W& &L A 4
MAC FIZR I —JRZAZHHUN w] e A BN . ¥ RSO0 B FortiGate BE#%-K ARP
TR BIFTA %L, B4 VLAN 70 A, SSHPLEUE A REAEANH 1)



VLAN IS 1) ARP Bdli . —Lexe L7 B 1)1 DL I 25 50805
o ARP 15 3R 7 R R R R SR8 1, fon] LB R R4 VLAN 4
S AN RSO A 1% )

lo B T F&EBHKE T FortiGate W 4%

A P ZE D BRI B A2 AT TIE WU FortiGate 45 A JT] VLAN:
® Sl VLAN F#
®  GHR KB e
T n] DG B DR A A8 SO B4 . web Tk i DA S S 98 o

WA, n] OB A E T A B ) B D RS HTTPS V5 )45 # 1P b
R RFET web HIEHLES . ARF W4 1 FortiGate-800 % %, Wik4%
B U7 R ZE R O R 2 B 80, IF BRI £ 1P Hiuhik 2 10.10.10.1.

LUR 7 litiad v, MGG BAT A Sl R A B (AR Bt . W 2R 3 17 ol
Mo'E, EZ WL EAED RO 20, 5 2k A 25 VDOM HBg & i .
AIMVLANT-#

4~ VLAN T4 011 VLAN ID 45 5 IEEE802.1Q A28 1) 4% H ol AS He b Lizs
Jnfr) VLAN ID #HVEAC. VLAN ID o] PLi% &4 1 3] 4096 2 [BTAT (5 . &)
DUXTHZI VLAN byic B0 B i B8z s il VLAN 321,

e AR VLAN FH:0

1. AN “RE>M >N,

RGBT A I VLAN #2110

NS U] VLAN 78 4 K.

WPl 1% VLAN 7% M0 VLAN Edfs sz .

N5 1% VLAN T8 D303 )8t VLAN ID AHULECH VLAN 1D,
HEREZ VLAN 82 11T (0 i ok o

MR T A E e

s OK RAFIL B

FortiGate % #-K5381 (1014 A In 20 S8 Ik £ 2 1 v

9. WEILE2 P NIMIHE T, (HEEER VLAN £l il FortiGate
WA YER: O S DL RSB E AR VLAN ID 5 .

10. X TR ERINMAEDN VLAN 780, /833 (bring up) bR E F#2
.

Sl

5
6.
7
8



ARl K 45k SRS
5 b SR SR AR B L. FortiGate 4 190 4 1 1 SCHE 4 109 55 L b -4 o)
JURE . B, LR KSR, A8 T G R ENS ) S f— SE R

BN, FortiGate ¥ 44XHE VLAN H [ Eids 00 48 10 i 45 s 1 s
9 1315 BT SR ISR A IR 55 o 188 TS B B A 3N 5 H 25 1) FortiGate 1
211 VLAN 32 LSNP K3 G ms RV 54T W RAEC B K Ba kg, %
B RERE N — N AR B e R

% VLAN T8 A B K 4 S g

1 BEN “B7 kil

s RTINS VLAN s 61035 B & H b 1P iR DT RAC R 7 K ki ko
BEN “BJs K S>SR s 7

PR T i i

M 1/ DR 35 A0 3 rh e P s AU\ FortiGate W% ) VLAN %21

M H bR /X 40 2 i B2 A3 i FortiGate ¥0#% H £ 1) VLAN #£11.
NS Hbribhik 7R

MR N BN I PR I H

AR 5 B e R

10. s OK ik

EHEA FEC BB (fa &)

PLF BHC & 2841 4, FortiGate-800 1217 T BA . A4 E T M VLAN,
3310 VLAN 100 5 VLAN 200, PS5 MBI EEE 10 EiEMNAS VLAN 1
1, 435 AT VLAN 100 5 VLAN 200,

FortiGate ¥ £ N #2842 11 5 Cisco 2900 AT Li%ERE, AMiE: 5 Cisco
2620 5 A IEHE . AL S B th A 7R e 6 _ BV VLAN ID J&4 £ ds (0.4 K 3|
FortiGate % . X4 FortiGate W& 2] VLAN b8 )fE, KIHMA—
VLAN F8: D& s i — 1310,

Bilan, A2 #HLAN VLAN100 B0 21— AN AT, %8I VLAN ID100 F1%%
Ja B E s 08 & 2 FortiGate & 25 W B2 1) VLAN 14211 I, FortiGate % 254
AR AL RN O 1 VLAN 780 100 bo W5t 8 M % O3 % 3
B2

T AT IR Bl 58 P D 4 A DX 2% 1 e T o
& 36: iE1TFiEBER K FortiGate ¥4 N VLAN 7141 &

A S A N I A



VLAN router

P10.1.0.1
10.1.21

VLAN switch

VLAN 1

802.1Q trunk VLAN 2

External

P FortiGate-300 unit
in Transparent mode

Internal

VLAN 1
802.1Q trunk VLAN 2

VLAN switch JFa0/24
Faog&ﬁaO/Q
VLAN 100 VLAN 200

HEIBED B

1. FiE FortiGate-800 %%
® ShnPuAS VLAN 1351



i.  VLANID 100 7502 P #8540 99 2% 4%
ii.  VLANID 200 #50£ A &8 -5 AR I 254% 1
® NN kA s DL A
i, VLAN M4 1 il #0944
i, AMHMZE TR VLAN M4
2. MU Cisco ZZHMLSZHF VLAN bR
3. ML Cisco % HH#s S KF VLAN A%
4. WA A

fic B FortiGate-8001% 2%

Jash3ET web B FRASHCE FortiGate X £% o
i VLAN F80
S FAEAS VLAN, 1875 B -5 A 25 43 30l G i — AN A A ) VLAN
ID 5211,
fEFET web KB BESSVRIN VLAN T80
1. BEANCRG>MLE>FE 7,
2. midiErE.
3. WEUNEE, Jfidi OK.

R VLAN_100_int

#®n ATz 1

VLAN ID | 100

AR S T B

4. mdroprEt.
5. WEMUMEE, Jf sl OK.

AR VLAN 100 _ext

#®O AR RE 1




VLANID | 100

AR T S B B

6. sl P,

7. WELMEE, JFad OK.

B VLAN 200 int

#®n ATz 1

VLAN ID | 200

AR T S B B

8. i BT,

9. WHELLMAEE, JFrd OK.

2R VLAN 200 ext

#®n AR HE

VLAN ID | 200

AR T S B B

& 37: VLAN F#0

" create New J ‘irtual Domain: | root ﬂ
MName Access Status

w internal HTTPS,PING O Bring Down F§
YLAN_100_int © Bring Down W [
YLAN_200_int O Bring Down ju P

w external PING O Bring Down P
VLAN_100_ext O Bring Down &
VLAN_200_ext O Bring Down i

fEH CLI ¥ VLAN T80
config system interface

edit

VLAN_ 100 int

set status down

set interface internal



set vlanid 100

next

edit VLAN 100 ext
set status down

set interface external
set vlanid 100

next

edit VLAN 200 int
set status down

set interface internal
set vlanid 200

next

edit VLAN 200 ext
set status down

set interface external
set vlanid 200

end
VNI B7 K B35 SR
T B B K B SR Fe VS dE M VLAN 100 int #) VLAN 100 ext 2 1[1%°
i, DL VLAN 200 int 3] VLAN 200 ext 2 ¥ 57K .
fEFZET web H)EF FE BN 0 B K1 SR
1. HEAN“B KRR
2. RideErE.
3. BWIALLRER, JFEAd“OK”:

BEO/X4% | VLAN 100 int

b ARR | 4l




ERy:ib

B O/X

VLAN 100 ext

Huhik 42 AR

gl

b [A] %

P4 H

S (Always)

i &

ANY

(3

ACCEPT

R T G

P

BB

4. dToHTE”.
5. FIALUITHEE

L il OK ffitA

Trsat

B O/ B,

VLAN 100 ext

Huhik 42 AR

gl

H F it

O/ 3,

VLAN 100 int

Huhik A2 FR

gt

b 1] %

IﬁEl

e (Always)

i &

ANY

Btk

ACCEPT

R P s B

B

6. i oBrd”.

7. HALLUMEE

LI 5t OK il o

Tt




B O/X

VLAN 200 int

M1k A4 R

E oyl

ER7y:ib

B O/ B,

VLAN 200 ext

Huhik 42 AR

gl

b [A) %

=]

St (Always)

&

ANY

(3

ACCEPT

AR A8 i

BT B

8. LB
9. HIALLNEE

L il OK ffitA -

B0/,

VLAN_200_ext

Mk 44 AR

Eouiil

H F it

O/

VLAN 200 int

Huhk A AR

gt

b 1] %

=

s (Always)

%5

ANY

2tk

ACCEPT

R P s B

B

&l 38: VLAN HIBh kB4 SR A &




_Create New )

1D Source Dest Schedule Service Action Enable

w VLAN_100_int -> ¥YLAN_100_ext {1}

1 all all always ANY ACCEPT v o o = |
w YLAN_ZODO_int -> YLAN_200_ext (1)

3 all all always ANY ACCEPT 73 m & =& B
w YLAN_100_ext -> YLAN_100_int {1}

2 all all always ANY ACCEPT W o =B
w YLAN_200_ext -> YLAN_200_int (1)

4 all all always ANY ACCEPT v & = 8

AR CLI S0 Bl K 45 SRS
config firewall policy

edit 1

set srcintf VLAN 100 _int
set dstintf VLAN 100_ext
set srcaddr all

set dstaddr all

set action accept

set schedule always

set service ANY

next

edit 2

set srcintf VLAN 100 _ext
set dstintf VLAN 100 _int
set srcaddr all

set dstaddr all

set action accept

set schedule always

set service ANY

next

edit 3

set srcintf VLAN 200 _int
set dstintf VLAN 200 ext

set srcaddr all



set dstaddr all

set action accept

set schedule always

set service ANY

next

edit 4

set srcintf VLAN 200 _ext
set dstintf VLAN 200 _int
set srcaddr all

set dstaddr all

set action accept

set schedule always

set service ANY

end

Bt & CiscoA #e bl

7 Cisco Catalyst 2900 LAKMAZ#ALF, T 245 VLAN Hids 2 g X
VLAN 100 5 VLAN200, 28 578 I E SO LA L VLAN F#: 1015 802.1Q trunk
B,

& VLAN F# 05 trunk 0

{E Cisco ACHAMLHER LN iy 2
!

interface FastEthernet(0/3
switchport access vlan 100

!

interface FastEthernet0/9
switchport access vlan 200

!

interface FastEthernet0/24

switchport trunk encapsulation dotlq



switchport mode trunk

!

AHHLRAT LU B -

#110/3 | VLANID 100

#I10/9 | VLAN ID 200

#5100 0/24 | 802.1Q trunk

fic & Ciscof H2s

Xf Cisco Multiservice 2620 LI 28 8 TG & A . e & SO e LT
VLAN 1215 802.1Q trunk %17 (802.1Q trunk % 1 /& 4% 28 O BEEE 1),

EEE VLAN 705 trunk 80

!

interface FastEthernet0/0

!

interface FastEthernet(0/0.1
encapsulation dot1Q 100

ip address 10.1.1.1 255.255.255.0
!

interface FastEthernet0/0.2
encapsulation dot1Q 200

ip address 10.1.2.1 255.255.255.0
!

Ay LA LU MR

317 0/0.1 | VLAN ID 100

317 0/0.2 | VLAN ID 200

B0 0/0 | 802.1Q trunk




\Cyb . 7R VLAN 2 BOAHCE VLAN (EGARE. VALN10O 5k

W2 Cisco B HIEE VLANI00 1310, VALN200 [F1ERIA M 62 Cisco B 2%
VLAN200 14211,

WA B B

{f W4 (tracert,ping) i FortiGate 4% 5 Cisco A bl [R] {4

o

325 EL
Vi

i

MK VLAN100 2] VLAN200 I3 E
DUTR I 2545 v, o 0 P A P 350 190 28 1) B oh 60 R ER IR o B R H AR 2
VLAN200 H )& FHL.
M VLAN100, 7EdT& 3T M
C:\>tracert 10.1.2.2
Tracing route to 10.1.2.2 over a maximum of 30 hops:
1 <10 ms <10 ms <10 ms 10.1.1.1
2 <10 ms <10 ms <10 ms 10.1.2.2

Trace complete.

& 39: M VLAN100 F] VLAN200 27 [&] i) 5% H 2R B

Router

10.1.1.2

4 FortiGate-300 unit

Internal

t

|
|
|
|
—_—————

tracert e mm - -—p

Switch VLAN 200

»

10.1.1.2 10.1.2.2

VLAN 100




R T A E 2 S B

7ELL NS E 2491 BB, FortiGate-800 % =M% HY AL & A7 AN A SR (R0 4
AL ER BT ThRE . WHE YL, 5 LR ORI R B AN [F) EE SR BC B AN R R R By
K e o ORI I 190 2% i B AE AN HT R UMK 5 00 1, tn BESEIL . (H AR 4L
BRI A THCE, SOt TR AR RGOS B RO I B

A B B RO T 45

& 40: ECEBAT TEWE K FortiGate ¥ 2 N H £ A R

/ Internet

VLAN Switch 2 &
Fa0/é] vi AN_100_ext
VLAN Trunk| VLAN_200_ext
External] YLAN_300_ext
& FortiGate unit
¢ n Transparent mode
Internall | AN_100_int
VLAN Trunk] VLAN_200_int
VLAN_300_int

Fa0/8

VLAN Switch 1
Fa0/ 1"‘\; Fa0/5

Fa0/2

T TAR T T AR T

ABC Inc DEF Inc XYZ Inc.
VLAN ID = 100 VLAN ID = 200 VLAN = 300

E 2R EM
LU T AT R S ) A ORAT B ] DA A R G L P AT B

AU I A%

251K FortiGate-800 1 [7] bk =™ 45 A 1 MEAT JA {H A A I 1) B2
915 K5 SRS AN (R RS AR 55 o D T RIAL UL, BATMBBOX = A2 =] 14 i
()T o AR ) AN TR P ] B s AN [ P SR FH 22 A I i) S T 5t m] A

FEFIEE T web 2R &8 367 A8 i BLAUEE B P A B 18] R SRS



1. NP7 K EE> ] TR > A

s

i N AT A Ry I TR R R 2
TP — 2 A .

WE ARSI 11: 45, S538RA 14: 00,

A

New Recurring Schedule

Name |lunch

Day Sun Mon Tue wed Thu Fri Sat
Select r v Vv v 2 v v
Start Hour 11 > Minute 45 ht
Stop Hour 14 v Minute 0o b

( 0K 3 cancel

MNotes: If the stop time is set earlier than the start time, the stop time will be
during the next day. If the start time is equal to the stop time, the schedule will
run for 24 hours,

6. miii OK k.

i CLI X A8 i BB AR A F I [R) 2 SRS
config firewall schedule recurring

edit Lunch

set day monday tuesday wednesday thursday friday
set start 11:45

set end 14:00

end
Bl A BRI NBFIE

FortiGate-800 W& ALTISEHC & N AR P strict (™4%), scan (4
i), web filtering (web i ¥E), unfiltered CRITIE) . 1ZnB]F 0 F ] FortiGate
WA NAPEMIIREBCE T HE RPN BRSNR . WERP YIRS RRE,
R SR DARR I8 AN [R] R DRAPO0 SR 11 75 9 BAT R 2 R DR N A T

AT B i B ) A ORAT 8114

AR FIR AR ik VAP

HOH T o A7 b | RIEEFEH. R, 22308 | ABC A
# , DEF




(BusinessOnly) . BibAEREIE S web ZE0)5t UE . AT

4% (Lunch) PO R D sl g AR | ABC A
*5 IPS. Web J&i| i v i EAE/F 4 I [A] | ) , DEF
SR VF 21 R A BRI P 355 (1) 3] o YN

R T web HIEEAREUE LA T RIAT AN BRI TR

1 HEN“7 K> A BRI 517

2. REHTH,

3.0 WA H T RAT AR — TN B R SR B A4 K

4. IEPEIFREEFIG, 3k HTTP, FTP, IMAP, POP3 5 SMTP Ji & H4 14 .
5. 1EFE web LRI IA B2 b Ak DI fE o

FCE IR -

BEERERTUERN CRAD Bt
AR B AFEFRE (5] UiT
EERARAE R CRAD Jit i
EAERIHE 98 A CGRBD Jit i
W RFEMKZERBEK G | Bk
RARHBE] CRAD Bl
Rk (5D RVF
FoAt (A Bl

6. EPERIIELELE, % IMAP, POP3, SMTP J& %) RBL&ORDBL .
7. % IMAP, POP3, SMTP Vi & 5 s 22 il & & .

8. XU A BRI PR AU Eh 1, XF IMAP & POP3 B34 (1 s
PERIbRIC S MR 1) B A %FF LL SMTP iS4 4 (1) BB AR B 2% 3 (R sl A

9. MEHE IPS ARSSIT 23N IPS HF4E S TIPS Fe i 48l
10. 55 OK #fiik .
fER CLI Glg“ R AT RMAT A" BN AR FIR

config firewall profile




edit BusinessOnly

set ftp scan

set http scan catblock

set imap scan fragmail spamrbl bannedword

set pop3 scan fragmail spamrbl bannedword

set smtp scan fragmail spamrbl bannedword

set ips signature anomaly

set cat_allow 49-50-51-52-53 set cat_deny g01-g02-g03-g04-g05-g06-g08
end

FERIZET web (BB A1 SRR B B0 KA B RIPFIR

Lo JEN“5 K> BRI IR

2. R

3. BANCBRIRTE H I — TN R FIR A AR

. EBE RO, JHER HTTP, FTP, IMAP, POP3 5 SMTP Vit K314 .
5. e web FEBI UE IR BIF B d I BE -

N

FiC BT -

BERBRETUER GED 3t
FURLBAFESRIN CRAD | Biill
BAERARE R () g
BRI TE B (3D g

W REFFEEMSZERBE (BA)D | Bk

KA () AVF
[GRINE D) AVF
HAtn (=D AVF

6. EPELI PR/ E, *F IMAP, POP3, SMTP Jii5) RBL&ORDBL %% »
7. % IMAP, POP3, SMTP Vi & 5 22 Bif il & & .



8. XU A BB RSR PR AU Eh 1, XF IMAP & POP3 iS4 (¥ s
PERIbRIC S MR 1 B4 %FF LA SMTP Bl isU A% 4 (1) BB AR 3 2% 3 (R sl A

9. XEFEIPS 55 I a2 IPS RHE S IPS S Al o
10. s OK itk

A CLI B “5RARE B K M A R 51
config firewall profile

edit Relaxed

set ftp scan

set http scan catblock

set imap scan

set pop3 scan

set smtp scan spamrbl

set ips anomaly

set ips signature

set cat_allow g06-g07-g08 set cat_deny g01-g02-g05 set cat_monitor g03-g04

end

B B,

FortiGate-800 ¥ & SCHRFHCE 10 BN AR (root) K 4P BRI I KB 2035,
ANEEMIER AR LLE AT 44« EA RG] T 3A i AR BRI, 2 %A F ABC,
DEF 5 XYZ G 781 i fil 3k .

fEFZET web ()8 2 2856 22 i 4k
1. Ll admin & 3.

A HTHE

. HIA“ABC 7] S OK #fiih
A HTE

5. M N“DEF xw]”Jf iy OK #iik.
s HTHE

7. HINXYZ A F]7IF i OK #k
R CLI Bl i flis

config system vdom

2w

o



edit ABCdomain
next
edit DEFdomain
next
edit XYZdomain

end

FLEABCRERIER
DL 2 a6t ABC VR I VLAN T4 11 5 10 B 5 Kk S W [ B

i VLAN F#0

s T A 8 5 A 1 4y il ) — AN AT AR TR ID (¥ VLAN 721 .
fFERET web FIEEIANM VLAN F#1
1. HEN“RG>ME>5:1017,
2. iR,
3. WEUTNEE, Jridi OK.

AR VLAN 100 int
o Py 1

VLAN ID 100

ERURAZFR | ABC Rl

AR T S B B

4, SR,
5. WELNER, JHid OK.

P VLAN 100 ext
7N A

VLAN ID 100




EIIERAZFR | ABC Rl

AR T S B B

K 41: ABC EBHUSHED

' Create New J Virtual Domain: | ABCdomain j
Name Access Status
w internal HTTPS,PING © Bring Down }:l
YLAM_100_int © Bring Down P
w external PING O Bring Down x
YLAM_100_ext O Bring Down P

R CLI%SIN VLAN FH0O
config system interface
edit VLAN 100 _int
set interface internal
set vlanid 100

set vdom ABCdomain
next

edit VLAN 100 ext
set interface external
set vlanid 100

set vdom ABCdomain

end

BEA ABC ERIRAC B T T

FEREAT LU G VLAN100 #4120 BRI, 56 BRI 4 AT K e ABC
AU o

AHZET web FE AT ABC BRI
1. HEA“RG> Al B R

2. MEPECH SO TR LR IR
3. PR ABC BRI,

A CLI Bk ABC B

config vdom



edit ABCdomain
IR 4

ABC ] PR 53 AL AE LMK S e et o Bz IR 25K, 5l e
A O e 55 A TR AL B s SR A &, Rl i, ST DL — MRS5S 4L 4
P S E BRI AR 55 o — TS i sfems L RES 8 B — T AR 55 ol — MR 55 4L

fERET web FIEHEBAE— MR EIRRS A
1. BEN“P kB> 55>47

2. RURED.

3. TR AT BUm N WER-IIR

4. MAT RS R ik £ AOL, IRC, NetMeeting, Quake, SIP-MSNmessenger
IXFEM RS MBI B B b

5. riifi OK k.

fEH CLI B — MRS IR RS A

config firewall service group

edit games-chat

set member IRC NetMeeting QUAKE SIP-MSNmessenger AOL TALK

end
Bo'E ABC MEAIE BT K 3 bk

BN, HakER U R i AR, R TR
fFET web IR ACE ABC MR B K 35 H ik
1. HEAN“B K> Huhk>Hihk
P T e
3. FECHLHEZ R BT,
4. 7E 1P ju Hl/ 5 M 7B A 0.0.0.0/0.0.0.0,
5. sl OKo
i CLI FR'E ABC RIS B X i bk

config firewall address

N

edit all

set type ipmask



set subnet 0.0.0.0 0.0.0.0

end
FL'E ABC LR ¥ B K 15 SR A
T 5 977 <K K SR M AR B A 25 PR 51 36 v 4 S VRO B VLAN00 4% [ 2
) AN
fEFZET web KB HBRACE ABC BRI KB K55 g
1. BEN“B K hG> > S
2. T,
3. WaANLURE R, JIF AdicoK”:

BO/X JEdbl | VLAN_100 int
BO/X Hirhik | VLAN_ 100 ext
JEHhHE 42 FR o

H brtht 42 FR o

I [|) TAEH

k5% TR TR

Bk DENY

R 5 L e B

TR S8 L1 AR I 8] A5 P 190 230 Xk LA R IR RE Y o
4. H LA HME BIJF sl OK ik

BO/XE JEik | VLAN 100 int

BO/X3, Bishik | VLAN 100 ext

/B bRy i gt
H #4225 gt

I [ % PRI )




% HTTP

itk ACCEPT

R NBFIREE | B

AR T e T B

12 WS T B AE T N TR A PAT web i 4E
5. BIALLMME BIF s OK.

BO/XE JEik | VLAN 100 int

BEO/X3, Bishik | VLAN 100 ext

YR HhHE 42 FR A

H hr btk 42 75 A

I ] 2% TAEH
k55 HTTP
(2 ACCEPT

RIPABFIRGRR | R kAT h

M 7 B e B

IS VA AL AR TR AT “T™ ks 1) web IR E
& 42: ABC REFUIEE: K 4 SRS i B

e

. Ereate New )

1D Source Dest Schedule Service Action Enable

w YLAN_100_int -> YLAN_100_ext (3)

i, all all BusinessDay games-chat DENY 2 ﬁg’l Léf' ﬂ @
W r

z all all Lunch HTTP ACCEPT W~ i & & &

3 all all BusinessDay HTTP ACCEPT v & = B

ERZET CLI BCE ABC BRI By K 55 B
config firewall policy

edit 1

set srcintf VLAN 100 int



set dstintf VLAN _100_ext
set srcaddr all

set dstaddr all

set schedule BusinessDay
set service games-chat
next

edit 2

set srcintf VLAN 100 _int
set dstintf VLAN _100_ext
set srcaddr all

set dstaddr all

set action accept

set schedule Lunch

set service HTTP

set profile_status enable
set profile Relaxed

next

edit 3

set srcintf VLAN 100 _int
set dstintf VLAN 100_ext
set srcaddr all

set dstaddr all

set action accept

set schedule BusinessDay
set service HTTP

set profile_status enable
set profile BusinessOnly

end



AL & DEF i L3

BT EAE NI D S AN D ) I E > VLAN 781, HRAME
VLAN ID.

i VLAN F80

fFFZET web (BB VLAN F#:0
1. HEAN“RG>M2>H 117,
20w,

3. LU EE I AT OK #iik .

R VLAN_ 200 _int

#n AR L 1

VLAN ID | 200

BRI | DEF B

AR 7 B e B

4. e,
5. B NLLU RS EIE AT OK #iiA

FR VLAN 200 ext

#n ShEREE A

VLAN ID | 200

BRI | DEF B

MR 7 B e B

& 43: DEF BRBKFEAOKE

" Create New ) Yirtual Domain: | DEFdarmain j
Name ACCEss Status
w internal HTTPS,PING © Bring Down
VLAN_200_int © Bring Down ol
¥ external PING © Bring Down ‘

YLAN_200_ext © Bring Down o



R CLI%SIN VLAN FH:0
config system interface
edit VLAN 200 int
set interface internal
set vlanid 200

set vdom DEFdomain
next

edit VLAN 200 ext
set interface external
set vlanid 200

set vdom DEFdomain

end

BEN DEF REHUSAC B T
{EHEATLL R ACE VLAN200 [F31E 0382 /7, Je il 2w ¥ i 4382 DEF
R
HFET web 4 EE25E N DEF BRI
L HEAN“RGe> M .
2. TEBEH O T RO LR IR
3. i%&#¥ DEF il
i F CLI 3k ABC I
config vdom

edit DEFdomain
B RS 4

DEF 2w BRI 53 AE FHAE i s AT R T NetMeeting LA E LI
R o BB 2K, RmT LU 8t Ik 55 20 i A By s SR (R G .,
Bt B DA — RSSO AR 55 o — IUBls K et S L g
{7 P — TR 55 B — A 5 A A B BT LRSI 2 PR A2 B BT PR D T R
EAR [ I 2 B i R o

fERZET web KB H IR EIH —/ MR RS A



1 BEAN“PI K> 55 >4
s HTEE”
TR A RR T BN TR o

AT RS B ik $E AOL, IRC, Quake, SIP-MSNmessenger 1XA¥ [k %5
VNIRRT L e

5. 5 OK ik .
fER CLI Bl —/MiFxR AR &S A

config firewall service group

Sl

edit Games
set member IRC QUAKE SIP-MSNmessenger AOL TALK

end
Fic & DEF LIk B K 3% Hh bk

MBI, Hhhb BRI Ry ai . JLAb B, (AT
fFFET web AR ACE DEF BRI B K 355 M bk
1. BEA“ Khg>Huhk> sk,

2. RUlBTED.

3. AECHihE PR BN H

4. 78 1P yu /5 M5 B A 0.0.0.0/0.0.0.0,
5. miili OKo

1 CLI AL DEF Bk i ki bk
config firewall address

edit all

set type ipmask

set subnet 0.0.0.0 0.0.0.0

end
Bo & DEF REHME B K 55 SR g

Pic 5 BI7 K i A AR s P9 7 DR 37 27 v 1) 1 eV Bt B A VLAN200 2 1 57
S



fEFHT web IS HESRALE DEF BRI K5 5%
1 BENP K B> > e

2. milieHTE

3. MANLURE R, JF Aok

BO/XE JEik | VLAN 200 int
BO/X3, Bishik | VLAN 200 ext
PRIk FR Bl

H pr ik 4 Fx B

I [|] % TAEH

k55 eRk-R
Bk DENY

AR T B

TR EE LA AR I 8] 45 19 2% 30 X LU IR AR (BR T NetMeeting)
4. B AN LU EEIE Rl OK #ik

BO/X JEdbl | VLAN_200 int

O/X HAr#hk | VLAN 200 ext

JE b hk 2 R o

H prithhk 2 R B

I [ 2% /T4 ]
k%5 HTTP
Bk ACCEPT

RPWBFIRLR | DK

AR T S B B




TSRS PE B AT I TR TBVA AT web SR €

5. BIALL MG BIF s OK.

EO/XE JFEthk

VLAN 200 int

EO/XE HArdk

VLAN 200 ext

YR HE 42 AR A

H Ax bk 2 R A

I ] 2% TAEH

& HTTP

(2 ACCEPT
R WBFIRELR | W LmbAT A

AR 5 T B

RS BB AL AR TR AT ™A% (1 web JSIIL 8 -

6. HALL R EEIF A OK:

¥O/XIE JRHshE

VLAN 200 int

O/ B prit

VLAN_200_ext

JE b hk 2 R o

H prithhk 2 R B

I} H] % Always (R
k%5 ANY

Bk ACCEPT

R NBEFIRERR | LR

AR T S B B

RIS AL T AN b g T8, Y PRI ) 5 e 55 AN BEAEE o 2 T PR SRS

0



W v, 7E LA Ah, DRI AR FIR P BIRTE IR E N Tl E S
¥ 0 W A S AE LR IR S5 i AR ST VFIR . A DEF 2] BB TSR 2 Ak T2
][R B3 AT I 23 DR IR 2% 18 o 7= 91 o At 23 ) (1 SROMS 1 B8 17 I ) IS ) - PR
) A I 1) S PR A A B35 R 5 5 3

& 44: ABC BHUSEE K35 RIS i &

Cr e
D Source Dest Schedule Service Action Enable
w VYLAN_200_int -> YLAN_200_ext (4)
1 all all BusinessDay Games DENY 7 fir P = rﬁ
2 all all Lunch HTTP ACCEPT ~ W B B
3 all all BusinessDay HTTP ACCEPT v O e |
4 all all always ANY ACCEPT v & = B

i H] CLI EL & DEF MBI BT K 58 S g
config firewall policy

edit 1

set srcintf VLAN 200 _int
set dstintf VLAN 200 ext
set srcaddr all

set dstaddr all

set schedule BusinessDay
set service Games

set action deny

next

edit 2

set srcintf VLAN 200 int
set dstintf VLAN 200 ext
set srcaddr all

set dstaddr all

set action accept

set schedule Lunch

set service HTTP

set profile_status enable

set profile Relaxed



next

edit 3

set srcintf VLAN 200 _int
set dstintf VLAN 200 ext
set srcaddr all

set dstaddr all

set action accept

set schedule BusinessDay
set service HTTP

set profile_status enable
set profile BusinessOnly
next

edit 4

set srcintf VLAN 200 _int
set dstintf VLAN 200_ext
set srcaddr all

set dstaddr all

set action accept

set schedule always

set service ANY

set profile_status enable
set profile Relaxed

end

BLE XY Z I8

i VLAN 780

fEFET web FIE SR VLAN FH 1
1. HEA“RG>M>H117,
2. iR,



3. WAL MEE, JFsid OK.

AR VLAN 300 int
o Py

VLAN ID | 300

ERURZ R | XYZ Rl

R A S B I T B

4. mdioprt.
5. WEMUMEE, Jf il OK.

P VLAN 300 ext
£z 3u| A

VLAN ID | 300

ERURZ IR | XYZ i

R A S B I T B

K 45: XYZ BREKFEAORE
(_Create New )

MNarmne Access

Yirtual Domain:

Status

wyZdomain

|

w internal HTTPS,PING
WLAN_300_int

w external PING
VLAN_300_ext

A CLIASI VLAN T# 0
config system interface

edit VLAN 300 int

set interface internal

set vlanid 300

set vdom XYZdomain

next

edit VLAN 300 ext

© Bring Down
© Bring Down
© Bring Down
© Bring Down



set interface external
set vlanid 300
set vdom XY Zdomain

end

BEA XYZ B E
{EHEATLL R ACE VLAN300 (R34 20 382 /7, 562 A A i i) e 82 XYZ
R .
RZET web MBS UEN XYZ BRI
L BEA“RGe> R 0
2. BB O TR LU B
3. EPEXYZ il
A CLI Bk XYZ Bl
config vdom

edit XYZdomain
B ARS 4

XYZ A ] A TR 5 web IRESWCE M RY . A4, AT fRitkBik
RESENG RGN EE, Al LLGHLL POP3, IMAP, SMTP WhisiA% 4 (1 mis 4 ) 2 — > His -
W44, LA G HTTP, HTTPS, FTP 4&#ir) web R4 —AN4l.

AT web K8 AR QI — MR A AR5 4

1 BEN“s K B> g>417.

2. mihHE”,

3. fEHAFR T BN HELE

4. TS 513 1 ik $E POP3, IMAP, SMTP IXFE (¥ 45 I FIl e 51 41 e v
5. miili OK #fiik.

fEH CLI B — MRk AR S5 4

config firewall service group

edit Email

set member POP3 IMAP SMTP

end



ERZET web FIEHZRAIE— web fRE4H

1 BENPT R B> 55>4

2. s,

3. EH AR T BN “web”

MAT RSS9 ik £ HTTP, HTTPS, FTP IXFEMIAR S5 I I 52 4126 v
s OK #fik o

R CLI G —1> web ARST4A

config firewall service group

>k

edit web
set member HTTP HTTPS FTP

end

BCE XYZ [l A B K 5 ik

MBI, ik ER Uk <A, AR T, BT R
EFZET web I EARACE XYZ BRI B K 3% Hht
1. FEA“P7 K E> k>
2. RUEORED.

3. FECHLBEAFR T BN BT,

4. 1£ 1P Ju /¥ M5 Bt 0.0.0.0/0.0.0.0.
5. i OK.

fFH CLI FRE XYZ EIUs Bl k5% bk
config firewall address

edit all

set type ipmask

set subnet 0.0.0.0 0.0.0.0

end

FLE XYZ BRIk B K 55 SR

P E B K it SRS AR 5 A A ORGP 471 3 11 o TR VR (4 N VLAN300 £ 1 %
(P (e Juis



fERIZET web AL E XYZ BRI B K 35 5w

L HEN“BI7 K>S > s

2. gideRg.

3. AR ER, JfAE“OK™:
BO/XE JEik | VLAN 300 int
BEO/XE Hishik | VLAN 300 ext
PRIk FR Bl

H pritiht 2 Fx B

I [|] % B (always)
k55 Email

ik ACCEPT
NAERIFIR Strict (™%

R 5 S T B

TIC T 12 SRR L7 ISP T ™A Cstrict) I A ORI 45 B 03 DA 20T
BRI BE web T8 LSRRI IL I8 . XL BAE BE AN IR T

4. B LU A EIF R OK ik

¥O/XIE JRHshE

VLAN 300 int

O/ B prit

VLAN_300_ext

JE b hk 2 R B

H prithhk 2 R B

I [ % B (always)
k55 Web

Bk ACCEPT




R NBFIRLFK | web

AR T S B B

FLFL AKX HTTP, HTTPS, FTP SR T BRI 1 3R 5. BB 5841
B web JLIE LU B SR A PELIE . AL RO LB VIS T

B 46: XYZ KERUSIHIBT K55 SR 3 E

_Create New )

i  Souree  Dest Schedule Service fction Enable

v YLAN_300_int -> YLAN_300_ext (2)

1 all all always Email ACCEPT v o =2
2 all all always Web ACCEPT ~ m s = E

A CLI BLE XYZ B HIR AP X 5 SR
config firewall policy

edit 1

set srcintf VLAN 300 _int
set dstintf VLAN 300 ext
set srcaddr all

set dstaddr all

set action accept

set schedule always

set service Email

set profile_status enable
set profile strict

next

edit 2

set srcintf VLAN 300 int
set dstintf VLAN 300 ext
set srcaddr all

set dstaddr all

set action accept

set schedule always



set service Web
set profile_status enable
set profile web

end
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!

interface FastEthernet(0/1
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!

interface FastEthernet(/2
switchport access vlan 200

!

interface FastEthernet0/5
switchport access vlan 300

!

interface FastEthernet0/6
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switchport mode trunk

!
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interface FastEthernet0/3

switchport

!

interface FastEthernet0/6

switchport trunk encapsulation dotlq
switchport mode trunk

!
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¥ 0/1 | VLAN ID 100

¥ 0/2 | VLAN ID 200

311 0/3 | VLAN ID 300

#17 0/6 | 802.1Q trunk
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www.fortinet.como.
1. )\ VLAN100, TEA23ensF Mo

C:\>tracert www.fortinet.com

Tracing route to www.fortinet.com [128.242.109.135] over a maximum of 30 hops:

1 <10 ms <10 ms <10 ms 172.20.120.2


http://www.fortinet.com/

14 172 ms 141 ms 140 ms 128.242.109.135
Trace complete.
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1 QAR R SR, B0y vink.
config global

config system vdom-link

edit vlink

next

end
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config system interface

edit vlinkO
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edit vlink1

set vdom customer2

next
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config system settings
set asymroute enable

end
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set 12forward enable

end
X B [fj<name_str>H 4 A2 I 24 FK

BC & S VF Layer2 ¥t nl g3 SCECE Gl W 2 S A i ey o IR B0 A AL A
YR 5 HbR b FAF/EA IE—4% Layer2 BRARMITEDL N o SXAEEE H1 2 B BHAT .
RS HE R VR A2 AE P 238 Hh TR 19X 5 B ph G B A )b s (ST

ARPi &

DA LR B CARP) A4 (10 f o (48 - 2 X3i 5, FortiGate W44 RI4%
HAEBRNTS 0L MR 3 73 ARP il 5. RSO0 R, BOEA 5 ARP Bl
WHENS AL FortiGate e, Ryl iext FH M 5 RS54 slH ) 55 i th 2 18] 5 2l i
BRI ST o

ARP JiiE = A —2e ) i, Fral 2 Ed R, 70K ARP £di )ik
3 D RGE B BT e O HE VLAN $#: 0 R5 L. Layer2 IAS HeHLAER I
AIE— NN 5L Z A VLAN KGR 1A R MAC Hutk AR IR AN RS E o W
Layer2 A HHIATEEAS VLAN B PRFFINLIF) MAC HihbZZR I, R AT
TE PR . A AT E T HES T BN & i AL



Z MNVDOMMIfR T %

—AMEYTT FAFIEAE FortiGate W& HLE £ VDOM, REAERXS Y —A
VLAN. W95 & Ui B kg 38 A #R 20 A8 — AN 1 W 5 1 4 VLAN #2150 . VDOM
2 AIARE: f ARP B A,

BRNTEOUR, PF S e R P rh o AN EAEAR BB U8 i B AT/ VLAN.
it & N H VDOM J& , AT MUK AN 2 Bl 21 B A AH [R5 MAC HuhilAN[A] VLAN
ID 12> ARP 540 T, WAE K AEARFE RN T
BRIBPIER TR

BiC &N VDOM J&, A #ebL I 2) 2HA7 AH R MAC #itik A A VLAN ID 1)
ZA~ ARP BRI SIS B . (2 Bl gk 7 S ] BEAE N A7 AE 1) i
A REI TR T 2 T IE R4 VDOM ) VLAN, B L8 (K B4 1 af
DIRCE . XFORACE, BUS7.(0 VDOM ¥ B 1] BEASBEIR 711 T A .

KPP T (RfiE k75 22 02 A# ] CLI 7y 4 forward-domain <collision_group>.
22 AT LAFRICE T MR IR R R AL VLAN Ve, JfF H 8 Tk
M) VLAN AW bric i i BRI DL R I 5 VLAN Bt R 58
MR — 877

R T S AR TN T B 2R, A BB 1 1 o T M
2 B R e

FELL R 2500 rh, B R b5 41 340 A5G Portl ") VLAN340 i & LA A2 Port2
HERPRCIR B BRI R 341 45 Portl * VLAN341 (K37 & LA Port3
PRARC I R . BRI O0 N BT e e D R R b 5240 0 (1) —5B 407

DA 2 58 B BC B 1Y) CLI i 2
config system interface

edit “portl”

next

edit "port2"

set forward domain 340

next

edit “port3”

set forward domain 341

next edit "port1-340"

set forward domain 340



set interface "port1"
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