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EERXNES FIFO I —EFER , MESENRZRH, BXFEASTUHEEANEAEE , BS
MFIFO I B HREHE (p. 11). BXRFEHERFTMNER , BFSRSHEEHEXNET (p. 62).

I 5% SQS FIFO BAFIER TFrE 9B Amazon SQS WX i,

BxfEMA FIFO BAFIBITERHEFNEZE L |, BHSHEMER Amazon SQS FIFO SR E R BEF R,

BXWMAEA Amazon SQS #2HIARIENBEERSINEE , ESFBIES| (2HE) (p.18). AX
Java Rfl , 5 M Amazon SQS Java SDK R4l (p. 71).



http://www.amazonaws.cn/blogs/compute/solving-complex-ordering-challenges-with-amazon-sqs-fifo-queues/

Amazon Simple Queue Service FF & A R IEF
FIFO X¥2%H

BRAE FIFO RAFIMNHIESRE | HS > T Amazon SQS FIFO BABIEY B (p. 68)HM. 3T I ik
SQS AR FIFO RAFIE (p. 65)
£33

« FIFO X{41B% (p. 9)

« HEHEF (p. 10)

o BY—RAE (p. 10)

- MWFREBAFIFE S E FIFO BA%I (p. 10)

« FIFORJINSELE (p. 11)

o XBARIE (p. 15)

. REM (p.16)

FIFO X {J1Z %5

LTS AR S E IR E FIFO KIXHEE MM FIFO EYBUER.

RIEHE
MRELE FIFO AIIRIESHREE , BRESHAETRLESESHEMER ID , U Amazon SQS £
FROEEHWINMER. RE , TRERESFHENBIINFZEMNLERS.

£ FIFO BRI | SHEREHSA ID #1THEF. RSN (HE-EHNLHTELE ) HEEH
EHE4 ID BEERIEE FIFO BAFI , Amazon SQS FRRE B A FLEMNINFFHIEE. NHER
Amazon SQS REFAEMEBEVCHENIRF , S MCIBENFERAM —FES4A ID REAEEMAEHER.

FIFO AZIZBICERATEBMNMEEA ID. BMNHE4A ID K% Amazon SQS BAFIHF —NFREIWEFHE
H, NTFE—AHELA D, IEEENRENBZERITRERE —ENIRTF. BR , EETENESA D
EHEERETSRINFE A ENER., SBXF0FERA ID SHEXEK, MRERRMEESAE D, i
A, MRERFE-AAFHER , BRRIEE FIFO RIKESREHERENES4A ID.

BEUCEE
BREBERBVEEREEES IDWEE,
MEBEZAEELS ID B FIFO BABIEYCEE R , Amazon SQS AR R REIRAAEZHNEGSHEER
HIDHEHE, XRNEMERERLEBEEETEEEA IDEE, YBRBITEHEESA IDAEER
BRIFEHIBRZEERIZEETL , ENFALBREESHENEEA ID BEE,
Note

A MaxNumberOfMessages 1M ReceiveMessage ERSHEL X IFAPERZE
10 &KHE. XEHERIEE FIFOIRF , TUEEHRAEESE ID. At , MREFHREER
HIDWAAERLDT 105, NEFREQXKREIRES —MNEEA ID HER | ZittRHF 10 KH
B, B{RER FIFO I F#UK.

ZRER
FIFO RS AFAEFEREBRE SRS RER !
- MREAEERNE|SendMessageiREXRK , CALUREZTEFAHRNESERE ID ZRERKIE,

BRIREEEBENRARIM A , £ EZORE —RBEIA , WSRERBET2PDE ST
BRLEIAEEHEE,

- MRFEAERNEIReceiveMessageREANK , EANREZEFEAHABNZRIERZR ID 3H1TS
RER, RGEREETAEBRBHZHZDRE XA, WS RERT2EIEEENIF,

s HRWEHEEEAE IDAEHER , RFECHRZEERZEEAL , FNFLBREEGHREEE
ID HYSE R



https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html

Amazon Simple Queue Service FF & A R IEF
HEHEF

HEHEF

FIFO BABIRS#RIERA (p. 7)BU3 AT T S TE. XMBASIRAEMN K EEWEER FIFO (TR EH )
R (0. QB —RKE : (p.10)

- RERBUCHBHIRF RSB —REBARE-RERRE TR  ENEAELEHAMBRTH L.
- FEFEEMEIATRIIF,

S, FIFO BRI AW EENNIIFEASNEFERARNERA, FIFO RASIHPHESARBIRERE
o

Y] — IR

S HERAIIRRE , FIFO AFIT &I AEEHEE. FIFO I TRBEBEBRIAEZEENANET. NRE
£ 5 PN ESEBERREIRAEiX ZSendMessagei®E , Amazon SQS FLEBFIF B AEMEE M,

ERBEEEREMER , XTMITUTRIEZ — -

- BRETHRENESHEM. X#R Amazon SQS £/ SHA-256 MARFEAHEEX ( MTEH
ENEMY ) £ERCHEEESEHEME ID. BXEZEE , E52H (TIIRERARIRS API S£) Fx
FGetQueueAttributes, #MSetQueueAttributesiBEHI RS, CreateQueue

s FEEERNRMEEEERENER D (BREEFIS). BEXELZEE , B3R (L2 E2AFIRS API
2#£) fXTFSendMessageBatch, FReceiveMessagelRfEMIXHY, SendMessage

MIRHERFIZ 2] FIFO BASI

MREHEARENSIINIENAREF , HERERA FIFO RIIMBEFERLERE  NEEEREE
ARSI AR

Note

RIERNBOIR AT FIFO A5, E#ITRI , SN NARFIE— I FIFO BA
B, REMBRIMBHIRATIRFEEHGIEN FIFO BAF,

ZEWHREHVARFE FIFO RFIPIERET , BEANTER !

« EAFIFO HENSEUHERLRRN p 1)KRREFUHE, ETHEXHERINESZFR , BSAEER
HXHEH (p. 62)0

* FIFORIIARXIFEREBMWIEE , RAXFEIINEER, MRENNARFESFEE LIREM
[E#) DelaySeconds Z8E , B4 ARFEZ IR BREEBIEEH XN EENBG LIRE
DelaySeconds.

« HEAR-TURKH FIFO 2haE , ERFFRBATAEEE , ANRBEENINF, ERETEEEE
4D FEEELAREEA (p. 1), HEABEETRETRATMNULSZEE, HTEHBYT R FIFO
BABI , EXDEE ID ERAERANLS%HE, SRaHS ZEERESE ID#EZ , FIFO AHERKNEER
EREZ,

« M@ FIFO RIIKEER 28T , FRINATHE :

s MREHNABRFAIREEGHENEEEXHEE , BUNNARFERNTNEREREHER
At — 8 H S E S BIEMER 1D,
- MREHWNABRFREEFMBHEEEXHEER , #UNERETARHNES BIERIER.

s BRUNFEAEHTEARBER. B2, NRLEBEEEFEREKNEEZN TR BN EEEN —IR
BfE , FERME ReceiveMessage BERNBFRIERZE ID. XAFEEMBREHRENBHEK
=it , FHEHER A FER= AR SBNEEF.
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html

Amazon Simple Queue Service FF & A R IEF
FIFORRFINEHHE

BRESZER  FHRLIBELIIRS API 2E,

FIFO A3 S FHE

FIFO BAZI (p. ) B FEHEX KB API BRESMERY. Ei8N FIFO RASFINSFHEERY , o
DIEMERRERARE, B8MMEEEXEEY 300 MER, X FIFO BHEA5EHENSAIIESH
E8 , ESRSHEEMXNER (p. 62)M. 2 XMHKELETXI SQS FIFO AFIKNSEUE (p. 11)
3

s HXMBIFEHEATSEH SQS FIFO A S EFEHE (p. 11)

« AFIFORIIZAGELE (p. 15)

DEXMBFELE AR SQS FIFO AN S ELE

W5 SQS FF FIFO RAFIBEF#ES X, 2 XRANMIIZENFEEE , ZAME-PMKEBRBH ST
FAAmazonX iz R B EH. RTAEESX, #Hk , L5# SQS AR XEE,

X F FIFO BA%I , Amazon SQS £ TIER TS KA Y| F i 75 XK :

« MRYFFRFRFEFBEINA D XFFREXFHER , MersBRAAN DX , ERIAFRE XEEH,
BXEFNER , BSHSEEMXHER (p. 62).

« MRYFHEXHRARRE , Ny XNBETELBD.

SREBEFABEYHT , WERFEBAM, EHBASIRMN ST,
BOHEYH ID 9 £ 53E

ERPEEAME FIFO BAI , Amazon SQS EREFEERERA ID NEFENARKERENEMA. BF
ERBE A HERE T B0 XE#EES.

TERERT —MNEHEZ N XHBAG. RASIFESAE IDEFHBSLS. Amazon SQS A H K % BBk
EFHEHFUENNE ; EXMERLT , CETFRRitem0VRFEH, HEE , TIE N FEIFSFHEF M
ZIRAFIFIRFHER. S MTENALEREEEA ID WRFERE.
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/

Amazon Simple Queue Service FF & A R IEF
FIFORRFINEHHE

Messages

| Internal Hash Function

messagezroupId: “"item(™,

massageBody: "...", = Fix)

12



Amazon Simple Queue Service FF & A R IEF
FIFORRFINEHHE

Note

Amazon SQS £ {1t , AILAE FIFO BASIM S XS —5BIE , Tits XBERZ D,
AmazonZWEER AT UEBEAXEBREERNEEL D,

Rt XF A=
PP KESHLBXHESVRS 3,000 RHEL , REVBS X 300 RHBATROL, BN BRRIE,

SERRLALE AP &Y, BREEBRFEPEESA ID 5 2EIE o A )ERNWSE#HITHEE, RAZE—2
KR ERENESH O AMIE,

R T 1t SendMessageBatch API 92 XFIAE | AmazonZBIR TAEX EGHEEE4E ID AV BTt
W,

Efi{tDeleteMessageBatch#l ChangeMessageVisibilityBatch APl 9% XK , AmazonZil
fEAMaxNumberOfMessagesSHIZE N 10 FReceiveMessageidk , H T L MERIRE W ZR TRHEIT
Ht4b38, ReceiveMessage

HEUTRAIP , RIET —#HEBETEEELA ID WES, ZHtRoN=4 , SAFIT AL XOEH,
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Amazon Simple Queue Service FF & A R IEF
FIFORRFINEHHE

Message Batch

N

nes

sageGroupId: i

o i i

SadeL oy

beml,

v

M

N

s sagebody:

sageGroupld: "i

1 1

teaml",

ne s
T &

- ™
S8 =L0

s sagaeBody:

Internal Hash Function

Fix)

ITHE |

ITHS |

s sageBody:

- e ™ T
Sl d

e 5

T2 |

- 1
S8

i sageBody:
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Amazon Simple Queue Service FF & A R IEF
REARE

Note
Amazon SQS NRIEE#HEFE RPN EGHEEEA ID WA HFHRBEEEHITOH, BRIERN

HRFHBNALENIXHE  TRANEETEESA IDWEERTIH, ATHHFREAISKX
A LARERt E o, Rt ER -2 AR B UG AIRE T A2 4o

N FIFORRJIEASELE
EA LR ARG FIFO AFISABAELE, SIRAMKE FIFO BN | HAEIE= MRS

- BAGELE FIFO- XA FIFO RRIIFHEERHESHELE,
- EERERRREE-EEES BIERBRREMIIRFIERERARB#HIT,
+ FIFO EHERH-15E FIFO RAFIFEENEHLBERAREMIIRFIERHESARIRE,

N FIFORJIERAEELE (#2FE&)

1. FHa6IE (p. 18)T4miE (p. 20) FIFO BA%I,
2. RBFIEERTR , EEEAESELE FIFO,

7 FIFO APIE ARG ELESRAXETRENT !

- EEHENREERENHELE , XX FIFOAIIFASELENMEIRE,
* FIFO RHERFEBENENHEHEA D, XEX FIFORIIEASFELENMSHERE,

MREERR FIFO RIIEAESFLEMENEMIRE , MASINEEFHEFER , ESHEMN RS
B E#T.
3. HENPAFIEEMAET. ERAE , &F BRI FH “REF

SIS FIFO BABIJE , BRI @ EKXEE (p. 19) AR EVCHMIERE S (p. 20) , FRIAREGUE
BH TPS #1T. BXREEUHEERM , FSRPHEETUHBSEEMHXWE (p. 62).

KEBARE
BT BAE AT U BB M FIFO BRI, BXESEL  HSHLDHE LIRS APl S
=,
HEEEHEME 1D
AFHEAL B TEEREMBRN S, NRENRETEARESLEERENS DOEE U

EFHT;E;‘%EEE%IEHHHF% ID RIEMEME BB WA R | B 5 DN ESKERBRERA R
MBI,

Note

ENEEE KB MMIERE R 25 , Amazon SQS B RERE S EE BUIEMER ID.
HEA D

ATEEHEEETEEHEENIAES, BTE—EEANMEBBAEBANTHELEN™KIRFZE—4
B (ER, ETFARESANERAIREXBIRINFLE ) .

BEWERZR ID
A FReceiveMessageM M LB THE,

=271k

Amazon SQS A EFKHE DB WIEELE ABF,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/

Amazon Simple Queue Service FF & A R IEF

R
=P
T D% SQS EH RS B iR EHE FIFO B3I,
B

MREHWHARFERZ Mmazon REBEESFEANIRS , W THEBLRS hEERZIF FIFO BAFISE
HEE, Amazon

RE RV FIFO SR BN 847 , {85 Amazon SQS £ K& Amazon SRS T 5
FIFO BABIF#2.

K FAmazonBR$WEER RIS FIFO BASIFREA :
« IO S3 E4EEA

- By BESARES

« Amazon loTH 12 4E

« Amazon LambdaZE{SEA Bl

BXREMRS S FIFO AFINFBMNEER | B FEH RS X,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-rule-actions.html
https://docs.amazonaws.cn/lambda/latest/dg/invocation-async.html#dlq

Amazon Simple Queue Service FF & A R 1ER
FRFM

5 SQS Al’]

KE 9D B ERRUAER Amazon SQS #B#H A EEAFIFEE |, HEIEENEE Amazon SQS.

TRSAF

EF B2, EEHK i%E Amazon SQS (p. 5) FHE R,

TR S SQS #£FHl A

IrEtlant, NSMERPEREAIILE RFIRE. BASIREREEREXEHAEAIINGES.
| Edit || Delete H Send and receive messages H Actions ¥ ‘m

Queues (2)
Q 1 @
Messages Messages in N Content-based
Nam A T v Created Ei ti v
© b reate available v flight neryption deduplication v
MyTestQueue Standard 6/27/2022,15:05:08 ] 0 Disabled
EDT
6/27/2022, 13:03:41
testFifo1.fifo FIFO /211 0 0 Disabled Disabled

EDT

BBASIEIRE R RBAFIRBEMARZAFINEMES, REHTABE—B TR X5 IR ARSI R L3 5
i (FIFO) BA 5,

£ BRI TUEF , BRAEETUNRIIRITIRE, BALUEESIBMEZLHEN , RRIEZRENASIR
TR

[ ] [ | [ oetee ] | sendandrecsmemessases | | acions v | RIS

Queues (2)
Q 1 @
Messages Messages in N Content-based
N A T v Created Ei ti v
= ype ko available v flight e deduplication v
‘@ MyTestQueue Standard E;”' 202231303 08 0 0 Disabled - ‘
6/27/2022,13:03:41
testFifo1.fifo FIFO ELT / ! 0 o Disabled Disabled

FBHTLUEEBFIBR , FAFRINEAEERNE, FAGENESES A3 THEMENRE, 1t
A, BELUER “RAGR B0 TANGERFz— , NEFHEMEEFAEENRE,

MyTestQ ueue [| Edit ‘ ‘ Delete ‘ ‘ Purge | | Send and receive messages ‘ ]
Details info
Name Type ARN
[PMyTestQueue Standard [Pam:aws:sqsius-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled [P https://sqs.us-east-1.amazonaws.com
/260704527654/MyTestQueue
» More
SNS subscriptions Lambda triggers Dead-letter queue Monitaring Tagging Access policy Encryption Dead-letter queue redrive tasks
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Amazon Simple Queue Service FF & A R IEF
BIERA S

IR (2FIS )

&R LAE A Amazon SQS 124 & BIZ2FRERA SR FIFO (p. 8) BAFI (p. 7). #2HIARNBRRASIZFHRZANFRE

RERHIRIAE,

Important

2022 £ 8 A 17 B , BRIANBRSE 5w NE (SSE) A TAE LS # SQS B,
TEERFBZHPRIMDIAEBER (PI) EMYZRBRBES. AFIBHAHIFS Amazon
Web RS E) , BIEMKEFCloudWatch B &, BABIRHTEA TAAARBBEIE,

£12 Amazon SQS BA%l ( #2#I& )

1.

&3 https://console.aws.amazon.com/sqs/ T FF I L% SQS #41A .

%% Create queue (BIZEBA ),

FFRE | BRIAMER TIRERERFIZRR, B4 FIFO B, iF%R FIF O,
Note

BIERAASIE , BT EEHRRATIRE,
LIPNYN:R=E

FIFO BASIBY BB . FifolRRER. FRITA 80 NERMEASIEHET. BEBWEIIZEN
FIFO (p. 8) , AT ERAFIBHREUERERE.

(k) EREAENRIEESHE (p. 49)REMRINE. E 'BE” T , BALNUTSHRENE :

a. NTARMEN , MARSENEMEN, STEM 0 BE 12 et BIAEN 30 ¥,

b. HEHERBHRY A WAFENEMEN, STEM 1 2#F 14 R RIMEN 4 K,

c. NTEHRER , WAFERRMEN, STEM 0 BE 15 2%, BRINER 0B,

d. XNTFHEAEHEXD , WA—ME. SEEM 1 KB T 256 KB, RRIAEN 256 KB.

e. NTEUHSEHNE , MA—ME. BENTO0H20®WzH. RAMENOY , ATREER

1 (p.30). EAFBEBLRERLM.

f. XF FIFORY , &RETHREANESRENRASAETRENESHENER. RINRENEE
Ao

g (™) ZEFIFORIJIEGAESHNELE  EENFIPRENBZYES  BEEEASEHE
FIF O,

BRI E TSR ( ESHEMBRBEM FIFO FHEMRE| ) EXh N FIFORIIBAEE
HEFFEMNRE. MREEFUFEASHELE FIFO FIEMNEMZE , MAYINEERFHEFER ,
ESBERBRSRAEHRT. BXESEL , BSM FIFORIINSEUE (p. 11) M SEEMEXH
B3 (p. 62)o
(AIE ) BMA B KRE. EIKEE (p. 147)E X T RAIIAERASIN K, . AFRMAG. HIRREEE L
T AP AT LAA R #Y384E ( HlaNSendMessageReceiveMessage, TDeleteMessage ) o ERIAZFKEEIN
RFBABIFTE & K& FIBEBUE R

EENIGAKRE , BHRATUTREZ—

« &% Bas ic ECE i AJ LA BA 51 & 250K BUA R it AT LAMBA SR IKUE B 126 & RI|EIEZR 02K
FERBE JSON HARA B RE AT A K

< ER BN ERMEHR JSON HRKRE, XAWSEESNIERA (KF, AFHASR ) AILITH -
A B E RE,

NF ERAVEE , BE BA%. BRUTH®RIZ— 28R, RAIIHEIEL, E£EF R

BY , 2 Amazon FIRE T (ARN) IEE&Z 10 MERRASIH 5K,
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https://console.amazonaws.cn/sqs/

Amazon Simple Queue Service FF & A R 1ER
RILHE

KIRHE

8. BIABERT , Amazon SQS REFEERSZF[IRNE, EERFEMNBRBEBHER Amazon SQS EER
SERmME  BRFAME, BEXNERPRENELEL , BSRAERAESR (BHE) (p. 50)F 7B
fi B AR5 eRim % (SSE) ( ##1&8 ) (p. 51).

Note

BH SSE & , E&SendMessagefIXI i ZBAFIHIReceiveMessage®E RIFFMHIEL . Amazon
SQS L RESIRBUFEFAEREBE R, MELEEM Amazon SQS RIIEZEEZER ,
-l-ﬁj:lzu‘**ﬁ SSEO

9. (W& ) BEBEIEERAT (p. 52) A BWTEEIENHE |, ERIFFEEI,
10. (™t ) ZEBIIRIEE (p. 57) , BRIFHFZ,
11. i%&3F Create queue (B12BA%). Amazon SQS #IZ2BA % H Z REAFIAFAEE T,

Amazon SQS EENREHEEBEXFAFINES, HTF Amazon SQS B— M2 HARERE , ERFHIEE

“BAFI E £ R REABIZ BT , B RRSBEBMNIER,

BIZRSIfE , BRI EHAIXEE (p. 19) , AREVCHMBIEREE (p. 20). FIERL4RE (p. 20)BR

RAFISEE 2 AR MBS BB IR E

4 L,\

BIERSIE , ERNEMERIEHER.

1. MEMSMERS , &R MBAFIFIER GRS,

2. HERES , BREENBUCEE.

Queues (2) -| Edit H Delete m Send and receive messages ‘I Actions ¥ |m
0

Q 1 @

Messages Messages in Content-based

N A T v Created Ei ti v
ame ype reate available v flight v aeveten deduplication

‘ o MyTestQueue Standard :;éi7/2022' TR 0 0 Disabled - ‘

testFifo1.fifo FIFO ELZTHZOZZ’ 130341 0 0 Disabled Disabled

BHE mﬁkﬁ*ﬂﬁ”&iﬁﬁxﬁﬁo

3. HEMMHFEXH , MAHBXA,

XNTFFEH# LW (FIFO) BASI , MAHEL ID. BEXEZER , S HFIFO X2 (p.9) -

5. (@& ) XNTF FIFORAS , BRI M AHEEE ID. MREARRIIEATETATHESHIERIER , W

THREHEEEREMER ID. BXEZER , HSHFIFO X284 (p.9):

6. ("t ) XN THRERRD !@ﬂh&ﬁkxﬁLﬂﬁ%ﬁ%iuo Bl , B A60FHEFER . FIFOBAFIFX

BENMERNITNEE. BXESEER , 5MAmazon SQS JEE ;IF_ET%E (p. 43) :

7. 1%#2 Send message ( KIXEHE ) o

HEHERRERE , BRAQET—RAYEE, AR EFRARGE UEREXRERXERNES.

@ Your message has been sent and is ready to be received. View details X

Message body

Enter the message to send to the queue.
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Amazon Simple Queue Service FF & A R IEF
YRERASI

SREERA T (2414 )

BT LABEA Amazon SQS 2 & RBEAASIERESE ( BAPIREERI ) FHARINSMIBRRATIZh AR

%% Amazon SQS BA%I ( #ZFIE )

1. #TFF Amazon SQS ZHIA KBTI .

2. EEY, REER RE.

3. (M) EEBET , EMAIINEESH (p. 49).

4. (k) BEHIIAEE (p. 50) , EIEHERE T8 JSON K.

5 (W) EEFHEBFBRAIERS A ITFER , 18EBIT Redrive 21K (p. 52)0
6

7

8

9

(Wit ) BEEHRMBIE (. 51) , BEF “ME
(Wi ) BRI, EFRMBIEEG (. 52) (AEERKTELENEE ) | BEFFLERG.
(W3 ) R, EFRMBABINRS (p.57) , BRIFHE,

SRR,

2454 ERASIR X AE S TE

BRI E (2sE )

FOEEZOEEIRAGIGE | B SURKCABIBREN]. HEMRFIERESR , BELEERERRAES. HR ,
i@ﬂ&?ﬁ?ﬁ%ﬁ?&ﬁ’ﬂmkﬁ B (&Z101),

Note

BT Amazon SQS E— 1Mo HXERE , AEERHEEMNEATITTEE JL/TX'J‘?%BUE'FE’J = B
EXMBERT , BEFETERUREENER, BENARFHNEX, PEAERAR
KE W (p. 30)FFTUCHEE,

WMRERENKENES (Fl , MRERERXUSEWFTIERE ) , Amazon SQS ENEBRFREEETLED

BBZHE. ERBHEE  EORKELBOER  BACERDERFSLBIZEE, FEE ALY
—RHE | RETEEEMG.

Note
M Amazon SQS Z4IAZYCHER , BEIAVEEERB R TN , LMET LB R IZVCEE,
BRABERER (2HE )

1. & https://console.aws.amazon.com/sqs/ T FF I L # SQS #2414
2. HESMBERKF , EE Queues (BAFI).
3. ERFITTE L , EB—RF,
4. i%#% Send and receive messages ( ZEFZUCHE ) o
I (G [Cean ] [Conne [ sensanareceve mesopesJ|cons + | [NECERETERN
Q 1 @
e v cwes o Memm o Memein g, o Cwees
O  MyTestQueue Standard E’ﬁ” ZRZZ S D208 0 0 Disabled
testFifo1 fifo FIFO 6/27/2022, 13:05:41 0 0 Disabled Disabled

EDT
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https://console.amazonaws.cn/sqs/#/queues
https://console.amazonaws.cn/sqs/

Amazon Simple Queue Service FF & A R ¥5F
PN s

25 SRR IEMEROE S UE.
5. NEFGER BT,

53 SQS Frip S haE R, HYCHE 80 ANl it EEE SR ENIFERE,

HEH2 ERCEPCEENGIR. ¥TEFHEE , JIRETHEE ID. REAH, KPMERIRE,
6. EMBRER , BERENREER  REEFNER,
7. TECBIBRER XHERESD | EFE WK,

EINBAFI N Z2

ERSHERT , EULEAKEH (p. 30)RBERIIZRENE, ERDEERT , BIERIINEEH
B, SISl BIZEA |, 455 R INREE GRS N BRUUE R E/FNEEE T RIENE, XN TNEA
WTHIABR B R B I 22,

BINBAFINZE (244 )

FRIEFRBEFERIEHEE.

3B3d https://console.aws.amazon.com/sgs/ TFFAmazon SQS #Z#l &,

ESMBEES , %32 Queues (BAF).

£ B TWE L, EF—BAT,

BRI,

EEBENRIRVELES |, &R R FSZLNETE L. NTHXEH  EEERF. FRIEE
BRER 1 D5,

7. MELLITAERMR :

< ERHHENABHBE
- ELUEEREFTR
- AHENABHE

IR o

HeMN2BERoERE/L D8, RFIRNZE,

¥iARA 5 Z8 (Amazon CLI , AmazonAPl)
1. BLFBEFEREER,
2. BEEEBE{TUTH®sZ—:

* Amazon CLI: get-queue-attributes
* Amazon APl : GetQueueAttributes
3. MEBELUATETIER :

* ApproximateNumberOfMessagesDelayed
* ApproximateNumberOfMessagesNotVisible
* ApproximateNumberOfMessagesVisible

HeleifFod /Lo et , RAFINZ,

MBEMBL S CloudWatch IEHR , BRREFZAIIMAZAZABISMNELENERER. BX
CloudWatch RN EZE L |, i§2HAmazon SQS KA A CloudWatch %% (p. 168).
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Tl B BA 1)

ARl B BA 51

MEETEMER Amazon SQS R H BRI ETANFIREFTELERT , RAEVETEBIBR.
Tip
MREABER RS Z BIRIEAIIREB R ZE , HSFFEIABATIAZE (p. 21)0

B SARIBRBAS , BENEE R ZE, EMIBREASI A9 BB TSRS |, HERRBAS (p. 22).

HIBRBA S ( $2=H1E )

&3 https://console.aws.amazon.com/sqs/ T FF I L% SQS #41A .

ESMEKS , £ Queues (BAFI),

ERRFITE L |, R ERIBRAIRAS,

TR R

FEMIBREA SIS EAE S , 1 AHIAMIBRdelete.
EEMIBR.

o gk wh =

i BRRA %I (Amazon CLIAmazonAPI)
BRI U T a2 —MIBRRAS

* Amazon CLI: aws sqgs delete-queue
* Amazon API : DeleteQueue

M Amazon SQS RAFIFEEUER ( #4#l5& )

WMRIETIEMIBR Amazon SQS BASIE ZEMFRIERFIBEHEE | HERIZAS. HEMBRIERZEE 60
B. BINBWESFHF 60 Y , KRBT /N0,

Important

EBRRASIRY |, oA RAEA S MIBREYE 2o
ABRRASI (#2HIA )

@33 https://console.aws.amazon.com/sqs/ T FFAmazon SQS #4114,
ESMBEES , %32 Queues (BAF).

£ “BAFI” WAL | SR EERRAIAG,

M BB PR B,

£ SEBRAG JFFED |, B ApurgeFikiF “ERR LUBINER,

FRAEHBRMER B ERR, #2548 R RIEIARE.

5 SQS ARV E WAESS

E , BEVEB TN , AFLWMMERE, BRAMEBRES , ARMARERRS , EUgERERR TR
fE :

« Effi& Lambda B , ESFELE BT i & Amazon LambdaBEk (#2%1E ) (p. 58).

oMb =
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BERLES

THRNAERBEAS , ‘B35 SSE MHEAINEE (p. 44).

EIMAEETERMENES. (p.59)

THRMAM VPC KB 8. (p. 103)

E T fi# Amazon SQS HITHAEMZEH , FS R T7 SQS RAFIZEHE (p. 7)F. Amazon SQS £ (p. 1)

ETHEMTEZ D FIA Amazon SQS WIEMMEEEM , BZF. Amazon SQS HIEESKE (p. 65)
N E A — SD Amazon K 9 Amazon SQS =4l , #l#Amazon SDK for Java 2.xFF &% &5/,

Z T fi# Amazon SQS Amazon CLI 5% , &l Amazon CLIGF S5 %,

ETHRIDH SQS B , BZRL D BE LIRS API &,

FI AR E S RS Amazon SQS R E : FREMA APl (p. 175) H R REKCBREARFREARH
I

* Java

+ JavaScript

+ PHP

» Python

* Ruby

« Windows 1 .NET

# 3J Amazon SQS BAFI# 1T BB L MR BHEE (p. 107)82 T B MR B AR B

EZ2M (p. 108)85 H 7 BAFARY M5 H S H B,

T##HBX Amazon SQS THERBMREBNESFEE  FIRPAFIKE (p. 7). HEKE (p. 65)ME

#l (p. 61)o BEABRKIL L SQS XEMHE, MREFEMER , EXEL D5 SQS BN FHA
EERS M A mazon SQS FRE LIz,
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BAZIFNE BARIR A

Amazon SQS W45 TN 8E

Amazon SQS EB T EMIhEE,
E3 ]
« Amazon SQS BAFIE EAFIR (p. 24)
- HETHIE (p. 25)
« ¥ Amazon SQS JEEFMENEIR (p. 28)
« BIHBASIS T (p. 29)
« Amazon SQS A% ERZ (p. 29)
« Amazon SQS ER R KA (p. 30)
. 3% SQS FEERF (p. 31)
+ Amazon SQS A 18 (p. 36)
+ Amazon SQS ZERBA % (p. 39)
+ Amazon SQS BA% (p. 39)
« Amazon SQS JEEER 88 (p. 43)

Amazon SQS BA %I E EFriR

IR D FRERAFIBIPRIARF . LSRR A A BB E R H BB EFIFE S

E3 ]
+ Amazon SQS #rEBAFIFI FIFO BAFIEIFRIREF (p. 24)
« Amazon SQS FIFO BAFIEY E IR IR FF (p. 25)

Amazon SQS #rERFIFN FIFO BA BB FRIRAF

BXRUTHRARNESRFEER , 2RI DB E LIRS API 2E,

RA & #RF URL

HERIEETRBASIRY | BATH Amazon K/~ M X iH i EME—BIBA BB FR. Amazon SQS J & 612 Y=L 3
B — B RS URL FRIRSRF , SRR ARSI B MM E M Amazon SQS A, BHBEXNEATIMIT
R, BMEBRRERMELT URL,

FIFO BABIRI B IR . FifolRRER. BERITA 80 NEFHAIIBHE S . EEENIIZERN
FIFO (p. 8) , AIAKERIIEMREUERER.

DT RERHBASIRBASI URL , ZRASIEIMyQueueliE AWS KPS A FE 123456789012,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue
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FIFO RASIH EL 4R IR AT

BRI LB 5 HEA S H BT S SRR, URESF XK RFIN URL, BEXEZER |, 5
FEListQueues :

JHE ID

BREEHQWIREPEHEE ID, Amazon SQS £7SendMessagel@ R FIREISE, LR IRAFA TR
FIEE. (B, ERIBRER , SEEHEMNERARE, ) EE ID NERAKER 100 MEH.

B aR

BYHWERETIBES R, BHWEZHENRKRAR, LIRSEICESNRERXEK , SHER
9:9€o EHBEEREWESTNY | EAFUREEN AR (MAREE D). Rit , BBIAL FIEYOH
B, RETEEMBRE (T4 ETE BRI, REEFAAE E)o BIRARGBRAKEN 1024 PFH,

Important

MRZRFRRSER mU%)ﬂ%l&ﬁiﬁEN ‘?‘%‘Béé’% STRINERAR, EFRBBRZER
i, BLFRESEREINRK AR (BN, TEEEERBRZER).

BT RERIRE RG] (B=5%&208).

MbZj6wDWli+JvwwIaBV+3dcjk2YW2vA3+STFF1jTM8tJJIg6HRG6PYSasuWXPIB+Cw
Lj1FjgXUv1luSj1lgUPAWV66FU/WeR4mq20KpEGYWbnLmpRCIVAyeMjeU5ZBdtcQ+QE
auMZc8ZRv37sIW2iJKg3MIMFx1YvV11A2x/KSbkI0=

Amazon SQS FIFO RA S E it FRiRAF

BAXUTHRAFNESFEE , BSREY —RLE p 10)MILS# EEFAFIRS API 2E,

HEESHEMER ID

ATHERAXEEHTESHEMBRNTE, MREIRETEEREEEEERENR ID KEE , NER
EAMEEEEEE ID KA HSERHRBHER |, BF 2K 5 U ESHENRERAEE.

SHEL ID

EEEEBRTREREEANIRE, BTHE HRAMNEREAN TANFRINFENMLE (ER , ETAH
HEEAH B AN T AN BIRF.

&

Amazon SQS ABRHEETENW ABEIEEEKF,

| S TR

BUAMFEREERMEEEE LT BEMR MBI N ARFN Amazon SQS BHE ., BUUFERAEEREEERTFMR
Hth Amazon RS ( #0 Amazon X-Ray ) B9 T #E.
£33

+ Amazon SQS 5%' EEM (p. 26)

+ Amazon SQS BERZRE M (p. 28)

25


https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/

Amazon Simple Queue Service FF & A R IEF
HEEM

Amazon SQS JHEEB &

Amazon SQS AWEEEEPEREEMLTHE (metHE, wEZEHE. EEARRE ), HEEK.
BREERZALUEE 10 MNEM. HEEMRWEN , HIRUTHEEN (FE 2z —RBRE), EAET
LAfERH él%ﬁklﬁi?’i“ﬁﬂﬂﬁ B MEEEAEEEEY. H5*EM Amazon SQS B4 & KX HEE M
HEMES  BBHLEHER NS (&) (p.59).

Note

AEREE BRI SH BRI | RE G LU B 1 B TSR M I E L AR
Amazon SQS HE , BERLUFEREERGE M (p. 28)FEHE L TEHIEAmazon RS |, Hlan
Amazon X-Ray.
E
- HEBEMAHEH (p. 26)
- HEBRMHBIEEXE (p. 26)
o TTECHEREMN MD5 HERE (p. 27)

HEBEMEAHTF

Important

HERMHNAEAHSIIETE 256 KB HHEX/NREIH,
Name. Type. Value FHEEMBARRNIZEH null

BNMHEHEBMEEUTAY -
s EM— HEBRMBMUEEUTER : A-Z, a-z. 0-9, TRk (). EZH (-) FHE (). UTREIE
A

« RKAHN 256 NEHF
o THEELL AWS. X Amazon. (REEXRNEELFER) FFk
c R KRPE
. BAEEENFEEMERPHE—
s FHELARFLAHLER
c FHFRFERAR

o KR CHEEMMIERE, XEMEBEE String, Number M Binary, W ALURINA<EEH
BRANAENEE. JEXEEHEEXEFHENRS (BXEZEE , HSHSendMessage®
#Amazon Simple Queue Service APl %), b4\ , ATFRENGEM :

o RKAN 256 NEH
X9 KNE
- B— BHEEME. ®TF String HIEXE K BEHEEESHEEHEENRE,

HEE S ERE

SHEEMHIEXR AR Amazon SQS MATLEXT M AV EEEME, Fli0 , RKFEENumber , Amazon
SQS AWiF#=FE,

Amazon SQS X B EHIELAString, Number, MBinary AKX Tk B E X BIEL AR
¥.custom-data-type

« FRB-StringBHTUEAEEE N XML FHF1FH# Unicode XA,
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HEEM

o BF-Number BRI LAFM ERRAKEE. BFHZAHERET 38 2, FEMNTF 100128 F 10M+126 2
B,

Note

Amazon SQS HIBRFLMERNE.
 ZHt#l— Binary Binary B Al AR A —HE HIKEE |, Bl ERLKE. NEREIES.
« Custom (BEN)— EQEZBAENEHIERE  HNEEEEFRSHMEEERERE, flw :
+ Number.byte, Number.short, Number.int F Number.float AIRIBIX K FhEFRE,
« Binary.gif # Binary.png AIEBIX 2 3043 AL,
Note

Amazon SQS T ##HE. WiF =k M iz,
custom-type FRE 5H B EX EAHEERRE,

TEHEEMN MD5 EERE

R AAmazon SDK for Java , T RABEE AT, X & X1HAE : MessageMD5ChecksumHandlerfy SDK for
Java X TE @3 #F Amazon SQS HEE MM MD5 EERE,

MREFEFAER AP HEF —1AmazonAmazon SQS HEBMET X VD5 HERENFAIES , N
MERALTErRRHIT MD5 HEREITE,

Note

T MDS HEREITETES BENBEXRERR.

j’ii,-

BT8R T MDS EEHEUEEE !

1. REHNAFEXNFEEEBERTHER.
2. FMENMEMMNENED (Name, Type M Value) #HITREHEFEAZDEX,
3. TEEBENMESXKHEERE,

TEERRENMNEREMN MD5 EEHENRD

MD5Utils.digest{)

MessageAttributeValue | MessageAttributeValue | MessageAttributeValue [mm mm mm e - = —— > MD50fMessageAttributes
Encoded Name Encoded Datatype | Encoded value |

| Length | AttributeName l Length I Datatype | I Encoded MessageAttributeValue |

|'£ﬂi§' UTFB bytes | 4 hv"is_l UTF8 bytes ’I

stringValue |= null
«|1| Length | String value

|<4bmes._ - UTFE bytes 1

binaryValue != null
"""""""""“"““"“““““"““"i2 | Lenglh | Binary value

|< 4 b;des’ « H#bytes 1
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HERGEM

T8 A Amazon SQS JHEE 4 4wE

. NEMEE  KE @ FT) MBHHW UTF-8 =T,
2. WHEXRBRE : KE 4 F7) MEEEEN UTF-8 =1,
3. XA (1 AFET) WEmER (String = Binary) &8,
Note

BEHIERA String M Number £/ String &R,
BEBIEXE Binary £/ Binary KR,
a. XF String BHEH  HIBH 1.
b. XF Binary f&#EH | HFBAH 2.
4. NEMELRDB.

a. XTF String BWEE , WEMERD : KE (4 F7) MEN UTF-8 FH,
b. XF Binary HEE K XNEMERD  ENKE (4 FT ) IRHEFT,

Amazon SQS JHE RSB M

& AR A JE BB 1 (p. 26) NN B E LT IR M i 2 2 A2 F# Amazon SQS JHE

BRI LA E Y B RS m 1 e B ST B Amazon RS |, lAmazon X-Ray. E%E%FE B

B ., MessageSystemAttributefIi& 'R*%ZSendMessage%ﬂSendMessageBatchAPl 19.%

fE , AWSTraceHeader#EReceiveMessageAPI #4E , BAkMessageSystemAttributeValueH
BIEE A Amazon Simple Queue Service APl £,

HERGBMNEHSHEBMETE—#&  RTHTHIN

s UK -SSR EEREEMER AWSTraceHeader, ©HEBNMME String MEEMSI RN ENEHE
#) Amazon X-Ray IRERFRK FRFSB,

c HERSEEMEHR PR AHEEBHE RN,

LIEAmazon SQS JHEFIEN AR

R T EHBEEEELEBERE %Fﬁ%ﬂﬁﬁ/}? Amazon SQS T LABEERFIFIER, o WA A HE S KB
2, BXUNMENEZEER , 5 H“Amazon SQS A L& (p. 36)"

Note

X TFHREERS , BT Amazon SQS W RGN , EREELUE. EASHEBRT , ITHRAEIA
B B9 SERROE B
T FIFO A% , EREHEHEN,

TRIHETHAT GetQueueAttributes BEMBEMEBW ;

% BHAH
IREXA] MBA B8 2209 K BUH B8 ApproximateNumberOfMessagesVisible

FRENBA B AR EER BT A BN AN KR BE B 8, t1  ApproximateNumberOfMessagesDelayed
RAAFIHEENIERAS , REMEA T LERSBOKR
RFEHE , M HIXMER,
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SIHRASI 5 7T

7% BB
RERETF IR N ABEER. WRBEEEXE | ApproximateNumberOfMessagesNotVisible

FEPE , BEARBBRRERIAETREEAR
B, WHEBHARNLT TR

Bt BA 5l 7 TR

XLERXEE ; listQueuesHMlistDeadLetterQueuesAPl FEXIFAEN 2 TR, BRIAVEIT , XL
AP| 53EfEMASE B HIRE &% 1000 NS, AT ELf¥MaxResul tsSHAEFMENPIRENERRD,

# listQueues & listDeadLetterQueues ERFIRES I MaxResults , UIEEEEBMNPREN S
RERH, MBELRZIZREMaxResults , MNZEZEE 1000 MERFMNextTokenB N FHER null,

MMRFRIREMaxResults , MG FEERENextTokenIRES RESE R, EX listQueues T —
MERFF NextToken ERNSE , LUBRT—TNE R, MBREEE REZER |, NINextTokenl 5 A #Y
B null,

Amazon SQS 247 BLFrE

EHLAHIMRIEH Amazon SQS BAFILABITRASE |, B LURINA FARREAS B i T TS, XERZ
WETFZAIINAEER, EFEH Amazon SQS ##H A B ENRZ , S Hthe section called “J3 BA FI Eit E#x
£ (p.57

BALMERBA D BAR S AL Amazon k8 |, URMEBESHRELEN, BHTILERE , BIMUEREE
FRERAER Amazon Web Services IKFIK#E . BXEZEE , S5 (Amazon BilingfF15/) H#IR

BEAERADERE.
BIMIEETELRELN —NME-EX, flin , MRLIZRMTIRZS , M ATEAFRIRIX LA : E7=F
HBA S
Queue =4 &
MyQueueA QueueType Production
MyQueueB QueueType Testing
Note

ERBAFIFRE R | B ICELL TN -

o BRAMNTEWEBATIFFMET 50 Mrg, #Z X Unicode FR/F. UTF-8

o BREREEMIENLEN . Amazon SQS FREBEBENFHFE,

s REXHKNPE,

- BASNARIBAHRNTRELEZNERE,

o HRFRMCERMERSIHN 30 TPSAmazon Web Services I, MIREHNARFEEESNEL

B, BREXEXR.

BXRIRZERFNTREIIER , BSRSAFEXEEE (p. 61).
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HERBRMKEA

Amazon SQS B a1 K518

Amazon SQS RHFER WM KL EEKRBIIKEE . BIABERT , RIIERAERH.

5%54%# , ReceiveMessageERNEBHARS /N —NFE (BT MNENSH ) , UERTESEEMREAF
HEE, BIFEERARKREEMLEE , Amazon SQS 14 Bl &% AR,

5k#®# , ReceiveMessage B REMAB RS FH/AREIUEL . Amazon SQS EREEL—FAAKER
(RZATMEERPEENRHER ) EEXENN, LAEERHESHESHR , Amazon SQS Fakit
ZE I R,

T80 @BREraMceaniFacss.

ES1}
- BYERAREREE (p. 30)
- BEKRAREAES (p.30)
- KEANERHZEXF (p. 31)

BYERERERER

HBESERAMAIIRERERE , Amazon SQS X HE -5 RS (BT NREN D ) #HITRHE
HEMMNZLERSFJEEEE, EAit , %E ReceiveMessage BRABEFLBRELZNAEHEE. B2 , W
REHWEAFIHRHERDT 1,000 &, —NEEERFEEEHEE, WREKENEHBAIIFEAER , I
Amazon SQS X B RS EBRHITRE , REEFREEHNAMAHES.

TEHERT REEMF 2 — R HEUGEREMRERFIREREERNEL BTN, Amazon SQS X EE TRS
R (ERARE) #ITREANXERSH/EEEE A, C. DB, REF2ANUFEREEEE E , BFH
BREFEREEIZEL.

Your Distributed Your Queue
System's (Distributed on
Components SQS Servers)
Component E
1 Messages A E o
el Received from

Sampled Servers o E o

Gompzonam « A eoo eoo e -

BYKRRERERER

L&t AReceiveMessageAPI BIERTF 0, KRWEER L. RIOEFHNAERKN 20 ¥, KRAEIHE
MR HE (T£)25H S AR REBBIEEEMFER Amazon SQS BIBIA, ReceiveMessageifXR) Ml
B CEETABREBEEMERF). BXFEA Amazon SQS & RFAIIRIAEGGIEAKLAH
B8 , BSREBENIISE (BFE) (p.49). BXREXE , BSR REKRLH (p. 66).

KEWERUTEFL
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ERAMNERRZEHNXS5

s ERZEWR ZHE , £7F Amazon SQS FZIRAFIRAEERTARNLE , NTIRDZMRL, RIFEZER , &
MXf ReceiveMessage BRWMAFEDBE—RTANHEE , HERZEE ReceiveMessage BIE
PEENRABENHES. ERIBIERT , BIERSIPEEHEE , Bk KEIZIN , AERHNRE
HFReceiveMessageWaitTimeSeconds&#,

- BIEHRE (MFRFE) Amazon SQS RSER , MR BRHIZ @A
- EHEETANMYEREES.

BXRMAEIAIINZNER , BSH. BIABIIRZ (p. 21).
KEWHNEFR 1 [H /Y X 5]

MBLTHFHA AN 2 —FF WaitTimeSeconds ERH ReceiveMessage SHIEER 0 , N HIELR
-
+ ReceiveMessage ¥ WaitTimeSeconds ®EN 0.

+ ReceiveMessage AT RIRE WaitTimeSeconds , BRASIE i
ReceiveMessageWaitTimeSeconds fHi&ERN 0.

I 5% SQS FEERASI

Amazon SQS XIFFEETI (DLQ) , N TERZEKINGE (/R ) WEE , EMaBAF (JRRASI ) ATLURIEE
RAFIER BAr. FEEAFINTRRNABRFREEREREA , RACIIATERERERANEEURE

HABFRIWERERE. BXEA Amazon SQS 24 AREIFEEIINEER , ESH. BEREG (24
B) (p.52)AREERENARFREAENARFIATEAEEE  RUNEAESIEFHIR

BE (p. 52) T H BB EIRRAF.

Important

Amazon SQS T2 B BIREEI|, HTELIES , RS eeFHAESE,

3]

« JEERFIMTHESR (p. 31)

« SEERNTIE WL FAL ? (p. 32)

« TEMBAFIZER AL BB E LM ? (p. 32)

- {URtRIEASEERASI ? (p. 33)

- EEBHIEERT (p. 33)

- BEEILEBATIAY BRI (p. 34)

+ CloudTraillt &% SQS EERAF (DLQ) EF WK EHFMREER (p. 34)

SEASBABIHY TAES X

a6, AT S UENRE , flNEERERAENARFTINEREZGRSENARFRABERNRTHNE
NIRBSEW , TELEHEE, fl , MEAFFERAERSESR ID Ti& Web iT# |, B R ID S4MER , N
Web BEEMRIBALLMAS REIR , MEESSITRERIERFRESIFEEAT,

an, tIEBENEARTRELTEZEREATEENDUNENTE , NMSBUHEPIHEKR, 1IN, HRE
ENEMHEIR T EERRITE B AR,

redrive RE&IEE TR B, FEESRAFILL K Amazon SQS ERRA IR & REELEE BB EXRBMEER
NI EBH B EENFZE. maxReceiveCount RIEHBEERBERENI 2B Z MR TIEZUCEEM AR
FFEMBRE R B, i EmaxReceiveCount RRIEMWE (I 1) WEBTEEBEUCESE , NS BUHEEM
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SEAEBA5IE BRLEHFAL ?

BERENY], HEHESEMEERNEFHGRBRRER. TARENRFEBIREHER | HFZER
B8 EBmaxReceiveCountd , AR TFRBHEIR,

redrive S SR EE IS E BRLETRRA B F] AT R ZEISRA S, LLERBSER FREMNIEENT. BLLUERRATFE
TRBATI, AVFSERIRRASIEZIELFMERAI . BIAAAGFERASIERIES. MREEER LTS
ERAF ( FEAbyQueueikB ) , WA LLEEFHIRRA S| Amazon BIREFr (ARN) E8EZE 10 NREAS, MBS
EEdenyAll , MIZBA TR BE A ESE/ERA S,

EIETEIRESI , ATLMEREG ST SDK. AmazonfE4F R f5H B R XTI FRER TN EN
RABIRRATELIRE, B —RBWSNBRIIAF—PNREETIERBIR. BXEZER |, F5
FCreateQueuesiSetQueueAttributesBEMNELERETI (#EE ) (p. 52)RedrivePolicyH
FMRedriveAllowPolicyEM.

Important

FIFO BABIRIZEISBA 5l B 242512 FIFO BA%, REIHE , #RIERA S FEAE BA Bl th A= ARIER 5,
IRE F AR B9 75 5EAmazon Web Services T /= SR 81 2 5E15 BA 51 K H 4t 121 5B 45 BA 51l & 3% 58 S I BA
B, HEA , FEASBASI AT 68 1E 6 A SEE BA B ELAEBA SIPRE A X Igi AR, filzn |, a0 RIBIE X E R EP
(BZEMN ) X6 —NBASIH HEXT ZBASIEFAFEEBS , WEE=ANBAFI B AT FEERE
(BEZEMN ) X,

NFHRAS , SHENTH RAREAETFHERAARNES. HHESBIHZFEIIEN , A
BARTE B RIE T2, ZApproximateAge0fOldestMessagelBtnsk ~E BB EIEERA

5, MARBRMKEEENE, i, BigE—RELSEBEREIIZTERRBASIFE

B 1R, MBFEEAIINRBZHEA 4 X, MIZBBHRFE 3 RENTEEERTIRMER , REHA 3
XK. ApproximateAgeOfOldestMessage® it , RIEMERBKZTRERIINABHRERLE
HBASIH IR BRI K

MNF FIFO BA%I , BB BB EIFEERTIE , AR RBLEE,
ZApproximateAge0fOldestMessagelEtnk TE AN BEIEES, £ LEHRE—NRE
o, HBTE 4 KIEMFEEATIFMER , ApproximateAgeOfOldestMessaget 4 Ko

SEASBA BB RLE Zr AL 2

SEEIINEEASRABRETESNEGEAH, FEERIIEETURENEE L L EBLENEE , B
BEALEFTENNRR. REFEASTLERITATRE

- NFBEBEREIINESEEER.

- REASHREBFETHRSBHEBERERINRE,

- PIBERFAIIEERNR , LM RARESEFHERENEFRE,
- MERBNERERET RRNNERLEHEE,

T EIRYBA SR B g fT &b 3B E B R K 2
PRIERA T

PRAERASY (p. 7) B EER |, EFMRBHIH, XHPXHE B AVEFEAERTTEAL E R E B BE LEBA S #Y AT 88
HRERK, FEANESLELTRNAIIREEFRORERE,
E—NMEBHRTLFHEENRSEY  HEFASRELEZRIATRBRN KEEE ARSI MARHLEEHFTR
FNREH. REFRE/LXLEBEZRcERAMNEERERERSY , MAREXEHEI P —EZHAE
(A

Note

EBAFIAR TR ¥ITHEERERE, MREN AP EETEERHBREZXZIFEENY , ML

BRHENEETRASEE, Bit , N THRERIINVRR | FHAREHNARF EBLERESL
H,
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A B RIfE FASEAS RA B 2

FIFO BA %l

FIFO BAZI (p. 8)3&@33 I+ 6E A 5k B 3H B A AV E BRI A — IS E, Rt , R"“EFH%T%@@*’*%?:
— A EEATHAEFEE  BERLISINESEIRDLES T E— N EEAGRETTARS

Note
FIFO BABI AWM YITHERER D, it , I TR ILEHFIFORA S HE 2R IE |, BHRAREH N A
EFEHELEEELE,

LHSM FIFO BAZIB 3R FIFO DLQ B , [R#AE SN ES BUREMIBR 1D REHR 7 REEEH 1D,
XEH THER DLQ EEREM BRI F AR5 S 58 MM D RAMIEE.,

{a B B2 5 SEAS BA B 2

HRIEENII SRS —BEA . SENNARFTRE TR , BRBLFRAIEEY, FE
BAI 7] %5 BY S BE B A IE BB AV 3H SR iR AR RO R &L

Note
ENMEEGERSEISRAG |, th R4k 4E M R IR AYRA 51 3 2232 & 3% IR s A< R (D i 5k T A 5H B

—ERERAEGENIIRBDEENEE  BORERETEHHE ( TUBBETELENHEE ) B
ATREM,

x MREFERBLERPBEBHE LR , FOREEAIIEIRERT —BER. flm, MRENE
F RS SEBE RE N EHRERAARS , WREEATEAT,

x MREFEITRE S IRENBYIRT , BREFEFIS FIFO I —RER, fll , FEEAM
WEEFNREREIIR EDL) PEATEUANIESEAS , RNERRBIRF 22U REEEN LT3

RHE B HIEEAS

ET LA FISEAERA S redriv e REE AR ERE SN EREL, EWME T IREAIIPIRAEREANESNELE
MR THER , JFXEE BB @ EIRAS. FEERA S EH IR 308 % 3 B K B et 5 Bt
TTHAL IR ERK API BRREA,

BEAESKKRAF £ Amazon SQS SendMessageBatch ReceiveMessage,
DeleteMessageBatch API REHEINEL . At , IEEF R ELBEARESR
FimessageidenqueueTime, MRBHWFEHE . FEERIEBSHNEMNERBAN AP BRIXBFET
Amazon SQS EMMHIMKE

Source Queue

e —— | =
Ef 2 o] | I8

Fully managed message
Applications queuein: g service DLQ Redrive Dead-letter Queue Redrive Policy Applications
Producer Applications to source Moving unconsume d Consumer Applications
sending messages queue messages to consuming messages
Moving messages Unconsumed Message Life Cycle dead-letter queue
back to source queue
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HEESEIERABIRY (B

BUABR T , SE1SBAF redrive 2FFEEMIEERFIB RS, BR |, &t o] SURHEM EAFRIER 5 E
BANEFEN BN, I ETUREEREELIRE Amazon SQS BalHEEHNER, BXEEILFENSI
ENENRNOUE | ESM. BEFLEASIEHIER (p. 52)

Note

Amazon SQS XA Amazon SQS #4I1A F API BFRERA S EZHIX S FEESRA S,
Amazon SQS T X1 H 2 MIESBA I A T 73K 3 5 5 1% FE SO 2o
EEMIEBRESRLSAEIZIT 36 /Nit. Amazon SQS BNMNKFRZ X 100 MNERNWERE

%o

HEE LSRN 5 RY B3

ERLEBRT , Amazon SQS EERASIFTREH T B REZTAHIZIT, MERDBLR 7 5 L 1R H 15 BE 20 4] iR R X
LR,

ERAEHEERHETRASBUHE BB RS

Amazon SQS 2 H & P EFHNEEIT ANMKIINEM B RENEFT K. it , IREERHaHE
B HEMBAFIE redrive SREEFPIEEANRBAVER |, NZ0H BB EM M SIAISEEAS,

ZEBLTH , BARTTIREZ—

o 39 4E BIBA BB EHTIX 3h K EE 18 K Maximum Receives & & .
s BREZRFHAFEFTHMAIIBNES,

JEAEBA 5B NumberOfMessagesSent A
NumberOfMessagesReceived FPLH

MRBFEHEIFEEMFIEIZEHEE , ©FfFH NumberOfMessagesSent 1E#rilR. T , MERLE
SR KM AL EEFIFEBRS] , MIERTLMIRIZES. Eitk , NumberOfMessagesSent
NumberOfMessagesReceived HE TR,

BXREZENEERENIEBHER

EEE , BEMIIEHRIFESHN Amazon SQS REMMHR , LIEKRBEEFIEESHFES R
EEERRAS, MRENRTZ , SEEAFIEFRRHZFAIIFTLEHHEERRIR , FFTRR LK. &
TUEEHREMBHESHRSUMEERR , RAEER,

IH
- CloudTrailll B SQS FEEBAF (DLQ) B #HiiKzh B EFH AR ER (p. 34)

CloudTraill 5# SQS 3E{SRA%I (DLQ) EFIEIRYE
A PRE R

2023 £ 6 A 8 H , LS# SQS # i 7EATF SD Amazon K # (CLI) #93E/SBAFI (DLQ) redrive, Amazon
Command Line Interfacellt haE =X =N E X EH DLQ EER I 5 AmMazonkh I, MREZaiFERAS
AmazoniZHl A EF R FEEMIERE , N RELZ RN TE R :

 CloudTrailEHEm & U EmEFERT (p. 35)

o EH T IEMFIEFRIIHNR (p. 35)
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CloudTrail BT FI X FRE K

CloudTraill ==

2023 F£ 8 A 31 B , SEERAFIEE K CloudTrailiFs BFFETL L% SQS #2448 LER, MBEEEHIXLE
CloudTrailE#iRE 7Bk , NS B H#FITEH. LA TR DLQ redrive BYFCloudTrailE 4 & %5 :

ZBIHES B MEHER
CreateMoveTask StartMessageMoveTask
CancelMoveTask CancelMessageMoveTask

SEHT T R

1€ SDK #1 CLI fR4<# , Amazon SQS EE#H T DLQ EFEIIHIATINER , WEFLEHKIESIER. FHU
TRAFIBREREFH ISR B DLQ KIH B

1. ETRENNE ( DLQAPI BENEF )

2. EEUO# SQS KEENR

3. f Asqs:* B H AF B A PR 3K B

Important

EfAERAT SDK = CLI ¥ DLQ Ef Rz , LFERFS LR ET 2 — TR DLQ EFNR
g,

WREH DLQ redrive BAFII R S LiRiE Tz —FEEE , N AE 2023 &£ 8 A 31 HZ AT EHBHNE. M
MR 2023 F£8 A 31 B, BHNKFFREELEZEFERT DLQ E/F 1 X8 A &7 Amazoniz 4l & B
BN REFREIHE, BN, RIZIRTE us-east-1 F eu-west-1 FEH “KF A, E£2023F6 A8 HZ
7, ‘KPP A” FF7E us-east-1 Amazon BWEH L EEHE |, {BE eu-west-1 F R 2, 720236 A8 HE
2023 % 8 A 31 HZE , MR “IKF A" WBERNRE LiRiET 2 — R IEE , N R BEFE us-east-1 Amazon B
FHNLEEFHEEBEE , MTBETE eu-west-1 FEFHLEEE,

Important

MR 2023 F£8 A 31 HZEEHW DLQ EENESHBP —MNEMATE , NENKFFEEBE
AEHAEE DLQEE. Amazon

LT R84 DLQ EFESNET ARSI PR R, MRS EFmINE (SSE) BT (p. 51)8t , EEMENH
Amazon KMSZ 4R IR,

ETa#E

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
L

"Action":

"sqgs:
"sqgs:
"'sgs:
"sqgs:
"sqgs:
"sqgs:

ReceiveMessage",
DeleteMessage",
GetQueueAttributes",
StartMessageMoveTask",
ListMessageMoveTasks",
CancelMessageMoveTask"
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QRS

]I
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"

}I
{

"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"

UTRERBEESMENERNR :

+ AmazonSQS FullAccess — BIELUTREMIER IS : Bah. BUEMSIHE.
+ AmazonSQS ReadOnlyAccess — 2t RiEI5 RIPR , BIEFIHFEEIIEF BN ES.

Step 1
Add permissions

Add permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job
functions. Learn more [
Step 2

Review

Permissions options

) Add user to group () Copy permissions © Attach policies directly
Add user to an existing group, or Copy all group memberships, Attach a managed policy directly
create a new group. We attached managed policies, inline 10 a user. As a best practice, we
recommend using groups te policies, and any existing recommend attaching policies to a
manage user permissions by job permissions boundaries frem an group instead. Then, add the user
function. existing user. to the appropriate group.

Permissions policies (1/1051)

| Q. AmazonsQs X ‘ 2 matches 1 @
-] Policy name [4 A | Type v | Attached entities v

| = AmazonSQSFullAccess managed 0 ‘
O = AmazenSQSReadOnly... managed 0

Cancel m

fif Fsqs* B EL /T AV X BR SR B

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sqs:*",
"Resource": "*"
}
]

Amazon SQS A L8

LEAEFERRMNLERBIIFHEER | ZHSMREEIIF, Amazon SQS T EFMBRZES. BT
Amazon SQS B— Mo A XRE , RUTERIECERESKEFRRETES (M0, BT EERBEIERENA
BFHOEE) . Bit, ERAEEREMLEE S E LTS R ZHE S
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EMRIHES
RecelveMessage ReceiveMessage
Request RecelveMessage RecelveMessage Request
Request Reguest

Visibility Timeout (in seconds)

Time _F
Message not Message not
returned returned '
Message returned Message returned

WEHEE , B X AMREEBASIF, Amazon SQS 2R E A M4#HEet , Bl Amazon SQS BELEFRE A P #2UR
FHAEH B — R E, HENBRINTREBN N 30, FBENOW., FREN 12 /Iet, BXREREHE
FEABIEE AT W R |, TS EEBEATISE (2HE ) (p.49).

Note
X FARAERG , AT RMEN A TERIEFS2RBIFWIEER, BXERZEER |, HSHAt-least-once &
1 (p.8) :

FIFO ARSI A& EREAERRZRER

- MRAEERNE|SendMessagelREXM , CALBREEES XERLE , FAHRNERERE
D, BiIZBIEEEEEREMRERBIR ZHNZEDKRE—XBIA , WS REXRTLEWEEN
B, BRI ABEHE.

- MRFEAERNEIReceiveMessageRERM , MAFERHEENZERIERZR ID REFES
RER, RICHREEINMEBRIBZAZLRE —REIA , MZRERT LIS AR
Fo

- URKEHEHEE ID WEEN , RIFEEHBRIZEERZERENTL , BNFLBERER—H
B4 IDWHEE,

TH

. ERIDEES (p. 37)

. REATAMBH (p. 38)

. FUCHSH A NMEN (. 38)
. KIEEBH A AMER (p. 39)

Ef I B R
Amazon SQS EEB =ZFEAIRE :

1. AFIEAZIEEIRAS,
2. JHBE MBS PR,
3. EMBAZH#IBRo

HEEEFEREINIIGHANCEE , BERBEREMRGZE (ERS1M220 ) . FHIHE
EHERARS. EAEMNAIEKRITES , BEARMASIHRER (BIERS 2M3 2@ ) &, ZHEHN
AT EITRES. MIDEENBEREH.

Important

EAT UTHETHNESRSTREENFHIEETX.
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R B A] A B

T FRSEFRES ( BURTFRAIIHREBAEESRE ) , RZALE KLY 120,000 £FMILEE ( AERAE
MBI , B RMBAFIRBIER ) o MREEEAERI (p. 30)BHAF| L EE , Amazon SQS £iR
EloverLimit4iRHE S, MBREMHEA KL (p. 30) , Amazon SQS FLIREEAHEIRES. R#RIKE
Etﬁﬂ%iﬁ , !@Eiﬁﬁ&ﬁhﬂiﬁ%)ﬁﬁEMMﬂFF'Hﬂ']Il%o R T LUE ISR E BRI E, ERERSE
B}, EREIXEER.

X F FIFO BA% , &Z AT LAE 20,000 & KITHE ( EAEMBTIEEU |, B RMBATIFRHRIER ) . dNREIKE
WEE , Amazon SQS F&IREFMEIREE .

Important

5 FIFO RAFIRY , tNRAETAMEENE DO ZAKEER , DeleteMessageiRER LM, W
RALMENR 0F , MSAERFEENE —ZERARBRZEE , SUFHANERF. W
RMaxNumberOfMessagesZH AT 1, X ATAELFH Amazon SQS #EXIReceiveMessagel
EHRE—NER P IEEENHEE ., BXEMIFEMES , H5 K Amazon SQS FIFO API ) THER
IEO

%5 A L At

A R MBET M Amazon SQS BEN SR, EXENEE  FAETULEANBES. B2 NRER
EEMBEE 285N | 3 A EMRGORATE TR 4 52 81371205 B8 DeleteMessage B4E , M
H o5 G UL E R RN R EERERZOE S, MBRFEE RasER— R AR ERENETR
MR A HAIE PO R R

S/ Amazon SQS FABIBY BT M BEHRE S 30 B, BTN EANGIEHHRE, BE , LAFT
TR RHR B N 4500 R AR AL I B MBASI R B  B AR B B KA, BLoh | FERUCH BN | BE
T NEEN SR EBEHN TLIHRN , MABEXBIASINEN, AXESEL | FSERMLENY
£ (p. 65)8% M BAE KRS,

MREFHELE -FEERESKAHE , ENERKNERERRZ IR OB  BEDRE TR E (flm
254 ), RE (REENERENELEBZER ) BT AERESS HIER 2 24,

Important

B AT EREIETE N Amazon SQS W ZEIReceiveMessageiERE 12 Mit, EKAIMMEERNTL
EERKAE 12 M,

WA, BB R R H BB AR E N BReceiveMessagei®E KRB BN iTATBE ARV EE 12 /)
B (5170 43,200 % ) . Hla0 , REWE —FEEH BB KiXVisibilityTimeoutEF
43,200 #'#IChangeMessageVisibilityFFIRIRE KK 12 /Nat , MZTEERATEER XK,

B2 , BRIFEBETEREEReceiveMessage MIEF AT AR 2 B FERTIER , SNER
43,195 WWEFEER. MREWEREZTEEY 12 Mhet , BEREMR Step Functions,

B UUH BB A R

HEBER BASIATE EHTF BB ZE R, SN AT B ATER 8 (Hla0 , R AT6EH E L2 MM kR
HE), AIENAEA ChangeMessageVisibility B/EREEFHNBIERSE EREKE ST N4,

flgn , mRBAFIMERIAERER 60 B , ERBUBCHERE 15 Brt , BMERIZET ChangeMessageVisibility
WAHN VisibilityTimeout ®F 10 # , MiX 10 HMEH 1T ChangeMessageVisibility AT
wmitet, Bt , BEESYERTAMEENG 108 (£ 25 ) &8 | F/05E i o] A4 e Sl BR bt 55 549 = =048
ARES B IR,

Note

B EIR B &8 A ChangeMessageVisibility B{EfR 4K, i, FHBHERNREAT
SHEM4SEEREIR, ChangeMessageVisibility T EME S/ EEZWRRELETIRBR,
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£ 1F5H S AT LR A

£% 1E5H B Ry AT A A

LR ER BRASIRVE S B , IRATBES RIRKPR L H AR BN ERIZES . Amazon SQS AR ¥FERLIEE
EREH AR AEER, XREZEENREFHEMA A H B ATAE,

E& 1AM ReceiveMessage FAILHEM AT AMEAT , HA ChangeMessageVisibility 4%
VisibilityTimeout &&H 0 #,

Amazon SQS iEiRRA S

RGBS N ERAENFE AR RERRBENDE , flin , YENERENAERFEEESH
RHRIANEEH B AT, MRECIRIEIRRASI , WA ZEZIRAFIMEME SEERHEAXNERAEBT AN, I
RN (RE ) TR OB, BAENR 15 94, BXEAEFHNARELRNMNIINES , BSRESIIISH
(EHA) (p.49).

Note

X TFHRERS , SASERRER B Y — B REF 2P F EREESNIER,
XF FIFO BA% , SRAFIERREREHN— B RELFMWASIF EAHHENIER,

HERRABUSRAUT AT M B RS (p. 36) , RN EESEAEERENNABRRNLEREER. =&
ZBEXBET  MTFHRS , HEEERRMBIA S 2EREN ; Xt TAREER , HERIEEMK
SIERE 2 R, TEULE T RPN o] I 2 [ AR R

SendMessage ReceiveMessage ReceiveMessage

Request ReceiveMessage Request ReceiveMessage Request
Request Request

Visibility Timeout
{(in seconds)

Delay Seconds

Time
Message not Message not
returned returnad ',

Message added to

| returned Message returnead
queue essage re ssage refumne

EREERVENEHE , MARERBNBATIH 6 FAEEENER (p. 43) ¥ Amazon SQS i fiJE B it et
gaDelaySecondsEmM T2 LR FIMDelaySecondsfB,

Amazon SQS BA %I

EEAERHESER (BINERWA ) &, IEESEASI AT RS BY I8 BT K A (B I ZP B R AR . 48 AT AR A I it
IEFmeIREELE, £FRBENNARFEENIERAT,

EFmBRS MRS (EFNRERBLIZNNARFEES ) REFIEA Amazon SQS A% L,

LHEMSNIENAIINREREN , XBESENNARFAERIN APIEA , XNESNETE. iF
ST BERE , BB ERIGERAS , BMESSEREFHOERIETEXM BRI,

BT RIGESRAFI AT LSS

- ENRARELEIHENREBERFRE,

- BIZ M ERIG B BA SR 27 £ AL A

« Ef15#% (&8 ) Amazon SQS FAFIE API A, XEWRE K& MIZYOE S B9 IA H 7T LA T EEBUA
Bl &k MR WOH B
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FEHABA B

£
« KEHIRAFI (p. 40)
o BER-IREBWCRIER (EBBASI) (p. 40)
. ROIZE  AEEFIER (p. 41)
. BRI (p.41)
- ERFEW (p. 42)
- JBBRBASI (p. 42)

RE EARA 5

REARA S R I Bt BA 5 B P i B B2 B AN o AR 5 1. R UBA S R O 2 MERE B 1938 E H 9 — 4 Amazon
SQS BA3l, BXEERXEK , F20H BREEDNIIFEEFEAHERLEEL D (p. 69).

Note

o SIERIBAFIRENNIBBCEENERAERIGNHRFELEE. ATELBATITX Amazon SQS i#
TAPIAA , BRI FTLF=£FEARERA,

+ TPS BFEATENENAFIFRHFAEELBS, BXESER , TSRS EEEXNE
# (p. 62) :

AmazonSQSVirtualQueuesClient @EEREEIN TN EEBAFIEXEHEN LI, ECIZEELIBAG ,
BAFER HostQueueURL B 1A CreateQueue APl #B1E, LEMIEERXERELIAIININERATI,

REHABA S URL KA TR,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue#MyVirtualQueueName

BIEBEELAY URL LA SendMessage = SendMessageBatch API #R4ERT , IGATRA S F iwineT
AT 84

1. REEBBASIE R,
2. REESIRATIE FRAEJY BINGH SR M 1T BT A
3. REHBBIEHERAGI,

LHolRERFEERN , FALKBERAINAY , FHREX MEESEEFREIEE R REBIE S,

UFEREEELAS URL LM ReceiveMessage API #R4ERT |, BRI RASIZFFIREAEILAR , EEE
ALBRFEERABIEBBASIR, (iIFEIEALLTF Buffered Asynchronous Client (p. 181) HH9H S FEUR
fE . BN APHRETBURE R IR EIRS 10 NERBAG, ) WIEBREREAISMBRFIEEFIHER , MEE
A Amazon SQS X &,

AmazonSQSTemporaryQueuesClient £ BaIFEAIEMNFIBRIIFZE ARSI, ©ESBZ)
FERERKNBAIIEYE , BECEEVAS, XERRFINBEMEARRNATERENSR (BRINERTH
__RequesterClientQueues_ ) , ZETSCRBAFISRIR A IGEIRASI, XEBEFFHAL THBSENR , 7L
L BIZFIMIBRRAFIM NG RIE, FFiHEEFE AmazonSQSRequester 1 AmazonSQSResponder #1
USRS RA S 2 (R B R [a] B4R o

#HR-RH SR E R (EAUBAT )

G RAFIN R E L EARHNBER-MESE R EER |, EIHERE ARG RATIRERENARE S, T8
RABZRIIRE S B2 Amazon SQS BAFI |, IEETBASIZ F i 2 F S BI 2 FMBR 2 MGEIRASI , MEZ#ITIE
il Amazon SQS API . BXEZER , BSHEMER-TMNRE (p. 67) :
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TR AEEFRER

THERTEAKEXSHNELEE.

' L]
SendMessage ( ! ; '
"MyQueue#MyVirtualQueueA", : " “’E’ ( 1
"Hello world!") , iyQueve" '
: . i "Hello world!'", "
Hello worid! ! “YirtualQueueName" = "
Virtual Queue Client ! "MyVirtualQueueA") :
i
‘ allk .
: SendMessage ( / :
i "MyQueue", Hosi Queue 3
SendMessage ( " ! "What's up?", MyQueue '
=—"MyQueuefMyVirtualQ " . o —_ ! "VirtualQueueName" = Helloworld!  What's up? 4
"What's up?") HEEH ] "MyVirtualQueueB") :
What's up? : '
!
Virtual Queue Client N oa):(-»o ___________________ '
Amazon SQS
|]........
Hello world! Dnl | |4
ReceiveMessage (
"MyQueuefMyVirtualQueueA") Virtual Queue
Qu MyQueue#MyVirtualQueueA )
<k
ReceiveMessage ( Dispatch
"MyQueue#MyVirtualQueueB") > pl | |q Thread
- i / Virtual Queue
< MyQueue#My\VirtualQueueB
[
What's up?

Virtual Queue Client

TR LEEFFER

LR REIZERTT MMAFEA AmazonSQSRequester 1 AmazonSQSResponder #EORAEBHAFHE R
BER,

E& P in

public class LoginClient {

// Specify the Amazon SQS queue to which to send requests.
private final String requestQueueUrl;

// Use the AmazonSQSRequester interface to create

// a temporary queue for each response.

private final AmazonSQSRequester sqsRequester =
AmazonSQSRequesterClientBuilder.defaultClient();

private final LoginClient(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;
}

// Send a login request.
public String login(String body) throws TimeoutException {
SendMessageRequest request = new SendMessageRequest()
.withMessageBody(body)
.withQueueUrl(requestQueueUrl);

// If no response is received, in 20 seconds,

// trigger the TimeoutException.

Message reply = sqsRequester.sendMessageAndGetResponse(request,
20, TimeUnit.SECONDS);
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& BRBA S

return reply.getBody();

RIEBFERFHITUTRE

B —NIEE AT,

FHIEETBAZIAY URL 4F209 /& MR N EIE B
RIEHE

A et BA B 45 L e 8

) B i B BA 31

iR 0 R,

£ AR 55 25 v

TR ROIBRELERSIET —MNEE , eAENHEHERWZASHIEA handleLoginRequest() Fik.
WA, BRIRFERT dolLogin() Fi%.

ok wDnh =

public class LoginServer {

// Specify the Amazon SQS queue to poll for login requests.
private final String requestQueueUrl;

// Use the AmazonSQSResponder interface to take care

// of sending responses to the correct response destination.

private final AmazonSQSResponder sqsResponder =
AmazonSQSResponderClientBuilder.defaultClient();

private final AmazonSQS(String requestQueueUrl) {
this.requestQueueUrl = requestQueueUrl;
}

// Process login requests from the client.
public void handlelLoginRequest(Message message) {

// Process the login and return a serialized result.
String response = doLogin(message.getBody());

// Extract the URL of the temporary queue from the message attribute

// and send the response to the temporary queue.

sqsResponder.sendResponseMessage(MessageContent.fromMessage(message),
new MessageContent(response));

& BRBA S

FHR Amazon SQS EWE B FIERNEMREERER , HENNAEFTEEERNAIEF KR , N
WA Zshutdown() 5k, BIET LU AmazonSQSRequester ¥ O/ shutdown() %o

IRt BA BB P umiR SR T — RS SESOB BRI Y EABAS, N TFE—BREERN (RIAMERTH 5 248 ) K
APl BRAKEANBAS , B IREMR TagQueue API BAERIRICMHEREARIBAS,

Note

RS EMITHER AP BREFARCHIEZR | BRTREEMESH ReceiveMessage B,
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SHEER 2R

EA%EMA ListQueues M ListTags APl 21E , LR EEFEEBIMRNWFTENSG , HHIBRELES
HPRORBHRICHRRES, X IR—ANEFHATEXA  WEMEDNEFREZELHTER. 7
TRHALEETH  PMEEEHRTENE - IEETZA BB N HRENITTERIIFITES.

Amazon SQS JH E.TFERT 28

HEENSRAENFMEAIINERIEENBT TR, flin, MREREHH 45 BitefRAER |
SHEEERASIFME 45 AT TN ZER. HEWRIN (&2 ) EEAN0W. &ZXEN 15 28, BXER
BEHAERENRLASEENER B3R, ZEEE (p. 19).

Note
FIFO BAFI R R B AN E B ERITRTES,

EHEEMNA (MAREFHEE) LIRELERBE , FEAEERS (p. 39), FFRHEENHEEENSFRE
B EEE B EREIDelaySecondsAmazon SQS HERBABIFHIE,
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Amazon SQS #J ABAC

B E Amazon SQS BA%I ( ZHIE )

£/ Amazon SQS ##I A EEHEE Amazon Simple Queue Service (Amazon SQS) RAFIFIThAE, &
DEREH AR EE MRS IF|IRINEZ KN IHEE, FFEEBATISERIBASIXER S iR B At & 355K 8 FA Amazon
LambdaBE %,
A

« Amazon SQS E TR 4/ AR 24| (ABAC) (p. 44)

- BEIISHE (EFHE) (p.49)

- BEHERE (FEHE) (p.50)

- EHEE BEHA) (p.50)

- ABRAFIEBRRS BRiKNZE (SSE) (EHIA ) (p.51)

- BEIEEBAG (#EHE) (p.52)

- BLEIRERATIEFRBIEE (p. 52)

+ 73 Amazon SQS BASIEL B KA D ERE (#EHE ) (p.57)

+ 1 Amazon SQS BAFIT ] Amazon SNS E£& ( ##H& ) (p. 57)

+ BLERASI AR L Amazon LambdaE$k ( #2414 ) (p. 58)

s RETEBRMAEE (2418 ) (p.59)

Amazon SQS ETE R 1E R 2] (ABAC)
T 4= ABAC?

HETEHMNEEE (ABAC) 2—RZNIRE , ZEBETHMNEAFNERNIRZERE LN

FR. AmazonABAC RIEEMHMNERMBAMAENHREZES K BETSEFEENETACGNKRIEERHN
RENE , HEFTHERITNIFREREE, BX ABACHESFAEE , H2H IM BFREETH AM A
FigEAmazon® iy ABAC Y AR,

Amazon SQS X #F ABAC , AF&EIRIESAmazon SQS BA %< BxHI PR 5l & 12 1% Amazon SQS RAFI#Y
PE PR, £ Amazon SQS /5 A AM SQS HIHRZHI 5B R4 IR T £ Amazon SQS # /3 A Amazon
SQS A% , MEEHEREHFERN,

&8I ABAC , BRI A AL RN Amazon SQS BASIELE IAM 15 R RFKRE , XEBTEY BINREE,
B MERARMESEMN S AGNRESTE IAM FEIB S —NREKE , TRERIRRNTTE RN E IR,
IR TTBAE IAM ZE3EAMHIFRE LU A1 ABAC KHE, BATLLZIT ABAC B | EHTHAN IAM AR A&
FHFRE S Amazon SQS RAFIFRESHECE AT , ¥ Amazon SQS #4E, ETHEAXRFINRZENEZER
Amazon , HZHAmazontF it KM, Amazon SQS FA 7 EHFE (p. 29)

Note

ABAC for Amazon SQS B #i&E B FFrE 7 H Amazon SQS MAmazon®E b X185 |, B LA &R
5

s MAMK (BEHNE)

s MAMKX (BRA)

o BN ( FEIESF )
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AR ZFEAmazon SQS FEA ABAC ?

< RUM ( FRERM )

4 RZTEAMazon SQS FEA ABAC ?

LAR 21 Amazon SQS #fEA ABAC K —LEi74b -

* Amazon SQS i ABAC REELHMNREK, BEFHN TR THERECIETRERK, EUUEAERTS
MRS BRME RIRE |, MR D BRAETT 8

+ f£f ABAC tRZEF RHEIR. HEBRSBRINERHTELREN , FREGS AR TFHERONR,

« 7 IAM ZREA LERARBRKREFRGF. BN IAM ZREACGERE | HEACIIRRINES 1AM
F ENREHETENBERENHRMNR XAAFEPEEFRITR T ERNROIE.

- BREEHRENER. SRINESEERFHAFEMEREE2ER S D Amazon CloudTrail,

£
+ Amazon SQS #J ABAC 445 (p. 45)
« AERBIBIPRIE (p. 45)
« B2 IAM A F flAmazon SQS BA%I (p. 46)
- WHAETEMNIFEZRE (p. 48)

Amazon SQS #J ABAC 44

T AE R LT R R R BUR1F -

ABAC %4 iR REERA Amazon SQS &%
aws : ResourceTag Amazon SQS BABI EBY | {XPR IAM KBS Amazon SQS BABIE R
R (RBNE ) 5% BIE
FEFRE (BHNE ) R
R T
aws : RequestTag Amazon SQS BAFI'& BABIZREEF] IM SR B TagQueue,
FRRELHORE (8 UntagQueue,
FE ) 5RBEFHRE CreateQueue
( BAE ) IHSERN
PTEe
aws : TagKeys BERPHURSRBERE | AYIRREMN IM KRG TagQueue,
AR Y BR 4R P UntagQueue,
CreateQueue

U7 (B2 Y PRI

AT R AmSHETih RS0 R0 1AM KRS IAM AP RN 3 ETERARENNEE~NE
AR AT A BB ITFTE Amazon SQS 1k,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAccessForProd",
"Effect": "Deny",
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#l% 1AM B P #Amazon SQS A5l

"Action": "sqs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "prod"

B2 IAM A F FlAmazon SQS BA

BUR = 45105 BA gn el 52 A F1 81 22 ABAC SREESRIZHIXS Amazon SQS #JAmazon Web Services Management
Consoleifi[Al, Amazon CloudFormation

£ Amazon Web Services Management Console

Bl IAM A

1. &ZFAmazon Web Services Management Console , RfF&EIE LA T MLITFF IAM #2#I& : https://
console.aws.amazon.com/iam/,

EREM S BRI Uutmazon ( AF)
B’EAMART, RBE AFRE XAEFBA—DER.
1%## Acccccccess key-P rogrammissi ons (

1#E3$F Next:Tags (T —%: #5%),
FHRZEERM A environment |, FHRZERM A beta,
R T—% B8R, RAEER Q2RAF,

5 R4 ID MR FEZASHH FRERSVE,

© N O WDN

A0 1AM B AR

1. EREELIEM IAM A,
2. %&$% Add inline policy ( RINABKEE ) .
3. TEJISNIEIM+FLE , RMELATREE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAccessForSameResTag",
"Effect": "Allow",
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage",
"sgs:DeleteMessage"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/environment": "${aws:PrincipalTag/environment}"
}
}

"Sid": "AllowAccessForSameReqTag",
"Effect": "Allow",
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#l% 1AM B P #Amazon SQS A5l

"Action": [
"sqgs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:SetQueueAttributes",
"sqgs:tagqueue"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "${aws:PrincipalTag/environment}"
}

}

"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

4. #%$EReview policy ( EEXE ) .
5. &# Create policy ( RIEBZEKHE ) o

&£ F§ Amazon CloudFormation
55 A LA R fflAmazon CloudFormationt8 4R & Z2Ff AN 7 PEX SR B Amazon SQS BABIEY IAM A F -

AWSTemplateFormatVersion: "2010-09-09"
Description: "CloudFormation template to create IAM user with custom inline policy"
Resources:

IAMPolicy:
Type: "Amazon::IAM::Policy"
Properties:
PolicyDocument: |
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAccessForSameResTag",
"Effect": "Allow",
"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage",
"sqs:DeleteMessage"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/environment": "${aws:PrincipalTag/
environment}"
}
}
}I
{

"Sid": "AllowAccessForSameReqTag",
"Effect": "Allow",
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MRE T B IH RS

"Action": [
"sqgs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:SetQueueAttributes",
"sqgs:tagqueue"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"aws :RequestTag/environment": "${aws:PrincipalTag/
environment}"
}
}
}I
{
"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"
}
}
}
]
}
Users:
- "testUser"

PolicyName: tagQueuePolicy

IAMUser:

Type: "AWS::IAM::User"
Properties:
Path: "/"
UserName:
Tags:
Key:
Value:

"testUser"

"environment"
llbetall

M E T B /Y 1A ] 128 &l
AT RBINBA{TE Amazon SQS iR E T MR R 34,
BIE—RAY | FFRERIRENHE |, IRZEIRE RN prod

iz1TItk Amazon CLI &8 &35k MR NTRIZRBA S |, SRR EEAIREN environment , FREERE A prod, M
MIHEN THRANEET,

BR5%48 Amazon CLI , M ALK

1=

RN

aws sqs create-queue --queue-name prodQueue —-region us-east-1 —tags "environment=prod"

LU RIR B Amazon SQS 4Lk mAYAccessDenied4six :

An error occurred (AccessDenied) when calling the CreateQueue operation: Access to the
resource <queueUrl> is denied.

X2ER IAM AFHREEE CreateQueue APl A & ENIREFREE, FidE , BRINF IAM BF N
ATHE , HFHAiRENenvironment , HIRE Nbetao
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https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
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FLERA5IS 5

BIERS , HIRERIRENIR | IFEERIEN beta

J&1T7 this CLI S 812 —MERERIRE Nenvironment, FRZEIZENHIBFbeta,

aws sqgs create-queue --queue-name betaQueue —region us-east-1 —tags "environment=beta"

FLWE —REIARFIR I QIREEE | KLUTUTHEE.

"QueueUrl": "<queueUrl>”"

3

1] BA 51l 532 56 B

BT CLI 855 i /@ BA 31 & 5% K B

aws sqgs send-message --queue-url <queueUrl> --message-body testMessage

e B B 7R 5E B 2 A 2% 3% ) Amazon SQS BA%ll. IAM AP R R A& EH Bbetati EMBASIKEHEE .
RiE$EMD50fMessageBody HMessageIdBEH .

{
"MD50fMessageBody": "<MD50fMessageBody>",
"MessageId": "<MessageId>"

}

BLERIIZH (#2H 5 )

B2 (p. 18)HYw4E (p. 20)BAFIEY , AT BN TS

« ARAEEE-MEAF (H—NMERE ) REIREENHMESERERIANREKE, BXESFEER
SRR MER (p. 36).

Note

EREFARET N EEN TREIFMEEENENE, ENEKHSFEEHEREN , &4
TEREHA—1 S Amazon DK,
« SHEMRBHR-Amazon SQS REBRBEMIIGHEERNRE, BRINVERT , RIFEERZENK, &0
U BRIV EERERZ 14 K. BREZER , BSRAEEREBH,
« tZIAFER — Amazon SQS FEAF R MEIRASIN E R Z APFIER W H, BXELZEER , BSRTHIE
R (p. 39).
o RIHEXRD-UAFINZIEEKR D, BEXEZELE , BSRKKEE XD (p. 75).
o BEUCH B S0t E-A B EEWIERE , Amazon SQS HHEE AN R K E., BEXEZER |, 5
FEAmazon SQS &M (p. 30) :
. F‘ﬁ]E:FWeE’JEEﬁIEMIJF? Amazon SQS T LRIFEEEX B IEEE HIEMIER ID. BEXESE
, BRI SQS FIFO ( stit st ) BAFI (p. 8) :
. F‘Fﬁnﬁﬂig FIFO-ATFTARSIFHEESASEHE, ERHETSFNMEXIEM ( EEHENERTE
(p. 15)M FIFO EHER4] (p. 15) ) ERR R FIFORRFIEASEHEBAAENRE. BXEZELE | B
2% FIFO BAIINSEHE (p. 11) M 5HEAXNER (p. 62)0
s ERAYTRE | EXHLRAGI TG LA T FAERERS. EXEZER , HSRIT I SQS FEER
5 (p. 31) :
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T (B 77 [ 5 % R S M SR MR SR

NIABEIIEBFISE (EFE )

3833 https://console.aws.amazon.com/sqs/ T FFAmazon SQS 4|4,
ESMBED |, EF Queues (BAFI), EIFBAFIHIERE YR,

RANEEEL D -

ST AR, WAL BREN, SBEHN 5 HWE 12 at. BRIAEHR 308,
EHEARBHRT , MABENAMEN, SBEN198HZE 14 X, RiIAMER 4 XK,

XN TIREBRS , A RBCE R EERRNE. SBERN S5 E20 ¥, MAMENSH |, REEEH (p. 30).
FAFEBEBREKLH,

. XTEOEEER | MAFENEMEN, SEEHN SHE 15 28, MINENSH,
8. XN TH&AEBHAN , WA—NME. SEEN 1 KB F| 256 KB, BRIAEN 256 KB,
9. XTFFIFORS , BRERAETHNRNESEHRENRUBEAETAERNESRERR. RARECE

o0 s L=

Mo
10. (7 ) ZiL FIFORSIERERNELE , NEEMIIFRENZYES , BEREASELE FIF
O,

ERMWIETFHEXIET ( ESBERRTERN FIFO FHERS ) EX NN FIFORIIGASELE
PENIRE, MREXFEASELE FIFO FIRMNEMRE , NS EEFEHEEN , EEHFEHRR
ME#HRIT,. BXESFEELE , BSH FIFOIINEHFHE (p. 1) M SHEEMHEXHET (p. 62).

1. NTERAWERE  &F BA". MATRIAFERE : £BAF (BN ). EAIIH2MES, £EF
“BREAFI” BY |, #2 Amazon BIRE R (ARN) IEERZ 10 NREBA SR TR,

12. BBZIISHE , EERE.

BB SN (2L )
Y538 (p. 20)BABIRY | AT LUR L V5 15 SR

THRREEE X T LGRS S, ARMAR®, HRKEEENL T AP H R ERE (6
SendMessageReceiveMessage. HDeleteMessage ) . BRIAFRMEN R UFRAFIFRE & KA MIZUCH
B,

NOERAFIEE TS H R (2FE )

3B https://console.aws.amazon.com/sqs/ T FFAmazon SQS #4414,

ESMERKD , % Queues (BAF).

EFRRATIH LR R

RN R K BEEB S o

ERAEDRBHRREEH, BEXTABREFANELSEER , H2HELT# SQS ¥R SHMILREE
B (p. 117),

6. EESIHRIREES , % Save,

EHAESR (Z2F8)

BT BRIA (p. 18)H9 Amazon SQS & BR% 88w M2 (SSE) WA , Amazon SQS & SSE (SSE-SQS) i&
AU EHEBEENRERSH[IHME , £/ SQS EEMNMEZARFETF ELEERF R ENBBEE, £
Fi SSE-SQS , £LFVENEENESH , b EFBIRBEATMBLHIE. SSE-SQS AILLERR £ s kK
B, ABHEHEFEANBEAUNLEEER , TEXIRATATA,

o K~ wDnN =
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JIBAFIELE SSE-KMS

SSE-SQS £/ 256 {1 B R MBERA (AES-256) R BASHIE. — B Amazon SQS WEE S , SSE fax
SHEMTINE ., Amazon SQS UMBEFERF#ES , REEFTEEAEXARICEREN I WEBI TR,

Note

+ BRIA SSE MTURAENEEMERE R IER T eIZ I B K,

+ Amazon SQS AWEXMFANIIME, Rit , XMF KMS-SSE A2 B35 A SQS-SSE, MR
BHEEXIH KMS-SSE /58 A SQS-SSE |, MIAMEERH AR EE R

HBAFIELE SSE-SQS Mm% ( #HE )
Note

BIAERT , £ HTTP ( 3E TLS ) Im R BIRKEAHEA S EF < /5 A SSE-SQS &, A
HTTPS RZEE IR 4 LT ROI2 Amazon SQS SR — TR 2 HIEXEK,

&3 https://console.aws.amazon.com/sqs/ T FFAmazon SQS 4| &
ESMEKS , £ Queues (BAFI),
EIRRATI , RFIEEF R,
FRmE,
FNFRS|HME , EEZH (BIA) .
Note

O ks~ wn =

BF SSE 5 , E&SendMessageFIXI & RAFIHIReceiveMessagei®E RIGHIEL , Amazon
SQS R REXBENFEMAERER, WELME Amazon SQS BRI ZEERFR , 1B
S A SSE,

6. 1&# Amazon SQS %A (SSE-SQS). FAMLEMAAF=EMANER,
7. i&# Save (R%E) .

A BAFI & AR5 RRum AN & (SSE) ( 2#l & )

RTRIPBAFIEEFRHEIE , Amazon SQS FFATEFEAIZEMRAFIZRIAZ A 7 RS 25K NE (SSE) Amazon
SQS 5Amazon Web Services Z4A B RS (Amazon Web Services KMS) (5% , AT EEA TR 254w
¥ (SSE) 9 KMS %41, BXMEA SSE MEE. , BSRBEASME (p. 109).

EBHBARNTIN KMS BAXMEAZARE , HPaBEMEENEAMRINEANNR, EXER , 5
FZHAERE (p. 111)

MRET R KMS KMS WiEE , B ZBBFMNIKF & Bkns: ListAliasesHMkms:DescribeKey , MFE
SETE Amazon SQS #2#lA LEE B X KMS WEE. ER KMS Key WIBEER FERXENR, BEXESE
B, BESHABHEEE (p. 111).

B2 (p. 18)4w%E (p. 20)BAFIRY , ATLAELE SSE-KMS.

HIEFIEE SSE-KMS (#2414 )

3&3d https://console.aws.amazon.com/sqs/ T FFAmazon SQS ##l&
ESMERKD , % Queues (BAF),

EEBG , RFIER R

¥ RmE,

NFRSERWME , EREA (BN) .

o 0N =
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Bt B SEIERA 51

Note

B A SSE & , E€SendMessagefIX &R S ReceiveMessageim RIFHIEL , Amazon
SQS R BEXREBUSEMAERIE R, MREL4E[E Amazon SQS AFIXXERIER |, iF
S EEF SSE,

6. EEAmazonHHERS B (SSE-KMS),

ZHEER KMS BRAMNHER, KM KMS 24 ARN,
7. ABAFIETE KMS 4] ID. BXEZEER , BSHXEARE (p. 110) :

HHE EFE KMS BB &I,

ZRIA B 4H R Amazon SQS BIAmazon Web Services RHEIEE KMS %47, EFEAILER4E | BM
KMS Z4 51 R FEFRZER.

c. EMFMAEKIAmazon Web Services ZRHEKF AR BENX KMS Z4 |, M KMS 405K iEE
ZEA. BREBEEN KMS Z4ARHEE , 20 Amazon Web Services Services R E B RS
FEAREETHNCIERA,

d. EFAFTEINRTHBETEN KMS B4z HMAmazon Web Services I B E X KMS B4R |, iF
TR A KMS BB 518 H A KMS BT I #FREH (ARN)o

8. (MWNk)XWTHEZHAERAH , BENT 1 24 24 MY ZENE. FIAMER 5 28, BRESZE
B, ESRIBBEZAERRN (p. 114) :

9. A SSE-KMS EBEfE , EERE

Bl ESEERASI ( E=HIA )
FERTIZ—NBAG] , — NS NEIITTATFLAEBRRINMEANEE. BEXEZELE , BRI SQS
Amazon SQS T« B BIEIEERAT. EEBASIBIESEERTIZ 8T , BATERIET,
FIFO BABIHISEASBA B th 42 FIFO BA%, RIFE , FRIHERAFIHY FEAS BA 51 th AT 245 R T o
B2 (p. 18)FHmiE (p. 20)RAFIRT |, BATLAEL B SEISBA T,
RIBRAFIEBIEEAT (BHE )

3&33 https://console.aws.amazon.com/sqs/ ¥ FFAmazon SQS 4|4,

ESMERKD , %EF Queues (BAF),

ERRATI LR “RE,

RNBIFEEBNTIE S , AFIEEBH.

ERESIRRASI BRI B IEEA ST B %R B #5 (ARN).
EREHEERETISEERTZ 5 W BRI , B3 Maximum EWRGEE S 1 E) 1,000 Z EIHE,
BESTIEEBNSIE |, EFE “RIF

RERIIE , EHAE2ERENRIINFAFERE. EFAFEREL , JEEAFETFERIEF
PR By R KRB FFE/SRA S ARN,

B ESESRA S EFTIXZ) 25

EA AR BIEASI BB | AR RS B NS TEE SIS B ERRA B, 53¢ EASBA 5B A 0
THEL , BEEHESE EIEG (p. 33).

No ook wbd=
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FIMEIRERT (API) BB IEERA T EHTIRSN 25

NIBIRAERAS (API) BLESEERASI E I B =25

BRERET AP REBRBIEEIIER,

API #21E iR

StartMessageMoveTask BHIRSES , WEHEMNEENRATI B EEE
#9 B ¥RBA S,

ListMessageMoveTasks RESERAI THRITEEBHES (KZ 10
™o

CancelMessageMoveTask EUHEEENEEBHIES. REHHIRESR

RUNNING &t , FaEEUHEE B3,

AIOBRERSIE EFEERAFIER BB 2R ( ZH A )

o~ =

@33 https://console.aws.amazon.com/sqs/ T i SQS =4 A,

ESMEKS , £ Queues (BAFI),

HEREEENIEE (p. 52)BAFIRIBAFIH & #5,

%% “FFHA DLQ EF SIS

£ Redrive BB T , WF “HE B, MITUTE—RE
IHEERRE B HIRBASI | EERF “EFE N ERAS,

EFEREHREHEE -G, FRE EFRHINEAELENG . RE , BADEBHRAIIN
I B B R B FR (ARN)o

EOEEZRGNRE T, RN TRz — :
« REM-UBRBREEBREHRRIFEEAIIELE.

s BENBARE-FRAEEYNRASUHEEREHRIIFEEAIEE. RAITFNFZAERANEW 500
SHE
s BUMN ‘BENBREE WBR/MEFF R , HRIDRAIITSBCERFIESR. WIE , ZBHEEAE
NBAREEE , S WRRATIRVIRTS,
EESEIRSRAPIEFH BN E |, i Redrive messages.

Important

Amazon SQS X % Amazon SQS ##| & F PR ARSI EFTIESHFEEBAT,

Amazon SQS FXIFTEIFH EMIEE A G EH IR o i ik S SUE B
RERFNEBES RS TEUSTT 36 Net, Amazon SQS MK R Z X 100 NMNERNER
%,

EFRFESLEEREH. NEFEImessageIDenqueueTimeHHE D E T —NFTHY
o

MREFCHEEEREINES , BEKIINFAFEERE L |, £ZFEUE DLQ EFEIZR. BUHEREHR
TROREEMBaET | EAES R B FIE 3 B ARSI BB 4+ &R B £ B RFA S+

F LIS BA B E S5 B iE BA 5 AN R

BEEERKBRINIR , B E AR TS ESLEIIRENTTRRR, FEEASIER T FEL R
ERRAOT
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1 SEAE BA 51 2 /5 B & BA SR PR

R/PMUR FREM APl 53E

BEHEERRZE - HNEE
BAsqs:StartMessageMoveTask%|sqs:GetQueueAttributesfisqs:ReceiveMessages
Mo WMRIEEFIEME ( tBFA SSE (p. 109) BAFI ) , Mkms :Decryptth
« % Nsqgs:SendMessage B¥RRASIMY, 21SR BFRRAZIE HN
% , kms:GenerateDataKey} Hkms:Decryptti @4 FEM,

EHUHERAEIE - MR

B, BEFRH BAsqgs:CancelMessageMoveTask?%lsqgs:GetQueueAttributesisqs:ReceiveMessage
M. MRIEEBAFIEME ( ¥R SSE (p. 109) BAFI ) , Mkms:Decryptth
=NET,

& RER BRI « IS sqs:GetQueueAttributesfiFl
Bsqs:ListMessageMoveTasks#l,

FMEZRRFIFS ( HHEIEEATIRIRIAS] ) BERR

ERIRA I R MBI SEEBRSIFZEHLZ AR KMS 24 (p. 111), ERAUTIERAFEEFIEF K3 E
BRENR :

1. EFAmazon Web Services Management Console , A58 A TR uLITFF 1AM 2% : hitps:/
console.aws.amazon.com/iam/,

2. ESMBEES , &R Policies (5REE).
3. BIEEBUTHRNERFEMMBEHNER IAM AFRRAE :

* sqgs:StartMessageMoveTask

* sgs:CancelMessageMoveTask

* sqgs:ListMessageMoveTasks

* sgs:ReceiveMessage

* sqs:DeleteMessage

* sqs:GetQueueAttributes

+ <DLQ_region><DLQ_accountld><DLQ_name>%E{SBA¥IResourcefy ARN ( #lz0 , “arn: aws:
sgs:” ) o

* sqgs:SendMessage

- B#rBAFIResourcefy ARN ( N , “arn: aws: < _region>: < _accountid>: < DestQueue
_name>"") . DestQueue DestQueue

+ kms:Decrypt— RUFMEZIRIE,

* kms:GenerateDataKey

+ <region><accountld><keyld_used to encrypt the message body>KMS #1% % 4AResourcey
ARN ( #5130 , “arn: aws: kms:: key/” ) o

BRI R S AT RARELL

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"sqgs:StartMessageMoveTask",
"sqgs:CancelMessageMoveTask",
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"sqgs:ListMessageMoveTasks",
"sqgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes"

]I
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
}I
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}I
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
]I
"Resource": "arn:aws:kms:<region>:<accountId>:key/<keyId>"
}
]
}

ERIEMZEERA TR ( HASEERAFIRREAS ) B EXIR

ERAUTERAFENRINBIEEATIEERENR. FIEHNRENRIEK. BERMRIMGEESATIFHE
t, PR ERBA SR IE B,

1. EFAmazon Web Services Management Console , A/Fi@id LA TR uLITFF 1AM #2&|& : https:/
console.aws.amazon.com/iam/,

2. TESMBEEF , &E# Policies ((REE).
3. DIBREBAUTHRRHERFFHEMMNBEHERIAM AFSAE

* sqgs:StartMessageMoveTask
* sqgs:CancelMessageMoveTask
* sqgs:ListMessageMoveTasks
* sgs:ReceiveMessage

* sqs:DeleteMessage

* sgs:GetQueueAttributes

+ <DLQ_region><DLQ_accountld><DLQ_name>%E{SBA¥IResourcefy ARN ( flz0 , “arn: aws:
sgs:” ) o
* sqgs:SendMessage

o ####Resource# ARN####”arn: aws: < _region>: < _accountid>: < DestQueue
_name>"##DestQueue DestQueue

BRI R RBEM ST RARELL

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"sgs:StartMessageMoveTask",
"sgs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
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"sqgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes"

]l
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
}I
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"

}
]
}

AMFAFIXS ( HFRIEEEAFIATRAS] ) BLERER

BHRAFIREENNEENIEELZHEMN KMS B4, FRAUTSRALENIIEFEEBERKEN
PR :

1. & 3FAmazon Web Services Management Console , ARFEX A T MULITF IAM #2E]4 : https:/
console.aws.amazon.com/iam/,

2. ESMBEES , &R Policies (5REE).
3. QIEEBUTHRNEBFEMMBENER IAM AFRRAE

* sqgs:StartMessageMoveTask

* sqgs:CancelMessageMoveTask

* sqgs:ListMessageMoveTasks

* sqgs:ReceiveMessage

* sqgs:DeleteMessage

* sqgs:GetQueueAttributes

+ <DLQ_region><DLQ_accountld><DLQ_name>3t{fSfA5IResourcefy ARN ( N , “arn: aws:
sgs::” ) o

s ####Resource# ARN####”arn: aws: < _region>: < _accountid>: < DestQueue
_name>"##DestQueue DestQueue

+ kms:Decrypt— SUFERIRE,
* kms:GenerateDataKey

« <region><accountld><keyld_used to encrypt the message body>KMS 11%#4AResourcely
ARN ( 520 , “arn: aws: kms:: key/” ) o

BRI RN U TRAEEL

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqgs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"

]I

"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
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}I
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}I
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
]I
"Resource": "arn:aws:kms:<region>:<accountId>:key/<keyId>"
}
1
}

3 Amazon SQS FAFIEL B A2 B ( #Hl5 )

RNTREADEFRE | WREADEIRL |, &K Amazon SQS AT THRAMIRG ., BXELZER | S
FAmazon SQS A7 BLARE (p. 29) :

HERFINFAFEEREL , FRICETFERASIBIRE,
BIE (p. 18)H 4% (p. 20)BAFIRY , AT A HECEFRZ,
NIABRIIEERE (2HE)

3B3d https://console.aws.amazon.com/sgs/ TFFAmazon SQS #Z#l &,
ESMEKS , %EE Queues (BAFI),

DI R RE,

RN EIRLE S .

0. S SER BRBASIAR S

a. EFNRE , BERERNFTRE , MARNE  REERRMITIRZ.
b. EEHRL , EEXHBNE,

c. EMBRGE , BEFEHBENZULNBE,

TRREERER , EERF.

Al R

3 Amazon SQS BAFIIT
Ha)

SBE LA Amazon SQS BAFIiT ] Amazon Simple Simple Notification Service (Amazon SNS) ificati 2%
FHE R MBI LAY , Amazon SNS £ HEREZESNEITBAFIMEE . Amazon SQS EEITHFE
ABERNR. HX Amazon SNS WEZEE. , HZ 9 Amazon SNS 244 Amazon SNS ? # Amazon
Servicatificatific ati

%] Amazon SNS F a2 ( 2

3 Amazon SQS BAFIiTE SNS &t , Amazon SNS /8 HTTPS R’ E B # & % Amazon SQS *
B, BXTEMNE Amazon SQS FAFIH A Amazon SNS HWER , HSHEELE Amazon FRFEH KMS

B (p. 112)o
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Bl — Lambda At % 25E &

Important

Amazon SQS & Z A AENMFRIKMEIF 20 MEA. 1T Amazon SNS EFARMXEE—ME
a, BItSFHFSHETIT RN LR,

ABABIITEY SNS & ( #2418 )

B3 https://console.aws.amazon.com/sqs/ ¥ FrAmazon SQS #4414,

ESMEKH , %EF Queues (BAF).

MBABIFIZRA | EFERASILAIT I SNS £,

M Actions ( #1E ) &, %38 Subscribe to Amazon SNS topic ( iT ] Amazon SNS & )

M Sp;cify an Amazon SNS topic ( #§E A TSI £ M Amazon SNS 5 ) FF | EFRASIH
SNS Fi#,

MERFE FRYIE SNS £ ARN ( fit A Amazon SNS & ARN ) , REHRAEEH Amazon
Resource Name (ARN).

6. EERT
7. ERIFTHESR  BRAIZER , RAREFZEFREIRIINES. BXESER , E5H

Amazon SNS ficatific atific atification Serv icat

oMb

WERIBH Amazon SQS BAFIH SNS EZAF[EAmazon Web Services IKF , M EBFTE & SR EBINT Y,
BXREZELR , 521 Amazon Simple Notificatificatificatificati ati

BXRITHABRXE SNS TEMNEER , 250 (IInM2BEHRSTF X EER) FH Amazon SNS JHE X%
BARE XA Amazon SQS BAFlIZAmazon LambdaiiEk

BiL iE A 1l A it &% Amazon LambdaBi 3 ( #2%14& )

S8 7] LA Fl Amazon LambdaB$t , LAEALE Amazon SQS BAFIFHIE B, Lambda ¥R 5 H B % iE A&
B Lambda B , EhESEFPEENEHS, HESNEHEN ELESHICS | BRI o 048
HNEVRENEERBRLEEBHBNAE, X—FIAWEEAEFTF Lambda BRI E 2 5789 {40 2
HE B R R R #TER,

B LIEE S — M BAIHERNSEEEAS , AT IER Lambda BSETT R EAVE S

Lambda EE AT AL ESR B S AFIMIE ( REBANRFIER —/ Lambda B4R ) o BRI —1RAFI
AT Z4 Lambda B,

MR BIFINZREAF S Lambda EEAH<EL |, {8 Lambda RN EHEE , FREMW Lambda ITHAER
Bkms : Decrypt#X R,

EELUTRE :
o IBHIBAFIF] Lambda BB F B —Amazon X i,

BXxI Lambda RHMWEE. |, 525 (Amazon LambdaFF X &R HH “Amazon Lambdas Amazon
SQS _ﬁﬁm”o

TR

ERE Lambda B AR ER EH Lambda M A SBMIHEEUATER ;

- MBHEMERAF, , NEK Amazon SQS EENNETELU TR :
* lambda:CreateEventSourceMapping
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HEEM

* lambda:ListEventSourceMappings
* lambda:ListFunctions
+ Lambda ITABSAITE L TNR :
* sqgs:DeleteMessage
* sqgs:GetQueueAttributes
* sgs:ReceiveMessage

o MREFGMFZEGIS Lambda BEE<EX , {9 Lambda H1 TR Mkms : Decrypti iR,

BXREZELR , ESP7E Amazon SQS HEE 1 RIMR A BER (p. 120) :
FeiERA 5 LAt & Lambda BRI ( #2#HA )

J&33 https://console.aws.amazon.com/sqs/ ¥ FrAmazon SQS 4|4,
ESMERKD , %EF Queues (BAF),

EBRII"TTE L, EREREAY

EAPITRE L , %2 Lambda ik 85T+,

£ Lambda & 25 TUHE £ , %% Lambda 2% 85,

MBIRFBELEER Lambda il k85 , EIEREE Lambda EEALA 2. WA Lambda EEH
Amazon BIFEA TR (ARN), AFiERE Save (R7F) -

6. 1%&# Save (R7F ). BHARFEEAS RAYINEMEERTE.
EFMAEETEL , Lambda fit XK S5ET <5 R Lambda BB R HIRA., Lambda HBAHNEE 1 o4
TSI TR Bk,

7. ERTIRELR  BofAIAEEE , RIETE Lambda (p. 19) BHIAHEEMAR Lambda B

o s b=

RIETEBRMENER (£2HE )

FNFIRERS , BUEEEPIELMLTHE (NEE, LRMRAFT ). BXESER , HSH
Amazon SQS SEEE M (p. 26).

MHEABEMERERRIZEBAY (2HE )

MITFF Amazon SQS ##l & https://console.aws.amazon.com/sgs/.
ESMEKS , £ Queues (BAFI),

EFE#HENBIIRE L |, EE—BAT,

j%#% Send and receive messages ( XEFIEYCHE ) -
MAHEEMESH.

EEMNAER , AA-ME—NER , &S 256 M FHH.

NTEMRE  EREFHS, BF , HEZH#G.

(i) MABENHEXRE, fim, ZT0fbyte, int , FEfloatE N BENBEREHKTF.
EENXAKEF , HAHEBME,

oM~ owbd=

aoop

Message attributes - Optional Info

String ¥

Add new attribute
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ERMEMESEM. |, HikFAtribute.

Message attributes - Optional Infa

String ¥

Add new attribute

O TE KA E B 2 B RE RS B 1B

ERIERE M |, FiEERemove. EfIEREE —Mattribute , BXFHERB K.

SEREEERMEEEhZE , ERRAEHE. BHEECRE  BEIALERHKIERE, EEEEXE
KEEHENHEEMNEER  FRBREFFMEER. %EFEDonex FE B H(E BN FE,
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SEAFIAX B ECER

Amazon SQS B &

W EFF A%< Amazon Simple Queue Service (Amazon SQS) KB Hl,

ES]
« SRAFIEXHEER (p. 61)
« EESHEXHNEH (p. 62)
« EXRBEHEXHE (p. 64)

5 BABIAH < Y BL &t

TRIIE T ERFIRXMEH.

[0

HERRA

Bl #9RA S

KR WERFHE

HEA
FBIIKEEL (RE )
BAFIRER S (&)

BA % & #5

BABI#RE

iR

BABIEYBRIA ( &/ ) BN 0 B BAMEN 15 54,
8 ListQueues &R 1,000 MNBAF,
SKRAEFRENR 20 B

FIFO BRI E B A BB IR B E .

Amazon SQS BASI ] LA H BB R TR,

FFRSEFRERS (BURTFRAIHREMEERE ) , &2
LB R 120,000 &MIEE ( BEABEMBAFIE |, B

i RMBATI IR ) o FRBIEMFEFAERLH (p. 30)FHEELE
Fi&i , Amazon SQS £3REOverLimit{SiREE ., MREME
AERH (p. 30) , Amazon SQS FRIREMEAHIRER, Hil
SEBWEF , BNZELEEEENEMATIFHER, &&
ALUE AR EMBASIN B E, ERERSES , B2

RXFER.

3F FIFO BA%I , & ZATLAE 20,000 & kITEE ( £/
EMBAFIEU | B RMEASIFMIBR ) o IREEZISLE
# , Amazon SQS &R EEM4EIRE S

RABIBFRAIABE &S 80 NFRf. BIEUTFH | FHEF
FH.EFH () MTRE Q).

Note

AAFIBFX 2 KDE (flan Test-queue F test-
queue 2R EHIBAFI).

FIFO BABIR BHHAEL . fifolERER. FRITA 80 NFEH
HIRABI BB, EWERSIREN FIFO (p. 8) , AT ER
JEMRBUERER.

RN ZWEBASI SRR BT 50 MRrZ, fridkiE UTF-8 %
KM Unicode F%.

RE Key RYFER , MARE Value BANEM,
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5HEAXBEH

BoE

EEE XA B

TRIETEHESAXOEH,

E &R
HALEHEE ID

HEEM
HEMH

SHEL ID

HERE

iR
¥ Key F#rZ Value KA KNE,

¥ Key ##rE Value AI'EE Unicode FREFFH (KA
UTF-8 #&x) Mz, AFERAUTE®RFF . _ . / = +
- @

¥ Key & Value T5EEMB AL aws : (BTEEM BR 1L
B RNRLRRE).

BRI Key KEH 128 4 Unicode 4% (X UTF-8 #
K)o ¥ Key FEAZEHH nullo

BA#Z Value KE R 256 4 Unicode FAF (XA UTF-8 #&
K)o #1Z Value AELRZEH R null,

FRIRICIRER %I 30 TPSAmazon Web Services . 4
RENMABRFEEFSMAUHE | BRERER.

iR

HALEHHE ID HRSTLUEE 80 MNFH. BEUTEF: F
BRFFR, EFH () ATRIL (-)o _

—RHEEANEERZ 10 MuBEREL,

—NEEMBERPRZATE 10XKEE, BEXEZER , #
£ Amazon SQS H#AMBIRAERE (p. 180) #4 iy BE
AmazonSQSBufferedAsyncClient (p. 182),

SHERBMREE XML, JSON MIERRLH XA, AFUT
Unicode F%F : #x9 | #xA | #xD | #x20 & #xD7FF | #xE000
Z #xFFFD | #x10000 & #x10FFFF

LI RDRIENEMEZFFRIEL, BEXEZER , B2
H=Z&H W3C B,

REBERERES , JESTREAEEFHEEESA D #9E
E (p. 69).

iy

MessageGroupIdX F FIFO BABIZHEM ., RFEEFERAT
FRIERAS,

MG IEZEEMessageGroupld SE B HRE, MRETE
#MessageGroupId , MIEMER KW,

K EMessageGroupIdl 128 NEFF. ENE | FREFF
RMIRRFF S (1"#$%&" () *+,-./:;<=>2e[\]1*_"{]|}~)

BINBERT , BEERE 4 X, &R/DMERGOR (1 78). &K
&7 1209600 # (14 K)o

62


https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
https://www.w3.org/TR/REC-xml/#charsets

Amazon Simple Queue Service FF & A R IEF
555 BMEX B

BoE
HEELE

HEER SR
HERN

JH BT It

R
FREBABI BN APl BR1E

( SendMessage, ReceiveMessage B DeleteMessage )

BYXFRELRN APIHAR.
FIFO BA%l

+ FIFO BAFIZ & API #4E ( SendMessage.
FDeleteMessage ) 8% 300 NEFWE
., ReceiveMessage

- MBREFEAHLE , WS API 24 ( SendMessage,
FMDeleteMessage ) , FIFO BABIEH B Z iF 3,000 &4
B, ReceiveMessage®&# 3,000 &HE M/ 300 1 API
BA, SMIAEE 10K EE. ERFEREEM , 1B
RIXXZFER

FIFO BASIR & HEHE (p. 11)
- EXERE (FHERLIL

IBDeleteMessage ) SendMessageReceiveMessage,
EEFR (BxME ). ZEHES (BN ). BN (EZR
B) MM (ZBR2 ) XE , FIFORRIINSFHESVHRES
A4LE 6,000 NESF,

NFEAX (&R ), TABX (FHMK ), LA#X
(&R ) MU AKX (FR) XE , 840 AP RENRIAE
HEXNEY 3,000 M RF.

ERBEATLE , FENATAMEERENEENEE
41D HBE.

- BEEALAE
API ( SendMessageBatch®lDeleteMessageBatch) ,
EUAFELERS TS 60,000 FEHE. B 60,000
FHERKRBY 6,000 MBS , FHAE 10 FH
B, ExEfFMASendMessageBatchM SR AEH
EDeleteMessageBatch , #t EERFHIFIEH B EBHAH
ERARAERA ID.

BXEZER  H2A2 XMBUES B AISEH SQS FIFO FA
JINEELE (p. 11):

- EFTAEMAmazonXE , B API RIENKRAFLER
% 1,500 ( RREATHALE ) 15,000 FHEE ( L£ARL
),

HEHERIA (&) ERR 0W. &ER 15 D8

RPEBERDMR 1 FH (1 DNER). RAERN 262,144 FH
(256 KiB)o

ERFEART 256 KiB HHE , BALUERAEAT Java WIS
# SQS ¥ BEFimE, WEARTFEEIEZEN Amazon S3
FIHE ARSI A/ Amazon SQS JHE., BARAFHK/NHR 2
GB.,

HERNBRIAT LB 30 ¥, &/NMERN O®. HBER 12/
B,
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SRBMEXHER
BoE iR
KEEES RAEHN 8192 NFT, 20 MEF. 50 NEFEAH 10 M5
o BREZER , SR SXRMEXHNE (p. 64).

5 SR B AH < /Y B 3

TR T SRMAXOE.
&5 8%
FH 8192
& 10
SN 50
EA 20
SME AR 7
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HITFRAERA I FIFO BAFIRYE X

Amazon SQS MR {E3LiE

XU B {ESSER T LA Bh I8 7 0 A Amazon SQS.

E3 ]
« XTILS# SQS #RAEF FIFO BAFIKEI (p. 65)
« X FAmazon SQS FIFO BAFIHI E A E X (p. 68)

XTI S# SQS #rAHN FIFO BABIRIE I

AT REMCETTAEBIEMEH Amazon SQS BER AN SR EHE .

£}

. RETD SQS HE (p. 65)

« BRETLIDEH SQS KA (p. 67)

- NI B SQS ¥rAERAFIF B E FIFO BASI (p. 68)

RIBV i SQS JHE
LU AN BT LAES BH & 5E ) Amazon SQS S EH R

E3.7}

. RETREHEE (p. 65)

« REBEREIR (p. 66)

- REBKRIH (p. 66)

- BRERBKEE (p. 66)

- REFEBAFIREH (p. 66)
- BET—BHVESLAE (p. 67)
« XHEER-WRRE (p. 67)

R Bt Ab 3 E B

ARMBENRERRTENNARFRES KA FARGEMMERES. fim , MRENNARFLE-FHE
EFERR10Y , A ALFARMERRER 15 28 , WELE-RLABEZHAXMOERT , BLRERF—
MENRE N E S REERRHLEEE . RE , IRECHNARFLE-REEZERR 108, BT

AREERRERN 2%, WHREEAENELEREEN , 5—MAERKRIEERE.

NEREEBHNELEEE  BFEAUTREZ —
© MREHAE (RETUSEMMAIT) LEBEEAENAE , WRESR RN ERKELEEEFRENR
KENEABBRES . ARXEZELR , BSHEE A WEER (p. 38).

c MRGTHELE-FHERESKEE , BACHERERABRUE-—MKES  BEDNBA LB
(B2 5% )  RE—REEHRERENELEEE—FA LB ESIHER 2 584,

Important

M Amazon SQS W ZElIReceiveMessagelE Rz A , KA MBI EIN 12 Daf, EEAL
HBRTLEE 12 PN HRKE,
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EREE

A, BReceiveMessageidREBNITIIERAK , BASELTEFENERWENINEIEE N EE
12 /e (flEn 43,200 % ) » Bl , MBRKE—FEE , HBER KHEVisibilityTimeout®E
F 43,200 ##IChangeMessageVisibility MM EMEE T 12 MtHIRKE , METHE
25K, B2 , RIFEEBELEREEReceiveMessage MEH ol W B At 2 A1 17 7E 80 S AV HE
B, BN 43,195 WHENEER. NMREWERETERY 12 Mhet |, EEERER Step
Functions,

R IR FREEIR
BHBERES , FEATHIERZ —

o MREFEA S Amazon DK , NIEZEEHERMERBZBAHRERA, BEXEZELE , BSATNERER
FIEFIRE ., AmazonAmazon Web Services — x5 %

« MRETFER Amazon SDK THEEMTEIRMIBSE , FAWER (HIa 200 EER ) , REERKE
kB Amazon SQS #HE. B IRE S G Ei{ReceiveMessagelRiE. Xt FH=E£MRB%E RN
ReceiveMessage MG ER , NAFEKMNEFrTE (Hl20 400 W),

RERRH

% ReceiveMessage APl RENEEFRBE AT 0 it , KRWER. ZKERASHENEN 20 ¥, KRBT
SHERZEIE R (& BHE A FReceiveMessagel®R ) MBRZEMEE (HEETABRIESEMNT ) WHE ,
MBI TBRIEFEA Amazon SQS A, BXESER , i§5MAmazon SQS ERAF KA (p. 30) :

ETNKEHELE | EEAUTRE

s EASHIBERT , B ReceiveMessage EFINANKEN 20 ¥, 1R 20 X AN ARFKEK
K, WANEBREM ReceiveMessage E1FMtHE (T2 1 ¥). MRETEH Amazon SDK A Amazon
SQS , HEF Amazon SDK Bt B RN AR ERFNE , MR sEZEEEHERN Amazon SQS BF iR , UMATFE
KHE RS FEAEEN S FNE# T RN BN,

o MBREFNZSAMIRAFIERELE , WS PAIER—NER , MARXNFEMFIERE N EE. MENE
MAFIER —NETE | BN AREFSAEBESAIIPAE S ARG EXEHE ; MRFEHENEER
RAZANRAG, NS BN ARFESS (&K 20 ¥) REEATAE S HASIR TR E H ARSI &
WEAER,

Important

FER HTTP £41% |, ERReceiveMessagei®E R HTTP Mo Ru B A A E] &
FwaitTimeSecondsZ¥. BXEZELR , S FReceiveMessage.

HIRBRERYER
ERRA AT AR B H KB CloudWatchihs , WEEBFEEMS) (o, 31),

s BRI ASEELNBIEEARE , BRI RRSTEEEEBRIEMT,

o ERASERIIRAEEEH R/ PNEELATFEAEE (TEBETELENER) BILE,

- ERFIFBEBAHETEESH ApproximateAge0f0ldestMessage (p. 168) CloudWatch fE#r%
5, FAELRHETFEBNEAEEFENE. BEREIERTEGEER LSRN A HERER.

REIEERAFIRE

FFIRERS , RSN AIBRKETHERAANM AR, YEEBHRXENTN , ARFEBRET
%, ZApproximateAgeOfOldestMessagelEiRRRNEEMINBERERS , MARRIRIEHE BN
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-3l 2%:N

B, Hln , BRIE—FHEHEEBEREAIZHERBAIIFEE 1 X, MRFEESAFINVEREZHER 4 X, WiZ
BRAEITE 3 RIGMIEISBATIARMIER , fREHIN 3 X, ApproximateAgeOfOldestMessage® it , &EEM
SERIBANEERFINREHIRE N LEB TN RBHE,

XTF FIFO A3 , BB RFLETIEN , ARRRHBLEE,

#ZApproximateAgeOfOldestMessagelBir R NEEMNBEREY, E£LEANB—NREH , HEE
4 RIGMIEEBAFIFMIER , ApproximateAgeOfOldestMessage}y 4 Ko

R — B E B
BT Amazon SQS 22— 1Mo HmXFKE , Hitk , BE Amazon SQS ERKIIM ReceiveMessage APl 3%
ARERFFERIRIEAERE , FAEETREEREER. EXHERLT , REEBRENRKEIHES ,

18 Amazon SQS 2 HEEDLRRFHERET —R. HTEXLEBERATF2BEHREHEE , RLRMNTE
BORFZEAERAS (p. 31 MR AR BMEBIREN 1,

5K e 18 SR -1d B RSt
SR WAAEREFBA (RPC) RER | WiRENTRERE |

- BANEBNER SIZEEMS], MRERINASMIEECRZEEMS , £AXEK D EEEMNEE
BR &Y 2 IE R
s FEUHERERZEERS, XTREGSHERERIHN S —MERENBEIES.

BXEAIGNBAIIEFREEER-ENEXNESEFEEL , BSH BER-EEEEWEER (ELIBA
5) (p.40).

fRMEL S#h SQS A

AT R SR A A AU R 0 PSR 8L BB O WO BT
AL EE R E

BRERE | THABAWS LRI

s BRZE, BERARRES , HESEMREFERSFEEMHE TR BN |, EAEHA Amazon SQS #taLE
API ##1E (p. 180).

s EREFHEFASERMLEBERLES  BEKRASHENET RS EF iR (p. 181)—#EM. Amazon
SDK for Java

Note

53 SQS & 7L % i B 81 R X3 FIFO BA %,

ERAEINRAERER
+ KHH AV Amazon SQS BB 8T AR BV,

« EREMEA Amazon SQS WA A ZRATI ( N FIRESEEHReceiveMessageREMMRL ) #yZ2
BUBORY , ERAKREA, BXESZEE , B20 Amazon SQS K1 (p. 30).

- ERERHEES AERNSIMEENRE , BRI EER.
s ERSEBERT , KWK TERLH,
- BIfEFCIAM Amazon SQS RAFIRZE | G5 1At 4 7 BIIR B 0E R,
- EFENMENER ReceiveMessage ERNWNARFHER |, EERERH,
s ERBWITRSKEAER.
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MRS B E FIFO BAF

MIES# SQS Fr/ERFIR S E| FIFO BASI

MREEERNBEEEREDelaySecondsS# , N A LB A ERAXMEERMEEYLE ID KBE FIFO
BRI,

BREZEE , ESR MWRETIBEI R FIFO BAF (p. 10).

%< F Amazon SQS FIFO BAFI#Y E fih 21

THRERRTEBEREMFEAESESHERR ID FEEHE D, BXEZELE , B5H (LD fEE
BAFIIRSS APl &) #iSendMessageflSendMessageBatchigfE,
£

 fFAAmazon SQS EEEEHIEMER ID (p. 68)

+ {£FAAmazon SQS JEEL ID (p. 69)

+ fEHAmazon SQS #FEWiFEREIR ID (p. 70)

£ Amazon SQS JEEEE HIEMER ID

HENBRBERZEREELEEEERERERELEELEEEERERERELRELEEEERERERELEL
EEERERELIENN MRRIEETEERFEHEESHEHR IDWHE , NIEAMREEESRE
MIBR ID ZIEMEESFFHERNES |, B 5 7HNEEHEMRBERNT24EE,

Note

Amazon SQS 4R IR ERH BAY £ K K K K H0H S BR A BR &9 M BR A BR a9 &9 A BRI BREY 49 B
1M R B B A B A B 19 B9 A BR B

RECEEESHAEMER ID

HEUTERT , tIBENNEREERMEEESHIEMER D & :

- EAMEEKEEEXRENHEE , Amazon SQS HIUFHA R K —HE,

« RIEMHENBRHEEEEEREMETE , Amazon SQS TR EM 1 ME—H L.

- EATEARR (FW, BREXFIENERRE ) KIZHEE , Amazon SQS XMFHMANEEH .

NE—4FEBERERG B HEEBUENER
MREBEE—NEYBENE—NERAEHBEENEM—N (AAEEEXHEEBETNRAEFNER
D) , FEEHRESRE :

- FASIERAETARHNESRENR (BREERBEAK -NEX), t/2ET2KESESKEMER D,

- REFERELFNEMNMEREHBZRERSZE ID, BRFREGE , BAXHEITUERBIITAR-ERF
5,

« BEANERREHBWER , BN ENF2TH FIFO RR3IFEEBNHEF,

X0 TR A4 R AT R

FIFO BASIR N EE HEM BRI RN H SR, FRITHNARFN , FRREFFRIAMEHHOERT , &
FENEAEERERE.
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EREELS ID

o £ EARAER TN ESHRIERBRERE. Amazon SQS WEEHIEMREIRA 5 4. EEEKEMER
BB E PR S B SendMessage B RTRELSFTESHHESIABSIH, i , EHPHBHRZTLK
EHINFREZNHES. IREFEZREINGT —RERXEFNREESE , WEEHTRESFNMEEE
A ERBERAEFEEST,

- EREXTEETREEN , AEFETAHENTHZ T ELEEENXREZRK, ZTBIAR
ChangeMessageVisibility BEEKAEESNH AT AEERN, B2 , MRTAEERIE , HifE
RETMYAFHRLEES , NTISBESRAEER, EREXMER , BEEIEBAT (p. 31).

A0 3E 7] O 14 At

EREBHREMRE , BN TNEEN (p. 36)I%E N KT Amazon FF & T EEIREEN, XEATFHEAERLIH
K (p. 30)%1#) (p. 30)MY ReceiveMessage API 24k,

£ FHAmazon SQS JEE4 ID

MessageGroupldREEE E EE TR EEERE THEEER TR EEEEANBEHEE THEEHEANEE
HEETHEEEETHEHEEAN BTR—HEANEEREN T HEANTRINFENME (ER , B
FREH B AN E IR T8 R E K E BIRE3 T A E B REN TR AN RIRFZENEE,

REZNMEFHEA
B %4 FIFO PR REHFIS R BEE , WEANAA D@ (A, SVAFNLENE) . £

MERT , 2MNMEAETULERY] , EEMNAFHNAERIER FIFO ARAEBH.
Note

MRBETEMIFHOESA D EEFAN , MEMERETLEEFHEEERA ID WHEE.

BREZEFEHRERGPLEEENS

EEMHEMERLINFEERNHEAT  FEEERASMIBENERAENRETRELBEESHS | 12
ENNBREERER —ME—KEEA D,

Note

EWERT , ERESET, BR , TEFRIDEENIRF.
FESMIZENERAENEABRFLENTETEREERSNNR (MRTELEETREE
NARGEEE , HEEREBNHEMTHELETA).

HEEEMHEEEE4A ID WEEKRERE

XF FIFO BA3 , KITHE & Z A LA 20,000 % ( HETRE MBS , B RMBABIHMIBR ) o IRE
HE| B , Amazon SQS FRIBREMEMEIRER. FIFO BASISEEH 20k FHENBETAKEEA,
XENE , MREEENMERATARENHES , WERNERFHERTHNEEZE , BT EERHMH
BARBRERIEZBAIINER.

Note

BEEMEHEA DM EENTRETREEHTEAELT ER LB -FEEERN, HELEBZT
BERBETEEARRBSEHE SRR BEERK

EREHELURREAEIZERE , HECHEIEXEASMHEHEEA ID WEMAHENLALE | FERIR
BIEELAF) (p. 31) B

BREELAFTESFERMERNFESEID

NBFIERFEAMEEDESA ID BB REDEEMEENASINFEE (p. 40)AFIFESMEHE | Eil
REELIIFESEAMEBNEEE D,
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EREREREE ID

£ FHAmazon SQS EWiER=1 ID

FEWERZR ID A FReceiveMessage I EE HIEMI BRI S HE,

ESBUEH SDK 5 Amazon SQS 2 B HELEZ R BN KM E e |, REACEREABRERSER
ID , #1£ SDK ##{EXMEE AR ZEWERZR ID #TER.
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Amazon SQS Java SDK R4l

&A1 LA £ A Amazon SDK for Javaid# Java R Fi#2F 5 Amazon Simple Queue Service (Amazon SQS)
HfttAmazonfR% . BEREHRE SDK , BHZE A THEAmazon SDK for Java 2.xFF &K A R IEF.

BXREZR Amazon SQS BAFIERME ( Hlinma 2SR REEE ) WRHAl , S FER Amazon SQS JEE
BA %l # #J Amazon SDK for Java 2.xFF & A R 1E78.

REBHHRPLRTR T Efl Amazon SQS Zh&E , HIMBRSERIRINE (SSE). HA D EARENHEE M.

E37}
. ERMRS BB MR (SSE) (p. 71)
- ABBIEEHRE (p.72)
. REHEEMY (p. 74)
+ fFAAmazon S3 B K # Amazon SQS HE (p. 75)

£ A RSS 2R im 0% (SSE)

BT LAE FlAmazon SDK for Javal$ RS 85im IN% (SSE) % inZE| Amazon SQS BAFl, &NBAFIERME
A Amazon Key Management Service(Amazon KMS) KMS Z A FE R BB IMZEFH, tRGIER
AmazonAmazon SQS W& KMS Z4i, BXfEMH SSE M KMS ZfAABHNEZEFELE , BSREDSM

¥ SSE A inEITLERAF

ERNYERTIEARSERHENS |, EEASetQueueAttributesFiEREBEKmsMasterkKeyIdE o

LA 18 7R 4511% B Amazon KMS key{Ei AmazonAmazon SQS KIIEE KMS #4H, I RHIEFIZE
HAmazon KMS keyZE A H] (p. 110)2 140 #,

FEIRPIMRBZE , FREESREENAMazonEIE, BXEZELR , H5H . RiEAmazon X BEIEM
[X 15 F1 B9 Amazon SDK for Java 2.x7F X A R 1.

// Create an SqsClient for the specified Region.
SgsClient sqgsClient = SqgsClient.builder().region(Region.US_WEST_1).build();

// Get the URL of your queue.
String myQueueName = "my queue";
GetQueueUrlResponse getQueueUrlResponse =

sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(myQueueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create a hashmap for the attributes. Add the key alias and reuse period to the hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName, String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the Amazon managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Create the SetQueueAttributesRequest.

SetQueueAttributesRequest set_attrs_request = SetQueueAttributesRequest.builder()
.queueUrl(queueUlrl)
.attributes(attributes)
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JIBAFIZE A SSE

.build();

sqsClient.setQueueAttributes(set_attrs_request);

ABAFIZEH SSE

ERNIAFIZARSESEIHENDS | HFKmsMasterKeyIdEAB M AN EFFESetQueueAttributes
o
Important

null 3F KmsMasterKeyId RFTHE

£/ SSE 2/ZBA\ 3

EEGIZEYIR S A SSE |, B MKmsMasterKeyIdE % ECreateQueueAPl %o

AT RBIGIZE A SSE K#TRAS. BA%IfEF AmazonAmazon SQS WIEE KMS B4H, It REIERZE
HAmazon KMS keyZE A H] (p. 110)Z 160 #,

FEIRPIMRBEZE , FREESREELENAMazonEIE, BXEZELR , H5H . RiEAmazon X BEIEM
X i3 A #9Amazon SDK for Java 2.xFF R A R 6.

// Create an SqgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Create a hashmap for the attributes. Add the key alias and reuse period to the hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName, String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the Amazon managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Add the attributes to the CreateQueueRequest.
CreateQueueRequest createQueueRequest =
CreateQueueRequest.builder()
.queueName (queueName)
.attributes(attributes)
.build();
sqsClient.createQueue(createQueueRequest);

K%} SSE B4

BXREORAIIBHENEE  BSRETSHIPRL S5 E LTRSS API 5Z.

ERFFEBFIF KMS 40 ID IBBHAERAMR |, Biz176etQueveAttributes FERER
FKmsMasterKeyIdfKmsDataKeyReusePeriodSeconds#M &,

ARSI BL EFRE

5 A AN 9 EL AR 5 SR B B 4R 4R MR IR IR A Amazon SQS B, BT RAE R 06 A B @ #r&EAmazon SDK
for Java. BXEZ{EE , HS 5] Amazon SQS RADEARE (p. 29).

BARGIMRBE , FRRECREAmazonEiL. BXEZELE , B5H . #EAmazonkBEIEMX
i3 # 9 Amazon SDK for Java 2.xFF & A B $ER.
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B AR

EHIHRASINRE | HEALLIstQueueTagsh %o

// Create an SqgsClient for the specified region.
SgsClient sqgsClient = SqgsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.

String queueName = "MyStandardQl";

GetQueueUrlResponse getQueueUrlResponse =
sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());

String queueUrl = getQueueUrlResponse.queueUrl();

// Create the ListQueueTagsRequest.
final ListQueueTagsRequest listQueueTagsRequest =

ListQueueTagsRequest.builder().queueUrl(queueUrl).build();

// Retrieve the list of queue tags and print them.
final ListQueueTagsResponse listQueueTagsResponse =
sqsClient.listQueueTags(listQueueTagsRequest);
System.out.println(String.format("ListQueueTags: \tTags for queue %s are %s.\n",
queueName, listQueueTagsResponse.tags() ));

AN DN E PR

ERMBEFRASINIREE |, BFEATagQueuveH it

// Create an SqsClient for the specified Region.
SgsClient sqgsClient = SqgsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.

String queueName = "MyStandardQl";

GetQueueUrlResponse getQueueUrlResponse =
sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());

String queueUrl = getQueueUrlResponse.queueUrl();

// Build a hashmap of the tags.

final HashMap<String, String> addedTags = new HashMap<>();
addedTags.put("Team", "Development");
addedTags.put("Priority", "Beta");
addedTags.put("Accounting ID", "456def");

//Create the TagQueueRequest and add them to the queue.

final TagQueueRequest tagQueueRequest = TagQueueRequest.builder()
.queueUrl(queueUrl)
.tags(addedTags)
.build();

sqgsClient.tagQueue(tagQueueRequest);

il BR PR 25

EMBAFIAPHIBR— N RSB MEL | EEAUntagQueues . TEMRAEIMBRAccounting IDFRE,

// Create the UntagQueueRequest.
final UntagQueueRequest untagQueueRequest = UntagQueueRequest.builder()
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ERHEEM

.queueUrl(queueUlrl)
.tagKeys("Accounting ID")
.build();

// Remove the tag from this queue.
sqsClient.untagQueue(untagQueueRequest);

AN W § Ns
RIZEHEE M
FEREETREHTHE (NNEE, wEZRAHE. EENFRY ) SHEEREEEETEHEEN. &
XEZEE , $3% Amazon SQS JEEE M (p. 26).

BT REIRBEZE , FERREIRE T AmazonTil, BXESEERE , F2H . REAmazon X EBEIEMKX
3 # #9Amazon SDK for Java 2.xFF & A R HEF.

=
EXEM

EESCHERMY , BRMUTRE , Hf#EAMessageAttributeValueHiERHE, AXEZEL , E5H
SEHEEMAH (p. 26) M EHEBEMEHIERA (p. 26).

XLXIEA : Amazon SDK for JavaB 3t EE R IEXAEEBHREMIFEE Amazon SQS iR B # #iE

TR, BXESEL , 2HM . Amazon SDK for Java 2xFF & A RIERMITEMEE MM MD5 EEH
Z (p. 2 AT HMEREIES.

String
WRHIEN String Bt , HEHN Name , BH Jane,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("Name", new MessageAttributeValue()
.withDataType("String")

.withStringValue("Jane"));

Number

IRBIE X Number B , HE#HH AccurateWeight , B} 230.000000000000000001.

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccurateWeight", new MessageAttributeValue()
.withDataType("Number")

.withStringValue("230.000000000000000001"));

Binary
WRHIEXY Binary Bt , EE# A ByteArray , EAKRMMALE 10 ZF A,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ByteArray", new MessageAttributeValue()
.withDataType("Binary")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

String (custom)

WREIENBENEY String. Employeeld , EZ# AN Employeeld , )} ABC123456,
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final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("EmployeeId", new MessageAttributeValue()
.withDataType("String.EmployeeId")

.withStringValue("ABC123456"));

Number (custom)

WRBIEN BENEM Number . AccountId , EE#R AccountId, B} 000123456,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccountId", new MessageAttributeValue()
.withDataType("Number.AccountId")

.withStringValue("000123456"));

Note

HAEAEHIERE HNumber , ReceiveMessage F3EIRE123456.
Binary (custom)

WREIEX BENEM Binary.JPEG , HEB#H ApplicationIcon , BN R#MBILE 10 ZHHK
¢,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ApplicationIcon", new MessageAttributeValue()
.withDataType("Binary.JPEG")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

RiEwmEBRMENHE

LRI B R INElSendMessageRequest K% H B 2 i o

// Send a message with an attribute.

final SendMessageRequest sendMessageRequest = new SendMessageRequest();
sendMessageRequest.withMessageBody("This is my message text.");
sendMessageRequest.withQueueUrl(myQueueUrl);
sendMessageRequest.withMessageAttributes(messageAttributes);
sgs.sendMessage(sendMessageRequest);

Important

MBFHBEEZEL# S (FIFO) A% , EHRsendMessage 5 AT BREMBEEA ID,
MREFFSendMessageBatchAiEM3kESendMessage , MIATIEE AR P E B K HEE 4.

£ FHAmazon S3 B K& Amazon SQS EE

EEE AF Amazon Simple Queue Service (Amazon SQS) HE , B LAE AT E#Simple Storage Service
(Amazon S3) MiEM F Java Y Amazon SQS ¥ B&EFinE, XEFENEASIE 2 GB WHENS5IE
Mo RIELHNABRFERREVNET , HEERETEDRSKERSIFFERERE , ENEEEE
F Amazon S3 RF#EHNEIE.

WA LAERAERT Java B9 Amazon SQS B EFimEHRITUTIRE :

s BEHERBKFME Amazon S3 FiE2NEEK/NET 256 KB B 174 £ Amazon S3 #
. RES|IBEMEE S3 EREBTINENMEENR
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« N S3 FREBRRFEEXR
M S3 FERMIERE SR

B LAERER T Java B9 Amazon SQS ¥ BEFIWE , £/ Amazon S3 KEE Amazon SQS JEEMN R A
Amazon SDK for Java. #755&E FHAmazon CLI. Amazon SQS #4|&. Amazon SQS HTTP API S{F{aH
ftt Amazon,

XEXEE : EAT Java WHATESERT Java B9 Amazon SQS ¥ EEFIREERMEA J2SE
Development Kit 8.0 B E 5 M4,

AY
SoRFMH
AR RBIEAMRE Amazon Java FATER, ERZEMRTEFAITES , 5% Amazon SDK for Java Ff
K ARIEREFMIRE Amazon SDK for Java,

BIIRGARBZE , BFEESRKN Amazon Eif, BEXEZEE , B5H . BEAmazonATH AT EEH
#JAmazon SDK for JavaFF X A R 15F.

R~ - EFAmazon S3 B K# Amazon SQS JEHE

BUF Rl eI2 S AR B FH Amazon S3 B H AL EARMANAEEIEZBHZEH 14 REKAM
BREXLENR, ©EXE—NEHIMyQueueH BPAFI KX 256 KB A EWFRTEE, &fF , RBKRRIZHE
B BEAXZEENEER , RAEMRIZEL. AIIRFER.

/*
Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

*

*

*

*

*

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import com.amazon.sqs.javamessaging.AmazonSQSExtendedClient;
import com.amazon.sqs.javamessaging.ExtendedClientConfiguration;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.*;

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.*;

import org.joda.time.DateTime;

import org.joda.time.format.DateTimeFormat;

import java.util.Arrays;
import java.util.Llist;
import java.util.UUID;

public class SQSExtendedClientExample {
// Create an Amazon S3 bucket with a random name.

private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());
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public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the Amazon SDK for Java Developer Guide.
*/

final AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*
final BucketLifecycleConfiguration.Rule expirationRule =
new BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
final BucketlLifecycleConfiguration lifecycleConfig =
new BucketLifecycleConfiguration().withRules(expirationRule);

// Create the bucket and allow message objects to be stored in the bucket.
s3.createBucket(S3_BUCKET_NAME);
s3.setBucketLifecycleConfiguration(S3_BUCKET_NAME, lifecycleConfig);
System.out.println("Bucket created and configured.");

/*
* Set the Amazon SQS extended client configuration with large payload
* support enabled.
*
final ExtendedClientConfiguration extendedClientConfig =
new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, S3_BUCKET_NAME);

final AmazonSQS sqgsExtended =
new AmazonSQSExtendedClient(AmazonSQSClientBuilder
.defaultClient(), extendedClientConfig);

/*
* Create a long string of characters for the message object which will
* be stored in the bucket.
*/

int stringlLength = 300000;

char[] chars = new char[stringlLength];

Arrays.fill(chars, 'x');

final String myLongString = new String(chars);

// Create a message queue for this example.
final String QueueName = "MyQueue" + UUID.randomUUID().toString();
final CreateQueueRequest createQueueRequest =
new CreateQueueRequest(QueueName);
final String myQueueUrl = sqgsExtended
.createQueue(createQueueRequest).getQueuelrl();
System.out.println("Queue created.");

// Send the message.
final SendMessageRequest myMessageRequest =

new SendMessageRequest(myQueueUrl, mylLongString);
sqsExtended.sendMessage(myMessageRequest);
System.out.println("Sent the message.");

// Receive the message.

final ReceiveMessageRequest receiveMessageRequest =
new ReceiveMessageRequest(myQueueUrl);

List<Message> messages = sqsExtended
.receiveMessage(receiveMessageRequest).getMessages();
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// Print information about the message.
for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" 1ID: " + message.getMessageld());
System.out.println(" Receipt handle: " + message.getReceiptHandle());
System.out.println(" Message body (first 5 characters): "
+ message.getBody().substring(@, 5));
}

// Delete the message, the queue, and the bucket.

final String messageReceiptHandle = messages.get(0@).getReceiptHandle();

sqsExtended.deleteMessage(new DeleteMessageRequest(myQueueUrl,
messageReceiptHandle));

System.out.println("Deleted the message.");

sqsExtended.deleteQueue(new DeleteQueueRequest(myQueuelrl));
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");
}

private static void deleteBucketAndAllContents(AmazonS3 client) {
ObjectListing objectlListing = client.listObjects(S3_BUCKET_NAME);

while (true) {
for (S30bjectSummary objectSummary : objectlListing
.getObjectSummaries()) {
client.deleteObject(S3_BUCKET_NAME, objectSummary.getKey());
}

if (objectListing.isTruncated()) {

objectListing = client.listNextBatchOfObjects(objectListing);
} else {

break;
}

}

final VersionListing list = client.listVersions(
new ListVersionsRequest().withBucketName(S3_BUCKET_NAME));

for (S3VersionSummary s : list.getVersionSummaries()) {
client.deleteVersion(S3_BUCKET_NAME, s.getKey(), s.getVersionId());
}

client.deleteBucket(S3_BUCKET_NAME);

(WSS}
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£ JMS 1 Amazon SQS

Amazon SQS Java Message Service (JMS) ## 02 Amazon SQS #J Java Message Service (JMS) 0 ,
AL REEER JMS R AEF TS FIA Amazon SQS, FIAKED , WRBBEERENTF/AE JMS
EHEF, SARAmazon SDK for Java , AT LABIE JMS EZEMAFE LR S Amazon SQS 52 B ¥ % B
EWoIBENERE,

HWERIFKTE JMS 1.1 FCTHBIEEM L (JMS S AR ) | IRFPENR, ZHRRNKEERS KA R
Amazon SQS BA%l, BEZEHRLTHRLEE TR,

FxR%IF IMS 1.1 FSEH Amazon SQS Java Message EEMIIAEMIE R |, SR IEH JMS 1.1 3£
& (p. 100)F1Amazon SQS % LA &,

E3 ]
o KREH (p.79)
« FFHAfEA Amazon SQS Java sHEJE (p. 80)
+ $F Amazon SQS Java Message Service (JMS) & i 5 H b Amazon SQS & ixf &4 (p. 85)
« EERAAM Java R : £EFEH JMS S5Amazon SQS #RERAS (p. 86)
o XM IMS 1.1 32HE (p. 100)

Yh A2
FoRF M
EFRZH , BATUERAT EREM
» SDK for Java

BERM A ETLUNER T SDK for Java BEEENIE -
+ TEHHRESDK for Java
« i/ Maven $kElAmazon SQS Java jHEFE,

Note

SDK for Java RYER KB I EM.
& FSDK for Java MiEM F Java B9 Amazon SQS Development Kit 8.0 =% & kxR 48

H 5 SDK for Java S DK for Java
» Amazon SQS Java HEFE

MEKEH Maven , N AHHF amazon-sqs-java-messaging-1lib.jar BFEFNE Java EBE
B, BEXTHENEES , B35 Amazon SQS Java JBEEE,

Note

Amazon SQS Java 8 B ESIEX Maven # Spring Fram ework B3 $#,
B Xx{EMH Maven, Spring Framework #l Amazon SQS Java SEEENRBE R , FSFERERT
A Java =™l - £E&EH IMS 5Amazon SQS #RAERAS (p. 86).

<dependency>
<groupId>com.amazonaws</groupId>
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<artifactId>amazon-sqs-java-messaging-lib</artifactId>
<version>1.0.4</version>
<type>jar</type>

</dependency>

« Amazon SQS FA %l

fi£ Fi Amazon Web Services Management Console3&f F Amazon SQS., CreateQueue APl BAmazon
SQS Java SHEES G S HEAmazon SQS B il ERA S,

A< fFFHAmazon Web Services Management ConsoleZ CreateQueue API £/ Amazon SQS #IZRA
JINER , BSHEEIEBAS (p. 18).

BXRMEM Amazon SQS Java HEEMEE , SR A Amazon SQS Java JHEE (p. 80).

FF4fE A Amazon SQS Java SEHEE

EF BN Java SHERS (JMS) 5 Amazon SQS £& R , BEARTHHRBRE. UTHsNEuma]
B JMS EEMAFEUR AL ENBEBCER.

Amazon SQS Java HEEFEEMITEM Amazon SQS ZEF XN REKZE Amazon SQS IR B F .
MRZAFIFTEE , ERHEET,

8l& JMS E#

1

BIEBEET HXZI @A createConnection Fi%,

// Create a new connection factory with all defaults (credentials and region) set
automatically
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.defaultClient()
)

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SQSConnection 23X javax.jms.Connection #TTH EB. BRT JMS #rifEiE

#5% , SQSConnection EiBHEM—LEF55% | il getAmazonSQSClient Hl
getWrappedAmazonSQSClient, XBAAEIIALERITREEE JMS FSEHHWERIRE | el
BB, {ER , getWrappedAmazonSQSClient A AT IR M Bl EZE A K Amazon SQS & ik
BEBE, ZBREFEFEFHPHENINRERETN IMSException , NTTLLFHA IMSException
RENNERBESFEHERAZRE,

FRALERAMEBREF X RgetAmazonSQSClient MlgetWrappedAmazonSQSClient R ITHR

BEE JVMS FEHNEERRME (I, TLAIE Amazon SQS BAF ) .

MREINEHNRBEE IMS BE , MIRFEHA getWrappedAmazonSQSClient :

« MREFEA getWrappedAmazonsSQSClient , MREMNEFHINREFTIERERER JMS &
Eo

« MREFEAgetAmazonSQSClient , MXLERERLERHN Amazon SQS RE.

B2 Amazon SQS BA |

BENEF RN RFRERBFE Amazon SQS BAF,

80




Amazon Simple Queue Service FF & A R IEF
EEZ. 338

MERIIFEE , EFRHFRET, WRAIIEE , WiZMETFQREEFAE. BEXELZEER,
TextMessageSender.java. (p. 88) RHIFH“IRIFFEERIZRRAGI" —FF,

B PR AERA B

ESH

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an SQS queue named MyQueue, if it doesn't already exist
if (!client.queueExists("MyQueue")) {
client.createQueue("MyQueue");

}

22 FIFO A

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an Amazon SQS FIFO queue named MyQueue.fifo, if it doesn't already exist
if (!client.queueExists("MyQueue.fifo")) {
Map<String, String> attributes = new HashMap<String, String>();
attributes.put("FifoQueue", "true");
attributes.put("ContentBasedDeduplication", "true");
client.createQueue(new
CreateQueueRequest().withQueueName("MyQueue.fifo").withAttributes(attributes));

3

Note

FIFO BAFIB B IR . FifofG4Ro
B X ContentBasedDeduplication BMEMESER , BSH B —XLE (p. 10).

EEZ 81\

1. ZEEMER Amazon SQS RAFEZRER |, FAE—MNMEANWIESESHE IMS &
1%, AUTO_ACKNOWLEDGE#&E

// Create the nontransacted session with AUTO_ACKNOWLEDGE mode
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

2. RTERFIZEXAER , FeIZ - IMS RRIIFRRAE R G2 E,

// Create a queue identity and specify the queue name to the session
Queue queue = session.createQueue('"MyQueue");

// Create a producer for the 'MyQueue'
MessageProducer producer = session.createProducer(queue);

3. BIEXAEEIF/ERIEFIBA,
- EAFOERRSIRIEER , BRERETAEHMESH,

// Create the text message
TextMessage message = session.createTextMessage("Hello World!");

// Send the message
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producer.send(message);
System.out.println("JMS Message " + message.getJMSMessageID());

- ZE[ FIFO RAFIREHEE , BAUREHEA ID. BHEANREESEESHENR ID. BXESZEER
BESHE XBAIE (p. 15).

// Create the text message
TextMessage message = session.createTextMessage("Hello World!");

// Set the message group ID
message.setStringProperty("JMSXGroupID", "Default");

// You can also set a custom message deduplication ID
// message.setStringProperty("JIMS_SQS_DeduplicationId", "hello");
// Here, it's not needed because content-based deduplication is enabled for the queue

// Send the message

producer.send(message);

System.out.println("JIMS Message " + message.getJMSMessageID());
System.out.println("JMS Message Sequence Number " +
message.getStringProperty("JIMS_SQS_SequenceNumber"));

EEZ:LEES

1. BERYCEE , INE—-RFIeZ—MERER , RABBA start ik
B LABER Y ERBA start Bk, T , EFRAEFTSTHRFZYCER , EXFARTG %,

// Create a consumer for the 'MyQueue'

MessageConsumer consumer = session.createConsumer(queue);
// Start receiving incoming messages

connection.start();

2. EBERN 1 PHNREA TN ZEARBA receive 7% , RERMHKINHEERE.
- ERERERERSIBERRE , BRLBERDERNAR.

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());

}

- EREIRE FIFORRFIKER G , BB RESNABRMEMISET FIFO BEEREY , SIIUEER
41D, HEEEREMER ID MFHS. BXESZEE , B0 XBRE (p. 15).

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
System.out.println("Group id: " +
receivedMessage.getStringProperty("IMSXGroupID"));

System.out.println("Message deduplication id: " +
receivedMessage.getStringProperty("IMS_SQS_DeduplicationId"));
System.out.println("Message sequence number: " +

receivedMessage.getStringProperty("IMS_SQS_SequenceNumber"));
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3.

}

RAEEN 2T,

// Close the connection (and the session).
connection.close();

MHELERRUTUATHE :

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
Received: Hello World!

Note

R LUE A Spring Framework #1816 234 K6

BXEMEER , 58 SpringExampleConfiguration.xml, SpringExample.java, B
K ExampleConfiguration.java®la ## ExampleCommon.java H SEFRA A Java =f
4 F A JMS 5Amazon SQS #RH#BAT (p. 86) HEE A BIEF 2,

BREENBUNROTZERY , S0 TextMessageSender.java, (p. 88)
SyncMessageReceiver.java, (p. 89).

=
7

SREWCHR

£ FFHafEH Amazon SQS Java B EE (p. 80)F I RHIH |, HEKIEE MyQueue HEEHEW,

BAUR R Bl 9 48 oA il s AT 2R S P R KUH R

1.

L Messagelistener #0,

class MyListener implements Messagelistener {

@Override
public void onMessage(Message message) {
try {
// Cast the received message as TextMessage and print the text to screen.
System.out.println("Received: " + ((TextMessage) message).getText());
} catch (JMSException e) {
e.printStackTrace();
}

EWRE ST , A onMessage # O/ Messagelistener A3k, ARSI G | WHEREEH
BRI,
3 receive IMKHIREFEAEHEKIEE K MARNEAELRNEA MyListener ik, T&ES
5.

// Create a consumer for the 'MyQueue'.
MessageConsumer consumer = session.createConsumer(queue);

// Instantiate and set the message listener for the consumer.
consumer.setMessagelistener(new MyListener());

// Start receiving incoming messages.
connection.start();
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// Wait for 1 second. The listener onMessage() method is invoked when a message is
received.
Thread.sleep(1000);

HRSB®E FiaERA Amazon SQS Java B EFE (p. 80) REIFHSBRIERE, BXRLSEAENTER
5l , EZFAsyncMessageReceiver. java® iy SEFR Al A Java Rl - & A IMS 5Amazon SQS
¥RAEBA S (p. 86).

LR Bl R ST RARRA

JIMS Message ID:8example-588b-44e5-bbcf-d8l6example2
Received: Hello World!

ERAE P REIAMER

B RBIFE 45 A Amazon SQS Java SEEE (p. 80)#EFAAUTO_ACKNOWLEDGERE R, , ZEX A BZHIA
KEINEFER (Rt MBASIHBIBRE Amazon SQS ) .

1. EEHEABRERERNBIGEE  NMXMEIZEES CLIENT_ACKNOWLEDGE XA iFE,

// Create the non-transacted session with CLIENT_ACKNOWLEDGE mode.
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

2. WESHER , ERER , RABERBINEE.

// Cast the received message as TextMessage and print the text to screen. Also
acknowledge the message.
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
receivedMessage.acknowledge();
System.out.println("Acknowledged: " + message.getJMSMessagelID());

Note

EHERXT , HHNRETERN , SR BINEZER 2R BINFAEER. flm , mRik
F10%EE , NRIBINEE 10 FHE (REVHEENIRF) , RAEELWINERNRE 9 &H
o

HRSBE FIAEH Amazon SQS Java HEE (p. 80) REIFHSTRIEE. BXxEFEFHEIAMERN
BLERENTER , H2/SyncMessageReceiverClientAcknowledge. javam 9 SEFR A F#Y
Java R’ : & JMS 5Amazon SQS #rEBAF (p. 86).

BERPIE R E AT RAERLL

JIMS Message ID:4example-aa@e-403f-b6df-5e02example5
Received: Hello World!
Acknowledged: ID:4example-aa@e-403f-b6df-5e@2example5s

ERALTFEIAMER

TEEH CLIENT_ACKNOWLEDGE #=pt , FEZWIAEEXNWANEEZREINFIEEER. BXEZE
B, E2H FRAEFERIAER (p. 84).
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Amazon SQS Java HEEFERMH S —iEiIAER, 1E£#£H UNORDERED_ACKNOWLEDGE XAt |, B ik A4M
B ERBIARIINAEHEE | FEEENEKRA/FMA, it , #&# A UNORDERED_ACKNOWLEDGE &=
BB LE,

// Create the non-transacted session with UNORDERED_ACKNOWLEDGE mode.
Session session = connection.createSession(false, SQSSession.UNORDERED_ACKNOWLEDGE);

HRIRE EAEREMER (p. 84)R"AIMWLSERAEE. HXEH UNORDERED_ACKNOWLEDGE 3
WRZEAENTE R , B2 SyncMessageReceiverUnorderedAcknowledge. javas

BER B B B R S AT AR

JMS Message ID:dexample-73ad-4adb-bc6c-4357example?
Received: Hello World!
Acknowledged: ID:dexample-73ad-4adb-bc6c-4357example?7

¥ Amazon SQS Java Message Service (JMS) &F
im S5 H M Amazon SQS B ikl & £ A

¥ Amazon SQS Java Message Service (JMS) & i 5AmazonFF X T E @ 4R Amazon SQS JHE K/ R
#7256 KB, A3 , &7 LAE AT Amazon SQS FFiw eI JMS RMEF. il , 7 EF JMS Client
5 Amazon SQS ¥ EBEFREREMEA , MKESEX Amazon S3 FIHERR (&AN 2GB) WA
B Amazon SQS BHE. BEXEZELR , HSH FHAmazon S3 EE AH Amazon SQS B E (p. 75)o

BUF Java REBROFNT REFiRECIE JMS ZHERF

AmazonS3 s3 = new AmazonS3Client(credentials);
Region s3Region = Region.getRegion(Regions.US_WEST_2);
s3.setRegion(s3Region);

// Set the Amazon S3 bucket name, and set a lifecycle rule on the bucket to

// permanently delete objects a certain number of days after each object's creation date.

// Next, create the bucket, and enable message objects to be stored in the bucket.
BucketLifecycleConfiguration.Rule expirationRule = new BucketLifecycleConfiguration.Rule();

expirationRule.withExpirationInDays(14).withStatus("Enabled");

BucketLifecycleConfiguration lifecycleConfig = new
BucketLifecycleConfiguration().withRules(expirationRule);

s3.createBucket(s3BucketName);
s3.setBucketLifecycleConfiguration(s3BucketName, lifecycleConfig);
System.out.println("Bucket created and configured.");

// Set the SQS extended client configuration with large payload support enabled.
ExtendedClientConfiguration extendedClientConfig = new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, s3BucketName);

AmazonSQS sqsExtended = new AmazonSQSExtendedClient(new AmazonSQSClient(credentials),
extendedClientConfig);

Region sqsRegion = Region.getRegion(Regions.US_WEST_2);
sqsExtended.setRegion(sqsRegion);

BUF Java RERAIFOIZERET]

// Create the connection factory using the environment variable credential provider.
// Pass the configured Amazon SQS Extended Client to the IMS connection factory.
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SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
sqsExtended
);

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SKFR Al MY Java "Bl - EEEA JMS EAmazon
SQS #rEBA

UTRBROE RINALEEER Java EERS (JMS) 5 Amazon SQS #r ARSI, BXEMA FIFO AFINE
258 , B2 M. BIE FIFO A (p. 81)., AHFRIFHEE (p.81), MEASEYCEE (p. 82). (EAH#
WK S RREA FArABABIF FIFO BA3l, {ER , FIFO RRFIFKEE B EEZE M. )

ExampleConfiguration.java,

BT Java KIBROIRES AT HM Java ROIGERIABRSIBFR, XFMFIE,

/*
Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing

*

*

*

*

*

*

* https://aws.amazon.com/apache2.0

*

*

*

*

* permissions and limitations under the License.
*

*/
public class ExampleConfiguration {
public static final String DEFAULT_QUEUE_NAME = "SQSJIMSClientExampleQueue";
public static final Region DEFAULT_REGION = Region.getRegion(Regions.US_EAST_2);

private static String getParameter( String args[], int i ) {
if( i + 1 >= args.length ) {
throw new IllegalArgumentException( "Missing parameter for " + args[i] );
}

return args[i+l];

}
/**

* Parse the command line and return the resulting config. If the config parsing fails
* print the error and the usage message and then call System.exit

*
* @param app the app to use when printing the usage string
* @param args the command line arguments
* @return the parsed config
*/
public static ExampleConfiguration parseConfig(String app, String args[]) {
try {

return new ExampleConfiguration(args);
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} catch (IllegalArgumentException e) {
System.err.println( "ERROR: " + e.getMessage() );
System.err.println();

System.err.println( "Usage: " + app + " [--queue <queue>] [--region <region>]
[--credentials <credentials>] ");
System.err.println( " or" );

System.err.println( "
System.exit(-1);
return null;

+ app + " <spring.xml>" );

}

private ExampleConfiguration(String args[]) {
for( int i = @; i < args.length; ++i ) {
String arg = args[i];
if( arg.equals( "--queue" ) ) {
setQueueName(getParameter(args, i));
i++;
} else if( arg.equals( "--region" ) ) {
String regionName = getParameter(args, 1i);
try {
setRegion(Region.getRegion(Regions.fromName(regionName)));
} catch( IllegalArgumentException e ) {
throw new IllegalArgumentException( "Unrecognized region " +
regionName );
}
l++;
} else if( arg.equals( "--credentials" ) ) {
String credsFile = getParameter(args, 1i);
try {
setCredentialsProvider( new
PropertiesFileCredentialsProvider(credsFile) );
} catch (AmazonClientException e) {
throw new IllegalArgumentException("Error reading credentials from " +
credsFile, e );
}
l++;
} else {
throw new IllegalArgumentException("Unrecognized option " + arg);
}

}

private String queueName = DEFAULT_QUEUE_NAME;

private Region region = DEFAULT_REGION;

private AWSCredentialsProvider credentialsProvider = new
DefaultAwWSCredentialsProviderChain();

public String getQueueName() {

return queueName;

public void setQueueName(String queueName) {
this.queueName = queueName;
}

public Region getRegion() {
return region;
}

public void setRegion(Region region) {
this.region = region;
}

public AWSCredentialsProvider getCredentialsProvider() {
return credentialsProvider;
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}

public void setCredentialsProvider(AWSCredentialsProvider credentialsProvider) {
// Make sure they're usable first
credentialsProvider.getCredentials();
this.credentialsProvider = credentialsProvider;

TextMessageSender.java,

BUF Java REGRBIGIENAHBGIEE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*

*
~N

public class TextMessageSender {
public static void main(String args[]) throws JIMSException {

ExampleConfiguration config = ExampleConfiguration.parseConfig("TextMessageSender",

args);
ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);
MessageProducer producer =

session.createProducer( session.createQueue( config.getQueueName() ) );

sendMessages(session, producer);
// Close the connection. This closes the session automatically
connection.close();

System.out.println( "Connection closed" );

}

private static void sendMessages( Session session, MessageProducer producer ) {
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BufferedReader inputReader = new BufferedReader(
new InputStreamReader( System.in, Charset.defaultCharset() ) );

try {
String input;
while( true ) {
System.out.print( "Enter message to send (leave empty to exit): " );
input = inputReader.readlLine();
if( input == null || input.equals("" ) ) break;

TextMessage message = session.createTextMessage(input);
producer.send(message);
System.out.println( "Send message " + message.getJIMSMessageID() );
}
} catch (EOFException e) {
// Just return on EOF
} catch (IOException e) {

System.err.println( "Failed reading input: " + e.getMessage() );
} catch (JMSException e) {
System.err.println( "Failed sending message: " + e.getMessage() );

e.printStackTrace();

SyncMessageReceiver.java,

BUF Java REBREIGIEE LS HEERE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*

*
~N

public class SyncMessageReceiver {
public static void main(String args[]) throws JIMSException {

ExampleConfiguration config = ExampleConfiguration.parseConfig("SyncMessageReceiver",
args);

ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();
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// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

connection.start();
receiveMessages(session, consumer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

}

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message " + message.getJIMSMessageID() );

}

} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );
e.printStackTrace();

(WSS}

AsyncMessageReceiver.java,

LR Java REBRBIGIEFR LS HBERE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*

*
~N

public class AsyncMessageReceiver {
public static void main(String args[]) throws JMSException, InterruptedException {
ExampleConfiguration config =
ExampleConfiguration.parseConfig("AsyncMessageReceiver", args);
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ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

// No messages are processed until this is called
connection.start();

ReceiverCallback callback = new ReceiverCallback();
consumer.setMessagelistener( callback );

callback.waitForOneMinuteOfSilence();
System.out.println( "Returning after one minute of silence" );

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static class ReceiverCallback implements MessagelListener {
// Used to listen for message silence
private volatile long timeOfLastMessage = System.nanoTime();

public void waitForOneMinuteOfSilence() throws InterruptedException {
for(;;) {
long timeSincelLastMessage = System.nanoTime() - timeOflLastMessage;
long remainingTillOneMinuteOfSilence =
TimeUnit.MINUTES.toNanos(1l) - timeSincelastMessage;
if( remainingTillOneMinuteOfSilence < @ ) {

break;
}
TimeUnit.NANOSECONDS.sleep(remainingTillOneMinuteOfSilence);
}
}
@Override
public void onMessage(Message message) {
try {
ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message " + message.getJIMSMessageID()
timeOfLastMessage = System.nanoTime();
} catch (JMSException e) {
System.err.println( "Error processing message: " + e.getMessage() );
e.printStackTrace();
}
}

);
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‘ }

SyncMessageReceiverClientAcknowledge.java,

KT Java R RHIBIZEREFimBANEXNESERE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*
*/
/**

* An example class to demonstrate the behavior of CLIENT_ACKNOWLEDGE mode for received
messages. This example

* complements the example given in {@link SyncMessageReceiverUnorderedAcknowledge} for
UNORDERED_ACKNOWLEDGE mode.

*

* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the visibility
time out period, an attempt to

* receive another message is made. It's shown that no message is returned for this attempt
since in CLIENT_ACKNOWLEDGE mode,

* as expected, all the messages prior to the acknowledged messages are also acknowledged.
*

* This ISN'T the behavior for UNORDERED_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverUnorderedAcknowledge}

* for an example.

*/

public class SyncMessageReceiverClientAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue for
this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws JMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverClientAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
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SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with client acknowledge mode
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, '"Message 1");
sendMessage(producer, session, '"Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear in
the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in receiving
no messages since

// we have acknowledged the second message. Although we didn't explicitly
acknowledge the first message,

// in the CLIENT_ACKNOWLEDGE mode, all the messages received prior to the
explicitly acknowledged message

// are also acknowledged. Therefore, we have implicitly acknowledged the first
message.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
connection.close();
System.out.println("Connection closed.");

}
/

*

Sends a message through the producer.

@param producer Message producer

@param session Session

@param messageText Text for the message to be sent
@throws JMSException

*OX X X X X X

*
/
private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws IMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

}
/**

* Receives a message through the consumer synchronously with the default timeout

(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received, "Queue

is empty!" is
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* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JMSException
*
/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message = consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and print

the text
System.out.println("Received: " + ((TextMessage) message).getText());
// Acknowledge the message if asked
if (acknowledge) message.acknowledge();
}
}
}

SyncMessageReceiverUnorderedAcknowledge.java,

KT Java REBRHIBIZERLTFBHIANERANESERE

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*
*/
/**

* An example class to demonstrate the behavior of UNORDERED_ACKNOWLEDGE mode for received
messages. This example

* complements the example given in {e@link SyncMessageReceiverClientAcknowledge} for
CLIENT_ACKNOWLEDGE mode.

*

* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the visibility
time out period, an attempt to

* receive another message is made. It's shown that the first message received in the prior
attempt is returned again

* for the second attempt. In UNORDERED_ACKNOWLEDGE mode, all the messages must be
explicitly acknowledged no matter what

* the order they're received.

*

* This ISN'T the behavior for CLIENT_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverClientAcknowledge}
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* for an example.
*/

public class SyncMessageReceiverUnorderedAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue for
this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws JMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverUnorderedAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with unordered acknowledge mode
Session session = connection.createSession(false,
SQSSession.UNORDERED_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, '"Message 1");
sendMessage(producer, session, '"Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear in
the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in receiving
the first message since

// we have acknowledged only the second message. In the UNORDERED_ACKNOWLEDGE mode,
all the messages must

// be explicitly acknowledged.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
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connection.close();
System.out.println("Connection closed.");

}
/

*

Sends a message through the producer.

@param producer Message producer

@param session Session

@param messageText Text for the message to be sent
@throws JMSException

*O0X X X X X X

*
/
private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws IMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

}
/**

* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received, "Queue
is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JMSException
*
/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message = consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and print

the text
System.out.println("Received: " + ((TextMessage) message).getText());
// Acknowledge the message if asked
if (acknowledge) message.acknowledge();
}
}
}

SpringExampleConfiguration.xml

BUF XML X33 7R~ 412 SpringExample.java, (p. 97) & Bean BEl& X #.

<l--

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0
or in the "license" file accompanying this file. This file is distributed

on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
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permissions and limitations under the License.
-—>

<?xml version="1.0" encoding="UTF-8"7?>
<beans
xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
xsi:schemaLocation="
http://www.springframework.org/schema/beans http://www.springframework.org/schema/
beans/spring-beans-3.0.xsd
http://www.springframework.org/schema/util http://www.springframework.org/schema/
util/spring-util-3.0.xsd

"y

<bean id="CredentialsProviderBean"
class="com.amazonaws.auth.DefaultAWSCredentialsProviderChain"/>

<bean id="ClientBuilder" class='"com.amazonaws.services.sqs.AmazonSQSClientBuilder"
factory-method="standard">
<property name="region" value="us-east-2"/>
<property name='"credentials" ref="CredentialsProviderBean"/>
</bean>

<bean id="ProviderConfiguration"
class="com.amazon.sqs.javamessaging.ProviderConfiguration">
<property name="numberOfMessagesToPrefetch" value="5"/>
</bean>

<bean id="ConnectionFactory" class="com.amazon.sqs.javamessaging.SQSConnectionFactory">
<constructor-arg ref="ProviderConfiguration" />
<constructor-arg ref="ClientBuilder" />

</bean>

<bean id="Connection" class="javax.jms.Connection"
factory-bean="ConnectionFactory"
factory-method="createConnection"
init-method="start"
destroy-method="close" />

<bean id="QueueName" class="java.lang.String">
<constructor-arg value="SQSJIMSClientExampleQueue"/>
</bean>
</beans>

SpringExample.java,
BT Java KB RHIEA Bean BLE X HRANBILEHTT R,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*
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*/

public class SpringExample {
public static void main(String args[]) throws JIMSException {
if( args.length != 1 || !'args[0].endsWith(".xml")) {
System.err.println( "Usage: " + SpringExample.class.getName() + " <spring
config.xml>" );
System.exit(1);
}

File springFile = new File( args[0] );

if( !springFile.exists() || !springFile.canRead() ) {
System.err.println( "File " + args[@] + " doesn't exist or isn't readable.");
System.exit(2);

}

ExampleCommon.setuplLogging();

FileSystemXmlApplicationContext context =
new FileSystemXmlApplicationContext( "file://" +
springFile.getAbsolutePath() );

Connection connection;
try {
connection = context.getBean(Connection.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the IMS connection to use: " +
e.getMessage() );
System.exit(3);
return;

}

String queueName;
try {
queueName = context.getBean("QueueName", String.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the name of the queue to use: " +
e.getMessage() );
System.exit(3);
return;

}

if( connection instanceof SQSConnection ) {
ExampleCommon.ensureQueueExists( (SQSConnection) connection, queueName );
}

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( queueName) );

receiveMessages(session, consumer);

// The context can be setup to close the connection for us
context.close();
System.out.println( "Context closed" );

}

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {
System.out.println( "Waiting for messages");
// Wait 1 minute for a message
Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));
if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
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break;
}
ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message" );

} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );
e.printStackTrace();

ExampleCommon.java,

BAF Java RIBRIE £ EE Amazon SQS IR BFE , MRETHEE , MEE—1, ©EBERFBRIE
MR,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*

*
~N

public class ExampleCommon {
/**
* A utility function to check the queue exists and create it if needed. For most
* use cases this is usually done by an administrator before the application is run.
*/
public static void ensureQueueExists(SQSConnection connection, String queueName) throws
JIMSException {
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

/**
* In most cases, you can do this with just a createQueue call, but GetQueueUrl
* (called by queueExists) is a faster operation for the common case where the

queue

* already exists. Also many users and roles have permission to call GetQueueUrl
* but don't have permission to call CreateQueue.
*
/

if( !client.queueExists(queueName) ) {

client.createQueue( queueName );
}
}

public static void setupLogging() {
// Setup logging
BasicConfigurator.configure();
Logger.getRootLogger().setlLevel(Level .WARN);

public static void handleMessage(Message message) throws JMSException {
System.out.println( "Got message " + message.getJMSMessageID() );
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System.out.println( "Content: ");
if( message instanceof TextMessage ) {
TextMessage txtMessage = ( TextMessage ) message;
System.out.println( "\t" + txtMessage.getText() );
} else if( message instanceof BytesMessage ){
BytesMessage byteMessage = ( BytesMessage ) message;
// Assume the length fits in an int - SQS only supports sizes up to 256k so
that
// should be true
byte[] bytes = new byte[(int)byteMessage.getBodyLength()];
byteMessage.readBytes(bytes);
System.out.println( "\t" + Baseb64.encodeAsString( bytes ) );
} else if( message instanceof ObjectMessage ) {
ObjectMessage objMessage = (ObjectMessage) message;
System.out.println( "\t" + objMessage.getObject() );

Y1589 JMS 1.1 £hE

Amazon SQS Java SHEEZFEUTHESSHE JMS 1.1. 3% Amazon SQS Java HEEMNISHEMINAENES
58 |, 5@ Amazon SQS & I [A&.

XENEHAED

* Connection

» ConnectionFactory
* Destination

* Session

* MessageConsumer

* MessageProducer

XIFHYH SR E

* ByteMessage
* ObjectMessage
* TextMessage

X IR HEBIAMER

¢ AUTO_ACKNOWLEDGE

e CLIENT_ACKNOWLEDGE

* DUPS_OK_ACKNOWLEDGE

* UNORDERED_ACKNOWLEDGE

Note

UNORDERED_ACKNOWLEDGE EXAE T JMS 1.1 M3E., WEXFHE) Amazon SQS A iF JMS &
WERBINEE,
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JMS E X FRAMTEE 1%
RIEHEE
EREHEN | ST SRHRRBATRAMEL -

« JMSXGroupID ( X¥F FIFO BABIRAFEMN , N THRERIRT AT )
+ JMS_SQS_DeduplicationId ( XF FIFO BABIZA%ER , 3 FAREBABI 2R A/ )

EXRIXEHEER , Amazon SQS A EERBEUTHRLFMEM :

* JMSMessagelID
+ JMS_SQS_SequenceNumber ( fGERF FIFO BA%I )

EUCER
EEYCHER | Amazon SQS FHEFHBERBUTHRAFMB M :

* JMSDestination

* JMSMessagelID

* JMSRedelivered

* JMSXDeliveryCount

+ JMSXGroupID ( &R T FIFO BABI )

+ JMS_SQS_DeduplicationId ( UEMATF FIFO EABI )
+ JMS_SQS_SequenceNumber ( {ERF FIFO BA%I )
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#12 Amazon SQS BA%l () Amazon CloudFormation

Amazon SQS #1E

SEATLAGE A AT R EIR IR E Amazon SQS I ThREM 451,

E3 ]
B8] Amazon SQS BA%l () Amazon CloudFormation (p. 102)
o ¥ NI DEEHFAR Cloud FHE B &EE Amazon SQS BAFI (p. 103)

212 Amazon SQS BA%l () Amazon CloudFormation

] LA Amazon CloudFormation Amazon SQS BA%ll, BXxEZER , 255 (Amazon
CloudFormation R #E/) $ /Y “fEHAmazon CloudFormationtE 4R FAWS : : SQS : : Queue &R,

AT 812 Amazon CloudFormation Amazon SQS BA%l,

1. LT JSON RIBEHIZEIE A MyQueue. json I HEH., ERIEIMES , FE
#FifoQueuefContentBasedDeduplicationEM. BEXETHRANESHEMBRNESER , &
?W@tﬂ—}ﬂ&tﬂ (p 10)0

Note

FIFO BASI BIRSIE . fifofRBEE.

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Properties": {
"QueueName": "MyQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": true
}I
"Type": "AWS::SQS::Queue"
}

}I
"Outputs": {
"QueueName": {
"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
1
}
}I
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
}I
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
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"MyQueue",
n Arn n

2. E3F Amazon CloudFormation 124l & |, REEIROIEHER,

3. 7E Specify Template (5 E#4R) EHR L , i%#F Upload a template file (L&A ERITH) |, EREH
MyQueue.json X , RFIEE Next (T —F).

4, EEEFMAEE TEL , A MyQueue “HRREW , RBREE “T—F
5. £ Options (£M) WHE L , &R Next (T —%).
6. 7 Review WHE.L , #%#¥ Create .

Amazon CloudFormation FF #8813 MyQueue ##% , £ /R CREATE_IN_PROGRESS R7. FEitI3E
SERE , Amazon CloudFormation ff& R CREATE_COMPLETE K75,

Filter: Active = Showing 1 stack
Stack Name Created Time Status Description
MyQueue 2017-02-20 11:39:47 UTC-0800 CREATE_COMPLETE

7. (A%) ZEERRASIBEF, URL M ARN , ERZEHRNER , REET —R LRI Outputs FB2 .

HIE NI O E#IFAE Cloud S HE XKIZE
Amazon SQS BA %I

EARHES , BFFINMTESZ ST AR HEELIXEE Amazon SQS A%, LtREEE—1NEE
Amazon EC2 3241y VPC, =@ #EN VPC LimiEZE Amazon SQS , BIEREZEMNAH Internet
W FFE$E | #&th A LAE 2 Amazon EC2 SEHIH:/FH B %12 E| Amazon SQS A%, BEXEZEL | S
#Amazon SQS #JAmazon Virtual Private Cloud &% & (p. 116) :

Important

o RABETE HTTPS Amazon SQS 4% R L FAmazon Virtual Private Cloud.

« YIZEF Amazon SQS ELE I M Amazon VPC KiEHEER |, 453 BFAE DNS HLLiZERg
ELIHT Asqs.us-east-2.amazonaws. coms

- .5 DNS FXEHEHZLWHTT R , Hla queue.amazonaws . com 5 us-
east-2.queue.amazonaws.como

E3 ]
« S 1 : 812 Amazon EC2 Z4AX} (p. 103)
« S 2 : 812 Amazon &R (p. 104)
. I 3 : PWIAER EC2 SEAIRTATIHE (p. 104)
« S 4 : 1 Amazon SQS I Amazon VPC £&iwT1 & (p. 105)
« SR 5: @ Amazon SQS BAFIKIEHEE (p. 106)

HB 1 8l Amazon EC2 Z4AXt

key pair A ¥FRIERE Amazon EC2 26, ©8E&—/1NA T IR EH B F1
BEWFBEHA.

il

BENRBEAN—TMATHREEZE
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https://console.amazonaws.cn/cloudformation

Amazon Simple Queue Service FF & A R IEF
$B] 2 . 812 Amazon &R

EFE| Amazon EC2 ## A,
ESMELLHMEMREMET , BEREHAX,
TR CIEZFAN,
EREBANNFEF , W FREANEH , WA SQS-VPCE-Tutorial-Key-Pair HiEZE8IE,
EHRNKB LB THAERAH SQS-VPCE-Tutorial-Key-Pair. pem,
Important

o wbd~

FUXAREFEREME, EC2 FLBRNE—BHANERK .pem X,

6. EAV SSH ZEFImEEIIEHN EC2 R , HREVBHAXMHNNER , MERIFLENWAFBERRIMZ
X#, Blgn

chmod 400 SQS-VPCE-Tutorial-Key-Pair.pem

FIR 2 : 812 Amazon &R

EREXENEMIRE , BATERENR , iZAmazon CloudFormationt&E ik 2 812 B Amazon EC2 3£4iF1
Amazon SQS BAFIZEAmazon B RA R HERNIER,

REBAVER BIEATHIR

« VPC MIXBXMMEZRE , BFEFM. T24. Internet MAFEHRK.
« £ VPC TR A Z3I# Amazon EC2 =4l
« Amazon SQS BA %l

T&i&RSQS-VPCE-Tutorial-CloudFormation.yaml#Amazon CloudFormationfE4RGitHub.
%% %] Amazon CloudFormation #2414 .
% $ECreate Stack ( BIEHERK ) .

ERBERTE L, KOOEERER E£2) Amazon S3. SQS-VPCE-SQS-Tutorial-
CloudFormation.yaml XHMT—%,

5. EEEFMARFEREP , HITUTERE:

a. X TFH®BH , WA SQS-VPCE-Tutorial-Stacke
b. XF KeyName , i&# SQS-VPCE HEZHR
c. EENext(T—%),

6. 7£ Options (J£IN) WE L , i%&# Next (F—%).

7. EEEFE REM BEL o, &R “EHIN” XAmazonCloudFormation ATEELFEHA B E N B A1
IAM &R, , REIEE “6IE,

> nh -

Amazon CloudFormation FF#8 8@ #4# , 3} &R CREATE_IN_PROGRESS R#5. FELINRETRK
J& , Amazon CloudFormation f§& = CREATE_COMPLETE IR %,

S 3 BINEH EC2 24| R Al A FF 17 1A]

&8 Amazon CloudFormation {44 VPC H/Ez1& N SQS-VPCE-Tutorial-EC2-Instance #J EC2 3%
f5l, It EC2 EFIR A HIERE , hT3EM Amazon SQS KiEHE ., BERITMER | BSIEREDILH |
ZHEZINHAR TR, REZIEE Amazon SQS K miEE.

1. &P Amazon EC2 ##lA.

2. ESMEEELMNEFAT , EEZH.
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https://console.amazonaws.cn/ec2/
https://github.com/aws-samples/amazon-sqs-samples/blob/master/templates/SQS-VPCE-Tutorial-CloudFormation.yaml
https://console.amazonaws.cn/cloudformation/
https://console.amazonaws.cn/ec2/

Amazon Simple Queue Service FF & A R IEF
S, 4 . Amazon SQS I Amazon VPC LixT =

3. %# SQS-VPCE-Tutorial-EC2Instance.
4. &E#|208 DNS (IPv4) FTEIEHE |, 6130 ec2-203-0-113-0.us-west-2.compute.amazonaws.como
5. MEBEEZRtIENZRARN (p. 103)MB RS , FALUTHSEERE , Fm .

ssh -i SQS-VPCE-Tutorial-KeyPair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

6. FHERIEMARLRYL, fli0:

ping amazon.com

EANTREAMY BRRE | EERIR KM,
7. %% Amazon SQS 244,

8. MBAFIFIZE S | i%#F A Amazon CloudFormation 4R ( 5l&1 VPCE-SQS-Tutorial-Stack-
CFQueue-1ABCDEFGH2IJK ) 8l Z#YBA S,

9. HEWMEERL , S8t , H40 https://sgs.us-east-2.amazonaws.com/123456789012/,
10. MEH EC2 =4l , 2IRFEAUTHIEZAIKRAEL |, Hln

aws sgs send-message --region us-east-2 --endpoint-url https://sqgs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/ --
message-body "Hello from Amazon SQS."

EMTER AR |, REZH KM,
Important

e, HEHR Amazon SQS B VPC LT KBt , BN REZ R,

8 4 - Amazon SQS Bl Amazon VPC KixmTr &

EFEMN VPC E#E| Amazon SQS , EBHXHEN —MNED VPC LiFT R, ERANMKIRTRE , B LUEA
B8 VPC HH) EC2 £4|F K Amazon SQS AP, XA B EE XIXE Amazon MEHHING] , MTEEE
N3 Internet,

Note
EC2 2P T%1F A Internet LAY E ftt Amazon RS ML KT <o

& F Amazon VPC #2#|&,

ESMER L, EBLET S (Endpoints).

%4 Create Endpoint ( 8I1EiFS ) -

EORLRTRAEL , FRSEFRERE Amazon SQS B RS B o
Note

wh =

RS EME LT AmazonXF i F. Sl , MREEXER (BXBMN ) , WERSEHHR

com.amazonaws, us-east-2 .sgs.
5. XF VPC, i&# SQS-VPCE-Tutorial-VPC,
6. XFFM (Subnets) , &#FEHFM ID (Subnet ID) @& SQS-VPCE-Tutorial-Subnet %R,

7. FZ24A (Security group) , EFERIFLR £4H (Select security groups) , RFEFHA B (Group
Name)&%& SQS VPCE Tutorial Security Group & 24,

8. i%# Create endpoint ( BIHR ) -

BB O VPC KT S HERE ID, 6141 vpce-0ab1cdef2ghi3j456ke.
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https://console.amazonaws.cn/sqs/
https://console.amazonaws.cn/vpc/

Amazon Simple Queue Service FF & A R IEF
$I 5 : [@ Amazon SQS BAFIAXE R

9.

% Close (KM ) o

Amazon VPC ##4]& 23T FF Endpoints ( & = ) WH.

Amazon VPC FFABIBLiGT S HE RS ERS, ZI3RBZEME , Amazon VPC FE R RS,

FI 5 : @ Amazon SQS BAFI XIEEE

W , £H VPC B8 Amazon SQS WA RT R , BRI BUERER EC2 KB /B KX RIS,

1.

EFEEDEH EC2 61, fign :

ssh -i SQS-VPCE-Tutorial-KeyPair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

EFEHERAN TR TEZAIRFHEL , Hi

aws sgs send-message --region us-east-2 --endpoint-url https://sqs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/ --
message-body "Hello from Amazon SQS."

REZEHEY , HEFERHEEEXH MD5 MEMES D, #l :

{
"MD50fMessageBody": "albcd2ef3g45hi678j90k1lmnl12p34qr5",
"MessageId": "12345a67-8901-2345-bc67-d890123e45fg"

}

B x1EH Amazon CloudFormation #& 4R &2 #9 A 5| R W A MIBR B SR EE ( i , VPCE-SQS-Tutorial-
Stack-CFQueue-1ABCDEFGH2IJK ) , S HERAMIBREE (2514 ) (p. 20)

BEXBBRERNES , BSANTHRE

EWS# VPC AFERMHHIE VPC LinT

Fh BRBA 51 (p. 22)

ERAT Linux =4I Amazon EC2 f PP H5 R F AY & 1ESEHI

EL S VPC A F 5 F Ml BREH VPC

1£ {Amazon CloudFormation i P #5§R) il BRAmazon CloudFormation#Z#l & £ #y ik
£ Amazon EC2 AR (SEMA T Linux S£41 ) @@ MIBREH 435S
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https://docs.amazonaws.cn/vpc/latest/userguide/delete-vpc-endpoint.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html#delete-key-pair

Amazon Simple Queue Service FF & A R 1ER
£/ B3hAEEA EventBridge

Xy Amazon SQS BAFIzE 1T B a1t (8]
BHEE

LER DR A X Amazon SQS BAFIHTES{LFRIBHENEE.

£
« BaifEEXHAmazon AL Si# EAmazon SQS R#HA RS EventBridge (p. 107)
+ Amazon Simple Queue Service B\ 5lf# A Amazon X-Ray (p. 107)

H s 4b 1 i@ Al AmazonfE F I & % [@ Amazon SQS 1=
#AYBRSS EventBridge

0 3% EventBridge A LAAmazon REHMNRSEN |, fIMNARFTAMRBRERER. KB W
EHAmazonfRS5 {444 EventBridge SRR AT B, BAILURERBEMNKIE REREINEH |, HIETERE
EHEEANNRITH B LERE,

EventBridge RiFRIEE ST B #5 ( 5120 Amazon SQS ¥rARAFIF FIFO BA%I ) , ©41LL JSON R iEFWE
H, BXEZELE , 580 . T5% EventBridge B AP HI I 5% EventBridge fA o i5E.

Amazon Simple Queue Service BA %l {E F Amazon X-

Ray

Amazon X-Ray WEEXNARFARSERNOKE , ALEES NHFREIEAEEEEN RBMHEITH
e, FTEAHBENNENARFNER | GUUEEERNEENFAEE , URENNARR
X T Amazon BIR. RS, BIBEEM HTTP Web API 3H1THV A A FMAEE.

E &% Amazon X-Rayi@id Amazon SQS RERFRL |, BAILMIT T HREZ—

« £/ X-Amzn-Trace-Id BBE#Rk,
{8/ AWSTraceHeader JEERZE X (p. 28).

BREFXEIRMILENEAE | SN itAmazonSQSHE A& iisAmazonX-Ray SDK.

&1 LA FlAmazon X-RayAE & 5 Amazon SQS SN ARFATAH MRS 2 BEZEN MRS, &% [ LA
ARHEEEER , fINEERNMER, BXESFEE , 2/ . Amazon SQS FlAmazon X-RayH
#Amazon X-RayFF & A R $Ew.
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-targets.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/
https://docs.amazonaws.cn/xray/latest/devguide/xray-concepts.html#xray-concepts-tracingheader
https://docs.amazonaws.cn/sdk-for-java/latest/reference/index.html?com/amazonaws/services/sqs/AmazonSQSClient.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/index.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-services-sqs.html

Amazon Simple Queue Service FF & A R ¥5F
BRERF

Amazon SQS HZ £

ATRMEBER Amazon SQS K2, FHWUER G EIHEFILAK Amazon SQS 8 KBS HE .
&

o BURRH (p. 108)

- W5 SQS FHEHRIARIEE (p. 117)

« Amazon SQS H i A BT (p. 161)

+ Amazon SQS &M ERIE (p. 171)

* Amazon SQS (p. 172)

« Amazon SQS &£ (p. 172)

« Amazon SQS REERERERERERERESRE (p. 173)

BIRRT

FEHIEEMATF Amazon Simple Queue Service FHIEBIERY . MZERXFFTR , Amazon AERIPEITRR
& Amazon Web Services = W2 EKEMiZHE, EATLEPNREEEREMZE EHABTWES, AES
FRIZFREFI B9 Amazon Web Services W R LB EMNEBIS, BXBERLNEZER | BSHBIERTL

w0 A,

HTFHERFEN , RNBUERSF Amazon Web Services ik P ZiE H £ Amazon IAM Identity Center
= Amazon Identity and Access Management (IAM) iR E2NAF, X8 , 8MNAFRREBETHIERR
FIENIIR, RIMNEBRNEBEIUTHRR EHEIE

o NEAKF A Multi-Factor Authentication (MFA).

- M SSL/TLS & Amazon BR#H TEE. RINEREM TLS 1.2, BIWEEA TLS 1.3,

« f£F Amazon CloudTrail IRi& APl M1 3E3) B &HiEH.

+ £ Amazon INZE R RELE Amazon Web Services FRIFTEBRIAL £124],

. FRAESREERELRSE (HlW Amazon Macie ) , EEBIT AT MR 24 7E Amazon S3 F R BRBEUE.

- MREBI wﬁﬁﬁj?, AP 58] Amazon BRHEEZ1T FIPS 140-2 WiLRYNZRESR | FEA FIPS i
/@\o ﬁ*—fﬁﬁm FIPS 55’3%%1:: BN, E%lﬂ «%EH*;BL: LIE$TIE (FlPS) % 140'2 H&>> o

FRMNBZBWEN D FNREERBBES (NEEFWEFERFiEi ) RAGERARABNNARZER
(%1 Name ( &% ) FB ) . XBEYEBBEIES A, AP, = SDK Amazon Web Services fEH Amazon
Amazon SQS HEMAEt, Amazon CLIZREA TAMWIRLE B RN X ARFE S AW T MEIEE 8
AFitERHMB L. NREOABRSEIEM URL , RITEZIBINVETREE URL AEEEIHEERIIT
BN ZRS R ER,

UT#oRA T HX Amazon SQS FHEERTFHNEE.
ES-1}

o BIEMNE (p. 109)
o BERMERELRT (p. 116)
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/data-privacy-faq
http://www.amazonaws.cn/compliance/data-privacy-faq
http://www.amazonaws.cn/compliance/fips/

Amazon Simple Queue Service FF & A R IEF
BEME

AR InE

HERPEARESR ( REMEIT Amazon SQS B ) ML FTE#A ( 767 Amazon SQS BiEH /0 A REA

Lot ) BERFBIE. BUUEARLEREFE (SSL) RFFIRMBRTERPAOBIE. STUERHEER

FRBFEPONEE 2 FER Amazon SQS W EM#ITNE , AREREEERNERTHER , NTIRPHS
iR,

]
- BAME (p. 109)
- BHEE (p.111)

BAmE

R EFIm N (SE) AT ERIEMZEN Queueue FEHBUREIE, SSE A SQS EEM INZE %4 (SSE-SQS)
7E (SSE-KMS) R EBE N ZARFATIFHEEMNHNE, Amazon Key Management Services % i fi &2
SE #915 B.Amazon Web Services Management Console , SN T £/ :

+ NEAFIALE SSE-SQS (#4l& ) (p.50)
« JBABIEE SSE-KMS (#2414 ) (p. 51)

B fF A Amazon SDK for Java ( flCreateQueue, SetQueueAttributesMGetQueueAttributesi®
£ ) B SSEER , BSHAUT R :

. ERABESEHME (SSE) (p. 71)
+ NEE KMS X BR Amazon Web Services (p. 112)

—B Amazon SQS INEEE , SE A HERITNR, XEHELUMBERNEMR  HENLSEEREAR
M ERAER , Amazon SQS F &3 B TR,

Important
¥4 /3 A SSE MIBAFIR VPR BB REBLMER HTTPS MEHRA 4,

A LA i Amazon Security Token ServiceAssumeRolei#fE[E Amazon SQS K% B HH H L&
AmazonfREIhEES SSE : A , B{UERA FHRAEBS :

+ Auto Scaling 4 @ B B4
« Amazon Lambda3E{SRA 5l

BXREMBRSEMEQueucucIRAMMNEEL |, ESHELE Amazon FREH KMS R (p. 112)#
BH AR S5 ST

Amazon KMS %%, SETHNBEHNRGLESEX K RETT BRIAZNEZHEERS. & Amazon
SQS 5Amazon KMSE & AR , MEEERBEBNBEESA (p. NM0)EFHTMEHF ESERFPHOEEF
fEIE—#2,

f£F Amazon KMS E& LT #74b -

« #BALAAmazon KMS keys (p. 110)B{TRIBMEE,
o BET LR Amazon SQS EAmazonitE KMS 4 , ZEZAXN FENKF XS 2 M —H,
+ Amazon KMS 4 #rE A BB IEHEESMBEXNEAMER,

BXEZEE , 2 Amazon Key Management Service F & A R IR F I+ L 2 Amazon Key
Management Service ?
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.amazonaws.cn/lambda/latest/dg/dlq.html
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html

Amazon Simple Queue Service FF & A R IEF
BEME

8
* hnEBHE (p. 110)
« XBARIE (p. 110)

nEseE
SE %t Amazon SQS QS QS QS QS FHHEEEIGHITING,
SSE AU T &I T :

« BABITTEIE (BABIBFAHNE %)
« SHEZTHIE CEE ID, BEBANE M)
« ZRAFIFEFR

SEHEHTNEFEEARN REENNLEENAFRTAH. B SSE /&, E&SendMessageFIxt iz
BAFfIReceiveMessageiE R FHIEL , Amazon SQS REREXRRBUFEFHERER, NREBHFE
B Amazon SQS RAFIKIZEZER , S HEMA SSE., XFaFMAmazon SQS WIEEIZIT :

« {XTE/E A Queue MNF G &% H BRI H#ITINE, Amazon SQS FRMFREREE,

o EMAMNFREEFREMBRES , EESEAENSINMNE,

THEBERES (p. 3NFTEFWEME

+ ¥ Amazon SQS 558 B M2 R IR 51 2 B R N2 H FEEBASURT |, 208 BFREMEZIRTES

+ 3 Amazon SQS FH EMRINZBHRBA S 30 B MNZ A FEEBA TR |, ZE B RFRMBIRTS
KEARIE

UTXBREEHTEE T T ## SSE WIIEE. BXIFMIREA , FSH Amazon Simple Queue Service AP
BiEHHA

MTINE Amazon SQS EERNEM 4 (DEK).
BXEZELR B3R (FFREELE) T8 “Amazon Key Management ServiceFF X & 1E&” Amazon
Encryption SDK I IEZ 4,
BEZHEARY
EBXRAAmazon KMSAZHI , Amazon SQS WA EAKEZRAF EEHTNBERBZHRERE ()

MHEMN ), —IRTPEWIES , HTF 60 ¥ (1 24%0) 86400 ¥ (24 /It) ZA. BRIAER 300 (5
). BXELZER , BERTHRBEZHERES (p. 114) :

Note

7 — BT £ Bl Amazon KMSEIHER , Amazon SQS 244 F RERNIIESE |, BEIEW
BIER,

KMS &4 ID

WK RS — Ik RS AmazonitE KMS ZAR B E X KMS Z4MEE. 3158 ARN, H4 ID &
£ ARN, BREMT Amazon SQS f9AmazonitE KMS AN Bl B4 Nalias/aws/sqs , EBE
X KMS Z4ERBIB TR |, Flil, alias/MyAliasEalLAFIAXLE KMS ZR4AR MR Amazon SQS
QS,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#data-keys

Amazon Simple Queue Service FF & A R IEF

HiE IR
Note
BEUATHRE
s MBHEFIEEBEN KMS 248 , Il Amazon SQS 3¢ Amazon SQS fEHAmazonfEE
KMS 4.

« BEXRERREABIIEEAMazon SQS BIAmazonitE KMS 48t , £ Amazon SQS
Amazon KMS 8l Amazon¥tE KMS 4. Amazon Web Services Management Console

« REF, BE—XWBAT SE B SendMessage Queue BIQS FEE X KMS F4HAmazon
KMS8IZ —/MAmazonEE X KMS #4. SendMessageBatch

BT LARI A # %lAmazon KMSA K Customer managed keys ( B EE %4 ) 22
CreateKeyAmazon KMSERIER I KMSE4R , &2 KMSEHAM A H XA KA =& KMS
BHERAER. BXESER , S FAmazon Key Management ServiceFF X A RIERHFHY KMS 47
FMelEZEH, BX KMS ?:."fﬁﬁb”ﬁﬂ']%%ﬂ'\% Kexl , %2 Amazon Key Management ServiceAPI
SEYHE, AXER KMS BHRRRFNES | B3 IFEJAmazon Key Management ServiceF & A fi 5
RPN EREHA ID 1 ARN,

Important

£/ Amazon KMS EEXN#NTER, BXESZEER , 5 (55 Amazon KMS B
7 (p. 114) M Amazon Key Management Service FEto

FHEME
B BIEN TSR0 BURT WART BB ZHIENBIEEZH. Amazon SQS EH KMS B4 %
HIEEZS , AENZNBEZASNZRNEE —BFM#. XPEMA KMS RANBERIEZANMERN
FEmE,

BXHEMENESZEL , B2 W Amazon Encryption SDK FF & A RIEREH H &%,

RHEE

Amazon SQS 5 Amazon Key Management Service (KMS) 55 , Fi T E 2RSS 23m N% (SSE) #9 KM
o BSIE (p. 109)FX SSE EEMEHAEEENL , 55 M. Amazon SQS A KMS &%ﬂﬂ%ﬁmlﬁ%ﬂﬁ
FRTMEARSEENRIESHA, J 85 REE5%E Amazon SQS RS HEMA KMS Z4AMKIEZHAN
ER.
il

» EZiE Amazon KMS R (p. 111)

. THRBEZHEAAS (p. 114)

« {&E Amazon KMS B (p. 114)
+ Amazon KMS £&1ix (p. 115)

fti& Amazon KMS R

BN KMS Z4ARMME — NREAEK, BEE |, BT EEH Amazon SQS KIAmazonitE KMS B4 %
G, Ik KMS Z4ANKRIREEKF hrEZEEA ( EMRER Amazon SQS ) A INZZEA BB RBR

HTESEEN KMS 24, BLRAMBTARE , HEMASIQIRENEAERINR. Ak, BT
BENFEABEERN CMS ZHARBEPMAF . BHXxAmazon KMSIIRHWEZEL |, HSEAmazon Key
Management ServiceFf & & 155 F 9 Amazon KMSHE R F R ES Amazon KMSAPI *XFE*%O

RE , BALELBRAZIEAN IAM REPIEEMENR , MXEZRXATUNRANEANBER. BXE
Z= 8 , {52 R Amazon Key Management ServiceFF £ A R IR IAM FE#EFE A, Amazon KMS
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https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateKey.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#master_keys
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html#API_DescribeKey_RequestParameters
https://docs.amazonaws.cn/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
http://www.amazonaws.cn/kms/pricing
https://docs.amazonaws.cn/encryption-sdk/latest/developer-guide/how-it-works.html#envelope-encryption
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#master_keys
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#master_keys
https://docs.amazonaws.cn/kms/latest/developerguide/control-access-overview.html#kms-resources-operations
https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.amazonaws.cn/kms/latest/developerguide/iam-policies.html

Amazon Simple Queue Service FF & A R IEF
BEME

Note

REZTLAEEM Amazon SQS A £ BIXR , hiaAmazon KMSERE IAM FK#&ResourceHf
PHHNBEXFAERTE KMS R TE ARN,

Bl & Amazon BREHY KMS X R

— & AmazonfRS R HEMHIR , LG Amazon SQS BAFIR XS M, BAVFXEEHRGEMET] , L%
MEBREFEEN KMS BHAAERARBEHRNMNER , LERSEMAMERN Amazon KMS APl 5%, 4T
BT SERREENR,

1. BIEEFEEN KMS . BXELFEL , i5ZH (Amazon Key Management Service JF & A Fi 3§
) PHLERH,

2. ERFAmazonlREEMHRFEAkKms : GenerateDataKey# kms:Decrypt APl F53% | iR TEAR
InZE KMS R4ARBEH,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "service.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*"
1
}

R LERREIFH RS BERNEHFRNRS BN BHRIEBEUATERES.

B4R BRS A

I 53 CloudWatchi&E3h events.amazonaws.com
Amazon S3 EHEA $3.amazonaws . com
Amazon SNS E/&iT i# SNS.amazonaws.com

3. ERL@E@ B KMS B4t ARN BB SSE BAF (p. 51).
4. MEEHREMMZERATIE ARN,

HEIREBE KMS R

EBREZAERAEE (p. 114) I HIAY , B1EETREAA SendMessage = SendMessageBatch Bfth &t
K3} kms:GenerateDataKey # kms:Decrypt WiAMA, X kms:Decrypt WiRAREEAFTREZHRZ
FIRITECHTEME, Fit , £~ &EXFIRE KMS Z4Hkms : GenerateDataKeyHlkms :DecryptiX PR,

FRUTEDRMBCIEEN IAM KB, Ficd , W EARRMBASZFREREREE ARN &,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey",
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https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.amazonaws.cn/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html

Amazon Simple Queue Service FF & A R IEF

BAE =

"kms:Decrypt"
]I
"Resource": "arn:aws:kms:us-

east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"

3, {
"Effect": "Allow",
"Action": [

"sqgs:SendMessage"
]I

"Resource": "arn:aws:sqs:*:123456789012:MyQueue"
1
}

MRRBEKFIHR , WEERTUATERE

"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey",

NEMELRE KMS R

UBIERAZER AN |, FHET —XIEH ReceiveMessage R th &% X kms:Decrypt BiFA |
NEEFEAFBEZAZIRIECHTEY., Fit , FHAEX0HE AT INEEEB S F5E S0 ER KMS
H4EARIkms : DecryptiXPR, MRBAFIFEHIEEBATI (p. 31) , NIFEAHELTIE A F INZIRBATIF5H 2 HY
1E0 KMS Z4Afkms : DecryptiXfR. U T BARMEIEAER IAM KB, FidE , REHEEFMRA
S RIREFA EHH ARN B

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
oA
"Effect": "Allow",
"Action": [
"sqs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue”
H
}

ERRILHEF R EE KMS R

LFARKEEHPNEERAmazon RS E AR , BRAIBAMEAHaws : SourceArnzaws : SourceAccount®
BREZERGERILNEIFES. EFAXERMGE , BRERENENRNEREL Amazon Resource
Name (ARN), IIRETHBEREFEHN ARN , iEXA aws:SourceAccount,

TE KMS ARG , AWK/ 111122223333 MRS HRSERRAA KMS Decrypt
MGenerateDataKey#{F , XL SSE A Amazon SQS HEIK %,

{
"Version": "2012-10-17",

"Statement": [{
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Amazon Simple Queue Service FF & A R IEF

BAE =
"Effect": "Allow",
"Principal": {
"Service": "<replaceable>service</replaceable>.amazonaws.com"
}I
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
]I
"Resource":
"Condition": {

"ArnEquals": {

"aws:SourceArn": [

"arn:aws:service::111122223333:resource"

mxn
’

3]

5B A SSE #J Amazon SQS BAFIRY , AR ARSS K iFaws : SourceArn :

* Amazon SNS

Amazon S3

CloudWatch3&3f

Amazon Lambda

» CodeBuild

Amazon Connect Customer Profiles
Amazon Auto Scaling

Amazon Chime

T RBIERAEREY
BEHAEAMIE (p. 110)EXT Amazon SQS BEEEAMRAKBEBANBARENE. YBEFAER

HiI% RET , Amazon SQS @A MMWBERR . FEBRUATHEXLERBBIEN,

- RENEARABTREESNZ2M , EL2SHX Amazon KMS #1TZXBA , NIFEBHERER
A

- REATHNZENBZNHRBEZAREREFN , EARBMNNATHEZRANFA N EIA.

UBMBERAERAAHLE RS , T—XIAA SendMessage & SendMessageBatch B EH &k X
Amazon KMS GenerateDataKey A &M EAMREF BIERHR. I, T—XAA SendMessage F
ReceiveMessage i , BMAAEREALA A Amazon KMS Decrypt , SMEEFARBEZRACIRIIT
HEEM,

« Z¥ A ( Amazon Web Services IFH A ) THEREEN ( HE—ZERARZNEEERLIREM

—MBEZH) . Eit , X Amazon KMS HWIEABRKEZAERARPEEFERANE —ZIEABNE
E2

£ & Amazon KMS B4
BN KA HE T4 T fEAmazonlk & | EEEEEEXE Amazon SQS FAZRH KMS Z4ARISTE,
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Amazon Simple Queue Service FF & A R ¥5F
BRI

EiItESMNQueue I APIERE R) 8, BEAUTLAR ¢

R=B/D* (2*P+0)

B RIKEFH (AW £1AL),
D REHEZAEREL (p. 110) (AW I £11),

PRAEZ Amazon SQS BAFIMY 4 7= FRHIE
C2M Amazon SQS AT EYE R EARNKRE.

Important
BE  EZERATENZRARCAZRANFG. AXESZER TSR T HBBEZHAERE

# (p. 114) :
MRBBEMNEAREBTEN A/, WRALEM,

DTR—ERFIITE, BREBINEMES , BSH Amazon Key Management Service Efft»
T TE 2 BEFEAR 1 ABAFIEY Amazon KMS API 1 %
HRBIERE :

- kEEHR 1 818 -31 B (2678400 B).
- BIEFAERRABIREN 5 2% (300 #).
- B 1B,

s BE1MBIEERAM A NMERZRA,

2,678,400 / 300 * (2 * 1 + 1) = 26,784

w2 TTEZANCEERERE LR 2 NS Amazon KMS AP i F &
WRBHBRE -

- kBEEHR 2 518 -28 B (2419200 B).

- BIEHAERBAERENRN 24 /AT (86400 B).

« B 2/ BAFl,

o E—BAFIE INIEZRFEAN 1 NMERAZREA
o EZABIIE 5 MIBRERAM 2 MEAZR A

(2,419,200 / 86,400 * (2 * 3 + 1)) + (2,419,200 / 86,400 * (2 * 5 + 2)) = 532

Amazon KMS £&i%

EE A Amazon SQS FAEfAmazon KMS , TTRELIBEIEIR. TS EHWRE R TR M EBERR AR

=,

« B Amazon KMS 4&ix
« Amazon KMSHE 4R
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Amazon Simple Queue Service FF & A R IEF
BEERMERERT

+ Amazon KMSGenerateDataKey%a iz

HEXM &R ERAL

AAmazon Virtual Private Cloud SQS #J Amazon VPC KT 22 VPC NHIB K | N A FERS
Amazon SQS, VPC &R HE Amazon SQS #H"F]}"'%EEIE! VPC, UTEoRMEAERMER VPC &
FRMEIZE VPC KT A RBHER,
]

+ Amazon SQS HYAmazon Virtual Private Cloud 4% ¥ & (p. 116)

+ 1 Amazon SQS ## Amazon VPC £ (p. 116)

Amazon SQS BYAmazon Virtual Private Cloud &g =

WMRIEEH Amazon VPC FEEAmazon®IR , M A LATE VPC FlAmazon SQS Z R ERE, R AL
HEREH B &% F Amazon SQS QS QS QS QS QS.

Amazon VPC A&7 B E LB H F s Amazon &R, —IJ«MEFFJ VPC #HEHMEIZE |, Fl0 1P it
WEE., FR., BEEMMEMNK, Bx VPC WEZEE | H550 Amazon VPC B,

R VPC E#EE| Amazon SQS , BMAMEENIED VPC KipT &, XELZFATLUN VPC EZERI HAib
AmazonBB%. %A RIH T B Amazon sQs ST N —HJ“'JEEI’JJ&E T E Internet M%<, Pt
i (NAT) 9—1’9"]:3?, VPN &8, BXEZEE , BSRRNERRL S5 MBRERE VPC LT A , W3E
#9518 (p. 149)FHIEEE - NI DB EEFAR Cloud 558 B £ 31% % Amazon SQS BA% (p. 103)7Fﬂ$ﬂ , R
Amazon VPC AF#IEEHHIED VPC %im T & (Amazon PrivateLink)o

Important

« BABETE HTTPS Amazon SQS 4% 17 = L £ FH Amazon Virtual Private Cloud.

o M2 Amazon SQS BB M Amazon VPC RIXHERT |, 493 FFAA DNS HigH
K sqs.us-east-2.amazonaws . coms ELIHT Mo

« FAH DNS X EFRGLKIHET R , Bl queue. amazonaws . com 2 us-
east-2.queue.amazonaws.coms

A Amazon SQS 12 Amazon VPC 4%

T LA Amazon SQS KY Amazon VPC £imTi REIZ— MR ERRBHPEEATRE :

« THATRENERE A
« AHATH R,
© AIXNHERTREN TR,

BXEZ[ER , 25 Amazon VPC R EREH I EA VPC Kin T 2 12 HIX AR S5 #Y 175 7]

AT Rl VPC AinTT SERBEIEE A A FMyUser B 2 £3% | Amazon SQS. MyQueue

{
"Statement": [{
"Action": ["sqs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
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SR EE

"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
1
}

BT & BURBEL -

+ HfiAmazon SQS API #/E , #lfllsqs:CreateQueuefl, sqs:DeleteQueue
« Hih2iRXFEAZ VPC KimT Rp AFRFHMN,
+ MyUserETRE# Amazon SQS BAFI&i%H B

Note

FAFMARTEAM VPC SR ER EM Amazon SQS APl 125, BEXEZER , ESH RHI5: 1R
TRXE VPC RWmT R , MIELHE (p. 149).

I 5i# SQS Y &3 M i R &

Amazon Identity and Access Management (IAM) & —31 Amazon Web Service , I A EE R L& iR
#H3F Amazon BIREMFE, IAM BB REFETUBES S HRIE (2% ) MEN (HENRE ) £/ Amazon
SQS ®iR. |IAM 2—IMFTEH/ AR ERAMN Amazon Web Service,

AR

EHIE A A X Amazon Identity and Access Management (IAM) 28R E , E4&EURFEE Amazon SQS
i g (o

RSP — MREEM Amazon SQS RS TR T , WEER SN ERHAFFEIEBNNR, HEBERAE
% Amazon SQS IRERFTER TIERT , BAREFEFMNNNR, THROMEERD PR AUBHEEQEERFR
BEEHMR, MRETETIE Amazon SQS FHIZHEE | S FIX I 5 2 (] 2 BA 51 AR 55 & 40 F 17 R AN BR# 17 8

BEHERR (p. 131).

RFEER — MREHTALFMN Amazon SQS HIR , METEEHHAB R Amazon SQS WELIGRNR. &
W ITERHEELEN RS B /P RiZi5 R WL Amazon SQS MEEM TR, RE , Bu4FE IAM EERIERER
LEWRRS AP, BEFZAEENERUTHE IAM NEAE S, B34 T HREN LN SN IAM
5 Amazon SQS £4 R , BRI IR LTRSS A5 IAM BEEERA (p. 124).

IAM EER — MRER IAM EER , NITRFEFAR 7R WNMEERBENREE Amazon SQS K HEIR,
EEFETLE IAM FERK Amazon SQS £ T HBHRKRE , HSH. LIBEENIIBRSHET S
B EY R B R B) (p. 129)

£/ & 01T S BRI

SRR EMER T HEIEEF Amazon W55k, BAF¥ER Amazon Web Services P RAF. 1AM A
FPRBEIRA IAM A& TSHARIE ( FRE Amazon ) .

WMREAmazon A mIEHT X iGE , MAmazoniREE AT A EH (SDK) Map 1780 (CLI) , EMEAEHIE
PRNEHBERBITNBLEE, WRETEA Amazon TR, MIXABTNERER, BXEAKEESEEH
LEBERNESER , F5H IAM AP EEFHZEE Amazon APl iER,

FRERARHSHRIESE B RRERHEEMZ2FEE, 6, Amazon BUEEASESHRIE
(MFA) RESKFNZEME, BETHESZER , 520 (AM AFER) F1 £ Amazon P ERZESHE
ik (MFA) .
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£ & 5317 S5 BRI

Amazon Web Services M /=18 A 7~

L2812 Amazon Web Services Ik Bt , &AIEARN R —MXNIK S R FTE Amazon Web ServicesH % R
ERLFRNENBEZEND. LEHHA Amazon Web Services IR | FREIEK R FTANSE
Fif it MBZBER , TREBZEHD, BABWEFEFARAFNTEEES. RYFRAFEIL
HEAXLEZIERBTRAFATURITHES. BXEREUBRAFSHEFNESHEREIIR , HEH
Amazon Account Management 2E58 RPN EERA P EIENES.

S g7

FEAZRESXR , EXRALAF (SRSEEERAGEANRNAR ) £4EHAKEEHRINBHIEHER |
LA A It Bt S E SR 15 18] Amazon Web Serviceso

BREFMRRELWAFBEFR. Web H31R#FEF. Amazon Directory Service, BWRF , REMAERES
B RIBEAZIESRT R Amazon Web Services B . HBXA B 415" Amazon Web Services Ik FPRT
IR AAR® , MAGREIRREIE,

IAM P HI4

IAM F P~ RAmazon Web Services IR E M AR RN ARFEFHENRN — 50, EATRENER
T, BMNEWEA KRN EIE  MAREZEAKPEIE (MBBMBRIZENR ) NV IAM AR, B , MREHF
—ERENEAZSTERRTIENAR IAM AP, RNBWERREAFRR, BXEZER , H23H (AM
AFEE) PR N TEERPRIENERS S ERRRE R RS,

IAM R —NMEE—H IAM BFHNER. EFEREANERER, BUUFEREARXR— XN Z/IMNBFE
ENR. MEEAERF , FRATUERMHEERAFRER, fli0 , BagEEE —/12 7 IAMAdmins &Y
B, HAZEARFNRUAEE IAM &R

RArEAGTE. AFrE—5XNMARARBARFXRER A MAGEEULZEECHNEAARA. ARERXK
ANEKHELE , mMACRMHKNZIE, ETRESRER , 5K IAM BFRERPHERGIE IAM AF (M

TRAS ).
IAM A&

IAM £ & 2Amazon Web Services IKFHFEEBENRNEH. ©ELUTF IAMAF , EEEEARTX
B, BB AE , £ Amazon Web Services Management Console RE YA IAM A, EELL
YA Amazon CLI 5} Amazon AP IREREABEX URL MBEEAR, BEXEAAGNSEENESER

EZH (IAM RFiErE) S8 EA IAM A8,
BAIERZIEN IAM BEELTERITRER !

+ Federated user access ( K& AF 1M ) - ZEAKE SRS ENIR , BAEZACH IABE UNR. HEk
EHMRHTEARIEN , ZEANEAGHABRAMRTALRARE LNNIR, BXBKEAEHRINAR
WEE , E52H (AM AFER) P IE=FERREEFLIERE,

o et IAM BAPACR - IAM R ATRA IAM AP SAR | SLERRESHIBEESHTRERIR,

o BIKFIER - BULER IAM BEUAFFRRKFHRNEMA (TEER ) HEENKFFHNER. AR
EEFEKFHRNENEEAR. B , X TFELE Amazon Web Services , #& 0] BUR 5 B B M 02
BR(MARERAAREIRE ). ETHATEKFTRANACHNETRRNREZENZES |, HSH

{IAM BFigE) B IAM B E5E TR RN EREATE,

o BRREHR — ELE Amazon Web ServicesfE i EE Amazon Web Services/FRITZhaE, Hlan |, 24
BEEMNRSHHETAAR | ZRESEE L Amazon EC2 Hiz{TMARF R Simple Storage
Service ( Amazon S3 ) FEMN R, REUELEAXHARANEENNIRE, FARSACEFERARSHE
REEFRNITIIRE,

o FRRR - YEER IAM AP S A BE Amazon RRITIRIER | ZREM N T4, KBRETABFNR
R, FAXLRSH , BAsEaT—MEE  HBREABETE RS DL S —MRE, EXFER
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Amazon Simple Queue Service FF & A R IEF
R E R

T, BXAEERITEXHMRENNR, BEEERNBERERERRTINHMARRE , FSHAKS
?E*K*%FFE’J Amazon Simple Queue Service FVIR{E, BREMEZHZH,

s BESAG - BRFAGRRSAREBELNK, PRITREMBEN IAM 6, IAM EE R LT IAM
FRlE, ERABIRES AR, BXESER , 55 (AM AFERE) #8 812 @ Amazon Web
Service ZRNEHN AR,

- BEHEXAE - REHEXAEES Amazon Web Service kBl — MBS AR, BSTURARKRER
TRENAE®, BEHEXA®ERELN Amazon Web Services P B | FHZBRSHEE. IAM B8
R EEERERERSHEXASHNR,

« £ Amazon EC2 LETHRARRF - LA LMER IAM AR EEE EC2 24| bE1TH# & H Amazon CLI 5
Amazon APl FRH M ARFNIEEHEIF, XK ETE EC2 EHlF 12515 E2%4. BN Amazon B 5 HE
4 EC2 RPIHFEEHNZFINFIENBRFTR |, B LI — MM MBS RPIERE X4, =HEE
XE#@‘%ﬁ@ , HE EC2 2Bl EIETHRRFREBRBISEIL, BXESEL , 28 (AM AFER)
iy FEH IAM &7 Amazon EC2 24| LiziTH N AR F 12 TR,

ETHECA IAM AGER IAM AF | 28 IAM AFERHRNANGIE AV A6 (MAEAF ).

FEARKREEIRN

SRR KRS F G H M B Amazon B HEIR , SA#EE Amazon FEITFE,. KEERE Amazon FHIXT

R EEEHBEFHEREN , FBRELCIHONR. EFX4& (AP, RAFRARLTE ) AHiIEK

B, Amazon JF P X LEERRE, %Nﬁqﬂﬂﬁ*ﬂﬂiﬁﬁiﬁﬁﬂmiﬁiﬁm Ko RZEEBETE Amazon ':F'Tsiﬁ%j]
JSON 3 #4, BX JSON REXMHNERFTNBTNESZEL , ESH IAM AFIER F#H JSON KEEHELE

EE R A LAERA Amazon JSON KESRIEE ARG R AR, RN , BANEE T LT
THE , UREMAARH THIT.

BIANBERT , AFMAGEKENR, ERTFRAPXNMERRATRENNER , IAM EE A TR IAM
policy. A5 , EE R ATLAEAERFM IAM policy , FERAF TR AAE,

IAM policy TE SURERIRBR , TR TEERA BRI A ERITRE, W0, RIZEE—NAW iam:GetRole
BRENRRE, BEHIZKEEMN AP TEM Amazon Web Services Management Console. Amazon CLI 5
Amazon AP| IREXABEE.

ET B AR

ETHANKRBEETH MBS (0 IAM AP, BRFEARAR® ) 9 JSON NPRFRE I, XERMEIEH A
PHAGTEMREE T3 MERFRHITHERE, ETHRIMCIEZETHBHANKE , B35 (AM AFE
) HH BIZ IAM policy.

ETHHNRBITUR - FHRNNRERIEEARR. NREREZBRALNAF, ARB6H, K
&SRB = 7] LAY AnEJAmazon Web Services IKF RIS MR/, BNABKNIM K, EEARKSE
Amazon EEXRBNEFLEXKE, BT BOMAEREXRENARKR 2 BAHTERE , H3H IAM A
FiEm FREREARE S ARKE 2 F#TEE,

BT R IRAY RS

ETRRARRE M INEBIRA JSON REE Y, ETHRMNKENRHITIE IAM AEEERBER Simple
Storage Service ( Amazon S3 ) F# K., EXBETRRNRBHNERESS , REEEATUUERAEIX
BN ESERROARE,. N FEEFHMREHNTR , REE LIEE A AUNZRRINTHLEREARE
FAKBETHIT, EXAEETFRRORBPIEETH Exik, THRTLNDEKS. AP, B, RAEHALR

Amazon Web Services.

ETHFNRBERUTZRS PHRKEKE, STREETRRNKEREARE IAM 89 Amazon £EXK
8
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Amazon Simple Queue Service FF & A R IEF
B

ARSI & (ACL)

RRHEGIR (ACL) BHML XA (KRR, AFRAR ) ANLARER, ACL EETHRARERML ,
REEMNTER JSON HrEXH#E,

Simple Storage Service ( Amazon S3 ) . Amazon WAF 1 Amazon VPC % # ACL HWIRE ~Hl. ETHE
AXx ACL WEZEE , F25 1 Amazon Simple Storage Service FF & A RI5FE R RIEZEFI5IE (ACL)

¥,

HeRmRE

Amazon XIFFAK, TAFERANKMERE, XLERKABTUREERANRBEEE @SR TFHHRAR
Ro

« RRBF - WRLAR—IERDE, AT REETHOHRBKALN IAMX4E (IAM AFSRAS ) R
FHBRANR, EANKERENRLR, FEERNRRXGETSHNRBERANRLRAORE, £
Principal #EEAFHAGCHET HRIKBFAIZINRILARH, F-TRBETINEXNELFESR
o BXBBRULANESZER , ESM IAM AFEBETH IAM EEHRR R,

« BRFIEHIKME (SCP) - SCP 2 JSON KR , 18E T HA KA LN { (OU) £ Amazon Organizations H#Y
B AR, Amazon Organizations RS 7] A5 4A FEE BB RH Al 3B K 24 Amazon Web Services
e KF, MEEHLHLANSRTREIEE , M NEZR S IO - N A RS EHKEE (SCP), SCP RHIAK
BRIk AR (BEEA Amazon Web Services i RAF ) BIXPR, B Organizations fl SCP W&
%8 , H2 0 Amazon Organizations i FIEE Y SCP f THEFRE,

- 2ERE - QERBERYLUREFXANACREKES FHAFRBN QIFNEANSBE RN S RER,
ZRAFNIREAFRACGHETEONRBIQETRBHRE, NREAUREBETRRNER. T
—mEBPNEXELNESZAT. BXESER , B5H IAM AFREEPHNRIERK.

eRE e

YENRBNEHNAT —MERN , ERNNRENERFELEHE, BT H Amazon NABEEES KRS
MEBRENREATER , HSH IAM AFEERHEBETEEE,

£ Amazon SQS A E I 15 8] X FR &Y Bk

B Amazon BREEIFTEA Amazon Web Services Ik Ik ATE |, SI1ZR 15 R &R R B PRRBE B 1T
EHE, KWAEERALGE IAM 56 (AF, BEANAR ) BNNRRRE , £ERES (I Amazon SQS )
&0 TR M NI BR R B

Note

KrEER (RERRAAF) REFEENRNAF. BXESELR , B30 (AM AFERE) $8
IAM S {EEER.

Eﬁ%&mw,mﬂ%EmEmFﬁ%&m,ﬁ%ﬂm&ﬁﬁ%ﬂm,u&@ﬁﬁwﬁ%ﬁﬁmﬁwgiw
R 1Fo

£l

o 0 5iEh & 2 BA DI AR S5 R IR FIRAE (p. 121)

s THERBRER (p.121)

- EEXNFENFEAE (p. 121)

- BERMIE  BE. BE. BRMEME (p. 124)

- EXRBPIEERME (p.124)
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Amazon Simple Queue Service FF & A R IEF
B

Ml I 5h ] 22 BA 5 BR 55 B IR M1 4R 4F

1£ Amazon SQS 1 , EE— M EFREMT], EFED , AR Amazon EIRAFR (ARN) FRiR 5K R F 2 /Y %
BFo UTHRFEEESZ KRB — ARN :

IR ARN &=

Queue arn:aws:sqs:region:account_id:queue_name

AT R2RABIA ARN X RHA
s EEERD (HBZEBEMN ) my_queuetb Xar ZHIBAFIEY ARN |, ZBA5IE FAmazonik ° 123456789012 :

arn:aws:sqs:us-east-2:123456789012:my_queue

+ &£ Amazon SQS X#EHHEBNFEXiEny_queued i HRAFIE ARN :

arn:aws:sqs:*:123456789012:my_queue

o A ? R > ERAIIBFRBEAN ARN, LT RAIH , ARN EEFIRA my_prefix_ BFFERAS! :

arn:aws:sqs:*:123456789012:my_prefix_*

A GetQueueAttributes BRETLIRENINBRAGIE ARN B, QueueArn BHEMERINRASIN ARN, B
X ARNHWEZEER , B3 IAM BT H IAM ARN,

Amazon SQS R# T —AEAIIERNEE. BXESZFEE , BRI I SQS API IR | REMFEIR
5% (p. 159) :

TEREIRFTAEN

Amazon Web Services I/ X1 £ %0 = FRIRE R FEEFEN , MACHURERMARRE. BARS
FORFTE % £ 1% Amazon Web Services I T A R QI R T B HRIEHE A (ERKS, A5
HIAM BE ) . LT RAIEET T THRE :

o WNREME A B Amazon Web Services Ik R K S UEH 612 Amazon SQS BA%I , Il #&Amazon Web
Services I 2 Z A RWFTEE ( £ Amazon SQS # , %R Amazon SQS BAF ) .

o MREEHBIEAF Amazon Web Services Ik H E1Z AP R FRIZ SRR |, NiZ A - a6 ZRA
5, B2 , &M Amazon Web Services Ik ( AFFIEH ) AR FIEIR.

o WMRIETEH BIEAmazon Web Services Ik E& 812 Amazon SQS BAFIERE IAM A€ |, NEA LR
AZABNAZBTLLBIZERNT], EHAmazon Web Services IkF° ( B&FTER ) HEBIIEIR.

EEX RIRAV AR
DRRBEHERTRFIEKFANRIR, ATED AT QN PR RS H o] &,
Note

AF 1L T £ Amazon SQS WESTHEH IAM, XEFREMER IAM BRSHWiFMAEE. BXTE
B IAM 3248 | 55 IAM BPREETRWNT AR IAM? . Bx IAM XREEMEANER |, 34
IAM B PR K Amazon IAM S Z,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_identifiers.html#identifiers-arns
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html

Amazon Simple Queue Service FF & A R IEF
B

MEINE] IAM SR8 ERAERT 56 WEK (1AM policy ) , MM SN ERIMEET AR HEK,
ETBAHKEE (1AM REEMITL D% SQS K )

Eﬁﬂtpjg‘,f—ﬂ)\r‘]"‘ﬂ’]ﬁﬁ?ﬁ%"‘ﬂ’] Amazon SQS BABIBYIX PR : AT D SQS FHRSEMER IAM KBS
RS, BULERAE—RERXAHRERGREHBNIALA AR, ERXSEERLT , SRE—REHEE
IRE $EHH’J E8, i, AT TERE

- Fo@ NXPRFBEH MBS iy AP SNEE-ZE8 T AP 212 Amazon SQS BAFIRIIER | HIF PR KR
B InEiZ A FrE MY A R R EEA

- MEAMBFQ@ MNBRE I Amazon Web Services Ik FP-E @ A F & F 812 Amazon SQS BAFIEIX
R , ¥ Amazon SQS PRZFMEHIMNE S —NBAFIF B AP, Amazon Web Services K 2

BRI ERTUTERE
* AddPermission
* CancelMessageMoveTask

* CreateQueue
* DeleteQueue
* ListMessageMoveTask

e ListQueues

* ListQueueTags

* RemovePermission

e SetQueueAttributes

* StartMessageMoveTask

* TagQueue

* UntagQueue
s QAGHMNRER (RFEKFNE ) -ERTFERKFNER , BEETS ORI INE 1AM &
&, 520 , Amazon Web Services A B R AT L6122 — Aﬂ@ﬁ%ﬁn Amazon Web Services i~
B (= :\?,Amazonﬂﬁ% ) BFEKRFNR , MFAR :

< KPP AEERGE IAM A RRRER (AKS A FHERE TR ) HNEZae,

< K& AEERRERKS BARRNEBEEZACHNZRANAGHMEERE.

« K/ B EERAM@KS B ANEAASERIEEZACHNIR. XFAFKS B A S 0IZ S R K
P A IR B,

Note

MREEED Amazon RS R FIETZAGHNIR , WETRBEHRHNEXABTLR Amazon
BREEFEA

BXRER IAM ZRRNBRNWESFELR , HS5H IAM AFEEPRNERAREE,

RE Amazon SQS £ IAM K , ECEECHRBEMERE, BULAFIRASIFER Amazon SQS KR
B EBLEAmazon P ERIERIZBA S, EBAILUISELERBEMEH (flmn , FERMREFERETF 2010 £ 12
BA31 8, B®EFEHA SendMessage Fl ReceiveMessage HIIXPR), BAILAAEHR FINRMEMFIRER
Amazon SQS BEEMAKTIRN — o HBRE Amazon SQS KEEHIEE “* RiFFTAE Amazon SQS &E”
B, nﬂﬂi#ﬁﬁ?TU&ﬂﬁu?%ﬂWJFﬁﬁ?’sﬂEo

THEGEE T EZEREFENXLER Amazon SQS Kz —HWBLZ. ZEEAT quevue_xyz , #EE
Amazon Ik 1 Hl Amazon K 2 &2 -FX4 38 EBA 51 A 1E AT S iR MY IR VE B AU PR o

Note

ZE R RIS E R 123456789012/queue_xyz , EH 123456789012 £ 174 ZEA Bk Ik
B Amazon I 1D,
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Amazon Simple Queue Service FF & A R 1ER
B

SQS Policy on queue_xyz

Allow who:

account 1
account 2

Actions: *

Resource:;
123456789012/queue_xyz

BEE IAM LUK A P AT Db R B AR (ARN) 23| A |, SQS WAL T — &b, UTRERMKKHE
RTIXETAL,

SQS Policy on queue_xyz

Allow who:

account 1
account 2

o User Bob i |
=1 1 IN YyOur own acoount
User Susan

e—- Actions: *

Resource:

e —— arn:aws:sqs: 12345678901 2/quele_xyz

OEXAAEKFAFHNAFRTFNRNEES , BSH IAM AFEEHRNHEE | £/ 1AM BEZEREAmazon
T 7= 75 [ AR PR

0 HEABTHREFEET R, AXRATNRENIIR , BSHILI# SQS API IR : BEMNRRS
£ (p. 159).

OB LAER Amazon BRER (ARN) IEERIR , X2 IAM K IEERRNIRES %, B Amazon
SQS BAFIH) ARN #BRHEE. , iE5 HIL D % & £ A S AR SS B IR FIRAE (p. 121).

Blan |, BIEEEFH Amazon SQS KB |, #BEAmazonk 1 Amazonlkf® 2 T2 UFF KRR A BRI LG
Bqueue_xyz. A , LETH Amazon IKF (ID 5 123456789012 ) I A/~ Bob # Susan th [ LA
B iZBA 5l
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https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html

Amazon Simple Queue Service FF & A R ¥5F
0 I % 2 8 BA 51 BR 55 20T 5 1AM B & 55

5| A IAM Z &1 , Amazon SQS Bz FBAFI 812 & X BA S SEL #2HIAR ( BN 81 iZBA 51 L it T #E
Amazon SQS #1E ) » IMIE , BRIECIEEFEH Amazon Z2 &Il , BN ERERFFBHIA, EAENRGE
RABIHY A P 3% AR A Amazon SQS BRAERIINER |, = BEXT B A9 A BRI T IETIR 1R

LTFREAYRFERFAE Amazon SQS R2EMRHIKE , BERTEHUIEFZHFRRNARIBA
5l, bob_queue_

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqs:*",
"Resource": "arn:aws:sqs:*:123456789012:bob_queue_*"
H
}

BXEZ[ER , H25 £ Amazon SQS HEAET BB HI K (p. 132) IAM AFEREHHMS 4 (A
P BANES ).

EERBITE | #F. BR. RRENEHK
3 F &84 Amazon Simple Queue Service FIR (p. 121) , ZBRFENL T —HEE, F TR FXLERAENN

BR , Amazon SQS E X T — A M LATE R BE h 38 ERVIR1E,
Note

T RETERFESMRENNR. ERTFHERENNRE , BB ATLARARFRIELTH
MATRENE IR,

UTREEANRHEITE

+ Resource ( &R ) - TR , LA LUEA Amazon Resource Name (ARN) #R1R 5% BE 51 F 2K &R

o BE-FRBREXREFRIMREA Y HIEL N RFIEE, HI0, Zsqs:CreateQueueX R AFRAFHIT
Amazon Simple Queue Service CreateQueue &1E.

. Effect (MR ) — BAEELAFBEREBERE (T UARATRIEL ) MR, UREEZEEART
FBRTRE A RIANR , MBRNIEL T, R A ABELXN RRWFE , XETRERASETEHERZER ,
BENEE H b REE R F T H R RAE R T tE 2 a0t

s EE-HEETHHHIKE (IAMpolicy ) B , M THEBENAFERAEFE, W TFEFTERNEE , &9
DEEERBRBRNAS, K. BREREMSSE (REATFETRRENERRE ) .

E T 4% Amazon SQS FREEEMBIRNEZELR |, BSH AmazonlAM AFIEEHI IAM XS E,

B XFrE Amazon Simple Queue Service RIEREERANRRIEK , FSRIL D7 SQS API KXIR : 24ERM
RIFSZE (p. 159).

EREEPIEESRMN

RTMRES , EALUER Amazon SQS 17 I KB 1E S RIEE R MR EMAISRM. Fl , BT REHERBKN
ERERHMENA. BXEARBESEERMNESEER B2 IAM AP EEPRZM;,

ERTEM , EULUERATE N4, SRERBET Amazon SQS H&HAEH. BR |, LWL Amazon

Amazon SQS H{EASEE NN &4, B Al , Amazon SQS X% IAM R AN A RHAN AR T,
&2 Mthe section called “AP| I FESZE” (p. 159).

I I 5#h ] 22 A B AR 55 AT &5 1AM B & 52

EEA IAM EENIL D% SQS WiFFRMNRZE , 1E% T HEBL IAM Zhae W AT 5% SQS.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#Condition

Amazon Simple Queue Service FF & A R ¥5F
0 I % 2 8 BA 51 BR 55 20T 5 1AM B & 55

BT LATE Amazon £ RA B BRSSP E AR IAM IhEE
IAM ZhAE I 5% SQS X%

ETSHHER (p. 125) =
ETRRHRE (p. 126) &
SHRAE (0. 126) 2
S B (0. 127) 2
KHBEMHR (BETRS) (p.127) =
ACL (p. 128) &
ABAC ( REEHFIIIEE ) (p. 128) il
HEFEIE (p. 128) £
ZFEARR (p. 128) =
BEAS (. 129) 2
REMERAE (p. 129) &

E4MH T # Amazon SQS MEtMAmazon RS MAIE RS IAM ThetB &R |, 555 IAM AP SN
5 1AM B4 F A AmazonfRS .

T a) 4 &l

REFFIER (ACL ) BHAMLEEHE (KFKA, AFHAS® ) ANBRAER. ACL EET HIRA RIS
KL, REENFEM JSON KgAK,

Simple Storage Service ( Amazon S3 ) . Amazon WAF 1 Amazon VPC 2% ACL WIRE =6, ETH#
HX ACL WEBEE |, H2 0 Amazon Simple Storage Service FF & A R I8/ S EY5 R EI5IR (ACL)
B

Note

FTE Amazon Web Services It #HRAIIEEKS THAFRFNR , BERX—SREE, EK,
TWEAFEREXN Amazon BRINGRE A MAEEEEHMARF.,. AXFERAEKFHENER | &
S 1AM AFEETHEABK, 7.

ﬁgﬂ%ﬁﬁ@%ﬁﬁﬁ (p. 146)FB>% Amazon SQS BE X KA BN BN R MFHFHNEZEMN
E8 , 5.

ISk SQS BE T &M RIBER

XFETHHRE =

ETHONRBEIATMMESMD (W IAM AP, AFARAS ) 1) JSON RIREH XY, XLLRIES A
FPRASTEMRPRA T BLRRRITHBLERE, BTHRNACIZETEONER , F25 (AM AFE
) S EIE IAM policy,

BYEA IAM ETHHHKR , EUUEEATRELHNRENTRUARATRELBENRMS, BFEE

EETHONKEBTEETG , ENCEATERMNNAFRAG®, ETHAE JSON KEHERANFFET
%, HZH (AM A $ERE) FH IAM JSON KBTS M.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/acl-overview.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/acl-overview.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Delegation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
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Amazon Simple Queue Service FF & A R 15’
E T RRA K

T 5% SQS KYE T 5 471 K EE =Bl

EEEE T HMH Amazon SQS KRG , ES 5, WIHESEAIIRSHET 540 H KR
Bl (p. 129)

L S# SQS F & T 7R AY K g

XBETRRNKRE, =)

ETERHRIEZM MBI ERLN JSON X H, ETEFRNEBRN RS IAM AEEEREEHN Simple
Storage Service ( Amazon S3 ) FHEFEFE., EXFETRRNERBNRS S , RSEEAUTUFEREIIK
BHMNESERFHIGRE, I TEEPMRNFENER , FBEEEEZ AU ZERATHEREURE
TAZRBETIRT, BEUFEETERNEBPRIEEEH. EHRTLNSEKF. AP, A6, KEe50AFE

Amazon Web Services,

ERABKFFE , BAARENKSASETKP T IAM SEEENETRRNREHHEE, FEK
FEAFMBETHRFRNRBARBIAGERRIEN —F¥ME, HEAMERLTTEIAmazon Web
Services I B, NEEKSFH IAM EERELARFEARIE (AFHAE ) WHROHENR, i
MNBETFETEONERMINBISSEUBE TR, B2, NRETRRENEREE—MKF PN EEE TS
ER , WAREFNNETHONEE. AXESEL , 258 (AM AFER) $8 IAM AEEETH
RE KB MAE.

I 55 SQS NBRITE

XIFFRMIRE =
EE R ALAEA Amazon JSON KESRIEE ARG EHAAR, HRRE , BANEE TR KRR
THRE , UREM AL &M T,
JSON RHEHY Action UEHEAR T A THRMK D A VFSIEL G AIRE, REREERE 5XEKN Amazon
API BERR, B—EHIAMTR , flIRBILE AP RENMRRRR #F. 2 -LREFTEERBIIIT
SR, XEMIRERNAXER,

ERBET IS REUARFRITRXBENNR,

E&EE Amazon SQS BREFIR , ESHRSENSEFNL DB F LTRSS ELHNER,
Amazon SQS FHIKEGIRIETEIRIERIERA U TEIE -

sqs

EEENMEAREESTURE  BEAESRENRT.

"Action": [
"sqs:actionl",
"sqs:action2"

]
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies

Amazon Simple Queue Service FF & A R IEF
KRR

EEFET S5 MH Amazon SQS KM RG] , FSH. WEHEEIIRSHET 50K EBR
Bl (p. 129)

W 55k SQS WY BUER B IR

TERBER 2
T A A LEA Amazon JSON FEERIEEHEENIGRMFTANSR. BRI , BNEE AU LER
TEBRE , UREFALEHE THIT.

Resource JSON REETEIBEERHNAREN — NS INR. BASTNEE Resource 5
NotResource T, ENHESXE , EEHE Amazon BFEEH (ARN ) BER R, W TFXHEERRE
B (FHREFRRNE ) BIRE , EERTIIEE,

NTFAZBRBRRNRAORE (MFIHIRE ) |, BEABESF (*) ENEINATHERR.

"Resource": "*"

EEF Amazon SQS BIREE K H ARN 5%k , BZHARFRNSZEFH Amazon Simple Queue IRFE
N BE, BT HRETLUERMERERESHRFEN ARN , FSF Amazon B £ SRS ELH EIR.

EEFETH MK Amazon SQS FEEHRE , FSH. TR E2AIIBRSHET B ORI
Bl (p. 129)

IS SQS R FAH 4R

XERETRSNRMSRM4R =

EE R A LAE A Amazon JSON KESRIEE ARG R ARR, R , WA EETEX LT IR
THRE , UREMALAZRSETIIT,

1 Condition jt#& ( % Condition R ) 1 , AILMEEBAERMNFM. Condition TERTIEM, &H
DRIZFERAKMZER (i, ETHNT ) BRERER |, IERBPNREEERPHEMETH,

WRBE-—MEAFEESZ Condition THE , HEL Condition TEPEEZNE , M Amazon &
B AND EEIFETN]. MRENENFHRIEESZME , U Amazon ERZBHE OR BEKIFMESEM. &
R EANNRZ B BIUR BB S,

EEESM  BEUUERSUNEE, Sl , AEEER IAM AFB4RIE IAM AR, BF e ER
FHRERFRHNR,. BXEZER , ESH (AM AFERE) P/ 1AM policy TE : TERIFE,

AmazonX 2 BEHENBETRESNEEE. EEEMAE Amazon £B%48 , H358 (AM B
) FH Amazon & %4 T3,

E&EF Amazon SQS ZH4FHIIEK , BESHRARZHENSE R Amazon Simple Queue FRFHE4HZEH. B
T BRIET] LA R IRME R B IR E AL HE |, S Amazon Simple Queue Service JE XV E R

EEFET 5K Amazon SQS KEHNRH , 5. TR EEATIRSHET S HNERT
Bl (p. 129)
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies

Amazon Simple Queue Service FF & A R IEF
ACL

M 5 SQS FEY ACL
¥ ACL &

RRHGIR (ACL ) BHIMLEEMA (KFKA. AFHAR ) BRBARR. ACL EETRIRHREEE
L, REENFEER JSON KX,

FERITT# SQS B ABAC

¥ ABAC ( REEHFHIFRE ) ik

’ISEE’JWI'J?}"“*I (ABAC) B — MUK , ZERBETEMRENR, &£ Amazon 1 , XLEFMF
ﬁ*T_Lc SETT BUFAR S ANE IAM SE4K ( ArRAE ) A X Amazon#t iR, FRICRARI A RE ABAC R —
FH. RERIT ABAC KM, BUE EARAIPREE S 47122 120175 (7] 49 30 FAR 25 IR B B fo VR 4R 1B

ABAC EIREEKMHRHIFERA , AERKEELTEBMER T TR HA,

BEEFHREREEE , BFEEMFH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys U RBERBNZ 4 TEFRUFEEL,

WRENMBSX TEMPERREBZFREX =1 K48, WX TZRS , ZEN Yes () o MEENMR
SN TFTEHDRARREIGHAEX=A&KMHR , NZER Partial (5 ) .

BX ABAC WEZER,ESH (IAM AIFiEm) F{T LR ABAC? . EEFRE ABAC TRNHE |, &
25 (AM fiFfEr) FREAETEMENTRES (ABAC) .

TS # SQS i A Iim B UEF

X FFIEEHEE =

¥ Amazon Web ServicesTE & FER I ZIEZZN T EEE IE, BXREZEE , 8% Amazon Web
Services5IGI ZIERAFER , B2H IAM AFERFHNER IAM 89 Amazon Web Services,

MBEBRERAFBNBZEMAE T HEZEFREAmazon Web Services Management Console , Il {# A ifs
RHEIE, fln , HEFEARATNESEF (SSO ) EZiFEAmazondt | BRI A RN R,
BUAFBREREHE , ARURACH , 5283 8IBIGR I, EXORACHNESES , EEH
(AM BriEE) T DRIBE (EHE) .

BT LAEF Amazon CLI 3% Amazon APl BI2IGETEIE, 2/ , B AFERX LIS E u‘tuﬂlﬂ
Amazon, AmazonZ i IEzH A4 &K IR AT EE | ﬁ'ﬁTmﬁFﬁi’t?ﬁﬁilﬂﬁ’fﬂ BXREZEE , HSHE IAM FH
Im R Z & &k,

5 #h SQS RIS BRSS AR

XPBRIEANR =

HIEER IAM AP RABEAmazonPRITIRIER , BB ARNEIREA, BREEFR TR, EAKLR
SE, BURSNT MR KRERBETERS PRES —MRE. EXHHELT , BLAEFH
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Amazon Simple Queue Service FF & A R IEF
REAE

TXAMRENNR, EEFRIBRERESFERRPHHEHMMEXRE  BSHARSERXSE SN Amazon
Simple Queue Service W E. RIEMFZFH4EA.

T 5# SQS MRS AR

XFERSAR =

REABRA—DRSEE, AREWMTRAEN AM AE. IAM EE R TTE IAM P61, EFMBRIR
SAB., AXESER , 55 (AM AFER) $89 8l2 [ Amazon Web Service ZiRINRI A&,

Warning

FHRS A NIRRT BES BT Amazon SQS KIIIEE. KRBT Amazon SQS RHIES I RER
SRR,

I i SQS WARSHXAE

XERSHEXAR &

BRSHEXABEBR—MME Amazon Web ServicelBXHRF A G, BRFAURARKRERPITRENEE, RS
X ARBE RESEHN Amazon Web Services I # , HHZBRSZHE. 1AM EERA TTUERE T remER
SHEXAEHNR,

BXOUBEREERSHXAGHNEREES , BSHEY S IAM BEEANANazonfiF. ERFERRSH
KXABIIFEE Yes FiRk, % Yes BEUBBRZRSNRSHEXB B,

Ml I 5h ] 52 BA 51 B 55 B9 B T & 17 B9 SR B 7 451

BINVBERT , AFMAGTNREERIEHN Amazon SQS &R, 1t MEA Amazon Web Services
Management Console, Amazon Command Line Interface ( Amazon CLI ) % Amazon API #1175, &
BARAFEEEEN AR ERTIRENIR | IAM B R 5L 612 1AM policy, E1 & FESS 7 LUk A &35 i
IAM policy , AF AR AAE,

BT BRI FX LRG| JSON KRS BIZE T 1AM FBHIRE | E2H (IAM AFER) Fi 812
IAM policy.
Ax Amazon SQS EXHWREMRREENFAFE , BESHRREEN ARN KX |, ESHRSENS
Z iy Amazon Simple Queue IRFHIIRYE, TRAMEZHZH.
E3 ]

. EWBETE (. 129)

. ERATD SQS 414 (p. 130)

- RTRAPEEMIB SR (p. 130)

REEREREK

ETEMHNRBRESEEATUELZNKFREIZE, HRISEMBER Amazon SQS Bif, XLBRETEEREE
Amazon Web Services Ik =B, SIESREEET SRR , BHER/IT AN ML

+ Amazon EERBERFORENBRFAA - EFBRRAFPFMNTEARR TR , BFEH Amazon £E X
BRAFSENERZESE TR, BILUE Amazon Web Services Ik R FiXLEHERE, RAI1ZBIGE
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Amazon Simple Queue Service FF & A R ¥5F
BT 5B HEERAI

BENBETENEAZRN Amazon EFEBEERBRE-SRINR. AXESEFEE , 250 (IAM
RFERE) P Amazon FEERX KM 5 TR Amazon HE XK,

« MAREMRR - EEA IAM policy IRERRE , HRRFHMTESARHNR. Nt , BULIEXERE
FHT UL BERRHRTHERE , WA RENRFT. AXER IAM NARBRNESELS , F5H
C(IAM BFR1ERE) Y IAM Y SRR AR

« fEF 1AM policy F RS4R3 — 5 R &5 R AN R — 4887 LA [6 58 B 78 0 5% 440 SR PR 6 3 SR AR RN RV i |l o 45
wm, BULURE SRR RIEESMER SSL KEFIEER. MREI4EE Amazon Web Service ( 5120
Amazon CloudFormation ) A RSIRE , BETTLUERAZKHERBEFNRSBENHRNR. BEXEZE
B, #B55 (IAM BFERE) #1 IAM JSON B TE | &4,

« £ IAM Access Analyzer 3ESERY IAM policy , SAFERIN R L £ MM IIEEM — IAM Access Analyzer
LSWITFHRBEAIMA R , SUBRKIEZTS IAM policyiE S (JSON) # 1AM F&EEXE, IAM Access
Analyzer 2t 100 ZTURBEREMATIRENEY , UHBHEHELZ L AUEMERNERE, EXESZER,
B (IAM BFERE) FH8 IAM Acess Analyzer FRBEIIE,

+ Require multi-factor authentication ( MFA ) [EEZESHRIE ( MFA ) ] - MREBFILHZH R ERERN
Amazon Web Services = A IAM AFSRAF , HEA MFA RKiZEReM. EEERA AP B#E
REE MFA |, B¥ MFA 2R NEIZNKRE P, BXEZER , B3H (AM AFER) FH RES
MFA R 8 API i8],

B IAM P BERENESES , BSHE (AM AL ) 1 AV FH %S BE R,
EAT S SQS &

E {58 Amazon Simple Queue Service ###l& |, BAFRE —ARENR, XENRLAAGFERIENES
BXRIBAmazon Web Services Ik B Amazon SQS #RFMES . MRCIBESLENRIENRER™E
HETSOIRE  THMTZRRHNSE (AFRSAR )  BHENTERTBERET.

N FREEFA Amazon CLI % Amazon API FAF , TERNEHEHKZEEFENR, Bk , RATFHEES
H2R TR AP| 2 /EHE PCEL Ry IR 4E,

RNBRAFMARNMATLER Amazon SQS ##l& , EEFF Amazon SQS ConsoleAccess
HReadOnlyAmazonitEREH MMEISEE, BXEZEL , BSH IAM AFEEFRH AP FNR.

RTFAFESMINBSHNR

ZRBIEER T B M IR , AW IAM AFRFEEMMAIERAF S ONABRMNTE R, WERIFE
H A EERIIRESE RS R EH Amazon CLI 3 Amazon APl FREE IR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
]

’
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

-~
<

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

X NI 524 157 22 BA 5 BR 55 & 47 F0 17 [9) A PR 33t 17 B PE BE BR
AL TEBRA BB IZHT NS S EER Amazon SQS # IAM B AT AEB B89 & I =) &5,

E3 ]
« BERELDE SQS FHITIRME (p. 131)
« REBIIT iam : PassRole (p. 131)
o BRI AT B FEAmazon Web Services T 7 #9 Amazon SQS #3& (p. 132)

BENELS# SQS HITiRME
MBLWE — MR | EHBTAUAT AR | W STEH R RV BT IRIE,

X mateojackson AFZHERESAEETEXEM my-example-widget RIENEMREE , ETHEE
¥ sqs:GetWidget R , 2% £ LT REIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sqs:GetlWidget on resource: my-example-widget

FEWERT , Mateo HISREELMEFH AR Y EMFERA sqs: GetWidget BEHE my-example-widget &
o

MREFERE , BRREMN Amazon BEE R, EERARMOERHEFZEIEN A,

RFITI1T iam : PassRole

MRER B TR ITiam: PassRoleREREEIR | N A EH B KM LA S0 T 20K A B 421245 Amazon
SQS,

AL Amazon Web Services R I G A REZETZRS , MARCBRFTRSACIRESHERAER, I
I, 1AM E BN A BEE T RS R E,

HLZ AW IAM A FPmarymajor= iR FEAEE A7 Amazon SQS FIITIR/ER , AHIEL T RI4EIR. B
B, BESAEERSACGAHEFHRRT AIRITIEAE. Mary TEEFA G&ETIRS R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMERT , BHEH Mary BIRBELL A FHEHIT iam: PassRole #4E,
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MREFERE , THRREMN Amazon BEE R, EERRMOERHBEREIENA,

KA AR LU A TF B F Amazon Web Services T F /Y
Amazon SQS &R

ZANGE-NAG , LERCKFINAFREALANNAR TUERZABKGREN TR, SRINE
EREFER  TUEEAR, ¥ TXHETHRRNRBIILEEHIIR (ACL) RS , BRINERIXLRE
L PN R PO B Oho il S LIS

ETHEZER , BSHUTRE

« ET# Amazon SQS REX XL , BRI S HE LIRS NAE IAM BEEEA (p. 124).

- BT HWAREZIAEH Amazon Web Services Ik YRR AIFEINR |, ES5 IAM AFEBHRH R
BRAER %R — Amazon Web Services IKF® /Y IAM F R & 15 B X PR,

- E TN S =75 Amazon Web Services Ik P IRHIERY R IBENER |, 525 IAM B ERHHA
B =H#ERAmazon Web Services Ik F 124115 R AR

 ETHIMBEERS S ORIFRAFENR , H28 AM AFERRNAELENABSHRIENEST (KE
SHEIE ) REHERR,

- ETHERAGHNETRRNREBETEKS AR ZANES , H5H IAM AFERSH AM AEE5ER
THRENKBEATE,

£ Amazon SQS FEAE T BRI KRB

FEBRETETHOORBOTH , EXLRBED , K EER SO REBHNE IAM 543 ( A5,
ANMAE ).

Important

BB NUEEADNEN AU EE | XETHHER T THTEE Amazon Simple Queue Service
BRARHERFSTIET . BXEZEL , HSME Amazon SQS FE 1 AR HI#E
& (p. 120) :
BRH\ , FrE Amazon SQS REHB L IFEFRRMNPR. ListQueuesBXESZEE , BSRIT L
SQS API R : BIEMERSE (p. 159) :
£

- FATSE SQS # IAM KB (p. 132)

- FATS#H SQS ##l & FIENER (p. 134)

« 5 SQS FHAmazoniEE R ER (p. 134)

- IS% SQS K 1AM KEEH B AR A (p. 135)

« W5 SQS BURMERRA (p. 136)

- AT HE Amazon SQS I RIKEEIE S K B E K (p. 140)

FERL S SQS F IAM KR

BRI ET A SR A PR TER Amazon SQS FIRHVRR : AT D% SQS KEREMER IAM K
ARG, BULUERAEPEE-EARERS. ELARIRRAT , TRRA LRI AR , MAILLBIERHF
SR,

Bl TRERT — IAM K52 S8 Amazon SQS F#, 1AM BEEZ F X & Amazonik
Fqueue_xyzH AR KIBAFIE Amazon SQS ReceiveMessage HMSendMessagelRfERIANPR |, 1% 3K BE BTN

132


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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2|& 7 Bob # Susan BFAF ( Bob #l Susan B BRI EIR ) . Lk Amazon SQS BREREF Bob
F Susan X¥E—NBAFISendMessageifTReceiveMessage MR RN R,

1AM Policy S5QS Policy
Allow Allow who:
Actions: User Bob
is equivalent to User Susan

ReceiveMessage, SendMessage

Resource: Actions:
arn.aws:sgs:": 123456789012 quele_xyz ReceiveMessage, SendMessage
Resource:
User User arn:aws:sqs::123456788012 .queue_xyz
Bob Susan
queus_xyz
Note

BRPIERT AHFEN LR, SAUE LRE-RBEPEERESSE , AREAFNER.

IAM 1 Amazon SQS Kz HA—NMETERXH : TIE SQS KKRE A YFEE HEMmAmazonlk P #F1X
BR , T IAM T&E,

ZALBTRENTEEEA LRAMHRERERENNR, UTREIBRTEZAIEBERERINATRREEZT

Yo

o EE—NRFIF , Bob BIEERATFAAIKF K IAM KB , t8EEMA T Amazon SQS K. IAM RERTF
B9 IK 3 EReceiveMessagei TIREM N BRqueue_xyz , T Amazon SQS REE IR F A A K 7= X3 @ —
BAFlSendMessageMTERENNIE, TEEHA T7X—#H=.

IAM Policy S5QS Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage erone
SendMessage

Resource:

arnaws:sgs:™ 123456789012 queus_xyz
Resource:

arnaws:sgs" 123456789012 :queue_xyz

User
Bob

queue_xyz

N Bob [ & %ReceiveMessagei®ERqueue_xyz , M IAM K R FiZiE¥E. MR Bob MA
*%SendMessageiERqueue_xyz , Nl Amazon SQS REE L iFiZ R 1E,

o EEZANRAEIF | Bob BAMI queue_xyz BITFRIIR , F kA 4 E M B tb 3T % RA 51 &Y P& 77 B AR
SEEMNAERRN—NREE | ELM G RIZAINFIERE, EXBRLBESAFANER , BRERX
deny R EE allow. BXAFRIIEBENEZER , HSHRAFEATE Amazon SQS HRIKXKEIESHNE

TEM KM (p. 140). TEEBETIX—H=,
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ERETFFHNER
IAM Policy SQs Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage Actions:
Resource: EEREE
arnaws:sqs: " 12345678901 2:queue_xyz
Resource:

User amawssqs 12345678001 2 quene_xyz
Bob IAM Policy

Deny
queue_xyz
Actions: * Overrides
the other
Resource: policies

armaws:sqs " 12345678901 2:quene_xyz

SEIE T LAIE Amazon SQS FREEFHRIRIME MR | IE4: Bob MBABIMITEMERNIER, ©5RIMIEL
Bob i EBAFIKY IAM SKEE EF B MR, BHXEE Amazon SQS BEMRFHBERRA , HSHILE
# SQS BRI EARA (p. 136), HHXHE Amazon SQS FMHNEZELE | BSEME AW AE Amazon
SQS 1HRIFEEES K BE LK (p. 140),

ERI S5 SQS ##| & Fr RN R

*E[FH Amazon SQS EHANAFSREEFERARFEH & FH Amazon SQS BAFIH RN

PR, Amazon Web Services K6l , AR XMEHHA ListQueues BRIEMIRBRF BEFI HHBAS | &4
MEFFA CreateQueue REMNRFEERIZERAF], BRT Amazon SQS RS , ER T S# SQS RAFIIT
B 5# SNS =B |, 24| AEFEET 5i# SNS BRIEMNER,

WMREOIE IAM R LT RN RENREN K , WX THEZ IAM RBENAF |, 258 T EERM

1T,
BT E N AAAmazon CLIEE Amazon SQS & 4ER A P R RKiE 4| & X,

5% SQS FFAmazonit & KRB T

E[AS. ANACRFINE , GECREERAL , /8 Amazon HEERKERE, 22U REFT
ENREMN IAM BEFEERBREEMRBEMET LR, EYREA] , BUUFERARIN Amazon EEFR K, X
WRIREENERAZRA , JEEN Amazon IKF R EM. BXx Amazon RERBNESZEE |, S IAM
A FPEET M Amazon EE R,

Amazon RS AR MEH Amazon FHEE K, BT EE R Amazon IEEXHKPHNE, BSERES

@ Amazon EE R REERMBAANRAZ . WREFLE MM MKRBNTESH (AR, 484
B), YSHHFIMERFTIRETHAN , REZRAETELEH Amazon HEX K, RETAEM Amazon £E
R AE M BRANER |, E LIRS EFH AW IRENIE N R,

LA, Amazon B IS SR ARS M TEERsEM L E XN REE . 130 , ReadOnlyAccessAmazonit & S B 12 1#

X AT Amazon RS & RH RR1AEIPR. HRF S FTIAER , Amazon &3 FiRMER &R 0 R4
FBRo BXTHEIRERKNFIRMER |, BSE IAM AP EETER T TEEREER Amazon FEE XK,

AmazonfEE KBS : I 5% SQS FullAccess

BA LU iZAmazonSQSFullAccess KK INEIERH Amazon SQS &1, WBEREF AFTLIHE
Amazon SQS IR,
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EEF MBI , EZHAmazonFEE RIS ZE FH AmazonSQS FullAccess,
AmazoniT E KR . T 5# SQS ReadOnlyAccess

& LU iZAmazonSQSReadOnlyAccessRBE M MNEIRH Amazon SQS B 17, WWREERF AEFX Amazon
SQS # 1T R 18 HI IR,

EEFHBERNIR , S MAmazon T E XS E P AmazonSQS ReadOnlyAccess.
T3 SQS M Amazonit & KB HI EF

BEBIZBSTTHRRRIXEERUR Amazon SQS Amazon EEXKEHNIFAEE, NEAXLTETE
K BzhiZEE |, E1TH Amazon SQS X4/ $£125% (p. 194) WA LA RSS RE,

B i8R HHA
I 5% SQS ReadOnlyAccess Amazon SQS N7 —I# 2023 6 A9 H

BIE , AT EERERAS
THHRIERNEEBNES
(&Z 101 ). WiREE
ListMessageMoveTasksAPI i
YEREREBR

5% SQS B 1AM KRS B 24 R 41
LT RBINET Amazon SQS BRE R,
Note

L& Amazon EC2 Auto Scaling Bt B4 fr B HiEMA , AL ERERMKAIT @ Amazon SQS BA
FIREHEE, AXESER , B50 GEAT Linux 261K Amazon EC2 AFERE) H Amazon
EC2 Bx Yy REMBAHEN.

A VR AR

FELLTRfls |, 3A1R Bob BIE T — N REE , AiFMIGRIFTAE Amazon SQS B , EREEHRIBHIUNF
FRFENBEKBIBAGI, alice_queue_

Amazon SQS T2 B3I B FINEIZER FEMAMIINNE. Eit , BT IAM REFHREN , BRIDEX
MBATEEE T Bob A FTHE Amazon SQS CreateQueue EEMRIR,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqs:*",
"Resource": "arn:aws:sqs:*:123456789012:alice_queue_*"
1
}

T2 AT RARBMAZRFIBEAER

EUT RIS, RITAFEARRBRT —NEA , HHMT —NEE , A ZEAER Amazon SQS
SendMessage #1E , {E R HE T8 EAmazon Web Services i/~ H&MyCompanyQueueJ BIBA S,

{
"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
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"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:MyCompanyQueue"
1
}

EWAILAER * (T2 SendMessage) AZ AR TN HZBATIHITA T RIEMNN
PR : ChangeMessageVisibility, DeleteMessage, GetQueueAttributes, GetQueueUrl, ReceiveMessage
1 SendMessage,

Note

RE*QIEHMR RS REHMHERE , {8 Amazon SQS 28 I3mERNRE, il , ANBEASE
AR F * Ml SendMessage PR , BIfE * @& SendMessage R{HEMHENIR , 2L,

B ST BBR R T B EH. MREFFEARE * R , MERBIER SendMessage NEFE RE
FEABTRILLAAG —4] PR, R , ZERFEER , EAZERAFTEEFER SendMessage X
PRo ERRNEHXASET ReceiveMessage PR , FERI ReceiveMessage PR , ARSHIBER *
R,

A3 RVFETRA R IRENEA S8 — g K/

EUTROS , BRINABTEASNET —ME4A , HHEMT —/1 KB , RAiFZBE4AXNE TIEEAmazonik F #Y
FREBAIERA Amazon SQS GetQueueAttributes #B4E,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqs:GetQueueAttributes",
"Resource": "*"
H
}

R4 - RESERERIEERSRZEEE

BRI LAE A Amazon SQS KEE IAM REESER LTS . MREHN S ENAEEAmazon Web Services IKF |
N|EFA Amazon SQS X WRELAERS. BER , SENHELATFHAE Amazon ZLEILHEMAFER I
BiZRAFIEEEE ., MREEREHBFEAFINARFNHENE , WARAENFE S LARNAR —#NE
SEMNRE , HEH IAM KB 2 Amazon SQS KB,

ARBIFHAIT AT RAE

1. BIE—/BWidgetCon WEHARRKREEMUELT
2. REEREARSDEEHRNRNBEAFRSNAREFIEZAF,
3. ¥ AFRRMmE 4,
4., HEF-REE  NATFZEANEAN SendMessage BIBAFIHIT WidgetPartnerQueue 1,
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:WidgetPartnerQueue"
H
}

I 5i# SQS MR EZ R

AES SR T ER Amazon SQS A HIE REIFERE,
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RSN REMME A, , AIEAREaRIEZRBINNR. &9, AFXENRA BT EEREFEHH
TEAERAE, ERRBHMBIA,E , AURIEAF RERERS & PRI ERRE,

Note

BUSEARMIKSEED . —MIEBEOATREFIR , Z— " RBEOATERAAFRKILER
$ Amazon Web Services Management Console , SAEFE 6] A F 82 F R PR AT I E X LE4X BR

T~ E—DNARTF IR Amazon Web Services 1K

TR RBIRBAEEZERED (BREBM ) 444455556666/queuelts X a5 & 1Y BA F3% FAmazon Web
Services I P 4#R5111122223333SendMessagefX R,

{
"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_SendMessage",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
}I
"Action": "sqs:SendMessage",
"Resource": "arn:aws:sqs:us-east-2:444455556666:queuel"
1
}

R 2 m— P ARFEHANNER Amazon Web Services T F°

PR RBIZEBE 8 A 9 B9 BA 53 F Amazon Web Services i/ 47
111122223333SendMessagefReceiveMessageiXPR444455556666/queuel,

{
"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_Send_Receive",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
}I
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"
]I
"Resource": "arn:aws:sqs:*:444455556666:queuel"
H
}

R~ 3 AR REFH A Amazon Web Services ik f°

AT R BISR BE 1% T N R B Amazon Web Services IKFPE T ( 111122223333H1444455556666 ) X
R, AYEA Amazon SQS AFHZEHEEZERE ( HBXZHEBM ) 123456789012 /queuelit X5 HIRA S
MFrE R,

{
"Version": "2012-10-17",
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"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {

"AWS": [
"111122223333",
"444455556666"

]

}I
"Action": "sqs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

3]

Rl 4 MAENMAFERTEKF R

AR R 2R RE R FrolelFAmazon Web Services i F 4R =usernamel 1111222233338 MK X XER
B (BZEMN ) X B 123456789012 /queuelBASIER Amazon SQS A HZF RN EIREMNR
FRo

BKSRRAER T U THRE

* AddPermission
* CancelMessageMoveTask

* CreateQueue
* DeleteQueue
* ListMessageMoveTask

e ListQueues

* ListQueueTags

* RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

« TagQueue
* UntagQueue

{
"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:role/rolel",
"arn:aws:iam::111122223333:user/usernamel"

]

}I
"Action": "sqs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"
1
}

=5 MARRAFRT—TRR

LT REIEBEFERFR (BZRAF) BFHER 111122223333 /queuel BIBAFIHI ReceiveMessage X
Ro
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{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:ReceiveMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel"

}

}

I 6 : R R R T AR R R RR

TR ROIEBEARERF (BRAF) BFXEN 111122223333 /queuel KIBABIAY ReceiveMessage
R, BEEMETEXETF 2009 £ 1 A 31 BH4 12:00 ET 4 3:00 HE,

{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage_TimelLimit",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:ReceiveMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {
"DateGreaterThan" : {
"aws:CurrentTime":"2009-01-31T12:00Z"
}I
"DateLessThan" : {
"aws:CurrentTime":"2009-01-31T15:00Z"
}

}
3]
}

7~ 7 . /@ CIDR SEENWFIE R RTFAAENR

LT ROIRBBETFHRERA, (BERAF ) £AME AR Amazon SQS BEMKIR |, XEBRERUHRZS
#111122223333/queuel AKIBASI , {BRIIRRER®KH 192.0.2.0/24 CIDREE,

{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_AllActions_AllowlistIP",
"Effect": "Allow",

"Principal": "*",
"Action": "sqs:*",
"Resource": "arn:aws:sqs:*:111122223333:queuel”,
"Condition" : {
"IpAddress" : {
"aws:SourceIp":"192.0.2.0/24"
}

}
3]
}

Tl 8 : A~[E CIDR SEE M A7 #Y 72 1F 51 R AMBE LE 5 RAXR
TR REIERRBFRR
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« £—MEAM 192.0.2.0/24 CIDRSERE (192.0.2.188 B\ AWFIERF (B8RP BFHER
111122223333/queuel KIBAFIEA SendMessage BRIEMINR,

« BZ/MEARELE 12.148.72.0/23 CIDRSERNWFAERF (ERAF) €A,

{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_SendMessage_IPLimit",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {
"IpAddress" : {
"aws:SourceIp":"192.0.2.0/24"
}I
"NotIpAddress" : {
"aws:SourceIp":"192.0.2.188/32"
}
}

3 {
"Sid":"Queuel_AnonymousAccess_AllActions_IPLimit_Deny",
"Effect": "Deny",

"Principal": "*",
"Action": "sqs:*",
"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {
"IpAddress" : {
"aws:SourceIp":"12.148.72.0/23"
}
}
1]
}

fEA™ A Amazon SQS HRIKIES B E LK

MRERBAVET Amazon Web Services IKF? ID REARR ( 640 for SendMessagesk
ReceiveMessage ) i8] Amazon SQS , MIEFHFEBHCH R, RUMRFEATL S SQS
AddPermissioni®fE,

MRERBRBEEEMOEZMY (HINERIEANNBIRIEREN IP thit ) BWELRA TR, WEEREH
= Amazon SQS FKEEHER Amazon SQS BENH L& FAmazonR %, SetQueueAttributes
£
- I5# SQS P FEZEFIZRM (p. 140)
- I5# SQS W EEFIRE TERE (p. 141)
- W5 SQS HFRIKIEE RBEE (p. 142)
- W5 SQS HRIBEKIE S IFEB 58 (p. 143)
+ Amazon SQS A RIEKMIESE P EXIELFBIAEL 2 HHXRK (p. 145)
B E SRR H R BRME (p. 146)
BENTS# SQS 7 FKEE S =l (p. 147)

S SQS 15 ] 22 Hl 28 19

TERER T &M Amazon SQS FiRA 7 EIHEE,
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FEHET S ONER
Service
You o
Resource A Resource B Resource C
Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester
Incoming ™ e Evaluation Cod
valuation e
r\equest;s_ﬂ_ | >

Requester —

Requester

0% TBEMEE.
QMR IRBEEAMazon RS S ( Hlin , W7 SQS BAFI ) -

O BHEK, LBREFNBERNENERRE—1RMK, Amazon RFEHT - API TAR EEMEER
.8

O FREMAAIE Amazon BRS5E AMER,

O R KIEE S VARG, X2 —ATE Amazon RS AREREEARBEX E AN BERBTIEHRERS
AVIZERE T R FR KD,

IS SQS R HRE TERE

TEfHERT ER Amazon SQS R KIEE S #TIHREHNEN THERE,
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You write a policy You add the policy Someone requests
— - to the system — = to use your resource

L 12 ©

The service The service
determines the evaluates the The service
applicable policies —™ policies —p  returns the result

4 O o

OERRAFIRE T Amazon SQS F,

ORI BUR L& E|Amazon, Amazon fRFRM— MR L&AKEER APl, 0 , &EH Amazon SQS
SetQueueAttributes RENIEE Amazon SQS BAFI £ K HE,

OB AKRE T ERABNIL S SQS BAIIKER,

OIS SQS 2R EAMATANITLE SQS KB HBEWLEHRFKER.

©Amazon SQS £iTE KM HAWERE L FEREE ML,

ORERITMER , Amazon SQS EAMEREFZIREAccess deniedidiR , ELAMELEER,
TS SQS 158 KIE S X @

ERTRERR , SUARE JSON M—LLX B2,

Allow

fFStatement (p. 143)i& 7 MR (p. 142) BfallowI 4 R,
Action

A (p 143)BERBITHES) , BE REER H1ERAmazon,
BRiNEL
%A Allow (p. 142) % S XIE4E (p. 142) IREH Statement (p. 143) HER,
Condition
BXRIFH (p. 143)WEMRFRFMAEE . BENKMESHE, wEM P #iutifx,
MR
BHE—NKEE (p. 143)KStatement (p. 143)E I EHEIRENE R, BREEREZANTLIERE
deny = allow ., EXRBETEHBEE=MAIGENER  BUIAEL (p. 142), Allow (p. 142)FE X
B4 (p. 142).
EXEL
fFStatement (p. 143)1& A R (p. 142) Fdeny 4R,
1
Amazon SQS RIERHEE R B MIEL R /o 1F1& ABRIER (p. 143) 78,
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&

BEEW (0. 143U BREFRENAL. MEBY , T ERARBRAEE. AmazonTF A
Amazon SQS A R B8 & ROl RE M,

Key (#4H)

% B 15 (7] BR 35 E Y 45 1 o
k|

& A Condition (p. 142)#Key (Z4A) (p. 143) L FSRIEL4 3T & IR AV 15 R B BE 22
REE

RY—FHSRIEH (p. 143) B/ AY,
Policy A Policy A

Statement 1 Statement 1
is equivalent to

Statement 2 Policy B

Statement 2

Amazon SQS FAZEMRBERE AL BT ERIARNR.
FiE

WA (p. 143)HERREE (p. 143)WAF .
BiR

EA (p. 143)ERILEBIX R

Statement

NEANRWERIER , LB REKBESEES , REJ ZER (p. 143) XM —&B 5
BRE

KFEFEER (p. 143)ERWAF

5% SQS AR BERIE S 28
TEiF(EET , Amazon SQS REM AT ERELRBEERAIEEUANEMANER, FHEBERSIMER
A

- ERERT , BELEMAREOIEERATRNER,
* Allow (p. 142) RHBEREZIUAEL (p. 142),

- SHIEL (p. 142) FEEEEAW.

- REITENIRFHTEE,

TERIEMER T Amazon SQS WA EHE R 15BN RIRE,
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Dacision
o starts at
HDEnFII

(default deny)

'

Ewvaluate all

9 applicable

policies

|

e Is there an Final decision = "Deny"

explicit deny? Yes al {explicit deny)

e |s there an allow? Yes - Final decision = "Allow™

No

Y

Final decision =
e “‘Deny"”
(default deny)

O ZRFF /R —MBINEL,
O HITHRBIMMHER T ERNAARE BERR. EREA. BRENZRML) . RTRBITERENINTHTE

=
O MTRBIKNATERNERNELIET. BIERTRBIAKET -1, B2REELRE , BMIER
Bo

O MBFAEKRIENEBLIEDT , BANTRBFIRENATERNEAATES. ERTRBREIT -
N, HRIRERFRE , BINIETR (RS FHELEZIFR).

144



Amazon Simple Queue Service FF & A R ¥5F
FEHET S ONER

O MERKIEMAFES , MARKRKFREL (RHWXKBEERNBLI AV , FTIXRHEN N —MERIA
),

Amazon SQS 15 R K IEE T FENIEL MR IAEL ZRRIKXR

IR Amazon SQS RMEFEHEERATER , MIZBERLSH. FIAEL (p. 142)Fln , MRAFERER
Amazon SQS KPR , {EEA FiZA M — R LA DynamoDB , NER&SHERINEL,

MBEREFEFATHENRGE  MZERNERANBRINEL, MBEFETEDPNRESYE , BARESR
A TENE , ZERHERTRENAlow (p. 142)KEXIEL (p. 142), MR (p. 142) MR KM BB
ENMALBRFEEENRENER , BATEXIER TERINE RN ERINIEYL . Fl0 | B8 ERE 1EK B BN
HiER, BEETERE A1, REBERFTERE TN , MEZHER, TEIRATIIE SQS XK.

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

MEAPMEEREHER , BARKHELHR (ZERTRREERN) , WiZBERNERRAW. B2, W
RAFPMERMNEEBER , MAFKHARBE , ZERNWRINGRARIAEL, BUUEERK A2, RXIEL
KRKEERMONER , IHERRBENERIEL, TIHREEEA T ZEKE,

Policy A2
Effect = Deny

Condition:
if request is from Antarctica

MRAFMNERNEHER  BAKHELHR , WZBERNERNENIEL,

RAELNEXNELZANXINBREE , RAATTUBENEETREBSRE. 60, KKk B AWHE
2010 £ 6 A 1 BELAMIER, TRHER TIILKRESRE A1 MK A2 HITASHIER.
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Scenario 1 Scenario 2

Reguest arrives from Antarctica on Request arrives from Antarctica on

June 1, 2010 June 1, 2010
anlIcy Evaluation lPullcy Evaluation
Policy A1 Policy A2
Effect = Allow Effect = Deny
Condition: Condition:
if request is NOT from Antarctica if request is from Antarctica

OR OR
Policy B Policy B
Effect = Allow Effect = Allow
Condition: Condition:
if request comes in on June 1, 2010 if request comes in on June 1, 2010

I Result

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

I Result

Policy A1 Result:  Default Deny
OR Policy B Result;  Allow

Final Result: Allow Final Result: Deny

EZS 1 H , Policy A1 BNERRERIAIEL | Policy BHERAAY , BRZKREAIF 2010FE 6 B 1 BEA
HiER. Policy B REM A F4E RGE#R Policy A1 WEVIAIEL LR | Atk , FRIKB ALY,

EZE 27 |, Policy B2 (WERNERIEL |, Policy BHERAN A, M Policy A2 XA HIWENIELTGEEMN
Policy B X Hi A iF , RLiZiERASIEL,

BE LRI B R
B £ 15 1 AR IR
BT AR R A T A TR AE -

* AddPermission
* CancelMessageMoveTask

* CreateQueue
* DeleteQueue
* ListMessageMoveTask
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e ListQueues

* ListQueueTags

* RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

» TagQueue
* UntagQueue

e

B &l , Amazon SQS XX # IAM F A AN K HZHANERTFE, BXEZEL , HSHILTH SQS API X
IR BEFMRESE (p. 159) :

HEMIT % SQS i A KB S R~PI
LI REAR Amazon SQS 7 8] FK K =61,
A~ =N R TR

LUT RGNS E SQS BEZRF Amazon Web Services Tk 111122223333 [a] 4444556666 38 #Y & 3=
EWHBR. queue2 Amazon Web Services Ik

{
"Version": "2012-10-17",
"Id": "UseCasel",
"Statement" : [{
"Sid": "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
}I
"Action": [
"sqs:SendMessage",
"sqs:ReceiveMessage"
]I
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2"
1
}

R 2 =S R TR

BUT R4 Amazon SQS F M o R 872 435 TE i 18] B I X S8 B9 T P 48 8 RO BA B33 1T — )R = 2/ Amazon Web
Services I ihE], SMRBHEHEASetQueueAttributesigEfFE L#£%] Amazon SQS , B
#ZAddPermissioni2ER A UYFIER F A S 15 R X R A48 2 A 16 PR

{
"Version": "2012-10-17",
"Id": "UseCase2",
"Statement" : [{

IlSidll: Illll,
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333",
"444455556666"

}I
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"Action": [

"sqgs:SendMessage",

"sqgs:ReceiveMessage"
]I
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {

"DateLessThan": {

"AWS:CurrentTime": "2009-06-30T12:00Z2"
}

}
3]
}

A~ 3 B3k E Amazon EC2 SEfHiERIBF R

LU =45 Amazon SQS F &R IR B Amazon EC2 LMY E RV GEIRR, RGBT RG 2 - 3F—4
HENK R TFINR (p. 147) R~ROIRE : SRR ARG 2009 F£6 A 30 HFF 12 2 (UTC) ZH
FFipE IP ASEERFITE 203.0.113.0/24, XHURELREEHFERASetQueueAttributesiBERHE 4
B Amazon SQS , B ZAddPermissioni®@EFR AFTER FRAFIE RN R ATIEE IP itk BRI,

{
"Version": "2012-10-17",
"Id": "UseCase3",
"Statement" : [{
"Sid": "1,
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
}I
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"
]I
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {
"DateLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
}I
"IpAddress": {
"AWS:SourceIp": "203.0.113.0/24"
}
}
H
}

R4 EEEREEIKF R TG

LU R4 Amazon SQS R B&$E 48 33 42 19 BA B3t 1745 EAmazon Web Services I i E], tRBIETF “R45)
1. A—DNKFPRFR (p. 147)” Rl - ©IEL GRS E A Amazon Web Services K. S Fi4mE bL R EE

H{EASetQueueAttributesiB B HE £ E] Amazon SQS , EiZAddPermissioni®ER SR FIEL Xt
TR TEE ( BXAFRFRASITHRNER ) o

{
"Version": "2012-10-17",
"Id": "UseCase4",
"Statement" : [{
llSidll: "1",
"Effect": "Deny",
"Principal": {
"AWS": [
"111122223333"
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]
}I
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"
]I
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2"
1
}

5 MRFRRKE VPC LimTT R, ML

LA R4l Amazon SQS FREEFiFRIFR $lqueuel s : 111122223333 REEM VPC LimTT =
IDvpce-1a2b3cad ( FERASZGEE ) iiTSendMessageMReceiveMessagel®fE, aws:sourceVpceB
XEZELR , S Amazon SQS #IAmazon Virtual Private Cloud & ix¥ & (p. 116) :

Note

« aws:sourceVpce ZHFFEE VPC KixT L REMN ARN , MRAFE VPC LiFT R ID.

o BAULMEHEATRA , B IELE —FKiEAP WA Amazon SQS #B1E (sqs: *) , FATEIRER
FIERE VPC EImTRLE, BR , LERKMFAFAEMBRE ( SEEBUBIINRAENEE
BE) MBS ERBEPELNFE VPC KimT /BT , XU LA UEERATIRR,

{
"Version": "2012-10-17",
"Id": "UseCase5",
"Statement": [{

"Sid": "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
}I
"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage"

"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel"”

"Sid": "2",

"Effect": "Deny",

"Principal": "*",

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

]I

"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel"”,

"Condition": {
"StringNotEquals": {

"aws:sourceVpce": "vpce-la2b3cad"

}

}
}
]
}

HIL D SQS HEMA IR RS

BRTEABCHZSITRCEAFA  IAMEAFEEEAAFETIRNESIER , RIFAFHEEN
Amazon RE &R, S EEIBAMN AP Amazon Web Services K, SEAI U EBRETEENAP,
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Amazon Web Services i ( BREGRAF ) » BboL , EBEIEMEEHFR Amazon BRI N FAREF B AIHARA

Fo

B AERAX L IEe R £UEF @ Amazon SQS K HiER. API ELfERAXEFIEITELENERE , UEX
FBHER#TEHRIE. MREEAITHHIERREER , Amazon SQS 2IELZIER,

Note

BARE T Ime IR B R

FRFM

1.

5 1AM Bl IR RIS -

- RETHE

« R ID

- WEIHREH

EAIBEF R ID MR THERFEFRH,

A IER WEE R ZSR (T REBCSHBERREZER) HENEH APl EREE,

Note
ERXEBZENER API BRE , BEAKNIFRIZSA ID(MAREECSWIFRIZEA ID), #EEE

Z2TH, X IAM XHFERNRZLIEBPNESEFELR , H2H IAM AR EEPHR T EIAmazon
BRI B 15 B AR BR o

Rt Z 2P AR Amazon SQS &if] API g1

1.

£/ Amazon Identity and Access Management EXRIGfRt Z2 G, BXESER , BZH 1AM AFiE
BTN eERNZS R UEA 1AM AP NG R R,

IAMREZ 455, HE%4E ID MAEHRZH,

FERAIGE A RIZR4E ID (MAREECHIHFRIZL ID) #RZ Sl AEEESRLSH. ERAIKNMEHR
Z4H (MAREZECHRBRH AR HiERESR,

BREMAIGR GRS D MZeSREBNERNERE,

BUTR RBE R NI A I B 2 2 iE P 3T Amazon SQS #ER#ITH BRI, BEHAUTHPARAMSEURF

APl ERNEHE, BXAXEZEER | 55 Amazon Web Services —fi¥ S ZHNZE Amazon AP| &
Ko

https://sqs.us-east-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Attribute.l.Name=VisibilityTimeout
&Attribute.1l.Value=40
&Expires=2020-12-18T22%3A52%3A43PST
&SecurityToken=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&Version=2012-11-05

&AUTHPARAMS

LU RBIMER T et R 2 EIERES SendMessageBatch BEAREFAEHEE,

https://sqs.us-east-2.amazonaws.com/
?Action=SendMessageBatch
&SendMessageBatchRequestEntry.1.Id=test_msg_001
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&SendMessageBatchRequestEntry.1l.MessageBody=test%20message%20body%201
&SendMessageBatchRequestEntry.2.Id=test_msg_002
&SendMessageBatchRequestEntry.2.MessageBody=test%20message%20body%202
&SendMessageBatchRequestEntry.2.DelaySeconds=60
&Expires=2020-12-18T22%3A52%3A43PST
&SecurityToken=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
&AWSAccessKeyId=AKIAI44QHS8DHBEXAMPLE

&Version=2012-11-05

&AUTHPARAMS

fFEASIENR Amazon SQS K2 Amazon KMSE K E YT BRI N2 Amazon SQS A FI 15
i) £ BR

BRI LAE R Amazon SQS R IRSS 25w INE (SSE) ERAREF < B R BESIE. Amazon Key
Management ServicelX £ &K Amazon SQS FlAmazon KMS , & LLE R EE R Amazon SQS HI F4H
PR AR EfthAmazon BRI E4H

ZANAmazonBRSS AT LLFE Y @ Amazon SQS A XEBHMEBEHR. EFEMHFREEB L EMNER Amazon

SQS B\ , BEEFHAES EEMNAmazon KMSE4AE B S, AE , EFRAZAERATRESERREN
Amazon KMS APl /3%, iZBRE T EEN R THRIRPRF REMF AP X EEH, EALUBEE A Amazon
SQS KEERZIMIL B , ZREE—METRFENREE , ATATEFIX Amazon SQS AFIR EEIEH IR
MR,

AT E o iR A X MA@ T Amazon SQS FrE 2 Amazon KMS4A K BE = $I3T i128 Amazon SQS BAFIRY A
BHEE, NEEFPNEREHEERIAZENER.

FIEREHER T BT RIFRH RN
Flaws:SourceArn, aws:SourceAccountMaws:PrincipalOrgID£/F IAM &4 £ XEABREE
BEIF &,

=l
« B (p. 151)

+ Amazon SQS HWRENRHHABER (p. 152)

+ BEIEBAFIEY Amazon SQS BEFHA (p. 157)

- BEBERSEENRERE (p. 158)

- £H IAM iF R 2 TR EE BIK S A B AR (p. 158)

B

EATEF , RIFEISBER—NERNAE] , SOHAMAHERAKEN Amazon SQS AFIKRE. %A
PIE T BFRRo

Amazon Lambda

Consumer

Amazon SNS Amazgn SQS Amazon EC2

&

Amazon Fargate
Dead-letter Queue
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https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalorgid
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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EWRGIG | HEAERETE Amazon Simple Notification Service (SNS) & |, ZE B EL & 7 [ B #9 40
K Amazon SQS RAIIBAEE., HEEAER —MITEMRS , flalAmazon Lambdai#, Amazon
Elastic Compute Cloud (EC2) 3kl Amazon Fargate B &k, AJg , &K Amazon SQS AFIEE R
mEERAS] (DLQ) KX ABHER . N FRERNARFIEEREREA , BX DLQ ATFERER
FEHEE , DAEHLBAMNER, EXAFTBPENNBERERSD , £/ Lambda HBEITERS
RAEEME Amazon SQS AFIFHER., MEEEFERAEMNTEURAESR (VPC) F , IXRERFEE
BDenyReceivingIfNotThroughVPCE (p. 157)BEK 7 BE fo i 80 5E BB R #12)i% 45 € VPC,

Note

FIEENUBEEFHENERXEEFMEN IAM R, BEHERE  £EEMEQRMIEN
Amazon SQS KB HAmazon KMSHAFKEE P, RIS B REFXRMNAAZE Amazon SQS
BAFl =i Amazon KMSZ AR5 8E, B < iMa 42X LR RAHEE |, ES R8I Amazon SQS BA
5 (p. 18)MBIEZR4H,

AIEBHPENH Amazon SQS KA IFEEEZEERRMHERTEH Amazon SQS A%,

Amazon SQS K HKIN PR ZZ4A B

EATH | EA1#ER T Amazon KMSH F 1128 Amazon SQS AN EF EBZRAFMENKESRNR, £
FIXLEAPR |, BT LRI R AR PR PR 7 B AR SRR RSEE A |, B SEMRENR. RBBESLAETEUTEER
B, BIFETEEFEANS -

+ BFERE RN Amazon KMSZ4A R (p. 152)

s BFNZHATBIEN R RH R (p. 153)

+ EFAmazon SNS KMAmazon SNS PR , LAEEE R EIBA S (p. 153)
s RIPEBRERZAIPREER (p. 154)

B FEE R I Amazon KMSZ24R R

E6|EAmazon KMSZE4 , BEZE [ A T 2B FAmazon KMSHH 1AM & &2 HAmazon KMSEE A X
FRo XLEEERNPRELTALLowKeyAdminPermissionsBUERAEBHAHAE L, FitiE a5 MZEAmazon
KMSZHZ4AKBERT , IEHR<admin-role ARN>ER N A THEZRH,. EEFAmazon KMSHERERMAEN
IAM & &/ Amazon ZREM (ARN). Amazon KMSIX AT L2 EMEBEEMN IAM A€ , LA EEH
AmazonOrganiz ations E/ALAFHHNEER A,

{
"Sid": "AllowKeyAdminPermissions",
"Effect": "Allow",
"Principal": {
"AWS": [
"<admin-role ARN>"

]

}I

"Action": [
"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",
"kms:Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*",
"kms:TagResource",
"kms:UntagResource",
"kms:ScheduleKeyDeletion",
"kms:CancelKeyDeletion"

]I

"Resource": "*"
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}

Note

fEAmazon KMSZE4AREEH |, Resource TEMBEMLMZ* , XEKRE “XMAmazon KMSEER”, £
& (*) #riRAmazon KMS&‘%E%%FT‘J‘?JD FW =4,

BTN HATBIEN R RNR

ErHEM IAM AGE FXENZATHEEN REHENR |, Hi¥ZALlowReadAccessToKeyMetaDatal®
AR MBI ZAFEE S, Fla, LU B4 A Y485 WK P R 9 F S Amazon KMSEHAL B F it B i, it
B8 F AmazoniR F £ X1 B4 7T B Rk AR, Rt , éETEfﬁE’J%NﬁEEU\T%’UEFﬁJﬁEI’J*X
FRES , K P AR BT IAM Z3EA BRI A 2340 U 83E © kms:Describe*kms:Get*, Hkms:List*, &
%M\<account-lD>Fﬁ HEWEEER,

{
"Sid": "AllowReadAcesssToKeyMetaData",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :<accountID>:root"
]
}I
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
]I
"Resource": "*"

}

£FAmazon SNS KMAmazon SNS X R , LUREE B & 4 EIRA B

EARFER Amazon SNS B[ A INZRH Amazon SQS PAFIEZHHEE |, BMA11owSNSToSendToSQSIE
EERRMBENZAER D, ZFEHE FAmazon SNS & HiZAmazon KMSE4A & # &9 Amazon
SQS RAFIRYI PR, 1555 @<account-ID>AEEHEHWEEBR,

Note
FBCondition® KR & R A5 A @ —Amazonlk F° B9 Amazon SNS fR%

"Sid": "AllowSNSToSendToSQS",
"Effect": "Allow",
"Principal": {
"Service": [
"'sns.amazonaws.com"
]
}I
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
}
}
}
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RWFHBREBRENIIRIER

BATFAllowConsumersToReceiveFromTheQueueiEfl[@ Amazon SQS SEEFEA B R FHRZEMNMER
Amazon SQS AW EIFE EFTENRBR. MINKEEFE AR |, <consumer ###### ARN> ########I
IAM 1Z21T8¢ B ARN,

{
"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",

"Principal": {
"AWS": [
"<consumer's execution role ARN>"
]
}I
"Action": [
"kms:Decrypt"
]I
"Resource": "*"

}

Amazon SQS H KR

AER D F B BN B AISREFTEE RS ( 5120 Amazon SNS E Amazon SQS ) R KMER Amazon SQS FA
PISREE, EN MRS EERTREAEADeny MALlowiB AIREH LEEANAE], XLEALLowS AR — PRSI
HSKR R FIH AR, 1XEDeny B By Lk H 2 JETEASS AR5 8] Amazon SQS BAFI , [T B #RSEAHERRFE
BEZHA,

Amazon SQS MR BELATER , HAE T EN HB#TIFMAMIR

+ FR#HJAmazon SQS EEMR (p. 154)

+ BREVIEEHLEH Amazon SQS BAFIIRSE (p. 155)

« EHZRER FAmazon SQS PR (p. 155)

o RHPEFIMNE (p. 156)

58 B SR &I 245 E /Y Amazon SNS £/ (p. 156)
o (AE) BREINBE VPC LinT SIZWBUEE (p. 157)

FR#Amazon SQS EE MR

LA TFRestrictAdminQueueActions B = BESF Amazon SQS BEMNERRHINNEL A TEEGI, BE
FIRFEEFRMAR IAM A, &S d<placeholder values>FIEE S HEEEiR, EMTEE Amazon
SQS BB IAM A& ARN , UE B EHE Amazon SQS BEEN R AEER AEH ARN,

{
"Sid": "RestrictAdminQueueActions",
"Effect": "Deny",
"Principal": {
TAWS'": MEn
}I
"Action": [
"sqgs:AddPermission",
"sqs:DeleteQueue",
"sqgs:RemovePermission",
"sqgs:SetQueueAttributes"
]I
"Resource": "<SQS Queue ARN>",
"Condition": {
"StringNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::<account-id>:role/<deployment-role-name>",
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"<admin-role ARN>"
]
}
}
}

R4l EH LB Amazon SQS BAFIEE

N T HBBRIP L Amazon SQS BIRRZINER AR ( BHAmazon B AARRKKIGR ) |, FEAUTE,
WFEBARS TR EFPIEENHLL Amazon SQS BAFIA R BRCondition. H{R<SQS queue ARN>E
A FERE Amazon SQS RAFIHY IAM B &K ARN ; fF<org-id>EiR R EHHELR ID,

{

"Sid": "DenyQueueActionsOutsideOrg",

"Effect": "Deny",

"Principal": {
TAWS": "

}I

"Action": [
"sqgs:AddPermission",
"sqgs:ChangeMessageVisibility",
"sqs:DeleteQueue",
"sqgs:RemovePermission",
"sqgs:SetQueueAttributes",
"sqs:ReceiveMessage"

]I

"Resource": "<SQS queue ARN>",

"Condition": {
"StringNotEquals": {

"aws:PrincipalOrgID": [
"<org-id>"
]

}

}

}

6158 2% & % F Amazon SQS R

E#HEWKE Amazon SQS RAFIMEE , BEEEEEEAERHESENTR, UATHXREFHEERERTE
Ak B Amazon SQS BAFIEYE EFTENNIR ( HERIEE ) o FEAFMEIER Amazon SQS KBRS |, {HH

BREF <consumer # IAM ##### ARN> BFHEREFERAN IAM ZTIHAGBK <SQS queue ARN>ARN ;

LA A F &2 Amazon SQS BABIHY IAM B & ARN,

{

"Sid": "AllowConsumersToReceiveFromTheQueue",

"Effect": "Allow",

"Principal": {
"AWS": "<consumer's IAM execution role ARN>"

1,

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes",
"sqs:ReceiveMessage"

1,

"Resource": "<SQS queue ARN>"

ERA IE E A SE4RIEI SR B Amazon SQS BASIRIE R | E5FiZDenyOtherConsumersFromReceivingi®
ARIE| Amazon SQS RAFIKREH, HIBAFPESERREEEEENERES L, BIEMRIN S OUR
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SBFMMBRENE , B FAFEMEREHRER. —EEMA<SQS queue ARN>RECHE S EHRM
<consumer #####E#E ARN>,

"Sid": "DenyOtherConsumersFromReceiving",
"Effect": "Deny",
"Principal": {
"AWS'
}I
"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:ReceiveMessage"
]I
"Resource": "<SQS queue ARN>",
"Condition": {
"StringNotLike": {
"aws:PrincipalARN": "<consumer's execution role ARN>"
}
}
}

&5 R 58 B IR

LA RDenyUnsecureTransport IR F B EEREME~EFEARLBIE ( TLS iEE ) REEMBWK
B Amazon SQS BAFIREHE . HA{R<SQS queue ARN>E#2 5 B FEBE Amazon SQS BABIHI IAM A&
ARN,

"Sid": "DenyUnsecureTransport",
"Effect": "Deny",
"Principal": {
"AWS': tEM
}I
"Action": [
"sqs:ReceiveMessage",
"sqgs:SendMessage"
]I
"Resource": "<SQS queue ARN>",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}
}

FEEA MR E ZE4SEMN Amazon SNS &

LA FA1lowSNSToSendToTheQueueKBE 7 B8 Ao iR 5 EEAY Amazon SNS E&[E Amazon SQS BAFI %%
HE, BR<SQS queue ARN>E 1t i T 288 Amazon SQS RAFIEY IAM A& ARN ; LA <SNS topic
ARN>Amazon SNS & ARN,

"Sid": "AllowSNSToSendToTheQueue",
"Effect": "Allow",
"Principal": {

"Service": "sns.amazonaws.com"

}I
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"Action": "sqgs:SendMessage",
"Resource": "<SQS queue ARN>",
"Condition": {
"ArnLike": {
"aws:SourceArn": "<SNS topic ARN>"
}
}
}

LA FDenyAllProducersExceptSNSFromSending B sk = BA By L H b4 = H EIBA T & 1% E B, <SQS
queue ARN><SNS topic ARN>AZ B2 HEEERA,

{
"Sid": "DenyAllProducersExceptSNSFromSending",
"Effect": "Deny",
"Principal": {
"AWS' s MEM
1,
"Action": "sqgs:SendMessage",
"Resource": "<SQS queue ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "<SNS topic ARN>"
}
}
}

( A& ) BRHIXTAETE VPC LimTi REBHBUE R

ERHE{UZWISEN VPC KT R , BT REEFHRMEIEE Amazon SQS BAFIKEE ., LLiEARsLE
SHEMSAEZUCRERIIFER |, BRIFEERBAEN VPC LiiT K. <SQS queue ARN>E I A FHE
Amazon SQS BAFIEY IAM E&EY ARN ; LA <vpce_id>VPC KT =8 1D,

{
"Sid": "DenyReceivingIfNotThroughVPCE",
"Effect": "Deny",

"Principal": "*",

"Action": [
"sqs:ReceiveMessage"

]I

"Resource": "<SQS queue ARN>",

"Condition": {
"StringNotEquals": {

"aws:sourceVpce": "<vpce id>"

}

}

}

FEISBA I Amazon SQS B A B
FLATHAE ID #RRABER IR INERM DLQ HRI KRB -

* RestrictAdminQueueActions

* DenyQueueActionsOutsideOzrg

* AllowConsumersToReceiveFromTheQueue
* DenyOtherConsumersFromReceiving

* DenyUnsecureTransport
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BT LRI E R NEER DLQ HIRIREEIN | 98 BRI — &R &I Amazon SQS BAFIL i sH B E
B, T -1k,

FR#IM Amazon SQS BAFIE%H B

ERHMRIARIK B E— W # Amazon SQS BA%l |, 57 DLQ RA%IDenyAnyProducersExceptSQSEE H
AT REEEH, HiEATREESERTIERES , ANEEEERIEIAIZHEE DLQ , EHitiEs)
# DLQ H#ZIF TR A& Amazon SQS ARN, MRZEREERHIX — 4 Amazon SQS BAFIHI A EIFER | ETE
HERtConditionfE A Amazon SQS JRRAFIMY ARN Xt EH# T8, aws:SourceArn

{
"Sid": "DenyAnyProducersExceptSQS",
"Effect": "Deny",
"Principal": {
TAWS': MR
}I
"Action": "sqs:SendMessage",
"Resource": "<S@S DLE ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "arn:aws:sqs:<region>:<account-id>:*"
}
}

Important

ISR H E X Amazon SQS BAFIZRRE H K sqs: PurgeQueuelRERFIFEEAN IAM B
ABH ., #Zsqs:PurgeQueucREFERBEH M ER Amazon SQS RAFIFMFEREE ., &t m L
FEAREETE R Amazon SQS AFIKER TEICEEER . BIRNARFR , BUER
Amazon SQS BAFISAMBR AT e A iRE 2. MR ARF , B LUESE Amazon SQS BAFIIEZ)
REHEE  REEHAEFT ZAIERRIINEFH B3, TEHBERNABEAGHERR , £
£ Amazon IZZQS BABIRY , kBB AERERAIAFA. SEEFUHNRFINIACHET SHNER
W, TREERRRAS,

Brie i iR 55 R B IR R &

EERERNER - M RE2MREE , BFEFRERNTRRISSA T RELIEFEE SN RN AT IZRE. K
TREEXAIER | MREAmazon N IKF~ R RIRRHE =7 ( FHNBRS ) REAAmazon RS ( A E
BRSS ) BIERER , MSRHRATRIPEKRFH TR, 2797 Y RIS B 7T AR B RBSE B R SR B R E R

o

—MNERS (FIUERS) BAS —WRS ( FIBMERS)A , AIsE XA £ BRSER, TEURNE AR
SREAENR , LEEMBERTZRSTREHRANEN SRS —MNEFWERETRE. B
THEBFEEE  AXPEYHNE T RENREEFEHaws : SourceArnaws : SourceAccount,
Maws:PrincipalOrgID£/F IAM &4 E T X &4H. XBREI T BR&531 Organizations F4FERIR. 1FEMKF
= 4% E AmazonH LA IR .

£/ 1AM 5B 5 AT R EJ B K - U5 R R

BRI LAME R AmazonlAM 58] 4 A8 B & IR Amazon SQS BASIE RS FAmazon KMSE4AKRE |, H &
Amazon SQS BAFIzkAmazon KMSE 4R F /A Eh S5 4 15 (8] AX PR B 32 BE 42, IAM Accccccecccess Analyzer &
ByEFRR L Rk - h EEFEXKEANSARZEN TR, HEFXKFETUREER A IAM Access Analyzer
B8 £ 89 Amazonik F 8 Organizations P #Amazon 4,

IAM Access Analyzer fEFE T B EBHWHER D Amazon FEHETRREHNRE  BESATEHEEN
TR NTFELHEERFARZHNEFEHNEZNEHM , Acccececceess Analyzer BLER —MAELER. B
EERTEAXRBEANRUARZFEANREFINABEANES. EFRELER , UBEZRHEANRESR
RitEFERE , AFZHANRRER AN G RNBHFERZERR, N FERZNGR , FEE

SR SR RE HFH1TIEE . BXAmazon IAM Access Analyzer 212 53¢ 128 Amazon R Z/NFRINE
ZER  FEARBEXE,
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FxAmazon IAM RIS BRNEZEE |, S0 AmazonlAM 1518 5 47 88 X8

TS SQS API IX[R : BIEFNRRSE

ERE TV F2E] (p. 125) BB R LM MNE IAM FGHRERE |, AIUERATRENSE, ZBESD
Amazon Simple Queue Service ##E, ZALURE R FIRITIZIR MR BR A8 R ME AR S8 0] AR TR BR A9
Amazon®& R

HERMEN Action ZERFIBEERIE , HEFKM Resource FRHPEERFME. BERTERE , BE BESR
M8 sqs: B4k (1M , sqs:CreateQueue).

B &l , Amazon SQS X% # IAM F ] AN HHANERTE -

* aws:CurrentTime

* aws:EpochTime

* aws:SecureTransport
* aws:SourceAccount

* aws:SourceArn

Note

&4 T HEEAmazon R E XA KL Amazon Web Services P IBE A REBFiHEINE, &R
BEYF IAM B ARN EEENIR ARN , BH IAM A2 FRHEFTRERSE.

* aws:SourcelP

* aws:SourceVpc

* aws:UserAgent

* aws:MultiFactorAuthAge
* aws:MultiFactorAuthPresent
* aws:PrincipalAccount

* aws:PrincipalOrgID

* aws:RequestTag

* aws:sourceVpce

* aws:TagKeys

+ aws:TokenAge

I 5 b 57 2 BA 51 AR S5 API FFR SE AV IR MERUR
AddPermission

#®1E . sqs:AddPermission

IR . arn:aws:sqs:region:account_id:queue_name
ChangeMessageVisibility

#®1E . sqs:ChangeMessageVisibility

IR . arn:aws:sqs:region:account_id:queue_name
ChangeMessageVisibilityBatch

#1E . sqs:ChangeMessageVisibilityBatch

B/IR . arn:aws:sqs:region:account_id:queue_name

CreateQueue
¥1E . sgs:CreateQueue
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®IR . arn:aws:sqs:region:account_id:queue_name
DeleteMessage
B . sgs:DeleteMessage

IR . arn:aws:sqs:region:account_id:queue_name
DeleteMessageBatch

#B1E . sqs:DeleteMessageBatch

®IR : arn:aws:sqs:region:account_id:queue_name
DeleteQueue

¥1E . sgs:DeleteQueue

®/IR . arn:aws:sqs:region:account_id:queue_name
GetQueueAttributes

B1E . sqs:GetQueueAttributes

®/IR . arn:aws:sqs:region:account_id:queue_name
GetQueueUrl

#1E . sgs:GetQueueUrl

B®IR : arn:aws:sqs:region:account_id:queue_name
ListDeadLetterSourceQueues

#1E . sqgs:ListDeadlLetterSourceQueues

®IR . arn:aws:sqs:region:account_id:queue_name
ListQueues

4 : sqs:ListQueues

®IR . arn:aws:sqs:region:account_id:queue_name
ListQueueTags

#B1E . sqgs:ListQueueTags

®IR . arn:aws:sqs:region:account_id:queue_name
PurgeQueue

##1E . sqs:PurgeQueue

®IR . arn:aws:sqs:region:account_id:queue_name
ReceiveMessage

#1E . sqs:ReceiveMessage

®IR . arn:aws:sqs:region:account_id:queue_name
RemovePermission

#1E . sqs:RemovePermission

®/IR . arn:aws:sqs:region:account_id:queue_name
SendMessage# SendMessageBatch

B . sgs:SendMessage

B®IR : arn:aws:sqs:region:account_id:queue_name
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
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SetQueueAttributes

1E . sgs:SetQueueAttributes

IR : arn:aws:sqs:region:account_id:queue_name
TagQueue
B4 . sqs:TagQueue

WIR : arn:aws:sqs:region:account_id:queue_name
UntagQueue
##4 : sgs:UntagQueue

®IR : arn:aws:sqs:region:account_id:queue_name

Amazon SQS F /Y H &M K2

L E o REA XX Amazon SQS FAFIFAT B EMEZNER.

R
« 1235 Amazon SQS API 8 Amazon CloudTrail (p. 161)
- 125 Amazon SQS BA%lICloudWatch (p. 165)

£ id & Amazon SQS API i FHAmazon CloudTrail

Amazon SQS £/ , AR E LA Amazon CloudTrail, & 8AmazonfE%i8A Amazon SQS A,
CloudTrail 35 Amazon SQS BAFIFEXHY APl H AER B4R , 2IERE Amazon SQS #HI &M H A
3£ B Amazon SQS APl BiAA. BXMWEZEER CloudTrail , 2 {Amazon CloudTrail B ERE) »

Note
CloudTrail #x/ERFIH FIFO BAFIE Z#F H K18 o

fEAFT CloudTrail WSS , TTLAFEEM Amazon SQS APl K HIV4SEIER, EREBMW IP bk, ER
EWIP bk, EREMN IP bk, EREMN IP bk, EFREH IP ik, FREHN P thuk, EFREH IP i
HE, EREH P Hak, EREH P Hut, BERENSH. BEREN IP bk, BFRENIPMREHETR
B, WA LAfE CloudTrail B 1424514 2] Amazon S3 ZiE1E. MBEREBRER , WA LFE CloudTrail #
FHETNEHFTLERPEERH B, BXEZES , H5H (Amazon CloudTrail A #ER) https:/

docs.amazonaws.cn/awscloudtrail/latest/userguide/ B 61 22 iR BRE8E R

Y Amazon SQS 1§ & CloudTrail

LR B2 B A BT Amazon Web Services I , CloudTrail &t FEARES. BAXEZ XMW Amazon SQS =
et | ZEBHLIERTE CloudTrall B |, 5 HMAMazonBREEH —BREFESHHLIEES. EALL
EF, BRNTHBEHFHEHAmazon Web Services Ik, BXEZEER , H2H (Amazon CloudTrail A
/Y FH “EA CloudTrail E4HFIERZEEESH",

BiZIRER CloudTrail , ALY B EXH4E1XE Amazon S3 7. BAILABIZRE | Lis4sitFAmazon
Web Services Ik, BRINERT , 7E#EH Amazon Web Services Management Console 822 iR BRAT , 1t
RSN TATA Amazon X8, WRERICFKAEAMazon XSS | HFAEHEEETIEEN
Amazon S3 FfiEfE. FE TR B HE tAmazonfRS |, 3 —% 54 CloudTrail B & INERE451EH KE
B, BXxFEZER , 5 Amazon CloudTrail B ER U TEE :

+ CloudTrail Sz ##9 R SS F1 5 X
« NEE Amazon SNS E4H CloudTrail
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html

Amazon Simple Queue Service FF & A R IEF
f£A1i2% API i A CloudTrail

o EWREZANKXI CloudTrail B BE&EX 4
o EWSREZAKF CloudTrail B BEX 4

Amazon SQS XIFIDF LA TIRE :

* AddPermission

* CreateQueue

* DeleteQueue

* PurgeQueue

* RemovePermission

* SetQueueAttributes

* TagQueue
¢ UntagQueue

BIEARATKEFEEAXARENGEE. LEETEPEREUATAR

- BRECABRAFKIER AFEIER N ?
- BREEAAGERERSSHAFNENZR2EIERHN ?
- EREREHAEM Amazon BRFEH ?

BXEZEER , 55 (CloudTrailAmazon CloudTrail /) H# Userldentity JT%,

Amazon SQS H&EN 45 B R4l

CloudTrail BEX#HAEE—IRZNMAERE , BMKEBESZ JSON BANBHAK

o _/I\EI:FL'\§E§

RRBEMRN—NMER , BFEAXMERNEE. ESHUARBREN BB BESEES. BEZFET—

EEEEABEIRF. B, eNFR2LH AP BRANE FHERIEER,
AddPermission

AT RHIE R TAddPermission APl i@ K — CloudTrail B &% B,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
}I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": '"sgs.amazonaws.com",
"eventName": "AddPermission",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101

"requestParameters": {
"actions": [
"SendMessage"
]I
"AWSAccountIds": [
"123456789012"

Firefox/24.0"

’
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]I
"label": "MyLabel",
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
}I
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"

CreateQueue

LR R E R T CreateQueue APl K —4 CloudTrail B&% 8.

"Records": [
{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alejandro",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alejandro"
}I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": 'sgs.amazonaws.com",
"eventName": "CreateQueue",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.1",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
"requestParameters": {
"queueName": "MyQueue"
}I
"responseElements": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
}I
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0@9879g654-32f1-09e8-d765-c4f3fb2109fa"

Firefox/24.0",

DeleteQueue

LUR =52 7R T DeleteQueue APl K —4 CloudTrail B&% 8B,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Carlos",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Carlos"

}I

"eventTime": "2018-06-28T22:23:46Z",

163




Amazon Simple Queue Service FF & A R IEF
f£A1i2% API i A CloudTrail

"eventSource": '"sgs.amazonaws.com",
"eventName": "DeleteQueue",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.2",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
"requestParameters": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
}I
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"

Firefox/24.0",

RemovePermission

LATFRHIE R TRemovePermission APl Y — CloudTrail B &% H.,

"Records": [
{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Jane",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Jane"
}I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": '"sgs.amazonaws.com",
"eventName": "RemovePermission",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.3",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
"requestParameters": {
"label": "label",
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
}I
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0@9879g654-32f1-09e8-d765-c4f3fb2109fa"

Firefox/24.0",

SetQueueAttributes

LT RHIERT CloudTrail By B &% B SetQueueAttributes :

"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Maria",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Maria"
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}I

"eventTime": "2018-06-28T22:23:46Z",
"eventSource": '"sgs.amazonaws.com",
"eventName": "SetQueueAttributes",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.4",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101 Firefox/24.0",
"requestParameters": {
"attributes": {
"VisibilityTimeout": "100"
}l
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
}l
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"
}
]
}
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EFEMA15E Amazon SQS #§#rAmazon CLI , #EiafTget-metric-statistics®To
BEXEZEER |, ESH Amazon CloudWatch f F i8R F W IREUEIRN S ITHE B
CloudWatch API

EFH CloudWatch API i5[A]Amazon SQS 84 , BFAGetMetricStatisticsi®{E,

BXREZEER , 52 Amazon CloudWatch B PSR WIREUSIRN S ITE R,
J9Amazon SQS E#R 812 CloudWatch 21k
CloudWatch R ERIBIEIRREAK ER, Fl0 , BALLR NumberOfMessagesSent IEHR AR,
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3. EHEBRNIEEMNERIBRIS B, MOOEREXEERA SQS,
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- BERA — ATAE. SHAMERAN G ER, BB R EZEEIRA SR,

o EFEE- R E R LIEHE R

o SHTRE-GDUMBAB AU BRE B

BXHMER , BSAUTEY

- I5% SQS FH S B HIGEIEE (p. 117)

- W5 SQS API iR : BIEEFEIRSE (p. 159)

- AT HE Amazon SQS i RIKEEE S K B E K (p. 140)
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By M B SRR

& IAM BB T EZE Amazon SQS 5 A X FERY R AR F
AmazonfREFEH IAM A&

Xt F 5 Amazon SQS BAFI#Y B A2 F 5 Amazon k% ( flan Amazon EC2 ) , B4 E HAmazon API
BERPEAERAMazonEil, HTFXEZIETF2BzR%R , HEETRE Amazon ZiIEZEFHERM AR
FE EC2 =6,

BRZER IAM AEREEEZEZE R Amazon SQS N ARFRBRSHIGENEIE. EERAAGKR , 15
ERFKBEIE (WAFRBEMGRZSE ) 2E 4% EC2 £flzAmazonfiSs ( Al ) Amazon Lambda, /X ,
AR RENARFERAEM Amazon BRI,

BXREZELR , B5H IAM AFEREYH AM SENACHNELZS - AF. BAREFIRS.

3K e AR 55 25 i AN 25

ERAOBIEREZ , JUBEHSNE , FRAFEESEEFHUETRNLEMNZEARIEEHITM
#o BREEFIMINER (SSE) EHMEBASKIIEME . Amazon SQS EFH B HEERBIX SIF#HITMER |,
ERFRERR A REFEE . SSE £ Amazon Key Management Service FIEEMN . REEXNER
BATH B H EFHENR |, 158502 RA SR R i 2 RA 512 B #&E X 5.

BXREZER  FSH BANE (p. 109) M ZHAEE (p. 111).

K e 4% R B E &

WMEEAE HTTPS (TLS) , ETREN R GEEEFEACENBERFITRIBAMLERE ( H120 ) man-in-
the-middle. XAV FERARFIFEREHH aws:SecureTransport &4EE HTTPS (TLS) MnZ35E 12 LA 58 #1E
REEM SSL.

ZEMFEH VPC KigT &KiAE Amazon SQS

MRENEAFIATREB E2RE , BRBNTREREE Internet £, NATER VPC KimT LURMN N X4 E
VPC @y EHAY TG R THERN . & AT BABE A BA B SR BE 2 B M4F TE Amazon VPC & QEEE VPC M4 E
VPC KT QEAFE VPC BThH,

Amazon SQS VPC KT QIR MM N RZHXESAER

o BULEEAFBEKE VPC inRIFEMER, BRHE,
o BT LAGEFIBA B SR BR ARSI HRLE VPC 2 VPC Lin T R B H R /YA S

BXREZELR , 52 Amazon SQS KAmazon Virtual Private Cloud 3% ¥ & (p. 116) # 3 Amazon
SQS #I7 Amazon VPC &% (p. 116).

174


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Boolean

Amazon Simple Queue Service FF & A R 1ER
fERAERBILE HAmazonZ#) API &R

FEHAL L% SQS API

AT RMAERME Amazon SQS KiFT R, FH GET Ml POST Ak HE# APl ERURERAHEAIE API
BREMFEE. BX Amazon SQS %E’Jﬁﬁﬂﬁ—%\ , BRESH, HiR, ROAMBUIERE  BSRL D E S
BIBRS API B,

EFEHAESMRIZEIESIHR Amazon SQS |, & A LAMER AmazonSDK , HFREE U T B3 IHAE

- EREBNRSERESR
- BERiER
o ALEREEIRNE R

BXRGHITIEANEER , 5 MAmazon CLITTTSZE ] Amazon Tools for PowerShellCmdlet & HH)
Amazon SQS # 4.

-]
- FAEWMHIE HAmazonEif] APl R (p. 175)
o MERH#THHRIE (p. 178)
+ Amazon SQS #tab R EERE (p. 180)

A& A HAmazonE ] API &K

EARTH | ZFE T MAHE Amazon SQS LimTT R, K GET M POST HRIAK BRI,

£33
- MELIHT R (p. 175)
« 2H GET #3R (p. 176)
+ 324 POST &R (p. 176)
» AR S SQS XML API MR (p. 176)

ML IR R

EFH Amazon SQS BA%I , BATRIE — ML/ T K. Bx Amazon SQS AT RMNEERE , BSHRLUTR
@ : Amazon Web Services — g5 %

s RBLRTR
« W05 fE] 5 BA I AR S5 R i 17 KA BCE

B Amazon SQS LiHTT S MRIMIK., Hla0 , MREHNER MyQueue IRAFI , Hp—4
AFIEFLIFET & sqs.us-east-2.amazonaws.com , B— P EFLKIFH = sqs.eu-
west-2.amazonaws.com , NXHMNAFIFLEEH -—,r-1?'cﬂ§‘&§Eo

BT R —MEH SIS 89 R 89 Lo 1 R R Bl

https://sqs.eu-west-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Version=2012-11-05

&AUTHPARAMS

175


https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_Types.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
http://www.amazonaws.cn/tools/#sdk
https://docs.amazonaws.cn/cli/latest/reference/sqs/index.html
https://docs.amazonaws.cn/powershell/latest/reference/
https://docs.amazonaws.cn/general/latest/gr/rande.html#sqs_region
https://docs.amazonaws.cn/general/latest/gr/sqs-service

Amazon Simple Queue Service FF & A R IEF
R GET #R

Note

BB B ERFIRA G URL X5 K/INE,
HEEAUTHPARAMSEUR T API ERINZE R, BXEZEL |, SR Amazon Web Services —fi%
SEZhNZE Amazon APl E3R,

BH GET &Rk

L 5% SQS GET HRMWLEWHIEUTHEM URL :

o RIFT A — BERFTE AR ( BABIBFA URL (p. 24) ) , B0 : https://sqs.us-
east-2.amazonaws.com/123456789012/MyQueue

- BE-ZBEERS LHITHIRE, KRN REREZGIARS (?) 2F , flw: ?
Action=SendMessage&MessageBody=Your%20Message%20Text

- SR-AMERSH. BISHANS Q) 2R , Hii0 : &Version=2012-11-05&AUTHPARAMS

LA 2[ Amazon SQS BAFI &% EEH GET &R RHl.

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue
?Action=SendMessage&MessageBody=Your%20message%20text
&Version=2012-11-05

&AUTHPARAMS

Note
BAFIZ FRFIBASI URL X9 KN E,

BT GET iR URL , AN FRIESHERIT URL &RiE. AT URL FFATERAZERK ,
AN EHRE URL RRTIEBN%20" A TETHEE , REANEREDHRRA URL Hi3,

= A
R POST B3k
L S# SQS POST R HTTP BREXFHREERXREERSH,
LR 2Content-Typei& B RM HTTP #rkMRBlapplication/x-www-form-urlencoded.

POST /123456789012/MyQueue HTTP/1.1
Host: sqs.us-east-2.amazonaws.com
Content-Type: application/x-www-form-urlencoded

FRKEHEZ[E Amazon SQS BAFIREEEM GE form-urlencoded T #3R. &SHUME (&) 2R,

Action=SendMessage
&MessageBody=Your+Message+Text
&Expires=2020-10-15T12%3A00%3A00Z
&Version=2012-11-05

&AUTHPARAMS

Note

X Content-Type HTTP #rk B4 FEM. 5 G AUTHPARAMS ET ERMERE,
REFEE LK HTTP JRAE , B8 HTTP B WA RES @ HTTP BRFMEMIE .

fEFR 5% SQS XML API T 5

R ERAEERNIEAL , Amazon SQS 2BRE— NI EERLE RN XML BELH. EXESZER |, S
B0 5 3 5 £ BA I BRSS API & I & MRAE,
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https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_Operations.html
https://www.w3.org/MarkUp/html-spec/html-spec_8.html#SEC8.2
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
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AR % SQS XML AP 18 51

£
o BRINE XML MBI (p. 177)
« XML $5iRWE R £ (p. 177)

R IO B XML U 7 45
MRERKIY , MEMBITTEUIRE®R , HResponsefiin ( HlilActionNameResponse ) »
WTEEEUTFE

+ ActionNameResult— ZEEEFETE, HlM , CreateQueueResult TESBE Queuelrl TE ,
BEXBEFEIZNBAFIE URL,

+ ResponseMetadata— RequestId BE& R X X BEERHEH M —#RIRAF (UUID).

AT 2 XML 48 XY 5 Zh e RIf R 45

<CreateQueueResponse
xmlns=https://sqs.us-east-2.amazonaws.com/doc/2012-11-05/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:type=CreateQueueResponse>
<CreateQueueResult>
<QueueUrl>https://sqs.us-east-2.amazonaws.com/770098461991/queue2</Queuelrl>
</CreateQueueResult>
<ResponseMetadata>
<RequestId>ch919c@a-9bce-4afe-9b48-9bdf2412bb67</RequestId>
</ResponseMetadata>
</CreateQueueResponse>

XML £5i% 0 B 45

MRFERFTRI , Amazon SQS ERIRE MM sTEErrorResponse, tTtEEZE— Error TEM—
A RequestId T,

Error TREEUTFRE :

s Type— iEERRREFTERRERHRERIR

+ Code— EEHIRFEH,

+ Message— M AERXEEHREZM.

« Detail— ( A% ) EEBEXBIRVWEMFAEE.

RequestId TEBEHERM UUID,
TER XML #& IR S ARG

<ErrorResponse>
<Error>
<Type>Sender</Type>
<Code>InvalidParameterValue</Code>
<Message>
Value (quename_nonalpha) for parameter QueueName is invalid.
Must be an alphanumeric String of 1 to 8@ in length.
</Message>
</Error>
<RequestId>42d59b56-7407-4cha-bedf-4c88daeea257</RequestId>
</ErrorResponse>
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B R#ITH AR

XJ & SR 1T & IR UL

SHRIERATRAIMBIERLZEBEROLEESNLRE, EHHRIENE—ME , AmazonRiIFEF=EH 55
DREFHERBDEMEAAMazon (BXEZER , BZRSE 1 IE—D IAM AF : 81 —1Amazon
Web Services Ik IAM FAF @ (p.5) ) o E TR , Amazon FIRBUT SHRIEE -

BEE (RHA ) RELENKIL,
tIEEMERE (BKE) RIEFERMNEIL,
HEAEERIPRRIEGEERBRIETIZER,
FHAUAT=/EREZ—

« MREHWIERT , FRAEFLEZER,
- MRSHRIEXRY , FAEFELBERHEEHER.

HwN =

E37}
« £/ HMAC-SHA MEX S HBRBIEIRE (p. 178)
- 185  RKEAFMIER (p. 179)
« %2 %% : 3k H Amazon BRI (p. 179)

A HMAC-SHA WE A BRI

MIEREFAZEIR API 5E Amazon SQS Bt , SR E LTI B R IEEHIER :

- ATRBIE M Amazoni B 2248 IDAmazon Web Services I , Amazon B T &R ENFE I E 247,

+ HMAC-SHA BXR&EE , FAGHNAEHRNZRR (RELNENEEZERA |, AmazonBXELELR | E5H
RFC2104 ) itE8H. S AmazonDK RIFEABZE R ; BR , MBLEN HTTP = HTTPS 21 &EH
R, MAREENEHBERTEEZLAE,

1. MEZERAE 4EEZRP. BEXEZELR , BSREH Java REZ B HH,
Note

Amazon SQS XFEEMAK 4 , SZAHRAMEL , CRETESHNET SHA256 R 2H
Mikge, HELIRMEA Amazon SQS WM AREFE , BEALEBRE 4,

2. FiEREE MR Baseb4 RiB, THEHHI R Java RIBFIRITILERE -

package amazon.webservices.common;

// Define common routines for encoding data in Amazon requests.
public class Encoding {

/* Perform base64 encoding of input bytes.
* rawData is the array of bytes to be encoded.
* return is the base64-encoded string representation of rawData.
*/
public static String EncodeBase64(byte[] rawData) {
return Base64.encodeBytes(rawData);
}

« ERE EB (RBHEE), EERPEANVEEBELAR dateTime WR , HEEZEH B AR
i, D8P, Fl0 2007-01-31T23:59:59Z, RERXRFBEHER , BEERBUEFERA D IEH T (4
MEAPRERE]) B X HIZX R
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http://www.amazonaws.cn/
http://www.faqs.org/rfcs/rfc2104.html
http://www.amazonaws.cn/code/
https://docs.amazonaws.cn/general/latest/gr/signature-v4-examples.html#signature-v4-examples-java
http://www.w3.org/TR/xmlschema-2/#dateTime
http://www.w3.org/TR/xmlschema-2/#dateTime
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#1585  kEAFPHER

Note

BRIENESSMNEIREER. MREEFNAE (MARIHE ) |, WERSEEENTE
HE 15 24 Az ( R BERNETE B L Amazon BREFR LMY FIRES 15 24 £, 0
Amazon FAEBEFER )

MREFEANET , WFRBEES T EENNRER ( BRI OAREFRASEBENERTR )
EXMERT , NFHWEBETEL 1 EMWH dateTime MR,

155 - RKERAFPKWIER
LT EEMEH HVAC-SHA E3R& & 3 Amazon & R# 1T H AR XMHITH IR,

Create a request: Request
o AccessKeyld = ..
Action =
Timastamp = ...
Farameterd =

Create an 9

String based on
H."mc'SHA request contents
signature: —I—
Your Secret Access Key

wlalrXUtn FEMIKT MDENGY
bP=RACYzEXAMPLEKEY

HMAC
Calculation
and
Encoding

Your Signature

Send the request Request
and signature to 9

AWS: Accesskeyld = ..
Action =

Timestamp = ...
Parameterd = # r

Your Signature

=

1. WEEXLZE Amazon HIiER,
2. FERENBBHRZAITEZARFEERIIE (HVMAC-SHA) &4,
3. EBERDPEEZBZMENHREL D, RENEREIEL Amazon,

% 2 #H - XEH Amazon BYIE 57

Amazon FEWd 5784 FF 25 LA T332,

179




Amazon Simple Queue Service FF & A R 1ER

RALERE
Retrieve your Request Get Access Get Secret Your Secret Access Key
Secret Access o Key ID Access Key
. AccessKeyld = —_— — wlalrXUtnFEMIKTMDENGS
Key: Action = _ bPXRACYZEXAMPLEKEY
Timestamp = .
ParameterA = ...
Your Signature
Create an
e @) smatmesn
signature: £q HMAC Signature
—I— Calculation * Calculatedby
and _—
Your Secret Access Key Encoding _—
wlalrXUmFEMIKTMDENG!
bPxRACYzEXAMPLEKEY
Compare the two Signature Your Signature
signatures: Colculsted by, g " Yes: Request is authenticated

No: Request fails authentication

1. Amazon fER 1 EE ID RERMETRHA,

2. BESRTUHESEBRRFRENEEHENEE , Amazon TRFEFERBENBEHRZRERES
Bo

3. FMHIUT=MERZ—:

« MR Amazon £ AN EEBEBERPEENESEZHTE , Amazon FHIARBEREZEEXH,
o MBLLREAM , Nl Amazon FFHRFERHREHEIR.

Amazon SQS #tAb R EIRE

ERDRARETS B MRERLE SR 10 RHEE | AJAEANTERE

* SendMessageBatch

* DeleteMessageBatch

» ChangeMessageVisibilityBatch

BRI LME R EH API KRB H#tA B ThEE | 5EAmazonx#F Amazon SQS It BB ENHGF AT EA,
Note

BIEE SendMessageBatch AR RIENFIEEEMNE KD TEERT 262144 F15 (256 KB).
BT EE RNIREH X SendMessageBatch, DeleteMessageBatch =
ChangeMessageVisibilityBatch MIiXBR. EiRE%4 % SendMessage, DeleteMessage 5
ChangeMessageVisibility BIAXPRET , S RIREH XX LR MERT XS BI A HEAL B AR A B A PR o
Amazon SQS 2 #| AT X FHt BRI

ES ]
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteMessageBatch.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibilityBatch.html
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BREFW®ERME R E

- BARFPRERMIERILE (p. 181)
o FAKEY BEFMREMLERRESELE (p. 184)

B RAE P wmE i MERitab 32

XL [XiHAE . Amazon SDK for Java'@#EAmazonSQSBufferedAsyncClient E¥i[AAmazon SQS. %%
PimATFEART RSP ERSTEHLENILE  NBRHRAENEAEARES , AEEIMREBERE
%% Amazon SQS,

BFmET RPN ZIA 10 MERBITERAENMBERZE , NWRET ER Amazon SQS KA
HEDT REERKE, AmazonSQSBufferedAsyncClient@HRESHRLSAA. HEFRAN K
B 30)MWXFEEHTREEUHE. BXESEL , B2 AAKFT BENRESRLERESEL
& (p. 184).

BT AmazonSQSBufferedAsyncClient XHES AmazonSQSAsyncClient #EMED , LM
AmazonSQSAsyncClient E#ZE| AmazonSQSBufferedAsyncClient E%/\%Eﬂfﬂﬁﬁﬂﬁ LB
WER,

Note
Amazon SQS EH RIS EFin B A FA X FIFO BA%I,

£
- f£H AmazonSQSBufferedAsyncClient (p. 181)
+ & AmazonSQSBufferedAsyncClient (p. 182)

£/ AmazonSQSBufferedAsyncClient

EF B2, ERHK IZE Amazon SQS (p. 5) FHE R,
Important

Amazon SDK for Java 2.x H 815 AmazonSQSBufferedAsyncClient FFHR&,
A LAETF AmazonSQSAsyncClient BIEEFTH AmazonSQSBufferedAsyncClient , 540 :

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync);

E{RBIE T ##AmazonSQSBufferedAsyncClient , #RATBAAEE Amazon SQS KEZMNER ( REEIR
A LAEFHAmazonSQSAsyncClient ) , 0 :

final CreateQueueRequest createRequest = new CreateQueueRequest().withQueueName("MyQueue");
final CreateQueueResult res = bufferedSqs.createQueue(createRequest);

final SendMessageRequest request = new SendMessageRequest();

final String body = "Your message text" + System.currentTimeMillis();
request.setMessageBody( body );
request.setQueuelrl(res.getQueuelrl());

final Future<SendMessageResult> sendResult = bufferedSqs.sendMessageAsync(request);
final ReceiveMessageRequest receiveRg = new ReceiveMessageRequest()

.withMaxNumberOfMessages(1)
.withQueueUrl(queueUrl);
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http://www.amazonaws.cn/sdkforjava/
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BREFW®ERME R E

‘final ReceiveMessageResult rx = bufferedSqs.receiveMessage(receiveRq);

Bl & AmazonSQSBufferedAsyncClient

AmazonSQSBufferedAsyncClient MERE TERATASHERARGINRE, BANHE—PEE
AmazonSQSBufferedAsyncClient , l#0 :

1. FRASENERESHFREE QueueBufferConfig LA,
2. FFZEBIHRELA AmazonSQSBufferedAsyncClient i B,

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqgsAsync = new AmazonSQSAsyncClient();

final QueueBufferConfig config = new QueueBufferConfig()
.withMaxInflightReceiveBatches(5)
.withMaxDoneReceiveBatches(15);

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sgsAsync, config);

QueueBufferConfig Bt &S

28 BNE iR
longPoll true E longPoll &EN

true , AmazonSQSBufferedAsyncClient
SEFRAEENZRERAKRE

#,
longPollWaitTimeoutSeconds 20s EIREIZEFERLE R

B , ReceiveMessage A ER
SR LHEEUSFEHEERER
Sy B At Al (AR B Aa),

Note

MBZEAKLH , W&

BEREMERM.
maxBatchOpenMs 200ms FHARESHME—EXEE

BHAPHER TR ENEAN R
KatE (AZBRREM ),

RENEBE , NRTEET
EFTER S E R B R (B
2, HeERP e ARAXTE
FEKMEE),

MBEFESBOREN 0, NERH
ERT2EFHMFER , ATE

B2 HEALE,
maxBatchSize &Fitt 10 MEXR E—MERD—BITHGEN

HENRAKE, ZREBKX ,
WHAT S EBE R FERHLEH
M,
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BREFW®ERME R E

¥ MNE
maxBatchSizeBytes 256 KB
maxDoneReceiveBatches 10 MitaLE

maxInflightOutboundBatches 5 Mit&bE

maxInflightReceiveBatches 10 MtabIE

R
Note

it 10 MERE
Amazon SQS A iFHI &
KE,

P imEiR &% E Amazon SQS
FE BRI AR KN | Bl
REL,

Note

256 KB Amazon SQS
RITFHMRKE,

AmazonSQSBufferedAsyncClient
B 7 i T A 774 Y S it b
BENRAHE.

wEMS , TFHA Amazon
SQS BN % 2 M WGE R mis
% (B2, MEAEEHS ,
EAEEH X R EBH R B
X, SBEESNTRLEENY
;H ) o

Note

0 RRFTAE B TEURE
TREER  HRREERT
£/,

T LA [ A b 3R A B ASE BK v it
LEHE,

WENEES , KA HEHAE
FIEERER ( ZRTEAME

M, ffln CPU R ) , HE
AmazonSQSBufferedAsyncClient
ERNEEREZ,

T LA Bt Ab 22 A9 B AE BR R WAL
WEHE,

REWEBS , TERKAHE

BERd% (ZRTHMEH ,

Bl CPU SR ) , H A
AmazonSQSBufferedAsyncClient
ERANKERBES,

Note
0 FRRFIEHEMEURE

FWER , HERERE
.
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FAKET BMREHLERESELE

B ZRIAE R
visibilityTimeoutSeconds | -1 MRS HIRENEE EEZHE),

AL iR B A9 A A R
R RE S FTENEAS LiRE

B B LA R A o
Note
-1 RTAFIHEZERIA
BE,
TR A MEZER
0.

MAKFT BAMREHLERRESFLE

Amazon SQS AFIATARHIFESHELE, BXELHEBEREFNEE , HSHASESEXNER (p. 62).

EXYSHFHE K BXTKFET BEEEFENFERE PNEZCEENFERE)
=]

« EEY R (p. 184)

o BIEHLALER (p. 185)

o B —RERM#AEERNWENR Java 1l (p. 185)

BET R

H AN EES HTTP &3R-19 R i 518 Amazon SQS |, HRIER ( &2 iERANEEWIE R 2 B &9 RIFE ) FRE
THEAEREMNEBENELEBERENELE, 0, WRMETF Amazon EC2 HEF % EI R — XiZi#Y
Amazon SQS KYFIIHEIR N 20 ms , M BENMEZE LB ZEBEHRAEFLEFER 50 TPS,

KEF R S REEIMESIEE (K SendMessage HXR ) MEAE ( K ReceiveMessage M
DeleteMessage R ) WHE , MRSENMIINELE, TUBI=RAFXN#ITKETE :

- MBI EFRNARERE

. ARMEZE iR

s EMBNEFRNEABRREH PNES T K

EAMESZEFRE , ER L TUXINIIFHENELEER, Sl , IRFEFHBENG , FHEHLS
N

Note

EERY BN, FHAREN Amazon SQS EFiRE EBHEERLRERIIFL X BERMER
MENHTEHEERENERENHRE, HlIn , RINERT , BEKHIlAmazon SDK for Java
AmazonSQSClient R & ZR$F 50 N5 Amazon SQS KiERE, ERBEZMNH L BEBENER
& NAMFE AmazonSQSClientBuilder WR EA T BEENFAELENGEAKE | H
m :

final AmazonSQS sqgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount))
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/AmazonSQSClient.html
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FAKET BMREHLERESELE

‘ .build();

3 F AmazonSQSAsyncClient , B ARG B2 BHEETH,
WRBISGER F Java B 1.x0

BREH LT

A8 AESRESNERERBEFRITESHIE (Hl0 , HEETE/ SendMessageBatch &
REZEZEZEER), Amazon SQS #tER#ERSendMessageBatch,DeleteMessageBatch ,

K ChangeMessageVisibilityBatch. EEAEMREFESERENER TAAMLENRS , BALUE
FAmazon SQS EHFFE i (p. 181).

Note

BT ReceiveMessage — RS 10 &HE , HILIZHE ReceiveMessageBatch #1F.

HAELE - MLEBEERINSFZEE 2B DB BRENERNE , MAREZE—HE (H
W, SendMessage EXR) WENERNE, BTHAERRBRESLMTESITHE , Rit , #LAEBERATUE
B ERLRENERE  MMRSELE.

AU B S KT RESHEAREMELE K FIENEE. EEMNERNEEL BIMERERAEN
BEFED, B LAFERAILAE Amazon SQS BIE—XHZ XA, ZFWEMER 10 ZEE. BT Amazon SQS
BERUTE |, R HEANE O] BLE E FRRIEAY AN,

HABLNEHNARFFTR-LEERMN B, CHNARFSAXRBEERETRRE , AEHRHE
VAT RENNBEFEN), B2 , HLBEATHERTNRALBRER

- BRNARFEENERNERRSES , Bit , ERHEMRFLER,
- HESAZEMRIFETREVER , XERBERXHERMEETTEZSN SN REBEEETRE,

Important

BIER A EPRNAAZERART |, #tAEERB ALK, KHPLEERE , HEAREERHE
BERBAM , HELENERRE.

B —REMLEFE R BN Java RFl
SoIRZAF

ff aws-java-sdk-sqs.jar, aws-java-sdk-ec2.jar F commons-logging.jar FE&HME
Java EREEED, LUTFRHIEAT Maven B1H B pom. xml L4 HYIX LR i< R,

<dependencies>

<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-java-sdk-sqs</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-java-sdk-ec2</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
<version>LATEST</version>

</dependency>
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</dependencies>

SimpleProducerConsumer.java

U Java RBRHFRE—MELN BB E-ERERRN. TEREQERABUBZENERAELE | XKLL
BEaEEERBNLE KB HE. WRHISFEAHE—BREERNEIBZENEAE AR HHLERERN
BIRENERE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*

*
~N

import com.amazonaws.AmazonClientException;

import com.amazonaws.ClientConfiguration;

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.*;

import org.apache.commons.logging.Log;

import org.apache.commons.logging.LogFactory;

import java.math.BigInteger;

import java.util.Arraylist;

import java.util.list;

import java.util.Random;

import java.util.Scanner;

import java.util.concurrent.TimeUnit;

import java.util.concurrent.atomic.AtomicBoolean;
import java.util.concurrent.atomic.AtomicInteger;

/**
* Start a specified number of producer and consumer threads, and produce-consume
* for the least of the specified duration and 1 hour. Some messages can be left
* in the queue because producers and consumers might not be in exact balance.
*/

public class SimpleProducerConsumer {
// The maximum runtime of the program.
private final static int MAX_RUNTIME_MINUTES = 60;
private final static Log log = LogFactory.getlLog(SimpleProducerConsumer.class);
public static void main(String[] args) throws InterruptedException {

final Scanner input = new Scanner(System.in);

System.out.print("Enter the queue name: ");
final String queueName = input.nextlLine();

System.out.print("Enter the number of producers: ");
final int producerCount = input.nextInt();

System.out.print("Enter the number of consumers: ");
final int consumerCount = input.nextInt();
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System.out.print("Enter the number of messages per batch: ");
final int batchSize = input.nextInt();

System.out.print("Enter the message size in bytes: ");
final int messageSizeByte = input.nextInt();

System.out.print("Enter the run time in minutes: ");
final int runTimeMinutes = input.nextInt();

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see Creating
* Service Clients in the Amazon SDK for Java Developer Guide.
*
final ClientConfiguration clientConfiguration = new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount);

final AmazonSQS sqgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(clientConfiguration)
.build();

final String queueUrl = sqgsClient
.getQueuelUrl(new GetQueueUrlRequest(queueName)).getQueuelrl();

// The flag used to stop producer, consumer, and monitor threads.
final AtomicBoolean stop = new AtomicBoolean(false);

// Start the producers.
final AtomicInteger producedCount = new AtomicInteger();
final Thread[] producers = new Thread[producerCount];
for (int i = @; i < producerCount; i++) {
if (batchSize == 1) {
producers[i] = new Producer(sqsClient, queueUrl, messageSizeByte,
producedCount, stop);
} else {
producers[i] = new BatchProducer(sqsClient, queueUrl, batchSize,
messageSizeByte, producedCount,
stop);

producers[i].start();

}

// Start the consumers.
final AtomicInteger consumedCount = new AtomicInteger();
final Thread[] consumers = new Thread[consumerCount];
for (int i = @; i < consumerCount; i++) {
if (batchSize == 1) {
consumers[i] = new Consumer(sqsClient, queueUrl, consumedCount,
stop);
} else {
consumers[i] = new BatchConsumer(sqsClient, queueUrl, batchSize,
consumedCount, stop);
}
consumers[i].start();

}

// Start the monitor thread.
final Thread monitor = new Monitor(producedCount, consumedCount, stop);
monitor.start();

// Wait for the specified amount of time then stop.

Thread.sleep(TimeUnit .MINUTES.toMillis(Math.min(runTimeMinutes,
MAX_RUNTIME_MINUTES)));

stop.set(true);

187




Amazon Simple Queue Service FF & A R ¥5F
FAKET BMREHLERESELE

// Join all threads.

for (int i = @; i < producerCount; i++) {
producers[i].join();

}

for (int i = @; i < consumerCount; i++) {
consumers[i].join();
}

monitor.interrupt();
monitor.join();

}

private static String makeRandomString(int sizeByte) {
final byte[] bs = new byte[(int) Math.ceil(sizeByte * 5 / 8)1;
new Random().nextBytes(bs);
bs[0] = (byte) ((bs[0@] | 64) & 127);
return new BigInteger(bs).toString(32);
}

/**
* The producer thread uses {@code SendMessage}
* to send messages until it is stopped.
*
/
private static class Producer extends Thread {
final AmazonSQS sqgsClient;
final String queueUrl;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

Producer(AmazonSQS sqsQueueBuffer, String queueUrl, int messageSizeByte,
AtomicInteger producedCount, AtomicBoolean stop) {
this.sqsClient = sqsQueueBuffer;
this.queueUrl = queueUrl;
this.producedCount = producedCount;
this.stop = stop;
this.theMessage = makeRandomString(messageSizeByte);

/*
* The producedCount object tracks the number of messages produced by
* all producer threads. If there is an error, the program exits the
* run() method.
*/
public void run() {
try {
while (!stop.get()) {
sqsClient.sendMessage(new SendMessageRequest(queueUrl,
theMessage));
producedCount.incrementAndGet();

} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*
/
log.error("Producer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The producer thread uses {@code SendMessageBatch}
* to send messages until it is stopped.
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*
/
private static class BatchProducer extends Thread {

final AmazonSQS sqgsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

BatchProducer(AmazonSQS sqsQueueBuffer, String queueUrl, int batchSize,

int messageSizeByte, AtomicInteger producedCount,
AtomicBoolean stop) {

this.sqsClient = sqsQueueBuffer;

this.queueUrl = queueUrl;

this.batchSize = batchSize;

this.producedCount = producedCount;

this.stop = stop;

this.theMessage = makeRandomString(messageSizeByte);

}

public void run() {
try {
while (!stop.get()) {
final SendMessageBatchRequest batchRequest =
new SendMessageBatchRequest().withQueueUrl(queueUrl);

final List<SendMessageBatchRequestEntry> entries =
new ArraylList<SendMessageBatchRequestEntry>();
for (int i = 0; i < batchSize; i++)
entries.add(new SendMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withMessageBody(theMessage));
batchRequest.setEntries(entries);

final SendMessageBatchResult batchResult =
sqsClient.sendMessageBatch(batchRequest);
producedCount.addAndGet(batchResult.getSuccessful().size());

/*
* Because SendMessageBatch can return successfully, but
* individual batch items fail, retry the failed batch items.
*
if (!batchResult.getFailed().isEmpty()) {
log.warn("Producer: retrying sending
+ batchResult.getFailed().size() + " messages");
for (int i = @, n = batchResult.getFailed().size();
i<n; i++) {
sqsClient.sendMessage(new
SendMessageRequest(queueUrl, theMessage));
producedCount.incrementAndGet();

}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*
/
log.error("BatchProducer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {@code DeleteMessage}
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* to consume messages until it is stopped.

*

/

private static class Consumer extends Thread {

final AmazonSQS sqgsClient;
final String queueUrl;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

Consumer(AmazonSQS sqsClient, String queueUrl, AtomicInteger consumedCount,

AtomicBoolean stop) {
this.sqsClient = sqgsClient;
this.queueUrl = queueUrl;
this.consumedCount = consumedCount;
this.stop = stop;

* Each consumer thread receives and deletes messages until the main

* thread stops the consumer thread. The consumedCount object tracks the
* number of messages that are consumed by all consumer threads, and the
* count is logged periodically.

*/
public void run() {
try {
while (!stop.get()) {
try {
final ReceiveMessageResult result = sqgsClient
.receiveMessage(new
ReceiveMessageRequest(queuelrl));
if (!result.getMessages().isEmpty()) {
final Message m = result.getMessages().get(0);
sqsClient.deleteMessage(new
DeleteMessageRequest(queueUrl,
m.getReceiptHandle()));
consumedCount.incrementAndGet();
} catch (AmazonClientException e) {
log.error(e.getMessage());
}
}
} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*
/
log.error("Consumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {@code
* DeleteMessageBatch} to consume messages until it is stopped.
*
/
private static class BatchConsumer extends Thread {
final AmazonSQS sqgsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

BatchConsumer(AmazonSQS sqsClient, String queueUrl, int batchSize,
AtomicInteger consumedCount, AtomicBoolean stop) {
this.sqsClient = sqgsClient;
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this.queueUrl = queueUrl;
this.batchSize = batchSize;
this.consumedCount = consumedCount;
this.stop = stop;

}

public void run() {
try {
while (!stop.get()) {
final ReceiveMessageResult result = sqgsClient
.receiveMessage(new ReceiveMessageRequest(queueUrl)
.withMaxNumberOfMessages(batchSize));

if (!result.getMessages().isEmpty()) {
final List<Message> messages = result.getMessages();
final DeleteMessageBatchRequest batchRequest =
new DeleteMessageBatchRequest()
.withQueueUrl(queueUrl);

final List<DeleteMessageBatchRequestEntry> entries =
new ArraylList<DeleteMessageBatchRequestEntry>();
for (int i = @, n = messages.size(); i < n; i++)
entries.add(new DeleteMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withReceiptHandle(messages.get(i)
.getReceiptHandle()));
batchRequest.setEntries(entries);

final DeleteMessageBatchResult batchResult = sqgsClient
.deleteMessageBatch(batchRequest);
consumedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because DeleteMessageBatch can return successfully,
* but individual batch items fail, retry the failed
* batch items.
*
if (!batchResult.getFailed().isEmpty()) {
final int n = batchResult.getFailed().size();
log.warn("Producer: retrying deleting " + n
+ " messages");
for (BatchResultErrorEntry e : batchResult
.getFailed()) {

sqsClient.deleteMessage(
new DeleteMessageRequest(queuelrl,
messages.get(Integer
.parseInt(e.getId()))
.getReceiptHandle()));

consumedCount.incrementAndGet();

}

} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("BatchConsumer: " + e.getMessage());
System.exit(1);
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/**
* This thread prints every second the number of messages produced and
* consumed so far.
*/
private static class Monitor extends Thread {
private final AtomicInteger producedCount;
private final AtomicInteger consumedCount;
private final AtomicBoolean stop;

Monitor(AtomicInteger producedCount, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.producedCount = producedCount;
this.consumedCount = consumedCount;
this.stop = stop;
}

public void run() {
try {
while (!stop.get()) {
Thread.sleep(1000);
log.info("produced messages = " + producedCount.get()
+ ", consumed messages = " + consumedCount.get());
}
} catch (InterruptedException e) {
// Allow the thread to exit.
}
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