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FrERMKRENBERRA
THmAORMEMRKENBARAD , REAAMXEEREEN,

i w0 Direction R B #5 b o] {5

TCP 443 (HTTPS) ik Storage AWS AT M Storage
Gateway Gateway Z|

AWSHRFH 4 5%
TR BXER
FR IR R
R, BZHAA
VRIS s N
ek P 85 2 17
AWS Storage

API hix7x 2013-06-30
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W L& F By K 3R E R

I wAa Direction P B 5

TCP 80 (HTTP) N BMHRIEEED Storage
B EHAWS Gateway
Management
Console.

UDP/UDP 53 (DNS) ik Storage DNS BRr%528
Gateway

TCP 22 (XRBRE) dHu Storage AWS Support
Gateway

UDP 123 (NTP) iy NTP & i NTP fR&588

XXy IR O

TEERTENRN S3 File Gateway FFEHIw O,

AN A f6E A

Gateway i

Mt REH
F3REX Storage
Gateway &
SEER. RE
& Storage
Gateway &%
HA i £ o O
80,

Storage
Gateway &
KRBT ER
w0 80, FTE
Km0 80 A

&) 4% BIBURF
MEEE, W

B M Storage
Gateway 4|
BECEMX , M
MR 2
BHENSIE
X7 8] R 5% B9 i
A 80,

&M TF Storage
Gateway
DNS &2
BB BIE.

RIYFAWS
Supportif & X
RUAF B HEE
Mx R, &%
EHTFF L OED
A SEI M S A IE
B, BE#
TRBEHENTE
B,

At RS E
ALUE VM B
EIEEZEREN)
&,

API hix7x 2013-06-30
8



AWSStorage Gateway fi {5/

M E R A IEER

Microsoft Active NTP DNS
Directory T
t 3

5 DNS

NetBIOS/LDAP 4 NTP *
l 6
HTTPS Amazon 53

—

GATEWAY
1 -
ﬁhNFS{SMH e 7 SSH/HTTPS e

AWS Storage
File share File G ateway Gateway
client
8
T HTTPS ( l P
2 \—.
HTTP/HTTPS l—.—'.
Amazon
Cloudfront
Traffic \ ;
. —
Light _—
Medium ——— Web
Heawvy — browser
Note

BXBEMOER , BSRKOER (p. 184).

T S3XHMX , BREEHLEAHAF HRIIRS 28H SR (SMB) X4 ZriEMA Microsoft Active
Directory, &7 US4 M5 A EHET B 2B Microsoft Windows 15 ( ATEH DNS 47 ) o

&4 7] LAE FAAWS Directory Service il 2AWS Managed Microsoft ADTE Amazon Web Services ZH. X F
RZEAWS Managed Microsoft ADFER} , IBWEENR VPC BLEZIAD EVEE MY (DHCP) lRF. BXBIE
DHCP TR E S , HS R 612 DHCP %1 £ FHAWS Directory Service B 5.

Amazon S3 XHMKBRTERAKON , EEELUTHO,

1714 wAa Direction pit B #x wnqaI £ A
TCP/UDP 2049 (NFS) N NFS &/ i Storage TR X AHEE
Gateway HEREEINFS
ENERREL
o
TCP/UDP 111 (NFSv3) N NFSv3 &F %  Storage BRI X AHEE
Gateway FE TN O RS
BHA RSN
o

API hix7x 2013-06-30
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W L& F By K 3R E R

I wAa Direction P B 5 ey A
Note

NFSv3,

TCP/UDP 20048 (NFSv3) | Atk NFSv3 & i  Storage B AEME
Gateway EEFIRE R %
NEHERN AR

iﬂ’,%»u—\*ﬁo

Note
i i
PGE

AT
NFSv3,

Storage Gateway W18 2B P 4% R By K IEE R

& Storage Gateway BHZZHEEUTMERS

« Internet 5 Al— B RSB L VAL E O 5 Internet BYK A ERLE L.
+ DNS fR%5— DNS B , EA TEM4REF DNS lRFEBZRNBE.

s NERP— LR EEERN Amazon NTP BB RS

* IP thyt— B2 EH DHCP EA IPv4 ik, BITESE IPv6 ik,

Dell PowerEdge R640 RFHFHFEREMERME RO, NEEE (ENRSHFE ) , XEHROM TR
N

. iDRAC

eml

em2

em3

N

em4

A LAE A iDRAC i A ITIZERERERHEE,

HTTP, Port 8080 HTTPS, Port 443

(activation only]

SSH, Port 22
_T_I_T_ ’7—> 54.201.223.107
-
g UDP/NTP, Port 123
s

AWS Storage Gateway

Corporate on Hardware

Network

DNS, Port 53
DNS server(s)

BHRZFREUTROST ST,

API A 2013-06-30
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R4 RBH X IEER
i A Direction R B R w0 {e 5 A
SSH 22 vk EfrirE 54.201.223.107 X&RE
DNS 53 Hk BHRE DNS BR%535 BVREERAT
UDP/NTP 123 H 5 BHRE *  amazon.pool.ntpliég$
HTTPS 443 ¥k BHiRE *  amazonaws.com HIEEH
HTTP 8080 AYh AWS EHRE BE (E

Bt )

ERRUNANET , BARZFFETHATRHMEMPNIERE

- EEAEFAPEEMBERNMEED,

- BRENMEREOBLTHE - FRF,

« AFFEEENMEEORAX EE T 5 HA L iR R 55 RARER.

c REED—AMEROUXIERFRE, BXESFER  BSHARENKSH (p. 20).

Note

BRETBRSHETHERHEFRANETR , TSRV ELREBHEEZ A GEEZIIGERE (p. 17).
[ —M&EO (NIC) EMFTE IP ittt ( T RATRXEREN ) BTN TFR—FMF, TRERTSTHUH
2=

<o
s Y
Configure on Hardware console
; Host IP
=ml
-—
NIC b— Singte subner
&\Y.gmun Service console
Service IP
AN S

BXYWENRBEHRENESES , $SHEA Storage Gateway BHEE (p. 16).
VR B A 355 7B B B854 4T AWS Storage Gateway 17

FHMXBEZLRATERSKRETR , UMESZBE : AWS. 2016 A By A 5% 5 B 25 5k 51 1% 5 R &I R 4857
B, WAL E Ry A 3% R B 2R A A VFIX AR S5 L iR 75 R T H 35 BEAWS.
Important

HUORTAREYFMXAWSHEX | BR##E RS LR R ER EBNXEFHS,
FIEMXBEREAUTRSKRT R , TRV FRBERE

S3.amazonaws.com: 443

BEREFAEMXMEELUTRSEH A (anon-cp, client-cp, proxy-app) MEIERE (dp-1) B4k,

API A 2013-06-30
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AWSStorage Gateway fi {5/
W L& F By K 3R E R

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com:443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com:443

TR APl EERER T MR RS LT R

storagegateway.region.amazonaws.com: 443

DT RGIREERES (BEN ) XiF (us-west-2),

storagegateway.us-west-2.amazonaws.com:443

THEERH Amazon S3 RELIHT RLGERA FXHMx, XHEMXEE AL IRT ST 8R4 Zmat
Z#9 Amazon S3 FE,

s3.region.amazonaws.com

LT ROIZEEERL (H%E ) XM Amazon S3 FRE LT & (us-east-2).

s3.us-east-2.amazonaws.com

Note

MBIRAM AT EFEEAWSEN S3 FHEMATEN XY , RS LR L FBRIARs3. us-
east-1.amazonaws.com. EITEWEAFHRIEZEERE (#ERLILE ) XiH (us-east-1) B
REHPBERKH X S3 BT EN X,

AR RERTH Amazon S3 fR&S4£i%T RAWS GovCloud (US)it X,

s3-fips-us-gov-west-1.amazonaws.com (AWS GovCloud (US-West) Region (FIPS))
s3-fips.us-gov-east-1.amazonaws.com (AWS GovCloud (US-East) Region (FIPS))
s3.us-gov-west-1.amazonaws.com (AWS GovCloud (US-West) Region (Standard))
s3.us-gov-east-1.amazonaws.com (AWS GovCloud (US-East) Region (Standard))

TR RGIZRD S3 FHMEH FIPS IRFLIHT K. AWSGovCloud ( XEES ) #X,

bucket-name.s3-fips-us-gov-west-1.amazonaws.com

Storage Gateway IXER A A 5| R EEFE A LLT Amazon CloudFront &1 &, AWSH#EX,

https://d4kdg@yaxexbo.cloudfront.net/

Storage Gateway VM ELE R AT NTP iRSE5.

.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

WNRFR S

o FEMX — X FZEHAWSH X FFIRAWSH LLE Storage Gateway —2FERANBRSLIFET R , B
BAWS Storage Gateway£& s 17 S FELE R IAWS — iR S& .

« Storage Gateway B#i&&-EMA T2 X HAWST LA FEHZZHNXE , S Storage Gateway B#i2
ZXEHPHAWS — S E.

API A 2013-06-30
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THEFNEERFNENER

BLiE Amazon EC2 XSl Z£4A

INAWS Storage Gateway , £ 4 &%) Amazon EC2 MXEFINRE. EERERZSAR , BIUEHRITUT
B4

« REBARNAFRBE A Internet B9tE AEE, TRAATMXREARNNKHEMKXHRTERE.
MRABREZAWESIMNZRSANABERIIMK , RINBWER AKFIRD 3260 GEA T iSCSI E#E) M
w0 80 (&M THUE) LHERE,

« MREEMRMRZ2ANEH Amazon EC2 EHUBUEEHIMX , WFEAVFMZENL IP B ik O
80 H TR NiEHR, MRETRBEERTENM IP it , WA LITHFiRD 80, BEMX , REETHBE
fax M0 80 LAIFIE,

« {NFEFEMA AWS Support B {THEES T AR , A¥FIRO 22 EME. BXESZER |, TS RMEAWS
Support&E BixY EC2 M%< # 1THFEHERR (p. 163)o

ERLEERT , B LAER Amazon EC2 EHIERN BEER (BN , EERREREBE Amazon EC2 EHIMXx E
B iSCSI B#R)o EXMBERT , BRI N EHE—THIEFNSBNFE

1. BRESMXHEENZ AT B BHREFRRH,

2. BB BIHENER , MEBHEFASMXHITEE,

BXRENENMRTHRNHONES , BSREOER (p. 184).

EXENEERFMENER

B SAE AR Storage Gateway ER R (VM) i Z SR YIBREHIEEETT , WA TEAWSHERN Amazon
EC2 =41,

Storage Gateway X#FHU T EERFMRATEN

+ VMware ESXi EBf/F ( fk7< 6.0, 6.5 6.7 ) — VMware IR FBRATTMVMware M5, X FIHIZE |
BEFEE VMware vSphere & i F BEE S E 41,

+ Microsoft Hyper-V BERF ( lR4< 2012 R2 5 2016 ) -Hyper-V B %M kR , A MMicrosoft T & #
L. NFRIRE , BFE Microsoft Windows & F s it E#l_E# Microsoft Hyper-V Manager = gEE# 2]+
Mo

« BETF Linux AR BN (KVM) — — & RHFREBLER, KVYM EEFMBEMRZAMN Linux 2.6.20 &
EHTARAH, Storage Gateway B4t %t CentOS/RHEL 7.7, Ubuntu 16.04 LTS #1 Ubuntu 18.04 LTS %17
IR 4T 7 MR A BN XZE. FAEMIA Linux ZITARTEEER , ETRERIEINAESR AL, MEE
ELBHHIZETT KVM REH BERCLHE KVM WIERE , BAITEIWEAEDT,

« Amazon EC2 3£f| — Storage Gateway £t 7T — NI EMK VM BEH Amazon REME (AMI), BX
WN{AE Amazon EC2 EEBBMXHER , HZHE Amazon EC2 4| EEBE 4K (p. 181).

- Storage Gateway BE#i% % — Storage Gateway J VN EREME RN ERME TYEEHFRR UMER
7K ity ZP B JE T

Note

Storage Gateway T X #FM 5 — NIk B UL Y R B8 25 52 B2 B 22 59 B BLALZM Amazon EC2 AMI X
EMX, MREHMX VM HIEKFE | FREFMAHFEHOBERERZM*X, BEXESEER,
BFSANENNEBNXATRIRE (p. 174).

Storage Gateway R &z 7 HE L A7 EIE,
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XHMRZER NFS & iR

AP R R NFS B i

MHMRZFUTMEXH RS (NFS) B
* Amazon Linux
* Mac OS X

Note

BB INIEBrsizeMwsize R ER B 64KB LIRS Mac OS X L#EH NFS X HEZ/RTHY
fEEE

* RHEL7

+ SUSE Linux Enterprise Server 11 1 SUSE Linux Enterprise Server 12

« Ubuntu 14.04

« Microsoft Windows 10 £k, Windows Server 2012 1 Windows Server 2016, ZA#l%& i %1% NFS
MRS 3,

» Windows 7 1l MR #1 Windows Server 2008,

RHZ PR X3 NFS MRAS 3, XIFMHZE A NFS /0 K/MR 32 KB, Btk , BAgES X LERRAR
Windows FBEIMEETRHEEIER.

Note

NE , BUUEZEEET Windows (SMB) &/ 3% ( A= Windows NFS & % ) 31717 769 5
F SMB X#-H# =,

MM XX R SMB & i

MHEMXZFLTRSHER (SMB) FF i

« Microsoft Windows Server 2008 X% & & ik 4~
+ Windows SHEARZA : 10, 8 F 7,
+ 7 Windows Server 2008 & E SR LiZ1T#Y Windows Server

Note

BRS5 B H B IRMB R B SMB v2.1 NEF i,

MAFMR I X RGBRE

&£H9 NFS 5 SMB B iR Al BAE A, RER, MIBRMEBM . ZHEFIiREAWS Storage GatewayE 2R E
ARMEF, A, BILRICHERRSEA Amazon S3, HEBI A EFREMENNE. WRKE
A, MEY S3 HBFEENEFNRBMATHR,

REBEMXAENEERRERNEBL PRCEAABRMIEZRAR. M Amazon S3 FHIBEN R, EAE
Amazon S3 #2H| & HMEEIIEE , FEREN S3 PHNHRNRHITER,

HTTP #24E ( # GET, PUT. UPDATE Hl DELETE ) TBMER XK HREFHNXH, XERESREFEIE, i
. EHEHAMIER (CRUD) ThAE— B,

API A 2013-06-30
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518 AWS Storage Gateway

SN

58] AWS Storage Gateway

WA LAEAAWS Storage GatewayiZ | EHITEHMXBEENEEETS. REBNAITENTNEMENF
Ptk S AR EBEM XL,

A, BRI BAE AWS Storage Gateway APl UREEFRNEEH EEMKX, BXZAPINESZELR | &
B fStorage Gateway HJ APl 2# (p. 195),

BT LMERAAWST X TESE |, WFF &5 Storage Gateway REM B AREF. XEXEHE  AWSERT
Java, .NET # PHP #J SDK @& JK/Z Storage Gateway APl LB {L B RRBRES., BEXTHTRAIESE
WER , FSRAWSTF A& F .

BXENMMELR , HS5 AWS Storage Gateway Efto

SER AWS X

+ Storage Gateway — X F X iFAWSH X M FIZRAWS T LLE Storage Gateway — 2 A RS LK iR T = |
ESFAWS Storage Gateway&L in T R M B FEIAWS — i S Z .

« Storage Gateway B#ik& — AXAISEHREESEANZIXFNXE , HSHAWS Storage
GatewayRB g £ b X FIAWS — kS 2.
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AWSStorage Gateway fi {5/
XM AWS X1

£ f Storage Gateway B4i%

Storage Gateway BH#iZZ 2 ERIUFM RS SEE LT3 T Storage Gateway MY EBEBEHIZE, HAMU
MNEBEHigZEHardware (B #) LK TTEAWS Storage GatewayiZ#l &,

BHRER—NEMHEN 1U RSH  BAUNESEELNBER OSSP XERNA A S, EWEH
BB RSN, BESREANEHIRE SEMWAWSaccount. EEIERE , BB RS SUEREAHN
KR EREERSB A FPHardware (BT, BAUHEARZEREN XHMX, BHEMXIBNXER, A
FEEHARE LHENHETXEMXAXANTREEL T A LWIREER.

Storage Gateway B #i% & A LB #EMAWS Storage Gateway#Z#l &

TTaEHRE

1. TELL$TFF Storage Gateway 2| & https://console.aws.amazon.com/storagegateway/home R jg i #
AWSHEHRLEREEHS,

2. %E#EHardware (BH)MNEMBEE S,
3. EBITMIER , AGERME RESFEEEMTAWSTREZENRAHEERG & B REERN.
4. EEAENEEARBEERRER.

TRERRE  REREERN , EUUKEITUREHREXIRWITE | FRPFWMAK.
EERHRBNHEEBRNIITEFLIER

1. TELITFF Storage Gateway #2 &l & https://console.aws.amazon.com/storagegateway/home.
2. #%FEHardware (FEH) NS BEEH.

3. BREHRNMITE  REEFAER RESHEEEAINAWSTRERZNRGEERHETERHERN
MiTEALIEFR,

EUTEIo S, BUUTHREXRNMRE., BE. BE. BaFEH Storage Gateway BHIZZ YA,

£33
. X8 AWS X1 (p. 16)
. BEBHEE (0. 17)
o NMBLFREHRRFHFELEEFBIR (p. 17)
- REMESHK (p. 20)
. MEBHEE (p. 22)
« BEIMX (p. 23)
. FMERE IP itk (p. 23)
« BEMX (p. 24)
o MWEEHIZ % P MIBRAX (p. 25)
o MIBREIRE (p. 25)

X FFRY AWS X

Storage Gateway BHRZAELIKTENZH , EEBFNEEZATNATHONERT. BXZTIXHEN
EEAWSHIX | FZSHStorage Gateway IR Z XEHHAWS — RS E.
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REEHIRE

REBHFIRF

£ B Storage Gateway B ERE , B LMFERAEMHREERHASEEME U IRHBRAT BWIEEAWSAE
BUERIVIR S, BUENENIRESAWSEEIRRFEANKS ., EREREG , B LM Storage Gateway
BHEB XM, BRETMR,

BERRNEERMHRE
1. HRZRRE , RARBEFEENKXEE, BXEZEE BRI AZREMRE T NEEETS
R (p. 17)o

2. [ERHAEHIRE ( EH ) F Storage Gateway ( k5 ) ®E Internet HARZ 4 (IPv4) thit, BXES
BR , BSARENESE (p. 20).

3. EEHALBEEMHIREHardware (FEHF) RN EHAWSZEENXR, BXESFEE , BSRABEEH
9% (5. 22). —

4. HEBEHIRE EREK Storage Gateway, BXEZEE , BSHEEMX (p. 24).

EEHIRE LIRBMARN AR EE VMware ESXi, Microsoft Hyper-V. EF Linux R#ZHE L (KVM)
= Amazon EC2 L& BRXH A RN,

BT RERFEE

BRI LSRR S EW T AEMM 5 TB BMNE 12 TB, ZHMAREEANESE , NTEHHITRIERM K
FEIHRAWS. IREITH T 5 TB HLE , BALUBEMEEREA 1.92 TB SSD ( EAER ) RFTAFFEEMNE
12 TB ( #B#l& LB # ) . Hardware (FE4)TT. BRI ARB ST ME AR E MM Storage Gateway EHI & &
REERMER KT WHREZITWHFAG SSD,

ARG, LU NEREEFRE ZAFENANIEFRE, MREEHERHMRZIAFTEFRZLNTAR
fEBINE 12 TB , BIMITATHRE -

1. FEHRZFEENH RE. RRAAWSHE X AHITZIRENHEAM Support,
2. FEA 1.92 TB SSD A MEHRZH.

EEMEEOF
BESITHHBEHNE | ©H A% 10G-Base-T M+ 10G DA/SFP+ M+,

+ 10G-Base-T MFHEE :
. £/ CAT6 BR45# 17 10G 3 CATS5 (e) W T 1G
+ 10G DA/SFP+ MFEE :
« A Twinax AR EEHEZ RS KIK 5 K
o BR/FEBRIRE SFP+ KR (SRH LR)
+ SFP/SFP+ Al .85 , AT 1G-Base-T & 10G-Base-T

A0 == L 57 = = 3
NMRZEFEHFERZRFFHEZIBIR
EIRFEH Storage Gateway BHIEE/E , BIRBHEANSENHBRE  IRREZERZH. EHEEE—
MMUANERAEHECLZRETCERBIZ RS (IEC) FrAEM 19 ESHLEH,
ERRENBEHLE , FEUTAY
- R  XFEE—R , BIUERATR,

API A 2013-06-30
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BHRERYT

- TENRMERE (BURTESGRZFESHMKED R (NIC) ) » Twinax Copor DAC, SFP + YR (3
45/R$# A ) R SFP % Base-T A4 UL 85,

- BENERE , WEBE. WHNER (KVM) tHRERT R,

EiriRE R

Za—»> Zc >
« Zb >
AT
A
)
)
AR TOP VIEW AD
Bezel or
outer most |
feature ’
_¥
Y
A
] | SIDE VIEW ]
Za (with Za (without .
System Xa Xb Y bezel) bezel) Zb Zc
482.0 mm 434.0 mm 42.8 mm 35.84 mm 220 733.82mm | 772.67 mm
_10 X 2.5 (18.97- (17.08- (1.68- (1.41- 0 B?m mh (29.61- (30.42-
Inches inches) inches) inches) inches) (0.87-inches) inches) inches)
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BHRERYT

FEHRREEZEBRR
Note

ERITUATERZH , EWEERE Storage Gateway BHZEEMFIEER , MFFTHR. Storage
Gateway BHIRZ M E R AIEBER (p. 10).

1. B\LIRABRMBRERE, JMUE L - NERERE , BRMNBYUE LXRABRESR,

ETEF , BB EETRAEZNEMFRE.

Power Power
=m4 | Connection 1 Connection 2

2. FUAMBELEFEA eml i O LUIREBAF B Internet iERE, eml IO RSN ENYERMEZiKONE
N (MNEEHR),

Note

BHIRBE T XR VLAN 4k, REERAREHRIIGORENIEFH VLAN I50,
3. MRENMERBEADR.
B ZATER LA Power (BIR) HERNRSI[EL , MTEFIT.

ERSHEENE , BHRHAQEREERSE L, BHEHARET —METHAFREAWSHH
FERENBNES K, BULUFXESHEE RN FRZEZEIAWSEIT AT AR R ELR B
B, AWSSupport,

EFEARAEEE  FERIREMAXAE , RAEHEMA Up. Down, Right M Left Arrow @IZIEREMIE
RELB3, #/H Tab BAERFLEINFAMNBHTE. N THRERE | EULUEA Shift+Tab RER
IRFREBS. €/ Enter BARTER , EEERS LNEY,

BRREZRE

1. X T Set Password (IREH) , M AEE , RS Down arrow,
2. XTF Confirm (#IA) , EFMAEE , AEiEEF Save Password (RFHE).
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[P 2

BEET S FREAZHES , MTAR.

T—%

BLEMBZ S (p. 20)

ERFFEE , EUUERFREHEFRACHNE - IBE , MIRLREHRE T FEEES S
IR (p. 17) PR,

BETR, EEAEFET , WITUTIRREEMZSBABBRBEAHFRZ JLUEET | AWS.
R E W 4 it 31

1. 1%#% Configure Network (BB ML) , RS Enter 8., WARTAERET Configure Network (i i& M £§)
R

API A 2013-06-30
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[P 2

2.

3.
4.

T IP Address (IP #zik) , WARBUTIRZ—HWERH 1Pv4 bt
s FERABENISENEEMM (DHCP) RS2 B EIE N YEMEiw OK IPv4 itk

MRXFEM , FIZTU IPv4 st UEEREBESRPER,

o DE—NEEAS IPV4 i, it BERBRSHNemliRED , RAEEREnter AEE M T AT RVE B
NIPRE,

eml FHUTFiwARELAFNE LTS

EMABNA IPv4 i3k |, 32 Down arrow = Tab.
Note

MRBEFMEAED , N EXFREMEEHBRLTT B BERAWSE R I HEY L IR T Ko

5 F Subnet (M) , MIAB KN FMER , RS Down arrow.
3 F Gateway (M%) , B ABHIMKH IPv4 bk |, SAS3R Down arrows
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BUEEHRE
5. XF DNS1, @A ERS (DNS) fRESE58 IPv4 itk , A/53% Down arrow.
6. (Hik )X TF DNS2, #iAS— IPv4 thtit , A/5#2 Down arrow. HRZE—/ DNS REHFEE/TH
A, 5—1 DNS l&Sao B FRUEFA TR,
7. &#2 Save (fR1F) , RIS Enter MRFIRBHEA IPv4 HiHHEE,
MNEHEH B XS
1. %$% Back (BE) LUREIZIXRE.
2. #%¥F Logout (X4H) NREIZI B RKER.
T—%

BUEREHIRE (p. 22)

NI L

BURE IR
ERESRK IP k5 |, BEERS A M Hardware (E4) TUE L3 AZ IP it , ITFTR, BUEdRRIEE
M4 EEEYNZ2ZIE R EMEIEMHAWSaccount.

B LUEBREFEMZIFNPBECNEFRE, AWSHX, BXZXFHIIRAWSHX |, EHSHStorage
Gateway BHiE % XIFHPWAWS— S E.

BRI IRESAWSR A T E MR X

1.

B FEAWS Management ConsolefRA/F$TFF Storage Gateway | AAWS Storage Gateway & 8 1%

BEARTRERHNIKSERE,

MRXRIRHE—NIMRAWSKE , BAFIBEHER. EHPCIEMXFAWSHEKX , REFHE T
Note

XN FORCE , BARBATRA

o BRI KBS AN FE5ENEHRZHEINME L,

o BEBEAIEAMAFERED 8080 EHY HTTP F IR B AMTRE,
ERHAUEENRMXES , AREREFEEEEREINFEETE , MTHT.
E3R Next (T —%) LLEFE WM T FIREY Connect to hardware (EEEZZIEH) B &,
ERTIP it i Connect T HIRZEHH |, WARZH IPv4 ik | RIFEREConnect GEIZ) NS
MTARNBEEGRR.

T Hardware name (&) , MARBNEN, BHKERSN 255 M7, A BTRESMILF
o

ERTEANKXS , MARHNAMIZE,
i X HIEGER R ERATE , Eh AR EDER 2 SERERHE,
Note
BMNBWKBRENNEX , RAXFHEEEENLEBCENEEFE,
( 3% ) ¥ RAID Volume Manager (RAID & H#88) 8B 5 ZFS.
ZFS A{EEHRE LW RAID BEEE , URHEFNMENBERT . ZFS RE—METHREFNFIRX

HREMSBESEER, ZWHFRBLTVEHX ZFS RAID fitEft. HX ZFSRAID MEZER | E2H
ZFS Wikipedia T

B Next (T —F) AERBUE.
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BaIRx

SHE Hardware (BfF) T LSR5 A %IEUE REARE ERDRE , WA,
BBt HREESENKS XY, T-SREEHRE DM, WHREEEML,

x
Storage Gateway @  Successfully activated hardware appliance.
Next step is to launch a gateway by selecting the hardware appliance and choosing ‘Launch Gateway"’ from the Actions menu.

Gateways

File shares

Volumes

Y Fitter by hardware appliance name, ID or launched gateway type.
Tapes
Hardware Appliance Name & Hardware Appliance ID Model & Launched Gateway -
I Hardware @  praksuji-bh viSloueix9yotyn5 Dell PowerEdge R640
praksuji-hw-pdx wlyd0dgh6j7kgano Dell PowerEdge R640 File Gateway
Details
Name praksuji-bh Vendor Dell
ID viSloueix9yotyn5 Model Dell PowerEdge R640
Time Zone GMT Serial Number 5Q8YOM2
RAID Volume Manager ZFS
T
BaMX (p. 23)
J2 3 A 3¢
BANERZE LB =MEEMXFHE——TXHEMX, BMX (EF ) REHEMX,
EREMHRE LB MK
1. EFFAWS Management ConsolefR/F3TFF Storage Gateway #2#l & https://console.aws.amazon.com/
storagegateway/home.

2. #%$F Hardware (FE#).
3. XF Actions (I4) , i%$% Launch Gateway (JBEI M%),

3 F Gateway Type (MxEH) , #£1F File Gateway (X#MX), Tape Gateway (B M <) = Volume
Gateway (Cached) (BRI ( B1F ) )o

5. X T Gateway name (MXEH) , AKX ER. BEMEKETEN 255 N2, HETEETERLTE
o

6. %&# Launch gateway (B31MX).

HEA T ETIEMXZERM Storage Gateway B ZHEERE L, EFRXERATEEEERIE 5-10 24
BE. & EEREIAP,

EHERENMXDE— NS IP it BT REERENXWNEED , MESHNARFIUERE,
T—%

N WEEE IP #hit (p. 23)

AMKREE IP ik

EHEBAREZ 2 , BREYEMKEOSET IP itit. BRAEGCHEEFREHAEL LBEF T Storage
Gateway , BEE N EH&%F LiE1TH Storage Gateway RELDE R — IP #hsit, EREMHER LR
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[MEES

HIMX D ECERAS P ik, EMAREI RN ZMXEE IP hit, BHNAERF ( N8 NFS 5 SMB &
PR, iISCSI BHEFE ) REFEEDLL 1P ihit, BAISUMEARZERGEAFEZMRAMIZFE,

ERELEE IP it AR N AERF

1. EEHEFIAS , %2 Open Service Console (RS2 &) AT AR H AN EZRE,
2. %A localhost login (&%) %% , RS Enter,

ERIAMK R admin , BRIAZERE RN password.

3. EHERIAFL, MRIER Actions (I1E) M Set Local Password (& B4 213) , A/STE Set Local
Password (1% B it Z48) X {548 A i A FTRYSEIIE,

4. (Wit ) BERERE, AXUEA , BSANAZERHRZHFEEEIBR (p. 17),
5. SMEIMXAIZHENMERERE , TR,

ARBEEAHEREHEENA NS HRERESHR RSN
dapters:

HELHBURUEARBUBAURREUESHRBELRBURULSE BUBUUBUHRNAY

6. B 2 BT AT RE Network Configuration (R4 EL &) T H.

AWS Storage Gateway Network Configuration

1: Describe Adapter

: Conf igure DHCP

: Configure Static IP

: Reset all to DHCP

: Set Default Adapter

: Uiew DNS Configuration
7: View Routes

Press "x" to exit

Enter command: _

7. EENEHEZEEAINEIFOERSES IP #thiutsf DHCP IP bt | LN ARFE RXH. ST
Xo It IP bit M F S REZBURHRIEAN IP it BRI 7R,

BHMXAHIZE &
#Crtl+] (AFES ) RE. BHEHABEIaBI,
Note

XRERRE AR XA 26 A HiE— 7,

T—%
FLE MK (p. 24)

EEREHRELNEHREE  REFETEEH AP, E , EUNBEFTEFRANMRIERE, A
PRRBREHTREK. BXUHA , FSH EELR Amazon S3 XM (p. 28).
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i Bk P <

MR 11 2 AR B BR X ¢

ENEHBEHFRZPRERMXRG , BEAU TSR, TRUERER , RMXBERNENEFRZ PEHR,
MR 1% 2 F I BRI 5%

1. EEMX R EIERE,
2. XF Actions (324F) , i%&$## Remove Gateway (ffl BRI <)
3. 7£ Remove gateway from hardware appliance (WIE#i% & FHIBRF <) 3T EEH |, %8 Confirm (¥
Ao
Note

ERBRMXTE |, SR ERUH LR E, X‘I?%“bﬂ%ii BT HEIEMIBR IS B A BIE |, $RIR
ZBERE. BxNBRMANEZEEL |, HSRER AWS Storage Gateway ?’“%JAJB}UF?H%#
SEBRIEEIR (p. 116)0

BRI KT 2 MIR S & BIBREAF 1R B . B RBIHRE UL RBTRREE,

Ml BRAE AR R &

EHRHERFIRZ ZFAWSIKSH , BURREERI XK~ HEFRNPHITHE. AWSaccount. X #1E
BT, BEMAWSIKF REE S — K FBUEAWSaccount. B 8EE EENEH P T2 MIBRIRE. AWS
KA RANETBRETC, FERUTHARBREHEFRE.

T BREE IR Z

1. MREFEHEELBZETMX , BUFERBRRK |, RS T BeMBRiZIEE . BR NI R E P HlER
MBI , ESE. NEHEE PMIBRMK (p. 25).

2. 7E Hardware (FE#f) ME L , RFERRAOBEHEZ,

3. XF Actions (4E) , #%$® Delete Appliance (HilBXi& %),

4. £ Confirm deletion of resource(s) (BIAMIBREIR) NFEF |, P EHINEIRE , A/FIEF Delete (i
B)o FER—5E BB RHIBR I,

EREREMHRERN , E2BBRERE LRROMKKBENAAERR , EF2BBREARERS LN
o
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B3 S3 THMXK

FriafE R AWS Storage Gateway

EHIPo &, BEUUKRFE XA BIBE MR WHEE, AWS Storage Gateway. FF#Z 8l , iHHR
FHEBHFEENIRZMEMEMER, H Amazon S3 XHMKIZE (p. 4).
S

B2 H85E Amazon S3 XM % (p. 26)

Bl 2 H330EF Amazon S3 XM <

FEREDH , BRI EXNMAGIE, FEMBESXHMKMEE. AWS Storage Gateway.

i
+ iZi& Amazon S3 JX#HM % (p. 26)
« FHEK Amazon S3 XM Connect EJAWS (p. 27)
o BFIREHBUE Amazon S3 XHM% (p. 27)
« EBEN Amazon S3 XM (p. 28)

®E Amazon S3 X4 M <

WMEIREHH S3 XHMx
1. $TFFAWS Management ConsolefEhttps://console.aws.amazon.com/storagegateway/home/ , $RfE £
AWS XigiRBEEHP O ERMHNE.
R EM R LITHIREMRRA.
ERMXKIEESLD R, MITUATERE
a. X F Gateway name (MxBH) , MARXHN BT, BIEFMXE , BULUIERLBZHLUEAWS
Storage Gateway#2#l &
b. EBERATRARKXH , HEEEIEE WM <h 5 i Xk 2 i it X,
4. TEMREDESD , MKRER | EFEAmazon S3 THMx.
5. EFARLEIMEBHH , MITUTERE
a. BERATENTEAD , EREEHEFHEEMANTE. AREIEE Storage Gateway EH AR HE LE R
E’Jﬁi??"‘ﬂ’]ﬁiﬂﬂﬂ% SEFHFA. TMATRIT I TIEREF :
« VMware ESXi— £/ VMware ESXi T#. =FBMEEMNXE L,
+ Microsoft Hyper-V— {# /i Microsoft Hyper-V T &, EBEHE &M< E L.
+ Linux KYM— EAE T Linux AR ELA (KVM) TE., ZBEMEE M E L.
« Amazon EC2— BB /Z3h Amazon EC2 324 , LUEE BRI <,
s BHER—NTRITUETAYEEFZZAWSTEE MK,

b. ;EFHT@U@QEI_]?%EF BHRERENBACESNEENENFERITTHESR,. LIRTER
TEHREENFE

6. iﬁdE!ﬁE’ﬂW]%E&EZEﬁ , BBFUERFEIAERNBRE, AWS. ET —HLUME,
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FFEH Amazon S3 XMk Connect FIAWS

)

4R

@Y Amazon S3 XMk Connect EJAWS

FHHTEY S3 XAFMKEZEEIAWS

1.

3.

4.

MBI RXBEM , FERPORNERE, %8 Amazon S3 XHMX. TRE |, BT — S LTI ERE
BJAWSH#Y “Fh” TWEIAWS Storage GatewayiZ &l A

ERSETE S , REKET A , EBRRXTATE2BENLRT SEBAWS. TSR A5

T -

o NFFIHE— R MK EAWSE L H Internet £, MRIEFRLIEIR | MRS A FIPS WL T A8k
BB EEERE VAT AR EELEIRE (FIPS).

Note

MREHRNEEZS FIPS 140-2 RIFMNMFERAWSELS GSITHRES APl , £A FIPS
RENARTR. BXEZEE , BTRAZERKBESLERE (FIPS) 140-2,

FIPS RS LT RIVER S P AT AAWSH X, BXEZEE , E5H . AWS Storage
Gateway%& s T S MBS HHIAWS — iR S&.

+ VPC £&— R < 5EAWSEE 5 Virtual Private Cloud (VPC) MIFAEESRE | B E] LU &I A W &
BE, WMRIEFET , W AFUBEM THFIRFER VPC LT R ID RIEENRE VPC LiFT R
ID, ZEFMRMEH VPC LinT [UHE R4 (DNS) BFE P that,

EMREEETIS | EBRIET , EFNARZEH M RAWS. T TR AP TERE

o IP trit— FEAARK FRPREHEFXH IP ik, I IP it RARANHRAMHFIRNEFHFL , FH
SR IMEEH M Web 53 S BREREEZ IP ik,

A LB M U B IR AR 7 B 7 i B SR M X M At 2 ) & M Amazon EC2 SR AE S M E &£ #
ZMK 1P b SKIREUM X IP ik,

- BERA— EHEENTFRPREMINBERH, SUUERARXABIRE &ERBEZR. R
FIREY IP kR AT A, HIEF LA,

NEMRELERE TIRFEMREEIIN A RAWS | IRUOTUBIEMR, £FET —HLABE,

B EFIRE HBUE Amazon S3 X HEM X

BUEHTHY S3 XHM X

1.

WMRIEE R, BERAT EBFFIRATRE

« i%E Amazon S3 X#HM*%
o fFEH Amazon S3 XMk Connect EIAWS

SERE , ERET—SUITHFEFHBEFRN “P” WEAWS Storage GatewayiZ & .
BEENHE LN HNABERMRIFAER.
MEFDDEHR , FERFEREENMNIZEREHA#TER,

Important

BUEMRE , BT EBRMRERHEERE,
DAELCHENX , XFRTEREET DR EFHEBEFEE R SICR. BRT —FH UM,
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https://docs.aws.amazon.com/filegateway/latest/files3/set-up-gateway-s3-file.html
http://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/filegateway/latest/files3/set-up-gateway-s3-file.html
https://docs.aws.amazon.com/filegateway/latest/files3/connect-to-amazon-s3-file.html
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BB &Y Amazon S3 XM

LB BB Amazon S3 XM <

TERH S3 XHMX LHITEREE

1.

MREM KT , BB T EEREHRGIE

+ iRi& Amazon S3 X#HR>x
o fFEBH Amazon S3 XMk Connect ZIAWS
o BEIRE HBE Amazon S3 XM %

STERE , BET—SUTFEEMX S “H” WEAWS Storage Gatewayi2 & o

EREEFFERIP  FATHIRELHE-IMEDH 150 GB (GIB) REMNAMHEZF. AT+
PIHM AR B RE TN T A ERENYIEFM# = EAX A,

f£CloudWatch HEAZ D H , R M{Ai%E Amazon CloudWatch Logs AU MK MIETIRT. ATM
DA T0 Ao 1T 243

- BN AEE— REFHN AFTANEIEMX,

- FANEAEERE— NERH TRIIRFERFNEH AEL,

« EHAEIEE— TEM#H Amazon CloudWatch Logs SRIS R RHI M %

fECloudWatch iR E0 & |, B M{A&E Amazon CloudWatch Bk , LMEEMKMWIERREENH
PRGBS, ML TR Tk

« BUHBCEEBIR— TE£H CloudWatch BIRZWAXMXERREL.

« B2 B ENX CloudWatch 28— BB ## CloudWatch ZR LB A XM K< IEIRNEH, %202
B iR LLTE Amazon CloudWatch 2 %18 1 E ISHn B EBRIRIE. BXEHA , S HEA Amazon
CloudWatch 3R #1#9 Amazon CloudWatch f F 5.

( Wik ) EFREE , REBERNFHRE , REWAX D K NEREMER LA BIEEAWS Storage

GatewayiZfld. EELTBRIVIMFIERENIFS.

( ATi% ) ERIE VMware High Availability BEE &2 , RFENMXEREBA VMware S TAY

(HA) B — 289 EBB F VMware £l L | HEZRWUE VMware HABUIIR HA BlE R B EE T,

Note
ER D GER T & VMware £HLF A LiEITHM%<,

EEMXEESBTEERTHS R, BULREAAENAN HA BE, RIEFEE/LD 8
B , RIEEH S35 Storage Gateway E L (VM)

IR E R MBI,
ERELZNFTFRAIRES |, BEMKH R EAWS Storage GatewayiZHl &

WE  BEZCENX , BLTBIBXHHESTREEM. BXUEH , ESHAEXHHE.
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https://docs.aws.amazon.com/filegateway/latest/files3/review-and-activate-s3-file.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
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EVHFHE

ERTBrd , BAUNKRIEXNARIRNGRZNHEA., BUUCIETERAME XSRS (NFS) BRSERHE
B3R (SMB) MG R I HE,
Note

% NFS = SMB EF i XHBEAXHERMARR , SXHEMRSFTHRIEIE E£EZ Amazon S3, &
EREXHE (AN, NEE%E )., LEXHHEER S3XWR , LEXHNTHENEH S3
WROTHE, LIRFUBRNRNSE —MRE , NTEBRN RO MR, MRSH S3 RA#E
#l, HEEAENRA

MBRE R APEEO A THE , WSAB— N S3 WRHABRIE S3 WK, X
THREREXHREPHOXHTE , EXHREFREXGETLSHUBET M4, WiRETNSZ
B & 18 B B T A SCAH IR EAWS Storage Gateway , AER T =N X REMA S Amazon S3 7
ERE,

UMM EEIER | EFAERE Amazon S3 REA S3 A& MEXEE$ (CRR),
B A S3 AT |, FXHEMEM % EEE Amazon S3 2SBEDHMRAER S3 WK,
RESRABEXHMIHEEAERNNITERRE (HW0 , 2LNSRRITHX MG L& ) ATEELENE
&M S WRMANHE, WEXHMXEFHTEXHEAXMEERKZE , NTELMES
N SIWRIA. MRBFA S3 MRA RS , XEHRLIEMN S3 7 ZEE , HiBNE CRR X%
B, MRt 5 Storage Gateway — 2 FERAKFTA XHRE , METRENXHRENTES
Amazon S3 ZfER H,

¥ Rsync TABRFEXHMXEEERASSRESRTF ORI X4 HE Amazon S3 # Bl & IE AT
S3 MWK, S3IRAE-TEIA (S3 5 — IA) F S3 BEED BEMEA P = £ IR ETMH R 2R A,

RINVBERT , HEBE NFS HEr , HNiFR NFS REEFHEMAZRBET R NFS MHHE, S l@EN
IP it ik PR HI3 2 7 iR B9 5 1] o

XTF SMB , BAILAE=FTEN S HRIEERX2— :

+ B75F Microsoft Active Directory (AD) AR RN HHE, FMEZE FHRIER Microsoft AD A F #4F3k
BT e S HZ SRR RAR
- BEBERFEMNRN SMB XHHE, RAELZEENRESAFNEARATHIRE (BIATIIR) . AF
MA WAL IEL T E (BIELHIER ) o
« EEREFRENREN SMB XHHE, AILUIRAMRERDMEMA A EFIREN I X HHZHHERR,
Note
BEiE NFS XHHEMXSHO XA LELE POSIX KPR, XITF SMB XHHE |, B LUER

HEEE SR (ACL) REBNHHERNNHMX4RONR, BEXESZER , B2HEA
Microsoft Windows ACL ##IX SMB X4 ZH 15 1R (p. 143).

KHBETAEE A RSN TERDG LA RT, ETE—AZHM%EES A NFS T SMB T3

Important

BEOEBEYHRE  XHERMRXEREHME AWS Security Token Service (AWS STS)., HERAWS STS
THEAWS XEEIEESI R HER%, MBAWS STSEREEEHEAWS X8 , BEFT. BxM
{TESERE BAWS STSHES A, BUEFEHAWS STSTEAWS XigihYAWS Identity and Access
ManagementF F 5 7.

Note

&) LUE FAAWS Key Management Service(AWS KMS) IIZ2 3L M < 7E Amazon S3 H ik 3T
Ro BEEM Storage Gateway EHIBMITIIRE , BESFEGIE NFS UHHRE (p. 30)EABIE
SMB X#HE (p. 33). Bt T LUBE A Storage Gateway API RIU{TILIRVE, BXIEHA |, 1B
2 CreateNFSFileShare E A CreateSMBFileShare F KJAWSStorage Gateway APl 2.
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Bl NFS XHHE

RINBERT , XEMKREFHEIIEEA S3 M A Amazon S3 (SSE-S3) &K ARS 85i% in
o, MEEMER SSE-KMS (RS ERIHINE)AWS KMS— EEZ4H) B S3 MMM ERIANE |, X
R TR E IZRL XY SORHE A SSE-KMS # 1T

B A SSE-KMS 58 HEH AWS KMS Z4A#TINE |, BA4H=E A SSE-KMS &, &
RATHRER |, SEENBRXHHRZRME KMS Z46 Amazon BIRAB T (ARN), &b LUB
£/ UpdateNFSFileShare 8 UpdateSMBFileShare APl BEREH XL ZMH KMS K&, EH
&, WEFN A FF#EE Amazon S3 FHERPHIIR.

MBI AEE R FEHA SSE-KMS #HTINE , M AMF3hR

fnkms:Encrypt. kms:Decrypt. kms:ReEncrypt, kms:GenerateDataKey,

Mkms :DescribeKeyXt EXHHZXEKEN IAM BEHRR, BXELEEL , HSH . 5 Storage
Gateway EAE T F MK (1AM KBE).

ES]

- BIE NFS XHHE (p. 30)

« B SMB XHHE (p. 33)

212 NFS XHH=E

EOEMEXMHRS (NFS) XHHE | EREUTIERRE,

Note

% NFS BEF R XHBEANHMXAE , XHMXLFX4HHEBIE L4 2 Amazon S3 , RAERHERT
BIE (FFEN. HABE ), LEXHEENUE SSHR , EAXHNAHBENEF S RN
BiE, KEBEFENKRNS — WA , NTERTRIHEMEAR, WREH S3 R4z , 8§z
TN T

MBRE R KPEE O THE , MBI S3 WRHABRIE S3WR, X
THEREXHREPHUXHTE , EXHREFREXGFTLSHUBEFT M4, WRETNSZ
B & 18 B B T A SC4H IR EAWSStorage Gateway , AMEE T =N X REMA S Amazon S3 7
ERE,

UMMM % EEEIER | EFAERE Amazon S3 REA S3 MAZRAMEXEHE S (CRR).
B S3 AT |, FXHEMIEM % LEE Amazon S3 2SBELHMRAER S3 WK,
RESRABEXHMIHEEAERNNIERRE (HW0, 2LNSRRITHXMG L% ) ATEELENE
A SIS WRMANHE, WEXHMXEFHTEXHEAXMEERKZE , NTEL0ES
N S3FRIRAE, MRBAT S3 MAERS , XEHRELEH S3 FHZEE , HENS CRR XM
AR, MidEiK 5 Storage Gateway — 2 EAMFTE HFIRE , LETHESN 4R ENMT
5 Amazon S3 X H,

¥ Rsync TABRFEXHMXEEERALSRERTF ORI X4 HE Amazon S3 F Bl & IEat
S3 MWK, S3IAE-TEIN (S3 5 — IA) 1 S3 BEED EEMAEP = R ETMH R A,

I NFS XHHE=E

N =

ITFFAWSTE Storage Gateway ## & https://console.aws.amazon.com/storagegateway/home/.
ERCNBNHHEUITHA XS HZRER.

ERATMX , EMNFIRPIEREER Amazon S3 XHMX,

EATFAmazon S3 L& , EHITUTBRIEZ— :

- FEFNHATEEREERD S3 FMMA , HIEES3 FREEY , ARMA S3 FHEE AR H

ERBRNNRNEIRER (k) . EHNRXERALEEEREENREG. BXCEFE#BN
F8 , BSRmAeIE S3 F#4 2 FHAmazon S3 A #Em ).

- RETHRQOEX AR EERS S3 FHMA , FRESI EARL , RARMA S3 BARBHURIH

ZHENNRWETRER (L ) . ENEERRBEANE BN NHEREERAEAR. BXxHH
HEEER , BESRER Amazon S3 18] 2 & B EUE 1 18] #1517 17 428 ) 2 B 177 17 /2 AR B9 Amazon S3
AFiErmH).
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Bl NFS XHHE

10.

1.

- EENEARBBEXHEHTIEEE S3 FM#E , FERSIEARIE , AEWMA SIEARLE ,
WA SUERR AR HZNBRH N ROTTRE . MPREFLIED , NXHERXTENEIFTHAWS
Identity and Access Management(IAM) £ & 5 B KA RIE, ERTERIE IAM B @D
[EIRM S3 FEMMITRET RNE D . BXHRIKRBNENESELR , BSANENEALEATFSE
3 E P HAmazon S3 A IEEH).

Note

- MRAATNREN , RERFBIBEAL/TBEARINBRITIERE , WSARMAXHHESR
FRo

« AREBEMBIAERTLER (/).
- XHHE6EE, Hu@i%f"%/ﬂlﬂkjﬂﬂﬂlﬁo
- AXEANKEMNES  FSREANKELTRPHAMazon S3 AFEEF).
BEATAWS X , EEFEAWS XHES3 FE1R.
BATXHRAZERS , HAXAHENER. RAEHR S3 FRBEFRRB R IER.

Note

- MRBATHREN , AEEFRBIBRARTBAQSIBRITERE , WATRAANGHESR
o

s BIEXHHRER , TERBRXHERZER.
( WJi% ) 3 FAWS PrivateLink¥ T S35 |, 14T A T4k ¢

1. EREXHRAEUBIZIHNELIAE R (VPC) FHEO LR RUEEE S3 , BHITUTERE !
AWS PrivateLink , #£#2H VPC LiFT K.

2. EWMELFEXMHHZEREN VPC BOKKT R, HRFEME—VPC KT R IDEALVPC KinT R
DNS &7 , REEMMHNFRHPRHUFTENES.

Note

s MBEXHHEAZEN VPC EARSRETS VPC iR K <B B BEES S3 , NEERTIH
S,

o FRAXHHREEREAWS PrivateLinkFIPS BX .

« BXHIE EAWS PrivateLinki& 35 ,AWS PrivateLinki& i T Amazon S37#JAmazon S3 A
FiEEH).

31 F Access objects using (EFR T TEHEIXR) , H%#FE Network File System (NFS) (RE XRS5
(NFS)),

3 F Audit logs (F& B ) , BEFUATETZ — :

- EEFAXRICEK , %FEDisable logging (A BHEIER).
EQEFNFERAE , FERAERNBRA.
. E{EFHEEEEH'EI«?E\ ,BERERAANEAEE  RENIIRPEFRFRAE.

BXEZATNESER , BRI HEXHFMXEFZEE (p. 76).

FERATM S3 BFRIFMER , ERRERFER , FREFEALEFNE (TTL) R XHERAZEEF/TE
(AR, PP REN ), TTL RE LXRRIFLRMNEEKE, TTL HERREESE , BRZE xRS
S THMRE M Amazon S3 FHBERIFIZE ZHWAR.

BEATXHLEEA , EREERE () MEEXHMKRTES LEF S3 KREIEA, &
|_/JL,EH‘TIEI1J«X%’)jJiﬂﬂ%?’“ﬁ%?%EEEZB‘(#Z%EAK#E’JE&J‘ MRERZEEFNY
¥OobjectUploaded@HINEE. BT EFWAUNXHH#ITELS/NEAN , ALEFRTREKAENZE
ws¥% BB RGN A RN E— X ERSNEL, GEAESES , BB RRESU EEE
A (p. 69)o
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Bl NFS XHHE

Note

IR BN R L2 2 S3 MyRtE |, [N SNEE a9 et i,
12. ( Wik ) 7£ Add tags (RINFRE) 2 , WABRMELUEHRERMEEHXHHRE, RERBEBEE
B, BREIBRIGAENX S K NENRIER,
13. BT —%, XEXFE : BEXMHE Amazon S3 FHI 175 NI ARE R
14, BEATHEXNROEFHE , RBEMATE Amazon S3 BT EIBNF XN ROIFZMHE
s ENBAEVHRANKBEIRFEEGRE F2FNSANTRARXS | EIBS3 554 BX S3 R
KNWEZER , BESRELERRN R FMHEPHAmazon Simple Storage Service A F{55E.
- EENENEBEEDILTFTERNEE L RERECEEEE , BIERS3 BEPE. BXSIE
HIREHENEREER , B2H. JENRICLEHRATLE 7R BN R FH# X Amazon
Simple Storage Service A iER.

s ENEBTEVRNNKBEIRFEEGRE E2FNSANTRAXF | E2BS3 5 - IA. BX S3 #nfE
— AGFHENESZELR , FZRTELEFRN RN F#EPHAmazon Simple Storage Service A F
EE.

s EETEVRRNNKBEBEE#EENTAXSP |, ©BES3AX-IA. BXSIEX — A FZHENES
8 , BBRATKXE X RN EZ#E M Amazon Simple Storage Service A A #5/.

JTHEBhUAYE S3 IkE | iEFEFHAWS Trusted Advisor. EXEZER , #51 . %iET EHHAmazon
Simple Storage Service Fi F 5.

15. N TNRAHE , EREFEANTHE

s EREHTEERNE LEXRN MIME KE | Ei%ER MIME 38,

- EERHE NFS XHHEN SIEEENAMEERTFTESRFINER , BTERILFHBAEETSEH.
BXEAXHRERGRAEMKFHEENEEBTIFANKNESEE , BSRFEAGREHRTEK

s MRZBEERBFRERENE (M TREHEEHES ) XTHTRARANTFERLERALEXHRE | &
BEREEAREENR EXEZEL , BSRBRELHFIREMEE.

16. SEATIHRER S3 FHMAYIER |, iERAWS Identity and Access Management(IAM) B , BHELEX
MK ARG RIER Amazon S3 172548 -

s BEEXHRMREGRREUETN IAM BERHEKRE |, HERETN IAM A MREXHHREE
AEA SR BEREES Amazon S3 , M HETA A A,

- ERFENEN IAM AGHFHREHRIRE , SEARERAIEN AM A6, MRENXHRZEH
BEARBBIEREET Amazon S3 , MATEAKETR, EIAM AEES |, #WAHATiHREHNFE BN
ABMN Amazon BREH (ARN). Bx IAM BEHNEER , HSH. 1AM AE&FHAWS Identity and
Access ManagementF FF {5 73.

BX S ERBHRNRNESEER , FSHE TN Amazon S3 fFFEHY T FIAUR (p. 49).
17. ERATMEIERER T INEXHMXE Amazon S3 HF#E XTI R INZEFRHRR .

« ZEFAH Amazon S3 EEM RS EFIHINER (SSE-S3) , £ S3 FEE 4 (SSE-S3).

. EEFAXENRSRIHMNZAWS Key Management Service ( SSE-KMS ) , i£EKMS &K Z4R
(SSE-KMS). EERNFESF , BIMAAWS KMS keys &L FBIEHH KMS R4AE R SIEHH
KMS Z4AAWS Key Management Service(AWS KMS) ##l& ., Bx WEZEEAWS KMSESH, 2
fF AAWS Key Management Service? F FIAWS Key Management ServiceJF &£ A R $57.

Note

ERTEAWS KMSTH A K FIH 5B K key REAAWS KMSK B TR AVHZEAWS Ik
P, 8 A4E FFAWS Command Line Interface(AWS CLI), HEXEZELR |, 5
i . CreateNFSFileShare®#JAWSStorage Gateway APl %
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https://docs.aws.amazon.com/AmazonS3/latest/dev/RequesterPaysBuckets.html
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Bl E

TXFEFIEN KMS Z4A.

18. EET —FUREXHHFIRE,

B E XA R E

1.

2.

BEATANE R, BEERATERRHASNMIEF BN XHLENT R, NEBAWNEFFRRESR IP
# 3t sk CIDR RRE. AXZXFN NFS BEFRINEE , B5H XHMX N NFS B/ (p. 14)o
EATHESRGETS , EEEMRNETNERERMNS .

3 F Squash level (Squash R 7)) , FEFE T HET 2 — :

. FREEEER : PR A U5 AR PRIGBAETBIAE A ID (UID) (65534) R4 ID (GID) (65534),

o RERER  EEBRAF (root AF ) IBAF BHHEWIGRINR,.

o REEEK (RIN) W TFZBEEAF (root AF ) MiF RN RFELE F UID (65534) Ml GID
(65534),

XFF Export as (SHR) , EBLUTEIZ — :

+ Read-write (iX/B)
+ Read-only

Note

Xt FEHEEHAE Microsoft Windows B im LRI X HE | R {RiEERead-only , BAGELERTE
RENERE L BOIEHRIER . EA 2R EE S
31 F File metadata defaults (3 TTEIEERIAE) , B LA 4% Directory permissions (B &#XBR). File
permissions (XX FR). User ID (FAF ID) # Group ID (4 ID). BXEZEL , TS M%&E NFS X
HEWTHBREBIAE (. 55)0
BERET—%,
REXHHZERERE , AFEEFinish.

EOIE NFS XHHREZR , BUNEXHAZENFRAEERETFFEFEXHHAEFRE,

T—%
R 5 RS NFS THRE (. 39)

SMB X HE

EOIRRSEHER (SMB) MHREZH , FEANXHMXEE SMB Z2RE, BIEXLHBE Microsoft
Active Directory (AD) SR FRILABTHHRIE, —MNXHEREZ[EHE—FPR AR SMB FE. AXHHA ,
BESRRBEMXH SMBEE.

Note

BRIFEZSADRITHASENED , E SMB XHRETEAEEEZET. BXEZEL , HS5FIKO
EXR (p. 184).
Note

Lrep/ BB P IR S B A RRE | AFRR & AR BIE L2 ) Amazon S3 , RER
Hu@dE (AN, HEEE ) . LAXARERCE S3 R, LEXHHNTHREFER S3XR
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WaEiE. EEBEEENRASE —MRE , NTTERNROHE MR, RS A S3 A=,
FEEFE DR,
ZIU%"‘EESD“C#M?EqJ'T?—%E’JIﬁ:E’JEﬁﬁ M &BE— N S3 WRHABRIE S3 WK, X
THEREXHREFHIHETE , EXHRETREHTASRURT ., WABITRIS
EEAEFFJE’JFEﬁI#EH’EAWSStorage Gateway , BAMER T R8N XHRENAE Amazon S3 7
ERE,
MMM % EEEER | EFAZERE Amazon S3 REA S3 MAZREMEXEHEH (CRR).
B A S3 AT |, FXHEMNIEM % EEE Amazon S3 2SBELHMRAER S3 WK,
RESR AR AN E ARR M THERE (Blm , 2 IASBRIITHM L ) ATeESENE
fEHY S3 W RMAM I E ﬂﬂ%)‘(4¢ﬂ?€§ﬁﬁﬂ?ni1¢§)\$ﬁ'ﬁ?ﬂ§hﬁk TiE , MATRESBIRS
N SIFWRA. MRFA S3 MAES , XLEHRAEM S3 FHEZEE , 85 CRR XM
’ﬁlﬁﬁizl&o MR BT R 5 Storage Gateway — 248 f K FT A XHHRE | LB T RSN RS
Amazon S3 X B,
¥ Rsync TABRFEXHMXEEERALSRERTF ORI X4 HE Amazon S3 F Bl & IE AT
S3 WK, S3IAE-TEIA (S3 5 — IA) F S3 BEED EEMAE P~ R ETMH R A,

e h =

5.
6.

7.

ITFFAWSTE Storage Gateway #24#& https://console.aws.amazon.com/storagegateway/home/.
ERCBRNHHREUITHA XS HZRER.

ERATMX , BMFIRPIEREN Amazon S3 XHMX,

EATAmazon S3LE , BIMITATHREZ— :

- BENXHHZTEEZERES S3 T?ﬁ%‘ﬁ , BIEESI FHREN , ARRATERENUAR4HE
ﬁUEE’JX‘I%E’J BIRER (i) o R 165 PR B A R R A U RS, % DI ST RS
, BSR A6 S3 FHE 2 FFE’JAmazon S3 AFiEmE).

. Elﬁﬂﬂilﬂ_] RNEXHREEREE S3 F#MB , LRSI EAR , ARMA S EARBHUR4H
ZUBRHONKROEREN (L) . ENEERBERLABRENFHRZEHERAEAR. BXHR
RINELR , BZFEA Amazon S3 1 8] 2 B B R 1 17 R 7 R 2 46 22 R 2 17 7] 2 P BV Amazon S3
FAFiEEP).

- EENEARBBENHEHEIEEET S3 FM#E , BERSIEARIE , AEMA S EARGE ,
AT R A B S R QR RO AT BT, MEERIET | NS T % Ol R FAWS
Identity and Access Management(IAM) B &5 A RBARE, BAFUERAEN IAM BEHER
[EIRH S3 FHEMMIGRET RNE D . BXHRIRBNENESELR , BSANENEALEATFSE

R 3 E P HIAmazon S3 A IEEH).

Note

. ?E%ﬁikﬁﬁéﬁ%ﬁ'\ FERFBEIEALRBEARNGHITIERE , WXTHMAXFHRESR
o
s HBRBHYVIARERITLER (/).
s XHHZHERE , SIRBHT ARSI,
s BXEHNEZEMNES  FRAFEANBELXN RPAmazon S3 AFEREF).
ERATAWS Xig , EEAWS EiE‘ZS3 .
ERTXHHZERD , HAXHEHRZENENR. RIABHE S3 EHBEHRAHTEAIER.

Note

s MEMATHEEN , RELEREIBASSBEASGBHITIERE , WATRAXGHLEZSR
o
- BIBEXHHRER , TERBRXHERZEE.
( ATiE ) X FAWS PrivateLinkX F S3/ , HUITAT#R4E :
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8.
9.

10

11

12.

13
14

1. ERBNHAZTLUEIXHNELIAE S (VPC) FHVZEOK LT SEES S3 , BT TERE
AWS PrivateLink , &8 VPC KimT 2.

2. EHRELFEXMHHAZIEREN VPC BOKKT R , HRFME—-VPC LT R IDELVPC KiFT R
DNS &7 , RREMMHNFRPEHUFENES.

Note

c MRXHHZEY VPC HMARHERE VPC HR RXEKM BB EREET S3, MFERNITI
B 8

o ERANX4HEZERAWS PrivateLinkFIPS WX TR X%,

o BHXxH{EBAWS PrivateLinki& 38, AWS PrivateLinki& T Amazon S3# #JAmazon
Simple Storage Service A IE.

WFEAUTIEGRENS , EERSERHEER (SMB).

3 F Audit logs (R B &) , FRBUAT®RIIZ — :

- BEXHAKXIZE , %EDisable logging (2 B & x).

- BREBFNERAS  BRBEFN AR

- EFANEEEE , BREEANAEAEE , ARMNIRPERFRZA L,

BXEAENESELR , BRI THXHEMXFTZERE (p. 76).
ERATM S3 BERIFERF , B RERFER , RASERAEENE (TTL) REUXR, IMoeRE
NHIETE , SRIFXHRZENERF. TTL 28 LARIFLARNNEKE, TTL RERREYE , HEZE
XS BOMHMKXE KM Amazon S3 FHERIFZEB XA E,
BEATXHLEEA , EREERE () MEEXHRMKTES AR S3 KRB, &
BEICENEUR A EMREFHEFREERX G A BEANHNRE—IMNARZEEEFNY
#OobjectUploadedBAITNEE. HTFEFIHAUNX4HTESNEA , HibHEFR TEEKREIZE
WS, LBRERENHNEABRAAR —XHERZSPENM, BXEZER , BSHREG LEB
A (p. 69)o

Note

PR ER N R 42 S3 WIRTE |, RIS A A,
( Wik ) EFREEL , EEFNFHE , RRRABENELSRSRIMEIXGRE, MERBHEE

B, MENERNHREENX D K NENRMET,

BET—%, XEXEE : Amazon S3 FHIRERMITERR,

ERTHNRNEME | RIBZERTE Amazon S3 EEHAIENFTN RN EME -

s ERAEVHRNNKBBEARTFEE®E FSFNSANTRRXAF | EIES3 H5E. X S3 FRHEFHE
KPEZEL , BSRLE X R EME P HIAmazon Simple Storage Service A F #5F.

- EEN N EHRERHILTERNFEEHRERRCFESRE , BEESI BEEoE. XS E
EPBREHENEZEL , B5H., TEIRCELEHRFMTLE T E X RN FHEFHAmazon
Simple Storage Service A 5.

s EEBTEVRANKBEIRFEEGRE E2FNSNTRAXS | E2BS3 55 - IA. BX S3
— AGFHENESZELR , FZRATELEFRN RN F#EPHAmazon Simple Storage Service A F
.

s ENETERRNNKBBEEHEENTARSP , EESIEXIA BXSIERX — A FHENES
EE , BESRTKLE X RN FH#EFHAmazon Simple Storage Service i 5.

T EHBhESE S3 kA | FFEAAWS Trusted Advisor. BXEZER , 51 . BT EdiAmazon
Simple Storage Service Fi 5.

15. MTHRRKRAHKIE , REEFEROTHIE
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- ERBENHTREHNCE LENRH MIME KB | HEEH MIME K2,

- ERRETE SMB XHHEN SI EHBNFEEETESEHNE , TR EREREETsE
B BXEAXHEERGREMAKFHAENEEBTINNKRNEZEE , BSREAXGAZHITE
TK =51 (p. 52).

- EMMRETE SMB XHHEN S EHBNFEER TSGR , FEEREARBEENR BXE
ZER , FERBEEANREERE,

16. EBATIHEEH S3 FEMAVIEE |, %EZEAWS Identity and Access Management(IAM) B , RFHE X
M5 ARG RIER Amazon S3 17548 -

« BEXHMXEBARECIENN IAM SENI5EEKRE , HEFCIENN IAM B6. MRXFHERE
AEA R B EREE Amazon S3 , N EBAATA,

- TERINEN IAM AGHFHREFFIRE , BEEERAIEN AM A€, IREHXHHZFER
EARKBBEEE Amazon S3 , M AFERA LRI, EIAM ABEF , WARTHEENEERN
ABK Amazon BREH (ARN), BxX IAM BEHNEER , HZH. IAM S EHMHAWS Identity and
Access ManagementF F {5 73.

BX S FHBHANRNESFES , BSHETX Amazon S3 FEMEI T AR (p. 49).
17. ERATNEEFRER T INEXHMXHE Amazon S3 HFEHE X REINZEZRHRE -

« ZEFAH Amazon S3 EEM RS EFIHINE (SSE-S3) , iR S3 EE 4 (SSE-S3).

. EEFERIEENIRSBIHIMBAWS Key Management Service ( SSE-KMS ) , #&1EKMS £ E R Z4A
(SSE-KMS). HEERIIFES , EIFBIMEAWS KMS keys & ik F I HH KMS R4AE D OIERHH
KMS Z4HAWS Key Management Service(AWS KMS) ##l1&. BX WEZERAWS KMSESH, 2
F ZAWS Key Management Service? 1 BJAWS Key Management ServiceJf & A R 5 /.

Note

EIETEAWS KMSHERFIH BB key AEFAAWS KMSK B FEIHI4EARLAWS Tk
P, &2 {ERAWS Command Line Interface(AWS CLI), EXEZEL | 5
¥ . CreateNFSFileShare##JAWSStorage Gateway APl &%,

TXEIEXFR KMS 24,

18. BT —%H, XEXFE | XHFHRENEERMFERR,
19. ERATRIESZP , RREFRANFHRIESZ.
« EFA®I Microsoft AD Xt SMB XHHE#TL T HHRIEAHE , HikRActive Directory. X
GAZ B hIDN -

s EREBFHRNR , BERHEHR. IREEFLSORIESE  BHXERXTLE
Microsoft AD 1 — &84, & A LAE S AD 151K 5 i U4 M5 3R 6132 B SR 5 17 18] AR BR Y 3L
HE, BHXNEMNNFERFH SMB RSH|REREZED.

Note
EEAMIGRZEE PN TA,
20. ESMB £EZiEEBIHH , “FREMNIRE.
XF Exportas (S ) , BT ETZ — :

+ Read-write (i2E) ( BRiAE )
* Read-only
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Note

5t F &L #E Microsoft Windows %F‘JrﬁJ:H’JSZﬁ:A-—,c , MR REERead-only , BATREALTEH
REMNERBILESIETHREEE, B LIZBIES,

3tF File/directory access controlled by (3X#/B FiFRI#EHAR) , EBETHEz — -

« EJ SMB XHHAZEHHNHMNHFRERBRRENER |, HEFEWindows HEZHIFIR. BRESE
B, 2R A Microsoft Windows ACL ##% SMB AR ER B (p- 143)o

- EfEFA POSIX MREHXTET NFS 5 SMB XHHZFMAAME FHTHE , HEFEPOSIX XR.

WMRRE B 4RI 5 % 2 Active Directory , W FERRAF/AH |, A AD AFNANES 2 RIIR,
MR E EETE R AR B S R o P A SO RSO SR 9 T R B (ACL) , B ITILIRME,
g, FEAFNANEEXHAENEEANR, ANIES4TNeblm , A , @groupl.

BATRDKRNES  EENATERIZ— :

 EATMXESXSKNE , BREEFIRIEE.
- EAUEPESRSKNE , BREBRHIX D KNE

Note

© WSRIER AT, WRER AN A TR SMB FFiRERE, JAM SMB & imE R4 M
WFFF 5 p SRR | AU BT BT A ARIR
BATETHROKESD , BEUTETZ—

EEAZPH NSRS EF B RNA A, HEREX AN E FER.
- BEESHEHEERZT ENXANXERNAEAPSHTR  EEREAXHMEREA.

Note

ETHRNMER MRS , CREAZHIHREFFIR (ACL) ik SMB XHHE LAy #4
MR

FERATHALENS! (oplock ) F , BT ET 2 — :

s BERAYXHRZFEANSYERMICTHEHREE |, HikiREnabled (BB A). EAZSHEBERT , B
HLBER IR S HEE |, 5527 Windows J:Tj(%i?'iﬁo

- EREERANSHE | §ikEDisabled. MRITAH I Z A Windows T = i 57 5 5] B 4m 58 48 B #Y 32
#, MARERAN B ERR TURS R,

Note

NTSEREFRBFRTHRREXMHHITEAH  BUFERNRS KNENHEZERAISH
Eo

21. (Wi ) ERAPMANHHRZHRBOH , EREHNRE,

EATAWHNAPRNA  ERFMATAFEARMATARAZATXHELZIHRN AD AR R4,
EEHIRUREBEA TR TSN AN 4.
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EATHRELHWAFMA , EERINELAFELARNNEL AR AZELXHHZHRG AD AP s
A, EEHYBRTREFTERELRTERSHATNE,

Note
ELEXEE : AR MEXHEZH RN TER T 2Active Directory 2.
A AD AFSRAE . HEHAMKMANEE AD FHMXE R BERT.
AREREEEAAWSELOAFHA , ETEE S HRIEN AD A S &I BS
22. BET %,
23. RENHHAZHRBIRE , RFEEZEFinish.

EOE SMB XHHAEZE , BALEXHHEN Details (FAFE) EMFHERENHHFRE.

T—%
HEEPis EES SN SMB XHHE (p. 40)
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EEFI LR NFS XHFHRE

BAERAEHNXHLRE

ETXH , BAUKIERNAERE S m EEREHXHRE | WAXARXURREZTZFER RO
B, AAXFNMEHRS (NFS) BEFRMNESER , BRI XHEMXZIFH NFS /- (p. 14). AX
XEFHRSEER (SMB) BEFRNESER | ESHAXHEMKXZIEFN SMB F- i (p. 14).

EALAE AWS Management Console P B EH BN XHRZEN ™G T, EUTEHSH , BAIEKIEX
MAEEFRLLESHRE  FARE  MEXHERAARREEEEERRNIFEAEE.
S

o EEPUEEER NFS XU HE (p. 39)

s EEFREEREN SMB IHHRE (p. 40)

- EEETAGENN SN EER LAEXHHRE (p. 42)

« i S3 XM (p. 43)

o ETRZMHL? (p.43)

=] Ll M= = —_
EEFim LEE NFS XHHH=E
NE , BEFFIHREELERT NFS X4 RZHFHEMHAEIRA Amazon S3 FE .

BHHHZHHEME T Amazon S3 Z4EHH

1. WMBREER Microsoft Windows &% , BiVESE SMB X4 HZHEHEE Windows B ik 2%
B SMB ZFigiAEE. MEMEH NFS , & Windows 75 NFS HIRS -

2. HEHNFS XHHE:
« X¥F Linux BFE , BESTRITTRBANTSGS

sudo mount -t nfs -o nolock,hard [Your gateway VM IP address]:/[S3 bucket
name] [mount path on your client]

« XF MacOS &P i , BEGTRAF FREAUTSHS ¢

KiF

sudo mount_nfs -o vers=3,nolock,rwsize=65536,hard -v [Your gateway VM IP
address]:/[S3 bucket name] [mount path on your client]

« XF Windows /iR , BEGTRRIF FTREBARTSHS ¢

mount -o nolock -o mtype=hard [Your gateway VM IP address]:/[S3 bucket
name] [Drive letter on your windows client]

Flgn | RIZRE Windows Z2Fig L , B VM B IP ik 2 123.123.1.2 , Amazon S3 fZEE B
Etest-bucket. BRIEEMETTIEZEE T, EXHERT , BHGSRIM TR,
mount -o nolock -o mtype=hard 123.123.1.2:/test-bucket T:

Note

EEFHREN , EFESM

« BARERIBE) Amazon S3 EHEBHEEXHRAF KA BEZHERNE R, EXHER
T, RN REHTEERHBHML , WA EXHREXERAP AN, Flan , MEEEE
BEBNNFT RtestELtest/URB AN HKtest/testl , NRtest/Ftest/
test1EXHMRFTR,
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- EEFRYEPRCE  CUREESHES HRE,

« BIAMBRT , Windows fEFHERREREMN NFS £, YEEEZAEN , RESER
SR, RINBUWEAERR , RAERRERS , AUUEFHRESOHE. REHH
TALEH -0 mtype=hard FF5%, Windows BEZH WA -0 mtype=hard Fx,

- MREEAKR Windows B , FEBI R ZETM mount HHHITEEERELN
mount &I, ZWMRNIAEARUNBFETERMHRE, CENERINEREEAR
EWIEXA , XEEEL 60 BT BEER.

T—%
Wik S3 AR (p. 43)

EEFin LR ER SMB XA HE

WE , BEHT SMB XA FHRE T AIHE SR RNREIEE. EZ8HENXHERXETLERT ATHA
T SMB FFinZXFERT T, BETR , BRI - EHMETH T,

B ERILM ARG ERER SMB XHHE |, 81 :

« WHRRM (cmdkeyfnet use) — FAMTRAFERENHHRE, ERFEKENEREcndkey , A
BRARERFEnet useHEHE/persistent:yesHl/savecred IR EHEEEERREH BRI
% | BS5H, EFEANEATSNSERTE , E4ABRTFERREEEH I35 LUE Microsoft Active
Directory (AD) THRIRREAFHE,. RFIWMT,

s YHRFEES (MEMERSE ) — 8 Windows YR REESERIM4HE, BERBUEER
EREEEERAEFBIIEPREHERHAMEER,

+ PowerShell B4~ — 812 B E X PowerShell BIALEH XHHE, BESEMADIEENSH , EZETU
ERREFZERETE , ARERHEETUNBERETNHFT TN,

Note

WRER Microsoft AD AIF? , BENENEE R UBREEN SMB XHHEEH IR REZ 50
BRGREXHHE,
MRERRERF , BFEZHERXHAZZARREABERER K BD,

AW TRREFRRM Microsoft AD A FHEREN SMB XHHE | EMITUTHRE

1. 7% SMB XHHEERIZASNWREZE , HBMR Microsoft AD FFX SMB X#HHEFMKEMNN
Ro

2. EWTRIAL , MAUT SN XMHHE

net use WindowsDrivelLetter: \\GatewayIPAddress\FileShareName /pexrsistent:yes

FEABTRRAIEARENASENENASHER SMB XH4HHE !

£ SMB XHHAZEH IR G 2T BERZA SRS ARG RZXHERE,
ERTRTIHFL , AN THESUE Windows EREBRFREFAFER

N —

cmdkey /add:GatewayIPAddress [usexr:DomainName\UserName /pass:Password
3. EGPERFTL , MAUTHSUESIHHE .

net use WindowsDrivelLetter: \\GatewayIPAddress\FileShareName /pexrsistent:yes
/savecred
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EEF R LESEN SMB XHRE

EAB SRR NRERFEREN SMB XHHE !

1. EEHHHAECTBREFAERERAFIKF I,
2. HESTREREL , BALTHSLE Windows EREESRHREREERE

cmdkey /add:GatewayIPAddress [user:DomainName\smbguest /pass:Password
3. EGRNEREL ., BAUTHS.

net use WindowsDrivelLetter: \\$GatewayIPAddress\$Path /user:$Gateway
ID\smbguest /persistent:yes /savecred

Note
EEHHHER , FHEZEM

« IBTEERIBE) Amazon S3 FHERFPEENHRANF KA BEZHERNE R, EXFERT , W
RENREBHTIERIRL , MRAEXHREXHERXFR TN, flin , MREHFTER RN
RtestEALtest/URB AN HFtest/testl , NRtest/Ftest/test1EX M A
Mo

s RGN HAEEERENREAFEEH EREERHHZEEE , RNSREFEHER,
WREGER , B REEEENREXMHHRE,

{# A Windows File Explorer £ SMB X4 # =

1. 3% Windows #H# AFile Explorer W REOE , RERWIn+E.

2. ESMERD  EF PC, RAENIUTEVATF AR MBI EREFRF M ERZNER |, WEATF
BEEFR.

B [ = ThisPC - | x
Computer View OI
l Uninstall or change a program
% ¥+~ = p
s e 7B System properties
Properties Open Rename Access |Map network |Add a network Open  _
media~|  drive ~ location Settings [ Manage
Location == Map network drive System
“ v 4 I, This PC = Disconnect network drive v O Search This PC ¥
“ v Folders (6
R {
7 Quick access olders (6)
| Documents l Desktop ﬂ Documents
Projects
4 Downloads
. ' Downloads ﬁ Music
&= Pictures
AWS Keys
[ Desktop Pictures ﬁ Videos
—
SMB
SME figures ~ Devices and drives (1)
05Disk (C:)
[ This PC iR 0 —
I Deskiop My ¥ 171 GB free of 236 GB
|| Documents ~ Network locations (2)
4 Downloads ks workspaces
. (\\ewiamazon.com\homeibos1l.. (W sl samazon. com..,
& Music w T -
&= Pictures
m Videos
e O5Disk (C) v
G itermns 1= =
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EEEMAGENN RN EER L EXHHE

3. 7E Map Network Drive (BRETIEZIRZER) WNiEMES , 7 Drive (B3I E8) EFEIEES.

5t F Folder (X#3%) , A \\[File Gateway IPJ\[SMB File Share Name] , 5%&i%$¥ Browse
GXIE) AN ERE TR SMB XHHE,

5 (TWik) NRZBFLERF[/EEZEHRY , H1%R Reconnect at sign-up (BRI EFERE).

6. (Wit) MREFLERAFHA Microsoft AD BRHREKF AFHE |, i§i%2 Connect using different
credentials (£ EEUEER).

7. 3%&$E Finish (FEM) ATEREHER R

B LUAY Storage Gateway BEEHIARENHRFZRE. FEATNELNWA S MEUKREIREFHA
B, BEABIEH AR HREEFPFNBENRBRGHRE,

& SMB X EHEM

TER$TFF Storage Gateway 24| & https://console.aws.amazon.com/storagegateway/home.
ESMBER L , % File Shares (TR E),

£ File Share (X#HE) WE L , BIEEMBHH SMB X4 HLZEHEIEHE,

3 F Actions (IB4E) , EIFFTEMIRE

« 1%#% Edit file share settings (B XHFLZRE) MERLZIHFF,

+ % Edit allowed/denied users (4R%E L IF/AEL I ) BURINSRMIEBR A R FMA , RS A TFMEL R
AP AR AT Allowed Users (RFHIA ). Denied Users (FE4ER9F ), Allowed Groups (2 ¥FHY
48) M Denied Groups (FE4EHY4H) 1, #A Add Entry (RN B ) RIS HEANE |, 8 (X) B4
T Bk 17 18] AR PR

5. THE , %&# Save,

e bh =

HEMARVHNAPNAN , SRR - D ARATIIR, WRIBAFIIR , IIEELE S HRIEMN
Microsoft AD A P &R AT A5 (] SMB XHFHE, #RICA “BIEL" MEM A 7 MA I HOR N FI B4 5 &
FEFEVF SMB XHHRE, HEENMNAFRARM U TELIIRMAFIIRFNERT , FLIIREH

ZALAE SMB XHHE ERAGEESISIR (ACL). BXMEZA ACL ER , S A Microsoft
Windows ACL #2#IXt SMB X#HZHIHE (p. 143).

T—%
Wik S3 AR (p. 43)

EEEMAFTENXN RV FER LABNARE

BT LABER NFS 5 SMB , B XAFMXRIEP IR RS H Amazon S3 R LM XAHHE, £
AU ENFREBPONRIGE TR NFS 5 SMB XHREHH XM ( HXHRER A IHHEIXLEN R
i) o PETTBAERERSED (POSIX) RN PRFEXHAZHNER, HEFXHER Amazon S3 77
R, XA RALHN HREHNBEEMTHRNR,

A DABEEDRF R R B4 E] S3 FMEME. XN FEMXEMFMONRE RA SN IHHRE | BFEELRIF S3
R, BXEZEER , 5 Wthe section called “RIFT & # Amazon S3 FEEHHIXIR” (p. 61)0

Note

BNEBWUTEXN — Amazon S3 FHBHEASINEARE, MREXEME , B4R KREER
BZNBEAREFEE Amazon S3 EHBHIBE AL 27 #49 i Storage Gateway F I [A).
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Mz, S3 STHM*K

EF A BERINMEDELER NFS TR R , BSHEEER Amazon S3 XHFF X (p. 49)FH 4B
THAERIAE,

SF SMB , A LAERATAFENTTR |, 1£8) Amazon S3 254K Microsoft AD S REFRISHAZ, &
N SMB X#HHESHNNRELMAEIE EHWRE FHH POSIX FIERANER, M FRXERTHIR ,
FFtRB I RIEFIFIR (ACL). TR ACL , FFEE N smbguest , XHHINRN 666 , MEBFZH 777,
XERATFAREERANEZE BBRIENTE ( Microsoft AD MIRRE ) .

ik S3 AP

BA LU SRR E HI RS IREI RS, XEX 44 B3 L& ZIER Amazon S3 1Zi#E .
M Windows % i - 1% X F Amazon S3

1. & Windows ik L , SMEERE T XA HENREIER, KRB EREN S3 FHEBH B,
2. PFXHHEXHXREHEZER.

3. £ Amazon S3 BEEEZFIA L , SMBEMENEF#E. B ZEIERIBEEN Amazon S3 F#iEHE
B ST TR,

EBA N EREICEPRUEN XS RE, XHHZEPWIEITNRAWSStorage Gateway BEEEH &,

I NFS =% SMB BF IR LABE A, =EL MR, Edd MBS,
Note
XUEMARTF TR EXHRE OB E S5 5,
FEEEXRTXHMXMNAE S3 HhRITENINES :

- RRBEETRBEFRMA. RAEY , WREEASTA , M S3 pERBMBEH FNIEEFH.

- EBEERXEF  BELHNIN DR EARBEANRRIED S3,

c BEMBEARELI TR, RRERSE LERATERHEE KD

+ M S3 IR Ko

. gﬁﬁﬁ Amazon S3 #ZH| A HHEEIIEE , B REN S3 PR NHRNRHITER, LKUTUEREEH

« BAXHRSGEREMLR (Bl 1s -1) BURTEEEPHNRE.
T—%
ETRIZMTA? (p. 43)

BT RIZMTAL?

ERENET S , BEIBHTREAXANX , BRRRE XA ZNN A BN RE.
KIERMMEMET B MAR TN TR

- BEBREHNXHEMK , BSREELH Amazon S3 LMK (p. 49)e
o ERICEHIHEMX , ESFELIFXERE (p. 124)0

o MEHBRMXER , ES N HEEMNXEE (p. 157)0

« ET#% Storage Gateway B R IMAM R XEZTER , HSH,
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ERTEEN TR

= = 23
BRI BENRIR

MRAAER FOET IALGE TR | WEEBLABRLERS £BARTLENRA,
ERAEENE R

1. BRIFBITRIGLEFEAMRK , SNEGHEBIR. BXELZEFELE , HSHEFEA AWS Storage Gateway 2l
A BRI < H B BRI RIR (p. 116)0
2. MZA#bEHH MR Storage Gateway VM, IR ZEFE Amazon EC2 SEHI LI TR | & 1HiZS26l,
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# Storage Gateway #|E VPC KiF¥i =

1£ Virtual Private Cloud Cloud #&0&
BES

BULEA MR EZMNETENEEEMRECECIEAEEE, RE , BV EARF RS SREEH
FAWSEER X E 2 BENEFEHAWSEIT A H Internet #EAEME RS, FHTLD# VPC HE% AR
BAWSBE ML EIARE R R, AR Virtual Prlvate CIoud (VPC) BEHEIIRE R &% 1’5]1111 IP 1k
WHE., W, BAXRMMEN*<, X VPC WEZELR |, H5HAmazon VPC 4 ? I=F'E’JAmazon VPC
User Guide.

EFMx5 VPC iy Storage Gateway VPC KixTi S&& A , THRITUTIRE :

- fE£H VPC ###|& ) Storage Gateway 82 VPC Lk K HIRE VPC LiHT R ID. £ 6B MBUE M <hd
EE L VPC 4575 K 1D,

« MREEEBCEXMHMX , EFH Amazon S3 812 VPC LipTT R, IMXBENHFHEIEEL VPC £

Ll o

Im T Ro

o MBESREEBEXHERMX , WEXHFMX VM FipREH AR RBENEEE., N TETEEREREFN A4
M , BIIETF VMware, Microsoft HyperV FIETF Linux RZKERHL (KVM) BXXHERX , BEERA
B, EXEERT , BEEREBEIEEEMXM VPC AAZBiAR Amazon S3 FAELRTR. BXUNAEE
HTTP RENEE , BSHEE HTTP K (p. 89).

Note

M B2 VPC Lin T RV E — XA BUE BRI R,
X‘FF)‘ULFM% AXHHZEER Amazon S3 AT A Amazon S3 82 VPC KixT KK
B — X,

£
- 1 Storage Gateway Bl VPC i1 & (p. 45)
o BEFAEE HTTP KRB (XRA#IIHMK ) (p. 46)
o AFREREHTTP REFRMFIRA (p. 48)

7 Storage Gateway £ VPC KixT =

RIBIX BB VPC LT R, MRBREE—NHT Storage Gateway B VPC LimT = , MR FEHZ

Al o

Iy TI Mo

7 Storage Gateway 82 VPC Kix 11 =

1. B5ZF| AWS Management Console , A/Fi@Id LA T Mut3TFF Amazon VPC $#2#I& : https://
console.aws.amazon.com/vpc/,.

2. HESMBERF , % Endpoints (AT R) , AREI1ERF Create Endpoint (BRI LIFTT K)o
3. EEMENCBRKRTYRINEL , ERAWSERSH 7RSS

4. XF Service Name (R B #5) , %£4F com.amazonaws.region.storagegateway. %l
4 : com.amazonaws.us-east-2.storagegateway.,

5. XF VPC, &EEMN VPC HiIEZETHAXFFM,
6. WiARi&S Enable Private DNS Name (/& %AH DNS &#5).

7. XF Security group (Z£4) , MBEEAT VPC WL 2H, BALUEIRINZ2E, RIIEENTS
HPELAWTLTER TCP iw O
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REMRE HTTP L&

« TCP 443
« TCP 1026
« TCP 1027
« TCP 1028
« TCP 1031
 TCP 2222
8. &#ECreate endpoint. LKiFT SMKIAIRA A pending (1FRLE), RIBLIHET =6t |, 12 T ENI I
VPC £ix =M 1D,
9. TEBIBLIET AR, i%#F Endpoints (Rim T R) , RFIERFH VPC LK =

10. £ DNS Names (DNS £#5) #2H , £AFE— N RIEETHXE DNS B, &8 DNS
BIELUXFE : vpce-1234567elc24alfed-62qntt8k.storagegateway.us-
east-1.vpce.amazonaws.com

W#E , £H7T VPC KIHT R, TUBIBENRX,
Important

MRBEERIETHMK |, NEER Amazon S3 BIELIFT S, HITLER “H Storage Gateway
B2 VPC AT R o FATRHNERESE |, B com. amazonaws . us-east-2.s3M2%E “BR
SEWN To RE , RBEFEE SSKRTRXKNEHEK , MARTW/Z24A, EXHHA , FS
152 ) 222 ) e £ s A

WRIEMBLE HTTP I ( {NFRZA# 3K )

MREEEBEXHMR , WEFAXHEMST VM iR 58 BNRE HTTP RE, A XH#MXEEH
RIEFBEM VPC S\ &R R Amazon S3 ELIRTI K. MREHE Amazon EC2 HEA—MHTTP RE , N
AERAZRE, T8 , EFERIEELNZLAPEL AT TUTHREN TCP KO :

+ TCP 443

+ TCP 1026
« TCP 1027
+ TCP 1028
+ TCP 1031
+ TCP 2222

WMRERE Amazon EC2 REE , EEAUTERIREMEE HTTP R,
RERERS SR

1. J331 Amazon EC2 Linux AMI, ZATEWEFERAZSMEMRLEEHIRS |, 50 c5n.large.

2. FALTHHRE squid : sudo yum install squid. XM AERIBR—NMRINEBE K/ etc/
squid/squid.conf.

3. FHEEXHHNABRBEBRAINATHR.

#
# Recommended minimum configuration:
#

Example rule allowing access from your local networks.
Adapt to list your (internal) IP networks from where browsing
should be allowed

H B B
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REMRE HTTP L&

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network

acl localnet src 172.16.0.0/12 # RFC1918 possible internal network

acl localnet src 192.168.0.0/16 # RFC1918 possible internal network

acl localnet src fc@0::/7 # RFC 4193 local private network range

acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged) machines

acl SSL_ports port 443

acl SSL_ports port 1026
acl SSL_ports port 1027
acl SSL_ports port 1028
acl SSL_ports port 1031
acl SSL_ports port 2222
acl CONNECT method CONNECT

#

# Recommended minimum Access Permission configuration:
#

# Deny requests to certain unsafe ports

http_access deny !SSL_ports

# Deny CONNECT to other than secure SSL ports
http_access deny CONNECT !SSL_ports

# Only allow cachemgr access from localhost
http_access allow localhost manager
http_access deny manager

# Example rule allowing access from your local networks.

# Adapt localnet in the ACL section to list your (internal) IP networks
# from where browsing should be allowed

http_access allow localnet

http_access allow localhost

# And finally deny all other access to this proxy
http_access deny all

# Squid normally listens to port 3128
http_port 3128

# Leave coredumps in the first cache dir
coredump_dir /var/spool/squid

#

# Add any of your own refresh_pattern entries above these.

#

refresh_pattern ~ftp: 1440 20% 10080
refresh_pattern “gopher: 1440 0% 1440

refresh_pattern -i (/cgi-bin/|\?) 0@ 0% (1]
refresh_pattern . (1] 20% 4320

4. MREFFEPENERSH  OFTRERTEAER , BEAUTHTRAHBHRERS R, XL
WHRERS RS SFHBE RS

sudo chkconfig squid on
sudo service squid start

EBITE R LR Storage Gateway BiiE HTTP REBUUSEAE. EREMIUEHANRER |, HFEAERIA squid iF
0 3128, 4K squid.conf XHERIAEZR A T 4FER TCP %0 -

. TCP 443

« TCP 1026

- TCP 1027
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REFREBIE HTTP REGAFER DO

+ TCP 1028
+ TCP 1031
+ TCP 2222

A VM Kipins BB E HTTP R

BRIIMKN VM Kipi2F 5, BXOAERNER , BSRABZXEMAEIZEE (p. 88).
EEFEE G | % Configure HTTP proxy (B2& HTTP K1),

£ Configuration (B &) 3£ %7 , #%4% Configure HTTP proxy (ELi& HTTP X&),
RUARERSBNENERME L.

Ao bd =

BXRUAERE HTTP RENFAEE , FSREE HTTP KR (p. 89).

L\ X 3 B Il > ok == i
AERERE HTTP REBHFFIEw O
MEBER HTTP RE |, FHEREAR Y TREM Storage Gateway EELA T HAY B B FiwO
BT A RARET ]IS THEER , ©RNESLT Storage Gateway RS #HTERE.

anon-cp.storagegateway.region.amazonaws.com:443
client-cp.storagegateway.region.amazonaws.com: 443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com:443
storagegateway.region.amazonaws.com: 443 (Required for making API calls)
s3.region.amazonaws.com (Required only for File Gateway)

Important

BURTAREIMKRAWSHEX | EiR#4EL IR RPSHENNXEFRABEMM, fim, mRE
EXEAED (RPN ) XFEEIEMX , MiZLHET RM TR : storagegateway . us-

west-2.amazonaws.com: 443,

LB VPC KinT At TEEN , B 5AWSEN Storage Gateway VPC Kii T = LB SN iw O
Amazon S3 FAEL IR K LMK O 443 RHRSF.
+ Storage Gateway VPC & ixTi R L# TCP 3%,
« 443, 1026, 1027, 1028, 1031 #2222
« SIFEBART KL TCP O
e 443
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WIS HHE

;

B IEIRH Amazon S3 XM x

ETXH , BRI BXRMAEE Amazon S3 XHMXFRER.

E3 ]
o BMMXHEHRE (p. 49)
s BIBRMHHRE (p.52)
« {RE NFS XHHZWIRE (p. 54)
« YR NFS XHHZH THIBRRIAE (p. 55)
« Y73 NFS XHHZERTHENRE (p. 56)
« IREBMXH SMB IZE (p. 56)
Y% SMB MHHEMIRE (p.59)
- RIFER Amazon S3 FEBEF XN R (p. 61)
« fF S3 WHRBIES Amazon S3 XHMKXLEEERA (p. 64)
o TRNHEHZIRE (p. 64)
. XHHZHESRE (p.64)

A HRE

ERUENIZIT S3 XHMXSE , EFLURMFANN XL ZHNER T Amazon S3 FEMIT AN, EATLR
NG RN FEBITEETRANFERPAWS K EXHHE. BXROAMIXHERZENEE  ESHLIEX

HHZ (p. 29).

E3 ]
« BFX Amazon S3 F R 177 E AR (p. 49)
- BRSEBNREEBE (p. 51)
s ERAMHEHEHITEK,ILE (p. 52)

£33 Amazon S3 F#E Y5 B E

Bl HHER | XHEMXEEF BT E£F Amazon S3 648 | LR A TEESFa BN Ea
BARRELLESR (VPC) LTI RBITRENHRINR, ERFULHENR , B8 XHMXBEAWS
Identity and Access Management(IAM) B , ZAGSZF I IHRNREN IAM KEEXEK.

ZABEEL IAM RBUREZEXRNRE TGRS (STS) BEXR, LRBEE T ZABRUMTHR
o AL, B S3 FEMAEMRIKMN LR /AR VPC Lin T REBHLHMEF AN IAM AR TFHRIEIIHE
g,

ZBULATURZABMFRRE , M IEXXHEMXNECIE, MRXHEMX N ECIRZER XK
B8 SIRESIR, BXABNNBNESR , E5H, BIEZ@AWS RS FHIAM AFES.

THE-MEERER , ZRBEAFXMAMXAAN IAM AL,
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BT S3 F i Fa Y i [ AL R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": ",
"Effect": "Allow",
"Principal": {
"Service": "storagegateway.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

MREFFEXNHMRARECRRR , WA N EECHRBTHERMEXHHE, BXEBRENEAR
B8, BEH BRXHHE (p. 29)

BUR TR B SRR 7o VF SCAE P XA SR R B LE B9 P Amazon S3 #4E. B AME 80 R TENE R
TestBucket Ky S3 FfMBHITII LM B RIF, -85 RVFX TestBucket HHIFTBEN RMITHI AR
.

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"s3:GetAccelerateConfiguration",
"s3:GetBucketLocation",
"s3:GetBucketVersioning",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:ListBucketMultipartUploads"

]I

"Resource": "arn:aws:s3:::TestBucket",

"Effect": "Allow"

"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:GetObjectVersion",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectAcl"

]I

"Resource": "arn:aws:s3:::TestBucket/*",

"Effect": "Allow"

BUR R B SR B 5 B T B /R SR G SR 8L | (B Ao VRS89 ST RS AT BT 15 1A) R T Rl AR i B P JR RO IR 4

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:AbortMultipartUpload",
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BERSRENE BB

"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:GetObjectVersion",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectAcl”

] ’
"Resource": "arn:aws:s3:us-east-1:123456789:accesspoint/TestAccessPointName/*",
"Effect": "Allow"
}
]
}
Note

MREBFEBT VPC Kin T RN X R ZEREE S3 7@ , S HAmazon S3 K in T JUKEEH
KIAWS PrivateLink i P 3874.

5 RS BB RIER TS

BERERER—MNREMRE , DFEFRERTNRNIATERELIEBEERESNRNKENITIZER
. £ AWS # , BRSENTRLSBBERERE, SRS (BARKS ) BAS—TURS (HAR
BRS5) Bt, ARERREBRSEL, TURABAKRS , £AENRUERMER TZRS T RAE T RRR
HAERAN S —PMEFNRRETRE. IHEXTER , AWS BRETHEPERPFAERSHBENTE M
XL AR S A9 BRSS B HEA B RIE RIIK /= A B9 3R

RNBWERARRERBMN aws: SourceArn M aws : SourceAccount £H&M4 LT 308 , R4l AWS
Storage Gateway N B —THRZRENZRIFANE, MEFRAFNLBEEXGLTXE  ER—FKEg+
ARt , aws:SourceAccount {EH aws:SourceArn EHHIMKF AHEEAERNEKS 1D,

W Eaws : SourceArn MR 5 X H H EREKH Storage Gateway #J ARN,

BERILNBFRENZRERS ERFEMaws :SourceArnEE R RN ZE ARN W2 B&HF LT X, R
BERMERFHTE ARN , RELREEESNRR , BEAaws:SourceArnHBEANERE LT X&M4E
(*) 3F ARN BIAR AL, B0 arn:aws:servicename: :123456789012: %,

AR /R 5 8 7R an{Al 8 A aws : SourceArnflaws : SourceAccountStorage Gateway FHI£R&M4 LT X
2, SRS ILRFEREIRRE,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "storagegateway.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:storagegateway:us-east-1:123456789012:gateway/
sgw-712345DA"
}
}
}
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A X HEHITEIK 15 18]

]
}

ERAX TR ERITERKS R

=K 24 Amazon Web Services I FiZk P 89 A FIR1E 7 XN E F E A Amazon Web Services i F B & TR
KI5 RIABRET |, R ERI T, BT XHEMK |, BRI LMER — Amazon Web Services K /= 1 #Y 324
HEFRET R — Amazon Web Services T/ #9 Amazon S3 FEEF IR,

fEF —1 Amazon Web Services i F B H AR Z15E 5 —4 Amazon Web Services ik 1 #Y
S3 F#

1. ¥R S3 R A EE T Amazon Web Services Ik PRI EEH RN S3 FE#BMIZFEBPH
R G AR, BXRMARFRIGEANBRHER , ESH. =62 7 TREFEKS FHEENEP
#Amazon Simple Storage Service AF1ER. BXRFTENRMNTIE , SR FX Amazon S3 F#1F
B9 15 AR BR (p. 49)s

2. BRENXHERZARGE S3 FHEN IAM BE8E s3:GetObjectAcl M s3:PutObjectAcl &
BRENR, A, BR IAM BEEFEATENKSRAZ IAM BEHNEEIXK, BXEERBHTR
B, BESREFX Amazon S3 FERRY A E AR (p. 49)0

MBEWXHHEFERANEARKIGR S3 748 , BREE s3:6GetObjectAcl
s3:PutObjectAcl BENNIR, IM BEEEE—PMAFENKFHFALBENEEERK, BXEME
KRB, BB T3 Amazon S3 F BRI 5 RIAER (p. 49).

3. 3T Storage Gateway 2| & https://console.aws.amazon.com/storagegateway/home.

EREXHAHAZFRENEENNKRABFERES , ERA TEEBARET2ZHNR,

ERNBKSHRRRUBIEMXHAREAESERZXHLAER , BIENBWENNRE, ik, &
A B RARHERBEN R HABRXLEXHE S3 FERBPERTIXNR.

Important

BRIGECENRBURFEBEIKS GRS EEZRERNKS . MRERXEM , B4 5 A
BEX AN EF TR BRER EEFERA Amazon S3 Zi5#,

Resources ( BIR )
BXHEREMGEEFFIRNEZELS , BSEAUTRE :
A5 5% {8 F ] A 17 1) 5K K 3% T A9 I § B9 Amazon Simple Storage Service B

B REHIFIE (ACL) #ER  #9Amazon Simple Storage Service Fi 18

Ml BR S AR E

MRETBEEENHHE | AL Storage Gateway BHI & FEMIBR. MBRXHEEER , MxaMNXH
HEMEEIH Amazon S3 FHFESE. BR , S3 FHRARERNBRT LB R,

ERBRX L ZR , MRMKIEED S3 FEBLAKE  UBBRIETESIMERELETZRET T
. HBETE LA , XHLAZRER DELETING R3S

MREHFEFET/TE L L4, ERITERENOBBRXAHEZS R, NRETBERNBIEER L& 55 5 BHIER
NHHE  NESHAETBRENBEBBRIGHAZSR,
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HBR ST =

M BRS#F H =

1. $TFF Storage Gateway 4%l & https://console.aws.amazon.com/storagegateway/home.
2. EBRNHHRE  RAREREMBRAXH4HRE,
3. XF Actions , #%$% Delete file share, FHI L FHIAX FEE,

Confirm deletion of resource(s) x

Deleting these file shares does not delete your data in your Amazon S3 buckets. Data
written to the file shares prior to deletion will be uploaded fo S3.

+| Check the box to confirm deletion of the following resource(s):

+ share-449AE02E - Deleting
» share-6E95AD0S - Deleting

4. HEWAEES , EREREBROXHAZN RN EEE , R/FEE Delete,

EREERT , BUEFRZIBEANK RS (NFS) A= E T4 P E SR &8 1% 525 /5 B BR 32
HHE, fim , EURBEAEHFCEABHR LEANKE, £5 —NRHF , IEXAHHER Amazon
S3 FHEBAXNRARRSKMER | XBWRELEE LAAEENBE.

EXEERT , BAILUET AR FIM R4 HLZE, AWS Management Consoles},
#DeleteFileShareAP| &, WREALFIEHE AR, RITHERER , XHEHZFHA
FORCE_DELETING R, ERFMZEFEABBRIHRE , BSANTIERE,

RRHIMBR X HH=E

1. 3TH Storage Gateway 12| & https://console.aws.amazon.com/storagegateway/home.
2. RBRNHHRE  AREREBHIMBROXHERZHES/LYM. BIRES 2 ERE Details B+,

Details

A This file share is being deleted.
Data already written to the file share is being uploaded to your Amazon $3 bucket, chrisreesfileshare. If you don't want this data to be upic

+  Check the box to confirm forced deletion ofjshare-17F2A172 | This operation cannot be undone

Note
IBToERCE 58 I BRIR R

3. HWAGEAEUNFLERNERSS  BIFRBFIMERNXALEZN ID, EHHEINE , REEZEENEF
i B

& AT LAE A DeleteFileShare API 2 4E38 #IMI R - =,
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i NFS X HEZEMIZE

miE NFS XA HENRE

B LAYREE Amazon S3 FEBMFME., XHAHER, WRAKE. BREF. SHANEHEEFRHT

BE,
Note

BRERBABXAHAZUEAFFRBRIFAR , BT EER VPC KRTRIRE. RABEQIEH
MHHER, TREEXERE,

REXHHRERE

1. #TFF Storage Gateway #3#l & https://console.aws.amazon.com/storagegateway/home.
2. 1%#% File shares , AR EREEHNXHHRE,

3. ERTHRE, 6 EREEHERE.

4. HATUT—AHSMEE

c (W) NTFXHHREED  MANEHENTER.
« NF Audit logs (F#&% BE) , HEFEATEIZ— :

- 1&#Disable logging (A B & F) XA B &R,
o ERVEFNASEUNBINTRA R,
- BEREANEATAGERE  ARMNIRPERINENFKAE,

BXEZATNESRER , BRI EXHMXFZES (p. 76).

« (Wit )X TMS3 EFRMEET , EFZERE , RS REEALEFRE (TTL) RIFHXHAHER

FHURTE (AR, PR RENM ), TTL 28 LARFLRPNEEE, TTL REREESE , 7B
BiZ B FASHXHMxE %M Amazon S3 FEBRIFIZE ZWRNE.

o (R ) WTXM4EEABAP , & S3 XHEMRXF XL LA S3 et EIE AN EEAE,

RERBABEAYHRUREFEFREERIFZABEAXMFNRE—IRHEIZEEFENY
#MObjectUploadedBAITIEE. AT HE/ M AT UM XH#ITHZNEA , RULRFR ATREKAHIRE
WS, DBRERENNEEANR -XHEXSMERN. BXRESER  BERRBXM LELE
Z1 (p. 69)o

Note

LR BRI R EEF] S3 HRTE |, NSEUEE HAY 6T E

« BEATHNRNEFHLERERTE Amazon S3 FHEBEH RN RVFMHE

« B SIHATELERRNNKEETRE#ERE L 2FNSATRHX S, Bx S3 nEfFgE
HNEZEE , B5H, 2F RN RO FME#EFAAmazon Simple Storage Service i FIEH.

+ 1% S3 Intelligent-Tiering (S3 Hac 4 =) , WiEE B3 FHIERE 3 B & B R4 M S M9 170 15 ([ = 3K
RILEHRE, BX SIBRIEFHENESEER |, B3R, IEIRILELEHRNTRERAE
KIS R 124% 35 B9 Amazon Simple Storage Service f 5.

o &SI - IAFETEBRNNKBEARTFHEEGE F2FNSATRHARF, BHx S3 il
— AFHENESEFER , HZH. TE2EHRXN RN FMEFHAmazon Simple Storage Service
FAFEE.

c BESIEX - IAFETEBRNNKBEFEELENTARY, BXSIEX — A FHENES
EE , B, T2EHEXNRNEHEEFHAmazon Simple Storage Service A F#gw.

* ATRRAKE , REEEROTHE :

o EEBEU MME FRIRE , BAREXHT REENE AR MIME 22,

« 1%$% Give bucket owner full control (Bl FEFIAEER FELEFINR) m S3 FHGHEERT
SEEBEINIR , FEME R4 MEXH RS (NFS) RIS ESHER (SMB) XHHE, AXE
AXH4HRERFREMGKFAENFEBPHINRNESEL , BSREAXMAZHTEKR S
@ (p. 52)o
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W NFS MM HEN T BIERIAE

- MRBEBRBEREJEME (MAREERBAFE ) XOEWRRANEFER LEAMIHRE
BREBEARELINR. AXESELE  BSHHBELIREFER,

« X¥TF Squash 5l , %EF NFS XHHZFFEMN Squash RFRE , REEERE.
Note

&R BEN NFS XHHZEE — 4 Squash RFIRE. SMB XHHEFEM Squash RE,

AREMEELE

+ Root squash (default) - IZFREH A (root A7) B9 7 B FRAFELSTE] UID (65534) M GID
(65534),

+ No root squash - IR KA (RAF) SR AF 50K RR,
+ All squash — Fir 8 fl PP if B A PR FFBR 53 Z] UID (65534) Fl GID (65534).

“Squash level’tIBRIAE N Root squash,
s EATHSEIP , IXHRZERERE—NET, BIAMERN Read-write,
Note
Xt F 2% Microsoft Windows B LR X4 HE | iR iEERead-only A THSEHR , &

TRESFIHAXRENMNSAEREERILGOENARNERES . HERESE NFS A 3
HE AR, &0 AR IEHES

5. 1&$% Save (1R1F).

YmiE NFS M HRER THREMINE

MREEBRFEBPHN MR B FRETBEE , U S3 XHMXFREABERINE, XEEIEH
FHFE Unix IR, B A BLFE Storage Gateway 2 #l & H w8 T HRIEERIAME,

2 S3 XHMKXHE Amazon S3 FfFfE I SAFRET , Unix XA FRFFHEEN R THER, 24 S3 XHH
KEW S3 MHMAARFHEOXNRE , RESHNRXEXNRDERIA Unix XHERR. BAIBE T RAP KRR

Unix PR,
Metadata iR
B FXER “‘annn”ZNEY Unix B XER, a0, “0666"& R
HHEDREBZNHREER, RIAMER 0777,
SRR Unix XBEXER“nnnn’xX. Hla0 |, “0666" &R~
XHHEHH X 4EN, BINMER 0666,
AFID XHHERXHHBRIAFTEE ID. RINER
65534,
41D X HEZMERIAA ID. BRIAER 65534,
RETBERAE
1. §TFF Storage Gateway %l & https://console.aws.amazon.com/storagegateway/home.
2. 1%#%F File shares , ARG EREERNXHHRE,
3. XTF Action , i£#F Edit file metadata defaults.
4. 1£ Edit file metadata defaults X iRBE AR Ak



https://docs.aws.amazon.com/AmazonS3/latest/dev/RequesterPaysBuckets.html
https://console.aws.amazon.com/storagegateway/
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4R NFS XHHENTHRINRE

Edit file metadata defaults x

Objects in Amazon S3 which were not created or modified by your gateway will have the
following metadata defaults.

Directory permissions = 0777

File permissions 0666

UserID @ 65534

Group ID | 65534

YmiE NFS MAHENTIERE

BATEWEN NFS XHHZER AT NFS B RIRE, MRERXHM , WEMSE LNEMEFIREG A
FEHIECHXHHE,

mEE NFS HERE

$TFF Storage Gateway 2l & https://console.aws.amazon.com/storagegateway/home.

EREXHHE  RAEEEREREN NFS XHHE,

NFgE , ERFERAEHRIRE.

ERBATHESXEESD | EBRNRKE , NEATHEFRREM P sk CIDR RR%E , REE

#Save.

= ML
YmEE M<Ky SMB 1R E
M4 SMB RE A ITFEREEMX L SMB X HEMN R L KB, Active Directory FAIE, REHE, &
AR X4 L Z A N4,
REMXRF SMB RE

1. $TFF Storage Gateway 24l & https://console.aws.amazon.com/storagegateway/home.
2. BEEMXERE , ARERERERSE SMB REHMX,
3. RERERBETHES  GEEE SMBIRBIEE , ATRBRERBMNIZE,

Ao bd =

BFSHRUTEETHRESELR,
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ARMXEERERF

&

« AMXBELZERH (p. 57)

« f£H Active Directory BiFFF (p. 57)
REFEHEEHXHEHLZRR (p. 58)
« ARMXEBARMA (p. 59)

« REXHHZANY (p. 59)

AMKIZE R E L5

BEXMFEA S3 XHMX , BULEEMXNEZLRT. BIEELZLET , BANEERXREETERS
BHEM (SMB) &, SMB % , EEREEEFH SMB RA 1,

BEZ2% 5
$TF Storage Gateway #3#l & https://console.aws.amazon.com/storagegateway/home.
EREMXIER , AREEREERE SMB RENMX,
REBREEERTHRS | EFHEE SMBIRE , RAEEESMB Z218E.
X F Security level (Z£H7) , BERFTHEDZ — :
Note

Ll

WiZETE APl 2EHF5H SMBSecurityStrategy.
BRENTLREI TR,

o BRHIMNHB— MREFIIEIN , S3 XHMXRAAYRBEBAMEN SMBv3 FEFIHHIERE. JTFLHE
BRBBENIRE | Eifuﬁlxﬁﬁﬁﬁtﬁlﬁo IR E A F Microsoft Windows 8, Windows Server 2012
RESRA LK SMB EF %,

. BREIXE  MEBEREREIER , S3 XHEMXAAFREAEEALEM SMBv2 & SMBv3 & iwHE
. HIETEERT Microsoft Windows Vista, Windows Server 2008 & & kA& L# SMB & i

- AR/ R— MRERIET , FREFSRDENATELER, EFERAEEBRSIHRF
HNENEF w2 FRN RS | BINER T,

Note

3F 2019 F£ 6 A 20 HZ BRI M , BRIAZ 2% 517 Client negotiated (& /- 5w 7).
XF 2019 F£ 6 A 20 HRUGEBENRX , RIAZ2 SR 517 Enforce encryption (3&$lN%%).

5. i%&# Save (R1F)

5/ Active Directory EﬁiIEFHF'

EFEAM Active Directory 3 SMB X #HZ #1723 FHRWIERTHE |, BFEA Microsoft AD i E i 4748 M
KRHY SMB igE. XHEMATLAEM A Actlve Directory ijZ?F;ul‘FlZﬁE’JﬁimVFlﬂ SMB X ##=E,

Note
8 FHAWS Directory Service 8| 2B Active Directory 13 fRZ5AWS Cloud.
A AR E TR BB RV A #RIH 3R 18X SMB XX =R 177 B AR

WAL SMB XHHRE EFAiHRES5IR (ACL), BXxMAZH ACL WEE , 53 HEA Microsoft
Windows ACL #2#I3 SMB X4 HZAY5 R (p. 143).
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EHEBEHREH L ENR

/8 A Active Directory & {3 3:1iE

$TFF Storage Gateway 2 #| & https://console.aws.amazon.com/storagegateway/home.
EEMRIERE , RARERERE SMB RENMX,
REBETHREF | EFRSE SMBIRE , RE%EZEActive Directory iR iE.

WFEE , BEREFEMMANE, STLESFEHEN IP thutREAL[BNMAE, ARV 2
Active Directory 47> , ILEE AP, 4. TENMEALRL (N,

Note

el .

WMRIBHIMFKRTEMA Active Directory B , HZ2 1B JoinDomain API #24EEFH B XM IP
Hak A

Note

WK MEMALER , Active Directory status (Active Directory A7) & '~ Detached (2%
).

5. RHUBAFBNERE  REEERE.
IERY R & B X ER ) TRER AV H B8 R IGHI M X E B Zh I A &89 AD #,

RXHHAZHENRRHEEEE AD A M4A

£ Storage Gateway #ZHIAH |, HEFE PR &5 A X4 HE,
REBRETHRER  ERFEXHHFHERE.
ERPMAXHHRZIHENRRSF , ERENRE,

EATATWNAPNA  ERFMATNAFZELAFIMATHNAABABZAFXHHZTHREHN AD AP
HH, EERERAREREATRTESHNASNA,

ERTHIELNAFPME  ERFIELNBAFRPELRNELE HmABELE XHHEZHRIN AD BF
Hh., EENIRUREEEELRTEZSNWAFNEA,
Note

XEXEHE - AP MAXHEZIHRNRNELTER T F 2Active Directory 2i%#%,
A AD AP RA BT, HAHRMKXIMANKE AD FHIMH & RIER T
AREREEEAAWSELOAFHA , ETLE S HRIEN AD A S & BS H3

4. STERANKERE , ERFREF.

RMAHE RSN X HFHLENR

MRERAFERUERETGRMNR |, B89 S3 XHMKXF 442 Microsoft AD Y — 8 5. & T AERAER
AD HIF R S3 XHMRKREBEEREHAMBRHXHHRE, EEARELTACIBRXAREZE , BFE
BEARRRIAFRD,

BEAREHREZD

1. §TFF Storage Gateway 2 #l & https://console.aws.amazon.com/storagegateway/home.
2. EREMXIEE , REEEREHRE SMB RENMX,

3. REBRETHXESEG , ERHEE SMBIRE , ARERHRIHEEE.

4 .

FEHRTFERZRE  BMmm R E;%ﬁx%g\ln
A 2013-06-30
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NR KRB B A ith 4R

Y

73 M 5 e 1 7S 3 42

73 40 1% B S &8 Active Directory AP SR FMx £ SMB XXHHZ RSB R.

BAERAABARERDEMXERRNR, MXEERTAERHZXHR Microsoft EERFIAERE
TU58 < P B 4T T M B E #Y 324+

Note

DREDHRM—IRAEERAFPRA , RIEFEEFMARMA Active Directory 13,
PEMXEER

$TFF Storage Gateway 3] & https://console.aws.amazon.com/storagegateway/home.
HEEMRXIERE  RRERERE SMB REMMX,
KREBFEEETHURE | ERREE SMBIRE K RAFEEAHARE.
EXRBERBIS & |, EFENIRE, W PCEA T Active Directory IS HE,
ERATRAEEAD , FNERTF AR MKXEERNRE Active Directory IF#MA, ST HFM—NAF
H4A , BFEEB. HlI0 coxrp\Domain Admins, ESIEFINLE  BERFMFTHNAEER.

Note

> wnh =

REMXEERMITEEF EMEENE SMB XHHE,
5. BEREFEN , AEERAEUBALIANEEES.

B HFXETNE

EAAPRHHAZEN , XHERAZTREREMX EHRAZRETR,
RENHHAZATRM

$TFF Storage Gateway 3] & https://console.aws.amazon.com/storagegateway/home.
HEEMXERE  REEREERE SMB REHMX,
REBRETHNEES | EFRHEESVBRE K REEREXHRAZTLMIRE.

EATITAMRSS , EPZERETEARFRALAERNEREMX EMAE, HZERERFER
'{kx J‘)\EEmﬁ?kxﬁ/\¥ﬂjxéimﬁtﬂ*-ta,.]/\¥o

SMB X #HHEZM&

B2 SMB XHHEF , BRI Amazon S3 FRHEBHNFHE, NRAHKE. KoKNE, ETHRHK
% ERAS. BPEERFASHNTELSHRE,

Note

b=

BRERBIEXMHAHAZEUEAFEFERRBRIAR , BT EER VPC KIRT RRE. REECEN
NHHER , TREBXELRE,

»EEE SMB K{q;/\?—lﬁlg

1. §TFF Storage Gateway 2l & https://console.aws.amazon.com/storagegateway/home.
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mEE SMB XHHEHIRE

2. ‘¥ Fileshares , AR RBREEFHIHEHE,
3. ERTEE, EBRREHZRE.
4. BATUT DS NRE -

o (FE ) NTFXHHEED  MANBEHENTER.
« XF Audit logs (F#& BE) , EEFEATIEDZ— :
« % Disable logging (A B &2 F)AXH B &Kid%x.
. EERAEFNASEUNBINTERZAE SR,
- BREANEATARERE , ARMNIRPERINENFZAE,

BXTERATHNESRER , BRI BEXHMXFZEE (p. 76).

o (WiE)XNFZEM S ENRIFEED , EPZERE , RFIREERAEFRE (TTL) BIF 4 H
EEEMNE (AR, DR REAM ) . TTL 28 EXRIFUSKE e EKE, TTL &t R
J& , HRiZE RSB XHEMXE LM Amazon S3 EEBRIFZE ZHAR.

o (WiE) NFXHLEBHMAD , G S3 XHEMFXHTE EEE S3 U EIE MK SIEHE.
iﬁlﬁi‘t%ﬂﬂ‘lﬂLﬁ'ﬁﬁgiﬁﬂéa‘@%ﬂ@F‘ﬁ#’ﬁEEﬁEI#ZﬁﬁEAI#E’\J:asi)ﬁ—’l\ﬁ?ﬂ‘ﬁl,QZE%%E’\J'@
#objectUploadedBAITIEE. BT EF WU UNXH4HITEZNEAN , Bt HEFR TREKR ERE
s, UBEERENNBEBRANE -—XHERZNEAN, BEXELZER , BSRRBSUE LEB
ﬂ !E. 6 !O

Note

LR ER I R EEF] S3 FBTE |, {NRIEE AT E.
« EATHNRNEFHEERERATE Amazon S3 FHEBEHUBHF N RV FMHE

o ER SIHANELXEBRINNRBBEAREHEME 2 HFNSATAKF, BX S3EFHE
WEZER , B2H. 2EHRANROEMEEFHAmazon Simple Storage Service A #5.

- 1£#% S3 Intelligent-Tiering (S3 Bee2 &) , WiEE B30 HiEB 3 2 & 2 B A M5 09 176 15 7 = 5k
RILEHRE, BX SIERIEFHENESEE |, B3H. JEIRILELEHRMNTRERAE
B SR B 124% 35 1 B9 Amazon Simple Storage Service f 5.

.« %R SIFRAE - IA 4@1&‘3‘%1}?@ WNRBEARFEREHE LI FANSNATHAXP, HX S3HnE
— AFHENESEFER , FZH. TE2EHRX R EFMEFPHAmazon Simple Storage Service
FFEmE.

- % S3 ilX IAFETERRNNKBBEFEEENTARF, BXSIERX — A FHENES
EE , B, T2EHEXRNEHEEFHHAmazon Simple Storage Service A F#8w.

c NTXNRAKE , AREEROTHE :
< EEFEN MIME FRRE | BRARBEXMHT BREHNE LEXRE MIME €2,

+ 1%38 Give bucket owner full control (B FIHE E R FEL B HIR) LM S3 FHEFEIHEER
FREEEFNR , FERE B XHHMEXHRS (NFS) RIRFEFEER (SMB) XHHE, X
P S S B A S P M R R R E B2 S , BB ERA R HTEKS

I8 (p. 52).
s MREGEERERERRNE (MARTFEBHEE ) M FERANFER LEERALX4RE
BEEBARBEFIR. BXESZEE , BB EL S RFHEE.

s BERTHSERIF , AXHHRZIEFE—MNET, BRIAER Read-write,
Note

X‘H: RETE Microsoft Windows & ik E X HHE | R iEFERead-only I TFHSHRN , &
SENEAENBAEREEML BB AR DS, HEIEHEE NFS IR 3
55 E%ﬂl"ﬂ%ﬁo B LA B BRI E B,

« WF Flle/dlrectory access controlled by (K1¢/E iﬁlﬂﬂ?"‘“%‘])’i'ﬁ) J&?*Tﬁlhilﬁz—

SERARHNR, AXEL ,,1%6 3T SMB 3 # 3B
_|:ﬂ (p. 143)o
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RIFFIEH Amazon S3 BT &R

%3 POSIX permissions (POSIX X FR) AIEH POSIX X PR#EHIXEN NFS 5 SMB X H =
B SR B R A,

MERIRE &4 IE A L 2 Active Directory , M TFEERAF /AR A AD AFFNANESHBIR. W
REEEEAAFPENERN X REPEXHMHRN ACL , ERITILIRE, 25, XERAF
AFEEXHHAENERERNRE, ANFIRSTNeflm , A& , egroupl.
s BATRSKNEH | i ZEREUATFMXEFX D KDE |, SBRIZEEE R GFEF iHET
XaKDE,
Note

< WMREPUERE | WIREFIENATH SMB FFimE#, AR SMB & imiEE
BRAMTEXHRENERE  RAREMEESREREER
- MRBFRIEEEE  LIRETRLKSHELEHREHNERNE LR,
. ﬁﬁﬁ?gﬂ:u‘ﬂﬂﬂ[‘ﬂﬂﬁ&#qﬂ AP IZEIRAE SAGE H = 89 STAF R SO SR A B BREAX PRAY A P o]
o MIFBERZERE , UMERAZ LN XHNX4RE R FREHEAXNAEAFEATNL,

Note

ETFHEMHER—RRE , eREAZNIHEIEFIFIR (ACL) fFik SMB XHHZE L
RN ST
« SERTHAENSY (oplock ) |, EBUT®T2— :
 %EEEnabled (ERA)ATXHHEFEANSMERMBCXHEHFRE , ZEASBERTREST
MERE | 43R Windows L FXEEHE,

« &#EDisabled ABF L AN & E UBIE, WRFFFHZ D Windows T F 57 % [5] Y 4m 48 46 B HY X
fr, MAZRHSBERN TIRE M,

Note

WNFSREFBERTHEEEXHENIEAR  BEUFENEX > K NENRZERE AL
Eo
5. i%&# Save changes (REZEX ) .

I&HY Amazon S3 FEM P HIXS R

7 NFS = SMB B/ ini 1T XA RERIERT , BHMXLEE XL ZXREKN S3 FRBHPEF — M HRE
B, BHRMXEALEFFERR/D S3 BEROIERMFR, HRETLFXHSA S3 XHEMKXEFFHE,
b/\E%Eﬁ/aiu}iﬂﬂ S3 FEBHPXNRBELNE(,

BRI R ER S3 F41E , BT LUER Storage Gateway 4|4 |, RefreshCacheft Storage Gateway
AP| #1784 , REFAWS Lambdafunction.

MR & RIFT S3 FHEBHANR

. ITFF Storage Gateway 32| & https://console.aws.amazon.com/storagegateway/home.
2. i&#% File shares , AR ESERFH S3 FRBXRBKHXHFHE,
3. X T Actions , 1%## Refresh cache,

RIS A2 AT R B E BUR T EMX L EFHX REARIE S3 170818 - 7 ISl BR B9 3 R &

fEFARIFT S3 FME 8 BT RAWS LambdaIh&e
1. % S3 XHMAEAK S3 FiE,
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RIFFIEH Amazon S3 BT &R

10.
11.
12.
13.
14.
15.

BEREBREventSo A=, EHRELEIER,
B IAM A | # A Lambda BI{E{E<FK 1lambda.amazonaws . com.
AU R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "StorageGatewayPermissions",
"Effect": "Allow",
"Action": "storagegateway:RefreshCache",
"Resource": "*"

"Sid": "CloudWatchLogsPermissions",

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"

1,

"Resource": "*"

}

M Lambda # %5 €12 Lambda B,
XM Lambda F5 AT E .

import json
import boto3
client = boto3.client('storagegateway')
def lambda_handler(event, context):
print(event)
response = client.refresh_cache(
FileShareARN="'arn:aws:storagegateway:ap-southeast-2:672406774878:share/share-
E51FBDOC'
)
print(response)
return 'Your FileShare cache has been refreshed'

EATHTAGH , REECEN IAM A6,
i : 3 Amazon S3 R INfR A 8% %R E HObjectCreated E £ ObjectRemoved.
Note

RefreshCacheTEFHE —IMEEZHEEREK —PMIE HEEFEFP RSN BRTFS
FTRET , HEEAIBESRRE, Rtk , RINVBIUFEMSA S3 ke, Mk , BFEATEHFRHN
Amazon CloudWatch #1,

£ CloudWatch ##|& £ 613 CloudWatch I FH A tnetEI R, —fxKiE , RATHEEEEERI0 28,
B BULUEKRE S3 FHEELER 1-2 e,

7 CloudWatch BRI ALK BT , ASEZRRIQIZOMN,

fR1F Lambda EiE. EFNH,

RS EHBEENER B E MR,

MR Z2RIN. MRZE , BRIFENERE S JSON HEFHM i,

$TFF Amazon S3 ##l& , ARRILELIZENEH4H Lambda B¥k ARN REFE.
£/ Amazon S3 #ZHI AN R L& E S3 . AWS CLI.

CloudWatch #Z# A FFERELUTF U T HNER CloudWatch i,
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RIFFIEH Amazon S3 BT &R

u'Records': [

{u'eventVersion': u'2.0', u'eventTime': u'2018-09-10T01:03:59.217Z",
u'requestParameters': {u'sourceIPAddress': u'MY-IP-ADDRESS'},

u's3': {u'configurationId': u'95a5lelc-999f-485a-b994-9f830f84769f', u'object':
{u'sequencer': u'@@549CC2BF34D47AED', u'key': u'new/filename.jpeg'},

u'bucket': {u'arn': u'arn:aws:s3:::MY-BUCKET', u'name': u'MY-GATEWAY-NAME',
u'ownerIdentity': {u'principalId': u'A30KNBZ72HVPP9'}}, u's3SchemaVersion': u'l.0'},

u'responseElements': {u'x-amz-id-2':
u'76tiugjhvjfyriugiug87t890nefevbck@iA3rPU9I/s4NYOQuXwtRL75tCyxasgsdgfsq+IhvAg5M=",
u'x-amz-request-id': u'651C2D4101D31593'},

u'awsRegion': u'MY-REGION', u'eventName': u'ObjectCreated:PUT',
u'userIdentity': {u'principalld': u'AWS:AROAIS5LQR5JHFHDFHDFHJ:MY-USERNAME'},
u'eventSource': u'aws:s3'}

]

Lambda AN ERERLT U T AR R,

u'FileShareARN': u'arn:aws:storagegateway:REGION:ACCOUNT-ID:share/MY-SHARE-ID',
'ResponseMetadata’': {'RetryAttempts': @, 'HTTPStatusCode': 200, 'RequestId':
'6663236a-b495-11e8-946a-bf44f413b71f",
'"HTTPHeaders': {'x-amzn-requestid': '6663236a-b495-11e8-946a-bf44f413b71f",
'date': 'Mon, 10 Sep 2018 01:03:59 GMT',
'content-length': '90', 'content-type': 'application/x-amz-json-1.1'

BEE P in EHEHM NFS =T R BLE T,
Note

NTHEESSHATNROABEFERTERAENROIEZIP RN ESF , EFRTREFTEHN
B,

16. f£ Amazon S3 #2#I& F MR R , RAWS CLI.
17. EFEFRLEZHNFS HE, RIENREEXR (RNEFEHHFT) .
18. BEF M CloudWatch B EUEBEESEH—2HIBREY BE0bjectRemoved:Delete.

{
u'account': u'MY-ACCOUNT-ID', u'region': u'MY-REGION', u'detail': {3}, u'detail-
type': u'Scheduled Event', u'source': u'aws.events',
u'version': u'Q@', u'time': u'2018-09-10T03:42:06Z', u'id':
u'6468ef77-4db8-0200-82f0-04el6a8c2bdb"',
u'resources': [u'arn:aws:events:REGION:MY-ACCOUNT-ID:rule/FGw-RefreshCache-CW"']

Note

3 F cron LR ITRIES , B CloudWatch BEE#HHu'detail-type':
u'Scheduled Event'.

ZERIFNEHRIFRE, EEERFEAN , RAT—ERRXGRFTER. EHEEREM R4 H
= R 2 8 B SR RIETIRE 1ﬁf§ﬁﬁ refresh-complete Jﬁﬂo Eﬁ& BiX—= , O LTI
& Amazon CloudWatch $1¢T£Refresh0ache$‘;.<1’l5xﬁko BREZEE | HSRREER MM RIENE
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¥ S3 W HRBIES Amazon S3 XHERMxESEA

I S3 WNHRUIEES Amazon S3 XHEMKLEEFEHA

Amazon S3 XM%< XF BB AT Amazon S3 X RBIER S3 F##E. Amazon S3 I RBiE FERAE
R “—REAX , ZRiEHR (WORM) EXEZMHIT R, /A Amazon S3 WRBIER , BB ILHBRSES
S3 EREBPHIN R, Amazon S3 X RHIE 53 RiRA R4 — 42 5 F LUR P BV ERIE

WRE A Amazon S3 WRBE , BMATTMEZN R, Hl0 , TLEY S3 XHMX EHNXHEZEEA, Hi
BRESEH R, UXHBE RSB RE |, 53 XHMEHEFIRALTI R , TR 2 HA T RA (B0, B
EHXR) o

plgn , WRIEMER S3 XAFMX NFS =k SMB & OMIBR A H 8IE T HRNE S3 XK, MMXKE S3 MlBRiR
BREAT MR RBREHRERENRRAE. BF , MR S3 XHEMXEHBMENTRNABRRTHIE
FEEQSEUNFHNREES , BRERNBENRIREREFRE,

AKX Amazon S3 XN RUENEZEL , BS M. FA S3 WRYUELLBIEN R P HIAmazon Simple Storage
Service A F{ET.

T ﬁ’ij'ﬁ:/\%qﬁzu

BIMAHEIRXKORES , LB —B TR TEXFRAENETRES, REXSHBMRLERXFHRE
EALEY , EEARREATH. EREELT UPWE/T_\EIFH%E,EI%‘EE'SE"‘?M?*E?&?&EVE thATRERE
=,

& T LATE Storage Gateway I AFERENHHERS. HTRXFWENXMHHE , XHEAEZRBERE
Status 5IF, EETENXHHZHREETRR AVAILABLEo

ETRAP , BAUKIEZNXHEHEREOELR , URETRES , ZREFEERIT3) M A F 6 REAT
B EEAXHRENFERABINE , THRZHYUEE AVAILABLE K.

KA =34

AVAILABLE XHHRECEATEEEAHEH. AVAILABLE RARXHREEMNERZITIR
Ao

CREATING FHEABZXHHE , HIMTEEMFEAT, CREATING (EESIE) REZIE
RS, TEXEITHH. MENHRZEEFELIAS , XATEREAMN*X VM
EXTEAWS.

UPDATING XHHEHEEEEH. IRXHFRZEEFELRS , XABERERAMKX VM
ELRTENERE, AWS.

DELETING EEMBRXGREZ, FTFRBRXHRE , BERIFMEHIE LEZIAWS.

DELETING RARSEERRES , TRIITEMRE,

FORCE_DELETING IETERRBIMBR R =, ST HZFR T B BR 3 £ FIAWSE H
1k, FORCE_DELETING RERIEMFE , TFRMITETERE,

UNAVAILABLE XHEHELTFFERS. RERBLSHXHFRAEZERNTERS. flm, A6
FAB RN E L EMH B FREFERN Amazon S3 FREBHALSIUEE, &
BREGBIRATENRBE , XHFRE AVAILABLE R3S,

I#F/\?Eﬁ :I:;'_I_Eﬁ

EUEHoH , EARKRIBXRUENHAHAENREIERNER.
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it ZANHHRZEE A Amazon S3 E# .

S
o BFIEEANAXHHRZEEA Amazon S3 FiEfE. (p. 65)
« ATHBEN NFS BEFRERIHHRE (p. 65)

BrlEZ NN HEHZE A Amazon S3 F &8,

EREXAHERN , RINBWEEE Amazon S3 7R , MERAF I XHAZETUAEPEARR. M
REN SIFHBEENES NI XAREEA , WARHAFATNNER, N THLEXHBERELE , &7
BBl —1 S3 FRBER  ELRATXHAZNEBCUANMAAGEFEBTRESINBRNR , RE
FHZRBEBINE] S3 FHE o

TR ROIKBIELROIEE#ERBNACGIUINNFTERREAR S3 F#1F, [FIE4BR s3:DeleteObject LA
NPT E AR s3:PutObject M "TestUser" B, ZFRMEM T "arn:aws:s3:::TestBucket/
' EERP AN R

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"DenyMultiWrite",
"Effect":"Deny",
"Principal":"*",
"Action":[
"s3:DeleteObject",
"s3:PutObject"
]I
"Resource":"arn:aws:s3:::TestBucket/*",
"Condition":{
"StringNotLike":{
"aws:userid":"TestUser:*"
}
}
}
]
}

RIFFER NFS BEFIRESH AR E

BINBUSERHLAZANTN NFS BFIRIRE. MRERXEM , NENE LHEAR S IR TEE SN
NHHE, BXRIMA%RE NFS B HIRENER , SR HE NFS XHHAZMIHERE (p. 56).
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RIS RX@E A&

£/

1 2 3 5%

BT LATE RS R IR ST < FIRE X B IR AWS Storage Gatewayi&id £/ Amazon CloudWatch $E#RH13Z
HHREFRAR, BETLUMEA CloudWatch Events £ X R ET AT EIB A, BXXHMAER RN
BR , BSSEXHMX (p. 66)o

E3 ]
¥/ CloudWatch HEEREHFMXEEHE (p. 66)
+ £/ Amazon CloudWatch 4% (p. 67)
s REBAEXHRENBA (p. 68)
o THMXIER (p. 72)
TR HHZIER (p. 75)
. THRXHMXTRZHERE (p. 76)

CloudWatch HEAIREX 4N < EE B &

BT LAE R Amazon CloudWatch Logs FREUE x XM < MR BRNSTIRANELR, BALMERBERK
IR F BT MAEIR, o, BAT LA Amazon CloudWatch 1T 5528k LR BN B AEE R, X
BEZER , BSE . HAITFERMLE B SEIES B Amazon CloudWatch A I8,

Bz , EA LA CloudWatch BEARE RN WIEMX |, HEXH4MXTTER X4 L& E| Amazon S3 7F4# 1
RRBEA, EAUAEBERXNREBEMNXHAZTEREL, FXxUNMEREMXMERE CloudWatch
HEEWEE , E5H. BEEMN Amazon S3 XHMX (p. 28). A CloudWatch BEAN —MREE. , 55
B, £/ B &AM B E7RFEAmazon CloudWatch A F R,

BUF B3R 3R & B 8RB R Bl

{
"severity": "ERROR",
"bucket": "bucket-smb-share2",
"roleArn": "arn:aws:iam::123456789012:role/my-bucket",
"source": "share-E1A2B34C",
"type": "InaccessibleStorageClass",
"operation": "S3Upload",
"key": "myFolder/myFile.text",
"gateway": "sgw-B1D123D4",
"timestamp": "1565740862516"

}

IR IR B RS MK T E L& RmyFolder/myFile. text##t 3 Amazon S3 , AN E©EM Amazon
S3 IRAETFMHEEBRN S3 Glacier RIER FE D, S3 Glacier Deep Archive 73K,

ERENMXETRRBEET  XEMBEETAENER

» source: share-E1A2B34C }ERBEIME RN IHFHEE,

« "type": "InaccessibleStorageClass" ERIRKEMNEIRNER, EXFERT , HMXx=EF
EEMNNR L& E Amazon S3 M Amazon S3 REIRT , RBEIHEIR, B2 , EXMBERT , NREHR
3 Amazon S3 Glacier, "type" BEANURXHMRXBEWEMHEIR. BXAEHERNIIEK , BSH 5
EXHRXFEE (p. 165)o

« "operation": "S3Upload"ifRYMAREIHFZINR &R S3 it RE IR,
+ "key": "myFolder/myFile.text" ERSEHEHIXN R,

« gateway": "sgw-B1D123D4 IERIBE|MERIRMSIHFMX,

« "timestamp": "1565740862516" RAKELEIRMIATE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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FMKBELE CloudWatch AEA

R

BXRUAHENMESERRERNEER , BSHEEEXHMKF (p. 165).

EBEMK/GEE CloudWatch B4

UTERERTEGEMAFTNAEE CloudWatch B4,
fi & CloudWatch B EAUEXHM % —i2EH

1. BEZEFJAWS Management ConsolefR/5$TFF Storage Gateway 2l & https://console.aws.amazon.com/
storagegateway/home.

2. ESMERT , BEMX K RAEERENHEE CloudWatch BEHAKIMX,

3. ERTHME K ARFEMXEE. E A FHAFSRTF , THealth BEMKREA , RERERE
AU B E 7 X & EE,

4. ERATRXETRRBEAS  ERUTERIZ— :

« Disable logging (2 B £iEF)MRETFEEH CloudWatch BEAAKIZEM X,
- BIEFTH B EESBIE I CloudWatch HE4H,
- EANEREXAUFERADFEN CloudWatch BE4A,

MR BEEARNEH BEATIR.
5. #%# Save changes (RBEEX ) -
6. EEBRMANETRAAZE , BHITUTRE

1. ESMBERT , BENX , RAEEEEHNHEE CloudWatch BHEAR X,

2. ERIFMERIETFHM T Health B , #%$FCloudWatch Logs (CloudWatch B). XEXEHE : HE
4Hi¥ 4015 B WHEFFE CloudWatch 241 & F# F,

fi & CloudWatch BEA ST HM*x —iFE A

1. EFEIAWS Management ConsolefR/5$TFF Storage Gateway 2 #l & https://console.aws.amazon.com/
storagegateway/home.

2. BEERMX , AEEBRENHEE CloudWatch B EAR MK,

3. ERTHMAE K ERFEMXEE. E  ARAGSRIF , BUAERE , £REA , ERRERE
LB BAFT T 4B N X 15 BT T AR

4. BRTHEMXBEA  ERERANEEEE  REEEEFANATYA,
MREBZXERTA , FEFUEMBSEANBRBEEH, LRBEEME CloudWatch Logs 2% & |, &7
DERETGEZASEH, NRUEFNBESE , FRERFZANETHIRDESHNBEA,

5. ZERILERES  EERE.

6. EEFRASUTHRENMX , FEFZMX  RAEERFAESLETF,

BXRNABEESERNEER , BSMHEEHMXE (p. 165)0

Amazon CloudWatch 1E#x

BT LAE FAAWS Management Console=, CloudWatch APl, %] & FHR#EXR B CloudWatch API B R #8%k
EER—RIIE*K, CloudWatch API 1 7] SUEE H A —PMAWSE 4T X T E 8 E L Amazon CloudWatch
APITE, RELZNERER  LURMOTEAZFIATERNER , 4TRADTREE API WEX,

T ERAR G EERER  BBLAEETIER -
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REAXNHRENBA

- EEANEREE, £E RFEHENEERETHE—ARRNBH/MEN . Storage Gateway K4 E

R2GatewayIdfGatewayName. 7 CloudWatch #2&l &% | BAILIEAGateway Metricsl B LUIERH
ETFTRXNEE. BXEENEZEE , 5H. £E*PHAmazon CloudWatch AAF15E.

- E¥BF5 , W ReadBytes,

TREL T AHEFERAR Storage Gateway IEIRERIBEHIFE R,

Amazon w“E iR
CloudWatch &5

ZE[H)

AWS/ GatewaylId, X L4 IR RN X BN ENEREE. BB E
StorageGateway | GatewayName JE GatewayId # GatewayName 4 ERARIDE A F Y L4
Xo

XK EEBNIEEBIEETRXFNREXFLE,
BEE S oHBREANBS TR , TRRE,

P A S FE AR 68 A 5 R BT RS HE 4R, W BAE THEFTSIE CloudWatch MAEH KR E —MEXE
EBENLNERMESHINL

« BEFETANIER
o IREUEBIRIY S 1T B
« B2 CloudWatch Z3iR

RIFE R X RIENIEA

EXHIRESTREL , Storage Gateway A EAZ 35 CloudWatch Event :
s ERXEREXHENIHEREZERS F1EE] Amazon S3 B, WA LURBEH, F

FiNotificationPolicyZ¥AERMH LEEHM, XFM@ Amazon S3 KiEBRE T H LEHWE
H, BXESREE , BSRARESU LEBEH (p. 69).

« EMXTERF TEXHEMNHLEE Amazon S3 7E LR, BAILREER., &

RNotifyWhenUploaded A R THEX#H & L2 B API B1E, ETHEXHEPNREXH LEE
Amazon S3 B , R EREBH, BXEZER , BSRARNTEXHE LEEH (p. 70).

o BWAIEMXTERR S3 FHBRFEFERBEHN., H¥RAMARefreshCachei®id Storage Gateway ##l

A API BTREZTKETHERN. AXESZER , BSARBEFEFEA (p. 71).

EERO X RETRIG , Storage Gateway fFi&id CloudWatch Events B & EBEH. BN
CloudWatch Events &t & v XX E4 B #% (2 Amazon SNS., Amazon SQS sAWS Lambdafunction. 4l
wn, BETLARF Amazon SNS B#rELE R B A A4 Amazon SNS A% |, fliNEB FERE4RERE. BX
CloudWatch BH#MEE , ST 4= CloudWatch Events ?

i& & CloudWatch Events i@l

1.

2.
3.

BIE —NEfL KRBT Storage Gateway FERMNEH AR B , HlW Amazon SNS =K
Lambda B,

£ CloudWatch Events 2l & # 6lE —MRIE Storage Gateway IS4 B FREIFN,
EZANF , AEH4RBEUBR—NEHER. ESHSIHRANAE ITE i[5 Ad & B A,
EEFEERHEERE.
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RIS L2 @A

RTFROIERT —MAN , ZANFEEEMXNEENMXHEHEEEHERE, AWSKE., fim, &5
LB Storage Gateway File Upload Event fERE#HEE,

{
"source":[
"aws.storagegateway"
]I
"resources":[
"arn:aws:storagegateway:AWS Region:account-id
:gateway/gateway-id"
]I
"detail-type":[
"Event type"
]
}

BXxIAER CloudWatch Event K& MNMELS | FSRGEXNEH4A1K K CloudWatch Events #LI &
#Amazon CloudWatch Events P 157.

RIS A EAE @A

ERTERRSP |, ERLUERAX S LEBA

s EEHERESDOE LENHE , BTLLEANotificationPolicyZBABKEEH ID, £ EEX
Hetat kR BERNED ID 5 APIREIRES ID HE. DREREHZEH ID UREREEEHNXHIR | &
A EATE R fh & FER ST IE, AWSH 4R EEMEE ID B4,

s WTFRBSEERESG , BAUEFH RS EE— Amazon S3 FEBNHENXEM*x, Mk 1 B34 HE
EEP KA H X4 E4£E] Amazon S3 , REMX 2 EN XA REZFIRIEEX L, xExH L
f£%] Amazon S3 , EXRSEM* 2 FERXEXH | AAMX 2 5 Amazon S3 A Y 2 i 48 17 iR A< B9 3T
. BEFEXHE Gateway2 HAIIN , B LEANotificationPolicySEiERMx 1 £ L& X4 =K
FREREE LEEHN, KRG, LA LEA CloudWatch Events B 31 & HiRefreshCacheEMx 2 Li&
RMHHE, YHRefreshCacheBEREFTHK , HXHE Gateway2 AL,

Example RI-3X 44 £ 4% &8

LTFREIERT —MEEHSELIENMNITE CloudWatch KEA BRI LEEH, HEHNEA JSON
B, BALFHBAMEENAXAEENEREMEIBHR, detail-type I Storage Gateway
Object Upload Event,.

{

"version": "Q",

"id": "2649b160-d59d-c97f-3f64-8aaa9eabaed3”,

"detail-type": "Storage Gateway Object Upload Event",

"source": "aws.storagegateway",

"account": "123456789012",

"time": "2020-11-05T12:34:56Z",

"region": "us-east-1",

"resources": [
"arn:aws:storagegateway:us-east-1:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-1:123456789011:gateway/sgw-712345DA",
"arn:aws:s3:::do-not-delete-bucket"

]I

"detail": {

"object-size": 1024,

"modification-time": "2020-01-05T12:30:00Z",
"object-key": "my-file.txt",

"event-type": "object-upload-complete",
"prefix": "prefix/",

"bucket-name": "my-bucket",
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R TAEXHE LB
}

}

FRAEN iR

T HATHY IAM SRBE R

id FRiR 1AM KEEH 1D,

detail-type il R FT R IE VB A E IR,

source XEXEHE : AWSHET B RFEHFKIRH RS
I 7= f) IDAWS MR 4 B R MIB AR K P

time 3 ¥ E4£3] Amazon S3 IER K HEt i
region XEXIHA : AWSM AKX ERTNE M XiF,
resources R AGIE I M X R R.

Object size BT KD CAFFT R RN

EEGIE B P i S SO A Y e i

Object key X ERE,

event-type fih % B A CloudWatch Events,

prefix S3 BB R A,

bucket-name S3 B & o

RENTAEM A &R LA @Al

BRI AER TEXHE LEEBA

s EEHERESTOE LEMHE , BT LERANotifyWhenUploadedAPl RSk EEH ID, FELEET
ARt & B HAER ID 5 AP REMEL ID #HE. WRREHZEH ID RERE EEHXHS
®, B E EATN THEAXHLE, AWSHEREEHER ID WEH,

s XFRBLEEARS , EALEFH MRS ZIE— Amazon S3 FHEBMF D IHEMK. MK 1 XHH
EE P A LU SO B4 B Amazon S3 , REMX 2 LN XHHZEEFIRIEEUX L4, XEXHLE
£ E) Amazon S3 , ERAEMX 2 FERIXLEH , RAMX 2 £A S3 PR BFRAN M. B
X HE Gateway2 AL , i A NotifyWhenUploadedAP| 2 4E1E R M % 1 7 L& TR S ER B B L%

X EEBA. RE , ERUEA CloudWatch B4 B3 K HiRefreshCachefEM% 2 LERMHHE,
HRefreshCachelERFER , MXMHEMRK 2 A, KREFSFHXHSANGERXEFFE. CREH

ZEREURM S3 FREBINRBFLNE,

Example R fl- TEC 4+ & E2 B A

BLTFREIERT —NIEXHELERBA , EE4SECIRHMNTER , FET CloudWatch @ &K% %
B, WBAHRA JSON X, SR BAREN AN ERNE LRI BEFR. detail-type

Storage Gateway File Upload Event,

{
"version": "2012-10-17",

"id": "2649b160-d59d-c97f-3f64-8aaa%eabaed3",
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RERIHEFEAN

"detail-type": "Storage Gateway Upload Notification Event",

"source": "aws.storagegateway",

"account": "123456789012",

"time": "2017-11-06T21:34:427",

"region": "us-east-2",

"resources": [
"arn:aws:storagegateway:us-east-2:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-2:123456789011:gateway/sgw-712345DA"

] ’
"detail": {
"event-type": "upload-complete",
"notification-id": "11b3106b-al8a-4890-9d47-ala755ef5e47",
"request-received": "2018-02-06T21:34:427",
"completed": "2018-02-06T21:34:53Z"
}
}
FEREWNR iR
[7E:S LHTH IAM SRER AR,
id FRIR 1AM ZRBEHY 1D,
detail-type fill R FIT R OE 9B A SR,
source XLEXIFAE : AWSHES & RFEAKFH RS
K F= #9 IDAWS M A 4 FR & SR @ Z1EY K P o
time 324 L& F| Amazon S3 BYiER & H AT E] .
region XEEXIFA : AWSMWM AR E R AE A X,
resources KEEEAHK Storage Gateway &R,
event-type fih % B A CloudWatch Events,
notification-id REZFENBRBEYLERKK ID. % ID XA UUID 1%
Ko XREAA NotifyWhenUploaded B [E#Y
BEA Do
request-received MR U Bl NotifyWhenUploaded & REYATIE,
completed Y THEEPHAE X 4E L& E Amazon S3 B,

R B R = 17 38 Al

FFRIFEEFEEHNAG , BAALER NS ZIE — Amazon S3 ZE MBI SIHM< , Gateway1 B9 NFS &

AN E X EEF] S3 R, XE3 4 £ T Amazon S3 , BEERIFERZH , ENTAHAEMX
2 1, X2R R Gateway2 £ Amazon S3 FEMR 7 A BEMNHRER. HRIFBETHN , BAEFER
Gateway2 FHXHRITRIVEE, ABEXHAESE-LEEFEEMX 2 FETR , R TEFEES

FRIFTRENIREBEH, A LUM Gateway2 HERBIFEFEH , LEFTE X4 HE Gateway2 F 7] ILATE

ﬂj@\o

Example 7 fl-)# & 78 A
UTROIER—NRIFHEFEA , ES45EENMNCER , FET CloudWatch BELE LB, It

BHIEA JSON &K, BALUFHBEHMEEN AN EENWERNZMEIBFR. detail-type 7 Storage
Gateway Refresh Cache Event,
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T B R IERR
{

"version": "2012-10-17",

"id": "2649b160-d59d-c97f-3f64-8aaa9eabaed3”,

"detail-type": "Storage Gateway Refresh Cache Event",

"source": "aws.storagegateway",

"account": "209870788375",

"time": "2017-11-06T21:34:427",

"region": "us-east-2",

"resources": [
"arn:aws:storagegateway:us-east-2:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-2:123456789011:gateway/sgw-712345DA"

] ’

"detail": {

"event-type": "refresh-complete",
"notification-id": "1cl1l4106b-al8a-4890-9d47-ala755ef5e47",
"started": "2018-02-06T21:34:42Z",
"completed": "2018-02-06T21:34:53Z",
"folderList": [
ll/ll
]
}
}
FEREWN R
(TS LHTHY IAM EREERR AR,
id FRIR IAM SRBEHY 1D,
detail-type bR PR A Y B A AR E R,
source XEXIHE : AWSHER B RAEHRIRHIRS
K= #9 IDAWS M A BB SR FB HIEY K P o
time 3 TAESE Y S AT 18 SRV & Hi B E] o
region XL XA . AWSMA ZETERFBE A XE,
resources KEEEAH Storage Gateway &R,
event-type fih % WA CloudWatch Events,
notification-id NERFERBHBEV AR ID, % ID XM UUID 1%
K. XEEAA RefreshCache FHRE K E A
IDo
started MKW EIRefreshCachei® R H# B3 RIFT.
completed SER TAESE RV AT AL,
folderList EZFPRIFHXHRES D RERESIR. RIA
ﬂ\] [ll/ll]o

T BEM R IEIR

TRNETER S3 XHMXHNER. BINXEEEHEXBEN —AER, RERETRXNERSELES
ETXHAENERER. XEERAREARER , BEEARTMX , MIEXHHE,
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T MR IERR

BAECAREERNEEERAMXERXHHAE, BAXE  EEAMXIERN , B4FIEEGateway
NameX FEEEHERBBEAMX. EXEZER , B2 HFEA Amazon CloudWatch $E#R (p. 67)0

TRNABT TARRMEXRENE R IER, S3 XHMX,

R

AvailabilityNotifications

CacheFileSize

CacheFree

CacheHitPercent

CachePercentDirty

CachePercentUsed

CacheUsed

CloudBytesbownloaded

CloudBytesUploaded

iR

BLIEPRR SR S 4R S A AR 4 AR 5 W A 1448
KXHBTRR BRI,

B

BEIEAR A T RER M X B 17 AR Ko
FtiEfRSAverage St it BIEREEM X EFH X
HEFE R, FLEREMaxS T BiEREEMX
ZEPXHHTRAKN,

B FH
BIERSBERNXEFRHTHAFT .

By FH

BMARFMNRMXPEBN TSR  HEFELE, #
REREEHE RN KA,

ERBNARFMAMKHITIREET |, RiERRE
100%.

Biv:BDKk

HARBEIWMXEFNEET SR, AWS. BEE
HREBBERTRA,

B Bok

ERANMXEEFEENEAES L, BEERER
HALERET KA.

L Av=E e
HIERSBERNXEFHEANF T

By FH

R L2 BIH B F I BRAWSTE AR & AR EAE).
FUERE Sun T BBEEECEATNEFLE
FHE Samples RitBTELESERATNESY M
A/ IR EIRER (10PS),

By FH

R M T B F T BRAWSTE AR & AR EA F).

FiERE Sum RiITHEESERATNEFHE ,
FHE Samples SIHBTWL S FEA TN E IOPS,

B P
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T B KIERR
R HiR
FilesFailingUpload ICIEMRERER R BE EE BRI STV BB, AWS. XX

FileSharesUnavailable

FilesRenamed

HealthNotifications

IoWaitPercent

MemTotalBytes

MemUsedBytes

NfsSessions

RootDiskFreeBytes

S3GetObjectRequestTime

S3PutObjectRequestTime

HRERBEEXRZABNESEENETRRE
Ao

SR ESUNGIHES , R RUHTE LATNT
HHAWS.

BT I

LIEFRIRH TR X EN X REHE |
{Z FUnavailableiR %S,

MBI IEFREAEALARTFTA , AKX T
FEAE , TRASRENTERRTN. BUE
HIRARIRE T B EN R B,

ETLRETE

BCIRAR IR BRAE 1R ] R PV B 5 0 S
B4 : i

BEIEAR IR E MR AR E BN E KBS TR B
HE,

BT

BEIEFRIR S CPU S #3570 ith Bl 22 10 R Y B 1) B 40 Lo
L AVAN= e

BERREMX LWRELSE,

XEHE

By . Y
HIERREMX LEFERANNEER,
BA o FH

HERLSBEEMX LA TERSH NFS £1F
.

L RUAR A
BIERSIREMRBHE FNATAFTH,

MRILEFRIRE /DT 20 GB TTA , WS8R B2

By FH
BEIEPRIRE MK T S3 A RiERAVESHE
By Z®
PEIEFRIRE MK TR S3 MEBX RIERAVESH,

B EY
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TR HEER
BN iR
S3UploadPartRequestTime LIEFRIRE MR SERK S3 LR ERE SRAVAT A
B ER
SmbV1Sessions HERSREEM X L4 FEHRSH Smbvl &1iF
o
B
SmbV2Sessions WIERSIREER R LA TFENIRESH Smbv2 £1F
.
By it
SmbV3Sessions BERSREEM X L4 FENIRSH SmBv3 &1iF
.
B
TotalCacheSize LERBEEFHNEXRD,
By . Y
UserCpuPercent LIERRE TEMXAE LR HRNNEE 2 L.

Biy:BADKL

T R4 S fehT

ZANETHERIEXTE XM HEN Storage Gateway ERNES. BNIHHZHEEEXKN—4AIE
fro REBETXHAZHEREREBETRINEREE, SEEFRRARER  BLTERT XU

;j\:—_.l‘o

MAEERERIEEECEAMXERXHEERIR, LEEFEANXHRZEIRN , B4TIEERRSE
EEEFHIERNXHREWN File share ID, BXEZEE , BSREH Amazon CloudWatch 5

THRERT ° ARKREXXHHLZE RN Storage Gateway $E#x.

4 i

CacheHitPercent NMARFMNEFRHNXAHERRENEDE,
BAEREFNERRA,

ERXBNARFNXHHZREN , ZERRE
100%.

B Bok

CachePercentDirty MHHZEREEBINMR BTN SAELLE RN S
o AWS. ARG ABLERNRA.

ffFCachePercentDirty AE & H RIFLE MK
REFNE&LSE, AWS.

Biy:BADk

API A 2013-06-30
75



AWSStorage Gateway fi {5/
THRXHERXTERAE

B

CachePercentUsed

CloudBytesUploaded

CloudBytesbownloaded

ReadBytes

WriteBytes

TEXHMNREZER

R

MHERENPMREFERZEANEBAERR ST,
BAEREFNERFNRA,

fEAMXH CachePercentUsed IEFRFEFM %
ZEEET RN ESEERE,

Biy:B Kk
M5 E & B89 B 7T BMAWSHE AR & it 2 ).

FUERE Sum S BBESEERATUERHLE
FEE Samples S BTFELSEATNE IOPS,

B

W T 819 B 2 T BAWSTE AR &5 PR HA ).
FRERS Sum ST BELEEFEATIEFLE
FHE Samples RitBTEESERATNESY M
N/ R ER B (I0PS),

Ba P

BEBBANAHAENZRNARF RIS FT

FHiERE Sum RiITHEESERATNEFHE ,
FHE Samples S BTWL S FEA TN E IOPS,

B FH
BEBMABEATZANRAEFNEFT K.

FHiERE Sum RiITHEEESERATNEFHE ,
FHE Samples FIHBTWL S FEA TN E IOPS,

B FH

Amazon S3 XX (S3 XHMX) Tit AN EREEXAFH R XA ZER A MR FAE
Bo BRERENEERFES , AERDETHEH RN REE R,

R

TRNME T XHRX T BEXAHERE,

BREBR
REEE
EA#SE
elfe
Ewd

EX

R AHRI AR
BUXHHAR,.

B XM LK
ERBABXHIXMFX,
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TRXHRMREZEE
BREBR EX
il B B BR ST A B ST R
EABH EMNH R R TESE (ACL, AEE, 4, )
PR ) o

B
TRAAT S3 XMHMXFIHBEXHTHREM.

B B

accessMode N RONRIRE.

accountDomain ({XFRA/NE M ) E P imIK P FTE R Active Directory (AD) 15,
accountName ( {XPRA/NE DL ) % Active Directory A&

bucket S3 FHEE B o

TR R A P B FRIR A

TR R 9 A P B4R IR AT

clientGid (4R NFS)
clientUid ({XFR NFS)

ctime gﬁtﬁﬁ”@ﬂﬁqgﬁ’ﬂm%ﬁﬁiﬁiﬁ , HEFRR
Bo

groupld NROARBENFRE,

fileSizeInBytes ng/J‘ , AFT R BN |, HEFIRE M OIER
RiE,

gateway Storage Gateway ID,

mtime HEHREEENRAAE , BEFIRIRE,

newObjectName FXNREREENTERER,

objectName NRYTERE,

objectType EURNRBXHERXHR,

operation TR AR B Fo

ownerId NRAEENFIRF.

securityDescriptor ({XFRAH/PMEMI) ERENREREN BATFEZEFIS&K (DACL) , fF
F SDDL #%=,

shareName EEHEHHEHER,

source FRE T X HER ID.

sourceAddress XHHERFIRITEN P it

status BEMNRS., UEFREY (1IBREMK , ERTRER
IR M5 K RMBRA ) o

timestamp REBREGRE , ETHXWRERSNEE,
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THRXHRMAEZAE
B E X
version it HER RN RE
FMRELEENEMY

TRERT EEMNXHHRREFRIZREN S3 XHMXFITBEE M,

B EA Bl Bl Em Mk EE%E BEY BEY BEM
BiE BIE XMk X x| ( & ( chown ) (chmod) (chgrp)
XK Xk | ACL) -

PR

SMB )
accessMode X X X
accountDomain X X X X X X X X X
(PR
f /B
ST
accountName X X X X X X X X X
(XPR
d /B
i)
bucket X X X X X X X X X X
clientGid X X X X X X X X X
(R
NFS )
clientUid X X X X X X X X X
(R
NFS )
ctime X X
groupld X X
fileSizeInBytes X
gateway X X X X X X X X X X
mtime X X
newObjectName X
objectNameX X X X X X X X X
objectTypeX X X X X X X X X X
operation X X X X X X X X X
ownerId X X X
securityDescriptor X X
(PR
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THRXHERXTERAE

B EX Bz tlZ Emd M EBEEYE EBEME EBEEY BEH
B WiE XX X X X ( EH ( chown ) (chmod)  (chgrp)
XX | XEF  ACL) -

1 PR
SMB )
G
k)
shareName X X X X X X X X X X
source X X X X X X X X X X
sourceAddréss X X X X X X X X X
status X X X X X X X X X X
timestamp X X X X X X X X X X
version X X X X X X X X X X
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KAMX VM

ZES

L MXIFEEEEFEHENLEEPXZE, RTERAEFNBEERNAMESES. XEEFEMEMX
KBEWERES.
E37}

+ XFAMX VM (p. 80)

+ B Storage Gateway KA #EE (p. 80)

« E Amazon S3 MK (p. 82)

» {5 AWS Storage Gateway 2 #l A EEMXEH (p. 87)

o ERHEGE FRITETFES (p. 88)

£/ AWS Storage Gateway 13 il & il Br W < H B BREXBIR (p. 116)

<A< VM

3

BAREEEXAREFBIEANETEY | fINEBELMNEERFNANT R, XARMUN 28,
BRAMEFIERK, NTFXHEMX , BALEZEXAELN. BARBIHNBERRA T EA Storage
Gateway BEEERH A B FE LMK , T &4 A LA E WA 12 %) A =% Storage Gateway API /3 31l
FLEMX, HEFBELNN , FiEEEHBHMX,

BURREXAREFNSHELNRTEY , SINMEQEDNERRFNAT N, NTXHMX , BT
BEEXHAEMU, MAREXAMK, BRAKBINWABRERGRE T #A Storage Gateway EEZH BB
MEEM |, T &t a] B A R UL A 12 %) & 3 Storage Gateway API BRI MIE LM, HETF B RELL
Hat , BiEEEHB IR

o WX VM Fihizsl & — BSAEARIES S EHITEFES (p. 88).
+ Storage Gateway APl — &2 [#ShutdownGateway

Storage Gateway By 2N g%

MR ERAL (VM) S ETE 2 i 0 BL Y AN i R B 3 1T B P M 12 6% . 7€ Amazon EC2 E4I 8122 8 R <
Amazon EBS BEN ARt FEE

E3 ]

- REXRMBAFHE (p. 80)

- BEESBENEFEMZRN AN (p. 81)
o AMEFFM (p.81)

- PG E#E EC2 MXE AR (p. 81)

REARMHMEFHE

EAMXDENHENHRENKPNBEEZECRE, MXFEUTHINEME

MHARMRXELRE - MEEREET, TRAMPENOMXEE T A HEFEH KD, EREMKXEAK
THEABERREK , ETURNESF 7,
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2N 3 77 fik #ir RSl

EiF e iR S5 Amazon « SRR
S3 I RE: EAERBEN A
R

Note

KEVEEZMERE VMware PR RABTEEME, BEMK VM B, BALEERAREMSE VM XHEH
BEE#E., MEEAHEE (PINEREESEEFFZE) i, SulERTENUEE#EES VM
FEMEHEFED , bR NEEREEMREFGE D,

MREESNEREEE BBV NEEEEZRAER - REEE. RE—NEEYEEEXE
NBREEEERATIRANEEEHTZENELEBR T TAESBMETE. XEFEATEROR—
™ RAID1 Z1{K 8L RAID BEEMIER .

ENRARENHNEMNXG , ENESHTNATEEFEZRANEERFERLIFMH.

BEEDENEFFHEZEN AN

BHRKRFEAE B FEMERIBEN &REH R BENRERHE, EF76#ZEAEZEE Amazon S3 B
HRGE LENBENRHEAFHE. BEXNMAGREEFEFEFHANIMESZER |, 551 EE Storage Gateway
B AR g5 (p. 80)o

EABUSIE BB AR S H BEFAEANREBME. RS, BTH#A Amazon CloudWatch E{THE4R%
BREEERENERAEAEARHAREENREESFREN. AXERENNRBEERNES , #2
5 A (p. 122).

ANINEFFE

BEENARFREROZ(L , EULENMXNEFEFEETE. EUNAMXFNESEEFEE , THDHHN
BHMXINEE. EANESEFRERBTEN , TUERFMX VM BHER THITIRE,

Important

EmREMRAMERFE |, EEY (EERF R Amazon EC2 356l) HEIRFHAZTXAEE, MR
ENEESENERT  BOERIFUENKD. FONRESIBRNEEFENEFHE,

UTERUEAIANMXEEREFEFE,
RINE BREFF &

1. EEN ( EEEFH Amazon EC2 3£l ) FMIEFHWE . EXNAEERRFPHEMENEESR , 5
RENEERFNARFM. SFLEEARENEEFTE.

TEJTF Storage Gateway 2 #l & https://console.aws.amazon.com/storagegateway/home.

ESMBEEH , &R Gateways.

£ Actions &/ | #%# Edit local disks.

T RBEARHEA XEED | MALTERENHEE  ATBERBIEE BEZTFER.

MREREDNECHRE | Hik#R Refresh B4,
6. i%# Save URELZHNEEIRE.

Rinet 765 EC2 MXxEE&ER

AR T BAERFR IR TR AR Y X B 17 B0 T2 22 1 it R HATHO RIS B LE IR R RO P IR

O bk wbn
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BEEHR

I

ISR N Amazon EC2 SEFRME T IRE R B F4E, REBEEES A T IR 64 AE T R EIE | 4
MRXEFEETZRTHEE. Y246 A Amazon EC2 Amazon RGBS T M%< B R IRHSSF2ER
THEEEHN  REFEFIIHHE  RENEFNHEE |, B UERE T MRS NRBEEHEEMNR
Bz, BXRESEE , E5M . Amazon EC2 EHIE# P HIER T Linux =4I Amazon EC2 AF /.

MRARFNEENEARRSERERES  RARURSH R L£LE Amazon S3 R AMEF# T, MR
FRERZEFHEPHBIERT Amazon EC2 RAIEHE LETHZRIFILMEX  BAMRUTEEPANE
K Et2E] Amazon S3 WBIEAIRER K, BUUEEH B HFLARMXE EC2 RHIZHIMTRESER
BABS Lk SR BHE R K o

Note
MREFERANREEERME , ERELEMBHEHMRE , ZFFXKABN, £EXPERNEREE

RERTYEFEME, RBEAETUERIFEE , K850 R HERHH EC2 KA LBUE
B,

UTERHHXESBRIGE T XM K.
B AL fE A GBS R Y U R R R A BIE R K

1. FLEEBAIXHHAENMAERRE.
2. iTBEBAM CloudWatch E#ZWBER,. BXER , S REEXMHRENEA (p. 68).

3. AL AP HBEHNAEEEL F#ERZH —EREANKIEE Amazon S3 RIFAFHEINIREE
Ho

4. FHAPIEZR , BREE—-NEHA ID,

BRFKE —NEEHERREA ID B CloudWatch E4,

5. WIEMHHER CachePercentDirty IEHREEN 0, XFEINEHAEREHESE AZ Amazon
S3. BXNHHREENRNER , BSH T HUEHZIER (p.75)

6. LIEAUEHBIRAFLEXHMXMTAEREEREABIBOREL,

Amazon S3 XM xiT

B LARFMMKRE N LA FEHBAWSEURHIMX ERANMNEHTRE, RIANERT , SBUENMRAER
PR

& LAfE F§ AWS Management Console , — MNAWSH #4F & TEA (SDK) , sLAWS Storage

GatewayAP!| ( &2 % #1770 R R & 8 5] X P BIAWSStorage Gateway APl B, ), R RIRERH1T
X, BEULERHEENE—RSL—EARNBIER. EXFEZEL , HSRFEH Storage Gateway EH B E
EMREM XK R BRE TR (p. 82).

Note
Amazon FSx X #MXEKHE B 5] T £ f B 702 2 R 5 F At A &Ko

£
 f£H Storage Gateway ##| & EEMEHEE MK RRHITTXI (p. 82)
- FEAEFHMXTREERHFAWS SDK for Java (p. 83)
o FAEHMXRIERRFAWS SDK for .NET (p. 85)
« ERAEHMXT RIEERHBAWS Tools for Windows PowerShell (p. 86)

{# F Storage Gateway 12 #l 58 & F FMimiE M <MY 7L IR
il Tt

AT B ANAEE M 458 X 89 TR R R EI TR
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£ AWS SDK for Java

EF MR E T IR R H 1R

£ FF Storage Gateway | & https://console.aws.amazon.com/storagegateway/home.
EEMSMERSD , EEFMX , AREREEENFX,

ERTERE , ERRETITERER ST

X Y e w RGN ERERERETERRBH TR, RIAERT , HIFXEEEXNTIRER
#lo

4. (W) ERAMFOTREERRREGHOTEERRFMEITRG. ¥TFRMESNEE , GAUT

1I=I|:A:

o EEER A LEERRRS], BUKLEYE/A (Mbps) B E AL, &/MESA 100 Mbps.

- EfJl— ARENANARRBHNERAN-XKLR, BULEIEE (A-—ZBH ). AR (B \$I1
BAR). —BAHHNE-XIF/N-—MEBHNARRER. EEEAMRIGS,. FRBNA
&, FEREREIT.

« FFEAETIE— AT RE BT ARE |, A HH: MM BXFMxE5 UTC W XREE.
Note

SR B9 T T 1R 2R PR 1 8] P M SR TE L 15 TE Y 20 $P FE SRR FF 2R
o GERETE— WA A FENLERTE , FH8 HH: MM BRXAMx5 GMT 2B X REE,
Important

FTREZERFARELLCEEN D HERNER, BERHEE—NMIRERGE A AR , B
A59.
EZHELNER , /R RABITEE  MARMREZEF R, B AS97EE — N E
BRI &G — 2, Entero@7E$E T >RAY A 8] B &Y FF 38 20 8o

5. (&) BREFEEECINSE , BEEENTRERREITRITER. WRFEMMITXI A1 EReS E B

HitFERemove.

—

w N

Important

WRERRGBEAEER, oEE BT R RATER — et E R R LEREEZEMT
— /N E] FrR B9 7T 24 B 1) o2 B
6. FTHE , BRREFENR.

FEREFNKT IR ERFAWS SDK for Java

BEUREAREFHRRZERE , S E—RFE XN B ARXERS |, fln , ERITRMESHTR
B, UTREBRT MAERAEHRTRXNTRIERRES, AWS SDK for Java. MEE A RO |, BRIZZ
& Java BHIANABRFNETHER. BXEZELR , H5SHR . FREAFRMBAWS SDK for JavaFF XK A A s
.

Example : fEAEH MK REZERFIAWS SDK for Java
BT Java REBRBIEHMMANH T ERRG . EFALRANRE , ELTRERFLIHETR, FxH

Amazon #RABF (ARN) F1 L& RE, ZEHIRAWSTLLE Storage Gateway — 2 E R BRS L iFT = |
ESRAWS Storage GatewayLif i S MEH HHIAWS—fZSE.

import java.io.IOException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.PropertiesCredentials;

import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;

import com.amazonaws.services.storagegateway.model.
UpdateBandwidthRateLimitScheduleRequest;
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import com.amazonaws.services.storagegateway.model.
UpdateBandwidthRateLimitScheduleReturn;

import java.util.Arrays;
import java.util.Collections;
import java.util.list;

public class UpdateBandwidthExample {
public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 100 * 1024 * 1@24; // Bits per second, minimum 100
Megabits/second

public static void main(String[] args) throws IOException {

// Create a storage gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, null); // download rate not supported
by S3 File gateways

}

private static void UpdateBandwidth(String gatewayArn, long uploadRate, long
downloadRate) {
try
{
BandwidthRatelLimit bandwidthRatelLimit = new
BandwidthRatelLimit(downloadRate, uploadRate);
BandwidthRateLimitInterval noScheduleInterval = new
BandwidthRateLimitInterval()
.withBandwidthRateLimit(bandwidthRatelLimit)
.withDaysOfWeek(Arrays.asList(1, 2, 3, 4, 5, 6, 0))
.withStartHourOfDay(0)
.withStartMinuteOfHour(0)
.withEndHourOfDay(23)
.withEndMinuteOfHour(59);
UpdateBandwidthRateLimitScheduleRequest
updateBandwidthRatelLimitScheduleRequest =
new UpdateBandwidthRatelLimitScheduleRequest()
.withGatewayARN(gatewayArn)
.with
BandwidthRatelLimitIntervals(Collections.singletonList(noScheduleInterval));

UpdateBandwidthRateLimitScheduleReturn
updateBandwidthRatelLimitScheuduleResponse =
sgClient.UpdateBandwidthRatelLimitSchedule(updateBandwidthRatelLimitScheduleRequest);

String returnGatewayARN =
updateBandwidthRatelLimitScheuduleResponse.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);

System.out.println("Upload bandwidth limit = " + uploadRate + " bits per
second");
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catch (AmazonClientException ex)

{
}

System.err.println("Error updating gateway bandwith.\n" + ex.toString());

FERAEFMKH TIERERFIAWS SDK for NET

BELREARNEFTRRERE , B E—ReTA AN B3 RRXERS , fln , ERITRESHTR

B, UTREIBRT MBI EREHRMNHRERRE, AWSERTF NET WHHF AT ESE (SDK).
MEERARANRBE , BRZHE NET HHENABFNETAR. BXESER , H5H . FRERF

BAWS SDK for NETHF XA RISE.

Example : £ A E#H MK FIELERFIAWS SDK for NET
BT C# RBRGIEFHFMXNTIRRRBH, EFEALTREARLE | SSORARUESLHRTR, FXH

Amazon #RABF (ARN) F1 L& RE, ZEHIRAWSTLLE Storage Gateway — 2 R IRS L iF T = |
S FEAWS Storage Gateway4R i i = F fe §1 HHIAWS — i S

using System;

using System.Collections.Generic;
using System.Lingq;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{

static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 100 * 1024 * 1@24; // Bits per second, minimum 100
Megabits/second

public static void Main(string[] args)
{
// Create a storage gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, null);

Console.WritelLine("\nTo continue, press Enter.");
Console.Read();
}

public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{

API A 2013-06-30
85



https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/net-dg-setup.html
https://docs.aws.amazon.com/general/latest/gr/sg.html

AWSStorage Gateway fi {5/
£ AWS Tools for Windows PowerShell

BandwidthRatelLimit bandwidthRatelLimit = new
BandwidthRatelLimit(downloadRate, uploadRate);
BandwidthRateLimitInterval noScheduleInterval = new
BandwidthRateLimitInterval()
.withBandwidthRateLimit(bandwidthRatelLimit)
.withDaysOfWeek(Arrays.asList(1, 2, 3, 4, 5, 6, 0))
.withStartHourOfDay(0)
.withStartMinuteOfHour(0)
.withEndHourOfDay(23)
.withEndMinuteOfHour(59);
List <BandwidthRatelLimitInterval> bandwidthRateLimitIntervals = new
List<BandwidthRateLimitInterval>();
bandwidthRateLimitIntervals.Add(noScheduleInterval);
UpdateBandwidthRateLimitScheduleRequest
updateBandwidthRatelLimitScheduleRequest =
new UpdateBandwidthRatelLimitScheduleRequest()
.withGatewayARN(gatewayARN)
.with BandwidthRateLimitIntervals(bandwidthRateLimitIntervals);

UpdateBandwidthRatelLimitScheduleReturn
updateBandwidthRatelLimitScheuduleResponse =
sgClient.UpdateBandwidthRatelLimitSchedule(updateBandwidthRatelLimitScheduleRequest);

String returnGatewayARN =
updateBandwidthRatelLimitScheuduleResponse.GatewayARN;

Console.WritelLine("Updated the bandwidth rate limits of " +

returnGatewayARN);
Console.WritelLine("Upload bandwidth limit = " + uploadRate + " bits per
second");
}
catch (AmazonStorageGatewayException ex)
{
Console.WritelLine("Error updating gateway bandwith.\n" +
ex.ToString());
}
}
}

{58 FH B FT W o< 7 T iR R PR H AWS Tools for Windows
PowerShell

EBNUREESREFwRRERS , B E— RSB AN B AEXERS , flin , FAITIIESHTH
B, UTRRAIBERT IMAEREH M RIERER S, AWS Tools for Windows PowerShell. 21E#E R
BT |, BRZEE PowerShellii R 2518 NARBFHNIEITHR. BEXEZEL , 58 (AWS Tools for
Windows PowerShell Fi = #5/) FHIAIT,

Example : A EH MK TIERFERFIAWS Tools for Windows PowerShell

AR PowerShell IZARBIEFHM XN T RERRH . EFEALREAME  SBXTURMBEBESLIFETR. MXH
Amazon #RE ¥ (ARN) 1 L& RH,

<#
.DESCRIPTION
Update Gateway bandwidth limits schedule

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html
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.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 100 * 1024 * 1024
$gatewayARN = "*** provide gateway ARN ***"

$bandwidthRateLimitInterval = New-Object
Amazon.StorageGateway.Model.BandwidthRateLimitInterval
$bandwidthRateLimitInterval.StartHourOfDay = @
$bandwidthRateLimitInterval.StartMinuteOfHour = 0
$bandwidthRateLimitInterval.EndHourOfDay = 23
$bandwidthRateLimitInterval.EndMinuteOfHour = 59
$bandwidthRateLimitInterval.DaysOfWeek = 0,1,2,3,4,5,6
$bandwidthRateLimitInterval.AverageUploadRateLimitInBitsPerSec = $UploadBandwidthRate

#Update Bandwidth Rate Limits
Update-SGBandwidthRatelLimitSchedule -GatewayARN $gatewayARN *
-BandwidthRateLimitInterval
@($bandwidthRateLimitInterval)

$schedule = Get-SGBandwidthRatelLimitSchedule -GatewayARN $gatewayARN
Write-Output(" 'nGateway: " + $gatewayARN);

Write-Output(" nNew bandwidth throttle schedule: " +
$schedule.BandwidthRateLimitIntervals.AverageUploadRateLimitInBitsPerSec)

£/ AWS Storage Gateway 2 &l & EIE WK EH

Storage Gateway N EH R M N EN PN EZ R4 E# B LLTE Storage Gateway EEZFIAE EF N
BAEH , tUUSFERENEFITE Bz NAEH . RE Storage Gateway B R E—IXEH , 8
REBEHMRHITEFNESR.

Gateway MHFIRAERBEELLRIINRERZEMNNLZ LI TAWS. XEFHBESAMARH —X, H
EITRNEF T BRREN EEMXERIEHN -85 MA.

Note

& RIRF Storage Gateway RZFMAEERARNRE , FTHZHMEMAXNTRAZBAAZE, =i
ERAZEEMXEMINS AN EMSE (Fl0 SSM RELNEBRFILE ) REREFTMRYE
SUARLXFEMRBAHE,

EFEAERNASIMNRZE , AWST SStorage Gateway ways 24| & £ & R —% 8 2 LU RAWS Health
Dashboard. BEXEZE L. | iHS@IAWS Health Dashboarde VM F4ER |, EM<EEHHNE B A Zrt
A Ao

HEHBEMXKRE , FRERANNEFLF I, LT SRR IR, EREEHRTMAN |, Details (¥
WER) BT FLEREFHE . BT Details (FHAFEE) ERMF LEEF E—IXEMKI AT EBMX
#9 B HA A B o

L2yl

1. 1E#]FF Storage Gateway %l & https://console.aws.amazon.com/storagegateway/home.
2. ESMERKL , EE Gateways (MX) , ARERERNHBERERITRAMNRK,

3. XF Actions (4) , i%4% Edit maintenance window (48543 BT ER) , BLITFF“Edit maintenance start
time"(4RB4E T IR AT E) I EE,
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4. XF Schedule (ATEZHE) , %% Weekly (Z/8) = Monthly (B 8) LLHEH,
5. WMBIEIEEFE Weekly (FR) , iE1EH Day of the week (£H) M Time (5FE) HE.
MEEEIE Monthly (B ) , 15X Day of the month (B 88) 1 Time (8% i8) AY{E. MREFPUIEIR , B
WEEIR , MRTEHMKXRRIBRA , MARARBIEIHTE MR,
Note

ARNEAELRRENZAEN 28, WRERE 28 4, NPT aet ERFESN AR 28
Ko

EETIRITFFIZMKRE Details (FAER) mTIFa , BREF BB ERN 2 E R Details ((FHAFES)
®IF Lo

EAMIRS A ERITEFES

ERSAE R ENB ARG AT A TP ES, KRR A A VM EH5 Amazon EC2 £l E#4T,
TEESHTRAWENRFHEE Y , BHEFE—LER,
&

o VM AihiRdl & (XHEMX ) ERITES (p. 88)

+ 1£ Amazon EC2 iR HI & ( XHMx ) EHITES (p. 100)

o RIS AMIRE & (p. 107)

« AMXEEMZERSE (p. 111)

£ VM A2 E A ( XHFERK ) ERITIES

NFARMIPBOXHEMK , BAUER VM TN R BEFARTUTEFES, XEEER
VMware, Microsoft Hyper-V F1&F Linux AZHERHL (KVM) EBRFFIEEN.
E37}

o BFRXHMARMBIEFE (p. 88)

. EE HTTP R (p. 89)

.- RERXMEEE (p. 91)

o MR RS IEE (p. 94)

- EEMXRERFERES (p. 94)

. BB NSRBI (NTP) RS (p. 95)

s EXRMEEE EEITEENEATS (p. 97)

o ARKEEMEERER (p. 98)

BRXAFMKA S S

£ VM FEZARER , BEXRFFER. NIRXEEEREZAMERE S  EEARNAFENESB
BF, XERUNBFEUETULEGE—LEE | XEXAAAREENXMEREMNEBIZF A ERE
B, AWS Storage Gateway 2 F &M Storage Gateway #ZHIBIEE B CHHE , MR RN bIRH & F
B, ZFEFAERNEZBRTNRENEB, FXEZELR , BEAEZ UM AMIZE S (p. 88).
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AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:/sdocs.aws.amazon.com/consolesstoragegateway/LocalConsole

localhost login: _

BRI AR IEE A
MRXREERBEZAWEGE , EEARNEERER VM, BRIAAFEA adnin , ZBH
password. &N , BEFEALNEIEER,
Note

BINBWEERBRIAZE , FEAMNEBIRFARSE (XX LME 6 T ) 1217 passwd @
To BRUIMABTEGSHER , BSRERMEFA LETFEEMNXTT (p.97). &
BT LAM Storage Gateway EHIBEBEEB. BEXREZER , B RB R UMK IR
A (p. 88)o

M Storage Gateway ## | & 1R B A b2 Hl & 55

EEEREZRAMRE AN , FEARIAELIER VM, X TFHRELENMX , HEARINEIL. WAFS
H admin , A password.

BINBUERERECEFTRREALNREFHE, WREE , B AWS Storage Gateway £ # & mF
BRI A EBELFEE, BLENERIANZBR TN EHTEB,

£ Storage Gateway 1l & L% B A b 12§ & 215

TEJTFF Storage Gateway 2 #l & https://console.aws.amazon.com/storagegateway/home.
ESHmER |, %3F Gateways (FX) , REEFRENHEEHRBBHIMK,
5 F Actions (3#4E) , %% Set Local Console Password (i& & 2% ith 352 41| & 2215,
£ Set Local Console Password (1% EZ #1325 F53) JiEES , WMAFEE , BIAZEBR , REEE
Save (R 1F)o
B BRI GERBIAZB, Storage Gateway TREZRE , BEANEZLERHSA VM,
Note

Ll

ZWRA AR RE FWEMFRFEAR , KETUN 1512 MFH,

BLE HTTP I

XHEMREZFEE HTTP R,
Note

NHEMXRZFNE—REREN HTTP,

MEMKXAAFEANREBRSEES Internet BIE , MEENMXEE HTTP REIRE. At , BAURETH
HHENIEE IP it Mg OS5, TRILRIER , Storage Gateway BHFTEAWSE I ERIERS IS
B, BEFER HTTP RE , RXEXHZANEFLRMBEN, BXMXNMEERNES , BSANSE
HMBEAIBER (p. 7)o
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AXHERXEE HTTP L2
1. BERIIMCHAEIEEE

« BEXEFE VMware ESXi A#bi2H AN EZEE , BSHE LA VMware ESXi 1[5 [ < 78 i 12 i
& (p. 108).

« BXEFE Microsoft Hyper-V it 2SI AW EZE L. , B2 E LA Microsoft Hyper-V i 8] RS 7 it
A (p.109),

o BREFIET Linux M Virtuam iTEHL (KVM) W AR EH SN EZEE , TSR Linux
KVM 177 8] 5% A it 322 80 & (p. 107).

2. EFMENAWSRZHE-BREERE  MALTHREE HTTP RE,

AWS Appliance Activation - Configuration

HUESHEREHEEEEBHEREHE B R BB R B EHEHEB SRR R
#t## Currently connected network adapters:

i

## ethB:
HUESHEREHEEEEBHEREHE B R BB R B EHEHEB SRR R

: Configure HTTP Proxy

! Network Configuration

: Test Network Comnectivity

: View System Resource Check (B Errors)
: System Time Management

: Command Prompt

Press "x" to exit session

Enter command: _

3. 1 HTTP Proxy Configuration (HTTP RIBEE) & F , A 1 HEEMH HTTP REBRZJ|/HENSE.

AWS Appliance Activation HTTP Proxy Configuration
Note: setting is only applicable to AWS Storage Gateway

1: Configure HTTP Proxy
Z: View Current HTTP Proxy Configuration
3: Remove HTTP Proxy Configuration

Press "x" to exit

Enter command: _

BAILMNZREBREHM HTTP RE , TR,

To BT ZERE

L& HTTP R WA 1o
SEERHUENEHRAHONATHEE,

EELHFMN HTTP REEE WA 2,
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To ERITIRIRIE

WMRREE HTTP RE , WS ERER HTTP
Proxy not configured. 18 HTTP RECH
B, &S RRENENEHRARKD,

BB HTTP REEE WA 3

SBE HTTP Proxy Configuration Removed ¥
28T

4. EWFREZ VM BURNA HTTP BEiRE.

BLEM XM FZIRE

MR HBRIAREEERF S EHEE NI (DHCP), A DHCP , BRI W BN D E IP ik, ERLENS
BT, BUREEEFIRMAN IP it D EHES IP it , WA,

MEFENMXBE BN EAEES IP i,
1. BFREMXHRIREHE
« BXREFRE VMware ESXi KitiRFI AN EZE LR |, ESRFEA VMware ESXi 117 W< 28 #th 2 5l
A (p. 108).
« BxBFE Microsoft Hyper-V Rt A MEZE R , SR EA Microsoft Hyper-V i (7] F < Zx ith
#4E (p. 109),
o BXRERIE KM KB ANEZEEL , BSFEEA Linux KYM iHREIRX A #3725 & (p. 107).
2. EFEENAWSEZHE-BEEIRRE  WMA2FHREENE.

AWS Appliance Activation - Configuration

FiRiE SR R iniiE iR SRR RS
##t Currently connected network adapters:

i34

#tt ethB:

FiRiE SR R iniiE iR SRR RS

: Configure HTTPF Proxy
! Network Configuration

: Test Metwork Comnectivity

! UView System Resource Check (8 Errors)
: System Time Management

: Command Prompt

Press "x" to exit =ession

Enter command: _

3. 7& Network Configuration (M4EELE) K& L | BT IEDZ—,
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AWS Appliance Activation - Network Configuration

: Describe Adapter

: Configure DHCP

! Configure 3tatic IP

! Reset all to DHCP

: Set Default Adapter

: Edit DNS Configuration
: Uiew DNS Configuration
! View Routes

1
2
3
4
5
b
7
8

Press "x" to exit

Enter command: _

To ERITIRIRE
REEXMEERFNER WA 1o

FER—MEEREMHIER , RESRTERA
—NEEREBRET , HII, etho. MRBISEMNEE R
EAEERT , BRZEEFNTIEERKETR

- R{kTF RS (MAC) Hrk
o |P Hbib

- MEED

« M%< IP bt

+ DHCP B ARZA

ELEERAS P bt (RN ) B, BAIEAAEABNEE
BB M. 3) HIREMHERIARR B EELET (£ )
B, 5)0

i & DHCP WA 2,
REFRRAENMEEOERE N EMA DHCP,

AWS Storage Gateway Network Configuration
: Describe Adapter

: Configure DHCP

Default Adapter
w DNS Configuration

1
2
3
4 et all to DHCP
5
b
7: View Routes

Press “x" to exit

Enter command: 2

fivailable adapters: eth@
Enter Network Adapter: eth@

Reset to DHCP [ysnl: y
fidapter ethd set to use DHCP
You must exit Network Configuration to complete this configuration.

Press Return to Continue_
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To BEHITZIRE
AMKEEERS IP bt WA 3,
RELERREMATIEEUEEEES IP thit :

- MEEERR[EH

* IP tthik

45 #E 80

 RRIARISK 3 3t

FEFHE RS (DNS) ik
#% F DNS it

Important

MEMKXEBUE , BATM Storage
Gateway #ZHAFHXA , ARERMX
DELLRBER, BXESEE , HSHAX
BRI VM (p. 80)o

MEBEMRER—MALHMEED | BLTRFRE
BRAWEOIRENFEH DHCP &4 IP i,

Bl BRESEHMX VM ERFHMEE SN DHCP B
EO, MRSHEER—MEORENBS P, N
SBAS-MEO, EXMERT , MFESALE
A, BXTFERENBES P,

MRAMEORBIEEREHERS IP Hut H BE
ZERMRERNEA DHCP , FRATNMZ O #f44
F{ER DHCP,

FMXBFFrEMEEBERE N DHCP WA bo

e &ENOEIEE N FERH DHCP,

Important

WMRMKXEBUE , BATM Storage
Gateway ##| A X EHEF MR UFELLE
BEN, BEXEZEL , BSAXAMRK
VM (p. 80)

RIE P 5C Y AR IABE B BB AR WA 5.

FERUHMXEANERS , RESRTEERE
Her—EERIW , etho.

REMKH DNS BB WA 6.

XFFERE DNS M#E A DNS RS2 7 A& R
. REFERERMEMN P thut,
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To BRITIZIRME
EEMKH DNS B E WA 7o
X E~E DNS % FH DNS fREE50 0 B & E
o
Note

N FHLERAEL VMware EERERF |, &7
BB R B s m i E B AR I B

BERERBR WA 8
MXBBRIARBAFRE R

A= P < 1Y ) 45 12 4
AEAMXH ARG SN A ELE, SHEMXHMERBN , AR TESRER.
5t S Y ) 4% 12 45
1. BRIMXOABEHE
« AXEFE VMware ESXi A2 ANESFEL , FSHER VMware ESXi 17 7] F < 25 it 12 1

A (p. 108),
« BXxBFE Microsoft Hyper-V Rt A MEZE R , SR EA Microsoft Hyper-V i 7] F < Zx ith
'fh%JA . 109),

« BXREBRI KM Fip2HANESEL , FSHALA Linux KYM 75 R X A2 H & (p. 107)o
2. REAWSKREBHE-EEEIXRED  WAMNNRFZRTERMNANEERE.
MREHPRERE , WM AFREZEN . NTHERBENMNK , LTEELRT LIKENMAWS X
BT ZRATR
3. WMREHIMKREARBOE , B AMMHKTLUER XA LT RRE

4, MEPEFRTAHAKFRTRER | FEAENNRFLLERAWS Eﬂﬂ’]‘?&ﬂﬂﬁ\io HFZHAWS XigFE
AWSE T LA T Storage Gateway HIRFS AW T R , S HAWS Storage Gateway s 11 S M ELEL
WAWS— 5 &,

BEMNSHHER , 8N LR REBLERPSEDIEA[XRY] , ETEERS , TR :

HE HiR
[PASSED] Storage Gateway EHMEIERE,
[EM] Storage Gateway &8 M FiEE,

BEERMRREFTRIRS

LEHMXBFE , EAREHREL CPU A&, BRBXNH RAM, RE , EEBEXLERERRREES
UMXERZET. EUNERXHABRHE LEFRRENER,

BEERGRRRERIRS
1. BERIIMXHARBRE S
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o BXREZE| VMware ESXi BHEANEZEER , BSRMEA VMware ESXi 1 i8] < 7K iy 35 )
A (p. 108).

« BXREFE Microsoft Hyper-V A2 G AN ESE L. , S EH Microsoft Hyper-V i 8] 3K 7 ith
#EA (p. 109)0

* ARERE KVM At ZFENESFEL , FSHEM Linux KVM 15 A MXA#ZH & (p. 107).

2. HAWSKRZBHE-REIXRE K MALUEERSERFRENE R,

AWS Appliance Activation - Configuration

HUESHEREHEEEEBHEREHE B R BB R B EHEHEB SRR R
#t## Currently connected network adapters:

i

## ethB:
HUESHEREHEEEEBHEREHE B R BB R B EHEHEB SRR R

: Configure HTTP Proxy

! Network Configuration

: Test Network Comnectivity

: View System Resource Check (B Errors)
: System Time Management

: Command Prompt

Press "x" to exit session

Enter command: _

BHEARNENERER [OK]. [WARNING] 5 [FAIL] & , I FXRFFFik.

HE R

[OK] ZRFENTRERFERE,

i BRETHREUNER , BENNXATREEET
fE, Storage Gateway & R —%H B LUIHREFRE
BER,

[FAIL] BEFREREER, MXAREEEERET
fE. Storage Gateway &/~ —5%HBUUIERERE
BLER,

2HAEELXERFRERREMZ U E RERNEENHE,

B B M < B R 4& BB I (NTP) ARSS 25
EANERERRFENEENERRAN DD (NTP) %S SREHFESEME LK VM HE.
R AK

1. BREMXORGLHE

o BXREBRE VMware ESXi Kb HI AN EZEL , BSREA VMware ESXi 8] o< AN b 32 1
A (p. 108),

« BXRBFE Microsoft Hyper-V At 2 HI BN ESFEE. |, ES LA Microsoft Hyper-V i 8] X 2 ith
2HE (p.109),
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« BREBEI KVM KX ZFENEZELR , HSHEMEA Linux KYM B MX A2 E & (p. 107).

2. FAWSKRZBE-BREIRE , MASKEERSEHIE,

AWS Appliance Activation - Configuration

HUESHEREHEEEEBHEREHE B R BB R B EHEHEB SRR R
#t## Currently connected network adapters:

i

## ethB:
HUESHEREHEEEEBHEREHE B R BB R B EHEHEB SRR R

: Configure HTTP Proxy

! Network Configuration

: Test Network Comnectivity

: View System Resource Check (B Errors)
: System Time Management

: Command Prompt

Press "x" to exit session

Enter command: _

3. 7 System Time Management (RGBT EBE) EHE | EEFETHEIZ —,

To

System Time Management

1: UView and Synchronize System Time
Z: Edit NTP Configuration
3: View NTP Configuration

Press "x" to exit
Enter command: _

ERITIRIRE

BE VM HEHEES NTP BRESEEES.  #HA 1.

XFEE R VM WY ERTE, BHNXHN<BESHN
X VM et ZE | NTP RSEE50T AR RIS VM A [H]
ENTP iHEEZ,

BEHETMXE , ERELEBERT , WX VM #IE
BIAREHIRE. Hlan |, BREME P EIEE
H AN EBRRERENNME BRI EEH,
FERERT , WX VM BetE SRR E AR, 2
B ERER , #BE (HRER) ZENTRITAE A
BELENZERNEZASEER,

X F VMware ESXi LEEBHWMK | IREEBEFE
HEE HF VM RS ENRS |, #2 LU R E
RE, BXEZELR , BN VM A5 EH A
BEZ (p. 176).
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To BITIZIRME

%t F#& Microsoft Hyper-V J:%B%E’J PW?E BRI EHA
EHE VM HWETE, BXEZESR, IFHHJF"“E’J
< VM BE (p. 179)0

SFHE KVM EZBBHIMK | EAILMER KVM #Y
virsh ﬁ%‘%ﬁﬁﬁ*&ﬁ#lﬂ*j VM BHE,

4R NTP RS HREE WA 2,
/\f)b'{".{'h/-.r\lu\h{ Eiﬁ*u$ﬁﬂb NTP HE%%%O
EE NTP RSHREE WA 3,

XFEREN NTP RS H[EE

EARMIEH S EETEEMNRD T

Storage Gateway AR YA iR H & B EMRZT LSNP ERIEEMNIZH M X RIE, B FEA AR bz
AT , BULRITERES , fln , REHRAHBKR. EEF Amazon Web Services Services Support &,

1. BRBIMRHAMIRE S
ﬁ?&fé% B VMware ESXi AR H AN EZEL | BSRER VMware ESXi 1[0 X < 2 b 122
. 108),

. ﬁ?&f’é%ﬂ Microsoft Hyper-V 12 H 5 W EZE L , TSR FEH Microsoft Hyper-V i 8] B < Z< i
BHEA (p. 109).

« BREBEI KM KX ZFENEZER , HSHEEA Linux KYM B MX A2 E & (p. 107).

2. EEH#HENAWSRZBE-BREXIRS , BIA6HN THTRRA.
AWS Appliance Activation - Configuration

HUESHEREHEEEEBHEREHE B R BB R B EHEHEB SRR R
#t## Currently connected network adapters:

i

## ethB:
HUESHEREHEEEEBHEREHE B R BB R B EHEHEB SRR R

: Configure HTTP Proxy

! Network Configuration

: Test Network Comnectivity

: View System Resource Check (B Errors)
: System Time Management

: Command Prompt

Press "x" to exit session

Enter command: _

3. HEEFMENAWSKREZBE-HTRIFESE , WAh, RAEZREEER,

#4499 8 R AVAILABLE COMMANDS (T A#4) R 5644 M2 , U TREREFR.
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AVAILABLE COMMANDS

ip Show ~» manipulate routing, devices, and tunnels
save-routing-table Save newly added routing table entry

ifconfig Uiew or configure network interfaces

iptables Administration tool for IPv4 packet filtering and NAT
save-iptables Persist IP tables

passwd Update authentication tokens

open-support-channel Connect to AWS Support
Display available command list
Return to Configuration menu

Command: _

4. ESDTRRFL , MABEANGSHREBRE.

ETHST , BEGTRTITLBAGTER.

W =B B R S B 8

ZiNER T |, Storage Gateway ELE A A E1000 MEEEFEE  BETUGEHNNXEFRENFER
VMXNET3 (10 GbE) M4&5EEIRS. A AIELE Storage Gateway , SMEREEIT 24 IP #istiFRIE, EAILE
TR MXEL B R A SR EER 2R T R ULRE,

&
- FMERBEREA VMXNET3 MLZERSE (p. 98)

FMXBEENER VMXNET3 W 4&E AR

Storage Gateway £ VMware ESXi & Microsoft Hyper-V EE22F X Hlh #8x # E1000 M & ER 25K A,
B8R , VMXNET3 (10 GbE) R&ER LA BN VMware ESXi EBRF IS X, MBEHMFEEE
1£ VMware ESXi BEEREF £ , N AEMAXEFHEE R FEH VMXNET3 (10 GbE) EHiEEM A, BxIbiER RS
WEZEE , HSHE VMware Wik,

X F KVM EEREF XM , Storage Gateway XHEHFEAvirtioMEFRZWHEF. TZHEHRN KVM EHEH
E1000 M4 EEESRE,

Important
EiEE VMXNET3 , BHRERIERS I AMIR Other Linux64 (EAth Linux64).
FBAIHATU T SBRMXEE N EA VMXNET3 EEEER :

1. HIBRERIARY E1000 EBLES.
2. 7hn VMXNET3 sE#i 85,
3. EFEHMX,

4. AMEEEER AR,

BXRNARITEN TSRO FAEDESH

MIBRERIABY E1000 SEEL 285 H &M R < BLE N FEH VMXNET3 &Efl S,

1. FEVMware # , TARMXWET X ( ARET ) X8 , AREBRRERE.
2. EERBENEMEBEOF , EFEHardware (FE4)IETT <,
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3. XTF Hardware , 3% Network adapter. &EE , HFIEB 2SN Adapter Enter GEELESHIA) T2 H Y
E1000, fFitEEESER R VMXNET3 EE .

A VTL-CommonTest - Virtual Machine Properties =0
options | Resources | Virtual Machine Ve
Device Status
I™ Show All Devices Add... | Remove | ¥ Connected
¥ Connect at power on
| Hardware Summary e
HE Memory 7680 MB Current a;apter: E1000
d cpus 2
& video card video card
= VMCI device Restricted
& sCsIcontroller 0 Paravirtual
= Hard disk 2 wvirtual Disk
= Hard dick 3 virtual Disk DirectPath O
1 Virtual Disk Status: Not supported @
||E® Network adapter 1 VM Network ] | Network Connection
Network label:
[uM Network |

4. % E1000 MLEEBERS , REEFE Remove, FELLRABIA |, E1000 M EH 25 0 ML IEEES 1.
Note

REET L ENEMXFIZIT E1000 F VMXNET3 MEER R , ERMNFEIXHEM , BA
XA RS BNERE,

ERADEUT I “RIEHS B,
% Ethernet Adapter , ARG Nexto
ERERMA” MEH , EFVMXNET3H THAGERSE  REERT—F.

#£“Virtual Machine Properties (REE\LE %) 815 , ¥ iE Adapter Enter GEELZR I A) &8 # Current
Adapter (HEEEET) BREIXEN VMXNET3 , ARAEEE OK (BE).

9. 7 VMware VSphere & FikH | KAEHMX,
10. £ VMware VSphere BFixH , EFE B M %,

© N o o

EMXEFHBE , EMEERRMNAEERSEABREL Internet MEERE,
BB AR 2R
1. 7£ VSphere &9 , %4 Console TR B s AR H &, EARBEESYH , FRARIAEZR

FEBFMROAIZFE, BXROAEARANZIERZINER | BSAE R UM A2 5
A (p. 88)o

AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:/sdocs.aws.amazon.com/consolesstoragegatewaysLocalConsole

localhost login:
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AWS Appliance Activation - Configuration

FiRiE SR R iniiE iR SRR RS
##t Currently connected network adapters:

i34

#tt ethB:

FiRiE SR R iniiE iR SRR RS

: Configure HTTP Proxy

! Network Configuration

: Test Network Comnectivity

: View System Resource Check (B Errors)
: System Time Management

: Command Prompt

Press "x" to exit session

Enter command: _

2. FERRER , WA 2 Lli%#E Network Configuration (M4&SEELSS) , A% Enter LT MERER
B,

3. ERERHL , WA & L% Reset all to DHCP (2 EE N DHCP) , AEESTERFLHB Ay (X
R WA ERSEEN FEHSASENNE BN (DHCP), FiE T AEESHIRE N FA DHCP,

AWS Storage Gateway Network Configuration

: Describe Adapter

: Configure DHCP
3: Configure Static IP

: Reset all to DHCP

: Set Default Adapter

: View DNS Configuration
7: Uiew Routes

Press "x" to exit

Enter command: 2

Available adapters: ethd
Enter Network Adapter: eth@

Reset to DHCP [ysnl: y
Adapter ethB set to use DHCP
You must exit Metwork Configuration to complete this configuration.

Press Return to Continue_

MEMXEBCE , BYUTM Storage Gateway BEBEEFIAFEXA , ABEBNK, EMXERH
BEhE , PN Internet MEIERE, BXIMTNNIRMEEENE R |, ES NN W< i M EE
#Z (p. 94).

£ Amazon EC2 ZR#hiZH & ( XHMx ) EHITES

RUE4GPESERBESITEEE Amazon EC2 K6l LR MX T B FRI AR IRFH &, EATH , BAILER
FER IR R A 2 H & A RTEFESNEER

E3 ]
o BFEEH Amazon EC2 MX AR HI & (p. 101)
« BE HTTP RIERHEFERE EC2 LAIRX (p. 102)
« BEMXMEIZE (p. 103)
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o M MK HY M EEE (p. 104)
- BEERMXRERRRE (p. 105)
« fERHIRE & EB1T Storage Gateway % (p. 105)

F I H Amazon EC2 W< b3 4l &

BAI L ERA RS (SSH) B iiEE S Amazon EC2 326l, AXEAEE | BSHEET B SEHF

B Amazon EC2 AFERE. BEUXMARNERE , FEEEFIFIRNIEEN SSH F4AX, < Amazon EC2
BEAFER |, S Amazon EC2 4R3I B9 Amazon EC2 A8/,

BERMx AR &

1. BRIXERE, MREM Windows it EHLEREES EC2 K4 , 5 admin H75FF,
2. BRE, 2FIAWSKREBHE-BREEXE MU TREBBEMR.

Appliance Activation - Configuration

#i#f#FHEFFF R A F R F AR AR AR A A A F A E AR FF A F AR A F R FSHH
## Currently connected network adapters:

##

## ethoO:

LI

session

Enter command:

BETHREXNE B FLEB

NFXEE HTTP RE B HTTP KERAEPEE EC2 LMW
% (p.102)

HRXREEMKIRE st R 5K B9 R 4R E 3 (p. 104)

pIRENEESTE: 3y st R 56 B9 R 48 3% (p. 104)

EERGRARRE B RFEH Amazon EC2 RX A b 3%
& (p. 101).

1Z1T Storage Gateway EHIAHH A% & L1217 Storage Gateway
% (p. 105)

EXHAMX , FRA 0,
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ERHEBELTE , FRA x IRHRE,

B HTTP RIERBIFBE EC2 LHINKR

Storage Gateway X#1E Amazon EC2 L EFEBMH MMz AIELE Socket Secure ir7x 5 (SOCKS5) 1%
B, AWS.

MBMAXMLAERARIERSEES Internet BE , WEENMKEE HTTP RERE. At , EAURETR
BWENEE IP it Mig 05, THRILEER |, Storage Gateway BHFTEAWSEI SR EBRSEHFNHS
TE, BEFER HTTP RE , MXEKRZENERFLRMEN,

BE A AERSF[HEEHMX Internet RE

1.
2.

3.

BRI ARBZEE G, BXYHA , FSH EXIEHN Amazon EC2 XA ZE & (p. 101).
EEHEEFENAWSRBRBE-REETRE , MALTHREE HTTP R,

'n
i}

AWS Appliance Activation - Confiquration

# A R R R R R R R R R
## Currently connected network adapters:

il

## ethO:

# A R R R R R R R R R

1
tivity
Check (0 Errors)
Press "x" to exit session

Enter command: [

'n

\WS Appliance Activation HTTP Prx Configuration

setting is only applicable to AWS

Enter command: [
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To BERATIRE
L& HTTP R WA 1o
BEERUENEHAHEOATHEE,
BEEYFHN HTTP REERE WA 2,
MRKREE HTTP KE , W2EREE HTTP
Proxy not configured. 18 HTTP RECH
B, NS RREBNENBHMRO,
BERHTTP RERE A 3

SBE HTTP Proxy Configuration Removed ¥
28T

BLEM XM EIRIE
BB R & EENEBEE RS E ONS) RE.

MERFEHMRE BN EAHS IP i,

1. BFREMXPRMIEHE. BXUEA , BSH B2FEEH Amazon EC2 MK A IZH & (p. 101).
2. EEFEENAWSEZHET-BMEEIRS  MA2HEE DNS iRE 8.

'n

AWS Appliance Activation - Confiquration

# A R R R R R R R R R
## Currently connected network adapters:

il

## ethO:

# A R R R R R R R R R

E.‘

Enter command: [

3. 7E Network Configuration (MEELE) & £ |, EFETIHEDZ —,
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Configuration
Configuration

Press "x" to exi

Enter command: I

To FHATIRE
REMKXH DNS B iE BWA 1o

ZRFE R E DNS & A DNS ARSS 2R 80 7 B A
o REFRTERMHEHN IP i,

EEMXH DNS B E A 2,
X R E DNS M& A DNS RS 27H9 7] &AL
fx

38 P S Y ) 4% 3% 4%
TEARXNAGRHANAMEERE, YHERXOREDE | LR TELREA.
WA % 42

. BRIMIBAREE, AXESA  FE5HE BFIEHN Amazon EC2 MXAMIZHI A (p. 101).
2. REAWSKRBHE-REEIXED , MAMANNBRFHTERN M EEE.

MREHMXEBE , MY EIFFREEN R, N FRHRBENMX | BDAEEL KT LKBEMAWS X
BT SRR,

WMREHIR K RBUE |, B8 AT UL R MR L iRT AR,

MBER T AHKRT RRE |, BRAHNMNBEFEOERAWS XERENE, X FXIFAWS Xigi5lx
AWSE T LU F Storage Gateway B RS LT R , ESHAWS Storage Gateway£L i 17 2 F AL il 7
HAWS— S Z&.

BEENAHER , 8NERT RELERPSEDIBA[RY] , ETEERS , TR :

SHE ik
[PASSED] Storage Gateway B8 MEIER,
EILY| Storage Gateway ;&8 M 4% iE#E,

API FRZ 2013-06-30
104


https://docs.aws.amazon.com/general/latest/gr/sg.html

AWSStorage Gateway fi {5/
£ EC2 A#hiZ# & ( XHMX ) ERITES

BEEMXRE TS

HENMXEFN , ELRBHEN CPU MK, BEKXNHM RAM, RE , ELBEXLERERFRREES
UEMKRIEREIZT, BUNEMXNAbZGEE EEFRRENER,

EERERARRENRES

1. BREIMXHARMIZEHE. BXHEA , BESH BFEEN Amazon EC2 WX A #IZH A (p. 101),
2. 7iStorage Gateway BLEEXHE , MIALUEERGERBFRENE R,

AWS Appliance Activation - Configuration

##FFHFFF A FFFAFFFAFFF A FFFRAFFFAFFFAFF A FFAFF RIS
## Currently connected network adapters:

#

## ethO:

##FFHFFF A FFFAFFFAFFF A FFFRAFFFAFFFAFF A FFAFF RIS

Press "x" to exit session

Enter command: I

RHEHEABNMNRIRETR [OK]. [WARNING] F [FAIL] SEE , i T RFPATR,

HE iR

[OK] ZRRBEL T RERFRRE,

(BE BRETHEZEUNER , BENMXITHAZEET
fE. Storage Gateway &7~ —5%HBUUIERERE
BER,

[FAIL] BRETHEREER, MXAELEEET
{E, Storage Gateway & 7= —%H B UIERE R
BER,

BHEEERFRERLETEDERERNESHRE,

AR F & £i51T Storage Gateway i

AWS Storage Gateway ###| & AT SR B Z 2NN EREEMZHMXAE, BXFEAEHFHETS , BT
RITHPES , 6l , REEBRIEEZE Amazon Web Services Services Support.
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EIEER LSBT

1. BRIMIOEIZHE, BXREHA , ESH ZRIEE Amazon EC2 FXABIZH & (p. 101).
2. HAWSKRZBHEEEEXE L MASHTMXEHE.

-

AWS Appliance Activation - Configuration

##FFHFFF A FFFAFFFAFFF A FFFRAFFFAFFFAFF A FFAFF RIS
## Currently connected network adapters:

#

## ethO:

##FFHFFF A FFFAFFFAFFF A FFFRAFFFAFFFAFF A FFAFF RIS

figu

(0 Errors)

command: [

3. EHTERIREL , WA h, RER Return %,

BHANERSETHGSH AVAILABLE COMMANDS (FTA® ) &, ZXEEENE RMxz4
ARE, U TREBEAMT.

AVATLABLE CCOMMANDS

uting-table

command: [

4. EDTRREL , BAREANGSHREARE,

ETHSS  BESTRIFLBASTEN.
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7 (] P 5 28 3 428 /6l &

HiE VM AR HE AN A REBURTRMX VM BEINEERFHRE, £ATH | SR IEx0M
FAET Linux A& EIHL (KVM), VMware ESXi F Microsoft Hyper-V Manager 5 [7] B2 L 1 25 #h 322 ] &
MES.

£l
A Linux KVM i8] XA #h 32 # & (p. 107)
« 5 VMware ESXi 7R XA #3254 (p. 108)
+ fEH Microsoft Hyper-V ij 8] R A 32 &l & (p. 109)

£ Linux KVM 7 8] R o< 2 it 322 5 &

BB KVM LETHEBNN A EZZERE , EEERTAEARN Linux Z1THR. BXMBTTHR KVM
BEEETMRAN TR, BIEEEN KVM KT |, HEARELXEMAE,

fER KVM 7[R M X By A s 2 41 &
1. ERAUTHSIIE KYM X508 A E L.

# virsh list

BT LAE 1d 55 7] ARV EE AL,

[root@localhost vms]# virsh list

SGW_KVM running

[root@localhest vms]# virsh console 7

2. FRAUTHSHRABREE,

# virsh console VM_Id

[root@localhost vms]# virsh console 7
Connected to domain SGW_KVM
Escape character is *]

AWS Appliance

Legin to change your network configuratien and other settings.

localhest legin:
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3. ERBATERFMEFHANIRIAZILE  BEREZ UM XEHIZFE (p. 88).
4. BFF , BULLRENREMX,

AWS Appliance Activation - Configuration

R R R R R R R R R R R R R R R R R R R R R R R R R AR R AR AR R R R
## Currently connected network adapters:

e

## ethd: 18.0.3.32

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

HTTP/SOCKS Proxy Configuration
: Network Configuration
: Test Network Connectivity
: View System Resource Check (@ Errors)
System Time Management
License Information
Command Prompt

Get activation key

Press "x" to exit session

Enter command:

£ VMware ESXi i (7] o< 25 3 32 4 &

£ VMware ESXi 18] < B9 A b 22 ] &
1. 7 VMware vSphere & inH |, R EHIMK VM,
2. BERFAXEFB.

Note

MEAMX VM BEF B , WE-—MEZEELERE VM Bii—EER , MU TREBEAR. W
RENRMXEDIRTT , WA NBEDEFFZERITFTEFHNLHERTEERE,
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3.

4.

1

File Edit View Inventory Administration Plug-ins Help
E Ed |y Home b gf] Inventory b [l Inventory
i o0 &Gbe

= E trr25is
s [ myAWSStorageGateway
Ci My EramieSer ey

myAWSStorageGateway
Summary ' ResourceAllocation ' Performance ' Events ' Console [Per.

Getting Started

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer. runs an operating system and

i%£32 Console (#&) &+,

File Edit View Inventory Administration Plug-ins Help
E Ed |y Home b gf] Inventory b [l Inventory
i o0 &Gbe

B [H 105625245 myAWSStorageGateway
Summary ' ResourceAllocation | Performance Events | Console [ I'er,

s [ myAWSStorageGateway :
ES MyExampleGateway Getting Started

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer. runs an operating system and

No8E , VM BSEERnE , #EERXT,
Note

MF AR EE OPERE |, HE Ctri+Alt,

AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:/sdocs.aws.amazon.com/consolesstoragegatewaysLocalConsole

localhost login:

EFEARANSIIERR , FRERTIRESZAMARABIZH S (p. 88).

F Microsoft Hyper-V (7] B 5 S i 332 &l &

TR MR AR E A (Microsoft Hyper-V)

1.
2.

£ Microsoft Hyper-V Manager B9 Virtual Machines (B #l#l) JI&R S , EBEHMX VM,
BERMXERE.
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Note
MEMXx VM EFFF , Running 2877 VM # State (RZ) , AT REBER. MRS
MIRRERNARITH |, MR OB EREATAXNEETTF B PHRERE,

Actions
HYPERVSERVER -

Virtual Machines

-

Mame State CPU Usage Aazsigned Memory
3 | | | AWS-Storage-Gateway -
- | e— -

= Connect..

Settings...

(@) Turn Off...

-
@ Shut Down...
o

Save

e e St e e
£ Actions (&/E) B1&H , %£4F Connect (EE),

XBt , 28R Virtual Machine Connection (RE#\WiER) B0, MRERSFHRIEED , FRAEER
FERRMERENAFEHNES,

"% BampleGatewayHyperV on HYPERV-SERVER - Virtual Machine Connection o]
File Action Media Clipboard View Help
@9 Nl

Connecting to 'ExampleGatewayHyperV'...

Status: Running

No#fE , VM RgERRE  HIEERT,

AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:rssdocs.aws.amazon.com/consoles/storagegatewaysLocalConsole

localhost login: _

EFEARRANSIIEER , BFREHTIRERHMRABIZHE (p. 88).
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9 o< B B ) 45 E L 25

EATF | BAKBAXNAN SN REES NN EEERRNEE.

£
- £ VMware ESXi EHF R ZA NIC REBAH X (p. 111)
* 1£ Microsoft Hyper-V E#LH 3 Z4 NIC B BRI MK (p. 114)

£ VMware ESXi EHLA N Z NIC B E B H Nk

THSBBEEHMX VM EENLT —MNNEEE SR , HEENFMNE-NEERS, ATIEERNMAH
VMware ESXi i~ iniE# 28,

TR xEl BN EH VMware ESXi EHH M B — P MK ER S

. SRR,
2. 7 VMware vSphere EF s , IR EHMR VM,

VM S 2 AR R T B RAS.
3. EEFWE, IAMRVMBETX (HARES ) K8, ARIERE Edit Settings (RHEIRIE).

File Edit View Inventory Administration Plug-ins Help
[ =] z_} Home | g8 Inventory | @ Inventory

BN a0 G0R e R D

= [ 105625245
£ | myAWSStoe=nrna
s MyExampleg Power ¥

myAWSStorageGateway

urce Allocation | Performance ' Events

Snapshot LA ¥4

I:E CrenConsle Bre computer that, like a

3  Edit Settings... | operating system and
yslem installed on a virtual
peraling system

Add Permission.., Ctrl+P
Rapoet Reiamances ine is an isolaled computing
Rename irtual machines as deskiop or
s testing environments, or to
Open in New Window... Ctrl+Al+N bns g
.
Remaove from Inventory

Delete from Disk ts. The same host can run

¥

4. EF#EENHardware (BHF)ETFE DB FES , EFADRINIRE
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(&) myAWSStorageGateway - Virtual Machine Properties

Hardware ]Cpﬁnns | stwoes]
[™ Show Al Devices ITl
Hardware Summary
W Memory 1024 MB
d crus 1
Video card Video card
| = VMCI device Restricted
g SCSI eontraller 0 LSI Logic Parallel
B Hard disk1 Virtual Disk
% CD/OVD Drive 1 cdromi
€y <o/ovD Drive 2 cdrom2
BB MNetwork adapter1 WM Network
© USB controller Present
Floppy drive 1 floppyd

# Add Hardware (3HNFEHF) @5 75 D0 45 & B & o

a. 7£ Device Type (%K) B , i%F Ethernet Adapter (SLAREELRS) LURINEE S , A5k
£ Next (T —%).

p
(&) Add Hardware

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type Choose the type of device you wish to add.
Network connection

Ready to Complete

(i) serial Port — Information

€2} Parallel Port This device can be ads
2 Floppy Drive

| (25C0/DVD Drive

o USE Controller
| LUSE Device (unavailable)
|| & PCI Device (unavailable)

Ethernet Adapter

§a 5CSI Device

b. HEMERBERS , FWRITIIES ConnectBIFRE  REEET—H.

RANEWES E1000 MEEE S Storage Gateway —i2FEfH. X THEE REEERSIIRDH
EERBAAUNEZEL |, HS10 ESXi # vCenter BR85S h M M EEE JHEA",

c. 7Tt Readyto Complete (EA&HFTHK) Bi&d , EFEE , AFIER Finish (EH).
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(@ Add Hardware 5

Ready to Complete
Review the selected options and dick Finish to add the hardware.

Device Type

Options:
MNetwaork connection
Ready to Complete Hardware type: Ethernet Adapter
Adapter type: E1000
Metwork Connection: VM Netwark
[l Connect at power on:  Yes

Help | < Back | Finish I Cancel |

L Z|

——

A

6. GERBEEELNMNIEINF 6 RERBEERMEZEAIP #it, Virtual Machine IP Addresses (L4 IP i
i) B O S RIET ARG RIMKHLER IP b, FIAE=A IP it 25 iZMxFIH,

Note

BEFEIERMN VM BEEERF TR EDFRE,

TERNATRHHA, EXFIES , Edh—IP b RRMNXARE AWS BENIE , S —1IP
Hb bRF R B F R R A9 4
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Performance | Events | Console

Resource Allocation

(Getking Skarted s Ik e

General Resources
Guest O5; Cent0s 45 (64-hit) Consurmed Host CPU:
WM Version: 7

Consumed Host Memory

CPLU: 2vCPU Active Guest Memory:

Mernory: 7680 MEB

Merory Overhead: 177,89 MB Frovisioned Storage:

Whlware Tools; Unmanaged Mat-shared Starage:
IP Addresses: 192.168,99,179 Wiew all Used Storage:
DM3 Mame: localhost localdomain Virtual Machine IP Addresses *
State: Powered On 1P Addresses:
Host: localhost.Jocaldomain 192 168.99.179
Aictive Tasks: o

mve e 192.168.99.145

Commands 1P¥6 Addresses:
Shut D st feB0:: 20c: 29ff fehb: f2e1
uk Down Gues
feB0:; 20c; 2961 febE:f2eb
Il Suspend

£ Storage Gateway ##l& £ |, FTFMX,

ESMiStorage Gateway BHI AN BERF , EEMXRGEFEREERFZRIMBMHMT, BIA Details
(FAES) ETMFHIIETE=NIP tbit,

B X VMware, Hyper-V #l KVM ENHER AR HEEZHER , BSHE VM Rz Hl & ( SUHEM
%) FRIFES (p. 88)

F£ Microsoft Hyper-V EHLH 7 %/ NIC Bt EEHI M

TISRBELHMKX VM EEX T —MNHEERER , A ESFRME=-NERR. LIBERNMTH
Microsoft Hyper-V EHLRINEB 25-

£ < BLE 7 A Microsoft Hyper-V E4lH# 8 — MM & EE 25

£ Storage Gateway #Z#l& £ , <FAMXK,

£ Microsoft Hyper-V Manager # , B EH R < VM,

MR VM EXA , MITFMXHETY (GREET ) X8, RFEE Tum Off (M),
EEFRSD , MK VM W ETXXRE | RfG1%EF Settings (IRE)o

P wbh =
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7P KL B P 45 SE B B

10.

iiHych!Mnmgcr
H@ File Action View Window Help

«=|#E  BE

33 Hyper-V Manager T
Ha HYPERVSERVER | Mirtual Machines
| Name :
F) 25 StorageGate
Connect...
Settings...
Start
Snapshot
Export...
< Rename...
— Delete...
Snapshots
| Help
e has no snapshots.
PSP S NN g e

1£ VM B9 Settings (IR B) X FHESH , XIF Hardware (B #) , i%£4% Add Hardware (FINE#).

£ Add Hardware (N8 4F) B4& e | i%4% Network Adapter (M4&SEEIES) , ARFIEIF Add () BUR
i,

BB MBS , AFIEE Apply (BIA) AR AIEE,
ETHIdh | #%&$B T Virtual Network 2 (IR 2) BT #EE S,

-
27 Settings for AWS-Storage-Gateway [=l=]=]
AWS-Storage-Gateway vI 4 G
& rH.-|r||'.l\mn- ] ';‘ Metwork Adapter
Yl Add Hardware
& BlOS Specify the configuration of the network adapter or remove the network adaptes.
EBaot from IDE Mebwork:
B Memory [\Frhdl‘lehm 2 -
4156 MB
o ' MAC Address
Processor )
2Wirtual processors @ Dymamic
= il TDE Controler 0 Static
=& Hard Drive
AWS-Storage-Gateway. vhd
Eil DE Controler & -
w1 sesT lor 7] Enable spoofing of MAC addresses
B Metwork Adapter
v Ert EII'-'t'ag'I ; [ Enable virtual LAM identfication
';;' Mebwork Adapter ID
Virtual Hetwork 2
Fcom 1
Hone 5
B T e L e

£ Settings (% B) X FEES , X T Hardware (BH) , BIAERME=ZNEBLES , AFEEFE OK (BE).
£ Storage Gateway #2#I& £ , ITFMX,

£ Navigation (5fin) B+ , %% Gateways (FX) , ARG LR ENEEZRMBIMM <, #IA Details
(FAEER) ETFHFIHTE=A IP Hit,

BX VMware, Hyper-V #l KVM EHWERFBRFAESHES , BSHAE VM FibiES & (XN

%) EHITHES (p. 88)
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T Bk P < 50575 BR TR

£ AWS Storage Gateway 124l & M BRI < H 75 BR
M < B R

WMREFITE MG RBAIR K | W AT LAE M BRZ PR R HAR B M R 8 R w38 e S8 4T Bk R fE A
R IR™= £ A H R B DB A EK 2N,

EMERE , MXxT2BERTE AWS Storage Gateway EB# A L , # BHSFHEFH iISCSI EEEFx
o FAEREMNMXHMEBREREHER ; B , RIELEMBRHMNEBURZMABBINEN , BH
RREBEHBBRERER.

A £ Storage Gateway ##H| A BUREHRNBIBRM %, BAIUETEREEXMMAER Storage Gateway
BHEBBRMXBER, MRELURRESAMERMX |, HSHEAWS Storage GatewayAPl $&.

£
+ f#/ Storage Gateway & HIBRM X (p. 116)
o M EBBH WX MR BR (p. 117)
« MEBBTE Amazon EC2 L4l LM< M BRBIR (p. 117)

£ F Storage Gateway 2 &l & Ml BRI 5%

PIARENMXHBREREFHEE. B2  RECEZMEROMXBRBEURZMXBEINNEN , BrTREL
MPATENIES T REMIBRE P XX B R IR. BIBRX L3R AT A B SRR N T EERAN TR,

Note

W FEBBE Amazon EC2 Kl EMM |, SEHIF4ERFE , ERIEHRE.

NFHBEELMN (VM) EWRX , EERBRMXG , MX VM MR FETENEMLIRER, B
MIBREE £AAL , E 2 VMware vSphere & F 3. Microsoft Hyper-V Manager St & F Linux R E
B (KVM) B SREZ R =N ARBRELN, EEE S LEEEACHBROMIH VM RKEF
FR X,

LN BRI 5%
£ FF Storage Gateway | & https://console.aws.amazon.com/storagegateway/home.
ESMBERD , & Gateways , REEEREMBRAIR %,
3 F Actions (84F) , 5112 Delete gateway (il BRRI%).
Warning

AN

ERTHSRZE , FERYIXANARFEEAZIMXBNS. 0REE M <6 5 bk
M, AT REE R BIE & Ko
Besh , FRMIBRE B ERE.

EERHBIATERES | EPEEELBEIAMER. BRIIEAMNX D BE T EMROMX. REER
Delete (HlER).
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AR 1t EB 2 (9 ) 5 o ) BR BT TR

Confirm deletion of resource(s) x

[ Check the box to confirm deletion of the following resource(s):

« Phil-cached - sgw-0593766C

Important
MIBRMXE , BRTFRAB A2 , BELET. Amazon EBS Elastic Block Store (Amazon
EBS) RE&F Amazon EC2 EHIEERMAREFE., LIFHE N XEERGER, BALLERELECE

Amazon EC2 iT #5kMI Bk Amazon EC2 3£4i|#] Amazon EBS R, MRERE Amazon EC2 iT
59 , A Amazon EC2 #24| & #iBR Amazon EBS R,

M 3t 5B 22 B R 5 AR B BT R

SR IR T T B 150 B M2 3t BB B B D o R B BRI

MEBETE VM LB MK PR IR

WMREM RO FXIBEBERUN (VM) £, RNBWERITATRERBRER
« MIBRMX .

MEBEIE Amazon EC2 £ £ &Y R > A il BR & R

R EMIBRER B IE Amazon EC2 K6l EMIMX | BRATEWEBERAWSHE TRV EIR | X B4 vT 75 Bhi &
FEIFNENEREA,

MEBEE Amazon EC2 L EEZEB T BKRER

WMREIH EC2 LHBTHEEFBHMX , RNBWEHITUATRERMBBRMXHBRARR :

1. 7£ Storage Gateway ##l& & , LT RBIBRM<, A Storage Gateway & HIBRMX (p. 116).

2. £ Amazon EC2 ###|& 7 , 21t EC2 =4 ( MREITEHRMERIZZH ) o BN, L1EZH], MRS
TEBIBRS |, BiETHMERZEFINREFRZMEFMOIRAR , RAEBLLZE6, SFEEXERI
BRIFIREMIBRAISE

3. £ Amazon EC2 ##H| & |, HIBRKI B ZSEFIMIFTE Amazon EBS & ( MREBFRITEBXRFEAEA] ) o
BEXEZER , BSH .. BRENEFMNEPHERT Linux =618 Amazon EC2 A F1E/.
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i1 BEFUAENMX ID TBEERH

R SS A BRI A RY ST MR

BEARENMESRNER , RENRERIAWSBHTIBMX, IREFMXBHFEFNENFERE
#E Amazon EC2 R4 , RERIFEE RS R/EM , W TRERBMAT IR,

BERRMEETUBRABHIMEMR, TRNABTEMHAENREINRIL EALER  RBERESENN
KIRENTE  RESEUTHENRBS PHIESR.

REHERERE

=HLa1E

M< 1D

Note

FEA  REFWENMX D F
BB KA

ZEHE FNBREEEERE. W
RENPMXBRANEFHE |,
HELHNARFXNEFT R
ERMEIE AV EER R | itk 75
EIEERM.

EEBERES , BRI
1-2 Jpit,

PR M E B 15 89 R 5 A X
IDo

IR R ERRERENNX BB,

FEA O HEFEUENMXK ID I8 R ERKH
EFXHRXNEFHUENMX ID TBINERIG , FHRITUTRE
FLEEEBEARREXHMXNEMSARRT.

HikCachePercentDirty F MIEFRIS I A X ML T+ 20.

FE 2 EAREEHE NN
x ID EHKH

ZETNBIEMAWSE, WRE
HNNRAEFEEEZHTEET
BIREMERWIER | I EX
FEAKREBIEREKR

RAEFEHEE. AEMXTUE
BEHMXEINER , BERRIEE
BERE. MAMXEEERR ,
FXBZINBEAR.

NEMKXFNERMXEGLMH
I}E_Ix—x.l* IDo

BEFERARELNERREFEGXAENEUN (VM) BER | KAIAESXHR %,
BX<M Amazon EC2 XINEZER , BSHELNEIHENEHHEAmazon EC2 AFIERE.

BHXRKHA KVM, VMware 5 Hyper-V VM HEZEL ,

BRI EEREF .

4. MBRXELNFIEFREEE , SERUE, EFHEN EEAZPXEE,

Note

BTREENS ID UREZREEXBKNMX D, EEENSRT , SRR ILHEMNITH
M XEDHEERF PO EEK,

MREFEH Amazon EC2 SEHIER XHMKMELI , S F¥F Amazon EBS %5 Windows 3= 4%
HE AN Amazon EBS 5 Linux 5412 & K Amazon EC2 AF1EE.
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i1 BEFUAENMX ID TBEERH

10.

1.
12.
13.
14.

15.

BXM KVM, VMware 5 Hyper-V VM 2 BERENER , BSHEBREF IR,
BIEFAWSStorage Gateway BN EERFELNES , EFREFEEIMXBE. ERENSR
B, XAEFE WIS RIE B M #ERIR,
AR BIZEH Storage Gateway EEEF VM NEZEE , BSREERENFAEMTEH VM.

Note

FEAFELDVANEEHE, KELVEFEASRELYERNHERSFHE,
FHETEY Storage Gateway ERIHEE N FA S HELVERHMEZIZE.

W< BN M KB B 23S T HE B MY (DHCP), /A DHCP , SBHNRF#H B3 5 & IP #bit.
MBHBEERHMR VM FHEEES P it , BESFIEE RN MLE.

MBBHMX VM LA Socket Secure MRS 5 (SOCKS5) RIEBEZII RN , HSHEIRERH
7R i ) K .

BEI#TH Storage Gateway i Hl.

FMIBFRE NS B EZTFHONK VM. TENFTHMXERN T2 ERNENBR#E,
Note
ERDER  EUHABSARETE, FEREAXNREMERSBABET -3, NHE
BRIIE®.

BEFEAULTHEIN URL EERH VM REFHMXIBTRE :

http://your-VM-IP-address/migrate?gatewayId=your-gateway-ID
NTHMKREM , BTUERERTIEMXEDINAER IP ik, K89 URL BIEELT AT RE
http://198.51.100.123/migrate?gatewayld=sgw-12345678

MK BRHEA cURL ManH1TH AL URL,

HMXEBHD BN , FERUATHEE :

Successfully imported Storage Gateway information. Please refer to Storage Gateway
documentation to perform the next steps to complete the migration.

ZEMXRBE RN EEIZTHHIAWSStorage Gateway #2414, WERBZTAEEE 10 248 , B4
BURF A AH R,

fZ1E#7H9 Storage Gateway E#141.

MFR x5 EIBRXWREE (ZBZFiExHNE D),

BEI#TH Storage Gateway B #l.

MR EBHIMK A Active Directory 13, , EEF MM A ZiH. HXiEA , HSMAEE Microsoft Active
Directory 1 &) X BR.

Note

BIEXHMXHRESERAEMA.
WA HRZEFMCERNG IP it EFTA | SAEHERIBH MR L.

Warning
P 5% I B fE B T SE MR S

BXMIBR Amazon EC2 RHIMNEZELR |, ESHL ILEHIHMIAmazon EC2 AF i8R, Bx<MIkR
KVM, VMware = Hyper-V VM BWEZEE. , S HEEREF X,
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FE2: EREEFHANMEAMK ID HiRLHl

FE 2 ERZEFHENFRIMXK ID HiRKH)

EfERAZEFHUEMMHOMXK ID REERXHMRKA , BHITUTERE

1

2.

FLEEBEATAEXHMXWEMNARRF, WilCachePercentDirty FHIE R IE RN 0E
WX LigBXHHZ A,

fEFHAWS Command Line Interface(AWS CLI) BEMITA T RERBREHREERIEXHM KM H
HENBEEE :

a. REXHMIHMKIEERS.

aws storagegateway describe-gateway-information --gateway-arn
"arn:aws:storagegateway:us-east-2:123456789012:gateway/sgw-12A3456B"

EaTRAHEERXMINTHSE , WEH. NEED, ERENNXARE (FMXET).
b. HRIEXHMKHIRSERHEER (SMB) RE.

aws storagegateway describe-smb-setting --gateway-arn "arn:aws:storagegateway:us-
east-2:123456789012:gateway/sgw-12A3456B"

asHtH— JSON R | HhEEH% SMB XHHEEWTEIE |, FlInHEE . Microsoft Active
Directory A%, RRRE T REFBURRZLFEHBHNETR,

c. AMXHMKRHBE SMB MINEXHRE (NFS) XHREREXHAZEREER
« 3 SMB XHHEFEAUTH T,

aws storagegateway describe-smb-file-shares --file-share-arn-list
"arn:aws:storagegateway:us-east-2:123456789012:share/share-987A654B"

B SmE—1 JSON R , HFEEHX NFS XIHHAZHNTHIE , flHBH,. F#E, R
. 1AM &t Amazon Resource Name (ARN), ARFHFEXHMXHEFHSIRAKR SMB &F
WA TR ER SRR,

« T NFS XHH=E , HEAUTEHT.

aws storagegateway describe-nfs-file-shares --file-share-arn-list
"arn:aws:storagegateway:us-east-2:123456789012:share/share-321A978B"

tearmHH — 1 JSON 3 |, EFIEHX NFS XHHENTHIE , SIMHER, 7K, K
. IAM B8 ARN, AFHRXHEMXHEFRIIRAK NFS FFRA TRRERRMRE,

BEBERTUTREELABTHNIHFMX

a. FLEEBEARNNEXHMXNEMARARF. WikCachePercentDirty FHEIRIEIE AT
FOEHMX LiIEEXHHREZH,

b. BEXXRAEEMKMERLA (VM) B BRRE LA R STHR %,

BIEHTH TR R

ESEEMXLREN I HRE,

HiAFTMXIEE T4 , ARG M Storage Gateway 12 & & Il ERIB R <,

Important

MERMX 8l , BRARSDXENARFEESEARZXAMXNERT. WRIEHE AR B

BRIHEMISE |, M AT BE S K A BORERFE 2013-06-30
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FE2: EREEFHANMEAMK ID HiRLHl

Warning

R I B fR E TT AR
7. MIBRIBEYRRE RS EC2 K6,

API A 2013-06-30
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XA FX K REIE R

llé o]
Be
EAY G | BA LK ETE X Storage Gateway MHEEME B,
£}
o XHRXRMBEIERE (p. 122)

o ALFXMEE (p. 124)
* ¥ VMware vSphere & A £ 5 Storage Gateway £ &£/ (p. 126)

ab s
AR <R M BETE FE
EARDH , ERARE N AKX VM FREERHFHNEERER. RHFHHA Amazon EC2 KB R/MHMEE
=R, RESE,

NIRBREMR , KTREFHUEXDARNED TEENIRD, ERSIERUERTERN , TLED
HTHRBERRESEAERE , NTIRS IOPS,

ATRA , EEOPRENBREENEFRAN IR ZRIRN. EFETLREURERMN Amazon S3 R

B X HZ FIRE
Note
BINEWETEFAREFH. BEXFRASEEMNESZER , BoRTIGNEHES EC2 MXEE
A (p. 81).

UTRXAMXEE RS,

Linux EFim EH S3 XHMKHEEE

TBIEE 7130 EAFHE (X SEaPEREH SEESEREH
K/N1GB) B B

REEE - 80, GB | NFSv3-1 Mg 110 MiB/ # (0.92 590 MiB/s (4.9 310 MiB/® ( 2.6

iol, 4,000 IOPS Gbps ) Gbps) Gbps )

ZEWE NFSv3-8 M2 160 MiB/s (1.3 590 MiB/s (4.9 335 MiB/s (2.8

512 GiB & Gbps) Gbps) Gbps)

7 , o1, 1,500 T ) \ :

& IOPS NFSv4-1 Mz 130 MiB/# (1.1 590 MiB/s (4.9 295 MiB/s (2.5
Gbps ) Gbps) Gbps)

AKX ERE

?’ngpS s NFSv4-8 N2 160 MiB/s (1.3 590 MiB/s (4.9 335 MiB/s (2.8
Gbps) Gbps) Gbps)

PU : 16 4 vCP
FRXM 10T SPU SMBVa MR 115 MiBIs (10 325 KH/B (27 255 MBI (2.1
' Gbps) Gbps ) Gbps )

Lﬁz}fj&"'””x M SMBV3-8 A& 190 LB (1.6 590 MiBls (4.9 335 MiB/s (2.8
Gbps ) Gbps) Gbps)

TFHREMXEMHIEE  NFSv3-1 MR 265 MiB/s (2.2 590 MiB/s (4.9 310 MiB/# ( 2.6
Gbps) Gbps) Gbps )

RIEMEERE

10Gbps NFSv3-8 Mk 385 Mib/# ( 3.1 590 MiB/s (4.9 335 MiB/s (2.8
Gbps ) Gbps) Gbps)
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Windows 2 f= i L B9 ST P < M AE

RIERE

RS
80 GB , io1
SSD , 4,000 IOPS

EIFRE - 4x2
TB NVME &8
#

BIRM &ML
10Gbps

CPU : 324 vCPU
| RAM : 244 GB

#ERAT Linux B
NFS MY

i

NFSv4-1 N& T2

NFSv4-8 Nk 72

SMBV3-1 MNkiE

SMBV3-8 Nk T2

NFSv3-1 N&2

NFSv3-8 N iE

NFSv4-1 N2

NFSv4-8 N2

SMBV3-1 ML

SMBV3-8 MNkiE

EAFUE ( XH#
X/N1GB)

310 MiB/® ( 2.6
Gbps )

385 Mib/® ( 3.1
Gbps )

275 JKEL/R (2.4
Gbps )

455 MiB/s (3.8
Gbps)

300 MiB/s (2.5
Gbps)

585 MiB/s (4.9
Gbps)

350 MiB/s (3.0
Gbps)

575 MiB/s (4.8
Gbps)

230 MiB/s (1.9
Gbps)

585 MiB/s (4.9
Gbps)

ZEfFoTIRNEL

==}

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

325 JKb/# (2.7
Gbps )

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

325 JKt/® (2.7
Gbps )

590 MiB/s (4.9
Gbps)

Windows & i L B9 324 R < ERE

~EIEL

1BHi%E 80 GB

io1 , 4,000 IOPS
EFHIE 512 GiB
£7F , o1, 1,500
FBLiE IOPS

BIKMEHEE
10Gbps

CPU : 16 4N vCPU |
RAM : 32 GB

21 AT Windows
Y /N Bl R

FHMXEFIRE

RIEMEERE
10Gbps

P

SMBV3-1 NNz

SMBV3-8 Nk 12

NFSv3-1 N2

NFSv3-8 NN 12

SMBV3-1 Nk TE

EAFTHE (X4
X/N1GB)

150 MiB/s (1.3
Gbps)

190 JKEE/F (1.6
Gbps )

95 MiB/s (0.8
Gbps)

190 JKLEE/F (1.6
Gbps )

230 MiB/s (1.9
Gbps)

Efzon PIREEL
B

180 MiB/s (1.5
Gbps)

350 MiB/s (2.8
Gbps)

130 MiB/# ( 1.1
Gbps )

330 MiB/s (2.8
Gbps)

255 MiB/# ( 2.1
Gbps )

ZEEYRNEL

==}

295 MiB/s (2.5
Gbps)

335 MiB/s (2.8
Gbps)

255 MiB/® ( 2.1
Gbps )

335 MiB/s (2.8
Gbps)

325 JKH/® (2.7
Gbps )

580 MiB/s (4.8
Gbps)

340 MiB/s (2.9
Gbps)

575 MiB/s (4.8
Gbps)

245 MiB/s (2.0
Gbps)

580 MiB/s (4.8
Gbps)

EFETIRREL
B

20 MiB/s (0.2
Gbps)

195 K/ (1.6
Gbps )

20 MiB/s (0.2
Gbps)

190 JELE/F (1.6
Gbps )

20 MiB/s (0.2
Gbps)
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URIAZ PSR-
TP E i EAFHE (X SEGHERELE SEFEELEREL
X/M1GB) = =
SMBV3-8 M2 835 MiB/s (7.0 475 MiB/s (4.0 195 Jktb/# (1.6
Gbps) Gbps) Gbps )
NFSv3-1 IN&FE 135 Mib/# (1.1 185 MiB/# ( 1.6 20 MiB/s (0.2
Gbps ) Gbps ) Gbps)
NFSv3-8 Nk F2 545 MiB/ # ( 4.6 470 MiB/s (4.0 190 JKLEE/R (1.6
Gbps ) Gbps) Gbps )
REE SMBV3-1 MN&FE | 230 MiB/s (1.9 265 MiB/s (2.2 30 MiB/s (0.3
80 GB , io1 Gbps) Gbps) Gbps)
SSD , 4,000 IOPS .
SMBV3-8 1N&k#E 835 MiB/s (7.0 780 MiB/s (6.5 250 MiB/# ( 2.1
EFHIE 4x2TB Gbps) Gbps) Gbps )
NVME EEF/#E : . .
NFSv3-1 N&iE 135 Mib/# (1.1. 220 MiB/s (1.8 30 MiB/s (0.3
REMEMERE Gbps) Gbps) Gbps)
10Gb .
ps NFSv3-8 M&#E 545 MiB/# (4.6 570 MiB/s (4.8 240 MiB/s (2.0
CPU : 32 4 vCPU | Gbps ) Gbps) Gbps)
RAM : 244 GB
BEIWHAT Windows
Y /N Bl
Note

R TREENFAEENMMEF MR,

LM< £ BE

BULAETERIERMAMLCRMRERENE R @SRRI IR A K [0 B T2 FF IR S5 28 7 I 31 R =X L2 45
SHVER,

T P 5< FR 2N I BT R
BRI T — RS R 5 A R R 03 R R A RE
ERES RN E
EMRACMRERE , BRI ME MRS , WESESR (SSD) M NVMe ZHI85. BETUEEMF#KX

ML (SAN) TF =2 Microsoft Hyper-V NTFS S E A2 EEE VM, FEENREMEEE T REX
NWEHENESHER R A/ EIRE IOPS) K. BXRFAMBEENER , ESRFNEFFE (0. 81).

ENEFUE , EFEAReadBytesHIWriteBytesiEFRrSamplesAmazon CloudWatch 4 it#iE. 4l
W, 5 9 4HIREEHINA Samples #E#FH ReadBytes ZitERIEBRIA 300 WA LB H IOPS, —#ER
W, EFEMXNIXEERN , REREFLENE IOPS &% , SUMES REHAMXHNIRT,

Note

PR MTLLER CloudWatch 3847, BXMXIRNES , ESHKET R
% (p. 66).
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& B FA A2 R SR R 0 R R

AN CPU BIRE SR MK EH

MXENRSFBHREERZOMELRS R BRACMKMRE | FEIADELEMK VM B EE BLL
HBRBONARRAZE. A, EEBINORE BRI EN RS/ CPU,

EFFIE CPU RMEIM KX TR ARET , FLEMMKRALELE D, BEHRITIZERE , BHOMXT
BUHATAL IR B FA 72 e 7 Y B4R 17 i B 2 3th 770 DA RORF L 8038 42 3] Amazon S3 E R, % CPU &
AEBBREENEHM VM HEMEHRXREEZBH CPU RF. REEBH CPU RRBERERIE
HETERNRR,

Storage Gateway XFEMXEHNIRSEEFEA 24 4 CPU., EHBER 24 4 CPU LLEER SR XM
B, RANBWEXNMXENRSHFCERAUTRXEE !
s 24 4 CPU,
s XHMXTAE RAM B 16 GiB Fi®g RAM
- 16 GiB (#1&¥ RAM , ATEEFEX/NFTEN 16 TiB IR
« 32GiB W& RAM , BT&FKX/AN 16 TiB | 32 TiB HIM %
+ 48 GiB V¥ RAM , ATEBZE AR/ 32TiB £ 64 TiB FIMX
o BEE 1 MYINBIMEEMEEGIER 1, FROTAXAERXER
« {E/H NVMe #8589 SSD,
o BEE 1 MYINBIMEHMEIERGIES 2, FROTARXAEMX LEEHPKX
« {E/ NVMe #8589 SSD,
o WiE 3 HMMNBIMERMLIRGIEE 2, FROTAXAEMX LEEHKX -
« M NVMe #8589 SSD,
« EEBWME 1 EERBEMEERS1:
o A VM M 1 HIRI VMXnet3 (10 Gbps) WAH F1RE,
s FEEBWIMSE 2 FERBMEERSS 2 :
o A VM M 2 HIRI VMXnet3 (10 Gbps) BAF FiE#EZ AWS,
5 3 ST M) BB R A S 3 U R RR AR &

EMEMXHEEN , RIENBWETBENEARRERYEFRUEN A b FRMES U, 5
W, X¥F VMware ESXi , ERMEER#EARR TN BRERE. BEMx VM 8, EAEEHARERE VM
NHNBEEE, EMERNHAN (flW, FHELEEFX )  SULNNENHAF#EES VM HE
NHREFET , BT UFEERETRNRERE T,

MRERSNMEEEE , WENBUNECZNESNRENF B FEER — M REFE. NE-—TER
VEHESBNBEFETRSSRMETRE, i, EEALREERNXBMXREFHNEFFH#
MEEERXet, B, AMETASH RAID BE (W RAID 1) XENBEFETRSSHMET
-

6] 2 F 32 R IR 3R A8 I 3 IR
BELARFRSBARXZAGHE

BN FERANARFAMXZANMETRTHELENNARFER, BAUE
FlReadBytesHWriteBytes A THE S HIFEF L E/M MXIER.

NTENNAERF , BEUSHNELESHENEFLEH#THR, MRNEEFLE N TRHELE ,
ZMRME R , RENARFMMXENHR AT REERE, BFL , SRUEM VM A <
EEH L (WREMNTREREEN).

6 B AR R ER R AN I CPU &R

WMRIEH R AR AT AMERIN CPU IR , NARMNES CPU AILIEB BN NAREFT BE 110 7
o
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$F VMware High Available 5 Storage Gateway &4

& VMware vSphere & A] £ 5 Storage Gateway
ZefER

Storage Gateway & — 45 VMware vSphere High Availability (VMware HA) £ # B A2 F Rz 1TIR0R
KE , £ VMware LRRESTAM. LS EEY TR FRIEAREZEN. EERFIANEHENR
M, EXEEHFHLERAER , SINEZEENNXHERERETTA,

B LR , SBREAH VMware B F 5 VMware Cloud on AWS H1#9 <55 B 3 M K 2 3k R S5 P T P ik
g, HBEEEE 60 WARK , HATEELHIE.

E VMware HA 5 Storage Gateway &4 , BT TEIHNSER,
F

« BB vSphere VMware HA £ 8 (p. 126)

s TEHERTENMXERDY .ova 1% (p. 127)

« BREMX (p. 127)

o (WiE) REFLMEM VM IRMBERED (p. 128)

« BUEMX (p. 128)
o MREE VMware High Availability Bt & (p. 128)

BB 2/ vSphere VMware HA £

MREEKBE VMware 8 |, BRAUE—D. BXUABIE VMware £EHNER |, 555 VMware (44
I BIZE vSphere HA §£5.

BTk , F VMware SE#ELE 7 5 Storage Gateway & &M,

& VMware £&

1. 1€ VMware vSphere  Edit Cluster Settings (RS IRE) TEL , BRI VM NNARFEZEE
VM W2, At , HiRE TESI AL
- EHBEW@S - EFEF VM
s NENBEHW@L : XAHEFHBZ VM
+ PDL HI¥#E1Ff# : Disabled (E2H)
- BH APD W¥#ETF# : Disabled (B2H)
- VM 2 : VM M AR F S

BXRRA BFEATEHNRSEE.
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https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vsphere.avail.doc/GUID-4BC60283-B638-472F-B1D2-1E4E57EAD213.html
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THREATEOMKEREE ova BE&

Edit Cluster Settings  cluster

vSphere HA ("
Fallures and responses Admission Contro Heartbeat Datastores Advanced Options
You igure how ) t
PRO 1: host st i r W comg P
Ena Monit ] (
Host Fallure Response Restart VMs 2
Response for Host Isolation Shut down and restart VMs 2
Datastore with PDL sabled

Datastore with APD sabled

VM Monitoring VM and Application Monitoring 2

2. BYREBEATEXRMASFNHRE
- WERR—ERERZE , IRAKE VM BRNES , WHEHRE VM.
- BOHERE—E VM FRERE VM TENRNES2E , KRESHFNNE,
« BNVMHBRAREERY— EHERAEENRNER VM R ARH.
- BKEENR— ITES VM WERKEERBH K.
MRETHEERENE , BFEAUTRIRE !

* Failure interval (MEER) : 30 ¥

* Minimum uptime (& EE=Z176E) : 120 #

+ Maximum per-VM resets (81 VM WHRKXEEXE) : 3
+ Maximum resets time window (RREEERER) : 1 /Nt

MREEERLETTHA VM, WARFELZTAEN VM REXLE, £M ova ZBE VM 28T, TTE#R
TIRE, ARXREXLEENESFEER , BESH (k) NEF LAEM VM RINESED (p. 128).

THEARATFEHNMRIEEMN ova BRE
ERALTEER TE .ova &,
THRERTFEHMREKEY .ova RE
o MNTFETZ —TEMXEEEY ova & :
. R —

EEFZES

HEEERBMNERT N ova REFBHEFHNEN2—.
EEMX .ova B

1. fF .ova REMFREFPHNENZ—
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(Wi ) REH LWEAM VM R INE SET

2. BARIRBENZFEENBEFENEFFOMBEENTA,

(it ) NER L HEAM VM R T

MRBEEFHLZITTEM VM, WAREZEERIAFSN VM REEHE,
REE EWHEM VM R INE H IR

1. 7 VMware vSphere H1fy Summary (BE) WH L |, B ENEBELITHEHETE , AFER Configure
(BLE)o

2. #%3$%F Configuration (ELE) £+ , AFIEE VM Overrides (VM B &)

3. ANFEH VM BEETUAEREME,

BXREBEZAM , FEATENRFEE,

Add VM Override Cluster
vSphere HA - POL Prot

alect & VM

« 1 Salec
2 Add VM Override
wSphere HA

> OEAZIES

EEEERA TR ova 7, BUEMX. AXBMNREENTEZLLHBEEHA,

BE M %
RIR BRI M R BT B
. R —

MR BE VMware High Availability Bt &
BUEMXSG , BNHENEE.
it VMware HA B &

TEITF Storage Gateway 2 #l & https://console.aws.amazon.com/storagegateway/home.
ESMBEE L , %R Gateways (MK) , REIEFEHI VMware HA Ui #I %,
T F Actions (384E) , FHik$® Verify VMware HA (3 VMware HA).

£ REY Verify VMware High Availability Configuration (31iF VMware High Availability B2i&) £ , i&
# OK (H3E).

Ll .
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https://console.aws.amazon.com/storagegateway/
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MR BB VMware High Availability Bt &

Note
Wik VMware HA BLERNEFH B I M*x VM H A ERKIERE, ZNRTEEE Lo 8T8

o
MR , WRE A PRI FRERETNFHFETR Verified (ERIE) KRS
5. & Exit (RH).

& A LAFE Amazon CloudWatch BEA R EIEX VMware HA BHNER. BXESEEL , BSHER
CloudWatch B &HAIREX MR EEHE (p. 66).
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BRERF

F Y % £ £ AWSStorage Gateway

AWS HZREMHNLEREST. FHAWS BF , BERNENBFEASHZ2HBREL LN ERMITENE
B OMMEREPZ 3,

ZEMRAWSHIEH HARERE. REHBEFEHERNZNENZEHENZPRN RS

« THLREM - AWS AFERPE AWS ZHET AWS REHEMIZHRE, AWS EEFBIRETRZSERNR
Ko ERAWSEMEITRIN -2 , F=AFITARANEBNENBIZLMNERE. ETHREATH
EMHITRIAWSESH Storage GatewayAWSE A 11158 Bl 9 #Y IR S .

s THHNREMY - ENREHREERAN AWS BSRE. FEZFTENHEEZEAR , SELNBENBR
., BRRNERUAREANEE LN,

AR ARG B IR T AR IN{AIFE S5 Storage Gateway Y M ARE#EEN, U TEBTHANMEE Storage
Gateway LI ZH RSN B 5. RIEFE WAEREMMAWSE B TEREZRFRYF M Storage
Gateway #RHVIRS .

E3 1]
« FHEIER I AWSStorage Gateway (p. 130)
- Storage Gateway K & 35 UE R M 324 (p. 131)
» AWS Storage Gateway F#y HE 2 FFUEIZE (p. 153)
« WEMHERIFAWSStorage Gateway (p. 155)
« FRHYHRFE R E BE D AWSStorage Gateway (p. 155)
« PHERMIZEZ 2 HAWSStorage Gateway (p. 155)
« Storage Gateway &£ &K (p. 156)

F Y B 4R 3 AWSStorage Gateway

XLEXEA : AWS FEHIBENER T D BIERI AWSStorage Gateway, MiZEX AR , AWS 73R
HRIPIZITAIE AWS Cloud 2 KEMIEE. BHREPNIEEELHEMZE LNABHNES., LARSIE
BFIERAN AWS BEHZ2EENEETS. EXBERLNESELE , BSABERALENLRE, X
MMNBBRFHES , BSHAWSEZLMHBE FWAWSTEHRIBEXH GDPR BEXE,

HTFHERFEHN , ROBUERT AWS K EIEHEMA AWS Identity and Access Management (IAM)
%i;?ﬂﬂ@ﬁﬁ?ﬂﬁ)ﬁo XXEBMNAFRTEITEHIERTMENIR. BIEEWEBEIUTHRXRFE
« NEAKF A Multi-Factor Authentication (MFA).

« £/ SSL/TLS 5AWSHE R TERF. BiUMEA TLS 1.2 RESRA,

- £ AWS CloudTrail Ri& APl R A F5E3) B &R

« EAAWSIZERRA RUARAWSRS P FTERIAR S,

- FRESREELZLRSE ( H110 Amazon Macie ) , BEBT XU AR E#E Amazon S3 FHDNABIE.

s MBEBEIGSITRER API 5B AWS RHEEZ1T FIPS 140-2 BIFMINZFER | F6EH FIPS IwR. B
KRAAKN FIPS AN ESER , B2H (ZERPEELIERE (FIPS) 5 140-2 BR) o

BRNBIEWENDHNRELSRBBER (FINEEFWE TRl ) RAGEHBHENZER (5
MEMRFER ), XBIEMFEA Storage Gateway SREAbATE, AWSHEREE A, API, AWS CLI , EAWSH
ATIEG, BEATENHRIHEERRFEFRANEARERTEL2ATIIRRZH AL, NRERH
AEARS SR URL , BRIEZIBWETEE URL HEEEIEE B RRIEENZREBENIER
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http://aws.amazon.com/compliance/shared-responsibility-model/
http://aws.amazon.com/compliance/programs/
http://aws.amazon.com/compliance/services-in-scope/
http://aws.amazon.com/compliance/shared-responsibility-model/
http://aws.amazon.com/compliance/data-privacy-faq
http://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
http://aws.amazon.com/compliance/fips/
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BRI

EREBIEIMZAWS KMS

Storage Gateway £/ SSL/TLS ( K2 EEFR/ERAEREM ) RMEEEHNMXIZE Z AEHNEK

&, AWSTFtE. BRIAERT , Storage Gateway £ Amazon S3 FEEM MH %4 (SSE-S3) MW HIFMHE
Amazon S3 FHIFF B BB TIRSEMNE, B LUERER Storage Gateway API &R <L E R
ARSESHmMZBUMBEEERPHBIENILET. AWS Key Management Service(SSE-KMS) & F X #%4
(CMK),

Important

YIRFEFHAWS KMSCMK B F RS 25iH MR |, BAFEEXNFR CMK, Storage Gateway T3k
S# CMK, BXREZER |, 1521 AWS Key Management Service FF & A R 357 & &9 68 F XS B Al
FEXNHEH.

MBEXHHE

WFXHHRE , BALUFMXE BN INBETRAWS KMS— f# /8 SSE-KMS #£& %4, BxEA Storage
Gateway API RMBEANHLEZNHIENEFL , 5ZH. CreateNFSFileShare HHJAWS Storage
GatewayAP| &,

B HRE
BXREER | BRI FSx RRIEIENZRF B Amazon FSx for Windows File Server B #E.
EEA AWS KMS B2 SRR , HEEUTILR :

o BHBREESDBHSNZ, A | & Amazon S3 X HIEH TN,

« IAM AP 2B L ENRRTEEFEAAWS KMSAPI 24, BXEZEE , B30 . F IAM EBEEAWS
KMSH #IAWS Key Management ServiceJF & A R {E/.

« MREWHRREA CVK RBHBNSHE , WFTEHEDBRUT LOBIE, BXEZELE , 58 . H
BREF EZAFHIAWS Key Management ServiceFF &£ A RIER.

o MBEMNEA KMS INZMNERCIZRRE , MFMZRE, REFHEEH KMS ZFH,
o MBEMNEXA KMS IFZMNRBHROEHRS , NFMEE, TUAFEEETRN KMS Z4H,
Note

Storage Gateway T XM KMS MZAH KMS B RBHIRE S EIZ AR MBS,

BX AWS KMS HEZER , BSR4 =2 AWS Key Management Service ?

Storage Gateway B & 1556 iE #1175 [0] 122 %1

158 AWS Storage Gateway B FEZE A AWS ARBIEEMERIEULE, XEZMHLTERHE, AWSH
B, BlORx, XHERE, BHEHE, TE/LFTREFANESERFEHUNMER. AWS Identity and Access
Management(IAM)#1 Storage Gateway B3 #2 &I S A RIERV R R A S , Wi Byxx

- BHRBIE (p. 131)
o ipEREl (p. 132)

SR

BRI T EE - REN S HEF AWS :
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https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateNFSFileShare.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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1A 42 i

« AWS Ik BAF - HEERAE AWS Ik kP, RUERANE— XN IKF FAE AWS RS AR
BREVHRANRHNESEZEM. LBEHHRAAWS KFRAF | ER 012K AT §Y B 78R 4Rt uk
BER , DAUREGZE5H0. BABRWETEARAFNITAERES  IEREEES. Mk , HEEX
FRBRAFESHNE N IAM AFPHRESER, AEEZEREFRAFEIL , AT EIKS
RESEEES.

« IAM AF— —/NAM AP 2R EHAWS IkF EEBHEN B E AR ( $170 , £ Storage Gateway
FOIBRMXIR ) . BAIER IAM AP B NBIBEFRURF AWS MR ( 20 AWS Management
Console, AWS FF &£z AWS Support £ ) o

RTAFPEBNZEBZA , ZETUABMNAFERS A ZH. EBZAWS/INF AT ESZ —SifFEHA
AWS Command Line Interface (CLI) SA4mEH XA R ARSSE , ATAERAIXLHEE., SDK M CLI TEfE
ApRZANEHERBITMBZR, MRETFER AWS TR, MIARBTHERER, X Storage
GatewayZ &R 4X A TN AL APl ER#THEHARIENDIN. BXRIEERNELES , ESH
AWS —#&2£E sy Signature Version 4 £& 712,

« 1AM B - |AM BERAEKS POEN - EARENRN IAM 54, IAM B8XUT IAM AR, ®
NER—NAWS H5 , EHBERE AWS R ARITMT THTHRENNRER, B2 K AGEHXL
FETHEMARA , MARME - EREMARAREK, I, AERXAEXBNVERBEIE ( MEBHE
FZH ). R, YERAAACH , EQNERABELENRNRLEIE, EFRMNEIEN IAM AT
LTFRATRER :

- BREBMAFHE - BT EE IAM BF , mMR2# AR E AWS Directory Service, &I FAF
B %= Web BHRREEFENNES R, XEAFHAKESELAF, £ES S HIRMEARERIGRNE
B, AWS FABRSEAFIEAR, BEXBKAEMAFPNESZEER , B350 IAM AFER PHWEKE
SHRAFNAR,

« AWSERSFTHH - RFABR - IAM A8 , RFEFZAGUAREEENKS PHITRIE. IAME
HERAILE IAM o2, BRAMEBRRSAE. EXEZER , BSH IAM AFEETHLIERD AWS
RS EMRRNABE,

+ £ Amazon EC2 LZE{THR AT - BRI LMER IAM BEEE7E EC2 24l LZE1T3H 4% H AWS CLI 5
AWS AP| &R N BRRFHIGEEIE, XML THE EC2 RhhEMiFRIZH,. BN AWS A0 E4A
EC2 I A FEEXMNIZFIN AN BARF TR |, SaLA6I2E —NHnEI S8 S oI f & S04, SEHIER
BEXHEEAE , HF EC2 16l LETHRFAEBREBIRREIE. BXESEE , H5H IAM AP
BEHER IAM B3 Amazon EC2 SE4l Lz TR R BRFE TR,

s - I_la

i [R] 2

BRI LE A AR EIERN BN ERBTERRIE , BEESMIENRETRELIE RS H Storage
Gateway filg0 , UM AE RS BETE Storage Gateway FEIEM %,

TE/LFHNBMAEE Storage Gateway MR, HRATER IR & RIRHR,

o BLRI{AEIEX Storage Gateway KI5 E, (p. 133)
- ETSHMERE (IAM KR ) (p. 134)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://console.aws.amazon.com/
https://console.aws.amazon.com/
http://forums.aws.amazon.com/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
http://aws.amazon.com/cli/
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_access-management.html#intro-access-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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BxEEH R ELR

BRI EE Xt Storage Gateway KI5 A,

FTBAWSEIRIH Amazon Web Services lFFTE , RIZF AR RRNNXBHNRKREHITEE, KFEE
RALE IAM B3 (B0 : AP, ANAGR ) MNPRERERE , LRSS (00 AWS Lambda ) t %3 6 &R
TN PR B BE o

Note
KREER (SEEAAF ) REEEERANRNAF, BXEZELR , H5H IAM AFEEYH
IAM B{E3EER.

ERFHER , BEREERESNR , SRENBLRFANR , URE AL IX LR FRRITH EEIRE,

£33
+ Storage Gateway &RFIRIE (p. 133)
o THRBEBEMABER (p. 133)
- BEEXNFRFEIHE (p. 134)
- BEERBIE (BE. BE. BREFMERA (p. 135)
s EXBPIEERME (p. 135)

Storage Gateway &R FIE

£ Storage Gateway F , TERIREMX. Storage Gateway XX IFUTHM B REE . XHHE, 8. &
PR, iISCSI BB F (VL) R&E. XEHIFRR , RIFEMNEMXXEK , BUANFTFE.

X R FRIFREREHXBKMNME— Amazon Resource Name (ARN) , #1 N &R 7R

RRFEE ARN #=
M%< ARN arn:aws:storagegateway:region:account-id:gateway/gateway-id

X#HH= ARN | arn:aws:storagegateway:region:account-id:share/share-id

Note

Storage Gateway &R ID RAKRBEER, YBFXLEER ID 5 Amazon EC2 APl &4

B} , Amazon EC2 EEXA/IMEERANER ID, BAUTFER ID EXNNETENEHS EC2 API
“AMH, i, 7 Storage Gateway &1 , B#Y ID ATEH vol-1122AABB, &It ID 5 EC2
AP| &R , BAFNEERN vol-1122aabb, &N , EC2 API T AA R ATRER ST
=,

2015 £ 9 A 2 HAEIBUEMMXM ARN EMKXBHMFREMX ID, BREMXH ARN , EEA
DescribeGatewayInformation API #&{E,

ABFHATHE API BE ( NRIERT ) R , Storage Gateway Rt 7 —4H APl RELBIEZN ERIX &
BREMFRR. AX APIHRENTIXR , FSHEFEPHAWS Storage GatewayAPI &,

REFHITEE AP IRE ( DRI ) BRR , Storage Gateway E X T —HE A LU ENRERE D IEE
WiRE  BTETHITEE AP BENRE, — AP BETHEENTSMRENNE, BXERHAE
Storage Gateway API 2 {ER EEAMNERINE , HS@. Storage Gateway API fUR : . BIRMEZMH

B% (p.145).
THRIBRFTEN

—NERIAEEREETREMN Amazon Web Services i, iR , BRAAEEEM Amazon Web
Services M7, TEREARKS, IAM B IAM A€) , ATHAER RN ERH#TEHRIE, LUTRG
HEA T BN IERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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BxEEH R ELR

« MR Amazon Web Services Ik F #94R Ik F EIEBUEM X , NEEY Amazon Web Services i F B iZ
BRENFTEH ( 7 Storage Gateway & , HFEAMK ) o

- WRETE Amazon Web Services Ik 812 IAM i P HXFActivateGateway X ZFA P ITIRME |, W%
APAEEMN*x, B2 , ZFAFPTER Amazon Web Services i /= #78 1X L2/ < &R P B o

o WRETIEIERE Amazon Web Services Ik RS EFBEMXINRE IAM A6 |, NEERAZAEHNE
A ITLUEEM %, BEFEMN Amazon Web Services KA MX &R,

EEX FIRRY U7 ]

DREBEAEHE TG RIMERE, T—FNACIENRREE A BIET,
Note

RIS WA TE Storage Gateway SEEREA 1AM, XERBHEEX IAM BEHFEHER. BXFE
BH IAM XH , ESRMT AR IAMANIAM AFERE. BX 1AM FEEZEZMEANER , H5R
IAM PR AWS IAM KBS Z,

MiAnE| IAM SRR EBMER T 54 MWERK (IAM X1 ) | BN RNERTMEETRE WK
B, Storage Gateway RXFHE T FHHIEKE (AM KBE),

ES1}
- ETSHHERK (IAM KK ) (p. 134)
- ETHRAVKEE (p. 135)

ETBSMHEKRE (IAM KB )
EAILAE 1AM B NREE. Hlm , AL

o FENRREEMMEK PR AFREA— KR EBEATUERERERAPXBRANREEAZAFRTAE
Storage Gateway iR ( AMx. BHET ) HINXR,

- DAGESNRER (BRTFEKFNR) - ETE IAM ACERET S ONNREKE , URFEKFH
MR, Bl , K APMEERATUME—MNEE , LUEHM Amazon Web Services I/~ ( f1ik/~ B )
BRFEKFNENAR, AWSRSHMT :

1. P ABERTUGIE—NIAM A, RERZAGKHMRFTHIBRIKS A B3RO RRE,
2. K A BEERTUERKS B iRRAREBRAZACHEREANASH NEERE,
3. 2fE , K/ B EEAAMUERNR , HRK" B FHNEMAFEEZAR, X&F , K~ B FHAFR

AGEHLEKS A FRRRT . IREFERTAWS BRESRNRKESZAE , WEERBEHNE
RABAILR AWS [RFEFEA.

BXREM IAM ZRENRNESEL |, ESH IAM AFEREHHIE R RER,

UTROIRERTFNAARRITAA List* BENNRR, HRERRRRE, Bt , ZRBRAATAFE
R ERERES

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllListActionsOnAllResources",
"Effect": "Allow",
"Action": [
"storagegateway:List*"
]

’
"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
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FERET S MK (1AM KR )

}

BXFEET MWK AT Storage Gateway WEZEE. , HS X Storage Gateway FRE T H K KB
(IAM %R ) (p.135). BXAF, 4. AGNNRNESZEE , B3H IAM AFERBTNES (AR, 4
MNAEE ).

ETRIFR R

HMRS (0 Amazon S3) B X FE T RFRWNRKEE, Hlin , WA LU REEMINE S3 FHBUEENZE
BT E AR, Storage Gateway T X #FE T HRHI K,

EERBITE | #F. RR. BRVIEEA

3 F &4 Storage Gateway AR ( S FStorage Gateway APl R : #E., RENEKMHS

Z (p.145)) , ZBRFEXT —4A API B1E (1S ) 1), AR TIXL API BIEMNBR , Storage
Gateway EX 7 —HETTLERBEPIEENIRME, S0, XITF Storage Gateway MXER , EXLTUTE
fE : ActivateGateway, DeleteGateway, #DescribeGatewayInformation. I&EE , MITEI API
BRETREZEERTSMNRIENR,

UTREEFNRBEITE

+ Resource ( &R ) - EXRBEH |, BRI LLEA Amazon Resource Name (ARN) #RIR SR BE B A BIH &R 3
T Storage Gateway ®IR , BEEN AIAEABERS. (*)7E IAM KK, BXEZEEL , iS5 HStorage
Gateway & RHMEE (p. 133)0

« BE-ZBALUEAREXBFHRIREATSRIEL N TRIRE, flm , RIFEE
HEffect , storagegateway:ActivateGatewayfX R AW HIELINIT Storage Gateway #IF X
fR. ActivateGatewayoperation.

* Effect (MR ) — BANEELSAFRBRBERE (TURATRIEL ) HHBR. IREBEXRT
(AW ) NRROIFERR , MERERIELHR, Bt ENIELX RIROE , XETEEBFTEHR
ZRR , IESHMORRERT T HENRAER T2t

s ERA-EETHOMNEK (IAM X ) &, M7 KBHAFRBRXEZEREA, I TETHRER , &
LS EEZRNENAS., K., RSSEMSE (REATETRRWEKRE), Storage Gateway X
BETRIFHRE,

BX IAM RBEENBENEZELE , FSH 1AM AP EEFRNAWS IAM KBS E,

BXETFIE Storage Gateway API i2{EMI 5k , S . Storage Gateway API (R : B1E. BREMZMH4HS
# (p. 145).

ERBEPIEESRN

SEE TR |, AR IAM BB IEE - R | XERENEEET RN ERAN N, Hl | &
TEALERNERTABENA. SXEAERESHERHNESES B2 IAM AP EEHE
#e

ERTEY , BULUEATMENNWEHE. ZBIET Storage Gateway HE 4 ZEH. 8 AWS SEE AR

U BULUREFTERR. BX AWS CERNRHTESIE 20 _(AM A ER) RHTA
2,

X} Storage Gateway EFRE T S AR ( IAM KBS )

AEBRMETETHHNRBARE , EXLERET  KEEBERATLUE IAM 54 (B : A, ANA6)
Bt AR PR SR B o
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Important

BINBEWEHEREUATANEUEE , XEEHWHE T EEX Storage Gateway RIRHI 77 B RAY
BEABLSNEN, BXEZER , BSEERNMEEY Storage Gateway BIi5E, (p. 133)0

REBHNENPDHEATHE :

- £ Storage Gateway 12| & FrEE R (p. 137)
+ AWSStorage Gateway FIIEE R B (p. 137)
- BREENRERA (p. 137)

TENERREERH.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowsSpecifiedActionsOnAllGateways",

"Effect": "Allow",

"Action": [
"storagegateway:ActivateGateway",
"storagegateway:ListGateways"

]I

"Resource": "*"

}I
{

"Sid": "AllowsSpecifiedEC2ActionsOnAllGateways",

"Effect": "Allow",

"Action": [

"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot"
]I
"Resource": "*"
}
]
}

ZEBIEAMED (BEEEFR/METHH Action Fl Resource TH) :

« E-RBABTHA Storage Gateway EIENIR
( storagegateway:ActivateGateway#lstoragegateway:ListGateways) EMXER L.

BEA () RAMEITEEEARR. EXMERT , ZiEGR
¥storagegateway:ActivateGatewayHlstoragegateway:ListGatewaysfEAMx LR,
A FEABRFRRANEGEUEMXZATMERR ID. AXNAEXREPEABRS ) WER , BS
B R 2 - X MSHET RIEAE (p. 138).

Note

ARN MK —#IFRIRAWS RN A, BXESER , BHSH AWS — &S EHH Amazon
Resource Name ( ARN ) #1 AWS R in & 2= (Hl,

EFPITEMEEREORRBEN AN ENMERX , BERBP N ZREWER - EMNEFIHE
ZIEAREEMXK ID,

« E-MEARTFIMIT ec2:DescribeSnapshots #l ec2:DeleteSnapshot BEMNR. TEEENR
FHEH{TiX ¥ Amazon Elastic Compute Cloud (Amazon EC2) i#4E , B3 M Storage Gateway 4 B
B 1Z4%7E Amazon Elastic Block Store (Amazon EBS) 1 #4E5 Amazon EC2 BR#TERE , Hit , B4
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EERTHEBM EC2 81, BXEZER , BEH . #EPHAmazon EC2 APl £2&. HTFiXL Amazon

EC2 BEFZFHHFERNR , R ZRBRFEEBESA (*) FNResourcefEM A RIEEM*X ARN.

BXERFTAE Storage Gateway APl I2ER HERA TR RREN XK , iS5 HStorage Gateway AP| R : &
. RBHMEZHSZE (p. 145).

£ Storage Gateway 2| & FrFE IR

E{E A Storage Gateway 2#|& , BFER T RENR, MRETHERRER , WEFERFRITHARE
HIRR , IA T RPRRBE AR -

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsSpecifiedEC2ActionOnAllGateways",
"Effect": "Allow",
"Action": [
"ec2:DescribeSnapshots"”
]I
"Resource": "*"
}
]
}

LEERAMYBR 2 PR A4 58 , M Storage Gateway %) Amazon EBS HRERFEN Amazon EC2 &R#1T
B,

EiRE S Storage Gateway BHIAFIENRIENIR , 28, =6 2 . ATFNMXHITREH
[ (p. 138).

AWSStorage Gateway 3t & K B&

Amazon Web Services B RHHIBZMERHINY IAM REKFZ S ERARGNER. AWS. RE R
ARTFEARGNLENR , Bt , BUUEEZRAERFTEWLRNRN THE, BX NESFEEAWSESHE
ERBAWSEE R K P HIAM A ERE.

IFAWSHE R (SR eI mEIENkSHHAF ) 45E T Storage Gateway # :

o AWS 1ZfiE M x RiET5 E N R— R FXIH9 Rk 15 B X PRAWS Storage Gateway & REY 22 A,
« AWS EFER X 7L HENE— ZFXHTL I EMBEAWS Storage Gateway FiFH 2

Note

BB ERE IAM 258 A ZEH AP RERBERKRET XLENRKRE,

BETLUBIEBEEY IAM F#E | LU FH1T AWS Storage Gateway AP 2 ERIFEX PR, BRI LUFIX LR
TE SR BE B AN 2 3 EX LE AN PR Y 1AM A P R4

&P EERN R R B

AFT Y A P SRR R AT B AT 8 F & Storage Gateway 12/EMIR, EFEAR , IFEAXLEEK, AWSTE
T ESIFMAWS CLI. HEEREFAN , EEERFRHETEHSHWEANIR , £/ Storage Gateway 2|
AFTEMRR (p. 137)R X b 1T 7 iFie,

API A 2013-06-30
137



https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWSStorage Gateway fi {5/
FERET S MK (1AM KR )

Note
FrIERGIEMERAEZEED (REBNX) XiF (us-west-2) HEIESEWHWIKF ID,

£
o BB 1 AR MX ERET Storage Gateway #B4E (p. 138)
o RBI2 . RVETRERAT iRV (p. 138)

LV B4 E R MK (p. 139)

L

-« R™BI3: A
« Rl 4 ATAFHEEES (p. 140)
- ™5 AN EEREMNSRNMAHITAERE (p. 141)

1 RFFIE M X ERE Storage Gateway B4E

AR RBE R AP MITETE Storage Gateway R1E., ZRBEIE A iF A 11T Amazon EC2 #24E
(DescribeSnapshotsHDeleteSnapshot) FEM Storage Gateway 4 X Amazon EBS R L,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowsAllAwWSStorageGatewayActions",
"Action": [
"storagegateway:*"
]I
"Effect": "Allow",
"Resource": "*"
}I

{You can use Windows ACLs only with file shares that are enabled for Active
Directory.
"Sid": "AllowsSpecifiedEC2Actions",
"Action": [
"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot"

]I
"Effect": "Allow",
"Resource": "*"

Rl 2 0 RV PR IT R

DTREA SN SIPERM List* M Describe* #4F, EEEXERMER I ERHE,
At , ZRBEAATAFEREARRAORS , BRRE , ZRBFTATAFRITUTE
{E : DeleteGateway, ActivateGateway, #MShutdownGateway.

ZEEEIE LY DescribeSnapshots Amazon EC2 1, BXEZER , 2 H . DescribeSnapshotsH
#Amazon EC2 APl %

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowReadOnlyAccessToAllGateways",
"Action": [
"storagegateway:List*",
"storagegateway:Describe*"

]I
"Effect": "Allow",
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"Resource": "*"
}I
{
"Sid": "AllowsUserToDescribeSnapshotsOnAllGateways",
"Action": [
"ec2:DescribeSnapshots"
]I
"Effect": "Allow",
"Resource": "*"
}

LK BREABEMN () 4, BT ZRBESN R RCEREZNENMEMK , BT,
RE , TR REZBEMX L RFXERAE,

"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"

]

EMXA , B # — SRR FEENXRAZNIE , MTEAHR :

"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/volume/*"

I3 RVFTRIASERIIR
TENER AN BERXNAARE. 2PN ETEDHEN RNV Z R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowReadOnlyAccessToAllGateways",
"Action": [
"storagegateway:List*",
"storagegateway:Describe*"
]I
"Effect": "Allow",
"Resource": "*"

"Sid": "AllowsUserToDescribeSnapshotsOnAllGateways",
"Action": [
"ec2:DescribeSnapshots"
]I
"Effect": "Allow",
"Resource": "*"

"Sid": "AllowsAllActionsOnSpecificGateway",

"Action": [
"storagegateway:*"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"
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}

MEFHE BN AP ER AP RAWSA FiHRIM<H SDK, B2 , MR A EFE A Storage Gateway 24!
B, WEELFTF RS FListGatewaysiRIE , ML T RAIFT R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAllActionsOnSpecificGateway",
"Action": [
"storagegateway:*"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"

]

}I
{

"Sid": "AllowsUserToUseAWSConsole",

"Action": [
"storagegateway:ListGateways"

]I

"Effect": "Allow",

"Resource": "*"

}
]
}

w4 RFRPTRSES

UTERBEAFAFANMX ENENSEBSHITHARE. BTRAPERNER TRBEEANR , ZRBELF
R RENNE R EMEENS,

"Version": "2012-10-17",
"Statement": [

"Sid": "GrantsPermissionsToSpecificVolume",
"Action": [
"storagegateway:*"
]I
"Effect": "Allow",
"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/
volume/volume-id"

}I
{
"Sid": "GrantsPermissionsToUseStorageGatewayConsole",
"Action": [
"storagegateway:ListGateways"
]I
"Effect": "Allow",
"Resource": "*"
}

}

MRREEXBHNAFER API IAWSA T RIEM SDK, B2 , RUHAFEHEHAWS Storage Gateway
BEA  EMABRTFNRFEARFListGatewaysiRIE , M T REIFTRo
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "GrantsPermissionsToSpecificVolume",
"Action": [
"storagegateway:*"

1,

"Effect": "Allow",

"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/

volume/volume-id"

},
{
"Sid": "GrantsPermissionsToUseStorageGatewayConsole",
"Action": [
"storagegateway:ListGateways"
1,
"Effect": "Allow",
"Resource": "*"
}

A5 AN EBREMNRNMRBITAERE

TR AFAPX BT LMK ITATA Storage Gateway #1E, DeptX. iZKEEIE R
¥DescribeSnapshots IR &I XIEHRRER , MFEEHIT Amazon EC2 B1E,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsActionsGatewayWithPrefixDeptX",
"Action": [
"storagegateway:*"
]I
"Effect": "Allow",
"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/DeptX"
}I
{
"Sid": "GrantsPermissionsToSpecifiedAction",
"Action": [
"ec2:DescribeSnapshots"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

MR BMAF A AP SIAWSH T E W< SDK, B2 , MR ILAF it XIEHAWS Storage
Gateway iR , BAFIRFHMRR. Tfl 3 : AT HEEENMX (p. 139).

8 PP A R 5 R AR B9 15 1)

ERHX R FRMEBREN TR , SR RERZERA AWS Identity and Access Management (IAM) 2B,
ERI LA AR SRR AR

1. RIEAR R IR £ R PR IRHIX X LR 5
2. BHETLE IAM B RFH P ERRBOIRE,
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BxruAEARSEHFEONER , BSREEARZEEIERE,
AR AT 2 i

ERHAFSASTUNMXFRRTHRME , ETUERARMXRRLWVRE, flm, BEHERE M
MX 3R £ R AR SR MEXT R VRSB L X Z B RIITRERN APl RE,

LT REIAFRFPRABHIERBFNIT ListTagsForResource, ListFileShares
DescribeNFSFileShares #fF. RYE AR LNFLEFHERBIREN allowListAndDescribe FIFHEIRE
R yes B, ZEBIER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"storagegateway:ListTagsForResource",
"storagegateway:ListFileShares",
"storagegateway:DescribeNFSFileShares"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/allowListAndDescribe": "yes"
}
}
}I
{
"Effect": "Allow",
"Action": [
"storagegateway:*"
]I
"Resource": "arn:aws:storagegateway:region:account-id:*/*"
}
]
}

1A 1AM 15 3R O AR R 415 )

E2E IAM AP T FX B RNTHERE , SRURERSE IAM REHEAZRE. fll, ZTUREE
—NREE , DURSE IAM AP 02 FReHRHN RS R W SIEL TR ER APIRME,

HEUT RIS , REEAFEIEMXAREHNIRENREN N Department M Finance &Y , £—%iEH
FRTAFCIENX, EEMZ AP RER , B LU ZARE R INEIHIEE R P,

RAEEMX EWREWRBEXNTEN , FE-RBAFTAFAFPEMK EIBMESXH RS (NFS) RS HE
B3R (SMB) X###=, DepartmentHFinance. b4\ , AP EXIFRERMEIXHRES |, HEKREH
B/IEXN SN Department Fl Finance, FERIEXHHER |, BAILUFHRERMBSITHHEH, EENR
#1T AddTagsToResource 5 RemoveTagsFromResource &4 , Hitt , AP AR WX X4 L ZHIT
X iR 4E,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"storagegateway:ActivateGateway"
]I

"Resource":"*",

API A 2013-06-30
142



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html

AWSStorage Gateway fi {5/
fE /A ACL #1T SMB XHHE1HR

"Condition":{
"StringEquals":{
"aws:RequestTag/Department":"Finance"

}

}

}I
{

"Effect":"Allow",

"Action":[
"storagegateway:CreateNFSFileShare",
"storagegateway:CreateSMBFileShare"

]I

"Resource":"*"

"Condition":{

"StringEquals":{
"aws:ResourceTag/Department":"Finance",
"aws:RequestTag/Department":"Finance"

}

}

}

]
}

£ A Microsoft Windows ACL 4%t SMB XH#HEK
Ll

Amazon S3 File Gateway XEFERRTRN A ZE , ATHEHXNEY SMB X4 EZF#H XA B FH 7R
BR : POSIX T PRE Windows ACL,

EAT G | BA LUK E X UMAE A Microsoft Active Directory (AD) JEFH#Y SMB XHHEEFEA
Microsoft Windows HREFIFIER (ACL) KSR, B A Windows ACL , AL SMB X #HHZ R
R SR AR B S 4R 12 AR o

THERE SMB X#H#H£= L Windows ACL By — L8 B4 :

o HHMRMA Active Directory it , BRIAER T , SMB X #4#£Z %% Windows ACL.

« B ACL i , ACL EE RSB 7E Amazon S3 R ITHEF.

s NFBIAXHFRXHR , MARERS 10 > ACL,

. HBFEABAT ACL B SMB XHHZRIFEEMXABIERN S3 MWRAT , RGN RU4FK4kHFE ACL 1
L.

+ SMB XH#H#HZHERIAR ACL jJﬁAkhﬁ‘—i;EéﬁlﬂifXFE Tid 4T LA k4B ACL BIR R, BRI LAERAR
ACL SRR S W, EATLIR Bl AR S st (MRS BNEE ) URAFEXHHEFERE
Ei&%%ﬂli#*ﬂi#?%ﬂ’ﬂ"ﬂﬂ‘ﬁﬁ[‘ﬁo BR , BRINBWEE S3 FHBEHFHTR SR LGB UAR , UE
f*8 ACL,

£/ CreateSMBFileShare API #2/E8I|2## SMB XHHZRf , AJLUS A Windows ACL, & , BRI LAE
F UpdateSMBFileShare API #{EE3H SMB X4 = /5 A Windows ACL.

E¥ SMB XHH= E 5 A Windows ACL

WITU TS BREEFHH SMB U= £ /5 A Windows ACL.
ESIEFHH SMB X HZ8FE A Windows ACL

1. BIEXHAMX (MREERE ). AXRESZER , B5H .
2. MEMXKRMAE , HFREFMIEH. BXEZER , BSH .

API A 2013-06-30
143



https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSMBFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSMBFileShare.html

AWSStorage Gateway fF 5
A ACL #1T SMB X4 H=iHHE

3. B2 SMB XHHE,
4. B3 Storage Gateway Z#lAEXHHE L F A Windows ACL,

EfH Storage Gateway 1##|& , HIMITUTRE -

a. GEEXHHE , RFEE Editfile share (REXHHEE).

b. XF File/directory access controlled by (3Zf4/B FiFE1#2H1 5 ) &I , #%$F Windows Access
Control List (Windows 4 B33 #l%15%),

5. (k) MRFEEEARFANER XM HZHARAEXAMXHARMERX ACL , EREER B/ AM

2 AdminUsersList.

6. BEHMBIXHRTRXHEREN ACL, HiIt , FEER Windows X4 EIREESRTE SMB XHHZHE 4%
LEE ACL,

Note

MREREFMARBREFTHRXXHR EEE ACL , I ACL R LR EFH Amazon S3
Si

RIMNBUEXHHRERAZTHRRIHHKDIRE ACL, TITREZEXHLEMNRERZTIRE ACL,
W5 ERHE BAEA N R TTEHIERFIE Amazon S3 H,
7. BEZEFHHSR,

Note
WAL 2019 £ 5 A 8 B2 R BIEMN X HEZ AU,

MR B AREFLIBIT S XNEFINPR , N Storage Gateway £E#T S3 FHEBHHNAMBEN R, BRIEFFHEP
HMXNKRHE  EFTRFEE—REEFETK.

I A SMB XHH= E 5 A Windows ACL

RATUTSRUEESR POSIX R INE SMB X#4H#E /5 A Windows ACL.
£/ Storage Gateway #Z#IAEIMAH SMB X4 £ = £ /5 A Windows ACL

1. ERNHHZE | ARFIER Edit file share (RBXHHE),

2. XF File/directory access controlled by (3 #f/B FiF R &I 5 3) EIM , £#F Windows Access Control
List (Windows 5 [E]#2 #1531 %),

3. REFTERSHAME,
Note

BNFEUEREHIRE ACL , BHMRHITIREFHBREHRX , WEEHBXREE ACL,

MRFAREILUER S XNEFHNR , N Storage Gateway REH S3 FRBEHFHWABEN R, BIFFHED
HMXNRBE  EFARREE - REBEFETR.

£/ ACL BRI PRl

f£A Windows ACL #2&Ixf SMB XHHZHTRAT |, HiCEATRE :

« XY FEMA Windows SMB & FikiFRIXHHRZR , 79 Active Directory /8 AARI U HE 5 # Windows
ACL,

o XHEMXRENBINHEFHESXEF 10N ACL %EB,

© XHEMXAXFAuditMALarm& B |, EFIRREHREIESIFIR (SACL) &B. XHFMXXE Allow M
Deny %8 , EfIRBHIFFEH K (DACL) %&EB.

API A 2013-06-30
144


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSMBFileShare.html#StorageGateway-CreateSMBFileShare-request-AdminUserList

AWSStorage Gateway fi {5/
API Storage Gateway X fRS&

+ SMB MHHZME ACL IREXHANZMX , HEEBFEMXEHFNEFEIEREEFE,
Note

MREREZFMAIRBERTHRIXHR LEE ACL , ) ACL NETLRETE Amazon S3 H,

HELEUTRAENERT , FEEMITUATRE
« MBEFZAMKEENFRE— Amazon S3 7R , BEFIMKX EERER ACL BMREFNR B
o MREMERXHEHEZHER -1 Amazon S3 FER LEFHGE , BHRAEANRE AR ACL,

Storage Gateway API X [R : ®1E., RIENMFZHSE

HERE G (p. 132)MEBAIMMNE IAM S HORRERE (ETHSONKR ) &, BARTRENS
%, WRIIH T HA Storage Gateway API RIE, BN ER FRITZIRENNRNABMERAE , UARAWSE
AURFRRAER. ETUERBEN Action ZERPBEXLRME , HEKMKN Resource FRAEER
RE,

B LA EAAWSTEZR) Storage Gateway REEH A T RIEFMH. HX AWS TEHNHNRENTESIXR , FSH
{IAM 18R R AE,

Note

BEREERE , BT AP BESHFZBIEA storagegateway: BIZ (6l
i, storagegateway:ActivateGateway). X T8 Storage Gateway 1 , &7 LS EBE
&) ERARR,

BXBE ARN &K Storage Gateway BIRHIFIFR , iHSH, Storage Gateway FIRFERE (p. 133).

LU & Storage Gateway API FFTE#VIRENIR,
ActivateGateway
##1E . storagegateway:ActivateGateway

BR: *
AddCache

¥1E . storagegateway:AddCache

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
AddTagsToResource

##1E . storagegateway:AddTagsToResource

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id

()3
arn:aws:storagegateway:region:account-id:gateway/gateway-id/volume/volume-id
4

arn:aws:storagegateway:region:account-id:tape/tapebarcode
AddUploadBuffer

#1E . storagegateway:AddUploadBuffer

BIR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
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AddWorkingStorage

##1E . storagegateway:AddWorkingStorage

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
CancelArchival

#1E . storagegateway:CancelArchival

B/IR . arn:aws:storagegateway:region:account-id:tape/tapebarcode
CancelRetrieval

#1E . storagegateway:CancelRetrieval

®IR . arn:aws:storagegateway:region:account-id:tape/tapebarcode
CreateCachediSCSIVolume

¥1E . storagegateway:CreateCachediSCSIVolume

IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
CreateSnapshot
B 1E . storagegateway:CreateSnapshot

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

CreateSnapshotFromVolumeRecoveryPoint

¥ 1E . storagegateway:CreateSnapshotFromVolumeRecoveryPoint

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
CreateStorediSCSIVolume

¥E . storagegateway:CreateStorediSCSIVolume

B/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
CreateTapes
#1E . storagegateway:CreateTapes

®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DeleteBandwidthRateLimit

¥1E . storagegateway:DeleteBandwidthRateLimit

BIR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DeleteChapCredentials

¥&1E . storagegateway:DeleteChapCredentials

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
target/iSCSItarget

DeleteGateway
#{E . storagegateway:DeleteGateway

®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CancelArchival.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CancelRetrieval.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
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DeleteSnapshotSchedule

1€ . storagegateway:DeleteSnapshotSchedule

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DeleteTape
E . storagegateway:DeleteTape

B/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DeleteTapeArchive

B1E . storagegateway:DeleteTapeArchive

'R *
DeleteVolume

#®1E . storagegateway:DeleteVolume

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
DescribeBandwidthRateLimit

B 1E . storagegateway:DescribeBandwidthRatelLimit

B/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DescribeCache

1E . storagegateway:DescribeCache

®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DescribeCachediSCSIVolumes

¥ 1E . storagegateway:DescribeCachediSCSIVolumes

®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
DescribeChapCredentials

#1E . storagegateway:DescribeChapCredentials

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
target/iSCSItarget
DescribeGatewaylnformation

E . storagegateway:DescribeGatewayInformation

B/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DescribeMaintenanceStartTime

¥ 1E . storagegateway:DescribeMaintenanceStartTime

IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DescribeSnapshotSchedule

¥1E . storagegateway:DescribeSnapshotSchedule

IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteTape.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteTapeArchive.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
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DescribeStorediSCSIVolumes

¥1E . storagegateway:DescribeStorediSCSIVolumes

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
DescribeTapeArchives

#1E . storagegateway:DescribeTapeArchives

'R *
DescribeTapeRecoveryPoints

¥1E . storagegateway:DescribeTapeRecoveryPoints

IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DescribeTapes

##1E . storagegateway:DescribeTapes

IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DescribeUploadBuffer

¥1E . storagegateway:DescribeUploadBuffer

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DescribeVTLDevices

##1E . storagegateway:DescribeVTLDevices

#®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DescribeWorkingStorage

##1E . storagegateway:DescribeWorkingStorage

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
DisableGateway
#1E . storagegateway:DisableGateway

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
ListGateways
#B1E . storagegateway:ListGateways

BR: *
ListLocalDisks

1E . storagegateway:ListlLocalDisks

®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
ListTagsForResource

¥1E . storagegateway:ListTagsForResource
®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
/4

arn:aws:storagegateway:region:account-id:gateway/gateway-id/volume/volume-id
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeArchives.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeVTLDevices.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisableGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTagsForResource.html
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=®

arn:aws:storagegateway:region:account-id:tape/tapebarcode
ListTapes

##1E . storagegateway:ListTapes

®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
ListVolumelnitiators

B1E . storagegateway:ListVolumeInitiators

®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
ListVolumeRecoveryPoints

¥ 1E . storagegateway:ListVolumeRecoveryPoints

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
ListVolumes

#®1E . storagegateway:ListVolumes

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
RemoveTagsFromResource

1€ . storagegateway:RemoveTagsFromResource

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id

]
arn:aws:storagegateway:region:account-id:gateway/gateway-id/volume/volume-id
]

arn:aws:storagegateway : region:account-id:tape/tapebarcode
ResetCache

##1E . storagegateway:ResetCache

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
RetrieveTapeArchive

#®1E . storagegateway:RetrieveTapeArchive

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
RetrieveTapeRecoveryPoint

#1E . storagegateway:RetrieveTapeRecoveryPoint

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
ShutdownGateway

#1E . storagegateway:ShutdownGateway

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
StartGateway
#1E . storagegateway:StartGateway
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeInitiators.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ResetCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeArchive.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
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®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
UpdateBandwidthRateLimit

¥1E . storagegateway:UpdateBandwidthRateLimit

IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
UpdateChapCredentials

#E . storagegateway:UpdateChapCredentials

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
target/iSCSItarget
UpdateGatewaylnformation

¥1E . storagegateway:UpdateGatewayInformation

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
UpdateGatewaySoftwareNow

¥1E . storagegateway:UpdateGatewaySoftwareNow

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
UpdateMaintenanceStartTime

¥{E . storagegateway:UpdateMaintenanceStartTime

®IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id
UpdateSnapshotSchedule

#1E . storagegateway:UpdateSnapshotSchedule

®/IR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

UpdateVTLDeviceType

¥1E . storagegateway:UpdateVTLDeviceType
BIR . arn:aws:storagegateway:region:account-id:gateway/gateway-id/

device/vtldevice

BXES

« EERH (p. 132)
- BEREERERRA (p. 137)

RS XA BHT Storage Gateway

f# i Storage GatewayAWS Identity and Access Management(IAM)BR S < Af. REHEXABGE—TE
Storage Gateway EEXEXMIR4SK AN IAM B, RSHEXAEH Storage Gateway EN , AEBERS
AREMABENENE. AWSERESREKE.

BHLERRSHEXABRBMNEE Storage Gateway , R BTFTAF I RMFTEMHNR. BRIFESAEXTH
REEXACRNNIER , BRIEBZHEN , BN RE Storage Gateway AR AN ZB R, EXWRBREEESER
BEFAPRZERE , AR T EEFMEMERE S IAM SRR IR R EE
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateVTLDeviceType.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWSStorage Gateway fi {5/
FERRSHEXAE

EXERBSAXABHRCRENIES | WHE_(EA AV 8 AWS %) HEHR Service-Linked
Role (RZAEXAE ) BIFERN Yes (2 ) W%, B Yes (B) NEE , SHZRSHBSMXABY
o

Storage Gateway H RS AR

f£ Storage Gateway ENHWRFHEX AR, FHMNXH AWS RFAB— FHMXH AWS RFAE.
AWSServiceRoleForStorageGateway FRSHEX A RBEEUATRSUEFZASE !

+ storagegateway.amazonaws.com

A BRI AT Storage Gateway X185 E & RTER A TIRE :

o B4E:arn:aws:fsx:*:*:backup/* £ fsx:ListTagsForResource

ERMEENRAAY IAM SR (AR, A58 ) IRNEERSHEXAR, AXESFEE , 20
IAM A P iEm R e BR S 1K A BIUR,

7 Storage Gateway BI2ZRZHEXHE

TEFHREBRSHEXAR, HIRHIE Storage Gateway BfAssociateFileSystems ) APl BFHAWS
Management Console , AWS CLI , SR&#FAWSAPI, Storage Gateway R EBIZRSHEXAE,

Important

MREEHEMEALACIHNIIENRS P TRENMRE , LESHAXARTUENR
EENEF P, A, REE 2021 £ 3 A 31 HZBITE Storage Gateway RS
BRESHExARZHCHEMSEA Storage Gateway RS , N E M X S EHIK S hol 2
AWSServiceRoleForStorageGateway B, ETHREZELR , BZHEN IAM KA HHIAFA
@lo

MEMBRUBZHEXAR , AERFTEBICE , JUFERAERRREKFFEHBILAR, LR6IE
Storage Gateway BfAssociateFileSystemAP| AT , Storage Gateway B XN EIERSHEXA
=

EFILAER 1AM 25| BT FEMKXH AWS BRSARERRESGl. £ AWS CLI 5 AWS API /1, £/
storagegateway.amazonaws.com RFEMBERSHEXACG, BXEZSELE , F5H (AM BFE
) PHRIERSEXAG. MREMBRTHESHEXAE , NAUERALERIREREAG.

Ym%E Storage Gateway RS HEX AR

Storage Gateway 7 7t ¥ #&4% % AWSServiceRoleForStorageGateway [REHEX AR, SHIERSHXAR
B, BEEERACEN , RNTRES I RGSIAZAR, ERANUER IAMFEACHH, BXESE
B, BEZH IAM AFEEPNEERSHEXAE,

i BR Storage Gateway HI RS HERXAE

Storage Gateway 74 Hzh Bk AWS ServiceRoleForStorageGateway £, ZMiBk AWS ServiceRole
ForStorageGateWay £t , SEEHMAiam:DeleteSLRAPl, MREEKRB TREHERXHEHEEMXE
R, WHBRRER D, BRMIBRIT KM, MREMBRARS RKAE , MEEMEA IAM APliam:DeleteRole E
Ziam:DeleteServicelinkedRole. EXMERT , BEEMFE A Storage Gateway API %

T BRI 7= AR AR X U R G KBk |, AR BT EFAMIBRARS 4 A Eiam: DeleteRoleE
Ziam:DeleteServicelLinkedRoleAPl, H&EMEMA IAM BIBRIRSXBKAGBR , BWEEAFH Storage
GatewayDisassociateFileSystemAssociationAPI| & 5l kK = bV FTE X RS XB, &N , Ml
FRIZIER KM,

API A 2013-06-30
151


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWSStorage Gateway fi {5/
FERRSHEXAE

Note

N R 12 2 R M BR & R A Storage Gateway RS EREFERZAR , NMBRIRETESL AR, WRL
EXFER , BEF/LOHEER,

I B% AWS ServiceRoleForSStorage Gateway Ff FA#J StorageGateway &R

1. FEARIMNHRSESE. CLIR AP BAABFEREHMERAR , SEFEH IAM £H A&, CLI = API T
MERERE, EXTERT , BEEAFA Storage Gateway API & St BRIk F A BV E A < F SRS
;8

2. MBEEHIAMBZBEIA. CLI® API, EER IAM BIERESHEX A B, DeleteRoleE
ADeleteServicelLinkedRoleAPl,

£/ IAM FRIBRRSFEXBE

fEF IAM #2H BAWS CLI , REAWSHIERERSHEX BB AWS ServiceRole B APl, BXEZER |, HS
3 IAM A FEEP RS EXA R,

k%5 #8 Storage Gateway A X X 13
Storage Gateway X ERHEBE WA ER AT EAMSBXAG, ARESEL  WHHAWSHS L ik

Foe
7 o

81 Storage Gateway T X FHHERMBZBRSHENXBHERARSHXAC, EUUAEATXEPREA
AWS ServiceRoleForStorageGateway &,

X & XFgHRiR Support Storage Gateway
US East (N. Virginia) us-east-1 b3
US East (Ohio) us-east-2 p=3
US West (N. California) us-west-1 =
US West (Oregon) us-west-2 p=3
Asia Pacific (Mumbai) ap-south-1 2
WAMX ( KR ) ap-northeast-3 =
Asia Pacific (Seoul) ap-northeast-2 z
A [X (#TIn% ) ap-southeast-1 =
Asia Pacific (Sydney) ap-southeast-2 p=3
Asia Pacific (Tokyo) ap-northeast-1 =
Canada (Central) ca-central-1 =
Bl (EZRE) eu-central-1 =
Europe (Ireland) eu-west-1 b3
BN (23) eu-west-2 p3
M ( BRR) eu-west-3 =
South America (Sao Paulo) sa-east-1 p=3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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Fio R
X i3 & #r XigHRiR Support Storage Gateway
AWS GovCloud (US) us-gov-west-2 =

AWS Storage Gateway F Y B & 18 3 da #5

Storage Gateway 5AWS CloudTrail , 2t 7T AP . ABRMMITRENIZFENERES. AWSStorage
Gateway RS, CloudTrail f§ Storage Gateway KIFTE APl HRAENEH K. BRNWBRIERE
Storage Gateway 12| & 98 A M3 Storage Gateway API I2/ERRIZEA., WREQIERE | MaLlfE
CloudTrail B4 &% 2] Amazon S3 7 ( @1F Storage Gateway HNEH ) , MRETE BRERID
% , MBI 4E CloudTrail #£&15 H#Y Event history ( BHAL1ERK ) PEFEEHBMH, BEIEA CloudTrail
WERNEER , BRI LIAEM Storage Gateway K H T LiER., KHERMN IP bk, MAKXKHBER, &
R L HE BRI AR EFEAEL.

WMET#HAEX CloudTrail WEZE LR |, H54 AWS CloudTrail B8,

CloudTrail Y Storage Gateway 1§ &

EIRBIR2 AWS K AT, FEZKF EBH CloudTrail, ¥ Storage Gateway & £5EFIRT |, iZ5EFFIEH
£ CloudTrail B4 , A 5HMED —BREFAWSHHBRSEHEHICR. BULE AWS Ik HEF,
RNTHEH B, BXELEE , ESHAEMA CloudTrail EHH L IEREETEH.

B ZENESFAWSHK ( 21F Storage Gateway HNEH ) SIZERE, EZRERIZH , CloudTrail A
HEHEEE Amazon S3 Ff#ff. FUIRERT , EEFAPURRERR , WREMATHE AWS X,
PEERERIERE AWS 2 KF BRI BEREHNEH , HF B EIEZELIEEMN Amazon S3 Bucket, It
S, BALIERBEAM AWS RS , #—F D CloudTrail B ERKRENEHRBEH XTI, BXEZE
B BSATIAE :

o DIERERIC FAR
« CloudTrail X#5HI RS FEK

« 7 CloudTrail Bti& Amazon SNS &4
o MBANXEFIEW CloudTrail BEX4EFIMZANIKF$#ZUR CloudTrail B EX 4

iE5PiA Storage Gateway #F , FXXLRERIT T NA. REFTE, Hlm, X
ActivateGateway, ListGateways # ShutdownGateway BREMNEA ST CloudTrail BEXHFFAER
%8,

BINEHRATFZEBTEARERERNARGE . SHEETEYPEREATAR

« BEREFEARAFPEIEER AWS Identity and Access Management (IAM) A P &EIE 4 HEY,
- BREFEAACGERKESHAFNIRNZEEIERHN,
- BRESHHEMM AWS RE X H,

BXREZELR , {52 M CloudTrail userldentity T,

T i Storage Gateway B EX 45 E

RERR—MEE , A TRHE4EN BEHHEERIEIEER Amazon S3 Bucket, CloudTrail BEXH42E
—AMHESENAERE, —NEHRTIKEEARERN—MER , @FEEXFTERORE, RENBHAIE,
BERSBBEHFEMNEE. CloudTrail BEXHTRLA AP BRANEFH#HKRER , Rk F2REMEE
I & 7R o

TEHRBIERT — CloudTrail BESKE , Z%BiHB T 8%,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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T % Storage Gateway HEX 4% H

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JohnDoe"
}I
"eventTime": "2014-12-04T16:19:00Z",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl"
}I
"requestID":

"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGGEFOKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-
bed1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"
}

TEMTRFIERT — CloudTrail B&%EB |, %% BiE T ListGateways way &

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/
JohnDoe",

"accountId:" 111122223333", " accessKeyId ":"
AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

}I

" eventTime ":" 2014 - 12 - ©3T19: 41: 53z ",

" eventSource ":" storagegateway.amazonaws.com ",

" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6 Linux /

2.6.18 - 164.el5 ",
" requestParameters ":null,
" responseElements ":null,
"requestID ":"
6U2N42CU37KAO8BG6V1I23FRSI1Q8GLLE1IQEU3KPGG6FOKSTAUUG ",
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BRI
" eventID ":" f76e5919 - 9362 - 48ff - a7c4 - d203al89ec8d
" eventType ":" AwsApiCall "
" apiVersion ":" 20130630 "
" recipientAccountId ":" 444455556666"
1
}

1y & I IEAWSStorage Gateway

F=FEITR TGRS UM SN EAWSStorage Gateway E8 ZMAREB L AWSEA IR, XBIE
SOC. PCI, ISO, FedRAMP, HIPAA, MTCS, C5, K-ISMS., ENS High, OSPAR # HITRUST CSF,

BXR{FEAHMMITREEARN AWS REFIR , BSRAAMITUEE AN AWS BF. BXERELR &
ZHAWSE MR,

BRI LAER AWS Artifact TERE=ZA®ITHRE. BXESZER , BSH T8 AWS Artifact FEIRE.

SE1E M Storage Gateway RS MR EHEHBFEN BN, ELRANENM B IR AKE R EREN
RE. AWSERAL T RIFRABBISIIS MM

« Z2MEEMM Quick Start 157 - XLEIMBEE I T REEEM , HEMTHE AWS LRBEET RS
[ERE R TR 9:378: P2 N

« _(EUHHE HIPAA Z2 MMM EROEN) BRF - WARBHNBLANAEHRAWSIEZFS
HIPAA #R AR N AR

« AWSEMMFIR - b S FMMERES TRER TERHTLMNNVE,

+ (AWS Config FFR AR IEREE) HEY AN ITEFIR - tb AWS Config BR S5 W& &89 R IR B E XS R EBSE
B, T ERAERNERERER.

+ AWS Security Hub — lEAWSBRS 1Rt TAWSH Z 2 RSN L EAE , IR ERERETFERLTUIR
ENMRERXEK.

Y PR R & BE D AWSStorage Gateway

AWS2REM R EESAWSXKHM T AREE, AWSKIFRMUSANEYE LMY BERENTAK |, XL
AXEIERE, FHESATRUESHMNEERE—E, MATAK , BRI NEEETAXZET
i B SNAREHRBONARFNRERE, SEANENISIMBEFOEMRERL , TAKERE
BT, REENTT B4,

BXAWS KEMATARNESER , HSH AWS £IRER T,
BR T AWSEIRERLIRME , Storage Gateway £t T SR I aE LA By IS B B R M MZ HER,

+ fEF VMware vSphere & A F £ (VMware HA) BB R F# TEARRZES, EEEFIMEHEN
B, AXESELR , 50 . & VMware vSphere & 1] fit$ 5 Storage Gateway & & # /.

« f£EF AWS Backup B ENE. EXELEL , H2H . F£HAWS BackupZ 1 EHNE.
s NMIERREENSE, BXELEER , ESH . RES.
+ £ Amazon S3 Glacier ¥ BT 7, BXELEER , BSH . ERELE.

H Y B Al % i =2 £ EAWSStorage Gateway

ERFEEIRS , AWSStorage Gateway FAWSH HIRM £ M &KL 2 FEFAmazon Web Services : 234
FE RN =D e
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
http://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#vmware-ha
https://docs.aws.amazon.com/storagegateway/latest/userguide/backing-up-volumes.html#aws-backup-volumes
https://docs.aws.amazon.com/storagegateway/latest/userguide/managing-volumes.html#clone-volume
https://docs.aws.amazon.com/storagegateway/latest/userguide/managing-gateway-vtl.html#archiving-tapes-vtl
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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BERESRR

YREAAWS % 7 API 8B LUBXN M4 1717 Storage Gateway, FFHAAZFEREL S M (TLS) 1.0 RE
ERA, BUUERA TLS 1.2 REBMAE, BEFHELTNEFEERTLEERE (PFS) WEBEN , fl
Ephemeral Diffie-Hellman (DHE) 5} Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), AKZ I RS
(N Java7 RESRAE ) BZFXLEER,

b4k, XERBRZES ID M5 1AM FRAXBKNOBB LR BARNERBTER, RE , BALUER
AWS Security Token Service (AWS STS) £ K If it R & Z RN ERFETZER,

Storage Gateway W &Z £ &{EXE&

AWSStorage Gateway IRt T EEF KANXEEHCHNZE XN EEZEERN KERLIIE, UATHEZERR
—WRIESEN , HFRERZEZLHERIR, ERESRUETESENTERTHEENREER | &
FMEANEANZREEMARES, BEXELEE , B5H . AWSZREBERXE.
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf
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PEE 7 3t ) 5K [R]

BE&E W o< [a] &

ETXH , BUUKBBEXRFEEMR, XHHE, &, BEETHNRBHEXAENES. KX EE
HEEE B5RE VMware ESXi 1 Microsoft Hyper-V &g LS BRI N<, XHELENRIBHEELER
F Amazon S3 XHMXxKE, BNEEHEEEEATEMXEE, HHHRIBHEELERTHFN
RER, FKRBEMREEEEEERTER CloudWatch 845, ST AMRBENEEESEERETHE
VMware vSphere High Availability (HA) SF & EiE1THIM X,

E3.7}
o BEEZAR MM KR (p. 157)

» HE&E Microsoft Hyper-V & & (p. 160)

+ HE&E Amazon EC2 R [AIFR (p.

162)

s BEEBHIRE R (p. 164)
o BEEXHMKER (p. 165)
s BFENHHZEA (p. 169)
- BUAMETRREA (p. 173)

- BFIESAAMEE (p. 173)
- MEBTENRESKE (p. 174)

HEE S 3t X 5% 7]

BRI LA THE KRB A XGRS AR R AT sER B HY S 3 R B LR a4 /S A YE B AWS SupportSAEE Bl

PEER > A&

TR T EERERZ AP 7] 828 F 1 SR R,

LF:3 iy
BERABIMKRE IP k. FEAEEEFENmERTN , WESHMX IP b,

5 F VMware ESXi , A Summary (JEE) i+ E# vSphere BF
W E VM 89 1P ttbdit,

3 F Microsoft Hyper-V , AIEFA#hIZHBEER VM B IP bk,

WMRIETARELIRFIFX IP ik
c REVM BREBEFB. XNE VM EFBHERT | IP it F 20 ELAE

BRI,

o ZEEFE VM EREF. MEERINITH VM, BBAR < AEEE — Lt g

OBE T W LB NI R

FRERBIF,

« AWEATRXBRO,

© DNERGERFE NI TER HAR R IR SR BIM G RE | W AHECE Py A IE A

L g, MXNBELRE
KM SREEBUEREATE Storage
Gateway BB H &,

BRHABRUATXERSRHT QAT HEER. AWS. BXRMEMEEX
BERNESFEE  ESREMNEME AEZER (p. 7)o

s REMX VM 2B TENMNE F iR ping B,
« REZEH VM REEE Internet BY MK ERE, &N , BEERE

SOCKS RE, BXRTHBENESES , BSH UARANNEE
# (p. 94).
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HEE A it ) 5% (8]

] &

LEREBRIEN LEZFEX
RN, flm, BTES
LR DMK EY £ R X Z2(E]
K, RETREEERER
R e B E P XA
ﬁo

BEEREMXMAWS.

FABREMINELERNE,

I&TE Microsoft Hyper-V L&
A ( #B¥ ) Storage Gateway
:NpEENLIpils

REWE —RERH  “EBEA
RMXBHHBRERREFHE
AWSY,

#iE

c REFVNHNBEREER , TVNERECEENSHER BT (NTP) Bk
SREPEAS , UEMX VM N AR AE, BXASEREFE
HLA VM Rt EE R |, B2 BB MXH M & E T (NTP) RS
8 (p. 95).

o« MITIXESRE |, B LUER Storage Gateway 4] & FR B FBGE N
xES,

. BREEZHN VM EDE 7.5GB ) RAM, R RAM 2F 7.5GB , Mx
PEREER. BXEZSEL , BSRAXHNKIEBEER (p.5).

BRI EMZERRR (NIC) LIRE—MAY TENNARFFMX VM

2 BEREZERNERE AWS B9 Internet 3 , MTTIREMXE AWS Z 8
W, EEAEI AWS NEFTREEABFERETREANER
T (THRERRBERAR) , XAk EREA. X TEEHEIFER
HER | LA LUERAWS Direct ConnectfE 4N #h P = B 2z & AN
EEE, AWS. HEENEMNMXE AWS MIEENGR |, EEAMXH
CloudBytesDownloaded #l CloudBytesUploaded $E#5. BXAE
BNESEER , B25H 482 (p. 122), 1S Internet EHEM A THR
B LB XFEIER,

« ERHEERNMXTE Storage Gateway BH BRI+ , BIEMXE
B 1P it RESERAEMNERRFRE R HRERY (B VMware
vSphere & iR Microsoft Hyper-V EE58 ) EEIM IP sutHE,
MBEEBKRIAT—3 , FHM Storage Gateway BEIAESM* , MHFAT
R XAMX VM (p. 80). ERJG , PRY#bILIP #bii Storage Gateway
BHAEPHIRMXERFRNSENELUNEBERFEFIHBEEN X
B 1P Huk T,

« 3F VMware ESXi , AIfE Summary (FE) £+~ £# vSphere &
PiERHRE VM 8 IP ik,
« 3F Microsoft Hyper-V , AT & Z A2 H A EHR VM B IP bk,

o BN M M EER (p. 94)FFTIR | REMXE AWS HiEE,

- REMXMNEEARREE , FINBRESANMEMXZELEEE
. BEEEEMXHWMAEERREE , §E B HMAEEMKER
2 (p. 98) PGB HIEFEEBEENAXM BB BRILIN,

EALAM Amazon CloudWatch 2 HIAEEFIEMANELE, EXNE
Mx5 AWS 2 HNFHENESER , BRI (p. 122),

EZH HEE Microsoft Hyper-V iZ{& (p. 160) , X & Microsoft
Hyper-V L Z3E M o< B & 2B Z8 5 2 WL (A1 B 4T 7 1 BA

MBEHRKEUNENS —NRX BB RERIRBOIEN |, WES
WENEE . MRFRIXFER , HBHRAWS Support.
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B FAAWS Support#5 Bhxd P St 17 3 FE HE R

I=

FAWS Support#S B HEBR Z< i £ & 89 B < &

Storage Gateway $2fit 7 — MR B HERTSNEFES |, SIESFHAWS Supportii B &R X , 2

B
o
#a

FBHEMXKFIE, BIAERT , AWS SupportZE L5 R MK, SANEN EHMN RIS A S A Lkh
R TETFAWS SupportZiFRIMX , BEXEZRFEFVAIZE A , S E Storage Gateway HI13
, REEEERIERSEHR.

B FAAWS Supportif @] B <

1.

BERIENHRBIREAE,

. VMware ESXi — A% ESEL , ESHER VMware ESXi 158 W% A #3244 (p. 108).
+ Microsoft Hyper-V — BXEZE L , S M A Microsoft Hyper-V i8] M A 2 Hl & (p. 109).

A4 B AU TR,

Wi ethB: 18.8.8.45
L T e T R T P T PP e T PET S

HIRREY , 8 ASITFFAWS SupportS B2 #| & .
WA h BUTFF AVAILABLE COMMANDS &M,
BRI TAEREZ—

s MERMAFEANRLARLE TR , BETAGSEDT , % Aopen-support-channel SUEEE
Storage Gateway HEFX#F. AV TCP RO 22 , SUEMLAEIT AU T MM XI5 @8 : AWS. i
EEE P XA, Storage Gateway N EDEEIFHES. Bl TENIEERES.

- MERXFEAMNE VPC LT = , BT AVAILABLE COMMANDS B0 , # A open-support-
channel, MRRBIEMK , FiRMt VPC KFTT AR IP bk BUEEE Storage Gateway W& X
¥, AW TCP KO 22 , MESREEIT LT Mt X #5BE : AWS. FEEEEIEFF XIERT , Storage
Gateway FHE P B XFHRS. BiL FTENXERS.

open-support-channel

Note

RESTRERZH DA BIERHI (TCP/UDP) A5, R , MX£5 Storage
Gateway fRSFEBREIUL T2 07 (SSH) (TCP 22) iE# | ARMA TEENIIFRE,

BIUSHEER , NENTIEHERESRSIRMHELAAWS SupportFTEAAWS Support ] LUR S i EBERRES BY

EXEHLFERTRE , WA q BURHZ R, £ Amazon Web Services Support BRIEXHLFEETRZ
Bl , FEXALE,
Enterexit LAM Storage Gateway 2l & F 8.
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HEZE Microsoft Hyper-V 1% & 8] &

8. RERTFRERHAHESA,

HEZE Microsoft Hyper-V i% &

TRIHE T HEE Microsoft Hyper-V ¥ & L EE Storage Gateway B AJ REIE 2 #Y H B 7] &,

LaF3

BEZHS AMKE WIS
REE  “BAKXM, Unable

to find virtual machine import
file under location ...”,

Hyper-V Manager ==

‘e‘ A server error occurred while attempting
= to import the virtual machine.

) Hide detalls

B
HIULEIRFRMOT
o« MRLRETE MR E SR MR AR B Ko £ Import Virtual

Machine" X i1 P Fris E M E M & /5 — #p0 MiZ = “AWS-Storage-

Gateway” , M1 FHIFFR :

L Import Virtual Machine @

Speciy the location of the folder that contains the virtual machine files.

Lecation:  Chprod-gstewsy unzipped Source VI AWS -Storge-Gatewsy',

Settings
Import settings:

[ Bonse ]

~) Move or restors the virtual machine fuse the existing unigue 10)
@ Copy the vitual machine fcreate a new unigue (D)
/| Duplicate al files 5o the same vitwsl maching can be impated again

,ﬁ, ;’h&s:::k;;lﬁl machinge car;mlh;rrllpo:t.fﬁd again f you do not copy the files unless you
ave em up to another location first.

|

[ impot

« MREBEELHFT NAEXBEESHELDNETARRRESHREX
R EE TS AR LN EES |, RIGHECHRESR MR XA E 6
BTYELH , BREBRIMNRNVES A, N TEELAB , EREEH
MBESEMXRXMFEAS , FREEHIFNVE, RN CERES
ANEEF. THNATHBEUHMN - MEERREXH VB RSNIFX

HYTEIR T 2% FP VIR T

L& Impaort Virtual Machine

(==

BEZHSGARXN2WEE DRECLBEMXARBRENERATE T EAEEXHNEDNEE
MAHIRRIN AR |, AL HILE R, BESLFABR , HE Hyper-V

RHEE  “FAXM. Import
task failed to copy file.”

Spacty the location of the falder that containa the vitual machine files.

[ Bowse ]

Lecation:  Chprod-gatewsy'unzipped Source VMM AWS Storage-Gateway™,
Setlings
Import settings:

") Move or restom the vitual machine fusa the existing unique 10)
@ Copy the vitual machine icreate a new unigus 1D}

[¥] Dupiicate all fies so the same vittual machine can be imported again

.ﬁ. The zzme vitual machine cannot be imported 2gain F you do not copy the files unless you
hanve backed them up to another location first.

Settings X} EHE I EMAIME
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HEZE Microsoft Hyper-V 1% & 8] &

] &

L=y

Hyper-V Manager

‘6‘ A server error occurred while attempting
= toimport the virtual machine.

Import failed. Import task failed to copy file.

Import failed. Import task failed to copy file from
*Ci\prod-gateway\unzippedSource IMVAWS- ..\ Virtual
Hard Disks\ AWS-Storage-Gateway.vhd' to
"Ci\prod-gateway\gate,.\AWS-Storage- Gateway:vhdl:
The file exists. (0:80070050)

(a) Hide detalls

1, Hyper-V Settings '

Server
B virtual Hard Disks
C:'\prod-gateway'\gateway2\
21 virtual Machines
C:\prod-gateway'\gateway 2\,

=) virtual Hard Disks

Specify the default folder to store wvir
C:\prod-gateway'\gateway 2\,

Wy TR Sparrg
Allow NUMA Spanning

BEZES AMXN 2K EHE
REE  “FAKMK, Import
failed because the virtual
machine must have a new
identifier. Select a new
identifier and try the import
again.”

Hyper-V Manager

‘6‘ A server error occurred while attempting
= to import the virtual machine.

Import faled.
Import failed because the vittual machine must have a
new identifier, Select a new identifier and try the
import again.

(a) Hidle details

SARMXE , BRFREZRESEUVEMAGRES $IPFE X4k
S AREWLIFEL N BRI — ID. THNE T ERNZER
B “Import Virtual Machine”¥ i& & FF B9 1% 1,

Le Import Virtual Machine

Spacty the location of the folder that containa the vitual machine files.

Location:  Cprod-gateway'unzipped Source VAW S-Slorege-Gateway's
Settings

Import sestings:

) Mowe or restore the virtual machine fsse the exsting unigue 1D)

@ Copythe vitual machine {create a new unigue 10)

| Duplicate al fies so the same vitual machine can be imported again

ﬁ The zame vitual machine cannot be imported 2gain f you do nat copy the files unless you
= have backed them up to ancther location first.

| oo | [ Concel ]

ZZ2RBFHMX VM, BUIK
BT IRE B “The child
partition processor setting
is incompatible with parent
partition.”

Hyper-V Manager ==

@‘ An error occurred while attempting to start
" the selected virtual machine(s).

*AWS-Storage-Gateway' could not initialize.
The child partition processor sefting is incompatible with
parent partition,

*AWS-Storage-Gateway' could not infislize. (Virtual
machine ID BIAGAT41-3896-4D11-88D3-92CEI1CAFBSC)

The child partition processor setting is incompatible with
parent partition.

(A) Hide details

BLERIRBR ATBERZM X FATRER CPU MEA LA/ CPU ZHANERSH
8. #&R VMK CPU MRS T KR EERFHIXE.

B X3 Storage Gateway WERMWEZER |, HSH. XHMXEEE
XK (p. 5).
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AWSStorage Gateway fF 5
k& Amazon EC2 M A1

] &

TBERBHM*x VM, Bl
B —LEBREE BIBOXK

W RARBHNARRTRE
KBRS, ”
Hyper-V Manager ==

& lize. (Virtuzl machine ID

-Storage-Gateway' could net initial
9DE14579-5474-40F0-9EEB-BBE47750DD2C)

Failed to create partition: Insufficient system resources exist to
complete the requested service. (B0070544)

() Hide details Close

S8 19 1R BB N P 5% R 44 BE T Y
U RS5SMItHEETRE.

BT R ESR WY Microsoft
Hyper-V Storage Gateway X
BHAENXHERSEH,

EEREERFN K RE2R
REH A,

Windous Secuity

L=y

BLERIRRATRER
E>{: 08

BXIY Storage Gateway WERNELZEER , FESH. XHRXREE
% (p.5). -

ZMXFTRE RAM MEH LA RAM 2 N EZRS

R VM BB 44 AT BE R B SREREV B [B] |, XA AL ERRB . RN
KEHENNERSER , REMYIE VM BEE. BXESER , B
159 B (B8 %9 O B P 4% B 1D T (NTP) ARS5 88 (p. 95)o

BB R A Microsoft Windows IR 25 A AR £, Flan , MR
ERPISEEFENE R hyperv-server , WA EALLT UNC B84E \
\hyperv-server\c$ , EFBEABTEM hyperv-server , HEXR
#th hosts XHHTE X T ZE .

LAZ 3 BT 5 MY B 9 A Sconfig.omd T EABEREFEHRMA T
B

BEZE Amazon EC2 W< 8] &5

EUTEHS |, EAILRIEFEAIEE Amazon EC2 MM XA AT AL BRI BB B B, A2 /5% A
Amazon EC2 FEENMXZ BN X B WEMAEER , BHSFTE Amazon EC2 E#l EHEXHMk (p. 181).

BXEREEFHNESER  BSANGRF#ES EC2 MXEEHEA (p. 81).

£

s BT L2 ERIMXBIERRKE (p. 162)

o EXRHIFIRFHRAZ EC2 Rx3EH (p. 163)

« {RAAWS Support&EBixt EC2 M3 1THEHER (p. 163)

ST ILo8 BRI MRBUE SRR E
1€ Amazon EC2 ZHIEHRELUTHE :

- BESEAXRBENZSAPERKO 80, BEXFNEZLEAMNNNELEL , HSH,. FNZ2EHANH
K& T Linux SE6I89 Amazon EC2 R 8RE.
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EEHIFIRPETE EC2 MKEH

o PXEHISFRIE R running”’s 1€ Amazon EC2 ##|&H , MBIZE RUNNING (EEZE1T).
« BRER Amazon EC2 LHIRBEFRHEER , Wik, FEEXR (p.6).

WIEZRBE , BRREFBCEMX, At , HBITF Storage Gateway 12#| & |, LB Amazon EC2 LB
EFMX , RAEEHMASEHIN 1P thit,

ERPIFIRPHAZ EC2 RIKKH

MBERBERNENRPIRFHRFRL , HABRSKOEET , WREDHWBNRHIREEN. EXME
BT, AT TRAERER MR

- RESLFIEBAIET < LR Amazon REMRE (AMI) BF5, ET Storage Gateway AMI B SR B B A LA FF
3k, aws-storage-gateway-ami.
. MBEHEBFILNEFET Storage Gateway AMI |, FE ESLHIS h 4RI LT KR IE RIS,

fRZBAWS SupportFH B EC2 Mk Bt 1T FEBE R

Storage Gateway 2t 7 — MRt iR H & HERITZNEFFS , BE B FAAWS Supportii BRI M % , B
HENEHEER KRB, BIAERT , AWS Supportf 1EiFE IR, AEE Amazon EC2 AitiE&IA B A
WiGE, FAIENZE S Shell (SSH) & FF Amazon EC2 AiiiEHl A, EEN SSH BITE R , BHEFINZE

SHNPEFF K TCP IwH 22 BN,

Note

MEFFHANBMBMNEREA , NWFANERTFERAZZSEANFTERA, BXxZEAUR M
WL SEMNPNESER |, 58, Amazon EC2 Za A HAmazon EC2 A 5.

A TiEAWS Support BEZZIMx |, BELEERXE Amazon EC2 SRR AiEH & , SMF Storage
Gateway F#EHI& , RERMIZH RN,

/B8 FAAWS Supportif 8] Amazon EC2 345 L EF 2 1 M <

1. EFXEF Amazon EC2 EHIHIARiRE &, BXINE , BHEIIEESEHEH FHAmazon EC2 FF1E
.

FBAERN TR SRR EC2 KHIMNAbIRE &,

ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

Note

XEXEHE : #4#4R . pemXHHEEAXRE3N Amazon EC2 £fI#) EC2 key pair BFAFIE
H, BXEZEL , BH5H . REBHANNLEZHPHAmazon EC2 AFIER.

XUEXINA : ##-##DNS - ##RIETMK K Amazon EC2 SEHIRY 2 Hig& R5% (DNS) B, A
Bk EC2 #2244 R Amazon EC2 324 & i A% T+,

HIIRRET , A6 - Command PromptiAfTFFAWS SupportSiEE4l A

#A h UTF AVAILABLE COMMANDS &0,

BT TR EZ—

s MERXFEANRLARLETR , BETAGSEOR , ¥ Aopen-support-channel SUEEE

Storage Gateway HE P ¥, AW TCP RO 22 , SUELAEIT F U T WAL M ZiEE - AWS. &
EIEP X, Storage Gateway FAE S B XIFES., BiETENIIFES.
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BB AR Z R

- MEBEMKXFEANE VPC KifT S , H AVAILABLE COMMANDS B O |, # A open-support-
channel, MRRBIEMK , FiRM VPC KFTT AR IP bt BUEREE Storage Gateway W& X
. AW TCP #x0O 22 , MESRBEITIF LU Mt 2588 : AWS. EEEEIZE - XIF6T , Storage
Gateway FHEDBEXHFHRS. B TENXHFRS.

Note

RESTRALWZH DIV HBER P (TCP/UDP) IwAS, MR , MX£&5 Storage
Gateway FRSFEBREIUL T2 5055 (SSH) (TCP 22) iE# | AR TEEMNIIFRE.

BIASEBEER , NENIERSHESIRMLAAWS SupportFTSLAWS Support AT SR R EEBERRE5 Bl

EXESFETHRE , WA q UNEE R, 7£ Amazon Web Services Support BAIEXHAFEETRZ
#l , FEXHALE,

EnterexitBUE H Storage Gateway #2#14,
BT A KR IR ERES Storage Gateway =4,

HFEE A RZ R

PATF EBF 1112 Storage Gateway FE# %% AIAEBE MY A B AR B X HEIX L B B E L.

RIGEBERS IP bt

HEREETEHERSN , FRASERANSZRSH IP it , MAZEVM IP thit, FERSIESIA HE
BRRS IP thuk , HEBEHEHEPREEN IP thit, FEESHBEHEZNEIESHEEE. EMNELHE
HAEEFRSEFE | IR Open Service Console (3T FF RS2 HA)o

IMAHRATH] REEE ?

MBHREEEREZ LHITHT ER |, BB R Storage Gateway 4% % HBA LIRS Support , t/FEE “X
B ZBo TR,

RMBREEIRGHEI/R IDRAC X¥#F ?
Dell PowerEdge R640 fR&588H B Dell iDRAC BEFH. RITEWRITTIIRE !

- MR IDRAC EERE , WNEXRMINEB, HX DRAC REMNEZEEL , i55HDell PowerEdge-
iDRAC FERIAR P B FZIB R A 2.

« BRE R RIS LR 2R,
* ¥ iDRAC M OB FIEEN (em) A TR SBMERBEREILLREEEET.

R B BHFIREZFIS

EERBEHRENFYS |, i§%FHardware (B#)TTEE Storage Gateway #ZEHIAF , T AR
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https://www.dell.com/support/article/en-us/sln306783/dell-poweredge-what-is-the-default-username-and-password-for-idrac?lang=en
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MARBERRE XS

x
Storage Gateway ®  Successfully launched File Gateway on praksuji-bh
Gateways
o e — ale
Volumes Y Fiiter by haraware appliance name, ID or launched gateway type.
Tapes Hardware Appliance Name 4 Hardware Appliance ID Model « Launched Gateway -
| Hardware @ praksuji-bh viSloueix@yotyn5 Dell PowerEdge R640 File Gateway
praksuji-nw-pdx wlyd0dgh6|7kgano Dell PowerEdge R640 File Gateway
Details
Name praksuji-bh Vendor  Dell
ID viSloueix@yotyn5 Model Dell PowerEdge R640
Time Zone GMT Serial Number  5Q8YOM2
RAID Volume Manager ZFS

EWMBEREEHREZ I
EEX XK Storage Gateway B#HR&X#F , S HAWS Support.

XEXIFHA : AWS SupportHBA A sE ER UHUE X FRBUZ R BB LMK FE, BLHITIT im0 EIA
RAMXNERRE , BERTAEHFENTRITT . STUNEFEHABUEXFEE | W TENNEN
o

T XFBEBAWS

. THAESEFAE,.
2. #%3#% Open Support Channel (3T X #R8) , M FFiR.

Need assistance with your hardware? Open support channel below.

Ea——

MBS EMEEESRFNERE , PENEROSRIZE 30 ¥R EH,
3. B TwO5HFHIRMHLAWS Support.

HEE 34 R 5K [R) B

11217 VMware vSphere & A A% (HA) B , A LA Amazon CloudWatch BEAREE X HMx. 0
RIERITIERE , MERBIE X XHMRHZETRRUAR AR X BRI EIRNEHN, BT CloudWatch
Logs H#HBIBFXZXLEHRMETRRBANEE.

HELUTED A, BUUKIAXFEEREYEEFSNMEROER, SITR5E H AR 007 57 R ==,

B
 Error: InaccessibleStorageClass (p. 166)
« Error: S3 5 IAI#HIE4E (p. 166)
» Error: InvalidObjectState (p. 166)
 Error: ObjectMissing (p. 167)
+ : Notification E/F (p. 167)
» : Notification HardReboot (p. 167)
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Error: InaccessibleStorageClass

: Notification HealthCheckFailure (p. 167)

: Notification AvailabilityMonitorTest (p. 167)
 Error: RoleTrustRelationshiplnvalid (p. 168)
+ A CloudWatch $5#rHERR (p. 168)

Error: InaccessibleStorageClass

YRAJLABEIInaccessibleStorageClass H3 KM Amazon S3 FRAEFMIE B HIT HIAEIR,

EAL , BXHEMXZHFEENTREED S3 EEBRM S3 EEBIEENRE , BELBIEIR, B
IR | IREE 2B E Amazon S3 Glacier 5 S3 Glacier Deep Archive i3,

f# R InaccessibleStorageClass 45i%
« FXRM S3 Glacier 5 S3 Glacier Deep Archive Ff#KE S3,

WRFNRBE S3 FMMENKL E LEHEIR , MRAR LA IRENRBE S3 FMHRL EREE
®, WXXHEMKH SMB 2 NFS 7 i 8 f5 7] SAUSREZ X o

Error: S3 15[l # 1B 4

RAETLABEIS3AccessDeniedX F X HHEZR Amazon S3 77 #§177 [E] 45 IRAWS Identity and Access
Management(IAM) B, EXMERT , HIEEN S3 F&FEiHE IAM A€, roleArnfEiRHNTARYTS
RHEE. BT Amazon S3 BIBIEEMN B RPN ROE , FAFRITIERE.

Ef# R S3AccessDenied 4EiR

. {BeRb MNEIE Amazon S3 5 AR AEroleArnfE XH4MXEZITRIR BER , LLAYF Amazon S3 BRIEHX
PR, BWR T REE AN S BURIRVIRENIR, A, RAFHX prefix WABRFIEEMN B FHN
PR. H3x Amazon S3 fXIRMER , S EXR B P I5EMREAmazon Simple Storage Service i1
o

XERFTEERSBHI S3AccessDenied iR,
* S3HeadObject

* S3GetObject

* S3ListObjects

* S3DeleteObject

* S3PutObject

Error: InvalidObjectState

PRATLAB E)InvalidObjectState ¥IBEXHMKXUNNEARERIEE S3 FHBPNIEEXHR , 21
MEBIR, Bt , SXHEMAXTHRRSEEHE Amazon S3 FRRAS TR, EAELEH X4 E£F Amazon
S3 M Amazon S3 B E X H A KM,

Ef## R InvalidObjectState £5i%
RS R IRENS3Upload EAS3GetObjectd , MITLA TR -

1. WXHHEFEIRRFE SMB L NFS BEFRNAMIHRED (ELR 4 FEFEHXHEIE), W
$ Amazon S3 FHZXHHIRETRRFH , B TRIZEAE. B IAFER AWS Management ConsoleD}
AWS CLI 1T bR 1E,
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Error: ObjectMissing

2. Amazon S3 FIAWS Management Console ZEAAWS CLI.
3. fEREM SMB = NFS 2 F it M 344 M 5% A il BR % S04

£ &R SMB 3 NFS B infF 53R 1 RPN ZXHHRIRAEHE Amazon S3, B XHM X
AT LR 1R,

Error: ObjectMissing

PRATLABEIObjectMissing LI EXHMARUAN B AREM S3 F#EBHRIBRIEEXHR , 2HIEIR, £
I fE48 £1£ %] Amazon S3 M Amazon S3 B ENRE KM,

Efi# R ObjectMissing £51R
RS RHHRENS3Upload EAS3GetObjectd , T TR -

FXHHBEHEIARTE SMB H NFS FEFRAA M XHRER (ELR 3 FEFTELXHAEIA).
fEFEHY SMB = NFS 2 /= i A 34+ M 5 Al BR 1232 4
EAEH SMB H NFS EFREHES R 1 FEREFNZXMANRIRA. BE XHMRRNITIEE,

- Notification £ &

EEFRFIMX VM E , BL2RFNEZBH, BALUER VM EEREFEERFERZEH AN Storage
Gateway BH|AEFHB MK VM, SHAUERXET BHRNERMXRGREF R,

MREENBEMKXNEEELT TTHREE (p. 87)K 10 28R , MEBERATEREEN , ATEREMTE
B, MRERREELP RN, BRERBEFHEFRSINX.

. Notification HardReboot

WX VM EAERZRT , BLUWE HardReboot BHl, LREFEERRM S, EABESEMEHSH
o 3F VMware Fi3x |, X vSphere High Availability S ARRFYHEH#ITEB M A LEHN,

LURRIEHEFRBERZTE , FRELZBETE HealthCheckFailure B HEE VM B VMware B4 H
=+

Tho

. Notification HealthCheckFailure

3 F VMware vSphere HA EHIRx , HETRRREBXRMHBEREF S VM i, &
2 F| HealthCheckFailure @A, thEH4HALENRNEEAERKZETHAY (H
AvailabilityMonitorTest BAIER ) . EHIERT , NeH HealthCheckFailure EAl,

Note

WEHPGERTF VMware M,

MENEGHEERSE , B)%F AvailabilityMonitorTest BH , BRELHN VM B EEREEES
(FiE. IESE ). MREFEZHMAE , BEBHRRAWS Support.

. Notification AvailabilityMonitorTest

fRef8E|AvailabilityMonitorTest HRAR HBAIZITNIR (p. 128)M AT AR N A K IERLEE VMware
vSphere HA £ & LIz TR X L.
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Error: RoleTrustRelationshiplnvalid

Error: RoleTrustRelationshipinvalid

HXHHEN IAM AEEERBHEIRN IAM EEXR (B, IAM ABTREEH A Storage Gateway Z it
A) B, BAWKBILEEIR, storagegateway.amazonaws.com), Hit , XEMXF T EREBEIERESX
BXHHEZM S3 FHEE LS TEMRE,

E## R RoleTrustRelationshiplnvalid 5%

« £ IAM 24555 IAM APl @& storagegateway.amazonaws . comfER Z XM HEH iAMRole EE
WEEA. BX IAM ABHNEER , BSRHE . ZRIFANRAWSER IAM BEHIKF.

£ A CloudWatch IEFRHERR

B LATE TE R EIE X Amazon CloudWatch $E#5 A F Storage Gateway B EHRITHIRERNE R,

£
« WY HFE , MXRMEE (p. 168)
. BRI KIBAL (p. 168)
« BHIMIKE Amazon S3 £ HEEENIEERIE (p. 169)
o BHIMKXHITH Amazon S3 BELLTAHINZ (p. 169)
« &1 Amazon S3 FHER TP ETEIXH (p. 169)
o BHRXZDELEK , RENMX#HITEARN HIEIR. (p. 169)

W E FE, MXRNEE

MREEZTH , XERAHOREBBIsHGHMNEE R , H8EIndexFetchMIndexEviction :
CloudWatch 845 :

« MRIndexFetchZ{TRIEFRATF 0lsHRRFKE B ot , XHEMXEBHNEEEXZENHNERAR
WER , HEXMIGE Amazon S3, FL5IHZ B ZNAN TENERMIBT,

« MRIndexEvictioniEHRATF 0, MRTENXHMXERT LN AIEREFHEENANETNRKE,
FEHERT , XEMXSAMNRIEFRHEDNEFPRE —EFEZRAESHHE R, NREEREE
RE , FAXHEEEFME , EHKRRAWS Support.

FMFFZAWS Supportil>x S3 17 189 A LA ARYE & 89 £ A 32 H) 12 th ot M RB RV R I

1380 P 35 SR I Rl
BRI KRIER , FRITATERME -

c MREEREESRREEY , BRE I0WaitPercent 5. WIEHRERYFERTREEE 1/0 HRed
CPU & FZHARASH IR E D, EEEERT , WEFEAXRS (10RES ) , HETHLKERSS
ERREHMGEA, EXEERT , MHERXEFRIEFERHES RAM B, TREQEKEBNREA
PRZE, &V LUBIE 9 AREE A 68 F SEARIY WD B B 22 SR AR R (B) L

+ fEMemUsedBytesiEfiRE T H/LFEEMemTotalBytesigsr , M XH4M<FERTH RAM, BRIEHN
HRXELEEMENS/D RAM, MBEZHHEMAERELER , NAEBREIEAZNEARGE
XHMXRIMEZ RAM,

MEXHHER SMB , MEFE R REZFXHLZN SMB BEFRNBESHN. BEFEEAS
EREEENE S IRKE |, BRE SMBV(1/2/3)Sessions EfR. MREETENEFE  BUHEEE
AR RFINEZ RAM,
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HEXHHZ R

R <@ Amazon S3 EHIBIEN EE RIS
B AR Amazon S3 EHEIEMEERE | BAFUTRE -

« MR CachePercentDirtyiE# N 80 RES , WM FHESAMENEER T HHEL£EE
Amazon S3 WIEE, ZREBMMNXHENX LENTFRE., FIN—NEIANEFUEIREFFHEARE,

+ &R CachePercentDirtyEHEIE , R EIoWaitPercentigdr. MEIoWaitPercent XF 10, &
HXHMXARESS IR EFHIRERENRS. RMNBNUEBANEEEAERBERRSIES (SSD) #E , &
%2 NVM Express (NVMe)o MRIEBEATTAH , EEHEARB LMY EBEHENSNEFHAKRRES
HEE,

« WMES3PutObjectRequestTime, S3UploadPartRequestTime , =
#S3GetObjectRequestTimeRE , ATREFEMEREI. ZiHSMENMKZURIEMNX ST EF TN

4 n
™ UL o

BRI < AITHY Amazon S3 IRELLTREARY =

WREEH SRR HITH Amazon S3 IRELLTHINZ |, R EFilesRenamediE¥fr, £ Amazon S3 Hii
TEGRREFERR, RMEITEREBUREBRLEGRRENTE,

&£ Amazon S3 FHBEHE T RIXH

MREEERIMK LR RRE Amazon S3 F#EH , EREFilesFailingUploadigtn. WRIEHR
REFENH EERK , BRECOHSTRNEH . HXH4LEXME  MXFERTEBXZABNES
FAEENETRREH,

EN M ZHELRY , HENFKRETEAR HIHIR,
MBI RAE DL K | BAEX THFXH TS AR IR | FRTATRIE

« R CachePercentDirty#B4rh 90% HER , MHMATEESNUEANTEARE K BRIER
BEESERBNTRAZER, EEFEWHMx LZE Amazon FSx 5 Amazon S3 HEE |, BE
ECloudBytesUploadedig#r. HiZigtrSWriteBytesigtr , ZEME REFL RN XHBEAHRK
HEE, MEXHFMANENEERT £4£ZF) Amazon FSx 5 Amazon S3 HIEE , BRNES EEHE
DELBRZHELHRD, RE |, ENEEFRE,

s MRZMEIKLMKI{ECachePercentDirtyig#rET 80% , BRI XA K TR AKEE IR iEEMN, X
F SMB , &R LA PowerShell #54 Set-SmbClientConfiguration -SessionTimeout 300 g
R, ZTHHSFERER 300 ¥,

XF NFS , BHRMEAEREMIFRERRERE IR,

FENFHERR

BULUETEHKIBEXREBBI XA HERIN BN ERNWERNEE.

ES-1}
« BRXHHEFENRRES (p. 170)
« BEEEXHHE (p. 170)
* SMB XM HERAUSHTENER S E. (p. 170)
« SAXHHETEE AR S3 FF&1E (p. 170)
« ZTEFXH ELE S3 FEE (p. 170)
« ZAEBEREINNZAER SSE-KMS EZEFHERN S3 FHEBETFHEBHIXNR (p. 171)
« EEANRBAZRHN S3 FRBTEERHTHERATRLENEBEXHRAZFEINAR (p. 171)
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X HEREERS

- HEABANKMRAZEEE S3 FM#EE , Amazon S3 XHMXAJEELBIE —/ S3 WRH SR

& (p. 171)
- Xt S3 FEMHNERT 2 RMMTE Storage Gateway A (p. 172)

« ACL BRARETH (p. 172)
s WITERBRERE , MXMBETRE (p. 173)

BN X ARZERERERS

LB B HZR , RSN CREATING, BIZXHHAEZE , IREZEN AVAILABLE, MRXHAHZREA
CREATING R7& ,1E#HTkAT1%fF

1. B AT M uEITFF Amazon S3 ##|& : https://console.aws.amazon.com/s3/.

2. BRMHAHZMEH S3 EEBEE. R EFEHBTIEE , NIEBEEE, CIBEHEE , XHHRE
RASE RN AVAILABLE, BXRINALIE S3 FHBEHNER | 1ﬁ§IﬂﬁUEﬁﬁ%ﬁ¢E’JAmazon Simple Storage
Service FAF 5.

3. BRENEEBBHTS Amazon S3 FHEHEBEGEAN, BXEZEE | 5% Amazon Simple
Storage Service AP i8R FEE@m AN,

4. BRATIHE S3 BN IAM BEEEEHRNRIR , HRIE S3 EEBRSE IAM REEHHII N ER.
BXRELZER , HSRBETX Amazon S3 EE MBI E AR (p. 49)0

/U\%/l_.iﬁlji_j{#l:/\?

1. MRATXHHAZMEA CREATING REMETEZCIEXMHHRE | ERIENALAZMEN S3 FHREAREF
o AXRMANITIBRENEE , FSH LRN SN XTHHEFEBIERTES (p. 170).

2. iR S3 FH@BIERE , i%%iEAWS Security Token ServiceE IR X HHENXBHZH, IREZLTHE
KEA K NWREBAZESE. BXIMMAERAUTEREASTHNER. AWS Security Token Service , i
SFEECEMEFHAWSTHE STSAWSXE A HIAM A igwE.

SMB X##HEFARFZ AR IFE 5%,

SMB X HZEBLL TR :

1. HE—FFinEid &% Active Directory MI>RZIET5 8 SMB XHHZR , WERUTHIREE  Multiple
connections to a server or shared resource by the same user, using more than
one user name, are not allowed. Disconnect all previous connections to the
server or shared resource and try again.

2. —/N Windows AP T EERIFERNREHE SMB X HEZHER , H EENWRE RLERER I /E 4
ST ER,
3. Windows & P im7C AR BT R M E — M XS HIRE 75 E R Active Directory SMB X #H# =,

ZNNGEHETEEARSTRY S3 171& 1

BNABUH S3 FHEBEEN ANS I XMHRAEEAR - S3 F#ER. LEEAURSHTEMNNER

MR, BNBUAIAAT - P XARZEARE) S3 FHM. LAUIREERRE  AATESXHRE
HMXBRNABEATF#E. AXESZFER *I&ﬂi#%?%&?‘:ﬂ% (p- 64)o

bEWI#L%USSE%ﬁ

WMRTER A LEF S3 M , FHATUTERE
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FToEGERRIAMBE R SSE-KMS

1. BREC AN Amazon S3 XHMABRFLEMHRIMNER , UG H LEZ S3 F#fE. BXESZER &
SRBFI Amazon S3 FEHEERIIGIRINER (p. 49).

2. BROBFHEBNACENEAR S3 FHER. AXESZFEE  BEHXMHHAERERE (p. 64).

3. MBEH MK ER SSE-KMS #TE , BRRSXHHZXEN IAM AE€3
$Ekms:Encrypt, kms:Decrypt, KMS : E#N#Z, kms:GenerateDataKey, Flkms:DescribeKeyiX R, &
KXEZER , ESM . N Storage Gateway FHET MK (IAM K ) .

T EEREIAIZ LAER SSE-KMS hnz 17 £ I AY
S3 FHEBTPEFHEAXI R

MRELFRININZEH LA SSE-KMS (BRSS 25w i1 25)AWS KMS— FEE %4 ) S3 M MAYBIAE , Amazon
S3 XHMAXFREFMBFFRONRTLMER SSE-KMS &, BRINMERT , S3 XHMXERBEEA
S3 7 e 2 A Amazon S3 (SSE-S3) HEM RS FRHME . EXMINET 2B ELENME,

EFMBERRNT SSE-KMS SHEECH AWS KMS R4ALE SR |, N4HEH SSE-KMS %,

R, BEEECUEXH R ZNRM KMS BH Amazon BIRE R (ARN), & 7] LUE {55
UpdateNFSFileShare 5 UpdateSMBFileShare API IR EREF XHHEMN KMS i&EB, EF/E , LE
FNATEME SIEMBTIANR. EXEZSEE , BSRALAKEMNZEAWS KMS (p. 131).

TR AN RIRAEHIRY S3 76 i EEH TR E oA
RAFHEEXHHEFFINRNE

MR S FEBEFHHMEFHEATHXNR , WA T S3 FEBNRRAEH , S3 FRBENUETLET
REHHN. BRBALRNHET  REBEFRMNBHXMF,

STRRARE 2Nk S3 FHFMEAE BN E#EER N KNS NBIARBERPEE. 6o, 840
BIAHE LM IDE , filel.jpg : ID="xxx"HMfilel.jpg : ID="yyy". BEXNKBREEGEHH
Amazon S3 £ AHAKEIES, BXx Amazon S3 SN EZFMAEE , ESRFERARKAEFHNNREDE
HEE PR Amazon S3 FRARIERE,

ERBRZRAZFONRE , 2EABRFIERIFCENR , BREZNR. RE S3 FRBHTET-EX
AMIBRE A T RRAZHE R

# S3 File Gateway # , P& REY XA RIREDY REFIRTEZ 7T S3 FME 8 AN REVRAMARA . S3 XHM
REBHAEMRIBRAIARIC W BRAEAN R, FRIAR , BNRIRARRRBE. EREEXHH
ZHE MRS | S3 File Gateway 12 B A BATME RN BN ROFRA |, H B XA/ R I RITRA

WMRHRARIE T BN AR S S3 FEMAF , WA S3 XM FAEMNRERAEEN , HE

BN ERFETRERS . BRENKNEHRE , BEA RefreshCache API BRES MRS &G RIFT
LRl 28 Amazon S3 FHBH X R (p. 61)H AR,

Important

BB RIXAN XA HZ 2B A S3 File Gateway S3 FEREH.

HEABAXNRIRAZEEIN S3 FE 8T , Amazon S3
XK AT gES Bl — 1 S3 XN R Z/MRA

BRNRRAEFG , £TRRLESKAM NFS 5t SMB & i B #1 X 4847 Amazon S3 HEIRN R Z A
RS, AT RS S3 FRBHUEN RN S MRAENER :

o Y E4£F| Amazon S3 J§ , NFS 5 SMB & Fi%7E Amazon S3 XMk it iTE Rt , S3 X#HMx
2 LEFHRIERNHE , MFAR LEENXH. BRXHLSHBIEFTMRAL Amazon S3 IR,
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Xt 83 F MM ERT 2RI Storage Gateway H

+ % NFS & SMB EF I XHE A S3 XHMXAT , S3 XHMX & XA BIE L&E Amazon S3 , A&
ERETHE (AN, HEEF ), EEAXHRIENEE Amazon S3 WK , E&AXHTHIERENR
Amazon S3 IR TEHIE. WEEFEEN RS — MR , M ERS REF MR,

+ S3 File Gateway L EBRAM XA , AIREFREER T IRTREAXHFMR 28] EEBRPE AR, ER
XHERN - ERREERREFEAHSEANMHNER, XTELXSH S3 FERBTHNIRNS MR
o

ERELAWEANRBEN KRB ITRNEFEE N , BHKEE S3 FRBUBEFESORENNR, &
BIZAZAHRAREEGEARSH , URERD S3 FHEBINRNRER, £ S3FHREAEARKE
%l (SRR) EXHEH (CRR) FEMEANFEZH. AXEFNESFER , BSHES.

Important
ERTHRERANKRAZFNERT SO EFHEERZEH , TERE S3 FREBZANES,

EAZ ARG S3 FHEBMLAAEM Amazon S3 N F#E , RANNHHRTHEMEU M2 S3
WROFMRA. BINERT , Amazon S3 FRLFHAMARXLERA , RIFEECIBRRERBRILITHH
REREBORAH, MRETBINEANKRARHEFEEAERFEX , BRECEFTEBRET FHEE
o M ITERERM HTTP 503-slow down WIRIZREY 18 b0t AT BE R B T3 RARA 2 HIE &2,

MREERE S3 XHMXEERA THRRAEH , NRREFEME IR (ID="NULL" ) BRI REXHFR
SHRBIECN. FANKOFREADEHE— ID (RERIBRE ) . ETHROSEE , NERFRAHRAT
# NFS XHREFEE,

EZBRANKRRAZEG , B8 S3 FHEBRTEEE R FZRAZFNRS. BR , BTN EMRAE
#o HEEMAZEIN  2ANFNKRIE— ID. MRFEEE ID="NULL” BEHNRIENR , NFEZRIA
AR, BR , FREDEIENULL ID EMIRAR, REBFFINRFANEHNR , FEXRERE NFS
NHRGEFHX R,

Xt S3 FEMME X T 2R Storage Gateway

UEBFERA R ER MG 4B AERR | Storage Gateway 2B EHR XML ZER, BR , Y8F

X B £ F| Amazon S3 B , Storage Gateway T2 BEIEFHEF. HERITIIRER |, BAETH
{TRefreshCachelZELBEEXHHENE R, NREBESINGHE | BLAESIZETRefreshCacheXd
B HERITIRE,

B LAE A Storage Gateway ###& MIAWS Command Line Interface(AWS CLI):

- EfFH Storage Gateway 2 #| & RIFERF , HZSFRIF Amazon S3 EHEBPHIT R,
- ERARIFHEFAWS CLI :

1. I&2fTiiPaws storagegateway list-file-shares

2. FXHHZM Amazon BIRHmES (ARN) EFIEERERIFNERFF.

3. IEfTrefresh-cache AS&H ARN ER BN @ --file-share-arn :

aws storagegateway refresh-cache --file-share-arn
arn:aws:storagegateway:eu-west-1:12345678910:share/share-FFDEE12

EHBzh{tRefreshCachelfE , FS R T Storage Gateway L B 3#11T ReRefreshCache #4E ?

ACL PR FF&TnHd

WMRFFERHHR (ACL) MEBRRZFHE SMB XHHE—BEZE1T , MIETLHITEH,

Rk, FE LM Microsoft Windows A IRSS 28545 ith Windows X4 HZE FMRR., ARG, FITHEEN
REI ST HERITHR,
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BIFBRERS , MXMEETR

PATERIFRIER , WX TR

EREHEAT , BARSMITELRRE (SIWESGEBRIEA ACL WUE ) |, HaEK @ THITERR
o MMREHATIIRME |, S3 XAHFMX LB A FZIRENA T XHHAZETHAAN R

Pl RIREFBRENAT S3 FHEBTFHIMAXNR. BH S3 XHAMKLIEIAS X FUENA T FEFTH
AN R, WRBETELSBMKERETRE,

& T P TR B A

1€ VMware vSphere High Availability (HA) & LiETMXE , BARESREESTRREA,. BXETRR
BANEZER  BRAEES A AMEE (p. 173).

HEES 0 AR &

MRLBD|TAEEE , MAE TEHEREXEXRRNRENES.
E3 ]

+ 1217 Health : (p. 173)

- B8R (p. 174)

N— = .

1217 Health :

1£ VMware vSphere HA LiZ{TRXE |, FiEMXE 2B EEH Amazon CloudWatch BHEEE R TIEST

WREH, XEBAFEERN AvailabilityMonitor M BEFRF.

&
+ : Notification E/F (p. 167)

: Notification HardReboot (p. 167)

: Notification HealthCheckFailure (p. 167)
: Notification AvailabilityMonitorTest (p. 167)

- Notification E /3

EEHBIMX VM B}, BRI ERBH, EUUER VM EEEFEEEFEEZES A5 Storage
Gateway #ZH A EMB MK VM, SU AT LEMXEF FHRERMXREREHED,

e

MREFREMXHEERBELT FEEE (p. 87) 10 28K , NERTEEREREN , HAEREME
B, MRERREELP RN, ERERBEFHEFEINX.

: Notification HardReboot

HRWX VM BAERZRT , BLUWE HardReboot B, ILREFIREZRAME, BHHREIHMEEHSH
o 3FF VMware M3x |, X vSphere High Availability AR FYE#ITEBLAMAILEN.

i
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B

MR XEHEREDETH , EREREFE HealthCheckFailure BHIAEE VM B VMware E4H
=+

o

: Notification HealthCheckFailure

3 F VMware vSphere HA EHIMx , HETRRREBXRMHBEREFH S VM it , &
£UWF) HealthCheckFailure B4, WE#BLENHBR K EREZRTHAY (&
AvailabilityMonitorTest BHIER ). EWIERT , M&H HealthCheckFailure E4H.

Note
WEHLGERF VMware W<,
B

MBENEGHEELRSE , B)%F AvailabilityMonitorTest BH , TR ELHN VM EMiZEEBEEES
(FE, WEE ). UREEEZHMAE , EHRFRAWS Support.

. Notification AvailabilityMonitorTest

3 F VMware vSphere HA E#IMx | & LA3R1BAvailabilityMonitorTest H{RA& BB HE TN
i (p. 128)H9 B FA £ B2 A ¥ VMware R RS,

& 4=
=N
AvailabilityNotifications EMEATRAEMX. LIEHREMXERN S HMEMEXNETIRTBEAN

. A Sum ST HETMNRMXEREE TEMNSTHAMMEINEYS,, BXEANEMAER , FEAERE
B CloudWatch BH&E4A,

ik S B AR R B 1E Kk

ERRORE  BEHMXNIERSBI T IRENKE, XHHETEREEHELN (VM), FXEE, &
wEERHEMUERE, NRHAHRE , RNBWEERUATHMBS F 895 A RE SRR,

Important

Storage Gateway T X iFME B EERF I ZMREZHM Amazon EC2 Amazon Amazon
Amazon RER& (AMI) IREMX VM, MREH MK VM HIVERFE |, NEBGEFRMX | REREN
T RSN BIERE B iZM K.
£
o NEAWEBHXAPIRE (p. 174)
- NREBENEFUEPRERE (p. 175)
o M AL (A B9 50 O IR E BURE (p. 175)

MENEDIRAFIRE

WRIEH VM BAKREA , PIEFRIE , BHMNXLBF/AAHR. YEHMNEERRET  BHMX
LB BEBHRATFHRERZT. TEHRLNSEBRMNW A TREREN —LESRK

© MRMEBSHMEERAD , EUURTXLRERTHE, EXROANERNEEZNES  BHSENE
> B P 48 3 (p. 94)o

« MBREHMXEEREHF BENBREFERSARAMBIAFE , BUURELHNHE. BRIARER
BHER , BSANTERTENERNAR,
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MNEREHENEFHEPIRERE

MEEHENEFHE T IRE TR

MREFHERAYE  RNBUECREEECERRANTSRRE K

- MRBERRFEFUEMNCHNENRBIRSEW , WXAMX , ENFNZEE , RAREHBIMX,
- MREFHAZMFFTEEE , WXAMX  EEEFHE  EFNEFERLREMRE  REEFEHIM
Ko

BXEREE  BERMNRERENEFUETIRERSE (p. 175)

MAS ] 17 (8] B B3 RO AR iR S 3R

MRBREHMASKBEPOETERMERTETLZGE , BEHEREINTFAERER LN E — MR
1£ Amazon EC2 Al EEEWNMx, MBEBERAGE S —NEHTFEH L, MERIIE Amazon EC2 =4I L6122
Mk, BERNTHSTRIVRTEENDIREBUENMEEE,

A BT 5[] B 203 O PR B9 ST P oK R 8 3 dE
NTFXHERX , IFHXHEHERF TS EERENHIEN Amazon S3 7R,

1. & Amazon EC2 EHl EOIEF BRI XHMK, BXEZEEL | S HE Amazon EC2 H LHE

XHEMX (p. 181).

2. HEGIEMNECZMX LB IMHNNXHRE, AXESZFER , SR . BIEXMHHRE.

3. RXHAHERZFJIENEFFRLFFERFIISEERENHEN S3 7R, EXEZER | #S
B, REBMEANHHE.
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ENILE

Lfi Storage Gateway &R

NI

EAT G | BULKRIERNESAWSU R TR EBEREENANE=FHHE. TEMNER, UREX
Storage Gateway ELEIHIE B,
i
« EHRE (p. 176)
« FREXMXEVBUEZR (p. 183)
- fEAAWS Direct Connectfif /i Storage Gateway (p. 184)
« IO ER (p. 184)
. EETIM%E (p. 188)
7 f% Storage Gateway BIRF IR ID (p. 189)
» ¥Rid Storage Gateway &R (p. 190)
- FERAFIRAHAWS Storage Gateway (p. 191)

- BE# (p. 192)
. FERFEMEZE (p. 192)

Y A )
JL
EHRIE
E3 ]
« 7 Storage Gateway B & VMware (p. 176)

- ESEHNMX VM BHE (p. 179)
1€ Amazon EC2 E#l EZBBXHMX (p. 181)

7y Storage Gateway Bt i& VMware

1£7 Storage Gateway BEL& VMware & , N#FEN VM /B SEHEES | iF VM BB RN ETRE B Z#et
AR RAESIEE , HEXZIFMNX VM WER R EE RUBERY B,
£

« VM BB 5EHEEES (p. 176)

+ ¥ Storage Gateway 5 VMware & 7] B & (p. 179)

& VM Bt B 5 EHLe E [E 5
EERHHENL | CAABE VM ESINREES | 3 ATHNERBER, £ATS , G LT

VM R SEHNEES, RF , EREEXVNE , IRFE  ENREZNNEAAFENRENESE
M 25 Bt E T (NTP) BRSSEREI .

Important

ERIBEMX , REERYP VM iEIFENLAEE,
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5 Storage Gateway Eti& VMware

MFEF VM BR SE LT E S
1. BEEH VM &,
a. 7 vSphere EFimH , FIFMAX VM W ETX (BREE) 8 , RS5%R Edit Settings.

“Virtual Machine Properties”>3 i& &3] FF o

File Edit View Inventory Administration Plug-ins Help
[ | £y Home b g8 Inventory b [§f] Inventory

B0 GBEGRE® D

= [ 1056.252.45
51 [myAWSStor =
@ MyExampled Power 13

MYAWSStorageGateway

urce Allocation ' Performance ' Events

Snapshot LN ¥y

E OpenConsule Hre computer that, like a

(3 Edit Settings.., | operating sysltem and
yslem installed on a virtual
perating system

Add Permission... Ctrl=P

Lo ine is an isolaled computing

Rename irtual machines as deskiop or
s testing environments, or to

Open in New Window... Ctrl+Ak+N bns g

Remove from Inventory

Delete from Disk ts. The same host can run

4

b. 3% Options W+ , REEFIEIMFITRPH VMware Tools,
c. ¥ Synchronize guest time with host #£3 , R/F%E OK.

VM BB EENRTEL

(&) myAWSStorageGataway - Virtual Machine Properties lﬂ
Hardware Options }am\ Virtual Machine
Settings | Summary | Power Controks

| General Optins. myAwSStorageGat. &[St Do Gomst El

VHware Took Shut Dewn

==

Power Managemert Standoy 00 [Suspend =]

Advanced [P Power on / Resume virtual machine

¥ Before suspending

General Nermal

|| cPuDMask Expose Nx flagto .. a [Restart Guest |
Memory/CPU Hotphg Disabled/Disabied

|| Boot Optars Delay 0 ms Run Viyare Tooks Sapts

: Fibre Channel NPT/ None W After powering on

|| cPuMMU virtualizaton Automatic
SwapfileLocaton Use default settings W After resuming

if

|

{l

¥ Befure shutting down Guest

Advanced
™ Check and upgrade Tosls during pawer cycing
¥ synchronize guest time with host ]

Ll

2. BEEHE,

FARE BRERETEBNENE. MREHKREEENNE , FRTTISRETREFFES
NTP RS 3REH .

a. % VMware vSphere B xS |, IR LM EHRFH vSphere EHT R , AFi%E#F Configuration i%
o+,

b. SelectftHEEHHRHER , RFEEFE R,

“Time Configuration”5} & 1E & R
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5 Storage Gateway Eti& VMware

Eile Edit View lovertory Administration Plug-ins Help
B B 6y rteme b g dventory bR dnventory
& @

5 [H | 10.61.64.203

Iocalhost.amazon.com Viware ESXi, 4.1.0, 260247

Time Configuration

General

Déte & Time 1423 yasjzenz
NTP Client Ropped

NTP Servers .

c. £ Date and Time (B EAFB[A]) E4RA , R E HHAMATE,

(& Time Configuration ]

General ]
—Date and Time
Set the date and time for the hostin the wSphere Client's
Iocal time.
Time: 22N28PM 5
Date: [wedresday, Janusry 25,2012 =]

Mate: The host wil handie the date and tme data such that
the vEphere Chent will receve the host's data in the
wSphere Clent's lacal time.

NTP Configuration

Outgoing Port:
Protocols: -

™ NTP Client Enablec Ophans...
o | cocel | b |
e J

d. FENEENBFENEES NTP BSHREL.

i EBETFHNEREXNEE , RBENTP FHRERF (ntpd) TN FEES |, EENTP REE
EMEES,

"€ NTP Daemon (ntpd) Options =)

ME!'}':e;ea:vngs I NTP Servers

T T

[T Restart NTP service to 2pply changes

[0 ] _cow |_wo ||

i. JEFE Add BURIDET NTP BRS528.
ii. 7E Add NTP Server XiEMER , A NTP BRS53M IP it e REFHE , AFEE OK,

&M pool.ntp.org , WA T RBIFT R,
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EZ B MK VM BtE

(5] Add NTP Server [
NP Server
Address: Imnl.m:n.ord
ok | coel | hep |

iv. £ NTP Daemon (ntpd) Options X1 i54E A B 2l 85 #% AR 1% R Generalo
v. ¥t Service Commands &1#&H , i%£#® Start UFZRS

FEE  MREHEFEERL NTP RSHBSERRME — NTP RS5HSE | WEEERRS S

BEFE A ARS R
[ € NTP Daemon (ntpd) Options o |
NTP Settings Siche
Stopped

Startup Policy
™ Start automaticaly

@ Start and stop with hast
™ Start and stop manually
Service Commands
st | | |

[ ] oot | oo ||

e. %&$F OK LA NTP Daemon (ntpd) Options X iE4E .
f.  1%&$F OK LA Time Configuration ¥ i&4E.

¥ Storage Gateway 5 VMware & 7] B & fF

VMware High Availability (HA) 2 —#t vSphere 44 , ATLMEXEMK VM HEMIZER IR ERS

#. VMware HA #EIIX RHFIR - FRABENBENZSANEN , XB | HETRX VM B —NENRE
WEER , X VM 2E#HENNS —NEVNLBHEFHE3N. X VMware HA WEZEER , i§5VMware
HA : B2 F S EKEE VMware Wik £,

E¥ Storage Gateway 5 VMware HA &6 A , BUGAIT T HIR44E -

« E8¥ VMware ESX.ovafR EE BRI — A EH LD E Storage Gateway VM WA FEHEF .

« EEHF .ova BFAR , BRE-NMEENARENBIEFE. MIERA - TEHBEENAA ZNIHE RN
BEdE. MREEENRENFBERE  MENRETHRE  WEHEPWEMEN TR AT RZEK
=R, FETRT AR RERBR S -8 E.

« FAFEL  MREH ova EFEHEIFE  BERSRTEXFMAIEE -, HFELBTTLL
EEPEINHETHENE,

BRI MK VM B (8]

X F VMware ESXi LEHBHNMX , REEEREFENNEHE VM B SENRS |, #E2 RN ER
£, BXEZEER, 1ﬁ/|ﬂ4vf VM B i 5 AL 1 B (p. 176)o ¥ F Microsoft Hyper-V LEZHIR % |
EREENEATEN AN SRES VM GE.,

EEEERFMNXx VM Bt A H R EE DS B M EE L (NTP) BRSESE5
1. BEFIMXBAMIEE A
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EZ B MK VM BtE

2.

3.

4.

+ HXREFE VMware ESXi Kb BH AN EZEE | S REER VMware ESXi 1 [0 X < 2 ith 122
A (p. 108),

« BxZFE| Microsoft Hyper-V KR HI AN ESFE R , BS R EA Microsoft Hyper-V i 7] F < Zx th
#HE (p. 109).

o BXREBEIET Linux REMNELHL (KVM) AR ANEZEL | H28EA Linux KYM [
X AR F A (p. 107)o

TEFME N Storage Gateway BLEMAERXLLN T RENAIFTE.

AWS ge Gateway Configuration

HEAHBRHANBHBEHHRNHHRBHBHBAHBRERRBHRRHRNBHRRHB R BHENRE BERRHBHRARRR
#t# Currently connected network adapters:

un

#tt ethB: 18.8.8.45
URAUBUBABNRUEUUBNBUBUUBNBRNARRONBURARRUBURANRURARANURY BUBARRHENNAN

irce Check (B Errors)
AWS Storage teway
to

zommand @ _

EE#ENRENBEERRED  WALNTERNELS RSN E.

System Time Management
1: View and Synchronize System Time

Press "x to exit

Enter command:

MRERERENZE VM WEtEE NTP (HEIES |, BHA y. &N , BH A n.
MBEWA y HTEL , NESUTEEEHE—RETE,
UTREBEBRERTAEERTREARBRSH VM,

System Time Management

1: View and Synchronize System Time
Press "x" to exit

Enter command: 1

Current System Time: Sat Aug 22 BB:33:41 UTC 2815
Determining current NTP time (this mauy take a few seconds ...

Your Storage Gateway UM system time differs from NTP time
by 8.217617 seconds

A sync is recommended if the time differs by more than 68 seconds

Do you want to sync Storage Gateway UM system time with
NTP time? L[yrsml: _

LTRREEERTRERITHERIH VM,
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EC2 EH LAISTHMK

System Time Management
1: View and Suynchronize System Time
Press "x" to exit

Enter command: 1

Current System Time: Sat Aug 22 BB:33:41 UTC 2815
Determining current NTP time (this may take a few seconds ...]

Your Storage Gateway UM system time differs from NTP time
by 61.217617 seconds

A sync is recommended if the time differs by more than 6B seconds

Do you want to sync Storage Gateway UM system time with
NTP time? [yrml: _

1£ Amazon EC2 A4l LB HMx

& T LATE Amazon Elastic Compute Cloud (Amazon EC2) 34 £ BB MBCE X HMx, XHM>x Amazon
REMB (AMI) X AMI X R H,

1£ Amazon EC2 5245 E ZRZ /%

1.
2.

3.

EEEENFATEL |, %% Amazon EC2,

j%3% Launch instance (BE1526l) BEhF#Mx EC2 AMI, BFAEEOT TEHEPEBRIFIREH
Amazon EC2 #2414,

EERENSE 2 ER— I SPEBETEL  ERENSHNE4ERE. TFHEEESEERNTHZ
# % Storage Gateway, TAIEWEE %FEA m4.xlarge £HIEH  CHEMXEEETHRENR
REXR, BXEZEFER , TS VM HEAHER (p. 6).

NREE , BALUERYERABRFNKN, BXESEE , HSM . AEEF R DHHEATF Linux
S5l Amazon EC2 B IE/.

Note

RULp® | RHRIZEC2, EAME NVMe SSD B, XEARERXER
BHRFLEXHMRGSBEIERD ; i, BUEXEREFINRE. &
CachePercentDirtyAmazon CloudWatch 1845 , # BREZSE AN T BEHFIE
RE. 0. ETHAXRBEMXERNESER , 52/ Storage Gateway IERMEER
CloudWatch X#4&, X Amazon EC2 LfIRHERNEZEE , {55, the section
called “Amazon EC2 EHIZEEER” (p. 6).
1%E4E Next, BLERAIHEMEE.
EE#HENSR I BEXRFEFAGENEL , EBNEBIIERAE IP. MREHZFIRTMAH
Internet #4715 , HWIE Auto-assign Public IP (BEZ1 2 Bl AE IP) B EBIREN Enable (B ). 1R
BEISEBIR R T M Internet 1517 , i Auto-assign Public IP (B3 2B F IP) i Disable (/).
FEATFIAM & , %EZAWS Identity and Access Management& & E R MK EAK (AM) A,
IR Next:o RINTFRE.

EEMENSTE 4 FANEEREAL  EBRNFEFEERIMBIXERXES, BELEENEFFME
fit & —/ Amazon EBS %,

WENE XD . B7F (&/ME ) 150 GiB MEF (R AE )64 TiB
EEHEENSES S  FIRERE L , B REFIRMILERE, TR, &% Next (T—%F) : BE
T4l
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-resize.html
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EC2 EH LAISTHMK

10.

11.

12.

13.

14.

15.

EFHEENSRG: BERXSERNEL , OERIIKANBERBRMEENERAN, EBUGIRTLZS
ARERFANFTREA,

Important

BT Storage Gateway HEMEZ 255 (SSH) iFEIEH , NFS BT EEHRIEMEO,
BXFMEER , BSREMNERPAEER (p. 7)o

i%$% Review and Launch (BEEME3)) EEEHNEE.
EEHENSRT7  REXRFIBEHREL , EEZ3.

£ Select an existing key pair or create a new key pair ((£FR I B ZAN R EFHZAX) 3TiEFESD |, &
## Choose an existing key pair (EFNEZHAN) , AREBRLEFREEN BN ZAN, HEZFE
ERBINE |, RE1EF Launch Instances (B 313541).

XFETR—MEIAT , SHEXFIEERD,

%4 View Instances MK FAIIATTEHIRE2EHI &, 1 Instances (3K6l) RE L , BAINEF ELHIH
RS, BHEFIREBRENNE. HEFHEHET , HHBRAR pending (Fa2), EHIEzE , &
WRAZER running (EEIZTT) , FEKXWEI—N2%E DNS B,

ERERENES , B THNAE IP it HBARE | AR REEEFAWSHEHH Storage Gateway
PRE A RS BRIk E,

B LA A Storage Gateway 13§l & B EHMAWS Systems ManagerZ 7% X,

#E AMI ID

1.

EFE)AWS Management ConsolefR/5$TFF Storage Gateway 2] & https://console.aws.amazon.com/
storagegateway/home.

R %EFE Create gateway (BIZRM %), File gateway (XM %) # Next (T —%).
£ Choose host platform (E#FEHF &) WE L , %&HF Amazon EC2,

EE B RIS 3) Storage Gateway EC2 AMI, BFHEEME EC2 #X AMI TUH , FHTAE L |, &
ALUERESRERNERATEMN AMI ID. AWSURL R X1,

®%E , B LAER Systems Manager S8 7. B LEHAAWS CLIZK Storage Gateway APl &if)
& ZE T H Systems Manager A %58, /aws/service/storagegateway/ami/FILE_S3/
latest. il , BERALLT CLI s HiRE L8] AMI F£ 48] AMI #9 ID. AWSXig,

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
FILE_S3/latest

% CLI S T 2RERMUATRENAE L

"Parameter": {

"Type": "String",

"LastModifiedDate": 1561054105.083,

"Version": 4,

"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
FILE_S3/latest",

"Name": "/aws/service/storagegateway/ami/FILE_S3/latest",

"Value": "ami-123c45dd67d891000"
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REUBUEZ 4R

R B X Y 730E 7 A

EREMXMBERHA , FEEAMX VM ZH—1 Web iR , EQBRE— NI EREBZHANEEM.
WECERAERN — NS B #E ActivateGateway APl BRELUEEMXNELE. BXEZER , H5
5] . ActivateGatewayH #JStorage Gateway APl &%

BEIMX VM RHHERSEAWSEERENXE, MEPEEMREN URL BE#A activationkey
NERNFHRSH, LEAFZFESHRRENBEZA. LERFHFRHABIOTR
http://gateway_ip_address/?activationRegion=activation_region.
]

+ AWS CLI (p. 183)

* Linux (bash/zsh) (p. 183)

» Microsoft Windows PowerShell (p. 184)

AWS CLI

MRE R RZEFNEE AWS CLI, MABERITIIRIE, Jt , EEEB AWS Command Line Interface A F°
SRR IX LIS R IR E -

o ZHEAWS Command Line Interface
+ BLiEAWS Command Line Interface

LT RBIEEE T aAIEFAAWS CLIZIREX HTTP Wa R , i 947 HTTP #r3k HREUBUEZ 4.

wget 'ec2_instance_ip_address/?activationRegion=eu-west-2' 2>&1 | \
grep -i location | \

grep -i key | \

cut -d'=' -f2 |\

cut -d'&' -f1

Linux (bash/zsh)

AT RBIE RAMA 6 Linux (bash/zsh) 3REX HTTP MR, 247 HTTP #R3k BA R IREUECE 2348

function get-activation-key() {
local ip_address=$1
local activation_region=$2

if [[ -z "$ip_address" || -z "$activation_region" ]]; then
echo "Usage: get-activation-key ip_address activation_region"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+")
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

}
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Microsoft Windows PowerShell

Microsoft Windows PowerShell

AT RIS R0l A Microsoft Windows PowerShell 3REX HTTP Wa Rz, 447 HTTP #r3k A R IREUEUE 2
4,

function Get-ActivationKey {
[CmdletBinding()]
Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion
)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion" -MaximumRedirection @ -ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]1+)"
$activationKeyParam.Matches.Value.Split("=")[1]
}
}
}

£ FHAWS Direct Connect{£ f Storage Gateway

AWS Direct Connect& 58K A ZF M 4845322 Amazon Web Services Cloud, fHAWS Direct Connecti®@id
Storage Gateway , BAILH N BEHETEARERGE—NERE , NMRERH X SAWS.

Storage Gateway £ 7 2 AL KT R B T AWS Direct Connect@3MEREE |, B —MNAHE I
ARG RERHE Storage Gateway AT R, ZARELEOFEIBHNEREEZFE Internet FRFIRMH
. Storage Gateway FRE A H LRI R AT B T B —PMAWSKFE R AWS Direct Connectf & , 2%& AT LA
EFRR#FAWS X,

TRERT—NRSG, B8 7 AMAEAWS Direct Connects Storage Gateway &1 A
DUTERBREECHREEZSITHMR,
£ FAAWS Direct ConnectfE /| Storage Gateway

1. BIEHEIAWS Direct Connect&# A ith 5137 0 Fl Storage Gateway &1 2 2 [B f9EE B (T
BIEEENEZER , 5. AITAWS Direct ConnectFBIAWS Direct Connectf IR

2. FEHZARH Storage Gateway 1% & Connect EJAWS Direct Connectig 128,

3. BB MAHERED  AEHNEEESNAIRMEE. BXESELR , B30 . QIEENEZOP
HYAWS Direct ConnectFl FiEME.

B iFHE B AWS Direct ConnectifZ i 2 1 ZAWS Direct Connect? fBYAWS Direct Connectf P i8FE.

AN

Storage Gateway FEFRAU TR OFREIEEEZT,. BAWARFMEMXLENBERIRD , RAAEMXER
FFEER, HEONESEMKLHEMEEN, EATH , BULUERFERONRERURESHMRSE
B m O SIR.

XM

TEHERTEAXHMXBEETHRNRO,
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/create-vif.html
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AWSStorage Gateway fi {5/

IO ER

Microsoft Active NTP DNS
Directory T
t 3

5 DNS

NetBIOS/LDAP 4NTP *
| 6
HUTTPS Amazon 53

ﬁ
GATEWAY
ﬁhNFS}SM H €— 7 SSH/HTTPS e ‘

AWS Storage
File share File Gateway Gateway

client
I Hfrr*s !&
HTTP/HTTPS >
| o

Amazon
Cloudfront

Traffic \ ;
—

Light S —

Medium ———————— Web

Heavy a—— browser

THmAORMEMRKENBRARAD , EAAMXEEREEN,

From To 718 %0 A A

Storage Amazon Web | fR@i#EHIH 443 (HTTPS) | EATM
Gateway VM Services (TCP) Storage
Gateway VM Z|
AWSHR S 4 i
TR. BXAER
FRIRTT RHY
B8, BSAA
VB b N
R ER AT
AWS Storage
Gateway 1

B (p. 11)e

&K Web X% | Storage TCP 80 (HTTP) B A it R 45 A
25 Gateway VM F3RER Storage
Gateway ¥

A 80 IIE#
& Storage
Gateway 8%
HEEA,
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IO ER

From To 71308 WA wAIfEA

Storage
Gateway FE#
NAERTLF
iEiwE 80,
FIFEMIRO 80
R B BUR
TREBE.
TR M Storage
Gateway B
BEIBBIETH
x, MIEERES
BEIAFTANE
HLATS P % U
0 80 EF1AR
PR,

Storage HERS APHBIREHRPIL | 53 (DNS) AT Storage

Gateway VM (DNS) fR$58 | (UDP)/UDP Gateway VM A
DNS & 82
E#ITEE.

Storage Amazon Web | TCP 22 (ZEFRE) A Amazon

Gateway VM Services Web Services
Services
Services
Support 5 [A11&
BRI , LAESEY
B X [F1 R,
BITTEITIF L%
O BI AT SEER P 5
WIEFERE, B
ERITREHE
ATEEML,

Storage MZET R UDP 123 (NTP) R KRG

Gateway VM (NTP) BRS5 28 AU/ VM Bt
& [E 25 EH
AtEl, Storage
Gateway VM B¢
EANEANT
NTP BRS5 88 :

« 0.amazon.pool.ntp.org
» 1.amazon.pool.ntp.org

» 2.amazon.pool.ntp.org
» 3.amazon.pool.ntp.org

FRMXEMFR BEXAERPL TCP 8080 (HTTP) ERENENE
& (HTTP) K2 £

TRIE T HBHREAME RS (NFS) RS EIHEBIR (SMB) B XA MXTT R SFRO, XLk
AN RZEAE LN —ED,
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WAOER
Rul WM& XHHE Y WO Ay Hih &% ZE
el 2
1 | XHHREZEFE | NFS TCP/UDP % 111 v v v XHHEHEER
= ({4 NFS)
TCP/UDP 2049 | v v v XHHEHEER
NFS (X3 NFS)
TCP/UDP 20048 v v v XHHEHEER
NFSv3 (&3 NFS)
SMB TCP/UDP 139 v v v XHHEHEER
SMBv2 SERS (REX
SMB) ; BRRT
Microsoft Windows
NT R E SR i i O
137—139
TCP/UDP 445 | v v v XHEHEHELE
SMBv3 2iFRS (REX
SMB) ; BT
Microsoft Windows
NT R EShMRA iR O
137—139
2 | Web X588 NFS # TCPHTTP 80 v v v Amazon Web
SMB Services B4 &
( IUBRIBUE )
TCP HTTPS 443 v v v Amazon Web
Services BEE#R &I A
( FRE EfhigtE)
3 | DNS NFS # TCP/UDP 53 |/ v v IP B FRERAT
SMB DNS
4 | NTP NFS # UDP NTP 123 v v v SEIEEZ &S
SMB
5 | Microsoft Active | SMB UDP 137 |/ v v BEMRS (TATF
Directory NetBIOS NFS)
UDP 138 v v v BER RS
NetBIOS
TCPLDAP 389 v v BERRERE
(DSA) ; B imiE#
TCP LDAPS 636 v v LDAP — EFZ%
EEFRE (SSL) #
RE B FiFRHML
(LDAP),
6 | Amazon S3 NFS # HTTPS #tdE 443 v v v FHBEL W
SMB
7 | Storage NFS #1 TCP SSH 22 v v v TEHRE
Gateway SMB
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TR
Rul WM& XHHE L Wwa AW HM &% e
xRE 17
TCPHTTPS 443 v v EEEHE
8 | Amazon NFS # TCPHTTPS 443 v v v BTFEE
CloudFront SMB

& $2% 2 P 5%

ERBENHBEMK VM G, BRILUERHBUERR, Atk , SEMAMK VM 1 IP ik, EATSIMFx
B33 ) AIREN IP b, BT LAE KBRS & HNEH & TUEIREIRE IP #hit,

NFARMIFEHNMKR , BHATSUMNERREFIRE IP #it, XF Amazon EC2 W< |, $&IE AT BAM Amazon
EC2 B H| 53RE Amazon EC2 SLAIMY IP tisit, E T RNMAFRENM K IP thit , FSRAUTHRZ

« VMware E# : H VMware ESXi i8] %< A #h 32 & & (p. 108)

+ HyperV E#\ : A Microsoft Hyper-V i8] < A 3251 & (p. 109)

o BEF Linux AR E RN (KVM) 4L : £/ Linux KVM 7B X232 & (p. 107)
« EC2 E#l : M Amazon EC2 E#LFREY IP #h3it (p. 188)

BB IP it 25 , BT E. ABIRE Storage Gateway 2 A& HERH AHREANZ IP tbit,

M Amazon EC2 E#H1IREN IP it

EIRWMA T EEMKH Amazon EC2 SZHIRY IP ik , FEFE EC2 ZHIMAMIZH G, REMNZEETE
TREBIRER IP teut. BAXULHE , HSH .

R T LA Amazon EC2 BB H| B IREVZ IP #isit, HANEBNUFERALE IP it #HTEE, ERIAE IP
Mt BEARF 1, MRBIEREHRYE IP it , FSRERF 2.

B EANE IP i EEFIMX

. BE BT MULITFF Amazon EC2 124§ & : https://console.aws.amazon.com/ec2/o
2. HESMERF , %E Instances (Rfl) , REIEFERTHEM <K EC2 =4l

3. EBRIKIBAY Description (3iR) %I+ , REIETAE IP thit, BELAFERL IP #ibEERINx, RE
Storage Gateway 2% & H A% IP ik,

MRIEIBE M P U ITRUE , WEANTRER.
T2 2 EAEM IP thibEERIM X

. BB TMuLITF Amazon EC2 ##]& : https://console.aws.amazon.com/ec2/o
2. ESMBERKD , %R Instances (E4l) , RBIERHATIHBMKMH EC2 241,

3. EERIEZBAY Description (Fid) &M+ , SAFIZ T Elastic IP (3% IP) B, EAILAMER LAY P shitiE
EIMx, JRE Storage Gateway 4|4 HEAZEM IP i,

4. HOERMXZE , EERINBIENMX , REEREBERTE VTL devices (VTL &%) T,
5. FREVEMIFRE VL REM B,
6. XNTFENEH , ETUTHSUEERBF.
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TR ERMEIR ID

iscsiadm -m node -o new -T [$TARGET_NAME] -p [$Elastic_IP]:3260
7. XNFENER, BITUATHRUESR,

iscsiadm -m node -p [$ELASTIC_IP]:3260 --login

EBHMKRIMEFEH EC2 SEHIRYGE M 1P b iERE,

T ## Storage Gateway ZIRFMEIR ID

£ Storage Gateway f , FERFREAMKERHARFRLB T . B, ERRLT. iSCSI BFF, vl i8%. X
EHAFRR , RIFCSMNEMIXEK , FURAAFEFE.

XEFRRN T RRESSH B — Amazon Resource Name (ARN) , T R &R Ro

RRFEE ARN &=
M%< ARN arn:aws:storagegateway:region:account-id:gateway/gateway-id

X#HHZ ARN | arn:aws:storagegateway:region:account-id:share/share-id

% ARN arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

B ARN arn:aws:storagegateway:region:account-id:tape/tapebarcode

B#s ARN arn:aws:storagegateway:region:account-id:gateway/gateway-id/

(ISCSI B#r) | target/iSCSItarget

VTL 8% ARN arn:aws:storagegateway:region:account-id:gateway/gateway-id/
device/vtldevice

Storage Gateway & %36 H EC2 5| % EBS BRI, XLRZFR Storage Gateway P EHK
Amazon EC2 &R,

FEREIR ID

EENEENRIRAT , Storage Gateway @R ZRIRDE — N —FIR ID. LHEIR ID 2R ARN By —3F
Do RIRIDRAUTHER BRI ANEREFTH , AGR N FEERFNMH—HS, Hi0, X IDH
BRHF sgw-12A3456B , HF sgw ZMXHERIFIAR. B ID WHERHF vol-3344CCDD , HF vol 2%
B IRARIR R

XNFEMET , TARNRDG IDEBNRS 4 FRARR , AR EBBRHT

Storage Gateway #R ID RAAERR, T , HEFXLRIR ID 5 Amazon EC2 API &£&EH

i , Amazon EC2 ZEXA/NEFRRXN AR ID. BHLFFER ID EXNNEFENHEE EC2 API 4416
M. i, 1 Storage Gateway #F , B# ID ATEER vol-1122AABB, H#ZFik ID 5 EC2 API &4 H
B, BmAFUGHEHEBN vol-1122aabb, &N , EC2 API 1T H A X ATRETRFE T,

Important

MM XK Storage Gateway & H Amazon EBS HREE/ ID i h XA MEHKR., B 2016 F
12 B, FEASE 17T N EHENZHEBMENNENME, B 2016 F4 A2 , BFaEHBE
AXLEMEERN ID, WEFAFERNNREZNRE, BEXESEE , BSAMKRN EC2 # EBS
BIE IDo
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RSB R IR

¥R

filgn , BEFMKS ID XS ARN WTFAAR :
arn:aws:storagegateway:us-west-2:111122223333:gateway/sgw-12A3456B/
volume/vol-1122AABBCCDDEEFFG.

BEAE MK ID BAMHRER ID WA : snap-78e226633445566ee,

BXELER ,BEH . 0% EW — 2016 FHEAE KW Storage Gateway B HITRE ID. .

id Storage Gateway %R

£ Storage Gateway ' , BAILUFEAREREERR. FARE , BRI THEBENIXN TR E ,
LEFERMHEECH]. SMIHEEEELN—MR-EX, BTUBEMx, SNELDET RIS, &
A LUR B IR PR &5 38 R AN 5 18 X L 5 R o

Blan , A LAME AR KARRA A P E P ERITTE AR Storage Gateway BiR. A RE 7 & 1HEB{E A AR
EBRMELT TEHIRE . (key=department #l value=accounting). R/F , LA LAER IR IT
Tk, LERIRAITESERANAMENXNSEHEALERRERS, BXESEEL , BSAEHA KA D R
ENEAREHRESR.

WREEHT P ERICHELHET W 2T REFHEPREERS. B , IREOFHHENFRHEEE
F—MX , MZFRSHFREERMKF,

NF MK, S AERRSEENERN TR BXMARNTIRENEES , BSH EARSEHXMN
KAFREITE (p. 141)o

REXBEMEBELENL , BMENZRFRRITHENT,
MU BREIER TR

* RERNEXD KNE,

« BNRROFRAIREHRZ 500

o MREBTRELL aws: FFk, AR T NAWSHERA,
- BEMENERERFEHE UTF-8 ZRANEE, ZHRURBHRERF+. -, =, . _. L /@,

fE PR

BT LAE A Storage Gateway ##]A& . Storage Gateway AP| T Storage Gateway &5 1752 H (CLI). THEAY
TREMNBUAEERS A ERM, RENRRRZ,

A INFRZE

1. TEWRITFF Storage Gateway #2 %l & https://console.aws.amazon.com/storagegateway/home.

2. ESMERT  EREHFICHER.

Flan |, BEFREM % | FikF Gateways , RAEMMX TR P ERBFRIZH MK,
3. 1&#R Tags , AFIEE Add/edit tags.
4. 7& Add/edit tags X iEHEH , #E$F Create tag,
5. R Key AR , 7 Value BAE, fli0 , B LB A Department #ERE4E , H4BA Accounting
ERE,
Note

B LN Value 8 ZE,
6. I1%#% Create Tag SURIME SR, EAMABFRMSMRZ,
AINTEREG |, %2 Save.

N
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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BiESH

BT

EFITFF Storage Gateway 2l & https://console.aws.amazon.com/storagegateway/home.
ERERBHEHIIENRR,

W Tags LAFTFF Add/edit tags X3 iEHE.

ERBERBOGEZHHRERN , ARRBIZFZ,

mEBTIESG |, &% Save,

ok~ wbd -~

Tl BR#R S

£ 3T FF Storage Gateway #3%I & https://console.aws.amazon.com/storagegateway/home.
R EM BRERZ N RR,

kR Tags , ARIFiEE Add/edit tags LAFTFF Add/edit tags I iEHE.

EREMERAIFEZIAH X BIR , REEER Save.

Ao bdh =

5iEZH

AR EX MM T RN R (p. 141)

{5 i FF IR A HAWS Storage Gateway

EREDH | EAAKREIEXBEAI1IRHE Storage Gateway ThEEFF MBI E =7 TEMF TTIENE S,

E3 ]
» Storage Gateway FIFFRA 4 (p. 191)
« EAT Amazon S3 XM XK FHREAH (p. 191)

Storage Gateway B9 FF R4 4

SERME=FTEMFAIEATRHEEMA, BWHMRXH Amazon S3 XHMKHIThEE.
FERAUTEETRMTHEET RREAFNIRNRE . AWS Storage Gateway 3 # :

« XF VMware ESXi LEBAIM X : sources.tar
+ XF Microsoft Hyper-V LB HIM 3% : sources_hyperv.tar
« IFEETF Linux RZBELAL (KVM) EZBBHIMX : sources_KVM.tar

%7 @81E OpenSSL Project 3 1E OpenSSL Toolkit B A I & BV E 4 (http://www.openssl.orgl)e B*<
FIERBNE =5 TEMAXFANE , S RE =5 1FTik.

FEHA T Amazon S3 XM<Y FFRA 14

LRE=F T EMFTIEA FRME Amazon S3 XHMx ( S3 XM ) ThAE,
ERANT 8 T8 S3 File Gateway Mt Y LT R H 4 HIRNRE
« XF Amazon S3 X#HMX : sgw-file-s3 FFIR .tgz
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https://s3.amazonaws.com/aws-storage-gateway-terms/sources_hyperv.tar
https://s3.amazonaws.com/aws-storage-gateway-terms/sources_KVM.tar
http://www.openssl.org/
https://s3.amazonaws.com/aws-storage-gateway-terms/THIRD_PARTY_LICENSES.txt
https://s3.amazonaws.com/aws-storage-gateway-terms/file_s3/sgw-file-s3-open-source.tgz

AWSStorage Gateway fi {5/
EeER

%7 f‘a3E OpenSSL Project 7E OpenSSL Toolkit FE A MIF XK E 4 (http://www.openssl.orgl)e BX
FAEMRIMNE =S TEMEXFILE , ESRE=HFTIL.

[

X HEREER
TRIIHT AR EHRA,

ik XK

/1 Amazon S3 FEBABRAXHFRLEH., XHH 1
E S3 EE B E — 3 — g

BRI BRAIHFEEZS 10
BATHHTEARKRD , Bl Amazon S3 FEATRH 5TB
BARKAN,

Note

MREBEAXEHRNEL 5T, N4k
B STHEARAKRERHEE , AR FE TSR
B 5 TB,

RABRERKE 1024 =%
Note
BT SUEEIEENRE , &

2S5 FER, WRHERTXHMAZE
# NFS #1 SMB M,

7R HEEERY 2N |G K

TRAFTBENRXME T A E FHE KD

s ZE7F (&RDME) EF (RKHEH) H SN N
S3 X HMx 150 GiB 64 TiB —
Note

BUUNEFEE— I RSN FHRHEHE , FABFE,
EmREMXAMERF , EEH (EERFR Amazon EC2 356)) HEIRFHATXEE, MR
HEFN#HESENERT , BOEXNBHEH KD,

ERFMEER

Storage Gateway X3 Amazon S3 #5/#. Amazon S3 #5H# — THZEA R, Amazon S3 BRED ZU K S3
Glacier Ffit#, BXE#EMNEZEER , 5@ Amazon S3 FE K F K Amazon Simple Storage Service
FIEE.
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FEEEEXHRXEEER

£
- BEMEEXHMRESER (p. 193)
» ¥ GLACIER KA T XM (p. 194)

RE#REXHERNXEEER

LHIEHEREF NG REN , BULUANRIERENEHE, BALULER Amazon S3 FREFEEES |, T
il S3 4R —IA, S3EBEX —IA S S3 BHESPEFHELE, BHEAET - XEEHEPINXNRITLUES £HEH
F WL 2] GLACIER H,

Amazon S3 123 AEEM

¥Rt %1% Standard” (5 ff) FFEZ i B M LTI RIFMH
EHE FPFNSATARH, XERIANFEHE,
BXEZEER , 5% Amazon S3 Ef,

S3 Intelligent-Tiering ¥ Intelligent-Tiering”(B8E2 B) IENE B3 EHK
BER B R ER RSN TG R ERECERE K
Ko

B TE “Intelligent-Tiering” (BEER E) FM 25+
PN RAEESRE 30 KNER. BBk, BERZER
FEEBZ RN R EMNER, FRER
52N 30 X, 1& 30 K2 Hil il BR A XS ORF 2 b A5l W ER
HETRRARBNFEEA, ERXLENKRHER
R | T RIMR B iX XY RAY B (R DA K B 1 [R] A 57
R, M 128 KB INREEE ‘BRES R (BRen
B) FHESIPHITED T E. XENRBMEHE
EERRINE |, HWEURAIRIBREA,

S3 B RN EZFENITREMREFLE
B. S3 BHEDELBTN 90 KRR RBE
ANERBRE , RBE 180 RARGRISHEEFZ
Deep Archive T RIE. FTibfAmtiERERE R —NFR
HREFHNR , ZNRBLELNDERNESF
“SREHE B, AEZFHTRR, MRREEY
XHHZHRXGEHNAFRNARFREETHED
GHERH—INEHESD , XS BEREIR, W
RRM N ARFENS R IBEA R
X, BEOEENES S3 B REEGFER.

TR R BB X RTERTERE (FIWFE
%, iTEB., WERM ACL ) B HiRER | MKk
MAXNR , F1E L Amazon S3 23 oI B EFTARA
BN R, EEFHRERERLEFEFER T, MBI
XHRENMAERERE |, RAEEFETH
% BEXEZEE , 2% Amazon S3 Ef.

S3 Standard-IA B “Standard-IA’(FRAE - IA) FHETE U7 8] 89 T TT
REHEHE EFFNSNTHXA,

T7f#7E “Standandard-IA" (Frf-I1A) 176385 R R3S
RABESREE 30 RNER. MR, HFR., BRRIAK
REEEG AN RM=EFTINEH. KRDFHE
BE 30 Ro 30 RZAIMIBRAIN R~ EMS T
FRRBNFREBANRLEAITE, ERXENR
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¥ GLACIER 7Ff 3 T XM %

Amazon S3 ik EEEIM

NEIUIR , T HREXEN RO EUAREER
BIESAE, NF 128 KB I REX T 128 KB %
A, FWEERETHER A,

T MR BN X RITESR TR (HIFRE
&, iTEB., SR ACL ) B HEER | Sk
AN , FEH Amazon S3 PRI B RAE
B R, EEFHRERFERALE#EEZE , MBIE
XHBRENMFAEENREE , BAEEXFHREH
% BEXEZEER , F2 % Amazon S3 EH.

S3 One Zone-IA BEREX-AFEFER RN FHRELENTAK
o

T4 E “One Zone-IA” (£ [X-I1A) FEER P HIXT R
AREA R 30 RKAEE. MR, FHR. REREEHR
EHEN AN RMZEHTNTR, EHERAS
A 30 X, £ 30 K2 Bifhl BREY 3 SR b5 Uk ER
HYTRERRBNE#ERR, ZEXETRNER
R | T RMRE X T R R E LA R B E A5
£, PMF 128 KB I REZ 128 KB 92 |, #
W ERIR BT BR 32 A

T MR EEN X RITESR TEIE (HIRE
&, iTEB., NEM ACL ) B HEER | Sk
MENR , H7E I Amazon S3 TFEZE P A BRI AR
BRI R, EEFHRERFERALE#EEZE , NRIE
XA BRENMAEENREE  BAEEXHRH
%t BEXEZEE , S5 Amazon S3 EM,

REBALENKRMNXHHZEEE A S3 45/ — IA, S3-One Zone-IA = S3 BaeD R RS , BIRA]
BUSERALHARKHRERNRMAIREEMNXMHREEA , AHRNREHEEHMIM BN REFE 30
RN, AXREGAPRRES  BSANRETEAHEE.

¥ GLACIER f#fi# 3k F T XXM <

WREE T Amazon S3 £ AR BN EN X H#E S3 Glacier, BZXH BN BEFE2 A BHI XHH
EEPIR , BEEFNZXEHFEER 1/0 (iR, EIMEBIBCH CloudWatch Events i B R EIX L /0 BiRKE
RHEWEH  REERZBEANXIUER, Bl , S AREUE LU B EAT RIERZE Amazon S3 #1,
FNRIERE S35, B XHREEFIHUUABES XHFREER T HRIFMEFTEA].

BXRUNAZRREEFRENENER , BEH. REFENRHPHAmazon Simple Storage Service 1.
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NEWERIRL

Storage Gateway B APl & &

BERBEIAH | BETLUER AWS Storage Gateway AP| , SURTAREBHEEM K, Ao iR
AWS Storage Gateway &1E, I HHRIFH#THERZEFNEIRLGE, BXTAT Storage Gateway KX
BMAET SNELR |, ESMAWS Storage Gateway4& i T S MEFH HHAWS — iR S#E .

Note

B LAEFAWSER Storage Gateway FF X B FAIfEH SDK XEXFE : AWSEATF
Java, .Net #1 PHP W% T E B8 EKZEM Storage Gateway APl , \TIE{LIEHNBRRES. B
XTEFAEIECENER , ESRARGRBEE.

FB

+ AWS Storage Gateway % FE R iE KRRk (p. 195)

« £EBR (p. 196)

- BIR@AI (p. 198)

AWS Storage Gateway4 & Y5 SRRk

ABHFERETRBEKIE POST ERIFSHMEAIIRL, AWS Storage Gateway. #4§ HTTP #3k 2 &
ERRRBIEXBERNEZAGE  SEEFERANERE. BROBHURRTEWHEERLEERNNE
B. MEXH9KRINE , HRAFFEE,

T IR R ActivateGateway #R4F 8 FI 953k

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date;x-amz-target,
Signature=9cd5a3584d1d67d57e61f120f35102d6b3649066abdd4sbf4bbcf@5bdof2f8fe2
x-amz-date: 20120912T120000Z

x-amz-target: StorageGateway_20120630.ActivateGateway

LT RMMBEE POST iERFHIFRLAWS Storage Gateway. L FATRFRLEL “x-amz” 9 FF LAWS B4R HY
ko FIHMEMAIARKIIRN HTTP ESHERANZERL,

PRk iR

Authorization B EEEXEANERNBIEE. AWS Storage Gateway S AFAEFER
RERNERBNERIRE. ZHRLNBEIOTRIR (WETRESE , FnTHRT
&) :

Authorization: AWS4-HMAC_SHA456
Credentials=YourAccessKey/yyymmdd/region/storagegateway/
aws4_request,
SignedHeaders=content-type;host;x-amz-date; x-amz-target,
Signature=CalculatedSignature
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LEER

¥Rk iR
EREMNEETF , B EYourAccessKey , £, BB ,

(yyyymmdd), X5 # CalculatedSignature, #FRKHIHEINAAWSYVE E& i
B, SENFAGESEETE LEER (p. 196) H#HTiTiE,

Content-Type ffAapplication/x-amz-json-1.1EAFIEE RN ABREEAWS Storage
Gateway.

Content-Type: application/x-amz-json-1.1

Host i A EHARLKIEEAWS Storage Gateway K iEE R LiHT =, Hl
I , storagegateway.us-east-2.amazonaws.com2XEFRI (FH%H)
XFHLHT R. BXAATHLET SNESESAWS Storage Gateway il
Z[AWS Storage Gateway%& i 17 S M EL &L P IAWS — RS & .

Host: storagegateway.region.amazonaws.com

x-amz-date BARTE HTTP IR AR R B DatebrB = AWSx-amz-datedrk, (&8
2 HTTP B REXHTAFEIZEDatetrk, ) Yx-amz-datefrkiz
£ , AWS Storage Gateway ZEg{EfiDateid R B A RITH B AIRL, x-amz-
date XA A YYYYMMDD T'HHMMSS'Z' # =\ #9 1SO8601 Basic, MRE
RHEFA T Datefllx-amz-datefrk , AEFRLMIE AT 42 1SO8601,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target BARKIETE AP UIRA AR B EERBIRIE. BIRRXEBIEE AP RAM
APl BFMER , HBERXUWT,

x-amz-target: StorageGateway_APIversion.operationName

XL XigA : OoperationNamefE ( N “ActivateGateway” ) ATMELT API 5l
£ P : Storage Gateway B APl 2 (p. 195).

BEHR

Storage Gateway ERBINIERIITZR , KRIEFFRENEMER BEAMZREERRITERFEZ

B, NN ERER, MEKRASRBWANT RO —BEENHE, NEEHRENAANRSELNE
RXAMBBRIGRZH. BHERBREAKEE , SFZESEEERD , EFAZE. ZXBREWERN
Authorization #RkM—E 2,

WERERSE |, Storage Gateway FFEAM ZERFITXEWHEREFRBNMAERITEZL R, WRFT
BEEEZBERTPHNZEHHTE |, N Storage Gateway FFLEZER, BN , EFRFHKIEL,

£/ Storage Gateway ZIFFAWSKEEMAE 4. HELENIBIT 2RI =MES -

« EF 1 BIEABIER

FFEP HTTP BREFH IR ACEN . BAEAAEEN | B Storage Gateway EFITELZUEHE
EENZERBTHRAEAR —MEER,
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XLHILEITE

- FF5 2 HBRELFHE

PE—NFHE , RZZHEREEHNZLRHFREMAETH 0. ZZHEHRNFEFHR", B
FEZEEN, BREH, TIECEFZHFEUARKE L —EFSHABLERNES. ZIDCEZHEREGR
A, XEMRSEENES,

- F5 3 BIRESR
EANBEFEENENERVUELES  ZRBESIANAAFTHR  SEXFHBRARERA. RE

FHNTEAER , MENRBHRZANFRACRASICEEFFRRUEETHRENE RIS
(HMAC),

KOILATE

THIEL R ListGateways BIRE W F ML R, ZRBITAEREENEEUTE S ENSE, HtSEITE
B8 E7E Amazon Web Services 1AL R ZZ AR 4 iR EHH,

RBIMBRELAT &I

« ERAETREIB N “Mon, 10 Sep 2012 00:00:00"GMT,
« REFTRAXERS (HEXHB) X,

BRERIEZE (B JSON EX) H :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
x-amz-target: StorageGateway_20120630.ListGateways
{3

NES 1 QIEMTIER (p. 196) I EHERAEHEANR -

POST
/

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T000000Z
x-amz-target:StorageGateway_20120630.ListGateways

content-type;host; x-amz-date; x-amz-target
44136fa355b3678al1146ad16f7e8649e94fb4afc21fe77e8310c060f61caaff8a
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XEXEE  FEFHENTES 2 SIBEEFHE 0. 199)=— -

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c@effabf9224ac752cal79a04cecbede3038b0959666a8160ab4s52c9e51b3e
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https://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html
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ARLEEWBERNE—ITREE , FETTRMNEE  F=TRIUERTEE , RE—ITRES 1 PHTERNS
FE.

NFES 3 BIEZE (p. 197) , MEBHARTNR :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,'20120910"),"us-
east-2"),"storagegateway"), "aws4_request")

MRFERAMBRFRZRS |, wlalrXUtnFEMI/KZTMDENG/bPXRfICYEXAMPLEKEY , MitEHWZEE R ;

6d4c40b8f2257534dbdca9f326f147a0a7a419b63aff349d9d9c737¢c9a0f4c81

RASBEEWIE Authorization ¥k, N TFRHITGRIZES AKIAIOSFODNN7EXAMPLE |, #rk (R TET
B, N TIRITRF ) A AKIAIOSFODNN7EXAMPLE

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c4@b8f2257534dbdca9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81

iR I RL

]
- 2% (p.198)
- BEEEIRRE (p. 199)
. HERWTTL!E.2112

AED R MAEF X AWS Storage Gateway fFHIRI 5| AE R, XEHRUBRFIATBRERRRBRT. 6
le] MRBEREZEFEERE , BALHEEMA APl MEHRE4ERHFISN InvalidSignatureException, B
, A ActivationKeyInvalidActivateGateway APl R B4R IRKD,

RIFHIRXEWIER |, Storage Gateway FTRERRE IS |, RERREFISNMBAERRAB, HiRWE
B (p.211) &7 T REWRRA.

= iy
b

TRIHT AWS Storage Gateway API 5k, 2 AWS Storage Gateway IR E 45 IR B AT , WE KL IE X
2TEXEHINZ—, InternalServerError M InvalidGatewayRequestException JREIREHEIR
R (REEBSENREHRRBY REEIRNKE (p. 199) HEAR) 2—.

BN HE HTTP AR

IncompleteSignatureException EENZETRZEL. 400 #HIRTER

InternalFailure HTFELERMER, FERRESHER 500 ASPREEER
028 KW

InternalServerError —MRAEERRBERREREIRK 500 MEPARSS BE4E %
B (p. 199).

InvalidAction FriBE R AVIRIESIRIET M. 400 £BiRiER
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InvalidClientTokenId X.509 iEPRAWSEAN B R PG EFTIR | 403 211

HEIF R4 1D

InvalidGatewayRequestExceptiord2EfEIRIREE (p. 199) HEVERIELEIRK
BEEZ—.

BIMNTEHNERER SERHUNERT
Ehl, RELEMAWST R ZBAMEE S
o

ERPBERT —MRERETSH

BERDMLAEEERN ( BIEM ) AWSTH
12348 ID 5% X.509 iE$,

InvalidSignatureException

MissingAction

MissingAuthenticationToken

RequestExpired ERBESEREARFRTE (RA 15 54
Hih) , REREZEEROEES 15 5
o,

SerializationException FoH{LHER HIE IR, EFEHN JSON
REWRBRIT,

ServiceUnavailable BTRSERERNSETSBIERK
o

SubscriptionRequiredException XEXEAE : AWSIHRIZ4 Id EEITH
&

ThrottlingException BEREH.

BET RHAEIE, Storage Gateway FHY
BAE (p. 213) REIH T ARIRE,

ERPEENZETETR,
RMAZBNEFERSEELTE.

UnknownOperationException

UnrecognizedClientException

ValidationException

BRAEER IR

TRERKZ AWS Storage Gateway R/ER RIS IR EX LTBE API
ZEIBRET, REFTERESRRE , EhaEFIERGNMERZ —

400 #IRER

400 fRiR¥ER

400 HBiR1ER
403 2 LR

400 fBiR¥ER

400 FFIRER
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400 f#BiR¥ER
400 #IRIER
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateFileSystemAssociation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisassociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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"__type": "InvalidGatewayRequestException",
"message": "The specified volume was not found.",
"error": {
"errorCode": "VolumeNotFound"
}
}
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"message": "The request signature we calculated does not match the signature you
provided."
}
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