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6 EIL;\

6.1 TNRESSIE

ABEERIERHFRASMHEE. HitEE. IDL BEMN—RWEBRR, oERETRRE

HER, REPHURAESEEETUHTRERIE, IREEETH. BEBRINEE,

6.2 AP Fi

BEEE (REEERSR CMC BERKENSHiERE) .

6.3 Syslog HEIZE&E

BEH=R
BT Web R E#HIT Syslog IR E.,
BESRE
1. BRE Web GUI, #A "HENEE>-HERE" NH,

6-1 HEIRE

# Im - HEER

HEEE
3
L &
Syslog HERE
2. )i “Syslog BEIRE" , tAITE, thg&E& “Syslog F&Zi&E" . "“Syslog EH4x

R EBRRT . RPN F “Syslog BRFSEMIRAEX” . AP TR IDL
AFHEFRITHERRICREFAEHXA, HESHNERICRER AR BEER
FEZEARGEE. HEFCEARERN, FTESRSH[MUL. RSH[iKDOMIHLE
EEO
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6-2 Syslog 188

Syslog X &

# Im - HERE

Syslog ¥ &L
Syslog HE W E
ERAE

EEGA R T IS EER M E PR

warning

iz il

° ubpP TCP

B ##F

Syslog 28

1 E Syslog i 55 &8 AR 0%

FS RRA  RESME

0

% 6-1Syslog RE

o A& BifF

dIE= tH=
. |dlEl.._1~ auditBE

i = itHE
. |dlElu auditB &

dIE= tH=
- |dlElA._‘. auditHE

dIEE tHE
- |dlElA._‘. auditH &

2% iR

Syslog&HEIRE Syslog&&

AEFHRALE, TSk, EBIA:

«  AHAR

+ ZEEARRE

. ENB
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%

SyslogEHARIR SyslogEAHARIR, oIiEA:

- BRFIS
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88 fiii i

RRITMY BRI, TEA:
« UDP
. TCP

o TLS (BITHAIE, XXMEIAIE)

E EEFETLSINYE, T EEXNNEIBRSSEBSINEX S,

% 6-2 1R E Syslog REBMBIXER

28 iR
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BH BRIAREHR.
BR$S2E Ik Sysloghr$s it
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7 CMC Ben& &
7.1 WnaEts

CMC By jEiR ER PR ECE CMC BB SE: BEEE NTP RS5EE, RSABMESH, <
I NTP BE1EE CMC BYiE,

7.2 NTP HziE#H
BIEHS

B Web EEFREFIT NTP HHIRSIRE.
BIESE

1. ZFR3 Web GUI, #A "CMCiRE>HEREYE" THE, WREZRHAEIH CMC 8§
MNTPIRE, WTEF:
B 7-1NTP BEXIEFBEERE

# 01 - BfeRE

H #H & e

CMC [119] & IRffir]
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2. TEREDED “NTP BziRIFrBEI&ETE" %I, “NTP DHCP4 Rl B EI&EYIE" =
“NTP DHCP6 R B EB&BTE" , FHxt NTP fREZ LK% NTP B A& ARk HT
RE, YW NTP BxIEFERE, =t "OK" %, REEE,

7-2 NTP EE EHIAHIEE
100.3.8.61 says

HE & iHE=ERsEEE. 8, FErEEErEeiE, F
FHAFSESEED, FERER. B EREHTE?

7-3 NTP ECE R IR ME
100.3.8.61 says

B & iEhREEEFMN. T2, FEREErEedss, Rt
AFSESEMIED, BEFER.

29



RBEERSHE (MCEREFH

8 SNMP Trap SZi& &
8.1 MhaeisH

SNMP Trap SZEERRIRMAXEMHHEEXE SNMP Trap SHEE, BT ESZL7.
BELVE, WEHAERTHELRE, BYSZEXRBEEREESHAENLXENM IP
MixO,

8.2 SNMP Trap i &
BIEm=

BEIE Web SR HE#T SNMP Trap IR E.,

BRESR

N

1. ZHE Web GUI, #A "BAEMESESSNMP Trap iIRE"” TE, i&E SNMP Trap %
B4, 8IF "Trap A" . "EEBRF" M "HEE" &, WTEMAR:
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12 ssLis=
12.1 DIsEfs1E

ZINRESIFXS SSLIEH# TR, MMEnRel, BNERKECHIEBMATMAN, HK
NEHES, RIEEBOEYRME,

12.2 FEZER SSL Fik
BEH=R

32 Web BRREALER SSL i,
BESRE

1. BR WebGUI, #A "CMCIRE>SSLIRE" , &#F "F~4£ SSLIAIE" ,
12-1SSLIRERE

# I/ - SSLgd

SSL i #

N X

EE SSLiME I

b
¥

SSLMTE EfE SSLGE

2. EWMTEFRRAEPESER. FBRZRERBESEX 12-1,
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12-2 £ SSL IR E

AR SSL A IE

& FR(CN)

testssl

2040 ()
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BRABR (CN)

Common Name, TJRAFREEZHERIEEIR, ki

testssl,

HR (0)

Organization Name, ARZFMHFEATEZR, LR
EXZEEINSPUR,

AL (OU)

Organizational Unit Name, AAE BB TE RS
R, LLINEHEBIIBEEFW,

Fh R (L)

WM R, HIFEHESIN,

M=xE (ST)

MHE, LLMLRELESSD,

EZxR (C) EXR, tbingEChinagE5CN,

R S uhila B FERANE, Ebintestssl@inspur.com,
B¥E BREHE, 365KF3650K,

BHREKE BEAKE, tTLMERTRE2048,

12.3 45K SSL EiEH HE

BEmR

BCEM SSLFIE, Hidd Web EEBRE L&,

BRESR

1. & OpenSSL TR, BEMEEIREBIESM 15.2 OpenSSL MW E, ARELSBEER
OpenSSL TE4ERIEE, NBRELEERNES, BHERKEE 65,

2. HERFAEA, opensslgenrsa -out privkey.pem 2048,

3. ERIEBIER (8%% 12-2) , opensslreq -new -key privkey.pem -out

cert_req.pem

£ 12-2 iEREKRBAIN

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank.

For some fields there will be a default value.

If you enter'.', the field will be left blank.

Country Name (2 letter code) [AU]:CN
State or Province Name (full name) [Some-State]:SD
Locality Name (eg, city) []:JN
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Organization Name (eg, company) [Internet Widgits Pty Ltd]:INSPUR
Organizational Unit Name (eg, section) [J:FW

Common Name (e.g. server FQDN or YOUR name) []:webssl

Email Address []:webssltest@inspur.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

4. HEEZIER, opensslx509 -req -days 365 -in cert_req.pem -signkey

privkey.pem -out sign_cert.pem,
5. BIEBEHEIFAESUE cat privkey.pem sign_cert.pem > server.pem,
6. EFR WebGUI, A “"CMCiEE>SSLIRE" , ®&#F " Ef£SSLIAIME" , W8 12-1.

7. TERHBISHEED, EEFMEVEIEXME sign_cert.pem, EFEFEIFALEXE
server.pem R “REF" THIRE, WE 12-3,
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12-3 L& SSLAEERE

& SSLIEIE

HTTPS S UE E S8 57, Il ¥ 71 0 /5 SR 68 R 8 Bl

L

Sat May 2 02:25:03 2020

WA

sign_cert.pem

ELEIR:

Sat May 2 02:25:03 2020
e ELER

B t&F

8. BXRATE "CMCIRE>SSLIRE" , mifi "&& SSLIAE" , BMIANEILEEELEBX,
MTEFRR:
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1 3 Redfish

13.1 #5R

Redfish —METF HTTPS RSN EE+nE, FIA RESTul IMOSLINREEIE, 8 HTTPS
BIEERLL UTF-8 41569 JSON L, RRFERE—NEIR. #ME Web NAREFEN K2
IR[E] HTML —#, RESTful #EOS@E S BEHERYLEI(HTTPS), PLJSON MEX @B FikiR
B4,

SHa), BOERMNERHEERNHFREEORALRE, Redfish TRRETX—#E%, MLt
ZEBERAR, EMNS T, ZTERAMERMYE T oI BEME . Redfish BHIE—MEUEEE
BEaTDA AT RANRZEXRSE. NhH, LUIMBETHERS, HABRE FHIRERIR
THAXRBEFHBERBARSINE, MEAN-FREARUREERE T EBZE,

13.2 AP ¥

CMCRedfish EARIFESE X (RMEFRSS: Redfish AP FE) , MEFTEEAL
MEERRRBERARZIKER,
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1 4 #HA BIOS &4t
14.1 Thaeis

HERSBES D, BIOS 5 BMC Z@HEEE, #HIT8IER#E, @2 BIOS AHE, tTJAEE
BMCHIMREEEE. AFEE%. 8§ C(MC RS RESL, thaeiiEid BIOS EE CMC B
M%EE%{%I@\O

14.2 ZAMiHA BIOS ZF:
BIEHS

BEAMERERSE, A BIOS R4,
BIESE

1. ERFHEEFIMNRRE. BiR. Bk,
2. RS LBF.

3. RLGEFHSIE, HYREELEW Logo BTAIRR:  “Press <DEL>to Setup or <F11>to
Boot Menu or <F12>to PXE Boot.” B, W TEFAR, & “DEL" , HE=HEHA
BIOS Setup &M@,
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14-1 BIOS Logo BE&

inspur

> to Setup or <F11> to Boot Menu or <F12> to PXE Boot.

4. # A BIOS EHIRERAIN TEFR:

14-2 BIOS Setup &

Aptio Setup - AMI

ation Socket

Configur

BMC Firmware Version
ME Firmware Version
Access Level

Platform Information
CPU Type

CPU Current Speed
PCH SKU

RC Revision

DRAM Total HMemory
BPS Total Memory
System Memory Speed

System Language

System Time

4.11.06
0F:4.4.3.236
Administrator

2 * Intel(R) Genuine
processor
2400MHz
LBG G@S/PRQ - C621A - B3
19.D22
256 GB
0 GB
2666 MHz

[English]

[Mon 04/ s2021]
[09:49:43]

i Months: 1-12
Days: Dependent on month
Range of Years may vary.
v

Year: 2005-2104

++: Select Screen

Td: Select Item

Enter: Select

+/-: Change Opt.

F1: General Help

F2: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit
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15 zm1a

15.1 IPMItool /4
15.1.1 HiERERGS

BE IPMItool # R AIX IPMI 5%, TILAEEHNL OS £&IX KCS #EANTA®S, BoJld
BTk ARE LAN #EO/ IPM T4be5< ., IPMItool B Window RZAF] Linux fRA, #£
Open #OT, R3Z#F Linux B,

XEEO:
® Open, Linux OpenlPMI #ZO[RE].

® LANPLUS, IPMIv2.0 RMCP+ LAN #0,

15.1.2 Linux T IPMIitool & & 5{EH

# Linux RATXE IPMItool, FELRERTRMHE OpenlPMI #l IPMItool, OpenlPMI A
IPMItool 12 NZ IR, £ IPMItool BEEEIE Open EOHAAMARS S BMC, 7Tk
CMC BY, REEfER LANPLUS #0.,

X0 IPMitool €TS8 ETX, ERERAEMSHINERTSAGSTEN. £H
“ipmitool -h" BEFEMER, NTEFR, & IPMitool HEHERRENINXZIFHIE

2.
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15-1 IPMltool cmd

Commands:
raw Send a RAW IPMI request and print response
i2c Send an I2C Master Write-Read command and print response
spd Print SPD info from remote I2C device
lan Configure LAN Channels
chassis Get chassis status and set power state
power Shortcut to chassis power commands
event Send pre-defined events to MC
mc Management Controller status and global enables
sdr Print Sensor Data Repository entries and readings
sensor Print detailed sensor information
fru Print built-in FRU and scan SDR for FRU locators
gendev Read/Write Device associated with Generic Device locators sdr
sel Print System Event Log (SEL)
pef Configure Platform Event Filtering (PEF)
sol Configure and connect IPMIv2.0 Serial-over-LAN
tsol Configure and connect with Tyan IPMIv1.5 Serial-over-LAN
isol Configure IPMIv1.5 Serial-over-LAN
user Configure Management Controller users
channel Configure Management Controller channels
session Print session information
demi Data Center Management Interface
nm Mode Manager Interface
sunoem OEM Commands for Sun servers
kontronoem OEM Commands for Kontron devices
picmg Run a PICMG/ATCA extended cmd
fwum Update IPMC using Kontron OEM Firmware Update Manager
firewall Configure Firmware Firewall
delloem OEM Commands for Dell systems
shell Launch interactive IPMI shell
exec Run list of commands from file
set Set runtime variable for shell and exec
hpm Update HPM components using PICMG HPM.1 file
ekanalyzer run FRU-Ekeying analyzer using FRU files
ime Update Intel Manageability Engine Firmware
vita Run a VITA 46.11 extended cmd

15.2 OpenSSL 1148
15.2.1 RERERB=S

OpenSSL R—"RLERFERBE, EFTENEBEL. FHEH. IBHREENME
R SCH SSL MY, OpenSSL EBANRAE KB AT A A =N EE M TN AEERSY : SSL MY EE libssl,
MARFHSTRURBZBEXLE libcrypto,

15.2.2 Linux &) OpenSSL REF{EH

£ Linux 24 T& 3% OpenSSL, BERER MG : OpenSSL # libssl-dev, BR{EH
FENSHG RS NGSITEE . 8 “openssl help” EELZYER, WTEMATR, 2
OpenSSL #EMERIRENHAZFHSEHE.
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15-2 OpenSSL cmd

openss| help

standard commands

snlparse ca iphe cms

ril crlZ2pkcs? g dhparam

dsa dsaparam ecparam
engine errstr gendsa
genrsa help
ocsp passwd
pkcs8 ok ey okeyparam
prime "and rehash
rsa o= s_client
s_time '

nkac

verifty

the "dgst' command for more
gost
rmd160
22 ) sha3-224
-ha3-384 sha3-512 sha3g4 sha51

sha512 ) shakel28 shak

(s "enc' command for more details)
aes-192-cbc aes-19
aria-128-chc aria-1
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