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Copyright © 2006 Juniper Networks, Inc. All rights reserved.

Juniper Networks and the Juniper Networks logo are registered trademarks of Juniper Networks, Inc. in the United States and other countries. All other
trademarks, service marks, registered trademarks, or registered service marks in this document are the property of Juniper Networks or their respective
owners. All specifications are subject to change without notice. Juniper Networks assumes no responsibility for any inaccuracies in this document or for
any obligation to update information in this document. Juniper Networks reserves the right to change, modify, transfer, or otherwise revise this publication
without notice.

FCC Statement

The following information is for FCC compliance of Class A devices: This equipment has been tested and found to comply with the limits for a Class A

digital device, pursuant to part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when the

equipment is operated in a commercial environment. The equipment generates, uses, and can radiate radio-frequency energy and, if not installed and

used in accordance with the instruction manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference, in which case users will be required to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices: The equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with Juniper Network’s installation instructions, it may cause interference with radio and television reception.
This equipment has been tested and found to comply with the limits for a Class B digital device in accordance with the specifications in part 15 of the FCC
rules. These specifications are designed to provide reasonable protection against such interference in a residential installation. However, there is no
guarantee that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:

B Reorient or relocate the receiving antenna.

u Increase the separation between the equipment and receiver.

B Consult the dealer or an experienced radio/TV technician for help.

u Connect the equipment to an outlet on a circuit different from that to which the receiver is connected.

Caution: Changes or modifications to this product could void the user's warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED
WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED
WARRANTY, CONTACT YOUR JUNIPER NETWORKS REPRESENTATIVE FOR A COPY.
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Editor: Lisa Eldridge
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WebUI
Network > Zones > New: i j\E‘IEIU[‘J”'F’*,' IR~ OK:

Zone Name: Finance
Virtual Router Name: trust-vr

Zone Type: Layer 3: (E#E )
Network > Zones > New: fij " *E'IEIUPJ"F’}’  Jkii - N OK:

Zone Name: Eng
Virtual Router Name: trust-vr

Zone Type: Layer 3: ( =)
Network > Zones > New: fij *E‘IEIU[‘J“F’*,' ki - OK:

Zone Name: Mail
Virtual Router Name: untrust-vr

Zone Type: Layer 3: (ZE# )

Network > Interfaces > Edit ( ¥J#* Untrust): f& Virtual Router Name ™ $i# =4y
Hi [ untrust-ve > IR~ ™ OK »

Network > Zones > Edit ( #f#* DMZ): f§-Virtual Router Name " $# = jF HT [ 132
# untrust-vr » JREH—~ S OK -

CLI

set zone name finance

set zone name eng

set zone name mail

set zone mail vrouter untrust-vr
set zone untrust vrouter untrust-vr
set zone dmz vrouter untrust-vr
save
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' 15: /7 o Bu s

1.3.3.1/24
eth1/1
Finance
10.1.2.1/24
B
VL§m£?1 144124 |
VLAN #1552
eth1/1.2

10.1.1.1/24 = ‘ﬂ
eth3/2 =

DMz
1.2.2.1/24
eth2/2

Y
10.1.3.1/24

eth3/1

WebUI

1. /i ethernet3/2

Network > Interfaces > Edit ( £[%% ethernet3/2): ﬁ? SN # » IR -
~ OK:

Zone Name' Trust

Static IP: ( EEIEHI‘ {IPECE )

IP Address/Netmask 10.1.1. 1/24

Manageable: (E# )

Management Serwces WebUI Telnet, SNMR SSH (:Z##)
Other Services: Ping ( % )

2. fiFiethernet3/2.1
Network > Interfaces > Sub-IF New: fj *E‘Iﬁlfi[jj?*,' » k- N OK:

Interface Name: ethernet3/2.1
Zone Name: Finance

Static IP: ( L1IZFIf 32 P27 )
P Address/Netmask 10 1.2.1/24
VLAN Tag: 1

Other Services: Ping ( 3 )
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fi Bt ethernet3/1

Network > Interfaces > Edit (35 ethernet3/1): ffdj * ™~ [FIfi9[7 FL piNEEE S
» OK:

Zone Name' Eng

Static IP: ( EIE?] BI=ER)

IP Address/Netmask 10.1.3.1/24
Other Services: Ping ()

fiE1 ethernetl/1
Network > Interfaces > Edit ( ¥[#%% ethernet1/1): ﬁ‘f SONEIRYP Fﬁ » YR -
-~ OK:

Zone Name' Mail

Static IP: ( %'E:*J =JIa )
IP Address/Netmas 1. 3 3.1/24

fT 1 ethernetl/1.2
Network > Interfaces > Sub-IF New: fij *E‘IEIUPJ“F’*,' » k- N OK:

Interface Name: ethernet1/1.2
Zone Name: Mail

Static IP: ( .%'Eﬁ IF=E2E )
IP Address/Netmask 1.4.4. 1/24
VLAN Tag: 2

fi Bt ethernet1/2

Network > Interfaces > Edit ( £[%* ethernet1/2): ﬁ? OB # DINE2 o
~ OK:

Zone Name' Untrust

Static IP: ( EE'ESj B )
IP Address/Netmask 1. 1 1/24

Manageable: (£ )
Management Services: SNMP (3% )

fi Bt ethernet2/2

Network > Interfaces > Edit ( £[%* ethernet2/2): ﬁ? OB # DINEE o
~ OK:

Zone Name: DMZ
Static IP: (
IP Address/Netmask: 1.2.2.1/24

e
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CLI

1. (i1 ethernet3/2
set interface ethernet3/2 zone trust
set interface ethernet3/2 ip 10.1.1.1/24
set interface ethernet3/2 manage ping
set interface ethernet3/2 manage webui
set interface ethernet3/2 manage telnet
set interface ethernet3/2 manage snmp
set interface ethernet3/2 manage ssh

2. i1 ethernet3/2.1
set interface ethernet3/2.1 tag 1 zone finance
set interface ethernet3/2.1 ip 10.1.2.1/24
set interface ethernet3/2.1 manage ping

3. /i1 ethernet3/1
set interface ethernet3/1 zone eng
set interface ethernet3/1 ip 10.1.3.1/24
set interface ethernet3/1 manage ping

4. fiFi1ethernetl/1
set interface ethernetl/1 zone mail
set interface ethernetl/1 ip 1.3.3.1/24

5. (i ethernetl/1.2
set interface ethernetl/1.2 tag 2 zone mail
set interface ethernetl1/1.2 ip 1.4.4.1/24

6. (i ethernetl/2
set interface ethernetl/2 zone untrust
set interface ethernetl/2 ip 1.1.1.1/24
set interface ethernetl/2 manage snmp

7. (i1 ethernet2/2
set interface ethernet2/2 zone dmz
set interface ethernet2/2 ip 1.2.2.1/24
save
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= TEELRIF TR e ARS R
ﬁ 16: Eﬁph%‘%}fﬁﬁﬁ
trust-vr untrust-vr
SO B s

Finance
10.1.2.1/24

VLAN £ 55 1
eth3/2.1 > NATE__S

1.3.3.1/24
eth1/1 > B5ph

1.4.4.1/24
VLAN #5155 2
eth1/1.2 > B&pli

Untrust
1.1.1.1/24
eth1/2 > "&

Trust
10.1.1.1/24
eth3/2 » NAT

S HeEw il il EvEvkal |
"luuﬂi? |:|=||

o & & - [ SO

Eng
10.1.3.1/24
eth3/1 > NAT

1.2.2.1/24

’E%EII

A
WebUI
Network > Routing > Routing Entries > trust-vr New: ﬁ? FONEIPVP FL[ N
- ™ OK:

Network Address/Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: (3£ ); untrustvr

Network > Routing > Routing Entries > untrust-vr New: ﬂﬂ?‘ RS JF" i
iy — N OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (=)

Interface: ethernetl/2

Gateway IP Address: 1.1.1.254

CLI

set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr
set vrouter untrust-vr route 0.0.0.0/0 interface eth1l/2 gateway 1.1.1.254

save
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o B o 2 A '»F“f ‘*Jt‘nF kel [V EE 2 BT B OE Any o o B
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WebUI

1. s
Objects > Services > Groups > New: ﬁﬁj“ —RE'IEIGJ[—‘J?‘[' » R - T~ OK:

Group Name: Mail-Pop3

HE Mail - SR iR < < }H‘%F/m Available Members ﬁ;ﬁf[l%gﬁ |
Group Members (1 -

HHE Pop3 > JREIFIHE < < }Hﬁﬁ/m Available Members Ffif| FZE5Z(
Group Members ffd[1 o

Objects > Services > Groups > New: ﬁ‘ *E'IEIUPJ?}' » JRiiF - T OK:
Group Name: HTTP-FTPGet

S HTTP > R P HFE < < HIR%51E- Available Members fifff| 72 g%
Group Members |1 -

HE FTP-Get » IR HE < < quF/”J Available Members ﬁ;ﬂﬂl%gﬁ
AU Group Members figf[1

2. Eﬁ?‘ﬁ
Policies > (From: Finance, To: Mail) New: ﬁﬁj‘ K E-IEIfJPJ”'Fﬁ’ » SRy~ ™ OK:

Source Address:

Address Book Entry: (1% ), Any
Destination Address:

Address Book Entry: (15 ), Any
Service: Mail-Pop3
Action: Permit

Policies > (From: Trust, To: Mail) New: ﬁﬁj‘ * E'IEIUPJ”’F'}’ » SRy~ ™ OK:

Source Address:

Address Book Entry: (1% ), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: Mail-Pop3
Action: Permit

kAT
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Policies > (From: Eng, To: Mail) New: ﬁ'ﬁj‘ = E-lléli’Jm"Fkl’ » Rz - ™ OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: Mail-Pop3
Action: Permit

Policies > (From: Untrust, To: Mail) New: & * E'IEIU[‘J?@[’ » JRiEfF - T OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: Mail
Action: Permit

Policies > (From: Finance, To: Untrust) New: ﬁE?J“ K E'IEIfJPJ"Fﬁ’ » R~ T OK:

Source Address:

Address Book Entry: (1), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: HTTP-FTPGet
Action: Permit

Policies > (From: Finance, To: DMZ) New: ﬁl‘ﬁ?‘ K E-lﬁlfj[“J"Fﬁ’ » SRz - ™~ OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: HTTP-FTPGet
Action: Permit

Policies > (From: Trust, To: Untrust) New: ﬁl‘ﬁj“ K E'IEIfJPJ"Fk[’ » SR - T~ OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (£ ), Any
Service: HTTP-FTPGet
Action: Permit

Policies > (From: Trust, To: DMZ) New: ﬁl‘ﬁj“ K E'IEIfJPJ"Fk[’ » SR - ™ OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (£ ), Any
Service: HTTP-FTPGet
Action: Permit
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Policies > (From: Eng, To: DMZ) New: i * E'IEIUPJ?@[’ » REf- N OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: HTTP-FTPGet
Action: Permit

Policies > (From: Eng, To: DMZ) New: i * E'IEIUPJ?@[’ » REf- N OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: FTP-Put
Action: Permit

Policies > (From: Untrust, To: DMZ) New: ﬁl‘ﬁj“ K E'IEIfJPJ"Fk[’ » SR - T OK:

Source Address:

Address Book Entry: (1), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: HTTP-FTPGet
Action: Permit

s
set group service mail-pop3 add mail
set group service mail-pop3 add pop3
set group service http-ftpget add http
set group service http-ftpget add ftp-get

it

set policy from finance to mail any any mail-pop3 permit
set policy from trust to mail any any mail-pop3 permit
set policy from eng to mail any any mail-pop3 permit

set policy from untrust to mail any any mail permit

set policy from finance to untrust any any http-ftpget permit
set policy from finance to dmz any any http-ftpget permit
set policy from trust to untrust any any http-ftpget permit
set policy from trust to dmz any any http-ftpget permit
set policy from eng to untrust any any http-ftpget permit
set policy from eng to dmz any any http-ftpget permit

set policy from eng to dmz any any ftp-put permit

set policy from untrust to dmz any any http-ftpget permit
save

FHTEET
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3732 FI RV Tl R
3V 33 FI_HpY T Trust-Untrust A0
= 3734 FI FpY T Home-Work f81=¢
= 3735 FI_HfY T Dual Untrust f5i=
3736 FI_HfY T Combined #i=¢ |
w3V 37 FI P T Trust/Untrust/DMZ (P50 ) 810
= 3737 fI_FpY T DMZ/Dual Untrust f8=¢
= 3Y38 FI Y T Dual DMZ i
m 5739 FIFpY FF%J@@}% A AR

m 3740 FI_F{Y THome-Work = Combined s RSL=1 ot dai

i

F' - Ji T l%ﬁ&ﬂ'ﬁ; R R A FEVBA S < F IR ] WebUI !
e %ﬁ‘ i v%ﬁ% [IV Network > Zones ° %%F}qu‘%‘]’ 18 o

Tl CLI g g = 1gn 1% ﬁ%[’gﬁ' get zone ;4] %xr}uj% 27 FIH{i9lp 19 -

ﬁ 18: WebUI f[If¥ Network > Zones F! Et

gl

Network > Zones ns208D ﬂ|
Mew
NotScroon-208 1D Name ¥irtual Router | ¥sys | Default IF Type Attribute Configure
0 Mull untrust-ur Root hidden Mull Shared
2 Trust frust-wr Root | ethernetl Security(L3) Edit | Screen, Mal-URL
1 Untrust trust-wr Root | ethernet3 Security(L3) Shared Edit | Screen, Mal-URL
4 Self trust-wr Root self Function
10 Global trust-vr Root null Security(L3)
6 Ha trust-wr Root | ethernets Function
g MGT trust-wr Root null Function Edit | Screen, Mal-URL
16 | Untrust-Tun frust-wr Root hidden. 1 Tunnel
1z W1-Trust frust-wr Root wl-trust Security(L2) Edit | Screen, Mal-URL
11 | ¥i1-Untrust trust-wr Root | wil-untrust Security(L2) Edit | Screen, Mal-URL
] DMZ trust-wr Root | ethernet2 Security(L3) Edit | Screen, Mal-URL
V2L 13 V1-DMZ trust-vr Root v1-dmz Security(L2) Edit | Screen, Mal-URL
14 WLAN trust-wr Root vlani Function{wvlan} Edit
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[ 19 BT get zone f71-5 v -

Iﬁl 19: Get zone T'F’[—?J JH',

ns500> get zone

Total of 13 zones in vsys root . B
RV g i -

ID Name)  Type) VR) Default-IF) VSYS) 7 3B (ID 0 A110) 127E | /7 21y

0) Null) Null) untrust-vr)  null) Root) %ﬁi ﬁvﬁ i Eils

1) Untrust) ~ Sec(L3)) trust-vr) ethernet1/2) Root)

2) Trust) Sec(L3)) trust-vr) ethernet3/2) Root)

3) DMZ) Sec(L3)) ) trust-vr) ethernet2/2) Root D[ 15-Screen0S 3.1.0 1 s 4 ] 5 - ;’%ﬁ{‘

4) Self) Func) ) trust-vr) self) ) NATF&} PR AT BUBER S 4 ng

5) MGT) Func) ) trust-vr) mgt) ) S TR ) AR FIU%‘EE'I EEY K LF;‘
|8 HA) Func) ) trust-vr)  ha) ) H=Th3ss (1D 1-3 {1 11-14) €| [pI WAl r# o

10) Global)  Sec(L3)) ) trust-vr) null) )

1) V1-Untrust) Sec(L2))) trust-vr) v1-untrust) Root) /

12 V1-Trust) Sec(L2)) ) trust-vr) vi-trust)  Root)

13 V1-DMZ) Sec(L2)) ) trust-vr) vi-dmz)  Root)

)
)
14) VLAN Func) ) trust-vr vlan) Root)
> | 16) Tun)) trustvr)  null) Root)

I&F”E‘biﬁﬁ AR 7-9 22 15 I IEGRY el =] -

(AR > VPN SEJREL /7 115 Z[J Untrust-Tun [ 185 - Bl {Er G 1
£ UrlljtrustE&’@‘c #3 3E ;E;;F“IE%TU Untrust- T g3 - )

[l 18 AL 19 Fl1F Al R I 1 55 55 = 78 ][RIV
m = : Untrust ~ Trust ~ DMZ ~ Global ~ V1-Untrust ~ V1-Trust ~ V1-DMZ

- SR RERE
| jj—F’j:E&I :Null ~ Self ~ MGT ~ HA ~ VLAN
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WebUI
1. FREAPEr

Network > Interfaces > New Tunnel IF: fig * E'[ElfJ[‘J"Fk[’ s k- N OK:

Tunnel Interface Name: tunnel.3
Zone (VR): Untrust-Tun (trust-vr)
Fixed IP: (:Z#)
IP Address/Netmask: 3.3.3.3/24

2. Mmip
Network > Interfaces > Edit ( & tunnel.3) > MIP > New: ﬁ?‘ N
F" SRy — ™ OK:

Mapped IP: 3.3.3.5

Netmask: 255.255.255.255
Host IP Address: 10.1.1.5

Host Virtual Router Name: trust-vr

CLI

1. ﬁﬁﬁf&'l
set interface tunnel.3 zone Untrust-Tun
set interface tunnel.3 ip 3.3.3.3/24

2. MIP

set interface tunnel.3 mip 3.3.3.5 host 10.1.1.5
save
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ER Layer 2 (372 ) = WY ¢ 4R "L2-" BIEE 7190 > "L2-Corp” w
"L2-Xnet" o
cLI
set zone name zone [ 12 vian_id_num | tunnel sec_zone ]
set zone zone block
set zone zone vrouter name_str
Edc: o Layer 2 (972 ) %2 W » VLAN ID number 155 1 (57 VLANI) ¢
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1. P#=% DIP 85 8 fUr%ji 10
Policies (From: Trust, To: Untrust): E@P’fﬁ“ID 10 #— » Remove -

2. MIFESEE] tunnel.2 Y DIP £ T 8
Network > Interfaces > Edit ( #[#* tunnel.2) > DIP: £ DIP ID 8 f#— "+
Remove -

3. f§vpnl E&FR3E tunnel.2
VPNs > AutoKey IKE > Edit ( £f#* vpnl) > Advanced: 4% Bind to: Tunnel
Interface * }j*“ /%ETEH I[ﬂl None ° E& ~ Return ° /H{I%‘Lf*ﬁt% N OK-

4. P8 tunnel.2
Network > Interfaces: £% tunnel.2 3~ » Remove °

CLI

1. Hls=EDIPEE 8 Fuf%r%:j“ 10
unset policy 10

2. PMFEEE] tunnel.2 fY DIP £ T 8
unset interface tunnel.2 dip 8

3. ¢ vpnl EEFREG tunnel.2
unset vpn vpnl bind interface

4. PYIF# tunnel.2
unset interface tunnel.2
save
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I RBE B 7 P

Name: [ FH| /7 1o €78

®  IP/Netmask: [ FFJ[ /7 1P 1P o SHAIEES R O -
m Zone: JFAENE GRH /7 HAS £ B8 -

= Type: I'ﬁfﬁﬁ‘ﬁ ot E'li%’fgj' Layer 2 (87 2 '§}) ~ Layer 3 (33 3 ') ~ tunnel GRJ3ED)
redundant ( Ffﬁ,%) aggregate (K& )~ VSI -

w  Link: PAROEH L ERSE IR B 2RAED (H1ED) -
m  Configure: [P ik R[S T {SA5EFLLR /0 o

[ 31: WebUI /i ik

MNetwork > Interfaces (List) hs500:Ysys:Root ﬂ|

List |20 =lper page

List IALL(12) 'lInterfaces New ||Tunne| IF 'l

MetScreon-500 Name IP/Netmask fone Type Link Configure
ethernetl/1 0.0.0.0/0 Mull Unused down Edit
ethernet1/2 10.100.37.155/24 Untrust Layer3 up Edit
ethermet2/1 0.0.0.0/0 Mull Unused down Edit
ethernet2/2 1.1.2.5/24 Untrust Layer3 down Edit
ethernet3/1 2.2.2.0/24 Untrust Layer3 down Edit
ethernet3/2 10.1.2.155/24 Trust Layer3 up Edit
ethermet4/1 3.3.3.0/24 Untrust Layer3 down Edit
ethernet4,/2 0.0.0.0/0 Mull Unused down Edit

hal 0.0.0.0/0 Ha Layer3 down Detail
haz 0.0.0.0/0 Ha Layer3 down Detail
mgt 0.0.0.0/0 MGT Layer3 down Edit
Teqgle Menu vlanl 0.0.0.0/0 WLAN Layer3 down Edit
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ns500-> get interface

4 - bhetive, I - Inactive, U - Up, I - Down, R - EReady

Interfaces in vsys Root:

Name IFP hddress Zone Mac VLAMN Ztate VID Vsys
ethls1 0.0.0.0/0 Null 0010.dh0od. 4dde - o - Root
ethls/Z 10.100.37.155/24 Untrust 0010.dh0od. 4dde - i) - Root
ethz/ /1 0.0.0.0/0 Null 0010.dhod. 4ddhb - o - Root
ethi/2 1.1.2.5/24 Untrust 0010.dbh0od. 4ddd - o - Root
eth3s1 Z.2.2.0/24 Untrust 0010.dh0od. 4dd3 - o - Root
ethi/2 10.1.2.155/24 Trust 0010.dh0d. 4dda - i) - Root
ethds 1 3.3.3.0/24 Untrust 0010.dbh0od. 4447 - o - Root
ethid/2 0.0.0.0/0 Null 0010.dh0od. 4449 - o - Root
mgt 0.0.0.0/0 HGT 0010.dh0od. 4d4d0 - o - Root
hal 0.0.0.0/0 Ha 0010.dh0od. 4dd5 - o - Root
haZ 0.0.0.0/0 Ha 0010.dh0od. 4dda - o - Root
wlanl 0.0.0.0/0 VLAN 0010.dbh0od. 4ddf o - Root
null 0.0.0.0/0 Null 0010.dbhff.0100 - i) o Root
ns500->
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Network > Interfaces > Edit ( #[#* ethernet5): f§-Zone Name ™ §i# ¢y Hif[ 12
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CLI

set interface ethernet5 zone trust
save
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Zone Name: Null
IP Address/Netmask: 0.0.0.0/0

CLI

set interface ethernet3 ip 0.0.0.0/0
set interface ethernet3 zone null
save
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- OK:
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Manage IP: 210.1.1.5
CLI
set interface ethernet5 ip 210.1.1.1/24
set interface ethernet5 manage-ip 210.1.1.5
save
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RRFRREHEE T SCS A1 SSL | Telnet A1 WebUI -
WebUI
Network > Interfaces > Edit ( ¥f#% ethernetl): 3£ » PSSy » JRicfh -
~ OK:

Manage IP: 10.1.1.12
Management Services: (3##% ) SSH, SSL; ( j&[# ) Telnet, WebUI

CLI

set interface ethernetl manage-ip 10.1.1.12
set interface ethernetl manage ssh

set interface ethernetl manage ssl

unset interface ethernetl manage telnet
unset interface ethernetl manage web

save
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WebUI
Network > Interfaces > New Sub-IF: fij *E'IEUPJF’F"]’ » R - T OK:

Interface Name: ethernet1.3

Zone Name: accounting

IP Address/Netmask: 10.2.1.1/24
VLAN Tag: 3

CLI

set interface ethernet1.3 zone accounting
set interface ethernet1.3 ip 10.2.1.1/24 tag 3
save
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WebUI

Network > Interfaces: ¥~ ™ Remove ( %[4%% ethernetl:1) °
FERRIEL {fﬁh [& E?Vﬁé}ﬁél'm
- Yes =" /i e

CLI

unset interface ethernet1:1
save
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Network > Interfaces > Edit ( 34T ethernetl) > Secondary IP: ﬁ?‘ IR
F" SRy~ ™ Add:

IP Address/Netmask: 192.168.2.1/24

CLI

set interface ethernetl ip 192.168.2.1/24 secondary
save
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[P Abhi-1.1.1.27/24 -

WebUI

Network > Interfaces > New Loopback IF: ﬁE.T“ TEWEUPJ%’ R - T OK:

Interface Name: loopback.1
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IP Address/Netmask: 1.1.1.27/24

CLI

set interface loopback.1 zone untrust
set interface loopback.1 ip 1.1.1.27
save
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WebUI
Network > Interfaces > loopback.1 > Edit: 1_#“”"?5 F*TEI EIF o YR
"~ OK e

CLI
set interface loopback.1 manage
save
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o1 o R AR A9 BGP FRRSAL SRR o e T - A
loopback.1 7 [*I_FfY BGP e

R %’IE,[?TF' [ /1 o1 19 BGP - i %tf?ﬁﬁl%,llg_—l fi I s B BGP
“EM lﬂ 11[1335 FTKJ + Juniper Networks = Q‘—_ BGP fueYFt ﬁ%ifﬁﬂ 277
gt
WebUI
Network > Interfaces > loopback.1 > Edit: 32V Protocol BGP » JRx 4
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set interface loopback.1 protocol bgp
save
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Interface Name: VSI Base: loopback.1

VSD Group: 1
IP Address/Netmask: 1.1.1.1/24

CLI

set interface loopback.1:1ip 1.1.1.1/24
save
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E% IEIE[ I j]‘/‘ifl;l{]}{krju , ﬂIH ethernet4 F[ ij[F ?IEI g ;[J*/‘JEF[PJ}E{J\F‘..\ , Pdg@il,j\ﬂl’?’lj

+17'5‘FI[ °

@1,[ 35: get route ;}F}—ﬁﬁm
ns-> get route

untrust-vr (O entries)

C - Connected, S - Static, A - Auto-Exported, I - Imported, R - RIP
iB - IBGP, eB - EBGP, O - OSPE, El - OSPF external type 1
E2 - OSPF external type 2

trust-vr (4 entries)

ID [P-Prefix  Interface Gateway P Pref Mtr Vsys
* 4 0.0.0.0/0 eth3 1.1.1.250 S 20 1 Root
2 1.1.1.0/24 eth3 0.0.00 C O 0 Root

3 0.0.0.0/0 eth4 2.2.2250 S 20 10 Root
6 2.2.2.0/24 eth4 0.000 C © 1 Root
* 5 10.1.1.0/24 ethl 0.0.00 C 20 1 Root
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CLI

set interface ethernet3 monitor track-ip ip 1.1.1.250 weight 10
set interface ethernet3 monitor track-ip threshold 5

set interface ethernet3 monitor track-ip

save
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E0 El “IP LM‘;{J&E’:EJ“@J CRLIE T CLI ?‘F’[—ﬁ get interface ethernet3 track-ip -
Ui 36 5

Eﬁ‘ 36: get interface ?F'l—ﬁﬁt".

ns-> get interface ethernet3 track-ip

ip addressintervalthreshold wei gatewayfail-countsuccess-rate
1.1.1.250 11100.0.0.034346 %
threshold: 5, failed: 1 ip(s) failed, weighted sum = 10

get route a“'] l ﬂEH I3 ethernetd fi Jjgll%ﬁ%ﬂlﬁ ﬂj’iz,“?ﬂff’?ﬁ?ﬁ}l{% * 3P ethernet3
pm’f‘ HEFIR] I[Jj E;J []EI*J}{Jirlu o

Eﬁl 37: get route }‘F‘[—?J JH':

ns-> get route

untrust-vr (0 entries)

C - Connected, S - Static, A - Auto-Exported, I - Imported, R - RIP
iB - IBGP, eB - EBGP, O - OSPF, E1 - OSPF external type 1

E2 - OSPF external type 2

trust-vr (4 entries)

4 0.0.0.0/0 eth3 1.1.1.250 S 20 1 Root
2 1.1.1.0/24 eth3 0.0.0.0 C 0 Root
* 3 0.0.0.0/0 eth4 2.2.2.250 S 20 10 Root
* 6 2.2.2.0/24 eth4 0.0.0.0 C 0 Root
5 10.1.1.0/24 ethl 0.0.0.0 C 20 1 Root
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WebUI
Network > Interfaces > Edit ( ¥f#" ethernet3) > Monitor > Edit Interface: ﬁ?

SONFIRPE - SRkER T Apply:

ethernetl: (E# ); Weight: 8
ethernet2: (£ ); Weight: 8

Network > Interfaces > Edit ( ¥[%* ethernet3) > Monitor: 7 Monitor
Threshold A ([ 1fid; * 16 - JRiH— ™ Apply °

CLI

set interface ethernet3 monitor interface ethernetl weight 8
set interface ethernet3 monitor interface ethernet2 weight 8
set interface ethernet3 monitor threshold 16

save
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10.1.2.250 @ 1.1.2_250 @ Track IP Failure Threshold: 10

Track IP Weight: 8

1.1.1.1724 Track Object Weight: 8
10.1.1.1/24 10.1.2.1/24 - Untrust 154 iz% 1.1.2.1/24 Monitor Failure Threshold: 8
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& P
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Monitor Failure Threshold: 8 set route 10.1.0.0/16 interface gateway 10.1.2.250
set route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250 metric 10
set route 0.0.0.0/0 interface gateway 1.1.2.250
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1. 1P
Network > Interfaces > Edit ( 3f4* ethernetl) > Monitor: fiij * WE'IIEIUPJ”F’}’ ’
eiefk -+ Apply ©

Enable Track IP: ()
Monitor Threshold: 8

Track IP Option: Threshold: 8
Weight: 8

B RO E AR BRI T T (Sl GORLT (511 AN > <]
CLI $;47 set interface interface monitor threshold number action { down | up }
{ IogEcally | physically } o b UE[=22E Null By = 5 P95 = il po g /7 p
UM T R (S (e

> Monitor Track IP ADD: ﬁﬁj‘“ 1 E'IEIGJPJ?‘,' s SR N Add:

Static: (Z#)

Track IP: 10.1.1.250
Weight: 8

Interval: 3 Seconds
Threshold: 10

Network > Interfaces > Edit ( #f#* ethernet3) > Monitor: ﬁ‘ *E'l]élfi[‘fﬁﬁ' )
Ikt~ Apply °

Enable Track IP: ()

Monitor Threshold: 8

Track IP Option: Threshold: 8
Weight: 8

> Monitor Track IP ADD: ffij * E'lElfJ[‘J"Fﬁ’ IR - N Add:

Static: (Z#)
Track IP: 1.1.1.250
Weight: 8

Interval: 3 Seconds
Threshold: 10

2. fREFE
Network > Interfaces > Edit ( ¥[%* ethernetl) > Monitor > Edit Interface: ﬁTE?J
SRR R Aoply

ethernet3: (#4% ); Weight: 8

Network > Interfaces > Edit ( ¥[#* ethernet3) > Monitor > Edit Interface: ﬁﬂa’uT
SNFIOPIE > s T Apply:

ethernetl: (:Z# ); Weight: 8
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CLI

B

Network > Routing > Routing Entries > trust-vr New:

- " OK:

Network Address/Netmask: 10.1.0.0/16
Gateway: (= #)
Interface: ethernetl
Gateway IP Address: 10.1.1.250
Metric: 10

Network > Routing > Routing Entries > trust-vr New:

- " OK:

Network Address/Netmask: 10.1.0.0/16
Gateway: (ZE# )
Interface: ethernet2
Gateway IP Address: 10.1.2.250
Metric: 12

Network > Routing > Routing Entries > trust-vr New
- " OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (ZE#)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Metric: 10

Network > Routing > Routing Entries > trust-vr New
- " OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (E# )
Interface: ethernet4
Gateway IP Address: 1.1.2.250
Metric: 12

IP L%

set interface ethernetl track-ip ip 10.1.1.250 weight 8
set interface ethernetl track-ip threshold 8

set interface ethernetl track-ip weight 8

set interface ethernetl track-ip

set interface ethernet3 track-ip ip 1.1.1.250 weight 8
set interface ethernet3 track-ip threshold 8

set interface ethernet3 track-ip weight 8

set interface ethernet3 track-ip
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i P R

: ﬁﬁa’?J" Wﬁ'lpfjm?&[’ Rz

RS

set interface ethernetl monitor interface ethernet3 weight 8

set interface ethernetl monitor threshold 8 action down

physically

set interface ethernet3 monitor interface ethernetl weight 8

set interface ethernet3 monitor threshold 8 action down

physically
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3. HEEh

set vrouter trust-vr route 10.1.0.0/16 interface ethernetl gateway 10.1.1.250
metric 10

set vrouter trust-vr route 10.1.0.0/16 interface ethernet2 gateway 10.1.2.250
metric 12

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250 metric
10

set vrouter trust-vr route 0.0.0.0/0 interface ethernet4 gateway 1.1.2.250 metric
12
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WebUI
1. VLANL /i

Network > Interfaces > Edit ( £#%* VLAN1): ﬁﬁ?ﬁ" 7\ E-IEIfJ[“J”'FkI’ » SRy~ 7 OK:

IP Address/Netmask: 1.1.1.1/24
Management Services: WebUI, Telnet, SSH ( 4% )
Other Services: Ping ()

2. VA-Trust G
Network > Zones > Edit (3% V1-Trust): &~ Fipy? FL Ry~ ™ OK:

Management Services: WebUI, Telnet, SSH
Other Services: Ping

3. B
Network > Routing > Routing Entries > trust-vr New: i * ™ Ifiv[’] FL[ » Rz
- " OK:

Network Address/Netmask: 1.1.2.0/24
Gateway: (EH#)
Interface: vlani(trust-vr)
Gateway IP Address: 1.1.1.251
Metric: 1

CLI

1. VLAN1 /i
set interface vlanl ip 1.1.1.1/24
set interface vlan1l manage web
set interface vlan1l manage telnet
set interface vlan1l manage ssh
set interface vlanl manage ping
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2. VA-Trust Bhigh
set zone vi1-trust manage web
set zone vi1-trust manage telnet
set zone v1-trust manage ssh
set zone vl-trust manage ping

3. B
set vrouter trust-vr route 1.1.2.0/24 interface vlanl gateway 1.1.1.251 metric 1
save
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WebUI

1. VLANL fif
Network > Interfaces > Edit ( #f#° VLANT /i [1): gE?J" WEWEUPJ?}’ s IR -
-~ OK:

IP Address/Netmask: 1.1.1.1/24
Management Services: WebUI, Telnet ( &)
Other Services: Ping ( Z# )

2. HTTP i
Configuration > Admin > Management: it HTTP Port g f[1 > &7 5555 » Jf
- ™ Apply °

Pay- (W

TR R BR800 - ﬁ%’;ﬂqﬁ*ﬂﬂ%@ﬁl B 1024 A132,767 VREpuged > I
LFEE\ A RV AR TV o Al wxﬁ h J‘J*E?i'%ffgfﬁﬁ ’ ﬁﬁ&%ﬂﬁ%&'ﬁ@ URL 1 iﬁl‘ﬁj‘ o
E'IEIUPJ”F'}’ Chttpi//1.1.1.1:5555 ¢

3. fif
Network > Interfaces > Edit ( f%* ethernetl): ﬁﬁ?ﬁ‘ * E'IEIU[‘J“F’{ s IR
™~ OK:

Zone Name: V1-Trust
IP Address/Netmask: 0.0.0.0/0

Network > Interfaces > Edit ( %" ethernet3): ﬁ" 1|?'[E15J[‘J"Fk]’ I INE e
™~ OK:

Zone Name: V1-Untrust
IP Address/Netmask: 0.0.0.0/0

4, VA1-Trust i
Network > Zones > Edit ( 35}#" v1-trust); EIEIUPJ?&,' » R~ ™ OK:

Management Services: WebUI, Telnet
Other Services: Ping

5. fbg-
Objects > Addresses > List > New: ﬁEﬁ“ j\E‘I]E‘IU[‘J?*,' » YRy~ N OK:

Address Name: FTP_Server

IP Address/Domain Name:
IP/Netmask: (4% ), 1.1.1.5/32

Zone: V1-Trust

Objects > Addresses > List > New: fiij * *E'IEIUPJF’FE’ P k- N OK:

Address Name: Mail_Server
IP Address/Domain Name:

IP/Netmask: (¥4 ), 1.1.1.10/32
Zone: V1-Trust
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6. HEE1
Network > Routing > Routing Entries > trust-vr New: ﬁ‘ﬁj" - I?'IEIUPJ’F&[’ » SR
- " OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (ZE# )
Interface: vlani(trust-vr)
Gateway IP Address: 1.1.1.250

Metric: 1
7. f—’?‘fq
Policies > (From: V1-Trust, To: V1-Untrust) New: ﬁl‘ﬁT‘ = E-llél'ii[“J"Fﬁ’ » YR -
~ OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: Any
Action: Permit

Policies > (From: V1-Untrust, To: V1-Trust) New: fiaj * ™ E'IEIUPJ"FkI’ N s o
» OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), Mail_Server
Service: Mail
Action: Permit

Policies > (From: V1-Untrust, To: V1-Trust) New: fiaj * ™ E'IEIUPJ"FkI’ N s o
» OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (15 ), FTP_Server
Service: FTP-GET
Action: Permit
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VLAN1

set interface vlanl ip 1.1.1.1/24
set interface vlan1l manage web
set interface vlan1l manage telnet
set interface vlan1l manage ping

Telnet
set admin telnet port 4646

DR

EE Telnet pfﬁﬁ%&@}%iﬁ&”; S 23 o H B ORISR 1T 1024 A1 32,767 VHIVE
o NI PSR RSV - AU Telnet I'PITRGERI o a0 Pipv
-0 1.1.1.1 4646 »
3. fif

set interface ethernetl ip 0.0.0.0/0
set interface ethernetl zone vi-trust
set interface ethernet3 ip 0.0.0.0/0
set interface ethernet3 zone vi1-untrust

V1-Trust By

set zone vi1-trust manage web
set zone v1-trust manage telnet
set zone vl1-trust manage ping

i
set address v1-trust FTP_Server 1.1.1.5/32
set address v1-trust Mail_Server 1.1.1.10/32

BEET
set vrouter trust-vr route 0.0.0.0/0 interface vlanl1 gateway 1.1.1.250 metric 1

i

set policy from v1-trust to vl-untrust any any any permit

set policy from v1-untrust to vi-trust any Mail_Server mail permit
set policy from v1-untrust to vi-trust any FTP_Server ftp-get permit
save
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WebUI
1 i
Network > Interfaces > Edit (35 ethernet!): fij * ™ P[] FL[ VNS A
Apply:

Zone Name' Trust
Static IP: ( %'Eﬁfjjc‘“ IP=E7E)
IP Address/Netmask 10.1.1.1/24

?? FIFVP I - SRedy - ™ OK:
l(en‘ace Mode: NAT

Bl [(SRE S RS Trust B SO ES P /7 Pofiive NAT L1 o P SPFORREZ] Trust
EbiﬁflEUu 1o ull?smj”_agg?

Network > Interfaces > Edit ( f#° ethernet3): ﬁ?‘ E (] JFL SR 3 —
-~ OK:

Zone Name: Untrust

Static IP: ( fi'lﬁ P F )
IPAddress/Netmask A1.1.1/24

Interface Mode: Route

B g 2 AR | Uncrust B SIS IP A 811 ISP ESRRERDE - %”ﬂ:g 3 IP fib 41
,?L"f‘,ETﬁ'ﬁ* ) “% Obtain IP using DHCP - J[I{l IS lﬁlﬁ‘ HEI LA [J&’!‘
SRRl L - 2 Obtain IP using PPPOE » 4~ ™ Create new PPPoE
settings jflnd; > &ﬁ? R

2. VIP
Network > Interfaces > Edit ( 5" ethernet3) > VIP: ﬁ?“ X I}IEJ[ FL[ » R
- " Add:
Virtual IP Address: 1.1.1.5

Network > Interfaces > Edit ( ¥f#* ethernet3) > VIP > New VIP Service: ﬁﬁ?“

NEIRYP F~ Ry~ ™ OK:

Virtual Port: 25
Map to Service: Mail
Map to IP: 10.1.1.5

PEY (W z/p%’f‘ FT‘J EEEIP (VIP) f HIVEYFH ﬁ%%rﬁﬁl 57 8-76 FI -y THEEEIP (b o

3. B
Network > Routing > Routing Entries > trust-vr New: fiij * ™ [Ifi9[*] F"[ IR
- ™ OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (=)

Interface: ethernet3

Gateway IP Address: 1.1.1.250
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Policies > (From: Trust, To: Untrust) New: ﬁ? NP #» IRy~ ™ OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: ANY
Action: Permit

Policies > (From: Untrust, To: Global) New: fii * E'IEIUPJ?@]’ s k- N OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), VIP(1.1.1.5)
Service: MAIL
Action: Permit

CLI

1. g
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface ethernet3 route

E&:  set interface ethernetn nat ?‘F’l 4 Jff:éab = ’l‘_%i“fg'f,[\l NAT f8i-1 38 (=

U4 PEAEEL - Untrust Bl 9 1P i24rgl) ISP IWIEAENE « ) B
set interface untrust dhcp - f/[l%\' ISP IEI“ RS EE,[, FEJ \] Tgﬁﬁﬁ* e 5
ffi"] set pppoe 7! exec pppoe ﬁ ] Y= —a\E[ A= 3 ScreenOS CLI
Reference Guide IPv4 Command Descrlptzorzi

2. VIP
set interface ethernet3 vip 1.1.1.5 25 mail 10.1.1.5
3. B

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

4. >
set policy from trust to untrust any any any permit
set policy from untrust to global any vip(1.1.1.5) mail permit
save
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¥
Bhigi T Bt RIS~ A
Trust ~ Untrust ~ DMZ FIfi "] | IP: ip_addrl IP: ip_addr1
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Route’: (EE) Route’: (EE)
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f
[ 59: EEp L= Fl bR
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s

2B (il
e

ethernet1 ethernet3
1.2.2.1124 1.1.1.1/24

Untrust B sk

e e
WebUI
1. fif
Network > Interfaces > Edit ( £f#* ethernetl): ﬁff FONEIPYP FL[ IDINCSE e S
Apply:

Zone Name' Trust

Static IP: ( EFIEJJ’ FIER)
IP Address/Netmask 1.2.2.1/24

?? FIFI A > SR - ™ OK:
{erface Mod Route
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Network > Interfaces > Edit ( ¥[#* ethernet3): ﬁ?‘ i FL DINC e
~ OK:

Zone Name' Untrust

Static IP: ( T\ RRG 22 M52 )
IP Address/Netmas 1.1.1.1/24

EE

1% Route > ini If@ﬁé T TEEE AR R TERE Trust By Isifog]
PO EHER NAT o

P [igﬁzf;' F Untrust B3IV 1P & 311 ISP EUREFIT %LF% g7 Ip b tP%p
?‘ﬁ‘,ﬁ'zﬁ ks 2 Obtain IP using DHCP ° J[HV IS @F‘ WEI AN ﬁf}“’f‘ AVl
\ pﬁ_ﬁﬂﬂ &> FE#E Obtain IP using PPPoE > }—~ ™ Create new PPPoE

settings J{ind &ﬁﬁ*‘ FPEERR

2. fbgh
Objects > Addresses > List > New: ffaj * *E'IEI'U[‘J"F’}’ s k- N OK:

Address Name: Mail Server
IP Address/Domain Name:

IP/Netmask: (4% ), 1.2.2.5/32
Zone: Trust

3. B
Network > Routing > Routing Entries > trust-vr New: ﬁ? FONEIPNP FL[ ' IR
#- " OK:

Network Address/Netmask: 0.0.0.0/0

Gateway: (E#E )
Interface: ethernet3
Gateway IP Address: 1.1.1.250

4, ﬁﬁ
Policies > (From: Trust, To: Untrust) New: ﬁE?J“ * E‘lElfJ{“J?}' » SRdy— ™ OK:

Source Address:

Address Book Entry: (1% ), Any
Destination Address:

Address Book Entry: (1% ), Any
Service: ANY
Action: Permit

Policies > (From: Untrust, To: Trust) New: ﬁﬂa’.T“ X E-IEIUPJ"F&[‘ » SR~ ™ OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (15 ), Mail Server
Service: MAIL
Action: Permit
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CLI

1 i
set interface ethernetl zone trust
set interface ethernetl ip 1.2.2.1/24
set interface ethernetl route
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface ethernet3 route

=Hi: set interface ethernetnumber route }“ﬁi‘;’ﬁéi‘—_’%? ’l‘ik%ffg'l',‘\l FHEH ) IR

2. fg-
set address trust mail_server 1.2.2.5/24
3. HEEh

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

4., ¥
set policy from trust to untrust any any any permit
set policy from untrust to trust any mail_server mail permit
save
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Frig i g
T A I R 1P AP 10.1.10.0/24 fU= 335 "Sunnyvale_Eng" FriTEl Trust Bh
L j"rﬂﬁ"'\j'iﬁwww]umper net FriETEL Untrust G| 1o 6 diko

WebUI
Objects > Addresses > List > New: i * 1?‘193[”?‘{ s YR~ N OK:

Address Name: Sunnyvale_Eng
IP Address/Domain Name:

IP/Netmask: (## ), 10.1.10.0/24
Zone: Trust

Objects > Addresses > List > New: ﬁi?ﬁ“ j\E‘I]E‘IU[‘J?*,' » YRy~ N OK:

Address Name: Juniper
IP Address/Domain Name:

Domain Name: ( :#4& ), www.juniper.net
Zone: Untrust



CLI

set address trust Sunnyvale_Eng 10.1.10.0/24
set address untrust Juniper www.juniper.net
save

it -

T A A ARk "Sunnyvale_Eng" [ HEFIED S ) E’E?\'F“ﬁ Jﬁﬁ”ﬁ%f Hd

et SSUE RS 1P A 10.1.40.0124 ¢

WebUI

Objects > Addresses > List > Edit ( &% Sunnyvale_Eng): }{ FEHIIP Hb g
RIEE™ PIpvp F’» » Rz - T OK:

Address Name: Sunnyvale_SW_Eng
IP Address/Domain Name:
IP/Netmask: (Z# ), 10.1.40.0/24

Zone: Trust
cLI

unset address trust Sunnyvale_Eng
set address trust Sunnyvale_SW_Eng 10.1.40.0/24

save
EEc =6 {leﬁ, bR ﬁ*ﬁlrf‘a*vg E N S +1H+?@E],§g/ﬂ i
J@c ( I7J1JU » IETrust Eshj@c‘@ﬁl Untrust B jﬂ) R '“:’fﬁl' r SR T

T, @JT;T«JHUJ FEo

PR 4
o A EEfE > PR 4 "Sunnyvale_SW_Eng" AU HERIET o
WebUI

Objects > Addresses > List: i+ Sunnyvale_SW_Eng [i¥ Configure H#[ 1§~

~ Remove °

CLI

unset address trust "Sunnyvale_SW_Eng"
save
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n Tﬁ:}{;’j’ FHCESPURE I "Any" ~ "All Virtual Ips" 1 "Dial-Up VPN" #rgTZ(f=
ALl

B o RS

TN v > gt £7EE "HQ 2nd Floor" fUEERY - X 1847 "Santa Clara
Eng" #I "Tech Pubs" fffi i hi> fﬂuﬁﬁjj Trust BhIsi[p]F e -
WebUI
Objects > Addresses > Groups > ( SF B8 : Trust) New: ﬁ? N FIPVESE §
o ;’;’/;I}J—’\ ek h> SR~ ™ OK:
Group Name: HQ 2nd Floor

1% santa Clara Eng » JRfi™ [ < < /EH ik fiHE- Available Members 1
H IFZE%]] Group Members fiflf[1

4% Tech Pubs > SR I [HE < < JFf i 4iHE- Available Members 172
‘*JT[J Group Members fff[1 o

CLI

set group address trust "HQ 2nd Floor" add "Santa Clara Eng"
set group address trust "HQ 2nd Floor" add "Tech Pubs"
save

;,;r’;zﬁ b RS T E !
o A B R "Support” (SRR RV i) FHETE] "HQ 2nd Floor” A HHEE
¢ ’FII

WebUI

Objects > Addresses > Groups > (Ef# ik | Trust) Edit (5% HQ 2nd Floor):
FLg s itk g R - 7 OK:

& Support > YRz IEJ“ & < < }H b HHE- Available Members ﬁ%ﬁfll%gﬁ
AU Group Members figf[1
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CLI

set group address trust "HQ 2nd Floor" add Support
save

V[KQE‘;'F Earicsy
[ij:ﬁc“’ﬂﬁl » ff~-HQ 2nd Floor rﬂﬁﬁf”ﬂﬁ”[@%ﬁ "Support" > TR VFIJ“'@"
FIJ nsa]esn r{-_ll I_‘wrr
WebUI
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WebUI
Objects > Services > Custom > New: & * 1?‘33{1]?{ » R - OK:

Service Name: cust-telnet
Service Timeout: Custom

(
Transport Protocol: TCP ( 3£
Source Port Low: 1
Source Port High: 65535
Destination Port Low: 23000
Destination Port High: 23000
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CLI

set service cust-telnet protocol tcp src-port 1-65535 dst-port 23000-23000
set service cust-telnet timeout 30
save

EE

S 0 £ 55 8 o PR R o IS RSRSA i £ 180 ST 4K o I[N TRl
%égﬁ %ﬁ»nwao . !

FEA

118 = iy

[SUsE 127 ﬁﬁﬁﬁf
é{i%ﬁ Nh,ﬂjﬁluﬁﬁggﬁ@ﬁﬁﬁﬁﬂﬁWﬁﬁwr2323023230‘“%3?P§”ﬁ%§
"cust-telnet"
@F'J set service service_name clear }‘F, il rjjT ri,f—%nﬂéflI?"’[i%%mﬁu[?&ﬁd* » 72
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Objects > Services > Custom > Edit ( #[#7* cust-telnet): ﬁﬁ?‘ NPT JFL DI
ik — N OK:

Destination Port Low: 23230
Destination Port High: 23230
CLI

set service cust-telnet clear
set service cust-telnet + tcp src-port 1-65535 dst-port 23230-23230
save
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Objects > Services > Custom: 7+ "cust-telnet" fi¥ Configure figfl1 > #— "+

Remove -
CLI

unset service cust-telnet

save
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set service test protocol tcp dst-port 1035-1035 timeout 20
set service test + udp src-port 1-65535 dst-port 1111-1111
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e Bl B 0 S5 2111 Py - 10

set service ftp-1 protocol tcp src 0-65535 dst 2121-2121 timeout 10
set service telnet-1 protocol tcp src 0-65535 dst 2100-2148 timeout 20
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set service my_service protocol tcp dst-port 179-179 timeout 60
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set service bgp timeout 75
BGP %ﬁf%" 1] 75 55 e[ 1(1 » PNERERURLEY = R E TR - Ei
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set service my-bgp protocol tcp dst-port 179-179 timeout 75
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WebUI
Objects > Services > Predefined > Edit (FTP): ﬁ?‘ j\plﬁﬁﬁj?{’ DINE2: Sl
OK:

Service Timeout: Custom (45 ), 75 (K% )

CLI

set service FTP timeout 75
save
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WebUI
Objects > Services > Custom: fj * XE"E'QPJ?‘I’ s k- N OK:

Service Name: host-unreachable

Service Timeout: Custom (4 ), 2 (H%])
Transport Protocol: ICMP ( Z# )

ICMP Type: 3

ICMP Code: 1

CLI

set service host-unreachable protocol icmp type 5 code O
set service host-unreachable timeout 2
save
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WebUI
Objects > Services > Sun RPC Services > New: ﬁi?‘“ K pl]&li FL DINESEE A
Apply:

Service Name: my-sunrpc-nfs
Service Timeout: (E# )
Program ID Low: 100003
Program ID High: 1200003
Program ID Low: 100227
Program ID High: 100227

CLI

set service my-sunrpc-nfs protocol sun-rpc program 100003-100003
set service my-sunrpc-nfs + sun-rpc program 100227-100227
save
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RPC ¥ o (141 » MS Exchange T T TRt ] j\ 1P UUID:

m  0e4a0156-dd5d-11d2-8c2f-00c04fb6bcde

m  1453c42c-0fa6-11d2-a910-00c04f990f3b

m  10f24e8e-0fa6-11d2-a910-00c04f990f3b

m 1544f5e0-613c-11d1-93df-00c04fd7bd09

P9 TCP/UDP S L RLENRAY « F\ 1o i1 » g &y B8 DMl UUID iy
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WebUI
Objects > Services > MS RPC: i * *E'IEIUPJ?‘[’ YR~ N Apply:

Service Name: my-ex-info-store

UUID: 0e4a0156-dd5d-11d2-8c2f-00c04fb6bcde
UUID: 1453c42¢-0fa6-11d2-a910-00c04f990f3b
UUID: 10f24e8e-0fab-11d2-a910-00c04f990f3b
UUID: 1544f5e0-613¢-11d1-93df-00c04fd7bd09

CLI

set service my-ex-info-store protocol ms-rpc uuid
0e4a0156-dd5d-11d2-8c2f-00c04fb6bcde
set service my-ex-info-store + ms-rpc uuid
1453c42c-0fa6-11d2-a910-00c04f990f3b
set service my-ex-info-store + ms-rpc uuid
10f24e8e-0fa6-11d2-a910-00c04f990f3b
set service my-ex-info-store + ms-rpc uuid
1544f5e0-613¢-11d1-93df-00c04fd7bd09
save
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EaGLE ZI%IF‘E“ A ER S04 Trust Bhisip(1 > 2] ik S Untrust Bhisip(1 o i
ethernet3 /7 p[ F]EIJ MIP %% Trust BhIsEfiufR F;l ﬁ&é I SR - IFLJ 0
RTSP |7 Wk &l 9] fE-Untrust B isi[* ]EIJF' JEIEE %= Trust Bkl u;z%?afﬂwh

W 63: RTSP %. "i\%‘ﬁ;

ethernet1
10.1.11

Trust B I8 Untrust B i

LAN

]% §+E4 1]
ethernet3 Fp v MIP

ﬁ%gfﬂ%g%ﬁ:
11.13->101.13

E'Jt'[iff.%} 1115

WebUI

1 R
Network > Interfaces > Edit ( %" ethernetl): ﬁjaj“ WEWEIUPJ?}’ s Ry~
Apply:

Zone Name' Trust

Static IP: ( Elﬁﬂj PR )
IP Address/Netmask 10.1.1. 1/24
Manage IP: 10.1.1.2

Network > Interfaces > Edit ( /%" ethernet3): ﬁ? FONEIPY] JFL SRy~ h
Apply:

Zone Name' Untrust

Static IP: ( {2 51 f‘ff )
IP Address/Netmask 1.1.1.1/24
Manage IP: 1.1.1.2

2, g
Objects > Addresses > List > New: ﬁ‘ *E‘IEIU[‘J“F’*,' » YR~ S OK:

Address Name: media_server
IP Address/Domain Name:

IP/Netmask: (4% ), 10.1.1.3/24
Zone: Trust

Objects > Addresses > List > New: i ‘E‘IEI@[‘J?‘,' » k- N OK:

Address Name: client
IP Address/Domain Name:

IP/Netmask: (Z# ), 1.1.1.5/24
Zone: Untrust
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H ]

10.1.1

13

Trust T sk

3. MIP

Network > Interfaces > Edit ( 5% ethernet3) > MIP > New: ﬁ? NI
FL ﬁ{l&ﬁ“ ~ OK:

Mapped IP: 1.1.1.3
Host IP Address: 10.1.1.5

4, L-Tﬁ
Policies > (From: Untrust, To: Trust) > New: ﬁ? TONE EJ[ FL IRty —
OK:

Source Address:

Address Book Entry: (1% ), client
Destination Address:

Address Book Entry: (£ ), MIP(1.1.1.3)
Service: RTSP
Action: Permit

CLI

1. ff
set interface ethernetl trust
set interface ethernetl ip 10.1.1.1
set interface ethernet3 untrust
set interface ethernet3 ip 1.1.1.1

2, ik
set address trust media_server 10.1.1.3/24
set address untrust client 1.1.1.5

3. MIP
set interface ethernet3 mip (1.1.1.3) host 10.1.1.3

4. 5
set policy from untrust to trust client mip(1.1.1.3) rtsp permit
save

_‘ ',f lE;{ﬁiﬁsF[lﬁnF«ﬁ%‘fﬁqﬁﬁ

@*WJHI » BRI FIIR S 54 Unerust Eaﬁf&fl M Z
T8 f¥-Untrust E'Eﬁj&[ BT ‘PL['[H“EEHJ‘: D 3
NAT > §Ri gt — [[E'PTW » i RTSP gﬁw E
[t a6 o

§ K> Trust Eﬁ&*ﬁﬁf[l ;?%?E' K il
W fEIHT ethernet3 /i o1 &5
(i[f—‘ﬁ ust kI = Untrust

ethernet1 ethernet3
A Untrust B ik

LAN

DIP & G L
fi 1 DIP BRR T
1.1.1.5% 1.1.1.50 1.



WebUI

1 i
Network > Interfaces > Edit (35 ethernet!): fij * ™ P[] FL[ INEEE S
Apply:

Zone Name' Trust

Static IP: ( %'Eﬁfﬁfﬂ*“f

IP Address/Netmask 10.1.1.1/24
Manage IP: 10.1.1.2

Network > Interfaces > Edit ( ¥f#" ethernet3): ﬁ? FONEIPNP FL[ s R
Apply:

Zone Name' Untrust

Static IP: ( Elﬁﬁ P22

IP Address/Netmask 1 1.1.1/24
Manage IP: 1.1.1.2

2. fhyk
Objects > Addresses > List > New: i j\E‘I]EIU[‘JF'F’*,' » k- N OK:

Address Name: client
IP Address/Domain Name:

IP/Netmask: (4% ), 10.1.1.3/24
Zone: Trust

Objects > Addresses > List > New: fiaj * *E'IEI'U[‘J"F’}’ s k- N OK:

Address Name: media_server
IP Address/Domain Name:

IP/Netmask: (3¥4% ), 1.1.1.3/24
Zone: Untrust

3. DIPER®
Network > Interfaces > Edit ( %% ethernet3) > DIP > New: ﬁ?‘ X plﬁJ[J
FL SRy~ ™ OK:
ID: 5

)1.1.1.5~1.1.1.50
=)

IP Address Range: (¥
Port Translatlon (

4, ?ﬁ

Policies > (From: Trust, To: Untrust) > New: ﬁ? PN FL SRy~
OK:

Source Address:

Address Book Entry (34 ): client
Destination Address:

Address Book Entry ( £ ): media_server
Service: RTSP

Action: Permit
> Advanced: i * E‘IEIU[‘J”F"]’ » JREf - N OK:

NAT:

Source Translation: (ZE# )
(DIP on): 5 (1.1.1. 5 1.1.1.50)/port-xlate

fgs m 131



M4 7575 Screen0S xf*‘#’

CLI

1 i
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. fg-
set address trust client ip 10.1.1.3/24
set address untrust media_server ip 1.1.1.3/24

3. DIPEH
set interface ethernet3 dip 5 1.1.5 1.1.1.50

4. ¥
set policy from trust to untrust client media_server rtsp nat dip 5 permit
save
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s R

T A [ F'bﬂ F1¥% grpl pURpSTRERE > H H[Eu}“ﬁ IKE ~ FTP A1 LDAP J[§355 °

WebUI
Objects > Services > Groups > New: i * ™ FIFVRER €78 » FEE 5[5
SRt~ ™ OK:

Group Name: grpl

HHEIKE - RPN e < < /‘HEJF\,M Available Members fiif| FZE5Z]|
Group Members ff#[1 o

A FTP > SRR [HE < < }[—Jﬁ@m Available Members ﬁﬁfll?/igﬁfu
Group Members |1 -

3% LDAP > 7#1&]3‘3“ & << }H’%E/m Available Members ﬁ%ﬁﬂl%gﬁfu
Group Members ff[1 o

CLI
set group service grpl
set group service grpl add ike
set group service grpl add ftp
set group service grpl add ldap
save

Ef: Y '%Jd*%f‘@ﬂ q i%‘;@ﬁﬁf T T HR SRR PEEER 5 b P o P Sk
: Q,i RS UT\ wL-HFE' Bcﬂﬁwi*x%ﬁ?ﬁgﬁ ° Hfi i

et

(SRR
&iﬁ‘?ﬁjflf » FARIETEE 5T 135 FI [y Tt AR Bt o 8L grpl VRS
RS EY o FEBR IKE ~ FTP 2 LDAP 75 » SR F I HTTP - FINGER % IMAP -

WebUI
Objects > Services > Groups > Edit (5% grp1): FEgh ™ vy » it
-~ OK:
HHEIKE - JRER e > > /LHEJFyHJ & Group Members fiffl IF2EIZ]]
Available Members (1 -

EE FTP > R[PSS > > 951 Group Members i 2 g 2]
Available Members Hff[1 -

215 LDAP - R (M [ E > > }H’%E/m Group Members ﬁ%ﬁﬂl%gﬁ 3|
Available Members (1 -

HEHTTP » SR [HE < < }{—Jﬁ@ f- Available Members Hfdf| F2EAZ|
Group Members Hf[1 -

¥ & Finger > ?‘]ﬁf‘éé[’ﬁlg'ﬁ}'y << }H%m Available Members ﬁ;ﬁf[l%gﬂ =
Group Members ff#f[1 -

EE IMAP > R (] W& < < }H%w 51§ Available Members ﬁﬁf[l%gﬁfu
Group Members ff[1 o
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CLI

unset group service grpl clear
set group service grpl add http
set group service grpl add finger
set group service grpl add imap

save
R

T A EEFE PR G grptt VIRSTEE

WebUI

Objects > Services > Groups: ¥~ » Remove ( &% grpl) o

CLI

unset group service grpl
save

ba:
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VPN g
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ethernet1 ethernet2 ethernet3 Tunnel Tunnel
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WebUI
Network > Interfaces > New Tunnel IF: fiij * ™ E‘IEUPJ?‘,' » JRiEd - N OK:

Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (:Z#)
IP Address/Netmask: 10.10.1.1/24

Network > Interfaces > Edit (3f4* tunnel.1) > DIP > New: i * " [FIf9[]

FL IRy~ ™ OK:

ID: 5

IP Address Range: 10.10.1.2 ~ 10.10.1.2

Port Translation: ( 3£4% )

In the same subnet as the interface IP or its secondary IPs: (Z#! )

e (N TN T%gulDi@iF’tQ$ﬁﬂﬁﬁguﬁwA| it BB > SR D {pJ1

CLI

set interface tunnel.1 zone untrust-tun

set interface tunnel.1 ip 10.10.1.1/24

set interface tunnel.1 dip 5 10.10.1.2 10.10.1.2
save

B (SER IR | PAT » PIFE R (L pod [ | Rt = Ao DIP & G -
(FI75 PAT E”J#fuﬁi“ [t fﬁ*#ﬁﬁﬁ)’%ﬁﬁ*pwﬁélt

(WebUI) Network > Interfaces > Edit ( ¥f#" tunnel.1) > DIP > New: /&% Port
Translation #53V 14 » R~ S OK -

(CLI) set interface tunnel.1 dip 5 10.10.1.2 10.10.1.2 fix-port
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[ETDIP £ [

rﬂzﬁ‘c“”ﬂﬁf » [EAFPIZHIE) DIP & B4 (ID 5) flIfiv i GHETR > 1§-10.20.1.2 - 10 20‘1.2
= 10.20.1.2 - 10.20.1. 10 IP=DIP & =" tunnel. 1 ’fE'Ffi oo SR F felidi CLI
@E[ DIP & BhEdfl » SRR (PWWF{ ) T lj ﬁn&ﬁﬂ %9?%1555

Edo gz e Hﬁﬁ{ DIP & Bh[rs + 1% i @F' | DIP & Th > P& S A 5 ﬁ;&
ySpd / Ssvt‘j 5] DIP & Bh - [111 ;}F [ DIP & b -
WebUI
Network > Interfaces > Edit ( ¥f%% tunnel.1) > DIP > Edit ( £%% ID 5): ﬁ?“
IHF”HF* W= —~ ™ OK:
IP Address Range: 10.20.1.2 ~ 10.20.1.10
cLI

unset interface tunnel.1 dip 5
set interface tunnel.1 dip 5 10.20.1.2 10.20.1.10
save

THE[DIP 71

)ﬁ““wﬁf P ARIRE m]?l IR (NAT) F”‘fb; o JHV(%”‘E' IP &
ﬁ ( u[fflsrm xﬁ.ﬁf*ﬁ‘ﬁ‘ﬁé ) fi J;c‘*[ IE i Lﬁi A= [igﬁgafﬁt [;, rﬁi—“ jlgﬁ [ﬂ\i’gj
ﬁ V1P i{ El s e

[P fb 4t S 2l 6y (Jl[n I
ﬁ"“ﬂfﬁffﬂ %Affii ng,' FI?BP f

R DIP & Tk BT IR - 3 R @ (RIS SR RIS
VE— i 1P o de AR R fy FeARS = B8 Y i

[0+ {0 AOL Instant Messaging (AIM) ™ [M %5t > % fﬁf_‘t ER Flf 1P
oo (S5 gﬁﬂ M > ot % E#' 5 [ RN fT o Jﬁrgﬁ'jg@%
ﬁ@g«gm liﬂjﬂf [pﬂwglp D’m‘iﬁp«f
o ik

T R H P AIM L
RIP A HHAEIRISEE o PN E ﬁ‘(rg»i
L) > AIM [ﬂqﬁﬁﬁ Tﬁﬁl/llj*f

MY 2 AR - DIP & éﬁaﬂgm f9 1P b tPi‘F"[?’ITfﬂ B LTI g -
ﬁ?‘ CLI TR ] set dip sticky “{C? FTE'Z’!‘J DIP & ite -

m

]EIJ
NAT - B[ RLAE DI %%

i 7 A ) DIP

s Bd’vwfﬁ A PR 1R 1P S G i

BTN s pﬁ;th & IR ﬁﬁ;rplfﬁfﬁl ,“x_fﬁgf“ IR 3T e 1P
b A (A 2 Y DIP "E’Eﬁﬁi‘%ru (e 7 [l 3@ il A’f‘ Mz > [T 5
W7 Egi@sf“ I NAT > 2 S gt o B PG £ /7 1 PP DIP & g
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R AR R 2 IS L FIEORe - R Efﬂwlﬁﬁ@uﬁ[“ A2 Fli
1T il*'ﬂlFEJF' J}’y@ IP '“1L I 0 SR [’[a{n J ﬁrﬂ ISP %’%’5*“ 98] 1{“@[53%“ i

wé%ﬁj b o £, J”&Tvaw fJ %| : , ]E[n e £ P[,E_E:E{”ﬁ::”[q 537 flJ
IHJ = P ﬁjﬂ [BS =  FlpE & UWW IP b GHEGE LA o g1 55 2V
A I B A lfF, TR IP G {IHJU :

£ AT: JRYRFIP o

J?’TF” IP b= F1ISP) B $52Af8Y IP fbg-( FIRE T ) 16 Untrust

ntrust B3SO N 1k i85 /T 1 DIP
SAfIA 195111024 211.10.1.1/24
;};‘FJB 201.1.1.1/24 211.20.1.1/24

rnJ [—VF [f ,g Ji [ES¥SE '?B Trust BLIsA Untrust B F"TE A= Eﬁ?ﬂri trust-vr
i1 /L‘l’j/ et ernetl HIAHE] Trust Bhis > )T el IP n“*LPIO 1.1.1/24 « }{f]’
kEemetB SHIRH UUmrust Gt 38 Ep T ISP TR P A g TO5 A B
195.1.1.1/24 > T 53 il B B 201.1.1.1/24 « iz ethernet3 '*«]_; DIP B
AOPBAL /T[> H Hléuﬁ#&@ IP fib g

= J'FFFJ A: ]j?%l/?pIIPZH 10.1.10/24 ; DIP & 211.10.1.1 - 211.10.1.1 ; PAT
i

L]}:E;[r‘l

I EJ j’?f{lf?fy[ IP 211.20.1.10/24 ; DIP &l 211.20.1.1 - 211.20.1.1 ; PAT
L[)?;[r J
o NAT ALV 1Y Trust B8 /7 Fied [El“ Untrust E&afﬁ&;rfl IP rﬂ]_H t 5l F’?‘”FJ
mﬁﬁ*ﬁé% YR 4 (SR 250 RV E PRI ) © AZEE uu IJB upE
o ﬂ—j*(’ﬁ'“ﬁ@ﬁt P87 1 DIP gEﬁHIF Yk (DIP éE&,pJ ID t:, 5o t)
L Mt 1P b g 55 SR P R B 5 T T 23 64,500 J o) A
' H”WH CLEFAEIS MIP #5RL 200.1.1.1 + R ,ile [e&};&

Untrust Bl 8] * (v "HQ" -

2

E

SR

ﬁ[ 66: 7t fETAERE N BV DIP

EdGE lﬁﬁhﬁﬂé‘u{” !

S AR

Untrust Zone > ethernet3
ISP #79% 195.1.1.1/24
(B E)
HQ #9748 211.10.1.1/24
(??fw “1)

i 1195.1.1.254

Trust Zone - ethernet1
10.1.1.1/24
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L (HQ)

AFIBLEF B - aane

200.1.1.1
Untrust T4
Untrust [ 18k é s B
ISP
?f"l )
i

— Ll

il
Untrust Zone - ethernet3
ISP $r7% 201.1.1.1/24

ISP ISP (#A)

HQ 24 211.20.1.1/24

(FEH )

BEY o cooo B . onoo 5”E?§T&ﬂﬁj 201.1.1.254
SYFHIA 73 2 Fil B Trust Zone > ethernet1
Trust B s Untrust B i 10.1.1.1/24
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WebUI ( 772 fi/ A)

1.

fiEr
Network > Interfaces > Edit ( ¥#" ethernetl): ﬁ?“ NEIRYP FL[ N7 S
OK:

Zone Name' Trust
Static IP: ( EEIEJJ’ |
IP Address/Netmask 1
Interface Mode: NAT

Pz*‘i-"’g
0.1.1.1/24

Network > Interfaces > Edit ( [#* ethernet3): ﬁ? FONEIRYP # SRy —
OK:

Zone Name' Untrust
Static IP: ( %'Eﬁj I
IP Address/Netmask 195
Interface Mode: Route

g

)
1.1/24

Network > Interfaces > Edit ( %" ethernet3) > DIP > New: ﬁi? R plﬁJ[j
f“ IR~ ™ OK:

ID: 5
IP Address Range: 211.10.1.1 ~ 211.10.1.1

Port Translation: ()
Extended IP/Netmask: 211.10.1.10/255.255.255.0

it
Objects > Addresses > List > New: ﬁ“ *E‘IEIU[‘J“F’*,' » YR~ S OK:

Address Name: HQ
IP Address/Domain Name:

IP/Netmask: (4% ), 200.1.1.1/32
Zone: Untrust

B
Network > Routing > Routing Entries > trust-vr New: ﬁﬂa’.T“ *EIEIUPJ"F’{ » i
- " OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (ZE# )

Interface: ethernet3

Gateway IP address: 195.1.1.254

el

Policies > (From: Trust, To: Untrust) New: ﬁl‘ﬁj“ K E'IEIfJPJ"Fk[’ » SR - ™ OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (£ ), Any
Service: ANY
Action: Permit
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Policies > (From: Trust, To: Untrust) New: ﬁ? NP #» IRy~ ™ OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (3 ), HQ
Service: ANY
Action: Permit

Position at Top: ()
> Advanced: ﬁ?‘ N FL » R4~ ™ Return I JI%J&_ R TR
[ﬂ'ﬁl¢{"ﬁflpl

NAT:

Source Translation: (E# )
(DIP on): 5 (211. 10 1.1-211.10.1.1)/X-late

WebUI ( 7’/‘,;}/?/‘/3)

1 ff
Network > Interfaces > Edit ( ¥f#" ethernetl): ﬁfi} CONEIRYP FL[ IDINCSE e S
OK:

Zone Name' Trust

Static IP: ( Elﬁﬁ IF=E2E )

IP Address/Netmask 10.1.1. 1/24
Interface Mode: NAT

Network > Interfaces > Edit ( %" ethernet3): ﬁﬂa’.T“ *E-IEIUPJ"FJT’ s SRy -
OK:

Zone Name' Untrust

Static IP: ( Elﬁnfjfi% =227
IP Address/Netmask 201. :I_ 1 1/24
Interface Mode: Route

Network > Interfaces > Edit ( %" ethernet3) > DIP > New: ﬁi? R plﬁJ[j

FL JREfF- S OK:

ID: 5
IP Address Range: 211. 20 1.1 ~211.20.1.1

Port Translation: ( )
Extended IP/Netmask: 211. 20 1.10/255.255.255.0

it
Objects > Addresses > List > New: ﬁE?J“ *E‘IEIU[‘J?*,' » Ry~ S OK:

Address Name: HQ
IP Address/Domain Name:

IP/Netmask: (4% ), 200.1.1.1/32
Zone: Untrust



3. HEEh
Network > Routing > Routing Entries > trust-vr New: fid * " [Ifiv] J# iz
- " OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (ZE# )

Interface: ethernet3

Gateway IP address: 201.1.1.254

4. B

Policies > (From: Trust, To: Untrust) New: ﬁl]??J" K E'IEIfJPJ"Fk[’ » R - T~ OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (), Any
Service: ANY
Action: Permit

Policies > (From: Trust, To: Untrust) New: ﬁl]??J" K E'IEIfJPJ"Fk[’ » R - T~ OK:

Source Address:

Address Book Entry: (15 ), Any
Destination Address:

Address Book Entry: (&
Service: ANY
Action: Permit

Position at Top: (£ )
> Advanced: figj * p'lﬁlfjm’ﬁ’ » YR~ ™ Return I Jr%? sap: MIRGEIRIE !

‘,rl—*""

A EEIF

NAT:

Source Translation: ( £ #{)
DIP On: (3#4#), 5(211.20.1.1-211.20.1.1)/X-late
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CLI ( 572 Fil A)

1.

]

seE[L interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24

set interface ethernetl nat

set interface ethernet3 zone untrust

set interface ethernet3 ip 195.1.1.1/24

set interface ethernet3 route

set interface ethernet3 ext ip 211.10.1.10 255.255.255.0 dip 5 211.10.1.1

2. by

set address untrust hg 200.1.1.1/32
3. BEf

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 195.1.1.254
4. 5

set policy from trust to untrust any any any permit

set policy top from trust to untrust any hqg any nat src dip 5 permit

save
CLI ( ;'/‘,‘7‘/57/ B)
1. ff

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24

set interface ethernetl nat

set interface ethernet3 zone untrust

set interface ethernet3 ip 201.1.1.1/24

set interface ethernet3 route

set interface ethernet3 ext ip 211.20.1.10 255.255.255.0 dip 5 211.20.1.1
2, ik

set address untrust hq 200.1.1.1/32
3. HEEh

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 201.1.1.254
4., ¥

set policy from trust to untrust any any any permit
set policy top from trust to untrust any hqg any nat src dip 5 permit
save
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DIP & BhhbiEl [H'IE“U' Fie PR RN [N ﬂﬁ’?ﬁ’*t@f‘“ﬂﬁ'fﬂ fib i 5
t gl - ]gj [}E]guﬁcp HJ— @F' T [r, UL TS
i 67: [fif& DIP
B0 = TRt /7 i - DIP B Tk
QIS Y 5
495 IP FIfisy P 498 IP FIfiy P
1332 0 DATA 1332 2229 DA
ethernet2 ethernet3
1.1.1.1/24 1.2.2.1/24
i B A7
ljﬁﬁ"v [ 1A R i > i 1 DIP & B
2 [?ﬂf}{éj’ﬂéiﬁ P LUl 1332-1332
i GRS, loopback.1 /7 T /
_FRRESY DIP B i P = P

ethernet1
10.1.1.1/24 |l

Gy IP Ity 1P

e VR IP ISRy IP
10415 3222 16 DATA

2222

DATA

B aj‘;ﬁ‘l‘%%f%l' (67 IFIOARRRARE IR 55 s (SP) 48 IR i Untrust
Bh3g /T T2IpY TP G -0 ISP-1 2 ISP-2:

m  ecthernet2 ~ 1.1.1.1/24 ~ ISP-1
m  cthernet3 ~ 1.2.2.1/24 ~ ISP-2

Lf*“;r A E] Untrust Bk s ?‘Zﬁfé}{ﬁ'd/fﬁi’f%f\f’/[J IP i ko j“"ﬁij' ethernet1 3
; U Trust Ghish » JRie B E }Fi’f [P i 4~10.1.1.1/24 «

[ i iHy = Iﬂ%ﬁf— 5;{/ Trust Eﬁiﬁcf[lﬂl[f (IR E P YR HEGE RS Untrust

Ehlua,u ~ow?w¢wﬁﬂdgﬁﬁwEHP#%WBBD’WWw#
%5“ EJP‘“ IEI uiﬂlggm b SH | ﬂg*ﬁusr o [SAL =TIV 2R TP AR
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iﬁﬂfl’\fiﬁo

0] 1P A 4-1.5.5.1/30 A JEI L/ ot loopback. 1 » '} 1.5.3.2 - 1.5.3.2 [ fi
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5 185 "rooffice” [UIRIREN 1 (P #4145 2.2.2.2/52) » 2 EE 5 Il
ISP-1 =2 ISP-2 ¥ IHNAY ethernet] =2 ethernet2 /7 [ PEII%“ g e

EA J71‘1EF”¥’YL VAP O RS - E'I*f” SR 2T ﬂﬁl PRI
}i‘v‘ﬁg% SR EEENE e R mﬁﬁ*fhi' = R = T

II

B AR s s SRR S » SRR B Ry
w’Jﬁiﬁ% i R F

B [FE S PPTIR R R (NATsro) 1AL il
PhE IR Z SRR 4« P2 Y DIP S ID 10 ¢

ﬁ 68: [fi'f& DIP P’?FEJ‘

sadiEE %
IR IP Bl IP DATA 222
1.3.3.2 2222
Untrust
[
ethernet2 » 1.1.1.1/24 ethernet3 » 1.2.2.1/24
Iﬁ;}flf FEL 1.1.1.250 W3E 1.2.2.250
};{ﬁf JZHZIZ’?Z DIP £ % ID 10
1A fy = A 47> Loopback. 1
WF'P'“TH“ 5 8 {332-3%55 "
10.1.1.X fEI=R £
1332, F utl ethernet1, 10.1.1.1/24 IJ Loopback.1
QAR Iﬁ_pﬂfs NAT ft5¢ Untrust (s i
|ﬁ 13.3.1/30
ey 1P FUpy 1P DATA
10.1.1.X 2222
WebUI
1. fif

Network > Interfaces > New Loopback IF: ﬁE.T“ TEWFIUPJ?}’ R - T OK:

Interface Name: loopback.1
Zone: Untrust (trust-vr)
IP Address/Netmask: 1.3.3.1/30

Network > Interfaces > Edit (35 ethernet1): fiij * ™ [FIf9[’] FL[ YR
OK:

As member of loopback group: loopback.1
Zone Name' Trust

Static IP: ( %'Eﬁ FIPE)

IP Address/Netmask 10.1.1.1/24
Interface Mode: NAT
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Network > Interfaces > Edit ( [#* ethernet?2): ﬁ? FONEIRYP # SRy —
OK:

As member of loopback group: loopback.1
Zone Name' Untrust

Static IP: ( Elﬁaﬁ L*E'f’fgl )

IP Address/Netmask 1.1.1. 1/24
Interface Mode: Route

Network > Interfaces > Edit ( ¥J#* ethernet3): ﬁ? NI FL[ D INEEE Sl
OK:

Zone Name' Untrust

Static IP: ( E'iji?“[ P2 )

IP Address/Netmask 1.2.2.1/24
Interface Mode: Route

DIP & T
Network > Interfaces > Edit ( ¥f#* loopback.1) > DIP > New: ﬁ?“ X |}||EIJ[J
FL SRy — ™ OK:

ID: 5

IP Address Range: 1.3.3.2 ~ 1.3.3.2
Port Translation: (&)

gy
Objects > Addresses > List > New: i 1E‘IEI5J[‘J?‘,' » k- N OK:

Address Name: r-office

IP Address/Domain Name:
IP/Netmask: (£ ), 2.2.2.2/32

Zone: Untrust

i

5

Network > Routing > Routing Entries > trust-vr New: ﬁ? FONEIPP FL[ N
#- ™ OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (ZE# )

Interface: ethernet2

Gateway IP address: 1.1.1.250

Network > Routing > Routing Entries > trust-vr New: ﬁ? FONEIPNP FL pINES
#- ™ OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (E#E )

Interface: ethernet3

Gateway IP address: 1.2.2.250

FURE IP & Gk
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el

Policies > (From: Trust, To: Untrust) New: ﬁ? NP #» IRy~ ™ OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), r-office
Service: ANY
Action: Permit

> Advanced: ﬁ? N # IR~ ™ Return | Jr%“{u_ JERECR T
PRI
NAT:

Source Translation: ( £ #{)
DIP On: (:##¢), 10 (1.3.3.2-1.3.3.2)/port-xlate

CLI

1. fif
set interface loopback.1 zone untrust
set interface loopback.1 ip 1.3.3.1/30
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet2 zone untrust
set interface ethernet2 ip 1.1.1.1/24
set interface ethernet2 loopback-group loopback.1
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.2.2.1/24
set interface ethernet3 loopback-group loopback.1

2. DIP &

set interface loopback.1 dip 10 1.3.3.2 1.3.3.2
3. Ry

set address untrust r-office 2.2.2.2/32
4. B

set vrouter trust-vr route 0.0.0.0/0 interface ethernet2 gateway 1.1.1.250
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.2.2.250

5.

set policy from trust to untrust any r-office any nat src dip-id 10 permit
save
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set policy name out-nat from trust to uLtrust any any any nat dip-id 9 permit

Untrust B is
DIP & ID8 DIP & ID7
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ethernet3 ethernet3:1
Untrust [ fs5 VS| 1.1.1.1/24 | | 1.1.1.2/24

DIP 5 9
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NSRP # & VSD Group: 0 VSD Group: 1
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| e FEESEeS
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e B (T S ) HA SR (R 2 AR SR A A B) R NAT
s -

# 5k [l DIP & B - ethernet3 % DIP 5 (1.1.1.20 - 1.1.1.29) #! ethernet3:1 iy
DIP 6 (1.1.1.50 - 1.1.1.59) ° ﬂi%f%z}lfjﬂ#l’rﬂ'ﬂ%ﬁﬁ*% (it DIP #E3 3 H| % DIP 7 » 7%
1=

VSD R 0 A1 Y VST

m  Untrust Bhim VSI ethernet3 1.1.1.1/24 (VSD #5552 0)

m  Untrust BhiE VSI ethernet3:1 1.1.1.2/24 (VSD F&iE 1)

m  Trust EiE VSI ethernetl 10.1.1.1/24 (VSD #E5iE 0)

m  Trust B8 VST ethernetl:1 10.1.1.1/24 (VSD #5357 1)
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,MIHJ ScFeenOS I vSD 5 0) » 7?’7: PR e g['gzt“" NSRP A
555 [igff PR %xﬁij 2711 & /ﬁjf/’”//ﬁf )

WebUI
1. DIP &
Network > Interfaces > Edit ([ ethernet3) > DIP > New: fiij * ™~ [FIfi[|
F" SRy~ ™ OK:
ID: 5

IP Address Range: 1.1.1.20 - 1.1.1.29
Port Translation: (3¢ )

Network > Interfaces > Edit (4% ethernet3:1) > DIP > New: fiaj * ™ [*If9[7)
FL SR~ ™ OK:

ID: 6
IP Address Range: 1.1.1.30 - 1.1.1.39
Port Translation: ( 5 )

ER GAYE (BT CLIL E3 DIP 5

el

Policies > (From: Trust, To: Untrust) New: ﬁl]??J" K E'IEIfJPJ"Fk[’ » R - T~ OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (), Any
Service: ANY
Action: Permit

> Advanced: gi? N F’\ IRt~ ™~ Return I’ J?@_&Kﬁéﬂiﬁ%ﬁ
R AEDE

NAT:

Source Translation: (£ # )
DIP On: (:E# ), 7

CLI
1. DIP BB

set interface ethernet3 dip 5 1.1.1.20 1.1.1.29
set interface ethernet3:1 dip 6 1.1.1.30 1.1.1.39

2. DIP BT
set dip group 7 member 5
set dip group 7 member 6

3. ¥
set policy from trust to untrust any any any nat src dip-id 7 permit
save
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" Schedule Name: {1iZ}7: Policy Configuration %} _f'Ji'FaLE Y Schedule ™ $# =& i
I €7 - it %?F‘F [py ST T SRR - FE SRR Y iy TR
ﬁi[] s 19 H—J Ful’)

m  Comment: [l Frgffvis [ B f9EYFe -

m  Recurring: rj?[/ LHEEH ) B f' E!EJJ‘:?Y“ —4:5?

Start and End Times: I iz B ﬁflﬁ'?ﬁlﬁfﬁl o [fil= N[ 2 }J'[JL_*'* lﬁﬁjj
HIE A o

m  Once: f@}‘lﬁﬂ 0l ﬂf[ﬂl’ﬁiﬁq~ ;\Eﬁ Frﬁl E:ls

mm/dd/yyyy hh:mm: ‘Fjﬁ i i{*‘,ﬁl@ THAVETHY ﬁlE?JJ? fii] -

L N B Tom R ] e
g B JIE PR RIFORRE o I TR AR R - 1 IR 9 e
é’iﬁ"ﬁiﬁi‘&ﬁ (10.1.1.5/32) fiU[fi| 9t TCP/IP SE[FHHE! -

WebUI

1. 2

Objects > Schedules > New: ﬁﬁi‘ j“E‘IEI@PJ”'F'}' » R~ N OK:

Schedule Name: After Hours
Comment: For non-business hours
Recurring: (Z# )



HHY 1
Weekday Start Time End Time
Sunday 00:00 23:59
Monday 00:00 06:00
Tuesday 00:00 06:00
Wednesday 00:00 06:00
Thursday 00:00 06:00
Friday 00:00 06:00
Saturday 00:00 23:59
T 2:
Weekday Start Time End Time
Sunday 17:00 23:59
Monday 17:00 23:59
Tuesday 17:00 23:59
Wednesday 17:00 23:59
Thursday 17:00 23:59
Friday 17:00 23:59
Saturday 17:00 23:59
2. fbgh

Objects > Addresses > List > New: fiaj * *E'IEI'U[‘J"F’}’ s k- N OK:

Address Name: Tom
Comment: Temp

IP Address/Domain Name:

IP/Netmask: (£ ), 10.1.1.5/32

Zone: Trust

3. Fffﬁj‘

Policies > (From: Trust, To: Untrust) New: ﬁf‘ﬁjj K E-IEIUPJ”'F&[’ » R - T~ OK:

Name: No Net
Source Address:

Address Book Entry: (

Destination Address:

Address Book Entry: (

Service: HTTP
Action: Deny
Schedule: After Hours

=), Tom

E=E ), Any

A
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CLI

PR

set schedule "after hours" recurrent sunday start 00:00 stop 23:59

set schedule "after hours" recurrent monday start 00:00 stop 06:00 start 17:00
stop 23:59

set schedule "after hours" recurrent tuesday start 00:00 stop 06:00 start 17:00
stop 23:59

set schedule "after hours" recurrent wednesday start 00:00 stop 06:00 start
17:00 stop 23:59

set schedule "after hours" recurrent thursday start 00:00 stop 06:00 start 17:00
stop 23:59

set schedule "after hours" recurrent friday start 00:00 stop 06:00 start 17:00
stop 23:59

set schedule "after hours" recurrent saturday start 00:00 stop 23:59 comment
"for non-business hours"

b
set address trust tom 10.1.1.5/32 "temp"

iz

set policy from trust to untrust tom any http deny schedule "after hours"
save
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EE
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= Direction - [fi#' % B ( (- TFBRNE] | I[0R9Bhish ) b R AR f9H fy
m  Source Address - & EF I E YA -

m  Destination Address - ;|7\ & HUEZ[[V -

m  Service- @lﬁﬁ?ﬁ@iﬁl?ﬁﬁg{;@@

m  Action- %' = ]ﬂ:%:{ébll}%qsﬂ‘u;ﬂ]LLA‘JI:LIIﬁ)Fﬂ(ﬁ"FIJlmg%ﬂ‘h%}ﬁﬁihljﬂjgwltylﬁm
ﬁ’?"-deny(?ﬁﬂﬁl) permit ( “¢7) ~ reject (FZ[p1) FY tunnel ( Bl

g > & NSl CLI JII IRy e 52 FTP SR - Trust Bk 3 1 2 £ St
ﬂi[ﬂj DMZ Bk 3sl[1 /5% "server1" Y FTP | RS -

set policy from trust to untrust any serverl ftp permit

m  Direction: from trust to untrust ( J[]f§-Trust B4 IEZE] Untrust Bhis )

= Source Address: any ([ Trust s[4 (= 7 i - (%T:F "any" Rk ]G IE
IZI[[—A [ l‘f‘ {l‘—‘FIf]vE—T 4_‘ r‘{‘ {1[—‘)

m  Destination Address: serverl (Untrust BhIsisp]F iy iffi = | # Ha o i)
m  Service: ftp (% e &
= Action: permit (%' {EAEI o FIFSRIRR ERBEE 1 1)
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[ﬂi“\/ fJ (Bl A lﬁlﬁh*ﬁ&wﬂ%ﬁm@ IEI” Jﬁ:ﬂ% EE R ’?léféﬁé
%‘Tjé%ﬁf[ fi) TCP 1 5 &A1) UDP "pseudo” jj I ”El uf’uff[p'“%%?

RS e JE Lsm q:r F§-Trust BhIs TP 48 A 2] Untrust Eﬂ:iﬁf«Hl U| EJF/
Ekg Y HTTP El‘]‘* [ftng ['}%L[srf[]r‘@ e B TU S A IV HTTP [fl[
& R }L{y}%ﬂyru Jﬁ pgzg;@:-f l ilj?T[J E=S H HTTP %]—]\uﬁnp JJE ,
b= A 'ijiUntrustEa*@"HmEj“aBﬁJﬁcNE‘?J‘Bﬁ THéTrustEh@'H'
2B A B B AT I 8 A O (T UL
Vgﬂguﬂiufr ) MFLH S I Untrust J:J@?H'I %a‘é Z Trust BB £ A py

L
[
’,_T
W e

_,

._7

' 71 BSEITT
set policy from trust to untrust "host A" "server B" http permit

S HA (195 B

Trust B s Untrust Tyigh

4 2 P
HTTP fioft e
< / T T T T T B HTTP [HIE%‘

HTTP foi7f:

= R JflJpI‘H = 155
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WebUI

1 i
Network > Interfaces > Edit ( ¥J#" ethernet1): ﬁ?“ N EIpVT JFL[ DINEZE A
Apply:

Zone Name' Trust

Static IP: ( %'E:fjfj;c‘“ IP=E7E)
IP Address/Netmask 10.1.1.1/24

?? FIIP A > JRefy- ™ OK:
{en‘ace Mode: NAT

Network > Interfaces > Edit (35" ethernet2): fiij * ™ [FIf9[’] FL[ NS A
OK:

Zone Name' DMZ

Static IP: ({112 f‘if )
IP Address/Netmask :L 2.2.1/24

Network > Interfaces > Edit ( ¥#" ethernet3): ﬁ?“ NEIRYP FL[ v YRy
OK:

Zone Name' Untrust

Static IP: ( EE'ESj BT
IP Address/Netmas 1. 1 1/24

2. fby-
Objects > Addresses > List > New: i * 1?"15'[@[”?*{ YR~ N OK:

Address Name: corp_net
IP Address/Domain Name:

IP/Netmask: (4% ), 10.1.1.0/24
Zone: Trust

Objects > Addresses > List > New: ﬁﬂiﬁ“ j\E‘I]E‘IU[‘J?*,' » YR~ N OK:

Address Name: mail_svr

IP Address/Domain Name:
IP/Netmask: (4% ), 1.2.2.5/32

Zone: DMZ

Objects > Addresses > List > New: fiij * *E'IEIUPJF’F% » k- N OK:

Address Name: r-mail_svr

IP Address/Domain Name:
IP/Netmask: (4% ), 2.2.2.5/32

Zone: Untrust
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3. JpEEsE
Objects > Services > Groups: fiij * ™ FIFVESE €70 » P20 M7 - R
- N OK:

Group Name: MAIL-POP3

HHE MAIL 7] < < Hﬁ—}{fj’ﬁ@ f§- Available Members A#% = Group
Members )h%ﬁ

HEPOP3 ] < < H’L’H%)’J Available Members #ff#%= Group
Members ﬁ%ﬁ

4. Bl
Network > Routing > Routing Entries > trust-vr New: fid * " [Ifiv] J# iz
#- " OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (ZE# )

Interface: ethernet3

Gateway IP Address: 1.1.1.250

5. Ffﬁ‘
Policies > (From: Trust, To: Untrust) > New: ﬁ‘f FONEIPYL JFL DN A
OK:

Source Address:

Address Book Entry: (15 ), corp_net
Destination Address:
;‘:

Address Book Entry: (&
Service: Mail-POP3

Action: Permit

), mail_svr

Policies > (From: DMZ, To: Untrust) New: ﬁl]??J" K E'IEIfJPJ"Fk[’ » R - T~ OK:

Source Address:

Address Book Entry: ( £ ), mail_svr
Destination Address:

Address Book Entry: (), rrmail_svr
Service: MAIL
Action: Permit

Policies > (From: Untrust, To: DMZ) New: ﬁl]??J" K E'IEIfJPJ"Fk[’ » R - T~ OK:

Source Address:

Address Book Entry: (1), rmail_svr
Destination Address:

Address Book Entry: (), mail_svr
Service: MAIL

Action: Permit
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CLI

1 i
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernet2 zone dmz
set interface ethernet2 ip 1.2.2.1/24
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2, ik
set address trust corp_net 10.1.1.0/24
set address dmz mail_svr 1.2.2.5/32
set address untrust r-mail_svr 2.2.2.5/32

3. R
set group service MAIL-POP3
set group service MAIL-POP3 add mail
set group service MAIL-POP3 add pop3

4. H5ph
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
5. =
seg policy from trust to dmz corp_net mail_svr MAIL-POP3 permit
set policy from dmz to untrust mail_svr r-mail_svr MAIL permit

set policy from untrust to dmz r-mail_svr mail_svr MAIL permit
save

;asj'miﬁsr'“—”srr S
~ %] BIfi 2 il (ABC Design) ul;[yﬂ[ It 5 A5 Ry SR SE R S
ﬁﬂ& Trijtf Eijl o iFLF” T ﬁm&t Ifk ﬁ lﬂ ﬁ

R (SRR PUA - "Eng”)
m I (STES 4T "Office”) -
H Web AIZR{F [l e %)~ [ DMZ B -

T EPRERITLRL S S H A B P

"Eng” [ 1 Jli B B RO SEF R 95 E R3S > 17 FTP-Put » IMAP ~ MAIL
1 POP3 9t o

m  "Office” ' '} ffi "] %4 ﬁﬂ[iﬂlu ElY r“l'ﬁﬁ?%" "5 0 PRI WebAuth [
sl 1w e (Ui WebAuth il [HEREIVERH - 2 Bl5Y 9-31 FIHY TR
FIJ?{ g e )

m Trust GBS FIpVE - fld ~ 31T 5 2V DMZ B IS Web S 21 fﬁﬁﬁ%‘g o

m Untrust B3 pI5EERER I ()T AR [ o TV DMZ 388 o 520 (T s -

. »ﬁr EEREE (TR sysadming) » 5§ DMZ B
(RS ) “§ TSifs = yﬁl*@rﬁvﬁrh

170 m =&- JHJ*T“TJ“



EULCE: (I

' 73: B ISR PORE

Untrust B is
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Trust B35

f@%ﬁw Iﬂutr—ﬁ:tﬁ;)l E_l . r‘f‘ -F]_[_‘ qu _,:l:rr EEA@TIJFIUQ&IE” o ‘{/[I% JEE;XE"FE_F@%:#I
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il gl Arr7 2 g
#.18: SIS
feliuigl (PR ) ZflGudsh ( IRttt dt) fhie] e
Trust - Any untrust - Any Com ( qF/,, BEL - FTP-Put Reject
IMAP ~ MAIL ~ POP3)
Trust - Eng Untrust - Any Any Permit

Trust - Office

Untrust - Any Internet( JF5EE - Permit (+ WebAuth)

FTP-Get ~ HTTP ~ HTTPS)

Untrust - Any DMZ - mail.abc.com MAIL Permit

Untrust - Any DMZ - www.abc.com Web (g#5HR"  HTTP Permit
HTTPS)

Trust - Any DMZ - mail.abc.com S (s Permit
TMAP ~ MAIL ~ POP3)

Trust - Any DMZ - www.abc.com Internet( qg,;.jjgfpm, : Permit
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WebUI

1. fE&Trust Z] Untrust
Policies > (From: Trust, To: Untrust) New: ﬁE?J“‘ K E'IEIfJPJ"Fk[’ » SR - ™ OK:

Source Address:
Address Book Entry: (£ ), Eng
Destination Address:

Address Book Entry: (£ ), Any
Service: ANY

Action: Permit
Policies > (From: Trust, To: Untrust) New: ﬁl]??J" K E'IEIfJPJ"Fk[’ » R - T~ OK:

Source Address:
Address Book Entry: (3
Destination Address:

#),
Address Book Entry: (£ ), Any
Service: Internet

Action: Permit

> Advanced: ﬁ? TN F’\ JRieiF— ™~ Return I’ Jr%{u_ ERE TR
R EEDE

Authentication: (£ )
WebAuth: (24 )

Office

ERdi: tInternet” fLEVE TN FIPUIRESTEET  FTP-Get ~ HTTP 1 HTTPS -

Policies > (From: Trust, To: Untrust) New: ﬁE?J“‘ K E'IEIfJPJ"Fk[’ » SR - ™ OK:

Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (£ ), Any
Service: Com
Action: Reject
Position at Top: (&)

B "Com" L/ E M F[I58 EYIVARISEEL - FTP-Put » MAIL ~ IMAP 1 POP3 -

;:it §-Untrust B3 E]] Trust BhIsAYER YA El wgl%lﬁﬁ?ﬁ’fﬁujﬁ EB’F’?‘ Fsp]RA
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2. & Untrust Z[] DMZ
Policies > (From: Untrust, To: DMZ) New: ﬁ? RN #» IRy~ ™ OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), mail.abc.com
Service: MAIL
Action: Permit

Policies > (From: Untrust, To: DMZ) New: ﬁ? BN #» IRy~ ™ OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: ( 1% ), www.abc.com
Service: Web
Action: Permit

TR "Web" RLETE N FIAVARISEE - HTTP A1 HTTPS -

3. & Trust £ DMZ
Policies > (From: Trust, To: DMZ) New: ﬁﬁ?‘u]“ - E'IEUPJ?}’ » Riiy— ™ OK:

Source Address:

Address Book Entry: (1% ), Any
Destination Address:

Address Book Entry: (15 ), mail.abc.com
Service: e-mail
Action: Permit

B remailt fLEE TN EIPVIRETEES © MAIL ~ IMAP F{I POP3 -

Policies > (From: Trust, To: DMZ) New: ﬁr‘ﬁjj K E-IEIUPJ”'F&[’ » R - S OK:

Source Address:
Address Book Entry: (1% ), Any
Destination Address:

Address Book Entry: (34 ), www.abc.com
Service: Internet

Action: Permit
Policies > (From: Trust, To: DMZ) New: ﬁfi??J“ "'“ E'IEIUPJ?}’ » R - T~ OK:

Source Address:
Address Book Entry: (1% ), sys-admins
Destination Address:

Address Book Entry: (£ ), Any
Service: ANY

Action: Permit
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4. {§£DMZ Z|| Untrust
Policies > (From: DMZ, To: Untrust) New: ﬁ? MR #» IRy~ ™ OK:

Source Address:
Address Book Entry: (1 ), mail.abc.com
Destination Address:
Address Book Entry: (1% ), Any
Service: MAIL
Action: Permit

CLI

1. & Trust Z] Untrust
set policy from trust to untrust eng any any permit
set policy from trust to untrust office any Internet permit webauth
set policy top from trust to untrust any any Com reject

Ef: Internet” RLEE TR FIFUIRSTEST | FTP-Get ~ HTTP A1 HTTPS -

"Com" RLE"E | F[IAY EIpVARSSEERS © FTP-Put ~ MAIL ~ IMAP #{1 POP3 -

2. f§ Untrust %] DMZ
set policy from untrust to dmz any mail.abc.com mail permit
set policy from untrust to dmz any www.abc.com Web permit

T "Web" fLEE [R5 EYIVIRISEEL - HTTP A1 HTTPS -

3. & Trust £ DMZ
set policy from trust to dmz any mail.abc.com e-mail permit
set policy from trust to dmz any www.abc.com Internet permit
set policy from trust to dmz sys-admins any any permit

e "e-mail” fLEE N IRS EIAVERISEET  MAIL ~ IMAP #1 POP3

"Internet” fL5' ) 3j[W EYAOIRATEET | FTP-Get ~ HTTP #1 HTTPS -

4. £ DMZ %] Untrust
set policy from dmz to untrust mail.abc.com any mail permit
save

T S RO

T A FRIE T (a0 [‘Jﬁﬂﬁbiﬁﬁfﬂrﬁ“’ FOEE RURPES IV Trust Bkisk1 K LAN -
S '}Fl IRAS - }{ﬁ’ ethernet! 3AHZ] Trust Bhid > & TFHL IP 4% 10.1.1.1/24 -
‘Zﬁn&}{j ethernetz SHAHE] Trust Bhis > SVFEVE IP M HHEG 10.1.5.1/24 - EFF'J Trust B4
Sl A | ?‘Wr”ﬁf %f:? LS el gk lﬁllpt il e E'ﬂ‘?ﬂ*'%’*ﬂﬁf Ty
A4 (10.1.1.100/32) » l— ([ {=ED 'f“ﬁ"fﬁf SR '*L' [LJJ'T HE 4t
(10.1.5.0/24) - /Hilfy«}iﬂ Eﬁi@' ?zl— H ’ ’“‘rfiﬁlﬂﬂ&—' ﬁ‘iuq(/]l:[ 5@5 °
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WebUI

1. Trust Zone - fi LA
Network > Interfaces > Edit ( ¥J#" ethernet1): ﬁ?“ N EIpVT JFL DINEZE A
Apply:

Zone Name' Trust
Static IP: ( %'EB*J FIRPE )
IP Address/Netmask 10.1.1.1/24

HEERON PP SR - T OK:
Interface Mode: NAT

Network > Interfaces > Edit ( ¥[#" ethernetl): ﬁ? FONEIPY] JFL SRy~ H
Apply:

Zone Name' Trust

Static IP: (IR 2522 )
IP Address/Netmask :LO 1.5.1/24

AR PP A R T OK:
Interface Mode: NAT

Network > Zones > Edit ( %4 Trust): ﬁr‘ﬁjj 1E-|EIUPJ”'F&[’ » SR~ T OK:
Block Intra-Zone Traffic: (3£ )

2. o
Objects > Addresses > List > New: i * 1?"15'[@[”?*{ s SR~ N OK:

Address Name: Hamilton
IP Address/Domain Name:

IP/Netmask: (4% ), 10.1.1.100/32
Zone: Trust

Objects > Addresses > List > New: ﬁﬂiﬁ“ j\E‘I]E‘IU[‘J?*,' » YRy~ N OK:

Address Name: accounting
IP Address/Domain Name:

IP/Netmask: (4% ), 10.1.5.0/24
Zone: Trust

3. E?fq
Policies > (From: Trust, To: Trust) > New: ﬁ? GNP FL SResiy—~ ™ OK:

Source Address:

Address Book Entry: (3#& ), accounting
Destination Address:

Address Book Entry: ( 1% ), Hamilton
Service: ANY

Action: Permit
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CLI

1. Trust Zone - /i B[ &
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet2 zone trust
set interface ethernet2 ip 10.1.5.1/24
set interface ethernet2 nat
set zone trust block

2, fhy-
set address trust Hamilton 10.1.1.100/32
set address trust accounting 10.1.5.0/24

3. *
seg policy from trust to trust accounting Hamilton any permit
save

B 2 R
Al Sl ,}Hﬁﬂ Bl
www juniper.net - EJI 2

plve = it = s QA dr

gﬁ;%v%i:i[ailsa Sl 10 B ﬁi,ﬂv Jf
= | = IS RORL ELURHOFRE e 5 7 A fy]
n flfrfffg IM(*“HIH— 5k 388 )Y)

=
(==
g
==
vqi-
Zi%

- (S £l ﬁ@ P IZEIP S g %ﬁ’eiﬁi [f%i:fFf RERE YT DNS AR

WebUI

1. =tk
Objects > Addresses > List > New: fiaj * *E'IEI'U[‘J"F’}’ s k- N OK:

Address Name: serverl
IP Address/Domain Name:

Domain Name: (3£ ), www.juniper.net
Zone: Global

2. P’;‘ﬁl‘j‘
Policies > (From: Global, To: Global) > New: ﬁﬁj" ‘ E'IEI@[‘J*"J}' s YRl -
OK:

Source Address:
Address Book Entry: (1% ), Any
Destination Address:

Address Book Entry: (3Z£1# ), serverl
Service: HTTP
Action: Permit

CLI
1. Zm&g-
set address global serverl www.juniper.net
2, &
set policy global any serverl http permit
save
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EULCE: (I

SEFNCLIAEFEISTWG - o S IS0 P ITOP A 0 L S T fses
Bl G pE o g I

set policy id 1 from trust to untrust hostl serverl HTTP permit attack
HIGH:HTTP:SIGS action close

(SRS IOFE - B0 g -
fJ,'f ﬁ?‘ “J U[ F" ﬂil&f—ﬁ? 1%“5 F[' :

set policy id 1

ns(policy:1)-> set src-address host2
s(policy:1)-> set dst-address server2

ns(policy:1)-> set service FTP

ns(policy:1)-> set attack CRITICAL:HTTP:SIGS

on PSRN IR (RO SRATE B PREL E
FEfE IR RERY server2 o [N kL server2 = serverl » [NELY] HP“WETWHI I[T *7”~
ST

/t/l f?}“/‘?ﬂ‘ g’ﬁf/ff/

ScreenOS “¢FF ISR FHFIE FHET= M I (]
LI Sl
n E IElfijjl'lf‘fil[—‘

n RS

m CYERARET

it 5.0.0 Vjifv ScreenOS Ay A fl1 > £1F *‘J (ERSESRI S ,\,q@a;ﬂa YpEE- A3k
Aiiﬁ*“*”ﬁ%fwﬁﬁﬁ% 0 SR TR 3 ¢o¢
Screen0S 5.0.0 f1 » [&[ 57" fgﬁﬂ plifo b {lpﬁlqgﬁ;r%iﬁ [sé F~I/ Gt F' " }E

TR T E '%*Ef*ﬁrﬁﬁ (e

EE

* E'LT]:[IEI’?";:%FILJ:)J~ [t 08 g5 A5 " Any” » ISR T REEN RO =R
IFfE'E PHTEI e F 3F FaAf 7Y - ScreenOS fg@%weﬁﬁ P ﬁ[ﬁ”ﬁ“ ’

TRV SIRPE TS TR I o G IR
WebUI

=l FTRTR] LA ) g R 2P DR LR s
Multiple et o E,Iii??‘rg,lﬁl 2 5H E@Eﬁ— iy - Attack Protection & -
T "Available Members" ﬁﬁf[hﬂfjﬂ T SRffi?] < < %{“’ VFe 2
"Active Members" fiff o [STf' I SR PR E TET IR g o 7‘1?_5%/54 ] %E@F
M OK '] ’Q[fl'ffﬁ$r'ﬁ"§lpl

qu* Lﬁ

Lael
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f=a el Screen0S &4
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- L

Br qu* ﬂJ

cLi

P B
set policy id number

SREA TP S

ns(policy:number

( -> set src-address string
ns(policy:number

(

(

-> set dst-address string
-> set service string
-> set attack string

ns(policy:number
ns(policy:number

pnm g 2 €

[T )RR R f'if IEIJE“L—‘“ —*F"T?J P g ?‘F'[ ER G B I i) SV L/ U
féiﬁf:ﬁ[%{@: :rﬂ?* ‘quﬁ?[f ﬁ;},[, ) |E "P T_contractors" i 3HFER i3 9f ity
ARRRCES- Ly E'ﬁ{ IS TR T A S A -

& WebUL fl1 o} (X5 % PIGRIE I b TR g s sy g
Multiple j“i‘z tf[ﬂ;”'Iﬁh (i gd EFJ?J,I J 'W‘M—F,J\ge‘? SRR

[t AT CLI Ff R F ok i by * SRS (1) -

EEC:

.ﬂlpfl\_%ﬂj T T*F Tk B H 2 F?*Jgﬁ__vm]imlpjglﬁlo

riYI:EF”TJ [1 g #e 5 Trust E%JFE&F’?‘J b - TURRE | FTP ffilly e ( z]t "vulcan"
[ FTP ff ﬁba”é[fé It B - AR "vulcan J%B%E}H PP A
E Py .
l'ﬁ'& P mﬁj [ Frﬁ %Juglé“ gt ﬁu%f ° Ik ? SH Trust koG s

’”ﬂ“ﬂlﬁ = PR Ry R U’FE'[ Wk 351 7 [ U fef] G O E o B
L

=1 PTFJ s

HU SRR AR Trust G = ELE EIE 1P ik

n }{—] ethernet! A= Trust Bh s » YR Bl iElaF’, EIP P H-10.1.1.1/24

m K ethernetd SAAE] Trust Bhdsh > S SE T IP A 4-10.1.2.1/24
Y= o B Trust BAS*| £75% "vulcan” [V FTP ({8 = 04 (10.1.2.5/32) «

K BSER R » ST H B -



5V 6 i Y

EE: Y S - I =i
10.1.2.0/24 = 5fgHe “‘f‘ 2N
T -

ﬁﬁ*? IFWI%%’HH*%mﬁﬁd
£ Juniper Networks I F7 T S b

B 74: BiSP BT

ethernet!  ethernet4
10.1.1.1/24  10.1.2.1/24

10.1.1.0/24
(il P )

10.1.2.0/24

Trust B

I G FIP (12

"vulcan"
10.1.2.5

WebUI

1. BhimpREr
Network > Zones > Edit ( 5[#" Trust): ﬁE?J“ j“]?'IEIUPJ”’F'}’ » SRdy— ™ OK:

Virtual Router Name: trust-vr
Block Intra-Zone Traffic: (4 )

2. Trust Bl i
Network > Interfaces > Edit ( ¥f#* ethernet1): ﬁff‘ FONEIPNP FL[ s R
Apply:

Zone Name' Trust
Static IP: ({1122 M2 )

IP Address/Netmask 10.1.1.1/24
EE?!J"LEIIE”I' J ’H{I if'; L
Interface Mode: NAT

Network > Interfaces > Edit ( £[#%* ethernet4): ﬁff FONEIPYP FL JReiy—
Apply:

Zone Name: Trust
Static IP: ( .%'Eﬂj‘ F=2F)
IP Address/Netmask 10 1.2.1/24

HEERTEEVPR M- S oK
Interface Mode: NAT
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3. -
Objects > Addresses > List > New: fiij * 1[?'!]&"'0{‘]?,’ » k- N OK:

Address Name: vulcan
IP Address/Domain Name:

IP/Netmask: (¥4 ), 10.1.2.5/32
Zone: Trust

4., Ffﬁ‘
Policies > (From: Trust, To: Trust) New: ﬁrE?J“ K E-IEIfJPJ?}’ » Rz - T~ OK:

Source Address:

Address Book Entry: (15 ), Any
Destination Address:

Address Book Entry: (1), vulcan

> ¥~ "~ Multiple > #{5& Negate Following £V il » JRiF|#F—~  OK
J‘J%}Z[ﬂlﬁlq& policy A= REF I »

Service: FTP
Action: Permit

CLI

1. BhISERE g
set zone trust block

2. Trust Buisi /i
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet4 zone trust
set interface ethernet4 ip 10.1.2.1/24
set interface ethernetl nat

3. feg-
set address trust vulcan 10.1.2.5/32

4. =
set policy from trust to trust any Ivulcan ftp permit
save
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[ETTIBE T o }
o P ST [FE S PRE 7 (S o T WebUL[I1 > f IR
[jgjconﬁgneﬁ%FﬂJEdngi rﬁjf%}£;$[JPmmy;rﬁ¢|pqhw|wﬁ§E[,f\

b~ OK 7t CLLf[1» [fli"] set policy §f

Screen0S Ut B PIE - PO+ (I - BRI
ﬁﬁﬁ*fﬁﬁﬁél k P T N F B
WebUI

Policies: vt fel fift*'] ILJFfHEJ Configure Hififl1 » i&[# Enable £47v 1 -

BT R A SN Rt TE N

CLI
set policy id id_num disable
save
=E: f;' [ I\E ‘i{%lfﬂ'Jﬂ JVTTJF” Configure i 1;#4% Enable (WebUI)
ﬁ =7 u d id_num disable (CLI) -
=7
ScreenOS Hiff~ [ =+ i 2 BT I EOPs T HqL 3 = STy
TR () b W A %ﬂmmfﬂ

set policy id 1 from trust to untrust any any HTTP permit
set policy id 2 from trust to untrust any dst-A HTTP deny

ok o e

("=x} INCE] = rj‘ ‘[‘ 73 el [’k’ir‘\“ I fj\\ e

b 2' [ﬂ'iﬂjﬁa ﬁijgl rh‘f‘jn“{lp any" qi ﬂél J|2 FF[[E[ :EB?%&SJ:H{Q;_LEJI

LerP B ZED 2 % (FFIE Untrust Bhisk dst-A ;ET_H%FEJ rust Bl i) [ 0
Iﬂ?}—;’rfﬁ['# i%&jzﬁlﬁ‘?}”ﬁr IF”F[EI°

R PP AT SRR SRR - AT e

set policy id 2 from trust to untrust any dst-A HTTP deny
set policy id 1 from trust to untrust any any HTTP permit

[l IS B L ) SR A
Uf?w [ L AR .ﬁffﬁry Hﬁiﬁ“r”ri m%lﬁﬁ‘w‘fﬂ G
ﬁ“£» s fagotn - e 91/ s

exec policy verify

IR B 0 BRI - I ERLETR Y ST R

EEC f—”srrj My PO, ﬁ?ﬁguﬂ&;ﬁ_ ﬂJ{ %JfH i U P RS
IR o ‘Dﬁ”rf i 5 2T llia'rfjP ”ﬁr‘fg’ﬁ'ﬁ”“’ h
I3 - ¢W@ s F%Tﬁlwﬁrﬁ?ﬁﬁ)f“%%p SRR B (7
i ﬁ )EJT@~ ,[aifrﬂ*,rﬂ IR W o T
%,% ﬂ#f g b b
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%#FTTF bl BT 0 P m*‘#ﬁﬁi@ﬁ?@%@@ﬂo&*7ﬁmﬂ
[ V8] (IR P Qe I 3 - TPy 100 2 56 F It sy 3

set group address trust grpl add hostl

set group address trust grpl add host2

set policy id 1 from trust to untrust hostl serverl HTTP permit
set policy id 2 from trust to untrust host2 serverl HTTP permit
set policy id 3 from trust to untrust grpl serverl HTTP deny

W%ﬂﬁﬁ#upﬁffmﬁﬁ%ﬂHvﬁﬁ%ﬁg ¢m¢w%ﬁm<%w
mnw7PFUrw hwffﬂuﬁf@{v R TR

[ﬂ#%ﬁﬁwﬁi%wﬁ“UﬁferFﬁwﬁkﬂk”F%
r%iﬁ SR EIT O B © (] A’ PHE G4 e AT
P‘HJF' J“‘ﬂ Bl (E! m‘}f"ﬁ’ﬂ:ﬁ 'JF” Jﬂgb‘[ﬁ:p‘r %&k [F%‘}i[gﬁ%j’sd‘% )

S« BT i g

- ﬁ?ﬂj”EﬁW}%ﬁ
fudst B e T WebUT fiy "HEE

olicy A= e 1~ ([T E}“ Position at Top PV

CLI 1 K FTJ%J top FrifiZ| set policy }JF’[ i fl1: set policy top ..
SR ] I BT ey -
WebUI

& WebUI FI Ve BT e pg ity
;C% K E'IHI/ F“JEF[#K/}i = ?JfH:I JT BFI

YN B g

%ﬁﬁ"&ﬂ User Prompt ’;’éfﬁ::mﬂ .

S FEFIVEHY Configure 1 -

[}L{strﬂ TU‘/EE Ff [Jﬁl I o j[l 'I}Li;/r:';‘__’\—"\—‘ [_‘% h .
“%%ﬁH mﬁiﬂﬁﬁinﬁﬁw (IR

H- ™ OK I|#FF5) -
Jp - HE bR

L[TIEI Pol le Move E E %:1 E-,I;’;FI}JFI JL Llff']_[ ; '%}5\ Fl Fﬁf—iﬁﬂfj%ﬁ‘l °

B e ﬁﬁrﬁi%frﬁﬁl » 87—~ A (Move Location) cui[jf“[ I T A6 e p
@g’wﬁrm;ﬂgﬁ@?oﬁ—*ﬁ[ﬂﬁ@%w%w@fw'Fw
FF -
1 Policy List FIFT » FEEAAYLS f'LJ“H T Jrf;[‘ o
CLI
set policy move id_num { before | after } number
save
[ (ORI PR g9t T E”T P WebUI fl1 > l-_pﬁ,l%’ﬂéﬁuffrf\']‘p}
Configure Afl1§#— " Remove o Hi 7Ll T%?EE ?ﬁgﬂéfﬂﬁfﬁﬂj

Yes o 7 CLI ]I > %[’E{E'J unset policy 1d num ik
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AR

m Y7 RSP (R SRR

Bl pr ;?WJ[ RAVEIH e = DiffServ Codepoint ,j: RS - Wﬁ DS
Codepomtffﬁr—,w*u URERIEY - %"*Eﬂ:ﬁl% FIERY DoplRah i ezl | e

YA [20 7 Eﬁ—?ﬁﬁﬂ =5 El%ﬂg*‘(’ruglﬁg‘fﬂj,;#ﬁ ’I,—T\T"‘[ B £ hﬁlgﬂ; LEIWFI urE
f"“ r } CLI 1 fELE [ i (lit 7 ARV F O B : set trafflc-shapmg mode
oi1 il c - set trafﬁc-shapmg mode on :35 frpE R R o HRLTE Weblgj
H it :g?* LEI IF L LG F 1EY : Configuration > Advanc d > Trafflc Shaping - 1
AT %%lﬁﬂf [ e IR ]

Tu ;:llﬂ"g =

ik 4 Il C BT T3 A [ 55T H] 45Mbps U » 1 P ARl A=
lﬁﬁ[J 1[5 - ethernetl /7 p[?ﬁz;ﬁfﬁ?iu Trust s > |7i| ethernet3 T@qﬁﬁrﬂ Untrust

W 75: SRS

”

-
:g: Trust B4 ek Untrust [ ik
T3-45 Mbps

Marketing: 10 Mbps [i|[*| > 10 Mbps [fi] It

7

Sales: 5 Mbps [fi][*| - 10 Mbps [fi] It

DMZ 15, 3
Support: 5 Mbps [fif[*] » 5 Mbps [fi| 9
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WebUI

1. SR
Network > Interfaces > Edit ( ¥J#" ethernet1): ﬁ?“ N EIPVP FL[ D INEEE Sl
OK:

Traffic Bandwidth: 45000

= I I SR L 1R EHTLRE  JE TERE [0 P PR

Network > Interfaces > Edit (35 ethernet3): fiij * ™ [FIfi9[’] FL[ YR
OK:

Traffic Bandwidth: 45000
2. DERHIpsR

Policies > (From: Trust, To: Untrust) New: ﬁl‘ﬁj“ K E'IEIfJPJ"Fk[’ » SR - ™ OK:

Name: Marketing Traffic Shaping
Source Address:

Address Book Entry: (3Z# ), Marketing
Destination Address:

Address Book Entry: (1% ), Any
Service: Any
Action: Permit
VPN Tunnel: None

B YT VPN SOr g I R R -

> Advanced: ﬁ? N FL IRiEHF— ™ Return | JF%?J&_ A TR
[ﬂ%lin’”'ﬁflpl

Traffic Shaping: (£ )
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 15000

Policies > (From: Trust, To: Untrust) New: ﬁ'? FONEIPYP FL IRifF - S OK:

Name: Sales Traffic Shaping Policy
Source Address:

Address Book Entry: (1% ), Sales
Destination Address:

Address Book Entry: (£ ), Any
Service: Any
Action: Permit

> Advanced: ﬁﬁ?‘ N FL gREHEF—~ T Return ;F% LR
AR
Traffic Shaping: (£ )

Guaranteed Bandwidth: 10000
Maximum Bandwidth: 10000
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Policies > (From: Trust, To: Untrust) New: ﬁ? NP #» IRy~ ™ OK:

Name: Support Traffic Shaping Policy
Source Address:

Address Book Entry: (3£ ), Support
Destination Address:

Address Book Entry: (1% ), Any
Service: Any
Action: Permit

> Advanced: MJ‘ N FL » R4~ ™ Return I JI%J&_ R TR
Bl AR R

Traffic Shaping: (Z# )
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 10000

Policies > (From: Untrust, To: Trust) New: ﬁf‘ﬁjj ~ E'IEIfJ{“J?}’ » R - T~ OK:

Name: Allow Incoming Access to Marketing
Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (£ ), Marketing
Service: Any
Action: Permit

> Advanced: gi? NP F’\ JRizFF— ™ Return I J?Eﬁ%%ﬁfﬁf?%ﬁ
lfﬁlji’r"rfflpl

Traffic Shaping: (£ )
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 10000

Policies > (From: Untrust, To: Trust) New: ‘p‘ﬁ?‘ FONEIPYP FL IRifF - S OK:

Name: Allow Incoming Access to Sales
Source Address:

Address Book Entry: (1% ), Any
Destination Address:

Address Book Entry: (Z£1#5 ), Sales
Service: Any
Action: Permit

> Advanced: ﬁﬁ?‘ B FL YR~ ™ Return I JI% ERERTE
PR

Traffic Shaping: (£ )
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 10000
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Policies > (From: Untrust, To: Trust) New: ﬁ? NP #» IRy~ ™ OK:

Name: Allow Incoming Access to Support
Source Address:

Address Book Entry: (£ ), Any
Destination Address:

Address Book Entry: (15 ), Support
Service: Any
Action: Permit

> Advanced: MJ‘ N FL JREH—~ ™ Return I JI%J&_ R TR
Bl AR R

Traffic Shaping: (Z# )
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 5000

BRI PRI R (e

I i ,_Fﬁeﬁ,ﬁ?bf
set interface ethernetl bandwidth 45000
set interface ethernet3 bandwidth 45000

ERG p et AT THREIRE  Hl P g@yﬁmma@ﬁﬁc

2.

PP

set policy name "Marketing Traffic Shaping" from trust to untrust marketing any
any permit traffic gbw 10000 priority O mbw 15000

set policy name "Sales Traffic Shaping Policy" from trust to untrust sales any any
permit traffic gow 10000 priority O mbw 10000

set policy name "Support Traffic Shaping Policy" from trust to untrust support any
any permit traffic gbw 5000 priority O mbw 10000

set policy name "Allow Incoming Access to Marketing" from untrust to trust any
marketing any permit traffic gbw 10000 priority O mbw 10000

set policy name "Allow Incoming Access to Sales" from untrust to trust any sales
any permit traffic gow 5000 priority O mbw 10000

set policy name "Allow Incoming Access to Support” from untrust to trust any
support any permit traffic gbw 5000 priority O mbw 5000

save
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Ziify Juniper Networks -4+ FLAERISET T EIRCHDGE - [S7 5 f“ﬁgfwﬁrfﬁ[ﬂ’
Ijﬂﬂfg E%FIEIF' frdgi F'ﬁim Fi-f 7U o B f"gwr I R e o i:ﬁp

VE“ | e e IE; {- 3 VY r“ [ WT EE RIS EF‘ IS >

%5"% ﬂ@%aﬁg vﬁﬁJWu’“Eﬁ%ﬁﬁﬁﬂ“%Tﬁm

VR RS BRI - g A -

m  High priority

m  2nd priority

m  3rd priority

m  4th priority

m  5th priority

m  6th priority

m  7th priority

Low priority ( 5'@%‘)
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N
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FER IR 51

T PRI R [[4??[ fIfl (Support ~ Sales I Marketing) 7= i i frofek “H g (')
Mbps ELHT ) » JiFka 19 (15

% 19: H-CPfE

5t RS PR 1 BT
Support 5 5 10 High
Sales 2.5 3.5 6 2
Marketing 2.5 1.5 4 3
st 10 10 20
‘[/LI.F,J = I[—,{g rr«]ﬁj Je g [[’ﬁl,\fﬂl}%q?ﬂ%yhg} ) ﬂﬁ@ﬁ:¢ [f{:};ﬁ;? e IFTFI
Mbps fiu#] Hl Gding; Eﬂjﬁk ethernet! /7 FPrilsgiadfi®] Trust Bhisi > )

ethernet3 ;E_%’EF ]JUntrust

i 76: BASES-HT)

[
% Trust (5 1% Untrust [ 18k

T3-45 Mbps

i

s

L

BRI
H AN g ;‘I kﬁ‘}"E[F{‘,

Jop /

S

DMZ T 1z
Marketing: 2.5 Mbps [fi| 9f > 1.5 Mbps [fi][*] - 27 3 [RALFH-

WebUI

1 AR
Interfaces > Edit ( £#* ethernet1): ﬁ“ - E-IEIUPJ?;I' s R~ N OK:

Traffic Bandwidth: 40000
Interfaces > Edit ( %f#* ethernet3): ﬁli?lj‘" j\ E]Elfi[‘]?il’ s SR~ T OK:

Traffic Bandwidth: 40000

T - 189
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PPYHIESIE

Policies > (From: Trust, To: Untrust) New: ﬁ? NP #» IRy~ ™ OK:

Name: Sup-out
Source Address:

Address Book Entry: (Z# ), Support
Destination Address:

Address Book Entry: (1% ), Any
Service: Any
Action: Permit

> Advanced: fiij * ™ p'lElfJPJ”F"]’ » JRii— T Return U?Eﬁﬂﬁfﬂifﬁjx’%
A SRR

Traffic Shaping: (Z# )

Guaranteed Bandwidth: 5000
Maximum Bandwidth: 40000
Traffic Priority: High priority

DiffServ Codepoint Marking: ( :£4% )

EEC # B (DS) ;;ﬁmﬂﬂd@%ﬂfﬂi{ Tk AR ] IJ'JFE > DS Codepointff'Ij
ﬂc}iﬁj’ ScreenOS [ B e "Elﬁ j“ET[J IP F5 S AS2HiET DS A6 Hl?}% “?F
fib o Y[15= " DS Codepoint &5 | AUZEFIYF %*x@FﬁJJIléS FlI_Fpy ﬂ%“«ﬁél
=y " il f f

Policies > (From: Trust, To: Untrust) New: ﬁ? NP #» IRy~ ™ OK:

Name: Sal-out
Source Address:

Address Book Entry: (Z4#& ), Sales
Destination Address:

Address Book Entry: (1% ), Any
Service: Any
Action: Permit

> Advanced: ?p?‘ N FL » R4~ ™ Return I J?{&z‘éﬂﬁfﬂifﬁl*&
[ﬂ'ﬁlii”ﬁflpl

Traffic Shaping: (ZE# )
Guaranteed Bandwidth: 2500
Maximum Bandwidth: 40000
Traffic Priority: 2nd priority

DiffServ Codepoint Marking: Enable

Policies > (From: Trust, To: Untrust) New: ﬁ? NP #» IRy~ ™ OK:

Name: Mar-out
Source Address:

Address Book Entry: (£ ), Marketing
Destination Address:

Address Book Entry: (1% ), Any
Service: Any
Action: Permit

190 m R LFL ]



e
~
iy
&
It

> Advanced: ﬁ? N # IR~ ™ Return | Jr%“{u_ JERTECR T
PRI

Traffic Shaping: (E£# )

Guaranteed Bandwidth: 2500
Maximum Bandwidth: 40000
Traffic Priority: 3rd priority

DiffServ Codepoint Marking: ( :4% )

Policies > (From: Untrust, To: Trust) New: ﬁl‘ﬁj“ K E'IEIfJPJ"Fk[’ » SR - T OK:

Name: Sup-in
Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (15 ), Support
Service: Any

Action: Permit

> Advanced: ﬁ? N # IR~ ™ Return | Jr%“{u_ JERTECR T
PRI

Traffic Shaping: (E£# )

Guaranteed Bandwidth: 5000
Maximum Bandwidth: 40000
Traffic Priority: High priority

DiffServ Codepoint Marking: ( :4% )

Policies > (From: Untrust, To: Trust) New: ﬁl‘ﬁj“ K E'IEIfJPJ"Fk[’ » SR - ™ OK:

Name: Sal-in
Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (1% ), Sales
Service: Any

Action: Permit

> Advanced: ﬁ? N P # IR~ ™ Return | Jr%“{u_ JEECR T
PRI

Traffic Shaping: (Z# )

Guaranteed Bandwidth: 3500
Maximum Bandwidth: 40000
Traffic Priority: 2nd priority

DiffServ Codepoint Marking: ( :4% )

Policies > (From: Untrust, To: Trust) New: ﬁ? NP #» IRy~ ™ OK:

Name: Mar-in
Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (2% ), Marketing
Service: Any
Action: Permit

f%"“&@ﬁ‘ JEE-EF . 191
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> Advanced: ﬁ?‘ Rl FL IR~ ™ Return | JF%“J\L_ JERTECR T
PRI

Traffic Shaping: (E£# )

Guaranteed Bandwidth: 1500
Maximum Bandwidth: 40000

Traffic Priority: 3rd priority

DiffServ Codepoint Marking: ( :4% )

CLI

1. f?f:'l_"]?lf.lﬂ,ﬁ?l'j
set interface ethernetl bandwidth 40000
set interface ethernet3 bandwidth 40000

2. rrf:m JsRz7d] 31

set policy name sup-out from trust to untrust support any any permit traffic gow
5000 priority O mbw 40000 dscp enable

set policy name sal-out from trust to untrust sales any any permit traffic gbw 2500
priority 2 mbw 40000 dscp enable

set policy name mar-out from trust to untrust marketing any any permit traffic gbw
2500 priority 3 mbw 40000 dscp enable

set policy name sup-in from untrust to trust any support any permit traffic gbw
5000 priority O mbw 40000 dscp enable

set policy name sal-in from untrust to trust any sales any permit traffic gow 3500
priority 2 mbw 40000 dscp enable

set policy name mar-in from untrust to trust any marketing any permit traffic gbw
1500 priority 3 mbw 40000 dscp enable

save

WLt ﬁ%gw“ﬂﬂwﬁﬂ@%ﬂ@w:%w&“f%ﬁj SE
E L SRS o s T

AR e KT Prgh o 2 EBOH AL B lET

A LT (mbw TJ%J ) AR T - 5 I
fiURf * T U r Ethernett _Ff U%“FW«Lﬁ”[Jt 22 Mbps

set interface ethernetl bandwidth ingress mbw 22000

Ethernet1 P%LI'H,‘?F@ (R T i -t B [ e Y S A A M e e S T i
TEIRL > PSS S U R R B RIS i Ltfr J‘?f (set trafﬁc-shapfng mode on) °

N E}}{yn [ IF;H UF?E'JA {_VEFI ;E k‘lﬁ_li_gzgzllﬁlﬂ PT ﬁi
J IH[[_{? £, %y_ﬂ‘p F]BE@] J F;Hj‘jﬁ [f[:%:EEAI‘X IEJ l—aj FTP %E’"{"{ﬁfuth 10 M ps:

set policy my_ftp from untrust to trust any any ftp permit traffic pbw 10000

il "“'“”i:ﬁﬁﬁ“ S (pbw IS ) ) FTP SRR (e - [
;ip‘rﬂ fil=t 1J> ’ |£'i_ﬁ“ e mbw @ R ESTIE ﬁérﬂﬂ“[ HET > &L
o J"ﬁg“ﬁjﬂg*ﬁﬂsll SpING rﬁ ZECE | :'E‘}r ] TR RERR (i BT 195 F

E 78 SRR T g ) - NHH [& mbw {7 pbw > [L -
R
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F D fF%J [ R R W H/% ja ) (Tw{ﬁ‘m% glg’!'jﬁ rf“‘fq
s%@% B ) - A W RS -

EA: VPN G [ TOE [OET R  E L hlE

BTN B P RS

ﬂ%i?ﬁéiw,'iﬁi RS ﬂla [i'ﬁﬂﬁl jﬁ‘ﬁﬁ 2 EE PR

P QU = T ST (VSI) g’é fiE ruﬁ,%;lfi o I\\ E AT vsys | [l"”’rﬁﬂ

[ Hl vaf’*ﬁr ffi% 7“ ,\Ji Al iﬁﬁﬁ Y vsys TRt | (R ) fIY
FT&F_'EI ‘}~§~l %‘gﬁﬁj jT]O & .77%?—'7'7'%

RIS (5 [ PSRRI IR W S A R T
o T 'j_E E;U' plﬁli[?‘jaﬁj‘\ ; T /7 el E*’&LL—;F']T;J“H[F%}J%;H;FT”FIT@ s FLE;\_

nﬁg "_r‘l *—um
—GFT_E'

’Llﬁ

/A/["/?’ &3 ‘%ﬁglﬁ/
w?%®ﬂ *Eﬁﬂiﬂﬂgé i @n At e St
LR (gbw ﬂrﬂﬁfﬂiﬁ EI R L H”““ﬁilt‘lﬁiﬁd ’ ﬁg
p YRR E %FZ‘ J e [ ?@iué jli (mbw) @* ﬂ%fﬁg
ﬂ\;ﬁf\\jii?égﬁ ﬁj« |7f‘~v l% "EH’FE' il plﬂu it
= [& TFhrj:dV[gg IF%J_LI%[SE‘IFFF

“wﬁ*ﬁs

EehiE jﬁé!ﬁﬁ?ﬁ', fﬁﬁf Frp kLA }E"lf% fITRIpe=" fipr s 2 oy
T—’,ﬁﬁ%‘ffﬂ fi ]}-[ﬁf&"ﬁﬁ*ﬁf CHEOE PR ) o sladi = W0 /7 P S PR R
PR (B 799 1) 97 - R RS 0 PR Fl
SRS AR R PR S 77 s TE'[Z"*F%T%M °
B 77: SRR
Ethernet1
mbw 10000
Ethernet1.1 Ethernet 1.2
gbw 5000 - mbw 700 gbw 2000 - mbw 5000

JEOT

Tunnel.1 @ Tunnel.2 Tunnel.3 Tunnel.4 @

Tunnel.1 Tunnel.2
gbw 2000 - mbw 3000 gbw 2000 - mbw 3000
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I P AT T %‘Eﬁt’l Loy ce A

T N e A ] Uﬁlﬁ?ég B - 10 T
q%ﬂ' 77 (1> ethernetl.1 = ethemet 1.2 #Pppy gbw £5 9000 K
ethernet! [ mbw X 1000 Kbps © 7 i %1 Hio iﬁ[ =" 7 EVFEI J lp A
; 2L F)’Tlg_.ﬁt l/iw['g‘vg;, ”a“{ﬁ]i El 200(1; Kbps :fi_F %prpj » [NEL mbw
f ) B PEORTR] fﬂi%ﬂiﬁfuﬁ ﬁ TR E S T J}%H\F%
EI[E}%“E[-—E F'J i R I* (s = ;ﬂgl[ﬂ Jlga lj{ SR

o TR A PO A8 R B
ST PN TR R P R S SV R

m RIS RTCT - < R R A

R T

YA o wﬁVFgupl F?\”FFM&'E}‘I PR B s i T (T
A ) R - T3> B Pl B JREE  gbw % mbw - [
FE [P mbw » 3]/ Prgaspy lp‘f ﬁf /[HJ'] g [‘E‘\]]_E‘J rj: Ethernet4.1 %
2000 Kbps fiufs [ [fif g o 7 sk - lﬁv 5000 Kbps U:Eﬁ*{r 17 [ 94l

set interface ethernet4.1 bandwidth egress gbhw 1000 mbw 2000 ingress mbw
2000

[&7' 7 WebUI [[1fiJ Network > Interfaces > Edit ! E‘lf%’é%?ﬁ‘fo

%JL i Sl Jffi"] get traffic-shaping interface ?F”[ 4 Jﬁﬁﬁﬁlﬂh;\i—i TR

J‘S‘ﬁ [Qj)?%h o (N [SFREEE Y ethernetl MEERH ethernet3 FUgiR Ykl o F [

Tt ethernetl R :b% Fh, E'[J?F[ 47 get traffic-shaping interface ethernet3 %“
5 AR PR

R ST PREGAFGARIECE - P S FURRIT B R B E LT (set

traffic-shaping mode on) °

o

AR E )

194 m RCRUEEES AR R E

I’u li]rﬂ‘;’:gh\& g“ff‘uﬁ‘l ) [ ;é‘[‘ :LELJ,,_E;[Q_WT“ Z::‘FIF[JFIE"E; “*FI - %\Bﬁ‘l
FTP 3] 1“5'%%4 J 1Mbps FOBFIPC > = A= P Eaelh 2 Mbps [U3pl@ kBl

set policy from trust to untrust any any ftp permit traffic gow 1000 pbw 2000

AL R4 IFUF' w‘f FHT”}‘E i (pbw) jﬂ o & ?ﬂ%fm [I1f™] pbw 5
mbw (AN »[ R TR = 0" ] pbw Y& rifﬁ PIFWAEI A = ]igff[%l

[ IR W«FHBQ ’ i’ﬁ'J)ﬁin’ﬁ’E'EWWE“u.i”VI%F}fﬂlﬁ?l_ﬁl ° (%‘xﬂa‘jﬁgz FIbp T
[N ﬁ”[ J0°)

“ WebUI [t i (5700 > F~ ™ Advanced FFE! » IR SR B ECRI R G«

HEGRLE 4 PGB DS 0 on 1SR L
Fl1p J@éﬂfhgﬁ \~ LE,I 'E? éﬂfh%%ﬂiﬁ' o f\_ﬂtr 541’&5%2%7@* ]#"F'%
%JLH auto ° " @E‘/i Y [P r‘ﬁ % LE'IEZ%IE » ScreenOS [P

‘A“fﬁ:j‘_jfrg [lﬂjg“i Elﬂ o [ |E| F[ rj; WebUl [}E{—Jlﬁj%ﬂlgr lﬁif“%*—ﬁ/
,WF‘ %4— uto Conﬁguratlon > Advanced > Traffic Shaping -
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5% | 78 WAL = AL (Sopl )Li'wbﬂﬂ,ﬁ ) [ R -
PERLET 1 F1 o TR R AV T SR R OSER ) Gl pbw
f VST 1 [—{”F‘;FIJ mbw) Fljﬁ:pu’“‘i HWER 9 EiE ”H[gg %b DSCP [E[]Jri
HEE1058F » FIJ?F’JL[[ mbw (73 HH[CTQE,": ) Elfjﬁé[j&l[ F% fiwﬁll IQTUJF

[ 78: SRIFFEI BRI Y

[P T & @

b= f 'UEITF:( [ EI Scheduler

gﬁ, (£~
d977 vsys id 0, flag 000040/00, N #zEl™, DSCP A PEEER Fomt
pid -1, did 0, time 180 @ F P! t%’z—f{,& ,iLITE[TAﬁ E;M.:L I)/TJ:[EI*'E’E;@A[’:E
13(01) 10.10.10.1/1168 -> P O R 4 [Vm;zqﬁu K
211.68.1.2/80, 6, 002b60c0066b, @ FIHUR Y #E B0 i l
subif 0, tun 0 ik

277 /ﬁrfgffﬁ/:fﬂ// SEEF 1 £ B 7 VPN
ﬂ—ﬁ“lﬂ ]EIFJ(/[[] AEJR i fﬂ@fﬁi} =t P[ TR = [ [L;:,:f JHF o P ITS 'TTCJ‘JFUEIT
[rJEﬁ e |}I (e2 1> ﬁ*%g’“' 1200 Kbps) bﬂ;;r 1 J R AT g)(g
Kbps) &5 FJ*“ B L;H it P[ "EJPT ibfl ﬁ} L HEEE Bl fﬂ{?fy[
5 e (e

E«FIJ N u:rﬁp'% iF“( L g fyp | 3 P' R T S B
1o S ﬁﬂﬁ”ﬁ 20 SURIORRY SRR A T

ﬁ Hﬁ Pl 22 R EJoe EE @3 1200 Kbps pfja[ﬂpzﬁim%y@&
?iﬂrﬂﬁﬁé i t1 PR 1000 bps Ul (Y ) R E
R b

fﬁl 79: J‘J%pltmﬁﬁm VPN

B2y e 5

Device1 2 2 Device2

e1,10.1.1.1/24 82.1,222:1024_ —==- 21,2222 e1,10.2.0.2124
\m S
t PR t1

i

Trust [ 15

Trust (G4 I8

RIS 1 FpOplR i Bl
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WebUI (Devicel F-/E5 )

1.

fift
Network > Interfaces > Edit ( ¥J#" ethernet1): ﬁ?“ N EIpVT JFL DINEZE A
OK:

IP Address/Netmask: 10.1.1.1/24
Zone: Trust

Network > Interfaces > Sub-IF > New: TE‘IEUPJ?‘[’ k- T Apply:

Interface Name: (3£ ) ethernet2 :"]ﬁféﬁﬁjj 01
Zone: Untrust

IP Address/Netmask: 2.2.2.1/24

VLAN Tag: 128

Network > Interfaces > New Tunnel IF: i * E-[EIU[‘J"Fk[’ » Ik ™ Apply:

Tunnel Interface Name: 1
Zone: Untrust

Unnumbered (3£ ) ethernet2.1
Interface: e2.1

BEE
Network > Routing > Routing Entries > trust-vr New: ﬁ? FONEIPNP FL[ IR
#- ™ OK:

Network Address/Netmask: 10.2.0.0/24
Interface (4 ): Tunnel.1

IKE

VPNs > AutoKey Advanced > Gateway > New: ﬁﬁ“ IRy FL DINEEE Al
OK:

Gateway Name: devicel_ike
Security Level: Standard
Remote Gateway Type:
Static IP Address: (1% ), IP Address/Hostname: 2.2.2.2

FEHPEHK

196 = ?_Z?ﬁlfg#%l s R Rl

Preshared Key: secret
Outgoing Interface: e2.1

VPNs > AutoKey IKE New: fiij * E'[EIUPJ?}' YR~ N OK:

VPN Name: devicel_vpn
Gateway Name: devicel_ike

> Advanced: ﬁﬁ“ I J#E[}E“F%JL SRid—  Return X[pIEL 4 AutoKey
IKE A= I

Bind to: (£ ) Tunnel Interface, (4% ) tunnel.1
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CLI (Devicel fu= )

1 i
set interface el zone trust
set interface el ip 10.1.1.1/24
set interface e2.1 tag 128 zone untrust
set interface t.1 zone trust
set interface e2.1 ip 2.2.2.1/24
set interface t.1 ip unnumbered interface e2.1
set route 10.2.0.0/24 int t.1

2. IKE

set ike gateway devicel_ike address 2.2.2.2 outgoing-interface 2.1 preshare
sec-level standard

set vpn devicel_vpn gateway 208a_ike sec-level standard

set vpn devicel_vpn bind interface t.1

WebUI (Device2 fi52 %)

1. fiF
Network > Interfaces > Edit (35" ethernet1): fiij * ™ [FIf9[’] FL[ NS A
OK:

IP Address/Netmask: 10.2.0.2/24
Zone: Trust

Network > Interfaces > Sub-IF > New: i * *E'IEIUPJ?&[’ k- T Apply:

Interface Name: ( 3£ ) ethernet2 ’]ﬁlaﬁl‘ﬁxj‘
Zone: Untrust

IP Address/Netmask: 2.2.2.2/24

VLAN Tag: 128

Network > Interfaces > Tunnel IF > New: fidj * P’ F’\ DINEPEE Sl
Apply:

Tunnel Interface Name: 1

Unnumbered (3£ ) ethernet2.1
Interface: e2.1

2. S HpOREE
Network > Interfaces > Edit ( %% ethernet2.1): ﬁ? FONEIRYP # » IR -
~ OK:
Traffic Bandwidth, Ingress: 1200

Network > Interfaces > Edit ( 5% tunnel.1): ﬁ? NP F* s SRt~ T
OK:

Traffic Bandwidth, Ingress: 1000

3. HEEh
Network > Routing > Routing Entries > trust-vr New: i * *E'IEIUPJ”F'}’ N
f#- " OK:

Network Address/Netmask: 10.1.1.0/24
Interface (:Z# ): Tunnel.1

;rEZ:f"Lf PR e w197
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4. IKE

VPNs > AutoKey Advanced > Gateway > New: ﬁ?“ IV FL DINEZEE Sl
OK:

Gateway Name: device2_ike
Security Level: Standard
Remote Gateway Type:
Static IP Address: (:#4% ), IP Address/Hostname: 2.2.2.2

FELHP U E S
Preshared Key: secret
Outgoing Interface: e2.1

VPNs > AutoKey IKE New: fij * 11?[33?]%’ IR - N OK:

VPN Name: device2_vpn
Gateway Name: device2_ike

> Advanced: ﬁ?“ IR KE“F%JL JRiEH~ T Return X[fIEL 4 AutoKey
IKE A2 I

Bind to: (:Z# ) Tunnel Interface, (4% ) tunnel.1

5. L*ﬁl]‘
Policies > (From: Trust, To: Untrust) New: ﬁ?“ I FL IRty — ™ OK:

Service: Any
Action: Permit

Policies > (From: Untrust, To: Trust) New: ﬁr‘ﬁj“ N E'IFIUPJ?*[' » R - T OK:

Service: Any
Action: Permit

CLI (Device2 fi'%)

1. fif
set interface el zone trust
set interface el ip 10.2.0.2/24
set interface e2.1 tag 128 zone untrust
set interface €2.1 ip 2.2.2.2/24
set interface t.1 zone untrust
set interface t.1 ip unnumbered interface e2.1
set route 10.1.1.0/24

2. ;’TE-[_I—E]U%‘]’F[T
set interface e2.1 bandwidth ingress mbw 1200
set interface t.1 bandwidth ingress mbw 1000

3. IKE

set ike gateway device2_ike address 2.2.2.1 preshare secret sec-level standard
set vpn device2_vpn gateway 208b_ike sec-level standard
set vpn device2_vpn bind interface t.1

4. 5
set policy from trust to untrust any any any permit
set policy from untrust to trust any any any permit
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-7 /ﬁﬁrf/ﬁ HII /ﬁa;rt 3L #2319 VPN
'Fﬁm% O R 'ir” P'E*{B‘M*‘T FI 9 [ IS © 7 Devicel 19
ethernetl /7 pl F lﬁi&d}ggl ; H£% 20000 (»Jb [I[l—‘z’%}-‘{l’é , r,rfgj, st
20000 kbps F' Jlﬂlg*fn PO = ethernet! ;r]? Fg Y Devicel fuF LT ) f‘d%‘?
EEFRE - 1r |}|FIJ B [ lp‘H @J*ﬁ"é” *FJ?*JH Si;rfqajlmé%fnﬁ, o KR

FU;]:HFEH?" ) E‘VE‘ Fl A L [p‘r—v u:T ° ,jtr[&‘—ﬂ"‘gf[ﬂ [] y ﬁﬂ B‘L UDQVICQI

'—FFI:EJ K l: l FTP F gﬂj 1 ?LYT“E{F[ JLSF—'J , ﬁf’jiif\‘_ljj trust ?;l:[ untrust E [/F J';'i-f

[g T pfﬂlﬁkufr ['_‘%FL‘-LP;, 5000 Kbps - rrTEH\ I erust Bis) = untrust B 8
000 Kbps [IN'F Pﬂ TLE,H%’*E s

IFM 80: t&‘{]‘ Efbgiﬁlgl ~ VPN

a | Jep Jep fuEa
By :@: :@: s
Device1 Device2

e2,2.1.11 e2,10.2.2.1 [ @8
e1,1.1.1.2

e1,10.1.1.11

L

Trust B I Trust [ 15k

WebUI (Devicel ﬂ‘/”’fgﬁ )

1. fif
Network > Interfaces > Edit ( %" ethernetl): ﬁﬂa’.T“ *E-IEUPJ?}’ s SRy
OK:

IP Address/Netmask: 10.1.1.1/24
Zone: Trust

Interface mode: (345 ) NAT

Network > Interfaces > Edit (35 ethernet2): fiij * ™ [FIfi9[’] FL[ YR
OK:

IP Address/Netmask: 2.1.1.1/24
Zone: Untrust

Interface mode: (:£# ) Route
2. |IKE VPN
VPNs > AutoKey Advanced > Gateway > New: ﬁ?‘ w pl]&lJ FL IR -

OK:

Gateway Name: device2_ike
Security Level: Standard
Remote Gateway Type:
Static IP Address: (3#4% ), IP Address/Hostname: 2.2.2.2
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FAHPUE
Preshared Key: secret
Outgoing Interface: ethernet2

> Adl/?gclx.ed: fia E-[Elﬂéf@'ﬁ » JREH - N OK E[RIEL A Gateway A7 fis
Phase 1 Proposal: pre-g2-3des-sha

VPNs > AutoKey IKE New: fij * *E-[Eﬁmﬁ' YR~ T OK:

VPN Name: device2_vpn
Gateway Name: device2_ike

3. I} A PSRRI
Network > Interfaces > Edit (¥%* ethernet1): ﬁ? FONEIPYP FL[ I INEE = S
OK:

Traffic Bandwidth, Ingress: 20000

4. B
Network > Routing > Destination > New: i * *E-lflfjm”ﬁkl’ » JRiH - N OK:

Network IP Address/Netmask: 10.2.1.0/24
Interface: (£ ) ethernet2
Gateway IP Address: 2.2.2.2

5. E—”?‘fq
Policies > (From: Trust, To: Untrust) New: ﬁl‘ﬁj“ K E'IEIfJPJ"Fk[’ » SR - ™ OK:

Name: 1

Service: FTP

Action: Tunnel

Tunnel VPN: (:#1& ), device2_vpn

Modify matching bidirectional VPN policy: ( 345 )

> Advanced: gi? FONEIR J#‘il”g“r%{ IRy~ ™ Return 1’57[(1'2171: Policies

EERF
Traffic Shaping ( 345 ) Policing Bandwidth: 5000
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CLI (Devicel fu= )

1 i
set interface ethernetl zone trust
set interface ethernet2 zone untrust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet2 ip 2.1.1.1/24
set interface ethernetl route

2. IKE VPN
set ike gateway device2_ike address 2.2.2.2 main outgoing interface ethernet2
preshare secret proposal pre-g2-3des-sha
set vpn device2_vpn gateway device2_ike no-replay tunnel idletime O sec-level
standard

3. HEEh
set route 10.2.1.0/24 interface ethernet2 gateway 2.2.2.2

4. =
set policy from trust to untrust any any ftp tunnel vpn device2_vpn pair-policy 2
traffic pbw 5000
set policy from untrust to trust any any ftp tunnel vpn netscreeen2_vpn pair-policy
1 traffic pbw 5000

5. fp[t ﬁ!.@lf%r

set interface ethernetq bandwidth ingress mbw 20000

WebUI (Device2 f-/%)

1. Af
Network > Interfaces > Edit (35 ethernet1): fiij * ™ [FIfi9[’] FL[ YR
OK:

IP Address/Netmask: 1.1.1.1/24
Zone: Trust

Interface mode: (3¥£4& ) Route

Network > Interfaces > Edit ( £[#* ethernet2): ﬁ? ORI FL[ s Ry -
OK:

IP Address/Netmask: 10.2.2.1/24
Zone: Untrust
Interface mode: (345 ) NAT

2. IKE VPN

VPNs > AutoKey Advanced > Gateway > New: ffaj * * E'I]EIUPJ“’F'{ Nz Sl
OK:

Gateway Name: devicel_ike
Security Level: Standard
Remote Gateway Type:
Static IP Address: (:¥# ), IP Address/Hostname: 2.1.1.1
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FAHPUE
Preshared Key: secret
Outgoing Interface: ethernet2

> Advanced: ﬁl‘ﬁ?‘ - E'IEIUEFETF%{% C gREH - N OK X[pIEL A Gateway 7
Phase 1 Proposal: pre-g2-3des-sha
VPNs > AutoKey IKE New: fij * *F—'IF‘UPJ”FE' YR~ T OK:

VPN Name: devicel_vpn
Gateway Name: devicel_ike

3. B
Network > Routing > Destination > New: & * E'IEIUPJ*'F'*,’ » JREFF - N OK:

Network IP Address/Netmask: 10.1.1.0/24

Interface: (£ ), ethernet2
Gateway IP Address: 1.1.1.1

4. E—”?‘fq
Policies > (From: Trust, To: Untrust) New: i * E'IEIUPJ?&[’ » JRiEfF - T OK:

Name: 1

Service: FTP

Action: Tunnel

Tunnel VPN: (:#15 ), devicel_vpn

Modify matching bidirectional VPN policy: ( £ )

CLI (Device2 [ )

1. fif
set interface ethernetl 1.1.1.2/24
set interface ethernetl route
set interface ethernet2 ip 10.2.2.1/24
set interface ethernet2 nat

2. IKE VPN
set ike gateway devicel_ike address 2.1.1.1 main outgoing interface ethernet2
preshare secret proposal pre-g2-3des-sha
set vpn devicel_vpn gateway devicel_ike no-replay tunnel idletime O sec-level
standard

3. B
set route 10.1.1.0/24 interface ethernetl gateway 1.1.1.1
4. >

set policy id 1 from trust to untrust any any ftp tunnel vpn devicel_vpn pair-policy 2
set policy id 2 from untrust to trust any any ftp tunnel vpn devicel_vpn pair-policy 1
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Rl rgwﬁu B E ﬂéﬂﬁ% E )Eﬂj‘ » M WebUI EJ DHCP plf[lﬁ? DNS
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®  WebUI: Network > DNS: ¥~ ™ Refresh DNS cache (}j %9@2%' DNS [#FV) -

m  CLI: exec dns refresh

ﬁéjuE[Elgﬁ;[%@DNsi PRI O 9] [ A4
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=R Fl,fsﬁxﬁ; WebUIL Brgf[fj[11f i IKE fif Jiﬁ“ﬁt? T“EHF‘QJ? (FQDN) [i > "=
ELE 7 % [ *Aww?oxﬁ 78 L % FODN [ CLI i
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WebUI
Network > DNS: i * * E‘IEIUPJ“F‘}' » JREH - T Apply:
DNS refresh every day at: 3& VA%V 484 ﬁfa” Eﬁf ] <hh:mm>

cLI
set dns host schedule time_str

DNS 45
DNS}L{{F":%‘« ﬁ;}'— Rt fﬁgj rE'ELJ;I j [ol;g JEI;FE[F‘EEJ [P & fF ﬁlﬁ:ﬂjﬁ_m ﬁ;[ }b
_JIMﬁJ@" /1p rﬂl T TR UEﬁF o

[ 81: DNS i¥fiE

Name IP Address Status Last Lookup
www.yahoo.com 204.71.200.74 Success 8/13/2000 16:45:33
204.71.200.75
204.71.200.67
204.71.200.68
www.hotbot.com 209.185.151.28 Success 8/13/2000 16:45:38

209.185.151.210
216.32.228.18

el DNSFER > il D -

WebUI
Network > DNS > Show DNS Table

CLI
get dns host report

7L DNS [l EiFT P

T 1T DNS I 0 T NetScreengfg (FI1E% 24 1.64.38 71124.0.0.5 1[IV DNS [F'J
%é‘éﬁff“ [P Bb 3= gy = T [lﬁ\% i B AR A= o
Tt Jwﬁm F11:00 Eﬂj‘;léﬁ‘?ﬁlm 4 !i DNS}VKFF%HIJJ DNS %t o

W 82: DNS Figp=p

““EI DNS 'ﬁ q"ﬁ

24
Trust B iz Untrust B i = I DNS [y { QE/%&

nr - [ [ e [ A

i L2 w207
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WebUI
Network > DNS: fiij * “E'IFIUPJ?‘[' YR~ N Apply:

Primary DNS Server: 24.0.0.3
Secondary DNS Server: 24.1.64.38
DNS Refresh: ()
Every Day at: 23:00
CLI

set dns host dns1 24.0.0.3
set dns host dns2 24.1.64.38
set dns host schedule 23:00
save

F%JL DNS E%F’EJB]@J
T I&Emﬁjf[l [T I%Hj TESERI TR 4 ] [ E PR iy DNS & - B zjr,ﬁﬁ

HIEL2 IV 00:01 AM -

WebUI
Network > DNS: ﬁﬁa’?Jf‘ 1E'IEUPJ?‘,’ » JREH - T Apply:
DNS Refresh: (3§ )

Every Day at: 00:01
Interval: 4

CLI

set dns host schedule 00:01 interval 4
save
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" BUIEARIE €78 A%, (DDNS) Rl 781 i R R ETR R el D Al R TP
SR TR i o e HCP*/XALRhW\‘*JrJ“@EI "
web fillfj al” & CPE B5plTH (fJH/ TEEERD) v 1P ’ﬂlH“Hf“T HIEJ” ﬁ“ A il
3l £ ?ﬂdiﬁv web (il > il C Ewﬁp[% [ 1P i - "‘"@El i ﬂm
DDNS frilflyds (9! dyndns org fiY ddo.jp) J¢:& 7 [FRAR Eﬂfl g & A;ﬁjﬁf RIpY
b ik = H*I Tirm\étﬁ fis €78 CPE fiﬁfg&iw@ IP +1Lﬂ S [ YR
DDNS fflffdy

EEI| DDNS » s DONS (1158 g~ ST (0P 9t «
R 2 R A lwﬁpo

[ 83: EHfE DNS

Web A
www.my_| host com

RS Trust Bh I
DDNS ffi 5
ethernet?
< __________
dyndns.org {5 ddo.jp
IR 85 (1 ﬁfl ethernet7 [V IP £f i7" rua El o kAR - ﬁli T ﬁ;@
dyndns.org | rilly Jf‘/ ddOJp [ s lﬁlﬁj & EH (Www. my host.com) $ IV
S Web (i o R W R EREE 3 ]

,-I\ Fj\u o

r%ﬂ‘_ DynDNS ]]:| |9F B DDNS

G 1”1';: = (R  IELES DDNS ﬁéfﬁ %f’*l'@“ dyndns.org {fl5
< <EJZ)‘£7F’1"7|§*E[ I/EL Jr‘f‘ ﬁ[—‘ Af‘l‘ﬁ:‘J‘ﬂ_“l ql;/,é‘é ]F[[ Host Name %‘—L ( FIFJPEIH:_[.@:
% DNS /1[I (ethernet7)) iV L%PF[ AR ddo.jp fi ql;/%&Ej]:

Host Name = /i [IfiY P r'ﬂjilpﬁﬂ Tﬂgﬂ%: .

WebUI
Network > DNS > DDNS > New: i * TE'IEISJPJF’F"]' IRk - T OK:

ID: 12
Server Settings:
Server Type: dyndns
Server Name: dyndns.org
Refresh Interval: 24
Minimum Update Interval: 15
Account Settings:
Username: swordfish
Password: ad93Ivb
Bind to Interface: ethernet7
Host Name: www.my_host.com

S L2 W 209
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Minimum Update Interval ;- * DDNS Rl fi]psfs -] E EIE %n °
glr%“@t@ 10 534 fu:fﬁn*fauﬁ 1-1440 o 75 & ﬁﬂ % g,E
» RET, DNS (il i ﬁﬁ%l [0S ]%?qul[ﬁ?ﬂfl i§ DDNS Jj f—“—'/f
Minimum Update ImervalI S ﬁ@ A= [igng[ HJ “F“ (St o M[P,
J;?&IF[IF' |pVifiel 10 ST RI%

CLI

set dns ddns

set dns ddns enable

set dns ddns id 12 server dyndns.org server-type dyndns refresh-interval 24
minimum-update-interval 15

set dns ddns id 12 src-interface ethernet7 host-name www.my_host.com

set dns ddns id 12 username swordfish password ad93Ivb

save

I%‘?L' DDO ﬁﬁﬁﬁﬁfﬁl DDNS
oI A2 Ifk%fﬁf ) lﬁlﬂ 1ﬁ5ﬁ DDNS I E' ffli"'] ddo.jp [ %é
q Q

i do 1/”&[“ ddOJp[ RS ,\_y R 5 FODN (B} DDNS FIE'FIJ
Username > 7} F;lf'[{[ﬁl Host Name F%JLIEIJ“ A &k o Iﬂ&?ﬁﬂ%«
Username ffif 1% & 2 &5 £7% » {1 ddo.jp ffi EJH%Z{}ILEI“ 2 my_host

=AY my_host. ddOJp %“’FTEJLE& ddo.jp F:tP ]EIJ A £ IJ DNS ﬁ"ﬁ“*

WebUI
Network > DNS > DDNS > New: i * *E-lﬁfjm%ﬁ’ IR~ N OK:

ID: 25
Server Settings:
Server Type: ddo
Server Name: juniper.net
Refresh Interval: 24
Minimum Update Interval: 15
Account Settings:
Username: my_host
Password: ad93Ivb
Bind to Interface: ethernet7

CLI

set dns ddns

set dns ddns enable

set dns ddns id 25 server ddo.jp servertype ddo refresh-interval 24
minimum-update-interval 15

set dns ddns id 25 src-interface ethernet7

set dns ddns id 25 username my_host password ad93Ivb

save
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2Rl DNS “JJF CHd A~ K*IFE& ” , ]E[H 157 JJ} NS = ,E:IEIJLFL“‘}@fE e
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WebUI

1. Network > DNS > Proxy: fi&r * ‘E'IH@[‘J’?}’ » SRy~ T Apply:
Initialize DNS Proxy: Enabf‘e
Enable DNS Proxy: Enable

2. Network > DNS > Proxy > New: i "\f&ﬁﬁﬁjﬂj’ﬁ‘ » JREH- T 0K:
Domain Name: acme.com
Outgoing Interface: tunnel.1
Primary DNS Server: 2.1.1.21

3. Network > DNS > Proxy > New: i "\EI]E’I@[‘J”’F#}' » REH- T O0K:
Domain Name: acme_eng.com
Outgoing Interface: tunnel.1
Primary DNS Server: 2.1.1.34

4. Network > DNS > Proxy > New: i “'\E'I]E'I@[‘J’?}' » REH- T OK:
Domain Name: *
Outgoing Interface: ethernet3
Primary DNS Server: 1.1.1.23

CLI

set dns proxy

set dns proxy enable

set interface ethernet3 proxy dns

set dns server-select domain acme.com outgoing-interface tunnel.1 primary-server
2.1.1.21

set dns server-select domain acme_eng.com outgoing-interface tunnel.1
primary-server 2.1.1.34

set dns server-select domain * outgoing-interface ethernet3 primary-server
1.1.1.23

save
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o A AR [ H] DHCP R Trust Bhis? [ 172.16.10.0/24 A 53 75 = i 1P [ 4k

BB

m [72.16.10.10 £[] 172.16.10.19

m 172.16.10.120 ::U 172.16.10.129

m 172.16.10.210 ?U 172.16.10.219

o l%f[ P A ARl PSAFISTE IR P O SV AR 9 - DHCP
lf[ ’%F/%EF‘ I ’TF’?EJFIJI “ﬂ—o fi 71 ethernet JHInH=] Trust Bhish - £ 1P
A4S 172.16.10.1/24 > 7 NAT FBLZV 1o ﬁj@? #HikL dynamic.com o

i 85: (£ DHCP R B8Rt

DNS ffi
[a"ﬂ‘—IP
. 172.16.10.240
Trust [ Ish 003 000 o —— 172.16.10.241
ethernet1
172.16.10.1/24 (NAT)

/ / A - (g S 724600024 5 \
172-16.10.10 - ) LAN ( 172- 16L10210 \
172.16.10.19 Yy \ 172.16.10.219 /

- dnewm -
( 172-16.10.120 -
\\ ‘ 172.16.10.129
WP T S
172161011

MAC: 12:34:ab:cd:56: 78\\\\

B ~ SMTP #1 POP3 {5
. e fil £ 1P
e 1P 172.16.10.25 71 172.16.10.10

172.16.10.112
MAC: ab:cd:12:34:ef.gh
WebUI
1. @y

Objects > Addresses > List > New: fiij * 1E‘IEIUPJ"F'<I' » k- N OK:

Address Name: DNS#1
Comment: Primary DNS Server
IP Address/Domain Name:

IP/Netmask: (4% ), 172.16.10.240/32
Zone: Trust

Objects > Addresses > List > New: & * 1|?'IEI5J[“j”F'<I’ YR~ N OK:

Address Name: DNS#2
Comment: Secondary DNS Server
IP Address/Domain Name:

IP/Netmask: (£# ), 172.16.10.241/32
Zone: Trust
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Objects > Addresses > List > New: fiij * *E'IEIUPJF’FE’ » k- N OK:

Address Name: SMTP
Comment: SMTP Server
IP Address/Domain Name:

IP/Netmask: (Z# ), 172.16.10.25/32
Zone: Trust

Objects > Addresses > List > New: i * 1?‘15"3[”?‘{ YR~ N OK:

Address Name: POP3
Comment: POP3 Server
IP Address/Domain Name:

IP/Netmask: (3¥4% ), 172.16.10.110/32
Zone: Trust

2. DHCP 1§
Network > DHCP > Edit ( ¥[%* ethernetl) > DHCP Server: ﬁ? TONE l}lpl{ JFL
SRiH - T Apply:

Lease: Unlimited (3£ )
WINS#1: 0.0.0.0
DNS#1:172.16.10.240

B gl [ Gateway A1 Netmask A )%/ £% 0.0.0.0 » DHCP (il SR %"}{“’
ethernet! fi [P b A1 ,eﬁq—é‘,ﬁigﬁ% AR Z FIJ”J T (T IHE“? IHEr
172.16.10.1 A1 255.255.255.0) ° (FILL fj[‘%\' ?:'J HCP B |- idféhin ') %
TCP/IP %L‘q';ﬂirrr DHCP il bt %; 3226 FI_HAY F ;rgﬁ TCP/IP
T PSR Hgﬁj:& o Gatewa;ﬁ [l Netmaskﬁ;ﬁn‘ [tﬁ?“ 172.16.10.1
255.255.255.0

> Advanced: ?p?‘ N FL R~ T Return ;F%J&,fg[&g;;{fjj;;&
I AT 'P'

WINS#2: 0.0.0.0
DNS#2:172.16.10.241
DNS#3: 0.0.0.0

SMTP: 172.16.10.25
POP3: 172.16.10.110
NEWS: 0.0.0.0

Netinfo Server #1: 0.0.0.0
Netinfo Server #2: 0.0.0.0
NetInfo Tag: ( T4 * i )

Domain Name: dynamic. com

> Addresses > New: i * WE'IEIUPJ”F’{ Sk - N OK:
Dynamic: ( Z# )
IP Address Start: 172.16.10.10
IP Address End: 172.16.10.19

> Addresses > New: El‘ﬁi‘ j\E‘IEIUPJ”'F’*,' » R~ N OK:
Dynamic: (Z#)

IP Address Start: 172.16.10.120
IP Address End: 172.16.10.129
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> Addresses > New: fiij * WI?'IEIUPJ?@]’ Sk - N OK:

Dynamic: (:Z# )
IP Address Start: 172.16.10.210
IP Address End: 172.16.10.219

> Addresses > New: i * *E‘IEIUPJ?*,' » k- N OK:

Reserved: (E# )
IP Address: 172.16.10.11

Ethernet Address: 1234 abcd 5678
> Addresses > New: fiij * WE'IEIUPJ”F'}’ » Skii - N OK:

Reserved: (E# )
IP Address: 172.16.10.112
Ethernet Address: abcd 1234 efgh

CLI

1. bk
set address trust dns1 172.16.10.240/32 "primary dns server"
set address trust dns2 172.16.10.241/32 "secondary dns server"
set address trust snmp 172.16.10.25/32 "snmp server"
set address trust pop3 172.16.10.110/32 "pop3 server"

2. DHCP ﬁdﬁs%ﬁ'
set interface ethernetl dhcp server option domainname dynamic.com
set interface ethernetl dhcp server option lease O
set interface ethernetl dhcp server option dns1 172.16.10.240
set interface ethernetl dhcp server option dns2 172.16.10.241
set interface ethernetl dhcp server option smtp 172.16.10.25
set interface ethernetl dhcp server option pop3 172.16.10.110
set interface ethernetl dhcp server ip 172.16.10.10 to 172.16.10.19
set interface ethernetl dhcp server ip 172.16.10.120 to 172.16.10.129
set interface ethernetl dhcp serverip 172.16.10.210 to 172.16.10.219
set interface ethernetl dhcp serverip 172.16.10.11 mac 1234abcd5678
set interface ethernetl dhcp server ip 172.16.10.112 mac abcd1234efgh
set interface ethernetd dhcp server service
save

pE- (s VT A E*?L IP #t 4> DHCP fF’ ﬁia‘ﬂ m"?‘}[i ethernet! (7
# {75 172.16.10.1 #I255.255.255.0) fiU [P & - 5f ,[,@51 HEE ﬂ*ﬁllﬁ' T
(AL S0 DHCP 1 W2 TP jﬁ = DHCP [
iR 57 226 FI_FpY T EJE TCP/IP %Q‘—_J ) o RIS ‘Wjﬁ%n‘_ ﬂ**f*ffgl 0
set interface ethernet1 dhcp server option gateway 172 16.10.1 #! set interface
ethernetl dhcp server option netmask 255.255.255.0 -
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¥ﬁffi@‘l e domainname 15
NetBIOS FEIJ TCP/IP /i wins1, wins2 44
il 2
IP b fHFEH E\ﬂjr'ﬁ lease 51
SMTP 'f' R smtp 69
POP3 Iﬂ IE[5Erpe pop3 70
NNTP [ﬂ KEpe ] news 71
(N/A) nis1, nis2 112
(N/A) nistag 113

HiEA JL—fs- 19 I A2 T LT ’Eﬁﬁﬁ L HJ EAFIF DHCP (Rl avE T - 7]
IRNEN ﬂ* oice-over-1P (VoIP) 7= fix[k Fl[ﬁil_vglif iazyﬁJﬁ T a3
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7 BIf]1 + 5K DHCP 2[4y 1P Fiefi ™ DHCP (8 E% « e
JIETFEP
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CLI

1. ey
set address trust dns1 172.16.10.240/32 "primary dns server"
set address trust dns2 172.16.10.241/32 "secondary dns server"

2. DHCP [y
set interface ethernetl dhcp server option domainname dynamic.com
set interface ethernetl dhcp server option lease O
set interface ethernetl dhcp server option dns1 172.16.10.240
set interface ethernetl dhcp server option dns2 172.16.10.241
set interface ethernetl dhcp server option custom 444 string "Server 4"
set interface ethernetl dhcp server option custom 66 ip 1.1.1.1
set interface ethernetl dhcp server option custom 160 integer 2004
set interface ethernetl dhcp server ip 172.16.10.10 to 172.16.10.19

7t NSRP #5 || 'W‘FF' { DHCP fRf
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?J:EF”TJHI » [&F p I'J7 ethernetl /71 PF%L DHCP [f' R rif’pfgﬁr ﬁdﬁg‘, fiF
Rt EJEJ DHCP ]ﬂ q@%

WebUI

Network > DHCP > Edit ( %% ethernetl) > DHCP Server: ﬁ? N EIpYT J#»
IH{IQH ~ OK:

Server Mode: Auto ()

CLI

set interface ethernetl dhcp server auto
save

95| DHCP filf 55 {73

F A EIIf 0 (BT ethernet f?f&' F% DHCP ffilfjas - E'}%??Eﬁﬁ'ﬁﬁﬁqﬁ
% ;#i_—j\u[%,* 'iIEIJJF“ DHCP [ﬂ ql:‘/‘TﬁLE

WebUI

Network > DHCP > Edit ( ¥[#* ethernetl) > DHCP Server: ﬁ? N EIpYT J#»
7'1{16(5&% ~ OK:

Server Mode: Enable (:E£# )

CLI

set interface ethernetl dhcp server enable
save

EE

Efi rﬁJ CLI ¥, i3 set interface /7 [*1 dhcp server serv1ce ?‘F'I ,J}{jgjﬁ‘;ﬁ DHCP | ‘%F/
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T AR =2 PR IP ST 194.2.9.10 iU DHCP g EJF/%&HI}%HS‘ DHCP ¥
o mﬂfjﬂsﬁu £ Trust B IIPU= B o = 57 #DHCP | PR aN - ESAY 1P B Bl
}%l—]Sr IP b g b hFfERL 180.10.10.2-180.10.10.254 » DHCP g*ﬁ_‘ f@;}'_}rji%
lﬂ:%i:&]lﬂ[ DHCP |'~[ qb%ﬂ NAi| EJ VPN ﬂlﬂ , H‘F 'ilﬁ_*#ui/ Iﬂ:%‘ﬁ[ﬁj'& [l El
Untrust [ dg /7 o1 1P ﬂ“ tPE 2.2.2.2124 - ,, [©I ethernet 1 Ig“_ﬁ Trust Ghigk » 1P P 45,
180.10.10.1/24 ) =" 5% " REh, #10  fi 1 ethernet3 A% Untrust Bais - 1P

T 11.1.1/24 - F”TEJij =i crustvr B RS

[l 87: (5% DHCP M (R-EFH=" fusief/

Untrust 15 35 .
ethernet3 DHCP |
11.1.4/24 T

Trust [ 15
ethernet1

180.10.10.1/24

i 2 e

[allala

iy

IP & T
180.10.10.2-
180.10.10.254

WebUI
1 ff
Interfaces > Edit ( %%* ethernetl1): ﬁ“ K E'IEIUPJ?:[’ IR - N Apply:

Zone: Trust

Static IP: ( %'Eﬂj BI=ER)
IP Address/Netmask 180.10.10.1/24

fiag E'IEIU[—‘J?‘]' SR~ N OK:
Interface Mode: Route
Interfaces > Edit ( %f#* ethernet3): ﬁj‘“ 7\ E-IEIfJ[“J?}’ » SR~ T OK:
Zone: Untrust

Static IP: ( Elﬁﬁ EE P “:?**E )
IP Address/Netma :1.1.1.1/24

2. -
Objects > Addresses > List > New: i ‘E‘IEI@[‘JF’F‘“,' » SR - N OK:

Address Name: DHCP Server
IP Address/Domain Name:
IP/Netmask: (Z# ), 194.2.9.10/32

Zone: Untrust
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3. VPN

VPNs > AutoKey Advanced > Gateway > New: fid * ~ [FIfi4[*] FL DINEEE S
OK:

Gateway Name: dhcp server
Security Level: Custom
Remote Gateway Type:

Static IP: (348 ), Address/Hostname: 2.2.2.2
Outgoing Interface: ethernet3

> Advanced: ﬁ? N FL IRiEHF - ™ Return | JF%?J&_ T TR
PRI

Security Level:

User Defined: Custom (£ )
Phasel Proposal: rsa-g2-3des-sha
Mode (Initiator): Main (ID Protection)

VPNs > AutoKey IKE > New: fiij * *E'[Flfjm’ﬁ’ s JREH - N OK:

VPN Name: to_dhcp
Security Level: Compatible
Remote Gateway:

Predefined: (3£ ), to_dhcp

> Advanced: ?p?‘ N FL » R4~ ™ Return I’ JI%J&_ S TR
llﬁlii"ﬁflpl

Bind to: None

4. DHCP ¥ (RzFH="
Network > DHCP > Edit ( ##* ethernetl) > DHCP Relay Agent: ﬁ? NIy
FL SR - T Apply:

Relay Agent Server IP or Domain Name: 194.2.9.10
Use Trust Zone Interface as Source IP for VPN: ({5 )

5. H5g
Network > Routing > Routing Entries > trust-vr New: ﬁ? FONEIPP FL[ N
#- ™ OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (ZE# )

Interface: ethernet3

Gateway IP Address: 1.1.1.250

EEC: SO VPN ﬁhﬁi’é‘,{ ,?J«ﬂigl Eﬂ ’E?@r*g E TTEL S 1“{ HlaLEFILJ
B e T R 2 (R DRI VPN P bl ﬁ'zfu é‘ﬁ i
Zm 2 [igﬁg&' u?f,p[ ijgj %E@&’J‘o ,iztﬁc“ﬁjguqalqﬁ[ FT F'ﬂﬁ;ﬂ'“ﬁ
E"é‘éﬁhﬁkﬂ g . «
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6.

CLI

el

Policies > (From: Trust, To: Untrust) New: i * E'IEIUPJ?&[‘ » JRiEfF - T OK:

Source Address:

Address Book Entry: (), Any
Destination Address:

Address Book Entry: (#£15 ), DHCP Server
Service: DHCP-Relay
Action: Tunnel
Tunnel VPN: to_dhcp
Modify matching outgoing VPN policy: (3£ )

T

seE[L interface ethernetl zone trust

set interface ethernetl ip 180.10.10.1/24
set interface ethernetl route

set interface ethernet3 zone untrust

set interface ethernet3 ip 1.1.1.1/24

b
set address untrust dhcp_server 194.2.9.10/32

VPN

set ike gateway "dhcp server" ip 2.2.2.2 main outgoing-interface ethernet3
proposal rsa-g2-3des-sha

set vpn to_dhcp gateway "dhcp server" proposal g2-esp-3des-sha

DHCP #3% (S EAst
set interface ethernetl dhcp relay server-name 194.2.9.10
set interface ethernetl dhcp relay vpn

BER

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

I

set policy from trust to untrust any dhcp_server dhcp-relay tunnel vpn to_dhcp
set policy from untrust to trust dhcp_server any dhcp-relay tunnel vpn to_dhcp
save



N
«
[00]
g
43
(é‘f
W
Pud
«{

A ¥ LR [ELE DHCP 2/ 155717/
[E£% DHCP F'J TR = RAEE P‘Aff/:[f—‘DHCP [ﬁﬁﬁﬁ‘gf[lgﬁﬁ“}%ﬂfrm—ij 1
Hl[ Ff” auflﬁll 'ﬂﬂ‘ i/UFNE Gl /i gl = - S 2 PRI el E
o S = AR ORREE A B o SO T A 7 A i DHCP #]* [‘F” i
L FIEJ%“ Ak EE. F PRy |ﬁ;rp|;r'F“ DHCP ™ [=#5 » FII#7 1™ | DHCP frfff 5
iRt Fugf{ +1P (YpHd DHCP ==l 1P o 3 0 g E'I IKE
TETEETE T S

EEC t?ﬁ;i‘ e Ty Eﬁ,ﬁﬁ DHCPJL‘%F/é DHCP {lif fRIFH=H5 DHCP
IJF“ {ERLETD p l gﬂ# Y /i B fs— W] _FpY DHCP e e

T B SEARE] Untrust B IS 7 0E BRIV IP (b 403 lfﬁ%ijﬁl ISP
E]Tj\ P (Lf’il["ﬂ jrf" ﬁ[‘_{,{;ﬂ‘ut[ 1P rf‘ {IP :; fT E‘é‘IEF‘EJ N F ”F— | 1P r‘f‘ {IH bf’

L - DHC %g‘ 1P P 4R 2.2.2.5 ¢
' 88: (=43 DHCP &|ristifuse)

Trust B ik

Qilduniper

1. el H [T ethemetd i
|P b i1 (Untrust Zone)

2. #‘F’,j‘fflﬁ |P b 4

ISP
(DHCP fil’y% )

2225
SbEsES

Untrust [ s

ERd: £ DHCP IRt [0S~ [ TRy iy | (DSD) » AR
"8RS5 U jEsRE (SP) R EISJHJ:@ e
WebUI
Network > Interfaces > Edit ( £ ethernet3): £ #% Obtain IP using DHCP >
SR~ ™ OK o
Ed: 7 fi=3Z53 WebUI #F’,Jt DHCP ffl§ Y 1P it {1155 IF:"E’Z
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[B% TCP/IP b7

¥

CLI

set interface ethernet3 dhcp client
set interface ethernet3 dhcp settings server 2.2.2.5
save

i [i%ag , PR TR BRI EL L, (DHCP) B 4@ Hfﬁ
DHCP {5 %4 'f'ﬁ, ﬂ:Eﬁi@aHlﬂU]: ([T 80P /7 i TCP/IP % ke
g = [feu;g:ﬂg [i']'} (=55 DHCP Rl - #Qﬁ TCP/IP A1 IP | EHIW*]'F]E&@H

Bk ﬁm o [i{:%iia[l i Egjrl'pt,\ DHCP 7] [ﬁ ;p DHCP Ifl ﬁF/EL % I Iﬁ\“ﬁfﬁ
DHC “%J%E 1 TCP/IP %{_jﬁ DHCP ‘F' A EaE

£l
&

TCP/IP %Juu;fg, E%r HISEIF P G 3HFIS SRR S AR e 5 A | 1Tl T R

IJ[P#J:l

m  DNS (3)

m WINS (2)
m  Netlnfo (2)
m SMTP (1)
m  POP3 (1)

m News (1)

EEC:

BEARETT L (PR VLAN AL R0 38 DHCP G © [LAUSERL
p%ﬂl DHCP ff %% '[J E“Jb‘"J] il /F g I}l o T NetScreen 5XP » vgl%
fi~ DHCP | %%i i A Trust i I}l ° Tt Ne creen -5XT » 3 DHCP ] ’iﬁ% oF

Trust Untrust PHiES Ay LSS li_ﬁ REHS Trust /71> 7 Dual-Untrust Trust IE:- iR
=V lifd’ =4 ethernet! /21> 17 Home-Work I Combined I $v80=C fl ifl][fL
FI ERS ethemetZ fiTere ZHCH Jv%&“ ’ vglr%”“ DHCP [ﬂ ’ibﬁgﬁﬂiﬁ' 47 ethernetl

J']:"l

226 ®m PR B ERERRE

rirﬁ)J 227 Fl Fﬂiﬁ%ﬁ' 891> % Ifkf;rf mjﬁij‘,i Untrust s DHCP ffi ’iE/%‘SﬂJ“ H
FAAI Trust Ea@fllﬁ'wﬁ*.}pu DHCP| B o 7 *EW“ Flol{=) DHCP EETE
HLEJ TCP/IP o JRi% (EG DHCP ][[JEJ%E' £ Trust Eﬁﬁmlpﬂ' I I%u

ik
Untrust 358/ [kl DHCP 2"k » JE*JF&‘E‘J* F SP 1 IP i gih-o
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ﬁ 89: DHCP &%

Untrust B ISP

DHCP il ds
TCP/IP I%“Lﬁl Untrust 4
i /1 AP 7 -

Untrust Zone Interface: DHCP F'Jt’lfl%}

o - 0 0noon Trust Zone Interface: DHCP ff] IEES
10.1.1. 1;0
DHCP !

10.1.1.50 - 10.1.1.200

DHCP ik

Trust & 15

[&F JAE & DHCP ["l ﬁﬁ%& i35 0 ffi™'] set interface interface dhcp-client settings

update-dhcpserver ?‘E] 7 B & DHCP 2+ I,]w A5 B S HVATE | TCP/IP F%i‘—_ [&
iR R R e -

kA EIIp o AR = R ) Eﬂi[‘% ethernet3 /7 "1 FfiY DHCP *'] l’F“ﬂl
ethernetl /7“1 F]EIJ DHCP |ﬂJEJ”a ( gl% DHCP [ﬂ P anRL IS ethernetl fi pl o

=5 DHCP "' %E'ﬁ" «Hﬂﬁ? 211.5.1.6 F'Jﬂ‘ i DHCP { l’i@a“é%'l[’
ethernet3 /7 ﬂv l TCP/I gu IP rﬂll— (&R A [i%F[F[IEJ DHCP Ejr ’F”
%ﬂq

mfj{_jﬂm’rﬁfqiﬁj TCP/IP H3X % DHCP | ,qwg
[EFERED 2 {EAER] DHCP iy 8RS ST - DHCP 2| - HfLAC 5 2] i TCP/IP
EE e j

u ﬁ‘rr DNS IP A HEE[ETT: Trust B8 1i DHCP =+ ik -

= UINIP A RETIE MR  AEEEET SMTP ([l % POPS (il 8 P el
= 10.1.1.1 (kL ethernett /i fipiy IP G Ji)
m 2552552550 (iF%fLL ethernetl /?E'lflfj, ﬁ%‘,fﬁé‘. )
= SMTP: 211.1.8.150

= POP3: 211.1.8.172

YIH DHCP (e Trust 11 LA 207 <1 350 1P 'ﬂﬁél&.&(;? *é)ﬁ
5

IR R ) PR P AR B SR T ORI

PR U

PR B R e w227
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228 =

f%f’ﬁ*r'ﬁt DHCP fflJ sl 1) 02 ]I 13- DHCP M- EfsGe 5 2] TCP/IP
=

m  Primary WINS server: 10.1.2.42

m  Secondary WINS server: 10.1.5.90

jR i [LAETE DHCP [y e8I 16 5] IP & BhdRIT 1P I Truse BRIl 1=
£b DHCP ™[ i = 1;@& 10.1. 1 50- 10.1.1.200.

WebUI

EEC:

Ui CLI Rt -

CLI

1. DHCP = |t
set interface ethernet3 dhcp-client settings server 211.3.1.6
set interface ethernet3 dhcp-client settings update-dhcpserver
set interface ethernet3 dhcp-client settings autoconfig
set interface ethernet3 dhcp-client enable

2. DHCP fﬁj’ljﬁﬁﬁ
set interface ethernetl dhcp server option gateway 10.1.1.1
set interface ethernetl dhcp server option netmask 255.255.255.0
set interface ethernetl dhcp server option wins1 10.1.2.42
set interface ethernetl dhcp server option wins2 10.1.5.90
set interface ethernetl dhcp server option pop3 211.1.8.172
set interface ethernetl dhcp server option smtp 211.1.8.150
set interface ethernetl dhcp server ip 10.1.1.50 to 10.1.1.200
set interface ethernetl dhcp server service
save

2 AR IR T

iE U%J*TEE gﬁiy\_J (PPP -over-Ethernet, PPPOE)}{ F'JF S L
F[sj@%m[wt(lp AN T J,J\_ Ao i) é{“lﬁmﬁgl[ e (IS 26 fil
TR A Y ) 2 fﬁﬂ@f L
=3 VjtﬂLﬁf %“ 7;/%7 Z%JF'JEIU%J lﬂa}gﬂg IEIF' :gﬂjijﬂfg,#%i 'E = [k
E'?LjilL Pl BT ’“f”'IFEJ}fﬂJ’ PPPOE B [i° ¥ B iR “jv : IVFE‘F*
= ISP E?ﬂﬁl SL ~ Ethernet Direct # g5 ﬁﬁ,[_ %

= o

it ¥ #8 PPPOE fi J};&Ffp'Hl ST F&F’?EJ i _F3E 2 PPPOE F[ETEHH ] o
FOLTRTEE “Hﬁfﬂﬁ £ ‘*%ﬂﬁﬁﬁ iy PPPOE €1 f7] » 7#&}{1 [F=gr ”ﬂlg_
ﬁflufl o I%Jﬁ‘x ffit amﬁ‘?’é‘,ﬁp[ (ZRINE ”[TFJ U3 /7 1) dadi % Uncrust 3
[&Fr ') £% PPPOE A= iz~ {7 I}IP Pl /e B9 T Dual Untrust i iRt
F“’LFHJH[HKP”M“*$HPﬂ@mﬂﬂH@[)bHPWREﬂ Wﬁpwrp
(ethernet2) » FVRLIFIF £3 = for 2 i 3 /7 13 i PPPOE <

PEd: (W
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ﬁ%}‘é’PPPoE
* PIREIFRNT 55 PPPOE ik THRF 2 BRIV T (R 1 o P AR ESR
[~ PPPOE ¥ -
B b l*%ffﬁl' §-1SP B £ E Untrust Eﬁ:i@‘ur T (ethernet3) FUREHIT
pu IP A T rri/ SEEHE 0 7 B ET Trust Bhdsl 1o = igyﬁﬁufﬁ IP fib o
Jilﬁ i Jﬂhﬁ\ = = [ikj;rf}[l[ iI[Ek (=% PPPOE H|* [’r‘ fp DI—ICP (i sz o Trust Bhis /i
[P NAT A8 T B Eu ',:& Hie 1¢¢§F°ﬂ f[ s B, NAT

' 90: PPPoE

Trust /712 172.16.30.10/24

Untrust (ethernet3): DHCP f8i=t

SR

DSL 764

{3

AL —=

DHCP ! ; A -
172.16.30.2 - 172.16.30.5 Trust 15k ’ Tfﬁ' DNS Untrust 35
ikl

A A7 S PPPOE RSOSSN T
m BRI (DSL) B AR

m [SP[[RFI
m {MHY ﬂ"{‘ﬁfg( ISP FVH)
WebUI

1. ([ PPPOE
Network > Interfaces > Edit (35 ethernetl): fiij * ™ P[] FL[ g -
OK:

Zone: Trust

Static IP: ( %'Eﬁ B
IP Address/Netmask 172.16.30.10/24

Network > Interfaces > Edit ( %" ethernet3): ‘p‘ﬁ?“ IR FL IR~
OK:

Zone: Untrust
Obtain IP using PPPoE: ( 3 )
User Name/Password: <name>/<password>

Network > Interfaces > Edit ( 3#% ethernet3): ¥ foIll[ZF PPPoE i > ﬁ%}%’*
" Connect °

el HOREET - 229
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EE

FJZI"[ {~ PPPOE j{If§ % > ISP ¢ [ I/ *m Untrust B /7 A" f 5k | (DNS)
PR 1P 5 i [% f > 4RI PPPOE J2] DNS 441 iy

NS [ BT 3 g DN %gfv R
PIf™ ] CLIHE ) unset gppoe dhcp- updateserver R R T o

Z/D%Jt Untrust B /7 pup}“]rfﬁﬁt IP fib g[S04 TVIH DNS ]” IR 1P A

o IR E IR ﬂ[TrustEaiﬁ&HIﬂﬁ%@&F—“ﬁﬁ7°~ﬂir++1m

2. DHCP [ffg%
Network > Interfaces > Edit ( %% ethernet1) > DHCP: {5 DHCP Server >

SRiEH - N Apply °

Network > Interfaces > Edit ( £f#" ethernet!) > DHCP: ﬁﬁ?‘ - plﬁlJ[JF’\ biS
i - ™~ Apply:

Lease: 1 hour
Gateway: 0.0.0.0
Netmask: 0.0.0.0
DNS#1: 0.0.0.0

> Advanced: fiij * E'IEIUPJ”F’{ » REFF- N Return:

DNS#2: 0.0.0.0
Domain Name: (‘?f,’;ﬂf )

Network > Interfaces > DHCP ( £[%* ethernetl) > New Address: ﬁfﬁ“‘ X plﬁll
FL JRiidy— N OK:
Dynamic: (3% )
IP Address Start: 172.16.30.2
IP Address End: 172.16.30.5

3. T E {hLERl FHTE) PPPOE
1. rﬁgrifJDSL RS ~ b 2 IR T (TR -

2. BT DSL Yol -
3 }?sq, [stgﬁg o

Z MESERI ISP 3T PPPOE S » ™A ISP VA DNS [l g B[y IP it

ai“{ﬁlu iyl Jgﬁﬁ—gﬁﬂa‘ﬁ” &
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4. [ [ R DHCP
I e

(eI DNS (R0 1P o 5 TR TCPIP SR > f
SVEHE LAY TP G go

PE: (I

Tt I'El 5| DHCP £} Trust B ep = ;ﬁﬁ/ijr‘ﬂgljz P fi’iﬁﬁ%‘j‘ N 'I\%%f?l[ﬁ E'EIJ/L-{‘T’]’KIHSP 5
Y71 DNS fil o 1P o Sl g Rg = 4 -

YN T 7 DHCP BRI 45 1P b S0 5 7 = B 1= By DNS frly
%E,'Elfjjnn r'n;iho P / 4 F 7= H ﬁ f fj

Trust BhIsk | 1[I = B2 Untrust B kg = o5 @ TCP/IP ﬁﬁtﬁﬂg[ F IR
PPPOE $:f4E5E! -

CLI

1. (i PPPoE
set interface ethernetl zone trust
set interface ethernetl ip 172.16.30.10/24
set interface ethernet3 zone untrust
set pppoe interface ethernet3
set pppoe username name_str password pswd_str

F JonHEE PPPoE i -

exec pppoe connhect
get pppoe

2. DHCP ﬁjﬁﬁ%&'
set interface ethernetl dhcp server service
set interface ethernetl dhcp server ip 172.16.30.2 t0 172.16.30.5
set interface ethernetl dhcp server option lease 60
save

3. 2 {E4ER HITEY PPPOE
1. %%FifJ DSL 57 - 2 FEAEHIAIZ 117 [0 -

2. [V DSL Wt -
3. BT = TR -

4. [[HAHEE FIEY DHCP
PR (=

[ IS DNS YRS 1P e T PIERRE TOPIP SR - )
FHEILIAYIP ok

]
C

Trust G g |19 = 4552 Untrust B (95 i TCPAP SRl F AR
PPPOE FHErRiF! -

e SR E - 281
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AR BIZE[F 7 Untrust /7 =1 Fj17 PPPOE

T FEE 1> NetScreen- 5XT§1‘£L'P’ Dual Untrust f§i=4 o 737 Jj[|& {1 L B
(ethemetS)E"“ﬁF {7} (ethernet2) i [*If[ 1’ PPPOE A fiZ £} Untrust [k

WebUI

Ethernet3 /7 [2ifiy PPPoE 7' fi%
Network > PPPOE > New: i * j\E'I]E'IUPJ?*,'  JRhiEd - OK:

PPPoE instance: eth3-pppoe

Bound to interface: ethernet3 (345 )
Username: userl

Password: 123456

Authentication: Any (&)

Access Concentrator: ac-11

Ethernet2 /7 [ifiy PPPoE 7' fi%
Network > PPPOE > New: & * j\E'I]E'IUPJ?*,'  JRiEd - OK:

PPPoE instance: eth2-pppoe

Bound to interface: ethernet2 (4% )
Username: user2

Password: 654321

Authentication: Any (&)

Access Concentrator: ac-22

CLI

1. Ethernet3 /i iy PPPoE 32 i
set pppoe name eth3-pppoe username userl password 123456
set pppoe name eth3-pppoe ac ac-11
set pppoe name eth3-pppoe authentication any
set pppoe name eth3-pppoe interface ethernet3

2. Ethernet2 /i “ifiv PPPoE 7' fi%
set pppoe name eth2-pppoe username user2 password 654321
set pppoe name eth2-pppoe ac ac-22
set pppoe name eth2-pppoe authentication any
set pppoe name eth2-pppoe interface ethernet2
save

/g /Z—/PPPoE/g“ﬁ'/ﬁ?‘/ﬁ‘/— V=
= Ifkéﬁép*' e [k EHI‘EE}H “1 g %2 PPPOE “’ﬁE-
I?fi“E 7FEW [ Miac i) o [%#ﬁig f‘ﬂf”iﬂ*ﬁ?fﬁ [ ISP [IO% * A
|F£|“ frE fi ﬁ J“EWFE%' ljj i pJ ISP ﬁ[i ,[,lg;j&\ [& I |F[|“Jj [ﬁJEI\J['F[IF'J?{ﬁ}
ﬁ*ﬁ& IR lﬁﬁ*‘&ﬁf_q»& Jp I AIEN) { f* ISP g@:_q@u

- I’[jgiﬁglfﬁ,, [l H’»?F «L:ruﬁw\{ Ej pppoE @Fzr ]E;Fffgﬁf Fﬁnurpu iti PI
il il FEJEI =8 p@rzlfu IR = (2 55 IR i
PPPOE ‘#/ "Jﬂ*/ﬁﬁﬂf’,{u_ username - static-ip ~ idle-timeout #1 auto-connect I'] & %l
ot
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£l "3 % PPPOE "f:jp Y ﬁE‘IT’F’ji"‘J’f@ﬁ ﬁ'\ﬁ%ﬁflglﬁlaj Encap ( ZEVLAN £
%)}f VLAN [ Eh=" 1 "F Encap 7 1 T T iflAT = PPPOE FH4E o FsIESL 2
PIIEU*J* ) ]E'JEF Nl l%&’i& %Z{j# PPPOE 8 7] & F[‘{”F:j”:a'“‘éﬁ il - fil
G ARSINIE RS s (AC)’ l[**ﬁ"ﬁ“ (51011 1SP) ST~ /i [ IE PPPOE
FHF ° i/[léf‘ FTJ VLAN #I VLAN ffﬂ ug‘f AP %g TV10 & [EEESH o

o1 5% F’7~FI|EIJ PPPoE

%f[ﬁu‘ ﬁEl ?JF d{%ﬁ,. |> | Ji/]:l ethernet7)
/

\
isp_1 [ [e7 I 0L._. isp_tac
= {lit PPPOE T f37] isp.2 —1  [e7.1| =-}--- isp_2ac
= {if PPPOE {77
isp_.3 — |e7.2| --}--- isp_3ac SFF'

Trust iz Untrust B i3

ethernet? EEZ IR

NI S ([ PPPOE By > ELA {fEES 7@"{ — [T IVE I8 (Access
Concentrator » AC) » JRes ¥ J;‘[F,[ =5 [ o

m R isp_1 o FIETEER "userl@domainl" ] Ef,ﬁﬁfu "swordfish" » == /7 [
ethernet7 I AC Eb "isp_lac" e

m R isp_2 0 BT EEL "user2@domain2” L"F,@'%fi "marlin” » === 7 [
ethernet7.1 jladi « AC £%} "isp_2ac" e

1‘@?5 "trout" » T

m R isp_3 - BT §EL "user3@domain3”
ethernet7.2 s AC £1E% "isp_3ac" -

WebUI
fiErEEs i
1. Network > Interfaces > Edit ( %%* ethernet7):
ﬁﬁ?j" * E'lp'lfjm?@,’ s SR~ T OK:
Zone Name: Untrust
2. Network > Interfaces > New (Sub-IF):
iy E'lp'lfjm?@,’ SR~ N OK:

Interface Name: ethernet7.1
Zone Name: Untrust
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3. Network > Interfaces > New (Sub-IF):
F R AR oK

Interface Name: ethernet7.2
Zone Name: Untrust

PPPoE ¥/ fj22 AC
4. Network > PPPoE > New:
fii j\E'IEIUPJ”'F’*I' » k- N OK:
PPPoE Instance: isp_1
Enable: Enable
Bound to Interface: ethernet7

Username: userl@domainl
Access Concentrator: isp_1lac

5. Network > PPPoE > New:
fi WE-IEWPJ?&]’ » R - N OK:

PPPoE Instance: isp_2

Enable: Enable

Bound to Interface: ethernet7.1
Username: user2@domain2
Access Concentrator: isp_2ac

6. Network > PPPoE > New:
iy E-lp’lfj[‘J"Fﬁ‘ s k=i - N OK:

PPPoE Instance: isp_3

Enable: Enable

Bound to Interface: ethernet7.2
Username: user3@domain3
Access Concentrator: isp_3ac

PPPoE ’?’JﬁF", (™

7. Network > PPPoE > Connect ( &% isp_1)
8. Network > PPPoE > Connect ( &%% isp_2)
9. Network > PPPoE > Connect ( £[#* isp_3)
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CLI

1 fEEES g
set interface ethernet?7 zone untrust
set interface ethernet7.1 encap pppoe zone untrust
set interface ethernet7.2 encap pppoe zone untrust

2. PPPoE #/ 2= AC
set pppoe name isp_1 username userl@domainl password swordfish
set pppoe name isp_1 interface ethernet7
set pppoe name isp_1 ac isp_lac
set pppoe name isp_2 username user2@domain2 password marlin
set pppoe name isp_2 interface ethernet7.1
set pppoe name isp_2 ac isp_2ac
set pppoe name isp_3 username user3@domain3 password trout
set pppoe name isp_3 interface ethernet7.2
set pppoe name isp_3 ac isp_3ac
save

3. PPPoE ?’J;?F", (=
exec pppoe name isp_1 connect
exec pppoe name isp_2 connect
exec pppoe name isp_3 connect

PPPoE 22 /i' # [

T RLEy ) RS D4R PPPOE [V = PSRRI S PPPOE i 1Y 91?51

|§4;°/§:g:lo JF‘“;[’II IH:—'}%E , 4%135"?]%[[?[ PPPOE}{J‘F"E‘*TF[JJ% [[ H“l -’dtr':
iR 1P S | T s ) %@ﬁuPPPoE

% [“l'* J*H P = }éﬁi ff 'm'ﬂfﬁﬁ’ FVE AN PRIl e g

PPPOE /i "IT#£ VPN i} @Ii IR Fsv[s_sg &Psﬁﬁijlﬁlﬂgjp {11 1P A5
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g 'FF'%* AU 16 35 |'*I 5ok 4 a-fﬂ Z 4 > Juniper Networks o[
E{JL T IFTE Ji

42 R TR PBR E
GUI E@ff IE}@% DEEEE B R ?‘F ﬂ/Aéi'ir CLI 3+ "get system" }“’[ i eS|

2. {f * % Juniper Networks License Management System (LMS) (Af{lt4%
http://lwww.juniper.net/generate_license) » & Firewall/IPSec VPN and
Intrusion Prevention sl » SRl il 1 /7 FIplipogg. o

3. Juniper License Management System I'] ™ Jj[[R7E 4 =0V — HHF A" 2 4 -
m ORE G B PR -
= BRSSO S0 -

4. FIMAIHERY - VEEE S

WebUI

Configuration > Update > ScreenOS/Keys > 4% License Key Update
T2

(Features) > {%— "~ Browse > p#—““*‘J SPONE o SR
Apply °

CLI
exec license-key key_num
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a/g%r” VPN lﬁjlﬁﬂj%{[ b}‘f IJEﬁ% Fl—ﬂ“ Eh&% ";]\:L_I%k Jf E
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777
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Ut P S R | IS F AT > [ TR0 E ] WebUL RS CLI e *9Ti I iz
WebUTI] [Tiiﬁﬂj‘%%@’ﬁﬁ [ﬂj [rfﬁw\#mg‘/ f e

1. Configuration > Date/Time: ¥~ ™ Sync Clock with Client }¥%* o
§ELI[E J§J< [l:A:T/E_j [ fF' i?[ u[‘[‘i _ja—_'—l}'FlEﬁgt F):Esrﬂ EEIJ:FIE IE_E::EI

2 g > Yes LI [ kg m%a 1K SRR MEIE - AL No 1
AR T ff‘q;%{pjxu A T

ﬂCLI L [T 714 4) “set clock mm/dd/yyyy hh:mm:ss" ') =" Bt =i *
SR Jiﬁ‘?%ﬁﬁg °

l% E E; J lfkéiﬁ“'g E'JE”T&EEJJE” GMT (F‘?[W["fz& (E,F—“N*E Fa
gt 5 5] L'Fﬂgﬁé Il TN M‘ﬂ{*ﬁf&l Pigr= G el
| e pREe E}Hg%
DR 207 webUT e -

Configuration > Date/Time > Set Time Zone_hours_minutes from GMT
PPN SRR ] CLI %{Lﬁ B

ns -> set clock timezone number ( f§--12 Z[] 12 AYglyd")
HH

ns-> set ntp timezone number ( 1§--12 % 12 fuffed)

E,F&l HM Ifﬁf;rfb'v ot p EJE il > T I %Eﬁ L1 (NTP) I'J [l
[~ m E ol F”Eﬁfﬁ’ &) FJfgl F'”J*“?iiﬁiﬁl'['

*Jl'p J;W ﬁ“%fﬁll L?'[J' JE F HIRG *@WIHFIJ =

AT 2E NTP ]]:| IElE

[Z4t 27T 7 Juniper Networks —J/ li@,‘w&“ FUHE= {6 NTP | ,qwg Fg,li

%a"s Jbﬁ’ﬂ[ﬁl 3 Ty s - gfu = [RL| %HJEIE*J&J*’”I gl ﬂ%E ﬂf“ o
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PR L N i ﬁ.ﬁf% i ly;,j;l Cal s
B i P PR - (T [ 1P r+wwafﬁt@n PRI NTP [ -

= ~ﬁF IR Jﬁﬁﬁ”%fﬁ g

[ #%E,l}{‘j’ [ o R RO o DL TR ﬁ &, (NTP) foi:f*
i VPN IS lé,;%t'”ll'ﬁ{[ Ejl NTP ]r, %é&ﬁ‘/[fﬁ (7] ]F[ Fa L“\ li—t[ =it P[;%HIIJ
Fl 1 g2 w@ﬁm%w -

[%&F O 15 fgu ISR NTP o0 o i NTP ol [li2 = NTP i s
F“lilﬁl“ JD“F OFF 2 5 - S R T

i Il A s % PR VR BLNTP R

NTP 'ff%/% ’ ﬁ]’ﬂl[ qﬁ%ﬁ JLF f‘Trust;rl}lﬁll_ NTP ik o I/ & ,
£t ’%Baﬁ%'%{%ﬁ 1D ﬂlvglﬁ H g
WebUI

Configuration > Date/Time: fiij * ™ E‘I]E‘IUPJ?*,'  JREF - T Apply:

Primary Server IP/Name: 1.1.1.1
Primary server Key ID: 10

Source Interface: L[.—‘/ﬁ?ﬂH[T & Trust -
Preshared Key: 12005abc

Backup Serverl IP/Name: 1.1.1.2
Primary server Key ID: 10

Source Interface: «Hﬁ]@ﬂf[h & Trust -
Preshared Key: 12005abc

Backup Server2 IP/Name: 1.1.1.3
Primary server Key ID: 10

Source Interface: «Hﬁgﬂf[[ f4& Trust -
Preshared Key: 12005abc

CLI

set ntp server 1.1.1.1

set ntp server backupl 1.1.1.2

set ntp server backup2 1.1.1.3

set ntp server src-interface trust

set ntp server backupl src-interface trust

set ntp server backup2 src-interface trust

set ntp server key-id 10 pre-share-key 12005abc

set ntp server backupl key-id 10 pre-share-key 12005abc
set ntp server backup2 key-id 10 pre-share-key 12005abc
save
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set ntp no-ha-sync

}I—Jﬁ*ﬁF %wz@%{} NTP frl a8

/[JIJ%"‘]ﬂF]I ;'ﬁ:w [igﬁgw 1P A% 1111~ 1.1.1.2 A
1 1.1.3 9 NTP[I% Elig?ﬁﬁjj&? | = 55 S EL R [SI% [ Jﬁ%tzﬂpfjfﬁ
P TR -

WebUI
Configuration > Date/Time: ﬁﬁjj ™ E-[Elfjm’ﬁ’ » Ry~ T Apply:

Automatically synchronize with an Internet Time Server (NTP): (Z£15)
Update system clock every minutes: 5

Maximum time adjustment seconds: 2

Primary Server IP/Name: 1.1.1.1

Backup Serverl IP/Name: 1.1.1.2

Backup Server2 IP/Name: 1.1.1.3
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CLI

set clock ntp

set ntp server 1.1.1.1

set ntp server backup1 1.1.1.2
set ntp server backup2 1.1.1.3
set ntp interval 5

set ntp max-adjustment 2

save
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