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Amazon MQ F& AR IR
Amazon MQ & Amazon SQS = Amazon SNS HAT[E ?

482 Amazon MQ ?

Amazon MQ 2—TREHEERERS , FHETEIBISTHHERE, HERE AFRENARFNE
HERASHRREIES. BERSMEHEEREDIGHITERS. BEl, Amazon MQ X # Apache ActiveMQ
# RabbitMQ 5| Z2#,

Amazon MQ IEZHENNARFNRSESER A MATEE, REILEFEACHERBRERS,

3
+ Amazon MQ 5 Amazon SQS =% Amazon SNS EFE ? (p. 1)
o W{AF AR Amazon MQ? (p. 1)
s RMNHBLEWEEHNERFER (p. 1)

Amazon MQ 5 Amazon SQS = Amazon SNS &1
AE 72

Amazon MQ 2—TMHEEHERERS , TREBTSENHENRE, RNEWFER Amazon MQ MBS
API ( #1 JMS ) S ( AMQP 0-9-1, AMQP 1.0, MQTT. OpenWire 1 STOMP ) f#AHMIEH SR
EIBRNARR.

Amazon SQS #l Amazon SNS REETUT E., 2TEAEFTEELREEERENAIIMEBRS . A
BUNFHANARFERAXERS , XEUUZILFAZREN T BEMEL AP,

A FF 54 A Amazon MQ ?

- Efff Amazon MQ BIEZHE—NME | iS5 Getting Started with Amazon MQ (p. 5)»
« BHRE Amazon MQ HIZHBEMZRK , iESH Amazon MQ B THERE,

- EEREHTEREDFIA Amazon MQ BEMNFIEZEM |, BSWorking with Amazon MQ for
ActiveMQ (p. 35) FMWorking with Amazon MQ for RabbitMQ (p. 123)

« ET#ABEX Amazon MQ REST APl {EE , B2 Amazon MQ REST APl £ Z,
« WFE T # Amazon MQ AWS CLI &5 , i % AWS CLI s 5% H 1 Amazon MQ.

BANFLEWTE N E N AEW

BNAEERERBE. BBRRREA] , 1R Amazon MQ i1z,



http://activemq.apache.org/
https://www.rabbitmq.com/
http://aws.amazon.com/sqs/
http://aws.amazon.com/sns/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
https://docs.aws.amazon.com/cli/latest/reference/mq/index.html
http://forums.aws.amazon.com/forum.jspa?forumID=279
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S|, EREH

®iE& Amazon MQ

VMETHA TSR , RIEFEEER Amazon MQ.

£
« S| EREHE (p.2)
- SR 2 SRR HREUER AWS EIE (p. 3)
« B] 3 AERARBKID T HER (p. 4)
s BESR (p.4)

ST TREE
SEM— AWS K

MREEZRAE AWS IKF , BERAT SRR EE -1

SEM AWS Ik 7

. FTFF https:/iportal.aws.amazon.com/billing/signup.
2. ERERELNEAHRITRE,
EEMe , BFED—BeiE , EREERABERER A — NI,
HEOEM AWS Tk BY , REFLBIE—N AWS IKFRAF . RAFERIGEZKS RHAE AWS

BESMER. ERNREHRESXEK , FNEEA-IEERHRANER , FARERRAFNGT E2ERAS
R R ES

AWSEMER TG , @EEKE—HEINEFIR4, EEMER , SEATUBEHEZE hitps:/
aws.amazon.com/ }i%# My Account (BREVIK /) SREF LTRSS HEEZNIK, .

SIEEEMF

EMAWS K &, IR -NEEAS  WBRERARAFITARES
BRI IEH AWS Tk 1R A P

1. %3 Root user (HRAF ) Hi ALH AWS Ik BFoRfFiat , AKFREE B EF AWS
Management Console, £ F— L , WARKEBE,

ERREARACERAENEL , B0 (AWS BF AriEE) THVERSSHES,
2. WEHEAFERSESHRBIT (VFA).

BXRUH , ESH (IAM BFER) 903 AWS IKFRAFEAER MFA 8% (4§18 ).

EEEAS

N FEH B EEEES , BT AWS IAM Identity Center (successor to AWS Single Sign-On) H & 1E
APRRTERRR,



http://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
http://aws.amazon.com/
http://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
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B2 AP HIREURE AWS EiF

BXUE , E2H (AWS IAM Identity Center (successor to AWS Single Sign-On) A #E/) FHIA

[

EREBRAFRER
ZERAEM IAM Identity Center AP S 3& % , B ASEIE IAM Identity Center fi = B KX BB
B F BB 1t 11k B9 B URL.
EIREERA IAM Identity Center AR B FZ A EMHE , BS0 (AWS &F AFER) K EF AWS
BRI,

SR 2 . Sl P FIREUERY AWS FiE

MRAFEEE AWS Management Console 29 5 AWS R E , NEEHERHENR, BFHEEXHE
BRI A EBUR T if 8] AWS B3R,

ZAAPRTFHEEXGANR , HEREUTEIZ—.

WA EEREX G RNR ? B AR

RISH FRIENEIESEER AWS RBEHLEEANREAY L AH
CLl, AWS SDK 5, AWS APl %  1T#fE.

( #£ IAM Identity Center FEE  Hpym2ER,

HWAF) « BX AWSCLI WEZER ,
#2H (AWS Command Line
Interface A FE/) HHE
B AWS CLI AEH AWS IAM
Identity Center (successor to
AWS Single Sign-On),

« HX AWS SDK, TEH

AWS API NEZER |, FS
# (AWS SDK MITESE1E
) F 9 IAM Identity Center

SR,

IAM EA IR EIE LR @ AWS ZR (IAM AF1ERE) i ined
CLI, AWS SDK = AWS APl & FiEAT AWS FIRFH U AR 1T
HHmEER, B’

IAM ( FHEERER ) BREFEEMAN SEAY A
EAKBELELEME AWS 1THRE,
CLI, AWS SDK = AWS API % _
HEREE R, « BXAWSCLIWERER ,

&5 (AWS Command Line
Interface AF1EE) HMVEA
IAM F PR AT B 2 I0AIE .

« BEXAWSSDK MITENES
58 , 5 (AWS SDK flT
BSEEm) PHERKHEE
E T BB RIE,

« BXAWSAPIHEZES | &
2/ (IAM fiFiEm) $HE
E IAM B8R %48,



https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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LE|3: AEATRHRBHREESZ

SR 3 NER RO MFESR

AT H BN B [EHAWS Management Consoleft B Amazon MQ K |, LUk M AURTE R iEES
Amazon MQ for ActiveMQ # Amazon MQ for RabbitMQ X3, E{E A ActiveMQ Java REIRE , BURAR
% Java MR EMIF A TESHNRBHIT—EER,

BRI LAE A Amazon MQ REST AP| 1 AWS SDK MU F X I ZMEERE,

JREE LR

D , BLEAZRHFER Amazon MQ , ATUMBIERIE (p. 5)FF k. RIF|EHRIESIZERE | EALUF
Java R FTEFIEEZ Amazon MQ for ActiveMQ R (p. 7)ZfE A RabbitMQ Java B P isERGET
JVM i B A R2 i 32 2] Amazon MQ for RabbitMQ R (p. 14).



https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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SR

Amazon MQ A’}

X E S B &R R A 812 Amazon MQ for ActiveMQ = RabbitMQ I |, LUK I{AF IR R B AR R iE 22
ZRE | NTFH BRI — S EE Amazon MQ.

NTEMMELIE , QZNEEIREXFIRETE, AREFRANUTEIBRE - | UTHEEXEHF
ERRENFAEE. EORFERIRER  BANURI AW BRREL A,

ES:1}

o EREZMH (p.5)
o B2 HEET ActiveMQ R (p. 5)
. I3 E ) RabbitMQ K (p. 12)

TR

EF B2, EEHK Setting Up Amazon MQ (p. 2) ISR,

B 2 HIiEREE| ActiveMQ 3B

R Ri=1T7E Amazon MQ LEHEREBHRE, ©R Amazon MQ WEREER, REBEHIE (m5, t3)
MK/ (large, micro ) WEEEHERRE —MUESRHIEE (i mq.m5.1arge). BXEZEERE , BS
FARE (p. 35).

iiﬁ

: B2 ActiveMQ X E (p. 5)
. iﬂaﬁ 2 : ¥ Java NARFEETENNKE p.7)
o W3 (k) EEEE AWS Lambda B (p. 10)
- SR4: BBRAE (p. 1)
« BESR (p. 12)

S 1 82 ActiveMQ LI

E—MERENHN Amazon MQ FFEGENRE, WUT REERMMAEAAWS Management Console | 2
BEAERE,
&% Amazon MQ ##|&,
1E Select broker engine (&R IE5|%2) WA L , %% Apache ActiveMQ.
1£ Select deployment and storage (JE£IR BB F1FMH#) WEH Deployment mode and storage type (Sh&
ERAFMEFMER) 9, ITUATRE

a. &E Deployment mode (EBERE ) ( fl4N Active/standby broker (XZ/ZRARE) ) . BEXESE
B | & #Broker Architecture (p. 41)o



https://console.aws.amazon.com/amazon-mq/
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S8 1 B2 ActiveMQ R IR

s BRHIREHA—NMTAXRFH—NMEBALAK. RESZHNAERLKR Amazon EBS 5 Amazon
EFS & #TEE. BXEZELR |, 5/ Amazon MQ £ 3EHIKE (p. 42).

. EWFH'&E’JI%#/%FHREEE%’I\’FEEIFEIX':PE’JW/I\REEQHEZ LEANBEE, XERESHEN
NMARFUR Amazon EFS #{TRILBE. BXEZELR , F2RAATEISTAMERN Amazon
MQ E3/& ARE (p. 43).

s BXREMERFIERNESER B REER (p. 45).
b. i%&#* Storage type (7 H) ( ‘Pi'llll] EBS) . BXEZER , HZHEStorage (p. 41).
Note

Amazon EBS EE N HXAEHIEIE , ETZEF ActiveMQ E35/%F (p. 43)EBIE
Ko

c. EENext(T—%),
£ Configure settings (Bt Ei& &) REK Details (FAE L) 25 , HITUTERE :
a. A Broker name (R & F5).

Important

BENERBEMRPRIMNMIAFBES (PI) SEMHNERHBRER . HMEAWSES (2F
CloudWatch Logs ) ATATFRIREE #R, REEHTES A TRAERBRBREE.

b. i%&#% Broker instance type (fREEHIZEE) ( HlE0 mg.m5.large ) » BREZEE. , ESFIBroker
instance types (p. 29).

£ ActiveMQ Web Console access (ActiveMQ Web 2| & 5 1R]) ZB4 , 1t Username (AFB) M
Password (%18). ATREEATFRERFEMNERS !

- AFERESEFTBBFEEN. BNE, AKX, THEIMEREL (-._~).
s BEURAEDLHN R2AZEH, BEEL4IME—2F , FETBEEES, BESHES (=),

Important

BEQERBAFEFFIMDIASHER (Pl ) KA BSBRZEE. HBAWSEKS (25
CloudWatch Logs ) ATAIFRIREAF B, REAFETESRATRERBREE.

%% Deploy ( 2f2 ) ,
% Amazon MQ SIZ &N ER , 28R Creation in progress (IE7E BIZ) RS
BIERERAFZE 15 D8,
RIBIBEMRES , Amazon MQ £ &R Running (IETEZE1T) A%,
i Instance
Name Status Deployment mode
MyBroker Running Single-instance broker mg.m5.large

i%3#2 MyBroker,

1€ MyBroker UM Connect ( iE# ) $% , EETEAEM ActiveMQ web console ( ActiveMQ Web
#H& ) URL, fFian :

https://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:8162

6



http://activemq.apache.org/web-console.html

Amazon MQ FF XA RIERE
SR 2 fF Java B ARFEZEIEHRE

B4, BIETERENEA RN LR T Ko BATR OpenWire 45T KBV RAI

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617

SR 2 Java N HAREREEIEHNNE

12 Amazon MQ ActiveMQ REJE , B LR ARFEZTZARE, UTREFERNAER Java
Message Service ( JMS ) I EIERE, AEIIURRIEEE ., BXZTENTH Java =l , H5
FWorking Java Example (p. 74).

BRI LUME & F ActiveMQ B P isE R ActiveMQ KB, BRATEIER ActiveMQ B i,

FRFMH
BHR VPC B

Note
BTEZRIA Amazon MQ RIERY 2 H 5 8] 1R,

ERRENRETAESEN VPC FiFE |, %58 A enableDnsHostnames # enableDnsSupport
VPC B, BXEZER , 51 (Amazon VPC AF{ERE) FH VPC H# DNS Support.

B R A VA

&% Amazon MQ #4148,

MREFRPRFENRIEHZF (5120 MyBroker),

1€ MyBroker TR Connections (iE#E) 2 , I FRIE Web #2#HE& URL AL R WMLA tat Fiw O o
£ Details (#4455 2B B9 Security and network (Z25M %K) T , R ENLZLABHR D

LAt & R EC2 Dashboard B9 Security Groups (Z£4) TTH.
MNEZ2AFIRF , ERENTE4H,
6. TERMEIKED , R Inbound (AM) , REIERE Edit (4REE).

7. % Editinbound rules (4REBAEMN) NFEEF , FFLELFHREN URL LT LURMAA (B4
TRBIERMEHKE Web 2HI B HITIERAE,

i%# Add Rule ( Fmn#m ) o
3 F Type (EH) , %42 Custom TCP (BEENX TCP),
¥ F Port Range (i ASEE) , A Web #2#|A8%0 (8162 ) o

F Source () , %% Custom (BEX) , RARRAEHLELEBHN Web ZH AN RER IP bt
(#110192.0.2.1).

e. I&#¥ Save (R%E).
BHRBIERUET AThIERE,

en -

o

a0 oo

N Java AREIN

fF activemg-client.jar # activemq-pool.jar BFEFME Java EEEH, UTRHIEBAT
Maven T B #9 pom. xml 34 AYIX L4k Bix R

<dependencies>
<dependency>
<groupId>org.apache.activemq</groupId>



http://activemq.apache.org/configuring-transports.html
http://activemq.apache.org/cross-language-clients.html
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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SR 2 fF Java B ARFEZEIEHRE

<artifactId>activemqg-client</artifactId>
<version>5.15.8</version>

</dependency>

<dependency>
<groupId>org.apache.activemq</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.8</version>

</dependency>

</dependencies>

AX activemg-client.jar WESZEE , S Apache ActiveMQ X HIFIHREE .
Important

EUTRAIRBES  £EFENEREEREMETIET. X TEFRE ( FNHAREKFHRER
%)  BRREN R ENEABELBY INRRR LB,

BIRERCIREHRIZHER

1. FARBNKARTANEERZECR IMS ERT] |, AEHX1ZI A createConnection
FiEo

Note

FFEz/EBRE , Amazon MQ EEF A ActiveMQ Web #2#]4& URL , BBXRE—H1
URL & FEH RS E# , Amazon MQ HEMEED VIR HB LT 2 , 1E| ’émﬁﬂﬁP
RE-/1N&H jﬁ,\“k:}:/ifz;bb:,m -1 M -2 BRRRIARXN, BXEZEE , i§5H Broker
Architecture (p. 41)o

WFEEPRALIRTR , BAUARTHNARFERANEESCREREIE KT,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

Note

SHE IR ENHLMER PooledConnectionFactory £, BXESEER , BSMAKAEAE
B (p. 110),
2. BIE—NLE, —MNEFR MyQueue HIBAFIFIE S 81 E,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".



http://activemq.apache.org/initial-configuration.html
http://activemq.apache.org/failover-transport-reference.html

Amazon MQ FF XA RIERE
SR 2 fF Java B ARFEZEIEHRE

final Destination producerDestination = producerSession.createQueue("MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer = producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BIEBEEFHE "Hello from Amazon MQ!" , REXKIXHEE.,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. FREUEE.

producer.close();
producerSession.close();
producerConnection.close();

SIRERERAEHEWVCHER

1. FARBHNAKARTANEEQEZECR IMS EETI  REHZI) @A createConnection A
Eo

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

Note

HEFERAESLT BEM PooledConnectionFactory 2%, AXEZEL |, FSHHRAERE
E%ﬂﬂ!p.110[o
2. BIE—ANEEF, —NEH MyQueue MEAFIFEEHEAE.

// Create a session.
final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession.createConsumer(consumerDestination);

3. FHFHFHEE HEHRIENBENEE

// Begin to wait for messages.
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final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

Note

SAWSHEEBWARS ( #l20 Amazon SQS ) TEINE , EAESTINERIINRE,
KXAFEAE, 2ENMEE,

consumer.close();
consumerSession.close();
consumerConnection.close();

HBR 3. (Hik ) EREE AWS Lambda B

AWS Lambda TJ LA H R BB Amazon MQ REHEE . HEFREIERET Lambda i, AT
BEARRS , MNAASIPIREUEEHE S BAARK. SOIZNE4RMRA S ?tl:MﬁE’JﬁfEFF&HLEE , HEL
JSON X‘ISQE’JREEHEH'J%EUJ Lambda 1%,

5

1.

B REERET Lambda BT
FUT IAM AR RFINE Lambda BT AE,

» mq:DescribeBroker

» ec2:CreateNetworkInterface

» ec2:DeleteNetworkInterface

» ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

» ec2:DescribeSubnets

* ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreatelLogStream

* logs:PutLogEvents

» secretsmanager:GetSecretValue

Note

WERBLEN IAM KR |, BHEBFTEM Amazon MQ BRI EREIE Fo.

(A ) RSB T —MRELTTAHRMNRE | NAFTHIT TEEF —TURELL L Lambda £
BEIEHARE

s ABMBETFMEE - NAT WX, BXEZER , H5H (AWS Lambda FFRA R ERE) #F
#IVPC i ?%FE?&E’JEH*H*DHE W,

« R VPC 43T KTERH Amazon Virtual Private Cloud ( Amazon VPC ) #l Lambda 2 [A] 8| &3&
0 ﬁ"\E’J Amazon VPC & 4 JE 2] AWS Security Token Service (AWS STS) # Secrets Manager
HR. BXEZEE , B5H (AWS Lambda FFRA R IER) FH A Lambda BEE D VPC LiFT

Ay

£ FAAWS Management Consolel Lambda ENEELERBENEHR. BETTLUER create-event-

Source-mapping AWS Command Line Tytprface & o



https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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4. A Lambda HEHRE —ERBERLCENEZHREFEANES. SHRBSKRERN Lambda AFKEBUR TR
5| 8RR, LUTRERT Amazon MQ for ActiveMQ BABIEY Lambda & Rl

Note

®EiZRBlH |, testQueue REAFIHIE TR,

{
"eventSource": "aws:amq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"messages": {

{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType": "jms/text-message",
"data": "QUJIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {
"physicalname": "testQueue"
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959
}I
{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51prgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959

A Amazon MQ E#Z| Lambda, Lambda ;i Amazon MQ S RIEH XM AT M E 4IRS IRM
EZER |, ES/ (AWS Lambda FA AR ERE) FHF Lambda 5 Amazon MQ &4 M,

S 4 BIRAEE

MRIEFER Amazon MQ REB ( HEGITRRKEPUFTL2FEARE ) , RESERE2FHEM Amazon MQ #
i BR SORE D AWS B AR

LA 7R 4538 R gn4al 8 FIAWS Management Consolefli Br A E

&% Amazon MQ 4|4,
MREFIRSF | EBEKRE (520 MyBroker ) , RFiEE Delete (HIER).
£ Delete MyBroker? (R EMIBX MyBroker ? ) SHiEESF , £ A delete , RFEEF Delete (HIFR).

BBRAREBEARATE 5 5.
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://console.aws.amazon.com/amazon-mq/

Amazon MQ FF XA RIERE

FELH
HX
JEEEL TR
W, BEERNET —RE , F— NARFEEITIZAE  HLEEMNBRT —FHEE , BaUEEE
KA TRE

Creating and configuring a broker (p. 82) ( % & )

Editing broker engine version, Amazon CloudWatch Logs, and maintenance preferences (p. 84)

Creating and applying broker configurations (p. 89)

Editing and Managing Broker Configurations (p. 91)

Listing brokers and viewing broker details (p. 25)
BIEMEE ActiveMQ REAF (p. 108)
Rebooting a Broker (p. 28)

18 Amazon MQ Y CloudWatch 3E%% (p. 178)

BB AT LAFF IR A T #8 Amazon MQ BI&{EEERM Amazon MQ REST API , AF1TXIEE 2] Amazon MQ,

2l 2 HiE#E 2| RabbitMQ L I8

R RIiE1THE Amazon MQ L HEREHE, ©R Amazon MQ WEREER, REERFIZE (m5, t3)
FMA/D (large. micro) E’JJ:.?EL;E—APCEE%%?%*“ ( 5% mq.m5.1large).

E i

« S 1 : 6812 RabbitMQ KIE (p. 12)

- SR2: FET VM HWBAEREZIEHNRE (p. 14)
« SR 3: (AE) EEEE AWS Lambda BEE (p. 16)

- SR4: MEBRRE (p. 18)

- BEESK (p. 18)

FIR 1 : 82 RabbitMQ 1X3E

F—NMERBEEILKN Amazon MQ EFE2EIERE, LT REFERNMAEHAAWS Management Consolef]| &
EARRE,

&% Amazon MQ #4414

£ Select broker engine (&R IE5|2) WHE L , £#F RabbitMQ , A/FIERE Next (T —F).

£ Select deployment mode (£ ZBBIEN) WE L , 1%4F Deployment mode (EBBIER) , Fla0 Cluster

deployment ((EEEE) , RFERE Next (T—F).

« BRHIRE AT Network Load Balancer (NLB) FEH — NI ARFH —PMEBEAR, RETEE
W R FAERFH Amazon EBS B TEE. AXEZEE , BSHEXMIKE (p. 132).

- S AMM RabbitMQ £&8ZFE 2 M Network Load Balancer [FEEHH =4 RabbitMQ KB & éHESZE’J
BEol  BIATRESATARK (AZ) 2BHREZEAF, RIIFDHRNIRES. BXEZELE , H5
lﬂ}ﬂ$*ijb AR EREIE (p. 133).

£ Configure settings (BL B 1% &) THE M Details (FMER) 2 , MITUTRE -
a. %A Broker name (fRE &),

12


https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
https://console.aws.amazon.com/amazon-mq/

Amazon MQ FF XA RIERE
S 1 8] RabbitMQ 32

Important

BOERBEHRPRIMMAFHER (P ) IHMNERBBELS . HMEAWSES (2F
CloudWatch Logs ) ATATARIMCE B, REEMTESATAERHBEIE.

b. %% Broker instance type (fREESEHBIZEE) ( HlE0 mg.m5.large ) « BXEZEE , 1S Broker
instance types (p. 29).

Note

Additional settings (% &) #2124t T /5 A CloudWatch Logs FlJ8 & H R R EL B M 45 175 )
HET, MRECET — KB LT AL EMMFAE RabbitMQ R , MAFIEERE— Virtual
Private Cloud ( VPC ) HEE— MR LAXRFRIEHRIE,

£ Configure settings (Bl E1% &) T HE /Y RabbitMQ access (RabbitMQ 5 8]) % , =t Username (A
FA) Ml Password (%18). UTRHEERTFTREEFEREIL :

- AFERRESEZREZETH. EVE. 9SNTHE (-. ). WHEFSSESEMAERL (~)F
. Amazon MQ FE LM guest ERNRAF A,

« BBRXAEDAN 120FH , BEEL 4 MNE—FF , HEFBEEES, E5HES (=),
Important

BOEREBAFEFRIINMAESHER (PI) REMNBRBRES ., HMAWSES (25
CloudWatch Logs ) IAARIREBAF G, REAFATEEATIAERBELE.

BEE Next ( FT—% ),
£ Review and create (&M EIZE) TE L , BAUEELNERABREEEN E#I1THE.
%32 Create broker (BI2X ),

% Amazon MQ BIZEHARER , 28R Creation in progress (IE1E8IE) R3S
BIBRERAFTE 15 58,

RINBIZEHNRER , Amazon MQ £ & 7R Running (EEIET) R3S

MyBroker Running single-instance broker mqg.m5.large

i#%£$% MyBroker.

£ MyBroker TUH M Connect () #4 , 12 FELEH RabbitMQ web console ( RabbitMQ Web 12
#/& ) URL, i :

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mg.us-west-2.amazonaws.com

B4, BIETEREN secure-AMQP KT o MTR— amgps KinTH KL ERMITERH O 5671 §
o

amgps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.amazonaws.com:5671

13



https://www.rabbitmq.com/management.html
https://www.rabbitmq.com/connections.html

Amazon MQ FF XA RIERE
S®2  FETF VM NN BRFEEIEHNRE

SR 2 RET VM NN AERFEEDENRE

B2 RabbitMQ RE/G , BRI NN ARFEEDZNAE, LT REERMAER RabbitMQ Java &/ iR
FRIREENRENERE QBN REER, B UERETES XM RabbitMQ &/ inFE#EE
RabbitMQ f$#, AXXZ#&EFH RabbitMQ BFIKENEZER , 125 RabbitMQ B/ inEMFTF A T E,

FREMF

Note

BT RREFHSROGEA T IR BA LT AR 4K RabbitMQ K2, MRBEEMREFLF
AIE AR AT BBk T,

BH VPC Bt

EHRFREHNRETERN VPC Fi5E |, B%5US A enableDnsHostnames # enableDnsSupport
VPC Btt. BXEZEE , H2H (Amazon VPC AF#ERE) F i VPC F1#Y DNS Support.

B R A VA

&% Amazon MQ #4148,

MREFIRPIEZENRENZF (H110 MyBroker).

1 MyBroker TUHH) Connections (3E##) #2 , iI2 TR Web 12#]& URL FLk RIS ik MmO o
£ Details (#4115 8) Eo 9 Security and network (Z£E5M) T , MBENZ A BN B,

N~

LA & R EC2 Dashboard B9 Security Groups (Z£4) TTH.

MNEZEHFIRP | EFENTEH,

6. FERMEEKED , %2 Inbound (AM) , AREEER Edit (RE).

7. 1E Editinbound rules (4R ALEHN) WNIFEFR , FELELFHRINEAD URL AT SURMAN (L
T RAIE R R IE Web 15 H & 1T bR E,
a. % Add Rule ( Fm#N ) .
b. XF Type (EH) , 1% Custom TCP (BEX TCP),

c. 3T Source () , #%#% Custom (BEX) , ARBALHLEREB AR Web EHIENRER IP Hhut
($lm 192.0.2.1).

d. 1%&# Save (R7%E ),
BHRBIETLUETS AThIERE,

4

N Java RN

MRIEFERA Apache Maven #TEEE , FHFATHRBTUSMEIEL pom. xml X4+, HX Apache
Maven FIIE NRER I HNELZER , FSHE POM &N,

<dependency>
<groupId>com.rabbitmg</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

MRISEHEMER Gradle #ITEWE , BFEALTERBI,

dependencies {

14



https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/devtools.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
https://maven.apache.org/guides/introduction/introduction-to-the-pom.html
https://docs.gradle.org/current/userguide/userguide.html

Amazon MQ FF XA RIERE
S®2  FETF VM NN BRFEEIEHNRE

compile 'com.rabbitmq:amgp-client:5.9.0'

& A Connection H Channel 2£

RabbitMQ Java F %A com.rabbitmqg.client fEREEKEHE , Connection M Channel API
E 2 BRI AMQP 0-9-1 EZEAMEE, FEARS A Connection M Channel 2 | Z1LA T RHIFT R,

import com.rabbitmqg.client.Connection;
import com.rabbitmg.client.Channel;

£J2 ConnectionFactory HEEIEHKRE

FERAUT REICIEZESATESEN ConnectionFactory X4, £/ setHost HEBRERZAIIE TR
BAIGT R. NMTF AMQPS &fiEH: |, EEARKND 5671,

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol()

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

6] SR 2R R AR H R

EAILAEA Channel.basicPublish FHEE XM EIREEF, LT RHEIEA AMQP Builder RXMEEH
RAEHEA plain/text BHEBHEXN R,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain")
.userId("userId")
.build(),
messageBodyBytes);

Note
XS , BasicProperties R BERNFEELENAIBE AMQP,
1T B RA B F 2 OH B
ZALUBE A Consumer #EOITFEBSISRELCHR . TG , HEFEIRNAZEE,

S Consumer WIS 5= R ME A 72K DefaultConsumer, DefaultConsumer S RATLMER
basicConsume AR —FoEBLUKEITH , AT REIFTR.

15
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boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
b
Note

HARENEET autoAck = false , FRLAAIHEIAEZE Rl Consumer RISHE | IXTE
handleDelivery AFERTEREZHNHFE , WRHEIFTR.

RPE T SRR ER
BUTFF 5440 RabbitMQ RIBRIER | X MBEMER , MTFAR.

channel.close();
conn.close();

Note

BXfEMA RabbitMQ Java B inENEZEE , HSF RabbitMQ Java & i AP IEE.

S 3 (AR ) EEEF AWS Lambda B#K

AWS Lambda ABUEREH E AR BB Amazon MQ REAEE, HRFNREERT Lambda B, AT 28]
BEHRMS , NASIRRECEEHES AR, ZUEZNSHRBRA D HMNENREFIREUES , HEL
JSON WRHFERF e Lambda f1E,

RN IEBIEZE Lambda B

1. BT IAM BERERAMNE Lambda EEIMITEE,

« mq:DescribeBroker

» ec2:CreateNetworkInterface

» ec2:DeleteNetworklInterface

» ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

» ec2:DescribeSubnets

+ ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

* logs:PutLogEvents

» secretsmanager:GetSecretValue

16



https://www.rabbitmq.com/api-guide.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html

Amazon MQ F& AR IR
S| 3. (AL ) EEE AWS Lambda BT

2.

Note

MR BELEN IAM R |, BHEBRFTEM Amazon MQ B IRF R ZHERENIE &K,

(AL ) MBEGET —NRELT A HEMENAE , WAFHIT T EHEF TR SLF Lambda 3£
EIEHRE

c ABNMLREFMEE—N NAT WX, BXEZEER , 28 (AWS Lambda FX AR ER) &
HIVPC EZE M BB M MRS 518,
« R VPC 43T STERH Amazon Virtual Private Cloud ( Amazon VPC ) #l Lambda 2 [8] 8| &5&
o &I Amazon VPC ik &4 iE #E] AWS Security Token Service (AWS STS) # Secrets Manager
WR. BXEZEE , B5H (AWS Lambda FFR AR 1ER) FM 5 Lambda EEE DO VPC LixTl
ﬁ%AWS Management ConsoleJ Lambda ¥ ELERBENEHR. BHEATLAER create-event-
source-mapping AWS Command Line Interface 5%,
A Lambda BEHHRE —LERBEROBNEHREEANES . SHRMRAKLEKEN Lambda AFEURA TR
ISR, LT 2 Amazon MQ for RabbitMQ BAFI#Y Lambda &k R4,

Note

EiZRBlF |, test RRAIINEBR , / REIAEBEENHE T, BUCHEER , BEHRSRHEES!
£ test::/ To

{
"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgMessagesByQueue": {
"test::/": [

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {
"bytes": [
118,
97,
108,
117,
101,
49

]
}I
"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
]
}I
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",

17



https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/ambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/ambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80

}I

"redelivered": false,

"data": "eyJ0aW1lb3V@IjowLCIkYXRhIjoiQlpybWYwR3c4T3Y@YNFMUXhENEUifQ=="

}
1
}

}

A Amazon MQ E#Z| Lambda, Lambda i Amazon MQ B4R XM AT M E 4R T IR
EZER , E5H (AWS Lambda FF A AR IERM) FHF Lambda 5 Amazon MQ &4 M,

TR 4 MR

WMRIEFER Amazon MQ I ( HEMGITRREPUFT2FEARE ) |, RESEREFHEM Amazon MQ #
I BR SORE D AWS B AR

BT /R 538 R 2n4r1 85 F§ AWS Management Consoleffil BR R

1. &% Amazon MQ & A,
2. MWREFIZRAF , EFBEHAE ( Hl20 MyBroker ) , AEEF Delete (HIBR)o
3. £ Delete MyBrokexr? (REMIBR MyBroker ?) XiFHERH , A delete , A/FIER Delete (HIER).

MBRRERAOTE 5 D8

s LR

WE , BEZVET —IME  §— I NARFEEZITZRE  HAEMBWT —FKHEE |, BAUFESE
WA T RE -

« Editing broker engine version, Amazon CloudWatch Logs, and maintenance preferences (p. 84)
« Listing brokers and viewing broker details (p. 25)

« BIERMER ActiveMQ REEAF (p. 108)

* Rebooting a Broker (p. 28)

+ 1718 Amazon MQ 9 CloudWatch 3§#% (p. 178)

IR AT LAFFIRR A T 8 Amazon MQ RIS {ESEER Amazon MQ REST API , AEitHRIEREZ] Amazon MQ,
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ FF XA RIERE
$#in R

I}

=P

43P

8 Amazon MQ X1

EUATHH , BRI EXEENLT Amazon MQ REHHHA,
E3 ]

« 43 Amazon MQ R (p. 19)

« A% Amazon MQ REE5|ZBHRAK (p. 21)

« RIERE (p. 24)

3 Amazon MQ REHEFREIFMEE (p. 25)

o HEARALNFFHRARIE Web #2514 (p. 27)

« EF Amazon MQ K (p. 28)

+ HiBX Amazon MQ R (p. 29)

« EBIEE (p. 29)

o N RERMFL (p. 32)

Amazon MQ {18

Amazon MQ EHIXEERBNEMS, RERSREIBRAHITEY . EPNWBENBERAR , ERST
BEM/ e, BEBRTIHEENRERNRE, Sl , MRECBEAZNRNESIZEREAR (p. 23)RE
R T REKAIZEE , Amazon MQ FHE T — MR 44 B BRI N A B B o

NTBRARE#BDEF HRANENNE , BUERESATAK (AZ) BEESTAMHRKERER
Ko BREFEHRESIZERE | Amazon MQ REUTZATAKBERN,

« Amazon MQ for ActiveMQ - Amazon MQ for ActiveMQ 2 E=31/% A (p. 43)5F , UKAF A
EEF/ZAERXT , Amazon MQ —XHIT—PDNRGINEFIRE , BREDE—NPRFARSETH, A,
BEALFREMNLE (p. 44) B HF B D BRIEENAE,

+ Amazon MQ for RabbitMQ — Amazon MQ for RabbitMQ =252 (p. 133)88 , UKA ST A%, £E
HEEF , Amazon MQ —XMIT— N T RNEFRE , AREAREZEIVIFNEEZTHT R,

BX Amazon MQ B M RERBRABRENABELF HERPEANZEESRNTRENESES , F5H
LT EXEGHRIES ERE M,

« the section called “Amazon MQ for ActiveMQ SHfE3EE” (p. 109)
+ the section called “Amazon MQ for RabbitMQ SR{E3EE” (p. 144)

BU LR AT —RER | BERSEFEM /A, XFET Amazon MQ REEFRENE , LERHE
MED.

FZAUEERIRRENRBEIERMRBEERIMRTHEF R, ATEENAE T WAERAAWS
Management Console., AWS CLI 1 Amazon MQ AP| AR A B4 8T ER .

E i
- FEAELEP R (p. 20)
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Amazon MQ FF XA RIERE
TR AR IE L A R

A4 B ER

ERERBLPIER , B LERAWS Management Console, AWS CLI 2% Amazon MQ AP,
Important
ETFT—NMIUBEFNBEF Rz , Z52 REEBRENEFTERMKX. Amazon MQ £RHIM

REFRREE , LMARXBRANZ 2T UAREZNEH AR LW RBIER MEHR,
RELEFHRERE , Amazon MQ SEERS , AWEET —MEF R REI AT,

AWS Management Console

£ FAAWS Management Consoleiff B I8 447 it X

ZF Amazon MQ 414,

EEMSRE®RD | %R Brokers ((RIE) , RAEMIRDPEREEARHRIE,
ERBIFMELRT L |, % Edit (FHE).

£ Maintenance (43#") T , UITA T4,

a. X F Startday (FF#HE ) , NTHRFIRPEFELL , 20 Sunday ( EHH ) .

b. YT Starttime ( FF#AEIE ) , BEEEN T —MEBLEPIRZHEN — RPNt Mo 8, Flz0
12:00,

Note

> en =

Start time (FF#8AT/E]) ETRA UTC+0 B X TELE .
5. RHBITEELHIEIF Save (IR1F). MENARET BFER,
6. HEARBIFMESTNE LM Maintenance widnow ( EHF R ) T, RIEREE R T HAEERITR,

AWS CLI

£/ AWS CLI FZ AR 447 B ER
1. €A update-broker CLI S8 S HIEEU T SE , WRBIFTT.

« --broker-id - Amazon MQ AREEKHKE— ID., EALE
T ARN 47 ID, Bl , 45ELAT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 ,
¥ ID ¥/ b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

+ --maintenance-window-start-time - BEU T EHHIZHEN SR LT T ERTF R ENSE,

- DayOfWeek - 2H1J1 , LU FiE% : MONDAY| TUESDAY | WEDNESDAY | THURSDAY |
FRIDAY | SATURDAY | SUNDAY

« TimeOfDay - BY[Al , KA 24 /Mt
« TimeZone - ( Wik ) X , ISR AER/MX/HHR UTC REBEHER. BINEER UTC.

aws mq update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

2. (®i%) A describe-broker CLI S RIIEEF R B ERIIEH

aws mq describe-broker --broker-id broker-id
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https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ FF XA RIERE
FHREIZERA

Amazon MQ API

£ Amazon MQ API 838 4 3 v B

1. £ UpdateBroker API #F, 8% broker-id fEABESH. U TROABEREE us-west-2 XiF
., BXAAMN Amazon MQ IR EZEER , H5H (AWS —i&x5E) FH Amazon MQ I = F R
.

PUT /vl1l/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EFERAZDEAERA maintenanceWindowStartTime M WeeklyStartTime BIRE R,

{
"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles",
"timeOfDay": "13:00"
}
}

2. (W& ) A DescribeBroker API B ERBIILF N BRRBEHWER. broker-id EEENRES
¥

GET /v1/brokers/broker-id HTTP/1.1

Host: mg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

H 4 Amazon MQ 1R IE 5| BB R K

Amazon MQ NFFE XFH ARSI BRBREHFHNRESIBRA, MOSIERATRIFRZSBINEF., #
REENEMAES| ERH, & Amazon MQ XZIFHE 51 FARAET , S&T] LA 5 a0 fa] SR AT B F+ R AR B9 48
H,

RIE|BIRAEER X.Y.Z, EEHEIBEAN Amazon MQ KFH |, X.Y HIAAREFERE , Z HIAAR
RERRA. FRAFMPEE

© FERAAL - GEBSIBRASERRRE. FlI0, M 1.0 RARE 1.1 RERAN EZRAA K,
© RERAAR - RERBSIBRASERNRE, S0, N 1.1.0 RARE 1.1.1 REA N REREFAR.

BRENMBEARELIERENERRAERNRERAEENESFR , AN TEE,

+ the section called “fRAEIE” (p. 73)
+ the section called “hRAEIE” (p. 134)

HIHUE B3R EMA A JURTIES , Amazon MQ RSN REA KD T ANIIRERSE, NYREBEZETH
RES|IZERABETEUNHNRBRAARS , FLREBDREBREAR. NTEEALR , ELAFHHA
RBIZFERRA,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade

Amazon MQ FF XA RIERE
FHARGIBIRAE

FHMBIREARSEITIOEF HRBEAFELER S RE (p. 28)2FRE
UTEBNBWAFHARAESIZRRA , R IAEE B3R BRAEFA K.

F&
o FEHAREIZRA (p. 22)
o BAFRESIZIRA (p. 23)

FHFREIBRA

EFHFRENSIZBRAA RN EERASREREAL , BAIAEHAWS Management
Console, AWS CLI 2 Amazon MQ API,

AWS Management Console

£ AWS Management Console X IERY 5| 24

&% Amazon MQ ##l&,

HEEMSHMBEKRT , %R Brokers (RE) , RENIERPIERELEARHRE,

ERBEMEER L |, % Edit (RE).

£ Specifications (##&) T , X3 F Broker engine version (X BIZRA) , N TR FIRPRBHIRES,

R BT EKERH1EF Schedule modifications (ITXI1&EX).

& Schedule broker modifications (It XI{CE &) WE L , X F When to apply modifications (A8 R F

BR) T, EBUT®RRAZ —,

o MREFE Amazon MQ £ T — M RIEF T BRTRMRAFAL , iH%kF After the next reboot (TIRE
WE#E).

- MRERUNEFBHREBEHARSIZRAE , iE1EF Immediately (IZED).

Important

I N

EHRENEERHR.
7. 1% Apply (B A) AR NMAER.

AWS CLI
5/ AWS CLI AR EH 5| ZRA

1. f£/ update-broker CLI S5 S HIEELATSE , MRBIFFRo

+ --broker-id- Amazon MQ AREBEKKKE— ID. EALE
TREE ARN 47 ID, Bl , 45ELAT ARN arn:aws :mq:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 ,
RE IDFAH b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - RESIZBEAHRINRES,

aws mqg update-broker --broker-id broker-id --engine-version version-number

2. (W) MREBIEVARSIZFERA , EEM reboot-broker CLI & F EHT /5 31 BHI LI,

aws mq reboot-broker --broker-id broker-id
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https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ FF XA RIERE
Bl A RIRE S| ZBRRA

MEEFEEFHEHREMILE[AER , Amazon MQ FET — M RIEPF B ARNKE,
Important

EHREFEEZNB.

Amazon MQ API

£ Amazon MQ APl A HARBH 5| R

1. f£f UpdateBroker APl #£4E, ¥§7E broker-id ERNBEESH, UTREMBRENRETE us-west-2 X
F, BXTAMN Amazon MQ RN ESZEER |, HSH (AWS —i3ZE) H# Amazon MQ i K F R
.

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mq.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EERAFEDER engineVersion EEEARIWREMNMRAE,

{
"engineVersion": "engine-version-number"
}
2. (Wit ) MBEAEEFREIERA |, EEH RebootBroker API R EEH B EHRE, broker-id
EEENRESH,

POST /v1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mq.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEHRIREMILAMAER , Amazon MQ FHE T — Mt RIEF R RAARKRE,

Important

ERREFEERMBAN.

B3 AR E 5| BRA

FZAIURFEIRBEERVERENBEENRBREAR , EREIBRREHFETRES, ZERAFHR
BEREBRERAHR , B LEHAAWS Management Console, AWS CLI 2% Amazon MQ API,

AWS Management Console

f# FIAWS Management Console8E B 31X BMAFH R

&% Amazon MQ ##&,

EEMSRBEESD |, %% Brokers (RE) , RAEMNIRPERZEARHNRE,

ERBEMEETNL |, %% Edit (RE).

£ Maintenance (4#") & , %32 Enable automatic minor version upgrades (/8 i B3l IR BIRAEFHR).

Ll
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker
https://console.aws.amazon.com/amazon-mq/

Amazon MQ FF XA RIERE
KRERAS

Note

WMRERF T ZED , WEEHTERER.
5. ERHEKZEE Save (RTF).

AWS CLI
Ei@E AWS CLI BUE BENRBIRA AL , A update-broker CLI S HIEEN T S8,

+ --broker-id - Amazon MQ A REERKIE— ID, EALE
T ARN 4T ID, Bl , LAFEELT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901le-2fgh-3i45j6k17819 ,
I ID ¥ b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

+ --auto-minor-version-upgrade — BUE B R BRAF FET,

aws mq update-broker --broker-id broker-id --auto-minor-version-upgrade

MREBEAEHREBEEHEIREREAL , BFEH --no-auto-minor-version-upgrade ¥,
Amazon MQ API
Zi@E Amazon MQ APl BUE B3R EMRAFHL , A UpdateBroker APl #4E. 18X broker-id X

BESH. UTRHBEREE us-west-2 KEH, BXTHAMN Amazon MQ RN ESZELR |, HSH
{AWS —fi%5#£) F K Amazon MQ % 2 FFEE,

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

FERER M B autoMinorVersionUpgrade BHRBUE B EIX BRA AR,

"autoMinorVersionUpgrade": "true"

MRERAENREFEAENREREAE , EEERERAZEPIRE " "autoMinorVersionUpgrade":

"false",

RERA

REHH PR BERES BR. TRIIET Amazon MQ REHIRES.

BHE API R
B KW CREATION_FAILED TSI ENRE,
EfERIZE CREATION_IN_PROGRESS BRI EFERIZERE,
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https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region

Amazon MQ FF XA RIERE
JIHREAEEREBEFAEE

ZH & API iR

IETEMIBR DELETION_IN_PROGRESS B AT EEMIBRAE,

FEEER REBOOT_IN_PROGRESS BREEERRE,

EHIET RUNNING REALUETT,
FEXRERRME CRITICAL_ACTION_REQUIRED HRIEBIEFIE(T , BAFRERER

A, EEVRITIERE, B
Mthe section called “tEHE

B : Amazon MQ REFRENR
8" (p. 206) Y B R EFRE
FRERR |, &7 LUK 3R R B 5
BIEA

HH Amazon MQ REHEEFEREBFMEE

HEZER Amazon MQ BIZRER |, SIRSRTREERLN 15 584,

AT R BIE R T tn{AIfE A AWS Management Consolei@id 5l tH 24 51 K ig R B R BRI IA B R B EE.

FIHREBEAERRERMAER

1. Z&3F Amazon MQ #2#14,

H &S m K PR R,

srokers (5 o

Q 1
Name A Creation time (Local) v Status Vv Broker engine v Deployment mode v Instance type
MyBroker Oct 27,2020 9:39 AM Running ActiveMQ Active/standby broker mq.m5.large
MyBroker2 Oct 27,2020 9:40 AM Running RabbitMQ Single-instance broker mq.m5.large
MyBroker3 Oct 27,2020 9:38 AM Running RabbitMQ Cluster deployment mq.mb5.large

RE2E RS MENUTESR :

- B
+ Creation date (/% B i)
+ Deployment mode (SFE&E )
o EHIEAE (p. 29
2. ERENKRENER,

X F ActiveMQ K2 |, MyBroker MH L &N EHNREEREEER (p. 39) Details (FAEE.) :

@

v
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ FF XA RIERE
JIHREAEEREBEFAEE

Details

ARN Info

arm:aws:mq:us-west-2:123878009876:broker:MyBroker:b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f

Specifications
Broker status
Running

Broker name
MyBroker

Broker instance type Info

mgq.m5.large

Deployment mode Info
Active/standby broker

Storage type Info

Amazon Elastic File System

Broker engine Info
ActiveMQ

Broker engine version
5.15.12

Configuration Security and network
Configuration name VPC Info
MyBroker-configuration vpc-286¢bash [4
Configuration revision Subnet(s) Info

Revision 1 - Auto-generated default for subnet-4388bb98 [4
MyBroker-configuration on ActiveMQ 5.15.12 subnet-7942b82g [4

Security group(s) Inf:
CloudWatch Logs urity group(s) tnfo

sg-1abc5867 [4
General

Public accessibility Info
Disabled - Logs [

Yes
Audit
Disabled - Logs [2

IP Addresses

53.208.204.167
46.290.203.267

Maintenance

Automatic minor version upgrade

Yes

Maintenance window
Saturday 19:00 - 21:00 UTC

3 F Amazon MQ for RabbitMQ R IE , #& A LA MyBroker2 W H L#Y Details ((XAEL) HoFEF

®EMIRE , WTFAIR.

Details
ARN Info Broker instance type Info
arn:aws:mq:us-west-2:123413139898:broker:MyBroker2:b- mag.m5.large

751396a6-e097-4e7f-85e4-de98a5598869

Broker name
MyBroker2

Broker status

Running

Creation time
Oct 27, 2020 9:40 AM

Broker engine Info
RabbitMQ

Deployment mode Info

Single-instance broker

Broker engine version
386

Cloudwatch Logs
Disabled - Logs [4

Maintenance

Automatic minor version upgrade

Yes

Maintenance window
Tuesday 18:00 - 20:00 UTC

7 Details (FAER) B2 T , FERUTER

Security and network

VPC Info
vpe-111ccasb [4

Subnet(s) Info
subnet-8vr11jn8 [4

Public accessibility Info

Yes

+ 7£ Connections (i) 5% , F Amazon MQ for ActiveMQ REE , fF& R Web #4148 URL MLk

FHWLIRT Ko
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| a2 FF i | B R Web $2E &

Connections
Access your queues and topics and connect your application to the broker. If you disable public accessibility for your broker, your endpoints are reachable only within a VPC.

@ Enable connections to your broker X
To be able to access your broker's ActiveMQ Web Console URL or wire-level protocol endpoints, you must configure one of your security groups to allow inbound traffic. Detailed instructions

ActiveMQ Web Console

In an active/standby deployment, only one of the ActiveMQ Web Console URLs is active at a time.
https://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:8162
https://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:8162

Endpoints

In an active/standby deployment, only one of the endpoints in each pair s active at a time. You can allow your application to establish connection to either endpoint by using the ActiveMQ Failover Transport.

OpenWire ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:61617 Copy failover string (Java)
ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:61617

AMQP amqp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:5671 Copy failover string (Java)
amqp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:5671

STOMP stomp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:6 1614 Copy failover string (Java)
stomp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:6 1614

MQTT mqtt+ssl//b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:8883 Copy failover string (Java)
mqtt+ssl//b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:8883

WSS wss://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:61619 Copy failover string (Java)

wss://b-291ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:61619

1£ Connections (i) #F9#F , 3 F Amazon MQ for RabbitMQ X2 , I &R Web #4|4& URL f1%
% AMQP &% Ko

Connections

Access your queues and exchanges and connect your application to the broker. If you disable public accessibility for your broker, your endpoints are reachable only within a VEC.

RabbitMQ web console

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.amazonaws.com

Endpoints
Name URL
AMQP [ amaqps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.ma.us-west-2.amazonaws.com:5671

+ XF Amazon MQ for ActiveMQ X 2 , 7£ Users (FAF°) #8& , Users (A F) (p. 40) BE&5REx
Bk

Important

Amazon MQ for RabbitMQ BT X #FET AWS Management Console 1 Amazon MQ API
EEAF,

TG R A AR R AE Web #2515
MREZATREBEH LT AIHEMYE , AT TIZRT BT RMCERN Web 12515,
Note

VPC MIZE£HNBHEFET LT R,
AY

FoRFAM

BERIT TSR, BHAERBEUATAR

- VPC
+ Amazon MQ REFTHINBIH VPC |, 8B EBMMXx , R private-vpco
« B=AVPC, BEf Internet M>x , F7 public-vpco
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WE AR AF 7R ARERN Web 2514

« B VPC BLIUHTES ( flER VPC WEESE ) , XHFAHE VPC HHY Amazon EC2 SEHIRE AT L
5#48 VPC H# EC2 XHIBIE,

- MREAMR VPC WNEEHE , XWA VPC WA RSARENNFEE,
- B24
« AT RIZE Amazon MQ REHR£4H , £ private-sgo
« =AAT public-vpc VPC H#J EC2 EflMZ a4 , B public-sg.

+ private-sg #MAWNRKE public-sg WAILERE, RMNBVERZEHAREINRHO 8162 (T
ActiveMQ ) AR %A 443 ( X3 F RabbitMQ ) o

+ public-sg #MAFIHO 22 ERAEBHITENHAMGERE,

HRIA T AT G R AER Web 12§15

. T£ public-vpc HBIZ Linux EC2 k6l ( INEXE , EEBELEIP),
2. ERIFVPCHEEBERETLER , HEYE EC2 KHIM sshiE#E , ¥ curl S 5EREN URIEE

fE/.
3. MEMITENS  FRAEZRANHFNRENAE EC2 SEHIM IP it 612 F EC2 £HI# ssh BEE,
i -

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

EEWITEN LR R RERS R,
4. EEOTEN ELZRAEEFEF M , W FoxyProxy.
5. ERANTREEEECNREE, IR

o WNTAEHERE | BIEE SOCKS5,

« XF IP #bsik, DNS BFHMARFEREH , HIEE Llocalhost,
- MFHwO , BIEE 8080,

o« BIBREAIER URL =,

« XF URL = , iBIEE *.mq. *.amazonaws . com*

o XFEERE | EIEE HTTP(S),

EZBRAREEFRE , EUNESHNITEN LIGE Web 2HIA T,

EE Amazon MQ {{IE

ENRENAHEE , EUNERRE,
Note

WMREH ActiveMQ RETEMR , B NE B RBIUNRERSIIRE .

AT RBI3E R a4l 5 FHAWS Management ConsoleE & Amazon MQ £,

EEHF Amazon MQ K12 | BT T IR4E -

1. &% Amazon MQ &4,
2. MREIRDIEFREHREH B (5120 MyBroker)o
3. £ MyBroker TUH L , f)Ri%#F Actions. Reboot broker,
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Amazon MQ FF XA RIERE
HIBR AR

Important

BRHIRBRFEERMMRATHARS. SHREFTAH , E-RAREE IR,

Actions ¥ H Edit ‘

View CloudWatch metrics

Roll back to the last configuration

Reboot broker

Delete broker

4. £ Reboot broker X iEHEF |, #%$F Reboot,

ER—MEBRARES 24, IRERSENFIANERRENIIRERSNRE LT , NEST
B REREREKAATE,

i B& Amazon MQ LI

MREFER Amazon MQ R ( HERFITARRKEPEFTL2FEARE ) , RESEREFHEM Amazon MQ #
i BR BORL D AWS B R

LA 7R 4538 R tn4al 8 FI AWS Management Consolefll R E

il & Amazon MQ X

1. &% Amazon MQ 4|4,
MREBFIRAP | EBEWARE (520 MyBroker ) , RiFiEER Delete (il ER).
£ Delete MyBroker? (R &M MyBroker ? ) SHEER , A delete , RFIEHF Delete (HIER).

HERREBERAEE 5 54,
Sk 2 A

REXRPFIZ (m5, t3) MAD (large. micro ) HEAHERRE —MCELRFIRE ( Hln
mq.m5.large)e FRIIE T HBMZHSIZLBHNTA Amazon MQ REEHIZER,
£

« Amazon MQ for ActiveMQ 32255 (p. 30)

+ Amazon MQ for RabbitMQ EHIZEH (p. 32)
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Amazon MQ FF XA RIERE
Amazon MQ for ActiveMQ 34512 £

/)

Amazon MQ for ActiveMQ SEf5IZE &

Important

B8 Amazon EBS 5 mq.m5 REXRFIRBRIEBEESFER. BXEZER , 5
9 Storage (p. 41).

ENVESid vCPU M7 (GiB) M 4% 1 RE xE

mq.t2.micro 1 1 & Ed
mq.t2.micro
SRR BV AT

Amazon MQ K&
RiTfh, BEEHISE
B ([RREZHN
B )/AE AWS &
BEEXNG,

Note
x4

mq.t2.micro
PR
HERR

CPU M
DRIEA

PERERY R

KELLE
(BXE
ZEE,
BFZH
CpuCreditBalance (p. 181
B ) o
WMREM
NARF
FEEE
Hae , F
EZEFEA
mq.m5.large
A ES

i‘]o

mq.t3.micro 2 1 & Ed
mq.t3.micro
SEPIKE AT
Amazon MQ B E
RIAE, HESEBIZE
A ({XPREEAIMR
B ) /S AWS &
REEEH.

mq.m4.large 2 8 H Ed
mq.mé4.large 38
BIKR ARSI
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Amazon MQ for ActiveMQ 34512 £

KpIZEH

mqg.m5.large

mqg.m5.xlarge
mq.m5.2xlarge

mq.m5.4xlarge

vCPU

16

Rz (GiB)

16
32
64

4% 1 e

a

o

i

EE
BEREDBHRE
o BRANBWRF
REFEM mg.m5. *
=41,

Fmg.m5.large
SBIRTEMRF
K, MAME~T
ERE,

4‘;7'
mg.m5.xlarge, mq.m5.2xlar
A
mq.m5.4xlarge
EHEIRBEATEE
aSRELENENTTF
K, MiAME~=T
R

Note

E RN UEN
SR
BAMHE
B, H
HHEH
RTFHEE
HY 5 A 3
EO
MRHE
ol
EfERA
MR KR
LR
EHAH
HEEE
fERATRE
ToiRE
REHH
B, &
XMpiE
mE B
WEH
concurrentStoreAndDisy
EMHIR
BN
false,

31



Amazon MQ F& AR IR
Amazon MQ for RabbitMQ SEi|Z &

BEXREHBEIZFINESRFEE , BEREREBNRESFIRBEUIINSEEFLE (p. 112),

Amazon MQ for RabbitMQ =452 &

Important

BRBEFREM mg.m5. EHIEBELE N mq. t3.micro KHIER,

SRR vCPU M7 (GiB) P 45 1 e EE

mq.t3.micro 2 1 = Ed
mq.t3.micro
SEPIRE AT

Amazon MQ K&
iEfh, BESEHIS
B ([XREEHN
B)H¥E AWS £
%E%gf&ﬁ:o

Important

mq.t3.micro
A ES

BRX
BFEED

Z (p. 133)o

fFmg.m5.1large
EBIATERF
K, WAFE~T
ERE,

)I\;ff

mg.m5.xlarge, mg.m5.2xlar

it

mqg.m5.large 2 8

a

mqg.m5.xlarge 4 16

o

mqg.m5.2xlarge | 8 32

mq.m5.4xlarge
KPIRBEATEE
aBELENENT
R, WRAMEF~T
R

i

mq.m5.4xlarge | 16 64

ﬂg J\l \l/]\\jJ[M;-_F 4

Amazon MQ X #H & RIFCABBREREHRADE. SUUENRERNFERR , t T BT EFRR
M4 E BRIF ISR R IR.
£

o A EMFRIE (p. 33)

+ 1£ Amazon MQ ##l & P EERZ (p. 33)

+ £/ Amazon MQ AP| 2 {E# TEE (p. 34)
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Amazon MQ FF XA RIERE
BRA 7D B HFRIE

RS 73 B PR 1S

EALHRRERN Amazon MQ FRAMITRADE , B SURNINA TARRAERE E B A TBIRRE,

XELRARSRENALHEAR. BUUERAKEDEAFEER AWS IKE , URREECTHRALEE, &
WATIRAE | EEMERE AWS IKF K BRI ERERME. BXEZER , 558 (AWS BilingA -~ 1&
M) PRBAERASEBE.

Blan |, A LUR KRR Amazon MQ &R A0 ARRE

B’IR =4 &

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker2

Stack Production

Cost Center 12345
Broker3

Stack Development

EARIE T REELLBFHITHEXESHR MBS ARE —HAF L | BEATRENKE D BERERIE A
FHRE,

£ Amazon MQ %l & P EBHRZ
BERAERAYIIL TN

Amazon MQ R FERTE I RIRR [ ERINFRL, BT LIE Amazon MQ 244 A iRE G B EESENEIR
IR,

EEEMAERMIRE | BT TRAE :

1. M Create a broker (RI2{E) TWEH , #%3F Additional settings (EftHiZ &),
2. 7& Tags (#7%) TH , I£# Add tag (RINRE).
3. HA Key (8) M Value ({B) 3,

Tags - optional

You can add tags to describe your broker. A tag consists of a case-sensitive key-value pair. Learn more E

Key Value - optional

Add tag

4. (WHE ) 1% Add tag (RINFREZ) SLEARERINZSMRZ,
5. #%&#% Create broker (BIBZRE),

EEQEBEBERAMRE , BHRITUTERE
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

Amazon MQ F.&X A G R
£ Amazon MQ AP| 2{E#{TE 12

o wDn =

M Create configuration (BI2EE) TTEH , %% Advanced (B4).

£ Create configuration (82 EE) TWHE LK Tags (#5X) T , & Add tag (RINIFE),
M Key (%) M Value (&) Xt

( Wi ) 3% Add tag (RINFRE) B E BRI S MRZ,

%% Create configuration (BIZ2E &),

EENERIN AR RNIFE

Amazon MQ AJL&ETE Amazon MQ BHIEFEENERERRNWFEEL, EUUBIEENERNIFAFER
L REEREEZEFRNIREL, EXE Amazon MQ FiR LREBIRE | iEHMITUTERE -

1.

1£ Amazon MQ 24 & Fik## Brokers (X ) 5 Configurations (Eti&).

£ Tags (%) Mo+ , EEZRARNWAEHRE,

ERMFIRERERRNERL | HRF Edit (RE) (RE , WRIBUHRZL | Wik Create tag (B2
X)) o

ERERNARE

- ERUINERE , BEHRE Key () M Value (fB).

- ERBRIANERE |, iF1EEF Remove (HilBR).

o ERMFRE , HikF Add tag (RINRX) , AEHEA Key (8) M Value ({H).
1% Save.

£ Amazon MQ API #&4E# T8

Amazon MQ BELLEfEA REST APl EF MEB R FENIRZ,

BXxEZELR |, #3H Amazon MQ REST APl &%,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html

Amazon MQ FF XA RIERE
ActiveMQ B|Z&

£ Amazon MQ for ActiveMQ

FIA Amazon MQ , I BAEABEEZNERNITENFRARCIZEERE, BAUEAAWS
Management Console, Amazon MQ REST API 2t AWS Command Line Interface B2, &3 MMIBRAE,

XEBFFIT4R ActiveMQ F RabbitMQ 51X B ESRENERESR | JIHATAK Amazon MQ REXHA
RERERS | ARRAER MR EET,

E THHEX Amazon MQ REST API {5 & , i§Z ] Amazon MQ REST APl £%,
]

+ ActiveMQ 5|% (p. 35)

« ActiveMQ ##2 (p. 81)

+ Amazon MQ for ActiveMQ F&{£3£E (p. 109)

+ Amazon MQ for ActiveMQ B & XFEiEE & (p. 114)
+ Amazon MQ for ActiveMQ F#IBRE (p. 120)

ActiveMQ 5| Z&

HEB D IF N B ActiveMQ REBMIEATE | B8 ActiveMQ REEMET |, HBEREBEEBSHHRMFER
Java Message Service ( JMS ) B8 %R 6.
S

« EXTE (p. 35)

o RIEZM (p. 41)
+ Amazon MQ for ActiveMQ REEES ¥ (p. 55)

+ B Amazon MQ for ActiveMQ BIZEiR 7S (p. 73)
+ ¥ Java Message Service ( JMS ) 5 ActiveMQ B & A B RAI (p. 74)

BEXTE

AEEBD N BT ERE Amazon MQ £ ActiveMQ BT DR EEH L.
]

« LE (p. 35)

o REXBFIZEA (p. 30)

« Bi& (p.39)

« AF (p. 40)

+ Storage (p. 41)

RE

¥ RiZ1T7E Amazon MQ LEHEREBHRE, ©R Amazon MQ WEREER, REBEHIE (m5, t3)
FMA/ (large, micro ) WEEEHERE —MESRHIKE (i mg.m5.1large). BXEZEER , HS
i Broker instance types (p. 29).

s BHREA-NMTARFHN—NMEARK. ABESEHNNAEFLK Amazon EBS 5 Amazon EFS Z
EARITEE,
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Amazon MQ FF XA RIERE
HEAETE

s FHFARBAFNTEATARTHNFEANAREBAR , BEEA TR, XERESENNARFUR
Amazon EFS #{TEZEE.
BREZ[ELR , 52 MBroker Architecture (p. 41)o

ZA LS A B3R BRAF K BAE Apache KA U 5| BRI IR EMAN B ARBIFRERE. BIAR
EEPNRARE  ZEPITRERAZH/L. JLK (24 PR ) MeEtX (BIAR UTC ) X,

BXOUBNEERENEER , BSAUATAR :

» Creating and configuring a broker (p. 82)
- R (p. 196)

» Broker statuses (p. 24)

SRR

FERAILLHREHRE | HERER ActiveMQ ZRFNEMHEESHEI N ATIMUABSA TLS :
« AMQP

« MQTT

« EF WebSocket 9 MQTT

* OpenWire

« STOMP

« E T WebSocket #§ STOMP

&
ActiveMQ REEFJLANEM |, Hlin

« B (MyBroker)
- ID (b-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

+ ActiveMQ Web ##]& URL (https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:8162)

BXEZ{ELR , H2 1 Apache ActiveMQ X#4HHI Web $3#| &,
Important

MBI ENRNME T EETE activemg-webconsole A | BFEMEA ActiveMQ Web
#HA& , ARNZARKEENE Amazon MQ KB XX HEBEUR B ZRERNHEE,

o KEMULHRT R
» amgp+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mgtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

Note

X2 — OpenWire KT &,
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
http://activemq.apache.org/web-console.html

Amazon MQ FF XA RIERE
HEAETE

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

BXEZEE , BSH Apache ActiveMQ XA B EL EZ il

Note

NFEZH/ZANRE , Amazon MQ REFH A ActiveMQ Web ##l& URL , E8IRREF—/ URL &
TEBIRS. B , Amazon MQ AENERIPNBEHRBRIMMET R, EEBRAEXNHRE MK
TRATEDIRS. -1 M -2 RRRRITRX,

BFXRREEMNTESIK , 20 (Amazon MQ REST API &) HHIUTHA :

« REST #24E ID : Broker
» REST #4E ID : Brokers
« REST #24E ID : Broker Reboot

RIBSLHISRE
Important

B8} Amazon EBS 5 mq.m5 REBXRFIRBRIEBEEFER. BXEZER , 5
b Storage (p. 41).

eV vCPU M7F (GiB) M 4% 1 RE AE

mq.t2.micro 1 1 &® Ed
mqg.t2.micro
SRS BB AT

Amazon MQ K&
RiTfh, BEEHISE
B ({RREZHR
B )/AE AWS &
BREEXN,

Note

X
mq.t2.micro
AV Bl
HfEA S
CPU R

D HEHE

MHRERBR
-8
1223 ES
E MR
XFEE
(BXE
ZEE,
BFZH
CpuCreditBalance (p. 181
B ) o
mRIEH
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
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https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html
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Amazon MQ FF XA RIERE
HEAETE

KpIZEH

mqg.t3.micro

mq.m&4.large

mq.m5.large

vCPU

R (GiB)

4% 1 e

&

it

NMARRF
FEEE

teE , F
ZRER
mqg.m5.large
A B

ijc

A
mqg.t3.micro
SSPIR BT
Amazon MQ &
AP, BEIRBISE
B (NREXHIMK
B ) &S AWS &
REERMN.

Ed
mq.mé4.large 3%
BIKH L KIS
BREDBHHRSE
. BITBWHHF
REFEMH mg.m5. *
L4,

ff mg.m5.1large
B AT ERF
K, MiAME~=T
R,
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HEAETE

Ve vCPU MfF (GiB) M1t aE xE

mq.m5.xlarge 4 16 = S
- mq.m5.xlarge, mg.m5.2xlar

mg.m5.2xlarge |8 32 = F
mq.m5.4xlarge | 16 64 = gﬂéﬁégggﬁﬁgéé

aELENENTT

R, WAMEFT

AR

Note

ERNTED
S fEH
BA
Bt H
HHEH
RTFHEE
HE F R
EO
MEHE
EN-i
BNERA ,
NPFR K
SE KR
E&Eam
HEZS
fE A AAE
T&EE
RERH
B, &

concurrentStoreAndDisy
B R
BER

EXFLRIESANESES , WSHLE BN REXFRDITAREFL B (. 112),
BLiE

BEFTEERMN ActiveMQ REHFTEIRE ( RA XML & , LT ActiveMQ B9 activemq. xml X
). BANUECIERE , ASCERE, 25, BAUFEENAT - IMRZME,
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Amazon MQ FF XA RIERE
HEAETE

Important

WNEEBHTEXFTLUNNEANAERE, ENAER , BASH T 4P HE (p. 93)5
EEHBHNRE (p. 28) BEXEZEEL , S HAmazon MQ Broker Configuration
Lifecycle (p. 53)o

Bal , BLERBREE.

BXolE, RENEERENER  BSAUTAR

» Creating and applying broker configurations (p. 89)

« Editing and Managing Broker Configurations (p. 91)
« K& (p. 197)

* Amazon MQ Broker Configuration Parameters (p. 55)

ERFENEEFMBNER , TLRIREERE. BXEZEEL , S Creating and applying broker
configurations (p. 89) M Editing and Managing Broker Configurations (p. 91)

B
RERBEALNEY , Hi0:

« &# (MyConfiguration)
- ID (c-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:MyConfiguration:c-1234a5b6-78cd-901e-2fgh-3i45j6k1781!

BEXBERMNTEIL , 2 H (Amazon MQ REST API 2&) RN THE :

- REST #14E ID : Configuration
« REST #14E ID : Configurations

BXEESTEMNTEIR , BSANTRE

« REST #1E ID : Configuration Revision
+ REST #14E ID : Configuration Revisions

AP

ActiveMQ A = 2 EEB 1518 ActiveMQ RIZHEASIMEBHWARNARF. SANRAFEEN EFREN
BRo filtn , SR AVRELR IR ActiveMQ Web 2HI &,

HR—MEUIRE, EAUNAFRSEA , HAEBRERE, BRANEERENSMEBHRR,
Important

FHAFPHTERTSNENERRNATAF. ERNAER , XAEET —HPHE (p. 93)
EEFRPNRE (p. 28) BRESZEER |, S Amazon MQ Broker Configuration

Lifecycle (p. 53).
BXAPNANELR | 35 Apache ActiveMQ XAF KL TE 2 -

- BR
. BARHI
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample

Amazon MQ FF XA RIERE
REEG

BXROUE., REMMER ActiveMQ AFHEEL , BSHUTHR

o BIEFMEE ActiveMQ KEAF (p. 108)
* AF (p.197)

&t
BXAFEMNTESIXK , 205 (Amazon MQ REST API &) HHIUTHA :

« REST #4EID : User
« REST #4E ID : Users

Storage

Amazon MQ for ActiveMQ X # Amazon Elastic File System ( EFS ) #l Amazon Elastic Block
Store (EBS ) » BIAERT , ActiveMQ REFEA Amazon EFS #1TREZM#. ENABESNMNTHARNSE
AMMEFITHEE | EEM Amazon EFS, EFAEEEMNSELE , B A Amazon EBS,

Important
« BB Amazon EBS 5 mq.m5 RERFIRBRIIEESER.

c REGULEHRRELFIER BECBREBZELTEZERREEMHER,
+ Amazon EBS EENTTARXRNEHHE , (EFRZE ActiveMQ E35/% A (p. 43)ZRBER,

FRERECZENER
TREEER T ActiveMQ RIEFI KA TE. Amazon EFS 1 Amazon EBS FfE R 2 MM E R,

EiEER BAM R~IfE R =51 BNOEREVYE &4
BASE B HYIE BL& K
WE (1KBHE )
A1z FEFAM . BRERMN 5000 T
- NEBREEH
- ST R BIE
Amazon EBS E=Eod: ) « REXAK 500 BEATAK (AZ) W
. iTEAE B Z AN R
Amazon EFS BEW RS 80 BZATHAXNZ
AN EIZR

NEFHEF#HEHSRENERENEESNELE, BR A EXMBRIRBEREHHE , HE2EX.
Amazon EFS Rt W REFHAM  AIBSNTARHITES , U ILREMENMAFRERZEENTH

XA AR AR T S BB IE R K. Amazon EBS AIHH X HEH ER T , AT ERENTRAXFES MRS R
HITEH,

AW LR

Amazon MQ for ActiveMQ R A ER L XFIREBRE3/ZARBEHRITEOE, W TFXFAMIBEE
X , Amazon MQ BEX T REMEEHERBHSE A,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html

Amazon MQ F& AR IR
RIELEH

Note

Amazon MQ £/ Apache KahaDB A HBREF#. TXEHMEBIEFM , 10 JDBC M
LevelDB,

TR LA R BRI | AR ActiveMQ XM EMREES FBI AU TIMXAREZA TLS :

- AMQP

« MQTT

« EF WebSocket B MQTT

+ OpenWire

« STOMP

« EF WebSocket B STOMP

E3 |
+ Amazon MQ £ EHIHKE (p. 42)
o TSRS AAMEN Amazon MQ E£3h/%& ANRE (p. 43)
« Amazon MQ REM L (p. 44)
« Amazon MQ REFE B4 wEH (p. 53)

Amazon MQ B 324438

BXHIREBA-—-ANTHRHBAHN—PMEBAR, REBSEHNMAREF LR Amazon EBS 5 Amazon EFS 126#
B ITEE, Amazon EFS #SEEENBEZNMNATARK (AZ) TREFHEBEREEZSRINFTAERMN
A%, Amazon EBS R4 EEENSFHERTTMRILNREESE, EXEHETNESESR |, 55
B Storage (p. 41).

THEEBAMEA Amazon EFS F#H 2 XFIR BB SN TTARX#ITES,

E Amazon Web Services Cloud

Availability Zone:

Client Amazon MQ EFS Volume
! Broker i

us-west-Z2a !

THEAEA Amazon EBS R EXPIREBELNTARHTES MRS F/HTES,
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http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html

Amazon MQ FF XA RIERE
RIELEH

! Amazon Web Services Cloud

=

Client Amazon MQ EBS Volume
i Broker

us-west-2a

...................................................................

AFRIMS AN Amazon MQ £35/% AR E

FHEZAREBHFNTETARPNHMEBARK , BEEATRY ., XERBEENNHAEFUR Amazon
EFS #{TRIZ &S, Amazon EFS & 5EBEIBSNMNTAK (AZ ) TREEBEREHESRINE
AMMA A, BXESEE , HSMStorage (p. 41)o

BY , ARSI - MMERGIL T EHRS , REAEKANLTZERARS. NREH—NMEXH
HIHEREERTEY , U Amazon MQ FER R —BReTE T MBI RHE LRSS, XAFEITRR
RENERAIOLTEIRSHTREZEABE. SEEBREN , HEERBRE/LYH,

SNFEZ/EARE , Amazon MQ EBEFA ActiveMQ Web #2414 URL , BEXRE—1 URL & FE3)
R, FEH , Amazon MQ A BMERIPMVREEFNLET R, EBRAENHRRE—NELET AL TFESIR
Do -1 M -2 ERRTIARN . WFLERBULIRT R, BAUAFNARFERANEEBEAHEREIME—

il o

KIHT A,

THEEAMEA Amazon EFS FRM E3)/Z2AREES AN TRARH#TES.
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Amazon MQ F& AR IR
RIELEH

! Amazon Web Services Cloud

Client

Amazon MQ i
Broker us-west-2a

-----------------------------------------

EFS Volume

!

Amazon MQ '
Broker us-west-2b

Amazon MQ X3 R 4

Amazon MQ X% #F ActiveMQ R IEM & ThEE,

REMZH SN EDE A L KFIRE (p. 42)F E3/ZFARE (p. 43)AHM. BRAURENARFNE

R (BlSTAEMATY BYE ) , RAZMEI (p.46) (Bl , EF=R, FLEHFE, HEIMNE ) BE
REME, i, PORSE (p 4)REMBTURESHEY , HELEZHTRAEMENREES. BAE
FER (p. SO)FAIMMREMB AT LIMNEZE ERNABRBLREER , AEEREFIERLHAE ,
LA 27 b AL R ¥ S 42 A SH B R

BXRYENFARERSS , BSHUTARR :

» Creating and Configuring a Network of Brokers (p. 85)

- FEREENREMS (p. 113)

* networkConnector (p. 69)

* networkConnectionStartAsync (p. 65)

* ActiveMQ 324 B9 R EE R 2%

LT RERNREMENIFAL

- BIEREMEELEETRNAEXFREMNREFLENRACIEESEAEEETH.

- BEEdATEENERE TRSMNESREIFIRBRELFNTAME, XaEiHq)E L anNERIN
KBRS W] A B ERTE R B SR
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http://activemq.apache.org/networks-of-brokers.html

Amazon MQ FF XA RIERE
REEG

- ANtRENERETULNENMERIREMEFHNE — IR, FEERN T EREEHZ AREXAIR
BA , MAREMEZTNEFmEMERLTZ/ZANREER (p.43), ERSZNIUSTAM.

E3 ]
- REMENIEFRERTAL? (p.45)
o REMEMATLEERE ? (p. 45)
« ROIERE (p. 45)
- REMZH (p.46)
« BX (p. 51)
- EUERIEESEHTHISHERZE (p. 53)

REMEZHN TIERBEMTAL?

Amazon MQ A Z 75 R & ActiveMQ ﬁﬂﬂ%lﬂﬁm B, BUUREESEMEEEFRNSHISE
REML , RGERR ActlveMQ —8¥, HX , Amazon MQ EE A AWS CloudFormation Bzh
Eﬁﬂlﬂ%ﬂﬁm@ﬂm B, BELEEMN Amazon MQ BH & HBXERHIER , LA A4gREHE<H AWS
CloudFormation ¥ A 812 B S A INFIE &

BEREAMEEZSET - MEEEIS —MERXBIRENSE, BIUIEER , XERBRAESR
Ko filgn , a0R Broker1 37 E| Broker2 My M £5iE#E2S , W Broker1 LHYE S 4% K F Broker2 ( 218
ZRELEFEAETHTRAIISER ) . MEMEEEEBENRN duplex , MHE B AM Broker2 # & F
Brokerl, ME&EEBREREREPEREN. BSMAEE (p. 39). fit, ATRREREFH RE
networkConnector %8 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

REMEEFREEN—IREXRFFES —MEES , NAUREER AL EGHNER BN KBRS,
F B M E R L AE 4B RV R EBSE I |, ActiveMQ ﬂElXIEEkLE?%ﬁUE%*ﬂEFH%E?% 21 ) 4% 00 A ) 4% I FF
HIHE B %ﬁﬁ?’:‘?ﬁﬂ?ﬁ”ﬂﬁ%)%ﬁﬁE*TFFEFHE’JEFHHE’M: B, REXPIATFRELER, BXEZE
B | B35 ActiveMQ XRFREWNEB,

R L& a4 BB AR 2

EFERE AEZEIMEINNREB , REAMLTNEAERNER i TMEtEERNERE —#,
BARMIERE AW <networkConnector> BERIRMERE K MUAELEREA LB IS5KEB
THE— 1 AFEEHERENAF (XEAFRAZSHEAFENZBENRIAE—HNAF ), Y8%E
<networkConnector> EEH15E userName B At , Amazon MQ HEZETH B3R INEB,

Important
¥EA <networkConnector> 5% password B, BIMNFTEWEREE B HHEMAX
BB, ARXAEZEBE Amazon MQ ZHEFA R, BXEZEER , HZ M Configure Network

Connectors for Your Broker (p. 87).

REXMFHRER VPC IXNER VPC B, BXEZEE , S HCreating and Configuring a Network of
Brokers (p. 85)## 2 #Y LR EA (p. 86).

T~

EFHRERAREMLE , Amazon MQ RERHIER, XL RFIERAEHE AWS CloudFormation #Z2 X E M &
HE , URFFIEEXER. TANFAANTHERR :
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https://activemq.apache.org/advisory-message.html

Amazon MQ FF XA RIERE
REEG

1. BRHIRER PR P 4%
2. E3h/& AR IR E

Sample blueprints for a network of brokers

Metworks of brokers provide high availability and scalability, and are suitable for production workloads. These sample blueprints use AWS CloudFormation to
automatically deploy a network of brokers in the specific topology. Info

Mesh network of single-instance brokers Mesh network of active/standby brokers

Set of 3 single-instance brokers connected in a mesh network. Set of 3 active/standby brokers connected in a mesh network.
Each broker has automatic failover capability to a standby in
another AZ.

O Q=
/\ /\

O-0 Q-

M Create Broker (RI2REE) MEF , EFEEP—NREER , AFEE Next (T—%). BIBRERE , &
Amazon MQ BHIAHEEERNNEREEE.

BEdEREREBEPEREARBFREMN networkConnector & , BAUENF S FREMNHIN P 0|2 R
Mg, AXEEMERENESER |, 525 ActiveMQ TP AR IEM 4,

I W L FRFH
BEBRE , RAGEHEEDEE networkConnector &8 , BRI LR FEATREIMERIMNIKER
%, MGEERETEZENRECHRHEESEEREE, TMLUHEEREBEINT , XHEEEREZBX G

BE  BAUEENFTRNT , XHERAN-—MEBEED S —MNME, flm , WREAE Broker! M
Broker2 2 AIBANTiERE , MERFAE-—EBRILER (WREERE ).

L‘J o} (o) o
I 1
o+ o= >0 Do
o__o o__0O
Broker1 Broker2

BETRIMEEES  HENMNEMMEBERIS —ME, XEEREHEN : IR Broker2 EERAFHE
ZIREX Broker1 LHHE |, AT K ZEE, R , 21K Broker! LA F A ZEIRE Broker2 LHYHE |, 11
BERIZHE.

MNFIENITERE  HENN—NMEBELRT S —MNME, E4RHF , 0R Broker2 LA A EIRE
Broker1 LEVEHE , T KRIZEE, B2 , HETA2M Broker2 3 & % Broker1,
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http://activemq.apache.org/networks-of-brokers.html

Amazon MQ FF XA RIERE

REHEM

2%, 20,
Lo L0
o_0O O_0O
Broker1 Broker2

FEAXITMIEMIMEIERERS , TAEEERENRERIPRERENLE,
Note
ESIMNMEHRIRAEIP , networkConnector TEHL5|IACITIEZINRENLHET . §
uri BEPHREBELRET QKB BRAIRENLRET R, HSFListing brokers and viewing broker
details (p. 25).

MR

PRERFAIMEM T S MRULERNRE, XNMENROERT = PERHINE  BRUUHESREREN
M1 o

O~ 0O

I i

IO

o_ 0O

Brokeri
o, % 2. %
TP O QL0
o_ 0O o_ O
Broker2 Broker3

HHAIAR —NEEE3/EARENMEHNHEI , ATEEA Amazon MQ #2H1 & PR RHIERGE, S5
EXERFERSEUEFTEETHENRENSG , AEFCIINEES R,

BRI LB IS 6 Broker! FRANMBIE B KRB B XM = MCERIAM L | %iE#8535 Broker2 # Broker3 #F
BN XWIER |, 1£ Broker2 1 Broker3 2 B2 i B AN ik,
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Amazon MQ FF XA RIERE
REEG

Broker1 B 4&E$EES :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker2 B9 4&IEHEES -

<networkConnectors>
<networkConnector name="connector_2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

BN EiRiE RS R NE Broker1 1 Broker2 WELEH , BAUAEX=AMREZ AR —N
B, NMEMBREZAREEXELAER. BXEZEER , 2 EAmazon MQ Broker Configuration
Parameters (p. 55).

ROESEAT

EROEHFERIN | NRRE LNEMARERE , IAREHER. HEEXNEEELY , MARAHPLHN
Broker! M MEMNZITEXREE,
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Amazon MQ FF XA RIERE
REEG

! v ! s 1 ! 1Y
QL O > oo
Brokers Broker1 Broker3

0_ 9
PO

o_0O
Brokerd

EARRHF  ERERBENDORFME , LR LUE Broker! WEEF @MESK LHEMNMER

fnetworkConnector.

<networkConnectors>
<networkConnector name="connector_hub_and_spoke_2" userName="myCommonUser"

duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_3" userName="myCommonUser"

duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-

east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_4" userName="myCommonUser"

duplex="true"
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REEG

uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_5" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd660b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

SEheRmH

EL RGN G | KIFH=AMRETLULE KEERE | XS 5EF 2 Broker! # Broker2, ﬁ’\ﬁﬂ’ﬂﬁﬁ
%‘BEEFF/L.\E’JKEEE_LQFXXIJEEO E?ﬁﬁlﬂ:?ﬁ?l‘ﬂ’]@; , SRAT LA INEEGHE B AT M IR HO X LS H B 5
F £ Broker1 ¥ Broker2 /#,

Erni-r.er1 Eroker!

m):[-»m m):[-»m

?;l:E;P ?;l:E;P ?;l:(';?

Broker3 Brokerd Brokers

EfRELAND , KENESMNMMESTFEE —IMNEEES AT EEATEREPINEIRE,
Broker3 HY P £&IEH#EES

<networkConnectors>
<networkConnector name="3_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="3_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 #9 4% iE 285

<networkConnectors>
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Amazon MQ FF XA RIERE
REEG

<networkConnector name="4_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker5 B9 P45 E 258 ¢

<networkConnectors>
<networkConnector name="5_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="5_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

¥ X 15
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RIELEH

------------ 1 —EmEmEmEmEEEmEE
E Region (us-west-2) 1 E Reglion (us-east-2)
1
1
O | @] -

°0 | 00

?—i 94 : —.-?-r ?
1

Brokeri ' Broker3
A : A

1
1

! . ! 1
Lo L0
o 0_0
Broker2 Brokerd

I
|
I
|
|
|
|
I
|
|
I
|
I
|
|
I
|
NOE
|
|
|
I
|
|
|
|
I
|
|
|
|
I
|
|

©
:

EREGLIL RO —FNREME , B LUF networkConnectors % B 7N Broker1 # Brokerd W& &
F, U AXERBNERLFET S,

Broker1 B9 MLEIE#EES

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
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<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd660b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker2 B9 P45 EHEES ¢

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 B9 4&EREES

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

BB M ERE TS HERS

B THEE networkConnector Tk , IR AL BB transportConnector M LLE A A MWIE
B UREMNFEFRINRMBIERAE R EFH P EERE,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

EARRHIFH | updateClusterClients M rebalanceClusterClients & BH true, EXHER
T, RELEEFIHREHNEFNRENSIR , MATFHREEERNEMARERXEREEHLE,

] A%

+ updateClusterClients: E&EFikfZEEXREHRINEFNERNE S,
+ rebalanceClusterClients: S EFFIKEBFAERMEIE W LT EIX LA B EHEH.
+ updateClusterClientsOnRemove: FEREEFREMEN , EHEFHHNAIMEE,

L& 8 updateClusterClients 7 true B , B GAT AR B N EZZIMERERHENME,

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617)

HEFREBEEZN , SRFRIEMEPHAEREN URI JIR, MREEIREBRY , ©AAHSREE
HEZNARANRKEZ—

BRBEHRBNESFEE , S5 Active MQ XA THER B R EIRED,

Amazon MQ REEELH AR

HNEBBITHRR ActiveMQ AF#TERFTARYANAER. ENAESR , XASESFT 4571
B (p. N)REEHBHNRE (p. 28), AXELEE. , iS5 HAmazon MQ Broker Configuration

Lifecycle (p. 53)o
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http://activemq.apache.org/failover-transport-reference.html#FailoverTransportReference-Broker-sideOptionsforFailover

Amazon MQ FF X A AR
RIELEH

TREATREESAS.

Important

T—MUEFRR2MEER. MRET - MRUIEPRRCAEFREHRE  WEEHED
FERRAEH.

Make changes

Pending changes

(Default)
Changes will be
applied after next
reboot

Changes will be
applied
immediately

Broker Broker
rebooted rebooted

eememmmma Changes applied [ o

BxtlE, RENEERENER  FSANTAR

» Creating and applying broker configurations (p. 89)

» Editing and Managing Broker Configurations (p. 91)

+ Amazon MQ Broker Configuration Parameters (p. 55)

BREE, REFMER ActiveMQ AFMEE. |, HSRUTHRSA :

« BIEMER ActiveMQ RIEAF (p. 108)
« BF (p.197)
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Amazon MQ FF XA RIERE
RERESH

Amazon MQ for ActiveMQ R IE T B S 2K

BEFEEEN ActiveMQ RIEBHFIEIRE ( XA XML 3 , ELLF ActiveMQ B9 activemq. xml X
H). BULEREERE , RAGUERE, 25, ZAUNEENAT I 82 ME, EXEZEL &
SHATIHARE :

« Bi& (p.39)
» Creating and applying broker configurations (p. 89)

 Editing and Managing Broker Configurations (p. 91)
« K& (p. 197)

M Spring XML BELi& XX 4

£/ Spring XML X#3REE ActiveMQ K3, EALIEEZH ActiveMQ REBMFZHE , WHE X B4R,
BFERRE, RNERAEMS. Amazon MQ BHEF —EERBE LR , IMEZLHANERE. BaITZSHME
BIiET , el ZEBHI ML,

£ Amazon MQ XML ZHHEET 2 ERIIEFNRERT | ERAEANLTHETHI ISR zip X
o

* amazon-mg-active-mg-5.17.3.xsd.zip

e amazon-mg-active-mg-5.17.2.xsd.zip

e amazon-mg-active-mg-5.17.1.xsd.zip

e amazon-mg-active-mg-5.16.4.xsd.zip

* amazon-mg-active-mg-5.16.3.xsd.zip

3
2
1
* amazon-mg-active-mg-5.16.5.xsd.zip
4
3
2

* amazon-mg-active-mg-5.16.2.xsd.zip

* amazon-mg-active-mg-5.15.15.xsd.zip

e amazon-mg-active-mg-5.15.14.xsd.zip

* amazon-mg-active-mg-5.15.13.xsd.zip

* amazon-mg-active-mg-5.15.12.xsd.zip

* amazon-mg-active-mg-5.15.10.xsd.zip

* amazon-mg-active-mg-5.15.9.xsd.zip

* amazon-mg-active-mg-5.15.8.xsd.zip

9
8

* amazon-mg-active-mg-5.15.6.xsd.zip
0

e amazon-mg-active-mg-5.15.0.xsd.zip

AL X e R R A ME B BB E X . Amazon MQ & A FZIEE L& XML XHRRHEE, &
& £ 42 XML XHFRY . Amazon MQ £ BRI RIBREFEEMBBRERN MR ENERESHK.

Note

BREFEABRMNESE. Amazon MQ 2NEHEEHBFEEE Spring ZERN, TEMTESIA
WL ERMEM,
4
+ Amazon MQ ELEH R TTE (p. 56)
+ Amazon MQ BRER AT TEREREM (p. 58)
« Amazon MQ BiEF AT TR, FEEREREFLE (p. 65)
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https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.17.3.xsd.zip
samples/amazon-mq-active-mq-5.17.2.xsd.zip
samples/amazon-mq-active-mq-5.17.1.xsd.zip
samples/amazon-mq-active-mq-5.16.5.xsd.zip
samples/amazon-mq-active-mq-5.16.4.xsd.zip
samples/amazon-mq-active-mq-5.16.3.xsd.zip
samples/amazon-mq-active-mq-5.16.2.xsd.zip
samples/amazon-mq-active-mq-5.15.15.xsd.zip
samples/amazon-mq-active-mq-5.15.14.xsd.zip
samples/amazon-mq-active-mq-5.15.13.xsd.zip
samples/amazon-mq-active-mq-5.15.12.xsd.zip
samples/amazon-mq-active-mq-5.15.10.xsd.zip
samples/amazon-mq-active-mq-5.15.9.xsd.zip
samples/amazon-mq-active-mq-5.15.8.xsd.zip
samples/amazon-mq-active-mq-5.15.6.xsd.zip
samples/amazon-mq-active-mq-5.15.0.xsd.zip

Amazon MQ FF XA RIERE
RERESH

Amazon MQ BLEH RIFHY TR
THR Amazon MQ BiEH A TN TEWEMATIR, BXEZELR , iHSH Apache ActiveMQ X4 #Y

XML B &,
e S
abortSlowAckConsumerStrategy (BH) (p. 58)
abortSlowConsumerStrategy (B1) (p. 58)
authorizationEntry (B1) (p. 58)
authorizationMap (FE&LE) (p. 66)

authorizationPlugin (FEA LX) (p. 66)

broker (B (p. 58) | FE&TTE) (p. 66)
cachedMessageGroupMapFactory (B1%) (p. 59)
compositeQueue (B (p. 59) | FEETTE) (p. 66)

compositeTopic (B (p.59) | FEETE) (p. 67)

constantPendingMessageLimitStrategy (B1) (p. 60)
discarding (B1%) (p. 60)

discardingDLQBrokerPlugin (1) (p. 60)

fileCursor

fileDurableSubscriberCursor

fileQueueCursor

filteredDestination (M) (p. 60)
fixedCountSubscriptionRecoveryPolicy (E1) (p. 60)
fixedSizedSubscriptionRecoveryPolicy (E14) (p. 60)
forcePersistencyModeBrokerPlugin (B1) (p. 60)
individualDeadLetterStrategy (BH) (p. 61)
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory (1) (p. 61)
mirroredQueue (E1%) (p. 61)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (EM) (p. 61)
oldestMessageWithLowestPriorityEvictionStrategy (BH) (p. 61)
policyEntry (B (p. 61) | FEETE) (p. 67)

policyMap (FEETE) (p. 68)
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http://activemq.apache.org/xml-configuration.html

Amazon MQ FF XA RIERE
RERESH

TE
prefetchRatePendingMessageLimitStrategy (B1) (p. 63)
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (E1) (p. 63)
queue (1) (p. 63)

redeliveryPlugin (B (p. 63) | FEE LX) (p. 68)

redeliveryPolicy (Bf) (p. 63)
redeliveryPolicyMap (FEATE) (p. 68)

retainedMessageSubscriptionRecoveryPolicy (FE&TLE) (p. 68)

roundRobinDispatchPolicy
sharedDeadlLetterStrategy (B (p. 64) | FEETR) (p. 68)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor
storeDurableSubscriberCursor (1) (p. 64)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry (B1) (p. 64)

tempQueue (E 1) (p. 64)

tempTopic (B1) (p. 64)
timedSubscriptionRecoveryPolicy (E1) (p. 64)
timeStampingBrokerPlugin (B1%) (p. 64)

topic (BE) (p. 64)

transportConnector (1) (p. 64)
uniquePropertyMessageEvictionStrategy (E1%) (p. 65)

virtualDestinationInterceptor (F&£&TE) (p. 68)

virtualTopic (B#) (p. 65)
vmCursor
vmDurableCursor
vmQueueCursor
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RERESH

Amazon MQ BEERF AT TEREEM

THERZ Amazon MQ BiBEF AT TEREBMNIEAYIR, BXEZEER , ESH Apache ActiveMQ X
P XML BE,

TE B

abortSlowAckConsumerStrategy abortConnection
checkPeriod
ignorelIdleConsumers

ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelLastAck
name
abortSlowConsumerStrategy abortConnection
checkPeriod
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
name
authorizationEntry admin
queue
read
tempQueue
tempTopic
topic
write
broker advisorySupport
allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup

keepDurableSubsActive
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http://activemq.apache.org/xml-configuration.html

Amazon MQ FF XA RIERE
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TE B
enableMessageExpirationOnActiveDurableSubs
maxPurgedDestinationsPerSweep
maxSchedulerRepeatAllowed
monitorConnectionSplits

networkConnectorStartAsync (p. 65)

offlineDurableSubscriberTaskSchedule
offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent
populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException
schedulePeriodForDestinationPurge
schedulerSupport
splitSystemUsageForProducersConsumers
taskRunnerPriority
timeBeforePurgeTempDestinations
useAuthenticatedPrincipalForJMSXUserID
useMirroredQueues
useTempMirroredQueues
useVirtualDestSubs
useVirtualDestSubsOnCreation
useVirtualTopics
cachedMessageGroupMapFactory cacheSize
compositeQueue concurrentSend
copyMessage
forwardOnly
name
sendWhenNotMatched

compositeTopic concurrentSend
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Amazon MQ FF XA RIERE
RERESH

TE B
copyMessage
forwardOnly
name
sendWhenNotMatched
conditionalNetworkBridgeFilterFactory rateDuration
ratelLimit
replayDelay
replayWhenNoConsumers
selectorAware
EUATHRAFZRE
Apache ActiveMQ 5.16.x
constantPendingMessagelLimitStrategy limit
discarding deadlLetterQueue
enableAudit
expiration
maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
discardingDLQBrokerPlugin dropAll
dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
filteredDestination queue
selector
topic
fixedCountSubscriptionRecoveryPolicy maximumSize
fixedSizedSubscriptionRecoveryPolicy maximumSize
useSharedBuffer

forcePersistencyModeBrokerPlugin persistenceFlag
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TE B
individualDeadLetterStrategy destinationPerDurableSubscriber
enableAudit
expiration
maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
queuePrefix
queueSuffix
topicPrefix
topicSuffix
useQueueForQueueMessages

useQueueForTopicMessages

messageGroupHashBucketFactory bucketCount

cacheSize
mirroredQueue copyMessage

postfix

prefix
oldestMessageEvictionStrategy evictExpiredMessagesHighWatermark

oldestMessageWithLowestPriorityEvictionSeradeypiredMessagesHighWatermark

policyEntry advisoryForConsumed
advisoryForDelivery
advisoryForDiscardingMessages
advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts

cursorMemoryHighWaterMark

61



Amazon MQ FF XA RIERE

REEESHK

B
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC
inactiveTimoutBeforeGC
includeBodyForAdvisory
lazyDispatch
maxAuditDepth
maxBrowsePageSize
maxDestinations
maxExpirePageSize
maxPageSize
maxProducersToAudit
maxQueueAuditDepth
memorylLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch
optimizeMessageStoreInFlightLimit
persistJIMSRedelivered
prioritizedMessages
producerFlowControl
queue
queueBrowserPrefetch
queuePrefetch
reduceMemoryFootprint
sendAdvisoryIfNoConsumers

sendFailIfNoSpace
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REEESHK

usePrefetchExtension

prefetchRatePendingMessagelLimitStrategy

queryBasedSubscriptionRecoveryPolicy

queue

redeliveryPlugin

redeliveryPolicy

B
sendFailIfNoSpaceAfterTimeout
EUATHRAFZRE
Apache ActiveMQ 5.16.4 R E & R4
sendDuplicateFromStoreToDLQ
storeUsageHighWaterMark
strictOrderDispatch
tempQueue
tempTopic
timeBeforeDispatchStarts
topic
topicPrefetch
useCache

useConsumerPriority

multiplier

query

DLQ

physicalName
fallbackToDeadlLetter
sendToDlgqIfMaxRetriesExceeded
backOffMultiplier
collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay

tempQueue

tempTopic

topic
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TE B
useCollisionAvoidance
useExponentialBackOff
sharedDeadlLetterStrategy enableAudit
expiration
maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
storeDurableSubscriberCursor immediatePriorityDispatch

useCache
tempDestinationAuthorizationEntry admin

queue

read

tempQueue

tempTopic

topic

write

tempQueue DLQ
physicalName

tempTopic DLQ
physicalName

timedSubscriptionRecoveryPolicy zeroExpirationOverride
timeStampingBrokerPlugin recoverDuration
futureOnly

processNetworkMessages

ttlCeiling
topic DLQ

physicalName
transportConnector .

name
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TE B
updateClusterClients
rebalanceClusterClients
updateClusterClientsOnRemove
uniquePropertyMessageEvictionStrategy | evictExpiredMessagesHighWatermark
propertyName
virtualTopic concurrentSend
local
dropOnResourcelLimit
name
postfix
prefix
selectorAware
setOriginalDestination

transactedSend

Amazon MQ R TEE %
THRIXATEEHENWFMARA, BXESELR , S Apache ActiveMQ X HH XML BLiE,
FH
- RE (p. 65)
(e:
broker R— MR EETEK.
B
networkConnectionStartAsync

EZEMEERAATHMMERINZS , BFEH <networkConnectionStartAsync> #5&, ZirEHE
TMEBFEARNTEFATEIMGEE (GREBHRS ) .

ZRIAE : false
R E

<broker networkConnectorStartAsync="false"/>

Amazon MQBEEHF AT TE, FEEREREFTE

THEHR Amazon MQ BEBRATHNTER., FTEERERETFRAENFMASIR. BEXEZER , F5H
Apache ActiveMQ X #EH ) XML B E.
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RERESEK
TR FEERE FrE
authorizationMap authorizationEntries authorizationEntry (p. 69)
tempDestinationAuthorizationEntry
defaultEntry authorizationEntry

tempDestinationAuthorizationEntry
tempDestinationAuthorizatidrémpiestinationAuthorizationEntry
authorizationPlugin map authorizationMap
broker destinationInterceptors mirroredQueue

virtualDestinationInterceptor

destinationPolicy policyMap
destinations queue

tempQueue

tempTopic

topic
networkConnectors networkConnector (p. 69)
persistenceAdapter kahaDB (p. 71)
plugins authorizationPlugin

discardingDLQBrokerPlugin
forcePersistencyModeBrokerPlugin
redeliveryPlugin
statisticsBrokerPlugin

timeStampingBrokerPlugin

systemUsage systemUsage (p. 72)
transportConnector name
updateClusterClients

rebalanceClusterClients

updateClusterClientsOnRemove
compositeQueue forwardTo queue

tempQueue

tempTopic

topic

filteredDestination
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TE

compositeTopic

policyEntry

FHRETE

forwardTo

deadLetterStrategy

destination

dispatchPolicy

messageEvictionStrategy

messageGroupMapFactory

FrRE

queue

tempQueue

tempTopic

topic

filteredDestination
discarding
individualDeadlLetterStrategy
sharedDeadlLetterStrategy
queue

tempQueue

tempTopic

topic

priorityDispatchPolicy
priorityNetworkDispatchPolicy
roundRobinDispatchPolicy
simpleDispatchPolicy
strictOrderDispatchPolicy
clientIdFilterDispatchPolicy
oldestMessageEvictionStrategy
oldestMessageWithLowestPriorityEvict
uniquePropertyMessageEvictionStrates
cachedMessageGroupMapFactory
messageGroupHashBucketFactory

simpleMessageGroupMapFactory

pendingDurableSubscriberPolXiideDurableSubscriberCursor

storeDurableSubscriberCursor

vmDurableCursor

pendingMessagelLimitStrategyxonstantPendingMessagelLimitStrategy

pendingQueuePolicy

prefetchRatePendingMessagelLimitStrat
fileQueueCursor

storeCursor
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vmQueueCursor
pendingSubscriberPolicy fileCursor
vmCursor

slowConsumerStrategy

abortSlowAckConsumerStrategy

abortSlowConsumerStrategy

subscriptionRecoveryPolicy fixedCountSubscriptionRecoveryPolic)

timedSubscriptionRecoveryPolicy

policyMap defaultEntry
policyEntries

redeliveryPlugin redeliveryPolicyMap

redeliveryPolicyMap defaultEntry

redeliveryPolicyEntries

retainedMessageSubscriptionRempperryPolicy

sharedDeadLetterStrategy | deadLetterQueue

virtualDestinationInterceptdmrtualDestinations

fixedSizedSubscriptionRecoveryPolicy
lastImageSubscriptionRecoveryPolicy
noSubscriptionRecoveryPolicy
queryBasedSubscriptionRecoveryPolicy

retainedMessageSubscriptionRecoveryf

policyEntry

policyEntry

redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy
fixedCountSubscriptionRecoveryPolicy
fixedSizedSubscriptionRecoveryPolicy
lastImageSubscriptionRecoveryPolicy
noSubscriptionRecoveryPolicy
queryBasedSubscriptionRecoveryPolic)
retainedMessageSubscriptionRecoveryft
timedSubscriptionRecoveryPolicy
queue

tempQueue

tempTopic

topic

compositeQueue

compositeTopic

virtualTopic

68



Amazon MQ FF XA RIERE
RERESH

Amazon MQ ¥t EEM
THEFTEBHENFMAREA, BXESEL , B2 Apache ActiveMQ XA HH XML &,

£
* authorizationEntry (p. 69)

» networkConnector (p. 69)
» kahaDB (p. 71
» systemUsage (p. 72)

authorizationEntry

authorizationEntry & authorizationEntries FEATEMN FIL,
B

admin|read|write

BF—HAFPHNNR, BXESER , BSMARAREENME (p. 176).

MBEEENBZRRE T EEE activemg-webconsole A | BT EMFEA ActiveMQ Web #2414 |, B
ZARRBENE Amazon MQ RIB KX EERBUCR B ZRENEL.

ZRIAE : null
~HIEE

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemg-webconsole"
read="admins,users, activemg-webconsole" write="admins,activemq-webconsole" queue=">"/>
<authorizationEntry admin="admins,activemg-webconsole"
read="admins,users, activemg-webconsole" write="admins,activemq-webconsole" topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

networkConnector

networkConnector & networkConnectors FE&£&TTEMN 7T,
3

- B (p. 69

« RPIEE (p. 70)

B
conduitSubscriptions
EEREMZPHMEERRBTFITHAR - BN SNMEAZENN—NMEARE. i, MR

conduitSubscriptions REN true , FEAMEAEEZZNE B HMNEHFFFEA , URKE B 2B
SRE ANREEERFITHASEENEEITES , MERE-NMEREANRE A HXERE B,

69



http://activemq.apache.org/xml-configuration.html

Amazon MQ FF XA RIERE
RERESH

Note

% conduitSubscriptions &N true AAUBDTRMETRE. BR , FALBEMEATESEN
BEAENEEARGE  HURERLEER TSR TEBNTR (4, XT IMS HREZESRR
BAEHE) .
BRIAE : true
duplex
EEREMNZTNEERTATERNEAES. fim, MRAE A EINTIEXTEERSRE B HiERE,
NMEEREMNEARRINREB, B2 , MRAE A HERRE B WNIiEE , MRE B JLUTHEER
RERE AMEERE <networkConnector>,
BRIAE : false
name
AT 2% R B9 AR & 7R
ZRiAE : bridge
uri
REMEFHNME (HZME ) 2 —HELRHULHRT R
BUAE : null
username
REMEPHREBERENAF A,
BIAE : null
RO E
Note
LA networkConnector REXREMER , HALSRELENAFHNHED,
BERMENRKENSE
EHEES , INMMEBERERENSE, WEEZR[NBHRRE connector_1_to_2 , REXFNAFE

= myCommonUser , #E#= duplex , OpenWire £&ixT = URI B static: AAIR , RRREZRHN—3F
_\Ego

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

BXEZER , B2 Configure Network Connectors for Your Broker (p. 87).
BENMENREMNSE
ERHERES , SMMEBERERENEP, WEEEF[OBEHR connector_1_to_2 , REXENAFE

&= myCommonUser , ¥# 2 duplex , 252 M OpenWire LT R URI &I masterslave: AH]
& REAREZANMEERBEE. MEBIARENHEEBTREENN , EMEESRTLRP %L,
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<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617,
ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-east-2.amazonaws.com:61617)" />
</networkConnectors>

Note

RNBWEWNMERIEFEH masterslave: iR, ZBIBRSEHBEM static:failover: ()?

randomize=false&maxReconnectAttempts=0 &% E,
Note

1t XML BB SV fE A 224K o
kahaDB
kahaDB & persistenceAdapter ¥E&TEMN FIM,
B
concurrentStoreAndDispatchQueues

EERBXIIEAHRFRND K. BEXESER , BERANERERERENIIIZER AR FEMND
R (p. 112)

2RIANE : true

cleanupOnStop
EUTRARPEZ R

Apache ActiveMQ 15.16.x & B & R4

WRER , WFLERBEL#HTIREIRANFBE , NfiMRXAER. EEAXEBEFRBAERLE
ERBRT  RREEEERA,

FRIAE : true
journalDiskSynclnterval

£ journalDiskSyncStrategy=periodic BW1ERT , HITHARS W EER (BEX). BXIFHEE
B | % ¥ Apache ActiveMQ kahaDB 344,

2RIAE : 1000

journalDiskSyncStrategy
EATHRAPZRE

Apache ActiveMQ 15.14.x R E S RA
BEWMERLS KK, BXRiIEMAER , H55 Apache ActiveMQ kahaDB X #%,

ZRIAE : always
Note

ActiveMQ X #4# ERIEIR K NPR F#F4EatE journalDiskSyncInterval , HEUIAMER 1 8,
BEMATUES ZERE , ERERRBE, HEEEA,

7
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preallocationStrategy

REEEEHMALSXHN  REZEMOEBEHNER. BXFAEER , ESH Apache ActiveMQ
kahaDB X #%,

ZRINE : sparse_file
B E

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros" concurrentStoreAndDispatchQueues="false"
journalDiskSyncInterval="10000" journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage & systemUsage FEETEMNFI. ZaRFHAEBEERESAUESREZERANZAE
BE, BXEZELR , H25 5 Apache ActiveMQ X #4122 887 141,

FrRE

memoryUsage

memoryUsage = systemUsage FLEMNFUl. ZAREENEFFEAER. FH memoryUsage ATLARER
FEFANAEER , IEETUSREE TESNERBR. BXEZEER , 52 Apache ActiveMQ X
AR R,

FRE

memoryUsage 2 memoryUsage FItE&MN FI,

B

percentOfJvmHeap

NFO(B)ET0(E) ZANER,

BRUIAE @ 70

B

sendFaillfNoSpace

REESETHAZENERT send() FERBREAM. BINEN false , ZELMIE send() Bk, BEE
BZRTH, BXELEER , HSH Apache ActiveMQ X HIZE,

FRIAE : false
sendFaillfNoSpaceAfterTimeout
BAE @ null

TR E

Example

<broker xmlns="http://activemq.apache.org/schema/core">
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<systemUsage>
<systemUsage sendFailIfNoSpace="true" sendFailIfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

&I Amazon MQ for ActiveMQ 5| Zjx 4x

Apache ActiveMQ 1R IE1E LR A ZFHIFTHMASEE RN X.Y.Z, £ Amazon MQ for ActiveMQ 3=
XY RREERAS , Z RRAEMAS, MREBREASEZET , Amazon MQ £IFRRAE XM A
FTEREER. B0, M 515 RARE 5.16 lREA R EEREAR. RERERASEHRN , THREE
WARRBIRAER, i, M 5.15.14 FRARE 5.15.15 MRER R BREFAR.

Amazon MQ for ActiveMQ B 81 X35 LA T 51 Z M2 HY Apache ActiveMQ.

EERA RERRA

ActiveMQ 5.17 « 5173 ( BI)
e 517.2
« 5171

ActiveMQ 5.16 *+ 5.16.5
+ 5164
* 5.16.3
+ 5.16.2

ActiveMQ 5.15

5.15.15
5.15.14
5.15.13
5.15.12
5.15.10
+ 5.15.9
+ 5.15.8
+ 5.15.6
+ 5.15.0

Note

ActiveMQ 5.15.15 4 5.15.x liRATT RN RFREBRA, BVERRBARIZHNET
ActiveMQ EZE5|ZRZ 5.17 X,

BN ActiveMQ RIEEBQIEFH Amazon MQ B , BAIBUEEEMAIZ ZHH ActiveMQ 5| ZRRA&, MRER
£ FAAWS Management Console |22 , Amazon MQ & B BRI ZEHI S BRAS, REEH
AWS CLI 5t Amazon MQ API BI2ZRE , NIFESIZRAS, WRFTRHRES , MRELSBEE. B
THEZEER , H2KR (AWS CLI 555%) Hficreate-brokerl {Amazon MQ REST APl £#)
MCreateBroker.

S
o FERRBIRAHAE (p. 74)
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« BT BIZERRAE (p. 74)

FENRERAEF L

f&BIF Amazon MQ , 5 T] AR SIMAIEHAE A RBIFRA . BUEBRERAARE , Amazon MQ £
B SRR ARESIZA S S Amazon MQ BER A M X FWIHH R ERE,

BRITEERAAR , BURAFHARRENSIZRAES, EITRINLEF T (p. 198\ , RERFANEE
RANFRSEMRERBIMRERNRE, WREREHARBREAR , ETNEREZERAEARME
B S BRFAEF B AR TR IRER A,

BEXEHMEHRBELETSUBERERARERAIARURFHAREHRENESELR , H2SMthe section
called “H R I ZBIRA" (p. 21)0

5| H 32 #3589 5 BB RR AR

A LAMER describe-broker-instance-options AWS CLI 5 HI A E MR EMEE 5| ER
o

aws mq describe-broker-instance-options

BB EMLFIRBFERER | EEH--engine-typeM--host-instance-typeikt® , ML TR

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

fln , EfFiE ActiveMQ Fl mg.m5.large SEPIERBMLER | BT engine-type B3 ACTIVEMQ , ¥
instance-type Bt} mq.m5.large,

¥ Java Message Service ( JMS ) 5 ActiveMQ B & f&E
LR SRVGR

LU RBLE R A A w2 75 NE A ActiveMQ ¢

+ OpenWire "%l Java RIBEZETINE, SIRRFIHRKENBELCES . BXEASENES , S
[¥]Connecting a Java application to your broker (p. 94).

« MQTT R%) Java KRB AIEEEIRE, 0REFTH RENBEBOEE.
+ STOMP+WSS Rfl Java GRS AEZESCE, BIEASIH R EMBBOES

TR
BH VPC B

ERKAENREBIUESRN VPC HinE , 82475 A enableDnsHostnames # enableDnsSupport
VPC B, BXEZER , 50 (Amazon VPC B ERE) FH VPC H#Y DNS Support.

BRAhESE

1. &3 Amazon MQ &4,
2. MREFRPIEREWREHEF (B0 MyBroker)o
3. £ MyBroker TUH/ Connections (E$E) $% , ic TRE Web 214 URL L&KM AY i ut Fiw O,
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4. £ Details (4015 8) #F2H Security and network (E£E5ME) T , BENRLAZHR L

LA & 7R EC2 Dashboard B9 Security Groups (Z£4) TTH.
5 MNZR£AEJIRS , EBREEHNRLAE,
6. TERMEEKES , i%3F Inbound (AM) , RSk Edit (5RE).

7. 1E Editinbound rules (4R ALEHN) WNIFEHR , FHELELFHARNEAD URL AT SURMAN (L

TRBIE R E Web 2515 HITIERAE,

i%#% Add Rule ( FR#M ) o
33 F Type (3£H) , #%4% Custom TCP (HEMX TCP),
3F Port Range (3% ASEE) , A Web #1840 (8162) .

a o op

($lm 192.0.2.1).
e. 1&# Save (RE) .

B EIE AT LIRS A VhESE,

N Java AREIN

OpenWire

X F Source (JF) , %#F Custom (BEX) , REBALFEREHL R Web ZHANWRER IP ik

fF activemg-client.jar # activemg-pool.jar BFIHME) Java HKEEFH, UTRHEIEET

Maven T B 8 pom. xml 304 AV IX 4R B R

<dependencies>
<dependency>
<groupId>org.apache.activemq</groupIld>
<artifactId>activemg-client</artifactId>
<version>5.15.8</version>
</dependency>
<dependency>
<groupId>org.apache.activemq</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.8</version>
</dependency>
</dependencies>

X activemg-client.jar MEZEL , 151 Apache ActiveMQ PN HIHELE,
MQTT

fF org.eclipse.paho.client.mqttv3.jar BFBRME Java EKEEF, UTRGIERAT
Maven B B 89 pom. xml U4 EIX — KEBIX R

<dependencies>
<dependency>
<groupId>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mqttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

H< org.eclipse.paho.client.mqttv3.jar WEZEE , 52 Eclipse Paho Java &F i,

STOMP+WSS

FUTREFREERMBT Java EBRE -
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* spring-messaging.jar

* spring-websocket.jar

* javax.websocket-api.jar
* jetty-all.jar

* s1lf4j-simple.jar

* jackson-databind.jar

LA RBIBEBE T Maven B1B B9 pom. xml X4 HiX EE4R 31 o1 Ro

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>

<version>1.1</version>
</dependency>
<dependency>

<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>
</dependency>
<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>
</dependency>
<dependency>

<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

<artifactId>javax.websocket-api</artifactId>

<groupId>org.eclipse.jetty.aggregate</groupIld>

<groupId>com.fasterxml.jackson.core</groupId>

BXEZELR , 51 Spring Framework X#H# STOMP % #,

AmazonMQExample.java

Important

EUATREARBH , £FENEREEENMEERET. W TEFRE ( RAKNKEKFIBERE
B)  FHRAEHEENERAETEMNENRELRE LiE1T.

OpenWire

/*

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").
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* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import org.apache.activemq.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD = "MyPassword456";

public static void main(String[] args) throws JIMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

}

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory) throws JMSException {
// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");
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// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

}

private static void

receiveMessage(ActiveMQConnectionFactory connectionFactory) throws JIMSException
// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

}

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

}

private static ActiveMQConnectionFactory createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

/*
* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
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*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import org.eclipse.paho.client.mqttv3.*;
public class AmazonMQExampleMqgtt implements MqttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME
private final static String ACTIVE_MQ_PASSWORD

"MyUsernamel23";
"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMqtt().run();
}

private void run() throws MqttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection options.

final String clientId = "abcl23";

final MgttClient client = new MqgttClient(WIRE_LEVEL_ENDPOINT, clientId);
final MqgttConnectOptions connOpts = new MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName (ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MgttMessage message = new MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

}

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");
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}
@Override
public void messageArrived(String topic, MqttMessage message) throws MqttException
{
System.out.println("Received message from topic " + topic + ": " + message);
}
@Override

public void deliveryComplete(IMgttDeliveryToken token) {
System.out.println("Delivered message.");

}
}
STOMP+WSS
/*
* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*

*
~N

import org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import org.springframework.web.socket.client.standard.StandardwWebSocketClient;
import org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME
private final static String ACTIVE_MQ_PASSWORD

"MyUsernamel23";
"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();
System.out.println("Subscribed to a destination using session.");
example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

}

private StompSession connect() throws Exception {
// Create a client.
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final WebSocketClient client = new StandardWebSocketClient();
final WebSocketStompClient stompClient = new WebSocketStompClient(client);
stompClient.setMessageConverter(new StringMessageConverter());

final WebSocketHttpHeaders headers = new WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new MySessionHandler();

// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers, head,
sessionHandler).get();

}

private void subscribeToDestination(final StompSession stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());
}

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon MQ!".getBytes());
}

private static class MySessionHandler extends StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");

}

private static class MyFrameHandler implements StompFrameHandler {
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}

public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " + message);

(WSS}

ActiveMQ T2

UTF#HEN B2 MIEREE ActiveMQ RE., EEA ActiveMQ Java RIREE , BT & Java inif
IRFF & TESHNRB#HT—EER.
-]

o BIEFEE ActiveMQ K (p. 82)

o REARESIEMRA, EHIZA, CloudWatch Logs A4 &% (p. 84)

« BIEMEZE Amazon MQ REM % (p. 85)

« BIERRA ActiveMQ REEE (p. 89)

« 4R ActiveMQ REEBEFNEERBET (p. 91)

« fF Java N AREFEZETEN Amazon MQ R (p. 94)

« fF ActiveMQ K25 LDAP £ (p. 97)
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« BIEMER ActiveMQ REFF (p. 108)

BIZEFE E ActiveMQ K IE

R RiE1T7E Amazon MQ LEEHEREBHRE, ©R Amazon MQ WEAREER, KEXHIE (m5, t3)
MK/ (large, micro) WEEHRE —MESFIZERE (I mg.m5.1arge). EXEZELE , 5
BI1CE (p. 35)0
E—NMLERENHN Amazon MQ FSEENRE, WUT REERIMMAEAAWS Management Console | 2
MEERE,
£

- SR BEEAKRERE (p. 82)

« ST|2: (Wik) MEEMNREIRE (p. 83)

- SB 3 ERBIENRE (p. 84)

SR BEEESARERE

&% Amazon MQ #4148,

£ Select broker engine (&R 5|%2) WA L , %% Apache ActiveMQ.

£ Select deployment and storage (£ #E M%) TTEA Deployment mode and storage type (&
BMFREER) B |, ITUTERE

a. %% Deployment mode (EPEE ) ( fils0 Active/standby broker (Ez/&FARE) ) . BXESZE
B, & FBroker Architecture (p. 41)o

s BSHIREHR—NMNTARFHN—NMMEARK. REBESEHARER LR Amazon EBS 5 Amazon
EFS F#B#THEE. BXEZEL , ESMAmazon MQ £ EHICE (p. 42).

s BSURAMNEN/ZARBHEFNTETARFHHMEBAR , UARKFEE, XEREBESEN
NMARFUR Amazon EFS #{TRISEE. BEXEZEL , TS HNATEI S HAMEN Amazon
MQ E35/% ARE (p. 43)o

s BXREMBROIERNESER BRI REIER (p. 45).
b. i%&# Storage type (FEH) (HIWEBS ) . HBXEZEE , HSFStorage (p. 41).
Note

w N =

Amazon EBS EENTTAXRNEHHIE , EFXXEF ActiveMQ E3)/% A (p. 43)ZpEE
Ko

c. EFENext(T—%),
4. 7 Configure settings (BLERE) WERY Details (FAEE) B2 , HATUATRE
a. %A Broker name (fRE & ).

Important

BONEREBEHRFRNDMASHES (PI) SHMEVNERBRES . HAWSES (23
CloudWatch Logs ) AT LiFE R EE M. REBHTEES A TREIBBEE.

b. 3% Broker instance type ({CESEHISKE) ( flE0 mg.mb5.large ) « BREZER |, 1S FBroker
instance types (p. 29).

5. £ ActiveMQ Web Console access (ActiveMQ Web ## & 158]) £B4% , 121 Username (AP R) M
Password (%#3), U TRHEATREAFENES

- APBRREEEFRRFFN. UL, A, THEMBRL (-._~)o
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« BREMAEDH 12407, @B8EL4ME—FH , HATHEEES, BEHFS (=),

Important

BOERBAFBFRIINMABBEER (P ) REMNBRBRES . HMAWSHES (25
CloudWatch Logs ) AIAFRIRERAF €, RERAFETESATAERBRBEIE,

W2 (k) BEEHMRERE

Important

 FR-BXGIRERE-ANFN (FIMBRIAFH ) . — M EFH/ERARERERN TN,
« B2 - ERPIRENEF/ZARERBFTEEL 124 (FIWKARE4SH ),

+ VPC - RENFMMEZLAMBMIER— VPC H, FX#F EC2-Classic B, Amazon MQ X%
BFB®IAVPC AT , XL H VPC 1R,

* Encryption (I%) - iR EFF T ZARMBENBIE. FSEBESMNE (p. 151).

s NFATAY -ZAATITAMAERBREESN VPC Fi5E,. BXELZER , BZREETT
NIFHEINARE (p. 176) i E T A AT F R AE Web #2EIE& (p. 27)0

. B Additional settings (Kt iNi& &) 2o
2. 7E Configuration (EL&) Zp2 = , #%$F Create a new configuration with default values ({8 F 2R
INMEBIZHELE) =X Select an existing configuration GE RN ERE), BEXESEEL , BSHE
& (p. 39)fMAmazon MQ Broker Configuration Parameters (p. 55)»

3. 7£ Logs (A®) EB% , R R B General (E#) BEH Audit (F4#) B E &2 Amazon CloudWatch
Logs. BXxESE L , #HZ M Configuring Amazon MQ to publish logs to Amazon CloudWatch

Logs (p. 191),

Important

MR IEKRTE Amazon MQ AP BIBRERREZ BT CreateLogGroup XRFME] Amazon
MQ FIF (p. 192) , Ml Amazon MQ T £l BEA,

WMREZE N Amazon MQ BLEE T HRRIER (p. 192) , IRBLEFAZELME
CloudWatch Logs.

4. 7£ Network and security (M&FZ£t) o d , BERHREMNERE
a. BRITTIIREZ—:

+ #%4% Use the default VPC, subnet(s), and security group(s) (EEFZRIA VPC, FRMZ24H),
+ 4% Select existing VPC, subnet(s), and security group(s) (£#I A VPC, TRFMZ£LH),

1. WRERF LRI |, W ATLLFE Amazon VPC 2|4 £ 812 — AN # Virtual Private Cloud
(VPC) , #iE&ZFIMAE VPC HikEBIA VPC, BEXREZER |, 551 (Amazon VPC AFIE
M) TR ALK Amazon VPC ?,

2. Bl E%E VPC 5 , BHLAE Amazon VPC #2414 LI ETH Subnet(s) (F W) St ENE
FM, BEXEZEL , HS5 Amazon VPC AR S8 VPC #F M,

3. BIBBIERFRE , B LUERE Security group(s) (B£4).
b. EREATNEENBENEF,EEN (CMK). FSREBSME (p. 151).
c. EFEHRIER Public accessibility (A FF T ).
5. 1£ Maintenance (4#) Io & , RESRWRENLEF TR :
a. E7 Apache EMFTRAFREARIFRA , 1§%$F Enable automatic minor version

upgrades (B A BRERAEHAR). BNARELEPNEARE , ZEFPRBEEREH/. LS
(24 et ) MeTX ( BIA UTC ) BN,
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Note

NFESEARE , MREP—MELPIEELF , I Amazon MQ &TEEA AR
EHEFUE LRSS, XATFETRREFNERASGIL T ERSHITRIESEABE.
b. BRITTFIREZ—
+ EARYF Amazon MQ BaEFR4EF B , iH1%#F No preference (X E L),

- BiRBHTENEP I , % Select maintenance window (GERLE BT ER) , REREARN
Start day (%4 B) # Start time (2&8F1E)o

SR 3 TARBIENRE

i%# Deploy ( 2f2 ) ,

—_

% Amazon MQ BIEEWRER , 287 Creation in progress (IE1E 81 2) R3S
BIEREBEXAZTE 15 58,
BRINBIZENNREST , Amazon MQ £ 8 R Running (EEIET) K&

Instance
Mame Status Deployment mode

type
MyBroker Running single-instance broker mg.m5.large

2. #%$& MyBroker.

1€ MyBroker WK Connect ( iE# ) 5 , EEEAEM ActiveMQ web console ( ActiveMQ Web
& ) URL, fitn -

https://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mqg.us-east-2.amazonaws.com:8162

B4, BT ERENEAR D LRT Ko BATR OpenWire 45T KBV RAI

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mg.us-east-2.amazonaws.com:61617

Note

X FEzh/ZANKE , Amazon MQ BEF ActiveMQ Web ##l& URL , BEBRIAE—4
URL & F5E3IRFS. E# , Amazon MQ A EBNERIHIIRH AR BT = , 8 ﬁu’éiﬂﬂ
RE-MiR ‘\?-‘—'TQL?EZ#HN., Yo -1 M -2 FERRTARN. BEXEZRELR , 5K Broker
Architecture (p. 41)o

WFEEMULRT R, BUUATNARFERAREEBEZRERIE KRN R,

mERES|BARA, EHIZEE, CloudWatch Logs Fl4
FEIED

BRTRBERERBNEEREIZIT (p.91) , ZETURERETREN LD,
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Note

MREZREREIAR AN EERTHERERZEB N, EXESELR , §5Amazon MQ
Broker Configuration Lifecycle (p. 53),

LA RBIE R A 5 ) AWS Management Console 4x%8 Amazon MQ ActiveMQ X2 B %10,
YmiR ActiveMQ R £ I

. &3 Amazon MQ #&l&,
2. MREZFRD , EFBRENKRE ( Hla MyBroker ) , AF%EF Edit (RHE).

3. £ Edit MyBroker (4% MyBroker) WEH Specifications ($38) 24 & , #%$2 Broker engine version
({REES|ZRRZ) = Broker Instance type (R EESEHI2KH),

4. 7E Configuration (E&) FoH , ERAENEENEIT. BXESEL , S FEditing and Managing
Broker Configurations (p. 91).

5. 1E Security and network (Z£5M %) #8497 , M Security group(s) (Z£4) THIIRPEF—NE |
= F LR Create a new security group (BIZFHWZ 2 4H) LUTH Amazon VPC $##H &,

6. 1E CloudWatch Logs B4 # , EERBFEN B EM T B E KM E Amazon CloudWatch Logs.

BX R ActiveMQ REELE CloudWatch Logs WEZ{EE. , i52 [ Configuring Amazon MQ to publish
logs to Amazon CloudWatch Logs (p. 191).

Important

MR ERTE Amazon MQ AP BIBRERREZ BT CreateLogGroup RFME] Amazon
MQ A7 (p. 192) , I Amazon MQ F& 2 AR4A.

WMREZE N Amazon MQ BLEE T HRRHER (p. 192) , IRBEEFAZELME
CloudWatch Logs.

7. * Maintenance (%£#) &2 % , BEESHWREBHLET TR :

EEAWSK MR REAREFIRA |, 5i%$F Enable automatic minor version upgrades ()& Fi B
HREMAAR). BFARELFRBENERE , ZEFPNRERAEH/L. /LR (24 PEER ) MX
( BIAR UTC ) B X,

Note

FFEERANRE , MREEP-NMEXRFIERELS , N Amazon MQ &1E G/ B EIEESD
EHF LRSS, XAFSTRRBIFNEASSGA T ERESEHAFBIEZEABSE.
8. i%&# Schedule modifications (it X&),

Note

R IENERR Enable automatic minor version upgrades (/8 A BEIR BIRAFER) |, ZRMFNE
A Save (RTF) , EATHERRE,

& B B TURHE 35 7 A9 ) Bz A BB R

B2 FE E Amazon MQ L IE M &

RERMER SN EESH AL ZGCE (p. 42)RNEF/ZARE (p. 43)4AK. BAURENARFNE

R (BlmSATAEMAIY BYE ) , RAZMEI (p.46) (flW , EFER, FOESFE, HEIME ) BE
REMLE, Flm , FOESE (p 48)REMERRSHY , AETEZLAENMMENREES. 65
HER (p. 50)RIMIREMZ AT LUMEZE EENAERBLKREES  AFEEEFIERLHAE
%%ﬁ?i&ﬁﬂﬁ%%liﬁﬁﬁlﬁh EAXHER , 8T #OAERRNZEKSRRINROZ-IMEERME
VREM L,

85


https://console.aws.amazon.com/amazon-mq/

Amazon MQ FF XA RIERE
B2 B B M 2%

BXRBSBANFARERR , BSRUATRE

+ Amazon MQ REME (p. 44)

- FARBENKEMNLE (p. 113)

* networkConnector (p. 69)

* networkConnectionStartAsync (p. 65)
* ActiveMQ 3R E R &

&R LAER Amazon MQ #2615 612 Amazon MQ RIEM S, BRNETUTTIEHTRIRXMMUE | Pttt
HERNTEE 15 24,
ES1}

< FRFEM (p. 86)

- ST ATKREZHNRE (p. 86)

o B2 NBHRERE W KIERESS (p. 87)

- EESRK (p. 88)

TR
BORREAL , CAMEE AT RS

s AANESNERLTEIRSHRE (EXRBEF®HE RN MyBrokerl #l MyBroker2 ) . BXBIENRE
KWEZ{EE , S Creating and configuring a broker (p. 82)o

o XANMEXMNTHER VPC X ER VPC B, BX VPCHESZEE |, 2% (Amazon VPC AF
EEY PR AR Amazon VPC ? F1 {Amazon VPC F&EIER) ML E VPC WEiER 2,

Important

WMREZBIINVPC, FRFRLAE  MsMELREN]. BXESEE , 255 (Amazon
VPC AIFIEm) RHIUTHEA :
« BIEAIA VPC
- BIEERRIAFH
- EEBERSE
s FTAPXNAMERFEEHENEREL. EXCBAFNESER , B3R AIBMEE ActiveMQ
KRERAF (p. 108).
Note

¥ LDAP S RIFSREMEERN , BRARZAFBEN ActiveMQ KE , th4E5 LDAP F
F1E,

DT REMERPAMNELBUCE (p. 42), BR , BANERAE/ZANRE p. B)RREBBEANAS
KREIZRERE,

FB]A: RATFREZHNRE
HRREE  AAARCIZANHR,

1. 7£ Amazon MQ ###l& £ , £ MyBroker2 TWE® Details (#4152 T2 HH Security and network (%
25T T , R ENREBHR B,

LA & /R EC2 Dashboard B9 Security Groups (Z£4) TTH.
2. NR2ANKRSP , ERENLL4A,
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EREESS , %% Inbound (AH) , R/FERE Edit ((REB).
£ Edit inbound rules (4B AL XFHEAF |, 3 OpenWire L 3mT5 SURMAA

a
b.
c
d

i%#% Add Rule ( Fi0#M ) o

3 F Type (EH) , #%$F Custom TCP (BEX TCP),

X4 F Port Range (i O3EE) , 8 A OpenWire is 0 (61617).

BT TAREZ—

o MBLBERSIFEEE IP #ak , M TF Source (F) , i&45F Custom (HENX) i&E , REWAE

HLEY IP ik MyBrokerl , RIEMA /32, (X2 IP #ut ¥R HFBME CIDR 2R ) » BHX
EZER  BEABMENSEED,

Tip
ERFE MyBrokerl #9 IP #thsit , ¥7E Amazon MQ ##l& E , ERRENBEHHSME
Details (iF4E ) 5.

- IRFAEREHENEN , HEAEFHEMN VPC , MFFF Source (F) , i&¥F Custom (HENX)
HEE , RAERAERBHNRLLSEAN D,

Note

NTAENRE , BUFER 1P bk BREIEE,
1£$E Save ( RrR#E= ) °

R REIE AT BUE R A VAT,

HIR 2 AIENREREM S ERESS
EATREZRANRES , UAAHEP - MEBEENMEZEES.
1. RENAE MyBrokerl WE BT,

1£ MyBroker1 TUHE L , #%4%F Edit (4R5).
1£ Edit MyBroker1 (4% MyBroker1) TUE £ # Configuration (B &) £85 & , #%E4F View (F1E).

FoEREEERANNRESIZLEBARAE (HIW , Apache ActiveMQ 5.15.0 ) »

£ Configuration details Wi+t , 2 E REEBITS. #HEM XML BXHREEE,
1%£4% Edit configuration (‘REHLE).

EEREXHNIEE , BUEER <networkConnectors> B HBELUTEER -

o MEEERD name,

s MMRIEEAM ActiveMQ Web 24l A username (p. 86).
+ BA duplex &,

s BRITTIIREZ—

c MREGREEZIBXHNRE , % MyBroker2 A static: BI4RH OpenWire L ifiT
Huri. flan :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>
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- MREFAEEEITH/ZARE  FEIUTEASHK ?
randomize=false&maxReconnectAttempts=0 XiXWAMLEMFE A static+failover
£ OpenWire KiE¥ = uri. 0 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"

duplex="true"

uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
east-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>
</networkConnectors>

Note

TEEE ActiveMQ AF W EFEIE,
f.  1%&$% Save (&RE) o

g. £ Save revision (fRTFIE1T) XIFEHES , A Add network of brokers connector for
MyBroker2,

h. 1%&# Save (RTF) AREEENFIEIT,
2. Ym% MyBrokerl MU &#HMEEMSITRENIZEINA,

1£ MyBroker1 WHE £ , %4 Edit (RE).

£ Edit MyBroker1 (4% MyBroker1) JWE _£# Configuration (&) #8457 , i%# Schedule
Modifications (it %I#& k).

£ Schedule broker modifications (It XX R) Fa |, & Immediately (3ZED) BB S,
3%3% Apply ( RIA ) »

MyBrokerl £E#E3 , MASNABNEBEEIT,

ol BREMLE,

RS RR

BREREMERE , IABIERNEREERNEHE,
Important

WRERO 8162 (BT ActiveMQ Web #241& ) Mix0 61617 ( EEA T OpenWire LixTH R )
ERHIE MyBrokerl B AMA I EHLEY A UEIEEE (p. 7420
LURTIEERARTSERE  UATHNEENEREEEIRENL,

1. & Amazon MQ #il& L, $#F Connections (3£#) $% , 12 TLE MyBrokerl B ActiveMQ Web
A LIRT Ro

S#EKE MyBrokerl B ActiveMQ Web #2414
ERIFMFREEiER , BiLEF Network (M),

£ Network Bridges ( M#f ) #89 # , MyBroker2 B & #Mitbut 5|7E Remote Broker ( ITFRAE ) M
Remote Address (T2t ) H A,

4. MEMAEAGERE MyBroker2 BMitE L |, SIE—NMEAE, Hlm -

activemq consumer --brokerUrl "ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617" \
--user commonUser \
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--password myPassword456 \
--destination queue://MyQueue

ZfEFEEEE MyBroker2 9 OpenWire £im T , HFFBMBAFI MyQueue HEAHE R,
5. MEMA LG AR MyBrokerl MitEA L , SIE— N RIEEH RE—LHE, Hi:

activemqg producer --brokerUrl "ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-
east-2.amazonaws.com:61617" \

--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000

Z AR EEREE MyBrokerl 9 OpenWire £im T = , HF BB MyQueue FERIFAEE .

BIZEMR A ActiveMQ RERE

EBEHTERM ActiveMQ REMTEIRE ( XA XML = , ELLF ActiveMQ B activemq.xml 3
)., BUNECIERE , ARMERRE, 25, ZUUEERENAT MRS AME, BAIZANASR
EEFPNBRHNNARE,

Note

MNFENEARE , MREP-—MERXPIEELY , N Amazon MQ 7 2R (B A 6EIFE ) L6
FIERS . XAWETRRRFNERAKGIL TEIRSH T HIZEZEAER.

BXEZEE  BZATINE :

« Bi& (p.39)
* Amazon MQ Broker Configuration Lifecycle (p. 53)

+ Amazon MQ Broker Configuration Parameters (p. 55)

 Editing and Managing Broker Configurations (p. 91)

LA /R38R N Al FAAWS Management Consolef| 2 # R A Amazon MQ REE &,
&

- ST NLAIERERE (p. 89)

- SR 2 BIEFHEBIEIT (p. 90)

- $R3: FERESITNAZNRE (p.91)

S NKBREE

1. &% Amazon MQ #£#&,
2. &EEM , BFSMENR , A5i&#E Configurations (BLE).
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Amazon MQ <

Brokers

Configurations

3. £ Configurations (Eti&) TWHE L , i%$F Create configuration (BI2H &).
4. 1 Create configuration ( BIZEE ) TIHE L/ Details ( F4FELE ) T2 , %A Configuration
name ( BRE& 5 ) ( HI# MyConfiguration ) F#i%#® Broker engine ( {RIEE 5|2 ) lR A,

Note

ETHAX Amazon MQ for ActiveMQ X#FH ActiveMQ SIEREANEZER |, 5SHthe
section called “hRAEE” (p. 73).

5. %3 Create configuration ( 8|2EE ) .

SUR 2 CIEFHEERT

1. MEEFIRFEE MyConfiguration,
Note

R 2T Amazon MQ BIZEE R S0l E - MEREBZIT,

1 MyConfiguration WH L , FRERENFEEMSITAIERANARESIZRBRMRA (0 , Apache
ActiveMQ 5.15.8),

2. f£ Configuration details I+ £ , 28 REEEITS. #HRM XML HXWREBEEE,
Note

FEYNRERE - MNEBEE.

Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.0 @

Amazon MQ configurations support a limited subset of ActiveMQ properties. Info

=?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<broker xmlns="http://activemq.apache.org/schema/core"=

=!--

A configuration contains all of the settings for your ActiveMQ broker, in XML format
(similar to ActiveMQ's activemq.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

3. 1%&#% Edit configuration (4REELE) H 3 XML BEHTEH.
4. & Save (®RE ).

Save revision (fRTFEIT) XHEE LI,
5. (®i# ) EHE A description of the changes in this revision.

6. i%&# Save (R1%E) .
FoREFRENFIET.
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Important

Amazon MQ Z£#H AL BN RBERERBFELTINZLNEESH. BXELZEEMNATN
XML SHHZTE IR |, iHZHAmazon MQ Broker Configuration Parameters (p. 55)0
WNEEHTEXTSNENERNAZIRE, ERNAER , MASE T —EPHE (p. 93)5
ZEHRINRE (p. 28), BXREZELE |, S Amazon MQ Broker Configuration

Lifecycle (p. 53).
Bal , BEEBIREE,

FIR 3 FEESIT AR
1. EEN , EFXFSHMER , AE%EEF Brokers (1LE).

Amazon MQ X

Brokers

Configurations

2. MREFIERSD  EFREHKE (HIW0 MyBroker ) , RFIEF Edit (FR1E).

3. 7£ Edit MyBroker (4% MyBroker) TUE _L# Configuration (EE) &85 # , #%$% Configuration (L&)
H Revision (f&1]) , #AF%$F Schedule Modifications (It X&)

4. 1E Schedule broker modifications (it XICEEHR) = |, EF R FE During the next scheduled
maintenance window (T — Mt XI4E 4 85 R i 1E]) &= Immediately (3ZB0) R A& K,

Important

EHREBENEERB.
5. &8 Apply ( KA ) .

LR EBE T RE R E R A R A A B SRR,

Y48 ActiveMQ REBLEMEEREEIT

BEFEEEM ActiveMQ REMFIEIZE ( A XML #3X | ELLF ActiveMQ B activemq.xml X
#) . EALNERASELPBRANARE,

Note

WNFEN/EARE , MREF-MEXPIEELY , N Amazon MQ 7 52/ (B A EIEF B L
FIERRS . XAWETRERFNZERASKGIL TEIRSH T HIZEZEAER.

ERRENEEFMNER , TUCIREBRA.
BXREZER  BSHETINES

« Bi& (p.39)
* Amazon MQ Broker Configuration Lifecycle (p. 53)

* Amazon MQ Broker Configuration Parameters (p. 55)

» Creating and applying broker configurations (p. 89)

91



Amazon MQ FF XA RIERE
REEREMTEEEEIT

AR R38R 20 el FHAWS Management Console#®%E Amazon MQ REE B EB R EBE BT,

£
- EEUBIMNEREEZIT (p. 92)
- RELHNEBEIT (p. 85)
- FERESITNAZMNE (p. 93)
s FEHREERE E—NEEBIT (p. 93)

EEURTNE BT

1. 3% Amazon MQ #2&l4,
MREFIRS | ERBENKE ( Hl20 MyBroker ) , AF%F Edit (RHE).

£ Edit MyBroker (4%% MyBroker) TUH L# Configuration (B &) F 7 , 3% Configuration (Bl &)
# Revision (f81T) , A/Fi%#F Edit (4R58).

Note

BIESE S RREMEREE | BNAE Amazon MQ B RER N B EIEE — M EBIT.
1 MyBroker MH Lt , o REEFMEANNKES|I ZBEAE MR (0 Apache ActiveMQ
515.8) o
%32 Revision history (51T £1i23%).
F4RB/MEITE R Revision number (81T 5), Revision date (61T B #) 1 Description (3##if).
BEE—AMEIT |, RIFIEIF View details (BEFEAGER).

KREREL XML BRXE R

YmiE S BTV EL 81T

3 Amazon MQ 2414,
MREIIRS | EBENKE ( Hla0 MyBroker ) , AF%F Edit (RHE).
1£ MyBroker TUH L , %% Edit (4R18).

£ Edit MyBroker (4#% MyBroker) T L& Configuration (B &) % , % Configuration (B &)
F Revision (&1T) , AAF®EF Edit (RE).

Note

N =

BRIFFECIBREIEREE , FNATE Amazon MQ BIEZRER N E 6 E —MEEBIT,

1€ MyBroker WH L , B4 E REEFTERNNRES|I ZREMRA (5170 Apache ActiveMQ
515.8) .

5. 1£ Configuration details £+ £ , 28 REEEITS. #RF XML EXHREBEE.
Note

mENNRESER-MRNEERIT.
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Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.0 @

Amazon MQ configurations support a limited subset of ActiveMQ properties. Info

=?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<broker xmlns="http://activemq.apache.org/schema/core"=

<l--

A configuration contains all of the settings for your ActiveMQ broker, in XML format
(similar to ActiveMQ's activemq.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

1%$% Edit configuration (4REEEE) HX XML B EH#H TE R,
1#%£$F Save ( RE ) °

Save revision (fRTFEIT) X FEEH I,
( ATk ) KB A description of the changes in this revision,

%2 Save (RE) -
FoREFRBENFIEIT.

Important

Amazon MQ Z#I 5 2B BRBRERBFELTHNZLNEESH. BXESZEENATH
XML S8 TESIK , 2 FAmazon MQ Broker Configuration Parameters (p. 55)0
WEHREHTEXTXVFEXRNAZRE, ERNAER , XAZEFT —EFHE (p. 93)5
EEHEHNRIE (p. 28). HBXEZELR , 5 Amazon MQ Broker Configuration

Lifecycle (p. 53).
Bal , BLEBIBREE.

NEESIT N A RE

% Amazon MQ 2H#I& .
MREFIRAD | EFEWRIE ( HI20 MyBroker ) , AREEER Edit (FHE).

£ Edit MyBroker (4#% MyBroker) T L& Configuration (B &) # 2 H , ¥ Configuration (B &)
F Revision (f&1]) , #AF#%$¥ Schedule Modifications (It X&)

4. 7 Schedule broker modifications (it XIXIEELR) &5 , 1% RTE During the next scheduled
maintenance window (T —/NtXI4E 37 it BYHA[H]) & 2 Immediately (3ZBD) M A& 2K,

Important

EBHREBENEER B
5. &8 Apply ( KA ) .

R B BAS ] R E R A R LA B B9 R,

RN RRERD E— M RESIT

1. &% Amazon MQ 4|4,
2. MREIRPIERENREHEF (B2 MyBroker)o
3. £ MyBroker TUH L , #)Ri%E#E Actions (324E) A Roll back to last configuration (ERE| £ —MELE).
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‘ Actions ¥ ‘ Edit ‘

View CloudWatch metrics

Roll back to the last configuration

Reboot broker

Delete broker

4. ( ®i% ) E&EF Current configuration ( HBIELE ) = Last configuration ( E—ELE ) , #E1E Roll
back to the last configuration ( ERE| L —MEE ) RE LA Summary ( FHE ) Hos , EBE—EHE
B Edit (55 ) -

5. 1E Schedule broker modifications (it XI{SE & k) T 7 , %F R 7E During the next scheduled
maintenance window (T —/M it XI4E 4 8 X HA 1)) 3£ 2 Immediately (3ZBP) B A &K,

Important

BHREBENEERBR.
6. % Apply ( KA ),

LR BAS T R E R A R R A B B9 R,

£ Java M AEFREZEFEH Amazon MQ K&

B2 Amazon MQ ActiveMQ RIS , B SUER ARFEZRZNRE, AT REVETRNAER Java
Message Service ( JMS ) BRI EBIERE, AIEIIURKEHEE . BXTENTH Java =l , HS
EWorking Java Example (p. 74).

BRI LME R &5 ActiveMQ B iR ActiveMQ KB, RIMEISER ActiveMQ B i,

E i

o FREFMH (p. 94)
o BIEEEREEHLIZEE (p. 95)
- SIESHERAEHEVEES (p. 96)

FRFMH
B VPC B

ERFKRENNRETAESRN VPC FifE , B%5U5 A enableDnsHostnames H enableDnsSupport
VPC B, BEXEZER , 51 (Amazon VPC AF{ERE) FH VPC H# DNS Support.

BRARESE

1. ®F Amazon MQ &4,
2. MWREIERPEZREWRIBHENR (B0 MyBroker),
3. £ MyBroker TUH/I Connections (&E§E) £% , ic TRE Web 214 URL LR MLAY i ut fiw O,
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4. £ Details (4015 8) #F2H Security and network (E£E5ME) T , BENRLAZHR L

LAt & 7R EC2 Dashboard B9 Security Groups (Z£4) TTH.

5 MNZ£AEJIRSD , EFEHRLAE,

6. FEMEKED , %$F Inbound (AM) , ARFEEE Edit (RE).

7. 1£ Editinbound rules (RBAWEHN) NIFES , FHELELFHRINEAD URL LT SURMAN (A
T RBIE RIS KE Web $245] & 1T IR E,

%2 Add Rule ( FSpn#m ) o

3 F Type (EH) , %42 Custom TCP (BEENX TCP),

3IF Port Range (i ASEE) , A Web #H&4 0 (8162)

3t F Source (JR) , i Custom (BEN) , REBALHEFEHIR Web ZEI AN RS IP bk
(1 192.0.2.1),

e. I&#¥ Save (R%E).
R EDE T UIEZ AIER,

a0 ow

N Java IR

fF activemg-client.jar # activemq-pool.jar BFEHFME] Java EEEH, LUTRHIHEBET
Maven BB 8 pom. xml 344 AV IX LR B % R

<dependencies>
<dependency>
<groupId>org.apache.activemq</groupId>
<artifactId>activemg-client</artifactId>
<version>5.15.8</version>
</dependency>
<dependency>
<groupId>org.apache.activemq</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.8</version>
</dependency>
</dependencies>

AX activemg-client.jar WESZEE , S Apache ActiveMQ X HIFIHREE .
Important

EUATREARBH , E=ENEREEENMEERET. W TEFRE ( RAKNKE KGR
%) FRREHUEZENEREELMNENRLE LIZ1T.

REEREEFHRIEHER

1. FRAREBENKRTRNEERIZECE IMS MEET] , ARHHXN1ZI A createConnection
FiEo
Note

X FE3H/EANRE , Amazon MQ BEFE N ActiveMQ Web #§1A URL , BEEXRRE—1
URL & FEIRS. B , Amazon MQ ABNMERIHPEEFRIMLET K, B8REXF
RE-NMETRETEIRS. -1 M -2 BERTARN. BXEZEL , HSH Broker
Architecture (p. 41)o

NFEEDULRT R, BUAATHNARFEAYEEBEZREEIME—LIRT R

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);
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// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

Note

HEBIEENBLMER PooledConnectionFactory 3£, BXEZEE , B HBAMERHE
3t (p. 110).
2. BIE—NLE, — 18R MyQueue HIRAFIFIEEBIEE,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue("MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer = producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BIEBEEFSESE "Hello from Amazon MQ!" , REKRXHEE,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. FEUERE

producer.close();
producerSession.close();
producerConnection.close();

BIREREREHEWVCHER

1. FRAREBENKRTRAEERIEECR IMS EEI , ABRHMNZI) A createConnection A
%o

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wireLevelEndpoint);
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// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

Note

HEFERE®T MFEMA PooledConnectionFactory £, BXEZEL , BSRBRAFERAE
%%ﬁﬂ19.110[o
2. BIB—1&iE, — BN MyQueue BIRAFIFIEEMERA A,

// Create a session.
final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue('"MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession.createConsumer(consumerDestination);

3. FHREFEE AEERIEMNKITER

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

Note

SEAWSHEE WA RS ( 6120 Amazon SQS ) FRINZE , EAEATHNEZIINRIE,
4. XHERE. AEMEE,

consumer.close();
consumerSession.close();
consumerConnection.close();

I ActiveMQ RE S LDAP £5K

Important

RabbitMQ fSE T #F LDAP &£ &Ko
BRERLTEA TLS WICRTEE ActiveMQ R :

« AMQP
- MQTT
« ET WebSocket ¥ MQTT

* OpenWire
STOMP
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« E T WebSocket #§ STOMP

Amazon MQ U TAFREEEET | &¥ ActiveMQ FHRIFH LDAP SHRBIFUREN, x5
ActiveMQ AR B MZEBHEXWRHNES , BSHAS (p. 197).

ERN ActiveMQ AR MAFEARIIFER , BRRELCHRENEE (p. 91)o Amazon MQ EH
ActiveMQ KI8T & S RIF B RBEIERMNEAZ Bir,. BXFAEENTY , BSRBLEERNHR
5% (p. 176)F authorizationEntry (p. 69).

Note

B &l , Amazon MQ FX#E&E FIRiEH FHBRIE.

E3 ]
+ ¥ LDAP 5 ActiveMQ £/ (p. 98)
o FRFM (p. 98)
+ LDAP Al7 (p. 98)
+ LDAP £REI TSR (p. 101)

R LDAP & ActiveMQ £ &%

EUUBYFREREB ZHRMI (LDAP ) BRF|HHNZEIEXN Amazon MQ AFR#HTEHBRIE, &
LURIN. MIBRFE R Amazon MQ A , HEW I EFTMEATI S ENR, 8. EFAMBRAESEERE
MAREE IAM Fil , ¥ EXR5 LDAP 8,

FEMEA LDAP RS ERE{LRMEHIL Amazon MQ RESHRIEMBRNNE - /I AE AL IhEE, FAABAR
FUEREE LDAP RS 3H , MERNEEXEFIERAT - MHOMLE  MNMTETEMED,

Amazon MQ £ Apache ActiveMQ JAAS #5124t LDAP X, &Il X #FH1E1T LDAP FRS58: , W
Microsoft Active Directory 5% OpenLDAP , &8 T Amazon MQ WX #. BXBEHNEZEL , TSR
Active MQ 3 #5HY Security (Z£) 5.

BRAPA , ST LUBE LDAP RS SF[IEEXN B EAL A/ EBMAMEASIA I RRNR, B LUBEE LDAP

REF|HUBRTEBHNRASINEZE , AN E LDAP AFSRA S EABRKIINLAN. R, BT
RIEEENM LDAP BRFBFHRBZRNEBIE

FoRZ M

59 LDAP X R BFHRIAEN Amazon MQ REZ | , BHTREBE—PMRE K, . B35 LDAP RS
BNEEZSENRSK, , HAXMESERNNRF AR ER, WRESKFGRENAEIRE LDAP

BHRWIE, T AELNEFIREZENESRE —EEH®1ITE AR,

RS MK 2 LDAP REEHENBEEZNIKF . X2 —/MRAHERN LDAP B3R | SRARM —XBRESKFE
i, REEER , MIEARNEFIBEZESET LDAP REES#HITHARIL. BHRS M EIE L NEZ
RL£EM , RE Amazon MQ F&EiFA,

E5 ActiveMQ £/ , LDAP RF:|/EFE-—MEEW B REER (DIT) . AXWFERE RELLEHE 1dif
XHRBI, ESE ActiveMQ 1Y Security (Z£) B HHFT LDIF X445 A LDAP BRS 25,

LDAP Al’]

EFRBE , EREFB Amazon MQ REBIEREXLFIE , HSHE Amazon MQ #HI& |, HikF
LDAP authentication and authorization (LDAP & 33 iE F14%4%).

RUEBRBSKFNUTER
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- TEREESE  EMHAH IS ARIENZBTIIERHN LDAP REBEMNE,
Note

IR LDAP RSB ELREFHBE TS EMNRIHO ST, Amazon MQ 2L RETAF
BN £ 1daps , M MMKOS 636,
Flan | MREIRETLERES example. com , Amazon MQ A LT URL i5E %/ LDAP BR
%85 : 1ldaps://example.com:636,
ATHEREBENEB S LDAP RSEHRINEBE , T2REEB LA UL FF#EN. ERE LDAP
RSN ENEZEYE  BERSB[ALANFRIIAWETRE , WERXAFRBNRE VPC AKNR
=,

s BEKFAFS - BTHITS LDAP BREES41MARE0E R F F B W 2 #5487

o RS/ ZD - BIATHIHRHBEN AP HNED.

TEHREERTREHXEFAEENMLE,

Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Autherization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
server

Provide details fer your organization's Active Directery or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

myserviceacccount

Service account password

The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users,

User Base
Fully qualified name of the directory where you want to search far usars.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

£ LDAP login configuration (LDAP ZXZEE) S0 H , #BHUTHEEFE -

- AFEM  BAAFERNERESHM (DIT) FHT RN T 2B

« APEREE : LDAP B &Fik%YE , FATE userBase FEXKAF . EFRNAF B FESRERER
ZHFH {0} S, BEXEZEER , BSEEHRIE (p. 101)FAuthorization (p. 102).

- AGEN FHAGEEN DIT AR TRANATSHEN. AGTLUEENBZHHER LDAP A%H, #
HEGKXETEHACEHN —NEMY (FIMAAAE (CN) ) B —NEMX (5120 member ) AKX ,
HWEXRRETAGANAFRNITIBREMBAFE, fl , ETALI] group , BAIREUT IS 8

™ : ou=group,dc=example, dc=com,
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- ABEBRELE . AT roleBase FEHRAEH LDAP BEIFiRZMF, userSearchMatching IEEK A
FRAS#HEHTERIBRBIEREPH {0} SUF. BEFHRNAFBREERN (1) 54%F. filw,
MEEFHHNACKETEEN nember WEMY (BEZAGHTAMERFNARE ) , WARHEUTE
TIFESRM - (member:=uid={1}),

TEREERTHEEXEFAEENULE,

Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Autharization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
server.

Provide details for your organization's Active Directory or other LDAP server. info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server

myserviceacccount

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directery where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided abave
{uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

» Optional settings

£ Optional settings (AR E) o H , LA URHUATIEEFR -

- AFAGEN  AFEARRAKNAFERLEYT LDAP BENEH, EEEERT , AFrAGTRERA
FER%BHEMEMNERFRR. userRoleName ET A FRIZHILEMEN B, Fla0 , ILHRMNZERUTH
F%A8 :

dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user

uid: jdoe

sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com

memberOf: rolel

userPassword: password

EH ERRFIZMBIEFEN userRoleName , BEEIE member0f B, MRE MK , Ma@A
PoEAE® rolel,

s AEEH ACKEPNABEYE  BENZACGNER. A, BUUNAZENERBHEE cn, R
BHRIERTD , WAaNAFPFIBEEENIRANENAEEKEN cn BEE.
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- APERTH  EX LDAP AFRERETANERE. MERN true , MEXRBERENH userBase EXWT
ATHEAMN TR,

- ABERTH  EX LDAP AEEZERANTE. RN true , MERTERENH roleBase EXHT
BTHEANTH,

TERRHEERTHEEXLETRRENVE,

Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.

LDAP &£/ TR

BULLRER D NF AR | HFORIEEWNRRNEH,

S HEiE

NTEMRIE , FFRTIELAE R, XLEFIEEX LDAP BRS5 2549 A P B a5t & 89 A P 34T,

REHE ActiveMQ IR A 7~ Bt AU E DIT 176 A8 LDAP BRSJ|HMTTR. fll , mMREERN

£ AWS Managed Microsoft AD , # B&fEHAH corp. example #l com , MEX LA G4F |, BHEA
7] corp M Users , MABRFERUTLRERNEWAFER :

OU=Users,OU=corp,DC=corp,DC=example, DC=com

ActiveMQ REZFFFE DIT RELLUBRRAF, , UEXN RARBNE M iRERERETH ORI,
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1 Active Directory Users and Computers
File Action View Help
o | [ cd= BHM 3 REY

: Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com
o AWS Delegated Groups
o | AWS Reserved
| Builtin
| Computers

v & corp
| Computers
= | Destination
| Group
2| GroupTwo
= | Users

BT ActiveMQ BB BAFNEMBHERB AN vid , BLTHRENAPHRETHEM. AR
N, EAIERAAFRNEERAFE. BXESELR , BSM activemq JRREBHRTE Windows Server 2016 ( &
Ja4k ) lRAH Active Directory AP FiTEHHEE ID BLE,

EANBEAFBA ActiveMQ EHI &R , BHERMAITE T amazonmg-console-admins 4,

Authorization

FWFENR , NREREMEREREFEE. RBINRERN activemq. xml B EX4HH
cachedLdapAuthorizationMap TREENBH ( HBER , BFFE ) LK. BXEZER , 2
B2 LDAP BRUER

Note

N FEHAE cachedLDAPAuthorizationMap BB X4+ K activemqg. xml 7T

% | BAMEET AWS Management Console #2# EAti%#% LDAP Authentication and
Authorization (p. 89) ( LDAP FARIEMITA ) W , REEFEA Amazon MQ API BIZFHEE
AHHF authenticationStrategy BMIREN LDAP,

BHTRBUT=ANEMERN cachedLDAPAuthorizationMap TEH —E5 :
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L89
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://activemq.apache.org/cached-ldap-authorization-module
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/configurations.html#configurations-model-authenticationstrategy

Amazon MQ F.&X A G R
$F ActiveMQ REEE LDAP £/

* queueSearchBase
* topicSearchBase

* tempSearchBase

Important

ATHLEBREEEENBEERENEEXHF , Amazon MQ FELEATEMSE
cachedLdapAuthorizationMap H{#Ef :

* connectionURL

+ connectionUsername

* connectionPassword

BB KRER , Amazon MQ £ E#EETAWS Management Consolei2 B , REE APl iERH
ldapServerMetadata B , ik LiREM.

LAFERT cachedLdapAuthorizationMap 9 T{ERHl,

<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com
tempSearchBase="ou=Temp, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>

XLEEMRR DIT P AN EREBEEENRWNLE, Bt , X¥TF LEH AWS Managed Microsoft AD R ,
fEAE corp. example M com HEMIBEH , BALIEE—NE RN destination WAHLET , RIE
FrE BARkE, FEZALIITH , BFA queues, topics M temp BIRHD BIBIE—1.

RXEWECHIIBRER (ARERFBNERRERNES ) FEDIT FEFUTNE :

OU=Queue,OU=Destination, OU=corp,DC=corp,DC=example, DC=com
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers.html#brokers-prop-createbrokerinput-ldapservermetadata

Amazon MQ FF XA RIERE
F ActiveMQ RIS LDAP £/

_ Active Directory Users and Computers
File Action View Help

e | 2@ 8| XEC=|H

1 Active Directory Users and Computers [WIN A
> || Saved Queries
v 3 corp.example.com
5| AWS Delegated Groups
5 2| AWS Reserved
> | Builtin
> || Computers
v 3 corp
» 2] Computers
v = Destination
5 & Queue
a2 Temp
> 3] Topic
> 2] Group
2 GroupTwo
o] Users

B, TEMIEE B RO RANFHT DIT HHIE— K3 :

OU=Topic,OU=Destination, OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination, OU=corp,DC=corp,DC=example,DC=com

EENEMRER (S, £, IG8 ) WARKAR I, TUREBRFIBEERER. HlW, FEHUE
£ DEMO.EVENTS.$. 7 kM ARASIR A RN , ST LA SIZ U TALRERT :

OU=DEMO.EVENTS.$, 0U=Queue,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
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Amazon MQ F.&X A G R
$F ActiveMQ REEE LDAP £/

Note

DEMO.EVENTS.$ AR ER T T Queue HLEAZBITH,

Bx ActiveMQ RBERNEZER |, BSH Wildcards (BELRT)

ERRFEBRSIREZIAN ( 00 DEMO.MYQUEUE ) , BIEEXRLUUATAER :

OU=DEMO.MYQUEUE, OU=Queue,0U=Destination, OU=corp,DC=corp,DC=example,DC=com
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https://activemq.apache.org/wildcards

Amazon MQ FF XA RIERE
F ActiveMQ RIS LDAP £/

| Active Directory Users and Computers
File Action View Help

TG EIEEEN EEE

| Active Directory Users and Computers [WIN-IL A
» | Saved Queries
v 33 corp.example.com
o AWS Delegated Groups
> @ AWS Reserved
> | Builtin
> || Computers

v 4| corp
> |2 Computers
v 2| Destination
v 2| Queue
= | DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
2| DEMO.EVENTS.S
2| Temp
» @ Topic
> 3] Group

2| GroupTwo
3 Users

gogc |

ESNMNRTENRSBEFNEALI]F , EXTRB=AZ2H, 5 ActiveMQ FRIFTERBR—# | XLR
RE/EENR, AXBMBRATAFHITHBLERENESES , HSH ActiveMQ XHEHFHZ S,

M EXERLA read, write M admin, EXLERLAF  BALUFNAFRA |, i 1RERINT
HXEE. XTSI MBERFESNERENBT , CHFTEXLREE,
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https://activemq.apache.org/security

Amazon MQ F.&X A G R
F ActiveMQ RS LDAP £ 5

] Active Directory Users and Computers

File Action View Help
e 2@ 0 XEBCR HFE T RETES
] Active Directory Users and Computers [WIN-IL A || Name Type Description
o Saved Queries %admin Security Group...
M c}(ler.exampIe.com %read Security Group...
2| AWS Delegated Groups %write Security Grou
o] AWS Reserved P

Builtin
Computers

Temp

¥

Topic

=

2| Group
3| GroupTwo
2| Users
2| Domain Controllers

LostAndFound

| DEMO.EVENTS.S

ForeignSecurityPrincipals

2| DEMO.MYQUEUE
=] DEMO.MYSECONDQUEUE

Note

PIZERAN  FESABHRENR, REMPRHEFERZ , Windows 2000 Z BTH [BXAF /o
WARZHAENER , BMEXEAMNT DIT HFEME. Windows 2000 2 &R A SXAAE F A9 E XY

RERERE , EXARLF/ME—N, HTEEX PR, TLUREN adnin RN uuid FR.

E are no items to show in this

File Action View Hel New Object - Group X
e n@E alE
I Active Directory Users a $ Createin:  2.comj/corp/Destination/Queue/DEMO.MYSECONDQUEUE
“| Saved Queries 2
v i corp.example.com
5| AWS Delegated Group name:
3| AWS Reserved l admin |
| Builtin
“| Computers Group name (pre-Windows 2000):
v 3] corp |admlnﬂlias-uuid-3f3bsae7c| |
3| Computers
v 2] Destination Group scope Group type
v 3] Queue (O Domain local (® Security
=l gimé @ Global ODistribution
= DEMU O Universal
3] Temp
3] Topic
3l Group E} Cancel
31 GroupTwo
5] Users
3 Domain Controllers
~| ForeignSecurityPrincipals
] LostAndFound v
< >

FAPRMENSE B IR adnin Z2AFAFRAF IRMBIERIZES, oA mE read LA EMA]
BEB M BARIRER , MBI DR INE write ANPRFEMIIEB B A B R

BRTHENHPBRMEZEARBZI , BETEUFRMENE, ER , AT ActiveMQ BIXNANEMHEMR
HITERE , R AAERERNEEEBNRE group0fNames , B activemq SRR IR,
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86

Amazon MQ FF XA RIERE
BENEEREAR,

ERITIRE  HEBERF uid HENRE. HZHE Windows Server 2016 ( RJ/E4E ) IR Active
Directory AP it EHFELE ID M5,

DI EZNEIE ActiveMQ KIEH

ActiveMQ B 285151 ActiveMQ REMAIIMEBNASBNARERF. BUHAFEENEGRHER
PR, flan , AT A HE LR 75 ActiveMQ Web 2§ &

HAR—MEUFE, BULUNAFRSEAA , AREARE XL, BRAEBISERSMETHIRER,
Note

BRERIYTRAPREEA, ZAAREFRIMEL—MAFE | FORARE ; EMNARERH
BREFE AP, FMBRARE,

LA 7R 4538 R N Al FAAWS Management Console %, 4B A ER Amazon MQ RERF,

S
- BIEBFAF (p. 108)
- REINEAF, (p. 108)
- BERIMEAF (p. 109)

I A

1. &% Amazon MQ #Z#I5.
2. MREIRFIEFRENREBNBF (FlI0 MyBroker ) , R/Fik#F View details (BEFEFHAEER).

# MyBroker T LK Users (AIF) B0 , M HUARENRERS.

Username Console access Groups Pending modifications
paoclo.santos Mo Devs
jane.doe Yes Admins

i%$% Create user.
£ Create user (BIZfAF) WNFESF , B A Username (AFA) H Password (F18).
(&) BARFPRIENEANET , AiES 28 (B11 : Devs, Admins).

(AT ) EFER BB E ActiveMQ Web 2 # & |, 1E%$E ActiveMQ Web Console (ActiveMQ Web
BHE).

7. %3 Create user,

Important

I

FNAFPHTERTRLFEXRATAF. ERNAER , XASEFT —HEFHE (p. 93)
BEEFRIRE (p. 28) BXREZELR , HSFAmazon MQ Broker Configuration

Lifecycle (p. 53).

REINTRHF

1. %&3F Amazon MQ #2&14,
2. MREIXRPERZBEHNRENBH (S0 MyBroker ) , Ri5i%k$E View details (BEFFMAEL).

£ MyBroker TUH £ Users (AF) o & |, FLIIHERENMERF,
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https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/
http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/

Amazon MQ FF XA RIERE
Amazon MQ for ActiveMQ F1{E32E

Username Console access Groups Pending modifications
paclo.santos Mo Devs
jane.doe Yes Admins
3. EEENMEBEREIL , ARERRE.
H4&E R Edit user (SREAF) XiEE,
4. (W& ) #AFT Password ().
5. (&) RINBMBRAFENANER , FAE5 28 (B0 : Managers, Admins).
6. (W) EFEAFBESIHR ActiveMQ Web 251& |, 1§1%#F ActiveMQ Web Console (ActiveMQ Web
ZHAE).
7. EREXNAFPAMEDR , iR Done (ERK).
Important

NAFHTERFRLYNERRNATRAF. ERNAER , YASHFT 4P HE (p. 93)%
EEHENNIE (p. 28)s BXREZER , S HAmazon MQ Broker Configuration
Lifecycle (p. 563).

M EREL A A 7

1. 3% Amazon MQ #2414,
2. MREIXRFEFENREBNEF (FI MyBroker ) , R/Fik#F View details (BEEFEFHAEE).

# MyBroker TWH EL#Y Users (AF°) Mo , FaFIHUKENFIERS,

Username Console access Groups Pending modifications
paolo.santos No Devs
jane.doe Yes Admins

3. REGNEBEFREILL (HIW, MyUser ) |, RIEEZEMER.
4. EWIABBRAFS , BT Delete MyUser? (REMIBR MyUser ? ) SHEES |, 1£3F Delete (HIER).

Important

FNAFHTERXTRUNFEERANATHS. ENAENR , XASEEFET —LEFHE (p. 93)5
BEFBHNRE (p. 28) AXEZELR , HSHAmazon MQ Broker Configuration

Lifecycle (p. 53).

Amazon MQ for ActiveMQ HR{ESEE

LU AER S EREHRFE Amazon MQ EFE A ActiveMQ RERI B AREERSHANBREEHERANE
Mo
£

» EEF Amazon MQ (p. 110)

« BREERE Amazon MQ HEE (p. 112)

- BYMRECER XAEFHEZIESE (p. 113)
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http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/

Amazon MQ F& AR IR
E#Z Amazon MQ

EEE| Amazon MQ

LTI EX TR S BN ARERIEEE Amazon MQ REHEM M,

E37}
o KIEFREEHHMBER Amazon MQ #HEMLLED (p. 110)
- WBAFEREE (p. 110)
- MAFERABEEBAREZIZSMEBLET R (p. 111)
- BREAEEIERES (p. 111)
- BEERBFRmIERFAITHE (p. 111)
. MEMFEMA Amazon VPC W EEE | 4% CIDR 55H 10.0.0.0/16 MEEL# IP (p. 112)

HKIEFREE R M BR Amazon MQ 3 M 320

EZEXROE Amazon MQ K3 (p. 82)Ft , Amazon MQ £E&MKF T#) Virtual Private Cloud ( VPC )
B M EED , HEEEKRE EC2 IR (p. 167) ZMEFFAARFENE K (CIEERFEAE )
5 Amazon MQ REBEE., ZMEZEOHMWATE Amazon MQ WIRSSEE R , REZENIKFH VPC H—
o,

Warning

BABBUSIMERLEMEEO, EXIMBEMEZOATRLSHKARZXREN VPC MREZHAE
%,

)

I
_ I
oo :
«—> — Rl |

o__0O
- ! I
Client : Elastic Amazon MQ
(Producer or ' Network Broker
Consumer) ' Interface I
I

SERVICE SCOPE

WA RAER

EFERAANBRENENERENTE (S0 Getting Started with Amazon MQ (p. 5) ##E ) , BTN &2
A ActiveMQConnectionFactory XA FEANCIBREMFERHE, Hlw :
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
http://activemq.apache.org/maven/apidocs/org/apache/activemq/ActiveMQConnectionFactory.html

Amazon MQ F& AR IR
E#Z Amazon MQ

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wireLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMqUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

BR , EEEZMIBRENERAENEESNART , NZ M IEECEAEEETRRASS , HEANME
BT, fFEixLEHFER , BRUMFEM PooledConnectionFactory #FE NI EERSH, Hlm :

Note

HEFERAELT MMEA PooledConnectionFactory 3,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wireLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

IMAERANEERAAEEIZMMELETR

ﬁﬂifﬁﬁizrﬁf;ELiﬁ’::U%A1’€IE WRR, Sl HEERE/EA (p. 82}"5%#;‘?32%)\}\1&1&/&@&
H3F#% %) Amazon MQ &Y | ﬁﬁﬁﬂﬁll‘i’#ﬂ%ﬁﬁ?l«)\mﬁﬁmﬂﬁﬁﬁﬁ%FUFJI EEE -, flm -

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)?randomize=true

i e i H SR B 8s

AT LA A JMS IEER R IR IR EBITH (RERETENABBIERE ). AR , IMS &SR
B BE PR 2 1E7H Amazon MQ REEMFRIEEREF X , MMHIEETEEEE

—RRUL , SERULERAEREEE  SHEBNERRR , hTRACAENCRENREMER , ERAENC
BEYNRELEFEN,

&R LB AR 3R A 1T

BT BAREAERI AR TENREHEE , SN, EREERNEERF. AR , FRABAITH
MBS M A B E A A AN AR E, ZRXARLE .
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http://activemq.apache.org/maven/apidocs/org/apache/activemq/jms/pool/PooledConnectionFactory.html
https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
http://activemq.apache.org/failover-transport-reference.html
https://docs.oracle.com/cd/E19798-01/821-1841/bncer/index.html
http://activemq.apache.org/how-do-durable-queues-and-topics-work.html
http://activemq.apache.org/virtual-destinations.html

Amazon MQ F& AR IR
BREBH Amazon MQ RS

MR FEA Amazon VPC X ZFiE# |, 5% CIDR SEHE
10.0.0.0/16 AN EFiw IP

MREBEARITBEMIZERN Amazon MQ KB Z Bli&E Amazon VPC &£ , NIRB#E A CIDRE
E 10.0.0.0/16 AW IP BLEE F imiE#E,

R B M Amazon MQ MBE

RTRIHERX AR S Amazon MQ RERH R ML,
ES ]
- NEEEERFERENAIZERHRFEMND I (p. 112)
c RRFENAEIFRBEUASASERTLE (p. 112)
 RRFENAEF#XBEUASHSERLE (p. 113)
- EBHEBEEHNKEMNLE (p. 113)

NEFERFEHAENIZAH X FHEMND)
HRIANERT , Amazon MQ 5t E B REE A &K FI# TR -

- HEAEEGR LOIBBRERKEERER , FEANRE,
« MRAFIEK T R\INEERE , ATRSHUREFHETRE , WHEAEANERE,

Ei5R Amazon MQ £33 EFEEFE A BB FIB T , E¥F concurrentStoreAndDispatchQueues
BHIRERN false. BXRHIEE , S concurrentStoreAndDispatchQueues (p. 71)o

IR EEAAEXFIRBEUXINHEFLE

RIEESRHBIZRE (p. 29)HERFEHBERTNARFHNERARFIMUTEE :

« FAEAT ActiveMQ KIfE
< SHEXRAD

- BlEBNEAENHE

- BRRNHE

THOEE RN, EEMBEUHEZEBXR
BREENEARY , RANKEXFIXDT —EHREREFLE, 4 ActiveMQ ITHEEARAEHET
BER R NRE T RGO RAEE -

« MREHEERNTE 100 KB , NIFAMFHIEERREIREE,
« MREHHEEARNET 100KB , MFAMFHELBRRHEE.

HBEFABATER ActiveMQ B, BESEEAERV VLR ERENER TREEARM. EIFFA
BT mMRREXFNEAFEH  WVEL2EEAERENIEL TREEAEF R,

ENENNARFREREREXMIRE  RIMNBUENATENKELFIRE, BXEHAEE ,
&2 fBroker instance types (p. 29)5 & Measuring the Throughput for Amazon MQ using the JMS
Benchmark,
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http://aws.amazon.com/blogs/compute/measuring-the-throughput-for-amazon-mq-using-the-jms-benchmark/
http://aws.amazon.com/blogs/compute/measuring-the-throughput-for-amazon-mq-using-the-jms-benchmark/

Amazon MQ FF XA RIERE
BIMECHZE XAESRAEESE

BARRERPIRBENEARE
URARBRPIXDEEFLEN , FEAF =N RAEARY

o ERFAER - HEHNNABRFERESJIBEREE (p. 43) (flW , BRABTRSL S ) BEXHEE
ERTARBEN , BBETUEA ActiveMQ BIERFARR, EHERT , RERESFINHERNEEHE
B, ActiveMQ F2FEEBEARZFAMF# T, EAFBABEINRETUMNBRARESL IR ATRHER
BRE. B CPU URBRMIEHZ 2,

. PRIEFEAE - ¥IEEEHFERAER concurrentStoreAndDispatchQueues (p. 71) #r&E H
B, ActiveMQ AP EEREBNCIZRERIEAE K MERIFHEREZF® (EERABEXTHREN
bt) . MREHNARFIURRERELS (RELTUEFEAERITIXAM ) , UNARFEMRK
REXLFIXBEGTZE, ZULSHNARFERMEAES  BANAREXGRMERAELE  SEH)MD
REET BN ARFESES,

- HABES - YEEARARXBEBINESPRESZEEN |, BAUEARARELGIZERTH L
HhESHERLE, BXESER , H5H ActiveMQ XHEFHEERENFEASS 2,

IR EENAEFRREUXINHEFLE

EZEMABEZANTARNE A MEMESIThEE , EFEA Amazon EFS. EXARERNSAEHE |, EFEA
Amazon EBS. BXEZELR , iS5 M Storage (p. 41).

IR E S E M
LEHIBRIERLE (0. 44K , FHEWNIARF ERRET -

- BRAREES -E) (AN TEAXNSM ) SMEXHZLBZERERE , ARERNEZTREEEH
DHRNER. B-IRUCAENRBRPCEEFEREZDNEME T, WREECIZERERIA , FHFHE
BEREAT—ME, B MEBIHENEANE , £ MERBRIZES,

MEZAFHARR , WE-MEBLETTEHEREIEHNBRTHINIRE, BXERZER , BEEH
Apache ActiveMQ X H M EFEE FHMBATEFAIAEH LXK 2,
s BONRKRELPIZABRICEE - BXEZEE , 53 Apache ActiveMQ X FHHELUEE.,

s BONEASHBRELIN - Amazon MQ X HFEASENRELIN, BXEZEER , BSH Apache
ActiveMQ X KT, ZIEF zeroconf BIXBIRT A 2,

BUMECHEE XAESEREEZEE

ActiveMQ 5= (XA) BF. T# ActiveMQ T4 XA BS BB Fi# % Amazon MQ FREERH
MBI S8R E A

BREBNBMEERARBITNE AR XA BH, URXERBOHAREEN , HREFNEEN AN EBH
B, NEEBMEHRERRNNE, XEPMERNHERBINE, SXAER commit() &
rollback() BTXLES , UEMET AN BN B TERE,

BERBEABITWEESR XA ESH , BALEA Amazon CloudWatch Logs F#Y
JournalFilesForFastRecovery E#f., MR ZHFFHEM , FEHBLZST 1, WREAELUTFUTR
B RBIRERBIINES., BXEZELR , H5H®Amazon MQ FEVEER (p. 196).

T RERBEAEESE XASES , HEM rollback() XAEA].

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;
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http://activemq.apache.org/should-i-use-transactions.html
http://activemq.apache.org/replicated-message-store.html
http://activemq.apache.org/what-is-the-difference-between-persistent-and-non-persistent-delivery.html
http://activemq.apache.org/advisory-message.html
http://activemq.apache.org/multicast-transport-reference.html

Amazon MQ FF XA RIERE
BEXEHES

import javax.jms.XASession;
import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername "MyUsernamel23";
final String activeMgPassword "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new ActiveMQXAConnectionFactory(activeMgUsername,
activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMgPassword);

}

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
}

EXFRZED | BOUEN XA SSEEBRECOER XAES, RE , BALUEA rollback() =&
commit() RRERBULEENEERES,

Amazon MQ for ActiveMQ B & X 15 4 3E & %I

Amazon MQ for ActiveMQ R X #iES %] ( CRDR ) Thae , IbIEERYPFEEMNE AWS K FHER
BRSEHIEAXEPHEIARE, BEIE Amazon MQ APl R HAREBER , YeaIAREBEANE
REAE K MANERERZAEETREAE,

ATFERMBERIAFEA Amazon MQ for ActiveMQ 1% B B X1 3E & Hl 152,
E3 ]
+ Amazon MQ FH EREMENARKE (p. 114)
 BIEFBIBRE X SHEEEFKRE (p. 115)
s BIYRIFIABEBURBIAREBRANEIRESS (p. 117)
 Amazon CloudWatch # iy Xigi#iE & Sl (p. 119)

Amazon MQ Y EE &4 E

ZALBIREREBMEIARE | UEFEENE AWS REFWERBRSEH B EA X PO EIER
B, TXHHA-NTROEH/EARE (HHERE ) 4. BBXKEH-NTROEH/ZARE (HHE
RRE ) Ao
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Amazon MQ FF XA RIERE
B2 /MR CRDR X3

TEHEATHBXSEPNERRENEX PN ERBRZRRSEFNHRENLRE,

.........................................................................................................................

us-east-1 us-west-2
! VPC-abc VPC-xyz
’ ! ~ - Replication N !
Q"E’? < i Traffic " q-’n"o
o_0O | B . o_0O
Primary Broker Replica Broker
1 ol H
EC2 Broker Client EC2 Broker Client

.....................................................

..........................................................................................................................

FREMBIARERYBEXEBEREBRAR, NREXFTHERBHAKE , WTLBSEHNRR
KRR, BHBXEPNEFREBERANERE, Re , AN ERBERNEIANRE , MR EIARE
BARNERE., AXRIZEABNEARENUE , B M2 MM R XE53E S HKE (p. 115).

Note

ERTE3/ZARE,

O 22 A 1 BR 5 (X 13 #4552 A

FERABEXIEHFEES (CRDR) , BULRETE , £H /1 AWS XiZH# Amazon MQ for ActiveMQ H 2
REZEHR, SR ERBEENEZREBHNZARBUREA , RN AIBFHERBMF AR
B, RE , B LR Amazon MQ Promote AP ENEIAREBEANEREA R, BXxETREBHA AR
BHEZER , $5MAmazon MQ FH EREMEIFRNKE (p. 114).

LAT iR BB #R T a5 Amazon MQ B ZH A SR BB Bl AR E,
Note

B X R ERE T UER Tl 9 XA EE XS 5.17.3 LH Amazon MQ for ActiveMQ £
I,

-]
- SR2: HIBRAFRENEZAE (p. 116)
+ HiBk CRDR RE (p. 117)

FE]A (L) BN ERE

% Amazon MQ 4|5,
£ Select broker engine (EF A E5|2) WH L , £ Apache ActiveMQ,

& Select deployment and storage ((£#ZZBE M F4#) TEH Deployment mode and storage type (E1E
BERAMFMER) 2, ITUTRE
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ FF XA RIERE
B2 /MR CRDR X3

NTHEER , EREXTH/EARE, TH/ZAREAFNINTRATAXPEEN TRIBHME
MR, XERBEENMNARFIRE Amazon EFS #{TEISEBE. BEXESZEEL , FSRBroker
Architecture (p. 41).

FEHMETUT | EREABXEKEE S,

J‘i?¥ NeXt ( —F_ZE ) o

£ Configure settings (B0 E1% &) TNHE /Y Details (FMEE) o , MITUTIRE -
a. A Broker name (R & ¥5).

Important

ENEREBEHPFMIASHER (Pl ) EMINBRBBES . HMAWSEKS (821F
CloudWatch Logs ) AJLiFEREBEE M. REBEHTES A TREIBBEE.

b. %% Broker instance type (fREESEHBIZEE) ( HlE0 mg.m5.large ) « BEXEZEEL , 1HZBroker
instance types (p. 29).

7. £ ActiveMQ Web Console access (ActiveMQ Web ##|&158]) £B4% , 121 Username (AP H) M
Password (%), U TRHEERATFREAFBENERE !
- AFERESEFTBHFEEN. BNE&, AKX, THEIEREL (-._~).
s BEUREDLHN 2AZH, BEEL 4 -2 , FETBEESES, EBHES (=),

Important

BOEREBAFEFRIINMAESHER (PI) REMANBRBRES ., HMAWSES (21
CloudWatch Logs ) TAARIREAF G, REAFATEEATAERBEE.

8. HE'BXEREREMOF , MITUTRE

a. EES{E\EIXEIQO
b. i%&# Create broker (81K ),

RETREHNZ B NFEZEIA Amazon MQ EEREXEH A REIARE, SEATNEENREN CRDR B
M RPO RZ. EXHCRDR A&"M‘RPORE"F , FREAREBRALANKRRER. RE , FEETR
L , X/ CRDR A& RPO K75

SR 2 QIENAREEIE

£ Amazon MQ 4|4 KRB TTEH L , R0 ERIRKE,

EEBRIRETEL , %EEM%E CRDR TRENIERE, RELRET %,

EEBRENH LWEARBEACSELSN, , FATHRARRRAXE,

EEIARREN ActiveMQ BHEHAERFHoH , REBAREZFAAFNAFBENEB. UTREIER
FTREAFENERS

- AFBRRREEFEIBETR. ENL. 9K, TRLMERE (-._~).

- BERXAEDA 12AMFZH , BEEL4NMNE—FF , HEFBEEES, ESRES (=),

N~

Important

BEQERBAFEFFIMMIASHELR (Pl ) REMIBSBRZEE . HBAWSEKS (25
CloudWatch Logs ) ATAIFRIREAF B, REAFETESRATRERBREE.
5. EFATHEARBZEAFRLRNBESHAS B , REARTRERRNEARENAFNAFENE
B, UTREEATRERFSMED
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Amazon MQ FF XA RIERE
Bl KB

- AFRRREEFRRFFN. %, A, THEMBRE (-._~)o
« BEMAEDH 1240FH , @BEL4M—FH , HATHIBES, BERFS (=),

Important

BONEREBAFERRNMAEOELS (PI) KEMIBRBBES . HMEAWSES (2%
CloudWatch Logs ) TAARIREBAF B, REAFATESATAERBEIE.
BEEAHEMEE, REEET—%,
EEEHCENEL  EFRARENFAEE. RE , RRCERANE,

BETXR, ERERE. XUFEREIARRE, EXERNEMNUA , 52 MRebooting a
Broker (p. 28).

BAXA ActiveMQ REEEZEHMEBENESEE , HSHABHEEE ActiveMQ RIE (p. 5)

fiER CRDR {38

BIRERES CROR RE | ARMAIMEN , ARERRE, UTRANBNALR AWS EREH AT
MR AEERE,

ERERE L , SHEETOLERIH CROR RIE , ARLBHE.

ERREHSS ORBABNE L  SRIBENRE,

FE3 B O 3 A unpair U IAEHIS B, ARSBIOEENRE,

ETX, ERBUHRNNERE, XUNERRIARE, BXERRENHE , 35 MRebooting a
Broker (p. 28), EREERGE , BMEONEUEEIRE , AL EMBIER, ERERENKE , 5S>
[#lDeleting a broker (p. 29).

BT S RBMEB LRI AREBRANERESE

HEERFEARERANEIAREACH , TUBHRBARES, ARBEAREN , ERELERE
AREAG,

L h =

TRAELEER —BMHEMARTAM, HABEBRETHN , TURIERELTHENRS. BE®R ,
EEVRER-BENERN , JReS IR NMMERLTERTELREZNNY, ERABANER , XH
MR THBRRS. MREEBKIBURTH XS IE TR M X5 E M %,

RUFEBREZRATAEMAR - B, SHAMEBRETREN , FEEAIEAELTHBKRS. BEX
MER , JURIERAREBEALNENEFERERERS  TESHEAEHHRERTRSNEARKE
XHAES, KRREBHRDEFTIRT RIEEXENZTRL , B FRERT XEE ML,

TEEBT MR , £XMRs  SEFRIERARBERSES R , AIMERTEZIEFIREE,
EHEEF , TREN VPC PNEFREAMEB EERTHOTERER - SRS , HEERE
BEANER, SEFAIERAFRNMEBLRIMEERSE , BIAREN VPC FHNEFIHmFLEEREAK
B, BEEAREBRETHR , FARARERANEIAE,
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Amazon MQ F& AR IR

BRI AR
' us-east-1 us-west-2 .
: VPC-abe .VPC-xyz .

o~ o
. Replication : 4 )
2 i Traffic Qg):f;)?

Replica Broker

Primary Broker

Demotion in Progress Lo . Promotion in Progress

Gl

EC2 Broker Client

TEEATRSEETHENRERS. RABFAAEACEANIREAGH EEERETFRER, FF
AT B4 AR A A Sk B REB Y B

us-west-2

VPC-xyz
ol : o~ o
. Replication - ! A
i Traffic < ):f’ ?

Primary Broker

o

EC2 Broker Client

FREH S REARIARRE

EFEANRRARNEBRIZABARNRE |, B Amazon MQ BHIEFHRITU TSR,
Note
BEEEEIRBLEBHTNRIARES.

1. HRERORERRRNE L , RRERANETRENABRIEAE,
2. EEREREREHINABRAFETNELE , T TRE

1. EEEARS.
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Amazon MQ FF XA RIERE
fE¥R

2. EBREEOR , ERUBRBIARER,
3. TEXAEFBE AN A AR,
4. &$F Confirm ( ¥k ),

BatkBEBE , RERSEANEERTRARES, ARKBERGE , ‘KRB THRBHESHESREN
gi@lc

Amazon CloudWatch Y5 X 15 ¥z & &8+

Amazon MQ for ActiveMQ B XIg B S HIThaERM T A TE P TR BN ARENTEYE, THMEMNM
BEMIERR, EEFINEY , BPEXKEPNEIARENEXSFNEREZRZRSEHHOHE. MREXD
R EREHIME , WALES SR EANER  SHKETHEARBERANERE, BXE
Amazon CloudWatch REFIEFRHIREI , E2 M58 Amazon MQ B CloudWatch $E#5 (p. 178).

CRDR B[R &
ST i BR 20T 1 BAE Amazon CloudWatch R EIRIEHF. BREHTRHTAE NS :

o MFMMETE ( TCO) : HFIBRE,

- BIERE (TC) : EREEEHIAT LOIZEHNERE, EEREMNBRKRELEGTH,
o XAIBYE (TD) : BRI RFABIARENEHE, REBRKELATA,

o WEERTE (TP) : BIRRERDGEEHMBRE, NEBIRNKELTH,

- BIARTE ( TA) : ERERIBIASHNBRE. REERELTAH,

f£ A CRDR CloudWatch $¥r{h E 41#/ R LB RE

ZRIAER T , Amazon MQ H& RN EBHNARERE iR, B LUEN 5 Amazon CloudWatch 24| & H &8
N AEA CloudWatch APl & ZHRIEBIEIR. LTI T 7## CRDR RENEHI I/ AR BHERE
A

Amazon MQ CloudWatch $&%5 f£F CRDR HERE

TotalReplicationlag FRE ELHE—NRBIASHH
TA F TC ZRB it et o

ReplicationLag BARE ERE—NREIAEH
# TP M TC Z B &1t At E,

PrimaryWaitTime FRELSEE—MENSHH
TCO M TC Z @i f&itatiE,

ReplicaWaitTime BIARE LHRE - MENSEH
#9 TCO M TP ZRIK9 f& 1t B iE o

QueueSize FRELEHATIRRBEIANE
R,

TotalReplicationLag # ReplicationLag HREREMBEIAREZEWIERES, XFEMNEIRER
AT/ EREE#ITHYRI AR EBREMENREL

PrimaryWaitTime #l ReplicaWaitTime A THEESIIRF EERENTMEE, MRIIERNE
BEEK, NTERASHEIEERATERF. BTRESX, KRESHNRERBKERE , AJELSH
gHlEE,
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Amazon MQ FF XA RIERE
(TR0

Amazon MQ for ActiveMQ = 8 R &

AREBH|HT Amazon MQ FREH . N THE AWS IKF |, THNFZEF Lk EETR. BEBERES
BR#l , 2 H (Amazon Web Services — &%) Hf9 AWS RERF . BIFERSREE , EFEHNREIt
FARAN, BHXTE Amazon CloudWatch FEE HENEZERFNEZER , S M E A Amazon CloudWatch
1542 Amazon MQ {32,

Note

AX Amazon MQ for RabbitMQ BIBRE , 25 Amazon MQ for RabbitMQ A iy BRE
£}
. RE (p. 120)
« BiE (p. 121)
« B (p.121)
- BiEEME (p.121)
« API BRI (p. 122)

RE

T&RFHE TS5 Amazon MQ for ActiveMQ R IBRRFFAE < W BRE .

R 1 PN
REB R « FEEH AWS TK P AR E— Y.

o KEXANT 15 50 NERFZHE,
« REEERE ASCI AT FHEFEENFH.

- REGEFBEEFTH. BVL. g, Tk
MBERE (- . _ ~)o
BNMNXEHREK 50
NRARBEMMU L REER Important

TEA T RabbitMQ R,
mq.*.micro EHIZEHEAE RN 300,

RERBE MM L REER Important

& T RabbitMQ K,
mq.*.*large SEfIZEE IR 2000,

SMENRZSE 5

£ CloudWatch 512 ActiveMQ B#5 ( BA5IFI | CloudWatch R¥5#25 1000 4 B #7.

i)

CloudWatch % #2# RabbitMQ B #5 ( BA%I ) CloudWatch R #57 500 NEAr , REAEHRE
/352

SMENFEH 50
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-rabbit-limits.html
https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ FF XA RIERE
g

[

T&RIE TS Amazon MQ for ActiveMQ Bt B #E< Y BRI,
Important

F&ER T RabbitMQ KE,

PR iR
=g o KEXSMNT 15150 MFRFZE.

« REg@8 ASCI AT N FHEFEENFH.
- AR FERFFN. Bl&, AKX, THL
FMBORE (- . _ ~)o

BMEENET 300

AP

T&RIE TS Amazon MQ for ActiveMQ RIERR 7 H P A< BRE,
Important

FER T RabbitMQ KE,

PRI 5B
Username o KEMANT 13 100 MEHFZIE,

o REEAE ASCH TIiTHFHEFIEENFH,
- QB EFBRFFEH. El&. Ax. Ti&k
FMERE (- . _ ~)o
M Z:ﬁlé@‘gﬁ% (I )o
Password o KEMXFNT 12 B 250 M ERFZIE,
« REEEE ASCI TITHERFEFIEENZRF,
. BMBELEE 4 ME—FR
c FEEBEES (,).
BMENAF (MRS HBRIE) 250
BMNAFHAS (25 FBIIE) 20

B

T&RIE TS Amazon MQ for ActiveMQ FIE1Z < BREA

BR iR

BNMNERENFHEE mq.*.micro EHIZEBENRE RN 20GB, BHX
Amazon MQ EfIZKBE N EZEER |, iS5 HBroker
instance types (p. 29).
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https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ FF XA RIERE

API BR#]
PR 1 HiR
BIMNARERBNEREE mq.*.*large LSRN 200GB, H*X
Amazon MQ EHIR BN EZEE |, S RBroker
instance types (p. 29).
Amazon EBS % # (p. 41) B MNMENESITRI Important
ErERARS
TEATF RabbitMQ R HE,
50GB., BEXEFUNEFFEANESESR ,
#& (Apache ActiveMQ API 3X#4) &
B JobSchedulerUsage.
SNMERENENERETE Important
TEA T RabbitMQ KR HE,
mq.*.micro EFIZRBENKEN 5GB,
BNMNRERENGNEREE Important

TiEMAF RabbitMQ K,
mq.*.*large SKPIEKENRIEN 50GB.

AP BR

LT HRESIRAWSIKF BFTE Amazon MQ API RE |, MV REH . E T HHEX Amazon MQ API )
FLEER | 235 Amazon MQ REST APl £,

Important

X LEE R E R TF Amazon MQ for ActiveMQ 5 Amazon MQ for RabbitMQ X ;E & API, 4l
W, Amazon MQ T & BR&IH B8 & X SIEW.

AP| 2838 BRI API &R R

100 15
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https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ FF XA RIERE
RabbitMQ 5|2

£/ Amazon MQ for RabbitMQ

A Amazon MQ , TABMEREE LN ERNITENFHRRLIREEARE, BTUERAAWS
Management Console. Amazon MQ REST API 58 AWS Command Line Interface 12, EEMMIBRNKE,

XD IF N LB ActiveMQ F RabbitMQ B3I ZR A EERENELAEE | JIET AN Amazon MQ L IE S
AR RS, AR R AE LI,

E T 48 % Amazon MQ REST API {5 , 2% Amazon MQ REST APl &%,
£

+ RabbitMQ 5|2 (p. 123)

- RabbitMQ 2 (p. 136)

+ Amazon MQ for RabbitMQ H{E£3EE (p. 144)
» Amazon MQ for RabbitMQ S #JFRER (p. 147)

RabbitMQ 5|2

AT 4R RabbitMQ RENEARTER AWM , HBLUR Amazon MQ L RabbitMQ IR IFET,
ES]

« EXTE (p. 123)

o RIEHEM (p. 132
+ &# Amazon MQ for RabbitMQ 5IZEMZK (p. 134)

BEXTE

ZRER D BT EAE RabbitMQ on Amazon MQ %A D EEH L,
£

« KRE (p. 123)

« REZIAMZE (p. 124)

o REESEFIZEE (p. 129)

- AF (p. 129)

 $@#% (p. 130)

iz

RE BEITE Amazon MQ LHEERERE., €= Amazon MQ HERFER, REXFIZE (m5, t3)
MK/ (large, micro ) MEREERE—MEXFIEE (i mg.m5.1arge). BXEZER , S
#Broker instance types (p. 29).

o BXHIREBANMTREAZHGESE (NLB) FEAN—IPMTHARIHN—MBEAK. REBEUSHNAREFHN
Amazon EBS F# &3 1TEE.

- ERTEEMEZAREEREEN =/ RabbitMQ RETKINBESE , BIMTREZAF. RIIFAES
AMTHK (AZ) B2 HRRES,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ FF XA RIERE
HEAETE

BXREZFEE  BSAMAEEY (p. 132),

EAILAE A B3R BRAF K LIE RabbitMQ 5| ERNIRA LA B AR B RES|I BHFRBRAE. B3
ARELPHIRARE  ZEFPRRERAEH/L. /LR (24 PatEX ) M X (BIAR UTC ) E XL

X FRITY
A LAY 14549 RabbitMQ 832 , J53% R RabbitVQ S & M EMEIEE S BTN U FHIUSA TLS |
+ AMQP (0-9-1)

28w 0

Amazon MQ & RabbitMQ REXZFLUTMITEwO , UM B SamqpsH TN AEFEEMIER , U
R £ RabbitMQ Web ##| & MEE APl #HITEFIWIERE,

. {fITESIR M 5671 - BTEE %4 AMQP URL B MiERE, fla , 2% —MREID H b-
c8352341-ec91-4a78-ad9c-a43t23d325bb BRI , H HEPBIE us-west-2 XA |, L
TRIZAEMNTE amgp URL : b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com:5671,

o {IOTERIR O 443 F 15671 - MRS O AT LA E#RER |, B RabbitMQ Web 4 A HEE API 514
R,

B
RabbitMQ REEHF/LNEM :

« B flan , MyBroker,
+ ID, &N , b-1234a5b6-78cd-901e-2fgh-3i145j6k17819,

+ Amazon Resource Name ( ARN ) . I3 , arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

+ RabbitMQ Web #4|& URL. 0 , https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com,

BREZEE |, iH5H RabbitMQ X#4H#Y RabbitMQ Web ##1&,

o Z&M AMQP iR =, B8 , amgps://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.come.

BAREEMNTEIE , 5 (Amazon MQ REST APl &) dIUTHRE :

+ REST #14E ID : Broker
» REST #4E ID : Brokers
« REST #&4E ID : Broker Reboot

RIEBERINIRE

L&A RabbitMQ X3 €] Amazon MQ B , Amazon MQ £ 7 —4H BRIAKY £ 22 58 s R B2 #5L = ML PR HI 5k 4
{LREHMEE. Amazon MQ {URFERNENRBINATERIAN (/) EBMEH. Amazon MQ T2 FFERIA KRS
NMATHOUEZNEUEN. BUNMEHFHNRAEGHAEREXLERIAE, BR , BTSSR, BEH
T BRIX LEERINIR B

Amazon MQ REZEAIZREMERNZFIRB MR ESBENEREAMRES, BRIAKBREDBER
wE , MTAR :
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https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/specification.html
https://www.rabbitmq.com/management.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html

Amazon MQ FF XA RIERE
HEAETE

o B3| — AWS-DEFAULT-POLICY-SINGLE-INSTANCE
o EEEYIRE _ AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ

S F BB E (p. 132) , Amazon MQ & KRBELEREIRERN 0. EBEEZRINEERE , TUGEER
R ERENBEKE, X TERHE (p. 133) , Amazon MQ FHEERBERBHNNRERIAE 1. ER
ERUBLECHEENLKE , BoE—1 AT 1 WEERE.

Note

EEHTES  2HEGNSTHAY (HA ) FE ha-mode M ha-sync-mode RIBEKEE,

BRI BRERIA AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ %8 , Amazon MQ ¥ ha-
all-AWS-OWNED-DO-NOT-DELETE %R , (EEREN 0, XA LUARFTERN ha-mode # ha-
sync-mode RHEMAEM. MRECEBSHEELKE , Amazon MQ Bz14¥ ha-mode Hl ha-
sync-mode ZFRiNE]EE KB E Lo

£33

o RBEHMBR B (p. 125)

- BIHERIAE (p. 126)

s FHNARIARBEFRSE (p. 126)

SR e A1 PR 1 152 B

AT HIRERT Amazon MQ R A FHAIZMREMRIAREEFRS, max-length, max-queues H
max-connections WERNRKENZFXBEMNEBERNMTR. XEETTEUNRIAME (p. 126)T5 .

+ queue-mode: lazy ( B ) - BRAIERRASI, BRINBERT , RIICEAFHREEEERT , N
REEBRIVTEEAZAFERE, XTHLSBREBANETFEHSIXEANFER, ERASIZRER
THBERTREFEHEBHIUE. FERBEEERERXRGTREENEFERHEEED, FERERN
%l , Amazon MQ for RabbitMQ A A ZFE R WER AR ME KRG, HEE , X TFRLEMAH , BEFE
BRAFIHRETRESTHIE &, XRERNEEMNEEBHIRE  MARNAEFNEFEREE,

HERN

BILf, KB
- max-length: number-of-messages ( KB ) - REIIFHEEHRENRE, EEFHDBEF , ZR
HE L ERBESSEP N R EEERIIRYS.

HEERX

S22

+ overflow: reject-publish ( % ) — £/ max-length K& &HIRA B TERA 5 #9E B HBOEE] max-
length EEELFES. A THRRIILGTREHRSHEETREX , AREBERAHENEF %N AE
KA ERIA (p. 146). BXRERAHEBIANEE , iS5 F RabbitMQ Mk LM & HEFHIA,

HEEK

LS5

+ max-queues: number-of-queues-per-vhost ( B\ EHIERAE] ) - RERIE B\ ERAY PR &l
Smax-lengthfKEEE LKL , REEFHPEFWAIIBERFF LERBEFB I RET I EREEESI
B, BREIATIETP LT 26 A CPU R4S,

HEERX

BILf, KB
+ max-connections: number-of-connections-per-vhost ( EI\EHRE ) - REEEZERENEF
WHERS, REEWNERFZEEFAIHLEAIZHRENT , ME2SBREFESHNEERNEE
BHE,

125


https://www.rabbitmq.com/confirms.html#publisher-confirms

Amazon MQ FF XA RIERE
HEAETE

HERN
Bl £

B EIAE
Note

max-length # max-queue BRIABRHIFRIEFEER 4 K/ 5KB #H TR F T, MREHHEEKX
F 5KB , NEZFEFME L max-length F max-queue R,

TRIET#HENREBHBRIARSE, Amazon MQ RERBHLHIXENBEEXMAXLHE,

EaEyid) Deployment mode max-length max-queues max-
(FBBE) connections
t3.micro LN TEaR 500 500
mb.large L RN FEH 20000 4,000
=% 8,000,000 4,000 15000
m5.xlarge L] TER 30000 8000
£ 9,000,000 5000 20000
m5.2xlarge B3pl FEH 60000 15000
=% ::4 10,000,000 6000 40000
m5.4xlarge iRl TEH 150,000 30000
-%::4 12,000,000 10000 100000
F 2 B1 F BRIA SR BE R PR 51

AT &R /MR A Amazon MQ BIEIRRINMER A B E X RIERMR S, R EMEREWA IR INK B MRS
AFLEEHORXLERHARS  REWR T HMELENHFERMARKARESATHEMEN , N
AUERRTZR,

Important

ERITTIZR , ZXAREEEEE R NER Amazon MQ RabbitMQ RER ., SR UERSE
—RUBRERENEERAF , WA AEAZETREIENEMAF. TREMTHEIENR
B ( ENRBR ) EXMENEE AR FESNR,

& BREVE N RIAN FEENRER BEAENRER

administrator Lx X Lx

BX O RabbitMQ AFMEERFRENRRNESFER , BSRAS (p. 129).
{2/ RabbitMQ Web 2| & B1 /8 RR 1A 5 B A1 B2 161 3 4L PR 51

1. % Amazon MQ ##l 4.
2. EEMSHERED , %$F Brokers ({LH).
3. MREIRP  RBREQENAFREEHREN B,
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ FF XA RIERE
HEAETE

© N oo

10.

1.
12.

13.

ERBFMAESTEM Connections (3E#) £ , 1%4F RabbitMQ web console (RabbitMQ Web #2#l
#) URL. RabbitMQ Web 12 &I & AI1E A B 25 IE < RE O P Fo

FRENREEERER N AP S MEZBEEF RabbitMQ Web 24| &,
£ RabbitMQ Web 12§ & TWE N EFEEF Admin (BEA),
£ Admin (B R) TENAENSMERSF , &% Policies (5RB).

1£ Policies (3RB§) WHE L , BB EREBIEH User policies (I FF K BE) 5|&R, £ User policies (F
PEB) T, BIF Add / update a policy (FIN/E £ E#).

EHBHHNRIEEM | & Add / update a policy (RIN/EHER) T , T TIRE :
a. XF Virtual host (BEVEM) , EMNTRIIRFERENRBEHRMBNELENN BT BEEFIRIA
BRLEN , EEEF /L
Note

WRERZEMEL TN , N RabbitMQ %] & FAER Virtual host (REELEH) I ,
FF B RBER N T ARINE B E .

3T Name (B) , BRAENKEEHAZN , 20 policy-defaults,
£ Pattern (BRx) b, MAENRENER . * , SUERBICEARE ENFTERAS,
T Apply to (RAT) , M TFhzFlskHi%E#HE Exchanges and queues (3R B FIRA ).

X F Priority ((EER) , MA—NKTFTRATELMDENOIEHMRBENER, BALEEMELE
B (B R — A SR B E LR A T RabbitMQ BAZIMI R 25. RabbitMQ iR BB &S ML ERER TE XK
. AXREBAAFUARNAASKBNESESR , FSH RabbitMQ AR5 87 X4 Y KL

f.  XJF Definition (EX) , WA T EMERT :
+ queue-mode=lazy, MTHIFIFRFEREF String (FRFH)o
» overflow=reject-publish, MTHFIFH%$F String (FRH).
Note

®© a0 T

FERTFRRHIRE,
» max-length=number-of-messages., RENREBHEHFI K/ NFEBES , F number-of-
messages Bt Amazon MQ ZiU{E (p. 126) , Hl#0 , X¥F mq.m5.1arge E&H A
8000000, MTHI%FEH%EE Number (5 ) o

Note

TERATRERMIRE,
g. I%&# Add/ update policy (A I/ EH K.
#41A User policies (F F 2 88) 5k AP & RET KB,
Note

X FERFHAE , Amazon MQ 28318 A ha-mode: all M ha-sync-mode: automatic
REETE Mo
MNEMNSIERSP , E=F Limits (BRH).

£ Limits (BR#) WE L , BARBRREBINEH Virtual host limits (EHELEHNPRH) FIFE. 7 Virtual host
limits (RILEHLRE) T , BFF Set/ update a virtual host limit (1% B/ #7 & £L EVPR Hl)o

EHBHNELLENPRS , 5 Set/ update a virtual host limit (IR B/EFHEINEHERES) F , HITHUT

BiE

a. XIF Virtual host (RB\EM) , BN TRIIRFEREHREHMBOEDENNER. TRFRIA
BRLEN , EIEE /L

b. XF Limit (BR&l) , M THLEIH %F max-connections.

c. XF Value () , REAREBEHEH X/ NMIBBERX WA Amazon MQ ZIUE (p. 126) , iz, ¥ F
mg.m5.large £ A 15000,
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Amazon MQ FF XA RIERE
HEAETE

14.

d. i%&# Set/ update limit (& E/EFHBRH)o
e. BEELRIRE , XT Limit (BR&l) , A TREIET A %EEF max-queue (T KRAFIER).
FIAFBRHIE Virtual host limits (EEELEALRH)) FIRPE R,

£/ RabbitMQ EIE API K7 BR 1A SRR A RE $£L == 4L BR %I

Ll A

o o

10.

% Amazon MQ 2HI &
EEMSMBEES |, 1%EF Brokers (RE),
MREFIRS , EREaHMNAFTREANRENER.

EREEM Connections ((E#E) T4 , i2 T RabbitMQ web console (RabbitMQ Web ##l&) URL,
XREE HTTP B RPEANKREBELRT R,

HASEENFIERIABRITE .

ORI RERE , EWANT curl %, KWSRERIA / EREN LB BRI, ZRAFI4HE
N %2F, ENFEMBAES —MNEMEN , FF %2F BRIEBENHE .

Note

F username M password BN EEREREILE. RERENXIFXDNBBES |, F
number-of-messages B Amazon MQ ZEIUE (p. 126). fF policy-name BN &
HRBEE R ™ broker-endpoint Bt REZEIZEM URL.

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"queue-mode":lazy, "overflow":"reject-
publish", "max-length":"number-of-messages"}}' \
broker-endpoint/api/policies/%2F/policy-name

ERAFRBEES NI ENARENAFEBES , ERALUT curl S USIHAMAERERK,

curl -i -u username:password broker-endpoint/api/policies

BIEF M max-connections EMIENRE , BEWALT curl v, KHHBREBRIA / EREN L
-5, ZAFIRE R %2F, EFRBENARS —MNEMEN , BF %2F BN ENENNEFR.

Note
F username M password BN EBRRABFEILE. REREBHXFIDABBERS | F

max-connections B#t5 Amazon MQ BiUE (p. 126), FREBLKHT RBRNE 21
B URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-1limits/%2F/max-connections

EQBHFH max-queues BIANEVRSE , BEEL—% , BEK curl FH , WTFAIR.

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-1limits/%2F/max-queues

EFINFTRSIEFMBEHRBENEDUENRE , TEALT curl ;HURIIHFAEREEUENR
o

curl -i -u username:password broker-endpoint/api/vhost-limits
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EXn&E
RS R
Important
BRBEFREM mg.m5. EHIEBELE N mq. t3.micro KHIER,
Important

BEBITETE eucl-az2 AKX AAIE t2.micro, m4.large, B m5.* R,

SEffilZE R vCPU M1FE (GiB) 45 M RE AE

mq.t3.micro 2 1 & Ed
mq.t3.micro
SRS BV B AT

Amazon MQ B E
AL, BESEHIZE
B (NPRESZHIMK
B)/E AWS &
BREELMH,

Important

mq.t3.micro
VS

B
KR

Z (p. 133).

¥ mg.m5.1large
KOIAFERIT
R, WRAME=T
R

1{%1_

mq.m5.xlarge. mq.m5.2xlar
A

mq.m5.4xlarge
KOIXRBEATEE
SETENENF

R, WRAME~T

AR,

il

mqg.m5.large 2 8

il

mg.m5.xlarge 4 16

it

mqg.m5.2xlarge |8 32

it

mq.m5.4xlarge |16 64

HF

81 AMQP 0-9-1 B iRnEEEE —MNAARTEHRIENXBEAF, 8N IREREUMAMEM TN
(vhost) AE#R , AP AAREE—ANR. AP TEENEE. EAMRBEMENRAIATIMRE.
EEVEENEER P EIEN B REMEN.

M IEE X EIE Amazon MQ for RabbitMQ RREBRZFE , Amazon MQ EFABIRUNEZEZIICETE
administrator #rZHK RabbitMQ AR, ARE , BATLUET RabbitMQ B API 5 RabbitMQ Web 24
ABRMMEBERF, SEFLER RabbitMQ Web 4| A HREE API K& B H & A PR MIFZ,

Note

F®E Amazon MQ A7 API FEHE R RabbitMQ A,

EH RabbitMQ B API BIZFAF , BEALUT API KET SFERE, & username Hl password
BRAFHEREILE, B RabbitMQ Web #HARERE API tIBAF R , BRER guest EAAF
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HEAETE

%o Amazon MQ for RabbitMQ Z1- £ guest AP B AP BT RabbitMQ Web 12#1&. EE APl SN
ARFSEEERIHRNRE,

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

Important

- BEOEREBEAFZEHRINMASHELS PI) REMNBHBBES ., HMAWSERS (24
CloudWatch Logs ) TliARIREAF G, RERAFETEE A TAERBRHIE.

s MESTSIETHEUBREMEENEEARE , W EEBEIL. NRECERTZINEER , N
AUAERAREMERRAF RS, AREBREFCIBRENEL. IRERAE—AEERAF , N
VHMBRREBEHEAFEECR MR E, RNBUERBRREZAEAREDES,

tags BEMLEN , HERAES2RBHYAFRESIR, Amazon MQ X#
administrator. management, monitoring # policymaker B F#5r%,

WA LAMER BT APl Lin T 2 FERERNENHFPZENRR. ™ vhost M username B AEBHWEE. X
FERIAEREN / , £/ %2F,

POST /api/permissions/vhost/username HTTP/1.1

{"Configure":".*", "Write":".*", "Iead":".*"}

Note
configure, read M write BERMHFEN.

ENFERABRA .« &, WtRESuAFPRFIEERLENFFIETINIEER, EAMNEENR. §Xx8
& RabbitMQ B API EEAFNEZEL , F2H RabbitMQ B HTTP AP,

i

Amazon MQ for RabbitMQ % # RabbitMQ EE @4 , ZidH N EE APl F1 RabbitMQ Web 3 H| & 1RH
B, BELUER Web 245 MNEE AP ¢IZNEERE R - MK,

BT EEFHEME 2 , Amazon MQ for RabbitMQ & 2 A T i@ 4.
£
« Shovel ## (p. 130)

- BREFM (p. 131)
- B AHMERES (p. 132)

Shovel $&#4

Amazon MQ £ E XK E X #F RabbitMQ shovel , RFEFEEN—MCESF LB DI MRS BHE B
—No BELAER shovel EEZEMBAENARE  AEEMNEEAEBRENT RS AE X,

Amazon MQ F£E X RabbitMQ KIEX#F37 shovel, 37 shovel ERETHSEHTEE , FETLRE
MESEFIREEUREARNBINEL, Fi0 , 8 RabbitMQ BE AP| , BRI LLBIZ PUT R HXEZ
LT API &% aRELBA shovel, EiZRfld , {vhost} AIUABRARBHNELTHNHNEH , {name}
BN FHIBZ shovel B

/api/parameters/shovel/{vhost}/{name}
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EBERED , BUTIEERTIR KRS , ETERMNIEERE. TEHNXANRHIE src-queue FIEEHR
#hBASIFE dest-queue FEXMIZERAFIZREEZIZ shovel, FE# , BALEMA src-exchange M
dest-exchange ZHRE BN X2z Z AR shovelo

{
"value": {
"src-protocol": "amqp@91l",
"src-uri": "amqp://localhost",
"src-queue": '"source-queue-name'",

"dest-protocol": "amqp@91",

"dest-uri": "amqps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west-2.amazonaws.com:5671",

"dest-queue": "destination-queue-name"

Important

R shovel B RABERE , MITEERSIRNRIRIRZAEE shovel, REEELAREHHIIIF
Rz, FEMRFREFHRELABRERHNE R ZEEE shovel,

BRERAZA shovel WEZE L |, 155 RabbitMQ zh7 shovel s
Note

Amazon MQ F X & #7S shovel,
BREeERmY

Amazon MQ XIFERE MRS, BEEKE , BAIMESMUE LRSI, TRBAERE 2R EHHE
BEfe BREFIMRMEBEA RN RERERIHMAABEFON S, MABRT , REXRBIABHE R
HE , MEKEFITUAREERENEESRBNHEE.

ERAERBE AT TFRECARA LENZREFHBAFIAER, BRI RabbitMQ Web 12&| & E
B API ETHRELBARKRE,

Important

MR EHFASIERRBUTRERES  WEERERS S ORI, RAEELAFREFHBAIHR

ezl , FELXERERN LRI XRBESLEREPN T HEATIRREZAEERS S
ﬁgﬁﬁo

Bl , BEEE API , BRI RITATRERRER S,

s BE—IMRSANENLTHMT SHBKESEREN L, EALMER RabbitMQ Web 24| &S EE API E
NBREEE, FAEE AP, B LA POST BRHLZBEFLATEREN /api/parameters/

federation-upstream/%2f/my-upstream,

{"value":{"uri":"amqp://server-name","expires" :3600000}}

- BERBIUEEHNSISTRERES. BALEH RabbitMQ Web 24| 5 HEE API BREXI, FHASE
API , BATLABIZE POST B R AKX X B EBLLTERMER /api/policies/%2f/federate-me,

{"pattern":"~amqg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}

Note

BREBERSEE L RRETI amq FFk, ERAENRER ~amg\. FEHRAE B amg’FF
LW RBBEHEEAKS, K RabbitMQ FRE LN KRBT URRNEHD B
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Amazon MQ FF XA RIERE
REEG

EXBEBRABHNESES , 5 H RabbitV BATEH,
— e BRI AR A A
SR T, Amazon MQ for RabbitMQ 33§ — Bt I B TMEBA AR, —BUHRAEIRBREBTHE

BB BRI EN R FEREERAS . MRRUSEHINEEBS , — BB B TIRATUENSIZE
BEGIM D RHEE,

NFRBER -BRHERROAS , BERRBEESMAINBENENFRHELANES, BERSHENR
ENIIRNEZBEN - BMRFERXRTERSBELEAHESHES . E-BMRERAID  RHET
LAfE] 8 3t R H BR fo BRI, (B ATUR R A & BRI E Y fEFI Sk B 45 EBABIROH B

BX—BMHRHEIRNESFE , S5 GitHub M5 LK RabbitMQ — BMEm: % ST E R,
RIERN

AL B TP R EREE S A2 RabbitMQ R, X FXHMEEER , Amazon MQ BETREFMHEE
HIEREHSHFAL,

ZA LA E 2R RabbitMQ RE | %R A RabbitMQ XN EMREESHEI N A THUEA TLS :
+ AMQP (0-9-1)

3]
o BRFIAE (p. 132)
s ATRUSTAMENERSE (p. 133)

BRHIRE

BFREBANMTMEAEEES (NLB) EEN—ANTARXRFHN—PMMEBAR, REBUSENNAEFHN
Amazon EBS EF# 83 1TE{E. Amazon EBS EHMHANEERNSFEHERTT T LR R FME,

2 M & 1 3 9 17 38 AT AR 889 Amazon MQ for RabbitMQ R IBL& iR T QELF R RBERH T KRR
Amazon EC2 EHHEERAELFIIHRIFTE, MERFE R A VFEHNARERF MR- S ERREN
LimT REEFRE,

TEHE T Amazon MQ for RabbitMQ # 32X,

E Amazon Web Services Cloud

Availability Zone,

O !

e | D—}n !

—— >0 '
Client MWetwork Load Amazon MQ EBS Volume

Balancer ! Broker !
i us-west-2a

...............................................
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https://github.com/rabbitmq/rabbitmq-server/tree/master/deps/rabbitmq_consistent_hash_exchange
https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/specification.html

Amazon MQ FF XA RIERE
REEG

ATRUSATAENERERE

SEHMERMEAHHEREEA =/ RabbitMQ RETRNEESA , BN KILAZAR, RIIMESN
AAKX (AZ) B2 RS,

EEHRHED |, Amazon MQ 2 BZIEEBEREEE , WEMETALEALHASE , N\mBRSTAM
(HA) o BMNEBAIH—PMEFTAN—INRSNEBREARK. B/ RINEBEECHET . AERIINE
BEEBENATAINET S , ASERTE®R. Amazon MQ ARIEBRINRSE XK | iZFKKIF ha-mode
RENRN all , ¥ ha-sync-mode iREB RN automatic,. XAIBRKEEFIETAREHEEHFNET
N, UREEFNEFA K,

Note

EEFPNE , NEBRNMALEF B —RHIT— IR, NTTBRAREBEZEDFNMNEITTR. BIRXHA
TRN , BERHREZTRNEEHQWNT  FEEMEY, ZXTRRENEFHRABRITIES
EFEEIEHNER, BREBMENESZEER , 5/ the section called “E 3 )\ W & HUE ik
£ (p. 147

E A Amazon MQ i®E T ha-sync-mode: automatic , EEFREE , H#LE/MNTSEHM
AEER , RIIESRET. SIRD S IEFTEEMBATIRE, BARSRERAT , ATATE4HF
BB ER AR EZRA SIS Y &,

BOASK RS T RIMIBR, 20 SRAGMIBRILZERE |, Amazon MQ R BB EH 6 %KM, Amazon MQ ERER HA
BHNATEEERAE LORAPMAEEMER, WRERMNEREE HA BMY , Amazon MQ R ER
xEEYE, MREFMEETRSTAMEMNER | Amazon MQ FEREN]. BXERREGNESE
B, BSHELHEEGNT,

Important
Amazon MQ FX#FHERATI. 5 RIS THBERRE H SI R M ERA S S BIEE X.

THEHEAT RabbitMQ £BREIHE , E=ATAX (AZ) FEEATR , ST RKEBEBSH Amazon
EBS BMHAZIRAS. Amazon EBS R IMEERMEELERT T MILHIRFIF6#
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Amazon MQ F& AR IR
MAEE

E Amazon Web Services Cloud

Availability Zone!

EBS Volume

Amazon MQ
Broker .
us-west-2¢c |

................................................

Availability Zone!

EBS Volume

Amazon MQ
Broker

Client Wetwork Load
Balancer

us-west-2b |

Amazon MQ EBS Volume
Broker

us-west-Za |

ZIE Amazon MQ for RabbitMQ 5|2k Zx

RabbitMQ R 1E1E Y RAS = H T IFRA S BIE R X.Y.Z, £ Amazon MQ for RabbitMQ 3£k |, X.Y &
REBWMAE | Z RRABRES, MBEFERASKETIL , Amazon MQ £ FMAE XM A EBHRAE
W, HlEn , M 3.8 lRARE 3.9 IRBMAEZTEMAFALR, NYRBREASERAN , FHFMRAE LR R IXRERM
RER, Flan , M 3.8.23 lRALKE 3.8.26 IRIFE M AR BERAEHK.

B FH Amazon MQ for RabbitMQ RIERY , &R LAE EEM X 1FM RabbitMQ 5|2/, R &R
AWS Management Console|Z X2 | Amazon MQ 2B BRIN N RF N SIZBMRAE, MREFH AWS
CLI =% Amazon MQ API BIZZRE , NIFES|ZBIREAS, NRTREREARS , WRELSHRE, ETH
FZELR , E5 (AWS CLI 8955 #E) Hlcreate-broker#l {Amazon MQ REST APl $#) &
KCreateBroker,

Important
Amazon MQ FXFHERAFIH . BRAXLEDEREMIBRHERRIIZRESBHBEE X
Note

+ Amazon MQ R # RabbitMQ 3.9 ## HHIE JSON FREALEL B EIER

« |HRRZAH RabbitMQ FFEE A FEI&. Amazon MQ for RabbitMQ 2T A E A XN HRHITIX
EJ TN
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Amazon MQ FF XA RIERE
[N

Amazon MQ for RabbitMQ B i XA T 51 Z R A :

FERK RERRA
RabbitMQ 3.10 . 3.10.20 ( BiX )

. 3.10.10
RabbitMQ 3.9 . 3927
RabbitMQ 3.8 . 3.8.34

. 3.8.11

. 386

LT RERANERTHRARE :

FEMRAE E-JES

RabbitMQ 3.10 « 3.10.17

RabbitMQ 3.9 + 3.9.24
* 3.9.16
+ 3.9.13

RabbitMQ 3.8 + 3.8.30
- 3.8.27
+ 3.8.26
« 3.8.23
+ 3.8.22
« 3.8.17

RN N

FEMXEREFAR

& BT Amazon MQ , EH AT AR HEARFREARBFIRA. BEEHRERAEAALRE , Amazon MQ &
B ENRESIZH LS Amazon MQ EX A M IEWIH R ERE,

BERTERRAAR , BYURAFHARKENEIZRAS . EITROLET LR (p. 19)8E , RBERANEER
RANAREEMRBEIMRERN KL, WREFRBEHBNRBERAAR , EUTURREEZEREARE
BN SRR AEF ) AR B IFHHERBERA

BEXEHMEHRBELETSUBERERARERAIARURFHAREHRENESELR , H2SMthe section
called “H R EIZBIRA" (p. 21)o

5| H 32 #5 B9 5l ZBRR A

BELAMEM describe-broker-instance-options AWS CLI 5 5 HAFE XX EMEEL| 8K
Ko

aws mq describe-broker-instance-options

BB EMEFIRBFIRLER | BFEA--engine-typefl--host-instance-typeit , ML TFFFRo
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https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker-instance-options.html

Amazon MQ FF XA RIERE
RabbitMQ %2

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

flan , EfFi% RabbitMQ M mq.m5.1large SRHIZKBEMWER |, iB¥F engine-type EiH RABBITMQ- , ¥
ff instance-type ¥t mq.m5.1large,

RabbitMQ # 72

LT # R RUMATE Amazon MQ EEER A RabbitMQ, ETHBEXEAEZHEREES (W
g&c;d%e.js‘ Python., .NET & ) XENEFIRENESZEL , i§5H (RabbitMQ Al13Er) #H RabbitMQ
£

- RBREEHEI (p. 136)

+ fF Python Pika 5 Amazon MQ for RabbitMQ £ &£/ (p. 137)

- R RabbitMQ EEASIEFZ R EIRR (p. 141)

mEAE RN

B URBENRIEEIRI , FlIN6EHAAWS Management ConsoleZ A= /E A CloudWatch Logs.

YREE RabbitMQ K&

&% Amazon MQ 414,
MREBIIRS | RBENKRE ( HI40 MyBroker ) , AAFi%#F Edit (REE).

£ Edit MyBroker ({4%% MyBroker) T Specifications ($158) #8407 , i%#% Broker engine version
({REES|ZRRA) = Broker Instance type (R EESEHI2KH),

4. 7E CloudWatch Logs #87 , £ HIRZHEUEARZEAEN AL, FEXTNTRNWEMSER,
Note

+ 3F RabbitMQ X3 , Amazon MQ B EARFHEXAE (SLR ) FEMBELRFE
CloudWatch, BXxEZ{EE , HSthe section called “fF A RZHEXHE” (p. 170)

+ Amazon MQ T3 RabbitMQ R EE /Y & #% B &I F.
5. % Maintenance (%£#) &2 % , BEESHRBHLET TR

EEAWSK MR REAREFIRAE |, 5i%$F Enable automatic minor version upgrades (J& i B
HRBREHR), BHARELEFHBARE , ZEFNREAEZH/L. LR (24 MEER ) MK
( BINA UTC ) E X,

6. i%#¥ Schedule modifications (it X&),
Note

R IB{N%E$E Enable automatic minor version upgrades (/8 B BEIXR BIRAAER) |, ZRMNET
7 Save (]R7F) , RAFTLERZRE,

SR B TURHE 35 7E A9 i) B2 A BB R
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Amazon MQ FFE AR IER
$F Python Pika & Amazon MQ for RabbitMQ 45 & 1§

¥ Python Pika & Amazon MQ for RabbitMQ & &

T #HEGBMEEEA TLS iRiE Python Pika , 7¥F TLS B & N iZEH#E Amazon MQ for RabbitMQ 1%
B, Pika &AT RabbitMQ # AMQP 0-9-1 t/XAY Python SEHl, AHKETIES ERE Pika, FEARAG,
BEAMEUARENRIAZIREBREER , URIRE A E LRSI HE S,
£

o FRFM (p. 137)

* IR (p. 137)

« $B— : BIEEZXM Python Pika &% (p. 137)

s B . BEBRAEHREEE (p. 138)

- SR= VEFEREHEVEE (p. 139)

- SRIM . (W) RESHERHACEREE (p. 140)

o ETRMMAL? (p. 141)

TR
BRRABETGSR | AEEBRUTEREH

+ Amazon MQ for RabbitMQ K., BXEZEL , HZFEIE Amazon MQ for RabbitMQ X3 (p. 12).
- REEATRERSEH Python 3,
+ f£A Python pip &% Pika, B%R % Pika , BT A FNLREOFETUATHRE,

$ python3 -m pip install pika

PR

EAHED , BEEZ P — Amazon MQ for RabbitMQ RERF |, ZAF EEEAFZEE I E NN
FBRo FTRIERTHEANENRIER (regexp) ERFIENR /DR,
& BB IENFRIER EAENRER EREENRIER

none X X

S AP AR N EAFRESEENR , MAEFERELNTEERRENEER/AHENE, BB
S IREPR & A iF R ERASIE regexp Kt — S RFEIR, Ha0 , 2R FFiEE regexp EREHH
Alhello world].* , AP RIAMEL hello world FFkHIBA I i ERAI AR .

A% 0% RabbitMQ AP MERAFFIEMRBNESEES , B3 A5 (p. 129)
S — . SlEEAKK Python Pika & F i

BT TBIERAIE Python Pika BFRESE | ZEXEUMERE , £S5 Amazon MQ for RabbitMQ
RERZENRME TLS BEFTFEMN SSL T3,

1. fIFHNLRED , N HBQIEHBER , AESMEZE .

$ mkdir pika-tutorial
$ cd pika-tutorial

2. BIE—/1%8N basicClient.py B34 , HFEELLT Python 1£73,
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Amazon MQ FFE AR IER
$F Python Pika & Amazon MQ for RabbitMQ 45 & 1§

import ssl
import pika

class BasicPikaClient:
def __init__ (self, rabbitmq_broker_id, rabbitmqg_user, rabbitmqg_password, region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA')

url = f"amgps://{rabbitmqg_user}:{rabbitmq_password}e@{rabbitmq_broker_id}.mq.
{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

i , WA LLA MR E BasicPikaClient AR ENEAEE L HME,

TER- BEEAAEHRLER

EHEFARIIN AT EHRERLHEE | BRITUTRE,

1. E5IUTRBRAIVAR , HNEE/ER publisher. py RELEASH E—MSREIENERB S,

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key}, Body:
{body}")

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

)

# Declare a queue
basic_message_sender.declare_queue("hello world queue")
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# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!"')

# Close connections.
basic_message_sender.close()

BasicMessageSender K#H&H BasicPikaClient #XHET AT F ARSI, BBAFIAEBE 2K
MEENEMS L. RBROEASTAINENNEHES , WHRRAIIRIARIRE.

2. fEif __name__ == "__main__": T, f£i%4 BasicMessageSender MERKIBFANSHE R
ARTEER.

+ <broker-id> - Amazon MQ HREAEKKME— ID, HALIE
TREE ARN 47 ID, Bl , 4L ARN arn:aws:mq:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 ,
¥ ID ¥/ b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

+ <username> - EEEBNRAREEAEENRERAFNAFSE,

+ <password> - EFEBNREEAREEAEENREAFNEB,

. <region> - &4 Amazon MQ for RabbitMQ X EH AWS XiF, Flf , us-west-2,
3. #ElE publisher.py WE—B ZFETUTHD

$ python3 publisher.py

WMRAREITEY , SR ELREAPEIU T,

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

SR= QBFERAEHBEVWEER
ERIBMATIZRELHBENERE , ERITUTERE,
1. EFHUTRBRAIVAS , FFEERN consumer. py REFEARME — B FH,

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":
# Create Basic Message Receiver which creates a connection

# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(
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3.

"<broker-id>",
""<username>",
"<password>",
"<region>"

)

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

EfE L NMNSRPBIENEHERL , BasicMessageReciever #HEH BasicPikaClient #3E
FEAR T2l 8 B MR EZN 5%,

£ if __name__ == "__main__": BAT , F{£%4 BasicMessageReciever WEERBHN S
BRANENESR,

EENE BRFETUTHS.

$ python3 consumer.py

MRMRZITRE , SFELIRE P EEEEEXUR BERBABHANRL,

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0', 'redelivered=False',
'routing_key=hello world queue'])> <BasicProperties> b'Hello World!'

S| (k) RESHEAIHERFES

EFEHARITHNSEEE | iEEH Pika B basic_consume FEMBEEE , W TR

1

& consumer.py F , MU T HEENARME BasicMessageReceiver ¥,

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

£ consumer.py BBy if __name__ == "__main__": T, EALE LN STBRPELHN
consume_messages ko

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
""<username>",
"<password>",
"<region>"

)

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")
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# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. BEIXIE{T consumer.py , MIRIEITHIN , BAIERRERELWEODF,

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

BT RMATA?

« BXHEMXFEFH RabbitMQ B iRENESEE , HZ6 RabbitMQ M5 L RabbitMQ & /= i 3 14,

fi# R RabbitMQ &5 EA 5lI[E 2 1Y (7] &

£ Amazon MQ for RabbitMQ & ZE (p. 133)F , KM EFMAIIKEEBE=TRET J#HTEH, X
HMEHFNER , 7 RabbitMQ RERESTHEY (HA) . ERTEFHAIBE—MNTEENERAN—
RENEBREAR. NATHEGIINENRE (BEAMRER ) BENATENY , RAEEEEGZBHIT
g4,

B, BR—PB=ATREFNESRNAY . EF S (main ) MHEMNES (mirror-1 M mirror-2)., M
R E AT NI EEE SR INMEEBRFMERS , MAFIEREL, MEEANT S (mirror-1) E— B
BRZESTAA , MZASIPRLETH TS ESHEARS, B2, ¥ TERLSHBS , E mirror-1 F
A AR AAE main BHESMEHE mirror-1.

BXRBEBNESER | FSH RabbitMQ M s MY Z BF GRS,
44 MBABIE 25

L BTE (p. 136) , Amazon MQ BRHAT— N RNFTE 4T I , UBRABRKRBFEREZT. B

b, EBNMNTAMEEREZTH , RITREEERS, ERASERERY , EESHIEGNERITMENN
Amazon Elastic Block Store ( Amazon EBS ) BMEFIAFH , SUHTHIGE, #AEE S LERASIE R
RS,

MENFIRFEEEEHERD , NI SETRYRBESHIREEEEZT. B2 , WRMLEFHEK
REEETRNANERS , TRLE5IXREAFER , EEAIIES, BALUER R CloudWatch HH)
RabbitMemUsed 1 RabbitMgMemLimit T SUIEMR (p. 178)REINNEFEAER . EHFESMIBRE
ERtt B EERER D 2H , BSTERRK.

Note

BOMIIRSHLERNTRLSHESHEHNES.

ERREEFENIIES |, FRBAHBPHSRIRME , HPETRTRA ha-sync-batch-size EHMEH
BBAIIRLS IR,
£

o KEREM (p. 142)

« S 1 : R ha-sync-batch-size K# (p. 142)

- HR2: BEFEHEAIIESL (p. 143)

« BESR (p. 144)

o HXRIR (p. 144)
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TR

EXRHEF |, BAAREEEEERNREMN Amazon MQ for RabbitMQ KER ., ERIUERE— X AR
ENCENEEARF,  tUEACETERAUBNEMAF,, TREATENENRER ( ENRER )
ERFAENEE R AP RENRR,

R BREUEN FRE K BB ENFREN BEAEMFREN

administrator V¥ LK X

%012 RabbitMQ A~ NERASFINRBRNESEL , BSHAS (0. 129).
H 1: B ha-sync-batch-size K#

TR EEER T AR MER TRE LI 2N B SIR RES, B LA RabbitMQ Web 2 # &5
RabbitMQ B APl, BXESEER , 1555 RabbitMQ M5 EMEEFH M,

£/ RabbitMQ Web 2 & B A ha-sync-batch-size K#

3 Amazon MQ 2414,
ELEMSMEEH , % Brokers ((REE),
MREFIRSD  RREaHNAFTFRBENRENER.

ERETER Connections (E3#£) #4 , i%#F RabbitMQ web console (RabbitMQ Web 24| &)
URL, RabbitMQ Web 2| & A FE£THY 3 S 2R E T~ R E 0 F 4T FF

ERALZHRERFEERNEREILE S RabbitMQ Web 24| &,
# RabbitMQ Web 2| & WEIRERERE Admin (BEER ).
£ Admin (BER) RENENSREESD |, &F Policies (KHE).

£ Policies (3#) WE L , B LLERREIAEH User policies (I X B) 5|&R, £ User policies (F
PEBE) T, BIF Add / update a policy (FIN/E & F ).

Note

wn =

® N o o

ZRIANERT , Amazon MQ for RabbitMQ &8 2# A% 7 ha-all-AWS-0WNED-DO-NOT-
DELETE WHBRIBEAIZEMN, Amazon MQ BEILFR | UBRRE LNEMAFIEE
AmME=AT R, HARTIAFES,

9. EQIEHANRERR , iH% Add / update a policy (FIVEFHFMK) T , ITATERE -

3T Name (B%5) , BRHENKEE B ABN , 520 batch-size-policy,
£ Pattern (BE=X) F , AENREXER .+, UHERBECERE ENFIERAS,
3 F Apply to (RFTF) , MTHIFIERHiIEE Exchanges and queues (¥EFFIBAFI),

X F Priority ((LER) , MA—PMATRATENZNNAEEMRBEHEE, SAUEEAAE
A B — A KB E LRI T RabbitMQ BABIFIRX#RER. RabbitMQ EFER RS L RER TE XK
B, AXEBAEERURNAAESKBNESES , FS 5 RabbitMQ AR5 87 XS Y K EE o

e. XITF Definition (EX) , MR TRMEN :

a0 oo

* ha-sync-batch-size=100, M\ TH3EHIEFE Number (S ) o
Note
BUREEERFBIAGIFRES EENBEMK/NIZENKE ha-sync-batch-size #

o

+ ha-mode=all, M\ THI%IFRAHIEE String (FRFH).
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Important

ha-mode EXRFIEE HA XK KBAILEN. ZBRESSBWIEAK,
* ha-sync-mode=automatic. MTH5IFKHIERE String (FRHFH).

Note
ha-sync-mode EXZFIBEBENFBEMSEN, WREEKZENL , Amazon MQ &8
ZhiBNE Lo

f.  3&# Add / update policy (7 IN/SE & K ).

10. #81A User policies (A 2R 8%) IR B R KR,

5  RabbitMQ E API i fl ha-sync-batch-size KB

Sl

o

5 Amazon MQ =415,
ELEMSHREES | % Brokers ((REE),
MREFIZRS , EREQHMAFTRENRENER.

ERERER Connections ((E#£) 4% , i2 T RabbitMQ web console (RabbitMQ Web ##]A&) URL,
XREE HTTP ERPEANRELRT R,
T SEBRNFTRIGERBSTEQD,
EORMONEERR , EWANT curl 5. KW TRERIA / ERENLE B, ZRATI4HES
A %2Fo

Note

F username M password BN R EBERFEEAZRREIL. BUREEERENIIGREL

HENBEBRMKA/NMNIEMEAE ha-sync-batch-size B1E (100) . FRBLRIEFET S B0RH
B2 811t T URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81ln-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/policies/
%2F/batch-size-policy

ERANRBE AN ENRENAF KBS, ERALUT curl S USIHAEREREK,

curl -i -u username:password https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq.us-
west-2.amazonaws.com/api/policies

FRR 2 EFBHBATIED
F#H ha-sync-batch-size RMNATENRER , EFMEFIRIIEL.
£/ RabbitMQ Web &I & E#7 /5 31 A SIE

Note
EITF RabbitMQ Web ###|& , S RAAKIESE 1 SHI LA,

£ RabbitMQ Web #Z#1& TWE TR EPEE Queues (RAF).

£ Queues (BA%) TTE L#Y All queues (FTBERTI) T , IREIBE KBS, 7E Features (B18E) Fld , &
HIBAFI BRI 51 SR A B R R SR B AV B #5 ( fI30 batch-size-policy ) o

ESFEHEFRNMMLGEXRPHNELS TR , HEE Restart sync (EFEIE D).
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Note
MERSEEHARRIER , FEIRAMD ha-sync-batch-size BHEHBIHAIIES,
I

- \IIRIELSE , LA LUETZEE Amazon CloudWatch 47 RabbitMQMemUsed k¥4 12 RabbitMQ
FTRFEANNER, BETELES RabbitMQMemLimit EARAME T SHWAERE. BXEZEL
¥ES 1R Amazon MQ B CloudWatch $84F (p. 178)Fic F M2 Amazon MQ for RabbitMQ 18
 (p. 185).

« RBAIEBRFIBSEE , BRI IREHLEEE, I T EHERANIERE  RINEEUERAE
KHIRBARINEFESHNENEAEFIR D, BEXRREXFAXBNEEREELETNESEER , F5
EAmazon MQ for RabbitMQ SEHIZEE (p. 32)MimENE EHEIN (p. 136).

o YEBIEFH Amazon MQ for RabbitMQ B , Amazon MQ £ 57 —4A BRI\ SR RS FNEE B E LR BRI LK
EMeE, MRENKRESERIUWIRIAFEIRS , BiUEE 2R, FXAEERINREMEL EVRE
HWEZEE , 5 the section called “RIFERINIRE” (p. 124).

RS

« UpdateBrokerlnput — 2 Lt X8 18T Amazon MQ APl EFRIELHIZEHE,
« SHHEM ( RabbitMQ FRE283#Y ) — 7 RabbitMQ M4 £ 7 #2555 RabbitMQ SHMEHNESZE

/N0

+ RabbitMQ & HTTP API - T &> RabbitMQ B API WEZEE,

Amazon MQ for RabbitMQ Bx{E3tik

A E R 2 EREKEITE Amazon MQ LA RabbitMQ REFRAEERSHAEFNBRETEERRNE,
Important

Amazon MQ R #EFMEEAGI. B RAMBRAIITIREREH IR PRAIIFSEBEEX.
Important
B#l , Amazon MQ FX#EFRHKE JSON HEALEH{L BHEIZR (7 RabbitMQ 3.9.x FH#H ) .
-]

- BHIERBAS (p. 144)

o R AMIFLERAT (p. 145)

o RIFBASIMEIEE (p. 145)

- BEHIA (p. 146)

o BLEFRE (p. 146)

-« BLE Celery (p. 147)

- B MRMEHERIRE (p. 147)

J5 FAHEIR BA B

MREEANZLBEAEHE SRS, BRIEEKS TURSEN BN AL,

RabbitMQ MBIMTARERNFEFEFHE , H AREREZTEESIANFNEBI A, EEMN
NEBHEMANTETRREE—LiE , HEERFILEES. ARSI INRES B E
HANSEFEEARME , ANERRIISRRPESFEI#HE , NMBDHNFFREFRES,
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ZR BT EFAIRE queue.declare Z2H BT RabbitMQ EEZH A B ERMKE BLEES, X
TRBIERT WA A RabbitMQ Java & i & 75 B HER BA 51l

Map<String, Object> args = new HashMap<String, Object>();
args.put("x-queue-mode", "lazy");
channel.queueDeclare("myqueue", false, false, false, args);

Note
J3 FHEIR BA %1 & 318 A 22 5 A/ IR 1E,

e AT A TSRS

FAHEBABTHLEERERRIERNER TERBE. BABE —SERAVNEA#ME, BR , 5L
BAITREINE , FAORERRNENFNHMETET , RIERBEFTREESNEF, ERBRESHAENERT ,
BEEESE M EEERN RabbitMQ REHEHMNAFHREREE , BEHRNFAMLE.

EZREBEEAM , WLUEASIFEBR N durable H I HEAREREERN persistent, AT REERT
FAIE A RabbitMQ Java & = i EE 75 BR 42 RA 5

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

FFRABIEL B N IFLRAFSIIE |, BT LUE ¥ MessageProperties i& & PERSISTENT_TEXT_PLAIN 3R
BOHBRIEREHAS , AT R"OIFTR.

import com.rabbitmqg.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

RIFBA B B 0=

EEHDED  SEAEHENAITELSBRRIENA, YREHIER AR , EF Amazon MQ for
RabbitMQ RE e S Bt R —SBRK, MREF , SEFAMNKRETEEATE REBOOT_IN_PROGRESS
RATEBRIEH

FELTBTE (p. 136) , Amazon MQ 8RBT — N ARNFTE 4T TE , UBRABRIFERET.

I, EBNMNTRMEERETH , RIITREEERS, ERASEIEF , FESFERGAERFMENN
Amazon Elastic Block Store ( Amazon EBS ) BB BN EH , S THGIE, #4032 55 B AT BLLERASISE R
#EE,

WRAIIRFHEEEERD , NIRRT DELSHIREERZT, B2, MRMLEPHEK
BREBITROAFRS , TRLXEIXENFER , EENMIIRS, BAILUER LR CloudWatch HH
RabbitMemUsed 1 RabbitMgMemLimit REET SIEFE (p. 178) RWINNEFERER . EHFERBIBRE
B BRI EEREBRD 2, BSTETHK.

MEEHFBEENIIRL , RINBWEASBBRES , SURDRAIIFREEHE, —BRRIRER D B
SIEF TR , RERSFEHRN RUNNING, EFFREFENASIEL | £E 7T LA S A SR RE em 2 BA 5Il[E 45 #E 4k
B AR (p. 141)0

Warning
TEERRRLARSHRE,

MREIIRSEEHERNRE , IREBENESRSEE , XS HENF#HERIT SRNFERE
—SHIBFREEFR , HSHLEE REBOOT_IN_PROGRESS IRA TEZ B K SR,
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EETIA

BLE T IA

HEFHNARFAREREESAENERBING , CHHENERERIN. B  ARHEREBIANT
BMNRAERIN EEM RabbitMQ RER , BIAN THABBERZEEXER.

FREEARBINEEEEZEF BNARFE LEE., £H8 AMQP 0-9-1 Bt , ATLUEEEE basic.consume ZfE
F basic.code FEIRECEERE BB,

EBE  EEEDREAZEEIA, §l , £8 RabbitMQ Java EFIRER |, ATLAER Channel#basicAck X
REBE—NMEEM basic.ack BEBIA , AT REIFTR.

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
b
Note

REANERMAEATFHERF. SBUUBINEFRNARFEEMRI (p. 146)RE , REIME
REMRERAESHE.

[ ER g S:)

BRI LAE A RabbitMQ iR EUMER ML EAEEAE RN AN, RabbitMQ B FEEITHNA TERE
mARBEE , KT AMQP 0-9-1 REMNBETRIALG . FIREER T8 EEE4 Er @£ R EKEN
HEHE, BAMBERAT , RabbitMQ £ R EFFinN AR FRELRFIMNEF XKD,

ERNIEH RabbitMQ EAERETRIITHEN , FEEERZIHEAR, 5%  EREAENHAENEE, AT
EREFRELBEEENMRAERERFERET , Bt , RENTRIE SN EREN S ENE
g, EREHAT  TRESSHEAERMFER. B  RabbitMQ KEBERGLFERENMAEEEF
ENFF , ERREERAERIA. MRXANERAEREAHIA , FEERESEAXN RN ERLE
HE , WRESHWRRIET S-S 2 RabbitMQ FRFF|AFER 2.

ZRILARE , BABWALRETIREUE , BT KBRS ARTINAE R S 2 RabbitMQ £
HERFHEAEHIANFIENER. MREFZMCAERLBEREER |, S AERM—RIIFURITHR
NRAEHREBENERE  UAESEAELEEEMENRBEMEL  MEFTHER I ILILEEHTRE,

Note

- MRENEFHNARFERENBIBINVEESARAERE  NREMRNEFTEERM.
 FRETRIREUH B ZR 2 MBA S A 1 BR o

BUFRONER T A{AFER RabbitMQ Java & FimfE) £ —EAERE 10 HfREE.
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ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

Note

1 RabbitMQ Java BFES , global FFEMERIABEIRE N false , AT L EAI]F o7 SART 2 30
ERX channel.basicQos(10).

Bt & Celery

Python Celery 2 RIXW Z AL BHVHE , REHEXEERILEBEANCELEFTENRE. I TRERS
HELEBEERS  ERAUTHS

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

BIIMNMEHEFRE

RINBUBABRAEINEIRE |, UL ERE P ERE RabbitMQ FF R AKNER T HATEEH. BR
K4.0.0#2 , RabbitMQ Java EF mERIAZFEIRNERE .

MREEZNAAN/AEERP S| RARLCENRE, RNIERFREURERR , RENRBSHFAERNE
5, NemrBaERRE,

WREFFiHA RabbitMQ T RZBEINHBERZAN , FR2ME B RE. RINBUERERENAEFAE ,
LEEE EREERARIDBEZRMHOFEE, LT ROERT AR RabbitMQ Java B inFERE )
BRI R,

ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version 4.0.0.
factory.setAutomaticRecoveryEnabled(true);

// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic

Note
MRNARFER Connection.Close FEXMAERE , MIFcBASAE B3I MERE .,

Amazon MQ for RabbitMQ A YR &R

AEBHIHT Amazon MQ RHIELET. XN F4EE AWS IKF |, TEANTFZEF RS EETR. EFERRES
PR#I , 55 R {(Amazon Web Services —fixZZE) FH AWS REIRE . BIFRERFIE , EFEHREH®
FARAN, BHXTE Amazon CloudWatch FEE HENEZERFNEZER , S M E A Amazon CloudWatch
1542 Amazon MQ {32,
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R

S
- K (p. 148)
- BIEFMH (p. 148)
* API BRIl (p. 148)

RE

T&RFHE TS Amazon MQ for RabbitMQ X IBFE F 4 <K R,

R 1
REEH

BIMXENRER
BMENREA

£ CloudWatch Hi53E#H) ActiveMQ B #5 ( BASIFI
i)
CloudWatch A% ##9 RabbitMQ B#x ( BA%I )

BMENRER

BIEFE

iR

. TSR AWS TP R AR — .

. KEAANT 1 5 50 ARHZHE,

. REEEE ASCI AT SHEPISEN .

- ARASTRNTTH. EX%. A8, THL
AEBE (- . _ ~)o

50

5

Az

CloudWatch R¥# 5] 1000 4 B 4%

CloudWatch R¥E#25I 500 NEHr , REAEHE
BT

50

TRIIHE TS Amazon MQ for RabbitMQ ¥ iE17# A< PRE,

PR 1
BNMERENEFESE

BIMNRERENEFHEETRE

AP| PR #l

T RESRAWSHK F BT A Amazon MQ API &

EZER |, 2/ Amazon MQ REST APl $#,
Important

i

mq.*.micro SEPIEBNAENRN 20GB, Hx
Amazon MQ EHIEBMNEZEE , iS5 HBroker
instance types (p. 29).

mq.*.*large KSR KR 200GB, H*X
Amazon MQ EHIRBEMELER |, iS5 #Broker
instance types (p. 29).

&, 4P RS wR. BT #AEX Amazon MQ API £

X EH T ER T Amazon MQ for ActiveMQ 5 Amazon MQ for RabbitMQ X358 & APIl, 4l

i, Amazon MQ T BRFIE S0 R ERIEW,
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Amazon MQ FVEZ &4

AWS NEZEMNRARZRE. NTHRENZLUSBRBNALANER , RITETEFES R ENKE
ROFMERE, R AWS B | SHEFNX EHFEH OMMERTZ R,

ZE2MRE AWS MEHHERE. REHEREREHRNCNREMNZFHNREMN

« cHZR2M - AWS AFRIPE AWS ZHIZETT AWS RSV ERM R, AWS X ERHETLLERANR
%o ERAWS EMMEIT R — IZ B = 7‘53!?11'AJ\HEEH)'UEHD%%E&%’IEE‘J’E?&&O ETHBEXER
F Amazon MQ AT R , HSHA MM 2158 E N WAWS RS

- THHNREMY - BNFEHEEAN AWS RERE. £E %EX‘Iﬁﬂﬂliﬁm , SEENBEN R
. BRBRHERURERKEEEN,

BXEEBR T MINAIESEA Amazon MQ N ARERBER, LT EBHAMNMEE Amazon MQ B3k
NEMREUNMENAEERF,. BEXTHNMEREMAWSHERS RSB EEERMART Amazon MQ &R,
£

« Amazon MQ FHBHEHRF (p. 150)

« JEHT Amazon MQ 9 Identity and Access Management (p. 158)

+ Amazon MQ HI &M MRIE (p. 175)

+ Amazon MQ FHIREEES (p. 175)

+ Amazon MQ RV EMIEHEZ £ M (p. 176)

« Amazon MQ &L £HIELE (p. 176)

Amazon MQ TR

AWSTAEHIBEER T Amazon MQ FHBIERY . MZEXPAR , AWS ARRIPETHE AWS
Cloud 2 ERMRHE, BAFKEFIHLEELERMISIELNNBNRE, KNBRSESFERN AWS §
FHNEERENEEAS. BRUERVNESFERS , BSHLERLELRE, BXEMNBERTFHOE
8 EBH AWS R HE LI AWS FAELIBER A GDPR BEXE.

HTHBERFEN , ROBUERTF AWS K EIEHERH AWS IAM Identity Center (successor to AWS
Single Sign-On) = AWS Identity and Access Management (IAM) iIRERMNAF, X8 , 8MNAFRREBE
THIFRRAENNR, RINEBNUEBIAT IR EHHIE

o SFEANK A Multi-Factor Authentication (MFA).

« £/ SSL/TLS 5 AWS BR#FHTEF. TAMERFEH TLS 1.2, BIUEA TLS 1.3,

 {£f AWS CloudTrail iZ& API F A P &3 B &2 R,

o £ AWS MZERFRUK AWS RS PHAERIAR £ 24,

. FRESRREZLERS (110 Amazon Macie ) , EEBT RIMRI FHE Amazon S3 FHBUREIE.

- MREEBIGSTRESR API HE AWS RHEELZT FIPS 140-2 WiFR B ER | EEH FIPS . &
XA M FIPS MaMNESZER , B2 (EEBKIPEELIENRE (FIPS) 5 140-2 FR)

BMNENBNETNNRNECSIBRBES (WER/HE TR ) RANRSHAAKANEFTE (M
Name ( &% ) FB ) . XBHEHEELEHIE. API. AWS CLI 5t AWS SDK f£F Amazon MQ i Hfth
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AWS RS5ES, BERTEMNTERBHEEAXEFRPAANTALRERTESATIHRRSHAST, W
REMNERSH/RM URL , BRIBBWEFEE URL FEERIEFERRBIEENZRS B[O FER,

¢ F Amazon MQ for ActiveMQ Fl Amazon MQ for RabbitMQ X328 |, @K E Web #2 4] 45 Amazon

MQ API 822 % REt | EOEREAMASHER (Pl) FEMTZRBRBESENREBHIAFL B, Hit
AWSHRSS ( ‘23E CloudWatch Logs ) AIAIG RSB EFHMAF B, REAFBETESATAERBEIE.

&

Amazon MQ 7B A P B 3E# TS ME, Amazon MQ #ASIMEES £ A FHEE AWS Key
Management Service ( KMS ) R IIBRZEARNIIEMNE , ZH T HBHN R M, RS TURBIRDE
R BBEES RN RERIBNE RN, BIBSNE  SUUMEFESNESAEINENERNZEH
RENRARERF,

Amazon MQ REz HINFIEEEBERCRERZSM (TLS ) EEAYEPREME,

Amazon MQ FAREEENREFHNNZEZANBSTEAPIEERTNSE, EXELSER , BEL
AWS Encryption SDK JF & A R 1§/,

A MNE

Amazon MQ £/ T AWS Key Management Service ( KMS ) BAIR#IERA M RS B85 IH % . Amazon MQ 2
BB BSEIE,

LR 6122 Amazon MQ for ActiveMQ RIEZ Amazon MQ for RabbitMQ RIERT , BRI I EEF L Amazon
MQ B FNZRENESHIEN AWS KMS key, MRETIEE KMS F45 , Amazon MQ &R E8IE—4
AWS AW KMS ZAHRREMERA T, Amazon MQ B B ZIERFr KMS %48, X KMS BN ESZE
B, B2 AWS KMS keys.

BIEREN , BUSUETER U TET 2 — kB E Amazon MQ AT INEZRHNE.
+ Amazon MQ owned KMS key (default) [Amazon MQ B KMS Z4£A(REIRE)] — 24713 Amazon MQ

RENEE , BFELNIKSH,

« AWS managed KMS key ( AWS &R KMS %4 ) - AWS E£E R KMS 4 (aws/mq) 2EKF P —
AN KMS 40 , BB Amazon MQ RERE0IE, EBMMEH,

 RBEIENEFEER KMS B4 - 2R EER CMK HEE AWS Key Management Service ( KMS ) &1
BIRMEE,

Important

- BUEBRMRETERE. R , IREFERCHHRMNR , RMNEVUEHBRRE.
« ¥ FEA Amazon Elastic File System ( EFS ) 12 ’H 23 3#EH Amazon MQ for ActiveMQ 1%
B | REHER T Amazon EFS &M K P ER KMS BHAMKR , MF2IZEEN.

o SF{EM EBS 17 HEHIEM Amazon MQ for RabbitMQ 1 Amazon MQ for ActiveMQ RI2 |
MREER . i XIRBRRECEE F Amazon EBS &K A KMS Z4AE , Amazon
MQ T EEF BHRE , Bt E N BELIRS.

s MRZBEABARITVER RN |, W AEFBCEZAREUE Z AR BRI 457 B E,

o ZRARARBEBRRETAMAEE,

f£ A& A F RabbitMQ B KMS Z4A R 2 LI EERRFR |, B85 E R AWS CloudTraill FigxZTHEA
CreateGrant E#. F—"NEHR Amazon MQ I KMS ZABIERN, F-NEHRE EBS BB ZNH
EBS /.
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CreateGrant AWS CloudTrail B&%H : B3I ERF

maq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
lltypell: "ROle",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMqgConsole"

}I

"webIdFederationData": {},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"

}

}I

"invokedBy": '"mq.amazonaws.com"
}I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
"retiringPrincipal": "mq.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"
]
}I
"responseElements": {
"grantId":
"0ab0ac0dOb000f00eaddcc@adeddfcOdbce@ddc000f0000000cObc0a®OO0aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-cad00fbdfba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
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]I

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREE -1 eI2 EBS B#RWEH.

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": '"mq.amazonaws.com"
}I
"eventTime": "2023-02-23T19:09:40Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": '"mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
}l
"operations": [
"Decrypt"
]l
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
}l
"responseElements": {
"grantId":
"0ab0ac0dOb000f00eaddcc@adeddfcOdbce@ddc000fP000000cObc0a®@00aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
}l

"requestID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e@0-cad00fb@fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

]I

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventCategory": "Management"
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f# A& T RabbitMQ 89 KMS B4R B EE 22 rt |, £ F T AWS CloudTrail Bigx 7T H A
CreateGrant E#., BIFMNEHR N Amazon MQ BIEENR, ETRHW=AZ42 EBS €IZH# EBS &£
NN,

CreateGrant AWS CloudTrail B&% B : £8 28

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
lltypell: "ROle",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMqgConsole"

}I

"webIdFederationData": {},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"

}

}I

"invokedBy": '"mq.amazonaws.com"
}I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
"retiringPrincipal": "mq.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"
]
}I
"responseElements": {
"grantId":
"0ab0ac0dOb000f00eaddcc@adeddfcOdbce@ddc000f0000000cObc0a®O00aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000Qaf-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e@0-cad00fb@fba®@SAMPLE",
"readOnly": false,

"resources": [
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
] ’
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management",
"sessionCredentialFromConsole": "true"
}
mq_rabbit_grant
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMqgConsole"
}I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"
}
}I
"invokedBy": '"mq.amazonaws.com"
}I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"retiringPrincipal": "mq.amazonaws.com",
"operations": [
"DescribeKey"
] ’
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
}I
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@adeddfcOdbced00c000f0000000cObc0add0@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"requestID": "ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e@0-cad00fbdfba@SAMPLE",
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"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

]I

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

FIGE BRI EBS BN =ANS4,

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": '"mq.amazonaws.com"
}I
"eventTime": "2023-02-23T19:09:40Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": '"mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
}I
"operations": [
"Decrypt"
]I
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
}I
"responseElements": {
"grantId":
"0ab0ac0dOb000f00eaddcc@adeddfcOdbcedddc000f0000000cObc0a®OO0aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
}I

"requestID": "ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e@0-cad00fb@fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

]I
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"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-cad00fb@fba®@SAMPLE",
"eventCategory": "Management"

X KMS ZAMEZER |, 531 (AWS Key Management Service FF X A AER) FH AWS KMS
keys.

f& % 7R 0

Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ EERB AWEMELT MY (TLS ) |, H5
Amazon MQ EPEH R IE 2 B & 5 P BIRH TN . £ Amazon MQ REZ B2 N ERIEIIFEARK
WiEmER MY (TLS ) TN, XEAFAET AN

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ ER X B & i EEZFE AR KNERET S th
I (TLS ) . RabbitMQ E£&# S 4R EBEHEN VPC , AWS BIED O ZAMNEMEREHEYERE
BANZ. Amazon MQ for RabbitMQ SEFR BRI A X BHEREFHN T RENE. BETHEXERPEEN
EZER , BSRMBERASTENERPHRE,

Amazon MQ for ActiveMQ 1%

WA LAMER LT /B A TLS Wi ikiA M ActiveMQ R EE -

+ AMQP
+ MarT

+ EF WebSocket 8 MQTT

* OpenWire

« STOMP

+ ETF WebSocket ¥ STOMP

ActiveMQ X TLS ZBEMH
Amazon MQ E# ActiveMQ XU TBRBEH :

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

+ TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

+ TLS_DHE_RSA_WITH_AES_256_CBC_SHA256

+ TLS_DHE_RSA WITH_AES_256_CBC_SHA

+ TLS_RSA_WITH_AES_256_GCM_SHA384

+ TLS_RSA_WITH_AES_256_CBC_SHA256

+ TLS_RSA_WITH_AES_256_CBC_SHA

» TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
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+ TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_RSA WITH_AES_128_GCM_SHA256
TLS_RSA WITH_AES_128_CBC_SHA256
TLS_RSA WITH_AES_128_CBC_SHA

Amazon MQ for RabbitMQ i
SABER T B TLS BHUL F 240 RabbitVQ 22 -
« AMQP §0-9-1!

RabbitMQ X #FH TLS ZBEH
Amazon MQ E£# RabbitMQ X#FUTEZBEH

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

&R T Amazon MQ B Identity and Access
Management

AWS Identity and Access Management (IAM) & —3T AWS BRS5 , ATLAHE B EHE R R &R HX AWS BiR
MiAE, 1AM B R )i o LUBE B B RIE ( BF ) MR ( 2R ) A Amazon MQ BIR. 1AM 2
—IMEFHFNZ AT EAN AWS RS,
&

- ERBBHITSHBRIE (p. 159)

- FEHAERREEFR (p. 160)

+ Amazon MQ 5 IAM thE T4E (p. 161)

+ Amazon MQ E T SRR R (p. 165)

« Amazon MQ #J AP| & RIERFEN (p. 167)

+ Amazon MQ FIAWSIEE K (p. 169)

« X Amazon MQ ERARSHEXAE (p. 170)

+ Amazon MQ &1 M5 B RIAHEE (p. 174)

A

X

{5 A AWS Identity and Access Management ( IAM ) E#&# Amazon MQ TR R ET o
BREAP - NBEER Amazon MQ FRERERIE , ENEER AN EREMENEENNR, HEEE
FA®E% Amazon MQ BIRERFTER T , BURERZEFMANE. THRIAERFEAMRATHBBEZOERRER
EEHIR, MREETEHE Amazon MQ FIIIIEE , i3 Amazon MQ 53 #if A [RIBRHEE (p. 174).

BREEER - MREELNTAAREE Amazon MQ BIR , BAEX Amazon MQ EEX£HRINR, BE=%
T EEH RS B P R B BFEE Amazon MQ SHEER AR, RS , B4AE IAM BB R RERERUERRSE
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FEREBHITE DRI

AP, BEFZRELMNESNUTH IAM WERES., ETHEXENATNMAE IAM 5 Amazon
MQ #EEERANEZELR |, 2% Amazon MQ 5 IAM #E T4E (p. 161).

IAM EER -MREE IAMERR , B EFETHNAAREREIEEX Amazon MQ i RIKIEMEE
B, EEFETE IAM R EAN Amazon MQ EF 50K RH , ESRAmazon MQ ET 5 A IR R
Bl (p. 165)a

£ & 01T S BRI

SAWIERAEERA S AEERR AWS B5E, BXAERN AWS KSERERS . IAM AR RBIAA IAM £
BT H BRI ( BRI AWS ) .

B LMERBEN &R EENEITRS B0 EFEE AWS, AWS IAM Identity Center (successor to AWS
Single Sign-On)(IAM Identity Center) AP, &R % QB R H BRI R EH Google H Facebook ik
HRHESHH RO, HEUKREFHERN , ZNEERUFER IAM ARRET SHKRERIE. H&E
ABABMORIEER AWS i, EREEEERAAR,

BRIEENAPER | BTLLEF AWS Management Console 5 AWS BRI, BXEFI AWS NESE
B B5H (AWS Bx AFIER) K B REEN AWS IKF .

MRELREFHRIFE AWS |, M AWS FRERGF X TES (SDK) MaH1TRE (CLI) , WEERBEH
FUNEWERFTMBLEE . WRETEHAWS TE , MMXFTETNERES. BXERAEENSTER
TXNBEREENESEE , BSH (AWS —2E) Pl LEMAE 4 LEHE.

TeERMMSHRIESE , BAEERMUEMLLER. flW , AWS BUEFEAZSEFHRIE (MFA)
RiBEKFHNEZEME, ETHRESER , H55 (AWS IAM Identity Center (successor to AWS Single Sign-
On) AAFEm) M ZESHRIE M (IAM AFERE) #1 E AWS HEAZESHRIE (MFA) .

AWS Ik PR AP

LEOE AWS kP, FYEANR—IXKS PAE AWS RSHMRRAEZTLHENRHBR S5
L HBHR AWS K RAF |, ERSIRKSNFTAN S FER4F b RBES , BUREZS 5, B2
BUSTEGEARAFRNITRERS. RFPFRAFEILE , FERAX LU RITOURA - o] SR ITHE
5, AREREUBRAFSHEZNEISHTESIK , 1S5 AWS Account Management ZEEEH I E
ERAFEENES.

M MA

IAM Fi /= RAWS IKF AN ENMARINARFEARENRN - NG00, ETROEET , RINBUEAG
BRI, MARMEEEKBEILE (MEBMBFREZR ) N IAM AP, B2 , IREF - LRENERAGR
FEKPEIENR IAM AP, RINBUERRGTAEZEHR,. BXESELS , B5H (AM AFER) $8 X
TEERPTIUENEAZ S ERRRIE AR,

IAM HR—NMEE—H IAM BAFHNER. EFEREANERER, BUUFERARX—- RN ZIBFE
ENR. MEEAERF , FRATUERMWHEERAFRER, fli0 , BagEEE —12 7 IAMAdmins B9
A, HAZEARFRNRUAEE IAM BR.

RAP5ARTE. AFPE—#S5EMARINARFXE A MAGSEULZFRCHNEAAKRA. AFERX
AMKHBEE , MAGRMIKNEILE. BETHRESES  H20 IAM AFEEFHENGE IAM AF (M
TRAE® ).

IAM B ERAWS IKFHREERBENRNEH. ©RLT IAM AF , EEBEARTKEK, ERLET ik
At , £ AWS Management Console FE R A IAM S, ETLLAA AWS CLI 5 AWS API 2{E=F
EX URL EFAE., EXFERACGHNEENESZER , #2H (AM AFER) B £/ IAM A,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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Amazon MQ FF XA RIERE
FEARKEEERR

BRIERZIEN IAM BEEXTERTRER !

+ Federated user access ( K& AF1HE ) - EARE S S ENIR , BAEZACH IABE UNR. HEk
EEHHITEARIEN , ZEHNSAGHEXBEAEEFTHLACGE LHNIIRE. BEXKESHRIENAES
WEER , B2H AM FFISE) R HE= S SR REENRAS, NELER AV Identity Center ,
B SRR AR, ?J?’“%U""E’J%fﬁ’&:&ﬁ%ﬁhﬁ)‘—ﬂllﬁlﬁlﬂﬁP\]@ IAM Identity Center TRRES
IAM FE A EEXE. BXNRENFEE , B3 (AWS IAM Identity Center (successor to AWS Single
Sign-On) AF#ERE) HH NRE.

o IEE IAM AR - IAM AP TRA IAM AFSAR , LERRSHNEBEESHNTRNR,

o BKFHR - SR ER IAM ABLATFRKFFHENA (TEER ) HRIEZNKFHPHER. A6
REFEKFHRMBEHNEESR, BER , HTELEL AWS RS , B LUNRBEZMMBER (M AR
FRABEMME)., ETHATEKFHRNACNETRRENERZEANES , 28 (AM AFE
B 71 IAM ABSETRRNREEMTE,

o BIRS AR - X AWS REFEAET AWS IREHRIThEE. flin , YEEENMRSPITRAN |, ZR
LBEE LT Amazon EC2 Fiz1T R ARRF RE Simple Storage Service ( Amazon S3 ) FEMN R, RS
AREAFEALAHARANEANNIE. FARSACGREARSHEXAGRRIITIHEE,

o FRMPR - HEER IAM BFSRARIE AWS FHITIRER | SREAN E4, FHREEZEEFNR,
FRARLERSE , BT —MRE Et?mW%J‘ETHHE%qJﬁWix—A?mﬂEO EXAERT ,
"‘M%Eﬁ?ﬂﬁLﬁﬁ/\?ﬂ’FE’Jﬁf‘Eo Eﬁéij\i‘?d’ﬁxeﬁﬁiﬁﬁﬁqﬂﬂﬁﬁf&*ﬁ%hfﬁ B (HE%E
NS#E) B Amazon MQ WIiRE, RIRMEHFR,

- RS AE - REBBERRSAREELNKS FHTIREMEEN IAM A€, IAM EE R AL IAM
ol BURMBERERSEE. AXESELR , B30 (AM AFERE) S8 IZ[ AWS RS ZIRKN
REAE,

- REEXAL - REEXABRSES AWS BEFXEN-—MRSAE. RS ITURARKKREIITRENA
B, RESMAXABGERELN AWS IKF &, FHZBSHE. IAM EE R JUEFETREERSHE
KABHNR,

« £ Amazon EC2 LiZ{THIR AT - B LUER IAM SBEEE EC2 Ll LiZ{TH A H AWS CLI 5
AWS AP| &R N AR FERIGRHEIL, XML THE EC2 2fhEiFRIZE. BN AWS B0 EA
EC2 RHIHFEEMZEFINFIENARFTR |, B SIE— MR SE I8 68 E X4, EHIEEX
Haesme | HE EC2 6l LiETHRFS 5353% SIREHEIE, BXEZELR , H25E (IAM BFigrm) &
B #E A IAM B3 Amazon EC2 24l EiETH N AR FE TR,

BETRREA AM ABTR IAM A, S5 IAM BRI G AH 02 AV A6 (TFEAS ) .
fE AR E TR

R OIE KB EMINE AWS SO AR , LUEH AWS B IEHE, KEEE AWS FHNR ; E5HOH
FRAXREKE , REEXLCMNONR. & (AP, RAFRABRE ) KHERS , AWS FiFfXLR
B REEFHNRA/ERAWERELER, KSHEME AWS 7 J JSON X4, HX JSON KX
MNERANENESZES  FSH IAM BFIEE 8 JSON FEEK.

EE R ALAEA AWS JSON REERIEERBRGRMALARNET. EHRE , WAEE TS LARIR HITHR
8, UREMH LKL THIT.

RABAT , ARMNARRENR. ERTFRASXAERRITRENNR , IAM EER A6 IAM K
B, AR5, EEARLEARRFM IAM K , HEAFATURAAR,

IAM policy & SUREMIBR , TTx FEER B AERITRE, HlW0 , RIZEE—N AW iam:GetRole #
ERVEERE, BEAZERREE A P AT LU AWS Management Console, AWS CLI & AWS API SRERA®EE.

ET 5 MR

ETHEANKBEETM NI EH (W IAM B, AFEARAR® ) # JSON NIRRIE A, XEFMEE A
FHAGTEMMRY4 T LR FRRTHLERE ETHUIMNUNEETEANEKRE B8 (AM BFE
) FH 812 IAM policy.
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Amazon MQ F& AR IR
Amazon MQ fil5 1AM fi[E T 4

ETHONRBEI AR —SFRNARKBHITEXRE. ARRKBEZRALNAS, AHAEH, £E

XRBE R A LM MEAWS P HFHNSMNEF, ANABHMITKRE, TEXARKESE AWS REXRKNE
FREARKE. ETHROMEREXNRBENARRE RARTERE S0 IAM AFER PEEE SRR
SWERR M < B #HITIER,

BT 5R A SRS

EFRIFH RS ZHINERIRA JSON KEE XXM, ETRIFEHN RN RETIE IAM ABEFEERHEN Simple
Storage Service ( Amazon S3 ) F# K., EXHETRARNRENERSS , REEERAUUERAEIX
BN SERROARE,. N FERFHMRENRR , REE LIEE AR UN ZRRIATHLEREARE
ARG THRIT. EUNEETRRHEBFIEEEZA, TETNEEKS. AP, At KEFHAFR
AWS R,

ETRRORBERMN T ZRSPHNEKER, EFREETRRNRBEHEARE IAM 8 AWS HERXK
.8

ARl %R (ACL)

RESISIR (ACL) BHIML T4 (KRR, AFPRAR® ) BRNBAAR. ACL SETHRARMEL
REEMNTHEMA JSON K&,

Simple Storage Service ( Amazon S3 ) . AWS WAF 1 Amazon VPC %35 ACL WIS ~fl. ETHE
% ACL WEZEE , F2 % Amazon Simple Storage Service FF X A R ¥87 S Ey 15 RILREIFIE (ACL) 44
K.

HERRRA
AWS SR, AR MU BT, Xt R A T LR B % B B F R AIRIR

s NRLR -NRBAR— N ERDEE , ATREETHHNREATLN IAM £ (IAM AFSAG ) &
FHEARR, BAREERENRLR. IELRNBERXGAETSHNEREENBRLANRE. &
Principal FEEAFRACHNETRRNEBIZIRLRRE, F—HEXKPHENELFESAR
., BXNRIANEZER , ES0 IAM AFIEETH IAM EER R R,

« BRFIEHIKME (SCP) - SCP & JSON KR , 18 T HA AL H {y (OU) £ AWS Organizations FEY & K
PR, AWS Organizations FRE AT LD AMEHEEEN UM ENZ NS AWS kP kP, NRAELHARN
BRTRAEE , WA XMEER LIS KA RS 126K (SCP), SCP BRHIR &M/, sk (2HESN
AWS KPR ) BPR. A3 Organizations Fl SCP MEZ{E S , 55 AWS Organizations f /718
B SCP W TEFRE,

« SERKE - 2ERBRYLUREFXNACRKSFHAFIRBN QFENENSBULENSREMK,
ZRLFENNRRAFPFRACGHET SN RBANQERBHIRE, NREALRBETRRNVER, T
—MRBPNEXNIELFBEEAT. BXEZEFELR , B2 IAM AFEERHSEERR,

S REERE

HSMNRBPWRBNAT —MER , ERONREMERNELREE, BT H AWS IIBERE S R SR
RHRENERATER , B2 IAM AFEEHHRRITEZE,

Amazon MQ A & |IAM th[E T 4E

EFEH IAM B3 Amazon MQ BIFRINPR 28T |, EBR1Z T FBELE IAM ZheE ™ A F Amazon MQ, BEAH
T f# Amazon MQ MEAMAWSIRES A5 IAM —E26H , 2/ (AM AFER) PS5 IAM —EFERN
AWSHRS

Amazon MQ R 1AM SRIGEGIZE, FEFAMMIBREE , EXNREBH#TEN ActiveMQ BHRIE. BXESZE
B, B5HA § ActiveMQ RE 5 LDAP £/ (p. 97)
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Amazon MQ F& AR IR
Amazon MQ fil5 1AM fi[E T 4

£33
+ Amazon MQ ET S 13K K (p. 162)
+ Amazon MQ E T &RH K (p. 164)
« EF Amazon MQ FREH R (p. 164)
+ Amazon MQ IAM A& (p. 165)

Amazon MQ EF B H K #E

BYEA IAM ET HHHKR , EUUEEATRELHRENTRUR AT RIELRENZAF. Amazon
MQ X ENERE, RFEMZMHR, ETHE JSON RBHERANMAERLER  F5H IAM BFER 8
IAM JSON B TESE,

B’

EERALAERA AWS JSON REERIEEE ARG LARE. w2 , WIRIEA AT LRIR
THRE , UREMAL &M THT.

JSON KHEH) Action TEER WA THERK P AFHIEL T FARE. RBBHEEESXEN AWS AP
BRERSR, B-EHIAMER , SIHNRBTE APHRENNRNIR #E, 2 -LREFTEERBFRITZA
B, XM INRERR N MEXEBRAE,

EXBFIESREURFHITHFRBEENNIR,

Amazon MQ FHREIREERETEERAUTEELSR : mq:. HlIn , EXFEAMEA Amazon MQ
CreateBroker APl #4217 Amazon MQ SEHIFIER , S8R4T mq: CreateBroker BIEMAEREE, %
BEIE QA AE Action 3 NotAction TE., Amazon MQ EX T —HBHEMIRE , WEHRETUERZ
BRERITHES.

EEEMEUTEESTURE , BERAESHENRT , TR :

"Action": [
"mq:actionl",
"mq:action2"

BT AERBESR (1) EESMRE. flW , RIETELLETF Describe FFAWATHRME , QU TERE

"Action": "mq:Describe*"

EEE Amazon MQ BENZIR , E25 (IAM AFERE) FH Amazon MQ E X HI Bk,

Resources ( %R )

EIRER WA AWS JSON REEREE WA NIFRMTLARE. BERY , BAZEATUX LR IFR
THRE , AREMAARAETIIT,

Resource JSON R TRIEEERAHNAREN —IRZ MWK, BAXMNEBE Resource 5
NotResource Jt¥., ERHESE , EEHAE Amazon Resource Name ( ARN ) EERR. NFXiFEE
BRERE (HRERENIR ) iR/ , BAMRITHIEE,

NTFAZFRBRRNRAORE (MFIHIRE ) |, BEABESN () BEREANATHRERR.

"Resource": "*"
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Amazon MQ F& AR IR
Amazon MQ fil5 1AM fi[E T 4

£ Amazon MQ #F , ZEAWSHEJRZ Amazon MQ EERERHEEE, B Amazon MQ RENEEHE S
2 RELHYHE— Amazon Resource Name ( ARN ) , B R &R Ro

il ARN S

brokers arn:${Partition}:mq:${Region}: aws:ResourceTag/
${Account}:broker:${broker-id} ${TagKey} (p. 164)

configurations = arn:${Partition}:mq:${Region}: aws:ResourceTag/

${Account}:configuration:${configuration-id} | ${TagKey} (p. 164)

FXx ARN BRXWEZEL | F25 5 Amazon Resource Name ( ARN ) 1 AWS RS & & Z2iH).

Blan | BEREEGHIEE i-1234567890abcdefd RIE |, iHEALT ARN ;

"Resource": "arn:aws:ec2:us-east-1:123456789012:broker/i-1234567890abcdef@"

EEERTREKSWAENRE , FEABES (%) :

"Resource": "arn:aws:ec2:us-east-1:123456789012:broker/*"

TEXN B ERRHITRELE Amazon MQ 1R1E , fl , AT OIZRFRNEME, EXERRT , B4FERBEE
5F ("o

"Resource": "*"

AP| #1E CreateTags INEFEERENEE. EELEMEAPEESINER , BEAESSE ARN,

"Resource": [
"resourcel",
"resource2"

EEF Amazon MQ BREEKRH ARN 3% , 5 (AM AFEREY £ 8 Amazon MQ & X &R
B 7RIS LUE A BEIRERESNRIEMN ARN | i35 Amazon MQ E X IR/,

ES e

EERALERA AWS JSON REERIEEERBRGAMALARAR. EHEY , WAREATUITLAERR
TRIE , AREMAKHETRIT,

£ Condition Jt#& ( = Condition 3R ) & , AILUEEB LM%M, Condition TERAEM, &
DOIBREARXGEERN (flm, ETHDT ) WEHERER , UERBHHRGEERFWEMETE.

MREHE-—MEDHPEES Condition THE , REL Condition TEFIEESME , U AWS £/
2B AND EHEIHE, MRENENRMHREESNME , W AWS £AZE OR BEKRITMHFRM. ERTIED
HYR PR 2 B AU R FT R Y S o

ERERMGN , B LIERSUTETE, S, LEEER IAM AP BHRE IAM AR, B ERNHT
FHRIERNNE, BEXESEL , H2H IAM AFERE T8 IAM KB TE  TENFRZ,

AWS THLRFRHBIBETRSHSZMGR, EEEFE AWS £R&HR , B35 IAM AFEmHH
AWS £ FH%& M4 E T,
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Amazon MQ F& AR IR
Amazon MQ fil5 1AM fi[E T 4

Amazon MQ A EMNFAEETFRESWEZMHE  EXHEARLELREEHE., EEF Amazon MQ FHEMN
J%k  ESEATER, 558 (AM AFERE)Y £8 Amazon MQ 48, BT #HE T SN B EN TR
fERAKHR |, F5 5 Amazon MQ E XK 1E,

ESE iR Type

aws:RequestTag/ | BRIFFEIERPEENIRETHIERHE, FREER
${TagKey}}

B 5 R IRRERAPRE TR R, FRFER

aws:ResourceTag/

${TagKey}

aws:TagKeys RIFEIE R P 5E IR S BIFIRIRE, FRFER
Rl

E&EEF Amazon MQ ET SRR RHI , 55 @Amazon MQ ET 54 KK A (p. 165).

Amazon MQ EF &R K

B Al , Amazon MQ FXFHERE T HRONRLE T RRAEBENIT IAM FBRIE,

HF Amazon MQ HrZ R

BRI LU R LM AN E] Amazon MQ BIR , REEFRPFHRLERZIEL Amazon MQ, BETHEESIHE
BEEMFEM mq:ResourceTag/key-name, aws:RequestTag/key-name 2 aws:TagKeys &H4RER
BHEGTEPRUFEEER,

Amazon MQ XEETHREN R, Hll , BELELEN I EEER environment F{E production #Y
#rEH Amazon MQ &BIRI G :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBroker",
"mq:RebootBroker",
"mq:DeleteTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "production"
}

3

R MEIIEL ( Deny ) HIBRREES B EFRE environment/production B9 Amazon MQ REBMEES,
BEXMIEHNEZEE , E5H -

« A RBRMRE (p. 32)
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Amazon MQ FF XA RIERE
ET 5 R0 R RG]

- A IAM FRE A

Amazon MQ IAM & &
IAM £ 2 AWS I /= i B4 AR TR A STk,
i Bt U B F Amazon MQ

FEAEA IR EIE#THRE S HER , 8F IAM ACRBEBEKFAG. BAILUELEM AWS STS API
#®4E ( 70 AssumeRole T GetFederationToken ) XS I8 = £ &,

Amazon MQ X #&# H It EiE,
REAE
WIHBEATRZSREEEEIRSAC, MABATFRSFTRECRSHFHERURRKRETRIRE, BRSEE

LTRELEHN IAMKFF , FEZKSE. XEWRE , IAM EBERATUERZAGHNER, BR , XHEMT
BES R ITARSS Y Zh &8

Amazon MQ X REAE,

Amazon MQ & T 5 78 K BE R 51

REREBELT , AFPMA®REESEB KR Amazon MQ BRANRE, SIELEER AWS
Management Console, AWS CLI 2, AWS API #1715, 1AM B G S4HLIE IAM policy , AER B
AERFIIRUNENEERFRITISEN API B, AR5 , BB AMJUFIX L REEH B EEX LR
# 1AM A4,

BT HEMMAERAXLRS JSON REEXHEIE IAM ET SHHKE |, B30 (AM AFER) 9§ &
JSON T~ E IR,

-]
. REEHESRE (p. 165)
« /A Amazon MQ 24| & (p. 166)
- RATAFREEMAIE SR (p. 166)

REg R ERE

ETHONRBBHEREN ARSI, HRISMEREKS K Amazon MQ iR, XERETESE
AWS IKF FERA, tIRRNREBET SRR , HBEUL T AENMZ

« AWS HERBEEORENRFIA - BEFBEAASMTEARR TR , BHEA AWS EERERA
UZERNERZIR TR, BAE AWS I/ PHRIXLERK, RIVBZWBLE SETENERZ
=N AWS EFEBHERBRE—DHINR. BXEZEEL , B0 (AM AFER) F6 AWS £E
KRG THEERAERY AWS FEE R

« MARKIEKNER - £ IAM policy iR BN RAT , FNEFRITESFAEHANR. At , BULENERE
ZHETAUREETRIITHIRE , BN BENBFT. BXEH IAM RANENEZESR , H2H7
CIAM AF#EEE) H 8 IAM AR R BE RIAER

« f£A IAM policy #9543t — PR 15 B AN PR — 480 R] A [6] SR BE 78 I0 5% 4 SR BR XY R 4B N SR A9 U5 7]
Bl | BAILURE R FARIEESLALA SSL RIEPMAER. MRBEIRE AWS RS ( Flm AWS
CloudFormation ) fEABRSFIRIE , XA MERARURR TFHBRSRENTHRENR. BXESEFEE , 5
5 IAM BFPEE) FHY IAM JSON RT3 « &
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Amazon MQ FF XA RIERE
ET 5 R0 R RG]

+ £ 1AM Access Analyzer BRiE&ERY 1AM policy , AR RH 22 MR IIEEM — IAM Access Analyzer
LWITHRBEAIMA R , SUBRKXIESTS IAM policyiE S (JSON) # 1AM FR{EXE, IAM Access
Analyzer 12t 100 ZIMEMREMAIRENEY , UHBEHELTL BTN BEN RN, BXESZER,
B (IAM BFERE) T8 IAM Acess Analyzer FBEIIE,

+ Require multi-factor authentication ( MFA ) [EEZEFHRIE ( MFA ) ] - MREBFIALHFH R ERER
AWS Ik 8 IAM AFRRBRAF , EEHA MFA REE R4, EEERA API BRENEE MFA | &
& MFA RHERMEIBHERET, BXESEEL , 20 (AM AFER) FWEES MFA R H AP 1
18]

X IAM R BERBNESEL | #25 (AM FASERE) B8 IAM Hi5e B K,
£ Amazon MQ 41 &

E15A Amazon MQ #2#lE8 |, BAMER —ARKEHNR. XENRLAAFES HNEEBXEAWSIKS
FH Amazon MQ RN HARFES . NRECIZNET HHNRBLATNRENRETHE  WEENESR
ZERMHKE (IAM AFHAR ) ERSETESA,

EWRXETEPAIEA Amazon MQ #2HE |, AT ESSAEM I TAWSREX KK, BXESER , 2%
5 CIAM FIF1ER) a9 AP AR IARER

AmazonMQReadOnlyAccess

NTFRAFZREA AWS CLI 5 AWS API A , TENHBEAKEZRFENR. HR , AIRWHREESR
MITH AP IRAEE R BV RAE

RTFAPEREMMNBECHNR

ZRPIGE T SRR KRS |, LAY IAM AP EEHMBEAS S RNRBRMEERE. LRBREEE
2l e LRI RERE U REL XN EM AWS CLI X AWS API FRE IR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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Amazon MQ FF XA RIERE
API B3 3630F F R4

"Resource": "*"

}

Amazon MQ K API 5 1556 F F1 324X

Amazon MQ X API &3 IIEEAREAWSTERE R, BXELZER , 5 H AWS HZE AWS — 5
# API #E3R,

Note

B#l , Amazon MQ FXEFERAETRENNRHLE T HRNEEIAT IAM FHRIE.
ERNAWS AFEARE, BEMAF , XAHEEEH IAM KR,
£
o EAIE Amazon MQ REEFTER IAM BUR (p. 167)

« Amazon MQ REST API X [EZ £ (p. 168)
« Amazon MQ API 2 1ER IR BAXER (p. 169)

HE 6|72 Amazon MQ REFFER IAM IR

EQERE | BHLFER AmazonMQFullAccess IAM KK E IAM KBRS ST EC2 R,
LTEENFEBEERNMNEG (Hb—PMREBER ) , T8 FHTFIEE Amazon MQ B2 ActiveMQ KB
FrEMERANER,

Important

« ZAY Amazon MQ RERBELHIKF P A MM EED
(ENI) , ec2:CreateNetworkInterface BIERXFEMN.

+ ec2:CreateNetworkInterfacePermission 4 Amazon MQ ¥ ENI Kt inZl
ActiveMQ R,

+ ec2:AuthorizedService 4B R ENI R RAERE F44 Amazon MQ BRETKF .

"Version": "2012-10-17",
"Statement": [{
"Action": [

"mq:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelInternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs"

]I
"Effect": "Allow",
"Resource": "*"
3 {
"Action": [

167



https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html

Amazon MQ FF XA RIERE
API B3 3630F F R4

"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"

]I
"Effect": "Allow",
"Resource": "*",

"Condition": {
"StringEquals": {
"ec2:AuthorizedService": '"mq.amazonaws.com"
}

}
3]

BEXEZER  BSRASE 2 CIERAF HERIUEN AWS &Il (p. 3)FMKIEFEE MR Amazon MQ 3
HEMEED (p. 110)0

Amazon MQ REST API ffR&#&

T&RFHET Amazon MQ REST APl AR R IAM R,

Amazon MQ REST API| FlAEX R

Amazon MQ REST API PR &R

CreateBroker mq:CreateBroker
CreateConfiguration mq:CreateConfiguration
CreateTags mq:CreateTags

CreateUser mq:CreateUser

DeleteBroker mq:DeleteBroker

DeleteUser mq:DeleteUser

DescribeBroker mq:DescribeBroker
DescribeConfiguration mq:DescribeConfiguration
DescribeConfigurationRevision mqg:DescribeConfigurationRevision
DescribeUser mq:DescribeUser

ListBrokers mq:ListBrokers
ListConfigurationRevisions mq:ListConfigurationRevisions
ListConfigurations mq:ListConfigurations
ListTags mq:ListTags

ListUsers mq:ListUsers

RebootBroker mq:RebootBroker

UpdateBroker mq:UpdateBroker
UpdateConfiguration mq :UpdateConfiguration
UpdateUser mq:UpdateUser
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfacePermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonec2.html#amazonec2-ec2_AuthorizedService
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser

Amazon MQ FF XA RIERE
AWSHEE R

Amazon MQ API 2 4EH &R R PR

RIBFRFNRIEH BB I E S VF A P ML FRHATIRIENRE . Amazon MQ B9 X RFIRFNR,
X FHLE Amazon MQ #4E | BRI LURHEIAE AT AP RITERE (ETXIBRNSEMS ) AIRATAFER
B E R IR

TRABHIIFRRRNRE Amazon MQ APIHRE | URESMREEIFNRIR, BIR ARN ME4E,

Important

WMRE— Amazon MQ APl BERERERFIE , URRETFTZHRERNE. MR Amazon MQ
APl BETHZHRBRRNIR , METALA AP RFERIZRENNIR , B2 4 N KEEAM0ER
TEREE * BEA.

API &1E BRFRE (*ABF)
CreateConfiguration mE*

CreateTags RE, BE
CreateUser K3
DeleteBroker K3

DeleteUser K-
DescribeBroker Kz
DescribeConfiguration BRE*

DescribeConfigurationRevision | Ei&*

DescribeUser K
ListConfigurationRevisions RE*
ListConfigurationRevisions RE*
ListTags KRE, BE
ListUsers K-
RebootBroker K-
UpdateBroker K-
UpdateConfiguration BE*
UpdateUser KE*

Amazon MQ HIAWSHIEE K IE

E@AF, ANAERNNR , EECHRERKMAL , £ AWS TERREM L., IZMUVEANRKAE
MR IAM ZEFEERHEEENEMT LR, BREAT , BUUERARIL AWS EEXKE, XLEE
BOEEENERREG , ATEEHN AWS IKF hEM. Bx AWS REXRBNESFEE , BHSH IAM AFiE
FEHPHAWS EEX KK,

AWS BRSS T4 MER AWS HE XK, BLEER AWS REXRBHHNIR. RSMBRLE AWS
REXKBFNFMURAZIEH IR, WAEHFFRMMRBNFESHD (AP, 4N86 )., 4B
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon MQ FF XA RIERE
FARSHEXAR

S HRERFRE T AR |, REZETRLEH AWS REXKK. RFT2M AWS & XK I BRI
R, Rt REEHTLWAENIENR,

LA, AWS BB SRS TEIREMNIEE XKL, /20 , ViewOnlyAccess AWS FEE I KEEIR i
M AWS RS BRSFERAO LIRHFRNR. HRSBHFINEER , AWSES I FRMEF 8 R 0 RiER
FRo BXITERERBNFIRMER , BESH IAM AP ERT TERAEN AWS HEEFK,

AWSHEE R KB : AmazonMQServiceRolePolicy

BT 8ESF AmazonMQServiceRolePolicy KiANZIRAY IAM SE4E, F itk MM I0E] 724 Amazon MQ 1%
REPITRENRSHEXAR, BRUEMBRERE AT Amazon MQ ITHRENEZFER |, i3 MHthe
section called “Amazon MQ BV BRSS < B EPR” (p. 170)0

AWSHEE X KK Amazon MQ E 3

EEHBX Amazon MQ ( EMNEFBREREFEHRENRR ) WAWSHERN TR EFNIFAGE. BXUETHEHE
W BB , BEITE Amazon MQ X#47 $£123% (p. 215)TWE L RSS IR,

BEX iR B HA
Amazon MQ EF R R ERE X Amazon MQ FFEAIREREHAWSHE 2021 &5 A5 H
ERRBENENR,

¥ Amazon MQ EARFZHEXAE

Amazon MQ fEH AWS Identity and Access Management ( IAM ) [REHEX AR, RSHEXABE—fIhiS
REH IAM AR , ©5 Amazon MQ E#EHX. BRFHEXARREH Amazon MQ TEXH , HEERFKE
& A EMAWS RS PR BRI FR B R

RSEXABAILEERBIRE Amazon MQ , BREFLFHHFMBENRR. Amazon MQ E L EAR
SHXABHNR , RIESAEN , BURE Amazon MQ IR AZAR. ENHNRSESEREEAN
RN, IR TREMMEEMET IAM SSER R KR

REEEERBRBXRRE , TREMBRBSHEXAE. XFRFEN Amazon MQ BIR , BAETL2EEF
b Bk X 2% R B9 15 ) A R o

BXXBFRSEXABGHNEMBRINES , BSHA5 IAM BEESEAN AWS RS , HERSHEXBESITE
KETRA Yes (B ) RS, &R Yes (B) M , EFZRSHBRSHX BB,

Amazon MQ B RSEHx B EXR

Amazon MQ A& A AWSServiceRoleForAmazonMQ B BRSS #8% £& & — Amazon MQ R LRSS HEx A
BRREBAAWSES.

AWSServiceRoleForAmazonMQ FRSHEXBBEEUTRSUNEBFZAR !

* MmQg.amazonaws.com

Amazon MQ & Kt inE| AWSServiceRoleForAmazonMQ BRSS#5< & & #Y A PR 51K
AmazonMQServiceRolePolicy RERXIEER R TIERMAE :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/aws-service-role/AmazonMQServiceRolePolicy

Amazon MQ FF XA RIERE
FARSHEXAR

o B4E 3 vpc BIFHITH ec2:CreateVpcEndpoint,

« B4 : 3 subnet BRMNITH ec2:CreateVpcEndpoint.

« B . 3 security-group BERHNITH ec2:CreateVpcEndpoint,
o #4E : X vpc-endpoint BIRINITHY ec2:CreateVpcEndpoint,
o BE X vpc BIEHITH ec2:DescribeVpcEndpoints,

« B4 : 3 subnet ERINITH ec2:DescribeVpcEndpoints,

« B4E : X vpc-endpoint BIRNITH ec2:CreateTags,

« B4E . 3 log-group BFHITH logs:PutLogEvents,

« B4E : X log-group BFEMNITH logs:DescribelLogStreams,
« B4E : X log-group BIFEMNITH logs:DescribelLogGroups,

o 121E : X log-group BFEMITH CreateLogStreams

« ¥4E . 3 log-group RIFEHITH CreateLogGroup,

LR8I Amazon MQ for RabbitMQ SE R , AmazonMQServiceRolePolicy X BRZEEE L iF Amazon MQ
REEBHITUTES,

o FRERMEHN Amazon VPC, FRHAZE£H N REAE Amazon VPC KT 2, BALAMERRIRECE
K& TT BN RabbitMQ BB A, BE API REUREARNEEINRE,

- BIEARA , FEAEBELXAE Amazon CloudWatch Logs.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
]I
"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]
}I
{

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
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]I

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

]I

"Condition": {
"StringEquals": {

"aws:RequestTag/AMQManaged": "true"

}

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "true"
}

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelLogStreams",
"logs:DescribelogGroups",
"logs:CreateLogStream",
"logs:CreateLogGroup"

]I

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmq/*"

]

}

MAEERR , £F IAM R4 (AR, AHAG ) 62, REIMBRRSEXAE, BXESZER 5
5 CIAM FFERE) R RS HEXABNEIR,

A Amazon MQ SIZ RS HEKAE

TEFHUERFHEXAR, HEEXUEREN , Amazon MQ FRIZRSHEXAEUBAAWSES. &
ENAARERESHNEARENAR , FETREIBHAG,

Important

MREHEEMEA LA TIFODRNRS PEREMRE | WIRSHAX A G AL NE L K
H. RTHESZES , BSARM IAM IKF  HIIH A6,

MEBBRERSHEXAE , RAEFEBRUE , IUEAREREERKFFERBLAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

Amazon MQ FF XA RIERE
FARSHEXAR

BT LER IAM 25155 Amazon MQ ERRFICIZRSHEXAE, £ AWS CLI L AWS API # |, R
mq.amazonaws.com RRESEMBIRRSHEXACR, BXESEE , 20 (AM AFER) THLIERS
HXAS, MRERRTHERSHAXAE  WTAERLEREEBRUIEAE,

A Amazon MQ ‘RERFZHEXAE

Amazon MQ F i #8458 AWSServiceRoleForAmazonMQ FRE XA, BEUUER IAM HEAEH
B, BXEZEL , E2H IAM AFEETNEERSHEXAR®,

M ERSERAF Amazon MQ EREZHExAE

MRATBRECARNTERSEXACHUEIRS , RNBVWENRIZAC, IHERIBERRES Y
BRREFHAREARE, BR , EXFEBFRBRSEXAGHER , RAEFRFIMKRE,

Note

MRAELAEMBRE IR , Amazon MQ RS EEEAZAE , NRRBAETERSAK. MRXE
X#ER , BEFLOHEER,

Bk AWSServiceRoleForAmazonMQ £/ # Amazon MQ &R
£ FAAWS Management Console, Amazon MQ CLI 2 Amazon MQ API | BR#&#9 Amazon MQ K,
BEXRMBRRENEZEL , BSH222 (p. 29).

£/ 1AM FHIBRIRSHEX AR

£ 1AM #2414, AWS CLI 5 AWS API fll & AWSServiceRoleForAmazonMQ BREHxE®, BXxELE
B, iESW IAM AFEEPRBRERESExA G,

Amazon MQ BRFHEXAEBIZIFHXE

Amazon MQ XEEZRSATANFERBFFEARSHEXAR, BEXESZEER , B5H AWS XiF LK%

X XERiA Amazon MQ X
EEREP (FHHFELILER ) us-east-1 =
XERZ (BZE) us-east-2 =
EETEZ ( MAERBLILED ) us-west-1 z
XETED (BRBX ) us-west-2 =
Asia Pacific (Mumbai) ap-south-1 =
T A X (KPR ) ap-northeast-3 =
TABX (R ) ap-northeast-2 =
A X (HTn% ) ap-southeast-1 =
WAH#X (EE ) ap-southeast-2 p=3
WA#KX (KRR ) ap-northeast-1 =
Canada (Central) ca-central-1 p=3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon MQ FF XA RIERE

B BBk
X5 & ¥ XiEpRiA Amazon MQ X #
MM (EZ=E) eu-central-1 =
Bl ( BRZ) eu-west-1 =
ROl (23) eu-west-2 =
Bl ( B3) eu-west-3 =
South America (Sao Paulo) sa-east-1 =
AWS GovCloud (US) us-gov-west-1 &

Amazon MQ B4 15 [A) R @&

AUERNATER , UEBELMMNIEEHEMER Amazon MQ H IAM B AT 8B R FE LR &,

E3 1]
« REE Amazon MQ FHITERE (p. 174)
« REBIIT iam:PassRole (p. 174)
- BFEEATEWAWSIKS A AL RIFEKB Amazon MQ IR (p. 175)

KR IE Amazon MQ FITIERE

R AWS Management Console &iF#& , BERHPITEMRE , MMXTRRENEER T KRB, EER
EHEEHERETENA,

% mateojackson AFZHFERABEFAEEEX widget MIFMAESETEE nq: GetWidget IRAT,
SRETRAIER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetWidget on resource: my-example-widget

EXMIERT , Mateo BRMEHNEEAEMHERKR , LATFMEM mq: GetWidget BAETIR my -
example-widget &R

T 1T iam:PassRole

MRBUE —MEIR , RIABTEDIAIT iam: PassRole #E , MAMEFHKBE U FBEARELIES
Amazon MQ,

BLEAWS RS AFERIAFTACERBIIZRS  MTIRUBFTRSACIRSAXAE. it , BLHE
BRAGBAESRSHNR,

HE N marymajor K IAM AP = EAESIAE Amazon MQ FHITERIER , 2 REUT REIEHEIR, B
=, RELAEARS BEMRFHNRT TIMTIIRE. Mary FEBEFABEESIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMBERT , BHEH Mary FIREELL AT iam: PassRole #4E,
MREFERE , ERREN AWS BEHA, EEARMEREMEREENA,
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Amazon MQ FF XA RIERE
EHERAE

BELEATFERHAWSIK P LAAB A TFRIFE B Amazon MQ IR

ZANGE-NAG , LERCKFTNAFREALNNAR TUERZAGKGRENER. SRINE
ERERER  TUEEAR, W TXHETHRRNRBEIILEEHIIR (ACL) RS , BRINERIXLR
& B A 5 382553 BB R RV 5 814

ETRESZER , BSHUTAR

« ETH Amazon MQ REXIFIXLEIEE , EZMAmazon MQ T 5 IAM #HE T4E (p. 161)

o BT HRIMAREREN AWS KF PR EREMRFENER , 28 IAM AFREERNAERENSE —1
AWS JIk 7 e Ey IAM B P 3R A R AR

s BTHIMAAE=HFAWS IKFEEEZHERHENE , 28 IAM AFEREPFN AN E =S EENAWS
K P 3R I R AR .

s ETHOABLKES EORITREHRNR , F30 AM BFERTNAZINTERRIENEFS (KRS
BHWIE ) R RRER

s ETHREAACHNETRRANREHTERFHEZANES , 50 IAM BFRERFTH IAM AR5E
FRENEBEATRE,

Amazon MQ B & %k

ERNSTAWSEMMIT RN -85 , F=AFit 2 F ¥ Amazon MQ L MMEMME, HbhaFE
SOC. PCI, HIPAA %,

ETHRENAWS RS REERESAMLIUTMEER , HS5H SN XEE N AWS RS , RAEEEFE
RXBHEAMITR, BXEAEEL , BSHAWSEHE TR,

WA LAER AWS Artifact TERE=FFitikE. BEXEZEER , ESHE AWS Artifact P FEHIRE. -
BER AWS RS AR REIRTEHEBENHRBE, RATNENHEERURERNEEEN. AWS
BELTRFEREEFESNE :

s REMEEHMPEANTER - XEHBEMITLTEMEIZSEI , HEMRTHE AWS LEHBLULZSEM
EHMNESNEERENS R,

+ Amazon Web Services £ HIPAA Z&HFEN ML ZIT- ZAEPBNET LRWMAER AWS BIESF
& HIPAA FRAEM R ARERF .

Note

HIEFRE AWS RS EFE HIPAA ER, BXEZER , BEZHEFE HPAA ERNESSE,
« AWSEMMRR - Al SFMAEEESTEEERTENTLNVLE.
« AWS Config FF &% A B 167 B £ A FNIEE B IR - b AWS Config RS T &R K & IRE B X N ESEER .
TAEEREANERERL.
« AWS Security Hub - Itk AWS BRS M&ERME AWS AR LRSHLERE, Security Hub B T2 24
EEN AWS REAREHEBFELT 2T UIENRESRR. BXITIHBRSRE4NIIR , BESH
Security Hub #2445 #,

« AWS Audit Manager — lt AWS BRS5 AT#E By B2 W 1T I8 AWS AR | UL EERR UK SHX
EANTUIRENEAEN SR,

Amazon MQ k& 8E

AWS2IREM R EESAWSXKFHM T ARXEE, AWSKIFRMUSANEYE LMY BERENTAK |, XLmq
AXBEIERE,. FHESATRUESHNEERE L. FATAK , BRI NBEEETAXZET
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
http://aws.amazon.com/compliance/services-in-scope/
http://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
http://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
http://aws.amazon.com/compliance/hipaa-eligible-services-reference/
http://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

Amazon MQ FF XA RIERE
Hihg et

T BESSAREERBNNARFNREE, SEENENISIMBEFOERRERL  TAKERE
BRTAE, REENTT BY.

BXAWS KEMATARNESER , BSH AWS £IRER T,

Amazon MQ FRVEM R LT =M

R —IREXRS , Amazon MQ R D #EH R - R RER N ARBPARHAWSERME L 2 RE
RHERT

B LMEAAWS X AP B M &R Amazon MQ. BFIRMAZEEARERSM (TLS) 1.0
EERE, BUEA TLS 1.2 AEGRE, BEFHREXAXIEETTLEAIRE (PFS) WHRBEH |, fim
Ephemeral Diffie-Hellman (DHE) =} Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), KZEHIA RS
(#0 Java 7 RESMA ) BRiFXLEEN,

beoN , RAERHRIZS ID M5 IAM EREAXBRNBZBFEOBARNBERETZEE. RE , BALUER
AWS Security Token Service (AWS STS) £ K If it Z £ F LRI BERH#TESR,

Amazon MQ IV &Z £ &{EXE

LTigit#EX T UIES Amazon MQ RIBRY R4 M,
3]

o HERTLNTFIHRIPKE (p. 176)

o BRAHE TS (p. 176)

o FH VPC Z2HME I RUERHIL (p. 176)

BX Amazon MQ IfIMEEBFENESFEEARZFHHUIIR , FSRBERY (p. 150).
BT AR B RAAE
NFeIZN., FALFHRNRE , TEMNEH VPC ARMILE, XARKRESHREESRALH

Internet #99 f RXIEL RS (DDoS) IR, BRESER , BSRARER T ET AT 5 E K RE
Web #2615 (p. 27)M Z2BF i IAES R R EERABBINI DDoS WEHAWS.

IR LE B B IR A AR &Y

BT ActiveMQ BINER TR A EERNME , FAKXE 5 HRIEN AP A ERE ERITEMRE,
I, RIFIRA REHNER. BEXEZEE , 5 MauthorizationEntry (p. 69),

Important

MBEBIEENBRNME R EETE activemg-webconsole A | BFEMEA ActiveMQ Web 134l
A, ARiZARIKREBEFENE Amazon MQ RIB KA HESIZRKRBIZREBHEE,

A VPC 22 HMHE IE N BEW TP

NTREZEM BB EBHEE Amazon VPC T2 AXRBHI T L BN MM ONESE, S, BEER
¥FiA 1R OpenWire fl Web #2&] & #9 B BRI K S BB WA E |, EATLUR A TR 61617 F 8162, X4
BEEEETERNDICRRFIEHRE , B 2T OpenWire M Web 12| & IE®IE1T.

R AVRIEREERB UKD
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http://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
http://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/

Amazon MQ FF XA RIERE
PH IE R A AL

AMQP: 5671

+ MQTT: 8883

* OpenWire: 61617
STOMP: 61614

» WebSocket: 61619

BXEZER B2

» Configure Additional Broker Settings (p. 83)
- BH VPC WRE4A

« B VPC ERIAZ£4A

- ERZSE
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#WorkingWithSecurityGroups

Amazon MQ FF & A R IEFE
151 CloudWatch $8#x

Al

£ ¥ 12 % Amazon MQ X

L

BERRIGAWSHERF RN A M, TAMNMENEESE., SNZMAWSHEIRT RN &N I EEE
B, UMELTUERMH AR SHE (WREE ) . AWSEMZ T BERILEEN Amazon MQ BIRH
NEBESHMEBA
E3 ]

+ 15A Amazon MQ B CloudWatch ¥5#% (p. 178)

+ f£EH Amazon CloudWatch ¥ 12 Amazon MQ X2 (p. 181)

« £/ AWS CloudTrail i25% Amazon MQ API B (p. 188)

+ BE Amazon MQ LU B & % 4 E| Amazon CloudWatch Logs (p. 191)

Amazon MQ BJ CloudWatch ¥g#x

Amazon MQ 1 Amazon CloudWatch £ —#2 , BRI BAER CloudWatch & M2 47 ActiveMQ 1%
BNRENBIR (BAFIFMER ) HIEFR. B LM CloudWatch ###|&, AWS CLI & CloudWatch CLI &&
44 Amazon MQ $E¥r. B2 8 BIMNRIEHFIE—X Amazon MQ B CloudWatch $8¥5 , RSN E#E*
2| CloudWatch,

X Amazon MQ $EFFHIEE SR , S Monitoring Amazon MQ using CloudWatch (p. 181).

BRNIEIRRIE CloudWatch BIRME S |, 15510 (Amazon CloudWatch AF#ERE) TR RIESR RiE
CloudWatch 23R,

Note

J&3E CloudWatch & Amazon MQ 1E#R T BEA A, XLEREN Amazon MQ FRFH —& 2
R,
3¢ F ActiveMQ X3 |, CloudWatch R #81 1000 4 B #x.
¥ F RabbitMQ X3 , CloudWatch RY¥#2#T 500 ME R , HEAEBEHF,
&
* AWS Management Console (p. 178)
» AWS Command Line Interface (p. 180)

* Amazon CloudWatch API (p. 181)

AWS Management Console

LUR RIS R a4l 68 FHAWS Management Consoleif @] Amazon MQ K9 CloudWatch #5#x.
Note

MRBEEFZE Amazon MQ #2#1& |, EERE Details (IFAELE) WHE L , fXIEF Actions (18
fE). View CloudWatch metrics (&% CloudWatch 1&4%).
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html

Amazon MQ FFE AR IER
AWS Management Console

Actions ¥ ‘ Edit

View CloudWatch metrics

Roll back to the last configuration
Reboot broker

Delete broker

1. %3F3 CloudWatch 244,
2. HESMHERL , %8 Metrics,
3. i%&# AmazonMQ BRI EH,

All metrics Graphed metrics Graph options

Q
619 Metrics

v  AWS Namespaces

AmazonMQ

28 Metrics

4. ERUUTEREEZ—

- REER
< REHBAIIIESR
o REMNEBIER

E L RBIF |, E$F T Broker Metrics (X #845).
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https://console.aws.amazon.com/cloudwatch/

Amazon MQ F& AR IR
AWS Command Line Interface

All metrics Graphed metrics Graph options

Al > AmazonMQ Q

28 Metrics

Broker Metrics

10 Metrics

5. HEAKZE Amazon MQ E#F :
o EXERBITHRF |, BERIRE,

- BERERLEEBR  BRPZERSLNEIEE,
o ERIBMHITIRIE | BEFEREH , AFIERE Add to search,

All metrics Graphed metrics Graph options

All > AmazonMQ > Broker Q

Broker (10) Metric Name
MyBroker CpuUtilization
MyBroker

MyBroker Search for this only
MyBroker Add to graph

Graph this metric only

GGraph all search resulis

AWS Command Line Interface

EfEA AWS CLI iA[8 Amazon MQ #5#5 , i get-metric-statistics @®.
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html

Amazon MQ F& AR IR
Amazon CloudWatch API

£

BXEZEER , H35H (Amazon CloudWatch FAF18FE) FHREUERHSITEE.

Amazon CloudWatch API

E{FH CloudWatch API 5[] Amazon MQ 3645 , Ef# A GetMetricStatistics #4E,
BEXEZEER | 55 (Amazon CloudWatch AFIER) FHRBUSHENSITEE.,

Amazon CloudWatch %32 Amazon MQ LI

Amazon MQ 1 Amazon CloudWatch S E—& , Rt&E A A CloudWatch & #4547 ActiveMQ X
BNRENBIR (BAFIFMER ) HIEFR. BT LM CloudWatch ###|&, AWS CLI & CloudWatch CLI &&
F2# Amazon MQ 1E¥r. B0 BsINREHEH —IX Amazon MQ B9 CloudWatch 1845 , RERFEH#EX
2| CloudWatch,

BXEER , B2 ihE Amazon MQ B CloudWatch 3§#% (p. 178).

Note
UTSTBENFEERSEN :

* Average
* Minimum
* Maximum
* Sum

AWS/AmazonMQ @& Z= R EIE L T 4R,

£
+ 1BRFMEE Amazon MQ for ActiveMQ K E (p. 181)
+ 1BRFMEE Amazon MQ for RabbitMQ X (p. 185)

18R M Amazon MQ for ActiveMQ X3
Amazon MQ for ActiveMQ 18#r

iR Unit iR
AmgpMaximumConnections T BRI LA AMQP EEEIREN

BAEBEFIRHE. BREERH
HEZEE , 25K Quotas in
Amazon MQ (p. 196).

BurstBalance Bok Amazon EBS % LRI & #yZ=REFH
27EDLE  BTRESHER
REHHEHRE, IRLRTUE
F|Z= | Amazon EBS B2
IOPS R4 , BEIREGREEH
8%, AX Amazon EBS #3818
REMAFEANESER , HS
B : 1/0 Ao FZRIMERE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#IOcredit

Amazon MQ F& AR IR
gAY Amazon MQ for ActiveMQ X3

1845 Unit

CpuCreditBalance

CpuUtilization Aot

CurrentConnectionsCount T

EstablishedConnectionsCountit#k

HeapUsage Aot

4% (vCPU 2% )

InactiveDurableTopicSubscrily&sCount

JobSchedulerStorePercentUsagértt

JournalFilesForFastRecoveryit#

JournalFilesForFullRecoveryit#

MgttMaximumConnections T

NetworkConnectorConnectionGd#ht

NetworkIn 4
NetworkOut FH
OpenTransactionCount T

Important

ZERCGERT
mq.t2.micro fRE L4
Eil

CPU R ZEHRNE 5 5
HRM—IR,

XBIB B3 /EERRIREH CPU
ROoW (BEBEHIRIE) . R
DR HREIG AT A8
HEE CPU FIARHREBED

HRERDE  RORERD R
MPRR ; ERBRRDE , BN
Mo REPHR. RORAE L
BR. AEZRHE , HIRBHR

REYFEEEANE S
Amazon EC2 It E&# (VB 2
teo

MAERE L HSESEENE,
BHERE LBINEMIEED
EEEM,

RIBYFIEA ActiveMQ JVM
AERFINE D .
EFHBAETBITHENHE |
&% T3& 2000,

YRl V8 EE A Fr 17 FIT (6 R O i
RN B D .

TAXAEFERN B S
o

FFAXAEFERN BEXXHF
o

FAILAEA MQTT EZIREN
BRAEFHBE. AXERER#R
MESEE , 1§25 Quotas in
Amazon MQ (p. 196).

5/ NetworkConnector ZE#ZI%
B (p. 44)FHREHT R

RENEARE
RENE HRE.
EEH#THESEH.

o
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Amazon MQ F& AR IR
gAY Amazon MQ for ActiveMQ X3

EFR Unit iR
OpenwireMaximumConnections itk B LAE R OpenWire HEH#EEIR

ENRAEFREE, AXREE
BFMHNESEL , H20 Quotas
in Amazon MQ (p. 196).

StompMaximumConnections T+ IRALAE R STOMP ERET| (LR
HERAEFHHE, BXIEER
FHEZEER , 5 H Quotas in
Amazon MQ (p. 196),

StorePercentUsage Bkt FHRRHEEANE S L, R
BEEE 100 , REBFELHE S

TempPercentUsage Bott FFAMEEERAN AT
B2 L.

TotalConsumerCount It THASHREERNEEFERE
BE,

TotalMessageCount It EHERELANEERE,

TotalProducerCount It FEHERE LW B R L T5ES
RESHHERIEBHE,

VolumeReadOps T 1£ Amazon EBS #& £ #1THiEER
BAEH.

VolumeWriteOps It £ Amazon EBS & L #{THEA
BAEH,

WsMaximumConnections It & AT LAfE A WebSocket E#EZRK

BRNRAEFHBE. AXEE
BHNEZELS |, H2H Quotas
in Amazon MQ (p. 196).

ActiveMQ RIZIEF RV 4 E

$HE R
Broker RENEH
Note

BEXHIRBEERR 1. S AENES/
ERAREBEERER 1 M2 TATHRIR
o

ActiveMQ B #r ( BABIFIER ) 8475
Important
AT 845848 CloudWatch 3 AN & 5 # 1T 5.

* EnqueueCount
* ExpiredCount
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Amazon MQ F& AR IR
gAY Amazon MQ for ActiveMQ X3

* DequeueCount
* DispatchCount
+ InFlightCount

Flan , RS 4 H CloudWatch 18 , EnqueueCount EEMIEKE , S04 HN—1
B, Minimum H Maximum SitHEREEEHEANZENRSE 0 HE

R Unit iR
ConsumerCount T THABFNERAERE.
EnqueueCount It B4 RETBRNERRE,
EnqueueTime BtE (Z#) MEBRRREBIERAFERE
H9 3% B EEIR
Note

EnqueueTime FEE
MEF= & R HEEEH
BERREZ BKIFE
WIER , B R EEM
REWEEERRER
IWHEZRIMNER,
& , EnqueueTime M
REBUEE BRI Ih &%

LERENEDE.
ExpiredCount I BoMEYHMELRENER
BE,
DispatchCount It BroAARFERENEER
£,
DequeueCount It B4 ERERIANERRE,
InFlightCount It RIFGFEAER M KRBIANEE
BE,
ReceiveCount It EMRNIMEEESRNTERE
B H BB,
MemoryUsage Bott BARMUE Y516 AR IZBR IR
Baott.
ProducerCount T ERENREERE.
QueueSize T+ BABIHRHHE B E,
Important
BLIERROUE A T RS,
TotalEnqueueCount T BREBMCENE R B,
TotalDequeueCount T EFimEFEANERE R,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#CloudWatchPeriods

Amazon MQ F& AR IR
gAY Amazon MQ for RabbitMQ £ 32

Note

TotalEnqueueCount 1 TotalDequeueCount B BEEXANE XTI ELE . AXBHETH
BEWEZER | BSH ActiveMQ 314,

ActiveMQ B 4% ( BABIRIER ) IEARV4EE

®E R
Broker KREHNZ .
Note

EXHIRBEERR -1. STRAENES/
ERAREBEEER -1V -2 7ATFHRR

o
Topic 3% Queue FEHBA S B #ro
NetworkConnector W L& ESEBR Y B 7o

B R MU= Amazon MQ for RabbitMQ LI
RabbitMQ {2 i5+5

15HR Unit sk
ExchangeCount It ERELEENIIRE L.
QueueCount A ERE LB EMAY B,
ConnectionCount T ERELEVHEZESR.
ChannelCount T ERELBRIKNBESH,
ConsumerCount it EEIRENERE L.
MessageCount T BRI Y EH B B8,
Note
ERNBFRAELER
FZMARFEIAKEE R,
MessageReadyCount it RABI A B R4 R H B BB
MessageUnacknowledgedCount it# RAZI A R B IA R SH B B 5K
PublishRate g ERERAHENEER,
ERNBFRRRENEYRE
HSH BB
ConfirmRate T RabbitMQ AR %5 22551\ B X 78

BHER, SaLURIiERS
PublishRate H{TLLER , AEFF
T RN RENRI,
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https://activemq.apache.org/advisory-message.html

Amazon MQ F& AR IR
gAY Amazon MQ for RabbitMQ £ 32

EFR Unit iR

ERHNBFRTRERNBYRE
HE B,

AckRate DI ERAEBHINERNRER,

ERNBFRRRERNEYRE
HHE .

SystemCpuUtilization Bt RELFEEEANE S
Amazon EC2 itE# VN B %
o NTFEHIE , WERRAT
=/ RabbitMQ T KR KR 3
FREM B,

RabbitMQ X2 H RAM B, X
THREHSE , KERTAE=1
RabbitMQ 7 QB8RSR ERY S
Mo

RabbitMQ REFE A RAM &
B, WTERDE  WEXRTRAH
£ =/ RabbitMQ ¥ S HytH R
FRERN B,

RabbitMQDiskFreelLimit FW RabbitMQ REMELE R H. XY
FEHDE  BWEXRRAAE=AN
RabbitMQ T SV M IEFRERN &
o ZERRZEFAXIMR. B
< Amazon MQ EHIKBNE S
§8 , 55 A the section called
“Amazon MQ for RabbitMQ =41
R (p. 32),

RabbitMQ 32 A o] F B9 & 2R il 7
THELE, YHAFHERSH
FREIRT , EEBNPHIEFIE A~ &
EE, NTEHESE , LEXRT
i =4 RabbitMQ ¥ s AV 48 R
FEFRERE R,

RabbitMQFdUsed PIE: ER B AR TR, X T &
BEE  MERTHE=D
RabbitMQ 7 R #9#8 RIS PR EAY 5.
M,

RabbitMQIOReadAverageTime  it# RabbitMQ #1T — R IREUR/EM 7
HetE (AEWRENMN ) . &RE
5B KR/PRIEL,

RabbitMQIOWriteAverageTime it% RabbitMQ 1T — R B ABRIEHNFE
HetE (UER R BN ) . ZE
5HER/PRIEL,

4
ot

RabbitMQMemLimit

i
<t

RabbitMQMemUsed

i
4t

RabbitMQDiskFree
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Amazon MQ F& AR IR
gAY Amazon MQ for RabbitMQ £ 32

RabbitMQ X2 s FRHY 4 &

$#E iR
Broker REWE T

RabbitMQ 17 R 1E#xR

EHR Unit iR

SystemCpuUtilization Bkt RELHEEFERANS I
Amazon EC2 itE RV E %
ke,

RabbitMQMemLimit FI RabbitMQ 7 =y RAM BR#l,

RabbitMQMemUsed = RabbitMQ T S fEA M RAM &
2, HSANEFEHAEBEIREIN ,
SR IEFI B~ EEE,

RabbitMQDiskFreelLimit FA RabbitMQ 7 SV PR %, ZIE

PREEHI KN TIR. B> Amazon
MQ EHIRBENELER , FSH
the section called “Amazon MQ
for RabbitMQ =K E” (p. 32).

RabbitMQDiskFree 4 RabbitMQ T S o] A & RS
THEE, HUMAFHAEELH
PBR&EIN , EBGEIEFIEEE
EEO

RabbitMQFdUsed T+ 55 F B ST IR AP 8

RabbitMQ T RIEIRNVEE

$E iR
Node TREOBER
Note

TREVHRISER : 5IR (BER
rabbit ) M—NEHNE, Fll0, TR
%% rabbiteip-10-0-0-230.us-
west-2.compute.internal
WEIZAN rabbit , EHE

R ip-10-0-0-230.us-
west-2.compute.internal,

Broker KREHNZH.
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Amazon MQ F& AR IR
£/ CloudTrail i2% API A

RabbitMQ BA 5l #5 ¥R

B Unit P

ConsumerCount It THERFIKERERE,

MessageReadyCount It R A MR R EEBE,

MessageUnacknowledgedCount it% RS2 EESFHIANNEEHR
=

MessageCount T MessageReadyCount ¥

MessageUnacknowledgedCount

MR (B ABAIIRE ) -

RabbitMQ BA s R 4 &

Note
Amazon MQ for RabbitMQ TRREHRTEER, FIRFHHEMIE ASCI FRFHNELLEV MBS K
E;Zg;ﬁ%ﬁﬂ’ﬂiﬁﬁﬁ , 25 (Amazon CloudWatch APl &) HH4E,

HE iR

Queue BA 59 & FRo

VirtualHost B ENH B,

Broker REHE .

£ AWS CloudTrail i2 & Amazon MQ API i# A

Amazon MQ 5 AWS CloudTrail £/ , ZRFREAF. AGRAWSHREEA Amazon MQ 12

%o CloudTrail & Amazon MQ REHME B <M APl BAENEHHEIR , 8K E Amazon MQ 414
KRR E Amazon MQ APl BIXTBIEA. B> CloudTrail WEZEE |, 5 (AWS CloudTrail A g
) o

Note

CloudTrail F&12% 5 ActiveMQ #24E ( Hla0 , ZIEFBYCEE ) = ActiveMQ Web 2 #I & HEXH
APl iEH, EidFEE ActiveMQ 2EEXNELR | BALEE Amazon MQ SUFEHM B EME it H
%% % %l Amazon CloudWatch Logs (p. 191).

A CloudTrail FTENEE , ATEIEER Amazon MQ APl X HEV4EEER, BREWN P bk, BkE

WHA. FROBHAMNESE, MREEE TRER , WA A CloudTrail EHIFLEIEE Amazon S3 FfE
. MESBAERBERE , WA BLE CloudTrail BHIAFNEHILIERTEERNENS. BXELELR B
28 (AWS CloudTrail AP #ER) https://docs.aws.amazon.com/awscloudtrail/latest/userguide// B €1 22 R
EREEIR

CloudTrail F# Amazon MQ £ &

BIEAWSIKFRF , 2B CloudTrail, HA£Z XK Amazon MQ B4R | ZEH21E2RE CloudTrail &
B ASHMBAWSESEH —RREESHFRIERKD, BAUEE, BENTH AWS kPR HSE
#. BXESZEE , 50 (AWS CloudTrail AF#ER) FHEA CloudTrail E4H L IEFREETEH.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_Dimension.html#API_Dimension_Contents
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon MQ F& AR IR
CloudTrail 9 Amazon MQ &

BB IRER |, CloudTrail AI¥F B & 4E4£3% E Amazon S3 . B LI IR RS IEH AWS KRR
B4, BINERT , FEFEH AWS Management Consolef|ZIRERRT |, WIRERCN M A FArE AWS Xigi, bR
BRICRFIEAWSXEFHEHN , H 8B EXHZIEZIEEN Amazon S3 F#. 9% 7 BAE & HABAWSBR
% | H—FDHE CloudTrail BEPKRENEHHIEHFXEEKR. BXEZELR , S AWS CloudTrail
AFEE PHUTER

+ CloudTrail XK RS MERK

+ 71 CloudTrail Ei& Amazon SNS &

o \NSAXEEEW CloudTrail B & H

o MZANIK 2 CloudTrail B &304

Amazon MQ X#EF LT APl B9iE RS B R 4E B4 IERE CloudTrail BEI 4 :

* CreateConfiguration

* DeleteBroker
* DeleteUser
* RebootBroker

* UpdateBroker

Note

MImEHBERER |, 2125 RebootBroker BEN 4, EEFBEOHE , RESL2HIEFEY ,
3 B 4185 rebootBroker B &304,

Important

SHTFELT API B9 GET A% , FLRBFERSH , BELBRIIA

* DescribeBroker

» DescribeConfiguration

» DescribeConfigurationRevision

* DescribeUser
+ ListBrokers
+ ListConfigurationRevisions

+ ListConfigurations

* ListUsers

FFLUT APl , BEES (data) B2 T password H *** FRSH

* CreateBroker (POST)
* CreateUser (POST)
» UpdateConfiguration (PUT)

* UpdateUser (PUT)

BMNEHAATREBISAXRERENER. LESTHEPWEBHEUTAR
- EREEABRAFKIEER AFZIER T ?

- BREERAACERKESNDAFNENZEZIERHEN ?

- ERETHEM AWS RE R ?
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#rest-api-configurations-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-delete
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-delete
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#rest-api-broker-reboot-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-put
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#rest-api-configuration-revision-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#rest-api-configurations-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#rest-api-users-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-put
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-put

Amazon MQ FF XA RIERE
5 Amazon MQ BEMH%BE

BXEZEER , H25H (AWS CloudTrail AF#ER) ##Y CloudTrail userldentity 7T,

5 Amazon MQ BEXH% B

REFER-—MEE , TATREMERN BEXHEEEEER Amazon S3 Ff##, CloudTrall BEXHEE—
NHZMAETEE

EHRTIRAEMRNENER | EPAIEEAS Amazon MQ APl B9iER. EREBW IP thit, BERENS
7. BEROBBHAREENES,

AT R 88 CreateBroker APl A CloudTrail B&%H.,
Note

R 3 CloudTrail B EXHRRAM AP B FHKRE , FTA BT EEMEEIRFSIHES.

"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",

"userName": "AmazonMqgConsole"
}I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
}I
"engineType": "ActiveMQ",
"hostInstanceType": "mqg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "***'",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
}I
{
"username": "MyUsername456",
"password": "***",
"groups": [
"admins"
]
}
]I
"creatorRequestId": "1",

"publiclyAccessible": true,
"securityGroups": [
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-post

Amazon MQ FF X AR IERE
Bt Amazon MQ LU HE &l CloudWatch Logs

BLiE

"sg-alb234cd"
]I
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"
]
}I
"responseElements": {
"brokerId": "b-1234a5b6-78cd-901e-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"
}I
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Amazon MQ LAfF B E . % E Amazon

CloudWatch Logs

Amazon MQ & Amazon CloudWatch Logs £/ , &R — T2, FEMFEIRE SR B & X4
RS, Bl , BATLARLE CloudWatch BiRRBWAEESHBA , REMR ActiveMQ REFELE (p. 55)%
iR. B> CloudWatch Logs WEZEE , 125 Amazon CloudWatch Logs A FIEE.

£33
- BL&E Amazon MQ for ActiveMQ A& (p. 191)
+ & Amazon MQ for RabbitMQ B (p. 194)

BLE Amazon MQ for ActiveMQ BHE

E R Amazon MQ & B &% % 2 CloudWatch Logs , #2418 Amazon MQ F F iR MR (p. 192) B4
& A Amazon MQ BEE T RRIVEE (p. 192) , REBUERERRE,

THENET RER ActiveMQ {REELE CloudWatch Logs IS,

£
+ 7% CloudWatch Logs I HAIEFHLEH (p. 191)
+ @ Amazon MQ F F /30 CreateLogGroup PR (p. 192)
« 71 Amazon MQ BEEE T RRAKE. (p. 192)
o BRSEFENRERBE (p. 193)
+ CloudWatch Logs BtiE RIEHEE (p. 194)

T % CloudWatch Logs Y HE DR
EHRAERSRAEN  ATUERESRARGEN S ARANTE (. 83) AKIER.

EABFREFRBABRIAN INFO BERIZRRF ( 7% DEBUG BEIEF ) #fF activemqg.log £ E
CloudWatch Ik I AEH, BEHAMNERO TR :
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/

Amazon MQ FF XA RIERE
Bti& Amazon MQ for ActiveMQ HE

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3145j6k17819/general

FRZAFZRBERATFIEREA IMX RAEMA ActiveMQ Web 2| AT ERIREN BEHN audit.log &
# 2l CloudWatch Ik HHI BEHE, BEEMNBERNN TR

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit

BREGREEEEHINRE (p. 42) B2 E5)/ZHARIE (p. 43) , Amazon MQ HEENBFEAFRE—NPHFAD
A& BERERNUMTATR,

activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.10g
activemq-b-1234a5b6-78cd-901le-2fgh-3i145j6k17819-2.10g

1M -2 BERRRENMMEXG, BXESZEL |, 28 Amazon CloudWatch Logs FF 385 h#ER B

EHEM B ER

@ Amazon MQ AP 70 CreatelLogGroup PR

E R Amazon MQ £% CloudWatch Logs B&4A , B4 ABERCERESREERFNAEFER
logs:CreatelLogGroup X fR.

Important

WMRIEKRAE Amazon MQ AFBIEREFZREZ I CreateLogGroup RERFRMELA Amazon MQ
AP, I Amazon MQ F& 81 RERA,

BT REINBET IAM B REE R KT REEM A F 8 F logs:CreateLogGroup PR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}
Note

sk, REAFRERAFMAR Amazon MQ AR, BERERENNREEFNEIRN, AX
RERAFMEE IAM policy WNEZELR , 25 (AM AFERE) TS HEEHRES .

BXREZEER , 55 (Amazon CloudWatch Logs APl &) $1#y CreatelLogGroup.

A Amazon MQ BLEE TR RV KR,

Important

WMRIEEERN Amazon MQ BEEE TR FRHRE , MABLEN BELZME CloudWatch Logs,

E R Amazon MQ ¥ B & %% 3 CloudWatch Logs AE4A , HEE—ME T ERNEEREF Amazon MQ
R PREFLLT CloudWatch Logs API R4E :

« CreatelogStream- NIEEW AEHAIE CloudWatch Logs HERR.
* PutLogEvents - fFEHLXF|IEEMN CloudWatch Logs HE R,
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http://activemq.apache.org/audit-logging.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html

Amazon MQ FF XA RIERE
Bti& Amazon MQ for ActiveMQ HE

LTETFHRENEES logs:CreateLogStream # logs:PutLogEvents K REF AWS,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "mq.amazonaws.com" },
"Action": [ "logs:CreatelLogStream", "logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}

MMER AWS CLI BB E T HRRH KM  MUT SR, ERHIF , § us-east-1 BERANEECH
-8

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":[{ \"Effect\": \"Allow\",
\"Principal\": { \"Service\": \"mq.amazonaws.com\" },

\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"], \"Resource\":
\"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }]1}"

Note

BT REIER /aws/amazonmq/ Bi4k , BRAEABINXENEN AWS IKFEE—XETER
g

5 AR S5R B IR B & PR 3T

BERERNER - 1M LR , IFEARENITNRISETRSIEEETESNRIVIERNITRZER
. £ AWS 1 | BRSERNTRLSBURBERERE, — MRS ( FURS) BAS —TRS ( ATELR
5t , AR REBRSEN, RN ARARS , FAENRUERMER T ZRS AT FRRNS
AN S —NEFHRRETRE. I THEXMER , AWS REA B SR ARSI RS ERABREN
TE  XERSERLRAERREEIKS P HR,

RMNEWEET Amazon MQ BRI EMFP R aws : SourceArn M aws : SourceAccount /8 T30
FBR#EIZE — S MEENREM CloudWatch Logs 517l

Note

MRFEAFNELREHGLTXE , ER—KREBIFFEAN |, aws:SourceAccount EH
aws :SourceArn EHHIIK A6 AHEBRIKF 1D,

DT REERT BT RRNRE , ZRETREZEEAD Amazon MQ KM CloudWatch Logs ],

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": '"mq.amazonaws.com"
}I
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon MQ FF XA RIERE
B Amazon MQ for RabbitMQ B &

"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"
}
}
}
]
}

o BETURERETRROVRE , LREIZEKS FHFAANRER CloudWatch Logs 1517 , 1A TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
'mg.amazonaws.com"
]
}I
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:mq:*:123456789012:broker:*"
}I
"StringEquals": {
"aws:SourceAccount": "123456789012"

EXERRBARZNENESEL , B2H (AP ER) THREREARE.
CloudWatch Logs Bt & A @ HEE

ERLEBERT , CloudWatch Logs TR ATREH T ERAFETAH ., thIf5BHR 7 % I [R]85 5 87 a0 e 2 X
L\,

HEH % B E R CloudWatch &

fF CreatelogGroup FRAENL Amazon MQ AF (p. 192)HEFRE, X#¥ Amazon MQ Fi A B2
HELAT,

H &R & A E R CloudWatch B E&4H A
A Amazon MQ BLEE T &RAVEEE (p. 192) XHREBERAULEAFEAET .

BLE Amazon MQ for RabbitMQ H&E

&N RabbitMQ KI5 A CloudWatch B&IZEA , Amazon MQ 2FEARSHAARTSEMNBELAE
CloudWatch, IR EEH XAIEREBRAEFESES Amazon MQ FREH<MNAE® , Amazon MQ FEH8IE—4
Af, FTEREL RabbitMQ REFEFAMERN RS EXAER AE L MHE CloudWatch,
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https://docs.aws.amazon.com/hIAM/latest/UserGuide/confused-deputy.html

Amazon MQ FF XA RIERE
B Amazon MQ for RabbitMQ B &

BXBESHAACHNESELR | 530 (AWS Identity and Access Management A H5R) R RS
HXAB. AX Amazon MQ IAFERARSHEXACHESHEER , S Mthe section called “fEFH RS <A

& (p.170),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html

Amazon MQ FF XA RIERE
R

Amazon MQ VB &

AEZHHT Amazon MQ FEIE . X F4E AWS Ik , TEN T ZSEATRELLAEETR, BEiFRES
BR#l , 5 H (Amazon Web Services —fi§5ZE) Hf9 AWS [RFEIRF. BIFERSREIE , EFEHREIHE
FARA M, HX¥E Amazon CloudWatch F&EE YaIEERFINESZER |, S FE A Amazon CloudWatch

1542 Amazon MQ R 32,
£33
« RZE (p. 196)
« BE (p. 197)
« AP (p.197)
- BEFM (p. 197)
« API IRl (p. 198)

TRIIHE TS Amazon MQ RIBHEKXHEH .

PR
REEH

BB REL
PERES MM K FIEER

RERESMIV L REER

BIMENZEEA

£ CloudWatch 5128 ActiveMQ B #x ( BAFIF]
ES i)

CloudWatch Ari5#2#) RabbitMQ B#x ( BA%I )

BMIENRER

iR

« EEH AWS KPR AR ME— Y,

s KEXFNT 13 50 MNERFZE,

- REga8 ASCIl AT FREPIEENFH.

- ARgsFRRTFFN. BEUL. AR, T
MBORE (- . _ ~)o

50

Important

F3& A F RabbitMQ R E,
mq.*.micro SEHIEHNRENR 300,

Important

TERF RabbitMQ R,
mq.*.*large SEHIZEE{LE R 2000,

5

CloudWatch R ¥ #57 1000 4 B #F.

CloudWatch RU51281 500 MNB+r , HERAEHE
HF.

50
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ FF XA RIERE

BE

BLiE

TRIHTE Amazon MQ BB X KB,
Important

T5EA T RabbitMQ K HE,

R 1
BE&M
BNMERENBIT

P

o KEMANTF 13 150 MEHFZE,

. REEAE ASCIH AT FZHEFIBENZES.

- QG EFBEFEH. B, AR, Ti&k
FORREL (- . _ ~)o

300

T&RIHE TS Amazon MQ ActiveMQ X A P A< B,

Important

T5EA T RabbitMQ K HE,

PR 1

Username

Password

SNMENAR (ARESHRIE)
BMNAFWAR (FEFHRIE)

BIEFE

T&RIH TS Amazon MQ BUEF# BRI E .

PR
BNMERENFHREE

o KEXFNT 13 100 MELFZHE,

« QgEaE ASCI AT HZHEHEENEH,

- AR EFERERH. BEVL. AKX, TH&
FORREL (- . _ ~)o

. TEEEEES (,).

o KEXTNT 12 3 250 NFEHF 2 M,

. QB S ASCI AT FHEHIEENFH.

s BRAEDLEE 4 PME—F,

. FEEEEES (,)o

250

20

iR

mq.*.micro EHIZEBENRE RN 20GB, BHX
Amazon MQ EfIZKBE N EZEER |, 5 HBroker
instance types (p. 29).
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https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ FF XA RIERE

API BR#]
PR 1 HiR
BIMNARERBNEREE mq.*.*large LSRN 200GB, H*X
Amazon MQ EHIE BN EZEE | 55 R Broker
instance types (p. 29).
Amazon EBS X# (p. 41) B MENESITRIE Important
F7 155 A PR A
TEATF RabbitMQ R HE,
50GB., BEXEFUNEFFEANESESR ,
#& (Apache ActiveMQ API 3X#4) &
B JobSchedulerUsage.
SNMERENENERETE Important
TEA T RabbitMQ KR HE,
mq.*.micro EFIZRBENKEN 5GB,
BNMNRERENGNEREE Important

TiEMAF RabbitMQ K,
mq.*.*large SKPIEKENRIEN 50GB.

API PRl

LT HREFIRAWSIK - BFTE Amazon MQ APl R4 |, MV RZH R, E T HHEX Amazon MQ API i)
ELEER |, 231 Amazon MQ REST APl $#,

Important

XLEFRHFFERT Amazon MQ for ActiveMQ 5 Amazon MQ for RabbitMQ X2 H & APl, i
i, Amazon MQ T REIE S M RERZEW,

AP| 2838 R %l API E R R

100 15
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https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ F& AR IR
EEHE . —fREE

Amazon MQ Rl HEE

EIRFTAEA Amazon MQ R ATREIEZIWE R FE , AR BREBE S ER,

B
o RBHEE - —#REE (p. 199)
- REEEEEINRE Web Z2HAHLFET Ko (p. 200)

c RNREBEEET , RAUEA telnet RIFEEER  BRBENEFRAEERF BEFERE
SSL #E1ER. (p. 203)

- BOl27 —IMRE  BREBIZEXAK. (p.203)
- BWREER  RTHERERM L. (p. 203)
» [AFHEE : Amazon MQ for ActiveMQ (p. 204)
. Eﬂﬁ?)&ﬂ%ﬁl/ﬁﬁ 0% , T EE CloudWatch Logs R EFIRENEMRRFiTA

o (p.204)
. ﬁIEEEEEéE?FETIEﬁE , MRS N RUNNING |, R TR EEBRAMLE, Ift
4?2 (p.204)

s REIBN —LEEFIRAISUERIINE  MEMESRNTEERE, (p. 204)

s RIEWNTERIEN |, £ ActiveMQ #%l& £ & F org.apache.jasper.JasperException: An
exception occurred processing JSP page &, (p. 205)

« [AEPEE : Amazon MQ for RabbitMQ (p. 205)
« RFEE CloudWatch R EFIEKMBASISE LA ENIER.  (p. 206)
+ 1£ Amazon MQ for RabbitMQ A 30418 A4 2 (p. 206)
o BRIEFERNRERN Amazon VPC EiE, (p. 206)
« WEEHERR : Amazon MQ RIEFTENRR (p. 206)
+ Amazon MQ for RabbitMQ : ERFER (p. 206)
« £/ RabbitMQ Web 24| & WiE W ER (p. 207)
« A Amazon MQ 1E#R1Z2HT S NIFER (p. 207)
. BRSNFEIR (p. 208)
s B EENBENIE (p. 208)
- BREEBBPNRAIIESEEEB (p. 209)
- BRELHGREHRNEFBIEREZ (p. 209)
- BEERFER (p. 209)
+ Amazon MQ for RabbitMQ : AWS Key Management Service Z4A 3% (p. 210)
. LUTFIBR INVALID_KMS_KEY (p. 210)
+ Amazon MQ for ActiveMQ : E Ml Br3# M M3 O ER (p. 210)
» Amazon MQ for ActiveMQ : RERFETEER (p. 211)
+ Amazon MQ for RabbitMQ : #ZFRFIER (p. 211)
o UHTAR R RSIER (p. 212)

BIEHEE . —f%EE

ERAART RHESFB BB MEMER Amazon MQ RIS AIREBZINELRZ , flEEIIRENRBEMK
BER,

S
s BREEEINKE Web 2H 8L W T Ko (p. 200)
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Amazon MQ FF XA RIERE
RITEEEZIRE Web B4 ARLHT 2o

- BNREBEREST , BOAEA telnet RILERER , BERERNESRAEEEHA BERIRD SSL 7E
1B. (p.203)

- BolET—AME  BRENERK. (p.203)

- RNREER  BTAEFRRRM L. (p. 203)

B EEZETRE Web 2518 HL T Ko

MREHEER Web 2B AL RLRT QERZREEIRE , RINBIURAT SRESE,

1.
2.

3.

REZRESZHANH R EEEEZIEHRE, BUEEERBMH NEUAFHREHRE,
RELRBEESRAMFER FIPS ik UERERE, Amazon MQ RIEMEH AP BER X FIPS IR , A
TRESREXRfXSHEREE.

BEREM Public Accessibility (AT AIG R ) IETERIREN Yes (B). MRIZEN No (B) , BRE
BHFRMEEREZEFT|ER (ACL) AN, MEEECEBE LML ACL , M TREEEFHME ACL M
MR HFTRIBAIHRINE. BX Amazon VPC BRI EZE L |, 5% (Amazon VPC BF#ER)
B B BB 51

 RELHRENZSENAN, BREAVFERINUTRO

Note

L TFimOEIESIZRA#HITHA , BN Amazon MQ for ActiveMQ F1 Amazon MQ for RabbitMQ
ERATREEO#ITIER,

Amazon MQ for ActiveMQ
« Web $#2#|& - %0 8162
+ OpenWire — 3% 0 61617

+ AMQP - 1% 1A 5671

+ STOMP — #% 0 61614

« MQTT - %M 8883

+ WSS - %0 61619

Amazon MQ for RabbitMQ

o Web 24| AMEE API -0 443 M 15671
+ AMQP - %0 5671

- RGN RE 5| BREZITUT MEEEN R,

Note

NFARAGLAFIHBNAIE | BHEES Amazon MQ RIZHHE# Amazon VPC M Amazon EC2 3£
52 17032 A 0 R
Amazon MQ for ActiveMQ

M ER Amazon MQ for ActiveMQ 1 IE HY B 485 32

. IRAFLRIRHTER,
2. IBfTHLT nslookup i f , EHEHARE DNS idF. XN FE/ZA (p. 43)ME , BRNMIRE
FRALETR. T/FALRTQUORMNEIE—RE IDWER. -1 H -2 75k, FLETRER
NIENER.

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREWA , MFEREUTUTABTNRE L,
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http://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access

Amazon MQ FF XA RIERE
RITEEEZIRE Web B4 ARLHT 2o

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com
Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

ERATHY IP ik S15 Amazon MQ $2H1 & FIRHEH IP it HICE, XKRTEEE DNS RS
LIEWBT , B ABERITT 5,

BT telnet % , MiHEHNREBEHMERE, FRRETRERNENER. FERN
Web ZH| &M OS 8162 , WREFEEE KN A& Fim O LN R E S i

Note

NFE/ZAEME , MREBELRALFETRIZTT telnet , NPFKEl Connect
failed HiRHEE. XEFTHZA , EAZAZHERFIEREIZIT , B ActiveMQ #HFE&
B81E1T , AEKREEIHRREN Amazon EFS FESHE, Xt -1 M -2 KigTH =
Tzee , BEARNEERHAE,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com port

XFEHRH , REREUTUTARNRE L.

Connected to b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-west-2.amazonaws.com.
Escape character is '~]'.

BRATATE—8E.

« MR telnet A , FRE EstablishedConnectionsCount (p. 181) E#x , HHIA
RERKBZPIEE LR (p. 196), X TUBESEENRE General BERBINRERE L
R MRALERATE , NEHZPE—NMNEFHEZEINZRE, NRIEFRERTERE , NB
AT telnet BEBEMR , HEFEL —DHTHEMTEE  RARBEREIHEMA — R,

« MR telnet ®HRM , FREREBHEMEMEED , HBINRER in-use, IENPEHIN
MEEOBIE Amazon VPC R AL , AEEBERNR AR, BHKIZT telnet WHRHPR
B P syt , HWINEBERIESR ACCEPTED , BEREHEES. ETHRESEENERERA
Fnfl , S (Amazon VPC FFAARIEERE) HHHR B EE ZR6l.

ZETUT curl &85 , BE ActiveMQ EIE Web 1241 & HiEE,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com:8162/index.html

MRWTEY , MW HMREBTATREN HTML X4,

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1" /

<title>Apache ActiveMQ</title>

201



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ FF XA RIERE
RITEEEZIRE Web B4 ARLHT 2o

Amazon MQ for RabbitMQ

iR H Amazon MQ for RabbitMQ 138 iy P 48 1% 35

1. IIAFLKEHGSITED,
2. BTELT nslookup &vf , EHEMMKRIE DNS i2%, HLKAET RBRAEHNER,

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREEWA , WRFERRUTUTRENRE .

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56

41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. BITUT telnet &% , WHEHNREBHNMBRE, FRRHTRERNENER. EATLFH
port BN Web 2 EMIKA 443 , FHEKRN 5671 BUNHL K AMQP EH,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com port

MRHTEY , WFEREUTUTARRRE .

Connected to b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-west-2.amazonaws.com.
Escape character is '~]'.

Note

Telnet EEFE/LDHE B XA,
4. BRITUTE—#BE

- MR telnet MHMIY , R ZE ConnectionCount (p. 185) ¥E4r , HWIARERIEER max-
connections (p. 126) BRIAKEEPIEENE, L&A BIEEFNE Connection.log A
AAXRBINRTERE LR, MRLERATE , UBHELE - NEFREZIZAE., MR
EHRETRTIERE , BRI telnet BEMNR, MREEEEHKRER CloudWatch &/ #
HIEERR2FIXRE , BUREEEERTRE. Bo8HEM — R,

s IFFAALFHRMBRE , R telnet MHEMK , BREREBHRENEZED , HEIARS
H in-use., ABAMEEOCE Amazon VPC i BE , AGEFERNARAE. ERAEA
telnet W HETHARIE IP that |, FEINEELBIE TR ACCEPTED , SHEREIHEZ, ETHE
ZEBNEERALZRH , H2H (Amazon VPC FEARIER) T8 AEE FRHl.

Note

WHEBRFER T ALTFHEAR Amazon MQ for RabbitMQ X3,
5. BITUTF curl %% , ©% RabbitMQ B Web 24| A MERE,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com:443/index.html
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https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ FF XA RIERE
SSL B#EBER

MRBFHEI , WHHNREBTATARAEH HTML X4,

<IDOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

BEHWREIEREIZIT , A LAERA telnet RiFEREE
o, BERENEFIRLEEEHBFHEIRE SSL &
B o

FBHRBIRQUEH RS ERBET AR (p. 19HEEH. Amazon MQ REBIEHLERLKR , NBRAE
HiFETRAENZEM,

FATEIIE Amazon Trust Services BfEA Amazon RBIEBM LN (CA) , EREFFIHNETE#PHETE
#®IE, FIE Amazon MQ REIEHFEA LR CA EHR, BEMER Amazon 18 CA , BARBEESXIENR
B EEHIEBA TEFE Amazon MQ REIEH,

B2y —MME , BREVEXRK,

RSB T CREATION_FAILED IRA |, EHITEA T8,

s BREELZH IAM R, EQIEZRE , HFEH AWS EE IAM FBE AmazonMQFullAccess , REEEH
BEN IAM KB A EHE Amazon EC2 fUfRE. BXREBEEM Amazon EC2 XRNEZEE. , F5
%42 Amazon MQ REFTER IAM R (p. 167).

s RESHIREBIEZENTRMESN T HZEMN Amazon Virtual Private Cloud ( VPC ) ., EEHZ/ Amazon
VPC H8# Amazon MQ RE , B4HMIEIFE Amazon VPC K HRIEE,

BHREER , BETAERRZMT 4,
NRREEABER , N TR ENUTEN KRR,

 BRREZAAER , TeERENE 7T EATKLEF &, Amazon MQ EEFEERENES, BRIER
WM BRAHTEY . EFNBENRARTE , EHSAUEER/IN , EAEBRTHEERERH
WRE, REFELSER/IHEFHBINEANBRER. BXRBLEFNBNESER , 2H the
section called “4# X" (p. 19).

s BNRBEXLFIXBTETEEENNARFIEAS. HIW, £ mg.t2.micro LETEFTEAF TR
LS FREERART. Ba CPUFAEXRRRENREAFTEAXRTHELSERERNER, EEER
WREEAT Z2 CPUNRTE , BRENSIERAEFERALLT CloudWatch ##R.

+ Amazon MQ for ActiveMQ - # 2 CpuUtilization , THARERBRIEHANE S & Amazon EC2 itE
BB, £E HeapUsage , TEAREB BIEAK ActiveMQ JVM REREINE 2 .

+ Amazon MQ for RabbitMQ - # % SystemCpuUtilization , THENRE B #iERAKE 2 E Amazon
EC2 itERMMW Bk, 8% RabbitMQMemUsed , TR FETI A E K RAM EHE , REKRI
RabbitMQMemLimit , % RabbitMQ T REAKANEE D L.

BRRIBIFIRB LR NMA THEASEFRSENIHRENESZELR , H5S5 Broker instance
types (p. 29).
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https://www.amazontrust.com/repository/

Amazon MQ F& AR IR
BIFEHEE : Amazon MQ for ActiveMQ

B BHEE : Amazon MQ for ActiveMQ

fE R AT A Y 1S B B8 BY 1812 M R R TEE A Amazon MQ for ActiveMQ X IE B AT BEIB SN AY & 0. (7] &

B
o BIEREHMEBFIESE , BB EE CloudWatch Logs FEEIREBHNENRFiTHE. (p. 204)
- REZFREFFEG , BIERSH RUNNING |, R EEZIERHNRE, AL ? (p. 204)
s REFRN —LEELHIULUERERNE  MEMFEFBENTEEE. (p. 204)
o BRERITIERMER , £ ActiveMQ 2%l & £ & B org.apache.jasper.JasperException: An exception
occurred processing JSP page %o, (p. 205)

BIfER EBEAERIER , B ETE CloudWatch Logs
EPEiU{tEEEl‘J u%ﬂg?, -|_H/L:\o

WMRIEFEFE CloudWatch Logs FEEFREH AR , BIMITUTERAE

1. REVERESRERFNAFREBEE logs:CreateLogGroup MR, MBEREAFVBRERR
B2 8 CreateLogGroup RARMLGZAF , Ml Amazon MQ T&BIE LA,

2. REFREECEETETARNER , LLAY Amazon MQ B A% E CloudWatch Logs. BRI
Amazon MQ fF HE %M CloudWatch Logs HE4A , FEE —MNE T &R KEEKE Amazon MQ 517
WBRFEFLLTF CloudWatch Logs APl 4 :

« CreatelogStream- HIEEMN BFELABIE CloudWatch Logs AR,
+ PutLogEvents - fFEH4&IXFIEER CloudWatch Logs HE.

BXA ActiveMQ BB Amazon MQ BUF AE %A E CloudWatch Logs WEZER |, HSHEE A HILH.

REBEFHEFERE , BIEIRAR RUNNING , it
TEEZEITRHNRE, jM‘I‘A ?

BURAELZBRINREBERE. TVNEPNBEERERERESHPEEEERNE , NEAXRMA&E
F. TRBRHER  REESFENEZRNBRIUERHETELNAELN Amazon EFS E j?, Amazon EBS 1Ffi&
BHRE Tﬁi%ksﬂﬁ/ﬁ S5lEH, FEZHE , Amazon MQ &2 EEHEENEEBHBIRERNE, E
WAL IO M | B ATLAFE CloudWatch £ #) Amazon MQ for ActiveMQ R IR SR LA T H84T -

+ StoragePercentUsage - X ZIRIFIL 100% WA B S LSRR EBIELIERE,

+ JournalFilesForFullRecovery - R "MEREEXAMER EHNEEBN AEXHH. BENSEES
F 1 RRBERBRANES , THAEERESBUEERE,

* OpenTransactionCount - EREEMBFATFERRREFESHFM UG IERANES , NTSBUEER
=il

ERRREEE | BIOBWEMEM rollback() 3 commit() KR XA BFH. BXEZER , UREEER
£/ rollback() f#R XA BEFHWRBRAE| , BSHIRE XA B (p. 113).

BEIRN - LEEFFim A UERERRE  MEMATF iR
TR EE

WREHAREL T RUNNING RASH B — B iRaeB M ERSIRE , MEMEIRTAERE , B8
L3 T RENLIOEEL (p. 196)RE, ERIFERBCSEILPERBRSE , BHITUTERE
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html

Amazon MQ F.&X A G R
Web #4154 £/ ISP 7E

+ 57 CloudWatch Logs F#& 2 Amazon MQ for ActiveMQ XE Y general ( ## ) RER X, MEBKE
R#l , mAEREAEFEER Reached Maximum Connections. B Amazon MQ for ActiveMQ 1%
M CloudWatch Logs BIEZ{E 8 , &2 Fthe section called “7 f# CloudWatch Logs H#) B S8 FM 4

1 (p. 191)a

—BRBSPIEBBRG] , REBEFEHIELIMANE NERE, ERALEE , RNBUAREHRERGIZE
B, BXATIEABRERSERPIRENESZFEEL , iS5 HBroker instance types (p. 29).

MREWALPEEBETREBENEZELRS , WEOBAEEENEHIEFREX. RESWRERE , &
BAREBESHIH ... Inactive for longer than 600000 ms - removing ... %HB. A&
BB RAFFHEZSREZERB . YEFFHET Network Load Balancer (NLB) HE#EZEIRE , AR EMFF
EEMEMEEIRERN , XMERBFLEMBE, XEETERNEFRHPEANER,

BREFFIKAS , TRESHAFE. ERE 600000 EWEFETENN TCP &S , HEMERERE
Fo

BEWRITRIEN , £ ActiveMQ 2H| & LFE|
org.apache. jasper.JasperException: An
exception occurred processing JSP page ®

ALy,

o

MR BRERBAGIA EE e E AR LN S BRIEAMEE AuthorizationPlugin , HHEREA XML B EX
# ) AuthorizationEntries Jt¥E , ¥ A iF activemqg-webconsole E4A A FH A FIH £ BTHIR
R, XALAF{R ActiveMQ Web 12§l A 8EH 5 ActiveMQ I 1TEE.

AT Rl AuthorizationEntry FRTER ST EBAERME AN RIFEF activemg-webconsole #
H,

<authorizationEntries>

<authorizationEntry admin="activemq-webconsole,admins,users" topic=">" read="activemqg-
webconsole, admins, users" write="activemq-webconsole, admins,users" />

<authorizationEntry admin="activemq-webconsole,admins,users" queue=">" read="activemq-
webconsole, admins, users" write="activemq-webconsole, admins,users" />
</authorizationEntries>

ER , HENAREES LDAP £ , BHRARNNERR T amazonmg-console-admins B4, B> LDAP
ERNEZELR , S5 the section called “LDAP £ TEH R (p. 101).

B BHEE : Amazon MQ for RabbitMQ

i FA 7K 3Y Fh (9 4S BB Bh 4812 M A R R TE £ B Amazon MQ for RabbitMQ X HE B B 558 2 8 3 L (8] &%,

B
« RFEAETE CloudWatch P EEIRABASIRE B EHLAIIEFR.  (p. 206)
+ £ Amazon MQ for RabbitMQ 7 30185 A &4 ? (p. 206)
o BILEFRNRER Amazon VPC BE, (p. 206)
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Amazon MQ FF XA RIERE
B FETE CloudWatch & B FR A9 RA S =R EE £ E N AI 55

FToiETE CloudWatch A& E AV RA FI = E A EHLRY 38
FRo

WMRIBFETE CloudWatch REFFISEL EHMER , BRENIIIEL ENERETESEMEE.
REFHHEAMIE ASCII FFFo

Amazon MQ ZENEHEEEMK., BIRFHEMIE ASCI FAHE M EHFBASI K B IEHR.
BXREEAHNESZEE , 25 (Amazon CloudWatch APl £&) HH4E,

£ Amazon MQ for RabbitMQ = t{al B AiE 4 ?

Amazon MQ for RabbitMQ B Bi{X % #&F RabbitMQ B, shovel, Bx& FHRKIE, — UK FRIRE
# XEFRFETMRBITHERE2EAN, BXFAZSIERAGNEZEER |, 555 the section called "1

# (p.130),

R EEXRRIER Amazon VPC ELiE.

Amazon MQ A EFHERIEREBFE N Amazon VPC BLE, BEE , BEEMFE A Amazon VPC ELE B
BIAARE , AEEHAHMNAEERE URL EFNEFHERE URL,

HMEEBERR : Amazon MQ B4EFTER

MRREBLTETTIRRS , #ARFE-ARESIRMRETEREZITRE , W Amazon MQ X THLE API R
EIREIZE , HlI RebootBroker, REBEBIEREMFMRD , XLEAD IR EWEREF, #RABEN

UREREER,
AT EBFIRRREWBIVIREFTRRD |, FEATHERNNBREN R BEMBEEN SR,
BRAEFT R

+ Amazon MQ for RabbitMQ : BREFER (p. 206)
» Amazon MQ for RabbitMQ : AWS Key Management Service Z48 753 (p. 210)
+ Amazon MQ for ActiveMQ : E il BR3# M M 4 #Z OBk (p. 210)
+ Amazon MQ for ActiveMQ : REHRETZER (p. 211)
+ Amazon MQ for RabbitMQ : ##&ZRFIER (p. 211)

Amazon MQ for RabbitMQ : B RNFEIR

¥ CloudWatch #§#x RabbitMQMemUsed HEMRE N EME A EEY RabbitMQMemLimit HEM R IFR
#|pt , RabbitMQ ¥4 %X HEANEER. RabbitMQMemLimit B Amazon MQ BB H B EZESMNEHE
FIRB T A AFEER 2355 FZE,

RHBAFERE Amazon MQ for RabbitMQ REF2XHILFIERFRATESE. ATAFEEARS , &1
RETRELBIHAEERD MNBRER(CH EER,

AAFEAREMATETREINEXPRETRLBIENSHESL , FUEEF , SRENTEFLT
RS, HEFBED I TRSBIFTANTRLNEEACHNESRSEFERE. RIRSEEHE
IEHBUHFER S |, 3 B AJUE R IR 17 B 4R R B A S Ok R R R

Amazon MQ EBEENEFERNT2EFESHINRE , A AFLEZRBHE R HERIRE
RebootBroker APl i#ERE,

ERAE D P E S F LM NERAER HH RabbitMQ SR FER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_Dimension.html#API_Dimension_Contents
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html

Amazon MQ FF XA RIERE
RABBITMQ_MEMORY_ALARM

Note

EEIMHSENRER , RABBITMQ_MEMORY_ALARM RASTREEE NI T AEE K.
Note

BTN RERFEM mq.m5. EHIRBBEER mq.t3.micro SEHIKE, MBLAERE , MAFHI
RRERFHUEFNRERR.
-]

- £/ RabbitMQ Web ###I 8 12MENFER (p. 207)

« £/ Amazon MQ EFFZHTE NFER (p. 207)

- BRERFER (p.208)

« BAOEENBENKE (p. 208)

« BREFHIMEFNBAIIELSEEFEA (p. 209)

s BREXLGIRERHNEFSHEREE (p. 209)

- BUESAFER (p. 209)

£/ RabbitMQ Web ##| 82 &N IF Bk
RabbitVlQ Web #2414 T SUE RAE R AN AN FEAEREL, BTELNFREERILES

1. & AWS Management Console J#TFF X RabbitMQ Web #2#15&.
2. 7£ RabbitMQ #2 %A E# Overview ( 85 ) TWE , M Nodes ( T R ) SIRFEZRE—NTREH.
3. ETRFEMAFEENME , %F Memory details ( IFIFAFE ) BB UEETRNHAEFEABRE

/Bro

RabbitMQ 7 Web & & FRENAEFEEABERES TUSB Y EBEBLRRAIREEISRRHERTN
FEHR. AX RabbitMQ Web ZHAFTANNFEARRFAEENESFES , HSH RabbitMQ AR5
MAEMYE LR X TR FE AR HEE,

£ Amazon MQ ERZ TS N FZEHR

BIAMERT , Amazon MQ F& A BHREE AiEtR. BT LB TR CloudWatch 2l &R EBI A
CloudWatch APl E& BHRIEIEFR (p. 178). LA TIEFRIEZHT RabbitMQ BAFEREIIEER A,

Amazon MQ CloudWatch $&#5 AEFEASSHNER

MessageCount HEEHERARERZZA—ER
HENFF, SHERITHAIREE
TERRSESA , FEMRESHK
BRNFER.

QueueCount I FHERNES , HEKXKEN
FMRE S SHERNEFER.

ConnectionCount ERIREEFERANE , A
FEETEASBENEE
R,

ChannelCount SEEERL, FREMNEEEY
HNEBEEtLLEHETSRNESD
HEKREBEUHESSBENE
Zik,
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https://www.rabbitmq.com/memory-use.html

Amazon MQ FF XA RIERE
RABBITMQ_MEMORY_ALARM

Amazon MQ CloudWatch §#x AEEASENER

ConsumerCount HFERERENSMERE |
—AHEEEREFERE T
MNE#ENEIRNE, KEFRE
EETRERENEER , HS
BEARTFER.

PublishRate EEENAatRARENANE.
MEHEAFIRENEELS
HEXIEBSREGESAEE
FRENER  NAREBITEL2E
IEHNEER

WA IR

NTFEBENENINEER , BNBUERBUTREREBNFRCENSNFER.

AEFEASENER Amazon MQ EiX
AAFIFEEESBE S, WITUUTE—8E :

. ERAAFEAIES,

o EMRBATIRRYHE R,

o MBI HEIRATI,
ERELEBENAIBES, BT,
EREEIEERSS, BAOEER., BXEZER &

2 fthe section called “J& A&

HBENEE" (p. 208).
ERELFEVHEERSSE, BOBER, BEXEZER B

% the section called “J& 4 & 2

MBEHHE" (p. 208),

EEIRENERAEHSE. B E T R A E B

HERBEREE, BRE R P E R E R EH B IR
£,

BErmERRAERTE, BRARE iR = TSR ELUE
RO REAEEREREREN

BADEZNBENHE
Z Amazon MQ for RabbitMQ REHIEZEABENE iR ARFXA , REEDF A RabbitMQ Web 4|
BFFHEXA, EfEA RabbitMQ Web 2| & XAEE |, EHITUTERE,

&% AWS Management Console H3TFF R EE# RabbitMQ Web ###l &

£ RabbitMQ ###|& L |, %42 Connections ( iE# ) %I+,

£ Connections ( I ) TWHEH# All connections ( FTEERE ) T , EBREEENTIRPRANEESR
o
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Amazon MQ FF XA RIERE
RABBITMQ_MEMORY_ALARM

4, EEEFMEETEL , %£4F Close this connection ( <FLLER: ) WEF IS , ABEEE Force
Close ( BBHIXI ) o FE , LA LUF Reason ( KR ) WERIAXABRAECECHER, EEXAEE
B} , Amazon MQ for RabbitMQ & [ &E F iwiREEEENEER,

5. EEXHEE LK) OK ( HTE ) LABHIAH XHERE

FEBXAEREN , SXxANEZEXBENEMEE RS XE,
Note

ENEFRNARFUTEEN EXAEREAIENBELERENERE, EHERT , ME Web
BHE A RAEZETRTEUBRDERIEETH.
MNERELLHRNNRE , BB ELERESMRD (FlW , AMQP EZHIRO 5671 ) LR AL

FRERMEATPE bR, BIEAER |, ST LM L[ Amazon MQ 12N EZ LA RN O, BXBthaed
NEZELR | 25 Amazon VPC AR E LA R MAN,

fR R EEEF SR PRI FIE 5 E 1= A &

fi# R RabbitMQ HWE N FEIRE , BUEARATEERA - PRSI LHHEE . XLERAFIAEEEL T
RZEEERLSEES , EUERED , HEMNANAELZATAMANER. MRS TERSHEERE
£, BEETRERNEER.

BXRELNEAEEAIIELSHNEELR |, HSH the section called “FERZEZEAFIEHHIEZ” (p. 141)0

R RSB EE B B E TS Bh 1R ER (R

MREXHBNFERE Amazon MQ for RabbitMQ £ R EBEH B BSERBHNERE , MTEELE
EXRTARK, XTE2SH RabbitMQ HAEFH B XL , HEERBBRZAMELESRENETME—F
RE, MREHREBLEEFBHERS |, WEFTENARDS IEERN Amazon MQ BUURE , U#E
RERNEFER.

EMELHRE , BNBUARIEFESATNEARHIRE, EEEH[EPTE , ETUEEIEN
FEHRNAREXFRE , AN EEREIIBFT R EREEAENTHAIIES,

Br kB AFER

NTEBENSMNEEANEE , RNBIUITUTRE | BB EFME A RabbitMQ B F BRI R .

SRNEFEEAREREE Amazon MQ EiX
ABIFREERE S, HATUA TR 4E -

- BRAEEERAS (p. 144).
o REHREEATIRER

#l (p. 124).

ERELEBNAIIBES., RE KSR

#l (p. 124)o
ERELBUKERBES. REFBEEZTHR

#l (p. 124)e
ERELBRVHNBEEHRETS. REFFRNARF ENEMNE

BENRABEHR.
ERIRENERERES, RE—MPHERETREUR

#l (p. 124)o
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#adding-security-group-rules

Amazon MQ FF XA RIERE
RABBITMQ_INVALID_KMS_KEY

ERNEEARER Amazon MQ E1X
ERIREEZEREEE, £ K HE R R E R
WMEFME,

RENAFERBREE , BULNFENEFRBEAR NI EEME RG], BXRNAEFREHEHIR
BHWER |, 3% Amazon MQ REST APl $#f# UpdateBrokerInput,

BRAREXLFIEBHYTRIIR , S the section called “Amazon MQ for RabbitMQ SEIZE 5 (p. 32),

Amazon MQ for RabbitMQ : AWS Key Management
Service AT

HEARTFIEER AWS KMS key ( CMK ) I REREFRNE AWS Key Management Service ( CMK )
FAAWEZHET , Amazon MQ for RabbitMQ 5| & INVALID_KMS_KEY %<8 124EFREMN KB, #HE CMK
# RabbitMQ REEFATEHRITE KMS ZARRERAURRERFEREAMAMLENER, MR
RabbitMQ TZERIEIFARTERA , WAREBEEFFHIEE , RabbitMQ fF3iRE INVALID_KMS_KEY,

MEREERN KMS 4 , REERFMSEAEFEER KMS ZHNEAN R, ELEFEARANRER
FEFBH<H , REEFLTEFERALZNFHARITNZRRE, KMS ZCEAH RabbitMQ KEBEFAH
fRE , LABFIEEREAL. £ RabbitMQ HE KMS ZAB XA T EIRSE , EHNREBEEFIMNEEXHE
Ko Amazon MQ F&FEAZAKN KMS ZAEFHSHRERER , #H , RERBEFHSEEELMH KMS
248 , 4N RebootBroker APl I#EREIRE,

2T R #E R INVALID_KMS_KEY

E UMM R INVALID_KMS_KEY 2EFFEMARRE , XTER AWS S 1T5RE ( CLI ) 1 AWS Key
Management Service 414

BB RSN KMS B4

A DescribeBroker &K R CMK REREFH kmsKeyId,
EF AWS Key Management Service #2H1 4
EEFREABHANEL , RAGEENREREFN KMS Z4 ID , ARIERSHNERE Ao

MREH KMS ZHACHKER  FETERFAREXRENSAEN  RELERA. EFNERAER
&, &M FRF RabbitMQ FHCIRIE - MR B X 5 il BR.

o=

ERIIXENERNRENERERFN KMS Z4AMXE , H18A ListGrantListGrant AR IE
mqg_rabbit_grant Ml mq_grant &%FE. 1R KMS BR[ZRACHEMBR , MLAFARBRREBRESF , HE
AFMEZENRRBIR— M INRERRF. BXBRRERENSR , ESAMNRKERR.

E/71E INVALID_KMS_KEY XBIREFAENNE , B2OFIMBRINER KMS B CMK BN, MREA
MIBRER4R |, & EMIBRARE,

Amazon MQ for ActiveMQ : 2 BR3% 4 B 4& 42 O 3R

LRI BRI RS ML EE0 (ENI) B, Amazon MQ for ActiveMQ 3$35| % BROKER_ENI_DELETED %
Ko EEBERLIZE Amazon MQ R (p. 82)BF , Amazon MQ £FEZEMK = T Virtual Private Cloud ( VPC )
RMEHRMEMEED , EEEXE EC2 )R (p. 167).

EAXBEUSMEBREMEED, ERIPBEMEEOTELSHKAEREN VPC MIREZBMEE. MR
ZAAMBRM O, N AT M BRARE,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-deleting-broker.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html

Amazon MQ FF XA RIERE
BROKER_OOM

Amazon MQ for ActiveMQ : RIEBRHRET B EIR

YREBERTARRETEMBAEHEZEIRE , Amazon MQ for ActiveMQ 5| & BROKER_OOM &1§,
URBATEHBHB/HE (L ARBER ) o, RELAERENNABTOINAEBRENREZE. ATH
GRETEMEEERBINRETVELHAETFEIRB/HE , FHEIES , SRENXBEFLZEIRE,

HRIAERT , Amazon MQ HaRBHNAREE AR, BALUEN HR Amazon CloudWatch 2 #| & & B
& fE A CloudWatch APl Z2& SR IBIEFR. 2 HT ActiveMQ BROKER_OOM EiRket , U TFigirBRER ;

Amazon MQ CloudWatch g#x AEEASENER

TotalMessageCount HEEHERARERFZI—ER
HENEFP. BHEEITTHTEEE
REBRIEER , HEATESH
BRNFEER.

HeapUsage RELFFEA ActiveMQ JVM
NERHINES L. RENESD
HRFAREEECRAXERR ,
MA LS 3 OOM EiR.

ConnectionCount ERmREZEFERANT , HEEZ
BREETAELSBEENFE
o

CpuUtilization RELHEEFERANDS S8 EC2
HEBENHES .

TotalConsumerCount WFERERENSMERE

—AEEEERREERE 2NN
MERINSRENF, KEERE
EERTEERSAFER , HS
HERNFER.

R IEEF S ERHE %S BROKER_OOM iR , BRRMEMAELR, At , BUERREERNRE
EHIZER | ERTBUSBRIERAFINEF T EZE XSRS HEE ., B LAE Amazon MQ for ActiveMQ &{E3E
B (p. 109)F ¥4 7 # 0T B {R A SAY MEBE

Amazon MQ for RabbitMQ : T{Z R4 EZR

BARSIBIRERE , AT HAMFEER R EFEXREEE , RabbitMQ T RFEANBEES

4. Y4B Amazon CloudWatch ¥k RabbitMQDiskFree FRIRAIRIERY ] AR &L 70

B3k E|H RabbitMQDiskFreeLimit #RRAIBEE R FIRT , RabbitMQ ¥ 5| & i £ PR HI1E

#k. RabbitMQDiskFreeLimit HH Amazon MQ ZE , REZE TSR ESFIEE W T AR ZFRNE
MTENH

5| £ H;EZ REIEIRA Amazon MQ for RabbitMQ REREBFRITATHRATHNIIEE., EERPET
RabbitMQ i , BB BIREEETEN, WR—NTITEETRS , MAFTEHAT SEFELEEARHE
B, TR EEZTR , RETEESBEIHEMERIRIZ AR RN R,

Amazon MQ T BRI HMBERNFTLEFEINRE , HANSTEZREBHLE S| X EIRTIRE RebootBroker
AP| BERE,
Note

BB REM mg.m5 EHIXERBEF AN mg.t3.micro BHIFEE, MBEAERE , N AFHIBRNK
B,

211


https://activemq.apache.org/message-redelivery-and-dlq-handling.html

Amazon MQ FF XA RIERE
RABBITMQ_DISK_ALARM

12 W7 A 8 R Bl 2 PR ) B 4R

ZIABERT , Amazon MQ F& R EHNRIEE BER. BB R Amazon CloudWatch 24 A & &
N AEA CloudWatch APl & R RIEIEHR (p. 178). MessageCount 21i2Hi RabbitMQ & IR & ket 49
ERfER. HEEBFEASEFZI —EFEHEAEY, B HETHRTHEEHTANEFER , MAES

BHEER.

BEUMRHEREIER , EEA Amazon MQ EEZRH EHATATRAE

- ERRBETIHES.
« BERBAFIRHEE,
« MIBRAREHHIBAT,

Note
EEXWMSENIRERS , RABBITMQ_DISK_ALARM RS AAEEEJLANIMAT F BEB R

ARSI RE R BIRERAKRE , BALUFENEGIEE (p. 129) AR AN EFHMBRNZS . BXWAER
RENZFLXRMNEL |, 528 (Amazon MQ REST APl $#) H#y UpdateBrokerInput,

212



Amazon MQ F& AR IR
Amazon MQ &R

RSP

Amazon MQ &R

TRHETXFER Amazon MQ WER AR,

B’IR
Amazon MQ REST AP| $#&

{AWS CLI s 55 E) FH Amazon MQ

{AWS CloudFormation FAF$57) H# Amazon

MQ

XML IR R
7= i TUE
&1

=

&

AWS Premium Support 1€ &

T&RFIH TAE Apache ActiveMQ KA B &R

TR
Apache ActiveMQ A5/

ActiveMQ 3£

S ESE IR

iR

REST ®IR. RHIER, HTTP 53k, 2. SHA
BR35 IR B 49 45 iR AV ik

BRARXSEERBEASFERAN AWS CLI iR iE

BT AWS: :Amazon MQ: :Broker &FiR , &AL
# Amazon MQ RE , PIIEIEE XS EHIEER
BHAF , REEXEERENEEURBREE
RE,

& AWS: :Amazon MQ::Configuration &
IR, B A2 Amazon MQ BB , RINEEEX
RIEBAF , URBREBXIEEREENER.

AKX Amazon MQ XL iR JBNER
BT Amazon MQ HXEEMEE Web RH-

—NETHEXWIE , #F XA RTiEE Amazon
MQ X HEARF -,

EHAEX AWS Premium Support S B EE Web
H, ER—M—X—., REWMMWLZFRE , 7
#ENRTE AWS ERtiRIERS LB NEZETR AR
Fo

Amazon MQ for ActiveMQ &8

R
Apache ActiveMQ K E 77 314,

Apache ActiveMQ W55 , JBZ= JMS JHE., EE
2. HERAM., FHORIENMBRAOITER.

HRIZES RN B Apache ActiveMQ EERIFIR, 2
ESH ActiveMQ & ixH QpidJMS & i,

213


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
https://docs.aws.amazon.com/cli/latest/reference/mq/index.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-supported-resources.html#cfn-supported-resources-application-services
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-supported-resources.html#cfn-supported-resources-application-services
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-broker.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-configuration.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
http://aws.amazon.com/amazon-mq/
http://forums.aws.amazon.com/forum.jspa?forumID=279
http://aws.amazon.com/premiumsupport/
http://activemq.apache.org/getting-started.html
https://www.manning.com/books/activemq-in-action
http://activemq.apache.org/cross-language-clients.html
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client
https://mvnrepository.com/artifact/org.apache.qpid/qpid-jms-client

Amazon MQ F& AR IR
Amazon MQ for RabbitMQ &R

Amazon MQ for RabbitMQ & &

TRIIH T X T A RabbitMQ BB AR IR,

BIR Py
RabbitMQ Al JiER RabbitMQ K& 5 XX #4,
RabbitMQ & i EMIT & T E EAXENEFRENTAIERSE , ATES®

MiRIEIE S MF &£ RabbitMQ.

RabbitMQ R{EXE

CloudAMQP < F £/ RabbitMQ M & fERERNEZ
WiER.

214



https://www.rabbitmq.com/getstarted.html
https://www.rabbitmq.com/devtools.html
https://www.cloudamqp.com/blog/2017-12-29-part1-rabbitmq-best-practice.html

Amazon MQ FF XA RIERE

Amazon MQ % %1% BR

T&RFH T Amazon MQ ThéEx A Mdudt, X3 (Amazon MQ FFRARIE™EY WEX , F5H@Amazon
MQ #7183 (p. 228).

Sp
20236 A 23 H

20236 A21H

20235 A 18 H

20235 4 A 14 B

20234 A 14 H

MHYE

Amazon MQ IMFE X # ActiveMQ 5.17.3 , TE—NFHXES|IZBIRA, RA X
Amazon MQ FHHEXEHIEEH ( CRDR ) T8k,

BEXEZEE  BSATINA :

- EFREA CRDR , H2H (FFRARER) HHAmazon MQ for ActiveMQ K
XEHEEF (p. 114)0

« ActiveMQ 5.17.3 X UH

+ & Amazon MQ for ActiveMQ 5IZERR7AN (p. 73)

« H%& Amazon MQ REE 5|/ (p. 21)

« & Spring XML & X4 (p. 55)

Amazon MQ for ActiveMQ I EREEXF#HIEEH ( CRDR ) Thae , thIheE RiFH
HEMNE AWS KA ERBERSEHZBIAXFEHHNEIARE, WREXFHFHH
FRELIAHKE  WTBEL SRR ARER , RSP EIARERA R
FRE,

EFHKAERA CRDR , 2 (FFAARIERE) FHAmazon MQ for ActiveMQ HI# X
HEEE S (p. 114).

Amazon MQ I EBELTXIGHEH :
s WAMKX (2RAK)

s TAMK (BEHNE)

o BUM ( FEIEST )

o RN ( FRERA)

BXTAXENEER , TSR (AWS —ff5E) K AWS XKML iET =2,
Amazon MQ for RabbitMQ 17 % # RabbitMQ ir7< 3.9.27,
BXRERAFHNEENNENESER , BSRUTHRE -

+ RabbitMQ R 8§ GitHub 72 FE LY RabbitMQ 3.9.27 & 1T7i% 8
+ RabbitMQ EX B &

BXRXFHM Amazon MQ for RabbitMQ A REBARNESELR , BN B8
Amazon MQ for RabbitMQ B|ZEfRZs (p. 134),

Amazon MQ for RabbitMQ 17 & #F RabbitMQ kx4 3.10.20,
BREBRAFHIEENNENEZER , ESRAUTAR :

+ RabbitMQ f&3588 GitHub 74 L #9 RabbitMQ 3.10.20 & 1T 158
* RabbitMQ Eak B &

215


https://activemq.apache.org/activemq-5017003-release
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.27
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.10.20
https://www.rabbitmq.com/changelog.html

Amazon MQ FF XA RIERE

Sp]

20233 A 31H

2023 3A1H

2023F 2 A 21 H

20231 A13H

XAHERT

BXXFEM Amazon MQ for RabbitMQ A REBARNESELR , BN B8
Amazon MQ for RabbitMQ B|ZEfR 7S (p. 134),

Amazon MQ for RabbitMQ B2 A RabbitMQ 5|24 3.10.17

Amazon MQ for RabbitMQ ElBA 1 RabbitMQ W FFR4F EELX KM , ARA 3.10.17
L+ H RabbitMQ B4 & FEEBE, Amazon MQ B EIARAE, TR L E &

VI | ETERAE D 15 RabbitMQ BIFAN T iRARK RIS , 5/ 3.10.20 ARAS B
FWARE, RNBIBCEENXRERAAFED , LEHRESZHWEREE, 22
B A MEREIEA,

BXTAK Amazon MQ for RabbitMQ lRAMWEZER |, E2 5 Amazon MQ for
RabbitMQ 5|Z kR,

Amazon MQ for RabbitMQ 1 #£ & #F RabbitMQ kx4~ 3.10.17,
BXRERAFHIEEFNNENEZER , ESRAUTAR :

+ RabbitMQ fR3588 GitHub f#f# & L #9 RabbitMQ 3.10.17 & 1T 8
+ RabbitMQ Eak B &

BXZFH Amazon MQ for RabbitMQ IRAMREBARNEZFEEL , ESH EE
Amazon MQ for RabbitMQ 5|Z k7 (p. 134).

Amazon MQ for RabbitMQ £ & AWS Key Management Service ( KMS ) £
RUARMIRSSRIHME, SUEAUEREECHNEFEER CMK , EEEN
AWS KMS Ik HfEA AWS ER KMS 4. BXEZER , BSHESM
# (p. 151),

Amazon MQ X BEI LA THREH AWS KMS %48,

+ Amazon MQ owned KMS key (default) [Amazon MQ B KMS Z4A(REIRE)]
- 2403 Amazon MQ ENEE , BEFEENIKS F,

« AWS managed KMS key ( AWS & KMS %4 ) - AWS £ E X KMS %4
(aws/mq) REWK P HH— KMS %48 , B Amazon MQ KRERIE, EEME
Ao

- ERIAENEFREER KMS Z - EFREER CMK BHETE AWS Key
Management Service ( KMS ) Fa|2MEHE,

Amazon MQ for RabbitMQ 17 % # RabbitMQ krZ< 3.8.34,
BRERAEAPHIEENNENEZER , ESHAUTAR :

+ RabbitMQ BR%58% GitHub 7% & £#Y RabbitMQ 3.8.34 & 75 1 #f
+ RabbitMQ Bt B &

BXXEFH Amazon MQ for RabbitMQ lAMAEARNEZER , BSH EE
Amazon MQ for RabbitMQ 3|ZEfR 4 (p. 134),

216


https://github.com/rabbitmq/rabbitmq-server/issues/7142
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/upgrading-brokers.html#upgrading-brokers-automatic-upgrades
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/rabbitmq-version-management.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/rabbitmq-version-management.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.10.17
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.34
https://www.rabbitmq.com/changelog.html

Amazon MQ FF XA RIERE

B Y EH
2022 £ 12 A 15 | Amazon MQ for RabbitMQ I #E £ RabbitMQ kxZ< 3.9.24,
H

BRMEBRAPHIESNNENESER , BSRUTHRE :

+ RabbitMQ BR527 GitHub ##4# & L#Y RabbitMQ 3.9.24 & #1584
+ RabbitMQ EXHE

BXRXFEFH Amazon MQ for RabbitMQ IRAMREBARMNESEEL. , FSH EE
Amazon MQ for RabbitMQ 5|2/ (p. 134).

2022 £12 A 13 | Amazon MQ BIEEHR ( MBE ) Xigi#H, EXTHAXEHNER , 55 (AWS

H —RSE) P AWS XEML T &,

2022 £11 A 14 | Amazon MQ for RabbitMQ MEX#E 3.10 , IR —MNFWEES|EMAK, Classic

H Queues IRZEK 2 (CQv2) MEF B, TXIFM 3.8 BEEEHF 3.100 BXREZER ,
ESHATIHRNE :

« RabbitMQ 3.10.10 & %% BH
+ RabbitMQ Btk B &

BX XK Amazon MQ for RabbitMQ lAMREBARNESRFEL , HSH B8
Amazon MQ for RabbitMQ 3|2 fR 7S (p. 134),

2022 £ 11 B9 H Amazon MQ BEXE ActiveMQ 5.17.2 , X2 —MNETRXES|EBiREK, BEXEZE
B ESRTIREA :

« ActiveMQ 5.17.2 K1 % 88

« &EHE Amazon MQ for ActiveMQ 5|ZERAN (p. 73)
« A4 Amazon MQ REE 5| ZEmR A (p. 21)

« & Spring XML & X4 (p. 55)

2022 #£8 A 17 B | Amazon MQ I X#F ActiveMQ 5.17.1 , X2 — M E 5| E/AS, ZEHMAT
BREEHFTFEXETLS10M 11, AXESERE , #SATIRE :

+ ActiveMQ 5.17.1 & #4515 BA

+ EHE Amazon MQ for ActiveMQ 5IZ A (p. 73)
* 4 Amazon MQ RE 5| ZIRA (p. 21)

£/ Spring XML B & 34 (p. 55)

2022 £ 7 A 14 B Amazon MQ HIEX# ActiveMQ 5.16.5 , iIX2 —MNTRXES| ZBiRAK, BXESE
B ESRTIAA

+ ActiveMQ 5.16.5 & i i B8

+ EE Amazon MQ for ActiveMQ 5IZEiR 7N (p. 73)
« & Spring XML B & X4 (p. 55)

« A4 Amazon MQ REE 5| ZEmR A (p. 21)

2022 %584 H | Amazon MQ EREEEFHRIT networkConnector TEMNIAMHIES,
o BIEMAE Amazon MQ KB M %

217


https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.24
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://blog.rabbitmq.com/posts/2022/05/rabbitmq-3.10-release-overview/
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5017002-release
https://activemq.apache.org/activemq-5017001-release
https://activemq.apache.org/activemq-5016005-release
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-creating-configuring-network-of-brokers.html#creating-configuring-network-of-brokers-configure-network-connectors

Amazon MQ FF XA RIERE

Sp]
2022 4 A 25H

2022 F 4 A 20 B

2022% 3 A 1H

2022 2 A 25H

20222 A 16 H

20222 A 14 8

XAHERT

Amazon MQ X —RRZASH 0T CRITICAL_ACTION_REQUIRED fRERZASAH
ActionRequired APl B, ZIBRELAT , CRITICAL_ACTION_REQUIRED £
BHIE, ActionRequired AZRMHE—NEE , BANEHAZRBE (FFRARE
M) PERE X MM R EBA A,

« the section called “BFEHERR : Amazon MQ B/EFTEREZ” (p. 206)
+ {Amazon MQ API %) HH ActionRequired 34,

Amazon MQ HEX# ActiveMQ 5.16.4 , X —MNTRXES| EiRAK, BXESE
B ESRTIARA

« ActiveMQ 5.16.4 X 70 1 85

+ EE Amazon MQ for ActiveMQ 5 ZEiR 7N (p. 73)
« {# Spring XML & X4 (p. 55)

« FH%& Amazon MQ REBIZ/MZ (p. 21)

Amazon MQ BIE L A# X ( #EME ) XKigi#H, BEXxTAREBNESR , 557
CAWS —fig5E) ) AWS XIgMKixT =,

Amazon MQ for RabbitMQ I X # RabbitMQ version 3.8.27,
BXRERAPHIEENNENELER , ESRAUTAR :

+ RabbitMQ AR5 8% GitHub f#f# % L/ RabbitMQ 3.8.27 &7 i}t B
* RabbitMQ Eak B &

BXRXFH Amazon MQ for RabbitMQ AR EBARNESFER , BSH 8
Amazon MQ for RabbitMQ 5|2k (p. 134).

Amazon MQ BIEEIEMN ( FER ) KEF#E. BEXTHAXENER , 53R
AWS—igSZ i AWS XK isT a,

Amazon MQ for RabbitMQ Z17E £ RabbitMQ kx4 3.9.13, B3R ERRAF
K (p. 23)Fc3E AT M Rabbit 3.8 A% E 3.9, Fik , EFIHARENRE (p. 23).

A X RabbitMQ 3.9 FHHWH WM EZE L , HSH GitHub M35 ERYARAS 3.9.0
AU AR E,

Note

B Al , Amazon MQ X , =X RabbitMQ 3.9 F# A9 7E JSON H &
g1t BEIRFH.

BRERAPNEENNENESRER  BSANTRE .

+ RabbitMQ BR%52% GitHub #7# & £#Y RabbitMQ 3.9.13 & 75 1t #f
+ RabbitMQ Bt B &

BXXEFH Amazon MQ for RabbitMQ MAMAEARNEZER , BSH EE
Amazon MQ for RabbitMQ 3|2 fR 4 (p. 134),

218


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-actionrequired
https://activemq.apache.org/activemq-5016004-release
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.27
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.0
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.0
https://www.rabbitmq.com/streams.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.13
https://www.rabbitmq.com/changelog.html

Amazon MQ FF XA RIERE

Sp]
2022%2A7H

20221 A 18 B

2022 %1 A 13 B

2022 1A68

2021 £12 A 20
=i

2021 11 A 16
H

2021 £10 A 12
=i

XAHERT

Amazon MQ for RabbitMQ # B RIRIESR | XEIEREEEB HEEFHEFH
A=A RPN FERRERE,

BXELER , BEHATIAR .
« the section called “i2 F % Amazon MQ for RabbitMQ X" (p. 185)

Amazon MQ for RabbitMQ L E % # RabbitMQ kxZ< 3.8.26,
BREBRAPHESNNENESER , FSRUTHRE :

+ RabbitMQ BR%588 GitHub f24#FE L/ RabbitMQ 3.8.26 % 7 1% 83
+ RabbitMQ Btk B &

BRXEFH Amazon MQ for RabbitMQ iRAMAEBARNEZRER , HSH EE
Amazon MQ for RabbitMQ 5|2z (p. 134)0

Amazon MQ 3| A RABBITMQ_MEMORY_ALARM RARBIUEREAESNEFEHRHA
BAAFETFRERSFEHSE, Amazon MQ 2#4E EFMBUCREBERL W, #F
RIPBLESHNEER. BXEZELE , B5RTIAR.

+ the section called “ RABBITMQ_MEMORY_ALARM ” (p. 206)

RN ActiveMQ RIEE EEMH T Amazon MQ B CloudWatch Logs BY , Amazon
MQ XHEET IAM BRI HFER aws:SourceArn Hl aws:SourceAccount
2REHFLETXRRBIEHNEEREARNE, EXEZEL , FSRATIAS.

« the section called “B RS IEFRERBEE" (p. 193)

Amazon MQ for ActiveMQ 5| A —EFVIER , FREBREFEAZIIHNTEEH
ECRIM R OEER |, ARSI EEEY BRERIRNEMNLSE (p. 44)41
RENTRY. BXESERE , BSATIINES.

+ the section called “i2 & F %% Amazon MQ for ActiveMQ XE” (p. 181)

Amazon MQ for RabbitMQ L7 % # RabbitMQ kxZs 3.8.23,
BRUEBRAPHNIESNNENESER , BSRUTHRE

+ RabbitMQ AR5 85 GitHub 7f# & LAY RabbitMQ 3.8.23 % i iji B
+ RabbitMQ Eak B &

BXXHEH Amazon MQ for RabbitMQ RAMRBARNESFEE , FEH EE
Amazon MQ for RabbitMQ 5|2/ (p. 134).

Amazon MQ HE X ActiveMQ 5.16.3 , X2 —MNTHXES| ZixRAK, BXESE
B ESRTIRE

 ActiveMQ 5.16.3 & 5 i} BA

« & Amazon MQ for ActiveMQ 5| 2R (p. 73)
* 4% Amazon MQ KB 51 ZHRA (p. 21)

 {f# Spring XML B & X 4 (p. 55)

219


https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.26
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.23
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5016003-release

Amazon MQ FF XA RIERE

Sp]
2021 9A8H

20218 A 25H

2021 7H29H

20217 A 16 H

2021 7H6H

20216 AT7H

2021526 H

2021 5818 H

XA EH
Amazon MQ for RabbitMQ L7 % # RabbitMQ kxZs 3.8.22,

HARAEE — N LURT XM AR ZS RabbitMQ 3.8.17 HiRBIRBASIE B E |
XLERAFIFEABEE TTL (FERNE ) o BIMNBNWENAEREAREIRAK 3.8.22,

BXRUBRAPHEENUENESEE  FSHUTHR

+ RabbitMQ AR%88 GitHub Ff# FE L&Y RabbitMQ 3.8.22 & #1588
+ RabbitMQ Bk B &

BXRXEFH Amazon MQ for RabbitMQ iRAMABEARNESZELR , BEHEE
Amazon MQ for RabbitMQ 5|2 R4S (p. 134)

BTFEASEEFENE (TTL) BRAFIZFERE , Amazon MQ for RabbitMQ B8
Bf 2 RabbitMQ 512 kRS 3.8.17, RIBIEARAK 3.8.11,

Amazon MQ for RabbitMQ I £ X # RabbitMQ R4 3.8.17, BxtEHmP LML
IEFMBENESEE , BSRUTRE :

+ RabbitMQ BR%588 GitHub 76 FE L#Y RabbitMQ 3.8.17 £ 1% 83

+ RabbitMQ B B &

« & Amazon MQ for RabbitMQ BIZEfR7S (p. 134)

M , B LEAAWS Management Console, AWS CLI =% Amazon MQ API 3%
Amazon MQ REWEF K. ETHAEXRREBLFNBRNESEE , BSEANTA
&

+ 43 Amazon MQ RE (p. 19)

Amazon MQ for RabbitMQ # 7T —BHRERIEEFRANTE, —BMHRER
BREEIEHENEHBITENKEETEERATING, EXEZER , HSHAT
FIRE :

s —HBHRERIREEEMY (p. 132)
+ 7 RabbitMQ GitHub 174# E £ # RabbitMQ — B % S Bgs Y

Amazon MQ B EX# ActiveMQ 5.16.2 , XE— NN T EB|EBixREK, BEXEZE
B ESRTIRE :

+ ActiveMQ 5.16.2 & 7 i 8F

+ B Amazon MQ for ActiveMQ 5IZ A (p. 73)
« A4 Amazon MQ REE 5| ZErR A (p. 21)

£/ Spring XML B & 3 4 (p. 55)

Amazon MQ for RabbitMQ BIEEHE (k&R ) MFE ( TE ) Xigi#E, BXxTH
XEHEER , FSHAWSKIMA KT 2o

Amazon MQ for RabbitMQ 32 7T R IEERIAE.

BREIZRER , Amazon MQ SRBELEFHNRFIRBEMNBERA 02 —AREX
BB EHRS , LR EBH MR, BXESEE  BBHTINE .

+ Amazon MQ for RabbitMQ RIBFEEIZE (p. 124)

220


https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.22
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.17
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/tree/master/deps/rabbitmq_consistent_hash_exchange
https://activemq.apache.org/activemq-5016002-release
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region

Amazon MQ FF XA RIERE

Sp]
2021 $5A5H8

2021 5HA5H

20214 A 14 H

20214 A7H

20214 A1H

2020 £12 A 21
=|

202011 A4 H

A EH
Amazon MQ MM # ActiveMQ 5.15.15, BXREZEE , ESRTIAE :

 ActiveMQ 5.15.15 &0 it BA
« EE Amazon MQ for ActiveMQ 5IZiRZR (p. 73)
« {# Spring XML & X4 (p. 55)

Amazon MQ EF BBRENAWSHEXRKNER, AXESEEL , BTN

o

=

+ the section called “AWSHEEFE#” (p. 169)

Amazon MQ BIEEHE (1tR ) fivE ( TE ) XEg#HH, EXxTAXENER ,
BSEAWS XI5 # L i1 .,

Amazon MQ U7 X %5 RabbitMQ 3.8.11. AXMLEF T I ENEIEFMIIENE
ZEE , BSRUATAR

+ RabbitMQ BR%58§ GitHub 76 FE LY RabbitMQ 3.8.11 & 1 1% 83
+ RabbitMQ B B &
« & Amazon MQ for RabbitMQ BIZEiR7S (p. 134)

Amazon MQ BIEETL AKX ( KRR ) Kigi#t, BXATARENER , 551
Amazon MQ XML& iwmT =

Amazon MQ B EZ# ActiveMQ 5.15.14, BEXEZEE , BRI TIRE :

+ ActiveMQ 5.15.14 & it B8
+ EE Amazon MQ for ActiveMQ 5IZEiR 7N (p. 73)
« & Spring XML & X4 (p. 55)

Important

BT ARA R 127 2 £ Apache ActiveMQ [RIE | ActiveMQ Web #2
& R EYET Pause Queue (E1ERA%I) ZE T8 AT Amazon MQ for
ActiveMQ R, BxILEFMEELR , HSH AMQ-8104.

Amazon MQ IE X ¥ RabbitMQ , X2 —NMNEANFFREERE, XEFREEBFN
A RabbitMQ EERETER AWS , MASEERBE,

Amazon MQ for RabbitMQ A EE#ANMEERBHNERNERE  ANEMBEMIE
., RERBNEHRHETS.,

+ Amazon MQ 3% RabbitMQ 3.8.6. BXXBHMWEIBRENESER , 52 Mthe
section called “MRAEIE" (p. 134),

- AWSRZEZEBIERIE 750 NIt ESEH mg. t3.micro REFNSEE A 20GB
HEMEZEE , BIRA—F. BXRAIFNRFRBENESEEL , ES@Broker
instance types (p. 29).

« {&B) Amazon MQ for RabbitMQ , & A BL7E RabbitMQ & /i FE XM EMES
F, A AMQP 0-9-1 THE N RE, BXZTIFNMPNAZBEANESER ,
&2 @the section called “Amazon MQ for RabbitMQ " (p. 158).

+ Amazon MQ for RabbitMQ B Y4 #7112t Amazon MQ WFFE X H., ET#HE
RFETMARENESER , FSRAWSXE IR,

EFHEM Amazon MQ , BEIBRE , FFET VM W ARFEZIEH
RabbitMQ R , {55 Rthe section called “8% HE #F RabbitMQ X" (p. 12).
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https://activemq.apache.org/activemq-5015015-release
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.11
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://activemq.apache.org/activemq-51514-release
https://issues.apache.org/jira/browse/AMQ-8104
https://www.rabbitmq.com/
http://aws.amazon.com/free/
https://www.rabbitmq.com/devtools.html
http://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

Amazon MQ FF XA RIERE

Sp] XAHERT

2020 &£ 10 A 22  Amazon MQ X%# ActiveMQ 5.15.13, BEXxFZEE , HTSHETIRNE ;

H
+ ActiveMQ 5.15.13 & 4 1t B

« EE Amazon MQ for ActiveMQ 5IZiRZR (p. 73)
« {# Spring XML & X4 (p. 55)

2020 £ 9 A 30 H Amazon MQ MEERM (K= ) K, AxTAXENEES , 51 Amazon
MQ XIFFLmT Ko

2020 £7 A 27 B &AL Active Directory i H fth LDAP fR&5 88 F & BV EEX Amazon MQ A F
HITEHRWIE, FEEURM, BIBRFIEH Amazon MQ AR , AR EBHMPBASI 5B
MR, BREZEL , 21 ¥ LDAP 5 ActiveMQ £/ (p. 98)o

2020 £ 7 A 17 B Amazon MQ BIEX mq.t3.micro EHIRE, EXEZEELR , HSHBroker
instance types (p. 29).

2020 £ 6 A 30 B | Amazon MQ X ActiveMQ 5.15.12, BXE%ZELR , BZHATIINE :

+ ActiveMQ 5.15.12 k&% 5% 88
« &I Amazon MQ for ActiveMQ 3|24 (p. 73)
« {#/ Spring XML E & XX (p. 55)

2020 £4 A 30 B  Amazon MQ X3 broker TR LW FEETHE systemUsage. BEXEZEE
¥ FsystemUsage (p. 72)o

Amazon MQ % %#F kahaDB ¥ t& LW =/HE .

+ journalDiskSyncStrategy=periodic - £ journalDiskSyncInterval
WIERT , MITHARS W B EE (ZR).

+ journalDiskSyncStrategy - BRBHEFE S EH,

« preallocationStrategy - BEEZEH AEX M4 , REZHXMSE A X

HraR.
BXEZERE , BZHABM (p. 71).
2020 3 A3 H | Amazon MQ & /NE#Y CloudWatch 45

« TempPercentUsage - ¥ FAMHEEERANTRAIKRFHENBE DL,
+ JobSchedulerStorePercentUsage — Ml it KR FFHATEANHBEZEE

paln e
BREZEELR | 53 MMonitoring Amazon MQ using CloudWatch (p. 181).

2020 2 A4 H Amazon MQ EELAMX (EFE ) MR (B ) XiE#HE, BXTAXENE
B, BESEAWSKE ALK =,

2020 £1 B 22 H Amazon MQ X%# ActiveMQ 5.15.10, BEXxEZEE , TSHETIRNE ;

+ ActiveMQ 5.15.10 & %5 1% B8
« &I Amazon MQ for ActiveMQ 3|24 (p. 73)
« {#/ Spring XML E & XX ¢ (p. 55)

2019 12 A 19 | Amazon MQ EERUM ( HTET/RE ) MEEM ( RRT ) Xigi#Hd, ExTAKXIE
=} WEE , B EAWSKIE AR S,
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https://activemq.apache.org/activemq-51513-release
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://activemq.apache.org/activemq-51512-release
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://activemq.apache.org/activemq-51510-release
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region

Amazon MQ FF XA RIERE

Sp]

2019 F 12 A 16
H

2019 £ 10 A 18
H

2019 £ 10 A 11
H

2019 9 A 30H

2019 8 A30H
2019 7AH22H

2019 6 A19H

XAHERT

Amazon MQ X35/ Amazon Elastic Block Store ( EBS ) AR EEZ#EABELE
FRALHRE , MA2EHABRIAN Amazon Elastic File System ( Amazon EFS ) . E
FABEZANTARNEFAMMEFTEE , E6H Amazon EFS, EFARZERNS
FUE , EFEA Amazon EBS,

Important

« B IAER Amazon EBS 5 mq.m5 RESEFIER R FIESER.

s REGULUERREXLFIXR  BEVUNEREZETEERREEFEE
A,

« Amazon EBS EEANTARXAEHIEKIE , BF X ActiveMQ E3/%
A (p. 43)FBEBE,

BXREZER  BZATIRE :

+ Storage (p. 41)
s EREENREBEFHEEUSURERHE (p. 113)

+ {Amazon MQ REST APl &%) | broker-instance-options &iRH
storageType B

+ Amazon MQ for ActiveMQ $84% (p. 181) Zf4 H#Y
BurstBalance, VolumeReadOps # VolumeWriteOps ¥§#R.

EHETHANFE Amazon CloudWatch %% : TotalEnqueueCount
TotalDequeueCount, BXEZELR , HZHActiveMQ B#5 (BASIFNIERR ) 35

#% (p. 183)o

Amazon MQ RIEEXEHE L XFEH X E/FEEERIBESLERE 140-2 (FIPS )
B LR R

BXEZER  BEZATINE :

o ZEBIHEBELEIRE (FIPS) 140-2
+ Amazon MQ XML isTT =

Amazon MQ I ERM T ELERENNEFIRERT BERENTIEE, EXES
{£8 , 525 UpdateBrokerInput B hostInstanceType BM , A%
DescribeBrokerOutput B pendingHostInstanceType B,

W&, BALERS AP REA UpdateBrokerInput EMSREXEBKNZ 24,

Amazon MQ £/ T AWS Key Management Service ( KMS ) SURHARS 2535 40
R, BUETLIEAREACHEFEER CMK , REEEN AWS KMS Ik = & 5 F
AWS REX KMS B4, BXESEE , BSHABSNE (p. 151).

Amazon MQ Z#EFBI LT AR AWS KMS #4R,

« AWSHAEH KMS %4 - Z4H Amazon MQ FiE , FELRIKS o

« AWSHEE KMS %40 - AWSHEER KMS F4H ( aws/mq ) REKF HEy—4
KMS %4f , B Amazon MQ RERZSIE, EEMFEH.

- BRUBNEFREER CMK - EFEER CMK BE1E AWS Key Management
Service ( KMS ) A2 MEE,

Amazon MQ EERKUM ( BE ) MIEA#KX (£X ) KE#H, AXTAXENE
B, BSRAWS XML T Ko
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html
http://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-describebrokeroutput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region

Amazon MQ FF XA RIERE

Sp]
2019 6 A 12 H

20196 A3H

2019% 5 A 10H

2019 F 4 A 29 H

20194 A 16 H

2019 4 A 8H

2019% 3 A4H

2019 2A27H

XAHERT

Amazon MQ BEEMEX ( 3 ) XEH#E, EXTARENEER , BSRAWSXE
MLHT o

BHTHNEHH Amazon CloudWatch ##5 : EstablishedConnectionsCount
# InactiveDurableSubscribers, BEXEZEL , HFSHETIHNE ;

» Monitoring Amazon MQ using CloudWatch (p. 181)
+ Amazon MQ for ActiveMQ 38%% (p. 181)

#omg.t2.micro RHIXBEHNBIEFHREIN 20GB. BXEZFEE , BSH TR

P

="

+ the section called “Bx#EF 6" (p. 197)
» Broker instance types (p. 29)

NE , EUUERETHRENKEBNERANR. BEXEZREL , BSATIAR

+ Amazon MQ {15 1AM R T4 (p. 161)
+ Amazon MQ API 2 1ERV B RENR (p. 169)

DI, BALER REST API RREXRESI ZNREXPLETNES. BXESE
B, BESHETINE

- RELHHER
- RES|ERE

Amazon MQ X# ActiveMQ 5.15.9, BXEZELE , BZHETIRNE :

+ ActiveMQ 5.15.9 & 5 1% 88

+ EE Amazon MQ for ActiveMQ 5IZ A (p. 73)

+ {# Spring XML B & X 4 (p. 55)

W TEXARERNEEEISHELBNERFTEHEE BN, BYEE

transportConnectors B & networkConnectors B EETUS Az AR B
B. BXEZELE , BESATIRE :

- EEEREESHITHISHERE (p. 53)
« Amazon MQ REM L (p. 44)
* Amazon MQ Broker Configuration Parameters (p. 55)

BT UTXEN , BERM (63 ) Xigi#H T Amazon MQ :

o WMIARHX (FNE )

- ZERL (RZEN )

o ZERI (HERLMILED )
- ZEFL (LNAERT )
- ZEES (HRBX)

- TAMK (FR)

- TA®K (BR)

- TAK (ER )

- BMX (E2EE )

- WM ( BR2E)
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https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-engine-types.html
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344450&styleName=Text&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7C35bdc422838889098b8e9b64d138bf97db8f7f82%7Clout

Amazon MQ FF XA RIERE

Sp]
2019 1A 24H
20191 A 17 H

2018 £12 A 19
B

2018 £ 12 A 11
H

2018 £ 12 A5 H
2018 £ 11 A 19

H

2018 £ 10 A 15
H

2018 % 10 A 2H

20189 A 27 H

XAHERT
MINEBIE TSR TERTES BIRHI R

Amazon MQ mq.t2.micro XHIKE B G XIFBNLRIMIL 100 MNERE, BXE
%55 , 2 HQuotas in Amazon MQ (p. 196).

BAILEREMEFEE— K5 Amazon MQ RE, BXEMAEE , ESHANTE
R

» Amazon MQ REEM L (p. 44)

» Creating and Configuring a Network of Brokers (p. 85)
- FHEEREERHNREMS (p. 113)

* networkConnector (p. 69)

* networkConnectionStartAsync (p. 65)

Amazon MQ X% # ActiveMQ 5.15.8, 5.15.6 1 5.15.0,

+ ActiveMQ A B #FIREVEE IR TN S -
« ActiveMQ 5.15.8 & 7 i} BB
« ActiveMQ 5.15.7 & %154 88

AWS XIFBIFARICAR B REREH A DB, S IR FRSIRCEIR , ]
MBS EERFRNFAEERFCZAR. AXESER , BSAKICER,

AWS ¥R T H SOC &M MitXl , & Amazon MQ &R —MFHE SOC KRS .

- SAAPHWRAARH 20, BXESEL , BSEAL (. 197)
- BAMRESMEEHUNBAEELN 1000, BXESEL  BSHR
H (p. 196).

AWS ¥R T H HIPAA &M%t , & Amazon MQ RS HIPAA ZRH RS
BHEN.

BT 5.15.0 24\ , Amazon MQ & X3 ActiveMQ 5.15.6, BXxEZEE , #3HET
JRAE -

« Editing broker engine version, Amazon CloudWatch Logs, and maintenance
preferences (p. 84)

* ActiveMQ 34/ B #2 R 55 IR A S
+ ActiveMQ 5.15.6 & i 15 B8
+ ActiveMQ 5.15.5 & 4515 B8
+ ActiveMQ 5.15.4 % 75 15 B8
+ ActiveMQ 5.15.3 & 4515 B8
+ ActiveMQ 5.15.2 % 75 15 B8
+ ActiveMQ 5.15.1 & 451588
* ActiveMQ & i 5.15.6
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https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344359&styleName=&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce767efb47d2196ab945146ed285c1496e25eb830%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344049&styleName=&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce767efb47d2196ab945146ed285c1496e25eb830%7Clout
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-tagging.html
http://aws.amazon.com/compliance/soc-faqs/
http://aws.amazon.com/compliance/hipaa-compliance/
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12343805&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12343307&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12342685&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341947&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341669&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341031&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client

Amazon MQ FF XA RIERE

Sp]
2018 8 A 31 H

2018 £ 8 A 30 H

20187 A30H

2018 F7 A 25 H

20187 A19H

2018 £ 6 A 29 H

XAHERT
- AREANERNT

e CurrentConnectionsCount
* TotalConsumerCount
* TotalProducerCount

HMETHREZEER , B35 Amazon MQ for ActiveMQ #6845 (p. 181) #2o
o REM IP it & RE Details (FHEE) WHEHA,
Note

NFZALNFTRAENRE , FERAE IP ik,
BRAUATXEN , EELAX ( #Fng ) XE#EE T Amazon MQ :

- XEFR (HXHE)

- XERL (HEFELMILE )

- ZEHES (JLMFIERL )

- ZEED (BBX)

s TAMKX (RRE)

- TABK (BR)

s TA#KX (EE)

s BRONHBX (EXRE)

o B (BRZ)

BELABLE Amazon MQ BUFEM B EFH & B & &K 2l Amazon CloudWatch

Logs. BXEZ{EE , iS5 Configuring Amazon MQ to publish logs to Amazon
CloudWatch Logs (p. 191).

BRATXEN , EET AKX (KR ) MIT AKX ( BR ) XE@#EHT Amazon MQ

- RERD (HBXEM )

« XEXR (FERLMILER)

- XEAE® (dLmREREIL )

- XEBEI (BRBRM)

c TAMEX (FRE )

« BMiX (EZRE)

« KM (ERZ)

ERILAEA AWS CloudTrail 123 Amazon MQ APl i, EXEZER , 5
#Logging Amazon MQ API calls using CloudTrail (p. 188).

BR7Y mq.t2.micro M mg.m4.large 24 , U TREXFIRBETHFEESEL
ENENF L, WiXMEF~ TR

* mq.m5.large

* mq.m5.xlarge
* mq.m5.2xlarge
* mq.m5.4xlarge

BXEZEER , 5 RBroker instance types (p. 29).
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Amazon MQ FF XA RIERE

Sp]
2018 27 A6 H

2018 £ 6 A 14 H

20186 A7H
2018 £5 A 17 A
2018 3 A 13 H
201843 A 1A

2018 FF1 A 10 B

20181 A9 H

X EH
BRUTXEAN , dEZETED ( MREELILE ) Xig#H T Amazon MQ :

« EERIP (BIEBEM)
o ZERL (HERLILEB )
- XEAEI (BRBRM )
- TABK (ER)
« BRNHX (EXRE)
< BN (BRZ)
. ;@Eﬁl«lﬁﬁﬁ AWS : : Amazon MQ: :Broker AWS CloudFormation &RFHITUT
R E
- BIERE,
- ANMBEEEXRHBHIEERENAF,
- BEIAXEERENES.
- HiBRIEERE,
Note

MIBE W Amazon MQ X Configurationld 5% Amazon MQ KE &
HRBNEMEMEN , REFINES.,
o SBETLAEEA AWS: : Amazon MQ: :Configuration AWS CloudFormation &JRER

HATUTBRE

- BIEEE.

- EFEERE.,

- BREBEXEERENES.
Note

A BAE A AWS CloudFormation SR&2X ( 1B FHIER ) Amazon MQ &
B

Amazon MQ BH#IAZHEE. BEFEHTE. AMTE. EARENESF I
BN RENAPBREIN 250, BXESEELE , BSEAAS (p. 197),
BEREBRATE 15 5%, BXESEL , BRERRENETS (p. 84).
o BEILAMERA 277 (p. 112) B Apache KahaDB Ht
B concurrentStoreAndDispatchQueues H & FE#EM DK (p. 71)0
+ CpuCreditBalance CloudWatch 4% (p. 181)ATAF mq.t2.micro KEEHI
EFi1
THIEHFIE Amazon MQ #2415 :

« EREFIRF , Creation (B122) FIRIAER T REREN. NFERENLTE KN
5, EIER @,

* 7E£ MyBroker TUEH Connections ( &1 ) o , EBERLENBNR T
F EC2 #Zfl& (MAR VPC #HE ) ., EC2 FHIA 7 LART Ak vb #0317
EHEMNEE, BETHELEL  BSREHNE B AEE (p. )32,

« 1E£ IAM 2% & £4¥ REST #24F ID UpdateBroker MXRIEHSINA
mq:UpdateBroker,

« M IAM 2% & FIBR T 48iR69 mg:DescribeEngine PR,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-broker.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-amazonmq-broker-configurationid.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-amazonmq-broker-user.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-configuration.html
https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-put

Amazon MQ FF XA RIERE
XA RIEE

Sp]

2017 £ 11 A 28
H

XA EH
X & Amazon MQ 1 {Amazon MQ FF R AR IER) HWAIERE,

+ Amazon MQ EEMU T Xigi#H
. XERI (BRR)
o XERI (FHFHFRILILER)
- XEAEI (HRBRM )
c TA#KX (EfE)
« B X (EXRE)
o BM (BRZ)
3 mq.t2.micro EFIRBHERAZ CPU FH o FMEEMEE RE - seipzeig
FEHEMEEKTEULE (BXREZER |, i3 CpuCreditBalance (p. 181) #8
). MRENHAEFEEEEMRE , BERMEA mqg.m5. large =fIEH,
« SEALLBIE mq.m4 . large M mq.t2.micro RE,

3 mg.t2.micro EHIEENFEAZ CPU R MEH R FIPRE — AEERIE
BEEMEKENUL (BXESELR , 55K CpuCreditBalance (p. 181) #§
). MRENNARFEEEEMEE  FEREM mqg.m5. large KHIEE,
« IBALAER ActiveMQ 5.15.0 R IE 5| %,
o BETILAER Amazon MQ REST API 1 AWS SDK BURTE S NI ZMEEBENRE,
o BUBUARIEHRE |, FERER ActiveMQ TN EMREIZEES HFEI AU TH
WEABEE A TLS :
- AMQP
- MaTT
+ EF WebSocket ¥ MQTT
+ OpenWire
« STOMP
+ ET WebSocket £ STOMP
o BAILEAZR ActiveMQ B IHIEREE] ActiveMQ RE, RIEWEA
ActiveMQ B Fifi. BXEZELE , 5 FConnecting a Java application to your
broker (p. 94).
o BHREW I EEMBWEMADEEE,

Amazon MQ XA $£igx

T&RIHTIH (Amazon MQ FEAGRIERE) MER. BX Amazon MQ EEX A FE |, ESH Amazon
MQ & %88 (p. 215).

A4
20228 A 22H

2022 %1 A13H

XA EH

23 Amazon MQ for ActiveMQ F1 Amazon MQ for RabbitMQ 3|2 61 7 S 3dfy R
B, XERETNEEE5IBFAFEE. HENMREXE :

» Working with Amazon MQ for ActiveMQ (p. 35)

» Working with Amazon MQ for RabbitMQ (p. 123)

AT — NI REHETS  EHh5H T Amazon MQ EREL TiETF RIRA
BRERRESKRE , AR EZHNRERERXNFEAEE
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https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
http://activemq.apache.org/cross-language-clients.html
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client

Amazon MQ FF XA RIERE
XA RIEE

Sp]

2021 %11 A8 H

202110 A 8 H

2021 £ 9 A 22 H

20218 A 12H

2021 7H29H

2021 7H218

20217 A 16 H

20216 A7H

20215 A 18 H

2021 5HA5H8

20212 A 16 B

R EF
» the section called “#RFEHEER : Amazon MQ B/EFFERE” (p. 206)

AINT HEE , EPNE T A Amazon MQ for RabbitMQ X2 & Python Pika
&k

+ the section called “ff Python Pika 5 Amazon MQ for RabbitMQ &4
A (p. 137)

28 Amazon MQ for ActiveMQ 1 Amazon MQ for RabbitMQ R IE 5| ZE 7 LA T i8]
THEEH :

o —BEPRTEERE (p. 204)
» the section called “#£ Amazon MQ for RabbitMQ = #14a]/5 B &4 2 ” (p. 206)
« the section called “FKRFTEE S IEH Amazon VPC BLE. " (p. 206)

BRI Amazon MQ for ActiveMQ R IBH E MLE M TR R B TEEBEEN T
A

- EREEETNRE (p. 204)
« Web #£#l& EH ISP & (p. 205)

WINT AT B4 , W EA IRt Amazon MQ B9 & LBl BBt TR B HEE,

T AT &84 3R%.88 Amazon MQ for RabbitMQ hMRASEIE |, LR 1E X iEeh
Amazon MQ REARBFHREMEES| BIRAK,

« the section called “lRAEEE” (p. 134)
AT BT EB 4 3R 1 B A Amazon MQ REE (R EHRIEREE AWS Lambda,

» Connect your Amazon MQ for ActiveMQ broker to Lambda (p. 10)
» Connect your Amazon MQ for RabbitMQ broker to Lambda (p. 16)

WINT AT &R KA Amazon MQ REBEFETER , IR INAIEAAWS
Management Console. AWS CLI 5 Amazon MQ API SR Z 4 i3 £ .

« the section called “4£3 X E” (p. 19)

AT AT &84 R4 B8 Amazon MQ for ActiveMQ ARZAEIE | LA R £ S iat
Amazon MQ RE AR BFHEOREM E E 5| R4,

+ the section called “HRAEEE” (p. 73)
+ the section called “F+ R 51 Z M (p. 21)

WINT LT84 R iH BB Amazon MQ for RabbitMQ RIBERIARE

» the section called “REBRIAIRE” (p. 124)

WINT AT EBS K17 BE Amazon MQ FIAWSHEE X KRG |, SUROX LERBEM EH
« the section called “AWSHEE KB (p. 169)

I T AT X F Amazon MQ for RabbitMQ #3284

« the section called “f&2REERAFIREZHIFE” (p. 141)

229



Amazon MQ FF XA RIERE
XA RIEE

Sp]
202011 A4 H

2019 F 12 A 16
H

2019 7A19H

2019 4 A 22H

20193 A 4H

2019%1A58

XAHERT

« BT LA EBS 3R12F Amazon MQ for RabbitMQ X35 :
+ the section called “BI3 HiE# 2| RabbitMQ KE” (p. 12)
» the section called “RabbitMQ ##2” (p. 136)
+ the section called “Amazon MQ for RabbitMQ &{E3EEE” (p. 144)
+ the section called “RabbitMQ 5|%” (p. 123)
« the section called “Bti& Amazon MQ for RabbitMQ BZE” (p. 194)
- the section called “FARFEXRABE" (p. 170)
s NEENINEZETMIL BT T HMIET , BUERIERE Amazon MQ for RabbitMQ
X
 BWMTHUTET :
 Storage (p. 41)
- ERFENREFEXEUSNSEERTHE (p. 113)
s BRTUTETHHEES :
- RE (p.35)
» Broker instance types (p. 29)
+ Amazon MQ £ E£HIHKE (p. 42)
o TSRS AAMEN Amazon MQ E£31/%& AXRE (p. 43)
+ Create an ActiveMQ broker (p. 5)
» Creating and configuring a broker (p. 82)

EUTE D PERNEM T ERMEBEEFENAR :

+ Amazon MQ FHEIERYF (p. 150)
o EHFIE (p. 157)
* EncryptionOptions

AT AT EXETIRCH RN FRRANROET

+ Amazon MQ A5 IAM th[E T4 (p. 161)
+ Amazon MQ AP| B1ER R IRRAR (p. 169)
W THEXRAREMNZEEFSHEERBNERTFEHEE KN XY, BYEE

transportConnectors Bl & networkConnectors Bt i&EiXT/E A A M ERE
B

- EEEREESHITHITHERE (p. 53)
+ Amazon MQ REM 4 (p. 44)

* Amazon MQ Broker Configuration Parameters (p. 55)

S T AR —EE S HIERNY, BXESZELR , ESRLUTAZR : ActiveMQ H
¥R ( BABIRIEER ) 845 (p. 183).

230


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-encryptionoptions

Amazon MQ FF XA RIERE
XA RIEE

Sp]

2018 £ 12 A 19
H

2018 F 12 A 1
H

2018 F12 A5 H

2018 £ 10 A 26
H

2018 £ 10 A 15
H

2018 % 10 A1 H
20189 A 27 H

20189 A 18 H

2018 £ 8 A 31 H

2018 £ 8 A 15 H
2018 58 A 13 H
2018 %8 A 2H

XAHERT

s WMTUTET :
« Amazon MQ fREM L (p. 44)
» Creating and Configuring a Network of Brokers (p. 85)
- EFHEESHNKEMNE (p. 113)

* networkConnector (p. 69)

* networkConnectionStartAsync (p. 65)

+ 2% networkConnectors FEATEFME Amazon MQ BLEF A IFHTTE.
FEETERETTE (p. 65) WA

FF T XY, LUk ActiveMQ WS 5.15.8 B9 7] A1,

B/T R FFRFMIRE (p. 32)%5
BNTEINECHR XAEFHEEEE (p. 113)87.

BE # Quotas in Amazon MQ (p. 196)%8%

BETEESRE (p. 12)BoPHELR.

- 3107 Editing broker engine version, Amazon CloudWatch Logs, and
maintenance preferences (p. 84)38 % o

« EMTUTES :
+ Create an ActiveMQ broker (p. 5)
» Configure Basic Broker Settings (p. 82)

M BIERMEE ActiveMQ RIEAF (p. 108) #a AR T A TER : BFEEIRL T A
FEEH. ZRARSFIMES—NAFE | FOIRERSE ; EMNAIREHMBRPR
BRAPE, FWBRAIRE,

- BETEFH/ZARENRE, BXESZEE  BSHATZASTAMN
Amazon MQ E£31/%& ARE (p. 43).
s ELTHEPRBRARE. BEXEZEER , HSFAmazon MQ Broker Configuration

Lifecycle (p. 53)o
« EFRE T Configure Additional Broker Settings (p. 83)%8% -

 FEF T Amazon MQ for ActiveMQ $5#% (p. 181)FListing brokers and viewing
broker details (p. 25)E % .

¥ IE T Create an ActiveMQ broker (p. 5)&8% FHIE 2.
BINT BRI A LT AR RIE Web #2H1& (p. 27)3 5

« 307 CloudWatch Logs Bt & RIFHEE (p. 194)E 5
s EXREEEXHEMTUTES !
Important
EUATRAIRBSR | £E-ENEREEENMNLEFET. NTEFRE

(BN ARERFIREES )  FERAREHUIEZENERAELRINNEN
FLRELET.

231



Amazon MQ FF XA RIERE
XA RIEE

Sp]
20188 A 1H

2018 7 A 31 H

2018 £ 7 A 30 B

2018 F7 A 19 B
2018 57 A5H

2018 6 A 29 H

20184 A6 H

2018 £5 A 29 H

20185 5 A 24 H

2018 €5 A 22 A
2018 £5 A 17 B
20185 A 15H
2018 65 A8 A

2018 5 A7H

XAHERT
BETUTHHHES :

« T## CloudWatch Logs F# HEIZZM L (p. 191)
» Connect a Java application to your broker (p. 7)

o ¥ 3 PEERMIEFIE T Getting Started with Amazon MQ (p. 5)F &,
o fF 3 28 AT THSURINE T What is Amazon MQ? (p. 1)T #,

» #8117 Configuring Amazon MQ to publish logs to Amazon CloudWatch
Logs (p. 191 [‘Eﬂ;ﬁJ\o
+ BE#HConfigure Additional Broker Settings (p. 83)Z8% -

« @07 Logging Amazon MQ API calls using CloudTrail (p. 188)&8% .

» ffauthorizationEntryEa N T HBAE ERXNERET (p. 176) FXTER R E|
Ao

« BT ActiveMQ RE 5 LDAP £5 (p. 97)%80 FHE S,
- EEATAPIBRH (p. 198)EB5 HHIE S

« 37T Broker instance types (p. 29)%8% HHIE S,
 BMTEREEARESFXRBUSAREFTLE (p. 112)55.

BT GitHub, HTML, PDF Hl Kindle 24\ , {Amazon MQ FF XA RIERE) KHi%
BHth AT 4EH RSS RiEfH.

0= B0

EWorking Java Example (p. 74)—F # T TUTEX :

« & MT —A STOMP+WSS Java =6, STOMP+WSS R4l Java K58 AEEEIR
B, 0EIHRENEBCEE

- % T MQTT Java =i,
« 2t T OpenWire Java 7R,

B 1E T Working Java Example (p. 74) T HE MQTT Java RIHRHLRIPILRT R
wH,

BEIF 7TAA Java BT FHE S,
EETAS (0 197)BAFHELR.
EIF 7THREERE Amazon MQ MEE (p. 112)% 2 RHEE,

+ B4¥ Amazon MQ REST AP| fXfRZ% (p. 168) MAH B S HZ 2+,
- FARMBEN IAM RKEAIE T Z6)2 Amazon MQ KEFFER IAM X
BE (p. 167)%B5 s

o AT EBTREBLEFNERRN 2 /M, BXFELEER | S EAmazon MQ
Broker Configuration Lifecycle (p. 53),

« BNINTAHRX ec2:CreateNetworkInterface
ec2:CreateNetworkInterfacePermission RN FRIZREENENERE
HEH, BXEZELR , B3 @Amazon MQ B APl &R IIEFIFE (p. 167).

232


https://www.youtube.com/watch?v=ibvCmegX0Io
https://www.youtube.com/watch?v=ibvCmegX0Io

Amazon MQ FF XA RIERE
XA RIEE

Sp]
20185 A 18

2018 £ 4 A 27 B

2018 4 A 26 B

2018 ¥4 A 4 H
2018 £ 4 A3 H
2018 4 A 2H

2018 £ 3 A 27 H

2018 3 A 22H

20184 3 A 19 H

2018 3 A 15 H
2018 3 A12H

2018 £ 3 A9 H

2018 £ 3 A 8 H

XAHERT
HEUTE2HEATHEXEN/EARENEFHRNES

TR S ATHMEN Amazon MQ E3h/%& ARE (p. 43)
» Creating and configuring a broker (p. 82)

+ Creating and applying broker configurations (p. 89)

» Editing and Managing Broker Configurations (p. 91)

ENRE T AT 2 HMRAL T R"HI Java EBACE NN G2 E M IEERE LR ERE
YR

- MAFEAEREM (p. 110)

- BIEEREREEHAIEEER (p.8)

- DIBEHEFERAEHEBCES (p.9)

* AmazonMQExample.java (p. 76)

1£ Working Java Example (p. 74) Z# 5 # M 7T MQTT Java R~fl. MQTT R4l
Java RETERZZRE, SIBEFTTHERENBZUCHE,

“5 Amazon MQ BE b5 En & JIEEE| Amazon MQ (p. 110).
BEAAEET NEGERFEAENIIZAHLFEEIDI (p. 112)E5 FHES.

“Amazon MQ FEAFIRY H R M o i ER 2 B2 2 T X EFEEE R EHRA I
RAAREFEMDIK (p. 112)%5

« BETH , Frednvent KB MFERRF 3 2 8ERAIWhat is Amazon
s BEFALTUTHSMNEN :

» Broker Architecture (p. 41)

+ Amazon MQ HI TERE,

+ fFAmazon MQ Broker Configuration Lifecycle (p. 53)%%| T Broker
Architecture (p. 41)%8% FHEo

TEMBEETUTHE : Amazon MQ FAEEENZEEHNMBZHANBESHERE
MegmP R ERHRITINE, BXEZEL , 5 M AWS Encryption SDK FF & A R 18
B

AIEMBEBETUTHE  EHEARBHFANTETARFNHENMEBAR , BB
AR, XERESEH N ARF R Amazon EFS #1TEISEE.

+ B EMAmazon MQ Basic elements (p. 35) # %'

- EBAHAEIE T Amazon MQ L L HIESEE (p. 176)MiEREEES Amazon
MQ (p. 110)¥B5 FHEE,

 EMTNEERREAFENNINERAH R FEN DK (p. 112)8 5

* I¥ admonitions A& EIELE S RLERE (p. 83)WHMAFIE F.

- MAXEET RARSENMS (p. 176)FB0 PHER.
- 80T authorizationEntry (p. 69)&8 % 3 % T kahaDB (p. 71)&B%

« BT RABEZNRH (p. 176)5 5
+ [@Monitoring Amazon MQ using CloudWatch (p. 181)#8% &l T BXxREF K
HER

233


https://www.youtube.com/watch?v=dCucC1SKkvI
https://www.youtube.com/watch?v=ibvCmegX0Io
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/

Amazon MQ FF XA RIERE

XA EiES
H & A EH
2018 £ 3 A 6 H EREEL2XHPRMT AT :
Note

¥ mq.t2.micro RAIRBHERZ CPU RS FELEME B

PRl - pepsRiE ZEEMEKENLE (BXESER , BEH
CpuCreditBalance (p. 181) E%5 ) » MRENNARFEEETEMRE ,
FEERMFEA mqg.m5.large EHIKE,

2018 3 A1 B |« ff CpuCreditBalance $EFRHFMEI T Amazon MQ for ActiveMQ $E#% (p. 181)FF
F,
« T Amazon MQ FtEEM (p. 69)F %

+ fEthe section called “AFHITTE” (p. 56)HB L HRMT N TEZEOEEUNMTES
TR,
« Xt GitHub A #Y AWS RiERHITT EIE,

2018 2 A28 H ¥EIET GitHub P ETRHE K,

2018 £ 2 A 27 H BRT HTML. PDF # Kindle 24t , GitHub Li&8RAtT (Amazon MQ FFRA R 18
M) . BERETRE , HiEEALAH GitHub B4R,

Ol =

2018 F 2 A 26 H - EAAERGIFMERFHXERE .
- AL T B AWS 25| & 7 R TR g,

201852 822 MEHAHEETUTHIHRNEER :

« HETALXFIHRBKE (p. 176)

- BAGARERBERERISMEBLET RS (p. 111)
+ Amazon MQ ¥ AP &35 iF F#R (p. 167)

« FF ActiveMQ KR35 LDAP £8 (p. 97)

2018 F 2 A 21 B EETHUTESHH Java R :

» Working Java Example (p. 74)
» Connect a Java application to your broker (p. 7)
- WREFEREREMD (p. 110)

2018 £ 2 A 20 B MEEAMEIE T Amazon MQ FEIZ £ (p. 150)M“REXK MBI FHER.

2018 %2 A19 R -« EIETHAFEREEM (p. 110)%2HH Java K13,
s BRI B T RESE S MAmazon MQ FHIZ 24 (p. 150)#5

2018 2 A 16 A |« #HNTAmazon MQ HZ & HIESEE (p. 176)E %,
« BEHHEEZE Amazon MQ (p. 110)& %5
« BIETHUTESD HH Java RE5 :
» Getting Started with Amazon MQ (p. 5)
* AmazonMQExample.java (p. 76)

234


https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html

Amazon MQ FF XA RIERE
XA RIEE

Sp]
20182 A 15H

2018 2 A 14 B

2018 £ 2 A 13 B

2018 %1 A 25H

20185 1 A 24 H

2018 1 A 19 H
2018 %1 A 18 B
2018 61 A 17 B
20181 A 118

2018 1 A3 H
2017 £12 A 15
=|

2017 £ 12 A8 H

201712 B7H

AL ERT

s BRRUHAT BT REXR TS,

s EMTUATEHS :
. AT AR Amazon MQ? (p. 1)
. BESE (. 12) (A1)

» Related resources (p. 213)
EHTUTES :
+ Quotas in Amazon MQ (p. 196)

* API BRI (p. 198)
« Amazon MQ IR £ M (p. 150)

« BE#Related resources (p. 213)&8 %

« 2E#Quotas in Amazon MQ (p. 196)%8 % o

 WINTRNFLEWIEHELMEW (p. )32

« {EE TR Java MREIA (p. 75)&B2 B9 Working Java Example (p. 74) ¥ &80 8
HiRo

« 1£ IAM $2#] A ¥ REST #4E ID RebootBroker MR FRIEHFIH
mq:RebootBroker,

o HINTKETEIEHHMIBR Amazon MQ BB HEMLED (p. 110)E 5

- BT AEERHRERR.

« FEARIEREHRIRMT M Amazon MQ REST APl & M4 , 7 Amazon MQ
H APl B RIEFERN (p. 167) T AR T IBE4FE REST API B85,

E# T Amazon MQ for ActiveMQ & (p. 213)ZB0 FHIE R,

EEAHEIF T Quotas in Amazon MQ (p. 196)3F % FEIE R,

WRE T B EL B mIES AT ENEDN (p. 111) , FHok TiHA,

« BT HTML 1 PDF #=4\ , E124 Kindle 3K (Amazon MQ FF & A & 18
) https://docs.aws.amazon.com/amazon-mg/latest/developer-guide/amazon-

mqg-dg.pdf.
« EBAHFEIETAmazon MQ 5 APl S RIERBER (p. 167)MLEK 2 : BIBAFH
SREREH) AWS EiE (p. 3) B PRI B,

£ Amazon MQ B API S RIEM BT (p. 167) Spo - T
DescribeConfigurationRevision,

MBS ER 0 A BR T 4 X AT BB I

. & BRAAWER (p. 7) M Connecting a Java application to your broker (p. 94) &B
2 INT Working Java Example (p. 74) 56 R& 4

o EARIEEAPRNT T @ Ha0 , BT ERREE.

« %# T AmazonMQExample.java (p. 76) FEIKE,
« 0T Amazon MQ 9 APl A RIEF TR (p. 167)Z%

235


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#rest-api-broker-reboot-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
http://www.amazon.com/dp/B078XC2YCK
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-dg.pdf
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-dg.pdf

Amazon MQ FF XA RIERE
XA RIEE

XAHERT

201712 A5H

201712 A4 H

2017 F 12 B 18

« EEIHEIE T Monitoring Amazon MQ using CloudWatch (p. 181) #2 HHEE :
o BUH T IERER,
- M7 Amazon MQ for ActiveMQ 1E4% (p. 181) 1 ActiveMQ I IEFRIV 4
E (p. 183) /M7,
EWhat is Amazon MQ? (p. 1)&2 # %10 7 “Amazon MQ B/ #1550
- EBEFE (p.197) BoPEBETUATER  SMENFHEEN 200 GB.

T REM (p. 74)EB 5 HRINT Working Java Example (p. 74)o ( RHIBERE
activemg-client.jar # activemq-pool.jar BT T, BXESE
f§& , 12 Connecting a Java application to your broker (p. 94) ) »

B T EREPHNREERE,

s AEFEATHUTHE : NEREBSITHRE ActiveMQ AF#ITERTSIBIRAE
B ENAEY , BAEFT —EP IR (p. V)REEFHBHRIE (p. 28), AX
EZER , 2@ Amazon MQ Broker Configuration Lifecycle (p. 53).

236



Amazon MQ FF XA RIERE

AWSIASL &

BXREFHH AWS RiE |, S0 (AWS HLRSE) H8 AWS FLE,

237


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

	Amazon MQ
	Table of Contents
	什么是 Amazon MQ？
	Amazon MQ 与 Amazon SQS 或 Amazon SNS 有何不同？
	如何开始使用 Amazon MQ？
	我们希望听到您的意见和建议

	设置 Amazon MQ
	步骤 1：先决条件
	注册一个 AWS 账户
	创建管理用户

	步骤 2：创建用户并获取您的 AWS 凭证
	步骤 3：为使用示例代码做好准备
	后续步骤

	Amazon MQ 入门
	先决条件
	创建并连接到 ActiveMQ 代理
	步骤 1：创建 ActiveMQ 代理
	步骤 2：将 Java 应用程序连接到您的代理
	先决条件
	启用 VPC 属性
	启用入站连接
	添加 Java 依赖项

	创建消息创建者并发送消息
	创建消息使用者并接收消息

	步骤 3：（可选）连接到 AWS Lambda 函数
	步骤 4：删除代理
	后续步骤

	创建并连接到 RabbitMQ 代理
	步骤 1：创建 RabbitMQ 代理
	步骤 2：将基于 JVM 的应用程序连接到您的代理
	先决条件
	启用 VPC 属性
	启用入站连接
	添加 Java 依赖项
	导入 Connection 和 Channel 类
	创建 ConnectionFactory 并连接到您的代理
	向交换器发布消息
	订阅队列并接收消息
	关闭连接并断开与代理的连接


	步骤 3：（可选）连接到 AWS Lambda 函数
	步骤 4：删除代理
	后续步骤


	管理 Amazon MQ 代理
	维护 Amazon MQ 代理
	调整代理维护时段
	AWS Management Console
	AWS CLI
	Amazon MQ API


	升级 Amazon MQ 代理引擎版本
	手动升级引擎版本
	AWS Management Console
	AWS CLI
	Amazon MQ API

	自动升级次要引擎版本
	AWS Management Console
	AWS CLI
	Amazon MQ API


	代理状态
	列出 Amazon MQ 代理并查看代理详细信息
	列出代理并查看代理详细信息

	访问不可公开访问的代理 Web 控制台
	先决条件
	访问不可公开访问的代理的 Web 控制台

	重启 Amazon MQ 代理
	要重启 Amazon MQ 代理，请执行以下操作：

	删除 Amazon MQ 代理
	删除 Amazon MQ 代理

	实例类型
	Amazon MQ for ActiveMQ 实例类型
	Amazon MQ for RabbitMQ 实例类型

	为 资源添加标签
	成本分配的标记
	在 Amazon MQ 控制台中管理标签
	向新资源添加标签
	查看和管理现有资源的标签

	使用 Amazon MQ API 操作进行管理


	使用 Amazon MQ for ActiveMQ
	ActiveMQ 引擎
	基本元素
	代理
	支持的线级协议
	属性

	代理实例类型
	配置
	属性

	用户
	属性

	Storage
	存储类型之间的差异


	代理架构
	Amazon MQ 单实例代理
	用于实现高可用性的 Amazon MQ 主动/备用代理
	Amazon MQ 代理网络
	代理网络的工作原理是什么？
	代理网络如何处理凭据？
	示例蓝图
	代理网络拓扑
	网状拓扑
	中心辐射型拓扑
	集中器拓扑

	跨区域
	借助传输连接器进行的动态故障转移

	Amazon MQ 代理配置生命周期

	Amazon MQ for ActiveMQ 代理配置参数
	使用 Spring XML 配置文件
	Amazon MQ 配置中允许的元素
	Amazon MQ 配置中允许的元素及其属性
	Amazon MQ 父元素属性
	代理
	属性
	networkConnectionStartAsync

	示例配置



	Amazon MQ 配置中允许的元素、子集合元素及其子元素
	Amazon MQ 子元素属性
	authorizationEntry
	属性
	admin|read|write

	示例配置

	networkConnector
	属性
	conduitSubscriptions
	duplex
	name
	uri
	username

	示例配置
	
	有两个代理的代理网络
	有多个代理的代理网络


	kahaDB
	属性
	concurrentStoreAndDispatchQueues
	cleanupOnStop
	journalDiskSyncInterval
	journalDiskSyncStrategy
	preallocationStrategy

	示例配置

	systemUsage
	子元素
	memoryUsage
	子元素
	属性
	percentOfJvmHeap




	属性
	sendFailIfNoSpace
	sendFailIfNoSpaceAfterTimeout
	示例配置





	管理 Amazon MQ for ActiveMQ 引擎版本
	主要和次要版本升级
	列出支持的引擎版本

	将 Java Message Service（JMS）与 ActiveMQ 配合使用的有效示例
	先决条件
	启用 VPC 属性
	启用入站连接
	添加 Java 依赖项

	AmazonMQExample.java


	ActiveMQ 教程
	创建和配置 ActiveMQ 代理
	步骤 1：配置基本代理设置
	步骤 2：（可选）配置其他代理设置
	步骤 3：完成创建代理

	编辑代理引擎版本、实例类型、CloudWatch Logs 和维护首选项
	编辑 ActiveMQ 代理选项

	创建和配置 Amazon MQ 代理网络
	先决条件
	步骤 1：允许代理之间的流量
	步骤 2：为您的代理配置网络连接器
	后续步骤

	创建和应用 ActiveMQ 代理配置
	步骤 1：从头创建配置
	步骤 2：创建新的配置修订
	步骤 3：将配置修订应用到代理

	编辑 ActiveMQ 代理配置和管理配置修订
	查看以前的配置修订
	编辑当前的配置修订
	将配置修订应用到代理
	将您的代理回滚到上一个配置修订

	将 Java 应用程序连接到您的 Amazon MQ 代理
	先决条件
	启用 VPC 属性
	启用入站连接
	添加 Java 依赖项

	创建消息创建者并发送消息
	创建消息使用者并接收消息

	将 ActiveMQ 代理与 LDAP 集成
	将 LDAP 与 ActiveMQ 集成
	先决条件
	LDAP 入门
	LDAP 集成的工作方式
	身份验证
	Authorization
	安全组


	创建和管理 ActiveMQ 代理用户
	创建新用户
	编辑现有用户
	删除现有用户


	Amazon MQ for ActiveMQ 最佳实践
	连接到 Amazon MQ
	永远不要修改或删除 Amazon MQ 弹性网络接口
	始终使用连接池
	始终使用故障转移传输连接到多个代理终端节点
	避免使用消息选择器
	首选虚拟目标而非持久订阅
	如果使用 Amazon VPC 对等连接，请避免 CIDR 范围 10.0.0.0/16 内的客户端 IP

	确保有效的 Amazon MQ 性能
	对具有慢速使用者的队列禁用并发存储和分派
	选择正确的代理实例类型以实现最佳吞吐量
	了解消息大小、延迟和吞吐量之间的关系
	较大代理实例类型的使用案例

	选择正确的代理存储类型以实现最佳吞吐量
	正确配置您的代理网络

	通过恢复已准备 XA 事务避免缓慢重

	Amazon MQ for ActiveMQ 的跨区域数据复制
	Amazon MQ 中的主代理和副本代理
	创建和删除跨区域数据复制代理
	步骤 1（可选）：创建新的主代理
	步骤 2：创建现有代理的副本
	删除 CRDR 代理

	启动切换或失效转移以将副本代理提升为主代理角色
	使用控制台提升副本代理

	Amazon CloudWatch 中的跨区域数据复制指标
	CRDR 时间戳
	使用 CRDR CloudWatch 指标估算切换/失效转移性能


	Amazon MQ for ActiveMQ 中的限额
	代理
	配置
	用户
	数据存储
	API 限制


	使用 Amazon MQ for RabbitMQ
	RabbitMQ 引擎
	基本元素
	代理
	支持的协议
	侦听器端口
	属性

	代理默认设置
	策略和限制说明
	建议的默认值
	手动应用默认策略和限制

	代理实例类型
	用户
	插件
	Shovel 插件
	联合插件
	一致性哈希交换器插件


	代理架构
	单实例代理
	用于实现高可用性的集群部署

	管理 Amazon MQ for RabbitMQ 引擎版本
	主要和次要版本升级
	列出支持的引擎版本


	RabbitMQ 教程
	编辑代理首选项
	编辑 RabbitMQ 代理选项

	将 Python Pika 与 Amazon MQ for RabbitMQ 结合使用
	先决条件
	权限
	步骤一：创建基本的 Python Pika 客户端
	步骤二：创建发布者并发送消息
	步骤三：创建使用者并接收消息
	步骤四：（可选）设置事件循环并使用消息
	接下来做什么？

	解决 RabbitMQ 暂停队列同步的问题
	先决条件
	步骤 1：应用 ha-sync-batch-size 策略
	步骤 2：重新启动队列同步
	后续步骤
	相关资源


	Amazon MQ for RabbitMQ 最佳实践
	启用延迟队列
	使用持久和持续队列
	保持队列简短
	配置确认
	配置预提取
	配置 Celery
	自动从网络故障中恢复

	Amazon MQ for RabbitMQ 中的限额
	代理
	数据存储
	API 限制


	Amazon MQ 中的安全性
	Amazon MQ 中的数据保护
	加密
	静态加密
	
	CreateGrant AWS CloudTrail 日志条目：单实例代理程序
	CreateGrant AWS CloudTrail 日志条目：集群部署


	传输中加密
	Amazon MQ for ActiveMQ 协议
	ActiveMQ 支持的 TLS 密码套件

	Amazon MQ for RabbitMQ 协议
	RabbitMQ 支持的 TLS 密码套件



	适用于 Amazon MQ 的 Identity and Access Management
	受众
	使用身份进行身份验证
	AWS 账户根用户
	用户和组
	IAM 角色

	使用策略管理访问
	基于身份的策略
	基于资源的策略
	访问控制列表 (ACL)
	其它策略类型
	多个策略类型

	Amazon MQ 如何与 IAM 协同工作
	Amazon MQ 基于身份的策略
	操作
	Resources（资源）
	条件键
	示例

	Amazon MQ 基于资源的策略
	基于 Amazon MQ 标签的授权
	Amazon MQ IAM 角色
	将临时凭证用于 Amazon MQ
	服务角色


	Amazon MQ 基于身份的策略示例
	策略最佳实践
	使用 Amazon MQ 控制台
	允许用户查看他们自己的权限

	Amazon MQ 的 API 身份验证和授权
	要创建 Amazon MQ 代理所需的 IAM 权限
	Amazon MQ REST API 权限参考
	Amazon MQ API 操作的资源级权限

	Amazon MQ 的AWS托管式策略
	AWS托管式策略：AmazonMQServiceRolePolicy
	AWS托管式策略的 Amazon MQ 更新

	对 Amazon MQ 使用服务相关角色
	Amazon MQ 的服务相关角色权限
	为 Amazon MQ 创建服务相关角色
	为 Amazon MQ 编辑服务相关角色
	删除适用于 Amazon MQ 的服务相关角色
	Amazon MQ 服务相关角色支持的区域

	Amazon MQ 身份和访问问题排查
	我无权在 Amazon MQ 中执行操作
	我无权执行 iam:PassRole
	我希望允许我的AWS账户以外的人访问我的 Amazon MQ 资源


	Amazon MQ 的合规性验证
	Amazon MQ 中的恢复能力
	Amazon MQ 中的基础设施安全性
	Amazon MQ 的安全最佳实践
	首选不可公开访问的代理
	始终配置授权映射
	使用 VPC 安全组阻止不必要的协议


	监控和记录 Amazon MQ 代理
	访问 Amazon MQ 的 CloudWatch 指标
	AWS Management Console
	AWS Command Line Interface
	Amazon CloudWatch API

	使用 Amazon CloudWatch 监控 Amazon MQ 代理
	记录和监控 Amazon MQ for ActiveMQ 代理
	Amazon MQ for ActiveMQ 指标
	ActiveMQ 代理指标的维度

	ActiveMQ 目标（队列和主题）指标
	ActiveMQ 目标（队列和主题）指标的维度


	记录和监控 Amazon MQ for RabbitMQ 代理
	RabbitMQ 代理指标
	RabbitMQ 代理指标的维度
	RabbitMQ 节点指标
	RabbitMQ 节点指标的维度
	RabbitMQ 队列指标
	RabbitMQ 队列指标的维度


	使用 AWS CloudTrail 记录 Amazon MQ API 调用
	CloudTrail 中的 Amazon MQ 信息
	示例 Amazon MQ 日志文件条目

	配置 Amazon MQ 以将日志发布到 Amazon CloudWatch Logs
	配置 Amazon MQ for ActiveMQ 日志
	了解 CloudWatch Logs 中的日志记录的结构
	向 Amazon MQ 用户添加 CreateLogGroup 权限
	为 Amazon MQ 配置基于资源的策略。
	跨服务混淆代理问题防范
	CloudWatch Logs 配置问题排查
	日志组没有显示在 CloudWatch 中
	日志流没有显示在 CloudWatch 日志组中


	配置 Amazon MQ for RabbitMQ 日志


	Amazon MQ 中的配额
	代理
	配置
	用户
	数据存储
	API 限制

	Amazon MQ 问题排查
	问题排查：一般问题
	我无法连接到代理 Web 控制台或终端节点。
	我的代理正在运行，我可以使用 telnet 验证连接情况，但是我的客户端无法连接并且正在返回 SSL 异常情况。
	我创建了一个代理，但代理创建失败。
	我的代理重启，我不知道原因是什么。

	问题排查：Amazon MQ for ActiveMQ
	即使我已激活日志记录，我也无法在 CloudWatch Logs 中看到代理的常规或审计日志。
	代理重启或维护时段后，即使状态为 RUNNING，我也无法连接到我的代理。为什么？
	我看到我的一些客户端可以连接到代理，而其他客户端则无法连接。
	我在执行操作时，在 ActiveMQ 控制台上看到 org.apache.jasper.JasperException: An exception occurred processing JSP page 异常。

	问题排查：Amazon MQ for RabbitMQ
	我无法在 CloudWatch 中看到我的队列或虚拟主机的指标。
	在 Amazon MQ for RabbitMQ 中如何启用插件？
	我无法更改代理的 Amazon VPC 配置。

	故障排除：Amazon MQ 操作所需代码
	Amazon MQ for RabbitMQ：高内存警报
	使用 RabbitMQ Web 控制台诊断高内存警报
	使用 Amazon MQ 指标诊断高内存警报
	解决高内存警报
	减少连接和通道的数量
	解决集群部署中的队列同步暂停问题
	解决单实例代理中的重新启动循环问题
	防止高内存警报

	Amazon MQ for RabbitMQ：AWS Key Management Service 密钥无效
	诊断和解决 INVALID_KMS_KEY

	Amazon MQ for ActiveMQ：已删除弹性网络接口警报
	Amazon MQ for ActiveMQ：代理内存不足警报
	Amazon MQ for RabbitMQ：磁盘限制警报
	诊断和解决磁盘限制警报



	相关资源
	Amazon MQ 资源
	Amazon MQ for ActiveMQ 资源
	Amazon MQ for RabbitMQ 资源

	Amazon MQ 发布说明
	Amazon MQ 文档历史记录

	AWS词汇表

