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¢ Internet Explorer/Edge
¢ Mozilla Firefox

¢ Google Chrome

e Safari
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iDRAC licenses

iDRAC features are available based on the type of the license. Depending on the system model, iIDRAC Basic or iDRAC Express license is
installed by default. iIDRAC Enterprise license and iDRAC SEKM license are available as an upgrade and can be purchased anytime. Only
licensed features are available in the interfaces that enable you to configure or use iDRAC. For more information, see Licensed features in
iDRACS.

Types of licenses

iDRAC Basic or iDRAC Express are the standard licenses available by default on your system. iDRAC Enterprise license includes all the
licensed features and can be purchased at any time. The types of Enterprise license offered are:

¢ 30-day evaluation—Evaluation licenses are duration-based and the timer runs when power is applied to the system. This license cannot
be extended.

e Perpetual—The license is bound to the Service Tag and is permanent.
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Following table lists the default license available in the 14th generation servers:

Table 1. Default License

iDRAC Basic License iDRAC Express License iDRAC SEKM License
* PowerEdge RAXX e PowerEdge C41XX e PowerEdge R740xd
e PowerEdge R5XX ¢ PowerEdge FC6XX ¢ PowerEdge R740
¢ PowerEdge T4XX ¢ PowerEdge R6XX ¢ PowerEdge R640

» PowerEdge R64XX

¢ PowerEdge R7XX

¢ PowerEdge R74XX

¢ PowerEdge R74XX

e PowerEdge R8XX

e PowerEdge R9XX

e PowerEdge RIXX

e PowerEdge T6XX

*  Dell Precision Rack R7920

(O | NOTE: The default license available with PowerEdge C64XX systems is Basic Plus. The Basic Plus license was custom made for
C64XX systems.

® | NOTE: Express for Blades license is the default license for PowerEdge M6XX and MXXXX systems.
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Licensed features in iDRAC9

The following table lists iDRACS features that are enabled based on the license purchased:
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Table 2. Licensed features in iDRAC9

Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades
Interfaces / Standards
iDRAC RESTful API and Redfish Yes Yes Yes Yes
IPMI 2.0 Yes Yes Yes Yes
DCMI1.5 Yes Yes Yes Yes
Web-based GUI Yes Yes Yes Yes
RACADM command line (local/ Yes Yes Yes Yes
remote)
SMASH-CLP (SSH-only) Yes Yes Yes Yes
Telnet Yes Yes Yes Yes
SSH Yes Yes Yes Yes
Serial Redirection Yes Yes Yes Yes
WSMan Yes Yes Yes Yes
Network Time Protocol No Yes Yes Yes
Connectivity
Shared NIC (LOM) Yes Yes N/A Yes
Dedicated NIC Yes Yes Yes Yes
VLAN tagging Yes Yes Yes Yes
IPv4 Yes Yes Yes Yes
IPv6 Yes Yes Yes Yes
DHCP Yes Yes Yes Yes
DHCP with zero touch No No No Yes
Dynamic DNS Yes Yes Yes Yes
OS pass-through Yes Yes Yes Yes
iDRAC Direct -Front panel USB Yes Yes Yes Yes
Connection View Yes Yes No Yes
Security
Role-based authority Yes Yes Yes Yes
Local users Yes Yes Yes Yes
SSL encryption Yes Yes Yes Yes
Secure Enterprise Key Manager No No No Yes (with SEKM license)
IP blocking No Yes Yes Yes
Directory services (AD, LDAP) No No No Yes




Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRACS9 Enterprise
Basic Express Blades
Two-factor authentication (smart | No No No Yes
card)
Single sign-On No No No Yes
PK authentication (for SSH) No Yes Yes Yes
FIPS 140-2 Yes Yes Yes Yes
Secure UEFI boot - certificate Yes Yes Yes Yes
management
Lock down mode No No No Yes
Customizable Security Policy Yes Yes Yes Yes
Banner - login page
iDRAC Quick Sync 2 - optional Yes Yes Yes Yes
auth for read operations
iDRAC Quick Sync 2 - add mobile | Yes Yes Yes Yes
device number to LCL
System Erase of internal storage Yes Yes Yes Yes
devices
Remote Presence
Power control Yes Yes Yes Yes
Boot control Yes Yes Yes Yes
Serial-over-LAN Yes Yes Yes Yes
Virtual Media No No Yes Yes
Virtual Folders No No No Yes
Remote File Share No No No Yes
HTML5 access to Virtual Console | No No Yes Yes
Virtual Console No No Yes Yes
VNC connection to OS No No No Yes
Quiality/bandwidth control No No No Yes
Virtual Console collaboration (up No No No (One user only) Yes
1o six simultaneous users)
Virtual Console chat No No No Yes
Virtual Flash partitions No No No Yes
Group Manager No No No Yes
HTTP / HTTPS support along Yes Yes Yes Yes

with NFS/CIFS

Power and Thermal




Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRACS9 Enterprise
Basic Express Blades
Real-time power meter Yes Yes Yes Yes
Power thresholds and alerts No Yes Yes Yes
Real-time power graphing No Yes Yes Yes
Historical power counters No Yes Yes Yes
Power capping No No No Yes
Power Center integration No No No Yes
Temperature monitoring Yes Yes Yes Yes
Temperature graphing No Yes Yes Yes
Health Monitoring
Full agent-free monitoring Yes Yes Yes Yes
Predictive failure monitoring Yes Yes Yes Yes
SNMPV1, v2, and v3 (traps and Yes Yes Yes Yes
gets)
Email Alerting No Yes Yes Yes
Configurable thresholds Yes Yes Yes Yes
Fan monitoring Yes Yes Yes Yes
Power Supply monitoring Yes Yes Yes Yes
Memory monitoring Yes Yes Yes Yes
CPU monitoring Yes Yes Yes Yes
RAID monitoring Yes Yes Yes Yes
NIC monitoring Yes Yes Yes Yes
HD monitoring (enclosure) Yes Yes Yes Yes
Out of Band Performance No No No Yes
Monitoring
Alerts for excessive SSD wear Yes Yes Yes Yes
Customizable settings for Exhaust | Yes Yes Yes Yes

Temperature

Update




Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRACS9 Enterprise
Basic Express Blades
Remote agent-free update’ Yes Yes Yes Yes
Embedded update tools Yes Yes Yes Yes
Update from repository (Auto- No No No Yes
Update)
Schedule update from repository | No No No Yes
Improved PSU firmware updates Yes Yes Yes Yes
Deployment and Configuration
Local configuration via F10 Yes Yes Yes Yes
Embedded OS deployment tools Yes Yes Yes Yes
Embedded configuration tools Yes Yes Yes Yes
Auto-Discovery No Yes Yes Yes
Remote OS deployment No Yes Yes Yes
Embedded driver pack Yes Yes Yes Yes
Full configuration inventory Yes Yes Yes Yes
Inventory export Yes Yes Yes Yes
Remote configuration Yes Yes Yes Yes
Zero-touch configuration No No No Yes
System Retire/Repurpose Yes Yes Yes Yes
Server Configuration Profile in GUI | Yes Yes Yes Yes
Add BIOS configuration to iDRAC | Yes Yes Yes Yes
GUI
Diagnostics, Service, and Logging
Embedded diagnostic tools Yes Yes Yes Yes
Part Replacement No Yes Yes Yes

(O | NOTE: After performing part replacement on RAID hardware, and the process is complete for replacing firmware and
configuration, Lifecycle Logs reports double part replacement entries which is expected behavior.

Server Configuration Backup No No No Yes

Easy Restore (system Yes Yes Yes Yes
configuration)




Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRACS9 Enterprise
Basic Express Blades

Server Configuration Restore Yes Yes Yes Yes

Easy Restore Auto Timeout Yes Yes Yes Yes

LED Health status indicators Yes Yes N/A Yes

LCD screen (iDRAC9 requires Yes Yes N/A Yes

optional)

Quick Sync (require NFC bezel, N/A N/A N/A N/A

13G only)

iDRAC Quick Sync 2 (BLE/Wi-Fi | Yes Yes Yes Yes

hardware)

iDRAC Direct (front USB Yes Yes Yes Yes

management port)

iDRAC Service Module Yes Yes Yes Yes

(ISM) embedded

iSM to in-band alert forwarding to | Yes Yes Yes Yes

consoles

SupportAssist Collection Yes Yes Yes Yes

(embedded)

Crash screen capture No Yes Yes Yes

Crash video capture? No No No Yes

Boot capture No No No Yes

Manual reset for iDRAC (LCD ID Yes Yes Yes Yes

button)

Remote reset for iDRAC (requires | Yes Yes Yes Yes

iSM)

Virtual NMI Yes Yes Yes Yes

OS watchdog? Yes Yes Yes Yes

System Event Log Yes Yes Yes Yes

Lifecycle Log Yes Yes Yes Yes

Enhanced Logging in Lifecycle Yes Yes Yes Yes

Controller Log

Work notes Yes Yes Yes Yes

Remote Syslog No No No Yes




Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRACS9 Enterprise
Basic Express Blades

License management Yes Yes Yes Yes

Improved Customer Experience

iDRAC -Faster processor, more N/A Yes N/A Yes

memory

GUI rendered in HTML5 N/7A Yes N/A Yes

Add BIOS configuration to iDRAC | N/A Yes N/A Yes

GUI

iDRAC support for SW RAID N/A Yes N/A Yes

licensing

[1] Remote agent-free update feature is available only using IPMI.

[2] Available only using IPMI.

[3] Requires OMSA agent on target server.
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iDRAC port information

The following table lists the ports that are required to remotely access iDRAC through firewall. These are the default ports iDRAC listens to
for connections. Optionally, you can modify most of the ports. To modify ports, see Configuring services.
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Table 4. Ports iDRAC listens for connections

nlljarg[)ter Type Function Conﬁr;%l:trable Maximum Encryption Level
22 TCP SSH Yes 256-bit SSL
23 TCP TELNET Yes None
80 TCP HTTP Yes None
161 uDP SNMP Agent Yes None
443 TCP HTTPS Yes 256-bit SSL
623 UbP RMCP/RMCP+ No 128-bit SSL
5000 |TCP iDRAC to iSM No 256-bit SSL
©) ‘ NOTE: Maximum encryption level is 256-bit SSL if both iSM 3.4 or higher and iDRAC firmware 3.30.30.30 or higher are
installed.
5900 |[TCP Virtual console keyboard and mouse redirection, Yes 128-bit SSL
Virtual Media, Virtual folders, and Remote File Share
5901 |TCP VNC Yes 128-bit SSL

® | NOTE: Port 5901 opens when VNC feature is enabled.

The following table lists the ports that iDRAC uses as a client:

Table 5. Ports iDRAC uses as client

Port Type Function Configurable port Maximum Encryption Level
number

25 TCP SMTP Yes None

53 UbP DNS No None

68 UDP DHCP-assigned IP address No None

69 TFTP TFTP No None

123 UbDP Network Time Protocol (NTP) No None

162 UDP SNMP trap Yes None

445 TCP Common Internet File System (CIFS) No None

636 TCP LDAP Over SSL (LDAPS) No 256-bit SSL
2049 TCP Network File System (NFS) No None

3269 TCP LDAPS for global catalog (GC) No 256-bit SSL
5353 UDP mDNS No None

(O | NOTE: When node initiated discovery or Group Manager is enabled, iDRAC uses mDNS to communicate through port 5353.
However, when both are disabled, port 5353 is blocked by iDRAC's internal firewall and appears as openl|filtered port in the
port scans.

514

UDP

Remote syslog

Yes

None
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L, £/ LOM &R A .

@ 5%: tNRESFEA NDC LIRS LR EH LOM, M /ntel 2P X520 - k bNDC 10 G X iFH= LOM, ENEIFXHE
B,

3 7ENIC #E FREEEG | ERENDTIENIRAAS0 | I TESRRE
Ol = sonsese Mx F& LR,

O marikEs ANGEOFE, GAUADEORIEOREEHA L LOM SiR#TkE.

o WA (ER) : BERHIRSBABERTIEHEHEISE (RAC) HEMINERMGKEL., HEOFRSENBIERAHLE ,
FISSERRS REMIYERS | FEAEN R RR TR,
IIEITELRE DRAC RIE BN OFMEHERE , SRS28M9 LOM 5 NIC inA5E. S2ELLENL LOM 8 NIC LAE
ERERERN P iiHELY | EREIIITA iDRAC HECRER—FMEARFRET IP ik,

« ERATMEOF - LOM1-LOM16
ERFWHEOE - LOM1, LOM2, LOM5, LOM6. LOM9, LOM10, LOM13, LOM14

4 Mﬁﬁﬁ*lﬁl%ﬂi%%tiﬂ HEEFIRAY LOM Z—, WMRMELEHE , MRS B HIEEEMEH TIRE.
Bign , BE LOM RASFERHEIT LOM2 SKERH iDRAC MR | iEXT NIC iEHFEERE LOM1 , JTHIFEFE M 4EIEE LOM2,

O|#: B NIC EERENER, METHRA.
5 #N5R DRAC MAREENREWN TERAIMEGHE , WIESIMET , MEETH.
HETRER T EMiE. MREEM , I DRAC 2ETFREEEBRLEEIZEN 10, 100 & 1000 Mbps,
6 TERKERET , %% 10 Mbps &} 100 Mbps,

®| 7 BIEF RS MLEIERE R E 5 1000 MBps. IEETE B I EERE R AEL TR
7 ENIEAT , IEEFER ISR IIER,

O mREHHEEBRER, WikEAEER.

@ |3#: tRERA S NIC EIFHERMNLER B R ENIRERGRE M NE, WiTR RS SREEBRLE. NIC M
FER MK N FECE AMAKAS RO . MREBIFE N IR OREMEEN—IS, NPEEIRMEEEFENS “2
%l;” o
8 TENICMTU T, #IA NIC FRISAIEEETT (MTU) K/,

®| 7£: NIC E# MTU BUAMEFR KFRHI{ER 1500, MX EERI&/MER 1280, HitBR5S5=7= 576.

BERE
AR MR EREERMIE DNS fRSSES | 1B1E DNS £ iDRAC, XEEERINGEFVIIRIKEEXK , FIENEFRSS ( Active Directory B

LDAP) . %—ﬁi%ﬂ%‘?ﬁ?f%‘%f&ﬁ]ab
A IDRAC :

1 JSF Register DRAC on DNS ([& DNS ;3 i} DRAC) ,
2 i)\ DNS DRAC Name (DNS DRAC &#}) ,
3 1% Auto Config Domain Name (BZIECE %) LIERIM DHCP 3KEUHKE. &N , #2 DNS Domain Name (DNS %) .



BB IPv4 & E

BE IPv4 iRE :
1 £ Enable IPv4 (B IPv4) Ti%#% Enabled (BH) 1%IR,

| 5: #£58 14 /& PowerEdge BR% &, DHCP RIAE B .
2 7t Enable DHCP (J3f DHCP) Ti%#% Enabled (RF) 3%ELR , LUME DHCP BEfEHE IP bk, MXFIFRISHEEDELS
iDRAC, BN , 51%#% Disabled () FANATRIRAVE :
B2 1P Hitik
- TS
o BETFIEE
3 (HEE) , JSF Use DHCP to obtain DNS server address (fF] DHCP 3KEY DNS fR$583#thiit) , LA& DHCP IRSSEEaILASED

Static Preferred DNS Server (§#7511% DNS fR%558) #[ Static Alternate DNS Server (8275 F DNS BR%E) . TN , @A
Static Preferred DNS Server (§#7511% DNS JR%528) #0 Static Alternate DNS Server (§&75% ) DNS FRE28) Y IP tiutik,

ECE IPV6 %2

ETEMEMNRE | BT LUER IPv6 MY,
BE IPV6IRE :

N

£ Enable IPv6 ( [SHH IPv6 ) Ti%#% Enabled ( [SF3 ) 1551,

2 771k DHCPv6 BRSS8SEHENA IDRAC LT IP itsht, MIFI TS , T Enable Auto-configuration (A EIEE) THY
Enabled (FF) &L,

O®| 5z: AT EREZ BAS7S 1P F1 DHCP IP,
7E Static IP Address 1 ( 875 IP bt 1) #Eh |, BINERZ IPv6 Hbilk,
4 7x Prefix Length ( RIZXKE ) 14 , HA 0 #1128 Z[ERY(E.
£ Gateway ( [ ) 1B , IIARIKHBIL,

O3+ tnPHEREES (P, WAETH P ik 1 BRES IP, T IP ik 2 BREHA IP. MBLTERES IPIRE, ML
IP Mt R /REES IP.

6 4NER{#EF DHCP , JEH Use DHCPv6 to obtain DNS Server addresses ({##F DHCPv6 3kBY DNS R 2&Hdit) M DHCPvE IRSE
BESRENE DNS ARSSEEF0X DNS RS, AR BUATAS (MREE )

£ Static Preferred DNS Server ( #25E1% DNS RSS2 ) 184 , I A\EEZ DNS IRSZEE IPv6 Hbtik,
{£ Static Alternate DNS Server ( $#7525 P DNS IRSSE8 ) 1B , My \EFESTSFE DNS IRSSEE.

BCE IPMI & E

B IPMIZE :

1 7 Enable IPMI Over LAN (JBF LAN L IPMI) T, i%#Z Enabled (BR) .
2  7£ Channel Privilege Limit ({SiE4XPREREI) T , 1% Administrator (ZFHE5) . Operator (3EESR) & User (AAF) .
3 7 Encryption Key (MEBEE) &S , BMAEILH 0 B 40 M7SEHZER ( FHEASEZR ) MEESR. RAEALE.,

VLAN &

FJLUE iDRAC BEE A VLAN Bhitighia, EicE VLAN IRE | iBHTUATEER !



O [ E: ERERNE (M) W7IABRSHEL, VLAN RERRERN, REEERA CMC #ITEX. MRREXREEATRERSHE,

AT AFE iDRAC Y ZE X TEE VLAN &8 .

1 TEMBVLANID T, %iZEHA.
2 TEVLAN ID 1B , IN—1NEHIEEE (M 13 4094) ,
3 EMESET , IN—NETF 0 B 7 Z/ERUEELUZE VLAN ID BIESER.

O®|: B VLAN 25, iDRAC IP ZE—EFHER R AT AL

A CMC Web FHi1%E iDRAC IP

H(§F Chassis Management Controller (CMC) Web 5{ENZE iDRAC IP bk :
©) | M AEY AR EETE AR A 86 M CMC % E iDRAC MEIRE. CMC EBUER TJIHRSHR.

1 B CMC Web R,
2 % iDRAC R EiZE CMC,
FEENS R/ ~ERE IDRAC TRH.

3 EjjJ‘;iDRAC MERET , RIEEKILERMA LAN LIREMRESE. BXESER , 1§55 CMC online help ( CMC BXH1EE
).

4 BEREETETIRRSSEBABIINMNEZIRE | B ERSEHA <server name>,
FEENS B/RAR SRR IRASTAE.
5 B3 iDRAC FHAEZE iDRAC % B iEEE ML,
EMERES , I8E FFIRE :
. WMEKE
- BRRE
. PV4IRE
.« IPVBIRE
o« IPMIIZE
VLAN 188
BRMEIRE

O|sx: BxERES, 1§80 DRAC Online Help (DRAC BLHLEBEN) .
7 EBRENEER  BRENA.

EXES(=R , 1585 Chassis Management Controller User's Guide ( HAEEIES4I28 18R ) ATM www.dell.com/
cmemanuals F3REX,

B HBCE PR 5%

B FERRERS 8L | TR IRSEHE N BBt e ZE EIRSEEFTERITIEEIRITHIE. BERSEE N DRAC1ZItTH
EXNEEBPER  MEERKREERRSSE  HNEEEHSEEZRSEE. BXEERGSENEZER |, iIB51H Lifecycle
Controller Remote Services Quick Start Guide ( Lifecycle Controller TFEIRSBHIENI JH8EE ) M www.dell.com/idracmanuals 3REX
EEIRSEEUEAERS P HbltfEA. DHCP. DNS JRFZESEHENIARY DNS EHBE T EKEEIRSES. WRISET DNS , ¥ DNS 1&
R BRSSP, THEH{T DHCP 1IRE., NRIEE TECEMRSES  WEBkE &K , Et DHCP 1 DNS 19T HIRE.

1&ETLAfSER iIDRAC iR B2 FBfERFE{# A Lifecycle Controller 3 FBECEIRSS 28088, BXfER Lifecycle Controller BHES. |, 15553
Lifecycle Controller User's Guide ( Lifecycle Controller FBFP$8REa ) BRI M www.dell.com/idracmanuals E3REY ,
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WRH NERKRGHRERS 8L, WEEHEATERIK, ( RFtiahE HZH T E0A DRAC BFREIEE ) . BREERS
EEZEI , IFRRZRALLERRIKF, R Lifecycle Controller FEATBLEIRSSESINEE | FifG iDRAC FAFIIKFISER , EEEE!
ZBCEIRSS 2.

Z(HR IDRAC IRENFEFE AR ERSSS | IBHITIATERE

1 FTASERSA.

2 EFBERIERET , &R F2, SAEFE IDRAC IR E > miZR .
B 87~ iDRAC & BEixf2 /5 FTUm.

3 [ERBEmEK  MARERSES P it , ARRELE—P.

(D| 7 IRER BRSSP 2AHER. MERAERE, 1§4#H DHCP 5 DNS & B#ITER (SB7) .
4  BEHERLE,
1R/ iIDRAC & B ML TUmE.
5 BENC,
B IPv4,

O©| i BRERTLR IPV6.
7  [SF3 DHCP F£M DHCP 3XEX# . DNS fR55asttbiitFl DNS 1542,

O mpREREE P it (HB3) TiRth, WHE7 RTHMN.

(€ BIBC B ThREBC B AR S5 FIAR S5 AR LR 1

B ENRER IR PR E—BIRSHRTRIEEM. XLEHEIE BIOS, iDRAC #1 PERC, B@iEtEINEEEETBEMSAN
BEEIEESHAVIRSSRECE S (SCP) XML & JSON X4, TaZRfEe IP HbttAY DHCP ARS3SFEIRM Ti5IE)i% SCP M I4HAYF
MW=,

BEEE—E "HEfiE" RS[/EE SCP M. BiZEESHEHLZ NFS, CIFS, HTTP B HTTPS REME | i@
DHCP fRSS=sLAN TECEIRSS23AY IDRAC i51A), SCP MBI ET BirRSHAIRSIFEHES | WAILISEISEEA®TR. DHCP
ARS5 2% DHCP BRSSSRIALHEEIX SCP XM (7% ) . SCP MBI HEhZ X HUBRI AR EE.

2 IDRAC \Ei#TEFNECER) DHCP BRS3=83KEN IP HEUERT , IDRAC {8 SCP kECERSS8ATIRE. RBTE IDRAC M DHCP BRSS
FRAREVH P ibtitfE | A2 ERBEMERE. MNRFRIEIRE DHCP IRSSRAIMMNEL P ittt , MASEREMEE.

HTTP #0 HTTPS 4% iDRAC [Ef4 3.00.00.00 Bt EShRAS . FEEM HTTP 3¢ HTTPS #EltANFMER. WRERSS
EIEEERE , NEFFSERREH—SHIREIRBELRTF HTTP B HTTPS &4 (E8. -s EIREEHA ¢

. 9: FREIMFLZAAVH pass in &

-s (ShareType) pass in
NFS 08¢ nfs
CIFS 28 cifs
HTTP 58 http
HTTPS 6 8 https

@ | % BRHEERLH HTTPS iEH. EHREBMIEHES.
IUTFRIRNE T TS AR ESEImTESE
-f (Filename) : ESHAIRSHEERENHIIRTR. 3T 2.20.20.20 ZHIAY IDRAC BHHRA , XE2WMEFER.



-n

—-S

(Sharename) : PEEHEZAIFFR, X2 NFS 8 CIFS FrE.

(ShareType) : X F NFS{EIE O, XWF CIFS{Ei# 2 , WF HTTP{&& 5, XTF HTTPS {658 6. X2 iDRAC EtEHRA 3.00.00.00

AIEFER.

-i

-u

(IPAddress) : WEEHZN P bk, XEMEFER,

(Username) : FAFEZRILUABAINEHRE, 1XZ CIFS FMEFER.

(Password) FAFEEEILIRRINGEHE, X2 CIFS FIIEFER.

(ShutdownType) : 0 FRIEERM , 1 TASEFIR (FARE : 0) . XEFEFER.
(Timetowait) : FFFENIXANIATE ( EGAIRE : 300 ) . XERNEFER.

(EndHostPowerState) : 0 Rk , 13X T (BUARE 1) . XEANEFER.

£ IDRAC [Eif# 3.00.00.00 BYEShRAFSHFHINETRS | LIS HTTP RESHIEEFRENDRE X HRIEIHER

—pd (ProxyDefault) : SEFHEOARIMRIERIRE. XETEFER.

—pt (ProxyType) : FAFEILMEE http 8 socks ( BRUAIRE http ) . XEANEFER.

—ph (ProxyHost) : fRIBFHAY P fllk, XEFNEFER.

—pu (ProxyUserName) : BRULRHCIEIRSHIIBIE. WTRIESS , X2EFR.

—pp (ProxyPassword) : BRULRMCIERSHBHOIBFER. WTRESS , XREFR.

—po (ProxyPort) : RIBIRSEANIRO (BUANRER 80) . XEANLFR.
—to (Timeout) : IEERTIRINEENXHRIENER (LIDTHABA ) (BUMER 0 D) .
X3F IDRAC [Elff 3.00.00.00 BYEShRA , 32iF JSON BIVECE 4. MR "XHR" SHAGFE  WaERUTXMHS

<IRSBZFRES>-config.xml , 7:451 : CDVH7R1-config.xml
<BUE>-config.xml , 7751 : R640-config.xml
config.xml

<IRSBZFRES>-config.json , 7:45l : CDVH7R1-config.json
<BYS>-config.json , 71451 : R630-config.json
config.json

E: Bx HTTP NEZSR A ATE 4G Support for HTTP and HTTPS across IDRACS with Lifecycle Controller Interfaces (HTTP
F1 HTTPS BYE IDRACY with Lifecycle Controller Interface 8958 14 (X 323%) AR BHKE], MiEH www.dell.com/support.
E:

{4 2= DHCPvA F[] Enable IPVA EIRRT , A 882 "Biifiisd” .

BB BN IB &=k INeeEEH R, BEIERETEMEEEE , WRZERABMEK.

RSSEEHIT "BohEcE” 1BFT  BER "BaicE" Ih8e.

WN5R DHCP fR55E8itBhHYFRA Dell PowerEdge fRSS2BREFHERNESHEENRS | WEBFER— SCP 314 (config.xml),
config.xml SZ{44Z FBYEBRIA SCP 3T, BRT xml X2 4h , . json SUHBETLASE 14 R ZFHEEER. SUEETLAR configjson,

BRI RRS SRS EHIRGSESEE | R ESTEMSADEE X HIRHIRSEE. WTEEAERSSEAXLIREEEES
BEEKRIAE | TLAMERARRER SCP XHERX D ZIRGSHIRGSETEE. BMIF , IREEEXHNESHIIRSSS -
PowerEdge R740s 1 PowerEdge R540s , RILA{FEH R740-config.xml 1 R540-config.xml iXF/N SCP {4,


https://www.dell.com/support

@ | 7%: iDRAC lRBHREERELEARSRORSFRE, BSHERIAIHE configxml, RENEREEHE.
@ | #: MRMEXE LR EHPOHETHE, BEFEEXHSAELSRIRC IS, REZRTRXHE.

B el EIn

1 BIEEEKFITFECE Dell PRSZ BRI SCP 314,

2 15Utk SCP MMBIE— M HE=NE | ZHE=AIB R H DHCP IREBSELIRFIE Bi@id DHCP RSBSESHEE IP ity Dell fRSSE8
=18
£ DHCP [RSSEERIMLRIRSIEIRN 43 FERPIEEIL SCP M4 E.

4 FRENIP HbhAT , iDRAC B ATRELRIEEIRR®T., (%IH 60)
?HCP IRSBEEMN 2 S dhepd.conf SRR RSN TICED , F[E IDRAC &i% SCP A EF] SCP R (B

BXE ) »
6 IDRAC 48 SCP M HEEIZ 345 BB B .

DHCP %I

DHCPv4 RSS2 RE XIS LSS DHCP B iR, B1MSE8IF— DHCP &I, S MNEIET — MNEREE (B 15775
18) tmiR, RIS 0 71 255 MR8 , DRIRTIEAMERER. EEMEEA BT EEH.

DHCP %11 43 F3FM DHCP RSBERIGERRIELS DHCP B uh, HERBENA— I NAFHEH, WNAFRFRENBS SCP
XiHE. HEUENRTHRMERNEREE, Fii :
option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.255.0 {
# default gateway
option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; #Eastern Standard Time

option vendor-class-identifier "iDRAC";

set vendor-string = option vendor-class-identifier;

option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -
t 500";

Hep, - SIRiEHHERNE | - AFRFRBIR BT =R,

DHCP J5IR 60 AIIRBIFIKRESEMNEAY DHCP 2 iR, EEAETEFIRAMINRE 1D REUR(FRIET DHCP ARSI ECE
I3 60 FOIEIA 43, {3 Dell PowerEdge BRS385AT , IDRAC AIIEIELA MAERIRS 1D #H4TIRE] | iIDRAC, BELL , A uRIn—NR0 it
MRl FHEETERT 53 60" BUE— “EEEI" | /59 DHCP BRSS=5/2 I EEIEIT.

£ Windows EECEi£In 43
HIE Windows EEZEIRIN 43 , iSHITLATIRIE :

1 {EDHCP JR$ZSE L |, #£Z Start (FF44) > Administration Tools (2T H) >DHCP , LTFF DHCP RSB EEEIETH,
2 KERSSHHEAETHREmME.
3 T Scope Options ( SBEEIELIN ) Fi%k#E Configure Options ( BLEEDN ) .

A5 &7~ Scope Options ( SEEIEI ) XHEIE,

[ TRENFi%EREE 043 Vendor Specific Info ( 043 N EHFERER ) -

5 EEI?JataiEmrLttry (BIRIMAN) FRR , B ASCI TARERNERNME , AEBMAREGHENE (HPES SCP M) BIRS
2SRy IP o

SIETE ASCI MENERT , BETATRARE  FSizEBRU—HHR A BTN,



6

B OK (#E ) fRFECE.

£ Windows EHCE %N 60
E1E Windows EACEISEIN 60 , BT TRIE

DNy -

12
13
4
15
16
17

£ DHCP fR&$S28 L , EE=FE > BT HE > DHCP LIFJFF DHCP IRESREETH,
BRRSHHEFETRIE.
BT IPv4 FH5551% Define Vendor Classes (EM M) .
TR,
BERNE BB AL T FERAINHELE ¢
ERER:
e HHEH:
o ID: Z—j#iHl: ASCII:
ERREM: FERYP, #A iDrRAC,
FERR: R, BABLRIRGK,
AT ASCIL: E3FFEEN iDRAC,
BEHE  REREXHA.
£ DHCP B , AT IPv4 FHi%iE Set Predefined Options (3 EFE SGET)
RS TR R |, 1555 iIDRAC ( BEREZS R 4 HaliE ) |, ARERE A,
R ZERHEED , MALITES :
## - iDRAC
HWiEAR - FRFEH
« {XH5 - 060
iR - Dell (AR ESRITRRFF
ETEREMIX , LUR[E DHCP &M,
EFIRG SRR THFBEIE , GRREEEET , ARIEEILEER.
B m&IEIR.
BT Vendor class (SERIRIE) THISEE | 1% iDRAC, 060 iDRAC JEEE7R7E Available Options (RTFIIET) FIh,
1%64% 060 iDRAC 1517,
BNVIRRIEE] IDRAC BFRFER(E ( LARARE DHCP 12487 1P #thlE ) . iZFRFRERTESE S IERBRY SCP {4,
BXIZIEIAY DATA & B\ FHEEIKE , BFEREGUTEIEIFIENNASEL
e Filename (-f) — FrFHIIRSZESECE G (SCP) BIBTR.
+ Sharename (-n) —IERMEHEER,
ShareType (-s) —

BT STHREEET NFS 71 CIFS HIS44EE , iDRAC [l 3.00.00.00 B} B ESKRAESTISIBITHER HTTP 8% HTTPS iiaBiE sz
{4, -s option tREEFA

-s (ShareType) : 258! nfs 8% 0 1I&FTF NFS ; cifs B 2 i&FF CIFS ; http 8%, 5 I&FF HTTP ; https Bt 6 I@AF HTTPS ( 58
#l) .
IPAddress (-1i) —¥ERSHHERT P B3,
@ 5¥: Sharename (-n) . ShareType (-s) 1 1PAddress (-i) mUNTEENVNERME. n FEHTTP
HTTPs FRARRY.
Username (-u) —IENAAMEHERFNEFE. X CIFS FERER.
« Password (-p) —IENARMNEHZEFRFNER. X CIFS FERER.
¢ ShutdownType (-d) — ERANANER. 0 RRIEREX , 1 TEHIX.

O| = RikgEH 0.



* Timetowait (-t) —IBRENERFRAZEISFNRTE., EIANKES 300,
+ EndHostPowerState (-e) —IBRENRIEIERE, 0 F"RFHA , 1 FT=~TF. BEHAREN 1,

®

NFS: -f system_config.xml -i 1921681101 -n /nfs_share -s 0 -d 1

3¥: ShutdownType (-d). Timetowait (-t) # EndHostPowerState (-e) RA[EREM.

CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1-t 400
HTTP: -f system_config.json -i 1921681101 -s 5

HTTP: -f http_share/system_config.xml -i 192.1681.101 -s http

HTTP: -f system_config.xml -i 192.1681.101 -s http -n http_share

HTTPS: -f system_config.json -i 192.1681.101 -s https

£ Linux EECE RN 43 Ak 60
EE# /etc/dhepd.conf 3244, IXLEIMRIBCE S ES Windows B :

1 ERHHETEHIEL DHCP BRS3 285 ECAOM bR B htitith
2 IREEI A3, 79I 60 (EREMMHN AR,

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC",;

set vendor-string = option vendor-class-identifier;

option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d
0 -t 500";

range dynamic-bootp 192.168.0.128 192.168.0.254;

default-lease-time 21600;

max-lease-time 43200;

}

}

AT RN R SRR F R R i & B S S RN RTINS
© NXHR () — RRSHRS IR ESHRIZ R,

Ofix: AxXHHBANNESESR, WS £ A0 E LR B S H0RS R M.
+  Sharename (-n) - IB7RMEHLEZFR,
*  ShareType (-s) — IEIEZ=HA, 0 FRNFS, 2FRCIFS , 5 FRHTTP, 6 RRHTTPS,

®| 3%: Linux NFS, CIFS, HTTP, HTTPS £Z;R4i:
— NFS:-f system config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500

HaR79 NFS ML= (E NFS2 Bl NFS3,

— CIFS: -f system config.xml -i 192.168.0.130 -n sambashare/config files -s 2 -u
user -p password -d 1 -t 400

— HTTP: -f system config.xml -i 192.168.1.101 -s http -n http share
— HTTPS: -f system config.json -i 192.168.1.101 -s https
*  IPAddress (-i) - JERIUHHEAY IP Bk,




@| 7¥: Sharename (-n). ShareType (-s) #ll IPAddress (-i) AAFIEEREM. -n 3T HTTP 8¢ HTTPS IEAE.
Username (-u) — &7 AMEHERFIENAFSE. X CIFS FELER.
« Password (-p) — JlRIMEHZRTAERNZRD, (X CIFS FELHER.
+  ShutdownType (-d) — IERANANEI. 0 RRIEFEX , 1 TGRSR,

@[ gikigEH 0.
Timetowait (-t) - I8 RENERFE XA ZBIEERIATE. BOAIRE N 300,
EndHostPowerState (-e) — 18~ EHRIERIFIRE, 0 X3k , 1 FR=IFF. BHAREAN 1.

@| 5%: ShutdownType (-d), Timetowait (-t) 1 EndHostPowerState (-e) AT EB 1.

LAT2M dhepd.conf SAREEERS DHCP A7

host my host {

host my:host {

hardware ethernet b8:2a:72:fb:e6:56;

fixed-address 192.168.0.211;

option host-name "my host";

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300",
}

@ | 5 %38 dhepd.conf X/, WHREHEEN dhepd Bi%S MR E.

R B B R AR R

EEEBEREEINEER , FREEHTUTEE :
TEIMZILE (NFS, CIFS, HTTP 1 HTTPS ) #£5 iDRAC 1 DHCP RS2 BRIINFM _LiEM, Mkt =UREEhE S
bk iEFH B PIERIZEIER.

o RBBFEENMESHIIMEHS, HINEERR SCP XHTHTLENEY , LMEEENBE B f2h A LA FIERENR
Eo

«  RIE IDRAC NEKISE T DHCP IRSSEEFIEERT 7 DHCP BRE |, LUERBIRS = EsIE i &EINRE,

£ iDRAC Web A H /B FH BxEc Eh&E

HRIRESH DHCPv4 # Enable IPv4 ( [BFE IPv4 ) &I , FFEEZFREshEHKINEE.
BEABMEEIEE , EHITUATERE :

1 7£iDRAC Web REF , #£Z IDRAC Settings (iDRAC i#E) > Connectivity (¥3%) > Network (f4%) > Auto Config (B3l
BRE) .

Ve IES AN £ DT
2 FEAEEZRS , WS A DHCP B E FREZEPIERE FEIN— SR :
Enable Once (BRA—X) — {Xf&F DHCP IRS328AT3 |FIRY SCP SSkELEEM—X, WXELER |, BEAEMERE.

Enable once after reset (FEERFBA—X) — 7£ iDRAC Ei&/5 , {¥{£MA DHCP IRS388FhS | FARY SCP {4kt B A H—
R, WRERER  BFERAEMES.

R — FEABHEEIRE.
3 BEMARNARE.
MR NEREZ B ERIFT.

£ RACADM B BahELEIhEE

B RACADM [SREBEENESINAS , 5FF iDRAC.NIC.AutoConfig NI&E,
BXEZER , iI585 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI38Eg ) BTM www.dell.com/idracmanuals E3REX,
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EXEMEERENESER | 15517 www.dell.com/support 39 Zero-Touch, bare-metal server provisioning using the Dell EMC
IDRAC with Lifecycle Controller Auto Config feature ( {88 Dell EMC iDRAC with Lifecycle Controller BB shfic EIhaE R iE B EHRVIR
SEEcE ) BB,

EREYEERAESHREM

£ IDRAC KRS 3.00.00.00 BY PowerEdge BRS528 £ |, ol LAFERRREGIEIRIRE R ERSF] BIOS 48, APPSO ISIELS
FEZEIE ( SNMPV3 F1 IPMI RSN ), IEe] LURMAT S AR,

BT FRIEZISAFITIRE |

EET LA RIS E O/ SHA256 BFIELIIRE iIDRAC FBFZ5REF] BIOS 1L, IXAFEEIRSEEE 4. RACADM F1 WSMan
IR SHA256 B, 12t SHA256 ZRMERT , BIETEEIT SNMPV3 1 IPMI H1TIRIE,

®| ;%: 32 RACADM 5 WSMan & Redfish J&3:fF iDRAC HE5IBHBEE/Eift. HEAER SCP #E5Ei2 RACADM
WSMan Z Redfish Li#{T8%|ERE &/ Eik.

LR E—MERIRSS S | HPEEERSRIACAYHIRIFTE IDRAC FIFMKFA] BIOS B3, RS=mREE , BHIUSHA
BEREHENRSHREE X, SHEE SNMPV3 71 IPMUIINERERIEGIE. SALEEXMHE |, HRERRHRY Dell IPMI
TH , NREARIERANTE , WNTFRETEGIERENRR | IPM SHKIEEKRH,

HfthF @ (40 iDRAC GUI ) BERRFIKFERR.
ERILAMER SHA256 B EFIAEE Salt RIBFIES.
BRMER "IRSHREG" MRS EEEISHESIZ.
SNRLE TXIRAKFRGAEIER | 156 DRAC IREARBIERFEA RACADM 1§ IDRAC EIRAENAMES.

SNER{XfERS SHA256 ZEERIG IR E IDRAC FBFIKFRIZERS , MARBEAAELNALS! ( SHAV3Key B MD5v3Key B IPMIKey ) , BRAKGT
EIEId SNMP v3 #1 IPMI B TIRIE.

% F§ RACADM BY#%12 58

EREFFIER , BRLATHRES set ap A

¢ iDRAC.Users.SHA256Password
¢ iDRAC.Users.SHA256PasswordSalt

ERL T S BR0 BB EEESHAYRS SR E X+ -
racadm get -f <file name> -1 <NFS / CIFS / HTTP / HTTPS share> -u <username> -p <password> -t
<filetype> --includePH

REXBABGIR , SANRE Salt [BIE,
@ | & XERETERT INIREH.

AR 55 #&EC & S P RY B Y

A LUE IR S 2REC B S (4 S HHETRIRG 1.
SSNRSSREEXMN , LB IRNESERREEESEFEZREGERILE. WRAMEEETR  NSERRSERFEERR
RE. SAHEMENAEERREL.


https://www.dell.com/support

A~EHA SNMPv3 #1 IPMI 384 B B 512215

EEFE SNMPV3 0 IPMI BEIE ( INEAINER ) BIeTEpkEZIZERS. FIEEREE SHA256,
BN RLES S

1

IFF IDRAC FIFIKF , W4 SHA256 JIZERBHATIIERZ(E,

LITNFROANELET , IBEHII0 16 Z T iR, Salt MR 16 METHNSE (WNRIEM ) . —Bi , BBA 32 1=
=R, 8 "Bl + gk, B

240 = SOMEPASSWORD

#h = ALITTLEBITOFSALT—H$INAY 16 N=FRF

FIFF Linux ap SI_RFFHIEITIA TS -

Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT |sha256sum -><HASH>

Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd —p -> <HEX-SALT>
set iDRAC.Users.4.SHA256Password <HASH>

set iDRAC.Users.4.SHA256PasswordSalt <HEX-SALT>

ESNRIIRSSRRECE M. RACADM #5<>, Redfish B WAMAN FRi{HERGIfEFNANER.
O i#: R EER— DRI ED, EHRBLNLFHIERSTHE, B,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06flc6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

iﬁ%@%}%ﬁ#%JEE’\J%SZZKEEESQ@*»IE%%EL‘MWH . {8 SNMP v3 1 IPMI BIERNER T EE RIS EH TEFHHIEEN
iDRAC KF.

A EE KPR E

IRE DRAC IP HBlIEfS | &R LAFERE iDRAC IREAFIREFEXNAEERKFIRE (BIFEF 2) . EHITIHERE

1

£ IDRAC IREB /. FEFT , = User Configuration ( BFEEE ) .

FEEDSFTFF iIDRAC Settings User Configuration (iDRAC ¥ ERAELE) U@,

IEEMPE. LAN AFRIR, BT8R0 R PAPRFIE SUEBANEEER.

EXZIEIMASE , 15218 IDRAC Settings Utility Online Help ( iDRAC & &2\ FBFEFEMIASED ) .
#REAT Back (f51R ) . Finish (55hk ) 1 Yes (2 ) .

AHERRKFIREREETK.

REXERGIVE

f&aTLA(EFE iDRAC Web Y iDRAC iIREB A FEFIEEsE O ZERFNNUEIFMER.

fEH Web FEIXEZERSRIVE

EIEERFNEFMER

1

2

7£ iDRAC Web RE A , #£Z System (F&%i) > Details (3¥1§) > System Details (RZi£1E) .
FEEDE/ System Details (RZHFHAEE) U@,
£ System Location (R4 E) T , IAZUEFOPZERRVEFHER.



3

BXBIGMANER. | 1520R IDRAC Online Help (IDRAC EXHLEEED ) .
BENA. RFEUEFRERISSMREE] DRAC H,

£ RACADM & EZERGNE

=

IEERFNEIEMER , 1BFH system. Location BRI,

BXEZ(EE |, 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI$8 ) AT M www.dell.com/idracmanuals E3REX,

£ iDRAC RE A HEFRETERGNE

EEERGNEFAER

1

£ IDRAC iR E/\FITEFH , %= System Location (RZHIE) .

fEEP4 &7 IDRAC Settings System Location (iDRAC & ERZ{IE) .

BANSUBPOPSERFINEFMEE., BXFEMAMSE , iIB2157 iIDRAC Settings Utility Online Help ( iIDRAC iRBAFTER
BXHESED ) .

#OREAT Back (fSIE ) . Finish (5TAk ) flYes (2 ) .

AR S Gl

MU RS REFITIFE

REIRSSEEATENRIRES S AABREARRRR, SzHEINEEREMNRABREEENEERR S , BWRERUE , R
RERVEZINFE. BRNMRRESHEL. SoLUEESREEIREFRIER SRR EINFE L =R T,

{s5F8 iIDRAC Web FHEl. RACADM &, iDRAC iRBLATER , A LIEMIA TEESE :

ALiEse

(YRR A=NIES
RERATSHERE

MRFE | BUENERBEINSR
BT ESRENEREERENSR

£ iDRAC Web R HE &K EIHRIEE

BEWHRHIRE

1

2

£ IDRAC Web REF , £ZEEE > RSN E > BHIRE > #AEE.
EBEUATEIN
o BUARLESCHARA - SEIFRUAECE S
- BRARRERBEXHRE (BIIIR) - SRENEELEFERRYS BIOS > R4 BIOS B RGN B4R BERHE ME
XHHEE "RAERENHE RE.
BABRT | INENEEAMANAERBIHFRE, SHAERETTF BIOS BEXHNEENEXL. THEERE :
- BKMRE (MgEEMHK)
o NFEL CPU TomAIRTREMERE(K.
o Turbo BB AT REMIRS.
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o —RRERT , SRFIELEA FXEERELS.
- RIOIE (FR4EEESHL)
o IRIEREMXBEIFIRSHT T I LEKERIERAINE.
o —RRIERT , TRFIENET FXEEREZR.
- BEERG — EERATHORSENESHE 2T ERE AR, BR "FERE" A SRr=EtRY
RS RRIGRHITE B G | EAEEEENN s aesR N A+ {FEA.
O | % S AMLER SR, $EEES BIOS> &% BIOS 8E. Z4METHESHE “R4REXHE” &
BERNEXARRE.
SAHSEERE] — NTHEZESRS | EREHREE. XEEBREBRAET.
ZIANBEERIAE, 70°C (158°F),
ISR R FNBIERRTY, , FEHFSEENBISFmENHISIEEIRS., BTERTRERFFRFHNSEEED |, EiX
HABEEFTENRFIRIERR NMAZEENRIE.,

KRR - IRI9ARS = RMEEI NS EDRED. SRR T RS (fI4D , #RY PCle £ ) |, NIRTRERZERRIMUISED
B8N, NBEXRBLSENBEXRLBIRERHERTENEENBERRES (RBNEDHE) . FJEEIESSE !

- ERBEE — SREEEEEICENEEE,

- REABRE — SREEERBIITES,

- BREEE — EREERREERIE.

- BARGEE — SRSEEESHLIE,

- - NESEERONKA, KRIME, MRREHXA , WABTEA. BEFLEEIRBOMARSES, 1
R AR BN B RS,

RESESRRERNSH  HEETRSE. SMBINSEERRETES NATEL.

NEERERESEIENBERERSHERNES L, RIERMAFSHEK , NBEREAIRESREIEI R, BRR
FEIOFETR TSR0,

NEEERE RSN M BB ERESRANEESR, XL HEAERSHARFNEIRIEERR SR ARERZE
Tk, REFEHRESSERESNEENEERSR , HMSEERERNELRARB I EEA W,

RENARERZEMIZIRRE PCle BEameE). AT , 2R BT RS I EMBRIRIEEREEN.
- HIfE
- &A PCle NUREEBRH - BUAE 55°C. NHEEREANLIRERIFE =75 PCle RrhifkiF 45°C FUB(KIEE.
- HSEERS - SOLIEHERA MERIREASIEERS
o RESKHSIBERS
o WETREE EFARS

- PWMHHIRERBERER (RAENESEL) - ERIGETRIREERHETHE. ST , S LIREESHIREER
FENEER , HENREMEEXXBEREITEAZIENESNEERS , JLAERLETRRESRIXEER,

o R - RIERFERE RS R/ WWNEERIRENFOAME.
° BEX - NEEEXHINBEEENES . SEER 9100,

RENBEER PWM FriFiSEERER SR ENARMEMRN. F—MEANZHEENE _MEREE&EAE (Y
BRI ER2ETRARE ) .

RANETLMRERANEIAESR , IS THERIERIET , ERMEFIREXREESR, §it0, 1§ "SIREE
T IGEH 35% BAREIREERKTFALET 35% PWM,
@) 5%: 0% PWM FRRERBEH. XERBATLLABNSKRREER.

XERERFAMN , EWE—BHTIREANA , SIISAERRERSIS. KYSHEFHL. DRAC 8 BIOS EFfHAEE
ERNEOANRE. BENERATAREH METBIRS S LX50F. MREMAZSH: , FARERHEELERMBEENE.
3 BEMANARE.



REBERUTHER

It is recommended to reboot the system when a thermal profile change has been made. This is

to ensure all power and thermal settings are activated.

4  BREHRERSISESNEHIS.

0]

i WREHS SRGUERTEY.

£ RACADM & BRI E

BEMEENESE | 515 system.thermalsettings A AIXT S 5 FRTIZMHAY set FSESFER.

. 10: BUIRIRE
TR i8R ERER N
AirExhaustTemp BT &ERHSIEERS. BERBRAFINEIRE :

2%%291«)?&@% (BT

+ 0-3F/mR40°C
¢+ 1-3FmR45°C
+ 2-3F/R50°C
+ 3-FR55°C
« 4-FR60°C
+ 255 -3 70°C ( BRiA)

racadm get
system.thermalsettings.
AirExhaustTemp

i

AirExhaustTemp=70

ZRHERERACIRENE
TSHERERREI A 70°C,

%?éﬁﬁt’%ﬁﬁ@ﬂ%ﬁlﬁ%ﬂﬁ

racadm set
system.thermalsettings.
AirExhaustTemp 4

s
Object value modified
successfully.

MNRERASHFERNTSHE
HORERS , BRAROZIEITIA
T

racadm set

system.thermalsettings.
AirExhaustTemp 0

FEEBERUTERER

ERROR: RAC947: Invalid
object value specified.

HRRIEI RSB E(E.

BXESER  BEH
RACADM #5Ef1,



R

AR ik -ps

)

FanSpeedHighOffsetVal

FanSpeedLowOffsetVal

FanSpeedMaxOffsetVal

FanSpeedMediumOffsetVal .

FanSpeedOffset

FERALTEES u%mmn &9 0 - 100
EN "SXEEREEE 18
ENXEEREREE.

HERRT RS,

B5fER FanSpeedOffset

g%n%‘z% I8 13kiREl

EFRIHA R, %PWM &9 0 - 100
B ENEERRE ]
BN SRR

HERRT RS,

15{FF FanSpeedOffset
?g%*ﬂ?% & 0 RiRE

ERLTEEAL %Py 010
EE AN SRR
BEIX R REE.

HERRT RS,

5fER FanSpeedOffset

g?ﬁﬂ%‘é@ I{& 3 FigElt

RUEEE AL Py B 0100
"X IR RS
lx%ﬂ']ﬂ)?'aﬁzﬂﬁ {E.

H(EBURT RS,

B FanSpeedoffset

MRIERSE 2 KREIE

GRS 0ot Hlse B
TELmE AIRNEER RS . (. R

© - EREEE

EISRENIRENFIAE

racadm set
system.thermalsettings.
AirExhaustTemp 255

racadm get
system.thermalsettings
FanSpeedHighOffsetVal

taSIRE—ME , 10
66", IXEABRETEERLLT
it BENEBEEEX
BEEINEERRE
B" (66% PWM),

racadm set
system.thermalsettings
FanSpeedOffset 1

racadm get
system.thermalsettings
FanSpeedLowOffsetVal

t@mSIRE—ME , 10

"23" , XEWEEFERLLT
WSt , BN AEEEENX
FIRERNEEEERE K
B" (23% PWM),

racadm set
system.thermalsettings
FanSpeedOffset 0

racadm get
system.thermalsettings
FanSpeedMaxOffsetVal

IE<SIRE—ME |, 2

"100" . XEWEEMHERUT
Wt , BENARKXER
Z={wFB ( Ellé 100%
PWM) ., 1BE , ltt{F'

X158 iz?xm@]@

racadm set
system.thermalsettings
FanSpeedOffset 3

racadm get
system.thermalsettings
FanSpeedMediumOffsetVval

Itar<RE—ME |, 40

47 o XERETEEELLT
LR, BN BB EEN,
REROXEEERE "5
B (47% PWM),

racadm set

system.thermalsettings
FanSpeedOffset 2

EEENEIRE :

racadm get
system.thermalsettings.
FanSpeedOffset



%% 398 R =
© BUUES o BOmAR - 2o FERMEE BN RR

MFSMaximumLimit

MESMinimumLimit

MinimumFanSpeed

ThermalProfile

ThirdPartyPCIFanRespons .

e

A, BILUR ERTFERIXEE

Emt(E.

«  ZES|ERE T AR
ﬁzﬁSpeedLowOffsetVal
fanSpeedMaxOffsetVal
fanSpeedHighOffsetVa

170
FanSpeedMediumOffset

val W& (IWEIBENX ) 2
PR FR A RIS AYE.

A MFS RIS K(EFRS!

A MFS A9/ MEPRE

« AR ERRIETATRR

© - RANEER
. 255-7%

&9 1-100

{BM 0 B MFSMaximumLimit

BRUAEDS 255 (FRE)

M MFSMinimumLimit ZEHE

{EEHE'SL—.— MFSMaximumLimit
© ERXNBEROEE (IR 4@ get 50RES 255 , NI
SRR : 2259,
A s, A ERE,
. Egﬁinsfu='%ziﬂﬁ96vaw
. gpEe neEsE B
& . ‘ . 0-BF
© RECEEBEARETE |, o
R S e
S, . 0 BEIE
=75 POl RRGEUNES, B
. REEEFRERONEN . 1- 56
B= 5 PO FRBASRAN | | mem
AL S

o IZBEILIEE Lifeoyole
Controller HEFREE ID
PCI3018 , ;Eﬁﬁ»AET\TT

75IDC| o

@ | i BikER 1.

FanSpeedHighOffsetVal

PRTENX )

racadm set
system.thermalsettings.
FanSpeedOffset 1

EERALAMER
MinimumFanSpeed IEINZE

HIERA(E -

racadm get
system.thermalsettings.
MFSMaximumLimit

BERRALUER
MinimumFanSpeed iEINIRE
:5)=ZNER

racadm get
system.thermalsettings.
MFSMinimumLimit

ERREFSREEEASRHLD
T 45% PWM ( 45 AREN
F MFSMinimumLimit 2l
MFSMaximumLimit Z[EfY

') :

racadm set
system.thermalsettings.
MinimumFanSpeed 45

gﬁ%mﬁﬂ’ﬂﬁiﬁﬁﬂﬁiﬁiﬁ

racadm get
system.thermalsettings.
ThermalProfile

@Iﬂr’*ﬁ*@ﬂ%ﬁ#&%ﬁ "B

Sl

racadm set
system.thermalsettings.
ThermalProfile 1

EERTHABIARIXUER IR
RIgE , LTSRS =
J5 PCI -'.E :

racadm set
system.thermalsettings.
ThirdPartyPCIFanRespons
e 0



£ iDRAC & B2 RIEF i B &

BIENETIRE

1 DRACIRELFERFH , = Thermal (k) .
BEEPSE 73 IDRAC Settings Thermal (iDRAC & Ei#) TUME.
2 EEUATEI:
. RERENXH
. RAHSIEERS
+ Fan Speed Offset ( XUGSIERZE{R )
RAEXUBEERSR

REBKAFE  XERF—BERENNAE] , BIASERREHNSIS. EFEE. DRAC 8 BIOS EFHAEIBESIEIA
RE, —L Dell [RSZ2FAIRESHF B AIBEARSHFBO BB EE X BFIRENIEI, MRRSHFXLIAT , SISF2ERFEE
RERHEENE.

3 {REATE Back (/5iR ) . Finish (55pk ) FlYes (&) .
MR BRI ECE STk,

£ iDRAC Web A HE £ PCle SiRIKE

BEXBIER PCle FRERSHAMRAT | £/ PCle SIRIRE.
@ | : PCle SHREE MX LA LEFTA.
B{E PCle SUMIRE

1 7£iDRAC Web RET , HERE > RAIRE > BHILE > HUAGE.
PCle SR ERNHEENMENBIRERD T,
2 EEUTEIM:
o LFM & — EEREEXSREEENX LFM 51T,
BEX LFM — &8\ LFM (&,
3 BEMANARE.
RFEBERUTHES :

It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

PRHEEEHCISEHANEFHSS.
O sx: pAEHEISREUEREER.
\ M =
W E eI
SR EFATIHE IDRAC RERNTEN , BT RS NFIETE PowerEdge IRFEZEE.
EgEETE

1 RERISHHIRERR. BXELZER | 15519 Release Notes ( &R1T1HA ) o
2 LEEHFEE—SIFH Web LSS, BXEZER | 155815 Release Notes ( &1TBA ) «
3 LEEEFHY Java Runtime Environment (JRE) ( QD%{@EH Java fi{4FEBYFSRIAIAMERT Web RIBEESHY iDRAC , MIFEE ) .



®| i B E Java 8 i E S hRALAE L ThEEIET IPv6 WI4& /S 5h iDRAC EEIIEHIA .
4 M Dell Systems Management Tools and Documentation DVD H1, M SYSMGMT S {43L2EmfE RACADM 1 VMCLI, &N , 117

DVD EH9I@ B KBS BRIARIEL M OpenManage #X{4Z22557FE RACADM, % RACADM HIEES(ER. , {5415 iIDRAC RACADM CLI
Guide (iDRAC RACADM CLI $8R8 ) "I www.dell.com/idracmanuals 3B,

5 IRIEERLETYIAN
e Telnet
SSH 2P
TFTP
Dell OpenManage Essentials

= TSN .
#Eij5o) iDRAC
BNEBuLITFEFa) iDRAC Web RE , IBFRREIEILS iDRAC i FE—MEH, a0 :

o JIRBRSSES - LIRS CMC #1 OME Modular I FRE—MZEH, BXIE CMC MESZERFHINEIRBNESES | 55
[ Chassis Management Controller User's Guide ( {8 & eiEHlgs P8R ) M www.del.com/cmemanuals E3REX,

HIZEFBTUIRSSEE - 15 IDRAC NIC IRE AN "EA" 8 LOM1 HIBFEEELLS iDRAC MFE—M%EH,
BNBEIGHOSERFNREE | 5B IDRAC Web REFEAEMIEHIE.

FCE X F¥HY Web 353

@ | 5F: BAXENNEERERANELESR, 585 www.dell.com/idracmanuals H3Z24EH Release Notes (%1THHR) .

HLEREBRIANRERINIEET[E) iDRAC Web FRERIAZETIRE. EFEMAFELINGE  BuEN—LRE, XWREGERAR
HEOPELEFER. [FF Java, ActiveX 8% HTMLS #4325,

AR MBI IEEIRSSESZEIZZ Internet BY Management Station ZE$ZZ! iIDRAC Web FRE , NIFEBALE Web NEELAMIZIRSSE851A)
Internet,

@ | 3*: InREGEMA Internet Explorer 8% Firefox LAijjia] iDRAC Web R, HEA st EERIBATHHMRESIFERE. BTUEA

HAth 32 T FRHRE R R H BN R E
@ | #F: =RBREHAAEY T ERE,

Bt E Internet Explorer

FEDRM THREE Internet Explorer (IE) RUFARESR | LIBBRIERTLASIRIFIER iDRAC Web RERIFTAINRE. XLIREEIE

HINRELREIRE

1% IDRAC IP /R INESZHEEAuL S
Bic & IE LABR Active Directory SSO
A E iEapiLeicE

FF%E Internet Explorer Z£i& &

TR Internet Explorer (IE) IREEIRE Microsoft #EFRIENAREBERAELNENATEENIRE.

1 UBERSMHITH E, siERAEERKF,
2 BT H Internet IR R A MM A<t FiEiM.
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3 BAd; Custom Level (AENER) , 1% Medium-Low (Fh{K4R) , Bad; Reset (Fi%) . B OK (FaE ) LAFGIA.

1% iDRAC IP RN Z{EFh R 5T

i7318) IDRAC Web SREIRY , WNRZS(EHFIZRAERLD DRAC IP itbtlt , MRFRARREIG % 1P ibFINBIFIRS, T  BE
I:fre%srép(ﬁll%‘?) BUEEFTERN Web NUNSRRLAZRIZE] iDRAC Web REIRNERE. MRAIRRENN P, BEFHE P iFINZEIREES
RAERR,

® | I HEREHENERAEEIEE A IDRAC Web RERM, EHRIAERELSE, THASBIAETRINRHIEPERES.

B8 IDRAC IP HEIERINEISE(ELE RS

BT Tools (TH) > Internet Options (Internet ¥£17) > Security (24) > Trusted sites (F{S{EifiL) > Sites (i) .
RS ZMEER MBI X E N iDRAC IP ik,

BT Add GRRIR) | B85 OK () , A8 Close (KHD .
B OK (#xE) , AIERIFTNESS,

DNy -

BCE Internet Explorer L1/3 A Active Directory SSO

E2E Internet Explorer AUNILSSRISE :

1 ¥E Internet Explorer 91 , B4 = Local Intranet (Z#! Intranet) FE4:5 Sites (i5&) .

2 (OEFRELITEDR :
+ Include all local (intranet) sites not listed on other zones ( B&RBFITEEMXIFAIFTE A’ [Intranet] s ) ,
 Include all sites that bypass the proxy server ( BiEFFBNMERRIEIRS BTN ) &

B4 Advanced (BI4R) .
INFTEBHBIE SSO BLE—EBoAY iIDRAC LIRYHERIFA (40 , myhost.example.com ) .
5 EA Close (3%H]) HEaT: OK (ffixE) FIR.

M Internet Explorer &8 Z £l &

FRFEETLUER Web FRE T BESUGFIEMARBITE | IV Windows ZEF Internet Explorer 15892 2R EINEE. BXEMA
Windows kR LIEINBERYER | iBE1% Microsoft B34,

fid & Mozilla Firefox

REDNETHXEE Firefox RIFEMAER | LIFRRIETTLALIEFGER DRAC Web RE_EAIFFETNRE. XEREEIE

ZHBEREINEE
BeE Firefox LA Active Directory SSO

#H Firefox FEIE R HINEE

Firefox B "BRB" L2l , FERFIRR SRS MRIFEREEEN. WRCER  BRBENRESEKRENED
DAY IDRAC REREMEHIG TSRS | RIEEERRAEER.

EERAARRANREMERIEALEIES  BHRITTIIER

1 FJFF Firefox Web XILE28E M.
2 TEHEIEFERHR , B about:config FHE <Enter> 2,



3

7t Preference Name (EHIEMZR) 54 , $FKEIFHINTE xpinstall.whitelist.required.

Preference Name (EEIRZFR) . Status CIKRZ) . Type (&) 1 Value (&) HIBESEXMIBIASIA, Status (RE) BY
(EEETHRAFIREFE Value () £Z55 False,

£ Preferences Name (EIETIEFR) 5 , $F| xpinstall.enabled,

TR Value ({E) 79 True, WNERARE , Wik xpinstall.enabled {5 Value ({#) i&E7 True,

BECE Firefox LL/3 A Active Directory SSO

ELE Firefox FINILEERE :

DN -

1 Firefox HtlH#=dh |, #i N\ about:config,

1E Filter (iE38388) &b, B network.negotiate,

B2 INZE network.negotiate-auth.trusted-uris ( ERIESHRENTIER) .
BB HINZE network.negotiate-auth.delegation-uris ( {FERIEENIEFIE ) .

Ao E Web I 5T=8 LAE A EETUEHI &

e CEREMEHS

1

N

HRRELIEN TS ( Internet Explorer (Windows) 8% Mozilla Firefox ( Windows B, Linux ) . Google Chrome. Safari ) BISZIEhRAN,
XTI ANEZEE |, 52018 www.dell.com/idracmanuals 2 Release Notes ( &1T5BR ) .

E({HH Internet Explorer , 15 IE REAUEERFBIET.

BLE Web iXISTE8LAfERE ActiveX, Java B% HTMLS &4,

ActiveX Viewer 3% Internet Explorer 3735, HTML5 8%, Java BRE SR 1L (A Ls 28 L ERF 74,

®| 7 BHE Java 8 HESIRALUER L T8RRI IPv6 M4SN IDRAC EEHUEHIA
BRELSNRIES | UG HIR IR BeE XSO,
i“r”zé'—i compat-libstdc++-33-3.2.3-61 {898 {4E.,

| 3%: #£ Windows £, 5 compat-libstdc++-33-3.2.3-61 H £ AT B S E NET ERR G AR RERLHR TS
.

WERIEER MAC BER S | 151%F Universal Access ( 1BFEi1A] ) B TAY Enable access for assistive devices ( /5 FAXI5HENIE
FAYIAIA) ) LA,

BXEZER | BSRH MAC BERGFRBAN 4.

AL & Internet Explorer LAfEFIET HTML 5 B9F&H 4

HTMLS el aF0RER N E APl aiEId R HTMLS BARSEEIZE, HTMLS SRR T -

AREEE i LI ER,
REMRETNRSRMIHRM ERARCSTENAM.
RERSHETNBFE.
RIEEREFIZ P im{E/S Web TNEAI—HEBSD TE.

1B ISR E Internet Explorer (IE) IRE , ABBIFHETET HTMLS BUEIIEH SFIEIUN RAERER. ERENNEHRE -

1

2

S 28R, At , o/8E Tools (TR) > Internet Options (Internet i%£5]) > Privacy (B&FA) F535F% Turn on
Pop-up Blocker (FTFF 3T OZERER) SiFE.

ERLAMEATGEZ—E5) HTMLS EfliEHE


https://www.dell.com/idracmanuals

£ Ed, Bk Tools (TR) > Compatibility View Settings (AR MEIZE) F5FR Display intranet sites in
Compatibility View (ZEREZMHENE B RAHMLES) SIFEiE,

£ IE TR IPv6 HBHE , FEANTRRZRIER IPV6 Stk

https://[fe80::d267:e5ff:fefd:2fe9]/ to https://fe80--d267-e5ff-fefd-2fe9.ipv6—
literal.net/

o 1EIE Fh{EAT IPv6 HEHES S HTMLS EEHIEHIE | IR TRRREN IPv6 HtlE

https://[fe80::d267:e5ff:fefd:2fe9]/console to https://fe80--d267-e5ff-fefd-2fe9.ipv6—
literal.net/console

3 BEE ENREPR RIS E |, al45F] Control Panel (#5#IE4#R) > Appearance and Personalization (4hMFnM4E4L) >
Personalization (™M&4£) > Windows Classic (Windows 22 #)

AL E Microsoft Edge LAf# FET HTML5 R

BAIRSCECE Edge 1RE |, RRABERBHINETET HTMLS NERUEHISTIEIIN RABEF. ERENEERE -

1 BERE > EERKREFSAMEIEEHE ORI,
2 HRLATISEUES IPv6 ik

https://2607:f2b1:£f083:147::1eb.ipv6:literal.net/restgui to https://2607-f2bl-
f083-147--1leb.ipv6-literal.net/restgui

BCE Web FST23LUER Java fEMEF

WNERIE(ER Firefox 8%, |IE HEBE(ER Java BEEERS , 1§%3% Java Runtime Environment (JRE).,

@ | #%: 7£ 64 (i RY LR % 32 5k 64 { JRE iA, T7E 32 MCR{ERYG LR 32 i JRE KA.
e E IE LAGER Java 1L :

+ 1E Internet Explorer PR 4 FEAIB RS
o £ Internet Explorer FZZEFY Enhanced Security Mode ( 1Z38F9% <5t ) .

ECE IE LUER ActiveX it

TSWRSEELE |E NREHRE |, AR BEBEIFIEITET ActiveX FUEHUSHISFIELINR Eﬁﬁfif‘ ActiveX N FEREFFEIFAEEN
CAB I{4M iDRAC IRSS2SIRMAL. WNREEIUIEHEI S ISHREZ2EAUZE /I Native-ActiveX 258! | MBS BEIEIEHI ST , CAB

izf” "FEJZE:ZIEJIJEP ééﬁ#ﬂ%ﬂz ActiveX BIEEHIIEHIEIEEEN. Internet Explorer F5E4 Li&ﬁﬂ% , TEETE. REHETETIX
L6 ActiveX BN TR

£ 64 (HRMER G L | BRI LATREE 32 (i8], 64 hRAA] Internet Explorer, #XETLAER 32 {378k 64 fi , {BREWIRT B RATE.
FIa0 , ANRIGIE 64 [INEES bR | AETE 32 (NERR P THEESE | AW RERRERE M.

@ | i#: IR AL ActiveX $&fHS Internet Explorer —i2fiFl -

@ | 3%: B4 {EH Explorer 9 B %t L{EMH ActiveX #fF, #EELE Internet Explorer &, FIAE{R#E Windows Server ##{ER LK
Internet Explorer 5 fRZH/EEFHHEAMENREERN.

3T Windows 7, Windows 2008 F Windows 10 Bt&HHY ActiveX N FFERE , BBELE T4 Internet Explorer IRELAER ActiveX 14 :

1 ERNSENEIRER.

2 45 DRAC IP 8{EH1& 502 Local Internet site (A<t Internet 3551) %K.

3 BEEMZEEEN Medium-low (F-f§) SEKIZBLARFLRESEZR ActiveX HEF.

4 ISR TERINENASHERE= AT B, BHTIIRIE , 155 ZE Tools (TH) > Internet Options (Internet i%

1) >Advanced (&%) , i&kR Do not save encrypted pages to disk GEZISMBHTEIRFEI#E) %R , SA/S%EF Enable
third-party browser extensions (BRAE=ANKE= RE) %I,



https://[fe80::d267:e5ff:fef4:2fe9]/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://[fe80::d267:e5ff:fef4:2fe9]/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://[fe80::d267:e5ff:fef4:2fe9]/
https://[fe80::d267:e5ff:fef4:2fe9]/
https://[fe80::d267:e5ff:fef4:2fe9]/

@| 3¥: E#1B3h Internet Explorer LL{f Enable third-party browser extensions (BRE=AMERTR) BEEY.
3% Tools (T H) > Internet Options (Internet W) > Security (££) FHEREEIEITIZN AEFIIXIE,
6 BAT Custom Level (BENHKA) . 7E Security Settings (R£GE) FHOF , BUTTHIHRIE :
%7 Automatic prompting for ActiveX controls (ActiveX {#fFE ZIR/R) %% Enable (BRA) .
X3 Download signed ActiveX controls (T &2 & &) ActiveX 1) #E#E Prompt (327%) .
XHIBIT ActiveX - FIfREHEE B AERR.
o XIXERIE AT REHITHAR) ActiveX I THIA LR E AEiRR.
BaTH OK (HixE) /7] Security Settings (£21i&E) &,
8 EAth OK (#%E) %07 Internet Options (Internet J&IR) &,
®| 3%: #E65 Internet Explorer 1 YA %L, HfRiEid &3 Tools (TA) > Compatibility View settings (3RS HEMEIR
&) M DRAC IP,
®| %
o BANREERAH Internet Explorer E518REIAY Internet Options (Internet i£MR) . Fltt , EEX—FPILEs85 IR EE
SINBZELRPIERRE | Bt ERERRE.

L%E ActiveX 4RI , Internet Explorer ATAESBR—RELLEE, E5TRK ActiveX IBFLEEIDIE , WITE Internet
Explorer R e ZEEIRRITHEES ActiveX 155,

WNEREIE SRS SEIREIFR Unknown Publisher (GRAIEFHIERE) | NElReRRFEXARBSZIIBERE
SHHY. ERRIER | W T ENTEE, (FREERS|ZEREZE Symantec 16958 , FFEMIERERFIRHR
Symantec Rt TR BRI TIRE,

Windows Vista ¢ S #HY Microsoft #R{ERZRIMIMIEE

Windows Vista B{EHTHIERERZ A Internet Explorer NS EEE—INFR S Protected Mode ( RHEZL ) BIMIINZ £IHEE,
S5 R ARAFHETUAE Internet Explorer IERERFIBEIFHETT ActiveX RIFEFER !

1 {ENEERIET E

2 #ZE Tools (TH) > Internet Options (Internet #£I5) > Security (R%) > Trusted Sites (FAJ{EER) .

3 ERESERNTESihAXIE%ERE Enable Protected Mode (BRZRIPHER) &I, (& , oTLUE IDRAC HUERINR Intranet X
HAruta., BUABRT , SRPEVSET Intranet KIgFN S ihm X shAYuh K.

4  Bihe,

5  FERZREERMBIXEFEES |, 00 IDRAC BOitE , AFFERTERN.

6 Bkl REREHE.

7 RAFEFISNEESEFEREER.

AR SRET

YIS TREMEF SR HIIEE (BHEEER , BLREE ) | WALSHRNEIEEET , BRSMIRERS s iaryE@H
WRAEERAEL.

O | & BRI ERRANIRA SR B SR E .
BB Java REARRA

EERR Windows By Linux F|BRRAAY Java ZHERE |, iBHITLATIRIE

1 ESIERT R, IB1T javaws-viewer Bf javaws-uninstall,
AT R Java Cache (Java EiR4ER) BEEE,
2 MBRFRER IDRAC EAIEHIE & i E .



3 CAERSFNETRY,

LIRS STEUN R , RSB ERUISIRES. NREEEEENH Web RSZEHER | EHTLIETE CAIEES
A Java B ActiveX SZ{EUFRERBERIXLIRTR,

¥ CAIEBFAE| Java ZISIEHE
B4 CAFBEAE Java (EEFRFHEK :

1 |3zl Java Control Panel (Java #&HIHER) .
2 BHEREENF , ARBREIER.
G E7R Certificates (GFH) XHEIE,
M Certificate type ( MEFZERY ) NHUZUZEEA , 15E% Trusted Certificates ({RERYIER) .
B Import (BN) | IESFHIESE CAES ( LA Base64d fREFIER ) , REHT Open (]TFF)
BEAERIESNE Web BEIHEEEREHEX.
5 Eadxil , AREREHME. Java Control Panel (Java $2%IEHR) BIEXA.

1% CAEBE N ActiveX ZSiFBE

& IRfsER OpenSSL ST L ERFERARLIGHEEL (SHA) BIBIEBEFIE. BiYFER OpenSSL TR 1.0x FIESRA , AAEHK
IAMEH SHA, CA IFHWSRA Baseb4 fRABHY PEM 18, IXESAE CA IEBH—XIETTE,
EiE CAIF BB ActiveX BI{SIFHE :

1 FJFF OpenSSL &< tRmEH.
2 (FRUTHSETERY FXHEIEEERL CAUERRY 8 =HEWIEIL : openssl x509 -in (name of CA cert) -

noout -hash
RESER— NS, a0, 208 CA EBIHER A cacert.pem , iZ&<$ A ¢

openssl x509 —in cacert.pem —noout —hash

RASEMEMT "431d0322" AU ST,
¥ CA S BRE MM | FHE BEFHFN— 0" . BN , 431d3220,
4 BESB CANESHZEIEHNEBR. 5140, C:\Documents and Settings\<user> directory,

EE Web FEBIAHILRE

iDRAC Web REISIFIATES :

«  ZGE (en-us)

o KB ()
=15 (de)
FAITFIE (es)
HiE (ja)
A (zh-cn)

BEEEESPR ISO IAFRTAEIFIES RE. MTREERSHHIES | BNSSENEMEREN 1024 GREFEEERS
ThRE.

iDRAC Web REISESAMU BRI AFERLSHFHESTE. DRAC Web RERIFLINEE (MENUEFHIE ) TREREFUNISEA
BB ERITIREE TR, EfttREAZSIFATESEEINA.



@ | % HS PR R T RN ER R ERFNES HLE A M LIAK iDRAC Web R .

ERmsEE

{555 iIDRAC ATLAEEHT iDRAC, BIOS FIFFE{&EN Lifecycle Controller B ~3FAVKEZEH | HI40 :

. NHEE (FO) R
. 2WER

. BERRIRNEFE
o RZgEEOR (NIC)

o RAID ¥3H#128

BBIRIRE (PSU)

NVMe PCle i&%%
SAS/SATA FEEZIRTNES
MERF NS MNEBHIER SR E T
OS 588

PSU E#4-EH s EE /LRt E, BEFEIRATRSGRE S PSUBS. XTI PSU, 7 PSU B4 EHHEIEIAE
R RSP E SIS R

SIS EIE G L33 IDRAC, ELE TG , SBRTEMRE FHEHR YN RIRAFIEER FERAREAS, SNSRI FEREHE
T NEBT—FERER. AEEEHS ISNEHSVANA. ESERRAENS ISNERSOMEBRHTIIER , MEETNRRSR
EFHLIBMNET. RE—RRAEHS I SETHITREE.
®|*:
WNRIZ4IZE FIEFT SEKM 85 , MIFEM SEKM hRAEEZEH93E SEKM iIDRAC RASS iDRAC EHIE/FHREtIGESRM, £
SEKM RrANchi#tfT iDRAC ESFHR/ER N SIEIT .
E/2H SEKM BB T , PERC E{HIEFIGERML,

EEM4EH/E . System Inventory ( RERIREM ) WA EREHFHIEFRAFCRE.
STFAIEIHBRIG S SR BV

+ .exe — ETF Windows B4 Dell Update Package (DUP)
d9 — 8% iDRAC # Lifecycle Controller —Z&RIE{4

ST REH exe I , BB ERFIEHNIR, WiRfEREFeRNTiEE 4 HTHASH Lifecycle Controller,

SIFBE .49 WIS |, BwinBE "BE BIR.

@ | 7*: EHLR DRAC BEltFiE, EFTAES &I Lifecycle Controller B B RARTBEAE, EE{FEH NTP E2 iDRAC /g, #EE
E iDRAC K@) 2B, Lifecycle Hi& R~ BIOS AfiE].

SR LAMERLA T AR TEG 5T :

o MWAHRFERMEHEMNER T STIFOMGRSEE | SR NE—Fh3EE,

o BEEEFTP, TFTP, HTTP 8¢ HTTPS i makMEFERE ( HPEE Windows DUP FIEMRIBE R ) .
A[{sEFH Dell Repository Manager SIZEENFEZE. BXESER , 15517 Dell Repository Manager Data Center User's Guide

( Dell Repository Manager ##E4/UFFERS ) . IDRAC RILURMMR S L2230 BIOS FIEIHZ [BRIEFIR S LA FiEEFIIT A
B, FEETESHNMEERENMYSNATRSE. WINEEERE IDRAC Enterprise FFRIEAIER FETA.

- BEIERERXMBE N FHEET BT B EE &,

ESMEI BT EH DRAC BRI TEMIEO., THR{NEMTF iDRAC B, FHEFILE 70O, MUYSSHEERILAR Lifecycle
Controller EEMMTERBRIRSH 4 S EHEL,



R M BRGS R BRI

.D9 B iDRAC DUP

A ¥ FEELCEBH X EEICERRA
BMCFW64.exe NFfE 2 &= B AEFR
=

Racadm FWUpdate 2 & &= AEA
(|BRR )

Racadm Update (37 =& 2 = =
hi )

iDRAC UI 2 P = =
WSMan 2 P = =
THIERERS DUP & RNEA P S

TEREM T X T AT E AR REREENENRFRER.
@ | & HEIHNARRLASIEHEHA, FURTESHRIAFHIXLEER, WAL TLENREEHEE.

& 12: BB — RO H

HEER IEHEGEKR? (“R” W — RETEENR WA — REREEHRE Lifecycle Controller
X =" ) 2 2 %u; — REENR
1ZHTER S B S S
BMERRIREFES S B S S
& Lifecycle Controller g 2 = a* 3
iDRAC
BIOS 2 = = =
RAID =28 = = = =
BOSS 2 = = =
NVDIMM B = = =
Hik = = = =
e = = £ =
NIC 2 = = =
RIS = = = =
CPLD B = = =
@ |i%: CPLD E#FARTTRIE, iDRAC ¥ HNEHBE.
FCE 2 = = z
NVMe PCle SSD IRzhgg =2 oy & a
SAS/SATA TEEZIRENEE ) = = B
OS Uggees S S & =
CMC ( fifF PowerEdge & 2 = =

FX2 BRS3=8L )



& 13 EHFEH — XFEFHEH

AEER IEHEGEKR? (“R” W — REFTEENR WH— REREEHRE  Lfecycle Controller
5 “’B”) ? ? %U_l —RESENR

2R S B B S
BERFIREFE S B B S

& Lifecycle Controller g 2 = &a* =

iDRAC

BIOS 2 = = =

RAID =28 = = 2 =

BOSS 2 = = =

NVDIMM B = = =

iR = = = =

e = = B =

NIC 2 = = =

RIS = = = =

CPLD B = = =

FC& 2 = 2 =

NVMe PCle SSD Ikzgg =2 & & a

SAS/SATA TEEEIR =S & = = &

OS Uggees S £ & &

* FRBANEESHENRS  (BVREFSH DRAC A HEN FIEHT. AIcEATHNT IDRAC BISFIMNITIAE,
SIEREEH , MCATRRRAAFSRRERIBIISRITRA. SBLEEHRE , BHRREERELIRANR A BRI AR A

B, ANREEH) iDRAC HEZEIAIRRAS |, iBf8EF Dell Repository Manager (DRM) BIEREHIFFIEEHBCE DRAC LIERIZFEESE
i,

£ iDRAC Web EH E#iE {4

AT LMEREA R S Rl FRRIEABREMIESEER (CIFS, NFS. HTTP Y HTTP ) f7i#FeL FTP BHNR & EIF.

ERR MR EE S

HEERRMEEENAEERESZA , EHRERSEEAIME TRE RN RS LRIREAMIE.
@ | i%: WiRAF £ MAK DUP X HE T AR M=,
E(FF IDRAC Web REEHER/MEEBES :

1 EEEHEHP > S RGEEH.
LEERS B E T,
2 HEEHEIRT SRR ERE,



@ i: REEEAN, BERFEECRIE THIANRG LHFEMIE, $FEE53) DRAC B TEHM—I
g%zuﬁﬁitiﬁﬂ iDRAC BIPRINSCHF, —R—AN3fF. XL EHF iIDRAC EH—1EHFZE, HEXNMR
|42 300MB.

BERT | NETRRMISEEEREGSUG , RRBE LR,
EH5erE | BAEEFFRERED B84 ELHE DRAC NEMASHRERE.
NREHHMESUHBRFERII LR , ARFIEER—MISER T EiR , FZEERSSIHEINEL, BHZERTEE
w&R. AT ANEGRAEE.
5 IEERTBEM S ITIATEREZ—
MNTAFEENRGENS I SHIEMGRG , iBRER%E. Hla0, DRAC B,
« WTFREENRERREHSISHERRG  FREREAENSISHTRERISHRE.
- EECHEHER  BREEE.

EFRRGRE. REHEMSISE TREHS|I SRR ' BRERER Updating Job Queue,
6 %ﬁﬁd’ﬁﬂiﬂkﬂﬁﬁ IBRTHELRAY, FRLNAEEHERESMREGERHEERHERFTSRIRNEHEEEGETR

O s#: MRAREEHMRBEFLTE, WLEF—FHRESHAFTE LENNTHLEX.

v B ahE  E

&R LAJ9 IDRAC Bl el F A RILMS BB &, it BEIFIRIE) | iDRAC SIEERWSEMNBR , AEFHAIER , F
FREEREFTEIERNES. BREnERSHRE LEE— BT | AP 8 38XRSH[AOSIRMIESNZE EFHRAIES.

FEIE(FE Dell Repository Manager (DRM) BlIEETFIERFIECE iDRAC LUFERIFIEESRIG AN TEIS 5. (ERREBEIEERLL
&3zl IDRAC RTRRIENAHFONRA | FHE BB SRR MBS,

® | i*: 5% DRM HELEE, &7 Dell.com/openmanagemanuals > Repository Manager.
HRIBEIEHHEE DRAC RAVARIFATIIE,

1ERJLASERE IDRAC Web FRiEIEY RACADM T BEhEH4 S,

@ | 5%: FZHER 1Pv6 Ml %) A NEHEEH -

£ Web FE X B &IE - E#h

EEFA Web FRELTRI BB EH , ISHATLITERE
@ | & mRENMEEITR, WAENREDEHEUOTRITRIEN. BLBERLRHRIMEL.

1 7E£iDRAC Web REH , % Maintenance (#37) > System Update (RZE$T) > Automatic Update (BaIFEH) .
ILEETIEE7< Firmware Update ( [E/{45&5 ) TU@.
2  BAT; Automatic Update ( BZIEHT ) IR,
1%6#% Enable Automatic Update ( EFABINEHT ) 1%IA,
4 ERUAMHIGER S e e e R R e mm o SRS
o WRIEH — GEEHEET  BEAEH5 1SRG,
HRIEMHENS ISR FER — TEFENEHEERRSSEENSS.
5 EFRLTNME—ILISEERSBYERRINE :
« Network (F%%) — fEFSREMKRHE (CIFS, NFS, HTTP & HTTPS, TFTP) BRI, MARMBHE=IBHREME

1SN0


https://www.dell.com/openmanagemanuals

i EEREMERZREN, BENIFEMRAAINEBERTHRTN, HAERES SREDFHRFER.

« FTP—{#%kE8 FTP ifmRIBR. WA FTP imAsFAER.

« HTTP 8 HTTPS — R¥FERSU4REMANIREIT HTTP F1 HTTPS SU4HEH,

WRIEELER 5 PHITROISE , MIAMEIRER FTP IRE.

BXREFRIVEE , 1525 IDRAC Online Help (IDRAC BXHI#BEN ) .

7£ Update Window Schedule (EHBEOUK ) 8o+, IEEEHEFRENTHAREMENRR (X, BAxERE—X).
BXZFERANSE. , 15815 IDRAC Online Help ( IDRAC BXHLESEN ) .

Bt RIE .

BRI BAFIREIE F— MBI R, SIS EAFRASHE | BeIE T — P EEEEREL.

£ RACADM it B zhE 4= #

S BIEEER | BERUTHS

BEREMEER

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1

gﬁggﬂ]@'ﬁt@i’ﬁm'{kIU\ .

racadm get lifecycleController.lcattributes.AutoUpdate

EHR B B R RO AR RN

racadm AutoUpdateScheduler create -u username —p password —1 <location> |[-f catalogfilename -
pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time < hh:mm> [-dom < 1

- 28,L,'*> -wom <1-4,L,*> -dow <sun-sat,’*’>] -rp <1-366> -a <applyserverReboot (l-enabled | 0-
disabled) >

fougn
- EfER CIFs HEBmEHEY

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —f cat.xml -time
14:30 -wom 1 -dow sun -rp 5 -a 1

- E(EF FTP EEHEY
racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser —pp puser —
po 8080 —pt http —f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

EEELRIEAENIT

racadm AutoUpdateScheduler view

BEREMNEER

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
ZRRITIFERER

racadm AutoUpdateScheduler clear

MITHE HTTP H= HEFTFE: -

racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share

MITFE HTTPS H= HEEFIS :

racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

£ RACADM E & & B4

BE(HH RACADM EBHNES , BEAEIMFard. BXESEE |, 15818 www.dell.com/idracmanuals. FfY iDRAC RACADM CLI #5

.

5

BEAEHTEEEERRIRS | BERUTHS

racadm update —f catalog.xml -1 //192.168.1.1 —u test —p passwd --verifycatalog


https://www.dell.com/idracmanuals

« B myfilexml (BB RMHIER TNEFEMEEERTITEIERIER , AHTIEREHSIS  BERU TSRS !

racadm update —f “myfile.xml” —b “graceful” -1 //192.168.1.1 —u test —p passwd

+  E{E(FA Catalog.xml fEABRIGHIER TN FTP EFTEEERITIEIERNES  BERUTHS ¢

racadm update —f “Catalog.xml” —t FTP —e 192.168.1.20/Repository/Catalog

£ CMC Web R HEHE 4

1&ETLAfER CMC Web REEFTAT ] HIRSSEEAY IDRAC Ef,
E(#HF CMC Web FREEFT iDRAC Bl :

1 ERE CMC Web FH.
2 ¥%Z iDRAC Settings (iDRAC i& &) > Settings (I¥E) >CMC,
fEEIS &7 Deploy iDRAC ( B2 iDRAC ) TUME.,
3 B Launch iDRAC ( [ IDRAC ) Web FREFH#11T iDRAC Firmware Update ( iDRAC E/{4-&EHT ) .

% F DUP S &HE {4

{s5FE Dell B (DUP) BEEHEZ B , iBHHF :

o LTEHEH PM IIZERRIIERF.
. WEEHRZFIEIT Windows BERZ , BRFEEN Windows Management Instrumentation (WMI) fRSS.
@/ 5%: 7 Linux ®{&F DUP A FIT2FF 57 iDRAC BT, tRBEIEHIAHER usb 5-2: device descriptor
read/64, error -71 ZREIRIER, BRME.
o WMRFRARLET ESX BEIEER , WXITEEITRI DUP X4 |, iEHRREFERLA TS SELL "usbarbitrator” S5 : service
usbarbitrator stop

E(FF DUP B3 iDRAC :

1 BETFLEORMERFE T DUP HESE RS LIETE.
2 i&17 DUP,
BB ER., B ERRETE =TSRSS,

£ =2 RACADM & & E 4+

1 BEMABRE T EE TFTP B¢ FTP ARS8 , 40 , C:\downloads\firmimg.d9
2 IB{7LAT RACADM #5% :
TFTP IRS3E8 -
« {ifH fwupdate ap< :
racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>
path R TFTP fR5588 L1 firmimg.d9 AINE.
« {5/ update @< :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP IRS3E8 -
« {ifH fwupdate ap< :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate —f <ftpserver IP>
<ftpserver username> <ftpserver password> —d <path>



path £ FTP IR$S2: L =% firmimg.d9 RINIE.
» {§FH update F% :

racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

BXEZEER , iI5815 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI$8Eg ) ATM www.dell.com/idracmanuals LE3REX,

£ Lifecycle Controller T2k 55 ¥ #iE &

BX(ER Lifecycle Controller — ITiEIRESEFHEHEISE |, 15215 Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle
Controller IEFEIRE RN JH578 ) AIM www.dell.com/idracmanuals EZREY,

M iDRAC & #T CMC [E

£ PowerEdge FX2/FX2s #l#87% , BTLAM iDRAC 79 Chassis Management Controller AR {E{EEIH CMC EFFIIRS e =BT
ESLEN

NS, BHHR

«  AIF CMC HEIRSRREIR.

« 7 LCD BER B —5RIER "IEEEH" BEE.

« AN LCD RINAER/ER LED INKME R E#AHR.
o EEIIRED , ERFRIRGSWRER.

S F R LEERRE RS ST RIRSHIRIALE (%0 I0M B9 Programmable System-on-Chip (PSoC) ) RIS , ISENE F/XiBEFF
MBS RZFR.

®E CMC LM iDRAC E# CMC EfF

£ PowerEdge FX2/FX2s HlfEH , FEM IDRAC Bt CMC RREHZLAMAIEA] , iB5THATIATERE :

1 [B51CMC Web R

2 %5Z iDRAC Settings (iDRAC & &) > Settings (i&#=) >CMC,
fEEI4 & R Deploy iDRAC ( ZB2 iDRAC ) TUME.,

3 M Chassis Management at Server Mode (BRS5284ER THOHLFETE) THIZEEH |, %% Manage and Monitor (ZTRFINMTI |
AIE8E Apply (RZAD) .

% E iDRAC LLEHT CMC [E#

f£ PowerEdge FX2/FX2s HlfEH , 1B5EHE IDRAC FFEHTLATRE |, A/EHBM IDRAC B3 CMC REHZAHRIEH

1 %5Z iDRAC Settings (iDRAC & &) > Settings (i#ZE) >CMC,
2 EA Chassis Management Controller Firmware Update (HlfEEIREHI2EE 4= H)
tkA+1% &7~ Chassis Management Controller Firmware Update Settings ( Chassis Management Controller E{4EFMZE ) TUHE.

3 X3F Allow CMC Updates Through OS and Lifecycle Controller ( S31HBISIRIER S Lifecycle Controller B3t CMC ) |, imI%#F
Enabled ( [5F ) LASFM IDRAC & CMC Eft,

4 7E Current CMC Setting (X481 CMCi&E) T , H#{F Chassis Management at Server Mode (BRZSEHERTHHBEEE) KINE
7~ Manage and Monitor (EFIEFNYCAD . EaTLAE CMC Hig B IiETT.
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EEMEE M EER

LSRR, BFEEMENRL., XE—TUZNAITHEE. EFIFEE T RENS I SRS TR ERLE
LASRIBR

£ iDRAC Web A EEEMEE DM EEEH

E(#HA iDRAC Web REIEECITRIBIEFIZ |, i555Z Maintenance (#34) > Job Queue (FENLBAFI) . Job Queue (fEMLBAF)
TRESER Lifecycle Controller {EMBAFIFREIVAIIRTS., BRI RINFERAUSE |, IB215% iDRAC Online Help ( iDRAC BXHESED ) .

ZMERIEAL , ARl , ATSEAE Delete (MBR) . T/RTRESRHIHET , WEHAUFIAGM Lifecycle Controller {RLBAZIRFERR, &
HLE TN —REHS I SHEMBRATEIRLG. SRR TESIASAUEN | BIEBIEAET T FEARSAIRIL,

DIRMEB RS AR HINRA BEMIBR(EL,

£ RACADM &EEMEER 57 M B EFh

S{EF RACADM ERAWERER , (A jobqueve P, AXES(ER , WEH DRAC RACADM CLI Guide (IDRAC RACADM
CLI $8R5 ) T M www.dell.com/idracmanuals E3REY,

(o iZ 1% & [E 4

&\ LAEIR iDRAC B Lifecycle Controller FrSzi5AY iDRAC BifHagRHIENL: , BMELIBIERS —NREHIT T AR, Fla0 , iR EL
BE{#F8 Lifecycle Controller GUI F+&& , &R LAEFE iDRAC Web REIRIRE, Eah@ET—RERFEF S ISHITES MEENEHERLR,

EEBE IDRAC [ Lifecycle Controller [E{4H9 Dell 55 14 4, PowerEdge fR5588 L , [BiR iDRAC E{4RIGERR Lifecycle Controller
14,

ENGLEHRE SRS, LREREEEENIIEINZEEH. IREFHEEINTAT PR , NoTstEERRAEMHEERBRIREA, &
TEREBBANRA |, 1B Lifecycle Controller RIS B EF IR EELRRANRA,
SR LRI TR TEG LR
5 Lifecycle Controller BY iDRAC
BIOS
MIZ&IEEO-R (NIC)
- EBJRIRE (PSU)
«  RAID #5428
. HiR
@ | & TeEsTIOMIERF . IRRIEFFEF CPLD HUTEIfHEIR.
EIREWEZ BT, TBHRER

1&BER DRAC B4R "EE" IR,
188 "IRSESEH" NRHEBH Lifecycle Controller RELARER iDRAC LASMWEHIE IR R AIENHLE .
o MR NICH#EIIEE = LOM , HizEREXNERA.

SR LAER LA ™M A RS EGEIRE 2 RrEe2ERIhR A
iDRAC Web RE
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CMC Web FRHE ( £ MX & EARFZTHF )
OME-Modular Web FH ( £ MX FE EARESHF )
CMC RACADM CLI ( £ MX & FARS74F )
iDRAC RACADM CLI
Lifecycle Controller GUI

o Lifecycle Controller 2RSS

£ F iDRAC Web F H ERE 14

ERIRREEY | BHATLATERE

1 7EIDRAC Web SREMA , ¥Z Maintenance (##F) > System Update (BRZEH) > Rollback (EiR) .
Rollback ([Ei%) WEEERTLAARBIREGHANEE. BHILIBERRREBIR. KEANLE. SpriIEthRAF IS BE1LE]
RhRA,
BFE— S N ENERIREGIES.
ETFFmi%kiss% , Bad Install and Reboot (LEEHFHSIS) & Install Next Reboot (TRESTSISATZREE) . WNR(UERE
iDRAC , BRABAT: Install (Z24E) .

LRFREHEH IS TREHNS I SHREN , B8R "EEEFELNG" HEE.
4 B Job Queue ( {EMLEATY ) .
IWETE BN BAIIRE |, Fel L AE A EEN SR EEAENL &,

®|5#:
EEFEEUTRY , BIESEFTIE |, BiSHEESERSRENTT.
EUTER TEERERES
o IBKBEIR DRAC LIIMEHIEGHIIRSS ESEHIINR |, SR BEIR iDRAC BHSHIECEISR.
- EEREES— I RIEFHIT.
EEFEETHNEMHEFEUTETRE.

W2 Lifecycle Controller B TFIRENRT | FHEESEH I DRAC LISMUEMESENITEHELR , NIFESA Lifecycle
Controller BH§ B ERAVESEE.

£ CMC Web A [EIRE 4

ZE(FA CMC Web FHEELR

1 ERE CMC Web FRiH.
2 %% iDRAC Settings (iDRAC i &) > Settings (I¥E) >CMC,
BB E 7= Deploy iDRAC ( &3 iDRAC ) TTH,
3 EAfs Launch iDRAC (B IDRAC) FHH{T i IDRAC Web FEIEIAES chFmARNREEAHEIR.

£ RACADM [EI:Z[E &

1 {8 swinventory SR ERZIAZSF] FQDD :

racadm swinventory



N FEAEEIREHATIZE  Rollback Version ([BIRARA ) 408 Available (AJF) . 59, iBIER FQDD,
2 (FRUTHSEIRREE N
racadm rollback <FQDD>

BXESER |, 15815 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI 3883 ) AT www.dell.com/idracmanuals _E3REX,

{#F Lifecycle Controller Bl E %

BXIER . 1B5(H Lifecycle Controller User's Guide ( Lifecycle Controller FAFF4ER8 ) BT www.dell.com/idracmanuals £3REY ,

{£F Lifecycle Controller iIZFE/Rk 35 iR E 4

BXEE , 5805 Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle Controller TTA2BRE RN JHERT ) TTM
www.dell.com/idracmanuals E3REX,

Pk & iDRAC

iDRAC SZIFRMEIERFMYE , LIRRTIS S8 iDRAC, FEHIFEFUAIKMEMERH BIGELT NS | SERRNT |, BHITIATER
1E:
+ IDRAC 3 |SiEFAIeNZ;SE 05 | SAIMRE,

%%&Fih*%mﬂ%] LED $87RITLAKEY 172 FORGEERINNE,  ( LED I TR AETURSS =RVEHE | (1T 70 R VRS 210

s 5|SIEFIVELEERIE SD FHEE,
«  fEF3 Windows ERS0K SD EIEIILH FAT 483, BB Linux IBERFISEISTL N EXT3 18K,
« 1 firmimg.d9 £%I% SD &,
« 15 SD RIENIRSSHR,
5ISEFAEN SD & |, LLINRY LED 5T 3EARSERIRIAE | 1Y firmimg.d9 , EE¥4RIE IDRAC , SAIFEEHTSIS IDRAC,

%ﬁﬂ&%ﬁ%ﬂﬂﬁiﬁ-

ERILARH RERES , BiFCESEM (g0 BIOS, RAID, NIC, iDRAC, Lifecycle Controller FIR4RF (NDC) ) _EZ2EH9E {4k
%, URXEAHNEEIRE, SHREIOEESEBLIE. TRIMCEESE, SHBRErOIFEREBLUE. TIRFIEIRAYEE
4, BRIDTRBOE—NE. TLUFZEHRFE vFlash SD RERMEEHE= (CIFSELNFS ) .

ERILAB R RIETE—X. BB NEHFIRS SRECEAIEHRED.
@ | #: BT ERSREE X EPRERIRIEELHITHER IDRAC,
FNIHEEE BT , iIDRAC Enterprise FBIIEHR{HILINRE,
ERITEDIREZAT , IBHIR

«  BJEH Collect System Inventory On Reboot (CSIOR) 1461, SNSRAEZEA CSIOR WEEIEMNIRE , BEFRUTHE :
System Inventory with iDRAC may be stale,start CSIOR for updated inventory

E7E vFlash SD £ EHTED | IBHITLATIRME -
— VFlash SD -EE#EAN. BRI,
- VFlash SD £EZE/> 100 MB RIRZB BT FESRD .

BN XHBESENENRFERENE. KERER | LIRTBTSARSHREEXHEERIEAIRE,
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FHNBEMHEIERIE Lifecycle BEA,

@ | 3*: IRIEEAE Windows 10 IRIERG LA NFS S RSB E X, HEHTISE RS SEE S4BT, 51
Windows Ih&EA NFS B A& Fif.

£ iDRAC Web & H #&17 k 55 e iic & 4

Z(HF IDRAC Web REE MRS ARECE XM

1 #Z iDRAC Settings (iDRAC & &) > Settings (I¥E) > Backup and Export Server Profile (4315 HRFZBAEECH) .

IbR% 27 Backup and Export Server Profile ( &0 HARSSSSECESY ) TUHE.
2 ERUUTSERZ —(RMFE0 X
Network Share (RI£§£=) : 7E CIFS 8f NFS HE= _HREFE O ]HE,
o HTTPEL HTTPS : @id HTTP/S XHERERD U MSGRFRIAR S,

O | 5: %% NFS #£%/5, 7 iDRAC %, EMASATEREALE. XN TIRER DRAC ZeH.

3 BIAFRDRY File Name (3Z#4&) . Backup File Passphrase (Z#3CHEBEIE) (7% ) . Confirm Passphrase (FiAFBE

B) F5.
4 YNSRERE Network (RI4) {E/ANIHUE | IBMINBMAIRNSIRE.

®| i IR EMEAZEEN, BUTENRAFRINEBEAERTN, EAERESSRELFHRTN.
BXREFRIVSE | 1525 IDRAC Online Help (IDRAC BEXH#BEN ) .

£ RACADM & ARSaSECE

EfF RACADM B0 IRSZESECE Y | 1B{FFT systemconfig backup p<.
BXEZ(EE |, 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 38 ) AT M www.dell.com/idracmanuals E3KEX,

T B & 43 Bk 55250 E X

JLUBAMIIETE—X. BASARMTHEIRS SREEEHEN.
RS BRECE XM EMEDZAT , BHHR

« B2/3H Lifecycle Controller I Collect System Inventory on Reboot (CSIOR) 1517,
- BERMEREMmY (NTP) , HEERBEASEN ST AISEFRE TANELAR T— M RIEL AR 1,
«  EfE VFlash SD REHUTED , IBHUTLATERE :

- HEA. SRR Dell SZ3FHY vFlash SD k.

- VFlash SD REBEBHNTEFERD .

@ | : T H{ER IPv6 it IR S BB EFER.

£ Web i vHxIAR 55858 &> B sh &4

RS FEEXMEEED |, BHUTLATERE

1 7E£IDRAC Web E™ , %% IDRAC Settings (iDRAC i&E) > Settings (i&E) > Backup and Export Server Profile (F{#f15

HARSREEH) .
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ItA% 27 Backup and Export Server Profile ( &HfISHARSSSFECEH ) TWHE.
2 SRR —(RFEO ]I -
Network (R%%) , LATE CIFS Bf NFS HE _HEFSED EMIE,
HTTP or HTTPS (HTTP 8 HTTPS) {5/ HTTP/S S/HEMISIRIZRD SCIFIE,
3 EINTZSH File Name (32#44) . Backup File Passphrase (optional) (& {3374-5E18501E [[i%]) 0 Confirm Passphrase (ff
INEERIE) .
4 WNERIEEE Network (4R ) EAXMHAIE | iBWIANMEZIRE.
@| i EREMEREGER, BEYFAEMARINEBRERSTGREN, UTERES SREBHREN.

BXAEFRIVSE , 1B215 IDRAC Online Help ( IDRAC BXHLESEN )
5  BAH; Backup Now (SZED&M) .

EMRBAFIG | HE PRI RIEHERE R BEIFIREN R RTER L. AESIMFWASE LT RAS TS  BOET
— P ESEEERR L. FOIRSSARECE X HRFEAEI IR B IREHAT.

{£/ RACADM itXxIAk 55 25 EC B X B & &1

BERBED  BERUT®S

racadm set lifecyclecontroller.lcattributes.autobackup Enabled

EHRIIRSRECEXHED |, BEAUTESHS

racadm systemconfig backup —f <filename> <target> [-n <passphrase>] -time <hh:mm> -dom <1-28,L,’*
> —-dow<*,Sun-Sat> -wom <1-4, L,’*> -rp <1-366>-mb <Max Backups>

EEELRNEMNIE , BERUTESHS

racadm systemconfig getbackupscheduler

ZERBEMEMINEE , BEAUTHS :

racadm set LifeCycleController.lcattributes.autobackup Disabled

EBEREMDITK  BERUTHS :

racadm systemconfig clearbackupscheduler

BXESER |, 15815 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI 3883 ) AT www.dell.com/idracmanuals _E¥REX,

FABRSSAFECE X

A EREDIRMEX M SASERRE—E RS SR EN B MARENS 1 SIRSE.
SAIEEEREN.

@ [ E: MTFTRBE, REMSFEMZRCHPHRZIFZLTER. TRFEERTREERNH BT EHXHHERNE

— U EREERGAN . MREGFHERRAER—MIE, ENEFERTERF AEREESINESAYRED.
PITSNE(EZRT , #RIBRAT Lifecycle Controller, YN5RTEZER Lifecycle Controller Bf SRS ANERME , BERUTER :

Lifecycle Controller is not enabled, cannot create Configuration job.

LENRFEHTHE |, MREBREHNSNRE  BERUTERER

Restore is already running

BANEHBEICRE Lifecycle HEH.


https://www.dell.com/idracmanuals

BANER

EERIRSHRTNERE  BIRERINBERHE BRI TR

RAIRFGIRE
. B
o FONERUE
« UEFI Diagnostics i FAf&F7
s RFBEIZE—BIOS. iDRACFINIC

Easy Restore {8F3 Easy Restore [NTF/FERERE N EUE. JIEBRERABIBRSNT , BIOS REIf) iIDRAC FHRERGEREDATE
& B BOS FRESIENVEERRSIRE. VFaNEM UEF ZHINARER. 51 BOS FRERREERAREEIRE. NIRE
RESE— BOS R LiRARANE | ARURERBEREMTZRERSTE , WEEXER$E— BIOS FH. $ -1 BIOSF

EOART_ o
BREERIR.

® |
NEERHCSIORE , 74BN RSB BIRE., HHIRERBA Lifecycle Controller #1 CSIOR,

© RRERASNEMERIRES i HiEtREdE.
© BIMWERASEBMEMENE , FIAIEMR &, vFlash HUEEIE-REUE.

£ iDRAC Web A HI S ARFBF[ELE

(R IDRAC Web AHSNIRSARECEXM

1 HZIDRAC ILE > ®E > SARESHRECETH.
BERSARSHREESCHTE.
2 EERUTME—TUSESOXHIINE
LB | LITE CIFS 5 NFS T2 HRFRDST4-E,
HTTP/HTTPS , {#f HTTR/HTTPS {4k | 1BEE SR FRI A4,
3 BABOXHE/EHXHEEEE (W) NEABREENFERER.
EINE D XHBFFEED (k) .
5 INREERMEIENHUE | BRANEIRE.,
(D| i EREMEREEER, BEUAEMARINEBRERSTKRTEN, CTERES SREBHREN.
EXZFRINSE |, 5518 iDRAC Online Help (IDRAC BXHL#5EN ) .
6 NEMHESEEMNESEIEEREUTES—I :
fRE8 — {REB RAD &BI. BMBE. EHEBMAMARTHIIEEEE  HABSOMEEERARFRRILNERIRE.
MERFE#HR — 18 RAD 5. EBIHE. THSERUIRATNEEREEEMER | HASOREGSUEFRIFIESIR,

7 BESA.
RS RRECEX M SNFFERD.

{5 RACADM S\ BR 552380 & 304

Ef5F RACADM S NIRSESECE Y | 1B{F 3 systemconfig restore Tp<,



BXEZER | 15507 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8F8 ) BT www.dell.com/idracmanuals E3REX,

i SRR E NG R

ERIREIRF A

1 FENRFEXA.

2 FBOEERTIAR Lifecycle Controller,
3 ENRRITH.

4 IRBENEHNEEERRERES

5 FHERHKXA.

6 IDRAC E4FIBCERRIIER

7  IDRAC EFffEH.

8  HEHNENRAITHLUKEIERETE.

EREMARZERET RN IDRAC

&R LA Dell Management Console B, Dell OpenManage Essentials ZHFIMSM iDRAC, #&EtEATLA{ER Dell Remote Access
Configuration Tool (DRACT) 3E&#k iDRAC. BFETEMH4FIIEE Active Directory, BXBB(EE , BEHENMMBFE

MRS SREEREN S — SAMFH

IRSSERECERCE X (SCP) RIFES NSRS HRECEN .

FBFPaI MRS R IMEHRE (CIFS, NFS, HTTP B HTTPS ) SAFISH. M SCP, el LAEEREHS S BIOS, NIC
#0 RAID FUEHRFIECE. ETILUE SCP SNFISHEAMERIEE CIFS, NFS, HTTP B HTTPS MEHE, EaILISATISEH
iDRAC, BIOS. NIC #0 RAID FUEANELE M HFHS B WENBR—IINIG S H.

FIFETLUERIELIEABE(TH) SCP TS SARSY , SERREBER , (BRSRAERE.

1B GUI BRSNS SHEENCIE El, AIZEE SR HEEIRILRES.

O© | 7 B REF AR IP ok

O | & EAMHBEREEUSABSSREF. CEEERESANERRSBREXH. Hlm, SA xml.
O | F: RESEMSHRR (EFER) , TREFLENFM. HIM, export_system config.xml.

@® | iE: SCP AR MEFBIRBBRREENATRMEL. BE—LERGHRES, RERHSUTGZHREER, HETLE
WERAFHEMNTRE. HIWFRN, SCPWREZEERMEMFEAMARE. EF{FIE ConfigResult 8, LR
EMFLENEERE.

£ FH iDRAC Web A H SRS F0C & AL & X5

SNRSEREEREN Y

1 HERE > REH[ESHEIEXH
MEED <Ak S5 B3 B B AL B S Tam.
2 ERUTME—TUSE LA
A SN RFEAMIRENEEFAIBCE S
o MIZLEZEM CIFS B NFS HE=EHSNEE N,
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HTTP 8 HTTPS £/ HTTR/HTTPS 3{4HEH , Nt hSNECEX .

®|5$: RBAERE, BLOFTIMANERZER HTTP/HTTPS 28 . MRS HTTP/HTTPS BEERIE, TFEREBRE.
RSN A BRI HAE A
TERERHIREL,
EERKFHMNBILUSES ARG ERRXDRIATESFEE.,
BHEIA,

[©) &) BN N GN]

£ iDRAC Web A H FH Ak FZ&FACE AL E X HF

ESHIRSSRECERE S

1 HERE>RSSEEBEEIH
BERD 7~ AR 55 S5 AL B B & S TUE.
2 BRHESUH.
3 EBRUTETUSEX LA
A FeE N AHRFEAMIREES £,
ML ELIAE CIFS 8f NFS = HREFEEX 4.
« HTTP 8 HTTPS &5/ HTTR/HTTPS 3{4EH , G E R ERI AR,

®biﬁﬁﬁ3¥i BTN R ES HTTP/HTTPS I E . RER HTTP/ZHTTPS BEERE, EFERERE.
EERERERHEENEMN.
IEESHAER | LU /90T FERTIAT :
e~ N
F#HSH
- RESH
SRS HTHER.
%hﬁﬁﬁmmﬁ
BRESH.

BIOS ¥ & F2 IR 25| SHEE

UEFI Secure Boot 22— , AlJEBRTE UEFI EH4F0 UEFI B{EER S (OS) IZHE TR MNEALZT 2L, & UEFI Secure Boot
SRS NMEGESI SR TIEIERNEI | AR I INEENE T, Secure Boot AlEIRERD , FHES ISHENSEH
REREENIEE - FEEE. S RAIRIERSS | SINEER.

F—alf REWHED (UEF) 1818 - —ZRFFATIS ISAMARERMTIAE |, thifE UEF ABEAENX T Secure Boot, IHEHERFRMN
. T ERHNETRMFRARMUBMLAEHTIMELEE ER(EE. {F9 UEF FBBAY—3B9 , Secure Boot KR TS IS EH
BZefTltNE,

JSFERY , UEFI Secure Boot 2EIENIEARERZM UEF IZRIRTER , BARERHEARRITFREEIT. BWMEEH Secure Boot 4
BEINE R B B RIR B IREIRERS.

£ Dell 55 14 (AN ShRART PowerEdge fRS5E5 L |, EoILMFERARRSAE ( RACADM, WSMAN, REDFISH, 1 LC-UI ) RS
P8 Secure Boot IhgE,



GIE:3-3: 008 E R -5

Secure Boot FRIKTE PK REE—NEMA |, (BATEEE S NEAMNT KEK b, TEHERIERT , FathismsiEailastir5/,H PK
SIRIAIFALR. SB=7 ( HIINRERFHRMRETIRFIRME ) 48P 5 KEK PRAHZAXMAIFALR. XiE—k , FERMEESSE=A
BRI RAAY db &, dbx iFINEkREE.

Secure Boot FH&fER db F dbx MRS | SMUESENIT. AT EEMYUESUET LT . BRIRS do PRZSHEEBIERE , M
25 dox RRESHEESIERER. 3 db 8¢ dox FINBAUT TN ER BT T PK 8 KEK 848, &3 PK 8 KEK AEHEYE(A
X EBHBIER PK 2.

R 14: TEZHXHER

RERLE AR SRS RE AHFHERKIZFE
PK X509 UEF ({RPRZEHH DER cor —F
18z) '
2 .der
3 .crt
KEK X509 iEH ({RPRZ#HHI DER Z4
ﬁ:‘.it ) .cer
2 .der
AHZSHE 3 ert
4 .pbk
DB #1 DBX %2%9) WS (RRTHASOER Z4
2 .der
EFI Y& ( RFEBIOSKEIHEH 2
SNBYGHHE ) 4 ers

BIYEBERS BIOS RETHRAZETLUGAZE5 | SRRIREINEE. BEERS BIOSIRE |, BB ETERATEIR
B% F2,

- BAERT  £RAR251S , AL 23 ISRKRRENNE. ERERESISR , BIERA%£3(S.
o B3 |SERRENNE , ERTRFAEGH WIIENBNERBVERESEIIE, ISR EES. RafERF. &
ROM #05 | SNIHFEFIZ £,

EERSSEE S EERRIREhIE R EN S , WIRTE Secure Boot IEREEXAY DB SHiEMEERBER, ALt , MIUE “Secure Boot
K" BEN 'BEX" .

¥ “Secure Boot Zkig" EECEN "BENX" B, EERWEBIAER FRFETINZBARELEIMEG (FTLUSHUXEHRAEERBFIm
&) . 4§ "Secure Boot HRE&" BLEA "BEN" AFEHITEWNLTHRE . EE. SH. SA. k. 235k, EEMNSIE
B, [FRXWERE , o LAFE "Secure Boot $REE" .

& "Secure Boot tRIR" ECEN "BENX" SEA—LIRI, LASSIFE PK. KEK. DB DBX @I EREMLA TSR FEIRIE
PEEX - SH. S Mk 250k, EENEHEE. SRS REHENAIERGREE S HUTIESERFRIRES (PK /
KEK / DB/ DBX), M ERDEISEBRTITEA. S, BRIESRFRIEE. HZETERNERER  MERRERRTH
RIRECE. “=MiR" 1 =HEE" EESNERKBHENAERE. "B SRk 'BEN REEPRFEIEER
GRE, "eXEE" SR "E 5 BN IEREEX PRRTEIE RS EE.



BIOS (k&

BIOS tkEREAIFENFEMGEHFEIRE BIOS, FBERSGATEF BIOS , (NRIGNEHRIASBIAL BIOS , WSBRERES.
1 WEfE1EF RACADM [55)) BIOS IRE1dH8, EHITF N BIOS & |, 15515 www.dell.com/idracmanuals H#2{A9 iDRAC RACADM
Command Line Interface Reference Guide ( IDRAC RACADM &S {TREESEIE™ ) .
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fid & iDRAC

18IS IDRAC AIECE IDRAC Bt RERBFLARIREER , LIVTIREERES.
&ECE IDRAC ZaT , ISHRREECE IDRAC MEIREMZSSAININGES | FFEMATRANTIIE. BX DRAC a3RIFAIRITIRERIE S
8., 5507 iDRAC licenses ,

1SR LAMERLA T AIEECE iDRAC ¢

iDRAC Web FRHE
RACADM

IFEIRSS (1B&19) Lifecycle Controller Remote Services User” s Guide ( Lifecycle Controller Remote Services FEFP$8Rg ) )
IPMITool ( i5&[5 Baseboard Management Controller Management U'tilities User* s Guide ( Baseboard Management Controller &8

RAEFAFER) )

BERELE IDRAC :

N

N O o N W

ERE| IDRAC,
WERE  ZMNBIRE.

®| 7 SRIEEECE iDRAC MKIEE, 7E iDRAC IP bt ig Bidf2eE/ iDRAC REARERF, REZBILSE.

BcE131a) iDRAC RISRH.

ECERERER.

MBRE  BEERANE.

MBVE , ELERXFIREEEINY (NTP),
#217%| iDRAC RILAMHISIEBES A

« IPMIBE RAC E17

+ IPMI Serial Over LAN ( IPMI LAN _E&81T)
o LAN _EIPMI

o SSH 8 Telnet ik

FREXFREIES.

RINFIECE BB PRAY DRAC AF.
ECEFS AR FHMAZIR. SNMP BaERtak IPMI 224,
MBEVE |, IRBINE FIRFEEE.
BELRERFRE.

MBYE , EERINEHISFIEIRAE.
NBME |, B vFlash SD &,

MBRE , REE—5I188E.

WEKE , ¥ OSiZEN DRAC BHiE.

55

&E DRAC (58
ERNEIZE
RRDLEIER

FIPS &z
Configuring services



& TLS

M VNC ZFinEIBITiE RS
EERERETRR

FEATXFD NTP

REFE3ISRE

[EFEEZEA OS Z| iDRAC i@
SREIEP

{858 RACADM E2&B & IDRAC
ERpRLMERENZRS LAY IDRAC BLE

EE iDRAC 52

EETLIEE iDRAC WEAEM,

£ Web R HEZE®E iDRAC 52

£ iIDRAC Web FREH , 5% iDRAC Settings (iDRAC i& &) > Overview (#)
B, 1525 iIDRAC Online Help ( iDRAC BX¥1#E5Ef )

iDRAC ¥4H{E 2

o IREHEE

o FEHRRA

o EHRRA

. EEH
RAC Rdia]
IPMI BRZS
ARERIRIESN
HRIRIEH
IPMI BRZS

iDRAC PR &515R
EENE

SRS 1D
SR SR 1D

HETLER E

iDRAC MAC bt
SEEDRY NIC 0O
DNS 1545

BT IPV4 T

- IPVABEH
« DHCP

R0 1P bk

, IEES DRACIBXRRILATMER. BXEMHRIE



SRIF MRS

EETIEES

{$F3 DHCP ¥REX DNS fgs5asitit
LBIEIE DNS RS5E8

LRI DNS fR$5:8

T IPVvE B E

B IPv6

- BiicE

o 4FTIP bt

o A IP RX

o PERRAHbibIE

« {8 DHCPv6 $£EX DNS

o ABUESE DNS fR5SES
ZFIEEF DNS fR5588

{£F RACADM &%& iDRAC 2

BE(#HH RACADM &ZE IDRAC (S8 , 1555 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8E3 ) BIM www.dell.com/idracmanuals
IREX AR MRY getsysinfo B get FRLIFMES.

(P A

{58 iIDRAC IR B/ FHTEFECE iDRAC MRIRER , BUAHLUEIT iDRAC Web RE. RACADM, Lifecycle Controller, Dell Deployment
Toolkit F1 Server Administrator ( 5|1SZEEMERST ) (B0KE. BXTEMSIRKENFMER | 152NN AFIEE.

Z2(#FH IDRAC Web FRHEY RACADM EXNEIRE | v mEBEENIR,
O | % B R B A4S G DRAC B LRI EHEHE .

{EH Web FEIZEIME I E

EEH IDRAC MRS -

1 7E£IDRAC Web BEH , #% iDRAC Settings (iDRAC i2&) > Connectivity (iE#%) > Network (M%&) > Network Settings
(MERE) .

BERD S B RI4E A .

2 IRIESIERISBENEZIRE. ERIRE. IPv4, IPv6, IPMIFI/8L VLAN iREFHETE Apply ( RF ) .
WNERI%IE Network Settings (I4&i&=E) THY Auto Dedicated NIC (BZIE R NIC) , M iDRAC B NIC 3EITA LOM (1. 2. 3
8 4 ) FEE IDRAC TR NIC L& NZI5ERERT , iIDRAC 2B X NIC EILMFERERN NIC, WMERIGBEER NIC LiSNE5E
1%, 3P4 iDRAC (FRH= LOM, NHEZIAEREI AR , k28 307, EaTLER RACADM B WSMan B Ith#BAY
E.

BXREFRINSE | 1215 IDRAC Online Help ( IDRAC BXHLESEN ) .
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(FH At RACADM &M E

BARAMERMEIIER , FRZHS

racadm get iDRAC.Nic

Z(HF DHCP 315 IP ik , 5 TEAESEAXISR DHCPEnable FEFEILLIIAE.
racadm set iDRAC.IPv4.DHCPEnable 1

ARG B Ran SECERTFERY LAN MBI

racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set iDRAC.IPv4.DNSFromDHCP 0

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set iDRAC.IPv4.DNS2 192.168.0.6
racadm set iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

@ | £: #1545 iDRAC.Nic.Enable 5% iDRAC.Nic.Enable i E 73 0, W/EM{E/S A DHCP, iDRAC LAN th &b FEBRES.

Hrbe
BLE IP ik
BT FPIEZ SN , 17518 iIDRAC BMfERIA TSI iRt E SR et

+ P EIEPREGA) IDRAC R9ZFIRRY 1P HIUDEE., BIMEANERA P IESIEEITEEBTIR  ARAIFREERN (R IP i
HHYTZSEEIR ) B9 IDRAC 1Al FrBEMERIEREPGHIELE.

< LT PIEREESERAME , NMEIEZIH TR EHKERER iDRAC, INREERKWSIAFR , MNBIHETE
O WEBRER., WREERKMSERRX , WRSTHEE 60 EBRER.

BEEISE |P MHPERAMOREMAIERR | RIHREISTERITEESPICR. SRFMNERE | KWHSLICREHER | FFERRT

HERIGEE.

O | i*: tnRKkBE Fin P kB F 2R EHEILE, L% SSH EFIRE B RTS8 ssh exchange identification:

Connection closed by remote host.

JE: nSR & Dell Deployment Toolkit (DTK), BXXBRAIERIEE R OpenManage Deployment Toolkit User's Guide
(OpenManage P2 T BB FIERE) TM www.dell.com/openmanagemanuals E3REL.

{7 iDRAC Web RHEELE IP ik

1ERE RE" NIRRT,

®

EFLE IP ik :
1 7EiDRAC Web RET , % iDRAC i B F ML MK ESEMERE.
VEIES AN 2 DT

2 BEESEMEIEE.
PEEIES AN e DR
3 M 1P ML SEEFD 1P JEETFRIEBIERE IP fHEiRE.
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BXBEINESER | 15E9 IDRAC Online Help (IDRAC BXHIESEN ) .
4 BENRGFREFRE.

BHE R AEIRfE — FIPS REEBFF AR R ERIN—EnE. FIPS Bl EEHE FIPS 140-2 1 ZMNEXK, /X FIPS
NELZER |, i55EBETF DRAC I FIPS AFSEFIATFIE VX E&/9 CMC,

®|: BA FPS #5X, 1§ IDRAC B ABIARE.

£/ RACADM B2 & IP Fi%k

BRER "BE" SIRABEITXLLSE,
FRE IP %1% , {§F iDRAC.IPBlocking ZBHAILAT RACADM S5 :
RangeEnable

RangeAddr
RangeMask

RangeMask XTI IP RN RangeAddr BHEISIER. WNREREE , WATHENERIEKIGE DRAC, MILLEESMY IP ik
BERSBHGER.

MRUTRENSFTE  ERGWEE

RangeMask & (<incoming-IP-address> ~ RangeAddr)

& BuFIEE
. BEDH S - 8
IP fHiEAI =BG

LU RACADM #5S4PE2R 192168.0.57 LAYMYETS P Hitlk

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.255

BB RREIZI—HPUMESE 1P fuht (F%0 , 192168.0.212 2 192168.0.215 ) , MR EE SRR MILIMIRRTENL

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.252

SEEEENREFEDIREN 252 , H#HFIEE/9 111111000,

BXEZER |, 15805 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI 3885 ) AT www.dell.com/idracmanuals _E3REX,

FHEIERE

"BRDASEE" A FTFE iDRAC BiE FIRESTHIRFIZRS , FENAFERZSEE. SRHTMEAREERS TLS ZEEnN5S
—EF, XEAZEREIY iIDRAC Web 5RE. RACADM #1 WSMAN < {TRERE.

{F iDRAC Web Rl B BIEHIXFF

£/ OpenSSL EH iy & R MATIEA LB FH B AT REL SBUHIBIMER.
@ | iF BE—ABRREET. EREIERZE, EREAEAEUTHENLEANR:

*  OpenSSL BEFRERIEEREERTTIE.
«  "IEMPE DESIFFERERERE | DIRRERTETUHATIER.,
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® | i ESEE TLS BRANSRIGE Zfl, EFHREEANREZIFN Web H%:E.
ERMIBENZBFES
1 £ iDRAC Web REH , #6% iDRAC 2B ik 5 Web ARS 5.
2 BEFAENEEFTHREN MR EEEFEEE,
SRR E B E XN EBFHFHRTE.
3 TFEHENEBFZHEFRT , MAGHNZEGE  ARREREERFERHE.

@| FAXFBEFENESZER, B5ER: www.openssl.org/docs/man1.0.2/manl/ciphers.html,
4 EBENA.
REBENEBFHFERKRIELEAT IDRAC 218, EF/1oH , REEF I DRAC &1,

£ RACADM f{if & Zh02H 1% 4%

E(#F RACADM BLEZIGRI%EE , BEAUTHRSZ—

e racadm set idraC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384 :!DHE-RSA-AES256-
GCM-SHA384

¢ racadm set idraC.webServer.customCipherString ALL:-DHE-RSA-CAMELLIA256-SHA

racadm set idraC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384 :!DHE-RSA-AES256-
SHA256:+AES256-GCM-SHA384 : -DHE-RSA-CAMELLIA256-SHA

BRXLETRNEZER |, 152807 del.com/idracmanuals H3MHAY iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM s fTHREISETER ) .

FIPS &=

FIPS REEBFRIEIISAS LERITENINZ2E. MIRZS iDRAC 2404040 FHE |, iIDRAC SZIEEH FIPS 5,
153k IDRAC FBEREBIETHAELSF FIPS #&x,

X #EHY FIPS R FNIR 1S FIPS IiER A [

BB SoR IR R EIFRE R TR AYERAFR A FIPS TAIE. FITF5SRk FIPS FREsAYRTIE] , FIEFrBRRAAY iDRAC #3IEIE, BX
iDRAC K9 FIPS ISIFRIRETIASIER(EE. |, 1525 NIST Web 51 EAY “Cryptographic Module Validation Program”  ( INEEAEHREGIFFE
) WA,

BH FIPS &3

B FIPS #5XT1§ iDRAC Bt A BIANRE. MELERERE, AEWRSH[EEXH (SCP), RSB FIPS 1
X, H7EE iDRAC F1&E SCP.

@ | i MREEEHRERIR DRAC B, FIPS HRALHKA.


https://www.openssl.org/docs/man1.0.2/man1/ciphers.html
https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt

£ Web FZH /G FIPS &3

1 7£iDRAC Web FREAH , SinZ iDRAC Settings (iDRAC i &E) > Connectivity (3E#) > Network (f4%) > Network Settings
(48i%E) > Advanced Network Settings (BEHMEIEE) .

2 EFIPS A , EERFRIEMA.,

@ s: A FIPS #X21§ iDRAC ERABIARE.
3 RASERER , BREHAEKR. B OK (HE) .
iDRAC £ FIPS tRI{hEFTEH. SHED 60F , AFEMMEREE DRAC,
4 %% DRAC IOZE(BIEB.

@ | 5%: Bk SSLIEHE FIPS ERF R 215,
3 4 iDRAC R, 0 IPMI F1 SNMP BItRERE S, FXHHS FIPS.

0]

£ RACADM EH FIPS &R

{5/ RACADM CLI LABATLAT#S -

racadm set iDRAC.Security.FIPSMode <Enable>

= FIPS &%

EEF FIPS 2R |, BWRIE iDRAC IR A BHAIRE.
Configuring services

You can configure and enable the following services on iDRAC:

Local Configuration  Disable access to iDRAC configuration (from the host system) using Local RACADM and iDRAC Settings utility.

Web Server Enable access to iDRAC web interface. If you disable the web interface, remote RACADM also gets disabled. Use
local RACADM to re-enable the web server and remote RACADM.

SEKM Configuration Enables key management functionality on iDRAC / PERC controllers using a client server architecture.

SSH Access iDRAC through firmware RACADM.

Telnet Access iDRAC through firmware RACADM.

Remote RACADM Remotely access iDRAC.

SNMP Agent Enables support for SNMP queries (GET, GETNEXT, and GETBULK operations) in iDRAC.

Automated System  Enable Last System Crash Screen.
Recovery Agent

Redfish Enables support for Redfish RESTful API.
VNC Server Enable VNC server with or without SSL encryption.



Configuring services using web interface

To configure the services using iIDRAC Web interface:

1

In the iD

RAC Web interface, go to iDRAC Settings > Services.

The Services page is displayed.

Specify the required information and click Apply.

For information about the various settings, see the iDRAC Online Help.

0]

You can

®

®

NOTE: Do not select the Prevent this page from creating additional dialogs check-box. Selecting this option prevents
you from configuring services.

configure SEKM from iDRAC Settings page. Click iDRAC Settings > Services > SEKM Configuration.

NOTE: For detailed step by step procedure for configuring SEKM, see the i/DRAC Online
Help.

NOTE: When Security (Encryption) mode is changed from None to SEKM, Real-Time job is not available. But it will be
added to Staged job list. However, Real-Time job is successful when the mode is changed from SEKM to None.

Verify the following when changing the value of the Username Field in Client Certificate section on the KeySecure server (for ex:
changing the value from Common Name (CN) to User ID (UID))

a  While using an existing account:

Verify in the iDRAC SSL certificate that, instead of the Common Name field, the User name field now matches the existing
username on the KMS. If they don't, then you will have to set the username field and regenerate the SSL certificate again,
get it signed on KMS and re-upload to iDRAC.

b While using a new user account:

Make sure the User name string matches the username field in the IDRAC SSL certificate.
If they don't match, then you will need to reconfigure the iDRAC KMS attributes Username and Password.

Once the certificate is verified to contain the username, then the only change that needs to be made is to change the key
ownership from the old user to the new user to match the newly created KMS username.

®| NOTE: Rekey option will be disabled when racadm sekm getstatus reports as Failed.

0]

®

NOTE: SEKM only supports Common name, User ID, or Organization Unit for User Name field under Client
certificate.

NOTE: If you are using a third party CA to sign the iDRAC CSR, ensure that the third party CA supports the value UID
for User Name field in Client certificate. If it is not supported, use Common Name as the value for User Name field.

£ RACADM 2 E IR %%

E(EF RACADM [EFFNEEAIRSS | 1515EA set ApSFILA FRISAFRIRISR ¢

iDRAC.LocalSecurity
iDRAC.LocalSecurity
iDRAC.SSH
iDRAC.Webserver
iDRACTelnet
iDRAC.Racadm



* iDRAC.SNMP

BRXUWRINESER |, 155157 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Ea ) BT www.dell.com/idracmanuals 3KEX,

BHASER HTTPS EEME

SISREBTSEOA DRAC IEBHEXAIEHDREMAEM HTTP BsEEBZE HTTPS SFAIGIHRERTERXER | BRILURRIATS
UECE IDRAC : ZEAM hitp imO ( FAIAJ 80 ) EEREMEF https i ( #AIAN 443) . BUARRT , BATEARS. ST HEH
BRI IDRAC LFLLIREER. MNRFALUINGE  SER—FESER.

ERES "EIE DRAC" RERABEEAEEER HTTPS &M,

TEf= P EERZI0RERT | J51E Lifecycle Controller BRSSO R—1NE M

EEH HTTP B HTTPS NEEM :
racadm set iDRAC.Webserver.HttpsRedirection Disabled

EEAHTTP B HTTPS EER :
racadm set iDRAC.Webserver.HttpsRedirection Enabled

FEEE HTTP B HTTPS NEERRPAT :
racadm get iDRAC.Webserver.HttpsRedirection

BCE TLS

EUABIRT | IDRAC EcE9fER TLS 11 IEBSIRA. EAJLIECE iDRAC LRI T™MES—I

o TLS10 FIEShRA
o TLS11FIEERRA
o (YPRTLS12

O | i BRRRLTERE, Del @IER TLS 11 MERIRA.

£ Web RAEECE TLS

1 %£Z iDRAC Settings (iDRAC i%&E) > Services (JR%) .
2  EA{s Services (BRSS) 1%IN-K , SA/SEE Web Server (Web fE558%)
3 fETLS Protocol (TLS i) THIFIZ , ¥E8% TLS MR , SAEEATE Apply (RiF) .

1A RACADM it & TLS

Ei0E TLS ECERIMRA !

racadm get idrac.webserver.tlsprotocol

ERE TLSIRA

racadm set idrac.webserver.tlsprotocol <n>

<n>=0 TLS 1.0 FIESIRA
<n>=1 TLS 11 FIESIRA

<n>=2 {XPR TLS 1.2
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£ VNC B RinE IR mizAk 5525

EeTLMERVEFT RS VNC ZE Pk EIE R B RmEAIRsngs (4 DELL Wyse PocketCloud ) RUIRFEARSSES. ZHEUEH LAY
RS ESEEIEITRT , IDRAC SR ERA SRS FREHEREER. EHEeBERmEERXEAREERNE At

SMS , AEEEELP/E5) VNC BERENERF. YNC BASEu LIRSS LANRER G/ SE1BEF , FHRHXIENIRSEEH
g2 RIS ARRERSPRB TS BRI NGERE, 85 VNC ZPis 28T , AR VNC IRSEBSEHAELS iDRAC HAY VNC R
SENEE , MRS, YNCimOS. SSL INZFNEATE. &aJLAER iDRAC Web 5RHIEL RACADM RECEIXARE .,

@ | #: VNC ThEE RE RS ATEYTIAE, 7 IDRAC Enterprise HFAIE-iRH

EATLAMIFE VNC R FBRERasRmES i (40 RealVNC 8% Dell Wyse PocketCloud FREIHERIIRN ) FRigtfTisksR.
HEATEGE 2 1 VNC BEFIRRIE. BN TRIEEE.

S0 VNC 21EEE) . MR BEEREEMER EMAREMEH S TR EKEEMN .

WNSREZEMSANNE , M VNC BERiniSEIZSs) RFB 12F:372 , HEXLEHIT SSLIEF. £ VNC BEFinRiE=F ( RFB 8 SSL ) 1372
R, RS — VNC 2IETFENIRES | SiE BRI SIS | WET VNC ZERIRSIEIEHEIEME. EpiIniEFIIRE
&, VNC IR 2mEIES S RAHEREINE. £ VNC £iF2&IEZE , VNC REEEERE SIS SRS (EBA
BEA).

O)p:=
«  [Ba) UNC £1ERT , INREIBE! RFB thilEIR | 1518 VNC BEFHIREERN "SRE"  AEENEIRIE.
+ 2 DRAC NIC AbFHEEAFFXABENENERN , MBERLTHTMM. EXRIER , REEERN VNC iR

FRHYTEARIE | VNC 2IFTTRES KA. S REFER ($XT iDRAC Web REFRZTIEF VNC IRSE5IZEFEEM
B) , AAREFET VNC EHE,

R VNC ZRiREOR/IMEET 60 #) , ERiREOBSXE. SO VNC 218, SATHTFHE VNC £iF. 10
RIS 60 P ARERAMN VNC BFIHED |, BPATTLAREEER.,

£/ iDRAC Web A HHELE VNC PR 5525

FFCE VNC IRSZRIRE | IBHUTIATERE

1 £ DRAC Web RE™ , % Configuration (BCE) > Virtual Console (FRIZHIA) .
158 Virtual Console (FEHIIESI&) TE.

2 7£VNC Serve ( VNC 5328 ) #po e , BF VNC IRSSE: | 1B, WwOS , HEHEEEA SSL %,
BXBFERIER , 1B505 iDRAC Online Help ( iDRAC BXHESE ) .

3 BEERNA.
VNC RS =5RIEERE.

{5 RACADM Et & VNC PR35

EfeE VNC IRSBES | 1B set tpSF0 vNCserver FHINTER,
BXEZER , 15515 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI iEFE ) ATM www.dell.com/idracmanuals _F¥EEN,
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W E T SSL ¥R VNC BEERS

7EFCE IDRAC Y VNC IRSSESIZERT , a15R SSL ¥ EMEZA |, NATYER SSL BHER RRFLAKR VNC BEEELIEN S
iDRAC VNC BRSZESHY SSL INEEAYZESR.

@ | = XS % VNC BPuR BN ER SSL MEXH.
ERE SSL FENAER -

1 BEE SSL BHELUES <localhost>:<localport number> ERAVEE, /40 , 127.0.01:5930,
BoE SSL BFELUEIES] <iDRAC IP address>:<VNC server port Number>, {50, 192.168.0120:5901,
[EEhREIEN AR .
EiEiT SSL INZAHSIES iDRAC VNC BRSSEEESTERE , MG VNC BERIEEEAMEN, ( FEIRAD P itbil ) FIAtiROS
(127001 <« RIHOS > ) o

WE AT SSL NER VNC EE =%

—RISR T | FrERSTETEmE R (RFB) B9 VNC EE=REEAIEMA79 VNC JRS2FECER DRAC IP MR SIZEZER] VNC BRSS
28, UISRECE IDRAC HRY VNC IRSSERIRERIEE SSL MNZNAIN , MHUTLARIELUERER VNC BERR -

£ VNC EE3E XSHEEF , £ VNC JR5538 FERPIMN IDRAC IP il iR S,
&9 <iDRAC IP address:VNC port number>

54N , GNER iDRAC IP HBHER 192.168.0120 , M VNC OS2 5901, NN 192.168.0.120:5901,

ECERIERE B

AR E S S RGMIBIENR LCD A LED BiReR.
ST SRR , AP -

LCD BIEHRFNES ID LED
LED BUEMRFIZESE ID LED

MNFTDARIRSES | IRSFMEIR ERBRS D LED 5JF , EATIREIEESR LCD.

ficE LCD ®KE

ERLERERSH LCD BIER DIREMEREAFHRIE (fI20 DRAC &R, IPF ) BAFENIIF .

£/ Web A HACE LCD & &

B ERSS2E LCD BIEIRED :

1 7E£IDRAC Web REH , #Z Configuration (it&) > System Settings (E%;i& &) > Hardware Settings (% E) > Front
Panel configuration (BIEIREE) .

2 7ELCD Settings ( LCD iZE ) #B% , M Set Home Message (IRELTRHEIER ) THEES | EFFIIERZ— !
« BRSHRE (BOA)



BRI
DRAC MAC ik
DRAC IPv4 ttbiiE
DRAC IPv6 ithiik
RFThER

. WBEE

. RIS

. FHA

« AFPEX

I
ANERIEFERE User Defined ( BFEN ) |, IBEXMEFBAMEHE.

SNERIRIESE None (5 ) |, WIARTERRSSSE LCD RIER LEREREREHR.
3 EFEANEEIeER (A% ) . WREA |, NERSSEE LAY Live Front Panel Feed ( BITEIMRSCRYSE ) B9 F0 LCD HIRSEFEE
RS ESIER SR Virtual console session active ( EIESIESIEED ) HE.
4 BEHEA.
fRS58% LCD RIEMRETREENEFFHER.

£ RACADM fit & LCD & &

R EARSSES LCD FIEIRE T , {5 System.LCD AAIRISR,
EXE2ER |, 588 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 1885 ) '] M www.dell.com/idracmanuals _E3REX,

{£H iDRAC g E /X FIEFACE LCD wE

EfcERSS2E LCD BIEIRED

1 7EDRACIBBAFIERFT , = Front Panel Security ( BiERZ2M ) .
A5 &7 iDRAC Settings.Front Panel Security ( iDRAC iR BRIEREEM ) «
2 [SFSZERRIREE.
EELATRIN
XS RIEARAS31E)
LCD iBRFfr&
AERFEE. MRREREERER
4 [ERSZRENERIEETR.
BXZGTANSE. , 15558 IDRAC Settings Utility Online Help ( iDRAC 1R B2\ FIFERFEAHLESE ) .
5 KRB Back (/518 ) . Finish (586K ) fYes (2) .

i E &% IDLED % E

FRRIRSRE  FEXZERSR LEREEER D LED Ak,
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5 Web A HEBECE R% IDLED & E

FEBZ% D LED B R

1 TEIDRAC Web REF , 2% Configuration (BlE) > System Settings (R4t E) > Hardware Settings (FE4F&E) > Front
Panel configuration (FERECE) . 7= System ID LED Settings (%% ID LED i&8) WA,

2 ¥£ System ID LED Settings (%% ID LED &) Xig+ , IEZELAMERERLAISAEEEA LED (¥
N A)GES
« KT
o RN 1 KRBT
IRMEFF 1 FElBRY
o RN 1 BiERY
3 EBENA.
BIER_ERY LED [NMRBDECE ek

£ RACADM Bt & &%; ID LED i &

ERIBZRS ID LED , {£F setled 55,
BXEZER , 1555 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8Rg ) M www.dell.com/idracmanuals 3REX,

Al EBTXAN NTP

ST LASE R 48R 1Bl (NTP) Mo3E BIOS B FANE SR DRAC LECERXFHELE iDRAC AYlalL

VREBEENRA BEECERSXE NTP IR E.

{Fl iDRAC Web R HEE BFHXF1 NTP

E(FH iDRAC Web REECERIXFI NTP , IBHITLATERE :

1 %% iDRAC Settings (iDRAC i ZE) > Settings (¥ E) > Time zone and NTP Settings (BX#1 NTPi&E) .
FEENE.= Time zone and NTP ( BfX#1 NTP ) T3,
ERENKX , iBM Time Zone ( X ) THEERHIERTBNINX , REHET Apply ( KA ) .

3 ERRENTP, BB NTP, B NTP JRESSsithht , S8/ Apply ( RZA) .
BXEFRIYSE | 151 iDRAC Online Help (IDRAC BXHESEN ) .

£ RACADM B ERFXF1 NTP

EREMX NTP , &5 set #pSF1 iDRACTime ] iDRAC.NTPConfigGroup H-RHIFTS:,
BXEL(ER , 155805 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI#8Rg ) BTM www.dell.com/idracmanuals _E3KEY,
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C5BE. MZEORES. MESEOER (LKW, BiE. REF ) . KXt DNS iRSSesiibFN DHCP IRSSagtEE,

® | ¥: Itk ThEER# iIDRAC Express F Enterprise 1A iR .

EEEIMERFAER | BRIEREUATEK :
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EEHIRR A FiemE) M www.del.com/cmemanuals L3RR (RERATF MX E8&) OME - Modular for PowerEdge MX7000
Chassis User's Guide (T PowerEdge MX7000 #1#/ OME - Modular I P$588) W\ www.dell.com/openmanagemanuals £
KW GERT MX E8&) .

TR ST | BT TERME -
1 FERE BIOS LAEFSRTIERE,
2 BER{TIEMS DBY B4 M BRI T SR S B RGN N TR,

®|5: M vConsole 3 GUI SRR B EMBBRES, NiEMRFETAEY.

O®| : BB T DRAC BIFEBEHWIE, MR THIFRHWEFER, HEE IDRAC racreset.
3 RIS B L E P TR A — TR S T

Xterm B9 Linux Minicom

Hilgraeve B HyperTerminal Private Edition ( RZs 6.3 )

REZERFUNTHSISEREPIME | BTSN ERERSR RS FR. XETLUITEE @ SAC (1IERT Windows )
0 Linux AR FR (@RT Linux) .
4 1£ IDRAC H/5F3 RAC ER1Ti%ESEE) IPMI BR1TIEE.

3 RITIERALE BIOS

FTERITIERECE BIOS :


https://www.dell.com/idracmanuals
https://www.dell.com/cmcmanuals
https://www.dell.com/openmanagemanuals

@ | & X RBEATFNRAE RS RFH DRAC.

FEsEHEhESR.

B2,

#£%| System BIOS Settings (%%: BIOS #iZE) > Serial Communication (BR{Ti#EE) .

1%64%%! Remote Access device (IZEF2i/71ai%%&) HY External Serial Connector (4MRER{TiENERR)
KRBT Back (/IR ) . Finish (586% ) Ml Yes (&) .

12 Esc 2B System Setup (RZRE) .

B RAC HiTi&EE

£ BIOS ARERE RTINS , 7E DRAC FISF3 RAC 4T,
@ | 5 XUEAFHEMIE RS DRAC.

(o) NN &) N RGN O R

5 Web FH /B RAC HITEE

SR8 RAC ERfTi%ES

1 7£IDRAC Web R , #Z iDRAC Settings (iDRAC i&E) > Network (%) > Serial (£4T) .
PEEIES N Al
£ RAC Serial (RAC #1T) T , i%#% Enabled (BBM) FHEEREMAIE.
BFNA,
RAC BBfTIRECEEE.

{5 RACADM BF RAC HiTi&EE

E(FFH RACADM JSHH RAC EB1TiESR |, 1B set @S #( iIDRAC.Serial HHAIRIER,

BH IPMI BITERERFLIRIRI

Zf5H BIOS 2 iDRAC RY IPMI BR{TEEH , IBTELATMERIETLAY iIDRAC HIECE IPMI 8317 :
@ | & X BATFNRAE RS ETH DRAC.

IPMI A48T, — S T EIEORTERIE |, 5140 Baseboard Management Utility (BMU) ERE3ERY IPMI shell (ipmish), 5140 ,
FEE IPMI BEAMEICH ipmish FTENRASHEE | BiEfT MImS :

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

O i RIMER T, RGARM 26 TN DRAC B A& IS0,

o IPMI Zimt&EE — SN BITRIRARIXN ASCI a5, RIS BIRMENGS ( ERIRES ) FEA+7EE ASCI FRHEE
ANHIERS IPMI &3, Z80EId SSH 8§ Telnet ZRE| IDRAC , ERFEEEIRIERASISFS , &RES7 BIOS, HHE(EM [sys
pwd x] M IPMI 22 5ERT , LATR2 IPMI iR SaIRGl,

— [sys tmode]

— [sys pwd -u root calvin]
— [sys health query -v]

- [180001]

- [sys pwd -x]



£ Web FH/EHB1TERE
FRIREEA RAC BBITIZOLUSHE IPMI BBfTiZO.
L& IPMI BTIRE :

1 7E£IDRAC Web R , #Z iDRAC Settings (iDRAC i&E) > Connectivity (3E3E) > Serial (£4T) .
2 £ IPMI Serial (RAC £17) T, iIEEBMAYE. BXZEIMAER | ’BEH IDRAC Online Help ( IDRAC BXHLESES ) .
3 BREERA.

£ RACADM /g A & 1TiE#E IPMI &5

EE IPMI R , 155 RAC 81780 , AEEA IPMIER.,

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — LRRtRT\

n=1— EiE=

£ RACADM S &H1T&EH IPMI H1Ti%E

1 AT SR IPMI B TS E AN ATR B,
racadm set iDRAC.Serial.Enable O
2 (ERGSIRE IPMI BTIRIFE,
racadm set iDRAC.IPMISerial.BaudRate <baud rate>

2 SRIFRO{E (BAfI: bps)

<baud_rate> 9600, 19200, 57600 0 115200,

3 [ERWSER IPMI BITIEARES,
racadm set iDRAC.IPMISerial.FlowContro 1
4 (ERAHSIRE IPM BTEER/IVEREKS.
racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

¥ IR 5
<level>=2 P
<level>=3 BIER
<level>=4 SR

5 HRRERT MUX ( SMNEBERITIEIESE ) 7£ BIOS 1S BIER T IEHIG B Jimiais aieE LS XI5 T HE AT BIOS,
BRXLBIAEMAEE , B2 IPM 2.0 J5E.

IPMI BT IR M INZE

AT IPMI BB TRIRRIIRIE BB EIRE.



£ Web REEE IPMI B{TXRipEX VM NEE
HRERIFEIRE

1 1E£DRAC Web HREH , 2% iDRAC Settings (iDRAC &) > Connectivity (%) > Serial (HBT) .
MEENS R~ Serial (£1T) T@E.
B IPMI 847,
g Terminal Mode Settings (Z2IBtEIEE)
BERNS R Terminal Mode Settings (& #H#ERiRE) M.
4 1BELANHE:
« Line Editing ( {T4m48 )
+ Delete control ( fIFRIZH )
o [ElFEEfEH
 Handshaking Control ( {24 )
New Line Sequence ( #7551 )
Input new line sequences ( MINF{TES! )

BXRBETMNER | 152158 iIDRAC Online Help ( iDRAC BEHEED )
5 EBBFHNA.

it iR ERE B 5Tk,
6 HRIRERIT MUX ( SMERERITIERESS ) 7£ BIOS IR BIEFH IS B T B aRE LS T R TEZE S BIOS,
{£F RACADM B E IPMI B{T&igER Mg E

EfReERIRIIRE | B set @< H idrac.ipmiserial AHAINTSR,
BXEZEE |, i521% iDRAC RACADM CLI Guide ( IDRAC RACADM CLI#8Fg ) BTM www.dell.com/idracrmanuals F3REX,

£ DB9 EB4EHT#E RAC 1T R ITIEHI & Z [E11#%

iDRAC 37§ Esc 875! , 7B EiF 2R A IEZUIRSS 28 £ /Y RAC BR1TIZMIB(E SR TizHlss < AR,

MEBITIEHI &1 RAC 81T

BB TEHREPHEE RAC BRTREIBMERL | 151K Esc+Shift, 9,

LA SIS ERZ] iDRAC Login IR ( 415R IDRAC I€E /9 RAC Serial [RAC B21T] #23, ) 8%, Serial Connection ( 8{TiE#E ) &
o, mzEXF LR ERESS (MR iDRAC i85 IPMI Serial Direct Connect Terminal Mode [IPMI EB{TET i sszimia=l] ) .

4= 4= 4
M RAC H{THliREBITIEHE
BE RAC BIHEOIBESETIRE TS, | 151X Esc+Shift, Q,
EXRRERT |, BSEEDR BT aEL, |, 151% Esc+Shift, Q,

EHRTEHERIV TR , BREZIREIURIR | 151 Esc+Shift, 9,


https://www.dell.com/idracmanuals

£/ IPMI SOL 5 iDRAC i#{TiE{S

IPMI LAN _EE347 (SOL) AeifFiId iDRAC RIERSHHZHI/INAANEENEREERAZERFHET AT B TEHE. £
SOL , #&AJLA :
R ER A SERT.
o 7E Windows B ZSETRIRSS (EMS) 8 Special Administrator Console (SAC) L& Linux Shell FRiZHT RS,
o FNBEREETEERSSEEHFEHECE BIOS RERER.

B8 SOL EfEER
1 EEHITIEEA BIOS,

2  BLE iDRAC LA SOL.
3 BRI (SSH. Telnet. IPMitool ) ,

3t RITIERALE BIOS

@ | & XOUERFHNLEME RS DRAC,

FESEH SRR,
ZF2,
#£%| System BIOS Settings (%%; BIOS #ZE) > Serial Communication (HR{Ti#EE) .
BEUT™ME !
e Serial Communication ( 8{7&{Z ) — On With Console Redirection
Serial Port Address ( S8{Tus Okt ) — COM2,
O i B BTFH O FERRITIEE 2 BiEE R coml, PBATLUERTEEFZERBERNFE, &t coml it
TRITEEM.
External serial connector ( MEBERFTIZEEES ) -- Serial device 2 ( BBITIREE 2)
Failsafe Baud Rate ( BUFE{RIPIRISFER ) — 115200
Remote Terminal Type ( IEFE£&RIHRZFER ) — VT100/VT220
+ Redirection After Boot ( 3| 2/5EEM ) — Enabled ( B )
5 B Back (F—%) , AA/FERT Finish (FERL) .
B Yes (B) LUREFEHR.
1% <Esc> §#EH System Setup (RAEE) .

®| ;%: BIOS FREEIL 25 x 80 MR R L% B1THE. AT A console com2 4 SSH B FIZE X 25 x 80. &
B, EEEHNRBETUERER.

RS SMEEFERIRMERSGIRMEITEER (Fin GRUB 5 Linux) , M BIOS Redirection After Boot (B|B/EE
EE) RESTER. XTLUER S MAGT R RTRAOBENEAER.

At & iDRAC LAfEF SOL

SR LA{ERE Web A, RACADM & iDRAC I8 B, FITERSEFETE IDRAC FRY SOL iR E,

DN -

0]




£ iDRAC Web FHECE iDRAC LUER SOL

ECE IPMI LAN EEBfT (SOL) :

1 EIDRAC Web REF , #£Z iDRAC Settings (iDRAC &) > Connectivity (%3%) > Serial Over LAN (LAN EH1T) .
BEEDSE7R Serial Over LAN (LAN E&1T) TUm.

2 [BRSOL, I8E&E  RiERE Apply (A .
IPMI SOL iR ERPECE TR,

3 BREFFHHAREREEMFAIAIXRE , 5% Advanced Settings (FRIZE) .
fEBI& &7 Serial Over LAN Advanced Settings (LAN +&{T5%&iRE) TI@E.

4  IBEREMINEFES Apply (A .
IPMI SOL SRR ERMECE TRk, XL{EHEITIRFHERE.

BXBETRYSE. | 152159 IDRAC Online Help (IDRAC BXHESEN ) .

£ RACADM E & iDRAC LA SOL

F2E IPMI LAN EEB4T (SOL) :

1 (FEAE®H<SEA IPMILAN E&1T,
racadm set iDRAC.IPMISol.Enable 1

2 {FERdSER IPMI SOL RAKINRES.

racadm set iDRAC.IPMISol.MinPrivilege <level>

28 BURE 5
<level>=2 FAF
<level>=3 BMER
<level>=4 EER

®|5E: EHOE IPMI SOL, ZHAAE IMPISOL HENKHIREMIR. AXESESR, HSH IPMI 2.0 #5E.
3 fEMar<EEH IPMI SOL AR,
racadm set iDRAC.IPMISol.BaudRate <baud rate>

@| 3 EEEE LAN ER{THEH G, Bk SOL B 5T E RGN ITESE2EE.
2% SRVFHME (BAfI: bps)

<baud rate> 9600, 19200, 57600 #0 115200,

4 (FERESSHENAFER SOL.

racadm set iDRAC.Users.<id>.SolEnable 2

S8 L]
<id> H—HIFEF 1D

® | 7 EEEME LAN ERITIFFIE, §MR SOL RS2 ERGMEHFRTLSMER.



J& RS il

SEBOHMY Y IPMI, SSH 1 Telnet,

5 Web FH B R #Ha MY

ZEEF SSH 8 Telnet , i545%] iDRAC Settings (iDRAC i E) > Services (BR%S) , 7 SSH 8§ Telnet 48Rzithi%4E Enabled (BB
B .

BEEA IPMI, {54 % iDRAC Settings (iDRAC i E) > Connectivity (ZE#E) , Fi%$% IPMI Settings (IPMIi&E) , HF
Encryption Key (MBEH) BEENE B IREEBILBRIBEENXNATER.

£ RACADM B A ST #5018

S SSH 8 Telnet |, i5ERALI TGS,

e Telnet

racadm set iDRAC.Telnet.Enable 1
e SSH

racadm set iDRAC.SSH.Enable 1

EFEKY SSH ixA -

racadm set iDRAC.SSH.Port <port number>
ERILAMERAITRYIA ¢

e |PMiltool (iERRFER IPMI tii )
«  Putty/OpenSSH ( IEFT{#EH SSH 8 Telnet 1Y )

£/ IPMI 13 AY SOL

ETF IPMI B SOL 2> FBf2FF0ER RMCP+ B IPMIitool 181 UDP #iEiREmZE RO 623, /A IPMI 2.0 B , RMCP+ 2HX0HYED
IE, FIRSTEMISE. MEBLANFREZSTERETRENINEE. BXEZERE |, 15217 http:/ipmitool.sourceforge.net/
manpage.html,

RMCP+ {$£F 40 NERIH7SEBIFRE (FRF 0-9. a-f Fl A-F ) INEREHTHMHIIE. BOMER 40 NMEEAMRNFRIE.

WIERNNEER ( ZREMERER ) X RMCP+ 5 IDRAC RUERRHTING. &RJLAER iDRAC Web FREIEL IDRAC IRE2NFIFERFEC
BINEEA.

M Management Station {8 IPMItool 25 SOL &£1& :
@ | & wEBE, BANED DRAC RE > BREE SOL @A,

1 M Dell Systems Management Tools and Documentation DVD 222 IPMITool,
BXLERA | BN (UHRELRIEE) .

2 1ESSIERAFEOS (Windows 8 Linux ) |, iIETLATESLAM iDRAC FFH#4 SOL :
ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate
ZE S SIS Management Station EEEISE RAAIBTIRA.

3 EMIPMitool B SOL 21F , i&T ~ , AREKT . (95).



O | 5%: MR SOL £EKLLL, HER DRAC HERHAHUERRIS.

7E: MB1THY Windows BIERZRIE PiniS KBMAXEEFIZIET Linux RIERGHIENE, IPMISOL 2iEFREREIE. &
BRERREL, BREARBIFERAET UNIX BHTAIR.

7F: IRFFERER RACADM TR IR SOL 1%, NEM IPMI TREBFIF—1 SOL £iEMIEFA 2B REXNELBENIME
MEIR.

0]

®

£/ SSH = Telnet 173 &Y SOL

Secure Shell (SSH) # Telnet 2FFHITE IDRAC K SITESHIMGEIMY., S LUETE—IZOMRTTIE RACADM F1 SMCLP &5
A

o

SSH BUH# T Telnet %2, IDRAC (S EZRBIRIERY SSH A 2 , FHEGVASER. iDRAC REESIFHAA. U4 SSHE
B Telnet £1F, BINER SSH , EA Telnet FAELZ 2NN, (XY TiELEE SSH ZFIREEHIMERMIEMZ2MNBER T |, &
ZARER Telnet,

@ | % JF MX F&KiH, —1 SSH 215§ HTF iDRAC iEif5. MEFESIEEHREEAS, N IDRAC F2BEI, EEHMZTRS
&

SEFB7E Management Station _E373F SSH #0 Telnet PIZEHMYAITHRFZER (5140 PUTTY B OpenSSH ) iE#EZ! iDRAC,

@ | 3%: M Windows L&Y VT100 5 ANSI L&ix{FEFERF$ 51T OpensSH. # Windows SRR AF FiE1T OpenssH £ S BINgE %
SELEEET (), EEEFmMEHELREREE) .

{s5F8 SSH 8§ Telnet 5 iIDRAC BISZ a1 , EMIR

1 FECE BIOS LUSHSBTIEHIA.

2 £ iDRAC HhfitE& SOL,

3 {#F iDRAC Web 5L RACADM J2H SSH & Telnet,
Telnet (w0 23 ) /SSH (i/%H 22 ) ZFg <——> WAN & <-—> iDRAC

BB SSH & Telnet MY BET IPMI I SOL , THEBERTUMINARER , EABTEIMSIERIE DRAC W7, &R
A9 SSH B, Telnet &I E W RBEBARAINBALSK B ZRER SIS TR SR, STROEREEILE ANSI 8 VT100/VT220
£2imf9 Shell . EBfTIEHEBEMNEFERE SSH B Telnet =HIA.

M Windows _EHJ Putty {£FH SOL

@ | E: nENE, SR iDRAC Settings (iDRAC iR E) > Services (FRSS) TELBAIAR) SSH = Telnet #8ET.
M Windows Management Station _ERY Putty 2511 IPMI SOL :

1 BITLATaSLAEREE! iDRAC
putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>
O Mo SRwWikM. REEHHRKOSHRAEN.
2  1&{7Ap< console com2 BY connect LAREN SOL HE|1SZE RS,
{$5F SSH &, Telnet MM\ ETRIAEIZERFN SOL KNECHTFF. EifIE) iDRAC apfTiEHlE | 1BIB1E Esc 51, Putty f
SOL &E#AT/9 :
o I BERIIREET putty IGRZERFR , AR putty EITHEERARAKIURE S :
- VTI00+ — F2 @3 , {8 F12 TiEE,
- ESC[n~—F12i@d , 8 F2 Ti&i@id.

£ Windows 51, SNERTEEAEHS|SEMEM I RSEERRS (EMS) FHlE |, NASHIEEREFIEG (SAC) BiRAJERIR
. 1B SOL 2iE. XA, IR — M , AEERRE—m<E5) SOL |i&.



M Linux _E#Y OpenSSH = Telnet {#f SOL

M Linux ETRiE FAY OpenSSH 8%, Telnet fS5H SOL :
O) | E: AWBE, ETTLILE iDRAC Settings (iDRAC i#&3) > Services (BR%5) TEikEKIA SSH & Telnet &iEH#BHT .

1 350 shell,

2 {EALIT &S] iDRAC :
3F SSH : ssh <iDRAC-ip-address> -I <login name>
FF Telnet : telnet <iDRAC-ip-address>

O 5= MREHT Telnet REMBMIAKOS GRO 23) , MHHOSHME Telnet HSLRE.
3 ESVERTHFRNATSSZ R SOL :
connect

e console com?2

IXETLA IDRAC MEREBISE RS SOL i, EZ SOL 2EE , IDRAC OTEBIERaIRA. RGBS LFFILUFTH DRAC
SOTEHE. BIEESOL 2FE  BYFIIELSFMIFEL, SERGXTN , B SOL SFEE—RATE.

O| s TSI com Stil4 com2 USRY SOL. B3| SRS B EE.
console -h com? & B REHREMNTRE HTHONFZH ST HOEREIRIORE.

ASRICRERKAIEIA (FIEK ) KON 8192 PFFF, AILAERLA T eIt ERENEIIE !

racadm set iDRAC.Serial.HistorySize <number>

4 B SOL SIELAKHERRY SOL 2iE.

£/ Telnet ELMEHIG

79 VT100/VT220 {FEIZE BIOS EHMEHIERT , Microsoft #EFRF ERIFLE Telnet BFIRAIRETAEMREX: BIOS IREFE. IR
RELLAE |, {57 BIOS IHHIEEXA ANS| B LAEH B, BE7E BIOS iIREERFHITIEE | 155 Virtual Console (EEHIEH]
£2) > Remote Terminal Type (ZFELRiKAE) > ANSI,

EEEZEFIE VTI00 (FEEON , BErEERELIEHENEOSMAREFRIREN 25 17 x 80 FILIBENAEHER. SN, B
L ARETsES T IIELS.
B Telnet EIMEHIE :

1 £ Windows Component Services (Windows £AfFBR%) F/EFH Telnet,
2  fERmSERESE DRAC
telnet <IP address>:<port number>

B i
<IP address> iDRAC IP ttitik
<port number> Telnet iHES (MRS EEFEREFRIRO )

A Telnet 21EALE Backspace #

TRAE Telnet ZF i |, {# 8 Backspace SERRESF-AE TS ATRRINIER, B0 , SiEATaEENE ~h, {BR , XS Microsoft F1 Linux
Telnet 2 Fim&Ra] LAEL & /{8 Backspace #2,

ERLE Linux Telnet £1E{#F <Backspace> & , FIFGSIETRIHEAN stty erase ~h, TERTT MENA telnet,



ERLE Microsoft Telnet Z2 iR A{EF Backspace ( 1B#& ) 2 :

1 fIHGSRAMED (NRFE) .
2 WIREEEHEITIT Telnet 21F , MHEEN telnet, WREEE(T Telnet 2iF , BHEE Ctrl + 1,
3 TERSRFTEN set bsasdel,

J%EZTT_,%,Q,% Backspace will be sent as delete,

7 iDRAC & 1TiEHI & Ui FF SOL S %
BIFF SOL SIREEIGSETARRER. N SOL SiE=eXRIEA LR FER.
ERIFF SOL £iFER: | i5M IDRAC (S {TiEHIE&LE SOL £4F ¢
BERH SOL BEM , K Enter i, Escig. T,
SOL &iEEXF.
o FEM Linux LAY Telnet ;B SOL , 3#{F Ctrl+],
IEAHIEBR—5% Telnet 127R, A quit LUEH Telnet

MERAKFTLLIE SOL AEFRLFER |, NEAM: SOL SiERTREARI . EffRLLE- |, {5 Web FRHEAY IDRAC Settings (iDRAC
®E) > Connectivity (GE3E) > Serial Over LAN (LAN H1T) T&IEHSTSFHE,

£/ LAN t IPMI 5 iDRAC &z

S IRERE IDRAC B9 LAN Lk IPMI LAS RIS FRHEAISMERERSEA9 LAN (S8 LR IPMI 63<, SNSRKECE LAN £ IPMI, NISMEBERS
ToEMER IPMI @345 IDRAC IRSS 28BS,

@ | #: IPMIERZETF Linux BRIERGHRH IPv6 Mk hil 3%,

£ Web FHEBCE LAN L IPMI

ECE LAN £ IPMI:

1 7£IDRAC Web R , #Z iDRAC Settings (iDRAC i&&) > Connectivity () .
PEIES S ANT DTN

2 fE£IPMISettings (IPMIEE) T, I5EEME , REH8E Apply (R .
BXREIEMANSE | 1BS7 IDRAC Online Help ( IDRAC BXHLESE] ) .

LAN L IPMIEBEEEE.

£/ iDRAC ZE/ A EFECE LAN E IPMI

& LAN £ IPMI :

1 7 iDRAC Settings Utility (iDRAC i&B/\FTERF) &, %% Network (RI48) .

}5 27 iDRAC Settings Network (iDRAC i&E M%) TU@E.
2 XJF IPMI Settings (IPMI&E) , I5E(E.

EXRZIEIMSE , 5515 IDRAC Settings Utility Online Help ( iDRAC & B /\FITEFFEAMIASEN ) .
3 {koxepds Back (fRIB ) . Finish (2R ) #Yes (2)

LAN Lt IPMI BB E.



£ RACADM ECE LAN E IPMI

1 B LAN £ IPMI
racadm set iDRAC.IPMILan.Enable 1

O|i#: HRBETHEZER LAN £ IPMIUEORITH IPM 8%, BXESER, #55 intel.com &Y IPMI 2.0 HI#%.
2 EEIPMI (SEUR

racadm set iDRAC.IPMILan.PrivLimit <level>

% RE
<level>=2 P
<level>=3 BER
<level>=4 EIER

3 WIRFE , RE IPMILAN [SIEEA.
racadm set iDRAC.IPMILan.EncryptionKey <key>

2% 5EA

<key> 20 NFRRERAE AT+ 7 IS,

® | 5*: IDRAC IPMI 33 RMCP+ ). BXEZER, &S intel.com &Y IPMI 2.0 ##&.

RAZEHiziE RACADM

AT LA{sEFE iDRAC Web SREIER, RACADM 2 AR AIEFE RACADM : IR LIFH TSI THRES A NTE RACADM £1F,

@ | & BRIAMERT, SRBAIZRE RACADM.

£ Web A H /S A HiziE RACADM

1 £ DRAC Web FE™ , #Z= iDRAC Settings (iDRAC ¥ &) > Services (FR%) .
2 7EinfE RACADM T , BEIRFRFEEIN , ARETENA.
1F2 RACADM SRIEIEIR S .

£ RACADM ;3 B ZHizfE RACADM

@ | 7%: BEM A RACADM BB RACADM E{TiXLERS.

« EZFIRE RACADM :

racadm set iDRAC.Racadm.Enable 0
« ESHITE RACADM :

racadm set iDRAC.Racadm.Enable 1

= A #h RACADM

MBS T . Aith RACADM B2, EEA | 1527 FRABAILMENENRS LAY DRAC ELEIRE.



BRSZERZ LM IPMI

EZSEZR%K L, {#H Dell Open Manage Server Administrator BJ 2 FHEZER IPMI, BXEZ(ER , 15825 OpenManage Server
Administrator User's Guide ( OpenManage Server Administrator FAF$8RE3 ) BJ M www.dell.com/openmanagemanuals 3KEY,

@ | i*: B IDRAC v2.30.30.30 S ES R4, IPMI X TFET Linux BRIERG X% IPv6 HuhHihil.

73 RHEL 6 5| SHA8) /Y R 1TIEHI B ECE Linux

AT EBAFET Linux GRand Unified Bootloader (GRUB). ANER{ERAARIAYS ISINEAER  NIFESARIELL.

@ | #*: ZEEE P VT100 AREOR, ETEREAELEHSNBEOREREFEER 25 17 x 80 FILIMHRXFERETR. &
W, ALXEFRUESHNED. &Y, FLEXFFRTESHIED.

1RBBLA ik AB4wEE Jetc/grub.conf 314 :
1 KESEGRENIRESSHRILATRE

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2 FERZIT BN NEDR
kernel ............. console=ttyS1,115200n8r console=ttyl

3 ZF GRUB MEIFFREHEAETANRE. BN , GRUB FEASE/RE RAC Bl aY. EZREFRRE |, EFRIU
splashimage FFBAY1T,

LATFREBEA TR Zete/grub.conf {4 , BREEFEHiBRRYER.

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hd0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage=(hd0,2) /grub/splash.xpm.gz

T

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)

kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s

initrd /boot/initrd-2.4.9-e.3.im

4 EEAZA GRUB BISRIET RAC BMTIEZREHEMNEHERIE , B MMTRINZIATAEIER :
console=ttyS1,115200n8r console=ttyl

ABIER console=ttySl, 57600 ZHINEST E—ELL,

@5+ B3 SMBIEFRBERGIEHBITERR (Hlin GRUB = Linux) , M BIOS 3|SEEREEELFLA. X
Lg% -MA i 8] B 1T O BB EN F AR .


https://www.dell.com/openmanagemanuals

ARSI FEEREEMEH &

FEXH sete/inittab &1, FTIE—{TLATE COM2 BR{TiRO LECE agetty :
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

U B S TR RIS .

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:

#0 - halt (Do NOT set initdefault to this)

#1 - Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)

id:3:initdefault:

#System initialization.

si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc 0
11:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
1:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty tty5

:2345:respawn: /sbin/mingetty tty6

o U1 W N

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn:/etc/X11/prefdm -nodaemon

TEX {4 fetc/securetty |, {5 COM2 RIERAT tty BARFTIE—T :

ttySl

NN =E N AN DA C o



E: ERPHTRFS (~B) EHITIEFIA LR IPMI TRHT Linux Magic SysRq #4< .

ve/l
ve/2
ve/3
ve/4
ve/5
ve/6
ve/7
ve/8
ve/9
ve/10
ve/11
ttyl
tty2
tty3
tty4d
ttyb5
tty6
tty7
tty8
tty9
ttylO
ttyll
ttySl

£ RHEL 7 il & R 1T um

£ RHEL 7 FRECE SR TIR , IBHATIATERE :

1 INECEFFLATITE /etc/default/grub :
GRUB_CMDLINE LINUX DEFAULT="console=tty0 console=ttyS0,115200n8"
GRUB_TERMINAL="console serial"
GRUB_SERIAL COMMAND="serial --speed=115200 --unit=0 --word=8 --parity=no --stop=1"

GRUB_CMDLINE_ LINUX DEFAULT {GItECEMFITFENAREESE | (#F GRUB_CMDLINE LINUX SHEMAZIFTEZREE
B.

BMTRNE /etc/default/grub FHI—IR, WRZITEEFE  WNHEHHTESLERERES. EIt , Rif
GRUB_CMDLINE_LINUX DEFAULT —4T,

2 B /boot/grub2/grub.cfq BEEXHE , IFTEMRRRLATANIETT grub2-mkeonfig -o &5

« EET BIOSHIRSL :
~]1# grub2-mkconfig -o /boot/grub2/grub.cfg

o EETF UEFIIESL :

~]1# grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

BXEZER |, 15AA redhat.com £ RHEL 7 RAEERIERE.



M E{TIEH| &1F%) GRUB

ggk‘éﬁaﬁ GRUB LAERSRITIEFIEMARE VCA IBHlE. XarFEFis | SHEFEEEMPIZERINNZSE , flsISERH
R1\,.

EfE GRUB LUFRSRTEFRIE , ERREBIGHILER , 798 serial #] terminal IEIHHIIZE grub. conf :
[root@localhost ~]# cat /boot/grub/grub.conf

# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)

# kernel /vmlinuz-version ro root=/dev/hda2

# initrd /initrd-version.img

#boot=/dev/hda

default=0

timeout=10

#splashimage=(hd0,0) /grub/splash.xpm.gz

serial --unit=0 --speed=1152001

O+ EHBHREUEZBENS.

TR SSH ImBA R

Z(EF SSH MY S IDRAC IB(S |, B3TF FRTFIHISHEEL 2.

%<.19: SSH B A=

FRAR -3
EXFHRME
NGE] ssh-rsa

ecdsa-sha2-nistp256

X FR 0B

BRI curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256



HRAER 573
diffie-hellman-group14-shal

Encryption ( 0% ) chacha20-poly1305@openssh.com
aes128-ctr
aes192-ctr
aes256-ctr
aes’128-gcm@openssh.com

aes256-gcm@openssh.com

MAC hmac-shal
hmac-ripemd160

umac-64@openssh.com
=45 I

@ | i: IR A OpenSSH 7.0 KES KA, DSA ARBAXIFEEM. KT HIR IDRAC WEFHRLM, Dell BT SA DSA 2

HEAZHE.

% SSH s AL Z AL UE

iDRAC 3z#5iEid SSH RIATERRIGIE (PKA), IXZE—TURINAITIEE, EMREMERTET SSH /Y PKA RS , B NER iDRAC
RAFE. XMTREEMEAL TSI FEEA. LERNEPLIRKA RFC 4716 B OpenSSH 1830, &M, fEuwsjuiéia
ISR,

EEHIERT , #J07E Management Station EAER—XIFABFIAEZH. BARZE_E1ER) IDRAC AHBFFH] SSH ZFina{EHEFfA
BRI SIRILE iDRAC ZEIIEEXR.
ERILABIE LA T 2 A HE AR 4T

IFFIELT Windows BUZZ i | {888 PuTTY Key Generator N FBTERFE
SFFIEST Linux B9 |, {8 ssh-keygen CLI,

BE N IDRAC LETEESAPARANAFREZIUR. BHMEKIRSEERT “"BEX” AFETRHAR. BBl
PURM A AT RUEKR EMAPHEE . XEEIEMBMEREMAR. AFK SSH BHEESE. Eitt, FEESECHAR.

L&, EFFM/KMER SSH BANEERATEERFHAFIIR. EBRAFAFEER AP SSH Eif. BNER
BT LEAER

4 R 1E Windows FERARNAHRE

EEFY PUTTY Key Generator B FRFERF O EARZESH :

1 BRI FERER LR RSA (EAEREEZEEL,
NN, WRENT 2048 0 4096 (L2 [BIAINIEL.
BFER , RENEEOTBER.

EERENRAERK.
4 fEEILMERERE ETER.




5 WNERBEIELURIFEA.
6 REFLHAAEER.

4 BAE Linux {ER B 254A

BT ssh-keygen NFFEFFOIEZEARAR |, IBHFLIREOHE shel I277FF T . BN ssh-keygen —t rsa —-b 2048 —C

testing
Hep .

-t B rsa,
—b WEIEENTF 2048 F0 4096 ZEAIANZE(E].
o —C RHERAHZIRIRE , 1ZETE A%,

@ | = BARSANE.
RERRBRIRME, HUTE | B LA,
2/ ssh-keygen M Linux BI2IEE RAIFATZ 4716 18X {£H ssh-keygen -e -f /root/.ssh/id rsa.pub >
std_rsa.pub HERARHRHA 4716 X, TEELBATHNIR. LaERRIAPRIEETIE .
® | 7F: iIDRAC A EA/I ssh-agent % .

_E#i SSH 4R

BRI &P LRSI AHEIRLE SSH #0 L. ERNAHERZA  FHREEZHREERE  LaB/INES
A,

IIFTATEEZSANT |, BRI ENZEARERII T FiZHANES IH, IDRAC AT BELRRERINFZHEM S siAvZE, 5N
FERtERT , WNEREHA SSH EOBIFEE .

£ Web A HE_E% SSH %4A
3 SSH 2248

1 7E£IDRAC Web R , #Z iDRAC Settings (iDRAC i&&) > Users () > Local Users (A FA)
AT R Local Users (A#MFA) THE,
2 TEUserID (FBF ID) %4 , BBEAF ID RS
58 Users Main Menu (FAFESES$) M.
3  7£ SSH Key Configurations (SSH ZAECE) T , i%&#% Upload SSH Key(s) (L% SSH ) |, AFEE Next (T—F)
1587 Upload SSH Key(s) (L& SSH %47) TUE.
4 BELITARZ—E# SSH &8 -
EEEE,
o BERNHHANSEHEINAE,

BXESER , 5518 iDRAC Online Help (iDRAC BXHI#8ED ) .
5 BAFERA.
{£F RACADM _L#; SSH %4
B 3 SSH B4R |, BiziTAT®S -
@ | #: EEMEHEATREER T



SHFAE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
o XJF{ERE Telnet B SSH AYITFE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

plan , EERAXHERER L HEE— N ERZEFRY DRAC FIF ID 2, IBIETUA TGRS :

$ racadm sshpkauth -i 2 -k 1 -f pkkey.key
@ | #%: - £ EIFE telnet/ssh/serial RACADM ETRZ 3 H¥.

&%E SSH 4R

BRI LIEEE E3E IDRAC RIER.

£ Web FHEZESE SSH %A
BEE SSH 3348 -

1 7E Web RE+ , %% iDRAC Settings (iDRAC i&E8) > Users (FF) ,
IATS B Local Users (AH#FAA) Ta@.

2 ftUserID (F3F ID) %l% , BBEERIF ID RS,
15 57R Users Main Menu (FEAEESES#) T,

3 TESSHEARET , EFEEE/MBk SSH B , RAERTT—5.
B R View/Remove SSH Key(s) (Z&H/MFR SSH #B$H) MERERIFMES.

IS SSH %24

MR AR R BHREEERESRREN , LRIRMER.

£ Web A EMER SSH =4$A
MRS SSH B4R -

1 7£ Web BE , 3% iDRAC Settings (iDRAC iZE) > Users (FIF) .
A4 &7 Local Users (it FAF) TUME.
2 D%, EERF D RS, ASRT Edit (%58) .
87~ Edit User ((REH ) TUEL
3 fE SSH Key Configurations (SSH Z4AELE) + , %63 SSH B4R , AR Edit (RE) .
SSH Key (SSH #4) H/EE R Edit From (%%8R) #F15,
4 HIEMRAIEZSEIEIR Remove (BBR) |, RTS8 Apply (RZFAD) .
Frise 2R RPAEEARIBR .

{£F RACADM fflf& SSH #4H
iR SSH 248 |, iH1TLA TS -

° %ﬁikjgﬂ—racadm sshpkauth -1 <2 to 16> -d -k <1 to 4>
ErE%4H — racadm sshpkauth -i <2 to 16> -d -k all



B E FH P A AR

ERILIREEBENRIBFIKF ( EFAELHER)  LMER DRAC EERENRFHHFRALT SN, BWABRT , BidAt
EERMKFECE DRAC. BUABRT , IDRAC BFRIZREITRRMERM. FABER  BRLIRERFIKF, , LSiFEMEAER
i73i8) DRAC, BXESER , IBSIUIRSS SRR

S LA EA AP S AR BRIRS | FI40 Microsoft Active Directory B, LDAP , LUZBRFIKF. FHBERRSIRE— N EFRY
VEREERRIAIRFIKF.

iDRAC SHFETREHIEE—EXHIIRNEF. AEeTEEER. BFR. RiEsik. AerEX T BAINRANIR.
FR

+ IDRAC AFAEFIAR
o BEUERNAPESMERTR
- FEEAMAR
Bt & Active Directory FAF
EcEiBFR LDAP FF

iDRAC A P& & FHR

iDRAC FBAIRUIRERENIT—UIRSZSHEL. HEEN

[

5. 20: iDRAC a2

Banx—& A—R BUR

SRR SR ZR. BB, BEERAF. AE. ZFEH. HhREiiEsa. HaEin
. RFEEE. B

BER SEEES ﬁti B, ReEH. HaERuEse. BaEiNR. ZRRRE. 3
11l

HisE RkERRF BER

7 7c 7

TFRIREBT BFRIR :

. 21: iDRAC B AR

Banx—K B—K iR

=g ZR IDRAC AFRPERE DRAC,

=T FiE iDRAC FCFFFECE DRAC, BITZAIR , BFrILARCERIREIE. BRSS!

B. ENR. el RRIRE. 78IRS\, BIOSIRE. SCPE,



Banx—K A— WiAR

® | T BERARREEH AR EIRR, $i0BI0S REHEN.
EERF EERF

A& ==

ROt EHMEERSR RIESEEN SV =E: By I

INREREHE naEEHaEER (1ER ERFPILUET
FRURSS=R )
2o

RS R IDRIEERA TR

RGRE MR

L) wiTighae< ERFRILUE T2,

B (EHRNAE P RMEBFH

AURHE X IENERRF S NER RN ERNFAINFRER.

O| & BBLABFE—NASFEN—MIEFE, —MEFH— MR,

BIEEFFRFNEERT , ERALUITFR
®.22: BWERANAFREFEH

ERFRILARHSERFIEERS.
ERFPATLURIBRRESRSEMHES (SEL).

ERFRILAS TAEREIN R,
FFASR AR S UAIE AP AERAIE ISR E B HHITIER.

FH KE
0-9 1-16
A-Z
a-z

AHS%&()*/;?7@IN]A_ ([ }~t<=>

*®. 23 BWERANEBFR

FH KE
0-9 1-20
A-Z
a-z

ISR & ()KL /@ NN ()=

® | 7 B EERMFHFNRAAEMER. (B2, Dell BUERIILATILHNFH, UBRMAEONFZSM.

0]

T EFraE< >, GES) .

F: MEHZHA P ENBERD LT FHEHMERZREORFRN. iDRAC IRHET I F IR E WML

#ERZ

BRHERF



O | F: BUERB/\IM"RESFHNERER, FESIEFE. AEFE. BFNEHRFEH, URESRe4. TRUEHENS

B (ARATHE)

BCEAMA P

IERTL BT E VIR TE IDRAC FRECESIX 16 NN, ELIE—N iDRAC FFHI , BRIIESFE(EALEIE,. EaTLME
XL APISRISERFE. BRMme. ETLUER(ET iDRAC {F4P5HE ( B) Web 5E. RACADM B WSMan ) EXIFEFEFI
FR, SAYLABHEERZES MNEFH SNMPY3 18I,

£/ iDRAC Web R HEECE AR~

ENINFIBCE AN iDRAC FAF
O | % e ARAEE R PR 4E0I2 iDRAC A,

1 7E£IDRAC Web R , #Z iDRAC Settings (iDRAC i&E) > User (BF) ,
A4 5E7R Local Users (ZA&MA ) Tam.
2 TERRFIDFIF , EEAF DRS  RERE Edit (w8 .

Ol A 1BAT PMIEERR, EREESMERE.

&7 User Configuration (FAPEEE) TUME.
3 AN User Account Settings (P& E) #1 Advanced Settings (B&IEE) FMSELARERBPK,,

Olx: BRAAA D HEERAANAAE. EBHNAAAE GHERR) . SHaUS AR LAN SURES). £750
BPRG A, LAN ES{TIRAS, SNMPv 3 I84F, BFRBFERRLER., BXZRTINESER, 15217 iDRAC Online
Help (iDRAC EE#1#580) .

4 B save (RfF) . BISEEEBMHELURIVAER.

£ RACADM ELE At

@ | 3%: SAFAF A root BRA HEEITFE Linux RE EHIT RACADM # 4.
ERJLAER RACADM EEE—EiZ 1 IDRAC FBF.
EFRERRERBRBIUTSREES DRAC AP :

o BEARTHAY RACADM 7=l , Bl RACADM fSHIIAMEN |, REER NS ER T LHITIZIA IR,
EERE—REN IR EE RS 632 iDRAC EEE4FHHIT racadm set F#5<.

WRISIEEE EHHY iIDRAC EE R EEERT racadm racresetcig @< , BBARERFHE_EAIZIA IDRAC FIFZFIZERD, racadm
racresetcfg Ap<Si&; IDRAC IR NEIAE.

O | & EETUEBNAMAS. Bit, £84 DRAC Lk, AFTERAETRNESIHS.
ERIEAPREHFE  SMEFSEA—RUTE®S (-16) :

racadm get iDRAC.Users.<index>.UserName

SPSHIINSR ID 2 EHLFIE—ESIH. ZHFRE iDRAC. Users.UserName=, 1R "=" BRRTHAFPER , ZR3I500<
WL FFEER.



@ | #E: EAAFIA
racadm get -f <myfile.cfg>

HEENMmE
myfile.cfg
X, HhaiER#A DRAC EBESH.

SR SNMP v3 SHIIE , 158 SNMPv3AuthenticationType. SNMPv3Enable, SNMPv3PrivacyType X5, BXE%(=
B , 15215 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Eg ) "I M www.dell.com/idracmanuals KB,

W FEIR S BC B R BN kEEE A , 15/ H AuthenticationProtocol. ProtocolEnable ¥[] PrivacyProtocol Btk 58
SNMPv3 61IE,

£ RACADM 10 iDRAC A A
1 IRERSIFARPA.

racadm set idrac.users.<index>.username <user name>

¥ oL
<index> HE—AIFRFZS]
<user_ name> FRF&

2 RETH.
racadm set idrac.users.<index>.password <password>

3 IRERAFR.
BXEZ(ER , 15215 iIDRAC RACADM CLI Guide (iDRAC RACADM CLI $8R8 ) B M www.dell.com/idracmanuals E3REX,

4  BEARF.

racadm set.idrac.users.<index>.enable 1
EIOUF , BEALIT S
racadm get idrac.users.<index>

BXEZER , 5515 IDRAC RACADM CLI Guide ( iIDRAC RACADM CLI38Eg ) BTM www.dell.com/idracmanuals E3REX,

BREBIRR iDRAC AR

EREERHEESEIRAAR (ETHBRIEN) !
1 HERTRRAFERS

racadm get iDRAC.Users <index>
2 (ERHRAPEMERRALTGHS.

racadm set iDRAC.Users.<index>.Privilege <user privilege bit mask value>

@5 BIABRIEN 0, RRAPRARFAEANR. AXieR P BRNEMAEBENTIR, ES1 IDRAC RACADM
CL/ Guide (iDRAC RACADM CLI #&R8) AIM www.dell.com/idracmanuals £ 3KER .

AL E Active Directory A

SNRIERIAENER Microsoft Active Directory ER{t , ABARJLABCEIZIXALARALYTS iIDRAC ROISIEIINER , MTISSIFEE B RARSS HAIHN
BRI IDRAC RFPIBRF TS, XE—TURNAITIEE.

®

5¥: Microsoft Windows 2000, Windows Server 2003 F1 Windows Server 2008 ##{E &% 3735 H Active Directory ¥iR 5
iDRAC I F.



https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals

SEILAEIT Active Directory BECERIFBMIGIELIERE] DRAC, EWARTLURMETRERIEN , FEERENESMAFEERFEN
R,

%} iDRAC £ Active Directory I iFRYRIHE &

Z{§EF iIDRAC BY Active Directory BNISIEINRE |, IEMRIREHIT IIIRIE :

« EBEE Active Directory BhlZENE, BXEZEE , 1SR Microsoft ki,

1% PKI ££5Z Active Directory EAHEEHE, iDRAC {FREFREATHERZEE (PKI) HHISRZEIEIE Active Directory, BXESER ,
{BFZ 15 Microsoft ki,

£ IDRAC EZZIRFTEEIETHIR LEAR2ERFE (SSL) , ISIEFrEEizH iR ett.

Al HIsE EEH SSL

2 IDRAC i@id Active Directory $i=HlIZsIERFRY , ESEREIEHREE— SSL 218, EXRIER , EiEslgse g mEiA
HEATIAS (CA) BERIES — EARIEPE H1E2) iDRAC, 413 IDRAC IGIE F/oldiaHs8 — TiCRIRER Fisiahlss — ixisizhiss v
MEBHE CA SEEFAT SSLAJIES.

SNER1EER Microsoft Enterprise Root CA AaAS AR EHIRE D BCEI SSLIES |, ML/ :

1 EEAMYIEHIEE EZdE SSLIER.
2 EEISHISER CA IFREHE] iDRAC,
3 B\ IDRAC Ef4 SSLiEH.

ZRFMYFEHIZERY SSL IEH
T MRIEHIZEAY SSLIEP -

1 BAZ; Start (FF#4) > Administrative Tools (2T E) > Domain Security Policy (l#iZ&4%Es) .

2 FEFF Public Key Policies (A3tZ$ATRRME) 3043k , HiEE T Automatic Certificate Request Settings (BaEBEIFRE) HE
5 Automatic Certificate Request (BRIIEHERIE) .

15 E7R Automatic Certificate Request Setup Wizard (EaiiFHHiFREES) .
3 B Next (TT—25) Fi%#E Domain Controller (IEiEHI88) .
B Next (T—) |, A58 Finish (58R8) . SSLIFRERLE,

T HIZE IR CAEB S H = iDRAC

@ | 3%: SR RGBT Windows 2000 SREFEAIMILE CA, U TFHRALERR.
EgimiHI22R CAEBEHZE DRAC :

¥EFIETT Microsoft Enterprise CA RSSHIa IE=HSE,
BEFH > BT
B mmc , 2AFE8E OK (FE) .

7E Console 1 (i&&I& 1) (MMC) B , 83 File (3Z#F) (7 Windows 2000 Z#Z MBS Console (E&IE) ) Hikig
Add/Remove Snap-in GRn/MEERET) |,

#£ Add/Remove Snap-in GRin/MBRERER) BOF , B Add GRID .

f£ Standalone Snap-in (JUIMEIEH L) BOF , LR Certificates GiEH) HEE Add GRm) .
%51% Computer GiHEHL) FEE Next (T—%) .

CEEAMIHEY , BdER  REREHE.

DNy -

0 N O O



9 f£Console1 (iFFHI& 1) B , #% Certificates (JEH) Personal (4 A) Certificates (GEH) S{EFE,
10 IREFHGHEBETIR CAIER , BIEREES , RAEBRGESH....

1 7E Certificate Export Wizard GEESHES) &, B35 Next (T—25) FHi%iE No do not export the private key (5, T~5H
BEEA) .

12 Bad Next (F—#) Fi%iR Base-64 encoded X.509 (.cer) (E-T 64 fI4wHGH) X.509 [.cer]) {ERIE.
13 B Next (T—%) HRBIEBREERALNER.
14 BELE 13 PREFASES EHE DRAC,

2 )\ iDRAC [E# SSL iE$H

iDRAC SSL IEFZFTF IDRAC Web BRSZ2RAVERIET. AT IDRAC =HIRERcARUA B E RIS,
4nZR Active Directory fRS52RIRENTE SSL SIRHIANHMEBIDEE iR , SFRENS DRAC IRSSERIET_E1EE] Active Directory 1521
8. 0L Active Directory #E SSL RIEVIIAHEABIRHTEFIRIDE , WAREX—FUOME.

@ | 3: SRAGIEST Windows 2000, BUFHBATRERTE.

(| %: W05R IDRAC Elft SSLIEH R CA & KIH HiZ CA BIEE BAM TiEHEFIRM “SEENRINENE" JIRSD, BEARITE
Rl e B

15 IDRAC Elff SSLIEBSANZIFrE EEHEHMEEINERSIE

1 {ERRLLT RACADM #5< & iDRAC SSLES :
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
feEd=HIsE £, $17F MMC 2§l BB OFHEFIES > ZEEHRINEIA.
ARBEIES , BEREESFRERA.
BET—DIHNEE SSLIUEB4.
EENMEIEHIRRRZEERRIMEN HhZ2E IDRAC SSLIEE,
iﬂjﬁigﬁa CHIES | BEFRDIEBSEN CA I FRMENBIEBNBTIERS, MRZTWIRETIRS , NARERRBREE
B8 FZEE.
6 BETF—HHEEREEE Windows tRIBIERREBMBRIERFMEEX , BiXSSEIFmEFEX.
BEERFBEME, 15 DRAC B SSLiFBS ARG SIS ST ERTIE,

¥ }8Y Active Directory I8 EHL &I

SR LB REF SRR Active Directory EX IDRAC FAFIEIEINER :

ErEZERRIF TS , {ER Microsoft BIZRIA Active Directory BXIS:,

REIRR R B X Active Directory X352, FVAIEHEHIRISERE Active Directory FRiEp, BIRHTBAMNRIEM |
DEE S SHRIRREIAE DRAC HEE R,

o N NN

FrESEH Active Directory HE %S

W TFEFf7R , /9 Active Directory SER{SEFEFRNAEZRIITEEFE Active Directory #1 iDRAC LEBIH{TECE.



1: {8 Active Directory #R/EZE#IET & iDRAC

7E Active Directory /R, FVERNISRAEREE. BE DRAC IHIINRNAFRRZAGENMRR. A TIRFIZAFISE DRAC BIIE
AIPR |, FFEEGE DRAC LR ERBABRNARES. AEIINIRKEITES DRAC EXEX , MAE Active Directory H1, BRZH]

LATESA IDRAC HECE 5 MERAE, R3IBRSER T RARNBEANIR,

R. 24: B EANR
-yt |

RN PR 5

RFHRUR

WECLT

faEE

fAfE 2

BfE 3
AR 4
faEfa s

©|3#: “Hm” ERATER RACADM B RHIET 4 .

RIS B EFR

7c

cH o of

EFF IDRAC, EZE IDRAC,

EERF. BHRAE. TR
Seazhlan<. NAEES
a. pEEINE WHE

R, BiTiZhra<S

5% DRAC, BLE iDRAC,
TR RIS, TR
PIEHE. BREINE. W
HER, BITshidms
Z5E IDRAC,
REDER

IREDEAR

0x000001ff

0x000000f9

0x00000001

0x00000000

0x00000000

MRAMBEERAFPNACEA (BERESR ) TEEET |, WNFEE DRAC CEEEIEHIRStLL, HEXFREHERT  SIsEaE

MRFFEERAFMAGE (8EHRESR ) KBS ET  MY/RTE DRAC LEESBERIRSFIL. EXMESEHERT G
AEANRESR (WRE ) LIUNBRAHERE,



B0 = Fr 2244 Active Directory

AECEIMEZRM Active Directory ZB1 , BRI :

B iDRAC Enterprise IFaM1IE,
ZECE T BT HIEshIiR S 28 LT,
IR$S25 EHY dat, AY{EIFOIRTXIEFRTGIR.

QRA% MEZIGECEE , BiEE IDRAC Web REF45%! iDRAC Settings > Connectivity > Network > Common Settings LABCE
TIRE,

ERLE iDRAC LT Active Directory ZX5ij519] :

1
2
3

£ Active Directory fR5388 ( fzHl88 ) L , $TFF Active Directory FAFFIITENEEETT,
€l IDRAC 4BF0AR.
£ IDRAC _f#F iDRAC Web FHEIEL, RACADM FRBA. EHEFIRESTR.

£ iDRAC Web A M fic 2 B AR L8 Active Directory

@ | & BEBFRIES, ESH IDRAC Online Help (DRAC BRHLEEEN) .

1

10

M

12

£ iIDRAC Web REH , #5Z iDRAC Settings (iDRAC i& &) > Users (FHF) > Directory Services (BFR%E) .
MERNE B RIRS T,

%1% Microsoft Active Directory %11 , AT Edit () .

FEENE = Active Directory EL 8 58T,

EA Configure Active Directory (B E Active Directory) ,

1% B/~ Active Directory Configuration and Management Step 10f 4 (Active Directory BLEMEIEE 14, £ 4%) 7@,

245 Active Directory (AD) fRSSESIBIERT , AIUEERERMERIIEH 3 SSL iEE A ERBRT BRSNS E0EFIER. XI
Fit | wEEEEFIEEf 2B BR FQDN . XBET— BTk, Ft , RAENZIREHIERECE DNS .

BT Next (F—25 ) .

1587 Active Directory Configuration and Management Step 2 of 4 (Active Directory BREFEIRE 2 &, #*4$) A,

B Active Directory FHEREXRTF Active Directory fRSZESHIFFIKFRIIEER. It , I8XE7E iDRAC BERISFEF IDRAC %
38 Active Directory BUNMRYRT ],

O 3 tnSRIEBWITT B, 58T ISR % Rt 714 B4 FQDN. HifR iDRAC Settings (iDRAC iZE) >
Network (f4%) .

EBdE Next ( ™—# ) . J8E7R Active Directory Configuration and Management Step 3 of 4 (Active Directory Bt 2 F1E=TESE 3
*, #*4%) A,

1%5#% Standard Schema (#R}EZ249) FERDE Next (F—) .

157 Active Directory Configuration and Management Step 4a of 4 (Active Directory ELEFIEEE 4a &, 4 $) TUAE.
BN Active Directory £ R4RRIRSS SR EFHIEERTIENAFPIRPRE,

BA% Role Group (ffatll) ELEINEZMIET TR AYEHIRECRER.

¥ &7~ Active Directory Configuration and Management Step 4b of 4 (Active Directory L EMEHESE 4b &, £ 4 %) M.
EERPRART Apply (KA

&M% EFH &7 Active Directory Configuration and Management Step 4a of 4 (Active Directory EL EFETREE 4a 5, 14
#) WM.

BEFER. TWERIIAY Active Directory IREBRIECE TS



£ RACADM fi & R B #rHEZEHIAY Active Directory

1T ERLTESRS
racadm set iDRAC.ActiveDirectory.Enable 1
racadm set iDRAC.ActiveDirectory.Schema 2
racadm set iDRAC.ADGroup.Name <common name of the role group>
racadm set iDRAC.ADGroup.Domain <fully qualified domain name>
racadm set iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP address

of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP address

of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP address

of the domain controller>

o ISR STREE (FQDN) , TIARIEAY FQDN, 40, M servername.dell. com MAE dell.com,
s BXEERBEDBIRMMEIHEE , BRI AREENE.

o UREDRM=NEEEHIRREI PRI —, IDRAC SIXOREREIES NECERMIE | BRISCIIAThIERIIE, ERNER

1R, XERR KPR A BERREREEHI a0,
o REAFPKRFIIABAELTARERE  /IWEREATELRRERRSSE. B2 MINBERT |, (AILERBRAE.
o WSRIFPWIICER , BEHFEHIETEN FQDN 8 1P it s iaisss| seir B rY T e =54 F 2 FRFER ILAL,
-  Eff SSLIEFANIEHPZERUFRIGIE |, R TGRS :

racadm set iDRAC.ActiveDirectory.CertValidationEnable O
HUBERT , THELBINENA (CA) IES.
o Bff SSL IBEFIREPEFIFTIERIOE (%) | FERUTHS

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FEERT |, WRERLI TS EE CA RS -

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

O i#: mPIERBIEC B, HiEEEFHIBRSHBbIf1$ B4 FQDN. H1% DNS B > iDRAC I8 E >

Mg TIEMBECE.
LA RACADM #3<a]ist .
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2 Y05 DRAC EEEHR DHCP FEEFHE(ER DHCP IRS32FIZAAY DNS , ML T <
racadm set iDRAC.IPv4.DNSFromDHCP 1

3 W05 iDRAC EEZEH DHCP EiEE 48 o DNS IP itk , iEMALLT RACADM 75 :

racadm set iDRAC.IPv4.DNSFromDHCP 0
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4 WRERBAFEGIRMEEERE Web RERREMANBFE , WEMALTHS

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of
domain controller>

1R

BERZEEE 10 MR, R5IHWSNT 13 40 ZIa.

1 & 244 Active Directory #E5E

ERY ELRMIARERTTSEEE Active Directory ZBHaY &,

the



I R RAEMIR

1 FRERHME R Dell KEATISAON IDRAC FIRUR, X EEREBE TR FRIBIAMNRAER iDRAC, Dell KEXISRAIBIAILRIEHIZIZR
(ACL) RIFEEERIIEEEREE DRAC MRAIFRIEE.

BB T | Dell REAMISRALHE Active Directory SISREIFTERIR. SIRESA Dell KEATISRAR , NIZKEISRAVMARPRIGE
FRTERFAE. XAIRESSEY iDRAC IRIEEIMIUR.

BLREMERY R | Del @INAEEY RIMISLHE-/EA Dell KREXXISRAVAE,

Active Directory 22433 &

Active Directory 0B B4 28195 oL 20/, Active Directory ZRAE RN LAMER RINEE S EEUREFISUERE., BFE
BEEUEESFENZE— R, BAFPEERN—ERISERAFNE=E. MK, BiESHESE. SallBTRng s /4 E
e Active Directory 2#E/% , LUBBISEE K. Del ¥ ETZH , AEEVERNEN , STIFER Active Directory I TIZiEE B S
DIEFIISIN,

AINRIIETER B R T BN FE SR BT E— ID HHTEN. A THE D EEAMTUAIE—ME |, Microsoft 4B T —1
Active Directory SSRIRBIFF (OID) $UEE , LMEATERY BRIEIZR G LR E—EHEASSEMATRE TR, B E
Microsoft Active Directory HRYZRYS , Dell EITHI0ZI B RIRSZAVBMFNSEAME— OID, M— BRUAREE—XELEM D,

VREER : dell
e BaseOD&:1.2.840.113556.1.8000.1280
RAC LinkID BRI : 12070 to 12079

iDRAC 22434 R #E 3

Dell i R T SRMLIRIE XS, REAREE. XEREIBTHES —BISERNBASAIHEEI— 1 EiZ 1 IDRAC IRE. 1A
SHEERRRTIRARIRIENE | ENE LXIFEFARAR. iDRAC fRM DRACIREAS , +H1EfE.

SFFIEAEES Active Directory EERLUHTIGIEFISNAIMLE FAYS MR IDRAC 185 , IBEIEED— N REISII— IDRAC IR
g, EALSIESMNRENS , 8N KNSRI LIREHERIES NEF. B 4ESL DRAC IREXISR. FF#0IDRAC FFA
LRI E gAY R.

Y, ENKBEOREREHEE (5 , TTLSHEAF. BPES iDRAC IRENTSR ) B MRS, IRfIaiFrERRistiSE
iDRAC &% _ RS NEFPIR.

iDRAC iR X5 2% iDRAC EM4EYE:E , FBTF&iA Active Directory LUSTIIFFIFEAN, 18 iDRAC IFINZIMLEE , SRRV ER
Active Directory BHRECE IDRAC RELIREXSR , LMERFELUEIY Active Directory HUTAGTEFIEN, LtHh , EERIEMIE iDRAC
INRIE D — PR SR LME R P Eeas IR E.

TE SRR RN EIEZAI RIS,



( iDRAC
\ Association Object

o g - 9

- b
[ Users) 4 T — /  iDRAC
\ Group(s) fiyliega.coiee Device Object(s)

2: Active Directory ¥R RYELEG B

FEOLRIEEEEIEHENXENS. B | SO MEIEED— KBS , HEME LES Active Directory SR LAEIT
iDRAC ISEFIIZAAIE ) IDRAC IBFMIE— iDRAC IREIE,

KRR AP HERNRF/EALR DRAC IREXMR. M  BMKRERNRABE—MURMIR. REKIRAERE DRAC
R CHRANIRNAR.

$tX$ ADUC MMC ETRERTTHY Dell 7 R RAviFIS R B FEREIERISIRIISAN iIDRAC MR SKEKISRIEFITKER. Dell I BASIFHEREH
fittskFILEEY IDRAC ISR RERRISRATTFRAL R

IR E AR EIERAEAER , BeE— N EEEAEERIXREIR. Dell Schema Extender 22 FRFERFBIEEAIENIARERXS B HA
B, FeESkERMRRIBAE R,

REEEERAR. BRASEBRENRBF AT LIRIZIRIRISR . T REMEMRRTT =5 FEE Microsoft Active Directory FBiF
REMEZERMHIRRAREMEHIRFE.

KRERT REArIR

T REMEIIEN IS FHB S A RXBRR SE—AF AR ARSIRN SR TR RR. RE<Z , ¥ REISIIE IR | Lt
FRFRESRE—BF RERIAE R SIS AIETE ED EARAVERES.

TERAE T —MERYT R RFBRAYRG.

Domain 1 Domain 2

\

u;\uS-eJ [ User2 /iDRACI ( iDRAC 2

& 3: AFPRRR



ZE RN KBRS — A0TF0 A02, User! BISFINKEARISS IDRAC2 KB4,
I RS IIIER AR AP REARI AR RGN E S EAUR | ISHERIILAZRR , NMERFAERARIBIRES.

TEATBIFR | User! 38755 IDRAC2 LAY Privi 0 Priv2 #BR. User! {4f% IDRACT £AY Privi i8R, User2 ##% iIDRACT #] iDRAC2 £f
Privi R, 535, WEIRR Userl BJfEE G , MERTLIZERR.

B E 1 R 22449 Active Directory

HEFEZE Active Directory LAif5ia] iDRAC :

¥ Active Directory Z22#4,

#°F& Active Directory FAFFIHEH STHE T,

15 iDRAC FIFP R EUFRGHRINZ! Active Directory,

{85F8 IDRAC Web R HEak RACADM EZE IDRAC Active Directory &4,

DN -

}"F& Active Directory %244

"R Active Directory ZRFMIIGSTE Active Directory ZEHHRi7RIN Dell LB4R8A5T, ZRMIEFBMLAR R~EISERFIRE TSR, I REHZ
81, FREEMAIZEE 4 FSMO AR E HRE RSB RIUR,

O | i = SR aY REFLREFHTRE. BENRETERATIESS.
@ | 5 §r REERT LML BIRRAL 8.
AR THE—T5 A8 RS -

 Dell Schema Extender 2\FIf2RFF
e LDIF A

WNSR{EFE LDIF BIASE |, MIASNE Dell HERERSTIRINEIZRME R,
LDIF 3Z{4#0 Dell Schema Extender 2BI\zF Dell Systems Management Tools and Documentation DVD BILA B RS :

e DVDdrive \SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\LDIF_Files

e <DVDdrive>: \SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\Schema
Extender

E(FF LDIF 324 |, 1525 LDIF_Files B R+ BEiAS{4ATIEA.
FLMNERMEERFHIZEIT Schema Extender B¢ LDIF 314,

{85 A3 Dell Schema Extender

Dell Schema Extender £ SchemaExtenderOem.ini 3Z{F. ZE#f{k Dell Schema Extender 22 I2FFIEE T1E, H2E&E%ut
XHERETR.

£ Welcome (3kill) FE&E L , B2 Next (T—%) .

FIEHTRES  RERET—H.

1##% Use Current Log In Credentials (£ HRIERER) SN AEBRMEERIIRINAFRSMZENE,
B3 TF—#%1=1T Dell Schema Extender,

BFEER.

DAY R, EIRUFZRAY R |, 1B MMC 00 Active Directory ZRAEIRERITRIGUE 2B BEFE. BXEFER MMCHI
Active Directory ZEMEIRRTTHNEMIER | 15217 Microsoft IRBE3 14,

g DN NN



K=

<. 25: 7%l Active Directory Z2#arh 35 E X

RKBFR

SRR RFFIRES (OID)

deliDRACDevice
delliDRACAssociation
dellRACA4Privileges
dellPrivileges

dellProduct

<. 26: DelliDRACdevice 2

1.2.840.113556.1.8000.1280.1.711

1.2.840.113556.1.8000.1280.1.7.1.2

1.2.840113556.1.8000.1280.1.1.1.3

1.2.840.113556.1.8000.1280.111.4

1.2.840.113556.1.8000.1280.11.1.5

(e]]») 1.2.840.113556.1.8000.1280.1.7.11

=l {3 Dell IDRAC 1&%%. iDRAC WAZRTE Active Directory FECE S
deliDRACDevice, IEEE(E iIDRAC BIERERBRiAENNN
(LDAP) &Eif1&1%£Z| Active Directory,

ESiNESid] LRSS

EoES dellProduct

B dellSchemaVersion

5%. 27: delliDRACAssociationObject 3

dellRacType

oD 1.2.840.113556.1.8000.1280.1.71.2

15288 3R Dell KEGWR., KEKWSRATRUAFSREZIENEE.
eSSt L IAES

FEES 2|

=33 dellProductMembers

3. 28: dellRACA4Privileges 3¢
oID

dellPrivilegeMember

1.2.840.113556.1.8000.1280.1.1.1.3

1AA

ESENESi

79 IDRAC MR ( 1SR )
LTS



oD 1.2.840.113556.1.8000.1280.1.1.1.3

[EES 7

B delllsLoginUser
delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

£%. 29: dellPrivileges 3¢

oIb 1.2.840.113556.1.8000.1280.1.1.1.4
15eB8 FBA'E Dell 1BR ( SR ) FIBARK.
&SNSt LIRS

FEEES FaF

Bt dellRAC4Privileges

. 30: dellProduct 2

(0][»] 1.2.840.113556.1.8000.1280.1.1.1.5
BiRE Frf8 Dell F=RiREFTIKIEAIE.
ESioESil) PR VAR

EEES ITHENL

B dellAssociationMembers

. 31: %3] Active Directory ZE#H0 B 1ERIF1F=

BB/ SECH) OID/BEXT R ERRFF LA
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.21 FALSE
BT LB dellPriviege X355 B3R (LDAPTYPE_DN

= 1.3.6.1.4.11466.115.121.1.12)

dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE



B2 TR/ HELHI OID/ B A RARIRRF B{E

BFtAEH delRacDevice F DR (LDAPTYPE_DN

DelliDRACDevice SI5RIFIZR. LEMER 1.3.61411466115121112)

18 dellAssociationMembers [FiE§EEE

AOIEMASERE.

§E#z 1D : 12070

delllsLoginUser 1.2.840.113556.1.800012801.1.2.3 TRUE

MRAFEGRBNERIR , WA f/RE (LDAPTYPE_BOOLEAN

TRUE, 1.3.614.11466115.1211.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE

WRAFPEERENFERESSR . WA fH/R(E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.11466.115.1211.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.11.2.5 TRUE

WRAFPEERENAFEESIR , W #H/R({E (LDAPTYPE_BOOLEAN

9 TRUE, 136141146611512117)

dellsLogClearAdmin 1.2.840.113556.1.80001280.1.1.2.6 TRUE

NRAFEERENEEBRAE , N #5/R{E (LDAPTYPE_BOOLEAN

79 TRUE, 1.3.61.411466115.1211.7)

delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE

WMERAFEERENRSSEERNIR ,  #H/KE (LDAPTYPE_BOOLEAN

N3 TRUE, 136141146611512117)

delllsConsoleRedirectUser 1.2.840.113556.1.80001280.1.1.2.8 TRUE

WMRAFPEEREBNEIEHERIR ,  fH/R({E (LDAPTYPE_BOOLEAN

M3 TRUE, 1.3.6.14.11466115.1211.7)

delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

WRAFPEERENEMUNESR , W #/R{E (LDAPTYPE_BOOLEAN

39 TRUE, 1.3.6.1.4.11466115.1211.7)

delllsTestAlertUser 1.2.840.113556.1.8000:1280.1:1.2.10 TRUE

WRAFPEERENNEREFI fH/R({E (LDAPTYPE_BOOLEAN

FR ., W9 TRUE, 136141146611512117)

delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE

MRAFEGERENANGOEERN  /RE (LDAPTYPE_BOOLEAN

FR , MY TRUE, 1.3.61.411466115.1211.7)

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE

HBIZAhR AR EEEAA, REEK/NEFFFER
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.80001280.1.1.2.13 TRUE



Bt/ SER OID/EET REFRFF B{E
IEMER deliDRACDevice WS RT  RERA/NEZFTEH

RAC B R E (LDAPTYPE_CASEIGNORESTRING
dellAssociationObjectMembers BiH§EE 1.2.840.113556.1.4.905)

NEIB .

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE
BFitr=ma A PEETR (LDAPTYPE_DN

dellAssociationObjectMembers F9%IIZR,  1.3.6.1.411466.115.121112)
IE/EMRZE] dellProductMembers §EH/E
AR M5k,

§EE D 2 12071

L3 AT Active Directory Fi AFIiTE#H EIE & TTRY Dell § B

R Active Directory FIRIZEHARY , IEWJRH & Active Directory FEFPFITENEESIT , LMFEIRREUEETE iDRAC 12%. BAFPMA
FF4H. iDRAC XBAFI iDRAC 1R,

{5/ Dell Systems Management Tools and Documentation DVD ZEERFETRIRRT , SILATELEESFE i8R Active Directory Users
and Computers Snap-in (Active Directory i AFIITRAIEIR A TT) SIS EEIEEIT. 15218 "Dell OpenManage Software Quick
Installation Guide” ( {Dell OpenManage R{FIRELEIER) ) , H—EL TIRNALTERASEERME. XTF 64 i Windows EIERSR
kin , EIERTTREERAT :

<DVD IR Eh8&>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIn64

X Active Directory FIFFILTEN SR RTHES(ER |, 15517 Microsoft AN {4,

1% iDRAC F P#NPR:A& 1% Active Directory

{558 Dell 7 F&RY Active Directory FEFPFITENEESETT , SR LABIOIERIRE. KEFISPRIISIAIN DRAC BFFIRIR. ERINE
ISR, BEHUTLATRE :

Bl IDRAC 8B 3I5

L EHENES

E[ESSSOES

EESSEFIIENSSNE

f)22 iDRAC & & XI5

Z0UE DRAC IRENIR , IBHUTLATERE

1 £ MMC i Console Root (FHI&HRER) BO+ , AEHAT—/ 8L,

2 %8 New (HE) > Dell Remote Management Object Advanced (Dell BT FEEEXR) .
$8 27~ New Object (HTiEXR) &HO.
TFISEANBIR. 1ZBIRURSEIEFER iIDRAC Web REECE Active Directory [EMERIHIARY IDRAC BFR5T2ER.
1%5#% iIDRAC Device Object GE&EMR) , AEHEE OK (HHE ) .

BUEMBRIT R
BORIRNS -



@ | & BB REER XA R —MEh BIR R R .

1 AEEFIAERTR (MMC) BOF , ARBEFE—BH,

5% New (#7%) > Dell Remote Management Object Advanced (Dell BEFREEINR) .
$6 27~ New Object (HTEXIR) &HO.

TSGR EFR,

155#% Privilege Object (FPRMR) , AIFET OK (HBE ) .
AERLECAEMSIRNSFIEER Y.

B2 Remote Management Privileges GEREEIBRIR) SEN-~FH AP SASERIR.

BIE KRBT R

ZOIEREISR |, BHUTLATERE
@ | 7%: IDRAC XEARTRMEITRETIR, HEERER Kb .

N

[0) NN &) BN AN GN]

1 EERIART R (MMC) B4 , BRBTE—AHE,
2  1%58E New (¥7#) > Dell Remote Management Object Advanced (Dell SRIZEEENR) .
RASBTRFENREO.,
NSRRI BFRFFIEEXBRITR.
155 Association Object (REXX&R) ATEE , ARHE OK (H#E ) .
3G R ) SR AR BRI SR AT (A PR

AR RIZHEA P17 IR

E AR R AR SIEAIREIISRATER :

4% Administrative Tools (ZHTHR) >ADSI Edit (ADS| %%8) . 5§/~ ADSI Edit (ADSI 4#8) &,
EENEET , SMEZIIXERSR , GRBELFIERE Properties (BRI .
ER2EIES , BERM.

#N Authenticated Users , B Check Names (ZERMR) , AFED OK (FE) . WIEHAFIEHIIZ Groups and
user names (AFMIFA &R 7K.

5 BFHOK (HE) .

B R AR B XA R
FERXBEFNREMED , ILKBEFERFE. RIS iDRAC i&$88) iDRAC iR%&4A,
R LARINE 4B iDRAC iR 4A.

AN PEA FE
ERIFAPSAFE , BHTL TR

1 ARBEXRNRIITERMY.
2 EERAPEIRHERERM,
3 BWABFERFPESTARE OK (H|E) .

A AR
BFIUR | EHATIA TR

DNy -



EA; Privilege Object (FBRXTER) JELI , BRI SIAINZEIGIE iDRAC IREITE X A ERIRAVKES . REgE—IMUR
ISEENIIEIPSISNE

1 %R Privileges Object (AUPRIIHR) HEIR , FEDE Add GRm) .
2 BABURNRETRHBETHE,

3 B Privilege Object (FUBRMR) 1B , BAPRXISIFINEILIE iDRAC IRERTE N AP AP ESRIKEF. RegE—
BUESSESAIIE PSS SRE S

71N iDRAC & # % iDRAC & #&4H
B0 iDRAC 188k iDRAC IR&4A :

1 R RIEIR-RH R,

2 N IDRAC i8%RE iDRAC i8R BB B EHIE.
3 EREEOG , foXBENE. BE.
4

B3 Products (7%@R) IET-RLAGII— BIEZEIRT BT ATE X AIBF SR ERIMLRT IDRAC IRE. BHLUES DRAC R
BIRINEI— M REAYR,

£ iDRAC Web AL E BB REL4IEY Active Directory

E(FER Web SEILAY FREMAIBECE Active Directory :
@ | & BEBFRIES, ESH IDRAC Online Help (DRAC BXHLEEEN) .

1 TEIDRAC Web FREH , 2% iDRAC Settings (iDRAC i#&) > Users (FH/) > Directory Services (B3#ik%) > Microsoft
Active Directory, EAi; Edit (4R48)

1% B/~ Active Directory Configuration and Management Step 10of 4 (Active Directory BLEMEIEE 14, £ 4 %) 7@,

245 Active Directory (AD) IRSZESE(SHT , Bl ERIEPISIEF F&; SSL EEVIREBERr RS A N ESZIEEIE.
3 B Next (T—#),

1% B8R Active Directory Configuration and Management Step 2 of 4 (Active Directory BREMEIEE 2 &5, £ 4%) 7@,
4 $8EXT Active Directory (AD) fRSZE5FIBFPIKFRIERER. ot , IEEEREPE iDRAC ARFERF AD IMRZAIATEL,

®|5%:
o MRIFPRIIEER | iSieEEis 28RS 80 FQDN, HH{R1E iDRAC Settings (iDRAC % E) > Network
(R%%) TIEHEECE DNS

o WA IDRAC S FARBIES , MIZFRESHE User Domain from Login (GEEBRIAFE) E0, MRHE
% Specify a Domain (3§71 EIFHEAIRRE DRAC XISAYEE.

5 BE Next (T—4 ) . 18R Active Directory Configuration and Management Step 3 of 4 (Active Directory il EMEIRE 3
%, #4%) WAL
6 IEEHS REMFERTE Next (T—2) .
& &7 Active Directory Configuration and Management Step 4 of 4” (Active Directory EREMEIEE 4 2, 4 %) THE.
7 B Active Directory (AD) F1fY IDRAC IREZXISHIBFRFONIE , FHea Finish (SERR) .
1 REEHIETURY Active Directory IR BECE T,



£ RACADM i & B 54 BRI Active Directory

f#F RACADM BB EHBY REEFIRY Active Directory :
1 FERELTHS

racadm set iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set iDRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

o NI HIZEAI SRS (FQDN) , TIARIEAY FQDN, 40, M servername.dell. com MAE dell.com,
o BRREDREUAT =/ MEIEPRI—N, IDRAC SHAOREERIS N ERTEIE | EEISCIIRINEREALE, R REY
AT, IXLERIL IDRAC IRERATTERIIEIZEHIREAY FQDN BY IP ik,
«  EfE SSLEFRIERPERIERIIE , FRUTHS :
racadm set iDRAC.ActiveDirectory.CertValidationEnable 0
FELERT |, BIHELE CAIER.
«  f£ SSL EFIREHREHATIERIIE ( 7k ) -
racadm set iDRAC.ActiveDirectory.CertValidationEnable 1
FIERT |, BFEEFALLT RACADM @5 £k CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>
O 5#: PIFRBTTER, BT RS i F1 FQDN. #{R iDRAC & B > R TA) DNS C EMHE
=,

AT RACADM #p<aNisE ¢

racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2 W05R iDRAC EESH DHCP HERHLE(HA DHCP IRFZIFHEMAI DNS |, MEALIT RS -

racadm set iDRAC.IPv4.DNSFromDHCP 1

3 W5 DRAC EBZEF DHCP BB F2EF oA DNS IP it , iEBALI T &<

racadm set iDRAC.IPv4.DNSFromDHCP 0
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4 WREEEEERFESIRIMEEESERE DRAC Web RENRFHARFE , BERUTHS :

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

EBERZEIECE 40 MR, R5IHRSNT 18] 40 Z[E,

X Active Directory 1% &

&AL, Active Directory IRBLASGIEGAIECE 2B 1IEM , SiI2HT Active Directory BERAEMAYA,

£ iDRAC Web F@EMlix Active Directory i&E

Tz Active Directory i85 :

1 7EIDRAC Web 5REA , 5% iDRAC Settings (iDRAC ¥ &) > Users (F§F) > Directory Services (H%:HR%) > Microsoft
Active Directory , B Test GRi) .



FEEP 27 Test Active Directory Settings (lllifl Active Directory &2 ) T,

EATRIANR,,

BN BFRIEFR ( FIY0 username@domain.com ) FIZHS , FAJGE T Start Test (FFIEMIA) . MERIS B RFMNIXEER
Wit B,

WNSRHEEREM | FEEND BEPIFEER LSRRI seafr S =,

@ 53: tnREB A% “Enable Certificate Validation” (& FIERIIE) KR Tz Active Directory '8, N iDRAC E
3K Active Directory fR 55254 FQDN (T2 IP #hilk) #7H. 4R Active Directory fRS52%iE T IP MlikdRiR, NERE
jE<BE S iDRAC T3k 5 Active Directory BR& S5 E{ET LM .-

£ RACADM iz Active Directory 12 &

iz Active Directory I8 |, 151 testfeature i<,

BXEZ(EE |, 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI$88 ) AT M www.dell.com/idracmanuals E3REX,

EcEiEH LDAP B

iDRAC IRB AR A R SHFETREREFIHANMY (LDAP) RUIGIE. HIHEEARFEEBRRS L TEAZY R,

797 {5 IDRAC LDAP SCiEER | BAIAAR B RIRS ZEERE BRI TOEHREAR-AXR. BRIRSIMTERIFRR
1. BUEn , AR, BLURBFNAZEREHEERRNENEEMR. XEBRIEAE DRAC (TR E.

@ | #%: &M LDAP BRBSFIHET BEEFHNERIE (TFA) FE—FR (SSO).

£ iDRAC ET Web R HAECE B LDAP BERFE

E(EF Web REECEBA LDAP BRIRS | BHUTLATRE :
O | % BXEFTRIES, WS IDRAC Online Help (DRAC BXHLIEER) .

1 TE£IDRAC Web & , 2% iDRAC Settings (iDRAC &) > Users (FI/) > Directory Services (H#/Rk%) > Generic
LDAP Directory Service (i#M LDAP H#HR%) , Bds Edit (Ri18) .

Generic LDAP Configuration and Management Step 10f 3 (&M LDAP ELEFEEE 14, # 3 $) TETERYINER
LDAP IRE.,

2 ##&  £51EA LDAP RS RIE(SRTY SSL ISR IR F S REB IR EREREEET.

®| 7E: fEMER AT, FEFFETIE SSL ik LDAP 48 . {XZ#F SSL LAJ LDAP,
3 EEHENext(T—%).
1487~ Generic LDAP Configuration and Management Step 2 of 3 (i&F LDAP Bt EFEHE 2 &, #3$) A,
4 [SFEF LDAP MIFFHEREXTBMA LDAP IRSSESFIAFKFRIERES.

@5 BERWIES /A, HHEE LDAP BR%528H FQDN F#% DNS 7£ iDRAC Settings (iDRAC &) > Network (F
%) TIEREE.

@| AT, FXEFHEE. EMEEESHAF- DN HRREMNANEERR. Hib, Nl FH/EE.
5 EENext(T—%).
1527~ Generic LDAP Configuration and Management Step 3a of 3 (i@ LDAP ILEMEIEE 3a 5, £ 3 %) WM.
6 BB Role Group (Ffah) ,
1527~ Generic LDAP Configuration and Management Step 3b of 3 (B F) LDAP B EFEIEE 3b 5, £ 3 $) T,
7 IEEHRASPNEIR , SIZEXERINIR , R8T Apply (RZAD .
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@ | 3#: MFRMEHER Novell eDirectory 33141 DN ZFMER TUTEM: # GE2) . " (W32 .« ; (98) « > kT
), (ES) ®< UMFS) , MbFEEX.

ARHEISERIF. Generic LDAP Configuration and Management Step 3a of 3 (ififl LDAP BLEfIEEE 3a %, 3 H) T
HEETABHIRE.

8 WREBREBHMAGH b BESE 7LME8 L.

9 BEFSeER. @B LDAP BRBESEETTMK.

£ RACADM ECE&EF LDAP HERS

ERS LDAP BRIRS , {#F8 iDRAC.LDAP #[1 iDRAC.LDAPRole BH i3I,

BXEZER , iIB5E15 IDRAC RACADM CLI Guide ( iIDRAC RACADM CLI38Eg ) BTM www.dell.com/idracmanuals E3REX,

X LDAP BRI FS&E

ERILUIGL LDAP BRIRSZRELIGIEEHECE RERIEH | B2t LDAP BERAMAYEE,

£/ iDRAC Web FmEMix LDAP BRRFZXE

Ei LDAP BRIRFIRE -

1 7EIDRAC Web FREIH , % iDRAC Settings (iDRAC % E&) >Users (FIF) > Directory Services (BRk%) > Generic
LDAP Directory Service (ifF LDAP HFMR%) .
Generic LDAP Configuration and Management (i LDAP ECE M) I+ ERUFIAGER LDAP IRE.

2 B,
%ﬂg)\iﬁﬁiﬂﬂiﬁ LDAP iRERNBRAFIAFEMIER. BXBATERNAFEREHGTERNRNRBFRZ RSt EIET

| ;*: Z£B 4% Enable Certificate Validation (JSFIEHHIE) AI1ER TR LDAP i Eft, iDRAC Z3K LDAP AR$5 B4
FQDN WA Z IP H#ibR 5. iR LDAP AR%856 IP #bhiksiiR B, NLEPIEIELR, BEJ3iDRAC k5 LDAP fRE 58

fgo
@ | 5x: RS FIEM LDAP, IDRAC H%2SRNARAANSNERAS. WRKK, NoBEAFEANER.
RIS BT SR B,

& RACADM i LDAP B #RFZiEE

i LDAP BRIRSIRE | 1B testfeature M. BXEZER | 1555 iIDRAC RACADM CLI Guide ( IDRAC RACADM CLI
5E5 ) BIM www.dell.com/idracmanuals _EFREY,
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REHERN

REENERNABM T ERREETH/EMIEEINEN, IR LIS RFRARZ LR ESAIEN. HEEERTEEME
B, SRGWHER |, HINZRREENSNEBSREL. IRZAELCBRFRE | WSETHERER.

Q| BRRGHEEAR, SEAEREMNRERE. REAREFRAIEARS.

BEUTREA SRS EERERE

iDRAC Web 5

RACADM

WSMan

SCP ( RAEEmRENH )
Redfish

EFEEERIBMER F2 FHi%kHE DRAC iIRE

©) | T ERAYEER, S SIA%E iDRAC Enterprise IFAIIER BG4 5I4LPR .

BIERFLTERT | TR HI TR —E4E5S ¢

R FIRIRE

RFERIRIRE (F1FF/XTHBIR. EE )

FRIRM TR

RBNEME (##FEEL PERC)
PSR

BITHEF

TEHRALIRIE ( FlexAddress BRimf2 Eotthilt )

Group Manager 213

@ | #: BEATUERGL T HEEREHIE vMedia, BF AR BT HHE.

TR T ZEMEEA MRS THIARIZI TRITOEE.

FEFMARER

@ | *: SEENR AR, FXFHER IDRAC EX5ISHF. {82, vConsole & FIRH T 5| F4THIEI, & iDRAC T HIEERN

B, ZETTEH

& 32 FHEREALWHITE

E5R

RIFEFTIE

¢ OMSA/OMSS

e IPMI

¢ DRAC/LC

¢ DTK-Syscfg

¢ Redfish

¢ OpenManage Essentials

+ BIOS (F2iREZARIE)

EZELARESHMEHNE T
PERC

- PERCCLI

- DTK-RAIDCFG

- F2/Ctrl+R

NVMe

- DTK-RAIDCFG

- F2/Ctrl+R

BOSS-S1



E5R RIFEETE

—  Marvell CLI
- F2/Ctrl+R
M ER, BIRRIUNRESIRER
o INEPRER
o REEBREE (FFL. X, &TEiR)
« RBEE (180 PERC )
. }%\%/())MSA ®RE (OSBMC |3, WEER ping. OS &fR. OS

TEHVIRIE ( FlexAddress BiE ) Bttt )
Group Manager %513

O©| % EERHEERN, F4%E DRAC BRAEER OpenlD Connect BF .



B E iDRAC I ITR—ERUEEFER

ATIREECE IDRAC LARITERERER (1IERFAMAFD Active Directory B ) F188— (SSO) BEH (I&FTF Active Directory
) BYEE. SSO &g REREEIFIAIINEE.

iDRAC ZHFETF Kerberos A9 Active Directory ISIELASTIFERREEF SSO BR., B% Kerberos FER , 15215 Microsoft fjugd,
X/

Active Directory BB—E R B R ERIVAHREM

79 Active Directory FFPECE iIDRAC SSO EH

RS ZERAEERER

FEESERER

RS RER

Active Directory BE—&F F e e FEFENAREY

ETF Active Directory B SSO BB FEFRHIEHESFEIE

« iDRAC BY7E]5 Active Directory 1giZs$lISert @R, &N , iDRAC HHY kerberos IGIFLMT, #RATLAEFIRTXA] NTP THAERISAT
8, EPTIRIE , BSIR BEER X NTP,
1% iDRAC JEARA Active Directory HRIHEIILTHEM.
{55 ktpass TEARY keytab 3T44,

o BNV REMNEBRE—ER , i5MR1E Delegation (FiK) EII-R L/ keytab FIFIEHT Trust this user for delegation to any
service j(ZKerberos only) GHEMRBZHERBSTAF (IR Kerberos) ) %I, 1Z%IN-E{NIE(F T kipass NP2 A
keytab {45 A A F.

o BCENILEEELIEA SSO BER,
Bl#E Active Directory SISRFHRHATERER.
« X3F SSO, 1B IDRAC FREFMIAY DNS RsSe8EcE R MEIIX .

O| i: R EH B 5K E DNS Zif|RILE, Kerberos SHAMIES M.
. EENSSELISTRE SSO BR, BXTESER , BeE BB,

®| 7£: Google Chrome #1 Safari 1~373%{&F Active Directory #{T SSO H#=%.

1% iDRAC 3t 59 Active Directory tR1g gy E#1

1E Active Directory tRig= ¥ iDRAC :

=

1 BB iDRAC Settings (iDRAC i&E) > Connectivity (iF#E) > Network (FI4%) ,
RN = B/ R4E T .
TEETLAMRIR P I8 E%6HE IPvd Settings (IPv4 &3 ) 5 IPv6 Settings (IPv6 & E) .

IRIHERAY Preferred/Alternate DNS Server (B /%1% DNS BR35:%) P Bk, ZEEBEXAY DNS RSSES IP bt , J&F root
EHH—E85.
15642 Register iDRAC on DNS ([& DNS ;4 iDRAC) .

5 {2{t5%% DNS Domain Name (DNS i#4%) .



6 ISIUFMZZE DNS Ee&5 Active Directory DNS {52 PTHE,
BEXREMNESZ(EE. , 5505 IDRAC Online Help (IDRAC BXH1#EEN ) .

8l]#2 Active Directory X5 H 12 PR

53| E-TF Active Directory FrfE75 /) SSO

SIETF Active Directory fuEES AT SSO BRMTUTEE ¢

1 EERPE.
2 NIRERERE—AR.

@ | #%: sEAIAH AD FIF4E7 AD FIF.

& 5% ET Active Directory I B 75 R/ SSO

SIETF Active Directory ¥ FREHIRY SSO BRHTUUTEE !

1 1 Active Directory IRSZE5FEIFRIZREBITR. NIRITSFIKEAITR,
2 REMCIENRAISATHRIER.

Ol BUFERHEBANE, BAXTHLET—LRERE,
(ERRERI SRR BT SRANBPRIIR,
Zrr SSO ABF (BERAF ) iMIERER.
P EUFAEARAHIRER | LASIAIBEEAIREIS.

% %3 Active Directory SSO

%7 Active Directory SSO BEFRHITIATEE :

1 BIE— Kerberos keytab FHF , EEFTF0I3E keytab 3T{4,
® | i: 3384 iDRAC IP 8% KERBROS #4H.

33 Active Directory Fi FECE iDRAC SSO &%

£ Active Directory SSO BRELE iDRAC ZR1 , i5HRE =R ATARIRE M.
LISET Active Directory iIREFFIKFEY , ATLAS Active Directory SSO B & iDRAC,

1E Active Directory #161)iE  FELi#IT SSO &F

£ Active Directory FBJFEFIFLUHIT SSO B | idHTLATERE :

1 FERARNCIEREF.
HZE Kerberos AP > B > ik > Atk A8 H Kerberos DES fin&5 A

{FRLLTESTE Active Directory IRSZE8H4AERY, Kerberos Keytab :

ktpass -princ HOST/idracname.domainname.com@DOMAINNAME.COM -mapuser keytabuser -crypto DES-
CBC-MD5 -ptype KRB5 NT PRINCIPAL -pass * -out c:\krbkeytab



I RARIEEM

B Kerberos AFH "&HIR" ®RE.
42 Kerberos A > B > &I > SMEMRFHZREEEHA R (LR Kerberos)

O] ERALRER, iLER Active Directory AFEHAREH B,

4 B% Kerberos Keytab 34

773745 SSO FIERERERBMRIE , IDRAC IFFHITECE |, FESMK/I Windows Kerberos [48_ERY kerberize fRS5, iIDRAC EAY
Kerberos EREEIE5153E Windows Server Kerberos PRSSEZE /9 Windows Server Active Directory YL AR E,

ktpass TE ( AT Microsoft {E/IBRSS 88 %4 CD/DVD FI—ERDIREN ) AT EIE4FERIBFIKFRIIRS EAEFR (SPN) HEEEER
SHEF MIT 28849 Kerberos keytab M4 , WNTITEIMEBRIFEERSAS Key Distribution Centre (KDC) Z [EIEEIZ{EEXRR. % keytab {4
BEEH , BTFXIRSESH KDC Z[BFHS ST, ktpass TEMIFZIF Kerberos BHIGIEAIET UNIX BIBRSSBER Windows
Server Kerberos KDC BRFBZIZARIEIRIEIINEE. B X ktpass N FBEFHIEZ(ER. , ISR Microsoft [ :
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4R keytab XIEZ R , 1EAREIEER— Active Directory FAFHKF , LMES ktpass @<$HY -mapuser BT SRR, ot , f&w/m
BESIGERR keytab 14 HEZIRY iDRAC DNS ZFFERIIEZTR.

{858 ktpass TEARK keytab 314 :

1 7EFEEIE IDRAC METZ Active Directory FRFEFIKFPRItEIEEISE ( Active Directory IRSSE8 ) _EiB1T ktpass 2NFIFERR.

2 {ERLLT ktpass apSRllfE Kerberos keytab 344 :
C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME
\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out c:
\krbkeytab
INEZEEY g AES256-SHAT, ERSEEIR KRBE_NT_PRINCIPAL, BRSSEARBFRISIEGIEIRBFIKF B LRERF Use AES
256 encryption types for this account ({8 LM A AES 256 BT FiL,

@/ 5%: 3+F iDRACname 0 Service Principal Name ([REEHEH) , HERNSFE. EHL&TEHASEE, MR
TR,
3 BTUATHS

C:\>setspn -a HTTP/iDRACname.domainname.com username

BER— keytab 314,

@ | 3#: mRELIMAHAE keytab X IDRAC A PHIEMIEE, HOIRHA PR keytab . MRERAITRAIY
EHIE— keytab X, NIFTEERAE.

{#F Web R Active Directory Fi Fit & iDRAC SSO &3

EEIE iDRAC LU#1T Active Directory SSO B& :
® | i BEEIETNEE, 152808 /IDRAC Online Help (iDRAC BAHLEBEN) .

1 IGIE IDRAC DNS E#R5 iDRAC TLfRERINE SEICE. EHATIHRIE , 157 iIDRAC Web REH , 5% iDRAC & E > M4 >
ENEE , A/5217 DNS iDRAC BFEM.
2 BLE Active Directory L\ETFHRAESAEE REMDIRERFIKFE |, IBHITLATRANMINEERREE SSO !
. 1 Acti;;{g:irectory Configuration and Management Step 1 of 4 (Active Directory ELEMEIRE 15, 4 $) iEmPLE
keytab o



£ Active Directory Configuration and Management Step 2 of 4 (Active Directory FLEMEESE 2 &, #4%$) TEFIEE
BRR—BFER,

&£ RACADM A Active Directory fi FEZE iDRAC SSO &5

FEEH SSO |, SR BLAERCE Active Directory , FHEITLAT &< :
racadm set iDRAC.ActiveDirectory.SSOEnable 1

SETHS
IRV E
73 Active Directory FAFECE SSO B&g , BHUTUTEE !

1 1E M BHEEZE DNS IRSSEE IP FHEMLEE DNS IRSEE P,
BE "BRAIEM FHARN tiger.com 1,

% }éctive Directory AFRNINEEER ( HiEE2 SR HEE > &2 > A A AE > 4 > E85 ) |, 75500 Active Directory
.

4 FHERRFHER Active Directory AP EIEER.
£ Internet Explorer iR& , 0 *tiger.com 1 , W1 FF7R :

a HRZETH >Internet IR > R4 > &b Internet > 343 , BUEIEF BRI Intranet MR E. IEFEEHRII=1ED , R
JEREEEKLLIFIN *tiger.com

b 7EIE BFIFFREN , FHER iDRAC EHIBEZEN IDRAC GUI,
6 7 Mozilla Firefox I2&9 , 0 *tiger.com 15 :
o« [E5 Firefox NLSEEFHAE URL B N\ about:config,
LIRS X AMERERINE. WHEE auth.trusted.uris BIZEREN tiger.com 1 , (RIFIREFFRIANLEIES.
£ Firefox F¥TFRRESO , FE iDRAC EHIREEN IDRAC GUI,

(@ | #*: #1817 Windows 7. Windows Vista 3¢ Windows 2000 #{ERGHERE b, EMRETMRPHHITUTIER:

o WFRESE , £ "AHARIR RIS Kerberos IZEXEEFIINE NTLM FRE |, REHIT "EREE" B
« WTYRAR  mEMEmERTelE DWORD &,

ERSZEHERFER

ESFEEEH IDRAC NERREEE R 2T , 1BHRER :
« BB "BEE DRAC" MR,
EBHERGERAY iDRAC At ECERL Active Directory FEFECE B 5ehk.

MRS BAEREFRER, P4 SSH. Telnet. LAN _E IPMI S4THIIZFE RACADM ##EA . BX, MREHEHERHEERE,
NEEASBBA.

{EFH Web FEEAXERHEREFER

EERSERAERE RERIR

1 £ iDRAC Web FEH , #5%|| iDRAC Settings (iDRAC i#E) > Users (FBF) >Smart Card (HHEF) .
FEEN£ S~ Smart Card (28tF) A,

2 M Configure Smart Card Logon (ELEEEEFER) THEKEF , 5L Enabled (BA) LISHERERER  HEEE
Enabled With Remote RACADM ({FIixfE RACADM BH) . BNl , %4% Disabled (BZF) .

BXZ2ETMNESER |, 15507 IDRAC Online Help ( IDRAC BEHESED ) .

®




3 BENANARE.
{3 IDRAC Web REFHITHAURLER=HN , FASRTEHITERFER.

£ RACADM EHE ZHE®FER

EEASEEER , 15EH set e5$ LA iIDRAC.SmartCard B HIRTSR,
BEXES(EA , 15505 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 38R ) BTM www.dell.com/idracmanuals _E3EEY,

{EH iDRAC RE A HIiEF EHERHEREFER

BEFESERERERERIAE

1 1£ DRACIRELFIERH , #%Z Smart Card (FHEF) .
$5 &7 iDRAC Settings Smart Card (iDRAC & B &8E+) I,

2 EE Enabled (BEBRA) LUSHEERER. BN , 1551F Disabled (B£MH) . BXRXEMMNES(ER | 155H IDRAC Settings

Utility Online Help ( iDRAC & B /\FBTEFEHEEE) ) «
3  foxepdEBack (j5iR ) . Finish (52K ) flYes (£ ) .
EReEERINBGRIEIERE R,

EEEFER

® | 3*: 3tF Active Directory Ea:FEE, UHAERARESRIET BAR SSO BFH B iDRAC.

73 Active Directory Fi PECLE iDRAC E8EF&ERE

79 Active Directory P ELE IDRAC BREEERZHI , IBRREETHRTEHRIRS.
EFLE DRAC LARTERERER ¢

1 7£IDRAC Web REH , Bt Active Directory LAREE T EZRHAEY ELEERIFF KRS , 7E Active Directory BL EfEIE L

B1/470EF :
o EREBIIE.
o _FEEEN CA RIS,
o EK Keytab 3214,
2 [CHERERER. BXZETMINER , 1851 iIDRAC Online Help ( iDRAC BXHLESED ) .

FA A AL E iDRAC BEEF&E R

ZFCE IDRAC A RF LU TERERER

1 RBERERRAPIEBIREE CAEB LEE] DRAC,
2 ERERRER.

L ERFRAAED

EHBPIERZAT , BHREREE SRR EIAFIETRLA Basetd 8 SH. SHA2 IEBHEH,
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£ Web FHE LEHE&EFHPIEE
TEERE LRI
1 7EIDRAC Web REF , #% iDRAC X E > B > HEEF,

O|3x: meFBREBERME BN/ Active Directory FIFHEH.

EEREERFERT , ER5IE RACADM — 2B AL E.

REETNBAERFERN CRLEE,
BRI,

{£F RACADM L# & feFH RiIEH

BB ISR EAPIEP | 155 usercertupload X152, BXEZER , B

/) T M www.dell.com/idracmanuals LE3REX,

15K AT HITEREREMBVIES
HUTLL RSB T R B LIRS

BEE REREE IR R R R R EIRE R .
EREEESEPIER SRR,

NS P R SR R EM IR,

BMNRRENES  ASREHE.

BEFERIES.

BESRKIERIER.

B AT A PRI E MR,

BEEMFEANERRERE.
BMNSERER PN, HEERR,

EEHEREFHEIE CAIES
8 CATEBZAY , IR OA SEANES,

£/ Web A H LHEGEFHIFIE CAIES
EAT AL RERIUEE CAES :

© 00 N o o N NN

-
o

25 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 1§

BYERAERE-NEREME , AFRF— B REEERIERIES.

1 7EIDRAC Web BREH , #5% iDRAC Settings (iDRAC i#E) > Network (Ri4%) > User Authentication (FiFIEIE) > Local

Users (ZKithtFF) .
IS E7~ M PTUE.

2 fEUserID (FBF ID) %l , BBHAF ID RS,
587 Users Main Menu (FAFE3ES$) M.

3 7f Smart Card Configurations (B&:FEE) T , %% Upload Trusted CA Certificate (_EE3{5 CAITEH) , AT Next

(F—%) .
1587 Trusted CA Certificate Upload (/5 CAFH L&) =M.
4 NSFIERZE CAIEP , AERERA.
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£ RACADM #&E g+ LE == CAEH

= AT EEEEERIZE CAIMEH |, 15{#H usercertupload X5, BXES(EE |, 15815 IDRAC RACADM CLI Guide ( iIDRAC
RACADM CLI $8§&g ) ATM www.dell com//drocmonuas _F¥EEN,

EHEEFER
©) | 5*: B4 Internet Explorer L3S EFE 3.

BEAEERE

BR8-S , M IDRAC GUI jFH.

{858 http://IP/ fBENEk{ER FQDN http://FQDN/ B30
THEREREGE | BhRE%.

EINEIREE PIN |, FHERTR3T,

iDRAC 15 {EFERERAINER.

g DW=
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fii E iDRAC DA% ZER

ERLEZERFREATESHRIERAIRE, SRREAGINIATRENSME  ieaRESH, MREMSEUIHERIVA
HEGECREZMHEIESLAEREZR (BBFAMEF. SNMP FER. IPMI 4R, mfERSHHE. Redfish Bk WS B4 ) |, REZRIER
BRI WS MEERR. MREA—SMHERIEREE IR TRE (FINEFHSIS. XEERSKARRRE )  WSHTZER
5. BREATIEMHRE—NERIE

ZFECE DRAC LAKIXESR | IBHUTLATERE

1T BRER.

2 IEETLMRESRI ST BRI R,

3 ECERFHMFER. IPMIER, SNMP BB, mRRFHT. Redfish 4, BIERFHETH/5H WS BHRE,

4 [EREMERMEE, o
o BETHMEZIR. IPMIZHR. SNMP [ERF. ImRERFZHE. Redfish B, BERFHES WS BHRXZIEESNER.
« MNRERGHUTERSIS. KBRS EFIERE.

==

[E LR
TR ER
REEHEIR
REZIREIEH
IREEHEE
FCER FHRAESR. SNMP PafHaEk IPMI BEHE S
s WS =4
ECE Redfish Z4
AR GIFE s
. ERBEED

BERSERER

MFERERAXDEENBETHEITRMHERE , BONERERERENR. WREESERRENPNERESHEE.

£ Web FH /3 A ZHER

BEFEEERERER | BHRTIATRE

1 £ DRAC Web REH , RERE > R EE > ERAEE.
BERD S B ERITME.

2 TEERES
o ERB RS REIREMSHITEHRIE.
o RS RUSREIRE S S HRIE.

3 BENBFREFRE.



RIEERACE

EREREER , BHUTIATEE
1 EEEREERE MOREEIREE.
2 TEREEREESST  FUTIATERE
.« IEERERSH.

e Rl B AN,

e BB R OX LB AR &,
3 BEMAFRFRE.
@ | & BFEEED 1025, 1 AEMR1 M EREEUNARE.

FrAEREERNSHEREEREERHET.

£ RACADM B sk =&

ERUT®S

racadm set iDRAC.IPMILan.AlertEnable <n>
n=0 — E&H

n=1—B/2H8

{£H iDRAC R E 1R B HEEHER

B RS PR E IR S A R

1 1E£ DRACIRELNFERFT , %= Alerts (E3R) .
$5 R iDRAC Settings Alerts (iDRAC & E#4R) I,

2 7 Platform Events (E&EME) T, &% Enabled (B2BH) |, LUSHAEIREMEEHEE, BN , 1% Disabled (BEA) .
BXENES(EE |, 15518 IDRAC Settings Utility Online Help ( iIDRAC 12 B/\FETERFEAIE5E) ) .

3 ffkoxepds Back (fRIB ) . Finish (2R ) #lYes (2) .
IR B BT,

TR &R

BRI LMRIESSBIFFE M mIa E R,

{%£ F§ iDRAC Web B H FEikE4R

EREXBINFSIHTEER :
@ | & BMEERRERBAURNARS, LAUTRER.

1 £ DRAC Web SREH , ¥Z Configuration (BCE) > System Settings (F%ii&E) > Alerts and Remote System Log
Configuration (BRFTIERZEHEEE) .

2 £ Alerts and Remote System Log Configuration (¥iRFIEIZRZHERE) 2% , i%HF Filter (fFiksE)



RFETINR — RRAEFNERSRHEXIEERNAFE TR, ~MISEEEHE. BENE. REER.
TR — RS TRRSBINR S F RAERNER. ~OIEEEHEER. MIRHEER. EUREER.

B — RS, EENSEEE BB ZIRECESSE. SRR/ PCI-E k. BXAYRAD BEEE. &K
Y iDRAC #FHJIIE,

. B — TrERATNERRD. TOOERPERTHEEE. BERIENE. SFEE. BRRE.
. B — BRI T EM/ R R P EIR,
@ i xRS RE A
. TIEER
3 BETH—AESATEERER
- &
w
=&
4 EERA.
Alert Results (BFRZER) 2B EARIEATIARIBIFII S BRER.

& FH RACADM fEik &R

EFEER |, B eventfilters 655, BXES(EE. , 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8/&g ) BT
www.dell com//dracmonua s EFREN,

HEEHER

ERLIRBERXAEEBFRISEER , fINBFERMEER. IPMIER. SNMP [al. EERGEEE. B ERFAESHI WS H
.

5 Web A A EEHEIR

Z(HERA Web AEIRESMHEIR -

1 RIREEERE TR FIMEEIR. IPMIER, SNVP BEB#WEW/Z‘ZL&%?}EEI RE.
£ IDRAC Web REF , HERE > RARE > ERAETERZE QSR
FEXFT | EEUTARESEHN— B ER
==l
SNMP [
o IPMIE4R
- IEERHKIEE
. WSEH
. BMERZBE
« Redfish &4
4 EERBRME.
RENRFRE.
5 (°E) BRILARIENEMS. EHE ID BMRESFED  MAEUKASER D (NREEXER ) | HBEEMK, BXE
SEGFINAE ( BTREUREREH ) ERNSHERERER 1555 "EXERAE" |, Mk : grl.dell.com,
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£ RACADM & E H &R

EfEF eventfilters HSIREBBMHEIR, BXES(ER , 15SH IDRAC RACADM CLI Guide (iDRAC RACADM CLI #5785 ) AT
www.dell.com/idracmanuals 3KEX,

KEEREUNEH

MRRFHEFEATHSILEERERFAGEE BT , BLIEE DRAC LI EEREEFRERMINS4. NGRR3R, B
PCEER 0 B 366 K, {EA "0" FrREHESBHE.

@ | i#: b MRH “ELE DRAC” 1R, ARERBERSNE.

£ RACADM & EEREMEH

EfFH RACADM R EZREIME , 1565 eventfilters IS, BXEZ(ERE , 1557 IDRAC RACADM CLI Guide ( iDRAC RACADM
CLI 8@ ) AT M www.dell.com/idracmanuals 3KEX,

£ iDRAC Web A EEREMEH

REERSIE

1 7EIDRAC Web REH , #Z Configuration (EZE) > System Settings (R E) > Alert Recurrence (EHREI) .
2 EEMFF, RETERIEE. BRI EERMNEIRINERE,

BXEZIER | 1555 IDRAC Online Help (IDRAC BX##EED ) o
3 BERNA.

BREERENRE.

WEEHRIE

ERILUKBEEMHEF  IINERR LHTERSIS. RHSBEFIL. KSR HITERE.

£ Web A H % &S H%IE

REFHRME
1 1EIDRAC Web REH , #Z Configuration (BZE) > System Settings (RZti®E) > Alert and Remote System Log
Configuration (EFRFTERGHEELE) .
2 TEActions (12fF) THHZEES , B NEHHEE—MEE -
. EF3IS
. XTBREER
Power Off ( XIFERIE )
TiRE
3 EENA.
RENRRTF.
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£ RACADM iﬁﬁgﬁﬁwﬁ

EREERIE , S eventfiters <, BXESEE , {5515 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #585 ) ATM
www.dell com//drocmanuo s F¥REY,

it B FH R . SNMP BaEFEEL IPMI PERRS S

BB EFEERME BRI (SNMP) FIEREFEE RO (1PMI) BEBHA DRAC IR, WTFHEAETRNARS , BRI
BMETRERERIERIFEA IDRAC E’ﬂ?&%ﬁxﬁ flgn | EHPERRT AR B ETRE T R Z BSEN G 3 B SR WIERE
R A HER. SNMP VI v2 7 v3 8T,

EEILABCE IPvA 7 IPv6 IR BtR. BBFHMARE SMTP IRBEFIRE , AINXLIRE. BETLUSEREBERIE SNMP FEBHAY
SNMP v3 BB,

EECEFE TR, SNMP B IPMI BEBHREZRT , 1BHEIR

1&E7 Configure RAC ( BtE RAC ) AIIR,
ELBEEHitS.

ALE IP ERBt5

SR LAERE IPv6 B, IPv4 HEhELAREIT 1IPMI 23R8 SNMP BERH,

BX(EA SNMP SNIARSSEEATFTEER] IDRAC MIB FIEE (SR, , 15515 Dell EMC OpenManage SNMP Reference Guide ( Dell EMC
OpenManage SNMP 221855 ) AT M www.dell.com/openmanagemanuals E3KEY,

EF Web A HIXE IP ER B 5

B Web AMEELRBIFRE | IBHRATIATERE :

1 7E£IDRAC Web R , #Z Configuration (ALE) > System Settings (F%:i% &) > SNMP and E-mail Settings (SNMP F1eg,
FEpHiRE) .

2 %% State (AT ) EIZHEERBR (1Pv4 ik, IPv6 a2 IREER (FQDN) ) SRIZWIFERH.
BRESHLUSE) 1 Birttit, BXBIEMAIESZ(ER , 1BS0H IDRAC Online Help (IDRAC BXHVESES ) .
TEHEERERIE SNMP BERET SNMP v3 FF,

4 N iDRAC SNMP BIRZ/FEE ( RiEAF SNMPy I SNMP v2 ) #1 SNMP E54Ris 02,
BXBHEMNEZ(ERS |, 157 IDRAC Online Help ( IDRAC BXHEEEN ) .

O3+ AFRFEERTEEMN DRAC £2HH A MESIRHY (SNMP) EBRFEH R ERAN AR ZHE. EHEEFHAE
FHHE5 iDRAC BlFFEHFEHE. RIAMER “Public” (Ad) .

5 EUE P R AL IPMI 8 SNMP &b | i58E Send ((&1X ) ( 2BUTF Test IPMI Trap (MU IPMI FERH ) 70 Test
SNMP Trap (Uil SNMP &R ) ) .

6 EBikMA.
24 BRI EC E.
7 £ SNMP FEBHBRREo+ | SEREERTAXMEM BR EFEMHRY AR - SNMP vi, SNMP v2 5 SNMP v3 , AR A.

| ;%: SNMP Trap Format (SNMP B&B#&=) HETUER T SNMP faBk, TERATF IPMIFERE. IPMI FEREL L SNMP
VIR E%E, FLETAEER SNMP Trap Format (SNMP FEBE) &5,
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SNMP BEBATEZURNSERkECE.

£/ RACADM Bt & IP EiR B 5

BCEEHEIRIRE :
1 JSFRERH
racadm set idrac.SNMP.Alert.<index>.Enable <n>
2% iER
<index> Bir&5l. nreER 158,
<n>=0 EEFERE R
<n>=1 f= FaBERH
2 BeEPaM BRI
racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>
2% BiiR
<index> Btr&5l. oIFRIEN 158,
<Address> B IPv4, IPv6 B FQDN itk
3 FEoE SNMP REZFRFRE -
racadm set idrac.ipmilan.communityname <community name>
B L
<community name> SNMP A{EZFR,
4  EFLE SNMP BiF
« iZE SNMPV3 B9 SNMP FEBB 1R
racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>
«  FEBFBRRE SNMPV3 FF -
racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>
«  NBFEF SNMPV3 :
racadm set idrac.users.<index>.SNMPv3Enable Enabled
5 WBEYE, BN

racadm testtrap -i <index>

BXREZER , 528158 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $§R8 ) RIM www.dell.com/idracmanuals E3REY,

£/ iDRAC ILE HIZEFELE IP EiRB+F

EATLAER iDRAC IRB N FRRFEEZIRBIR (IPv4, IPv6 B FQDN ) , EHTIHIRE -

7E iDRAC Settings utility ( IDRAC iIREAFIERFH ) b, &= Alerts (4R )

1557~ iIDRAC Settings Alerts ( iDRAC IREBZ4R ) TTH.

£ Trap Settings (PERHIEE) T , SFIRAKPERAY IP ek , FHA IPv4. 1Pv6 Bt FQDN Bifrithilt, SRZeILUERE 8 M,
BNBRARFRFBEEFR,

BEXREMIEE | 15507 iDRAC Settings Utility Online Help ( iDRAC i& B /\FBFEFEIASED ) .

HOREATE Back (/IR ) . Finish (556% ) Ml Yes (&2 ) .

4R BB TSR ECE.
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Ao E B FEHERITE

ERJLABCE RS TR LRI F R ER. 51, EcE SMTP fRS=HINRE.
0)

7E: IR ERH-AR A5~ Microsoft Exchange Server 2007, iBHafR iR 4-ARSARECE iDRAC 13i%, LAEM iDRAC HETr FpfHE
o

® | S B TFEMEERIR IS IPv4 0 IPv6 Mk, {5/ IPv6 T4 57135 X2 iDRAC DNS 354 .

@ | 7E: REFERHRINB SMTP R %585, 185 1% iIDRAC T 5iZMRSB|IER. WMRBSHFAANE, EERLEMREHFEEER
fi%x RAC0225.

£ Web FHACEHE FHHERIZE

Z(HERA Web AEEERFHMHEIRIRE | BHUTIATRE :

1 1E£IDRAC Web RE , %= Configuration (BlE) > System Settings (R4 E) > SMTP (E-mail) Configuration (SMTP
[FBFHR] ioE) .

EINB VR TR HEE,
BAE Test Email ( USKEEFHBE ) THY Send ( &% ) MIHECBAVE FHRHEIRISE,
BEENA,
XJF SMTP ( BB FHp ) fRSE/IRE | IRULTFAER :
SMTP ( BB R ) BRSSES IP ittt FQDN/DNS Z#R
SMTP i[1S
IEE
- FBFP&
6 BREFENA. BXZERNESER |, 15505 IDRAC Online Help (iDRAC BXHLESED ) .

{5 RACADM it & 8 FHp &G E

1 EERETFEMEER  BHUTIATERE

racadm set iDRAC.EmailAlert.Enable. [index] [n]

O DN NN

2% 5 8B

index FEFEREBIRZRS . RVFRMEN 12 4.
n=0 SR FHMAER,

n=1 SRR FHBAEHR,

2 EEERTFHMPRE , BHTLAITERE

racadm set iDRAC.EmailAlert.Address.[index] [email-address]

% iR
index EETFHRMGERERS|. SIFRIER 15 4,
email-address RIS M ZIRAY B R F R,

3 BEEBENER:
racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]
B iR

index FEFEREBIRZRS . SRVFRYES 12 4,




S i3t AR

custom-message BENER

4 EWAEEREFERMEGER (NBEYE) | BHITLATRE

racadm testemail -i [index]

S8 1)
index ENRXAOE FAMEBIRZRS . RIFRER 13 4.

BXEZER | 15507 IDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8F8 ) BTM www.dell.com/idracmanuals E3REX,

B E SMTP BB FHR AR Fasitb g &

B IRECE SMTP RS LIS F M B R X E IS E B R,

{#F iDRAC Web RHEELE SMTP B FER¢FAR 85 bhiti& B

BE SMTP fggsastthit

1 7EIDRAC Web FEH , #6Z Configuaration (BE) > System Settings (R4ti%=E) > Alert Configuration (ZHRELE) >
SNMP (E-mail Configuration) (SNMP [FFEREACR]) .

2 WANEEEESFERRY SMTP IRFEZ[IIEM P it 2RER®E (FQDN),
J#$% Enable Authentication ( [SFIIQILE ) EIR , ASIREAFEMER (BNEE SMTP iRSERIABFPINAFETIERS ) .
BN SMTP i[OS,
BXEFERINEZER | 1§57 iIDRAC Online Help ( iIDRAC BXHLESED ) .

5 HBHENA.
SMTP IREEEE.,

£ RACADM fit & SMTP B FH EAR 5t ig B
BEE SMTP R FHBAARSS S | BHUTIA TR -

racadm set iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>

ACE WS E

WS BE4MYATERRIRSS (AR ) MRS (SR ) TR (78 ) RS NTRKRE SRS[FHIER (BRIEE
HHE ) . BXEBERK WS SHERRIZFHLITE IDRAC FHEIZS Lifecycle Controller {RMIABRAIE.

BCE WS B INRELUEILS Lifecycle Controller {RAVERAIZEER) WS EHEEFTERILBRIEERT IDRAC 1.30.30 AY Web ARSZEHMASZ

TSR TR, BT ANGE | 5205 DSP0226 ( DMTF WS EIEHSE ) . &P% 10 B0 (B4 ) X8 , LAT ARSI WS
SHNYAYESR. 7 DCIM {Rl4=HIBCE XA SHFNMAT Lifecycle Controller #ERARL,

Bt & Redfish E

Redfish EEYBETFEFIRIRS (1T1RAE ) LUBRSSES (B4R ) iEMFIE (1T17) | BE S Redfish SEAYEE (1BAMEEMS
BR) . XEK Redfish EHERRSGEAYZ AT LTI iDRAC FHEW SZE4HEXAY Lifecycle Controller 4E)k,

AR

£ PowerEdge FX2/FX2s #lf8% , #E8]JLATE IDRAC H/2F Chassis Management and Monitoring (HLiAEIEFNGN) |, LIBITHEE
EFMEIMESS |, B0 , EEUNAEZEH. BEEZHR. 5 DRAC RACADM f£iE CMC RACADM S FIEFHESEEG. thgERITF
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ISENAEDEEIRSEE | BME CMC REMBS, EalLUSIEIRE S Disabled (BEA) LUEEANESEME. BWABRT , LiZER
79 Enabled (22H) .

@ | & HLLREEY, LPAHBIRE CMC +, HRSFEATHNEEERE QA MNRERMLN

24 Chassis Management and Monitoring (HLFEEIEFINEM) HEITRE S Enabled (BEEA) |, N iDRAC SARANICRIES M. &£
RSB HSERE] DRAC BHFES , FHEERERSEHRINANEMRER.

CMC RIS RIS & Z) iDRAC, TERRSSEE LAY IDRAC FTLAIEE TIERIIER T , CMC 1581 16 NEEFHEARFIFHE CMC BE
1ICREAREM, Chassis monitoring (HLFENEM) 1RE )9 Enabled ( EEHA ) |, X 16 NEHERIXE iDRAC,

£ IDRAC HMIZIGR/DRATE CMC THEERIIZE |, BETELHR | BRIEURATR CMC B , FELTHRERIRERI RIS T,

&£/ iDRAC Web A H MM FHEH

E(FF iDRAC Web FREMSMMAESEY | BHITLUTEE :

@ | iF: FEHPUEFT PowerEdge FX2/FX2s #1#8, A7 CMC FiFRRES4ER TN AEEIR E AN R SR M
H:Ilﬂ-l.o

£ CMC RE" , B2tk Chassis Overview (HLFAHEY) > Setup (i E) > General (EH) .

MR ESBER THYAEE TREEET | SIEEEMEN , ARG,
[B5 IDRAC Web R , B Overview (#f35E) >iDRAC Settings (iDRAC i&E) >CMC,

EREFF[EXTHHNBEERIS T | RIS iIDRAC HEThEE THIFIRIERENE R,

% F§ RACADM M5mI# FS S

IR E(NERT PowerEdge FX2/FX2s fRS38E , RN CMC ISR F RN FHHHERIRE S NS EIR M IS A &R,
Z(#F IDRAC RACADM #aUATLAESR 4

DNy -

racadm get system.chassiscontrol.chassismanagementmonitoring

BXESER |, 15815 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI 3883 ) AT www.dell.com/idracmanuals _EREX,

EZREE ID

TEREH T ERERIER D B95IE.

&®. 33 ERIESID

"2 1D UL AR (AF MX E&)
AMP Erord RI5

ASR BEERS SHIEN=EX0

BAR Bin/EIR &Bi5/EIR

BAT it FEith

BIOS BIOS =18 BIOS &18
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BSRID

HiRA

HEA (AF MXE&)

BOOT

CBL

CPU

CPUA

CTL

DH

DIS

ENC

FAN

FSD

HWC

IPA

ITR

JCP

LC

LIC

LNK

LOG

MEM

NDR

NIC

OSD

OSE

PClI

PDR

PR

PST

PSU

5S4zl
R4S
AbEER
SMERRAEFE
eyl
IEREE
BsEk
=hEAE
MBS
i

M ECE

DRAC IP B

Sz

Lifecycle Controller
¥y

SRS
A&

AE2

NIC M FRFIRNERF
NIC e &
BRERFEE
RERFSRM

PCl iR
YIIERE
ERfazite

BIOS FFHLE#
FEIR

5154z

=2k}

ahrRss
QMREEARFIE
it
IEREE
BaEk
FhEE
UEESES

&

EHRCE
DRAC IP &8
BA

(NG
Lifecycle Controller
ey

HERRTS
BESM4

=2

NIC B ERZIRFERF
NIC e &
IRMERAHE
BRERGSM
PClIRER
YIERRLAR
BRI

BIOS FFHlE#E
FEIR



"2 1D AR A (AT MX E£&)
PSUA PSU AF7E PSU R1F(E
PWR FEIRfER FEIRfER
RAC RAC 4 RAC 4
RDU TR TUR

RED BT E B T

RFL IDSDM 1MJ& IDSDM 1M&
RFLA IDSDM A FFE IDSDM FR1ZFE
RFM FlexAddress SD &R

RRDU IDSDM JT£ IDSDM JT£
RSI IFEARSS eSS
SEC REHEN REEM
RAEBMHEE RREBEHEE RAEHEE
SRD 44 RAID 4tk RAID
SSD PCle SSD PCle SSD
STOR =ik &

SuP BB L BB L
swc WHEE RHECE
Swu RIFER RIFEY

SYS RHFER RAER
T™P RE RE

TST MR MR
UEFI UEFI 344 UEFI 4
USR FAFERER FAFIRER
VDR REHARL AR REHARLER

VF VFlash SD & VFlash SD &
VFL vFlash S5 VFlash 254
VFLA VFlash RZ7E VFlash RF7E



&R 1D ViRR HEA (AF MXE&)
VLT BE FBIE

VME RN REUAYER

VRM SIS EIESIS

WRK TIEER TEER



iDRAC 9 Group Manager

iDRAC Group Manager IBERT AT Dell 55 14 {UBRSS RS , LAERS iDRAC GUI TEAHBIES_ERIKEXIRSS 25 EIRALELAT IDRAC FIREXAR
SZERAVEAEIE, Group Manager FeiF XMany £HI& AL , THREMPIRNNAREF. SRTREFESHITERANIGEEE A
IRSBEBANFMES | MARENIGEIRS SIS IR FaTTE.

Group Manager 2—IRIFAIIHEEH B R Enterprise FFAIERI—EBS . RB iDRAC BIERAFEILATAIR) Group Manager ThgE,
® | E: AT RGEFHAPEL, Group Manager %A 100 MRFET = .

I
Group Manager
HEE
EEER
BCEZR
S
B FRIIRSSEIE
{ELVARE]
el S
Group Information (B8 ) ER
- HgE
FERmEARSS 88 L AVRIE

Group Manager

(% Group Manager I8 , #EE M iDRAC 225 |TEE,, Group Manager ¥GHMEE S Group Manager, Group Manager ¥l
IR TRFAZIBNEDN,

3. 34: Group Manager H 1% IR

IR WA
IV =EE] FRFHENNIERIE | BFEETHE GroupName (LHEFR) 1

Passcode (FRE) LUINASFERIE.,

@ |i*: B85 iDRAC FAERXE. &AW, — 1M EB5—41
LAHEXE, LUEER—EAFRIAFE IDRAC Z BN &t &

BEIERIREEIERE.
elfEEs sl RFECIEFE. ELIEREANSE DRAC IEREENE (Fi=H
B8,
HEIZZZH Group Manager NRIENMEBEMNFERFIMNETE | HEFIER, Y, &

ATLAM IDRAC ZE3|TRE%EE “"Open Group Manager”  ( $1FF
Group Manager ) , LAFEAEfEIRYE]mRi%518) Group Manager, —Bf&
£ER Group Manager , FAFFRESF 60 Mot , ABEHUTIHABE
—2£ Group Manager 2{E.

—H Group Manager JIgEE/SF , W iDRAC RILEENSIEBIERANAN— IDRAC AttiE, AiRIKEHRILUZES N IDRAC H , (B
iDRAC IR REER—MERIRALGR. BEFEXAE (INAFFAE ) , iDRAC WABSLEFHEHSEIA  AREMAFE. ABRT , SIET4A



1Y IDRAC #isE HEREEHIEE. FFPZTHREN T Group Manager HiEHIgsLAEHIZH, FI=HIEREEE Group Manager Web R
@, FHEHEET GUI T/ERE. MNRYaIIERHISEE&RIKHTE , N iDRAC FRESMZABIE— NI EEFIEE |, (BXAaE
TERLZAF. BidM iDRAC Z3|TaEEd Group Manager , #EBILAMFRE iIDRAC RRRIEE A Group Manager,

HENE

EREEEAEERMIRAELAAEERNE. MRIFEERAFERE] ORAC , NEEERBOT2EFSENERE. AEHERE
T (BENE ) KD A=NED. F— R0 Bl EUNRCEREEFAES.

Kb BEHIRSS AR,

ErE MRS HRESHRSSRMENER.

Doughnut EIFRIZEITININEERIRSS S ( REERERD A TmitiRSRIZR | LB EREBMEE TINTRIIRSR ) .
. ﬁﬂiﬁ%ﬂ@éﬁ**ﬁﬂﬂ%ﬂ%ﬁﬂ%ﬂ  NBREESE. ESENAEFEEHERNET , BEEAE. URKEEENE , WAER

=R io

EEHIER IDRAC ( EEFIREEHIRS ) .
BTANERDIRM T ERME EHTIRERMRE | B=1NE80 B 7B iDRAC RIFIER.
ERENETRMEREREISRE TRV , FEARITTRFRERIEERE. RSF[EERTET FRPAMARIIRS .

*. 35: REF/REME
REREY BiER
ETRR R ERS SRS TR,
FNE TR EEEFR,
iDRAC IP it SRIEINY IPVA F0 IPV6 b,
ARSSIRES ERRSIREER.
BE 7 Dell fR55E8HVBLE,
iDRAC 7~ iIDRAC FRA,
EIRREEH BRIRS IS DREFRHET B,
“System Information”  ( RFER ) EIRIRHXTIRS[ANFMES. | FIa0 , DRAC MEIERDIAS. IRSBB|EVBIRIRE. RER

SRMIE. BIERSZ. Brir®. T ID. IDRAC DNS ZfR. IRSSES BIOS M4, fRSSE8 CPU (SR, EZREFEURMEESR, EHaJll
T ENE |, S8R EEEN IDRAC 124 |, LITR—RRERETEBEME DRAC FR3|TRE. ERMERSEL , aTLU “More
Actions” ( BSRE ) TRIFIFRIBREIEE SaHTIRSSSETRISE.
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EEHR9 BTU/hr (BEHISHIEAN. BTENITE , SEIMETRERERE.

£ Web # EfC & Ih 3 IR RHK

EEEMRERIRRE  BHRTLUTERE

1 7EIDRAC Web REF , EEEE > BFEE > ThR LR,
LRI RRISIR & B RETh ¥ EIRBRFIEES .

EEE FRTRIER.
fEThE EBRERS , LARUFR BTU/ hr SR RSTRHIRY_EIRE D EUMAIIER LR,
AR A LAN FRZIE.

{5 F RACADM it & Th 2R PR &0 S B

EEENRELRINE LIRE , BLUTXRES set tpfER.
¢ System.Power.Cap.Enable
¢ System.Power.Cap.Watts

System.Power.Cap.Btuhr

System.Power.Cap.Percent

BXEZ(ER , 15215 iIDRAC RACADM CLI Guide (iDRAC RACADM CLI $8R8 ) B M www.dell.com/idracmanuals E3REX,

£ iDRAC B E NREFAELEThE FIRRHE

EEETRERRRE , BHTLATRE
1 7EDRAC IREBELFEFT , = Power Configuration ( FEJEECE ) ,

O 3F: (N MPR %M IFIE & T # MRS, Power Configuration (ELRERE) $EHEA
H.

A4 27 iDRAC Settings Power Configuration ( iDRAC I EHEECE ) TUME.

B BLASFThE LR, BN, SR,

(FRFTENANRE | TR P EXHTE ERREE FEAFTRIIBRE.

BXETNESZEE |, 155058 iDRAC Settings Utility Online Help (iIDRAC 18 B/\FIFERFEAE5E ) .
4 {foREE Back (f5IB) . Finish (5868 ) Ml Yes (2) .

HIFREEERE.

Fic & RIS i I

B AR EFRIRIREIEIN , MNTTARREE. A& BT REEIRIE.

REREBIREFIE  TEETRBIFEE (PSU) RIERSH\RMXA. X, BR PSUBALUAEESRAEEERE. X
BRI ThREFHE R AT RERSTUETFALAY PSU.

FEFS PSU &4k |, PSU1 BE PSU2 EBRJLAECE 9= PSU,

ER#&EAE , PSU AIREREBRZENASEHENERAS. REATRER | BER PSU ZIEERIEIRERILE.
— PSU T AR , FHEEARORIR ; 5—1 PSU LTHERIER | FHEHOERIR. XBEMAFERA PSU K 1+0 &
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=X, HEEAREA. WEFA PSU- I TFHEEE A L, i PSU-2 (I FEBE B+, IIEEERMEAINEENERT ( BHARH
HAEE ) , BiEB INRFEIES , HFomMAZE, MREATHER WA PSU ZiElEo iR Mt 50% MBRHEE , HES
% A FIFEEE B IBEEBHERENRT.

DIERFEERSCARHFETIR SATMIThZRAGLLR, SSAIEREAURIER , IRSBBSAEVRIASEEDOEMTIR, BABRT  IRE
HEFLERS L SRS,

£ Web A HEACE BRI ZFIZEN

ERCEARIRIREIRI , BHATLATERE

1 £ IDRAC Web BEH , #Z Configuration (AZE) > Power Management (EiE&IH) > Power Configuration (FFECE) .

2  7E Power Redundancy Policy (FJETURRME) T , MERATEANEN,. BXESEE , 152158 IDRAC Online Help ( IDRAC BEHLES
BI).

3 BENR. BRREENCEE.

£ RACADM Fi¢ & 7% &k In

ERERIRIREIAT , B THRES get/set ap<ERA -

* System.Power.RedundancyPolicy

¢ System.Power.Hotspare.Enable
System.Power.Hotspare.PrimaryPSU
System.Power.PFC.Enable

BXEZER | 15507 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8F8 ) BT www.dell.com/idracmanuals E3REX,

{£F iDRAC % B2y HiZFFilic B BRI &Ik IR

ERERRISHEIEN , EHTLATRE :
1 7EDRAC IREBE L FEFT , = Power Configuration ( FEJEELE ) ,

O 3F: (N MPR %2 IFIE & T H I IAMAY, Power Configuration (ELRERE) $EHEA
H.

147 iDRAC Settings Power Configuration ( iDRAC I ERRELE ) TRME.
2 TEHIREEERT
FEFEEEEFE power supply redundancy ( BEIRIZETTR ) .
[EFBEXEEA hot spare (&R ) .
o i&E primary power supply unit ( EEE]RIZE ) .
. gﬁ;ﬂﬁ%"—fﬁﬁ%%%ﬁl&Eo BXRIAMESIER | 15515 IDRAC Settings Utility Online Help ( IDRAC IRE/ FRFEFREXHIAS

3 HXEAT Back (/5B ) . Finish (52A% ) #lYes (2) .
EIRREENCRE.
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B S R R4

EEARSFRAZERS LRBEIRIZHE

1

£ IDRAC iRE/ANFBRERF , #£Z Front Panel Security ( BIERZEM ) .

IltE+% 27 iIDRAC Settings Front Panel Security ( iDRAC @ BRIEIRE M ) TTH,
154 Enabled ( E/E5F ) LIS FRBIRIZHzL Disabled ( B2 ) IZEREiZIZH.

R e Back (fSIB ) . Finish (556X ) Ml Yes (&) .

BIRFIRE.

ZEBRA]

ZAEILED AIFE Dell EMC RSB FEFRASETT TRIREEITE. ERILUBY iDRAC Web REBCESARICINER , 77i52SM
FRE > RGRE > BHRE, > ABEE. B8 (ERRT)

REANERES (AU, IR, BREM )  JLUERRRRSSEAS MBNIHRFERNL. EMRERERT—/ DS
EFHEREXRRERER.

BRI B EN AEGIEEAIM KB LR EGEER. BEILHENEBEINGE. SIREEHRE.

B EFRNUEEIRERGT |, SEAHFEREIIAMENRE. Bt , XeF R AR AN FAZRATER,

HRIE LFM E0R (ZMRR/ O - EREZATIANE | BIEE PCle RITSSIMEEK ) |, FBHthRTE MEER PCle SR,
EEM IDRAC REPERIERERFRES |

a  THERSISRAE MNEERIRA LFM B8N,

b THEEEERN PCle REARBEMSE ( [EH. REEH ) .

c WRREHB=SF (BFEXHNEENFR)  THEECXIIEENRE LFV,

d IREF=HZFHNBEENE/N LM E , LIESEE#EE X SAF AN EE X RAUSEFI-RSEER.

E&M IDRAC REFRMAFEREMRFASRISR (CFM |, SIJ5ERR/2H ) |, NTIRTFET SRS EE CFM iBFERISR ST
EROSiATFE.

AFEENEIEE | RREENY (KRS AME/ B , FatiR) , BEXNEEESER ( &/ NEEE , XE
EERE ) LIREEXAFSIEEIRE.

a  REHXLREHMATFNEREEERREESHRMIUNILE , ERRTFNEEERTRISINER.

Of x: S EEMBRAEE— BN, BREASE=7 PCle ERMNRFRE . HAEZHEZHFEHSRT
BELLSCPREIFRAJ/RESHEL, MARFAETHASE=ZS TR LFM A REIIRA .

b BEMHSRIEE" ERHLSHSIEERSEEFAEIIRE.

O sErn, EXLRENTESRT, BHSROBRERE S TSR AT (B, e
%ﬁg;g%&iﬁ 45°C, BRABHSEE [H0 30C] URMBEE[SRGEE, KSK], ZMERLT
c "EELR" EIUES 141§ PowerEdge IRSZE[AVIIIENE. EAIMRE CPU IFEHIZHINEEREMES LR, XZRSHE

R, FAIRERFERFIEE.
EFHBNITAHESASE (BUAITEINER ) IBERARE. TURHEDNRAIRGIFIRSIIEEE.
a AHHSREIEMRISRSKEIFELE,
BEMNBEMREESIER. BEMNMEE. ERGHNEDIIRE. ERTRHEFNRSER.
a BMENEERZRIFEREIEE  HEARKIERSSD (—RMS  EULEEBEIF) .
BENEHREREURRE (©F ) BrsiFaitsE CPU RISRIUCALSARR.




X PR FHRATHRIBUEM . B AN ER(E

X PIIREIREHITRIREM. ENFIECER(E

o WEEEOR (NIC)

« REMBIEESES (CNA)

o HREME (LAN On Motherboards, LOM)

« T+ (NDC)

«  EER (Mezzanine cards , {RIEAFIATIRSSER )

25 NPAR :SZ CNA 1Q§JZE'J$5E§3\|ZZ§U , IRTERRARA 170 #RREME (550 : 1P btk, it EEhEEfIEERR ) 19 XKK
B (a0 : wEASE ) . LU VirtualizationMode BIHZE A NPAR S EZBEL X ERFFEMEUIRE | IERSKX

TRIEEREER CNA IRFEE |, TJREGEN DRTEIIRSHNORFBLI R EMRIEE. BRSXE | iIRBE /0 fiREENS
XBXEM. ELUE VirtualizationMode BMHIRE A NPAR B BRS X LRI MEIRE (140 : NicMode ) , LUBES
X,

=

B EMNSENIREIR S
o FEBMAIEN FC HBA iR
o oSECEEMMNE. BoSENEEEIRNKE

FLilR A AN A PR 4% 2

EA LI N ERRTIINERENE TINAHEERRIRS
MFEMRE  EUUEERONERNSRALITER

o PERRIRES

- Bt

o IREMIIEE

+  Receive and Transmit Statistics ( EWFMEESFITEUE )
iSCSI. FCoE Exssf1BEtMER

{EF Web 7 15 L& &

E(HE Web AEEEMKIZHEE , iB4EE System (BSE) > Overview (#UE) > Network Devices (R4Zi#%&) . BETRMLER
#THE., BXENEMINESER |, 158158 IDRAC Online Help ( IDRAC BXHEEED ) .

{1 RACADM &5l 4& 1% &

EEEEXMEZIRENEE |, 5 hwinventory F] nicstatistics #55.
BXRESER , 528158 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 88 ) BIM www.dell.com/idracmanuals _EZREY,
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FRT IDRAC Web REIHERAVEMELISN , 8 RACADM B WSMan R AT sE R ~E th/E 4.

1 3

R E]

XSRS eI B TR ERSEHBRESIR P OINEF AT S, iDRAC 9 15iEid iDRAC IEEME LI, LthIhgEn
IHEMWETEE. F5. WNFA4EPRSSNE— N EDI GUI st RSIEEH TR EAIMIERR. IDRAC 9 BhRY "IEEIE"
IR T 3 Lim O 2RSS ESAIMZE IR O RO IRRRETFN iDRAC (integrated Dell Remote Access Controller) & BinOERINFMES. Fr
BESXRFNMERTICENAmE , & "EHE0E" PEEL.

AR RS SEMNMEBIEREH T NMOETINIEHER | MErLAITEEE TSR MERRIER.

EERANEHRAERZEIIRSS 25 im L7 iDRAC ERRORIATEIROESE. IRSSAEM SR BIEARLAE PowerEdge LOM, NDC. XREFR
#0 PCle Bi¥IN-RA%GRA.

EEEMNERFEENE , EEMERYE > BX > MEIEE > M%IE& FQDD > mOMaX&Ed.
&AL A iDRAC i E > BT > SR E L ESEENE.
S ET AR IDRAC R E > R > B RIEE > TR E LS EEEZREENE,

“EEEE" B8 racadm SwitchConnection View fpSilis , BATLUEIT winrm G EE.

FERERIEIR L

=)=} EEERAAUEREERNE. BAERT , EFER R,
K& NSRS IDRAC IRE THIFERAL E /S AiEEIEED , WEERERMA.

ZHHER ID BRI IR S im O TIERRISHRAAT LLDP 4148 ID.
ZHEHROEE ID Bk EinOEREIRIR IR HRY LLOP ik 1D,

® | F: —EEBEEAH A #ROER, NHILER ID M3HmOERE ID TH. XKNREFRESEELERS. X8
4 IDRAC ECEPRAVA AT LUSBOERMLE R E .

R ERER
BRI BV RE 1D RECHAATIER: D RRATER.
®

i 9n5R iDRAC RARRS5 25 ML % (18X iIDRAC ML O FI3Z AL AT HAIR ERES, FEBTRMNES, ZiiliERR
MBI O ERE R CH 5 HHARRIHT, MNIRHERMZRRERERNTREAAARBE R AEHNEE (REH
ENEREKE . ERPFED, CEIRGRNS, ERAAEART, FRTENES.

BRI E A RER(E
EIGEROEIRANE 588
i

DhRE S EEMEINREHER | EEEEIELSIES A6,
FoskiE RS MR IEH R O KERROTHE S K.
TR IR EREA LLOP, MERRERBIRA LBAT LLDP,

EE TR A ST AN EI T RE.



A RERDEIEIIE i5ER

iR

EETRO%E REAERERLIE , AMEEHERROERCXARRREC K. ERRFIEIRFEZNEIFRERIL
SRENER RIS,

BHHHIE BERAIRIRNIER 1D AR OER D 5.

EEFEAL B ST A R P 4R 45 Il 2R
TR SIS RN,
HiER E 53]

Broadcom
e 57414 rNDC 25GE
«  57416/5720 rNDC 10GbE
«  57412/5720 rNDC 10GbE
« 57414 PCle FH/LP 25GE
e 57412 PCle FH/LP 10GbE
* 57416 PCle FH/LP 10GbE

Intel
e X710 bNDC 10Gb

* X710 DP PCle 10Gb

* X710 QP PCle 10Gb

e X710 + 1350 rNDC 10Gb+1Gb
» X710 rNDC 10Gb

* X710 bNDC 10Gb

*  XL710 PCle 40Gb

« XL710 OCP =k 10Gb

* X710 PCle 10Gb

Mellanox
e MT27710 rNDC 40Gb

*  MT27710 PCle 40Gb
*  MT27700 PCle 100Gb

QLogic
e QLAMG2 PCle 10GE 2P

*  QL4M2 PCle 10GE 2P
*  QL41262 PCle 25GE 2P

FRFMAILEN FC HBA & &

SRR NS S R AT EE R AIEELSE (FC HBA) BB TN HEEERIREM. S23F Emulex #1 Qlogic FC HBA, XJF
81 FC HBA IRE , B ABERIRONLUTER :

o HHERSHER
o WOEM



Receive and Transmit Statistics ( EWFMEIEFITEGE )

@ | #%: Emulex FC8 HBA RE 3T H¥.

5 Web R M FC HBA &%

E(FH Web REEZE FC HBA IRFBSE, 54 E System (HR%) > Overview (#f%) > Network Devices (%%i%#) > Fibre
Channel (EAEiE) . BXETHIBEMHIEZER | 15217 iIDRAC Online Help (IDRAC BXHESED ) .
ITRER R ~EERS ( FC HBA RJFRY ) # FC HBA IRERHIZEEL,

£ RACADM Y57 FC HBA & %&

E(FAH RACADM &E FC HBA IR%{ER , 158 hwinventory @<,
BXEZ(EE |, 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI$8R ) AT M www.dell.com/idracmanuals E3KEX,

RSEEEUME . BRIFMEFEFEBFRE

SIS EETIEC S Ebi, B FEERRE | FHNABAMREE. EAFNAEFETERISENNAIRE (8,
BERGFENBD. AER. PERICRAER) , AR UETZERERSHEA MRS, XIEUETERESRE |, B2
BRENWITERFRESEFHFEE B —NRFEIEK.

IS

o FEHL MAC btk
o EEHLiISCSI MAC bt
o [EHLFIP MAC ittt
o A WWN
EHL WWPN
® | E BRI AMKIEE, FREERMIEERH R E BB Ak A,

@ |F: EFRBEW FIP. E#l WWN FEE#I WWPN MAC B HRIFELE R L, E# WWN FIE#I WWPN MAC B2 GBS Bl
FIP BB EhECE .

B EF 10 tRRLIRE | AT LAATLATERLE

. BEEEMEFIAEEIRS (H30, NIC, CNA, FC HBA ) AIREHIMELE,
. BECESENEE (XIRITF iSCSI 1 FCoE ) FIfFiEBiRgE ( XK F iSCSI, FCoEFIFC) .
. IEEERS AC W, RFES/AERIHREEH SMEESHE.

FREMIEIE. EEnsEEiE R ERET SRR EIRIEX ERIFACIESNAREEN , 5iERYE NIC, CNA 8 FC HBA IR%
EREEHEEREMALEER. RIS iDRAC £ARIRISIRESRLH I/0 fRRIRERIFA M.

{REER VO FRATIALE , BAMSRIEA SN, SRARERETIH  REEPRIERIKIRBRBRER.
@ | & WEERRE, EETREMLZH, TETAENNAE.

3 #F 170 #RIR AL ThRERYF

TERBHT I /0 FRRILCIIRERIE.
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&. 43: 38F 170 FRRIALIhEER
FER

e

Broadcom

Intel

Mellanox

Qlogic

5719 XEFK 1GB
5720 PCle 1GB
5720 bNDC 1GB
5720 rNDC 1GB
57414 PCle 25GbE

i350 DP FH PCle 1GB
i350 QP PCle 1GB

i350 QP rNDC 1GB

i350 2K 1GB

i350 bNDC 1GB

x520 PCle 10GB

x520 bNDC 10GB

x520 KE- 10GB

x520 + i350 rNDC 10GB+1GB

X710 bNDC 10GB

X710 QP bNDC 10GB

X710 PCle 10 GB

X710 + 1350 rNDC 10GB+1GB

X710 rNDC 10GB

XL710 QSFP DP LP PCle 40GE

XL710 QSFP DP FH PCle 40GE

X550 DP BT PCle 2 x 10 Gb

X550 DP BT LP PCle 2 x 10 Gb

XXV710 Fab A/B B 25 Gb ( FFMX FE&)

ConnectX-3 Pro 10G 322+ 10GB

ConnectX-4 LX 25GE SFP DP rNDC 25GB

ConnectX-4 LX 25GE DP FH PCle 25GB

ConnectX-4 LX 25GE DP LP PCle 25GB

ConnectX-4 LX Fab A/B ZE-k 25GB ( SHFMX EE)

57810 PCle 10GB
57810 bNDC 10GB

57810 322K 10GB

57800 rNDC 10GB+1GB

57840 rNDC 10GB

57840 bNDC 10GB

QME2662 KE+& FC16

QLE 2692 SP FC16 Gen 6 HBA FH PCle FC16
SP FC16 Gen 6 HBA LP PCle FC16

QLE 2690 DP FC16 Gen 6 HBA FH PCle FC16
DP FC16 Gen 6 HBA LP PCle FC16

QLE 2742 DP FC32 Gen 6 HBA FH PCle FC32
DP FC32 Gen 6 HBA LP PCle FC32

QLE2740 PCle FC32



ISR

xE

Emulex

%55 1/0 #5

TERBMH T SHF 170 tRRIULIIEERI NIC BHRRAS.

iDRAC 1% & AEIZ S EC i HHE R 3 7% & = ey il i ik /

*  QME2692-DEL Fab C EE+&
e QME2742-DEL Fab C £EFR

FC16 ( X/FMX FEE&
FC32 ( XfFMX EE

+  QL41262HMKR-DE Fab A/B 22K 25 Gb ( I#F MX FE
+  QL41232HMKR-DE Fab A/B SEE-E 25 Gb ( A7F MX E&)

LPe15002B-M8 (FH) PCle FC8
LPe15002B-M8 (LP) PCle FC8
LPe15000B-M8 (FH) PCle FC8
LPe15000B-M8 (LP) PCle FC8
LPe31000-M86-SP PCle FC16
LPe31002-M6-D DP PCle FC16
LPe32000-M2-D SP PCle FC32
LPe32002-M2-D DP PCle FC32

LPe31002 -D Fab C SEE-E FC16 ( X7F MX F£&)
LPe32002 -D Fab C E+ FC32 ( X/F MX F&")

D4t IhEeRY NIC EERR A

7£58 144X Dell PowerEdge fRFZE8+ , EUAER FERMHEHTRY NIC B4,

iR S ECHE U FNFF A MR BR 1T N

TREREMMIIETR (VAM) BCEFIFA MR T AR,

& 44: BN/ RS E I RHFABERITA

OME Modular 11 iDRAC i EpytE
;&:ﬁﬁaﬁi&ﬂtmﬁﬂk R

EERTEs bl ITfEs ECitiE

EEAInES Eiblt RS ECIHER

EEAES bl e EoitiEs

CEAEES bl IS ECitiiE

CERTES it RS B

CEAIRES bl e SRR

10 #7iR#E iDRAC & SCP B AR
RIThEERTS
== EfltbhrEsE BB VAM {T39R7F
(VAM) EBcE =
=)= RELE VAM RENITE D Eotit
[REd=s! {8 Lifecycle BB NZEEATE
Controller HRMHAY  ECHELE
BERE
[kd=e! KECE VAM BB RIS Eetbit
[=)=)zE! VAM BEE BB VAM {T39R7F
rea
[=)=)zE! KELE VAM RE I MAC 1B

ik

B KSR - 1
ittt

RE TR it
FRAL - REAE
THSALE - BT
RE NS it
IRBRISALE - T

AZIFRFA M. BUR
=t



OME Modular 1) iDRAC FiEERIHE 10 #7iR7E iDRAC & SCP B MR ERiE A MRS -
;ﬁtﬁﬁﬂﬁi&ﬂmﬁﬁ% A HIhgERTS ¥k
EZmEiTES B mESEbiHER  B&E {888 Lifecycle ZEERRY Lifecycle  ASIHEAM. BUR
Controller H2{H1AY  Controller BEE{3IA <17
BIRERE ==
EEMAnES R ImEsEittiE, BZ2HA RECE VAM RENEE MAC #E  18E 9 MAC it
bl bl
EEETEO ML HRAER EEA VAM BEE BCER VAM (35417 WRRHERIFAM
pes sk
ERFITEL B FEAET (=)= KECE VAM RENEE MAC it RS MAC it
bl bl
EERITES B SERATIESR BZH {558 Lifecycle ZEHIRY Lifecycle  ASZIEEAME. BUR
Controller B2ty  Controller B2 {354 £17H
BIZEE 7=
RO EHE FRAER EEH VAM BEEE BLER VAM (35417 WRERHERIFAM
res sk
EZAIES R FEAED =)=z RECE VAM REIEE MAC I8 RS9 MAC HB
it itk
CERTEO B HRAER [Ske3=s {8 Lifecycle ZEEBRY Lifecycle  ARSTHEAME, BUR
Controller B2ty  Controller BEE {354 <17h
BIZEE pexay
CEREEO B HRAER EZH FELE VAM RENEE MAC b IREEEHE MAC it
HE 1k
A Y
FlexAddress #1 10 ¥rs1RBO RS 1TH
#%. 45: FlexAddress 1 1/0 #RiRHIRZITHA
FlexAddress #£ 10 #5iR#E iDRAC F EHi5| S AHITIE o e EXNSISAB VAR
%A CMC hEITIEERA  BITHAERA AR VAREERE AT
B FAESEEAN Bi5A B2 M CMC FlexAddress #R3#E FlexAddress i
HIBRSS 28 %
TER  EBFEE BB B - iEeiEA IEREENUENE  RIE FlexAddress #i
FA 54
=H = EieEEE
[Ske=2 [edzs!
B VAMBAMER SiBf BZH M CMC FlexAddress #RIE FlexAddress il
BRINAEAIARSS 25 %
EEA EEA 2 - iEeiisa REREEINENE RIBTERIERRIR
=1
S M CMC FlexAddress #R3¥E FlexAddress i
%
[@dzs] EEH B - e A EREEINENE RIBTERERIRR
= =



\ FlexAddress 7E 10 #7iR7E iDRAC &f  EF5| SAHTER o e EXNCISAH VAR
S CMC SREITEERA  BHBERA BVAMA AN VAREIERE TR

[ k=3 B

BHA®ER 170 Rt ThEE

BE  REERFRSISEREE  RERRENS ISERGN. ERILUSA "1/0 R THEELISEIS IS/, MRERILL
IIRE  ERERBERZERBHZENREEIIEIL. EassilFERmENE | BMATR X BIOS BE. REEEMSISHRF
BE—XRRFENMTe , FHE3I5 | SAEMERER T,

[BR 170 #RRIUALTIREZ AT | BHRR

- BIRAER. REMRGEHNIR.
BIOS. IDRAC #IM-REEH NEHEIL.

FBR /70 FRRMUCTIRES , M IDRAC SHHRSSHRECERE XS , £ SCP HHEXFRHRR I/0 tRREM | RAEBIXHEHRSA
iDRAC,

HX SCP X aMEAY 1/0 R ThREBMERIFIER | 15213 www.dell.com/support IR NIC Profile ( NIC EZEST{E ) 1A
X1,

O© | 3% FEMSHKIE VO FRRGEHIIER M.

5F Web R H/BRAEMA 170 #riRtLThEE

BERASEER /0 fRRUATEE | IBHATLATERE

1 7E£IDRAC Web R , #Z Configuration (AR&E) > System Settings (Z%;i% &) > Hardware Settings (F{Hi&E) >1/0
Identity Optimization (170 fRiRHLL) .
FEENS 7R 1/0 Identity Optimization (170 Si4L) M.
EATE 170 Identity Optimization (170 Sifk) LI , %53 Enable (BR) ERLASRLLINEE. B2 , NIiERRIEIET,
BFENATTNRIRE.

§5F RACADM BRI EMA 170 FriR i Ihae

ZER /0 tRRLLIIRE | BERLAT SR

racadm set idrac.ioidopt.IOIDOptEnable Enabled
BRLTIRES | BREMENREFR S sEEREE.

FEF /0 tRRUATHRE | BERLI TS -

racadm set idrac.ioidopt.IOIDOptEnable Disabled

ZEE /O RRUHIIEEIRE | BERUTHS :

racadm get iDRAC.IOIDOpt
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Ao E A RIS E

BI(HEA 10 FRRIhEE | SRR E RIS B TRERATRIBIRESTA , NREEIEE, BaitsfiEiEEngERIREB

iBkR. BT EMASAERE RSN AT RATEERRENMEm Mo X, HEMMBIRESIFHHEIREZENRETH

~E.,

@ | 7F: IREFHF A RETHEEZ B ARIAE, MZINREETIMEATTRIEESIE: WR#E DRAC £
VirtualAddressManagement J&141% E % FlexAddress (IE MX ££&) = RemoteAssignedAddress (MX £&) &, FEMREE
CMC (3E MX £4) = OME Modular (MX E&) M FlexAddress B¢ Remote-Assigned Address Ihf; iBfEIR1E IDRAC

1% VirtualAddressManagement B4 B AiEHl @R, ZEHAE CMC 5 OME Modular /3 F FlexAddress 5 Remote-Assigned
Address IfifE.

A LARCELA TR MRS

 FEHUBHE © SHENMHERIRE
« RERUBHE - AFimENAtERIRE
[Bzhes
iR

TERFRIFAMERIBZ AT | 1BHHIR

© IWMEREEDHITORERSM B B "EENRERRRIREM BIE.
FER 170 tRRILICINEE

ELUTERT , BMHIEIERE Lifecycle Controller Hi :

[EFEEREER 170 PR ILTIRE,
FAMRBREEL,
J;'Slﬁuiiﬂim B EMEIREFATRIFRE. R ARENRERN AR ERERENECRE—FATH
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iSCS| Initiator (iSCSI BzhE]) IPva #EX T HIRRIAE IPv6 R THIRRIAME
IscsilnitiatorlpAddr 0.0.00 "
Iscsilnitiatorlpv4Addr 0.0.0.0 0.000

IscsilnitiatorlpvBAddr

IscsilnitiatorSubnet 0.0.0.0 0.0.0.0
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.00 0.0.00

Iscsilnitiatorlpv6Gateway

IscsilnitiatorPrimDns 0.0.0.0
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iSCSI Initiator (iSCSI F&h28) IPv4 1830 T EORAIAE IPv6 R\ T HIRAE
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SecondTgtBootLun 0 0
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SecondTgtChapld EEkRE 2iEkRE
SecondTgtChapPwd EiBkRE EiEkR{E
SecondTgtlpVer lpv4
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Supported enclosures

iDRAC supports MD1400 and MD1420 enclosures.

® | NOTE: Redundant Array of Inexpensive Disks (RBODS) that are connected to HBA controllers are not supported.

©) | NOTE: PERC H480 with version 10.1 or greater, firmware supports up to 4 enclosures per port.

Summary of supported features for storage devices

The following tables provide the features supported by the storage devices through iDRAC.

Table 51. Supported features for storage controllers

Feature PERC 10 PERC 9

H740P Mini H740P H840 H330 Mini H330 H730P Mini H730P FD33xS

Adapter Adapter Adapter Adapter

Assign or Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
unassign
physical disk
as a global
hot spare
Convert to Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
RAID/Non
RAID,
Rebuild Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Cancel Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Rebuild
Create virtual Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
disks
Rename Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
virtual disks
Edit virtual Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
disks cache
policies
Check virtual Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
disk
consistency
Cancel check Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
consistency
Initialize Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
virtual disks
Cancel Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
initialization
Encrypt Real-time Real-time Real-time Not Not Real-time Real-time Real-time
virtual disks applicable applicable



Feature PERC 10 PERC 9

H740P Mini H740P H840 H330 Mini H330 H730P Mini H730P FD33xS

Adapter Adapter Adapter Adapter

Assign or Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
unassign
dedicated hot
spare
Delete virtual Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
disks
Cancel Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Background
Initialization
Online Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Capacity
Expansion
RAID Level Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Migration
Discard Real-time Real-time Real-time Not Not Real-time Real-time Real-time
Preserved applicable applicable
Cache
Set Patrol Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Read Mode
Manual Patrol Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Read Mode
Patrol Read Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Unconfigured (onlyinweb  (onlyinweb  (onlyinweb  (onlyinweb  (only in web
Areas interface) interface) interface) interface) interface)
Check Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Consistency
Mode
Copyback Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Mode
Load Balance Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Mode
Check Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Consistency
Rate
Rebuild Rate  Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
BGI Rate Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Reconstruct  Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Rate
Import Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
foreign

configuration



Feature PERC 10 PERC 9

H740P Mini  H740P H840 H330 Mini H330 H730P Mini H730P FD33xS

Adapter Adapter Adapter Adapter

Auto-import  Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
foreign
configuration
Clear foreign Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
configuration
Reset Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
controller
configuration
Create or Real-time Real-time Real-time Not Not Real-time Real-time Real-time
change applicable applicable
security keys
Secure Staged Staged Staged Not Not Not Not Not
Enterprise applicable applicable applicable applicable applicable
Key Manger
Inventory and Not Not Not Not Not Not Not Not
remotely applicable applicable applicable applicable applicable applicable applicable applicable
monitor the
health of
PCle SSD
devices
Prepare the  Not Not Not Not Not Not Not Not
PCle SSD to  applicable applicable applicable applicable applicable applicable applicable applicable
be removed
Securely Not Not Not Not Not Not Not Not
erase the applicable applicable applicable applicable applicable applicable applicable applicable
data for PCle
SSD
Configure Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
Backplane
mode (split/
unified)
Blink or Real-time Real-time Real-time Real-time Real-time Real-time Real-time Real-time
unblink
component
LEDs
Switch Staged Staged Staged Staged Staged Staged Staged Staged
controller
mode
T10PI Not Not Not Not Not Not Not Not
support for applicable applicable applicable applicable applicable applicable applicable applicable
Virtual Disks

(D | NOTE: Added support for eHBA mode for PERC 10.2 or greater firmware, convert controller to HBA mode and RAID 10 uneven
span support.



Table 52. Supported features of storage controllers for MX platforms

Feature PERC 10 PERC9
H745P MX H730P MX
giizrhogtig?;jgn physical disk as a Real-time Real-time
Convert to RAID/Non RAID Real-time Real-time
Rebuild Real-time Real-time
Cancel Rebuild Real-time Real-time
Create Virtual disks Real-time Real-time
Rename Virtual disks Real-time Real-time
Edit Virtual Disks Cache Policies Real-time Real-time
Check Virtual Disk Consistency Real-time Real-time
Cancel Check Consistency Real-time Real-time
Initialize Virtual Disks Real-time Real-time
Cancel Initialization Real-time Real-time
Encrypt Virtual Disks Real-time Real-time
Assign or unassign dedicated hot spare Real-time Real-time
Delete Virtual Disks Real-time Real-time
Cancel Background Initialization Real-time Real-time
Online Capacity Expansion Real-time Real-time
RAID Level Migration Real-time Real-time
Discard Preserved Cache Real-time Real-time
Set Patrol Read Mode Real-time Real-time
Manual Patrol Read Mode Real-time Real-time
Patrol Read Unconfigured Areas Real-time Real-time (only in web interface)
Check Consistency Mode Real-time Real-time
Copyback Mode Real-time Real-time
Load Balance Mode Real-time Real-time
Check Consistency Rate Real-time Real-time
Rebuild Rate Real-time Real-time
BGI Rate Real-time Real-time
Reconstruct Rate Real-time Real-time
Import Foreign Configuration Real-time Real-time
Auto-import Foreign Configuration Real-time Real-time
Clear Foreign Configuration Real-time Real-time

EREELE

225



Feature PERC 10 PERC 9
H745P MX H730P MX

Reset Controller Configuration Real-time Real-time

Create or change security keys Real-time Real-time

Inventory and remotely monitor the
health of PCle SSD devices

Not applicable

Not applicable

Prepare the PCle SSD to be removed

Not applicable

Not applicable

Securely erase the data for PCle SSD

Not applicable

Not applicable

Configure Backplane mode (split/
unified)

Not applicable

Not applicable

Blink or unblink component LEDs

Real-time

Real-time

Switch Controller Mode

Not applicable

Staged

T10PI Support for Virtual Disks

Not applicable

Not applicable

Table 563. Supported features for storage devices

Feature PCle SSD BOSS
Create Virtual Disks Not applicable Staged
Reset Controller Configuration Not applicable Staged
Fast Initialization Not applicable Staged
Delete Virtual Disks Not applicable Staged

Full Initialization

Inventory and remotely monitor the health of

PCle SSD devices
Prepare the PCle SSD to be removed
Securely erase the data for PCle SSD

Blink or unblink component LEDs

Not applicable

Real-time

Real-time
Staged

Real-time

Not applicable
Not applicable

Not applicable
Not applicable
Not applicable
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Open Manage Secure Enterprise Key Manager

The key management functionality on iDRAC is provided using a client server architecture. The two key components that are involved in
providing SEKM functionality are - the Key Management Server (KMS) which is external to the iDRAC and the client which is the Key
Management Service on the iDRAC. These two entities communicate using the Key Management Interoperability Protocol (KMIP) over
SSL/TLS. For the Key Management Service on the iDRAC to communicate with the KMS using the KMIP protocol, iDRAC needs to be
configured with the KMS information as well as SSL/TLS related configuration.

Configuring SEKM

To configure SEKM:

1 Click Configuration > Storage Configuration > Controller Configuration.

2 In Security (Encryption) field, Select Secure Enterprise Key Manager from the drop down.
3  Configure Secure Enterprise Key Manager window will be displayed.

4 Specify the required fields in this window.

(| NOTE: For more details on the fields, see the /DRAC Online
Help.

5  After filling the information for all the fields, click Finish.
@® | NOTE:

» If configuration is successful, Edit SEKM and Rekey buttons will be displayed. If you cancel the configuration, Configure SEKM
button will be displayed.

*  When SEKM configuration is failed Edit SEKM and Rekey buttons will not be displayed. Then, select Secure Enterprise Key
Manager from Security (Encryption) field.

(O | NOTE: Select Secure Enterprise Key Manager from Security (Encryption) drop-down box to configure SEKM in iDRAC when
Security (Encryption Status) values are Secure Enterprise Key Manager Pending or Secure Enterprise Key Manager Failed.
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racadm storage patrolread:<Controller FQDD> -state {start|stop}
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@ | = REZH SN BOSS 12HIFHIMIRE.

ESNIEPEE | EHUTIATHRIE -

1 £ IDRAC Web SiES , HERE > FHECE.

2 MEBISRTHEEERD | EFEENES NI EREHRR.
3 BEMNBEETHSA  RERENA.

£ RACADM S A\SMBECE

SNIMRECE |, BEHUTLATERE

racadm storage importconfig:<Controller FQDD>

BXFZER , 5503 dell.com/idracmanuals _HI2Y iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #4175
EiEm) .



AERINRECE

BEHEN—NMEHRERIEIR NG | BURSARINESEEE D EMHENYIEEE (INIERE ) . BTLIEBIREYE#
SIRSRBILABHERIYIEREE RS RIS ( EUHE ) . NRMIBHENETIHINED , WBEHES S aERD R
2. RN ERRYIER R P BIRERIREI SR

SRMRECE IR PR A BRI B N2 A0n 0 IIERL R FRORTEEUE. REFASMINBEMESE | NFrEEEIEHRIR
bR, ERIREERESNEIMETMAFBIIEIE. ETIMIEURIT LAHITIGN. WRBRITESANNATEINGEGE | JLERE
PROMIBEC B IR R FRIIR A EROINIRETR.

£ Web A H P ERRIMBECE

EBRINBECE | BHUTLATERME -

1 7E£DRAC Web REH , RERLE > FHAECE > ISHIRFEE.
IR = B HI RS A B T A
2 NEHIBRTHREERF | BREENEBRINPECERTEHIESE.

O| 53 =88 BOSS 1% FAMBRLE, HaE “ERRE" .
AEARAE,
B,
SRR RO R R IR A2 ORI,

£ RACADM &[RIMERECE

EBRRINGPECE

racadm storage clearconfig:<Controller FQDD>

BXEZ(EE , i5515 dell.com/idracmanuals 32 iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM {78
EiER ) .

B EHIsRECE

BRI ERIEHIRECE. IHRPSMRREN#EEES | FEEMEEHRR EAER. EASMEETEIREIRIEZ MY TR
7. EREEASMBMEIINBECE. MILLTHRERISERTSTIFNERT PERC 91 B, BREEASIBIRITENE. TLAEHCIE
EHERNEEMAHUTIIRNERE , MIRRFIRSSERUERIKE. T REaRSSHEHIIR,

@ | #: ERRHIBEETSMBRIMFEE. EMRIMBEE, FRTEREERE.

£ Web F HEi&EHIaRACE

EERIEHIREEE

£ IDRAC Web FEH , #£% Storage (##f%) > Overview (#£3%) > Controllers (#=H188) .,
M Actions (3{E) THIZEERAH , I— P EEMEHIESERE Reset Configuration (EifElE) .
SHFEMEHES TR AREEX TSRS | EREN IR ERAYE.

BFENA,

DNy -



BRIEEER R RN X IR E.,

£ RACADM Z=igiTHILRA E

BEIREHIEREE

racadm storage resetconfig:<Controller FQDD>

BXESER | B205 dell.com/idracmanuals R iIDRAC RACADM Command Line Reference Guide ( IDRAC RACADM #3é{78
68 ) .

PR H AR AR TN

£ PERC 91 FIESRARIEHIZE L | ANETEARIUM RAID tH#AE HBA SEESUEHIRRAVRHME. II=HIZRA0RIES HBA I=HIZSAIL |
BIXEIE BT IR ER FHE R, EHIRMRENERE— D RAYIEIN , FRESSRT N,

PERC 10 K EBhRAAHEHIRESTIFERE HBA R , BURT LRifEhlssRzliEIi-FAT HBA, B2 | PERC 9 {37A%kEESTHF HBA &
E

1E5EAY HBA EETURMELAITIN6E

{35F8 RAID %51 0, 18§ 10 BIEEREIIHLAE.

AFEHNERIE RAID #E,

BRI ENSIA S REF RIS E A TUENEE.
o EEEENIE RAD BB HBRIIE ISIRE.
-  EsNSFrERE BRI ELEHE/93E RAID :

- HERZET

- TEIEfIESEIRe

- BN RECERIHLERT

@ | F: AZ#HNEL SN RAIDS, 6. 50 5% 60 EWE#R. Hob, FER HBA BRT, LUFAFHIFKEIE RAID #ifE, B
FFIRF#EE RAID %,

TERHIRRAIRIUM RAID BB HBA ZAT , 1BHHR

+  RAD EHIZSSTHERIRMENEN. £ RAID FHERZEIFANEREHIRE L | IR ERUEHIRsETUA0IEIT,
« WIRINBREFERRATE REPARLER .

©  RIMBRERERRAE .

« WRIRREGERRINRECE.

«  WIRBRRETEATHIRNSHEE#E | BB R E AREESRET.

o WMERMEIS SED KEXAIAMZ 2 RA.

« EHRRTREERBNSEREST.

«  RETREHIRHEI AR S SR AR,

@ | & FRARETEEAZHAEMNBERE. RERY. RUBENAZR, EXERmEEm.

@ | 3F: EMIREERIEHISSAER 287, ¥ PERC FD33xS 71 FD33xD #fiKEIE#E CMC FfIiE (RERT MX &) . Bx
JEEE CMC iFTIEME Z SR, 1§81 dell.com/cmemanuals IR Dell Chassis Management Controller Version 1.2 for
PowerEdge FX2/FX2s User's Guide (J&FF PowerEdge FX2/FX2s i) Dell Chassis Management Controller iiiZ 1.2 Fi 5
&) .

Vi AR TR Ry B Sh

VAT Z=t24{ER iDRAC FRE ( 540 Web FRE. RACADM F1 WSMan ) i@ B =52 EziATRIGISH -


https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/rmte_ent_sys_chassis_mgmt_cntrllr

YNER PERC IR T RAD 182 , NSCBFRATEREIMEE. A&, INFEE. HHRERERBNERET  REEE
IZAEVE B HBA 1H,

o IREREHIRMELN , AEEECER D RAID IB(E. a0 , 215 PERC &bF RAD 2= , B4 PERC RIFEEIRE HBA & , /&R
=HiIgE BGl B , M FEBEASBM.
5 PERC $=HI88 M HBA tI3E RAID tR2URT , IRBNERATIE RAD KZS , MEASBINRERS "#E" KRS, 1ok,
RAIDEnhancedAutolmportForeignConfig B It&BEENRE /I Enabled (2EMA) .

AT ZRR i IR SS S AL B S TR E@IT WSMan 5 RACADM FREIR B4 st raEIoh -
IR EREL B M INRERITIREIR BIEFIS RN ECE 2> RAID #2E, fia0, , 215 PERC =HIgs4hT HBA & , BRILURESH
ARSSESECE S (SCP) LASHEHIES U BN RAID |, IR E R AT AT AR B A,

«  MMEZUM RAID SEBJ9 HBA B , RAIDaction pseudo BIHISIRENERT 9 BUATH ) . REHIERIBITSIZ THEIE — N EEIIR
£, EHSEEEEN , BR (P ERNSIRTEER. BRALITM |, SUWAITE SCP 34 RAIDaction B4,
2 PERC 1=HI884TF HBA R0 , ANRXIRIEAIFIEFIESEINERA RAID S H SCP IZTEATR , F=idelEE vD , gz
FEIRSR AL, SATSASIFIOIFE SIS E AR RAID 124E,

£ iDRAC Web F mEYIH#ui=HIz5 =T\
B EssgED | BTSSR ¢

1 7EIDRAC Web REH , BE7FE > H > 1518,

2 (HIEHIRIEL | BREEE > IEFIRER.
YATES S B2 SRR &,

3 MWTHEERFERRETIRZINEFEER | AERETREMNS|I SR,
EIS|ISRFLMEERER.

&£ RACADM 1J]#ei5#2g4&E X

Z(EF RACADM )itz HlIgst&sl | BT T,
BEEEREHIRRERRL

$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]
RABERUTHEY

RequestedControllerMode = NONE
- EEEHREiRE HBA ¢
$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]

- ERE—MEIFNAEEY

$ racadm Jjobqueue create <Controller Instance ID> -s TIME NOW -r pwrcycle

BXEHER | 15215 dell.com/idracmanuals 32 iDRAC RACADM Command Line Interface Reference Guide ( iIDRAC RACADM
WwSITRESEIED) .

12Gbps SAS HBA &t 284%4E

3F RAID $=HlIZ8 2 EAR RAID THEERY HBA, EfiIASHSREIEE.
14G IDRAC #3285 12 Gbps SAS HBA F8F0 HBA330 ( ERRFNIEECRS ) &S,
B 793F RAID fZ=HIEHUT THIERME -

EEEGRE. YMIEHETVERERFERTIE RAD 2Hl8s. LHh  EAILIEESHUEXRERI EMM, XUES. BIFRREREIR
ERNzEN. RiEEHERE R R,



BEFEIIRENERERES.
79 12 Gbps SAS HBA $Z=HIBSSHINEEFEH ( DMERAR )
FERNEIERAT , WA SMART il &R SHIEC IE R ER S 1R ER
S IRR R AIEIR SR EIRRIR TS
INMFEREGEIAN LED
O)E:=
TE3THE RAID IBHIBE TR S MFI MR EZ BT , W/ITERS | SIWER SRR EM (CSIOR) #24E,

ERTEEEFEERSISES.
« {X£79 12 Gbps SAS HBA =850 HBA330 AIERIEHIZSHATEXY BB SMART RYIRENESFN SES (& RAESAYSCRT IS,

IR Fh 2% _E BT AR 5 4
FHEETESHFECER SMART (B EHITERENUSTTRHRERA (SMART),

SMART SJTES/MEE T HATTRNIMSIES T HETUNR IR EHIET X R, HSSISE EYIER A= , aERER , U5
IHEE (5548 iIDRAC, iDRAC M ENHER—PEIR.

IE RAID =3\ Bk HBA #& 3\ TR HI 35 #R1E

gnSRI=HIRRALTIE RAD R (HBA KRR ) | T -

o EEEEENE AR,
o EHIBER SIRSEEA.
. FrEYIEREZLTFIE RAD 1K,

SNSRI HIRRALTAE RAID 1520 | AT LABTLATERE

RN/ BB IR R A
ECERFTBRENT |, BB TR
- LEFEER

- HEEEHER

- XASIEEUEL

- EE&EL

- =HEES15HEK

- EBENBSAIINEREE

- EEX

- HEEME

- EE%R

- [EEWIANK (BG)

- HEESEIRER
KRR B X4,

- BEEIERAT RAD =HIZSRIFTEEMY ( EBERIL ) .
) T

@ | #: MRFRIELES RAD B PR LH, 2ER—FEIRHE.
HEHIRRA TR RAID 180T , TERUNVERERNES. KSHEIRIRE.



EZEiEEHIE =T RAID ELE{EAL

HMHAZZSHFRY IDRAC FREXIFMA LRI REE IR TIRERT | iBHR0R

BRI MERIRE TR, FREEMESE , REBFHEE T Nzhles LHTECEMEEIRIL.
ERTH SIS S MR I AELUEE A HEIETT.

Faray BA =S
ERARBHNSRER
ZERBIBSREFIIEREHRRER , NLAFIRERFEHRSRETNE. ARSARKT  JEEANEEREFT KRS
NYDEEHEER. WNSRAE IR AR A T REZ BN ERNRR | MR T PRSI MIR.
TEFRIREIREFE TR , PREC IEHIRRISMRES AN ERBHISHIENESEREFTRME  ERRF RS RN EEEIREIRER.
EHSRIRSZRABNSERETHN. NREHRCRESRER  WizHRSERNERR. (NEHEUATRERER , A7
FRENSERER
«  EHEREEAIMRRE.
«  EHEREEAREERRAIE IR

RN EIU EAY B SR B MTITER.

18 PCle SSD

SMNEREEEEIE (PCle) EZNIZE (SSD) B— M MaiFERE  ERTERKER. ReNSHEMNEHERIES (10PS) Fakkk
FiEo AP RIS EMAIRRTT . PCle SSD RARERTT (SLC) FIZEERTT (MLC) NAND [IFEEAIRITTR , HE =R
PCle 2.0 8 PCle 3.0 Fe#% M. 7E55 14 X PowerEdge RE 28 , B TET =F ARG NERE SSD. ErLAERY EasLABITER
TRz SSD. KBRS ( NEMRY RS ) BEMEIRE SSD ERRIF R . LAURERER LAY HHHL (BFR) .

@ | *: £ 14 % PowerEdge FR %85 L ISR T Al F45#E NVMe-MI #3EHI NVMe SSD. Fid, 2 13 X PowerEdge R $588 UE 5
ET Dell E5MIER SSD. MIEATRIAARSS2EHIN SSD 732 iDRACY Z§5.

@IS IDRAC 5RE , ATLAEEFIECE NVMe PCle SSD,
PCle SSD HIEEEIHAE
PERTNRE
BSlEEEc
TEDEIEE 14 £X PowerEdge fRSSE8H , KIFRE 32 1 NVMe SSD,
B]/9 PCle SSD HUTLATRAE

«  XIBRS588H PCle SSD B TR TRIF S AARITFE I
1T PCle SSD EI AES
REMIRIRENR
INKREEBCHIANRIR S LED (1RBIRE )

A9 HHHL SSD $UYTLATRME

o YIBRSZEEHAY HHHL SSD TR B S AFNSCAT T
+ £ iDRAC #] OMSS iR &R HEEANEE
o REEREIEHETEE



TTY BERE
ERTLAYT SSD HUATLATHRAE -

IREIRINIRTS , GUGNERH. SPEFORRAL
@ | & RIERIIEE ETEEURIRE LED #RATIRREUHIIARTE A F HHHL PCle SSD & &
@ | 7%: B3 S10 #25) NVMe &/, EEBRAMBRMBERZ IR, TRHIQRMEGH TR

Xt PCle SSD 1T 2305 /5 it A0 s

LT RIREMANSNERERT PCle SSD :

. BHER
- PCle SSDHBE
- PCle SSD &tk

MR ZRAKEEERA PCle 1R , IEERAD FQDD, —/ FQDD BFEMIEENEE , MB—NEATF SSD., MR SREE (18
B) , X8F— FQDD, MREHEHER SSD, E%ﬁi]a% FQDD $EREH CPU. |, 1X3R7s SSD EIEIEEZ CPU,

KRB EIERT PCle SSD RIEHARA.

£ Web EE X PCle SSD #{T &R 5 i F01ks5m

EN PCle SSD iREBHTRIEEMFNMN , i545% Storage (15%) > Overview (#iR) > Physical Disks (¥JFRR4#E) . WATEER
BT, XJF PCle SSD , Name (&#R) EJEPJ%ET—\ PCle SSD. B IEEREM.

{#F RACADM % PCle SSD i#{T3& iR & A A

{#H racadm storage get controllers:<PcieSSD controller FQDD> fp&&iEiaMFILill PCle SSD,

FEEMTE PCle SSD IRzNg% , IBEALATGRS :

racadm storage get pdisks

EEE PCe B+ , BERUTHS !

racadm storage get controllers

EEE PCle SSD BRAVER. | IBEALU TS

racadm storage get enclosures

@ | *: ERmE LR SR, H2ER PERC &,

BXEZ(EE , i5215 dell.com/idracmanuals _E32HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM {18
EiEmM) .

HEZTBB& PCle SSD

@ | 5: P $140 #HIBEE PCle SSD FHILIBERZ X%

PCle SSD 3B F#aLit , AiLELHE LS ENS SRR ENRAHM AIMISFEIRRE, AMIEEEERL YR ERES
TERMRE | RIS BLIRBIRIRE.

X4 PCle SSD LT IE{TRSUFHRFARNZSHFR A LSS FARMR. ERIEAT PCle SSD BAIERIEE | iBERRS
ERNRBFFM.



VMware vSphere (ESXi) Z#tHRY PCle SSD LA HHHL PCle SSD iRE A5 R TR RE.

(@ | #%: &P ESXi 6.0 #1 iDRAC Service Module 2.1 iR A S ESMAM RS L # i EBERRIE.
TEERERRRERTLAERR iDRAC Service Module SERTHAT.

EEBRIEESELLTERE & ENTEAEDRTN /0 iF5) , MEILURLHNZIRE. ZEFSKESELE LR LED (i,
EBEEBIREEE  ATIBRT , BILNRRPREE NRE

PCle SSD LiZz£#kk LED RNk (IRIABINNE ) .

RFAFERENIA) PCle SSD,

TEHESR PCle SSD LAF B Za1 , iBHRR
o BZ2%E iDRAC Service Module,

« BJEH Lifecycle Controller,
o BEERSSEEHIIRFERIR,

£ Web R H#EZTZFR PCle SSD

ZHERR PCle SSD LARFBRR | IBHUTLATRE

1 TEIDRAC Web REF , #ZF Storage (#£fif) > Overview (#%) > Physical Disks CHIEE#E) .
[lagi Ny A oLy T SR
MEBFIBR TSR | 1SR R AT EXREA PCle SSD,
NTHEEES |, AI—PEEA PCle SSD IR EEIR,
WREEFEFBR  HEEEETREERPIEMER |, HEFRE ARG TNHERRUEEEMER.
O | 5: WRE ZRR3HIE(T iSM BUAIT preparetoremove HE.
4 FENRRERNTHESERS | RSB A LB R X LAR(E,
WRFEETHAES | LETERE.
@ | 2: 34F PCle SSD %%, 27 Apply Now (ZEIRIFD) BWRAIA. HR{EEE FERFTELH,
5 BFENA.
WRKRBIZEIEN , BETR—FER | BHZ I EEEREM. B, TEERER 1D FIRENAIMEIRIE,
JIE%VE&I!@UEEEIJJ  BER—EKBER | B pmEEHIRE A E 1D, BEMEWBT , AIEIEBASITREHEFZ{EIATH

SNSRREEAHMBIRE , BER—NERER. WNRACBR(ERIIF BRI IZERATD , WEER—FEBRER.

£ Fl RACADM & 8% PCle SSD
EERR PCleSSD IRTNZELASIE: | iBITLATRE ¢

racadm storage preparetoremove:<PCIeSSD FQDD>

fEA4T preparetoremove @3 /E , BUEEEIFRIFIL
racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

ZEEERERIIEIL D

racadm jobqueue view -i <job ID>

BXESER |, 158158 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI $88F ) AT www.dell.com/idracmanuals _E3REX,
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1[4 PCle SSD i & #i3

@ | 5%: $£ S140 $=4IREE PCle SSD FHILIRER B35

"INERRR" BoX AR EIMBIATEEEE. 7 PCle SSD _ERUTINEEIRSEEMEEIERA S PCle SSD _ERTEHIREXA
MR, ENNZRREAE , EHTCIEGA PCle SSD, BXUSERAENSISENA,

WRENNZEREIRR A ERS 1 SEEZIRTE , NIZREEE. BUREHRS ISERAHERIRE.
TERRR PCle SSD iREBEUEZHT , 1BFBR ¢

- BJEH Lifecycle Controller,
o BEERSESEIEHIIRFERIR.,

®|#*:
«  EBR PCle SSD REEEAMEREIRIENIT.
o BRIKEIEE | CERMERFEN R RABYL , (BERBL. BBERIaIIENLIREEE , AEBERE.

@R PCle SSD J5 , AIRERBEFT/LIVFR | 1% PCle SSD A/ E Web FRE.
{RERT S 141X PowerEdge fRS5=5AYFAEIR PCle SSD SIIFINERFRINAE.

£ Web R[4 PCle SSD & & #iE

PR PCle SSD RE _ERIEERE | ISHATLATERE

1 1EIDRAC Web RER , 4% Storage (7Ffif) > Overview (#3%) > Physical Disks CHIERRER) .
AT &3 Physical Disk (41FBRE#) TUME.
MIEHIBE THISEERS | HERIEHIRS LB R XERY PCle SSD,
MTHEEE D | 3F—a 4 SSD %2 Cryptographic Erase (R4 #I) %I,

WNERIGEESR Cryptographic Erase (R£#ER) , HEEBEEF THSEEAAIEMEIN , i55F Action GRE) |, ABFRITHL
RHELEEHEBIER,

4 MERREEATREERES |, SR TSR —
At Next Reboot (TREFTSIFAT) - EFIIEINAE N —XRFEHS | SHABIN FBERIE.
7o RIRRTE) - SRR TR B 2RF0RT (BRI FRIRAE
- FriaRTEFNLERATE - B HERF AR AR, W TRERSRS | SR, RESE AR afERrE 2 BRI A,
- WTREEERAF | EEREH5 ISR
o AEWEIS (FHEMIISESR)
o IEEXH,
o BRI
o KHRSBFEER (1451%)
5 BENA.
MEBEEKOEEL , BET—FKER | IBHZIELEEEEK. B, BEERER D FIENANEHRE,
JIEE%VE&I!@UEESZIJJ  BETR—EKHEE |, I5HAREEFIE IR ELL 1D, BdREENT , AIEMEEASITIE T EEIZI LA

SNERARBIEAHMRIRME  BER—NERER. WRGLIRR(ERIIF BRI IERNT , WEER—FERER.




£ RACADM #2[k PCle SSD & & ##&E

BEL RS PCle SSD 8%

racadm storage secureerase:<PCIeSSD FQDD>

EEHIT secureerase tpSEEIEBIRMEN

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start time>

EEERERIIRIL D

racadm jobqueue view -i <job ID>

BXEE(SE , 15815 dell.com/idracmanuals Y IDRAC RACADM Command Line Reference Guide (IDRAC RACADM #3178
g ) .

BEHENE

A LAIAHBEEIRHFUTIA TERE -

- BEEM

« EREFAEXSFOEN

- EEMBEERE (BREEE)
+ iRE SGPIO &=

« REFTIRES

BB

b V=1
A E H AR
Dell 55 14 X PowerEdge IRSZEEIHTHIREMEIEIIN , HmaEiEizslss (PERC) AILIBIE AN ReniEEE—HARRIRRs.

IWECER BT EMEEL  BIREHEERHEI B (HA) T8, ¥ RSSERNMEiEEHRs < B 2 RERRENRE5. EiziE
&+, SZEMHENENERTIRE MR ERS. WINRETTIFAIER, (NDHERFSIFILIRE.

BRSHFATR
. E—’fﬁiﬁ — XERBIMER. T PERC I=HEENNEMBEIEEEERAIREES | BMEE%RME 7% PERC =Hlssti 24

o RHEN — —MEHIEEEBUEEET 12 MEEIEE , FUMEHIEENIGIARRE 12 MRS, EERIE—MEHIERIREEE RS A
0- 1A, EERIE M HIZSRIRENIEE RS 12 - 23,

IFORI 4:20 — —PN=HISRARULART 4 MIKaIER | B NERlssARnRRE 20 MNEERE. EERISE— M EHERAYIKERR R
SH0- 38, EERIE—NMEHRA0IKEIE RS 7 4 - 23,

« FHER 816 — —MEHRIBEAAERT 8 MKFIRE . B MNEHRFEIILRIRRE 16 NEEIRR. EREISE—MNEHRRRIREER R
SH0-78, EREBE T MEHIRSHIIKERRRS /I 8 - 23,

RO 16:8 — —MEHIBEEREIARED 16 MNEEIEE |, FEMEFIEEERUARRG 8 NEENEE. EERISE— MEHISEAIKEN2ER
5790 -15 i, ERRIE —MEHISSHIIRENES RS 16 - 23,

« RO 204 — —MZHIZFERGERT 20 MNRFRE B MEHREENNERSE 4 MRMRE. EHERS MR
S 0198 , ERRIE N EHERIVIREIRRRS A 20 - 23,

EEAAA - EHRERAT A,

SNERY FRARREIESIXECE | IDRAC RTHFDIEINIRE. WIREEAEN R , SBELES_MEHIES. IDRAC SeYTH RGeS
B, XEBATREER  BEMEERSFHES 1 PERC ZHls.

@ | 7E: MREEREE— PERC R TREMENFSRAREEER N PERC HIRATHBEREAG—RN, AESHIAR
iR (HHMER) -



BERXLIRE | BB BIRS SSEHIUR.

SNEHTELD RAID BARTHRHMIBNEEHETHIMEM RAD Rl , BRTEENERR. B4  NRRELTHMERE , &

BARETRIEAMD RAID £,

®|#*:

. EENRENSBETRESHEE , EATSRERIERSK,

+ LC ¥E=RREL iDRAC EEIRIB(FASEXIE I EESRE.

o IIREUELIHERE SIS | EOMBRIB P AETE.

o IEO LIS REREIRECE.
WNERIRFNBEKEAMN— MR HIBE XN B —MaHIEs | BiRiFD IR E Rt SRR ELT R ENEH.
ERIFRDIRIETTES , RAD EEBATES SR , BREURATIRENEEKEX.

IR BEPRYHAIERRERGRFERGEN. MREMNFOEXEINFSE—RI , WETREISHEER—FE
MRS A ZNEAIRARS. LHh , F—NEHERSERIMNIRE. WRZIBIER  WEREMEEER.

EFH Web AHECEERE

Z(HF IDRAC Web AEEEERE , IBHATIATIRE :

1 £ DRAC Web REH , BREME > FHtELE > HAEAL B,
MEEHIRRSE T | SRR B E B IAERIIEHES.
MIRETREERS | IERREIIEER,

LEAE B dmiEH B R TR AL

4 TEHFMESIS |, AERSEHVESRIETWEES | IRAHASIELE
. F—iEL
. FHER
o IFH1EL 420
. IFH1E 816
- IFpH1E 16:8

Fo1E 20:4

Ol 52: 34F coa20, TAERK: FHERRIFHER-6:6:66.

IREE  BENET

SFF R740xd 0 R940 , FEIRSEEHVF I FRIREBEXARRANBIHERD X , IIF C6420, JIRHIFERI A/C FZHSBEFFHLLA

N AFHERD X,

5 BERMEFLCERRE.
BEIZ(EL D,

6 EBFuRRA.
HRMELB\FITIHE , HIEEPEEEEIRSERA "B .
KARGREREER  LMEREEX.

% F§ RACADM E¢ E#4E

BhECEVIEEEHR , B set 75<F1 BackplaneMode HHIXTS:,
530 , E4% BackplaneMode BIHIRENIFDIET | IBHTLATIRIE

1 BTUATaSREELREIRER

racadm get storage.enclosure.l.backplanecurrentmode



10

M

12

s

BackplaneCurrentMode=UnifiedMode

BT TGS REERHRE

racadm get storage.enclosure.l.backplanerequestedmode

s

BackplaneRequestedMode=None

BT TS BABEERIRERED SiFDER

racadm set storage.enclosure.l.backplanerequestedmode "splitmode"
ERZHR , BT,

ETLA TS KIIEEREYS backplanerequestedmode BB RSO HET

racadm get storage.enclosure.l.backplanerequestedmode

s

BackplaneRequestedMode=None (Pending=SplitMode)

1&1T storage get controllers B FICRIEHIBESLA ID,

EITLA T e SRR

racadm jobgqueue create <controller instance ID> -s TIME NOW --realtime
R ERL 1D,

BT T REI R AR

racadm jobqueue view -i JID XXXXXXXX

Heh |, 1D xxxxxxxx 2IELE 6 HEREA9EL D,

WEETA "HEiL”
erairfEll 1D, RIS "Bk WS (HEESRSHREE 3 HiHE ) .
1Z1TLATAp$EEE backplanerequestedmode BIEE,

racadm get storage.enclosure.l.backplanerequestedmode

s

BackplaneRequestedMode=SplitMode

BT TS RSENS SRR

racadm serveraction powercycle

LESE5ehK POST #1 CSIOR j5 , AL TS FIGUE backplanerequestedmode :

racadm get storage.enclosure.l.backplanerequestedmode

A

BackplaneRequestedMode=None

BT TS RGESRENESRENFDE

racadm get storage.enclosure.l.backplanecurrentmode
W

BackplaneCurrentMode=SplitMode

BT TS HRIERE R BRIKEES 011

racadm storage get pdisks

HX RACADM spSHES(SE |, 15215 dell.com/idracmanuals _F12{1AY iDRAC RACADM Command Line Interface Reference

Guide ( iIDRAC RACADM #pd{TRES®IER ) .



EREHEE

—L58 14 X PowerEdge IRSSRE A IRTERI—IETE-RSHF SAS/SATA #1 PCle SSD IXafiZs. XLIHEIRNERBEH HELAETEFME
=%l 28(PERC) #1 PCle T &R, BREMHEM THXSHFILINRERIRERNER. BIRSTF SAS/SATA #iE Y PCle SSD., BEBIR
T DN ESmSHEEZERR. B0 , 3755 24 MEERBARETRT , 7518 019 (X32fF SAS/SATA Hife , TIHEE 20-23 32
SAS/SATA g, PCle SSD,

MBS C RIS R R A E R B IR SR S5 TR . Topology (3R#lM) TRE_EAINAESHER REAMMIEER , MACHE NS
HIBS SEHEXEL, BTHRNEEEFIZE ( PERC #1 PCle ¥ FESS ) SILAEEZIE—51x . FLt , System Inventory (REFFEFM) T
HHPRETRE PERC 15528 XELRIHR.,

£ Storage (7#fi%) > Enclosures (#1#E) > Properties (JB14) TR{E9 , Physical Disks Overview (#MBREEIKK) SHOBERUT
%M :

- BEAZ — NREEAZT,

« ¥ PCle — SIRIGBEFF PCle RUIERE | ZF=A2 T,

< BEY — RBEAEEHR  BEREP—MEEPRET PCle SSD |, iZI=2ER PCle,

« A&H — ZETERT PCle SSD.

@ | 7F: BRAE SRR, MREERBE PCle SSD IRZNESH S HE i /3 SAS/SATA IRZNES, BFRESE5Em PCle SSD IEzhE:
B “EEBRT £%. MREFHITIZES, TNRERLETRES BN, fINER,. AETEERES.

% E SGPIO &=

TriEEHIRRRTLATE 12C #8220 ( Dell BIRAVBOANIRE ) SiER{TIEARA /I (SGPIO) &zl NEREIER. YARBIERE  Kalss Lk
A9 LED $57RIT A BERMR. Dell PERC EHIRSFIEHIRSFIX IR, ESHFRLEEERRS | ERIERERY SGPIO &,

SGPIO RIUNSHFTTIREIR. CASHFETY RS FFEPHLRER. SRETREXTING. SPRESAIERAY
RERHER.

LC 1BpRiR{EaL iIDRAC BIRABUAESRG , SGPIO EUE TG HEEARE. BALR IDRAC IRBESEIRIZE., NREREIREN
SGPIO &=, , M) iDRAC £EXHIZELAESIRIZE.

BEEEMEEENER , WRKDIRSSHBEREER.
SN B B IRSEEHIN R 7 BEE MR &,
@ | %: THESER IDRAC Web RERE SGPIO #=.

£ RACADM i&E SGPIO &5,

HEFLE SGPIO & |, {1 set < LA SGPIOMode HARAINTER.
WMERBEIREANCZR , MA 12C K., MREBHE , MigE) SGPIO &=,

BXEZ(ER |, 15215 dell.com/idracmanuals IR iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
AN % =
mSITRESEIERE) .

W EHES iR

RENER RS EFET RIS rE.



RSB R RSB LURBINE, XEFRIIEERTIMANE  FENREBA T THE , NSBMER, XEFRE
HABEIHRI—BES | EUERY EREHRTRIE.

O | 7 BFAREA—NFHIRHN 10, HPEENULL F4.
O | & REREENIENBTE LS.

W E BT AR

RENERF M MERAF S E EFETEE &R,
FBFA LB EEF 2R B ARMNRBIIAE, XEFRIICIEFTRE  FEURBAT TR E , WSERER. XEFR
RIVEEHH—ED SRR EREHPRFAE.

O | = BFEAHRA— FHIRSN 32, HHEIENULL FH,
O | & XERMEENIENBTE L.

EFEMN H % B RRIERT

EOIEMEEREMHERIREYIRERE. THES. YEEERESISEN  COENASMREZ NSRRI, B, iEEXWiR
BRI ARTIE)
« 3R]
« NREFEEHSISHIE
+  TETRIRORTIA]
RN NN —ERD P LA RS ZUN FR RS,

£ Web 7 EZFHRIERN

SRR RN LN IRE | BHITLATERE

1 BEFLA™MEERE LR, ehsER e
Storage (7Zf%) > Physical Disks (¥I3RE#E) .
+ Storage (¥#fi§) > Virtual Disks (FEHIEERE)
Storage (7Ff%) > Controllers (¥=4§I8%)
Storage (7Zf%) > Enclosures (#&1E)
2 MEABREERTHEERPEETFME—D

Apply Now (I7BIRIF]) — IEFIGIATIRISZBINAIRE. WIRI{(ERT PERC O =R, WIRFERTeRAMESS | Lk
BRE. WRIFEEDER 2 D6,

At Next Reboot (TOREHZIRHY) - EFIRINAIE T —RAEFENS ISHIENARE.
FEVHRIRATE) - RIS £ A B HBF IR RN AR E
- FraRtEANGEREYE - REHBERIEERE. WTHERET | EEE. SR EfE R B Z B AR E.
- MTHEREF | EREHSISRE
o AEHIE (FHNEFHSISES)
o IEEXHL
o IREIXRHL




o XMHRFBFRERD (12351%)
Add to Pending Operations CHRINZ|FFCEEIRIE) - IFCRILIEINAT IR IR ELAN AR B, &XFILAE Storage (7Ffik) >
Overview (%) > Pending Operations (f54LIBiR(E) MEEERHISEAIFTEFGIERIE,
@ s
+ Add to Pending Operations GFNB&LERE) 1EIAERT Pending Operations  (#F40BR4E) TRE , LAK
Physical Disks (#15BF4#%) > Setup (i&E) TUEAY PCle SSD,
o TEHUERENEY , REMBIMAEIATA.
3 BHENA.
BatRIERMERIER FE R IR E.

{£ A RACADM & #FE#HR{EIR

EERRMEEL | 1B#A jobqueue WS,
BXEZER , iIB5E15 IDRAC RACADM CLI Guide ( iIDRAC RACADM CLI38Eg ) BTM www.dell.com/idracmanuals E3REX,

EEMNHEERE

BRI EEF R EEEEIRRAEFNIERE. IBIRERE NRENS I SHRSRIEEEAIETE LT RIRIRIEHGIZRIN A, &Rl
B ZHIRRHORT B FFAIERIE, A REMIPRER MFALIRIR F.

SESREEM (UNiEHIgs. Ve, YIBREEINE ) EEUEERRE.
NeEEH2s FeEFELEE, XIF PCle SSD |, 51E PCle SSD #4#2ME PCle ¥ fE28 LI EL,

EH Web A EEER. MHZMERERERE

1 7EIDRAC Web REF , ¥ Storage (#Ffiff) >Overview (#£%1) > Pending Operations ({FGHEIRE(E) .
B ERRIETIE.
2 FEABTREERY  ISEETE. RXASMBREERR RIS,
BRI BIRRAERRENTIR.
®|x:
o ASNINEEE. BRIINEIRE. REFBIRFINERIHECE THERRE. B  TEEREREN i
BME RHERPRERIXRE,
o TENEEZRIETHEAFLIEE PCle SSD RUELY
EpRIETEIEHISERTERIRIE | BRERR 2 IBIERIRE,
NThIES | IERUTERZ — , ARREMN BRI F
Apply Now (3ZBIRIAI) — IERIRINAI ZBEMRRAMEIRIE, ENERTEBSRMNEHhRZASHY PERC 9 =88,
At Next Reboot (FETREHS|ISH) — EFIERMAE F—RRFENS | SHAEHEFAEIRIE.
* At Scheduled Time (FEFHRIAIRTIED — EIRILEAIATTIAY B HAFNRTEIR FRIR(E,
- FrARTEIF 0L RATIE - B HERFHEREEE. WTHEERG | ERME. BIESEFrRaEfERMN B2 BRI,
- MThEkER | EEEHE 1SR
o AEHSIS (FNEHMSISER)
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o IEEXH
o IREIXRHL
o KARFRFRER (231%)
5 YISRBIEEREL , BETR—FRER , ISR EEEN, B5t , ERERHEE 1D FEIKAINERIRIE,
6 ISRIERRIEIERT]  BER—FRER | ISHoFmitEH=ReUZA R 1D, A Job Queue (fEALBAZL) | FI7E Job Queue
(EALBATY) NEHEFRRFLAGEE.
SNRBRRIMRECE. SAINPECE. REFRRFEIIZEMHERELTAMERTS | FENRXER(NERUFLIERE | 3
AIEABEM Pending Operations (fFACEEIRME) TWEFEIE(FL, ST HAIEMFEECERIE , B¢ER RACADM By
WSMean TEFTERRYE IS EOIZRTRAYECEFIL,

1&F5iATE Pending Operations (fFCIBRR#R(E) TMEHPEEIIERR PCle SSD FIFMIRIRIE. EF racadm #< A ERR PCle SSD
HIFERNERIRAE,

£ RACADM &EEFMN FHERRE

N FRERRIR(E | 15(ER jobqueue A5 <,
BXES(ER , 15215 dell.com/idracmanuals 121§t iIDRAC RACADM Command Line Reference Guide ( iIDRAC RACADM #p$47&
5 ) .

FiERE - NARELR

61 BEE-TINARE ( “VANER" . “ETXEFRISH s “EitRIgeE” ) , FRRBNANERRE
SNREEE T MBIN A, ETORERS I SHEETRINEE , ARRENA B AFMERFiEi BRI PO,

©  WISEREBERT)  ARIRBESTAIERMERERE  NiSelEfRll, WMREWEIED , BBER—FEE | BHAMmEiREelE
BN ID, ERTEAEAVEAD , EIFEAEPASIREHEFZIFUAGERE. INRAKEIEFL , BER—FER , B IEENK,
Bh  BEEEE 1D RN RHIRE,

SNERARRRINCIER IR , FFRIRBRIFEIERERE , BER—FERERE  HPES D MZNAImAIEE,
&62: BEF-MERARE ( “VANR” « “ETXRERSISH” & “EHBeE” ), FAFERANERRE
SNERENERE T MBI A, ETRER S| SREETRINEE , AERERA . BRI R PRI R,

SRR FERINEIE | FENREFENEREERE , WEET—FHEE.
- BEEREHEREHEUEERSIEEERE.

- EA Create Job (SIEE(RML) LUNFMEIREOIZIFIL, WMRIEIEIZAT , BEF—FHER , ISHAMMEREIZI L
ID, BAEAEMPATY , AJTEEA AT TREFEEZIFWAIHE. MNRKEZFL , BB T—FKER , EHZ/PIeIEAW. 5
A, WERNEES ID IR AONERIRE,

- BERHAStIE(RL , FAMEEEZNE L , HTESFHEECERE.
SNERARPRINCIRERIRF , FENREFENEREHERE , WEET—FERHEE.
- BEEERE TEEREIERIEF.

- BEIARIHRMEIRIEW A NG RERRFEEIEL., WMRMREERD  BET—F{EE | B AMmEREeEA R
ID, BREAEMPAS , AJTE(EAIITRE R EEFZFWAIHE. MRKEZEFL , BB —FKER , EHZ/FIIEEW. 5
Hb , MEBEHES ID IR AN RHRE,

- BEREAatI2(rl  FMEEEZNEL , HTESFHEECERF.
613: BEF RMEHEERE" , HRLRAUFIEERIE
RECITFRMBNERIRME  ASRERR | BSOS NRERFIEE BRI FRIERERE,
SNRERIICIEIERIRE , HEMRSEUEIHELERE , WEETREEEE



- BEMEEBEZRAL  DHTESEFHEIERRE.
- BEEERE  TEERSHERERF. BEREMERHE LEE TR , AN AR EERIRE,
©  WISRCRATHEIEEERRE , AFENRIKBIMNAIEERE  WEET—FERER.

®Ol4: CikF “HFMBHERRE" , FEBRAMNEENEERE
IRECEERMBERRE  AERENA |, BB AMmERFEECE IR PRl ERR(E.

MREAINCIREEEIRE , FEMTFHEIEIOEERE , EET—RERNE
- SEWETSRELRAL  LTESTRRER.
- EEHRRME  TEEREMHEIAE.
MEAACRERIE | HEMTAEIENERIME , UEET—REREE,
- SEWEATSERELRAL , LTES TR,
- EEERIME , TEERENHEIME.
@&
« FHEARE  RCAESIRT A ETE LR PR , SRR > ERRETE  USEIEER

& | FHERRERYE GRS COURIRIL,

« {XZAf1%0 2 1IEFTF PCle SSD, BMETIAEE PCle SSD HIfFMIEIR(E , It Add to Pending Operations (ZRINZ#5 AL E#
16) BEIARIFE. {8 racadm S RIiERR PCle SSD RUAFRMRIRAE.

INKRER BLH AR £ LED

HLUBE MR ERIAEIRE (LED) Z—HEWUBRRWIRME. EIMEIXaN=5F] PCle SSD,
BB SRR BERNFEEGHINHE LED,

FERIRR A FSSERTECE. XJILLTHRERISERTSTIFNAE PERC 91 IEShRAEH AT A,

@ | HFFHERORSE, FEBRITIVRREH RRAE.

£ Web A H AR EGHINKRZE!H LED

FUNREEGHEINNREM LED |, iSHATLATHERE

1 7EIDRAC Web R , iRIEEREEZ YT —TUA :
Storage (Ffi#) >Overview (#(¥%) > Physical Disks (¥JEE#i#L) > Status CIRD) - BnRBIRIERAETIE , BHLL
EZES NGRS E INRIER# A2 F0 PCle SSD,

« Storage (7Ff%) > Overview (#%%5) > Physical Disks (FEFIE#E) > Status CIRZS) - BRBIRIEINELETRE |, SalLfE

Z A KR EGE IR KRR,

2 WNSRIEIRYIIRRLAR |
IEIREEGEIEIRFTEEMARY LED - 1%3% Select/Deselect All (£i%k/BGHEIE) %TT , AR Blink C(AYR) AIFHAINIREL
B LED, Bt , BEEGHIRMREZE L INRB SR LED,
SRS EUEISERNMAGRY LED - SEE—NEREZNMAN | ARRTINRRIFFARKRATIEEMAR LED, @ , BEEUHANRE
=1 EMRERERY LED,

3 WNSRIEIRE A
SRS EGEIEIRF YRR 2 IR REEE,, PCle SSD - %% Select/Deselect All (£i%/BUEL%E) 150 , A/5E8E Blink (I
%) BTFHAINIRET YRR 2R ENEER0 PCle SSD, [ERE , BB INKRaT = LE MR LED,
RSB EIE R R IR R IRENET L PCle SSD - R — NS MR ZIRENES | REREIANRA FHAIRNRY I IR R IKE
B8al PCle SSD B LED, [E#f , SREEEGHINMRAI{ZLEINNE LED,

4 WMBETFIRBEMBETEL



e R ECHIERATE R ER - 15545 Select/Deselect All (£3/BUiHEIE) &I , A/FEE Blink (IAXR) LAIFFHAIRMRETE E
BEARAY LED, RFF , BRERBGHIAKRRIZ LN, LED,

%ﬁ%ﬂ!ﬁ?ﬁ%ﬁ’hﬁmfﬁﬁ - RS NEIEE | ARRERRRLTHARNRREIEEN LED, B , SEBUHNKE
Alt= AR o

SNERIINMFEREGHEIIRRRERTD , N BERER.

£ RACADM [NXRE BGHINKRLA 1 LED

ENNREEGEINNREM LED |, iIB5ERLA T ¢

racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BXEZER , 52 dell.com/idracmanuals _E12{HY iDRAC RACADM Command Line Reference Guide ( iIDRAC RACADM #pé&{T&
x5/ ) .



BIOS & E

BRI BIOS BB FEBRTHERSRNS VR, GALUAY BOS REREENES MVEENFRSY, —BEEE—E
¥, ERRSHEERIHRORRSH, GALUSH— BIENSSY , HEEERARRLZ ANAEN. HRPRFREA
B B SRS,

O© | 7 BUERAMENRE LB E R

Rz F

MAEHAEREER  BEEEIE—MEY. —BEMEX—FMEN , AEREEA eERTENBYEEUH TIER., WR
BEKRIAIRE BIOS Bl |, BT SMIL AP EReEl QIEREEIRAVIEN HTTP MM UIBHER. AT , BERFHER—%
HE, BXESEER | i52% Event and Error Message Reference Guide for 14th Generation Dell EMC PowerEdge Servers ( 58 144X,
Dell EMC PowerEdge IRSZEEHEHFIEIRIEESEER ) °TM www.dell.com/idracmanuals E3KEY,

MFE

HAERBBERBER , EEENES—TELE. WRCRTHFERRE  BHFERAEN , FHERASRIE#IEE.

MEMEHSIS

LRFENRIERS ST BRESBEER MRV ARE | MAMERS|ISSETRENSISMRER, EE—NAERT
BPREHREERZNFIBAFIE LA Sz E R ASHEE.

RFEIEES LC B BIOS BRERXMHEIHES.

REERTENAMNERST  CRRAERERSSRULEMGMEERENR. MRBEKRTZRE BIOS Bt | 1EHHIRES SMIL AP
IR FAL BZIEIRATER HTTP IRCASAUIBRIEIR. R , BERFER—% EEMITER.

HETXREHSIFHTN A

SAFESEIHESS SRR, BFEISERMNAERNARE | NMAMENS| SSETREMRSISHNMA. EE—NAERDT
P SHEERZNEL A RELASNZS E R AT E.

RFPIUEES LC HE BIOS B BEXMNEIHER.
REEREE PREFRSISHNNA , BT NAENSHRSSHANEEMEMEEY. RERFEKEEN , BRABENTAZEME

B, BEEMINFHIT T REHSIS. WRIBEKTERE BOS B , HHIHRET SMIL AP ERSA RV SR ERAVER. HT TP IARLIR
SABRYEIR. LR , BERF BT —F EEMIER.

MIFRET B E |

RETEHEEESFESEERN , ERMMRAARFEREKRE. MRAFPREFNHBEEEN , BRI LIRS AR EERE%R
KIFFrEEN. MNRIERTAMER BIOS Bt | SIS SMIL AP &R CIZEIRAVIER. HT TP IMELRAMLBINEIR. 1t
Bt BERFHET—5 EEMIER.
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FALIE(E

iBid IDRAC A9 BIOS BMAIECER AL BIEHZE BIOS, BEKREHHSISIRFF[HITER, HEYEH BIOS BIHERT , BBAKEHFFE
. IREMCEERFEE (BREE )  BRERECGU L,

&% BIOS fii &

{224 BIOS BEERSHEHAT LC BEHRIEZATHRE.




fic B H (£ H TS &

EEILAEAEE e BT BT FAOEE. TUTHEMRERTERE , EEHZERS S HENAIRE, XEER TN
EIUIRSSERAVFRITIRE. ZThREE ] R TUIRSS 2R ENATT A,

FEINRE

« ARFRSA M EIENERIE. ESERRNEER— R ERSHEHS.
«  IEENEBIEER Java, ActiveX B¢ HTMLS fRAHESTIFAT Web NISSRRHEENEMIZETIS.

O3E: BAERT, RBUEHGKEIGE R HTMLS,
IFEISHELEN , SERSEFLBTEHABRETMN.
EETLARIBHTFFAA—A Management Station Bl— SN SBERANS N EIISHIARIE,
1A BEE FEAE RIS TFF M Management Station 2SS & RS ST N IS A SIE,

MRBNAABSREMEFHERE | FAAAPSIEENATLAGEEETAEIR, LSRRI 2=
8. 52 VAP ENS—AFREREEI. F—UBAPSE 32 AN , ZNGERISETERONRER TS A
F. MASERRLTEPRSH  S—UBAPSEE_ T BREGENSENFS0 LAEE—FEE. NREAES—MbE
FRENAFREAEERIIRE , NEIEE— N BARNSIESEMRIEE _MAFNRIE.

R BB R . THER ActiveX Fl Java HEHFSIFFNZRTIZ
#. 57: ActiveX 1 Java i X Hv R 5

Mac & ik Win & Pig Linux & %

Ctrl-Al-Del Ctrl-Alt-Del Ctrl-Alt-Del

Alt-SysRg-B Alt-SysRg-B Alt-SysRg-B
Win-P -

Ctrl-Alt-F<1-12>
Alt-SysRq - -
SysRq - -
PrtScrn - -
Alt-PrtScrn - -
&iE - -

®| F: HXEE HTML HfEP g EE, 5218 HTMLS based virtual console (EF HTMLS BERIIZHIE) —1.

3E: Web FE B REOEIERIEH & SIENBE S FERIA Web RESIE. ZH{EARBIENREA Telnet, SSH #1 RACADM %
HiZEONSIER.

@ | & AAEBENRRUFEELSHANES, HSH BE Web HISEEREMUEHE.
@ | 7% E#M KVM 3518, i#{ER OME Modular Web R ML B TS

0]

R
THENEESPERMRIER
EEEEIEE S

R EMEFIE
[EEIEMEFIE



ERENEFIEEER

X FF B O R R R R

TR T T RERS SR LIS TREIES &R 1E SRR RS YRR N AIRIFER,

. 58 XFHFR I PERRIH R

REBDIHE RI#iE (Hz)

720x400 70

640x480 60. 72. 75. 85
800x600 60. 70, 72, 75, 85
1024x768 60. 70, 72, 75, 85
1280x1024 60

1920x1200 60

EINEERESNE RO HERELE I 1920x1200 &K,

@ | F: MREFEHERIEF ASFEH AELIEH S EE TRRSHRNE RS, N EdAiiEs s FEEERESSNELTTE
WIRSRTHESHE, MRRGEITHR Linux BMERS, WAE RS EAELEESR X1 iEH&. 2T iDRAC EEH&
LB < Ctrl >< Alt ><F1> 4% Linux Y1#RBISTAIEHIE

o & TSI &

EEERIIEHEZA , BRREEE Management Station,
EETLA{$ A iDRAC Web FREEY, RACADM 1T RER B EIIZEIA.

£ Web R ML E EMITHI &

Z(HF IDRAC Web REFCEREIZHIE :

1 %£Z Configuration (BCE) > Virtual Console (EHIEHIE) . JEE7 Virtual Console (FEHIEHI&A) TUM.
2 [EREEIUEHETHHEERRNE. BXZERIMNES | 15505 IDRAC Online Help (IDRAC BXHNEEED ) .

®| 5#: tnRIEEFEMEM Nano 3{EZR%, M Virtual Console (EIlIE%I4) TIHEAY Automatic System Lock (EENZELeH
E) Lhfk.

3 BENA. EUEHEEERE.

£ RACADM fii & EITHI &

ERERIIEHIE | 15 set i<S LA iDRAC.VirtualConsole HHHIRIS,
BXE2ER |, 588 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 1R85 ) '] M www.dell.com/idracmanuals _E3REX,
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M ba EETUFE I &

BEiEiissle el , BALATE System (R%t) > Properties (J&1t) > System Summary (REHHE) TRE TS EIEEISA0R
. Virtual Console Preview (EEHUEHISTN) Mo Er—1EG , REAERIMIEHISHIRES. WEGE 30 RF—R, XE—THR
AYTHEE,

@ | i B & BRI E A EREH AR A,

BENEMZEHS

& AERE iDRAC Web SRR URL [BERIERIEHIE.
® | E FENSERY Y Web HIME RSB ahERIEEI G LIE.
BrElisEaza , SR

CEEEEENR.
Web NS EEBLE AER HTMLS, Java BY ActiveX 114,
B ARESR/\LEHEE /T 1 MB/RD,

@ | i#: MRMARMSREHIIEE BIOS HEXA, FRBEHELEHE, NENSHATERNZA,

{EF8 32 5% 64 {7 IE NESEREMEINEHEISRT | (M HTMLS B (ERtERIN S Rs R e] FBRIRTRS M ( Java B ActiveX ) o
“Internet " REXIATENEERER.

{EF Java fRIHECIEIIEEIER | EAREBREEE Jova FWIFHEIR. ERRRILART , BHE Java IEHIHEIR > B8 > MERE |, F7F
R ERER.

SNREMIEHISECENER ActiveX It , ¥XAIRERIEEH. XERAMEIEZEEFBIGRHES ( EzHIaRTER ) #iTA
PO, Activex ZFimilt NERIEAJREBTILLRTE. RN TGRS | ELUEEEaEIEH S,

EEFA HTMLS iR EEIEIEHE | SRR E =R,

{EH Web FHE S FNEMIEH &

EraLiEd FSEMENERS

« % Configuration (if&E) > Virtual Console (FEHIEHIA) . 5E7R Virtual Console (FEHIIEHIA) TUmE. &5 Launch Virtual
Console ( [SafREHAEHIE ) . Virtual Console Viewer ( [EHMEHIEEERS ) BB,

Virtual Console (EBIEFIGEER) KETTERRANREE. BIERLESS TN ERIGEHITERFISIA IR EI0E,

EEEHMLN BEF RS HMS NEEE. ATHIERESLEZNBER  BE=21PRNRXLEHEE. &N, BHEEE
BN R

URECHEERHET I HS I LREEIREND , BRE Yes () LA,

BEREOUTRSERR N EAG | — P REERSSNENET | 5— 1 EERUNERSH. BRSR  52R RLRER
f8tt.



€M URL BEEIEMESI &

Z(ERA URL BaEMEHS

1 FIFFESTRAE Web UBSESHEMIIAZ R ALLT URL (/N ) : https://iDRAC_ip/console

2 IRIEEREE  2EBEMERMA Login (BFR) TUH :
WREFRE—ESRMBHAAM, Active Directory, LDAP BEgERER , NS EREMNAY Login (B3%) TUAE.
%E%Eﬁﬁ%—féi , W& S5 Virtual Console Viewer (EHIFHIAEERRR) , FERASE R Virtual Console (FERIEFI&)
TUH.

| i%: Internet Explorer % #52#b, Active Directory, LDAP, #&E- (SC) FI—H R (SSO) BF. EET Windows A
{ER Yt L Firefox I#eA b, AD F1SSO B3%, #ET Linux BUIR{EFRS L Firefox ¥4, Active Directory F1 LDAP

HF.
@| 31: tnR BB RSB & AR, BRESIHEELN RIBER, NTERL URL BEIEMA R, BEFERNE
s .
£ Java T ActiveX {EEZAHEMIIEHI S ELT RBEIHEE
FRYELEE

BJLAER Java R4 SRS HEIEHI S SREMUN BRI B RRIESHE.
@ | i*: ERE Java 8 REEMMAUEALLTIEE, BT IPve M HE3Y iDRAC EHIRHIA.

1 SERVEY Java A EHMEIEHETEMUNRR  SERATRIDLRTHNRTED. BERE.
SR —RIEPESHR | EHRKEIZEEES,

®| i MREKRERERGHNIEBEMEXPRENEE, SEUREERNAPNEFRE TIER, BFA2EREELHES.
2 BB e,
BEENEH S EEREUNREES.

O mBEBIEHATER, FEHEANREES.
M Tools ( TE ) 3Bk , 1%4% Session Options ( £1F1%EIN ) , JA/51%#E Certificate (iE ) &K,
B Browse Path ( XIS ) | ISERTEEEFIEBIME | #oRsd: Apply (R ) F1OK (i) , REIBRHEES.
EFashEIIEEIE.
EIFPEEEED |, 561% Always trust this certificate ( $AZX{=(FULIFT ) %R , FA/S8 D Continue ( 4%z )
BHEEES.
LISENEEMIEFIEH , AR RIEEES.

EREMES S EEE

EMETEEER RS |, AINBAELS. ElEar B, BIRER, g7, BFERME. TX3ISIREMIEMUNER
niE. BXRERXLINEEINER | IBZIR IDRAC Online Help (IDRAC BHI#4E) ) .

O N O o N W

@|;I IMREERSEXF, WEEREZR “No Signal” (EfES) .

EEUEHEE ARSI BN ERINIERRY DRAC B9 DNS BFReL 1P itblit, WM5R DRAC ;&8 DNS &BFR , MIE7R IP #etk, 8=
7

XS TFHNERTANETUIRSS =



<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>

o XWFIDRRSSES -

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

B, EIEHEEESTRESENMEREWR. XERTEEIIEH S SEN MEEREESHEL— R MBI, E(EH
FrESAFISOH SEASRE | BUTIATE—BE -
o 7£ System Summary ( Z4tiHE ) TAEIFHY Virtual Console Preview ( EEIIEHISTILS ) 284 , BAh Refresh ( fIET ) .

=T Virtual Console Viewer ( EUsHIEEESE ) B9 Performance ( M48E ) 1BITE4 |, 158HRIEE I Maximum Video Quality
(BREVRE ) .

HETF HTML5 RYERIESI &

@ | 5: #ES3T HTMLS B3 RIIER G RO R TR,

@ | i R HTMLS SFEIERER A, AREEFHARBFREHR, BMERGTNIERZ AEA—BNES. Hi, SRS
R®E (RE) REMHOES.

55N HTMLS ERUREIE | BN IDRAC ERUEHERESREIIEHATI  FHSEREH A 2RBETIEN HTMLS,

@ | & RAERT, EBURHIEXEGEN HTMLS.
IERIMERILA TRz — SRS AR E NS -

£ IDRAC 019 , BREEFISTESIE A Al E kS
£ IDRAC EEHMZHIETIHE , BRERIIEEHIE,
« M IDRAC ZERTI@ES , &\ https/<iDRAC IP>/console, 75 ERRAEIEREE.

£ HTMLS RS & PR AtLA T SERIEIN -

©  NONTHEREG
« 5ISIE

B

s

R

IR
- 2R
« W EESRER
- EHleEY
© RETR

R AT RIFERIRRIR S FIEIE HTMLS EEHE EAZS. AR ERREEaR.

ERlaEY - WINESLI MR BRI :
- BE
- BER
- BEE
- AR
FRaYIES

e — IRRERTRE. SYRERENAEET , %S Caps Lock AT , MIFSIIRNRIAFA. WMRIESA Caps
Lock SERIMEN MESFHRFRT , NIDRERISAEHESBAESTF.

o R — XA HTMLS ERIUEHEIEFEF , AEFIALIT MIZIRIAN, SN RALERS S N Ams#EEs.




—  Ctrl+Alt+Del
- Ctrl+Alt+F1
— Ctrl+Alt+F2
- Ctrl+Alt+F3
— Ctrl+Alt+F4
—  Ctrl+Alt+F5
— Ctrl+Alt+F6
—  Ctri+Alt+F7
— Ctrl+Alt+F8
—  Ctrl+Alt+F9
—  Ctrl+Alt+F10
—  Ctri+Alt+F1
—  Ctrl+Alt+F12
— Alt+Tab

- AIt+ESC

— Ctrl+ESC
- A+ SR
— Alt+Enter
- AnETERE
- Alt+F1

- Alt+F2

- Alt+F3

- Alt+F4

- Alt+F5

- Alt+F6

- Alt+F7

- Alt+F8

- Alt+F9

- AIt+F10

- Alt+FM

- Alt+F12

- PmtScrn

- Alt+PrmtScrn
- F

-

- ERE

— Ctrl+Enter
— SysRq

— Alt+SysRq
- Win-P
YMELE — HTMLS Bz H S URE RS EaRE A/, LUEEGRT N, A TEREERRETRA TR
- P

- TREF

BTN R LIRSS 2 ER SR E.
s — HTMLS EUIEHI A SFiisEThae. AN EIRIE RN THIFIE :



- BHE
- 1B

BEMRALERS S LR AmMEIRE.
o FIRINER — RIS ERAIERERIDER, U TRERNERA THYIE :
- #833 ( Windows, EHTHRARY Linux, Mac OS-X )
- 1BXY, FohmE
- 8% (RHEL, Linux BRERRA )
—  Linux RHEL 6.x 1 SUSE Linux Enterprise Server 11 8B ShR4A

BEMN R LIRSS 2 EN ARSI E.
FEMAN R — BTN BRI SHEMN RRE. BN SRS BRSNS FBRET 1SO #1 IMG 324,

@ | #: Xk ERET HTMLS BEBRUEHI QRSB R, HIIET USB MIREHEE. CD =X DVD.

@[ F: HTFREMEFEE, # HTMLS RifEEREG S/ SR e R, R Java 5 ActiveX ilifFit, ERIE MBI TIE/
ERRZAIEEREHE.

STFFRIASE

LTRSS E324F HTMLS IERliEsIE

Internet Explorer 11
e Chrome 36
e Firefox 30
e Safari 7.0

@ | %= BUERGHFRE Mac 08 FFA 1010.2 (HEHHA) .

BT ENS SR AN E ZIFAEE. |, 15515 iIDRAC Release Notes (iIDRAC &1Ti588 ) BTM www.dell.com/idracmanuals 3%
B,

=11 — i
FJ pav Ef'l.’l‘lTEI‘El %‘l‘

LS R SIS ERAN | SERS FNEIRIET S SIR FNEIFSHARS | Bt arEEREOhEREA
BATIEE .

{:F8 Red Hat Enterprise Linux & Novell SUSE Linux B , ISTERsIEIEHEERRZAIA Linux EEERMET. BERFRIBARIR
REBTEENEH EEERPEHRIRFRSEL.

SEMER e EERTHRAR N ERGRT | NRRIRS S[ABRERASHHAEIEN. XR2HERT Linux BERSEEL Lifecycle
Controller 1&85¢ , FERERSHRAVEIMIERIRE SEIUEH & Z s ERIEAINEIR EAR N SER N ER R, ERRILTR ,
IBHREI— N ERRES R E R S IR ERRRInEE A,

BEJIRFEMEE |, 1M Tools ( TH ) SEAGSEHE Single Cursor ( B2 MEE ) «

o EQERIRINE , 5% ZE Tools (TE) > Session Options (£i&1EI) >Mouse (JR4R) . 1E Mouse Acceleration (FRFR/M
) IR, RIBRIERSIERE Windows B, Linux,

FRHBENEIRMEFHRT | BIR <FO> SECERIRILR,
@ | i#: EIHET Windows RMERGMBERGTER, ENZRERAZHBIEM


https://www.dell.com/idracmanuals

LEREIUEHISERRIRE T & Lnux RITIRIBMERGINSER SR , BUESBEIERELSIM, XeIsERH GNOME S|
FRUAEETINRTHEESERY. EFEIE iDRAC EHMEHIEPIIRIRELE |, HERILIhRE., BEFRTFUNEEHINER | 151 /etc/X11/
xorg.conf S {HFHYERFRERS AN :

Option "AccelerationScheme" "lightweight",
ANERMTSAH IR E)RR , FE7E <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml SC{ER#H1TLA RHFINEE

# motion threshold #lmotion acceleration AMEERN -1.

WERTE GNOME SRE EXAFARINE , iBEEIIEHEEEESYT , #Z Tools (TH) > Session Options (£1Zi%T) > Mouse (FR
#X) . 1E Mouse Acceleration (ERARINIE) 1EIT-K5 , 1% None (FE) .

T EHISERESSEEHS | WREEAMISSHESFHIE Virtual Console (BHIESIE) TTHE LIS Max Sessions (R ALIER)
EFfCERN 1.

B Java B ActiveX flfFHIEEEHI SRR T

REILAFS A Pass all keystrokes to server (HFFERTRERIRSE) X ETEINEHEEEREAMEREIIRESNERILLR
FIZERR. MRTEER  coaEREMEREESEREIEDaTEINEHESENERY., BEEREEREIRSEE . B
EEIUsH A EESET , 2F Tools (LE) > Session Options (£1E%T) > General GEM) %K , SAG%IE Pass all
keystrokes to server CIEFTERITEIREIREEE) LI , LSERENEHEREIZTERS.

Pass all keystrokes to server (SFrERTEHREIRSES ) IR TABUAT :

BT S SEE T HEFERIAFREL (Java 8 ActiveX ) [Bafl.

XF Java BFUR , WARINEIRERE | LMEBREREERAIRSSEHRRRMENEETIE. MRKRINERERE , NETHIEE
Pass all keystrokes to server ({$FFHEHE{LIRTIER%ES) F1 Single Cursor (EA3E#R) 1EIN, WREERIERXEETZ— , N
SETR—HKBRER | IERAMEAEIRATZ SIS,

XFF ActiveX iR , WIINEIRERE , ZEeEaRHEIRAIRS:3I08E , LUEETIE. WMRKMEFLERE , NEGHEEE Pass
all keystrokes to server CIEETEREITEIREIRTEE) KN, MRESNEFILEDR , WSEBr~—5KEREE | IBNZEATY
5.

S F MAC 3##/EZ % , JSF Universal Access ( @351 ) TAY Enable access of assistive device ( JSFEXEENIZZATAE ) 1%
I, Pass all keystrokes to server ( FFFEEHERZEIIRSES ) TIREFSE(EA.

BERSFEEEIMISE RS LEfT. STERE R ERGERNNRBEARSERESTERS.
EIEH e EERRIN—Windowed (B[ ) B Full Screen (£ ) »
£ Full Screen ( £ ) #22{F , Pass all keystrokes to server ( ISFiEREEEHEZEIIRSES ) THEEAERANBER TERRE.

£ Windowed (&1 ) t&\T , (NEEIEHIEE SR WA BEM A SAEBIER,
M Full Screen ( £FF ) RIVEX/I Windowed (B ) Rzl , LABIRUEBEERIVRSHIRE.

£ Windows #{E £ % L E1THET Java HERIESIESIE

o RERELE Ctr+Alt+Del BEEXEISE RS , (BRIBLR ST Management Station I THERE,
« NRESH Pass All Keystrokes to Server (GRTEREEREIRSE )  UTRBASRXIIZERS
- NEESREHEE
- NLEESAIsHRE
- ESESRIFRSE
- NESEsE LR



- NSSESERIRE

- SRR IR
- NEERSFTRRETURRE
- HERgE

- NSRRI

- IEXEERE

- T—HhE&E

- R

- {ElE TR

- B/ EENRRE
S =i e

- RN R

- [SEINFERER 1 R
- [SEINFEER 2 &R

FTEEIRANRE ( FEARRREAS  MERRER ) BIRLXEIZERS. XEETEINEEE. Shift, At. Ctrl EFISKA
., Hp—SRpofimERniZE iR,

Blan , INREEIEFIZERFIZTAIR Windows IBIERFFHE "Pass Al Keys” ((ZBATERE ) EFA , NZEUR Windows ##
LIFTHFFREERRT , AP EIRIMZERRPESITI. (B2 , IR "Pass Al Keys” ((EEFTAZRE ) EEA MK
BREZERGMAFEIERS LT,

SNEREEF Pass All Keys (1EBATAIRSEE ) , MBURTR FROASEFITIHRESH Management Station LRI FRFTHITHERE,

£ Linux HMER S LEITRIET Java RIEEMIZHI G 21E

PREJLSRSL , B Windows BERFRITAHIERT Linux BERSE

USRS Pass all keystrokes to server ({SFTEREETEIREIRSES ) | RRESIE <Ctrl+Alt+Del> (EIBATE RF EAIRIERS.

Magic SysRq 2 Linux PIZARREAVAESE. IIRERIENZERR LRRFRAFELDNABESFERERSR , BIFEEA. &
HLAERLAT A —E Linux BEFRF LS Magic SysRq #2

- B—1%BiHN0Z| Zetc/sysctl.conf
— echo"1" > /proc/sys/kernel/sysrq

WNERIEF "Pass all keystrokes to server” ( GFIARHEBEGRSEE )  RASE Magic SysRq BIGIBLEZE RS LRIMER

%, ERBERANEINFTH (EREESESHER FTEHS IS ) BIATAESE R FREEERIAREER Magic SysRq # :

— 8 Management Station EE2EH SysRq , Ml <Ctrl+Alt+SysRa+b> Bf <Alt+SysRg+b> £E & Management Station , TIANE 2&
SRS,

— Y05 Management Station -BZEA SysRq , Ml <Ctrl+Alt+SysRg+b> BY, <Alt+SysRa+b> IRBRSE BT E R 5 FHNRERSL.

- REFELSEEAM SysRq HERAES (U0, <Alt+SysRg+k>, <Ctrl+Alt+SysRa+m> &5 ) (GRS E RS , TAE Management
Station L27EF SysRq 1%,

BT ZIEEH B EMH SysRq AR

ERILMERUTMEE M BIITiEE s &= SysRq BAR

Opensoure IPMI TH
{#5F SSH/ Telnet BYNEBERT TIEERERS

{3 Opensource IPMI TH

TR BIOS/IDRAC IRE 7+ SOL EEMiEHIA.

FE IR T |, 1517 SOL &< -
Ipmitool —I lanplus —H <ipaddr> -U <username> -P <passwd> sol activate



SOL RIEBHEE.

IR55885 |ISEERMERERS , BE7R localhost. localdomain BRIETT. ERRIERFERFPZIEBRER.
YR SysRq KRB , M{EMA echo 1 >/proc/sys/kernel/sysrq BAE.

BT ~B.

{55 SysRq BBEARRESF SysRq ThaE. flaN , AT @SR EREFIERT™HREFER !

echo m > /proc/sysrg-trigger displays

{85/ SSH 8K Telnet BR/MERERITEERS (B RITHARIRER )

1 3JF telnet/SSH £1F , (8 iIDRAC AP BMZWRERG , £ /adnin> IBRFMETHS console com2, WHIIESER

localhost.localdomain &3~ .

2 MNFEHEEER , BEBTRAFRIINIRTERSERERIRS  TRSSE5ISERERRRE | BER
localhost.localdomain BRIER,

FERRMERABPENERESR.
YR SysRq KB , M{EMA echo 1 >/proc/sys/kernel/sysrq BB,
5 (FREAESHA SysRq IhgE. Hla0 , LTRSS EMN5 I1SRSES

echo b > /proc/sysrg-trigger

O| i AR BETFHRIIAFRITER SysRq BAR.

£ Windows (&% L E1THET ActiveX HERIIESI&

XFFE Windows BIERS HIEITHIET ActiveX IEEHMEHIERIE | BB KREREEIEHIIIRSSSEI18EATHSTE Windows
Management Station EIZfTHIET Java RIS SIENFMAIT AN , (ETE/LRERI |

!g%%ﬁﬁ Pass All Keys ({EEEFIBIRE ) Uiz F1 2REAY/E51 Management Station FIZE R F RN FERFRR , HERLUTHE

g DN NN

Click Help on the Virtual Console page to view the online Help

R PTREA=BAHHRE LR IR,

RFEASNG <Alt + Space>, <Ctrl + Alt + +> 1 <Ctrl + Alt + -> RIXFIFERS , XLEREHSH Management Station EAJER{ER
FHITHERE.



{7 iDRAC fR%E &R

iDRAC IRSZHERZ—FNIMN RS ENERERRIIRS S L (BABR TAREER ) . EULURMRERERFRIEUER , LY
iDRAC #{T#h7EinAA. EETRAHIIMISIELAECSER iDRAC FRE (40 , Web . Redfish, RACADM 1 WSMAN ) , MifaxS
iDRAC #t{T#NFE1iRE. ERILABCE iIDRAC BRSSERETAIIHEE , LAEH CPU FIARSZ2RAVIR(FRF LAIRFHFE. ESIANENRER
SR SITRE [ LUSRASEER PSU LUMIME R A EHRITEBIRERRIAE.

@ | % IDRACS R iSM kA 3.01 MIEEHIA -
® | 7 VI E R % iIDRAC Express 5 iDRAC Enterprise #FRIEZ J§, F&EfEH iDRAC BREHEHR.
{550 IDRAC BRSSHEIRAT , 1BHRER :

« 187 DRAC HIEBEER. MEMRSH[IEHISER , LASFEEER iDRAC Service Module ZBE,
15785223 iDRAC Configuration using local RACADM ({# i 5&B8 RACADM 17 iDRAC BL &) i%IR,
BERRE IDRAC NEIB(SERI{E IDRAC B SR USB B /E .

O)F:=

E/ALH iDRAC BRSZHEHET , ZUABIR T , ©ES7E iDRAC H/5H OS 2 iDRAC ElEE. MRELE DRAC IRBREHRFEE
FRILLINEE , MIEJRTE IDRAC FFEIBHE I:.

- WNEEET iDRAC HfY LOM B OS Zl iDRAC EiEi@iE , MIFTA(FF iDRAC Service Module,

L% IDRAC fRSS1EIR

iDRAC Service Module SZIFHIRIER ST

iDRAC Service Module ¥SIITHAE

M IDRAC Web 5RmEI{#H iDRAC Service Module
M RACADM ={sEFE iDRAC Service Module

1% iIDRAC BRSSHEERF Windows Nano OS

ﬁé@ iIDRAC Al 551511

R LAM dell.com/support T EFH %% iDRAC IRSZHEIR, BB EERIIR | 7 8eEiRS I ERR L%%< IDRAC IRSSHE
R, BXESLTEEE , 1525 www.del.com/idracservicemodule A iIDRAC Service Module User's Guide ( iDRAC Service
Module FAF$5R ) .

@ | % HThEEFERT Dell Precision PR7910 F%:.

kd

M iDRAC Express #l1 Basic Z %< iDRAC Service Module

£ iDRAC Service Module Setup (iDRAC Service Module i &) TIHEA, Hi: Install Service Module (Z23% Service Module)

1 Service Module Z4F2 AT FATF1E IDRAC B EHIRIERSAIELL.

X3F Microsoft Windows #R{ERZL Linux EMERS , BInfES A ERENZIRS S,
2 BEHIRFEFIRDFRCH "SMINST” 9% , SATEE TARNAMIA

« & Windows t , FTHaSRRFFHIETT ISM-Win.bat #EAMES {4,


https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/ent_sys_mgmt_idrac_svc_module

3

£ Linux £, $TFF shell I27~F FHHETT ISM-Lx.sh SIS (4,
LTSRS | IDRAC &8 IREBIEHRERS Installed (BR%E) LINTEEHES.

O | s#: BRI 30 SHPXEIRIERGTA. MRE 30 SHAREERLE, BLREHERD Service Module
%,

M iDRAC Enterprise Z % iDRAC Service Module

7T SupportAssist Registration (SupportAssist 3 Ef) S , B Next (T—2%5) .

1£ iDRAC Service Module Setup ( iDRAC Service Module i &) TiE™ , B2 Install Service Module ( &3 Service
Module ) .

EA7F Launch Virtual Console (BRIEMEEIA) |, AA/GET Continue (4k4E) LEZEEIHEIE,
EEW ISM RERFXY | RS A HEREZIRSEE.

@| i REEFSE 30 AN ENRERGT . MRE 30 SAFBIRE, BOTAEHBHIRE.
BRIREVIRPIFCH "SMINST' 89% , REEiTHENAVHIA
«  TE Windows t , I @ SIRRTFHZEIT ISM-Win.bat HER RS {4,

£ Linux L, ¥TFF shell 1277 FHHZETT ISM-Lx.sh BIAIZ (4,
RIERE LR ST,
£ iDRAC Service Module Setup (iDRAC Service Module i =) T , Install Service Module (%% Service Module) ZfHIG7E
THESRREEER |, FEH Service Module JRZIEERA Running (EEFEET) .

iDRAC Service Module IR {ER S

B>% IDRAC Service Module TR ERFHIFIZR |, B2 www.del.com/idracservicemodule LE324HAY iDRAC Service Module User's
Guide ( iDRAC Service Module FBF¥EREE ) .

iDRAC Service Module Y¥5MThgE

IDRAC fRSSRER (ISM) FRELATETTOEE :

Redfish BE&E S 43S F BB IR

iDRAC IREE

ZEFHIRER SR IDRAC 58] ( SCISMIhEE

T iIDRAC SNMP 24

BEIRMERS (09) 5R

15 Lifecycle Controller BES§IZIBERFZAE
HTEhRAREEIT

Z2%E Windows Management Instrumentation (WM|) BIREHIER
5 SupportAssist Collection 56§, X{UERTF S DRAC Service Module 2.0 fREi B = ARARIIS 7.
HERZET NVMe PCle SSD.  THRIEMISE.

IfEiRSRER

Redfish Bt B 43T FRE R MR #F

iDRAC Service Module v2.3 B{EEEARA S iIDRAC IETIMNIMKZ BN | XL EIEAIEITRE iDRAC § REST ZFimdkE, BxX
EZIFMER |, 5217 IDRAC Redfish BB X437,


https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/ent_sys_mgmt_idrac_svc_module

BRIERGER

OpenManage Server Administrator 2485 iIDRAC HEIZERFEEFIENE. iDRAC Service Module $24t5 iDRAC ZE{LIBYEE | Hia0
BERRER. BERRIRAZLIREDZS (FQDN), BABRT , ISNEREEA. IREEFTRERFE LRE
OpenManage Server Administrator , NIARSEEFEIIEEIR,

£ iSM hzA 2.0 SESRAF , SIEERMERFEEINEE , EINTIRIERFMEZOKNANE. ¥ DRAC 2.00.00.00 5 iDRAC
Service Module 2.0 B ESIRAECSFERR , BHREMSRERFMEED., FoJLAFER DRAC Web 5RHE. RACADM 8 WSMan BB&
EE.

)I% LifQCYCle E :L,\Eﬂ EIJ *;E{,E/%Q?E E TS

7_ iDRAC HERiZIhgeRT , BT LA Lifecycle Controller HEEFIZIBERFHE. XF{LITFH OpenManage Server Administrator 1|
ITHRSSMEE (SEL) E%). CiEFRERZERE LIf'WFjJ BiR (£ mﬁﬁﬁqﬂ 32%7_ RACADM &, WSMan SRERIZLITIE

':F‘ ) BIFRBE{4ER(ERT IDRAC Service Module SFIZIMERABEF. SERERFZHTHNIKIABEESH SNMP ZHRakbEMH

EeERIHTHER.

BAERF T EIEE TIERT , iDRAC Service Module iIRIGIERAERIEE. H iDRAC Service Module HIfTHHRER A REHICRIGERE
F Linux B ERBRR{ERRY IETF syslog ¥Rk,

(@ | 3%: M iDRAC Service Module 2.1 [RFF#4, Windows OS iy Lifecycle Controller B &I B AT LA iDRAC Service Module
REEFHITECE. 7ERE IDRAC Service Module 257 iDRAC Service Module REZFE, HAIUBREIZNE.

SNERBE %% OpenManage Server Administrator , MIEZEFAALLISNINGE , LIBRBRFRFEHSHHMESAY SEL KB,

(@ | *: #£ Microsoft Windows 1, IR iSM BEH-ERZEASETIER, MARNAKERFBR, EFE3) Windows = A5RED
EHMBEH 0S.

R B a1 EiE

BEMRGERSINER—FTET RIS, WRHIEAEE  NATREREEN , BRS[EER | BUFHREIRTRHEE T —
¥, ASR {EFEIHEESEIL , BRI, IETNRENEENINSITAES | LHLEEEEAT. MR ASREEAT , NRE
BERREWEHBERFEBI=AERSIS.

ERILTREEMRERE , fIUNEISERNBEREENSIS. EREKARSH. AR ERARETNRCER , 725
ItEIhEE. ANSREZ%E OpenManage Server Administrator , RIEZEFAILEETITHEE | L‘)\iﬁ%iﬂji)uigﬂ’]”"gﬁﬁj‘%

Windows Management Instrumentation 1 {FEFF

WMI 2—%T Windows IREHFEFEEAY B |, TR ERARE , LMEEHEGEEPRAEEFIER. WMI £ Microsoft 32
EARE SN ERES/NE (DMTF) B9ETF Web FIBIVETR (WBEM) FINFHEEAREL (CIM) o |, LIETBIRSESME . BIERS
IR FERRR. WMIIRHRRFEMTSRAEIEREHIE (a0 Microsoft System Center ) £E5% , HAUFEIHIAEIE Microsoft
Windows RSZEE.

GRS FAEEERS iIDRAC BfJ WMI 35T, iDRAC i@id iDRAC Service Module 7= WMI 2§ |, 2RSS TN EE. EUAER
T, WMIEEIhgEE 2. IDRAC Service Module £ iDRAC HhiE@Eid WMI &E7= WSMan "-"”",AJB’\J#;., HKERE root/C|mv2/dC|m wma
=a,



ALAEREERER WM Z RO TR, BXESER | BEREEX .

AT DCIM_account 54588 WM {SE4FIEZE IDRAC Service Module FRZIEITHRE, B XIS IR ESHES |
B2 WSMan BB S4RBESE , MR www.dell.com/support,

%%. 59: DCIM_account class 7=l

(o]| VE:Im| WinRM WMIC PowerShell

Mg winrm e wmi/root/cimv2/ wmic /namespace:\\root Get-WmiObject
dcim/dcim account \cimv2\dcim PATH dcim account -

dcim_account namespace root/cimv2/
dcim

AR E S winrm g wmi/root/cimv2/ wmic /namespace:\\root Get-WmiObject -
dcim/DCIM Account? \cimv2\dcim PATH Namespace root
CreationClassName=DCIM dcim account where \cimv2\dcim -Class
Account " Name="iDRAC.Embedded. dcim account -filter
+Name=1iDRAC.Embedded. 1#Users.16" "Name="'iDRAC.Embedded.
l#Users. 1#Users.16"'"
2+SystemCreationClassNa
me=DCIM SPComputerSyste
mt+SystemName=systemmc

FRENSL {5 g4 S BE ST 5 winrm e wmi/root/cimv2/ wmic /namespace:\\root Get-Wmiobject -

RENSEHIE 5|

dcim/* -
dialect:association -
filter:

{object=DCIM Account?
CreationClassName=DCIM
Account
+Name=1iDRAC.Embedded.
1#Users.
1+SystemCreationClassNa
me=DCIM SPComputerSyste
mt+SystemName=systemmc}

winrm e wmi/root/cimv2/
dcim/* -
dialect:association —
associations -filter:
{object=DCIM Account?
CreationClassName=DCIM
Account
+Name=1DRAC.Embedded.
1#Users.
1+SystemCreationClassNa
me=DCIM SPComputerSyste
m+SystemName=systemmc}

EF2 iDRACTEEE

B IDRAC , IERTLAMSISTIFROBRSS RS |, AT - ERVRSREG. B4 a4, AR, iDRAC AIRES RS HREZSTTIE

Rz, FEXFPERT , B

B EFEITAE iDRAC FEERIRTNRE , Fo1B{alRT iDRAC 8L
 BIRRSETIERERSG LIREEESIR. BABRT | Ixi2 iDRAC BEIRIIBEE SR

iDRAC

RACADM #1 WSMan HI{TIZ iDRAC FEEIR.

W%

\cimv2\dcim PATH

dcim account where
Name="'iDRAC.Embedded.
1#Users.2' ASSOC

Query "ASSOCIATORS OF
{DCIM Account.CreationC
lassName="'DCIM Account'
,Name="'iDRAC.Embedded.
1#Users.
2',SystemCreationClassN
ame="'DCIM SPComputerSys
tem', SystemName="'system
mc'}" -namespace root/
cimv2/dcim

Get-Wmiobject -Query
"REFERENCES OF

{DCIM Account.CreationC
lassName='DCIM Account'
,Name="'iDRAC.Embedded.
1#Users.
2',SystemCreationClassN
ame="'DCIM SPComputerSys
tem', SystemName="'system
mc'}" -namespace root/
cimv2/dcim

IR AIRSSEEFFEIR IDRAC, EEIR IDRAC CPU , IKIAEFTFHRSS S  ShEHUTIORBES.

, IEERET LM TIEAE DRAC EBIRIR(E , TEXRMBER. BinfEER
. ¥RE[LA{EFE iIDRAC Web FREL.


https://www.dell.com/support

AT Windows, Linux 1 ESXi BER 1T DRAC BEERIGSERSGIE.

Windows
— {FZAM Windows Management Instrumentation (WMI) :

winrm 1 iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="
iSMExportedFunctions”

- (ERIE WMI R :

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-
passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck —
skipCNCheck

- B&Is3EsBEEER Windows PowerShell BHIZN :

Invoke-iDRACHardReset —force

Invoke-iDRACHardReset

- (ERERFRRREST

JHREERIME | iISM 7E Windows B{EZRSFEHY Program Menu (F2FF3EE) oRiRftiiEA=. Z1895%EF Remote iDRAC Hard
Reset (J#Z iDRAC BEL) IEIRT , RAIRREFALIEIR IDRAC, BN , DRAC BEIRFESENEENER.

®| % # Application Logs (RIFITERFER) K5I THI Event Viewer (BHEES) HLERUTES NS, HESTEER
fal i — B HIE M .
A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account
is privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

Linux

iSM BJTERRE iSM SZHFAY Linux B ER S IR HITH S, BaILUBEER SSH slEX TRERBERAINETIHGS.
Invoke-iDRACHardReset

Invoke-iDRACHardReset —f
ESXi

AR iISM SZHERY ESXi3ER G L |, iSM 2.3 ISiHBAEIEHERE (CMP) AiERHER | LAFER WinkRM IZf2ds SimfiEiiT
iDRAC B8,

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? ~__cimnamespace=root/cimv2/dcim+InstancelD=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -a:basic -
encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

3E: fEEE IDRAC 287, VMware ESXi I2{ERGT 2% HFAIART.
3E: BIF VMware ESXi #2{ERZHIPREI, iDRAC RiRGALTEERRERE. HIREFIER IDRAC.

. 60: SHIRALIE
%R WA

0
1

DN N

%)

3235 DRAC EEEMY BIOS kA
RS

AR

IDRAC IR



%t iDRAC SNMP €3 Mm A Z 15

1B {#F iDRAC Service Module 2.3 iR , ATLASEWISRE FHUIRIER ST SNMP 2245 ( S5{U1F iDRAC AERKAVESR ) .

EHRTLATEARECE IDRAC AITEIR Tl iDRAC SNMP &R | FBIIEENRMFRR LEE SNMP A BRTEEERS =S, &
iDRAC Service Module v2.3 SYEShRAS , WINRESIGERER S AT EHIRETE AR HEEERR SNMP Fakt.

O | i#: EThBERE Lifecycle AREE IR AMHUE.
O©| i & Linux BMERGEE, ZUREREEL SNMP SHEA (SMUX) il I X ERIR{ERS SNMP.

FABRT | I TFERRE., REHN SNMP IREHHIRT 5 iIDRAC SNMP IREHHIHE | (BEICRBATTREBSREXFEN
IREYTUR SNMP EiR, RINERTHRETHEIMER , AR ERRE.

W%
ANTIRME Windows,  Linux F1 ESXi M ERFMISSFERTTIE.

+  Windows #{E&%E

- {ERZAHE Windows Management Instrumentation (WMI) :

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="iSMExportedFunctions" @{state="[0/1]"}

- (FRITE WMI R :

winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstancelID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck —skipCNCheck

o Linux BERS
TERTE ISM SRS Linux IMER S L |, iSM BT IHITHS. EalLiEid#E SSH siEX T ESRIBMER AU TIHH S,

LAiSM 240 FHgRT |, 1R LAERRLA T a4 Agent-x BCENRUAMMY , STFRFHH IDRAC SNMP 1RE
./Enable-iDRACSNMPTrap.sh 1/agentx —force

WNERKIETE —force , NHHREEE Net-SNMP HEFZEN snmpd ARSS.
- EEAIINEE , BHATLATIRE

Enable-iDRACSNMPTrap.sh 1

Enable-iDRACSNMPTrap.sh enable
- EERITINRE |, EHUTLATERE

Enable-iDRACSNMPTrap.sh 0O

Enable-iDRACSNMPTrap.sh disable

@ 5#: -force HITATALE Net-SNMP LAS £HBf. B2, B BIH IR
o VMware ESXi i#{ERZ:
EFA ISM XIFH ESXI BER G L |, iSM 2.3 Mt RNB A ETRRIZESRE (CMPI) J3iARIEHFER | LAER WinRM Infga SIni2E A
1ZIRE.
winrm i EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/
dcim/DCIM iSMService?



___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck
@{state="[0/1]1"}

O| s#: mrAAEBHREHTE VMware ESXi %% SNMP 8.
@ | E: BXEZFMER, FSFAIT www.dell.com/support. B In-BandSNMPAlerts AR B H -

B3 EHERIER S50 iDRAC

BISERLLTNAE |, eI LAEARTEA IP #EHEIT iDRAC Web FRE. WSMan #1 RedFish REECEFNWNEESE , TEEE iDRAC IP
Mtk #N5R IDRAC IRSS e REL B ek 4L{ERIRE— iDRAC EiEE#E iDRAC IRESBZRICE S , I LUFREHARY iDRAC &R,

£/ Windows #R{ERZHY IDRAC 1715)
BRILAMSERLAT A& —HUTINESS -

+ f&Bf webpack %% iIDRAC TIEJIHEE.
o {3 iSM PowerShell A TEC S
B fER MSI %

EOTLAEIS R Web B2t INgE. WINASEEEY iISM REFEZH, NRERH |, NBNARITHEOSE 1266, ERJLITE 1024
B 65535 KSEEIREHItIROES, ISM SEEEEEMRZE iDRAC, RS , iSM IGEIE—MNILBEXIEMN OS2IDRAC, {lilfimESiR
INENURERZEAT OS2IDRAC B KIENINIS | EAYHMENERE. WIHEEEBER | XSS EEEH.

LLiSM 2.4.0 FF&RT , @i {HEFELLT Powershell cmdiet , #Ea] LS R MLBPASHIS RS OB

Enable-iDRACAccessHostRoute —status get

SRt R~EECEANEZAIIEE., MRESAZMEE | ESBnMUTiROS,

® | FEILRINSEIEE T {E, E#{R Microsoft IP Helper BR %% E R RS EIEIT.

Eifia) iDRAC Web 5RH , BJTENISEE8H{EREMET, format https://<host-name> 8 0S-IP>:443/login.html , H :

. <h;§ St—irﬁjrtn@ — LT iSM FECE BT OS 118 iDRAC THEEAIRSSES LRV E IR, MRENBAEE | EaILUERERE
RGP .

e 443 —BHAAN DRAC IHOS., XMRAERKROS , insOS LB ENEESBEEREZROS. EalLUE T DRAC
Web @, WSMAN 1 RACADM REEXiRAS.

1853 iISM PowerShell cmdlet 3&EC &

NRLEE ISM BTZEFAIEINRE | BRTLAERA iSM RHAYLAT Windows PowerShell a3 fEFIZIIEE :
Enable-iDRACAccessHostRoute

WIRBLECE TIIRE | BT LUBISER PowerShell @ SLARABMNANEREAEIENE. AIRAEIAT

o RE - WBHEIER, EARAXRDIX/NEBERLIE True, False 5 get,

o O - XEMITEOS, NREKEMAEOE , NERZRA OME R[OS (1266), MNRRSESEUESN "FALSE" |, BPAKTZIRES
HHEREED. EBUEA— N R AR ENFIRORS. HirOSIRETUBEIER 0S2IDRAC TR XENN , FHEE
LRI OSEET DRAC, {EETSEEIR 1024 F 65535,

+ IpRange - It SEEMNEN , BREAASIPETEVIRIERSHEZES DRAC B9 IP #biESBHE. P IBEERNS 2SR EHH
(CIDR) &z , 2 IP it NFRISIEANES. FIa0 , 10.9411.21/24, ¥t iDRAC BUSIEH R FATESEEIFIAY 1P Hbtt,

@ | 5: HIHRER SR 1Pv4 it


https://www.dell.com/support

£/ Linux #{ER K iDRAC i1a]

ERTLABII (e Web BRI AERY setup.sh MAZIERILTNRE. ITHREFERIAKELEY iSM 23k FEEA, ERBILTIEEAINT | iBER
L/L—FHDV :
Enable-iDRACAccessHostRoute get-status

B BRAESIINGE , BERUTHES

./Enable-iDRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

<Enable- £H/H

Flag>=0 <source-port> fl] <source-IP-range/source-ip-range-mask> AEMHM
El\Jo

<Enable- =)z

Flag>=1 <source-port> BWIHY , M <source-ip-range-mask> EaI%EH,

<source-IP- IPSBEEISRA <IP et/ FriEed> 18, 7~ 1 10.95146.98/24

range>

OpenManage Server Administrator #1 iDRAC Service Module
77

FERZF , OpenManage Server Administrator 1 iDRAC ARSZAIEHRATLARER |, FFaI S ER Ittt riETT.

WNERIGETE iIDRAC Service Module Z22EEAIEERRYSNITHEE , MITESSR LS , W5R IDRAC Service Module #&iUEITESE OpenManage
Server Administrator , MISEABESMENITHEEE. UNER OpenManage Server Administrator IE{EIZ{T , M iDRAC Service Module J&1E
BREWRERS DRAC [FEAEERENIINEEL,

HIELEET DRAC REEHSAXLTNINEER , SHITHEREAMEE , HiRIE OpenManage Server Administrator 2B IEIEI TR
===

M iDRAC Web E s iDRAC Service Module

FE M IDRAC Web FRE{#EFE iDRAC Service Module , iSH/TLATERIE

1 %5Z iDRAC Settings (iDRAC i&Z) > Overview (#3Z) >IiDRAC Service Module > Configure Service Module (B ZE Service
Module) .

1557 IDRAC Service Module Setup ( iDRAC RSBIEHISE ) TUM.
2 EELUEELTT

o EETTHRERS ELERY iDRAC BRSSIEMRRA

+ IDRAC H9 IDRAC FRSZFHEIRANERARTS.
3 EPITHEIMENINEE | iEIEEL T S ANER

- OS Information (IRERAER ) - BEERIERZANER.

. Repllcate Lifecycle Log in OS Log (S#IiR{ERZG AL N4 GEARAR) — SIF Lifecycle Controller HESHIZHEERKH
EH. WMREBAERS %% OpenManage Server Administrator , $2EFAII%EIR,

« WMIER - 81F WMI 58,
 Auto System Recovery Action ( BEIRGIRERE ) - FEISERE ( LA RRA ) BERZ LHITEIREIRE
- EHEIS



- XHARZAER
- RGHRREXARER

NRBERZ L% OpenManage Server Administrator , #2EFRILIEIR,

M RACADM H{EH iDRAC Service Module

EM RACADM {#H iDRAC Service Module , i&{F ServiceModule HRIXS:,
BXEZER , 5215 IDRAC RACADM CLI Guide ( iIDRAC RACADM CLI38Eg ) BTM www.dell.com/idracmanuals E3REX,

1% iDRAC AR 1EFF Windows Nano OS

BERLELRE , 52158 www.dell.com/idracservicemodule _EH23EHY iIDRAC Service Module User's Guide ( iDRAC Service Module FBF$g
ﬁ ) -]

Z2B8E ISM RBRBIETET , iBEALATE< cmdet :

Get-Service "iDRAC Service Module"

{858 WMI B, Windows PowerShell i) , 0TI BEBEHIAY Lifecycle B :

GetCimInstance —Namespace root/cimv2 — className win32 NTLogEvent

MABRT , BEERGAERNREF SRS BER%ES.


https://www.dell.com/idracmanuals
https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/ent_sys_mgmt_idrac_svc_module

£ USB im Q1 TAR SR &= 1R

£55 14 {UBRSS =8 L | RIfERIE A Micro USB i HSRECE IDRAC, {83 Micro USB IR HATLATINAE

f5FE USB MEZEMIERZIRALILARAEETER , fIa0 DRAC Web FREF] RACADM,
o EI(FEREMETE USB IRzNE8 _ERY SCP M4 FL ERRSSES.

@ | 3*: EEIE USB s, B IFHITE USB IRENE FSNIREH/ECE M (SCP) XY REERSE, BUOTEERGEHRENIR. &
XEE USB isAMELER, FREAERP “EF 13 RRSB/[RESHA EHE USB s OFETE USB IEEIEE" .

EREETE USBIRE |, 154X iDRAC ZE > 38 > B USBiRE., LI &R :

=

« USB &#ix0 - 5RE B ALUSHROMERE USB IREhEEATS SCP 3244 , BifsEMA Micro USB im[ifa] iDRAC,
@| 5 iHMIR USB IEzhTBA S EHM SCP TH-.

@ | 5% (#£/0 OTG BEEM Type-A 559 Micro-B USB. 5 M USB 5B TIEIE.
iDRAC = : USB SCP - IEELATE—FNEIT , LUBITSATFIETE USB IRzN2S EAY SCP M RELEFR ST,
- BEH-ZASCPEA
RUPREF[EFRNEREZ BB - WNREPIETT , MRS F TR | (NEEREREIAZBIS A EESN SCP !
o BIOS
o iDRAC Web BE

St ERNEEXHE A - SRS AT R8BS A 781 SCP XS,

O 3#: BREER R FEEDRFERNIE . ETUER Zip XHHBBATINELRRFZIHE
- BRR - BRERIERITFEETIEESAN SCP XU MANE TIEE.

=

BT EE USB &EE518) iDRAC FRHE
{5 USB ik L AYARSSSSECE AL E iDRAC

1B B USB &E#5i710) iDRAC R H

iDRAC Direct IRERIFEEIZISIE F R EN I EEGEES iDRAC Y USB i%M, ILINEERIFEEES iDRAC 5RE (70 Web 5RME.
RACADM #1 WSMan ) ZELANITERIRSS ee S IEFN4EPIRIE.
BELIHONSEE MIRERGRIFIZE |, 15515 IDRAC Release Notes ( iIDRAC A&4T1BE ) B M www.dell.com/idracmanuals E3REX,

@ | i#: MREHER R Windows R{IE RS ST EERER K — RNDIS IEZI2RF L% AL THEE.
@S USB i 0351a] iDRAC R |, iBHTLUTIRE :

KAFTB LML  HITFSH e AELIIMEHIER.

BIRREEM USBinM. BXEZER , BE8H IiE USB EfIK1IZE,

E1F EENTENILARE P ik 169.264.04, FIRETRZEEFDEHLASRER P ik, iDRAC ARSSESIREN IP ik 169.254.0.3,
FFEAMEF IDRAC MIZR5RE |, 540 Web 5. RACADM, Redfish &} WSMan,

fgn , Zija) iDRAC Web FRE , iBFIF—NSIFAUNIEEES | AL 169.254.0.3 , SAJG1% Enter .

24 IDRAC {8 USB iiw R , LED SANRLARTEFENRES. AHRARE IR,

6 SoRFTRIRIER . MRFMTFF USB EB4x,

DN NN -

(&)}


https://www.dell.com/idracmanuals

#AI5 LED 15K,

£ USB &t ERIAR FZ a5 B 4B E iDRAC

Bid iDRAC USB &8s , EalLAXt IDRAC #H{TIRSZEEEIE. £ iDRAC HhELE USB BEEIRIRE , FHEASERSBEEHH
USB iR% , AAEIE USB iIRBFHIIRS BEEXHSAE iDRAC,

@ | & REERAIEN USB REEHEMBRAM, AEHEM DRAC ORE USB BEHORE.

AcE USB BEin 1 E

AT LAEFEZ S BIOS [EFaKZERS iIDRAC Direct USB im[d. SHARZEZ %t BIOS > SEig &, ERTHRIEA | %R ZEA iDRAC
Direct USB i,

£ IDRAC mh , BB ARG EBIEHISPRAREELE USB BIIRO. 1EiElE USBIREE | REUEREMTEESE "BEEREM" 2B
STETR USBIRREA,

FETFMERT , #FE Lifecycle Controller BEFIER—1EM :

RELT "B 5 DRAC 22 , HH USB RSB EBmATBER.
USB Ein ORI E&8L.

« IRFZBEIIM IDRAC HREIRMERS,

« IREM IDRAC BiiMFR S8 H

HIGHEHBH USB ST IR EKRRET |, RS EhEE , HESEBEIUTEMERTERREM
o EF ZFEITRR

KA - USBIRE

FERG : BE

FHRERD : EBFERE. SNMP BaBE. ImRERFERER WS =4

BE T

ATHERT , BERERERHIEEICRE Lifecycle Controller B :

o IBET "RSEESEEE" BPRRIER TEINES USB S1RikO.
+ USBIRfEIEH DRAC fFH , F#EEZZEIXEN USB EiRER,.
+ USBIRfRIEMH iDRAC R , HEEBIRIZE.

f£F Web A HEHECE USB EiRix [

ERELE USB i , iIBHUTLATRIE

1 7EiDRAC Web RE , %= iDRAC % B > > &% USB % E.
USB EiK OIRENEEH.
3 M IDRAC BH: USB SCP & MR TSEFEMARERSSS ( BISNFHEE USB IRahes MRS esEEM 4L ) -
B[
. NUBRSHEESRAEERERNBR
X8 A ES R BCE S
=1=];

BXZFRANSE , {558 IDRAC Online Help ( IDRAC BXHLEEEN ) .



4

O EmmE St ERNEEXHRA” UESANEEXH LS, IDRACO SFEEREMRPERNX . B7

RAER “Zip XTSI BBRRIF L
BENRNARE.

£ RACADM it & USB &m0

i E USB ETiRO , BEALLT RACADM FapSHIXIS !

EEE USBiORES :
racadm get iDRAC.USB.PortStatus

EEE USBinOESE :

racadm get iDRAC.USB.ManagementPortMode

BEE USB IREHIRIFAM :

racadm hwinventory

EELREREE L TIRE ¢

racadm eventfilters

BXEZ(EE |, 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI$8F8 ) AT M www.dell.com/idracmanuals KB,

5 iDRAC R E . RIEFELE USB E1um

ZRCE USB iw , IBHTLATELE

1

£ DRAC IREL R , BEN KM USB HOKE.
B 27~ iDRAC & E 1r BRF0 USB i O & T,
g{l\ i)DRAC Direct: USB B2 & XML THEREFIEREMBERS S (BIISAFMHETE USB IRazsh ARG 2t &4
)
k33
. NEBRSBAFRNEERENEA
XS A ES B E S
- BBH

BXEFRINSE |, 52158 iDRAC Settings Utility Online Help ( iIDRAC 1R E2\FITEFBATIASRD ) .
BEtEt—3 =R, ARRERUNALE.

M USB & &FNPRFSFELE

TRIRTE USB IRZAMRB R oI — N EFRA System_Configuration_ XML BB R , iZBF 83 config F control 3744 :

IRSSESECE MY (SCP) {iF USB i8R B R I System_Configuration XML FERH, 4B ESRSESHFIEREHEX.
HhE#E iIDRAC, PERC. RAID #0 BIOS BB, SR LARIEI N H B ERSEE EREHAUEN. SUFRTRLLE <servicetag>-

config.xml, <servicetag>-config.json, <modelnumber>-config.xml, <modelnumber>-config.json. config.xml B} config.json,
EHS - BE—LSHUUEHSNERE | A8 DRAC BRAHHITEBEMGEN. H=F4+hEa=124
— ShutdownType - IE&E. &F). FEH3|S.

— TimeToWait () - &/MEJ 300 , B2 AES 3600,

— EndHostPowerState - FF/3%.

control.xml S{F3~1 :

<InstructionTable>


https://www.dell.com/idracmanuals

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>ShutdownType</Instruction>
<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>
</InstructionRow>
<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is
3600 seconds.</ValuePossibilities>
</InstructionRow>
<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>EndHostPowerState</Instruction>
<Value>On</Value>
<ValuePossibilities>On,0ff</ValuePossibilities>
</InstructionRow>

</InstructionTable>
BB BIRSS eI PR A BEHA TIHARAE.
@ | E: &SN SCP K, ¥ SCP X iy USB EEEIRE, SSBUEl kML BFTMBLETHEIR. ERILIX SCP FHE

MERIMER, RRERNESE.

EEIRS/ECE M USB IS IDRAC :

1

BtE USB SE1RMER

« 5 USB ERiR OIS N B BhEL iDRAC,

+ J5iDRAC EE: USB XML ELBIZENERRINERBRAZEA.

BB S configuration.xml 1 control.xml SZ{&HY USB [NIfEERTEA iDRAC USB i[O,

®| 7 XML THERISC - B HRBRR AKX NERN. BR_EHENS.
H1E USB i tR B R THJ System_Configuration_ XML FERHPARMIRSR/ECE . REBUATIRFAINZSUS
»  <servicetag>-config.xml / <servicetag>-config.json
e <modelnum>-config.xml / <modelnum>-config.json
e config.xml / config.json
RS ERELE S SNEIEF A,
INRAIKBILECE M | BIERIFLE,
gN5R iDRAC EH: USB XML BELECIREHERARINEREB MAFE BIOS REEBA AT , SEMNREF— DRAC FFIKFE
WIEK , MSEBR—FKEIRBER LR,
LCD E#R#0 LED (3N5RE ) RETRE - ERsISARIL.
MREFEESMRORE , HEEHHRNXARBBIEEATENSIS , NAAER3ISRSEURERE. TN , RSS
BEHSIS , FUAEE. (XERE[EXTN  SNAESMBRNES , BMECEETEHSISIEW.
ét"%)\{ﬂk%ﬁmé , LCD/LED ez El E5Ek. MIRFEEZHSIS , LCD HZESHREERA "BiF  FEFEMHS

SR USB IREHENERSS2F |, WESNBRFRERSICRIE USB IREAY results.xml X4,

LCD B2

YNER LCO EARAA |, BRI ERUATES |

1

SN - IEEM USB IR EEHIIRSS 2RECE X 4AT.



RZFE - VRV IEFERATRY.

B5ehk - {EAL ERIhTeRkET .
BrerEREEIR - (R BB R ERIRT.
BEM - Rl EXK.

BXESHMES | 1555 USB 1RE LRVSERXM.

LED IA¥RITA
USB LED $87RIEFEfEFE USB imOHTAIIRS SRECE SHHEERUIRE. It LED AJ8ERNERTEERS.

- ERERERIC - [EEM USB IREEFIRSSSEREX.
« EZENE - EEITRL.

< EIRIAGIE - 1R , BiEERER.

- EZORERE - (RIS,

®

o N NN

3¥: £ PowerEdge R840 1 R940xa 7, IMSRTFFE LCD, M{EM USB ixO#HITSNRIER!, USB LED "2 A4k. f#/H LCD &%
BIERS.

AR SR
BHSNMFERUTER

« &1E Lifecycle Controller HEIAIERM USB ITENESNAEE.
«  NR USB REBIFFFBENIRTS | £7F USB AEE ISR PIiC R ER,

BEFERTPERLLIZE—NEN Resultsxml PERE , HPBEUTER

IRSBITE - ESNEREREEL 1D SORERRZ FICREWE.
Rl 1D - ESNBERERL 1D Z[EIERETE.
fEAVAIFFA B EARRT(E) - FESANBRIBREWRL 1D Z/EICRETE.
W - EENEBRENEL ID s ISR FACREUE.




{& A Quick Sync 2

FIEETE Android &%, i0S &g HiE4TaY Dell OpenManage Mobile , #RETLURMMBET A Al E@IT OpenManage Essentials 5%
OpenManage Enterprise (OME) #=HI&T5EIRS 2. EATEEERSH[FIBIIER. B5F LCRASMHHEE. M OME IHHIERE
BREMEENEMNER. HE P HIFHER iDRAC 5. ECETE BIOS Bt , LIRIRERBUESHER. Sl LIEERSSE.
ThRR S S EiAA) iIDRAC GUI,

OMM BTLAM Apple App Store B, Google Play Store %28 F&,

RV ITIERE IR % %23t OpenManage Mobile RZFBFERE ( 328 Android 5.0+ F110S 9.0+ B&hiR% ) LA{EF iDRAC Quick Sync 2 R
EIRIRSSES.

® | AR NERTHEVZEE LRSS Quick Sync 2 EIRIIARZEEH.
® | s+ tkThaE BBIZESR A Android $#2{EFR %t Apple i0S BB ENE & EZ 7 #.

FELRIRAT | LLIHREFERTE S 14 X PowerEdge fRS525 EERRTAE. BFZE Quick Sync 2 ZUEHEMR (ERANEEMIRBES )
EERMEIFEES (LR Wi-F ) lBahigE. Bt , EREM LTHE | FFETEEMKE iDRAC BT,

@ | 3F: BERE MX EFAE ARG PELE Quick Sync 2 HI¥1R, 15215 OpenManage Enterprise Modular User's Guide (OpenManage
Enterprise Modular /B /#5%) #1 OpenManage Mobile User’ s Guide (OpenManage Mobile f5/#5) , Mit: dell.com/
support/manuals.

iDRAC Quick Sync 2 BLE&IE :
@ | & FERT MX F&.

EL & Quick Sync |5 , BEGEAMIEHIETR LAY Quick Sync 2 %50, #8R Quick Sync 2 I8 =#2, @I BENIKEIAIE Quick Sync 2
=B ( Android 5.0+ 8% 10S 9.0+, OMM 2.0 BRESIRA ) .

BiT OpenManage Mobile , BILAFATIATRIE

- BEERER
. BELEMER
. FEEEBEAX DRAC KRS

% OpenManage Mobile BJIESS |, 1EZI5 Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FEF$8RE5 ) RTM
www.dell.com/openmanagemanuals F3KEY,

FR

B & iDRAC Quick Sync 2
(FRBHIZEEE DRAC B8

fid B iDRAC Quick Sync 2

BT iDRAC Web @ . RACADM. WSMan # iDRAC HII , #EaTLAELE iDRAC Quick Sync 2 THRELUA AREEMEE

< - RESES. RIEMNEEA. EEEAER.
Bt - EEANEERANEEA. RAEIZECER.
HBRPRE - A Quick Sync 2 R Z/ERIETEL. BUAEERARD. BOAMER 120 7. SEEY 120 2 3600 7,

[
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a RSB, BHLUEREEXH Quick Sync 2 I Z/ERIRTIE. BTF , iSRXIRENAGRE.
b WREEA , IHIREARIFERMANBIAIIR.

< ERWIE - BRESN BEAT | XERIAER.

« WiFi- BB "EBR" | XEIALI,

BB E "IRSEEEH" WIRA R EXWIRE. TEEMSISRFLUEREEN. BEZE , B LEALNEHER EEE
Quick Sync 2 #%4H. IR Quick Sync 18RI =S, AR, BIIRBENLEIGA Quick Sync (8.

HEERBREEMAT , £1F Lifecycle Controller HEHIER—1MNEE.

£ Web ZEHEfIE iDRAC Quick Sync 2 i &

EARLE iDRAC Quick Sync 2 :

1 7E£ iDRAC Web R % Configuration (EEE) > System Settings (ZEZIXE) > Hardware Settings (FE#i%E) >IiDRAC
Quick Sync,

2 7£ iDRAC Quick Sync #8539 , M Access (if18]) TRIEKERAIEE TFIEIIZ —LAEE) Android 8% i0S #aliRE :
e Read-write (1£5 )
Read-only ( RisE)
EEMA
3 [SFTRYES.
4 IEXERERTPRE.
BXBEFRINEZER | 1B5(7 IDRAC Online Help ( iDRAC BXHLESED ) .
5 BEMANBEE.

£ F RACADM fi & iDRAC 1RE[E 2 i E

ERLE iDRAC JERIS 2 IhkE , 1515 System.QuickSync AHAY racadm X5, BFXEZEE , 5518 iDRAC RACADM CLI Guide
( IDRAC RACADM CLI 38Eg ) BIM www.dell.com/idracmanuals _EFEEY,

£ iDRAC % E /2B & iDRAC Quick Sync 2 i &

S iDRAC Quick Sync 2 :

1 £ iDRAC GUI #1 3% Configuration (BZE) > Systems Settings (RZii%E) > Hardware Settings (FE4HZE) >iDRAC
Quick Sync,

2 1£ iDRAC WRRRIHZ S ¢
=l 1N
[SFE%ERT,
1EEFAFE M ATEBERPRS] (SEERZ 120 2 36007 ) .

BXEFERNEZ(ERE , 1528 IDRAC Online Help ( iDRAC BX#E3ED ) .
3 {kxea Back (5IR ) . Finish (526 ) #lYes () .
BREIRE.
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EABEZHFESE IDRAC 52

BEMNBEIEREE DRAC (58 , i55 4 BHRY Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FF$g
8 ) TTM www.dell.com/openmanagemanuals E3KEY,
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BIEEIIT R

EUN R EIRSS 51118 Management Station LRI BUIREEE MEZHLZRY 1ISO CO/DVD MG , MiiFGRZERS R LANRE
—*.

{ERREMS T RERE , EATLA

BT PSRRI AR RN R GAIN R
RN FRER

EHIKNIER

EZERFR LLRRRERS

XRERTHRAERIRSS /AT IEE. BEROABR MERT RIS,
FEIIRE

© ERMNESHFERSEIK (CD/DVD), REIKaNss ( BIEET USB RIIRENRS ) 1 USB IRFE.

< EBRALUGERIL FR—PMRE. USB RIZEIRRS, RESEBLUINR— M EEIESERAIZERS, SISHREKREE
REREE— T RRERER. SRR EERS — I BIYCRIRERRE—1 1SO MG,

TESRT BENEINRIZE.

o TSEMEERINLIAIE) iIDRAC HIREIIIREZ N R,

. EZERSL  HUERNEUN RE SSRGS,

o TEET Windows FIZERA L , NREVINEEREIECHMINHEERNES | NSBRnE.

« TEEBERSEBMNET Lnux NZERS L , BN RIS RBMNTEE. BRGNS | B mount <,
NZERG R HHIRTE EPER RS HREREPIBIIT M8 A ZE Management Station,
FERHBEPEELENRNZERS L, EIIRESER AR NIREIEE.

EEIAER NS E R FEHEE Management Station CD/DVD IXEIS8 ( RisE) |, {BFBEHE USB V&,

o EINREDFEE 128 Kops RYB] AN TR

« WS LOM 8 NIC KM , BN REIECTRERMTTT.

Managed System Management Station

f‘/\ Remote CD/DVD/USB
: Network —
iDRAC 9 Sewerw REmotE FIonDy

4: R RIEE

n

SISRIRE SR IR
ECE RN R
IAIEREHAN R

&id BIOS IR E5|SINF
BR—X RN RS 1S



YRR NI &

TERFIH T B U BSTFRIIREES.

&. 61: IFFHRBN R &

R TROEHA R
R . T 144 BEHOIES 144 HSIRENES
« CD-ROM
« DVD
« CD-RW

w8 CD-ROM N RIS ARz
REANREZIRANIRR . 1S09660 #&=tH CD-ROM/DVD BMET
»  1SO9660 1 AVEREZ MG SIS

USB [AfF& « #7 CD-ROM 1\JEEAY USB CD-ROM JRz58
o 1SO9660 F&TLAY USB [NTZAE2MYE St

B & FEFL T R

BLEREIINRIZER , FHIRCESE Web NIEEELAER Java 5 ActiveX 1.

£/ iDRAC Web R EBLEET R

EREEUNRIZE :
EBITEMN RLENEZER DRAC. FNL2Z4ETRER, GQIFREEX.
1 £ iDRAC Web FE , #Z Configuration (AZE) > Virtual Media (FE#IRE) > Attached Media GEHEHINTR) .

2 IEEFTERUIRE. BXES(ER |, 15818 IDRAC Online Help ( IDRAC BXHEEED ) .
3 B Apply (NF ) (REIRE.

&£ RACADM Pt B BRI R

ERERIUNE | £ set 65$ AR, iDRACVirtualMedia BFHIRTSR,
BXEZER , iI5815 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI38Eg ) BTM www.dell.com/idracmanuals E3REX,

£H iDRAC X E ~AIEFELEEMN R

AJ A IDRAC IRERFREFMIIN. DEeEEEIMIEMNR. EHRITILLERE

1 7 DRAC IRELHRERT , BEEN R USB HOERE.
1527~ iDRAC & B /T Bif1 USB 3 O & TTH.

2 7E Virtual Media (ERIVEE) 284 | tRIBEESKI%EE Detach (3FES) . Attach (Bi#fil) =X Auto Attach (EFIMINN) . BFEIAY
FE(ER , 5507 IDRAC Settings Utility Online Help ( iIDRAC iR B \FITEFFEAASE ) .
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3 {REATE Back (/5IR ) . Finish (5epk) FlYes (&) .
RN ERERTTHECE.

EFRBIIT BORSFI R G R
TERE T ETIIIN R B RGARL.

R. 62: HEEAN BORTS TR LI FL

M N B9 9y BARTS ARG R

B TGS IETRIR R,

apn Xi7) Client View (ZFFimiLE) FHEEHAILBRSINE.

Efbay] Client View (ZFIR#LE) FTFRIIREINET | TP RME KT ABRET,

RTEEEMN RPEMRZHNRSF[RE

SR B EIR PRI TR BLARSIFSIREIES T W, BEHTLGRE | {B1E Windows FREIEEEHA) Organize (4A41) FEEach
EATE Folder and search options (3CFRFMERIET) . 1F View (HLE) IR , BGEET Hide empty drives in the Computer
folder (RREITEHXHRPHZTERNET) EIFFRTE OK (FRE) .

iE) EETUIT R

BRI LMERSAMEREIMERI SEREIN R, BEEIMNTERZA , SUEEEZRY Web RS

BEINERS RFS 2ERFM. IR RFS EEGTEIRES | BBAMEEXBHENUNREFIRE , BERE EEERUTEIRER
\//rtuo/ Mec//a is current/y unavailable ( EEINEZSEIAEIE ), A Virtual Media or Remote File Share session is in use. ( BTN /ﬂv’jp_r 5

SNER RFS IR TARENIRTS |, BBALEEHABHEUNERZ PR , Al EIE i, ARSI LAERRUNREFiRER
B BRESZIRE N BRI ARS

e HEMESI & BREMIT

BT REUEH SRR R , B8R

- EEREMESS.
EARBE IR IRENES — £ Windows EIREEESF , SAnZl Folder Options (SCH-RIEW) |, HiEkk Hide empty drives in
the Computer folder (PR HEMIC TP RZIRRNEE) I , AFHT OK (FEE) .

BE(FAEEE S5 EIUN R

1 £ DRAC Web FE™ , #Z= Configuration (AZE) > Virtual Console (EIIFHIE) .,
1557 Virtual Console (FEIMEHIA) M.

2  Bds Launch Virtual Console ( SEIEIIEFIE ) .
Virtual Console Viewer ( [EHIZHIEEESE ) BB



@ |3%: % Linux £, JAVA RETAREEREHQRBRABLEAR. % Windows £, $TFF .jnlp SXEEUER Java BaIERIE
A,
3 B Virtual Media (FE#I/YE&) > Connect Virtual Media GEEEIINTR) .

BEENNESTE | 78 Virtual Media (BBI/MR) RPERRATREIANZEIIFIR.
®| S BB RAT, Virtual Console Viewer (ERUSHIAEERS) WOLFRKER.

PER RS & B ERT R

SEEARAMERIGR , fEEMEMN R , BHHR

N BT AT BHUTICRE , W TAEUMRRFEREEMm.

« BRARENE TN, BHTIERE | 157 Windows RIREIERERTIEEX M RIE , iBIREEIT B H R P =IRR SR
I, PAERERRE.

LEERREIESIAR , EhREMNE

1 f£IDRAC Web RiEH , #EME > EMNT R,
2 BEEREMNTR.

g , BB XRELREMEMNE

1 HERE> EUEHES.
2 BERIEMEHE. RASERUTER

Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?
3 BEmE. WISEREMTRED.

FEEBTBRSEET , BATEERGT CD/DVD SR AT BN, BXESER , 15 Mapping virtual drive ( BREFEFIIXANZS ) .

@ | i*: BERYG LAERRIR ERENEE S5 Management Station EEH¥IRIEZNE S F—H.

@ | 3E: FEIB1T Windows BMER LIRS L, R B H Internet Explorer Enhanced Security (Internet Explorer 582 £ &) ,
BN RATRETEES T1E. ERRLITRE, 15217 Microsoft I{ERZG IR KR AL EIES .

R EETUT BTAR (R

BRI AR S ARAIN ERBRG: | FHGEE)D USB IRBIERERSH[/AVRERS. BEMNENNERIRE | iSHITLATERE

1 BB Virtual Media (FEHIATFR) > Create Image... (8IEBR{E...) .,

2 7z Source Folder GRXX#R) FEeh , B Browse (M) , AEIEEERIFRESHRIIHHER, EIRL ARG
BEERSE LR C: IKahss.

3 EREXHEHRFRT  SBETFRETEERERMESGNRNARR (BERREER ) . BEENZAE , i85 Browse (il
8) FREIE.

4 BEAERE.
GEIRITIEEER. WMRBESIHHI TR EkF , RARBTRESHR | ERRESEH TR SRR SETTRER |, Eit
BRREIR TR R, ARG AERARA |, NG AR S 4k 4R,

SIS Z S , RALETRITEE,
5 HBiFEsER.
ISO BUSEIE BlIZE.




VBRGNS KRS , RASEEIRISHSRE EOIR .img SMALAERLLINGE. MNRBaEMIFRIL img X4 , BRATE Virtual
Media CREFI/TER) SRETICISRPENAIFREANEER. Bt , @VEAEERREI A EZRIEMIBR img X4, BZ , .img
NHERILMES —REGHIEPEX S B IEHiehR , A/ Remove Image (FBERERIR) LITBIRFR.

EEEMNEFIEAEE

EEEEIISEIHMER  BEEMISHEEERT , B Tools (TLR) >Stats (4iHER) . 7E Stats (ZIHER) BOF
Virtual Media (EEfINER) 2P RSIHEINIREUNEBEIRENE/ BiEs). MRENMNREERE , BETLEE. RS
EREUNE  BER "REREUNR" HE.

NRERFERRIIEFISHER FERIEMAN R . W Virtual Media (EHI/TER) S0 BERA—INEIE | SIREXTEMRFHEEN
Hs

B/

1h e IR ENEE

Dell EMC PowerEdge BRS3 82 ERATA ST PR AIFEFRMNERFINTH. R DRAC , BRI LU REEEIHIKANTE
Fr . LAESHIBRSS 28 LERERIER S,

ERERIRIER |, IEHUTIATIRME |

1 £ DRAC Web REF , BERE > BT R,

2 HTREHIREHIERF,

3 NHHEOPERBERS , A REESIRIER,
O #: RMERT, “AF BERER 18 .

EERESE RS ERIRER | BHUTIA TR |

1 HERE > ERUNE.

2 BEHEEERF.
3 TERHENFRLHRE.

@ |+ MREHEFEERGEEATH, WTHFASEREHRIIEFER. HEMN www.dell.com/support hTFEH R &R FAIIK
EEFE.
\

E1% USB

EEE USBIRE :

1 EEMEHISEESRSG , BF Tools (TA) >Stats (&iHER) .

BER Stats (GiHHER) BO.
2 f£ Virtual Media (E#/vFR ) T , B2 USB Reset (USB Ei¥) .

RASET—SERREERF , NREE USB iEE , IS BRgENFEHA | SEEIUNR. BEFER.
3 BER.

USB FEBISEE.

O | 32: EPBEtEsE Y IDRAC Web REZ1%, IDRAC BN RETFLLEIL.

BR S TS B 25

ERREFRE I AR
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@ | iE: EERET ActiveX SiET Java KIEMI/TREY, BuwsFilBEIRNIRA REBRGHR(ER S DVD 5 USB IN7FIRZNER (BDEEREE!

1

EEY) . EMGIIERIER, UEERESHESE IE 34¥ iDRAC IP bR MEIEEM RFIRS.

EEEMNRSIE | ENENN RRRFRTERENUNR.

NFENITFNENIRSSEMPNIRE | HSEEMNRER TSR — R, (ZXRNEREREREGE |, fi
Bk&T CD/DVD
BREY BT B RNRL AR
BRETEREL

@ mRBECHMARRHERRAHIGER, BEFIRTRRRIRARET. MRCERAREHE, HEARS
R IR P BRI

AREY DVD/CD ETRA LAFRTF 1SO X4, BRET AT M hRl e IR T K.

O|%: feFesiEE SR ET HTMLS MBS ABEIEEN R, HINET USB MWIRZE. CD = DVD.

®| s+ BRskiEE RDP 25 A ERUEE &/ R1§ USB NFFEeRE HEREE .
AR ISR IRETANR B 2EE,
O = mBEMUN FLIEEHIELET Web EOLE, B—4 Web EOLIEHE VMCL hTFERIRE, MLEREHS
&
RN /YR SCHFER T |, W TRIFIRFIERIRE.
SIFFEESEMETIAT A ( REET ) 1R (CD/DVD, ARaiiia. WA ) LANATIRETAIBYESIA2ERS (1SO 8 IMG ) . BR
B UTFEHARGEER (BEABPER ) . NRIEEAE MBIET | SRENRIEERS.
FF CD/DVD , IERERUSIAREIR 1SO ; W aIBahRiAFRIERE |, W IMG,

SNRAEROAER (RE ) PEEEMREG , BT T BIMER , I TRERRPIEEE EEZAIRE,

RERRRINECIEIRG , NIRRT B ah#ER | AT MERATIEEE ARG, BENRLISERS.
EE IR LS BIREMRET A RIELRE.
X$F CD/DVD iRE , BUAMER NERZisIF B TEEER.

@| E: INRIEHER HTMLS RERUZHI SRR 1SO 71 IMG X, M2F TR IR HBE .
BEHMRGTHR & LUSIR SRR YIRS 5.
BETIREE/ M | HEMTBRSRBRINEMERETN , LISRRERTR. a0, MRER CO/DVD iREIRGIZI= 7 foo.iso BY
gﬁ{%ﬂ’—‘r RN SEERHRAY CD/DVD SKEINARE /U foo.iso BRSS! CD/DVD, ZERIMSB—MEIStRCERE SR

TR IEFRRRE IR RN S A TaRST

AEET Linux IEIRIL E |, BN Client (BFR) BOAERAETERIGAIRIBaEEIIRE, 37 HRRT LRSI IERAIEMN
IRENEE , BN BIERER) SATA IER KRS AR IRE. EHUTILRE

DN -

=5 |1 SEEL FRYRERS. TEHANBMIERET | 1K <F2> B System Setup (RERE) .
4£Z SATA settings (SATA R E) . IPEERHEOIFMES.

B FBELRFEH C R IR AR O,

IBIEEVANR Client (B B, BEERAITLETIIERIKEIES.



B HBR S FE IR T 25

ZEVHIRGT I AN -

1 7% Virtual Media ( EEfU/ TR ) EBP |, FUTLATME—IRE -
o BT EECEBETANRE.
« BAT; Disconnect Virtual Media ( BN ) .

RRSTREREAEE.
2 BER.
ZREMNEIRRCRIFE | USRS ENRSES.

@ | 3%: MIETT Macintosh $21E AR Fif RGBSR 2] vKVM B9 USB iE& /5, BUNBRSTHIR &% Pl ETRER
H. EMEANAARERFPHEAL L FHREREUEETRE.

© | 7: EmHRST Linux BERS LA DVD RN, TAENS RN e Hs,

BT BIOS & &S| &I~

fEFZRS: BIOS REAFIER | BILUSEERS RENNEN RN SRELR RIS,
@ | & EERMEEREUN RRFILRGSI SIFFE.
BESERGEIIS

1 SISZERSA.
12 <F2> B\ System Setup (ZEZEE) WM.

4% System BIOS Settings (F4: BIOS i#E) > Boot Settings (5]5i&E) > BIOS Boot Settings (BIOS 5|5 &) > Boot
Sequence (S5|&IHFF) .

ERHEOT , EACRIKRRFEI R EIKaN=E SES | SIREFITE—iE.

HREMIRMREBAFHIIATE SN RNE—MRE. WIREE | BEEF=LARBIENSISIUF.
5 BHEE , REIRY BIOS EWNH , ASHBTETEMK.

B Yes (B) (REFEMFRL.

RERREHSIS.

ZESH RIESISINFNATEI1SRES IS, IRENRECERAEEAUSISNE , RASSISEZENRE. Bl , s
RIBIIRE — KUTIRBAUSISNERMIERIRE.

BR—XEEMUINTREF

EERTEREUNTREZE | BREEN—IXSISITfF.
BRI SHETZ Al , BHHR

1&B%H Configure User ( EBERIF ) 1R
{58 Virtual Media ( FEHAANER ) 1IN , 1A B ERIIKENEE ( CD/DVD, #R42EL USB INFIRE ) MEIRIR]5 |51\ REiki%k.
o EHNRET Attached ( EMIIN ) K7, LMEEIKENEEES ISIRF B,

ERR—RMES ISR MEIN RS ISZERS

1 7EiDRAC Web REH , HEHLK > IRSEHR > CHMA R,
2 f£ Virtual Media ( BZHA/"/&R ) T , 15%6#% Enable Boot Once ( [FR—X45|S ) AR Apply ( BZA ) .




55 | SHIEF TR ER R IR <F2>,

155 1S BRI MITIE I T RIRE S S,
EH5ISmRSE.
ZERFUSMEMUNR—IRIES IS,



ZIEF{ER VMCLI 2 BIERF

RN ERARSATHRE (VMCL) AREFAIRMFRE , NEIREEZERS LAY DRAC IREEMANEINEE. ERLARER , BFLL
TDIRIEEM MERDRE | BIERRE S FIMIIEIKANES | LABITMSES MR RSt LA B IR ERSE.

VMCLI A FFERF LA INEE ¢

o  EHEEETEUN SRR E SR S aiE,
« JEF IDRAC EHHIBI B —RERZ IS EHMRIESIE,
. ERAREEREFE (SSL) RS DRAC NBERE.
o HUTVMCL %, BE :
- EEEamEL,
- BERGARILZHE.

0) | 3E: Bk Windows he)i#Hig, HEFTSEEE.

;W
Z2%E VMCLI
1217 VMCLI N FBfER
VMCLI iEj%

223 VMCLI

VMCLI AR STE Dell Systems Management Tools and Documentation DVD A,
B4 VMCL NFBER ¢

[

1 48 Dell Systems Management Tools and Documentation DVD ¥\ Management Station fY DVD JXzf88,

2 BiERFE LIRS DRAC TH,

3 HWEES , 19E install\Del\SysMgt\rac5 S {FELFHIRIFE vimcli.exe, [FFE , 188 UNIX FIFERIERR,
VMCLI 2RI EXEER A L.

N [ |
E{T VMCLI 2 FB12FF
NRIBERATEEENRRAMR , NEEEEONEABEE{T VMCL <,

« 7E Windows &4t L , IFEERWNESR Power User (B&AF) PRABEZEIT VMCL 28R

£ Linux &4t , Eifa) iDRAC |, iBIE1T VMCLI AFEREFHERAF S | IFEBRBAPIIIE sudo i&A VMCL a5$a14R. B
2, EineiRE VMCL BB REARIBF |, 5 visudo 4.

‘.
VMCLI &%
Windows #[ Linux &% _EH VMCLI RiE=24EE. VMCLI LS :

VMCLI [parameter] [operating system shell options]

5040 , vmcli -r iDRAC-IP-address:iDRAC-SSL-port



SH0E VVOL BESSIERBIEEAIIRGS 28 , 515 IDRAC FHERSTEHEREERINE.

@ | #: VMCLIBAR A ANE .

ATHRES  HEEERTS VMCL 241

+ wmcli -i — FEREH VMCL IRET5E. BRILRRLR A E e A S A L.,

vmcli -r <iDRAC—IP—address[:iDRAC—SSL—port]> -S -u <iDRAC-user-name> -p <iDRAC-user-password> -c
{<device-name> | <image-file>} — F/REZ IDRAC CAIEBREEB. MRIIEPT , WESEETHHGSHER—%

ZEHER. B2 ZaSBRITHEREY Vl\/ICI_I 4iF, BF* VMCL 8¥IESEE |, B518 VMCL #8588, VMCLI Man

.

HIEERL/ T BRAY VMCLI 4
THIFREIR AR RN RAEERN VMCL &<,

. 63: VMCLI 74

BB R we

i’xﬁg[ﬁﬂ%& vmcli -r [RAC IP or hostname] -u [i1DRAC user
name] -p [1DRAC user password] -f [device name]

o] 5 | B2, USB INFENYE vmcli -r [iDRAC IP address] [iDRAC user name]
-p [iDRAC password] -f [floppy.img]

CD IXEhEE(sHM -f 1%6IR vmcli -r [iDRAC IP address] -u [iDRAC user
name ]

-p [iDRAC password] -f [device name] | [image
file]-f [cdrom - dev
]

n]5|5: CD/DVD Mg vmcli -r [iDRAC IP address] -u [iDRAC user

name ]
-p [iDRAC password] -c [DVD.img]

MRHREEHRP | WENIN RSB ARG, EHREUNRASENE | BT TERE

BB R FRICR S RIP AN S SRR EIRE S
ERIRERISRIFIIRE.

FEAMCIRIRE SRS | S REATLAHER—REN .
REMIEIREIRERS | —RRBEB— P REnE— MaE RS,

VMCLI #{E &% Shell 1£IRN

VMCLI {8 Shell TSRS Y IRIERSINEE :

stderr/stdout EBER — FHTFTENN A REFBHERRE .
Blan , FERATEER ) BIEUGRELAL VMCL 2 R TENAS KB s Is IS4,

@| #: VMCU AR TTEZEFRERA (stdin). Bit, NEE stdin EEM.
o FEHIT —BABRT , VMCL ARERFERISIET. [FRIRERS A4S Shel I08E , FAREBRREEEIET.

BIgn | £ Linux BAERFET , RIS () FREEEFERA—MFREEHE. WRAENREFHRER | Bt
X$ VMCLI a2 IEaFitiefs | ERFIAREzT (BN, MASMHELE , 52 VMCL ZFRELE) .



SIRBHNEA VMCL 21 | IBERRERFHSERN TENRFIHMEIEHIE,



%18 yFlash SD &

VFlash SD RE—MLLHF (SD) & , JUN I ITWiILRE. EJLMERRS 16 GB BEAER. BARE WIS vFlash
IEEREIEIEES X, vFlash EEFRSHEIINEE.

® | 7%: SD FHIA/NRAIRE), BRTUBITHFERME, HEMFEETEH SD FREM R SD . BT vFlash £/ FAT32 32
&g, BEHERNREIN 4GB.

WNERIZ-EEZRSFH vFlash SD RIEEFAEIF |, 151E IDRAC Web FRERY Overview (#%%) > Server (BR%#E) > vFlash FE/RULT
BIRER

SD card not detected. Please insert an SD card of size 256MB or greater.

® | iE: 1ERRRIBMNE iIDRAC vFlash FH#EIHAFRE vFlash B9 SD F. WREIHALKEM SD £, MAHLZFENERRUATHE

R{ER: An error has occurred while initializing SD card (#J#5H# SD FA1ZE55IR) -
FEIhRE

IR EIFHENL USB 1258,
BIRERZ 16 MoK, XLHXEMMITNRFRER/REIRE, FRIRARTE CO/DVD e | EAILEEAEIIET
RE.

MW R SRR S X, 235 img HRICATERER. .iso BT CD/DVD LA .iso F .img HET I REERfE SRy,
EIERI5|SHY USB 178,
—IRMES | SRR USB i858,
@ | 5#: BAEERE vFlash BRAETT2h vFlash {FAES S . MR RXFER, WIEEH#ITH vFlash RIEFERES
@ | #: R FIPS BRBREA, BEERITIEM vFlash #4E.
&

fid& vFlash SD &
=18 vFlash 95X

BdE vFlash SD k

EBCE vFlash ZBIIER(RIG vFlash SD RELEEZRF L. XTFUMMINERLEEFRBIERRIER | B85 Installation and Service
Manual ( ZZEFIRSSFEM ) BT www.dell.com/poweredgemanuals +3KEX,

@ | & BREH “HERMAR" WIRA GEE AR vFlash ThaE, DURKFRITIMELRIE.

&%F vFlash SD k2%

JEFH vFlash IHEEfS |, EaT LA iDRAC Web FREIE; RACADM &E SD K2,
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{£F Web REZE vFlash SD k@1t

EEFE vFlash SD K@M , i57E IDRAC Web REF , = Configuration (BZE) > System Settings (RS E) > Hardware
Settings (FE{EIRE) > vFlash, BERISE/R Card Properties ( £EM ) TWHE. BXAERIIBEMERSE , 15815 iIDRAC Online Help
(IDRAC BXHLESED ) »

{£F RACADM Z % vFlash SD F/E14

E(§FH RACADM BEZ& vFlash SD REM | 15FEM get mSELATNSR :

¢ iDRAC.vflashsd.AvailableSize

¢ iDRAC.vflashsd.Health

¢ iDRAC.vflashsd.Licensed

« iDRAC.vflashsd.Size
iDRAC.vflashsd.WriteProtect

BRXERNSENESZ(ER |, 152158 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§E8 ) BIM www.dell.com/idracmanuals E3REN,

£/ iDRAC £ E N ZF&EHF vFlash SD FE#

EEE vFlash SD K/EM , £ iDRAC Settings Utility (iDRAC & EAFTEFR) F , #Z Media and USB Port Settings (4751 USB
WOEE) . Media and USB Port Settings (41 R#1 USB if & E) WA ETREN. BXETRNEMHINSE | 15217 DRAC
Settings Utility Online Help ( iDRAC i& &2\ FBfEFEMIA5ED ) .

BHRZ & vFlash Th&E

WIREF vFlash THREA BEHIT D X ETE.

5 Web FH /B2 vFlash Thik

B FIEZEA vFlash THAE :

1 7EIDRAC Web REH , #Z Configuration (AlZE) > System Settings (R4 HE) > Hardware Settings (BfHZE) >
vFlash,
FEBP< &7 SD Card Properties (SD £E4) TI&.

2 17 EkiEkR vFlash Enabled (B/EH vFlash) EIILAISFIEEERT vFlash THEE. WNSRIEREBHA vFlash DX , EABEZERA vFlash
HESBREIRER.

O©| 5 BB vFlash ek, WFRLER SD EEMH.
3  BEHRM. vFlash THEERMRIEGEES B EER.

{£F RACADM 5 HEZEH vFlash Th&E
Z(gF RACADM [EFAEZEF] vFlash TIRE :

racadm set iDRAC.vflashsd.Enable [n]

n=0 B2
n=1 [=1=::
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@ | 3F: REFFLE vFlash SD K&, RACADM 844 2(EA . MRAFETE, WEBRUTIHE: ERROR: SD Card not present (5

B: SD FAEH) -

5 iDRAC B E \REF B A LR vFlash ThfE

EF LA vFlash THEE :

1 TE DRACIRELFERYH , RENRHM USB KO E,
iDRAC Settings (iDRAC i¥&) . J$&7~ Media and USB Port Settings (ft/&H USB i i&E) TUE,
£ vFlash ST REPOH |, iERBBRER vFlash THEEE IR FSKEEA vFlash THRE,

3 KRBT Back (f5I1B ) . Finish (5E6% ) Ml Yes (2) .
vFlash THREEPIRIEIER S .

#¥44% vFlash SD k£

IR EREIETUL SD RAECEIZ R LAYHIIA vFlash REFER.
@ | i%: R SD FATFERFRT, KLRA “MHL” ER.

£ Web FE #1851t vFlash SD &

EYAH, vFlash SD F :
1 £ IDRAC Web HEF , ¥ Configuration (ECE) > System Settings (R%ti®E) > Hardware Settings (EHZE) >
vFlash,

fEEN< &7~ SD Card Properties (SD &) R,
2 JSF3 vFLASH FE Initialize (#I1351L) .
FrEBABERISHEMER | RIBERFEY vFlash RFEEEEFIEL.

NSRERBEM vFlesh DX, IIBHEREREANFESERERER.

£ RACADM #1#5% vFlash SD £

E{FF RACADM #J9A1K vFlash SD & :
racadm set iDRAC.vflashsd.Initialized 1

RO MFRETE A o XFHFEFEIIZ K.

BXEZER |, 15815 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI #5885 ) AT www.dell.com/idracmanuals _EFREX,

£/ iDRAC & E s FHFEF #1514t vFlash SD *

E(FEH IDRAC IR B FIFEFF#IIRML vFlash SD & :

1 DRACIRELFERFT , HENFEM USB IHOKE,
iDRAC Settings (iDRAC % E) . 15 E7~ Media and USB Port Settings (4t /&#1 USB if & &) U@,
g Initialize vFlash (#]%&4 vFlash) .
BFER. VBRHRIEEEE.
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4  Bd; Back (RE]) FHSfnZ=[RE— iDRAC Settings (iDRAC i&&E) . Media and USB Port Settings (#F/EHM USB ixiRE) TIH
EENIER.
FrElENRERISHMER , RISFERIMIY vFlash RFEEREMISL.

£ RACADM 3k EY _E)AR7S

BIREN EIRARIXLS vFlash SD REIIRMH AR CRPIAE |
1 FIFERSH] telnet. SSH EER{TIEHIEHER.

2 EIANLAT#S : racadm vFlashsd status
BEENS BRAIELS SD RIS SHPRTS.

3  EFREVRE vilash XM ERIRZ , 1BFERLLTHS  racadm vflashpartition status -a
BREUSELS X ERIRTE |, iI5EHELL TGS : racadm vflashpartition status -i (index)

O®| 3 =g DRAC, RS EBIEHRELER.

=18 vFlash 99X

R LAERS IDRAC Web FRIEIEL RACADM HATLATERE :

@ | 3+: EER T vFlash H X ERITHRERE. BN, BAFHHE Access Virtual Media GRIERINTR) PRARESIZE.
B &L Hin. 2BERERSEXHNASR.
tlE=AsX
ERBESUGBIEES X
B

- BEUASKX
. BEHKX
o EEFMASX
o HEBIESX
 TEHRAS
==
@ | 3F: tnREMRAEF (140 WSMan, iDRAC i E /A28, RACADM) {£ vFlash B 837 vFlash ST _EAE(TIET, =S

3 GUI PRV Eftb—LETIH, iDRAC ATRESB/RULT{ER: vFlash is currently in use by another process. Try
again after some time (vFlash HETE#HHEMHEER. H—BRNEEERER. ) .

IRBEAPIEAE#ITARY vFlash #24F (Ha0 , HBUE. BIINS XS ) BF |, vFlash BEBHUTIRIES X EIE, Eitt , BiEEHITHEbER
P REBEZATERIEME DX,

=[N X

HEAPREERFRFIRIAT=H USB (NFHEI8E. ERILIE vFlash SD R EBIEZTHS K. SRILACIRE 2iamk @ 82095
X, {ERmMEGEIE S KA NS5 X8 CD,

BlEEEo XA, HHR

« B Access Virtual Media GHEIEBINTER) R,
. REWBK.
- REBEEERF.



BRI RHUTHIIACIRE.

£ Web FEGIZEZHTX

FE=H vFlash 51X
1 fE£iDRAC Web SRS , %% Configuration (2E) > Systems Settings (RZti&E) > Hardware Settings (E#iXE) >
vFlash > Create Empty Partition (fJEE=243X) .
15457 Create Empty Partition (fIEZRH4X) XH.
2 IEEFTRER  ARERE Apply (R . BXBIEMANEE | 15519 IDRAC Online Help (IDRAC BXHAEED ) .
FHIABRT | BElE— BEERERAFIIRE =S K. BEFREIERHEERSL. TER TR NERES
RETFEFRPRE.
EIrEREIE 2 KNG —E.
APRKINBNT IEREEE |, ZEBIREARTATE , i XKNKF 4GB,
IEEX-RHATHIAIRIE,

£ RACADM Bl|EZ=H 49X

ZeE=AsK

1 {EF Telnet, SSH EERITIZHIGERESA.
2 BANUTHS:

racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatl6 -s [n]

Hep (n] EHRKN.
LOUN T*/R'F tlEnEEs K AEEEEREM.

e R G RIE T X

1&ATLAE vFlash SD R EfERBMESZE (LA .img B .iso 8zUHR L ) iR DX, XL XBIISEEY @ k452 (.img). FEE (.img) B¢
CD (.is0), BUEEAID XKA/NETFHUESEA N,

MBRES RIS X ZHT | IBHHR

B Access Virtual Media ( iFRIEIANER ) SR,
- REWIAL.
. RRBEEERP.
o ERXRHATHIIRIRIE.
o BRMEREELSIEH)ISERIITRD,

O s3: LEnomig R 5 EARAFITE . IDRAC {HER SRR R ERSHIIGE. i, MEEH 1S0 BugsE

SEXHFEHERBIRERER, W BIOS JTEEMNiZM&ESF.
UGS RIVINFEE TR ERIRT A=A,
H%f%SZﬁjC/JVJ\:_Fng? 4GB, STIFIRAKPXK/NA 4GB, BR , M Web NISEECIES XA , BMRIUER/INATUNT 2

@ | #%: vFlash 43X 2 FAT32 SCHRYGE LRGSO, Bk, BURSTHFRTE 4 GB BRI,
@ | FXHTRERMERGRE.



£ Web FEERARGHEIESTX

MBRIESZH4-BYEE vFlash X

1 7EIDRAC Web REH , #Z Configuration (AZZE) > System Settings (R%%E) > Hardware Settings (EHFZE) > vFlash
> Create From Image (MBRREIZE)

¥4 57 Create Partition from Image File (MBRM&IC#EEIESX) TTH.
2 BWAFTENGER  RERE Apply (A) . BXZEMAYEE | 15213 iDRAC Online Help (iIDRAC BXHA5ED ) .
BRRE— MO X, T CDAERE , BEIERIES X, MNTFREFFERFELDE , BUE—NEESX. TIIBERTSER
HEIRER
REERP,
ErERESUE S KIEIR—E.
BMESIEA/INAT 4GB BB £ _ERIRT FRES|A],
UGS ATFES MG ST REEARZ img AR .iso.
EAEXRIITYIIRIGIRIE.

{5 F RACADM MBR{G B X

{85FH RACADM MBRMESTHBIFE X -
1 {#F Telnet, SSH BERITEHIEEBERERS.

2 BAGBS
racadm vflashpartition create —i 1 —o drivel —e HDD —t image -1 //myserver/sharedfolder/
foo.iso —u root —p mypassword

BAMERT | QNS EKARE. WaSEXSREMHT REBNANS., R REAAE | flin FOOISO AR

FOOQ.iso , Map$SIRENEFEIR.
| 5% At RACADM R 5 L THEE
O®| = Fx#M B CFS 5k NFS IPv6 HIRILE LS | HBE SOOI vFlash 5K,

BT X

BRI LIRS R FERBUE T vFlash SD R ERVIME DX, STHFATSHRFRELR EXT2, EXT3, FATI6 F1 FAT32, ERTLMIEEAN
EREEREMEENLSX , AR CD. RIESRIERI.
FEERBRE S RIS X 2T |, Bl

BB Access Virtual Media GHBIELITER) R,

KEWBL.

FEEZSHEP.

AR EHITHIRAICIRIE.
B L vFlash DK :

1 7EiDRAC Web FEH , #Z Configuration (AZZE) > System Settings (B4 E) > Hardware Settings (B =E) > vFlash
> Format (1&x) .

54 57R Format Partition (344 X) .
2 BNFTERNER , RREE Apply (KA .
BXZIEMAMEE. , 15508 iDRAC Online Help ( iDRAC BAHESED ) .



BETEEER B0 XPRFmEEIREHIER.
3 HBEHEOK (M) .
A D RSB NIEERIX R AR, THIBR FaENERHEE
© RETERPRE.
« BEEN-RTRLERE.

EFTRHMX

R vFlash TRECEERA | LMETEETRAS XAWIE.

£ Web REEEFTHYX

EEEAAK vFlash X , I51E iIDRAC Web REF , #Z Configuration (BLE) > System Settings (R%i®&E) > Hardware
Settings (f#$i%E) > vFlash>Manage (EI8) ., IWATEER Manage Partitions (B4 X) T@E , EPFIHATAS XIS N
XHEXES. BXAXIER | B85 IDRAC Online Help ( IDRAC BXHLESE] ) .

£ RACADM =& A S X

Z(# RACADM EEAS X MEREM
1 FIHEREFEM Telnet, SSH B EBITIEFIEHER.
2 BWALIT&S:

- BHAERNESRREEN :

racadm vflashpartition list

EIRERMED X 1 APIRR

racadm vflashpartition status -i 1

- EFRBENESXANR :

racadm vflashpartition status -a

| 2: -a AR BERRAS AR A5

ZEaX

EOLEREDKEREED X , RZTFA. EMoXKABZAE , iBEFHR :
vFlash THEEE 2.

+ E% Access Virtual Media GHIEIEMNER) KNSR,
@ | & RABIRRIZHE.

£/ Web FEEH 5 X

BEHIOK

1 £ iDRAC Web HEH , #Z Configuration (AZZE) > System Settings (EZ % E) > Hardware Settings (& E) > vFlash
>Manage (EH) ,



1545 57R Manage Partitions (4 X) XA,
2 £ Read-Only (RiE) %l :
EED KAISIRE |, SARERT Apply (MR) ¥ read-only ( RiE) .
o EROKHSIRE  AERE Apply (KR FEHUS read-write (IE5 ) .
S X IR EATMHAEEE S N RIEHIEE.

®|53‘:: MRSGXABRE CD, MRBHRE. TEFREELAHES. IRTEXEEE, WEEERERAKE.

85 F) RACADM &4 [X

EEEF LIRS XEEEN

1 f&EF Telnet, SSH B ERTIEFIEERRR.
2 EIfERLATAEZ—
£ set ITERDRANEERE :
- BERRESKEXHEESK :
racadm set iDRAC.vflashpartition.<index>.AccessType 1
- BEREESKERNRESK :
racadm set iDRAC.vflashpartition.<index>.AccessType O
« {5 set aOTEERERE
racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

BT 47 X

SEI— SN DX, EMWEA USB REEFHIREXR(ERSH BOS I, SEMMS MoK, RIESERIZRS] , Ef)
TERERSE BIOS 5|1SIFRBHRLTF S H.

MRDSBEHKX , WD RASBRERERSFH BIOS 5|SIUFREF,

LMD BOXE , FERFTHI USB DESER, XSFMIEEER vFlash FINEER , FFESETF DRAC BN RRIE.
NSRS B XA , EHHR

+ VFlash IHEEEREMA.

o ERXRHITHIRIRIE.
« B Access Virtual Media GHEIEERITR) IR,

£/ Web FHEERSEHH 79X
BRI o X%k
1 7EiDRAC Web FEH , #Z Configuration (AZZE) > System Settings (EZ % E) > Hardware Settings (& E) > vFlash
>Manage (EH) ,
1547~ Manage Partitions (B4 X) TUE.
2 1E Attached (2t i :
o EPHXNEEE , AERE Apply (RZA) MiMoX.
BRDXKNESIEE , SAS8T Apply (A 5EBESKX.
2 XIRIERT SRS NS 5 .



{£F RACADM ZEIZi i 57 X

BEREMTT O X

1 fEF Telnet, SSH EER{TIEHIEERERR.

2 fERALIT®HS :
BEESKX :
racadm set iDRAC.vflashpartition.<index>.AttachState 1
FWFF o X%

racadm set iDRAC.vflashpartition.<index>.AttachState 0

BAERG XM X BT A
3T Windows [0 Linux ¥{EZ S :

«  BERGEHIS IS RAYERT.
« RESKEEFRAPAIRIEIRGRS.
«  RERGWISFEMIND XA RS, BN, BREAMNRERFUEEEH D XAINE. B0, £ Windows 3G | BFR

éfﬁ%iiiﬁﬂy Linux RETRERT EXT2 DR, IEHh , 7 Linux SR, BERGITTIEERE Windows RGERER NTFS 73X
B,

VFlash D XIRE S{HE USB 8% LI HRANEEHRAE., SR ERAELULE USB RENESR. BE  BEAREHR
iDRAC SRR D REIRE B,

HIERIRA/ 2 X

MEsIE DX , Bk

vFlash THEECEH.
RIEEZERF,
2 XARBAN,

o ERXRRUTHIIRIRE.

5 Web REMERM A 57X

MBS X :
1 EIDRAC Web RE , #6Z Configuration (EZE) > System Settings (R%®E) > Hardware Settings (F4Fi&E) > vFlash
> Manage (EIE) ,
154 7R Manage Partitions (EE4X) TTE.
2 7t Delete (HMBR) 77 , BREEEMBRAVD XAIMBRENT.
BE—HKER KPR FSXAMRZS X.
3 B oK (f) .
pa) S



£ RACADM MRIAE 4o X

HIBRDX :
1 FJFFESY telnet. SSH EER{TIRSIEHE R,
2 EALLT®HS

RS X :

racadm vflashpartition delete -i 1

BMERATE DX |, IBEHHIEI vFlash SD K.

THIXAR

1EEILAY .img B .iso #ETUAY vFlash DX AT TEE! :
o« ZEZRS (IDRAC EHPETHERS )

o BEFE] management station BIRILRIE .,
THEHSXHNEZH , BHR

BA Access Virtual Media ( AIBIREHASTER ) BIRSR.
vFlash THEEE B .

E AR RHITHISRIIRIE.

ES 5 XAEEHN.

ETE vFlash D XHIINSA :

1 7EDRAC Web R #Z Configuration (ELE) > System Settings (EZI®E) > Hardware Settings (FE{i%E) > vFlash >
Download (T%) .
154 B~ Download Partition (T#;4X) @,

2 M Label (##5) THEEERG , EEETHNSKX , ST Download (TEH) .

@|5£: FBERANSE (MMSXERSN) BERETRS. RAERATEESE S,
3 IBEREXMHRINE.
EED KRS THESEME.

O AERR THRUE, ROEHEBRERIHER, CD MELXBHRWYT RER iso, KENBEXBHK
B9 & A img.

5IFEHX

HLUSEMIN vFlash SEKIRENT—IR5ISERIERIS ISIRE.
5182 KZAI, Btk

vFlash D XHE 75 |SAI8ME ( .img 5% .iso 18 ) LINIRESIS.
vFlash THEEE /S .
B& Access Virtual Media ( IBIREINE ) BIRGR,




fEH Web AHE5ISESX

245 vFlash PXIRENFE—SISIRE , BB (£ Web FESISEDKX,
@ | i MRE—3ISRE TRRLFARTILEMME vFlash SX, THH{R BIOS EEF N RHFALA -

£FH RACADM 5|FZ#7[X

g vFlash DEIEERE—515i%% , [/ iDRAC.ServerBoot 315,
BXEZ(EE |, 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI$8F ) AT M www.dell.com/idracmanuals E3REX,

@ | 3F: BTt S$H, vFlash S XIFEEENEE H5IS—X (iDRAC.ServerBoot.BootOnce B H 1) . 3|H—RREKET

—RMSIRENE, HAFHHAAREES I SRFHEE—L.
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{#F SMCLP

Server Management Command Line Protocol ( RSSe8EIBam<S1TMY , SMCLP ) #ISErIsSLIET CLINRESAEIE, BENX TEIHEMAE
TNEFARIRERNEED Y. U ERERANGSERF QAL EEEENTREEES (CIMOM), SMCLP 2o HhlEEE
40 (DMTF) SMASH ITRIFSREIIL S FERFAEEN— N FHME. SMCLP HBBLAR Managed Element Addressing Specification ( 5
BETTRSUFIE ) F1 SMCLP IEIHEBANTF SR E S HEA 7 EMERES TR Esnafl Bix.

@ | 3F: BEEME Systems Management Architecture for Server Hardware (IR ST ARG ETRLH, SMASH) FREMR
Server Management Working Group (SMWG) SMCLP #3& .

SM-CLP 25V EIRES4E (DMTF) SMASH ESAXENSFaRSH[EEN—NFEM. SM-CLP FEBLIRZETEZSUAGTE
1 SM-CLP BRGIFGBANT S ECE N (Hiid T SMERES TR ENIM B fr.

M IDRAC #5238 EHFFHIRIEET SMCLP F373F Telnet, SSH FIETBTAIRME. iDRAC SMCLP REHETF DMTF HLURHAY SMCLP
HiSEhREA 1.0,

® | #%: 7 www.dell.com/support EHR#T X FEREX#H. § &M MOF {52, 7 dmtf.org/standards/profiles/ LiRtk T FrE
DMTF {8,

SM-CLP #5357 AN RACADM dSRI— N FER, REGmSHHARSIFEER , BRI LAM Management Station a3 &fTHIT

X&EmS, BRUEERFNMPieRiXLarSHmE (81 XML) |, NTEtH A REHSNEREMNEETESMK.

=

{F3 SMCLP RIRAETEINEE
1517 SMCLP @3
iDRAC SMCLP i
S MAP H3iEZS[E]
e {#F3 show zhid
O e PNAN

¥ SMCLP B RS &

iDRAC SMCLP fIFEHATLATIRIE

- EHERSEEE —ITH. XAREHS SRR
. BERHEMEE (SEL) — BRE0ER SELIER
- &% DRAC Pk

BERSGENL

&1T SMCLP $%

EeTLAMSEA SSH 8% Telnet REIETT SMCLP 3<%, $JFF SSH &, Telnet REIHIAEERSHERE DRAC, BT SMCLP 127 FF
(admin ->),

E
3

SMCLP 12777 :
o yxIx JJRRIRSSESFER - 5.
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yxIx HZRF BT IRS A admin->,
o y2x . HZBAEIRSSESFEMA admin->,

Heh , v EFBHFFR, Al0M (FRRDFIRSES) . R (FNEZRIRSSS ) N T (R EBRIRSER ) | M x AEFE. Z8FFzR
Dell PowerEdge RSB ENFE LK.

@ | % £ -3 WHATRXERT yxix RS B0 yx REFE, £H admin-> WHATRATIIA, NEMEXRSE.

iDRAC SMCLP &%

iDRAC SMCLP EFshiAfBfFA0ES: , BT CL RHRREIRINEE. AR EITHVRME | MERRE T BB TIRFRISTR (5
MR ) .

SMCLP @ TiB% :
<verb> [<options>] [<target>] [<properties>]

TREHTHEAREENX.

<. 64: SMCLP zhif

A EX

cd {8 Shell S MAP

set BRMRENFEE

B ERIEEBRRIREED

reset =R BiR

show EREEY. TR
start FIFBER

stop KB

exit M SMCLP shell £1EBH
RS ERERRSEME

load BTHEBREN— URL BERSE B iRt
TREMT BIFFIR.

%. 65: SMCLP B5

B EX
adminl %fgﬁiﬁ
adminl/profilesl iDRAC HE VB E S

adminl/hdwrl i fad



Bz EX

adminl/systeml SERFBIR
adminl/systeml/capabilitiesl FERS SMASH WEETHEE
adminl/systeml/capabilitiesl/elecapl SERFG BRI
adminl/systeml/logsl ICRBEWERR

adminl/systeml/logsl/logl
adminl/systeml/logsl/logl/record*
adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl

adminl/systeml/spl
adminl/systeml/spl/timesvcl
adminl/systeml/spl/capabilitiesl
adminl/systeml/spl/capabilitiesl/clpcapl
adminl/systeml/spl/capabilitiesl/pwrmgtcapl
adminl/systeml/spl/capabilitiesl/acctmgtcap*
adminl/systeml/spl/capabilitiesl/rolemgtcap*
adminl/systeml/spl/capabilitiesl/elecapl
adminl/systeml/spl/settingsl
adminl/systeml/spl/settingsl/clpsettingl
adminl/systeml/spl/clpsvcl
adminl/systeml/spl/clpsvcl/clpendpt*
adminl/systeml/spl/clpsvcl/tcpendpt*
adminl/systeml/spl/jobgl
adminl/systeml/spl/jobgl/job*
adminl/systeml/spl/pwrmgtsvcl
adminl/systeml/spl/accountl-16

adminl/sysetml/spl/accountl-16/identityl

RFBHHTE (SEL) iI2RE%EB
SEREF LAY SEL IR
SERS SMASH ILEEIRE
SERGINEE SMASH igEE
ZERGIEHES SMASH I8
e lsEds
ARSSRbIRERATRIARSS
ARSSALIEERTIRE SMASH e
CLP fRS$5Thae
REFRBPRSEERS I
M ETERSSTIRE

BT A vaenNSEIgeg
IIFINRE

RS IS B

CLP [RBIZEEHUE

CLP BRS5tdARSS

CLP FRSS N

CLP BRSSHMY TCP A

CLP BRI ELEAT

CLP BRSStHN 1Rl
BIRRSEERS

Local user account ( Z<itEFEFHEF )

P BHMS



Bix

EX

adminl/sysetml/spl/accountl-16/identity2
adminl/sysetml/spl/accountl-16/identity3
adminl/sysetml/spl/accountl-16/identity4
adminl/systeml/spl/acctsvc2
adminl/systeml/spl/acctsvc3
adminl/systeml/spl/rolesvcl
adminl/systeml/spl/rolesvcl/Rolel-16
adminl/systeml/spl/rolesvcl/Rolel-16/privilegel
adminl/systeml/spl/rolesvc2
adminl/systeml/spl/rolesvc2/Rolel-3
adminl/systeml/spl/rolesvc2/Roled
adminl/systeml/spl/rolesvc3
adminl/systeml/spl/rolesvc3/Rolel-3

adminl/systeml/spl/rolesvc3/Rolel-3/privilegel

S8 MAP b1k Z315]

IPMI S5 (LAN) BKF

IPMI 547 ( 8817 ) Bk

CLP S5k

IPMI K EERIRSS

CLP WK ETRIRSS

it AEERIEN (RBA) RS
PN y=2] )

A EUR

IPMI RBA RS

IPMI B8

IPMI LAN _EER1T (SOL) fate
CLP RBA fRS

CLP faf®

CLP &R

HJLAER SM-CLP BEIEISIEBEEDETE ( FRARTEEMAAR [MAP] itz ) eI Bincn. HiREEEMIEIEE

IBAIHREA 2SRRI SRAYERIR.

O | iE: ¥k (/) MRBELL (\) £ SM-CLP #lit B =PRI E . BR, #SITEENRBRRTHSET—ITREFBES TS

AR 72 o

Blan , ESMEIRFEMHAE (SEL) PRIB=NMCR , MALTHS :

->cd /adminl/systeml/logsl/logl/record3

AT B cd sHaR eI AR ERENSAIE. . . . 85iE07E Windows # Linux R—HERIE(ER © .. 18R%

E=RIRAl.

{£ A show 7]

BETHRTETNESER | 1BEA show hiF. WANARRERENE. FBIR. KEKMIZERIFRI SM-CLP FHaslZk.



& -display &I

show —display EATHRGEGSBEE— IS MEMY. <. XEMaNE, i, ERETIRMENRENBR , ERLT

e

show -display properties, targets

B(PIHELEN , ZATHSTFLRE :

show —d properties=(userid,name) /adminl/systeml/spl/accountl

MRARBET—NEY | ATLERIES.

EF -level i£In

show -level IEIVEIERE BN FRIEMMRAI_ EHAT show. EEEMUITSEPRATEETRIEN | A -1 all EI.

{$F -output 1EIR

-output BEIUEE SM-CLP shiafHAPUfHEZ— : text. clpcsv. keyword F clpxml,

FIABRT | 1808 text , FHFEXERAZAVEE. clpesv IEXNRIESHIRIEI | EEMEBEIBFEIEREFF. keyword FEI{HIL
(EBR keyword=value ITHIFIFE , BT . clpxml 8= XML 324 , EFE S response XML 75, DMTF 5 T clpesv #1 clpxml
B . FEERGERILAE DMTF [ (dmtf.org) E3E.

PATFRBGIRZR T IMaLA XML it SEL W% :

show -1 all -output format=clpxml /adminl/systeml/logsl/logl

b Nl

54t SMCLP BIRIERAISZE

IR 2REEIREE
SEL &
BRES EAT S

AR S5 AR IR ETE

T REMET RS RS HATER SVCLP R TAREIRIRE,
JB7E SMCLP SO FRALL THS :

BEXAIRSSS

stop /systeml

FELLBETRUTER :



systeml has been stopped successfully

- EFEIRSES

start /systeml

FRLBERUTER

systeml has been started successfully

- EEHSISRSS

reset /systeml
FEEBEBRUTER

systeml has been reset successfully

SEL &8

NIRRT EZERF LR SMCLP k4T SEL HBXIRME. BT SMCLP iR AL T®HS :

o BHFESEL:
show/systeml/logsl/logl

REBERUTREL
/systeml/logsl/logl
Targets:

Recordl

Record2

Record3

Record4

Record5

Properties:

InstanceID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2

Caption = IPMI SEL



Description = IPMI SEL
ElementName = IPMI SEL
Commands:

cd

show

help

exit

version

« BESELIER:
show/systeml/logsl/logl

RFEBERUATHE -
/systeml/logsl/logl/record4

Properties:

LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord

LogName= IPMI SEL

RecordID= 1

MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record

Commands:

cd

show

help

exit

version

BRS B AR AN

ARG T AMEHER cd alaSin MAP, TEFBTGIF | REDBRIEABRA /.
I57E SMCLP s FALIT &< -

- SMAIRREFHEHNIS



cd system1 reset ZRIEMABTRA /.
Sfnzl SEL BirHFERAEER :
cd systeml

cd logsl/logl

show
BERRYEFIBER
258 cd

Em) Eh—R :
B cd

FEH :

exit



RRERIER S

ERLMERU T IR AREFRRERANEINZERSR -

° L*ESZ#F/\?
. EHE

F5

ﬁﬂﬂiﬁﬁl{#é%;%%fi{’ﬁ B3
{ERREMUNN BB R RS
fE£SD LL“B%EZ)\‘ET;M’E%ZE

ERHZEXHLEERERERS

{EFRITIES HHEE (RFS) BRBRFRFZAT , 1BHR

7RISR IDRAC RIECE A FPFNTIE] B/ BAUPR.
RIBHEE LN FHRERT (G0 img 5% .iso ) IRMEAIIREITE FFAIRIER ST 5 | SMME T,

@|%: plEapgsrin, HRETRENRERESERITRE, FERBREIFTARL, URRENEFRREISHA
THERBE LR,

E(§iFH RFS 2R
1 (EEEREXHEE (RFS) , 1BIT NFS, CIFS. HTTP 8 HTTPs $% 1SO B IMG BUSS{HEs B S S R5%,

®| 7E: i1 iDRAC Web 7 1 iDRAC RACADM Sy TR E, X#FEM HTTP 5 HTTPs Ih&Ek) RFS.
HERE > AERE > BN E > §-5198E.
EL—5IRRETASIRPIRES|ISINF , LAGEERE. CD. DVD B ISO FEMNR.
RS | —RIED |, ERRERFLMERRESH T T— P SLhIEH5 1S,
BHENA.
Ei5 | S ERFFERFR LARETEMREE.

SR miE 1t

B TR (RFS) THRE , BT LU B/ FAY I1SO 5 IMG BMEX |, FHEE/EAEIIRSISM I S IR S S IHRIER
FER (FERFER NFS, CIFS, HTTP 8 HTTPs $$EAE/9 CD 8¢ DVD #HT4E% ) . RFS 2—FMFaJRYThAE

@ | 5%: Fsc#iEid HTTP 5 HTTPs & RFS
TAE X AR img Fll .iso BRIESIIAHET. +5 .img XHEEFMENIRE |, 15 .iso XIHEEMMEEH COROM,

DITRA RN BN PR A BEFERL RFS.
RFS FIEMAN RIIRER ERFAY.
INREINT RE P AL TENRE , WAEEHET RFS SR |, LG BRI ER R EEITEER,

[

D 01 N NN



SNREMUN B PR TERTS , NBEENET RFS 2, SERUTMERER

LRI S I I T P AR B B S I,

RFS ERPIASTE DRAC BEF R, —BiEkE | L3 RFS RIERIAIRENES AW | BIEEH DRAC thAflsh, WISREIR DRAC 5
RILEIZEREITFT |, RFS ERERKHE, Web REFIGMSITIEIUARAE CMCOME Modular F1iDRAC H{sER , LAKIH RFS i&#, CMC HEy
RFS &R 2B IDRAC FEBRI RFS,

®

7

o CIFS 23% IPv4 #0 IPv6 itk , {8 NFS {3235 IPv4 ik,

SR IDRAC BLE T IPv4 F1 IPv6 , DNS JRSZEEaILAE &5 iDRAC A S MELHEREAANICSR. WSRTE iDRAC HhE2M IPv4
VIR , M| iDRAC BTREFSESIAISMNR IPv6 HE, XE2FEH DNS [RESETHPIE S IPv4 iR |, 7B DNS SRR LLRE
IPvA4 HBhk, XFHER T , 2558 iIDRAC HRY IPv4 JEIRAT , ZYAM DNS IRSSE8+HMIFR IPv4 DNS iE=R.

WNERIEMER CIFS #01 Active Directory IEHY—ER% , IBFEIMECSIHHER RPN E K 1P ik,

WISRIETEZEM NFS HZ[EIME |, MEELATHERIR. EJ9 iDRAC REEIFRER TIET |, FMAFEEXER,

- Linux : REREEAERET I H KRB AR,

- Windows : REHEEMNR XM RHEEN AFINEIEERMAMRPITIIRAS B P& FE.
o MR ESX AZERS LIEIT , HEWREER RFS HEHIKEME (img) , W ESXi EFRAARE(FEAERZAVIREME,
+ IDRAC vFlash II8E5 RFS j&BXEX.

MRS ST ERIR(NSTIFIESL ASCI F4F,

38R RFS IERZREHANTRAT , A58 OS IRaNEgsaHINGE.

1BiT HTTP 8 HTTPs IHBERY RFS £ CMC Web RE AT,

£ Web AEALE ZFECHHLE

[EREEX MR

1

7£ IDRAC Web REH , HERE > BT R > SHmMAT R,
HEEREMINT RITE.
EEMIIMART |, SEEM ek EFhMm.

%ﬁﬁiﬁ%i?  FEEMMES MR, HE. BRRER. BXBTFRINSE , 15218 IDRAC Online Help (IDRAC BXHLES
)

BRI S ER IR
e CIFS— //<IP to connect for CIFS file system>/<file path>/<image name>
NFS—< IP to connect for NFS file system>:/<file path>/<image name>
¢ HTTP—http://<URL>/<file path>/<image name>
HTTPs — https://<URL>/<file path>/<image name>

@ 5%: Jlte 1/0 $8iR, FEME Windows 7 &% HIEEH) CIFS 2R, BN TEMER:
o & HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\LargeSystemCache iZ& 7/ 1
1B HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iZ&/J 3

O 7 & " FHHTATFXHBHE.
CIFS X#F IPv4 0 IPv6 ftdik |, 1B NFS (X328 IPv4 ittt

INREANFS = |, AR KNG | IBHRIBAUERR SR> F1 <BURETR> .
@| A AXBPENEBNZNFFER, B8R BEANA P2 NELFH.



®

FH, B<. >, GEEHR) BIb.
4 BEER  RRREEE.
EESIERG  ERRSETAEES.
O pEEREEREHLEE, HTFRLEHE, Web REBFLERAFERES.
O| = mRmgsEas A EE, HiEA HTTPS LR EEERE GUI F1 RACADM F. MR URL FHBIAER,
BEER ‘0" 5, BAXR—IT5RA.
XIF Linux &, TEIETTHRA] init 3 BERT , LINRETREREFaiEHm<. wPHINERT
mount /dev/0OS specific device / user defined mount point

Hoh, user defined mount point 2FNEENSHERGSHMNATERITHIER.

3JF RHEL , CD i®%% ( .iso FEHNIREE ) 2 /dev/scd0 , #ERIREE ( .img IR ) B /dev/sdc,

E: MEKFHR R NEE T AN FHRMEILERIRE . iIDRAC TFHETHFABE LHMEHLZRENHTY

S3F SLES , CDIRER /dev/sr0 , BEBIREE /dev/sde. N THIREHIERANIZSE ( BT SLES 8t RHEL ) , HIEFE Linux i

1ERG LIEREIIRERT | I BRI TIZAB < -

tail /var/log/messages | grep SCSI

XREERANRBNRE (A0, SCSIIRE sdc ) RIXA. I THRA! init 3 R Linux RITARART , LS RERTEMNE.
BABRT | £ init 3 FEMNEASESNTE.

{£FH RACADM BLE iz =

F(#F3 RACADM EcEmEX M= | i5ER :

racadm remoteimage
racadm remoteimage <options>
T

—c 1 TR

—d : BIFFBREIERE

—u<fFPE> | BFLENSEERERS
—p<EfD> : BFAEMEHLZAIERS

—1<BREAIE> | MEENSHZE ERVE  ERANSISHUERER. BE "ER Web REERERENHHE" SBoEERESU

it EN
—S . E%%ﬁﬁ%%f

@ |F: BPE. BRAME_METERRUTEFIMAEEAERH (BEFERFREEFRERH 7 (@318 .7 (Wl
)., (B8 . < UM FB) f> (KFB) .
@ | *: AEER 170 $5iR, (£ Windows 7 R4 EIEER) CIFS HEZR, FERATEMRE
» 3% HKLM\SYSTEM\CurrentControlSet\Contro\Session Manager\Memory Management\LargeSystemCache iI€& 79 1
15 HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size IRBJ 3




EHEMT REBZRIER S

ERREMN BB IR ER G2/ , BHHIR

« EMNERET Attached ( BMIIN ) K7, LMEREIIKEIZRES | SIRFF T,
SNSREPIN BT Auto Attached ( Eapfi ) =X , MMM RN BREFOREE  RRFEESI1SHRS.
MEHZE SO FAREETC (FI90 img B .iso ) IRIEAIIRNFEFAIHRIER TR 5| SIRESI -,

ERRERERS , WAREREINE :

1 ERITLA TR IURIE
FHREIERFL2E CD 8 DVD #H A\ Management Station CD 8f DVD IREh2EH,
NN ER SRR,
2 1%$E Management Station FREG AT UKAVIRENER AT E .,
3 FRUTHZEZ—SISEIMERE :
{55 IDRAC Web REIE 5 1SIRFRE M ERIEKE K EHL CD/DVD/ISO 5|5 —IR.
BIS7ES | S e iR <F2> 5§ , M System Setup (BR%iZE) > System BIOS Settings (%%t BIOS i&E) i&8&3|5R.
4 EFSISEFERARHIKREE LRATRITE.

MENMEBRERERS

1 BUEBEIEIBRY CD/DVD,
2 B T—iK CD/DVD ENIZE AR IKENEE .
3 EFiET CD/DVD IREIEE,

£ SD F ERRERANRIER S

£ SD R EZIEMAXEEER

M SD RIBARLTHIPIEBY SD &R (IDSDM) FEEE.

£ BIOS HR/EA3 SD HERFITR (WBELE ) .

5|1SigfEiR <F1> BIIE SD RERP— M IKal=8 ERETA.
BERAIRMFRAFE R FRAR RN PH TIRIE.

7£ BIOS /3 SD =M &

£ BIOS /5 SD 1&tRFITTAR -

DN NN -

1 5|2 IREF R <F2> .

2  %£Z System Setup (FRZLIZE) > System BIOS Settings (F%: BIOS % E) > Integrated Devices (ERKIRE) .

3 %5 Internal USB Port (FI&B USB i) IREHN ON (3TH) . tIREIREN Off (L) , N IDSDM FLiERIES 15185,

4 MBARFETR (B SDEK) , iB5EREE SD FHOIRENFHIGEHE SD FRKIRENCEA.

5 WRFBERR (MWSDE) ., i5IF Internal SD Card Port (PIEB SD ki) iZRE I On (FF) FHi5 Internal SD Card Redundancy
(A8 SD £ &) iXE I Mirror (%) .

6 B Back (IRE) FE Finish (5ERR) .

7 BiF Yes (B) RFIREFHIR <Esc> #EEH System Setup (RZFE) .



*<F IDSDM

PIEBRY SD &R (IDSDM) REEFEERIFE LfEM. IDSOM BIEEREREFE— SD RRAEHS— SO« , EEUEER
SD FERMITR.

A~ SD RHRYER—NAIEAER. BI40 , Y05R7E IDSOM & MR SD |, W SD1 J9iEsl (£ ) =, M SD2 AEAFR. ¥
FEBERBARNR | BN SO IEEEE. EIHTURHE , WNR SO REHIEE#HBEE , N SD2 MBMEREN (£) +.

1&ATLAERE iDRAC Web SREER RACADM B2 IDSDM AURE. BITRRFIeI . SD RIS IEESHSICRE SEL , BT
BUEMR L , FF4ERL PET 24K (WRERTER) .



£ iDRAC HEBR & R G HPE

AERUTREEEZ E R TISMEETERNR |

. ZHREEIE

. FERAR

S = o R
. EREZEIERER

. RESEHEE

o Lifecycle H&

o BIERIRZS

o HEERETRKT

. EJiEiTRR

(FERIZHTEHE
BEFERAHB
BES|1SHERRmRIR
BEHE

BE LRRGEHRRR
BERARS
RSB T
BERERETRR
ERSSERSHERE LNEERER
B/ IDRAC

EIRRFF APPSR

% DRAC it BIANRE

ﬁﬁﬁ IPHTERI &

iDRAC IRt THREMZISHT TEE | SETF Microsoft Windows Y Linux FIZRSEIEHI T B, {55 iDRAC Web 5 , aILL5IAIN
HiEF{TE.
EipEgiEHE -
1 7 iDRAC Web REF , #Z Maintenance (#t#7) > Diagnostics (i2Hf) .
BERI< E7 Diagnostics Console Command (ISHTiZ$IAH<S) M.
2 TEHSXAEF , MAGSHBELERE. GXpSiER |, 1885 IDRAC Online Help ( iDRAC BXHESED ) «
MERNERS B ERE—TNE L,

E 1% iDRAC #4% iDRAC EiZ AEIAE

1 £ DRAC Web FRE™ , % Maintenance (#3#) > Diagnostics (i2#f) .



BT LSRR T ISR
EaT Reset iDRAC ( Ei% iDRAC) AJEi% IDRAC, T IDRAC ERILAMTIEEERHSISIRIE. EMSISE | RIFHNEEsLAEH
EEFFERE DRAC,

+ B Reset iDRAC to Default Settings (3% iDRAC Ei& ABVARE) LU iDRAC IR AENAIRE. B8 Reset iDRAC to
Default Settings (1% iDRAC EigREINEE) /5 , Reset iDRAC to factory default ( 5 iDRAC Eig R BiAE) BOEE
. WRIESRE DRAC EiRAW BIARE., HERIUAT®RRZ— :
1 WEBIRE . (BREBAFPNERE.
2 HMEFBIREHEBERANBFRAEIRA oot , BEBERAE E (R/HE) .
3 HEFMEREFBENABFREIR root , BEREEIRA calvin (root/calvin,

2 Biag,

\ S Ss— 103 =LS\

HRITIZB a2 H

EeI LRSS 28 iR A B s SRR A —R B HREIER. NRIZHEFREEN5|S |, B LIZBVERS ISHoM
B TIREE S | S AR ( RIUTERT ) . ZHERIEITR , ERIGIEFFETERER DRAC 72, ATSERILAER
diagnostics export racadm FSIBERESHEI NFS, CIFS, HTTP 8f HTTPs MR, el LAEAHERMAY WSMan sSiE(T
TR, BXIFE | 1558 WSMan iBE3 4.

1WA IDRAC Express FFAJIE , A BEfEFTZBaNgHiiER.

ALBMEITIZHER | SUSEI RIS E BEAIRNEREST | LARIEEIZHEEINERS S22,

EHEL  ATLEEIATRE ¢

. g&é‘ﬁa‘l‘@ - FEB SR B HAFNRTENS TS HERF. WNSRIGISRE "TIME NOW"  ( HFIRIIE ) | B1E F—REHS | ST HiE

o CESRAE - FEFHARERRI BEIF IS S TISHTERR. IREAREEREMEE , BB IERINESIERE LM, N8R
&8 "TIMENA" (BERNER ) | WESHERNER.

IZHTIH RIS EL B4R

« BRIERK
« TR
RIFFRITIX S

EHSISREEE

« XPRFHFRERS
« IEREXN ( FRHERMERRAXTNETS )
« RHIERXY (ERRERFXAFEFE 10 0. WRBIERGRKA , W DRAC XIBEERR )

—IRRB LA RISGE T— MSBT Rk, WAL AT LARKINTERY . FeREREIREGRM. 2B ( BIE4ER ) ICRTE Lifecycle
Controller &, #&ATLAfEFITAE RACADM B, WSMan 82 _EIRIZHTHTRIGR.

LS EIRiE KIR_ DR SERRNZH R ANISHTEER SHEIMESES (B0 CIFS, NFS, HTTP B HTTPS ) . BRAMMA/N 5
MB,

SRBPRE AR RIS ETTRIRS , BRTLEGH SR, WIRSHERFIEEET  NEHENRGELABHRIL,
EEITITRIZHT Bl , TBHHR

S5 F8 Lifecycle Controller,
EEERIIRSEEEHIIR.



£ RACADM itXIiziE BEhisHh

EETIRESEFHEA MRS HREFER | BERAUTHS

racadm diagnostics run -m <Mode> -r <reboot type> -s <Start Time> -e <Expiration Time>

ZEH DRITHIIEISHER | BERUTHS :

racadm diagnostics export -f <file name> -1 <NFS / CIFS / HTTP / HTTPs share> -u <username> -
p <password>

BXRINES(EE |, 55818 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI 38R ) BT M www.dell.com/idracmanuals 3EEX,

EFFIBRANE

FLEEHERRERSE BIOS SRS , fEmM\ EREMIHARIS ISIMFRNS NN | FEAFEZSH S REBMERIME T
P&, Post Codes (FFHlB#MEE) NEES|ISERFRARN TR DXEFFHERE.

BEEEFHERMARE , BHZE Maintenance (4£3P) > Troubleshooting (#f&HEBE) > Post Code (FHlE#RAR) .
Post Codes (FHlERAE) NEBTREFRETIRIEIR. 7SRRI,

E& 5| FMARRIHIRILIN

ERILIEE TFIREIMR -
RE=IR5ISMER — SISEMMBRCRS ISEBNSEHFS. 5ISEEISHEZAFEZIIBRIIREHS.
RE—IRERRISN — ERiRSTIC R SEHRRISE 7.
X2 —TURINAITRE.
iDRAC 7£5 | SHRERCR 50 M. 5|SHFHAIEBIEREY 10/F), WIREIR DRAC , N5 |ISHHERIBAAAIA , BACHEHEE RAM &
FEEMR.
O):=
T REAEREIEH S E ETE RARA REREILS | SRS RS BRI,

£ IDRAC GUI Y3TE IR RS P BRI ARG (B ) B8 S EL Al s B Es h B A MSRIASRRI BB FrAEl. IDRAC GUI {5
RERI% IDRAC BRIX E7AtiE) , MRrE RIS %S BRRER R X BRAT 8.

@ | 7%: DVC S| SHERXHA RN EMNRERSHSISLTETITHRRNRF (&1 MFESHE) . DVC BRE Lkt
R, LGRSV, BN DVC GESRRMER) S mov (SLERILSR) #&3RF, Fiti56E ARSI amEHER
MRS RRHXOSRER. BTEERS BRSNS RRBRIASH .

@ | & 5ISBAXHTAMEENEEREEINI SE, 5ISHRENRZERAR.

EEE Boot Capture (5| 2¥#3k) &= , Bk Maintenance (437) > Troubleshooting (#IFEHERR) > Video Capture (3573
) .

Video Capture ({151383K) BREETIRE. BXESER , I528I7 iIDRAC Online Help (iIDRAC BXHLESED ) .

He E L SnimIR IR E

EREMSTRIRE | BHTIATRE :
1 7£IDRAC Web FREF , #Z Maintenance (#37) > Troubleshooting (#fEHERR) > Video Capture (FL3TEZR) .


https://www.dell.com/idracmanuals

BERSHRITE.
2 MR E THEERP |, SR TINE—%EIT
- BB — ZH5|SRER.
W%, EEZNXEH — BR5ISINF , EERFRIXEBE.
« I, HZE POST %R — A5 |1SINF , EZE POST ( FEH ) 455K,
BHENANAIRE.

ﬁﬁﬁu

ERLEERAEMEE (SEL) EaFEPATE. BXESER | BEREEAs=HETHEEEHEAT.

BB ERRG R

LREEBEREINEERIRFRANR AR RFEERE , HE DRAC fERZEE. XE—TUEIEITEE.
EEE LXBRRER

1 WERDREEEREINEEEER.

2  7EDRAC Web SR , #Z Overview (#3E) > Server (fR%88) > Troubleshooting (¥FEHERR) > Last Crash Screen (LR
RS .

Last Crash Screen ( _LREFRRR ) THEE TS &5 LR ENHERRE

Eatk Clear GEBRR) oIfib& DX BEEiRRE.

O®|#: —B iDRAC EERHBEXREFEEESH, NBRHRBREOLIE.

EBRGINTS

RENELRE T REPLATRERIRE

© BE
L <hii
. BUR
« CPU

*  BIER

VN

- RE

« RRIRE

- HIRRE

« HBE

< ABBRINENR
.« HAEEHIRE

ERLEERERFHINES

o XITHIZRFETUIRSS RS  LCD BIEMRAIZRSE ID LED JAZS8K LED RUEARFIZRSE ID LED SR,
« XTFTIRBRSSSS © {XBRES ID LED,

EERG A HR LCD RS

EEEENTZENEXIRSEEH LCD FIENRIRTS , IB1E iIDRAC Web RETEERY: > #1 > i@, WSS e miRRm.



BTET KRS BARSRUE LCD RIEIR E R RAOSERTiEE. SRAER T (B LCD MERFNEEKEERT)  NISRE RN
IR REIRKE.
@ | : ERTERSHHGERIE R AR S5 BRI AR LIRSS IR

RIELER , XAESBEREAE. IREEERFEX  BEXAEFRANTEES. FREUREIE 62 LA, WRIEEREREL , LCD
RSB RMEHIEITER.

Ef5F RACADM &% LCD RIEMRIAZ , 1B{#F System.LCD AFHINIgR. BXELER , 1S 1H IDRAC RACADM CLI Guide ( iIDRAC
RACADM CLI $8§& ) RIM www.dell.com/idracmanuals E3KEX,

EERSGREMR LED 7S

EEELRIRS D LED K7 , i57E IDRAC Web REF , #E A% > #i% > AN, AIERED BRZRTRERIAES |
- BeRKR - RERSLEER.

- EeRE - CERRBIEN (TeREFEXERRER) .

« RPBKR - RERSELTRURIPE.

« RGN - RERR LEFEBIR.

RRIEHIzITH (@8 LED RiEiR LRSS TINAERET | BRESE RIS IRIKE. BN LIRS TUIRSS 2R
EEEISREEIR. RTINS TUIRSS SR el B H e iR

E(HA RACADM BB RS ID LED KA , 155 getled %%,

BXEZ(EE |, 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI$88 ) AT M www.dell.com/idracmanuals E3KEX,

TR SR TR KT

BRI ELE

- REEER

- NBEBEE
ZEIEZESSS
ERIKARRHE
USB 1 /EebpE
LS TN

HRIEEMAERER T AR

EERRSBEMHERENRS

MFDRIRSERS | BEREFBEATAE P AR AEE.
EIRIERIERRE USB INTF&

BT RE IR AR 43 40

WNER[AIBMBIATELE , 15217 Installation and Service Manual ( ZZZEFIIRS AR ) BIM www.dell.com/poweredgemanuals E3REX T
SRS ESIERHRMER.

B REERIBEA R UAAS AP, SE AR S B i AR S5 A0 SIS EI AR IR S Rt THEBRHEBR F M B0 4E 18 . TR Dell
RIEIBR S T SR IR R ERIETEE 2. EREHEE~RMHHRERA.

EBRGEITRA

AT EE iDRAC. CMC F1 OME-Modular Web SR LA TFEMAHHRE
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—RRiR , BRERSEEFin LEBFESEER CSP, LI Windows ER (Ctrl-Alt-Del) RIS RIBNLZREHEE
Windows 2EHLUEIEBE-RH TR PIN IHEE.

86k PIN SIE®.
IEEEHEREAEARERAY PIN SR ZMBE. mMXMBERT | BREEE A RTWIREGVEER.

EMES &

BREANEH & TEM 4 Java A2

BHRE Java 8 EBIRALUERILLINEEE IPv6 MRS IDRAC EIIEHIS.
BMEEE M iDRAC Web RS, EMIEHERENRKRIES. XRTMANTAL?
AL KAEMEHEEEREATLEHENNSIE.

FERR 5525 LAY A LIRS AR AT LUR ZhAT R R S MR LIES ?

LA



A AER ARG TE 16 A 8EXHAMR S/ _LRA AT ?
EAR R B I SESIKAIRTSREFE L R(E.

FTF A LTS A B EE RS ?

%8 | IDRAC WEIRHIUTH TIERE | PURRIIZFTHF.
o P AT AR ST TR ARSI, 2

LRI H SR | AR ARERAEF TR,
RAXWAFER th & XARRBNEIR ?

a.

RAF TS & RE S XATEEF G RIE LA ?

A= | FIASRAFHABRSITEEH G R1ETX.

iDRAC Rl PATFFak KA i BR 55 RS ARSI R+ AR ?
RS DRAC ECERURIIAFER R LA THERAAE &,
i 3R 15 A AR 5 SF LSO SRR 2
WREE B EEMEH SR L.

BERRWS iDRAC.VirtualConsole.AttachState BPRE , BHEALL TGRS :

racadm get idrac.virtualconsole.attachstate

BiE M Telnet, SSH BURERIEFER TGRS

racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState

EREIIEHIG OSCAR BRHHEEEINE. AtEHIaERARE | SERSHENZUETZERTS. FAN , EBERFR DRAC
BEMEAESA.

AL ERIEH EEOPETIREREIRE ?

R Management Station BYE7REE DRI E Y 1280x1024,

Aft4 Virtual Console Viewer & 7 Linux #{EZE S+ HIELRS ?

Linux FAGISHIEEEEEHE UTF-8 /1. REXFREHERFHE (NRFE).
JAft4 Lifecycle Controller & Linux 3CAEHI & THRIFEF RS ?

EHIEHIEEE USB BIRIREER | {8 USB BIRIRENFERHXIE X-Window ¥MERA FAIF., HEEIUSHIaEESEY , FUTFIHE—
1B

HETRFERRIFERNR. ERRME , 5% Linux,
« FEIRXRET , ERE—KARIEH,

SOfATZE Virtual Console Viewer B O ®[E %5 BRI ?
EEMEIIEHESIER , BFENRIERFUEE T IERAER.
BIRELZES iDRAC EliEHIEE Pin LR —XFRER ( F DRAC EHIZFIERNTET ) . BAAXNDGHELR.



B R & EE R 2 Microsoft #IERGIR, TTRAEREESHRBRL ?

B. HIEE BIOS FEBARIIZFHISHNR S DInf2 71 510 Microsoft BAERFRT , RFRERIE EMS IERER | ERGITfRIEE
WE. CWIENERSE DERE | SEENSTEEENRSSE Bk | ST BIOS hXAEMEFIE.

IEAESEER Microsoft 4E5% , FISIEREFIFEAURSIATAEM. EREASTIGEES , 5545%H DRAC 1RE /A FRERF-HROR IR
& REETEERERA.

J3f+4 Management Station RIS FHEIE AT A ERMIEFEAR S| LB FHEMRES ?

BT iDRAC IA1a)ET , E1Ruh FAY Num Lock 187 RITA—ESIZIEIRSSES LAY Num Lock {R#F—3, Num Lock AIRSEVA TEZEIT
ESIEMTERSESEIRE | SETE EAY Num Lock JRETX.

At LA EH S R IIEF] & RIERTR R E A Session Viewer B ?
BEENAHRARERIISHESE. HRMERZTH.
WREREHAEEEHTHAARBAFGARERER, F—TAPRERRIIEEER?
B, RAMAFIBRAIRS , BEEBERFEHIN,

BITEUMEHAREEESDHR ?

ERIN{EFE 5 MBPS LIRS RIFIERE. SAXMAEFEE 1 MBPS ERRE,
EEHGETEMENAEHARBRAER ?

management station Z3K Intel Pentium Il 500 MHz 4MESEFNZ/ 256 MB RAM,

AL EMERAEEREONANRER “XI58" Wil ?

EEREILEETREERY DRAC EIEH SRR RENEIRERSHFRENM. —RERT , BITERSH/XDET , TaESHIT
1779, B , TRaENTEIRS SR REISHREESEN ERIES.

J34t4 Virtual Console Viewer § O84S cHBHIEEHNER ?

BREEE TR BRI ERISEGES DRAC BEBERIBTIRTEE. BroHRaRiRSFSHIe2 SEETEN
B, B  YERE (FIIIBRRENSTE ) JiRESHNRATEE.

M iIDRAC Web # H B RERZFIGRIEN, RtASER ActiveX REFHEO ?

iDRAC AJREAREZEERILRFIFRT. EIESRENEIEHERIER B RTEMHED | 1515 DRAC iFINEIZFimX 5Ee8a9
Z{EuRFIRT

1 BAHTH >Internet ] > L4 > A[{g 454,

2 BFREFHEI DRAC B9 IP Hhtikak DNS ZFR

3 BT,

4 BHEAEENEI.

5 AEREWEHOT , ETHARZ B ActiveX 1 FIEIRIER.

S92 Virtual Console Viewer B OAZH ?
WMREEEIUN TR | EREEIEHENR , BBATTLAGEIEESSHRELNRINEE , EraE RS ERSSEINEEHS.
EREMIEH &R, ATARKRE DOS FARRFESE ?



Dell BIOS Y$ERARIRENIEFAEI A PS/2 Bifm. TRIEIRLT , PS/2 BARERBEREHHIVERIE , XSERRIPER. DRAC #H USB
FBARIKEIER | SAIHEREIHUEH BREBIRMHIEE BITRIEASEHIRER. BRI iDRAC 1§ USB RYBRIERIRIE(EiHE4S Dell BIOS ,
BIOS (AR SGHEIEEAENMUEF BT ARIFAR. BEENEHR , AREFETBEIMERIREN "USC/Diags” .

BRIEMERER, RRNAREELMEHERIER, BEAMRGHFIER. ITASKEIMITR, MATRR?

WMERIGRARERIEE S USC/Diags , iAREIXFPIE R, IR T AlteM BEEIEIEAR % HERBER. BRRT Alt+ M BI5RE
P& ERIREAR.

BaiELIEH ez E3 %M CMC B35 iDRAC RER, R4 GUI £ig4ie ?
M CMC Web SREIFEEN IDRAC BIEIMEHIGRT , ST RHEOLSsEIEHE. BIEHE I EAABEEEXA.

EERL FEYE— iDRAC RFtiash GUI FIEIIEHIGHT , (IRERHE XA ZE GUI B/850 . W iDRAC GUI &iE BT, WNR%E
BHE RN ERIEH S XEFBM CMC Web REEEN DRAC GUI , LHEERASHIT,

O© | & FERTF MX &,
J3ft4 Linux SysRq $27E Internet Explorer L& EM ?

Linux SysRq $#17 85 M Internet Explorer SEFIEIIEHIGINAE. BAIX SysRq & , TEIZ/E Ctrl #1 Alt $#AYERT , $=T Print Screen
SEFETERUESER Internet Explorer RYEIRY , EE@IT iIDRAC 1§ SysRq ERIXETAZ Linux fRSSES | IBHUTIATRE

EUEITAE Linux BRSSE: EAUEARINEE. EETLAGERLA TR <STE Linux LRin EHTENE ¢

echo 1 > /proc/sys/kernel/sysrqg

BLE Active X Viewer RUERBEBIEI.

LT Ctrl+Alt+Print Screen,

{XFEH Print Screen,

¥ Print Screen+Ctri+Alt.

N

g DN oNN

® | 5 Internet Explorer #1 Java % #17 3x# SysRq Th&E.

A LAEERIERARBER “EEFH” HER?

TERRSS BREE TS | SIT R EFAH = MRIR T , IDRAC J#iFFiZER: , AT BIOS FHiRM-K, MNREEFARIRE 10 Go M+ , HiSERTES
B, MENRIERIINEZIENEEBERMHNY (STP) , MR BSIFEK. EXMERT , B EERERIRSS SR
im /S PortFast, ERSHIBERT , RIS EETER.

FHRSTRRIEE B IGEA TLS 1.0 B, BaIRA HTMLS ARSI & KM

BRSNS EIRE AR TLS 11 SEBSIRA.

¥E#7 IDRAC Elff /5, f&Bh Java R IIEIIEHI& <M.

fIBR Java BIREETT , AREIIEIIEHIE.

FEIT R

A AERN REFIRERERN KT ?
HIRLEHERTS | IDRAC BYMTFFERE | ISETFTIRSS SRR IR SRR BRI,

NREEEFIRRSPEL CO , #il CO BHREEREMITRINEE. EXMERT , MREFIRALEE CD FrBfiieAR , B
eI REEBRIH BIERGERR. MNREREK | B GUI EFTERF L RIRIIR(E.



WNERTE iDRAC Web REFEGET AN RACADM S BN "EINE" BEIRE , ENALREENS | MU iEZRNN HBSRTE
=

EEIERREMIRNES | BEREWNE Client View (BFIHILE) &HO.
A AET BT RRE Windows IRIERGERHEE KNG ?

WNER(EA Dell Systems Management Tools and Documentation DVD 222 Windows ¥{ERS , FHEMGERIRE , BTFMNKRIER , &
IR R EEKAIAT B BESE] iDRAC Web FRHE, TEBEOASIERTEHE.

R EN R B ER TSI SR E ?

FESERGL , 15 BIOS REFHHES |95, KIS D, BHUREE, JFlech FHEERESENRE3ISITF. 1A , 7 CMOS
BB SRR RS | LUSERISEEEIS, Bl , BM CD IEhEE|S , 15 OD IRAIERE 3| SIRFHIE— Mg
.

WRLL AT BB UG B AT 51 9% ?

iDRAC SEIFEMIAT RIS ISNRE IS :
CDROM/DVD #UBEN &R
« SO 9660 M5
144 AR IR
. WRERFOAERI BB USB (NfFR
« USB [NfF£M{E

4fiF USB RFERRNASIRRE?
ERILAtEE Windows 98 [EENES ISFISRFEXMNEaEEHE] USB (7. fla , M DOS Rt ALI T <

sys a: x: /s
Hrp , x EFBEIRENT5|S18%M USB (N7,

BN REMINHEESRERE . {BLEIZIT Red Hat Enterprise Linux 8% SUSE Linux #{ERGM RS LT AR BRI/ EHL
CD &% . IMRRRLLERE ?

HL Linux iRAT=ERERNGEE NIRRT EIREERFIRENL CD Rass, ENNEREINRERNES | BEHRE Linux DECEIRE
WIREBIRNEEANIRE T R, ENNEREPIREIKNER
1 FIFF Linux e R TIA TGRS
grep "Virtual Floppy" /var/log/messages
2 HKEZERRISHEZEFC TEL,
3 TE Linux IRRFRNETTIA TS ¢
grep "hh:mm:ss" /var/log/messages
hh:mm:ss 2 grep EZ R 1 IRES 2RI EE.
L8 35, BF grep i SHIERFAEME T IR ERNIRES.
TR E M IR R R IR TN ES.
6 & Linux I FHNETIA TS < ¢
mount /dev/sdx /mnt/floppy
Hep | /dev/sdx B5B 4HEMNPIEESR , /mnt/floppy BRER.

ENNEEEM CO Izgs | FTEHKE! Linux DECEIREM CO IRFZRANKE TR, EMNEAEM CD IKags

1 FTF Linux sp ARG FHIBITIA T @S
grep "Virtual CD" /var/log/messages



KENZEENEHFZBEFICTIE.
3 1E Linux IR NI TLA T <
grep "hh:mm:ss" /var/log/messages

hh:mm:ss 2 grep fE:518 1 1R E=S SRR AR,

HEER 3%, BF grep SHNERFHKEIRF Dell &7/ CD BIRER.
RS INFEZREHL CD IKzEs.

E Linux IR~ FfrbiEfTA T @< -

mount /dev/sdx /mnt/CD

HH+LTEEA IDRAC Web REPUTEREEHEHZE, EETIRSERHNEMRSEE WM ?

EFEHraiEnL iDRAC EiR. MEMTIBEEHEI T REIIKENEE. IDRAC EiRFHR/SIREISSIESEHHM.

Fft-4ERE USB &2 G, FiERY USB i & HBTFFER ?

BN RSN vFlash I8B{EAES USB IREZEZEREN USB B& , HFEEMEERE— USB 80, &AL/ EEL vFlash
USB IBEEZ T USB BEE M FH USB IBRFERE | Fra RN RN vFlash IR ERIEMENL USB RERS ST , FhERE
BENEETEN]. NRFVBERFSFER—NEUNRIRE | BOMIIRSEI— N RS NENREL vFlash i85, BIVCEERE
WEE USB iRE , AEEHERAXEIRE.

USB Reset (Eif) ##HHAER?

T EIREEEIIRFSEIATIE USB iREFIAHE USB 17,

ST SEEREIAAT BRAV R R RE ?

BT EINRIREMLSE | BEsIZRE T B SNEIUNE |, ST TINE—8E

BHEBREERNRE.
SRR BRI EIEH SR,

O| & EXERAT, SERSEFEMNRRELISEH A DRAC ZENBIEERT TR,
WNSRFERIRYRITAA Windows IRSFZESIRIER S , 152 EAFR/9 Windows Event Collector B9 Windows RSS. EHTILRIE | iB%E

Sﬂ:t.';lrt (FF##) > Administrative Tools (BEERTHR) >Service (FR%) . AT Windows Event Collector F&ad5 Stop (1%
EEFRAWNRLK USB AFRNASE, B RN RERE—1RaE, AtASHIEREMRER ?
RATTRA G RIREREE. KB TEERMENSHNARER | AEB=HEIIREES,

REHR AR IR RhER - SR AISC R G 2R 2

AR IK NIRRT FAT16 By, FAT32 XIHESE.

At ofEBE ER ST R DVD/USB B, BIEESITREERER, MARRERER?

SNSRI ERBRIES LS (RFS) IAE , NS BFEIRHEE. B, SaLUER RFS SUENER | (BREEERERA.
LNYTRZG E AMNEER TLS 1.0 BB EhER HTMLS BRI/ Rk .

BRI ERIRE/IER TLS 11 SREERA,

BT RICEE, EGE IDRAC RREMNR “EEAET A “BEE .



SNREZINER ActiveX B Java EFIHIRIEIN BFF BIE IDRAC FMIMRRIRE AR | BIAERNSHEETN “BER" . 8§
M AR BB BRI NEE N, LOGIEREIUN R,

vFlash SD &

vFlash SD £ E ?
BAEIEE TS vFlash SD RE#IE. #1180 , EVRERIESTES,

SNMP 3&3E

HHLEREE “Remote Access: SNMP Authentication Failure” (Z2if18): SNMP IRiELEE) ?

FEERIRES | IT Assistant SEIXIGUFIREEH get # set FREFR, 7 IT Assistant 1, get BIREFR = public , Ml set BUAZTR =
private, BAIAER T , AT iDRAC RIEF2FAY SNMP REEFERFBHABFRE public, = IT Assistant & i set iEKET , iIDRAC KEEFER
S4ERL SNMP IIFEIR |, EABESZRB RN = public AYIEK.

ERFIEAER SNMP BGIHEIR | S/ N IEEFESAEREFR. BT DRAC RATF— 1M BEIARFR , W itiEHEREAY get 0 set
FURZFRETF IT Assistant BHHRIZE.

1) \
Figw &
B EER RGN EEEZEINEERER, HH OpenManage Storage Management B REI#E (i &L IDRAC £. R4 ?

iDRAC (NEREGEMANETE (CEM) FsZHIRERIER.

7E%74 HBA 330MMZ F1FEE4 IOM B9 MX &, {#/ ID ENC42 £ T FBF IOM #Ki0 EEMISEE, BR4S4ERAT IOM E[
EEMI ;&2 (ENCA1).

FRIATE IDRAC Web REIHRE IOM , iEHATLATIRIE ¢

| RERRENE
2 BHEAAE,
5 ESERET , BETKBEOESENEE , KEHIA IOM EE,

iDRAC PR S51E1R

fER YD =TT IDRAC Service Module 71, 27 K E1#; OpenManage Server Administrator ?

.d

B, IEREBEE Server Administrator, FEZEERRIEST IDRAC Service Module ZHi , IEHR{FE(E1E iDRAC Service Module 1245tH
Server Administrator ZJ8E,

A EEHIRMER G P 2T E L% iDRAC Service Module ?

ERERAPET DA iDRAC Service Module |

o 1BE1T Windows FIRZ L -
FIF IR |, IR3E iDRAC Service Module 2B5FELEREFHIFIZERT.
HIE1T Linux IRFE L -
517654 rpm —qi dcism, JEREZEE IDRAC Service Module , BRHIRSEBEE R,

BIE1T ESXi IERSE L, EEH HE1Td5% esxcli software vib list|grep -i open., HWATEER IDRAC Service
Module,



@ | ;*: ZH#E Red Hat Enterprise Linux 7 _E2&E %% T iDRAC Service Module, &M systemctl status
dcismeng.service ﬁ%\, Mk init.d &%,

N2y 24 th 224 Y iDRAC Service Module B A2 ?
EREZRFHN iDRAC Service Module BIRRA , IBHTLATE—IRIE :

o fRoREETE > BHIER > BEFANEE, S%%E DRAC Service Module HINRAEFTERRAEI£ A,
o HEEIRAVE IR ENE SR E IR

23 IDRAC BRBFHRIRFARHIR IR PR EHI R 4 ?

L% IDRAC Service Module , & /MBEEERKIIAIIR.

7 iDRAC Service Module 2.0 B B E R A th, 7EZ4E iDRAC Service Module i, 1§ R RIEIREE, B ILRSRFAZTIR. L
F (BPiEE) , TREXTRNOBSS[NMNGES. mTRRILER ?

2% IDRAC Service Module Z81 , I5HRIRIRSZESESE 12 1 PowerEdge IRBESHESIRA. Ltk , HIREFERNE 64 MRS,
ERERGHFZPEERUTES, IS EMREE “XT USBNIC B9 OS 2| iDRAC Hif” ThekthBantk. K4 ?

The iDRAC Service Module is unable to communicate with iDRAC using the OS to iDRAC Pass-through channel

iDRAC Service Module fSEFBETF USB NIC THEERY OS Z| iDRAC BiB , #3755 iDRAC RUE(E, B , KRE USB NIC 128 E T IERRY
IP e , (BIEEREY., JFHIRERGIRARETRE— N EiMERHNE 5B LK USB NIC BirRFINERIFNSE—N B
BY , BIRESHILXFER.

. 66: HERIFAFF =G

R WX LR HERG L EEEiR &% fEA&EDO

A 10.94.1481 0000 UG 1024 0 0em1
10.94148.0 0.0.00 255.255.2550 | U 0 0 0 eml

link-local 0.0.0.0 255.2565.255.0 0] 0 0 0em

link-local 0.0.00 255.255.255.0 U 0 0 0 enp0s20u12u3

E7fi | enp0s20ut2u3 2 USB NIC 2. #5E-AthBr8ISREER , 7 USB NIC EIRFHAREE—. XSS DRAC
Service Module SEF OS E iDRAC Hilg#Y iDRAC ZIBRNER AR, Z2MmERInRE | iSHiRA] AEHUR(ERSEH iDRAC
USBNIC IPv4 Htitit ( BRIAMENER 169.25411)

B, BHATLATERE

EE—RY BT8R _E M iDRAC USB NIC bk,
o MNEBHRETHBRAZTENSEZE , LIEREEYEHE iDRAC USB NIC IPv4 HEltRT , B&HIGI% USB NIC,

7£ iDRAC Service Module 2.0 f1E R Rk A L, 7 VMware ESXi AR %8514} iDRAC Service Module B, Eil3z#i &R
vSwitchiDRACvusb, 348 7E vSphere T i # v 4# 7 iDRAC Network. #n{ai&E ks ?

£ VMware ESXi fR5588_F%%E IDRAC Service Module VIB Bd , iDRAC Service Module &€l vSwtich F PortGroup , LME{E USB NIC
BRIV FET OS Zl IDRAC EiB5 IDRAC #HTIBIS. HE/5 , EIASZIRA vSwitchiDRACvusb #li[14H iDRAC MBS, BF
EIER | BHITUATE R —

% vSphere BEFIRBCEMS , AEMIBREE.

6 Esxcl FHENUAT @S :

- EMgiwOAR : esxcfg-vmknic -d -p "iDRAC Network"
—  ZEMBR vSwitch : esxcfg-vswitch -d vSwitchiDRACvusb



@ 5%: #EATBIEE VMware ESXi AR %585 E%i 2% iDRAC Service Module, BIJiX T2tk %E B M INALISIE.

£#I8 LifeCycle HEMTIRMERG PN AME ?
EBREESH LifeCycle AZE :

R.67: = AHHEME

RIERG

s

Microsoft Windows

E4&EESE Windows BEZRSL. FiE iDRAC Service Module 4
Ap[EHA B EEBIE EHIZIRBFR iDRAC Service Module T,

@ [E:EiISM21 NESKHEEAS, £HEAPAFEEHZ
Lifecycle Controller HZ5IEZ T . # iSM 2.0 F0E (AR
A, BEFEHIE] IDRAC Service Module IB&FT

@ | F: £H A HEALLE AT LLER IDRAC Service Module
LREIEFHITEE. BER% IDRAC Service Module 5 &
WRERFR, TEEHASE.

Red Hat Enterprise Linux, SUSE Linux, CentOS [ Citrix
XenServer

/var/log/messages

VMWare ESXi

/var/log/syslog.log

FESTRL Linux REMATRERML Linux MR GBRATRITCH ?

BEE Linux NEBIEHERIFIZE | 15505 iDRAC Service Module B 15/ , ML : www.dell.com/idracmanuals #0983 Linux

Dependencies ( Linux #8544 ) —,

RACADM

#17 iDRAC Ei& (i@id{EF racadm racreset #<)

B, MRZHEAHS, SERUTHER. XRFHARE?

ERROR: Unable to connect to RAC at specified IP address

IHEESIEH W REE IDRAC STRREIRSG , FRERHB—1 <.

5/ RACADM H & TR rt, KLEHIRTRH.
R RACADM 5$RT , TTRELIBRILA T—NE S MNEIR

+  Aith RACADM SHIR(ER — MNEIE. EDRIERAISFRIE

« JnfE RACADM $HIRMEE — W IP HblbEEIR, H@F%‘f’alaej&ﬁ%ﬁlaevlﬂ
%t iDRAC #1T Ping MikHAE], MRAEETRAERNNLEZER 2 EYIRMEER, NZE Ping MER .

BIRERSZ LR ARP K,

32 RACADM Fi: M\ SUSE Linux Enterprise Server (SLES) 11 SP1 %2 iDRAC.

BHRE LT3 openss! F libopenss! A, IEITLA TSRS RPM IR{4E

rpm -ivh --force < filename >

Hrh |, filename 2 openssl 8% libopenss! rpm HG-E37{4,



https://www.dell.com/idracmanuals

fougn

rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm
rpm -ivh --force libopenssl0 9 8-0.9.8h-30.22.21.1.x86 64.rpm

L ERBMERE, T2 RACADM F1ET Web HIIRSSTEBATH ?
EBIR iDRAC Web RS8R | TTREEEZEF/ 19 , ItfE RACADM IRSEZFIET Web AR EASZTHATA,

FELATER FSEIR iDRAC Web fRS5ES

* {#F3 IDRAC Web FIFREEXMER B MBS T BT,

+ IDRACWebserver.HttpsPort BIEEEN , 83F racadm set -f <config file> JTEIHTHIEHXL,
» {FH racresetcfg @<,

« IDRAC EEIgHY.

o EETHE SSL IRSESIES.

it RACADM B ESE, MREHREMERSX, AAIRFERER?

XEENES KIRMFEEHTP. A, SRE—RIEESEMR  AEBETRS XEMERIEE. MRREETER 55
s KM rEenEBEiRZo X.

KAEBEERIAZLZE calvin

INSRIGHRFRERIME—RY IDRAC BUAZERS |, (BEIEES calvin IRERENAETS , BRERRSAIR ERY Bk,

EUB I B A ERIIATIE A calvin. E)fEH iDRAC EiR AL TIRE, BNLEKEDIE—FH.
BRBMENEFTITBNER | BERERIIRSE8RBASS | Mit/9 : www.dell.com/support,

H
ERERIERGH, EHBARSBENER/EN.

BRMER :

o BRI REBERGRT IDRAC RETEFENE., BEES iDRAC —ELR%E OMSA B; iSM LURENA.

+ 155 2 : IDRAC BEERERERANENZAEELES — N TRNRMERR , BNENZMARTAIRENSMAEEEN
2. HRARENEEREEERFAISE , DRAC (URFER. MRCREMAURMERSE , DRAC BLEZERENEME. B
B BRI ER RS ES IXRERRSHNEAEIER DRAC PRIEHE.

anfa] &= 3% 71 /AR 558549 iDRAC IP ik ?

@ | ¥: Chassis Management Controller (CMC) &I {UE BT 71 K IR %%

{£FH CMC Web £ :
HEHARSHRERE. EBTIIERET , EEIRSSEEHY IP Hbil,

FEFI A © ETE SRS BLUEFWIEITIRAREE DRAC IP Hisht, 7 OSCAR REIFSER "Dell CMC f4I& , LU
AHBERITIEIFEREI CMC, CMC RACADM a3 $ Al LAMIZIERE A,

% CMC RACADM @S HIESIER | 1§515 Chassis Management Controller RACADM CLI Guide ( HFEETREHI88 RACADM CLI
&R ) M www.del.com/crmemanuals EFREY,


https://www.dell.com/support
https://www.dell.com/cmcmanuals

BX IDRAC RACADM fSIEZ(EE. , 15215 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $§F8 ) ATM www.dell.com/
idracmanuals E3REX,

« fERAM RACADM
FEARLATES : racadm getsysinfo , 40 :

$ racadm getniccfg -m server-1
DHCP Enabled 1

IP Address = 192.168.0.1
Subnet Mask = 255.255.255.0
Gateway = 192.168.0.1

- FHLCD:

EEXREL  SRETRSHHRIGERE , AREEMBNRSHFFHR T RERE.

anfa] 4% 71 AN BR 558569 iDRAC IP bk ?

5E: OME-Modular Web R HIETI{GERF MX E& .

« {£F OME-Modular Web R :
HERETH. ‘%&ﬁ%mr‘ EE , IDRAC IP BRI HEH IP,

« [ OMM R ATERF , 15215 Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FAFP$5Ra ) BT M
www.dell. com/openmonagemanuo s _F¥EEY
o [FEHSBEITEZE

« {EMLCD : AEXRE L ERERRSHAIRNERE , AEEEMENRSS{FHE TRERE.

] ER S T1 R AR FEE5HHKEY CMC IP il ?

i AEATF MX EA

« M iDRAC Web R :
% iDRAC i E CMC, IthAY CMC HEREISER CMC IP bk,
o MNEREEHIE
£ OSCAR REHIEE "Dell CMC" =#IE , LUBE AR TIEEERE CMC, CMC RACADM &3S A LANIZIEZ & H.

$ racadm getniccfg -m chassis

NIC Enabled =1

DHCP Enabled 1

Static IP Address 192.168.0.120
Static Subnet Mask 255.255.255.0
Static Gateway 192.168.0.1
Current IP Address 10.35.155.151
Current Subnet Mask 255.255.255.0
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