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1  Web  

1.1   

1. AP AP  

2. IP AP IP  

AP IP 192.168.0.254 IP 192.168.0.X X 2~253

255.255.255.0  

 

3. AP IP 192.168.0.254  
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4.    

 

----  

提示
 

 

−  

− IP AP IP AP IP 192.168.0.254 IP 192.168.0.X

X 2~253  

− AP AP DHCP IP DHCP

AP IP IP AP  

− AP AP

AP 10 AP  
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AP AP  
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1.2   

AP WEB
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2  Web  

2.1   

AP  

 

提示
 

AP  

   

❶  

AP

 
❷  

❸  

❹   

  

 2 

 
1 

 
3 

 4 
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2.2   

AP  
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3   

AP AP

 

AP AP Client+AP  

3.1  AP  

3.1.1   

AP AP AP

 

 

 路由器 

PoE 交换机 

AP 
 

AP 模式 

LAN 

WAN 
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3.1.2   

提示
 

 

1.  

2. 2.4GHz  

3. AP  

4. SSID SSID  

5.  

6.    

 

7. 2-6  

----  

SSID  

AP  

  

  

 AP  

SSID  

 
WEP WPA-PSK

WPA2-PSK Mixed WPA/WPA2-PSK WPA WPA2 WPA3-SAE WPA2-PSK&WPA3-SAE  
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3.2  Client+AP  

3.2.1   

Client+AP AP AP

 

 

本 AP 
 

Client+AP模式 

互联网 路由器 

PoE 交换机 

上级 AP 
 

AP 模式 
 

LAN 

WAN 
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3.2.2   

提示
 

AP  

1.  

2. 2.4GHz  

3. Client+AP  

4.    

 

5.  

提示
 

− >  

− AP SSID  

 

6.    

7.  
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8.    

 

----  

AP SSID  

提示
 

AP > SSID AP SSID  

Client+AP  

  

  

 Client+AP  

SSID SSID  

 

 

AP WEP WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK WPA

WPA2 WPA3-SAE WPA2-PSK&WPA3-SAE  

注意 

− WEP

x x 1~4  

− WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK

WPA3-SAE WPA2-PSK&WPA3-SAE
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4   

4.1   

> AP LAN  
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 AP LAN  

 AP IP-COM  

 AP  

 AP  

 AP  

 AP  

 AP  

LAN  

MAC  AP LAN  

IP  
AP IP AP IP IP

AP LAN IP  

 AP  

DNS AP DNS IP  

DNS AP DNS IP  
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4.2   

> AP SSID  

 

 

  

 

 AP /  

 AP  

 AP  

SSID  

SSID AP  

MAC  SSID  

 SSID  

 SSID  
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4.3   

> AP  

 

  

SSID  

  

  

  

  

注意 

SSID  
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4.4   

> AP

 

 

 

  

SSID  

MAC  MAC  

IP  IP  

 

 

提示
 

AP HTTP AP
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5   

> LAN AP LAN MAC AP

IP  
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MAC  AP LAN  

IP  

AP IP  

− IP AP IP DNS

AP  

− DHCP AP DHCP IP

DNS AP  

提示
 

IP DHCP AP DHCP

AP IP IP  

IP  AP IP AP IP IP AP  

 AP  

 
AP  

AP LAN IP  

DNS 

AP DNS  

DNS LAN IP

DNS IP  

DNS 
AP DNS  

DNS IP IP  

 

AP  

AP AP

AP  

 

AP PoE  

−  

− 10Mbps  

提示
 

− AP PoE 100

AP PoE

 

− AP  
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6   

6.1  SSID  

6.1.1   

> SSID AP SSID  

 

 

  

SSID 

SSID  

AP 2.4GHz 8 SSID 5GHz 8 SSID

SSID SSID  
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SSID  

SSID SSID  

SSID  

SSID AP SSID SSID

SSID

 

 
SSID AP

 

SSID  SSID  

 
 

 

 

 

SSID 

SSID  

SSID  

SSID

 

SSID UTF-8  

AP SSID SSID UTF-8 GB2312

 

 
SSID AP WEP WPA-PSK WPA2-PSK

Mixed WPA/WPA2-PSK WPA WPA2 WPA3-SAE WPA2-PSK&WPA3-SAE  

 

WLAN

 

AP WEP WPA-PSK WPA2-PSK Mixed 

WPA/WPA2-PSK WPA WPA2 WPA3-SAE WPA2-PSK&WPA3-SAE  

◼  

AP  

◼ WEP 

WEP LAN

WEP 54Mbps  
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WEP Open Shared  

− Open +WEP SSID

AP WEP  

− Shared +WEP SSID

AP WEP WEP  

 
Open Shared WEP  

2 2  

1/2/3/4 

WEP 4 ASCII

Hex  

− ASCII 5 13 ASCII  

− Hex 10 26 0~9 a~f A~F  

◼ WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK 

Mixed WPA/WPA2-PSK AP WPA-PSK WPA2-PSK  

3 AP

WEP

AP
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− WPA-PSK WPA-PSK  

− WPA2-PSK WPA2-PSK  

− Mixed WPA/WPA2-PSK WPA-PSK WPA2-PSK

WPA-PSK WPA2-PSK  

 

WPA  

− AES  

− TKIP AES TKIP AP

54Mbps  

− TKIP&AES TKIP AES   

  

 
WPA  

0  

◼ WPA WPA2 

PSK Wi-Fi WPA WPA WPA2

802.1x

 

802.1x

RADIUS

WPA WPA2
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− WPA WPA  

− WPA2 WPA2  

RADIUS  

RADIUS IP / /  RADIUS  

RADIUS  

 

WPA  

− AES  

− TKIP AES TKIP AP

54Mbps  

− TKIP&AES TKIP AES TKIP AES  

 
WPA WPA  

0  

◼ WPA3-SAE 

WPA Simultaneous Authentication of Equals SAE WPA2-PSK

AES PMF

 

提示
 

WPA3-SAE WiFi WPA2-PSK  
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◼ WPA2-PSK&WPA3-SAE 

AP WPA3-SAE WPA2-PSK WPA2

WPA3 WPA3 AP WPA3-SAE WPA3-SAE/WPA2-PSK

 

 

 

  

 

 

− WPA3-SAE WPA3-SAE WPA2-PSK  

− WPA3-SAE/WPA2-PSK WPA3-SAE WPA2-PSK

WPA3-SAE WPA2-PSK  

 

WPA  

− AES  

− TKIP AES TKIP AP

54Mbps  

− TKIP&AES TKIP AES TKIP AES  

  

 
WPA  

0  
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6.1.2   

 

FREE  

 

互联网 路由器 

PoE 交换机 

AP 

Wi-Fi：FREE 

LAN 

WAN 
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AP 2.4GHz 2 SSID  

1. > SSID  

2. SSID 2 SSID  

3. SSID  

4. SSID FREE  

5.  

6.    

 

----  

 

FREE  

* 

* 

* 

* 
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6.1.3  WPA  

 

 

WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK

hotel qtW7J5cA  

  

互联网 路由器 

PoE 交换机 

AP 

Wi-Fi：hotel 
 
Wi-Fi 密码：qtW7J5cA 

LAN 

WAN 
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AP 2.4GHz 2 SSID WPA2-PSK AES  

1. > SSID  

2. SSID 2 SSID  

3. SSID  

4. SSID hotel  

5. WPA2-PSK AES  

6. qtW7J5cA  

7.    

 

----  

 

hotel qtW7J5cA   

* 

* 

* 

* 

* 

* 
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6.1.4  WPA  

 

RADIUS

WPA WPA2  

RADIUS IP 192.168.0.200 qtW7J5cA 1812

hotspot  

 

 

AP 

AP 2.4GHz 2 SSID WPA2 AES  

1. > SSID  

2. SSID 2 SSID  

3. SSID  

4. SSID hotspot  

5. WPA2  

6. RADIUS 192.168.0.200 1812 qtW7J5cA  

7. AES  

8.    

互联网 路由器 

PoE 交换机 

AP 
 

IP：192.168.0.254 

Wi-Fi：hotspot 

RADIUS 服务器 
 
IP：192.168.0.200 

LAN 

WAN 
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* 

* 

* 

* 

* 

* 

* 

* 
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RADIUS  

提示
 

Windows 2003 RADIUS  

1. RADIUS  

(1) Windows 2003 Internet RADIUS

RADIUS  

 

(2) RADIUS AP AP IP    

 
AP 的 IP 地址 
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(3) qtW7J5cA    

 

2.  

(1)  

 

(2)    

 

与 AP 上配置的 RADIUS
密码必须一致 
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(3)    

 

(4)    
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(5)    

 

(6) 802.1x      

 

(7) EAP (PEAP)    
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(8)    

 

(9) root

NAS-Port-Type Ethernet”AND”    
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(10) -  >>    

 

(11)      

 

(12)    

 

3.  

802.1x  
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提示
 

Windows 7  

1. > Internet >  

 

2.  

 

3. M  
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4.    

 

5. H  

 

6. Microsoft EAP PEAP    

 

和 AP 上的 SSID 安全

模式设置保持一致 
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7.    

 

8. Windows    

 

9.    
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10.    

 

11.    
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12. AP hotspot  

 

13. RADIUS /    

 

----  

 

hotspot  
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6.2   

> AP  

 

 

  

 / AP  

 
AP

 

 

 

2.4GHz 11b 11g 11b/g 11b/g/n 11b/g/n/ax   

− 11b 802.11b AP 2.4GHz  

− 11g 802.11g AP 2.4GHz  

− 11b/g 802.11b 802.11g AP 2.4GHz  

− 11b/g/n 802.11b 802.11g 2.4 GHz 802.11n

AP 2.4GHz  

− 11b/g/n/ax 802.11b 802.11g 2.4 GHz 802.11n
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802.11ax AP 2.4GHz  

5GHz 11a 11a/n 11ac 11a/n/ac/ax  

− 11a 802.11a AP 5GHz  

− 11a/n 5GHz 802.11a 802.11n AP 5GHz

 

− 11ac 802.11ac AP 5GHz  

− 11a/n/ac/ax 802.11a 802.11ac 5GHz 802.11n

802.11ax AP 5GHz  

 
AP  

AP  

 

AP 11b/g/n 11ac 11a/n

 

− 20MHz AP 20MHz  

− 40MHz AP 40MHz  

− 20/40MHz 2.4GHz AP 20MHz

40MHz  

− 80MHz 5GHz AP 80MHz  

− 160 MHz 5GHz AP 160MHz  

− 20/40/80/160MHz 5GHz AP 20MHz

40MHz 80MHz 160MHz  

 
 

 

AP  

 

  

 

 bit  

 

Short GI 

Short Guard Interval  

Short GI 10%

 

 SSID  
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6.3   

> AP  

注意 

AP  
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Beacon  

AP Beacon  

Beacon

AP  

Fragment  

 

 

 

 

RTS  

RTS/CTS

RTS/CTS  

RTS RTS

RTS

 

RTS

RTS  

DTIM  

DTIM Delivery Traffic Indication Message Beacon  

DTIM 0 DTIM 0 AP  

DTIM =1 Beacon AP  

 

AP AP  

AP

AP  

 

 

− AP

AP  

− AP

AP  

5GHz  
AP 5GHz 5GHz

AP 5GHz  

5GHz  
5GHz AP 5GHz

AP 5GHz AP 2.4GHz  
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3 

− 0  

− 1  

− 2  

− 3  

APSD 
Automatic Power Save Delivery Wi-Fi WMM

WMM APSD AP  

MU-MIMO 
Multi-User Multiple-Input Multiple-Output AP

Wi-Fi  

OFDMA Orthogonal Frequency Division Multiple Access

 

 
AP AP

AP  

 AP  

 
AP

AP  
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◼ 5GHz  

2.4GHz 5GHz 2.4GHz 3

5GHz

5  

2.4GHz 5GHz

2.4GHz 2.4GHz

5GHz  

5GHz AP AP 5GHz 5GHz

5GHz 5GHz

2.4GHz  

 

注意 

5GHz AP 2.4GHz 5GHz 2.4GHz 5GHz SSID

 

◼  

FIFO

AP  

AP  

  

禁用 5GHz 优先 

2.4GHz 5GHz 

接入 2.4GHz 的双频终端 接入 5GHz 的双频终端 

启用 5GHz 优先 

2.4GHz 5GHz 

接入 2.4GHz 的双频终端 接入 5GHz 的双频终端 

* 假设 5GHz 频段的最大客户端数设置为 10 
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6.4   

6.4.1   

>  

◼  

AP  

◼  

6.4.2   

1. >  

2. 2.4GHz 5GHz

2.4GHz  

3.  

----  

 

AP  

−  

−  

−  
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6.4.3  AP  

1. >  

2. 2.4GHz 5GHz

2.4GHz  

3.  

----  
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6.5  WMM  

6.5.1   

802.11 CSMA/CA Carrier Sense Multiple Access with Collision Avoidance

/ WLAN

WLAN

WLAN  

WMM QoS

 

WMM  

− EDCA Enhanced Distributed Channel Access WMM

 

− AC Access Category WMM WLAN AC-VO

AC-VI AC-BE AC-BK

WMM

 

802.11

802.11

 

◼ EDCA  

WMM 802.11 4

AC AC AC AC  

WMM AC EDCA EDCA  

− AIFSN Arbitration Inter Frame Spacing Number 802.11

DIFS WMM AC AIFSN

AIFS  

− CWmin CWmax )

Backoff slots  

− TXOP Transmission Opportunity

0
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◼ ACK  

ACK Normal ACK No ACK  

− No ACK No Acknowledgment ACK

No ACK

No ACK

 

− Normal ACK

ACK  

6.5.2  WMM  

1. > WMM  

2. WMM  

3. WMM  

4. WMM  

5.    
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AP 3 WMM  

− 1~10 AP 10

 

− 10 AP 10

 

− WMM EDCA  

No ACK 

− No ACK  

− Normal ACK  

EDCA  6.5.1  
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6.6   

6.6.1   

> MAC

AP  

AP  

− MAC AP  

− MAC AP  

6.6.2   

1. >  

2. SSID  

3.  

4.  

5. MAC MAC    

提示
 

AP   MAC

 

6.    
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----  

 

  

SSID  

 /  

 

 

− 

 

−  

6.6.3   

 

5GHz SSID VIP AP SSID

 

AP 3 VIP MAC

D8:38:0D:00:00:01 D8:38:0D:00:00:02 D8:38:0D:00:00:03  
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1. >  5GHz   

2. SSID VIP  

3.  

4.  

5. MAC D8:38:0D:00:00:01   MAC

D8:38:0D:00:00:02 D8:38:0D:00:00:03  

6.    

----  

 

 

 

3 VIP   



V2.0 

57 

6.7   

6.7.1   

>  

◼  

AP AP

Android iOS WPhone Windows macOs  

◼  

AP

 

6.7.2   

1. >  

2.  

3.    

 

----  
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http AP

> AP  

 AP  

 

 

− DHCP ARP DHCP ARP  

− ARP ARP  
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6.8  QVLAN  

6.8.1   

AP IEEE 802.1Q VLAN QVLAN AP QVLAN

 

802.1Q VLAN Tag VID VLAN

Untag PVID VLAN

 

 

 

 

Tag  Untag  

Access 

Tag VID

VLAN  

PVID

VLAN  

Tag  

Trunk Tag  

6.8.2  QVLAN 

1. > QVLAN  

2.  

3. 2.4GHz SSID VLAN ID 5GHz SSID VLAN ID  

4.    
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----  

 

  

 / AP 802.1Q VLAN  

QVLAN  

AP QVLAN  

− QVLAN AP 802.1Q VLAN  

− IPTV IPTV IPTV

AP IPTV IPTV

AP IPTV  

PVID AP Trunk VLAN ID  

VLAN 
AP VLAN ID  

VLAN VLAN AP  

* 

* 

* 
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Trunk  

AP Trunk LAN LAN0 Trunk VLAN

 

注意 

AP 802.1Q VLAN LAN Trunk  

 

AP  

− LAN0 AP PoE  

− LAN1 AP  

提示
 

Trunk Access VLAN ID  

2.4GHz SSID AP 2.4GHz/5GHz SSID SSID VLAN ID  

提示
 

VLAN SSID Access PVID VLAN ID  

5GHz SSID 

VLAN ID 

6.8.3  QVLAN  

 

 

− VLAN2  

− VLAN3  

 

− 2.4GHz SSID internet SSID oa  

− AP SSID VLAN  

− VLAN  

提示
 

DHCP IP  
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AP 

1. > QVLAN  

2.  

3. AP 2.4GHz SSID VLAN ID internet VLAN ID 2 oa VLAN ID

3  

4.    

 

AP 
SSID internet  VLAN2 
SSID oa  VLAN3 

 

LAN0 

LAN 

WAN 
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5.    

AP  

 

IEEE 802.1q VLAN  

 VLAN ID VLAN   PVID 

AP 1,2,3 Trunk 1 

 2 Access 2 

 3 Access 3 

 

----  

 

internet oa  
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6.9  IPTV 

6.9.1   

IPTV Internet Protocol Television

 

IPTV AP IPTV IPTV

 

IPTV AP IPTV AP

IPTV  

注意 

IPTV IP-COM IPTV IP-COM

 

> QVLAN  

AP QVLAN IPTV IPTV  

 

 

  

 / AP 802.1Q VLAN  

QVLAN  

AP QVLAN  

− QVLAN AP 802.1Q VLAN  

− IPTV IPTV IPTV

AP IPTV IPTV

AP IPTV  
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6.9.2  IPTV  

 

 

IPTV ISP IPTV IPTV VLAN ID  

IPTV  

 

AP IPTV  

 

 

1. IP-COM M20-8G-PoE  

(1) Web IPTV LAN IPTV

LAN 2  

(2) AP IPTV AP AP LAN 

1  

2. IPTV IPTV LAN 2  

3. IPTV AP LAN 1  

4. IPTV  

ISP IPTV IPTV  

----  

 

IPTV  
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IPTV ISP IPTV IPTV VLAN ID

VLAN ID 2  

IPTV  

 

AP IPTV VLAN  

 

 

IPTV  

1. IP-COM G3328F  

(1) Web VLAN VLAN ID 2 VLAN

IPTV  

(2) 1 2 PVID 2  
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2. IP-COM M20-8G-PoE  

(1) Web IPTV LAN IPTV

LAN 2  

(2) AP IPTV AP AP LAN 

1  

3. IPTV 1  

4. 2 IPTV LAN 2  

5. IPTV AP LAN 1  

6. IPTV  

ISP IPTV IPTV  

----  

 

1. WAN1  

2. LAN AP3  

3. AP  

----  

 

IPTV  
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AC Access Point Controller  

AES Advanced Encryption Standard  

AIFSN Arbitration Inter Frame Spacing Number  

AP Access Point  

APSD Automatic Power Save Delivery  

DHCP Dynamic Host Configuration Protocol  

DNS Domain Name System  

EDCA Enhanced Distributed Channel Access  

LAN Local Area Network  

MIB Management Information Base  

MU-MIMO Multi-User Multiple-Input Multiple-Output  

OFDMA Orthogonal Frequency Division Multiple Access  

PoE Power over Ethernet  

PSK Pre-shared Key  

PVID Port-base VLAN ID  

SAE Simultaneous Authentication of Equals  

SNMP Simple Network Management Protocol  

SSID Service Set Identifier  

TKIP Temporal Key Integrity Protocol  

TXOP Transmission Opportunity  

VLAN Virtual Local Area Network  

WEP Wired Equivalent Privacy  

WMM Wi-Fi multi-media  

WPA WiFi Wi-Fi Protected Access  
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