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GPO User Manual

What is Group Policy?

Group Policy (GPO), a feature of the Microsoft Windows NT family of operating systems, is a set
of rules that control the working environment of user accounts and computer accounts. It offers
the centralized management and configuration of operating systems, applications, and users'
settings in an Active Directory environment.

Group Policy can configure most system settings, save power by utilizing smart power settings,
give individual users more control over their machines with administrator privileges and increase
system security.

This guide will introduce steps to help you master how to quickly add and modify the new GPO
template for configuring your installation of Foxit PhantomPDF.

Personal Computer Setting

There are two file types of group policy template of Foxit PhantomPDF: .adm and .admx.
Different types are compatible with different operation systems, but have the same settings. The
template of .adm file type is compatible with Windows XP and later, while .admx is compatible
with Server 2008, Server 2012, Windows Vista and later.

Set Template Preference

For .adm file, follow the steps as below:

e  Please click Start >Run or use the shortcut key Ctrl + R and type gpedit.msc to open Group
Policy Editor.

e  Right-click the management template and choose Add/Remove Template in the context
menu. In the opened dialogue box, add the group policy template of Foxit PhantomPDF. The
Foxit PhantomPDF template will appear in the left navigation pane and you can set its
template preferences.
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Default PDF Reader for Web Browser
|iz| Default PDF Reader
\iz| Forbid Checking for Default PDF Viewer
|iz] Home Page Setting

1| Main Program Name

|iz] Set as Safe Reading Mode

|z Toolbar Mode

1| Use AD RMS Plug-in1.0

1z Not Show Community language

State

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Extended / Standard /

10 setting(s)

For .admx file, put the .admx file in C:\Windows\PolicyDefinitions and do the setting. The .admx
file should be used in combination with an .adml file. And the .adml file should be put in
C:\Windows\PolicyDefinitions\language. For example, if in the English OS, the .adml file should

be put in C:\Windows\

PolicyDefinitions\en_us.

Example: Not Show Community language

e Choose Foxit PhantomPDF > Preferences > Not Show Community language.

e  Double-click Not Show Community language to open the dialog box and check the option
Enabled. If Enabled only the official languages will show in the FILE > Preferences >

Language.

e If the option Not Configured or Disabled is checked, the languages translated by community

will be displayed.

File Action View Help

e 2B =zE=lT

& Not Show Community language

» (] Windows Settings
4 ] Admini Templates

Edit policy setting

» (1 Control Panel
» 1 Network
=1 Printers
» ] System
» [ Windows Component;
4 7] Classic Administrative
4 (7] Foxit PhantomPDF,
> [ Toolbars
| Menus
=1 Plugin
» (] Preferences
%4 All Settings
4 ¢ User Configuration
7 Software Settings
> (] Windows Settings
» [ Administrative Templates

Pl —

Requirements:
Microsoft Windows XP Sp2 o later

Description:
I you enable this option, it will
merely show official languages. If you
disabie this option, it will show
languages translated by community.

Rights Management Service

bout Foxit PhantomPDF' Dialog
efault PDF Reader for Web Brows
efault PDF Reader

rbid Checking for Default PDF Vi
jome Page Setting

-] Main Program Neme
et as Safe Reading Mode

olbar Mode

e AD RMS Plug-in 1.0

£ Not Show Community language

Extended 4 Standard

10 setting(s)

-/ Local Computer Policy T Piacienie
4 & Computer Configuration )
1 Software Settings Mok Show Commmnity Tangusds Setting EE] Not Show Community language

© Not Configured ~ Comment:
*) Enabled
Disabled
Supported on:
Options:

Microsoft Windows XP Sp2 or later

Help:

community.

If you enable this option, it will merely show official languages. If |
you disable this option, it will show languages translated by
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e  Other settings can be configured in the same way.

e To add tools to the default toolbar menu, please go to Foxit PhantomPDF > Toolbars >
Custom Toolbars > double-click the target menu, check Enabled and check the desired tools
to be shown on the default toolbar.

Note: Group Policy setting includes computer configuration and user configuration.

Computer configuration takes precedence over user configuration. The application will use the
computer configuration if both the computer and user configure a specific function at the same
time. Please note that if the option Disabled is a valid configuration, the setting will be shown in
the help information. Otherwise, the corresponding registry entry will be removed as selecting
Unconfigured. (The value of the option Disabled in the Group Policy Template of Foxit
PhantomPDF is invalid.)

GPO Deployment (for Server)

Create GPO Management

e If you already have an Active Directory domain and organizational unit configured, please
skip to “Apply the Foxit Template” section.

e Choose Start >Administration Tools> open “Active Directory Users and Computers”>
right-click the field “wx.com”> choose New >Organization Unit in the right-click menu.

B Active Directory Users and Computers -IJDJLI
File Aciion View Help
E - n - P —_m
& | MmO Dal= Hm 3@ T7I%
| Active Directory Users and Comput | Name | Type I Description |
® [ Saved Queries | Builtin builtinDomain
3 G W = Cmmeembprs Contairer Default container for upar...
Fndg e Controt.. Controllers Organizational Unit Default container for dom...
_ SecurityPrincpals Container Default container for secu...
Service Accounts Contaimer Default container &M, ..
Change Domarl " - P for
) gdum . cn_”h-al Organizational Unit
ain Organizational Unit
e e Orgarizational Unit
Computer Container Default container for upar...
All Tasks b Contact
Group
View 4
InetOrgPerson
Refresh msImaging-P5Ps
Export List. .. MSMQ Queue Alias
) Organizational Unit
' Printer
Help User
Shared Folder
K1 — 2
(Creates a new item in this container.
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we have named the unit “ga”) and click OK.

B Active Directory Users and Computers

File Action View Help

In the opened New Organization Unit dialogue box, type the unit name (For this example,

=10]x]

L G EENEEEN I =

Container
ey ) S

Mew Object - Organizational Unit

z/-.] Createin:  woccom/

| Active Directory Users and Comput | Name | Tvpe | Description |
[ saved Queries [ Builtin builtinDomain
5 wit.com [ Computers

Default container for upar...
Default container for dom...
X Default container for secu...
Default container for man...

Name:

e

¥ Protect container from accidental deletion

oK Cancel | Help

Default container for upar...

Right click the created organization unit “ga”and choose New > User in the right-click menu.

For this example, we have named the user “King”
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W Active Directory Users and Computers o ] 5

File Action View Help

e M d0/XEc=HFE 28 PO %

j Active Directory Users and Comput I MName I Type I Description |
|| Saved Queries =

B 5 we.com x|

[ Builtin

] computers :

[ Domain Controllers & Createin:  wx.com/oa

|| ForeignSecurityPrincipals

|| Managed Service Accounts
2] aa First name: ijng Initials: I

2] ga1

=] qa2 Last name: I

| Users

Full name: Ik.ing

User logon name:

ijng I@wx.com j
User logon name {pre-Windows 2000):
|w><\ ijng
< Back Next > Cancel |

B Active Directory Users and Computers i ] 54
File Action View Help
R = A e | S g Sre 7
e | Hm 0 XE = HEAas TR
j Active Directory Users and Comput | Name
] saved Queries k
Ef-=| Wx.com Lowi User
|| Builtin ‘5 waq User
| Computers S wy User
|2 Domain Controllers E) Wi User
] ForeignSecurityPrincipals wang xin User
TI Managed Service Accounts ﬂ.“:‘WQ Computer
- Ky Computer
2] ga1 u’:‘ pu
Bl g2 =YD Computer
] Users
KN 2

e  Click Start >Programs >Administration Tools> open the Group Policy Management Console
and right-click the created organization unit “ga” and choose Create and Connect GPO.
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2l File

Window Help

E; Group Policy Management

Action  View

&= |70 XE c|H=

B 4

B

_%5 Group Policy Management

ga

Forest: wix. com Linked Group Policy Objects
55 Domains
H g wex.com Link Order ~ | G
2 | Domain Controllers 1 IE:
-
5 Create a GPO in this domain, and Link it here...
2| g Linkan Existing GPO...
=t & Block Inheritance
V
m g Group Policy Modeling Wizard. ..
& Sites New Organizational Unit
jE..\ Group Po View 5
{6 Group PO e Window from Here
Delete
Rename
Refresh
Properties
Help
4 I

|Creahe a GPO in this domain and link it to this container

If you cannot find the Group Policy Management in Administration Tools, please install the

application package GPMC.MSI. You can download the package by clicking the

http://www.microsoft.com/en-us/download/details.aspx?id=21895.

link



http://www.microsoft.com/en-us/download/details.aspx?id=21895
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Apply the Foxit Template

Foxit Reader

cet e & ons
2] Event Viewer

) R
Ea Group Policy Management ( ..r‘- L. E Group Policy Management
T — . e
- Active Directory Users and o f: | _@' [EEE I
" Computers 5, Local Security Policy
/’ admin @ Performance Monitor
" Foxit Reader 5.1 = . .
:é_l Security Configuration Wizard
) Documents —. Server Manager
@ Internet Explorer ’ $ =
L L5 Services
o Computer ‘32 Share and Storage Management

Command Prompt

Storage orer
Metwork = a0 Bxpl
-,‘-1 Notepad System Configuration
- - . Contral Pand () Task Scheduler
]| ?Ch\"; Directory Domains and g Windows Firewall with Advanced Security
Tus
: Devices and Printers [a#] Windows Memory Diagnostic
% iSCSI Initiator E Windows PowerShell Modules
. Administra @ Windows Server Backup
O Maosoft Outiook 2010 r
4 Help and Support

iﬁ Local Security Policy

3 All Programs

Run
I Search programs and files @] Shut down Pl

e  Type the GPO name in the “Create GPO” dialogue box and click OK.

| PhantomPDF

Source Starter GPO:

]{nnr‘e] :]

e  Right-click the new GPO and choose Edit in the right-click menu to open Group Policy Editor.

10
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JE Group Policy Management

4 Fle Acton View Window Help

| =18 ]

&9 2m0/XD | Hm

. Group Policy Management qa
= Forest: wx.
D%;ﬂ ApeA Linked Group Polcy Oblects | Group Potcy Inhertance | Delegation |
B 3 wx.com Link Order ~ | GPO | Enforced | Link Enabled | GPO Status | Wi
5] Domain Controllers = 1 w1/ reader No Yes Enabled  No
8 Ea
® 3] gal Edit... =
@ 3] qa2 Enforced
"} Group Polic y Link Enabled =
@ [y WMIFiter:  save Report...
@ (3] Starter GP
® (g Sites New Window from Here
#&% Group Policy Mode Delete
|.{#, Group Policy Resul R
Refresh
Help
< L

e Right-click the Template Management and choose Add/Remove Template to add Foxit
PhantomPDF_enu.adm. Please refer to Set Template Preference.

File Action View Help

x| 7@z dm T

=] Local Computer Policy
4 % Computer Configuration

i+ ] Software Settings

& 5 Windows Settings

1 7 Administrative Templates
4 % User Configuration

&[] Software Settings

& [ Windows Settings

Select an item to view its Setting
description. (I Control Panel

[l Desktop

[ Network

("I Shared Folders

[ Start Menu and Taskbar

4[] Administratiy Tamntatac]
» 3 Control P; Add/Remove Templates.
» [ Desktop Filter On
1 [ Network Filter Options.
[ Shared Fg Re-Apply Filter
CstanMen ) o
i [ System
& [ Windows View
3 .P CIassch Export List..
s Al Setting
Help

[ System

[ Windows Components

[ Classic Administrative Templates (ADM)
[ All Settings

Extended Standald/

Manage administrative templates

e  For configuring options, please refer to Example: Not Show Community language.
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GPO Items

The following table introduces some simple manipulations in GPO to speed up your working

process.

Items in GPO Template

Folder Path

Item

Options

Description

Foxit PhantomPDF >
Plugin

Remove Special Plugins

Remove plugins listed on
the left dialogue box.

Add plugins which need
to be disabled. Users
need to enter the file
name of the plugins in
the program folder:
\Program Files\Foxit
Software\Foxit
PhantomPDF\plugins.
Only supported plugins
have .fpi extension.

Remove Plugins

Remove plugins listed on
the left dialogue box.

Check the plugins you
want to delete.

Foxit PhantomPDF >
Preferences

Rights Management
Service

Lower AD RMS
Cryptographic
Implementation

Check it to support RSA
1024 for encryption and
disable the related
settings of RMS Setting
in 'Preferences' menu.

Encrypt Metadata

Check it to encrypt
document metadata
and disable the related
settings of RMS Setting
in 'Preferences' menu.

Forbid Web View

Check it to forbid users
to view protected
content using a browser
add-on.

Foxit PhantomPDF >
Preferences

About Foxit

PhantomPDF Dialog

Type the copyright
information which will
be shown on the About
Dialog under Help
menu.

12
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Content Type the copyright
content which will be
shown on the About
Dialog under Help
menu.
Logo Path Modify the path of logo

image at the top-right
corner. The original

picture is 'Foxit'.

Frame Title Path

Modify the path of
frame title on the left.
The original picture is
'Foxit PhantomPDF'.

Foxit PhantomPDF >
Preferences

Default PDF Reader for
Web Browser

Set Foxit PhantomPDF
as the default PDF
PhantomPDF for web
browser.

Foxit PhantomPDF>
Preferences

Default PDF Reader

Set PhantomPDF as
default PDF Reader.

Foxit PhantomPDF >
Preferences

Home Page Setting

Menu Name Type the home page
title.
URL Set the home page url.

Foxit PhantomPDF >

Main Program Name

Main ProgramName

Type the title of the

Preferences application.
Foxit PhantomPDF > | Remove “Welcome Enable this option to
Preferences Wizard” remove the Welcome

Wizard on startup

permanently.

Foxit PhantomPDF >
Preferences

Set as Safe Reading
Mode

Set as Safe Reading Mode.

Check the option in
Preferences > Trust
Manager.

ForbidModification

Grey the setting in
Preferences > Trust
Manager.

Foxit PhantomPDF >
Preferences

Toolbar Mode

Tabbed Toolbar Mode.

Set Tabbed Toolbar
Mode as the default
toolbar mode. Users
can change the style by
choosing Basic > Change
Style.

ForbidModification

Forbid changing the
toolbar mode. If both of

13
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the two options are
checked, users cannot
change the toolbar
mode anymore.

Foxit PhantomPDF>
Menus >menu
name. Choose the
menu you want to
modify.

(The menus and the
items layout is the
same with Foxit
PhantomPDF User

Interface.)

Choose the item on the

corresponding menu.

Choose the option on the

corresponding item.

Check the options
which need to be
deleted from the menu.

Foxit

PhantomPDF >Tool
bars> Custom
Toolbar

Read

DocuSign

Forms

Organize

Property

Format

Edit

Drawing

Protect

Convert

Comments

View

Find

Basic

The Tools in those menus

Check the desired tools
to be displayed in the
default toolbar.

Foxit
PhantomPDF >Tool
bars> Delete Button

Read

DocuSign

Forms

Organize

Property

Format

Edit

Drawing

Protect

Convert

Comments

View

The Tools in those menus

Check the desired tools
to be removed from the
corresponding toolbars.

14
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Find

Basic

Foxit
PhantomPDF >Prefe
rences

Not Show Community
language

If you enable this
option, it will only show
official languages in
FILE > Preferences >
Language. If you disable
this option, it will show
languages translated by
community.

Foxit PhantomPDF >
Preferences

Use AD RMS Plug-in 1.0

If you enable this
option, it will use the
RMS Plug-in V1 to
support Windows XP.
The PDF file protected
by RMS Plug-in V1 will
be saved in Foxit
protected PDF format
and can only be opened
by Foxit products. RMS
Plug-in V1 only supports
SHA-1/RSA 1024 for
encryption and
decryption.

If you disable this
option, it will use the
RMS Plug-in V2 and
support Windows Vista
SP2 and later. The RMS
Plug-in V2 supports
SHA-1/RSA 1024 and
SHA-2/RSA 2048 for
encryption and
decryption.

Foxit PhantomPDF >
Preferences

Forbid Checking for
Default PDF Viewer

If you enable this
option, it will not pop
up this dialog when
Foxit PhantomPDF
Reader is not your
default PDF Reader.

15
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Contact Us

Feel free to contact us should you need any information or have any problems with our products.
We are always here, ready to serve you better.

e Office Address:
Foxit Corporation
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e Mailing Address:
Foxit Corporation
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e Sales:
1-866-680-3668 (24/7)

e Support:
1-866-MYFOXIT or 1-866-693-6948 (24/7)

e Fax:
510-405-9288

o Website:
www.foxitsoftware.com

o E-mail:

Sales and Information -sales@foxitsoftware.com

Technical Support - support@foxitsoftware.com

Marketing Service - marketing@foxitsoftware.com

16
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