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BREEBR . & H SR E 2T EAL.
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e NG, MIEFIEITiZIE, TF Foxit Configuration Tool T I 5 Hrik HAE ) T H .

204


http://msdn.microsoft.com/en-us/library/windows/desktop/bb403260%28v=vs.85%29.aspx
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T FH

E 2.

Template Extended Policy Document Revocation User Revocation

G =

Security Watermark Valid Network Printer Setting

Foxit Configuration Tool & /7% /Z

ARG R e

JHit Foxit Configuration Tool, ¥ 51 A PR AE B 4 B h Iy R g . S “Template
Extended Policy” T H, EHFHERBIIENRIITRE . SFY EEIK.

< | Template Extended Policy

Edit

Template Name Security Watermark Access Pages Access Times  Print Times Access IP
View Only Watermark Template  1,5,9-* 2 1 192.168.0.1 - 192.168.200.100

FE: AT A< AR T AR
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a) EXES ML

b) iz47 regedit.exe F IR BN %KL
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Foxit\PhantomPDF\RMS\Preferences
W BRI, T 0.
c) BIE—A#HH REG_DWORD (32 i) i,

4 %: DynamicRevocation

¥l 1 %~)5 H Revocation, 0 F/~2ZEH Revocation (ERIL)

a- || RMS

4- | PhantomPDF

i | Preferences

i | Preferences

m |

(s rmsss EERE=RT)
IR REE) EE(V) WEEER) EEH)
5o 1) Microsoft - || =% i) =
> )\ MozillaPlugins 5] @A) REG_SZ @ERES
>-ida ODBC 8] DynamicRevacation REG_DWORD 0x00000001 (1)
4l Policies REG_DWORD 0x00000001 (1)
P4l Foxit 4] UseADRMSV1 REG_DWORD 0x00000000 (0)

|| 4| i

FHEMN\HKEY_LOCAL_ MACHINE\SOFTWARE\Policies\Foxit\PhantomPDF\RMS\Preferences

BB T LU A B

U RS SO, 1E Foxit Configuration Tool & I 5t H 5 “Document Revocation” %4 .
SRJE IR TR BRI SOk, ST “Add” SR Z ORI I N B BRI T . B, R
“Browse” B LA INA L S Je () SCRY BIES 2136 o an 7 GTH Y, I7ERCES 51 3R ik

A5 T “Remove” 144 .
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< | Document Revocation

Add the document to the Revocation List.

Foxit Configuration Tool

|G [content v

Content 1D

{BOEODDF3-1CCE4...
{3F312D5D-DBBB-4...
{5F110D33-A61C4...
{CADO4824-13A04...

Template Name

View Once
View Once
View Once
Restricted Access

Creator

administrator@frms...
administrator@frms...
administrator@frms...
employee01@frms...

File Name

{10FF536C-AQE14... | Restricted Access administrator@frms... | What's New in V4.0 | 07/28/2014 20:00...

Foxit TempPDFFile
Foxit TempPDFFile
Foxit TempPDFFile
Untitled

Date Time

07/28/2014 20:03...
07/28/2014 22:42...
07/28/2014 22:49...
08/06/2014 20:47...

{C2157AC5-DBYC4... Restricted Access employee01@frms... Landscape Painting 08/07/2014 03:09...
{2A2F4513-6A8F-4... View Only employee01@frms... Landscape Painting 08/07/2014 09:54...
{A9D28713-C40D4... Restricted Access employee0i@frms... Untitled 08/12/2014 23:19...
{C4F6E710-1B034... View Only administrator@frms... Wrapper4.0_2014... 07/29/2014 20:08...
404 P

Revocation List

Content ID Template Mame Creator File Name Date Time
{BBES50014411-4... View Once administrator@frms... test0l 07/28/2014 08:17...

4l

e

Note:

You can click Browse to
select a document from
local drive to Revocation

List.

BEs

Add

Browse

Remove

WMFEREEH P, 6 s “User Revocation”. 1EH 75 B O P 9 i “Add” 324K 1% H
FOMAEEE PR BT o an 75 BUH R, WIFERUEE 32 kb H P S Sty “Remove” #4281

of

< | User Revocation

User Revocation List

Foxit Configuration Tool

User Name

Date Time

& employee03@frms.com

08/12/2014 23:32:58

Add

Remove

B

ZAKED

#ii7 Foxit Configuration Tool & [ 41 L[] “Security Watermark” T E., & FE 5w DA§ & i

R e LB R B IR 55 A B2 KB EZEH,

HitHE

HaBT XU PDF E1FI T H S Zh g T LA B

WSHE %K.

TEER IR RMS I SOAF AR P 1 UL = R
ARZIRE I B AR IR, QWL U i) 7SO S ARATTU R T RS SRS N 2 AT
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P2 5 2007 1) S AAT T 5 BRI U5 1) 554% S BN IRAF 21 saL Ak ds 2%

PATH I HEIIRE, THHAT LT R

1. FEHE LU ACRD AR AR 55 o b B Hche e 3%

USE [Database]

GO

[¥***** Object: Table [dbo].[Table_Name] ******/

SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

CREATE TABLE [dbo].[Table_Name](

[User] [nvarchar](50) COLLATE SQL_Latin1_General_CP1_CI_AS NOT NULL,
[Action] [nvarchar](50) COLLATE SQL_Latinl_General_CP1_CI_AS NOT NULL,

[FileName] [nvarchar](max) COLLATE SQL_Latin1_General_CP1_CI_AS NOT NULL,

[DateTime] [datetime] NOT NULL,
[1P] [nchar](25) COLLATE SQL_Latin1_General_CP1_CI_AS NOT NULL

[PrinterName] [nvarchar](max) COLLATE SQL_Latinl_General_CP1_CI_AS NULL,

[Copies] [numeric](18, 0) NULL,
[Result] [nchar](10) COLLATE SQL_Latin1_General_CP1_CI_AS NULL
) ON [PRIMARY]

2. Ml Foxit Configuration Tool % 1 M _EfF) “Audit Log” T H, SRIEHAFTA saL AR5 2%
55, 0 sQL JIjSS A A FR B B AR N A RR S P A FR AL S, SR 5 R Test Connection”

A, MIZERARE TA R WERIMBIE R SR A 5 SR SEm I R ;

< | Audit Log

Specify SQL Server

SQL Server Mame: | ms

Database: | RMSLog

User Mame: |sa

|

|
Table: | LogInformation | *

|

|

Password: | --------

Test Connection Export View Log
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3. gl “Export” ¥, & EEGIULHFET BRGNS R BRI XS POF EHEMER,
DA B A B reg U, SR E 5 24 1% reg SUIF 70 K20 &AM THENLZS S dii o

4.5l “View Log” BFEAFICT, W] DU S8 R AR 105 1 2.csv S0

g Foxit Configuration Tool == -
< | Audit Log
| |O. User v Export
User Action File Mame Date Time Printer Name Copies Result P
administrator... Opened test0l.pdf 07/28/2014 08:23:00 1] Success 192.168.137.1...
administrator...  Closed tast01.pdf 07/28/2014 08:23:17 1] Success 192.168.137.1...
administrator... Opened testdl.pdf 07/28/2014 08:25:34 1] Success 192.168.137.1...
administrator...  Closed test0l.pdf 07/28/2014 08:25:39 1] Success 192.168.137.1...
administrator... Opened test0l.pdf 07/28/2014 08:25:41 1] Success 192.168.137.1...
administrator...  Closed tast01.pdf 07/28/2014 08:26:21 1] Success 192.168.137.1...
administrator... Opened testdl.pdf 07/28/2014 19:53:52 1] Success 192.168.137.1...
administrator...  Closed test0l.pdf 07/28/2014 19:54:23 1] Success 192.168.137.1...
administrator... Opened test0l.pdf 07/28/2014 19:54:36 1] Fail 192.168.137.1...
administrator... Opened tast01.pdf 07/28/2014 19:54:42 1] Success 192.168.137.1...
administrator...  Closed testd1.pdf 07/28/2014 19:55:13 1] Success 192.168.137.1...
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"excel.sheet” value="ichtmxl1s.gif" EditTex icrosoft Excel" opencControl="sharepoint.OpenDocuments",
‘FrontPage. Editor.Document” value="ichtmfp.gif" EditText="Microsoft Sharepoint Designer" opencontrol:
"InfopPath. bocument” value="icxddoc.gif" EditText="Microsoft InfoPath" Opencontrol="Sharepoint.openxml
‘InfoPath. Document.2" value="1icxddoc.gif" EditText icrosoft Infopath" Opencontrol="sharepPoint.open:
infopath. bocument. 3" cxddoc.gif" EditText="mMicrosoft InfoPath” opencontrol="sharepoint.open:
Infopath. Document.4" value="icxddoc.gif" EditText="Microsoft Infopath" opencontrol="sharepoint.open:
'0DC.Cube” value="icodcc.qgif" EditText="Microsoft Excel” OpencControl="sharePoint.Openbocuments" />

3 ="icodcd. gif" EditText="Microsoft Excel" OpenControl="sharepoint.OpenDocuments"/:
codct, gif" EditText="Microsoft Excel” openControl="sharepoint.openDocuments" />
cnotebk.png” EditText="Wicrosoft oneNote" Opencontrol="sharepoint.openDoct
i htmppt.g‘i " EditText="Microsoft PowerpPoint" Opencontrol harepoint.opent
"Publisher.pocument” value="1ichtmpub.gif" EditText="Microsoft Publisher" Opencontrol="sharerPoint.opet
'sharepoint. Documentset"” value="icdocset.gif"/>
'Sharepoint.webPartpPage. Document” value="icsmrtpg.gif" EditTex
"Visio.webbrawing” va’ ) if" i xt="Microsoft visi
"word. Document” Value=

="Microsoft_sharepoint Designer" opernc—
"SharePoint.OpenDocument:
sharePoint.openbocuments’
EditText="Microsoft InfoPath” opencontrol="sharePoint.0OpenxmMLDot
Key="sharepoint.Link" value="DOCLINK.GIF"/>

Key="sharePoint. searchadminrReport"” value="icsadrep.gif" EditText="Microsoft sharepoint Designer" Openconi

<Mapping Key="pdf" value="pdficon.gif" Opencontrol="FoxitPhantomPDF.OpenDocuments" /> |

<Mappin
<Mappin
<Mappin

caccdb. gif" EditText="Microsoft Access" oOpencControl="sharepoint.0Openbocuments"/>

"Microsoft Access" opencontrol="sharePoint.0OpenDocuments” />
icaccde.gif" i icrosoft Access” opencontrol="sharePoint.0Openbocuments"” />
jcasax.gif"
icascx.gif

" value:
‘config” value="icconfig.gif" opencontrol=""/>
‘css” i .?if" opencontro />

cdb.g'i " opencontrol=""/>

Lgif"/>
jcdisc.gif"” opencontrol=""/>
cdoc.png” EditText="Microsoft word" opencontrol
icdocm. png” EditTex i
icdocx.png” EditTex
cdot.png" EditText=
icdotm.png” EditTex
icdotx. " EditTex

harePoint.openbocuments” />

sharepoint.Openbocuments” />
sharepoint.openbocuments” />
arePoint.openbocuments” />
sharePoint.OpenDocuments”
sharepoint.openbocuments” />
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mar “IrER”

%”

> (EmAHEntETd N “iisreset” > % Enter .

> “jé:’/f]—;” > E “j:]“;:F” Xﬂ—iﬁ*[i:t'jiﬁ)\ “Cmd” > )e_:—l:ﬂ:_l“ “Eﬁ
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3 WINDOWS system 32 cmd.exe

Microsoft Windows [Version 5.2.37981
CC» Copyright 1985-2883 Microsoft Corp.

E:~Documents and Settings“Administratoriiisrezet

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

E:~Documents and Settings“Administrator>_

b, HMAEI.
Windows Azure 53l B FHREEIRIEA]

1. G fEE A 5 F Windows Azure 153 B FANFRE

® SiliXHFE “Windows Azure JESTH M REH” T A

(WindowsAzureADRightsManagementAdministration.exe )
® EIETNEIHMRAEN TR PR B IR 22 %
WindowsAzureADRightsManagementAdministration.exe.
® {77 Windows PowerShell,
® AT

v" Import-Module AADRM
v" Connect-AadrmService -Verbose

® (FILRHE R NG Office 365 UFf5, 41 “user@company.onmicrosoft.com”.
® RIEFINTH4:

v" Enable-Aadrm
v" Disconnect-AadrmService

2. Rl FHIEE THZEE HFREERSZ P o 2.1 A
X86 Download

X64 Download

Web Service it B

1 RMS 1207 AR FEAUIR ¥ B Th e CRIVT R A04T BB R 1)) A/, 75 5 X6HE 1T Web
Service fll SQL #HATHLE . 1ESH LN DR,
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32 fir:

http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService 32.zip

64 i :
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService 64.zip
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MEE ME  #EEho

EEN | o s
CHETET) P Fhud

=

SRR THTHE <

: = [z e |
B8] pik ASE. NET 384l 2EH
B4 Default Web Site Formz B{nl&iF 2E2H HITE 302 EHR/EED
¥ _wmes Windows S{HIEIE k] HTTF 401 i
admin EES et [=1=]:
certification
decommizsion Q

9 frrmsext
| bin
9 groupexpansion
H =¥ licensing
| asprnet_client

2. BicE saL $k E

a)
b)

d)

H 3 C:\inetpub\wwwroot\_wmcs\fxrmsext H .
Fii “Web.config” S > “FIF " > “ILFEAR”,

@(j}v | . HREER ;) + inetpub = wwwroot = _wmeos » frrmsext - - IEII%E?

T O HEEE) TEW TEM  EEHE
B0 v HuE v [TF -

B il |-| f2peEEn |- 2em I O
W  bin 2014941 1., IEE
EE' g | || fxrmsextservice 2014/3/5 1., ASMY ST 1 KB
EE BE feh 2014/5/13 ... COHFIG 32{4%
B =5 13 @)
FE » {48 ()
M S - BB 0) >
|EZ fj;ﬂsﬁ&nln E‘t}] (T)
- ER©
o ERRIRERE () RERRER )

>

I “Windows S IIE” sk F saL ikds as, A E R saL kS5 & ERIEE,
B AARRL 1P bk BTSN LA SRR IRAFAZ 2

<appSettings>
<add key="MyDB"
Value="Server' DataBase=RMSExtService;
Integrated Security=SSPI; Persist Security Info=False" >
</add>
VE: ZOTEPLEFES 7 775, TR FEA SQL 2012 K LI EIRAE.
il saL RS aAETT sk saL kRS54, HHAT A ER:
HZH T “Server=SQL2005; DataBase=RMSExtService; User ID=myUsername;
Password=myPassword” 745 £ o
A 5 4 J5 R ) “ Server=SQL2005; DataBase=RMSExtService; Integrated Security=SSPI;
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<?xml version="1.@"?>
<configuration>
<lam

|“Ser~ver-=SQL2905; DataBase=RMSExtService; User ID=myUsername; Password=myPassword" |

-->
<appSettings>
<add key="MyDB"

N\

value#“Server:SQLZBas; DataBase=RMSExtService; Integrated Security=SSPI; Persist Security Info=False"]>

</add>
</appSettings>

kL saL A gs s B :

iv. S ID FIER,
V. PRAFAEL
e) BIEREIEERIFRM .

i DUEELG Bk saL iRSs A

BN 1P bk eG4

ii. M BT N #EATH Web Service Eéﬁ@q:‘gf‘tﬂl sql X1

XUk 12 SO B K 2 R A

@Microsoft SQL Server Management Studio

n\\

Sl T

P RE(E)

ZEV) ZHQ HEE) ﬁsai(o)
‘DFgsman O B h Db Eds 8

IEM &sH;OW) #HEQ #EH)

& MOSS\RMSUSER02
Lo REERe
o &=
03 m=REER
o =&
[0 REm=ale
e IERE:H'? ;

<]

]
D0 092 | master |?W‘J(X)|> " v aﬁj-uﬂ% @.aj = 2=k A B
TEEEEES v & X|| “(local) - & A'*(ljl,a ‘CreateDatabaseRMSE...).master (sa (54)) =X
EE %? 3] m 5 Eif object id('RMSExtService') IS NULL
= L CREATE DATABASE RMSExtService
[0 EaiEE = Go
[0 ZEEERE
Ij RMSExtService T CREATE TABLE [RMSExtService].[dbo].[ConfigurationInfo]
[ test Go
L_I testDB .
i B IF not exists(select * from [RMSExtSerwvice].[dbo].[Conl
B0 =i L INSERT INTO [RMSExtServicel.[dbol.[ConfiqurationInfo {
SR Go
&, ##MS_PolicyEventProcessing
(5,,##MS_PolicyqulExecutionLc £ CREATE TABLE [RMSExtService].[dbo].[DocInfo] ([Contentl
& MOSS\Administrator [TemplateName] [nvarchar] (255)
& NT AUTHORITY\SYSTEM [Creator] [warchar] (50) NOT NU
[FileName] [nvarchar] (255) NOT
tﬁ NT SERVICE\MSSQLSERVER [CreateDate] [datetime] HOT NU
] NT SERVICE\SQLSERVERAGE [PrintTimes] [int] NOT NULL,
& sa [CpenTimes] [int] NOT NULL,
A MOSS\RMSUSERO1 [RevocationFlag] [bit] NCT NUL

[IsRevocation] ([bit] NOT NULL)

GO

£ CREATE TABLE [RMSExtService].[dbo].[RevocationUser] ([U

L [IsGroup] [bit] NOT NUL
[RevokeDate] [datetime] v

4 i | :

@=EEamnG. | (ocal) (1050 RTM) | sa (54) | master | 00:00:02 | 0 3

R
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73
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vi. T RMS & FE 51 RMSExtService $U4R 2 T E & AR

| Swx - D

BUATEIE R BRI @

Bst  FdEE )5l 2hiAze

master

model

msdb

| RMSExtService | HINDS\ADRMSSrve dbo E]
tempdb [

test

testDB

[ EBMA Guest BkF: RMSExtService

R [ HHEERABMRAS ®): MMSExtService
BB -
(Local) [] db_accessadmin
[7] db_backupoperator
= [7] db_datareader
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