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& 4SBIBIEECS1, ECS2. RDS1. SLBI,

b B EIEEHE B ERREHR " N'RE"  BRAECSEFIRIZIANARIIELAIT. EANSH
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a.QIEE == RS : TERCHAH WSS M4&B " helJzE  ECSx2 , RDSx1 , SLBx1, MAh"QlzRscfl" FhisesE , 55
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A8 ANRABIRMHTENNRFEHTIHEESIRE | i, JLASECSRIZ 2 BHTANFN , AL
FoEeeH  RIFTEXIXimMNERIECSEAILRE,

API

TN R IEFRPERAOpenAPIHTHXERE.
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A
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L2L VPN3FRMEH
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A = FB
() L2L IPl:iTunnal ()
_ Y 10.0.0.0724
. i -y

RouterA L it cocd J. FIEXGW
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- B{4E : Strongswan5.3.2-Openvpn2.3.8-FlexGW2.0
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Password
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IKE M=% 3DES BRI

IKE WiFE% SHA1 BSHR R

SE ot 1
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ESP g% 3DES BEAR R

ESP WiFE % SHA1 BEARFRE—E

1 a ;\u.l .
ESPDH4 | Group 2 modp1024 ESTIR IR
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WESHE | A@345h

- BRIEID : HIFE—imiIEE eSS B E AMIP , MimREHIX N ERF—H.
- IKERRA : AT &M, BERRA2

- BERE | EEREmEE

- IKE IIZ&% | —fRikiE3DESIER

- IKE IEEE « FELA iR T3DESfS |, IXEE—fRiE#%Esha-1

- IKE DH 4 : EKiiASE—IImodp 768BPA]

- ESP INZ&% : BAIA3DES

- ESP 3GUFEE : BAIAMDS

-ESPDH 4B : —AEE

- EHERR | BRENABRIZENEEES

HTike VIRELE
XmEcE— , BRHERECE A

access-list 111 permit ip 10.1.1.0 0.0.0.255 172.16.2.0 0.0.0.255 ip route 0.0.0.0 0.0.0.0 100.100.100.1
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#IENNBOARE Sacl
crypto keyring 1 pre-shared-key address 200.200.200.200 key A1@456b

crypto isakmp policy 1 encr 3des authentication pre-share group 2 crypto isakmp profile 1 keyring 1
self-identity address match identity address 200.200.200.200 255.255.255.255 local-address
100.100.100.100

crypto ipsec transform-set vsr esp-3des esp-sha-hmac

crypto map tunnel_1 100 ipsec-isakmp set peer 200.200.200.200 set security-association lifetime
seconds 86400 set transform-set vsr set pfs group2 match address 111

interface Ethernet1/0 ip address 100.100.100.100 255.255.255.0 full-duplex crypto map tunnel_1 #§%
BeENAREOT

IR —EEFREECE  crypto isakmp enable BEHBENALSEARRE R , BAEE, BERG)
" R1#show run Building configuration...

Current configuration : 2106 bytes ! version 12.4 service timestamps debug datetime msec service
timestamps log datetime msec no service password-encryption ! hostname RouterA ! boot-start-
marker boot-end-marker ! | no aaa new-model ! resource policy | memory-size iomem 5 no ip icmp
rate-limit unreachable ip tcp synwait-time 5! l'ip cef

no ip domain lookup !'! crypto keyring 1 pre-shared-key address 200.200.200.200 key A1@456b !
crypto isakmp policy 1 encr 3des authentication pre-share group 2 crypto isakmp profile 1 keyring 1
self-identity address match identity address 200.200.200.200 255.255.255.255 local-address
100.100.100.100 ! ! crypto ipsec transform-set vsr esp-3des esp-sha-hmac ! crypto map tunnel_1 100
ipsec-isakmp set peer 200.200.200.200 set security-association lifetime seconds 86400 set transform-
set vsr set pfs group2 match address 111 !'!!!

interface LoopbackO0 ip address 10.1.1.1 255.255.255.0 ! interface FastEthernet0/0 !

l'interface Ethernetl/0 ip address 100.100.100.100 255.255.255.0 full-duplex crypto map tunnel_1 !
interface Ethernetl/1 no ip address half-duplex ! interface Ethernetl/2 no ip address shutdown half-
duplex ! interface Ethernetl/3 no ip address shutdown half-duplex ! interface Vlanl no ip address ! no
ip http server no ip http secure-server ip route 0.0.0.0 0.0.0.0 100.100.100.1 ! ! I access-list 111 permit

line con 0 exec-timeout 0 O privilege level 15 logging synchronous line aux 0 exec-timeout 0 0
privilege level 15 logging synchronous line vty 0 4 login !

XmECE— , ASAIXiERER (10S : 8.2) :

access-list 100 extended permit ip 172.16.2.0 255.255.255.0 10.1.1.0 255.255.255.0

isakmp identity auto crypto isakmp policy 1 authentication pre-share encryption 3des hash sha group
2 lifetime 86400 crypto isakmp enable OutSide
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crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac

crypto map OutSide_map 10 match address 100 crypto map OutSide_map 10 set pfs crypto map
OutSide_map 12 set peer 200.200.200.200 crypto map OutSide_map 12 set transform-set ESP-3DES-
SHA crypto map OutSide_map interface OutSide

tunnel-group 200.200.200.200 type ipsec-12I tunnel-group 200.200.200.200 ipsec-attributes pre-
shared-key A1@456b peer-id-validate nocheck

HFike V2HEE

HBAT , Hweb LifkiRike V2B , WHIRBHEUT :

XmECE— , MRHERECE A

crypto ikev2 proposal R1-proposal \@lEE—proposal
encryption 3des aes-cbc-256 integrity md5 sha256 group 12 5
crypto ikev2 policy R1-policy \BIE—kRE , LAERILAEproposal proposal R1-proposal

crypto ikev2 keyring R1-key \GUE&—/MNEEEES 14
peer ASA\BFAMBW , fFA—MRRME.
address 200.200.200.200 \¥3753tbiik
pre-shared-key A1@345b \FiHE=%4H

crypto ikev2 profile ike-profile \ElE— ikeprofile,
match identity remote address 200.200.200.200 255.255.255.255 \RXJ /5 I0%; sadtdit identity local
address 100.100.100.100 \ A 025 sttt

authentication remote pre-share \IAIE/ST authentication local pre-share keyring local R1-key \i&F
KEY3Zf4

crypto ipsec transform-set aa esp-des esp-md5-hmac
mode tunnel crypto map VPN 1 ipsec-isakmp

set peer 200.200.200.200

set transform-set aa

set ikev2-profile ike-profile \IFH IKefJprofile match address 100 crypto map VPN

EOTHNASKRHEEERke V1 iR | —EEFRLELE : crypto isakmp enable ERHZEEHALEERRE R
, (BRBCE

XRECE— , BhKISECESAA (10S 84LAE)

Crypto ikev2 enable outside \fEEgEZ 4B, crypto ikev2 policy 10 \GlIEE— 5%HEE encryption aes-256 3des
integrity sha256 md5 group 5 2 1 prf sha256 md5 \{jfEtl#%. 7ic , XEEIAREsha , MRFMLA—HFS
AV N2
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tunnel-group 100.100.100.100 type ipsec-12l tunnel-group 100.100.100.100 ipsec-attributes ikev2
remote-authentication pre-shared-key A1@345b ikev2 local-authentication pre-shared-key A1@345b

crypto ipsec ikev2 ipsec-proposal aa \fHZ T HzS LAYEEHEEE protocol esp encryption des protocol
esp integrity md5

crypto map VPN 1 match address 100 crypto map VPN 1 set peer 100.100.100.100
crypto map VPN 1 set ikev2 ipsec-proposal aa \fEmap_tiEF4E#REE crypto map VPN interface outside

fcE

AN

T MR RO BRET
RIS

VPCIME T RIEMISE/DERVEIP , (BRFIHAMNENEZSEEEXNIMEMHIRS | BBLmOMEIIAD | B4 e
EIPFAAYIR O ST 2 fEim R R EH L.

BEPR

LASEIPSERIEESECS £ |, SARBIIEIPEFESSH |, BbERINaN FEFR.
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sed -i 's/net.ipv4.ip_forward = 0/net.ipv4.ip_forward = 1/g' /etc/sysctl.conf

LEIPRE AR ERY

sysctl -p

Z ~1%# saysctl -p

3.iptables FFINDNATAE AN
IINEERAIN |, TBIBEIPRY8OIRRIFTEIEK | #B545172.16.3.1(5—EH188AIECS IP)RLE

iptables -t nat - PREROUTING -p tcp --dport 80 -j DNAT --to 172.16.3.1

(e A EIRESCH WaEE" |, LEEEIRE— N IERINEREIEE

iptables -t nat -I POSTROUTING -p tcp --dport 80 -j MASQUERADE
4 NWHARETLARE T .

IHIEEIP , RERIHIAZT172.16.3.1fR S8 LAYTRE.
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/ [ 112743671 x .- % ~ -

2 C (0112743671

172.16.3.1

1iB8: DNATAFERIRAINEEE , —EERMINIEE R , FEERAARR ST,

ig%ﬁ%%ﬁ@%ﬁ&ﬂ%csﬁsﬁamﬁﬁ
AL

RIFE7R

SERMEVPCRECSIBAETEP , ERERMSLPHIIRLAD | AUERER R ANAR NS
)

ARSI 483380 I,

ERBRENERT , Bidnetstat -an|findstr :33897]LAEBEZ123.114.113.189F iR EEEILIPIEZ £ T
VPCHIRRSS 25

ES SHED
LISTENTING

BEPR

L SRS REREHG | IEEFRENAYbE,

2 FEECSIEHIEPIXALFIRIZEAMNPIRIN—FZAN | ECEMRSEEIEFETER , FHIZTCP
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sed -i 's/net.ipv4.ip_forward

0/net.ipv4.ip_forward = 1/g' /etc/sysctl.conf

LHIPEER AL Sysctl -p

[root@iZ9476537g0Z ~]4# sysctl

net.ipvd.ip forward = 1

3.iptablesiHFINSNATEE E 172.16.3. 02K MMER, 3. 2248E 7 EIPANIX SH18889 WP
iptables -t nat -I POSTROUTING -s 172.16.3.0/24 -j SNAT --to-source 172.16.3.2

4 35INVPCEEA
EINEEE
— = -047653790 -

SR RERLIGR T
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#edb 2 (b)) T saARRIELE : oss-cn-beijing-internal.aliyuncs.com
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- VEwitch 41 CIDR =8 525
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