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Policy

Security Setting

[8%]Microsoft network cient: Send unencrypted password to third-party SME servers
[8%]Microsoft netwark server: Amaunt of idle time required before suspending session
[8%]Microsoft netwark server: Digitally sign communications {always)

[8%]Microsoft network server: Digitally sign communications (if client agrees)

licrosoft network server: Disconnect clisnts when logon hours expire

Disabled
15 minutes
Disabled
Disabled
Enablzd

Netwmrk access: Allow anonymous SI0YMame kranslation

Enabled |

g |Metwork access: Do nok allow anonymous enumeration of SAM accounts
@Netwmrk access: Do not allow anorymous enumeration of SAM accounts and shares
[]etwork access: Do not allow storage of credentials or NET Passports For network suthentication

Enabled
Enabled
Disabled

Netwmrk access: Let Everyone permissions apply bo anonymous users

Enabled

[ez[Metwark access: Mamed Pipes that can be accessed anonymously

Netwmrk access: Remotely accessible registry paths

Netwmrk access: Shares that can be accessed anonymausly

Netwmrk access: Shating and security model For local accounts

Netwmrk security: Do not store LAM Manager hash value on next password change
Netwmrk security: Force logoff when logon haurs expire

Netwmrk security: LAM Manager authentication level

Netwmrk security: LDAP client signing requirements

Netwmrk security: Minimum session security For NTLM 5SP based (including secure RPC) clients
Netwmrk security! Minimum session security For NTLM 5SP based (including secure RPC) servers
Recnvery consale: Allow automatic administrative logan

Recovery consale: Allow flappy copy and access ta all drives and al Folders

Shutdown: Allow system ko be shut down withaut having to lag on

Shutdown: Clear virkual memory pagefile

System cryptography: Use FIPS compliant algarithms For encryption, hashing, and signing
System objects: Default owner For objects created by members of the Administratars group
System objects: Require case insensitivity for non-wwindows subsystems

System objects: Strengthen default permissions of internal system objects (e.g. Symbalic Links)

COMMAP, COMMOD...
System'WiCurrentCo...
COMCFG,DFS4
Classic - local users ...
Disabled

Disabled

Send LM & NTLM re...
Meqgotiate signing

Mar minimurm

Mar minimurm

Disabled

Disabled

Enabled

Disabled

Disabled

Object creator
Enabled

Enabled
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Network access: Shares that can be accessed anonym...

Local Policy Setting |

LU P/

ag Mebtwork access: Shares that can be accessed anonymously

[ ak ][ Catcel ][ Apply
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Shared Properties

| General | Shaiing | Secuity | Customize | Share Peimissions |
Group or user names: Group ar user names;
@ Administrators [ ORKPLACE & dministrators) A AMONTMOUS LOGON
[ 4 ANDNYMOUS LOGON €7 Evervore
€7 CREATOR OWNER
€7 SYSTEM =
€T Users (WORKPLACEM Users) v
< | >
Permissions for AMONYMOUS hdd- eermissionstola ORI
LOGON llow Deny IEI Gllow plen)
Full Contral 0o & Full Contral [l
Madify O Change O
Read & Execute O Read O
List Folder Contents [l
Read O
Write O
Crmminl Dmrrsinaimes 1
For special permissions or for advanced settings,
click Advanced. =
I Ok ] [ Cancel ] [ Apply ]
{ Ok, ] [ Cancel ] [ Apply ] N 4 \ 1y
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Comnent. | | TR USB iR

User limit: () Masimum allowed

e

() Allaws this number of users: I:I Tt( 5'47‘“}3?‘% EF‘ E‘]E?ﬁ@] USB o

Toset permissions for users who access this — [po oo %z:ji]jﬁ"i&
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folder over the network, click Permissions.

To configure settings for offline access, click =L
Caching.
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Contact SAMSUNG worldwide

If you have any comments or questions regarding Samsung products, contact the Samsung customer care center.

Country/Region Customer Care Center Web Site
ALBANIA 42 27 5755
ARGENTINE 0800-333-3733 www.samsung.com
ARMENIA 0-800-05-555
AUSTRALIA 1300 362 603 Www.samsung.com
AUSTRIA 0810-SAMSUNG (7267864, € 0.07/min) www.samsung.com
AZERBAIJAN 088-55-55-555
BAHRAIN 8000-4726 Www.samsung.com
BELARUS 810-800-500-55-500
BELGIUM 02-201-24-18 www.samsung.com/be (Dutch)
www.samsung.com/be_fr (French)
BOSNIA 05 133 1999
BRAZIL 0800-124-421 www.samsung.com
4004-0000
BULGARIA 07001 33 11 www.samsung.com
CANADA 1-800-SAMSUNG (726-7864) www.samsung.com
CHILE 800-SAMSUNG (726-7864) www.samsung.com
CHINA 400-810-5858 www.samsung.com
COLOMBIA 01-8000112112 www.samsung.com
COSTA RICA 0-800-507-7267 www.samsung.com
CROATIA 062 SAMSUNG (062 726 7864) www.samsung.com

CZECH REPUBLIC

800-SAMSUNG (800-726786)

www.samsung.com

Samsung Zrt., esk & organizaén { slozka, Oasis Florenc, Sokolovsk & 394/17,

180 00, Praha 8

DENMARK 70701970 Www.samsung.com
DOMINICA 1-800-751-2676 www.samsung.com
ECUADOR 1-800-10-7267 www.samsung.com
EGYPT 0800-726786 www.samsung.com
EIRE 0818 717100 www.samsung.com
EL SALVADOR 800-6225 Www.samsung.com
ESTONIA 800-7267 www.samsung.com
FINLAND 030-6227 515 www.samsung.com
FRANCE 0148 63 00 00 www.samsung.com
GERMANY 01805 - SAMSUNG (726-7864 € 0,14/min) www.samsung.com
GEORGIA 8-800-555-555
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Country/Region

Customer Care Center

Web Site

GREECE IT and Mobile : 80111-SAMSUNG (80111 7267864) from land line, local Www.samsung.com
charge/ from mobile, 210 6897691 Cameras, Camcorders, Televisions and
Household AppliancesFrom mobile and fixed 2106293100
GUATEMALA 1-800-299-0013 www.samsung.com
HONDURAS 800-27919267 www.samsung.com
HONG KONG (852) 3698-4698 www.samsung.com/hk
www.samsung.com/hk_en/
HUNGARY 06-80-SAMSUNG (726-7864) www.samsung.com
INDIA 3030 8282 WWW.samsung.com
1800 3000 8282
INDONESIA 0800-112-8888 Www.samsung.com
021-5699-7777
IRAN 021-8255 WWW.samsung.com
ITALY 800-SAMSUNG (726-7864) www.samsung.com
JAMAICA 1-800-234-7267 www.samsung.com
JAPAN 0120-327-527 WWW.samsung.com
JORDAN 800-22273 WWW.samsung.com
KAZAKHSTAN 8-10-800-500-55-500 (GSM:7799) www.samsung.com
KOSOVO +381 0113216899
KUWAIT 183-2255 WWWw.samsung.com
KYRGYZSTAN 00-800-500-55-500 www.samsung.com
LATVIA 8000-7267 WWW.samsung.com
LITHUANIA 8-800-77777 WWWw.samsung.com
LUXEMBURG 26103 710 Www.samsung.com
MALAYSIA 1800-88-9999 WWWw.samsung.com
MACEDONIA 023 207 777
MEXICO 01-800-SAMSUNG (726-7864) www.samsung.com
MOLDOVA 00-800-500-55-500
MONTENEGRO 020 405 888
MOROCCO 080 100 2255 www.samsung.com
NIGERIA 080-SAMSUNG(726-7864) www.samsung.com
NETHERLANDS 0900-SAMSUNG (0900-7267864) (€ 0,10/min) Www.samsung.com
NEW ZEALAND 0800 SAMSUNG (0800 726 786) Www.samsung.com
NICARAGUA 00-1800-5077267 WWw.samsung.com
NORWAY 815-56 480 WWWw.samsung.com
OMAN 800-SAMSUNG (726-7864) www.samsung.com
PANAMA 800-7267 WWWw.samsung.com
PERU 0-800-777-08 www.samsung.com
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Country/Region

Customer Care Center

Web Site

PHILIPPINES 1800-10-SAMSUNG (726-7864) www.samsung.com
1-800-3-SAMSUNG (726-7864)
1-800-8-SAMSUNG (726-7864)
02-5805777
POLAND 0 801 1SAMSUNG (172678) www.samsung.com
022-607-93-33
PORTUGAL 80820-SAMSUNG (726-7864) www.samsung.com
PUERTO RICO 1-800-682-3180 www.samsung.com
RUMANIA 08010 SAMSUNG (08010 726 7864) only from landline, local network Www.samsung.com
Romtelecom - local tariff /021 206 01 10 for landline and mobile, normal tariff.
RUSSIA 8-800-555-55-55 www.samsung.com
SAUDI ARABIA 9200-21230 www.samsung.com
SERBIA 0700 SAMSUNG (0700 726 7864) www.samsung.com
SINGAPORE 1800-SAMSUNG (726-7864) www.samsung.com
SLOVAKIA 0800-SAMSUNG (726-7864) www.samsung.com
SOUTH AFRICA 0860 SAMSUNG (726-7864) www.samsung.com
SPAIN 902-1-SAMSUNG(902 172 678) www.samsung.com
SWEDEN 0771 726 7864 (SAMSUNG) www.samsung.com
SWITZERLAND 0848-SAMSUNG (7267864, CHF 0.08/min) www.samsung.com/ch
www.samsung.com/ch_fr/
TADJIKISTAN 8-10-800-500-55-500 www.samsung.com
TAIWAN 0800-329-999 www.samsung.com
THAILAND 1800-29-3232 WWW.samsung.com
02-689-3232
TRINIDAD & TOBAGO 1-800-SAMSUNG (726-7864) www.samsung.com
TURKEY 444 77 11 www.samsung.com

UAE 800-SAMSUNG (726-7864) www.samsung.com
UK 0330 SAMSUNG (726-7864) www.samsung.com
US.A 1-800-SAMSUNG (726-7864) www.samsung.com
UKRAINE 0-800-502-000 www.samsung.ua
www.samsung.com/ua_ru

UZBEKISTAN 8-10-800-500-55-500 www.samsung.com
VENEZUELA 0-800-100-5303 WWW.samsung.com
VIETNAM 1 800 588 889 www.samsung.com
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