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TR R RS BTN () 45 3R, (HHIF AR SCHLE 5 W0 2% W T 2
1M HAZHMLIEA R BANE, 122 m AT IF AR BT, E %) 802.1x
fil 52 FANAIE o

6.2.4. {2 GUID A IE LR R H

BENEA
PNV IR P I S L L, A R G2 A B3R

H GUID Hutik 51115 GUID FIRXT L, D2 SR T e
Ui, A EMHELA AR NN, FEB TN RBERGR TR T

RADRIS Seever | @MACAUSHN® | SRGUM BE | leackaua i
] (ootnil EXH N
SRERKEME oo sice T [Cgan || saseennEes | sp

31 MU TEL £ AT FEWIEERS SR SR -

T

AWpcatinip B, W |
1AD0B0O 1 B 4> 0008 IERBOEMHTAT) T DOPXTADENS NI R WM 011N t e =08

mr B, B R DO AT i E

T i [aia =]

@rrn |
MACEHAE I
Es U I
UL LA E T et HARR [ Eal

SREEDTA VTETPT S M i [ o

GUTTLA T St S (] I

w1 x ik VLA [

EOuER TR AL ;I

W ¢ 7 FL0 S ST (AL T 0 A =

4 I_LIL
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Fic 7 71 ]
A4 GUID % EF UL GUID FrfE 1) GUID 3%
GUID

PARZARAERT S GUID

MAC it WAL IHERT {5 MAC Hutlk,
4 HEENA, FTFEREH.

FFJA GUID stk SOHR S|, GUID itk
GUID #hhbEBOHMRH | L REAE 4R 0 8] Y B P JE kA E,
i [) Y B A R R A

GUID Huht A ORI
I]

GUID HuhtA A AR A] .

GUID Hiht A R4S Rt
I]

GUID HiuhtA R 25 e ] .

4 GUID 43 VLAN, % /i il i ik 5,
JIT 2 B2 et L 11 4548 B 3kl 73 B4R E 1
VLAN, ERIMEY 0, MZIRERINAZHALHY
-

802.1X #&I VLANID

B AL N A IR B HE N R4
BE TSR, R tRAE, BEARDN SEHRIN —> B8 Radius KL, BRI
I 58T Radius A 55 & AN, RIAT {380 B A 2

VR« USRI 2 BRASUIN 8] 45 3R, (HLH IR AR SHLE 5 W) 2% W T 42
117 HAZHHIIFAR A B NE, %2 m 5 IH R FH W, E.3] 802.1x
fith % FANAE
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6.2.5. FIMNE MAC Hiblk%) R W

=]
R TRME Z 5 SCRF MAC Gl IETIRE , 7E BLALHAS N 42 A IE MAC Hbdik 31
%, NUXHEZBIR A MAC Hiubik T B (8 4 ASEAT P28 AN
iE, AR BA IR ZRE o, IR 223 T & o,
DARNEEIS, LR e AT HE NN
s CEsInT, JURTECE RN, SRIE SRR ] T X

@A Emacibit e [E ]
Se\RERACHE I S E
RE
W S L8 ahkA 5
Sl gmceit SV imcinit jing 7

FEAE R SR it AT B, A BT, BIWRE QAR
MAC ik

FmAIAENACHYE

mActt | 4 |

AABECCDDEEFF win
1

T A AN MAC DI RERT, I4 7R EAE AL B BC EAH SR i &, BAREOLTE
% “ Mg HENFABA I E "

6.2.6. VLAN {Z B TH

BENSH
RIS R G S H R T H P A MAC 937 VLAN ThgE, WisrenT
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f& MAC B{H /', IP, MAC A&+ AE T 802.1X VLAN {512,
Al PAE VLAN 15 B i & & #1%Z VLAN
| mADWSServer | WEMACUUZMER | HRCUIDWEEMER  GUdmackids | VUANGE

VLAN{Z 2
Rt RIECH BRI MAC P& 5 vian A5G FH 7 8 MAC 13
K, (At R R AH SCER Y FH A MAC

6.2.7. MZZHENTE E K

1. siidi RADIUS Server “%in” ¥4, ¥n Radius 55 %%:

2. N\ “RADIUS Server &#8”, “IP Hht”;

3. MG B AE M L5 AE NI P B DA IE S0

4, Sk A AR AT LB B o “ B R KRR U

5. R U] 5L ) 306 B0 R SE AL B i b s

6. ALTEXNPIIRE G, Rt “BE” BB RADIUS Server
BCE v, FrAd “ORAE

7. il “BPRFSERTREE->FEHT RADIUS SEBE”, it “EH
RADIUS JiR 5525 508 7.

Wt 22 AT I P (R 24 S e N T 802.1x IAUEMAZ b, BIAT

T 1] P 45

R RADIUS RS 28 020 F T 0T SRmE, 75 U Ty 3R BGH I IE
SEWE TN AT AL RADIUS JRZ52 IP Huhtf77E T IP 4,

6.2.8. MIZZHENFAMA A E

P P 22 4 UG B S B T R G0 Y 4% HE N I AIE 7 AL S
802. 1x UGUEAN Cisco EOU BGAEMFH. H 3 #/rdl: KIAHNM %
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AR R

4 A HL 5 H TH R G ESCC % 7 Ui, ESRad i us IR %5 4%, #2445 802. 1x
DhREE# EOU Th RE RIS H b/ H 4%  Hi b ESCC 25 7 3 Ml ESRadius
J 2% # B B SR IT R AR Bt . SE ML B S oL R AR AL, ANIE] R
(¥7 802. 1X FiC By AFAERCR XA, XAHHLICE, TR
Pe B R 5, SRJG LA Cisco 2950 (12. 22 (EA1)) + Cisco3550 e
AL A 51 358 B T S
% e B
IO s AR RS o A 28 P i 4 T LR AR s P o 23 40,0 4T

AL L ATEREAS FH 802, 1x A2 ML IEA BESEIL 802. 1X IAIET)fE
B i B S IR A JE 802, 1X ARER RN AT AR R,

£ EPsiTATE [ =]
ShRLEESEEML | 0 D1 1 A [
gErrzeg | W TR
FEE FEE CEm CEE

F #EmEa0e. DaciRiliE W EREDUAE

™ FREhHEEEAIS0H, TWTEenE

I mEEr=sh I 8035

W ooiEREL P SRR VR

ERErEEn |

ERErTE T |

HEr=ErnEEEh L BES T EER |

WF5 245 F EOU ZhRE, 41 R0 148 EoU . Bl il i 75 212 24 ESCC. ini
A

[LOG]

LogFile = 1og\ESCC. log

BakLogFile = log\ESCC. log bak

MaxLogLine = 100000
Backup = 1
Level = 2

; 1 — DEBUG 2- INFO 3— WARN 4- ERROR 5— FATAL
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[Firewall]

PerPacketCheck = 0

[ESCC]
RequestMethodV2 = 1
EnableEOU = 1
¥ 55 —47 1) EnableEOU=1 BI T,
Radius iz %5 imEC B
Raidus %5 umfor T Mg R0+ O k55 a4 s H AR 55 2% . 2R
A RS54 Windows2000/2003 Server i
AR N D30 TAS k%S, e8RS, B iE1biZx
IR55 IR E N EEER
BAT R, T2 Radius IRGAME, FHEh 5.

GRGEMUG, WEHEN ESRadius RSS2 M R HI, —MRERINN
C:\Program Files \ESRadius, FJJF ESRadius.ini 3, XA
BT PR

[Radius]

IPAddress = 0.0.0.0

; If a multi-ip host, you need set the listening ipaddress
of radius server

: when IPAddress=0.0.0.0, radius server is listening on all

ipaddress

EAPMD5Channel =1

: Some switchs, liking ZTE and Huawei’ s Product, only support
EAP TYPE MD5(4), which can’t transport other type EAPOL
Packages

: Set EAPMD5Channel = 1, Enable set EAP Data Type as MD5 s

type
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[LOG]
LogFile = log\ESRadius. log
BakLogFile = log\ESRadius. log bak

100000

MaxLogLine

Backup = 1

Level = 1

- 1 - DEBUG 2- INFO 3- WARN 4- ERROR 5- FATAL

XTI — i BBOA R B, R

IPAddress = 0. 0. 0. 0, 24%¢%% ESRadius AAFHITHEHLA £ MR,

TEAEMIEE radius server WiWF Y 1P Mkl

EAPMD5Channel = 1, HIRASHAL A SCHF EAP_TYPE_MD5 (4) , it
Do HTEHHL, AR EN 1, AR IE SR A

AU EAPOL Packages, Bl Cisco ZZHeML, HBA4 BhidkIiinl % &

N0,

SCHAESURTT S, 15 BHE 3 BSRadius HR%S, (HFCE A%

RINA 24 A& 5 5 i R Radius RS asdifE 2 G, 4

FE iis BRIA web i girh, Hra— 4478 ESRadiusWS IR H %,

XA H S MIE4T 7 % Dot Net Framework 2. 0 )37 HF.
WIEARE

% S e NSCHMLES , BE4T Radius AR H &

EH O AT A 4R E Radius R4S 22 A0IAE H &

4 H BB PE LUBORRS, TR B i () 2 AT H &, BliE—

SR AL H EH .

IR E
DO S 38 P9 I 2 2 ARG 2L 5 R T R SR 802, 1X SR IIETIRE,

BT RALER AL LT Thae SR
1 S7FF 802. 1X TjfE

2 I HE 802. 1X [ EAP over Radius IAIFT)fE
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3 ¥ Radius #iX

AR R A R 224 R A8 PRV o TF RS2 EOU IAIE DD E, 7R AL
HL/ % A S A LUR D e SR

1 #F EOU Thfig

2 SHFEAP over UDP IMIETHAE

3 % HF Radius Pl

Cisco02950 HIBL &
(12. 1 (14) EA1 L ERRA)

PLRFELIRE T Cisco 3CkY: Catalyst 2950 and Catalyst 2955

Switch Software Configuration Guide (full book i.pdf

FCERT, ML F¥E: BHE Cisco ZZHML IP HihtJy 192. 168. 0. 2,
W B ESRadius IR 452 1P Huhik 192. 168. 0. 236, A2 #e#/LF1 ESRadius
JIR 55 2838 I Radius 814 123456

PAUR R4 2 D42 58 UM IC &, FRAZES Bl M3 11 7 A T 802. 1x
Wik, 8P RE—TREAE.

Switch#fshow running—config

Building configuration. .

Current configuration : 1519 bytes
!

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password—encryption

!

hostname Switch

!
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ES

>

aaa new-model

aaa authentication dotlx default group radius
enable secret 5 $1$GyoJ$VX3N1qYOnVH3hX jmVPYB5/
enable password 654321

!

ip subnet-zero

!

spanning—tree mode pvst
no spanning—tree optimize bpdu transmission
spanning—tree extend system—id

dotlx system—auth—control

!

interface FastEthernet0/1
!
interface FastEthernet0/2
!
interface FastEthernet0/3
!
interface FastEthernet0/4
!
interface FastEthernet0/5
!
interface FastEthernet0/6
!

interface FastEthernet0/7
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BEER @

switchport mode access
dotlx port—control auto
dotlx timeout reauth—period
dotlx reauthentication

spanning—tree portfast

interface FastEthernet0/8

|

interface FastEthernet0/9

I

interface FastEthernet0/10
I

interface FastEthernet0/11
I

interface FastEthernet0/12
|

interface FastEthernet0/13
|

interface FastEthernet0/14
|

interface FastEthernet0/15
|

interface FastEthernet0/16
!

interface FastEthernet0/17
!

interface FastEthernet0/18
!

interface FastEthernet0/19
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interface FastEthernet0/20
!

interface FastEthernet0/21
!

interface FastEthernet0/22
!

interface FastEthernet0/23
!

interface FastEthernet0/24
!

interface Vlanl

ip address 192.168. 0.2 255. 255. 255. 0

no ip route—cache

ip http server
radius—server host 192. 168. 0. 236 auth-port 1812 acct—-port 1813
key 123456
radius—server retransmit 3
!
line con 0
line vty 0 4
password 123456
line vty 5 15

password 123456

end

L HEANEEGSER
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# config terminal

2. M2E Radius IAEARSS %

A

# aaa new-model

WHE 802. 1X {# /] radius server HHIFTH radius server #AT
IIE

# aaa authentication dotlx default group radius

# aaa authorization network default group radius

NN ias 3 radius server, HH host JGHEIHY IP #ulik ol TAS ARSS
eidl, auth-port Fll acct—port NARHEI Radius ¥ 1, key N
AL Raidus k55 TR EH

# radius—server host 192. 168. 0. 236 auth-port 1812 acct—port
1813 key 123456

3. JBH 802.1X

# dotlx system—auth—control

ELE 7 5% 06 802. 1XAIE, HAZHHLSIHF Guest VLAN,
MABNEAELR, WIEHES AL E Guest VLAN

# interface FastEthernet0/7

>

# switchport mode access

# dotlx port—control auto

# dotlx guest-vlan 10 (for example : guest—vlan id =10)

# dotlx host-mode multi-host C Jg H & #t ¥l i K 1
multiple-hosts B, DUMEAZHANLAT T4 hub #EATIAIED

# end

5. WHCE 7 5% H R EINEAH

AL, FOE 802, 1X HIMEMIA ], LAY NHAL, BRIAJY 3600
b1 /NI, EER, 0 R 48 3 R AN A A 38 AT R
P X 22 4 XU B e T ARG S, S 2 3L 203 P

# interface FastEthernet0/7

# dotlx reauthentication
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# dotlx timeout reauth—period 3600
# end
6. REFLHEEEANEIRE
# copy running—config startup—config
7. WfTEEA dotlx
5] AAA: #no aaa new-model
22 802. 1x 1Y AAA IAIF: #no aaa authentication dotlx default
group radius
21 802. 1x TAIIF AAA: #no aaa authorization
2% F o I 1 802. 1x: no dotlx system—auth—control
8. #EmMOKE
Xt 2-24 I AT U R E
#interface range FastEthernet0/2 — 24
#switchport mode access
#tdotlx port—control auto
#dotlx host-mode multi-host
#tdotlx timeout reauth—period 900
#dotlx reauthentication
#spanning—tree portfast

#tend

HER: CISCO BN R R TR telnet BRBISTHNLIEAT
Be & f1E, 5T /03 A E aaa authentication login default
line f74 (AR SAZHAL AT Be i SBEH A ED . Sy & 1E 2K
telnet B HEATIIAIETRAESS HAIA Y, A SR ANEC B 108, B A
B telnet AZHHLN T B NERDKE, AALE FIRHET telnet

HFI, NG ST ESR A 7 A A E AT I

HRE: MREZL G radius REGERIFTED, BERIETF radius fRSS
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o5 in) s AT PLUIE s V) e, B AN E radius—server deadtime
154, Hr 1 %R radius RS 28 I\ EAB S B[] o

Cisco EAPoUDP NAD BB
BB Radius RG22

aaa new-model

aaa authentication eou default group radius

aaa session—id common

radius—server host 192.168.0.223 auth-port 1812 acct—port
1813 key 123456

radius—server vsa send authentication

% i #5 T C B Radius 38 im0

ip radius source—interface FastEthernet0/0

B EH#RHX) EOU AIE
BCE EOU MERER

ip admission name TEST eapoudp

A DAMC B A AR SR LR R BOU, JEL 1B ACL SEHL

ip admission name AVERT eapoudp list 102

access—list 102 deny udp any host 10.10.30.10 eq domain
access—list 102 deny tcp any host 10.10.20. 10 eq www
access—list 102 permit ip any any
XL EHLHERR B

identity profile eapoudp

device none—authorize ip—address 192.168.0.223 policy
NACless

device none—authorize ip—address 192.168.0.1 policy
NACless

identity policy NACless

access—group clientException
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ip access—list extended clientException

permit ip any any

Clientless A E# B

eou clientless username clientless

eou clientless password password

eou allow clientless

A& EOU i il 1

interface FastEthernet0/0
ip address 192.168. 0.200 255. 255. 255. 0
ip access—group 101 in
ip admission TEST

access—list 101 permit udp any host 192. 168. 0. 200 eq 21862
URL-Redirect HTTP Server it &

ip http server

no ip http secure-server

% EOU HE

eou logging

ZHEHLBY EOU AIERE B
254 ML 1t EOU SAIE (L2 P Val idation) @it FOU YAiFE i 5e

. {H EOU I IFEEREERE 802, 1X KMBl. 4L 21 J5
T L2 IP Validation Myum I FAH) 1P bk AR, @ik
EOU TAIF

HAME N switchport mode access H¥i A )8 FH EOU,

L2 IP Validation F]/3 H

1 Bz NAC R

ip admission name nac eapoudp

2 € SUNAC fEHIY accesslist

FENUES DESA VERTE L T X B LK) accesslist.
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A E M PFh accesslist: Port Access List 1 IP Access Listo
g X Port Access List, VAR : access—list 5 permit any
any

g X IP Access List, M40

ip access—list extended NAC

permit udp any any eq 21862 // oY EOU JE1{E
permit udp any eq bootpc any eq bootps // 0¥ DHCP

permit udp any any eq domain // SIS ENT

deny icmp any any // 845 1CMP
deny ip any any // LA TP #AE

3 % EEREATIAE 3 1 5 Y NAC AR
av Port Access List
interface fa0/1

ip access—group 5 in

ip admission nac

by IP Access List
interface fa0/1
ip access—group NAC in
ip admission nac
4 W& IP Device Tracking
ip device tracking probe count 2
ip device tracking probe interval 60
ip device tracking
XL EHLHERR B
identity profile eapoudp
device none—authorize ip—address 192.168.0.223 policy
NACless
device none-authorize ip-address 192.168.0.1 policy

NACless
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identity policy NACless
access—group clientException
ip access—list extended clientException

permit ip any any

EOU WZ¥Ac &
HAKFR 4 5% Cisco [f) NAC AL B H0Fg . M0 & e & F

eou default
eou logging
eou timeout status—query 1800
eou timeout revalidation 900

eou revalidate

T R A R 22 4 UG PR S B 1 RGBS SCRPIR S S, 75 B RIE
AR GRS TR (5s30min) , b HPE EAE R 3 E N
15min, RS MBI K E N 30min

Clientless FINERE
LA HAANE, ACFAH Clientless H 7 &% 55 A

Radius tAilF Clientless H /™, MifiEid Radius iK1 @M HE A
F& Clientless TAUFIS & 15 1 H FHAE
fic &84

eou allow clientless

URL EE R ACL FiRE

4 RE WAL B AT URL 2R AN, AR B SRR S L ik
BMTHEERM ACL, ACL ZFR[E E N url-redirect-acl. 2iFK
L5 3¢ 7] ACL UUFCHS, 2 3iiff) HTTP i SR 2 3t 5 5 1) .

NI ACL 52 SCKF 2 http: //192. 168. 0. 223 {137 1A 34T 858 7] o

ip http server
ip access—list extended url-redirect—acl
permit tcp any host 192. 168. 0. 223 eq www

FEVCR I URL BEE 0 e 55 83 0% 77 i T BT, B RN
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http://k%s#% 1P:8833/download

EE: MR HNAE T AEXE radius ARG ARMEE, A~
AIAEIRAE R . IanE I TR e L —A radius HikAZ#ALZ A,
FHERXNHEAE radius k4525, aaa group server radius XXX,

4R J5 ] aaa authentication eou default group XXX i#HATHFH.

113 BA B E
AFAES AL E P BT REA T AR, ARER IS

BC B AT, AR BE : W8 huawei ZZHLHL TP ikt 192. 168. 0. 5,
W B ESRadius IR 458 1P Huhik 192. 168. 0. 236, A #e#/LF1 ESRadius
JIR 55 2838 I Radius 814 123456

BATEAEAZ B3 1 8 J3 T 802. 1x NI, #TFHKE - THES

.

#OWEBRAERD N %S LA E, By A IR
R TEOL T RS T MAC HLhEf

[Quidway] dotlx port—method machased interface ethernet 0/8

# WHE 802. 1x I HIAIE 2, HATHRAE 3 Bl iFE 7% PAP A
iE. CHAP AIFE. BAP H4kililF. SRAEIEN N, HERNAZHAL 802. 1x
FIPAIE 77208 CHAP GIE. AL 75 BE S0R E N EAP IIE.

[Quidway] dotlx authentication-method eap

# Q7% RADIUS 4H dotlx FfiE ALK

[Quidway] radius scheme dotlx

# WEIFINUE/1T 2% RADIUS RSS2 1P Huhl

[Quidway-radius—dot1x] primary authentication

192. 168. 0. 236
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# WBE FIAIE/1T %% RADIUS AR5 #( TP Hudl

[Quidway-radius—dotlx] primary accounting 192.168.0. 236

# WHE RS S IAUE RADIUS IR 55 2% 58 FLAR SCIN RN 25 25 5
[Quidway -radius-dot1x] key authentication 123456

[Quidway —radius—-dotlx] key accounting 123456

# R RGN H A LR A 5 R 2 AR 4s RADIUS JIRS%
i
[Quidway-radius-dot1x] user-name-format without-domain

[Quidway-radius—dotlx] quit

# GIZEH 8 dotlx, FHEANEAE

[Quidway] domain dotlx

# 455 “dotlx” AIZH I Radius TR
[Quidway-isp—dotlx] radius—scheme dotlx

[Quidway—-isp—dotlx]quit

# AR HHLERE I O “dotlx”

[Quidway] domain default enable dotlx

# JFJ3 E0/8 1¥) 802. 1x IAIIF

[Quidway] dotlx interface Ethernet 0/8

# a4 802. 1x H itk

[Quidway] dotlx

# RFIE
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[Quidway] quit

<Quidway> save

AR 10S FY H3C A2 He AL B H O 4 A3 #F scheme radius-scheme i
L, XMW =AM APTHIUR, X = &mA
authentication default radius—scheme dotlx

authorization default radius—scheme dotlx

accounting default radius—scheme dotlx

HR: FNZHNBAAEN BRI telnet F SR
AL, EGEE S BRI UR B, K telnet B ASIAEBAE
AHHEAT

User—interface vty 0 4

Authentication—mode password

Set authen password cipher XXXXXX

PHEZ IR E
AFRS AL BV R AT REA T AR, AREH IS

FLERT, AT RE: WEBTEZHAL 1P Hihky 192. 168. 0. 249,
P58 ESRadius IRZ5-5E 1P Mtk 192. 168. 0. 191, A2 #ALFI ESRadius
AR 48258 1) Radius Z4HA 123456

FAPRAEAZ AL 0 15 H 802, 1x WAiIE.

BrIFIE S KIS AR AE AR AR A -
System hardware version : 3.2

System software version : 1.69 Build Aug 2 2007 Release
System BOOT version : RG-S2126G-BO0OT 03-03-02
System CTRL version : RG-S2126G-CTRL 03-11-02

Running Switching Image : Layer?2

TENSEREWNT:
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AR R

start#sh run

System software version : 1.69 Build Aug 2 2007 Release

Building configuration..

Current configuration : 731 bytes

version 1.0

!

no enable services web—server
hostname start

vlan 1

!

vlan 11

radius—server host 192.168.0. 191

aaa authentication dotlx

enable secret level 1 5 !, tZ[V/, U+S (\W&G1X) sv’ “H. Y*T7+.
enable secret level 15 5 $2kE, 1lu 3h1&-8U04in’ . tj9Qjo+/7R:
!

interface fastEthernet 0/1

dotlx port—control auto

dotlx dynamic—vlan enable
interface vlan 1
no shutdown

ip address 192.168. 0. 249 255. 255. 255.0
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no dotlx filter—nonRG-su enable
dotlx auto—req

no dotlx auto—req user—detect
dotlx auto-req req—interval 180
dotlx re—authentication
radius—server key 123456
snmp—server community public ro
line vty

login local
!

End

[W=wZ 8

1. BeE radius ARG 25HHE, T H #2274 H radius—servers

radius—server host 192.168.0. 191

2. &R H dotlx

aaa authentication dotlx

3. BEAFEOJE A dotlx
interface fastEthernet 0/1

dotlx port—control auto

4y RMARBEEE R 7 b ) I R

no dotlx filter—nonRG—su enable

5. HZZHML T4 HUB I, AT IFAZHNL BN RVAERIZhEE, JF
e BRI 8] -
b Sl DL S ARSI R 175 SUSCRF3E T MAC ik 36
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UERT o
dotlx auto—req
no dotlx auto—req user—detect

dotlx auto-req req—interval 180

6. FTIFEINEDIRE

dotlx re—authentication

7. WHYE radius server i[5 4H

radius—server key 123456

HIAE MAC KMEXECE

1. BERAZHALECE 2 A
FEIEHHC B 7€ 802. 1XEAN ZJ , 7E3H R i \“ mab eap”
B{ “ dotlx mac-auth-bypass eap ” #r 4 Bl A JF
mac-auth-bypass. &7EE, 12.2(55) ) T0S [&] I 37 353X P 4% i
4, 1H12.2(25) /12. 2(35) K3 FF dot1x mac-auth-bypas eap
FESZBRAE IR B tx-period IfE CERIERINA 30
FBY, DAGE R AE AL =B A VIE (B[R], AR mac
HhbEAEASEIRAE . @4 : “dotlx timeout tx—period 57

2+ H3C M A R B &
5B R AZHBENARK L, HC & # bl A&
mac—auth-bypass I} 75 ZAE system view Flug T 4351

BCE, HREA—I
£ system-view %3 NP & : MAC-authentication #

MAC-authentication domain dotlx -

AREO FERE: MAC-authentication

M ENECE
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TELE 2% Uk N FT S RibRitE 802.1x FH I UAEE, AT {5 mac A, AT {5
GUID ik
H AT B IR JE 42 2% 2% A0 AP JE AR B SCRF 802.1x #EA T
WE, WEKRIEON:
1. B/ E AR venustech H b G BG4 E T A

UltralSO
. Unlocker
. Venustech
. ESCC
> FTHEFE
BA xzemsTs
(=3 EEWindwosBIdSIBE
VMware

. Windows Driver Kits

FEH N SSID, it v B IF ks

B RaERTR |

SSID [

wE | wmmem | |

E: XP R4 iR 24T KB918997
2. TETCEZkiES 2Rk AP b5 FH AR R WPA/WPA2 AT
3. TETLLESHAREl AP AL E KIM radius AR 55 5% di 1 A 580 ;

@ WPA/NWEAZ
bR BzhitiE -
hiER BiEfixdE -
RadinsfRE22TF:
Radiusig[]: (1—55535, 0 ForEhAmO:  1612)
Fadin=E=5 [123458 |

VER: radius AR 4535 215 5 K H) web TUHT_FACE Y radius 2565 2
—F

4, [RZEHAENTC B T A B X2 NSRS, FEEASIN radius 7% 7 i 5
B, ssid MIHE G a5l AP ¥ IEH ssid;

144

FHER
http://www.venustech.com.cn



o
| BRRER "G
TP R 22 4 XU B A 1 R 4% V6.6.9.4Patch66940000 7 1t '

FrminE R T PSS
51D ; |TP-LINE_AF

#ofR: 5~
48 <. BdMbps (802, 11g) -

o TUT CE R
e 2 1N )
TE AN R [Fian =
TTAAL p itk [172.%6. 0. 249 L.
RE R [D-TCink ~]
AEARAT, Y [BE55200-10 ~]
HTERAH 123466 "
3TNl 7 LAN 5 WLAN
551D [TP-LINK_aF
EHREVLAWIT 1 [F=H =l

5. LE&ETEE LM MR AP I, 26 H kT 802.1x INIF I
BNEE B 5% K25 R radius IR 55 2%
6. KH) radius iR S5 A AR BT UGE, FAEZRAER K

LHTCERIE AR AP, SRS DRLE I 15 X S I TRAT

H3C WX3024 &k EiEMAIHEXECE (& AP)
H3C WX3024 BRIATEL T console N ok 5LR
TRz R E

[H3C]display current-configuration
#
version 5.20, Release 3110
#
sysname H3C
#
domain default enable dot1x
#

telnet server enable
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#
port-security enable
#
dotlx quiet-period
dotlx timer reauth-period 60
dotlx authentication-method eap
#
oap management-ip 192.168.0.101 slot 0
#

vlan 1

vlan 2
#
radius scheme dot1x
primary authentication 10.201.7.1
primary accounting 10.201.7.1
key authentication 123456
key accounting 123456
user-name-format without-domain
nas-ip 10.201.0.50
#
domain dot1x
authentication lan-access radius-scheme dotl1x
authorization lan-access radius-scheme dot1x
access-limit disable
state active
idle-cut disable
self-service-url disable

domain system
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access-limit disable
state active
idle-cut disable
self-service-url disable

#

user-group system

#

local-user admin
password simple admin
authorization-attribute level 3
service-type telnet

#

wlan rrm
dotlla mandatory-rate 6 12 24
dotlla supported-rate 9 18 36 48 54
dotllb mandatory-rate 1 2
dotllb supported-rate 5.5 11
dotllg mandatory-rate 1 2 5.5 11
dotllg supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 10 crypto
ssid wlan_dot1x_test
bind WLAN-ESS 10
cipher-suite tkip
security-ie wpa
service-template enable

#

interface NULLO

#
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interface Vlan-interfacel
ip address 10.201.0.50 255.255.0.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vlan all
#
interface WLAN-ESS1
#
interface WLAN-ESS10
port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key
undo dot1x handshake
undo dotlx multicast-trigger
#
wlan ap apl model WA2220E-AG
serial-id 210235A42XB101000025
radio 1
radio 2
service-template 10
radio enable
#
ip route-static 0.0.0.0 0.0.0.0 10.201.0.1
#
load xml-configuration
#
user-interface aux 0
user-interface vty 0 4

authentication-mode scheme
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user privilege level 3

idle-timeout 0 0

#
return
To LR | RN B AL AR R L B
<H3C>0ap connect slot 0 ##E A\ A8 etk b
#

sysname H3C
#
oap management-ip 192.168.0.100 slot 0
#
radius scheme system
#
domain system
#
local-user admin
password simple admin
service-type telnet
level 3
#
vlan1to 2
#
interface Vlan-interfacel
ip address 172.25.42.200 255.255.0.0
#
interface Aux1/0/0
#
interface GigabitEthernet1/0/1
#
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interface GigabitEthernet1/0/2
#

interface GigabitEthernet1/0/3
#

interface GigabitEthernet1/0/4
#

interface GigabitEthernet1/0/5
#

interface GigabitEthernet1/0/6
#

interface GigabitEthernet1/0/7
#

interface GigabitEthernet1/0/8
#

interface GigabitEthernet1/0/9
#

interface GigabitEthernet1/0/10
#

interface GigabitEthernet1/0/11
#

interface GigabitEthernet1/0/12
#

interface GigabitEthernet1/0/13
#

interface GigabitEthernet1/0/14
#

interface GigabitEthernet1/0/15
#

interface GigabitEthernet1/0/16
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#

interface GigabitEthernet1/0/17

#

interface GigabitEthernet1/0/18

#

interface GigabitEthernet1/0/19

#

interface GigabitEthernet1/0/20

#

interface GigabitEthernet1/0/21

#

interface GigabitEthernet1/0/22

#

interface GigabitEthernet1/0/23

#

interface GigabitEthernet1/0/24

#

interface GigabitEthernet1/0/25
shutdown

#

interface GigabitEthernet1/0/26
shutdown

#

interface GigabitEthernet1/0/27
shutdown

#

interface GigabitEthernet1/0/28
shutdown

#
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interface GigabitEthernet1/0/29
stp disable
port link-type trunk
port trunk permit vlan all

#

interface NULLO

#

user-interface aux 0

user-interface vty 0 4
authentication-mode scheme

user privilege level 3

ToLk 88 5 AT BRI MBS -

T A AR ERAR
interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vlan all
5552 Hipi bR
interface GigabitEthernet1/0/29

stp disable

port link-type trunk

port trunk permit vlan all

Z[RIEAT S 5

BE AP : WA2220-AG Bt B #iHH:

<WA2220-AG>dis cur
#

version 5.20, Release 1113
#

sysname WA2220-AG
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#
domain default enable dot1x
#
telnet server enable
#
port-security enable
#
dotlx authentication-method eap
#
undo I2fw wlan-client-isolation enable
#
vian 1
#
radius scheme system
primary authentication 172.18.18.70
primary accounting 172.18.18.70
key authentication 123456
key accounting 123456
user-name-format without-domain
radius scheme dot1x
server-type extended
primary authentication 172.18.18.70
primary accounting 172.18.18.70
key authentication 123456
key accounting 123456
timer realtime-accounting 3
user-name-format without-domain
undo stop-accounting-buffer enable

#
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domain dot1x
authentication lan-access radius-scheme dot1x
authorization lan-access radius-scheme dot1x
accounting lan-access radius-scheme dotlx
access-limit disable
state active
idle-cut disable
self-service-url disable
accounting optional
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
user-group system
#
local-user admin
password simple 1231.xmcch
authorization-attribute level 3
service-type telnet
local-user venus
password simple venus
authorization-attribute level 3
service-type telnet
#
wlan rrm
dotlla mandatory-rate 6 12 24

dotlla supported-rate 9 18 36 48 54
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dot11b mandatory-rate 1 2
dotllb supported-rate 5.5 11
dotllg mandatory-rate 1 2 5.5 11
dotllg supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 10 crypto
ssid venustx
cipher-suite tkip
security-ie wpa
service-template enable
#
interface NULLO
#
interface Vlan-interfacel
ip address 172.18.18.249 255.255.255.0
#
interface Ethernet1/0/1
#
interface WLAN-BSS10
port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key
undo dotlx handshake
undo dotlx multicast-trigger
#
interface WLAN-Radio1/0/1
#
interface WLAN-Radiol/0/2
service-template 10 interface wlan-bss 10

#
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ip route-static 0.0.0.0 0.0.0.0 172.18.18.254

#

arp-snooping enable

#

load xml-configuration

#

user-interface con 0

user-interface vty 0 4

authentication-mode scheme

#

return
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function DetectWebCheckerActiveX(){
try
{

var comActiveX = new
ActiveXObject("WebChecker.WebCheckerTextbox.1");

}

catch(e)

{

return false;

return true;
3
if(DetectWebCheckerActiveX()==true){

document.write('<OBJECT id=WebCheckerTexthox
codeBase=http://172.25.9.11:8833/Download/WebChecker.cab#versio
n=1,0,0,1
classid=CLSID:51EA9310-CE77-4DOF-99FF-6CD8017AFBC4><PA
RAM NAME="ProxyIP" VALUE="172.25.9.11"><PARAM
NAME="width" VALUE="4000"><PARAM NAME="height"
VALUE="500"></OBJECT>");
}

else{

document.write('<a

href="http://172.25.9.11:8833/Download/WebChecker.exe">i# itk
Bz F</a>);
}
function GetText(){
var  data;

data=document.getElementByld("WebCheckerTextbox™).GetTextValue

0
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document.getElementByld("UserName").value = data;
}

</SCRIPT>

<br />

usercode:

<input type="text" name="Code"/>

<br />

<input type="hidden" name=wd id="UserName" value="dhhh"/>
<input type="submit" value="#£%z" onclick="GetText()"/>

</form>
<%
Response.Write(Request.Form)

%>

2. AT web HE NI I A U i LRAR 55 45 I, PR T EUF
LREAE

3. il “WHRIETEREME”, TEZRZIFAI
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