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HIZS ] X R2 S,  mke2fs & Bl IXFERI A /] XA
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RE- HIIN i A BN GRS BRI . AEBRIAROTE DL T, iR i Bt
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*** glibc detected *** double free or corruption: 0x0937d008 ***

FEERNHITE LN, P AR R P e ke B, X (LA
PR RS D AT LUE I B A MALLOC_CHECK _ Rditil. BLF
PR S EEIE

* 00— AAERHRME R, WA IERXAEY

o 1— JERNRER, HEANPIRXATE

* 22— APERRER, ERFIEXAEY

¢ 3— PVERMRMEE, JFIERXAER

IR AR =07 1SV 4R BERITE P2 51 A X SE R DAY B 0T R i i
FR AL R BRI E SR A M BRIk, POV ERR T A
TR ISR .

HE: WA MALLOC_CHECK_ #ix & Ak 0 LIAMAME, X&AE glibe
BEATTE 2 AR AT AT RE RSN B R e P RE .

AT 5 GTES10.5 P AZAH <K 1] { .

hugemem ¥R

GTES10.5 fE—ANM M hugemem [ % . XA SCRFEEERE 4GB
M asiE) (BN RS 3GB) Al 4GB HIENZAE . XA Wk
AVF GTES10.5 I K% 64GB FWAFIM RS LigfT. —ekid, HlE
T 16GB WAFLL LIRS T hugemem. 48 %/ A 77 A FREE 7T LA
XA R AR, R AR AT RGN B K 7 725 18] h 3 2 10 S FH R
MR . AR B AR P s 4R it 4GB Hiutik 7 [R], Py AZ R b 2R
FEWA 53 T (¥ 2 400 Hh 1k WIS Vel o 32 4 FH P R P A 25 ) ) 2 450 O S5 7
HIRGTTAY, BIANTE R GETR RO P T B I o 3K SEEAT (1) R L TT A 0T 4 14
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1.2.3.2

1.2.3.3

PEREIR R W 7EAR KRR b SRR AR P e . W AR B ZE 2 3% hugemem
Wi, 51 R EEA L 4

rpm -ivh <kernel-rpm>
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kernel-hugemem-2.6.9-1.i686.rpm

ESSERE, RS SRBIMARS, TE e ERET e3Em hugemem A%,
T T IXAMEH hugemem WM R G REW IE BT 5, BN ZE L
/boot/grub/grub.conf SCAERERIAGIS: hugemem A%,

rawio
HAR GTES10.5 fuffxt rawio )Cf, AECE—MdREH . &
PR N R Aol T I R 1, BT T i s e A A i S TR, e il it
O_DIRECT Fr& R4 T 4%

FETFRSA

S TR ZET ALSA 1, 0SS Bk O AFAR.

1.2.3.4 HREEERE

GTES10.5 #& Ly A% 46 7 X 34 2 Wi 4% ¥ £ - Enhanced Disk Device
(EDD) M3 HE. HISmmIA i &% & HE MR =45 BIOS H v ify vl )3 3)
R ANE R, FHHEIEMN fsys KHERGETH— MR HE
EDD AH G 2L 1) Py % A AT BT AN I«

*  edd=skipmbr — %47 I e R T AR AR 28 A5 RN, AR A
B BIOS WH. ARG BIOS i MHAMHRE 2 T 905 RGP (M
REHCRIN, T RAME AR I 10K 25 S EAE M A I [ —4> 15 3] 30
TR AEIR o

*  edd=off — T 5 EDD AHKMX A= HIgs BIOS A .
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GTES10.5 Frfti N #4udE T th LSI Logic #24/L/ megaraid_mbox 9Kz,
EANIRE) AR megaraid IX2)11 . megaraid_mbox XA — ANV TR
Wi, ©5 2.6 WAZMIEHE I o il . HE,
megaraid_mbox A3 HF—LE s megaraid 3K 2 32 1 E A AR A
megaraid_mbox IKEIAZHEALLT PCl J & ID Rl ¥4 ID AIRAC
P

vendor, device

0x101E, 0x9010

0x101E, 0x9060

0x8086, 0x1960

Ispci -n i AT LI K o — G4 el ds BT e ilic s 1D. HAX
LD S A2 (HIFAR BRI LR 5 ).

* Dell PERC (dual-channel fast/wide SCSI) RAID il #%

*  Dell PERC2/SC (single-channel Ultra SCSI) RAID #54h#%
*  Dell PERC2/DC (dual-channel Ultra SCSI) RAID #572%
* Dell CERC (four-channel ATA/100) RAID #%ill#%

* MegaRAID 428

* MegaRAID 466

* MegaRAID Express 500

* HP NetRAID 3Si i1 1M
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Dell 1 LSI Logic L&/ HIMATATIE 2.6 WAL P SZFRx ek 4. KL,
GTES10.5 RN IX S L 38 1) SCRF

1.2.3.7 iSCSI %4

GTES10.5 fu % 7% iSCSI #4F initiator M2 Fr. Wi /shin/ H 3% T
iscsi g2 X AH I B A HEA T IR .

1.2.3.8 Emulex LightPulse JG4FEBES#%

Emulex LightPulse YGTiBiEIKsh#% (Ipfc) 1EAE# MR A5 ] el CLih e
Linux 2.6 Wk . ‘AR GTES10.5 HHFIRM H it . XA IRS)FE
FRAR AT REREAE . I I AN IR AR P A 1), sl e A PR EE Linux
2.6 PR, IR#0f) GTES10.5 RATHUA ] Bk AR HLIX A IRBIFR T«

Ipfc BRENFETH W F 1 O AR 12

* HREIIN cable pull, AZHGHLH S SR A RN K, KBRS
baEs RSt DI, REUAReail RN — & CAFETHT E B,
FEIXAAE DT, T T BB I e 2 AT A R 48 vl LU e 2 7 24

o CURAIKFIFEFAE insmod FARS, WAL Ctrl-C nlREs BB IR,
*  {E insmod 37EIEATINIE4T rmmod A AE & B 1.

* A TAE SCSI ¥ ARG LI BIX A Br s s, & MR 5 ZE40T T
R

1.2.3.9 FZA%

dk, AZNENEREAS SR RN EF R E T BN A .
GTES10.5 t/& TixMifil. wHEH MWL E BN Z. X
Tl 185 B0 AE BT A 10 2 BT VR A B0 CELER rpme - X AN AT O B
letc/sysconfig/kernel SCPEH K47 BT 46«

* UPGRADEDEFAULT — #& 8 WAZ 2 R AE SN O I #8280 (8K
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MA:  yes)

* DEFAULTKERNEL — #AXAMEM A% PRM BEBIARIE LT )G
) CERME: Bk TREfE e &)

1.2.4 sysklogd

FEERAIY SELinux Z2AREH, XA bR 2 targeted SRNE T AL E
Mo BT B AN SF R T T A 19 R 4t H AR 1 U5 I BOR SR48 5 R 4t
24P AR, X ] B3 BUE LA vy BUSAT I IC B AN T RERS 1E o Hh A .
Tzt SELinux A LMK T fil, NIk B m] AR 1 R4 I H B AT,
XA LR s R A H .

1.2.5 DNS R4 iRk4s8%

KRR KT DNS ZHRIRSS #1015 B

1.2.5.1 bind

FEBRIAIY SELinux ZABCEH, XA targeted SIS HTHLE
(e B B R AN TR T A8 K R 48 H AR 10 AR AR i R 4t
2z 4. (HAE, IXATRE T EUE LT AT LSAT IO B E A REIS IE H 3t T4
AL 2R SELinux A WG T A%, ML 2 ol USRS R 48 1 W38 4T,
SO A e B R e e K H

1.2.6 FRTH

AAERTOIT R TRIEE.

1.2.6.1 memprof
RS ET AR C 35S M T B A fe LM /E—& T4E,  memprof
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WAERY RS & T B A 357F GTES10.5 . memcheck F1 massif
CU B U BLAE valgrind .

1L.2.7 EBACEERM

AHIRLHE T R W S0 S I R B, AR ERAC R s, 0 e
TS AR =

1.2.7.1 evolution

1.2.8 KE®

GTES10.5 #2t T —ANTH M EALN Evolution H-FHIEPEZ S i FL T
EANBRAS I I T — L5 ohfig, FE:

*  BThRIM Evolution B4F T —MNEA % DR ARt pEds . XA
SURr RO s L E e () Sy a2 [0 G U | M AV | O B N | v g 1
i Junk $EHl. wMIE R S, AT RS A Y
RBE PR AR R SR . WA, HEEATARIE Not Junk. JE L IX 4647
gy, BRI IE A S W AR R AR T A R

* Evolution Connector A LM##L Microsoft Exchange 2000 F1 2003 il
% PR TR

o HPARmER RS, BRERE GBI, B, RS MECR
N B TFALEE, BT DARTLAAR S5 23 4 RO .

*  Evolution $4L T8GR NSFB T LA 1ThEE, BHEH SIMIME.
*  Evolution 40 (1% & S/ 4 M ~levolution/ £k ~/.evolution/,
IS BN He 2 H P BRgsx A ST B 1

AT T B AR A BEAT A B R KA
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1.2.8.1 gimp
K4 GIMP C&#7H2¢%] 2.0, Perl bindings T2 AL —#
4%, gimp-perl ANFLHALIEE GTES10.5 .

76 GIMP i ffi ] Perl A Rz A http:/Avww.gimp.org/downloads/
1533 Gimp Perl Ktk if22%s,

1.2.9 HEMFAR %22

AT KT GTES10.5 FRAL e 4% f AL H 115 B

1.2.9.1 mailman

BELY) mailman RPMs 7E /var/mailman/ [ H 3 F 223500 10tk . ASE
J&, X155 Filesystem Hierarchy Standard (FHS) A—%, iff H7F SELinux
JE B S AR e A

WAR RS AE VLG 22 %€ T mailman Jf % 45 T /var/mailman/th i) SCfF
mm_cfg.py), B2 IR U 1) 75 V2 S U A7 BT IR A

{usr/share/doc/mailman-*/INSTALL. TURBOLINUX

1.2.9.2 sendmail
BRINTEUL T, Sendmail MRAFEHICEL (MTA) A2k A AT SHLLAAT
P ENL R . I R ARIE Sendmail S & HE &7 RS s, 4
i’ Jetc/mail/sendmail.mc, 74" DAEMON_OPTIONS 47 5025 1 i 0 (9 %
B (FMEA dnl SRIEBREZETD. REEVBIISIT FHm4S (B
WE) KFEFAER fetc/mail/sendmail.cf:

make —C /etc/mail

HR, BT sendmail-of AW A BEAE LM ey 222850 ASIEH)
) Sendmail FCE WA B M ITF T SMTP R RS- #5 M H
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1.2.10 MySQL fR4%5%%

MySQL(Z T, ZLRRHIZ B/ RSS2 ) CATHHBNRA 4.1.x.
BT MySQL AT LU RS,  Thfe & ml Al 77 T 1) ek«

* T (subquery) FSZHF

*  de4iftbEifiY BTREE &Rl

o i SSL N A E S

o EIdAEA utf-8 FI ucs-2 FAFHEM Unicode SR

R NAZAE R, 440 MySQL TH¢ B! 4.1.x R, AR A 2 v fig
IR R A . — A AT ) e BRI I TR i AR .k T ok
XANFE,  mysglclientl0 BAEBAR AL XANMRIER A 3.23.x &)
uifE (libmysglclient.so.10) $&E—ANFI5 T AT TAR I (1) R F2  1 — 1E i e
K. BAR mysqglclientl0 AL T X MySQL 4.1.x fRgasa b fisz
, (HEASZRE MySQL 4.1x SIREMH 04N Hik. ATHZMN
MySQL 3.x % FEFEHEA, letc/my.enf BE & SCHEH ) old_passwords 3
TEBRAITES FITE . WERATFEE ZAR R, Al lE2E
FHIXANS Bk Bk 04 02 B 51

1.2.10.1 mysql-server

FEBRIAIY SELinux ZABCEF, XA targeted SIS T LE
(e B B XA T R A8 K 2R 48 H AR 107 A BROR AR i R 4t
(224 . (HAZ, IXATRET S LT AT BLSAT IO B E AN RIS IE H 3 T4
AL 2Rt SELinux AWK T A%, ML 2 ol LSR8 R 48 15 W38 AT,
MO S e B R e e i H 1

1.2.11 MRS

AT AN A AL T M 2% R I 55415 6L o
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1.2.11.1 dhep

FEBRINI SELinux “ZaRlE S, XA R EHY targeted TRME BTN
Mo eI B XA S RERR I i A 10 R 48 H AR IR U I A ROR AR i3 R 4
78 O (E P v T =i o < s 8 e €0 LT 02 e s AT B LR (
&zt SELinux AR50 T A, ANk 21 m] LSRRI R S8 84T,
Nl LIRS R G 2 A H 1.

1.2.12 RE[WETHR

AT KT ARG E THKE .

1.2.12.1 system—config-lvm

GTES10.5 $24t 7T —/EJEALIK Logical Volume Manager (LVM) it & T B
- system-config-lvm. system-config-lvm fFH] ™ S ZAsHb 11 B0 04 45 N R 4
O XENTAR AR TR QIR K A AR RN, AR, R BAER
GG AL IS T I ) B R A — REAE XA 5 4

system-config-lvm i F B JERARR RGBS AE . Xl I DA B
WD A A7 i Ve 2 (KA P I D00 F 0 4 (A5 AR S54RIt T — A St

1.2.12.2 system—config—securitylevel

# system-config-securitylevel o & T H @57 05 K EGBLLE uiF CUPS Al
Multicast DNS (mDNS) 3 % . Wy &, 2407 IX 28 i 4% ik A 68 1 H

system-config-securitylevel >KZ5H] .

1.2.13 MRS

AT T 7 4 W I 55 s R B b I AR AR
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1.2.13.1 httpd

EERIN) SELinux 24l &, httpd #% targeted S Arfaidl. & @i %
B SLVFEAEZE httpd X Z8 G0 A5 r) SR 85 N 2R G 10 22 A 1 A0 7 4 194 R 95 4%
PIASEME. (HAE, XWRESBLCANTw LLEHE TAENEE (s PHP)
ANFATLLIES TAE, M%7 ## SELinux (1 T /E BHER IR 1 R SR
2 N LUE R IBAT .

Blan, Wik wcE AN RER N httpd B EAEE,  httpd 5t AT PAEECE
~/public_html/ " ##ric 4 httpd_sys content_t ({35, Apache SpfiEfEA
AEV ) IBLE¥ AT 4 SELinux BE vl LA httpd V5 1] I3 (A, R
FF, WAL TR,

MR RCE K ALVF Apache )Rl BT INTIRE, R0 AT LB Gl il A B0
R httpd SEHRERERCE

IRh 5 LA FIARMER Linux A1 SELinux [ISCHFT H AR, B3 A
JURR BT R EFAR G SO AR IR L T A S (—ANERERRICH
KIMAEE, —ASREFFR LR -

chcon -R -h -t httpd_sys_content_t public_html

chcon -t httpd_sys_content_t public_html/index.html

W AN ELH SR AR I N 7R Apache SEVFISRLIN H13 vh (1 2 1Y
I, Kf2xr=4:—A> 403 Forbidden %,

s m] LU system-config-securitylevel 5k % & A K B A2 4% 45 )
Apache (EATATSF4HERE) W) H ARG . 7 SELinux 5{ ) Modify
SELinux Policy /', #m[LLl Apache ekt R {l. WIRFH%E, falbli
#% Disable SELinux protection for httpd daemon k%% 1l unconfined t 4%
SESFYRERE A, W1 httpd_to AEHIZ MR OGP SELinux XTIZASAF
PR R, e RAARAEN Linux 247k,

TEBAIE LT, httpd ~F4P B F2 A C locale, TAS A BE BB M R S
I locale. iXw] LI & fetc/sysconfigittpd A HTTPD_LANG
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1.2.13.2 php

1.2.13.3 squid

BN fetc/php.ini A& SCPFCEIEE A HIEIME "development”
J3FF "production” R ERIME. ANFIIHLTTSE:

* display_errors PL{ERR

* log_errors PL7ERTT

*  magic_quotes_gpc ILFE K

A EAILAEAT ] "apache2handler” SAPI 5 Apache httpd 2.0 425, 1M
AN A A “apache2filter” SAPI. i S M LU w1 & AT A T 4,
SetOutputFilter 24\ Jetc/httpd/conf.d/php.conf SCAEH B

PHP 4 AR AT LA AL

* gd, mbstring F1 ncurses ¥ JE &4 E| T php-gd, php-mbstring
F php-ncurses FAFELAT . AR N CATTIIIRAS T 2011, 85 ETF-8) %
BEX B AR

e domxml, snmp F1 xmlrpc ¥ EIAESALE php-domxml, php-snmp FlI
php-xmlrpc A4,

FEBRAIY SELinux “ZaRlEH, XA RS targeted TRIE BT &
Mo BRI BT XA PP RR T AT 1 R G0 H w1 15 M BOR K 48 5 R 4t
224 PEe (R, X 0] e 3 BUE LA ) LUSAT I BC B AN i RE RS IE W Hh LA .
T Z50E SELinux A W51 T/,  AITIE 2] DUEERR 1 R 48 1F #1847,
SR AR s R G e AR H 1

1.2 14 XEORSG

AT A GTES105 L1 X & N RGESLIMEE

31



GreatTurbo Enterprise Server 10.5 32

1.2.14.1 xorg—x11

*  GTES10.5 HA3E#H1 xorg-x11-deprecated-libs K AhfL . X AN A: AL A
T X1 MCHIERE . X LERE A O TAISE = J7 M A2
AL AT DU A 17 I [R] SRt A FH A S 2 b ) 3 R AR P A T B e, Xk
FEP ZHEHISE A N T BB A XA A B diedr . M, XA RAEEAE
Xprint JERREL (libXp). #0E FHREF AN AZ A XA . i 7E 1 H]
TXAN R 14 RS I 2% FH 2% 148 FH S #5 - libgnomeprint/libgnomeprintui 4T
ENf) APIs.

* HPXM GTES105 X % ORG-S5 Z A 8] GE 21— L3R
He MET, FENNFERTRE, el G ARMEE:

S"ZD X PIRT RS RFEGH (2T 154) TR . $HXANTFRE
PR PR T . e X HRE2FTEEE, 2724l
-misc-fixed-medium-r-normal--10-100-75-75-c-60-is08859-1

SR AR T RSP hy “Fontconfig”. ‘& Fo VIV P RS R B30 FH P Ad S0 Ak o
fontconfig & 5“XfFE—RMEH, X4 RN HBEFER A LLH P
k. fontconfig {fFHIMARKEH“ NIEIL”, EATEEL:

Luxi Sans-10

B I TR RS, fontconfig/Xft KB L X FPHRT RS . Hiur, f#
Al Qt3 Bl GTK2 T Hf (F KDE fl GNOME MR MM
JPAEH fontconfig Al Xft EHET RS HefB P2 KO X F4.
EE: DA AR T ARG MA A —4b: OpenOffice.org &
H O ARG R A . AR5 40 GTES10.5 RAEMIHI A4, ARH
B PR PR T ARG e, BB RS E. WFio X 7248
TFRY, B

%5145 gk Jusrishare/fonts/local/ B3 CINSYESATELE):

mkdir /usr/share/fonts/local/

52 00 ARSI R Jusr/shareffonts/local/

B30 MHU MR A AGE R GERL mFRRE, DUNT A
DL—AT I, (HEAESERR i, BN EZE—ITNHAD:
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1.2.15 HAih

ttmkfdir -d /usr/share/fonts/local/ -o /usr/share/fonts/local/fonts.scale

mkfontdir /usr/share/fonts/local/

94D RG] E fusr/share/fonts/local/, #pkAAHEEARINE] X
FERSS 2 (xfs) MR

chkfontpath --add /usr/share/fonts/local/

HEHF ARG INE fontconfig FAAF RS LU AIA T, N H AR H)
2| Jusr/share/fonts/ H & EPTT (AN AT LAE BT 2R R H 2]~/ fonts/

Hk R ST A KRR ED . = T8 v8)5, {1 fe-cache K
SRR B A

fc-cache <directory>

XML <directory> N i%& fusr/share/fonts/ B8 ~/.fonts/ Hig. M
A LAETE AL 2237 k. J5idiat: 76 Nautilus b fonts:/if, AR )40
BTSRRI o R RSO D9z g R, X R e AT
M gzip #E4s, PIMSAUER gunzip SKARJE)S, fontconfig 44T R4
A REAE XA FAE

o KT LT fontconfigiXft BT AR RAE NI, GTK+ 1.2 N HFEF
PRSP AR IR AL A B SR BT R . 6 T SR AR
FARTT OB /E ~/.gtkre.mine SCAEFRINLL R JLAT SR lic i -

style "user-font" {

fontset = "<font-specification>"

}

widget_class "*" style "user-font"

CGXHHY <font-specification> A MAL Gt 1) 0 FHFL P H 4 0E ,

ARG KT AR T AR A A3 (KA S0 1R A P £ 6
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1.2.15.1 compat—db

1.2.15.2 1lvm2

1.2.15.3 Net—snmp

1.2.15.4 Nscd

C++ 1 TCL 40 FEATASAE compat-db HE 0 b o 753524 FH 3 BB 4 52
HI N FE 20 d 7] 24 AT ) DB .

AL vm2 AL .

—ANSEREN) LVM2 iy S W BEAE Justisbin/. fE fust/ IR TERLI R BRI
W, BN AT A E N L sbin/lvm.static (1201,  /shin/lvm.static vgchange
-ay)o

e Just/ HRMHEE D, ABFEEETES S GARMN vm (B,
lusr/sbin/lvm vgchange -ay %4 /usr/shin/vgchange -ay ).

B LVM2 4 (i, Jusr/shin/vgehange -ay A1 /shin/lvm.static vgchange
-ay) SRR BIEEAT 2.4 Wk IR, TSI LVML @4
LVML 2&pch bl mvml g5 (filan, /sbinivgchange.lvml -ay).

TEBGAM SELinux Z&lCE H, XN TH R targeted SRENE AT AL 2
Mo BT B AN SF R T T A 1 2 48 H AR 1 U5 I BOR SR 48 5 R 4
224 AR, X ] B3 B0 LA vy LS AT I B B AN T RES 1E o Hh A .
2%t SELinux A LMK T fil, ANk B n] AR 0 R4 I H B AT,
XL s R A H I .

nscd PRSPt ST 4P R T S5 A8 R GL T BT et B I ORAT I A7 N 2 o
BAEERE (A, A END W LUREE fetcinscd.conf S HAHRN
MATHEh "yes" SRSZILIEANTIRE. LB At i I 4 4% o S Re A 2
B, BERIEMAHHTE, ILEE A (time-to-live) B4t I{E &
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1.2.15.5 Ntp

1.2.15.6 Portmap

1.2.15.7 udev

REIE AT A IRC SR A A B BB RO o 3K AR H S A PR MR 9585 I e 2R
AR A -

TEBRIAK SELinux Z&RE S, XA T IFEEH targeted SEMS T AR &
(o B I B XA S AP R T 7 A5 P 1 R 5 H A I U I BB SR A 3 R 5
(A o AR, X n] BE 3 SUE LT AT LUZ AT IR S AN T R 65 11 A
L% SELinux A RS IK T A#,  MITTIS Bl AMERS 1 R 48 1E %84T,
SOAT AR s s R G e A RN H I

TEBRIAK SELinux Z&RLEF, XTI EH targeted SEMS T AR &
(o e I B XA SRR T 5 A3 9 2R 48 H A 1 U7 I BB S H R4
(e Ak o AR, XTS5 306 LAHT T LUZAT IR G B A T BB A% 1E 0 Hh T4
A2k SELinux A RWE 1K T A%, ML Bl ME RS 1) R S8 E W B AT,
ST AR I R SR A RN H 1

FEBRINEY SELinux ZAfCE T, AT EFEY targeted SR T HLE
(K70 eI BRI AN T HERE T it A R ZR 4 H B 10 07 DB BROR AR i R 4
(2 asth o (HZ, 1) BT U8 LU T LUSAT IO IC EAS FFRE S 155 U T A%
A ZIR; SELinux ARSI Tk, ML 2] BLE RS I R S8 IE 7 s AT,
Mol R o avE i H 1.

GTES10.5 NG R MCAIIFE, Mid— MR Mdevi HREHK&.
Tl udev FAHE R . T AV WL BN IS A 1 A 8%
%

KT udev IHTANAE S, EZE udev(8) IIBLHIAITT.

udev FRIAIAM A HE I A ZBURE A7 UAE — /2T Jetc/udevirules.d/  H S () 5
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AR
udev [R5 A AR BRI 0 204 A7 TCAE — AN T Jetcludev/permissions.d/
H S i s

{ERGTI 5] GTES10.5 2 A E B E ] udev. (HE CHARAHE
1), ATLMER I N PR T3] udev:

81 Wi BIEAEAT 2.6 N

24 Wi Isysl CHHER

%320 223 GTES10.5 #R4EAY initscripts RPM
%40 2% GTES10.5 $-4LHIHIH udev RPM

%5 525 AT /sbin/start_udev

#0620 23k GTES10.5 24EKHiH mkinitrd RPM

P75 PUTEL ISR, —: 0% GTESL05 HLGEIUHNY kernel RPM 2§
W EAAE I THHEST mkinitrd
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2.1 WXk

2.1.1 ZEKmTF

2.1.2 RENH

¥ &  GTES10.5

(setup agent)

IHER 23 % Y first boot, GTES10.5 H% first boot.

I PAEAE I — DN A E R Z BTN % T FIZ RSB HARE . X4
IEXT S NAL T R REAARE .

WA RIELSIFENIN 4384, — MRl B uk AR R .

AT shell $EoR 2 JE AT LU Ay A I T o

o EIBE: ERHED (GUD I Ay St H 5
BIAR AT L AR B o 80 DU A R 15 5. SR e il E 2
HLTH

o EUEHFED (GUD: EREMAPEOENAZEE D Bibg. 48R
HMR I —EARE. TR X B O, BbR. S0 R AR 04T
Ja s N FE DA BRbR B B 2 F T T SO S5 1

o BB . ENER AN R Sk, i Ek
FIRERA IR (PR IRE 8%

e man FMITF info FMTT: man FH TR info FME 0T A H 34 T X
A BRI SEAN 2B . e shell #2555 /5 %1\ man su (& info su),
ARA e Bl S su TN i g BIaE T .

e JHMR: ERAAEMM T RS, M TREPEE CnE 2-1). iR
BTN R LR A TR 3 — B PR I E R
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38

& The GINP

Ll
-
}-;"' l3]4

1502
2005~05-17

b

2-1 SRR
MR C(root): RETERGLHEEMMAIEM ARG E R (RIEHEHD ik
Froo At G A TR RSV AR . an SRS AT s 2L 5
M 2 BT 1B AT BB T A 20 LR FH 2 S BBl R G
* RPM: RPM J& RPM G T B, ER—MRMA4E. Bl e
ALK RS L.
*  Shell $#&7x (prompt): ‘B AEIER G 2 RIMar 24T8: 0 (&l
2-2), Shell R P IR A, FHAARAERIERS.

File Edit wiew Terminal Go Help
[john@dhcp59-229 johnl$ 1s -1 [~]
total 152
—-TW-TW-T—— 1 john john 2584 Aug 12 15:11 borderonly-docs-NEW. tar.
gz
—TW——————— 1 john john 45301 Aug 12 15:15 docs-cd.png
—TW——————— 1 john john 55215 Aug 12 15:04 file-roller.png
ArwxXrwxr -X 78 root root 40896 Aug 12 2002 mnt
drwxr-xr-x 25 root root 4096 Aug 12 16:00 nfs
—-TW——————— 1 john john 32593 Aug 12 10:40 userconfig.png
[john@dhcp59-229 johnl$ 1s
borderonly-docs-NEW.tar.gz file-roller.png nfs
docs-cd.png mnt userconfig.png
[john@dhcp59-229 johnl$
7
-
2-2 shell $&/1
* sufllsu-: fird su R TREHH 0. AR AT AT 2 i A 45 B

JrEE AR . A su T EUERS AR Croot) A7 TR (9 shell

.
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2.1.3 &F

o XE X HIORS: ZAERAZEHP BN, WRER “7F X
B EE CIBAT X7, At RAERITER PR (GUD FREETT AR, M
ARG 5

NS RGN GTES10.5 RYE. MIREF ARG Mg, Hsip 28IE
HERRENAEBEC (WRRGE BB . R ERAN T H R0 Z Y,
RO LR R, GTES10.5 FIK /R HEFR . P RALE. N
BT B BB S A5, 85N S5 S0 IR 45 0 U i) BBR A2 AN R 4
IR T Tk, FFHZK SR T RS, Al L
PR MR EEET” —F, WS IUNEIEE TR, MaiEs% 6l
g 7 —A,

TR O T — NI kS, A TRA TR AR L 5
PRI RS, LR iR e s &4,

2.1.3.1 VDIEEAmEBR

MREWHI TR G, bt LSS RImE 2-3 PR BB SRS .
W RS B AR B W E 2 B B BT AL, A S BRI
localhost,
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X turbolinux:

F
Rl
'l ALF &
O —
AMALIR S

K 2-3 K&
WU P B &R RS, MERRENTA root, RIFHMIGHE, R
G NN P R, N RS e B AR P R, AR R R
EM A B SR RS MBRBLIEER B RARS, MANEH 4, R
%, SERGFORNMANFEL G, ERORNENTIAN %0, %P4 .

WERGEGR DL TSR RN, ARG 30 A R sh KL s

2.1.3.2 RBRPEHEER

LERGE LRI, W BATHG 2Ty AR ST AR g AL, I
R T SCAT G, A ARSG T8 3l Ja K 2 MBI R 1SS
KA.

GreatTurbo Enterprise Server 10.5 (Zuma)
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Linux 2.6.9-8.11 on i686 (localhost.localdomain)

VC: ttyl

localhost login:

U R BAT TR B W 2 I BRI T S4B A K A BRIA
localhost.localdomain.

WRCMRH P GRS R RS, BMERTRMAERA root, REHEEITFRE, &
LR PR NN IR, N RGBT e AR %0, ARG %]
TERI R R G, WARMPIHEH P B R, MATEH 4, KRGk
HI7E, FRGRTMANEL G, ARG %W, FiZEER,

HRARGL T DT fir 4 startx K5 3l B 5L

2.1.4 EJEHFE

ST X B CVRGEL IR RS Lk 2 BRI 2-4 s T
AUID. GTESI05 bl KDE HOWBRIKISI, RBAIHZ% “ MY
ST
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AW N a0 % & ) BT,

ISR weseain |

4 2-4 KDE &

2.1.5 FTFF shell 7~ (prompt)

S P $REE T Vi) shell 3770368, Shell #2782 — AN HRY. &
SV PN AT I 77 AR, AR S ST $1 T shell S5 125
By pibi g, W N> RE LH->% . Edn] DL A
MR B AL, K5 IEFEAT IT 250 1) 7 R JA 20 shell $27R . 5] shell
PRI =Fhe PP s shell 3747 LA X 4240 S5
1t shell $27R P exit, AR5 1[4 5 55 = 7 shell 275 14%[Ctrl]-[D] .
WA shell $2on GBI T M, WS% “shell $&-EE4G7 —5.
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2.1.6 QIR FmkF

HAARGLBRML R, SPoRH P RIEE —NRIEKT o ER ARSI AT
O, Az LA R B ORI A Rk, AN B
LR 7 B 65

UK B PR SRR TR R B G, SR R A
shell $275 T dir AT Q% .

2.1.6.1 HEBHFEEEBUER,
H 18 XA E CREUE-SH M4,

B2 WMREAEUMRME P G0 7GRN, RESTRER AR ik~
FE
30 HIWE 2-5 AP EREERSE . S inE P Ebr.

e . Arems ) =) (& 1]
T (E) BT RN (W)

B» @& B B H @

IR (U FRhEEEF(G) B (T) fEr (D) #EEh (H) RIER (R)

WwEtiEE S, | RS W |

A a0 |
Hra ~ | B D| £Z0%| 2% |2 shel| 287

user user /bin/bash /homefuser

admin 500 admin admin /bin/bash  /home/admin

B 2-5 i REaE
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5§40 AERIEEET ] RHEAE T A A A B .
F 50 g )E, BT S St BE P R T

2.1.6.2  J shell R Tar AT T A G/
#1: ATIF A shell $71.

8220 WREAE LR P G400 8%, WHE shell #2735 A4 su -
SRJEE N P S

%30 T4 useradd, 7EILEREREGIEMA G, RIEHARIZE,
N4 passwd, 7EJLEEHRECIEMH 4, REEANE,
%535 7F LA New password: 3275 J5 i A F1 3560

%96 20: 7F Retype new password:$#&7 J5 TR ARIA (13505, Gt Fmk -
AR S SER T

N

>

w4

i

2.1.7  SCREFIESBY

GTES10.5 NI it 7 2R SR LA By R P e BRI R SE. ARG
ASCRI LS =l A T 00, B3R AL T SN R S A
MBI 28 Al A5 B 0. A5 5 TR R HIRE P A5 S ) R SCRBUB R S
BEAT 2B B AR B SO BT R IR R 0 S A

2.1.7.1 4K man

FA e LGl 7E shell $2755 H i A 4 man ] $h 47 SC2E 44 ki 1) T T .
i, AEYT ] 1s (5T R BELE shell $27R TP HIA man Is s Fatas s
ik 2-6 Froanifs &, BIA[qIRIATIE H .
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File Edit VWiew Terminal Go Help
LS(1) User Commands

NAME

1s - list directory contents

SYNOPSIS
1s [OPTION]... [FILE]...

DESCRIPTION
Sort entries alphabetically if none of -cftuSUX nor —-sort.

Mandatory arguments to long options are mandatory for short

too.
-a, ——all

do not hide entries starting with .
-A, ——almost-all

do not list implied . and ..
——author

print the author of each file

L5(1)

List information about the FILEs (the current directory by default).

options

[»

[

K 2-6 T 1s [f) man {5 5

2.1.7.2 man BOHFMRE

BIALR G —FE, man B4 B SR TIT, HEAE shell #2755 A man

man B $T JF man BFM .

2.1.8 VR4

2.1.8.1 KB

DR A S A SR 2, T DA BRI B “ATBl->vE T B,

AIMBIE 2-7 ProsiRiniEs, EEEEs AT,
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gl “root” W= 1E

fOEEw ) | %o |

B 2-7 FEEGIA

2.1.8.2 ERUEHIGES
ez A RN exit B [Ctrl]-[D]RI A V1SS .

2.1.9 KHATHEN

2.1.9.1 KE®XHA

AEF 27 FUARIUH TERE S A FES U S, AR Ak, VAT 65
Lo

2.1.9.2 BEREEHEG <A
MBI R R REH S T TAE, HE4A halt B v ¢ 5.

2.2 fERERAH

GTES10.5 UL KDE fCHBRIN ST . K SRR (KDE) 2 —ANETEALI
B CEDRELALIT gnome Wi . XS/ 4H KDE [FFA RN
M RS SO R PR . 2 Hl s,

MR EABEIENT fif KDE, FLAZ% http://www.kde.org/
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2.2.1 5E% KDE

2.2.1.1

2.2.1.2

2.2.1.3

2.2.1. 4

2.2.1.5

KDE J& M HAT m AT C B (SR IR S FTTTR D, T DU B
LA T T R BT

KDE #4%F
X2 R PR T ICE Konqueror SO IS G e S A R R 1
Difg. ST LR SO SRTRR EA N R 7 (0 dn mT LUK Hods 5 SR SCF KTk
B xmms, TIAZENERLS)

HMNIRFN TR
X355 g F P B AL T St ST PR B TR 4 A e I T R . 4RI DA SE I
B BRCE A, B, BAR. TIRICE . BRAY, fwE DAt rsh .
AT DU IR A =0T e B RS A R, DR I AR

X A5 B Th e
X5 H e T v B KRS .

RoEE
XIS SR R G TR O Ho i T A 3 AR LR LIAR F P 1 & 40
AREBLE . X80 W P T 2R k. IR EAS. IR
SRR Z TR W R Horp B —ANE U T 18, (H S ZIE T
IIREAR TR, TS ATRA TR ZIHE A e BRI 424

HERRIFIR 4%

X3 A T SR T I 4 A B TG B D e
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2. 2.2 KXongueror f&jft

Konqueror & KDE HySCAFE g . BRI fe A0 2T GNOME [#) Nautilus.
Konqueror $24t 70 R A SCAFIETE B 8 A vFE IS 18 1 s i
A GTES10.5 R4t Vi ln) M4 o 46—t HAbThfAE . Konqueror 2344 1&]
by BRI, . R 43 Kongqueror B2 11— 28T fik.

2.2.2.1 HPFEIMHEFE (home)
Konqueror [FERAAT A ZRIMEAS . B/ 900 % D FT S CHFI H %,
ASRETEFF T Konqueror HHT T SCAFI H 3% o 7801 MG Firefox Bi3L
A ST 2% —FE A B e SR B H %, SRS IR B AR T I, (AR AE
E AL AP = =

2.2.2.2 [E|McEs

BHALEEE RS —FE, KDE thAg Rk o [Hfest o () SO0 B 21k BE 25 11
I AG A S BB o A P B X0 S L P [l gl P besgh T AT T i
i o FTIT (R [ hgsst gk 41 [7)— A Konqueror % 1. ‘& RV SC- 3t 85 .
SR P A R (DR, RS BRI AR B, A T AR [ 7

2.2.2.3 TWBINR
KDE 1] L ] B 3 A it AT 54 - e #5 4 4% . CD-ROM #il DVD-ROM.

22231 B

TEVT W R 2 AT A5G R B e A, A3 P 50 B0 S i AN B A . T U A
Konqueror H:##i4% . 1253 IT Konqueror % 1, 4R MW T HA k£ “ 4
F->BAR”, Ak A ARt T DOR R R ok e BURAES, [H1E)
Devices Hak, $RJa At 8t I-bR, SEPEEIRL, vl DL AR AL .
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22232

CD-ROM #I DVD-ROM

M50k CD 5 DVD Wi ANIEBh#s 5, RE4S Hal . 4TJF Konqueror
WA, T HAATHAPEPE “HRI->B% 7, Xk AR N (1 B bt ol LT
JF CD Ek DVD T . Witfif A CD 5 DVD B34 B ahiEd, Mot E
F1IF Konqueror %548, 76 T H& THA&HIES “HR>k&”, REHA
Bt il CD 28 DVD IR, wEFeHEE, #in LIEEE CD 5 DVD, 448
JfH CD 5k DVD i, A LLTIT Konqueror 3% 2%, 78T H4& T A4 itk
CRER-> 47, SRJE AT S CD Bk DVD (bR, EREERd, mharLl
W Jt9H CD 1 DVD.

2.2.2.4 5E# Konqueror

Konqueror [FAT AW T LABE e il #TJF Konqueror, 7E T HAHER: “ e
->fitE Konqueror” il n] LA3T JT Konqueror (R E & 11 (AnlE 2-8 TR ).
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r\:,l 4 BEER - BE Konqueror =) (&) (X
@ n EIZEEE Konqueror BISCHHEIESE SN
T ‘ FRESFF (5) L[I)nngl\'en SongTi KD
? ‘ e LN AR [10 =
sl = EENARE (D | ]
@ EFTTMEE L) |2 7 T
0 T ) Sri TR (0
Q () At SR (1)
SLMFRER
Web TH
Java # JavaScript
FiF
@ i '
oy
| @#EBWw || FRAEQ | ﬂvmwhv J | B mAH© |

2-8 Konqueror [t & % I

FE eI R M P e LI B bR . mii e P AR R AN AR, At
SAEATL GRS P SR AR SO BC B I i, s AN AR G e
(kS P9 SR T ARIERE . Konqueror B R /NIEPESEICE . & i
B, Y LT DAORAF G, AR5 e i e S AL e i T RC R T
PEIRR I TRCE R L.

2.2.3 ¥ Konqueror

Konqueror /& KDE SLIHI [ 27 FE 28 A1 web 2% . Konqueror fif 7
BeE A CH KDE 5. FE GTES105 R4, L A scil. wl sk
FE A B B DAL — eI RE . X3 EE A4 Kongueror [1]
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.

f@ﬁf&?’f%ﬁiﬁﬁ%ﬁﬂ, st T LLE Bl Konqueror.

Kongqueror nJ IIFH 3% H i3 Chome) H LK HEAY GTES10.5 &
g, eI REZ S5, AILSH T RA 1) Home T4 EE: M3 3 H 3% .

r —= -
> |E5 user - Kongueror

[
D
[x

,

HEL HEED BN ¥HE F=O ILED REEQ ®OM #Hh0

QQRQ0IQIE 1DSIAQMEnEM ¢
il

B EE: L[ file:/ home/user/ | * J
ENET 3
= fr g @ @
g T'Q?Tmﬁéﬁ%‘illﬁiﬁ
] ’;'@"Lﬁ@' myfile mypictures
| PSR o Rl
@
)
-
=
o,
=
8
| @@ -0 h -2 ik

% 2-9 Konqueror U445 HH 2%
T8 T DA s T 47 T T P IR SR e AR X 3 i Konqueror AT TRIER H 1) 43
JESCAE R G ST A B S SO R . R B SRR H St AT DA R B ek
5 DUE| MG SO, At nl AR R . At nl DU A s 5
PRECCARIE, R i 15N BR SR AN B ST AR B A
Konqueror 43 7] LL g7 /NE ¥R B PostScript/PDF SC:F1 web 3044, ‘&
AT AT H - A
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2.2.3.1 SR
Kongqueror 3 #h—MRA RS SATIAR . BRIATEOL T ST AR AL
T Konqueror & el o FH 7 i) AR ST A Py Pl s LA R
ARG IR K 2-10 ORI SR .

EY I IS

% 2-10 Konqueror SALTHIAR

2.2.4 f¥F KDE S

WIFTTHPTIA, KDE B S BAT PN & H s SR s be . o Hefb T
Hoo A5 R IE TP RA VRN XL T A,

2.2.4.1 FESTE BRI AR E 3) bR

LB AR S LRV W 2 A N IR, AN R S
Ffke A TSEBLUX—ANHE, AP AT AR s LG AL R AR i L
NIRRT R B bR . — T =R AT I T i
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o RN IR A S AR TS R, SR AR s
o RN IR A S B IR P ok, AR A SR L.
© R BT TAIEN IR 3 bR

—BAEOUR BRI R IR Bl P bt 21 s i BB
R RSN B AT N HIRE Sy s bR, s 28 Bl T

T AN RE Y A SRR B AR

1D BNAZHE B H S AR K N R I A AR

55250 BENAZHAE N R SCAF AL E . 50T BT which fir4-ok Sk
FARERSSCAF AL B

8030 MMbSA R AR R Ay, R ORrd->3rE-> N R
FreERe”.

B 40 HEHIHEE Gl 2-11 o) J5, BTN A%

ik AR AT

TR XZA HTRE R B ] S, DU PTIER,  TAANIR,

s R AT AT SO B A2

TR NIRRT A AR

5L WA, MliifEL.
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ruz,l X net-xpdf. desktop FUERE - KDesktop ) [ ]
[Fm@ | sR@ | AR w |
i (D) |
VEFE (E): |'~"iew Adobe PDF (acrobat) files
ah% (M)« [xpdf IS (B . ..
TERETE (W) - | Fr

TR MIME 2ER(S):
MIME SB[ ]
application/pdf PDF 3735

wh. . R | EEEHEW... |

(vrszw )| X =H©@ |

B 2-11 BUEE N IRE A sl AR 1

2.2.4.2 EERHE

AT R A Ay, ERERCE I, RO I B R .
TG 7 A DUR bR F5E 4708 2RI BERRRR) . SR,
VT E PN = WU T S v £ 5 WP
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E ENLRRE
SEAEQ. |2HEE
1 R
% O iFEER W
é [OR=N N bfusrf"sharB,-"backgmundsfimages,-"default,.png Il iéj @J
Z4EE ) MBETITR(S): | s I
B
BRRPEF | g2 (BN K
[°]
% (L) [ EEHE ¥ U
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W (AR i3
SE U J
L ) 8 (1) ﬂ[ BHiLE (D) IJ ‘ W OBRE (0) M W ﬂ“ K EHED |

K 2-12 S il
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!ﬁ AR EREEF R EAEE.
| aEsE0: S———— 1%
P AmERQ
% £ L [=@ &H 11 |
£E 22 5 £ 12: |
-i S 3 |,%E 3 BE 10 |
[@ 2E 4 |EF 4 E 1: |
FaipRs | 8 O | 5H 15 |
S £F 6 | SE 16: |
[Ei gE | 2 17 |
g% @ | £F 15 |
£E 9: | 2F 19 |
28 10 | 5H 20: |
[T ERrEER LERRmERITERE
| @#Bw || HEQ | (vazo )| v S| XmHEO |

Kl 2-13 R0l i

WEREWE 2w, R E ST 2N E bR, R EARECR, ESCARIX
NS T AHK, ARG m e AL, 14 i e S LT

2.2.5 fAHEK

TR, TSR R A e BRINE DL, TR AL 5 S PR — 2241 web 3 %2
e WBPERE S G s I H N R AR

“s I [2] seane e I
¥ i

e £ 16:15
&
4 2005-05-17

Kl 2-14 THItR
applets EIBATTETAR _F /NS HFRSY . THIAR -1 applets AT LAy Jyix J1L25:
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AT RS applets. FHT 2RI R0 H 11 applets. & 315 FHRE A
applets. 1385 applets Z&BIAFEHAR LIZATH . X — N el A9
11 applets.

2.2.5.1 SEDI#E
BOATEOL T, KDE $efit 7P o X PYAS S AR 2L 7w AR
P T H8% 45 2 A S 0 Z (A AT D). IXRE AT BT P (R e AN L B
AN L B 2-15 SR K DA SR AR D) e s .

Pd

K 2-15 SIS

B, 2iEAE— 5 LA Evolution A5 B %, &L v LIAESIb—
ST Mozilla 371 % webo

2.2.5.2 &%

Wk 2-16 Prow, RS54 EROR TAEFHAT & s AT N I RE P . BT LAt
R INAEISE ANV S SNA AL 'S S 2N EANA Y & 95 e MR e 2 S P o N U L P
VA B AT 25 A 010 I Sk, B HEIL BAT S5 45 B AT o

@ Yahoo! Mail - The best web = Evolution - Mail
& user@dhcp59-199:~ - Shell D Untitledl - OpenOffice.org 1

2-16 fE555

2.2.5.3 4

Bl ¥ & KDE ft iie miih B4l o L — iR 3. 5

A DME SR AT S TS5, BIAUR SO HIRE Y Bk R
RIS PR S T S AN IR R T A TN,
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Horp GG HIER . Jp . SRS

BT LU TS R U 1l XA RS o — AN R ORI (1 5E
TR o ] OB AR A AT B AT N R PR IE AT ) KDE 4%
e

2.2.5.4 WEHEIR

% KDE AR TR —FF, Wbt LARCE R, B A i T iR
HEE ST, AR JE PG E AR 2 LA 2-17 P i) AR P .

=
T WE - mE ) = 21 )
TR B R E TR
(%R [BED [FEW |[#H@ |
~fE -
i 4R 4R J
. 4k 18 J
- KE©
"] J 1% [+
% BEAHFERART (0
- Foh@
L EE il = J
6 e =

(@ #ehap || BAED | (vreze )| v || BBHEOQ |

2-17 THIB LA
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2.2.5.5 ¥f0applets R T

A R TR A Sy, BB US> R AL, SRS P A
SN (0 1 Ry B AT

2.2.6 JH Konqueror i web

Konqueror AMYAY & —AN SO s gs (aipe 2-18), 72— web 5
Mg, W “ PR ->Kongueror” HirILARE) Konqueror. T
W URL 4N B 55 025 1 A AR JE 4 1=, gl AU i) AR f) 199 5
To Ak THS BB s o ResE FS el AR T, S TR
% LR R 5% Esc BT DUE IEEO AR T, ik TR ISR
A AV i iU ) ek AR 5T, S R AT A i) JS U e e e
Konqueror St H 7R —/N0 5528 & B IR I RR 2 A RIZN 24 M
o sl CRAR RIS, EROREERRSE, T DL R — N30 Y 3 o
FIIF—ANBbR%s, SRJEHIA URL, #nl LAEBbRSh T TR T T s

WHRHPRETEEZAER, o DUES B Kongueror IEFRIF CanlkE
2-19),
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wRL T WO KHG BEQ TAD #10 FaL WY
QAL O SRR GE &

8 | T e T e e #15H

¥ turbolinux

ERHEEETurbolinu e B, FWERMNAFS0RSEBHIELNL S FRICC R

Turbol inux it SHESEE "AA4E. BAAE" OFEN, EEFSIREEORE, BIMAAEEEL. &
. RREREER.

ggig;ﬁﬂﬁmnﬂ#ﬁﬂ?ﬂﬂlﬂ 30 FeMEEE, X, Foai OVOHTEEER (RMBEE N T LR

¥ mrgE
%

‘Wlﬁﬂm‘ . mﬂ * b gl e, Qarduil e ool cnSveevleed indes. hial
WEREEEEERE W P banps e viirbof tie comcnd dues b e ks ST PR

R ET MERLEDTREY - RiAR

|

2-18 Konqueror Xitl Fi il
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2-20 7t Konqueror F&H K

W RABOR B4 NE s B SR 28BS Kongueror 2o B 75 . &
AU F SR sk B> 0 B B ->kview BB A A 2L
Konqueror Bt HT Bor B F, ARG E T DL K 2-21 b @R i) T H AR
P AT T« T -

QLR O O~ A [EEEE

K 2-21 B M E T4

2.2.8 KMail

KMail s KDE ¥ H 3l T A . ‘& HAT AT Evolution (1 B TEAL K 51
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AU KMail WO IB . BT BLssar 280, EFE “ R45 M ->Kmail?
KATIF KMail..

LR KMail 2 /1, S5 F0ERE KMail. M KMail i) T B4 ik “¥%
EH->HE Kmail”, ol BT T KMail (RS TR

KMail % P st & e DS Ry 400, W%, 4. wmERS. %
ARNZRIG ., G ARG AR, 820 X 5 3 R X 443 AN 4
HEATVE . WSS £ 55 F KMail 1945 5, BT L& KMail 1T
B Yi i) KMail [ 3252 http://kmail.kde.org.

T AT B - KMail =l &) )
THE D BB RO THEQ BHw TAD 2RO HHO
i AR 3@
RE et B #2Ro. | B | ETEE ¥
M [ERA
* [wim]

[0 #E 0 HEE. ' |

K 2-22 KMail E% M

—EBCE S, BT LA s KMail 25 b A R 2 I Pl bR S UR ik
HEAE T o 2B SO AV R iy Cee AR I
R ORI B2 BOEIIMAFAE . an AL G SR IR AF, ST AT R
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2-23 KMail B2 1

—HEETEE, R ERUSrMR b, SRE s TR Bk

(Sh 78 HUAT LR IS AE RO 2

2.2.9 YES KDE
A3 PR T AR R KDE. 85— Rl I B3 b e e Y, SR G s e

Ml iAh—FORE AR SR A A, SEREER
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5 “root” WIS

2-24 KDE J:48 % 1

2.2.10 #Bh

T LU R G 8 BT S Ax i T A% KDE. FTITEBIAD BRI miali
TSR, R, LTI RS (&l 2-25 Jros).

=MD MR ERD OWHG BEG WEp
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2.3 BHHEXMHFHEZ

2.3.1

X5 FEAH GTESL10.5 KRG 2T Wil shell $27 5 B4
FH, 5% “shell $ERIEml” —5,

XHRERE

ENAE RGN, BRIV H— ARG

s YREA

YRR R S G SR AERT 5“7 Z G B 43 o B, 5 S 4 foo.text
W text e R4

LI

BRARFR IS H SR T H SR R 745 o S n] ORI & 2R U R G b
SE A

o WA AR

AR F P Ui A BR Fi (2 e 20 AR FH P Ok P B R B R S, IR TR
RGN BINE I Ui B, w5t rl DL RGBT EAE, BT LA 2
CME AR AR

c MRHZR

R H RIS R G R IZ M H ok ANEEBR B <07 FRA R
S “Iroot” WRIET .

2.3.2 —RERKXHRGEIE

AT —MEER G A B O ER 147 7%, fE GTES10.5 1, 3CfF
BPATBHE R F . BRETUESFAEX. FTEREWTUEESTHRE
FASCA:
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7t GTES105 HICAFREGH, AWM . —FEmigie, fRm2
MAHTHSRIFURBISE R G PR B . 4R daxt ik iz,
(2 IR H ST 46 3 S0 R Ge b S — 0 B K el o a0, M5 4% & froot,
AT ENEmp FIARRT 845 A tmp, 725 % 42 A ftmp o

2.3.3 HHEIHF

TN linux R AN T, BAEATRES WA linux SCHER G IS
P4 B Sl P, BOTRER1E Linux TS0 4 18 R 44 1T 2 LURT 3 e
Wid. Linux TEHRXHESHE LN RA, FRNEEY EA.

2.3.3.1 SofhkAE

23311  R4EFERSCH
*  .bz2—J1 bzip2 H 4 S
* .gz— M gzip B4 S
*  tar— i tar JAR4I A
e tbz Si.tarbz—H tar AR5, TEH bzip K46 193X
e tgz Eltargz— M tar A4S, FEH gzip s i SCf
* .zip—H gzip E4E S

23312  3CHK
au— A
* gif—GIF &3 (Graphics Interchange Format 455 )
e html #ihtm—HTML 3 (Hyper Text Markup Language )45

* .jpg—IPG XfF (Joint Photographic Experts Group {145 )

67



GreatTurbo Enterprise Server 10.5 68

23313 R

pdf—SCRYHL G S, PDF 37k Portable Document Format
.png—PNG E{E 31 (Portable Network Graphic fI4i5)
.ps—PostScript SCfF, X &R FHTEI IS

Axt— RIS ASCI SCA LA

wav— A

xpm— B3+ (X Pixelmap HI4E5)

conf—Pe & 3, el LAY R4 . ofg Fom
Jock— MBS, RoR—MREP B AR T IR AE B A

rpm— T2 2584 11) Red Hat £.%5 2 (Red Hat Package Manager (¥4

H) 3fF

23314  BEARAH

23315  @4A&IH

C—C W F UARD S
.cpp—C+ +IEARIE LA
h—C 5 C++ 3K AF
O— Ty HARSCAF
p—perl JlA SC#E

.py —python JIA SCF
S0— AT

.sh—shell A SC 1
tel—TCL JIA S
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2.3.3.2

s RICfE

5 linux PR BTG .7 AR SCAFRR A )8 300 o KRR SO 2 B s
o AERMR T H T a] DU # “ ML -> R Bk kR &, B m] LAAE shell
FORTH Is—a k& F.

* FEEA RIS

RET AR SCAE A4 TP A AR )i 5, (ELEE TR K 2 25 P b i 55 AT I Oy
RIS o ARG, WA S . B DLIRAT T U — S O R AN
FESCAF A AL FIRR AT 5o AT SERFIRINAT 5o ANRE R BLAE ST 44 P
15”;[1[] «/»\ u.u‘ ““vo

* EXfFAT R AT A

LY R AFH R AL, “7 BRI . AEBE g AL A AR Al
ZAREP B %o 24 AL SCIE— SRR VRS I 4 ST A

BE IR

X BB Y R A SR, FATAURAGE S F A4 SRR,
2 n] LLE B fir 4 file. BlUnA—ANSCIE4 0 saturday (19 3CH, WERE AR E

B SCPEEAY, FRATT IR LR shell $27R h#ai A\ file saturday BV AT B SO
.,

2.3.4 SCHEEZERIERY

2.3.4.1

2.3.4.2

23421

H file roller

7E shell 78 FIEZE S0

bzip2 #1 bunzip2
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WIEREH] bzip2 4 — A 30k, A shell 32717 ML iy
bzip2 filename

A HE AN Fa 4 SO filename.bz2.

WERARR R A AN S, VB shell S R TIF A2
bzunip2 filename.bz2

oA M 4 1 S filename, T SRS ) s 45 344 filename.bz2 M4

B .
bzip2 WL RIS AR S SLRBREAEAE shell B FiA MR
s

bzip2 filename.bz2 filel file2 file3 /usr/work/school

TER AN AT B H 32 8] A 2R LA 7S 4% 93 B o

2.3.4.2.2 gzip A gunzip
WIRE gzip KA 3CfF, AL shell J2R TR DT 674
gzip filename
I3 Ao HE AN R 45 S filename.gze
WERARR R A AN S, VB shell $7 R TIF fir 2
gunzip filename.gz

o e B — AR IS4 0 SCAF filename, 10 R 6 S 45 SCAF filename.gz M 4>

B
0zip P LA — K IRA % A SCHEAT o ARBRARZE shell BUR FHIA LT fir
ZS

gzip —r filename.bz2 filel file2 file3 /usr/work/school

VER A SCAF B S )25 A ZE R 3 o

2.3.4.2.3 zip M unzip
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2.3.4.3

WEREH] zip IR — S0, UEAE shell $275 RAAWIF dir4-:
zip —r filename.zip filesdir

WY A as i — AN R4 SO filename.zip. Hir filesdir 2 B 4 H 5%,
-r Rk H 3k filesdir T RIITE SCAFFIT H MBI AR EE,  BPEE filesdir T
WA SCAEFN - B S AR S R 46 S

WA R A AS S, UEAE shell $7 R R fir %
unzip filename.zip

o e B — AR IS4 0 SCAF filename, 10 R K 6 S 47 SCAF filename.gz MU 4>
BB .

zip FTLA—RIEAR 2 A SO E S FARSRAVE I AE shell #2758 Ry
e

zip —r filename.bz2 filel file2 file3 /usr/work/school

TER AN AT B H 32 8] A 2R LA 4% 93 B o

7 shell &7~ FRI3CHERY

T tar S SCPFEAT S A VARSI — P 0k R TI A2 28 tar (1L
* -c— BB AR

o A=A -c JETUN, FRUIEQIER IR SRS B -x N, 5
LRIT IS4

o = WORIHRSC R SRR

¢ v SR IARY SO B ARG N
* X RIS

o z— T gzip JE4E VA S

* -j—H bzip2 45 AR SO
DRV HRE SR, RN

tar -cvf filename.tar directory/file
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TERXAMI -+, filename.tar K ZAIEIHRISCE4, directory/file 2R
BLRNVARS SO H SRS

R AT SRR H s A 3R TSR] IR A 2 A SR S
tar -cvf filename.tar /home/mine/work /home/mine/school

TN FH I TC R AU kS 53 B o

LHH AR RN A, W LRI

tar -tvf filename.tar

FHRIT— N VIRESCA, W R

tar -xvf filename.tar

BRINESBL T tar fr 2 IS PR I SO T IR 4 o 0 R AR SO
H bzip 45, AT LM R IE -

tar -cjvf filename.tbz file

T LIRS A AR SO, w A -

tar -xjvf filename.tbz

USRS AR SO gzip Hedif, T LA T E I -z
tar -czvf filename.tgz file

T LA B VAR SCAE, wl LU -

tar -xzvf filename.tgz

2.3.5 EHEHEZR

FERZHAGOUR, BATR H AL AR BN FL AT LA EA AT
B, UL MRS AR

2.3.5.1 HRIgH=x
AP REEEEASHEN R FARA®ETHX. S0P E S
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T H A tmp HR#ARAT SR . G5 H a2 -

mkdir <directory-name>

2.3.5.2 MEEHEHZR
MBS~ H K
rmdir <directory-name>

TR E MR — A e B 3%, W72 A @4 rmdir —rf <directory-name>.

2.3.5.3 MHE*

N2 PR P B PR s H SR A RS0 R SO BRBIR ST, i s H %
SERR H o 10 H SR — R TR BC L SO AN R P T i PR Gl SC
G

2.4 shell $#EA

2.4.1 KN4 {ER shell I

B IR BT P ol Ui s e B 7 (8, (HVF 2 AEAE shell FREE TS TR
$E. Shell 3oRG L 2RH P B 2GR0 H A fy AT 8 D HE R AL, H P AE
shell $2/R s N4, shell FEREFH P AIANIN@r 4, SR E W ARAE RGPAT

i

R EA PR G5 9 SO RGE, WD SO AT AT, DL dh
AT— LB AR 55, RIHA — 26 shell (A1
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74

File Edit Miew Terminal Go Help
[sam@Halloween sam]$ cd ..
[sam@Halloween home]$ cd ..
[sam@Halloween /1% I

[+]

[<]

2.4.2 shell HAH

2.4.2.1 shell R AE

AT A2 RPN — A

2-26 shell $&7x

command —options <filename>

*  shell &7

shell #2752 B4t LR —MRid, ERXAbRda ] LA ar AT Nl —

A shell $E7- 10411

[username@Iocalhost.localdomain username]$

*  shell
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shell f&— WU iy, XTELHEATHERE, IR Ad e A REPAT IR
J¥o

. AR

LT P ALS T shell #8277 @247, LLA shell f%rHe .

2.4.2.2 FTFIHAEH shell

FTIF shell $27- 5 A4 Pt e — MR AE T3 sl iR e #6 ;o) — Bl e
ST b A B A AL, IR TT i o it shell 327 1A EAAIRIX]
FIPRERAE AT TP exit, FRZEIZAEET LLR HY shell $#75. #m e L
(¥ shell #&7= 1~ s :

[username@localhost.localdomain username]$

FEH T BBR T A 87, A T BOBsFF U, “#7,

2.4.2.3  shell RRM4HLEH
WSO FIZATTE shell $75 R a2 BA W F it
command -options <filename>
-options Fl<filename># & FIIENT: 4 5 7] DA AR IE B, Bl WA

SATEIFNSCAE . Ui & Ja A 2 AR, Nk e 2 A 1S, @,
FHKAR B 7 B H U HT H 3 I ORI H SR AE

Is —la

B PEANE BT EEIREZ M, W AR T a2 B 72,
HEPAT— T ERAERIT]

o T shell 7R 5 BN 4, REHIIZE. Fin, #iN cp 4, shell
A op WA BRI R EE R . BB cat IXEERI Ay & BRI R S5t fg
BAT . WREHEZ XA w4, 7 LUZ[Crl]-[D]. W AE A, wiix
[Ctrl]-[C].

*  7¢ shell 27PN
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man command

shell Bt EoxH 56T command [T M. 328 MEETT AT FRIL,  4%[B]
A A BRI, $R[QYEE AT LLR M F M L.

e 7F shell #£7xPiA
info command

shell 4 Ws H 26T command 1I{5 B . KT info av 2 H, "TELH
info info #ir &2k & il .
2.4.3 i pwd B e B AR H X

B AE R H SR, &SR0 SR H SRR X I e LA
shell 2R s pwd iy &R A 90T BSR4 B2 (il 2-27 Bis ).

File Edit Miew Terminal Go Help

[sam@Halloween sam]$ pwd [+]
/home/sam

[sam@Halloween sam]$ I

K 2-27 M pwd fir & AE shell 75 s AT HHE
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2. 4.4 FEXHT HR X SCHEEATHRAE

2.4.4.1 Hl1sHHEFTHAZE

fFFH A4 1s Wl HH ORI B 5%, JF TIREIE R R E R . &
HIRE U E

$ Is [options] [file name] [directory name]

P

-1 AFNH ST 4, N F & SO R A an s

-a I T S, AER RSO T RS Sk,

-F EX EIRE—N RS, LB RS (]
PAT AR B S “x” Rox, HIHRHL </ &
sR” ), {F Turbolinux A", 1s #HixEMNT 1s -F
154 .

F 2-1 Is 5 F R I
R KRR O Ek H %4, AP 257 B 3 F I SCHERT B 3%

TS R EIR, AT SR Is 614 . W TR BEA R
B, s v 4 &7 B 3/homeljon BT,

& Turbolinux 1, "Ny 55 [H] T-F 1

$ Is /nome/jon

nsmail/ fool foo2

& Turbolinux 1, 4 Is MFEMH 5 Is—F A . TR SRR H 3
$ Is -1 /nome/jon

total 352
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drwx------ 2 jon jon 1024 Aug 27 01:01 nsmail/
=MW=--=--- 1jon jon 356352 Aug 27 07:25 foo
RIRBEAN SO H VRN B

$ Is —a /home/jon

A .bashrc Jlang/ .vimre

i .elvisrc Jess .xemacs/
.ICEauthority .exrc .mc/ .Xsession*
Xdefaults .gnome/ .rhosts nsmail/
.bash_history .gnome-desktop/ .sawfish/ foo
.bash_logout .gnome_private/ .screenrc fool
.bash_profile .inputrc .teshre foo2

A= I E B RS B & T ] S AN & B N D G 4 £

2.4.4.2 Hocp BIMHRAR
i A% cp, AMXAERE SO N —ANBLE RS LB — AN E, T BT Rels 4
A SHA B WBIARBALE . a4 cp B 0T
$ cp [options] [source filename | source directory name] [destination filename |

destination directory name]

A4 op MR HE DT

b WER FARSCIE CAT AR, AESATHS DU T, 2xfc
AFAE RSO EREAT 50
-f WER H ARSI CAFAE, %SRS AT B i
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WA HAR S OAETE, Rl R & 15 28 75 1%
. WURRE “y” ), TRk A % .
WG HIEIZE “y” LM, AN PATH DA%
(f£ TurbiLinux 1, cp MIBIZHEH cp-i).

TR H AR SO OAAAE, RG24 HAR SO0 H IR
SCREI FHRE R, A AT DUERE CInsR H
SCHEI HBRESRT, TR AR AT .

FEARAT#5 DU R v, DR B ECCAR R I CH I,
i Y. VTR

TR NRAE R 5 R QUL —> HARSCE 4D

LAt )77 3% DU H 3%

WR H ARSI CAT AR, AESRATHE DURAETT, 2
AFAE RSO EEAT 54

F* 2-2 cp WAL

FE R IR, 450 T op i 5 &ML Tk, FIF B aE R

IR

$ cp -v filel.txt file2.txt

filel.txt -> file2.txt

FEF-v IR, 2 Bt DRI 46 R

$ cp -v filel.txt ../public

cp: overwrite *../public/filel.txt’? y

filel.txt -> ../public/filel.txt

FEIXAMI)FH, 1T Turbolinux fiv4> cp IS4 & cp —i, T HAFAERA A

IR ST 4 1 H bR ST

ARG WIRE T SRV o HARSCIE, WRAIRES

PO, PSR T, I 2 B S
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$ cp -rv directory1/ directory2/
directoryl/ -> directory2/

A H 3% “directoryl” Bi#% U3 T H 3k “directory2”.

2.4.4.3 F nov B33
A4 my, AT SCHERI B N — M BB B S — M E . el
R

$ mv [options] [source filename | source directory name] [destination filename |

destination directory name]

IS TR K

b WERH RS OAHAE, ERATB R, 26 e
AFAE I SCAEREAT 50

-t AR F bR SCAE CAFAE, S AT B

i IR H AR SO CAFAE, RS Il AR 2 15 28 36 1%

S, TREIE “y” G, BRI E
WRLGHRIREE “y” UAME, AT shEEE
({F TurbiLinux #7, mv (948 % N mv—i).

-u WR H ARSI CAT AR, BT 24 H ARSI 9 B
SCAFE I, A ST (R Hpx
SRR HESHT, BoaliifE A it ).

-y BARBEIRER AR RS2 His X4,
£ 2-3mv G

B, AT SR ST filel txt #23)  H 5% Jpublic 'K, ALK Fid s 5

{14 mv:

$ mv -v filel.txt ../public
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mv: overwrite *../public/filel.txt’? y
filel.txt -> ../public/filel.txt

EXAM T, 1T Turbolinux 14 mv 15 44 4& mv —i, 11 HAZE B A A
WA B R, RASWIRARGRT RVFE S BRSO, WERIREG H
HEMEIZ, Bkt T, FaBrRBarsR,

2.4.4.4 FHmv BECMH4
A4 mv, PRIEHETE ST AR, E kgl

$ mv [options] [source filename | source directory name] [destination filename |
destination directory name]

L PR AT

-v BB AR AR QFSCIF4—> HARSCIE4 ).
R 2-4mv SO H T RIE I

flhn, SRR SCIEA fileltxt Sk file2.txt, wI LA Rk Ty A fd H] fir &

mv:
$ mv -v filel.txt file2.txt
filel.txt -> file2.txt

UERARAEE T -v ZEI0, Ao L EORIATHIA I RGN . SRS T fif o
ZHEE, WS mv i K T

2.4.4.5 MBRSCEERHEFR

LA P i v KRN BR ST H 25 o th m] LAAE F 4 rmdir RS 25 H 2%
KPS & A 32 -

$ rm [options] [name of file to delete | name of directory to delete]
$ rmdir directoryname
TN TR T I
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-f SRAT BRI A BAT SRR I — A SR AN S
-i R HARSCIF CAFAE, RGE ) IR 28 f5 0.

RMIZ “y” ), ORI BERS. Wiy Hrm
Bie “y” VAN, ASPATHIEE (7E Turbilinux 1,
rm (A i)

-v BRI 4 R
- LI YR 5 MR PTAT I SCAE 1 H S H 5k

# 2-5rm LI
(e
FEARMIBRAL 12457 H 5% N SCPE fileltxt, nf A% Fid U7 :0ig 474 rm:
$rm -v filel.txt
rm: remove ’filel.txt’? y

EXARFIF, BT Turbolinux 54 rm (A48 A T rm-i, 1 HARW
XREWAAET HEMRIE “y”, FIZSCEE 8RR .

WIRARITE MR H 3% “/homeldirectoryl” LUK BT H %, W LU% Nk Dy
Jtﬁim rm uD ?

$ rm -riv /nome/directoryl/

rm: descend into directory ’/home/directoryl’? y

removing all entries of directory /home/directoryl

rm: remove ’/home/directory1/filel.txt’? y

removing /home/directory1/filel.txt

rm: remove directory */home/directoryl’? y

removing the directory itself: /home/directoryl

WERAT HMIE 25 H s “directory2”, 7] LLI% Nk 5 AT 64 rmdir:

$ rmdir directory2
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ARG, REASGHERBTHIANTE R, ERTHEZMER,
Z: WL rmdir (T L

2.4.5 BFHEHZR

TN H SR VIR BIA R H o, mIEH] od i %o BRIl
# cd [name of the desired directory]
WUERARAEAE ] od My IR S 4, BIang T H %4, IAfi4 od 28R
R EART.
BOH W E S NPT K H SRR S R AR . W LU R IR S L
ENIEES
R H s B~ H =
~ ANIESEE
- 2T H R AT H 3%

280U, WURITEDE 4 BT H s (fhomejon) 13k H 5/home, ] 4di

THAHIHAmEZ—
$ cd /home
$cd..

FREE 4, W AT 5K 0T H % (homed YIHeEIHT F E H sk, Al A
g A A A R AR AT Fb

$ cd /home/jon
$cd ./jon
$cd jon
$cd~

$ cd
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2.4.6 EASCHRHEZFR

2.4.6.1

find

find iy 42— HRWAEHMPAT Ao B R SRAE B T T
Hogrh A SCrF,  JF HAT LW DERC IR SCAFIZATARAT i 4 503 shell A4S o
find (A L QT

find directories... options... action

SRR L A,

-name name 444 4 name 1130

-user name AR T name S

-type [fdlcb] AR E R (. d AR H %, HERE
)

-size [+/-]n[cK] IR E SO (B, +10k KR KT 10KB)

-inum number B TR inode T IS (BEEED)

NOESE T AR A SCHE AT @b, ] DL (8 (58 A& 24 1) find 244
Ktrk. —HIHWERILUG, i DA —ANSEERAT AT Linux
#r Ak shell JAIE4T,

EI5-name S EE shell (RIBECAT (%, 2RI ], R4 vl & X s 77,
—EEACAME X G SR E TSk, DL shell A0 BIF R IE4 50
1 BB i

LB NE T H LA find ar RS, SR KAk
M. fEsEprli P, find AR RE R SCE (il whereis), T2
AL A R G T A SRR R S, ARG R 45 Rz T — A .
Horp— AN AR R A AT B A AR SN e e I TR R R S, SRS
el — A H R .

TX AR DL
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2.4.6.2

2.4.6.3

2463.1

24632

locate

Enterprise Server 10.5 85
-print TERRAER L T BN SO 44
-exec command {3} \; B SO AT TR 2 10 A 2
-ok command {} \; PEPAT iy 42 AR IA
locate f¥j##% 2\

locate pattern

A pattern JEVCEC RO . F locate #y4>, F /AT LAES B RIS s B ) L
BCIRE—ANSCHEFI H 3 Bilhn, ZEARA TS finger BIFTA ST, H
Fh N locate finger EIH],

fir4> locate 8 $is 22 A $R S04 42 8% B 35 44 HH RS L] finger (193044 8%
Hg% . RUF %N fingertxt 5 pointerfinger.txt fISCf:, HrZ N
Ifingerthumbnails/f¥] H sk A S B & ok . Wi ARX locate B2 T fif,
W locate (1T

which, whereis, whatis

which

whereis

#ir4 which IR
which command

fir 4 which K 245 % BEHISCIE L ATAT 3B shell & A 41,

PN iRy
which gedit

2193 45 F/usr/bin/gedit
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fir4- whereis [k R R«
whereis command

X A4 AT LR [B] find iy 4 09 3k SO SRR R T T
i
whereis find

Jusr/bin/find  /usr/share/man/manlp/find.1p.gz /usr/share/man/manl/find.1.9z

24633 whatis
fir4 whatis f# 0«
whatis command
XA AT LA EIDE T command T BT 45 R . A R HAAT i 4
whatis Ip
AT AR R AR
Ip (4) - line printer devices

Ip(Ip-cups) (1) - print files

2.4.7 7E shell #/R FEF A

2.4.7.1 f#H head a4
head iy & H o SCAF I T ERTB 4« B RIS -
head <filename>

BINEHOUT, head N B R SCAFIFUEE A R H47 . FH P AT DU I 3 Tk o
A BIORAT L

head -20 <filename>

Ty A T B SCEFET 20 4T
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2.4.7.2 fEH tail 41

mnm7WQHMMQ’ﬂ&,ﬁﬁ%ﬁﬁiﬁmﬁﬁ%ﬁ,ﬁﬁfﬁé
EXFRARF AR, - AT LLLE tail SR SCH A BOFT (S B 4T
m@ S Lo Billn, Hidrd

tail —f /var/log/messages

A LAE tail iy scit o messages FP SO S BITEN R EEE L, WL
[Ctrl]-[CRZ .

2.4.7.3 fEf less 4
A4 less (A% g
$ less [options] [name of file to view]

1 less iy &k A5 SCAFIS, 7T LMl AR B dr &, EZ s dr &

e
it 4 Boiia

&ty ) RSB

[ 2 o) R R3—4T7

a SN T YN ]

/<search MHRT R ITUR, IEM8ER “search pattern”s
pattern>

n AR

d )RR B bR

h BoRH G R

w ] LR B b

u ] IR B B

y ) BB —AT
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? (string M HETHEITME, WM& “search pattern”.

pattern>

N MUTETBERETTAG, HEEPATET— IR0 48 =451

n MR (55 more J), EEE L RLR AT IO S
LLBETE A I E e Rom . SREEDLT, less MR AZ
E% “ : ”O

M 25 H B4R LG m BE A

* 2-6 less HHH MM A

B, S R SR ete/ X LL/XiniUxinitre (P92, AT R IRy AL A

4 less:

$ less /etc/X11/xinit/xinitrc
userresources=$HOME/.Xresources
usermodmap=$HOME/.Xmodmap
sysresources=/etc/X11/xinit/Xresources
sysmodmap=/etc/X11/xinit/Xmodmap
if [-f $sysresources ]; then

xrdb -merge $sysresources

fi

if [ -f $sysmodmap ]; then

xmodmap $sysmodmap

fi

if [ -f $userresources ]; then
[etc/X11/xinit/xinitrc 1/89 30%

WRAE — A B AU R T SRR A, ZEBRRER R ORI — IR
BAT, FEZAT 1B WoRZEL “lete/X 11 xinit/xinitre 1/89 30%” A2, ‘&
TRt T2 RRMAEE T e 2 5-m i —E ] %
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less v}, e ERE L.

2.4.7.4 1§ more fird

T4 more J&Ar4 less P FRIRAS, FLRFER AN less F&, more iy 211
Hs A

$ more [options] [name of file to view]

X more iy 4, BLERERSLE “CERNEME .

2.4.7.5 1M cat W4

WRARATHE R SCASCFM N ZE, TR A4 cat. less F1 more. fiy4>
cat [PIA% U

$ cat [options] [name of file to view]

R IUL -

i

S

-n
F 2-7 cat W HIL IR
Bihn, SR BoR S ete/lilo.conf [N 2%, B LU R i 7 2048 F iy 4

cat:

$ cat -n /etc/lilo.conf

1 boot=/dev/hda

2 map=/boot/map

3 install=boot/boot.b
4 prompt

5 1ba32

6 imeout=50

7 default=linux
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8 image=boot/vmlinuz

9 label=linux

10 root=/dev/hda6
11 initrd=/boot/initrd
12 read-only

2.4.7.6 f#H grep fré
WRFT EA RO S I SCARERF S, AT A4 grep, 1% a2k

=

$ grep [options] [string pattern for search] [target files]
i A B UL -
-1 PRl uw S U CY NN 2 i ol |11 1] P
-1 ENGIE RGP NINE: e T B e L Ry
-n BIRATH S
X SR 5HA “string pattern” fTHIVLECHIZR .
#* 2-8grep T IIETR

dn, RFT AR lete/lilo.conf RS F4FE “boot” HUFTA X4, AT
DA% T3k 5 A 64 grep:

$ grep -n boot /etc/lilo.conf
1:boot=/dev/hda
2:map=/boot/map
3:install=/boot/boot.b
8:image=/boot/vmlinuz

11: initrd=/boot/initrd

St -0 BT AE Rt R S LT
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2.4.8

2.4.8.1

2.4.8.2

shell HEAESRE B

!

HEM

M shell (¥ ff BEE, FAR BT BLAR b =28 bk N o brvHfi HERbs o 4
fy Bt il , AnvfEgm AU B B A A SY shell (65 E, LEWIBi AT
N2 SCPRAR A . BrrEs ANt shell ZEBAT HI ™ 1K) dir & J T B 21 B
AT B o TTARUE A U2 > shell 75 BRAT HE 1R INEHT B0 21 B %E L il
HifE S

Xl FATTHe i A R BRAE 1/O A5 BRI ER AT

EIERHITTS “|7 RFORM . & LI — A HERE bR AE R NS 5 — A
BERERIbRAERI N . XS4 cat, AR AT

cat filename

U] shell 245 3+ filename ¥ A 28— k4 FT ED 21 b4 Lo i ROSCAFAR S,
RN 00 WA R T B B T R A4

cat filename | less

T shell 23K cat (PR less %A o IXFEWI RGBS, A
DB EAVSRI T, HREE SO SR sE SO0 1, R DUR] R R Sk A
SCA AR I TR B e R A S .

JIT U T 1) A SO RN IR R PR B O AR v s I . £ <>
I bR . o “>7 BT cat 4 (BILAR S T bRvER H T BN
KB4 Z 5, cat firH i A5 BB B s m BIERAE “>7 Z RSO
cat fiv 22K F AN TR P 28 B S B B b X E[R] Y A cat A AT
bruEsaT o AL E A B A SO (iSO footxt) T, HUEETE
shell $#27R 4N cat > foo.txt, #%[MHI7E, SR 55N\ JLAT LT, B s 1% [Ctrl]-[D]
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B cat FEFE. B 2-28 S —ANESE H AT

Eile Edit View Terminal Tabs Help
[user@dhcp59-199 ~]% cat > foo.txt
line 1
line 2

line 3
[user@dhcp59-199 ~1% I

[+]

[<]

K 2-28 [ B

File Edit View Terminal Tabs Help

[user@dhecp59-199 ~]1% cat > foo.txt
line 1
line 2
line 3
[user@dhcp59-199 ~]1% cat > bar.txt
line A
line B
line C

[2]
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93
Kl 2-29 HE ) BIEE AN
2-29 72 T SE [0 B 73 A A S T

File Edit MView Terminal Tabs Help

[user@dhcp59-199 ~1% cat > foo.txt
line 1
line 2
line 3

[user@dhcp59-199 ~]1% cat > bar.txt
line A
line B
line C

[user@dhcp59-199 ~]1% cat foo.txt bar.txt > examplel.txt
[user@dhcp59-199 ~1%

[<]

B 2-30 EEHEMWA A

2-30 7RYE T cat [FERETIAE. cat ¥ foo.txt JENE] bartxt 2 )5, RGE
5E 1] F] example.txt.

93



GreatTurbo Enterprise Server 10.5 94

File Edit View Terminal Tabs Help

[user@dhcp59-199 ~]% cat > foo.txt
line 1

line 2

line 3

[user@dhcp59-199 ~1% cat > bar.txt

1ine A

1ine B

1ine C

[user@dhcp59-199 ~1% cat foo.txt bar.txt > examplel.txt

[user@dhcp59-199 ~]1% cat examplel.txt I
line
line
line
line
line
line
[user@dhcp592-1929 ~1%

NEEWNE

[+

& 2-31 examplel. txt PIIHNE

2-31 7~ T cat 7 examplel.txt YA

2.4.8.3 BImBFRAERH

FFe “>>7 RoRIBINBbRAERTH o BIRE S H 1R P) 208 0 B9k e ) ) SRR
B, AR E 10 S48 25 . B 2-32 37 7 H cat 2K bat.txt
B3| foo.txt.
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Eile Edit WView Terminal Tabs Help
line 1 [~]
line 2

line 3

[user@dhcp59-199 ~]% cat > bar.txt

line A

line B

line C

[user@dhcp59-199 ~]% cat foo.txt bar.txt > examplel.txt

[user@dhcp59-199 ~]% cat examplel.txt

line
line
line
line
line
line
[user@dhcp59-199 ~]1% cat bar.txt »>> foo.txt
[user@dhcp59-199 ~1% cat foo.txt

line
line
line
line
line
line
[user@dhcp59-199 ~1% I

[T -- R VR

N =W e

[<]

& 2-32 ¥ bar. txt IBINF] foo. txt KR

2.4.8.4 EENHERA

P < FOoRFE R FAERIN o PR DU E R bRl dm A 35 € — 3
P SN B 2-83 23 SO foo.txt FE5E [l bRl A K — AN 1
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[user@dhcp59-199
line
line
line
line
line
line
[user@dhcp59-199
[user@dhcp59-199
line
line
line
line
line
line
[user@dhcp59-199
[user@dhcp59-199
line 1

line 2

line 3

line A

line B

line C

[user@dhcp59-199

[ == R =¥ I ]

[l -- R VR

Eile Edit WView Terminal Tabs Help

~1% cat examplel.txt ) [=]

~]1% cat bar.txt »>> foo.txt
~1% cat foo.txt

~1% diff foo.txt examplel.txt
~1% cat < foo.txt

~1%

[<]

K 2-33 FE bR

2.4.9 fERZA WS

linux SEVFFH T — RN Z AN 2. a2 2 MRS “3 7 0. i,
BEAELHT H % N EIEE H 3% doc, ARG TR 2 ET H 3% R HISCHE doc.ixt B Eh
Bt doc T, HEATLAH FHX—4 258

mkdir doc; mv doc.txt doc

2. 4. 10 FrEBURIALR

YRS — NI dn REARE AR (K H o, 2T 4 cd /root
AUTRA T, HBER b Rt R AR S R

-bash: cd: /root/: Permission denied

X IR R 3 P 7 8 AR 7 32 H SR U R AR » Linux 8 Unix —Ff 2
—AZHM RS Linux SOV R BCR1E N B 1E R S E% E S0
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JEZ

SCAERNH AL 8 T e TG K. WSR3 H s P Al T s
foo.txt, HARXA AR T IR RRAE S nT LR B ] DL R %0
PRI AR, HERTEUMESOX AN SO, BRG] AATIZAN SO AR A

BN T RO R —ANEH, 8 4] DU I $ B ) 2 B 2% S A foo. txt [RIAX
PR SKAR B 12 P o SO foo.txt (RIACRR o S8 mT LLAT Is bn-1 2 35 5 5 S ARk H
SRR . B 2-34 45 T — AN S0 sneakers.txt AR 96 F . 25—%)
T BRI SO, — 3547 10 N7, Hrp A — AN P RoR
R (SRR YHE M, d RN, | RRFFSER . BT 9 ATl
PA2F 0 =305, SRR & = AT, AR EIA 23 R AR HALR
PATBR (r ZoR BRI, w RN SRR, x FRPATRIR, -RR KI8T,
JELZATFRE N5y, FRos AR, PR = AT R oR R 4
P, AREAFRRRHAH . B 2-34 PIEREERE sneakers.txt
RS, SCHMAIE R A SRR, U I R 2 A
SO ERA . TR, AR s AT AR, AT AR B AT X% SR
PUATRR GZSCHERAZ A — AN I AT RS

File Edit Wiew Terminal Go Help
[sam@Halloween sam]$ 1s -1 sneakers.txt
—rw-Irw-r—-— 1 sam sam 66 Aug 16 14:21 sneakers.txt

[sam@Halloween sam]$ I

97



GreatTurbo Enterprise Server 10.5 98

2-34 IR RIALRR

2.4.10.1 chmod %14

FFATLLA chmod iy 2B SR . T A chmod & 2 Sc 4 foo.txt 1
KPR Skevsi 7 chmod (192

SCAH foo.txt JERIMAL Y (H 1s I foo.txt £53)):

-W-rW-r-- 1 user user 150 Mar 19 08:08 foo.txt

PN

chmod o+w foo.txt

PR A HAR A ISR . AT 1s - footxt &5, AT 4S3) Wi i
-rW-rw-rw- 1 user user 150 Mar 19 08:08 foo.txt

YA IR

chmod go-rw foo.txt

BRI [ 2Lk 53 AN AR R GO 2SO 3% S AR . 4RAT Is - foo.txt i s

CIFSEIRTR P

-W------- 1 user user 150 Mar 19 08:08 foo.txt
Tt chmod S HUNIE IR 1) 51 3% «

* Oh

u— i

g— 1A AR 4L

o— Hufthuplin CANVEL S & A & IR 2L 52D
a— Ty LA

* BUR

r— AR

w—E R
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X— AT LR

© HRE

+ — AR

-— RERBUR

= — WA D) RIAL PR

NG EE SR TR S s 4«

* grw— A R LR B AR
*o-rwx— KBRS A . 5 HATAR

o utx— I E AT B
*atw— T RN SRR

© o ugHr— A LR AL R A R

o gErX—REIAT R AL R R v B R A AT
HIP & T LI -R 36 50RE H 53 LUK H =3 R I B SO AT 7 H i IH 40T

chmod 4.

2.4.10.2  FABFBEBER
V7 ) AL PR AT A ok s . il .
-IW-rW-r-- 1 user user 150 Mar 19 08:08 foo.txt
T4 9 AN PARFFROR I =Ry, R — BT LU 7 38
¢ r=4
¢ w=2
* x=1
¢ =0

FEX L E TN — R R R AT AR . Phlnid, AR RN
ERR, AL 6 Fox, BA 4 (read) +2 (write) =6, L AAR
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B SCAF foo.txt FRIAN PR s-rw-r--r--, DU R DB R AT T TR iy 2 SR SE I
chmod 644 foo.txt

PAE G R ARAT 2

Is —I foo.txt

ey A 28N s

-FW-r--r-- 1 user user 150 Mar 19 08:08 foo.txt

2.5 EEFEFM

GTES10.5 NIt 7 2 Pl BIDIRF I  TH o — BOER BRI )
Jr AT LR LRt

* ISDN i%#%: ISDN (lIntegrated Services Digital Network 1455 ) &2
— P R AR R R I e 5 T S R A
VAT T AR B2 ISDN BT AH I 1% il 28 8 oh i a6 0 m SR e e
VIR AR AR A AR 2 Al r Al B B R . 2T
55 WA AR 5 5 A i S 2R i B R R

o REREE. LREPIEH LGRS (WAP) B 17 JC Lk M = 1 %
i Y 48% T2 B 2 DR Y 1)

* xDSL #4%: xDSL (Digital Subscriber Line {1455 ) &g i A 1% 4%
T 3 R M I e B FE LR A [ DSL, S 484G ADSL, IDSL #1 SDSL.
IR G 1) 5 BT R IR xDSL e 2 L I B (AT AT —Fh DSL.

o LK 4748 xDSL ATHL SR i g 18 2538 5 LUK P 22 57 3% 4  xDSL
S FEL 2 R S A R e TR RT K R Tl AT, MR B R &S 1 ISP 33
ATI0AE .

X —ER o FAVE A S 2 e T VR AR VR 8 R . i HAR SR B
LB S LA RS P BREAZ . g, BN E—
TR ISP SR L BAE R, Horp s,

o BRSAIRIRRAE SRS Chn SR T R SE RO .
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o SRR BR S AR R AT Clun SR A R SRR T A Rk XdsD
o ML,
* 4RSS (DNS—Domain Name System 45 ) Hudik.

2.5.1 HEXMEERS
HEEERAPER “RET HS>TRMEE WS 88 2Ea17 7K
THIANMA
internet-druid

AT LT R 2-35 s EBNALE S . BB S a—D—0
A ST T I BT R

w o) EEegss _ I

PRI R

R 32— B R . (S R T

# ARSI U2 b4k A P ] B B DU AR S R . ke

B LA VIS e B . A L Bl B Rt iRl 8.
) BESETE T TE BT FETE B 1 5 ) 4 77 AR -

A ISDN iE#

o, SRR

B SRR

9 Eehigs

W xDSL iR

X B (O @ [FiE(B) = R (B

K 2-35 EBERIMR ) S
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2.5.2 QIEHRSEE

FESL AR SRR S P A R s ) — AN S SR Y, RS R
TSI SR PR 25 SRR (ISP« X SR B A T S b 200 25U o
o

G R e T I b R

1 TSR IESE ARG T ASHEMECE 057, DATIF IR
BT

520 W RGN B R O, N S S R
3 AR A kR B RsER T, s “arit”
Ykl MRS S HERME R, RIESUFTIT “UsIngrika2am”
&I,

WAk A CUSIIRERAER O =AY PRk B

o BRI A B XSRS TR G D R T AT I iR
W BRAZMN LR A, AREEOFER .

o WHEA TEPER R U A I8 A o 56.6K PRI I i R ey 56700

oL R IR R R R LR A
P LI R
B LI =N, Al T L AR N R

(I
50 ERANEAT, BLAUHSERRAEE L. HhaE—TIL
AL

* RS HAEEDIRK ST B, WERAEIR S <97,
I RARR g R <17

* XT: EABEYSHXS.

M ERTIREE BT TN Sy IR ERIRE T

o R AR AR

© EXRA: MARMREOVERIEI SRS
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* HA: BB L.

S5 ERWNA)S, sl “HrEE” $l, AN AR R P RE.
Feov:  FERXANE L, GRTLAERE “ ABIRCIP kR A B “H
ASVCEN P UL, WEOREERE T “HRBLEN P HHE”, W ARLAA
CUHE “Hbhb, RIS, BOARSCHINE” X =T, WERE, Ml “H
B AL ENT AN SRR TER.

BT CHVARSER” WHEEE AE . ARG PR ER
TR BB R BEF SRR AR, SIS, RS, midi “BH”
AR BTSSR T . RIA Il “MSRCE” & H.

B8 A “MZEE” W B TP R SR
BB ak, ST BRI I AR L Te .

2.5.3 RIEEEERE

Ol i T (0 TR AN G R R s R i b R E D 2. ST DUE ]
“DHCP ({77 AR 1P Huhk”, HESTIF KRB E 5, LUK KIE
B, WRIGAE “PCEMEBIE” Rkt “ B ahkECP Mk B 1)
FAEAERT T

2.5.4 BIETLELERE

WERAEGEITCE (802.11.) WI-RIEFLEN TR, S A L B A& (e
vt RMDEAT: R LIKMACE R T, EHE CREIER”, KA
AT LR R — 2 DICE T .

2.6 web M| %A%

ML T HECMER G, St DL BRI T . GTES10.5 J F 43t
T 2 web A% . oA BT DA 2238 Konqueror, 3X — 543 =84 48 Firefox.
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2.6.1 Firefox

D WlE FEO WHE MEP TAD MRY L%

€9 0000~ R —

Weerting Starved Ellavese Headlines [ Turbelinus Websie

PEE =wsaW 'TE: i 5 Bk 0 T £FAM
| 3 I
¥ turbolinux. ...
—— EERE [
Turbolinus & %
*Bei Jing | 030508 Tl 2 R]TEL 8 5 vee
vBei Jing | 05.04.20 bl TR ERRERE: SEEEOEYEL nofHE
“Bei Jing | 050322 PELinERERER (PEETER )
WA e R FEEm.
—
UNITEDLINUX Turbolimux = §
# Tarbally G, & W

i
T

% 2-36 Mozilla Firefox

Firefox /& mozilla.org ff]—#84> . Firefox K145 sS04 W LU BRI W . Al
FHARAE AT LUG 0 AR Y R A o, X —#r BN Firefox

AL .
IS PR EERIOE T Firefox 1RGN SCRY, TTLAVT A Mozilla.org 24
(A S

http://www.mozilla.org/support/firefox
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2.6.1.1

http://www.mozilla.org/community

18/ Firefox

BILARR A —FF, Firefox WATARUER) SHLTH A6, %41 K. ST
HAP QS SHUER. Ml AR X (R E TR,

@ v L‘b\y v éjj 1__,‘ @ ‘u http://wew. turbol inux, com, cn/ :J @%ﬂ IQ,

K 2-37 ST HEA

AR RS 4 N URL (Uniform Resource Locator RIS ), SR JE %[
%, Firefox HL2s4TITAHRL ) web BT

TR D] H TSRt AT I 2R 5 | B 2 4R 55 P s A TR DG B 7 AR L I 1 32
o DL R by, e H oIRGB, RE
HNRBET, AL RT DA SR8 R4 2R 5 | SR AR I A4 i A\ 1) DG 7k
ITHRET

[t
‘Gnog]c—
|TE? Vahoo

E Amazon, com

@Creat ive Commons
¥ c[ay
ﬁﬂict ionary. com

B ...

2-38 HR[X

Firefox JEATMAS, AR T2 (A, 78T RAPIESE “Ah->
F27 0T ARG BIA A A A A S A5 20 g S P, 4T LAAE
PP RN, B S B R i) YL (K 9 5T

S R LA 83 0 S s A LA I B N T B2 G R B
o ST A R AR AL R b R bt R B, B RN N TR
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Zerh, SRJEIOTRIAT . QRN RAREE 7 ) il i, S8 S R XA BT
UES NI

TfHE &EE EEN RHE FE@ IAD FH
QE - |_> - @ O @ IU http://www. turbolinux, com. cn/ :]

’Getting Started E\.lLatest Headlines LITurboLirlux Website

K 2-39 M ANLHR%K

2.6.1.2 fr%&
Firefox 4 #2048 TARZEIThRE. 7 AT LLZETR—AS Firefox & 04T T
ZARREE . FEABREE ] LU T — ANl i o T ITHThR S8 10 20 SR e 7E 32 1.
PR SO>S ETARRS T, P SO [Ctr]-[T].
[Ty sy #0 ei: =g LD EEg
P08 o 0w [
[ ]
(. | TFE | ]
K 2-40 FTIFHIARZE
2.6.1.3 #EM

HiE Firefox 324t TH BIILIGEE. BT LA CFHEIE:, R)E A Ok,
&7 AZE http://channels.netscape.com/ns/browsers/plugins.jsp & 21 4= 4 14
SIS

2.6.1.4 Yy RAMEH

Firefox P2 A 8. ¥ 2L 1% applet (/M java F27). BAITHA
Firefox $20t TFZ M INEIThAE. S LIfEsR i «“ T RSP R, ok
REEZ Y R

T SR VB B Firefox (AMILAURS o 80T LIRS R e « T H-> 387,
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SRIEAEF B D I B 1, BT AR A b el “SRIOE
ER S M NC R S

2.7 HWTFHMENAHER

R IR 2 i 2 IR YRR P 2 — . GTES10.5 4@ (1 s il (%
W27 4T Evolution A1 Thunderbird. ‘BATT#SE G2/ i, (H & AT 4y
o TEATLURYE B S E I3 TIE D, X0 BAT TR G P o 7 R
5 7 i R Y

TEJH B TR Pl 2 7, S NA% D EHE — A SR TRk o,

I Hib fg B2 miE LU E B

o B H B e hE . R SRR BT AR ARk P, BD R
<yourname>@<example.com> )77 5 .

o ORI S AR O T BRI IR AR, S AnE R ISP
BT F OB Al 55 #5252, B POP B IMAP.

o BRpRrIshEE: T REBRCAR T IRAE, A AUNIE T ISP T
POP & IMAP Ik 455 ffitthdik, BRI U1 mail.example.com 545 5 o

o ROIEMBPFIIIGS ERAL (SMTP): i S lBfH LM SMTP (Simple
Mail Transfer Protocol {145 ) & HF 76 AN MR 45 2% 2 R A& A2 1) 1
Wo KFAr A RG] SMTP 76 BB b & 32 d iR .y B+
M A 50 7 i 1) A 45 2 326 HL - R4 FH ATt /2 SMITP,

N I FRATTRE 5 S PR LT I ) S R 5

2.7.1 Evolution

Evolution YA —ANBLEE 3o BB T AT bRERB A2 7 s T L 4%
Feth (Bl WRATE R, B GRS PRIEE AR S, Rt T H
Pz R HABBAN I LI fE -

JA Bl Evolution (125 B AE T3 b b4« DR 0> HL 1 B
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) O] Evolution BEIF J =l (=] 1%

FRiW{# A Evolution. TEJLEAE F Evolution FEEFEIERA
B AR, A HE RN AR S A

EEE T iR,

X miE (O ] | = AT (E) I

2-41 Evolution ¥l % [

95— A 3) Evolution [N e tHELANE] 2-41 Pros Qe M. & LI
AN RIS R B TR

SRR S H MK A, S LT KBTS Evolution 7T
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THE EbE B0 #ra TAE e ERH

g...‘g“aaﬁa%aﬂmtgm.

# il
HAL I ] I (L]

Lo [l

la]

2-42 Evolution T AL

ity Evolution T Fv A R (K “HBPE” SLHLE AT A E WA A48
Mt B, CARE. SREXILAICMER (P 2-43 7).
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r

| ZnE WMUE BBy BNW TAD eRE SR

B“'m@uﬁt%nﬁﬁgﬂggﬁgm'
Db aniw tHaW | | mmic

- ERL R ERO =L ] BN
=

& Hirw
[l ]
[ms =6 ]
= L1}

= BETAN
(=E227 )

B Tis, 30 by 200% 1L 1307 <G00
|Em " | Dear all,

&IM Pleass give yous monthly allowance report to me Before 13th May, 2005,
Fallowing is dstail,

allosance report of Apr, 2005 | REEMG)
ﬁ Lo lunch allosancs repert of Moy, 2005 [ EEELMG
Ean

B Ercange Frgards E1

B 2-43 Evolution Y48 5L im
WURBLBEE Prn e, FTCUEREE LA CHrdt” TR, REEE
{7, ZEBLH I E O Rt AR SR T . AT DS “PR dER
KA, A CRIE” FHIRI DR MR R %

2.7.2 Thunderbird

JEi3)) Thunderbird 2038 . MEF “ 328 #-> KI5 M ->Thunderbird Mail 7

BB A I O G 2-44), R ETRES AR,
WA R BE BRIt I 2-45 Bt dgimk - S .
PR oR 0 S H ik .
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> P Import Wizard J =l & X%

Import Setting= and Mail Folders From

Import Preferences, Account Settings, Addresshook and other
data from:

@ Don' t import anvthing

i Next > I Cancel

% 2-44 Thunderbird § A&
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112

P
Ut R &P Account Wisard

New Account Setup

»

x

In order to receive messages, you first need to set up a Mail
or Newsgroup account.

This Wizard will collect the information necessary to set up a
Mail or Newsgroup account. If vou do not know the information
requested, please contact your Sy=stem Administrator or
Internet Service Provider.

Select the type of account you would like to set up:

@ Email account
{7 RSS News & Blogs
) Movemail

) Newsgroup account

| Next > I Cancel

[ 2-45 Thunderbird G&EHik -
Bk Al e e, H el LA B 2-46 s B BRI T .
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r —
Ml —
Lile [di1 Ties fu [Bessage Lrals el
& .4 @ ¥ @ WK T,k
Get Mall  Write Adress Bek
Taldrrs Vi |u| j IJ..'.I__
il Loesl Fadders o ] st i [t | sumimt |® | nas =
%4 Inba
P —
& bra
3
B
=] | e T

& 2-46 Thunderbird 3= Fiifi

“Get Mail” #24LFH - TSCBURT IR A . “Write” J2 51 T-BE S Brlisf: . fn AL
FEMBPE A NI, T AFETIR (K5 P ik % “File->Attach”, 85 AR s
B UEAT I . QR ELAS I BEAE A SO, AT BLIESE “Files”.

2.8 HAMXATR

2.8.1 XAHGER
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2.8.1.1 vi

2.8.1.2 Emacs

2.8.1.3 gedit

2.8.1.4 Kate

Vi AN AT AN M SOAR GRS, IEAT Vi MEMEA T E RIS 78
G N4 vi RIS 3l vie BIARLE 0T H 5% R 4a e S foo.txt,
A4 vi footxte vi A& AT BRI A H D ECE TG vi
e

o [il: A viFTHSCHSE, TR g AN g AR

* [Escl: 44 TomAiERIAT, H[Esc] R nT n]F iy A K.

o [w]: E[Shift]-[UESIA w, L 4R B A SO A A

e [o]: Z[Shift]-[1EHA o, FHZEERTEH vie WERHIA wg, ER
FFRIFEH; WA q!, RRAFRRITIE .

o [ SR Vi BATHRE ML W1 g RN IRATIR .

vi RS Fw o W SRARRE vi A IR Y TR, 1 S vi 1T (R

man vi).

Emacs & —ANAT DUS A BUPR I SCAR G2 . P mT DL A 8 g 2
WS, FrA a2 e A X E8 AT DME A o P AT LATE Emacs 1 T B4
HHk$E “Help->Eamcs Tutorial” #r%& Emacs K455 .

gedit & GNOME NI SCA g AR . EXF HTML. C. PHP. Perl fidifh—
g FEE S BT e

Kate & KDE FHSCAGifas . &0 2 Rl il 5 # A e s
Kate mJ LA 70 b & L IK77 AR om 24 3CHF, I W BLAE Kate 87 1N FTIT4

Ml

ifg T 1 o
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2.8.2 PDF f1pPS &ET A

GTES10.5 HalJ T &% PDF #ASCIFR T AL PDF [{i%k4%. #TJT PDF
B RS 7 OB R s “YniR 5 & F->PDF [iRas”, s R
Konqueror H X} i PDF SCAF 7] o

FHT#E PS #3019 T B & PostScript Viewer. $THFH57 RO2 kR3¢
Frp “ AR 57 F->PostScript Viewer”, 8% & 7E Konqueror H XUt PS 3¢
R,

2.9 FH. VIR

2.9.1 #EW cd

JP R od FRAOEHRE, od #fsas st e Bl IL, Jf HITAHRI cd _E1I5
AN EL QR od SRR TR BENHBL, T LAESE ¢ >
->KsCD” KJFzhE .

r

-
> KsCh =) 1]
{ ¥
o8 R . —
O 1Eh
O =ik O WD
O E—&= L F—T (0

B, (A) G =] coon © #Fh -

K 2-47 cd HRja S

2.9.2 FBETEHON
HI TR EH I TR R b, TR BUR T ) #%2 . GTES10.5 4
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R P SRAE T Thg i K& 9% ilas . XMMS (X Multimedia System )
45D, BT LUEEE mp3. Ogg. RIFF 7E P 1 22 Flks 2 (0 i 73 4
.

£ MULTIMEDIA SY 3TEM

RAHDY

B 2-48 XMMS St

JA3) XMMS 175 RAEEH « T2 1> 2 SR> IRk 7. A8 LE ay
AT T A2 XMMS, TR FF R xmms, 485410 4807,

ety
A XMMS Fy 7 A AR ) Ao 2 iy L], st st sl 2-49

Posif e o 0T LL files HEFPIEREERRILAISCIE, AR INE XMMS 35
yiFR.

r

= e SRR L=l (=] (%]

Creats Dir | Delete File| Fenams File

/root __

Directories | = |Files EY
. done. prig
et haha, prig
Desktop, install, log
Mails install, log, syelog

mbox

mongoose—ke., cfg

A A

RSeS| S E e it |

Selection: froot

wh | s | =il

K 2-49 XMMS fnZR i dr o
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2.9.3 fERAERIEE

WERIE RS LA RARER A, BnT LURs AT R c & TR B &
AR A RECE TR AONER “ B> RG> R
W7o HILANPE 2-50 R, o R BGI R E EAT AE R A

F N
> EHE (=) [ (2]
FeIIE 7 SR -
fHEER:  Aureal
A= Semiconductor Vortex 1
Gk =1 snd-au8820
e s |

X EH (O

Kl 2-50 A RECE TR

WRFEREE LEAEH, BETUTFLRES R, FLRES RRHE
Y S fHetc/modules.conf, B R ITH I A RZBLHGA I SCpE . TR T2

alias sound sh
alias midi opl3
options opl3 i0=0x388

options sh i0=0x220 irq=7 dma=0,1 mpu_io=0x300

2.9.4 fRRERHFE

B RECE I TARRAE RS LB R T 5o (R W RIS R g8 8¢
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AR RECE, TR REE TR HE e RRE LRI
NIEFE “ ERP>RERE->TL RGRE-> R

r .
- o BTEE L] ¢

RES) EHW |wEreo |

!E‘ HoREREAL . \iewSonic EF0-2 BEE(C)...
FSEERL  RIVA TNT BE(C)...

X mH (C) ‘ Pery: (o)) ‘

2-51 BREE LA

T SRAR BOR A A R TR, Ay AR fed, ARJE AT DL S
BHHTEEER T (Gl 2-51 o).

2.10 B

2.10. 1 fRAEE F

M web BT SRR JT 7 SO A B R BT, SRR S A . TR
B, A7 2l o A5 R PR R A7 Bl A . A CD sl A2 3l 4 it
ESREE R (T SO R BT SO, e DL, ARJE R 2 H Frit bk
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2.10.2 BEFEH
BEE NG 2R, SR 7 =0 E Konqueror HoH I v ScA,
K A sit4s SR AE Konqueror % 1 H .

P GIMP A Jr o Ji 3 GIMP 1975 2 siidi « 32 i->E5->The
GIMP”, S — VA BN I R A — A2k B, HEgReEiT Ll T . —
Hgz3ese B, T LAE GIMP R $f “SCPF->FTTT 7 R FEATITHI B )7 30

2.10. 3 J GIMP ZiB A & A

A B e A . B SRR AR B . LU R, T Bl
Al 7$5 DLBIBLEE b o SRS 7E GIMP 3T IR S0 (E— B4
D X E R G T e — R LRl

o B

%145 1 GIMP 4T IF3C4

5200 ABERGHE Y, R TR T ->ERIRASUE KN
930 Aot IR bR, AN RN A RS B HEAEE K
5545 Aol R TEAE D R By AR

5500 WREEENT G R, AT LME[CUrl]-[ZIBGH I A A

© B A

%125 H GIMP $TJF 301

W20 AR RRER, G RG-SR, R BRI #E T 1%
#%

o

30 WA G BT, T A [Crl]-[Z)HE WA (e
o EEFHHINSCA
4513 FH GIMP #FF 304k
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$20 AR, T H-SI0T, eAER R A
TR .

5 320 S HIHE A ST
40 fahkH, el LUE BN B SC A i B e T .

F5 0 WA G R, T LA [Crl]-[Z)H0E WA (e

55120 H GIMP 4T HF 3¢

W20 ARAEE R, EPE IR, P ATERLES

55 30 ARk v s b S I BT

55420 RIS IEAE o o e 42

%58 WIS EE RAWEL, T EAZ[Ctrl]-[ZIH0H N4 R #R A .

QUEFT I AP B3 GIMP, b #% “ SCH->Rdt 7, AEHH R TR AE
IS G BB, e R G nidiffi e, SR T LLAE S
F Pl 5 i i 10 PR ORI 5 B C R AR SO MR T, JRRILORAE T L T .

2. 11 BELF CD-ROM

2.11. 1 HERSE

2.11. 1.1 Bk

211111 FLEREHE:
91D BB N RK.
820 AT A
mount /medie/floppy
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n] AT SRR OKAR 7R AT TR TN R o

% 326 U7l H s /medie/floppy ik m] LAV ) 44 T .

211112  J Konqueror &:# ki
51D IR AN K
5520 TR EXGE S0 b
%320 I Konqueror T 1 ZEMHE 4 o5 4% B b o

o 450 AT O XU SRR R AT T T 8

211113 FIEHBBKA
(EORSTRIL N

umount /media/floppy .

211114  FH Kongeror EIEHK#
5510 R EXE A S0k E AR
5520 {EH LI Konqueror & 1A NAE o o5 o 1 45 B b
930 AN N AR R R R bR, G CEE.

2.11. 1.2 #RfEkA

211121  J KFloppy #& 34kt
81 AN
%5245 3 KFloppy: “E32#->52H] 1T H->KFloppy 7.
% 3 4 7RI KFloppy % MO EERRIR . Kb, SUHERSE, Sl “H
7 HeH
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% 4L pili CIRHY” .

211.1.22  FIHENIKAE

F TR LM 204 mke2fs. & H fiE
PATRA BN NI, AT A&

/shin/mke2fs /dev/fd0
BIAT . G SRR SR 28 AN IR R U 5 AT A 4

/shin/mke2fs /dev/fd1.

H A U B ext2 K 2o B

ENIAEVREES P

2.11.2 CD #1 DVD-ROM

2.11.2. 1 FISCH-E #8719 CD-ROM A1 DVD-ROM

GTES10.5 s E—ANEE K bR, ¥ CD (8 DVD) JRAJGIK, XWii
iZ B br a4 LB Kongqueror ()% 1, 1 CD (¢ DVD) LK N A8 TR~ 1E
Konqueror .

2.11.2.2 7E shell $&75 Tl CD-ROM A DVD-ROM
shell $&75 T i i) CD-ROM Hl DVD-ROM 253841 T :
#14: ¥ CD (B DVD) fiAJIK,
B2 T .
30 PuTmed
mount /media/cdrom

43 3t H F/media/cdrom Bl F[ i1l CD (8 DVD).
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2.11. 3 ZZF CD

2.11.3.1 H X-CD-Roast %3 CD

Ja3)) X-CD-Roast 7724 “ T3 H->FR 4 T H->CD Writer”,

2.11.3.2 Hfr44T LHEZIF CD

2.11.4 USB %%

e 217 773U F 2% CD, HeZHAMAE] CD EivEdhdeisk, ®i1E
B~ 1509660 #E A MMLS . W R ARZDK H sk/homeljoeuser N FRT H
Ihome/joeuser/junk 4N T A #dk: I —A~ 44 24 backup.iso 1 1SO9660 ikt
% (JEE 1S09660 MM K/INREEEL —ik CD I E), ATUAIITIT

AN
i

mkisofs -0 backup.iso -x /home/joeuser/junk/ -J -R -A -V -v /home/joeuser/

ZH-0 Kot 1) 1S09660 % 4, -x FonHEM I8 & H k. NS0
% mkisofs I} (man mkisofs).

HIVESE 1509660 B4 5t nl LAH fir4 cdrecord #43LZI5%%] CD E7T. ¥
backup.iso Z3% %] CD L2 R :
cdrecord -v -eject speed=4 dev=0,3,0 backup.iso

speed FoRZIHMAE R 4 3, dev=0,3,0 F/RZIFHUMBE AL, -eject
RRZ 5 FEHE CD. ¥4I S40E 2% cdrecord F (man record).

2.11.4.1 EFUSB#

¥ USB #4531 USB 111 )5, GTES10.5 <37 A shfilz: H F/media/ushdisk.
WRRFEHA R Z B R, NiZF LA,

T LH: USB DB F10T AN &mt 1, RJEMA G2

123



GreatTurbo Enterprise Server 10.5 124

mount /dev/sdal /media/usbdisk

F Konqueror #:#% USB #2032 : 1 JT Konqueror, 74510 M $¢ “ &
%7, SRIETLIEATIA T DB B USB #E R br, Wi B br el A i i
ZEAR, BB T LK USB B HEEFI R % L

2.11.4.2 jiH) USB &

USB #HHEI RS L5, TTRAFEL s 4 cd /media/usbdisk, #EA
M E %, 83 7E Konqueror FAE7EACil i IER &%, Wk EA N
F I B AR B AT 5 1) USB 4.

2.11.4.3 $1#; USB &

7 Konqueror H1#1gk USB #7500 A sty USB 3 [br, &4 “@
B FTEE USB TN LU T4

umount /media/usbdisk

2.12 H W3

2.12. 1 RHEFZMO 4

Al 2e%e58 GTES105 J&, TERSA B REHER “it needs a localhost
login and password.”, X J&/E A R5?

WIRERA R BB NG, A NREHRIEE B, 84 GTES10.5
SRR M4 B E 9 BRIAE —localhost.localdomain..

2.12.2 5 THRAF,O4

S TR B DB AR
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WAL TR A4, BT DABLR T PR sk BUAR ZE, AR Rl
WP B4 W GRUB 513 RG0H, M4 v LA R i) 7 g A

F P
% 10 7 GRUB WiBI'SEm, A LETHCLIEFESI SRS, #[A]
H3E N append Bz

20 Biss LRt
grub append> ro root=LABEL=/

% 325 7F ro root=LABEL=/J5 7% I 37 “single”, H:& “single” FlIHi 7
FFH 2 I AR EEAT 250, IRINSE “single” J& bRt s |

ro root=LABEL=/ single

540 HRIERE, REHESI SR, SR ARG I shell $2
N, WK

sh-2.05b#

55525 71 shell 42755 1 A\ fir2 passwd root Bl n] H 7 G @R FH - B4

2.12.3 SIS THEMH 04

W S TR R A, I R G ?

fE GTES105 1, /A& RAFMAE MBI SRR, P LEERIEM
WIS, RS T 04, B AL E eI

MR RERIREISIE T 14, A LHHRA 5%, REH
4 passwd username 2k H T K S AR — AN 4 (IR username 24
I 3N —CE g, anT LAE B 04

2.12.4 Er04

R A5 SR AT ) 14 2
SO 7 14 1) 75 AN S S T 7 & 1 75 A ] e Bk B R 4L,
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fEAr AT 7 M A %

passwd

2.12.5 BN AREF
R M R T AR, I BRI TE YRR, HAE
AT 7 AR R B dr & IR, RGO B RS XAt
AR ?
AR TR Ay 247 77 T B3 — ARG, el — T hiza S
HI 8%, Blan, W3 shFE 5 my-executabl, FRL N A
lusr/local/bin/my-executable

BN R8T setiathome )% /i ey, JF FoK L 22348 H 5%
lhomeljoe/seti ' , W 4 A B v BB fE N % O W 2
/home/joe/seti/setiathome. WhZI4 H Z i 4 (M) 5 38 A2 4 BE It Bl 1) i DR
TR EEAS i PATH Hs A 45 a8 A2 setiathome 7 H Sk B A2
0] DLgw 1A 3 H % R 830 £ bash_profile ¥4 setiathome (1] 5 4295 0 21 4 485
Az PATH k. JPBRUIE:

810 Mgmifasd] IF 3 H X NS bash_profile
vi ~/.bash_profile
Rt m LU AR R g 48R 4T T
5200 RPIAEEAL R PATH FIEfI—47, B R R
PATH=$PATH:$HOME/bin:/usr/local/bin:

% 3 4 K setiathome i H XK 512 $HOME/seti JBINFJ51H, 45K ER
R

PATH=$PATH:$HOME/bin:/usr/local/bin: SHOME/seti:

%40 PREFHEHYiERE, AT A4 source .bash_profile {45 WA (1) & 24
LAY

IAE R B H BN
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setiathome

AATLUA SIS T .

2.12.6 EEF WL
8. RWEREF T man B HIRIEATE BEE R4 G A1 man T/t
Tl LR B A A 10 R ok o FRIE 4R A R B WE P 3k 1 man iy AW 2

15 B A P PR i 4 A 2 A7 TRAE /> 44 0 .bash_history [SCHEHL . ANiE
NNV 3 R LA V=B S S R O BUR IV S S EN D B B2 Sk i
it history #1743 bash_history s R A7 14, (HZ 45 R WATIER R,
JUT— Wit 5 F 301 bash_history HLELUF A 7 ik FH dr 4 less. 7EZ¢

CE N
less .bash_history

LHENBR B RAERRE LT, SRR FRIT, $[b] 8 R,
HOEIEH . EARFK H bash_history H1 T T man &4 H, LR
PR 5 1 2 L R i N iy 2>

history | grep man

Hodr 7 R TERF . 5T grep PRGN %, 7T LS4 grep IR Cman grep).

2.12.7 history fr& /MY

. history v & %A HeAth k2

A HOR N history fiy 2, 84 b K B el A i (1) 500 ki 4
B A AR B, — . (H R &% history 20, 84 fF % L
H B R B ) 20 44 C(RELan G4mO 50, 5408 4 Fedlo fif
FH ) 50 414D

T history i HoAd — B #5715
o CJRIE RIS FELSRMIAM RIS L, ST R
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H—2%m2.

o YRS BT AERIRMA—ANENT ER—ANET, BaT
history HF (135 52 BU7 BT 1 fr & (BNt 20, TIP3 4T 55 history
20 &),

¢ RIS FRTEY: AN A RS R AT, e PUT R
PE—ADMAFFF AR & (AL s, WHRAT B —IRHATHY 1s

Lis Ok

S T 57 ) T 57 P29 7/ M ok 1 S S N eV € 7 K
s R Bk, s T SRR a4, AT R R kS
FEPIES, AR PIAT I a2 VS, FE4 A ST % 4.

2.12.8 BIhH 1s SR

B AR AN H SRR HSRASCER 2, $AT— K Is Ja, DRl RiR
BERMR, TARAF A BoRIgi R BAREA LI Is 45 RA R ) T
BRI ?

ML s BoR Mg RANKEE, wTUUH Is fir%o i, ZWorlete TR T
FISRANSCAE, l BLAT A4

Is —al /etc | less

RS A N R, 2] EE R ) BRI, QIR .
e L 4

Is—al /etc| Ipr

K Is (0t AR AHTEIHUTEP R (BROBHTENHLE 2L B4 .

2.12.9 5 windows 43X

M. AN EETHEANARSE, —4 windows XP Fil —A4
GTES10.5 . /EAFEAEFEIZAT linux [INHE, 1718 windows 1143 X W ?
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15 linux FAF P FP 7L AT LLYT ) windows 431X . 27 56N 12 e AR il 1)
windows 43 DX 23 X5 o R DU BEAR 0 S s A A 2> XA R, R 37
A mUl SR, R ARG LRSS, s 2-51 R, AE
R 0 5 7 1 23 FRORE N R PERE AL IR B 2% AT I HE Y b 2 S R A 23 X
ffe B .

"o X Eass
T E)

USB #&
FEREENER

Drive /devihda (Geom: 1869/255/63) (Model: IEM-DJNA-351520)

Drive /devihdd (Geom: B22/255/63) (Model: QUANTUM FIREBALLIct10 03)

ok ca

#% |5 [ [shoue) [

= [dev/hda
hdal 1 13 102 ext3
hda2 14 140 996 linux-swap
hda3 141 1869 13563 ext3

= [dev/hdd
hddl 1 278 128 linux-swap

279 10585 1756 FFRTME

K 2-52 f {0 YT A A AL 40 X A S

IBEAE Sy X A A3 P A LLE 2], hdal #1 hda5 #B/2 windows 143X . F
LAV 1) hdal S v51a) HAR, 28613 Wil 78 linux T Vs i) windows 73X
VR R EAE R AR BUR .
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2.12.9.1 W5it¥s hdal HERB RS -

%15 AFimnt FE)E— AN REER windows 2 X IR H 3%, RGN —
/N windows H 3%

mkdir /mnt/windows

% 20 ¥4 X hdal £:#:3) H % /mnt/windows |-
mount -t vfat /dev/hdal /mnt/windows

325 il windows 73X

cd /mnt/windows

2.12.9.2 RARBIIWEE3hE hdal

%15 AFimnt FE)E—ANHREER windows 2 X IR H 3%, RGN —
/N windows H 3%

mkdir /mnt/windows

35520 MgiBRAATIT 3 M eteifstab (RS vi 171

Vi [etc/fstab

55 35 R/ ete/fstab HAR I windows 43 X 1 HE AR S
/dev/hdal /mnt/windows vfat auto,umask=0 0 0

4L fERIRH .

SERIT RS %, hdal B A SR E] H s/mnt/windows £ T .

2.12.10 423 RPM AR HS i i 48E B

. I CD b2z —A RPM WHIN %, ik LITENH T HEHE R,
EPRYSP/NTIE

T SR B 2 T B L SR 1 S 2R 4L 5 “Failed to open /var/lib/rpm/packages.rpm”,
WU BORIEAR, DAUERH P A 823214 RPM . BN IETE
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TR AF A%, SIEAIAT 2 RS E B, AR A1
PR .

2.12. 11 KBERSEXSCHELER

TG R 1 i o (ki A= R e e M OB A S 2 T Re e s

WER AR 6 5% P 4> startx SRF S EE S, i HLARUS S A I
MR, N E YRS etc/inittab AT LA T, FLLZEAR AL
Fo JLHEACD BT

%10 HYiRasF IT 3 etc/inittab (IBEEH vi gl ifD
Vi /etc/inittab

ARG LLE B RS I M E R

# Default runlevel. The runlevels used by RHS are:

# 0- halt (Do NOT set initdefault to this)

# 1-Single user mode

# 2 - Multiuser, without NFS (The same as 3, if you do not have
networking)

# 3 - Full multiuser mode

# 4 -unused

# 5-Xl11

# 6 -reboot (Do NOT set initdefault to this)

#

id:3:initdefault:

%20 KiJa—47 “id:3:initdefault:” ") 3 UK 5
530 frf R

N UOAB AR, EtaT A LAEDE T R T
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=%  GTES10.5
3.1 ext3 RS

GTES10. 5 BN S RS EIE R ext3 LR

3.1.1 ext3 Hi¢E

HUZ, ext3 XHRG R ext2 WAFRGERIGHERRA , X Lok (it

T LU -

Ay
S E W B RG A  (NHRANE 245 5HL, unclean system shutdown)
KN, BMERG FHBTH ext2 XIFRGEVIMTEAEH e2fsck FEfF
KR E 8. MR I AR, R RS TS O S
PERICAEN, B KKEHES S EIRIHE], SCH6 R S
FRANGEME VT ]
H ext3 ARG EICHE T ERE ANE RGN G % E Fdt
TR ARG A . ] ext3 RGN, — Sk e = L i
PR CUMERLIRBN A RO BT A KA. DERG NG, ext XAF
RGO I TR AR 3 SO R G N B SO B T e, TR AR S H T
Ay —HEMEIL HE Gournal) MIK/ANTE . HRIEARIIAEAFESE, BN
FE e HE R Ffe K4 — ek & .

Fm selr it
ext3 XM RGLERIE T AWE RGNS T4 T oA (Y Bl e P . ext3

ARG AV IRIE AR G B B2 52 AR IS IR 3 . GTES10. 5 BRIAFLE
ext3 ICAFERMAFEYR S XM RGORS A E — 2.

AR
R extd EHHE BRI, B KA RE 7E L B DM EL ext2
RAT . XEKN extd MBI M T WA IKsh 331 k1E 5 .
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PRAT A =Rl il P s BRI, HE I A s AR R R 58 4
5 T A S

i) 27 e e

PRAT AR ) 2 AN TR AR AL I AL ext2 Fedfdh ext3 &L, MMk
o B L A RGP -

WERRIAT GTES10. 5 [58HE 2%, Y iuey AL Linux 73X [FERIASL
PERGUIZE ext3o WERARMIEAER ext2 X[ TDS MRAH T, %
PREF R AVHRCIR L XA ext3 721X, JFHASZ KA.

LAUN & 538 FARUEAT ext3 XA

3.1.2 ext3 RS

GG, AN SH LEQIE—ANETN ext3 XM e an, WitkiRey TDS
RN T —AHREE IR B8, IR AT BERRLS XA IR B B8 43 X, FRAd
M ext3 XMR%.

B ext3 RGN ZBW TR

*  ffif] parted B¢ fdisk SREIEHITX.

* fEA] mkfs KA XD ext3 RS
* M e2label 455X FR%.

* U

o XA fetcifstab SCAEH

3.1.3 ##3| extd XHRSR

tune2fs FEfFREM AL X LM CAAEHRGIFN ext2 RS
I AEACRER . WERSCIE RGeS ) Sk, iz gl &bl
BN RGMMR E S . journal SUPE. IR S R BAT WEAERL,
LR SR, A A S MBS R S .
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B ext2 WHRGFEWN ext3, B MR AR
/sbin/tune2fs —j /dev/hdbX
LU b4, 8 /dev/hdb B4, 8 X FHln X 54,

DL B A PATE G, W Jete/fstab U ext2 SRS
K extd MRS

WERVRAE AR IS RS, IR T 2> initrd MR (2 RAM
Widit) K51T. ZOEE, 817 mkinitrd 27,

WS T, REABIHaEBE]S, AAL XM RZaH iy
ext2 MAE ext3.

3.1.4 KRR ext2 XHRE

Rk ext3 AHXFRI ELASHT %ﬁb%ﬁi A REIEA SRR E . i, fRa]
e AT resize2fs RAH/NIEIFIX, ZMAANLHR ext3. FEXFMELL
T, WRESH BB RFEE IR ﬁﬁk ext2,

BIR R, RS SRR X . TR P, RIEHA
umount /dev/hdbX

FEUL L&, 8 /dev/hdb Bl s 40, 48 X Bl X5, A
W LUR BR Bl R 2 hdbl RACR B3 X

T, RG] ext2, LURF P BN LL Fird
/sbin/tune2fs -0 "has_journal /dev/hdbl

LI 5 03 BN LUR i SR 20 X PR

/sbin/e2fsck -y /dev/hdbl

SR S LU i KA XCHDBT N ext2 SUFRSE:

mount —t ext2 /dev/hdbl /mount/point

FEVL A4, 48 /mount/point FRHisy X AIHER .

B, MBRARHSE R . journal SCPF. J7VKRREAREI O X IHER H %
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H, RIEBEA

rm —f . journal

RIAERA —A> ext2 3IX T .

WA A X S bl ext2, WICERH Jete/Fstab L.

3.2 ViRfFEEHIZIR

SCHERTE S EANR BTG & . 4R FBTE HA R G e 738 vl AR .
(A, XSO PR E AT H R BR M. Bidn: AN )T 7 IS i e e B AR
[ FEIA PR o 7 i) A7 X35 i1 513 (Access Control Lists, ACL) & IbIIA=.

DS WHZA ext3 SUAFRGEAM NFS SISO RGuEe i ACL SCHF. ACL
7Rt Samba fFHEUM ext3 SUHFRZL RABBENN.

B T AE AL I SRS, ARIETHEE acl BRIP4 BESEEL ACL. Hh i Al
RS, Bk, MIER. MR ACL FEMTA.

cp Al mv o B AS ARA 5 SO H AR SR ACL.,

3.2.1 HEBMRR
FESCAFEH A ACL Z A, EATIBTERI 2 DRI ] ACL SRR EE
B WURERAMMN extd ARG, En LMEI LA fir & KR 2
mount —t ext3 —o acl {device—name> <partition>
ZLUE
mount —t ext3 —o acl /dev/hdb3 /work

IR X BEHITE Jete/Fstab SCHF, %4 X EITH StAE G acl &
I, s

LABEL=/work /work ext3 acl 12

WHRFA ext3 XHRG LML Samba KAFH, 1 HILPE T
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3.2.1.1

NFS

ACL, ACL SRR, XA Samba D&M A —with-acl-support i
W% T o fEfFE RS Samba FH=5 () IS A T8 BEAT TR kbR &5

IR BRI B, R NFS RS 28 S H I SCHE RS SCRF ACL, 3 AL NFS %
JURERS I ACL, ACL Stz R4HH .

TERCE MRS A 0O, 473245 NFS FE=2 B ACL, JUYE /etc/exports
S AFE no_acl I, AR LHE NFS A mMEZE H A
ACL, Wi #r24TEL /ete/fstab LA no_acl &MfikHE:4 e .

3.2.2 WEFHACL

ACL 5% 7FHL ACL (access ACLs) FIERIN ACL (default ACLs). £
I ACL X 4R E SRl H SR AR I 1512 BRIN ACL JLREAN H SRAH G
SR H S RSB AR ACL, ‘B4 18 % H S IR L ACL. BRIL ACL
S IEM .
ACL W] LA LR 4 A e
< A

R4

T A OB R B i

AN JE TS P I P T

setfacl THNICHMIHZEREE ACL. S —m SR sAE S0 uk H 5%
ff) ACL:

setfacl —m <rules> <files>

RN (<rules>) Z5UE F B M A% AHRE o 7] — & i & Hha] AR E 22 ORI,

HEEAEE S 73 PRI,

u:<uid>:<perms>
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BB AP ACL. FI 4480 UID AZ4dR . F P ol LU R 40 LIAT:
(ERERFIE A

g:<gid>:<perms>

AR EAFE ACL. ZIBEAFREE GID U2iididae . BT LLE RS LY
T EVEALR .

m: <{perms>
BEEAT BRI % BROE ALIEITAT 5 I AL H B PR )
w5k,
* o:<{perms>
N SCATRIALRE P Z A 7 B AR ACL

TR AW . PR (<perms>) UAUEARK L. F. APITHER (rv w.
x) M5

WIS H SR O A T A ACL, 1fi setfacl &AM T, #ish
PR R s 25 8 N 2 CAFAER ACL b, BRIRAE B CAFAE R

#iln, TEHEAP tfox DS AUR:
setfacl —m u:tfox:rw /project/somefile

FMER S AR B E NPT R, A —x 250, JF HANREAE
PR :

setfacl —x <rules> <files>
Bildn, WIER UID 5 500 (7 (AT BLBR -

setfacl —x u:500 /project/somefile

3.2.3 BWEBRIAK ACL

LERCEBOAR ACL, FERUMHT AN d:, JF BARE AN H M A E 4 .

flln: ZHE /share/ HIRMIBRIN ACL W E NGNS T H AIBEH 12
LRI TR CMASCAFRIAAIC ACL T BUE RIS R«
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setfacl —m d:o:rx /share

3.2.4 K& ACL

B AN A E H R ILAT ACL, {EH getfacl

getfacl <filename>

B IR AR A AT AR A A -
# file: file

# owner: tfox

# group: tfox

user: :rw-
user:smoore:r——

group: :r——

mask: :r——

other::r—

WRtR R B, FHEE—AEIAM ACL, BUAR ACL & HEoR,

LUF

# file: file

# owner: tfox

# group: tfox
user: :rw—
user:smoore:r——
group: :r——
mask: :r—
other::r—

default:user: :rwx
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3.2.5 4 ACL RISCHER SR

star THM tar THM{7. ENTEREWEAIRAESCSCTFAR. AL, &
MIREEIAT TR WS %R 3-1 KRR RS I IIEIS IR . 2G0T
AT HIMEET, W5 % star MRHIBI. EHHIZ T HERE star BAF

1.

I ik

- BEE— ARG

-n AHBCCHE; 1 —x R BRI B AT A,

-r BRSO SCE . SCHRRE S N AR SO 2 R AL, B ity
A R s A2 R S A4 1 SO Ao

-t RIR VAR ST 2

-u SECH AR SO o 4 B SCAEE AR R ASTELE , BRSO EE A
[RI A4 R SCAEEHT, AT S S NR 4 R AL . 2 A
7 TE VAN A2 A ) 2% 5 A5 ] — ot e il s B A AT 1500

-x MRUETRS PR S WA —U R, T B RS P S
PRI R G LA N SO B, S AN S Rl

~help BRI T

~xhelp | BIRBATEEKLIN.

-/ TE VRS A e ESC A I AN B 88 SO 2 TP IR TSR R 2k 3 FR
BRONE, IR LR LR AE STl O B 3 8

—acl EA B, VTR el RN SRk H AR ACL.

2 3-1 star MArA4THEIN
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3.2.6 MIHRGHFAM

3.3 AEH

R ACL CZAEHAG S R GE LR SO EBEE T, %S RS0
S A ext_attr Wt XAEMEAT LI LLT &R &

tune2fs -1 <filesystem—device>

BET ext_attr JRPERISCIF RS LM BCE I W ROREESRL, (28
WRZIFAS IR ABEAT AR B E T ACL,

WEFEERMA N 1.22 B S e2fsprogs BAFEHFIF e2fsck T H ¥
JUA A, #RRENSH T ext_attr B RS . BEEI A NE
ARG .

Turbolinux RZ A HIFTE KRB LL RPM IR AAAE, F P nl s K
W T H BT AT X R AR AT e . IR AT 34k

RPM QL BIERE — /NI RS, BTAEEFS Turbolinux 76 K2 4L
Linux *¥4& F.

XYL, AR ke s MBRANTE 20 ] i ] A A 2 58 B
RPM 4E4/ R e b I e AP RIOITAT R R, Bk, AP Al RPM g K
(AL B IIORT R R A AT B B

AT, RPM A7 AR I RLE SO, DA 2 B
TH M3 B B E R o

XITFRF AL, ATLGER RPM R B FIEACHI ST et , I LAYSAD o sk
RS e 2 M o Xeed it —4M SPEC ik LA 8K ),
SPEC U THPFZMAMTWATHMIrAFEE, W BARS, T LLK
IEHR S, A B RAI, BRI R A F T 4
k.

1T RPM K5 RGO, Pk, 42052 root JH 7 A REVEAT B AF L 1 %
By MIBRETT
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AR RPM (8T H Xt T4 RPM 45 B T B2 H 2510, Bk
P, RPM [ Hbn B HEw ™ JLAS o1

* TR

] RPM R AT AN SR T AN BT 2 D R S8 2995 T RPM
fi) Linux ZAGERATHIRCAN, RPM T LUE AL A BT A R 5.
B LB SO AE T O B R, DI R B B A S &
Ko

* SRAMAMIh6E

RPM IS4 T 5 R K B DD BE o 1R T DUAE 8 (8 B e v 1 2 4
SE RS PRI TT LU By S S WS SO WS B, e
ARAWE. FE RPM AT A ik, RO A S
HHFEE, WSS AE A, X VF D RS A R
* REKE

RPM 5 — I35 K i 2 BE S P CU A s o o SRAHLC T REMI R T 28 b i
—AEEA, RAEREIZRA I R R A O R, T
AFRAZ AT, B oo (G B SO HE RN 24 RPM fR B .

M 4R /R

—ANEERG BT H AR SV S 2 AR, B R A
MIBATFTIATAT AN T (956G . RPM KRSl Jhs . BTN T DLR e
(990 PR AE— DM RIRSCAEF . TRIKSIERR I PR . 12—
HEPE R, BT, B, WUREAEAT B RARHEL, ARANL KT
IEREAN G PEIE R, DRUA T SR IR g BRI I, A TR R, AR B
AP SRR PR A AR AR S AR R S T

PREFIEIE 20 A DO TR B, BB ARAIE T 45 w2 M SO AE
JE
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3.3.1 RPM Atk

3.3.1.1

LR

RPM A7 Tiffiipe A (R34 2edke INBR. THE. BRI . Nk

XA — R, RIS BT 2% man rpm.

TR B 2 (R 44 g foo-1.0-1.i386.rppm, ] root /7 & kB R 48,

IEATLLF
rpm —ivh foo—1.0-1. i386. rpm
W R, HERUTER:

Preparing. ..

B [100%)

1:foo

HHHHHHHH AT A SR TR A H B SRS SR RIS [100%)]

RPM MRA 4.1 TFR, e 2ol TH R i ek B A 44

ALK, A BoR i R R R

error: V3 DSA signature: BAD, key ID 0352860f

WERAUE — DRSO A4, R Bos i PR R

error: Header V3 DSA signature: BAD, key ID 0352860f

U RGP AT AR (K35 PR IR 1225 44, 4 o R 5 R

warning: V3 DSA signature: NOKEY, key ID 0352860f

LR R R A, (EAR T RE LR R
* ot
WER ARG O e FIRE AR A, R Bt M A

Preparing. .

B I . [100%)

JIES
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package foo-1.0-1 is already installed

ERMEOLR, SRR B GRAT 2¢8%, 1T LA F—replacepkgs JE T, BRHET,
RPM Hf 20 1% 5 1% «

rpm —ivh ——replacepkgs foo—1.0-1. i386. rpm

ZIETAEMIER T J5OR 22800 RPM AP ) — 2850 fF, sl AR R AT AR I i
BICAFRTE O

* RS

WA B LR A S 2R AP S AR A 7 SO, 5 st
TMEE:

Preparing. ..

B [100%)

file /usr/bin/foo from install of foo—1.0-1 conflicts with file from

package bar—2. 0. 20
AJ LUl Fl—replacefiles I ik RPM ZW& 45 % -
rpm —ivh ——replacefiles foo—1.0-1. 1386. rpm
© ANBEMENTAR

RPM AUAT I 2 O e P, U 2028 T IR S O A, ikt
AREIERBAT, QRO R B R, A5 s T 285 B -

error: Failed dependencies:
bar. so. 2 is needed by foo—1.0-1
Suggested resolutions:
bar—2. 0. 20-3. 1386. rpm

WA AR ZE AT 22%¢, AT LM F—nodeps 335, X445 Al R 3 BUZ A A
REIEWR AT, DRIANE BOXFEAL.

143



GreatTurbo Enterprise Server 10.5 144

3.3.1.2

3.3.1.3

i1z

F+4

MR A AR 2 AR, FERR T TR T A8
rpm —e foo

WER R G AT e AT AR E I B A, 20K S i B 2R B
B

error: Failed dependencies:
foo is needed by (installed) bar—2.0.20-3.1i386. rpm

PRI A DU —nodeps 635 #E d RPM MR Z 806, B 0K S 80k e

52, AP A LR a4

rpm —Uvh foo—1.0-1. i386. rpm

RPM # A ZhM R ARG R AN I IH AL . SEbs B ml LU F-U 4ok 22 354K
PR, TR RS A TC AT LLRT A

R ARG AT A TN i SR O A SO, AR Bkl R 2R
M.

o
saving /etc/foo. conf as /etc/foo. conf. rpmsave

A5 SRR T (N C B SO E AN RERT 1) M AR e P AT OB SO, SR AT G
SCFHCEA DA, BN B SO F 2 ket 25 BRI B S EXFLE— T i
BIAFRAR, R RGIREIEHIEIT

W RPM A BT AR LE R G S (T IH TS G 285 R

package foo—-2.0-1 (which is newer than foo—1.0-1) is already
installed

AJ LA ] —oldpackage 3E35 58] RPM TI-2K o
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3.3.1.4 EH
3.3.1.5 %W
3.3.1.6 KK

HERHETIRIEAL, 2T
rpm —Fvh foo-1.0-1. i386. rpm

STFEAFRZ, WERARG T BN, A ARIT 2R et

AT EAH-q fir X0 22 R A AT AR E. B rpm -q foo 34 BoRALIN
T ARG BATS: f00-2.0-1

I T RIS LG 4B, 2T LU DU RS ORI £5- i 40T 4% 050
Petl::

*  -a P CRR AT

o f<fhAs> AWIRASEA S AT IR E I S

* -p<B&> EilfEENTRMA

[FIRE, -q i WA 4 5 ALK AR I AT B AR I R oAt 445 R

o - WORBRIARR. B AT KATS . KA SRR, 2
[EIENEFE R P,

o -l BRI SRS
* s Rt T SCPFIRES
* -d BRI I SO S
* - ot T IR E SR
X BRI SR AL IR, AT LAME Bn-v JEIT0K s PR R S -

RPM -V fiy I A, AR A AE: K/ MDS I A, R
CARSCAE T Is (K 0 AALAE o T BLS -V iy 4 Bl A5 (KR 6 e 3004

o F<fFA> RRISFRE SO E AL, 1 rpm -V Just/bin/vim
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* -a RRPT CkRAEE, pilt:

rpm —Va

o -p<@H> HHRE KRBT EA: O e KL, il

rpm —Vp foo-1.0-1. i386. rpm

WA —VIER, RBcaimt, R WA —SEs R, A0y
xxxxxxxx  SCfE4

TBCL )\ TR, A TR MIZOC S RPM e e i — SieliA
—EHT, AN QO WIERAA R, RS ST

* 5— M

* S— R

* L— TR

* T— XAHESUN A

© D— W
- U—
s G—4

.« M— PR
.« 2— LR
W E A S NS S A W, SRR IR R T

i“’
WA, B ey SR
3.3.2 MERNEL

W R AR KITE RPM A2 75 O3 PR B
A1) MD5 £ 1

g

BLOG AR T i A R B AE

rpm —K ——nosignature <rpm—file>

IEF RO PR B R 5 R
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<rpm—file>: md5 OK
WMEBEE B E AR, AT R v BT, A
rpm —Kvv ——nosignature <rpm—file>

F—FM, BRI RE S WA ? R EREEAE T RET
GNUPG ¥ 4HZ 4, Rl & 5NIE FF & 10 B0 A2 75 Wi AT A BR 1 04

GnuPG T HH T %4ilfs, mMHEEET PGP, #RAI LA GnuPG KiK:
UESCRY A 50k LR B 3% (SRS (RScRs N (#8), [N, GnPG
W HEALFE PGP 5.x 1304

B REih D43 GnuPG, Ik, R BAE B SR IGIE RPM 44,
{H2, B2 S N Turbolinux A FF&4H.

3.3.2.1 SAEH
FER] LR A A2 1T, 28U T fir 2 Turbolinux 2 T34
rpm —import /usr/share/gpg-pubkey/RPM-GPG-KEY
N A T LR RGP OB A

rpm —qa gpg-pubkey*

3.3.2.2 WFEMEH
SANFHE, KA RPM L) GnuPG 254 I il iz 4T Fififir 2

rpm —K <rpm—file>

3.3.3 —&5RpE)

FIP A i 2 DN — 2250, (HAANIE 2 TS, X R BLiE
17 N fir & R A A RS

rpm —Va
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BRAVRBSCAF, T LU &S e TR

rpm —qf /usr/bin/ggv

LTI AR, R AR R AR S SRR 84S RPM A
rpm -Vf /usr/bin/paste

LRI — AL TR RPM A RIAH G SCRY R ) LI Tz AT

rpm —qdf /usr/bin/host

A A R R TEAE BN, AT R T

rpm —qpi gcc—3. 4. 3-9. 4. 1386. rpm

AR T
Name : gcc Relocations: (not relocatable)

Version : 3.4.3

Vendor: (none)

Release : 9.4

Build Date: 2005 4F 04 A 29 H AT 14 i 10 4 13 7
Install Date: (not installed)

Build Host: dev3-241. dev. cn. tlan

Group : Development/Languages

Source RPM: gcc—3. 4. 3-9. 4. src. rpm

Size : 13029656

License: GPL

Signature : (none)

URL : http://gce. gnu. org

Summary : Various compilers (C, C++, Objective-C, Java, ...)
Description :

The gcc package contains the GNU Compiler Collection version 3. 4.
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You’ 11 need this package in order to compile C code.
A, FHaA T LEE T TG O3

rpm —qlp crontabs—1. 10-5. noarch. rpm

3.3.4 HEMATHE

P AL 0,4 2 T R AR AL T BBy IR 22 IR RS B D g
JABNZAE B TN, WL RIE sl R SR N —> R4
WE > W/ MBRMHEF”, SEEa ST T,
system-config-packages. 7EEIE 7T, REGUH ST S

¥ H AR
@ SRS R BEMER RS RE (0.

GNOME EEFE [45/45] A
WF e TR ANERERSSE, vaE—E
€ . 52§ FREs. LEERLTETEE,

KDE (K SEHFE) [14/14] @
Y KE E—T TR ER A RPRE. CARER. £

W' H. REEf. URERAEEEE.

¥ iRk la/s]  #H
B FRES. IR TR R RESI TR
F. B Fmacs M Vi

7 Tigfde (771 % £l

SR 6,204 M
'3 JEA() | CE ) |

Bl 3-1 R0 s B A 3 i
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3.3.4.1 2

WE BT HIA MR R 4L, RN s - A A
AR ARAERIF A RERMIER, BRAFMEREEN AL BN AT 1) 22 nT
DIHGHE L B AN TR 2SR LA %

LRARMES AP RIS e TR A B NIRRT, T
AT, XN SR PR E R AT A BN R R, I
BN, TSR TN A AT MIE . il d .

SRR BT . 4
R [ RARAREA—EW A, &

AR R

v iTEETE =
v FAMTHE
[ linuxwacom - Wacom Drivers from Linux Wacom Project
M mongoose-pixmaps - Turbolinux mongoose installation system needed pixmap.
[ system-config-soundeard - A graphical interface for detecting and configuring soundeards
Osystem-switch-mail-gnome - A GUI interface for Mail Transport Agent Switcher.
[ system-config-network - The GUI of the NEtwork Adminstration Tool
[ system-config-display - A graphical interface for configuring the X Window System display
[ xterm - xterm terminal emulator for the X Window System
[ xorg-x11-deprecated-1ibs - Deprecated X Window System shared libraries
[ openssh-askpass - OpenSSH 3 X H1O43HEE.

M usermode-gtk - ATREHPHRSEETSHERLTE. A
HHEEER
2¥: None
Fobe None

X £H(© |
Kl 3-2 e rim

TR PR R AR L KB system-switch-mail-gnome  Sb#TAT
BANIATAL o KM 75 15 i R b B0 SR 42 BT 46 SEORT 40 R 4.

3.3.4.2 MMk
TR BRI IR R AN B A I A A4 A ME R BT RT, e B ) et 7
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Pl ESChR O I, AT LS 2RI R E S — DD R,

3.4 MHEELE

P2 A SRS e 5 e T RALE . B R gm0
JFHC EERE B ML BRI (e BUKI L ISDN. 1 g i o 5 PR
S8 RANEE N MEERE . LA BT ] DUT R ECE AR JURR 2% 4% 1«

* LBUKM  (Ethernet)

© LRSS T (ISDND

o VAHIAEEES (modem)

* xDSL

*  AFIR (token ring)

* K& (wireless devices)

AT DL R AE B 1Psec 344% &P FT DNS B & fll/etc/hosts SCA: . RIAZA root
BUBRA BEAE 4 B T o SR BN, 4% LR s s S e e <R
ARy —> RGEERE —> HZRFERE —> MWK, dHEGS
FTREANLL R4 system-config-network. 7EEIEFF, R B R
S :
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152

B [ Tl R Sl fi e (HD

(0 &) B0 i || @ @

k(M) SHET(E)  HEaddc)  BHEER (D FREG (A WF R (DD

&mUJhm*&ﬂlﬁy:huﬁlimuyl

E2l o ooy o s sk 0 2 40 0 B A 3 1) B2 U . B
Col) ©nrds £ e i i o by AR

[ Tl | i i alds Sz nd
i Ethernet
S5 smew @ =tha ethl Ethernet
EN| I =1

EE R wom
Kl 3-3 WZC E St

3.4.1 W%

W W 2R — OV IR 2 -

o IR R IR A IR KRR A

U ARAEE A2 R A L B, S I B R A1) 3
*  BCE LML DNS BE

o FCEILEAERE R DNS A ENL4 .

N THTEAN A G LR A A o 2 R ) A D

3.4.2 B DIKMER

FEFESL LK SRR, HES L MR IR (MR, ML,

DL HE %
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BTG o AN AT AN [ PR A e 5, 5 DR ) R ARA ZER AT Y
%,

TH I LL N D BRI LUK PR :

¢ REER AR

* sl TR ERErd g

* BERRRMBIZR PR FE LUK IS, AR5 mi i mirat " $24

* WERMRCZIMA TRIESIR, WEHE, AR e UK R

o WERIERE TILELORM R, AR AN R LUK M E RC s A
Pe B LUK MR RO HE R AR R, JFRC A & 44, Hl: ethO, ethl 4. sfidi“qif
BEFEEL R HE LT P Y 4% R

P Y ¢ 1

@ BzhiEm P HiHESEE:  dho I:|
DHCP #2
EHE (A1) (H): |
F Sz HEAER DNS 58

O BEREN 1P Hohk:
FTIRE P Hubit
Hadik (A) ¢ |
THGES: |
BRI () Motk |

xmuo | @rew || 2o |

B 3-4 it 4 E T

* kP DHCP HzhakEL 1P Huhik, Sk R0 B2 1P Huhik, 4% )5 5 i air
HE A
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o gy N SR ATE BRI DTN INE] T R SIR:

I By BEEESTI (P FEBh (KD

B BB i @ @

FrEE Ny iREE (B ESI0C)  fhER D RS (A AEER (DD

wE W e o |1IPsec |ons | = |

H?[*E_J IEAITE UL ALAE SIE I AR E A FIER 1R & - P i
L i EAAEE-ERENIRE 5 ARE.

mEE s ize |=m= |
&y “FiERE B =tho etho Ethernet
55 jERL ¥ ethl ethl Ethernet

e FhiEEE = - eth?2  eth2 Ethemet

FEEmeES T, A (aEsy

3-5 MCHE M2 E — P
PRAFIC BEAS S s “30fF —> fRA7”
BRI G IEAS A B 3aE B R Pas % L. sk, arbl
sl T A% 1 PR R e B AT P8 9% 1) 45 T P

3.4.3 O ISDN ¥
ISDN 432 A& T] ISDN il AL R R 1 4l 37 1
.
2 LU AP BN I ISDN 32
M=V s & ¥
A=V e W= S o = 271
o WA RBIFIR PIEBE“ISDN R, SR )5 sl T 4
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o ZE“IEFS ISDN &AL A EF I A e ISl A BT g R R LA D BE P,
WA

4% ISDN i 5

ISDN 5E823% (A): |ACER P10 j
i D HE I
RQ: |5 @® Euro ISDN (EDSS1)
MEM : | C 1TR6

D]

0: |ox300

0l: |

102: |

X s | @ REER | W A#E) |

& 3-6 i+ ISDN %

RJE Rl R AL
o FCEPMERE R RUERTE e
o LRSI BCETE LR B 1P MR A, RS R

HEEI,  [FE PPP| =

" GEhEAr P T

PPPER
Sl MR ONS (WA

C iR P sl

FLAT Pl
fullk A7, |

FEars, |

B s () . |

xung | emsw |[Swep ]
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Bl 3-7 1P & HEEH
Eii
o U L DR ET B A N B B SR

3.4.4 FTARIMR ST
WAV A8 T DU SR i — 4% 0 W 82 i r DRV R . g R R
AN 2 ISP IR TR S .
TR LA 20 RS I R A
MU T g T
R =V - B S T = 7 1
* AR RAGR Pk PP AR A, RS R AT

* WIRBEMRSIR T Dl E AT U R A A BT R A % M
AR L I, AR I R G b A AT R R A, e
N R i P LA N N N R
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- TR S e LA
T
VAR (M. [idevimedem :}
D 115200 d|
RREHEN @& (cRTSCTS) |

iR 2 -
F M-S wha o

Xune | emEm | D NEE |
[ 3-8 JELEIR IR 2%

o AE LA R RCE S R AR B AL DR R DL R R R
5 i i EE L

o FCEFMERER . Rl RTE e

o TEUIP BOEE P E SRR 1P I RIOT 2, AR A s
A

o Ul R DR BT B A N B e A SR

3.4.5 #r xDSL &

DSL %07 M P ¥R (Digital Subscriber Loop) HIZL S 46E . HRATH LA
ANFEZEME DSL, 1. ADSL, IDSL 1 SDSL %%, R4%44 ¥ T H 1 xDSL
5T I DSL 267,

4L DSL $EAERT R L B RGN LUK Ml ik DHCP B)A3KE IP Huhk, &
U R AR LUK W G E PPPOE, BEAARATRN 7 a0iE % DSL $4t

i o

T LUT A5 BN in xDSL
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* Rl B R AR
D= £ DS S o 3 s i 4
o AEARFIR P EREXDSL &R, ARG i w4

fil's DSL 4%
RS LR

ELAFRE (D) |eth0 (Intel Corp. 82557/8/9 [Ethemet Pro 100]) L‘

M Bl S 12 47 85
RtFERE): |

T-Online WSz &

FARSMET 4o
EFREL: |

A IERSAI 0%
04 (W) |

X B0 « FIE @) & AT (E)

K& 3-9 MiE DSL &R 1

o MW FRsRp g LIRS 4, AR AR, B4, 04,
BA T-Online MK S NIARFEHI AN R4 M4, HEE S TT-Online 1k 5
BB AN IAT AN P . IE T 58 B s mr s

G Fa VARSI -3 RS TR Ay B [ R

3.4.6 BITARMINERE

TR LU 20 B N AR % -
* Rl B R AR

D= £ DO S o 3 s 4
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* MBRERBBIR BRI ER, ARG i i

¢ MR R BN TRIESIZR, EETE, AR E A
<F‘u

¢ WRNERHLEAMIRT, KRR R

IEETEE (Al : !]EM Olympic-based PCl roken ring vl

wgD: [0 -]

Fx0 Li

XEHC | P EEER | = A () |

3-10 JEFEA MR IERC &% AT 1

PG ORI, R A4 (e w0, trd, ) DL R RUE,
MRJE Rl R AL

o fEMUE ML E R L, EE DHCP [ Z)3kE IP Hidl, BEA EHLE
AP Huhik, AR5 ARk e

s N LR B BN N B B SR

3.4.7 BNIEER

¢ RE AT
D= £ DS S o 3 s e 4
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* MBERRMBIR IR PR LERL”, )5 mi i

* WERELRCLMA TSR, Wk, AR
o WRERILELRL R, KRR LR REIER N, BE Y
J mi i A A

o FNCE MV E R, £ DHCP AZNERE 1P Mk, Bk EHIREE
P Hulk, SRJE AT Tl il

o Ul R DR BT B A TN B e A SR

3.4.8 EFDNS KE

“DNS"#RZ R E RAMEN LA R BT M B REREL. 4
TR A R A 4 LI E TNl Wik DNS kg5 4 ilnl DHCP
8 PPPOE HZ)3k1, S ISP 4&4t, NIATZMAL T MesaHhk. W
KN4 1 DHCP 5L PPPOE B4, WA TN EHL4

T (E) BIEITH(P)  EEN(H)

BN 4mEE(E) SH(C) MR D

2% 0 |@H0 |Psec DNS |20 |

T ERUEE RS G, . SRS, LIRiEE
miropf . SIFARSEIRERTEME CESHE .

EMME (Hi: Iccalhcsr.lccaidcmain

£ DNSIP) : ]sz. 23, 3. 1
H= DNS(S) : J
H= DNS(): ]

DNS 83 RE12: 1 dev.cn.tlan

R E T o H
K 3-11 Fid ' DNS % -
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3.4.9 EHHIEHEE

“EHLBRZE K Mletc/hosts SCAHEHR TN, ZnfE sl R EHLE B fetc/hosts
SR 1P HBERIENLG TR R . BRSO, RGN ENLN IP b
HEEGAN IP M bk AFATT T2 WL 2375 S5 A il /ete/hosts S04

SEAMFIRS 2, T m e B L, ARJEH AT R 5 S
I E BEEMHEP FHEH

D gl &

RN EEE 5HC0 MWD

125 0 |me ) |Psec|ons Em© |

e i ERTLATEMC AR MRSt FAEAN BE] 1P HibRIBRST. 2R
DNS #ifEH, EEEEReeT R E e R HEN{ER.

P BFE 5l

10.1.0.3 yangxx.dev.cn.tlan  yxx.dev.cn.tlan

EEEETM: o B
K 3-12 EHEEE D

3.4.10 & &ML

e # ) A  SRI B ) BB A ) — Fh U BE %, (H AT LAY B SO 1P b
ik, —BAEOUR, BRI A B B R AN E S DU AN e 4L
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e ethO:l. HARGHA AW R ELA P Hhbin, Ater bUE B
BIEZ®

A RAZ AT 7 A B 44 -

AT, PR SR A (I BUR D, ik ME S 1P
BEFILUK R (DHCP INANSZRF S8 3 440, FE RSB0 E I BB 2 1P
hik, BEIRE B —ASETR A

I B EEXMHEP FHEhH

D B ©® W| @ @

FRIN HEE FEHC HERD || 8E A ERD

2% 1 |m# ) |Psec|ons | 2m.©) |

3 1‘—J IEATE ML E SR AR e R PR E . PR
' P_J A &1 iR 52 k.

RET|tE EEE |#m
. & iEEE @ eth0 ethl Ethernet

N T Frethl  ethl Ethernet
l & TEHE @ ethll ethll Ethernet

[EEEENH: 2B (EEd
3-13 B H 42 e
3.4.11 #&~F IPsec &

IPsec #& Internet Protocol Security 455, ‘& & —F 3% H M iR &,
IPsec 1] LZE WA 25 Gt mk W) 4% () G 37— 4% 035 (V0475 10 M (R E 250 8 VR 1Y)
©h,
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3.4.11.1 EHNFEM IPsec Eh

FHLEN N 1Psec HEHEIRAEM & IS AT 4 IPsec JFA A LR P T
]S — 4% IPsec 3 4%, 2 I1Psec MERGMITIN , P £ T ML IR A3 TR n %

1 LA DRI 1Psec 4z

sihiIPsec bR

s CRAC Rl

ARG mar i BE I G B R LR L IPsec

A IPsec HEHEERE— M4, e ipsecO. EPEIZERIE T HE)H 3]
PRI EHLR RN

WP, WP E BT N, W R E Y. ik

F A IERE, WASUELT racoon IR 455 L4 4H

fraE Xty 1P bk
sl O OR A B

3.4.11.2 MZKBMLE IPsec EEE
WA 2% FI P 2% IPsec B REFREPI & IPsec I g5l # 37 IPsec &,

W HZ UL DB I 1Psec &4

mIPsec bR

s THRG B op

SRJE Rk T HE T ELC F  2% B R 45 1Psec 3 HE

My IPsec L —AHN4, . ipsec0. MEFIZIELEES EBBIED)
TEPREHRI . W25 3 W 25 0 %

TEPEIN AL, Wik Pel e BT Ln%, WHRR NS %, ik

P EINERL, WLZGELT racoon IR 45 B4
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o JREAMMI S HINE, P EEHERD T G
© IREEREMEE L, SR, R A S
o RN LR R A B

3.4.11.3 JashffEk IPsec Eke

W IPsec JEHEKRARCE AL TSN B3R5, W LGl a7 H ) ek
{1k 1Psec HHz. 0.

*  JABhII% N ipsecO [¥) IPsec HE RN 04T :
/sbin/ifup ipsec0
o {21544 ipsecO K IPsec N 14T :

/sbin/ifdown ipsec0

3. 4. 12 fRAFFIKE MBI E

TE AT TR, W LA P2 LB A5 BORAEE SO i, R 24
9 26 1 B AT B ORATAE S itmp/network-config
system—config-network-cmd —e > /tmp/network-config

2, Mitmpinetwork-config SO/ K & 0 4% L & A B I ST

system—config—network—-cmd -i —¢ —f /tmp/network—config

3.5 B KEGECERAE

TR KR RT LA L9 35 13 L SR BB T LT I o Bl K ir
TSR R 2% 2 8], G IR EE AR 2 L R L R v S LT BL
7T AT SEALE ARSI 55 o 5 FE I ) 7 R vy AR R vt v ST LAY
gtk Bk, WORTHSEHLESE NI, 22 0R F B K3
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3.5.1 ZEFZHLETR

AN E T REE RGN

JRBNZAE BT RN, W UR Y sl s s g N —> RS

wE —> waeguH,

system-config-securitylevel. 7EEITEITAT, REH WosQrT Ff:

BHE AR A A AT N BT A 4

EEIEN =
E’Hi-:-. T pr e

5 I () | SELinux ()

FeLA:. BRI ME

TS ERI AR S

1 WwWw (HTTP)
Ol FTP

S55H

1 Telnet

L] BE{F (SMTP)

AERES: phEE=

O ethD
O ethl

:

HE#O: (1029:tcp) ]

X i (O

Pz 0 |

3-14

LA C

A E TR RERCE (R (0 KR, 4 R S S R I,

22 iptables 5 1 .
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3.5.1.1

3.5.1.2

3.5.1.3

J8 AR Bl K B

fRAERIR S

o BB KRS AT A A, RV P Ui E LR
M5 o MSEAS R AT (S AT ML, ANEEE k3

o EHB KA. ELTEN incoming ERE . W RSN RIS B,

AN AR

T AR SOV S (KR4S T LB L 7 K s, 375 06 BAH I (1) 3 35 -

*  WWW (HTTP)

HTTP thilU SR WWW RS, a0 BiZ SN/ WWW IR S5 2%, G5k
PESEI

* FTP

FTP i30T SRR BE SO AL SR GG, T Bz ST AE FTP 452, iEik$
IR .

* SSH

SSH RAFHEREER, MAPITH S NENK—RS TH, L4 ssh
U 1] B V7 328 R 3 10

* Telnet

Telnet JETREEF WY, HT Telnet SEHAINE @, P AEIFT T
IR

*  Mail(SMTP)

WIRAZT EN U IR IR 25 2%, PRtk

R B

PR A USRS R B A KU R, X
WA SEVFITA K B 4% B B E . i, A2 TS pLE
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i PPP ¥R IERE] T HIM b, Witk “eth0” MEAGTM®E ,
2N FUVF T S 1 A Hi R 28 B el i1 . E 2 ppp0 % A AT 2
1937 2K S35 AR ) 4 R 1 o

IEVARANELEERL B A SRS CNREERD LR ol “(SAERBeE 7

3.5.1.4 HEno

SR IR T H AT LU FIEL S 1P 3 11 5152 DA M Ik ity 1133k S 1 e
af LUE B kB . Flhn, foiF NFS, IRC, IPP Bk B% i al VR an T ik &

2049: tcp, 194:tep, 631:tep

3.5.1.5 MHEKE

TR LR AT AT IR R, R OB A7 A fete/sysconfig/iptables
Fil/etc/sysconfig/system-config-securitylevel S, R IR 244 il il & 1 H.
JA B R SR HOX SO, BRI TF T SCEdiT.

3.5.2 JB3h iptables IR%%
R4 iptables 55 it 5l 5 LTI IA (¥ By KRR RE I A BEACVE AT, AT H R i A
4 F- T35 iptables 55
/sbin/service iptables restart
WIEAE RSG5 2 I3 B iptables ilj%s, EHAT i 4
/sbin/chkconfig ——level 345 iptables on

Turbolinux &ATHRIL AL P ipchains k4%, 1 ipchains &4 T 1 2c3,
IR ipchains k95 A5 iptables k25 [l JH2), 4511 ipchains fk%s, ik
T T4

/sbin/service ipchains stop

15 ipchains k%, 1EHAT T4
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/sbin/chkconfig

——level 345 ipchains off

3.6 HR5 Vi R

RGNS T HNORBOILE R, — AR LR
TSR S5 BT e DA R S5 XA E AT AN T I A B B
X T AN EL RS AR N AZEE L, I AR AT RE I Bt B B AR A1

W S5 Vs bl 2 ik, RACRIIT A 05E 00 TGS R 15
AL EE 217 00 BL R P67 PR Ko

TR TR TSN )2 — IR 55 (0 e TR A 7 202 K o . ANBJZ T xinetd
(EATSAEART R F RIS, L2AE fetcred MRS,
H AT LU BL = R PR FL S Bl i fs 1l

* RFEE TR — BUBANARER . EAEE 1 b s sk 55 s,
PAR BRI S5 ARG IR 8 GaAT900 34 44 5), JFERRVFRIA S,
5 1 E DR A B ARSI SS o

*ntsysv— JET SRR . AVFARANISITYAIRERZ S SR8
({1155 - ntsysv AREFISK A B0 41 ESE BT R S AVE T xinetd B ARSS

* chkeonfig — #r&AT TR SRVFNRENESITHMEE RSG5 F N 2
BHIIRSS . EARERIRIAS). 5k sEHH R 3 A 8 T xinetd 4 BLATAR S5 -

AR S5 Vs ) K J7 30 1 iptables WO E B KB, X TR TR U
iptables AIfEELIRE A%, THEEAHLRM ARG EH R, (HIE, iptables [
BT i R, EREANE 1SS iptables # 8.

VER— e 3, W LSAT 2 g E TR E RS, & lilie K
ZHCF PN .
3.6.1 1BITZH

FERC B R S5 U7 ) 210 2 0, S Z0BE% Linux REEMEEATH . 384T0 2
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—MRE, B (mode), B HFITE fete/re.dire<x>.d HREHIARS K E
X, Hep <x> BEITHAIMETER.

FHAE R AT 00 :

* 0— Ik

© 11— PR

© 22— WA GhAESO

* 3— HAMEMEZH P

©A4— B GRA P E SO

* 55— ML JF SR X & H

* 6— EHLIT

WIRAT I SCA T %, 18AT90002 3. WIRETE S, AT49000 5.
AILGEIS B fetefinittab SCAFRBCEERIA IS AT, il
id:5:initdefault:

¥ LI BT SO WR ISAT RN, TSR AE RS | I A AL

R ST R AR IB AT A, A telinit 4, ERRISATRMET . WA
root /A Al % dr 2. telinit iv4 H& M8 M pis Tl AN L1504
inittab 3C 1

3.6.2 TCP BAEREF

V%2 UNIX RGO AR TCP W)Y . xinetd 35 HL 1 IRk 45 UL K
FLEATAT N ER SRR libwrap RS- #RBEAE I TCP AR K ikAT VT In)
i, TCP Ui /7l id i & /etc/hosts.allow F1 Jetc/hosts.deny Pk
IR 2% b e e LR DAY ) Le R 4% . Hor, hosts.allow J2& fti/F
Vi EUUF2, hosts.deny 4B 44y I M2, B XES%: man5b
hosts_access.
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3.6.2.1

xinetd

b T IR R BRI 24, xinetd T EAR T £ xinetd JIRSSFRT
xinetd $24E T VTR EEEIThAE . HRICSEThRE, [ T DS R e A
HR 45 o xinetd 0] LLEFSHE— G UFHEHL, 15— BT 456, BRE incoming
R, BREER .

JA BN xinetd X BRI A IR S5 vty L EAT IR, 2RSS SR BIL IS, xinetd
JeA B N B IR 25 R e AT AR

Ja 2k 1E xinetd IR 45 13515 B/ete/xinetd.d  H S AR RN SCPE . o B
disable J&1: 1% & yes, MRS K AR, BB N no I, iZARSSK R
YR FT L RS E T, ntsysv, B¢ chkeonfig % AT 1505

3.6.3 REECETH

R4S C B T B — N S C B ete/re.d/init.d Y SysV RSS KT AL BC B R
Jr, JAENEE B TR, R NI A R s e VR —> &
GRE->RERE —>R%, RHELEGSITHAUT &L
system-config-services. 7EEIEZNUF, REUH Wosu St

HE EEN TRhA)  REETEA (D FEE W

A mIE ER |1%:r$ e
HAE e 5 REETD: 5

I |

v il FreeWnn - Japanese Conversion Engine FreeWnn is a
Networkblanag network-extensible Kana-to-Kanji conversion svstem
acpid
amanda
amandaidx
amd
amidxtape
anacron

apmd

arptables jf é'*ﬁﬁﬁ
arpwatch iserver is stopped
atd

auth
autofs
bgpd
bluetooth

bootparamd

canna A4

EO0DRERONEROOOCDO®O
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3.6.4 ntsysv

K 3-15 Me&smeE T H

M5Bl E T H B AT AT o R dm i o s T g . B U ym s
AT, T NGB AT A s IR .

TR S5 IE B T AR 22 1 % 1 R ISE 5k 7 ete/re.dfinit.d 1 xinetd 45 3 (1) IR 55 51 22
A B RS 4 TR AR RS R AR SR B

WERS), 7B R BIRSS, I e TR A AR N

ntsysv A 1R sl Efs IS5 IR (i, AT AR E RSty
G, S I AURC B 2 RS AT 00 T OIS, In—Tlevel BTN AT 45 W
BREEA 0N, Bl

ntsysv —level 345

3.6.5 chkconfig

chkeonfig iy 4t AT LI SR 5 824 1R IR 45« 1247 chkeonfig --list iy 47T LA
BHUETRGEME YR, USENHEARRBATON T PR . 5135
43 5% xinetd & FIIRS .

filtm: #4 chkconfig --list anacron & [w] 714 Hi -

anacron O0:5kM 1:kM 2:)8M 3:8M 4:8M 58 6:5¢H
X4, 4 chkeonfig --list finger & [0l T %1%y

finger KA

chkconfig I B8 FH R R — IR S5 A — 48 2 I AT G 0 Wt 8 2 a4
o BN, BAEIBATH 3+ 4.5 HAEIE nsed MRS, WA IR G4

chkconfig ——level 345 nscd off
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3.7 OpenSSH

OpenSSH /& SSH  (Secure SHell) WS 2 TTR S & 224, T
B 4 EE T BACE T telnet. ftp.  rlogin. rsh A rcp L E.. OpenSSH
SCFF SSH HhUFIRRAS 1.3 1.5. Al 2. FH M OpenSSH HIRRA 2.9 LK,
BN BCRIRA 2, BRI RSA FHi.

3.7.1 Aft4ffH SSH

il OpenSSH T H A MyEARI AR L &4tk Prifli/ll OpenSSH T
Himm, Wifing, #abimns. telnet M ftp AR NS, Ik
WISCRGE o SRS BT BES I, M2 T RES AR, G REHAN
NGR4T 14 8 S BEUR (M R MR Y R e T R
ZRATREHAE ] OpenSSH 1) T H AR & kel f X 4622 4 o

Ji—AMEEH OpenSSH ¥R, & HENE DISPLAY A8 jg 4% F AL
o W AR UL, WIRAREA LS [T X HW RS, HHAEM ssh i
AR TN L, MR RN L RAT AR X R,
ES RRER A HBLE o Rk 2 BEA R H TR, HIARRER
ML SR B VTN AE, IS R AR KT 21T

J

3.7.2 WCE OpenSSH k% 4%

BLEAT OpenSSH JIR5-#%, VRDAZIE ST IR %3 T IEMI RPM K A4
{4, openssh-server AFEIEMA T ), FEHE KT openssh #K4F4
H%e 51,

OpenSSH =P HEFf F] Jetc/ssh/sshd_config Bl & S0, BRI & SO
ZHG LN %L AEAT o AR AR T A B BRIATE) sshd_config SO
P 7 AOR B E S RS, 1B sshd (UEWIS (man) TURREGE
RIS SO e R T8

BH %) OpenSSH IR 4%, ffi ] /shin/service sshd start 4. {5 ik
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OpenSSH Ar45-4%, i /sbin/service sshd stop 4.

URARIDRT 25 T AR PRI OpenSSH T HIEHHIXA R
g8 LR AR E R RS B 2R AR

000eeeeeeeeeeeeeeeeeeeeeereteeereetereeerereeeetereeenee
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
000eeCeeeeeeeeLeeeeeeeeeeeeteeeereleereeeerteeeeeeeeeeeee
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man—-in—the-middle

attack) !

It is also possible that the RSA host key has just been changed.

B M ARG B ORI SRR Ik A 3] RSA
EHHR BB &S, R RERAERRIRA N ENHL, &5
letc/ssh/ssh_host*key* SCPE, SRIGERGEREKE C. ZEESRH R
G . MEIHEZRGEE R IREERE, EMASESIL, B

ﬁﬂ;/l /flfl

3.7.3 A& OpenSSH &

LN HLIERL S OpenSSH Ik 45 s L, R 2 A% ) Wl ds LA
openssh-clients FlI openssh {14,

3.7.3.1 fH ssh w4

ssh ﬁﬁé‘%‘: rlogin. rsh #1 telnet #y &8 4. & RIVFIRIEIEENLZE
BRI EPAT RS

flEH] ssh KRB FELZ AL ML telnet AHAL. & F]— i
penguin.example.net [EFENLES, 7E shell &7 FEEN TN A4

ssh penguin. example. net
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3.7.3.2

H—UAEH ssh fEmBEpLAs BRI, AR E BRI dAH 7 13 &

The authenticity of host ’penguin. example.net’ can’t be establ\
ished.

DSA key fingerprint is 94:68:3a:3a:bc:£3:9a:9b:01:5d:b3:07:38:\
e2:11:0c.

Are you sure you want to continue connecting (yes/no)?

BN yes RARE: . X ALK ST A AN B IR AN BN ZIZR . b i
OMENSYIIPY

Warning: Permanently added ’penguin. example. net” (RSA) to the list

of known hosts.

T, REE BRI FHLH 1R AN DA, RS
FEZLFE TN shell 275 F T o WRARBA fasE 2 44, IRAEAHLE P L
W BSR4 e W AR B S RS o G R AR i AN R
%, AEHF I A4

ssh username@penguin. example. net
fRI& AT LA#E R ssh -1 username penguin.example.net.

ssh fir & il LAUTRAEZRE L 38 AL shell SRR kMAT i <. EMH
Pkt L. ssh hostname command o A 1, SR 4B AE Sz R HL
penguin.example.net 4T Is /usr/share/doc 74, 7E shell $27R FEEANT
T ) i 4>«

ssh penguin. example. net 1s /usr/share/doc

AR N T IEMRI 042 J5,  lust/share/doc 1% /NIERE H s P At 4
PR, RERSPER BRI A M shell 3277 F

fFF scp fré

scp T AT LA SRIE A 22 4x I (R AEL G R AR S SCIF. &5 rop A
(s
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HEAH SO A T R R R ) — B A2
scp localfile username@tohostname:/newfilename
localfile 5 3C1H:, username@tohostname:/newfilename i3 H A5 3.

BAEAHLSCAE shadowman 1£3X 277 penguin.example.net ¥k 5 A,
7 shell $/R TN (U username i AR /7 4

scp shadowman username@penguin. example. net:/home/username

X 440 A 3 ff shadowman 4% % 45 penguin.example.net _E

/home/username/shadowman 3CfF.

I AR SO R g AN M R G () — OB A2

scp username@tohostname:/remotefile /newlocalfile
remotefile fi#5Z Y CfF, newlocalfile #75E HARCAF

WSO LA 2 A SO . e, ZEHEH SR /downloads 1) N 254 i 2]
LA penguin.example.net EIRAE uploads H 3, 75 shell $&75 T4
N Tl a4

scp /downloads/* username@penguin. example. net:/uploads/

3.7.3.3 fH sftp aré

sftp LETUHH%TU? WEAEHN FTP 4. &5 ftip AL HUR
o, o %A, MEMERE. BN — BB L sfp
username@hostname.com. — FLidi 301E, YR AT LAMEH —AFIEH] FTP 4H
AR 4. sftp THHZE OpenSSH JiiA 2.5.0p1 LI EAT,

3.7.3.4  Ag4RRT

WIRARAAREF R AT sshy scp R sftp IR RN 1112 RIEFLITFENLAS
PR\ LA SRR .

PURLAAUN BENS T A ZEON R AL, T ARE B B R LA 1)
FIP B3 RGP R WK B 58 il T R AP IR,
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SR A Gl X H & .

M OpenSSH JiiA 3.0 JT#f, ~/.ssh/authorized_keys2. ~/.ssh/known_hosts2
F fetc/ssh_known_hosts2 w4 i BF . SSH Bl 1 f1 2 dt =
~/.ssh/authorized_keys. ~/.ssh/known_hosts F1 /etc/ssh/ssh_known_hosts
fF.

GTES10.5 ERiAf#i ] SSH i 2 1 RSA 4k,

3.7.341  NHRA 2 ARG RSA SRRt
R TP ERE N SSH Wl 2 A RSA FlRexf. M OpenSSH
2.9 TR, e BOABIE .
FA N, RSA PIRT SWMLIRRA 2 &4F, £E shell 325 BN T4y

4

ssh-keygen -t rsa

2 ~/sshfid_rsa FIBRIAALE . BN — AN SIIKS ORI 044,
THTN —UCRAfIN o

NEE N ~sshlid_rsa.pub. ZEPPEE N ~/.sshfid_rsa. PAREHEEIH
INEEATAT N

{F ALy & B IR ssh H BV AT BLRR :

chmod 755 ~/. ssh

8 ~/sshfid_rsapub [ N & £ H B R A E MM &S LW
~/.sshfauthorized_keys CPFFR. WS ~/.ssh/authorized keys ANFEAE, PRAT
DL ~/sshfid_rsa.pub 3C£F 5 HI 2 A A HLAS 9 ~/.ssh/authorized_keys
A

A8 LT i 4 28 U1K authorized_keys S OV AT RL IR «
chmod 644 ~/. ssh/authorized keys

3.7.3.4.2 MRRA 2 ARl DSA 43RS
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EH FTI RPN SSH B 2 A2 DSA FHRLXT .
TR T UMY IRRA 2 1) DSA ST, 76 shell 375 FEEN R IH K6

zS

ssh-keygen -t dsa

sz ~l.sshfid_dsa FIBRIAGE . HIA—N SRR S AN F R H44],
THAA—UCRAfIN o

NS N ~/.sshfid_dsa.pub. 285N ~/sshfid_dsa. A REFEEH
IREATAT N, X —fUREZEL,

{FFH LT iy 2B ) .ssh H MV ATBRR :

chmod 755 ~/. ssh

! ~/.sshfid_dsapub 1 P & & Hl B AR A E BB bW
~/.ssh/authorized_keys (. WIRSCAE ~/.ssh/authorized_keys AN{EAE,
fix w] LA ~/sshfid_dsa.pub 3¢ fF B O 3O A ML B LB
~/.ssh/authorized_keys S,

I LA R A4 MO AR 1) authorized_keys SO (934 AT AL R -

chmod 644 ~/. ssh/authorized keys

37343  hfRAs 1.3 F 1.5 A2k DSA £33

RIS BB T SSH BMMARA 1 ) RSA HHREH . gk -
A DSA MARSINIZER:, NATFE RSA A 1.3 o RSA A 1.5

EH RN
FA R RSA (AR 1.3 A1 1.5 Wil FRLX), £E shell 3R FEENTH)

ssh—keygen -t rsal

Bz BAIARIALE (~/.sshiidentity). Hi AFRIREIIK S TN R H H 46 .
PN — AN
AHAPE N ~sshiidentity.pub. #HHHE 5 N ~/.sshfidentity. AZEAEIRE)E
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HAH RGN
{4/} chmod 755 ~/.ssh F1 chmod 644 ~/.ssh/identity.pub & T8AE /R .ssh
H SR 2 G I VF A PR

! ~/.sshfidentity.pub 1) A & & il B Mk A & B WP E bW
~/.ssh/authorized_keys SCfFH . Wi 3CHF ~/.sshiauthorized_keys AAFAE,

R AT DL #E ~Lsshfidentitypub 3T fF & i B i FE ML &% LW
~/.sshfauthorized_keys SCff:rft,

3.8 MR —NFS

M2 SCIERSE (NFS) & — e M4 F LS L ook, SOk
WA T2 A M IE 5 K 5h 2% - —FF. Turbolinux DataServer Efn] LLJ2:
NFS MR%Z#BMATLLZE NFS %/, XEWE LIRS T Hs I
RY, W BN ENIE BRI SHR S

3.8.1 Af+4ffiH NFS

NFS %I T7ER—M %% B2 A S AR A g B, —41350)
Tl —CRAEBH KA T LOEd A NFS SUIF RS Gl ARIE NFS
L) PR AR Imyproject AUILTE H SR AEEZ TREIH H #3044
TR S, P RENS LA LY /myproject H ko X Fh 750k
AN D2 AR R a2, st 0% H AT P AR LS -
_—

3.8.2 H:#HNFS XMHR%

£ mount &k — ML LI NFS U R %
mount shadowman. example. com:/misc/export /misc/local

{EIX I fir 4, shadowman.example.com /& NFS SCAFIRSS #5110 FHL4
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Imisc/export /& shadowman Z25 H WSO RS /misc/local &% 01 RS
FEAMHLA L RFEBAIE . mount fr&iafT 2 5 (i A o Bk A
shadowman.example.com NFS k4525 I IERAA BR 1K1 15 ), 2 F P s m] LA
1T Is Imisc/local iy 4K &7~ shadowman.example.com [ /misc/export

BN ELRE S

3.8.2.1 f§fl/etc/fstab RS NFS LR %
BN BT NFS 20 5 —Fh 7 3oE /e fetcifstab S0
—ATo X—ATHWIIFEH NFS RGNV ENHS, BEEHMER, DI
A NFS LA HHLES H %o RBIILEAR FH 7 A figfs ol fete/fstab 3L
1.
letc/fstab HAEAT (1) — MBI W R PR
server: /usr/local/pub /pub  nfs rsize=8192, wsize=8192, \

timeo=14, intr

FEZ S Ipub FEE LSS EAAITEAE ALK S RGN fetc/fstab SR ATEX
—ATHRINFER )G, 7E shell $&77 NEEA M4 mount /pub, LLECKE 2 MRS
PR EER S fpub.

3.8.2.2 JH autofs Jeik#g NFS XA S

R NFS L =5k 248 ] autofs. autofs {#/1] automount 573"
HERER A FRUR A S, B RIS R0 I A sha&sthiE s e .

autofs ¥ 32 WG B S0P Jetc/auto.master SRy B 5E SUMPLEEER AT . 48
i, BATHEH TSNS S Eck B3 automount 3R . FRURECE
AT L —NMEEBR, — AN IR SO e AR s N2
B SRS . B, fetc/auto.misc SCAERTfESsE X Imisc H b
o XFPKERLE fetc/auto.master SRR E .

auto.master SCIFHFIRENIUH #3047 =7 B # AT BURHEEH.
T BORWUN SCIFIIALE, S =T BT 5 =N BT DL S £k
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3.8.2.3

fF TCP

{H2 KGR

Behn, BAERMEHLE LAY /misc/myproject %% A b w8 B AL 2
penguin.example.net Ff¥] /project52 H3%k, 7& auto.master SCA4-HA LA
7T

/misc  /etc/auto.misc —timeout 60

{E letc/auto.misc SCEEHRIILLRAT

myproject —rw, soft, intr, rsize=8192, wsize=8192 penguin. example. \
net:/proj52

letc/auto.misc W — AN T B JE Imisc FHRM AR, % B X
automount ZAHLANE . EANAXLER S WAy EBRAAAE. BN TR
FEREEREDL, i rw AR VIR, BN TFBOEE T A NFS AL
B, OREENAAE .

autofs f&—FPfiRSs. ZHFXIURS:, 7€ shell &R, BWALLT M4
/sbin/service autofs restart
BEEEMKPFER S, 7E shell $8 FEALL F s

/sbin/service autofs status

WRARAE autofs IZ1TIMEILT fetc/auto.master Bg & 14, FRLLE shell
PR NN LR iy Akl automount ST R BET AN IC B SCA

/sbin/service autofs reload

NFS B E R PSUE UDP; 4K1M0, GTES10.5 Pt T Xt TCP
B NFS Ms2%e. ZLEd TCP kMFH NFS, 7E& /R4 L NFS &
SO RGN, AF—A -otep . .

mount —o tcp shadowman. example. com:/misc/export /misc/local

s NFS H:#7F fetc/fstab A #kTE e
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server: /usr/local/pub /pub  nfs rsize=8192, wsize=8192, \
timeo=14, intr, tcp

WA EAE autofs e & SCAF e e -

myproject —rw, soft, intr, rsize=8192, wsize=8192, tcp penguin\

. example. net:/proj52

BT ERAEMUE UDP, WIRBATRE -otep ZEIT, NFS IS R4
Hi4iEn UDP SRHEA.

i TCP (DB E L 45 :

o WEARE T RIEEREE AN, RIEERASH NFS stale file handles ¥ S at &
B,

o WEEKMMERIEGESAE . B TCP #ilgNad, Mg
UDP HAESEIIT A ik

*  TCP MHZERHIH AL UDP 4 (UDP MRAKA ). 7E— MR
DU 4% F, UDP 4320 & 4 1 S OH 2R 2 X R, sl NFS IE
EEGNEE CRITH 8K ML), BT ix 8K Hdl #R T Byl Eopr L. T
TCP M Edk, 8K o HAF —ia s B i B i

o BRI, 2 tep EELET (BT RSEMEIE), KBS EIERIER
YET T UE AT BB iE % . UDP L EIERN, TR st adhsies Mk
KR BB RS A E B R 2&oh k.

FERMAFEZEE, T TCP WMUATR A, AR AL,

3.8.2.4 {RE ACL

Turbolinx DataServer W1%4 ext3 SCAFRGAAEA] NFS B Samba 3
M ext3 CHFRGHAE T ACL SCRE. IXFE, WIRHEAS ext3 MRS
JAMT ACL, i HAE NFS ST, WR NFS %ML ACL, &
MBS H NFS 2 P i

181



GreatTurbo Enterprise Server 10.5 182

3.8.3 SHINFS MRS

M NFS B4 28 L2 30/ FR T B 3. NFS AR SS #lc& L 2 AT DLk
ERGHCE K NFS ARS8,

ZUFH NFS IRF4fE TH, ROaiztr X BHERS, HAHER, I
H2235 T system-config-nfs RPM X fF(. B gX AR, Adimk
B “EXER —> REWE —> REHEE —> NFS”, i

system-config-nfs 4.

SCERHED  HEHDHD

o <)
HmCA) sl ihe) #D) 3 HICH)
EEIERACT

3-16 NFS k454 LA
TR NFS JL5, sl YR 44 Wl 3-17 Fros i e ss il
CHAR” TR TR B LIS B
© Hx— fREsdEmE R, W ftmp.
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* BN — fE R R AL,
o EABUR — RE H RN AR 2 B E AR .

JER s | |

B | NETH

R B o WEQ)

3-17 L=
“RTIRIEII” G5 TURREE SCVFRTC B DA 00 .

* AVPERESET 1024 1Y AWIERE — RSN T 1024 i H ER
B RS R AR ' B0y e By o ERRXANME TR VAR P LA P
K5l NFS 4. IR insecure HHXFRY .

* ARUARAEMIEE — AFRESUCITK . 1XIELF insecure_locks
AEXT Y. o

o BHITWIE — WERECHRDMT HRES, HEEEAN R
GRAHTH, RS SRAITE RE SR G TR FHZE . X
K2 U TR RS A (subtree checking). JEFEIXANTEITREE T 7RG A . 21
REANTHRGEW T, BRI AR o DUE SR g . 121U
no_subtree_check XS MY .

* BWERFLSHEAE — BRUBBH, ZIETUR RV IR S R S
ARG R I i 3R %L TR syne AHRT R o T & B Wik 3%, async
RIS PEAEFH

o OLRPEREIE DS B — AHEIR S ANBAE M ERAE . TN
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no_wdelay AHXJ Y o
CHP iR 35 bR RE SRV URBC DL R B I

o EEFEMAH S UEAMRA T — i RBOARCE, WA ID
FIZERE 1D #6J2 0. HRAXPR K4 (Root squashing) B/ /7 ID 0 FIZHEE 1D
0 WL HEE AN P RZAEE 1D, FIb S ERARE P AN S1E NFS RS
iy FERHVEEBL . W R IX AR L, B P A S R Y B
% BRI e S ) H SR AR S B N I 4 K PRI
RAEWI LA Mo BRARLT DT, WEATIERETE . 1%ILEWUA no_root_squash
AH R

s AR APUERELR R — WS ZIETOE, A R A
ID #EEHEMR A B 44 F /o Z3EIR all_squash AHXEAY

c NEAHPIREAMAS ID — WR SEFTEES S SRR 4 H
JU7 MG, XA RIS AL R EAH PR — N ID. kR
corresponds to anonuid HFHXT R .

s AESZHPRCAMAR ID — W AR HPAEESH
JU7 R, XA IS AL RO E A PR e N AR ID. kIR
corresponds to anongid A%

Pt NFS b=, MFIRvigsee, REAE b il MR
A NFS =, WAL e, R)E S “MER” 424,

BT B SRMFIRPTRIN. WA, SBREA NFS =G, B
AR — RS AT R B S B, A T SR R A R
Jetclexports.bak. B L E SCHEHE S N fetclexports.

NFS R45#SHCE T HEEY fetclexports Bo & b, L, XA AR
A TR G AT DT T s F TS T &0 T DU AN T A
(B8 F TSSO T IE A 11D

3.8.3.1 M&ITH.E

D SRR S A SCAS Gt B85 R G A B SO B AR B ke X TR
4, ARA] LU HAE e B ST
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letclexports SCAF#EHI NFS R %5 #%2 F RS H 3. BT
directory hostname (options)

M — B g Ak T syne Il async 2 — CEEUE ] sync s
recommended). UIHRFEE T sync, MR- a7E 1 R AT SOB B B N RS
Z AT S A X Ee i Kk

it .

/misc/export speedy. example. com(sync)

2 fuVFok H speedy.example.com (¥ B il BRIA (¥ B 182 A RR ok 2%
Imisc/export, {HJE:

/misc/export speedy. example. com (rw, sync)

¥4 LYK A speedy.example.com ¥ 7 Al ] B 5 AR R H: &
/misc/export.

FEVRERR U fetc/exports [N, ARAIHESCRE AL NFS PR,
BAH ] BT i 2SR BB N IE B S A

/sbin/service nfs reload

3.8.3.2 ML
FEHUAT LU PR A%

o AHLE — A EREEL (RRRIRS I, ENE (A%
WS- 22 0TI, B IP M.

o {EFAHBRATRIRE AL RS — M * B0 2 FRERkEEE AT
FRUEEC. 1P bbb AN B EC AT ;s A an &k m DNS AR, eAiinr
Ressfb A H . 7R iR e AT, S O AUIEFEEEL T .
B . *examplecom £ ¥  oneexample.com , {H A G FF

one.two.example.com.,

* IP W% — {fH abcdiz, XA abcd ML, z &TMAHIF
FIfr % (41 192.168.0.0/24). 3—Fpn] LLE:Z 4% & a.b.c.d/netmask,
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X H B abcd 2 M %4 , netmask & T MW # B
192.168.100.8/255.255.255.0) .

*  Netgroups — #% 3N @group-name, X H [{) group-name ;= NIS
netgroup K4 F5.

3.8.3.3 JAZAEILRS 8

3.9 Samba

fEFH NFS RGNS s Ly nfs IR AIILEIETT
o AEHBLR AR AEHR NFS SRR
/sbin/service nfs status

o MEHBLR A KAS) NFS sy4abft:
/sbin/service nfs start

o BT drdkisil NFS spdPgiie.
/sbin/service nfs stop

o BESIREEZ) nfs kRS, AL R4
/sbin/chkconfig ——level 345 nfs on

PRIE R LUAE ] chkeonfig. ntsysv B3R 25 i ' T H R i B /e 5| S 1+ 5 30
R R 55

Samba ] SMB HiMSOR T it Y 4% 14 L 5 SCHERET ENML. SCRFZ DML
PE R Y45 Microsoft Windows. OS/2. 1 Linux.

GTES10.5 WM& ext3 LI RGMAFHEHIF]%K (Access Control
List, ACL) 3(#F. @it Samba JRg5#83k=—MAMT ACL 1 ext3 3
RS, THE REMNZE T ext3 CIERZHI ACL H3FF,
EE kS HEIRBIRE R ACL.
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3.9.1 Af+4ffH Samba

WK M4 P BEE Windows HLas XA Linux HL#%, Samba & K E4E
F. Samba & RVFSCHERFT EDHLEE 45 Hh I T R L

3.9.2 FlE Samba fRS-5%

RN B LB SO (Jete/samba/smb.conf) SV S 3EARATT O 3 H S A4E R
Samba HLEREF. EILILAH RGBT EIPAESN Samba JLZFTEINL
kAL, e REUL R LATERIY R GE FOBREFTEINL, SRJ5 N4 LI
Windows HLE$KHTEN.

3.9.2.1 EBAEE
A AL ST SR G Samba, {#1F] Samba R4-2%M0E T H.

Samba 4530 E T H2 FRE B Samba JE=2. H . DARIEARIR S 5
WE ML R . B fetc/sambal/ H A IR E SCIE. BT 48 %
PR HEAT I S S R B

PE AT, RUAAEIEIT X HORSE, RS, JFH%kT
system-config-samba RPM {4, B[ /H5) Samba Iz 55 # A& L
R, pUhmmR B« B2 —> RERE  —> kFEHKE —>
Samba ”, i fE shell 75 (W XTerm % GNOME %) F#EA

system-config-samba 4.
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P HEWE)

& &
HimEA) L FER) WIERD) i EAH)
o [ g

B 3-18 Samba fR &5 #8ic & T H

39.2.1.1 EEREREE

BoE Samba Jie g5 (4 55— A0 T 0 PR 55 4 R B A BB AN LAS 2 48 I
JABN T N REY G, ERE CEEI —> IRESASBCR . AR G TR

wnE 3-19 s

B ZeHS) |

LAEH: |""‘)‘ETU“P

g, | samba server

& HUHO

o WEO)

3-19 P EILA S5 4% BB
T “RAT BRE L, FRE VMM AE 1 T AR DL VLR R A A 0

‘©A115 smb.conf HH workgroup 1 server string iR Y .
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BEHIE B i v

WiEs R, |

I O 2, 7= -

KRR Tk v
R HLH© @ TIEQ)

3-20 Ml E e R ey E
“ophe Pl BREAL S LU IR
o BIEREE — EAI security SEIFAING . HERELL R B AEAR I A g — P
* ADS — Samba JIg5#% 7 4uEEK H %3k (ADS) Ak il — AN i
Kerberos 7F 45 b oh 25kl 35 AL S, - H. Samba 2AZ5fEH net TR
A ADS SR — 5. net J& samba-client AFELI—#B2 . IZIETA
240 Samba FCE AL —1 ADS #Hiilds.
* 4, — Samba JRZEKHET Windows NT 3= BEER A& AR I8 45h 2ok %
. RS BHEH 2R O S LssEhlas, RESFefvarm. 78
“IOUFIRSS PR B R R R A O A I B NetBIOS 42 FK
W hnmE 4 Ik, E AR E R <R,
* 4% — Samba JIRSEHAEEICH S AR O SH A LSS H A
Samba R4 2 RAS K EAT. R ETIERE, IR A SR A S 5
BRI EAT. fF “BIFME o B ige s —4 Samba R4
NetBIOS ##%.
e JL= _— Samba /AR EEAS Samba AR 55 AR ARH AT AL A4
M. EAEREER Samba #4545 _EIHh w LN A Sy m i A\ H
FamMO4.

* M — (BKiA) Samba I/ AUNREAS Samba k55 ds e — M
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I P M4, R URARE “Windows JH /487 AR, EERIXAS
B,

o 4 — WEH M Windows 98, AFA RS 3 9 Windows NT
40, BHEEIERAR Microsoft Windows H1i%d:, %I 23 B
1A 7 ik 452 e T8 FH s a2 Al T s B 4 S A M k. &
A1 encrypted passwords 3% R KR

o CkRIEIKS — B ECk AP EEE N Samba R4S SR, A AT AR
WL B S 2% BIE SR P . EBRE LM S 42— AR E
Samba K5 . M EHKEKS SR Samba k455, AhAIHHERIX
AN PR AR . %38 T5F guest account 16 XFAH S

BT T CHE” Ja, BB S S NCE SR, SRR Sl R R B
PRl e e ST B A

39212 EH Samba )
Samba R PSMECE T BERAERIN Samba /200, fE#4 24 Samba fi
KRG LA —ANIGIRIIH P K 5 . Samba F P FXANERAZ (1)
FAK 5 AH SR EK

W mFH FA)

o WEEO)
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& 3-21 ¥ Samba FH/

FERN Samba T, EEE “EREIN —> Samba M, RS s WD
P . 78 “Qlgdr Samba F /7 & R AR RS LRI -
BIFEh kS “Unix FIF 47,

WA Windows HL2§ B —ANAFEMH %, IR Windows Hl
# FBSFEN Samba RS54, W 4E“Windows I 4% 7 F B R Windows
4. “IRSGHVCE” BRI <247 W0 RN IR A2k
WEK P AR EEAE AL .

PRIEFE N Samba FHSECE A “Samba 1147, FERHEEA—ORRIIAR
AO4 . BUEIRIERE 724 Samba N 04, @R A B H &
BANAE T RS A Samba 4.

LHEIEA DA, NFIR TR, R A SR
FEAIUAEN) Samba A1/, IEREXAH T, ARG A CMIBR 7 424
Mk Samba FH ;A2 B BRAH DG IR P K

R T e S, PSR soar G

39213 itz

1A | U ) |
Hat: | /dod RETS
Wik, | |
AR
@ Hik
O /5

38 BUH© @ WIEQ)

K 3-22 Hhnits
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BN, Sl CUINT L. AR T DURRASELE LR I :
© Ast — il Samba JLEMH . XA H U AAFLE .
o iR — xR .

o EARRUR — I MNAZ A RERE IO T H S I SO IR S AR e 1
G R

1 “PIm” WGhR b, PRI N AVFRE A Ui M2 o
YT Samba FH /s il e, ﬁn%ﬁ/@%T%mﬁmﬂ%me, M
P Samba JH FIER kR L] F

Ml T HE” G, JEEa LRI .

3.9.2.2 MAITHLE

Samba fliH /etc/samba/smb.conf 1 e HIFCE ST o W R AR AR 71X /NEE
BRSNS E BRG] service smb restart @74 H i Samba Sy HE
FERA A

LHEE Windows LAEZRDN & 1 AL HIA , i smb.conf SCAFHHILLT
JUAT:

workgroup = WORKGROUPNAME

server string = BRIEF COMMENT ABOUT SERVER

£ WORKGROUPNAME # % /R [ HL4% U7 J& 1) Windows T.YE41 % .
BRIEF COMMENT ABOUT SERVER JE R, ‘& # 1 Samba R4
Windows 3% .

BLEIRIY Linux R4 00 Samba L2 B3, 76 smb.conf SCAFHHSIN
PUFJUT GRIEIRFIR I R G T B T %32 5D

[sharename]

comment = Insert a comment here

path = /home/share/

valid users = tfox carole
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public = no
writable = yes
printable = no
create mask = 0765

TR 7 i S tfox I carole A Samba %/ HiES Samba RS
#% FIH % /home/share.

3.9.2.3 WmEQO4
OB R, RO E s, WIS O BE B, gliseAR
FA g, e RERE A A 19X 4 43 2 LR B R AR . IR A5
IR
Microsoft SMB WS I 4l SeAR 04, SR, A RS 3 B =i
Windows NT 4.0, Windows 98. Windows 2000 Windows ME. UL & Windows
XP ZERN# %) Samba M4, ZLE Linux ZZFiz4TLL F Windows ##
ERGEI RGN Samba, FRAT LA Windows {4t 28 Sk A FH 4t Se A
CA BB BRI Linux R0 Samba Sl N 4. AR B8 5o
s, ARDAZAFTE Windows MLESIXAM — XIRE K, A1 6E S 80t
—BIMEE. AT E NN, R 04,
FENCE Samba AN 04, EAFLLT .
* h Samba BUZE-—ANFRRY O S TEARSEORIMWILAE fetc/passwd
RAIEE, 7E shell 3R FENLLITF 4

cat /etc/passwd | mksmbpasswd. sh > /etc/samba/smbpasswd
WRRGAFH NIS, BEALL N4
ypcat passwd | mksmbpasswd. sh > /etc/samba/smbpasswd

mksmbpasswd.sh BIAF samba {0 — 4 B EAR I Jusr/bin H 3%
t.

* U Samba HASCIFRIBURVERT, KU A HRAT A B S BUR
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chmod 600 /etc/samba/smbpasswd

o XNMHAASTEH S OASEHIZH S, Samba H K-S ER A R E
H4Z BIASBRGT. T Emmzeatt, #UrEH P 1 Samba 14
BEENAFRTHA AL A4, Bk EEA Samba A4, fHH
PLUF#r4 (32 username =i aE NP I F 4):

smbpasswd username

o mEOAUARE . BT EMEGAE N, e LR E At
R AE . A, EMEAGEERCE ST #i2EH . £ smb.conf U1
W, T E DL ATANMEAE

encrypt passwords = no

W EHSEATAE, WEETEM NS G RIEELRERE, XFEZTH
SR ANG, DA E . WEIZAT A E R B R, TE IR
TR AR R

BAER B AR RS NS 04, 4 Jetc/samba/smb.conf SCARARIIEL R
JUAT:

encrypt passwords = yes

smb passwd file = /etc/samba/smbpasswd

o 1f shell &5 FH#EA service smb restart SKffisE smb R4 EZ).

o UWURARAE smb RS ABES), A ntsysv. chkeonfig. BRk4HL
BT ARSI EEHE.

M T passwd 145, pam_smbpass PAM  EHEEE B F K R D H P 0
Samba HAFEAIMRZ DS . WRHFA5IKT passwd fiy4, bR E
SkE| GTES105 R N4 DL K AIEi%EH: Samba LT R4 114
b Rl 10 g

Z)a A XAy RE, LN AT W N B Jetc/pam.disystem-auth
pam_cracklib.so 2 F:

password required /lib/security/pam smbpass. so nullok use authtok

try first pass
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3.9.2.4 JABMEILIRS
fEilS Samba JETEH RIS A5 FAAZUEAT smb kg5
o LT dr4kEE Samba SFARRERRHRA:
/sbin/service smb status
M E I e E B AP
/sbin/service smb start
* LU iy ok A b sy g R
/sbin/service smb stop
o EAEGIWEB) smb kS, AR R4
/sbin/chkconfig ——level 345 smb on

PRIEVT LI chkeonfig. ntsysv B R 45 A0 & 1T H R AL & B AR5 S )A 3)
WA R 55

3.9.3 %% Samba JLFE

PRIEFTLIE A Nautilus SREF R ML LRI Samba 3L, SEFRIHIR
bR CER —> WYRE AT REBERMMEE LY Samba TAEAR
FF., RIERTLLAE Nautilus B “frHE: 7 PRGN smb: SkKEF TAEA.

i 3-23 Jiaw, 7R % ERAITH SMB AR 554 HIL— A Bl A
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TR GEKED  TEEY)  MEE BEW WD

4. . 4 O% B

551 : BE Eifi .
R, |unterrd = * | View s oo, -r|
= 0%

MSHOME RILAP

3-23 Nautilus #f] SMB T./E41
Wik TR KR 2 —RE G A TAEAN MT-EHLIFIER .
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197

LFHE)  WEE) #TEY EIG  BEB  #EE
-4, A @ B
= i I Ik BlE IRk

e 3 | smb://workgroup

-+ [ oo )

3
3
3
=

D%

MSHOME RHAP

y
& 3-24 Nautilus H'f¥) SMB HlL#}
WRAEK 3-24 T, TAEANEREAPIEAE — A KR WA KR
KEF LML L Samba 2, WRFHBEHP A O4S4E, Rapi
REINEAT.
PR AT ALE Nautilus 1) “4A7 & : 7 £2 A E LU R 1 (J8 <servername> Al
<sharename>#5 # A N AE D) KAgE Samba AR %28 FIHL 45K
smb://<servername>/<sharename>/
3.9.3.1 éfT

AWML 0 Samba 48, (FA findsmb iy 4. BRI RS 25
£ BRH IP Hilik, NetBIOS #Wk. TAEHLIR. BERS. LI SMB
TR 45 BERRAS
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P54 Samba 5=, M shell $2/xF, BALLFird:

smbclient //<hostname>/<sharename> —U <username>

8 <hostname> ¥ RALE Y Samba RS A5 M ENL AL 1P Hudl,
8 <sharename> 5 A AR AT T (L5 B SR A FR, 8 <username> e
ARSI Samba 4. SN IE#IRI L4 3d% [Enter] # (GFAZIRIZ
HAIE4),

WHRARERT smb\> $rR, XUHRE I EFR. Fx)G, #A help 3k
RIG— A AFNR . WA IR 3 B A2, 8 sharename i
AR P 4. S BRA A -U E0, M H P P St e gty
Samba.

FR L smbclient, 7E smb:\> $#E8 A exit.

3.9.3.2 EHHE
B, RATREARIE Samba F:EHEEEEHS L, XFEX H SN BISCEEL W0
[l &AM S RS —HB 55
P Samba LRI H Y, HEHREAFENGETE, RJE DR
RSB HAT LT 4
mount —t smbfs —o username=<username> //<{servername>/<{sharename>

/mnt/point/

%4440 <servername> 1) <sharename> H:#TE ALK /mnt/point/
Hxd.

3. 10 FAFENE B i (DHCP)

FIAFENEE YL (DHCP) Rk AR P YA 2| TCPIP 15 M
M. £F4 DHCP % P #EH B0 T+ ) DHCP R45%%, 1Z%R%
WIREEFE P Ml BISCHRT DNS RS 2440 B2 R 2% it
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3.10.1 £t f# A DHCP

DHCP {EPHU %% /7 WAL T ARG . Ml %7 R, #74
PR GLEFE T DHCP, flusi AN IP ik, 7 RHERS. BIOC. B DNS AR
4. %S DHCP 45 #5 h A R IX 465 . DHCP R4 F1 53 A AR K
RN P Mk AR, SHERCEA RS, B0 5%
MRS B — AR 1P MRS ) DHCP & SO RIAT o fn AL
FIff) DNS JRS5 iR T, XM LUfi 7 DHCP iR 45 4% iy A i 15
DHCP %/ FillT. —HE MG ER RS (8% EH5 T R50,
AR S A

Brubz Ab, A e i AT S B F) vl B SR LA G B A ] DHCP, L
HRAN A B A RVFEEM ) DHCP fR45#%, et il LIAS Y 55
RIS NENEEE =27

3.10. 2 Fid & DHCP R4 3%

YCE DHCP k45, BB E A fetc/dhepd.conf.
DHCP i&1#i ] var/lib/dnep/dhepd.leases 3O3R I AE 2/ R U1 P

3.10.2.1 EEIH

BCE DHCP JIRS5 4% 55— 2 QU I A7 % ) I 245 RO IC & 0. 2R
EIRT UL B 2 7 P ], TR I R] LU REAN 2 R GE W

VIS B SO AT LA R A AT B0 £ o 2 4 s AT SR BEAT TR e iqk . SR
SEX A KNG, RE NS G AT

HArSeBL T W% DNS BB 7 % — ek DNS 577 i = A i I
DHCP-DNS H.Z) R & B i RIX A A 422 0 1ETF bruiat
PRI —#04r, MBS =AM — bk DNS 877 DHCP Jlkgs
AR A P IX W R i 7 S I —Fb . ROAC 3.0b2pl1l A B (¥R
AAE PR R AL, IR DRI i . i SRARAE AR B M R 47 A
2, FERCE SO IR L R —147
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ddns—update-style ad-hoc;
TAFE AR, ERCE SR ISR I LU R —AT

ddns-update—style interim;

P B SCAF AT YRR IA -
SR — RYTWTHPATAESS, B ERATES, SRR 25 il ik
WURIEE T o

o EE] — MAMS A R SRR L B S
H B —H A

FLESHOZILL option KEETIT Sk, EA TR N IEIT, LI E DHCP
(RIS 102 B B )2 L I 8= ] DHCP IR 552347 A IRIAH -

FEAERTES ({3 B> R PS8 CRIRESD M H 4 a5
S8 RSB T N RIPTA Y.

£ F#Ip, routers. subnet-mask. domain-name. domain-name-servers FM

time-offset LM H] T-HTATAEEA 1R M A W host B,

WINBIFTR, MRATLLA IS subneto AR DAZR R AR 1D 19X 4% R R AF — AN F XA 45
—/ subnet A, 150, DHCP 42w A ik iash.

XA T, TR A DHCP %P Z8Ha 4 Rk, HFHAET
range. %)M EC4S range X N IP ddk.

subnet 192.168. 1. 0 netmask 255.255.255.0 {

option routers 192. 168. 1. 254;
option subnet—mask 255. 255.255.0;
option domain—name “example. com”;
option domain—name—servers 192.168.1.1;
option time—offset —18000; # Eastern Standard Time

range 192. 168. 1. 10 192. 168. 1. 100;
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A FLE A — W B 45 101 X B 1% 4E . shared-network F5RHZZ Y RH, W R
Bilffi7R . 15 shared-network 2 P9, {A7EHALEEAKM subnet 5B Z 41
SRWCA ARS8 shared-network )44 TR 12 5 0f 19 28 A5 il 1 (e
B, B, fEH test-lab SKHTAFTAT AL T 9550 % (test lab) PR K 719

shared-network name {
option domain—name “test. turbolinux. com. cn”;
option domain—name-servers nsl.turbolinux. com.cn, \
ns2. turbolinux. com. cn;
option routers 192. 168. 1. 254;
more parameters for EXAMPLE shared—network
subnet 192. 168. 1.0 netmask 255.255.255.0 {
parameters for subnet
range 192.168. 1.1 192. 168. 1. 31;
}
subnet 192. 168. 1. 32 netmask 255. 255. 255.0 {
parameters for subnet

range 192.168. 1. 33 192. 168. 1. 63;

}

TR TE R, group 7 BRI DARIRAE 425 S BN T B — A s il .
wn, PRATCAALASIEE R L I, BRI e 4R

group {
option routers 192. 168. 1. 254;
option subnet—mask 255. 255. 255. 0;
option domain—name ”example. com”;
option domain—name—servers 192.168.1. 1;
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option time—offset -18000; # Eastern Standard Time
host apex {

option host-name “apex. example. com”;

hardware ethernet 00:A0:78:8E:9E:AA;

fixed-address 192. 168. 1.4;

}

PRE RS 1P HUOERLS N R SER) DHCP g5 a8, FRRISE K&
SO, B I AN ERAR I . KA DR R . Y
FIT range 192.168.1.10 A1 192.168.1.100 Z[ff 1P Huhk /M BELA %)

default-lease—time 600;
max—lease—time 7200;
option subnet—mask 255.255.255.0;
option broadcast—address 192. 168. 1. 255;
option routers 192. 168. 1. 254;
option domain—name-servers 192.168.1.1, 192.168.1.2;
option domain—name “example.com”;
subnet 192. 168. 1.0 netmask 255.255.255.0 {
range 192.168.1.10 192. 168. 1. 100;
}

TR R MAC Hblilgi% - /0 1P ik, fFEA host 7B [H
hardware ethernet 4. Wi~ I R, host apex FEHAZRHA: MR
MAC ikl 00:A0:78:8E:9E:AA IR G T /- Bty 1P Hbhik Ky — B &
192.168.1.4.

R AR DM I 2 4L host-name R4 % /7 40Tt EHL4 -

host apex {
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option host—name “apex. example.com”;
hardware ethernet 00:A0:78:8E:9E:AA;

fixed-address 192.168.1.4;

3.10.2.2 FHIABIEHE

7 DHCP f45-%¢ -, Ivar/lib/dhcp/dhepd.leases St 42/ DHCP 1%
PRSP o &SR % TF TS M. RSB SR 1P ki
DHCP LI B #B4s A sl A7 e R e o 1205 5 AR R
IP Huhil B 3By G FIAMITaa A& H W LR A R A A T Y
£ MAC Hubik.

FELIGIEE 126 ob B AR I T2 A ARG AR HEI TR (GMT), AR A HiLIN [H]

SR PEAI g, PULEARERK. 656, Fra CAmRIN S i
A B — AN I I AL B 4 P o, dhepd.leases SCF T i 4 K
dhepd.leases~, SRJ5, ImINAHL %A 245 A\ dhepd.leases XA,

A SSIEICH P o i 44 b 4% 0 SCAE, BSOS N2 T, DHCP spdr g
HOHEMARTE, RGBT RES . WHRKEAE T XM, dhepd.leases
ST, (AEHE BRSO 0. KB, 1A I SO
R A IR 2 25 R BT T B IH AL SO, AT 38058 22 W . I ff 11 70
#7290 dhepd.leases~ &4 X FHE A4 4 dhepd.leases, A5 i 3l 4k

[0

3.10.2.3 JAEhAEIEIRS28

A5 DHCP k%, {4/ /shin/service dhcpd start #ir4-. 4% - DHCP JIk
%, {§ifHl Ishin/service dhcpd stop 4.

WRRI RGOERE T A —AMEEZA, (2R QAL DHCP k%235
gz —, Rl LIALE DHCP k% 8 HEMAN &% Lash. &
letc/sysconfig/dhepd H1, 404 DK ZF%F N3] DHCPDARGS (413 .
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# Command line options here
DHCPDARGS=eth0Q

URARAT AW A R IR KRS, XAt IR~ — A4
PR AT ABIC E . DHCP 2/ R ELER I ARG ZR 1P Mkl 55— al
LA FVE B K Bl 2 J5 1 9B 2% 119 DHCP IR G525 . A d & 1 H 3 9
ZEH M RAE AR ST N 2 A, DR F P Je i e LI P R B R Sk

o

HEWAE fetc/sysconfigidhepd H3E & ) i AT KE I LI -

-p <portnum> — F55& dhcpd MAZWEWTH udp i 560, BRIAMEN 67,
DHCP Il 25 28 75 EL 35 5 19 udp 3 1 K — o7 (49 3 115 AL 38 w7 A% B 4
DHCP %7 an, Wi T Bk o 67, Rssamtssrim - 67
FWEWRER, ARJEAEE T 68 BRI . WRARAE R Ab e e T AN
%, JEHATHT DHCP ¥ RACHE, fRFTfac i DHCP % R ACHR it i
Yty LRt 20 ) — 3 1

o f— OSFPRERRE N ET G RERRIEAT . X AR R

* -d— 3l DCHP JR45 %y it ic BRI R 2 . IXAE IR
Wi . S eRARE, HEMEE A Ivar/log/messages.

o -cf <filename> — F&E ML E SCAFRIAE . ERIAATE L Jetc/dhepd.conf.
o -If <filename> — 572 A IHH e SCPEROA B o A RS B0 e s 2
f21E, {E DHCP 4434 3 shi A Rl — A SCAF R oG 2. dRZL il
PR RTE T BB INLAR BN R H WA i ae 0. BRI AL B 2
Ivar/lib/dhcp/dhcpd.leases.

* g — TERABNRSTRERT, AN RN AU R .

3.10.2.4 DHCP Rt

DHCP 4% & AVEE C(dherelay) Ffe¥FFR#ETC DHCP JIR 45 2% 10 M N 1)
DHCP F1 BOOTP &k kAT MHAM—NEZ A DHCP 545,

M DHCP % /i skAE BN, DHCP Rk AAHHI g Sk # &k % DHCP
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e RARELA BN T 2 (1 —%1 DHCP Jli%s- 5. 434 DHCP 4541 [R]
—ANEIRE I, IR AR B 4 R R R SR K R 2%

KJE{di ] INTERFACES #547E [fetc/sysconfig/dhcrelay SCf:mhie s T 8
F, DHCP # &AW prA#: 1 ¥ DHCP K.

A5 DHCP ¥R AXEE, fH] service dherelay start ir4.

3.10. 3 KL E DHCP & 7

BLFE DHCP ) I3 2D i WAL RERE BUM M R o 2 50 o 1 20
MRER IO, REE %R RE NS I AR WERRAE 28 )a
AINT KM AR, Kudzu[1] Mz POie, TRy EReEAR N K A 1
ek

BT THE DHCP &/, WRFEEEN fetc/sysconfig/network 443K f5 H
BCW; &4 fetc/sysconfig/network-scripts  H s EEAN 9 45 1 45 I S0
fFe EIZHzT, FABREHNIZE M ifcfg-eth0 MTCE ST, 1%
HL eth0 S M4 8% 1K 44 PR

Jetc/sysconfiginetwork SCAFR iZ AL LLFAT:
NETWORKING=yes
WRAPRAELES | SIS BB, NETWORKING A5 B AZi# ¥l yes.

/etc/sysconfig/network—scripts/ifcfg—eth0 IFENIZAL & LLR JLAT:
DEVICE=ethO

BOOTPROTO=dhcp

ONBOOT=yes

FAMRARBCE ] DHCP H B s A0 i 2 — AN LA
LT I 0 SR ) 3 T .45 -

* DHCP_HOSTNAME — KA DHCP ARSSaS£FHI IP Hudik iy 2
B PR ENLAL WA i, (GTES10.5 H1ff) DHCP R4 #% 5
PR Z IR .
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* PEERDNS=<answer>, iXH [fj<answer> ZLIFZ—:

yes — 3k A RS B8 11045 EoR1& 24 fete/resolv.conf. #7{# i DHCP,
W4 yes EFRINH.

no — A& fetc/resolv.conf.

* SRCADDR=<address>, ix H [fj<address> & T %L 45E W IP
Hudil o

* USERCTL=<answer>, X [fj<answer> ZLIFZ—:
yes — FRVFIEARFH F#EHlZ R & .
no — ARV P EHlZ R % .

3. 11 Apache HTTP k453 &E

GreatTurbo Enterprise Server 10.5 2y H ' $&ff: L A s K ¥ Apache HTTP Jit
G54, BT Apache 55 @ 2= T BRI 2.0 iiCAS, AT LICA T 3R AR mi Rk
R HTTP IRkS5, I KFERE AR T RS B ).

W T E HTTP MRS LA LR E TH, Wil RE N %3 T httpd Al
system-config-httpd PN 3RAEAL . TR R 4875 222 X Window R 4t, LUE
B T H RIS AT
RGBS T, 376 F 38 bk $% System Settings, 76 738 ik $% Server
Settings H1¥ HTTP. WAL TE=HIGH, B4 system-config-httpd 1
AT LAE N BE T

WA 19 Apache IR 4% 2244 F fetc/httpd/conf/httpd.conf SCAAE A Bt & S04
HACE LR mESILUGE, W RAEE LT 8 MNP BRHEATACE .

*  7F main JUEP TR E .

* 7 virtual host Bt [P HEAT BRIA B

* 7 virtual host BT i1 L E BRI B AL
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* WERTHERE 2 B ENEE L URL, o DUHE R RIEAT S .
*  {E Server JUHI T HEAT IR S5 AACE o

* 7 performance turing T H 3T B SR E .

o KT B SCE S %) DocumentRoot AT cgi-bin H 3% .

* REFLHMAE, BHARCETLA.

3.11. 1 EAKE

fo & T A main WA 3-25 iR
P P A - -
S B P9I

| iz | ssas | |

Basic Setup
BsEe(S): |
FIEBFREEAL () |oot@localhost

Available Addresses

33 0_E BT A A S0 & A,

RlmEE.
i #iER (D)

% Apache BT STHAL .

(0 a1 | X s | P 0

| 3-25 Apache A% &

T TR R4S 35 44 SCAKE g N R SS S 22 BRI B ) 42 FR ot I T e 8 S AP )
ServerName T, %IV E T web 4% 2810 EHLLL TR
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5 W T L Bk SCASHE g AR 55 A AR5 KT Rt ik o T HLFR) P 7
X FFCE SO ) ServerAdmin i, T DABCE AT R UL, FERXANTRLF
HBHETSCE B8 G L, DU P R I 45 AR 55 A A B B

i Available Addresses DX 35l LASE SR S5 st 0T W WT (103 1 o 3 B (R 12 0
N B E S Y Listen T, GreatTurbo Enterprise Server 10.5 # & [ ZRIA
g 1t 80, P LAESE Add 428 Insgr ik Wi 11, Rk % Add #4241,
HILEE 3-26 TR L E A .
PO R
| O BURHTA AL
P cu |

- Amp |80

X miE () | Pwx

3-26 ¥k

Un SR T AT LI IO, DA 5% 5 Sx AR AR E (R 1 _E RN T AT (K] 1P b
biko BEEEHE R e T 1P k. URTEMBEP AR S (%), &K
SRR i W B A k3 T5UR [+

DR RIE S Edit FEH, RO I I SRS T BB S . 19 Delete M2 HER
SR

3.11.2 BRARE

PR TN, s BOA AR, I 3-27 PrsricE
T o AERXA U, AT RAEAT - LEER A T
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e
ieeas|wem ||

Directory Page Search List

S EHFWHENRTEEI NI HTIR.
#0: index.html, index.shtml 5.

Error Pages

j Iﬂéﬁ¢im...|

TR =il
EE IR B Ad|
RS 00 - TEERR

BUBSHTHE:  SRRHROTESRE 3|

D #an (1) | X i ©) | Pt 0

K 3-27 AL E NS — TUAg ik 5

3.11.2.1 WIGETEE

Directory Page Search List X 38%f B it & SC#F 1 ¥ DirectoryIndex Iit, 7E
FH P8 E VG A R 42 B I %, DirectoryIndex HH R A 2K S B4 1

B4, B Vi T http/iwww.test.com/dir/ , W) IRk 4% B 4 #F
Directorylndex " B4l 1) B k& — AR BIG H . B &2
index.html X FE S0

1 Error Page #i7), R LABCE AT UUIT, Vi) RS (KN, AT DLEE 1) £
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FRIE A DR DU 2%, IXANE IO Y T IC & SCAFH I ErrorDocument 15
R R G A B P e DL R B N, IR A AR I AR Bt S B
TN XS RS B ARBULE TR RIS X — A s gm AT LUk
IXAAE BT E R . g E R AT AR s T =R 7.

o IRUTR: REHE RS BN REBGANE A

* URL . RGEHEEREH S e 24552 /9 URL, 7 Location 4
HEHH 4 N B2 1) URL Hbik .

o SR ARG AR P e W BFE 2 S0, fE Location i
HE Fp i N B 5 i) () S0

B 4m, T S T 7] 404 Not Found 3X AN 15 1) — S SC4F 404.html, 1]
ez o2 413 DocumentRoot B R, % H %2R /& XK SCR H
F, MEIESAHND, BAK DocumentRoot J&/variwww/html/. 4R 51k $%
404 Not Found 4% 5 8H T84, 7F Behavior FFi%$% File, £F Location HEH
Hi\ html/404.html.
ZEERNES R DU U I, A AR

o RN TUBIRTEEA Rt s A R R T DU O ) Sk A TR R
Wt & 1E ServerAdmin Wi 15 B, TE T3 — DI

o BRI BoRERAR T

s B AR

3.11.2.2 WFHE

o H A DU S A5 AR H &, BRIAEOLT, s aekikii H &
5 %] varllog/httpd/access_log H & L &, K % H £ 5 2
Ivar/log/httpd/error_log H &304
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“_ R ﬂ
T EREE | | e |

Transfer Log

© EREZAWL: | [logs/access_log

O BREEFE: |
C gAFRAS(S): |

[~ #EFEE IR ()
SERIH B (u): |

Error Log
® EFFIH L IIogsferror_Iog

C RREIFEF (P |
O #AREAES): |

4k

1k

HERS] (v) Error

%= DNS EF (D): HREES

Senw | xwuo || Juxo

3-28 MR EHUSE— Lk H &
Transfer Log i3 T A BB R T R A5 R o X 245 B b A 7 25 i 4
(R 0 1P bk, SR i ) DA S SR BRI e S AF45 o ] RAAE i s 315
PEIETRANBTIR F 5 SO 2B AR S BR I F A5 S0 o 3 B R B 0% Y
T L E A TransferLog 1.
] DU PRl T s e S Btk F AT 8 CH 45 8, X BRI B0 R S
B CFH ¥ Custom Log String i .
B H AR T IR GS AR BT IR A AR L, TRDRE s v DL AL i R 1 AP 3R
HHATHIR H B E
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FS R TE SCT AR R I 2000 %34 35060 W 0 SCAFH 1) LogLevel
Iﬂ’

T[] DNS A S 1Ot 3 T2 SO i) HostnameLookups, A BA T =Fhik
$:

o W AET e RPN RER, RS HCR T 1P 2547 DNS
MR, DMEREIN ) RN

¢ R AET TR R, RS A AMEER AT P
17 DNS %, R I B4R, 0BG 2 1 EHLAARIEAT S 1 1%
2 M P L ZR B R SRR A B 1P SR R BN I

* WA AUEATHERT DNS %K.

HEAT DNS 22T FER 2 B ELACR IO B, BROAZEIHERE AV H] DNS
R,

3.11.2.3 HERE

PRIZE U IR CGI e B MRS AR B o A7 LU = PR E X . 7RI L4
B DXICRT LU S I, 2 4 N SR F LR I - B AT I e 35 AR S A i
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o il i)

mm |iEREs T ||
Set for CGI Scripts

g |8

Pass to CGI Scripts

Unset for CGI Scripts

Banw | xXwHo || Pwzo |

3-29 R ENE M — A5
* f#iH Set for CGI Scripts i ¥ 1 WAL #4418 45 CGI Al SSI L[ 1A
B, N HEES A B MAXNUM &y 50, LA S Add 3464,
439K MAXNUM FI 50 E AR A SCAKE, #%4% OK BTA] . i3 I5xt iy
Jic & SCF ) SetEnv i,

* MRS BWE—WBIIIAT CGI R, 2% FH % Pass to CGI Scripts [X
BRECE AT R AR, IO G SC1 R ¥ PassEnv.

o WIRFEMEBREA LA R, W LALE Unset for CGI Scripts X kit 471
B AT M E SCEH ) UnsetEnv,
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3.11.2.4 {HApifEE

BB R Blwe@.. .
ExecCCGl, FollowSymLinks, Includes, IncludesNOEXEC
Indexes, SymLinksIfOwnerMatch

|E’s?< l -l-muw...|
Iﬂzﬁ¢ﬁtg...|

i Mz (D) |

(& =80 (1) | X miO | Pmz o |

3-30 MEALEMUETE—TERE

HEPEAT E A B0 2 A F A e C BB I SRIB T, X EBRE IR0 Bk T AU LI
IR H AN PTAT H SR AR AL X LEE L5 U (A 7

*  ExecCGl: WIRAEBEZLIN, WHA M CGl FIAIMASPIAT .
*  FollowSymLinks: =75 foifFaf 775 e AT BRIk
* Includes: &5 ARVFIRS A AT o

* IncludesNOEXEC: FfeiFfR&#sumi sy, (HRLEMA 2R -#exec Al
#include.
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* Indexes: MRAEFANHFEHAME index.html XEEFFE R T, RS
9 F P R A — AN BRI ) DL B

*  Multiview: {2 ZEEIR,

*  SymLinkslfOwnerMatch: Q1SR —/FF5- 2 FU0RT H b 1R JE T —
B, WAV SR

T B AN E 1 H AT IR, AR R A N B A .
Directory SCASGw4EAE H 4 N\ B E 1) H 3. Wk 2 71k .htaccess SCAFHL
A H SFIETEDL, {F H 3t.htaccess H AL E AL BIPAT . 76 Order,
Deny List, Allow List X343 5 n] AEAT F = U7 A BRI 5 &, 4
Ui 1] 12 Mk R Fe VU 1) bk 51 3R R

3.11.3 BHIENHE

SERLENLIIRE T LAV P 3 TSR 1P Hhk, REFENLA, AR )
FHEAT AR IR S35, AT LASAS AN R ) 3 AL A2 Bt AR R iR IR 452 - 491
i, LA E http://www.example.com A1 http://www.anotherexample.com &
1T TR —A web k%525 bo WAEA @ AU ENAEME, T2 A
FHER A B JE P . GreatTurbo Enterprise Server 10.5 3245 17— MR 2
WUENL, PR ar Bl EAT R IR L EHUI R LA TR

o BEINAN G EE EA EHL

WA DR R N, A IR, W ARG R A R A,
T HH AR S ) R LR ML A4 BR T sk Edit 4

o HRLILTH

bGi N TN IR st P S INIOE 2 N = SO £ 1V B | R B A RE Y £ 1V B N E S
FRo SCRIME H FRCERSCRIN B 3%, MHE XA BEA— index.html 3C
o %3 56 B L B S F DocumentRoot T . BRI AR SCRS H SR
Ivariwww/html

7 Host Information 15, 7 LA~ =Fpik i,

o BUABRIEN: RGP HBERE - DNBOAEIEN, W —ANEKM
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311311

SSL

IP AFEILEARMTI R R, BOA L BN 3 .

o BT P AR WIRARCE 2 AN P Mk, R DU A
BEAT 70 W R EAR S 1, T IP: Port K53,

o BT HRRREMENL: WIRAERCE Z RN P bk, mTRUE Ak
BEAT OB IR TG EAR G 1, WA IP: Port B aX. 7R S5 & LA AR
SCAHERE R BRI AFR, WA, gt MER N4, AT
A3 59 s o 59 44 ME R KD AT I 2

[#

R

s | mee | ssL|iew A o e |

Basic Setup
BILEHLE (N)
SR ER (R): | varwwwntmiy
FIEE TR (W) |

Host Information

BT IP fIEEm =

1P Hdik (1) |
REfeE£EFR(H): |

Samnw | X wH o || Pmro |

Kl 3-31 MU EHLE P — H LI
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W, HMH SSL mH ik, RAsf I T AN EMEN. X2ERN
SSL MR F M T HTTP i 3K, T =ML W2 HTTP iRk k 15 201,
R, G Al T AR L E LR A e =L, ) RE A Al SSL

F— &

= AR ™

T | s ssL|emas | | e |

SSL Configuration

EFEL I (B I.u‘ercfhtrpd.-"c onf{ssl.crifserver.crt

TETFEE FH A (K= Iferc.-fhtrpd.-"c onf{ssl.key/server.key

TEFSHEEL () : I.Fetcfhtrpd.-"c onffssl.crt/ca.crt

TEFSHR BRI (A - I.-"ercfhrtpd.-"c onffssl.crtfca-bundle.crt
SS5L j#EH

[] FakeBasicAuth
[J ExportCertData
[ CompatEnvVars
[] StrictRequire

[ OptRenegotiate

{0 #=m0 (1) | X ERiE (O I Pz o) I

K 3-32 R ENUEME—SSL

R RSS2 A LB A SSL ASBYIN, MRS 2% 55 7% 7 i ) (R sk A 1
TN . AFEMA S HEARRRS L, Glans 1595 R ARk
A, ATRESSL WE, X TRlsi A, W) SSLZL AT DI,
IR T EAE SSL Tk, e AE TR IIHE S ¥ Basic Setup FATHF
443 ¥ 1. #RJG 3k a8 A SSL SZHF. SSL Configuration 3743 & — /N Tl4GAC
BUFIBRL S TR RS, WM AER S, HWE—4 CA K
HrFAETS
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3.11.3.1.2 HEHEM
Tl 4 PRI B O TR A e G A R AR T AL TR 1 — K, T 7 iR th L.

3.11.4 REBEE

AR5 2 DU AT LA R 45 2 AT — S AR L
Ese | s | me
ST (L)« [vadiock/htipd.lock] v e
PID 3% () : [varrunshitpd.pid RAE A
BLEEER (O [fetc/nrpd | .|

FHF (U I apache
HEEIG): Iapache

(e 2280 (1) | X miE (O | Se (o) |

3-33HTTP & H — %2

o WSO VR SCAEHR [ LockFile TR, XA S AT i 7E A Hb R A
b, AR EBMRES ENBRIME. R TEENS), TEMRL st
BRARAEAIE AL [, O FLiZ SO vl LAY root 2.
*  PID X A E S ) PidFile T, B{14 T Apache 452355
PUG BT N ERE S, Tl AN B )X B BN B .

o KZOEEfE H SRR G E SR ) CoreDumpDirectory 3, 4 Apache £
GRAT RGBT, S BIXA B FERAAF I E B, DTk
R . EFIAE H ST RS ST H TS 1.
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o JHP RIS C E SR () User 35, Apache 34543 il FH %30 T 15 5 (1)
FF 1D Sk P IS AR, X R goE voE T IRS#o TS R %
(D7 AR, IXAMSUBR X171 Apache IR 45 a3 H F t — R, BRIA
I F & apache.

o IR N TG E SCAEH K Group T, L E AU User 10T, ‘R
TR A R AETRA T AL AR 2 H 7 i K. BRIARY Group 72
apache.

3.11.5 MEREH

PHAEVERE ST P SR 0t T PERE AR T B, AT DLBE S IR 55 a1
o, O ERAEES AL

— i B

=3 | BuiEn R i |

Servers

BEERKEC): [ B
Connections

TERE AT hm &

O s REETE AR

® SREERSERHE (D 100 H

Requests per Connection
[ At A MRS (P
TRIEEEI R (D |15 =

& #an (m) | xmuo | Duwro

K 3-34 HTTP ¥ & — i #& e

© R EHHCEION NC E SO ) MaxClients I, RF TN IE
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3.11. 6 fRAFIE

%, Apache H 55 25 #0 R 3 — AP REFFAIRT N, Pl DURR E S KRV IR 2K
B, AR B, AR5 SR B ISR K .

o EEHSHIN IO B G E SR TimeOut I, e SC T Bt A% i i
IS5 A B K RIS ARF IR 18], B IS I BRI, AR G820 WA A A i R KL

o RRIRIE H R 2 SRR I IO G SO ¥ MaxRequestsPerChild
I, BRI T AT RS S EBOR RE AR R (K i SR B . LIk foir
UCERE T JC BRI EER ™, & B2 i SR O A B

o C“ARVFREAMERBER TR Y T B E SO 1 KeepAlive T, “F k&
B IS IS T 328 Z0) I 5 L ST ) KeepAliveTimeout 2.

URAEORATBERE , i i 8 1R T PG A% L 0 R RAT 37 sl el e 42
A5 E FRDRE U HE T FECHD ) DA AR A A 75 30 9 AT B s R A7 45
(=

TR, EORAE TORMRCE LS, 35 Z4HAT serive httpd restart A& DU EE
TGS Apache RS %5 .

3.12 Apache HTTP Z4RE&REE

3.12.1 i/

Apache Iz 45-#5 AT Lt mod_ssl #Edeskfd ] OpenSSH L& T AL, M
TR — AN 22 A I P 45 R 45 3R 558

mod_ssl & Aapche 1) —MREE L, & n] LI OpenSSH 45T
HAUR MR IR AN IREE, By A5 5 A B R 45 it e

mod_ss| B4 1R & S 7Elete/httpd/conf.d/ssl.conf 1, T gL & Apache
e 18 ] mod_ssl A5, AZ5FE Aapche FITC 1 S0 /ete/httpd/conf/httpd.conf
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I Include conf.d/*.conf IXFERITER], ¥ mod_ssl FMNEE S48k
Apache 1T & Ao

3.12. 2 5LEMREHNFE N

AT LA RS BT LR AT

* httpd: GPES TIRSBRIVISITRY, BB,

* mod_ssl: ‘&ilid SSL M TLS 32k R AR NS5 515

* openssl: ‘ESEHLT SSL A TLS Hhill, 1EAR4RAEMNIRIZERMLH .
*  httpd-devel: 2T httpd (¥ JF & FEFI K S04

* httpd-manual: 24t T html #3Xf Apache 3RS

*  OpenSSH F/F4l: XMEFAME THTML, eftAfRp T &
A AR T . o openssh #2411 ssh IXFE [T 5 B A7

*  openssl-devel: 11}t openssl {1 TT % J2E LA K Sk S0 #E4%:

o stunnel: #2457 T SSL WM K socket 43 RS . 4 E R AEF) T SSL
HEAT B AR IR T 518 o

3.12. 3 BEGIAERN

e 5 B S BB 72 (SSL) A (2 MR 1) Sk 1 E-H5BURL (CA)
T E P A BB 2 At o SSL ALK B A5 4 M5 A T s
SRR, CA W ATHUECTE 150 % A S5 B RO

IV HOBT BIRE O CHRAT DI s OB s A AR )
B AEGERISABRI ISR T, 955 DTS A IR, e AT
AP B O P, 1A SEsR AR BRI T, A P BIR
etz MY ENSIHLI 0 E IR, A4
PR R S R A DI AR

TRRIRIN AN B, A S THOROIRABIRHGIR. (55l
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DT, IREmE CA KIZIEBiER CEIERMAE . KA E S0 1E
oo DLEATEK. CA WGSRERMAE I RA G40y, ARG EIRIN 22 42 )5 4
RAAIE 15 25 [Fl 5 AR

FEN, PRSI A G AU, RNEER, BB IZ
FAE 2B IRE R . SRR 7 KN 2% B shEa7 .

FERA T AZBRNERECK EH CA HIE G, IR B E AR %2 A2k
G Lo

3.12. 4 f ] EAFPIRLAIEF

WERAR CA DU I PIREAIESS (0, i SRAREE 2k 22 An R 55 s R A )
R AT ML ARG AR D, URATRERS RENS 75 2 4z I 55 s o A8 AR BUAF
PIPIREANESS o 75 R IIZX PR OL R, AR T P B A PR AIE 5«
¢ WURARECR TARA P MR A — RS E 1P Mk A
XEMUR o WURAREAS T 3844 58 1P Mkl (R 2E il — 0 Bt 1.

* WMRMRE KA VeriSign [HIET, BAEMCERS SR DR RE
A FHE RN TSR VeriSign iF45, R B84 FEAE R (I8 %
AR S RILE T VeriSign E, AR, RIS AVAE .

KRBl VeriSign KHERF E IS5 a5 FAE AN 1P Mk /8044 415 SR i Ak
1.

WRARSE T L FAT—2 50 C&n, TR T 5 — A% &=,
IUAEARARAT FIXAN 22 A M 25 38D, AR AT IR BC B TR K VeeriSign HiE-15
B TCEAEBRC B A o AR ZHSRE— 4 B+

MURIR AR T OB B R X RE LA, SRR 1 R SR R R B
letc/httpd/conf/ssl.key/serverkey ¥ GF B 30 fF OB F
letc/httpd/conf/ssl.crt/server.crto 2R Jm it v LRIESS, MK M 5 B A

.,

o, A service httpd restart 5 351 SR 55 2% DA SO 20 4 IR 45 45 o
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3.12.5 FFHRAY

AR 2 A R4S 28 2R, RTE AR AR B AR I E3REE A U 3 R 4 R
2R
EBH P FPIER

o —FEMNE CA MIEEMIH CA ZAMKUETH. H CA Z4MEHH
PRI IR S5 S P L P I 2L

WA CEFD SEONNET, FHABIRRHF e Sir il
AR

M CA AIUR T2 MAETS, AbATT R A 1) 0 B S 40 AR I Y 5T A LA F)
B45.
WERARE) A IR A2 KA DITVT I, IRI) L4 IR4S 24T 5 CA &4
HIAEFS, BRI 7 1o R 1 D)3l PR P AT DA A 3% W sy PR ff A Atk ) 20 )37 75
Hlo FEZERAULTRT, CA AU HIHEIE S AR LRt A 20 X il 1) 75 1A P 3L
LEHT,

ZHCFE SSL TR BT SS — AN e BalEZIUET I CA B3k,
TR RSB B — ok B AR Z AMOFAL CA RIETS, W Y gs 4 in) i
T

o G RHIEPRAE AR, HEUEIE P RIRS E A G T AN,
{HIE HAAE RSP CA 2R FAETAH A I ThAE . H AU PR AN S
B P R s B sh i), T e AR S AR S R U T B
R, U0 R AR G R SS A% 2 N i o 2 AR IR R Y, RN 1% A8
CA ZRIMIET. MW CA PRBUEBMFS AR . T X Lo IR A
A

B0 i s FH RSN

FRPE A PICEIE PR . UE PR SRADEE MR 423 A0 BT 8 A 7 HI15 Bo
3 CA KRIFIEHFER, UEIEWIR SO . SRkE T 4
CA J5, VRSB A 152 A5 U SR IR BGIE 15 .
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2 CA RIS A I FCSEVERZN To 1, A D2 43 PR 37 K — B 7R
,‘I‘l:,o
FENRI) 2 ik 55 as L2 AZAE, RIG TR BE 24 i 55

ARRIEN CA ARG, IR A MRES, 25— AP BREE
Blit.

3.12.6 AR

G, AT fetc/httpd/conf kA, AE T A iy MR £ 2 ke AR
FRARREALL ) P REAIE 5«

rm ssl. key/server. key

rm ssl.crt/server. crt

WRIG, TSR A CHBEYLARL . s Jusr/share/ssl/certs H %,
B4 make genkey, TRINRGS BN TG R:

umask 77 ; \

/usr/bin/openssl genrsa —des3 1024 > /etc/httpd/conf/ssl. key\
/server. key

Generating RSA private key, 1024 bit long modulus

ettt

HHH++
e is 65537 (0x10001)

Enter PEM pass phrase:

BRI, EEAREAN &, REKOR B0 % 4R 55 & (1 I s AR i XA 12 24T
BAE, BULTEHORIZAN 12 B2tk . DRI R 22/ b T2 8 M4,
I 1A X KN

YR N A 5, 16 H S/etc/httpd/conf/ssl.key/ 2325 B server.key 344
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XA AR PR S, 1 2R R

URAE A By 224 I 55 3 AN ARER N 14 (1%, ] LURE R R T (¥ vk
AR SO, ZE A openssl AR AL :

/usr/bin/openssl genrsa 1024 > /etc/httpd/conf/ssl. key/server. key
SRIG AL i 4 chmod A DR A% 81 L SCAF RSB 2 TR Aff 1) o

chmod go-rwx /etc/httpd/conf/ssl. key/server. key

L B A AR SO LA S, TR R 3 22 RS 2 SR
4o AR TR BRI — R0, AT AR I0 A& — b FLAG v 7 XU 4
1, BIL, FDH PR POZE AN B4 10T R s 2 e k5% .

A R H R SC A server.key NAZBEAR FH - BT, ANz e 2 Ui,
I HNAZ A ZSAE Ay, B & BIAAE A 2 b7 o BIR SO 2 4
PR R, i AR AE A R T UE 5 sk J5 £k T server.key 3C
PE, PRIGIEB A B4R, T CA X2 saslth. R X BEH il (F
V) — A BiEt .

3.12. 7 ALK IEL CA WHEPER

— HARBIE TR, TPt ar ik, R BN SRR IE A%
T CA G E RN T fusr/sharefssl/certs H 3%, JE8EN T T 16 4 :make
certreq. XN RS EoR T, REESWEIRIIANLDAM) (BRIpREE
AT AAIETD

umask 77 ; \

/usr/bin/openssl req —new —key /etc/httpd/conf/ssl. key/server. key
—out /etc/httpd/conf/ssl. csr/server. csr

Using configuration from /usr/share/ssl/openssl. cnf

Enter PEM pass phrase:

FEANARAE A PRI IR R 2 o IRINR R & s — 243678, SRR 1R
WA — R RIS EAE ARSI R o B s k) AT s 41
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1%, AR T AR

You are about to be asked to enter information that will be \
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name\
or a DN.

There are quite a few fields but you can leave some blank \
For some fields there will be a default value

If you enter .’ , the field will be left blank.

Country Name (2 letter code) [GB]:CN

State or Province Name (full name) [Berkshire]:BeiJing
Locality Name (eg, city) [Newbury]:BeiJing

Organization Name (eg, company) [My Company Ltd]:Turbolinux
Organizational Unit Name (eg, section) []:RD

Common Name (your name or server s hostname) []:turbolinux.com.cn
Email Address []:admin@turbolinux. com. cn

Please enter the following ’extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

BRI B AR R ISR R T S A ([ HIBONI B :
* HEZEAS

. PR

* PrERl
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RS B2

* FTERI]

o ENLARR: AN ARG 3 IH %% DNS ZFK.

o RPEHbRE: GEE A L G TR AR R

AN, XA IS M AN LB . R R,
R IE D@, #. & 1 XHERRRERTR, Rk, WEARIA R A FR
i & HEPHE N and”.

fE RN TR G, — A4 fetc/httpd/conf/ssl.csr/server.csr H)SCAFRL 21
Q. SO IRBOAE o sk, AT LABAI 2 R4 VR CA.

FEVRIEE T CA Ji, F&IRARATAE M SR AL M DL I T 350 XS 25 5 URIR
WAL AIEUE TR SR, RO T LR SR DA A 3f B

TEARIAE T CA INEERJE, fbAT Tk 2545 VR 27 R AUE 1 GHlH IR 7 I 1)
Fe 2 K RER RN (BREINE ) Jete/httpd/conf/ssl.crt/server.crt. &
B 4 %SO — U &

3.12. 8 B B MR

PRAT LGN F AR IR . iR, ASIE A SR CA B R INIE
PR M 2Ok . WURARARSINE B RIUETS, AR S T SR R A T 5
TR R R R BB N R . — HANE T, A R AL T
lusr/share/sslicerts H 3, FREEN TS M) A2

make testcert

R BB T L, RaEonmA 04 0) (BRARAERT 7614 1]
-

umask 77 ; \

/usr/bin/openssl req —new —key /etc/httpd/conf/ssl. key/server. key
—x509 —days 365 —out /etc/httpd/conf/ssl.crt/server.crt

Using configuration from /usr/share/ssl/openssl. cnf
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Enter PEM pass phrase:

MATTA AR CIRIROIRE T B4 MBI, (R 2K
NEZAE B TSR L URBIN S LT SRR (i
IR AR E R -

You are about to be asked to enter information that will be

incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name

or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value

If you enter *.’, the field will be left blank.

Country Name (2 letter code) [GB]:CN

State or Province Name (full name) [Berkshire]:BeiJing
Locality Name (eg, city) [Newbury]:BeiJing

Organization Name (eg, company) [My Company Ltd]:turbolinux
Organizational Unit Name (eg, section) []:RD

Common Name (your name or server s hostname) []:tt@emp.com.cn

Email Address []:myemail@example. com

LT IE#E RIS, ASMIEBELATE fetc/httpd/confissl.crt/server.crt 4
g, AERGERE, RIEEMEH LT A RE R G 3 2 525

/sbin/service httpd restart
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3.12.9 WK B B HEH

FEMRR BN Z2ZE I MARIE 15 CA R IET L& AT, KR
E T B https:/Sk 1 ETTAR AR 2 s CA BR
FRRIEFS, RIS AT e s B2 ZAE . ORISR IRE AN I G %2
AR VRIS AN 2 A A TR B A B RE S, PO ST A 2
B CA 2R, WRIREEMHREA CA MUET, WG R K4RR
RIEZAEAS o RIS B2 TUER S, AR 2 A IR S gt o o BRIA
E,

3.12.10 5 RS2

LG IR A S5 AHHTRTEA R ARABLE). URL:
https://server.example.com

A )T AW I BR s R0 1 4430 A2 47 4 I T TR IR AR vk 2
Ui 1 80, 2242 Ik 55 AR NC BRI P S W o BRI, /RANIMAE URL
e o S G S ioE . AR, WEARARICE T IR IRSS 2%
T AERRAER S 1 (B 80 A1 443 ZAMKD, IRMIHEREA URL HiRE
B E AR AE S IR 55 4% i 15 A

B0, PR RELT VR IR SS A T AR BCE, PRI RS 1 15000 _LisAT
MR AR L AR S EIERZ R BN URL #RLJI7E URL
R e S S . R URL 72 ik e A 1 15000 0T R 22
L7 Y RIS

http://server.example.com:15000

3.13 KArfAc &

B O Turbolinux FREE, JLHT A4 M4 B AL A 2R 6 B AT
(authenticated) LI 5E fi /e 75 A TR ER TP o AN, A AT 1)
FEALT AR AN, RGHERIEEES TR RS LR B .
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230

WENCE T HAZEE T NIS. LDAP. F1 Hesiod AR s B, LL&
i LDAP. Kerberos. I SMB it & k36 ik Psl i) E FAY Fh i

MELTE I EE B IRA K W UF S T, AR L ik R
SR P IIRIEIT. ] LATE shell 3277 T8 authconfig iy & iHATF L

e E

3.13.1 AAffER

UG BFR2E AT JLANEST. ZR ANES, s e 55U A A R IERE . 2
SERBEDT, R E S RS 2 . W E LA, e

T 7 ORAF DT EAT (RO BC B

TNIS
EFREBHRS (NIS) R AFSERET SRS,

[T BH NIS ZiF (M BLE NIS(C)..

Hesiod

Hesiod it RicEHEnE DNS PATACRARE
He ERETAERAFMETR.

[C B Hesiod ¥ (H) R Hesiod (C)... ”

‘LDAP
EELSEFHAMY (LDAP)ENEEFRFHE k.
itk Lk e e R 2
[C A LDAP ##F (L) Bz LDAP (C)..

"Winbind
REEFALUREALN B nAEEddR. LDAPTE/

Winbind i B4R THPHES, BT
£ NTDOM 2 ADS E&ZPRESFEIEAF. &
ooz e Ve G e e

[ 2 Winbind 315

#E Winbind (©)..._||

[ EFRPES (O

xwuo | Iuro |

Kl 3-35 WuERCE — IR

BT AR B X

SRR WRAZEIUR R A PRI SS Se A7 7 kR (nsed), JF
BB EAET N AZ). RLITZET nsed BAFEA REAHX AL INZAL .

* JEH NIS SR EFZETUORIE RGN B RIEH: NIS R4 S k58
FORIEAR NIS %7, AaileE NIS #2403k38E NIS SA1 NIS RS 4%,
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3.13.2 BHIF

WA NIS IS5 asBefifiedisg, sryilbfe sl FlnL ) ik T 4ke. R
i3 T ypbind BAFUA REMX AR WA T NIS SCHF,
portmap A1 ypbind f45&4m s, MR AT TR .

*  JiiJH LDAP SCHF: IEPEIX AR TORAC E RSl LDAP K& il 5
Ho midi “NiE LDAP” $ZHIk4552 “LDAP M %RIEHE DN” Rl “LDAP Jik
8870 W AR TLS SRINBOER:” kP, 1wt RN
WORIEY LDAP MRS #5104 . RNZI%HE openldap-clients B AF(1 4 fg
XA LI ZE R

*  JaH Hesiod % EF: SEPFIXAETOREE RGO MIEFE Hesiod A4 14
PRRAER, AR SMER . RBFIE S hesiod B,

*  J2JH Winbind 3. MEREX AN I 2 480 L% S Windows Active
Directory 53 Windows domain controller.

BAIEbRRE FOVFIRIC B I IR T 0. SR AT, e 5 A R ik
Mo BEERIENT, R ESUR AR E .

Kerberos ‘SMB

Kerberos 2 {EEME=FRIT R T, BELFR SMB Bl 2@t 5 SMBIELEESE) e
R iR RS EERTERP O .
[T BR Kerberos #HF (K) BE Kerberos (C)... " RA SMB ## (S) BE SME (C)... ||
LDAP "Winhind

REDEFGEY (LDAP)ZH#ZE R IAREDL. Winbind 2R FXTRAFMES. FEMITT
IEEE R AR BB RS IE. LDAP £/ |7E NTDOM =i ADS BREEFH{EEFEITAF. ©
bk el R e R AT M E LRI PR T

I 5A LDAP ## (L EE LDAP (C)... ™ RA Winbind % BE Winbind (C)... |

F #EREEDS (S)

I M/ MD5 0% (M)

Xm0 | Fwz |
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K 3-36 K UEMC E — Kk
P LU AR G XAk

o AEHIBRHC I A R AN EIOKTE fetc/shadow SCAF A A&
fetc/passwd  SCAFHE DA A7k B it D A4 3o B il D 4 7E 2228 R g RN A
B TAT R R ORI I R G e Ve RS Tt . AR % T
shadow-utils A4 A REAIIX AN LI 22 34

* i MD5 14 EFIX/NMETUCK A A MD5 4. B4 tFKik 256
AT A A TR R H DT )\ PR D4 . Sk FRE 22 3 b Bk
INIEF, et TR TR D A7 ) I SR A8 i R 4 e A= PRI e

*  JAM LDAP 3CHF: IEPEIEAEIORIEFRAEN T H PAM RN FH R A
Fi LDAP KIGIF. fidi “HlicE LDAP” %41 m LIggE =M s 8. i TLS
kn# &P, LDAP R ILHE DN, LDAP MR #5. RN wdET
openldap-clients # A4t A BEAT X AN L2 -

*  JAM Kerberos 3#F:  IEFEXAETISK)E A Kerberos BeilF. i “Hd
B Kerberos” ¥ZHIKAECE, BT LASHT = FPHCE .

Aid: TCE Kerberos JIR45#si0%iis. St 2 Kerberos fIM&%, h
—AEEZA KDC, LR KEZE A

KDC: & XHH &0 (KDC). Bk Kerberos [TEEHIHLHE.
EIRRSSS: TEEIZAT kadmind A RS e
PR6Z 23 krb5-libs 1 krb5-workstation #EAS A B A% N L T ZE 3K

*  JAJH SMB % Hr:  ZETRCE PAM i SMB RS BRI UFH .
Al “IEE SMB” AR IE E I E

TARA: $REZEAEN SMB T AE4L.
SRS AR EAEHIK SMB 3z il ds .

3. 14 =GV
U IR (EA B R BTSN b A T PSR
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FR
o ATRUEAT R TR s AT IR

AUV S R A W SO IR RV M A e

RERR B SO

RSN Z ARG G . 2 A0 0] DAER I i) e S EAS
Mg, P2 e AR RS B R R SRR S
R e R RS — BN ERS, R AR
AT IX LS

AR, SRR G B 8 o vra AT s H BT e
JPRFEBATS . WR X {E81T, XLEATH) ] DL G E B B0 - S
B N  TERRATRRA T, AT AE 6 G U7 A2 745 halt. poweroff.
F reboot.

3.14. 1 22T Ctrl-Alt-Del &M

e BRI &, fetclinittab SCHFIRE MR R G W RS G A
[Ctri]-[Alt]-[Del] #4GRKMAIHEE RS WRRARE AT X iR
PRAFEAE Jetclinittab SO R —AT AR BGERE, TR LE TR I — NS
#):

ca::ctrlaltdel:/sbin/shutdown—t3-rnow

Fah, ARAT R FUR AT AN BIARR - N E IS 4R [Ctr]-[Alt]-[Del] >k
A RGMBCR] o VR AT LU I R TH R0 BRI B PR 5 45 F2 L8 P i
H:

{E_ LR R fetclinittab FIR—ATHRES 0 -a JEDL, 40 F FioR:
ca::ctrlaltdel:/sbin/shutdown —a —t3 -r now

-a FraiB%N shutdown #iy4 253k Jetc/shutdown.allow SO, Fedi1E F—
P R Il e A L

1E fetc HpH ) — 4 shutdown.allow (304, shutdown.allow 3¢
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1 N % 5 R VEAE A [Cr]-[AI-[Del] Sk 5k B R S 7 4
letc/shutdown.allow SCAHE B KA, BATHIH—R P, WFHTR:

stephen
Jjack
sophie

4 LA E shutdown.allow SCEFIH]T-, stephen. jack. A1 sophie #f fLVF
i H] [Ctrl]-[Alt]-[Del] RMIEHI G R RGE XA AL AL T,
letc/inittab (1) shutdown -a 2?7 fetc/shutdown.allow =51 Hi (¥ FH 7
(AR D —GTEEMEGG LT mREGERHERHPZ—, RS
KMt dhsl: mN, RGEHa Lt B iR .

3. 14. 2 B IEPATERI G

NERIE P PAT RIS R, AT OT P RAT IR a4

rm —f /etc/security/console. apps/*

FEEHI G BA B AY IIREE T (BIOS F15| 338831t 1 &5 3 1 s
[cm] [Alt]-[Delete] #EHGEA MM M ERIF B G HEHE

s PRI RE AR ARV P AE g5l & Fas AT X e BRA v LTSI & b
15‘1FHE/J 4. poweroff, halt. I reboot.

AR xR, LA root I AT I R iy 4
rm —f /etc/security/console. apps/poweroff
rm —f /etc/security/console. apps/halt

rm —f /etc/security/console. apps/reboot

3.14.3 E X#EH G

pam_console.so FHL{{i ] Jetc/security/console.perms 32443k 5E £ G5
B EHP R ZICHERTRVEIEE RG] DBz SO DU AN
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R IX SRR . AR, BRIA SO — AT R R T
<console>=tty[0-9][0-9]* :[0-9]\. [0-9] :[0-9]

M PERE, NSRRI 2R G, EaR2HAEEL 0
5. mymachine.example.com:1.0 ) X JR%5#%, ZEA LML /devittySO B
Idevipts/2 (. BN E S, AHBEEEIGMAR X REas8E X
A, AR U SRR A URA SR A, T 1 /devi/ttySL b ) HR 2 2t
AR, fRA] A R AT SOk

<console>=tty[0-9]1[0-91* :[0-9]\. [0-9] :[0-9] /dev/ttySl

3.14. 4 fESCHFF NEEHIG Vi )

letc/security/console.perms A IR BEAL S LAR JLAT
{floppy>=/dev/fd[0-1]*\

/dev/floppy/*/mnt/floppy*
<{sound>=/dev/dsp*/dev/audio*/dev/midi*\
/dev/mixer*/dev/sequencer\

/dev/sound/*/dev/beep
<cdrom>=/dev/cdrom*/dev/cdroms/*/dev/cdwriters/mnt/cdromk

WA DB, RAT LA B AR B O 'S 1A TR E RIS N7
TR AR IERR B . B, URAT AN L R X A7

{scanner»>=/dev/scanner/dev/usb/scanner*

CHER, 1R Ideviscanner [IRfZARIGHRIAC R A, A2 IR IK
IE

R P, B Ew w4 E R .
letc/security/console.perms SCAFIIER G — B Sk 5 LN ALK A T
<{console>0660<f1oppy>0660root. floppy

<console>0600<sound>0640root
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<{console>0600<cdrom>0600root. disk

SRIG, ISINAILL R R —47

{console> 0600 <scanner> 0600 root

MR HI G EBR G, ST Ideviscanner WA MIFTH AL, HAR
S 0600 (NATHEMREEE ). MIRVER G, ZR&MSBARM T, BUR
KIFZ 0600 (HLTER: RAEHAR 5D,

3.14.5 AR E N A 6 Vi

U R AR e MR R S L V), AREERIK P B % —
e,

W5, FUATSERAE fsbin 5 fusr/sbin N R YA BEAERERI & BVTI),
PR L A AR AT PR R Pt 6 08 FR A AE TS P AN H v o il 2 17 i 9 2 1
Ja s PAT N HRD B

s fE AN NHAHESF (Ll TR foo)
lusr/bin/consolehelper 1445

cd /usr/bin

In —s consolehelper foo

e QIEESCHE fete/security/console.apps/foo:
touch /etc/security/console. apps/foo

* YE letc/pam.d/ HHh foo MR4-AIEH—A PAM BLESCHF. MEIE
IR fal B A halt 4510 PAM G B SCPEIIEIAS, SRR AT
KIS, ABESOZSCA

cp /etc/pam. d/halt /etc/pam. d/foo

WE, MRIEAT Jusr/binffoo B, ‘Eats P consolehelper, i%fir 421t
By tusrisbin/userhelper SKEGE o ZEKHER] S, consolehelper 251117
P4 CE letc/pam.d/ffoo 2 fetc/pam.d/halt SCERIEIAS RS, &0,
B SANMATE fetc/pam.difoo H A ), AR JE A AR BUBE Sk s 4T
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{usr/sbin/foo.

7E PAM JCE SCHb, BT 7 o] ARG B A pam_timestamp #5ekid
(AR — BN 5. N R4 8 2 4R 4 T M3 E 5 (R
F4D), — MRS RS, BN RE, RIS W ET
For el AEIX BT PY, LE [l 2 1E I AT I e ECE ] pam_timestamp
(N AR P2 B3N % P BE — F P AN F AR 114

IR IEAE pam BAF . BRI IIIRE, etc/pam.d/ ) PAM
e B S AP UG LR JLAT

authsufficient/lib/security/pam timestamp. so
sessionoptional/lib/security/pam timestamp. so

H$—ANLL auth FFSK AT RAZLEAET auth sufficient 472 )5, LL session JF
SLIAT N iZAE TS session optional 172 & .

WA E A pam_timestamp B IR b1 SR SRS B 18 R

P L L L B, @%@ﬁ@téﬁ%({ﬁffﬁﬂ@ﬁ%ﬂgﬁ (FRisfr g
GNOME SEifi# ). G (BRAN 1381, iz Ebrmt o k.
AP AT BAJE R o B R P AL B IR TR S C G2 A7 R E

3.14. 6 floppy A&

R T IERN S, 420G VTR RANE T, IR AR P SRR B R
GBI BN AR Vs ), X ] DUl A floppy ZLRFRIE R Al IR E
WTHEIEH RS floppy ABFHEATLLT o X B AREEHE T — A ff
Fl gpasswd A P fred VRINE floppy ZLTEI] T

[root@bigdog root]# gpasswd —a fred floppy
Adding user fred to group floppy
[root@igdog root]#

Bife, AP fred witn] DO P 6 U7 R GE L IR EN 45 T .
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3. 15 HCE H HAF A [a]

I T R ]300 8 T S v P e AR 4 IS TR) s G 252 AR e A (K It
D<s DA E R LS IR st (NTPD sy 4P df Rk b5 I 1] [ 5% 24 1) 2R e i b
[l

PRBHNEAT X B ARSI R AR BEMR I LS XA, s
“EEH —> RGWE —> HE & 7.

3.15.1 WA H BB

B 3-37 P, BT BLREE SRR T LR E R ST L I
A NTP <pddtf (ntpd).

I )

4 2003 »
MpandiE.  16:17:13
1 A |16 =
2B 1+ 5 & 7 8
g 10 11 12 13 14 15 sen. |16 =]
16 17 18 19 20 21 22
23 24 25 26 27 28 29 ) [=]
.o pe [7 [
PR 85 B ] B ¢
SEVTFORL R L A R £ e () e AR 2 150 A5 1 1 JREHL A o 0 A 22 ) e ) P 55
A a
] B P Es ) () f s
s | [~]

b e (o)) ‘ | o WaEO)
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B 3-37 Il H 3R P
AR F, FREELAA B s A0k A4y RS LA B s FE 0
RSB, ARG s B H RS A I H . fE T A
P2 R, XA RS
TEAR IR, A BN EKIGHL, EATE IR R TR UM«
L F R S50, fER AT CTRE” HELZ AT, XA R AR

P4 TP (NTP) 5B T BRI 25 2 SN 90l L2
KIS YT bh . R AR VERRCE NTP <Rk RS 28 25
URRSEH B, BERIIRILONRE, A BRI T Fel. &%
T “BRSSR” BRSO T LR TUE XM R, SUBA
BT SR AMRSE B 4 AR <O 280, IR RERRIT A
5 NTP IR BRI o A0 A st ™ 2J, RO S HEAE AL, NTP
PR A B (REFE, MRS CEED.

s s L2 BT ot FURVRIIN BB, NTP PPl e i
DRI KB, AR R

3.15.2 WX ACE

HRCE RGN X, middi “RX7 bR AT DOl BE) R SR,
A DA PR T R 50 S s PRARBE (I X . BEAT IR, e AR AR L
WX IIRTIT, — AN “X” SHBL, BR8] I X kR
SAHNSAZ . g “HE 7 RN S IR AR

239



GreatTurbo Enterprise Server 10.5

240

s Aand (e 1

[ A TUTEL

T M/ Qyaylorda

TR 5 £ R e X P A 0

A i v i W L IE AR M v — Moscow+04 - Yenisei River

WEST RETIENSTAEN

MR
AE i/ Lt
TE M/ R

TS5 == AR

LT, A e

[<]

Qyzylorda (Kyzylorda, Kzyk-Orda)

B30

east China - Bejing, Guangdong, Shanghai, etc.

maost locations

Tibat & oooet of ¥indssoor T luchor
S

(] #% s UTC

[<]

[»]

| @ mino || ¢ weo |

K 3-38 X Jm

WAAR RGN e BT UTC, W “ REMEMEH UTC” I,
UTC AR DX, SORRAE AR BGARRAEI 8] (GMT) o JLE I DOZ I L

UTC I a1 s 45 1 .

3.16 AN E

TR SOV AT 0 AR G B B A o SR 22 T AN [ )

REATJR), WAL A B T H
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3.17 WAFAL &

TRZGEACE TH, MR LR “FRR —> RERE —> #47,
A shell #2775 R4 system-config-keyboard fir4.

<;:]ﬁ%ﬁﬂﬁﬁﬁﬁﬁﬁﬂﬁﬁo

WHreEiEe (latinl) B
WiEiER

FHiEiER (latinl)
FORTER
| E

FiE
FEiER (latind)
SEEH, J
st

BETER &

3-39 fEALAE T H

MAER BB AT R (I “ RISk D), A sl “HfE 7. B
ARST R, AR R Y P A S 1 23 0 5 R Sk

AR AV P IR PR RS LI BRI B0 RGUHCE AN R 1
bR, A RURECE TH .
TEBAREE TR, s L “F=28 —> RERE —> K
br7, B AE shell #2758 (f1 XTerm 5 GNOME £ifi) R4 A
system-config-mouse %, WARIREAZIT X WHRL, PrisiThims
S L H I SCAR B A
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@ A R RIS S8 AT

= Generc
3 Button Mouse (USB)

3 Button Mouse (seral)

Wheel Mouse (USB)
2 Button Mouse (serial)
2 Button Mouse (USB)
Wheel Mouse (P5/2)
2 Button Mouse (P5/2)

b T TP . D i Tl s 1 :I

i PEL e EOEES). |

Pwz 0 |

Kl 3-40 1EF%RUAR

AAREI ARG PR AR e A RARERA BRI UL RS, ARG E =
5 RGHR M bR

WRERRIR N BEA, A5 P I L Rl B, TR PSI2 FRAT

BT B AR B R ERAE 55 AW T #PS/2”, “H s “USB” ., ‘Efi195 & i

PRI T

- L]

PS/2 B AR IR I e R % A

L BUbR R R R B A
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c—)

USB Flbs i I B ok 5 2

U SRR S 1) bR B A BB M SRR R 0 BSUAR (Y SRR B2 11, e
7 B H i —As

WG bR BRI T LA A Bbn P BT, rT BLHSREEAT B ) RGN SC
AER bR IIAE . WA bR AR, R R SRR RIUAR
BUAR M VE =B PR o MRS T IZANE IS, [ ieF ok SR F 7 e gt
SR BUbR b B R

WRERE T B O EAR, sl RS SRR BARECE IE RN B D
#5144, i /devittySO.

SR ARARAE BT IR BRI AR ML PERE 5 N fete/sysconfig/mouse 3¢
fF, e m AR RS UL gpm BEEBNE 2. XL BB EAN X &
FRSMIAE SO fete/X11/XF86Config H; ANid, BlUARISAY A8 WA 1
HEINHBEIYET X 23ife R B0 RARSEAY, B BB S P
AR

3.18X HHARSGEER
feaerh, RANER . MU R B AL T . B e
O X ACE T A

BEg) X WELH, @B R 1R —> RERE —> BER
SGw'E —> WoR”, BifE shell €77 (1 XTerm B GNOME #ii) N
A system-config-display #ir%. WiH X & 0 RGEEAIBAT, —A/ MUK X
SR BIRIBITENRSTF

A T IS S, IR AR S P TS SR e P s
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3.18.1 BriXE

CHEIRT IS TURRS S AUV P AR 3 R (resolution) FMEEEIRE (color
depth). W R#AFH RS IMIEE (pixels) M/l — XK BRME R
B HER. Bl 2SHE%R 1024x768 EIKE T 1024 NKF4E,
768 MNEHARF . APEREECTE, BoRARE IR B R T R i B Rt
. Bln. oy, ST E bR BN, SRR S T

bR .
BRI ERAR LV E AT RER s IR . CORRFDBOR, B IS H
BERURRE o

|msw | mere© |
B AN AR R

JrEEEE (R 1024x768

4r

BREEC):  LTEE

4k

XE%@‘ Fwmr 0

3-41 BoRWE

3.18.2 WK E
MREFPBOR SN, BN R SRR . WEREE A OERERN T, X
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SeAE R S BRAE R W hRSE . W&l 3-42 PR

s

SRR, Dell 1024x768 Laplop Display Panel
‘m‘ AFBIFAE (kHD: 315485

R HBIESZE (Ho:  59.0-75.0

DPI (HEEA M%), kR
E RS
HLATFR Y, ATI Radeon Mobility 7500 NHO..

hTE radeon
BT 3D miEE)

R e @ FRED)

Kl 3-42 mRicE

LA R AR B I BCE, A AN PO fd . EEECE R
KB MBE, Al AL “BCE” 1%l

3.19 AP MM E

P E S SOV IR S L B0 USRI ER AT o AN AL R .

TR B, RRUEIT X WO RS, AN, JFHZET
system-config-users RPM #fF4d. M SEIHA S & B ge, AR b
CERpR —> RGRE —> AP MAR”, 70 shell #&7= (1 XTerm
o, GNOME %) RN system-config-users fii4 .
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HAE

4140 |

LB HEWE

» B B B B8 6§

MR AW EmLEHG)

BED  WERR e BER

AL | e

iRk

HF D~

Lo |4 B s [ 202

500

a

aa fhin/hash  /homefa

b /bin/bash  fhome/b

K 3-43 - EEES

* EEBRUMASNAMA SR, il P . EERLS
RGENAIAREHFIZR, il <A b2k

o BEGHRIRE IR a4, A CHRITIER” TR FRINETL
ANFRF. 1% [Enter] BE sl MR . YodiER SRS
B,

o BRI PR, R4 . R RS R AL A B
He s

GTES10.5 #1500 LA FHIH 7 ID AL RGH . HAE 2SR
INARGH . BEEERBEAGH SN, A “HEm” 1 8
PP IR ARG SRR,

3.19. 1 B INFTH

TERIOFHL Gl s et — A ulE 3-44 PrRiE D
B e A 17 B BB (R A A Se B 44 o A8 1127 R iy
WHA” FRANBATDS . D80S DS TR

A AEK shello WERARARERE N AZIEFEM A shell, sl 8k
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INIF) Ibinfbash. ERIAT 3 B2 home/H 44/, URTT LAEAS Sk B P 6l gt
HEH, BN ER Al R AP AE 3 H %
IR R RO H 3, BOAMEE S M fetc/skel/ H & & 1l
BHER P,

GTES10.5 /- FANZLEE Cuser private group, UPG) J7%. UPG 5
FHATINELSAE UNIX A BRI psiE A1 & AT — A0
A58 . ZIRBOINREE, B UAREIE—AEH IR, — A5 H P AR
FIAER R S A0 . WURARANAR G IR AN L, HUVHIESE “ A% H P
R NARE,

BONHPIREM P ID, EF “FLIREH S ID7. R EI A A W
¥, MWZH 500 FFUEM T —ANm AP ID e IRG .
GTES10.5 #UiK-]- 500 (WA ID {REALRGH .

sy HE T RAEZA .
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248

FLP 4 |

e |

04 |

=R |

BF Shell; | /bin/bash

il H =

EHF: | /home/

s H P A
O FTHEEH, 1D

® sUE©

o WaEQ)

3-44 BIESHH

ZHER P A BIE 2 M AU p, G R RS, Rz, R
Ja s “JEPET. AR CRRPET R, ERE AR RS, R

RZH P IMNROZLRE, DL B 4L, AR5 il “TsE s

3.19.2 XA B

HERFEANBU IR, sk “Rm 7 br%s, W BRIk s

S RJE AR rh i Jm A (el R S R R SR

> B —ANKRBIE 3-45 HYE At L.
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HEM RO | 1 58 B | 025 R0 ||

Mrgs b
¥ b

WA O 4 |=uuuuu

|
|
14, |uuuau |
|
|
|

EHFE:  |/bomerb
%3t Shell: |/bin/bash [v
R WO | | & Wi
K 3-45 F )P E

CHPURME” O RS TR S UL :

o FHPEIE — BRI IR A P R XA R
AR AR, 04 EHFEE S shell,

o IKSEE — WRRALLIK S BATE— e H R, % U8
KSR, AEIRAETFBN AL . B TSRS CRE SRBiE
AP, WM P IR RS 5t

* HAFE — EMEERTHP D& E— ke H . 2k
HHPE—E R G 04, %8 B0, fRisn] LI E
FP A 04 2 TR RS, P i Lo 04 2 gt
HIREL LU KSR Rk 2 A 20 R 3.

o RE — BEPRORAESEFT I A ALRE LR T T S LR

3.19. 3 %INHr 4

SEAIET AR, Rl CUSINALRE” ddl. —NRAUE 3-46 KT
DI BRI ATROREIE . SO AR 4lF 1D, & T
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THewE ARt ID”, A% GID. GTES10.5 LT 500 [F4H#E ID {£%
B RGUIRE

s “HE” RGIEALRE . Hralit s MBS IR T .

mﬁE;|mwMM |
[ FLiaEdE D

3¢ HuEE o WaSEO)

3-46 BBt

3.19.4 B A# B

LRI BUF AR ETE, WAREIR IRz, Re e
R R (BOEFERL RSO —> IR AR 3-47 1
RN ESHTER
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S EER ()

Hl8¥#: | mygroup

% B o WiEQ)

Kl 3-47 HTrIETE

CHURERI” Br2E s T WSS P R 4URER I 5 o P HAl AT P AT AR AT
IANBIREF, SO IESE R P ARIT AT R R B sl “iE” K
(CheE iR DA

3.19.5 MAITHE
IR B A A 4T T, s 2% X GRS, HEHA

SRIC L R4 .

3.19.5.1 ¥mAF
FAERGE B
] useradd fir &K AL —ANBUE KT K S -

useradd <username>
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i passwd fird, G FRIR H AT SR 45 3 K5 T4
passwd <username>

useradd [y SATIEIIAER 3-2 T At .

I i

-c comment H IR

-d home-dir FHREUCERIA) /home/username/ = H 3%

—e date KSR E, #Ch: YYYY-MM-DD

~f days FAE G, kS wAE RS R (R e

T 0, IS AE L A0 R S8 2158 R E T -1,
HAEHE, KSR ASBEERD.

—g group-name FHP BN AR A B B B S 1S GRS 2
AT AZRAEAE )

-G group-list FI 2 Ferp s B3 PR N AL RE 44 B 51 CBRIAEL
SR BIFIER, IES 0k CALREAE SR E i 20AF

6.
-m A HRAAAE N B e
-M AR T H %
-n ANE QU P A A LRE
-r g4~ UID /N7 500 AT EH R RAK S
-p password ] crypt INEHH4
-s P %5k shell, BRILA /bin/bash
-u uid M UID, AU, HOKT 499,

% 3-2. useradd iy 4T IR
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3.19.5.2 ¥indaEt

TA RGN N, H groupadd 4

groupadd <group—name>

groupadd M ATIEII{ER 3-3 HHEFIH .

3

Eiiipa

-g gid

I GID, BRI, HOKT 499

-T

BN T 500 HIZRGLZRE

-f

AARECAAAE, BHIF BRI CARE BAS R
) AHRE T —g A - I, ERARECATAE, g 3K
UL 2> He 2%

3.19.5.3 N4k

% 3-3 groupadd 44Tk

N LA, R R IR AT DRI 2 2% X AT DILE
PHASH) “ VAR 5 TUbRAE LS g 48 IR

LN shell 277 FA M ECE DA, A chage v, BilEJE Al
3-4 LI, LR A

3

Eiiipay

-m days

5 58 FH P o 0053 11 4 1) 8 £ e 2D R . i R A
0,, HA2HAZLW,

-M days

F 8 A RN IR 2 KRB 2%k IR € 1 R B0 L
—d IEIEE MRBUNT AT H L R AR K
SRS A 4.

—-d days

FEEM 1970 4F 1 1 HikE, FBsrR MR E

-1 days

fE e, S B AT AT BRI R A W RAE
0, WK'S7E 1R s A BB
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-E date e S i H I, H IR YYYY-MM-DD. #5748
FHH B, el LAEH A 1970 48 1 1 HEgad R,
-W days Yo e 1Ak R  F P R

#* 3-4 chage AT IR
MR ARG E M RAL AR OSSR E 04, P I 04 e H
AT LA U D SR, AT SR R e O S R S R O .
FEEREH AT OSSR BRI G NTECE 4, SR T PR, EE, A
M AR SSH thisR % 5%, XA FERAT A IE .
 BUEMPRIOS — WRMP AL, A useradd iy 4 KA XA
HPKS, (ARG 4, Frele g,
WROLCE B, TGk e:
usermod —L username
o BRHIRPZI D4 — BN TR 4
chage —d 0 username
2 A0 A g i — IR BRI H % & epoch (1970 £ 1 H 1 HDo A
O AT IR R AR, X AME S 104 3 R

* BRIKSIFE — AR —H WA WA TR FEATTRIR—A
WIUH A B 114

FHRIRVIUG 14, REAELUT D3R

-

o i/ python fir4KEEIM 44T python LRSS, EHIERAIT:
Python 2.3.4 (#1, Apr 28 2005, 09:54:59)
[GCC 3.4.3 20041212 (TurboLinux 3.4.3-9.2)] on linux2

Type “help”, “copyright”, “credits” or “license” for more

information.

>0

o HFHIRT, BALL N4 (8 password Bk BN 04, U salt
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B sda Py AN RS BN G P RE BT mUP TR AT, B +ab BR
+12):

import crypt; print crypt.crypt(“password”, “salt”)

S I 142640 12CsGd8FRCMSM.

* B [Ctl]-[D] KB Python fifRds.

o JUINE DAL BTGB LLR A &b CRAHT S I8 4% )

usermod —p “encrypted-password” username

S5HIBRYIIG N2, URIE ] DUEH LT A 2 R R IR A H 2

usermod —p ”” username

TGO, HOCERIE, PRSP AR 2.

3.19. 6 MR IfRE
FHPERE R T AR H B A2 1 RS EATH useradd juan A4 (114
JE:
* 7E letc/passwd SCAFHUEIAR TA K juan AT, X—ATIRE AT
EUH 4 juan JT k.
AAFBA A, RAARGMHBKA 2.
500 2 500 LA_Ef¥) UID #fg.
500 = 500 PA_LF) GID #filgk.
AN GECOS & BB A H .
juan 3 HAE R Thomeljuan/.

BRANE shell #1524 /bin/bash.

1E letc/shadow SCAFFRHIAR TH K juan —4T. X—ATHEESWIT:
LA 4 juan JT3k.
HILLE fetc/shadow SCAFH A FBENIBAICS (1D SBUEKS .
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F& v B kAN

*  fEletc/group SCAFFFIR T —ATH K juan ABERIERE . R LA
HIALHEARH A RN Cuser private group).

1E fete/lgroup SCAHHRBTAS X AT AT W0 NIRRT
CLAAREA juan FFk.
HAFBH —N X", R KRG B4
GID 5712 fetc/passwd SCAEH A juan A7 ARIF].

{E letc/gshadow SCAFH BN TH 9% juan AIBEM—A4T . X —4T B
T

BLAAREA juan TFk.
e HILFE fetc/gshadow SCAFH 4 F B I — AN (D S BT %418
RN A eSS R

* HTH) juan B HFEEAIETE /home/ HEZ N ixHxAH T juan
MHEE juan i BIEEMHATERORAMCHF juan i . A e
PR B A 4

* letc/skel/ B CHL& BRI PBCED I SO 4R A6 3R A
/home/juan/ H %,

XM, REEHAAE T —/ NS juan IOBEBIK S . B, R
PLLIAEHR] passwd iy 25K SHRIR N4, Ak iT DABEE 142
8

3. 20 ITEINEEE

FTERHLRC B TH AV BCEFTEIHL. 1% RO YE T EDHLAC B S 4T
EMEUBEHL H sy AT BN JE s B b bl o

GTES10.5 fffl CUPS #EN &% . MR ARFLNLFHIMER CUPS
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GTES10.5 AT, THad FEs fr R e KBA 1 o

3 FET BN TR U U R AL, R B A PRI, BT AR
FR “dH —> RERE —> BLRARE —> TE7 SEA
systen-config-printer fir4-. %4 £ L S T AAT 195 BE I PR Ak i 5F
W R T SR ) 2 K 1 30005 N L A S A T ik ks
7.

TR HT U B LRI SOR P EAT, BT LUZE shell $r

T4t system-config-printer-tui X4

#Ah (H)

EAFIEFF ¥ |Shared |#1). | @

3-48 FTENHLACTE TR
AR AT LATE DR 2R T EBA S«
o AHER: — HESEIMTEL USB i FUEREIVH AL BT EINL.

* B CUPS (IPP) — fefgidiit TCP/IP I 4% I T B 9 4T B B
(Internet Printing Protocol, S.FK IPP) it Al (AT ENHL (fldm, &5
M -5 —A~247 CUPS KJ GTES10.5 A& LHFTEINL).

*  IEMIY UNIX (LPD) — #E4ZZIGEM @I TCP/IP 4% ifi fi A8 FH ) 3L
T OUNIX R _LMITEINL (Bldn, EREFIME LY —ANE4 LPD 1Y
GTES10.5 ZZHIFTEINL).

*  EEMAY Windows (SMB) — E#:F|iEE SMB M &k S 4T BN S
TR T EIHLCEI N, B3] Microsoft Windows™ LA F T EIHL)
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* I Novell (NCP) — #2011 Novell's NetWare 4%+ A 13
BRS LMFTEIL,

o KM JetDirect — Wik HP JetDirect T34 51 W28 A& H AL
LTEIL.

sl B B HLRARAT AT WL B TR BT E P iR ik
OSSP BT SRR RS NRE RS A, (R T ARG
“HEH —> T

3.20. 1 FNASHFT EIAL
TR INA M TENHL, SR IEATH 5, USB it R IR 50 E 1

FTEORL, AT BN TR 6 1 B gt ” 2. — Al 3-49
AN S L. R CHTEE” R4k,

AN — - Hr T ENBA 5]

LT B 7 b 2 S SR (LRI T T EDBA ) B 5 B 3 A5
VRIS, SR o S e O

HBEERE R Edd R B, B e
M,

Cxwns ] (300 | [pen

[ 3-49 @INFTERHL

FEGE 3-50 FroRtd IR “ 4087 SCRTBoh s M 48K FTED
HLAPRABERL 5 2k, IRLL 7 BEIT Sk o FTEIHLA AR AT A5 7B 207
R () AR RIZ (o fRIEW LU AIT ENHLI iR tiid , el biae s
o
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259

BAFI 44

AT A . AR, L

I H A A arks.

i |

*T

AR AR AR ARG, A ET LU A FTEHL iR ik ok
T HNIE 7 B ibr iR e,

Ik |

‘xmﬁ@)H QEE@)H bm&@‘

Kl 3-50 EHEBASIAFR

R T R Ja, W 3-51 PrsiE Ll e . M “IEREpAIE
TP COARMER”, RJERERRRR . XA BRI L /dev/Ip0 OFATHTED
BLD 5% /dev/usb/Ip0 (USB FTEIHL) . W RAIFE A B, sl “ I3
Bk REF MV AN G e BB KT THEE. sl “Hrdt”

BAF1 S 7Y

RS, | FERo v

fdeviiph

& ernuse | Benwso |

ERNERET

B 3-51 #INASHLFT ENAL

T RIE ST EIHLR AL
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3.20. 2 gin—A™ IPP #TEIHL

IPP FTEIHLZE —Fi&EHE 31217 CUPS MRl —M%% LIUAR Linux R4 -
(T EDHL. T HABRIATIC S, FT EDHLAC & T L3050 b 40k F- 4R AL 210 IPP 4T
Bl Iy A e “A73)  —> L5 RSUE ) AR fTi@id CUPS
(REER IPP FTENHLERSS HABLAE “ I BERAS” ¥ E 6 L.

U ARARAEST ED R 5 #s _EICE T B kB, EAANRENSAEEA Y UDP i
631 EAIEMBMOER. WRIRAER T CRORITEIERINHEND ERE
TRk, R SVFESG ] 631 R AR MIEOERE .

WERREE T T B8 ST ge, ARyl DO ST ENPLAC R TR 3% 1
CRE” FHISRR I — AN CUPS FTEINL. B Boas— ANl 3-49
BoRmes He mid “Rrk” kgksk,

fEE 3-50 B LI “ ARk SORTFBCR A MR A RR . TED
BLAARRABER & 3%, LRI ko ATERHLA PR T LA 7R 07
R () AN RIZ (o RSN DU AT ERHLI iR tiid , ol bl
.

R T e g5, Bl O3-52 miastiIl. AN CRERRBABIZEAL” SR rh bR
“TEM ) CUPS (IPP) .

BAFI ST

ﬁﬁMﬂ%M:‘HWM(MM(EH "

M T
| | | | Jprinters/queue 1

[owne] (o] [ une]
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3-52 #sf—A 1PP FTEIHL
JHF BRI SOAS 7 B B
© RS — STEINUINER FZ AP EHLA B 1P Mk,
* R — FNEFENLE LIOSTENRA A M2
s “RTRE” RREL.
T RIE TR

3. 20. 3 FRINITHE UNIX (LPD) 4T ER#HL

ZLRINIZERE UNIX FTEIBL, W RRAE [ — M 26 ERIANE Linux 348 L)
FTEIHL, AGeh T EDHUACE TR A6 B R ” 2. il 3-49 iR
R Rt B s “HTHE” Rgksk.

FEWPE 3-50 Frontd L “48R”7 SCARTBUR A — Mtk 45k $TE
HLAPRABER & k%, AL P RETT S0 FTEIHLA AR AT LA 7 BE L 207
R () ATRRIZ (o fRIEW LU ASTENHLIO fRIAE AR, LT A

o
M CIEFERASIZRAY” e R “HRRK) UNIX (LPD) 7, #RJ5 il “Hi
i&”o

BA 51 SR 7Y

bt ST ECE VR ‘ IR UNIX (LPD) ""

W 5 iR« [ih 3] ;
localhos{ |1p

[xnng | [ oun | [wms]
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Kl 3-53 SAIFE LPD T EIHL
FITBU R G I SCA 7 Beas i B :
o RS A — FTENHLITIER I RS A ENLAA R 1P k.
o B\A — ERRATEIHLBAA . BRIAFTENHLBAAI R 2 Ip.
sl “CHTHE” k4R,

3.20. 4 %30 Samba (SMB) 3T EN#IL

BERINER SMB W7 ) T ENPL CUniZE#2E] Microsoft Windows & 4;
ERATEIRL, AT EHLES T % Db i e 7 $adtl. ke 3-49
ANRE D B, A “RTHE” Skgkst.

EWE 3-50 Fontd D) “2F7 UART-E PN —MUFE AR, FTED
WA G2, WILLTFREIT k. FTENPLARR A A& B B0
Lk (5 FTRRIZ (Oo MRERT LURIANFTEDHLIG 7 JE fiik, Hobar L5
ZH o

I CIEFEBAFN AL S bk B “ B Windows (SMB) 7, 4R i ili “ i
HE7, WERFTEPHLEHE 3% Microsoft Windows 24, JEEIXANBAFIKAEL,

BAFI 2T

HEFERA 31 2581 ‘ &FE Windows (SMB) ~

E

S A

el

> BRAVO
[» REDHAT-T9DFVBIg =
[» BURNER

4]

[wwno] [aren ] [Foms]

3-54 ¥ SMB FTEIHL
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ik 3-54 Fan, SMB =Y AN EIIEA H . SN EE LR
Widoky YR . WY RFIRFIER—FTEML.

WERARAE TR ASTENBHLBCA AER IR P L, sl Ay “fige” 424l
FUU N IEI Y SCA 7 Brax L.

* TARA — ILITEINLK Samba TARALMAFR.
* MRS — ICEATEINLAOAR S5 45 10 B K o

LR — PRAFRITEI L T EPLI B AR o IX AN 42 FR 0 A 328
Windows &% € X Samba FTEIHLIGZ FRARIA .

c HFP4% — WREGMITENLIT LIS ZMHMHEP %K. HA%E
Windows F 45 L AIAFAE, H EAAE VR 4T ENFLIALRR « BRI 4
WAL guest (Windows JIR%5%%) Bk nobody (Samba R%5%%).

© R4 — AT FBOMBE AN .

s CRTRE” RAREE. ARG, FTEDHLACE TR EERIC AT, W
S TEINLFZE R A A%, MG HE S IR IR IR AT
BT ENHLI ] P A M 2o R sE T IERIRISE = 40K, ARiE T A
FEX AR S o AR A TAR A A FORIERIL S, &l IR ARG
HEMLFEE o XARITHERN ey “FioE” $HLS P s i 1 A I

T RIE TR

3.20.5 ¥l Novell NetWare (NCP)FTEIHL

ZLAIN Novell NetWare (NCP) FTEUNL, AtthdTEIMIECE CH A% 0 L1
“HrE” fedl. WE 3-48 FsHIE OB, Al “RrEE” ckgkst.
K 3-50 Bt I “&R” SUARZB PN — NI B R, FTED
WA B2, WL BTk $TENNLARR AT AL B 07
L (5 FTRIZ (Oo MRIET LURANAT EIpLI f sk, Hrhmr i
ko

M CIEFEBNBIZRIY” SR et “HKII K] Novell (NCP) 7.
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BAF 257

RN 22 | &K Novell (NCF) |~ |

(o] [armn] [pass]

K 3-55 ¥si NCP FTEIHL
HF LU A F B H B

* MRS5S EE — ITEIHLPTIERLN NCP R ENLAEL 1P Mk,
* BAFI —NCP HZE LT ENHLIIZ AR A o

* P — REAHTENLIT L A0 SR 7 4

04— HUE AP FREREMNR L.

3.20. 6 %00 JetDirect FTEINL
BN JetDirect FTEIML, sSTHFTEOHLACE THEE O L <R fe4l.
WE 3-48 Pk e gk B, sy “ArEk” Skgkst.

FEGE 3-50 PR LI “ ARk SCRTBCR A MR A RR . TED
LA BER & 238, bR LL PRI Sk 3T ERHLAG FR AT LA 7B 07
R () FTRRIZ (o ARG LU ASTENHLI IR IE, JErpnl A&
h o

M CHEFEBNTIZRIY” SE £ “HCF K JetDirect”, SRJG iy “HIHE”.
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BAFI 2K T

v ] [um ] [poms]

3-56 s JetDirect $TENHL
HF LA A F B H

*  FTEIPL — JetDirect FTENHLAIENLAZLEL IP Huhit,

* il — JetDirect FTERHLISWTHT ERVEML K3 1o ERIA TR 111 9 9100,

3.20. 7 EFITEINL B S AL R

IEFE TITEINLINBASIZRAYS, F DR i F AT L 5 o

R B E— AR 3-57 AU S O WS e B A o Az s, Max
TP FTEINLIRAE T K030 B R3S e BT ENLIR A
FIMATR RIS T — DR K5, TEPL S 5IR#R
Bro MIIRAPEPATEINLA S
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THIPA S

HEFRATENHL S iy f AL

| DEC

1800

DECWriter 5001
DECwriter 1101
DECwriter 520ic

3-57 EHFTEIHLILS

HERE (4T BN XN FE 7 R A L R (4T EDHLAL S e #6000 3T BN IR SRR 4
PRASET B A5 AL PR AT ENHLRE W B A% 30 il T AT EDHLR B IE
BRVRITENL LR, R BT ENIRENRE 3 R AR B AL 45 1T EDLIK 2K
i o

SRR B FEFTEIHL (IPP. LPD. SMB X NCP), iGFiTEIARS- 4
WHEAE B ORITEIRSIFR . WRAE IR AT S L_ LB A A 4T En
IRANFEFY,  HHE a2 4 22 VO 8 4t e 40 4T ED ML G VR B (1% 5K

T E B AW L DE, EOETEAEE ) R Bk R AT, AESTED
BUBL S e “JRTTENRASI” Bk “Postscript FTEIHL”. NI T 2L,
FTET— KM AR B O o 0 SRR, S REAT BV 55 4% T RECA
FCEAT ENIRBIRE Y o A MRAR IR AT EDHLAR A7 | SN 5 R 4T B
ZHREY, NSRS, HHTE KA.

3.20.7.1 BAITEIHIEE

BRJE— A RAIREITEDLRC S . AR BB, Wil “ 7 ks in
FTERBAS, I, adeds “JEiR” KRBT ENHLAC .

FE T b il NS F R DR AT R (K S8 D 330 s 4T ENBLAT 97 R

266



GreatTurbo Enterprise Server 10.5 267

LT AR e, T BN SR GO E P 5 1 A

WRAR T ZATENEE AR ASCI B4 LAMK 74T CRUER T T H 3L 2 i
ST, VR B AR I IR SRR R T, IR« TR
Postscript”s WIAARIEAN I T #1 ENBAA J5 G e, VR3IE A DARC B ARIKR K/ 2
Bl

3. 20. 8 FTEAPRATR

BB TATEINUR, PRIAZAT B 5K ORI 2 4T ENLAE IS IE #1817 %
FTERRRATT, AT ENHLA R PR ARG ST L, SRJE N I
SRR PR IE IR

YRR AL T AT BRI RE Y BB T T ORBIRE P IE I, R A%AT B 5kl
TORBRA A B

P

T

S @ Us Leter PostSeript WA T
AFIEHE ~| @ A4 PostSeript i 7
@ ASCH SCAI AT
iy A EUC @il i
iy A3 NS SCA@lE
iy A3 sis il
iy 03 EUC PostScript Ml 70
iy A3 NS PostSeript #5871
iy 03 SIS PostScript #1870
ey WD)
iy JPEG i

3-58 Mk iR

267



GreatTurbo Enterprise Server 10.5 268

3.20.9 BEEIEITENL

TR FEATAFATEOHL, IEBEXANTEINL, AR5 sk THA B BBk~
el FTENHLE S AT ENRLAUR P kR . R “BEH” S HR ORAE SO
HFH R BT ENHLAT S R

TR EBOAMETEINL, MITEIHLAR IR T EINL, AR5 ek T RA LY
“ERIN Hefll. BRAOFTEDRLIE: W2t B s R BT ERBLIG < 2R
W g 1PP YU B b A H K BA ST EDHLAN R AR 4T EDHLIC & T H rh i
BRAFTEIHL. B4 IPP $TEDHLECN BRAIE RS, R I e R SR e ik N
BRIN, B GNOME +T BV Mk e E N BIN. Z)i5) GNOME
IOV IS, 8 “ 28 —> RETH —> THEIR". A4l
AR, SRJGEEEE “UENERIN . 7E GNOME #71E[A5BE 2% b ¥ 5 BRAFT EIAL
NN E T P SR BAR S, EANRRE LR RE .

AN TATEINUR, R ] AR EATIN B E . AT EIHLEIZR thk i 2245 4
FIFTENNL, ARJE ety “ddi” 4. ik 3-59 o) amid iUbR 25 2 1
e Lo A% S AL T AT ENHLI 4 (i HEAT T 0 205, w1
€7 AL R ITEDHUACE TR A i N SRR A7 R I FERT A
BFTEIHLF e
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P [P [ | 1760 BB | e |

KRNIV GH . DTS RaE R
A |primer |

%T

S RAHTEDHLAY L .

L, |

v ] [vmmo]

3-59 HifHITENHL

3.20.9.1 PAFIAFK

LA AT EIPLEECAR e R A, S “BAFUAAR” BRI, s
i “HE 7 ORIR P 5 o 3T ERHLIK A4 PR N % 2 AR 4T EPHLA R 4 2422
iy R RO B R BT ETHLAT S R

3.20.9.2 PAFIKAE

“BAFIRI” BR2E TR T AR T ERHLAE 1 B BN I BAB IR . IR
I UABCAAT NP LR R A SR E BB . 80U, il “HfE” SRR 2]
LR miih “HE” ROAT SR I TH A SIT B 4P 2 e

HRAGARIE PRSI, AN RIS B o

3.20.9.3 ITHIHLIRSIER
“FTENHLIKBIARET” A BoR T a0 H MFT ENBRBIFE . QSR e bl e
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T, il R RMIFIER M. s N7 RSO IFE A ST
EUS /A i7 5

3.20.9.4 IRBHFEFFIEIM
CORENFRIFIEIN” PR Tn T s AT LRI . AT ENIR S 25 (3B 025
MEE AR, AR
o WERILA ASCH G Z AN TR R IELEF] VL HIE A 1 E 47 Ep
CUTHE SCFFRE), PRNAZIE R “Teati] Postscript”, %3 W TG 2l AR bR v
] PostScript 44, K EATRERS B ERIFTED .
WIERAT B STFRR R T B A4, AR AT DL I RN . 1,
JEPRIXAE TR H SCFPRFAT EPEEE H SCH ERHL L
PATUL PATB) TEE L AL 0] o BRAEVRZEFT BV IR AR I8 2 ) B, A
Bl F XA LTI
A, WRATENHLGIEAL B PostScript 25 3 I, AR TFT LA ANk 3
IR AAR B U, PostScript 2451 1.
*  GhostScript FTIE — VRS EIPLICIEALBEREE PostSeript 445
kR “ BT, “HHB] PS 40 17, 5k “HiB PS 45 27, %
ETRTE CUPS HTENRZ T T PostScript IK3IF2)7 I A T H .
o AR RN AR IRIEBRARIK IR/ . 1ZIE LTS US Letter. US Legal.
A3 F1 A4,
* AR IEX IR Co WREITEIH LA, HEHE “jaIp”. B/,
BEIAN C TEIX.
* MRIEBRICH “HTEIPLBRIN . X AR AT LAY b A 5 — AN 4G
HI 4Rk o
BB KB FEFIET, s ‘e SRIRFIEIEE O, Sd R k4R
A7 I FB R ST B S bR
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3.20. 10 LRAFRCE M

MR AT EDPLEC B CEARAF T B B e, NP Ad e A am
Pt S . X ANC SR R B Jetc/eups H RSO/, kAT DL
P AT TR AR AF B IR R AT EPHLAC & T H SO Wik Jetc/cups H Sk
PRAFAR G R S BIR — &, FTEIHLEC B e S, X il T EIML
ST R T R 0 TR R B A e AT BT A T L ) R R T S A e )
H—ANE fetclprintcap SCMF. MOV RS E U I, A LUE
JiERARATFT EDHLC A

BRAFARIIFT EOMLECE, DURA -~ S g
/usr/sbin/system—config-printer—tui —Xexport > settings.xml
PRIGITC B B LR A7 B settings.xml SCAF .

WA SRR AE, BT DB RIK S FTENPL IR E . IXAEFT NP 4
RSB s ofE BF 2234 T GTES10.5 EIL F; slES AN RY EFE
B —FT EDMLRC & IS RN o FETRT e/, XSO iR
FEARMRSZ L. BEWARE, DA SGOEAL T £
/usr/sbin/system—config—printer—tui —Ximport < settings. xml
WRAREA T MRS (REZ RS LR T — A AMTENL,
HAAE AT —ANEE S, BAERIICE S s s . W SRARAR LR
MIAICE, JFERAAN SO ARR AL S, KA LU DR fr &2k & 93¢
fF CBURH P &3

/usr/sbin/system—config-printer—tui ——Ximport ——merge <
settings. xml

WG, WINFTENPLAIR BB IRTE R GE FICE 4T EPHL L R AR IARAE 1)
Be B SR SN FTEINL. i S N & SO R — N R G LA
ENBAF R4 B BAA, S NSO ) A Bt 25 B R EAT 4T B L
SATRECH ORI merge i34 i, BT R ahF4it
o WEPATLLT A2

/sbin/service cups restart
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3.20.11 fATHE

WERARBAT 2 X, I HARE I T SOR MR, AT Ui dr 247k
ISIATEIHL. XA VELE VR M A al Kickstart Ze3%01) %post #553 HLES
INAT ERHLIIHRAR A H o

3.20. 11. 1 S inAHuFT EIHL
TR IATEIHL, 1817
system—config-printer—tui ——Xadd-local options
ek .
* --device=node
CIAits) LB . Bill: /dev/Ip0.
* --make=make

(7)) IEEE 1284 MANUFACTURER 745 = 8; foomatic $¥)%E HIFT
EOHLAER=] HRIARR (I manufacturer “FFF ).

* --model=model

() IEEE 1284 MODEL F#§5 81 foomatic 4/ 1 %1 Hi i1 ENHL
M-S (#5 model F/5H),

® --name=name

CRIIED BTSN IR o WURBAT 4758 » g2 (TR T e 40 Cn “1p0™>
4K

* --as-default
(A e BRIABA .
WINTH NS, A8 CUR a2k 8 sh BT 8 s 4T ERPLS 4 0 72

service cups restart
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3.20. 11. 2 JHERA AT EIHL
PR3 T LA I iy AT KM R AT ERHLIAS .
LU S R MBRSEANTENHLBAGY, 1847
system—config—printer—tui ——Xremove—local options
LTI -
* --device=node
Cit5) FTHI ¥4 /0 Q1 /dev/Ip0.
* --make=make

(A7) |EEE 1284 MANUFACTURER -7 #i 5 foomatic G (947
ENHLAER T B4Rk (8576 manufacturer 745 H1).

* --model=model

(7Y IEEE 1284 MODEL F#FH:mk foomatic 4 /7 1 %1 Hi il ENHL
S (L model “FHFER).

MATEPHLACE T R ACE FER TITEPHLS, A BLR fir & RS H A 3537 B
DINEASE AT G S &

service cups restart

WS FTATAT EDBLHS MR I ELOSAT B FREATTEDHLAF SR, ST
LR s

service cups stop

3.20. 11. 3 @ EBRIAITEHINL
LERCEBOATEINL, RV 4, JFHEE queuename:

system—config-printer—tui ——Xdefault ——queue=queuename
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3.20. 12 BHEITEIE

REGET BB SRR KR AT ENVENEINS (9 A Emacs Hh 4T B SCAR S
B The GIMP 4T ERIEIG) , X AT EIAE VA 7% i 24T BB ALA 51 v
T EVR AL A Z 2 — AN R 3% 5 4T EDBILIRIFT B A b LA B AN 4T B SR 1)
5 RFIR . X5 BAFEFTENUE R IPIRA . KB RIH 4. Rk
RIMARGFHA . VRS 5%,

WIRARISAT L BB SR PR, AR AR i “HTENHUEFERAS” bRk
JA3) GNOME TENEBIZS, Wil 3-60 Fw.

Printer Edit View  Help

1 Printer e

& 3-60 GNOME #TEN45HA

EIE LU R sl e “ B0 —> RETHR —> TEE G,
LCRFTEDLBLE, A AT EOHLEAR, SRJRERE “mIE”. JTETHLRCE T
Hpta#onsh.

Bl — A CRCE RITEYUCR AR ITEMEBAL, Wk 3-61 P,
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Printer  Edit View  Help

Document |0\Jmer |Jc|b MNumber |Si3:E |Time Submitted

testprint.ps oot 1 Unknown 2003

1 job in queue printer’ y

K 3-61 FTERTENLFIER
TLEHAE GNOME 4T B[S BRAS b 1 H A - — 1Rk, WAk ik, R
JEIEFE “gmtE —> HUHSTR .
TR AT B AL AP AT S5 SR AT BN, 3T BT LI & bR v] B4 HH BILLE ST
T E ) “TBGE X7, WK 3-62 Fin. &R HA R — k3T
EENE, B AT ENAEML AT BEAN 2 B R b

= B oot hont [ GNOME prow Manwger | Qs .o
BN 5 oA SRR - bt ool Ll

K 3-62 4T ENHLIE %1 K A
AT ERHLE A AR 2 5 51 GNOME  #7T E[VE B 38 5k s 4 i 4T Bk 1)
FFK.
TR _E3EAT > “ITEVEFREGS” Elbr. 2L Nautilus 3T ERRESCPE, 581
SR, eI L0 “STEVE LS Kbs. Wilsl 3-63 fron
ME e e sy “HiE” RITIRITENXASCAF
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Printer

Name: [N - Properies...

State: Printer idle
. Set as default
Type: Created by redhat-config-printer 0.6.x

Location:
Comment HP LaserJet4Si, Foomatic + ljet4

Page selection Copies
& All pages Number of copies: |1 =
l .

¥ Collate copies
" Pages:

1 1 ™ Reverse order
Enter page numbers andfor .1 .1
groups of pages to print ! !
separated by commas

(1,2-5,10-12,17).

Options... Print: All pages <
OK | Cancel ‘

K 3-63 FTENRGHG % 1

ZIN shell $EREEFTEMEMNLF FIFTEMENLFIZR, BN Ipg W4 . &5
JUAT R LA AR AR -
Rank  Owner/ID Class Job Files Size Time

active user@localhost+902 A 902 sample. txt 2050 01:20:46

DR PRAEIO AT ENENL, AEH] Ipg dir & X AL 50, SR 5 A
A lprm AENESAS. B, lprm 902 AEUHEI 36-1 PRI ENfENL. 1k
WAFRAE IEA AR A BESE IO ST EEN . BRARIRTEFT ENHLTERE
THERL EE SO 7 RS BEEUTE B St - TR RA TR 4T BRI

PRIEAT LA EFEN shell S5 THERSCHE. fltan, lpr sample.txt #r%<3F] Bl
sample.txt XA SCAR SO 3T BB A% P T SO (1 28 1Y HA4g FLEG 4 B 4T B
HLAE B RS 2
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3.20. 13 FEZITEIHL

FTERHLRC A TR L B B e )y RAT R CUPS T EN RSN AT
o

FeVF RIS EANEHSENL O P AT EDBIR 9 AR 4 L C 4T EpRL v 3t
= (sharing) FTEIHL”. $LBRIABCE, AT EDHLACE TR E T EIHLA
REILEATEIHL.

FOCEANECE T ITEINL, RsTEIHUE B TR, AR N7
EOL. RIGIESE “178) —> JL7,

15 BRI 35 TUARAE b, SEFEALRBAS T EA L R P FR IR T

=
B SEE BT I
JLETHY AL
A,
FIRE)
MR
@ #ihm R IHO | | & wEo

K 3-64 BAFI3ELH

T BB E, BN BE, P ENLA SR R VAT B B AT
EIHL. SRVFIZE BRI REHBELITEN RIS T RE R SE S, Finl2
ERG HAER DI LIRS OUT o HMEFF IR IXAN LRI, T 4%
“ETAENLT, A R LR oR & 3-65 FTRKE M.

U ARARAEST ED IR 5 #s _EICE T Bk B, EALANRENSAEEA Y UDP i 1
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631 RIERHENOER: . WRAREER P CREFHEERTHEND LREE
Ty kR, S RN 1 631 R IEFIBOE T .

1 B 0 FL e L AT LA A 5] .

O MR & (D)
[] ethiy
O M &g hE(N)

| q |

O B4~ I it

Bamm | | R WHEO | | @ mEo

3-65 FLVFHITAL
CHO” BRI BT AT EDPLRCE B A, AT BN R T R A A2
MIFTEIHL. LA PIAE I :
* A FRIEBRILES] — PEONERE . XAETUR IPP W%, X
R ML EICEHUE eI IS, XA 4 B SN
FIRGIFTEINLFIR S th PP ST A BL AT EDHLAN TG ZERA M 1 L
ZIETAS A B E AR S ERCE KT ETHL.

* JaH LPD ¥pi¥l — ZEIAVFHTEIHIAE A cups-lpd AR 45 MBC & A
FH LPD LK% S b Bl TERENL . cups-lpd R4S 2 —Fh xinetd JIR% .
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A F1) | 5 R
EEREERGERN.

| Esh F R R A
(] HH LPD #hik

@ i ® IO | | & #Eo

K 3-66 F&ti [ 3L ILI

3.21 HAMLKIES

3.21.1 cron

5 Linux ™, AE55 AT A EAESR A2 (I TR BE 2 10 L), BUAR S 3
B T e AR B3)i21T. GTES10.5 WL T X HERFAEH
BT, LAEAE R GERENS N N4 S8 A5, 1 locate i &I A slocate %%
o A ST . ARG B G R A S A S R A T e %4
R, B e hlA RS,

GTES10.5 Finy JLA A3t T4 T H: cron. at. I batch.

cron s —NATRARPRARSE I TR] . H. A0y AR ZLE R X AR
G AT IR <7 P2

cron fBUE RGFFEHEAT o« WAL ST WM BEIN REAEIBAT, ZAE55 0
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AT
P cron R4S, FRULAILHET vixie-cron RPM #4445, T HAAZAEE

AT crond R4 EHE LR T %2%e, T rpm -q vixie-cron 4.
B LIRS TAEIEAT, i /sbin/service crond status iy 4.

3.21.1.1 EH& cronf£%%
cron [f)ERCE SCEE fetc/crontab, BIELEE T THJLAT
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/
# run—parts
01 * * * * root run—parts /etc/cron. hourly
02 4 * * * root run—parts /etc/cron.daily
22 4 * * 0 root run—parts /etc/cron. weekly

42 4 1 * * root run—parts /etc/cron.monthly

RrPUAT 2 HRALE cron fE4-a T M4 i . SHELL R IMESF RS

ZEHAWEAS shell 58 (73X 7 HLZ bash shell)s PATH Akt sE SUH

EPAT L. cron (T4 B IR %54y MAILTO A s LI H -

Ho WA MAILTO AR BEHE SO0 FF AT (MAILTO=""), it
ST H . HOME AR 5] DU SR ¥ B AE AT iy 2 BB A A H 19 3= H

Ko

fetc/crontab SCAFH A —ATERARR —HMTS, BRI AUE:

minute hour day month dayofweek  command

*  minute — 238, M 0 P 59 Z[RIKFR{THEEL

*  hour— /M, MO B 23 2 JA)ATAT 84
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o day— H, A 1 2| 31 iR Cansies e 7 H 40, B
1ZH A A RH D

* month — A, M 1 F| 12 Z BT 5 (A A (0 9 ST
Al jan. feb 2545

* dayofweek — 2}, M 0 F 7 ZIIMARfTE%, XHEM 0 58 7 1%
FKEMH (BUEHENECH S suny mon 5555

*  command — EHATMIMHA (Hr2 LU s proc >> ftmp/proc 2 F51H)
w4, WA LUZRBATIR BT S AR fr 4.

UL EAEEY, BS OO USRI AR RME. S, AmE
)RS R RS TR e A SR R B H # T i 2

BRI (5 faE—MEEOEH . B, 1-4 RUWEEE 1. 2, 3.
4,

* HES ) WIFH—RIUEIREE — ML F, 3,4,6,8 brlixy
AR E

o IERMR (O WLHSRIERE AR FEYEEE M L <integer> EBRA
LEVE R P AT Ak integer. 2401, 0-59/2 ] LU AL S 47 BUE SURE 43
Bho (M FRAERAEIE T AFIE S — i . i, */3 BIME R LAUHTE B0
B RR A AT — Ik

o IS ) AT IR, Aosiibr.

an R 7E  fetc/crontab SC A AT WL, B A run-parts JE1 A Sk AT
letc/cron.hourly. /etc/cron.daily. /etc/cron.weekly F1 /etc/cron.monthly H 3%
RIEIA, XL AR N AN R R B HPAT. X
SISO ZSZ shell A

WKL cron (FE5FFZEMAE R RPAT, MA LRI FH. B, 5
5 A AT, ERTLABERINE] fetc/crond H. 1% H S TE SO
FIAI Jetc/crontab R —HFETE . YuBliE S L 37-1.

# record the memory usage of the system every monday

# at 3:30AM in the file /tmp/meminfo

281



GreatTurbo Enterprise Server 10.5 282

30 3 * * mon cat /proc/meminfo >> /tmp/meminfo
# run custom script the first day of every month at 4:10AM
10 4 1 * * /root/scripts/backup. sh

M P LAAM I F P AT DA crontab T HOKECE cron {145, Brfs P
X crontab ##% IR A71E Ivar/spool/cron Hagrh, JHAEH I EATIRIE
SO RIAT . FEULKH P S8 —A crontab WTH, iz, A&
JEHEN crontab -e @4, A VISUAL =k EDITOR FRbiAs 4 5 (¥
HARK A 1ZH 1Y crontab. ZICHE IS U fetc/crontab AHTF . 4
%} crontab FTASKI ML PRTE S, 1% crontab SCOFER SRR L P A RO
1%, IFE NS4 Ivar/spool/cron/username .

cron SEHERRAF > EhESAS AT fetc/crontab ST etc/crond/ Ha. DL
Ivar/spoolicron H sk AL . WAL T B4, BTSN W .
XRE, 2EA crontab USSR G AN TR ST HERE T .

3.21. 1.2 ¥4I cron KIfEH

letc/cron.allow FI fetc/cron.deny SCAF#EFHSRERHNS cron WEA . XA
A7 R R SRR AR SR AT — AN o B SCHFERAS ARV K o SR
FFHSCBAETS T, cron SFHEERE Ccrond) ANOHEJE . A IS
PELEAF U P s BR — 300 cron AT-45 IR 23 4 S

T AL RIS O RUE I T, AR #E2 rTRAEA] cron,

i cronallow AL, RAHSFIHIIH A8 AVEEH cron, Jf:
H cron.deny U2k 205

i cronallow SCHFANAELE, B 7L crondeny H 51 H ) 7 BB 2E 11
H cron.

3.21. 1.3 BEhfEIERS

BERE) cron RS, 1 /sbin/service crond start fir4. s % IRS, AT
H Ishin/service crond stop 4. HEFERAES | S JH SIS
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3.21.2 at F1 batch

cron B AIRIHEEEIAESS, at iy IR AR L N 8] 3 5 — IR PRI
fE%% . batch AT & BHIRAE RGO HERFEE] 0.8 LUR AT — R PERIAE
%

A at 5 batch @74, R %EET at RPM A, JFH atd RS
ARAEIEAT . BRI SR TW T, #H rpm g at 4. ZH
FE1LIRSS T AEIBAT, ] Ishin/service atd status 74 .

3.21.2.1 ELE at /RN

B R A R — I — R MR, BEN at time @y 4. XL
time AT A2 I E .

time 400 DL T A% s AT — Pl

* HH:MM #X — 2411, 04:00 /8% 4:.00AM. MR O, Eus
TEEE ORI IR — I T AT

*  midnight — 83 12:00AM.

* noon — X3 12:00PM.

* teatime — fCF& 4:00PM.

o WY HH HW F4h HaK— 240, January 15 2002 8% 2002 4E 1
H 15 H. 0k,

* MMDDYY. MM/DD/YY. &, MM.DD.YY #% — %45, 011502 1t
#2002 421 H 15 H.

*  now+ If[A] — BFALL minutes. hours. days. BY weeks Jyffv, %
W, now +5days fREMSRNILE 5 K JGHIILH MEZIHAT .

I IR AR e, B v v E ) H .
BENT at A MERINTASEUE, a> RS mi. BAERITHI 6
4, ¥ [Enter] B, RIGHEN Ctrl-D. Al LigE £ 4cmsd, TEREA
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fF—2m A5 [Enter] #. HANTHMA)E, #% [Enter] @ N—A=
17, SRIGFEAN Ctrl-D. B0, RATLTEIRREHIA shell A, TEH
AW E—AT)/5#% [Enter] %8, R/G7ETATABAN Ctrl-D KR H . WA
A, BT shell Bies &R SHELL MREEAR S i B iof, H
JIREEE shell, B2 /binfsh (fd TSGR B o

LUE S ke itz NN SRR 7R L SR AN = S PR = T A E L B S S )
BB A4 o

4 atg KEHEAHSATHIMR L.
at fir & AR BRI LY o

3.21.2.2 EE batch fENk
B RGCTHEERKES] 0.8 LLFIFHAT I — KM M4T 45, A batch iy

4,

BN batch 745, at> Rt M. A ZEHAT I A 4, 1% [Enter] 4,
WIEEEN Crl-D. TR 24 m4, HIEREAG—4KmL 5
[Enter] %, BAFEML)E, 1% [Enter] BN NS4, RGHEA
Ctrl-D. 803, RIS RGN shell AR, (EANG—1TEH
[Enter] %, SRJ5 7EATAMEEN Ctrl-D SRiEH . WM AR IA, BT
(1) shell mtos2 M SHELL FRISAR G R BB IME, HIP I8k shell,
Bt fbin/sh (ISR . RG-FIEE—FEF] 0.8 LUN, X4ldr
A B AR S AT

X A A 2 BRI A B AR S b B (e R, % s T Ay
BB 225 -

A4 atq KEEERHZAT MR,

3.21.2.3 BEESFBETHEL
B GSAIEITH at 1 batch 1Rk, i atq 4. B ER—HISEE
ATHIENE, RIENL R 31T B ATRIR A MBS, I,
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AN AR DU 4. P R BEEE AT A SRk, WRAR A
FHAT atq fird, ITAT R IR A s .

3.21.2.4 HERHrSITER
at fl batch fIE M 4TIEIEEE:

I Eiiipa

-f LA B A 2B shell A, T ARFESR R R 4R E
el

-m FEAENLSE R, g5 P Rk s iR

-v AR RERRAT R ] o

#* 3-5 at Fl batch [fidr &7k

3.21.2.5 #HI% at f batch KI{fFFH

letc/at.allow F1 fetc/at.deny SCAFATLLAISRBRHI6) at F1 batch iy 4 f{#
Fo JXPAME AR IS R AR R BT — S H o AN SO A fo VA
M AT MR HEBSCI BN T, at spP iR (atd)  AUBHEE
Jae SR P IREHRAT at 3 batch ArARF, A A SO A s

ARAE ISR E , HH P HE R AT AT at A1 batch i

i atallow SCHRAEAE, RAHEFFIHMH A G at 3¢ batch iy
4, at.deny U2,

i atallow SCHEASETE, FTATE at.deny SC{:H 51 H ) P BB AE 11
H at #1 batch %74,

3.21.2.6 JEEhffEIRRS

YAE) at RS, 14 /sbin/service atd start #r4-. S IFIZRS, AT
Ishin/service atd stop 74 . AIIRIES | I R BZIR S
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3.22 H&EXCH

HESAE (Log files) RO RGNS, WA 5. ERA
FIEATIO N R RE . AN RS SCHC AN I R . B, A7 ER
IR H B, AIH T22EE, Aridd con FFHE.
AR S AT il e SR 48 DB, sk B BN AR KB R e - xR
BRETBUAE AR, PSSO IRAT AT AT i 220 HL 25 54K
FARSCHE, W &R S SCrF, AR HS SR A4

L H S A syslogd [ sF3R BERE$E . 7 syslogd 4EH I H & TH
BBIETTLATE fetc/syslog.conf Hr & SCaFd4k3.

3.22.1 AL HEXH

ZHH E ML T varflog/ H . JELEFR)F N httpd F1 samba 7E
Ivarflog/ 4 FRISAABCEATH O H & SCHE H 3%

ARG AEHR P SEZA RFHA R ST XL A &
SCAFREARFR I QIR . A SR A A, RS R B R ROK .
logrotate 40 Al — /N REfE B 20 Jetc/logrotate.conf it i S A1
letc/logrotate.d  H s C B SR RAGEMEH B &S cron £55. %R
BOARCE, NESTEHREEEL, R IRz A

3.22.2 BEH&EXH

Z R ESCIHAE 2 Se AR o R AT DA AT AT SOR S48 4 Vi B
Emacs SKAEFE AT, ELOHE T RS LA & A, K
i BT RSO [ 15 22 4 H 3 S

LAEH AN TSN ] N IR AR R H &S, i HEEE
o TIRXANARY, MR B CERR —> RETH —> &
GHE”, e shell 37~ FEEXN system-logviewer fir4 .
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XA B R AR UGS fE Bk, sk TRE 5K 3-67
JIR s A AN o

ZOLPE USSR N ROR B R T, AR “1diE: 7 SOR T B A i
Ty WJE e g mil CHER” RERAR.

¥.0rg X11 Log

Mt (E) iRE(E) #EEh(H)

3RHE (EiEHE

Cron HE

P REIE & T BRFGEEL

B i

MySOL E&25HE May 25 11:01:16 dev3-143 syslogd 1.4.1: restart. ﬂ
MNews HE May 25 11:05:01 dev3-143 crond{pam_unix)[4631]: session opened
REM Erita May 25 11:05:02 dev3-143 crond pam_un!x)[%ﬂ]: sesspn closed
HoHE May 25 11:10:01 dev3-143 crond{pam_unix)[21017]: session opene

21018]: session opene
May 25 11:10:01 dev3-143 crond(pam_unix)[21018]: session closed
May 25 11:10:04 dev3-143 crond{pam_unix)[21017]: session closed
May 25 11:15:01 dev3-143 crond{pam_unix)[8029]: session opened
May 25 11:15:03 dev3-143 crond{pam_unix)[8029]: session closed
May 25 11:15:38 dev3-143 sshd(pam_unix)[10485]: session opened
May 25 11:24:02 dev3-143 syslogd 1.4.1: restart.

May 25 11:24:02 dev3-143 syslog: syslogd startup succeeded
May 25 11:24:02 dev3-143 kemel: klogd 1.4.1, log source = /proc/k

May 25 11:24:02 dev3-143 kernel: Linux version 2.6.9-5.7 (root@ de|

(¥ o T e I s T e T O T O s N | L DL H | imml TLAKA :I

£l | |
g | [itiss | o Eif |

(
(
May 25 11:10:01 dev3-143 crond{pam_unix)
(
(
(

—_ ==

3-67 HEBHEE
FRERIN G, MAlT ] &A1 H B SRR 30 P RRT—Ik. TSk
lFiE, W FHE ks it —> ik, Wkl 3-68 FrosifE K
S A8 “CHECE” brgsrh, sl RGBT SUM B SRR SR .
s CORH” SRIRIRIFI R o BB BT RN SUE . B RE M A
AR B SO, R 3t —> BIZIRIR sid% [Ctrl]-[R].

PR AT LAAE BRI HASSOPE” i SURR RS 538 S SCPF I A . AR
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288

HE R ESCrE, e AT “gi” Ll BN SRR, SA
i RN LRSI IE B TEHE B AL SO R . A e KR
(R EHINSprayihe RPN St PN G R S R EIE Sy u

I )i L | gaw)]
HaE
b HE A b SR R RS

A& | 1] [me]
ol 5HE fvar/log/hoot.log HHRE)
Cron HzE Fear/log/cron
Pz R sh H i fvardlog/dmesg 7 BiD)
B4 H & fvar/log/maillog
MySOL B33 0L fvar/log/mysqld.Jog
News Hik Fearflog/spooler —
4 HE fvar/log/secure ||

Lk e TE o

B S AR .

X CHIC)

3.22.3 ¥ H &S

3-68 [ SCAFHIfLE

FHESIR PN — NG, b8 “gifE —> Bikm”, SRnxid “H
BICE” W TORZE ) “AIn” 4% 4L
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o8 e A B,

3L |Custnm Log |

ik Lo |
fi ¥ . | Hvar/log/custom . Jog |

3¢ HUHEC o WEO)

3-69 WIN H &SI

OB H S ARk AL E . w7 “BiE” 5, 1Z30fF
ATAFAER S SRR I 2 A 7 X

3.22.4 B HEXH
7 75 75 S B P 8K A A R 31 (0T 55 10 B — AN R b s e
] (T 55 LR ANV B

VRN, BT RS <G —> BRI, SRR Al
WU, Al R BRI SR MR, WS
RS, AR S R

P by O A A S AR (4T (9 22
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290

L E W |

H &) [

4
9 HF ISk o i E

denied
rejected
oops
segfault

segmentation

HeimcA)
M (D)

X GHNC)

[ 3-70 %4

SEAIE AR, W PSRRI g —> IR, e e B
bR%Ee miadi “USINT FHRASIE ] SRR —NE S, WBER Pk

BB, Wa s “MER”.

En RN B RS E S AT A
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B e [ 0| & W]
4

A HF ISk o i E
0|

M (D)

X HIC

[ 3-71 %4

3.23 ALZNI%

T R P AZ B SEEE R RIS BT SCRF AR AR S A e, GTES10.5 Wi th
Turbolinux P RZ N s HilEME) . 7E N A% Turbolinux KATZ 0T, B — @2
Tt —ZR 5™ 4% 1 T 2 ARAE DR .

GTES10.5 WA RPM #4160, B e s FrAgmes. o,
th Turbolinux, Inc. K471 kernel RPM A AU 22245 f7 , initrd {52
Bl XFE, MR T ARMARSE, AL EAEH mkinitrd 674 .
LSBT | PR P IS SO R AL S IX AN BT A o
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3.23. 1 WEBMELER

GTES10.5 H& AT WAZ MR CREETTREANGH TIRIMIRRD:
*  kernel — A& WAZFILL R BT fE

X} x86 Fl Athlon RZN A SR (WTUAEZ MBS R4 HIBAT,
fHE LR — AN b HE38)

XA SRR 1) 2 A BRES SCRF

ST x86 FZ, HAEFIHEIEN 4GB NTE; W TIHA KT 4GB WAEN
x86 ZA4E, iHf#M kernel-hugemem #fHAd.

* kernel-hugemem — (L FF 1686 %) kernel B4 )3 FH IR 2
AP RE T, DGR B LI N R

$FKT 4GB WAEI S (£F x86 "] =ik 16GB)
PAE CHj#iibil-y ), mk x86 AbFEZE b7 Hr PAE HI=2% AL
EA LSV

AGB/AGB 73#| — 1F x86 &4 L, 4GB b= a0 T W%, ¥k
AGB 75 8] F T84 H gk e

*  kernel-smp — WEH T Z BB RAM AN LT ST I CHEFIE:
EZ B S E N
XRT 4GB WAFIFISCRF (x86 R4 ik 64GB)
PAE (WJEiHbbLY &), 5L x86 AbFLE L3CHF PAE M —4Lif il

* kernel-util — 03 fe% FIRA I R EUR GE B (1 T HAR P .

3.23.2 HE/FL

TEARTE RN AT, ARINAZSERIBO LI f it AR R G — AR
Zas, MAH DR E R IS TR R G A 21T 105 34 L
BT — MBS RS SRR PP ORI E RS | S A, BRAE
A58, AL T RS
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LG 38, BN, SRIGLE shell $E78 FEEALL g4
/sbin/mkbootdisk ~uname -r’

FEAREERT, A5 SRR 5] PIRKILE R ZH A Kz 11k
TR BEARAN AT I 51 348, AR R AR AC AR BAE A 22 R 5 LLBT T

THAPEIR O 2 TR AR AL, £E shell $&7R R AT T 1 0 4«
rpm —qa | grep kernel

IR RGAE R E (IREINCA T IR AT BEAN DD, i 2 (%
tH o B4 8 43 B4 AR AR 51 R A

kernel-2. 6.9-5. 15

kernel—-smp—devel-2. 6. 9-5. 15

kernel-doc—2. 6. 9-5. 11

kernel-utils—2.4-13. 1. 48. 3

kernel—-devel-2. 6. 9-5. 15

kernel-hugemem—devel—-2. 6. 9-5. 15

MNRTEHE, AT B i B BB P RAT PO , 0F
MU RGN &, ST kemel HPFALRIATE .

A WA AR SO Th A S e T M A R AR . SO g 2
Jj: kernel-<variant>-<version>.<arch>.rpm, XH [ <variant> f£f§ smp.

utils %%, <arch> J£LLF—Ff:

* x86_64 HT AMD64 A%,

* ia64 HT Intel® Itanium™ 1A R,

*  ppc64pseries HT IBM® eServer™ pSeries™ 1A%,
*  ppc6diseries 1T IBM® eServer™ iSeries™ 5% .
* 5390 I T IBM® S/390® 1A %.

* s390x FiT IBM® eServer™ zSeries® 1A% .
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x86 5. x86 WX AR x86 RRARAT TACALALFE ., HAEWin T
* athlon /i - AMD Athlon® #! AMD Duron® %%t

* 686 H T Intel® Pentium® II, Intel® Pentium® Il F1 Intel®
Pentium® 4 &%t

3.23.3 THIZTHIAK

LHERTAH T TR RE R T RN, TriEA LR

A Y DU A B R 2 R ifE R, OB IE A B N
SIS

http://www.turbolinux.com.cn/

8 /] Turbolinux MIZ5K MR RPM B JF 224 €411, Turbolinux %
LR T BTN THR ARG BN W R, SIS RAM 1
RWUR: JFICE S| SRRy P % . ERMEZE R, VA M
vh:  http://www.turbolinux.com.cn/

3.23. 4 BATF &

R BFAT BRI IR, (R T IFRTHIOUEI T . (& shell §
FRERRYI P, SIS AR RPM BPF A H e, ML
o

o AEH rpm AT H - EPURIR B IH A WERARAE T -U sk Iek T
9 kernel AT, R M T IO, %8 (NIZIRA AT
PEAFD:

rpm —ivh kernel-2.6.9-8. 11. <arch>. rpm

* WMRARZEDAMEBERGE, BT LR kernel-smp AL (NEZIRA S
AT 2

rpm —ivh kernel-smp—2.6.9-8. 11. <arch>. rpm
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* WHRRZGEIET 1686 1, HASEIT 4GB MNAE, LT %Hh 686
RREMIT kernel-hugemem FKAAL (WZIARSH ITIANFED:

rpm —ivh kernel-hugemem—2.6.9-8. 11. 1686. rpm

o URGRITSIIN kemel-utils BOPEAL, (RIS (LR ZRA .
T ATHIOX LGN AL TR

rpm —Uvh kernel-utils—2.4-13. 1. 80. <arch>. rpm

R BRI RAM BLEMEIE R BIAE

3.23. 5 KM 4G RAM R BLR

WAR RGN ext3 ARG SCSI bl #y, ol Ax %k 51 H
letc/fstab HRATIX, TR E—MIE RAM idt. ¥I4E RAM fiidi fo
VIREHRAG IR A R L & B % E N BT 6 3 B 1) e 4 2 1T H & N I e
MNZBAE G T BRI e

7E IBM eServer iSeres LAAMK GTES10.5 1A% I, #)4h RAM Ri# AT LU#E
H mkinitrd Ak EIE . SR, AR PR SHAH S SCA2 AN Turbolinux,
Inc. KATH RPM #ARALh 2 e s TH i, XA R A 4 T Lk
1. BRE MW E T, M Is -1 /oot #r 4 k&
initrd-<version>.img SCAEREAIEE T CBRAS N iZ DT AC KR 22288 T 1 N AZ KRR
).

11 iSeries %t I, ¥I46 RAM AR SCIERT vmlinux SCERRE A F A3
fF, B mkinitrd iy 4 08 G0 H o 0 A PR B L OGS R
Turbolinux, Inc. KATH) RPM R AFA rpr e sl TR ik, XA PR A
ENHPAT: I, AU T LT . EREE RS0 T, 4 1s -1 /boot
A4 KAfiE Mbootivmlinitrd-<kernel-version> SCEERE G T (A N iZILES
NI Z22%E T 1 A AZ I RRAS D o

295



GreatTurbo Enterprise Server 10.5 296

3.23.6 KT FHERERF

3.23.6.1 x86 R4

3.236.1.1

GRUB

kernel RPM F/HURC & 5| B ek 5 | S NINI 2R AR (KR T 1IBM
eServer iSeries RZLIN), (HREHANEE S FRERTFEINI TH A
o

A — 1 5 PRERAR P O B 5 | B A R R A RE N . XTI
TP WG PR PRI B EH, REMASIEMT] S
GTES10.5. #FiX P il R AL T, AR AT QIR (5] S8k 51 SR 10 R 4
RJE R B AR (5] R

x86 AL A/ LIMEM GRUB Y LILO M5 S r. KA — 4
—AMD64 REAREMH LILO. T x86 RLAMIERIAG| T RHFE 74 2
GRUB.

WRIREPE T GRUB fER 5] T2 FT, HHiIA /boot/grub/grub.conf 3T
PR EEH title 4> S URNINI 22221 kernel SR IRIRRASHI TR Cll 1A%k
ZHET kernel-smp 1% kernel-bigmem #AEAL, AR EH % BRITED):
# Note that you do not have to rerun grub after making changes to

this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg
# root (hd0, 0)

# kernel /vmlinuz-version ro root=/dev/hda2

# initrd /initrd-version. img

#boot=/dev/hda

defaul t=1
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timeout=10

splashimage=(hd0, 0) /grub/splash. xpm. gz

title GreatTurbo Enterprise Server (2.6.9-8.11)
root (hdo0, 0)
kernel /vmlinuz—2.6.9-8.11 ro root=LABEL=/
initrd /initrd-2.6.9-8. 11. img

title GreatTurbo Enterprise Server (2.6.9-5.15)
root (hd0, 0)
kernel /vmlinuz—2.6.9-5.15 ro root=LABEL=/
initrd /initrd-2.6.9-5.15. img

WERRBIEE T B fooot/ 43X, FINZS initrd W) AR IS AR T
boot/ 43X 1M & HI.

R, BOASISUH AW E NS A% . EEE GRUB RERIAS| S H
W%, 8 default 255 R(E BSO8R S8 NAZIG title #5400 568. IXASS51G
M0 FFUG. i, HH WA title B4, U default #E S 0.

PRI ELEDR 5 | o SRR IT 20 RIS BT A%, I B L i Bk O
T B IE A R 2 T

3.23.6.2 Itanium &%

Itanium HR 4 H ELILO fE A5l R FE&RE)F, LB )P4 H
/boot/efi/EF1/turbolinux/elilo.conf fE Jg e & 3L T A A% ST AL 5 11
image 55 URNINIZE%E) kernel BRI RRAS AR ]«

prompt
timeout=50
default=old

image=vmlinuz—2. 6. 9-8. 11
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label=1inux
initrd=initrd—-2.6.9-8. 11. img
read-only
append="root=LABEL=/"
image=vmlinuz—2. 6. 9-5. 15
label=o0ld
initrd=initrd-2. 6. 9-5. 15. img
read-only
append="root=LABEL=/"

A RATE R 51 AR ITAA I AN HT A A%, W5 B B IR SR OR 1l
PR ] T .

3.23.6.3 IBM S/390 #1 IBM eServer zSeries R4t

IBM S/390 F1 IBM eServer zSeries RZAEH] z/IPL 1E 0 51 32807 . %

FEFAE fetc/zipl.conf AENECE SO o TEAAZ SO AL — AN E RTRI

L% (1) N AZ A AH R R RBAS 38 5«

[defaul tboot]

default=old

target=/boot/

[Tinux]
image=/boot/vmlinuz—2. 6. 9-8. 11
ramdisk=/boot/initrd-2. 6. 9-8. 11. img
parameters="root=LABEL=/"

[old]

image=/boot/vmlinuz—2. 6. 9-5. 15

298



GreatTurbo Enterprise Server 10.5 299

ramdisk=/boot/initrd-2. 6. 9-5. 15. img
parameters="root=LABEL=/"

R, BOAGISIUH BAT P E T A . ZE 2/\PL RERIASI BT A
¥, € default 2258 (M SUR LS B W I A AR RSB I 2 AT
FERE S N E AR,

BT RCE SO, AR P IEAT BUT dr4 ok o H Bk
/sbin/zipl

PRaT LA H 5 1 U R I AR AN BT A k%, LSBT L Bk af £k
R A R 3 T

3.23.6.4 IBM eServer iSeries &%t

/boot/vmlinitrd-<kernel-version> SCAFFEVRTE R P R IS A % 228 . ANl
PRIEH dd A TE RGKT | S8 N

Ve, {8 cat /proc/iSeries/mf/side 42k HE BINMKIL (AL B.
o C).

ERMRA P, AU a4 GXHEP) <kernel-version> J&H7 WA I IRAS,
<side> JEFT—/Mir 4 IR M 1)

dd if=/boot/vmlinitrd-<kernel-version> of=/proc/iSeries/mf/ \

<{side>/vmlinux bs=8k

PRaT LA H 5 | U R I AR AN BT A k%, LSBT L Bk afi £k
R A R 3 T

3.23.6.5 IBM eServer pSeries R4t

IBM eServer pSeries R4l YABOOT 1 45| S8 fEE, SR H
letc/aboot.conf F W BCE A . WEHIIMZ SRS image 4> FHRINY 22
BEM) kernel BRATA I [F)—RRCA

boot=/dev/sdal
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init-message=Welcome to GTES10.5!
Hit <TAB> for boot options
partition=2
timeout=30
install=/usr/lib/yaboot/yaboot
delay=10
nonvrar
image=/vmlinux—2. 6. 9-5. 15
label=o0ld
read-only
initrd=/initrd—2. 6. 9-5. 15. img
append="root=LABEL=/"
image=/vmlinux—2. 6. 9-8. 11
label=linux
read-only
initrd=/initrd-2.6.9-8. 11. img
append="root=LABEL=/"

BN G IUH B BB BN AEH— DGR AL BBOA S =
ZHEBOAG S I WAL AR, 3T AR IR SCBIAS RIS L, 51
B default 54, FFAEIXAMRABEE D0 058 AR IR SE 1)

label .
AT LEE R 5 1 U EAUR T LGIZ A B A%, 82 BF 4% LT B R CR A
4 ARSI 3 T .
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3. 24 WZARIR

Linux WIZEA B ETE. 751 S8, JE DR E NN WA
X2 )5, Tow I P R SR A R B IR, A AR
(kernel module), A XERIKBIFLT (driver). Sta#ish AN NAE.
e B R, RE ERIEE SR . Je T BRI &S SR R A
IR AP E S TR S | IR . BRI S R BB BA
WL A IE T HIZ 1T o

W L2 G0 T HTELE, WX AR R A AR, RGA AU
R ABELFRN A N . RGBS 2 )5, Kudzu 2
JPIEAT, WRBTEE S, EE SR, %P SN E I AR
oo ARt AT DUE Rk g AR B SCE Jetc/modprobe.conf R THE & XA
itk

B, R RGAFE T 4 SMC EtherPower 10 PCl M-, #Eupid & S
AL PR AT

alias ethO tulip

MRRZELFEMTHEAME, EME DM —B—F, &
Jetc/modprobe.conf R INIX 4T

alias ethl tulip

3.24.1 AIZBEHRT A

R 23T modutils BPFEL, RIS AT LA — 2145 B AR A 4
i PR LS iy R E BB R IR T, 8O — BT KA ]
AR .

Isbin/lsmod 4 BoR T METEA T IR . 6.

Module Size Used by Not tainted
iptable filter 2412 0 (autoclean) (unused)
ip tables 15864 1 [iptable filter]
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nfs 84632 1 (autoclean)

lockd 59536 1 (autoclean) [nfs]
sunrpc 87452 1 (autoclean) [nfs lockd]
soundcore 7044 0 (autoclean)

ide—cd 35836 0 (autoclean)

cdrom 34144 0 (autoclean) [ide—cd]
parport pc 19204 1 (autoclean)

1p 9188 0 (autoclean)

parport 39072 1 (autoclean) [parport pc 1p]
autofs 13692 0 (autoclean) (unused)
€100 62148 1

microcode 5184 0 (autoclean)

keybdev 2976 0 (unused)

mousedev 5656 1

hid 22308 0 (unused)

input 6208 0 [keybdev mousedev hid]
usb-uhci 27468 0 (unused)

usbcore 82752 1 [hid usb-uhci]

extd 91464 2

jbd 56336 2 [ext3]

RTINS, 2 BRRBEERAA IR 5 IR BRI 5 =3 T 4.

B 550 T A B R 5 A T ANl AR (unused) #%817E
FRLP B IRAT ORI AR . Wik (autoclean) % 51 7E AR
B AT, AT AR rmmod -a A B EITEYE. 4R AT
JG, A BN BB B SNEDE S R bR T “autoclean” IR AR R
S . GTES10.5 ANERLABAT H BiHIEAT )
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IR A RS EAEAT RGN, 185 IS T 91 28 /03X —
ATIEE—HIrh iR i, 7ELL RATH:

usbcore 82752 1 [hid usb-uhci]

hid Al ush-uhci AZATHUR T ushcore ik,

/sbin/lsmod #j i F1 7 /proc/modules % HAH T .

BN N, ] /sbin/modprobe @74, SRJEERAG R A4 FR
Ci- SN N NS N S - N modprobe L7y M
/lib/modules/<kernel-version>/kernel/drivers/ 1 H &3 A, A
HAE—ANFAEIX, WHTMSEORNFE P net! T H. FLLpy izt
A BHAKIB L R, X ERFE IR A Je RN e B A BE RN IX Hept
. Ishin/modprobe T &R AX LK IOC R, HAEENTE T AREL AT EN
ALK BB D 2R AR
151
/sbin/modprobe hid

XA A BNATAA R KOG R IOELE, ARJE N hid Bk,

AT Isbin/modprobe AT i &K RHEAE B AR B fEBF4E B, T -v &
T, it

/sbin/modprobe —v hid

JIT 7 PR A E RS TR AH B«

/sbin/insmod /lib/modules/2.6.9-8. 11/kernel/drivers/usb/hid. o
Using /lib/modules/2.6.9-8. 11/kernel/drivers/usb/hid. o

Symbol version prefix *smp ’

PRI&VT AE ] fshinfinsmod i & KA PIAZIEEL; AT e AR A8 %
Fo Bk, #HEEMREH /sbin/modprobe 4.

TEER N REEE, (] /sbinfrmmod iy 4 FIREERAZ R . rmmod T H i)
WATEAE I R SE B 1E A8 BB BT 4t B e

it :
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/sbin/rmmod hid
XA A hid P AZRREEL,

W ANE RS T B2 modinfo. {#f] /shin/modinfo iy 43k B R N #%
B EIE B . — MBI

/sbin/modinfo [options] <module>

Wi -d EWREIUE R TRBRE I RAE, -p LIS TR PT SRR

3. 25 HRfRAERACEE (MTA) BCE

MB A% AR 3 (Mail Transport Agent, MTA) &K IXMIBHE)L &FEF. 1B
R PAREE (Mail User Agent, MUA), 11 Evolution. Mozilla Mail. Mutt,
WK B SRR S ISR M MUA ok & — O B, MR A
SDPOEE] MTA, K5 MTA FHER IR IES — RS MTA, HEI'E
IEEARIEER AL,

R R P AT BN R GEORIE LT IR:, A48 Q3G IT 55 BUR SRR 7 ]
e Al foin/mail A4 KA & H Z 0 S I IR R 1645 A4 Hh R 4 AR
M

GTES10.5 #24: T¥4 MTA: Sendmail FI Postfix. fIHp#H4 %% T,

sendmail i 2BIAIK MTA. HEAHALERARIR D) e RV k9% sendmail
5 postfix /£ R4MEIN MTA.

T R T SOR RS A S AR D) e B R )T, RN R b di e %
system-switch-mail RPM 4K A . Ak 4848 B B B 4k i A, Tl
system-switch-mail-gnome {40 th 75 B 2238

LR WA HAE, WM B “E3Rn —> RHETH
—> WAL EACER Y Heas 7, BAE shell 4278 (1 XTerm mk GNOME #
uii) BN system-switch-mail 74 .

ERT S AN X HORELEAEBIT. WREAIEIT, ERTme
BB RS, B 3-72 Fos. WREERIE X, st
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AR Bl o i S A A% B AQ PR D) e 2 A SCAREA N ag AT, A

system-switch-mail-nox 4.

RILIEZ (AR AR TR
THIEARIR A AR L.
A B ARSI

® Sendmail
) Postfix
) Exim

'i SR ER IR REEE— P A PR TE i (1 e ) Z FRAR ¥

@m@@‘

3-72 IR R D) e i

WERARIESE “HfiE” KA MTA, B G EEPEAF Bt R st /2 5 | 3 i
BRsh, RYGEH IRIE T RSP, XA, BN SAES | S
JA s Bk IO BERER B, JLE M R R, XK,
AR 2 L UK A

3.26 R

REEHRIE ML ARG MERE. GTES 10.5 AL Whih R G B 51 )\ HHiX £84T
21T H.

3.26.1 WEERGER

FEAREE ST I HC B R GE T, AR %2 S TSR R A I R G5 R B
RS T 4K 2 R A B T A O ) a2 1) R R, A
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X TTH, USIEABITIRENME B ARSI 4l LA A SR e
KPR GTES 10.5 RA PR RIXISAE B

3.26.1.1 RZHE

ps ax & BR—A M REHFENFIE, iZﬁU%%EP@%,HJmﬁHFWﬁH’J
. BRI R ETINITEE, M ps aux md. 5K E—
HATIR; Fe—tE U, ©RENR)E X4 I EEEAT R T W/u
WSR2 B F S AT RS R, (A T AR top @rd.
ps M &R . BRI e Pl R R b i, R DA e a4

less fird:

ps aux | less

PREJLME ps frF0 grep My M &R ES FRETHIEIT. B,
|5 Emacs AEAEIEAT, ] R IIX A4

ps ax | grep emacs

top fir A BoR TN T IERBAT IR DL eI S R, AR eI A A
A CPU M. ZFIRBEZ F LN M2 Hah ). BUR ST 4 top
ETHRIENGE

19:11:04 up 7:25, 9 users, load average: 0.00, 0.05, 0.12
89 processes: 88 sleeping, 1 running, 0 zombie, 0 stopped

CPU states: cpu user nice system irq softirq iowait

idle

total 6. 6% 0. 0% 0.0% 0.0% 0. 0% 0. 0%

192. 8%

cpu00 6. 7% 0. 0% 0.1% 0.1% 0. 0% 0. 0%
92. 8%

cpu0l 0. 0% 0. 0% 0.0% 0.0% 0. 0% 0. 0%
100. 0%
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Mem: 1028556k av, 241972k used, 786584k free, Ok shrd
37712k buff

162316k active, 18076k inactive

Swap: 1020116k av, Ok used, 1020116k free
99340k cached

PID USER PRI NI SIZE RSS SHARE STAT %CPU %MEM  TIME CPU

COMMAND
1899 root 15 017728 12M 4172 S 6.5 1.2 111:20 0

X
6380 root 15 0 1144 1144 884 R 0.3 0.1 0:00 0
top

1 root 15 0 488 488 432S 0.0 0.0 0:05 1
init

2 root RT O 0 0 0 SW 0.0 0.0 0:00 O
migration/0

3 root RT O 0 0 0 SW 0.0 0.0 0:00 1
migration/1

4 root 15 0 0 0 0 Sw 0.0 0.0 0:00 O
keventd

5 root 34 19 0 0 OSWN 0.0 0.0 0:00 O
ksoftirqd/0

6 root 34 19 0 0 OSWN 0.0 0.0 0:00 1
ksoftirqd/1

9 root 25 0 0 0 0 SW 0.0 0.0 0:00 O
bdflush

7 root 15 0 0 0 0 SW 0.0 0.0 0:00 1
kswapd
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8 root 15 0 0 0 0 SW 0.0 0.0 0:00 1
kscand

10 root 15 0 0 0 0 SW 0.0 0.0 0:01 1
kupdated

11 root 25 0 0 0 0 Sw 0.0 0.0 0:00 O
mdrecoveryd

BIRM top, % [q] B
ALLRL top — R fH 0 H Bl Ay A 45

fir fiiik

[Space] ANV HIETRTAN

[h] LR MBI

(k] ATEIHRL. R EPARRALER 1D LU R e
H T o

[n] YU ORI R . RS PR R NS .

[u] R

(M] AT .

[P] f% CPU FIHHEF .

* 3-6 HIIM top s

WA top AHEL, RS EGRAEH ETEAASE, IRATLAMERH GNOME &4t
WA . MR PR ae, R B 32k —> RETH —> &
Gelspiae” B7E X W RS shell #275 F8#EA gnome-system-monitor.
SRIGIERE “HERRFR” R

GNOME RZINAS AVHRTE LIS AT AR R PRI, e UG
FRAAERR . R IR . BRI R .

LT AR 2RO, PR, RS ah CHRERY . 1%
TEFE 040 8k 2 s A T IR JECHE
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FE IR, ERZRE, ARG AT CHi R, XA BT A A0
FURN EAN AR S N PRk R o

TR ARG BORHEY, s Z A AR 15 S pHE B — 51 2 FE
YRR

FEHEBRIN R E . GNOME RGN Bongkfe. BOURXAH IR, &
P “YmiR —> kI, Sl CHERRSIR” AR, )Gk CBoR&RET.
B IEDUE RVEIRECE TR ARG A UEREEON R E R LRGN
PRE R .
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LHE  WERE RN R
)| RLHILBM |
BER): | AW | R v
e # o LTSl (LT o i
apmd oot 504 K0 y
hiflush oot DFH 0 .
bonobo—activation—server oot 26 MB 0 L
cardmgr oot B36 K0
chinput oot 44 MB 0
crond oot BOO K 0
cupsd oot 3.3 MB 0
dhelient root 980 K0
EEECUpS oot 6.8 MB 0
esd oot 460 K 0
geonfd-2 oot B MB 0
= gdm-binary root 3.2 MB 0
= gdm-binary oot 389 MB 0
7 € gnome-session oot 100 MB 0 o]
L¢] A N E
EHERO » k)

& 3-73 GNOME ZH 4l as
3.26.1.2 AEHE
free M4 B8 RAEFIWIE N ALK B, UUEKSMHRAK. SHE.

JCE. RN . R A AR
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total used free shared buffers
cached
Mem: 256812 240668 16144 105176 50520
81848
—/+ buffers/cache: 108300 148512
Swap: 265032 780 264252

free -m i WoR (R SORETTHAR A, (H2E L MB L, (81 ik,

total used free shared buffers
cached
Mem: 250 235 15 102 49
79
—/+ buffers/cache: 105 145
Swap: 258 0 258

WIRFN free AHEL, IREEEXNATHETRAL S, -7 LUEH GNOME £R4t
WAL BN B3, R b« ERp —> RE LR —> &
SN AE” BifE X WD RS shell #2785 FEEA gnome-system-monitor .
SRIGIEHE “HERRFIR” FRAE
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CHHEY  REHE  HEN IfENCHD

iR

{5 A g o2

% CPU

CPU {#f]: 600 %

% AR (R L

B |5 CEf: 493 MB S8 501 MB
i CER. 70 MB E#, 502 MB
iz
AE H Al FH 2 ) | 40 = )
bob:/mnt/test /mnt/rhel-3-as 2125 GB 2333 GB
fdev/hda? 7 74 GB 96 GB
—_— Iden e £ D51 AR El

3.26.1.3 XHERS

3-74 GNOME Z4:hitiss

df iR REMIMEAL S . WERARAE shell o< REEA T df 4y
A, e SR AR

Filesystem 1k=blocks Used Available Use% Mounted on

/dev/hda2 10325716 2902060 6899140 30% /
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3.26.1.4 BEH

/dev/hdal 15554 8656 6095 59% /boot
/dev/hda3 20722644 2664256 17005732 14% /home
none 256796 0 256796 0% /dev/shm

FREVARE, ST RIEOX AN ERN 1IKB [k, T RAa] 1w
FEAILL KB AL BR. EAEELL MB M GB A AR, i df
-h 4. -h BEITACER A AT . B R T

Filesystem Size Used Avail Use% Mounted on
/dev/hda2 9.8G 2.8G 6.5G 30% /
/dev/hdal 15M 8.5M 5.9M 59% /boot
/dev/hda3 206G 2.6G  16G 14% /home

none 251M 0 250M 0% /dev/shm

X BNFR, AT [devishm. %30 HARE REH BN 17301 R 5.

du T4 S H s b SO T ROAG o 25 B0 o WURARAE shell $&75F
AT du w4, AT HROHEMSAESIR D SR, 45 %M1 H
KIS ARSI R W B G AT P Bom . W AR AR A B/ AT H W
JE AT du-hs dir &Rl AT e fs U B H H SR TR ST du
—-help v 4 KA FHTE L IEI,

HEE KBRS MBE S R R, ] “ RS #rsk.

U SRR IC BRI B B ) B, B FURAR TR — AR R G b A R L
5 ARET DA R S TR R s RE AR I B R R . B2 ST 3
BT REZEF, md SRR —> RELH —> MRS, 8
shell $&7% N4 hwbrowser. @Il 3-75 FiR, BER TARMEEE %
AL WIS E eI X MR &. fRiks. REuE. UK
ZI T S st B S I | Y S S S UV ey R T AT
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PCMCIA/PC i % i TP A

USB i%& TOSHIBA DVD-ROM SD-C2612

it

T 48 B sh 25

Fafriig s

ol i 8

HLET S B

L g filli&m.  TOSHIBA
EEHFERF: none or buil-in
W Jdev/hdc

B 3-75 LR

PRIEAT LM Ispei iy RFUASPTATIK PCl Begk . fEH] Ispei -v 4ok 3k
PVEAIME B, SAEF spei -w iy A SRR VRN AT -

B, Ispei AT ARE FH R A€ R RIET . BT DU
Kb

01:00.0 VGA compatible controller: Matrox Graphics, Inc. MGA G400
AGP (rev 04) \

(prog-if 00 [VGA])
Subsystem: Matrox Graphics, Inc. Millennium G400 Dual Head Max
Flags: medium devsel, IRQ 16

Memory at 4000000 (32-bit, prefetchable) [size=32M]
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3. 26. 2 OProfile

Memory at fcffc000 (32-bit, non—prefetchable) [size=16K]
Memory at fc000000 (32-bit, non—prefetchable) [size=8M]
Expansion ROM at 80000000 [disabled] [size=64K]
Capabilities: [dc] Power Management version 2
Capabilities: [f0] AGP version 2.0

UIARARANENTE AR ST R 1A 38 7 B 55 Ispei AT AR B AR ) s IX 2645
B

OProfile &—/MEE I RFZARAIVERM TR . e 4 -
B2 i A LR AR R N AZ DL R G I T BT S5 B, 9 an A7 2
RSN L2 A SRR WERIIREAF T W 855 . 75 TDS R4t
b, MRangiizedE oprofile RPM # 404 G54 % L A .

VF2 b PR ER A0 55 5 ROk R M AL AR o A2 A e 08 A RE Lo i R A IS
CHn i SR KB ANEZAF D KR E AT R 2 A A4
& Ccounters), EAIERHRFF A LN AR — . ok Hds i it
J7, Wt e A, NI RE S 12 I I RE ML PR AN RE L (LA R Hy ey SR A
PHD.

OProfile f# XA G5 TR RLAE - A B — N T T i 22 F4%
FIRD SRAE AU H s A B W i S 5 P REAH DG IR 5l A (samples) o
XLRE T B IS NHESE s )G, Foh B st S T Sk A R G N
I R P P R AR 7

OProfile J&—AMRH KL E, {HEE T A © L5 R

o FIHEERMT — BRAET --separate=library &I, LK) g
TEFE S AN S B FEAMRE 8 B F R 7 10 1

o PEREMEAURERORRE I — MYEREMALE MR S IR T AT, ik
IR A SIS B AMOZETY .t T AR AR ZE R P AT 4, FEa AT RE
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SAEMT R4 LA .

*  oprofpp ANRENS IR USSP KRR BORE 5 — oprofpp 8 A — N1 5
Mo bk S B LR v B BT E e A stk . PR R ERE A B T
I WIEREREL, T2 B T IRAS IR BT N [V R 4L

*  OProfile \ZIZ TR REHE — OProfile J&— ARG VEH A
2%, RSP Ra s Mo . IXEE, ARt N s 1T 91
g AR B R k. 4] opeontrol --reset Sl A LARTIZ AT S48 o iy B A e
Hho

o CPU AW KIPERER @ — OProfile fEUSHkiZ CPU LR HERE
1) B, OProfile A4 IHMIEAL T IEIRR S RIHERE, RN IX S HE R IE A2 25
RBE LSRR A (CIEEFRE 110 WA e A .

7E GTES 10.5 1, AL Ab8%s (SMP) WA JGH T OProfile S7#F,
HIEIBATHIRMBAWAZ, AL R4

uname -—r

WAGR P N AZRRAS L entsmp 4550, 14T (102 2 A BAs A% . U,
MM RGEAE L AL PG RS, I I P48 R AT YR e . 2 b Bl
e N RZ ] DAAE FRAR PR N A% EIEAT .

3.26.2.1 TEMXNK
F 3-7 $ET X oprofile b AR I T A KR .

Liss Eitipa

opcontrol | Wo & B HHE .

op_help R AR GEAL B & (1 AT Y A DL SRR SRR ] S A

oprofiled | fEA~FH HERERIZAT, & HBHEFE M B 5 NHLEL.

op_import | FEREh HH 122 SOAE M8 HE RS U 0k R 48 1Al i 4y
Ao AR T AN R AR IR St B P42 I A5 P 230

* 3-7 OProfile fi%
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3.26.2.2 MCE OProfile

{EI81T OProfile Z R, ‘C AL E . /0T kLA E MM A . LA
AT T WA opeontrol T HOKELE OProfile. #£ opcontrol iy
SWHATH, BEIET SRS froot/.oprofile/daemonre SC{HH

326221 IREAZ

o, TE OProfile J&75 A% UKL K. IXIE{EREh OProfile fiME—f
R, S T .

UL, DLRU 5T DL s
opcontrol ——vmlinux=/boot/vmlinux— uname —r

LNCE OProfile ANMEMLARZ, LRI S AT LA i
opcontrol ——no—vmlinux

XA AL oprofile WRZEIER (Ui RIEEA BB, JFEIE
Idev/oprofile/ Hix (UWIHRAATE .

BEEAE AT AR AL PO R SR TSR I, T AN 2 SR AR AL
i B TR B A

3.26.2.22 WEEBWKHEL

LRI 240 5 H S Ccounters) o ‘B AT T8 OProfile R I RIS & IZE1F .
Wizk 3-8 Frow, AT RITEEORS 0 B BRI A H 28 17 5 o

b B 2 Cpu KA s
Pentium Pro 1386/ppro 2
Pentium 11 1386/pii 2
Pentium ITI 1386/piii 2
Pentium 4 CLilZiFE) | 1386/p4 8
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Pentium 4 (F#ZfE) | 1386/p4-ht 4
Athlon 1386/athlon 4
AMD64 x86-64/hammer 4
Ttanium ia64/itanium 4
Ttanium 2 iab4/itanium2 4
TIMER INT IS Ctimer) 1
IBM eServer iSeries TS (timer) 1
IBM eServer pSeries T g (timer) 1
IBM eServer S/390 TS (timer) 1
IBM eServer zSeries T2 (timer) 1

# 3-8. OProfile AbFR AN Has

fFFER 3-8 WIF ERAS I Fr RS B i b B AR S AL 75 IR M, I FLA) 2 RS
I WAL SR B . R AL BB WA SRR M A AR, I g
(timer) Gt FHVEARERAR R,

R T timer, EREURAER (ERTA SRR E PR BRSO
PEREIHCHS. AR, SHI A I A BT AR

T timer T EAEAL LA, ORI OO BT A, AL TEB O
VS O SR AR A T ) 0 O ARAL B AT A,
0 BLARILFHCA A MR AT OT S50 . B MBI RIA A G 2
3-9 i,

IS THEEE 0 BRI | b
Pentium Pro, CPU_CLK UNHALTED AT 28 P I B B 5 1k

Pentium II,

Pentium ITI,

Athlon, AMD64

318



GreatTurbo Enterprise Server 10.5 319

Pentium 4 (HT | GLOBAL POWER EVENTS | b S35 7 {22 ) [ (17 i (]
FHE HT)

Ttanium 2 CPU CYCLES CPU J&H

TIMER INT (none) REANTE I 2 A W IR e A

*£ 3-9 BAFA)
A LI DT B B R 2 LA BB T R B 1. i, R
X SRR RIS b, BRLC R S B T I E g
o BHER s R, PUTL T a4
cat /dev/oprofile/cpu_type
AT S SR AR B AR AN I 8 . B TR R i, DR &
PATUL T i d CZHFEEN N R G A HL RSB EAT 1))
op_help
REASTHEES B FAF AT DU Ay AT R AC A, T DA BB AL ST S
B WA R AR B TRE RS, BRI RS RN,
BLE S AT RN AN AT ELE s B F e, A opcontrol :
opcontrol ——ctrlN-event=<event—name>

N BTSSR ON O R, # <event-name> 4% op_help
BRI A TR

* HhFERE

BN B SR FHFEE. S RO SRR 2000
AFES e WERAEF T VIS8T, T 2t At 15 T 8 R W i 1D P ) B[]
Bk, T HIEA R w . W cpu_type AN timer, BESFAREE
DIV T —AMlEER (sampling rate). iR JEARARE 2 17) & A i 3
A

TEA VRS B AR, BT LR E — Ml

opcontrol ——ctrN-event=<event—name> ——ctrN-count=<sample-rate>

1 <sample-rate> R FRHRAIFEIT ZL G A I FA SR . IXAMERVD, il
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FERIRAR R S X T ANE R AR, IR B ZATH — NN A
AEA IR SRS

* HRIGHRK

Wi cpu_type A& timer, AP LTI REIETE ZELICHEM Cunit masks) 3k
H— D .

FEANFEAR 9 20T R T LS op_help v 24128 o BN IG5 il A 245 A
TN R BN . B E LA RIS HERRE D U R
Fresl” Cor) HEFRAS.

opcontrol ——ctrN-event=<event—-name> -—ctrN-count=<sample-rate>

——ctrN-unit-mask=<value>

326223 SBENEMEPZEMESE
BN R, AT AU AR P R . Eﬁaﬁ
OProfile 7EF-ANE & HITHEGES P AT AU A, AT BL R d(
HE) N 2 8E5id):

opcontrol ——ctrN-kernel=0

BATLAF fir KBRS0 TS AR P

opcontrol ——ctrN-kernel=1

SR OProfile /NitHCHE /M LRI/ BRI T 1F, BUATLA F
G N A ST):

opcontrol ——ctrN-user=0

BT LA r 43 VO 30 S RO P

opcontrol ——ctrN-user=1

Y OProfile sP3PUEFEFERY 2 E0H8 5 AFE ST, BT AR N AR ERS 16
B oy A BRI SO, BRI E PR S AR SR T, B
WH P S PATLL R 4

opcontrol ——separate=<choice>
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<choice> FJLLZUTZ

* none— AZEME CBRIA

o library — Jy FEAR AN BRI R

* kernel — iy LA Y RZ AR A SRR N R PP RO RS 56

o all — NFEAREE MR HIRE S, O WAL AR iR

FFE IR %
g --separate=library #AFH , FAE SCAF 44 AE AR v BT SCAF A2 RR 1 [R] i
LIS 2R

3.26.2.3 JAZIAUELL OProfile
B OProfile SRITARISM AL, LR S0 HAT LU R dr 4
opcontrol ——start
JI St (R R RO T THIATARL -
Using log file /var/lib/oprofile/oprofiled. log
Daemon started
Profiler running.
froot/.oprofile/daemonrc = {115 B 4 4
OProfile =7 " ik 72 oprofiled # 53 31 & & W & LS5 AN
Ivar/lib/oprofile/samples/ H % . % s¢F ¥ ¥ & B H & 7 F
Ivarl/lib/oprofile/oprofiled.log.
Witk OProfile A5 AN [F] ) C B35 Bt T8 I 801, DART 2 UF AR IR dl SOt
2% AEh %4 2] ivar/libloprofile/samples/session-N - H 3%, IXHEHK N 2
A — IR & e B 1 1.
Backing up samples file to directory

/var/1ib/oprofile/samples//session—1

Using log file /var/lib/oprofile/oprofiled. log
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Daemon started.
Profiler running.
TSR ERSAR, DR P ST LT dr 4

opcontrol ——shutdown

3.26.2.4 AR
BN, TE48 8 I AL S SR AT FH o AT, 045 v AT SO RS (0 s i,
R AN ) 0 i N B SR A ) R T RE SR o i SR B R P A
Bt 7 AR ES T TS B, IR LUIEAT 2 Ik OProfile SRIKEESL
Wi, BERHERITRE BB A B [ (R S E v
TORAT MR AORE SO S, BUTRLU R 4, 8 <name> Bl 4 HT & 1h
R R I A R

opcontrol ——save=<name>

H 3% Ivar/lib/oprofile/samplesiname/ # i, 4w B JRE SCAF 4k & o 30 4L
H

3.26.2.5 s

OProfile 5F §7 #F #2 oprofiled & W E KM, FEEMNE A
Ivar/lib/oprofile/samples/ H3%. 7EEIEHE 2 71, W AR P & 44047 B
T A e BT B AR B AR A T

opcontrol ——dump

RFANFE S SO B FR R E T T AT SCF B R, AR S O) kKRB
MNERIE (Do XIS R ETS ) T TR SO 5028 518 .
B, DRSO R T v Eas 0 BBl /sbin/syslogd 1%/ AT AT SCAH 1
FE b e -

} sbin} syslogd#0

— H e R, AR B BUR T HRR T E A
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* op_time

* oprofpp

* op_to_source

* op_merge

A FX L8 TR DL AR A 1 — JE I SO R A n] RARE — 2D M AR 75

BEAS FTPAT SO (R S0 5N — AR SO RSB AS BEHE R (1 RE it
WEN—AFER M. 6 OProfile IZAT I, G A 5 A0 AT AT 3L 1
BUET T H T IRXASATRAT SCU R Sl SRR, SR AN IAE IR i SO A
MW EZIMER. Bk, W RIS SO B R, e b L AT
SO T RRCA AR BTN BT FH 1) T AT S A 1

3.26.25.1 ffH op_time
op_time A T X T A AN K AT AT SCAF AR B
PATF 2t 7= i — 55

581 0.2949 0.0000 /usr/bin/oprofiled
966 0.4904 0.0000 /usr/sbin/cupsd

1028 0.5218 0.0000 /usr/sbin/irgbalance
1187 0.6026 0.0000 /bin/bash

1480 0.7513 0.0000 /usr/bin/slocate

2039 1. 0351 0.0000 /usr/lib/rpm/rpmq

6249 3.1722 0.0000 /usr/X11R6/bin/XFree86
8842 4.4885 0.0000 /bin/sed

31342 15.9103 0.0000 /usr/bin/gdmgreeter

58283 29.5865 0.0000 /no—vmlinux

82853 42.0591 0.0000 /usr/bin/perl

FEASATPAT SO S B CRIAT EAU . 88— 12 i al AT SO Fd )
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PEAECR . B SRR AR S B EUK FT A b BB =SB, 2RI
FGEIXA AT HAT AT A4 K

3.26.25.2  fEH oprofpp
TR R E T PAT AR5 R, (8] oprofpp:
oprofpp <mode> <executable>
<executable> 4250 BT () AT HRAT SCAFA S8 48 B8 4. <mode> i
AINZ
e

A5 F0 258 W Bodls . Bl DU 2 84T W 4 oprofpp -l
Just/X11R6/bin/XFree86 [13B4 it :

vma samples % symbol name

08195d10 4 3. 0303 miComputeCompositeClip
080b9180 5 3. 78788 Dispatch

080cdcel 5 3. 78788 FreeResource

080ced4al 5 3. 78788 LegalNewID

080ceb640 5 3. 78788 SecurityLookupIDByClass
080dd470 9 6.81818 WaitForSomething

080e1360 12 9. 09091 StandardReadRequestFromClient

R AN AFAE (vma) FPE R B IR S R R . 5
AT B S AL AT AT SO IR B AR RS 1 T 2 e S8 DU 7T 5
IUEL I

LA R S B 2 D O, AEHT -r A -1 2RI

* -s<symbol-name>
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FIBEFEATT 5 AR OFE s s . 0. DA 2 a4 oprofpp -s
StandardReadRequestFromClient /usr/X11R6/bin/XFree86 1 #iH 1

vma samples % symbol name
080e1360 12 100 StandardReadRequestFromClient
080e1360 1 8. 33333

080e137f 1 8. 33333

080e13bb 1 8. 33333

080e13f4 1 8. 33333

080e13fb 1 8. 33333

080el44a 1 8. 33333

080elbaa 1 8. 33333

080e1668 1 8. 33333

080e1803 1 8. 33333

080e1873 1 8. 33333

080e190a 2 16. 6667

B ATRAT ST RAT S IR 2L

&
O IR DR ArE 1P =i E P NP 1b: (WA o | PR AR ;b IREUE IV =S /= S
HIEAZ N A7 HUIE AR B RZ AT 5 A i S U T 2 L
. L

EL3CENRE R IR I 6 I = A B R 2 541 L (B

vma samples % symbol name
08083630 2 1. 51515 xf86Wakeup
08083641 1 50

080836al 1 50

080b8150 1 0. 757576 Ones
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080b8179 1 100
080b8fb0 2 1. 51515 FlushClientCaches
080b8fb9 1 50
080b8fba 1 50

KA -0 2R, AR, X TR SR B, AT R LA AF
MR s e W TR RS A AE L, A B DR S AT 5 (R
A HCR A 2 L 2o

* g <file-name>

8 gprof A HEH AR GBI SO . SR AR R S A A gmon.out,
gprof LRSI Akt — 20 o Eidl

AE R — 2D B e B i g e I

*  -f <file-name>

I Fi 8 RE S SO <file-name> . 4% ERIABCE, /var/lib/oprofile/samples/
AR S SO o A IR AN IURF 5 oK B AT — S 1l A i S
e

*  -i<file-name>

i <file-name> 1= LG 2 A ) T AT SCAFII A4 PR

©

4y C++ fF5 4T (demangle).

D

4 C++ F15 4RI (demangle), Ak STL FEMIMRIGAFR.

* --counter <number>

AR AR R A BARE, BOARITHEERE 0.

* -0

FEAFESR AR IR P IIAT 5 o AT RAT SCPF R I, NZAEH] GCC
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M -g T, B, ZEDUKE ISR R TS . GTES 10.5 MM HAT SCAFER

INHRBAT A XA L i 16

vma samples % symbol name
0806¢bb0 0
_start .. /sysdeps/i386/elf/start. S:47

* -e <symbol-name>
TEf AR FE S BRI AT S 41K

© &

linear info

WoR AL =R mA . XA GG R E OProfile 4552 T
--separate=library &I, [FIBT MEEFEE --dump-gprof-file 1EINiAS A &4

JREE R

* -t<format>

AR E SR En i o RN GER g

LR P BER AR S

T} fifiik

v HREAU A A7 i ik

s EREVe

S TR S s

p A ORIZ AT AT ST RO i SRR 71 40 L
P P AR P BAAT SO R i BB R T 43 L
q T BT AT R 6 P BT SO R 43 L
Q AR BTAT SRR R AT SRAT SRR il Rt 17 20 B
n (AR

1 VST AFRAAT S, A SE AR

L AL S 44 I S ORI T
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i FIPAT SR AL B, EG Se B AR
I AIPRAT SO [ SEAE A AR

d ERTYEIRE)

h SR HIbRk

*® 3-10 T RHUERA Y
* --session <name>
TR B R I s AR BUAR N T+ Ivar/lib/oprofile/samples/ H 3% H 5% .
*  -p <path-list>
FRRE BT T PAT S ITAE I HTIE 5 73 R K R AR 2104

3.26.25.3 ffHH op_to_source
op_to_source T i [ VE LR & Fi5 4 AT SRS AR X R (94T o T ARk
B S IR 2% A 22 B H XSS AT (R o B S AR R BRI T S NI
B, FI2S e B R R
TATHEXA TR, wHAT SR AUER GCC 1Y -g kligmiE. TDS # At
A0 A BRI P X AN L T G 7F
op_to_source MBI

op_to source ——source—dir <src-dir> <executable>

WA FE AL EER I T B PR A AT AT SCAF ) H 3K

3.26.2.5.4  fEH op_merge
WARAETEZ A H T W — AT BT SCARBURE RE S SR, B SO AT DA A I

Fefai A3 HT o
Bhn. A Just/lib/library-1.2.3.50 FERISCHE, DI P G438 47 LA R oy
4

328



GreatTurbo Enterprise Server 10.5 329

op_merge /usr/lib/library-1. 2. 3. so
SE RIS Ivarllib/oprofile/samples/usr}ib}ibrary-1.2.3.50.

TEPRBIRE S SO S IR IR T s, AR - RO PRERBE SR
T,

3.26.2.6 BifE/dev/profile/ 4

Idevioprofile/ H &AL OProfile (30 &R%. H cat fir 4k ERX A

SO RGO . Il LU R A4 B OProfile £l 511 4bFR #8¢

cat /dev/oprofile/cpu type

Idevioprofile/ A I TR THEER A H e Blan: Wk BEsamAs, I
thEt4 A Idevioprofile/0/ AT devioprofile/l/ XA H 3%,

VG RS B b #0 5 BLR S0

count — A A B

enabled — WAL 0, THEERMBOCH], Ao e i 1, it
BT, FESt e e

event — ZENHLI

kernel — WISRJE 0, MACPEERAEANAZ IR, A S XA s
PR RS 1, RIEARBESRAE AL BRI, A i s i

unit_mask — A TFEER i FH A2 0 8 B 55 B i

user — I 0, AL PLEHAE ] 25 () I, Bt AN 2 2 v s sk
WA 1, BIEALPRES AT 25 ()i, A bt plefieti

REEAFRE T A cat dr kb . Hlan:

cat /dev/oprofile/0/count

329



GreatTurbo Enterprise Server 10.5 330

3.26.2.7 FERE

OProfile AMEREUSHIT A& IR AT IR IIPERE, &L RERS B R LAY
B RIREAT RGERE . Bl

HTE MR N RE 3 AR 55 72 2R 48 A 82 — op_time T LARZHIKR
H g N IR P B A T 2 /Db BRER I W) o B SR R G T 2 RIS
RN RIAE:, AT e 20 A0 BRI 1) 0 IR 95 5L vT LA e % 3 L IR ¢
F.

HIE PR H — CPU_CLK_UNHALTED ZifFa] DLgk Waal, LAEH &
FBA BN R N AR B AR i . ARG, XN A T DA FH SR T 5 o —
AN KPR A% ol B R AL FE 2 R S A R G M RE .

3.26.2.8 EIRALAE

FLe OProfile H LI A LM K TEAL AR K & . ZJRBh'E, 7 shell 2
N F LR S 44047 oprof_start iy 4.

AT WA, M Save and quit FALRIREEAN]. ERSHEBA
Iroot/.oprofile/daemonrc, AR/ PSR H . 1B HZN HFEF A S 1L
OProfile H#iFEIEFE.

7E Setup YEUIARZ b, WP FEm bR ey, MR ERE SR, X
FPFI TR R 2 HIFE SR P SCAR N . A T e v ds M
SEARZI TG A S SR o TN SR R A e AT, DA
gl
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Setup |gonfiguration |

| Counter O BUS_DRDY_CLOCKS

Counter settings
Enabled

[=]

Ewvent

L2_DBEUS_BUSY
L2 _DBEUS_BUSY_RD
BUS_LOCK_CLOCKS
BUS_REQ_OUTSTANDING
BEUS_TRAN_BRD
BUS_TRAN_RFO
BUS_TRANMNS_WEBE
BUS_TRANM_IFETCH
BUS_TRAN_INWVAL
BUS_TRANMN_PWR
BUS_TRANS_F
BUS_TRANS_IO
BUS_TRANS_DEF
BUS_TRAN_BURST
BUS_TRANMN_ANY
BUS_TRAN_MEM
BUS_DATA_RCW
BUS_BNR_DRW
BUS_HIT_DRW
BUS_HITM_DRWV
BUS_SMNOOP_STALL
COMP_FLOP_RET

FLOFPS

CYCLES_DIV_BUSY

LD _BLOCKS

SB_DRAINS
MISALIGM_MEM_REF
EMON_KNI_FREF_DISFPATCHED
EMOMN KNI PREFF MISS

[~]

Profile kernel
Profile user binaries
Count |397952

Unit mask

[ ] self-generated transactions

any transactions

[bus cycles this processor is driving HIT pin

Profiler running O hours, 59 mins (29 interrupts f second, total 49471)

| | Flush profiler data | | Stop profiler |

& 3-76 OProfile ¥ &
FEIE ORI AT, 353 Profile kernel 38150k by 24 ik i A F v S0 %
MR EELE . X0 opeontrol --ctrN-kernel=1 fir 445, XHEK N &
B i W IZE A A #E, BRI opeontrol --ctrN-kernel=0 fiy 445

[l

iEF¥ Profile user binaries 15K Jy 24 Fi ik s (K FAF AT A A 1
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. IXF1 opcontrol --ctrN-user=1 #7455, XHM N 255, W
WAZIE A Bk, © R opcontrol --ctrN-user=0 iy 425 .

R YRR F o AT AR TT B, BT ORAE Setup S TURR
ZAME Unit Masks ML, 14 50T BR il 10 10 S AR R O 1 3
T

7t Configuration y&UUARZE b, ZEL AR, 76 Kernel image file 34
FEPHN I AL vmlinux SCHR A FRR B . 2k OProfile
AWM, %P No kernel image.

Setup Configuration |

Kermnel image file |fbootsumlinuz-2.6.9-8.11 | EI [ No kernel image

[] werbose
[] Per-application kernel samples files

[] Per-application shared libs samples files

Profiler running 1 hours, 44 mins (32 interrupts f second, total 176226)

| | Flush profiler data | | Stop profiler |

3-77 OProfile it &
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WIRERE T Verbose #£T5, oprofiled PP HtfE H G S timE L5 R.
R T Per-application kernel samples files, OProfile £k 4% L& N
WA A BRI AL RS %€ . XM opcontrol --separate=kernel it 425
[, W ERET Per-application shared libs samples files, OProfile JyZE’E
FCEEN R PR % . IX AT opcontrol --separate=library iy 445 [7] .
SRR 5 ABER SCPE, s Flush profiler data #4411, X1 opcontrol

—-dump A AHAE

ENETEAL A )R 5 OProfile, fidli Start profiler. Z{sfiL#p42%, i
Stop profiler. i HF2)¥ I A543 18 OProfile HI4MAEES).
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#PUE  GTES10.5
4.1 N4

REMIF N GTESI0. 5 Fi 2 ST GEIRSS 5 TAENG IO %4 TR
SERMSERAR . AR T B D RIS S B 2 45
LERHEHT 7SI R R T R GTES10. 5 HE7E 245 BRI AL A R 7
WIREOL R, LA S L e T

4.1.1 AKREFERNER

ERAE S AN, ARBRaTA{E BE RN T x86 AbPEZELLLAEH Intel?
Extended Memory 64 Technology (Intel® EM64T) Fi1 AMD64 +7A (14
HES .

4.2 &R

Bt LA AN AORE W2 T SRR I ] a0 i, V22 W2 A TSR 22 4
MSRHATIABHTHTE e AP WU TR 22 4 L SORRS LT o R S8 L
SoE g ILHGNMR g T % T2 e TahAMm, TN Sl
PALAA HRIZE R (077 3 24 W RO B B, AL X 22 4 vk SR I3 K
(BN RV P/ IR

SR, 2R CLURAMART ) 24 il J 2 R B Ja e 2 A )l
WA BRI L AR AW R AE S G A (postmortem) i 4 H S
Jti, BIEAREANRFAFRIZ . R TR SN, EEMIERRIA
fRAERMZE (B B BB 2 Hir Pl e R B A R 3 A2 BT L AR AT 2K
Jivke
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4.2.1 HaRirEN%REe

TN I AGE i KA vh SRS AR B L2 o 0 TR0 T
VLR GURI 2% R Ak 21 8 R M 45 MAF IR 2245 B A w], Bl
AL T G A . — SRTE AN S bR AT L, il Rk
P4 A (total cost of ownership, TCO). AR & (quality of service,
Q0S). {EIXEEHT B FRAE, A7 ML ALK 56 1 A s ) H A D7 T AR oS A
IR ERR A B Fl b, ZEELATIE Clnl 7R 45> b, Bl imT A
PERVR] A5 PR 2 B G

4.2.1.1  TJHENLREREIE
VP2 n BRIE 21013 Y (I o FREEURIR T DR Dk i N S 6 [ 9 348
R FL I 7 T R P R BU R S L S . RS IRATIOR T PR AN AR
B A Ty 532 it Fh 5 T 38 (0 T3] A L8 R GE IR 708, G 3 44 1 ik 4k 5
(war dialing) " —— 4% X 50 L U 17 4 4L K3 TRBERLUR IR T B
AT RS T

‘24, W EEBIRHER (FBD M4eREMHHENIERR &
£, CAR I USRI 2 AR IR0 ER, 75 AR TSR B DL « oK
Jei (Kevin Mitnick) T8l . b4 4845 T 25 vk BN B A 1)
VEGR 5 0 4F o X LS VE DR 5 9735 3) S B AL (Nokia) . NEC. Sun
Microsystems. Novell. &+ (Fujitsu). RIEEFLZ H (Motorola) #3725 T i
VA ESSMIEIVARE 'EIVAIT AR S LS AN I P PSR s o
I RENACIR R, B » KA e g SRR T 5 4R 8 S W4
o AbILARTA 5 47, T 2000 4 1 H 21 H R . Bk 4 1H4E kA s 2003
AF AT FH T SENLBN SEAEAT T SR AR OGO B n) TAE . A Ud, K

Je AL TFE (social engineering) —— I ABRICR KRG DS, ff
kBl UM 5K,

BEAT AL A LSRR TN L WEE L DA R e DR A5 SR R R P ke
B, A5 B2 A P T BOROBR 2E . K Je eI R MR AT, A
AT BN AR AT AR T 7 5 FE AT AC PRAT A% S 0 SRS - L IBC A PR3
7, A H A B H R
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BRI 2 19 N A I ARATT A A AT ST LR RIBCELI 9 P S (R 5 TR BE U, AN
W, fREARR, IR ISR RIS . HIRM O A R A
BREE IR .

SR, ELIR R AN e YT SR JE 3 T A (trust-based) RET. XAt Ui,
FIEF B E S B AN A1 TCPAP. B Sk P A7 P AT EAT o
Rl ze sl DA AT HEAEAS R AR (K P9 4 ] P AN ERE L REB 14T 0
B SR HIT A CORRER ey T HIREAR R 2t (HBcH 4xt 224
(AR GEAN R 2%

4.2.1.2 TENINZEKRHER

FEVH ST 2 A ) R A AEMUR JRE I RE P L T LA HRZ 52w () o
fFo LURFIH T — 2208 AT AR SRETH NN B 2 e i 2 A

42121  =+EARFNUHER

WL PR AT 1918 KT Enigma HLAS. TO&— MR e
P ST vef o EAEA ORI R BN SO . ), X R AT IE
AT AR o ARG AR, 22 A DA 0 1% 8% H %
BB ST . — A4 Alan Turing #5188 5 % WA T B0k Enigma 2%
MR T, MIAEIBE 42T 2 7 48 Colossus ML« 1R 2 BEORHETIA N
Colossus f# LRI —FE45 .

42122  ANTER

RS BE T2z (MIT) B2 B AL 80T BORBI R HLR 8 (Tech: Model
Railroad Club, TMRC), JTF4afd 2%t HL¥ PDP-1 KHUHLHEAT AR IR R o
A, XAVNUR T B XA, R N4 KA

26 [ [ b a0 T T iR R (Advanced Research Projects Agency
Network, ARPANet). & {ERFFEFAIEAR TR MSAT, WA 75
PfE RIAS TS o X N B A R PR I BN R B4 5 T A4l
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Ken Thompson JT& T UNIX #1E&RS. HTFXARGAREE T4 71
TER THRG RS, LARCSCRAERI AT P ALK, SR 2 0 2 i R R AF
"flRAE RS, S, Dennis Ritchie 7k T C Zififi s, 4GSl
CAVEAE VI SEHLDT S B BiAT I B AE 5

42123 tHER

Bolt, Beranek, and Newman J2: 3% [E BUF ATV 9 BT HSENLIF S ANOT R A& 4
e BAIFET Telnet M —— ARPANet (A4S JE. &y ATF
A5 T AT BR T SBUR 7 A B AN 22 AR 0 BRI ES T T 52 ). 48
JUNEZ A R, Telnet tH AT LAS A A LI 2% i AN 2242 1 Bl
Steve Jobs Fl Steve Wozniak @175 T3 401 HL (Apple Computer), H-IT44
HEBS N AP (PCYo PCE—HEEE ZAN [ A P 2% o 4 510 F o 5
B CUpREOL R e 25 AN 3R 5 48 ) RIEFENAR RGEX T T AR B
Jim Ellis 1 Tom Truscott & T USENET —— FT-7E 4801 FH P )3k
AT LTI A (K A 5 BRURKE (K R B8 USENET TGS A A8 4 4L L LA
B NG Bk 75 1 0 A AR P B IR T 1R R —

42124 IR

IBM JFARIFRIEHET Intel 8086 TAUALFRERH) PCo e —FAHR K Ui

FEARRIIR R, S RPN A S S T 5. S PC #ili sk
PRI RE LS AT T SO WL B IREU TR, A

HET X B S P K BER P AT H G 2

i Vint Cerf JFA )&kt B s b 43 ZLR L K8 48 o LR X
(IP) A K R o B A (1) . 41 A 48— 2 ) TCPIP B3l AR

JITAT EL I DO LA T b o

HFAERITIKYE (phreaking) —— HREMYH LGRS JiTHI R

JEAE L, 2600: The Hacker Quarterly i 87p. 1% IT4R1H A LA

AT AR, IR AR RN 48 2 IR

SEIRIIE IR, 414 Hie ORYEALA RIS dy 44 ) ARk
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HANTHZ RS, EL20$5% Los Alamos National Laboratory —— —4*
RS Rl —— RN, A& T 8E BN 7

Legion of Doom #lI Chaos Computer Club J&PiAN T LAZE T SEHLAN 14
P 2% PR R 55 R SE R R R A

lan Murphy (X5 Captain Zap) FEVEHEAN T HEJ0HENL, MA R RDILIT R

B PEP O T AR, TR T 8RS BRI BUR ri G A e & kAT g . H

AL IX S NAZ 35S, e EATE 1986 AFRELM T VH UK VERIE

£30 (Computer Fraud and Abuse Act).

MRARIXAER, e A BEAE PR Bk AR DM « ST (Robert Morris)

1 Morris Worm {5345 6000 2 & IERESEI B M EI¥vHEL g5 Ath e 58 « 3%

RO AN R 10 53— 18125 44 1 G2 1102 Herbert Zinn 1X 44 iy a2 AR ARV

NI T8 T AT&T 1K [ [ 1 46 11 2R 45 .

RZ N Morris Worm {1l G 2 F3, PG oH S 0L 5 R R 21
(CERT) B O HE AL P 26 22 4 ol jL_L 257 SEHLH 0

42125  JLTHER
ARPANet #5<M] . 1% W 45 A A I A0 5 2 LR I

Linus Torvalds FF& 7 Linux WZLLHT GNU #1ERS; 4 Linux 1))
2 IR FIF FHAEAR RS b F P RO R it s S T gs 5. [
BT UNIX, Linux 75 BEFEH G A miT. tATRIL Linux X+
BT A (YR H1E RGN AR S 2% Hh @il ) R AR A H B .
K TA T 45 R ) o e e ) e, S 30n) A B I 7 o 116 s T 14

YUK IR o 130 R H TR Pk ) NAEHEARAT i b s il 12, IRyl — T 538
JCEHUEE N LMK . FISCHE Interpol R, FTA 8 I #EE 1] .

YL« KB n REE T R R P B o e — A A T LR KA
MRS, NEBNTEHRNER, BT RIKAE RIS 23D, b
o I E B TT % AR il 9 OB 7 o0 e 58, BT 5 AE4E .
YL« SR ARA— AN EN W FAK RN T T3 5 10 HAG RGO I v 4=
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A4, AT SEHURT P oris e 38, thBHAL T 5 4E4EH),

vk [T AT VE D B W ST AT . — SRR IR —
[f) DefCon i H 4R 2 BRALAEIE N AR FE0E AT e L it o

% 19 B[R LA G2 A R I LAE I S i S ) 2 AR I N S
BUF I RGN E TR 2507 N G 2LRR N 2 56 [ 7 s _ B BURF R 48 i g 4
RRGAL B

J T IHEBURF R 48P B 3548 22 (1) 22 DB RE DR IO Y 15 i, 5% [ =13
£ Janet Reno % T E KM R ELRY 0o

o EE T PRSI BRI IR, O B BUR B 2835 1 T LR A IR

4.2.1.3 4HTHIRAeN

71 2000 4 2 H, HIRM EJLANR & B Sl R R T ik o A BAE 4
k45 (DDOS) Miti . Xk Fdi{f yahoo.com. cnn.com. amazon.com. fbi.gov
IV 2 Heul p o8 R TRVE O E W PR, B EERST5 1K ICMP 4
At CURRIRIEHLAT S ping flood) HEIXHE55 w ¥ 26 th#% R A T JLAS/ N
— BRI B AL TR YT BRI AR SR A B < S 1
ZeIss A (EIXLERSS 3 b RR& R T (trojan) (%% P RET: AR
Je T — AT R], LEREAS S IR IR IR 55 A S 1 ) 52 TR UK
Sy, TS 2 F ks AR AR AN

ST

o R RN, AR N MR RER CERT thifl L) 8%
IR FAELAA 225 i,

*  7F 2003 4, #5F| CERT [WFFM 2001 4[] 52,658 #ZHll 2002 £ (1)
82,094 i JH| 14 5] 137,529 iz,

o e Je AR T A e I 1) EL TG D9 ) T SR B R S A o
A4y 132 103 TT

THHENL R e T W (5 S TR P i) I ZER T30 AR 2R AL
P se i PEAN i ] PR AU B R S B AL TR A TREIAT T EoR

339



GreatTurbo Enterprise Server 10.5 340

iy

TTERGIEENIM RS Mo AE RS, R e, st
UG PR o N ATUNER Y

IR, RO AR LS 2 At — T, & EARR AN AL 17
A AR BLRARR G BATIRAN 7. BSR40 (LU R
P N G0 (R332 e 75 O TSt 1A 1 22 A ohRIR U 2 R T2

cl

4.2.1.4 &L

4.2.2 ZEEH|

FATMEI AN A T i S BT Hh 2 (AMAD BRI 7 AR 25
(IEEE) XFEMHUA TS B MEIFIRUE . (5 B 2B WARIh . F 2 %4
T i) AR ERAA R AN CIA, BRARSS ML SEiF . R b
(Confidentiality, Integrity, and Availability) [RIFriEZ 2R, XA =28
PR PGV O 5475 JEL T T W P A B A R o 37 2 4 SR s () 5 a2 52 (1 2
AR — AR . LURVEIRA T CIA Bifd.

TRaErE —— TR A B RS 4 — TG PR M RAE B X IX A
SRR B FERIAL SR L P2 SR o il AR AR PR 2 R
A NI 5545 RAE R 2 BTN R E LA 167 B8 3 Bl A% = 2
15 2RI RAKEL

SELFE —— B RN R T RS A R IR . k&
TR A N 12 5 A8 U s iR DR 35 45 B K g

AT —— 15 BNV AZ BE S AR AT P A AT AR 75 22 1D b 0 vy LA A7
Ho T M RAR SRR TE R E I TRV L N o 4 HEOR 2 T A0 17 e B8 43R
WP PRAIE o I 44 40 LKA R (K, O HLAR W 246 e 45 s it A0 il
AT AR A R IR S5 S0l i (SLADY TEZUE R

TSN 2o = KPR W] 10 200, — R o il
o Wy
© HORER

340



GreatTurbo Enterprise Server 10.5 341

4.2.2.1

4.2.2.2

4.2.2.3

B

K= RIS AL BUI 2 H b IRz s Ay 2 720,
EATHERE D RIE T LS i S B P

YyE R

PR T PR A (K 5 4 P9 S 2 PR N o e PR B i
W7 b O BERR AU A7 . BRI 51 14T

A i ML 7 AT L

B BRI RS

L ALYN

WA e

B R A B A R

AYIIE CUIERGG A mfL. Bl k. DO IbE kiR

M BT

TR

BRI AN o SR g 1A A0 00 255 v (AL s AT 2 1 )
Befitthe BOREEHIMTERLLEY ™, EORmMEARAT

gt

P £ 56 I
T AEREE %R (ACL)
SRS A A

BRI LT AR AN RT3 . B L T LR R AT G )
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4.2.3

&

NG, ISR LA (K77 3R g e W LE Y P ) B R £ 58 Y5t -
o FINFEG T

© SR AR

o AN GHEIEAN I T 5

o NGRS

THT 24 BEEE. i, UL EHXEEEE, ol ke Xt
GTES10.5 BEATIAIMBCLE o T PR 204 [n] U DR 35 R 4% A0 T o Jal A0 S5 it
IEFR S R OCHE S, IR TARMEESE, XAt nl Ul Bk
W EITIE

4.3 BGhE IR

4.3.1

N T BT RSB A RLAF (K 2 A 0, AT v 50 W M ot 2 e M AR
RGNEIHL. A5 e WKL T, BATT 56 SRR

i)k d

HEE (hacker) XANARTEIIACE SGRYE T 1960 4F (MRS B L=k (MIT)
BRI BR AR IR o P4 FH SRR I 2 i R T e W 5 7 Bl R ) ¢
AT MR P AL S 0 0 2

MIABLLG , " B IXA AT bl F Rk A v S Lk 31 AT R 1 i 22 5%
RN L ZHOREMILIR AR ST TR G 45 1) B R IR
FHEM . TRRARAE T R 48 I B SRR AT R 32 %, JF B A
PRV 2 E—Fh AR

TR g BB e 008 A — i BELAC S 4 (hacker ethic) . ‘B SEsRk BB AR Sk B
FIARATERE, AL X 2 TRIX S SRR B R A RN R P HR T, FRdb e 2
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4.3.1.1

K&

MBEETHHALRGE 0 2 B 22 AR B SR SR8, dr TR AN,
[ R 2 (PR XA AR SRR AR L 3 Bt AT U TR R B AR
HENZRGERA 2% KN o FIAIX N TR S 25 ) 3 I 12 1 P 5 (cracker ) —
— WBEAE\AEAPYONE L OROATE, AR I

AR 2R GEAN W 2835 T (R N 1X 3 AN TR RS o XS 2 e A ]
FEHEAT 22 AT il T 2 I S (M R X (. P I AR T Ak
(RN

FIE 2% (white hat hacker) IR M 44 F R S O PE RESK 2 BATTRENE %2
MNMRZFRIGFERE . W%, AEREBCLAE SRS, B kBt
B RG UMEHAT A A o FARWFFUN 5 R L R 2 At ) ik Jg 1 11
M,

FEIEEE (black hat hacker) PRI i, W KYL, BEIHFAEE
TR RGP AR 1H - AL A T A R 86 A S 0 R ) B
PRI 44 10 R Ge TR 99 RO R DR B A5 L, BRUBEA H AR R B M 2%

KIWAREZ (grey hat hacker) 12 Hti il b A # FIIE R 2 BRI K,
RS AR IR AR X S PR BEAT AN W IE R INAT 4. K TR 25 m] LAREA
NIRRT 3 R R ) IR PR 2

ST B AR R A ) — A BRI . A ARG TE AR,
HEARHAT B OAT oA R BT Bl AL, B8 AT e iid, 14
ARGEA G AN EIE ] -

AEANRE AT, TR W A IR AR E R, A
B (KT B0 K S R IR X 2 ) R

4.3.2 XFRIZE A B

FERCE M 2RI LLR I HIN,  SEEA )OI B I R G i fa ke vk
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4.3.2.1 AREHER

FCE AN R 2 R TP I EEAN D o I TE AR TSR A 1 Y
285 [ BB AN 2 4 (R EL IR DX T gt T A S S T S A BT X L AN BN A
B, A2 BU e T BE Ve, (HR A B S NER XL

43211  JHRIMNE

ARG P AR BRI A A s A RIS B SRR, gk
Lo AR s, OB R AR B IR B, A AT AR
T R AR A, SR AR e )T R I e L, EE
PO r B AL BRI SR Ay 110 SX AN AR A S A TN AR R M
REFRU R AT M AT D0 Carp) BUIEAADT 46 (MAC) 193
kAl E B

43212 oAb B AR 5525

I3 R AE KIS A o AT SR o VF 2 A Sk e AT
FHIR 48 TF S R IE AT IR 55 AR A b T A DhRE SRR (L% b sk
IR IR 55 s AR 2 W 248 17 R T B RS R T Ao R SRl 55 B s 1
Rogtes TR M REge, LA A PO e T . AE DL R I O
s RS SN AN HOT IR, SRVHERT A AL

43213 oAk AR S 2%

I3 R AE (KB S A o AT SR o VF 2 A Sk f AT
P48 TP S8 M2 AT IR 55 AR 4 b T A hRE SR (L8 Lo sk
PRI R 55 A AR 45 W 206 H R 17 B SRR R T A R b SRR 55 B e 1
Rt FEAEA MBS, LA R PO S 5T . AERL XA O
T RS AR AN HOTRIRTT, SV AEASEA B2

344



GreatTurbo Enterprise Server 10.5 345

4.3.3 XTRE# 2R B

JIi 55 s 22 A R 4% 2 A ] A T, T DR A IR 5t P i A A LR 1A
KB EEE R AR MRS A T, b BT AT DR
B ITARHAI T . LU A58 1L 2l

4.3.3.1 RAMREMIT I K5O

GTES10.5 [f56% 223 4% 1000 /NLA N R P AR R L. i, 24
JR 2% 28 B DY AT LA RAT A P (M RN B, ) TR AT A
7R, PSR SRR

RO HL DU B 2 T AR R HIA S L e e T IR Y . XTI RS
SR, PO EIIRS W RE S ke, JHEHBARERCE, T H
AR RN A H o X RN T E I RSS, @1 Telnet. DHCP. 2 DNS
P 8 A I (B e e ey RPN (T =BR8P < E D i 2 D EEIREA
45 B R DL BL I e i, AR T — KB B 1.

4.3.3.2 RITHTHRS

2 HHATEAEBON AP KR S5 2R e R AUE (K e a i dilad i et
FEAEP ISR AE ] T 245, RS RIS D g iR ik, 123K
PRI AT R ORI B IE.

SR, IXBEIRPARARAT AL BUG. BRILZ AL, BT8R AR 2 P IR B
HRE I A, B RO B R B RS SRR A 24047, e ek
WA AR .

TFRF R R G I O 28 45 A0 I 25 3 R rp R L m 4 2 VR R T R AR
B, IR RIREER MR M e (i Bugtrag HEAF 51K .
http://www.securityfocus.com ) 8% 7 5 HL & 2w R 41 (CERT) (1) ¥
Chttp:/iwww.cert.org) EAFFIXEEAEH . BARIXEEYLHDR M #LIX Kk H 24
TRV A 3Tk AR B AR A L DR T A & I RGEATHN T .
TR AR R A SRAFIX LR, ATt S5 8 X S5 Rk B R kb T
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ARG, MRS P EIN 2B . KON ERERRS . JF HET I R
GEUES R ARUE 22 A A THE AR

4.3.3.3 BHBRA

BICH RGN T B SS 45 2 BRI 3 . I R 4058 R 2 Rl 22 4
22t (System Administration Network and Security Institute, SANS) {# ¥,
THEHL AT B R LR IR AR S N sk i 24, I AR
BAT I RRAE AT R BE YIRS (] o X AUR IR G LI B B 7,
TR LE AR LY

BRI GUSIC T AT RS B A AR AT AN T, i o) — 2SIl T A
BRERGNZE M HEHE . J7 N WAL AT S5 I ERIA
P& uE . fin, Rl AT BRI B4, DRk s P2 TT R4 B
ST R G B AAE 2 Ja S ST RN A 114 o i SRS a2 A PR DA
THENS, SR DZIAR KPR RS A PT A FTRERIA 4k
ARA BHCHE 5 1) BB

4.3.3.4 EBFAREFENRSE

USRI ) W 2R 55 A T A IO 22 AR 3R, MR B vk dee e O AL Sl T
RERRA R HH . B, VF2 RSS2 AE M Tl fE RS e 4 T HOT K
(s AR, — FLIX YR S5 nl R FLR R AT X AMBOE S ANIE T T
TLIBRRAAS B gl A1 T AT (KA AR AR

W — R Z PR S e BEEFTF LI - 4450 0 ARG UE 1 RS . Telnet
TP 38 T X RS o i L o3 AL LR B 1 A MR AT P P P RO R 45
AR EAE, ARt AR B S T L

S O B N R B B I o W A T L 1 I N
(man-in-the-middle) B, 7EXREd, PRESBOHERMES Ef—
T 1 42 FR AR S5 B 17) 1 CLIRIHLAS 1 AN 2 S B (¥ H bk IR 25 28 K 3037 3 17
WA . —BRENFTIF T — N RZMS ST ih, BRAILA e
Y ANRAVTE, R AN R AR SR I R, BT

346



GreatTurbo Enterprise Server 10.5 347

33K Aol 7 9 S M 45 BV 10 A R 5L B A

T RGNS WS S RGEAE BIRS, W NFS 5 NIS. B
SN LAN T IFR I, AAASEIZ, Jaok SO okt 6h WAN CBA5 {5
TR . BN BCE, NFS BATIC B AT 90 U 8 22 A LR B 1P
AR NFS JLs AP IO B . IR, NIS A 4 EIREAS TS L
O EEGE, R OARSCERR . B AR TN alisOR K ACSH
5 DBM (i1 ASCH IR B b BB HE N IXAN B P2 B
RERE SRAG M2 BB ik S, AR B DLk 5.

P IEBRIN S, GTES10.5 (MRATHUA G AL RS o i L BE LA AN
RIS 4%, T e T

4.3.4 N TARREAN S vl &2 S Pk B

AR AN U Bk IO 5 AT REAN SR 4 B 5 2 A K, H
BT EaROEREGL, WEHRER, WgErEaET. Tkt
e BB e b R ety T g I AE L i FE S A0 B — B
M I, AP A ot ) 59 e RE S 95 ) P R i T e A R
JPRIL o

4.3.4.1 ARO4
AR A A2 B & 3k A5 06 2 G0 10 B e ] SR vz —.

4.3.4.2 HRAKNEFSNHAER
EHRTRASNE N Ee L. ST T RRS S, HXHFAE
R P AERE N E e . BN, W RS E Rt A LK
#4114 Telnet 8% FTP ik%s, W& T e SELSCAH P AR DA EEM R4
BT, RJE A A IXAMIK 545 B R HE NS R P 6 A vl
A R 2 A Ui SSH R, e f8 A P VA S AT & P R
B, AbATT ) e S R oty i, A SSH O SS—RRCAS I i Tl fig
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Bk QBRI SSH a5 as iy X #e ki, — HIEHE T ssas £, W
i A RE S ANl 75 (O AR A I P 5 AT R TR B b A i e XA i)
FAAE SSH PMI IS WA BB IE T, (HE & AT H ™ B S A 5
PE, B AR AT ST WRLE N R AT MR L5 i, R AR N R X LR o

4.4 GTES10.5 Z4&HH

IR I> h LR T O 4P GTES10. 5 2B T

MR T ARG, AR S5 R G 8 SR A LU S 7 11 2 4 i R )
BN WA AR BT GTES10.5 KAT MUAS I — &6 45,
Turbolinux, Inc. 2{RUERPRMEATIE EIH M E B AR . A%
AU A A T TR TR S AN T (BB IE B IR . RS, AN
TSN B GTES10. 5 B4, 4 Turbolinux FRBUATALINNA G
s A B BB A AT

4.4.1 FEHFHMHE

R RS FIEH AR, WA ETH FEEMI SR, A Sokar
LAA By Hb A A 1T il R[] — RROAS 5 SR BT BT £, AR P B 7
F AT, ARG HEM ERAT. i, MRS (lr Turbolinux,
Inc.) T# RPM, JFAG A F1 R 148 44 SR AR IR B IR S8 S Mok — U3 R E 2

4.4.1.1 REHEZZNRLEE

BT GTES10.5 % Ftu#54# /] Turbolinux, Inc. GPG HiL%44 . GPG 1%
2 GNU Privacy Guard 5% GnuPG. ‘& JHRAf{R AT SCAFRIFLse k. i,
HMEIAE AR (BB B t, A HT LA TR IR e 4tk
Al WERTE RPM KBS FE, M SRAT I A IR B HAAILES, %8
AT R LS T, BRI E AT

GTES10.5 #11#) RPM T H&{ELLE AT H K e 1 GPG 284 .
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AR 2235 Turbolinux, Inc. GPG A%, M — 24, HaHIAE
GTES10.5 ZHeHh) L@dee.

e R R /mnt/cdrom, {3 A LR A &k 82 SN BRSPS -
(keyring, FR4 A {E AR B )

rpm --import /mnt/cdrom/RPM-GPG-KEY

HERAH O ZEMHT RPM BRI AHIIR, PATU T4
rpm -ga gpg-pubkey™

Turbolinux 223 1% 25 B4«

gpg-pubkey-db42a60e-37ea5438

TR ONFRE AT, F/ rpm -gi w4, FIRT—ar AR . fERAS
ERI=T
rpm -qi gpg-pubkey-dh42a60e-37ea5438

FE 234 RPM PRI E A4 X — DR R 2, A IR A e
PRIZLESCAFAAT A Turbolinux, Inc. BRI AT RRAS e 5o T %A%
KA N, AEFIRA R dr 4

rpm -K /tmp/updates/*.rpm

RN, W3 GPG PRI ALY, %A= iRFl: gpg OK. %
W, BN R R RS2 LE A P PR R A 4 ﬁf%AW§ WHIHE GPG
KIS RN Z g 22 8%, R EITRE DAl = r 3ok 7.

K T GPG A HH, JF R T P MBS A R )5, 5 shell 2
s UARFT T G 2 e T

4.4.1.2 ZEPZZPEER
W EA (BRT WAZEAREAN Skid, fRmT DMER BLUT dr 2ok 24
2R
rpm -Uvh /tmp/updates/*.rpm

LN AN AL ] BL T fir &
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4.4.1.3

Vb e:d

rpm -ivh /tmp/updates/<kernel-package>

T — AN T ¥ <kernel-package> UM% RPM (4R
—HARGA AL 25195, FRATEUER LT 2 R ER & W%
rpm -e <old-kernel-package>

T — AN T ¥ <old-kernel-package> MUSZMAZ RPM 14 HK.

M AR R Rt R RO ke T A R iE, 5 TH A O A A B
PHIZ— AR DU FURVEAZUAS TR — BB, F 0 SR
A5 AL RS (K RAS SO T i

- BT

PP O B PR AL 5 W R0 P T RO ATRY T o S, AT
SRR WA SE SIS T RS ARG, T HLIFA
LB T RA.

A PR R R THR, RS LRI 6, 2
TR P A A T O A

T

PR GTESIOS MAERGMLLRIALRINA . ST, LS
SMRIOAEI, BRI OFE TR, th TR R A6, TR 57
AR TH S R R, (e R TR AT, SR MR AT
LT

o L

PR TS, Bl glibe BEVEZ N FFR P ARG A . Al
FH 5 P 6 N PR PP 5 R AR A PR I BN SR i), DRI e A P 2 S
PR PR P R P o6 2 R 2 30

TP 5 IR B B AL I N R (AR AT, ATH Isof find, wikh
—Fﬁﬁﬂ?
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Isof /usr/lib/libwrap.so*

A IRl —/MEA TCP &%) T KT ENLUT M I T IEfEIs AT
HIFEFEIA) 2% . BRIk, n 8 top_wrappers #RE-ELHEHE T, FraHI28 T 10
TR AR 20U 15538 I T8 Bl

* SysV JR%

SysV RS RAES 1 T AR T B B IR AL R IR 5 48 FR 7 o SysV IR 148 -
$i: sshd. vsftpd. F1 xinetd.

BRI BN B 3 T, S SO 08 e AP M R A AR, BT LA
AT SysV IRGAERAOF Y5 LA ER RS R0 LAE R RS
BT HSER, s BMA1 shell, S}JG4H /sbin/service fir4, Wik
THR:

/shin/service <service-name> restart
LERTTH B, 8 <service-name> B fiRSs 44 #R, 40 sshd.
o xinetd %

i xinetd XANHEH ARSI RS DA A IS IROERIN 41847 . 1 Xinetd
I RS0 4E: Telnet. IMAP. 1 POP3.

Py 3k I 45 1 T S0 A AE AR xinetd WSO SR BB 8D i, T 1)
HERRE d DB AR AR B AR, AR xinetd $ R AR 55 AE AT
P IBAFAEAE — SRR RR AN, XS th A F I Z RS AR B

TE IERAS xinetd 35 H RSSO LIS, THRIZIR S5 A R 3R,
SRJG S IR TR AT IEAEIE AT IRERE . ] ps A& kA e R R BAEIEAT,
A Kill 5 killall iy & K512 %0055 I ETA 24075245

Bln: mH imap BAGMLEMRERITT, KR EQ, R0
WH B 0:7E shell 3278 FEEALL Fird

ps -aux | grep imap
Zar IR T RN IMAP 2. LR fir & ] DL - A 25 i
kill -9 <PI1D>
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TERGT W] 5, 40 <PID> Bl IMAP 251G ERE 518 (16 ps @
CRAIDE S DR

TERAEIATIE IR IMAP 2508, fHH DL R4

killall imapd

4.5 GTES10.5 T AEuE%4

TRY" Linux PR AN TARSEIT 46 Toi8 R BUE N ABLEIE S IRy A
WARGE, AR A AN ANNATH N UT A . — DRI 2% ) 2 4
W T I 58 A1

4.5.1 VRAET/ESEK 24t

EVEY GTES10.5 ARSIy, WHHELL A E:

*  BIOS M| FREREFH 2 —— RAERBHIH 2B IET
FERIALES, JEAAE AT 4151 T 5 7 SRR A ?

* HARe — P RIS R SH 2 g e

o EBEEH — MEERS LAIKS ? ITE 2 R B

o ARG —— WIRLER S AR P 4 B ISR ? eI AN %
iB1r?

* MBI —— SRR K L EE ) ?

¢ L ALREAE TR —— WL TR AR R AE AR
(R ECIVAES 3/ AE

4.5.2 BIOS M5 SHEBERTFHRZEME

A A fR47 BIOS A5 | 4 el AR S 2l DUAE A B 1 43230 AR 5
AR LB R S ok 51 5 sGE - BREAORIRATARAB R -
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(U B X R BT 10 2 A T RE O T AR ot B B DR R, MOt
TS R

i, WUEHLASERA S LR, R TR A, T RER
SCRBMAT A TE . R, W RS L, A 5
HUE AT, (RO A A /WA ORI SSH a6, st Tt
2 GEUG A2 71 TR 24 1

NGO EE, T PR MR b T 1 A B A R
77, WS04 BIOS B3] S4B Ry 1% 4 P T AR A R L 32

4.5.2.1 BIOS A4
DU A8 04k -1 5EL BIOS AN 2R [«
e BhiEXS BIOS WEMMAE —— Wi AZE LI BIOS, A1k
Al DL B B NI B A 5 S . I Al A ] s 3 B A X T
PR, NI SV T7E R 45 b0 s 7 R e B A B 5
o PiERSHES —— Hie BIOS AR L4k 8| Sk .
MWL, BEEEAE BIOS Jash 5| SREEMAE P A A A 04,
F R E BIOS Ak FVHN B AA AN, lESHRNTHFEL
TR SATR A B .
WHRAKSIE T BIOS H4, Al LU 4R FBkek s JT CMOS HLiB
BERORE W . T XANRE, 60T R I 5 55 47 e B FUn

4.5.2.2 FEBEHFEROS
DLR A28 H AR 547 Linux 513 3002 1 22 5 A
o BRbRHMENRH P RE —— WREGEEE s U PR, A
AT ATE AN SR A AR A 5 00 R o
* PBiibEEAN GRUB #iile —— WIEHLEER GRUB fE A5 3363
iy, BE LA GRUB 4ifE Aok 8 & R B skt cat fy4
b e P
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* BREEEAAR LR RS WEARERRG ARG, BuliF L
TES T PHRIE RS, BN DOS, & 2s Mg A7 IR BN SCAALBR o

GRUB A LUl 7E & M & S s In—/N 4 (password) $54 KA vk
IR IR PAS F) EEX A, ek B TAT A D4, SRIGHTIT shell
PR, BRNWAF, B

/sbin/grub-md5-crypt

FERRIT, B GRUB 4, MRJAfk. Xailkbl—NH4 1) MD5 541,
N, %wtE GRUB fit & {4 /boot/grub/grub.conf. FTHF 304, & T4k
) timeout AT FRANLL FAT:

password --md5 <password-hash>

. <password-hash> 4kl /sbin/grub-md5-crypt 3% [A] fRI{E :

TR SIS, WREAE L p A GRUB 114, GRUB EH R4
FOVFARBEN G i 2 Bl i 4 ST

BRI, XA NI A RERT IE B B AE G| B P 5| SR 2 RIRIE RS
SR YK RR, AR5 4% /boot/grub/grub.conf SCAEH R —ANEEY .

TERALEERAERGN title 17, R BHAE N IIIAIN—1T lock.
XIT DOS AR, %S %M LL T A 377 AR :

title DOS

lock

BTN W ERIE R R ORI 4, 7R BAS el s i —4
lock 17, THEIR—A> password 1T o

BEAMAL R 1A AR A (1 2451 SR AR S 1% F1 DT ARARA -
title DOS
lock

password --md5 <password-hash>
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4.5.3 O4%=4

F4J/E GTES10.5 FIRAZI I S 10 ¥ 20530 IR ORd 14 1) 22 4x ik
XTI A3t LA A8 190 4 SR 3t A0 A o B B K

NT A, wEERPECE RS MD5 (Message-Digest Algorithm) 1 5%
Wi 4 o
R B IN R FEAH MD5 004, B 8 N3 kR vE (Data
Encryption Standard, DES) #zUsfios A . 12 A B A B A
B 257 ORAVRR SRR R4, JF B4R ML T X5 1Y) 56 A7
FRIINES o

DR B A AE LR TG IE RS, AT I 2 s A1 LR LS 4 ORA 7
fE4 Jeyr] i fetc/passwd SCAFHR, IXAR AR U H A 2 32 B B2 LA R I
ro WERAARE W LM P EANLES Al BE98 T etc/passwd SCAF
SR A CPLEs . RIFIEIT 2R DA BERT . ARSI A AR
AL, 2 PR P BTl U2 AN I TR] ) R

S5t 1438 3o 4 11 4 B R A7 E fete/shadow SC A Hb T A 2R 45 Sl bk 24 24
i BUAZICIE R RERAR ™ 32

RS AR I B B MR S SR BN LA R SS I SSH s FTP ki A
AT 0. XM 2218, JF Ha B MR B e,
Ko R Gl s BRI T kA B U8R, WERIERAERCE:
RO RS LRSS 04, AT RES R IRATHEA R GE, MM
gk H SO RME o FL B

B TR AR A5, WA S MERH BN F Rk
Y2 AN T I o A A B e AR 4

4.5.3.1 AEBERHDS

FERIAE 24 A I, el REREAR L T HE N
IS 1k R
o AR B —— PRANEAE A A ]
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FLOAN G4 L A4
8675309

juan

hackme

o AREFHILBGHIE —— AR TS e, A AR s
R RIS P o AP ey, A %08 e

FAR 4 O AL
johnl

DS-9

mentat123

o ANZEHISMNE T HAT. —— DR 2 A T 2 i ] g
Rt A HANCAR . HARIMEARIEBIORY 1 41 H IR AR

FLR 24 O A AL

cheguevara

bienvenidol

1dumbKopf
o ABAAIRERE — WRIREOAE DS P EHIBERTE — X
PR 1337 (LEET) —— i S5AAR, EHH=A. F2uiyRaasT
LEET URiE.
FLR 24 O A AL

1337

H4X0R

* AEMHMNEE —— THAZEANNGE . WSR2 AniE R
5, HEF R AL MES MR AER A S . UM 2REaIREN
A I RV 28 e A P R R 2R A

Rt A A H:
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NEZES

AT

FKEER A4 T

A

R R P 5 ) SR IS

¢ ANEBIEBAAL —— DEF I DR SO B AT,
BIEES NI A TE 4.

TR 24 T AU
nauj

9-DS

H4XO0R

¢ AEERMFHHNSY — RAZHOL SRR . BEREILAELAE
LA,

© ANELEPTA PG LA R S —— FERAHLE EAEHIANE
AR RILTE R IXHE, WD RGME T, L EREHALT
B 52 21 iy -

HERE (i

© HAKERDH) TR —— DAMKHL . #H MD5 14,
ENIZRDH 15 AT A DES N4, MARKKE (8 MR,

* RAMKANEFRE —— GTES10.5 X4 KNG, BILIRATR /NG 238 0
14 [ BRARFR RS

* RMTTRRECY —— fEATRERInECY, felbeedEgsm (AR
FETTSRANGS AL ) REHS N5 14 H s A Pk o

o WHERTREIECT DAMN TR —— & $ M > ZRHIRRER AT AT LA
PR 5 14 s CFEH] DES 1A AN B B2 745 o

o Bk —AMERATLLCER RS —— WERARIEAMEIRIT 04, IBAEH
GBS Y A S B e A2 T R A B R A2 14
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PAR 2 —Fhar LU R A T e 12 1 22 4 1A (D 3R

o MM EE, W

"over the river and through the woods, to grandmother's house we go."
o REHGIHE AN FRIMCERRFAE (EHFRD.
otrattw,tghwg.

o BRSO T AR SR I 2. i, 7 R
et @ R a:

o7r@77w,7ghwg.
o A ATFRER K E RIS e, W H.
o7r@77w,7gHwg.

o BRJE, AEEAEAT RS AL A4

BN %A 1A EEMEA G, EA M B R, R,
TRBUI RS DR L. R 08 T W AT 7E LR A e B e A
AP E4.

4.5.3.2 TEVMRAGERFO4
FENUR R RO, RGP 53 R AT 8 e 58 A Ty vk e 4
HHA. AT P AR D4, s BATRIE DS, (HRGK
% OA R AEZ .
S B 1A SRR IX B A B i), (HR BB MY K, X IiE
S SRR E R, S SEHFEOSE K,
X e, RAEEH G TR BT O 4, AR5 AR IR
BiX e A R 52, FERLeE LT, ik 1A Ak e
AR 14

45321  EHEIEAEEOS
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BRY LR 2 M Bk, RGO BOZ AL I AR PO 0 1 4 15 0
o 22 FH P B SR A g B SO 1A I, Al AT ] DU i AT FR T passwd 3k
HEAT o« R P e U0 v 4 N K6 UE B BE 4% (Pluggable  Authentication
Manager, PAM), [KtE £ 4 pam_cracklib.so X~ PAM BELSRAR 2T 11
LRERGHWMELEERE. hT PAM Znlgoehir, fRafelit—5>
W A e i oM R A S, W pam_passwdge (T 7E
http://www.openwall.com/passwdqc/ 3K73), BidiE M Erkib, BERECT]
N Y I T A | S T N S €
http://www.kernel.org/pub/Linux/libs/pam/modules.html. Aid, [ iZ%T = 1)
&, TR A I AT IR & A B BUS AT D 2B B ISR 2t R AN
(RNEC

DR & — S IAT 1 1 4l B 19 17 B3R

John The Ripper —— — /MU 230G IR 7. & RIFER ZA
WCAIFR, I H B mBERIRE ). 45 http://www.openwall.com/john/
CIYE/RCH

Crack —— WMVF R34 1 DA 34k 4. Crack BARMEA John The
Ripper # 4 % % i M, {2 12 47 & B MW % . # oL &
http://www.crypticide.org/users/alecm/ _L %%,

Slurpie —— Slurpie 5 John The Ripper #1 Crack A1, {E'& 4kt TT
EEALERINZAT, G@T - MomMa S Edid. &
http://www.ussrback.com/distributed.htm | 7T LL 4% 31 & DL Jz Hoe 43 A B 1t
H AV TR .

45322 0424k

H 4202 RGUE B AR ENU A L2 10— Rk 04224
RHRE N T —BIsevoe M a5 GRS 90 KD, H St old—
ANH 2 ERTIRE R B RE U R e e 4, SRR
(17 12X AR KRB AT IRIGFI LS . AN, P22 AR L,
AP AR AT RESHEMRAT T 125 oK
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GTES105 HHHIRERE N2 LR chage & H1ETEML
W P& RS (system-config-users) F2)%,

chage 74 [19-M LR & A AR Flwn, ZEEHP 04k E
7990 KjEidie, #ALLTF M4

chage -M 90 <username>

L4 d, # <username> ek 4. WHRAAELE D45,
FERTTIEIEAE -M EBUSAEH 99999 GXAH T 273 4F).

B AL IR P 7 BEAS FRp-th v LU SR O3 1 424 Sens . 7E shell 7R
T (i XTerm 3¢ GNOME #3jii) #E A system-config-users iy 4. siili
CHP TR, WP AIRFERE T, ARG SR R “E
PE” (EONPE PRk s etk —> Jmik.

WG “HASER” WIS, MABASEIHNRE, wE 4-1 s,

APPSR (L) [KSEEA) DoEL P [H8Q |
HPER—EEO5MEM: 20055F05F 180 E81= 00Bt00500Fs
¥ BHO%ITH(E)

AFERANEL D [o
EEFRNTL (1) |90l
EEAEENES W [0
STEHMEL O: |0

X wi#(©) ‘ Pz © ‘

4-1 “IAAFE TR
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4.5.4 BEHEEH

TEF RN, B 50 DR S Bl setuid F2)F (41 sudo BY su)
T ARAFA RO B HAT HE ST 45 . setuid & —Fii IR FE T & 19 JH P
ID (UID) TiARIBAT%IEFRIH Y 1D RIFERE . A8 K L 280, X
FRFF T &I —ADNEI s, W PI7R:

-FWSF-Xr-X 1 root root 47324 May 1 08:09 /bin/su

BRI, XAV I R G0 B OB, AT 25 e AL P 1R FE P L
PR A 22 /DS FERUR . 3T pam_console.so XA~ PAM HHe, Jst
WH IR R G P s, WS SRR AT, sk
raa bl & P S 4 RV TR . RN, JLe B RGE FIAT S,
N A TCE T bR BN A R, B BB ek
1T. L, REUE B DA W4 I P T DUA 2 8 BERUR

4.5.4.1 RVRBR

LSRR N R P TR ARRR 45 AP AT MO BRSO — 28RBS T 2
o WG W 2 RN SRS T AR P B CAREE, DR G B % i AT I
V51 b B ) 22 A R e T B AT 45 o

RS MG —Jr TR U, 23S N DURA R 25 3 B LLT [l

o PLESHIETRACE —— RAMABERAAD T il Re R e B AL A T RIpLES
NI OB B R (K2 4T I & A i i AN B &

BITAZ MRS —— BB AT RE SRR BigtT
RN AW RS %, W FTP 8¢ Telnet, ATTI¢E FH P 44 R 14l W] SC A% A
Sefm R

YR iadT i1 w1 SN Linux A3 BRI L,
ARIFAREA . Ak, EAVALELMA P SO0 AT IR A 248 R %
TS o
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362

4.5.4.2 ZIFRAEBR

D SR B B PRy 3 Je AT s HG T BRI RT T SR VR P SR M AR A AN i
o BNAZAER D0, JF Hal R (] O ORI 5| S diie ek 48 bk
NIBATY) 1 B P
R 41 R TG DLk D SRR S A AR I T3

Jiik iR A NG
B AR | Y FHOaE 2 AN M| A2 shell
shell. | /etc/passwd L, 4R | shell JIF 40 =% | LR, 0 FIP
5o shell M | FrEEANEE. | &/, HfE& S
/bin/bash MUK [ S s S A
/sbin/nologin. DL & # | setuid &7,
FH 1l 3E AR ik
EE LR P Ao
login By PH 1k BE N AR
gdm 5
kdm sudo
xdm FTP % )
su LT R A %
ssh Jo
scp
sftp
IR ] AN By il | AR P &
o AT A Jote/securetty & fF &M gk | i Es, A
BWO sy temeneing | M etuid AIE
B sl e LR DL R S AT
(tty) PER. PLUR P 7 4 4% | B SS .
k3K 13 1k ok B AR
FRA PR 'SR LR RFAS
login B AR R B3 AR
gdm 'S
kdm su
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xdm sudo
o' 4TI ssh
tty B M 2% ik sf'tp
%
SRR | iR Bioab i | X SRR
P 1) | /etc/ssh/sshd config | OpenSSH . H | Mk = it
SSH ¥ | | EAF RIS | OpenSSH T A
Ko PermitRootLogin Z ¥ | AU, BRI
BWHEHN no. PLF R P o 4
1EFE AR -
ssh
scp
sftp

e A
PAM 2k
P il AR
A X
1 55 1)
1 AL
FR.

G4

/etc/pam. d/ H 3 H
F N ER 7 &gt o
o RN T N R E
pam listfile.so &

L3

{1
"EFEE"

B ik 2R )
PAM ) ¥ 4 Jlik
55 IR MR AL A
FR
PLR Mk 55 A g
HEAMRIK S
FTP %)

L B A %
S

login

gdm

kdm

xdm

ssh

scp

sftp

£ A7 3R
PAM (¥ 55

ANPH] PAM [
ESRE
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R AL ZEFIMK S T ik

45421 ZEFMR Shell

PR BRSSO, RGUE I 0RT LLAE ete/passwd  SCAFHAE AL
M5 shell ¥E K /sbin/nologin. IX4FHLIEF%E shell M4, w0 su
ssh 26 AR RIK S .

45422 @ HHRBESR

B — 2D BRI R o A AR, 3 53 vT DA st G 4 Jete/securetty S
PERAE R & RO S . ST T I AR P B V8 R M B 4%
WARAZSAEAAEAE, W PR R e L Rl sk, AR
BIESE SR I L F VG s IXFPIG DUARAE RS, K HE P AT LARURR S P 5 473
fH 1T Telnet SREFk, EMIZE W] SCARIAMR I 4. IERABIE, GTES10.5
I)/etc/securetty SCAE R ARVFAR A P AEFMLSS P IAN I 4 ) & Lesk, #
BH AR 85, SN LU i 2SR R i SR I P 25

echo > /etc/securetty

45423  ZERMRAFH SSH BF

PR @ SSH PR B, dmft SSH sy 4 HERE 0 e & S0 Ak
(fetc/ssh/sshd_config). LA F—47:

# PermitRootLogin yes
e

PermitRootLogin no

45424  fEF PAM ZFIHRBUR

PAM i it /lib/security/pam_listfile.so 5 5k £E 0 46445 s ik 5 07 i 42 43t 7 #%
KRG XA R s R AR 1 B S I P o3k N ZAs s, LUF
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) F 7R T AR S fetc/pam.divsftpd PAM BCE SO (¥ vsftpd FTP
M55 st b2 AR B A ) <

auth  required  /lib/security/pam_listfile.so  item=user \

sense=deny file=/etc/vsftpd.ftpusers onerr=succeed

XEVF PAM £ fetc/vsftpd.ftpusers SC£F, FEFE 46 A 5128 19 H) P A8
1RGSR AT AR R SORX AN SR A4 R, T AR IR S5 DR A7 ST
HIFe, BT —AN R BRI L B 2 AR S5 1AL FHBR -

WA T AR 48 B 2 A RSSO AT AR, v BATE PAM TCE IRSS (i

fetc/pam.d/pop 1 - IR £ IR 45 1 fetc/pam.d/imap . 5k T SSH & 1
fetc/pam.d/ssh) RS AL ) —4T

4.5.4.3  [RHEMRFBUR

Ab, SR HE RAGE setuid FEFUW su BX sudo 25k ARt LA A

a

45431  su fd

BN su wmd)E, AP SgdoRmARO4, S8r)E, haass—4
2 shell 7w,

M su BRSO, JF B RGAT 40 A B It
Sh, — B BRI, e R U] su dr & RA RS B A

P IAS LRI 4
PRI AR PP AR 9ROK,  HUAL) A PR BE B3] e AR PR TR RE S (3 HTIX AN i @ I A
B

I M L TTEREAE R AN E] AN A wheel (R4 IRE PLALTE . 20X A
filt, VAR SO BN LU R iy %

usermod -G wheel <username>

TERTI B4, 48 <username> B3 s 7s N E wheel 418fch i A
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%o

R A P o] DL FE L B XA H . 6 shell #2758 THA
system-config-users 4. EF “H 7 GRS, MWH P FIR T IER X
P, ARG M EE s L BT (BB FER R U —>)8
‘I\i”)o

RIGIEFE “HBE” TR, st wheel A8, WE 4-2 o,

RAF#E (W [RSEEW |A4ES (P ARG
TAE H P D0 B4R B

O utmp 4]
O uucp

O vesa
O webalizer
wheel

1 wnn
O xfs ﬂ

EEIRE Iadam _vJ

X B ©) | ) |

Kl 4-2 “HABE” THR

N, ESCAREESE P FIT su (fetc/pam.d/sud ff PAM iR & S,
BRULFATHRIERTFS -

auth  required /lib/security/$ISA/pam_wheel.so use_uid

XFE, HEEHIEARE wheel A fgfli %M.

45432  sudo fré

sudo 7T B 15— MR T AL A BRI 7 ik . 1 TR AR R R A B
M sudo A4, XM BB R A A4, Kk
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Ja, BB BAEVFHRAT, B R B 04047

sudo fir & FEAAS 1T

sudo <command>

FE_ET B, <command> W% A e k3 H O B 4 AR T AR ) i
4, Qi mount.

sudo A HEHL T B I R B, HATHI%4fE lete/sudoers i U4
P ARVEER sudo fiv4, JF Har A& AE P AN AR shell
AT . X R AR shell W] LA SE 425

sudo fir 4 38 H& Ak T 5% BN R RZ SR o B R T 1 8 IE 8 B O Sk A
Ivar/log/messages SCAEH, T AT R IR i & LUK AT H 5 10 H P 44 Bl s A
Ivarflog/secure St

sudo T4 (155 — MRS, 7 BE O3 ] LIRS 5 2245 AN R (T AASIR] 1
iy AR -

FRMEH visudo ir4-Z%H sudo L' SC A /etc/sudoers.

BN CLSE I BAR, B visudo, SRJ5TER FRABUELE H 48
AELR AL — 47

juan ALL=(ALL) ALL

AR, 7 juan WTRAEARRT EHL B sudo SRFATAEMT AN 4o
AR 7R T sudo TiC 7 T 1wl 246 % «

%users localhost=/shin/shutdown -h now

AR, BRI G AE, ARAT 7 A AT LU fsbin/shutdown

-h now 4,

4.5.5 TIHMZERS

T ARG B ORGP RS AR A A P R — N EEEE A 1A A X
TLREAERAE Linux REEMIN BT, R A 0L o0 2 ik 55 I 124 T
PRI G R
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Y% GTES10.5 H A HR&SH5 M4 AR4s % —FF . an Aoy L1817 HEAN M 4%
MR%, IBAXA IS 3RS (daemon) IR S5 S T8 I m e — L2 AN
28y 1 ISR NI R S5 A AR AR ST T L I B TR R IE .

4.5.5.1 MRETRESZ BB
M2 R4S T LA Linux REGEHSRIFZ 8. PLRFI2% T — 06 3= g )«

TELA RS Ml (DoS)  —— FH AR 55 Tr it i 17 ik 55 4% A6 K ik
G SRAE AR GE Hh T B SRR AR SR B 450, AT G i B 1
IS5 K .

ARSI BT —— R 55 2 A BIASSR AT e 55 4 3 (R #4F Chittp
JIR 55 s 0 At >, PR AT LUREAN IE A 2 5 O MAIAS AR it o 3K S8 A i)
AENS T 202 i ) B Fe VPG & R R e B S
o Grrma B —— I 1 0 B 1023 (¥ R4S 0 LA B P B
1IEAT o QRN IR AT — ANl A R i s, Ceh &t e 6 7
FPBAT Sy YRR A I SRATS R GEROFE IR . o Tl R (K 22 ot
A7 A, B LM A S i THR VU IR RS, — HARAI3RAG
BEARL, ARATRT LM HT B 30461 rootkits e OrRFFxT FR GE KA AL .

SR SZ ) W 2% Bty I B e R P BRARIAE s VY, R INAZ G P AT AN
(KI5 o

4.5.5.2 RBAEERS

iz, ZHBE GTES10.5 — i 2 ke i) I 25 JIR 55 HRBER N IS AT o LA
NIELE

cupsd —— GTES10.5 ERIAIT ENIR S5 4% .
lpd —— 55— MHTEHIRS 2% o
PiilERs] vsftpd. telnet 2 M%) B A4S 45 I 4%

xinetd
o
sendmail —— Sendmail IR {F A& 4ACH BB H, A E R Tr
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localhost _Efi&EF: .
« sshd —— OpenSSH JIg%5#%, J& Telnet %4,

FEGRE ST IX S RS AR SAS AT I, T/ B, AT T eI,
ANAIZAT cupsd. portmap i I RIEE, WA HA NFSV3 U4 i fd
FINIS C(ypbind H4%), 5 portmap N i% %25 H .

GTES10.5 A T = MHIKRIFRM S MR, A1 MSIE T A

(system-config-services). ntsysv Fl chkconfig.

I FENW T3 REETENE  #BH
» © ®
e EE ER
HEEMMESE: 5 TR 5

O spamassassin/2] [T 3 0 _
. Syslog is the facility by which many daemons use to log
O squid

messages to various system log files. It is a good idea to always
sshd run syslog.

O swat
syslog
sysstat
O talk

O telnet

U tftp | syslogd (pid 2213) IETEIEAT. . .
O time klogd (pid 2217) TFTEISTT. . .

O time-udp
O tux

O vneserver

[ vsftpd J
[ winbind
—_ .. Ad|

Kl 4-3 R4S ICE T A

WERKT RS0 H AT LE, WS E TR BT US %, W
4-3 fi7R.

EE AU AR MR LE I 25 I 9575 5 1 IS HUR FE SR . ARG B IE Y 1%
o e L v 11 4T T BUEAE I
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4.5.5.3 ARELRSE

AT NS5 EA AL A LA N F . RIAAME R ORGSR H 2, s
IR RGIAT R A SEHRMEAN, DRI, S 5 4% Ak 55 A7 R A SR AE i
SR EL,

RLE L A T A AN 2 AR R IR A LT AR A5

EMB LB AL B 2 Ma 4 — W2 IHE M, W
Telnet F1 FTP, #ASINEIGIESTE, N 12 Al GE M8 G il ] .

AE MM 28 TSR A R —— U2 EM & A S N
MR B, X Telnet. FTP. HTTP. Al SMTP. £ M43
EZRZE, W NFS Hl SMB, B ANEE s 7e 2 4L 3645 B AEfE XLt
PSS, BRI e 2 P T

J345h, & netdump 2 JEHIIERE A7 B A IR 55 24T A7 9 BEAN R T 25 M AE 19
Zrpfkid. WAFFETTTTRER S D4, I W] RS 5 Bt e B AL e £k
HIE .
Hoe R4 finger A1 rwhod £4B77R T R HIE R
A A A 2 AR K S5 A

rlogin

rsh

telnet

vsftpd

ARG A shell 25 Crlogin. rsh H1 telnet) #5512 38E S i, 4
F SSH RBACEAT.

FTP )24 B IR BATIZRE shel 2, {HiE FTP 5% de i g i i
BN AL A RER8E S 1n) LR A

[ VRN ST I BCE AL BT K 2 IR 55 4
finger

identd
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netdump
netdump-server
nfs

rwhod
sendmail

smb (Samba)
yppasswdd
ypserv

ypxfrd

4.5.6 ANBh KBS

BOE T M4 ss, wEB g IR E .

7 1% 2 B 11 PR 2% 2 2B N RS I 2842 1 o n SR AN B R 2 11 3
O EEEN T —ANER, XA RS20 . WERFEA RS FEix e g 2%
A B2 —WWriEsRk, A SBEUER 4, R AKX BT
AR, Rz, 7ERC BB KB AR R o 1 R I AN AR A OO
JIR 55 EASE FH i 11

f 2 BT R, TR TR S kA ) S iR TR GTES10.5 #57H (1 14j 11
BIFALR KRS T R g T H (system-config-securitylevel).
XA T LA P 42 AR ST 5 90 H g b Ase T X iptables B0,
XTI P AR S5 2 B R UE, A iptables >k TG B 1 k 4% m] g
e

4.5.7 BEAEBFERE TR

BT TLIBC P PR A RN e, BARIBAS I T BEdE B2 BEo . 240K, 152
JH s e 19 46 A i K38 £ K T AR BOT 5 T HoR

371



GreatTurbo Enterprise Server 10.5 372

GTES10.5 Kty 1 PRl FHI 2 -2 AN R (1 v 20 s S XOR OR 97 IE AR T

T P £ A AR R
OpenSSH —— T INEMAGEE 1 SSH Pris i) 5 37 L.
Gnu Privacy Guard (GPG) —— T %4l PGP (Pretty Good

Privacy) JNZEFEF 16 G0 2 St .

OpenSSH /2B N FEHLES 1K 22 2277 ¥2%, T LUR RARE B2 10 telnet AT rsh
Z RIS (IR S5 - OpenSSH. A& — MUl sshd (R4S R = 24T

PRIy e
ssh —— A AR A AP S
scp —— —AEAIEH S
sftp —— — M ARVER BN AEN fip %

GPG PR FFFA A Hudls B PE I S AN - & m] AR R R I A

NP LS
S R A DR et s B AT AR RR ORGP B, B (1 PR A5 6

4.6 GTES10.5 fR&-8%4

RGeS 5 S0, A OIS . Bk, AT R
GERTERBUR UL, IR 250 AR O PSS R 5 A T,
LT 2 P S 48 3 5528 e A 36 AL

ST A 00 .5 K 577460 0 7 L L B«

SR B AL

LR A HLAS_E R U — P48 R 45 (1 258

B I LT IS5 5 (R AT 3

4.6.1 fff TCP &%f2FM xinetd REP RS 24

TCP =%efefr (TCP wrappers) k£ Ml 554 4L Vs [ #7622 ZAR M
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% R%, Wl SSH. Telnet Ml FTP, #ffif] TCP &%efEIY. ESLFETAL
FHENAE KA IE SRR S5 2 1]

M5 xinetd —AfEHIN, TCP &8RPI B I o8 4 3 . xinetd J&
— RN ) . 0. SRt TS RN R SR R IR S

PAR /N AR B IR 5 1 22 A B T

4.6.1.1 fEf TCP LB EkimiLie

TCP SGERE M RE )AL= BRTAH 400 i 55 (K15 1R o A< 58 B fun g 4
ERAIRIERRER . ok Ak g BHUECE . DL 4 R il
KR

46111  TCP &LEFREEMIE

IR HERR R G5 1A 0 7 3 W R A 4 8 Al 5548 B P 4 AR S F) 3
o BONHMRS LB TCP S Ge R P, 1AM banner £33,

XA vsftpd SZHL T — MR, oG, QU — MR SO S AT DAY
F ARG LR T, B2 A TR A P BEREAT [ o AR XA 1,
g Jetc/banners/vsftpd.

GO AR R

220-Hello, %c

220-All activity on ftp.example.com is logged.
220-Act up and you will be banned.

%c AATHRME TREER, W AR N4, S A 1P Mk,

M 3 4 N4
TEROX AR SR A RN HE N EE, FELL FATERINE] fetc/hosts.allow SCAE
A,

vsftpd : ALL : banners /etc/banners/
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46112  TCP &BEFMBTHES

W R RO T WL BN 2 EAE Bl Rk 55 #% . TCP s> 8 R 7 nl LU 1T
spawn $5- XK H % EH LB 45 1) Jm SRR ) 4 BE 53 R Y A

TEIXAMI T, B RISk 19 206.182.68.0/24 4% (118 2% 1E 7034 B B i iR
Z8%, WA LUTRATY NS Jetcihosts.deny SCAE, B4R S AHHEL
AL FAE—ANRFIR I SR

ALL : 206.182.68.0 : spawn /bin/ 'date’ %c %d >> /var/log/intruder_alert
%d ARAT P I A e IR R 5 4 R
BFiaATEREIFC R O &, 0 spawn F548ALE Jetc/hosts.allow SR

46113  TCP &&EFMmibiciE

QSRR L e E B A O, R LA severity RO mi%
MRS T K

XA, B A EER: FTP JIRS# 000G 1 23 (Telnet i 1)
H3 PR R . HE SO BUE — > emerg FRic AN 244 FH BRI
info dRidskAT %

FLRRIEXAHI, HELLFATIAE fetc/hosts.deny LR

in.telnetd : ALL : severity emerg

EAEHERIAN authpriv iCs B, (BURIEMREZNERINE info $Ew 3]
emerg, X4EH BB HEZ B REESS L.

4.6.1.2 1 xinetd RIgmZEZeM

xinetd 2S5 4% AL 53— A HIRFA DR I M IR 95V il A T TR . A
i A xinetd SKBCEBABFIR S5 DAL el 4 e R P A AT 45
SE xinetd J g5 T LARE AT A B8R, AT BHLBRAE 48 1 55 et

46121  BEPESE
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xinetd H—ANEED AR EYLAR R4S no_access FIFRINAEET . WIR

A FHAEEA TR B, EXT xinetd B ELKIHRSS 1 /5 S S o pi i 4a—
Beitlal, EE xinetd #EHE )0 1. X &l H SENSOR &k sk
IR o AR B S B IR 45 25 i 1 1) AL 165 30 592

BEE SENSOR 45— MNP BORIEFAR LIRSS . LN LL Telnet Sl iiAT

Bl

Yk fetc/xinetd.d/telnet SCF, HE5H flags AT X0k:

flags = SENSOR
TEAE S WM EA AT
deny_time =30

X AR AR I B 2 D EHLES G 30 B I FTAT . deny_time
B — N2 WAL & FOREVER, ©a{fiZZE47E xinetd #f T
BRI A R NEVER 4 et Hit e .

BJa, WE— TR SRR G AT
disable =no
HEARATH] SENSOR 2 A6 PN BHL 153 25 E AR I IR 55 28 G L FE R 1K 47
o EA M
BN AR A

108 SENSOR s AT X & vl LU thig 1P kb 8 81048 H
Uity 1 SRSt R etkle 5 o p LA S 440 IR 45 L

46122  BHIREBREE
xinetd ()55 — N B D RE LS BENS T BB IR 45 T LU FH (0 R
]

B LN R A RIS BIXA H I

cps = <number_of_connections> <wait_period> TR BB B A B
VPRS0 at . %de A RS 3 .

instances = <number_of_connections> i RVFEIRSS & A
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Bl ZIRLHRZEEHEE UNLIMITED,

per_source = <number_of connections> e B EHLE SRR Rk
S HERA R . IR B EL UNLIMITED.

rlimit_as = <number[K|M]> F8 5 M55 1T LA v FH 1 P9 A2 22 ) 4
&, UTFWaIk A i, e 832 85 Hsk UNLIMITED.

rlimit_cpu = <number_of seconds> TREMS HH CPU I ]
CLARP G B ) o 32 B2 BEAUE B UNLIMITED.

X EESRH B TR LA xinetd RS KHES RS, M FECEL
H 5515 DL H B o

4.6.2 R Portmap M4tk

portmap 4520 RPC kR4S (Zul NIS F1 NFS) (K343 4 fic ~7 3
B S B UENLE LLARRESS, i FLE % e s i IR 45 43 B K 96 PR i
RS o XSG R, SRR eI 22 4 LA R

AT RPC IRSS, THREST U EEAR

4.6.2.1 fEH TCP SLEFRMAY' portmap

i TCP L)y R BRI AT LLEH] portmap Mk 55 1199 2% s 1 HLIX — 5
RAEZE, D portmap B RIS IETT

Wb, AERRGDS RSSO E T, BUEA IP dahike JBESRAE ] N,
K2 ML4 T BLEE DNS ¥ G sl e ik gty is .

4.6.2.2 f#H IPTables 3R{#F portmap

B — DR EIXS portmap MRS, fEMRSS %% L8N IPTables KISk
PR IS5 Fi 58 R 2% R0 Il 2 — AN ik

LR 2P IPTables iy 41611 R AAVFMM L 192.168.0/24 FIAHLF
Bl (Nautilus F2/FAEHIK sgi_fam JIRS AR 2D F portmap Mgy CHiWT

376



GreatTurbo Enterprise Server 10.5 377

5 111 ) TCP 4%, Iy e /MBIt .

iptables -A INPUT -p tcp -s! 192.168.0.0/24 --dport 111 -j DROP
iptables -A INPUT -p tcp -s 127.0.0.1  --dport 111 -j ACCEPT
BEDUARBR 7 kB UDP &4, AT T a4

iptables -A INPUT -p udp -s! 192.168.0.0/24 --dport 111 -j DROP

4.6.3 R NIS &4

NIS 82 M &%15 RS (Network Information Service). ‘& &M ypserv
1) RPC k4%, Al portmap LUK H GRS —&AEH, ¥HKNET
NIS BRI SIHLI 43 BT H P 4 04 DURH S B B i % .

NIS o5 e i LA MR . EAT2:

lusr/shin/rpc.yppasswdd —— X yppasswdd JR%5, i%5¢PbRE i
FP SR ABATR NIS 14,
Jusrisbin/rpc.ypxfrd —— SUFR ypxfrd k45, %5FPHERE GOTTAE 4%

FAER NIS Wb,

fusr/sbinfyppush —— %N TR NIS ol B 5 5545 2 A
NIS JIR%-%%-

Jusr/shinfypserv. —— X & NIS JR&4s 4Ptz .

WA RIBAERE, NIS AR 4. EEA TR UELE], EMZ L]
AERPTA G R, GO, Bk, ERCEMER NIS ) RZ I 2
AR HMET . BRIAAY NIS IC Bl A A A 2 4t

4.6.3.1 EHEBEMLITR

P NIS e % EWISOfE iR 5 5, B DAL AR 55 4sAE B K Ja (1 —
LA M BL LB TR A RS LALE NIS (5 RHA
WA G AR E R 2% TR B A B R 22 iR
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4.6.3.2

4.6.3.3

FRBOS—HR NIS BEMEH4

NIS 32k P AT ARTATL 8% AN 22 56 gl 7T LA FH iy & MRS S PR 2, H
B AE NIS JR4524H0 DNS T4 NIS B4z Hia],

Bilan: i FEEE NSO B R E e B g b, NN T M ZE G Bk
DR 'E T 1P Mk, PR AR R fetc/passwd LR K

ypcat -d <NIS_domain> -h <DNS_hostname> passwd

WERBGEE R — AR, Abin] Lo g LR iy 4>k 3515 Jetc/shadow
S

ypcat -d <NIS_domain> -h <DNS_hostname> shadow

TAF UG A Re g 32y HIRE NIS WUptR, ARATLLCY DNS 3414864
—ANBENLTAF R, bl o7hfawtgmhwg.domain.com. [AIFR, Aki&n] DLEY 7
—ANARFWBEHL NIS $804 . IX B FHUEAN NIS JIRS54§ LLAT AL . .

%38 /var/yp/securenets At

Wik Wvarlyplsecurenets SCHHE A AECAETE (BRIAT 222, NIS Bt
2 MW T P4 o R BB 58— A SR AT SO P RCE X T AR/ ) 45
fH, DUt ypserv H4exk BA MM & MiE R & 5 .

LLR 4 Ivarlyp/securenets SCAEHT K745 35 H -
255.255.255.0 192.168.0.0

RFEATEASRBS 1P BE B e, FR e 2SN T NIS ks ds
T I o] 25 B R 55

4.6.3.4 ZEEESHD, fH IPTables ¥N

JrEM NIS HAXMRSBA T ML HRecMma, HF
rpc.yppasswdd 4 —— ZSFYEERE ASVE S SR H RS R D 4.
T NIS RS et FE, rpe.ypxfrd Ml ypserv 43-Hcs AT LA AL
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VEE LA AR KRR SR — AR NIS RS2 7 HERE a2 N7
ZLUARXANHM, $BLUFJUTENE] fetc/sysconfig/network H1:
YPSERV_ARGS="-p 834"

YPXFRD_ARGS="-p 835"

PAR I1PTables A I AT LA FH R S i IR 55 2% 2 Mok Wi WIB 286 o) 241 PR) X 2635 11
iptables -A INPUT -p ALL -s! 192.168.0.0/24 --dport 834 -j DROP

iptables -A INPUT -p ALL -s! 192.168.0.0/24 --dport 835 -j DROP

4.6.3.5 /EF Kerberos HiF
fF/ NIS B8R — A H B E A G, TR P EpLS L a sk,
letc/shadow HIET R I I S EFIIR S E M 4% LR I%E. RN RHIRE T3
NIS SRUFEARL, F BTSRRI 4R, Alminl DL Y Ha e 85 1 o 44 1
HAH . RER LB, DR PR DS Hss 04,
B T LR M 4 A R0k 5 (1) 48 T A
Kerberos i H#EHINEHIA, DIARTI A SLEM 4 AL, N R
S ) 17 o

4.6.4 %9 NFS &4

W28 SCIE RSB NFS IR 20 P HLE SR I T IR W A7 B S R 4

4.6.4.1 EESIEMEITR
IAE NFSv4 T2 7E M FALIEAE ] Kerberos 128 BIME &, 1 & SR 70 B K
BETS 5 BORAE— AN B4 L, TETFUNC B X A IR 45 2 AR H T 21 . NFSv2
H NFSv3 Hl /e M 4 L ARSI R AN 240, 18 W8I B I i S e %
FERED: . HARRIE ML R B TR R .
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4,6.4.2 WFEEEESER

NFS T35 ALt etclexports SO i T8 S L SO 345, WA R LI
S B T o A SR IR BERSL T R AA
st

fdn: fetclexports SCAFAILL T AT 44 FHL bob.example.com 7] LAFLEL s
Htmp/nfs/ H%.

/tmp/nfs/ bob.example.com(rw)

{82 fetclexports AT HIE WA AW . w3 ER—H 3, iLEH
bob.example.com #1H HEEABR, L& RURERE. X4&2&hENE
TR — A 238 BT

ltmp/nfs/ bob.example.com (rw)

ML AEH] showmount iy RAL IR MRLE H sl 3L, TR &R NFS 3L
FRCER A I

showmount -e <hostname>

4.6.4.3 AEMH no root squash HEIH

BN BCE, NFS SR AL SUS R nfsnobody, 0t —MANH %
FERL LR 5 o JXRE, BT RRA P BURE (K ST AR 4T nfsnobody T
A, MIfBE T RCE T setuid FIFRETH EAE SRS .

WRAEH T no_root_squash, ZEFEHH FEtREHE R IS0 R G IAT
S, AT AT DA B T RS AR 5 R e AT o

4.6.5 %3 Apache HTTP R&2BHI%4L

Apache HTTP JIk454%/& GTES10.5 HiGHEfE i LIRS Z—. TR
¥ Apache HTTP IR 83 LRI EMBARIRE —— ZEXBBATLIEZE
—VER,

DLR 245 20 53 N i /N0l P () G B 5151 25
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4,6.5.1 FollowSymLinks

IR ERVT L, 75 B 7 2k 94 IR 55 2 B SCRIAR FOAF-5 BRI S Ao
i, $eft—AE 1 MRS EEREA RN R

4.6.5.2 TIndexes 184

IZAR BB, AR E AT REANNAZAA Y o ZERH U7 17 25 D) S e 55 4%
FISCAE, RE AR %464 o

4,6.5.3 UserDir 84

UserDir FE28BOAEZEH], DA E T RABIAREAS L ik S e R 4 B A7
fEo R IR SS #s ERORT H R0, AR LR HR2

UserDir enabled
UserDir disabled root

XEFR A AR T froot/ LAAMK T P H SR . B A P )4k
Tk 55139, 7 UserDir disabled 47578 n—NH 28 ¥ T 41046 .

4.6.5.4 AEREE IncludesNoExec 354

IREAN R E, RS EE (server-side includes) BEEABEPATHI 2 .
BrAEAEM L B IIE LT, BUURABESRIEAEE, FAEH TR E
Wi WA R G AT @4

4.6.5.5  BRANFTHIT B RHBR

AR LS AR CGl W H %, e RS USAUR . XA L
SHEUR: YNV i/ SrsIf

chown root <directory_name>chmod 755 <directory_name>
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AT, — 58 BAE RIS b Al 2 B S e A 4E AR 8 LRI AT RS D2 17 IR

4.6.6 f&¥" FIP &4

ARSI (FTP) & FHIRAE M 2% EARSSCIFR ) TCP il Bk
P RS54 55, QR BE, #EALNER, Prile gl 2
AgA I, NAZEHRCE

GTES10.5 $2ft=F" FTP %%,

gssftpd —— f#H T Kerberos [, T xinetd [ FTP <F4ridifE.
BIANTE W 2t AR I IE A

PEIHERS (tux) —— 5 FTP A8 710 A% 25 171 T3 4 P IR 4% 3%
vsftpd —— —ABOSZII )24 FTP IR
PUF R R NGE T & vsftpd FTP JIR45 .

4.6.6.1 FTP [aMBiEE

FESEME P A4 AN R, AT K P e B W R . 2 IR
B, SRR S AARAER, AR TR R R

BAR vsftpd MR, HECLT R INE] fetc/vsftpdivsftpd.conf Hr:
ftpd_banner=<insert_greeting_here>

LA B3R <insert_greeting_here> 48l v % v .«

T ZATREG R an i R A R — MR SCfE . BET b 2 AN 0 7

0BT IR AR AR — AN fete/banners/ 1T H sk o ZEIX A7+, FTP
TEBE RGNS SO Jete/banners/ftp.msg.  BA R 23X 4 (45 1

B R R R R T
Hello, all activity on ftp.example.com is logged.
T R R

20 vsftpd 51 AT X A T B IR SCE S, 8 BLR iR AW i #)
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[etcivsftpd/vsftpd.conf H:
banner_file=/etc/banners/ftp.msg

PRIETT LU ] TCP B8R e 45 0k N4 A I I I

4.6.6.2 BEZUiRA
Ivarlftpl H F A2 WE B A ik

QU IXAN H S B R S 07 0t e vsftpd AR 3R 22 Al 44
B H I H SR B b 44 i e B s

MR BEE, B ASBERHEAT H SR AT 54845
LEAVFHLA ) AL SO, HEFERAE Ivar/ftp/publ A BIEE IS H 5%
ML, EEEA

mkdir /var/ftp/pub/upload

N, BEERRRAEE A B AR E P AR, A

chmod 730 /var/ftp/pub/upload

Kt Ui H R IRE R R % B

drwx-wx--- 2 root ftp 4096 Feb 13 20:05 upload
UbAh, 7 vsftpd NESINLL R 4T/ etclvsftpd /vsftpd.conf F S04

anon_upload_enable=YES

4.6.6.3 fptks

K FTP AEAN 22 4[] W 45 rp T s W] ST P 44 R 14 R BSIE, S48 R 0] )
MABATTER P 5 SRAIE AR 55 402 — N Ihidke o

BAE vsftpd FRESHIH K-S, fE fetc/vsfipd/vstipd.conf FERINEL R 54
local_enable=NO

SEMRAR S CURT RS, DURA sudo HFEBURMAT IR S (i
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fij B 7752 LA PAM B3R SCAF o vsftpd K] PAM S B S 2
/etc/pam.d/vsftpd.

PRIE VT ATEREAN I 55 T A R P ik 5
BT vsftpd TPAERfEE R KRS, UH P 23R etc/vsftpd.ftpusers H

4.6.6.4 A TCP SLeREERIEHIVI
] TCP SLefE P RIEHIZIRF FTP P9 BEREI U7 o

4.6.7 %3 Sendmail &4

Sendmail & {3 H i SR AL PR (SMTP) (RIEBAHAE AL EE (MTAD.
EAEHE MTA M T HEPFR 7 oy RARBEZ [ARIE iR . BAR—L
MTA RENS N BIL IR RS, (H 2 HAIANRE, PRI 2 3 k) 46 S d4 S
PR Ay R — bt A7 [ AN 22 4 R LA 5 3K

BiL e Sendmail HR4-#% 75 E155 [& LA R [l

4.6.7.1 FRAI"ELEMRS" Kt

T TR, — AN nT LU S b A P S 1 SR A o i 184 i A 25
IR T, N SPEFEL RS Yt . @i ¥ E fete/mail/sendmail.me
LA B R MIBR A, X RB 1 Ao & K2 IR

confCONNECTION_RATE_THROTTLE —— R4 246150 GEMS 122 1)
HERRE . HIEERAKE, Sendmail ASPRGBEREE . 0 FER A g% E IE
L, DUGHERE SPEIR .

confMAX_DAEMON_CHILDREN —— &4 2% Aefis o0 H ) T HEFE )
BRHE. HWEEBAE, Sendmail ASPRMEITHEREMECE . TR PR EEH%
BIER, LU FER R S ER

confMIN_FREE_BLOCKS —— W45l Ik 5% % A% B3 1) SR B 32 R 1)
NP DR . BRI 100 B,
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confMAX_HEADERS_LENGTH —— 3 B LAY AT 3552 KNI dpe KR
B CLAE5 2 A7)

confMAX_MESSAGE_SIZE —— AN BB R 4552 K/ R B
CRRFAT R AL

4,6.7.2 NFS 1 Sendmail
AN MR AE B ML H 3% /var/spool/mail/ JEZE NFS FLscffd: |,

7 NFSv2 F1 NFSv3 1, RgontH P48t 1D B4l Kk, LA UID
AR R P FH P AT L2 R0 (5 148 e R R . NFSv4 i Kerberos 1A & fiff
F2EF UID H P UGE. ITUAEE NFSvA Al R4 B A S i

4.6.7.3 REFAHLTFISMGREFViR Sendmail M4 H

LR LA PR Sendmail MRg5 3 LI, 5l Lk i e R
F IR ok U il Sendmail g5 3. MEPEARSS 25 11 Shell k5 A
NAZ A VR, fetc/passwd SO BT T shell #B AV i g B R
/sbin/nologin (AR A F ml g A 4R )

4.6.8 REHRLYG L IEAE R

BOE T ML ss 2 Ja, Do — NURbss O/ T R G I 44 1 IX — AR
FL . ARFTSTIT 5 1 #T fE 2 W 2% IER AR FRHE ] o

TERZE IEAE MW W% (R 11, A PRI A T . —FAS K TS () Jy i Tl
5N netstat -an B Isof -i 2 28K &SRR 2 Mk X R ik JiT LA
ANK AT 52 DR R 3k SR AN M 4% EIHLRS, 1 &G R4 REEAT
Lo B, BB S BEEE I bR BRELESTTT T RESAL
gut Ve, kLA R 5 2ok A B 26 A AT R 2

SERE R 7 VR AT nmap 2 280 i 1 2 R A £ B Ly 1 1 7 T
PR &5
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LA AFEE T 65 T8 H PR iy 44 0 5 WO 4 3 11 A W R E 4% B TCP 3%
e

nmap -sT -O localhost
ey & (OHHI AL F AL

Starting nmap 3.55 ( http://www.insecure.org/nmap/ ) at 2004-09-24 13:49
EDT

Interesting ports on localhost.localdomain (127.0.0.1):

(The 1653 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

111/tcp  open rpchind

113/tcp  open auth

631/tcp  open ipp

834/tcp  open unknown

2601/tcp open zebra

32774/tcp open  sometimes-rpcll

Device type: general purpose

Running: Linux 2.4.X]2.5.X|2.6.X

OS details: Linux 2.5.25 - 2.6.3 or Gentoo 1.2 Linux 2.4.19 rc1-rc7)
Uptime 12.857 days (since Sat Sep 11 17:16:20 2004)

Nmap run completed -- 1 IP address (1 host up) scanned in 5.190 seconds

ZHTH SR T T sunrpe IRGSTAFEAE, RAIEAEIZAT portmap. 4R, i
M1 834 FibAg —ANPPRR RS - A E — N iZut 2 5 FTAT 250 R4 AH K,
N

cat /etc/services | grep 834
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AT BATIR AT i o KRN B AR %0 2 AE DR BVE R Y CEIA 0
1023 W), JF HfG ZARBURA REST T, B IFBeA KRR DA -

T, KA netstat 3% Isof [ 095 E. FAFA netstat &2y
1834, {EHLL T4

netstat -anp | grep 834
AT AL IV iR
tcp O 00.0.0.0:834 0.0.0.0:* LISTEN  653/ypbind

XASFFIOHG FE netstat HHA7E7E, 3X— S HEER A NJB0L, T I AR & 4
WG RS ERE AT —N0 E, ARATIAR AT REAS 23 L AN DA %
AW AR TR K. A, [p] BEIUE R T HIFIX AN D FEERE id (PID). 7
XA, BT ITR D8 T ypbind (NIS), 3XJEF1 portmap RS —
EHEATH RPC k%

Isof - -4E7n THILLME R, B0 et Re a8 fEH T il H AR 45«

Isof -i | grep 834

DL A& AN i 4 s R 1 A7 0 13 3 4«

ypbind 653 0 Tu IPv4 1319 TCP *:834 (LISTEN)
ypbind 655 0 Tu IPv4 1319 TCP *:834 (LISTEN)
ypbind 656 O 7u  IPvd 1319  TCP *:834 (LISTEN)
ypbind 657 0 Tu IPv4 1319 TCP *:834 (LISTEN)

KT B4R T RECTIBITENS LRSS RENE R, e R R,
AERE R AL OC T 2% IR 25 L B IV 245 R TRZUHEA AR5 1sof. netstat.
nmap F1 services ¥ W45,

4.7 BUEHAM

A DR IP A S HINUR A T s BRI I A S L3 Bl 1) 2 A ki 28
i F e LR BRI IS . i, VF 2 2 WA I b R s AN R B AL Fan A
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(Asynchronous Transfer Mode, ATM) £ 15 S 32 9020 %5 (1) 3 55 21 ity 551
IR T 5 SX B I LR B i, ARe SR T AR e iy SCARURE S Al 2 )
1) P B e B S 1) B0 53 S HH IR N B A 55

i AR EL, BRI AR (Virtual Private Networks, VPND g
FER M VPN S AT L P42 6 48 IR (9 SR BT, e ARVFAE AN 19 o (B 49D
[T 2 B A, MWIAFII A (Local Area Networks, LAN)
AT (WAND. BRI 4Re ATM AN Z A AL T T T
A . VPN AFHIEER (UDP) 1E N fEd), (Rl IP KLk,
BB H AR S A . 2 H R VPN SEELEEE T T
brdE TR K BE— D HE A% e (0

S H BT VPN SREFAT ORI, AT Lo 2 2R AR A RS T Bl i)
SHL )7k, Cisco. Nortel. IBM i1 Checkpoint 25 L5 ) R4 T H#F VPN
TR H Rl FreeS/Wan FIRIZE Linux LRI T 800 % 9
VPN (g5 %, "R T brAEALit 1Psec SEBLES . iX4% VPN it s &
PN T IR A BRI A ZEZ B 1P FEHE R R % b2

MNP R, e TR R AR Bl DGR R, AR E L iy
W6AE Y (Authentication Header, AH) [¥15¢T 3B BRI BAIE 1 15 B 1%
BRSO, I b L& e i 322 2 3if (Encapsulating Security
Payload, ESP) [Hfifa fAbBERIH . Hallt VPN B #s 2B kE R,
e R BT EE L H I CLAERS B4 R 0. P48 21 2% (1)
VPN SZEFE ) T 2 0 g 8 E R R A Y RO B IR

R TR R T I KRGO, B AMELAUEIR A, I E e AR
oo I RIR S5 & (6 ) rb 1) NI TR AR B b RO T
AR HIIRL . B VPN ] 2 R SAE AN, Rt e it 4
SRR RUERR NG (KA BRI 1) 2 4 A R i

4.7.1 VPN FIGTES10.5

GTES10.5 JH 7 £ Sl FR A Ak R Uy 5K 22 ax i 4% WAN g T A 1R 2 1k
. "HIER ML 224" CInternet Protocol Security), X% IPsec, &4k
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GTES10.5 SZFFSEITT 3o "ML T AT 20 STIM A E SR 7 )
HURI A 5 2

4.7.2 1IPsec

GTES10.5 ] IPsec fEAILHMAIMLS CINHIERIMD) 1A % 4xp&1E
KRR NI L . IPsec RJ LT LB EHLEIN LS B ZE (A
LAN/WAN £ 5—4> LAN/WAN) K53, GTES10.5 H1HJ IPsec SEBLff
P I 354025 e (Internet Key Exchange, 1KE). & & — M FLIBE M TR
fE4540 (Internet Engineering Task Force, IETF) SZHL T4k b 06 SF 0 22
SERR BRI

IPsec FEFAN A BN AN ZIRINBL . TR —F B, 1Psec 19 5l RALZEFR 1Y
S L IR o TR Y o P 4 A A SR Y AR, XU R R4 BT
BGAE J7 7. fF GTES10.5 R4 L, IPsec EHALH IPsec 1 36 ikf"
Tt zZ4H e (pre-shared key) J7ik. #ETIILZE4HRL IPsec 4, X7+
LA ] — AR A REREN IPsec FEHZNZE B EL.

IPsec 3% 7 1 28 B BEAE  IPsec T 4 Al ) 4 4 R BE" (security
association, SA). BT HELEAE B s ik S S HESE)
KA SA Bl A P AR SN E% A SRR IPsec 1 4%,

GTES10.5 ¥ IPsec SEHLMfi ] IKE JicfE B 16 M ) LML L =4 R,
racoon XAMHRL RN IKE PR K RIAS Hf 5% .

4.7.3 IPsec Z&3&

SEHL IPsec EESRARTEFTA IPsec EHL GFEHAEHIEI NI E) o th#s
CEF MR MKEE) F2edE ipsec-tools RPM #H:41. RPM #4:43,
FASTEIRBEE IPsec HERFTLTIE . I HEREAE B SO

+ /lib/libipsec.so —— {47 GTES10.5 i Linux W% IPsec S
LI PR_KEY (SATRIIRLAE B T4 1.

* /shin/setkey —— {EWNAZ P ERME IPsec MR BERI 242 @ It o % nT
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1T304 racoon RGBS P HERE A o

- [sbinfracoon —— IKE FHAEFHISFH RS, R ERNEE IPsec i
B RG 2 A )24 BRI 4 e Jt 2 . sy gk 72 vl DLJE i 4 4
Jetc/racoon/racoon.conf SCAETTHE ¥ .

« Jetc/racoon/racoon.conf —— racoon P HEREACE SCLE, FSRACE IPsec
BRI EA DT, AR b A A6 E v A s Sk

fE GTES10.5 it I1Psec W DLl P24 ¥ T Hokak4T, thnl Ll T
T OB A 1Psec fic & Ak,

4.7.4 IPsec FHLB|EHEE
O TR 5 — 2 NG AR ICE R G R 2545 o T EHLE 4L
P, PRHELL R K
o WAENLE 1P HubE

FHRAE IPsec 3 422 I H e B 46 B30 B2 b X ) HE Ok O AMRR &2 Bk Cln
ipsec0)
o [ RIS E Y racoon BN AR
o W SRR RN AE S0 P AT 3 N B R ) T S 86 E A
Fihn. BUE TAEE A T AES B AR IPsec BRI Ay iR, EA1AH
{EH{E K foobarbaz MFILZZER - RER:, FF H A PRI LL racoon A3l
AR A EYLR R EAE AT . PIAS EHUH - #B e e T E ey
%4 ipsecO.

AT R ITAESS A RITAEST B LM EHLE EHL IPsec 421 ifcfg 30
fF G 71 SRR NZE R M KL ipsecO,  [RIIHHL 45 SCA
iy 44 M letc/sysconfig/network-scripts/ifcfg-ipsec0) .

DST = x.X.X.X
TYPE = IPSEC

ONBOOT=yes
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IKE_METHOD=PSK

TAEuE A BEH XXX X BHg T/ B # IP ik, i TAEuE B ¥
2o XXX X B TR A (1) IP Hukik . S B s S g ] &
(ONBOOT=yes), F{f FH AL =240 LIS F 77 (IKE_METHOD=PSK).

DA R FIL AR SCE (4 Jete/sysconfig/network-scripts/keys-ipsec0),
PIAN ARl AT & R A S IRAIE o SO A AN %848, JFER
M A NAZA 5 A
IKE_PSK=foobarbaz
R E ARG UE PR, g AE P AR A keys-ipsecO U, B
AN SCAFRB A 54— BUA B RAIE IE Al K R 1
AT R T R EALI B BOE R I E . %S A4 R
A XXX Xconf (8 X XXX i s IPsec % & 1P Hudib). vE
&, —H IPsec BRIEMCROG, &OCIFa A ERG, AN E g .
remote X.X.X.X
{
exchange_mode aggressive, main;
my_identifier address;
proposal {
encryption_algorithm 3des;
hash_algorithm shail;
authentication_method pre_shared_key;

dh_group 2 ;

}
BRI S — B BOBC & SR IPsec JEHM IR IN AN . ERSLUT
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GTES10.5 f] IPsec SZHLAAL T A 75 B«
« remote X.X.X.X

W B PR G SO R S U] T XXX 1P sk e DR Fe 3z A
Ko

« exchange_mode aggressive

£ GTES10.5 1, 1Psec fIBERIAMNCEAL IS AL (B R o XA Al b
R, FNRVER AL Z A IPsec U .

« my_identifier address

SE SCEAIE S 55 I A T 0 B4 IR ) Jr 9. GTES10.5 ] 1P Huhibske s
R

+ encryption_algorithm 3des

ST SCHGUE IR A AR n 8 R o BRI ™ = WBeHi n % #r fE" (Triple Data
Encryption Standard, 3DES).

+ hash_algorithm shal

TR AL R R YO R A 28— B Berh A T RO e BRG] 2 i 55
3, (Secure Hash Algorithm) fii4s 1.

+ authentication_method pre_shared_key

S SCHY s TR R A A B0 k. GTESL10.5 BRIAE I ML ik

» dh_group 2

5 L B A R U 2 P BT ) Diffie-Hellman 415 . BRIAAE A
1024 fi#

k% T include "/etc/racoon/X.X.X.X.conf" X7 Hi4h, fetc/racoon/racoon.conf
SR SE A B AN (LAURCE SISO 75 IPsec BEIHE B IO N
Bl X T ARG A, include AT X XXX AR B ) 1P
bk TARwE B WINSOLIELGA MR . NHIEIR T —A4 2 IPsec MM HAN I
LA racoon.conf A,

# Racoon IKE daemon configuration file
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# See 'man racoon.conf' for a description of the format and entries.
path include "/etc/racoon”;

path pre_shared_key "/etc/racoon/psk.txt";

path certificate "/etc/racoon/certs";

sainfo anonymous

{
pfs_group 2;
lifetime time 1 hour ;
encryption_algorithm 3des, blowfish 448, rijndael ;
authentication_algorithm hmac_shal, hmac_md5 ;
compression_algorithm deflate ;

}

include "/etc/racoon/X.X.X.X.conf"

RN racoon.conf SCPEAE IPsec HUE (K45 E S, Wt =0 LANES.
sainfo anonymous [\ 7 B IR IPsec Y A AR B ——
IPsec FEFEMIPERT CRIEITH SR NE H 0O Ml k. B
N LT BRI B

+ sainfo anonymous

EEJERE IPsec UFFILAD, SA AefE A H 445 | R AN Aa] Xof d RT 2

« pfs_group 2

& X Diffie-Hellman AT He bl . iZ il & ok @ IPsec F5 5504 IPsec i
FEEE B Bod ST AR I I S 1R A AL 1) 77 . GTES10.5 Hh SEI K
IPsec EBRIAMH Diffie-Hellman il REHZLAZH 4] 2 (8 modpl024).
41 2 fH] 1024 RIBEYARIUR: XA T 15753 DI 05 U BB BT 1 BB
HAREH— I IPsec 144,

 lifetime time 1 hour
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EAZHRW SA RHEAS 1 FE AT LA FH s 7] Bl 85 4 15 2500 R 6
GTES10.5 SEHL IPsec 4552 T SA HIZEAFNIN 1 /NI,
« encryption_algorithm 3des, blowfish 448, rijndael

i 5 I B T TSGR N R . GTES10.5 SCF 3DES. 448 fi
Blowfish. Ll & Rijndael CH T2 # brifE" (Advanced Encryption
Standard, AES) HfnEA.

» authentication_algorithm hmac_shal, hmac_md5

B2 SRR SR I IE ) 5. B S RRIREE0Z shal F1 md5 #41
BB UEACHY (hashed message authentication codes, HMAC).

« compression_algorithm deflate

B T IP HE LS (IPCOMP) RFMIEASH L. v &R E
PP R S 1P R AR T T .

TRENERE, TR FHELAR A P S0 s 3 LR B AT LU R &
[sbin/ifup ipsecO

AR IPsec #EHE, 1247 tepdump L ESKEEA THL (ML) [a)fLk
HI 4L, JERERENEATIBIT IPsec #EN% T . A4V iZ%AHE AH
Sk, M HIMZHE SR A ESP 44l ESP BMAEHNE T . Hl:
17:13:20.617872 pinky.example.com > ijin.example.com: \

AH(spi=0x0aaa749f,seq=0x335): ESP(spi=0x0ec0441e,seq=0x335) (DF)

4.7.5 IPsec MZRZIMLKHELE

IPsec & nJ LA FH 0 45 1) 00 2% JE 0 B AU A AN 2% (il LAN BE WAND 2
P —ANZRE 2% b 00 2 380 0 24 P SRR JIT O 0 P 248 P B — T e
IPsec [H bH 45 ok Ab BHFIIE 1 16 N — S W E 147 sl 31 o) — AN P 5 |
PR . B 4-4 BoRT ALY IPsec BERIETER:.
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Bl

i

I &

182.165.1.0/24

=
Ganirwan pabie iy | E

19216820024

4-4 WLEBIMLEE IPsec FEiEER

ZER BN T A LB 20 T H) LAN. IXUSRIZRAE ] IPsec % #sk
UOAEANS | A A A I B R ) 22 A B T & B . FEARST R BN R I 43 41
TR ) AR A REBURARY X LS LAN 2 [A] 22 s . I\ 192.168.1.0/24
IP JEHI— AN S 3] 192.168.2.0/24 F 15— AN f A I8 5 0 T ix 4
A E R FE YN, FEAX IPsec 42 IIANTE, NaF. fR25. LAk
B IPsec % [ 258K o
IV 28 381 Y 8% 322 2 T o 10155 VB E
o B IPsec M1 #$AI AT MAMBIENRT 1P kit

B IPsec AR LRSS0 LAN/WAN 1) W9 2% e ik s
192.168.0.0/24 & 10.0.1.0/24)
o ORGSR B I 326 ) EL IR () IR DS A5 1 1P M

FHRAE IPsec 3432 I H e B 46 B30 B2 v X ) HE Ok B AMRR &2 Bk Cln
ipsec0)
o [N E M racoon BN AIHIRL
o FHRBUREBFNAE 21 T A H 0 25 BH AL 1 T 22 50 IF £ Ak
Bl % LAN A (lana.example.com) #1 LAN B (lanb.example.com)
AGE T IPsec BRI SRAZILIERE, LAN A M %l 7F 192.168.1.0/24 i
F P, LAN B {1 192.168.2.0/24 5. LAN A FIR < IP ik

192.168.1.254, LAN B Mtk 192.168.2.254., IPsec i H#sANE T
A LAN KR, If HAF AN P28 4. eth0 #20IRZS Al MARBHEA
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HIEA 1P bk, EHREE NI ; ethl 784744 AR eth0 %
P A HEURAE ST LAN 02 DU £ % 21 11 R 1) 356 6 1

FEAPILE RN IPsec SEHATH —/ME D GTES10.5 I1nux [Tk 4,
A Al B M RARF L racoon H a4 MAIILZAEAS IPsec B g2
RIS UEH A . LAN A B B goe 4 IPsec 1EHiA 444 ipsecO, T
LAN B 8B B v B2 IPsec R4l ipsecl.

PLUR A LANA [ 3IM% IPsec ¥ERBN) ifcfg SO XA 1 b
K VR A% E B O 2 R 2 ipsecl, ML H A R R dr 2N
[etc/sysconfig/network-scripts/ifcfg-ipsecl.

TYPE=IPSEC

ONBOOT=yes

IKE METHOD=PSK

SRCGW=192. 168. 1. 254

DSTGW=192. 168. 2. 254

SRCNET=192. 168. 1. 0/24

DSTNET=192. 168. 2. 0/24

DST=X. X. X. X

R E S S5 & (ONBOOT=yes), 8 F i3t S RL I IE 7
% (IKE_METHOD=PSK). LAN A FJ&# s\ HA=M ¢ (Rl LANB 1)
M3 DSTGW=192.168.2.254), LLKUEM I (HI LAN A fMC 1P Hihlk:
SRCGW=192.168.1.254), )5, & AMAHFRMZ, Il LANB KM%
JulE (DSTNET=192.168.2.0/24), LK iEM%4E (SRCNET=192.168.1.0/24).
Ja, EHAFANERR IP Hilk, & LAN B AT WAMRHEANR) 1P Hh
HE (XXX XD

DL 2L =R (i fete/sysconfig/network-scripts/keys-ipsecX,
XH X X LANA SR¥i2 0, X LANB KitE 1), MADTIEssARE
B R ICIE . 2 SCAEM N ANz s A —8, JER AR A NZE
BE R
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IKE_PSK=GTES10.5 I1nux

WER LSRG UF PR, WA I1Psec B8 11 keys-ipsecX 3L
PEo KPR IR 58 A — U4 RE BRI IR RGBT

PLF & IPsec 33K fetc/racoon/racoon.conf Mg E SCf. 1E, SCIRIEHR
#) include 17 RETEIEFLE] IPsec BERIER A <L, BV ELTE IPsec iE
FEAR T N B 9 B 2

# Racoon IKE daemon configuration file.

# See 'man racoon.conf' for a description of the format and entries.

path include "/etc/racoon";

path pre_shared_key "/etc/racoon/psk.txt";

path certificate "/etc/racoon/certs";

sainfo anonymous

{
pfs_group 2;
lifetime time 1 hour ;
encryption_algorithm 3des, blowfish 448, rijndael ;
authentication_algorithm hmac_shal, hmac_md5 ;
compression_algorithm deflate ;

}

include "/etc/racoon/X.X.X.X.conf"

DLTR 2 3 1 31 0 B 0 4% TR I B SO A o S A B XXX X conf (312
XXX X BFHIEFE IPsec 2400 IP Hodilk). ¥R, —H IPsec f¥id
WG, ESCE e A K.

remote X.X.X.X

{
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exchange_mode aggressive, main;

my_identifier address;

proposal {
encryption_algorithm 3des;
hash_algorithm shal;
authentication_method pre_shared_key;

dh_group 2 ;

}

fEJAB)) \Psec JEHERT, WHZHINAZEH] IP ¥k, 7& shell $275 F MR
MPRIA 1P Bk

1. 4w%E fetc/sysctl.conf, 3 net.ipvd.ip_forward &HE A 1.
2. PUATLL T a2 K8 s
sysctl -p /etc/sysctl.conf

BRF) IPsec %R, EHGIT IPsec % HAREIE A HEE ELURMH - &
AT LR i 2

/sbin/ifup ipsec0

ERWUSIE, LAN A Fil LAN B REBSH% SLilf5 . Xy IPsec i&EHHEAT
ifup, BELE ST IAY BRI, EE R PMELTIR, 2170
—FIJIJ?

/sbin/ip route list

EIAR IPsec #EHE, 1247 tepdump L ESKEEA THL (ML) ALk
IR LA 2H, I e TR IPsec BEMZ T . ZF41 N iZ%0HE AH
Sk, M HMNIZH RN ESP 04l. ESP RRETMNE T . B,
7 LANA ¥ IPsec &3, A

tcpdump -n -i ethO host lana.example.com

398



GreatTurbo Enterprise Server 10.5 399

4.8 PBiikhE

DN IZAE AH Sk, NiZh BIRA ESP 434l ESP EERE EHINE T .
Bt ORBHEAEROZAE AT F4RE):

12:24:26.155529 lanb.example.com > lana.example.com: \
AH(spi=0x021c9834,seq=0x358): \
lanb.example.com > lana.example.com:\

ESP(spi=0x00c887ad,seq=0x358) (DF) (ipip-proto-4)

15 B AT H A T AT SO R AN — AN 07 e SR
Pt AR 22 4 ST 3 2 i P Al FALARIOR P2 TR A7 IDUBLFR 5 X 199 45 5 Yt
AR BRARAE R« w3 S 03 K RTREER ] VS N . GTES10.5
AR T4 J UK K TSR b B A8 B DM 22 4 T RENTAT TR R X 2% 0l PO A7
Tz il i) 7L

BT IPsec Z KM VPN MR 7 ZE00, By KB & I 4 22 4 R e — AN T 4
JB 53 F JUSHE) B K87 S0 A ER AL T R S T A R 1
ERA— G LI SEE FH P R 3K SO A b A B PR Bl o 75 &
B K B mT LU B R ¥R Uy %€, 0 Cisco. Nokia. Al Sonicwall [¥B)j
k3% #. Checkpoint. McAfee. LK Symantec 55) RibFF A T KA
78 FH IR 5 A 3B KR AR T %

B T AR5 KBS AN AT 5 KB T (T XAk 28 K s £ B B 3 Tl 4
AP, & 4-2 VEARRNIR T =i WK BT i, BLREAIE 1T 75 5

ik ik Pt AFIH 2
NAT DR 2 Hb okl L e | T BLZE LAN HLEE | — B 2 N7 kRS
(NAT)IE B0 | i B g HNERT RS, M

& P TR RYAE AR | BN E B
BUE AR — A8 | SN P MhhkZ s | B)
—YLANEE P | VLGS, T

Wbtz ), 4EPT | BUAESS
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400

A1 K AL Dy
kA —A
ok A 2 %
AL

M El LAN
A A] LUE  #T F A
KM NAT Bk 55/
WY G E 1 i 11 Sk B
il

7y A Rk

TERS

g3 4 vk 7 ok
B 13 B A 1
HOLAN 1 %
Piordl. ealbh
RSP ERSPS
T A Ab 1 4y
41, IR
P& M
it 11 ] 2 19
FH) ke it g Ay
2. Linux W%
3 Netfilter
W T RGN
a7 oAk vk
it

n LA it iptables
XA o R TR
5E 1l

AN EAE A & TT
RE S, PP
R 00 245 % 2 #5 7E %
FH 2% 28 ) T AS 2
FH 2 7 00 % i

SRR R
ARELR AR, 7 A
2R B A 2
g, DRI g A
R L AR

TAEAR A BB Kk B
FEARE Py I v
Vil
75 L2 Ak 21 5y
M, R TIETE N
FHFR P2 b B 43 41
R Y 45 1A R T
fi 23 Al 4t 37 4 2l ik
BRI T T G T
A, FRETER 1P
th % C P
masquerading) 4
H7 9 J. DMZ 19
25— Al I

=

AR B K B i
JETH M LAN
% AR BB
A 10 R
P T Eithi)
Wk, K5,
AR R XA A
Hb 2 P ) H B
Ko ARHHLAS Bl
H ok 78 24 4
ARz

fiff & 21 A X
LAN Z AR I F2
J7 LT B 1 4
AL

Je e AR I R 25 A T
DAZEAEHH, DRIt
AR WO SR
OEAETEN B s 7
At R LA A Hh 2 A7
WA A H
e, XAHYT
T2 AN 0 S (1 4 5

ACHR A 2 ] R
FPEF T (HTTP,

Telnet %5) B fE P
W5 T AR
(ZHE HEEH
T TCP M4 Mk
%)

I3 AR I 45 TG 12
FEACH 5 AT,

BRI % 11 12 P 78
MR 55 % W6 25048 5
o o 2% 2
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PR g | = FRB AT B 2 1 19
HLAE )| ARCE R S5 AT LB | ST, KA
R —AZah. DI ERATC SR, AN | AT R SRR g #10
M SVFRAE M &% B | it — P
YT R T A ST | ARk HERE
e R P AR RSy

R 42, i KERR

4.8.1 Netfilter F1 iptables

Linux W AZHAT D RETRCRIIRIM 7 R 4E Netfilter. Netfilter 1R Zei
THREWERTCRE W 4l 38, R T NAT R IP A% .
Netfilter i H 424 = 0% B AE BRI S S M AL (mangle) IP k{5 EH
7). Netfilter fZiliT IPTables T HR¥EHIN,

Netfilter [{)5i K D) AEA R G230 iptables FIHIR SN . XA 21T
THFERE S ipchains MIEZARAARLL A, iptables {4 Netfilter 7
REORIHE M BER: ., Kl FIARF T I AR s ipchains 1 4 4542 2%
YR D A T 5 L R H ) e 2 42 DL 5 IR i 11 . iptables U7
AN AT FHE RS T SE SRR o B AT R S (AT B

[EE-SubiR S SR S AN

4.8.2 f#f iptables

ff] iptables [f155—2D 2 )23) iptables k%5, 3Xn] LME I LA A & kAT

service iptables start

FAf iptables fERZS I I EIAES), RAGAUEH chkeonfig ki ks

REIEATYONIRES -

chkconfig --level 345 iptables on

iptables fRITEVEE 73 LA ER . EHEZUCHEE" (chain). g f5 & AbFE

401




GreatTurbo Enterprise Server 10.5 402

SRR A

iptables -A chain -j target

-A TEIAE RIS A A JG A — 450U . chain A& B0 70 (1 44 K
iptables " = AN R IHE CBIREMI R —NTERI 28 h &0 (1 3 2H 14D -
INPUT.OUTPUT. 1 FORWARD . X S84 I 7k A PE I, ANRERMIES . -j target
IR iptables B iZ"Bk" Gump) ZEIRUMIEEH KB4 RN . pa ) H b
4: ACCEPT. DROP. F1 REJECT.

-N I A] DABE F RGBT E (OO 5 kD o BB B 7 i P Bl
SRR AR H

4.8.2.1 EARP; KGR
T FE 7 110 4 A A SR S Ay A R R AN [ D S U R BE 5 T A
iptables 1 F % (policy, -P) SREBIEER AN o o 22 4 Bd i 5 21 B2
MURIE ST sl mseng, HE—avrfeerdl. LT HUBHZE R %% I
FrE 44
iptables -P INPUT DROP
iptables -P OUTPUT DROP
AN, IEHERARIEL T B R 44 (forwarded packets) —— 2 MBh ik
BRI AL BT H AR RS2 —— LUERR P 3% 7 6 FLIB )
Mo R . BEENXANE I, A LA

iptables -P FORWARD DROP

BE TSI, ORI E AR AT AR . DL A
T SRR iptables [ KhE I AT RS SR

4.8.2.2 REMKE iptables HIW

B KBS AETHSEHLAE TIPS I A A2 WER ARG B 5] &, X
LR B BGRB8, ZEORAFRIN DAE A SN, i AT LA Ay

ZS

402



GreatTurbo Enterprise Server 10.5 403

/sbin/service iptables save

TRAFLE letc/sysconfigliptables ST H 0 ) 25 7F ik 45 ) 3 BT T I ) i
CELFENIAE RS TR BN

4.8.3 %M iptables iTJE

eI FE BT 0 2 "LAN"SME (R N 48 2 A 1A B B — AN Jy Tl - LAN 1)
ST I 12 B I FH P TR 917 e DU AT T (1 e P P P SRR (HUA
BRI S Bl v BN BRIE T A HEN . T R R oA, B KB OG
HIPH LAN FH P 2[R 8 A5 st oA T « 2RV H P AT 5 RS AH G 1)
Tlitie LA T AT R I N FH AR, 8 B A 0 T 26wy I B4 73845

filtn: B ARVERIRT KB R 80 BEAE, N ILATN

iptables -A INPUT -p tcp -m tcp --sport 80 -j ACCEPT

iptables -A OUTPUT -p tcp -m tcp --dport 80 -j ACCEPT

X4 AV S a1 80 JEAE I M . BE AV B A M,
https:/iwww.example.com/) [1V5 i), FRIEAIFT a1 443,

iptables -A INPUT -p tcp -m tcp --sport 443 -j ACCEPT

iptables -A OUTPUT -p tcp -m tcp --dport 443 -j ACCEPT

BN, WHESFEMN LAN ZAMmfihdi A LAN. SSH 2 28124k
FGA LV T-3 LAN RS s ez . X AT PPP BHEME
FOURYG,  PR5 0EN AT LU HIARETF B K8, PR e e s e e T 4%
g, WAL T KR M S o R AR R A R, BT
B LR E . T LABCE iptables 2K HifE SSH % MZE#:.
By, FEARVFERE SSH Uiin), ARAr LA LR R

iptables -A INPUT -p tcp --dport 22 -j ACCEPT

iptables -A OUTPUT -p udp --sport 22 -j ACCEPT

KL SV MARSETR A, WA PC L HEGE R T M 25 K
WIS BRI, EATIEAS SR VEBI KA 5 2 e P AL T X s e g% %2
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JeVF LAN AEFXEEHR S5, Al LMEH]AAT iptables JLIEMLIUIAK NAT.

4.8.4 FORWARD F1 NAT #im|

LN NEANT) ISP AbFF 3 HE A BRI T AFFIE B 1P M. %5 FiX
il BRAT, 5 2 D3 DA JBURRUANG 35K 23 5 FLIDE M IR 25 1) 5, 1 XS 4B 1)
IP sk ess LAN L& —aHLE. HEH 1P #ibkE nif LAN |k
Y FITAT AL 85 LA o Y A0 0 A0 &350 ) 8 IR 45 05 FH i I ST BABEIOR A
TP, IS 4 i R B IR LAN i by [
B, [5 K SEIE TT LAFE R 1 LAN 4 A5 7 SR i b 2 32% 383 s G
WIS o X BN KA I SRR, R B RS E A 1P Mk
fdRE P 5 LA A R LAN b — AN 5 B Moo T 2L
o MBIk SRR &, iptables 4 T % A 16N & SR, Rl
DUt € AT A7 b6 190 288 8 5 A U VE A

FORWARD B3R fo V78 1 G 4510 23 20 W] DA B% it 1) LAN P iR Lt
. Bl EARVEEA LAN MR (BB K8 OCTTE ethl B —A
P 1P k), FTLABRE DL R

iptables -A FORWARD -i ethl -j ACCEPT

iptables -A FORWARD -o ethl -j ACCEPT

TR SCVFBT KBS 56 2 S5 I R GE BB HE AN N TR 255 o G LAN 1 5
M4 2% R E B B i, T ethl & fEid oA 94
B2 B KR A 1P WA SR R I A 4 oV LAN 715 s
& A, EATEA AR CorEBD BE. ZAVFHE N IP
kT LAN 5 SRS A L 268 A5, 7200 BB K41 1P Dhe (P
masquerading). XK E LAN 75 55 118 SR AR 25 1 B K 355 1 A3 4%
(FEXAM i eth0) (1 1P Hidk.

iptables -t nat -A POSTROUTING -0 eth0 -j MASQUERADE

ZHNAE NAT 4L E (+t nat), JEAERT KGRI AR % 4% (-0
eth0) & NAT f5E e POSTROUTING %% (-APOSTROUTING).
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POSTROUTING ft ¥ 43 41 75 2§ JF B K B8 (1) 71 358 v 2% 0 3 20 A% o -
MASQUERADE  H #5 # FH SR A% HI 7 K 55/ B G 1 A0 1P b il SR 4 a5 1 A
FIP s 1P Hidik,

L0 FEARAELE P9 R 2% PN TR BEAN IR 45 AR RE R e AP R A T, ARTT LR NAT
W PREROUTING #£/ -j DNAT HbrskEg e A~ Bir 1P Hulk LK
Sifg VB i SO B N BB IR 45 1 204 o T, 4 SRR AR HEN Y HTTP i
KRS 172.31.0.23 EEH Apache HTTP R4 28RS 2 R 48, 81T
DL 4
iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j DNAT \

--t0 172.31.0.23:80

TG E NAT FAEH N PREROUTING HEkAVIEHE ALK HTTP
SR EE e B H U IP Hidik 172.31.0.23.

4.8.5 JREARE IP Hubk

ik, TULBRBIIEE IS AR 5 L i gty LRI E 3 7 IS5 a1
ATBERR S5 5 EA IR ST ae g . . AT 2ERe I AR OR Sy 2 il 11 31337
F| 31340 (HIBEZE S elite 5D ERIRSS . BHLIEX L0 L RROE AT
b W 4 1] RER AL RIAL AR A E AT R A 2 R 5% e BEAT A7 I8 A5 AL

A
A

iptables -A OUTPUT -0 eth0 -p tcp --dport 31337 --sport 31337 -j DROP
iptables -A FORWARD -o eth0 -p tcp --dport 31337 --sport 31337 -j DROP

0] AR 2 KM B DT 7E LAN 5 IP BV N e . il dn: LAN ff
FH 192.168.1.0/24 Y[, T BRI R4 %% (il eth0) bl DLk
—AHR 75 BUIA B A AR ITE LAN 19 1P JaEf 504l B4
AL T I BRI BUR R AR 4 R oy 4L, BT BT Ab S i (eth0) 11
BE 1P Hhl# <tk B3R,

iptables -A FORWARD -s 192.168.1.0/24 -i ethO -j DROP
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4.8.6

4.8.7

iptables FIZEHZERER

iptables EL4E—AMEHR, & AV IR A 42 IR ER" (connection tracking)
D3RR A RV 1) 380 P S P 48 i) R IR 25 IR e 4 . TR IR AU A
TRAFAE— D RAK A, &2 215 ARSI DL R RS R R VF eldE 4414 4%«

« NEW — &ERFEEM D4, W HTTP &K,
+ ESTABLISHED — J& T 4uriERM— 40 15040 .

* RELATED — ¥isRENE#Z M4, HE B2 é*‘ B —i5,
WA FTP #%EH:, JLEHm D2 20, (HEHAL4mm &g 1024 Ll
AL v

* INVALID —— A& TIEERER WATMIEE M 241,

A LAFIATART 48 Wil — 2 {f ) iptables MEHEIRER VIR LIRS, BIME M4
BalRE RTINS (dn UDP) . R TH A7 27 B 0 AE FH 2 BR ok R
B3 b5 O ST A SR 40 4

iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ALLOW

ip6tables

T—REPLMPHL 1Pve [FHILZEHE T 1Pv4 (B5 IP) 1 32 {7 bk PR
IPv6 SZHF 128 frHhhl, PRSI 1PV [HIZk AR B mitesElE b 1Pva TH
2 [P ] B L

GTES10.5 Y Ri{#i/H] Netfilter 6 T RZA! ipbtables @411 IPv6 Blj k15
B, ffH ip6tables (P55 — & 3%) ipbtables k%5 . ‘& nI LAEH LL iy
AT

service ip6tables start

Ff ipbtables E RS G| ST BRIAE B, A chkeonfig kA8 k4 (1ia
TTHARES

chkconfig --level 345 ip6tables on
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HABVEAE S 7 AR iptables #H[F], N & ip6tables 7 KF 128 fifryihht . 41
. ZERA] IPV6 RIZ AR SS 225 LK) SSH dEf vl DAE A LU Ak
-

ip6tables -A INPUT -i ethO -p tcp -s 3ffe:ffff:100::1/128 --dport 22 -j ACCEPT

KT IPve BXMITERS, EZ0 IPve {5 E T hitp://www.ipv.org/s

4.9 JRIANE
AR R TR 2 VPG I BRI A ER AT
BOAHHXT LA RS B0 A By T ORI 1) TLHR M PR P9 DG 10 2 4tk By
KIAT B TR R IL Gt (K 22 4 R UL 5 Y X RE A6 7 0 it h 2 4

Mottt s NI AR SRS A DL TG s N 1i) e 4o 8R0S
PLEROR K ) 5 7 A 22 3R, XL R 4

PTTHCE . A AR EAR B B ) LR L

HEAT PRI 2t ST g IR 55 A AZAT #b T /I fE

BATTIN 2V 8 25 Bl (R HR 01 1) BE
Bl RGN B BN SVEERF RS AL IR AR A 2 R e XA R 2%k
NEF KRG RGE T FM R e X BRI B2 s —
QAR LRI N L B AN 20 T HAF R 2R G WA —
AR L

4.9.1 AR

PRI E W AR S A M 26 i Ah ) LA (Outside looking in) F1" i HL
MANE" Cinside looking around).

FEXEAT" t Ak ) LA R D2 I AR IR AN IE AR R ST ShiAE
RGP MR A 2B BIREZ T A TTIER T 1P
Hohitb. A7 DMZ ERIRSE . BEAB KBRS 55 5E . DMZ A"
fE R X" s AR T AE AR RIS (s w) & D) AN RIS AR
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ARG CAIAIEHEICMD 2 BT R NLE N R, LR DMZ a5
AP H AT TN B, WT4EM (HTTP) R4s4%. FTP JR452%.
HFIEE (SMTP) JIRZ-2$F1 DNS JR%525.

FEEAT" H1 R ANE IR DE R, RAERS LEXG M. SFRHT
EIRGS#S SCAFIRSS A8 B E . DARH e B

RPN E BARAN A o SR N IR A AR 2. AR, DA
(2 KU, BB H A2 SIS RE IR L 115, LERRFHLE
W2z AT CAns I 1] B kg P GO el A B B IR
UETEE, 555 MUREIAN D W, WARMNAE, w1 BRI A
WHEEZ, WAZHRGEHE AT WEERK. — BAREARZAh, Rt
SROTBIG T AMEAEGIN . ARAT LUE AR G B Ut o K32 R

B — IR I E FINAZ AR (penetration tests) KX o il I 52 I 1%
SENRZMARI 5. WE b AR R IR B2 T Sl e 20
PRI B AR A 0 R, T AR DU 1 PR R P o eV SR o 1) S R AT
He
W5 W R R RE— AR . (5 B2 SMY I A H R FAN . AT
RS WR—ANKME, B RS IER RS, IR OO W
—.
ARG AR T R AN AR 256 2 6% o A8 FATART 4 il Al TR,
HERLE LIZITEN, JLTATLAE &2 M — SR . N IR A FE PSR
WA AR, R R TRRES RISERE EATEAE IR
(false positive); [FFf:, ]I SLPr EAATERIRITR (false negative).
PR FIR R T SAT IR 2 R A

Btk S &b BIE B a b

FEPR 2 R B WAL I B A e AT

TN FECRG BT 2SR T 1% S B

R, A BT IR R ALk AR

I/ WA BB R R A A
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4.9.2 THMETHR
SR (300 5 T DA MSCSEAS B TP o e 5 BN I B, 5 20 4 P A Do
BHUBTEI ENLE . B ERES L.

BAE RS MR P4 R AE IS e ) AT HRr R I 2 T
I M THAGR R S 2 1 d . W, SRREL. WIRR,
BOL MR, R TR, A TR .
[F1E T 1) README SCPFERBE I 0. ehh, 3 m] DAL b 545
ZAEE, BlnscE. $5R. ERLTIHEREA T ARIES1E .

PR i@ A T U AT (1 K T A IR — /N i 2

4.9.2.1 f#H Nmap kHEHEENL

Nmap #{055¢F GTES10.5 *H. Nmap CLAFHESE, RS i T
WA B T, AT DU P SR ) P 2545 J o 5 B 03 m) DUAE I 2% LA Nmap
SRR T H: A 1 W URD R i 1 o

Nmap i FLEE & d RIS 25— 28 T LR e th I 48 N B A 32
WA Jy Bl B 2 A 3o 8 TR AR B U 75 JE A 1L BB AT IR AE R 4t
Nmap A 7 A 22 4 ik 55 MR I 55 B SRENR B0 T R A7 ki o

49.21.1 fFH Nmap

Nmap AL shell 3275 Figfr. 7E shell #8F, #A nmap 4, Bl
JE AR A P bk,

nmap foo.example.com

A 4 RRTLLR 2R84

Starting nmap V. 3.50 ( www.insecure.org/nmap/ )
Interesting ports on localhost.localdomain (127.0.0.1):

(The 1591 ports scanned but not shown below are in state: closed)
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4.9.21.2

4.9.2.1.3

Nessus

Nikto

Port State Service
22/tcp open ssh
25/tcp open smtp
111/tcp open sunrpc
443/tcp open https
515/tcp open printer
950/tcp open oftep-rpc
6000/tcp  open X11

Nmap run completed -- 1 IP address (1 host up) scanned in 71.825 seconds

Nmap IR 2 0w T 0 230 45 o 1L FR) MR T sRAE A7 IR S5 o IS5 BX T
LERM RS ARA WD .
KT Nmap WHEZMEE, WSHLEN URL LHE J5 k.

http://www.insecure.org/

Nessus & —MIBETE R LAY . Nessus T EA R AV s
IR RGERM % BATE M. FIHEHREE 4, Nessus H AR P UK
BABARE—FEA R BRI SeRRE . BHUHE. SR
TWIA%E . Nessus ] fiess N BLECER . Nessus AT it GTES10.5
W, AR, T Nessus 25 R, WESHELT URL 1Y
B 7 Mk http://www.nessus.org/ .

Nikto Z—AMEFH CGI (AFMIEE M) F#i#E. Nikto AU E & A
CGIl JiHMIfE ) o LR IR T RAFIISCRY . AEIZ AT FEF AN 124740 1)
TR . T FR T Y R S5 B AR CGI A, Nikto 22 X LU iR 4% #s 22
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AR EAR T H., Nikto BA#AFEAE GTESLI05 1, AR H. KT
Nikto ) ¥ £ 5 & , ™ L7 L URL L #% 3 -

http://www.cirt.net/code/nikto.shtml

49214  WEHEEHRTEE

R H AR BE8, nTRMER I &f TR, X T HA R T I8 M.
Novell M), AT+ Windows FR&E. Linux RN . PATIE N5

ANEE B AT RE S A AR B 2 Ak N B e A AT L B /PBX Y
ZEUTE . —SEPHINES, I war walking —— RSV BE &5 K (0 2ok
FHELLEMB I Tz —— VR0 DT E RS, 50,
AT DAL FELE AR IR I 5 v

4,10 N

WA P AR o TR M H AR, B RS AN T RS
PR AR DR B IR M R GE . DL IT AN e RS I 2% o B B B 22
AL A TE RGBT I R BB, IXRE, AT A B ST 2% 2R
JEI AR S R . N RAEIIZR ST (Intrusion detection systems) sl 15
T BEOXFE SR RS .

4.10. 1 NMRRM ARG FHIR

MNMZEMZRGE (IDS) & —Fh it RGN M 2 EREFBIBENF (B
AARAEFE SRR ERE B 4o 1DS RIS 7 15 DL 57T g K
FARRE s EZEAT IR 2 H A A SO 7 0 AN IR (1 3R GE e 1 b 75 1 24
R EE (AN

IDS #P ARG oIl WL, BRSSO M2
FARGHCE P IOIT T B se i PEAEA5 o AR ARt A A KA D 7
e, A 1DS A UM E ER L DA .
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4.10.1.1 IDS 2%

FEAR 1DS FIMES RS BT EE AL i Bl 40 o W ol 288 700 55 FH TR 0 v S L
GRBENIH. AT IDS KEM., %35 IDS Muhhe. MLAAE—A
AL 2 AR AR R T R 8 1DS B HII.

FEEL DS EEIHYE (knowledge-based), ‘B4 FH—N 5 WL ek (R 30HE 1A
NIRRT S ST R b, BF %47 5 (behavioral)
1) 1DS, EATIERER AT S TR A, X i e YA A AR
fEhbRR . L IDS JEAE)R QBT IO ARG, FUE R Wi B,
IR AR ATy 4. HE IDS SRS ARMER R T H . Bk
MECE . TR LT DURE BRI E AR, HRalE— A mKmAR
Rl T 2 A A I 55 8 S RN B A e 6 3 B IR R 31 550 FH TR BT
TERUAE PR B A o

AL B R WL IDS 2 T A WL Chost-based ) FH K& T M 2%

(network-based) [¥] IDS. T EHLY IDS P& P E e —F. &
RO ENLEATE —ANEMERL . AN ZEHAL TS, 2
LY. FT LI 1DS T8/ AR IE L BN WL BT e ) —
AN IEIE . B BOA R SRR S I 5%, U AE rT B R b
VP2 BHUAAA BTS2 (1 2% 23 AU g A R

4,10.2 EFFEHLH IDS

KT ML Chost-based) ) I1DS 434 JLANT5 ISR A 2 il Gk B 45 9 #8
& e NG 3D AR CRESMH IR Hdt. 5T EHL IDS %
BT HEHE (W R RS S, I kEESS), FERE
PEANE L OB 1) A AR PEEAT B . UNIX F Linux (1925 T 411
IDS KEALH] syslog i A HARE ™ B MK X 23 Fr 2 e S e

%% sysklogd KR4 5t v LA syslog iy A o 12 K1 £ 4 4 4 A
GTES105 . ‘B4&fft T RGtid S ohe DL RARE N E B hfe. T F=0L0
IDS i & e Mg RPN SE N H S Re s AE VR 200 HA&S
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e B SR BRSO RGOR IR T S AR S TR eI RS
IRk H RS DL B R AT

BT LML 1DS IR wT LIRS TSR AN AT AT SCAE I e e . ek A g
S CLLRAE B BRI AR SCAFD (8%, JF 8] mdSsum (128 7
S5 B shalsum (160 RLAFVE) 2 FRIKITH RSO 2 TR RN RS0
MR (checksum). A5, ZET ML IDS FLIXLEAL I AN fRA7
B ANGESORICE R I YT PO S B SO R IR AN -5 S AN A SCA S
TRAFMIEAE . ORI TAEIANIERCZ AL, IDS gliox it i 7 IR A% I
MUK A B B

4.10.2.1 Tripwire
Tripwire 2 WAT AT Linux B2 T EHLEY IDS. Tripwire, Inc. &
Tripwire FIJT AR, EATHHE RN Linux BRAHZE GNU A L4 E
M4 IFIC T PRS- ripwire WH B HE/E GTESL10.5 H, BIBAHE K.
Tripwire 7& http://ww.tripwire.org/ 7] LLERS .

4.10.2.2 RPM fEA—#F IDS

RPM R AU BEAS (RPMD S o — AN AT A HVESRE T AL IDS AR .
RPM & &K TAMBRMAE LN AL ST R I &R
GESCAE R AT PAT SO C B DA B B RN, X SR S I B A TR A
.
LR AR AN AR T — 28 m] U RAR IS GTES10.5 R4 X {58 i vk
i) RPM T3

rpm -V AL FR
-V OEITURS B ek T Y 4 package._name™ [ AL P K SR B %
WAl BT TR, Xt E s b T S ARG — I
RPM  Hi30 5 50 357 LA AR WS B I %A 45 1 T AR, Bilin.

S.5...T c /bin/ps
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W2, XU OB T « R EE T BN ZIR e (R e
BRSO Jete H RTC B SO D 3 A2 I R & I 1 T T 42 2B A 21X SR
WAL, LAUFAIRMRE T RARE KM X AR CEgF o
S5..T) 5 e

- Bl B B A R

? - WKL T — O TR BRI SO, SRR AT R SO AR )
S - M RIL T 17 L de ] 22248 ZR B8 (R SO AR K R /N 1) ST
5 - R ABL T — i MUR AT 2R K] mdS B3 AN UL IS K S F
M - P ARSI ) S A B ST 2R A A i3k

D - IS I 21 32/ U0 5 R AN VB IR ) e 46 A

L - WP R B AR B ) — AN SR AR AT 5 B

U - SR $ 20— P BT B e i St

G - MR HR 3 — 3 2T A & e R (S

T- AP IE RS mtime ALK 1

rpm -Va

-Va SRS I 228 T IR, R IR I (K R Ak CRit -V
TEIARALL s AEFE th T e AR A 228 T I, A 2EE -V Gk
.

rpm -Vf /bin/ls

-V IETRAIG REAS 222 T IR A R B SO o S SRR T S PR i
B M BE RSO, XA ETURARA A
rpm -K application-1.0.i386.rpm

-K ELCHF RIS RPM BRSO md5 IR GPG &4 kiR
HH o ARAT LR B SR A £ AR AR 2B AR A0 2 5 B Turbolinux Bi#k T 4k
PN GPG AHMMMZEL T . WA IEHB A NS BR—4H
LU ARABLA ¥ R =

application-1.0.i386.rpm (SHA1) DSA shal md5 (GPG) NOT OK
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(MISSING KEYS: GPG#897da07a)

TF 2B R 4 IV R AL 5 b RE DU, RN BT 1A . Turbolinuxt,

Inc. $itifk, AW Re & FHEM.

PRM & AN K E R, 3L 20 238 AR RPM 3R, S A

PR TR IAIE X — i AT WIRTE %% T GTES105 Ji, 4

RPM %#fs i H3x Civarllib/rpm/) &6 2R B E (Wedit) b, XFERE

i AR S B T AN AR ) R e T B PR A 36 SO Rk A4, TR
AT R AT RS IR B R 2B AR 36 5 A

4.10.3 FEFMLKK IDS

H T M NI R GERZE T LRI R e TAE T AR %
TMZE IDS (v AR A ol 5 s BN H I 28 4L gy
AUFE R, IFEATESED VRIS K B — MRS . MR I LT BE 3 4L,
FET ML) 1DS W LU E B O A M 2B R IR A, IR R
PAFEEYON . AT EGRE G, e gy L ALK G AT
S SO AT PP AL, DR 2 A 2 ) A B3 T AR 20 ) A I S 5 3 i DL )

B A ELIE D9 E LY FRRIAL S 7 T K, JE T4 IDS DBk sz
KA FE AT, BB A K X 48 55 3 1 1 D A i T B £ 4 1)
IDE fRZ4VE. %1 TCPNP Wil A K24 in) @, FFARHIZE . AR
A DAS LT P Va7 R I 1B By 1 b 2 5 R P 48 15 30 BT R R 22 4
R A LT XS A g

IP {5 (Spoofing)
EEEGIE e
arp A4
DNS 4 FRAl oA
PN G
ZHIET M IDS 77 E40 FHUR SR W& 1 %15 B N TR A% (promiscuous)
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B BB A A AR AN G I 4 AL . R A AT L
ifconfig fr&k&E, il

ifconfig eth0  promisc

BATANHR RN ifconfig < BorH eth0 BLZEALT V2% (PROMISC) A .

eth0 Link encap:Ethernet HWaddr 00:00:D0:0D:00:01

inet addr:192.168.1.50 Bcast:192.168.1.255 Mask:255.255.252.0
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500
RX packets:6222015 errors:0 dropped:0 overruns:138 frame:0

TX packets:5370458 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:2505498554 (2389.4 Mb)  TX bytes:152137517 (1450.8Mb)

Interrupt:9 Base address:0xec80

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:21621 errors:0 dropped:0 overruns:0 frame:0
TX packets:21621 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:1070918 (1.0 Mb) TX bytes:1070918 (1.0 Mb)

T — AT tepdump T H, fE45F 5 WL A (K97 & -

tcpdump: listening on ethO

02:05:53.702142 pinky.example.com.ha-cluster >\

heavenly.example.com.860: udp 92 (DF)
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4.10.3.1 Snort

02:05:53.702294 heavenly.example.com.860 >\
pinky.example.com.ha-cluster: udp 32 (DF)

02:05:53.702360 pinky.example.com.55828 > dns1.example.com.domain: \
PTR? 192.35.168.192.in-addr.arpa. (45) (DF)

02:05:53.702706 nsl.example.com.domain > pinky.example.com.55828: \
6077 NXDomain* 0/1/0 (103) (DF)

02:05:53.886395 shadowman.example.com.netbios-ns >\
172.16.59.255.nethios-ns: NBT UDP PACKET(137): QUERY; BROADCAST

02:05:54.103355 802.1d config c000.00:05:74:8c:al:2b.8043 root \
0001.00:d0:01:23:a5:2b pathcost 3004 age 1 max 20 hello 2 fdelay 15

02:05:54.636436 konsole.example.com.nethios-ns > 172.16.59.255.nethios-ns:\

NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST

02:05:56.323715 pinky.example.com.1013 > heavenly.example.com.860:\
udp 56 (DF)02:05:56.323882 heavenly.example.com.860 > pinky.\

example.com.1013: udp 28 (DF)

AUER], HAEA AR St 23 tepdump $3F LK

HAR tepdump 2t —MRAHRIPEE TR, EIFAR —NHIER IDS, P
HE IR HTERR IS5 4. tepdump SEFTAT 23 4UE BAS I AT LT
By br Ao H &GS — M IERIR 1DS 20 Hr 4l Frid ¥ fER)
BRI d . JHE AR MR H &

Snort J&—A> IDS, ‘& AEMEHER ] I M il SR R M A5 TG B, ARV AE
PR LN A0 LB . Snort A ARHER libcap FEAT tepdump £ 4 73
ALK i o

B T e MIZhRESL, Snort [ 32 AL AR P 3 o R B RFAE 1 R S
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Snort 45— AT L b FL 150 SRV BT 5 7 1 AS T S (e e . )
J T U B 7 P 25 Tk R B ARG, DA S Snort FAE IS 251 o
(f7 T http:/Avww.snort.org/lists.ntm), BRI Snort A = 0] LA H
2. KR IE SRS RAE Snort Bk EHT B AR I3 T4 1) 1DS.
Snort M BALIEYE GTES10.5 i, THIAPELHE, A LUK EHEAT A

.,

4.11 RE HIF

WWR ARG, LAETALIEM RS SREFER A, WRHERkS 4. £
i P55 4 o

IRVREATFARRELE, WA BB A RS54, i REL
A% 2R T PR, REROL AT 1A, U I AR A 5%
PR BCHE 5 AN XA B R G AZ M T BE 2232 5 ) I 2% v b 2 oK
RGN WUCK T BB T A fEVFZREOLT, AWML, &
O T LUE B EOR 2O R AR R A, KR T B MY R s
PR DY RAGY T IR AT AN T, SRJE RS2 R A I FR G O R £ 2
PEIAEEH

4.11. 1 EFRZERSA
BT 503 1 T 7 2025 2 B A2 S IR ) R 6 v [ T AT s AR AR T R T
FOE RIS IR . T SRR R R B (S AT (AT (0 4%
PRI T FBEA BB SL, ARIT, SERE I T T 2B S K TR)
WA T3 R, N A il (K B, R o1 i R At 2 b
KRG

4.11.2 BRGITHT
PR VRS R I R GATAN T o IR VE AT K L s
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A SN LSRRIk T2 T D2 e i bR T RGN
FE AR TS SRR S . AR R A R, B A% A
SZHRGATHN T A 2SR S R Gidr 4. LU shell k%
BB BEVE IR MAIAT o A% BN AR (KA TR

4. 12 F WL IR BT A R R B R 95 1
I T MR R SR A B R U vk A T 2
S5 PO S VRS2 0 S35 ) b R

4.12. 1 % WL A A A Bt

R 4-3 VEAHIAS T LR WA A LA R AR B R I N 1 o
G IX L WA oG BE T i Es 3 i 5 e

TRHAIR | i ik

A B | VA O R | R R B KR VPN R0
WES | B ™ b AR B T | AR (NAS) Hhide s o
BIBIN O A BUREE | AEVF 2l I T I ERIE R S, Rl Mt
HIZATYE Linux B9 |A7IRE1G 0S, 41 UNIX F1 Windows
IR 55 BRI 14 | v i AR W

(GTES10.5 1 I A, | B BE GAAT I e /2 A0 1) G — AN AT
T, SKFRAT N AE AR | R T A B R . X
CLn s dr 2RI 8D | 22 ok R T 3ZA P Ik 2 I NAR
g o HTERANI .
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420

TsAA

i

#iE

BRIt 5
w4

ZARERFSA N SICH T
TR Al AR H
BN 2 A PIT N AF
WA, R A
20 AR T AR T TR A
E A, A fE
FTNAT TR () R A %
(K FH R T LAASE FH AR A
S veI, AL
DR R S

FETCER Vi ) o5 R0 TUAL B 1) 2 A R4
AR TR L.

CIPE @5 —AH T /RGN FS %1,
TEEE NP IREETT, XA B A L2004
.

P e
( Spoofi
ng)

RA T RENL A 78 AR I
A R g% bR AN
R EAEIREIIRSS #
TR, IR A
Ja T TRE P BRI A
KSR IBORT IR AR 199 2% 55 Y5t
IR

EN=

BT “MRE” ZEREEI TCP/IP
SYN-ACK 5 fiFh K W 1 21 H 45 &R 48 1)
B, EE R (R
R R AT DA B Bt 2 X T
o
EEHTEERE LT HEF
Ji (source—based) 5 IFF A IR
% (N rsh. telnet. FTP 2G4&),
F1 PKI K IL® H 7 ssh 3%
SSL/TLS M5B E AR L, IX PG E
BARRAHAREM
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421

WA | ik /i

i T3 55 W 4 % ) A | 3K 2B 2 BOAE 8 4l ST AR A S iy
VR S SR | 3 (i Telnet. FTP. F1 HTTP 4&4)
eIz S E . | RAE.

TR AR & B4 LAN |
1 —A> ORI R G E AL T8
W AP DA T R B Bt
J730 (i IP iR s ) A ) K
9EIXAS LAN BRI RE

74 5 L5 o 2 A R RAT A
Ay LRGN B B AIE s 50
AR

421
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422

TsAA

i

it

5595

Wi & A IR Eis AT
(¥ A i 55 b - HR sk
S s XA 5 5
Wil & m LA fE e AN R
Ll R G LRI 5L
¥, HEIEREWE &M
% ERHE RS,

KT HITP fIRSS, 4 CGT, {E4hAT
TR AL RIS shell J7ii
59 1o BIEAE A — 42 TR R H
KIGAT HTTP JIRss, Buitid vl Lhisk
HC B SO R 4 . B, B
GO LIRS “HR4aIRS 7 Bk
JFR G 98 YR B G Sk Fo A
PSS .
LEFFRFIIAR , BELE R 45 vh (155 25
AIREE A R B XL (e
ZEMIX s, buffer overflow.
i AT DA A KT 2 A
SRR AL A, 3 BURS
Bt I Budig e fi—A g dn 4
IR BB LA BUdi 56 A IR A Bl
il

TR YN AZ AR R IR 25 AN DL A
EHOMEAT s FRIN 215G K T R 1 5
24440 (I CERT I CVE) [4h T
R 5T

IR SR g
55 1,

Wil B ARSI ARG T
PEub N R R (e
PR ) T4k
BREEIFRAT R G
(CNE AN R N 6
TR RS AR S L B
TR WA

A il 0 L IR 48 S B W A
FHI PSR Ao P AR ol 60 52 1 2R 56 4 )
JHBAT i 1 R I e Sl R ek A
RIS 8RR F Al
FTTFANE FR I 1) fe ko P Sy
R A i T L

422
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423

TsAA

i

it

AR AR Sl AT X 2 A
W26 (A B AL, by
H R AE 25 K U
M.

AT LS — SRl i, PR LT
P12 PR AT 25 B BT I BUERAT B
. BtAh, il Turbolinux F%%E H:
ERGE RS K B 3R LR
A T LAYRAR N H 22 Fh2z A B iy
KH A

246 IR %5
(DoS) It
N

ili 5 ol — ik 0
gy HARKLES (5548
B AR R AR KR
RS 7> ALK
XA HUR IR 199 265 B
G R Bt . X
AL AIEM A
B

ERERFHREZM DoS FHl K BT
2000 F. JBR B — kiR i
WPEH (ping flood) Wiki, &4 JL
AN v R N A 59K R G
AT (zombies), BRE S0 4%
5 AU LG AS TG B AR K I B VAT
TBURT P99 32t S B T e o

o A A IE R (R i
), AT A Bk (1) B E R JR LR
FESBHREE.

fEfE A iptables FIZEfEL snort HY
W4 IDS BRI ML 3E CTETF
rfe2267) Jrii R, 45 B O
BB A DoS Kk it T ¥y
.

4.12.2 HHAEwA

* 4-3. F WIsTF H

THIFERKTFI2E T AIEE GTES10.5 RS . SF4R3ERE. MRl
FH I e LA i 11 o % FIRIETT LAFE fetc/services X #k3I. ZEAY
F i H B S5 4R R CLANAD 1152 135 4 1) S W sh 2 e 5 5113,
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424

15Z2%LLF URL:

http://www.iana.org/assignments/port-numbers

R 4-4 IS THE IANA 8 XIMFE A . 18 GTES10.5 HE&EK
Z-f45 FTP. SSH. M1 Samba fr)ER DA H o

i SR /R B R

1 tepmux TCP it k5% 2 B 52 H

5 rje LR

7 echo Echo fRk%5

9 discard T RN 23 R 5%

11 systat M TH2ZEEET M350 1 RGNS

13 daytime 2 SR N H IR i)

17 qotd YR T I N IEAE H R

18 msp ERSY 2=7I30

19 chargen FRFARSS s RIETCALBE A5

20 ftp-data FTP £ic4 iy 11

21 ftp SCAEAET Y (FTP) 3 A7 i
SCHEIRSS B (PSP AfEF

22 ssh 44 Shell (SSH) i

23 telnet Telnet Hi%%

25 smtp ] FL IR A F A Far b i (SMTP)

37 time INAETRTINAS

39 rlp BEIRE LMY

42 nameserver | FLIKI A HRIRSS

43 nicname WHOIS H s¢/eds
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Wi 555 /2 AR R

49 tacacs FHF3EF TCP/TP 463k A ] ) %
Ui g T 428 125 U el 2o R T

50 re-mail-ck | ZEFEMBAEAS A HHX

53 domain W44 %% Clr BIND)

63 whois++ WHOIS++, 4 Ji& T #) WHOIS JIR4%

67 bootps G0 (BOOTP) fi4s; M#izhz:
FHUEE Pr (DHCP) fif 451 ]

68 bootpc Bootstrap (BOOTP) % /'; sl
TN E Pr (DHCP) %548 ]

69 tftp NSO CTFTP)

70 gopher Gopher H.HXRI U4 S A &

71 netrjs—1 RNV IR 5%

72 netrjs—2 RNV IR 5%

73 netrjs—3 RNV IR S5

73 netr js—4 RNV IR 5%

79 finger HTHABRAGFRK Finger RS

80 http T IT4ER VWD Il 25 f 8 SCAAE:
i (HTTP)

88 kerberos Kerberos MZG5GIF R4

95 supdup Telnet WYY FE

101 hostname SRI-NIC WlL#% b EHLA RS

102/tcp iso-tsap IS0 JT &AL (TSODE) 4448
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waS /2 E R

105 csnet—ns MBHG 42 BRIk 55 2% ik CSO 42k ik
-2l

107 rtelnet WFE Telnet

109 pop2 M R MR A 2

110 pop3 Mg Sy o SR AS 3

111 sunrpc H T3 2 iy A AT I R o A2
(RPC) B, # &0 &R 458 (NFS)
i

113 auth AN IE= R AR AP N7 BIVe

115 sftp LA AAR MY (SFTP) ARSS

117 uucp-path Unix %] Unix EHIPY (UUCP) %
w5

119 nntp FIT USENET 8 & 45 1’9 4% 5 1)
FEHTHMY (NNTP)

123 ntp DX 255 s Ta] Hp 180 (NTP)

137 netbios—ns | 7F GTES10.5 14 Samba ¥ FH ¥
NETBIOS ##JIK%%

138 netbios—dgm |7 GTES10.5 "4 Samba f# FH K]
NETBIOS 4RIk 45

139 netbios—ssn | fF GTES10.5 14 Samba ¥ FH ¥
NETBIOS £:if/IRk4%

143 imap TR S AFECEML (TMAP)

161 snmp i AL DR 4545 BRI (SNMP)

162 snmptrap SNMP [ ¢ B

426
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Wi 555 /2 AR R

163 cmip-man Y P B (CMIP)

164 cmip-agent [ HEMF BN (CMIP)

174 mailg MATLQ H 7 IR A% iy A 51

177 xdmep X R B FEHI M (XDMCP)

178 nextstep NeXTStep & R4 %%

179 bgp 15 P25

191 prospero Prospero 73 A ARG Ss

194 irc FLIER P 4RIER (TRC)

199 smux SNMP UNTX % 8 H

201 at-rtmp AppleTalk %

202 at-nbp AppleTalk #FRgpsE

204 at—echo AppleTalk echo JIR%%

206 at-zis AppleTalk XHfs

209 qmtp PRIZIBAEAL S H L (QUTP)

210 239. 50 NISO Z39.50 #i# )%

213 ipx HLHR 45 03 A i (TPXD,
Novell Netware PR3t IfI5H it
rid

220 imap3 LR A SOCA 3

245 link LINK / 3-DNS iQuery H§%%

347 fatserv FATMEN SCPERIREHE B 0 IR 55 2%

363 rsvp_tunnel |RSVP f¥i¥
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428

Wi 555 /2 AR R

369 rpe2portmap | Coda U RSt 1L 2%

370 codaauth2 Coda A RGHEIR ST

372 ulistproc UNIX LISTSERV

389 ldap I H SFAFHML (LDAP)

427 svrloc k550 E L (SLP)

434 mobileip-age | I HILM M (IP) fREL

nt

435 mobilip—mn | AR TLEEMPIL (IP) A BEAY

443 https LA UM (HTTP)

444 snpp NI 25 43 UL

445 microsoft-ds [l TCP/IP [A)IR55 253 Bk (SMB)

464 kpasswd Kerberos 14 FIEH R SSe i i 4%

468 photuris Photuris £¥i54H&%E B MY

487 saft ] AN FROCF ARk (SAFT) Bl

488 gss—http T HTTP MM %2 4% (GSS)

496 pim-rp-disc | T WAL Z LSRR (PIM) JIk
S W4 A R (RP-DISC)

500 isakmp I 22 A % B R A L A B AR
(ISAKMP)

535 iiop LI RGPy R B4 Sk AR B B 1
(110P)

538 gdomap GNUstep 43 A 2 Xf & W 4 2%
(GDOMAP)
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429

S /2 E R
546 dhepvb-clien | B FHAHUELE PN (DHCP) A 6 %
t J
547 dhepvb-serve | B FAHUBLE P (DHCP) RAS 6 iR
r %

554 rtsp SEHF R B (RTSP)

563 nntps T 3o 22 A A e o 2 10 WX 44 1 [ 4
P (NNTPS)

565 whoami whoami FH ) 1D %l

587 submission 478 S AT AR (MSA)

610 npmp-1local IR 488 AL BE B (NPMP) A3 /4y
FiCHERA R G (DQS)

611 npmp-gui W 2% SR B A BRI (NPMP) GUT / 4%
FiCHERA R G (DQS)

612 hmmp—ind HyperMedia & ¥ (HMMP) &7 /
DQS

631 ipp HIERMFTERFRL (TPP)

636 ldaps Wil B EEMERNE UM
P (LDAPS)

674 acap R RIS B A BCEY (ACAP)

694 ha—cluster T A a0 B IR
%

749 kerberos—adm |Kerberos JAs 5 (v5) ] “kadmin”
Hd R

750 kerberos—iv |Kerberos A 4 (v4) JR%%
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waS /2 Z R
765 webster X 2% ] S
767 phonebook X 2% B 1
873 rsync rsync CAFFEHIRS
992 telnets Wit % e ERTI)ER Telnet
(TelnetS)
993 imaps T 22 A7 )2 B LG T S AF
IEM CIMAPS)
994 ircs TH 3ok 22 A A e 1 LR Y R 4k T
K (IRCS)
995 pop3s JH I 2 AT E IS SR PR A 3
(POPS3)

* 44 F A

# 45 FIZET UNIX KA 3 o SR T AL R 2560 UE A5 IR 55
BTG S WA PR (i [service]) s a5 (1~ 9 bR 44 Bk 850 F 3 44

wWOS /| ARk TR

E

512/tcp exec H T3 RS AT BRI T IR

512/udp biff [comsat] | FP MR (biff) Flk%: (comsat)

513/tcp login TG (rlogin)

513/udp who [whod] whod F ) id sk s bR

514/tcp shell [emd] | FCiCKAZFE shell (rshell) RLEFER
Hl (rep)
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431

i 56/ 2R R

=

514/udp syslog UNIX &4 H SRS

515 printer FTEWL C(lpr) ARJBAL
[spooler]

517/udp talk Talk JREXHIT RS A% )™

518/udp ntalk MR (ntalk) , ZFEXT RS A%

F

519 utime UNTX B[R ER Cutime)
[unixtime]

520/tcp efs TR 2RSS % (EFS)

520/udp router EBAE B (RIP)
[route,
routed]

521 ripng AT HEH P RAS 6 (IPv6) HIEEE(E

)87

525 timed IN ) 4P g (timed)
[timeserver]

526/tcp tempo Tempo
[newdate]

530/tcp courier [rpc] |Courier EREFEIHA (RPC) #piX
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432
i 56/ 2R R
=
531/tcp conference LI AR TR
[chat]
532 netnews Netnews 3 [# 20 Ik 55
533/udp netwall T %S #&1 Netwall
540/tcp uucp [uucpd] |UNIX-to-UNIX & #HIIKk%S
543/tcp klogin Kerberos fig4s 5 (v5) mFEE R
544/tcp kshell Kerberos JitA 5 (v5) fE shell
548 afpovertcp AR (TCP) B Appletalk
AR (AFP)
556 remotefs Brunhoff HJIEFE &S (RFS)
[rfs_server,
rfs]
F 4-5. UNIX B4 R 1

£ 4-6 FUZET LR FNRAEAL I A TANA AT I AR I SR 41 2 iF
A 9

U5 1R | B TR
1080 socks SOCKS [ %t [ I i AR R I 55
1236 bvcontrol Gracilis Packeten [ £ % 4 it i il & i
[rmtcfg] -45[a)
1300 h323hostcallsc | H.323 HLifl E 45 L i %2 4

432
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433

i S5t )R | AR R

1433 ms-sql-s Microsoft SQL JIz45 %%

1434 ms-sql-m Microsoft SQL it #%

1494 ica Citrix ICA &7

1512 wins Microsoft Windows LB ¥ 4% Fk i 55 %

1524 ingreslock Ingres %3 EE B R 48 (DBMS) #i5c i

%

1525 prospero-np | JE4FALK Prospero

1645 datametrics Datametrics / MY radius it H
[old-radius]

1646 sa-msg-port sa-msg-port / MFETI¥ radacct 1 H
[oldradacct]

1649 kermit Kermit SCAFALAANE B 55

1701 12tp [12f] 92 EABRERS (LT2P) [ 32 AR

(L2F)

1718 h323gatedisc | H.323 FIHSF T3 B R BIHLEI

1719 h323gatestat | H.323 FLiL 7 [ I3E BN A

1720 h323hostcall | H.323 HL A RFHLIE

1758 tftp-mcast NS FTP 414%

1759/udp mitftp AN ICAE FTP (MTFTP)

1789 hello Hello j# H #1847 b

1812 radius Radius &5 % F A bk IR 55

1813 radius-acct Radius itk

1911 mtp Starlight 2% 2 SEAALRIEML (MTP)
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434

i S5t )R | AR TR

1985 hsrp Cisco Hha JH K i il

1986 licensedaemon | Cisco ¥F A& HL sy 3 ki

1997 gdp-port Cisco M KILMML (GDP)

2049 nfs [nfsd] W% SR GE (NFS)

2102 zephyr-srv Zephyr 2 A7 2RI v B R 452

2103 zephyr-clt Zephyr %7

2104 zephyr-hm Zephyr FHLEHES

2401 cvspserver HATAZRS: (CVS) %) | RS A
1k

2430/tcp venus T Coda 3Cf%& %t (codacon ¥i1)
1) Venus ZE17% B8%

2430/udp venus M T Coda XX ff % %t (callback/wbc
interface Ft1H) H Venus 21745 B3

2431/tcp venus-se Venus fEfzHL (TCP) 1&EIEH

2431/udp venus-se Venus i P di R Ui (UDP) [ iIE
H

2432/udp codasrv Coda U Z GRS B

2433/tcp codasrv-se Coda &4t TCP HEIVEH

2433/udp codasrv-se Coda 3 f+%&%: UDPSFTP gI{EH

2600 hpstgmgr Zebra ik

[zebrasrv]
2601 discp-client discp % /; Zebra HEH K shell
[zebra]
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435

WIS 2 | 2K R
2602 discp-server  |discp k45 ; i BEAR B BT kR
[ripd] (ripd)
2603 servicemeter | fk45ihE; HT IPv6 [ RIP sp4 iR
[ripngd]
2604 nsc-ccs [ospfd] [NSC CCS; Fs ks A o s 3 b i
(ospfd)
2605 nsc-posa NSC POSA; i 5t P 45 P i3 57 4 ik 72
(bgpd)
2606 netmon Dell Netmon; -+ IPv6 ff) OSPF <y4"
[ospf6d] HEFE Cospfed)
2809 corbaloc NG R HA R (CORBA) firs4
M5 e A ds
3130 icpv2 HIRMZAA D IRA 2 (v2); # Squid
ARELEAF RSS2
3306 mysql MySQL Hdi I 5%
3346 trnsprntproxy | 3% HIALER
4011 pxe PATHIIREE (PXE) HRSS
4321 rwhois R Whois (rwhois) JI#%%
4444 krb524 Kerberos fiiA 5 (v5) FIfRA 4 (v4) |]
AR
5002 rfe THBLUKM (RFE) S5 R4S
5308 cfengine Jic & 5% (Cfengine)
5999 cvsup [CVSup] | CVSup SCAFAE A 5 TR
6000/tcp x11 [X] X HWHRGEMNSS
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436

Uty 156G /)2

EL i

7000 afs3-fileserver | Andrew CfFRZT (AFS) SRS

7001 afs3-callback | Fl 45 22774 LGS ML AFS Ji I

7002 afs3-prserver | AFS F /0 RIZH B0 I

7003 afs3-viserver | AFS SC{F35 4 B4

7004 afs3-kaserver | AFS Kerberos %l JIR 5%

7005 afs3-volser AFS UG PR 55 4%

7006 afs3-errors AFS FERERE RS

7007 afs3-bos AFS A A i fe

7008 afs3-update | AFS Jud5 st 21 I 55 4 SFT &

7009 afs3-rmtsys AFS I FE A7 45 PR AR SS

9876 sd IP Z ALk I 2GR 5

10080 amanda i 2 Maryland  F 2y 1) 2% fi 45 U9 R 4%
(Amanda) #&4HR%%

11371 pgpkeyserver | K 472 fA (PGP) [/ GNU [afh 1L+
(GPG) AHMSS %

11720 h323callsigalt | H.323 M5 52

13720 bprd Veritas NetBackup &R ~F4'3E#E (bprd)

13721 bpdbm Veritas NetBackup % 4 /% & i #%
(bpdbm)

13722 bpjava-msvc | Veritas NetBackup Java / Microsoft Visual
C++ (MSVC) il

13724 vnetd Veritas 4% T A

13782 bpcd Vertias NetBackup
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i S5t )R | AR R

13783 vopied Veritas VOPIE  S6lE ~p 47 3E 72

22273 wnn6 [wnnd] | BT R R ST

26000 quake Quake (LARAHIGMD 2 NI 55 45
26208 wnné-ds wnn6 44 L7k 55 4

33434 traceroute Traceroute W% FRER T H

bas

a. letc/services RN R %510 1236 #EM R “bveontrol”, {HEEH
B Gracilis Packeten CFRACE RS ZATH . IEX IS FLATK, K
M RS R 500 4

b. 7E letc/services TRIERE: il 2600 % 2606 i zebra LA L
MR o FZEAFORBETN A FR, # zebra A8 HH A W44 BB 51
VFIED

c. letc/services SCAFHIRITIRE: i I AENTY wnn6, {HJ2IETE FreeWnn
BT A T AR “wning”

* 4-6. VMR 1

R AT WoR T —ANFEER AL YN (DDP) £ %W 1513 . DDP 1
AppleTalk M4 -yl .

WO /R | AR R

1/ddp rtmp B A B Y
2/ddp nbp LRGSR VX

4/ddp echo AppleTalk Echo Bl
6/ddp zip DA BB

R AT Bl At 8 P
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438

R 4-8 JEA Kerberos W44 56E AR A3 . EFRCIh)r, vb
0 Kerberos A 5 WM. 1, XL OWRHE IANA .

s ESR /R | AR R

751 kerberos master |Kerberos HilF

752 passwd_server Kerberos H4 (kpasswd) R55%s

754 krb5 prop Kerberos v5 MJEfEH%

760 krbupdate [kreg] |Kerberos yF it

1109 kpop Kerberos a3 (KPOP)

2053 knetd Kerberos £ 4y 4%

2105 eklogin Kerberos v5 %% I 55
(rlogin)

% 4-8. Kerberos (LT Athena/MIT) i H

49 B AR D F2 . XL O A BB 2RI GTES10.5
R LRGSR, 8B EAELE GTESL0.5 AETHEHAIE RS
BRI 38 3 £ T T o 1

IR LRV P i R

15/tcp netstat MZRA (netstat)
98/tcp Linuxconf Linuxconf Linux & ¥ T H
106 poppassd S Jd PR IS 12 AR s A

(POPPASSD)
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439

i ghy /2 | S R

465/tcp smtps T 22 A 2 T AL
b (SMTPS)

616/tcp gii TP GEESSFH IR F5)
S

808 omirr [omirrd] BEMLEEE (Omirr) O8RS

871/tcp supfileserv BAFTF L (SUP) R4 25

901/tcp swat Samba J4EMAEHE T H (SWAT)

953 rndc Berkeley TLEXM A FRIEIA 9
(BIND 9) mAEELFE LR

1127/tcp supfiledbg AT (SUP) iR

1178/tcp skkserv [HESCEEINENE COMERE 1PN
55 4%

1313/tcp xtel V= Minitel XAEERS

1529/tcp support [prmsd, |GNATS 4iREREE RS

gnatsd]

2003/tcp cfinger GNU finger

2150 ninstall P 2 2 2 IR 55

2988 afbackup afbackup &%) -2 5510 RS0

3128/tcp squid Squid Jy4kMACFEZEAF
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440

WS /R | ARk TERE

3455 prsvp RSVP 3 [

5432 postgres PostgreSQL i ¢

4557/tcp fax FAX f&hiiikss CIHRSS)

4559/tcp hylafax HylaFAX 2/ -JR45 230 CGHiIR
%)

5232 sgi-dgl SGT A X JE

5354 noclog NOCOL [ £ 45 Af: hLoicd s T 71k
£ (noclogd)

5355 hostmon NOCOL ¥4 £ 451 0o T LI AL

5680/tcp canna Canna H SCFR 4 A S

6010/tcp xll-ssh-offset  |%4¢4> Shell (SSH) X11 % fw#

6667 ired FLHRP R GRSy gk Cired)

7100/tcp xfs X ARG (XFS)

7666/tcp tircproxy Tircproxy IRC fRHEIR%

8008 http-alt FESCAARAR ML CHTTP) (¥ 55—k
#

8080 webcache JTHER (WWW) 2217 RS

8081 tproxy bR A
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441

W ESR /R | AR R
9100/tcp jetdirect Hewlett-Packard (HP) JetDirect
[laserjet, hpljl |FIZE4TENIRSS
9359 mandelspawn HT X %0 RGEHIAT
[mandelbrot] mandelbrot A4 L
10081 kamanda il Kerberos [f] Amanda £/
R4
10082/tcp amandaidx Amanda ‘&5 K555
10083/tcp amidxtape Amanda R R SS 4%
20011 isdnlog LR BT (ISDN) sk RS
20012 vboxd ISDN FHF bR (vboxd)
22305/tcp wnn4_Kr kWnn #XCHIN RS
22289/tcp wnn4_Cn cWinn "IN RS
22321/tcp wnnd_Tw thnn I RSE (B
24554 binkp Binkley TCP/IP Fidonet M§Z7
A abi
27374 asp Ha b2 BN
60177 tfido Ifmail FidoNet #E#¢ME7T RS
60179 fido ARIA doNet  HL IS AT IF I3 4

R 4-9. RITIHEG H
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4.13 SELinux 4

AFT LT SELinux BRI ZEN2HE, 7630 MR dIR SELinux i i 15 5. 4k
BB e 2 A SRS L AR D N 28

4.13.1 4% SELinux

SELinux, ZZ4#58 Linux (Security-enhanced Linux) , fF % BLSZHL T 98
VS (MAC), fEIH Linux H EViRES] (DAC) JaBk—LatAT
YilAL A, Selinux FEEA G — MM (Flask Z4HES) Fl— #5114
ARG (e BER RSS2 1 22 4 T SR I E 1Y targeted 22 43R B ).

4.13.2 SELinux [f ¥ &

SELinux e i SE B Je (NSA) S% IR —ANIH . &Sl T
Flask 2z AEAE, SCBLT @il vy ) #20) (MAC), $RAERT e il 22 4 Hem (1 e
71, REARHE R GEh AR AR G 22 4 JE SR S e AU o 53 4%, Flask
HESEIE %18 T dpe /N2 ARUIR, B REER A —FhBILH LR L R kA 5k e X
LA

Flask A28 o VEAR T LLASE SR T8 5 R A0 22 4 SR , I 26 22 4 R 0 (1 4
RAGAE )7 FERAR T, RVFIRE SURTI 22425k 0%,  JFae
FOFIE 2 o AEXAMBRL PRSI T TE FI RBAC &AL, g F ™ R
FRR P ER LB I . S A0SR R 22 A4l o

YEBT SELinux JiiAH, NSA I LSM HEZEH SELinux HE/E linux ¥
. #% M Linus Torvids 1@, B — NG — 2 SHEFUHESE (LSM)
fELHE SELinux 76 A HiAth 22 AR gy A 3L

I IF4A, SELinux H ext2 inode [ —L&35 /7 fi PSIDS, XAt 752 K&
TRIRRORAA 22 4 SR v, XREI SEBL T s ol — AN SUE R Gk
Frdf At PSIDS, XSt — M tE IR ZE (MR U7 %8, ANKREIEN. Linux
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MAC HEZEAEH B3 AR I T 2 005 M IR (MLS), MLS A T4k
SESLT ) C(clearances) RISt A& 4k X T 285 (classifications),
FHFszBl L (read-up) A" FE" (write -down). BT —ANFEER
FUMLE FR G v e HATWIRRE 224 400 1) A4 mT LA i B 288 500 1) 24

RBIA R (R BT 2 2% A2 B IO L L, MLS RSO H 56
Py RN ABURANAL — L2287, S0 RGBSR TE, #ifk
RIABLI I ASREVT 1) FIAbATT o

Flask ftzk TIXFHRRGEME, W4 policy enforement M policy logic H4y
BIHK, XE IR TR TSN Flask 1, %4 RGHLE
TRARWIEE, GEWIRB A B A BN A BN SO bR A

T HA RN R AR X T A bR A XA R o
<user>:<role>:<type>, #il{l: system_u:object_r:httpd_exec_t. SeLinux i
system_u K%} daemons SEATFRIN. {8 ] object_r SRE RIS, WXL
RENHIXI . F5H hitpd_exec_t XABR U TR httpd AT FEF
Jusr/sbin/httpd.,

LA o5 A
DRAFAEDT 7] [

SN ARG A b A WA ORI 7R, JFHEIXA SR
GeAr s DUER — R v by 1) I A

444



GreatTurbo Enterprise Server 10.5 445

Sobject
(applicmtion,
poces )
Object (device)
contextla) context{h ! e
| Object il
Subject (men
context{a bl
Palicy
chictooment
sotvet - Secutity
- A
yes o

Binaty policy

[mattix)
= 2 \f5
a

wor danied

Salyed |

4-5 Flask HEZE
Kl 4-5 #R T Flask HE4E, JER—ANV5 /AR, XA EET,
WA EEV R EE] (DAC) g AT, SR )G FHL IR Ui ) HL
il
o ANEMR (AR R L PAT A (i s w
%y HIRREE MR,
o IRBEHAT RS SR E AR AN S E R, IS5 bR K
R AeRSAHmT, T e,

445



GreatTurbo Enterprise Server 10.5 446

o RARSE YR AVC, FEICES RIS SIS IAT IR A . R AE
AVC AT HRE], 75 T2 A IR 45 2RI 7 22 48 B A% N 28 i) — 3k skl 22
A MG E B AT U, R R AE AVC

o WIR A ENE SRVFIZ AR MIXAN A, XA R SRV AT

o WURFENGE A RV EAPAT LU B, BREsiIE e R R
H F$AUDIT_LOG H & X #F, 7 GTES105 A, XAl ¥ &

/var/log/messages.

4.13.4.2 SELinux £ Flask {242 ) —FFSZEL

SElinux J8E JLICK IR 58T, Sl 4 3 Linux 1P A% o« B R I S
AR, HURIRZ AN O . X SR R S SRS 2
M2 SR LSM I3 L2 ik WAZHZ I 4. F xattrs 35 115K
174i PSIDS 75 52,

VBN WAZIRA AR — AN, JRR ¥ 224 bR SCl bR SCmu 2
SID ATHERE, Wi A M ARIATE I, 5 Linux 2.6. A%, SCIFIN %2
4 BN SCAFIRAE xattrs Y, R VFHERAE H O SELinux ETR3C. 1ER Flask
PRR M —SEL, SELinux thliA 1 LSM (S — AN 2% . 5]l LSM
F1 SELinux LLRN T 17 23] 2.4.<x> 251K % SELinux ANAEFE i —A
Al A e A ARERIEAT .

SELinux JF A FHBA #8231 5 IR B AR e FRR IS LSM # Linux
WH%. SELinux M#EEFINE, 33T LSM JiH . SELinux iEBH T LSM
RENS Ao VFHE SR e A VE MBI N, AR ANAE WA . 5], SELinux
AT, ENRZ 2.6.x P, B AR PR A% . SELinux {7
JE—AN LSM BEER, B LSM 7E N IZ 1B FoR A IR bR Id . PO RS 2
[ i 4 LSM A1 Flask #2857 3, SELinux BA i B v . nis et

Flask /% Ri%, AEMe TAEEHZ AR, 1 Linux KARWLE S Flask
AL, Linux 324717 & 1) 2 RS SELinux 2284t k. MWK
KA, SELinux -4 21 P i LA FH ) N i b o 75 B 3R 19 e o

L4 14 Flask J57 411 SELinux #HEL, LA SELinux 7F Linux %Sz

446



GreatTurbo Enterprise Server 10.5 447

B Flask (1975 3CHRAT LR AT :

* fEAEGEHI TE R, R A A o REE SO ) 242 |
IO, BURBERRI 4 RS, AE SELinux MSEILA, AT SERR I X
o £ SELinux W, HOEARL BAT R PEREREMRERE, PrLk, A& S
77 A [FRE, ARTERIRZ BN TXIGRR, HiE, ERE iRk
WA BLERA .

o TIEUERIRE, R RS E IR, HRE DA
SEHIRS . BRAT, wARMSSEE. AVC. SRS O NI .

4,13.5 SELinux ZRESAE Y

AL SELinux 2245k, e NI LeRE, DLRCEI AR R R,

4.13.5.1 HAREM

SR 2 ME SELinux 245 SR NIIEE & o SR e SCT SCAFXT SR I
AREREFIR, A8 AR CORBRBI T BEA B8, JF HARFEA P ARSI
ATUASRAG IO . SRR N RIRERE A I, RIS S5 A ) o

AR HAT 2 AL X SIS —Fh . B, SRR RE
BT LLEAAEAT H AT B SCRA, (Rl e s A A
BAER P EE S, B E 8 TR e 122 4288 user_home_t.
RG22 B, AT ] AR AR [R] ) 5 AR A4 LA TRIRE ¥ 5 2 il
U, BUSEAARE AR FRE, W AR E AT R R A R AL, 3%
SRR T W N R RIREZEM . N SELinux (ARG, IXmkE I
B T A A e, A aetil

M 58 SCT TP, DA BNy AV 1) (A — AN 8. R TR e
WL T VRl I3, A BAVFHAT. BOATEBLT, T B E a4
Fl, PRI SCAFSAUDIT_LOG 3 4nfvar/log/messages. 5K W& 4k 2 3 1k
s ) = WP B ) 1l g8 N

SELinux ALy (g BRI AL T “3-SRAE 7 17 Il Pl o SHEmé R

447



GreatTurbo Enterprise Server 10.5 448

SE T AHDCIREE . SRME A —Fh & I 8 BB S T S . SR
5N GO % ma SRARIUE FH RGN . B0 1 SR h A K md 7%,
XL 0] T4 5 T T M AT A TS B o 30 R U A S8 (1 P A e A B8
L4, %A policy.conf [—¥B4>, policy.conf 55 B i i — it il 5%
W o

FESSELINUX_SRC/HEN H %A v, SCAFRI 20 A 48 FPAN R (K22 o 5 ] A
BRA ) 7 BN [ AR sk o SRS R LA E N B

4.13.5.2 SRIR{RAEFTERIALE
TR s O 5 A <1 [ 2 - T« [ i
selinux-policy-<policyname> i, , =2 ¢ — JE I s g SCfF . Rz, 4
selinux-policy-<policyname> —— sources f0 %3 1 LLG, —HEHISENE nl LA
MIEAS RN K . KT GTES10.5 1fj =, <policyname>; targeted.
* Jetc/selinux/targeted/ —— /& targeted SN HIHE H 5%, G4 3w R J5 04
B
*  Jetc/selinux/targeted/policy/ —— B SNE CLE policy.<XY>TEHAE
X, E$SELINUX_POLICY/HskE % H 3.

*  [ete/selinux/targeted/src/policy/ —— X J& M YRS F A7 bk » A F5 T
H1, $SELINUX_SRC/HIKFE N 1% H 3.

*  Jetc/selinux/targeted/contexts/ —— “Z24x b SC{ ERIEL B SCAF A7 K
Hat, BATI SRS AT SCH s

#*_context* and efault_type —— &-Fh N 228 H 09 L3¢, #iln
userhelper i f (1) userhelper_context.

#files/* A file_contexts BLFEIEAN ARG MBRIN LT30Sk
SO LS T BRIA M I CD-ROM RIS I AR 46 1 BRI R S0

#users/* 1t targeted SEHEHT, A root SCHEAEIXAN H 3. IXEE L
SR vk 8 Bl R S
*  booleans —— JIkAC Fi21T I Booleans. 24 Boolean 1 % 4= A% f i)

448



GreatTurbo Enterprise Server 10.5 449

o, IR BUR L B A

I FH 5 B & B OAS ] 1) SELinux 642, libselinux £k H 1) 26 50T AR [F) R [+
PR B SO RN E SR B AR o SR ] LA 3l S N A P A 4 0 SR 45 72 i A2, ]
LU ] man 3 selinux_binary_policy_path >k 75 FH 5% I e& %5

4.13.5.3 HBIERKRFHIEFHIMAE

SELinux £ RGO I R M (. Db T W ORITA R RERE AR
PRACTERAIS, AER SRR init FEIP AT T — S8R, L fR st
PR AR 1 224 J AN SRS AT I ORI — 3

o ZERENHANE kernel BN, initial FEFEBET initial SID 12242 B M,
T2 P A 22 A SRS I AT ) BT AR i Bh A

*  Jshin/init #:4k/proc, FRAFLE selinuxfs SCHFRSE, WRLAELE, wt
F1% kernel F11) SELinux HiME AL bE A VF I

* WIERAE kernel %A KIN selinuxfs LIRS, BUE MG 3hSHH R
selinux=0, B%# M/etc/selinux/config *F & Il SELINUX=disabled, 4k
B)—ANEA SElinux BEE RS

LRI, init BEFE Rl kernel J5 2244 enforcing=0 5% enforcing=1 k5
SHTHC & S - ete/selinux/config H enforcing H N A1 .

* Ui SElinux £77E, /selinux B in#k.

o init B4 AR /selinux/policyvers Fil/etc/selinux/config H policy HIZS%Y,
R E BRI R AN SFEmg SCESSELINUX_POLICY /policy.<version>,

c Y AREMAS, VIWHLM SIDS & E X, Mg AE
$SELINUX_SRC/initial_sid_contexts H7& SCIIREE o

* e init 2SR R R B T,

4,13.5.4 {4 Targeted ZKME

SELinux M B A S E R E M. Bt GTES10.5 M, Turbolinux S7ZH§

449



GreatTurbo Enterprise Server 10.5 450

PSR S E —— targeted M. (EIXANIRME T, BRAEFRE T targeted
B, WA BRI EAAGZITAE unconfined_t 3. X T &4 LN
unconfined_t [f) 344, SELinux S HEATAEAT R, 48 HFRAER Linux 224,
B DAC. IXANSRME /L0 R, B IE N AN . SFH bR IS4 T e AT
BT targeted SEBE K4, X LGSEH IR I BRAE R BRAITE BT AT IR VS
B2 Ao i IXA T, sp g g B A BB
Fl targeted S EAH ST ) 2 strict SN o strict SEN& I ¥ A fE GTES10.5 1 & A4T .
1 strict SEBE R, B F AR B ARHAE HIE K2 A3, A A ARE R
AR P AE S R 2% 1 . strict SEISARXT E R4 2 .

ALET FHYHR GTES10.5 (1) targeted 0%, L1 J% targeted “y3/ it R4l FH 1)
SELinux ZH 1. X4 targeted <3 LR35

» dhcpd
+ httpd

* mysqgld
* named
* nscd

* ntpd

+ portmap
* postgres
» snmpd
+ squid

+ syslogd
» winbind

SR AT LU iy AT SRR T R AT R 2

450



