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IEE A BEMZORBYIRE T =AM EIET, ERUTIF:

1. Cisco Catalyst 3750X A S

2.Cisco Catalyst 4507R Chassis-Based & #24]

3. Cisco Catalyst 6504 Virtual Switch System Pair (E#EIRX R SXT)

B Mz, Cisco Catalyst 3750X35 S

Cisco Catalyst 3750X2 M HHARIBAF /N T R MERMBMNZ L, BER
10.6.00 IPHEsIEBTER, RARFEF/DBUS00ZITHEENIZSE. NTHEEREYRNK
B, RMEFRNHWEIEEREFRENENIGE DEEEATHEERP IR,

version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname C3750X

!

boot-start-marker

boot-end-marker

|

|

enable secret 5 ![removed]

!

username admin privilege 15 password 7 ![removed]
no aaa new-model

clock timezone PST -8 0

clock summer-time PDT recurring

switch 1 provision ws-c3750x-24s
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switch 2 provision ws-c3750x-24s

stack-mac persistent timer 0

system mtu routing 1500

ip
!

ip
ip
ip
ip
!

ip

ip

ip

ip

ip
ip

routing

dhcp excluded-address 10.6.0.1 10.6.0.11
dhcp excluded-address 10.6.2.1 10.6.2.11
dhcp excluded-address 10.6.16.1 10.6.16.11
dhcp excluded-address 10.6.20.1 10.6.20.11

dhcp pool HQ Wired Data
network 10.6.0.0 255.255.255.0
default-router 10.6.0.1
domain-name cisco.local
dns-server 10.6.48.10

dhcp pool HQ Wired Voice
network 10.6.2.0 255.255.255.0
default-router 10.6.2.1
domain-name cisco.local
dns-server 10.6.48.10

dhcp pool HQ Wireless Data
network 10.6.16.0 255.255.252.0
default-router 10.6.16.1
domain-name cisco.local
dns-server 10.6.48.10

dhcp pool HQ Wireless Voice
network 10.6.20.0 255.255.252.0
default-router 10.6.20.1
domain-name cisco.local
dns-server 10.6.48.10

domain-name cisco.local
name-server 10.6.48.10
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ip multicast-routing distributed

vtp mode transparent
udld enable

mls gos map policed-dscp 0 10 18 to 8

mls gos map cos-dscp 0 8 16 24 32 46 48 56

mls gos srr-queue input bandwidth 70 30

mls gos srr-queue input threshold 1 80 90

mls gos srr-queue input priority-queue 2 bandwidth 30

mls gos srr-queue input cos-map queue 1 threshold 2 3

mls gos srr-queue input cos-map queue 1 threshold 3 6 7

mls gos srr-queue input cos-map queue 2 threshold 1 4

mls gos srr-queue input dscp-map queue 1 threshold 2 24

mls gos srr-queue input dscp-map queue 1 threshold 3 48 49 50 51

52 53 54 55

mls gos srr-queue input dscp-map queue 1 threshold 3 56 57 58 59

60 61 62 63

mls gos srr-queue input dscp-map queue 2 threshold 3 32 33 40 41

42 43 44 45

mls gos srr-queue input dscp-map queue 2 threshold 3 46 47

mls gos srr-queue output cos-map queue 1 threshold 3 4 5

mls gos srr-queue output cos-map queue 2 threshold 1 2

mls gos srr-queue output cos-map queue 2 threshold 2 3

mls gos srr-queue output cos-map queue 2 threshold 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 0

mls gos srr-queue output cos-map queue 4 threshold 3 1

mls gos srr-queue output dscp-map queue 1 threshold 3 32 33 40 41
42 43 44 45

mls gos srr-queue output dscp-map queue 1 threshold 3 46 47

mls gos srr-queue output dscp-map queue 2 threshold 1 16 17 18 19
20 21 22 23

mls gos srr-queue output dscp-map queue threshold 1 26 27 28 29
30 31 34 35

mls gos srr-queue output dscp-map queue 2 threshold 1 36 37 38 39
mls gos srr-queue output dscp-map queue 2 threshold 2 24

mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51
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52 53 54 55

mls gos srr-queue output dscp-map queue 2 threshold 3 56 57 58 59

60 61 62 63

mls gos srr-queue output dscp-map queue 3 threshold 1 8 9 11 13

15

mls gos srr-queue output dscp-map queue 3 threshold 2 10 12 14

mls gos queue-set output 1 threshold 1 100 100 50 200

mls gos queue-set output 1 threshold 2 125 125 100 400

mls gos queue-set output 1 threshold 3 100 100 100 400

mls gos queue-set output 1 threshold 4 60 150 50 200

mls gos queue-set output 1 buffers 15 25 40 20

mls gos

!

crypto pki trustpoint TP-self-signed-2103206144
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-2103206144
revocation-check none

rsakeypair TP-self-signed-2103206144

!

!

crypto pki certificate chain TP-self-signed-2103206144
certificate self-signed 01

|

|

!

|

spanning-tree mode rapid-pvst

spanning-tree extend system-id

spanning-tree vlan 2-4094 priority 24576

|

|

!

port-channel load-balance src-dst-ip

|

vlan internal allocation policy ascending

|

vlan 100
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name HQ-Access-Data
!

vlan 102

name HQ-Access-Voice
!

vlan 115

name Management

!

vlan 116

name Wireless-Data
!

vlan 120

name Wireless-Voice
!

vlan 127

name Core-IE-ASA

!

vlan 132

name Core-WAN

!
vlan 148

name Server-VLAN-1
!
vlan 149

name Server-VLAN-2
!
vlan 150

name BN-Services

!
vlan 999

name Anti-VLAN-Hopping
!
vlan 1144

name Wireless-Guest
|

ip ssh version 2
|

20125 ¥ &

I
|

1

macro name EgressQoS
mls gos trust dscp
queue-set 2

srr-queue bandwidth share 1 30 35 5

priority-queue out
@
|
|

interface Loopbackl

ip address 10.6.15.254 255.255.255.255

interface Loopback2

ip address 10.6.15.252 255.255.255.255

ip pim sparse-mode

!
interface Port-channell
description A2960S

switchport trunk encapsulation dotlqg
switchport trunk native vlan 999

switchport trunk allowed vlan 100,102,115

switchport mode trunk
!

interface Port-channel?
description SR-3560X

switchport trunk encapsulation dotlg
switchport trunk native vlan 999

switchport trunk allowed vlan 115,148-150

switchport mode trunk

!

interface Port-channel2?l
description WLC-5508-1

switchport trunk encapsulation dotlg
switchport trunk native vlan 999

switchport trunk allowed vlan 115,116,120,1144
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switchport mode trunk

!

interface Port-channel23

description WAN router

switchport access vlan 132
switchport mode access

logging event link-status
spanning-tree portfast

!

interface FastEthernetO

no ip address

no ip route-cache

shutdown

!

interface GigabitEthernet1/0/1
description A2960S

switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro description EgressQoS
channel-protocol lacp

channel-group 1 mode active

!
interface GigabitEthernetl/0/7
description SR-3560X

switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 115,148-150
switchport mode trunk

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out
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mls gos trust dscp

macro description EgressQoS
channel-protocol lacp

channel-group 7 mode active

!

interface GigabitEthernet1/0/19
description ie-ids-a

switchport access vlan 115
switchport mode access

!

interface GigabitEthernetl/0/21
description WLC-5508-1

switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 115,116,120,1144
switchport mode trunk

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro description EgressQoS
spanning-tree portfast

spanning-tree link-type point-to-point
channel-group 21 mode on

!
interface GigabitEthernetl1/0/23
description WAN Router

switchport access vlan 132
switchport mode access

no ip address

logging event link-status
channel-group 23 mode on

!
interface GigabitEthernetl/0/24
description IE-ASA5510a

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 127,1144
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switchport mode trunk
!
interface GigabitEthernet2/0/1
description A2960S
switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk
srr-queue bandwidth share 1 30 35 5
queue-set 2
priority-queue out
mls gos trust dscp
macro description EgressQoS
channel-protocol lacp
channel-group 1 mode active
!
interface GigabitEthernet2/0/7
description SR-3560X
switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 115,148-150
switchport mode trunk
srr-queue bandwidth share 1 30 35 5
queue-set 2
priority-queue out
mls gos trust dscp
macro description EgressQoS
channel-protocol lacp
channel-group 7 mode active
!
interface GigabitEthernet2/0/19
description ie-ids-b
switchport access vlan 115
switchport mode access
!
interface GigabitEthernet2/0/20
description hg-ids
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switchport access vlan 115
switchport mode access

!

interface GigabitEthernet2/0/21
description WLC-5508-1

switchport trunk encapsulation dotlg
switchport trunk native vlan 999

switchport trunk allowed vlan 115,116,120,1144

switchport mode trunk

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro description EgressQoS
spanning-tree portfast

spanning-tree link-type point-to-point

channel-group 21 mode on

!
interface GigabitEthernet2/0/22
description IPS4240 G0/0

no switchport

no ip address

!
interface GigabitEthernet2/0/23
description WAN Router
switchport access vlan 132
switchport mode access

no ip address

logging event link-status
channel-group 23 mode on

!

interface GigabitEthernet2/0/24
description IE-ASA5510b
switchport trunk encapsulation dotlg

switchport trunk allowed vlan 127,1144

switchport mode trunk
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interface Vlanl !

no ip address interface Vlanl48

shutdown description Server VLAN 1

! ip address 10.6.48.1 255.255.255.0
interface V1anl00 ip pim sparse-mode

description Wired Data !

ip address 10.6.0.1 255.255.255.0 interface Vl1anl49

ip pim sparse-mode description Server VLAN 2

! ip address 10.6.49.1 255.255.255.0
interface Vlanl02 ip pim sparse-mode

description Wired Voice !

ip address 10.6.2.1 255.255.255.0 interface V1anl50

ip pim sparse-mode description BN Services

! ip address 10.6.50.1 255.255.255.0
interface Vlanll5 ip pim sparse-mode

description Management !
ip address 10.6.15.1 255.255.255.128 !
! router eigrp 1

interface Vlanllé6 network 10.6.0.0 0.1.255.255
description Wireless Data passive-interface default

ip address 10.6.16.1 255.255.252.0 no passive-interface Vlanl27
ip pim sparse-mode no passive-interface Vlanl32

! no passive-interface V1anl53

interface V1anl20 eigrp router-id 10.6.15.254
description Wireless Voice !
ip address 10.6.20.1 255.255.252.0 no ip classless

ip pim sparse-mode !

! ip http server

interface Vlanl27 ip http secure-server

description Internet Edge !

ip address 10.6.27.1 255.255.255.128 ip pim rp-address 10.6.15.252 10
ip pim sparse-mode !

! logging esm config

interface Vlanl32 access-list 10 permit 239.1.0.0 0.0.255.255
description WAN Services !

ip address 10.10.32.1 255.255.255.128 snmp-server community cisco RO

ip pim sparse-mode snmp-server community ciscol23 RW
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|
!
line con 0
line vty 0 4
exec-timeout 0 0
login local
transport input ssh
line vty 5 15
exec-timeout 0 0
login local
transport input ssh
!
!
monitor session 1 source interface Po23
monitor session 1 destination interface Gi2/0/22
ntp server 10.6.48.17
end

B8 M#Zils, Cisco Catalyst 4507R35##1

Cisco Catalyst 4507REFEMEMIBARR /N T R W EERMBHPZ G, BER
10800 IPH#itBTER, FREH/NEU1000RITTHAEEMNRE. N THEEREIIERYN
KE, RERIMNOBIEEREFEEWIENGE DEEEUATHELERP IR,

version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

service compress-config

!

hostname C4507

!

boot-start-marker

boot-end-marker

|

enable secret 5 ![removed]
|
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username admin privilege 15 password 7 ! [removed]

macro name AccessEdgeQoS

qos trust device cisco-phone
service-policy input CISCOPHONE-POLICY
service-policy output 1P7QI1T

@

macro name EgressQoS

service-policy output 1P7QLT

@

no aaa new-model

clock timezone PST -8

clock summer-time PDT recurring
udld enable

ip subnet-zero

ip domain-name cisco.local

ip name-server 10.8.48.10

ip vrf Mgmt-vrf

ip multicast-routing

vtp mode transparent

crypto pki trustpoint TP-self-signed-144616

enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-144616
revocation-check none

rsakeypair TP-self-signed-144616

crypto pki trustpoint CISCO_IDEVID SUDI

revocation-check none
rsakeypair CISCO_IDEVID SUDI
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crypto pki trustpoint CISCO IDEVID SUDIO
revocation-check none
I

!

crypto pki certificate chain TP-self-signed-144616

certificate self-signed 01
! [removed]
quit
crypto pki certificate chain CISCO IDEVID SUDI
certificate 111187F4000000162151
! [removed]
quit
certificate ca 6A6967B3000000000003
! [removed]
quit
crypto pki certificate chain CISCO IDEVID SUDIO
certificate ca 5FF87B282B54DC8D42A315B568CI9ADFF
! [removed]
quit
power redundancy-mode redundant
|
|
|
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 2-4094 priority 24576
!
redundancy
mode sso
!
vlan internal allocation policy ascending
!
vlan 100
name wired-data

|

vlan 102
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name wired-voice

!
vlan 115

name management

!
vlan 116

name wireless-data
!
vlan 120

name wireless-voice
!

vlan 127

name core-ie-asa

!

vlan 132

name core-wan

!

vlan 148

name server-vlan-1
!

vlan 150

name bn-services
|

vlan 153

name server-room-outside
|

vlan 154

name server-room-inside-1
!
vlan 155

name server-room-inside-2
!

vlan 999

name anti-vlan-hopping

!

vlan 1160

name wireless-guest
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I
ip ssh version 2
!
class-map match-any
match dscp af3l
class-map match-any
match dscp cs7
match dscp cs6
match dscp cs3
match dscp cs2
class-map match-any
match dscp af2l
class-map match-any
match dscp csl
class-map match-any
match dscp af4l
class-map match-any
match cos 3
class-map match-any
match dscp afll
class-map match-any
match cos 5
class-map match-any
match dscp ef
match dscp csb

match dscp cs4
|

MULTIMEDIA-STREAMING-QUEUE
af32 af33
CONTROL-MGMT-QUEUE

TRANSACTIONAL-DATA-QUEUE
af22 af23
SCAVENGER-QUEUE

MULTIMEDIA-CONFERENCING-QUEUE
afd42 af43
VOIP SIGNAL CLASS

BULK-DATA-QUEUE
afl2 afl3

VOIP DATA CLASS

PRIORITY-QUEUE

policy-map CISCOPHONE-POLICY
class VOIP DATA CLASS

set dscp ef

police cir 128000 bc 8000

conform-action transmit

exceed-action

drop

class VOIP SIGNAL CLASS

set dscp cs3

police cir 32000 bc 8000

conform-action transmit
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exceed-action drop
class class-default
set dscp default
police cir 10000000 bc 8000
conform-action transmit

exceed-action set-dscp-transmit csl

policy-map 1P70Q1T
class PRIORITY-QUEUE
priority
class CONTROL-MGMT-QUEUE
bandwidth remaining percent

10

class MULTIMEDIA-CONFERENCING-QUEUE

bandwidth remaining percent

10

class MULTIMEDIA-STREAMING-QUEUE

bandwidth remaining percent

class TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent
dbl

class BULK-DATA-QUEUE
bandwidth remaining percent
dbl

class SCAVENGER-QUEUE
bandwidth remaining percent

class class-default
bandwidth remaining percent
dbl

|

|

!

interface Loopbackl

ip address 10.8.15.254 255.255

!

interface Loopback?2

ip address 10.8.15.252 255.255

ip pim sparse-mode

|

interface Port-channell

10

10

4

1

25

.255.255

.255.255
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description SR3750X speed auto

switchport duplex auto
switchport trunk allowed vlan 115,148-150,154,155 !
switchport mode trunk interface TenGigabitEthernetl/1
! description SR3750X
interface Port-channelll switchport trunk allowed vlan 115,148-150,154,155
description A2960S switchport mode trunk
switchport macro description EgressQoS
switchport trunk native vlan 999 channel-protocol lacp
switchport trunk allowed vlan 100,102,115 channel-group 1 mode active
switchport mode trunk service-policy output 1P7Q1T
! !
interface Port-channell? interface TenGigabitEthernetl/11
description A3750X description A2960S
switchport switchport trunk native vlan 999
switchport trunk native vlan 999 switchport trunk allowed vlan 100,102,115
switchport trunk allowed vlan 100,102,115 switchport mode trunk
switchport mode trunk macro description EgressQoS
! channel-protocol lacp
interface Port-channel3?2 channel-group 11 mode active
description WAN Router service-policy output 1P7Q1T
switchport !
switchport access vlan 132 interface TenGigabitEthernetl/12
switchport mode access description A3750X
spanning-tree portfast switchport trunk native vlan 999
! switchport trunk allowed vlan 100,102,115
interface Port-channel40 switchport mode trunk
description WLC-1 macro description EgressQoS
switchport channel-protocol lacp
switchport trunk native vlan 999 channel-group 12 mode active
switchport trunk allowed vlan 115,116,120,1160 service-policy output 1P7Q1T

switchport mode trunk !
! interface TenGigabitEthernet2/1

interface FastEthernetl description SR3750X

ip vrf forwarding Mgmt-vrf switchport trunk allowed vlan 115,148-150,154,155
no ip address switchport mode trunk

shutdown macro description EgressQoS
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channel-protocol lacp
channel-group 1 mode active
service-policy output 1P7Q1T

!
interface TenGigabitEthernet2/11
description A29608S

switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

macro description EgressQoS
channel-protocol lacp
channel-group 11 mode active
service-policy output 1P7Q1T

!
interface TenGigabitEthernet2/12
description A3750X

switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

macro description EgressQoS
channel-protocol lacp
channel-group 12 mode active
service-policy output 1P7Q1T

!

interface GigabitEthernet6/40
description WLC-1

switchport trunk native vlan 999
switchport trunk allowed vlan 115,116,120,1160
switchport mode trunk

macro description EgressQoS
channel-protocol lacp
channel-group 40 mode active
service-policy output 1P7Q1T

!

interface GigabitEthernet6/41

|

interface GigabitEthernet6/42
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description SR-ASA5540a AIP-SSM mgmt
switchport access vlan 115

switchport mode access

!
interface GigabitEthernet6/43
description SR-ASA5540a outside
switchport access vlan 153

switchport mode access

!
interface GigabitEthernet6/44
description SR-ASA5540a Secure Subnets
switchport trunk allowed vlan 154,155
switchport mode trunk

!

interface GigabitEthernet6/46
description WAN-ISR3925

switchport

switchport access vlan 132

switchport mode access

macro description EgressQoS
channel-group 32 mode on
service-policy output 1P7Q1T

!

interface GigabitEthernet6/47
description IE-ASA5520a AIP-SSM mgmt
switchport access vlan 115

switchport mode access

!

interface GigabitEthernet6/48
description IE-ASA5520a

switchport trunk allowed vlan 126,127
switchport mode trunk

!

interface GigabitEthernet7/40
description WLC-1

switchport trunk native vlan 999
switchport trunk allowed vlan 115,116,120,1160
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switchport mode trunk
macro description EgressQoS
channel-protocol lacp
channel-group 40 mode active
service-policy output 1P7Q1T
!
interface GigabitEthernet7/42
description SR-ASA5540b AIP-SSM mgmt
switchport access vlan 115
switchport mode access
!
interface GigabitEthernet7/43
description SR-ASA5540b outside
switchport access vlan 153
switchport mode access
!
interface GigabitEthernet7/44
description SR-ASA5540b Secure Subnets
switchport trunk allowed vlan 154,155
switchport mode trunk
!
interface GigabitEthernet7/45
description Connection to IPS4240 GO/0
no switchport
no ip address
!
interface GigabitEthernet7/46
description WAN-ISR3925
switchport
switchport access vlan 132
switchport mode access
macro description EgressQoS
channel-group 32 mode on
service-policy output 1P7Q1T
!
interface GigabitEthernet7/47
description IE-ASA5520b AIP-SSM mgmt
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switchport access vlan 115
switchport mode access
!
interface GigabitEthernet7/48
description IE-ASA5520b
switchport trunk allowed vlan 126,127
switchport mode trunk
!
interface Vlanl
no ip address
!
interface V1anl00
description Wired Data
ip address 10.8.0.1 255.255.255.0
ip helper-address 10.8.48.10
ip pim sparse-mode
!
interface V1anl02
description Wired Voice
ip address 10.8.2.1 255.255.255.0
ip helper-address 10.8.48.10
ip pim sparse-mode
!
interface Vl1anll5
ip address 10.8.15.1 255.255.255.128
!
interface Vlanllé6
description Wireless Data
ip address 10.8.16.1 255.255.252.0
ip helper-address 10.8.48.10
ip pim sparse-mode
!
interface V1anl20
description Wireless Voice
ip address 10.8.20.1 255.255.252.0
ip helper-address 10.8.48.10
ip pim sparse-mode
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|
interface Vlanl27

description Internet Edge

ip address 10.8.27.1 255.255.

ip pim sparse-mode

!

interface Vl1anl32
description WAN Services

ip address 10.8.32.1 255.255.

ip pim sparse-mode

!

interface Vl1anl48

description Server Room VLAN
ip address 10.8.48.1 255.255
ip pim sparse-mode

shutdown

!
interface Vl1anl49

description Server Room VLAN
ip address 10.8.49.1 255.255
ip pim sparse-mode

!
interface V1anl50

description BN Services

ip address 10.8.50.1 255.255.

ip pim sparse-mode
shutdown
|

interface V1anl53

.255.

.255.

description Server Room Outside

ip address 10.8.53.1 255.255
ip pim sparse-mode

I

!
router eigrp 1

network 10.8.0.0 0.1.255.255
passive-interface default
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.255.

255.

255.

255.

128

128

no passive-interface Vlanl27
no passive-interface Vlanl32
no passive-interface Vlanl53
eigrp router-id 10.8.15.254
nsf

!

ip http server

ip http secure-server
|

ip pim rp-address 10.8.15.252 10

access-list 10 permit 239.1.0.0 0.0.255.255

snmp-server community cisco RO

snmp-server community ciscol23 RW

|
!
line con 0
stopbits 1
line vty 0 4
login local
transport input ssh
line vty 5 15
login local
transport input ssh
|

monitor session 1 source interface Po32

monitor session 1 destination interface Gi7/45

monitor session 1 filter packet-type good rx

ntp clock-period 17301598
ntp update-calendar

ntp server 10.8.48.17

end
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LR,

upgrade fpd auto

version 12.2

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

service counters max age 5

!

hostname 6500VSS

!

ooot-start-marker

ooot-end-marker

!

logging buffered 8192

enable secret 5 ![removed]

!

username admin privilege 15 password 7 ![removed]
no aaa new-model

clock timezone PST -8

clock summer-time PDT recurring

|

|

|

ip multicast-routing

ip ssh version 2

no ip domain-lookup

ip domain-name cisco.local

ip name-server 10.10.48.10

udld enable

vtp mode transparent
!
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switch virtual domain 100

switch mode virtual

mac-address use-virtual

mls netflow interface
mls gos map cos-dscp 0 8 16 24 32 46 48 56

mls gos

mls cef error action reset

crypto pki trustpoint TP-self-signed-1503

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-1503

revocation-check none

rsakeypair TP-self-signed-1503

macro name

EgressQoS

mls gos trust dscp
wrr-queue queue-limit 10 25 10 10 10 10 10
wrr-queue bandwidth 1 25 4 10 10 10 10
priority-queue queue-limit 15

Wrr-queue
wrr-queue
wrr-queue
Wwrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

Wwrr-queue

random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect

1
2
3
4
5
6
7
max-threshold 1 100 100 100 100

min-threshold 1 80 100 100 100
max-threshold 2 100 100 100 100
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wrr-queue random-detect min-threshold 2 80 100 100 100
wrr-queue random-detect max-threshold 3 80 S0 100 100
wrr-queue random-detect min-threshold 3 70 80 90 100

wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

wrr-queue

random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect

random-detect

min-threshold
max-threshold
min-threshold
max-threshold
min-threshold
max-threshold
min-threshold
max-threshold

mls gos queue-mode mode-dscp

wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

wrr-queue

dscp—map 1 1

dscp-map 1

=

dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map

~J 3 J o o o U U O b b DWW w N

w N Pw NN R W NN R w NN Ew N

dscp-map
dscp-map 7 4

8

0

14
12
10
22
20
18
30
28
26
38
36
34
16
24
48
56

priority-queue dscp-map 1 32 40 46

@

macro name EgressQoS-Gig

mls gos trust dscp

wrr-queue queue-limit 20 25 40

priority-queue queue-limit 15
wrr-queue bandwidth 5 25 40
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4
4
5
5
6
6
7
7

70
80
70
80
70
80
60
70

80
90
80
90
80
90
70
80

90 100
100 100
90 100
100 100
90 100
100 100
80 90
90 100

wrr-queue
wrr-queue
wrr-queue

wrr-queue

random-detect
random-detect
random-detect
random-detect

1
2
3
max-threshold

1 100 100 100 100 100 100

100 100

wrr-queue

random-detect

min-threshold

1 80 100 100 100 100 100

100 100

wrr-queue

random-detect

max—-threshold

2 100 100 100 100 100 100

100 100

wrr-queue

random-detect

min-threshold

2 80 100 100 100 100 100

100 100

wrr-queue

random-detect

max-threshold

3 70 80 90 100 100 100 100

100

wrr-queue

random-detect

min-threshold

3 60 70 80 90 100 100 100

100
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

wrr-queue

cos-map
cos-map
cos-map

cos-map

w W W N
W N e e

cos-map

~ o W NN O

cos-map 3 4

priority-queue cos-map 1 4 5

@
!

spanning-tree mode rapid-pvst

spanning-tree extend system-id

spanning-tree vlan 4-4096 priority 24576

no power enable switch 1 module 3

diagnostic bootup level minimal
access-list 10 permit 239.1.0.0 0.0.255.255
access-list 55 permit any

redundancy

main-cpu

auto-sync running-config
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mode sso !
| vlan 150

vlan internal allocation policy ascending name Server-Room-LAN-WAN

vlan access-log ratelimit 2000 !

! vlan 999

vlan 100 name Native

name HQ-Wired-Data-A !

! vlan 1176

vlan 102 name Wireless-Guest

name HQ-Wired-Voice-A !

! !

vlan 104 !

name HQ-Wired-Data-B !

! !
vlan 106 interface Loopbackl

name HQ-Wired-Voice-B ip address 10.10.15.254 255.255.255.255
! ip pim sparse-mode
vlan 115 !

name HQ-Management interface Loopback?2

! ip address 10.10.15.252 255.255.255.255
vlan 116 ip pim sparse-mode

name HQ-Wireless-Data !

! interface Port-channell

vlan 120 description Links to hg-a3750 { Etherchannel }
name HQ-Wireless-Voice switchport

! switchport trunk encapsulation dotlqg

vlan 127 switchport trunk native vlan 999

name Internet-Edge switchport trunk allowed vlan 100,102,115

! switchport mode trunk

vlan 132 mls gos trust dscp

name WAN-ROUTING !

! interface Port-channel?

vlan 148 description Links to hg-a2960s { Etherchannel }
name Server-Room-1 switchport

! switchport trunk encapsulation dotlqg

vlan 149 switchport trunk native vlan 999

name Server-Room-2 switchport trunk allowed vlan 100,102,115
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switchport mode trunk

mls gos trust dscp

!

interface Port-channel3

description Links to hg-a3560 { Etherchannel }
switchport

switchport trunk encapsulation dotlqg
switchport trunk native vlan 999

switchport trunk allowed vlan 100,102,115
switchport mode trunk

mls gos trust dscp

!

interface Port-channel4

description Links to hg-a4507 { Etherchannel }
switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan 999

switchport trunk allowed vlan 104,106,115
switchport mode trunk

mls gos trust dscp

!

interface Port-channelll

description EtherChannel Uplink for WLC-5508-1
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 115,116,120,1176
switchport mode trunk

!

interface Port-channell2

description EtherChannel Uplink for WLC-5508-2
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 115,116,120,1176
switchport mode trunk

!

interface Port-channel32

description WAN Router
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switchport

switchport access vlan 132
switchport mode access

mls gos trust dscp

macro description EgressQoS-Gig

spanning-tree portfast edge

interface Port-channel48

description Links to SR3750X
switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan 999

switchport trunk allowed vlan 115,148,150

switchport mode trunk
mls gos trust dscp

interface Port-channellOl

description Virtual Switch Link
no switchport

no ip address

switch virtual link 1

mls gos trust cos

no mls gos channel-consistency

interface Port-channell(2

description Virtual Switch Link
no switchport

no ip address

switch virtual link 2

mls gos trust cos

no mls gos channel-consistency

interface GigabitEthernetl/1/1

no switchport
no ip address
dual-active fast-hello

R E



interface TenGigabitEthernetl/1/4

no switchport
no ip address

mls gos tr

ust cos

channel-group 101 mode on

interface TenGigabitEthernetl/1/5

no switchp
no ip addr
mls gos tr

ort
ess
ust cos

channel-group 101 mode on

interface GigabitEthernetl/2/9
description Links to hg-a2960s { Etherchannel }

switchport
switchport
switchport
switchport
switchport
wrr-queue

wrr-queue

wrr-queue

trunk encapsulation dotlqg

trunk native

vlan 999

trunk allowed vlan 100,102,115

mode trunk

bandwidth 5 25 40
queue-limit 20 25 40

random-detect

min-threshold

80 100 100 100 100 100

100 100

wrr-queue

random-detect

min-threshold

80 100 100 100 100 100

100 100

wrr-queue

random-detect

min-threshold

60 70 80 90 100 100 100

wrr-queue cos-map 3 3 6
wrr-queue cos-map 3 4 7
priority-queue cos-map 1 4 5

100

wrr-queue

random-detect

max-threshold

100 100 100 100 100 100

100 100

wrr-queue

random-detect

max-threshold

100 100 100 100 100 100

100 100

wrr-queue

random-detect

max-threshold

70 80 90 100 100 100 100

100
wrr-queue
wrr-queue
wrr-queue

wrr-queue

cos-map 1 1 1
cos-map 2 1 0
cos-map 3 1 2
cos-map 3 2 3
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mls gos trust dscp

macro description EgressQoS-Gig

channel-protocol lacp

channel-group 2 mode active

interface GigabitEthernet1/2/10
description Links to hg-a3750 { Etherchannel }

switchport

switchport trunk encapsulation dotlg

switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk
wrr-queue bandwidth 5 25 40

queue-limit 20 25 40

wrr-queue

wrr-queue

random-detect

min-threshold

80 100 100 100 100 100

100 100

wrr-queue

random-detect

min-threshold

80 100 100 100 100 100

100 100

wrr-queue

random-detect

min-threshold

60 70 80 90 100 100 100

100

wrr-queue

random-detect

max-threshold

100 100 100 100 100 100

100 100

wrr-queue

random-detect

max-threshold

100 100 100 100 100 100

100 100

wrr-queue

random-detect

max-threshold

70 80 90 100 100 100 100

100
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

wrr-queue

cos-map
cos-map
cos-map
cos-map

w W W N
W N R e e

cos-map

~~ o w DD O =

cos-map 3 4

priority-queue cos-map 1 4 5

mls gos trust dscp
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macro description EgressQoS-Gig

channel-protocol lacp

channel-group 1 mode active

!

interface GigabitEthernetl/2/11

description Links to hg-a3560 { Etherchannel }

switchport

switchport trunk encapsulation dotlg

switchport trunk native vlan 999

switchport trunk allowed vlan 100,102,115

switchport mode trunk

wrr-queue bandwidth 5 25 40

wrr-queue queue-limit 20 25 40

wrr-queue random-detect min-threshold 1 80 100 100 100 100 100
100 100

wrr-queue random-detect min-threshold 2 80 100 100 100 100 100
100 100

wrr-queue random-detect min-threshold 3 60 70 80 90 100 100 100

100
wrr-queue random-detect max-threshold 1 100 100 100 100 100 100

100 100
wrr-queue random-detect max-threshold 2 100 100 100 100 100 100

100 100
wrr-queue random-detect max-threshold 3 70 80 90 100 100 100 100

100

wrr-queue cos-map
Wwrr-queue cos-map
wrr-queue cos-map

wrr-queue cos-map

w W W N
W N e e

wrr-queue cos-map

1 o W NN O

wrr-queue cos-map 3 4
priority-queue cos-map 1 4 5
mls gos trust dscp

macro description EgressQoS-Gig
channel-protocol lacp
channel-group 3 mode active
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interface GigabitEthernetl/2/17

description Physical Uplink for WLC-5508-1
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 115,116,120,1176
switchport mode trunk

channel-group 11 mode on

!

interface GigabitEthernetl1/2/18

description Physical Uplink for WLC-5508-2
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 115,116,120,1176
switchport mode trunk

channel-group 12 mode on

!

interface GigabitEthernetl/2/21

description Links to IPS4255 Gig0/0

no switchport

no ip address

!

interface GigabitEthernetl/2/22

description WAN Router

switchport

switchport access vlan 132

switchport mode access

mls gos trust dscp

macro description EgressQoS-Gig
channel-group 32 mode on

!

interface GigabitEthernetl/2/23

description ie-asa-5540a AIP-SSM mgmt
switchport

switchport access vlan 115

switchport mode access

spanning-tree portfast edge
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interface GigabitEthernetl/2/24
description To ie-asa-5540a

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 127,1176
switchport mode trunk

!

interface TenGigabitEthernetl/4/1
description Links to SR3750X
switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 115,148,150
switchport mode trunk

wrr-queue bandwidth 1 25 4 10 10 10 10

wrr-queue

queue-limit 10 25 10 10 10 10

10

wrr-queue random-detect min-threshold 1 80 100 100 100
wrr-queue random-detect min-threshold 2 80 100 100 100
wrr-queue random-detect min-threshold 3 70 80 90 100
wrr-queue random-detect min-threshold 4 70 80 90 100
wrr-queue random-detect min-threshold 5 70 80 S0 100
wrr-queue random-detect min-threshold 6 70 80 90 100
wrr-queue random-detect min-threshold 7 60 70 80 90
wrr-queue random-detect max-threshold 1 100 100 100 100
wrr-queue random-detect max-threshold 2 100 100 100 100
wrr-queue random-detect max-threshold 3 80 90 100 100
wrr-queue random-detect max-threshold 4 80 90 100 100
wrr-queue random-detect max-threshold 5 80 S0 100 100
wrr-queue random-detect max-threshold 6 80 90 100 100
wrr-queue random-detect max-threshold 7 70 80 90 100

wrr-queue

random-detect

4

wrr-queue dscp-map 1 1 43 44 45 47
wrr-queue dscp-map 2 1 0

wrr-queue dscp-map 3 1 14

wrr-queue dscp-map 3 2 12

wrr-queue dscp-map 3 3 10

wrr-queue dscp-map 4 1 22

wrr-queue dscp-map 4 2 20

wrr-queue dscp-map 4 3 18

wrr-queue dscp-map 5 1 30 35 37

wrr-queue dscp-map 5 2 28

wrr-queue dscp-map 5 3 26

wrr-queue dscp-map 6 1 38 49 50 51 52 53 54 55
wrr-queue dscp-map 6 1 57 58 59 60 61 62 63
wrr-queue dscp-map 6 2 36

wrr-queue dscp-map 6 3 34

wrr-queue dscp-map 7 1 16

wrr-queue dscp-map 7 2 24

wrr-queue dscp-map 7 3 48

wrr-queue dscp-map 7 4 56

priority-queue dscp-map 1 32

mls gos queue-mode mode-dscp

mls gos tr

ust dscp

macro description EgressQoS

channel-protocol lacp

channel-group 48 mode active

40 46

interface TenGigabitEthernetl/4/5

description Links to hg-a4507 { Etherchannel }

switchport

switchport trunk encapsulation dotlqg

switchport trunk native vlan 999

wrr-queue random-detect switchport trunk allowed vlan 104,106,115

switchport mode trunk

wrr-queue bandwidth 1 25 4 10 10 10 10

wrr-queue queue-limit 10 25 10 10 10 10 10

wrr-queue random-detect min-threshold 1 80 100 100 100

wrr-queue random-detect min-threshold 2 80 100 100 100

5
wrr-queue random-detect 6
wrr-queue random-detect 7

wrr-queue dscp-map 1 1 1 2 3456 78
wrr-queue dscp-map 1 1 9 11 13 15 17 19 21 23
wrr-queue dscp-map 1 1 25 27 29 31 33 39 41 42
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wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

wrr-queue

random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
dscp-map 1 1

dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map

~J 3 3 o o0 O o U U U W ww NN
w N P w NP Ew NN wNDN e

dscp-map
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min-threshold
min-threshold
min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold
max-threshold
max-threshold
max-threshold
max-threshold
4

5

6

7

12345678

~ o U bW NP oY U W

70 80 90 100

70 80 90 100

70 80 90 100

70 80 90 100

60 70 80 90

100 100 100 100
100 100 100 100
80 90 100 100
80 90 100 100
80 90 100 100
80 90 100 100
70 80 90 100

9 11 13 15 17 19 21 23
25 27 29 31 33 39 41 42

43 44 45 47
0

14

12

10

22

20

18

30 35 37
28

26

38 49 50 51 52 53 54 55
57 58 59 60 61 62 63

36
34
16
24
48

wrr-queue dscp-map 7 4 56
priority-queue dscp-map 1 32 40 46
mls gos queue-mode mode-dscp

mls gos trust dscp

macro description EgressQoS
channel-protocol lacp

channel-group 4 mode active

!

interface GigabitEthernet2/1/1

no switchport

no ip address

dual-active fast-hello

!

interface TenGigabitEthernet2/1/4

no switchport

no ip address

mls gos trust cos

channel-group 102 mode on

!

interface TenGigabitEthernet2/1/5

no switchport

no ip address

mls gos trust cos

channel-group 102 mode on

!

interface GigabitEthernet2/2/9
description Links to hg-a2960s { Etherchannel }
switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

wrr-queue bandwidth 5 25 40
wrr-queue queue-limit 20 25 40
wrr-queue random-detect min-threshold 1 80 100 100 100 100 100

100 100

wrr-queue random-detect min-threshold 2 80 100 100 100 100 100
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100 100
wrr-queue random-detect min-threshold 3 60 70 80 90 100 100 100

100
wrr-queue random-detect max-threshold 1 100 100 100 100 100 100

100 100
wrr-queue random-detect max-threshold 2 100 100 100 100 100 100

100 100

wrr-queue random-detect max-threshold 3 70 80 90 100 100 100 100

100

wrr-queue cos-map
Wwrr-queue cos-map
Wrr-queue cos-map

wrr-queue cos-—-map

w W w N e
w N e e

wrr-queue cos-—-map

~ o W N O

wrr-queue cos-map 3 4
priority-queue cos-map 1 4 5

mls gos trust dscp

macro description EgressQoS-Gig

channel-protocol lacp

channel-group 2 mode active

!

interface GigabitEthernet2/2/10

description Links to hg-a3750 { Etherchannel } switchport
switchport trunk encapsulation dotlg

switchport trunk native vlan 999

switchport trunk allowed vlan 100,102,115

switchport mode trunk

wrr-queue bandwidth 5 25 40

wrr-queue queue-limit 20 25 40

wrr-queue random-detect min-threshold 1 80 100 100 100 100 100

100 100
wrr-queue random-detect min-threshold 2 80 100 100 100 100 100

100 100
wrr-queue random-detect min-threshold 3 60 70 80 90 100 100 100

100
wrr-queue random-detect max-threshold 1 100 100 100 100 100 100

100 100

20125 ¥ &

wrr-queue random-detect max-threshold 2 100 100 100 100 100 100

100 100
wrr-queue random-detect max-threshold 3 70 80 90 100 100 100 100

100
wrr-queue cos—-map
wrr-queue cos-map
wrr-queue cos-—-map

wrr-queue cos-map

w w w N
w N e e

Wrr-queue cos-map

~ o W DD O

wrr-queue cos-map 3 4
priority-queue cos-map 1 4 5

mls gos trust dscp

macro description EgressQoS-Gig

channel-protocol lacp

channel-group 1 mode active

!
interface GigabitEthernet2/2/11

description Links to hg-a3560 { Etherchannel }

switchport

switchport trunk encapsulation dotlqg

switchport trunk native vlan 999

switchport trunk allowed vlan 100,102,115

switchport mode trunk

wrr-queue bandwidth 5 25 40

wrr-queue queue-limit 20 25 40

wrr-queue random-detect min-threshold 1 80 100 100 100 100 100
100 100

wrr-queue random-detect min-threshold 2 80 100 100 100 100 100
100 100

wrr-queue random-detect min-threshold 3 60 70 80 90 100 100 100

100
wrr-queue random-detect max-threshold 1 100 100 100 100 100 100

100 100
wrr-queue random-detect max-threshold 2 100 100 100 100 100 100

100 100
wrr-queue random-detect max-threshold 3 70 80 90 100 100 100 100

100
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wrr-queue cos-map 1 1 1 interface GigabitEthernet2/2/21
wrr-queue cos-map 2 1 0 description Links to IPS
wrr-queue cos-map 3 1 2 no switchport

wrr-queue cos-map 3 2 3 no ip address

wrr-queue cos-map 3 3 6 !

wrr-queue cos-map 3 4 7 interface GigabitEthernet2/2/22
priority-queue cos-map 1 4 5 description WAN Router

mls gos trust dscp switchport

macro description EgressQoS-Gig switchport access vlan 132
channel-protocol lacp switchport mode access
channel-group 3 mode active mls gos trust dscp

! channel-group 32 mode on
| |

interface GigabitEthernet2/2/17 interface GigabitEthernet2/2/22
description Physical Uplink for WLC-5508-1 description ie-asa-5540b AIP-SSM mgmt
switchport switchport

switchport trunk encapsulation dotlqg switchport access vlan 115

switchport trunk allowed vlan 115,116,120,1176 switchport mode access

switchport mode trunk spanning-tree portfast edge

channel-group 11 mode on !
! interface GigabitEthernet2/2/24

interface GigabitEthernet2/2/18 description To ie-asa-5540b

description Physical Uplink for WLC-5508-2 switchport

switchport switchport trunk encapsulation dotlg
switchport trunk encapsulation dotlqg switchport trunk allowed vlan 127,1176
switchport trunk allowed vlan 115,116,120,1176 switchport mode trunk

switchport mode trunk !

channel-group 12 mode on interface TenGigabitEthernet2/4/1

! description Links to SR3750X

interface GigabitEthernet2/2/20 switchport

description IPS-4255 mgmt switchport trunk encapsulation dotlg
switchport switchport trunk native vlan 999
switchport access vlan 115 switchport trunk allowed vlan 115,148,150
switchport trunk encapsulation dotlg switchport mode trunk

switchport mode access wrr-queue bandwidth 1 25 4 10 10 10 10
spanning-tree portfast edge wrr-queue queue-limit 10 25 10 10 10 10 10

! wrr-queue random-detect min-threshold 1 80 100 100 100
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wrr-queue random-detect min-threshold 2 80 100 100 100 wrr-queue dscp-map 7 3 48
wrr-queue random-detect min-threshold 3 70 80 90 100 wrr-queue dscp-map 7 4 56
wrr-queue random-detect min-threshold 4 70 80 90 100 priority-queue dscp-map 1 32 40 46
wrr-queue random-detect min-threshold 5 70 80 90 100 mls gos queue-mode mode-dscp
wrr-queue random-detect min-threshold 6 70 80 90 100 mls gos trust dscp

wrr-queue random-detect min-threshold 7 60 70 80 90 macro description EgressQoS
wrr-queue random-detect max-threshold 1 100 100 100 100 channel-protocol lacp

wrr-queue random-detect max-threshold 2 100 100 100 100 channel-group 48 mode active
wrr-queue random-detect max-threshold 3 80 90 100 100 !

wrr-queue random-detect max-threshold 4 80 90 100 100 interface TenGigabitEthernet2/4/5
wrr-queue random-detect max-threshold 5 80 90 100 100 description A4507R

wrr-queue random-detect max-threshold 6 80 90 100 100 switchport

wrr-queue random-detect max-threshold 7 70 80 90 100 switchport trunk encapsulation dotlg

wrr-queue random-detect 4 switchport trunk native vlan 999
switchport trunk allowed vlan 104,106,115
switchport mode trunk

wrr-queue bandwidth 1 25 4 10 10 10 10

wrr-queue random-detect 5
wrr-queue random-detect 6

wrr-queue random-detect 7

Wwrr-queue

dscp—map 1 1

12345678

wrr-queue

queue-limit 10 25 10 10 10 10

10

wrr-queue dscp-map 1 1 9 11 13 15 17 19 21 23 wrr-queue random-detect min-threshold 1 80 100 100 100
wrr-queue dscp-map 1 1 25 27 29 31 33 39 41 42 wrr-queue random-detect min-threshold 2 80 100 100 100
wrr-queue dscp-map 1 1 43 44 45 47 wrr-queue random-detect min-threshold 3 70 80 90 100
wrr-queue dscp-map 2 1 0 wrr-queue random-detect min-threshold 4 70 80 S0 100
wrr-queue dscp-map 3 1 14 wrr-queue random-detect min-threshold 5 70 80 90 100
wrr-queue dscp-map 3 2 12 wrr-queue random-detect min-threshold 6 70 80 90 100
wrr-queue dscp-map 3 3 10 wrr-queue random-detect min-threshold 7 60 70 80 90
wrr-queue dscp-map 4 1 22 wrr-queue random-detect max-threshold 1 100 100 100 100
wrr-queue dscp-map 4 2 20 wrr-queue random-detect max-threshold 2 100 100 100 100
wrr-queue dscp-map 4 3 18 wrr-queue random-detect max-threshold 3 80 90 100 100
wrr-queue dscp-map 5 1 30 35 37 wrr-queue random-detect max-threshold 4 80 90 100 100
wrr-queue dscp-map 5 2 28 wrr-queue random-detect max-threshold 5 80 90 100 100
wrr-queue dscp-map 5 3 26 wrr-queue random-detect max-threshold 6 80 90 100 100
wrr-queue dscp-map 6 1 38 49 50 51 52 53 54 55 wrr-queue random-detect max-threshold 7 70 80 90 100
wrr-queue dscp-map 6 1 57 58 59 60 61 62 63 wrr-queue random-detect 4
wrr-queue dscp-map 6 2 36 wrr-queue random-detect 5
wrr-queue dscp-map 6 3 34 wrr-queue random-detect 6
wrr-queue dscp-map 7 1 16 wrr-queue random-detect 7
wrr-queue dscp-map 7 2 24 wrr-queue dscp-map 1 1 1 2 3 456 78
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wrr-queue dscp-map 1 1 9 11 13 15 17 19 21 23
wrr-queue dscp-map 1 1 25 27 29 31 33 39 41 42
wrr-queue dscp-map 1 1 43 44 45 47

wrr-queue dscp-map 2 1 0

wrr-queue dscp-map 3 1 14

wrr-queue dscp-map 3 2 12

wrr-queue dscp-map 3 3 10

wrr-queue dscp-map 4 1 22

wrr-queue dscp-map 4 2 20

wrr-queue dscp-map 4 3 18

wrr-queue dscp-map 5 1 30 35 37

wrr-queue dscp-map 5 2 28

wrr-queue dscp-map 5 3 26

wrr-queue dscp-map 6 1 38 49 50 51 52 53 54 55
wrr-queue dscp-map 6 1 57 58 59 60 61 62 63
wrr-queue dscp-map 6 2 36

wrr-queue dscp-map 6 3 34

wrr-queue dscp-map 7 1 16

wrr-queue dscp-map 7 2 24

wrr-queue dscp-map 7 3 48

wrr-queue dscp-map 7 4 56
priority-queue dscp-map 1 32 40 46
mls gos queue-mode mode-dscp

mls gos trust dscp

macro description EgressQoS
channel-protocol lacp
channel-group 4 mode active

!

interface Vlanl

no ip address

shutdown

!

interface V1anl00

ip address 10.10.0.1 255.255.255.0
ip helper-address 10.10.48.10

ip pim sparse-mode

|
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interface V1anl02

ip address 10.10.2.1 255.255.255.0

ip helper-address 10.10.48.10
ip pim sparse-mode
|

interface Vlanl04

ip address 10.10.4.1 255.255.255.0

ip helper-address 10.10.48.10
ip pim sparse-mode
|

interface V1anl06

ip address 10.10.6.1 255.255.255.0

ip helper-address 10.10.48.10
ip pim sparse-mode

!
interface Vlanllb

ip address 10.10.15.1 255.255
!
interface Vlanllé6

description Wireless DATA

ip address 10.10.16.1 255.255
ip helper-address 10.10.48.10
ip pim sparse-mode

!
interface Vlanl20

description Wireless VOICE

ip address 10.10.20.1 255.255
ip helper-address 10.10.48.10
ip pim sparse-mode

!

interface Vlanl27

ip address 10.10.27.1 255.255
!

interface V1anl32

ip address 10.10.32.1 255.255
ip pim sparse-mode

|

.255.128

.252.0

.252.0

.255.128

.255.128
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interface Vl1anl48

description Server-Room-1

ip address 10.10.48.1 255.255.255.0
ip pim sparse-mode

!

interface V1anl50

ip address 10.10.50.1 255.255.255.0
ip pim sparse-mode

|

!

router eigrp 1

network 10.10.0.0 0.1.255.255
passive-interface default

no passive-interface Vlanl27

no passive-interface Vlanl32
eigrp router-id 10.10.15.254

nsf

!

ip classless

ip forward-protocol nd

|

!

ip http server

ip http secure-server

ip pim rp-address 10.10.15.252 10
!

logging trap errors

logging 10.10.48.35

!

snmp-server community cisco RO
snmp-server community ciscol23 RW 55
|

1

control-plane

!

1

dial-peer cor custom

|
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|
|
!
line con 0
line vty 0 4
access-class 55 in
login local
transport input ssh
line vty 5 15
access-class 55 in
login local
transport input ssh
!
!
monitor session 1 source interface Po48
monitor session 1 destination interface Gil/2/22
ntp clock-period 17180063
ntp update-calendar
ntp server 10.10.48.17
mac-address-table aging-time 480
no event manager policy Mandatory.go switchbus.tcl type system
|
!
module provision switch 1

slot 1 slot-type 254 port-type 31 number 2 port-type 61 number 1

port-type 60 number 2 virtual-slot 17
slot 2 slot-type 156 port-type 31 number 24 virtual-slot 18
slot 3 slot-type 95 port-type 30 number 8 virtual-slot 19

slot 4 slot-type 227 port-type 60 number 8 virtual-slot 20
|

module provision switch 2
slot 1 slot-type 254 port-type 31 number 2 port-type 61 number 1

port-type 60 number 2 virtual-slot 33
slot 2 slot-type 156 port-type 31 number 24 virtual-slot 34

slot 4 slot-type 227 port-type 60 number 8 virtual-slot 36
|

end
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I AR5 RS

e,

AREZ2E#1E, Cisco Catalyst 3750X3s#afl S
LUTREBERT —MEMA R, 481 OCisco Catalyst 3750XSIHIES, — P EH
BERE M AR RAIEIN, 1B T £EBCisco CatalystiE A IRAAS M MK LA HES I
g, BMEENALMHO1-20EENEARKD, ATRSSREE. HRH—LLiKO
WELE N ZHEREtherChannelis O, AT IEESFHEMIZERE.

X B3I/l 1000i% 1T BICisco Catalyst 3750XBRSSEEHLE RN EB R 1T T 1%
8. 25 BT/l 5001& it F1 /Nl 250018 1T #ICisco Catalyst 3750X AR ES-28411
ERRNELHNES BIRITER 7T FEMIPH N2 5, HEEMRE.

version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname SR3750X

!

boot-start-marker

boot-end-marker

|

!

enable secret 5 ![removed]

!

username admin privilege 15 password 7 ![removed]
no aaa new-model

clock timezone PST -8 0

clock summer-time PDT recurring

switch 1 provision ws-c3750x-24p
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switch 2 provision ws-c3750x-24p

stack-mac persistent timer 0O

system mtu routing 1500

ip domain-name cisco.local

ip name-server 10.10.48.10

vtp mode transparent
udld enable

|
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

gos map policed-dscp
gos map cos-dscp 0 8 16 24 32 46 48 56

gos srr-queue
gos srr-queue
gos srr-queue
gos srr-queue
gos srr-queue
gos srr-queue
gos srr-queue

gos srr-queue

input
input
input
input
input
input
input

input

0 10 18 to 8

bandwidth 70 30

threshold 1 80 90

priority-queue 2 bandwidth 30

cos-map queue 1 threshold 2 3

cos-map queue 1 threshold 3 6 7

cos-map queue 2 threshold 1 4

dscp-map queue 1 threshold 2 24

dscp-map queue 1 threshold 3 48 49 50 51

52 53 54 55

mls

gos srr-queue

input

dscp-map queue 1 threshold 3 56 57 58 59

60 61 62 63

mls

gos srr-queue

input

dscp-map queue 2 threshold 3 32 33 40 41

42 43 44 45

mls
mls
mls
mls
mls
mls
mls
mls

gos srr-queue
gos srr-queue
gos srr-queue
gos srr-queue
gos srr-queue
gos srr-queue
gos srr-queue

gos srr-queue

input

output
output
output
output
output
output
output

dscp-map queue 2 threshold 3 46 47
cos-map queue 1 threshold 3 4 5
cos-map queue 2 threshold 1 2
cos-map queue 2 threshold 2 3
cos-map queue 2 threshold 3 6 7
cos-map queue 3 threshold 3 0
cos-map queue 4 threshold 3 1

dscp-map queue 1 threshold 3 32 33 40 41

42 43 44 45

mls
mls

gos srr-queue
gos srr-queue

output
output

dscp-map queue 1 threshold 3 46 47
dscp-map queue 2 threshold 1 16 17 18 19
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21 22 23 26

mls gos srr-queue output dscp-map queue 2 threshold 1 28 29 30
31 34 35 36

mls gos srr-queue output dscp-map queue 2 threshold 1 37 38 39
mls gos srr-queue output dscp-map queue 2 threshold 2 24

mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51
52 53 54 55

mls gos srr-queue output dscp-map queue 2 threshold 3 57 58 59

60 61 62 63

mls gos srr-queue output dscp-map queue 3 threshold 3 01 2 3 4 5

67

mls gos srr-queue output dscp-map queue 4 threshold 1 8 9 11 13

15

mls gos srr-queue output dscp-map queue 4 threshold 2 10 12 14

mls gos queue-set output 1 threshold 1 100 100 50 200
mls gos queue-set output 1 threshold 2 125 125 100 400
mls gos queue-set output 1 threshold 3 60 150 50 200
mls gos queue-set output 1 buffers 15 25 40 20
mls gos
!
crypto pki trustpoint TP-self-signed-252211072
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-252211072
revocation-check none
rsakeypair TP-self-signed-252211072
I
!
crypto pki certificate chain TP-self-signed-252211072
certificate self-signed 01
! [removed]
quit
license boot level lanbase
license boot level lanbase switch 1
|
|
|
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spanning-tree mode rapid-pvst
spanning-tree extend system-id

!

|

!

port-channel load-balance src-dst-ip
I

vlan internal allocation policy ascending

vlan 115
name Management
!
vlan 148
name Server-VLAN-1
!
vlan 149
name Server-VLAN-2
!
vlan 150
name BN-Services
!
vlan 154
name Server-Room-Inside-1
!
vlan 155
name Server-Room-Inside-2
!
vlan 999
name Anti-VLAN-Hopping
!
ip ssh version 2
|
|
!
macro name EgressQoS
mls gos trust dscp
queue-set 2
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srr-queue bandwidth share 1 30 35 5

priority-queue out

@

|

!

interface Port-channell

description EtherChannel to Core 4507
switchport trunk encapsulation dotlg

switchport trunk allowed vlan 115,148-150,154,155

switchport mode trunk
!
interface Port-channel2?l
description ACE4710
switchport trunk encapsulation dotlqg
switchport trunk allowed vlan 148
switchport mode trunk
macro apply EgressQoS
spanning-tree portfast
!
interface FastEthernetO

no ip address
|

interface range GigabitEthernetl/0/1-20

switchport access vlan 148
switchport mode access

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro apply EgressQoS

spanning-tree portfast

!
interface GigabitEthernetl1/0/21
description ACE4710

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 148
switchport mode trunk

20124 ¥ &

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro apply EgressQoS

spanning-tree portfast
channel-group 21 mode on

interface GigabitEthernetl/0/22

description SJC23-Lab-ESX21
switchport trunk encapsulation dotlqg

switchport trunk allowed vlan 148-150,154,155

switchport mode trunk

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro apply EgressQoS

spanning-tree portfast
|

interface GigabitEthernetl1/0/23

description SR-AIP-SSM-40-1
switchport access vlan 148
switchport mode access

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro apply EgressQoS

spanning-tree portfast

!

interface GigabitEthernetl/0/24
switchport access vlan 148
switchport mode access

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out
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mls gos trust dscp
macro apply EgressQoS
spanning-tree portfast
!
interface GigabitEthernetl/1/1
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 115,148-150,154,155
switchport mode trunk
srr-queue bandwidth share 1 30 35 5
queue-set 2
priority-queue out
mls gos trust dscp
macro apply EgressQoS
channel-protocol lacp
channel-group 1 mode active
!
interface GigabitEthernetl/1/2
!
interface GigabitEthernetl/1/3
!
interface GigabitEthernetl/1/4
!
interface TenGigabitEthernetl/1/1
!
interface TenGigabitEthernetl/1/2
!
interface range GigabitEthernet2/0/1-20
switchport access vlan 148
switchport mode access
srr-queue bandwidth share 1 30 35 5
queue-set 2
priority-queue out
mls gos trust dscp
macro apply EgressQoS
spanning-tree portfast
|

interface GigabitEthernet2/0/21
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description ACE4710
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 148
switchport mode trunk
srr-queue bandwidth share 1 30 35 5
queue-set 2
priority-queue out
mls gos trust dscp
macro apply EgressQoS
spanning-tree portfast
channel-group 21 mode on
!
interface GigabitEthernet2/0/22
description SJC23-Lab-NTP-B
switchport access vlan 148
switchport mode access
srr-queue bandwidth share 1 30 35 5
queue-set 2
priority-queue out
mls gos trust dscp
macro apply EgressQoS
spanning-tree portfast
!
interface GigabitEthernet2/0/23
description SR-AIP-SSM-40-2
switchport access vlan 148
switchport mode access
srr-queue bandwidth share 1 30 35 5
queue-set 2
priority-queue out
mls gos trust dscp
macro apply EgressQoS
spanning-tree portfast
!
interface GigabitEthernet2/0/24
switchport access vlan 148
switchport mode access
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srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro apply EgressQoS

spanning-tree portfast

!
interface GigabitEthernet2/1/1
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 115,148-150,154,155
switchport mode trunk

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro apply EgressQoS
channel-protocol lacp
channel-group 1 mode active

!

interface GigabitEthernet2/1/2

!

interface GigabitEthernet2/1/3

!

interface GigabitEthernet2/1/4

!

interface TenGigabitEthernet2/1/1

!

interface TenGigabitEthernet2/1/2

!

interface Vlanl

no ip address

!

interface Vlanll5

ip address 10.10.15.61 255.255.255.128
!

ip default-gateway 10.10.15.1

ip http server
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ip http secure-server
logging esm config
snmp-server community cisco RO
snmp-server community ciscol23 RW
!
!
line con 0O
line vty 0 4
login local
length 0
transport input ssh
line vty 5 15
login local
length 0
transport input ssh
!
ntp server 10.10.48.17
end
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no aaa new-model

e,

clock timezone PST -8
clock summer-time PDT recurring
hw-module uplink select tengigabitethernet

udld enable
B M#EEN, Cisco Catalyst 4507R3z 4/l

UTEEE/RT —NCisco Catalyst 4507REA AL, —NETFHF (chassis) I ip subnet-zero

W B EMEA RN, 1247 2 EMICisco CatalysEATIMISH, MBRE TN ip arp inspection vlan 104,106
BRAINEEEIE, — ME07REA A TR AR e BRI SIS EA SN, ETE ip domain-name cisco.local
MERES, EALFE EOT AR 1-486 R BER AT TRE, AR ip name-server 10.10.48.10
BB, RERHO45-48, AT REHEASER, ip vrf Mgmt-vrf

ip dhcp snooping vlan 104,106

i 15.0 . . . ) .
version no ip dhcp snooping information option

no service pad .
. . , ip dhcp snooping
service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption
) P Yp vtp mode transparent
service compress-config '

hostname hg-a4507
I

crypto pki trustpoint TP-self-signed-14461

enrollment selfsigned

boot-start- k
cotTstartmmarter subject-name cn=I0S-Self-Signed-Certificate-14461

boot-end-marker
|

revocation-check none

rsakeypair TP-self-signed-14461
enable secret 5 ! [removed]

I
!
username admin privilege 15 password 7 ! [removed]
|

crypto pki certificate chain TP-self-signed-14461
certificate self-signed 01

macro name AccessEdgeQoS | [removed]

gos trust device cisco-phone
service-policy input CISCOPHONE-POLICY

rv% P % ¥y 1npd power redundancy-mode redundant
service-policy output 1P7Q1T |
@ |
macro name EgressQoS )

quit

|
service-policy output 1P7Q1T
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spanning-tree mode rapid-pvst

spanning-tree extend system-id

|
redundancy

mode sso
|

vlan internal allocation policy ascending

vlan 104
name Data
!
vlan 106
name Voice
!
vlan 115
name Management
!
vlan 999
name Native
!
ip ssh version 2
!
class-map match-any
match dscp af3l
class-map match-any
match dscp cs7
match dscp csb6
match dscp cs3
match dscp cs?2
class-map match-any
match dscp af2l
class-map match-any
match dscp csl
class-map match-any
match dscp af4dl
class-map match-any
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MULTIMEDIA-STREAMING-QUEUE
af32 af33
CONTROL-MGMT-QUEUE

TRANSACTIONAL-DATA-QUEUE
af22 af23
SCAVENGER-QUEUE

MULTIMEDIA-CONFERENCING-QUEUE
afd42 afi43
VOIP_SIGNAL_CLASS

match cos 3
class-map match-any BULK-DATA-QUEUE
match dscp afll afl2 afl3
class-map match-any VOIP DATA CLASS
match cos 5
class-map match-any PRIORITY-QUEUE
match dscp ef
match dscp csb
match dscp cs4
!
policy-map CISCOPHONE-POLICY
class VOIP DATA CLASS
set dscp ef
police cir 128000 bc 8000
conform-action transmit
exceed-action drop
class VOIP SIGNAL CLASS
set dscp cs3
police cir 32000 bc 8000
conform-action transmit
exceed-action drop
class class-default
set dscp default
police cir 10000000 bc 8000
conform-action transmit
exceed-action set-dscp-transmit csl
policy-map 1P7Q1T
class PRIORITY-QUEUE
priority
class CONTROL-MGMT-QUEUE
bandwidth remaining percent 10
class MULTIMEDIA-CONFERENCING-QUEUE
bandwidth remaining percent 10
class MULTIMEDIA-STREAMING-QUEUE
bandwidth remaining percent 10
class TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent 10
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dbl
class BULK-DATA-QUEUE
bandwidth remaining percent 4
dbl
class SCAVENGER-QUEUE
bandwidth remaining percent 1
class class-default
bandwidth remaining percent 25
dbl
|
|
!
interface Port-channell
switchport
switchport trunk native vlan 999
switchport trunk allowed vlan 104,106,115
switchport mode trunk
ip arp inspection trust
logging event link-status
flowcontrol receive on
ip dhcp snooping trust
!
interface FastEthernetl
ip vrf forwarding Mgmt-vrf
no ip address
shutdown
speed auto
duplex auto
!
interface TenGigabitEthernet3/1
switchport trunk native vlan 999
switchport trunk allowed vlan 104,106,115
switchport mode trunk
ip arp inspection trust
macro description EgressQoS
channel-protocol lacp
channel-group 1 mode active
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service-policy output 1P7Q1T
ip dhcp snooping trust
!
interface TenGigabitEthernet3/2
switchport trunk native vlan 999
switchport trunk allowed vlan 104,106,115
switchport mode trunk
ip arp inspection trust
macro description EgressQoS
channel-protocol lacp
channel-group 1 mode active
service-policy output 1P7Q1T
ip dhcp snooping trust
!
interface GigabitEthernet3/3
!
interface GigabitEthernet3/4
!
interface GigabitEthernet3/5
!
interface GigabitEthernet3/6
!
interface range GigabitEthernet5/1-48
switchport access vlan 104
switchport mode access
switchport voice vlan 106
switchport host
switchport port-security maximum 11
switchport port-security
switchport port-security aging time 2

switchport port-security violation restrict
switchport port-security aging type inactivity

ip arp inspection limit rate 100
macro apply AccessEdgeQoS
spanning-tree bpduguard enable

ip verify source vlan dhcp-snooping
ip dhcp snooping limit rate 100
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no ip address

!

interface Vlanll5

description MANAGEMENT VLAN 115

ip address 10.10.15.70 255.255.255.128

! version 15.0

ip route 0.0.0.0 0.0.0.0 10.10.15.1 no service pad

ip http server service timestamps debug datetime msec
ip http secure-server service timestamps log datetime msec

! service password-encryption
! !

! hostname hg-a3750

logging trap errors !

logging 10.10.48.35 boot-start-marker
access-list 55 permit 10.10.48.0 0.0.0.255 boot-end-marker

! !

snmp-server community cisco RO !

snmp-server community ciscol23 RW 55 enable secret 5 ![removed]

! !

! username admin privilege 15 password 7 ![removed]
line con 0

stopbits 1 no aaa new-model

line vty 0 4 clock timezone PST -8 0

login local clock summer-time PDT recurring
transport input ssh switch 1 provision ws-c3750x-48p
line vty 5 15 switch 2 provision ws-c3750x-48p
login local stack-mac persistent timer 0
transport input ssh system mtu routing 1500

! ip arp inspection vlan 100,102

ntp clock-period 17212803 !
ntp update-calendar !
ntp server 10.10.48.17 !
end ip dhcp snooping vlan 100,102
no ip dhcp snooping information option
ip dhcp snooping
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ip domain-name cisco.local mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51

ip name-server 10.10.48.10 52 53 54 55
vtp mode transparent mls gos srr-queue output dscp-map queue 2 threshold 3 56 57 58 59
udld enable 60 61 62 63

mls gos srr-queue output dscp-map queue 3 threshold 3 0 1 2 3 4 5
! 67
mls gos map policed-dscp 0 10 18 24 46 to 8 mls gos srr-queue output dscp-map queue 4 threshold 1 8 9 11 13
mls gos map cos-dscp 0 8 16 24 32 46 48 56 15
mls gos srr-queue input bandwidth 70 30 mls gos srr-queue output dscp-map queue 4 threshold 2 10 12 14
mls gos srr-queue input threshold 1 80 90 mls gos queue-set output 1 threshold 1 100 100 50 200
mls gos srr-queue input priority-queue 2 bandwidth 30 mls gos queue-set output 1 threshold 2 125 125 100 400
mls gos srr-queue input cos-map queue 1 threshold 2 3 mls gos queue-set output 1 threshold 3 100 100 100 400
mls gos srr-queue input cos-map queue 1 threshold 3 6 7 mls gos queue-set output 1 threshold 4 60 150 50 200
mls gos srr-queue input cos-map queue 2 threshold 1 4 mls gos queue-set output 1 buffers 15 25 40 20
mls gos srr-queue input dscp-map queue 1 threshold 2 24 mls gos

mls gos srr-queue input dscp-map queue 1 threshold 3 48 49 50 51 !

52 53 54 55 crypto pki trustpoint TP-self-signed-4271429248

mls gos srr-queue input dscp-map queue 1 threshold 3 56 57 58 59 enrollment selfsigned

60 61 62 63 subject-name cn=I0S-Self-Signed-Certificate-4271429248
mls gos srr-queue input dscp-map queue 2 threshold 3 32 33 40 41 revocation-check none

42 43 44 45 rsakeypair TP-self-signed-4271429248

mls gos srr-queue input dscp-map queue 2 threshold 3 46 47 !

mls gos srr-queue output cos-map queue 1 threshold 3 4 5 !

mls gos srr-queue output cos-map queue 2 threshold 1 2 crypto pki certificate chain TP-self-signed-4271429248
mls gos srr-queue output cos-map queue 2 threshold 2 3 certificate self-signed 01

mls gos srr-queue output cos-map queue 2 threshold 3 6 7 ! [removed]

mls gos srr-queue output cos-map queue 3 threshold 3 0 quit

mls gos srr-queue output cos-map queue 4 threshold 3 1 !

mls gos srr-queue output dscp-map queue 1 threshold 3 32 33 40 41 !

42 43 44 45 !

mls gos srr-queue output dscp-map queue 1 threshold 3 46 47 !

mls gos srr-queue output dscp-map queue 2 threshold 1 16 17 18 19 spanning-tree mode rapid-pvst

20 21 22 23 spanning-tree extend system-id

mls gos srr-queue output dscp-map queue 2 threshold 1 26 27 28 29 auto gos srnd4

30 31 34 35 !
mls gos srr-queue output dscp-map queue 2 threshold 1 36 37 38 39 !
mls gos srr-queue output dscp-map queue 2 threshold 2 24 !
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port-channel load-balance src-dst-ip
!
vlan internal allocation policy ascending
!
vlan 100
name Data
!
vlan 102
name Voice
!
vlan 115
name Management
!
vlan 999
name Native
!
ip ssh version 2
!
class-map match-all AUTOQOS VOIP DATA CLASS
match ip dscp ef
class-map match-all AUTOQOS DEFAULT CLASS
match access-group name AUTOQOS-ACL-DEFAULT
class-map match-all AUTOQOS VOIP SIGNAL CLASS
match ip dscp cs3
!
policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY
class AUTOQOS VOIP DATA CLASS
set dscp ef
police 128000 8000 exceed-action policed-dscp-transmit
class AUTOQOS VOIP SIGNAL CLASS
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit
class AUTOQOS DEFAULT CLASS
set dscp default
police 10000000 8000 exceed-action policed-dscp-transmit
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I
!

macro name AccessEdgeQoS

auto gos voip cisco-phone

@

macro name EgressQoS

mls gos trust dscp

queue-set 2

srr-queue bandwidth share 1 30 35 5

priority-queue out

@

|

!

interface Port-channell

description Links to 6500VSS { Etherchannel }
switchport trunk encapsulation dotlqg
switchport trunk native vlan 999

switchport trunk allowed vlan 100,102,115
switchport mode trunk

ip arp inspection trust

logging event link-status

ip dhcp snooping trust

!

interface FastEthernet0

no ip address
shutdown

!

interface range GigabitEthernetl1/0/1-48
description Access ports for phones & PCs
switchport access vlan 100
switchport mode access
switchport voice vlan 102
switchport port-security maximum 11
switchport port-security
switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
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ip arp inspection limit rate 100
srr-queue bandwidth share 1 30 35 5
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

macro description AccessEdgeQoS

auto gos voip cisco-phone

spanning-tree portfast

spanning-tree bpduguard enable
service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY
ip verify source

ip dhcp snooping limit rate 100

!
interface range GigabitEthernetl/0/45-48
description Access ports for Wireless Access Points
mls gos trust dscp

!
interface GigabitEthernetl/1/1

!

interface GigabitEthernetl/1/2

description Links to 6500VSS { Etherchannel }
switchport trunk encapsulation dotlqg
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

ip arp inspection trust

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro description EgressQoS
channel-protocol lacp

channel-group 1 mode active

ip dhcp snooping trust

|

interface GigabitEthernetl/1/3
|
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interface GigabitEthernetl/1/4

!
interface TenGigabitEthernetl/1/1

!
interface TenGigabitEthernetl/1/2

!
interface range GigabitEthernet2/0/1-48
description Access ports for phones & PCs
switchport access vlan 100

switchport mode access

switchport voice vlan 102

switchport port-security maximum 11
switchport port-security

switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
ip arp inspection limit rate 100

srr-queue bandwidth share 1 30 35 5
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

macro description AccessEdgeQoS

auto gos voip cisco-phone

spanning-tree portfast

spanning-tree bpduguard enable
service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY
ip verify source

ip dhcp snooping limit rate 100

!

interface range GigabitEthernet2/0/45-48
description Access ports for Wireless Access Points
mls gos trust dscp

!

interface GigabitEthernet2/1/1

!

interface GigabitEthernet2/1/2

description Links to 6500VSS { Etherchannel }
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switchport trunk encapsulation dotlqg
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

ip arp inspection trust

srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust dscp

macro description EgressQoS
channel-protocol lacp

channel-group 1 mode active

ip dhcp snooping trust

!
interface GigabitEthernet2/1/3

!
interface GigabitEthernet2/1/4

!
interface TenGigabitEthernet2/1/1

!

interface TenGigabitEthernet2/1/2

!

interface Vlanl

no ip address

shutdown

!

interface Vlanllb

description MANAGEMENT VLAN 115

ip address 10.10.15.65 255.255.255.128
!

ip default-gateway 10.10.15.1

ip http server

ip http secure-server

!

ip access-list extended AUTOQOS-ACL-DEFAULT
permit ip any any

logging esm config
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logging trap errors
logging 10.10.48.35
access-list 55 permit 10.10.48.0 0.0.0.255
snmp-server community cisco RO
snmp-server community ciscol23 RW 55
|
!
line con O
line vty 0 4
login local
length 0
transport input ssh
line vty 5 15
login local
length 0
transport input ssh
!
ntp server 10.10.48.17
end

Big N, Cisco Catalyst 3560X3s#4]
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version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname hg-a3560

!

boot-start-marker

boot-end-marker
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enable secret 5
|

! [removed]

username admin privilege 15 password 7 ![removed]
no aaa new-model

clock timezone PST -8 0

clock summer-time PDT recurring

system mtu routing 1500

ip arp inspection vlan 100,102

I

!

ip dhcp snooping vlan 100,102

no ip dhcp snooping information option
ip dhcp snooping

ip domain-name cisco.local

ip name-server 10.10.48.10

vtp mode transparent

udld enable

|

mls gos map policed-dscp 0 10 18 24 46 to 8
map cos-dscp 0 8 16 24 32 46 48 56
bandwidth 70 30
threshold 1 80 90

priority-queue 2 bandwidth 30

mls gos

mls gos srr-queue input

mls gos srr-queue input

mls gos srr-queue input

mls gos srr-queue input cos-map queue 1 threshold 2 3

mls gos srr-queue input cos-map queue 1 threshold 3 6 7

mls gos srr-queue input cos-map queue 2 threshold 1 4

queue 1 threshold 2 24
queue 1 threshold 3 48 49 50 51

mls gos srr-queue input dscp-map

mls gos srr-queue input dscp-map

52 53 54 55

mls gos srr-queue input dscp-map queue 1 threshold 3 56 57 58 59

60 61 62 63

mls gos srr-queue input dscp-map queue 2 threshold 3 32 33 40 41

42 43 44 45
mls gos srr-queue 2 threshold 3 46 47
threshold 3 4 5

threshold 1 2

input dscp-map queue

mls gos srr-queue output cos-map queue 1

mls gos srr-queue output cos-map queue 2
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mls gos srr-queue output cos-map queue 2 threshold 2 3

mls gos srr-queue output cos-map queue 2 threshold 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 0

mls gos srr-queue output cos-map queue 4 threshold 3 1

mls gos srr-queue output dscp-map queue 1 threshold 3 32 33 40 41
42 43 44 45

mls gos srr-queue output dscp-map queue 1 threshold 3 46 47

mls gos srr-queue output dscp-map queue 2 threshold 1 16 17 18 19
20 21 22 23

mls gos srr-queue output dscp-map queue 2 threshold 1 26 27 28 29
30 31 34 35

mls gos srr-queue output dscp-map queue 2 threshold 1 36 37 38 39
mls gos srr-queue output dscp-map queue 2 threshold 2 24

mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51
52 53 54 55

mls gos srr-queue output dscp-map queue 2 threshold 3 56 57 58 59
60 61 62 63

mls gos srr-queue output dscp-map queue 3 threshold 3 0 1 2 3 4 5
6 7

mls gos srr-queue output dscp-map queue 4 threshold 1 8 9 11 13
15

mls gos srr-queue output dscp-map queue 4 threshold 2 10 12 14
mls gos queue-set output 1 threshold 1 100 100 50 200

mls gos queue-set output 1 threshold 2 125 125 100 400

mls gos queue-set output 1 threshold 3 100 100 100 400

mls gos queue-set output 1 threshold 4 60 150 50 200

mls gos queue-set output 1 buffers 15 25 40 20

mls gos

crypto pki trustpoint TP-self-signed-4266437376
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-4266437376
revocation-check none
rsakeypair TP-self-signed-4266437376

crypto pki certificate chain TP-self-signed-4266437376
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certificate self-signed 01
! [removed]
quit
|
|
|
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
auto gos srnd4
|
|
!
port-channel load-balance src-dst-ip
!
vlan internal allocation policy ascending
!
vlan 100
name Data
!
vlan 102
name Voice
!
vlan 115
name Management
!
vlan 999
name Native
!
ip ssh version 2
!
class-map match-all AUTOQOS VOIP DATA CLASS
match ip dscp ef
class-map match-all AUTOQOS DEFAULT CLASS
match access-group name AUTOQOS-ACL-DEFAULT
class-map match-all AUTOQOS VOIP SIGNAL CLASS
match ip dscp cs3
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|
policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY
class AUTOQOS VOIP DATA CLASS
set dscp ef

police 128000 8000 exceed-action policed-dscp-transmit

class AUTOQOS VOIP SIGNAL CLASS
set dscp cs3

police 32000 8000 exceed-action policed-dscp-transmit

class AUTOQOS DEFAULT CLASS
set dscp default

police 10000000 8000 exceed-action policed-dscp-transmit

|
|
!
macro name AccessEdgeQoS
auto gos voip cisco-phone
@
macro name EgressQoS
mls gos trust dscp
queue-set 2
srr-queue bandwidth share 1 30 35 5
priority-queue out
@
|
!
interface Port-channell
description Links to 6500VSS { Etherchannel }
switchport trunk encapsulation dotlqg
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk
ip arp inspection trust
logging event link-status
ip dhcp snooping trust
|

interface FastEthernetO
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no ip address srr-queue bandwidth share 1 30 35 5
shutdown queue-set 2
! priority-queue out

interface range GigabitEthernet0/1-48 mls gos trust dscp

description Access ports for phones & PCs macro description EgressQoS
switchport access vlan 100 channel-protocol lacp

switchport mode access channel-group 1 mode active
switchport voice vlan 102 ip dhcp snooping trust

switchport port-security maximum 11 !

switchport port-security interface GigabitEthernetl/2
switchport port-security aging time 2 !

switchport port-security violation restrict interface GigabitEthernetl/3
switchport port-security aging type inactivity description Links to 6500VSS { Etherchannel }
ip arp inspection limit rate 100 switchport trunk encapsulation dotlqg
srr-queue bandwidth share 1 30 35 5 switchport trunk native vlan 999
priority-queue out switchport trunk allowed vlan 100,102,115
mls gos trust device cisco-phone switchport mode trunk

mls gos trust cos ip arp inspection trust

macro description AccessEdgeQoS srr-queue bandwidth share 1 30 35 5
auto gos voip cisco-phone queue-set 2

spanning-tree portfast priority-queue out

spanning-tree bpduguard enable mls gos trust dscp

service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY macro description EgressQoS

ip verify source channel-protocol lacp

ip dhcp snooping limit rate 100 channel-group 1 mode active

! ip dhcp snooping trust
interface range GigabitEthernet0/45-48 !

description Access ports for Wireless Access Points interface GigabitEthernetl/4
mls gos trust dscp !

! interface TenGigabitEthernetl/1
interface GigabitEthernetl/1 !

description Links to 6500VSS { Etherchannel } interface TenGigabitEthernetl/2
switchport trunk encapsulation dotlg !

switchport trunk native vlan 999 interface Vlanl
switchport trunk allowed vlan 100,102,115 no ip address
switchport mode trunk shutdown

ip arp inspection trust !
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interface Vlanllb

description MANAGEMENT VLAN 115

ip address 10.10.15.55 255.255.255.128
!

ip default-gateway 10.10.15.1

ip http server

ip http secure-server

|

!

ip access-list extended AUTOQOS-ACL-DEFAULT
permit ip any any

!

logging esm config

logging trap errors

logging 10.10.48.35
access-list 55 permit 10.10.48.0 0.0.0.255
snmp-server community cisco RO
snmp-server community ciscol23 RW 55
|

!

line con O

line vty 0 4

login local

length 0O

transport input ssh

line vty 5 15

login local

length 0

transport input ssh

!
ntp server 10.10.48.17
end
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version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname hg-a2960s

!

boot-start-marker

boot-end-marker

!

enable secret 5 ![removed]

!

username admin privilege 15 password 7 ![removed]
no aaa new-model

clock timezone PST -8 0

clock summer-time PDT recurring

switch 1 provision ws-c2960s-48fps-1
switch 2 provision ws-c2960s-48fps-1
stack-mac persistent timer 0

ip arp inspection vlan 100,102

!

!

ip dhcp snooping vlan 100,102

no ip dhcp snooping information option
ip dhcp snooping

ip domain-name cisco.local

ip name-server 10.10.48.10

vtp mode transparent

udld enable
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mls gos map policed-dscp 0 10 18 24 46 to 8

mls gos map cos-dscp 0 8 16 24 32 46 48 56

mls gos srr-queue output cos-map queue 1 threshold 3 4 5

mls gos srr-queue output cos-map queue 2 threshold 1 2

mls gos srr-queue output cos-map queue 2 threshold 2 3

mls gos srr-queue output cos-map queue 2 threshold 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 0

mls gos srr-queue output cos-map queue 4 threshold 3 1

mls gos srr-queue output dscp-map queue 1 threshold 3 32 33 40 41
42 43 44 45

mls gos srr-queue output dscp-map queue 1 threshold 3 46 47

mls gos srr-queue output dscp-map queue 2 threshold 1 16 17 18 19
20 21 22 23

mls gos srr-queue output dscp-map queue 2 threshold 1 26 27 28 29
30 31 34 35

mls gos srr-queue output dscp-map queue 2 threshold 1 36 37 38 39
mls gos srr-queue output dscp-map queue 2 threshold 2 24

mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51
52 53 54 55

mls gos srr-queue output dscp-map queue 2 threshold 3 56 57 58 59
60 61 62 63

mls gos srr-queue output dscp-map queue 3 threshold 3 01 2 3 4 5
6 7

mls gos srr-queue output dscp-map queue 4 threshold 1 8 9 11 13
15

mls gos srr-queue output dscp-map queue 4 threshold 2 10 12 14
mls gos queue-set output 1 threshold 1 100 100 50 200

mls gos queue-set output 1 threshold 2 125 125 100 400

mls gos queue-set output 1 threshold 3 100 100 100 400

mls gos queue-set output 1 threshold 4 60 150 50 200

mls gos queue-set output 1 buffers 15 25 40 20

mls gos

crypto pki trustpoint TP-self-signed-1292739584
enrollment selfsigned
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subject-name cn=I0S-Self-Signed-Certificate-1292739584
revocation-check none
rsakeypair TP-self-signed-1292739584
|
!
crypto pki certificate chain TP-self-signed-1292739584
certificate self-signed 01
! [removed]
quit
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
auto gos srnd4
I
|
!
port-channel load-balance src-dst-ip
!
vlan internal allocation policy ascending
!
vlan 100
name Data
!
vlan 102
name Voice
!
vlan 115
name Management
!
vlan 999
name Native
!
ip ssh version 2
!
class-map match-all AUTOQOS VOIP DATA CLASS
match ip dscp ef
class-map match-all AUTOQOS DEFAULT CLASS
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match access-group name AUTOQOS-ACL-DEFAULT
class-map match-all AUTOQOS VOIP SIGNAL CLASS
match ip dscp cs3
!
policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY
class AUTOQOS VOIP DATA CLASS
set dscp ef
police 128000 8000 exceed-action policed-dscp-transmit
class AUTOQOS VOIP SIGNAL CLASS
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit
class AUTOQOS DEFAULT CLASS
set dscp default
police 10000000 8000 exceed-action policed-dscp-transmit

|

|

!

macro name AccessEdgeQoS

auto gos voip cisco-phone

@

macro name EgressQoS

mls qgos trust dscp

queue-set 2

srr-queue bandwidth share 1 30 35 5

priority-queue out

@

|

!

interface Port-channell

description Links to 6500VSS { Etherchannel }
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

ip arp inspection trust

logging event link-status

ip dhcp snooping trust
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|
!
interface FastEthernetO
no ip address
shutdown
!
interface range GigabitEthernetl/0/1-48
description Access ports for phones & PCs
switchport access vlan 100
switchport mode access
switchport voice vlan 102
switchport port-security maximum 11
switchport port-security
switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
ip arp inspection trust
ip arp inspection limit rate 100
srr-queue bandwidth share 1 30 35 5
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
macro description AccessEdgeQoS
auto gos voip cisco-phone
spanning-tree portfast
spanning-tree bpduguard enable
service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY
ip verify source
ip dhcp snooping limit rate 100
!
interface range GigabitEthernetl/0/45-48
description Access ports for Wireless Access Points
mls gos trust dscp
!
interface GigabitEthernetl1/0/49
description Links to 6500VSS { Etherchannel }
switchport trunk native vlan 999
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switchport trunk allowed vlan 100,102,115 spanning-tree bpduguard enable

switchport mode trunk service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY
ip arp inspection trust ip verify source

srr-queue bandwidth share 1 30 35 5 ip dhcp snooping limit rate 100

queue-set 2 !

priority-queue out interface range GigabitEthernet2/0/45-48

mls gos trust dscp description Access ports for Wireless Access Points
macro description EgressQoS mls gos trust dscp

channel-protocol lacp !

channel-group 1 mode active interface GigabitEthernet2/0/49

ip dhcp snooping trust description Links to 6500VSS { Etherchannel }

! switchport trunk native vlan 999
interface GigabitEthernet1/0/50 switchport trunk allowed vlan 100,102,115
! switchport mode trunk

interface GigabitEthernet1/0/51 ip arp inspection trust

! srr-queue bandwidth share 1 30 35 5
interface GigabitEthernetl/0/52 queue-set 2

! priority-queue out

interface range GigabitEthernet2/0/1-48 mls gos trust dscp

description Access ports for phones & PCs macro description EgressQoS
switchport access vlan 100 channel-protocol lacp
switchport mode access channel-group 1 mode active
switchport voice vlan 102 ip dhcp snooping trust
switchport port-security maximum 11 !

switchport port-security interface GigabitEthernet2/0/50
switchport port-security aging time 2 !

switchport port-security violation restrict interface GigabitEthernet2/0/51
switchport port-security aging type inactivity !

ip arp inspection trust interface GigabitEthernet2/0/52
ip arp inspection limit rate 100 !

srr-queue bandwidth share 1 30 35 5 interface Vlanl

priority-queue out no ip address

mls gos trust device cisco-phone shutdown

mls gos trust cos !

macro description AccessEdgeQoS interface Vlanllb5

auto gos voip cisco-phone description MANAGEMENT VLAN 115
spanning-tree portfast ip address 10.10.15.60 255.255.255.128
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|
ip default-gateway 10.10.15.1

ip http server
ip http secure-server

|

!

ip access-list extended AUTOQOS-ACL-DEFAULT
permit ip any any

logging esm config

logging trap errors

logging 10.10.48.35
access-list 55 permit 10.10.48.0 0.0.0.255
snmp-server community cisco RO
snmp-server community ciscol23 RW 55
!

line con 0O

line vty 0 4

exec—timeout 0 0

login local

transport input ssh

line vty 5 15

exec-timeout 0 0

login local

transport input ssh

!

ntp server 10.10.48.17

end

2012%F £ 4 REM: EXEA



N/ A revocation-check none
il:l XX . D . rsakeypair TP-self-signed-3146897985
"~ . /N A
o
e
HHA

~
2

crypto pki certificate chain TP-self-signed-3146897985
certificate self-signed 01 nvram:IO0S-Self-Sig#2.cer
no ipvé cef

ipv6 spd queue min-threshold 62

ipv6 spd queue max-threshold 63
EE8, WAN 7588 H 28, Cisco ISR 3945 |

NTFBEZAR7SMERIERH EN, RENKNELHNESLRELE, HEE !

F—/NCisco ISR G2 3945, NTFHZEBE=25"MafRit s /N WM, Cisco ISR ip source-route
G2 3025 A MK A 1442, AERLSEBEE. ip cef

|
version 15.1 !

service timestamps debug datetime msec localtime ip multicast-routing

. . . . !
service timestamps log datetime msec localtime :
. . |
service password-encryption :

, ip domain name cisco.local

hostname HO-WAN-ISR3945 ip name-server 10.10.48.10
| ip wcep 61 redirect-list WAAS-REDIRECT-LIST group-list BN-WAE

password 7 ![removed]
boot-end-marker ip wcep 62 redirect-list WAAS-REDIRECT-LIST group-list BN-WAE

boot-start-marker

| password 7 ![removed]
|

!

enable secret 5 ![removed] !

|
|

no aaa new-model

!

clock timezone PST -8 0

clock summer-time PDT recurring
I

crypto pki token default removal timeout O

|
| .

crypto pki trustpoint TP-self-signed-3146897985 ‘

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3146897985 !
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I
!
username admin privilege 15 password 7 ![removed]
!
redundancy
|
|
|
I
!
ip ssh source-interface Loopback0
ip ssh version 2
!
class-map match-any DATA
match ip dscp af2l
class-map match-any INTERACTIVE-VIDEO
match dscp cs4 afdl
class-map match-any CRITICAL-DATA
match dscp cs3 af3l
class-map match-any VOICE
match dscp ef
class-map match-any SCAVENGER
match ip dscp csl afll
class-map match-any NETWORK-CRITICAL
match ip dscp cs2 cs6
!
!
policy-map WAN
class VOICE
priority percent 10
class INTERACTIVE-VIDEO
priority percent 23
class CRITICAL-DATA
bandwidth percent 15
random-detect dscp-based
class DATA
bandwidth percent 19
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random-detect dscp-based
class SCAVENGER
bandwidth percent 5
class NETWORK-CRITICAL
bandwidth percent 3
class class-default
bandwidth percent 25
random-detect
policy-map WAN-QOS-POLICY
class class-default
shape average 10000000
service-policy WAN

interface Loopback0
ip address 10.10.32.254 255.255.255.255
ip pim sparse-mode
!
interface Port-channel3?2
ip address 10.10.32.126 255.255.255.128
ip wcep 61 redirect in
ip pim sparse-mode
hold-queue 150 in
!
interface GigabitEthernet0/0
description MPLS WAN uplink
ip address 192.168.6.129 255.255.255.252
ip weep 62 redirect in
ip pim sparse-mode
duplex auto
speed auto
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service-policy output WAN-QOS-POLICY
!

interface GigabitEthernet0/1
no ip address

duplex auto

speed auto

channel-group 32

!

interface GigabitEthernet0/2
no ip address

duplex auto

speed auto

channel-group 32

|

|

|

|

router eigrp 1

network 10.10.0.0 0.0.255.255

redistribute static metric 50000 100 255 1 1500

passive-interface GigabitEthernet0/0
!

ip forward-protocol nd

!

ip pim rp-address 10.10.15.252 10

ip pim register-source Loopback0

no ip http server

ip http secure-server

|

ip route 10.11.0.0 255.255.0.0 192.168.6.130

ip route 192.168.6.128 255.255.255.224 192.168.6.130

|

ip access-list standard BN-WAE
permit 10.10.32.10
permit 10.10.50.10

|

ip access-list extended WAAS-REDIRECT-LIST

remark WAAS WCCP Redirect Exempt/Permit List
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deny  tcp any any eq 22

deny  tcp any eq 22 any

deny  tcp any any eq 123

deny  tcp any eq 123 any

permit tcp any any

!

logging 10.10.48.35
access-list 10 permit 239.1.0.0 0.0.255.255
access-list 55 permit 10.10.48.0 0.0.0.255
|

|

I

!

snmp-server community cisco RO 55
snmp-server community ciscol23 RW 55
snmp-server trap-source Loopback(
!

control-plane

1

|

!

gatekeeper

shutdown

!

|

!

line con O

line aux 0

line 2

login local

no activation-character

no exec

transport preferred none
transport input all

transport output lat pad telnet rlogin lapb-ta mop udptn v120

ssh
stopbits 1
line vty 0 4
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exec-timeout 120 0
login local

transport input ssh
line vty 5 15

login local

transport input ssh

!

scheduler allocate 20000 1000
ntp source Loopback0
ntp update-calendar
ntp server 10.10.48.17
end
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|

ZE A1, IiEMEBEEE, CiscolSR G2 2951

ISR G2 2951 iZiR I A BEHE AT ARRRIES AR, A RHNEHERES
E—NATAEE BRI HES G 25588 LUAEE (etherchannel)E# .

version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname Brl-ISR2951

1

boot-start-marker

boot-end-marker

|

!

enable secret 5 ![removed]

!

no aaa new-model

!

clock timezone PST -8 0

clock summer-time PDT recurring

!

crypto pki token default removal timeout 0O
!

crypto pki trustpoint TP-self-signed-4233999137
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-4233999137
revocation-check none

rsakeypair TP-self-signed-4233999137
|
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I
crypto pki certificate chain TP-self-signed-4233999137
certificate self-signed 01 nvram:IOS-Self-Sig#2.cer

no ipv6 cef

ipv6 spd queue min-threshold 62
ipv6 spd queue max-threshold 63
ip source-route

ip cef

!

|

|

ip multicast-routing

ip dhcp excluded-address 10.11.4.1 10.11.4.10
ip dhcp excluded-address 10.11.5.1 10.11.5.10
ip dhcp excluded-address 10.11.2.1 10.11.2.10
ip dhcp excluded-address 10.11.3.1 10.11.3.10

|

ip dhcp pool wired-data

network 10.11.4.0 255.255.255.0
default-router 10.11.4.1
domain-name cisco.local
dns-server 10.10.48.10

!

ip dhcp pool wired-voice

network 10.11.5.0 255.255.255.0
default-router 10.11.5.1
domain-name cisco.local
dns-server 10.10.48.10

!

ip dhcp pool wireless-data
network 10.11.2.0 255.255.255.0
default-router 10.11.2.1
domain-name cisco.local
dns-server 10.10.48.10

!

ip dhcp pool wireless-voice
network 10.11.3.0 255.255.255.0
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default-router 10.11.3.1
domain-name cisco.local
dns-server 10.10.48.10

I

I

ip domain name cisco.local

ip name-server 10.10.48.10

ip wcep 61 redirect-list WAAS-REDIRECT-LIST group-list BN-WAE

password 7 ! [removed]

ip wcep 62 redirect-list WAAS-REDIRECT-LIST group-list BN-WAE

password 7 ! [removed]
|

!

!

|

;

license udi pid CISC02951/K9 sn ![removed]
|

|

!

username admin privilege 15 password 5 ![removed]
!

redundancy

!

|

|

|

ip ssh source-interface LoopbackO0

ip ssh version 2

!

class-map match-any DATA

match ip dscp af2l
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class-map match-any INTERACTIVE-VIDEO
match dscp cs4 afi4l
class-map match-any CRITICAL-DATA
match dscp cs3 af3l
class-map match-any VOICE
match dscp ef
class-map match-any SCAVENGER
match ip dscp csl afll
class-map match-any NETWORK-CRITICAL
match ip dscp cs2 cs6
|
!
policy-map WAN
class VOICE
priority percent 10
class INTERACTIVE-VIDEO
priority percent 23
class CRITICAL-DATA
bandwidth percent 15
random-detect dscp-based
class DATA
bandwidth percent 19
random-detect dscp-based
class SCAVENGER
bandwidth percent 5
class NETWORK-CRITICAL
bandwidth percent 3
class class-default
bandwidth percent 25
random-detect
policy-map WAN-QOS-POLICY
class class-default
shape average 10000000
service-policy WAN

JEM: AR UL S S



! ip address 10.11.3.1 255.255.255.0
! ip pim sparse-mode

! !

! interface Embedded-Service-Engine0/0
! no ip address

interface Loopback0 !

ip address 10.11.0.1 255.255.255.255 interface GigabitEthernet0/0

ip pim sparse-mode description MPLS WAN Uplink

! ip address 192.168.6.133 255.255.255.252
interface Port-channell ip wecep 62 redirect in

description Links to Brl-3750X ip pim sparse-mode

no ip address duplex auto

hold-queue 150 in speed auto

! service-policy output WAN-QOS-POLICY
interface Port-channell.64 !

description Wired Data interface GigabitEthernet0/1
encapsulation dotlQ 64 description Links to Brl1-3750X
ip address 10.11.4.1 255.255.255.0 no ip address

ip wececp 61 redirect in duplex auto

ip pim sparse-mode speed auto

! channel-group 1

interface Port-channell.65 !

description Wireless Data interface GigabitEthernet0/2
encapsulation dotlQ 65 description Links to Brl-3750X
ip address 10.11.2.1 255.255.255.0 no ip address

ip weep 61 redirect in duplex auto

ip pim sparse-mode speed auto

! channel-group 1
interface Port-channell.69 !

description Wired Voice interface SM1/0

encapsulation dotlQ 69 ip address 1.1.1.1 255.255.255.252

ip address 10.11.5.1 255.255.255.0 service-module external ip address 10.11.4.8 255.255.255.0
ip pim sparse-mode service-module ip default-gateway 10.11.4.1

! !

interface Port-channell.70 ip forward-protocol nd

description Wireless Voice !
encapsulation dotlQ 70 ip pim rp-address 10.10.15.252 10
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ip pim register-source Loopback0

ip http server

ip http secure-server

!

ip route 0.0.0.0 0.0.0.0 192.168.6.134
!

ip access-list standard BN-WAE
permit 10.11.4.8

!

ip access-list extended WAAS-REDIRECT-LIST
remark WAAS WCCP Mgmt Redirect List
deny  tcp any any eq 22

deny  tcp any eq 22 any

deny  tcp any any eq 123

deny  tcp any eq 123 any

permit tcp any any

!
access-list 10 permit 239.1.0.0 0.0.255.255
I

|

|

!

snmp-server community cisco RO
snmp-server community ciscol23 RW
snmp-server trap-source LoopbackO

!
control-plane

!

|

!
gatekeeper

shutdown

!

|

!

line con 0O

line aux 0
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line 2

no activation-character

no exec

transport preferred none

transport input all

transport output lat pad telnet rlogin lapb-ta mop udptn v120

ssh

stopbits 1

line vty 0 4

login local

transport input ssh
line vty 5 15

login local

transport input ssh

!

scheduler allocate 20000 1000
ntp source Loopback0
ntp update-calendar
ntp server 10.10.48.17
end

iEiEuh =1, FiSMz#4l, Cisco Catalyst 3750X

UTREBERT —MEWA R, 481 HCisco Catalyst 3750X#EE, — M HEERE
R AT, 244t T £8BCisco CatalystiE A IRAASF M MK EHHEB IR, Z
R HEE BT — N NEERE EtherChannel 4k (trunk) i B S 1 MER BB, EEERD
EERANKO24 L, FBMNEBR AWK HOWEERTLRIREE. AMEBRAL
i 0 20-234 B B A TH-REAPT & A RUE .

version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

hostname Brl1-A3750X
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|
boot-start-marker
boot-end-marker

|

!

enable secret 5 ![removed]
|

username admin privilege 15 password 7

no aaa new-model

clock timezone PST -8 0

clock summer-time PDT recurring
switch 1 provision ws-c3750x-24p
switch 2 provision ws-c3750x-24p

stack-mac persistent timer 0

SyS
!
ip

|

|

!
ip
no

tem mtu routing 1500

arp inspection vlan 64,69

dhcp snooping vlan 64,69
ip dhcp snooping information option

ip dhcp snooping

ip domain-name cisco.local

ip name-server 10.10.48.10

ip device tracking

vtp mode transparent

udld enable

!

mls gos map policed-dscp 0 10 18 24 46 to 8

mls gos map cos-dscp 0 8 16 24 32 46 48 56

mls gos srr-queue input bandwidth 70 30

mls gos srr-queue input threshold 1 80 90

mls gos srr-queue input priority-queue 2 bandwidth 30
mls gos srr-queue input cos-map queue 1 threshold 2 3
mls gos srr-queue input cos-map queue 1 threshold 3 6 7
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mls gos srr-queue

input

cos-map queue 2 threshold 1 4

mls gos srr-queue input dscp-map queue 1 threshold 2 24

mls gos srr-queue input dscp-map queue 1 threshold 3 48 49 50 51
52 53 54 55

mls gos srr-queue input dscp-map queue 1 threshold 3 56 57 58 59
60 61 62 63

mls gos srr-queue input dscp-map queue 2 threshold 3 32 33 40 41
42 43 44 45

mls gos srr-queue input dscp-map queue 2 threshold 3 46 47

mls gos srr-queue output cos-map queue 1 threshold 3 4 5

mls gos srr-queue output cos-map queue 2 threshold 1 2

mls gos srr-queue output cos-map queue 2 threshold 2 3

mls gos srr-queue output cos-map queue 2 threshold 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 0

mls gos srr-queue output cos-map queue 4 threshold 3 1

mls gos srr-queue output dscp-map queue 1 threshold 3 32 33 40 41
42 43 44 45

mls gos srr-queue output dscp-map queue 1 threshold 3 46 47

mls gos srr-queue output dscp-map queue 2 threshold 1 16 17 18 19
20 21 22 23

mls gos srr-queue output dscp-map queue 2 threshold 1 26 27 28 29
30 31 34 35

mls gos srr-queue output dscp-map queue 2 threshold 1 36 37 38 39
mls gos srr-queue output dscp-map queue 2 threshold 2 24

mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51
52 53 54 55

mls gos srr-queue output dscp-map queue 2 threshold 3 56 57 58 59
60 61 62 63

mls gos srr-queue output dscp-map queue 3 threshold 3 01 2 3 4 5
67

mls gos srr-queue output dscp-map queue 4 threshold 1 8 9 11 13
15

mls gos srr-queue output dscp-map queue 4 threshold 2 10 12 14
mls gos queue-set output 1 threshold 1 100 100 50 200

mls gos queue-set output 1 threshold 2 125 125 100 400

mls gos queue-set output 1 threshold 3 100 100 100 400

mls gos queue-set output 1 threshold 4 60 150 50 200

I8
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mls gos queue-set output 1 buffers 15 25 40 20

mls gos
|

crypto pki trustpoint TP-self-signed-4270929920

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-4270929920

revocation-check none
rsakeypair TP-self-signed-4270929920
|

crypto pki certificate chain TP-self-signed-4270929920

certificate self-signed 01
license boot level ipservices
license boot level ipservices switch 2
|
I
|
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
auto gos srnd4
|
I
!
port-channel load-balance src-dst-ip
!
vlan internal allocation policy ascending
!
vlan 64
name Wired-Data
!
vlan 65
name Wireless-Data
!
vlan 69

name Wired-Voice
|
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vlan 70
name Wireless-Voice
!
vlan 999
name Native
!
ip ssh version 2
!
class-map match-any DATA
match ip dscp af2l
class-map match-any INTERACTIVE-VIDEO
match ip dscp csd4 af4dl
class-map match-any CRITICAL-DATA
match ip dscp cs3 af3l
class-map match-all AUTOQOS VOIP DATA CLASS
match ip dscp ef
class-map match-all AUTOQOS DEFAULT CLASS
match access-group name AUTOQOS-ACL-DEFAULT
class-map match-all AUTOQOS VOIP SIGNAL CLASS
match ip dscp cs3
class-map match-any VOICE
match ip dscp ef
class-map match-any SCAVENGER
match ip dscp csl afll
!
policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY
class AUTOQOS VOIP DATA CLASS
set dscp ef

police 128000 8000 exceed-action policed-dscp-transmit

class AUTOQOS VOIP SIGNAL CLASS
set dscp cs3

police 32000 8000 exceed-action policed-dscp-transmit

class AUTOQOS DEFAULT CLASS
set dscp default

police 10000000 8000 exceed-action policed-dscp-transmit
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! ip arp inspection limit rate 100
! srr-queue bandwidth share 1 30 35 5
! priority-queue out

macro name AccessEdgeQoS mls gos trust device cisco-phone

auto gos voip cisco-phone mls gos trust cos

@ macro description AccessEdgeQoS

macro name EgressQoS auto gos voip cisco-phone

mls gos trust dscp spanning-tree portfast

queue-set 2 spanning-tree bpduguard enable

srr-queue bandwidth share 1 30 35 5 service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY
priority-queue out ip verify source

@ ip dhcp snooping limit rate 100

! !

! interface range GigabitEthernetl/0/20-23,GigabitEthernet2/0/20-23

interface Port-channell description HREAP Access Point Connection
description Links to brl-isr2951 { Etherchannel } switchport trunk encapsulation dotlg
switchport trunk encapsulation dotlg switchport trunk native vlan 64
switchport trunk native vlan 999 switchport trunk allowed vlan 64,65,70
switchport trunk allowed vlan 64,65,69,70 switchport mode trunk
switchport mode trunk switchport port-security maximum 255
ip arp inspection trust ip arp inspection trust
logging event link-status srr-queue bandwidth share 1 30 35 5
ip dhcp snooping trust priority-queue out
! mls gos trust dscp
interface FastEthernetO auto gos trust dscp
no ip address spanning-tree portfast trunk
shutdown ip dhcp snooping trust
! !
interface range GigabitEthernetl/0/1-19,GigabitEthernet2/0/1-19 interface range GigabitEthernetl/0/24,GigabitEthernet2/0/24
switchport access vlan 64 description Links to brl-isr2951
switchport mode access switchport trunk encapsulation dotlg
switchport voice vlan 69 switchport trunk native vlan 999
switchport port-security maximum 11 switchport trunk allowed vlan 64,65,69,70
switchport port-security switchport mode trunk
switchport port-security aging time 2 ip arp inspection trust
switchport port-security violation restrict srr-queue bandwidth share 1 30 35 5
switchport port-security aging type inactivity queue-set 2
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priority-queue out

mls gos trust dscp

macro description EgressQoS
channel-group 1 mode on

ip dhcp snooping trust

!

interface Vlanl

no ip address

shutdown

!

interface Vlan64

ip address 10.11.4.5 255.255.255.0

ip default-gateway 10.11.4.1
!
ip http server
ip http authentication local
no ip http secure-server
ip http timeout-policy idle 60 life 86400 requests 10000
|
!
ip access-list extended AUTOQOS-ACL-DEFAULT
permit ip any any
!
logging esm config
logging trap errors
logging 10.10.48.35
access-list 55 permit 10.10.48.0 0.0.0.255
!
snmp-server community cisco RO 55
snmp-server community ciscol23 RW
!
!
line con 0
line vty 0 4
exec-timeout 0 0
login local
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length 0O

transport input ssh
line vty 5 15
exec-timeout 0 0
login local

length 0

transport input ssh

J
ntp server 10.10.48.17
end

LR =2, [ iEMEgHRS, Cisco ISR G2 2921

ISR G2 2021 iR R BEHERTHRA RSN AE, ZERHERESRE -1
BERR LAAMIERE, AT 2R,

version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname Br2-ISR2921

!

boot-start-marker

boot-end-marker

|

!

enable secret 5 ![removed]

!

no aaa new-model

clock timezone PST -8 0

clock summer-time PDT recurring

!

clock timezone PST -8 0

clock summer-time PDT recurring
|
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no ipvé cef

ipv6 spd queue min-threshold 62
ipv6 spd queue max-threshold 63
ip source-route

ip cef

!

i

|

ip multicast-routing

ip dhcp excluded-address 10.11.12.1 10.11.12.10
ip dhcp excluded-address 10.11.13.1 10.11.13.10
ip dhcp excluded-address 10.11.10.1 10.11.10.10
ip dhcp excluded-address 10.11.11.1 10.11.11.10

!

ip dhcp pool wired data

network 10.11.12.0 255.255.255.0

dns-server 10.10.48.10
domain-name cisco.local
default-router 10.11.12.1
I

ip dhcp pool wired voice

network 10.11.13.0 255.255.255.0

dns-server 10.10.48.10
default-router 10.11.13.1
domain-name cisco.local

ip dhcp pool wireless-data

network 10.11.10.0 255.255.255.0

default-router 10.11.10.1
domain-name cisco.local

dns-server 10.10.48.10
I

ip dhcp pool wireless-voice

network 10.11.11.0 255.255.255.0

default-router 10.11.11.1
domain-name cisco.local
dns-server 10.10.48.10
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I
!

ip domain name cisco.local

ip name-server 10.10.48.10

ip wecep 61 redirect-list WAAS-REDIRECT-LIST group-list BN-WAE

password 7 ![removed]
ip wcep 62 redirect-list WAAS-REDIRECT-LIST group-list BN-WAE

password 7 ![removed]
|

|
|
|
!
crypto pki token default removal timeout 0
!
crypto pki trustpoint TP-self-signed-4149390248
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-4149390248
revocation-check none
rsakeypair TP-self-signed-4149390248
|
1
crypto pki certificate chain TP-self-signed-4149390248
certificate self-signed 01 nvram:I0S-Self-Sig#2.cer
voice-card 0
dspfarm
dsp services dspfarm
|
|
|
|
1
license udi pid CISC02921/K9 sn ![removed]
|
|
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username admin privilege 15 password 5
!
redundancy
|
I
|
!
ip ssh source-interface Loopback0
ip ssh version 2
!
class-map match-any DATA
match ip dscp af2l
class-map match-any INTERACTIVE-VIDEO
match dscp cs4 af4dl
class-map match-any CRITICAL-DATA
match dscp cs3 af3l
class-map match-any VOICE
match dscp ef
class-map match-any SCAVENGER
match ip dscp csl afll
class-map match-any NETWORK-CRITICAL
match ip dscp cs2 cs6
!
!
policy-map WAN
class VOICE
priority percent 10
class INTERACTIVE-VIDEO
priority percent 23
class CRITICAL-DATA
bandwidth percent 15
random-detect dscp-based
class DATA
bandwidth percent 19
random-detect dscp-based
class SCAVENGER
bandwidth percent 5
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! [removed]

class NETWORK-CRITICAL
bandwidth percent 3
class class-default
bandwidth percent 25
random-detect
policy-map WAN-QOS-POLICY
class class-default
shape average 6000000
service-policy WAN

interface Loopback0
ip address 10.11.8.1 255.255.255.255
ip pim sparse-mode
!
interface Embedded-Service-Engine0/0
no ip address
shutdown
!
interface GigabitEthernet0/0
description MPLS WAN Uplink
ip address 192.168.6.137 255.255.255.252
ip wcep 62 redirect in
ip pim sparse-mode
duplex auto
speed auto
service-policy output WAN-QOS-POLICY
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
|

interface GigabitEthernet0/2

JEM: AR UL S S



description Link to Br2-3560X
no ip address

duplex auto

speed auto

interface GigabitEthernet0/2.64

description Wired Data
encapsulation dotlQ 64

ip address 10.11.12.1 255.255.255.0
ip pim sparse-mode

interface GigabitEthernet0/2.65

description Wireless Data
encapsulation dotlQ 65

ip address 10.11.10.1 255.255.255.0
ip wcep 61 redirect in

ip pim sparse-mode

interface GigabitEthernet0/2.69

description Wired Voice
encapsulation dotlQ 69

ip address 10.11.13.1 255.255.255.0
ip pim sparse-mode

interface GigabitEthernet0/2.70

description Wireless Voice
encapsulation dotlQ 70

ip address 10.11.11.1 255.255.255.0
ip pim sparse-mode

interface SM1/0

ip address 1.1.1.1 255.255.255.252

service-module external ip address 10.11.12.8 255.255.255.0

service-module ip default-gateway 10.11.12.1

ip forward-protocol nd
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ip pim rp-address 10.10.15.252 10

ip pim register-source Loopback0

ip http server

ip http secure-server

!

ip route 0.0.0.0 0.0.0.0 192.168.6.138
!

ip access-list standard BN-WAE
permit 10.11.12.8

!

ip access-list extended WAAS-REDIRECT-LIST
remark WAAS WCCP Mgmt Redirect List
deny  tcp any any eq 22

deny  tcp any eq 22 any

deny tcp any any eq 123

deny  tcp any eq 123 any

permit tcp any any

!
access-list 10 permit 239.1.0.0 0.0.255.255
|

1

snmp-server community cisco RO
snmp-server community ciscol23 RW
snmp-server trap-source Loopback0

!

control-plane

!

!
gatekeeper

shutdown

|

|

1

line con 0O

line aux 0

line 2

no activation-character
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no exec

transport preferred none
transport input all
transport output pad telnet rlogin lapb-ta mop udptn v120 ssh

stopbits 1

line vty 0 4

login local

transport input ssh

line vty 5 15
login local

transport input ssh

scheduler allocate 20000 1000
ntp source Loopback0

ntp update-calendar

ntp server 10.10.48.17

end

iRt =2, FigM AL, Cisco Catalyst 3560X

TEEE R T —N24i% ACisco Catalyst 3560X X ##fl, —MEM2IPCisco Catalyst
BARBRNSMENSMERIED., ZRXRNEHO24 LB —MAKNPYEZT
HWEBHEE, RV EMEO 110N A RIREHITTEE., WwHA20- 238 HERT
H-REAPT& A RUERE .

version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

hostname Br2-A3560X

boot-start-marker

boot-end-marker
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enable secret 5

! [removed]

username admin privilege 15 password 7 ![removed]

no aaa new-model
clock timezone PST -8 0

clock summer-time PDT recurring

system mtu routing 1500

|
!
ip
!
|
!
ip
no
ip
ip
ip
ip

arp inspection vlan 64,69

dhcp snooping vlan 64,69

ip dhcp snooping information option

dhcp snooping

domain-name cisco.local

name-server 10.10.48.10

device tracking

vtp mode transparent
udld enable

|
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

qgos
qos
qgos
qgos
qos
qos
qos
qos
qos
qgos

map policed-dscp 0 10 18 24 46 to 8
map cos-dscp 0 8 16 24 32 46 48 56

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue

srr-queue

input
input
input
input
input
input
input

input

bandwidth 70 30

threshold 1 80 90

priority-queue 2 bandwidth 30

cos-map queue 1 threshold 2 3

cos-map queue 1 threshold 3 6 7

cos-map queue 2 threshold 1 4

dscp-map queue 1 threshold 2 24

dscp-map queue 1 threshold 3 48 49 50 51

52 53 54 55

mls gos srr-queue

input

dscp-map queue 1 threshold 3 56 57 58 59

60 61 62 63
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mls gos srr-queue input dscp-map queue 2 threshold 3 32 33 40 41
42 43 44 45

mls gos srr-queue input dscp-map queue 2 threshold 3 46 47

mls gos srr-queue output cos-map queue 1 threshold 3 4 5

mls gos srr-queue output cos-map queue 2 threshold 1 2

mls gos srr-queue output cos-map queue 2 threshold 2 3

mls gos srr-queue output cos-map queue 2 threshold 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 0

mls gos srr-queue output cos-map queue 4 threshold 3 1

mls gos srr-queue output dscp-map queue 1 threshold 3 32 33 40 41
42 43 44 45

mls gos srr-queue output dscp-map queue 1 threshold 3 46 47

mls gos srr-queue output dscp-map queue 2 threshold 1 16 17 18 19
20 21 22 23

mls gos srr-queue output dscp-map queue 2 threshold 1 26 27 28 29
30 31 34 35

mls gos srr-queue output dscp-map queue 2 threshold 1 36 37 38 39
mls gos srr-queue output dscp-map queue 2 threshold 2 24

mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51
52 53 54 55

mls gos srr-queue output dscp-map queue 2 threshold 3 56 57 58 59
60 61 62 63

mls gos srr-queue output dscp-map queue 3 threshold 3 0 1 2 3 4 5
67

mls gos srr-queue output dscp-map queue 4 threshold 1 8 9 11 13
15

mls gos srr-queue output dscp-map queue 4 threshold 2 10 12 14
mls gos queue-set output 1 threshold 1 100 100 50 200

mls gos queue-set output 1 threshold 2 125 125 100 400

mls gos queue-set output 1 threshold 3 100 100 100 400

mls gos queue-set output 1 threshold 4 60 150 50 200

mls gos queue-set output 1 buffers 15 25 40 20

mls gos

|
crypto pki trustpoint TP-self-signed-4274817536
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-4274817536
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revocation-check none
rsakeypair TP-self-signed-4274817536
|

crypto pki certificate chain TP-self-signed-4274817536

certificate self-signed 01
license boot level ipservices
|
|
|
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
auto gos srnd4
|
|
|
!
vlan internal allocation policy ascending
!
vlan 64
name Wired-Data
!
vlan 65
name Wireless-Data
!
vlan 69
name Wired-Voice
!
vlan 70
name Wireless-Voice
!
vlan 999
name NATIVE
|

ip ssh version 2
I
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class-map match-all AUTOQOS VOIP DATA CLASS
match ip dscp ef
class-map match-all AUTOQOS DEFAULT CLASS
match access-group name AUTOQOS-ACL-DEFAULT
class-map match-all AUTOQOS VOIP SIGNAL CLASS
match ip dscp cs3
!
policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY
class AUTOQOS VOIP DATA CLASS
set dscp ef
police 128000 8000 exceed-action policed-dscp-transmit
class AUTOQOS VOIP SIGNAL CLASS
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit
class AUTOQOS DEFAULT CLASS
set dscp default
police 10000000 8000 exceed-action policed-dscp-transmit

|

!

macro name AccessEdgeQoS
auto gos voip cisco-phone
@

macro name EgressQoS

mls gos trust dscp
queue-set 2

srr-queue bandwidth share 1 30 35 5

priority-queue out

@

|

1

interface FastEthernet0
no ip address

shutdown
|
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interface range GigabitEthernet0/1-19
switchport access vlan 64

switchport mode access

switchport voice vlan 69

switchport port-security maximum 11
switchport port-security

switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
ip arp inspection limit rate 100

srr-queue bandwidth share 1 30 35 5
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

macro description AccessEdgeQoS

auto gos voip cisco-phone

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY

ip verify source

ip dhcp snooping limit rate 100

!

interface range GigabitEthernet0/20-23
description HREAP Access Point Connection
switchport trunk encapsulation dotlg
switchport trunk native vlan 64
switchport trunk allowed vlan 64,65,70
switchport mode trunk

switchport port-security maximum 255
ip arp inspection trust

srr-queue bandwidth share 1 30 35 5
priority-queue out

mls gos trust dscp

auto gos trust dscp

spanning-tree portfast trunk

ip dhcp snooping trust
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interface GigabitEthernet0/24 !

description Links to Br2-2921 snmp-server community cisco RO 55
switchport trunk encapsulation dotlqg snmp-server community ciscol23 RW
switchport trunk native vlan 999 !

switchport trunk allowed vlan 64,65,69,70 !

switchport mode trunk line con 0O

ip arp inspection trust line vty 0 4

logging event link-status login local
srr-queue bandwidth share 1 30 35 5 length 0

queue-set 2 transport input ssh
priority-queue out line vty 5 15

mls gos trust dscp login local

macro description EgressQoS length 0O

ip dhcp snooping trust transport input ssh
! !

interface Vlanl ntp server 10.10.48.17
no ip address end

shutdown

) TR A3, SMESHEE, CiscoISR G2 2911

interface Vlant64
ip address 10.11'12'5 255.255'255'0 HXqEP/J\{L\ﬂiE*%ﬁE/ﬁl \/A\\Ei ﬁﬁﬁmlSR G2 2911o EEHZ:LZE%HH%%EEE'—%J:

! ER 29512021 AR ERFFE ——BRARATHECHANRIRRIER N KL

ip default-gateway 10.11.12.1 EtherChannelE#:, E2E| ¥ —EESWELERUANEE, BEXEFRBNECisco
| ISRG2 201 1R E .

ip http server

ip http authentication local

no ip http secure-server

ip http timeout-policy idle 60 life 86400 requests 10000
|

!

ip access-list extended AUTOQOS-ACL-DEFAULT
permit ip any any

!

logging esm config

logging trap errors

logging 10.10.48.35

access-list 55 permit 10.10.48.0 0.0.0.255
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IEFRiE A4, I'iEMEEEEE, Cisco ISR G2 881SRST

NTENEZBIERSNE, BEEAISRG28IZERMAERE. ZKARMESE—
MATENEREMRRN LR UANERE. BTRA SANARSHEETES
HEREESR, URARERREREA.

version 15.1

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname Br4-881SRST

!

boot-start-marker

boot-end-marker

I

!

enable secret 5 ![removed]

!

no aaa new-model

!

clock timezone PST -8 0

clock summer-time PDT recurring

crypto pki token default removal timeout O

!

crypto pki trustpoint TP-self-signed-3426671960
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3426671960
revocation-check none

rsakeypair TP-self-signed-3426671960

|

!

crypto pki certificate chain TP-self-signed-3426671960
certificate self-signed 01

ip source-route
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ip dhcp excluded-address 10.
ip dhcp excluded-address 10.
ip dhcp excluded-address 10.
ip dhcp excluded-address 10.

ip dhcp pool wired-voice

network 10.11.29.0 255.255.

default-router 10.11.29.1
domain-name cisco.local
dns-server 10.10.48.10

|

ip dhcp pool wired-data

network 10.11.28.0 255.255.

default-router 10.11.28.1
dns-server 10.10.48.10
domain-name cisco.local

|

ip dhcp pool wireless-voice

network 10.11.27.0 255.255.

default-router 10.11.27.1
domain-name cisco.local
dns-server 10.10.48.10

|

ip dhcp pool wireless-data

network 10.11.26.0 255.255.

default-router 10.11.26.1
dns-server 10.10.48.10
domain-name cisco.local

|

!

ip cef

ip domain name cisco.local
ip name-server 10.10.48.10
ip multicast-routing

11.28.1 10.11.28.10
11.29.1 10.11.29.10
11.26.1 10.11.26.10
11.27.1 10.11.27.10

255.0

255.0

255.0

255.0
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no ipvé cef
|

|

|

|

!

multilink bundle-name authenticated
I

I

|

|

|

|

!

voice-card 0
|

license udi pid C881SRSTW-GN-A-K9 sn ![removed]

|

!

username admin privilege 15 password 7
|

|

|

!

ip ssh source-interface Loopback0

ip ssh version 2

!

class-map match-any DATA

match ip dscp af2l

class-map match-any INTERACTIVE-VIDEO
match dscp cs4 af4dl

class-map match-any CRITICAL-DATA
match dscp cs3 af3l

class-map match-any VOICE

match dscp ef

class-map match-any SCAVENGER

match ip dscp csl afll
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class-map match-any NETWORK-CRITICAL
match ip dscp cs2 csb6

!

!

policy-map WAN

class VOICE
priority percent 10
class INTERACTIVE-VIDEO
priority percent 23
class CRITICAL-DATA
bandwidth percent 15
random-detect dscp-based
class DATA
bandwidth percent 19
random-detect dscp-based
class SCAVENGER
bandwidth percent 5
class NETWORK-CRITICAL
bandwidth percent 3
class class-default
bandwidth percent 25
random-detect

policy-map WAN-QOS-POLICY
class class-default
shape average 1500000
service-policy WAN

!

|

! VLAN definitions will not appear in the configuration file.

vlan 64-65,69-70
I
I
I
I
I

interface Loopback0

J 13 P

A2 vh RUBR

og
<
Al



ip address 10.11.24.1 255.255.255.255
ip pim sparse-mode

!
interface FastEthernetO

switchport trunk allowed vlan 1,2,64,65,69,70,1002-1005
switchport mode trunk

no ip address

!
interface FastEthernetl

no ip address

!
interface FastEthernet?2

no ip address

!
interface FastEthernet3

no ip address

!
interface FastEthernet4

description MPLS WAN Uplink

ip address 192.168.6.145 255.255.255.252
ip pim sparse-mode

duplex auto

speed auto

service-policy output WAN-QOS-POLICY
!

interface Vlanl

no ip address

!

interface Vlan64

description Wired Data

ip address 10.11.28.1 255.255.255.0
ip pim sparse-mode

!

interface Vlan65

description Wireless Data

ip address 10.11.26.1 255.255.255.0
ip pim sparse-mode

20124 ¥ &

|

interface Vlan69
description Wired Voice
ip address 10.11.29.1 255.255.255.0
ip pim sparse-mode

!

interface Vlan70
description Wireless Voice
ip address 10.11.27.1 255.255.255.0
ip pim sparse-mode

!

ip forward-protocol nd

no ip http server

ip http secure-server

|

|

ip pim rp-address 10.10.15.252 10

ip pim register-source Loopback0

ip route 0.0.0.0 0.0.0.0 192.168.6.146

|

access-list 10 permit 239.1.0.0 0.0.255.255
I

|

|

|

!

snmp-server community cisco RO
snmp-server community ciscol23 RW
snmp-server trap-source Loopback(
!

control-plane

!

!
voice-port 0

|

voice-port 1
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|

voice-port 2
!

voice-port 3
|

voice-port 4

mgcp profile default

|
line con 0

line aux O

line 2

no activation-character
no exec

transport preferred none
transport input all
line vty 0 4

login local

transport input ssh

!

ntp source Loopback0

ntp update-calendar

ntp server 10.10.48.17
end

20124 ¥ &
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interface GigabitEthernet0/1

no nameif

no security-level
no ip address

|

interface GigabitEthernet0/1.1164

%\%BEE*MQ%Mﬂ%’ Cisco ASA 5540IFH description Web and File Transfer DMZ
ItCisco ASABL B IR EBXMIL 4RSS, BIENAT. WK M (Stateful Inspection), vlan 1164

SSLIZRREAVPNELRIPS, #IEHI#I R HEMACisco ASAREEEAMEAREN nameif Web-DMZ

BE. security-level 50

ip address 192.168.64.1 255.255.255.0

ASA Version 8.4 (2) !

I interface GigabitEthernet0/2

hostname IE-ASA5540 description LAN/STATE Failover Interface
domain-name cisco.local :

enable password ![removed] interface GigabitEthernet0/3

passwd ! [removed] nameif outside

names security-level 0

| ip address 172.16.60.2 255.255.255.224 standby 172.16.60.3

interface GigabitEthernet0/0 :

no nameif interface Management0/0

no security-level shutdown

no ip address no nameif

! no security-level

interface GigabitEthernet0/0.127 no ip address

vlan 127 !

nameif inside ftp mode passive

security-level 100 clock timezone PST -8

ip address 10.10.27.126 255.255.255.128 standby 10.10.27.125 clock summer-time PDT recurring

! dns server-group DefaultDNS
interface GigabitEthernet0/0.1176 domain-name cisco.local
description Guest Wireless LAN DMZ same-security-traffic permit intra-interface
vlan 1176 object network Internal-Nets
nameif Guest-WLAN subnet 10.10.0.0 255.254.0.0
security-level 10 description All Internal Networks
ip address 192.168.76.1 255.255.252.0 object network Web-FTP-Private-1
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host 192.168.64.5

description Private Web DMZ Server 1
object network Web-FTP-Public-1

host 172.16.60.4

description Public Web DMZ Server 1
object network Guest-WLAN

subnet 192.168.76.0 255.255.252.0
description Guest Wireless NAT Pool
object network NETWORK OBJ 10.10.28.0 23
subnet 10.10.28.0 255.255.254.0
object-group service DM INLINE TCP 1 tcp
port-object eq ftp

port-object eq www

port-object eq https
access-list global access extended permit ip object Internal-Nets

any log disable

access-list global access extended permit tcp any object Web-FTP-

Private-1 object-group DM INLINE TCP 1
access-list global access remark Deny Access from Guest WLAN to

Internal Networks

access-list global access extended deny ip 192.168.76.0
255.255.252.0 object Internal-Nets
access-list global access remark Guest WLAN policy to allow

access to all permitted destinations

access-list global access extended permit ip 192.168.76.0
255.255.252.0 any log disable
pager lines 24

logging enable

logging buffered informational

logging trap informational

logging asdm informational

logging host inside 10.10.48.13

mtu inside 1500

mtu Web-DMZ 1500

mtu Guest-WLAN 1500

mtu outside 1500

ip local pool AnyConnect-pool 10.10.28.1-10.10.29.254 mask

20125 ¥ &

255.255.254.0

failover

failover lan unit primary

failover lan interface failover GigabitEthernet0/2

failover key ![removed]

failover replication http

failover link failover GigabitEthernet0/2

failover interface ip failover 10.10.27.130 255.255.255.252
standby 10.10.27.129

monitor-interface inside

monitor-interface Web-DMZ

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

nat (inside,outside) source static Internal-Nets Internal-
Nets destination static NETWORK OBJ 10.10.28.0 23 NETWORK

OBJ 10.10.28.0 23 no-proxy-arp route-lookup
|

object network Internal-Nets

nat (any,outside) dynamic interface
object network Web-FTP-Private-1

nat (any,any) static Web-FTP-Public-1
object network Guest-WLAN

nat (any,outside) dynamic interface
access-group global access global

!

router eigrp 1

network 10.10.0.0 255.255.0.0

passive-interface default

no passive-interface inside

redistribute static

!

route outside 0.0.0.0 0.0.0.0 172.16.60.1 1

route inside 0.0.0.0 0.0.0.0 10.10.27.1 tunneled

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
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mgcp-pat 0:05:00

timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-

disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
dynamic-access-policy-record DfltAccessPolicy
aaa-server AD protocol nt

aaa-server AD (inside) host 10.10.48.10
timeout 5

nt-auth-domain-controller AD-3

user-identity default-domain LOCAL

http server enable

http 10.10.0.0 255.254.0.0 inside

snmp-server host inside 10.10.48.35 community ! [removed]
no snmp-server location

no snmp-server contact

snmp-server community ![removed]

snmp-server enable traps snmp authentication linkup linkdown

coldstart warmstart

crypto ipsec ikev2 ipsec-proposal DES
protocol esp encryption des

protocol esp integrity sha-1 md5

crypto ipsec ikev2 ipsec-proposal 3DES
protocol esp encryption 3des

protocol esp integrity sha-1 md5

crypto ipsec ikev2 ipsec-proposal AES
protocol esp encryption aes

protocol esp integrity sha-1 md5

crypto ipsec ikev2 ipsec-proposal AES192
protocol esp encryption aes-192
protocol esp integrity sha-1 md5

crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 md5

crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev?2

ipsec-proposal AES256 AES192 AES 3DES DES
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crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set reverse-

route

crypto map outside map 65535 ipsec-isakmp dynamic SYSTEM DEFAULT

CRYPTO MAP
crypto map outside map interface outside
crypto ca trustpoint ASDM TrustPoint0
enrollment self
subject-name CN=IE-ASA5540
crl configure
crypto ca certificate chain ASDM TrustPointO
certificate ![removed]
!'[certificate body removed]
quit
crypto ikev2 policy 1
encryption aes-256
integrity sha
group 5 2
prf sha
lifetime seconds 86400
crypto ikev2 policy 10
encryption aes-192
integrity sha
group 5 2
prf sha
lifetime seconds 86400
crypto ikev2 policy 20
encryption aes
integrity sha
group 5 2
prf sha
lifetime seconds 86400
crypto ikev2 policy 30
encryption 3des
integrity sha
group 5 2
prf sha
lifetime seconds 86400
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crypto ikev2 policy 40 tunnel-group AnyConnect-profile general-attributes

encryption des address-pool AnyConnect-pool

integrity sha authentication-server-group AD

group 5 2 default-group-policy GroupPolicy AnyConnect-profile
prf sha tunnel-group AnyConnect-profile webvpn-attributes
lifetime seconds 86400 group-alias AnyConnect-profile enable

crypto ikev2 enable outside client-services port 443 !

crypto ikev2 remote-access trustpoint ASDM TrustPointO class-map inspection default
telnet timeout 5 match default-inspection-traffic
ssh 10.10.0.0 255.254.0.0 inside !

ssh timeout 5 !

ssh version 2 policy-map type inspect dns preset dns map
console timeout 0 parameters
threat-detection basic-threat message-length maximum client auto
threat-detection statistics access-1list message-length maximum 512
no threat-detection statistics tcp-intercept policy-map global policy
ntp server 10.10.48.17 class inspection default
ssl trust-point ASDM TrustPoint( outside inspect dns preset dns map
webvpn inspect ftp
enable outside inspect h323 h225
anyconnect image disk0:/anyconnect-win-3.0.3054-k9.pkg 1 inspect h323 ras
anyconnect image disk0:/anyconnect-macosx-1386-3.0.3054-k9.pkg 2 inspect ip-options
anyconnect profiles AnyConnect-profile client profile disk0:/ inspect netbios
AnyConnect-profile client profile.xml inspect rsh
anyconnect enable inspect rtsp
tunnel-group-list enable inspect skinny
group-policy GroupPolicy AnyConnect-profile internal inspect esmtp
group-policy GroupPolicy AnyConnect-profile attributes inspect sglnet
wins-server none inspect sunrpc
dns-server value 10.10.48.10 inspect tftp
vpn-tunnel-protocol ikev2 ssl-client inspect sip
default-domain value cisco.local inspect xdmcp
webvpn !
anyconnect profiles value AnyConnect-profile client profile service-policy global policy global
type user prompt hostname context
username admin password ![removed] encrypted privilege 15 no call-home reporting anonymous
tunnel-group AnyConnect-profile type remote-access call-home
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profile CiscoTAC-1 HEPEEEMIBZIPS, Cisco ASAHEJAIP-SSM
no active

. a . y s N F s N Iyl =
destination address http https://tools.cisco.com/its/service/ ZEQRHT -PERMLZIPSRENRE. KT EZRL2N SNNRER

oddce/services/DDCEService HE®,
destination address email callhome@cisco.com

destination transport-method http . .
, , , service interface
subscribe-to-alert-group diagnostic [t
exi
subscribe-to-alert-group environment

subscribe-to-alert-group inventory periodic monthly , ,
) ) ) . ) service authentication
subscribe-to-alert-group configuration periodic monthly i
exi
subscribe-to-alert-group telemetry periodic daily

Cryptochecksum:f12ac675252e9%c4ffel5542c48fbel8 ) )
service event-action-rules rulesO

: end .

exit

! ______________________________
BEBEBEMNLE XSS, Cisco ASA 55404 service fost

network-settings
HE TR P& FACisco ASANERSRE EXREMZARBSEREENESL, H host-ip 10.10.15.21/25,10.10.15.1
ATZAEREHERERNEE. host-name IE-SSM-A

telnet-option disabled
access-1list 10.10.0.0/16
dns-primary-server disabled

interface GigabitEthernet0/2

no shutdown
| dns-secondary-server disabled

. dns-tertiary-server disabled
failover

failover lan unit secondary exit
time-zone-settings
offset -480

standard-time-zone-name GMT-08:00

failover lan interface failover GigabitEthernet0/2
failover key ![removed]
failover replication http

failover link failover GigabitEthernet0/2 exit .
failover interface ip failover 10.10.27.130 255.255.255.252 ntp-option enabled-ntp-unauthenticated
standby 10.10.27.129 ntp-server 10.10.48.17

exit

summertime-option recurring
summertime-zone-name GMT-08:00
exit

auto-upgrade

cisco-server enabled

schedule-option periodic-schedule
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start-time 16:00:00 service health-monitor

interval 1 exit

exit |
user-name [removed] service global-correlation
cisco-url https://198.133.219.25//cgi-bin/front.x/ida/locator/ exit

locator.pl D
exit service aaa

exit exit

exit |

D ommmm e service analysis-engine

service logger virtual-sensor vs0
exit physical-interface GigabitEthernet0/1
b exit
service network-access exit
exit

. _
N BERBLIDS R
service notification —NDSEBBEZIBEMLL, AUMARAVIANS TR EOHE. KBRER
et Cisco IPS 4255 L4 B X3 F HALIDSA RSN, 0 XMAME TEAFHTRE.
|
service signature-definition sig0 service interface
exit physical-interfaces GigabitEthernet0/0
L et admin-state enabled
service ssh-known-hosts exit
exit exit
| |
service trusted-certificates service authentication
exit exit
| |
service web-server service event-action-rules rules0
exit exit
| |
service anomaly-detection ad0 service host
exit network-settings
bb——————————————— host-ip 10.10.15.20/25,10.10.15.1
service external-product-interface host-name hg-i1ds4255
exit telnet-option disabled

| access-list 10.10.0.0/16
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dns-primary-server enabled
address 10.10.48.10

exit

dns-secondary-server disabled
dns-tertiary-server disabled

exit

time-zone-settings

offset -480
standard-time-zone-name GMT-08:00
exit

ntp-option enabled-ntp-unauthenticated
ntp-server 10.10.48.17

exit

summertime-option recurring
summertime-zone-name GMT-08:00
exit

auto-upgrade

cisco-server enabled
schedule-option periodic-schedule
start-time 08:24:00

interval 4

exit

user-name [removed]

cisco-url https://198.133.219.25//cgi-bin/front.x/ida/locator/

locator.pl
exit
exit

exit

service logger

exit

service network-access

exit

service notification

exit

20125 ¥ &

service signature-definition sig0
signatures 2000 0
status

enabled true

exit

exit

signatures 2004 0
status

enabled true

exit

exit

exit

service ssh-known-hosts

exit

service trusted-certificates

exit

service web-server

exit

service anomaly-detection ad0

exit

service external-product-interface

exit

service health-monitor

exit

service global-correlation

exit

service aaa

exit
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service analysis-engine interface GigabitEthernet0/1

virtual-sensor vs0 shutdown
physical-interface GigabitEthernet0/0 subinterface-number 0 no nameif
physical-interface GigabitEthernet0/1 subinterface-number 0 no security-level
exit no ip address
exit !

interface GigabitEthernet0/2

:%x%ﬂﬂﬁ%%%*ﬂ%lzﬁﬂ%, Cisco ASA 5540$Fﬁ |description LAN/STATE Failover Interface
Cisco ASAR BIR MR 2 IS RAF MBS B/AE T HAR: RELN(Stateful interface GigabitEthernet0/3
Inspection)MIPS, #ELNIEXFAIEACisco ASAREEFXAMBAERNEE. nameif outside

security-level 0

ip address 10.8.53.126 255.255.255.128 standby 10.8.53.125
ASA Version 8.4(2) |
!
hostname SR-ASA5540

domain-name cisco.local

interface Management0/0
shutdown

no nameif

enable password ! [removed] no security-level

passwd ! [removed] no ip address

names |

! ftp mode passive

interface GigabitEthernet0/0
no nameif

clock timezone PST -8

clock summer-time PDT recurring

no security-level dns server-group DefaultDNS

no ip address
I

domain-name cisco.local

object network Mgmt-host-range
interface GigabitEthernet0/0.154 subnet 10.8.48.224 255.255.255.224

vlan 154
nameif SRVLAN154

description IP range for server-room management stations
object network Secure-Subnets

security-level 100 subnet 10.8.54.0 255.255.254.0
ip address 10.8.54.1 255.255.255.0 standby 10.8.54.2

interface GigabitEthernet0/0.155

object network Secure-App-2
host 10.8.54.27
object network Internal-Nets

vlan 155 subnet 10.8.0.0 255.254.0.0
nameif SRVLAN155

security-level 100
ip address 10.8.55.1 255.255.255.0 standby 10.8.55.2

description All HQ an Remote-Site Subnets
object network Secure-App-1
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host 10.8.54.26
object-group service Mgmt-traffic
service-object tcp destination eq telnet
service-object udp destination eq snmp
service-object tcp destination eq ssh
service-object tcp destination eq 3389
object-group network DM INLINE NETWORK 1
network-object object Secure-App-1
network-object object Secure-App-2
object-group service App-1-2-Services
service-object tcp-udp destination eq domain
service-object tcp destination eq www
service-object tcp destination eq https
service-object tcp destination eq netbios-ssn
service-object udp destination eqg nameserver
service-object udp destination eqg netbios-dgm
service-object udp destination eq netbios-ns
object-group network DM INLINE NETWORK 2
network-object object Secure-App-1
network-object object Secure-App-2
access-list global mpc extended permit ip any any
access-list outside access in extended permit object-group App-1-

2-Services object Internal-Nets object-group DM INLINE NETWORK 1
access-list outside access in extended permit object-group Mgmt-
traffic object Mgmt-host-range object-group DM INLINE NETWORK 2

pager lines 24

logging enable

logging buffered informational
logging trap informational
logging asdm informational
logging host outside 10.8.48.13
mtu SRVLAN154 1500

mtu SRVLAN155 1500

mtu outside 1500

failover

failover lan unit primary
failover lan interface failover GigabitEthernet0/2
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failover polltime unit msec 200 holdtime msec 800

failover polltime interface msec 500 holdtime 5

failover key ![removed]

failover replication http

failover link failover GigabitEthernet0/2

failover interface ip failover 10.8.53.130 255.255.255.252
standby 10.8.53.129

monitor-interface SRVLAN154

monitor-interface SRVLAN155

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

access-group outside access in in interface outside

!

router eigrp 1

network 10.8.0.0 255.255.0.0

passive-interface default

no passive-interface outside

!

route outside 10.8.0.0 255.254.0.0 10.8.53.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat 0:05:00

timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
dynamic-access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL

http server enable

http 10.8.0.0 255.254.0.0 outside

snmp-server host outside 10.8.48.35 community *****
no snmp-server location

no snmp-server contact

snmp-server community *****
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snmp-server enable traps snmp authentication linkup linkdown inspect sunrpc

coldstart warmstart inspect tftp

telnet timeout 5 inspect sip

ssh 10.8.0.0 255.254.0.0 outside inspect xdmcp

ssh timeout 5 class global-class

ssh version 2 ips promiscuous fail-close

console timeout 0 !

threat-detection basic-threat service-policy global policy global
threat-detection statistics access-list prompt hostname context

no threat-detection statistics tcp-intercept no call-home reporting anonymous

ntp server 10.8.48.17 call-home

webvpn profile CiscoTAC-1

username admin password ![removed] privilege 15 no active

! destination address http https://tools.cisco.com/its/service/
class-map global-class oddce/services/DDCEService

match access-list global mpc destination address email callhome@cisco.com
class-map inspection default destination transport-method http

match default-inspection-traffic subscribe-to-alert-group diagnostic

! subscribe-to-alert-group environment
! subscribe-to-alert-group inventory periodic monthly

policy-map type inspect dns preset dns map subscribe-to-alert-group configuration periodic monthly
parameters subscribe-to-alert-group telemetry periodic daily
message-length maximum client auto Cryptochecksum:d86e90265737968d2090e£337d13283f
message-length maximum 512 : end

policy-map global policy
class inspection default

S AP AR SF AR LR XiE, Cisco ASA 5540% A

inspect dns preset dns _map

inspect ftp HEE IR P % FACisco ASANERFEE BRI HIRE5SEHRENELS, H
inspect h323 h225 AFEZREREFHEAEZNERE.

inspect h323 ras

inspect ip-options

inspect netbios interface GigabitEthernet0/2

inspect rsh no shutdown

inspect rtsp !

inspect skinny failover

inspect esmtp failover lan unit secondary

inspect sqglnet failover lan interface failover GigabitEthernet0/2

2012%F £ 4 ZEM



failover polltime unit msec 200 holdtime msec 800 exit

failover polltime interface msec 500 holdtime 5 ntp-option enabled-ntp-unauthenticated
failover key ![removed] ntp-server 10.8.48.17

failover replication http exit

failover link failover GigabitEthernet0/2 summertime-option recurring

failover interface ip failover 10.8.53.130 255.255.255.252 summertime-zone-name PDT

standby 10.8.53.129 exit

auto-upgrade
cisco-server enabled

BEIREZ2E2HLEIPS, Cisco ASAREJAIP-SSM

schedule-option calendar-schedule

ZXENBEHRT - MRSBNEIPSERZNEE. RTEEMU 2, BINERER times-of-day 16:00:00
HEW. days-of-week monday
days-of-week tuesday
service interface days-of-week wednesday
exit days-of-week thursday

e days-of-week friday

service authentication exit

exit user-name [removed]

o cisco-url https://198.133.219.25//cgi-bin/front.x/ida/locator/
service event-action-rules rules0 locator.pl

exit exit

o exit

service host exit

network-settings e
host-ip 10.8.48.23/24,10.8.48.1 service logger
host-name sr-ips-a exit

telnet-option enabled O

access-1list 10.8.0.0/16 service network-access
dns-primary-server enabled exit

address 10.8.48.10 D
exit service notification
dns-secondary-server disabled exit

dns-tertiary-server disabled |

exit service signature-definition sigO0
time-zone-settings exit

offset -480 b ——————
standard-time-zone-name GMT-08:00 service ssh-known-hosts
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service trusted-certificates

exit

service web-server

exit

service anomaly-detection ad0

exit

service external-product-interface

exit

service health-monitor

exit

service global-correlation

exit

service aaa

exit

service analysis-engine
virtual-sensor vsO0

physical-interface GigabitEthernet0/1
exit

exit
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HE%%%ﬁ ﬁiﬁ] @j. if.fzicf status 200 200

rserver host webserverl
ip address 10.8.48.111

inservice
HE%%%*H%’ ACE 4710 rserver host webserver?2
Cisco ACE 471012 IRS B R MW E RS K S, ZRE BT — N WEER LUABE ip address 10.8.48.112
(EtherChannel)E 2 R 5 28 ML R Al inservice
hostname ACE4710y serverfarm host webfarm
interface gigabitEthernet 1/1 probe http-probe
channel-group 1 rserver webserverl 80
no shutdown inservice

interface gigabitEthernet 1/2 rserver webserverz 80

channel-group 1 inservice
no shutdown
interface gigabitEthernet 1/3 class-map match-all http-vip
shutdown 2 match virtual-address 10.8.48.100 tcp eq www
interface gigabitEthernet 1/4 class-map type management match-any remote access
shutdown 2 match protocol xml-https any

interface port-channel 1 match protocol icmp any

switchport trunk allowed vlan 148 match protocol telnet any

no shutdown match protocol ssh any

match protocol http any

clock timezone standard PST match protocol https any

ntp server 10.8.48.17

O 3 o U1 bW

match protocol snmp any

access-list ALL line 8 extended permit ip any any policy-map type management first-match remote mgmt allow policy
class remote access

ip domain-name cisco.local permit

ip name-server 10.8.48.10
policy-map type loadbalance first-match http-vip-17slb

probe http http-probe class class-default
interval 15 serverfarm webfarm

passdetect interval 60
request method head policy-map multi-match int148
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class http-vip
loadbalance vip inservice

loadbalance policy http-vip-17slb

loadbalance vip icmp-reply active

nat dynamic 1 vlan 148

interface vlan 148

ip address 10.8.48.119 255.255.255.0
peer ip address 10.8.48.120 255.255.255.0

access-group input ALL

nat-pool 1 10.8.48.99 10.8.48.99 netmask 255.255.255.0 pat
service-policy input remote mgmt allow policy

service-policy input int148
no shutdown

ip route 0.0.0.0 0.0.0.0 10.8.48.1

snmp-server community cisco group Network-Monitor

username admin password 5 ![removed]

role Admin domain default-

domain

username www password 5 ! [removed]

role Admin domain default-

domain
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