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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal
safety, as well as to prevent damage to property. The notices referring to your
personal safety are highlighted in the manual by a safety alert symbol, notices
referring only to property damage have no safety alert symbol. These notices
shown below are graded according to the degree of danger.

A indicates that death or severe personal injury will result if proper
precautions are not taken.

DANGER

indicates that death or severe personal injury may result if proper
precautions are not taken.

>

WARNING

A indicates that minor personal injury can result if proper precautions are not
taken.

CAUTION

NOTICE indicates that property damage can result if proper precautions are not
taken.

If more than one degree of danger is present, the warning notice representing the
highest degree of danger will be used. A notice warning of injury to persons with a
safety alert symbol may also include a warning relating to property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by
personnel qualified for the specific task in accordance with the relevant
documentation, in particular its warning notices and safety instructions. Qualified
personnel are those who, based on their training and experience, are capable of
identifying risks and avoiding potential hazards when working with these
products/systems.

Proper use of Siemens products
Note the following:

catalog and in the relevant technical documentation. If products and
components from other manufacturers are used, these must be

WARNING recommended or approved by Siemens. Proper transport, storage,
installation, assembly, commissioning, operation and maintenance are
required to ensure that the products operate safely and without any
problems. The permissible ambient conditions must be complied with. The
information in the relevant documentation must be observed.

it Siemens products may only be used for the applications described in the
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Trademarks

All names identified by ® are registered trademarks of Siemens AG. The remaining
trademarks in this publication may be trademarks whose use by third parties for
their own purposes could violate the rights of the owner.

Disclaimer of Liability

REMHER

WinPcap-
AEED

Siemens AG

We have reviewed the contents of this publication to ensure consistency with the
hardware and software described. Since variance cannot be precluded entirely, we
cannot guarantee full consistency. However, the information in this publication is
reviewed regularly and any necessary corrections are included in subsequent
editions.
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<Hello>MyHello</Hello>
D1% = it
SomeTopic/{Hello}
Sebr b2 e
SomeTopic/MyHello
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CEGEIIRS” M CRAERIARSS T o X ERRE Azure ARSEs 0T T ORARHUE FUEATE
LB E AT N R R . Ak, Azure iE$RAEH T Sl BE =268 “$dE
07 PARCH MR AT o B Dh g, e 24l XAl CRM R R EHL.
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3 T3
31 RfIEE

M PRONETA Professional %3~ %51 N 2435 :

e PRONETA Professional V1.1, #Htt PRONETA Basic, HIhgeC#t4Ty &
(PROFlenergy W flic & B F)

e PRONETA Professional IR #F, HFHATE iS5 PRONETA 2 [A] 1) 5ERR
HiE

o  EHIGNHIEF “PRONETA.APL.SERVICE.exe” , HT%3M4HZ PRONETA
Professional k%%

3.2 RGER

PRONETA Professional
PRONETA Professional ] #4i%k 5 PRONETA Basic M. fxVE4ER, 1§
Z WHINF (4\) 5 PRONETA Basic &35 &5,
Windows
PRONETA Professional > #7 LA T Windows kA
e Windows 7, 32 fiifll 64 1
e Windows 10, 1Y 64 i
{XAEA# A Windows 10 R4l 4 3 #F WebSocket, #15iES WL 2.4 7.

3.3 ik
B N zip fAR4EER) PC HRME— B 3.
3.4 EEEg A

#1217 PRONETA Professional fiHH -5 Z 5 HT M ZEARE . Bl A i &Y
PLAR 42 E )3 3 PROFINET HL25 .

3.5 W]
PRONETA Professional & — kil 7= i . rlmidvh 1] Tk (\7\) SRECE 2%
YFTE

8 AT &2 3 7E 7 PRONETA Professional 5 ALM ( “Automation License
Manager” ) —i2iz{TH PC L.

WAL — PRONETA Professional 1145 J5 i AR L2 FRIE, 7T PASGE A 208
R 21 RIS PR EATIE. 8 AP RS, YT Ss E 30805 .
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EE Ef RGBT BE SR PC BT SIMATIC P2 H]iE, &35 PRONETA
Professional ¥R UE

%Fi21T PRONETA Professional ff] PC, WRFaERMEE KRG8, AlaEe
SEOZ RN BB B AR EOE . HATE S PC SRR R X AT AR
HERIX—fE R

H BRI TIERT LLE ] Automation License Manager (ALM) () “9kE 7 Thfg ek

“REBNTF” TR . TRV AIER R A SR, TTER RV ] F R SR
(17\).

ARG VFRIHLHEBEE, 52 0 \18\.

3.6 B b L4

WinPcap F1 Npcap
PRONETA Professional 7 APl  “NAREFmfEHE 0" ) kM niE. L
% WinPcap 4.1.3 5% Npcap V0.996 55 =il As .

WinPcap {7 PRONETA Basic KAThHN . WHRHFR PC K% % WinPcap Al
Npcap, ZZG#7E PRONETA Basic & /X5 EhINH7m F /7 22255 WinPcap.

EREW  HR%H WinPcap I8, BiE2 0L (PRONETA Basic /7 Ft) (\4).
Npcap 7] LA 2% Rk, T #MhkiEZS 0 \20\.

RE

MQTT {5 (ES WA 2.3 1) T EARESE AR 2574 R LI R AT FIT 178 2%/ iy 2[R 1)
L. 7518 H PRONETA Professional MQTT APl 2 /i, W4 C IEf2eRE /R
HOFATHMNASS .

Ja iEE %45, PRONETA Professional 7] LAZE TLS #A N S5-I 2
TAE, SZFF TLS V1.2 s ERA. 2R, REAGAE T RITR—E52, AKX
P A SRR e AR 22T

PRONETA Professional C./E{f ] “Eclipse Mosquitto FFi§” {CER KL N34T T
Iz R

3.7 B KA

AR A3 I (¥ 3845 P, PRONETA Professional ZR7EZ i@ 5 HEML ., Bk
AN I ROAH L ) 3 T

2H[EER N, HIEES L 7.1.6 7
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# 31

e |
MQTT (%) 8883
BT WebSocket SZHL) MQTT | 443
MQTT CRn#) 1883
AMQP 5671
BT WebSocket SZHL) AMQP | 443
HTTPS 443

4k, EREE PRONETA Professional i

FTI. CHREMER, HSHE
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4 PROFlenergy 2l
41 MR

PROFlenergy f&—# PROFINET FLE it (\19Y), HI TImRElits s & AEke, JFHL
BAEIERIBAT FEFURRIRIE =R 2 AT V).

PRONETA Professional <=1 PRONETA Ul 24t —T{T 5%, H T M5 &
L2 FF PROFlenergy % b AT IX S84

4.2 MR

A3

PROFlenergy ZWia]7E PRONETA Professional “=E71” (Home) Fitifi it #idi
“PROFlenergy 217 (PROFlenergy Diagnostics) [fiti 5 2] »

K 4-1

rot PRONETA - Siemens =X
SIEMENS

e __________________________________________Hep? |

&: Network Analysis = Online: Show topelogy and configure devices
= Offline: Show topologies
= Comparison: Compare online and offline topologies

= Configuration: Adopt device names from an offline topology

10 Test = Forcing and monitoring input and output values of SIMATIC
devices
PROFlenergy Diagnostics = Detect status of devices

» Change mode of devices

» Check and export measured values

Professional

Record Assistant = Run acyclic communication via PROFINET
(read and write data records)

= Assign parameters to devices and read out information

]
-
2
]
2
8
g
[

* Analyze Ethernet frames with Wireshark

Settings = Change PRONETA settings

PRONETA Professional Service Status: Not Installed
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BAE
PROFIenergy {T:45 I 3= i [ 41~ B B :

gt PRONETA - Siemens

A Home

Device Details: et200sp

'i"ﬂ: Manage Mode| Device Details

switch_3 t200sp

d
SCALANCE XB-200 ET2005P ﬁ ﬂ

Ready to Operate
| | | I Current Mode Ready to Operate

Change Mode Wake Up
Pause Time (hh:mm:ss) ::

Transition Time Left =

~ Behavior on Mode Change

tp1200_comfort Regular Time for Switching to Ready to Operate
"TP1200 Comfort.

Open From Mode 1 10s

Regular Time for Switching to Energy-saving Mode

In Mode 1 10s

_
Sy varmgement [ emingFancionaiy | e [0 conttrvardor e oo
- Device

2 switch 3 B - SIEMENS AG  SCALANCE XB-200

Device Table

3 plca - - - Controller - SIEMENS AG  57-1500

4 tp1200_comfort - - - t Defined - SIEMENSAG  TP1200 Comfort

FHEEAEHAMME, “&F PROFlenergy %%~ (Manage PROFlenergy Devices)
Al “oHrill 8”7 (Analyze Measured Values). TH#F TS ELIRAE DL R T Ag

1. “RIFEr$” (Refresh Scan), T B3I 4.

2. “BHER{ZR” (Export Overview Information), FT-61%—/ CSV &R KL
4, Hi s 5T R BT S 7 PROFIEenergy & SIS B .

3. “4TIFE R (Switch on Management Mode) (fV7E “453 PROFlenergy
4" (Manage PROFlenergy Devices) M F 24t , FHTFah s
PROFlenergy I+ [ #AERE .

4. “ffiff] MAC Huhlrfig %45 (Wake Up a Device Using Its MAC Address) (X
“Z¥ PROFlenergy ¥ % ” (Manage PROFlenergy Devices) #FrF$24t) ,
e B &R BT ITRE . MR & Km T I MAC HibbdE7hR i

H T R = ANE RS, Hh v EiEs: PROFINET H# & 1IAH S B

5. “WRIMLE” . 25 PROFINET R4 1 IR .

6. “W&K” (Device Table), RrnfEFAH i R B HIAH IS 2.

7. ii&%#éﬁﬂ%%” (Device Details), 27~ 7EFh ML BLS #3% o BTIE 132 4% IR AH G

55,
o “WHIMLE” M “%% % (Device Table) 5K, i3 W, (PRONETA Basic
FM (4\).

“EETVEISE K (Device Details) B% & A 7L :
o B (Manage Mode) (7f “/#! PROFlenergy ¥4~ (Manage

PROFIlenergy Devices) #LEH AR 7 “4aTillEE” (Current Measured
Values) (7£ “/r#rill &1L~ (Analyze Measured Values) 4K {5 )

o “WHRVEYI{EE” (Device Details)

PRONETA Professional User Manual
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4 PROFlenergy 2 i

“EIIRA” (Manage Mode) H T &1 PROFIenergy #AERL =5
(Save Energy) B “MfiE” (Wake Up).

PRONETA Professional User Manual
% H - 1D: 109768642, V1.1, 08/2020

(==Xl

"HRe

18



© Siemens AG 2020 {5 i 15 BUF

5 ICEBF

5 exBIF
51 R

R TFHRME T —M 5 PROFINET #&AHICREN L. R %3 Wireshark
EREEN HFEF GBS W AL6N) , WA TRT LIS 158 44 1 LUK A5 BE TR K 2 # o

5.2 VAN g

A3

e BT 7 7E PRONETA Professional “ 71" (Home) i Al i “ie B+
(Record Assistant) it 21«

rit PRONETA - Siemens

SIEMENS
ke )hep? |

g

Network Analysis = Online: Show topology and configure devices
= Offline: Show topologies
= Comparison: Compare online and offline topologies

= Configuration: Adopt device names from an offline topology

10 Test = Forcing and monitoring input and cutput values of SIMATIC
devices

’ PROFlenergy Diagnostics = Detect status of devices
= Change mode of devices

= Check and export measured values

% e Record Assistant = Run acyclic communication via PROFINET

(read and write data records)

= Assign parameters to devices and read out information

8 m

* Analyze Ethernet frames with Wireshark

7 Settings * Change PRONETA settings

PRONETA Professional Service Status: Not Installed

PRONETA Professional User Manual
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5 ICEBF

BiE

SCALANCE XB-200
192.168.0.20

plc_1

57-1500
172.16.33.2
1p1200_comfort

TP1200 Comfort
172.16.34.120

B PR M BRIl “5 7 B Ak, FEPPAG A R R
R B TAE S Lk BIR:

h .

nnnnnn

L)

:
V] Use Repetition:
LN | wait TN\ [ Deseription. NN\ [slot  [subsiot  |index [pa
NN [ N\ NN o omon —Lowrs | maneons
2 OK = OX00000N QQ00 0x0001 OXAFFO 00200038010

<] [T >

2 1 [ A AT
1. “IEFEEA” (Select Devices), /nTEXMET PROFINET F#iH K BLM & & 513K .
FE IR AL AT DA 33 S S A 1 H AR B4

2. “PRE4EA...7 (Working with Sets ...), AT, geiEMBPATEIRICSE ( “4
&7, RIXRTIE G AT — RIS SEAE . Horh BoR R B 25 AR

fHE.
3. “EOEfARI4EA” (Recently Used Sets), fon4aiCUEHIf “4£&7 5.
AT SSAZ SR LU Thie
4. “RIFHEH" (Refresh Scan), %1% 457 PROFINET %% )5 28 ff1 44 .

5 “HEREAIEHMEE” (Show Device Details), K H—AFHE, HbBRE
R RTIE AR VRS

“BIEEHES” (Create New Set), FTHFEREURER S5 A 1) — 430 SRR o

“YIIFEEE” (Open Set), FIJFEHIfFRERIICTREE.  (HLARR) “I04E” IR/
FERAKES, mARER™ENEdE.

“URIFEER” (Save Set), ¥ Ul RAERAT IR
“UNINERILE” (Add Data Record), 4 #ic ki mE 2 qi T LS.

10. “M Wireshark Capture 5 A###ic5” (Import Data Records from Wireshark
Capture), K30 —RIEIICFEFNUGTES . CUFERDB AN
PCAP. )

11, “JEEhARE IS 7 (Start Acyclic Communication)/ “51E3EF2” (Stop Process),
PAT U AT A FC R L o B S84, SURH S .

12. “fiHIEE"” (Use Repetition), T HZWESHITES P XL/ SiglE. AT
T B GAE 55 1 B R A T A I

PRONETA Professional User Manual
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5 ICEBF

13. “7E Wireshark #1#] 4 1ics%” (Open Current Recording in Wireshark), 27
RSB B E AR NG R . (BUE T & %23 Wireshark 50, )

14, “F7H Bk Wireshark iz ) SC4F% 7 (Open Folder with last Wireshark
Recording), FTH O RIEEEEA, BRUIE LT SR bEad s A A i H kxS
%

15. K AL IR B RA -

PRONETA Professional User Manual
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6 EHI SN FAEF “PRONETA.APIL.SERVICE.exe”

6  EFIGNAHERF
“PRONETA.APL.SERVICE.exe”

6.1 B

“PRONETA.API.SERVICE.exe” & —#izHl 6 N, HT 23, sEfmEz
PRONETA Professional x5 & s H 4IRS . AF A4 TR ThRe M.

“PRONETA.API.SERVICE.exe” SR UL FifiE A 2 —izf7:
o XWHMERA

o fERMAITTA

Z T LI e 35 N 300 0L 2885 B R R A BE4AAT

R EBER
B HREAGEIT, 5% LT D IR
1. #%] PRONETA Professional {22235 H g, f5%8E fds B
“PRONETA.API.SERVICE.exe” .
2. MPEESRRA, EiE CUUE B R BIZ21T” (Run as administrator) .
a5, 6 SRR R DURA & B SR I AE EAR S 3
AT

LR i B0 I R VIV e k] | VAR 1y o e | SR S a5

ZFEH Windows Iy 24T T H, 158 LN B HREE:

FTJF Windows [ “FF4R” (Start) 365, FEE#RTFEPHA “cmd” .

TERN P 53R 3 ) Windows i 25~ R ( “cmd.exe” ) J&, Hili
Wk H. (INFREaE, ABRTZAE, REE R SRR g < LU
H 57 S 432477 (Run as administrator). )

3. 45T H3E ¥ %~ PRONETA Professional H 3.

LRI BT 5 iy 4R s AT IS AT B AR o

NP

EEREW A ATHAT, MR RIEIHE SR, MR A S SRR
HE.

IR BY

SR, AEEh A, FIA help, SRJEIE T B
B ERR

R HR, AN exit, SRJE4Z T I,

Pt & & BRI .
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6 IEHISN AR “PRONETA.APL.SERVICE.exe”

6.2 23 PRONETA Professional iR%

g ]
WMEAET N 22 PRONETA Professional IR%s, 151 S0 T #5 AEARYS P fif s 21
BTkt Bk
RIG, PR T — D IR

R HBER

1. DUEHE RS0 53 “PRONETA.APIL.SERVICE.exe” T.H.,
2. EEHIEEOR, B install 52, ARG FEIZEE.
3. WRIRGHRE, Hili y BAFEREAHIC KM %Z.

ERFWM  FHMFMLU R ZERTTEY, 232 T T8

“LicenseAgreement.txt” I “Securitylnformation.txt”

AT

1. T2 H R H Windows fi744M5%, i\ PRONETA.API.SERVICE.exe -
install -agreeWithTermsAndConditions, - N CIENS

EEER C DA 22 25X AN IR T A BE 22 35 B
o AT REE N LLZFE A, NI SEAE T ENL L2 ALER PRONETA
Professional %% -

15 THH L IhEE .
& [F{E
RSN, THIBHIFRFILLFEZ —:
* 6-1
& X
0 | ZHepish
1| AR P RRER AR
2 | BB —RRHEER
ZHF

%35, PRONETA Professional k%5 <= #E 4k & J& PC I EH 15 5.
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6 EHI SN FAEF “PRONETA.APIL.SERVICE.exe”

6.3

TEBR

6.4

6.5

6.6

ERHE

## PRONETA Professional k%

M ENL L E% PRONETA Professional, i5263% UL FAT—#{E 5 1%,

1. DUEHE RS0 3 “PRONETA.APIL.SERVICE.exe” T.H.
2. TEPHIEE DY, W uninstall 54, SRS M ZE4,

1. T3 HFEH R Windows 447, %I\ PRONETA.API.SERVICE.exe -
uninstall, %Uﬁﬁi?@$%o

ZAEE 415 1k PRONETA Professional iIR%5, FEB7 I Z RS EENLE B BB E
Ao BEIERE AR AN 2 I B AT A SO

E ¥ /B3 PRONETA Professional iR%

By, TIREFEEE A5 PRONETA Professional IkR% . IhR, wli@ES
“PRONETA.API.SERVICE.exe” N2/ FHE#H 8 51i% R 5

FERZHMAT, N restart f74, RGN EI 44,
WK A3, IR R LR AN KR .
Joikil i o AT EHE EIZ S .

1 PRONETA Professional JREIRE

N “PRONETA.APL.SERVICE.exe” AJ##fit PRONETA Professional A%
R R BIBITRMERE R

HERXHMARRT, ¥ status w2, RiEi% FEI 4R,

B b BoRE M ET RS RS CHE R . K a8 1{EEYS PRONETA Basic

AFhi% L ERPMEEME G5S WA 7.5 77, “PRONETA Basic H'f) PRONETA
Professional JRZ&S” ) &

Tt fir A7 AR 2R A
EREE PRONETA Professional i@

FERE: PRONETA Professional AR 45147 #AM R A S (SR APL HT4610
API iy 403, .., AR EAR, A listen, SAJEIE TR

B 5, 4R 4ETE N PRONETA Professional HE Y (5250 7.2.4) EE.
PR T B ZE8EE,  PREEERVE ST RIS 1k .

T Ay AT ERERIZIEAAS -

FREFISEEAE A 0 “1234” DIASHL EALHE 127.0.0.1 #4785 . A58 FH b5 kG
FH. 11273 1
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6.7 WEiT CLI #HIRSE

Bty 4172 %5 5 PRONETA.API.SERVICE.exe Ji, AXAILLZ2%E . EIEAIE
M55, T LA HI RS 24T, filhn, {32574 PRONETA.API.SERVICE.exe -
-Configure OutputFolder="d:\anyPath\Results\", I} Ik5% % H £0d i g 12
N “d:\anyPath\Results\”.

] A LS
PRONETA.API.SERVICE.exe --Configure OutputFolder={target path}
PRONETA.API.SERVICE.exe --StartScanning
PRONETA.API.SERVICE.exe --SayHello
PRONETA.API.SERVICE.exe --SendLog
PRONETA.API.SERVICE.exe --SendConfiguration
PRONETA.API.SERVICE.exe —--Restart
PRONETA.API.SERVICE.exe --RunApplication Id={ApplicationId}
PRONETA.API.SERVICE.exe --ConfigureApplications Id={ApplicationId}
PRONETA.API.SERVICE.exe --SendApplicationsConfiguration

PRONETA.API.SERVICE.exe --ConfigureCredentials
AppRunnerPassword=newPassword; AppRunnerUserName=newUserName;
AppRunnerDomain=newDomain

6.8 XA

A BT, ARG PR, A ) SRR S N BT i 2 B4 7] B 3 S i
H &5

ARG, FHIN interactive i, RJEH% T I 448,

BB HHERIE, PG AT B A T e R B R A

BT, 2ot 1R T a2 Siht 2787 PRONETA Professional k%5 H &
% H. E&ROREE, 7Ll — R 25 RS T8 o

A AMHICE
Configure (eg. Configure OutputFolder={target path})
StartScanning
SayHello
SendLog
SendConfiguration
Restart
RunApplication Id={ApplicationId}
ConfigureApplications Id={ApplicationId}
SendApplicationsConfiguration

ConfigureCredentials AppRunnerPassword=newPassword;
AppRunnerUserName=newUserName; AppRunnerDomain=newDomain

PRONETA Professional User Manual
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7 PRONETA Professional RZ%

7 PRONETA Professional %

LIEREIE PRONETA Professional R4

{EFTT, 76 FEML 2 D IER 223 PRONETA Professional IR%. 0235 flEI 4%
PRONETA Professional IR HIE R, 550 4 =,

7.1 “ApiConfiguration.xml” @&

PRONETA Professional #1F2ifid PRONETA Professional H 3+ 1)
“ ApiConfiguration.xml” SCHH2HZAS .

XML 6 R—NERTEE RS 3, 12301 AT DS IS 2 () R o Tl i, thmr Bl

MQTT 5§ loT H:0 APl U5a] API ks GEZ WA 7.1.2 35 TR, MmHEiT4
o

BN o

HEEET M X PRONETA Professional 412 Fr/E B oy, anas s iR s, Sk
Z WA 8 &,

BERAMMTEERKHERL
AR T E SR L AR S LU T AR TREAER

o X “ApiConfiguration.xml” BEATHI T K, 7 EF3hHE 5 PRONETA
Professional 7 B&4E% -

o iEiT MQTT i loT iy API HHT I B e e ST R AE 2%
o WHZSH API R BIER S BEAT B S 202 E s S5 1 BT SR EEENE B .
o WA AFHAE AP KR E IER A AT 2 LB AR, FEHA TR EE R RS

7.1.1 “ApiConfiguration.xml” AZXHHHISH
X “ApiConfiguration.xml” HALE A SHAM APl e s, %P as
e
#7-1
TER BB
<ApiConfiguration> HITH
<ResultConfiguration> RGP I S O

<LimitPerMac> A3 N 853 TC 2% A7 P e R
8 “-17 FRTCAEAERR ] o
<OutputFolder> H AR S B 3%
H 344 WA A 4% B X A2
<OutputFormats> AR HEER: “PNG” . “XML” F1 “XPS” )

— AP

PRONETA Professional User Manual
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7 PRONETA Professional RZ%

TR

A3

<ScanConfiguration>

HBM LR

<NicMacs Mode=
"Allowed|Blocked">

R £%4 13128 (NIC) MAC bk, 189 “Allowed”
o “Blocked” , B2 HEHL LM ERSEZRR MAC Hs
R

<NicMac>

NIC MAC #3346 H .

R NicMacs Mode= “Allowed” , W335 AE FH 51
LT NIC,

R NicMacs Mode= “Blocked” , M43 A# FH BB
It MAC #i3ER) NIC, Tif#fH MAC bR B &SR T
iR+

R NicMacs Mode= “Blocked” H. NicMAC %% %5,
M A P B 2 0 =S

% NIC MAC HhibiEvE I3 4IE B, 1S LT X1 NIC
MAC Huhil#% 5.

<NicNames Mode=
"Allowed|Blocked">

NIC Bz, 14 “Allowed” B{ “Blocked” . HEE L
I <NicMacs..> AL, {H G HHERA R EHL LML
ERASBIRIES, TAZ MAC Hilik. 5% NIC &Rk
A, HZ I TR NicName 4£5.

<NicName>

NIC &AFRFIFRIIZ%H .
HEYS <NicMac> #fl.
"] DAYEEE ] MAC Hidik A& B 88 22 7K

<AutomaticNameAssignment>

TEA TR LA X AR 75 2 SR I 4 K2 N

“false” @Y “true” .

<AutomaticIpAssignment>

T IP Mkl ) S P 2 75 N H B IR 1P? BN
“false” @Y “true” .

<AutomaticIpAddress>

TWEEHAE, B30 1P 2 BCIIE 2ok AL TTAR ) 1P it
SrBCan PR .

<AutomaticSubnetMask>

TR, FTHEAEES) P S BRI 1P bk i bk

<SendEpmToControllers>

ST ESRAEHGR A 1&M B ? (Eoh “false” BY “true”

<ScanIpRange> Ik PROFINET % 7% [ WX 8 F 4 2 75 B PR H1I7E — 2 1 1P Hiuhik:
W ? N “false” B¢ “true” . 3

<LowerIpLimit> Ik PROFINET & #4461 1 1P bk v PR

<UpperIpLimit> Ik PROFINET % &4 1 1P bk v PR

<OutputMaxTraffic> PR AE S I AT i KRR . BUEAN T
125,000 Byte/s #1 12,500,000 Byte/s 2 [if].

<WaitForScan> TR AT AT SR A (D)

<ApiSpecificConfigurations>

TSRy 2 A 107>

<ApiSpecificConfiguration Key=
{moduleName} Disabled=
"false|true">

R RiZEH PRONETA Professional [ {moduleName} 1
H? {Hh “false” B “true” .

7~ <ApiSpecificConfiguration Key= “Mqtt” Disabled=
“true">

<Value xsi:type=
"MgttConfiguration">

PLNA MQTT AP ARI AR E -

1P HuhEVE RN, T R .
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7 PRONETA Professional RZ%

TLR PB4

<BrokerAddress> & il e I ARER R 1P k.
WRHHELL wss:// Bows:// 3k, 2fH WebSocket
HERSZAEEGE. (X Windows 10 & . )

<BrokerPort> ACHE A5 1 o

<CoreTopic> PRONETA Professional 3 f5 7 5 63 07 Z [A)8AE 3
iR N

<Cell> B BRI BT B RR, AERE i ID fRi8s
MQTT . AU IAEME—T. WERAH NS, EH
% i PC 48K,

<DisableSecurity> SRR, MHREAER, WS 7.1.6 T,

<Group> BT N Hichk 20 1) 2 R

<Hello> PRONETA Professional 54075 % /7 it 2 A48 T4 BT

Fd

<CaCertificatePath>

FI -5k 7 s/ AR HIE R 1) CA.crt UETS 480 B 8 A2 o

<Value xsi:type=
"IoTHubConfiguration">

LAIRON 10T st (A B E .

<Protocol>

loT > API 55 10T oA & #EAT 3845 BT (R B8 o
HUE A “Amgp” « “Amagp_WebSocket_Only” .
“Amgp_Tcp_Only” . “Mqtt”
“Mgtt_WebSocket_Only” . “Mgqtt_Tcp_only” #
“Hitpl” bz —. R  Windows B ki & ,
WZ W 3.7 . )

<HttplPollingInterval>

TR EH AW AR R . KRS 10T R skT7 IR,
A RE T A LR B B OV KA 1500 £, (HiEZ I
gﬁ M jﬁo )

<ProxyConfiguration>

R TR E N <ProxyConfiguration />, N
Azure/MQTT fQHIE (Z A AT ACHE .

<Address>

AE . I FRAZHIE =, WS AV AL,

<Domain />

THENL ARSI FHLITE AR, T30 540 .

<BypassProxyOnLocal>

TESRAH IR A AME R ? EOh “false” B “true”

<UseDefaultCredentials>

RRFEANIERA AN EEENRE LA AS? #HN
“false” =Y, “true” .

NIC MAC bk =,

NIC MAC ikt T/ gkl ¢ “0” - “9” ,  “a” - “f7 ) M, FXHAEL
o MAPIXNEF 2 WA LB E 5“7 BOETR “-7 M. TEE “a” B “f7 A

X KANE.,

Hilk “01:ab:cd:89:ef” 5 “01-AB-CD-89-EF” 255K 11 .

7.1.2 BHAS

B T FaE L API A LA, v DMEA MQTT/IoT Htyili{F el CLI API 25
BFRHSSE . XETHFEHA PRONETA Professional.
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7 PRONETA Professional RZ%

gmm ¢ ApiConfiguration.xml” SCPFARIEATHRGRY", ToIART I3 =I5 R AL
Jiln), XA]RE R AR .
WHRAS TR, PRONETA Professional K o i 1E #1817 o
o il MQTT API HZHHIH B R BERE Bt MQTT 452 KIZ4L
(<ResultConfiguration>. <ScanConfiguration>) . [F£f, il loT s
API T B R BEE 178 1oT Aty 552 IS4
o EIT CLI API H20H B R ae A R E S HL .

WA MQTT Kkt XML SCfF (35 K 4Bk AP 0 /8D BIA RS, WA
AP % ;P sl S B DUE S S BE WAL .
HEWHE R

PRONETA Professional Ci1 [ LA~ i DU HZSTH R -
{CoreTopic}/Config
{CoreTopic}/{Group}/Config
{CoreTopic}/{Cell}/Config

X RIERE AR — TR E, AT RUEE UR P  —EE APLZHES:

o WIRWEAEEE R XML ST, PKHZ SO FAE B
“Api.Configuration.xml”

o IMAIHEPEEBHMEN, WSSO ENHNEEH. R
<ResultConfiguration> F <ScanConfiguration>. )

HE PR EHMEX LAUER 735 “; 7 AT 8. BHMELAE &S “=7 AT

GyRE e WRAE B — RAVIH AR, W E R WA HE S «,” #4750 .

HAE BB
NS e o G ME IS N
e OutputFolder = Results\, BFHifEfE HRKE N “Results” .

e OutputFormats = XML, PNG,XPS, B4l S0/ v] A fdi A (A% N B XML,
PNG #1 XPS.

e AutomaticNameAssignment = false; AutomaticIpAssignment = false;
AutomaticIpAddress = 192.168.0.0; AutomaticSubnetMask =

255.255.255.0, AHRHUEEHT H 3hay 4 A RAESs .

AT KRR

I A e B AR R BIRE, T LA I 22 J2 A 513 th A s — A B A g
1 -

e AddOutputFormat Fl RemoveOutputFormat ﬁﬁ?&?ﬂ?ﬁéxﬁﬁiﬁ:*%ﬁ@Jf*ﬁ?
IR A2 H

e AddNicMacs. RemoveNicMacs. AddNicNames A RemoveNicNames AJHR#EIEMRD
Z0 MAC Hitb s A4 8K, 76 T 48451 NIC F138 i i s b &AM E B 48 -
B MQTT Bk MQTT FRHAS
MQTT AR ERLH A5 iE AT i@ it 7] PRONETA Professional %1% MQTT 8 B iE4T H k.
PLR ATz AidE i Mosquitto 732 ¥ J2. 58 SR ERZH 2SI 7R 491«

mosquitto pub.exe -t Proneta/Api/DEFAULTGRP/Config -m
"BrokerAddress= 192.168.0.1"
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%H

7.1.3

7.1.4

mosquitto pub.exe -t Proneta/Api/DEFAULTGRP/Config -m
"BrokerAddress= www.broker.com"

%ﬁ@%ﬁm%%&ﬁﬁ“wszOPTEWMwmwﬂam”oﬁ?%%Tm
B GEZ WS 7.5.1 1), BIRRBIFEE M EIE+ B 588 DL 4 PRt 4T
S

mosquitto pub.exe -t Proneta/Api/DEFAULTGRP/Config -m "Hello=
HelloFromPronetaProfessional"

&EMQWAmf AR K% “Hello” 15 B.1) H br 118,
PLUR Bz N L Mosquitto <32 ¥ 258 SR ERZH S I 451«

mosquitto pub.exe -t Proneta/Api/DEFAULTGRP/Config -m "Address=
192.168.1.1"

AL O “192.128.1.17 o BRI, Wl A R AEAE 9 B L

."Address=" .
ﬁ?@ﬁiﬁlﬂ?@, LA 7.1
Wi MQTT EHUARS

PRONETA Professional fIzx45 ST [ LA @ A Wr$E 52 H A 138 K«
{CoreTopic}/ConfigStatus
{CoreTopic}/{Group}/ConfigStatus
{CoreTopic}/{Cell}/ConfigStatus
] LB AT — 3 UK %25 B, {E IR, PRONETA Professional K [ %3 @& Afi
HE
{CoreTopic}/{Cell}/Config/Result
I B S T 2T AP 1A CRAT UTF-8 il F K30 , % P 3T bl
YA HATHE— PP
AR, SR AZF R IE— RN AN “OK” [YH B

{CoreTopic}/{Cell}/Config/Status

Fe RS ) 5E
MR PRONETA Professional JR%&

L PRONETA Professional x5 & IEH 24T, %07 o il ATl BN J2RUA AT 2
(WETLE

{CoreTopic}/SayHello

{CoreTopic}/{Group}/SayHello

{CoreTopic}/{Cell}/SayHello
Wi PRONETA Professional JIz5 O iE#f 222 3F H MQTT API 1E{EIZAT, E MR,
AR5 Re 1 LR TR AT AN “Hello” R .-

{CoreTopic}/{Hello}

{CoreTopic}/{Group}/{Hello}

{CoreTopic}/{Cell}/{Hello}

{Hello} RS LUEIE API HAMHHE (S WA 7.0.1 79

AN, KR BT U IENZE N “Hello published” [F13H 2. -
{CoreTopic}/{Cell}/Api/Status

&P ] DT L EAT— 3080, DAEGHIEZ sl HA MRS MQTT API S5 il

A -
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7.15 NicName #£&

NicNames
HA ) scanConfiguration #7HF JLE NicNames. 1%yuE H A& FH A T
VR/BH L 0 45 385 TG 2 44 PR A1 35
<ScanConfiguration>
<NicMacs Mode="Blocked" />
<!--Collection of network adapter names.
<NicName>VMware Network Adapter VMnetl</NicName>-->
<NicNames Mode="Blocked">
<NicName>Local Area Connection* 1</NicName>
<NicName>VMware Network Adapter VMnetl</NicName>
<NicName>Cisco Systems VPN Adapter</NicName>
</NicNames>

</ScanConfiguration>

Mode= “Blocked” %]t HJi@E AL 2545 #2511 I T84, Mode= “Allowed” #1731 H
HIE AL g8 T4 .

NicMacs Al NicNames £& N (WL F30 wFHFE7 & SCIHAf NIC i jERs.
B4n, ATRLRVFE MAC HhEd3ATA AT A E NIC (FRIa 4 g (IR 4h ), BA K%
A FREE B33 ORI LS AL s .

% NicNames 4
aliEd PLR J7 205 i NicNames 22610 N &
e MQTTHE:

mosquitto pub.exe -t Proneta/Api/{cellName}/Config -m "NicNames =
[Blocked|Allowed], "Adapter Namel", ["Adapter Name2"]"

mosquitto pub.exe -t Proneta/Api/{cellName}/Config -m

"AddNicNames = "Adapter Namel", ["Adapter Name2"]"
mosquitto pub.exe -t Proneta/Api/{cellName}/Config -m
"RemoveNicNames = "Adapter Namel", ["Adapter Name2"]"
o loT HulHE:
Properties : Command = Configure
Message body : NicNames = [Blocked|Allowed],"Adapter
Namel", ["Adapter Name2"]
Properties : Command = Configure
Message body : AddNicNames = "Adapter Namel", ["Adapter Name2"]
Properties : Command = Configure
Message body : RemoveNicNames = "Adapter Namel", ["Adapter Name2"]
o AHEA:
Command>Configure NicNames = [Blocked|Allowed], "Adapter
Namel", ["Adapter Name2"]
Command>Configure AddNicNames = "Adapter Namel", ["Adapter Name2"]
Command>Configure RemoveNicNames = "Adapter Namel", ["Adapter
Name2"]
° CLI:

PRONETA.API.SERVICE.exe --Configure NicNames =
[Blocked|Allowed], "Adapter Namel", ["Adapter Name2"]
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PRONETA.API.SERVICE.exe --Configure AddNicNames = "Adapter
Namel", ["Adapter Name2"]

PRONETA.API.SERVICE.exe —--Configure RemoveNicNames = "Adapter
Namel", ["Adapter Name2"]

7.1.6 e e

IR MgttConfiguration JG% DisableSecurity &N “True” , MPKZEF MQTT i
%, I HARSIAERSS 850 CAE. i, % F 2K MQTT i L il 1883.
Gz FHE R AR BT AR s E B A 1. D

<ApiSpecificConfiguration Key="Mgtt" Disabled="false">
<Value xsi:type="MgttConfiguration">

<!--Disable encryption of communication (Default = false). All
communication will be unencrypted when set to true!-->

<DisableSecurity>false</DisableSecurity>

</Value>

</ApiSpecificConfiguration>

EE  BRAfdEERRERPSTRERRREXE

EFEE AR AR I, BT RE =6 LB %4, ISR =T % T
ANBHEE T

FEWAAE T R AR A 1 2% 00 5 A ML IS AT i) MQTT ARBESS & H . %
PRI AT DL KA 3R PRONETA Professional Zhfig, &34 sACHEE S .

7.2 W ERAE

WKL, DL RS RXT MQTT A1 1oT Hity API BJ3E . 24 APl 2 JA] H 30 2 e
PP UL .

7.2.1 EEEE

A st 2 3942 PRONETA Professional IRS =B N . M fmTmid LR
=R A

o ANHIT
o i udH (YR MQTT APD
o FrECERERIT

FAARAE B R AR 2 P a3l APL 22 MEWTX 28T 8., UREINH B 5K RIT
SRR, JFESTI SRS SRV A AT ISR GES LA 7.2.2 11

ERHEI RIEPTR LS G NRTRT A 98, AT AR B A AT 45 R 2 1A aT RE A7 AE W &
FEIR
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BB BT

ki

ERFHM

BER S BANRGHBICRIEA, TS scanner=start KiZZE F B {CoreTopic}/
{Cell}/Scanner/Operating, i {CoreTopic} Al {Cell} s27E API HE X HHE
X GEZ WA 7179 5 IFH (celly S ELHMHITHIA AR

R (ce11y RE, BUAMEOL T ZMEH PC HFK,

BIRSNHEILAR R, FPEYE R scanner=start KiEZE T {CoreTopic}/{Group}/
Scanner/Operating, J:H {CoreTopic} Fl {Group} +&7E APl ZHA& e L.

loT it APl ANSZRR I ThRE .

BT #T

B ATA BRI, EIEE scanner=start KiEE 1 {CoreTopic}/
Scanner/Operating, i {CoreTopic} s&fE APl A& e .

R M 2% FhiZ 4T 1Y) PRONETA Professional S22, A Fia BTl it e 328
) 8% 7 0L 1R

7.2.2 A#ER
PATHE, APl SAEZ A ERB P AT R T A R . BB AR R T
API AL, BN THAR, DURSCRAEHIG N GES LA 7.1 9 « &/ inmw
BT [R]85 DA SR S PR IS o

Rl o
TSR, ATV =M FE IR R, I AR S OR 7 3l A% AN R R
RT1-2

% £ BHRER

XML | {CoreTopic}/{Cell}/Scanner/Result W AR R

PNG | {CoreTopic}/{Cell}/Scanner/Result/PNG | &, DIFHEAARNLIE. E (PNG) FI/

XPS | {CoreTopic}/{Cell}/Scanner/Result/XPS R (XPS) TR

IR AP SR AR E SO I, RS UG N2 AR IR T TE 2
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gmny ¢ WUREARNGA 72 AREERES, WEKARMERANEMER, REH
HAT T — /M@ R A 4
o  XFTRIMZ, FreE) Windows XPS Viewer 76k IERf 2 IR RI4A N .
ERXFEOLT, EEHEEESES (i PDF-XChange Viewer) .

EPS
T XML SO, I A
o BRI IING ) R ERD
o 1&M C “BRiRAI4ES” ) HdE (SR SR g
e AMR CHEMEHICI) s (nH ks oieh)
o XA PCHIELR

K4 R FE AT PRONETA

T PRONETA A G614, PRONETA Professional 45 3## =242 1 XML
AT LU SN F] PRONETA.

FLZEER, 20 (PRONETA I FH) (\4)).

BGRAMAT1E

R AT A R AN 28I AP MR RSN, T H 2 F#ERH PC RIS R
i

BREGL R, $H 45 RA74EE PRONETA Professional H 3%/ “\Results” 7 H 3¢,
T H B A I SRR, g5
topology {mac} {yyyy}-{MM}-{dd} {hh}-{mm}-{ss}.{filetype}
P ARG T 48 IE FE 25 10 MAC Mkt 39048 H AR A DL S A%
A M4 45 B ATE “ ApiConfiguration.xml” SCAFH A . MHESHEE:

® <OutputFolder>PathToFolder</OutputFolder>, H %/[Qréin:%Iﬁ: B"Jﬁﬁ%{jﬁ
W HEN “PathToFolder” .

° <LimitPerMac>n</LimitPerMac>, ﬁﬁﬂ%%4‘@%@@6%&@%5’]3‘3%2&&%
A no
WERCAFEM n N, R — AT, R 5 A7 I 1) B S
WERAEA “-17 5N n WME, WIAERE B REECA SZ B

WS APl HZS R AR A EREE SO, WA S BIEZA% S .
7.2.3 REBE

PRONETA Professional I 451 & #fi— £ 51 3 BORAS K g HoR & E B

% 7-3

£ A

{CoreTopic}/{Cell}/Api/Status EZ

{CoreTopic}/{Cell}/Config/Status EZ

{CoreTopic}/{Cell}/Log/Status H B K
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&

{CoreTopic}/{Cell}/Scanner/Status | FAMFEFAHRK

X 2 AR A O ) B S T AT Bl 2 3 A

A status FEARE S AP ITRANA XML 3 Hp— Ao
<status>, HITRUCHACRENBIIDTRK, H—PDILERE Message>, HAWUERE

M2 SCATIA -

HE PR R RIIRE
<status> JLRAMEHLL N =AMEZ —:
e OK
¢ WARN
¢ ERROR

AN 3R] A 5 A AR SRIR T ARV 2

K T7-4: “API” E#l

S HE
OK APl A O T
OK IR 31 5 L A
ERROR ToiER AN S B {0}
ERROR FEE R R IEH T MAC {0} i3k 4.
ERROR T R AT I B AR R

# 75 “HEX” £

s WE
OK APl A R AN .
ERROR R HI A B AT B
ERROR JF A S EURIE (T 5%
ERROR BT 2 ML AP B (LTS
ERROR PP IS AR B TR
ERROR T AP LS B BN R P R BN T 8 5%
ERROR A7 AP AL FEUREFTRS

F7-6: “HE” £

RE WE
OK HED KA.
ERROR AR F LSO ST (T4 5
ERROR A RSO S BT 42

PRONETA Professional User Manual
% H - 1D: 109768642, V1.1, 08/2020

35




© Siemens AG 2020 {5 & Fir 5 BLF|

7 PRONETA Professional RZ%

RT-T7: “H” 18

K& HE
OK SRR .
OK A 5E
OK FIH5ER,  $RF] MAC itk {0}.
WARN Hitiwbkd, B SCEF MacCollection 75 ZGE AL 28 .
WARN WA 2830 o — AN IEAEIE AT I3 BELIE
WARN ARk, R P A AN RV R AR A
WARN IERCHS {0} wdkid, MIZEANTTH .
WARN T SR A 1 IR 55 X 2% 414
ERROR PR BT, B e 2R .
ERROR AN IFFFET 2 250 {0} - PUCRREATIE

7.2.4 IR RHE

AHAERHE
PRONETA Professional £ #4748 i S AERER ) H &

1% H E 7% 7E PRONETA Professional H ¢ “\log” T H %41 “ApiLog.log” 3¢
RN, AT AR SO AR AR B R

T H “PRONETA.API.SERVICE.exe” it R FHELIRESZHE (ES W 6.6) .

HRHESE

2 P a) % 2 R0 i Sk W PRONETA Professional PC &% H & 0.

1. PRONET Professional fil: 45 17 & LA R 32 i :
{CoreTopic}/Log
{CoreTopic}/{Group}/Log
{CoreTopic}/{Cell}/Log
MR RE KX EH Y W E GHETTEENZE) I, PRONET Professional
AR S5 st 28 24 w0 H G A 25 PL UTF-8 & it 1) 745 B T 208 AT 31 32t
{CoreTopic}/{Cell}/Log/Result
ERRL. th4h, Bkt “IEE” REHERER
{CoreTopic}/{Cell}/Log/Status

2. f#H 10T H.0 API:

Command = SendLog

3. ffiH CLI:

PRONETA.API.SERVICE.exe —-SendLog

4. X IERE

Command>SendLog

7.25 HEH )25 PRONETA Professional %

Al 2 M7 it % PRONETA Professional 451 5 5 5
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f#H MQTT
[ LR R — RIE I R
{CoreTopic}/Restart
{CoreTopic}/{Group}/Restart
{CoreTopic}/{Cell}/Restart
PRONETA Professional 1] /X263, I H AR A IR 25 o] 3 UK B I K 3A
ITEFARN. 2RSS A LT BT N .
filtn, {Eiz47 Mosquitto fRERIS, DA ar AT 24 08 8 i 2 K% 2] PRONETA
Professional:
Mosquitto pub.exe -t Proneta/Api/DEFAULTGRP/Restart -m ””

fEH 1oT HLHE

¥ BA LR B B AE SCHITE B R IE 2 1EH: 3] PRONETA Professional fIR45 1
|OT‘#‘D:

Command = Restart

PRONETA Professional Y2 H SR, BHITERED). 1ZRS AL LfIATHE Bt

TR
f§F CLI
B CLI K i 4
PRONETA.API.SERVICE.exe —SendLog
fEAXHERER
FEAZ AT, Rk 4
Command>SendLog

7.3 BATSH=TT N

PRONETA Professional X175 = AN, IS 1I45 RAESR] MQTT
RELE Azure TEREIX . RS54  a 8 45 2 ORI PR, IS FFE P&k, IRk
R R .

TR Ll N AR P 0AE A ) A ik PR IEAT, TR oA AR At S N AR
FP I P A . WS A R R SKIE AT N AR B U 1) SO R G S
PRER TR IE, WSS =5 SRR 1S 20 R M. a3 AR5 i 21 S #2823 T I
Ul B 2644 R ig1T.

SE=TJ7 M ARRFHIE X

B =05 N AR XAEAELE “ ApplicationRunner.xml” U4, 1t XML S04 Bf
PL 444
<?xml version="1.0"?>

<ApplicationConfiguration
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://siemens.com/ApplicationConfigurationSchema">

<Applications>
<Application ID="{UniqueId}">
<!--Application path.-->
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<AppPath>{PathTo.Exe}</AppPath>

<!--Output folder where results are expected.-->
<OutputFolder>{PathToOutputFolder}</OutputFolder>
<!--Number of result files expected in output folder.-->
<OutputCount>0</OutputCount>

<!--Number of ms (Default = 60000) before waiting for results
is canceled. --—>

<Timeout>60000</Timeout>
<!--Arguments passed to application.-->
<Args><! [CDATA[{applicationArgs}]]></Args>
</Application>
</Applications>

</ApplicationConfiguration>

AT AT SUE <Args><! [CDATA[ ]]></Args> i€ L =T7 54
o ARAHATHIRIENE —NSHL
<Args><! [CDATA[argl arg2]]></Args>
o WRPATBIIENE -
<Args><! [CDATA[{exeName} argl arg2]]></Args>
AT HAT BIRAERNE =S EOT R A R, TR RAREr, B T3 =
TR . iSRS ARIER B35, ESCN R Z RS R .

5 38 =07 BL R RERF B % B 4

P AEEA74%7E PRONETA Professional #3213+ 4
“ ApplicationRunnerCredentials.dat” % SCrEp . AT AIEE—A
“ApplicationRunnerCredentials.conf” SCf, JF A4 E A P SHEE1T7HE 7
“ ApplicationRunnerCredentials.conf” (1715 4514 -
username
domain
password
PRONETA Professional IkR55JA 805, X 23T INES . 8] DAZESRAT B AN 2
U SR N IR BIIRSS,  FEE AT B SR R .

R ER
FEAEATIEE MQTT B¢ IoT Ol BiEfE o, Wnldid z2 B3 G CLI fEAM
B
e MOQTTHE:

mosquitto pub.exe -t Proneta/Api/{cellName}/Credentials -m
"AppRunnerPassword=newPassword; AppRunnerUserName=newUserName;
AppRunnerDomain=newDomain"

° loT EP‘[:“Y%E\:
Properties : Command = ConfigureCredentials

Message body : AppRunnerPassword=newPassword;
AppRunnerUserName=newUserName; AppRunnerDomain=newDomain

o THMBN:

Command>ConfigureCredentials AppRunnerPassword=newPassword;
AppRunnerUserName=newUserName; AppRunnerDomain=newDomain
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° CLI:

PRONETA.API.SERVICE.exe --ConfigureCredentials
AppRunnerPassword=newPassword; AppRunnerUserName=newUserName;
AppRunnerDomain=newDomain

TREBNE =7 NAEFAS

aliE LR 5 “ ApplicationRunner.xml” SCARI 2R T 22 PRONETA
Professional:
e MOTTHE:

mosquitto pub.exe -t Proneta/Api/{cellName}/Applications/Configure -
m "{contentOfNewXmlConfiguration}"

. loT EF"[::‘?‘%E\:

Properties : Command = ConfigureApplications
Message body : {contentOfNewXmlConfiguration}
o AHERA:

Command> ConfigureApplications
ConfigPath="pathToNewXmlConfigurationFile"

° CLI:

PRONETA.API.SERVICE.exe --ConfigureApplications
ConfigPath="pathToNewXmlConfigurationFile"

TERENBE=FNABRFHES
AlIE PL R 7% M PRONETA Professional 4% “ApplicationRunner.xml” SCA4:]
N2
e MQTTHE:

mosquitto pub.exe -t
Proneta/Api/{cellName}/Applications/ConfigStatus -m ""

o loT HulHE:

Properties : Command = SendApplicationsConfiguration
Message body

o AHEEA:

Command> SendApplicationsConfiguration

° CLI:

PRONETA.API.SERVICE.exe --SendApplicationsConfiguration

IINFMEHE = ML AR 2 X
XY EUA 55 =07 L RE P SCEEAT S N BB SO R X ). A RAFAE R AL E ID HIEE
= RLFHREFP 52 3L, I HE e e 457 i i AR 2 1
o THEIEIE:
AppPath={pathToExe}; [OutputFolder=PathToOutputFolder];

[OutputCount=NumberOfExpectedResults];
[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]

o JHEIRH:

AppPath="C:\Windows\System32\notepad.exe" OutputFolder=""
OutputCount=0 Timeout=60000 Args=C:\Windows\notepad.exe

e MOTTHE:

mosquitto pub.exe -t
Proneta/Api/{cellName}/Applications/Configure/{ApplicationId} -m
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"AppPath={pathToExe}; [OutputFolder=PathToOutputFolder];
[OutputCount=NumberOfExpectedResults];

[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]"

° IOT EP LJ\‘/%AI_A\:

Properties : Command=ConfigureApplications, Id={ApplicationId}
Message body : AppPath={pathToExe};

[OutputFolder=PathToOutputFolder];
[OutputCount=NumberOfExpectedResults];
[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]

o AHEEA:
Command>ConfigureApplications Id={ApplicationId}
AppPath={pathToExe}; [OutputFolder=PathToOutputFolder];

[OutputCount=NumberOfExpectedResults];
[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]

° CLI:

PRONETA.API.SERVICE.exe --ConfigureApplications Id={ApplicationId};
AppPath={pathToExe}; [OutputFolder=PathToOutputFolder];
[OutputCount=NumberOfExpectedResults];
[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]

IR 35 =77 BLFHRER E X

AL PAR 7 AN B 28 = N R R 5E
e MOQTTHE.:

mosquitto pub.exe -t

Proneta/Api/{cellName}/Applications/Configure/{ApplicationId}/Remove
-m ""

L loT I:Fl Lj‘/%u_n

Properties : Command = ConfigureApplications, Id =
{ApplicationId}, Action=Remove

Message body

o HMEA:

Command> ConfigureApplications Id={ApplicationId}; Remove
° CLI:

PRONETA.API.SERVICE.exe --ConfigureApplications Id={ApplicationId};
Remove

BITHE=TNHERF

ﬁD%ﬁE”*ﬁfﬂﬁﬂ”mx, W RTIEAT 58 =07 AR« wIAE TR A I B RS
R AEINS . WRAAETIESH, EATKE S “ApplicationRunner.xml”

HE SR BRIME . W R U RSO %CE (outputcount) AA%E, NI PRONETA

Professional Jk 55K & St A O SR 4 SO e i SRAE TS B 5E U IN 2 [ 42 /b

B T outputCount MM, Mgy EABIX LA,

o YR

[OutputFolder=PathToOutputFolder];

[OutputCount=NumberOfExpectedResults];

[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]
BE AT AN E N, WU A —:
e MOTTHE:

mosquitto pub.exe -t
Proneta/Api/{cellName} /Applications/Run/{ApplicationId} -m
" [OutputFolder=PathToOutputFolder] ;
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[OutputCount=NumberOfExpectedResults];

[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]"
o loT H-OHE:
Properties : Command = RunApplication, Id={ApplicationId}

Message body : [OutputFolder=PathToOutputFolder];
[OutputCount=NumberOfExpectedResults];
[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]

o AHEEA:

Command> RunApplication Id={ApplicationId};
[OutputFolder=PathToOutputFolder];
[OutputCount=NumberOfExpectedResults];
[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]

° CLI:

PRONETA.API.SERVICE.exe --RunApplication Id={ApplicationId};
[OutputFolder=PathToOutputFolder];
[OutputCount=NumberOfExpectedResults];
[Timeout=TimeBeforeApplicationIsKilled]; [Args=CliArguments]

BETTREERMER
LN R R SUR AR RN, AR ARPIRAS W B R B 32
Proneta/Api/{cellName}/Application/{ApplicationId}/Status
BERAN, EATK LA E MQTT /8

Proneta/Api/{cellName}/Application/{ApplicationId}/Result

BATHTA B XK =07 AR
WL, R R HEN AT SZRD S 5 ApplicationRunner.xml SCA4 s Y HLER
WA E I 55 =5 MR«
e MQTTHE:
mosquitto pub.exe -t Proneta/Api/{cellName}/Applications/Run -m ""
o loT HlifE:
Properties : Command = RunAllApplications,

Message body :
o AHEEA:
Command> RunAllApplications

° CLI:
PRONETA.API.SERVICE.exe —--RunAllApplications

7.4 loT H0 API 452 IThEE
7.4.1 Azure W&BLE

FEAFEH Azure BETLE R H3hiEEHT ) PRONETa Professional s2f, &6z A
PLR N 2R “loTHuUbProvisioningCredentials.conf” -

e |dScope
o PrimaryKey
e SecondaryKey
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7.4.2

e Registrationld (#]3%)

XL H A LT
*7-8
%H FX
IdScope FITide ¥ A5 e B R S5 H 1D Ya
PrimaryKey CHTEN - AEIAZETY - WRREH” P R
A
SecondaryKey SO - EIAZRTY - XPAREH” o SLIIIR
A
RegistrationId PRONETA Professional loT F-0 & HIECE
FRZEM 1ID. B ID 2l /NS R,
I A& .
WERM 1D ARE L, WRYE PC AMb)dE—
D, WK HFEH NG FERE, RN AT
FEE|E S s

51 JH 35 PRONETA Professional #5 FI$2 (L 1) 245 17) 10T =0 B 3hvEM
HREZNEMSEMIEZEE, B3I \14\ F1\15\,

X E4£B] Azure

W SCE LAER] Azure mAFAE, FRESCETAD loT AL,

\13\.

ﬁ%ﬁél{”m YAy _[/H Jb

FEIERL AN RS R S5, PRONETA Professional 4 5 EALXCIF. HARZSSAL
T Azure SR {Storage account}\Blobs\{blobName}\{deviceid} At,

I BAE AR R 2 s A o 44
TRER T T RIS A —

* 79

CVNE

Xt

L

ApiConfiguration 2019-09-13 01-
59-49.xml

7 I TRV AP S

ApiLog.log

Tol TR AP H S

topology XX-XX-XX-XX-XX-XX 2019-
09-19 12-25-31.png

topology XX-XX-XX-XX-XX-XX 2019-
09-19 12-25-31.xml

topology XX-XX-XX-XX-XX-XX 2019-

09-19 12-25-31.xps

FHFERAN R PNG. XML 1 XPS
Ko SO TR 2 E B A
MAC HizE ( “XX- XX- XX- XX- XX- XX” )
IS )

Hid = RS, A fdE M Azure AR 55—
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7.4.3 REBEAS

A AL 2 N7E PRONETA Professional ) MQTT API 1 1oT .t APl 5 MQTT
AR 7] HH A0

ERFHM  UEMH WebSocket fUHLHLE R A RE A FHACEE, [Htk, RALEMA] Windows 10
I 4] fak P ACER

B
BRNTEOLT, AREATRELYE . R ZRAER, EHUT LN ER.
1. £ PRONETA Professional Jr#E SR b, Ad i 7 a4 B S
“loTHubProxyConfidentials.conf” .
2. HE#H 33 PRONETA Professional.
PRI DA 7 48 R R R B A ME N T g H
HEHEHE, “loTHubProxyConfidentials.conf” A 254 4 s 3424k
“loTHubProxyConfidentials.dat”
W 5 B Mg R 4G S0 “loTHubProxyConfidentials.conf” o

7.5 ZEBREIE

SR A HORAE T, PRONETA Professional @it TLS (“f&# 224 $Rgtnf
I P S A A B I . X TRFM APL, @S2 Mg A . 4

751 MQTT API

1% F P 2 B RGEAT B0 B UE
X MQTT AP, ZEEE—A “lik 7 DL A P 4 R ok di e JEE ivg i, 24
i1 J5 5 PRONETA Professional A%z Bf7£ PRONETA Professional & H 34
@444 “mattCredentials.conf” [0
GOSN ARSI, HASHA R — N, — e 4, BN
Fh, Blan, S sCpREE
virgil thunderbird
EX I Z% N “virgil” , KREEERS N “thunderbird” .
FEA AT DA, HHEAFEAMSH T RS, AP AREEL X 5K
INE
Ji3l PRONETA Professional Az %5, 4 S7e g r 5 K & B 2 w1 A7 (R
“maqttCredentials.conf” 3Cf, MPFHEEESRE, J7£ PRONETA Professional PC
IS R G BTN, RE A RGRI. 5, ¥ PRONETA
Professional PC il R 46 3 1 “mattCredentials.conf”.

MIRFETT4E, PRONETA Professional = & ik 55 K5 H H 1E 5 1 FH P 44 R0 25 A sk 5 AQ 3
AT
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SEYE IS
7t PRONETA Professional ifid & i MQTT 1 BT, AT LS Sof 20 P 4413
A
L, APLATE] T BAR J2:
{CoreTopic}/Credentials
{CoreTopic}/{Group}/Credentials
{CoreTopic}/{Cell}/Credentials
RIELE T2 — R B IR &% 8] MattUserName M MattPassword HIFH/
EXF. 7E MQTT API & i ST AT AR L2 5, Lk AR IR B A4 -

it TLS AT I EE

PRONETA Professional f¥F#H TLS V1.2 58 m kA 2 MQTT JB(S 3T i35,
DL G ARAZ AN RT3l T o I AS 2 s P 1, (H SR R R AT N
A, IR i MRS N TLS. %% 4 MQTT TLS iB1{E (=
B, EVIR AT, 0 \B\ FR IR T . IRE L, ISR i PRONETA
Professional 220G K BACHE KGR CA ( “SERMANIE” ) iEP, BEWIE
Windows “SZA5HRAE BAUENIF” IE 5470t 22 22 3 H 20 CAETS.
X}T PRONETA Professional k%5, AR 4k H AZUE L “ ApiConfiguration.xml”
HIERAE GES I 7.14.0) -

. BrokerAddress

. BrokerPort

. CaCertificatePath
WA JE BA R 2R

o BrokerAddress ﬂ‘ﬁﬁi%lé{f’ﬁﬂﬁﬂy\'#ﬂﬁi CA iE;Fg (ﬁﬁ%?ﬂzg}jﬁﬁmﬁ) B"J

THEMLE URL BX IP Hbdik.
e BrokerPort AfCELA T @& s BRAEAN “88837 .

® CaCertificatePath XEllzﬁ/l\HZ:KL’ /H\:':F'@»/Eu\’ftfiﬁﬁjiﬁlﬂ CA iE;Fgo e “x
ERUEBMUR A" UEB AR E P AR, WP 2.

ERFEW @ TLS B %4 MQTT ifif§, PRONETA Professional PC (£ k5% A3 BH 11
% I 8883

7.5.2 loT H» API

“loTHubCredentials.conf”f1 X &1 7% &

T35 10T F iR fE#7E1547 PRONETA Professional #1 10T .t API 35
ML “loTHubCredentials.conf” 4+, “loTHubCredentials.conf” & “ %
B, LR N — AR %% 80 PRONETA Professional SZ451 7 £ 55
HEREE] 0T FOFHEIELE . mlWE:
HostName=PronetaProfessionalVlUpdatelDev.azure-
devices.net;Deviceld=provisioneddeviceid;SharedAccessKey=XK/opTQcDo=
BN G, SCHRRN S, In#m{E BA7E%A “loTHubCredentials.dat” , 1 46
AR B o

Al Azure B BHEE PLAS A BN ETE . CACEZHEAE R, ES Q. )
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BN ER
Al LU R Ao IR ALIE R 10T At APIL:
o FFh: I EIEE T E EHF “lolHubCredentials.conf” , ik RS E .

o AL lIoT Hdy: 10T FOTFER X AAREMEREMEN command =
ConfigureCredentials (RITH J2 A R — 25 A8 1 e 4 o 9 S R B
loT H.0» AP,

AT AR IR E S 5 PRONETA Professional &, 10T 1.0 APl EIF[ 5 1oT H0idfE,
e A, T CARRISCR B Ao R SR TH I8 I B 2T BRSO DAAAAETE Azure .

7.6 PRONETA Professional f1 PRONETA Basic

PRONETA Basic H1ff PRONETA Professional JR#&
%% PRONETA Professional iIR%5 /5, PRONETA 55y EH 5 — b, s
M2 &7~ PRONETA Professional %5 124 PIRES . WIREREF W FEZ —:
o CRIHE”
o “OMFEIL”, MECIBHEKIBT
o “IETEIBIT” , MRS OLEEIFIEIBIT

PRONETA Basic 1 PRONETA Professional #4784

J50U I, PRONETA Professional x4 75 PRONETA Basic 15/ S241 3471817 o
IXERE, A LU A S AR N E N PRONETA (K368 (140 110 R,
%2 I, PRONETA T \4) . B2, T FEAEE —LepR ).
o  TEALMITEMN T, —& PC EHREEEIT—AMEHHET. XEWE, 2E N
PRONETA Basic #2395 PRONETA Professional [¥] [ M & FGN, 7]
e LB R 5
IXFhE DL 2 B e iR B, E t 5] A ) R Y
e {¥ PRONETA A 2.7 A mhliA 5 PRONETA Professional %% . 3 1E )55

PRONETA Professional i % 78 F-1f) PRONETA fAs, TU1HRAS (i FErs
21k, )55 PRONETA Professional %%
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AR PRONETA Professional 1E #1847 I — S = f13515 .

PC HIR S REFEBUS, PRONETA Professional A ETLAK »
e PC REIN4APTT 2 53 PC _E /Y SIMATIC #A[IFE L,
o fRIRTTER:

e IbAE g LR fnfa] 25 5EE PRONETA Professional Y TFIIE 2{E ., iE%
UL 3.5 HR T R I

PRONETA Professional iR$1IEZEIBST, EARHATHHA.

R A A “ApiConfiguration.xml” ] <ResultConfiguration> Y
<ScanConfiguration> #f7> (iEZ W, 7.1) 14, N PRONETA Professional k4%
¥ azh, (A A2 BRAE A S B .
FEIXFMESL T, AR K@ 25 A APL (MQTT. IoT Hty) RiEH KHTLH
HAMVEE, RS BB ERIE R Z NI BT AR IR RE KRG, BLHT
25T BT ey R AT e
o fRRTTE:
BEHE (52N 7.2.4) THEEFHEE, TR “ApiConfiguration.xml”
A

PRONETA Professional fR4$-IEFEEIT, EARATEI, “ApiConfiguration.xml” ANVEEATT
BiR.
wWHAE “ApiConfiguration.xml” SCf4H' <NicMacs Mode> BY <NicNames Mode> BN
“uVF” (Allowed) (GEZ W, 7.1.1) , {HAHMH] <NicMac> B{ <NicName> FI|E A7,
MAPATAT AT F34
E%ﬁﬁu%ﬁjj‘jém%ﬁ:—l\: ﬁﬂ% <NicMacs Mode=Blocked> H <NicNames
Mode=Allowed>, N2 HHUAH R .
o fRRTH:
fE <Nic Mac> fll <NicName> #IRK PR HEARH NIC MAC HiliBl NIC £ 7K.

PRONETA Professional fk$F¥5EFT 1613, PRONETA Basic FIRfZESATHH.

EARMEN T, —&iHEN LR EEE — A HfEF (PRONETA Basic B PRONETA

Professional) 4T EiEIRA .

o fRIRITH:
% PRONETA Professional AR 54 3 1F7Ei2 171 PRONETA Basic 5241,
B B — A HIEHE, $2oRH FUEGE PRONETA Basic F4. s H /7 A&,
] PRONETA Basic HA#E LRI 1, WS 45, 1) PRONETA
Professional #25 f5— Btit ) J5 B H 4740k, AR)E K HEHRE R

fEBIAT R, HPERF5) 1L PRONETA Basic 4.

HEEHEI X T PRONETA Professional Z£5H¢Hf PRONETA Basic f##i[#i [a], mliid
“ApiConfiguration.xml” XAFH IS4 <waitForScan> GEZ I 7.1.1) & HEN
e {8 -
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REZHEFH “ApiConfiguration.xml” SCHRIZEBIRMHEN.
WA ATRE, B MQTT/AOT il APIA$XHH API LA HIMSBUR L H) H bR AL
{Hi&, WHRASHN <apiSpecificConfigurations> B4 H4E, KAEHELAH
K APl HEATIEE .
o fRRTTS:
T A, SR EH S 5 PRONETA Professional fil45 .

EREHI  AR4EHE A AEH Windows/ 28 =5 LISk E “ApiConfiguration.xml” ST
PR AR 3772 2 T I B R SS
{H, XEHHIA 2 PRONETA Professional f—#54).

T:1E PRONETA Professional f Azure/loT .0 Z [BIBLIEE.
A) PRONETA Professional 1 10T H.0x2 [ @5 rl i FHEAF TCP/IP i Fig
ITHI SR, IXEEPPUCRT RE 2t A R BRI 7 KRB k. CHOR 10T A il
MEZER, HSI\1L. )
o fRUITR:
AP KA, DME R R HARREFBOIRAS , FAARER T {8 AR <8 Pl

% 81
Wi | WO
HTTP1 | 443
AMQP | 5671
MQTT | 8883

EREW REK AMQP 5 MQTT &5 A T R, 2 HTTPL K e 4L 3]
Azure = A6k . IXOGER T om0 “443” AP ZE K I .

B) {fi ] HTTPL thiXht, E(SMIFC AR, (H5ehs b2 UARE 218 1 ik, )
PEVE A B, 75 S T A R0 A SR A I T TR B - ) B 3t ok T e S 308
(EEANG, [ARE A T BE S350 10T HHoCa i 25 1 V4 1T JC VI 3
L4 ﬁ@%ﬁ?ﬁ:
- YR FIHE ML EL WebSocket LASZEREEHLIEE . (BIES WL \10\ 3k T A
X loT HOFRHIFIHE 25 R 152 W \12\ kT #fG % HTTP1 1 WebSocket
ZIMERIEE. )
- BB “HitplPollinginterval” % & Jyid & O s & 50 11 .

EMERRHR, SHEIRESMRAHER ( “HE” ) .

%3247 PRONETA Professional ) PC _E777E Npcap $fEmsiaRas, NnlfesT
k8 PRONETA Professional —#2 %35 WinPcap MR %S, M S 808 & e R
GUEsiRA “WEBE”
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PRONETA Professional 15 WinPcap V4.1.3 1 Npcap V0.996 % i A2 - 1l
J WinPcap 1 Npcap ¥Jig477EtHEAL L, T PRONETA [ {54 4 %] Npcap,
TG BT TN ) R GEAT 9 -

o RV F:
MiZ47 PRONETA Professional ) PC H1lili4: fiif Npcap SZi .

Ru$fTE B W4, A HedadB7em R
PC LEE¥%E WinPcap t% 4 Npcap REhFEERS, BE X Fi i .

VRIS, APLRRAE 2 5 A% BL RS -

“WinPcap 4.1.3 5% Npcap >= 0.996 £ %%, PRONETA Professional I %A%
PR E3N”

HIEF] PC HEAT I SRS — SR DA F MR «

“Er A ARAEFE, N WinPcap 4.13 3¢ Npcap >= 0.996 A 2238, i AN %255 7 5
#1551 PRONETA Professional k5. ”

o fRULTZE:
Z%E WinPcap ¢ Npcap. EZMHKEL, HiES N (PRONETA Basic [l /' F
M (\4\).

ToIEEREESS 6.6 FPTRK PRONETA Professional &g .
A GO “1234” R E] TCP @5 RPAT @S FIIRER . SWIRPT KIEFH L T i
C1, ) PR 2 ks 2
o fRRTTE:
WtRum 1 “1234” CFTFF HARWPATATEG K BERH L.

S 2 B E ), AREE .
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9.1 Service and Support

Industry Online Support
Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks at:
https://support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. You send queries to
Technical Support via Web form:

www.siemens.com/industry/supportrequest

Service offer
Our range of services includes, inter alia, the following:
e Product trainings
e Plant data services
e Spare parts services
e Repair services
e On-site and maintenance services
e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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9.2 AH IR 3CER

* 91

EX:1)

\1\

[N 2R
https://support.industry.siemens.com

\2\

M H T 0T
https://support.industry.siemens.com/cs/ww/en/view/109768642

\3\

PRONETA 3
https://new.siemens.com/global/en/products/automation/industrial-
communication/profinet/portfolio/proneta.html

\4\

PRONETA Basic F# i1 (& PRONETA Basic H 7 F#t)
https://support.industry.siemens.com/cs/ww/en/view/67460624

\5\

24 MQTT ifS:
http://www.steves-internet-quide.com/mosquitto-tls/

\6\

[ REREENEE
https://mall.industry.siemens.com

\7\

P 1M _F 48 ) PRONETA Professional:
https://mall.industry.siemens.com/mall/en/WW/Catalog/Products/10356514

\8\

NET W T# I (Microsoft):
https://dotnet.microsoft.com/download/dotnet-core/2.2

\9\

Azure W% VTR EHLAS
https://iotforum.advantech.com/discussion/89/how-to-use-device-explorer-for-iot-
hub-devices/

\10\

loT Aoy “BRHI”
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devquide-quotas-
throttling#operation-throttles

\11\

loT FHCaMd FH A B«

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-protocols

\12\

HTTP1 A1 WebSocket 3 i A 2 [7] () X F -

https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-
WebSocket#how-does-WebSocket-work

\13\

Bt 0T Fraovks e £ %] Azure FIHZES:
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-configure-file-upload

\14\

Azure 4 ENITHE

https://docs.microsoft.com/en-us/azure/iot-dps/how-to-manage-enrollments#create-
a-device-enrollment

\15\

K 10T HCoBER: 2B 0 B IR 55 1 I 2

https://docs.microsoft.com/en-us/azure/iot-dps/quick-setup-auto-provision

\16\

Wireshark B 75 N U :
https://www.wireshark.org

\17\

PO HOARSR

https://support.industry.siemens.com/cs/my/src?lc=en-WW

\18\

VI P4 AR S A -
https://new.siemens.com/global/en/products/automation/topic-

areas/simatic/licenses.html
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\19\ | PROFlenergy 1£4 PROFINET AL & 31
https://new.siemens.com/global/en/products/automation/industrial-

communication/profinet/profile.html

\20\ | Npcap PJuk:
https://nmap.org/npcap/
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