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1 OVERVIEW

The OpenWrt Project is a Linux operating system targeting embedded devices. Instead of trying to
create a single, static firmware, OpenWrt provides a fully writable filesystem with package management.
This Nuvoton OpenWrt is based on OpenWrt 22.03.0. The OpenWTrt official website https://openwrt.org/
has some documents that OpenWrt base concepts.

1.1 Feature List
The released Nuvoton OpenWrt 22.03 has the following functions.
® Linux
® |uCl
® U-boot
® Arm-Trusted-Firmware (MA35D1 only)
® Optee-OS (MA35D1 only)
® Python3-Nuwriter (MA35D1 only)
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2 DEVELOPMENT ENVIRONMENT SETUP

You need these things to develop projects in the OpenWrt Project environment. A host system with a
minimum of 15 Gbytes of free disk space that is running a supported Linux distribution (i.e. recent
releases of Fedora, CentOS, Debian, or Ubuntu), and appropriate packages installed on the system you
are using for builds.

Nuvoton provides two environments of building image, one is Docker and the other is Linux. Docker is
a virtual machine based on host Linux OS, so the setting in the Docker won'’t affect the host OS and the
Docker can create an environment only for building image. Linux distribution will be updated and may
result in building image error, so Docker provided by Nuvoton is a better way than Linux.

2.1 Docker

Docker is an open-source project based on Linux contains. They are similar to virtual machines, but
containers are more portable, more resource-friendly, and more dependent on the host operating
system. Docker provides a quick and easy way to get up and running with OpenWrt. Install docker,
example for Ubuntu 20.04:

First, update your existing list of packages:

| $ sudo apt-get update

Next, install a few prerequisite packages which let apt use packages over HTTPS:

$ sudo apt install apt-transport-https ca-certificates curl software-properties-
common

Then add Docker’s official GPG key for the official Docker repository to your system:

|$ curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

Use the following command to set up the stable repository, add the Docker repository to APT sources:

$ sudo add-apt-repository "deb [arch=amd64]
https://download.docker.com/linux/ubuntu focal stable"

Next, update the package database with the Docker packages from the newly added repo:

|$ sudo apt-get update

Finally, install Docker:

| $ sudo apt-get install docker-ce docker-ce-cli containerd.io

Then use the Dockerfile to generate the docker image environment. after completion, use the repo utility
to download the OpenWrt project after enter the docker image.

Dockefile source at (https://github.com/OpenNuvoton/MA35D1 Docker Script.qgit)

You can use the docker script we provide.

build.sh Dockerfile Jjoin.sh README.md

Setup docker image, and select folder to be share.
$ ./build.sh

Please enter absolute path for shared folders(eg:/home/<user name>)

Enter docker image, you will see “[user name]&[container id]:$”

$ ./join.sh
ma35dl_test
test@575f27a6d251:~$

Nov. 23, 2023 Page 4 of 30 Rev 1.30


https://github.com/OpenNuvoton/MA35D1_Docker_Script.git

NUVOTON Nuvoton OpenWrt Project
=

Create a shared/openwrt folder and enter

test@575f27a6d251:~$ mkdir shared/openwrt
test@575f27a6d251:~$ cd shared/openwrt

The first time you use repo, you need to set up the GIT environment.

test@575f27a6d251:~$ git config --global user.email "test@test.test.test"
test@575f27a6d251:~$ git config --global user.name "test"

Using git to download OpenWrt project

test@575f27a6d251:~$ git clone https://github.com/OpenNuvoton/Nuvoton-OpenWrt-
22.03.git

You can check Docker documentation:

https://docker-curriculum.com/

https://docs.docker.com/get-started/

https://github.com/OpenNuvoton/docker

2.2 Linux

If you choose Linux environment for image building, there are some necessary packages must be
installed before using OpenWrt project. For different Linux distributions, please refer below link to know
the package list.

https://openwrt.org/docs/quide-developer/toolchain/install-buildsystem

For example, in Ubuntu 22.04, user can run below command to install necessary packages of OpenWrt
project.

$ sudo apt install build-essential gawk gcc-multilib flex git gettext libncurses5-
dev libssl-dev python3-distutils rsync unzip zliblg-dev

In Ubuntu 20.04 and older, user can run below command to install necessary packages.

$ sudo apt install build-essential ccache ecj fastjar file g++ gawk \
gettext git java-propose-classpath libelf-dev libncurses5-dev \
libncursesw5-dev libssl-dev python python2.7-dev python3 unzip wget \
python-distutils-extra python3-setuptools python3-dev rsync subversion \

swig time xsltproc zliblg-dev

Except of the OpenWTrt project, there are also necessary packages must be installed for other projects.
For building arm-trusted-firmware project, user can run below command to install necessary packages.

| $ sudo apt install libssl-dev device-tree-compiler

For building op-tee project, user can run below command to install necessary packages.

|$ pip3 install pycryptodomex pyelftools

For using python3-nuwriter command line tool, user can run below command to install necessary
packages.

|$ pip3 install pyusb usb crypto ecdsa crcmod tqdm pycryptodome
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3 BUILD IMAGE
This section provides the detailed information along with the process for building an image.

3.1 Update Feeds Scripts

After download OpenWrt source is completed, execute following commands to update the OpenWrt
feeds script.

$ ./scripts/feeds update -a

$ ./scripts/feeds install -a

If encounter following error, it means that your machine does not have the required certificate path
to the CA of OpenWrt.

fatal: unable to access 'https://git.openwrt.org/feed/routing.git/"':
gnutls_handshake() failed: The TLS connection was non-properly terminated.

To avoid this issue, you can run following command to tell git to ignore the cert procedure.

[ $ export GIT_SSL_NO_VERIFY=1

3.2 OpenWrt Configurations

3.2.1 NUC980 Platform

The NUC980 platform supports 10T board, l0T-G2 board, Chili board and EVB board. Please use the
correct setting for the target board. For example, to use the 10T board, user needs to follow the steps
below:

In folder Nuvoton_OpenWrt_22.03, use the file Nuvoton/config/config_nuc980 iot as the OpenWrt
configuration file.

[ $ cp Nuvoton/config/config_nuc980_iot .config |

Run “make menuconfig” to configure OpenWrt. Confirm the Target System is “Nuvoton NUC980”, and
the Subtarget is the “NUC980 loT”, as shown in Figure 3-1.

| $ make menuconfig |
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OpenWrt Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus
----). Highlighted letters are hotkeys. Pressing <Y> includes, <N= excludes,
<M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for
Search. Legend: [*] built-in [ ] excluded <M= module < > module capable

Target System (Nuvoton NUC98@B) ---=>
Target Profile () ---=

Target Images --->

Enable experimental features by default
Global build settings --->

Advanced configuration options (for developers) ---=
Build the OpenWrt Image Builder

Build the OpenWrt SDK

Package the OpenWrt-based Toolchain
Image configuration ---=

Base system --->

Administration ---=>

Boot Loaders --->

Development ---=

Extra packages ---=>

< Exit = < Help = < Save > < Load =

Figure 3-1 Select Target and Subtarget for NUC980

In Advanced configuration options page, specify the git repository and a branch/commit to clone Linux
kernel source.
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Advanced configuration options (for developers)
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </= for Search. Legend: [*] built-in
[ ] excluded <M> module < > module capable

Advanced configuration options (for developers)
Show broken platforms / packages / devices
Binary folder
Download folder
Local mirror for source packages
Automatic rebuild of packages
Automatic removal of build directories
Build suffix to append to the target BUILD_DIR variable
override the default TARGET_ROOTFS_DIR variable
Use ccache
Kernel extra CFLAGS
Use external kernel tree

Enter path to local reference repository
(10926ef3coddeb28620211f11f68c2253bele8de) Enter git ref at which to checkout
Q) Enter hash of Git kernel tree source checkout tarball

Enable log files during build process

Log folder
[] Enable package source tree override
(-fno-caller-saves -fno-plt) Additional compiler options
[1] Target Options ----

BPF toolchain (None) ---=>
v(+)

< Exit > < Help > < Save > < Load >

Figure 3-2 Configure Kernel Repository for NUC980

The default setting uses the HTTPS method to clone git repository from Github, user can change to use
other repository managers. Table 3-1 lists available NUC980 Linux kernel repositories.

Repository Manger URL
Github https://github.com/OpenNuvoton/NUC980-linux-5.10.y.git
Gitlab https://gitlab.com/OpenNuvoton/NuMicro-ARM7-ARM9-Family/NUC980-
linux-5-10-y.git
Gitee https://gitee.com/OpenNuvoton/NUC980-linux-5.10.y.git

Table 3-1 Linux Kernel Repositories for NUC980

In Boot Loaders page, specify the correct U-boot options. As shown in Figure 3-3.
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Boot Loaders
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?= for Help, </= for Search. Legend: [*] built-in
[ ] excluded <M> module < > module capable

ﬂ* -boot-iot U-Boot for NUC980 IoT board|

< Exit > < Help > < Save > < Load >

Figure 3-3 Boot Loaders Configurations for NUC980

3.2.2 MA35D1 Platform

The MA35D1 platform supports both of 10T board and SOM board. Please use the correct setting for
the target board. For example, to use the IoT board, user needs to follow the steps below:

In folder Nuvoton_OpenWrt_22.03, use the file Nuvoton/config/config_ma35d1_iot as the OpenWrt
configuration file.

| $ cp Nuvoton/config/config ma35dl_iot .config |

Run “make menuconfig” to configure OpenWrt. Confirm the Target System is “Nuvoton MA35D1”, the
Subtarget is the “MA35D1 loT”, and the Profile with the correct memory size and booting storage, as
shown in Figure 3-4.

| $ make menuconfig |
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OpenkWrt Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus
----). Highlighted letters are hotkeys. Pressing <Y> includes, <N=> excludes,
<M> modularizes features. Press <Esc=<Esc> to exit, <?= for Help, </> for
Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

Target System (Nuvoton MA35D1) --->

arget Profile (IoT 512M with NAND) ---5>
Target Images ---=
Enable experimental features by default
Global build settings ---=
Advanced configuration options (for developers) --->
Build the OpenWrt Image Builder
Build the OpenWrt SDK
Package the OpenWrt-based Toolchain
Image configuration --->
Base system ---=>
Administration --->
Boot Loaders --->
Development ---=>
Extra packages --->

< Exit > < Help > < Save > < Load >

Figure 3-4 Select Target, Subtarget and Profile for MA35D1

In Advanced configuration options page, specify the git repository and a branch/commit to clone Linux
kernel source.
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Advanced configuration options (for developers)
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in
[ ] excluded <M> module < > module capable

Advanced configuration options (for developers)
Show broken platforms / packages | devices
Binary folder
Download folder
Local mirror for source packages
Automatic rebuild of packages
Automatic removal of build directories
Build suffix to append to the target BUILD DIR variable
override the default TARGET_ROOTFS DIR variable
Use ccache
Kernel extra CFLAGS
Use external kernel tree

Enter path to local reference repository
(e26cca5a947140527adb7773a5be32aeedc96a5d) Enter git ref at which to checkout
Enter hash of Git kernel tree source checkout tarball
Enable log files during build process
Log folder
[] Enable package source tree override
(-fno-caller-saves -fno-plt) Additional compiler options
[] Target Options ----
BPF toolchain (None) --->
v(+)

< Exit > < Help > < Save > < Load >

Figure 3-5 Configure Kernel Repository for MA35D1

The default setting uses the HTTPS method to clone git repository from Github, user can change to use
other repository managers. Table 3-2 lists available MA35D1 Linux kernel repositories.

Repository Manger URL
Github https://github.com/OpenNuvoton/MA35D1_linux-5.10.y.git
Gitlab https://gitlab.com/OpenNuvoton/Cortex-A-Family/MA35D1_linux-5-10-y.git
Gitee https://gitee.com/OpenNuvoton/MA35D1_linux-5.10.y.git

Table 3-2 Linux Kernel Repositories for MA35D1

In Boot Loaders page, specify the correct Optee-OS, TF-A and U-boot options. As shown in Figure 3-6.
Please notice you can select only one of Optee-OS, one of TF-A and one of U-boot.
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Boot Loaders
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----}.
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in
[ ] excluded <M> module < > module capable

<@> op MA35D1 OP-TEE
[ 1 trusted-firmware-a-cpulg Trusted-Firmware-A for MA35D1 CPU@1GHz
[*] trusted-firmware-a-cpu88@ Trusted-Firmware-A for MA35D1 CPU@88OMHz
[*] u-boot-generic U-Boot for MA35D1 board

< Exit > < Help > < Save > < Load >

Figure 3-6 Boot Loaders Configurations for MA35D1

3.2.3 NUC970/N9H30 Platform

The NUC970 platform supports EVB board, and the N9H30 platform supports HMI board. Please use
the correct setting for the target board. For example, to use the N9H30 HMI board, user needs to follow
the steps below:

In folder Nuvoton_OpenWrt_22.03, use the file Nuvoton/config/config_n9h30_hmi as the OpenWrt
configuration file.

| $ cp Nuvoton/config/config n9h30_hmi .config |

Run “make menuconfig” to configure OpenWrt. Confirm the Target System is “Nuvoton
NUC970/N9H30”, and the Subtarget is the “N9H30 HMI”, as shown in Figure 3-7.

| $ make menuconfig
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OpenWrt Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus
----). Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes,
<M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for
Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

Target System (Nuvoton NUC97@/N9H3®) --->
| ubtaret (N9H30 HMI) ---3|

Target Profile () --->

Target Images ---=>

Enable experimental features by default

Global build settings ---=>

Advanced configuration options (for developers) ---=>

Build the OpenWrt Image Builder

Build the OpenWrt SDK

Package the OpenWrt-based Toolchain

Image configuration ---=

Base system --->

Administration ---=>

Boot Loaders --->

Development --->

Extra packages --->

< Exit > < Help > < Save > < Load >

Figure 3-7 Select Target and Subtarget for NUC970/N9H30

In Advanced configuration options page, specify the git repository and a branch/commit to clone Linux
kernel source.

Nov. 23, 2023 Page 13 of 30 Rev 1.30



NUVOTON Nuvoton OpenWrt Project

Advanced configuration options (for developers)
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M= modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in
[ ] excluded <M> module < > module capable

Advanced configuration options (for dewvelopers)
Show broken platforms / packages / devices
Binary folder
Download folder
Local mirror for source packages
Automatic rebuild of packages
Automatic removal of build directories
Build suffix to append to the target BUILD_DIR variable
override the default TARGET_ROOTFS_DIR variable
Use ccache
Kernel extra CFLAGS
Use external kernel tree

F ot e
e

[ e e N e L L K e W o B

) Enter path to local reference repository
(fo188cff618bd2475a6f6b8168066Fb43dc4e954) Enter git ref at which to checkout
Enter hash of Git kernel tree source checkout tarball
Enable log files during build process
Log folder
[] Enable package source tree override
(-fno-caller-saves -fno-plt) Additional compiler options
[] Target Options ----
BPF toolchain (None) --->
v(+)

< Exit > < Help > < Save > < Load >

Figure 3-8 Configure Kernel Repository for NUC970/N9H30

The default setting uses the HTTPS method to clone git repository from Github, user can change to use
other repository managers. Table 3-3 lists available NUC970/N9H30 Linux kernel repositories.

Repository Manger URL
Github https://github.com/OpenNuvoton/NUC970-linux-5.10.y.git
Gitlab https://gitlab.com/OpenNuvoton/NuMicro-ARM7-ARM9-Family/NUC970-
linux-5-10-y.qit
Gitee https://gitee.com/OpenNuvoton/NUC970-linux-5.10.y.git

Table 3-3 Linux Kernel Repositories for NUC970/N9H30

In Boot Loaders page, specify the correct U-boot options. As shown in Figure 3-9.
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Boot Loaders
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc»<Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in
[ ] excluded <M> module < > module capable

ﬂ* u-boot-hmi U-Boot for N9H30 HMI board|

< Exit = < Help > < Save > < Load =

Figure 3-9 Boot Loaders Configurations for NUC970/N9H30

3.3 Linux Kernel Configurations

After setting OpenWrt configurations is completed, execute the command "make kernel_menuconfig" to
configure Linux kernel.

| $ make kernel menuconfig |

Before enter to Linux kernel configurations, it will build related toolchain packages and download
NUC980 Linux BSP. This step may take 90 minutes, then user can exit and save the config directly.

If user modifies any Linux kernel configuration, for the NUC980 loT board case, the config file will be
stored as file Nuvoton_OpenWrt_v22.03/target/linux/nuc980/iot/config-5.10.
3.4 Build Image

341 NUC980 Platform

After configuration is completed, run “make” command to build the OpenWrt. The building may take
around 30 minutes.

[ $ make |

For the loT board, the generated images are located in the bin/targets/nuc980/iot/ directory. The output
files are shown as Table 3-5. Please note for the OverlayFS Root file system, the 1oT / 10T-G2 / EVB
board (SPI-NAND) uses the Squashfs+UBIFS, but Chili board (SPI-NOR) uses the Squashfs+JFFS2 by
default.
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Image Name Description
openwrt-nuc980-${Subtarget}-${Profile}- | Openwrt firmware image, includes Linux kernel Image,
squashfs-firmware.bin and OverlayFS root filesystem.
openwrt-nuc980-${Subtarget}-${Profile}- .
squashfs-sysupgrade.bin OpenWrt system upgrade image.
openwrt-nuc980-${Subtarget}.dtb Device tree image.

openwrt-nuc980-${Subtarget}-u-boot.bin | Main U-Boot loader.

openwrt-nuc980-${Subtarget}-u-boot- Load main U-Boot from NAND Flash to DDR (loT / loT-
spl.bin G2 / EVB board only).

openwrt-nuc980-${Subtarget}-u-boot- . i
env.txt U-Boot environment file.

Table 3-4 NUC980 OpenWTrt Generated Images in Output Directory

3.4.2 MA35D1 Platform

After configuration is completed, run “make” command to build the OpenWrt. The building may take
around 30 minutes.

| $ make |

For the 10T board, the generated images are located in the bin/targets/ma35d1/iot/ directory. The output
files are shown as Table 3-5.

Image Name Description

openwrt-ma35d1-${Subtarget}-${Profile}- OpenWrt pack image_using NAND / SPINAND /
pack.bin SDCARD / eMMC booting, can be used by MA35D1

nuwriter tool.

openwrt-ma35d1-${Subtarget}-${Profile}- OpenWrt_ f|rmware_ image using NAND / SPINAND
squashfs-firmware.bin bootn_ﬂg, includes Linux kernel ulmage, and OverlayFS
root filesystem.

openwrt-ma35d1-${Subtarget}-${Profile}- [ Openwrt system upgrade image using NAND /
squashfs-sysupgrade.bin SPINAND booting.

openwrt-ma35d1-${Subtarget}-${Profile}- | Openwrt system upgrade image using SDCARD /
ext4-sysupgrade.gz eMMC booting.

Table 3-5 MA35D1 OpenWrt Generated Images in Output Directory

When user changes the Subtarget or Profile setting in configuration, it needs to run below commands
to clean the TF-A, Optee-OS and U-boot” packages for re-building, or the loaders will still keep the
original setting.

$ make package/boot/arm-trusted-firmware-ma35di/clean

$ make package/boot/optee-ma35dl/clean

$ make package/boot/uboot-ma35d1/clean

3.4.3 NUC970/N9H30 Platform

After configuration is completed, run “make” command to build the OpenWrt. The building may take
around 30 minutes.
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| $ make |

For the HMI board, the generated images are located in the bin/targets/nuc970/hmi/ directory. The
output files are shown as Table 3-6.

Image Name Description
openwrt-n9h30-${Subtarget}-${Profile}- | Openwrt firmware image, includes Linux kernel Image,
squashfs-firmware.bin and OverlayFS root filesystem.
openwrt-n9h30-${Subtarget}-${Profile}- .
squashfs-sysupgrade.bin OpenWrt system upgrade image.
openwrt-n9h30-${Subtarget}.dtb Device tree image.

openwrt-n9h30-${Subtarget}-u-boot.bin Main U-Boot loader.

openwrt-n9h30-${Subtarget}-u-boot-

spl.bin Load main U-Boot from NAND Flash to DDR.

openwrt-n9h30-${Subtarget}-u-boot-

env.txt U-Boot environment file.

Table 3-6 NUC970/N9H30 OpenWrt Generated Images in Output Directory

3.4.4 Error Fix

If any error occurs during compilation, use the following command to collect error log for further check.

[ $ make -j1 V=sc |

3.5 Deploy Image

351 NUC980 Platform

When the target board uses the NAND related device as the storage media, such as loT / 1oT-G2 / EVB
board, user should do the “erase all” action first before programming the firmware.

Refer to NUC980 NuWriter User Manual to program U-Boot, U-Boot environment, device tree and
firmware images to the target storage media, as shown in Figure 3-10 (for loT board) and Figure 3-11
(for Chili board).
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& Nuvoton NuWriter v1.18 - X
nuvoTon
Pi-%/1.44

! Choose type SPIMAND ~ | DDRInit: NUCI980DF61YC.ini-V3.0 Device Connected & Re-Connect

SPIMAND

Parametars

| Type - Star End Block Image Name:  (0penwit-nucidl-ot-spinand- =

c380-iot-spinand-sg... DATA  0x200000 0xf00000  OxB3 ’

c380-iot DATA  0x150000 Ox186f4b  0x1 .

Image Type : Data Environment Loader Pack
| c980-iot-u-boot DATA  Ox100000 Ox150040 0x3 e U © O O O
| c980-iotu-boot-emy  ENY 030000 Oxa0000  Ox1 Ineee & adiess: B 200
| c950-iot-u-boot-spl uBOOT 0«0 Oxbhe (x4 i
| Image start offset : 0x |2DDDDD |
|
| SPINAND flash parameter. User Defined
l 2 Frogram | B3 Warify | >  Read | Ef Erase |
< >
Alignment 0x20000
S EXT

Figure 3-10 Use NuWriter to Program Images for NUC980 IoT Board

& Nuvoton NuWriter v1.18 - X
NnuvoTonN
P 11.44
Choose type : SFI ~ | DDR Init NUCIBODFE1Y C.ini-¥3.0 Dievice Connected & Re-Connect
SPI
FParameters
Type  Startoffset End offset = T
- |openwn-nuc3ai-chili-spinor =
wrtnucEl-chispinor-sq.. DATA 0100000  Oxdfbeac | M208MName: [P RINST i
wt-nuc980-chili DATA  Oxc0000 Oxcheth .

Image Type Data Environment Loader Pack
vit-nucA80-chili-u-boot-eny - EMNY 0xG0000 0x30000 & 15t ® © © ©
wit-nucA50-chili-u-boat uB0OT Ox0 0x35350 Image execute address : 0x |EDDDDD |

Image start offset : 0x |1 0nooo |

MOR flash parameter: User Defined

*  Frogram | B2 Werify | *  Fead | £  Erase |
< >

4l ExT

Figure 3-11 Use NuWriter to Program Images for NUC980 Chili Board

3.5.2 MA35D1 Platform

We provide pack image that includes TF-A, Optee-OS, U-boot, Linux kernel, and file system for NAND
/ SPINAND / SDCARD / eMMC booting storages. You can use the NuWriter GUI or command to write
a pack image into MA35D1 demo board after computer connected that board.
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3.5.2.1 NuWriter GUI Tool

For the NuWriter GUI tool, you need to choice the correct DDR image, and then press “Attach” button
to connect the MA35D1 demo board.

€ MA35D1 NuWriter

- O X
Mode Help
Attach Downlead
DDR initialize code
DDR File: h\luvoton_BSP.-'MA35D 1_MuWriter/ddrimglenc_ddr3_winbond_512mb.bin Browse
Info.json: Browse

[] Use Info.json as set info Set Info.son

Attach

Lhimmy byter [ ~
Block per flash: 4096
Page per block: 64

Suceessfully get info from 1 device(s)

Figure 3-12 Use NuWriter to Attach MA35D1 IoT Board

Select the Download tab and the booting storage. Before to program NAND or SPINAND, you need to
erase the storage at first.
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€ MA35D1 NuWriter

— O X
Mode Help
Attach
NAND SD/EMMC SPINAND
Write
Image file |D1_Nu‘u‘u'riterf_ima e _fopenwrt-ma3d 1 -dot-512m-nand -pack. bin | Browse
Image type O Data @ Pack |:| CRC Disabled
Image addr, Ox
Read
Save file | | Browse
Range: Ox | | - Ox | | []ALL
Erase

Range: Ox - Ox [ ALL

Write Read Erase I
=l ) ] ~
Q2lgssssssses
100F|$#44 484444
IO0Sl#####EEEEE
Successfully erased 1 device(s) W

Figure 3-13 Use NuWriter to Erase MA35D1 loT Board

Choice the correct pack image and select the image type as “Pack”, then click the “Write” button to
program the pack image.
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& MA25D1 NuWriter - O X

Mode Help

NnUvoToN

Attach Diownload
NAND SD/EMMC SPINAND

Write

Image file ||D 1 MuWriter!_image_fopenwrt-ma35d 1-1ot-512m-nand -pack bin || Browse

Image tvpe () Data [] CRC Disabled

Image addr. Ox

Read

Save file | | Browse

Range: Ox | | - Ox | | CJaLL

Erase

Range: Ox - 0x ALL

Write Read Erase

PTOETaMILINE (77 PORRFRFFFaseD

Frogramming 7/7: Q7Sl##s#sssss’
Frogramming 7/7: Q0% |########48
Frogramming 7/7: 100% ##¢4 #8884
Successfully programmed 1 device(s) W

Figure 3-14 Use NuWriter to Program MA35D1 loT Board

3.5.2.2 NuWriter Command

For the NuWriter command, you can use “Isusb” command to check whether the connection board is
working. Using “nuwriter” command does not work properly in Docker environment.

$ sudo 1lsusb

Bus 001 Device 002: ID 8@ee:0021 VirtualBox USB Tablet

Bus 001 Device ©01: ID 1d6b:0001 Linux Foundation 1.1 root hub
/OpenWrt/bin/targets/ma35d1l/iot$

Burn openwrt-ma35d1-iot-512m-nand-pack.bin image to NAND.

/OpenWrt/bin/targets/ma35d1/iot$ nuwriter.py -a enc_ddr3_winbond_512mb.bin
/OpenWrt/bin/targets/ma35d1/iot$ nuwriter.py -e nand all

/OpenWrt/bin/targets/ma35d1/iot$ nuwriter.py -w nand openwrt-ma35dl-iot-512m-nand-
pack.bin

Burn openwrt-ma35d1-iot-512m-spinand-pack.bin image to SPINAND.

/OpenWrt/bin/targets/ma35d1/iot$ nuwriter.py -a enc_ddr3 winbond_512mb.bin
/OpenWrt/bin/targets/ma35dl/iot$ nuwriter.py -e spinand all
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/OpenWrt/bin/targets/ma35dl/iot$ nuwriter.py -w spinand openwrt-ma35dl-iot-512m-
spinand-pack.bin

Burn openwrt-ma35d1-iot-512m-sdcard1-pack.bin image to SDCARD.

/OpenWrt/bin/targets/ma35d1/iot$ nuwriter.py -a enc_ddr3_winbond_512mb.bin

/OpenWrt/bin/targets/ma35dl/iot$ nuwriter.py -w sd openwrt-ma35dil-iot-512m-
sdcardl-pack.bin

3.5.3 NUC970/N9H30 Platform

When the target board uses the NAND related device as the storage media, such as HMI / EVB board,
user should do the “erase all” action first before programming the firmware.

Refer to NUC970 NuWriter User Manual to program U-Boot, U-Boot environment, device tree and
firmware images to the target storage media, as shown in Figure 3-15 (for HMI board).

&> Nuvoton NuWriter v2.05 — *

2023/07/08-v107

Choose type: NAMND ~ | DDR Init: NIH30F61IE.ini Device Connected Fe-Connect

MAND
Farameters
Name Type  Start End Block Image Mame:  |mimanc-sguash E
hmi-nand-squash  DATA  0x200000 0xBEO000  0x33
hmi DATA  0x180000 Ox185ecd 0x1 Image Type: @ Data () Enviranment (O uBoat (O Pack
hrni-u-boaot DATA  0x100000 Ox16c048  Ox4 e R [Enable
hrni-u-boot-eny ENY 0xG0000  0x30000  Ox1
hmi-u-boot-spl uBOOT 0Ox0 Ox41e8 x4 Image execute address : Ox 200

Image start offset : 0x 200000

NAND flash parameter: [ User Defined

Bum | 22 Verify ‘ 2 Read | Ef  Erase |

Alignment : 0x20000

il ExT

Figure 3-15 Use NuWriter to Program Images for N9H30 HMI Board

3.6 Secure Boot in MA35D1 Platform

This section introduces how to enable secure boot feature in MA35D1 platform.

3.6.1 Configuration

In the “Target Images” menu, user can enable the Secure Boot feature, and change the AES key and
ECDSA key.
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Target Images
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc=<Esc> to exit, <?= for Help, </> for Search. Legend: [*] built-in
[ ] excluded <M> module < > module capable

ramdisk

*** Root filesystem archives ***

cpilo.gz

tar.gz

**%* Root filesystem images ***

ext4 --->

jFfs2

squashfs

ubifs ----

GZip images

*** Tmage Options ***
(K] 1:3301 Secure oot
(OAGBC81ESAFBF836C5EOCFBEA12C1E269A2EBC3BOBGEC39EEELCT142F7T60EBCE) AES Key
(8F1571E9975006A545DF854264F7B18934B5CB2EE619E66DBCOFBEAS2C71C919) ECDSA Key
(16) Kernel partition size (in MiB)
(104) Root filesystem partition size (in MiB)
[ ] Make /var persistent

< Exit > < Help > < Save > < Load >

Figure 3-16 Enable the Secure Boot

3.6.2 Build Image

When user changes the Secure Boot setting in configuration, it needs to run below commands to clean
the TF-A, Optee-OS and U-boot” packages for re-building, or the loaders will still keep the original
setting.

$ make package/boot/arm-trusted-firmware-ma35d1/clean
$ make package/boot/optee-ma35dl/clean
$ make package/boot/uboot-ma35dl/clean

After the image building is done, user can find the output images with the “-enc” ending, which is different
to the general output images. Except the original images, the OTP key file will also be generated.
Following is the case of IoT board with NAND booting.

openwrt-ma35dl-iot-512m-nand-pack-enc.bin
openwrt-ma35dl-iot-512m-nand-squashfs-sysupgrade-enc.bin

openwrt-ma35dl-otp-key-enc.json

The content of the OTP key file is as following.

$ cat openwrt-ma35dl-otp-key-enc.json

{
"publicx": "72F84F681092E3A05C1437E3E40534962A5C70556025D348FFODBO7D6AF83EBS",

"publicy": "8D32DAC7AB6F90332EBEQO60E159EOB31502BBAFB2D78369F02D1F5BOC335AD3",
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"aeskey": "OAOBCB81ESAFBF836C5EOCFBEA12C1E269A2EBC3BOB6EC39EEE1C7142F760EBC4"
}

3.6.3 Deploy OTP Key File

For secure boot mode, except the pack image, the OTP key file also needs to be programmed to the
key store of MA35D1 through NuWriter tools. For more details, please refer to MA35D1 Secure Boot
Application Note.

3.6.3.17 NuWriter GUI Tool

For the NuWriter GUI tool, you need to change to OTP mode, and choice the OTP key file, then click
the “Write” button to program the pack image.

& MA35D1 NuWriter - O X
Mode Help

Develop mode
%! orp mode voTonN

Mass Production mede Attach | Dovmload

NAND SDYEMMC SPIMAND OTP
Write

QTP json|n_BSPMAAISD_MNaWriter/ _image_fopenwrt-ma35d | -otp-key-enc. json | Browse

Generate otp. json

Read

Save file | Browrse
Block v | Length | ] ALL
Show
OTP bin | Browrse
Show OTP
| Write Read
Ty !

Block per flash: 4096
Page per block: 64

Successfully get info from 1 device(s) w

Figure 3-17 Use NuWriter to Program MA35D1 OTP key

3.6.3.2 NuWriter Command

For the NuWriter command, you can add follow command to burn OTP key file to Key Store.

/OpenWrt/bin/targets/ma35d1/iot$ nuwriter.py -w otp openwrt-ma35dl-otp-key-
enc.json
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4 TEST OPENWRT

4.1 Booting Messages

After starting the device, user will see the OpenWrt booting messages, as shown in Figure 4-1.

.923188] random: ubusd: uninitialized urandom read (4 bytes read)
.934983] random: ubusd: uninitialized urandom read (4 bytes read)
.943116] random: ubusd: uninitialized urandom read (4 bytes read)
to initialize inotify handler for /etc/hotplug.d
.967391] procd: - init -
press Enter to activate this console.
.412216] random: crng init done
.415608] random: 3 urandom warning(s) missed due to ratelimiting
4,747508] kmodloader: loading kernel modules from /etc/modules.d/*
.126999] urngd: v1.8.2 started.
25.750499] kmodloader: done loading kernel modules from /etc/modules.d/*

BusyBox v1.35.8 (2822-@9-83 @2:55:34 UTC) built-in shell (ash)

=== WARNING! =
There is no root password defined on this device!
Use the "passwd" command to set up a new password
in order to prevent unauthorized SSH logins.

@Openlrt: /#

Figure 4-1 OpenWTrt Booting Messages

4.2 Network Settings

To get the network setting information, user can run the following command.

[ uci show network

The default network setting is using the DHCP address, as shown in Figure 4-2 Default Network Settings

root@0OpenWrt: /#

root@Openlrt:/# uci show network
network.loopback=interface
network.loopback.ifname="1o"
network.loopback.proto="static’
network.loopback.netmask="'255.8.8.8"

network.lan=interface
network.lan.ifname="ethe"
network.lan.proto="dhcp"
network.lan.netmask="255.255.255.8"
root@OpenWrt: /#

Figure 4-2 Default Network Settings
To change the network settings, user can modify the file path /etc/config/network directly, or run the “uci

set” command. For example, to change to a static address, user can run following commands to modify
and reset the network settings.
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uci set network.lan.proto=static

uci set network.lan.ipaddr=192.168.1.100
uci set network.lan.netmask=255.255.255.0
/etc/init.d/network restart

4.3 LuCl Web Interface

To login the LuCl Web interface, user can connect to https://YOUR_IP_ADDRESS through a web
browser such as Chrome. In the first time login, user may encounter a security warning message, as
shown in Figure 4-3 First Time to Login the LuCl Web Interface

‘ |
S — O X
Privacy error x ar |

¢ C & Notsecure | hetps;//192.168.1.103 e % % 0 @ (vpare ©)

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.103 (for example, passwords, messages,

or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Advanced Back to safety

Figure 4-3 First Time to Login the LuCl Web Interface

After clicking the “Advanced” button, user will see a new screen, as shown in Figure 4-4 Proceed with
Connection to LuCl

. Please proceed with the connection.
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- O X

Privacy error X +

« C A Notsecure | hétps//192.168.1.103 2 % # 0 @ (vpdere ©)

This server could not prove that it is 192.168.1.103; its security certificate is not trusted by your computer's

operating system. This may be caused by a misconfiguration or an attacker intercepting your connection.

Proceed to 192.168.1.103 (unsafe)

Hide advanced | Back to safety

Figure 4-4 Proceed with Connection to LuCl

Then user can see the login screen. Since there is no password by default, user can login directly, or
set a new password, as shown in Figure 4-5 Login Screen of LuCl

- O X
OpenWrt - Overview - LuCl X ar

c C A Notsecure | https;//192.168.1.103/cgi bin/luci/ e % # 0 @ (e ©)

Authorization Required

Please enter your username and password.

Username root
Password
LOGIN
Powered by LuCl openwrt-21.02 branch (git-22.083.69138-0a0ce2a) / OpenWrt 21.02.3 54-1d4dea6d4f
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Figure 4-5 Login Screen of LuCl

4.4  Firmware Update

With the LuCl interface, user can upgrade the image which includes Linux kernel and OverlayFS root
filesystem.

For the NUC980 loT board, the image is as follows.

| openwrt-nuc980-iot-spinand-squashfs-sysupgrade.bin

For the MA35D1 10T board, the images are as follows.

openwrt-ma35dl-iot-512m-nand-squashfs-sysupgrade.bin

openwrt-ma35dl-iot-512m-spinand-squashfs-sysupgrade.bin

openwrt-ma35dl-iot-512m-sdcardl-ext4-sysupgrade.gz

To do the OpenWrt firmware upgrade, enter "System -> Backup/Flash Firmware". Choose the new
sysupgrade image file, and then click "FLASH IMAGE" button, as shown in Figure 4-6 Firmware
Upgrade in LuCl

v =
OpenWrt - Backup / Flash Firm X = H -
< C A Notsecure | https://192.168.1.103/cgi-bin/luci/admin/system/flash » % =» 0O o

OpenWrt OpenWrt
Status ~ Restore
System ~
To restore configuration files, you can upload a previously generated backup archive here. To reset the firmware to its initial state,
System click "Perform reset” (only possible with squashfs images)
Administration
Reset to defaults [gExiZesNz=T=
Software

Startup RCH CIENEl Al UPLOAD ARCHIVE =

Scheduled Tasks ce cates, scripts) may remain on the system. To prevent this, perform a

LED Configuration

Save mtdblock contents

Advanced Reboot
Reboot Click "Save mtdblock” to download specified mtdblock file. (NOTE: THIS FEATURE IS FOR PROFESSIONALS! )

Network e Choose mtdblock  uboot v

Download mtdblock | =aV=0RREIEIEEI6 €

Flash new firmware image

5] Logout

Upload a sysupgrade-compatible image here to replace the running firmware.

[[uEtl | FLASH IMAGE

Figure 4-6 Firmware Upgrade in LuCl
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5 REVISION HISTORY

Date Revision Description
° Initial version.
2022.10.07 1.00
Support NUC980 platform.
2022.12.27 1.10 ® Support MA35D1 platform.
2023.01.16 111 ° MAZ35D1 platform supports eMMC booting.
2023.02.10 1.20 ° MAZ35D1 platform supports secure boot.
2023.07.10 101 ) NUC980 platform supports 10T-G2 board and EVB
board.
2023.11.23 1.30 ° Support NUC970/N9H30 platform.
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Important Notice

Nuvoton Products are neither intended nor warranted for usage in systems or equipment, any
malfunction or failure of which may cause loss of human life, bodily injury or severe property
damage. Such applications are deemed, “Insecure Usage”.

Insecure usage includes, but is not limited to: equipment for surgical implementation, atomic
energy control instruments, airplane or spaceship instruments, the control or operation of
dynamic, brake or safety systems designed for vehicular use, traffic signal instruments, all types
of safety devices, and other applications intended to support or sustain life.

All Insecure Usage shall be made at customer’s risk, and in the event that third parties lay claims
to Nuvoton as a result of customer’s Insecure Usage, customer shall indemnify the damages
and liabilities thus incurred by Nuvoton.

Flease note that all data and specifications are subject to change without notice.
All the trademarks of products and companies mentioned in this datasheet belong to their respective owners.
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