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Preface

Preface

Welcome to the Trend Micro™ Inter Scan Web Security Virtual Appliance 5.0
Installation Guide. This guide helps you to get “up and running” by introducing
IWSVA, assisting with deployment, installation, migration (if necessary), initial
configuration, troubleshooting, performance tuning, and main post-installation
configuration tasks. It also includes instructions on testing your installation using a
harmless test virus, troubleshooting, and accessing support.

This preface describes the following topics:
* Audience

* IWSVA Documentation

»  Document Conventions
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Audience

The IWSVA documentation is written for IT managers and system administrators
working in enterprise environments. The documentation assumes that the reader has
in-depth knowledge of networks schemas, including details related to the following:

 HTTPand FTP protocols
e Database configuration
*  VMware ESX administration experience when installing on VMware ESX

The documentation does not assume the reader has any knowledge of antivirus or
Web security technology.

How to Use this Guide

This guide contains the information you need to understand and use IWSVA.

If you are an advanced user, you might want to go directly to Chapter 3, Installing
Inter Scan Web Security Virtual Appliance and Appendix E, Creating a New Virtual
Machine Under VMware ESX for IWSVA.

Chapter 1, Pre-installation This chapter describes the tasks you need to do

Planning before installing IWSVA. This includes planning for
network trafficand HTTP and FTP serviceflowsand
ensuring that your server meets specific require-

ments.
Chapter 2, Deployment This chapter provides an overview of the different
Primer topologies that IWSVA can be installed in and helps

you plan your server placement and network protec-
tion with HTTP and FTP service flows.

Chapter 3, Installing Inter- This chapter describes how to obtain either atrial or
Scan Web Security Virtual production version of IWSVA and how to install the
Appliance application.

Chapter 4, Migrating to This chapter describes the different migration sce-

IWSVA narios and how to complete a migration to IWSVA.
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Appendix A, Deployment
Integration

Appendix B, Tuning and Trou-
bleshooting

Appendix C, Additional
IWSVA Testing

Appendix D, Maintenance
and Technical Support

Appendix E, Creating a New
Virtual Machine Under
VMware ESX for IWSVA

This appendix describes deployment scenarios for
IWSVA, involving several technologies such as
LDAP, Damage Cleanup Services (DCS), Cisco
routers using WCCP, ICAP, Transparent Bridge, and
Loca Squid Proxy.

This appendix describes performance tuning involv-
ing URL filtering and LDAP performance. Also, this
appendix provides general troubleshooting tips and
possible installation and feature issues.

This appendix describes the testing of various
IWSVA features that involve scanning, blocking,
and filtering.

This appendix describes the maintenance agreement
and the aspects of the Trend Micro Technical Sup-
port Center.

This appendix describes how to create a new virtual
machine for IWSVA.

IWSVA Documentation

In addition to the Trend Micro™ Inter Scan Web Security Virtual Appliance 5.0
Installation Guide, the documentation set includes the following:

* Administrator’s Guide—this guide provides detailed information about all
IWSVA configuration options. Topics include how to update your software to
keep protection current against the latest risks, how to configure and use policies
to support your security objectives, and using logs and reports.

* Readmefile—the Readmefile contains late-breaking product information that is
not found in the online or printed documentation. Topics include a description of
new features, installation tips, known issues, and release history.

The latest versions of the Installation Guide, Administrator’s Guide, and readme
file are available in electronic form at:

Xi
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http://www.trendmicro.com/downl oad/

CD IS0 creation document—Entitled, How to Use the Trend Micro IWSVA SO
File, this document describes how to create a bootable installation CD from an
ISO file.

Online Help—Helps you configure all features through the user interface. You
can access the online hel p by opening the Web console and then clicking the help
icon.

The purpose of online help isto provide “how to’s’ for the main product tasks,
usage advice, and field-specific information such as valid parameter ranges and
optimal values. Online help is accessible from the IWSVA management console.

* Knowledge Base—the Knowledge Base is an online database of
problem-solving and troubleshooting information. It provides the latest
information about known product issues. To access the Knowledge Base, open:

http://esupport.trendm cro.com support

e TrendEdge—a program for Trend Micro employees, partners, and other
interested parties that provides information on unsupported, innovative
techniques, tools, and best practices for Trend Micro products. The TrendEdge
database contains numerous documents covering a wide range of topics.

http://trendedge. trendnm cro.com

Document Conventions

Xii

To help you locate and interpret information easily, the InterScan Web Security
Virtual Appliance documentation uses the following conventions.

TABLE 1. Document Conventions
CONVENTION DESCRIPTION
ALL CAPITALS Acronyms, abbreviations, and names of certain

commands and keys on the keyboard

Bold Menus and menu commands, command buttons,
tabs, options, and ScanMail tasks

Italics References to other documentation
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TABLE 1. Document Conventions

CONVENTION DESCRIPTION

Monospace Examples, sample command lines, program code,
Web URL, file name, and program output

Configuration notes

Note:

Recommendations
Tip:

Reminders on actions or configurations that should be
WARNING! avoided

About Trend Micro

Trend Micro, Inc. isaglobal leader in network antivirus and Internet content security
software and services. Founded in 1988, Trend Micro led the migration of virus
protection from the desktop to the network server and the Internet gateway-gaining a
reputation for vision and technological innovation along the way.

Today, Trend Micro focuses on providing customers with comprehensive security
strategies to manage the impacts of risks to information, by offering centrally
controlled server-based virus protection and content-filtering products and services.
By protecting information that flows through Internet gateways, email servers, and
file servers, Trend Micro alows companies and service providers worldwide to stop
viruses and other malicious code from a central point, before they ever reach the
desktop.

For more information, or to download eval uation copies of Trend Micro products,
visit our award-winning Web site:
http://ww. trendm cro.com
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Pre-installation Planning

This chapter describes the following:
Server Requirements
Information Needed to Install IWSVA
Planning Network Traffic Protection

Chapter 1
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Server Requirements

Operating System

A purpose-built, hardened, and performance-tuned 64-bit operating system is
included with InterScan Web Security Virtual Appliance (IWSVA).

Hardware Requirements

Minimum Requirements:

1-2

Single 2.0 GHz Intel ™ Core2Duo™ 64-bit processor supporting Intel™ VT™
or equivalent

2GB RAM

12GB of disk space. IWSVA automatically partitions the detected disk space as
required
Monitor that supports 1024 x 768 resolution with 256 colors or higher

Recommended Requirements:

Dual 2.8 GHz Intel ™ Core2Duo™ 64-hit processor or equivalent for up to 4000
users

Dual 3.16 GHz Intel ™ QuadCore™ 64-bit processor or equivalent for up to
9500 users

4GB RAM isrecommended to support up to 4000 users
8GB RAM isrecommended to support up to 9500 users

300GB of disk space or more for log intensive environments. IWSVA
automatically partitions the detected disk space as per recommended Linux
practices

Server Platform Compatibility

IWSVA should install and operate without issues on many brands of “ off-the-shel f”
server platforms. However, Trend Micro cannot guarantee 100% compatibility with
all brands and models of server platforms.

To obtain alist of Trend Micro certified servers that are compatible with IWSVA,
access the following URL:
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http://ww. trendm cro.confgo/certified

To obtain ageneral list of available platforms that should operate with IWSVA,
access the following URL :

http://w Kki.centos. org/ Hardwar eLi st

Trend Micro cannot guarantee full compatibility with the hardware components from
this general list.

Web Browser
To access the HTTP-based Web console, use any of the browsersin Table 1-1.

TABLE 1-1. Supported Web Browsers for Web Console Access

BROWSER WINDOWS UNIX
XP SP2 VISTA (64-BIT) | RH 4.0 AS
IE 6.0 v
IE 7.0 v v
IE 8.0 v v
Firefox 3.0 v v v

To access the Internet through IWSVA, use any of the browsersin Table 1-2.

TABLE 1-2. Supported Web Browsers for Internet Access

BROWSER WINDOWS UNIX MAC
XP SP2 VISTA (64-BIT) | RH 4.0 AS | OS X

IE 6.0 v

IE7.0 v v

IE 8.0 v 4

Firefox 3.0 v v v

1-3
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TABLE 1-2. Supported Web Browsers for Internet Access (Continued)
BROWSER WINDOWS UNIX MAc
Safari 3.0 v

Other Requirements

1-4

Database requirements:
*  PostgreSQL v7.4.16 (included)

*  When using multiple IWSVA serversin a server farm configuration, Trend
Micro recommends that you use separate server (possibly clustered) for
PostgreSQL

e 1.7GB of disk space for every three million HTTP requests per day in order
to maintain log files (cal culation based on access |ogging enabled)

* 256MB of RAM (based on access logging enabled, else 64MB)
Internet Content Adaptation Protocol (I CAP):

*  NetApp™ NetCache™ release 6.0.1

*  Blue Coat Systems™ SGOS v5 (latest version)

e Cisco ICAP servers: CE version 5.3

* Any cache server that is ICAP 1.0 compliant

Directory Servers:

To configure policies based on Lightweight Directory Access Protocol (LDAP)
users and groups, IWSVA can integrate with the following LDAP directories:

»  Microsoft Active Directory 2000 and 2003
e Linux OpenLDAP Directory 2.2.16 or 2.3.39

*  Sun™ Java System Directory Server 5.2 (formerly Sun™ ONE Directory
Server)

Transparent Bridge:
»  Two network cards are required for IWSVA to support this configuration.
Web Cache Content Protocol (WCCP):

Trend Micro recommends using the following Cisco 10S versions when
configuring WCCP with IWSVA:
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o 12.2(0) to 12.2(22). Avoid using releases 23 and above within the 12.2
family

» 12.3(10) and above. Avoid using releases 0-9 in the 12.3 family

 10S12.4(15)T3 or later should be used

Other requirements:

For proxy deployment modes, network clients must be able to accessthe HTTP
port of the IWSVA server that is selected during the install.

IWSVA server and clients must be able to communicate with each other over the
corporate network.

Information Needed to Install IWSVA

You can either purchase or download a 30-day trial version of IWSVA. The 30-day
trial version provides all the functionality of IWSVA.

The IWSVA setup program prompts you for required information, depending on the
options chosen during installation.

Fresh Installation

IWSVA only supports fresh installations — upgrading an existing IWSS or IWSA
installation is not supported. The fresh installation process formats your existing
system to install IWSVA. (see Installing IWSVA on page 3-4).

Migration

IWSVA supports existing configuration and policy data migration from the following
Trend Micro Products:

InterScan Web Security Suite 3.1 Linux

InterScan Web Security Suite 3.1 Windows

InterScan Web Security Appliance 3.1 Service Pack 1

InterScan Web Security Virtual Appliance 3.1

InterScan Web Security Virtual Appliance 5.0 (same language version)

For more information about migration, see Chapter 4, Migrating to IWSVA.

1-5
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Type of Proxy Configuration
IWSVA supports multiple deployment modes.
e Forward proxy where clients directly connect to IWSVA.
»  Upstream proxy to another existing internal proxy server
e |CAP Server to an existing ICAP 1.0 compliant cache controller
*  WCCP client to a configured WCCP-enabled router of firewall
e Transparent Bridge Mode
* Reverse proxy to protect a \Web server
The deployment is configured during the IWSVA installation and it can be changed
using the management interface. The dependency for the Transparent Bridge Mode

deployment is the minimum of two network cards. See Planning the HTTP Flow on
page 2-5 and Planning FTP Flows on page 2-7.

Control Manager Server Information

Control Manager registration is performed through the IWSVA Web Ul after the
IWSVA installation is complete.

Database Type and Location

IWSVA uses the PostgreSQL database for report logs, policies, rules, and
configuration settings. A local PostgreSQL installation is performed during IWSVA
installation.

SNMP Notifications

If you plan to use SNMP notifications, the IWSVA setup program installs the
appropriate SNMP libraries.

Web Console Password

Access to the IWSVA Web console is controlled through a username and password
that are set during installation.

1-6
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Command Line Access

IWSVA provides a Command Line Interface (CL1) to allow configuration of the
appliance using an industry standard CLI syntax. The CLI offers additional
commands and functionality to manage, troubleshoot, and maintain the IWSVA. The
CLI can be accessed using alocal console keyboard and monitor or remotely through
SSHv2.

Proxy for Internet Updates

If you have a proxy host between IWSVA and the Internet, you must configure the
IWSVA's proxy settings in order to receive updates from Trend Micro. From the
menu, choose Updates > Connection Settings to configure the upstream proxy
setting. See the Administrator’s Guide for completed details.

Activation Codes

Activating the three IWSVA modules (core program, URL Filtering, and Applet and
ActiveX Scanning) requires three separate activation codes. IWSVA comes with
registration keys for the modules purchased. During product registration, the
Registration Keys are exchanged for Activation Codes that “unlock” the program.
You can register the installation and exchange registration keys for activation codes
from alink in the setup program. Alternatively, you can register and obtain activation
codes before installing by visiting Trend Micro’s online registration Web site at:

http://olr.trendm cro.com

Planning Network Traffic Protection

IWSVA can be deployed in different modes to help secure your network (see
Choosing a Deployment Mode for the Installation on page 3-11). IWSVA supports
the following deployment topologies:

e Transparent Bridge Mode
»  Forward Proxy Mode

+ ICAPMode

* Reverse Proxy Mode

1-7
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Transparent Bridge Mode

IWSVA acts as a bridge between network devices such as routers and switches.
IWSVA scans passing HTTP and FTP traffic without the need to modify browser or
network settings. Thisis the easiest deployment mode with traffic scanned in both
directions.

The additional dependency for this deployment mode is two network cards. Trend
Micro recommend that in this deployment mode the following network cards be used
to ensure maximum compatibility:

»  Broadcom NetXtreme Series
* Intel Pro/1000 PT Dual Port Server Adapter
e Intel Pro/1000 MF Dual Port Fiber

For further details on Transparent Bridge Mode, see Deploying in Transparent Bridge
Mode on page 2-32.

Forward Proxy Mode

IWSVA acts as an upstream proxy for network clients. Client browser settings must

be configured to redirect traffic to IWSVA. IWSVA scans HTTP and FTP traffic and

there is no separate need for another dedicated proxy server. Content is scanned in

both the inbound and outbound directions.

Forward Proxy Mode also provides the following additional capabilities:

* Forward al traffic to afurther upstream proxy server

* Integration with an L4 switch for load balancing and simple transparency

e Integration with a WCCP enabled switch or firewall for |oad balancing and
simple transparency

For further details on Forward Proxy mode, see Deploying in Forward Proxy Mode
on page 2-10.

ICAP Mode

IWSVA acts as an ICAP proxy and accepts | CAP connections from an ICAP v1.0
compliant cache server. Cache servers can help reduce the overall bandwidth

1-8
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requirements and reduce latency by serving cached content locally. IWSVA scans
and secures all content returned to the cache server and to the clients.

For further details on ICAP mode, see Deploying in ICAP Mode on page 2-23.

Reverse Proxy Mode

IWSVA isdeployed in front of a Web server. IWSVA scansHTTP and FTP content
from the clients that are uploaded to aweb server aswell as content that is
downloaded from the Web server to the clients and helps secure the Web server.

For further details on the Reverse Proxy Mode, see Deploying in Reverse Proxy
Mode on page 2-29.

1-9
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Deployment Primer

This chapter describes the following:

Identifying Your Server Placement
Planning HTTP and FTP Service Flows
Deploying in Forward Proxy Mode
Deploying in ICAP Mode

Deploying in Reverse Proxy Mode
Deploying in Transparent Bridge Mode

Chapter 2

2-1
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Identifying Your Server Placement

Before installing IWSVA, you will need to review the IWSVA deployment modes
and decide how best to install IWSVA into your network environment to meet your
needs. Thisinvolvesidentifying whereto place the IWSVA server in the network and
identifying the best deployment mode for your network.

Today's enterprise network topologies typically fall into one of two categories:

*  Two firewallswith a Demilitarized Zone (DM Z)

»  Onefirewall without aDMZ.

The ideal location for the IWSVA server depends upon the topology in use.

Two Firewalls with DMZ

2-2

Given today's security concerns, many organizations have implemented a topology
consisting of two firewalls (one external and oneinternal). These firewalls divide the
network into two main areas:

» TheDMZ—The DMZ islocated between the external and internal firewalls.
Hoststhat residein this area can accept connections from serversthat are external
to the organization's network. The configuration of the external firewall lets
packets from external computers only reach serversinside the DMZ.
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e Corporate LAN—These segments are located behind the internal firewall. The
configuration of the internal firewall passes traffic to machines on the corporate
LAN only when the traffic originates from computersinside the DMZ.

5

Corporate Server

@

5]
h =

FTP Client

- he=" T ]

Internet | i g

I =
1 Web Client

External | Internal

Firewall | Firewall
1

FIGURE 2-1 Two Firewalls with DMZ

This topology requiresthat all datainbound from the external servers (such as those
on the Internet) first pass through a server in the DMZ. It also requires that certain
types of data (for example HTTP and FTP packets), outbound from internal
segments, pass through a server in the DMZ. This forces the use of proxies such as
IWSVA.

One Firewall with No DMZ

Some organizations have a firewall, but no DMZ. When using the “no DMZ”
topology place the IWSVA server behind the firewall.

»  Becausethe IWSVA server is not isolated from the corporate LAN, thereis one
less hop between external machines and machines on the corporate LAN. As
shown in the diagram, this resultsin two less steps for processing a request, one
outbound and one inbound.
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» Thefirewall configuration allows connections to machines on the corporate
LAN. For security, the firewall must limit the types of datathat can reach
machines on the LAN. For example, the firewall might allow HTTP data from
the Internet to reach only the IWSVA server.

Corporate Server

)

FTP Client
@ o, &=l o
o
o W o [T
Internet Web Client

IWSVA Server

External
Firewall

FIGURE 2-2 One Firewall with DMZ

Planning HTTP and FTP Service Flows

Network Traffic

To enforce the network traffic protection using IWSVA, an additional solution
(hardware, software or configuration) must be introduced that redirectsthe HTTP
and/or FTP traffic to IWSVA. This solution includes the following:

» Reconfiguring client settings

» Using aLayer 4 switch

e Using an ICAP-enabled proxy

* Using WCCP

e Usingalocal Squid 3.0 cache

See Appendix A, Deployment Integration starting on page A-1 for complete details.
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HTTP and FTP Service Flows

Each HTTP and FTP configuration has implications for configuring IWSVA,
configuring the network, and for network security.

Create aflow plan for the HTTP and FTP services by doing the following:

Understand each IWSVA service's purpose and function

Determine each service's valid data sources. For example, doesthe HTTP service
receive requests directly from the HTTP browsers, or indirectly through an ICAP
proxy device?

Determine which ports to use for the service. For instance, by default, the HTTP
proxy service uses port 8080, and the FTP service uses port 21. However, if
another application or serviceis using port 8080, the administrator must
configure the HTTP proxy service to use a different port.

Determine each service's valid data destinations. For example, doesthe HTTP
proxy service send validated requests directly to the Web site? Or, doesthe HTTP
proxy service send the validated request to an upstream HTTP proxy?

Add in any service-specific considerations. For instance, the HTTP service flow
might include an ICAP device, but the FTP service flow does not.

Using the information gathered above, administrators can determine which one of the
possible flows to use for the installation.

Planning the HTTP Flow

Thefirst step when planning HTTP flow for IWSVA is choosing the way HTTP
traffic is processed by IWSVA (the deployment mode):

HTTP Proxy

ICAP device

WCCP device
Transparent Bridge
Simple Transparency
Reverse Proxy

Theflow involving an ICAP or WCCP deviceisvery different from those that do not
involve ICAP or WCCP devices.
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There are seven possible flows:
Transparent Bridge Settings

» Transparent Bridge mode — Use the transparent bridge mode when clients
computers are not configured to use the IWSVA server as their proxy, but still
need to connect to the Internet through IWSVA.

Forward Proxy Settings:
«  Sandalone mode — Use this flow when ICAP devices are not being used with
IWSVA, and IWSVA connects directly to the Internet.

*  Dependent mode — Use this flow when ICAP devices are not being used with
IWSVA, and IWSVA cannot connect directly to the Internet, but must instead
connect through another HTTP proxy. Thisis can be accomplished in one of the
following ways:

*  Proxy-ahead mode
»  Proxy-behind mode (not recommended)
*  Double-proxy mode

» Forward Proxy with Transparency — Use this mode when using an L4 (Load
Balancing) switch.

«  WCCP — Usethe WCCP protocal in conjunction with WCCP enabled devices
with IWSVA
Reverse Proxy Settings:

* Reverseproxy mode — Usethis flow to protect a Web server with a proxy
server by placing the HTTP proxy between the Internet and the Web server.
(Used by 1SPs and ASPs to protect the upload traffic against viruses and by
organizations with complex Web sites that need a centralized point of access
control.)

ICAP Proxy Settings:

e |CAP protocol mode — Use the ICAP protocol flow to use ICAP devices with
IWSVA

Each configuration has implications for configuring IWSVA, configuring the
network, and for network security.
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HTTPs Decryption

IWSVA closes the HTTPs security loophole by decrypting and inspecting encrypted
content. You can define policies to decrypt HTTPs traffic from selected Web
categories. While decrypted, data is treated the same way as HTTP traffic to which
URL filtering and scanning rules can be applied.

IWSVA supports HTTPs decryption and scanning in the following modes:

»  Transparent bridge

« WCCP

*  Forward proxy

Planning FTP Flows

There are two possible FTP flows: stand-alone and dependent. They are similar to the
stand-alone and dependent-mode flows for HTTP service. Each requires a different
configuration and has its own implications including:

+  Sand-alone—the IWSVA server acts as an FTP proxy server between the
requesting client and the remote site, brokering all transactions

*  Dependent—IWSVA works in conjunction with another FTP proxy server
withinaLAN

FTP Proxy in Stand-alone Mode

Toscan al FTPtrafficinand out of the LAN, set up the FTP scanning modul e so that
it “brokers” al such connections. In this case, clients FTP to the IWSVA server,
supply the logon credentials to the target site, and then allow the IWSVA FTP server
to make the connection. The remote site transfers the filesto IWSVA FTP. Before
delivering thefilesto the requesting clients, the IWSVA FTP server scansthefilesfor
viruses and other security risks.

Theimplications for the FTP stand-alone flow are:

e IWSVA must have access to the target FTP servers

* Thereisoneless step in the flow, compared to the FTP proxy mode

To configure FTP clients to use this flow:
e Setthe IWSVA server asaFTP proxy

2-7
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*  Settheuser nameto be user nane@ ar get f t p- ser ver, instead of the normal
username

Note:  IWSVA FTP works with most firewalls, usualy requiring only a modification to
the firewall to open a port for the FTP proxy.

FTP requests follow this sequence:

1. TheFTPclient sends arequest to the IWSVA FTP service.

2. ThelWSVA FTP service validates the request (for example, thefile type is not
blocked). If the request isvalid, the IWSVA FTP service attempts to connect to
the appropriate FTP server on the Internet. If the connection succeeds, the
IWSVA FTP service sends the request to the target FTP server.

3. TheFTP server on the Internet responds to the request, ideally with the requested
file

4. ThelWSVA FTP service scans the returned data for unwanted content. If it finds

any unwanted content, it returns an appropriate message to the FTP client.
Otherwise, it returns the requested data to the FTP client.

o i ™ S

FTP Client

B

Internat

Firewall
IWSWVA Server

FTP Client

FIGURE 2-3  FTP Proxy in Standalone Mode
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FTP Proxy in Dependent Mode

You can aso install IWSVA FTP on adedicated machine between an upstream proxy
and the requesting clients. Using this setup adds other FTP features (for example,
access blocking, logging, and filtering) to supplement the existing FTP proxy.

IWSVA's FTP-proxy mode, shown in Figure 2-4, is anal ogous to the dependent-mode
flow of the HTTP service. Because it carries a performance penalty of an extra hop
and extra processing by the other FTP proxy server, only use this mode if your
organization does not allow the IWSVA Server to access the Internet directly.

If the other FTP proxy server uses a store-and-forward technique, the performance
penalty is more noticeable on large files because the other FTP proxy first downloads
the file and passesit on to the IWSVA FTP service. Additionally, the other FTP
proxy must have sufficient free disk space to hold all transfersin progress.

Unlike the HTTP dependent-mode service, which has the possible benefit of cached
requests, most FTP proxy servers do not cache requests.

FTP Dependent Mode also protects FTP servers from upload and download threats.

FTP requests follow this sequence:
1. TheFTPclient sends arequest to the IWSVA FTP service.

2. ThelWSVA FTP service validates the request (for example, the file typeis not
blocked). If the request isvalid, the IWSVA FTP service relaysit to the other
FTP proxy or the FTP server being protected by IWSVA.

3. TheFTP server on the Internet responds to the request, ideally with the requested
file

2-9
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4. ThelWSVA FTP service scansthe returned data for unwanted content. If it finds
any unwanted content, it returns an appropriate message to the FTP client.
Otherwise, it returns the requested data to the FTP client.

(E

Cli

@
=

[

| E

Internet

(£

Client

FTP Proxy Server IWSVA Server

(&

Firewall
Client

FIGURE 2-4 FTP Proxy in Dependent Mode

Deploying in Forward Proxy Mode

Overview of Forward Proxy Mode

There are two kinds of Forward Proxy: non-transparent and transparent. Transparent
proxy can be achieved by a Layer 4 switch (Simple Transparency) or a
WCCP-enabled switch (WCCP mode).

IWSVA configured in forward proxy mode provides the following configuration
options to enable client protection:

» Reconfiguring Client Settings

e Using alayer 4 Switch

» Using a WCCP-enabled Switch or Router

Additionally, when IWSVA is configured in this mode, all traffic can be configured
to be sent to an additional upstream proxy server if applicable.
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The configuration options are explored in the table below to provide information to
help decide which deployment configuration to use.

During the IWSVA installation, select to install IWSVA in Forward Proxy Mode to
support this configuration.

Reconfiguring Client Settings

HTTP clients (browser or proxy servers) can be configured to contact IWSVA asa
proxy. This configuration change ensures that the client’s Web traffic is forwarded to
IWSVA. The HTTP scanning service must be enabled in the HTTP Proxy mode to
process this traffic.

FTP clients must contact IWSVA instead of the destination server, and use a
modified handshake to supply the FTP server address. The FTP scanning module
must be installed and configured in standal one mode to process this traffic.

TABLE 2-1. Reconfiguring the Client Settings

ADVANTAGE LIMITATION

No additional hardware required Administrator have to control settings for
all computers. (Guest computers can
have difficulties.)
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Proxy: <IWSVA_IP=<|WSVA_ Port=

| HTTF Scanning Service | . HTT @
S

P Client
HTTP Clignt

&

FTP Cllent FTP Client FTP Client

| FTP Scanning Service ‘

HTTP Client

IWSWA Ser\.ret

%@

connect <IWSVA_IP=>
user: <user>@=<dest-host>

FIGURE 2-5 Reconfiguring the Client Settings

Using a Layer 4 Switch

Transparency is the functionality whereby client users do not need to change their
Internet connection’s proxy settings to work in conjunction with IWSVA.
Transparency is accomplished with aLayer 4 switch that redirects HT TP packetsto a
proxy server, which then forwards the packets to the requested server.

IWSVA supports “simple” type transparency. Simple transparency is supported by
most Layer 4 switches. While it is compatible with awide variety of network
hardware from different manufacturers, configuring simple transparency does
impose several limitations:

*  When using simple transparency, the User |dentification method to define
policiesis limited to |P address and/or host name; configuring policies based on
LDAPisnot possible.

» FTPover HTTPisnot available; thus, linksto ftp:// URLs might not work if your
firewall settings do not allow FTP connections. Alternatively, linksto ftp:// URLs
might work, but the files will not be scanned.
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»  Simpletransparency is not compatible with some ol der Web browsers when their
HTTP requests do not include information about the host.

» HTTPrequestsfor serversthat use aport other than the HTTP default port 80 are
redirected to IWSVA. Thismeans SSL (HTTPS) requests are typically fulfilled,
but the content is not scanned.

* Do not use any source NAT (IP masguerade) downstream of IWSVA, because
IWSVA needs to know the I P address of the client to clean.

* A DNSserver isneeded for DCS to resolve the client machine name from its | P
addressin order to perform acleanup.

A Layer 4 switch can be used to redirect HTTP traffic to IWSVA. The HTTP
Scanning Service must be enabled in the HTTP Proxy mode.

HTTF Scanning
k Sarvice

‘% -

IWSWA Server

T Client

TCP Traffic to Port 80

B e —

gooeooeooRy
Layer 4 Switch

Client

Other Traffic

! S

Client

FIGURE 2-6  Using a Layer 4 Switch
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During the installation, ensure that the check box that enables transparency to support
this deployment mode is checked.

TABLE 2-2. Using a Layer 4 Switch

ADVANTAGES LIMITATIONS

Transparent to clients Traffic interception must be port-based
(not protocol-based) for one port. If the
non-standard port is used for HTTP, it
bypasses the switch.

Simple to establish The switch-based redirection cannot be
used for the FTP traffic.

No LDAP support

Using a WCCP-enabled Switch or Router

IWSVA supports WCCP v2.0 and forwarding methods based on GRE and L2 (layer
2).

When using WCCP transparency, FTP downloads are also scanned. With the ability
to support WCCP v2.0, IWSVA is able to participate in acluster of IWSVA devices
to provide aload balancing WCCP Web security platform.

Advantages of using WCCP:

»  Transparency for client side
» Scaable

Limitations of using WCCP:
e Cisco proprietary
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HTTP/ FTP Server IWSVA 01

FIGURE 2-7  IWSVA deployment in a WCCP environment

Planning the HTTP Flow Using Forward Proxy Mode

For complete details on implementing Forward Proxy Mode, see Installing for
Forward Proxy Mode on page 3-13.

HTTP Proxy in Standalone Mode

The simplest configuration isto install IWSVA in stand-alone mode, with no
upstream proxy. In this case, IWSVA acts as a proxy server for the clients.
Advantages of this configuration are its relative simplicity and that there is no need
for a separate proxy server. A drawback of aforward proxy in stand-alone mode is
that each client must configure the IWSVA device as their proxy server in their
browser’s Internet connection settings. This requires cooperation from your network
users, and also makes it possible for users to exempt themselves from your
organization’s security policies by re-configuring their Internet connection settings.
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Note:  If you configure IWSVA to work in stand-alone mode, each client on your network
needs to configure their Internet connection settings to use the IWSVA device and
port (default 8080) as their proxy server.

Web page requests follow this sequence:
1. TheWeb client sends arequest to the HTTP service.

2. TheHTTP service validates the request, if the URL is not blocked. If the URL is
invalid (blocked), the HTTP service sends the HTTP client an appropriate notice,
completing the transaction. If the URL isvalid, the HTTP service attempts to
connect to the applicable Web server.

3. The contacted Web site returns a response from the Web server to the HTTP
service.

4. TheHTTP service scans the content for unwanted data and returns the
appropriate response to the client.

TABLE 2-3. HTTP Proxy in Standalone Mode

ADVANTAGE LIMITATION

Simple to install and manage. Slow connection reaches maximum
allowed connections limit.

HTTP Proxy in Simple Transparency Mode

Multiple IWSVA servers can be installed to balance your network traffic and
scanning load. In thisinstallation example, aLayer 4 switch receives clients requests
and then forwards them to the IWSVA servers.
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Internet

Layer 4 Switch

71N
s @5@

Client Client Client

FIGURE 2-8  Use a Layer 4 switch to load balance between IWSVA servers
in simple transparent mode

HTTP Proxy in Dependent Mode (Proxy Ahead)

For HTTP browsers to use this flow, configure the browsers to proxy through the
IWSVA server, by default at port 8080.
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HTTP Proxy in Dependent Mode (Proxy Ahead

Web page requests follow this sequence:

1
2.

The Web client sends a request to the HTTP service.
The HTTP service validates the request.

e Ifthe URL isinvalid (blocked), the HTTP service sends the HTTP client an
appropriate notice, completing the transaction.

» If the URL isvalid, the HTTP service forwards the request to an upstream
HTTP proxy server.

The upstream proxy server performs its processing, then forwards the request to

the Web site on the Internet.

The contacted Web site returns aresponse (ideally a Web page) to the HTTP

proxy server.

The HTTP proxy server performs its processing on the returned data, then

forwards the response data to the IWSVA HTTP service.

The HTTP service scans the content for unwanted data and returns an appropriate
responseto the HTTP client.
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TABLE 2-4. HTTP Proxy in Dependent Mode (Proxy Ahead)

ADVANTAGES

LIMITATIONS

Proxy server controls timing and content
availability behavior.

IWSVA has to scan every response-even
if cached.

It is more secure—configuration changes
will affect cached objects.

IWSVA does not wait for the downloading of
already cached objects.

HTTP Proxy in Dependent Mode (Proxy Behind)

The proxy behind flow consists of a caching proxy placed between the HTTP client
and the IWSVA server without using ICAP. Organizations typically use this flow to

increase performance, as with ICAP.

WARNING! Two security trade-offsexist for this potential performance enhance-

ment:

1. If the cache contains data with a virus, for which there was no pattern
when the data hit the cache, the IWSVA HTTP service cannot prevent

the spread of thevirus.

2. Similarly, if a policy regarding valid content changes, or unauthorized
usersrequest data that existsin the cache (for authorized users), the
HTTP service cannot prevent subsequent unauthorized accessto this

data.

Instead of using the proxy-behind flow, Trend Micro recommends that administrators
use an ICAP caching device. This solution provides the performance enhancements
of caching without the security issues of proxy-behind topology.

Web page requests follow this sequence:

1. TheWeb client sends arequest to HTTP proxy server.
2. Theproxy server forwards the request to IWSVA.
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IWSVA validates the request using URL Filtering/Blocking.

» IftheURL isinvalid (blocked), the HTTP service sends the HTTP client an
appropriate notice, completing the transaction.

» Ifthe URL isvalid, the HTTP service forwards the request to the Web server
on the Internet.

The contacted Web server returns aresponse (ideally a Web page) to IWSVA.

IWSVA performsits processing on the returned data (virus, spyware, ActiveX
scanning), then forwards the appropriate response/data to the proxy server.

The Proxy server caches the data (if cacheable), then delivers the response/data
tothe HTTP client.

&

Client

IWSVA HTTP Proxy Server

Internet

(&

Firewall

&

Client

FIGURE 2-9  HTTP Proxy in Dependent Mode (Proxy Behind)

TABLE 2-5. HTTP Proxy in Dependent Mode (Proxy Behind)

ADVANTAGES LIMITATIONS
No configuration changes required on the Configuration changes or pattern updates
clients. on IWSVA does not affect cached

objects.

Cached objects are downloaded by clients
directly from the Proxy server, which mini-
mizes delays.
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HTTP Double Proxy in Dependent Mode

Double proxy configuration requires two caching proxies. The first proxy is placed
between the HTTP client and the IWSVA server, and other one is placed between the
IWSVA server and the Internet. Thisistypically used to get the advantages of the two
configurations of the dependent modes: Proxy-ahead and Proxy-behind.

Web page request follows this sequence:

1
2.
3.

The Web client sends a request to the first proxy server.
Thefirst proxy server forwards the request to IWSVA.
IWSVA validates the request using URL Filtering/Blocking.

e IftheURL isinvalid (blocked) the HTTP service sendsthe HTTP client an
appropriate notice, completing the transaction.

» If the URL isvalid, the HTTP service forwards the request to the second
proxy server.

The second proxy server performsits processing, then forwards the request to the
Web server on the Internet.

The contacted Web server returns a response (ideally a Web page) to second
proxy server.

The second proxy server cachesthe data (if cacheable), then deliversthe
response/datato IWSVA.

IWSVA performs its processing on the returned data (Virus, Spyware, ActiveX
scanning), then forwards the appropriate response/data to the first proxy server.
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8. Thefirst proxy server cachesthe data (if cacheable), then deliversthe
response/datato the HTTP client.

(&

Client

(E

Client

HTTP Proxy Server IWSVA HTTP Proxy Server

Internet

1%

Firewall
Client
FIGURE 2-10 HTTP Double Proxy in Dependent Mode
TABLE 2-6. HTTP Double Proxy in Dependent Mode
ADVANTAGES LIMITATIONS
Proxy server controls timing and content Costs more—additional proxy server is
availability behavior. needed.

IWSVA does not wait for the downloading of
already cached objects.

No configuration change required on the cli-
ents.

HTTP Proxy in WCCP Mode (Single and Multiple IWSVA
Servers)

IWSVA configured in WCCP Mode processes a Web page reguests in the following
sequence:

1. TheWeb client sends a request to the Web server.
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2. Therouter intercepts the request and forwards the request to IWSVA.
3. IWSVA establishes a connection with the Web client.

4. IWSVA forwards the client requests to the Web server and establishes a
connection with the Web server.

5. IWSVA begins sending data between the Web client and Web server.
6. If the data has no virus, then IWSVA sends the data to the Web client.
7. |If the datahas avirus, then IWSVA sends the blocked page to the Web client.

Deploying in ICAP Mode

Overview of ICAP Mode

Internet Content Adaptation Protocol (ICAP) is designed to forward an HTTP
response or request to third-party processors and collect the results. The component
that sends the ICAP request is called the ICAP-client. A component that processes
the request is called an | CAP-server.

When IWSVA is configured in ICAP mode, it processes requests from any
ICAP-compliant client. Officially, Trend Micro supports the following ICAP version
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1.0 implementations: NetCache, Blue Coat, Cisco Content Engines (CE), and Squid
3.0.

IWsWA
(ICAP Server)

3 L3
— e
Destnaton ; : Cient
ICAP-enabled %

|

e HTTP Proxy S R
2 (ICAP Client) 1 Client
Client
FIGURE 2-11 Using an ICAP-enabled Proxy
TABLE 2-7. ICAP-enabled Proxy
ADVANTAGES LIMITATIONS
ICAP allows scanning of only new and nec- Up front cost of ICAP equipment.
essary content.
Reduced and selective scanning enhances Adds extra steps in the IWSVA installa-
performance tion process.
Increased resource efficiencies reduce the Requires management.
number of IWSVA server hardware needed.
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Planning the HTTP Flow Using ICAP Mode

For complete details on implementing ICAP Mode, see Installing for ICAP Mode on
page 3-18.

HTTP Proxy in ICAP Mode (Single and Multiple IWSVA
Servers)

This section discusses the flow of atypical HTTP GET request using both an ICAP
device and IWSVA servers. In these flows, IWSVA interacts with the ICAP device,
in responseto ICAP rules. Thisis very different from other flows where IWSVA
receives URL requests from HTTP clients. To use these flows for HTTP browsers,
configure the browsers to use the ICAP device asthe HTTP proxy.

Using ICAP devices can enhance performance in two ways:

e Caching good data—If the datais clean, the ICAP device caches the data.
Subsequent requests require only four steps, not eight. (ICAP must still ask
IWSVA to check the policies to validate that the users making the subsequent
requests can browse the data, have not exceeded their quota, and so on.)

» Clustered IWSVA server s—When multiple IWSVA servers are used, the ICAP
device load balances the requests between the servers. Thisisvital for enterprise
environments where the demand for scanning incoming pages can overwhelm a
single IWSVA server. With ICAP, the ICAP device performs load balancing, and
receives maximum performance from the available IWSVA servers.

Note:  Non-ICAP environments can receive similar benefits by using multiple IWSVA
servers. However, the administrator must utilize additional load balancing
technology.

When IWSVA is configured in ICAP mode, it processes requests from any
ICAP-compliant client. Trend Micro supports the following ICAP client
implementations:

* NetCache
*  Blue Coat
»  Cisco Content Engines
* Squid3.0
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2-26

Although IWSVA performs the same filtering of URLs and scanning of data for
unwanted content, the ICAP flow is so different from the other flowsthat it requiresa
completely different communications protocol. Administrators indicate which
protocol (ICAP or non-ICAP) to use during post-installation configuration.

The following figures show the HTTP flow with single and multiple IWSVA servers.
(Both images assume the requested data is not in the ICAP device's cache.) The
ICAP service determines which IWSVA server receives the request in a multi-server
environment.

IWSVA configured in ICAP Mode processes Web page requests in the following
sequence:

1. AnHTTPclient makes arequest for a URL, sending the request to the ICAP
caching proxy device.

2. ThelCAP device, based on its configuration, determines that the request must be
forwarded to an IWSVA server. If multiple servers are available, it alternatesin
round-robin fashion for load balancing.

3. ThelWSVA server validatesthe URL.
« If the URL isnot blocked, IWSVA sends the response to the ICAP device.
* IftheURL isinvalid (blocked), IWSVA directsthe ICAP device to send an

appropriate response to the HTTP client and the transaction is complete.

4. If the URL isvalid, the ICAP server requests the page from the Web site on the
Internet.

5.  The Web site on the Internet returns the requested page (or some other
appropriate response).

6. If the pageisreturned, the ICAP device, based on its configuration, determines

that an IWSVA server must scan the data. Again, if multiple serversare available,
it alternates in round-robin fashion for load balancing.

7. ThelWSVA server scans the results and returns an appropriate response to the
ICAP device, based on whether the datais clean or contains unwanted content.

8. If thedataisclean, the ICAP devicereturns said datato the HTTP client, and the
ICAP device retains a copy of the data to satisfy future requests. If the data
contains unwanted content, the |CAP device returns an appropriate error message
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(dictated by IWSVA) to the HTTP client, and the ICAP device does not retain a
copy for future requests.

@f & ¢

Internet

HTTP Proxy Server

Firewall

FIGURE 2-12 HTTP Proxy in ICAP Mode (Single IWSVA Server)

IWSVA ICAP Mode with Multiple Servers

If there is aready a content cache server on your network, then Trend Micro
recommends installing the ICAP HTTP handler. The following diagram shows the
installation topology for IWSVA ICAP with multiple servers. For multiple IWSVA
ICAP serversto work properly, their corresponding pattern, scan engine version, and
i ntscan. i ni filesmust beidentical.
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Internet

Client Client Client

FIGURE 2-13 HTTP Proxy in ICAP Mode (Multiple IWSVA Servers)

TABLE 2-8. HTTP Proxy in ICAP Mode

ADVANTAGES LIMITATIONS
No configuration changes required on the Configuration changes on IWSVA affect
clients. cached objects.

Cached objects are downloaded by clients
directly from the Proxy server, which mini-
mizes delays, and improves performance.

Load-balancing possible after some configu-
ration to the clients.
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Deploying in Reverse Proxy Mode

Overview of Reverse Proxy Mode

IWSVA isusualy installed close to clients to protect them from security risks from
the Internet. However, IWSVA also supports being installed as areverse proxy to
protect a Web server from having malicious programs uploaded to it. In Reverse
Proxy Mode, IWSVA isinstalled close to the Web server that it protects. In this
mode, IWSVA protects a Web server with the proxy server. The HTTP proxy is
placed between the Internet and the Web server. Thisis useful when the Web server
accepts file uploads from clients, or to reduce the load of each Web server by
balancing the load among multiple Web servers. ASPs/I SPs can use IWSVA as an
HTTP proxy to protect the upload traffic against viruses, and organizations with
complex Web sites need it as a centralized point of access control.

IWSVA receives clients requests, scans all content and then redirectsthe HTTP
requests to the real Web server. This flow is especially useful for Web sites involved
in e-commerce transactions, distributed applications, which exchange data across the
Internet, or other situations where clients upload files to the Web server from remote
locations.
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IWSVA Server Web Server

o

Internet

/’I'\

Client

FIGURE 2-14 Reverse proxy protects Web server from clients

Planning the HTTP Flow Using Reverse Proxy Mode

For complete details on implementing Forward Proxy Mode, see Installing for
Reverse Proxy Mode on page 3-21.

HTTP Reverse Proxy in Dependent Mode

In reverse proxy mode, the HTTP proxy acts as the Web server to the client systems.
The proxy receives all requests and transfers them to the real Web server.
Consequently, all HTTP traffic goes through the HT TP proxy, enabling the proxy to
scan to content and block any infected transactions.

Note:  Administrators should be aware of the following:
- The URL-filtering feature makes no sense in this configuration; only anti-virus
scanning and URL-blocking are useful.
- In reverse proxy mode, the Web server's access log is useless. To analyze the
connections for the Web site, you must use the IWSVA access log.
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- ldeally, the reverse proxy server should be placed behind a firewall, but in many
cases, the proxy is connected directly to the Internet, where it is more vulnerable to
direct attacks. When a reverse proxy is configured without a firewall,
administrators should take all appropriate precautions in securing the operating
system hosting IWSVA.

IWSVA configured in Reverse Proxy Mode processes Web page requests in the
following sequence:

1

o gk wbd

Clientsinitiate the Web request.

The request isreceived by IWSVA, and configured to listen on port 80.
IWSVA scans the content, then forwards it to an actual Web server.
The Web server delivers the requested page back to IWSVA.

IWSVA rewrites the page headers, and sends on the request.

The modified page returns to the requestor.

a

Client

(£

= %
2

HTTP Server [WSVA Server Internet Client

Firewall

(E

Client
FIGURE 2-15 HTTP Reverse Proxy in Dependent Mode
TABLE 2-9. HTTP Reverse Proxy in Dependent Mode
ADVANTAGES LIMITATIONS
IWSVA scans all objects only once-before New engines, patterns, and configura-
they are cached. tions will not affect cached objects.
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TABLE 2-9. HTTP Reverse Proxy in Dependent Mode (Continued)

ADVANTAGES LIMITATIONS

Access logging feature of IWSVA is com-
promised.

Deploying in Transparent Bridge Mode

Overview of Transparent Bridge Mode

In Transparent Bridge Mode, IWSVA acts as a bridge between two network devices
(switch, router, or firewall) and transparently scans HTTP(s) and FTP traffic.
Transparent Bridge Mode is the simplest way to deploy IWSVA into an existing
network topology and does not require modifications to clients, routers, or switches.
IWSVA actsas a“bump in the wire” and scans for malware. Two network cards are
required for IWSVA to be configured in Transparent Bridge Mode.

The benefit of Transparent Bridge Mode is that clients' HTTP(s) requests can be
processed and scanned by IWSVA without any client configuration changes. Thisis
more convenient for your end users, and prevents clients from exempting themselves
from security policies by simply changing their Internet connection settings.

IWSVA Server Internet

FIGURE 2-16 Typical bridge mode deployment
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Planning the HTTP Flow Using Transparent Bridge Mode

For complete details on implementing Forward Proxy Mode, see Installing for
Transparent Bridge Mode on page 3-11.

IWSVA configured in Transparent Bridge M ode processes a Web page requestsin the
following sequence:

1
2.

The Web client sends a request to the Web server.

IWSVA accepts the connection from client and sends the request to the Web
server.

IWSVA establishes a connection with the Web client.

IWSVA establish the connection with the Web server and gets data from the Web
server.

If the data has no virus, then IWSVA sends the data to the Web client.
If the data has a virus, then IWSVA sends the blocked page to the Web client.
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Chapter:3

Installing InterScan Web Security
Virtual Appliance

This chapter explains the following:
Operating System Requirements
Component Installation
Obtaining IWSVA
Installing IWSVA
Post-Installation Notes

3-1



Trend Micro™ InterScan Web Security Virtual Appliance™ Installation Guide

Operating System Requirements

InterScan Web Security Virtual Appliance (IWSVA) provides a purpose-build,
hardened and performance tuned 64-bit operating system as part of the installation
process. This dedicated operating system installs with IWSVA to provide aturn-key
solution—a separate operating system such as Linux, Windows, or Solarisis not
required.

Component Installation

During installation, the following Trend Micro components are automatically
installed:

3-2

Main Program—Management console and the basic library files necessary for
IWSVA.

HTTP Scanning—Service necessary for HTTP scanning (either ICAP or HTTP
proxy) and URL blocking.

FTP Scanning—Service necessary for FTP scanning.

URL Filtering—Service necessary for URL filtering requires a separate
activation code.

Appletsand ActiveX Scanning—Service necessary for scanning Java applets
and ActiveX controls. Requires a separate Activation Code.

IntelliTunnel Security—Services to block communication provided by certain
Instant Message (IM) protocols and certain authentication connection protocols.
SNM P Notifications—Service to send SNMP traps to SNM P-compliant
network management software.

Control Manager Agent for IWSVA—Files necessary for the Control Manager
agent. You need to install the agent if you are using Control Manager (Trend
Micro’s central management console).

Command Line Interface—A custom CLI shell to manage IWSVA from the
command line, either by TTY or SSH.

During installation, the following open-source application isinstalled for
convenience, but is not enabled by default:

Squid 3.0—To provide optional content caching.
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Note:  URL Filtering and Applets and ActiveX Scanning each require a separate
activation code.

Obtaining IWSVA

IWSVA is supported on the following platforms:

* Bare Metal installation (dedicated off-the-shelf server platform without an
operating system)

*  VMware ESX or ESXi asavirtua machine

Trend Micro recommends that you evaluate the method of installation that best suits
your environment.

You can install IWSVA from the Trend Micro Enterprise Solutions CD or download
the installation I SO from the Trend Micro IWSVA download location
(http://www. t rendni cro. com’ downl oad/ product . asp?pr oduct i d=86).
The CD is available to purchase and contains the installable file and all
documentation.

To install from the Trend Micro Enterprise Solutions DVD
To complete this installation, you need to create a bootable installation CD with the
IWSVA 1SOfile.

1. To createtheinstallation media, insert the Trend Micro Enterprise Solution disk
into the CD/DV D drive on the computer where 1SO images can be created.

2. Copy the IWSVA SO image from the Trend Micro Enterprise Solutions Media
onto the local hard drive.

3. Eject the Enterprise Solutions CD and place a blank CD disk into the CD/DVD
writer.

4. Burnthe IWSVA 1SO image to the blank CD.

5. Insert the newly created IWSVA Installation CD into the target server where you
would liketo install IWSVA.

6. Reboot the server and boot from the IWSVA installation CD to begin the
installation process.
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Note:  The file on the Enterprise CD and on the Trend Micro Evaluation site is an 1SO
image. The 1SO image allows you to create an IWSVA installation CD to install the
product.

To download an evaluation version:

1. Gotothe Trend Micro download Web page and download IWSVA.
http://wwmv. trendm cro. conf downl oad/ product. asp?pr oduct i d=86

2. Download the IWSVA ISO.

3. Burnthe IWSVA 1SO image to the blank CD.

4. Insert the newly created IWSVA Installation CD into the target server where you
would like to install the IWSVA application.

WARNING! [WSVA doesnot support installation using an external USB
CD/DVD drive.

5. Reboot the server and boot from the IWSVA installation CD to begin the
installation process.

Note:  The ISO image needs to be copied and then burned onto a blank CD in order to
create the IWSVA installation CD (see the CD 1SO creation document, How to Use
the Trend Micro IWSVA 1SO File).

Installing IWSVA

IWSVA only supports new installations or migrations from specific versions.
In-place upgrades of an existing IWSS or IWSA installation is not supported.

IWSVA supports migrating existing configuration and policy datafrom IWSS 3.1
(Linux or Windows), IWSA 3.1 SP1, IWSVA 3.1, and IWSVA 5.0 products (see
Migration on page 1-5). Existing log and report files are not migrated. 1f you need
to retain existing IWSx 3.1 log and report information, please perform the necessary
back up of these files before proceeding with the installation and migration.
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The IWSVA installation process formats your existing system to install IWSVA. The
installation procedure is basically the same for both a Bare Metal or aVMware ESX
virtual machine platform. The Bare Metal installation simply boots off of the IWSVA
installation CD to begin the procedure and the VMware installation requires the
creation of avirtual machine before installation. The additional VMware virtual
machine configuration is described in Appendix E, Creating a New Virtual Machine
Under VMware ESX for IWSVA.

WARNING! Any existing data or partitions are removed during the installation pro-
cess. Backup any existing data on the system (if any) beforeinstalling
IWSVA.

IWSVA also installs a copy of the open source content caching application called
Squid. It isdisabled by default but you can enable this free open-source utility
through the CLI interface. Trend Micro provides Squid content caching for
convenience and easy installation. Support for Squid is provided by the Squid
open-source community.

Trend Micro Disclaimer: Trend Micro IWSVA pre-installs Squid to help reduce the
complexity of installing and configuring Squid to function with
IWSVA. Squid is disabled by default and must be enabled by
the customer through the IWSVA CLI after installation has
been completed. Support for Squid is obtained through open
source channels and it is the responsibility of the customer to
become acquainted with Squid's benefits and functionality
before enabling.

Additional information, documentation, and support on the
Squid application can be found at the official Squid Web Proxy
Cache Web site: www. squi d- cache. org. Trend Micro will not
provide support for Squid's features, but will provide support
for the setup and integration of Squid and IWSVA through its
CLI commands.
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To install IWSVA:
1. Start the IWSVA installation.
Installing on a Bare Metal Server

Insert the IWSVA Installation CD (which was created from the IWSVA 1SO image)
into the CD/DVD drive of the desired server.

Note:  Since IWSVA does not support external USB CD/DVD drives, a warning
message “ Cannot find kickstart file on CDROM" displays when installing
IWSVA. You can safely ignore this warning message.

IWSVA does not support installation using an external USB CD/DVD drive.

Installing on a VMware ESX Virtual Machine

a. Createavirtual machine onyour VMware ESX server
See Appendix E, Creating a New Virtual Machine Under VMware ESX for
IWSVA.

b. Power on the virtual machine that was created to boot from the IWSVA
installation 1SO.

Note:  If your computer boots from an 1SO image (such as ISOLINUX), you need to press
[ENTER] at the bootloader prompt to continue with the IWSVA installation
process.

Installation Steps for both a VMware ESX Virtual Machine and a Bare Metal
Server
A page appears displaying the IWSVA Installation Menu. The optionsin this
menu as follows:
* Install IWSVA: Select thisoption to install IWSVA onto the new hardware
or virtual machine.
»  System Recovery: Select this option to recover an IWSVA system in the
event that the administrative passwords cannot be recovered.

«  System Memory Test: Select this option to perform memory diagnostic
tests to rule out any memory issues.
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« Exit Installation: Select this option to exit the installation process and to
boot from the local disk.

Select Install IWSVA.

The license acceptance page appears. From this page, you can access the readme
(Readme button).

Click Accept to continue.
A page appears where you choose a keyboard language.
Select the keyboard language for the system and then click Next.

The IWSVA installer scans your hardware to determine if the minimum
specifications have been met and displaysthe resultsillustrated asfollows. If the
host hardware contains any components that do not meet the minimum
specifications, the installation program will highlight the non-conforming
components and the installation will stop.

Select the deployment mode for the IWSVA installation and then click Next.

Below are the deployment modes for the IWSVA installation. These are only
enabled if you select a static IP address. Click Edit to set astatic |P address.

* Instaling for Transparent Bridge Mode
» Installing for Forward Proxy Mode
»  Standalone Proxy Configuration
*  Upstream Proxy Configuration
*  Simple Transparency using L4 Switch
e Transparency using WCCP
* Instaling for ICAP Mode
» Installing for Reverse Proxy Mode
Click Next to continue.

A page appears where you specify network devices, hosthame, and
miscellaneous settings. If you choose to set the hostname manually, the
Miscellaneous Settings will be available to you.
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10.

Note:  You must assign a valid hosthame to the IWSVA server for it to function

properly.
Network Devices
Active on Boot | Device | Description - Edit
. H‘p intel Corporation 82 3 ot or (Copper)
(o] ethl Intel Corporation B2545EM Glgabit Ethernet Controller (Copper) =)

i | 2

Hostname

Set the hostname:
O automatically via DHCP

@ manually “ (e.g., host.domain.com)

Miscellaneous Settings

[} Beadme I <@ Back W Next

FIGURE 3-1 Page to specify network devices, hostname, and
miscellaneous settings

Configure the network settings as required for IWSVA and then click Next.
From the time zone page, specify the time zone for IWSVA.

Use the drop-down list to display the supported time zones or point to your
location using the time zone map.

Click Next. A page appears where you specify the passwords for IWSVA.
Specify passwords for the root, enable, and admin accounts.

IWSVA uses three different levels of administrator types to secure the system.
The password must be a minimum of six characters and a maximum of 32
characters. For best security, create a highly unique password only known to
you. You can use both upper and lower case alpha characters, numerals, and any
specia characters found on your keyboard to create your passwords.

* Root Account: The Root account is used to gain access to the operating
system shell and has all rights to the server. Thisis the most powerful user
on the system.
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11.

12.

13.

14.

» EnableAccount: The Enable account is used to gain access to the command
lineinterface's privilege mode. It has al rights to execute any CLI command.

e Admin Account: The Admin account is the default administration account
used to access the IWSVA Web and CLI management interfaces. It has all
rightsto the IWSVA application, but no access rightsto the operating system
shell.

Asyou type the passwords, the password strength meter on the right indicates
how strong the selected password is. For the best security, Trend Micro
recommends using a strong, unigue password.

Click Next.
A page appears where you accept all the configuration settings.
Confirm that the selected values are correct and then click Next.

The installation process prompts you to begin the installation. Selecting
Continue erases any data on the hard disk partition and formats the hard disk. If
you have data on the hard disks that you would like to keep, cancel the
installation and backup the information before proceeding.

Click Continue.

A page appears that provides the formatting status of the local drive for the
IWSVA installation. When formatting completes, the IWSVA installation
begins.

After theinstallation is complete a summary screen appears. Theinstallation log
issavedinthe/ root/install .| og filefor reference.

Click Reboot to restart the system.

For a bare metal installation:

The CD automatically ejects. Remove the CD from the drive to prevent
reinstallation.

For a virtual machine installation:

Trend Micro recommends disconnecting the CD-ROM device from the virtual
machine now that IWSVA isinstalled.

After IWSVA reboots, the initial CLI login screen appears.
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Trend Micro IWSUA - InterScan Web Security Virtual Appliance

To manage the IWSUA software appliance through its Web interface, open a
browser window and enter the following URL:

http:r-10.2.283.188:16812

You will be prompted for your administrator account and password.
Please have your administrator account and password ready for authentication.

To manage the IWSUA appliance through the Command Line (CLI) Shell, please

login using the Login prompt below.

localhost login:

FIGURE 3-2  The initial CLI login screen

Note:

During installation, you might receive the following messages:

for crash kernel (0xO to 0x0) not w thin perm ssible range
power now k8: bios error -no psb or acpi_pss objects

Both of these messages are normal. The latter message indicates that the system
BIOS is not reporting or presenting any PSB or ACPI objects or hooks to the Linux
kernel. Either the CPU or BIOS does not support PSB or ACPI objects or hooks or
they are simply disabled.

15. Loginto either the CLI or the IWSVA Web console to launch IWSVA.
See Logging Into IWSVA for the First Time on page 3-23 for complete details.

Log into the CLI shell if you need to perform additional configuration,
troubleshooting, or housekeeping tasks.
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Choosing a Deployment Mode for the Installation

IWSVA can be deployed in different modes, depending on your network security
needs.

Installing for Transparent Bridge Mode
Depending on the number of NIC cards detected, the Transparent Bridge Mode
option might not be available. For Transparent Bridge Mode deployments, there
must be a minimum of two detectable network cards in the system.
If you select Deployment Option 1: Transparent Bridge M ode, the following
configuration information is required.

Management Interface

Please enter the static IP address and related information to configure the
management IP address that will be used to manage IWSVA.

IPv4 Address: J /|255.255.255.0
Hostname: ][ucalnost.lucaidumam

Gateway: J

Primary DNS: |

Secondary DNS: J

Interface Configuration

Internal Interface: ethO (VMware Inc VMware High-Speed Virtual NIC [vmxnet]) b 4 I

Extemnal Interface: ethl (VMware Inc VMware High-Speed Virtual NIC [vmxnet]} | |

Dﬁeadme 4 Back

FIGURE 3-3 Page to specify the Transparent Bridge Mode
configuration information
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The table below describes the configuration information required for this
deployment mode.

TABLE 3-1. Deployment Option 1: Transparent Bridge Mode

CONFIGURATION

PARAMETER DESCRIPTION

IPv4 Address This is the IP address of the IWSVA management inter-
face. Type in the IP address and appropriate subnet
mask to complete the configuration.

Hostname Type in the applicable FQDN hostname for this IWSVA
host.

Gateway Type in the applicable IP address to be used as the
gateway for this IWSVA installation.

Primary DNS Type in the applicable IP address to be used as the pri-
mary DNS server for this IWSVA installation.

Secondary DNS Type in the applicable IP address to be used as the sec-
ondary DNS server for this IWSVA installation.

Internal Interface Select which network adapter should be used for the
internal connection of the transparent bridge.

External Interface Select which network adapter should be used for the
external connection of the transparent bridge.

Configuring Virtual Interface

In bridge mode, IWSVA supports virtual interface configuration on the datainterface.
If you want to set IWSVA to connect to the AU server or therating server through the
separate management interface, follow the proper configuration procedure described.

To configure a virtual interface:

1. Accessthe CLI (in enable mode) on the IWSVA server.

2. Configurethe IP and gateway settings for the virtual interface on the data
interface. In this example, the virtual interface IP addressis 1.1.1.1, the subnet
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mask is255.255.255.0, and the gateway is 10. 168.160.254. The following shows
the command example:

enabl e# configure ip static 1.1.1.1 255.255.255.0 10. 168. 160. 254

3. Sincethevirtual interfaceis configured on the datainterface, you will not be able
to access the Web consol e through the data interface. You must enable the
separate management interface through the CLI. Type the following command:

configure ngnt interface eth2

4. Configure the IP settings for the separate management interface. The following
shows the command example:
enabl e# configure ngnt ip static 10.168.160.92 255. 255. 255.0

Installing for Forward Proxy Mode
If you select Deployment Option 2: Forward Proxy M ode, the following
configuration information is required.

Network Devices

Active on Boot | Device | Description - Edit
O Intel Corporation B2545EM Gigabit Ethernet Controller (Copper)
ethl  Intel Corporation 82545EM Gigabit Ethemnet Controller (Capper) =]

Hostname
Set the hostname:
O automatically via DHCP

@ manually || (e.g.. host.domain.com)

Miscellaneous Settings

[)Readme | 4 Back & Next
FIGURE 3-4 Page to specify the Forward Proxy Mode configuration
information
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The table below describes the configuration information required for this

deployment mode.

TABLE 3-2. Deployment Option 2: Forward Proxy Mode

CONFIGURATION
PARAMETER

DESCRIPTION

Network Devices

Configure the network interface card to use DHCP or
manual IP address configuration.

Hostname

Select whether to set the hosthame automatically
through DHCP or manually. If set manually, type in the
applicable FQDN hostname for this IWSVA host.

Gateway

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the gateway for this IWSVA installation.

Primary DNS

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the primary DNS server for this IWSVA installa-
tion.

Secondary DNS

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the secondary DNS server for this IWSVA
installation.

e Click Next after the network configuration is set.

An additional page appears where you specify the specific type of Forward
Proxy Mode desired.

Depending on the configuration information you supply, you can either
specify Standalone Proxy Configuration, Upstream Proxy Configuration,
Simple Transparency using L4 Switch, or Transparency using WCCP.
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TABLE 3-3.

Standalone Proxy Configuration

Standalone Proxy Configuration

CONFIGURATION
PARAMETER

DETAILS

RECOMMENDED VALUE

HTTP Listening port

This is the port that
IWSVA listens on to
receive connections

8080

Enable upstream proxy
(check box)

Enable / Disable
upstream proxy

Leave unchecked

Enable transparency

Enable / Disable sim-
ple transparency

Leave unchecked

Anonymous FTP over
HTTP

The email address
passed to FTP sites

Change to an appropri-
ate address

TABLE 3-4.

Upstream Proxy Configuration

Upstream Proxy Configuration

CONFIGURATION
PARAMETER

DETAILS

RECOMMENDED VALUE

HTTP Listening port

This is the port that
IWSVA listens on to
receive connections

8080

Enable upstream proxy
(check box)

Enable / Disable
upstream proxy

Check (enable)

Proxy Server

IP address of the
upstream proxy server

Type in the value of
the upstream proxy
server

Port

Port of the upstream
proxy server

Type in the port num-
ber of the upstream
proxy server
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TABLE 3-4. Upstream Proxy Configuration

CONFIGURATION
PARAMETER

DETAILS

RECOMMENDED VALUE

Enable transparency
(check box)

Enable / Disable sim-
ple transparency

Leave unchecked

Anonymous FTP over
HTTP

The email address
passed to FTP sites

Change to an appropri-
ate address
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Simple Transparency using L4 Switch

TABLE 3-5. Simple Transparency using L4 Switch

CONFIGURATION
PARAMETER

DETAILS

RECOMMENDED VALUE

HTTP Listening port

This is the port that
IWSVA listens on to
receive connections

80

Enable upstream proxy
(check box)

Enable / Disable
upstream proxy

Leave unchecked

Enable transparency
(check box)

Enable / Disable sim-
ple transparency

Check (enable)

Transparency Type

Select method of
transparency

Select to use simple
transparency

Anonymous FTP over
HTTP

The email address
passed to FTP sites

Change to an appropri-
ate address

TABLE 3-6.

Transparency using WCCP

Transparency using WCCP

CONFIGURATION
PARAMETER

DETAILS

RECOMMENDED VALUE

HTTP Listening port

This is the port that
IWSVA listens on to
receive connections

80

Enable upstream proxy
(check box)

Enable / Disable
upstream proxy

Leave unchecked

Enable transparency
(check box)

Enable / Disable sim-
ple transparency

Check (enable)

3-17



Trend Micro™ InterScan Web Security Virtual Appliance™ Installation Guide

TABLE 3-6.

Transparency using WCCP

CONFIGURATION
PARAMETER

DETAILS

RECOMMENDED VALUE

Transparency Type

Select method of
transparency

Select to use WCCP

Router IP address

Detail which router or
switch to communi-
cate with via WCCP

Type in the router or
switch IP address

Password

Password for WCCP
authentication

Type in the password
for the WCCP authen-
tication

WCCP forwarding
method

This configures IWSVA
to use the selected
WCCP forwarding
method

Select the GRE or L2
for WCCP forwarding
method

Anonymous FTP over
HTTP

The email address
passed to FTP sites

Change to an appropri-
ate address

Click Next after completing the additional configuration information.

A page appears where you specify your time zone. Proceed to Step 8 on page 3-8
to complete your time zone information.

Installing for ICAP Mode
If you select Deployment Option 3: ICAP Mode, the following additional
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Thetable below describes the configuration information required for this deployment

mode.

TABLE 3-7. Deployment Option 3: ICAP Mode

CONFIGURATION
PARAMETER

DESCRIPTION

Network Devices

Configure the network interface card to use DHCP or
manual IP address configuration.

Hostname

Select whether to set the hosthame automatically
through DHCP or manually. If set manually, type in the
applicable FQDN hostname for this IWSVA host.

Gateway

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the gateway for this IWSVA installation.

Primary DNS

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the primary DNS server for this IWSVA installa-
tion.

Secondary DNS

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the secondary DNS server for this IWSVA
installation.

e Click Next after the network configuration is set.

An additional page appears where you specify additional ICAP Mode
configuration information. Use the table below to complete the IWSVA
configuration in ICAP Mode.
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?31 TREND.  |nterScan Web Security Virtual Appliance

HTTP listening port: 1344

[] Enable "X-Virus-ID" ICAP header
[ Enable "X-Infection-Found" ICAP header

Anonymous FTP over HTTP

Email address to use: |anunymuus@rwss.trendm;cm.ccm

Dﬂeadme < Back

FIGURE 3-5 Page to specify additional ICAP Mode configuration
information

The table below describes the configuration information required for this
deployment mode.

TABLE 3-8. Deployment Option 3: ICAP Mode (Additional Information)

CONFIGURATION
PARAMETER

DETAILS RECOMMENDED VALUE

HTTP Listening port This is the port that 1344
IWSVA listens on to
receive connections
for ICAP.
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TABLE 3-8. Deployment Option 3: ICAP Mode (Additional Information)

CONFIGURATION

PARAMETER DETAILS RECOMMENDED VALUE
Enable X-Virus-1D Enable / Disable ICAP Check (enable)
(check box) details regarding mal-

ware detected being

recorded.
Enable X-Infec- Enable / Disable ICAP Check (enable)

tion-Found (check box) | details regarding mal-
ware detected and
passing details back to
the ICAP device.

Anonymous FTP over The email address Change to an appropri-
HTTP passed to FTP sites. ate address

»  Click Next after completing the additional configuration information.

A page appears where you specify your time zone. Proceed to Step 8 on page 3-8
to complete your time zone information.

Installing for Reverse Proxy Mode

If you select Deployment Option 4: Rever se Proxy M ode, the following additional
configuration is required.

Thetable below describes the configuration information required for this deployment
mode.

TABLE 3-9. Deployment Option 4: Reverse Proxy Mode

CONFIGURATION

PARAMETER DESCRIPTION

Network Devices Configure the network interface card to use DHCP or
manual IP address configuration.
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TABLE 3-9. Deployment Option 4: Reverse Proxy Mode

CONFIGURATION
PARAMETER

DESCRIPTION

Hostname

Select whether to set the hostname automatically
through DHCP or manually. If set manually, type in the
applicable FQDN hostname for this IWSVA host.

Gateway

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the gateway for this IWSVA installation.

Primary DNS

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the primary DNS server for this IWSVA installa-
tion.

Secondary DNS

If manual IP address configuration is selected for the
network device, type in the applicable IP address to be
used as the secondary DNS server for this IWSVA
installation.

» Click Next after the network configuration is set.

An additional page appears where you specify additional Reverse Proxy Mode
configuration information. Use the table below to compl ete the IWSVA
configuration in Reverse Proxy Mode.
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The table below describes the additional configuration information required for

this deployment mode.

TABLE 3-10.

Deployment Option 4: Reverse Proxy Mode (Additional
Information)

CONFIGURATION
PARAMETER

DETAILS

RECOMMENDED VALUE

HTTP Listening port

This is the port that
IWSVA listens on to
receive connections
for reverse proxy.

80

Protected Server

This is the IP address
of the Web server
IWSVA is protecting.

Type in the IP address
of the protected server

Port

This is the SSL port of
the Web server IWSVA
is protecting.

Type in the SSL port
number of the server
being protected

Enable SSL Port
(check box)

Enable / Disable SSL.

Leave disabled unless
required

Anonymous FTP over
HTTP

The email address
passed to FTP sites.

Type in an appropriate
email address

e Click Next after completing the additional configuration information.

A page appears where you specify your time zone. Proceed to Step 8 on page 3-8
to complete your time zone information.

Logging Into IWSVA for the First Time

After IWSVA has restarted, you can log in to the appliance either through the CLI or
the Web management interface.

»  For the CLI interface, type in your administrator username and password at the
console login prompt.
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*  For the Web management interface, on your workstation (not IWSVA) open a
new Web browser and then type in the URL (http://<IWSVA 5.0 IP
address>:1812) indicated in theinitial CLI banner. You will need the IWSVA
administrator account and password to login. The default administrator account
nameis“admin.”

Log in using the Web Ul and perform the following tasks:

» Adctivate and license IWSVA with your activation keys.

e Update IWSVA with the latest scan engines and pattern files.

Post-Installation Notes

After IWSVA reboots and theinitial CL1 is available, Trend Micro recommends that
you update your scan engine and virus pattern filesimmediately after registering and
activating the product (see the Administrator’s Guide).
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Migrating to IWSVA

This chapter describes the following:

About Migration

Information Not Migrated

Migrating from IWSS 3.1 Linux/Windows or IWSA 3.1 SP1 to IWSVA 5.0
Migrating from IWSVA 3.1 to IWSVA 5.0

Migrating from IWSVA 5.0 to another IWSVA 5.0
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About Migration

IWSVA 5.0 supports both full and partial migration. Use full migration to restore
system and application settings or to apply current configuration to an IWSVA
replacement machine. Perform a partial migration if you want to replace policy and
application level configurations.

WARNING! IWSVA 5.0 doesnot support migration from another language ver sion of

IWSVA 5.0, IWSVA 3.1, IWSS 3.1 Linux/Windows, or IWSA 3.1 SP1.

Before you perform a full migration, make surethe hardware configura-
tion and deployment mode are the same on both the source and tar get
IWSVA 5.0 machines.

Trend Micro recommends that you configure the target IWSVA 5.0
machine to usethe same | P address as in the backup configuration file
(exported from the source IWSVA 5.0 machine) to prevent unexpected
behavior after a full migration.

Do NOT connect both IWSVA 5.0 machinesto the network simul-
tanously. Only one IWSVA 5.0 machine should be connected at atime.

The configuration and policy information for the following IWSVA products can be
migrated to IWSVA:

IWSS 3.1 Linux
IWSS 3.1 Windows
IWSA 3.1 SP1
IWSVA 3.1
IWSVA 5.0

Important Notes

You can export IWSVA configuration to a backup file. Export information
includes both system level and application level configuration settings.

Use the Config Backup & Restore page in the Web console to import the
backup file containing the IWSVA 5.0 configuration. A screen displaysto prompt
you to select either full migration or partial migration.
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Password information in a configuration backup file will not be displayed in
clear text.

IWSVA records a configuration import or export action in the audit log.

Information Not Migrated
The following lists the items that are not migrated.

Full Migration

Logs stored in database, reports, messages, and quarantined files

Pattern and engine files and related version information in configuration files
Database password

Product activation code

HTTPS and applet re-sign CA certificates

OS and application patch

Partial Migration

Logs stored in database, reports, messages, and quarantined files

Pattern and engine files and related version information in configuration files
Database password and configuration

Product activation code

HTTPS and applet re-sign CA certificates

Deployment mode configuration

All configuration settings under the Administration menu in the Web console

The following settings from IWSS3.1 Linux, IWSS3.1 Windows, IWSA 3.1 SP1
and IWSVA3.1:

»  Schedule reports
» Log and report paths

(For partial IWSVA 5.0-to-IWSVA 5.0 migration) System level settings such as
| P address, hostname, and so on

OS and application patch
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Overview of the Migration Process

The following lists the major steps for both full and partial migration:

1. Back up previous IWSx settings for configuration rollback in case the migration
process is not successful.

2. Perform afresh IWSVA 5.0 installation on a new machine.

3. Import the previously backed up configuration file to the new IWSVA machine.
If you are migrating from a source IWSVA 5.0 to atarget IWSVA 5.0 machine,
you can choose to perform afull or partial migration.

4. You can access the Web console to configure new IWSVA 5.0 features that are
not in IWSVA 3.1, IWSS 3.1 Linux/Windows, or IWSA 3.1 SP1.

Note:  After the migration process completes, the default settings apply for IWSVA 5.0
features that are not available in IWSVA 3.1, IWSS 3.1 Linux/Windows, and
IWSA 3.1.

For alist of settings that are not migrated, refer to Information Not Migrated on
page 4-3.
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Migrating from IWSS 3.1 Linux/Windows or IWSA
3.1 SP1to IWSVA 5.0

Note:  IWSVA 5.0 does not support migration from another language version of IWSS 3.1
Linux/Windows, or IWSA 3.1 SP1.

1. Open the Web console of the source machine; then, select Administration >
Support; then, click Generate System Infor mation File.

2. Click Download to your computer to save the fileto alocal drive on your
computer.

3. Open the Web console of the target IWSVA 5.0 machine and then select
Administration > Configuration Backup/Restor e from the main menu.

4. Click Browse to select abackup file and then click Import.

Migrating from IWSVA 3.1 to IWSVA 5.0

Note:  IWSVA 5.0 only supports partial migration if you want to restore back to a
previous backup IWSVA 3.1 configuration.

IWSVA 5.0 does not support migration from another language version of IWSVA
3.1

1. Open the Web console of the source IWSVA 3.1 machine; then, select
Administration > Configuration Backup & Restore, and then click Export.

The screen displays a progress bar. When the export process is finished, a result
page displays the status. If configuration export is successful, IWSVA opens a
dialog box to prompt you to save the configuration fileto alocal disk. Save the
fileto alocal drive on your computer.

2. Open the Web console of the target IWSVA 5.0 machine and then select
Administration > Configuration Backup & Restore from the main menu.

3. Click Browse to select a backup file and then click Import.
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Migrating from IWSVA 5.0 to another IWSVA 5.0

4-6

Note:  IWSVA 5.0 does not support migration from another language version of IWSVA

5.0.

To perform afull migration, make sure the hardware configuration and deployment
mode are the same on both IWSVA machines. Trend Micro also recommends you
configure both machines to use the same IP address to prevent unexpected
behavior after a full migration.

If the IP address information in the backup file is different from the IP address of
the IWSVA machine to which you want to import the file, the migration results
screen will not display. In this case, you can view the migration results in the Audit
Log screen.

After afull migration, if the separate management interface is enabled on the
source IWSVA 5.0 machine, you must use the management |P address of the
source IWSVA 5.0 machine to access the Web console on the target IWSVA 5.0
machine.

Open the Web console of the source IWSVA 5.0 machine and select
Administration > Configuration Backup& Restore. Then, click Export to
back up the configuration.

The screen displays a progress bar. When the export process is finished, a result
page displaysthe status. If the configuration export processis successful, IWSVA
opens adialog box to prompt you to save the configuration file to alocal disk.
Savethefileto alocal drive on your computer.

Open the Web console of the target IWSVA 5.0 machine and then click
Administration > Configuration Backup/Restor e from the main menu.

Click Browseto select a backup file and then click Import.

A screen displays prompting you to select afull or partial migration. Choose an
option and click OK to continue.



Appendix: A

Deployment Integration

This appendix describes the following:

IWSVA in aDistributed Environment

Integration with LDAP

Damage Cleanup Services (DCS) Integration
Integration with a Cisco Router using WCCP
Configuring the Cisco device and IWSVA for WCCP
Configuring IWSVA for a WCCP Service Group
Protecting an HTTP or FTP Server using Reverse Proxy
Integration with an ICAP Device

Configuring the Local Squid Proxy
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IWSVA in a Distributed Environment

IWSVA is designed to be part of a distributed system and can establish a number of
network connections based on the configuration settings.

The administrator must ensure the following:

* None of the required channels are blocked
 All channels have enough throughput

» Servers use a supported version of the software
» Serversare able to handle heavy traffic load

Connection Requirements and Properties
Table A-1 below provides the required connections and their properties.

TABLE A-1. Required Connections and Properties

CONNECTING TRAFFIC: TYPE AND IF THE CONNECTION IS
COMPONENT VOLUME LOST
Clients Should be measured on No protection

the real network

Database server

Type: TCP

Volume:

* Low—if access logging
is disabled

* Medium—if access
logging is enabled

Cached data is used for
already started services.

Services will not start.

LDAP server (if config-
ured)

Type: LDAP

Volume: Medium

Cached data is used for
already started services.

Services will not start.

Trend Micro Active
Update Server

Type: HTTP and HTTPS

Volume: 10-50 Mb/day

IWSVA components can-
not be updated in time.
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TABLE A-1. Required Connections and Properties (Continued)

CONNECTING
COMPONENT

TRAFFIC: TYPE AND
VOLUME

IF THE CONNECTION IS
LOST

Web Reputation

Type: HTTP

Volume: Depends on the
specific access

Cached data is used for
already started services.

Service will not start and
user is given access to
requested URL.

Trend Micro DCS server
(if configured)

Type: HTTP

Volume: Depends on the
number of infected
machines

No cleaning is performed
for infected machines.

Throughput and Availability Requirements
The administrator must determine the IWSVA availability requirements.

* IsIWSVA downtime acceptable?
* If so, what isthe proper action (bypass or stop) to enforce when IWSVA is down?

« If afailover configuration with multiple IWSVA instancesis used, do the LDAP
server and the database server have the same level of failover?
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Integration with LDAP

Support Referral Chasing for Multiple LDAP Servers

A-4

IWSVA has an LDAP module that allows communication with multiple LDAP
servers with the ability to establish multi-domain tree- and forest-like environments.

If the configured main LDAP server from the IWSVA Web console Administration
> Network Configuration > Deployment Mode | User Identification page cannot
resolve client credentials, and the “referral chasing” is enabled (providing that the
referral server(s) is configured), IWSVA attempts to query for the requested
User/Group object with the configured Primary Referral Server. If the queried object
isstill not found, a configured Secondary Referral will be queried. In order to do that,
it must keep the credential s of the administrative account for all LDAP serversin the
[ LDAP- Set ti ng] section of thei nt scan. i ni file.

The Windows Active Directory (AD) Global Catalog enables LDAP clients, such as
IWSVA, to query objects native to the domain being queried, and those residing in
remote domains, as long as the AD server being queried and the remote AD server
has Global Catalog enabled. The Global Catalog server accepts the LDAP requests
on port 3268 and allows querying the user credentials, full name and membership in
the global and universal groups across all other domains in the forest. The use of the
Global Catalog is handy when creating IWSVA LDAP policies for a parent group
with user(s)/group(s) member(s) residing on remote domains that are part of many
sub-domain levels.

To use this feature, the IWSVA administrator should configure the main LDAP
server that IWSVA uses from the Web console Administration > Networ k
Configuration > Deployment Mode | User |dentification page to communicate
with a designated Global Catalog-enabled Active Directory server using port 3268,
instead of using the default LDAP communication port 389.
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Note: Global Catalog is only available in Microsoft Active Directory. The advantage of
using the Global Catalog port includes better performance for LDAP object lookup,
and allows object lookup that resides in many sub-levels of the Active Directory tree
(beyond three). However, in order for IWSVA to utilize the Global Catalog, the AD
being requested for an object needs to have the Global Catalog enabled along with the
AD where the queried user/group object reside. IWSVA supports the use of the Global
Catalog port only to be configured as the main LDAP server, and not part of the
IWSVA referral chasing servers.

Tip: Trend Micro recommends allowing IWSVA to query the root Active Directory server
with the Global Catalog enabled, and using Universal group types to do group
nesting when applying policies. This can be seen by the Global Catalog and will be
visible throughout the Active Directory. For more information, see Microsoft support
(http://support.mcrosoft.com kb/231273).
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LDAP Authentication in Transparent Mode

Before configuring LDAP authentication on IWSVA deployed in transparent mode
(bridge and WCCP), review the following criteria to ensure each item is fully met.

A-6

IWSVA must have avalid hostname assigned (click Administration > Network
Configuration > Interface Configuration | Data I nterface). Make surethe
hostname is also entered in the corporate DNS server.

Ensure that the user ID cacheis enabled. By default, thisisenabled. If it has
been disabled for any reason, it must re-enabled before enabling transparent
mode authentication. You can enable user ID cache using the conf i gur e

| dap i puser_cache enabl e command inthe CLI.

By default, IWSVA keeps user ID cache information for up to 1.5 hours. If you
need to lower the cache timeout value, usetheconfi gure | dap

i puser _cache <interval >commandinthe CLI to set a shorter cache
interval.

If authentication is enabled, IWSVA will block all non-browser applications
trying to access the Internet. For example, the MSN application may try to
access the Internet before the user has a chance to log in the IWSVA server. |If
this happens, the application will be blocked as the user has not successfully
authenticated to IWSVA. You can perform one of the following:

a. Bypass LDAP authentication for the application by adding the URL s that
application accesses to "Global Trusted URLs.” The URLs in thislist will
bypass both authentication and content scanning.

b. Instruct usersto open their Web browsers and get authenticated before starting
up applications that need Internet access.

c. Add the IP address of the client machine to "L DAP authentication White
List." IPaddressin thislist will bypass L DAP authentication.

When LDAP authentication is enable and you enable bridge mode on IWSVA
and select Enable transparence in the Deployment Mode screen, awarning
screen displays. Thisis because Simple transparency is selected by default and
IWSVA does not support user/group name authentication in simple transparency
mode. In this case, click OK to close the warning screen and select WCCP to use
LDAP authentication.

When User/group authentication is enabled in either forward proxy mode or
transparent mode with Active Directory, you can take advantage of the automatic
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authentication feature provided in Internet Explorer Web browser. With automatic
authentication, clients already logged on the domain network can access the local

Intranet without having to enter the logon information (such as the user name and
password); that is, no password pop-up screen displays.

Note:  You must configure |E settings to enable automatic authentication on each client
computer.
By default, automatic authentication is enabled in |E 7.0.

Refer to the Administrator’s Guide for more detailed information.

Damage Cleanup Services (DCS) Integration

While IWSVA can detect and block worms and spyware at the HTTP and FTP
gateway, it can also work in conjunction with Trend Micro Damage Cleanup Services
to clean infected clients. Damage Cleanup Servicesis a comprehensive service that
helps assess and clean system damage without installing software on client
computers in a network. It performs the following activities:

» Removesregistry entries created by worms and Trojans

» Removes memory resident worms, Trojans, and spyware/grayware

» Repairs system file configurations modified by maware

After IWSVA isregistered with one or more DCS servers, IWSVA issues a cleanup
request if it detects one of the following trigger conditions:

 Client PC attemptsto access a URL classified as“ Spyware,” “ Disease Vector,” or
“Virus Accomplice” by the Phish pattern file, or

 Client PC uploads avirus classified asaworm
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Note: If malware attempts to contact a remote server using a protocol other than HTTR,
IWSVA will not detect it, thus will not trigger a cleanup.

Ld

IWSVA Seer \0
T lud
O

Internet 2 :
e Client

(E

HTTP Server
Client

FIGURE A-1 How IWSVA requests DCS to perform a client cleanup

When IWSVA registersto a DCS server, infected client cleanups are handled in the
following manner:

1. IWSVA detects the client attempting to access a URL listed in the PhishTrap
pattern file or uploading aworm.

IWSVA requests the DCS server to clean up the infected client.

DCS attempts to connect to the infected client and clean it through remote
procedures.

4. DCS reports the outcome of its cleaning attempt to IWSVA for logging.

When it receives a cleanup request from IWSVA, DCS attempts to connect to the
infected client and repair the system damage. The outcome of the cleaning attempt,
either successful or unsuccessful, is reported back to the IWSVA server for logging.
If the cleanup attempt is not successful, then the client is redirected to a Web page
hosted on the DCS server and an ActiveX control again attemptsto clean the infected
computer, with the permission of the computer’s user.
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Note: If you are using DCS in conjunction with a HTTPS-enabled IWSVA Web management

console, IWSVA must be configured to allow access to the secure port (typically
8443). If accessto the secure port is blocked, IWSVA will be unable to redirect clients
to DCS for clean-up requests.

Using SSL with Damage Cleanup Services (DCS)

To redirect clients to DCS to clean up malicious code when you are using the
HTTPS-enabled Web management console, access to the secure port that IWSVA
uses (typically 8443) must be enabled. Otherwise, redirection to DCS will not be
successful, because the redirection request will be blocked.

To allow access to secure port 8443:

1

Click HTTP > Configuration > Access Control Settings, and make the
Destination Portstab active.

Under the Action drop-down list, select Allow.
Select the Port radio button.
In the Port field, enter the port number used for HTTPS traffic (typically 8443).
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5. Click Add and then Save.

TREND MICRO™InterScan™Web Security Virtual Appliance
Access Control Settings
Summary Client 1P | Server IP White List [ Destination Ports .| HTTPS Ports
~ HTTP
Actiont Allow =
+ HTTPS Decryption
+HTTP S Coan
can &
g
+ Applets and ActiveX Port:
+ URL Filtering € port Range
IntelliTunnel Port: [8443 i‘
Access Quota Policies 5
Port Evalustion 0ojop.
+ URL Access Centrol Order
- Configuration (Deny) All oo ¥ i |
Approved Lists (Allow) 80 T ol
Access Control Settings b | oo A @
Custom Categories
(Allow) 210 4 aw w
Digital Certificates
EL S (Allow) 1025 ~ 65535 5 av i |
v FTP (Allow) 21 6 av i |
» Reports (Allow) 443 7 aw &
¥ Logs (Allow) 563 g a i
Elpcates Save | cancal
Notifications
b Adminictratinn

FIGURE A-2  Allow access to the secure port (typically 8443) if using
DCS and the HTTPS management console

Integration with a Cisco Router using WCCP

You can integrate IWSVA on a network that uses a Cisco router at the gateway
without changing the browser settings of the client machines. Thisis achieved by
utilizing Cisco's WCCP protocol.
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Configuring the Cisco device and IWSVA for
WCCP

In order to prevent communication related issues, WCCP needs to be configured on
the Cisco router or switch before being configured on IWSVA.

To configure a Cisco device and IWSVA for WCCP:

1.

N o ok~ w0 DN

10.

Configure WCCP on either the router or switch being used with IWSVA.

Refer to your Cisco device manual for configuration details.

Log into the IWSVA Web console.

Click Administration > Network Configuration > Deployment Mode.
Select Forward Proxy.

Select Enable Transparency.

Select Use Web Cache Coordination Protocol (WCCP).

Enter the router | P address(es).

A maximum of eight routers can be entered. Enter only valid | P address(es).

Optionally, enter a password.

If you specify no password for IWSVA, then you should specify no password for
the router. If you specify a password for IWSVA, then ensure that the same
password is also used for the Cisco device(s).

While certain routers support Message-Digest algorithm 5 (MD5) encryption
types 0-7, IWSVA only supports WCCP encryption types 0-6. Therefore, if you
set the optional router password type for WCCP communication, choose avalue
from 0-6. Encryption type 7 is a Cisco proprietary type and is not supported.

Choose the WCCP forwarding method: GRE or Layer 2.

Typically, Cisco routers only support GRE. Cisco switches only support the
Layer 2 redirect assignment method. If in doubt, refer to the router or switch
manual.

Click Saveto save the WCCP settings.
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After the WCCP configuration is saved, you can usetheshow i p wecp 80

det ai | command on the router or switch to verify that IWSVA has been added as
one of the WCCP cache engines. If this addition is successful, various information
displays, including the IWSVA |P address (Web Cache ID) and the state of the
IWSVA unit, which will be usable. The following is atypical display indicating that
IWSVA was added successfully:

Web Client ID: 10.204.170. 97
Pr ot ocol Version: 2.0

St at e: Usabl e

Redi recti on: L2

Packet Return: GRE

Packet Redirection: 55

Connect Ti me: 00: 09: 08

Assi gnment : MASK

If IWSVA was not added successfully as one of the WCCP cache engines, then no
information will be displayed. In this case, you can usethedebug i p wccp
packet s command to determine the problem.

For IWSVA, certain WCCP communication-related information is also available
fromthehttp. | ogfileinthe/etc/iscan/ | og/ directory. To locate this
information, search for log entries that begin with “WCCP”.

Note: The CLI command, show | og http <log date> nonitor http canbe
used to search for log entries.

To view WCCP logs, turn on the log flag (wccp_| oggi ng = 1) within the
/etc/iscan/ | WSSPI Pr ot ocol Ht t pProxy. pni file.
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Configuring WCCP Assignment Method
By default, the WCCP assignment method is mask. You can change this setting.
To configure WCCP assignment method:
1. From the shell, stop the WCCP daemon by issuing the following command:
/usr/iwss/ S99 SWCCPd st op

2. Modify the value of weep_assignment_method in the
Ivar/iwss/ | WSSPI Prot ocol Htt pProxy. pni file

The value 1 means hash and 2 means mask.

3. Restart the WCCP daemon by issuing the following command:
/usr/iwss/S99I SWCCPd st art

Configuring IWSVA for a WCCP Service Group

After installed, IWSVA uses service ID 80 (a WCCP component) to represent the
WCCP service group. The associated router redirects HTTP/HTTPs and FTP traffic
to this service group. In order to work with IWSVA, configure your routers using the
same service ID. If arouter does not have ID 80 available, then choose another
service ID and then customize IWSVA as described in this section.

Load Balancing for WCCP Communication

Using the Well-Known Service Group for WCCP communication with more than one
IWSVA device as part of the service group does not load balance as well as using the
Dynamic Service Group (default service ID 80 for IWSVA). The load balancing
offered by the Well-Known Service Group deviates more from the round robin
concept than does the Dynamic Service Group. This might be because of the load
balancing algorithm WCCP uses, and the way the WCCP router or firewall operates.

For best performance and resource usage distribution among IWSVA devices, Trend
Micro recommends using the Dynamic Service Group (default service ID 80 for
IWSVA) where applicable.
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Note: In order to prevent communication related issues, WCCP needs to be configured on
the Cisco router or switch before being configured on IWSVA (see Configuring the
Cisco device and IWSVA for WCCP).

Configuring IWSVA to use the Dynamic Service Group

The WCCP's Dynamic Service ID is configurable by editing the
/etc/iscan/ | WsSPI Pr ot ocol Htt pProxy. pni file.

You can modify the following default entries from 80 to the desired service ID.
weep_servi ce=dynam ¢ 80 protocol =tcp

flags=src_i p_hash priority=120 ports=80, 21, 443

Note: The first and second lines of the above code should be typed as asingle line. Because
of space limitations in this readme, this code occupies two lines.

To configure the Dynamic Service ID:

1. Access IWSVA though SSH or direct console.

2. Loginasroot.

3. From the shell, stop the WCCP daemon by issuing the following command:
/usr/iwss/ S99 SWCCPd st op

4. Modify the following parametersin the
/etc/iscan/ | WBSPI Pr ot ocol Ht t pProxy. pni file by modifying the default
service ID from 80 to the desired value.

Example:
weep_servi ce=dynam ¢ 99 protocol =tcp
flags=src_i p_hash priority=120 ports=80, 21, 443

5. Change the WCCP service ID on the WCCP-supported Cisco deviceto the
configured service ID.

In the previous example, the configured service ID is 99.
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6. From the console manager, restart the WCCP daemon by issuing the following
command:

/usr/iwss/ S99l SWCCPd restart

Note: In order to implement the new service ID on IWSVA, restart thewc cpd daemon after
the service ID is modified. This results in both IWSVA and the supported WCCP
Cisco device being configured to use the same service ID, which allows them to
belong to the same service group. As members of the same service group, IWSVA and
the WCCP Cisco device can communicate with each other.

The valid customizable WCCP Dynamic Service ID range is from 51-255, while 0-50
is reserved for Well-Known services. Certain WCCP routers only accept service ID
range from 0-99.

Configuring IWSVA to use the Well-Know Service Group

For some older routers that do not support WCCP Dynamic Service group, IWSVA
can be configured to use the Well-Known Service group.

Note: If IWSVA is configured to use the Well-Known Service ID to join a Well-Known
Service group, then Trend Micro recommends configuring only one router on each
IWSVA device.

To configure the Well-Known Service ID:
1. Accessthe IWSVA through ssh or direct console.
2. Loginasther oot user.

3. Modify the following parametersin the
/etcliscan/ 1 WSSPI Pr ot ocol Ht t pProxy. pni file by commenting out the first
line and then by adding the second one below:

# wccp_servi ce=standard O protocol =tcp
flags=src_i p_hash, dst_i p_hash, source_port_hash priority=120
port s=80

flags=src_i p_hash, dst_i p_hash, source_port_hash priority=120
port =80
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weep_std_service=standard 0O

4. Change the WCCP service ID on the WCCP-supported Cisco deviceto the
configured service ID.

In the previous step, the configured ID is 0. Typically, Cisco devices with WCCP
support use the string, Web-cache, as part of the WCCP command for using
service ID 0.

5. From the shell, restart the WCCP daemon by issuing the following command:
/usr/iwss/S99I SWCCPd restart

Note: Based on the WCCP specification, the Well-Known service group configuration does
not support FTP traffic redirection to IWSVA for scanning. Configure the WCCP
Cisco device to use the Well-Known service type prior to configuring IWSVA to avoid
WCCP communication issues.

Configuration 1: Firewall only between WCCP Router and
Internet

The following graphic illustrates HTTP and FTP traffic.
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\

%’ - {3) HTTP/FTP Connect Complete

FIGURE A-3 WCCP and HTTP and FTP Traffic

Configuration 2: Firewall on Client Machine

If the client machine (laptop in the previous graphic) uses a personal firewall in
addition to the firewall between the WCCP router and the Internet, then IWSVA
cannot support FTP scanning.

Configuration 3: Stateful Firewall Between Client and
IWSVA

If astateful firewall exists between the client machine (laptop in the previous
graphic) and IWSVA, then IWSVA cannot support FTP scanning.
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Controlling WCCP Logging

HTTP and WCCP both write to the HTTP log. While HTTP uses the verbose
attribute to enable or disable detailed logging, WCCP uses a different attribute to
enable or disable logging.

By default, WCCP logging is enabled. You can disable WCCP logging by adding the

linewcep_I| oggi ng=0 tothe/ et ¢/ i scan/ | WBSPI Pr ot ocol Ht t pPr oxy. pni file.

Changing the lineto wcep_I oggi ng=1 turns WCCP logging back on again.

Configuration steps:

1. If the WCCPisaready enabled, stop the WCCP daemon from the command line
after accessing the IWSVA shell interface by / usr /i wss/ S991 SWCCPd stop.

2. Addthelinewccp_| oggi ng=0 under the [http] sectioninthe
/etc/iscan/ | WBSPI Pr ot ocol Ht t pProxy. pni file.

3. Start the WCCP daemon from command line/ usr /i wss/ S991 SWCCPd start.

Note: WCCP logging only records WCCP control messages and not user traffic activities.
The WCCP daemon needs to be restarted to pick up the WCCP logging settings in the
| WBVAPI Pr ot ocol Ht t pProxy. pni file

Sample PIX Firewall Configuration

Below, is an example of how WCCP could be configured on aPIX firewall using a
Well-Known and Dynamic Service ID, along with an enabled password. Theinside
statement represents the name associated with an inside (most trusted) network
interface on aPIX firewall.

The command lines containing Web-cache are used for a Well-Known Service ID.
The command lines containing 80 are used for a Dynamic Service ID, with the
default value for IWSVA specified. For more detailed PIX firewall configurations,
refer to the relevant Cisco documentation.

wccp web-cache password <passwor d>

weep interface inside web-cache redirect in

weecp 80 password <password>
weep interface inside 80 redirect in
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The password is a pha-numeric and can be up to eight charactersin length. The

password is M D5-based and the same password specified for the firewall must be
specified for IWSVA.

Protecting an HTTP or FTP Server using
Reverse Proxy

If you are protecting the HTTP server, install the HTTP scanning serviceinthe HTTP
proxy mode and use the reverse proxy configuration.
» Define the following configuration setting in the [http] section of the pni-file

» sel f_proxy=rever se—specifies operation mode

* reverse_server —specifies the | P address of the protected HTTP server

* reverse_server_port—specifiesthe TCP port of the protected HTTP
server

Note: To simplify the deployment of the reverse-proxy configuration in an
HTTP/HTTPS environment, IWSVA can listen for the incoming (HTTPS)
connection on a port specified by the [ mai n] / secondar yport configuration

parameter, and forward this traffic without scanning to port 443 of the protected
server.
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HTTFP or FTP IS Server

Server

FIGURE A-4 Protecting a Dedicated Server

If you are protecting the FTP server, install the FTP scanning service and configure it
to use an FTP proxy.

» Define the following configuration settings in the [ftp] section of the pni-file:

e proxy_node=dedi cated specifies operational mode

e ftp_server specifies the IP address of the protected FTP
server
e ftp_server_port specifies the TCP port of the protected server

Integration with an ICAP Device

You can integrate IWSVA on a network that utilizes an ICAP 1.0 compliant cache
server.

Setting up an ICAP 1.0-compliant Cache Server
Configure an ICAP client to communicate with the ICAP server.
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To set up ICAP for NetCache Appliance: on page A-21
To set up ICAP for the Blue Coat Port 80 Security Appliance: on page A-23
To set up ICAP for Cisco CE ICAP servers. on page A-26

Setting up ICAP for NetCache Appliances
To set up ICAP for NetCache Appliance:

1

Log on to the NetCache console by openinght t p: / / { SERVER- 1 P}: 3132 ina
browser window.

Click the Setup tab, and then click ICAP > ICAP 1.0 in the left menu.

Click the General tab, and then select Enable | CAP Version 1.0. Click Commit
Changes.

Note:  Anerror message “i cap: This service is not |icensed.”
appears if you have not provided the required |CAP license key for NetCache.

Enter an ICAP license key:

a. Click the Setup tab, and then click System > Licensesin the left menu. The
System Licenses screen appears.

b. Typel WFLPWA under the ICAP license section.
c. Click Commit Changes.

Select the Service Farmstab on the ICAP 1.0 screen, and then click New
Service Farm to add ICAP servers. Then, assign the service farm name in the
Service Farm Name field.

»  For response mode, select RESPM OD_PRECACHE in the Vectoring
Point field

e For request mode, select REQMOD_PRECACHE in the Vectoring Point
field
Select Service Farm Enable.

In the L oad Balancing field, choose the proper algorithm that you use for load
balancing (if you have more than one ICAP server in the service farm). Clear
Bypasson Failure.
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10.

11.

12.

Note: Disable Bypass on Failure if the priority is more on virus propagation within
your network. Otherwise, enable Bypass on Failure to guarantee an
unblocked connection to the Internet.

Under the Consistency field, choose strong from the drop-down menu and leave
the lbw Threshold field empty.

Under the Services text box (for response mode), type:

i cap:// {1 CAP- SERVER- | P}: 1344/ resp on,

where | CAP- SERVER- | P isthe IP address of IWSVA ICAP for response mode.
Under the Services text box (for request mode), type

i cap://{| CAP- SERVER- | P}: 1344/ REQ Ser vi ce on,

where | CAP- SERVER- | P isthe | P address of IWSVA ICAP for request mode.

For multiple IWSVA ICAP server services, type the additional entriesin step 8.
For example:

For response mode,

* icap://{l1 CAP- SERVERL- | P}: 1344/ resp on

* icap:// {1 CAP- SERVER2- | P}: 1344/ resp on

Click Commit Changes.

For request mode,

* icap:// {1 CAP- SERVER1- | P}: 1344/ REQ Servi ce on

* icap:// {1 CAP- SERVER2- | P}: 1344/ REQ Servi ce on

Click Commit Changes.

Note:  For multiple ICAP servers within a service farm with strong consistency
selected, make sure that all ICAP servers have identical i nt scan. i ni and
other configuration files and the same virus pattern. The service farm will not
work properly if the ICAP servers have different configurations.

Click the Access Control Liststab, and then select Enable Access Control
Lists.

Typeicap (Service Farm name of the | CAP Server) anyintheHTTP
ACL field.

Click Commit Changes.
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To configure scanning FTP over HTTP traffic, go to FTP > Configuration >
AccessControl Lists, andthenadd “i cap (service farm nane)” intothe
FTP ACL field.

Setting up ICAP for Blue Coat Port 80 Security Appliance
To set up ICAP for the Blue Coat Port 80 Security Appliance:

1.

o a0k wbd

L og on to the management console by typing ht t p: / / { SERVER- | P} : 8081 inthe
address bar of your Web browser (specifying port 8081 as the default
management port).
For example, if the IP address configured during the first-time installation is
123.123.123.12, enter the URL http://123.123.123.12:8081 in the Web browser.
Select Management. Type the logon user name and password if prompted.
Click ICAP in the left menu, and then click the ICAP Services tab.
Click New. The Add | CAP Service screen appears.
In the ICAP service namefield, type an al phanumeric name and then click OK.
Highlight the new ICAP service name and click Edit.
The Edit | CAP Service name screen appears.
Type or select the following information:
a. |CAPversion number (that is, 1.0)
b. Theservice URL, which includes the virus-scanning server host name or |P
address, and the ICAP port number. The default ICAP port number is 1344.
*  Response mode:
i cap: //{| CAP- SERVER- | P} : 1344
*  Request mode:
i cap: / /{1 CAP- SERVER- | P}: 1344/ REQ Ser vi ce
where | CAP- SERVER- | P isthe |P address of IWSVA ICAP.

¢. The maximum number of connections (ranges from 1-65535). The default
valueisb.

d. The connection timeout, which is the number of seconds the Blue Coat Port
80 Security Appliance waits for replies from the virus-scanning server. The
range is an interval from 60 to 65535. The default timeout is 70 seconds.
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Choose the type of method supported (response or request modes).
Use the default preview size (bytes) of zero (0).

Click Sense settings to retrieve settings from the ICAP server
(recommended).

To register the ICAP service for health checks, click Register under the
Health Check Options section.

Click OK and then click Apply.

Note:  You can edit the configured ICAP services. To edit a server configuration

again, select the service and click Edit. The examples used for configuring
ICAP for Blue Coat is based on version 2.1.07. The settings might vary
depending on the version of Blue Coat.

Add response or request mode policy.

The Visual Policy Manager requires the Java 2 Runtime Environment Standard
Edition v.1.3.1 or later (also known as the Java Runtime or JRE) from Sun™
Microsystems, Inc. If you already installed JRE on your workstation, the
Security Gateway opens a separate browser window and starts the Visual Policy
Manager. The first time you start the policy editor, it displays an empty policy.

If you have not installed JRE on your workstation, a security-warning window
appears. Click Yesto continue. Follow the instructionsto install the JRE.

To add the response mode policy:

a
b.

Select Management. Type the logon user name and password if prompted.

Click Policy in the left menu, and then click the Visual Policy Manager
tab.

Click Sart.

If the Java Plug-in Security Warning screen appears, click Grant this
session.

On the menu bar, click Edit > Add Web Content Palicy.
The Add New Policy Table screen appears.
Type the policy name under the Select policy table namefield. Click OK.
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f.  Under the Action column, right-click Bypass | CAP Response Service and
click Set.

The Add Object screen appears.
g. Click New and select Use | CAP Response Service.
The Add ICAP Service Action screen appears.

h. Choose the ICAP service name under the ICAP Service/Cluster Names
field. Enable Deny the request under the On communication error with
I CAP service section. Click OK, and then click OK again.

i. Click Install Policies.
To add the request mode policy:
a. Select Management. Type the logon user name and password if prompted.

b. Select Policy in the left menu, and then click the Visual Policy M anager
tab.

c. Click Sart. If the Java Plug-in Security War ning screen appears, click
Grant this session.

d. Onthemenu bar, click Edit > Add Web Access Palicy.

The Add New Policy Table screen appears.
e. Typethe policy name under the Select policy table namefield. Click OK.
f.  Under the Action column, right-click Deny and click Set.

The Add Object screen appears.

g. Click New and select Use ICAP Request Service. The Add | CAP Service
Action screen appears.

h. Choose the ICAP service name under the | CAP Service/Cluster Names
field.

i. Enable Deny the request under the On communication error with ICAP
Sser vice section.

j. Click OK, and then click OK again.
k. Click Install Palicies.
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10. To check the current policy, go to the Policy screen, click the Policy Filestab,

and then click Current Policy.

File Edit ‘Wiew Favorites Tools  Help

s

: Installed Policy -- compiled at: Mon, 11 MNow 2002 23:32:08 UTC
Default proxy policy is ALLOW

: Policy Rules
<Proxys
request.icap_service (request)

<Cachex —
response.icap serwvice (response)

-
4 | »

FIGURE A-5  Current configured policy

Setting up ICAP for Cisco CE ICAP Servers

IWSVA supports Cisco ICAP servers (CE version 5.1.3, b15). All ICAP settings are
performed through a command line interface (CL1); there is no user interface
associated with the Cisco | CAP implementation.

To set up ICAP for Cisco CE ICAP servers:

1

2.
3.
4
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Open the Cisco CE console.

Typeconf i g to enter the configuration mode.

Typel CAP todisplay alist of all ICAP-related commands.

Create aresponse modification service, by typing the following:
i cap servi ce RESPMOD SERVI CE NAME

The ICAP service configuration menu opens. Display alist of al available
commands. Type the following commands:

server icap://1CAP SERVER | P: 1344/ resp (t0 assign a server type)

vect or - poi nt respnod- precache (to assign the proper vector point type)
error-handling return-error (toassignthe proper error-handling type)
enabl e (to enable the ICAP multiple server configuration)

Typeexi t.

Create arequest modification service, by typing
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i cap servi ce REQUESTMOD SERVI CE NAME

This command takes you into the ICAP service configuration menu. Display a
list of all available commands. Issue the following commands:

server icap://|1CAP SERVER | P: 1344/ REQ Servi ce (toassign aserver
type)

vect or - poi nt reqgnod- precache (to assign the proper vector point type)
error-handling return-error (toassignthe proper error-handling type)
enabl e (to enable the ICAP multiple server configuration)

Typeexi t.

For additional configuration steps, type the following:

i cap append- x- headers x-client-ip (toenable X-client headersfor reports)
i cap append-x- headers x-server-ip (toenableX-server headersfor
reports)

i cap rescan-cache | STag- change (to turn on ISTAG rescan for updates)
i cap bypass streaning-nedi a (to exclude streaming mediafrom ICAP
scanning)

icap apply all (toapply al settings and activate ICAP type)

show i cap (todisplay current ICAP configuration at root CLI menu)

Configuring Virus-scanning Server Clusters

For the Blue Coat Port 80 Security Appliance to work with multiple virus-scanning
servers, you must configure a cluster in the Security Gateway (add the cluster, and
then add the relevant ICAP services to the cluster).

To configure a cluster using the management console:

1

Select Management.

Type the logon user name and password if prompted.

Click ICAP in the left menu, and then click the | CAP Clusterstab.

Click New.

The Add ICAP Cluster screen appears.

Inthe | CAP cluster namefield, type an alphanumeric name and then click OK.
Highlight the new ICAP cluster name and click Edit.
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The Edit ICAP Cluster name screen appears.
6. Click New to add an ICAP service to the cluster.

The Add ICAP Cluster Entry screen appears. The pick list containsalist of
any services available to add to the cluster.

7. Choose a service and then click OK.

8. Highlight the ICAP cluster entry and click Edit.
The Edit ICAP Cluster Entry hame screen appears.

9. InthelCAP cluster entry weight field, assign aweight from 0-255.

10. Click OK and then OK again, and finally Apply.

De

leting a Cluster Configuration or Entry

You can delete the configuration for an entire virus-scanning server cluster, or you
can delete individual entries from a cluster.

Note: Do not delete a cluster used in a Blue Coat Port 80 Security Appliance policy if a
policy rule uses a cluster name.

To delete a cluster configuration using the management console:

1. Select Management. Type the logon user name and password if prompted.
2. Click ICAP inthe left menu, and then click the ICAP Clusterstab.
3. Click the cluster you want to delete.

4, Click Delete, and then click OK to confirm.

Enabling “X-Virus-ID” and “X-Infection-Found” Headers

A-28

IWSVA can return 2 optional headers from the ICAP server whenever avirusis
found: the “ X-Virus-ID” and the “X-Infection-Found” headers. Neither of these
headers are returned by default for performance reasons, because many ICAP clients
do not use these headers. They must be enabled in the IWSVA management console.

e “X-Virus-ID” contains oneline of US-ASCI|I text with a name of the virus or risk
encountered. For example:
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X-Virus-1D ElICAR Test String

e “X-Infection-Found” returns a numeric code for the type of infection, the
resolution, and the risk description.

For more details on the parameter values, see:

http://ww. i cap-forum org/docunents/specification/draft-stecher-
i cap- subi d- 00. t xt

To enable the X-Virus-ID header:

1. From the main menu, click Administration > Network Configuration >
Deployment Mode.

2. Onthe Deployment M ode page, select Enable 'X-Virus-ID' ICAP header
and/or Enable ' X-Infection-Found' | CAP header.

Configuring the Local Squid Proxy

See the Administrator’s Guide for complete details.

A-29



Trend Micro™ InterScan Web Security Virtual Appliance™ Installation Guide

A-30



Appendix: B

Tuning and Troubleshooting

This appendix explains the following:

* IWSVA Performance Tuning
 Troubleshooting
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IWSVA Performance Tuning

If you are experiencing issues with slow browsing performance, consider the
following modifications and the IWSVA remote rating service.

URL Filtering

IWSVA utilizes the Trend Micro URL Filtering Engine to perform URL
categorization and reputation rating based on the data supplied by the Trend Micro
Web Reputation feature. Trend Micro recommends using the default setting of a
weekly update check to ensure that your installation has the most current URL
Filtering Engine.

IWSVA can control URL access based on Web Reputation feedback, the optional
URL Filtering module, or a combination of both. The combination of Web
Reputation and the URL Filtering module is a multi-layered, multi-threat protection
solution provided by IWSVA.

The optional URL Filtering module grants or denies Web access based on the
category to which a URL belongs. Web Reputation grants or denies Web access
based on whether the requested URL is a phishing or pharming threat, has hacking
potential, or has a reputation score that deems it untrustworthy. Both the optional
URL Filtering module and Web Reputation are controlled by the specifications you
make in policies.

For further details, see Chapter 7 in the Administrator’s Guide.

LDAP Performance Tuning

B-2

When running IWSVA to use the User/group name authentication identification
method (LDAP), HTTP proxy performance becomes dependent upon the
responsiveness of the LDAP directory server. In aworst case scenario, every HTTP
request would require an LDAP query to authenticate the user's credentials, and
another to retrieve group membership information for that user. These queries
introduce latency in terms of the transmit/receive delay between IWSVA and the
LDAP server, and add load to the LDAP server itself.
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LDAP Internal Caches

To reduce the amount of LDAP queries required, IWSVA provides severa interna
caches:

» User group membership cache: This cache can store group membership
information. By default, entriesin this cache will be valid for 48 hours, or until the
cachefills (at which point entries are replaced, starting with the oldest).

Thetimeto live (TTL) for entries in this cache can be configured through the
setting user _groups_central _cache_i nt erval inthe [user-identification]
section of i nt scan. i ni configuration file.

» Client IPto User ID cache: This cache associates a client | P address with a user
who recently authenticated from that same | P address. Any reguest originating
from the same | P address as a previously authenticated request will be attributed to
that user, provided the new request isissued within a configurable window of time
(15 minutes by default for HTTPR, 90 minutes for ICAP) from that authentication.
The caveat isthat client |P addresses seen by IWSVA must be unique to a user
within that time period, thus this cache is not useful in environments where thereis
aproxy server or source NAT between the clients and IWSVA, or where DHCP
frequently reassigns client I Ps.

To enable or disable this cache, change theenabl e_i p_user _cache setting in
the [user-identification] section of thei nt scan. i ni file. To changethe TTL of
this cache, changethei p_user _central _cache_i nt erval (unitishours). For
example, to create a TTL of 30 minutes, enter 0. 5.

» User authentication cache: This avoids re-authenticating multiple HTTP requests
passed over a persistent connection. When users pass the credential validation over
a persistent connection, IWSVA adds an entry (two important keysin one cache
entry are the client’s | P address and the client’s username) in the user
authentication cache so the subsequent requests over a keep-alive connection will
not authenticate again. The client |P address and client’s username serve as two
forward references, or links, to the “client IP to user ID cache” and “user group
membership cache,” respectively. IWSVA will thus still be able to retrieve the
user’s connection information from both the I P-user and user-group caches.

When deploying IWSVA with LDAP integration, it isimportant to consider the
additional load that authenticating HT TP requests will place on the LDAP directory



Trend Micro™ InterScan Web Security Virtual Appliance™ Installation Guide

B-4

server. In an environment that cannot effectively use the client IP to user ID cache,
the directory server will need to be able to handle queries at the same rate as IWSVA
receives HTTP requests.

Disable Verbose Logging When LDAP is Enabled

Trend Micro recommends turning off verbose logging in thei nt scan. i ni file,
under the [http] section, “verbose” parameter) when LDAP is enabled for server
performance reasons. Verbose logging is primarily used by software developers to
identify abnormal application behavior and troubleshooting. In a production
deployment, verbose logging is usually unnecessary.

If verbose logging is enabled and LDAP is also enabled, IWSVA will log user
authentication information and group membership information in the HTTP log in
the \Log folder. Logs might contain hundreds of lines per user and therefore
significantly consume disk space, depending on the amount of internal traffic and the
number of groups a user is associated with. Verbose logging keeps the service busy
with issuing /O operations to the operating system. This might prevent the service
from responding to HTTP requests in atimely fashion, hence latency might occur. In
an extreme bursting HTTP traffic environment, it's possible to observe significant
delays when IWSVA starts up in verbose mode.

LDAP Authentication in Transparent Mode

Before configuring LDAP authentication on IWSVA deployed in transparent mode,
review the following criteriato ensure each item is fully met.

e IWSVA must have avalid hostname assigned (click Administration > Network
Configuration > Interface Configuration | Data I nterface). Make surethe
hostname is also entered in the corporate DNS server.

*  Ensurethat the user ID cacheis enabled. By default, thisis enabled. If it has
been disabled for any reason, it must re-enabled before enabling transparent
mode authentication. You can enable user ID cache using theconf i gur e
| dap i puser_cache enabl e commandinthe CLI.

* By default, IWSVA keeps user 1D cache information for up to 1.5 hours. If you
need to lower the cache timeout value, usetheconfi gure | dap
i puser _cache <interval >commandinthe CLI to set a shorter cache
interval.
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» If authentication is enabled, IWSVA will block all non-browser applications
trying to access the Internet. For example, the MSN application may try to
access the Internet before the user has had a chance to log in the IWSVA server.
If this happens, the application will be blocked as the user has not successfully
authenticated to IWSVA. You can perform one of the following:

a. Bypass LDAP authentication for the application by adding the URL s that
application accesses to "Global Trusted URLS." The URLs in thislist will
bypass both authentication and content scanning.

b. Instruct users to open their Web browsers and get authenticated  before
starting up applications that need Internet access.

c. Add the IP address of the client machine to "L DAP authentication White
List." IP addressin thislist will bypass LDAP authentication.

Note: When User/group authentication is enabled in either forward proxy mode or
transparent mode with Active Directory, you can take advantage of the automatic
authentication feature provided in Internet Explorer Web browser. With automatic
authentication, clients already logged on the domain network can access the local
Intranet without having to enter the logon information (such as the user name and
password); that is, no password pop-up screen displays.

Please refer the IWSVA 5.0 Administrator’s Guide for detailed configuration steps




Trend Micro™ InterScan Web Security Virtual Appliance™ Installation Guide

Troubleshooting

Troubleshooting Tips

» Issue: IWSVA could not connect to the database specified in the Database
Connection Settings page. The IWSVA management console displays the
following error message:

JDBC- ODBC BRI DGE: [ UNI XODBC] Coul d not connect to the
server; Could not connect to renpte socket.

Solution:

» Please check the ODBC connection or the database server and try again.

* Issue: The IWSVA management console displays an authentication error message.

JDBC- ODBC BRI DGE: [ UNI XCDBC] FATAL: Password aut hentication
failed for user.

Solution:

 Verify the user credential for the PostgreSQL Server and also ensure that the
database settings are correct (Administration > |WSVA Configuration >
Database | Database Setting). If the problem persists, ensure that the
permissionsintheet c/i scan/ odbc. i ni fileare correct.

Before Contacting Technical Support

When contacting Technical Support with your issues, having specific information
can streamline the process:

Installation Problems

Callect the following information about your installation problem before contacting
Trend Micro technical support to expedite the process.

1. IWSVA version and build number

2. Screenshot of the exact error that appears during installation
3. Thestage of theinstallation
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General Feature Problems

If you have problemswith IWSVA, collect the following information to give to Trend
Micro support:

» The system file(s) that describes the current state of IWSVA.

To compile these files, access the Web console and choose Administration >
Support and then click Gener ate System Information File. This buttonisan
extension of the Case Diagnostic Tool (CDT), alowing you to package the
current machine “ state” at a click of a button.

The system file(s) that IWSVA generates from clicking the Gener ate System
Information File button are packaged into a single file with the following
format:

info_YYYYMVDD 999999.tar.tz

Where YYYY isthe current year, MMis the current month, and DD is the current
day that the package file was generated. 999999 isthe UNIX time code.

The system file(s) contains the following information:

* IWSVA information—Includes IWSVA product version, engine version and
build number, current pattern file (if available), and IWSVA hot fixes and
service pack information. Product and integration settings are also part of this
information

* IWSVA/system logs—Includes IWSVA logs and debug logs, logs generated
by syslogd daemon (if system logs are enabled), and core dump file

» System/networ k infor mation—Includes the hardware configuration,
operating system, build, system resource status, other application installed,
and network information

» CDT-compliant configuration/plug-ins infor mation—Includes information
about changes made to CDT as aresult of IWSVA adding a new component,
suchasa TMCM or MCP agent.

» Corefilesarefirst created in the first directory listed below, and then moved to the
second directory listed:

* /etc/iscan/ CoreDunp

* /etc/iscan/ User Dunps

Use these files when working with Trend Micro technical support to help

diagnose the cause of your problem. To view the files yourself, use a program

like GDB, the GNU Project debugger.
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Log file for the day the issue occurred

» Alllogfilesthe day theissue occurred (logsarestoredin/ et c/ i scan/ | og by
default)

» Make surever bose=1 isset in the[ftp], [http], and [notification] sections of
thei ntscan. ini file

» Makesurel og_trans=yes isset under the [ftp] and [http] sections of the
i ntscan.ini file

From the Web console, take a screen shot of the Summary > Scanning tab page.
Record the IWSVA version number.
URL samples (if applicable)

Get a packet capture of the failing transaction by using the CLI capture command
(for example, enter capt ure i nterface et h0 inenable mode).



Appendix:C

Additional IWSVA Testing

This appendix describes the following:

EICAR Test File

Testing Upload Scanning

Testing HTTPS Decryption Scanning
Testing FTP Scanning

Testing URL Monitoring

Testing Download Scanning

Testing URL Filtering

Testing Spyware Scanning

Testing PhishTrap

Testing Java Applet and ActiveX Scanning
Testing IntelliTunnel Security

EICAR Test File

The European Institute for Computer Antivirus Research (EICAR) has developed a
test virus to test your antivirus appliance. This script is an inert text file. The binary

pattern isincluded in the virus pattern file from most anti-virus vendors. The test
virusis not avirus and does not contain any program code.
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WARNING! Never usereal virusesto test your Internet security.

Download the EICAR test virus from the following URLSs:
http://ww. eicar.org/anti _virus_test _file.htm
https://secure. eicar.org/eicar.com

Alternatively, you can create your own EICAR test virus by typing or copying the
following into atext file, and then naming thefile ei car . com

X500 PU@AP[ 4\ PZX54( P*) 7CC) 7} $EI CAR- STANDARD- ANTI VI RUS- TEST- FI LE! $H+H
*

Note:  Flush the URL cache (HTTP > Configuration > URL Cache) and local browser
before testing. If either cache contains a copy of the test virus, it's possible an
attempt to download the file would get the file from the cache, rather than getting
it from the Internet, and IWSVA would not detect the file.

Testing Web Reputation

To test IWSVA's Web Reputation feature, open a Web browser and type the following
in the address field:

http://w 21. wi nshi pway. com

If the test is successful, you should receive an IWSVA Security Event message
stating, “This URL has a Web security rating that prohibits it from being accessed.”

Testing Upload Scanning

The following procedure contains instructions to test uploading virus:

1. OpentheWSVA consoleand click HTTP > HTTP Scan > Paliciesin the main
menu.

Clear Enable virus scanning, and then click Save.

3. Download the test virus (eicar.com) from the following page:


http://www.eicar.org/anti_virus_test_file.htm

Additional IWSVA Testing

http://ww. eicar.org/anti _virus_test _file.htm
Save the test virus on your local machine.

Re-open the IWSVA console, under HTTP >HTTP Scan > Policiesin the main
menu, select Enable virus scanning, and then click Save.

Upload the test virusto a Web site. A message similar to the following should
display in your browser.

IWSVA Security Event (IWSVA-1187)

InterScan Web Security detected malicious code in your web traffic:

Ttem: http://10.204.170.177/Upload/upload. cgi
Action: deleted

Infection detail:

—— File: eicar.com, malicious code name: Eicar test_file
The uncleanable file is deleted.

FIGURE C-1. This warning screen shows the detection of an EICAR test
virus.

Testing HTTPS Decryption Scanning

This section describes the procedure to test HTTPS decryption on IWSVA in
stand-alone mode.

To test virus scanning of decrypted HTTPS traffic:

1.

Set the Web client’s HTTP proxy to point to IWSVA (for example, open Internet
Explorer and click Tools > Internet Options > Connections > LAN Settings >
Use a proxy server).

Open the IWSVA Web console and click HTTP > HTTPS Decryption >
Settings | Server Certificate Validation and make sure all options are selected.

Click HTTP > HTTPS Decryption > Paliciesand click Enable HTTPS
Decryption.

Click Add to create anew HTTPS decryption policy. In the Rules tab, select
Disease Vector under the Computers/Harmful category.

From the client machine, access the test virus file from the following URL :


http://www.eicar.org/anti_virus_test_file.htm
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https://secure. eicar.org/eicar.com

6. Sincethe server certificate is not in the trusted list on IWSVA, a certificate error

notification displays. Click Visit site anyway.

7. A security warning screen displays. The warning message varies depending on

whether URL filtering is also enabled or not.

98 4 @ IWSsVA Security Event (va78) | |

IWSVA Security Event (va78)

InterScan Web Security detected malicious code in your web traffic:

[tem: https://secure.eicar.org/eicar.com
Action: deleted

Infection detail:

-- File: eicar.com, malicious code name: Eicar_test_file
The uncleanable file is deleted.

FIGURE C-2 Security warning screen if URL filtering is disabled

9% < @ 1wsvA Security Event (va78) I |

B8

IWSVA Security Event (va78)

Access to this URL 15 currently restricted because of its classification.

TURL: https://secure.eicar.org/eicar.com
Content classification: Disease Vector

FIGURE C-3  Security warning screen if URL filtering is also enabled
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On the IWSVA server, you can view detail log information in the URL filtering log or
the viruslog.

/% TREND MICRO"InterScan~Web Security Virtual Appliance (& IfE¥e
Virus Log as of 1/8/09 9:16:21 PM [+7] Export to €SV |, Print "'q‘-ﬂ.&:im.h
Virus ¥ Date File Name Action User ID Scan Type Protocol
The
Eicar tast file 1/8/09 9:11:55 PM  eicar.com ;[‘e"i‘:‘a“b'e 10.204.170.70 virus scan https
deleted.
Close |

FIGURE C-4 View the log for HTTPS decryption test in the Virus Log screen if
URL filtering is disabled

-TREND MICRO™InterScan~Web Security Virtual Appliance @I“E"‘J
URL Blocking Log as of 1/8/09 9:19:02 PM [ Expertto CoW |\ print @) Rafrach
Date ¥ Category Rule User ID Scan Type OFPP ID URL Protocol
URL
1/8/09 A
3:08:59 Dismara ;”::;:J"I‘f 10.204.170.70 fontent o https:// secure. eicar. org/eicar. com | https
Policy
Close I

FIGURE C-5 View the log for HTTPS decryption test in the URL Filtering Log
screen if URL filtering is enabled

Testing FTP Scanning

The following procedure contains instructions to test FTP virus scanning in
stand-alone mode.

To test virus scanning of FTP traffic:
1. Download the test virus from the following page:

http://ww. eicar.org/anti _virus_test_file.htm

2. Accessthe FTP server through IWSVA working as the FTP proxy.
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For example, assume the following | P addresses. IWSVA FTP proxy server
(10. 2. 203. 126), FTP server (10. 2. 202. 168).
Open acommand line prompt and type the following:

ftp 10.2.203.126

3. Logonasuser @ost.

For example, if your FTP account name isanonynous and the I P address of the
FTP serveris10. 2. 202. 168; then, log on asanonynous @.0. 2. 202. 168

4. Upload thetest virus (for example, eicar_com.zip) by typing the command
put eicar_comzip

5. If you have configured the IWSVA FTP proxy correctly, IWSVA displays a
message similar to the following.

B Command Prompt - ftp 10.2.203.126 . [E=E

>ftp 18.2.203.126

Uzer (108.2.203.126:<(none’>: anonymousPiB.2.202.168
(331 Anonymous access allowed, send identity {e—mail name?> as password.
[Password:

Welcome to IWSS
HTTP-FTF Server

ftp> put eicar_com.zip
288 PORT command successful.
125 Data connection already open; Transfer starting.

L58-InterScan Web Security detected malicious code in your ftp traffic:
5508

L58-Item: {(local)/eicar_com.zip

L5B-Action: deleted

h5B8-Infection detail:

: eicar.con, Enclosure: eicar_con.zip, malicious code name: Eicar_tes

558-The uncleanable file is deleted.

558

58 FTP file transfer is rejected.

ftp: 184 bytes sent in B.B828econds 18.82Kbytes/sec.
Ftp>

FIGURE C-6. This is a warning message that shows the detection of a
virus in eicar_com.zip.
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Testing URL Monitoring

Before testing the monitor feature in URL filtering, require your users to set the Web
client’ sHTTP proxy to point to IWSVA.

For stand-alone mode, set the Web client’'s HTTP proxy to point to IWSVA (for
example, open Internet Explorer and click Tools > Internet Options >
Connections> LAN Settings > Use a proxy server).

For upstream proxy, set the Web client’s HTTP proxy to point to IWSVA (for
example, open Internet Explorer and click Tools > Internet Options >
Connections> LAN Settings > Use a proxy server). Open the IWSVA console
and click Administration > Network Configuration > Deployment M ode and
then check Enable upstream proxy (dependent mode). Type the proxy address
and the port number.

To test URL filtering:

1.

Open the IWSVA Web console and click HTTP > Configuration > Custom
Categories and create a new category "monitor” for the following URL.:

http://ww. downl oad. com

Click HTTP > URL Filtering > Policies and select Enable URL Filtering;
then, click URL Filtering Global Policy to edit the policy.

In the Rule tab, select Monitor and click the check box under Leisure Time for
"monitor" under Custom Categories; then, click Apply.

Select Monitor and click the check box under Leisure Time for Search
Engines/Portals under Computers/Communications; then, click Apply.
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ﬁ/’:’?TREND MICRO"InterScan™Web Security Virtual Appliance

URL Filtering Policy: Edit Global Policy (7]
Policy List
Summary
~ HTTP Rule Safe Search Engine Exceptions
+ HTTPS Decryption Block During
URL Category
* HTTP Scan Work Time Leisure Time
+ Applets and ActiveX -
~URL Filtering [Elcustom categories Monitor v al Action al Action
Policies menitor O O B meniter
Settings [Hcomputers/Bandwidth Allow | O Action O Action
IntellTunnel ) [Flcomputers/tarmeul Allow v 0 Action 0 Action
Access Quota Policies
+ URL Access Cantrol [Elcomputers/communication Monitor |+ O Action O Action
+ Cenfiguration Chat/Instant Messaging O &  allew O &  allew
b 2 email Related O & allow [ & Alow
* Reports Infrastructure O ¢ alow O &  alew
b LT T — O & Alew [ & Allew
* Updates Nevegroups O & Alow O ¢ Alow
Nntificatinne — - — —_

FIGURE C-7 Rule screen configuration for URL monitor testing

Save and deploy this policy.

From aclient computer, access the following Web sites during leisure time:
http://ww. downl oad. com
http://ww. googl e. com

http://ww. yahoo. com

You should be able to access the Web sites without seeing any warning messages. On
the IWSVA server, you can query URL filtering logs for the Web access information.

Testing Download Scanning

To test virus scanning when downloading using HTTP or FTP over HTTP, attempt to
download the test virus from the following Web site:

http://ww. eicar.org/anti _virus_test _file.htm
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IWSVA Security Event (iwsva-1046-1)

InterScan Web Security detected malicious code in your web traffic:

Item: http://10.2.202. 168/ TESTDAT A/virus/NonCleanable/eicar.com
Action: deleted

Infection detail

-- File: eicar com, malicious code name: Ficar_test_file
The uncleanable file is deleted.

FIGURE C-8. The above virus-warning screen displays if the system is
set up properly.

If aclient attempts to download an infected file, IWSVA blocks other clients' access
to that site for four hours by default. When other clients subsequently attempt to
access the same URL that contained the virus, the user will see a URL blocking
message instead of the virus-warning message.

Configure the default block time (in hours) by changing the parameter
i nfected_url _bl ock_I engt h under the
[Scan- confi guration] section of thei ntscan.ini file.

Testing URL Filtering

Trend Micro recommends that you use the default settings to test URL filtering.

To test URL Filtering:

1

Click HTTP > URL Filtering > Settings from the main menu and in the
Schedule tab. Configure the work days and times.

Click HTTP > URL Filtering > Policies from the Main menu.
Select Enable URL filtering and then click Save.

Click URL Filtering Global Policy and select the Block action to apply to the
categories that you want blocked during work and leisure times.

Keep the default settingsin the Safe Search and Exception tabs.

Click Saveto save any changes. Click Deploy Policies to make the policy
effective immediately.
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6. Open abrowser and access any site that isin a category to be blocked at the time
of the test.

Testing Spyware Scanning

Perform the following procedure to test for spyware scanning.
To test Spyware scanning:

1. Openthe IWSVA console and click Summary.

2. Click the Scanning tab.

3. Enable spyware and other grayware categories for scanning by clicking HTTP
scanning.

Click HTTP >HTTP Scan > Policies.
Click Virus Scan Global Policy.

Click the Spywar e/Grayware Scan Rule tab and then select the types of
spyware/grayware which should be scanned.

Click Save.
Click Virus Scan Global Policy.
Click the Action tab.

10. Under the Uncleanable filesfield, select the action setting (Del ete, Quarantine,
or Pass).

11. Click Save.
12. Click Deploy Policies.
After a successful spyware detection, a sample message appears.
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IWSVA Security Event (iwsva-1046-1)

InterScan Web Security detected malicious code in your web traffic:

Item: http://10.2.202.168/ TESTDATA/spyware/SPYW_DCTOOLBAR.A/Packages/dctoolbar-a.ex1
Action: deleted

Infection detail:

-- File: dctoolbar-a.ex1, malicious code name: Adware_DCToolbar
The uncleanable file is deleted.

FIGURE C-9. A sample message after detecting a spyware with action
“Delete” setting.

Testing PhishTrap

Perform the following procedure to test PhishTrap.

To test Phishtrap scanning:

1.

Open the IWSVA consoleand click HTTP > URL Access Control > URL
Blocking.

Select Enable URL blocking.
Click the Via Pattern File Phish tab.

Under Block the following Phish categories, select al four categories
(Phishing, Spyware, Virus accomplice, Disease vector).

Click Save.
After asuccessful phishing site detection, a sample message appears.
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IWSVA Security Event (iwsva-
1046-1)

This URL has a Web security rating that prohibits it from being accessed based
on corporate policy. The requested site is either a known or suspected source
of malware.

URL: http://www.mgcantiques.com/talbot/dnf.htm
Content rating rule: Anti-phishing

FIGURE C-10. A sample message after detecting a phishing site.

Testing Java Applet and ActiveX Scanning

Javaapplets and ActiveX controls are used on many Web pagesto display interactive
content or applications. One way to test your installation is to temporarily configure
the global policy to block all applets and ActiveX controls, and then attempt to open
Web pages that use them (to verify that the applet or object is blocked).
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To test Java applet and ActiveX scanning:

1.

2
3.
4

Click HTTP > Appletsand ActiveX > Policies from the main menu.
If necessary, select Enable Applet/ActiveX security and click Save.
Click Applet/ActiveX Security Global Palicy.

On the Java Applet Security Rulestab, click Block all Java applets and then
click Save.

Click Applet/ActiveX Security Global Palicy.

On the ActiveX Security Rulestab, click Block all cabinet files and Block all
PE format files and then click Save.

Click Deploy Palicies.

Open a Web browser and attempt to navigate to Web sites that use Java applets
and ActiveX controls.

For example, for stock price tickers or games, IWSVA will block the mobile
code from downloading and running in your browser.
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Note:

Blocking all Java applets and ActiveX controls might be too restrictive for your
environment because it will prevent many legitimate Web sites from functioning
properly. After testing, Trend Micro recommends going back to the Applets and
ActiveX Policy: Edit Global Palicy screen to change the settings back to the default
or your own less-restrictive configuration.

Testing IntelliTunnel Security

To test IntelliTunnel security:

1. Download the latest MSN Messenger from
http://get.live.conl messenger/overvi ew

Install MSN Messenger.
Enable IntelliTunnel in IWSVA.

a
b

. Click HTTP > InteliTunndl.

. Create anew policy or open an existing one.

c. Select Microsoft Messenger (M SNP Protocol).

d

. Click Save.

e. Select the policy and then click Deploy Policies.

4. Configure proxy settingsin Internet Explorer.

. Open Internet Explorer.

. Click Tools > Internet Options.

. Click the Connections tab.

. Click LAN Settings.

. Select Use a proxy for your LAN. These settings will not apply to dial-up or

VPN connections.

. Enter the IWSVA |IP addressin the Addressfield.

. Enter the IWSVA HTTP listening port in the Port field. This value must
match Administration > Network Configuration >Deployment M ode >
HTTP Listening Port in IWSVA.
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h. Click OK and then OK again.
i. Close Internet Explorer.
5. Loginto MSN Messenger.

An error message should appear stating that you were not able to sign into
Windows Live Messenger at thistime.

6. Disable IntelliTunnel.

a. Click HTTP > IntelliTunnel.

b. Open the policy.

c. De-select MSN M essenger.

d. Click Save.

e. Select the policy and then click Deploy Policies.
7. Loginto MSN Messenger.

MSN Messenger should now work.

Note: MSN Messenger uses the proxy configuration in Internet Explorer, so this test
should be valid without requiring any modifications to firewalls, network, etc. Other
IM applications might not honor the proxy configuration in Internet Explorer and
only fall back to port 80 if the standard port is blocked.
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Appendix: D

Maintenance and Technical Support

This appendix describes the following:

* Product Maintenance
» Contacting Technica Support
» Security Information Center

 Click Security Info from the drop-down menu at the top-right panel of the screen.
The Security Information screen displays.
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Product Maintenance

From time to time, Trend Micro might release a patch for a reported known issue or
an upgrade that appliesto your product. To find out whether there are any patches
available, visit the following URL:

http://ww. trendm cro. com downl oad/
The Update Center screen displays. Select your product from the links on this screen:

Clicking the link for InterScan Web Security Virtual Appliance takes you to the
Update Center page for IWSVA. Scroll down to review the patches that are available.

Patches are dated. If you find a patch that you have not applied, open the readme
document to determine whether the patch appliesto you. If so, follow the installation
instructions in the readme.

Maintenance Agreement
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A Maintenance Agreement is a contract between your organization and Trend Micro,
regarding your right to receive technical support and product updatesin
consideration for the payment of applicable fees. When you purchase a Trend Micro
product, the License Agreement you receive with the product describes the terms of
the Maintenance Agreement for that product.

A license to the Trend Micro software usually includes the right to product updates,
pattern file updates, and basic technical support (“Maintenance”) for one (1) year
from the date of purchase only. After the first year, Maintenance must be renewed on
an annual basis at Trend Micro’s then-current Maintenance fees.

Note: If the Maintenance Agreement expires, your License Agreement will not.

If the Maintenance Agreement expires, scanning can still occur, but the product
cannot be updated, even manually. Also, you will not be entitled to receive technical
support from Trend Micro.

Typically, ninety (90) days before the Maintenance Agreement expires, you will be
alerted of the pending discontinuation. You can update your Maintenance Agreement
by purchasing renewal maintenance from your reseller, Trend Micro sales, or on the
Trend Micro Online Registration URL.:
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https://olr.trendm cro.comregistration/

Renewing Your Maintenance Agreement

Trend Micro or an authorized reseller provides technical support, virus pattern
downloads, and program updates for one (1) year to al registered users, after which
you must purchase renewal maintenance.

If your Maintenance Agreement expires, scanning will still be possible, but virus
pattern and program updates will stop. To prevent this, renew the Maintenance
Agreement as soon as possible.

To purchase renewal maintenance, contact the same vendor from whom you
purchased the product. A Maintenance Agreement, extending your protection for a
year, will be sent by post to the primary company contact listed in your company’s
Registration Profile.

To view or modify your company’s Registration Profile, log on to the account at the
Trend Micro online registration Web site:

https://olr.trendm cro.confregistration
You are prompted to enter alogon ID and password.

To view your Registration Profile, type the logon ID and password created when you
first registered your product with Trend Micro (as a new customer), and then click
L og on.
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Contacting Technical Support
To contact Trend Micro Technical Support, visit the following URL:
http://kb.trendm cro.com
Then, click the link for one of the following regions:
» Asia/Pacific
* Australiaand New Zealand
* Europe
+ Latin America
» United States and Canada

Follow the instructions for contacting support in your region.

In the United States, Trend Micro representatives can be reached through phone, fax,
or email. Our Web site and email addresses follow:

http://ww. trendm cro.com
support @rendmi cro. com

For regional contact information and the specific technical support numbers for all
the regional and worldwide offices, open the IWSVA management console and
choosing Support from the menu in the management consol€’'s banner.

General US phone and fax numbers follow:

Voi ce: +1 (408) 257-1500 (main)

Fax: +1 (408) 257-2003

Our US headquarters islocated in the heart of Silicon Valley:

Trend Mcro, Inc.
10101 N. De Anza Bl vd.
Cupertino, CA 95014

TrendLabs

TrendLabsis Trend Micro’'s global infrastructure of antivirus research and product
support centers that provide up-to-the minute security information to Trend Micro
customers.
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The “virus doctors’ at TrendL abs monitor potential security risks around the world,
to ensure that Trend Micro products remain secure against emerging risks. The daily
culmination of these efforts are shared with customers through frequent virus pattern
file updates and scan engine refinements.

TrendLabs is staffed by ateam of several hundred engineers and certified support
personnel that provide awide range of product and technical support services.
Dedicated service centers and rapid-response teams are located in Tokyo, Manila,
Taipei, Munich, Paris, and Lake Forest, CA, to mitigate virus outbreaks and provide
urgent support.

Knowledge Base

The Trend Micro Knowledge Base is a 24x7 online resource that contains thousands
of do-it-yourself technical support procedures for Trend Micro products. Use
Knowledge Base, for example, if you are getting an error message and want to find
out what to do to. New solutions are added daily.

Also available in Knowledge Base are product FAQs, hot tips, preventive antivirus
advice, and regional contact information for support and sales.

Knowledge Base can be accessed by all Trend Micro customers as well as anyone
using an evaluation version of a product. Visit:

http://kb.trendm cro.com

And, if you can't find an answer to a particular question, the Knowledge Base
includes an additional service that allows you to submit your question through an
email message. Response timeistypically 24 hours or less.

Known Issues

Known issues are features in your IWSVA software that might temporarily require a
workaround. Known issues are typically documented in section 7 of the Readme
document you received with your product. Readme files for Trend Micro products,
along with the latest copies of the product manuals, can also be found in the Trend
Micro Update Center:

http://ww.trendm cro. com downl oad/

Known issues can be found in the technical support Knowledge Base:
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http://kb.trendm cro.com

Trend Micro recommends that you always check the Readme file for information on
known issues that could affect installation or performance, aswell as a description of
what’s new in aparticular release, system requirements, and other tips.

Sending Suspicious Code to Trend Micro

You can send your viruses, infected files, Trojans, suspected worms, spyware, and
other suspicious files to Trend Micro for evaluation. To do so, visit the Trend Micro
Submission Wizard URL:

http://subw z.trendm cro. conl SubW z

Click the “ Submit a suspicious file/undetected virus’ link. The following screen
displays.
You are prompted to supply the following information:

» Email: Your email address where you would like to receive aresponse from the
antivirus team.

» Product: The product you are currently using. If you are using multiple Trend
Micro products, select the product that has the most effect on the problem
submitted, or the product that is most commonly in use.

* Number of Infected Seats. The number of usersin your organization that are
infected.

» Upload File: Trend Micro recommends that you create a password-protected zip
file of the suspiciousfile, using the word “virus’ as the password—then select the
protected zip filein the Upload Filefield.

» Description: Please include abrief description of the symptoms you are
experiencing. Our team of virus engineerswill “dissect” the file to identify and
characterize any risksit might contain and return the cleaned file to you, usualy
within 48 hours.

Note: Submissions made through the submission wizard/virus doctor are addressed promptly
and are not subject to the policies and restrictions set forth as part of the Trend Micro
Virus Response Service Level Agreement.
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When you click Next, an acknowledgement screen displays. This screen a'so
displays a case number for the problem you submitted. Make note of the case number
for tracking purposes.

If you prefer to communicate by email, send a query to the following address:
Vi rusresponse@rendni cro. com

In the United States, you can also call the following toll-free telephone number:
(877) TRENDAV, or 877-873-6328

Security Information Center

Comprehensive security information is available over the Internet, free of charge, on
the Trend Micro Security Information Web site:

http://ww. trendni cro. com vi nf o/
Visit the Security Information site to:

» Read the Weekly Virus Report, which includes alisting of risks expected to trigger
in the current week, and describes the 10 most prevalent risks around the globe for
the current week

» View aVirus Map of the top 10 risks around the globe

 Consult the Virus Encyclopedia, a compilation of known risks including risk
rating, symptoms of infection, susceptible platforms, damage routine, and
instructions on how to remove the risk, as well as information about computer
hoaxes

» Download test files from the European Institute of Computer Anti-virus Research
(EICAR), to help you test whether your security product is correctly configured

» Read general virus information, such as:

» The Virus Primer, which helps you understand the difference between viruses,
Trojans, worms, and other risks

e The Trend Micro Safe Computing Guide

» A description of risk ratingsto help you understand the damage potential for a
risk rated Very Low or Low vs. Medium or High risk

» A glossary of virus and other security risk terminology
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Download comprehensive industry white papers

Subscribe, free, to Trend Micro’s Virus Alert service, to learn about outbreaks as
they happen, and the Weekly Virus Report

Learn about free virus update tools available to Webmasters
Read about TrendLabs, Trend Micro’s global antivirus research and support center

To open Security Information:

1. Open the IWSVA management console.

2. Click Security Info from the drop-down menu at the top-right panel of the

screen. The Security Information screen displays.



Appendix:-E

Creating a New Virtual Machine Under
VMware ESX for IWSVA

This appendix describes how to create a new virtual machine for IWSVA.
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Creating a New Virtual Machine

The actual installation of ESX 3.5.0 is not covered in this document. Please refer to
VMware's product documentation to install this product.

The steps outlined below detail the process to create a new virtual machine under
VMware ESX to install IWSVA. Please use the following steps as a guideline for
creating the virtual machine for your environment. The number of CPUs, NIC cards,
memory and hard disk space selected should reflect the requirements for your
deployment. The values entered here are for instructional purposes.

To load the IWSVA installation ISO to the VMware server's hard disk

1. OpentheVMware Virtual Infrastructure client and click the Configuration tab.
2. Fromthe Hardware area, click Storage.

3. Inthe Storage area, double click a storage area that contains enough space to
upload the IWSVA 1S0.

ocation FEiE =Y Configuration

Storage
Identification Device Capacity Free | Type
B8 storagez vmhba32:1:0:1 148.50 GB 123.44GB vmfs3 |
B storaget wihbal:1:0:3 9,25 GB 8.91 GB  wmfs3
Details
storage2 148,50 GE  Capacity
Location:  fvmfsfvolumes/4786F393-91... ‘

25,06 GE [ Used
12344 GE [ Free

Path Selection

Fixed Properties Extents
wolume Label: storage? vmhba3z:1:0:1 145.58 ...
paths Datastore Name:  storage2 Total Formatted Capacty 148,50,
Tokal: 1 Formatting
Broken: o File System: WMFS 3.51
Disabled: o Block Size: 1MB

FIGURE E-1  Configuration Tab
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The Datastore Browser window opens.

[%) Datastore Browser - [storage1]

Folders ] Search |

(|

@ &R B B X ®

[storage1] /

Mame
D Melbourne FTFP Server-824a%fae . yswp

|~

Size | Type
131,072.00KE File

Modifi
z1/01

|

FIGURE E-2

Storage Area

4. From the button bar, click the upload button (database icon with upward-pointing

arrow) and upload the IWSVA 1SO0 to this datastore.
5. Close the datastore once the upload is compl ete.

To create the virtual machine

6. From the menu bar, select File > New > Virtual Machine.
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The New Virtual Machine Wizard appears.

New Yirtual Machine Wizard

Select the Appropriate Configuration
Hows would you prefer ba configure your virtual maching?

Wizard Type

‘irkual Machine Configuration
Marne and Location

Ready to Complete

B

wirtual Maching Version: 4

Datastore = Typical

Guest Operating System Create a new virbual machine with the most common dewvices and configuration options,
CPUs

Memory: " Custom

N.etwurk. . Choose this option if you need to create a virtual machine with additional devices or specific
Wirtual Disk Capacity corfiguration options.

Help | = Back | Mext = I Cancel |

FIGURE E-3  Virtual Machine Configuration

7. Under Virtual Machine Configuration, leave the Typical button selected.

8. Click Next.
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The Name and L ocation Selection page appears.

HNew Yirtual Machine Wizard

Select a Name and Location For this Wirtual Machine Wirtual Machine Version: 4
What do you want to call this virtual machine and where dao you want it located?

‘Wizard Tvpe Provide a name For the new wirtual machine and select its location in the inventory panel below., Virkual
Name and Location machine names can contain up to &0 characters, but they must be unique within each inventory folder.
Datastare

Guest Cperating Swstem Mame
CPLUs

Memory

Network

‘irkual Disk Capacity
Ready to Complete

Yirtual machine folders are unavailable when connected directly o the host,

Help | = Back | Mext = I Cancel |

FIGURE E-4 Name and Location of Virtual Machine

9. Typeinthe Name field, an appropriate machine name and then click Next.
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E-6

The Virtual Machine Datastore Selection page appears.

* New Virtual Machine Wizard

Choose a Datastore for the ¥irtual Machine

Wirtual Maching Yersion: 4
Where do you want to store the wirtual machine Files?

Wizard Tvpe Select & datastare in which to store the Files For the virtual machine.

Marne and Location

Datastore It is advisable to choose a datastore that is large enough bo accomodate the virbual machine and all its
Guest Operaking System virtual disk files, so that they may all reside in the same place,

Guest Uperaling o¥stem

CPUs

Memary Mame Capacity Free Type Access

Metwork, [storagez] 148.50 GB 123.44 GB YMFS Single hosk

WVirtual Disk Capacity

[storagel] 9,25 GB .91 GE YMFS Single host
Ready to Complete

Help | < Back | Mext = I Cancel |

FIGURE E-5  Virtual Machine Datastore

10. Select the datastore where the virtual machine will reside.

This does not have to be the same datastore used to upload the IWSVA [SO.
11. Click Next.
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The Virtual Machine Guest Operating System screen appears.

Mew Yirtual Machine Wizard

Wizard Type

Mame and Location
Diabastore

Guest Operating System
CPUs

Memory

Metwork

Wirkual Disk Capacity

Ready to Complete

Choose the Guest Dperating System
‘that Guest operating system do you plan to use with this virtual machine?

Guest Operating Jyskem:

i

i
o~
o~
o~

Microsoft Windows
Linuz

Movell MetWare
Solaris

Other

Wersion:

Mote: The selection on this page allows the wizard ko provide defauls For warious virtual machine
parameters suitable Far the guest OS5 you intend to install. Your selection is also recorded as part of the
wirtual machine's configuration tao allow hosts to optimize scheduling and other handling of the virtual
machine For the targeted guest OS5, This wizard does not install any guest OS Far wou,

virtual Machine Version: 4

Help |

< Back | Mext = I Cancel

FIGURE E-6  Virtual Machine Guest Operating System

12. For the guest operating system, select Linux and Red Hat Enterprise 5 64Bit.

13. Click Next.
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The New Virtual Machine Wizard (Virtual CPUSs) screen appears.

(% New Virtual Machine Wizard |Z||E|El

¥irtual CPUs wirtual Machine Version: 4
Configure the number of virtual processors in the virtual maching,

‘Wizard Type

Marne and Location Mumber of wirtual processors:
Datastore

Guest Opersting Systern

CPUs

Memory

Metwork

virtual Disk Capacity

Ready ko Complete

I

Help | = Back | Mext = I Cancel |

FIGURE E-7  Virtual Machine CPU

14. Select the number of processors for the virtual machine.

IWSVA takes advantage of the Virtual SMP, so select the maximum number of
virtual processors available.

15. Click Next.
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The New Virtual Machine Wizard (Memory) screen appears.

New ¥irtual Machine Wizard

Memory

Configure the virtual maching's memory size,

wizard Tvpe

Marne and Location
Datastore

Guest Operating Swstem
CPUs

Memory

Metwark

Wirtual Disk Capacity
Ready to Complete

‘irtual Machine Version: 4

Specify the amount of memary allacated ta this virkual machine.
The memory size must be a multiple of 4ME.,

Memory for this virtual machine:

| 2048 g

4 65532

T 56t the memoty to one of the \nd\cate%va\ues, YOU may
click the colored triangle on the slider above ar in the legend

bielone,

A Guest OF recommended minimum 256 ME
& Recommended memary 384 MB
A Guest 05 recommended maximum 65532 MB
A Maxirurn For best performance 4032 MB

YMware's recommended maximurm memory For any
Linux guest O3 is based on the least capable kernels
Far that Linu distribution and version number, Some
kernel versions can support larger memoary sizes.,
Consult your Linux release notes ko see if your kernel
can use a larger mematy setting,

Help |

= Back | Mext = I Cancel |

FIGURE E-8  Virtual Machine Memory

16. Allocate 2048 Mb of memory as a minimum for IWSVA.
For production networks, Trend Micro recommends at least 4096 MB of RAM.

17. Click Next.
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The New Virtual Machine Wizard (Memory) screen appears.

New ¥irtual Machine Wizard

Choose Networks

Which network connections will be used by the virtual machine?

Wizard Type

Mame and Location
Datastore

Guest Operating Systemn
CPUs.

[Memary.

Metwork

Wirtual Disk Capacity
Ready to Complete

‘irtual Maching Yersion: 4

Create Network Connections

Howe rnany MICS do you want ko connect? 1 -
Connect at
MNetwark Adapter Power On
NIC 1: Wirkual Machine Metwark, j |EIDDD j I

Adapter choice can affect both networking performance and migration
compatibility. Consult the YMware KnowledgeBase for more information on
choosing among the network adapters supported for various guest operating
systems and hosts.

Help |

= Back | Mexk = I Cancel |

FIGURE E-9  Virtual Machine Network

18. Accept the default network settings and then click Next.
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The Virtual Disk Capacity screen appears.

[~5] New Yirtual Machine Wizard =10 x|

Define Yirtual Disk Capacity ‘irtual Machine Wersion: <
‘What size do you wank this virtual disk to be?

Set the maximumn size for the virtual disk.
Datastore: Enraml
Avaiable Space (GE): 69.7
Disk Size: I 123: IGB fud
Help « Back I Next > I Cancel I

VA

FIGURE E-10 Virtual Disk Capacity

19. For testing purposes, it is adequate to leave the 12GB disk alocation at its
default.

For production environments, provide at least 300GB for logging and reporting
purposes. See Hardware Requirements on page 1-2 for more information on disk

space alocation.
20. Click Next.
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The New Virtual Machine Wizard (Ready to Complete New Virtual Machine)
sCcreen appears.

= New Virtual Machine Wizard =1olx|

Ready to Complete New ¥irtual Machine

‘firtual Machine Yersion: 4
Are these the options you want to use?

Wizard Tvpe When you click Finish, 2 task will be started that will create the new virtual machine,
The virtual machine will be created with the following options:

Name: test
HostfCluster: qal351.localdomain
Resource Pool:  Resources

Datastore: datastore2
Guest O5: Red Hat Enterprise Linux 5 (64-bit)
= Wirtual CPUs: 2
Ready to Complete Memory 2048 MB

NICs: 1

NIC 1 Metwork: VM Network.
MIC1 Type:  E1000
Virtual Disk Size: 12 GB

7 [Edit the virtual machine sattings before subieting |

A Creation of the virtual machine does not include any ic installation of the guest ops
systam, You will need ko install the guest OS5 just as you would on & new physical

_ e | <Back | [Tcontinus | conce

4
FIGURE E-11 Ready to Complete

21. Check the Edit the virtual machine settings before submitting check box and
then click Continue.
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The Virtual Machine Properties screen appears.

(%) New Virtual Machine - Virtual Machine Properties

Hardware ]Options | Resources |

Hardware Summary Device Status

Memary 2048 ME r

B CPUs z v Connect at power on
% New CD/D¥D {adding) [storage2] IWSYA-3...

e New SCSI Controller {add... LSI Logic Device Type

E@ New NIC (adding) ¥irtual Machine Net... " Client Device

& New Hard Disk {(adding) Virtual Disk

" Host Device
| ]

' patastore 150 file
|[storag82] TWSYA-3,1.1027-1-x86_E Browse. ..

Mode

s
-
-~
Wirtual Device Mode
¢ |IDE (0:0) -
Add. .. Remove | J
Help Finish Cancel

|

FIGURE E-12 Virtual Machine Properties screen

22.
23.

24.

25.

Click on the floppy drive and then click Remove.

Select the New CD/DVD option and then select the Datastore | SO fileradio
button on the right hand side.

Click Browse and then select the IWSVA SO that was uploaded in Step 4.

If you did not copy the Installation | SO onto the VMware server's hard disk, then
you can select Host Device or Client Device from which to load the installer.
Client Device uses the remote workstation's CD ROM drive to perform the
installation and Host Device uses the VMware Server's CD ROM driveto
perform the installation. Using one of these two methods saves about 500 MB
or more of disk space on the VMware server.

Ensure that the Connect at power on check box for the New CD/DVD is
checked.
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Note:  When IWSVA isinstaled on aVMware ESX server and configured in Transparent
Bridge mode, you must enable the virtual switch to accept Promiscuous mode in
the ESX 3.5 server.

When deploying IWSVA in bridge mode, do not connect the two data network
interfaces to the same switch; otherwise, aloop will be created in your network.

[0 iwe Chient

Eile Edit View Inventory Administration Plugins Help

| @
Tnventory Administration

@« 9 ‘ & &
=l g |roDin-esx Ports |NetwolkAdaplals|
(B ast-dlient wSwitch Propetties
@ twava Configuration | Summary |
& wekclient It vswikch 56 Ports | Number of Ports: % [—
& wan virtual Machine ...
& Service Cansole Service Console ..

’—Default Policies

General  Securnity | Traffic Shaplngl NIC Teammgl

1~ Palicy Exceptions

Framiscunus Mods: [Reject k|
e - e

Forged Transmits: |Becept i

FIGURE E-13 Promiscuous mode in the ESX 3.5 server

26. Click Finish.

The new IWSVA 5.0 Virtual Machine is now ready and configured to be
powered on and begin the installation process.
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