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Security
informa-
tion

This entry is from the Siemens Industry Online Support. The general terms of
use (http://www.siemens.com/terms_of use) apply

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Update from V1.0to V1.1

1 Update from V1.0 to V1.1

11 Overview

Recommended Sequence for the update

Table 1-1

No

Procedure

Updating the IEM OS

Updating the IEM App

Update IEDs

Update System App Configurators

Update System App runtimes in IEM Catalog

gk w|N|E

Download System Apps to IED

NOTE

1.2 Updating the IEM OS

Table 1-

2

Please make sure, that your IEM has internet access to download the required
updates.

No

Activity

Commentary

1.

Goto IE Hub
and
download
the Update
Package
(iem-os-
1.1.0)

SIEMENS

Download Software

Readhe 055 | 055 Source Code.

Loginto
your |[EM
Maintenance
Ul (<IEM
IP>)

Goto
Settings/
System O
Industrial
Edge
Management
Update

SIEMENS

v I Romebh
;
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1 Update from V1.0 to V1.1

No Activity

Commentary

4, Drag & Drop
the
downloaded
SWU file

=> Update
starts
automatically
(Do not turn
off power
during
update
process)

# Software Update

Click here, or drag and drop the software update image file to this area.

@ Industrial Edge Management will automatically restart after update

5. Wait until
update is
finished:
Update is
finished after
automatic
reboot is
completed

NOTE If the IEM is not reachable 10 minutes after automatic reboot is completed,
perform an additional manual reboot of the VM. (Sometime multiple reboots
required)

1.3 Updating the IEM Portal App
Table 1-3
No Activity Commentary

1. Log in to your
IEM

Maintenance
Ul (<IEM IP>)

2. Check for
updates for
your Edge
Management

icher | 157.163.128.132/pb/app/app:

(3] 1EMS - Industrial € [ Management - In & Enstellungen G Comty @

= SIEMENS

[t seatistics
S8 My User Groups

Y setings IEI

Edge Manageme: [3 IE Cloud Connect

£I1\
@Sy

IE Databus Conf

Check Update

S
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1.4

No Activity

Commentary

3. Install updates

Update Application

£

Edge Management

Update Application

£

Edge Management

Environment
Full Path: portaliprofile.d

sslconfig
Full Path: portaliConfigs
sslconfig

Access

Full Path: portaliConfigs:

Environment ~

4, Reboot the
cluster

e Nerts

0 Cluster Shutdown
ki P 31.1% D Dawnload Cluster
Logs

‘ , Cluster Reboot

M ypate nduswial
Ko/ Edoe Management

Update IED
Table 1-4
No Activity Commentary

1. | Log in to your
IEM Ul as
admin User
(<IEM
NAME> /
<|IEM
IP:9443>)

2. Go to the
Admin Panel /
Firmware
Catalog

AP reBRRO

Industrial Edge Device 05
Incustal Edge Device 05

I s e 5, 3021 0523304
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1 Update from V1.0 to V1.1

No Activity Commentary
3. Pull the latest

Firmware

versions n Industal Edge Device 05

4, Download

IED update
(ied-0s-1.1.0)
5. Go to your = Management
IEM /My A ome
Edge DeVice & caaiog
0 Firmware # o |
Update NS Edge Devices .

My Edge Devices

Authorized Edge Devices

My Installed Apps

&
€ Data Connections

o it | oficskdpen | sipedc

6. | Update all e s .
Edge Devices ~ || | O R
with this y—————
firmware (Do P p—
not turn off iy 5 P ek 5wt
power during IE | maesiontes
update e
process) i3

=
15 Update System App Configurators
Table 1-5

No Activity Commentary

1. | Loginto
your IEM
Maintenance
Ul (<IEM
IP>)

2. Check fOI’ uf iemsupsipha Mansgement - Ind X | [5) Manag x| +
Updates fOI’ <« c O A r | 157.163.128. e — e
the system B S
app . A vome
configurators |

i gy |

==

SIMATIC 57 Conr
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1.6
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No Activity Commentary
3. Make sure
the resource
file is
selected
4, Install Install App x
updates
Q IE Cloud Connector Configurator
1/ Resources
@ File: nginx-cloudconnector-iems.conf + Run On IEM Network
=
Update System App
Table 1-6
No Activity Commentary
1. | Loginto the IE Hub
https://iehub.eul.edge.siemens.cloud/
2. | Goto Library LD R L .
SIEMENS
&3 @ E]
3. | Press “Copy to IEM” Icon and choose | & L
your |[EM S = e ~
;: 8 ¢ @ @
s Fr——— ——
e = ]

V11,

02/2021
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Table 1-7
No Activity Commentary
1. | Loginto
your |IEM UI
(<IEM
NAME> /
<IEM
IP:9443>)
2- GO to <« C {y @ iemsupalpha-portal.edge.siemens.com/pp/app/catalog
Catalog @ Never Tab Favoriten  [] IEMS - Industrial Ed...  [J Management - Ind, @ Einstellungen (5 Comfy @
= SIEMENS
A Home
I Edge Cores -
& Applications v BII
SR Groups - ——
IE Cloud Connecto IE Databus SIMATIC §7 Connec
3. | Choose
system app
to be
downloaded
4. | Install app Install App x
on all
needed IE Databus
dEVICES m Siemens AG
o
= o ¥~ Fitesw Sotw T 30f3
Filters  Owor X lmioe X GowrAl
— o dorfo
7 e S
Update
‘ [t tar | “ostiow |

02/2021
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