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e -

B WIERR %22 EARE
T amkER |
B response
P s

b D, response

E ccp,mqtt,coap

A 4

i
)

£ thiiiER

REFERACCPEATSG TEQAMARE
- IREBRIAIE
- REENGIEEE
A | REGEREHSRIENERHTERIFTREN ERFEA hmacmd5S&EiE(FE hmacshal) EBAE
=devieceld+productkey,{#Efkey=productSecret+deviceSecret
B, IR WIS EEIE FiR[EpubkeyiEH
C, REEmbENEBseedkey, fEfpubkey RSANNZEE LGRS 25

D, IRSEMIANREISH sid ,BRNREISZsign, SFAS =sid, Z&ZHkey=productSecret+deviceSecret, FERT
IREIFISREANZNIRS S p g &iERE

E . EFinERETARseedkeyB S FHTEIRERE &P im o EMEIIFccp\mqtt\coap...
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ERLIEEEHRBINENR SN,

RNIE&ELTR

- deviceld : EFEMARIREE—RS , AILMRIER LIRELBHE—

- deviceName : HIFPEENXMIREId , HFEPER  FFREERE—

- deviceSecret : SEERIIMARIKEZE , Fldeviceld2ALITHIR

- productKey : FAFEFA S FERIBENIEXME AHkey , Blproduct app key

- productSecret : P& HFRERIBAWIEAMRBAZSE , 1 productKeytB 2aXFHIL , Blproduct
app secret

- seedkey : IREIHPENFERI—E 32K EMhexString , KEFEIER

- sid 1 IR FIRF I =IRAYEREsessionld

- INIERARSS 28ttt : http://manager.channel.aliyun.com %[ : 80

- NIRSS R INIERIEaISIREipSimH

AL

FEOANEEENSHEILUE iot.console.aliyun.com |, SKE=RIEBFNMREIES productKey,
productSecret, deviceld #1 deviceSecret IFIESE{=H & FERAFMHEIE RN INRE.

1 SERBUR BRI NMBIEB LRI RS St SER
F—F |, IREEBUAIE. &%E—NGET/POSTiExkZlhttp://manager.channel.aliyun.com/iot/auth,
ST
SHA BENE R
FRiSRYdeviceld, 54N
deviceld IR :b15f5e5063064fffacccle5
6ad59c29
FBREMERIoTES& 6
productKey W AP mAYproductKey, 41
40: 12345
BESEITEIMNINT:
1. BRTBERRGRSHENS
# (signfRot ) |, IRER=FHIR
FFHERF, AEESEERORH
K. fian
sign WAIR :deviceldb15f5e5063064fff

acccle56ad59c29product
Keyl123456signMethodM
D5... [BREZERcontent

2. RETESXA R IFRY

{E(content)i#{THMac% 3,



@BEIEE P AR AL

aliyun.com

InEZ{ERRIkey =
productSecret+deviceSecr
et.

3. 1SEIERL161HFIFRTHR
FEEXTS f5lgn
:DF2F6A209E06D25FA154
DBE9771ED987

4. YNER(ER

MD5 , sign=md5(product
Secret+content+deviceSe

cret) , REEKRS

EREE , HmacMD5 (R
signMethod Ak TA) B HmacSHAL g}
MD5

IREEERER |, BAall, 7
1% cert : RIREREH

resflag R ip - RIRESIEIRS S
1t
E}U}“}I‘Eﬂ%ﬁ, y,}gXéMM'dd
. . 'mm:ss 18, , BTEE
time A MEER |, (HESREEA
—
ARS328iR [E]jsons5H):

{"servers":"8.8.8.8:8080|8001","pubkey":"pem keyZZitbase64a9=FF5ER
", "pkVersion":"1.0" , "success":true,"sign":"RFZEEER"}

1. FRIBRIN N IBIEBFEEDbase64decode , ZERE— N pemi8TVAYFRFER (XS09IEF) HHpkVersionZ
HRREBhRA.

2. Hrpservers@ AT ccpiEEiRmBRSasitilt , w8 E MNEE

3. Elit, IREFHER5H TINEBREIE N IRSS 2889 pithiit

4. RSSEERMEIsignfFRLL E—EIEZ 5REgXIservers, pubkey, pkVersionZ#{ ( successigh
) B2, MEPIRIGIE (BhLEdnsEEXEE ) | IEBEIRRS SBipaI LB iR,

2 fmALERsessionld, f&#R: sid

FETH  REREETF  MRAXBEREFRFAR  BRRERIEd, KIE—PGET/POSTIEKE]
http://manager.channel.aliyun.com/iot/sid, 20 T:

SHA BEWE fHAR
) . IEPRRA (MNRAE | NSk
pkVersion Pk MBS AEBRE )
FR/EX , HmacMD5 (&
signMethod Ak TA) B HmacSHAL g}
MD5
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1A imMEIA R 1601
byte#iA

2. A RN EIRIBR S22 N5
UEBXXMNHAT
RSA/ECB/PKCS1Padding
=

3. BnEz ERERA T
Base64 Encode .
BKarsE T ARG,

1. jsonZEHARYFRTER, [RIAHE
I : {deviceld:"xxxx",
productKey:"xoox"}

2. HERYFjsontEZ fa1
AES-128-ECB, PKCS5 0%,
AesfiikeyfsFiseedKey —i#
HEE , &f5H1T Base64
Encode.

3. HFIEEE T ATHUES

. y SRR B
sign IR o Py

=

seedKey

=

data

AR REREHTTPIEXEIEEEur2#E#urlencode, utf84HES. base64ERBHERIG=82
HEISHRFR

IR[EIERAINTE:

{"sid":"/GuyJBskn9R1p9DRoyWfcgAjyfiYRMZm1EqDASVd/Uf5N6JOfZFYg2+juz8Wff+S","success":true,"sig
n":xxxx}

1. F]Abase64 decodeiFsid&{tpkbytes

2. {§5F3 AES-128-ECB, PKCSS f#%, AesfikeyfEfseedKey

3. RABEIRERM sid

4. REENSIdBETRANRSSEZIDATEURER | 2% BEBRNAMME.

5. sidfllseedkey Rl BIFE FimAtty , BXEHA24/\0T,
IR IRFBEERNRE T signSAMEZFIRIGIE , BilEdnsEhig, signPIABREsid—FER
, BERINSEE—L,

S

- HEREMRE)jsonfEIRIE :

{"errorCode":"InvalidSign","message":"illegle sign!","success":false}
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- HrherrorCodef : InvalidSign:&& &R , CertExpired : iFHidHf InvalidPara
BEEIR RejectIFERBEXRK Unknow. R 7 E

seedkey rsaBiZHISERED

//javarBIEs
byte[] seedkey = new byte[16];
new Random().nextBytes(seedkey);
Cipher cipher = Cipher.getInstance("RSA/ECB/PKCS1Padding");

CertificateFactory cf = CertificateFactory.getInstance("X.509");
X509Certificate cert = (X509Certificate) cf
.generateCertificate(new ByteArraylnputStream(pk.getBytes()));
PublicKey publicKey = cert.getPublicKey();

cipher.init(Cipher.ENCRYPT_MODE, publicKey);

/15BN

byte[] bl = cipher.doFinal(seedkey);

String seedKey2server = base64(bl);

seedKey2server = UrlEncode.encode(seedKey2server,"utf-8");
//seedKey2server R EERIERSEANE

- aesEIZISEED

String data = "{deviceld:\" xxxx\", productKey:\"12345 \"}";
SecretKeySpec aesKey = new SecretKeySpec(seedKey, "AES");
cipher = Cipher.getlnstance("AES/ECB/PKCS5Padding");
cipher.init(Cipher.ENCRYPT_MODE, aesKey);
byte[] b2 = cipher.doFinal(date.getBytes("utf-8"));

//base64
String data2server = base64(b2);
data2server = UrlEncode.encode(data2server,"utf-8");

- AR CHINNRZFHRET LAS# https://tls.mbed.org/source-code , i# I CCPHICGESHRsdk-
source,

IREENE
1 CCPHEA:

- FENAT loT 754 RE-in NB(E, IRRE-RE K AIE(E.

-RE RE TR

- EFTCP/IPEH, RSEatbttE SR —MERREl , BSEEMNIAT:
- CONNECT : i&=ihil, BT RSim AR =iniNERINY.
- RECONNECT : fRIEEENY, MEFHEHR TATIREM=imAREENY.
« RPC : IR BimA = im AIEEUE NN
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« PUSH : Rin[AISEREARIEEREIIN.
- PING/PONG : 4HFRTCPIEZAI O BEIMY.
- Reverse-RPC : H=imAie, (R HRIRF iR AVEIRAZ B MY,
- PUB/SUB : i& & imAYB ST AR IMY.
- BEHRMAVARRdemo , LK ChRZEFiR |, BSEREFHAED

2 CCPHMY:
EAE:
Bk
Bit 8 7 6 5 4 3 2 1
1 Com QosL HasD
byte MessageType press evel ata

Remaining Length

; AEREERE | RETEREETEH Connect MU ARIKE

bytes
/I
bytes | STNNIDNAEERAE
MessageType:
MessageType
Y EFR =] 1)
CONNECT 19 EERIRHIY
CONNECT_ACK 2 CONNECT Rz
PUSH 3 HEMEX
PUSH_ACK 4 PUSHIaRL
PING 5 OBELIESR
PONG 6 OB EL MR
DISCONNECT 7 [ PATESE
RECONNECT 12 HRIREIE
RECONNECT_ACK 13 R EE N R
UNKNOWN_SESSIO 16 INIERI (T ERT, B
N Fsidk)
RPCRequest 17 RPCiEk
RPCResponse 18 RPCljm Rz
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IRSSim A cHIrpciE B
Reverse_RPCRequest 23 SRR EFiminR, BiE
RIS
Reverse_Fs{(Fe’C Respon 24 2 P R
PUBLISH 25 ERiRRMmER
PUBLISH_ACK 26 B A R RN
SUBSCRIBE 27 EFim]FEER
SUBSCRIBE_ACK 28 ERimi] B RN
UNSUBSCRIBE 29 EFImHBGELT R
UNSUBSCRIBE_ACK 30 ERiml] BN
FRREA
} KE— M~ T, S E WS
AT X2 n?—wﬁ’giifq— EMRATIKE
FH2&B55 48Rk (2=F T number+=FEbytes)
FRIER HAp2F S ESEE X T=HE8
bytesi<E.
short 2FENEASAEIE
byte 1FHRIERSUEUE
byte[]%14H byte[]#48,n=T5
Connecttilr:
Connectiii{
BFR S (=] iR
Sequenceld B EE EFimE FFREXEERM
Version lbyte#E 20 connectfUhRAS
platformId AERKHE 2 THIFER
id s REINENERZEE
S ER B9sessionld
AESHNERER
ERHMNEER. S
AT PSR R OFKA]
. 2WIFI. 3(2g).
network lbyte#(& Z£L00000000 4(3g). 5(4g); 1%
HNEERRE 0K
. 285, 3BE
. AEE(E.
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PSR BRI A 4R TR

appAccount FRER N8 HHRFER
packageName FRTER N=FRFE HHRFER
it AT BIAS0 RERE IR
keepalive short =60 {%ﬁﬂﬁ%{ F
CONNECTACK:
ConnectAckix
BR i B finA
AESHNEZER
Lk connectM¥AY ; |
Sequenceld BRI E sequenceld FIFREXEMARM
% —
StatusCode 1byte#(E =R Stat;\f'COdeE
AILAAIX N TokentE
Connection Token FRTER FRIERRA 24/NBS AP
Reconnect
ﬁ@fﬁ?ﬁ‘éﬂ’ﬂ?ﬁﬁ
Suggestlon IPs 1 $ %’ﬁ"%x:: J‘—Eﬁﬁjﬁiﬂ'm?ﬁ, IRE]
TN
keepalive short &=/60 {%ﬁﬂﬂ%\’ 79
lastestSDKPath FRER INREIZ=FRFE HHAFER
. IREHEX RS
appld EIRAS S Appld
UNKNOWN_SESSION:
UNKNOWN_SESSION{# 84z
B il B fA
TE A A A s R
sourceI\/FI)eessageTy 1bytesf(E ;“E‘f’%ﬂ;&’gﬁﬁ
é/% =
StatusCode 1byte#E =R Stat;\fCOdexE

- statusCode EX:
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(=1 16335 A
0 0x00 BIh
1 0x01 I RAARIER
2 0x02 BNIRIELT
3 0x03 UEBEILHE
4 0x04 FoxiHItoken
5 0x05 ALeERENS
6 0x06 TokeniZHA
7 0x07 RS ESIER IR
appiAiEpackagenameAIE
8 0x08 W (B
9 0x09 rpcifE
10 Ox0A AIEFBEIsid
- PUSH{X A
PUSHMY A
BFR it B A
AESHNZER
Sequenceld A EE ARSSimAE Ak, FIFREXEMERM
B AYid, IRLS i
Appld Al KEE HEXRFRIAppI
Content byte[1512 #idEpayload
PUSHACK:
PUSHACK{H &
BFR Sl (=] EEJU
AESHNZRER
Sequenceld AT EUE kB pushthilA9E BFREEmXE
Ny £ . Rf-u-l
Messageld A REE 'ﬁ%%t%gﬁgg
Appld A <Y E HEXRSHYAppPId
" IRFIES ARERST LIRRSHEEE
type LbyteZifE 7,81 125/ BT/
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PING:

pingRE—FTHEEL, dTF:

EEsk
Bit 8 7 6 5 4 3 2 1
. 0 0 1 0 1 1 1 0
byte
PONG:
PONGtERBE—FTEEXL, 1T
EEsk
Bit 8 7 6 5 4 3 2 1
. 0 0 1 1 0 1 1 0
byte
- DISCONNECT:
DISCONNECT 44
B il B8 fnA
AESHNERER
connectionToken FER CONNE,SS[(':ﬁK@@ KNGS IRE Tk
- RECONNECT:
RECONNECTHHY{&
B il B fiA
version 1byte#(E 20 RAS
{EFARSANNZE:
deviceld length lbyte#{iE deviceld5ZI/Y
byte#ZBKE
SEFRSANIZE Z 51y
deviceld bytel] deviceld, F2FHF
ERRE(E A utf8Ymi3
ipswitch flag 1byte#E ZRA0 O}jﬁjﬁﬁgffiﬁf
AESHNERER

10
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Sequenceld AIKEE EFimE FFREXEERM
EFIRNEEE. S
AN pEETY OFKHT
. 2WIFL. 3(2g).
network 1byteXi(E ££3A00000000 4(3g). 5(4g) : 1€
UAEEERE 0K
0. 2%zE0. 3EKE
. AREfS.
ConnectionToken IR SRR
limit A KIS 5 COQ;;;CET%M&W
keepalive short 5CO;§$%%ﬂ‘iy{$
- RECONNECTACK:
RECONNECTACK M4k
BFR et B fEA
AESHNZZER
. RECONNECTH#HY \ ,
Sequenceld AIKEE sirhfgsequenceld FFREXEMERM
StatusCode lbyte#i{E %).l'l_,StatisCodeE
Connection Token e ] Ei;%gg’]\%lﬂiﬂ
keepalive short =60 {%%Hﬁ/;&’ B
RPCREQUEST:
RPCHMY (&
BR il B finA
AESHNERER
Sequenceld B EE EFimE FFREXEERM
RPC Version AT E ERiA A2 rpclIRRAS
Platform ID AIKEE EIASI2 BRiAS2
sid FRTER TAIE3X1SRYsid
apiType 1byte#{E EIAA3 BIAAI3
resourceType lbyte#E 2RAS2 EAS2

11
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Bt
resourceUrl FRIER productKey;produ BRS3Aurl
ctKey;1
contentType 1byte#E ERiAS2 EIAS2
headers{®E&if 1byte#¥E ZRIAH0 ZKINA0
rpc content
rpcipayload, &EfE
rpc content byte[]#148 rpc payload BB ENXIEE
FiRBIRS
- RPCRESPONSE:
RPC Responsetii{k
B it (=] Tk
AESHNEE
RPC Requesttir N
Sequenceld AT KEE WEHH ﬁﬁ:;&,;lé@'m%
sequenceld
" =
StatusCode lbyte#{E StatusCodeE Y
Response Payload #&={E&
OXOO'{-%iﬁjzle 2 e
ResponseStatus 1byte#E Ox09XFKiE ALk rpcﬁﬁ%i’gﬁﬁﬁh
U ~
ANERARSS VAR, NIAEHT THIER
" RPCljg RzAY
ContentType lbyte#{iE ContentType
i Lbyte$fii BIAIRE0 RPCIfIRZ:k
Confi " SR
responﬁs{eﬁ onfig 1byte#fiE 3 GEED
response » AR5 AR AL
payload byte[]28 payload
- RRPC:
Reverse RPCRequestiii ik
BFR et =l A
AESHNERRR
Sequenceld AIKEE ARSS imAE Ak, FFREXEERM

12



@BEIEE P AR AL

aliyun.com

Appld A K EE appld
payload length AERKHE payload{<fE
payload byte[]#4H payload A&
- RRPCRESPONSE:
Reverse RPCResponsetir¥{f
BR et =l R
AESHNZRER
Sequenceld TTREE WRRPCEFSTR  mremmms
statusCode lbyte#E ZDistatusCode
payload length B KEE payload{<fE
payload byte[]#¢8 parf/lsgaocrl] Ps\]eyé\
- PUBLISH:
PUBLISHMY &
R et =l R
AESHNZRES
Sequenceld Al EE FFREXEMAEXRM
AR ton B
topic FFE# FER tc;ir;ldiﬁ%
FEACKIER(ZE
%:ﬁiﬁ‘i’éj—jzﬂﬁgz‘?%
. TR )?5% \E‘ |\E__], D%
aliveSecond AR ZEH0 | MEHEAAR
RERFESRZE
—RESER)
payload byte[]#4H publish payload
- PUBLISHACK:
PUBLISHACK i
R et =l R
AESHNZRES
Sequenceld Al EE FFRECEMEXRM
" FBApubRkINEL S
code lbyte#{iE OERLTh B

13
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PSR BRI A 4R TR

K, 192 B BR
EBRAAY /98
- SUBSCRIBE:
SUBSCRIBE}Y{#
B it B fiA
AESHNEERR
Sequenceld AT KEE FFREXEMEXRM
- " topiciE &1
topic_size lbyte#{E BE2644
topic
) o stringZEBY ;= topicBFR FOIFHI
topic TR MSB/LSB *EE #
SUBSCRIBEACK:
SUBSCRIBEACK iy 4%
R et =l fimk
AESHNZZER
Sequenceld A EE FFREXEMEXME
R, EO1N RSN 8 code H1MNFT
codes length 1byte#i= FrfB codestyiE<E
B/ Ncode 1byte#(E code
REFHE, Z2D14N ARS8 codedin 1S
messages length 1byte#fE Fﬁﬁmeféfigesﬂ’ﬂ,ﬁ
B/ message FER message
- UNSUBSCRIBE:
UNSUBSCRIBEf#mY {4
B i) B fA
AESHNERER
Sequenceld AIRKEE FFREXEMERM
L " topicgiEg K011
topic_size lbyte#E Bx64
topic 1E&4

14
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topic FFER tOPiC*%E%g}gFﬂm
- UNSUBSCRIBEACK:
UNSUBSCRIBEACK4%
= e 8 sk
AESHNZRER
Sequenceld AEEE ﬁﬁ?*g@*ﬁé‘é
RERS, Z01/0M 18821 8 code §1MFT
codes length lbyte#f& ﬁﬁﬁCOC}ESE’\JE'\K
B Ncode 1byte#&E code

JERKEZ

CCPIMY P FRSEBIATTEIKEE | HREERZEEREII.

The algorithm for encoding a decimal number (X) into the variable length encoding scheme is as
follows:

do
digit = X MOD 128
X =XDIV 128
// if there are more digits to encode, set the top bit of this digit
if (X>0)
digit = digit OR 0x80
endif
'output’ digit
while (X>0)

where MOD is the modulo operator (% in C), DIV is integer division (/ in C), and OR is bit-wise or (| in
C). The algorithm for decoding the Number Length field is as follows:

multiplier = 1

value = 0

do
digit = 'next digit from stream'
value += (digit AND 127) * multiplier
multiplier *= 128

while ((digit AND 128) != 0)

15
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where AND is the bit-wise and operator (& in C).LS When this algorithm terminates, value contains
the Remaining Length in bytes.

SEETMQTTE

IOT:

=il

W& UNTR:EE YN e
T aEkER |
B response
B | Iy

" D, response

E ccp,matt,coap

A 4

% WERR

.
Ty

REFRAMQITEA IR T EASWARE:

- IREIRBULES
- RERNGIEEE

A | IREEREH S RIBRIERH TERBEREN SR ERA hmacmd5EiA(FTIE hmacshal, md5)&EZRAE
=devieceld+productkey,{ffkey=productSecret+deviceSecret

B, ARSSEEIIESEGIE FHiREIpubkeyiEF ( X.509t8xbase64 )
C , 8&(FEApubkeyiEBTLSHMMGEEMQTT

HTFREEFREEAEZNERAMS , BAIESHREANEIIREIEANY,

ZNELESES

- deviceld : SFEMARIREMRE—RS | ILURILI= DIREEBE—
- deviceName : BFRBEENXRIIREI , HARFERN , R RE—

16
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- deviceSecret : SFERIMARIREZE , Fldeviceld 2ALITHIR

- productKey : FBFAEFEE S FRIBHIMIER A Akey , Blproduct app key

- productSecret : FAFEFE XM ERIBAWIBMB AZEE , #1 productKeytB 23THIL , Blproduct
app secret

- INEARSS SR - http://manager.channel.aliyun.com [ : 80

- NBRSSEEHEHE « INIERIIEHRREpSimO

IR

FEOANEEENSHEILUE iot.console.aliyun.com |, SKE=RIERFNHREIES productKey,
productSecret, deviceld # deviceSecret FHiE &% =4S ERAFMH IR mITRINMRSE.

1 REIRIRS RO HIEB SIS RS /A0 pitHER

F—F , REELUAIE, &% —GET/POSTiEkZlhttp://manager.channel.aliyun.com/iot/auth,
ST

S5 EENME ik

FRi5HYdeviceld, #5140
:b15f5e5063064fffacccle’s
6ad59c29

BARPEE=IoTiEs & L6l
a9 mAYproductKey, 4
aM: 12345

BRSBTS

1. BB 1RAIRSHRIIE
£ (signpRih ) |, RERFRIN
FHER, ARBS8ERRSH
REEOR. N
:deviceldb15f5e5063064fff
acccle56ad59c29product
Keyl123456signMethodM
D5... [REZERcontent

2. REEIHXNMHEZ FERY
{&(content)iF#{THMac%E,
IN=R{ERRYkey =
productSecret+deviceSecr
et.

3. 1SRERE L6 HIF RIS
FEERS BN
:DF2F6A209E06D25FA154
DBE9771ED987

4. WNER{ERA

MD5 , sign=md5(product
Secret+content+deviceSe

cret) , REEARE

deviceld

=

=

productKey

=Y

sign

17
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EE/EX , HmacMD5 (4

signMethod Ak 1A ) 8 HmacSHA1L &
MD5

IRELEEREA | Biall , &
. 1% cert : RIR[ENEH
resflag Ai% ij,tip | R AR St

AiElE | yyygéMM-dd
' . hh:mm:ss &=, , BFRE&
time itk e e s
—F

RS 28R [EljsonZEHa:

{"servers":"8.8.8.8:8080|8001","pubkey":"pem keyZZitbase6489=FFFER
", "pkVersion":"1.0" , "success":true,"sign":"IRSZEEEH"}

1. SFERINABIEPEEbase64decode , ERE— P pemi8AYFFE (X509IFF), EpkVersion2
HRTEPBARA.
2. Hrpservers @ AT ccpiEziIEiRiBmiEiR Sttt | inAB S MNERE
3. Elit, RBHEL T TINEABABUR NIRSEEMipithit , T—HiE8FR&EEN | HITmqtt@E(E.
4. RS EEIRERsignfEALL E—HRISE K& dservers, pubkey, pkVersionZ#§ ( successpash
) &8, HEFIHEIE (BLEdnsHIFFXEE ) | IEBTIEURIRSS 85 p I LA EFE Fif,

FEIRD

- YESEMIRE]jsontEIRIS

{"errorCode":"InvalidSign","message":"illegle sign!","success":false}

- HrherrorCode® : InvalidSign:&&5&iR , CertExpired : IFH13Hf InvalidPara
S8R RejectIFEIB K, Unknow. Rt 7 H

ISRRENE

1. MQTTHMY
BRIMERSHFEFEIMQTTHMUIEAN GRS 3.1 LUK 3.1.1 hrAWY). BEARaIiiES®E MQTT 3.1.1 5
MQTT 3.1 #3244

BEifTE L #% TLSV1.1, TLSV1.2 [N B T iR

18
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R
Javaz<fFl
ALAREAMQTT #EFAIZ Fin Paho HITMQTTANERE. ARRFIRAESAIAVAZE FindHiTiEx.

- E—4 BRBEIREIALE , ABENAREERE.
- BT BIURBEIRIQIBIERRECESSL , SHERTER
- B=2 BEMQTTINY SERHTIREE(E.

FEIENEN
EHITMQTT CONNECTHMM IS BHIAHE |
FZEFClientldLAR UserName B TS RIS S . LUEN B =SS SBhEENSHSE.

FFClientldiBMHRE , ZEIE productKey+":"+Deviceld IR B NBIHAIE.
SFFUserName@tE , MEEIE productKey+productSecret+deviceld +deviceSecret iEEZ T , HITMDSIIZE , A&

I EREARIRAKS.
Boh , FERIRE , ConnectiESHfiIKeepAliveRTIEIEEIRERIT60FLL L , FNEER , MEBE=SEEIZEE | RE
ConAcksEi=50x03.

BE{RDEMOERE : MQTT-JAVA-DEMO

1BEFH/DK7 K DEMOFESF. 1517DEMOZEI , 1§85 75£ com.alibaba.iot.demo.util.Config 2§ , XA
FEESHEE T

BRI
SREGIES | FlAlotAuthUtiIZERAME. BARRIRIESE IRBIAERTRIE.

//Step 1: SRENECEER
System.out.printin("FHEKEEEEE!");
Map<String, String> result = IotAuthUtil.auth();
//1.1 1BEIA$ARIBASE6ARIBLAGHIF T R 2R
String pubKey = result.get("pubkey");
//1.2 133%ERN B AP Sk O]
String servers = result.get("servers");
String targetServer = servers.substring(0, servers.indexOf("|"));

//1.3 1SZIBASECAF R R AEFIBLARAIARUET XXM+
byte[] pubKeyByteContent = Base64Util.decode(pubKey);

F=T4 , BETLS/SSLER

InputStream is = new ByteArraylnputStream(pubKeyByteContent);
InputStream calnput = new BufferedInputStream(is);
CertificateFactory cf = CertificateFactory.getlnstance("X.509");
Certificate ca = null;

try {
ca = cf.generateCertificate(calnput);
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} catch (CertificateException e) {

e.printStackTrace();

} finally {

calnput.close();

}

String keyStoreType = KeyStore.getDefaultType();

KeyStore keyStore = KeyStore.getlnstance(keyStoreType);
keyStore.load(null, null);

keyStore.setCertificateEntry("ca", ca);

String tmfAlgorithm = TrustManagerFactory.getDefaultAlgorithm();
TrustManagerFactory tmf = TrustManagerFactory.getInstance(tmfAlgorithm);
tmf.init(keyStore);

SSLContext context = SSLContext.getInstance("TLSV1.1");
context.init(null, tmf.getTrustManagers(), null);

SSLSocketFactory socketFactory = context.getSocketFactory();

FE=, SMEBERET TLS/SSL iEE .

FELEL EEREMQTTIERRT. Connectti 2 clientld BM(E/ appkey:deviceld username [E4HES
ToUpperCase(MD5_32(appkey+appSecret+deviceld+deviceSecret)) iIXt£ELUET R =X M BIHEEIE L
A TIGIE.

final String topic = Config.topic;
String broker = "ssl://" + targetServer;
//ZFIRIDIE: appkey + deviceld.
String clientld = Config.appKey + ":" + Config.deviceld;
final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
MgttConnectOptions connOpts = new MqgttConnectOptions();
connOpts.setMqttVersion(4);// MQTT 3.1.1
connOpts.setSocketFactory(socketFactory);
String signUserName = signUserName();
connOpts.setUserName(signUserName);
connOpts.setKeepAlivelnterval(65);
System.out.printin("#1TiEE, BAYHE: " + broker);
sampleClient.connect(connOpts);

SBIUE, #TiHEPublish

String content = "Message From Deviceld:" + Config.deviceld2;
MgttMessage message = new MqttMessage(content.getBytes());
message.setQos(1);
sampleClient.publish(topic, message);
System.out.printin("EE&ALIN");

FreeRTOS kw74~

SERA BB ESSIREADMEI .
T4tz FreeRTOS DEMO
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e GERF

REERNEREREH GIERRE , HEAF REERAEZYENEN.

FEMEZ=IoT

RlaliyunikSEZHANoTEHG |, INREREFTENEZMEANEMIRS | WFEEHBFE

B~ m

IEHNESERE  FEEE R, REtE R, FREATERRENES , BRULURE-EER

REF.

SKFRT2LW02WAA22A

TR EveS SEUTE, KERENA30, FREND

< | SKFR72LWO2ZWAA22A
;j%'% |§M§E 3
-FERER W RSR. RETRERS R,
- FREE | ERRENINATTRER |, HEMERIoTHTEEUNIIAREIERZ R, HIaNEsE
R,

- FERIEP : IEFRZE | MRSl TN RilAE—IRRA.
- AppKey : FIIEERIoT AF=RAIMARIME—IRIRAT
- APPSecret : fIE =IoTAF=mIMARFmMWE , SAppKeysxdHIL.
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N >
IR
SRR | AN RAINGE, EAFREERE FRENE , SHFIEE.

RIS RS , XA SHEIAERREE—mAe , AR ETFRE RSB RIoTHTERS
BEIRHNE I HEERPEGRE,

1 RIS F

. o . Cl
R R | BIHEE EEREGRsRE . &
sxzs EETATERTR , AXEEYE. )
o o “EEEE:

MITEREZ G, EHERRAPRREEMIRNRE , ARJUEARSFREERMRENER.

< | devicel.

I EEES b)

D: 03RSUNMOFIV

I I R ~

@ FHEIEEHE

REIER | FINREZE , MERIoTAHRSEMARNE—RRF , REIEBATREANERD , FANESER
R,

-18%2ID : Bldeviceld , EfE=IoTH/IREMARNE—IRR®T
- %% H4A : Bldevice_secret, RERIoTAIREMAINKEMIE , BFALENE , S12RBIDEITHI

NREFRINAZSRESAPub/SULBEAT , BRRET Topic#{TiEE. MERCTHEREV/RREIIRA
BEBMER \Topic | BINFIBTITSE S HHIL IR
HENREIFIBR , DIRENIRIETopicAIRUR,
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BiFh , KR EIZIEEEAE Topic : 23XXXXX/did1/door/status-hk7EEHIRR.

&E:
- TopiccRiR : 2{ERTopicEFWAN 7/ ;
- IUBRIRME : XITopicAYRME , BIEAMH TR , LARAHRFITIA.
- Topic : B{ATopicENX , iBSE 1 Topic, HEBURIERNTopic , ATLAEREECRF

R T ZEHIEHRIEN , Sha B apiEa SN | i§8Fapincy
FIER | IRBIRANMERIo TS MIEBTHEEEBETANE , BRMZAIBERNRS FEEtEE.

IRSSECE

R ZMENMNEHRAUTIEEA (RPC) BIIRSS | HERERIHERZIRRSS , LMREF RS =imrequest-

UK

=
responseffJizs.
< | SKFR72LWO2WAA22A
EFEB
BERT Z PC/RRPCLAT RRPC
BEEE
ESTRESIL
TopicEE
» BEEE RENR HRAO: hitp:ir2
EEEATETE: 50 =i

FER : IRFERARIRSS BRIFSHFCCPIMUENRIR S , MQTTHMIUZ BB REER%IIEE

B E R imARSS et

ZimARSE Mt ; IREFBITHACCPY F RPCRESQUEST i8S EUBEERZIRSE M , FFNZIRS
MR 25 RS RPCRESPONSEE(ELA1RE IR, FMIESECCPIMYFHIRPCERS

- EBRYRYIE) : ARSSHBRIAGIR) , SEEITE10- 1000
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R EiGFIASEFtbIE

RFPBREIRSEEILEMEE I T [ E R o TRAREZMI EaSIR SIS LAHTTPS VB AF | X
HRAFPHMEEERAIEE SIREFRS. BRRERIIEIESINESSEMR.
FRIER

1. TR CCPIMUEZMQTTIIENANR B EB T LA IR IR S BRI NIRE,
2. BRS3HEE B R R BESTF A S THIECSELSLBRIIPHELLIIE]

ZImSEATERIZ S
RHSTIERIRE , FEEIREOEEER , PSSR ERIAR, S TERHA I ARIRRS:
| (BRTE R E R ERIOAPIE ISR IR,

- BYoIREEE T CCPHMYSEIIRRPC, BAIE S5 S CCPY R AIRRPCER S
- | RS IR LAEARRPCARIAPHEHEIRE , &5 3X44RRPC,

TopicEH

CCPHYAIMQTTHINERSTEPub/SURGE(STTRE , Pub/SubEET TopicRRREEASEN. TopicRaalE
B, P EILLEIT RS HIEAOpenAPIE ZRZ IS SERA TopichATRNE. , EHEFEIZ
TOPICRERIE , FFTERISlE, BiES%ETopicS TRy,

XERILAETopic , EIRSZRFRISRILEL.

Topic

EIHEAITopic , AJLAEEZTopicliEEAME , tEALIBEEH & X Topich & MhiHR.
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St

SIS , RIARS SQLAE—TopichRISIEHITANE | FHASQLINIESE M RIAL

< | rule
AEE
EES =
AER : e FUER : description
| =
AUEED 3298414/ + /upload” WHERE tem>
==
pic v/ +upload
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e -
R i
sEEGi =
EEREITOD Y #

B BIFRIARIN : $Skey/atemFhumRS R AYEGEMTopic:232*****/+ /uploadhEJISONE B RN Ik

. TIEFFEHINS ZEMEREEdeviceld MtopicORHAFERIETRIZENER ( MING I ETFIREFBESE

MAEREL) | BEI R tem > SOEIRHATIIIR | REEENNEIRAVETE | LUBHT T —SHAIZETE.
FRIER

1. TopicZIHBECRF
2. HAN5 |ZEFRRISQLERIAR SHRFVESQLIEE | MESRMHEVMIRESELIFETE.

REUE

BERESQL TopichRIHBITANE | AFALIMNG Z IR RRIEEH THRAERE. TEHRFIFENE
BRICE LRI AIR(E , MBS FRIEN , RUESEENIRS SR,

RHBEIB—1{\Topic
BTopichRYEHEAEESE | KIXFIB— N Topic , AILISEIIM2MIZR | (BERNABRTM2M |, BETERS
P Ay
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SRER
1. EFRENTopicASTHHEERRT, (BT LAERSFRE S IALTXE | tban${aliSiET o select
XXX as a SFRAE,

2. JLURIEEIE ) By TopicH

FhERIRTE#(Table Store)
AILABAMEE ERES , BEEESIAFHEEIRISTFME ( Table Store ) ., B TRESRIEEFENES  BS
EEIRIZ(E ( Table Store )

BHiE

EESE: IESHEROTS)
RS SEEABIOTSE

| g
=6 | o

WER: | zu_tavle

v | BERAMAE

BMEEEE

- BRHREEEH G Lt Table Store#iizzk | BTEUEFE. URRERR  WREERFOIEiuEER
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RT SRS
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- BIISQLAMET fFRUEIEER S TFETE Table StoreZURRFEURFIT , AR TLISEEEFIHTHE | B
AEpayload

- FERIoTARERIERFAITable Store¥fiEzk , YT FF RSN A BEXS FH P ¥R TS 4=
. FTLL, BFRELE—EABTable StoreEANRIIAE , ARKZABHETHEMERIOT , XiF
fERIoTABEISAMBRIT FFRIEUEBE N SRR,

FHERI=EAERE (RDS)

BRALIEIEES G LR E AN E PROSIRIR R A ZIZEGERE (RDS ) B, BETHES

RDS{EEH ESEY 3 RD

EREwR

- BS AP RERNES CR S IREIRER TR, APFRTIEEE , ASRIERIERT
Bl BRERIESLOIGRETERE. WRRBRR  BAFEEERDSEH G ESZEENAIEIR.

- EREHEELZE  FEEENZSIEEREEEIRAIKS | IRRE  MWFEEERDSEHIGEIZE
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A5 [ Ee TR tisRAISONFRR , Flin${tem} XEERERR , TEMEMY , WRAERNE , 73
FHFOREE—FER | fllliEAtem , BBERFAMEtemXER | FRSENEIEEEVR

R, RARTIETHE.
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EMRAIRERRDS | #EMEH AT EGEUESHERD SEUEREF.

TERTHHMZRDSEEHGHNRRE , SAF RN IESEIREHRDSENSIEELAR , saHIER
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data=
{
"status":"active",
"appkey":"xxx",
"appld":"12312", //HEXRI R, AT LARIRIZE ]
"isDev":true,

"deviceSn":"sss", //5i&FIDIERE.

"deviceld":"deviceld",

"ip":"devicelp", //IRE&XRIIP

"time":"2015-12-23 00:00:00" /&3 %EER AR
}

- R\ LT[R

240279 data, ZE(Ejsont&= , WF.

data=

{
"status":"online" (@ offline),
"appld":"12231",
"deviceSn":"sss",
"deviceld":"deviceld",
"time":"2015-12-23 00:00:00"
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