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1. Introduction

MegaRAC® SP-X on SoC has an AMI generic, user-friendly Graphics User Interface
(GUI) called the MegaRAC® GUI. It is designed for easy usage. It has a low
learning curve because it uses standard Internet browsers.

This chapter allows you to become familiar with the MegaRAC® GUI's various
functions. Each function is described in detail.

1.1 Supported Browers

. Operating System
Browser version Linux Windows MAC OS
Firefox 2.0 and Yes-Default Yes No
above
Internet 7 and above No Yes-Default No
Explorer
. 3.0 and
Safari above No Yes Yes-Default
Chrome 2.0 and No Yes No
above
Opera 9.64 and No Yes No
above

1.2 User Name and Password

Initial access of MegaRAC SP-X prompts you to enter the User Name and

Password. A screenshot of the login screen is given below.

A




The fields are explained as follows:
Username: Enter your username in this field.
Password: Enter your password in this field.

Login: After entering the required credentials, click the button to login to MegaRAC
GUIL.

Forgot Password: If you forget your password, you can generate a hew one using

this link. Enter the username, click on Forgot Password link. This will send the
newly generated password to the configured Email-ID for the user.

Default Username and Password

Username: | ADMIN
Password: | admin

NOTE: When you log in using the username and password, you get full
administrative rights. It is advised to change your password once you login.

Warning

Once you login the application, it is recommended not to use the following options.
® Refresh button of the browser

® Refresh menu of the browser

® Back and Forward options of the browser

® F5 on the keyboard

® Backspace on the keyboard



1.4 Using MegaRAC SP-X
The MegaRAC GUI consists of various menu items.

Menu Bar

The menu bar displays the following:
® Dashboard

® FRU Information

® Server Health

® Configuration

® Remote Control

® Auto Video Recording

® Maintenance

® Firmware Update

A screenshot of the menu bar is shown below.

MEGARAC

Dashboard  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Firmware Update

1.5 Quick Button and Logged-in User

The user information and quick buttons are located at the top right of the MegaRAC
GUI. A screenshot of the logged-in user information is shown below.

==

" Refresh % Print Logout

HELP
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2. SP-X WEB GUI

2.1 Dashboard
The Dashboard page gives the overall information about the status a device.

To open the Dashboard page, click Dashboard from the menu bar. A sample
screenshot of the Dashboard page is shown below.

MEGARAC |
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Daghbgard  FRU Information  Server Healn  Configuration  Remcie Contrel  Aute Video Recording  Maintenance  Firmware Update
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2.2 Field Replaceable Unit (FRU)

FRU Information Page displays the BMC'’s FRU device information. FRU page
shows information like Basic Information, Chassis Information, Board Information
and Product Information of the FRU device.

To open the FRU Information Page, click FRU Information from the menu bar.
Select a FRU Device ID from the Basic Information section to view the details of the
selected device. A screenshot of FRU Information page is given below.

| MEGARAC & =Y

 adkmar = Wefrush ¥ prie

FRU Information  Server Health  Configuration  Remote Contrel  Auto Video Recording  Maintenance  Firmware Update

Field Replaceable Unit{FRU)

Thiss page g T the various FRU
Basic Information:
FRU Device ID -

FRU Device Name =

Chassis Information:
Chassis Information Area Farmat Version
Chassis Typa
Chassis Part Number
Chassis Serial Number

Chassis Extra

Board Information:
Board Information Area Format Version
Language
Manufacture Date Time
Board Manufacturer
Board Product Name

Board Serial Number m e
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2.3 Server Health Group

The Server Health Group displays the following information.
® Sensor Readings

® Event Log

® System and Audit Log

® BSOD Screen

A screenshot displaying the menu items under the Server Health is shown below.

| MEGARAC

Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Firmware Update

Dashboard | FRU Information

Sarsor Readings

Evirt Log
Sysiom and Audil Log
BS0D Sowen

11



2.3.1 Sensor Readings
The Sensor Readings Page displays all the sensor related information.
To open the Sensor Readings Page, click Server Health > Sensor Readings from

the menu. Click on any sensor to show more information about that particular
sensor, including thresholds and a graphical representation of all associated events.
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2.3.2 Event Log

This page displays the list of event logs occurred by the different sensors on this
device. Double click on a record to see the details of that entry. You can use the
sensor type or sensor name filter options to view those specific events or you can
also sort the list of entries by clicking on any of the column headers.

To open the Event Log page, click Server Health - Event Log from the menu bar.
A sample screenshot of Event Log Page is shown below.
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2.3.3 System & Audit Logs

System and Audit Log Page will display all the system and audit events occurred in
this device that has been already configured.

To open the Event Log page, click Server Health > System and Audit Logs from
the menu bar. A sample screenshot of System and Audit Logs Page is shown below.

| MEGARAC B

Dashboard  FRU Information | Server Healtn | Configuration  Remote Control  Auto Video Recording  Maintenance  Firmware Update

System & Audit Logs
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2 May 11 345418 togalast fowmal: Copynght (c) 2006 Amencan Megatiends Inc.
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2.3.4 Blue Screen of Death

This page displays the blue screen captured during failure in host system.

To open the BSOD page, click Server Health > BSOD from the menu bar. A
sample screenshot of BSOD Page is shown below.

| MEGARAC

Blue Screen of Death

This page displays the enagshot of the bius scresn captured # the hast syssem crashed since last rboct

BS0D SCREER |5 NOT AVRILABLE,
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2.4 Configuration Group

This group of pages allows you to access various configuration settings. A
screenshot of Configuration Group Page is shown below.

Dashboard  FRU nformation | Server Healtn | Configuration  Remote Control  Auto Viceo Recording  Maintenance  Firmware Update

Blue Screen of Death

This page snuprshot of the biue since last reboot

Virlizal Media
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2.4.1 Active Directory

An active directory is a directory structure used on Microsoft Windows based
computers and servers to store information and data about networks and domains.
An active directory (sometimes referred to as an AD) does a variety of functions
including the ability to provide information on objects. It also helps to organize these
objects for easy retrieval and access, allows access by end users and
administrators and allows the administrator to set security up for the directory.

This page allows you to configure Active Directory Server Settings.

To open the Active Directory Settings Page, click Configuration - Active
Directory from the menu bar. A sample screenshot of Active Directory Settings
Page is shown in the screenshot below.

Active Directory Settings

Thee ‘Active Directory’ is cumently disabled. To enable Active Directory and configere 1S seltings. Cick on Advanced Settings” button

Thot st bekrw shws the cument list of cenbguid Robs Sroups. § you wosld Hus 1 dalsbe o madkly o role group, aulect the s from tha lal snd clk Dulebs Rela Greup or Madidy Rials Graup. Te add & niw Rote
Group, salect an unconfigersd slot and chick Add Role Group

Mumber of cenfigured Fioke greups: 0
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2.4.2 DNS

The Domain Name System (DNS) is a distributed hierarchical naming system for
computers, services, or any resource connected to the Internet or a private network.
It associates the information with domain names assigned to each of the
participants. Most importantly, it translates domain names meaningful to humans
into the numerical (binary) identifiers associated with networking equipment for the
purpose of locating and addressing these devices worldwide.

The DNS Server settings page is used to manage the DNS settings of a device.
To open the DNS Server Settings Page, click Configuration - DNS from the menu

bar. A sample screenshot of DNS Server Settings Page is sown in the screenshot
below.

N

DNS Server Settings

Manage DNS seftings of the device

Darrsains Harss Suevics Canfigueation
ONS Sarvice ¥ Enabis
Host Configuration
Hust Suminga Automile -
Host Namw AMIAMESFZTACE
Registes BMC
o 1
eth) Register BMC
P Hsupdate DHGCP Cliant FODN Hostnams E:
Domain Mame Configuration
Dienain Suttings wth)_ed -
Dumain Name
Domain Mame Sesver Configuration
ONS Sarvar Somings bl -
1P Priceity LR L

ONS Sarvart

DNS Server2

DHS Serverd
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2.4.3 System Event Log

This page is used to configure the SEL type, that is Linear SEL or Circular SEL.
Linear SEL type will store the System Event log lineary up to its SEL Repository
size and SEL will be discarded if the SEL Repository is full. Circular SEL type will
store the System Event log linearly up to its SEL Repository size and override the
SEL entry if the SEL Repository is full.

To open System Event log Page, click Configuration > Event Log from the menu
bar. A sample screenshot of System Event log page is shown below.

MEGARAC &=

Dashboard  FRU Information  Server Health | Configuration . Remote Control  Auto Video Recording  Maintenance

System Event Log

This page is used to configure the System Event log information
Cusrent Event Log Policy : CIRCULAR
Enatle Lnear Evert Log Pelicy
Enable Circular Event Log Palicy

e
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2.4.4 Images Redirection

This page is used to configure the images into BMC for redirection. This can be
done either by uploading an image into BMC say, Local Media or by mounting the
image from the remote system, Remote Media.

To open the Images Redirection page, click Configuration - Images Redirection
from the menu bar. A sample screenshot of Images Redirection page is shown
below.

d MEGARAC

Redirection

Raemcte Madin is ivmd 1o miurt the imges bom mmite system snd perform sdrection. Remats Medin is cumently diaabled Tu conhigre Rensots Madia Sattings. Chck on Advanced
Setzngs’ button Advanced Settings

Number of Available Media Types: 0

Connecied Sener Sesaion

Data Not Available

Stast Redurection
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2.45 LDAP /E-Directory Settings

The Lightweight Directory Access Protocol (LDAP) / E-Directory Settings is an
application protocol for querying and modifying data of directory services
implemented in Internet Protocol (IP) networks.

To open LDAP/ E-Directory Settings page, click Configuration > LDAP/E-

Directory from the menu bar. A sample screenshot of LDAP/E-Directory Settings
Page is shown below.

MEGARAC

Dashboard  FAU information  Server Heafln | Configuration | Remote Control  Auto Video Aecording  Maintenance  Firmware Update

LDAPI/E-Directory Settings
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2.4.6 Mouse Mode

In MegaRAC GUI, Redirection Console handles mouse emulation from local
windows to remote screen in either of three methods. User has to be an
Administrator to configure this option.

To view the Supported Operating Systems for Mouse Mode, click Mouse Mode.

To open Mouse Mode page, click Configuration > Mouse Mode from the menu
bar. A sample screenshot of Mouse Mode Page is shown below.

Dashboard  FRU Infermatien  ServerHealth  Configuraion  Remats Control

Mouse Mode Settings
Redrestion consoly mowse mode S6tngs can be mectied heve,
Cuwrront Mouse Mode : ABSOLUTE
Set Mode 10 Retatve (Recommended when senves OF is Limox)
Set Mode 10 Absohute [Recommended when saner 05 is Windows)
Sot Mode 10 Other Mode (Fiecommended for SLES:11 05 instaliation)

Mote: Please refer 1o the SP-X User's Guade for more detasls on the 05 compmitibly for thase mouss modes

(s ] [Bem]
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2.4.7 Network

In MegaRAC GUI, the Network Settings Page is used to configure the network
settings for the available LAN channels.

To open Network Settings page, click Configuration - Network from the menu
bar. A sample screenshot of Network Page is shown below.

MEGARAC

Dashboard  FRU Infarmation  Server Health | Conhiguration | Remots Contral  Auto Video Recording  Maintenancs  Firmwans Update

Network Settings
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1PVG Address
Subinat Prefix langth 0

VLAN Configuration
VLAN Settings 71 Enabis

VLAN 1D 0
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2.4.8 Network Link

In MegaRAC GUI, this page is used to configure the network link configuration for
available network interfaces.

To open Network Link page, click Configuration - Network Link from the menu
bar. A sample screenshot of Network Link Page is shown below.

MEGARAC

Dashboard  FRU Infarmation  Server Healh | Confguration  Remete Contrel  Aute Vides Recording  Maintenancs  Fi

Notwork Link Configuration

Manage neteork ink settings of the devce

LAM Interface athd bt

Auto Nogotistion % on O oFF

Link Spead 1000 Mbyps =
Duplox Mode Fall Drglex -
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2.4.9 PAM Order

This page is used to configure the PAM ordering for user authentication in to the
BMC.

To open PAM Ordering page, click Configuration - PAM Ordering from the menu
bar. A sample screenshot of PAM Ordering Page is shown below.

Dashbeard  FRU Infarmation  Server Health | © tion | Remete Contrel  Aute Vides Recording  Maintenance  Firmwars Update

PAM Order

This poge is used to configura the PAM Ordaring far the wser autherication

(= &
(oo | (G
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2.410 PEF

Platform Event Filtering (PEF) provides a mechanism for configuring the BMC to
take selected action on event messages that it receives or has internally generated.
These actions include operations such as system power-off, system reset, as well
as triggering the generation of an alert.

In MegaRAC GUI, the PEF Management is used to configure the following:
® Event Filter

® Alert Policy

® | AN Destination

To open PEF Management Settings page, click Configuration > PEF
Management from the menu bar. A sample screenshot of PEF Page is shown
below.

MEGARAC | n -

Dashboard  FRU information  ServerHealth | Contguration | Remote Control  Auto Video Recording  Maintenance  Firmware Update

PEF M
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2.4.11 RADIUS

RADIUS is a modular, high performance and feature-rich RADIUS suite including
server, clients, development libraries and numerous additional RADIUS related
utilities.

In MegaRAC GUI, this page is used to set the RADIUS Authentication.

To open RADIUS Settings page, click Configuration - RADIUS from the menu
bar. A sample screenshot of RADIUS is shown below.

MEGARAC (8

+ admin

Dashboard  FRU information  ServerHealth | Configuration  Remote Control  Auto Video Recording  Mamntenance  Firmware Update

RADIUS Settings
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| Sawe Rt
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2.4.12 Remote Session

In MegaRAC SP, use this page to configure virtual media configuration settings for
the next redirection session. “Single Port Application” is enabled by default. While
disabling “Single Port Application” KVM and Media Encryption are disabled by
default.

To open Remote Session page, click Configuration > Remote Session from the
menu bar. A sample screenshot of Remote Session Page is shown below.

MEGARAC 8
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This page i used to configure vinual media configuration settings

VM Encryprion Erakls

Huyboard Langusge Ao Duect (AL =
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Ruotry Time Interval o Secmnoda

¥ Leeal Meniter OFF
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2.4.13 Services

This page displays the basic information about services running in the BMC. Only
Administrator can modify the service.

To open Services page, click Configuration > Services from the menu bar. A
sample screenshot of Services Page is shown below.
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2.4.14 SMTP

Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic mail
(e-mail) transmission across Internet Protocol (IP) networks.

Using the MegaRAC GUI, you can configure the SMTP settings of the device.

To open the SMTP Settings Page, click Configuration - SMTP from the menu bar.
A sample screenshot of SMTP Settings Page is shown in the screenshot below.

MEGARAC
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2.415 SSL

The Secure Socket Layer (SSL) protocol was created by Netscape to ensure
secure transactions between web servers and browsers. The protocol uses a third
party, a Certificate Authority (CA), to identify one end or both end of the
transactions.

Using MegaRAC GUI, configure SSL certificate into the BMC. Using this, the device
can be accessed in a secured mode.

To open the SSL Certificate Configuration Page, click Configuration - SSL from

the main menu. There are three tabs in this page.

. Upload SSL option is used to upload the certificate and private key file into
the BMC.

. Generate SSL option is used to generate the SSL certificate based on
configuration details.

. View SSL option is used to view the uploaded SSL certificate in readable
format.

A sample screenshot of SSL Certificate Configuration Page is shown in the

screenshot below.
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2.4.16 System and Audit Log

In MegaRAC GUI, System and Audit log page displays a list of system logs and
audit logs occurred in this device.

To open System and Audit Log Page, click Configuration - System and Audit
Log from the menu bar.

A sample screenshot of System and Audit Log Settings Page is shown in the
screenshot below.

| MEGARAC
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2.4.17 System Firewall

In MegaRAC GUI, the System Firewall page allows you to configure the firewall
settings. The firewall rule can be set for an IP or range of IP Addresses or Port
numbers. To view this page, you must at least be an operator. Only administrators
can add or delete a firewall.

To open System Firewall page, click Configuration - System Firewall from the
menu bar.

A sample screenshot of System Firewall Page is shown in the screenshot below.

MEGARAC N
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2.4.18 Users

In MegaRAC GUI, the User Management page allows you to view the current list of
user slots for the server. You can add a new user and modify or delete the existing
users.

To open User Management page, click Configuration > Users from the menu bar.

A sample screenshot of User Management Page is shown in the screenshot below.
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2.4.19 Virtual Media

In MegaRAC GUI, this page is to configure Virtual Media device settings. If you
change the configuration of the virtual media in this page, it will show the
appropriate devices in the JViewer Vmedia Wizard. For example, if you select two
floppy devices in Configure - Virtual Media page, then in Jviewer - VMedia
Wizard, you can view two floppy devices available for redirection.

To open Virtual Media page, click Configuration - Virtual Media from the menu
bar.

A sample screenshot of Virtual Media Page is shown in the screenshot below.
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2.5 Remote Control

The Remote Control consists of the following menu items.
° Console Redirection
. Server Power Control

A sample screenshot of the Remote Control menu is given below.

Dashboard  FRU Information  Server Healin | Configuration | Femote Control  Auto Video Recording  Maintenance  Firmware Update
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Virtual Media Devices
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2.5.1 Console Redirection

The remote console application, which is started using the WebGUI, allows you to
control your server's operating system remotely, using the screen, mouse, and
keyboard, and to redirect local CD/DVD, Floppy diskette and hard disk/lUSB thumb
drives as if they were connected directly to the server.

| I
=

Dashboard  FRU information  Server Health  Configuration  Remote Control Auto Video Recording  Maintenance  Firmware Update

Console Redirection

Preus the button o launch the rdimction conscle and manage the saree Moty

| Jum Coascle

Browser Settings
For launching the KVM, pop-up block should be disabled. For Internet Explorer,
enable the download file options from the settings.

Java Console

This is an OS independent plug-in which can be used in Windows as well as Linux
with the help of JRE. JRE should be installed in the client's system. You can install
JRE from the following link.

http://www.java.com/en/download/manual.jsp
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The Console Redirection main menu consists of the following menu items.
Video

Keyboard

Mouse

Options

Media

Keyboard Layout
Video Record
Power

Active Users
Help
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2.5.2 Server Power Control

This page allows you to view and control the power of your server.

To open the Power Control and Status Page, click Remote Control - Server
Power Control from the menu bar. A sample screenshot of Power Control and
Status Page is shown below.
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2.6 Auto Video Recording

The Auto Video Recording consists of the following:
. Video Recordings

. Recorded Video

A sample screenshot of the Auto Video Recording menu is given below.

Dashboard  FRU Infarmatien S

Console Redirection
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2.6.1 Video Recording

This page displays the list of available recorded video files on the BMC.

Use this page to configure Auto Video Recording and SOL Recording.

To open Video Recordings Page, click Auto Video Recording = Video
Recording from the menu bar. A sample screenshot of Video Recording Page is
shown below.

MEGARAC 88 __. A,

Dashboard ~ FRU information  Server Healn  Configuration  Remote Control | Autc Video Recording | Maintenance  Firmware Upsate

Video Recording Configurations

Usa this page to configure Auto Video Recoring and 50U Recorming

Video Recording SOL Recording

Temparataraalingn Critical Events ] Tumpesaturniioltage Hon Critical Evants

| TemparataieNVoliage Non Recoverabie Events Fan state changed Events
| Watchdog Timer Events | Chassis Power an Event
" Chassls Power off Event 1) Chassis Reset Event

" Panticular Date and Time Event
Dat: Miy 2~ ~

[ LPC Reset Evest
Tim: i :
Pammas) 1 ] 4
| Pre-Lvam Vides Recording
Pre-crash Priv-raset

| Save | | Resst |

41



2.6.2 Recorded Video

This page displays the list of available recorded video files on the BMC.
Use this page to configure Auto Video Recording and SOL Recording.

Remote Video share is currently disabled. To enable Remote Video share and
configure its settings. Click on “Advanced Settings” button.

Below is a list of available recorded video files on the BMC. Select a video and vlick
the “Play Video” button to play the video. Select a video and click the “Download”
button to download and save the video. Click the “Delete” button to delete the
selected video.

To open Recorded Video Page, click Auto Video Recording > Recorded Video
from the menu bar. A sample screenshot of Recorded Video Page is shown below.

MEGARAC 8
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2.7 Maintenance Group

This group of pages allows you to do maintenance tasks on the device. The menu
contains of the following items:

. Preserve Configuration

. Restore Configuration

. System Administrator

. Backup and Restore Configuration

A sample screenshot of Maintenance Group Page is shown below.

MEGARAC

Dashboard  FRU Information SsrverHealth  Configuration  Remote Control | Auts Vide Recording | Maintsnancs

Presenve Cenfiguracon
Video Recording Foestors Conngurston
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A detailed description is given below.
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2.7.1 Preserve Configuration

This page allows the user to configure the preserve configuration items, which will
be used by the Restore factory defaults to preserve the existing configuration
without overwriting with defaults/Firmware Upgrade configuration.

To open Preserve Configuration Page, click Maintenance > Preserve
Configuration from the menu bar. A sample screenshot of Preserve Configuration
Page is shown below.

Praserve C guration

This page allows you 10 select the speciic configuration items to be prasered m the cases of Restors Configuration™. and “Firmwar Update without Prassne Configuration option”
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2.7.2 Restore Configuration

In MegaRAC GUI, this option is used to restore the factory defaults of the device
firmware. This section lists the configuration items that will be preserved during
restore factory default configuration.

Warning: Please note that after entering restore factory widgets, other web pages
and services will not work. All open widgets will be closed automatically. The devide
wil reset and reboot within few minutes.

To open Restore Factory Defaults Page, click Maintenance - Restore Factory
Defaults from the menu bar. A sample screenshot of Restore Factory Defaults
Page is shown below.
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2.7.3 System Administrator

This page is used to configure the System Administrator settings.

To open System Administrator Page, click Maintenance > System Administrator
from the menu bar. A sample screenshot of System Administrator Page is shown
below.

MEGARAC
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2.7.4 Backup and Restore Configuration

This page allows you to select the specific configuration items to be backup in case
of “Backup Configuration” and it allows you to restore the configuration in case of
“Restore Configuration”.

To open Backup and Restore Configuration Page, click Maintenance - Backup
and Restore Configuration from the menu bar. A sample screenshot of Backup
and Restore Configuration Page is shown below.
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2.8 Firmware Update Group

This group of pages allows you to do the following. The menu contains the following
items:

. Firmware Update

. Protocol Configuration

A sample screenshot of Firmware Update Group Page is shown below.

| MEGARAC
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2.8.1 Firmware Update

This wizard takes you through the process of firmware upgradation. A reset of the
box will automatically follow if the upgrade is completed or cancelled. An option to
preserve configuration will be presented. Enable it, if you wish to preserve
configured settings through the upgrade.

To open Firmware Update Page, click Firmware Update - Firmware Update from
the menu bar. A sample screenshot of Firmware Update Page is shown below.

MEGARAC
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2.8.2 Protocol Configuration

This page is used to configure the firmware image protocol information.

To open Protocol Configuration Page, click Firmware Update - Protocol
Configuration from the menu bar. A sample screenshot of Image Transfer Protocol
Page is shown below.

| MEGARAC 8 g

Oashbeard  FRU Information Server Health  Configuration  Remote Control  Auto Video Recording  Maintenanes | Firmears Update

Image Transfer Protocol

T following option allows you 1o configure Smwars image pretecol information
Protocal Type HITRHTTR: -
Server Addross
Image Name

Watry Count il

50



2.9 Log Out

To log out of the MegaRAC GUI, click the logout link on the top right corner of the
screen.

Username:
Passward:
[Lopn |
Beauired Browssr Settings

1. Adaw popeps from this site @

2 Adow fla downlond fram this ste. (Howto Bl
3. Ensble jwvascrt for this ste @

4. Enable cockios for this ste @

It is recommended not 1o use Refresh, Back and Forward options of the
browses.
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NOTE
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3. BMC Port Number

This section will list a table of the BMC Port numbers.

Web Server: 80, 443

KVM: 7578, 7582

CD Media: 5120, 5124

BMC Port Number FD Media: 5123, 5127

HD Media: 5122, 5126

IPMI: 623

UPnP Discovery: 1900, 50000
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