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ANHEPNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMNELTEIRES , FHRRETHEAARTRBELE,

g
BTN A EMER | EBH Cisco HARTHAM,
BERER

A B E BRI A AR T R EM 2 5 BR(WLC)BLEMACTIE RS . A X AE e AR
& AAA RSB RNBEEZEAR (LAP),

WLC E# MAC it 3887 ( MAC SHRIE )

£ WLC L6122 MAC it iE=Ret , MRFEAFFTERNE 7 iwmA MAC it 7o VS ELAb4] U5 7]
WLAN 4%,

WLC EX#EFmHRER MAC 5B RIE :

. K tth MAC B9 iiF

- RADIUSHR S5 25 F FAFWMAC & 2 1 it
FRARM MAC BHKIE , AF MAC it F457 WLC EMBIEE+, HAFERFRER MAC 3
IEECER WLAN BY |, §1RHE WLC LM AR BIEREEX & P s MAC #hib #4TIRIE , 20R & 43U
Ih , MERZFFmiE R WLAN,

AMINER T , WLC R BIEHR S5 512 MNP %B,
i P BIRFERSI N B 22048 1M % B . RBIBEEFE TIITHRE -

CRMEBRR , SRESAE

- RMERF , SRGERS

- MACHE25%H

- BEBRFIZRSE B

- BARERRFIRSEE
FIAXLERENAF BB IRENBIEE KD,

ERMATIEE , BMCLERAU TGS

<Ci sco Controll er>config database size ?
<count > Enter the maxi mum nunber of entries (512-2048)

HE , BAAFEARADIUSIRSZ B MITMACHE It B BRI, ME—MNTFTREZAR , BF MAC it
EEFM#E RADIUS BRFEMA 2 WLC ., HAFBIEERME RADIUS RSB AT , WLC
EFim MAC it ¥ & | RADIUS IRESSJ[HITEF B, RS , RADIUS RFH[IRETAHAEN
BAEERIE MAC #itit, MREFFIHSHRIERKT , MIRFZEFFEHIER WLAN BRR., ATLAERA
X% MAC it B 51 UF B 1EA RADIUS BRS 25,

£ WLC LEEZF it MAC & 41iE



EEWLCLEEAMMACE B RIE , FIMITUATRE

1. EBEWLANH B FAMACTEE,

2. EWLC L FHAEFIHMACH I R E AR iR, EX . EEREMACEMRIEZH , DA E
WLCH ITERBREHFLAPEMEIWLC, AXHBRREENEREERE T WLC B LAP B
AMEIWLC A, MREBERFAF , HEFEZHIEEWLCLAHERLALAPRITERIEE | BS
PR TS EMAWLCH R EAPHIE, FXK . TE&EFFHIAEERKEEAN T XIEMACEAK
iFo

B WLAN 35 Al MAC Hif

EREEBEMACTHIEIBENWLAN | BIITUA TR

1. 202 WLAN , EMEHIEE GUI 585 WLANs, BEENER WLAN EQ., ZBE O3 72|
2= P ECERY WLAN,
2. EFEFH WLAN |, iE#EH New, EARTRHIF , WLAN @58 H MAC-WLAN A WLAN ID 79

1o

WL ANS > New
Type Y
et T —
- —

BLEWLANE AMACIE JE
3. B Applyo
4. FE“WLANs > Edit'E O , X4 ETiZ WLAN S,

WLANSs > Edit

| General | Security | QoS | Advanced |

TS

| Layer2 | Layer3 ! AAAServers |

Layer 2 Security £ | None v |

[“]MAC Filtering

EXSH

£ Security > Layer 2 > Layer 2 Security Policies T , i FFMAC Filtering 2%, XFH
WLAN BB MAC B KiE, £General > Interface name T , EFEWLANBS BIMEO, EX
s | WLAN #BRET B EEEN, B3 WLAN BRITEREBREMS I, #£35 Apply.


https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#conf-wlan
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c2
https://www.cisco.com/c/zh_cn/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo

WLANs = Edit

General | Security ' QoS | Advanced |
Profile' Name MAC-wLan
Tvpe WM
==ID MAC-WLAMN
status Enabled
Security Policies MAC Filtering

(Modifications done under security tab will appear after applving th

Radio Policy Al
Interface _managernent (v |
Broadcast =10 Enabled

B 5 242 O B WLAN

T—SREAEF iR MAC HiiitE WLC LR E A B4R %,

BXRWMAE WLC EEEZNAED (VLAN) WiFHER , BHSHEL LAN 25125 EH VLAN BtE R
Bl

EHE P MAC it WLC LR B A b BIERE
EEWLCEFEAZEFIHMACH U Al E AR IEE | BT TIRE -

1. R FIEE GUI & o5 Security , ARt MIKE P MAC Filtering, BLEEFE R MAC
Filtering & O,

MAC Filtering

(In the Radius Access Reques
RADIUS Compatibility Mode Cisco ACS % MAC address.)

MAaC Delimiter ‘Mo Delimiter v |

Local MAC Filters

MALC Address Profile Mame Interface Description

MAC & O
2. B New BAfE WLC E8IZ—N A IEE MAC it B,
3. £ MAC Filters > New BAF |, M AZ IR MAC ik, BIEXH B, WHEHMZEOBZ.


https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-vlan/68100-wlan-controllers-vlans.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-vlan/68100-wlan-controllers-vlans.html

AT

MAC Filters » New

MaC Address
Frofile Mame
Cescription

Interface Mame

| management %

HMACHE it 6] 28 7K ik B0 45 B
4. B Applys

5. EMABIEEPRMESE K

FEELSR2 3 4. I, GFFREZSLE WLAN &

, WLC S RIEA M MIBERITE i MAC bk, tNRBIFRKTH , MEBZER ik E] W%
o XX EARTRAIF  REMAEEHME2EZEVFIHMACHEUITERT, CiscoB AT
MACH U B I EHME2EREIRLZEHFEMEEH. TEWRFEA MAC thit &4 1KIiE
KR IEH WLAN ML | B AECTRMHBE INZ SN H,

{&£ FIRADIUS R 55 3 B MMAC & 43 1 ik

EFARADIUSHRSZ 2B EMACE R RRIE |, EERUA TR, EARFIH , #H Cisco Secure ACS

RS- 88468 RADIUS RS 85.

1. Bi& WLAN /5 i MAC 338

2. FHAZE i MAC it & RADIUS RS 8

B WLAN 35 Al MAC Hif

EREEBMACHIEBENWLAN | BIITUA TR

1. E0IE WLAN , BEMEFIZE GUI P& T WLANs, BEEIE R WLAN BH. ZE 5| 72|

27 FECERY WLAN,

2. EFENH WLAN , FH T New, EATRHIFH , WLAN a58& 5 MAC-ACS-WLAN B WLAN

ID A 2,
WLANS » New

Type
Profile Mame
==ID

I

MAL-ACS-WLAM

74


https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8

EFHIWLANE EMACE JE
3. B Apply.

4. FE“WLANs > EdittB AF , E X4 ETF1Z WLAN B958, 7£Security > Layer 2 > Layer 2
Security Policies T , 1% F"MAC FilteringZ £, X¥¥ WLAN 5 A MAC %Ki, &

General > Interface name T , EBWLANBRS ZEIME O, TR 2> AAABRSS 88> RADIUSHRSS
BT, EBRTHATMACE BRI RADIUSERS 85,

WLANs > Edit

| Select AAR servers below to override use of default servers on this WLAN
Radius Servers

Authentication Servers

Accounting Servers
Enabled
Server1 [1p:10.77.244,196, Port:1612 % || None |
Server 2 | Mone

v | Mone w |

Serverd [Nome  wi[None v

BREHTFMACE B3I BIRADIUS IR S5 £5

JTado

& : MWLAN > Edit® O£ #FRADIUSHRS 88 2 81 , &4 Zi1ESecurity > Radius Authentication &
A # & X RADIUSHRSS 25 7 /2 FIRADIUSER S5 87

RADIUS Authentication Servers

Call Station ID Type  [IP Address %

Use AES Kay Wrap l.—.|

{Designed for FIPS customers and requirgs & key wrap compliant RADIUS sérver)
Metwork Server
User Management Indes Server Kddress  Port IPSEC Admin Status
=] = i 10.77.244.198 1812

Enablad Enablad [ |

Radius 5175 1% AR IE WLAN BRITERERHM S, 235 Apply.



WL ANs > Edit

General SEEurlt',r f, QoS | Advanced

Frofile Mame MAC-ACS-WL AN
Type WLAR
ZEID MAC-ACE-WLAN
Status ¥\ Enabled
Security Policies MAC Filtering
{Maodifications done under security tab will appear after applying the

Radio Palicy Al e
Interface | management v |
Broadcast SSID Enabled

5. B Security > MAC Filtering.

6. 7£ MAC Filtering B O & , £ RADIUS Compatibility Mode Ti%# RADIUS RS E5HIKE, &
T 5IER Cisco ACS,

7. \ MAC Delimiter T3 & | 1% MAC delimiter, Z<RHBIEA Colon,

8. B Apgl
MAC Filterin
(In the Radius Access Requesd
RADIUS Compatibility Mode Cisco ACS % MAC address.)
HaC i CET—

T—$RERRSE MAC HiEE ACS BSE.

5% 3% MAC il i RADIUS BRS58%
ZFMACHLEFINEIACS | HHITAA TR -

1. 7 ACS RS &5 ¥ WLC EX W AAA B k. M ACS GUI # # i Network Configuration,

2. { I Network Configuration & AR , EX WLC BB, IP #thtt, HERANMSHRIES
7% ( RADIUS Cisco Aironet 5 RADIUS Airespace ) » HXEMIE ACS B RIERSZE[FNE
B, BZAHIEERAN X,



e suet  Network Configuration

il

| user
Bwriup

B Add AAA Client
o [iram

—— AMS Cheet Hostnaers  [ivirelessLANCantaller

mm 10.77.244.210

AAA Chert [P Address

Conpration
:-H r—— Feay Cisco

Comfigar aion
B pmenn Aushenticate Using  [RADIUE [Cisco Abunet) =]
;;. | B e = Smgls Connect TACACS+ AAA Chent (Fecord stop m
43 | patsbases accoumting on fuhie)
; [ M Log Update™Watchdog Packets froen thes AAK Chent
@IMI" T Lag BADITS Tunmelng Packets from this AAA Chent

Dwarantabon

P Eegdace EADIUE Port mfo with Usemame from this AAA
Chent
Submit | Submits Restan | Cancsl
2 sk £ Wl I

BRIAAAE F i

17

.M ACS £¥& | % User Setup.

2

A Client Hostame

AAA Client [F Address

Eey

Notwonrk Device Group

Authenticate Using

Single Connect TACACE+ AAA Client

Log UpdateWatchdog Packets from this AAA Client

Log RADIUS Tunneling Packets from this AAA Clent

Replace BADIUS Port info with Username from this 444
Clipnt

# B B B 8 B 8 & B

AAA Client Hostname

The AdA Chent Hostmame 15 the name astigned to the
AAA chert

[Back to T-_:'_:
AAA Client IF Address

The AAA Chent [P Address is the IF address assigned to
the AAA chent

I wou wat to designate more than one AU chent wath a
angle AARA chent eotry in Cisco Securm ACE, you can
specify the IP address for each AAA chent to be
repretented by this AAA cliest entry. To separate sach IP

 BEWLC LE BN HAERALMEACSRSHETE. HAERHAX D KNIE,

. £ User XAME |, % A MAC #hait BURINEI A - Bz E.
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User Setup and External User Databases

Finding & Specific User in the Cist aSeome User Databhase
Adding s Usar to the CiscoSecure Uper Database

Listing Usernames that Begin with o Particnlar Charartes

Livting All Usernames in the CiscoSecure User Database

Changing a Username in the CiscoSecurs User Database

& & & & & @&

User Setup epables you to confipure mdoedual wser
eformaton, add users, and delete wers m the database

User Setup and External User Databases

Before Cico Secure ACS can mthestcate upers wnth an
-F:l.".""""lr'] e d.1|:.1h.“','

« 1 o must have the database ap end mneeng on the
eternal sereer, For eicanple. f vou are ueng towen
card aathentic atvon, your bokien server mst be
rurrmg and properly configueed

o Tou must have corfigured the agpdbeable
parasneters i the External User Diagabases section

Mete: Deer Sengp configurabon overndes Group Semp
i ool aton

K you rely on the Tknown eer Pobey m the Extereal
User Databases sechon bo create entnes o the

FEMACHI U AFEWLCHAFBMNBBEENItTL2HEE, MREVRITLK , HFREX
WHZEiR BEUEE WLC Wf3RkE MAC, BEFREBLIH MY MAC it , R AIXAT8E5| AR

FH,



5. £ User Setup B O , £ Secure-PAP O3 AMEF % A MAC i,

Cisgo Svanims

2

il

g | Setes

S wil Py ol

f

HIH
i
i

£
g2
%
§

User Setup

User: 00:40:26: A CESST (New User)

I Account Dusbded

User Setup

Fassword Auathentc ston

o Account Disabled

# [Deletimg a Usermame

& Supplementary User Inflo

o Payrwnrd Anthentic ation

& Group te which the user is assigned
s Callback

o Chient [P Address Assignment

o Advamced Settings
» Nertwork Access Hestrictions

» Max Sessions

i

I [CemSecawDatchese = « Usage Cluotas
-~ - : — . Dizahle
al:ﬁm CiscoSecure PAF (Ao wsed for CHARMS ALcim "Asabie
— CHAFABAF i the Separate beld 1 not checked ) * Emﬂ—uz?];f::e’?-ﬂ: et
r— s Advanced TACACS+ Settings
r I Dabibases Password I + TACACE+ Enable Control
; I Haparts st i arfrm f » TACACS+ Enable Paseword
- Pageword » TACACE+ Duthound Pas sword
Daline I Senarats (CHAPME-CHAPARAS o TACACS+ Shell Cammand Auathorization
!'jl m——— : e - « Command Authenzation for Metweik Devies Managem el
Fasewerd | Applic ations
Canlirm - L ALUSS Lipkmvivwm Sefvires
| TACACK® Link Nerv
Fazewerd « [ETF RADIUS Astributes

When & token server 2 ured for sushenie aton, o HADIUS Vendap-Specific Attribtes

rpplyng a separate CHAF pasrword for a tolen
I||-| ULET .d:-.'.J.I-C 'HF-,I‘ AT AOT :"4_: &

especially urefidl when toloen cacheg » enabled

d - Account Disabled Stams

Sroup bo whach the user o agned Sedect the Account Disabled check box o doable ths

#£Secure-PAP Password FE& # 3 AMAC s 4if
EMACH U AMEWLCH AFENEZB X EN It T2MEE, MRFORIERK , FREX
MH =i BELLEE AP (AR E MAC. BT EBIYIH MM MAC H#isit , R NIXATRES| ARE#L
TR

6. & “Submit”,

7. EM ACS BEFEHRIMEZA, , BEELR 2 5 5, & , IEFWEEEILE WLAN B
, WLC & FEHEEIEL ACS B85, ACS RS E|[IRIE ACS BIEFERIEXLEE, MRKE
FEHFEZEFIHMACHNE , ACS RADIUSHRSG B2 BWLCIRE &M RIER , HEEF R
LASR #E 15 MIWLAN,

f£/ CLI £ WLC L& E MAC TiEz8

A HBTES e A A WLC GUI BLiE MAC IjE8s, Bt alAfEA CLI £ WLC L& E MAC
TiEeE. EEWLCLEEEMACTHIESS , BT TERE :

. & Hiconfig wlan mac-filtering enable wlan_id &3 SL/8 AMACE R, #i Ashow wlanin ¥ B %
IEREENWLANS AMACEIE.

. config macfilter add &< : £ config macfilter add&s 5 AJ LA fimacfilter, ##0O., WA, &
F8 config macfilter add @5 53 BJ #£ Cisco o4k LAN #4258 E 6172 MAC IJ885% B, FRLGS
A 1E Cisco Fogk LAN #2 #1288 £ T L LAN HARh & Fig, tidiEessfsed RADIUS 4%
EdE,

config macfilter add <MAC address> <W.AN_id> <Interface_nane> <description> <l P_address>
Bl A — g MAC 3 IP Bt it AR GY, ST IZIRER XIS B Fin , B , 76/ DHCP
TR EEMARZERN IP BHESNEF K,

(Cisco Controller) >config macfilter add 00:E0:77:31:A3:55 1 lab02 "labconnect" 10.92.125.51
. config macfilter ip-address #$ config macfilter ip-address @5 A FMACIT JiE 25 R 53 B 1P it 1F
o BRANUTHSIN IP hutfeEF AR MAC TIESBFHTFEED



config macfilter ip-address <MAC_address> <| P_address>

)

(Cisco Controller) >config macfilter ip-address 00:E0:77:31:A3:55 10.92.125.51

RN EREME S iw i

AUAEERANEFIRRERN, EERRBENZRARERTEOARIINESHNBEIEZER , LU
H—SHRRK, BNNEEE , ATEFPRERSORIE , ERIHXEKE S G R XM FRH
HEBR. 1 Aconfig wlan exclusionlist wian_id timeout@s & , SMER EZRANE F ikl B8, Bt
B LR 151655358 , LAl LA AOLUK A A& ik

WiE
ERIVACTRBRERBER , WHRITUTRE

- show macfilter summary - & 7RFfE MAC JiZ885% B HWBEE,
- show macfilter detail <client MAC Address> - MAC T8 885% B ¥4 E Ro
LU 2 show macfilter summary as& 8 — 4R

(Cisco Controller) >show macfilter summary

MAC Filter RADIUS Conpatibility node............. Cisco ACS
MAC Filter Delimter........ ... ... None

Local Mac Filter Table
MAC Addr ess WLAN | d Description

00: 40: 96: ac: e6: 57 1 CQuest

(Cisco Controller) >
LT show macfilter detailcommand#y ;=4 :

(Cisco Controller) >show macfilter detail 00:40:96:ac:e6:57

MAC AdAr €SS. . . .ttt e e 00: 40: 96: ac: e6: 57
WLAN ldentifier.. ... ... . . i, 1

Interface Name......... ... .. .. mac-cl i ent
DesCription. . ... .. ... Guest

P HERR

& T LAGE R LA 5 5 SR BEBRED B R R

AR EAdebugii T2l BEZHAAXBAHBTHERREES.

. debug aaa all enable - #EHtFTE AAA BB R,
- debug mac addr <Client-MAC-address xx:xx:xx:xx:xx:xx> — EE EMACR , &£ fHdebug
maccommandis o
LA 2 debug aaa all enable S5 SH—ANRAI :


https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Wed May 23 11:13:55 2007: Looking up local blacklist 004096ace657

Wed May 23 11:13:55 2007: Looking up | ocal blacklist 004096ace657

Wed May 23 11:13:55 2007: User 004096ace657 authenticated

Wed May 23 11:13:55 2007: 00: 40: 96: ac: €6: 57 Returning AAA Error 'Success' (0)
for mobile 00:40:96:ac:e6:57

Wed May 23 11:13:55 2007: AuthorizationResponse: Oxbadff97c

Wed May 23 11:13:55 2007: structureSize.......... ... 76
Wed May 23 11:13:55 2007: resultCode. .. .. ... .. i 0
Wed May 23 11:13:55 2007: protocolUsed........ ... .. ... . . . ... 0x00000008

Wed May 23 11:13:55 2007: proxyState. . ... ... ...
00: 40: 96: AC: E6: 57- 00: 00
Wed May 23 11:13:55 2007: Packet contains 2 AVPs:

Wed May 23 11:13:55 2007: AVP[ 01] Service-Type. ... ...
0x0000000a (10) (4 bytes)
Wed May 23 11:13:55 2007: AVP[ 02] Airespace / Interface-Nane...............

staff-vlan (10 bytes)

Wed May 23 11:13:55 2007: 00: 40: 96: ac: e6: 57 processing avps[0]: attribute 6
Wed May 23 11:13:55 2007: 00: 40: 96: ac: e6: 57 processing avps[1]: attribute 5
Wed May 23 11:13:55 2007: 00: 40: 96: ac: e6: 57 Applyi ng new AAA override for

station 00:40: 96: ac: e6: 57
Wed May 23 11:13:55 2007: 00: 40: 96: ac: e6: 57 Override val ues for station 00:40: 96: ac: e6: 57
source: 2, valid bits: 0x200 qosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessi onTi neout: -1l1dataAvgC -1, rTAvgC -1, dataBurstC

-1, rTinmeBurstC:. -1vlanlfNanme: 'mac-client'

HEEABEFmAFEETWLCHMACH I BIEED ( AibBIERE ) IRADIUSHRSG 2= R EWLANX
BRRY |, ATLABERRZF iR, U T EAXNTRII MAC B KRIER debug aaa all enable 5 # —4
Bl

Wed May 23 11:05: 06 2007: Unable to find requested user entry for 004096ace657
Wed May 23 11:05:06 2007: Authenticati onRequest: 0xa620e50
Wed May 23 11:05:06 2007: Callback......... ... ... . . . . . .. 0x807e724
Wed May 23 11: 05:06 2007: protocol Type. . ...t 0x00000001
Wed May 23 11:05:06 2007: proxyState........... ...
00: 40: 96: AC: E6: 57- 00: 00

Wed May 23 11:05:06 2007: Packet contains 14 AVPs (not shown)
Wed May 23 11:05:06 2007: 00: 40: 96: ac: €6: 57 Returning AAA Error 'No Server' (-7)

for mobile 00:40:96:ac:e6:57
Wed May 23 11:05:06 2007: Authorizati onResponse: Oxbadff7e4

Wed May 23 11:05:06 2007: StructureSize....... ..., 28
Wed May 23 11:05:06 2007: resultCode. . ... ... ... -7
Wed May 23 11:05:06 2007: protocolUsed........ ... ... ... Oxffffffff

Wed May 23 11:05:06 2007: proxyState. . ......... ..
00: 40: 96: AC: E6: 57- 00: 00
Wed May 23 11:05:06 2007: Packet contains 0O AVPs:

B2 : SAEEMACHIHT S AR NTAE S WMIES | XINN S RRITHE S RNBEE

X B EMicrosoft Windows 2003 Enterprise iR $585 L #FACS 4.168¢ |, i@ I MACH 1t 3 1T 5 17
RiIITNEFIRSBIEL, X AAA B IRE AAA RS 85 & 3% Service-Type=10 B BN & X £ X
8%, XE2ENCisco Bug ID CSCsh62641, it bug EMEI AAA B i 4A$E WLC FIER MAC
=V E AN L =3 0EnE Y /S

BRRTTEMT

- BB E| ACS 4.0, =
- EAEB ACS DB MAC #uiit R T , HEHITHHRIULAY MAC #biit A INEIM 4175 B fR37 (NAP)
o


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsh62641

iR | TEFEAWLC GUIRIIMACK 88

T Cisco Bug ID CSCsj98722 ( IXFRFEMAF ) , AIRE2 R EXMIER. I bug 7 4.2 KBIRA
HEBEEE., WRETHRERET4.2, BRI LUFEGHREN4. 2568 A TR IRTG E#R L]

Ao

- £/ CLI , B U T HEE MAC TIESR :

config macfilter add <MAC address> <W.AN i d> <Interface_nane>

. TEFRHIBRH Web GUI |, 1 Security %31+ %% Any WLAN 5 A EX A MAC bk,
BR BREARRBETETRSE

MR ARIEIEFIR LEEAFR DHCP , METLEFEF iR AIEHE - IP BIEEH ARP &, AP

RAZTLE IR P ik, MBELEFFIRRMIRE , flW0 , FTRIBEEHIRE , W AP &
RATLIRZR IP i, SR BRBFXFEFTHUSHEEIRRE P BES. IRXEXREF
FisfIBIESEA , NEFFFERFRIEITLEFHENEAHRES. LRFEEZZFEERFED
CSCsq46427H,

AR RAERRLEMAS T RIEEATRTENEE.

FERETITENNL., T4k PLC REWFIRFHNBWBRG L , LFEHI MAC FiEiRE WLAN ¥
L AAA BEUATFERXERZ,

AT AR TLIRE W MAC itk BRETE IP #hik (Y12 5125 £ 6122 MAC 3t IE SR

X XEREF2ELZLEHWLANE E LS AMACHHETE, BEEREWLANE BN B RE
EsquﬁgﬁﬁAAAo

 CLI # , B AT 85K EIEZE MAC it IERs

config macfilter add <STA MAC addr> <W.AN_ i d> <Interface_nane> <description> <STA | P address>

AT

(Cisco Controller) > config macfilter add 00:01:02:03:04:05 1 my interface "Zebra Printer"
192.168.1.1

HXRfER

. ZE£% LAN 5B PH ACL &l R AB

- TR BERESIER AN T E RO

. TEBIEMEHIEE FE VLAN BB R

- BN TRILANEGIZR A B 5 E4. 1 AR & B A
- TRERFZER

- BREZEHH T8, — Cisco Systems



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsj98722
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsq46427
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/71978-acl-wlc.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/82135-wlc-authenticate.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-vlan/68100-wlan-controllers-vlans.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/obsolete/wireless/cisco-4400-series-wireless-lan-controllers.html
https://www.cisco.com/c/zh_cn/support/index.html?mode=tech&level0=268435588&referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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