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Description

SLAnalyzer is a tool developed by Open Text technical services to assist in the troubleshooting of
support related issues. It includes a log reader which parses text-based log files. A tools menu that
provides a REST client for SSPR and AAF, LDAP browser, a listing of registry keys used by several different
products, and a growing number of other features. It also includes an analysis report engine for several
different configurations and products.

Supported Platforms

SLAnalyzer has been tested on 32 bit and 64 bit systems. It should function on any windows platform
supported by Microsoft. This would include:

¢ Windows Vista

e  Windows 7

¢  Windows 8

e  Windows 10

¢  Windows 2003

¢ Windows 2008

e Windows 2008 R2

¢  Windows 2012

Note: There is a special version of SLAnalyzer to generate analysis reports for Windows XP and
Securelogin 7 clients. Contact a support individual if this version is needed. The SecurelLogin 7 version is
not being updated to include newer features and is only being used to generate reports for support
related issues.

Prerequisites

For SLAnalyzer to run you must install the Microsoft .Net 4.5 libraries.
https://www.microsoft.com/en-us/download/details.aspx?id=30653

Note: Executing SLAnalyzer on a workstation where the .Net 4.5 libraries are not installed will result in
the below message being displayed to the user.

ol Status *

This application requires DotNet 4.5: Download from Microsoft

hitps://www microsoft com./en-us/download/details aspx %id=30653

Figure 1 - Initialization error


https://www.microsoft.com/en-us/download/details.aspx?id=30653

Starting with SLAnalyzer version 9.0.1.0 the CEF open-source libraries have been replaced with the
Microsoft WebView?2 libraries. When the SLAnalyzer application is launched it will check for the
presence of the WebView2 runtime libraries. If not present, then the user will be prompted to install.

SLAnalyzer X

This application requires the Microsoft WebView2 Runtime. Launching
the Microsoft runtime installation process...

Installing Microsoft Edge Webview2 Runtime

Installing Microsoft Edge Webview? Runtime..

Apps & features

Microsoft Edge WebView?2 Runtime
-

104.0.1293.63

8/22/2022

Modify Uninstall

Failure to install the Microsoft WebView?2 runtime library will result in the embedded web browser not
displaying web content. Only a blank web browser screen will be displayed.

The webview?2 runtime library can be downloaded for offline installation of SLAnalyzer from:
WebView? - Microsoft Edge Developer



https://developer.microsoft.com/en-us/microsoft-edge/webview2/

Installation
Prior to version 9.0 of SLAnalyzer, the complete tool was provided in a single binary. But with the
inclusion of additional libraries and features it became necessary to implement an installation program.

SLAnalyzer now requires the application be installed through the Windows installer.

Download manager
A new download manager controls the download and installation of the SLAnalyzer application.

The SLAnalyzer download manager is located on the FTP server at:
https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer.exe

ol SLAnalyzer Download Manager X ‘

SLAnalyzer can be downloaded by clicking the button below

opentext

Download and install Release notes

Click the Download and install button to install the latest version of SLAnalyzer. Click on the Release
notes button to view the latest update information.

After clicking Download and install, the download manager will download the new version of the
SLAnalyzer application. Once the download is completed it will then launch the installer.

Note that the downloaded application will be located in the users download folder. The file is extracted
to a folder named <downloads>\SLAnalyzerinstall. Then the setup.exe program is executed to perform
the installation.

Manual Installation

Download location: https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzerChromium.new
After download, rename the file to .zip and extract to a temporary folder.
Run setup.exe from the temporary folder to install.

Note that to apply updates the SLAnalyzer application will need to be downloaded and installed from
the same manual location. An attempt to apply updates to a different location will result in an error
message indicating that the update cannot be installed. The error will show the location of the original
installation folder. SLAnalyzer could also be uninstalled and then installed again from the desired
location.

User documentation can be accessed from the help menu in the application or from:
https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer%20User%20Guide.pdf


https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer.exe
https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzerChromium.new
https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer%20User%20Guide.pdf

Release notes can be viewed from the download manager or from:
https://ftp.novell.com/pub/SLAnalyzer/ReleaseNotes.rtf

After installation, the SLAnalyzer application will be launched and be ready for use.
The application can be found under Open Text -> SLAnalyzer

(0]

' OneDrive

N OneNote

- Open Text

Ol siAnalyzer

SLAnalyzer will now be seen under apps and features as an installed application.

Settings = m] X
@ Home Apps & features
[ Find a setting o|  Choose where to get apps
Apps Installing apps only from Microsoft Store helps protect your device.
| Anywhere v
I i Apps & features
i Default apps Apps & features
M Offline maps Optional features

- App execution aliases
1 Apps for websites

Search, sort, and filter by drive. If you would like to uninstall or
X Video playback move an app, select it from the list.

slanalyzer X

-0

Startup
Sort by: Name Filter by: All drives v

1app found

SLAnalyzer
4/27/2023



https://ftp.novell.com/pub/SLAnalyzer/ReleaseNotes.rtf

Uninstalling SLAnalyzer
Open Apps and Features by clicking the left mouse button over the Windows Start button. Then select
the top menu item “Apps and Features”.

Scroll through the list of applications and find SLAnalyzer or type in SLAnalyzer into the search bar. Click
on SLAnalyzer and then choose the option Uninstall.

Settings == m] X
@ Home Apps & features
hl Find a settingi el |] 4 | Anywhere v
Apps
Apps & features
I i Apps & features
Optional features

App execution aliases

Search, sort, and filter by drive. If you would like to uninstall or
move an app, select it from the list.

slanalyzer ¥el

Sort by: Name v Filter by: All drives

1app found

SLAnalyzer
4/27/2023

1.0.0.45




AutoUpdate

The first time SLAnalyzer is executed each day, the application will check for updates. If a newer version
of SLAnalyzer is available for download, it will prompt the user if they would like to perform the update.

SLAnalyzer 3

There is a new version of SLAnalyzer available.

Current Version: 3.0.0.22
Mew Version: 3.0.0.24

Do you want to download and apply this new update?

Figure 2 - Update prompt

If the user clicks the Yes button, then SLAnalyzer will download the the new SLAnalyzer download
manager. After the download has completed it will exit and then launch the download manager to
review the release notes or download the latest version.

If the user clicks the No button then SLAnalyzer will launch the current version of the binary. The next

time the application is launched, it will again prompt the user for update. If the user wants to perform
an update after clicking the No button then they can select the Check for Update option from the help
menu.

During the update process the SLAnalyzer.exe binary is renamed to SLAnalyzer.backup. When the new
SLAnalyzer binary loads it will attempt to delete the backup file. If SLAnalyzer has been loaded several
times then this delete process may fail. At that point the user will need to close all instances of the
SLAnalyzer binary and then delete the backup file.

The autoupdate process uses the following logic
1. Download file ftp.novell.com/pub/SLAnalyzer/slanalyzer.properties
2. Compare current running version to the version listed in the slanalyzer.properties file.
(“version:”
3. If current running version is older than the listed version then prompt user to download the file
listed in the slanalyzer.properties file.
“url:”)

Structure of slanalyzer.properties file:
version:3.0.1.11
url:ftp://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer.new


ftp://ftp.novell.com/pub/SLAnalyzer/slanalyzer.properties

Log File Types

SLAnalyzer has built in log file parsers for a number of different log file types. The built in log file parser
formats the data in a structured table format to allow for filtering and identification of issues and status.
Starting in version 2.0.1.1 the user no longer needs to specify the log file type when opening. The user
just opens the file through the command line or the file/open menu and SLAnalyzer will analyze the
content to determine the log file type. If the type cannot be determined then SLAnalyzer will open the

file as a generic text file.

Built in log file parsers:

SLAnalyzer Report

Novell Client Credential Provider Log
SecretStore Debug Log

Securelogin Debug Log

CLE EADebug Log

DAS Log

NDSTrace

SSPR Support Bundle

AAF Database

AAF Debug Logs

Generic Log Reader (TXT)
Comma-Separated Values (CSV)
JSON Formatted File (JSON)
HyperText Markup Language (HTM/HTML/URL)
XML Formatted File (XML)

ZEN Message Logs

HAR files

Ot SLAnalyzer

Figure 3 - File open menu



Command Line Parameters

SLAnalyzer supports one command line parameter passed on execution.
C:\>SLAnalyzer logfile.log

Any filename passed to SLAnalyzer during load will be analyzed and an attempt will be made to open in
the proper reader format. For example, when opening a text file, the data will be parsed in an attempt
to identify if the content is a SLAnalyzer report, SSODebuglLog, SSPR Debug log, etc. If SLAnalyzer is able
to determine the content type then the appropriate reader will be used, otherwise SLAnalyzer will
prompt the user if they would like to open the file with the generic text editor.

Open Windows explorer and navigate to the desired log.

| NovellExport.log 9/28/2015 2:01 PM Text Document 1KB
4 | responsefile.ini 8/18/2015 4:14 PM Configuration sett... 1KB
| SLAnalyzerReportAnalyze All_01152015.6¢  1/15/2015 4:18 PM Text Document 568 KB

Right click and select Open with

Open with >| &) Notepad

> ot SLAnalyzer
= WordPad

25 TortoiseGit

4 Scan for threats

. Search the Microsoft Store
Restore previous versions
Choose another app

Commd 3m ~

Choose SLAnalyzer or if it isnt listed in the menu then “Choose default program”, browse for
SLAnalyzer, and choose from there.



Support for compressed files (ZIP)

SLAnalyzer supports opening compressed files. This provides the ability to leave log files in zip file format
and then to dynamically open with SLAnalyzer.

ot Open X
« v A « DATA(D:) » CustomerFiles > My SSPR Server > v o Search My SSPR Server
Organize v New folder v [A 0
I Desktop 2 Name ize
i Documents Regcode for customer
& Downloads SSPR-Support
D Music ¢ NewwithdebbiemorrismanualSSPR-Supp... 4 KB
=] Pictures ¢ NewwithJohnDoeSSPR-Support.zip KB
i Videos RunpasswordexpirationjobSSPR-Support.... 6/19 7KB
H - 2 6/12/ Compressed (zipp.. 1,725 KB
2, Windows (C) SSPR-Support.zip 6 mpressed (zipy 5KB
s DATA (D3) v
File name: | SSPR-Support.zip -

Figure 4 - Opening a compressed file

When opening zip files SLAnalyzer will extract the files to the temporary folder of the user. SLAnalyzer
reads the defined DOS environment variable “TEMP” for the extract location.

-TEHP=C:\Users\Greg\ﬁppData\Local\Temp

SLAnalyzer then appends the path of SLAnalyzer followed by the name of the zip file.

For example: C:\Users\Greg\AppData\Local\Temp\SLAnalyzer\SSPR-Support

After the files are extracted the file browser window will be displayed again so that the desired log file
can be opened.

ot Open *

» « Local » Temp » SLAnalyzer » v o Search SLAnalyzer

Organize v New folder sz w | 0

J 3D Objects " Name Date modified Type

I Desktop SSPR-Support 4/28/2032:07PM  Filef

|2l Documents
* Downloads
D Music

& | Pictures

§ videos
v £ >

File name: | ~

Figure 5 - Extracted content

When the user selects File/Close or exits SLAnalyzer, then the extracted files in this temporary folder are
deleted.



Support for large log files

SLAnalyzer is designed to handle files of just about any size. But because of limitations of memory and
other local resources, the open process will analyze the size of the file to determine if it is too large to be
processed completely. If the log file contains more than 500,000 lines then a message will be displayed
to the user indicating that the load times may be long.

SLAnalyzer E3

Warning: this is a large file, It might take a long time to load, It would be
recommended that this file be split,
Do you want te centinue processing?

Mumber of Lines = 3594548

Figure 6 - Large file detected

e |If the user selects no then the file will not be loaded.

e |[f the user selects yes, then the user will be presented with the option to split the file into more
manageable pieces.

SLAnalyzer B3

Would you like to split this file into several segments?

Figure 7 - Split file?

o If the user clicks no then the full file will be processed. Note that this could take a long time to
complete. Also note that system resources could be reduced to a point where memory swaps to
disk can cause the workstation to be slow or unresponsive. It is recommended that the file be
split into smaller segments for easier analysis.

o If the user clicks yes then the file will be split into segments containing a maximum of 500,000
lines per segment.



SLAnalyzer will first validate if file segments are already found. If so, then the user is prompted to either
abort the split or overwrite the existing files.

SLAnalyzer E3

One or more file segments already exist. Do you want to overwrite?

Figure 8 - Segments already found

A message is displayed to reflect the segment creation progress.

D Status EI@

Creating file seament: 4 Please Wait.

Figure 9 - Create segment progress

File segments are created in the same location as the original log file. Each file will be named with the
original file name with Segment_x appended to the name. (where x is the actual segment number)

| 550Debug.tat 7/19/2016 9:03 AM  Text Document 294,966 KB
| 550DebugSegment_1 txt 7/20/2016 11:16 AM  Text Document 41,006 KB
| 550DebugSegment_2 txt 7/20/2016 11:18 AM  Text Document 41,108 KB
| 550DebugSegment_3 et 7/20/2016 11:19 AM Text Document 41,001 KB
| 550DebugSegment_4 txt 7/20/201611:21 AM  Text Document 41,067 KB
| 550DebugSegment_5 et 7/20/201611:22 AM  Text Document 40,984 KB
| 550DebugSegment_6.txt 7/20/2016 11:24 AM  Text Document 40,984 KB
| 550DebugSegment_7 txt 7/20/201611:25 AM  Text Document 41,122 KB
| 550DebugSegment_8 et 7/20/2016 11:34 AM  Text Document 7,736 KB

Figure 10 - Segment list



After the file has been split, then SLAnalyzer notifies the user to open the desired segment file from the
File/Open menu.

SLAnalyzer @

File has been split into several segments. Please open one of the new segment
files from the file open menu,

Figure 11 - Split completed

Note: If a compressed file is opened and then a file within that compressed file is split, the user can then
open any of the split files from the temporary (extracted) file location. But if they close SLAnalyzer or
click on File/Close, the split files will be removed and the process of extraction and splitting will need to
be repeated.



Support for open log files

During the file open routine SLAnalyzer will detect if the file is currently being held open by some other
process. If detected SLAnalyzer will display a message to the end user.

SLAnalyzer @

Error atternpting to open file The process cannot access the file
'C\ProgramData\NetlQ\Logging'Legs\ CardPlugin.log' because it is being used
by another process,

The user will then be prompted if they want to make a copy of the file for access.

SLAnalyzer 3

Do you want to try to make a copy of the file and access it?

If the user answers yes, then SLAnalyzer will make a copy of the file in the users temp folder location.
Upon exiting SLAnalyzer the file will be deleted.

If the user answers no, then the file open attempt will be aborted and the user will be returned to the
SLAnalyzer main window.



File Menu
The File menu consists of the following items.

e Open
e Save
e C(Close
e Exit
Ot SLAnalyzer = O X

File | Analyze Tools Help

Figure 12 - File Menu



Open

SLAnalyzer supports a wide range of log files. There are specialized readers for some products and
generic readers for most other log types. SLAnalyzer will also open media and office based files. If a
built-in function cannot display the file type then the external program defined in Windows as the
default for that type of file will be spawned. For example attempting to open a pdf file will actually
launch the acrobat reader to display the pdf content.

Log File Features
When a log file is open the following features are available.

e Colorization

Copying data

Comments

Column Sort

Column Move/Re-order

e Finding data

e Jumping to a specific entry/line
e Filters

Colorization
When a log file is opened, SLAnalyzer will parse each line of the file and colorize the information based
upon the category defined for that logging type.

None: No colorization
Fatal:

Error: Red

Warning:

e Success: Green

e Information:

e Debug: Light Blue

e Trace — White

e Label -

e SectionMark —



Column Move/Re-order

You can click on any column header and drag it left/right to move its position in the display. For
example, the comments field is displayed as the last column. But it would be much easier to make
comments if the field was adjacent to the field being commented on. So click on the column header for
the comment field and drag it to the left to move it closer to the Message field.

Note that if the mouse is dragged outside of the column headers then the move will be aborted. You
must keep the mouse within the column header line.

ol D:\Customer Files\My SSPR Server\SSPR-Support\zipDebugGeneration.csv - O X

File Analyze Tools Help V| ‘ Filter ‘ ‘ Create ‘

Column 1
2020-06-12T16:40:31Z

Column 2

completed output of SSPRConfiguration.xml i...

completed output of configuration-debug,js... | 2020-06-12T16:40:34Z
.3 completed output of configuration-debug.txt... ‘2020-06-1 2T16:40:38Z
.4 completed output of about.properties in 22ms | 2020-06-12T16:40:38Z
.S completed output of dashboard-data.json in ... ‘2020-06-1 2T16:40:38Z
.6 completed output of system-environment.pro... ‘2020-06-1 2T16:40:38Z
7 completed output of appProperties.propertie... | 2020-06-12T16:40:38Z
.3 completed output of services,json in 17ms I 2020-06-12T16:40:38Z
.9 completed output of health.json in 1ms 2020-06-12T16:40:382Z
10 completed output of threads.txt in 339ms I 2020-06-12T16:40:38Z
1 completed output of fileinformation.csv in 22... I 2020-06-12T16:40:40Z
12 completed output of debug.log in 30s 2020-06-12T16:41:10Z v

Figure 13 - Moved column



Column Sort

The user can click on a column header (I.E. Module) and the sort will occur on that column or reverse if
it is already selected.

ot D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - ] x
Eile  Analyze Tools Help | | | Filter | I Create ]
Line Time Module & Message Comment

3 202 FARE accountinfo.AccountinformationBean | {161,Test User3} generated account information bean in ...

1191... | 2020-05-29T15:51:22Z

accountinfo.AccountinformationBean | {135,5521000-9N90Q4THS21E} generated account inform...

1259... | 2020-05-29T15:43:50Z accountinfo.AccountinformationBean | {129,5Q21000-FROUSE40DDBM} generated account infor...

13831 | 2020-06-12T14:2%:13Z admin.AdminServiet {330, Administrator} issuing command ‘Start’ to report en...
14701 | 2020-06-12T14:26:242 admin.AdminServiet {330, Administrator; output 0 audit records. [192.168.0.29]

14703  2020-06-12T14:26:24Z admin.AdminServiet {330,Administrator} output 84 audit records. [192.168.0.29]
14723 | 2020-06-12T14:26:24Z admin.AdminServiet {330,Administrator} output 100 audit records. [192.168.0....
14837 | 2020-06-12T14:26:05Z admin.AdminServiet {330, Administrator; output 84 audit records. [192.168.0.29]
14867  2020-06-12T14:26:05Z admin.AdminServiet {330,Administrator} output 0 audit records, [192.168.0.29]

14884 | 2020-06-12T14:26:05Z admin.AdminServiet {330,Administrator} output 100 audit records. [192.168.0....

33 2020-06-12T16:40:38Z admin.AppDashboardData AppDashboardData bean created in 11ms

421 2020-06-12T16:38:21Z admin.AppDashboardData AppDashboardData bean created in 20ms

14261 |2020-06-12T14:27:41Z admin.AppDashboardData AppDashboardData bean created in 25ms

15306 | 2020-06-12T14:25:27Z admin.AppDashboardData AppDashboardData bean created in 112ms

23428 | 2020-06-09T21:16:51Z admin.AppDashboardData AppDashboardData bean created in 65ms

Figure 14 - Sorted on Module column



Comments

SLAnalyzer will automatically create a comment field as the last column. This column allows the user to
make comments on the specific line associated with the currently loaded log file.

2020-06-12T16:40:31Z

42 2020-06-12T16:40:31Z
49 2020-06-12T16:40:29Z
50 2020-06-12T16:40:29Z
2 51 2020-06-12T16:40:29Z
52 2020-06-12T16:40:29Z
53 2020-06-12T16:40:15Z
54 2020-06-12T16:40:15Z
55 2020-06-12T16:40:15Z
56 2020-06-12T16:40:15Z
57 2020-06-12T16:40:15Z
58 2020-06-12T16:40:15Z
59 2020-06-12T16:40:15Z
60 2020-06-12T16:40:15Z

configmanager.DebugltemGenerator
config.PwmSettingXml
configmanager.DebugltemGenerator
http.PwmRequest

http.PwmRequest User clicked on button|
http.PwmRequest

http.PwmRequest

http.PwmResponse

state.CryptoCookieLoginimpl

http.SessionManager

http.PwmRequest

http.PwmRequest

http.PwmRequest

http,PwmResponse

ot D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - ] x
File  Analyze Tools Help | v Filter Create
Line  Time Module Comment Message ~
46 2020-06-12T16:40:31Z configmanager.DebugltemGenerator {341, Administrator} beginning output of item Confi...

{341,Administrator; completed output of SSPRConfi...
parsed PwmSettingXml in TimeDuration[45ms], loads...
{341,Administrator} beginning output of item Confi...
{341,Administrator; GET request for: /sspr/private/co...
pwmForm|D="H4s|AAAAAAAAAAGAAGK_UFdNLEdDT...
{340} GET request for: /sspr/public/newuser [(no para...
{340} forwarding to /WEB-INF/jsp/newuser jsp [192.1...
{340} wrote LogininfoBean={"a":false,"p":"*hidden*",...
1340} incremented request counter to 4 [192.168.0.29]
{340} GET request for: /sspr/public/newuser (no para...
{340} GET request for: /sspr/public/newuser/profile/...
signedForm="H4s|AAAAAAAAAAGOAEY_UFdNLKdDT...

{340} forwarding to /WEB-INF/jsp/newuser jsp [192.1... o

Figure 15 - Comments field

Double clicking in the Comment field allows the user to enter information. Comments are saved by
clicking on the File/Save menu option.

Notes about comments:

e Comments are committed only after the user selects a different field. For example, of you
entered a comment on line 1 and then immediately selected File/Save, the information entered
into line 1 would not be saved. To save/commit the information then after entering new
information into line 1, click on any other column. Then select File/Save to save the comments.

e Comments are not saved to the log file itself. A new file is created with the same name as the
log file with a .comment file extension. For example if the log file was called customer.log then
the comments file will be called customer.log.comments.

e If a compressed file is being commented then the comments file would be lost if the user were
to click on File/Close or exit SLAnalyzer. For this reason the currently opened log file and the
new comments file will be saved to the original folder of the compressed file. For example if the
source zip file for the log customer.log was located on “c:\customers\12345” then the extracted
log file and comments file would be automatically copied to this same location.

e When reopening the log file, the comments file will be parsed and the comments column will be
populated with the information. If the comments file cannot be located in the same folder as
the log file being opened, then the comments column will be blank.

e Because the comments column is inserted as the last column it might be difficult scrolling left
and right to reference another column within the table data. For this reason it is much easier if
the column is repositioned next to the column being referenced. See Moving Columns below.




e Attempting to close a log where comments have been made but not saved will result in a
message being displayed to notify the user that the comments have not been saved.

,
SLAnalyzer ) S

-
-

You have unsaved comments. Do you want to discard these changes?

S

Figure 16 - Unsaved comments prompt

e Prior to saving the comments file, SLAnalyzer will attempt to make a backup of the original
comments if they existed when the log file was loaded. It will first look for the presence of a file
with the same name with the file extension of .bak. For example if there was a comments file
named c:\customers\12345\customers.log.comments then SLAnalyzer will first rename this file
to c:\customers\12345\customers.log.comments.bak and then save the new comments to the
file c:\customers\12345\customers.log.comments. If an existing backup of the comments file
already exists then SLAnalzyer will prompt the user if they would like to overwrite the existing
backup.

SLAnalyzer ——

——

Backup file already exists. Overwrite?

A

Figure 17 - Prompt to overwrite backup file



Context Menu for XML and JSON windows

Right clicking within the XML/JSON window will display the context menu.

Copy
Find

Expand All
Collapse All

View Line

Copy

When viewing data, you can right click on any of the elements displayed to copy the information to
the system copy/paste buffer.

ol D:\Customer Files\My SSPR Server\SSPR-Support\SSPRConfiguration.xml — | .t
| [#-setting key=ldap proxy usemame, syntax=STRING, profile=default, syntaxVersion=0, modify Time=2020-05-21T14:32 A
- settlng key=|dap.prcxy.password max-PhSSWORD proﬁle=defa.|l syntaxVersion=0, modify Time=2020-06-12T1
=R : sass sk syntaxVersion=0, modify Time =2020-05-21
- settrlg key=|-dap.rootConteuta
- setting syntax=STRING_ARRAY
4] setting profile=default
{1 setting syntaxVersion=0 Expand All
-- setting modify Time=2020-05-21T14:32: Collapse All
- label
= value View Line
-~ CN=users,DC=gmadr2,DC=novell,
f . sattima L ld=m tash war surtav=CTRIMTE mrafila-dafs it madfuTima-MNWLNAEIAT1GA4-A77 surdaviia v
< >

Figure 18 - Copying data from the XML data window

Alternatively, the window allows the user to perform a single left click on the line to select and then an
additional single click to edit the information displayed. Once in edit mode for the line then copy and
paste the desired information to the system copy/paste buffer.

Ot d:\customer files\my sspr server\sspr-support\health.json = O X

ftem 1 ({ "status": "WARN", "topic": "Configuration”, “"message”: "Config_LDAPWireTrace", 'fields":[ "LDAP .- LDAP Settings - Globa
ftem 2 ({ “status": "CAUTION", “topic": "Configuration”, "message": "Config_UsingLocalDBResponseStorage”, "fields™:[ "Modules -~ A
ftem 3 ({ status' "CAUTION", "topic": "Configuration”, "message"‘ "Config_UsingLocalDBResponseStorage”, "fields”:[ “"Modules - PL
ftem 4 ({ “status": "CONFIG", "topic": "Configuration”, message "Config_WeakPassword"”, "fields": [ "LDAP - LDAP Directories - def

Wanl 2 y - Application Secunty -~ Show Detailed Emor Messages” )]

ftem 6 ({ “status”: " ". “topic": "LDAP", "message”: LDAP _0K")

ftem 7 ({ “status”: "GOOD", "topic": "LDAP", "message": "LDAP_TestUserOK", "fields":[ “default" J})
ftem 8 ({ “status": "GOOD", "topic": “LocalDB", "message”: "LocalDB_OK"}))

item 9 ({ “status": "GOOD", "topic": "Platform”, “message”: “Java_OK"})

Figure 19 - Copying data from the JSON data window



Find
Selecting find from the context menu will prompt for the desired search string.
SLAnalyzer E
Enter string to find

Cancel

password

Figure 20 - Find XML/JSON text

SLAnalyzer will search the content of the XML/JSON tree, expand the items found and colorize them in
yellow.

Ol d'\customer files\my sspr server\sspr-support\healthjson — O X
item 2 ({ "status™: "CAUTION", “topic”: "Configuration”, "message”: "Corfig_UsingLocalDBResponseStorage”, "fields™: [ "Modules - A

h;m 3({ "status": "CAUTION", "topic": "Configuration”, "message™: "Config_UsingLocalDBResponseStorage”, "fields™: [ "Modules -
[+- status

[+- topic

- message

=-fields

- Modules ¢ Public = Forgotten Password ¢ Setfings = Response Write Location

kem 4 {{ "status™: "CONFIG", "topic": "Configuration”. "message": "Corfig_WeakPassword". "fields":[ "LDAP - LDAP Directories -
- status

- topic

&) message

. ' Config_WeakPassword

- fields

LDAP = LDAP Directories = default = Connection = LDAP Proxy Password

Figure 21 - Found XML/JSON data




Expand All

Selecting Expand All from the context menu will expand all of the sub-items of the selected item. If the
root of the tree is selected, then all of the items will be expanded. If a sub-item is selected, then only
those sub-items of the selected item will be expanded.

Ol di\customer files\my sspr server\sspr-support\ssprconfigurationxmil - O X

S8 PwmConfiguration A

. This configuration file has been auto-generated by the SSPR password seff service application. WARNING: This configu
= settings modify Time=2020-06-12T16:40:312,
B - settings modify Time=2020-06-12T16:40:312
: - modify Time
| - 2020-06-12T16:40:31Z
E| setting key=template Idap, syntax=SELECT, syntaxVersion=0, modify Time=2020-05-21T14:32:18Z,
: El setting key=template |dap
P bekey
b template Idap
£ sefting syntax=SELECT .

-

Figure 22 - Expand All

Collapse All

Selecting Collapse All from the context menu will collapse all of the sub-items of the selected item. If the
root of the tree is selected, then all of the items will be collapsed. If a sub-item is selected, then only
those sub-items of the selected item will be collapsed.

Ol di\customer files\my sspr server\sspr-support\ssprconfiguration.xmil — O X

28 PwmConfiguration

Figure 23 - Collapse All




View Line

When a line is bigger than the displayed window size then SLAnalyzer will display a tooltip of the data
when the user positions the mouse pointer over the line. This data is sometimes difficult to read before
the tooltip expires. By selecting View Line from the context menu, then users can display the datain a
text window for closer examination.

This configuration file has been auto-generated by the S5PR password seff service application.
WARNING: This configuration file contains sensitive security information, please handle with care!

WARNING: K a server is cumently running using this corfiguration file, it will be restarted
and the configuration updated immediately when it is modified.

NOTICE: This file is encoded as UTF-8. Do not save or edt this file with an editor that does not
support UTF-8 encoding.

if unable to edit using the application ConfigurationEditar web LI, the following options are available.
or 1. Edit this file directty by hand.
or 2. Unlock the corfiguration by setting the property ‘configlsEditable’ to true'in this file. This will
allow access to the Configuration Editor web Ul without having to authenticate to an LDAP server first.
or 3. Unlack the corfiguration by using the the command line utility.

Figure 24 - Tooltip display

ol Configuration Report — O X
Save fl Analyze ";

This configuration file has been auto-generated by the SSPR password seff service
application WARNING: This configuration file contains sensitive secunty information, please
handle with care! WARNING: If a server is currently running using this configuration file, it will be
estarted and the configuration updated immediately when it is modified NOTICE

is file is encoded as UTF-8. Do not save or edit this file with an editor that does not support UTF-8 encoding.

If unable to edit using the application ConfigurationEditor web Ul, the following options are avaiable
or 1. Edit thes file directly by hand or 2. Remove restrictions of the configuration by setting the property
‘configlsEditable’ to ‘true’ in this file. This will allow access to the ConfigurationEditor web Ul without having to
authenticate to an LDAP server first. or 3. Remove restnctions of the configuration by using the the command fine

Figure 25 - View Line



Context Menu for reports/logs window

Right clicking anywhere within the report window will display a context menu.
Copy Ctrl+C
Find Ctrl+F

Jump  Ctrl+)
Show  Ctrl+5S

View Line

Copy
While a log file is open you can copy the data being displayed in several ways.

Copying data from a log file
When a log file is open you can copy either the full line of the log which includes the data from all of the
columns, or you can copy just the single column data.

Copying the full line

To copy the full line of a log file you simply click once on the desired line. The complete line is
highlighted. Then right click and select the option (Copy) from the menu. You can also press Ctrl + C on
the keyboard to perform the copy. The whole line will be copied to the system copy/paste buffer. You
can now switch to email or another application and paste in the complete line of data.

Ol d)\customer files\my sspr server\sspr-support\debug.log — | X

File Analyze Tools Help ~ Filter Create
Line Time Module Message Comment A

1 2020-06-12T16:40:40Z java.FileSy... | completed file info reading for path /config, 54 files, 1...
2 2020-06-12T16:40:39Z java.FileSy... | completed file info reading for path /root/.sspr-workp...
2020-06-12T16:40:38Z http.Pwm... | {341, Administrator} GET request for: /sspr/public/api co...

w

4 2020-06-12T16:40:38Z http.Pwm... | preventCache="1591980038286"
5 2020-06-12T16:40:38Z http.Pwm... = processAction="health’
6 2020-06-12T16:40:38Z http.Pwm... = pwmFormiD="H4sIAAAAAAALAAGAAGK_UFdNLKDDTTE...

» 2020-06-12T16:40:38Z state.Cryp... | {341, Administrgs R §u”:{"userDN...
Copy Ctrd+C
8 2020-06-12T16:40:38Z http.Pwm... | {341,Administn . ublic/api re...
I Find Ctrl+F
.9 2020-06-12T16:40:38Z http.Pwm... = preventCache| Jump  Ctrl+)
10 2020-06-12T16:40:38Z http.Pwm... | processActior Show CtisS
11 2020-06-12T16:40:38Z http.Pwm.., | pwmForm|D= . . dNLkdDTTE...
| ! View Line
.12 2020-06-12T16:40:38Z . http.Pwm... | {341,Administn Export to CSV ublic/api co...
13 2020-06-12T16:40:38Z http.Pwm... | preventCache="TS9T980038TT 7 v

Figure 26 - Copying the full line from a log file



Copying a single column’s data

To copy the data inside a single column entry, single click on the column entry to select the line. Then

perform a single click again to enter edit mode. You can then mark the text you want to copy. Right click

and select (Copy) to copy the column data to the system copy/paste buffer. You can now switch to email

or another application and paste in the column entry data.

ol d:\customer files\my sspr server\sspr-support\debug.log - O
File Analyze Tools Help v| ‘ Filter ‘ ‘ Create ‘
Line Time Module Message Comment A
» 2020-06-12T16:40:40Z | java.FileSy... 54 files, 184,324,169 (184.32 B = I
2 2020-06-12T16:40:39Z java.FileSy... completed file info reading for p
3 2020-06-12T16:40:38Z I http.Pwm... | {341,Administrator} GET request Cut
4 |2020.06-12T164038Z | hitp.Pwm... | preventCache='1591980038286 Copy
5 |2020-06-12T16:4038Z | http.Pwm... | processAction="health Faste
6 2020-06-12T16:40:38Z I http.Pwm... | pwmForm|D="H4slAAAAALAAAA e
7 2020-06-12T16:40:38Z I state.Cryp... | {341,Administrator} wrote Loginli Select All
8 2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request | Right to left Reading order
9 2020-06-12T16:40:387 I http.Pwm... | preventCache='1591980038286 Show Unicode control characters
10 |2020-06-12116:4038Z | hitp.Pwm... | processAction="health Insert Unicode control character
11 | 2020-06-12T16:40:38Z I http.Pwm... . pwmFormiD="H4sIAAAAAAAAAA Open IME
12 2020-06-12T16:40:382Z I http.Pwm... . {341,Administrator} GET request 1 Reconversion
13 2020-06-12T16:40:38Z Ihttp‘Pwrn... . preventCache="1591980038177 l w

Figure 27 - Copying a single column's data




Copying multiple rows data

To copy multiple rows of data, highlight the first row, then hold the shift key down and click on the last
row of the selection. Alternatively, you can hold down the control key and click on non-adjacent rows.
The selected rows will be highlighted in blue. After making the desired selection, right click and select

copy to copy the information to the system copy/paste buffer.

ot d:\customer files\my sspr server\sspr-support\debug.log — |

2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
|4 2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
2020-06-12T716:40:38Z

Figure 28 - Copying multiple rows of data

state.Cryp...
http.Pwm...
http.Pwm...
http.Pwm...
http.Pwm...
o | {341, Administrator} GET

I http.Pwm... I

File Analyze Tools Help v| | Filter | | el |
Line Time Module Message Comment
1 2020-06-12T16:40:40Z . java.FileSy... . completed file info reading for path /config, 54 files, ...
2 2020-06-12T16:40:39Z I java.FileSy... I completed file info reading for path /root/.sspr-work...
3 2020-06-12T16:40:38Z I http.Pwm... I {341, Administrator} GET request for: /sspr/public/api c...
4 2020-06-12T16:40:38Z I http.Pwm... I preventCache="1591980038286"
5 2020-06-12T16:40:38Z I http.Pwm... I processAction="health’
6 2020-06-12T716:40:38Z I http.Pwm... I pwmFormiD="H4s| AAAAAAAAAAGAAGK_UFdNLKdDTT...

{341, Administrator} wrote
: : Ctrl+C

Ctrl+F
Ctrl+)
Show  Ctrl+S

Copy

1341, Administrator} GET r¢ Find

preventCache="1591980(

Jump

processAction="health’

wmFormlD="H4s|AAAAL . -
s S View Line

Export to CSV

preventCache="1591980038

2020-06-12T16:40:39Z
2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
2020-06-12T16:40:38Z

2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
2020-06-12T16:40:

2020-06-12T16:40:38Z
2020-06-12T16:40:38Z

2020-06-12T16:40:38Z

Figure 29 - Copy multiple rows non-adjacent

java.FileSy...
http.Pwm...
. | preventCache="1591980038286"

" processAction="health’

state.Cryp...

http.Pwm...

http.Pwm...

http.Pwm...

ol d\customer files\my sspr server\sspr-support\debug.log - O
File Analyze Tools Help v | | Filter | | T
Line Time Module Message Comment
1 2020-06-12T16:40:40Z | java.FileSy... completed file info reading for path /config, 54 files, ...

completed file info reading for path /root/.ssprasaci
Ctrl+C

Ctrl+F
Jump  Ctrl+)
Show  Ctrl+S

Copy

{341, Administrator} GET request for: /sspr/publi ;
Find

pwmForm|D="H4s|AAAAAAAAAAGAAGX_UFdNL i n
View Line

Export to CSV
{341, Administrator} GET request for: /sspr/publiGayiy...

{341, Administrator} wrote LogininfoBean={"u"{’

preventCache="1591980038286"

processAction="health’

« | pwmForm|D="H4s|AAAAAAAALAGAAGY_UFdNLEdDTT...

{341, Administrator} GET request for: /sspr/public/api c...

preventCache="15919800




Find
To find data within an open log file, right click on the log file window and select (Find). You can also
press Ctrl + F on the keyboard to execute the find operation.

When Find is selected the find window will be displayed.

ol Find X
Direction
| () Back
Search Column
® Forward
A
Time
Modul v
o Find Find Al

Figure 30 - Find window

The Find window allows the user to find data in one of two ways.
e Find — Will find the first/next occurrence of the specified string
e Find All — Will find all occurrences of the specified string

In the find window the user needs to specify the following information:

The text they would like to find
The direction they would like to search
The column in which to perform the search.

Find button:
After clicking the Find button, SLAnalyzer will attempt to locate the information. If the data is found, the
line will be highlighted in the displayed log.

ot di\customer files\my sspr server\sspr-support\debug.log - m| X
File Analyze Tools Help | 4 vl [Tewer | [ cornte |
Line Time Module N Ot Find Y
1 |2020.06-12716:40:402 | java Filesy...| ¢ Direction
.2 .2020-06—12T16:40:392 java.FileSy... | d |heanh | (O Back
.3 .2020-06-1 2T16:40:38Z | http.Pwm... | {3 Search Column
4 2020.06-12T16:40:38Z | hitp.Pwm.. | § | Tme R Sl
Module
5 2020-06-12T16:40:38Z | http.Pwm... | § v Tl A
6 2020-06-12T16:40:38Z | http.Pwm... | o
l? 2020-06-12T16:40:382 | state.Cryp... | {341,Administrator} wrote LogininfoBean={"u"{"userD... |
8 2020-06-12T16:40:382 | hitp.Pwm... | {341,Administrator} GET request for: /sspr/public/apir... l
9 . 2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038286" I
13 2020-06-12T16:40:38Z | http.Pwm... | processAction="health’
1 2020-06-12T16:40:38Z | http.Pwm... | pwmFormiD="H4sIAAAAAAAAAAGAAGK_UFdNLKdDTT...
12 2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request for: /sspr/public/api c... .
. 13 . 2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038177 I W

Figure 31 - Find



If the find string is not found, then a message will indicate that the search failed.

[ SLAnalyzer ﬂ1

Search failed. We have reached the end of the list.
Search again to start searching from the beginning.

Figure 32 - Find failure

Find All button:

After clicking the Find All button, SLAnalyzer will locate all occurrences of the find string. A message will
be displayed to indicate the number of items found. Items found will be marked by changing the color of
the Line column (column 1) to Orange. If the find locates items, then the find window will close and the
log will be displayed. If no items are found, then the find window will remain open.

SLAnalyzer @

Mumber of items found: 25

Figure 33 - Found items

ot d:\customer files\my sspr server\sspr-support\debug.log - O X
File  Analyze Tools Help ~| Filter Create
Line Time Module Message Comment A
1 2020-06-12T16:40:40Z | java.FileSy... | completed file info reading for path /config, 54 files, ...
2 2020-06-12T16:40:39Z | java FileSy... | completed file info reading for path /root/.sspr-work...
3 2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request for: /sspr/public/api c...
4 2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038286"
5 2020-06-12T16:40:38Z | http.Pwm... | processAction="health’
6 2020-06-12T16:40:38Z | http.Pwm... | pwmFormiD="H4sIAAAAAAAAAAGAAGY_UFdNLkdDTT...
7 2020-06-12T16:40:382 state.Cryp... | {341, Administrator] wrote LogininfoBean={"u":{ userD...

2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request for: /sspr/public/apir...

(-

2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038286"
10 2020-06-12T16:40:38Z | http.Pwm... | processAction="health’

1 2020-06-12T16:40:38Z http.Pwm... | pwmFormiD="H4s|AAAAAAAAMAGAAGY_UFdNLKdDDTT...
12 2020-06-12T16:40:38Z | http.Pwm... | {341 Administrator} GET request for: /sspr/public/api c...
13 2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038177 )

Figure 34- Find All



Jumping to a specific entry/line
When a log is open you can right click and select "Jump” or press Ctrl-J to set the position of the
currently selected row within the log.

In the Jump to line window enter the line number of the log entry you want to jump to.

r

Jump to line

Enter line number. oK

Cancel

13-

Figure 35 - Log file jump to line number

If the line number cannot be found, then a message is displayed to the user otherwise the line will be
selected in the log window.

f SLAnalyzer &J )

Invalid line number.

Figure 36 - Invalid line



Show
The context menu item Show will display the full log/report as text. It will open a new text window and
display the report window with the log contents.

ot c\nslifiles\configuration report all friday, april 28, 2023 4.13.19 pm.txt - O X
File Analyze Tools Help | v | e | | create
Line Time Module Message Comment £
1 4/28/2023 413:23 PM Report generated by: SLAnalyzer Version 9.0.1.4, 4/28/...

b 3 J \ Hardware Hardware

4 4/28/2023 413:23 PM | Hardware | Manufacturer: Dell Inc.

5 4/28/2023 £13:23 PM | Hardware Model: Precision 5530

6 4/28/2023 4£13:23 PM | Hardware BIOS: 1.19.0

7 4/28/2023 413:23 PM | Hardware | BIOS Date: 03/16/2021

8 4/28/2023 £13:23 PM  Hardware | Processor: AMD&4

9 4/28/2023 413:23 PM | Hardware Processor Identifier: Intelé4 Family & Model 158 Steppi...
10 4/28/2023 £13:23 PM | Hardware | Processor Level: 6

1 4/28/2023 £13:23 PM | Hardware | Processor Revision: 9e0a

12 4/28/2023 413:23 PM | Hardware | # of Processors: 12

| 13 emsomensm Osveson OSwsoe v

ol Configuration Report - O X

Save il Analyze ¥=
Report generated by: SLAnalyzer Version 9.0.1.4, 4/28/2023 3:54:12 PM A

Hardware
szmsosoiotoistosssososg
Manufacturer. Dell Inc.
Model: Precision 5530
BIOS: 1.19.0

BIOS Date: 03/16/2021
Processor: AMDB4

Pmoﬁsor]denﬁﬁﬂ: Intel64 Family 6 Model 158 Stepping 10, Genuinelntel

Processor Level: 6

Processor Revision: Sela

H ~f Drmrassare 12 v




View Line

The context menu option View Line will display the currently selected line in a text window for easier
viewing.

ol Configuration Report — O X

Save ll Analyze *=

der Order:

ager, RDPNF, LanmanWorkstation, webchent, iPrmtWinCre

dMan None

Note that you can select multiple lines and then click View Line from the context menu to display all of
the selected items in the text window.

ot Configuration Report — O X
Save f Analyze ’_E

28/2023 4

4/28/2023 4:13:23 PM Network Providers Provider Order
PONP slADCredMan, NCFSD, EACredentialManager, RDPNP LanmanWorkstation, webchent,iPrmt

WL

WinCre

13:23 PM Network Providers Detais
13:23 PM Network Providers Provider name: C:\WINDOWS\System32)
13:23 PM Network Providers Vendor: Microsoft Corporation
13:23 PM Network Providers Description

Plan 9 Network Provider




Filters

Filters allow the user to reduce the amount of information needing to be processed by displaying only
specific types of data in the log file. For example it could be easier to process a log if the user could first
identify the errors found in the log.

Logs can be filtered by the following:

o None: No filter, display all data — Reset
e State or Status Condition:

O

O O O O O

Fatal: Only display lines that were identified as Fatal status at load time

Errors: Only display lines that were identified as Error status at load time

Warnings: Only display lines that were identified as Warning status at load time
Information: Only display lines that were identified as Information status at load time
Debug: Only display lines that were identified as Debug status at load time

Trace: Only display lines that were identified as Trace status at load time

e Module Name: When the log file loads SLAnalyzer builds a listing of all the modules found in the
log file. The module names are added to the filter list dynamically. Also a count of each filter
type is listed following the name. For example if 10 errors were found in the trace then the filter
item would be Error (10).

e Creating a filter: Click the create button to create a new filter

e Manually entering a filter: Typing a filter into the filter box

To filter the log the user needs to do the following:
1. Select a filter
2. Activate a filter



Selecting a filter
To select a filter then click on the filter name drop down box and select the desired item from the list.

Ol D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - O ped
File Analyze Tools Help ~ Filter Create
None (130086) ~
Line Time Module [ > Comment A
;
» 2020-06-12T16:40:40Z | java FilleSy... | c[ SRS
Warning (308)
2 |2020-06-12T16:4039Z | java FileSy... | ¢|\nomaeron (167 Workp...
[ | S (7412)
3 |2020-06-12T1640:38Z | Nttp.PWM... | {3nebug (18855) api co...
[ | Trace (101876)
2020-06-12T16:40:38Z | http.PWM... | feooo o

accountinfo.AccountinformationBean (3)
adminAdminSendet (7)
admin AppDashboardData (6)

2020-06-12T16:40:38Z http.Pwm...

2020-06-12T16:40:38Z http.Pwm... H @uth BasicFiterAuthenticationProvider (30) dDTTE...
| | auth HitpAuthenticationUtilities (134)
{3 auth.LDAPAuthenticationRequest (463) userDN...
h SessionAuthen 79) .
2020-06-12T16:40:38Z | hEtD.PWM... | (] cocme cormesoncs foam) | api re..

4
5
&
I 7 2020-06-12T16:40:38Z | state.Cryp...
I . !
9

command . CommandSendet {11)

2020-06-12T16:40:38Z | hP.PWM... | H contig Configuration (10568)
[ l L config PwmSettingXmil {10}

10 2020-06-12T16:40:38Z http.Pwm... R configednor ConfigiditorSenet (56)
[ | fi  DebugltemGenerator (21)
11 |2020-06-12T1640:382 | NHP.PWM... | | o locubtc Opaster e o | dDTTE...
| | er NMASCrOperator (42) )
3 db.DatabaseService (14) api 0.
email EmailServerUtil (19)
email EmailService (57)

12 |2020-06-12T16:40:38Z | http.Pwm..,

—

13 |2020-06-12T16:40:38Z | http.Pwm... | |

Figure 37 - Selecting a filter

After selecting a filter from the list, the currently selected item in the list will be repositioned to the first
occurrence of that filter. For example, if we selected the filter Warning then the selected item would be
repositioned to the first Warning message in the currently loaded log file.

ol D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - O X
Eile Analyze Tools Help [véaming Gog) ] Filter Caenir
Line Time Module Message Comment ~

4700 | 2020-06-12T14:54:27Z sve.PwmS... | closi| closing service password. pwm.http.serviet.peoplesearch.PeopleSearchService

2020-06-12T14:54:27Z closing service password,pwm.svctelemetry, Telemetrys..,

2020-06-12T14:54:272 svc.PwmS... | dosing service password.pwm,svcnode NodeService

sve,PwmS..,

2020-06-12T14:54:272

closing service password. pwm.svc.pwnotify, PwhotifyS...

2020-06-12T14:54:27Z2 sve,PwmS... | beginning to close all services

> 2020-06-12T14:54:27Z w | shutting down

2020-06-12T14:54:277 http.Cont... {# context] beginning application restart (11ms), restart...

Figure 38 - Repositioned line matching selected filter



Activating a Filter
After selecting the desired filter then press the (Filter) button to activate.

ort (L)\sspr-support\debug.log =N [ECh ==
H [ Filter ] [ Create ]

— Neone (15332) s
Cx

Fs

Fatzl " _I
7 5052 ERROR_LOCALDB_UNAVAILS

Warning {21}

Figure 39 - Filter button

After clicking the filter button the log will be displayed again with only the lines that match the filter as
visible.

ol D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - O X
File Analyze Tools Help |Enor (2368) v Filter Create
Line Time Module Message Comment A
» 34 | 2020-06-12T16:40:38Z | pwm.Pwm... | error generating about value for ‘app_smsQueueQides...

Figure 40 - Filtered log




Creating a filter
Click the create button to display the “Create custom display filter” window.

Ol Create Custom Display Filter >
Column Operator Data
Line A Equals ~
Time v Does not equal W
+
Fitter
Set Filter

Figure 41 - Create Custom Display Filter window

Select the column that will contain the data, the operator specifies the logic of the filter and finally the
data to match. For example, any instance of the word “Error” in the message column.

Ol Create Custom Display Filter X

Operator

Column Data
[N ~ | [Docsnotcoia ~| [Erod
Comment ¢ | eErra—

Filter
Message Like “Emor™

Set Fitter

Figure 42 - Creating a custom filter

After clicking the Set Filter button, the log will be redisplayed with the filter active.



Ol D:\Customer Files\My SSPR. Server\SSPR-Support\debug.log - O X

Eile &nalyze Tools ﬂdp |Mmigi Like *Ermor* ~ Filter

Line Time Module Message Comment ~

2 34 2020-06-12T16:40:38Z pwm.Pwm... | error generating about value for "app_smsQueueQldes...

Figure 43 - Displayed custom filter

You can also create a more complex filter by adding conditions together. Click the plus button and then
specify the logic (And or OR) for the filter condition.

Ok Create Custom Display Filter *
Column Operator Data
Module ~ ~ ‘ newuser. NewUserServiet
Message v Does not equal W
.| [EDEE ~
OR v
Fitter
Message Like “emor™
AND
Module =" newuser. NewUserSenviet’
Set Filter

Figure 44 - Creating a complex custom filter




ol D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - O x

File &nalyze Tools ﬂelp Message Like “emor® AND Module = " newuserN Filter

Line Time Module Message Comment A

4 19... | 2020-06-12T15:00:17Z newuser.... | {335,5231000-2RQ75D7CEB30} returning result for rest...

Figure 45 - Displayed complex custom filter




Manually entering a filter
You can edit the filter box manually and type in a filter.

Filters are comprised of the following
e ColumnName - column name as seen on the screen
e QOperator - = (equal), <> (not equal), or Like
e Filter Text with equals operator - Text to find enclosed in single quotes ‘Text’
e  Filter Text with Like operator - Text to find enclosed in single quotes and wildcard (% or *)
‘%Text%’ or ‘%Text’ or ‘Text%’ or “*Text*' etc.

The filter requires the following:
e You have to use single quotes and not double quotes
Column names that are more than one word are enclosed in []
The filtering is not case sensitive
Filters can be combined to filter on multiple conditions

The following are examples of different filters:

Using ColumnName = 'Text to filter on'

ol c\nsifiles\aafdb.log — O X
File Analyze Tools Help |sser="gmade2\administrator | Filter | T |
-

Line User UserlD Method MethodID Enrolled Comment [l
3 3 GMADR2VAdministrator | 6573f2a6f431...

4 GMADR2\Administrator | 6573f2a6f431...  RADIUS Client |RADIUS True Auto-created

5 GMADR2\Administrator -65?3f2a6f431‘.. lLDAP passwo... .LDAP_HASSW.A. -True Auto-created

6 GMADR2vAdministrator 76573f256f431‘.. lFal:iaI Recog... .FACE VTrue v

Figure 46 - Filter User='greg'

Using [Column Name] = 'Text to filter on'

wpport (1\S5PR-5upportiaudit.csv

[perpetrator id] ="administrator b

Message Instance IP;rpetrator Perpetrator DN IT;rQEt Ehr:
AUTHENTICATED Administrator CHN=Administrator, cn=wsers, de=gmadr2, de=novell, dc=com

154d5a2 | AUTHEMTICATED Administrator CM=Administrator,cn=wsers, dc=gmadr2,dc=novell,dc=com

1536 cadf | AUTHEMTICATED Administrator CM=Administrator,cn=wsers, dc=gmadr2,dc=novell,dc=com

1264mf39 Administrator CM=Administrator,cn=wsers, dc=gmadr2,dc=novell,dc=com

d97d3397 | ALITHFNTICATED Administrator CH=Administratar cn=users de=nmadr? de=nowell dr=rom S

m 2

Figure 47 - Filter [perpetrator id]="administrator'



Using ColumnName Like '%Text to filter on%'

| —

jupport (L)\SSPR-Support\debug.log =nE=RE<
Mezzage Like 95Get request?’ - [ Filter ]

i Module Message -

http.PwmRequ... | {m} GET request for: /sspr/public/rest/health [REST WebService Request] [192.168.1.139] D

http.PwmRequ... | {m} GET request for: /sspr/public/rest/health [REST WebService Request] [192.168.1.139]

http.PwmRequ... | {m} GET request for: /sspr/private/config/ConfigManager [192.165.1.139]

http.PwmPRegu... | {m} GET request for: /sspr/public/resources/nonce-i@polife/dojo/dojo/cldr/nls/en/number,js (no params) (gzip) [19

http.PwmPRegu... | {m} GET request for: /sspr/public/resources/nonce-i@polife/dojo/dojo/dnd/autascroll js (no params) (gzip) [192.16!

http.PwmPRegu... | {m} GET request for: /sspr/public/resources/nonce-iSpolife/dojo/dojo/cldr/nis/numberjs (no params) (gzip) [192.11 +

I | »

Figure 48 - Filter Message Like '%Get request%'

Using [Column Name] = ‘Text to filter on” And ColumnName = ‘Text to filter on’

Support (1)\S5PR-Support\audit.csv E =§= X0
[perpetrator id] ="zdministrator’ And Message="suthenticated’ - | Filter |

Message Instance f;rpetrator Perpetrator DM ;I'[a)rget Bar:ge i
AUTHEMTICATED Administrator CN=Administrator,cn=users,dc=gmadr2, dc=novell, dc=com |E
4d5a2 |AUTHEMTICATED Administrator CH=Administrator,cn=users,dc=gmadr2, dc=novell, dc=com
36cadf | AUTHENTICATED Administrator CH=Administrator,cn=users, de=gmadr2, dc=novell, de=com
32d3392 | AUTHENTICATED Administrator CH=Administrator,cn=users, de=gmadr2, dc=novell, de=com
afRdARS0 | ALITHFNTICATFD Administrator CH=Administratnr rn=users dr=amadr? de=novell dr=rom S

3

Figure 49 - Filter [perpetrator id]="administrator' And Message='authenticated'

For details on more filter possibilities see the following document on the msdn website.
https://msdn.microsoft.com/en-us/library/system.data.datacolumn.expression.aspx



https://msdn.microsoft.com/en-us/library/system.data.datacolumn.expression.aspx

Resetting the filter
To reset the filter, select the filter of (None) from the filter drop down box and then click the filter
button. The log file will be redisplayed with all lines visible.



Supported log/report file types

Opening a SLAnalyzer report
Opens a saved SLAnalyzer report and highlights issues, problems, errors, etc.

Line Time Module Meisage Comment s

L3 1 482003 41323 PM Report generated by: SLANalyzer Viersion S.001.4, 47282

4 AQ8Z023 41323 P Mardware | Manufacturer: Dell inc.
ls 'm-amukza 2 -Hlfm .Mmt Precision 5530
.S -m'muwza ] -Hlfm -IU&- 1190

7 'mmuwza i -Huumn IQO’S Date: 031672021

L] -m'zmu&za 1] -HIFUHIE -’(Nﬂlol'- AMDE

l:'f 'm-muwz:m -H!fﬂmnt -Prw:ﬂ!wwﬂllr: Inteiéd Famity & hodel 138 Sﬂpnln..--
0 428202341323 PM | Hardware | Processor Levet [
l“ -mwuwz: P -Hlfﬂ'ﬂﬂ -Pmmwlmmrtm

.12 -umu-u-z: P -ledvnn -l of Processon: 12

_

Figure 50 - Opened SLAnalyzer report

Opening a Novell Client credential provider log
Opens a credential provider log highlighting errors, warnings, etc.

Message
»

2 [NCCredPro... Logging on process ID 22240 (0xS6E0): ““LogonUl.exe” Mags:Ox0 ...
l3 'nuszzzasq .[NC(mvao-. | Loaded NCCredProvider.DLL 1.0.167.6576 (20221209 03:09) from "C:\... [
‘4 I [10:32:22.861] | [NCCredPro... | Installed client: Client for Open Enterprise Server 2 SP7 (IR1), [
.S ‘naazzz.esn ‘[NC(rtdhe,., I g on: 10E (17763.1.amd64fre.rs5_release.... ‘
‘6 | [10:32:22.861] I [NCCredPro... | Loaded Windows.Ul.Logon.dil 10.0.17763.1217 (20201005 18:14) fro... [
l 7 i [10:32:22.861) I [NCCredPro... | Loaded CredProvDataModel.dil 10.0.17763,1217 (20201005 18:14) fr... '
.8 .(1032:22.8621 [ [NCCredPro... | Loaded CredProvHost.dil 10.0.17763.529 (20191023 02:29) from "C:\... [
l9 ! [10:32:22.862] ‘[NCC'edP'o... | ClogonCache:Getinstance called for the first time. [

1M [10:3222.867] |[NCCredPro.. = ClogonCach yptoAndAuthPa 0 - returned 0x0000...

. 12 | [10:32:22.868] [ [NCCredPro... o 0 NetG f eturned NetSetupDomai... [
. 13 | [10:32:22.868) l[N(Cvedho... | IsDomainjoined( returning TRUE (Joined) for domain “CORPOOM", | v

Figure 51 - Opened Novell client provider log



Opening a Novell SecretStore client debug log
Opens a SecretStore debug log highlighting errors, warnings, etc.

Line  Time Madule Message o

* Fril by 13 10:05... | ssldp_BEind mmm> Entering stldp_Bimd: time = Fri Jun 13 10:05:17 2004

2 ssldp_Bind Entry Time Stamp = [725805)

3 ssldp_Bind Extt Time Stamp = [725208)

13 ssldap_GetSeni... | Entry Time Stamp = [725808)

T ssldap_GetSerdi.. | Exit Time Stamp = [T25809)

10 MES5GetServicel.. | Entry Time Stamp = [725805)

n MSS5GetServicel... | [File = 55_nak.c, Line = 1219) ssFlags is set to NSSS_GET_CONTEXT_F,

12 H555GetServicel.., |[File = ss_ndk.c, Line = 1223] Context is True, 1
4 [ m 1 3

Figure 52 - Opened SecretStore debug log

Opening a SecureLogin Debug log
Opens a SecurelLogin debug log (ssodebug.txt) for analysis. Most of the built-in filters apply to this log
file type. Errors, warnings, and other informational items are colorized to aid in the analysis process.

Line  Time Madule Message o~

L] o | Brokering T4808: COMEROKER: GetCumventUiername

7 TO2/20/1408:54-... Brokeilnt | T4808: COMBROKER: LogError

-! _rmmnm:sk... LEmI:ertnl I T4508: GetCurrentUserName finished

4 -'lﬂmfl.dw:s&!... lErol:mnl l T4505: COMEROKER: GetCurmrentUsername

5 .Tﬂm:ﬂc... I Erokerint | T4808: COMEROKER: LagErrar

[ I‘mz.-’.'nm:s-k... I Erokerlnt I T4808: GetCurrentlUserName finished

7 -Tﬂmﬂlﬁrﬂc... .Eru-ltcrtm . T4508: COMBRORER: AmlActive

8 ipmm:su... I Erckerint | EROKER_ENTRY_NOT_FOUND({-107) T4808: Active state for 1 = [not found]

9 an.-’zu.runs;s-t—.... I Erokeilnl I T4796: COMEROEER: DoWeSSOThisPatiaim

.W -mmm:sc... -Bruttrlﬂ | T4T%E: COMBROKER: LogErrar

1n TO2/20/1408:54:... | Brokerint | BROKER_ENTRY_NOT_FOUND{-107) T47%5: DoWeSSOThisPlatforme reader_sl exe

.12 -Tﬂmm:il-:... -Brokem T4796: COMEBROKEER: DoWeSSOThisPatiorm 1
L) m ] »

Figure 53 - Opened SecurelLogin debug log



Opening a Client Login Extension Emergency Access Debug Log
Opens a Securelogin debug log (ssodebug.txt) for analysis. Most of the built-in filters apply to this log
file type. Errors, warnings, and other informational items are colorized to aid in the analysis process.

| Line Tme Module Message o
7 TRE07/15 08:38... | EAPreLogan TLE52 Machine is & part of & domasn. Creating locsl cadhe

& THED7/15 05:38... | EA-PostLogin T1852 User information capbured.

9 TIO8071508:33... | EAPrelogin T1E52 SSPR Access - Retrieving challenge questions from the locally stored cache file

10 TIRG07/15 06:35... | EACommon T1852 Finding local cache Tile path

n TRED7/15 08:35... | EA:Comman T1852 Cache file path is cwindows\system3 Zcach e adelaidebirnh.cache 3

12 TIOB07/15 08:38... | EA:PostLogin T1852 55PR Access - Unable to read the cache file, Cache file may be corrupted or de
13 TIEE0715 08:35... l EaPostlogin 'nsszwmng Secrets to cache file

1 TOROIISORSS. EhPologin  TISS2SSPR Acess Folal evordeeting the cache e, Emergency access vl
15 THOE/07/15 08:38... | EAPostLogin TIE5Z Used s logged in without Emergendy Acess
i THE07/15 05:38... . EA:Postlogin .1'185) Fetching Secrets from Emergency Access module
17 TI8OTN5 05:38.. . EA:Postlogin .'I:I.SS.’ Fetching User Secrets
13 TR807/15 08:35... | EAPostLogin T1852 S5PR Access -Initialzing WebSenice

4 ] ]

Figure 54 - CLE eadebug.txt file

Opening a Desktop Automation Services debug log
Opens a desktop automation services log highlighting errors, warnings, etc.

Line Time Module Message =
B3/2014-14:36! .. OXDDO0O56C laghessage The log level is 4,

isDesktopDefsult The current desktop is Winlagon
logMessage The log level is 4,

IsDesitopDefautt The curment desktop |5 Default
DHiMain Starting ARS Client Login Extension

CHIMain Running on Windows NT/2000/500

- 6/3/2014-14:35:,.. | 00000764 ExtensicnEventHandler WWLG_SYNC_PWD_END event : 54 eveniType: 0 eventSubTye

9 [6/3/2014-14:356:... | 0XDO00009E lagMesiage The log level is 4.

10 . . ARSControl version 8.0.1.181

1§ CARSControl:ObjectMain ObjeciMain entered bitarting = true FID = 3476

12 Create DAS CLE event in ARS Contral 4
. . 2

Figure 55 - Opened DAS log



Opening an NDS trace file
Opens an NDS trace file and formats the data for easier viewing and processing.

Lime Tidme Mogule Mesiage "_

- LDAP 085000768 HNew TLS connedion Dl 1472380 from 10.200.34.200:44059, monitar = (9436700, ing
[2016/03/02 12:1.. |LDAP: 2588501760 Monitor 092496700 initiating TLS handshake on connecion 0xl 14724350
. [2016/03/02 12:1... II.DA.F‘. 302211456 . (10, 200,34, 200:440 59) 00000 000) DoTLSHandshake on connedtion 0xl147a380
. (20160302 121 llD.AP. 302211456 . BID il called with unknown emd 7

[2016/0302 12:1... | LDAP 2561726208  (10.200.34.200:44059)[0:0001:0460) DoBind on connection 011472350
[2006/03/02 12:1... | LDAP: 2561726208 | (10.200.34.200:44059)0x0001:0%60] Bine name:cns= idvadmin, ous=sa,0msystem, version

[2006/03/02 12:1... | HMAS: 2561726... 51904585 Creste MMAS Session
(20060302 12:1.. | NMAS: 2561726,  S190458%: Trying local password login shortout for CHsidvadmin OUssa 0= system
10 (30160302 12:1... | NMAS: 2561726, | 51904585 TCP client network address

)

2

3

4

% . (20160302 12:1.. II.D\AP 3092211455- 0. 200,34, 200:440 55)10:0000:0x00) Completed TLS handshake on connection 0x1147
. 1 1

7

8

9

n [20160302 12:1... |NMA%: 1561726,  FI90458% sailpdatelogenTimelntenal is not set (o4 irvalid, Setting to global value
12 [2016/03/02 12:1... | NMAS: 2561726... 51904585 UpdateloginTimelnterval for object = 0 mins

Figure 56 - Opened NDS trace file

Opening a SSPR Support Bundle

Opens a compressed SSPR support bundle package. (file: SSPR-Support.zip).

In addition to opening the compressed package this option can also be used to open any of the files
contained within the support bundle (IE .log, .json, csv, txt. and .xml)

Opening a SSPR Support Bundle debug log file
Opens a SSPR debug log file highlighting errors, warnings, etc.

Line  Time Category Module Message -~
2015-07-15T12:34.03Z config.Stored...  successfully loaded configuration (298ms) £
2 |2015-07-15T12:34:02Z | TRACE pwm.Session... | GET request for: /sspr/private/config/ConfigManz
.3 '2015-07-15T12:34022 ATRACE pwm.Session... processAction="generateSupportZip'
4 2015-07-15T12:3402Z | TRACE pwm.Session...  pwmFormiD="4raqrvSxVuByHeW1VEISYh6bIMUp/
S 201507-15T1233562Z DEBUG serverRestSe.. REST WebService Request GET request for: /sspr

6 201507-1STI23356Z DEBUG  serverRestSe.. pwmFormiD="4ragrSxVuByHeWI1VEISYhSbIMUp!
7 201507-15T123358Z DEBUG serverRestSe.. dojopreventCache='1436963641675' (10231345

8 |01507-ISTI233S8Z DEBUG | serverRestSe.. RESTWebService Request: GET request for: /sspr.

9 _2015-07-15%15.;525& ‘TRACE 7pv-m5;ssnon~ | incremenieg request counter, current pwmFormiD

|10 |2015-07-15T12:33:58Z | TRACE ‘utnl.Sermﬂn forwarding to /WEB-INF/jsp/configmanager.jsp [1

1 2015-07-15T12:33:58Z | TRACE pwm.Session... ' GET request for: /sspr/private/config/ConfigManz

112 .mxs_-n7,~1_s1'17:?"§~<77 .'mnf_.: | oy Seccion | GET renuest for fssorfnsivatalonnfindConfiofdite.
< | »

i

Figure 57 - Opened SSPR debug log



Opening a SSPR Support Bundle json or txt file

Opens a file of the type .json or .txt. This option will utilize the JSON log file reader to parse the
respective file.

Ol d:customer files\my sspr server\sspr-support\health.json — O X

- kem 1 "status": "WARN", "topic": "Configuration”, "message”: "Corfig_LDAPWireTrace”, "fields": [ "LDAP .- LDAP Settings - G
-tem 2 {{ "status": "CAUTION", "topic": "Corfiguration”, "message": "Config_LUsingLocalDBResponseStorage™, "fields™: [ "Modules

tem 3 "status"; "CAUTION", "topic": "Corfiguration”, “message”: "Config_UsinglocalDBResponseStorage”, "fields™: [ "Modules

-tem 4 {{ "status": "COMFIG", “topic”: "Configuration”, "message”: "Config_\WeakPassword”, "fields":[ "LDAP - LDAP Directories

-tem 5 {1 "status": "COMFIG", “topic": "Corfiguration”, "message”: "Corfig_ShowDetailedEmors”, "fields": [ "Settings - Securty — A
-tem 6 {1 "status": "GOOD", "topic": "LOAP", "message": "LDAP_OK'H

-tem 7 "status": "GOOD", "topic™: "LOAP", "message”: "LDAP_TestUserDK", "fields™: [ “default™ T

-kem 8 {{ "status": "GOOD", "topic": "LocalDB", "message": "LocalDB_OK"}

kem 9 "status"; "GOOD", "topic”: "Platform”, "message”: "Java_OK"hH

Figure 58 - Opened JSON file

Opening a SSPR Support Bundle xml file

Opens a file of type .xml and will display the xml data window. This window allows you to browse the
settings defined in the xml file.

Ol D\ Custorner Files\My SSPR Server\S5PR-Support\SSPRConfiguration.cmil — O >

=)~ PwmCaorfiguration M
This corfiguration file has been auto-generated by the S5PR password self service application. WARMNING: This configu

=- gettings modify Time=2020-06-12T16:40:31Z,

- gettings modify Time=2020-06-12T16:40: 312

-setting key=template ldap. syrtax=5ELECT, syntaxVersion=0, modify Time=2020-05-21T14:32:187,

-getting key=template.storage, symtax=5SELECT, syntaxVersion=0, modify Time=2020-05-21T14.32:18Z,

-setting key=ldap profile list, syntax=PROFILE, syntaxVersion=0, modify Time=2020-05-21T14.32:187,

-setting key=ldap serverlds, symtax=5TRING_ARRAY, profile=default, syntaxVersion=0, modify Time=2020-05-21T14

-setting key=ldap serverCers, syntax=XB0S9CERT, profile=default, syntaxVersion=0, modfy Time=2020-05-21T14:32:1

-getting key=ldap proxy.usemame, syrtax=5TRING, profile=default, syntaxVersion=0, modify Time=2020-05-21T14:32

-setting key=ldap proxy password, symtax=FASSWORD, profile=default, syrtaxVVersion=0, modify Time=2020-06-12T1
ot Lauddam metCamtave sudae—CTOIME ADRAY mfla—dofab custaviiamicn—ll medifcTime- LT Y
£ >

Figure 59 - Opened XML file




Opening a SSPR Support Bundle csv file

Open a comma-separated values file (csv file) and will format and display each column found.

| Line

ool ~vlalw s win

-a‘-n.-.
o= o

/root/.sspr-work

/root/.sspr-w

/root/.sspr-workp

Column 1

root/.sspr-workpath/wo

th/wo...

Column 2

log4jconfig-sample.xm|

| d.sh

/root/.sspr-workpath/wo.
/root/.sspr-workpath/wo

kpath/wo...

.. | SSpr-server-4.5.0.1 jar

log4j-1.2.17 jar

/root/.sspr-workpath/wo.
. /root/.sspr-workpath/wo...
b /;o;t).s;;:l~w§vkpath}~vo
./loot/.sspr-workpathmo
' /root/.sspr-workpath/wo...

/root/.sspr-workpath/wo

th/wo...

‘convcner-sulars-z.s.o.jar

| xevbn1.2.5 jar
[n&ap-zoxio;.za;af
.\bsseéd-z.3.9.jn

‘ xodus-utils-1.2.3 jar
ihnpcllem-d.s.&;ar

digester-1.8.1...

t-2013.04.26 jar

Column 3

2020-06

2020-06-12T14:20:422

2020-06-12T14:20:43Z

2020-06-12T14:20:43Z

2020-06-12T14:20:43Z

2020-06-12T14:20:422

2020-06-12T14:20:43Z

2020-06-12T14:20:442

2020-06-12714:20:432
2020-06-12T14:20:442
2020-06-12714:20:43Z

2020-06-12T14:20:432

Column 4

414

146108
3639293

489884

59180

13349

472628

432295

17536

400361

767140

Column 5

BTATFSAANTAS..,
3DECIBICTEAS...

1C3DO2FBFF96...

SAF3505684D2...
BAFE04756B46...

4A33CF318576...

S4CO72FD4FOE...

427C4DC0418B6...

6C34D1C85141..,
128DD4DBE108...

1AFES621985EF...

Figure 60 - Opened csv file




Opening a AAF Database

SLAnalyzer has the ability to generate a report of users that have enrolled AAF methods. Follow the
steps outlined in the AAF Rest section to generate an AAF Database.

Line Wser UseriD Method MethodiD Enrolled Comment =

1 2600alebl6 G111, LDAP pasiword LDAF_PASSWORD True

2 gmerris clETad385beB1... LDAP password | LDAP PASSWORD True

3 gmorris clETadiBSbell... Password FASSWORD True Enrolled wit

L] QG C157ac3850e8L...  Securnity questio.., | SECQUEST True Enrolled wit

5 .Greg I db131134477a1... SMS OTP ISMS_O'I'F True I =

L} Greg dbl31134477a1...  LDAF password | LDAP_PASSWORD True

7 MAAFUser I-IBSS-IUEJ.EEI].I.._ Waice IVIJIEE True IEnroItedmt

- HAAFUser 4238540¢164311... HOTP HOTP True Enrolled wit

9 HAAFUzEr 42355400060011..  5M5 QTP SM3_OTP True Enrolled wit—

i HAAFUser Ilmﬂﬂdﬁdil.._ Email OTP IEMAI_O'I'P True IEnroItedmt

11 HAAFUser 4233540064311, LDAP password | LDAP_PASSWORD True .
L m *

Figure 61 - Opened AAF Database

Opening a AAF Debug Log
SLAnalyzer will attempt to parse all of the AAF debug log file types.

line  Time Madule Message =

L M[Z260] =sssssssssssssssssssssEssEsEEsS R ESRESREaRESE RS,
2 [201609-23 08:2.., B [ [2260] O5 Version: 5,155, Service Fackz 1.0, Build: 7601, Suite: 0100, Type: 1]

3 'pmsma 082 | o -m [2260) Service Version: Netlq 5.4.138.0, Fatform: Windows)

P 'laom-ouaoe:z...'m .mpm O
5 .IE'l]‘lﬁ-ﬂng 08:2... . i -[l] [2260] Enter Card:AppConlig:loadPraducCantig)

& 'mns_owj 0&:2... . ] -EI] [2260) Enter AppConfiglommonc:|oadProductlenfig]

l? llNlG-OO-\B 0&:l... l 0] .[l.'l [2260) Leave AppConfiglommon:ioadProductConig]

8 'gamsmaj P m -u] [2260] Leave Card:AppConfig:loadProductContig]

9 IIE-I.&-ONJ ol . ] -El] [F260] Enter Card:CardFluginc:CardPluging

llﬂ .IH}IG-OQ-\?_:I 0G:2.., l %] .[l] [2260] Enter Card:OmanikeyWalcher:stan]

11 'gams.ugej 2. | o '|;|] [2260] Leave Card:OmnikeyWatcher: start]

.12 :mmmﬂza 0&:2... 0] :El.'l 2260 Leave Card:CardPlugin:CardPlugin]

€ i ] ’

Figure 62 - Opened AAF Debug Log



Opening a text file with the Generic log reader

When SLAnalyzer doesn’t know how to handle the file type then it will attempt to open the file as
generic text.

Ot D:\Customer Files\My SSPR Server\SSPR-Support\threads.txt — O X

Save fll Analyze *=

"main” ld=1 TIMED_WAITING
at java. base®11.0.5/@va lang Thread sleep(Natve Method)
at app//org.apache catalina.core Standard Server awanStandardServer java:570)
at app//password. pwm.onejar. lTomcatOnejarBunner startTomcat
(TomcatOne@rRunner java: 123)
at app//password. pwm.onesar. OnearMain. deployWebApp{OnemMain ava: 113)
at app//password. pwm.onejar.OnearMain.main(OnejarMain.java: 72)

"Reference Handler" 1d=2 RUNNABLE
at java.baze@11.0.5/ava lang ref Reference. waiF orReferencePendingList{Natve Method)
at java.baze®11.0.5/ava lang.ref Reference. processPendingReferences

(Reference java:241)
at java.base®11.0.5/ava lang ref ReferenceSReferenceHandler run{Reference java:213)

"Finakzer" |d=3 WAITING on java.lang.ref. ReferenceQueueSLock®65fa613a
at java.base®11.0.5/ava lang. Object wat{Native Method)
- waitng on java. lang ref ReferencelueueSLock&65fa613a

at ava. base®11.0.5/@va lang ref ReferenceQueuve. remove(ReferenceQueue java: 155)
= h:uz.n.ﬁ}" in tu"r:u: lsrmm raf nmm-.gug wuﬂnn{ﬂgm T -I-I'CE TR

Clicking the Analyze button will open log (text file) and highlights warnings, errors, etc.

Line Message Comment ~
b “main” ld=1 TIMED_WAITING
2 at java.base@11.0.5/java.lang.Thread.sleep(Mative Method)
3 at app//org.apache.catalina.core.StandardServer.await(StandardServer,java:570)
4 at app//password.pwm.onejar.TomcatOnejarRunner.startTomcat(TomcatOnejarRu..,
5 at app//password.pwm.onejar.OnejarMain.deployWebApp(COnejarMain.java: 113}
& at app//password.pwm.onejar.OnejarMain.main(CQnejarMain.java:72)
7
8 "Reference Handler™ ld=2 RUNMAELE
9 at java.base@11.0.5/java.lang.ref.Reference.waitForReferencePendingList(Mative ...
10 at java.base@11.0.5/java.lang.ref.Reference.processPendingReferences(Reference...
11 at java.base@11.0.5/java.lang.ref.ReferenceSReferenceHandler.run(Reference java...
12
13 “Finalizer” |d=3 WAITING on java.lang.ref.ReferenceQueueslock@65fak13a W

Figure 63 - Log file opened with the generic log reader



Opening a Comma-Separated Values (CSV) file
Opens a csv file highlighting any errors, warnings, etc.

When loading a csv file typically the first line of the file provides the column names. SLAnalyzer will
prompt the user if they want to use the first line as the column header names or to assign default
column names. Answering No will display

Column 1, Column 2, etc...

Custom CSV file detected. Would you like to use the first line for the
column header names?

Figure 64 - CSV header prompt

“MNo.” “Source” “Destination” “Protocol” “Info” =
* 1 192.168.3.29 192.168.3.174 € Obtain File or SubDirectory Information |
i 2 192.168.3.174 192.168.3.29 MNP R OK
:3 :192.165.329 :192.168.3.11'! :NCP :E Obtain File or SubDirectory Information
4 192.168.3.174 192.168.2.29 MNCP R QK
-S .].92.163.3.29 .192.163.3.1?4 lNL‘.ll .( Open or Create File or Subdirectory: 5¥5/n
:ﬁ :192.168.3_174 :192.168.329 :NCP :R QK
7 192,168.3.29 192.168.3.174 NCP € Obtain File or SubDirectory Information
-B .192.163.3.111 .192.163.3.29 lNCll .R QK
:Q‘ 192.168.3.29 192.168.3.174 jNI:P il: Read a File
10 192.168.3.174 192.168.3.29 TCR [TCP segment of a reassembled PO
| 1 -192.163.3.111 -192.168.3.29 .T(I‘ -!TCP segment of a reassembled PDU]
‘ 12 107 142 3 11::: [107 1823 70 ltre |1e0 canment nf 2 reascemhled B0 N "

Figure 65 - Opened csv file



Opening a JSON formatted file (JSON)
If the content of the log file is determined to be JSON data the JSON data window will display the

formatted data.

ol di\customer files\.my sspr server\sspr-support\health.json - O >

-tem 1 "status”: "WARN", “topic": "Configuration”, "message”: "Corfig_LDAPWireTrace”, "fields™: [ "LDAP - LDAP Settings - G
-tem 2{{ "status"; "CAUTION", "topic": "Corfiguration”, "message”; "Config_UsinglocalDBResponseStorage”, "fields™: [ "Modules
-tem 3 {{ "status":
-tem 4 {{ "status":
tem 5 {1 “status":
-tem 6 {1 "status":
-kem 7{{ "status":
-tem & {{ "status"; "GOOD", "topic”: "LocalDB", “"message": "LocalDB_OK'H
-tem 91 “status": "GOOD", "topic™: "Platform”, "message”: "Java_OK'})

"CAUTION", "topic": "Configuration”, "message”: "Config_UsinglLocalDBResponseStorage”, "fields™: [ "Modules
"COMFIG", "topic": "Corfiguration”, "message”: "Config_Weak Password”, "fields": [ "LDAP - LDAP Directories
"COMNFIG", "topic": "Corfiguration”, "message”: "Config_ShowDetailedEmars", "fields™: [ "Settings -+ Securty - A
"GOOD", "topic”: "LDAP", "message”: "LDAP_OK"})

"GOOD", "topic": "LOAP", "message": "LODAP_TestUserOK", "fields": [ "default" TH

L4 b3
Figure 66 - Formatted JSON data window
Opening an XML formatted file (XML)
If the content of the log file is determined to be XML data the XML data window will be displayed with
the formatted data.
Ot D\ Customer Files\My SSPR Server,SSPR-Suppert\SSPRConfiguration.cml — O >
= F‘jﬂanrrfiguratinn ~
This corfiguration file has been auto-generated by the 55PR password seff service application. WARMING: This configu
=B settings modify Time=2020-06-12T16:40:112,
-- gettings modify Time=2020-06-12T16:40: 312
-- getting key=template Idap, syntax=SELECT, syntaxVersion=0, modify Time=2020-05-21T14:32:187.
-- getting key=template storage, syrtax=5ELECT, syrtaxVVersion=0, modify Time=2020-05-21T14:32:137.
-- setting key=ldap profile list, syrtax=PROFILE, syrtaxVersion=0, madify Time=2020-05-21T14:32:187.
-- getting key=ldap serverlds, syntax=5TRING_ARRAY, profile=default, syntaxVersion=0, modify Time=2020-05-21T14
-- setting key=ldap serverCerts, symtax=X503CERT, profie=default, syrtaxVersion=0, modify Time=2020-05-21T14.32:1
-- setting key=ldap proxy usemame, syrtax=5TRING, profile=default, syrtaxVersion=0, modify Time=2020-05-21T14.32
[ setting key=ldap proxy password, syntax=PASSWORD, profile=default, syrtaxVersion=0, modify Time=2020-06-12T1
M. cattinn La—ldan et nmtavde oudav—CTEIME ADELY mrfila—dofa b outaviiamianoll medifTima- HHLIE2T Y
£ >

Figure 67 - Formatted XML data window

Note: XML files can include additional support modules. When opening an XML file that links another file
(dtd) if SLAnalyzer is unable to locate the file specified, it will present an error message to the user. To
open this xml file, place a copy of the missing file in the path specified.



Opening a HyperText Markup formatted file (HTM/HTML/URL)
SLAnalyzer will detect HTML files when they have the file extension of htm, html or url. The file will be
opened with the built-in internal web browser control.

ol Novell SecureLogin TSE Guide (SLAnalyzer) - [} X

Links Downloads Developertools Browser Tasks Zoom  Clear cache

Go ‘ﬁ\e'///D,/glﬁndki‘t/pmduds/neveﬂmoval"ﬂﬁange?‘.mﬂgmn7‘.ZﬂandTQDsem.elogin/secureloghAmublemmfndex html

Novell.
SecureLogin TSE Guide

O

Product Information

o What is Novell SecureLogin?

Installation

To install and configure Novell SecureLogin the following activities must occur in sequence.

1. Prepare the destination for use with SecureLogin -

Figure 68 - Opened html file

Note that some URL files created with old browsers are actually xml data files that reference content on
a web server. These types of URL files will be opened as a text file and not as a website.

Opening a ZEN message log
SLAnalyzer will detect ZEN message logs. It will display the information in proper columns, automatically
build module filters, and highlight errors and other conditions.

Line Category Time Num Senvice SvedD Columné Modul ~
;
il TRACE [10/31/2016 11:... | [11638) RENSenvice] [114251) 0 [Quica
3 oesuc | nost206 1L | 11638 CpENsenic) | paa2sy) [} | Regiit
s pesuG | nos120t6 11 | 11639) CmENsenicel  (1azsy) ] | Regist
s DEBUG 10312016 11:.. | 11638) | mENsenic | p1azsy) B | Regist
6  DEBUG 10312016 11:.. | 11638 | mENsemic | muazsy) ] | Regist
3 DEBUG 110/31/2016 11:... | (11638) {ZENService] {14251} [ [Regist
' DEBUG | noAL2016 11, | 11638 | geNservice 1114251 o | Regist
10 DEBUG | noA1201611:.. | 11638) mENsenic)  paaasy) I | Regist
1 DEBUG nop20me1L:. | n1638) RENsenice  [u42sy) i | Regist
12 DEBUG :noamms 1. | [1639) mENsenicel  m1azsy) I | Regist 5
« m ’

Figure 69 - Opened ZEN message log



Opening a HAR log file

HAR log files are created by browser developer tools option (F12 key in most browsers). Starting with
version 9.0 of SLAnalyzer the internal browser is Chromium based and includes the developer tools

option.

ol OpenText | Information Management Solutions (SLAnalyzer)

Links Downloads Dwelopertoolsl Browser Tasks Zoom  Clear cache

Back

A Har log is a text based file that lists the request/reply information that occurred during that browser

session.

:

e e S S N N e S R SR

Go |https -/ fwww opentext.com/

Under the entries section of the file are the packets captured during the browser session.

Expand each request/reply structure by clicking the + symbol at the beginning of the line.

| pageref
- =

4-{ "method™: "GET", "ud": "hitps.//abs twimg com/emoj/v2/72x72/2611 png", “htpVersion™: "hitp/2.0°. "headers™: [ { "name™ "Re
response

" emor”: rull
" transferSize™ 0
“bodySize™: 0
“cortent™ { “size”: 524, "mimeType" “mage/png”. tent” IVBORWOKGGOAAAANSUREUGAAAEGASABICAMAAABMON1AAAARVE
= contert

+-{ "size™: 524, "mmeType™: "mage/png”. “text”: TVBORWOKGGoAAAANSUREUGAAAEGAAABICAMAAABIMON TAAAARVEM\
“cookies™: [J

(R apeames

€.
+)-"headers™ [ { “name”: “acceptranges”, “value™ ‘Dytes” ), { “name™: “accesscontrolallowongn®, “vake”: ™" ), { “name”
+- "headersSize™ -1

+- “hetpVersion™: "hitp/2.0"

11 “racdeamt! 104 = "

~

The HAR file display in SLAnalyzer has a couple of features to allow for:

e Replaying packet

e \iewing content returned by server

e Downloading content returned by server




Replaying a HAR file packet
To replay a packet, expand the desired request/reply packet and then right click on the header
“request”. The menu will display the option “Replay”

B Copy "https://abs v

re Find

Expand All

Collapse All
View Line 4, "mimeType
Save All “mime Type™: "
Replay

TEREEdErE T T ' "acceptran
[~ "headersSize": -1

When replaying a request, SLAnalyzer will prompt for the destination server. The original server is listed
but this can be changed to point to a different server.

Ol Enter new host X

Host
|https.'.--'.-’aa cybemesdev.com:443

Coc ]

Accepting the host listed simply replays the packet to the original server. By entering a new server then
this same packet will be sent to the server defined.

After selecting the desired host, SLAnalyzer will allow the user to modify the headers and other
parameters for the call.



Ol Packet Replay Data — | et

method GET |

url |h'tlps -//aa.cybemesdev .com/, api;‘v‘lfcdegories?login_sess’on_id=JJ’1Fv+U4M4PpIu“

postData:

query String:
name | login_session_id |
value JJhFvfU4MA4PpluV/SqXL0s Yima5LxNemA |
name | tenant_name |
value [GMORRISDEV |

headers: T

Click the Ok button at the bottom of the page to send the packet defined to the specified host.

After the packet has been sent then SLAnalyzer will prompt if the user would like to save the response
to a file.

SLARnalyzer

Would you like to save the results to a file?

"

Clicking Yes will display a file browser to save the information/data that was returned by the server. In
this example the original request was for an image (png). The filename in the original request is
automatically populated into the File name field.




Ol Save As X

YN <« Windows (C:) » NSLFiles » v o ' Search NSLFiles
Organize = New folder == - e
‘ Downloads (r) Name Date r"r'IOd\IffIE-d &)
J’ Music Ol slanalyzer.properties 5/1/2023 12:09 PM |
&] Pictures ot Configuration Report All Friday, April 28, 2023 4.13.19 PMitxt  4/28/2023 4:13 PM
B videos ot gpresultxml 4/21/2023 3:32 PM
% Windows (C:) O SLAnalyzerDownloadManager.exe 4/17/2023 818 AM L
NATA 7D S L
File npame: | IAS_AA_100.png o
Save as type: R
~ Hide Folders Save Cancel

If there was no content or if the user has clicked no to save the response then a new window will be
displayed showing the packet request/reply data.

Ol Packet Data — O el

[#- "Request™: { "URL": "https://gmomis-aaf63 aaftest th:443/static/assets img/misc/IAS_AA_100png”, "Desc”: "Server: hitps://gmomis-
[+)- "Reply”; { "Status™: { "HTTPStatus™{ "m_HtipResponseHeaders”:[  "Connection”, " Strict-Transport-Security ", "Conts
< >

Viewing content from HAR file

If the HAR file was saved with content then in the reply packet the returned information would have
captured the response data. This in most cases is an image or some type of script. Expand the Reply
packet until you see the header “content”.




ol C:\Users\gmorris\Desktop\SLAnalyzer Training\navigate to enrollment page.gmorris-aaf63.aa... = O X

+- pageref
+/- request
- response
- { "status™ 200, “statusText": “OK". "httpVersion": "http/2.0", "headers”:[ { “name’: "acceptranges’
- "_emor”: null
- "_transferSize": 957
"bodySize": -1
- "content™: { "size": 595, "mimeType": “image/png", "text": "iVBORwOKGgoAAAANSUREUQAAAGQAA

i+

+-{ "size": 595, "mimeType": "image/png”, "text": "IVBORwOKGgoAAAANSUhEUgAAAGQAAAB
"cookies”: [I
"headers”: [ { "name": "accept+anges”, 'value": "bytes" }. { "name": "cache<control”, “value":
"headersSize": -1
"hitpVersion": "http/2.0"
"redirectURL": ""

i .

#

-

Right click on the header “content” and then select View Content

[i]--re_sponse

E‘.

"_emor™: null

-"_transferSize™: 0

[ "bodySize™: 0

B ":_:u:unterrt": { "size": 524, "mimeType": "image/

Copy
Find

Expand All
Collapse All

View Line

Save All

View Content

Downlead Content

SLAnalyzer will then extract the content from the HAR file and display the data.

ol 1AS_AA_100.png x




Downloading content
The process for download is the same as the process for viewing content from a HAR file. Instead from

the context menu select Download Content instead of View Content.

After selecting Download Content SLAnalyzer will display a file browser to allow the user to specify the

file name and or download location.



Save

The Save menu option allows comments made to log files to be saved. For details see the previous
section, “Comments”



Close

The Close menu option closes any open tools or log window. Cleans up temporary files and closes any
open resources. If comments had been performed but not yet saved, then SLAnalyzer will prompt the
user to save the modified comments. (See notes on comments for more details)




Exit
The Exit menu option closes the SLAnalyzer application. If comments had been performed but not yet
saved, then SLAnalyzer will prompt the user to save the modified comments. (See notes on comments

for more details)




Analyze Menu

The Analyze menu allows the user to select several different types of reports. Each report will contain
error and warning messages that pertain to the tests performed within the analysis.

ol SLAnalyzer — O X

File | Analyze | Tools Help | v | riter | | create |

My Computer

Advanced Authentication
Active Directory

Client Login Extension
LDAP

Novell Client

SecretStore

@
@
@
@
@
o c
feq
@

Securelogin

Figure 70 - Analyze menu



Configuration Report Window

When the user selects one of the Analyze Reports, SLAnalyzer will display the Configuration Report
window. This will display the information found and the results of tests performed during the analysis.
The information contained within this window will be different based upon the Analysis report selected.

Ol Configuration Report (My computer) - ] X

Save H

Report generated by: SLAnalyzer Version 8.0.1.4, 5/1/2023 3:32:37 PM ~

Computer Informaton

B e e R T R
Hardware

e e
Manufacturer Dell Inc.
Model: Precmion 5530
BIOS: 1.19.0

BIOS Date: 03162021
Frocessor: AMDE4

Processor Identihier: Intelf4 Famiy 6 Model 158 Stepping 10, Genuinelntel
Processor Level: &

Proces=or Revision: Sela
B ~f Drrmacemre: 12

Figure 71 - Configuration Report



Saving report information

After the analysis is completed then the user can save the report by clicking on the

Save button in the upper left corner of the window. Hovering the mouse over the Save button will
display the location where the report file will be created.

Ol Configuration Report (My computer) — ]

Save |

Report generated by: SLAnalyzer Version 8.0.1.4, 5/1/2023 3:32:37 PM

SAVE 10 FIle [ppespirtesiemiesion i oo oo sote sete it te e

Hardware

e e
Manufacturer Dell Inc.
Model: Precizion 5530
BIOS: 1.19.0

BIOS Date: 03162021
Processor: AMDE4

Processor Identihier: Intelf4 Famiy 6 Model 158 Stepping 10, Genuinelntel
Processor Level: 6

Processor Revision: Sela
B ~f Drmmasemrs: 12

Figure 72 - Click to save tip

By default, SLAnalyzer will attempt to save the report to the default log file location.

There are two types of file formats supported:
e Report Format (*.txt)
e XML (*.xml)



Saving report as Report Format (*.txt)
The default file type is Report Format (*.txt). Clicking the save button will create the report with the
name provided in the File name field and as the type text.

Ol Save As X
T <« Windows (C:) » NSLFiles » v O ' Search NSLFiles
Organize « New folder = w e
¥ Downloads A Name Date modified g
d Music ot Configuration Report Al Friday, April 28, 2023 4.13.19 PMitxt  4/28/2023 4:13 PM
=] Pictures Ol Contents of file - var_log_messages.txt 8/12/2022 12:37 PM
! Videos Ot Contents of file - var_log_messages Thursday, August 11, 20...  8/11/2022 10:38 AM
2., Windows (C:) Ot Log for Pod aaf18-0_aucore from 2022-07-18T00_00_00Z to 2...  7/20/2022 2:25 PM v
NATA (M A
AN CRRConfiguration Report My computer Monday, May 1, 2023 3.47.34 PM.txt] ~
Save as type: Report Format (*.bxt) ~
A Hide Folders Save | Cancel
Figure 73 — Save report as Report Format (*.txt)
Saving report as XML Format (*.xml)
To save the report in an XML formatted file, then click the Save as type button and select XML (*.xml).
Then click the Save button to create the report with the File name selected as type xml.
Ol Save As X
T <« Windows (C:) » NSLFiles » v O ' Search NSLFiles
Organize v New folder S e
¥ Downloads A Name Date modified =
d Music ot gpresultxmi 4/21/2023 3:32 PM
[&] Pictures Ot authcfgxml 11/10/2022 2:27 PM
! Videos Ol testsavefrompktwindow.xml 2/12/2021 12:58 PM
2., Windows (C)) ot testharoutxml 2/11/2021 4&52PM 1w
NATA (P S
File name: | Configuration Report My computer Monday, May 1, 2023 3.47.34 PM.xml w
Save as type: XML (*xml) ~
~ Hide Folders Save | Cancel

Figure 74 - Save report as XML (*.xml)




Note that the Default report folder can be changed in the SLAnalyzer settings under the Tools menu.
Alternatively, the user can use the mouse and right click, then click “select all” followed by “copy”. This
will copy the selected text to the system copy/paste buffer. The user can then paste the copied data into
any valid text editor.

XML report formatting

SLAnalyzer will attempt to format the XML output based upon hardcoded section breaks. But in some
cases, the output format needs to be customized. As we can see in the below window the XML data is
displayed in a single entry/line. It would be easier to read if we could break on the text “User:”.

= SLAnskrer_Report
User-Admnistratoriio methods envoled for this user. User.Authenticore Service: No methods enmilled for this user. UserDan O

Create a new section header in SLAnalyzer (Tools/Configure SLAnalyzer)

Ol Settings %

Default Report Folder |C:'\N SLFiles Browse

Reset

Report Fiters [] broker_invalid_class_created A New
@® Buitn [] broker_create_class_failed

- broker_script_buffer_alloc_failec Edit
) - -
(O User Defined l? broker_no_such_vanable R Delote
Selected Filter -

Click the New button and specify the new section header

oL New Filter X

Fiter | isser




Now resave the report as XML and the new section header will be used.

3 LAnslyzer_Repod
= user !é’
User Administrator No methods enrolied for this user.
& user
UserAutherticore Service No methods enrolied for this user
= user
UserDan OHalloran No methods enroled for this user.
- user
UserDon Swain No methods envollied for this user

UserDon Test No methods enrolled for this user.
= user

Llsar rovverie | laadD) 2 1R7adBR5NaR1 1a AN AL




Available Reports

All

All

My Computer
AAF

AD

CLE

LDAP

Novell Client
SecretStore

Securelogin

This option runs all reports for the installed configuration. Some of the analysis is based upon the
installed configuration of SecureLogin. If SecureLogin is not installed on the workstation, then the
individual reports might need to be selected.

The following reports are generated when the run all reports is selected:

My Computer

Securelogin
Client Login Extension
AAF

Note that if any of the reports listed fails then analysis of that section is aborted. The next report in the
list will then be evaluated and executed.

For example, if the Securelogin client is not installed then the whole SecurelLogin section will be
skipped.

Workstations running CLE only would receive a report of

Computer Information
Registry keys

Debug logging status
Client Login Extension



My Computer
This option reports local computer information. When clicking on the menu item My Computer the
following reports will be generated. Clicking on a sub item will generate just the selected report.

Hardware

OS version

Network/Credential providers
Authentication providers
Installed Software

Installed System components
Startup Applications

Internet Browser configuration
Environment variables
Network information (ipconfig)
ARP table

Available Resources

DNS cache

Debug Logging

Group Policy summary

TCP Ports

Routing table

The following optional reports that can be generated individually.
Analyze | Tools Help |

& AN
Ilé@ My Computer » |G ARPtable
@@ Advanced Authentication @@  Available Resources
@@  Active Directory @@ DebugLogging
@@ Client Login Extension @@ DNSTsble
@ LDAP @@  Installed Software
@  Novell Client y |8 Internet Browsers
@ SecretStore @ IP Configuration
@ Securelogin » @ Group Policy
@@ TCP/UDP port table
@ Registry
@ Routing table

| @ Windows Event Logs

Figure 75 - Optional My Computer reports

Clicking My Computer will run all reports except for the Windows Event Logs. To generate the Windows
Event Logs report you must select the item from the Analyze/My Computer menu.



The following details the optional My Computer reports that can be generated individually.

ARP table
Displays the ARP table of the current host.
Line  Time Madule Message 2

L] 6289  10/20/2006 11:4... ARPInformation ARP Information

6200 | 10/20/2006 11:4... | ARPInformation | Interface: 127.00.1 - Ol

&2 10/20/2006 11:4... | ARP Information Internet Address  Physical Address  Type

6292 1072072006 11:4... | ARP Information 1240.0.22 static
623 10,/20/2016 11:4... | ARP Information 2H4.0.0.252 static
6294 10/20/2016 11:4... | ARP Information 234.132.155.151 static
6295 | 10/20/2006 11:4... | ARP Information 239,255, 255,250 static
6296 10/20/2016 11:4... | ARF Information 239.155,755.253 static

6297 | 10v20/2006 11:4.. | ARP IModmation | Interface: 0.0.0.0 - Dxttimmern

6298 | 10/20,2016 11:4... | ARP Information Internet Address  Physical Address  Type

6299  10/2072006 11:4... | ARFInformation | 151155132122  00-16-3e-79-44.51  dymamic

6300 | 10v2072006 11:4... | ARPIMoimation | 150135132197  00-0¢-29-b4-5e-0¢  dymamic I_T

€ Tl [}

Figure 76 - My Computer/ARP table

My Computer/Available Resources

This option reports the information seen in task manager regarding the running processes of the
workstation.

Note that to get the full information about all running processes then you need to execute SLAnalyzer
with the Runas Administrator option. Otherwise only the processes ran by the current logged in user will
provide full details about the process.

The resource data provided includes:
e Product Name

Version

Description

Path and filename

Company

Language

Process ID

Start time

CPU utilization

Memory Usage

Response status

e Priority



My Computer/Debug Logging
This option reports the status of debug logging based upon entries in the registry of the workstation.

The following logging options are checked.

e User and Machine level debug logging for SecurelLogin

e User and Machine level debug logging for SecureLogin virtual channel
User and Machine level debug logging for SecureLogin LDAP Gina
User and Machine level debug logging for Novell client for Windows
User and Machine level debug logging for NMAS client
e User and Machine level debug logging for SecretStore client
e User and Machine level debug logging for SecureWorkstation
e User and Machine level debug logging for Desktop Automation Services (DAS)
e User and Machine level debug logging for Client Login Extension (CLE)
e User and Machine level debug logging for PCProx



My Computer/DNS Table
Displays the DNS table of the current host.

6395 10v20/2006 11:4... | DNS Information | Windows IP Configuration

G306 10v20/2006 114, | DS Information microfocus.com

6397 | 10v20/2006 11:4... | DNS Information B

6396 .lﬂm 1A, | DNS Infarmation Recond Name ... .. 2 mirafadus.oom EI

6399 10v20/2006 11:4... | DNS Information Recond Type . ... .01

G400 10v202006 114, | DS Information Time To Lhee .. .. 503

B401 10/20/2006 11:4... | DS Information Data Length.....: 4

402 .mmfmna-. NS Inf ormation SERON . . ...l ARSWET

G403 | 10/20/2006 11:d... | DNS Information A jHost) Record . .. 13765245134

404 10vE0/2006 11:4... | DNS Information Record Name . . . . . : microfocus.com

405 :I.Wm.l.ﬁll.ﬂ... DoNE Il ormation Recond Type . ....0 1 I_:j.l
'l m ] 3

Figure 77 - My Computer/DNS Information

My Computer/Internet Browsers
Displays information about the install internet browsers and plugins.

-
Yl P ¢ SALD |
5'_- 1 1/30 M Repon genera SLAnalyzer Version 3.0.1

|1/30/2017 11:50:29 AM | Internet Br... | Default Browser: c\program files (x86]\googie\chrome\a...

Microsoft L. | Microsoft Internet Explorer version: 11.0.9600.18524

1/30/2017 11:50:29 AM | Microsoft 1. ‘Ch«nnq for 3rd party browser extension setting in: HK..

1/30/2017 11:50:29 AM | Miicrosoft 1. i!mblt 3rd party browser extens

6
7
i 1/30/2017 11:50:29 AM | Microsoft LL.. [nmsxalomum«mwomm:

9 1/30/2017 11:50:29 AM  Miicrosoft L. }mmmm
10 | 1/30/2017 11:50:29 AM | Mlicrosoft L.. {mmmmuasam
1112072017 11:50:29 AM | Microsoft L.. | Name: C/\Program Files 086]Java\jrel 8.0_73\bin\jp2ssv.dil |

12 130017115029 AM |Microsoftl. |Module Status: Enables |

Figure 78 - My Computer/Internet Browsers



My Computer/IP Configuration
Displays the IP configuration of the current host.

Line  Time Module Message -

D o 0! ., atio., i Information

G1d& 10v20/2006 11:4... |IP Configurstio... |Windows IP Configuration

-!147 _m-me 114, -JPlewctlu... . Most Hame............: REMGMORRISOL

'sus _-mm-ms 14, l1Pl:mwmo... I Primary Dng Suffoc ... ... microfogus.com

6149 | 10v20/2016 11:4.. IIPDMI'W.ItIo... I Hode Type oo

6150 -lﬂ,rmi 114, .IPCer.ltin... I IP Rowting Enabled. . . .....: No Ti

-EISI -:m-zm 11:4.., -JPCwllwotlu... . WINS Proay Emabled. .......: Ne

lElH -mm'ms 114, l]F'(WW-I‘tIo... I DS Sufi Search List, ... . .0 mdcrofoous.com

6153 Immmm 114, IlPMlpur.ltle... I provo.novell.com

.51!4 -10#211.’2“16 114, .]PMIF.IhltiD... I Syitem Quarantine State . ... .: Not Restricted

-EI.SS- -I.WWG 114, -lﬂ‘(onlw-nlo... l Ethernet adapter Bluetooth Network Connection 3:

6156 -mrau.-'ms 104, I]'Ptﬂﬂl'lm.lu‘tle... I Media State . ..........: Media disconnected B
‘| : : m : J L

Figure 79 - My Computer/IP configuration

My Computer/Group Policy
This option generates the GPO summary report. The information is generated from the gpresult /r
command.

Line  Time -

L

mIT 1v20/2006 11:4... | GPO Infermation | Micresoft [R) Windows (Rl Opeérating System Group Policy Result tool v2.0

TOTE 100202006 114, | GPO Information | Copyright () Microsoft Corp. 1981-2001

TOTE | MVE0/2006 11:4... | GPO Information I'Cl!!l!d On 10/20/2016 at 11:39:39 AM

T80 10v20/2006 11:4... I GPO Infarmation I RSOP data fof CORPDOM\GMos on REMGMORRISDL : Logging Mode

To81 -mm,,ams 114, .GPO""" ki I |

TO82 | 1Ov30/2006 11:4.., | GPO Information |05 Configuration: Member Workstation

™ma3 1V202006 11:4... | GPO Information IOS\f!r!M £.1.7600

T084 I 10y20/2006 11:4... I GPO Information ISM Hame: Prowa

IMS -10#211.’2“16 114, . GPO Infarmation I Roaming Profile (LY

TO8E | 10v20/2006 11:4.., | GPO Information | Local Profile: CAlsers\Ghorris

78T 10v3072006 11:4.., I GPO Information I(onn!(ted aver a slow link™: Ho A
i : : m : ] ¥

Figure 80 - My Computer/GPO Information



My Computer/TCP port table
Displays the TCP port status of the current host.

Line Time Module Message 5
10v202006 11:4... | TCP Port Infoim...  TCP Port [nformation

6866 | 10v202016 11:4... | TCP Port Inform... | Active Connections

EEET 1072072006 11:4... | TCP Port Informe.. | Proto Local Address Foreign Address State

6968 | 1V20/2006 114, | TCP Port [nform.,, | TOP 000000135 REMGMORRIFNL0 LISTEMNING
6868 10vA0/2006 10:4... |TCP Port Inform.. | TCP 0000443 REMGMORRISOL:0 LISTEMING
BET0 | 10v20/2016 11:4... l'l'{l’ Part Infarm... l TP 00.0.0:445 REMGMORRISOL-0 LISTEMING
Ban . 1002072006 11:4... .TCPNII Inform... . TCP 0.0.00:623 REMGMORRISOL0 LISTEMING
BE72 | 1V20/2006 11:4.., .'KPPOI! [nform.., . TCP 00.0.0:902 REMGMORRIFNL0 LISTEMING

6873 | 10v20/2016 11:4... | TCP Port Inform... | TCP 0.0.00:912 REMGMORRISOL:0 LISTEMING
BET4 | 10v20/2006 11:4... .'l(l‘ Part Infarm... . TCP 00.0.0:15947 REMGMORRISOL0 LISTEMING
BETS  10vI02006 104, | TCP Port Informe... | TCP 0.0.0.0:33%0 REMGMORRESIL:0 LISTEMING
B8TE | 10v20/2016 11:4.. | TCP Port Inform.., | TCP  00000:5357 REMGMORRISO1:0 LISTENING

Figure 81 - My Computer/TCP port information

My Computer/Registry
This option displays the information stored in the following registry key locations
e (HKLM and HKCU)\SOFTWARE\Protocom\SecurelLogin
e (HKLM and HKCU)\SOFTWARE\Novell
e (HKLM and HKCU)\SOFTWARE\Wow6432Node\SecurelLogin
e (HKLM and HKCU)\SOFTWARE\Wow6432Node\Novell



My Computer/Routing table

Displays the routing table for the current host.

Line Time Module Message &
10/20/2016 11:4, Routing Table Routing Table
7004 10/20/201611:4.. RoutingTable | =sesssssssssssssssssssssssssssssssssssssssssssssssssss
.7005 | 10/20/2016 11:4... | Routing Table | Interface List
l7006 | 10/20/2016 11:4... | Routing Table [ 19...0 ¢d 38 < 4b da .....Bluetooth Device (Personal Area Network) #3
V7W7 | 10/20/2016 11:4... l Routing Table I 15..00 24 a7 76 2¢ ec....intel(R) Centrino(R) Ultimate.N 6300 AGN
.7008 | 10/20/2016 11:4... | Routing Table [ 12..5¢ 26 03 1¢ b0 3d ......Intel(R) 82577LM Gigabit Network Connection 3
7009 1072072016 11:4... | Routing Tablle | 23..00 50 %6 0 00 01 ...VMware Virtual Ethernet Adspter for Vhnett
VTOIO [ 10/20/2016 11:4... | Routing Table [ 24..00 50 56 0 00 03 .....VMware Virtual Ethernet Adapter for VMnets
v701| .10/20,'2016 b8 & I Routing Table I 1 Softy L back I 1
v7012 | 10/20/2016 11:4... | Routing Table | 21..00 00 00 00 00 00 00 ¢0 Microsoft ISATAP Adapter #2
v7013 'wmmxs 14, .Routmg Table [ 31...00 00 00 00 00 00 00 <0 Microsoft ISATAP Adapter @3
.NN [ 10/20/2016 11:4... Routing Table . 13.0000 W 00 00 00 00 €0 Teredo Tunneling Pseudo-interface <
« W J ’

Figure 82 - My Computer/Routing table

My Computer/Windows Event Logs
Displays the last 10 events from each of the logs found on the current host.

Note that you must run SLAnalyzer with administrative rights (runAs Administrator) to generate this
report.

Line

Time

Module

Message

4 11/9/2016 11:50:
5 11/9/2016 11:50:

L 11/9/2016 11:50c...

3 11/5/2016 11:50... | Windows event ..

- | WiINDOWS event ...

o | WiRDOWSE Svent ..

Report genersted by SLAnalyzer Version 3.0.0.16

Last 10 event entries.
Event: 1
Time; 9/30/2016 2:58:55 PM

T 11/9/2018 11:50... | Windows event .. | Computer; REMGMORRISHL. microfoous.com
g 11/9/2016 11:506.., | Windows event ... [ User, CORPDOM\GMoiris

] I 11/9/2016 11:50:... andm event ... lSoLlrce. Artiwllent
-m -11.19m1s 11:50c... -\'u'indmﬁ event .. [ Event IC: 762

1 11/5/2016 11:50c... | Windows event .. | Event Message:

12 11/9/2016 11:50%... l\'ﬂndm event .. lm}enmanne agcount

Ll

Figure 83 — My Computer/Windows event logs




AAF

This option will generate a report on the Advanced Authentication Framework Windows client and
configuration files.

Module

Repaort generated by 51

4 10/4/2016 §:23:0... | Contents of: CL.. | ®General

5 .m.u\misa.-aﬂ... Contents of: Ch. | host.pos=B440:8441 ;8442
& 10/4/2016 B:23:0... | Contents of: Ch... | ®*PKI plugin

7 10/4/2016 8:23:0... | Contents of: Ci.. | pkivendorModule=auto

8

a

10/4/2016 B:23:0... | Contents of: ... |lingerprint. mode=3
.I.MISG:EHJ... Contents of: Cu. | ®Card plugin
10 10/4/2016 8:23:0... | Contents of: C.. | card.omnikeyEnabledstrue
n 10/4/2016 8:23:0... | Contents of: €. | carduriideasEnabled=1alse
12 }WG&:ED... Contents of: Ch.,. | (ardsmarfidEnabled=Talse

« | m ] 3

Figure 84 - Analyze AAF



AD

This option reports AD client information. Also attempts to connect through Microsoft client and read
the NSL attributes. AD information is gathered from the workstation environment settings. Workstation
must be joined to a domain to have these valid settings. (USERDOMAIN, USERNAME, LOGONSERVER)

e Display logged on user and domain
o Connect to AD server
o Read and display SecureLogin attributes found on user

Line  Time Module Message -
11/9/2016 237:4... Report generated bys SLAnalyzer Version 3.0.0.16

2 11/9/2016 2:37:4... Adive Directory  Active Directory -

3 11/9/2016 237:4... | Active Disectory | MS connection details: 1

4 11/9/2016 2:3T:4... | Adtive Disectory Domain: GHADRZ

5 11,/9/2016 2:37:4... | Active Disectory User: gmarris

& 11/9/2016 2.3T:4.. | Active Directory | Connected to AD as User gmaoris

T 11/9/2016 237:4... | Active Directory | Default User properties found in domain:

8 11/5/2016 2:37:4.., | Adtive Disectory UserFlags = 66049

a 11/9/2016 237:4... | Adtive Directory MaxStorage = -1

ig 11/9/2016 237:4... | Active Disectory PasswordAge = 22805712

1 11/5/2016 237:4... | Active Disectory | PasswordExpired = 0
12 11/9/2016 237:4... | Adtive Disectory LoginHours = System.Byte]

€ Tl ]

Figure 85 - AD report



CLE

This option will list installed CLE files (credential managers and emergency access), it will then read the
configuration and open a browser window to the defined forgotten password link. The user will be
prompted to validate if the forgotten password page is displayed correctly or not. User response is
logged as success or failure of this browser session.

Line Time Module Message £

10/20/2016 239:.., Client Login Ext... Client Login Extension
10/20/2016 2:39-.., | Client Login Ext._. | Checking for CLE.

10/20/2016 2:39:... | Client Login Ext CLE credential provider found.

2

3

4

5 10/20/2016 239..., Client Login Bxt... | File: C\Windows\System32\CLECredentialProvider.dll, Version: 3.9. 0.0, Size: 69222
6 10/20/2016 2:39:... | Client Login BExt.. | File: C:\Windows\System32\CLECredentialProviderFilter.dll, Version:3,9.0.0, Size: Z
7 10/20/2016 2:39:... | Client Login Ext File: CAWIndows\System32\CLESelt SvcCredentialProvider.dil, Version: 3.9.0.0, Size
8 10/20/2016 2:39:...  Client Login Ext File: C\Windows\System32\EACredentialManager.dil, Version: 39.00, Size: 562176
9 10/20/2016 2:39.... | Client Login Ext File: C\Windows\System32\IDMClientLoginExtensionCustomAction.dll, Version: 3, §
10 10/20/2016 2:39:... | Client Login Ext.. | File: C:\Windows\System32\NclePwmMHelper.dil, Version: 3.9.0.0, Size: 322560

1 10/20/2016 239... Client Login Ext... | File: C\Windows\System32\NcleResources.dil, Version: 3.9.0.0, Size: 6656

12 10/20/2016 2:39..., Client Login Ext... | File: C\Windows\System32\NCLoginExtension.dil, Version: 3, 8, 0, 0, Size: 82432

Figure 86 - CLE report

The following logic is used to generate the CLE report.
e Check for CLE provider (C:\Windows\System32\CLECredentialProvider.dll)
o Report CLE files found in System32 folder
o Report Emergency Access files found in C:\Program Files\NCLE\EmergencyAccess or
C:\Program Files (x86)\NCLE\EmergencyAccess\
= Test EA file access
= Create file
=  Encrypt file
= Decrypt file
= Delete file
o Display built-in CLE restricted web browser window
= Read Forgotten Password URL from
HKLM\SOFTWARE\Novell\MsPssGina\LinkURL
=  Prompt user for validation of forgotten password link data
e If the user reports a failure then prompt to retry test with embedded
browser
e Report version of IE installed on system
e Reportlocal host name
e Validate SSL certificate
e Connect to URL
o Report connection data (local and server host information)
o Display browser screen
o Prompt user for validation of forgotten password link data
e Read REST URI from HKLM\SOFTWARE\Novell\RestrictedBrowser\RestUri
o Validate SSL certificate
o Issue Web Request to REST URI for Public Health
o Issue Web Request to REST URI for Statistics
o Prompt user for credentials



o Read user challenge data
o lIssue Web Request to REST URI for User Status
e Read registry keys

For the CLE testing and SSPR REST client tool to function properly, ensure the following settings are
enabled/configured on the SSPR server.

Settings = Web Services » REST Services

Search
Email Settngs ~  Enable External Web Services @ e -
Email Templates
M s ¥ Enabled (True)
Intrudger Detacbon Last Moged November 18 2 ot 14026 PMCST
Modfed by CN=Admmnistrator, CN Users DCgmedr2 OC novel DC=com
Intruder Settings
i Thnaouty Allow Web Services to Read Answers & BX>) ‘
Loggng
One Time Password Enabled (True)
Password Settings Lazt Moced Novemser 15, 2016 at 1:40.37 P CST
Reporting Modied by CN=Admmistaior, CNeUsers DCogmadr2 DCenovel DC=com
SMS
SMS Gateway Enable Public Health and Statistics Web Services & 250 |
|
SMS Messages @
Securty Enabled (True) .
Wm S.cu'*y Lazt Mooded Novemder 18, 20
Modfied by CN=Admmnistrator CNwUsers DCogmadr? DCoaovel DCrcom
Web Security
figle S0 Oh I950) Chens External Web Services Permissions & e ‘
Basic Authentication
HYTP SSO LDAP Profile default
OAuth
Tokens LDAP Group DN @&  CN=RestUsers CN=Users DC=gmadr2 DC=novell DC=com
User History 2
User Interface Add Filter  Add Group  View Matches
Look & Feel Last Mooed December 1 3787 AM CST
Ul Features Modifed by CNwAdministrator DCrgmadrd DCwnovel DC=com
Wed Servces [
REST Clients ¢ Web Services Third Party Permissions & 20
REST L LDAP Profile default ‘
Word Lists
Display Text LDAP Group DN @  CN=RestUsers CN=Users DC=gmadr2 DC=novell, DC=com
Display
Error | X
L3 AddFiter AddGroup  View Matches
Message -
o v Laet Moged Decembder 12, 2016 at 538 19 AMCST ~




LDAP

This option reports LDAP connection related information. It also attempts to connect to the LDAP server
with the configured NSL LDAP settings from the registry.

The LDAP settings used are defined at
HKEY_CURRENT_USER\Software\Protocom\SecureLogin\LDAP Settings

This includes
LastUser — REG_SZ — should reflect the LDAP DN of the user (IE cn=testusergm,o=novell)
PrimaryHost — REG_SZ — should be either the DNS name or ip address of LDAP server
SecondaryHost — REG_SZ — should be either the DNS name or ip address of LDAP server
PrimaryPort — REG_DWORD - port used (IE 0x27c, 636)
SecondaryPort — REG_DWORD — port used (IE 0x27c, 636)
SSL Cert File — REG_SZ — should be path to SSL certificate (IE C:\Program Files\NetlQ\SecurelLogin\rootcert.der)
e Read LDAP settings from registry

o HKCU\SOFTWARE\Protocom\SecureLogin\LDAP Settings\PrimaryHost
HKCU\SOFTWARE\Protocom\SecureLogin\LDAP Settings\PrimaryPort
HKCU\SOFTWARE\Protocom\SecureLogin\LDAP Settings\SSL Cert File
HKCU\SOFTWARE\Protocom\SecureLogin\LDAP Settings\LastUser
HKCU\SOFTWARE\Protocom\SecureLogin\LDAP Settings\SecondaryHost
o HKCU\SOFTWARE\Protocom\SecureLogin\LDAP Settings\SecondaryPort

e Connect to LDAP server
e Read and display LDAP attributes of user

O O O O

Line  Time Module Message -
-

2 11/9/2016 Z41:1... LDAP _un!

3 11/5/2016 241:1... | LDAP WValidating LDAP information L

4 11972016 241:1... | LDAP Frimary LDAP server: s gmadrl. novell.oom

5 11/8/2016 241:1... | LDAP Primary LDAP server port: 636

& 11/9/2016 241:1... | LDAP S5L Certificate File: C\Program Files\NetlQnSecureloginirootoen.der

7 11/5/2016 241:1... | LDAP Testing Primary LDAP connection.

8 11/9/2016 24L:1... | LDAP LOAP User: cn=admin, o=nowell

9 11/9/2016 Z41:1.. | LDAP Atdibutes found on objedt:

10 11/2/2016 241:1... | LDAP loginshell

11 11/5/2016 241:1... | LDAP gidnumber

12 11/9/2016 Z4L1:1... | LDAP N 4
€ | 2

Figure 87 - LDAP report



Novell Client
This option reports Novell client information.
SLPInfo
Check for Novell client
Check for NSL credential provider
Check for nwtray
Check for XTSvcMgr
Connect to client API
o Create NCP connection
o Get existing primary NCP connection
o Get eDirectory connection
o Read logged on User
o
o

Get Server Name
Read and display eDirectory attributes and rights of logged on user

Line  Time Module Message =
11/9/2016 1:46:3... Report generated by: SLAnalyzer Version 3.0.0.16

11/9/2006 1:46:3... | SLP Information | Novell Client Service Location Diagnostic Utility
11/9/2016 1:46:3... SLPInformation | SLPInfo 5.0.63.5635

11/9/2016 1:46:3... | SLPInformation |============ Directory Agents s==ssssss=e=

3
4
5
-5 11/9/2016 1:46:3... | SLP Information -Dl. 1P Address Host Hame
-'.' I 11/9/2016 1:46:3... [ SLP Information | [0] Performing SLP Directory Agent discovery...

8 I11.|‘9.|"2016 1:46:3... [ SLP Information |

9 I11.-'9.!'20161:46:3...lSLle‘ormation ‘---------------S:opc list sssssssssssases
lll} I 11/9/2016 1:46:3... lSLPInfn-rm-utien [ [0] Performing SLP Directory Agent and scope discoverny...
.l.l Illﬂmlﬁ 1:46:3... lSLle‘ormatinn [

12 11/9/2016 1:46:3... | 5LP Information  DEFAULT

o | ; i ,

Figure 88 - Novell Client report



SecretStore

This option will attempt to connect to SecretStore server and read secret information. It will prompt for
the users credentials to read the stored gina credentials (SecureLogin runtime variables “?sysuser”, “?
syspassword”)

e Validate Novell client installation

e Perform NDS validation (See NDS above)
e Check SecretStore interface (Novell client)
e Find and validate SecretStore client files
e Connect to SecretStore via API (NCP)
o Call NSSGetServicelnformation (Server Information)
o Call NSSEnumerateSecretIDs (Get statistics on secrets)
Ling Taffié Module M!l!aﬁ! -
11,/5/2016 243:5... Report generated by: SLAnalyzer Version 3.0.0.16
2 _uﬁmms.. Secret Store Secret Stane
3 11/9/2016 2:43:5... | Secret Store Checking Secret Store Services
4 11/9/2016 2:43:5... | Secret Store Analyze SecretShone over NCP connedion.
5 11972016 2:43:5... | S&oret Stode Secret S1ofe cient found:
& 11272016 243:5.., | Secret Store ChWindows\System3Fnssidp.dil
T 11/9/2016 2:43:5... | Secret Store Cwindows\System3 Finssncp. il
- 1152016 2:43:5... | Secret Store CWindows System3 Funsss. dil
a 11972016 2:43:5... | S&oret Stode U!inﬂ i ef NAMme &1 defined in rtgustr; « Bdminhenell
10 1192016 243:5... | Secret Store Processing 64 bit lbrary on 64 bit operating system.
12 11592016 2:43:5... | Secret Store Found DLL entry point - NSS5GetServicelnd ormation in library - COWIndows\System: i

Figure 89 - Secret Store report



SecureLogin
This option will attempt to communicate with the SecurelLogin client running on the workstation. The
following is a list of the logic used.

e NSL client information
o NSL client files
o NSL processes
e Primary NSL mode
o NDS (See Novell Client)
AD (See AD)
LDAP (See LDAP)
SecretStore (See SecretStore)
LDAPSecretStore (See SecretStore)
SecurelLoginAdvancedEdition (See Azure)
e Secondary NSL mode
o File
= Validate that cache file is enabled
= Validates cache file path and filename are correct
o Smart Card (See Smart Card)
e (Call SecureLogin API for realtime statistics
o Check online status
Check for active status
Check for cache
Report database version
Read NSL username
Read active passphrase question
Validate gina credentials
Read NSL preferences
Read NSL applications
= Read application preferences
= Read application linked logins
= Read application credentials
o Read NSL Logins
o Read NSL Credential Sets
=  Normal
= SetPlat
Corporate redirection
Validate DotNet service support
Validate Flash service support
Validate Java service support
= Javais registered with NSL
= Validate properties files exist
= Validate jar files installed

O O O O O 0O O O O O O O O

O O O O



The Securelogin report will run all of the possible reports when clicking on SecurelLogin. Optionally the
user can click on one of the listed individual report to generate just that information.

Optional SecureLogin reports

SecurelLogin »

Installation
TLaunch
Smart Card

Figure 90 - Optional SecurelLogin reports

Installation

Print contents of C:\NSLFiles\Log.txt
Print contents of C:\NSLFiles\responsefile.ini

TLaunch

This option parses each emulator definition in tlaunch and tlaunch64 ini files. It validates if emulator
executable can be found in the program path and if HLLAPI based, if the HLLAPI function can be found in
the designated HLLAPI DLL. This process loads the configured HLLAPI dll into memory and attempts to
locate the specified HLLAPI function.

Note: SLAnalyzer cannot analyze 32-bit tlaunch configurations when ran on a 64-bit workstation. The
reason is that a 64-bit executable is restricted from being able to load a 32-bit library. For analysis of 32-
bit emulator configurations when running on a 64 bit workstation, use the 32 bit executable
"Tlaunch32Analyzer.exe" or run this option from a 32 bit workstation.

O
O
O

Checks OS version 64/32 bit for load library operations
Validates path to tlaunch.ini file
Opens tlaunch.ini and parses each emulator definition
o Checks for emulator executable in specified location
= Check for HLLAPI type
= Load HLLAPI library
= Validate HLLAPI function
Opens tlaunch64.ini if applicable
o Checks for emulator executable in specified location
=  Check for HLLAPI type
=  Load HLLAPI library
= Validate HLLAPI function



Smart Card
This option attempts to locate the specified PKCS11 library and open it.

e Read PKCS11 library from registry
o HKLM\SOFTWARE\Protocom\SecureLogin\Security\StorageDeviceInterfaceLibraryPKCS11

e Load library into memory to validate package



Tools Menu

The tools menu consists of the following items.
= Debugging Logging
=  Debug Console
=  File Browser
= View Registry Keys
= Registry Key by Product
=  Group Policy
o Generate HTML Report
o Generate Report
o Force Update
=  Common Appliance Framework
o Generate Support Config
o Get Registration/zypper Logs
o Reset Appliance Certificate
o Update Appliance
= Self Service Password Reset
o REST Client
o Rights Validator
= Advanced Authentication
o REST Client
Risk Services
Add CA Root Certificate
Find PostGres User
Gather Server Stats
Monitor Server Performance
Replace OSP Certificates
Reset Local Admin Pwd
OSP/OAuth2
Get OpenlD Config
Get SAML metadata

O O O O O O O O O O

= SaaS
o CBA
= Gather CBA Stats
= Start CBA

= Stop CBA

= Debug Settings
= GetInstall Log
=  Get Debug Logs

= Azure

Azure AD Login

Azure Client Login
Securelogin AE Login
Get AD Application Info
Get Subscriptions

Get Resources

Get Kubernetes Info

O 0O O O O O O




Get Kubernetes Name Space
Get Kubernetes Pods
Get Kubernetes Logs
Initialize for Kubernetes
KubeCtl terminal
Kubernetes Node Explorer
Get File
Send File
Send a Command

o Send REST Get Request
Identity Manager

o REST Client

o Gather Support Bundle
LDAP Browser
JSON Console

O O O O O O O O O

SSH/SCP
o Explorer
o Terminal
o Download File
o Upload File

o Restart Host
SQL Browser
Web Browser
Configure SLAnalyzer




ot SLAnalyzer = O X
File Analyze | Tools | Help |
Debug Logging

Debug Console

File Browser

View Registry Keys

Registry Key by Product

Group Policy >

Common Appliance Framework  »

Self Service Password Reset »

Advanced Authentication »

Identity Manager »

Diff Viewer

LDAP Browser

JSON Console

SSH/SCP »
SQL Browser

Web Browser

@OUwanB @ PO HDD® 2BAEN FE
A

Configure SLAnalyzer

Figure 91 - Tools Menu



Debugging Options

Provides access to enable debug logging for SecurelLogin (Client modules, LdapAuth, Virtual
Channel drivers, and Emergency Access), Also Novell Client, SecretStore client (NCP and LDAP), NMAS,
DAS, SecureWorkstation, PCProx NMAS method, and Client Login Extension)

Debug scope

There are two types of debugging that can be enabled in the Windows operating system.

e User level debugging
e Machine level debugging

When selecting this option, if SLAnalyzer detects that user level debugging is effective, then a message

will be displayed to the user.

SLAnalyzer

Warning: SLAnalyzer is not running as an administrative user, Some
debug logging options may not function correctly. Registry key
changes will be set in HKCU, launching as an administrative user will
make changes to HKLM,

Would you like to launch SLAnalyzer with elevated rights?

Yes No

Clicking No to the prompt will open the debug logging form with user level debug scope.

Clicking Yes will close the current SLAnalyzer instance and open an explorer window to the SLAnalyzer

executable. Right click on the executable SLAnalyzer.exe and select Run as administrator.

Name Date modified

™ RenciSshNet.cdf-ms 4/28/2023 1:31 PM
[2] Renci.SshNetdll 4/20/2072 1.21 D
= Renci.SshNetmanifest Open M
= RestSharp.cdf-ms G Run as administrator M
d RestSharp.dil Troubleshoot compatibility M
= RestSharp.manifest Unpin from Start M
= SLAnalyzer.cdf-ms @ Move to OneDrive M
ol SLAnalyzer.exe 7-Zip > M
= SLAnalyzer.exe.cdf-ms Qf Edit with Notepad++ M
\DI SLAnalyzer.exe.config @ BlueZone FTP 10.1 upload to > M
= Sl Analvzerexe.manifest | ¥ Qalact | oft Eila far Crmnara M

Figure 92 - Run as administrator

Type

CDF-MS File
Application extension
MANMIFEST File
CDF-MS File
Application extension
MANMIFEST File
CDF-MS File
Application

CDF-MS File

XML Configuration File
MANIFFST File

Size

4 KB
786 KB
2 KB
5KB
176 KB
2 KB
15 KB
14,743 KB
117 KB
3KB
67 KR



User level debugging

User level debugging is based upon the currently logged on user. These are settings that are generally
found in the registry under HKCU. Debug logging enabled with user level debugging only effects the user
that was logged in when the logging was enabled. Other users are not affected.

The Title of the debug window will inform you if user or workstation level debugging will be configured
when changing a value. The user or workstation level debugging is controlled by user rights. If logged
into the workstation as a domain admin then SLAnalyzer will default to workstation level logging
(meaning that logging keys will be set at HKLM). When logging in as a normal user, then opening the
executable normally will provide user level debugging.

ol SLAnalyzer debug options - User Level Debugging x

Change Reset Debug Log Path = “%LOCALAPPDATAY

Module Module Name Logging Level ~
» All Modules all Disable ~
Al Intemal Modules allint Disable v
Slbroker dil Brokerlnt Disable ~
SLBroker exe Broker Disable v
Script Parser Parser Disable ~
Ukility Library Functions WinLib Disable v
Datastore - Secret Store Secret Store Disable ~
Datastore - LDAP LDAPMan Disable v
Datastore - Active Directory MadMan Disable ~
Datastore - Intemal Generic ErtrylO Disable v

Datastore - Auth Data LibAuthData Disable Vi

Additional Debugging Options

[C] LDAP Auth [] SecretStore [] SecureWorkstation
[ Vitual Channel ] NmAs ] PCProx Aovly
[ Novell Client [] pas [] Client Login Extension

[] Rename Existing Logs
[[] Emergency Access  [] AAF

Figure 93 - User level debugging



Machine level debugging

Opening the executable with “Run as administrator” will provide workstation level debugging.
Workstation level debugging applies to any user logging into the workstation whereas user level
debugging only applies to the currently logged in user.

Ol SLAnalyzer debug options - Machine Level Debugging x
Change Reset Debug Log Path = %LOCALAPPDATA%
Module Module Name Logging Level #
» .N Modules all Disable v
All Intemal Modules allint Disable v
Slbroker dil Brokerint Disable v
SLBroker exe Broker Disable v
Script Parser Parser Debug v
Litility Library Functions WinLib Disable v
Datastore - Secret Store Secret Store Disable ~
Datastore - LDAP LDAPMan Disable v
Datastore - Active Directory MadMan Disable v
Datastore - Intemal Generic EntrylO Disable v
Datastore - Auth Data LibAuthData Disable |
Additional Debugging Options
[C] LDAP Auth [[] SecretStore [C] SecureWorkstation
[ Vitual Channel ] NMAsS [] PCProx Aeply
[] Novell Client [] Das [] Client Login Extension v -
[J Emergency Access [ AAF

Figure 94 - Machine level debugging



Debug window components
The debug logging window is composed of several different components.
e Change Button
e Reset Button
e Debug Log Path
e Securelogin module selection
e Additional Debugging Options
o LDAP Auth
Virtual Channel
Novell Client
Emergency Access
SecretStore
NMAS
DAS
SecureWorkstation
PCProx
Client Login Extension
AAF

0O O O O O O 0 O O O

Change button

Clicking on the Change button will bring up an explorer window so that the user can browse to the
desired location to save the debug log information. Note that not all modules will log to a custom
location but if possible SLAnalyzer will redirect the log to the location specified.

Browse For Folder &J

»

B Desktop
» | Libraries

> q% Homegroup

m

> & Greg

> & Computer L
» ﬁi Netwaork

> Control Panel

>: Recycle Bin

> | Apps &

Make New Folder l [ oK l ’ Cancel

L

Figure 95 - Change debug file location

Reset button
Clicking the reset button will reset the debug log path to c:\nslfiles



Debug Log Path

On the Debug log window, the current debug log path is displayed. It is possible to click the change
button to change the location where SecurelLogin will generate the ssodebug.log file. If you change this
value it is important to ensure that you point to a location where SecureLogin will be able to obtain the
appropriate rights to create and modify this file. To reset the log file path to the default value then click
the reset button.

Note that the Debug Log Path does not apply to all debug logging options contained within this window.
Some debug logging features do not allow the redirection of the log files to a specified location.

For example, the Novell client credential provider logs will always log to the
C:\ProgramData\Novell\Client\Log folder regardless of this setting. Hovering the mouse over the desired
debug option will provide information as to the default log file path.

[] Novell Client [] DAS [ ] Client Login Extension Renz

Enable this option to log events for the Novell client credential provider. F

Lag files will be created in C\ProgramData\Novell\Client\Log folder.
SecretStore client

Figure 96 - Static log path



SecureLogin Debug module box

The Securelogin debug module box lists all the possible SecureLogin modules that have logging
capabilities. To enable logging for a specific module then select the module and click on the Logging
Level drop down box. Select the desired logging level of Disable, Debug, Information, Warning, or Fatal.
One the desired logging levels have been set then click the apply button.

Note that in most cases, technical support will suggest enabling debug logging for All Modules.

Module Module Name Logging Level =
4 All Modules all Disable -
All Internal Modules allint Disable -
Slbroker.dll Brokerint Disable M=
SLBroker.exe Broker Disable A
Script Parser Parser Disable -
Utility Library Functions WinLib Disable A
Diatastore - SecretStore SecretStore Disable A
Datastore - LDAP LDAPMan Disable A
Datastore - Active Directory MadMan Disable hd
Datastore - Internal Generic EntrylQ Disable -
Datastore - Auth Data LibAuthData Disable -
Datastore - Auth Data XML XmlAuthData Disable -
Terminal Launcher - DDE Interface Launcher Disable hall

Figure 97 - SecureLogin module logging

After clicking the apply button SLAnalyzer will colorize any logging enabled module.

Module Module Name Logging Level =
» All Modules all Debug A
All Internal Modules allint Disable -
Slbroker.dll Erokerlnt Information =
SLBroker.exe Broker Disable -
Script Parser Parser Warning hd
Utility Library Functions _ Fatal hd
Datastore - SecretStore SecretStore Disable -
Datastore - LDAP LDAPMan Disable -
Datastore - Active Directory MadMan Disable A
Datastore - Internal Generic EntrylC Disable A
Diatastore - Auth Data LibAuthData Disable -
Diatastore - Auth Data XML XmlAuthData Disable -
Terminal Launcher - DDE Interface Launcher Disable hd

Figure 98 - SecureLogin module logging with items set



Additional Debugging options

In addition to SecureLogin module debugging SLAnalyzer can enable debug logging for a number of
other products.

LDAP Auth

When this checkbox is checked the SecureLogin LDAPAuth component will generate debug information.
The LDAPAuth debug file will be created in the currently configured debug log path.

Virtual Channel

When this checkbox is checked the SecurelLogin Virtual Channel Drivers debug logging will be enabled.
This can be used for both server and client-side debugging. The SecureLogin Virtual Channel Drivers are
for the Citrix Virtual channel which SecurelLogin uses to pass credential and biometric information
between the Securelogin client on a workstation and a Citrix session.

Logs will be created in...

Server - slina.dll - c:\windows\system32\slina.ica.log or slina.ts.log

Server - sl_tsgina.dll - c:\windows\system32\s|_tsgina.ica.log or sl_tsgina.ts.log
Workstation - slina.dll (wks) - c:\windows\system32\slina.log

Workstation - vdslssoN.dIl - c:\program Files\Citrix\ICA Client\vdslsso.log
Workstation - tsslsso.dll - c:\windows\system32\tsslsso.log

Novell Client
When this checkbox is checked the Novell client debug logging will be enabled.

Log files will be created in C:\ProgramData\Novell\Client\Log folder.

Emergency Access
When this checkbox is checked emergency access included in SecurelLogin 8 logging will be enabled.

Note that in versions of SecureLogin higher than 8.0.1 the Emergency Access feature is moved to CLE.
To enable logging of Emergency Access included in CLE, check the checkbox for Client Login Extension.

Log will be created in the configured log path.

SecretStore
When this checkbox is checked then debug logging for the SecretStore client will be enabled.

Log file will be created in the current log file path as nsss.log

NMAS
If this checkbox is checked then debug logging for the NMAS client will be enabled.

Log file will be created in the current log file path as nmclient.log

DAS
If this checkbox is checked then debug logging for Desktop Automation Services will be enabled.

Log file will be created in the current log file path as DASLog.txt



AAF

If this checkbox is checked then debug logging for the Advanced Authentication Framework Windows client will be
enabled on the workstation. When debug logging for this module is enabled, the processes for AAF hold open the
debug log files. For this reason, SLAnalyzer will stop the running processes when performing the rename operation,
rename the files, and then restart the processes. Files will be stored in the static path of
C:\ProgramData\NetIQ\Logging\Logs.

SecureWorkstation
If this checkbox is checked then debug logging for SecureWorkstation will be enabled.

Log files will be created in the folder C:\SWLog
C:\SWLog\wsaccsvc.log
C:\SWLog\wsaccsmp.log

PCProx
If this checkbox is checked then debug logging for the PCProx NMAS method will be enabled.

Log file will be created in the folder c:\pcProxLog

Client Login Extension
If this checkbox is checked then debug logging for Client Login Extension will be enabled.

Log files will be created in the current log file path. The files will be named RestrictedBrowserDLL.log and
RestrictedBrowserEXE.log



Apply button
Clicking the apply button will make the changes to the registry to enable the logging options selected.

Rename existing logs checkbox

This option is checked by default and will cause any existing log files found in the log file path or default
path for modules that cannot be redirected to be renamed. The file will be renamed with the original

name followed with a timestamp (IE Tuesday, October 11, 2016 4.28.13 PM). Note that the rename
action only occurs when you click the Apply button.



Debug Console

This option displays a window that will capture any debug information sent from applications to the
operating system debugger. This would include information from debug modules, services where debug
logging has been enabled, and even Securelogin scripts where the debugprint command is used.

This option is similar to Microsoft debugview application and other debug monitors available for
debugging windows applications.

The debug console window contains 4 buttons.
e Save — This allows the contents of the debug console to be saved to the default log folder.
e C(Clear —Clear information in the Debug Console window
e Stop/Start — This toggles from Stop to Start and pauses the debug output.
e Filter — Enable/Disable processes being monitored

Ol SLAnalyzer Debug Console Output - O X

Save g Clear Stop Filter

/172023 4:52:08 PM explorer(25148): CanBlockFlePreview::GetJunctonPath{) faded. ~
5/1/2023 4:52:08 PM explorer(25148): GetStnngRegKey faled with emor 2

5/1/2023 4:52:09 PM explorer(25148): CanBlockFiePreview::GetJunctionPath{) faied.

5/1/2023 4:52:09 PM explorer(25148): GetStnngRegKey faded with emor 2

5/1/2023 4:52:09 PM explorer(25148): CanBlockFiePreview::GetlunctonPath() faded.

5/1/2023 4:52:09 PM explorer(25148): GetStnngRegKey faded with emor 2

|5-'1 /2023 4:52:09 PM explorer(25148). CanBlockFilePreview::GetJunctionPathi) faded.

Figure 99 - Debug Console window

An entry in the debug console window is composed of the service name(process ID) and the message
logged by the service.

Filtering debug data

SLAnalyzer builds the list of services dynamically as they are generated by applications running on the
system. If you do not want to see messages from a specific service then uncheck that service. By default
SLAnalyzer will log for all applications.

Ol DebugProcessFilters - O X

D Slorar BBy
WINWORD(20812)

[] slbroker{17600)

[+] slDotNetSSO(14588)

Figure 100 - Debug Process Filters



File Browser
Opens a file browser.

Ol SLAnalyzer

File Analyze Tools Help

=
ﬂ % omputer
Pﬂ \

3]
+

- a x

~] Filter Create

Nzme Type Last Mad_.  File Size

Figure 101 - File Browser

From the file browser menu you can double click on a file to open.

Note that you can open just about any file type with SLAnalyzer. If SLAnalyzer cannot determine the
content type it will prompt the user to open with the generic text reader. If there is a built-in routine for
the file type, then SLAnalyzer will display the file content. If there is no built-in routine for the file type,
then the Windows default application for the content will be called. For example, attempting to open a
wmv file will result in the default media player being loaded to display the file content.




View Registry Keys

This feature will display all the Novell related registry keys currently defined in the workstation registry.
Clicking on any entry will display detail information (if available) on the selected registry key. Note that
not all of the Novell/SecurelLogin registry keys are currently documented. Only those keys we have
information on, will display the appropriate detailed information.

ot SLAnalyzer - O X
File  Analyze Tools Help v| | Fiter | | create |
s
Location Key Value ~
HKEY_CURRENT_USER\SOFTWARE\Novel\NCLEConfigUtility IsEulaAccepted True
HKEY_CURRENT_USER\SOFTWARE\Novel\NCLEConfigUtility CLEVersion 4500
HKEY_CURRENT_USER\SOFTWARE\NovellFilr Saved Version 32 (550)
HKEY_CURRENT_USER\SOFTWARE\NovellMessenger Y 107
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger X 615
HKEY_CURRENT_USER\SOFTWARE\NovellMessenger Windows Colors 0
HKEY_CURRENT_USER\SOFTWARE\NovellhMessenger Width 47
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger StoreHistoryLocally 0
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger ShowRememberPassword 1
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger ShowCloseMessage 0
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger ShowActions 1
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger SearchColumnWidths 20123123123
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger SearchColumnOrder Status, First Name Last Name User ID
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger OnTop 0
HKEY_CURRENT_USER\SOFTWARE\Novell\Messenger MsgZoom 3
HKEY_CURRENT_USER\SOFTWARE\NovellhMessenger MsgY 278
HKFY CLIRRENT LISFRSOFTWARF Nowall Massannar MzaX 7eas e
< >

Figure 102 - View registry keys

Registry key detail

Selecting an item in the registry key browser will display the details currently defined for the registry

key. The information provided is derived from several different sources

Ol Registry Key Details

Registry Hive: [HKEY_CURRENT_USER\SOFTWARE \Protocom'\SecureLogn|

Key: |LastNDSUser

Value: [CN=admin O=novell. T-OESTREE

X

Value Data Type: REG_SZ

Last NDS userthat SecureLogin successfully connected to eDirectory with.

Help/Comment: Represented in the dot format. |E admin novell

Figure 103 - Registry key detail



Registry Keys by Product

This option provides a tree view of possible registry keys by product.

+

A FFEEFE

Ol Explore Product Related Registry Keys - O x

0 Back OFcrward

G Clcrit Login Extension |
# |2 Desktop Automation Services )
=) NMAS Location
) Novell Client
) PCProx ey Moo cLe
) SecretStore
) SecureLogin Descriptive Name  |Client Login Extension
) SecureWorkstation
) Related System Values Description
Value

Figure 104 - Explore Product Related Registry Keys

Registry Key by Product Details
When the user selects a possible registry key, the following information is displayed:

Location — path in the registry

Key Name — name of the key in the registry

Descriptive Name — in some cases registry keys have another name that is easier to understand.
Description — Description of the possible usage for this registry key and its associated values
Value present in registry? - This checkbox if checked indicates if the value is present in the
registry. Most if not all registry keys used by products have a default value even if the key is not
defined in the registry. This checkbox provides the ability to determine if the key is overriding a
default value.

Value — lists the value of the registry key, if defined.




Find

Find a registry key (exact match) — If you know the name of the registry key, and would like an
explanation of the keys purpose, you can click on the find button and enter the name of the key. Note
that this search is an exact match so you must type the key name correctly. So, a find for “forcehklm”
will fail for a registry key named “forcehklmandnodpapi”. This find is not character case sensitive so a
find for “nds” and “Nds” would be considered the same.

r

SLAnalyzer

Enter registry key name to find oK

e

Cancel

Figure 105 - Find registry key

Select item Forward/Back
Clicking the forward or backwards button will scroll through the list of registry keys currently expanded.

Ol Explore Product Related Registry Keys

O Back | Forward | > Find |

# I) Chent Login Extension
# I Desktop Au{ Move forward to the next item
# 1) NMAS

Ela ] Novell Client

Figure 106 - Move forward



Group Policy

There are three optional tools for Group Policy.

Tools | Help None

Debugging Options

Debug Console

File Browser

View Registry Keys
Registry Key by Preduct

I| iy Py 4 Generate HTML Report
55PR Config Diff Viewer Generate Report
S5PR REST Client Force Update

55PR Rights Validator
AAF 5. REST Client
LDAP Browser

JSOM Consele

SGQL Browser

Web Browser

Configure SLAnalyzer

Figure 107 - Group Policy Tools

e Generate HTML Report
e Generate Report

e Force Update




Generate HTML Report

The tool generate HTML report creates a report in HTML format that contains detailed information
regarding GPO policies and settings that are applied to the user/workstation.

ot CORPDOM\GMorris (SLANalyzer) — O

Links Downloads Developertools  Browser Tasks  Zoom  Clear cache

| Back | fowed | Go | [fle:///Cinskiles/gpresuit himl

CORPDOALGMorris
Data collected on: 4/5/2023 2:10:15 PM showr all
Summary
show
Computer Details
hide
No data available.
Uzer Details
hude
General
show
Component Statusz
show
Settings
hide

Figure 108 - GPO HTML Report




Generate Report

The tool generate report executes the Window utility gpresult.exe to query the domain for GPO
information. Once the report has been generated then the XML viewer is used to display the report
data.

i | CA\Windows'\System32\gpresult.exe EI@

Generating report ...

m| s

Figure 109 - GPO generate report

ol c'\nslfiles\gpresultml — O

=I- ReadTime
L . 2023-04-21T20:32:04.9759776Z
— Data Type
LoggedData
- UserResults

+- Version
- Mame
- Diomain
- 50M
- Site
- SearchedS0OM
.. Saarrhad S0

Jro O e O e Y O O O

Figure 110 - GPO report



Force Update
Selecting this option forces the Group Policy data to be updated from the domain.

B CAWindows\System32\gpupdate.exe === @

Updating Policy. ..

Uzer Policy update has completed successfully.

Figure 111 - Force update



Common Appliance Framework

The CAF is a common platform used by several different appliance-based products. The appliance is
delivered as a VMWare image that includes a preconfigured OS and necessary components for the
target application.

|
e |
|
|

NetlQ r
Self Service Password 1
Reset 1

|

Administration

© 20113003 Meti inc. AL #ghts remarvect

The CAF appliance console can be accessed via the server URL at port 9443.

Reset Appliance Certificate

The CAF appliance console has its own set of certificates for access. By default, the 9443 console is
protected by a self signed certificate created during install. If replaced this certificate could expire or
need to be reset. The option “Reset Appliance Certificate” will regenerate and assign the self signed
certificate. Note that this option requires SSH access to the appliance. If you are unable to access the
appliance console, login to the session at the VMWare host and use YAST to enable the SSH service. If
you can login to the appliance console, then click on the services icon and enable SSH.

Get Registration/zypper Logs

The CAF appliance menu allows for registration of the appliance to the Micro Focus update channels.
This allows the auto-update or manual update of the underlying OS and the appliance application. The
registration logs help in the diagnosis of issues related to the registration process. Note that this option
requires SSH access to the appliance. If you are unable to access the appliance console, login to the
session at the VMWare host and use YAST to enable the SSH service. If you can login to the appliance
console, then click on the services icon and enable SSH.

Generate Support Config
This feature mimics the same feature from the CAF appliance (9443) console. Within the appliance
console, if the user clicks on the Support icon, the support page is displayed.



Self Service Password Reset oot | Home | Logout

Support o

Send System Configuration to Micro Focus Customer Care

When your support representative requests this appliances’ system configuration, select the option that applies:
® Automatically send the configuration to Micro Focus using FTP.

Service Request Number JOptional)

Download and save the configuration file locally, then send it to Micro Focus manually.

This feature in SLAnalyzer allows for the generation of the support config in cases where the support
config fails from within the appliance console.

When selecting this option in SLAnalyzer the SSH credentials for the server will need to be provided.
After successfully connecting to the server via SSH then the support bundle will be generated and saved
to the local workstation.

Update Appliance
This option will cleanup the update files and then launch a browser to the Update page of the appliance.



Verify Channel Connectivity

This option provides the ability to validate connectivity between the common appliance framework host
of the AA server and the servers needed for channel updates. This utilizes OpenSSL to test the
connectivity to the channel hosts. This option can be used to validate if the common appliance
framework host can communicate with nu.novell.com, secure-www.novell.com and regserv.novell.com.

When prompted, the timeout value can be adjusted for cases where response times might exceed the
default of 10 seconds.

Ol Host information >
Host |nu.novell com secure-www novell. com and regserv nove
Port 443 Timeouwt 10 |2
Ol Cancel

After completing the connectivity test the results window will display the information discovered from
the connection.

Ol Channel Connectivity results - O *

Save H Analyze "_E

Testing connectivity to... nu.novel.com:£43 ~

CONNECTED{00000:003)
Cerficate chain
0 =:C=US, 5T = Calfornia, L = Los Angeles, O = Edgecast Inc., TN = *.novel.com
i:C = US, O = DigiCert Inc, TN = DigiCert TLS RSA SHA256 2020 CA1
1=C=US, O = DigiCert Inc, CN = DhgiCert TLS RSA SHA236 2020 CA1
i:C = US, O = DigiCert Ine, OU = www digicert.com, CN = DigiCernt Global Root T4
Server certificate
—BEGIN CERTIFICATE—
MIIGuZCBaKglwlBAGICGTHY 1v+Y BramMOI3AibdMBx=ANBgkahkiGEwlBAG=FADERP
MGsw QY DVORGEwVUzEVMBMGA TUEChMMRGInaUNlenCg SWSM Skwwy DVGQDEYBE
aWdpl2Vyd CBUTF Mg UINBIFNIGTI Mty M Dlwl ENBMTAe FulyMz2yMTUwMDAWMDBa
FarlyNDAzMToyMzUENTIaM GexCzA  BgNVBAYTANTMRMwEGY DVGGIEwp DY WipdmSy

bmlhMRCwEgY DVGOHE wtMb3MgUWSnZWedez EWMBOGA 1 UEChMNRWRNZWNhe30g SWS
1iEWRARRMIE A 1 1IE A s M K5 th 37Tl S ¥ F AR A Mk b bl S0 IR A NEFA AN ACAA v




Registration
The registration menu contains 3 options

e Check Registration Status
e C(Clear Registration
o New Registration

Check Registration

This option provides the ability to check the registration status of the appliance. This option requires an
SSH session and SLAnalyzer will prompt for the SSH credentials. After connecting to the server via SSH
the registration status will be displayed.

Registration status of a server registered to nu_novell_com:

Ol Registration Details for: gmorris-aaf63.gmadr2.novell.com — O X
Save H Analyze tE

Product: Advanced Authentication
Version: 6.4

Result: success

Emor Code: OK

Message: No emors.

Registered on: Thu Aug 24 20:45:40 GMT 2023

Subseription detais

Type: FULL
Status: ACTIVE

Registration service details

Description: Rogue External Production
1D: nu_novell_com

Registration status of a server registered to a local SMT server:

Ol Registration Details for: 10.94,193.203 - O X
Save f Analyze ’_E

Product: Advanced Authentication

Version: 6.4

Result: success

Error Code: OK

Message: Ck.

Registered on: Mon Sep 4 11:38:51 UTC 2023

No channel subscnption data found. If using a local SMT server then this is normal.
Registration service detais

Descnption: Local NU Server
ID: SMT-http_dus-ab-smt2




Clear Registration
This option will clear any current registation so that the server can be registered again. Note that this

option will require SSH access to the server. When executed this option will prompt for the SSH
credentials. After connection via SSH, SLAnalyzer will remove the registration files on the server.

New Registration

This option will attempt to register the appliance with the registation service at nu_novell_com. This
option requires SSH access to the server. When executed this option will prompt for the SSH credentials.
After connection via SSH, SLAnalyzer will make the appropriate calls to the registration service to
register the appliance.



Get zypper Information

This option will perform serveral different zypper commands to report on the status of the update
service on the appliance. This option requires SSH access to the server. When selected the user will be
prompted for their SSH credentials.

This option will report the following:

e Check for registration status.

e Report registered repositories - Is /etc/zypp/repos.d

e Report registered repository status - zypper Ir

e Report installed zypper products - zypper search -i -t product
e Reportinstalled zypper packages — zypper search -i -t package
e Reportinstalled zypper patches - zypper search -i -t patch

e Report installed zypper patterns — zypper search -i -t pattern
e Report Available zypper updates - zypper lu

e Report Available zypper patches — zypper Ip

e Check for consistency of requried dependencies - zypper ve



Capture packet trace

This option will capture a packet trace of the appliance. This option requires SSH access to the server.
When selected the user will be prompted for their SSH credentials. After an SSH session is established
then the user will be prompted for criteria for the packet capture.

The user can limit the packet capture to a specific IP address or TCP port. By default, no filtering of the
capture data is used. In addition to the filtering of packet data, the timeout value specifies the length of
time the capture will be performed. The timeout value is in seconds.

ol Capture filter X
Host |HTEY |
Port |ANY Timeout 30 &
Ok Cancel

After clicking Ok, the packet capture will be initiated on the common appliance host.

Once the packet capture has completed then the packet capture status window will display the number
of packets captured. Also, a message indicating the location of the downloaded packet capture file will
be displayed. Note that the packet capture file will be downloaded to the default SLAnalyzer report
folder. (default c:\nslfiles). Also the filename of tcpdump.pcap is always used and the capture file will be
overwritten if another packet capture is initiated. To retain the capture between capture sessions,
rename the file tcpdump.pcap prior to running the trace again.

Ol Packet capture status — O X

Save b Analyze "_E

tepdump: kistening on ethl, ink-type EN10MB (Ethemet), capture size 65535 bytes

Got 31Got 50Got 91Got 91Got 129Got 147Got 199Got 228Got 248Got 282Got 310Got 335Got 364
Got 394Got 414Got 441Got 472Got 517Got 536Got 560Got S87Got 608Got 639Got 679Got 696Got
722Got 749Got 770Got 801830 packets captured

832 packets received by fiter

0 packets dropped by kemel

SLAnalyzer X

File capture downloaded to: C:\NSLFiles\tcpdump.pcap

After successfully capturing the packet trace, open the trace file with Wireshark or other compatible
trace utility.



Note that the packet trace is terminated while the trace utility is still capturing packets. It is normal to
see an error similar to the one below when opening in Wireshark. This error message can be ignored.

M Wireshark >
The capture file appears to be damaged or corrupt.
(pcap: File has 3054544990-byte packet, bigger than maximum of 262144)

M tcpdump.peap — O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ HE Qe EF I —_ =S QAQQE

( |.A|J|J\',-ad\spla‘,-ﬁlter.”<Ctr|—.-‘= -] Expression... +
No. Time Source Destination Protocol Length Info -

120823/265 11:

:57.478977 192.168.0.239 192.168.0.111 SSH 198 Server:

2 y 4:5 79314 : 5 19 .8.111 TCP 198 [TCP Retrans
3 2823/265 :57.489628 52.44.67.110 192.168.0.239 TLSv1.2 116 Application Data
4 2023/265 11:14:57.490168 192.168.8.239 52.44.67.110 TLSv1.2 99 Application Data
5 2023/265 11:14:57.490384 192.168.0.239 52.44.67.110 TLSv1.2 182 Application Data
v
< >

Frame 1: 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits)

Ethernet II, Src: Vmware f2:dc:56 (©0:8c:29:f2:dc:56), Dst: Dell a8:e8:58 (c8:f7:50:a8:e8:58)
Internet Protocol Version 4, Src: 192.168.0.239, Dst: 192.168.0.111

Transmission Control Protocol, Src Port: 22, Dst Port: 59664, Seq: 1, Ack: 1, Len: 144

SSH Protocol

c8 f7 50 a8 e8 58 @8 Bc 29 f2 dc 56 @8 @@ 45 @ P-X-- )--V ~
@0 b3 a7 5c 40 00 40 06 10 2d c@ a8 08 ef c@ ad \@-@- --

o0 6f @0 16 €9 10 dc 2c 63 13 f1 a5 26 ab 50 1 &P

@1 @d 83 59 00 8@ 3@ ab a8 64 75 da c2 1a f1 49 v..@. -du 1

< /-or
78 85 1d el 71 40 8f 9a 62 09 cd 88 78 4b c9 ec x @ - b---xK
91 91 aa 0 da ad d8 5c 5c e6 23 3f 19 15 63 87 \\#?-c v
O 7 tepdump.pcap Packets: 830 * Displayed: 830 (100.0%) Profile: Default

It is important to understand that most of the traffic on a common appliance host will be encrypted. This
is because the application running on top of the common appliance host is encrypting the data.
Decryption of the traffic would have to be performed at the application layer and not at the common
appliance host. The purpose of this option is to validate host connectivity and help in the
troubleshooting of routing issues in the local network. It is not meant to provide analysis of the actual
application running on top of the common appliance host.



Self Service Password Reset
This tools menu provides several options

1. REST Client — Tool to send REST calls to SSPR server for diagnostic and debugging purposes. Also
provides links to common SSPR URL'’s.

2. Rights Validator — Tool to validate SSPR rights in the configured LDAP repository based upon the
LDAPPermissionRecommendations.csv file or manually from the available user attributes found
in the specified repository.

3. Command — This allows for administrative features like locking and unlocking the configuration
on an SSPR server installed as an appliance or WAR deployment. This option will not function for
a Windows deployment.

There are several different options that can be selected.
e Get App Version

e Challenge Responses
o Clear Local Responses

e Configuration
o Lock Configuration
o Unlock Configuration
o Set Configuration Password
o

Delete Configuration




SSPR REST Client
This option opens a window that will allow the testing of the SSPR REST API's.

ot REST X
REST URI || ]
Authentication Credentials
User _ ‘
Password | &

Forgotten Password A

Get Challenge Questions
Post Challenge Answers
Delete Challenge Answers

REST API Description:

<

Request Reply
Links Exit
Profile
None ~
CLE = Load Delete

Figure 112 - SSPR REST Client

REST Client Window components
The REST Client window is composed of a number of different components.
e REST URI
e Authentication Credentials
e User
e Password
e  REST Call Selection box
e Parameters button
e Request window
e Reply window
Execute button
Links button
Exit button
Profile data

Note: The SSPR server setting “Enable External Web Services” must be enabled for REST services to
function properly.



REST URI
The REST URI is the full URL of the SSPR server including the path to the actual SSPR service.

For example
https://sspr.mydomain.microfocus.com:8443/sspr
Or
http://sspr.mydomain.microfocus.com:8080/sspr

Note: If CLE is installed on the workstation then the REST URI will be read from the CLE registry settings.

Authentication Credentials

Most of the REST calls made to SSPR require user credentials. The username and password provided in
the authentication credentials are encrypted and included in the http header for authentication.

User
Any valid LDAP user on the SSPR server

Password
Password of the LDAP user on the SSPR server

REST Call Selection box

Listed in the selection box are the possible REST calls that can be made to a SSPR server. Each call has its
own possible parameters and other requirements. Please refer to the documentation below for each
possible REST call.

The possible REST calls are:
e Forgotten Password
e Get Challenge Questions
e Post Challenge Answers
Delete Challenge Answers
Post Check Password
Get Health
Get Profile
Post Profile
Get Random Password
Post Random Password
Post Set Password
o Get Statistics
e Get Status

e Post Verify OTP
e Post Verify Responses

Parameters button

The parameters button will become enabled when the selected REST call has additional parameters that
can be passed or used in the request to the server. If there are no optional parameters then this button
will be disabled.


https://sspr.mydomain.microfocus.com:8443/sspr
http://sspr.mydomain.microfocus.com:8080/sspr

REST API Description

This window will provide information about the REST call
REST API Description:

Retrieve users stored challenges. Location of read responses is determined by the application
configuration. This interface cannot be used to read NMAS stored responses

Figure 113 - REST API Description

Request window

The request window will show the syntax of the request being sent to the server.
Request

Request -
GET https://sspr.gmadr2.novell.com:8443/
Accept applicationfjsan ‘— ‘
Content-Type: application/json B
Authorization: Basic YWRtaW5pc3RyYXR

< | 1 | »

Figure 114 - REST Request window

Reply window

The reply window will show the response received from the SSPR server.
Reply

Reply:

HTTP Status code: OK

Error: False
Error Code: 0

4| 10 | 3
Figure 115 - REST Reply window

Execute button

The execute button will attempt to send the selected REST Call to the specified server. If the connection
is encrypted then a window will popup providing the certificate details.

ol Certificate Information — O X

Save ja Analyze *=

Certificate name: CN=ssprd5.gmadr2. novell.com

Certificate senal number: 1266428632BE

Certificate valid from: 4/10/2023 12:52:30 PM untl 4/12/2025 12:30:54 AM
Warming: SSL Connection state shows certificate chain emors

Figure 116 - Certificate details



Links button
The Links button opens a window that displays common quick links to the SSPR server.

Exit button
The exit button will close the REST Client window and will return to the main SLAnalyzer window.

Profile data
The profile section allows the storing and retrieving of configuration information. The profile section has
a Profile list selection box and 3 buttons (Load, Save, and Delete).

| Profile
bitpssprd T gmaci2 oV B Load | Delete |

_— e e e

To store configuration information for the SSPR REST window, populate the fields within the window
and then click the Save button.

For the SSPR REST client the fields REST URI and Authentication Credentials User are stored. The
Authentication Credentials Password is not stored.

Profile data for the SSPR REST client is stored in the following location.
HKEY_CURRENT_USER\Software\MicroFocus\SLAnalyzer\SSPRRest

A new key will be created at thist location with the REST URI as the name. Within this key is a string
value for Username.

To load a saved profile, scroll through the list of profiles and select the desired server profile. Then click
the Load button. Note that if the Client Login Extension (CLE) client is detected then the Profile list will
display the item CLE in the list. Selecting this option will populate the SSPR REST client with the REST URI
configured for the CLE client.

To clear the current data in the CLE REST client fields, select the option “None” in the profile list box and
then click the “Load” button.

To remove a stored profile, select the desired server item and click the Delete button. You cannot delete
the Profile items “None” or “CLE”.



REST Calls

Forgotten Password
This REST call was implemented in SSPR version 4.6.

A multi-stage endpoint suitable for anonymous clients to implement a forgotten password module. Clients will call this
service repeatedly until the process is completed. The following stages will be processed (some may be repeated or
omitted based on policy and configuration):

IDENTIFICATION
METHOD_CHOICE
TOKEN_CHOICE
VERIFICATION
ACTION_CHOICE
NEW_PASSWORD
COMPLETE

Each invocation of this service (except the first) requires a state parameter and form data. The state
parameter is received from the previous invocation (or empty on the first call). It is the client's
responsibility to maintain this state value throughout the process. If the state is invalid or expired, a new
state will be generated by the server and the process restarted. The client can clear the state at any time
to restart the sequence. Once the COMPLETE stage is reached, no further steps are possible and a new
sequence will require discarding the state.

Each response from the service will include form data with one or more rows that will guide the client to
create a Ul for the user. Form fields are generally of type 'text' or 'select’. In the case of 'select' form fields,
a 'selectOptions' value will include the possible values for the row. The next request to the server should
include the state and the form data values for each form field. A form label and message is also included
for display to the user.

The response from the service will include additional data of the 'stage' and 'method' (if appropriate).
These values are informational and intended to aid the client in displaying an appropriate Ul to the end
user.

Errors can indicate syntax, operational, or internal errors. In most cases form data will also be included
along with the error so that the user has an opportunity to attempt the operation again.



Stage 0 - Initial call

This request starts the forgotten password sequence. The request contains no parameter values.

Request:

POST https://sspr.example.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1
Accept: application/json

Content-Type: application/json

Params:

{"state":null,"form":null}

The reply returns the information necessary for the forgotten password IDENTIFICATION stage.

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: IDENTIFICATION
Label: Forgotten Password
Message: If you have forgotten your password, follow the prompts to reset your password.
Message detail:

Data name: sAMAccountName
Data Min Length: 1

Data Max Length: 64

Data Type: text

Data Required: True

Data label: Username

Data Select Options: {}


https://sspr.example.novell.com/sspr/public/rest/forgottenpassword%20HTTP/1.1

Stage IDENTIFICATION

This stage identifies the user needing forgotten password. The request contains the user needing
forgotten password. Included in the reply, the server will either return METHOD_CHOICE or
VERIFICATION depending on the configuration.

If SSPR is configured for optional verification methods for forgotten password, then the next stage will
be METHOD_CHOICE.

If SSPR is configured for mandatory verification methods, then the response will progress to the next
stage of VERIFICATION for the first required verification method.

Request parameters are based upon the response from the previous response. An application can
validate the information entered by the user using the previous response data.

IE....

Data name: sAMAccountName

Data Min Length: 1

Data Max Length: 64

Data Type: text

Data Required: True

Data label: Username

Data Select Options: {}

The user types in their username and then clicks the Ok button. SLAnalyzer sends the data to the server.

ol Forgotten Password b4

opentext-

User name |naafused |

Cancel

Request:

POST https://sspr45.gmadr2.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1
Accept: application/json

Content-Type: application/json

Params:
{"state":"Qi0z0O9w2ytBzQmxFpGmJINaB2BRINRyVJIh7zgxg2.H4sIAAAAAAAAAAEDAfSz-
dGpph832gDAQAA","form":{"sAMAccountName":"naafuser"}}

Reply:

HTTP Status code: OK
Error? False

Error Code: 0

An invalid username will result in error 5008 being returned in the response.

Reply:

HTTP Status code: OK
Error? True

Error Code: 5006


https://sspr45.gmadr2.novell.com/sspr/public/rest/forgottenpassword%20HTTP/1.1

Stage METHOD_CHOICE
This stage is repeated if multiple verification methods are set as optional.

SLAnalyzer now displays the list of verification methods to the user for selection. The list of verification
methods was included in the response of the previous request. This could have been in response to an
IDENTIFICATION or VERIFICATION stage. If a single verification method is defined, then this stage is not

used. If multiple verification methods are defined, then the METHOD_CHOICE stage lists the possible
user selections.

ot Forgot.. — O *

Personal Data

Secret Questions and Answers
SMS/Email Verfication

Mobile Device Verfication

Ok




Stage VERIFICATION

The VERIFICATION stage is the process of providing the information necessary to verify the user. Each
verification method will require different information to complete the verification process. After sending
the method choice to the server, the response will contain the required parameters for the verification
stage of the selected method.

Supported Verification Methods

o LDAP Attributes

e Challenge Response

e Token SMS

e Token Email

e OTP Mobile Device Verification (Google Authenticator)



Verification Method LDAP Attributes

This verification method is defined in the SSPR configuration. It could be used to point to an attribute
that contains information that the user would know. For example, their employee number. In this
example we just defined the attribute cn for simplicity.

Required LDAP Attributes po N 2]
MName Label
cn [#  Whatis your name? = Optione X

The previous reply specified the parameters for this verification method.

Data name: cn

Data Min Length: O

Data Max Length: 255

Data Type: text

Data Required: False

Data label: What is your name?
Data Select Options: {}

ol Forgotten Password X

What is your name?

When the user clicks the Ok button the attribute data is then sent to the server.

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"bl8pyOrVBi6aFZj4okhZrBoQSBRXZhmHIhblmuyf.H4sIAAAAAAAAAAGUBVHEUFANLKdDTTEQROBESJONK1A9FKNNPs
MybPeATdf HNWMFds-zrtF- NE_boPk-MZacBXrgUAAA==","form"{"cn":"naafuser"}}

Reply:

HTTP Status code: OK
Error? False

Error Code: 0



Verification Method Challenge Response
The previous reply specified the parameters for this verification method.

Data name: PwmResponse_R_1
Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: What is your favorite food?
Data Select Options: null

Data name: PwmResponse_R_2
Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: What is the name of your favorite pet?
Data Select Options: null

SLAnalyzer will now prompt the user for each answer.

Ol Enter Challenge Answer X

What is the name of your favorite pet?

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1
Accept: application/json

Content-Type: application/json

Params:

{'state":"FU2TIC4Aw6hU1Xoy7ki9XBETmKMCzizklhb2omps.H4sIAAAAAAAAAAG2BUN6UFANLKkdDTTEQROBESJONK1A9FKNNP
sMzclyuPboFdYEALfrauMaJ8BDUh1dgO0l41ux8DbLPYWv7CkwOwRZoWJIhFESX3vulWbEX5iz4NhKgsqg-2pivOFHBIygO-
FnroDn6cS4r9VVigPe59XA27yKnHPzsnONp7yA98kc71_02S2BQAA","form":{"PwmResponse_R_1":"pizza","PwmResponse_R_2":"
morris"}}

Reply:

HTTP Status code: OK
Error? False

Error Code: 0



Verification Method TOKEN (SMS/Email)
This verification method is used for both SMS or Email tokens. The only real difference is that the server
will return either a mobile number or an email address for user selection.

The previous reply specified the parameters for this verification method.

Data name: token

Data Min Length: O

Data Max Length: 0

Data Type: select

Data Required: True

Data label: Select

Data Select Options:
{"49A19F4A553F4601883D7558DCB4B29AD878033BD1482EB258314B4BF8662363E4796421CEACC778EB15DFFF1BFE92E9
D74EE302DC64F248C438E05D04459925"; "*++***xg] 28"}

SLanalyzer will now prompt the user to select the account/number to send the token too.

ot Forgot.. — O x

Ok

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"sXfYfh3ig6z3BvEswnrjfthwND4vogQwlhb2zv3l.H4SIAAAAAAAAAAGOBVIEUFANLKdADTTEQROBESJONK1A9FKNNPsMzf6x
tYrtOMIEUsgaDV3wCla7VgSKms4VCCGhaEGG1ApdxbyqlWa4203C9Yeloy87rKgM1iGqVDIG6RNXi-rKWnxMjlUe9QI6LB-
kgkn6af5XVtsnBONeWL_xLYJOor2K2TOmNuPuVD_w5DGtgAUAAA==","form":{"token":"49A19F4A553F4601883D7558DCB4B29A
D878033BD1482EB258314B4BF8662363E4796421CEACC778EB15DFFF1BFE92E9D74EE302DC64F248C438E05D04459925"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: VERIFICATION

Label: Forgotten Password
Message: To verify your identity, a security code has been sent to you at ******9128. Please click the link in the email or copy and
paste the security code here.
Message detail:

Data name: token

Data Min Length: O

Data Max Length: 0

Data Type: password

Data Required: True

Data label: SMS/Email Verification
Data Select Options: null



The user receives the email or sms notification on their device and then type it into the prompt from
SLAnalyzer.

ol Forgotten Password X

SMS/Email Verfication

ngv 3b56meliryun

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"sXfYfh3iqg6z3BVEswnrjfthwND4vogQwlhb2zv3l.H4SIAAAAAAAAAAGABN_SUFANLKkdDTTEQROBESJONK1A9FKNNPsMOA
XsvzRTa44mOOcK-JDE_SchPB2rMN3DgOZzzFIXW3jgelSdzrSB6GCsHG0zYYN9xieylc_-oyARh2ChuG7Rv-
HQKRKKX9kO4gAY ==","form":{"token":"nqv3b56mcliryuxn"}}

Reply:

HTTP Status code: OK
Error? False

Error Code: 0



Verification Method OTP (Mobile device verification)
The previous reply specified the parameters for this verification method.

Data name: otpToken
Data Min Length: 0

Data Max Length: 0
Data Type: text

Data Required: True
Data label: Code

Data Select Options: null

ol Forgotten Password s

Code

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"TZx3Z0T1liRxwt9xehGCt2hlpMjGjRFKrlhb3hzcv.H4sIAAAAAAAAAAGNBVj6UFANLKkdDTTEQROBESJONK1A9FKNNPsMOC
mxE5CJIFOF_Jsh9aCCkFZpS8X_-cw4xC0G10z5IPLYaHs83JK7ufn9LcshwyipKr504XYnZgokodpb34UxS8b_shYYB-
MT17q1QjWPEiuj5_yRND5Gp2tcTpQ3CEcBsJy_CJV9-zv5E51aRvixxflpfRSyuLCwZWoFU3XEAKDN_B3TulyxzRUTfk-
AyO0IT3_iNVs40rYnKnOdfwSy5Znbwt-40om3e4R-vt__ pS0O4b20Uc69zBCgCnBQAA","form":{"otpToken":"390345"}}

Reply:

HTTP Status code: OK
Error? False

Error Code: 0

If there is an error processing the user input, the server just repeats the same stage. This means that
SLAnalyzer will just redisplay the same window waiting on valid user data. There is no indication of a
failure in the server response.

If the method succeeds, then the server will return the next stage.
The next stage would be on of the following:

1. Prompt the user for selection of another verification method with METHOD_CHOICE.
2. Force another verification method with VERIFICATION.
3. Proceed to the final stage of NEW_PASSWORD.



Stage: NEW_PASSWORD

Ol Change Password X
opentext-
Password | |
Corfirm .
Cancel

Label: Change Password

Message: Please change your password. Keep your new password secure. After you type your new password, click the Change
Password button. Your new password must meet the following requirements:

Message detail: Password is case sensitive.<br/>Must be at least 7 characters long.<br/>Must not include any of the following
values: password test<br/>Must not include part of your name or user name.<br/>Must not include a common word or commonly
used sequence of characters.

Data name: passwordl

Data Min Length: O

Data Max Length: 0

Data Type: password

Data Required: True

Data label: Password

Data Select Options: null

Data name: password2

Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: Confirm Password

Data Select Options: null

Stage NEW_PASSWORD

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"Qi0zO9w2ytBzQmxFpGmJINaB2BRINRyVJIh7zqxg2.H4sIAAAAAAAAAAHIBTH6UFANLKkdDTTEQROBESJONk1A9FKNNP
sMge8gOUrP04gQJMBavDC8IZhNC4Zhe-Gu4qEtTt5SIMdTVBHIXK3Zyt9d7ZMyu3mTJU-
uHNT8_aKp8EKvbCB2pJUa8IV1Gh7e6xoLVp2GN_WH3bjqf3cazyARup9_kWIhyQUAAA==""form":{"password1":"Password","pass
word2":"Password"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: COMPLETE

Label: Change Password

Message: The password has been changed successfully.
Message detail:



Example workflows
The following examples demonstrate how this REST call functions under different configurations.

Single mandatory verification method
In this example the SSPR server is configured for 1 verification method (Challenge Response Answers).
Since the Minimum Optional Required is set to 1 then this method will always be required for forgotten

password.

Verification Methods e
Previous Authentication [ ] Mot Used
LDAP Atfributes ® Not Used
Challenge/Response Answers ol Opfional
SMSIEmail Token Verification . Mot Used
OTP (Mobile Device) Verification [ ] Mot Used
External Responses . Mot Used
OAuth ] Not Used
Metl(l Advanced Authentication Framework . Mot Used

Minimum Optional Reguired 1

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:

{"state":"mxamXfivNoYW2RGnfd4AdnOUQOLYYnd3lh9lfs4c.H4SIAAAAAAAAAAEDAfz-
UFANLKdDTTEQROBESJONK1A9FKNNPsMsBcXPW4_XwlIiZIbVp60ZO_-yrKenTAWFqGkaGJ1-
f6aOPQfj7dvb7xaw_wWG8eYirDHI29nFd4n8k_TIA7DQ1Fe5f1IHHMMMABzL73slldXyW8DAQAA" "form™":{"sAMAccountName":"naa
fuser"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: VERIFICATION

Label: Forgotten Password

Message: Please answer the following questions. If you answer these questions correctly, you will then be able to reset your
password.

Message detail:

Data name: PwmResponse_R_1

Data Min Length: O

Data Max Length: 0

Data Type: password

Data Required: True

Data label: What is the name of your favorite pet?
Data Select Options: null

Data name: PwmResponse_R_2

Data Min Length: 0



Data Max Length: 0

Data Type: password

Data Required: True

Data label: What was your favorite show as a child?
Data Select Options: null

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"mxamXfivNoYW2RGnfd4AdnOUqOLYYnd3lh9lfs4c.H4sIAAAAAAAAAAGhBV76UFANLKkdDTTEQROBESJONK1A9FKNNPs
MsC5kS0bBWk8W4y6ubMEqcZgDgaze-
fWvGr_oJdtlehG4ajzwmNtDrwn4y58f0RbhbqQ466dSb6pohVitxrhPMgvSIBbndriNAG5SWmhBQAA""form™:{"PwmResponse_R_1":"m
orris","PwmResponse_R_2":"star trek"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: NEW_PASSWORD

Label: Change Password

Message: Please change your password. Keep your new password secure. After you type your new password, click the Change
Password button. Your new password must meet the following requirements:

Message detail: Password is case sensitive.<br/>Must be at least 7 characters long.<br/>Must not include any of the following
values: password test<br/>Must not include part of your name or user name.<br/>Must not include a common word or commonly
used sequence of characters.

Data name: passwordl

Data Min Length: O

Data Max Length: 0

Data Type: password

Data Required: True

Data label: Password

Data Select Options: null

Data name: password2

Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: Confirm Password

Data Select Options: null



Multiple required verification methods
In this example the SSPR server is configured for 2 required verification methods.

Verification Methods 99
Previous Authentication [ Not Used
LDAP Attributes L Required
Challenge/Response Answers I — Required
SMS/Email Token Verification [ Not Used
OTP (Mobile Device) Verification [ Not Used
External Responses [ Not Used
QAuth [ Not Used
NetlQ Advanced Authentication Framework [ Not Used

Minimum Optional Required 0

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:

{"state":"RFMwznyfksfUAV1KNbKyhQUckt2iRfVGlIh9m6ewo.H4sIAAAAAAAAAAEDAfz-
UFdNLKdDTTEQROBESJONk1A9FKNNPsMtFIgT1Iw3G4ZuJFXWDAZz9lo6rwykZVA48B79Rnolnxbh5y PiMXgWHhReRgs5iCVB
nQwWFBCbNIOPFRaKMX3Lv-0IDAQAA","form":{"sAMAccountName":"naafuser"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: VERIFICATION

Label: Forgotten Password
Message: Please answer the following questions. If you answer these questions correctly, you will then be able to reset your
password.

Message detail:

Data name: cn

Data Min Length: 0

Data Max Length: 255

Data Type: text

Data Required: False

Data label: What is your name?
Data Select Options: {}

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"RFMwznyfksfUAV1KNbKyhQUckt2iRfVGIh9m6ewo.H4sIAAAAAAAAAAGNBVj6UFANLKADTTEQROBESJONk1A9FKNNPs
MtG92VNTj2PkGIM1nPRoceabnlcidkFAINP7G4ewlh4r9gwhfRi3gs-
6CwxrS6jvZBoUTIf4_2FkwypVKGU1GXApOYyah65vYiynBQAA","form":{"cn":"naafuser"}}



Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: VERIFICATION

Label: Forgotten Password

Message: Please answer the following questions. If you answer these questions correctly, you will then be able to reset your
password.

Message detail:

Data name: PwmResponse_R_1

Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: What is the name of your favorite pet?
Data Select Options: null

Data name: PwmResponse_R_2

Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: What was your favorite show as a child?
Data Select Options: null

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:

{"state":"RFMwznyfksfUAV1KNbKyhQUckt2iRfVGIh9m6ewo.H4sSIAAAAAAAAAAG-
BUHBUFANLkdDTTEQR0BESJONk1A9FKnNNPsMtHUCMgFMuwZ 1HifruC-gA5d-
WRFIAQEYb4FAAA=""form":{"PwmResponse_R_1":"morris","PwmResponse_R_2":"star trek"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: NEW_PASSWORD

Label: Change Password

Message: Please change your password. Keep your new password secure. After you type your new password, click the Change
Password button. Your new password must meet the following requirements:

Message detail: Password is case sensitive.<br/>Must be at least 7 characters long.<br/>Must not include any of the following
values: password test<br/>Must not include part of your name or user name.<br/>Must not include a common word or commonly
used sequence of characters.

Data name: passwordl

Data Min Length: O

Data Max Length: 0

Data Type: password

Data Required: True

Data label: Password

Data Select Options: null

Data name: password2

Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: Confirm Password

Data Select Options: null



Multiple optional verification methods

Verification Methods e
Previous Authentication [+) Not Used
LDAP Attributes —— Optional
Challenge/Response Answers — 2] Optional
SMS/Email Token Verification — Optional
OTP (Mobile Device) Verification [} Optional
External Responses & Not Used
OAuth (] Not Used
NetlQ Advanced Authentication Framework @& Not Used

Minimum Optional Required 2

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:

{"state":"1jLGAIYc1luVx9eC8lJQROVbDk3EpE14NIhawfkaw.H4SIAAAAAAAAAAEDAfz-
UFANLKdDTTEQROBEsJONk1A9FKNNPsMuUAXtB2-
5IXnEdd6K_6IKcqifeTIcCIkCmjpXuucCsdy9VACRD_cXgp93Vs4Aaowo3B3WppezfgFhyPgF30j9DnMzTe3tkH6AWVVNC9i2zyQt6GH
WQshoUibwNaagH5bp5n_IrjBUCLhGCL7W8fTzn76ICKIOPdRb-yBhh4lkMulSCuyPAOOFLSOrGvu2167Ygsjlb-x6 QKGOxbyV6cJUfl-
7F-WZy4dOUQmfCxU-GERIVWtAAOR3UQ2-
3RJIpIVtQdbXSpl2ztkEDtH87NMGCPXYdhqlgtZC_kxHOFNgRureyk4vrLHo5mUSrhbEW6VKDAQAA","form":{"sAMAccountName":"n
aafuser"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: METHOD_CHOICE

Label: Forgotten Password

Message: Please select one of the following methods to verify your identity. Note: If your administrator requires multiple forms of
verification, you will be redirected back to this page until all verification criteria is met.

Message detail:

Data name: methodChoice

Data Min Length: O

Data Max Length: 255

Data Type: select

Data Required: True

Data label: Select

Data Select Options: {"ATTRIBUTES":"Personal Data","CHALLENGE_RESPONSES":"Secret Questions and
Answers","TOKEN":"SMS/Email Verification","OTP":"Mobile Device Verification"}

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"1jLGAIYc1uVx9eC8lJQROVbDk3EpE14NIhawfkaw.H4SIAAAAAAAAAAGKBVVEUFANLKADTTEQROBESJONK1IA9FKNNPSs



MuVhNIAI87cINNhc7_hWsahffOxyXtuKL8Uhc-
Jeko887flzklgBzoBHNC7xMQN2rVPpwgDG7rvOKkBQAA","form":{"methodChoice":"ATTRIBUTES"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: VERIFICATION

Label: Forgotten Password
Message: Please answer the following questions. If you answer these questions correctly, you will then be able to reset your
password.

Message detail:

Data name: cn

Data Min Length: 0

Data Max Length: 255

Data Type: text

Data Required: False

Data label: What is your name?
Data Select Options: {}

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"1jLGAIYc1luVx9eC8lJQROVbDk3EpE14NIhawfkaw.H4sSIAAAAAAAAAAGS5BUb6UFANLKdDTTEQROBESJONk1IA9FKNNPs
MuVwkP6Bw6mkbPkXRLwZu5kJtIXpWqgYb1OCsfzmUgbGhkKWUDPpPE7I7zwXxGNabLE_YS3tApgPZecFhUu9mgLTPUuCOke6371
9fu_OUHDQqJ41cJSKQzR3zIHKgTxBCOZMe-12salYcBJP-

VVIKANIIwEmM38fhGxaOLhYOuDLFthXBDOhXNIKc_miou5BQAA" "form":{"cn":"naafuser"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: METHOD_CHOICE

Label: Forgotten Password

Message: Please select one of the following methods to verify your identity. Note: If your administrator requires multiple forms of
verification, you will be redirected back to this page until all verification criteria is met.

Message detail:

Data name: methodChoice

Data Min Length: O

Data Max Length: 255

Data Type: select

Data Required: True

Data label: Select

Data Select Options: {"CHALLENGE_RESPONSES":"Secret Questions and Answers","TOKEN":"SMS/Email
Verification","OTP":"Mobile Device Verification"}



SLAnalyzer then prompts the user to select a second method

ol Forgot.. — O e

Secret Questions and Answers
SMS/Email Verfication
Mobile Device Verfication

Ok

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"1jLGAIYc1luVx9eC8lJQROVbDk3EpE14NIhawfkaw.H4sSIAAAAAAAAAAGYBU36UFANLKkdDTTEQROBESJONK1A9FKNNPs
MuWJb918gPDu049Q1VjK_vzgiyMhmLNYdQSilxvGHe4jGtSFqMfUD7xD3kao6KQg2HGcY7CDRIiPUhf760z8VwOV5d6j7sEdjIEyzd
MRZNKmM6145BkJKc29kQtRr7S3FxbcMNrIFAAA=""form":{"methodChoice":"CHALLENGE_RESPONSES"}}

Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: VERIFICATION

Label: Forgotten Password

Message: Please answer the following questions. If you answer these questions correctly, you will then be able to reset your
password.

Message detail:

Data name: PwmResponse_R_1

Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: What is the name of your favorite pet?
Data Select Options: null

Data name: PwmResponse_R_2

Data Min Length: O

Data Max Length: 0

Data Type: password

Data Required: True

Data label: What was your favorite show as a child?
Data Select Options: null

Request:

POST https://sspr.novell.com/sspr/public/rest/forgottenpassword HTTP/1.1

Accept: application/json

Content-Type: application/json

Params:
{"state":"1jLGAIYc1uVx9eC8lIJQROVbDk3EpE14NIhawfkaw.H4sIAAAAAAAAAAHQBS_6UFANLKdDTTEQROBESJONK1A9FKNNPs
MuWdrl6AFA341S943i-3UYdAwyVGOe7NakXyle6UBQA0BAfSFOpuk8ZmbFCS8hbSGthjG227Hv2xhdkkf1tUZbEy8p69tEA-
nkHtvDpg8U4QOPVFhjIng_HrkkZNo-a4q-FH7LaXnCZ7GhsRGM6KSSEFY2jhYx-
ilvqgOzVrZTqPMNNHKEBVOZPjb_htAFAAA=","form":{"PwmResponse_R_1":"morris","PwmResponse_R_2":"star trek"}}



Reply:

HTTP Status code: OK

Error? False

Error Code: 0

Stage: NEW_PASSWORD

Label: Change Password

Message: Please change your password. Keep your new password secure. After you type your new password, click the Change
Password button. Your new password must meet the following requirements:

Message detail: Password is case sensitive.<br/>Must be at least 7 characters long.<br/>Must not include any of the following
values: password test<br/>Must not include part of your name or user name.<br/>Must not include a common word or commonly
used sequence of characters.

Data name: passwordl

Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: Password

Data Select Options: null

Data name: password2

Data Min Length: 0

Data Max Length: 0

Data Type: password

Data Required: True

Data label: Confirm Password

Data Select Options: null

Note: SSPR does not currently validate if the verification method is valid for the specified user. For
example, if OTP is selected by the user but they have not enrolled their smartphone with google
authenticator, the verification will fail. Or if the user selects SMS/Email Token verification but they do
not have a valid email or mobile number set in the LDAP repository then these methods will fail as well.



Get Challenge Questions
Retrieve user’s stored challenges. Location of read responses is determined by the application
configuration. This interface cannot be used to read NMAS stored responses.

This REST call requires user authentication so the username and password field must be set. Once
selected the Parameters button is enabled. Clicking on the Parameters button gives the following
optional parameters.

Parameters

Ol Challenge Parameters *

] Retum Answers?
[] Retum Helpdesk Answers?

User

Ok

Figure 117 - Get Challenge Questions Parameters

e Return Answers? - Will return the encrypted answers currently stored in the database. These
really have no value for testing purposes since they are not readable. The SSPR server setting
“Allow Web Services to Read Answers” must be enabled.

e Return Helpdesk Answers? - Will return the encrypted helpdesk answers. Like the option
previous these really have no value in testing. The SSPR server setting “Allow Web Services to
Read Answers” must be enabled. Also, a helpdesk profile also needs to be enabled.

e User —This optional field specifies that this operation is to be on this user object and not on the
user being authenticated. Note that the user specified on the main window for authentication
must have the necessary rights to modify other users in the LDAP directory. The SSPR server
setting “Web Services Third Party Permissions” must succeed to use this parameter.

Click the execute button to send this REST call to the SSPR server.



Sample request

GET https://sspr.novell.com:8443/sspr/public/rest/challenges HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

Sample reply
HTTP Status code: OK

Error: False

Error Code: 0

username: default

Answered challenge questions
Question What was your favorite show as a child?
Min Length: 4

Max Length: 200

Admin Defined: True
Required: False

Max Question Chars: 0
Enforce Word List: False
Minimum Randoms: 1

Defined challenge questions:

Question What is the name of the main character in your favorite book?
Min Length: 4

Max Length: 200

Admin Defined: True

Required: False

Max Question Chars: 3

Enforce Word List: True

Question What is the name of your favorite teacher?
Min Length: 4

Max Length: 200

Admin Defined: True

Required: False

Max Question Chars: 3

Enforce Word List: True

Minimum Randoms: 2



Post Challenge Answers
Set users stored challenge/response set.

Before you can issue the Post Challenge Answers you must first issue the call Get Challenge Questions.
The challenge set information returned from the server will provide the data necessary to issue this call.
Click the parameters button to list all the possible questions.

Parameters
Ol Parameters X
e Bl Giministrator]
Challenge Guestions Answered Challenge Questions
What is the name of the main character in you o What is the name of your favorite pet?
What is the name of your favorite teacher? What was your favorite show as a child?
What is the name of your favorite pet? What is your favorite team?
What was the name of your childhood best frie What is your favorite food?
What was your favorite show as a child? v

Restrictions

Figure 118 - Post Challenge Answers Parameters

If there were any questions answered previously by this user, then those questions will appear in the
Answered Challenge Questions window. Notice that the questions answered still appear in the list of
possible Challenge Questions.

When submitting this call the server, the server will set the answers to the questions defined here. If
there are questions listed in the Answered Challenge Questions list but you do not provide the answer
to that question, then that answered question will be deleted from the server when you submit this new
set of answers.

For example, if you have previously answered question 1 and question 2, but then issue this call and
only provide answer 1, then only answer 1 will be defined. The challenge answer for question 2 will no
longer be valid. The next time you issue a Get Challenge Answers only question 1 will be listed in the
Answered Challenge Question list.



Selecting a question

To select a question, click on one of the entries in the Challenge Questions list. The Restrictions window
will display the policy restrictions that must be matched by the answer.

Ol Parameters X

User : |administfatcr |

Challenge Questions Answered Challenge Questions

What is the name of the main character in you What is the name of your favorite pet?
What is the name of your favorite teacher? What was your favorite show as a child?
What is the name of your favorite pet? What is your favorite team?

What was the name of your childhood best frie What is your favorite food?

What was your favorite show as a child? v

Restrictions

Minimum Length: 4, Maximum Length: 200, Maximum Question Characters in Answer: 3, Required: False,
Admin Defined: True, Enforce Wordlist: False

Figure 119 - Challenge Answer Restrictions

Entering a new answer to a challenge question
Double clicking on one of the entries in the Challenge Questions list will allow the user to enter an
answer for that entry. The answer entered must meet the restrictions that were listed.

Ol Enter Challenge Answer x

What is the name of your favorite teacher?

Coc ]

Figure 120 - Entering a Challenge Answer

After entering an answer press the Ok button.

SLAnalyzer will evaluate the answer provided when you press the Ok button against the restrictions. If
the answer fails, the evaluation then a message will be displayed to the user to try again.



After entering the answer and pressing the Ok button the answered question will now be listed in the
Answered Challenge Questions box.

ol Parameters X

User : |administ:atcr |

Challenge Questions Answered Challenge Questions

What is the name of the main character in you & What is the name of your favorite pet?

What is the name of your favorite teacher? What was your favorite show as a child?
What is the name of your favorite pet? What is your favorite team?

What was the name of your childhood best frie What is your favorite food?

What was your favorite show as a child? v * What is the name of your favorite teacher?
Restnictions

Minimum Length: 4, Maximum Length: 200, Maximum Question Characters in Answer: 3. Required: False,
Admin Defined: True, Enforce Wordlist: False

Figure 121 - Answered question updated

If you click the Ok button on the parameters window you will be notified if you have not defined any
answers. Note that this does not tell you if there are incomplete answers.

Warning - &J

Warning: You did not enter any answers. No responses will be saved. Do
you want to continue? Click Yes to exit this window and continue. Click No
to return to the list of questions.

Figure 122 - Prompt for no answers defined

After defining the answers to the challenge questions then click the execute button to send this call to
the server. If you did not enter any answers, then SLAnalyzer will display an error message.

[ SLAnalyzer 31

Mo answers defined. Aborting REST call.

Figure 123 - No answers aborting call.



Sample request

POST https://sspr.novell.com:8443/sspr/public/rest/challenges HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

{

"username":"administrator",

{"challenges":[{"challengeText":"What was your favorite show as a
child?","minLength":4,"maxLength":200,"adminDefined":true,"required":false,"answer":{"answerText":"brit"}},{"challengeText":"What was
your favorite show as a child?","minLength":4,"maxLength":200,"adminDefined":true,"required":false,"answer":{"answerText":"star

trek"}}],"minimumRandoms":2,"username":

Sample reply
HTTP Status code: OK

{"error":false

"errorCode":0

"successMessage":"Thank you. Your secret questions and answers have been successfully saved. If you ever forget your password you can use
the answers to these questions to reset your password."}



Post Verify Responses

Validate supplied challenge response answers against a user's stored responses. Note this service will
not work properly if the user's responses are stored only in the NMAS repository.

ol REST 4
REST URI https://ssprd5.gmadr2 novell.com/sspr I
Authentication Credentials
User _admh\stramr ‘
Password [ITTTITTY | [5

Get Status A

Post Verfy OTP

Post Verify Responses Parameters

Post Signing Form v
REST API Description:
Validate supplied challenge response answers against a user's stored responses. Note this
service will not work properly if the user's responses are stored only in the NMAS repository.
Request Reply

Execute Links Exit

https://sspriinux.gmadr2 no v Load Save Delete

Figure 124 - Post Verify Responses

Requires authentication so the Authentication Credentials must be provided.

This call utilizes the challenge question and answer set retrieved with the Get Challenge Questions REST
call. The user must first execute the Get Challenge Questions call prior to calling Post Verify Responses.



Parameters

Provides the details on what answers have been defined for this user.

ol Parameters

User : | agministrator |

Challenge Questions

Answered Challenge Questions

What is the name of the main character in you A What is the name of your favorite pet?
What is the name of your favorite teacher? What was your favorite show as a child?
What is the name of your favorite pet? What is your favorite team?

What was the name of your childhood best frie What is your favorite food?

What was your favorite show as a child? v
Restrictions

Ok

Figure 125 - Post Verify Responses Parameters

Click the execute button to submit this call to the SSPR server. SLAnalyzer will now prompt the user for
each answer.

Challenge prompt

ol Enter Challenge Answer

What is the name of your favorite pet?

Cox 1

Figure 126 - Verify Responses Challenge Prompt

The user must provide each answer exactly. This is character case sensitive.



Sample request

POST https://sspr.novell.com:8443/sspr/public/rest/verifyresponses HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==
"username":"administrator","challenges":[{"challengeText":"What was your favorite show as a
child?","minLength":4,"maxLength":200,"adminDefined":true,"required":false,"answer":{"answerText":"star trek"}}]}

Sample reply
HTTP Status code: OK

{"error":false

"errorCode":0

"successMessage":"The operation has been successfully completed.”
"data":true}

Responses Matched.



Delete Challenge Answers
Clear users saved challenge responses.

Ol REST

REST URI |H1psﬂsspr45.gmadr2 novell com/sspr ]
Authentication Credentials

User |admhiatrator

Password |...c..-¢

Forgotten Password ~
Get Challenge Questions

REST API Description:

Post Cnalenﬁ Answers _ Parameters ‘
W

Clear users saved responses

Request Reply

hitps://ssprlinux.gmadr2.no v | Load | Save

Figure 127 - Delete Challenge Answers

Parameters
You can optionally delete the challenge answers on a different user.
Ol User Parameter X
User

Click the execute button to send the call to the server.




Sample request

DELETE https://sspr.novell.com:8443/sspr/public/rest/challenges HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

Sample reply
HTTP Status code: OK

{"error":false
"errorCode":0
"successMessage":"The operation has been successfully completed."}



Post Check Password
Check a password value(s) against user policy

Ol REST x
REST URI lHlps -//ssprd5 gmadr2 novell.com/sspr ‘
Authentication Credentials
User |admhist|ator |
Password I"“"“ | IEI

Post Challenge Answers ~
Delete Challenge Answers
Parameters
Get Health v
REST API Description:
Check a password value(s) against user policy
Request Reply
Execute Links Exit

ps://ssprd5.gmadr2 nov{E
https://sspriinux.gmadr2.no v Load Save Delete

Figure 128 - Post Check Password

Parameters

Prior to making this call, the user must specify the password to verify. The user can optionally specify a
different user object to verify the password against.

ok Parameters x
Password | ] &
Reenter Password l J &
User | |

Ok

Figure 129 - Post Check Password Parameters

Click the execute button to submit the call to the SSPR server. If the password fails, the password policy
an error will be returned indicating why the password failed.



Sample request

POST https://sspr.novell.com:8443/sspr33build96/public/rest/checkpassword HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

{

"username":"administrator",

"password1":"NewPWD123",

"password2":"NewPWD123"

}

Sample reply
HTTP Status code: OK

{"error":false

"errorCode":0

"data":{"version":2

"strength":56

"match":"MATCH"

"message":"New password accepted please click change password"
"passed":true

"errorCode":0}}



Get Health
Gets the health of the SSPR server

ol REST X
REST URI ’H‘lps:f‘f‘sspr45.gmadr2 novell.com/sspr I
Authentication Credentials

User |admhistrator |
Password [...coo.o | ﬁ

Delete Challenge Answers -
Post Check Password

Parameters
Get Profile v
REST API Description:
Read the health of the application
Request Reply
Execute Links Exit
Profile
None ~
CLE W Load yave Delete

Figure 130 - Get Health

Parameters
There is only one parameter for this REST call.

If the Refresh Immediately checkbox is checked then the SSPR server will refresh prior to send the health
information.

ol Parameters x

[] Refresh Immediately?

Ok

Figure 131 - Get Health Parameters

Click the execute button to submit this call to the SSPR server.



The information returned by this call is the same information as seen on the health screen in the
administration console.

| & Dashboard || & User Activity || lmi  Data Analysis | More Options *

Status || Health About  Services | LocalDB | LocalDB Sizes | Java Threads

AppProperty = Idap.promiscucusEnable sefting should be set to false for proper
CONFIG (7o)
LDAP = LDAP Directories = default = LDAP Proxy Password strength of
Configuration CONFIG passwgrd is weak (33/100); increase password length/complexity for proper
securi
. Setfings = Security = Web Security = Require HTTPS setting should be set to
Configuration CONFIG = fo% oroper Secdm ¥ 4 g
LDAP =~ GOOD All configured LDAP servers are reachable
LDAP | GOOD LDAP test user account is functioning normally for profile default
LocalDBE = GOOD LocalDB and related services are operating correctly
Platform = GOOD Java platform is operating normally
July 24, 2015 at 12:29:16 PM CDT &

Configuration

Thia content is dynamically updsted, A public health page at /sspripublic/health.jsp

Figure 132 - Server Health

Note that the SSPR server setting “Enable Public Health and Statistics Web Service” must be enabled.



Sample request

GET https://sspr.novell.com:8443/sspr/public/rest/health HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

Sample reply
HTTP Status code: OK

Server Response:

{"error":false

"errorCode":0

"data":{"timestamp":"2015-07-24T17:26:20Z"

"overall":"CONFIG"

"records":[{"status":"CONFIG"

"topic":"Configuration"

"detail":"AppProperty = Idap.promiscuousEnable setting should be set to false for proper security"}
{"status":"CONFIG"

"topic":"Configuration"

"detail":"LDAP => LDAP Directories = default = LDAP Proxy Password strength of password is weak (33/100); increase password
length/complexity for proper security"}

{"status":"CONFIG"

"topic":"Configuration"

"detail":"Settings = Security = Web Security => Require HTTPS setting should be set to true for proper security"}
{"status":"GOOD"

"topic":"LDAP"

"detail":"All configured LDAP servers are reachable"}

{"status":"GOOD"

"topic":"LDAP"

"detail":"LDAP test user account is functioning normally for profile default"}

{"status":"GOOD"

"topic":"LocalDB"

"detail":"LocalDB and related services are operating correctly"}

{"status":"GOOD"

"topic":"Platform"

"detail":"Java platform is operating normally"}]}}



Get Profile
Returns profile information on a user

ol REST Pt
REST URI _htlps -/ /ssprd5 gmadr2 novell.com/sspr

Authentication Credentials

User :administrator |
Password ssssssne [E]

Delete Challenge Answers ~
Post Check Password

Get Health

Get Profile v
REST API Description:

Retrieve users profile data

Request Reply
Execute Links Exit
Profile
None ~

Figure 133 - Get Profile

There are no optional parameters for this call. This call requires authentication and the profile
information returned will apply to the authentication user.

The information returned for this APl is defined in the SSPR configuration under Modules/Update Profile

Modules - Update Profile Q a =

Settings Profiles Modules Custom Text View Template Actions
Update Prefile Form

Update Profile Form values.

Name Label

mail Email Address email v Options ¥

title Title text v Options &

telephoneMumber Telephone Number tel v Options ¥
Add Value

Figure 134 - Server profile settings



Sample request

GET https://sspr.novell.com:8443/sspr/public/rest/profile HTTP/1.1
Accept: application/json
Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

Sample reply
HTTP Status code: OK

Server Response:
{"error":false,"errorCode":0,"data":{"profile":{"telephoneNumber":"918-555-

1212","mail":"testuser@gmail.com”,"givenName":"Testme", "title":"Domain administrator for gmadr2
domain"},"formDefinition":[{"name":"mail","minimumLength":1,"maximumLength":64,"type":"email","required":true,"confirmationRequired":
false,"readonly":false,"unique":true,"labels":{"":"Email
Address"},"regexErrors":{"":""},"description":{"":""},"selectOptions":{}},{"name":"title","minimumLength":1,"maximumLength":64,"type": "text"
,"required":false,"confirmationRequired":false,"readonly":false,"unique":false,"labels":{"":"Title"},"regexErrors":{"":""},"description":{"":""},"sel
ectOptions":{}},{"name":"telephoneNumber","minimumLength":1,"maximumLength":64,"type":"tel","required":false,"confirmationRequired":f
alse,"readonly":false,"unique":false,"labels":{"":"Telephone
Number"},"regexErrors":{"":""},"description":{"":""},"selectOptions":{}},{"name":"givenName","minimumLength":0,"maximumLength":255,"typ
e":"text","required":false,"confirmationRequired":false,"readonly":false,"unique":false,"labels":{"":"givenName"},"regexErrors":{"":""}," descrip

tion":{"":""},"selectOptions":{}}]}}

{"error":false

"errorCode":0
"data":{"profile":{"telephoneNumber":"918-555-1212"
"mail":"testuser@gmail.com"
"givenName":"Testme"

"title":"Domain administrator for gmadr2 domain"}
"formDefinition":[{"name":"mail"
"minimumLength":1

"maximumLength":64

"type":"email"

"required":true

"confirmationRequired":false

"readonly":false

"unique":true

"labels":{"":"Email Address"}

"regexErrors":{"":""}

"description":{"":""}

"selectOptions":{}}]}}



Post Profile
Sets Profile data on a user

ol REST x
REST URI II”ﬂps:fr‘sspr45_gmadr2.novel_mmfsspr ‘
Authentication Credentials
User |admhish'ator |
Password I...o...i | [E]

Get Healtth ~
Get Profile
e
Get Random Password v
REST API Description:
Set profile data
Reguest Reply
Execute Links Exit

Profile

E‘IEnEe : Load ave Delete

Figure 135 - Post Profile

This call requires information returned by the Get Profile call. First execute a Get Profile request to
populate the optional parameters for this call.

Parameters
The parameters will display the profile data read from the server with the Get Profile call



Ol Parameters X

telephoneNumber
mail

title

o]

Figure 136 - Post Profile Parameters

Modifying profile data
To view or modify data within the profile, highlight and then double click on the entry.
ol Edit X

telephoneNumber
[201-851-814

Figure 137 - Modifying profile data

Edit the information and click the Ok button to return to the parameters window.
Click the execute button to send this call to the SSPR server.



Sample request

POST https://sspr.novell.com:8443/sspr/public/rest/profile HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==
{

"profile":{

"telephoneNumber":"918-555-1212",
"mail":"testuser@gmail.com",

"givenName":"Testme",

"title":"Domain administrator for gmadr2 domain"

B

Sample reply
HTTP Status code: OK

{"error":false
"errorCode":0
"successMessage":"Your user information has been successfully updated."}



Get Random Password
Gets a random password based upon user’s password policy and other criteria.

ol REST X
REST URI ll"ﬂps:ﬁsspr45_gmadr2.novel_c:omfsspr ‘
Authentication Credentials
User |admhis:t|ator |
Password l...o.... | @

Get Health A
Get Profile
Post Profiie Parameters

Get Random Password v

REST API Description:

Read a single random password value
Request Reply
Execute Links Exit
Profile
None A
CLE v Load ave Delete

Figure 138 - Get Random Password

Parameters
Ol Parameters X
Strength b0 &
Min Length 5 =

-

Characters  [ABCDEFG12345650 |

User | ‘

Figure 139 - Get Random Password Parameters

e Strength should be set to the desired strength/complexity of the generated password. (default is
50)

e Min Length is the minimum length of the generated password. (default 5)

e User is the optional user object.

If successful a random password will be returned that matches the defined criteria.



Sample request

GET https://sspr.novell.com:8443/sspr/public/rest/randompassword HTTP/1.1
Accept: text/plain

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

Sample reply
HTTP Status code: OK
Password: YFla9Rger



Post Random Password
Posts a random password

Ol REST bt
REST URI ll"ﬂps:fr‘sspr45_gmadr2 novell com/sspr ‘
Authentication Credentials
User |admhist|ator |
Password ’...co..! | [E]
Post Profile A
Get Random Password
Parameters
Post Set Password v
REST API Description:
Generate a single random password value
Request Reply
Execute Links Exit
Profile
None A
CLE v Load ave Delete

Figure 140 - Post Random Password

Parameters
Ol Parameters =
Strength b0 |=
Min Length 5 2

Characters | ABCDEFG12345630 |

User | I

Figure 141 - Post Random Password Parameters

Strength should be set to the desired strength/complexity of the generated password. (default is
50)

e Min Length is the minimum length of the generated password. (default 5)
e User is the optional user object.

If successful a random password will be returned that matches the defined criteria.



Sample request

Post https://sspr.novell.com:8443/sspr/public/rest/randompassword HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

{

"strength":"50",

"minLength":"5",

"chars":"ABCDEFG12345690"

}

Sample reply
HTTP Status code: OK

{"error":false
"errorCode":0
"data":{"password":"4=d8C5"}}



Post Set Password
Sets/Changes the password for a user

ol REST x
REST URI lf‘tlps:f/aspr45.gmadr2.mvel.mmfswr I
Authentication Credentials
User |admhist|ator |
Password l...o...c | ﬁ

Get Random Password ~

Post Random Password

Parameters

Get Statistics v

REST API Description:

Set a user's password value
Reguest Reply
Execute Links Exit
Profile
Hone 9 load | Save Delete

Figure 142 - Post Set Password

This call requires user authentication.

The password that will be changed is the user specified in the Authentication Credentials portion of this
window unless the optional user is specified in the parameters window.



Parameters

Ol Parameters x

User || ‘

Password | &

[] Random?

Ok

Figure 143 - Post Set Password Parameters

User is the optional user to set the new password on. Note that the authentication user must have rights
to change the password on this user. Also, the HelpDesk profile must also be enabled in the SSPR
settings.

Password is the new password.

The checkbox Random? is to specify that the SSPR server should generate a random password. Note
that if the checkbox Random? is checked then no password value should be defined in the Password
field.

If successful, the password will be changed on the specified user or the authentication user if no user
was entered into the parameters window. The password is set in the directory and not in SSPR itself.
SSPR does not store passwords.



Sample request

Post https://sspr.novell.com:8443/sspr/public/rest/setpassword HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

{

"password":"TestPassword123"

}

Sample reply
HTTP Status code: OK

{"error":true
"errorCode":4034
"errorMessage":"New password is using a value that is not allowed"}



Get Statistics
Gets the current SSPR statistics

ol REST %
REST URI [H‘lps ://ssprd5 gmadr2 novell.com/sspr ‘
Authentication Credentials
User |adm'nist|ator |
Password [ooooo.oo | [E]

Post Random Password A
Post Set Password
Parameters
Get Status v
REST API Description:
Read system statistics
Reguest Reply
Execute Links Exit

Profile
None ~
CLE v Load Save Delete

Figure 144 - Get Statistics

User authentication is not required for this API.
Note that the SSPR server setting “Enable Public Health and Statistics Web Service” must be enabled.

Parameters

ol Parameters X

Statistic |
AUTHENTICATION_FAILURES
AUTHENTICATIONS
AUTHENTICATION_EXPIRED v

Figure 145 - Get Statistics Parameters

The table “Statistics” allows the selection of “All Statistics” (default) or a specific statistic.
Days indicates the number of days to include in the statistics.



Sample request

GET https://sspr.novell.com:8443/sspr/public/rest/statistics?days=20 HTTP/1.1
Accept: application/json
Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

Sample reply
HTTP Status code: OK

Server Response:

{"error":false

"errorCode":0
"data":{"EPS":{"AUTHENTICATION_DAY":"0.001"
"AUTHENTICATION_HOUR":"0.001"
"AUTHENTICATION_MINUTE":"0.001"
"DB_READS_DAY":"0.000"
"DB_READS_HOUR":"0.000"
"DB_READS_MINUTE":"0.000"
"DB_WRITES_DAY":"0.000"
"DB_WRITES_HOUR":"0.000"
"DB_WRITES_MINUTE":"0.000"
"INTRUDER_ATTEMPTS_DAY":"0.000"
"INTRUDER_ATTEMPTS_HOUR":"0.000"
"INTRUDER_ATTEMPTS_MINUTE":"0.000"
"PASSWORD_CHANGES_DAY":"0.000"
"PASSWORD_CHANGES_HOUR":"0.000"
"PASSWORD_CHANGES_MINUTE":"0.000"
"PWMDB_READS_DAY":"0.014"
"PWMDB_READS_HOUR™":"0.132"
"PWMDB_READS_MINUTE":"0.144"
"PWMDB_WRITES_DAY":"0.059"
"PWMDB_WRITES_HOUR":"0.485"
"PWMDB_WRITES_MINUTE":"0.346"}
"keyData":{"ActivatedUsers":"0"
"AuthenticationFailures":"0"
"Authentications":"7"
"Authentications_Expired":"0"
"Authentications_ExpiredWarning":"0"
"Authentications_PreExpired":"0"
"AvgAuthenticationTime":"421"
"AvglLdapSearchTime":"101"
"AvgPasswordStrength":"0"
"AvgPasswordSyncTime":"0"
"CaptchaFailures":"0"
"CaptchaPresentations":"0"
"CaptchaSuccessess":"0"



Get Status
Get the status of a user

ol REST X
REST URI ||11ps -/ /ssprd5 gmadr2 novell.com/sspr ]
Authentication Credentials
User |admhish'ator |
Password |...¢.ooo | E

Get Statistics ~
'
Post Verfy OTP | Parameters |
Post Verify Responses v
REST API Description:
Read users status data
Request Reply
Bxecute | Lnks = Bt
Profile
o S Save Dette

Figure 146 - Get Status

Parameters

The only optional parameter is User. Specify this value if you want to report the Status of a user other
than the authentication user.

Ol User Parameter X

o ]

Figure 147 - Get Status Parameters



Sample request

GET https://sspr.gmadr2.novell.com:8443/sspr/public/rest/status HTTP/1.1
Accept: application/json
Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

Sample reply
HTTP Status code: OK

Server Response:
{"error":false
"errorCode":0
"data":{"userDN":"CN=Administrator
CN=Users
DC=gmadr2
DC=novell
DC=com"
"ldapProfile":"default"
"userID":"Administrator"
"userEmailAddress":"testuser@gmail.com"
"passwordExpirationTime":"2015-08-28718:18:53Z"
"passwordLastModifiedTime":"2015-07-17718:18:532"
"requiresNewPassword":false
"requiresResponseConfig":false
"requiresUpdateProfile":false
"requiresinteraction":false
"passwordStatus":{"expired":false
"preExpired":false
"violatesPolicy":false
"warnPeriod":false}
"passwordPolicy":{"DisallowCurrent":"true"
"MinimumNumeric":"0"
"AllowNumeric":"true"
"MaximumSpecial":"0"
"AllowLastCharSpecial":"true"
"CharGroupsValues":".*[0-9]\n.*[*A-Za-z0-9]\n.*[A-Z]\n.*[a-z]"
"MinimumLength":"5"
"EnforceAtLogin":"false"
"AllowFirstCharNumeric":"true"
"MaximumUpperCase":"0"
"MinimumLowerCase":"0"
"UniqueRequired":"false"
"AllowAdminChange":"true"
"PolicyEnabled":"true"
"ADComplexityMaxViolations":"2"
"MaximumLength":"64"
"DisallowedValues":"password\ntest"



Post Verify OTP
Validate supplied one time password against a user's stored secret.

Ol REST X
REST URI ’I'"ﬂps:fr’sspr45_gmadr2.novel.mm;"sspr ‘
Authentication Credentials
User |adm'nist|ator |
Password ’...o...o | ﬁ
Get Statistics ~
Get Status
Parameters
Post Verfy Responses v
REST API Description:
Validate supplied one time password against a user’s stored secret
Request Reply
Execute Links Exit
Profile
None 0 Load Save Delete

Figure 148 - Post Verify OTP

This REST call is only valid in SSPR version 3.3 or higher.

Parameters

The only optional parameter is User. Specify this value if you want to report the Status of a user other
than the authentication user.

Ol User Parameter >

User

o ]

Figure 149 — Post Verify OTP Parameters



Smart Phone Setup

For this call to work correctly, One Time Password (OTP) must be enabled and configured in the SSPR
configuration settings. Either force setup and/or force with user option.

Then the user must register their smartphone.

If you forget your password, you can access your account by using your mobile device. Follow the
instructions below based on your device type.

Android | iPhone | Other
On your iPhone, tap the App Store icon.

1. ©On your phone, go to the App Store.
2. Search for Google Authenticator.
(Download from the App Store)
3. Tap the app. and then tap Free to download and install it.

Mext, open and configure Google Authenticator.

1. In Google Authenticator, tap "+, and then "Scan Barcode.”
2. Use your phone's camera to scan this barcode.
3. Once you have scanned the barcode, click the continue button.

D GEETIED

Figure 150 - Setup Mobile App Authentication

Testing

When clicking the Execute button the user will be prompted to enter a token. The token is displayed in
the Google Authenticator app.



Sample request

Post http://sspr.novell.com:8080/sspr33build96/public/rest/verifyotp HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==
{"token":564560}

Sample reply

HTTP Status code: OK

{"error":false

"errorCode":0

"successMessage":"The operation has been successfully completed.”
"data":true}



Post Signing Form
This REST call is used to generate signed form data for use with the Inject Post Signing Form. Used for
automating the new user registration.

ol REST >
REST URI hitps://ssprd5 gmadr2 novell .com/sspr I
Authentication Credentials
User _admhistrator |
Password T | &

Post Verify OTP PN

Post Verfy Responses

Post Signing Form Parameters
Inject Post Signing Form Data ¥

REST AP Description:

(Generate a signature for an extemal form
Request Reply
Execute Links Exit
Profile
None A
CLE ” Load Delete
Parameters

The parameter for this REST call is a single string value. This string can be a JSON or urlencoded
formatted string.

For example...
JSON string

{"givenName":"jason","sn":"rivardddd","mail":"sdasdsa@example.com"}

URLencoded string

nn

Source string: {"givenName":"jason"&"sn":"rivardddd"&"mail":"sdasdsa@example.com"}

Converted string:
%7B%22givenName%22%3A%22jason%22%26%22sn%22%3A%22rivardddd%22%26%22mail%22%3A%2
2sdasdsa%40example.com%22%7D



Data format?

Would you like to submit JSON or urlencoded data? Please click yes for
JSON formatted data or No for urlencoded data.

e ]| w

Ol Please enter JSON formatted data e

{"givenName":"jason","sn":"rivardddd","mail":"sdasdsa @example

com"}

For more details see this Technical Information Document (TID)
How to setup and use the Signing Form REST API (microfocus.com)

Sample request

Request:

Post https://sspr.novell.com/sspr/public/rest/signing/form HTTP/1.1
Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW5pc3RyYXRvcjpDbGlwcGVyMQ==

{"givenName":"jason","sn":"rivardddd","mail":"sdasdsa@example.com"}
Sample reply

Reply:

HTTP Status code:

{"error":false

"errorCode":0
"data":"H4sIAAAAAAAAAAGCAGP_UFdNLkdDTTEQRoBEsJONk1A9FKNNPsMOau6dGgnw9tviMREAIVmLEp9bOccjtXVg3hy2XRIGvihOkZHWS80I0e
g43XARvoxJZnzaWgmW,Y_sSoJrCFRHg4Ryn-1FhWCbrdzCyMkTyelfut1QZLuVxieZ_q2CK5w5jbsoFOj7fhHbaTDOkOWVq-
UMguPSc9BS02_blIHA8t3hGIs28ywx_-5wAAAA="}


https://support.microfocus.com/kb/doc.php?id=7024693

Inject Post Signing Form Data
This REST call takes its input from the Post Signing Form REST call. The purpose of this APl is to inject the
form data needed to automate the new user registration module.

ol REST *
REST URI https://ssprd5 gmadr2 novell com/sspr ‘
Authentication Credentials
User administrator ‘
Password sssssnne | @

Post Verify OTP A

Post Verfy Responses

Post Signing Form Parameters
Inject Post Signing Form Data [

REST API Description:

Inject the data from Post Signing Form REST call
Request Reply
Execute Links Exit

Profile

None ~

CLE W Lﬂﬁ Ddete

Parameters:

Ol Please enter page to inject data X

[oc ]

This APl accepts a single string parameter. The string is a combination of the server URL and the signed
data returned from the Post Signing Form API.

<server URL>/sspr/public/newuser/profile/guest?signedForm=<output from signedformdata rest call>

For example:

https://sspr.novell.com/sspr/public/newuser/profile/guest?signedForm=
H4sIAAAAAAAAAAGCAGP_UFdNLkdDTTEQRoBEsJONk1A9FKNNPsMOau6dGgnw9tviMREAIVmMLEp9b0ccjtXVg3hy2XRIGvihOkZHWS80I0eq43XAR
voxJZnzaWgmWi]Y_sSoJrCFRHg4Ryn-1FhWCbrdzCyMkTyelfut1QZLuVxieZ_g2CK5w5jbsoFOj7fhHbaTDOKkOWVg-
UMguPSc9BS02_blHA8t3hGls28ywx_-5wAAAA=



If SLAnalyzer detects that the input is invalid, it will display the following error message.

SLAnalyzer X

The parameter sprecified is incorrect.

The correct syntax is:
<mysspr.example.com>/sspr/public/newuser?signedForm= < signed
data from postsigningform REST call>

If the injection is successful, then the new user should be redirected to the set password page.

Ot Administrator Self Service Password Reset (SLAnalyzer) - O

Links Downloads Developertools Browser Tasks Zoom  Clear cache

Back ward Go ‘hnos //ssprd5.gmadr2 novell.com/sspr/public/newuser

SSPR Self Service Password Reset Administrator v (3 [

New User Registration

To register a new account, please complete the following form

New Password*

« Password is case sensitive.

= Must be at least 7 characters long

« Must not include any of the following values: password test

» Must not include part of your name or user name.

« Must not include a common word or c used sequence of ¢

Continue Cancel

Administrator + Idle Timeout: 4 minutes + = English

For more information, please see this Techinical Information Document (TID)
How to setup and use the Signing Form REST APl (microfocus.com)



https://support.microfocus.com/kb/doc.php?id=7024693

SSPR Quick Links

Ol SSPR Links

Public URLs

Application

Public Menu
Forgotten Usemame
Forgotten Password
Activate User

New User Registration
Public People Search

Management URLs
Application Reference

Administration Console
Configuration Summary
Confiquration Manager
Configuration Editor

SSPR 4.0 Appliance Console

SSPR documentation

. ~
Open with: Microsoft Intemet Explorer v

Authenticated URLs

Logged-in Menu
Change Password
Setup Responses
Setup OTP
Update Profile
Helpdesk

People Search
My Accourt

Command Serviets

Check All
Check Expire
Check Profile

Check Responses
By-Pass S50

Public SSPR Reference

Figure 151 - SSPR Quick Links

Open with:

This selection box allows the user to specify how the selected link will be processed. By default,
SLAnalyzer will attempt to open the selected link in the SLAnalyzer embedded IE window. By selecting a
different browser SLAnalyzer will attempt to open the link in the specified browser.
Support browsers:

e Embedded

e  Microsoft Internet Explorer

e  Microsoft Edge

e Motzilla FireFox

e Google Chrome

Note that SLAnalzyer will attempt to validate that the selected browser is installed on the workstation
after clicking a specified link.

Clicking any of the quick links will display the selected link.

Ol Password Self Service (SLAnalyzer) — [m| X

Links Downloads Developertools BrowserTasks Zoem  Clear cache

Back Go https.//www pwm-project.org/pwm./public/reference/

Reference Library

Password Self Service

Environment

Settings

License

Display_Strings

REST Services

Errors, Audit Events and Statistics
LDAP Schema Definition




SSPR Rights Validator

This feature provides a mechanism to communicate with the underlying LDAP directory configured with
SSPR. SSPR requires specific rights to be assigned to the proxy user so that it can perform password
changes and other activities on behalf of the user.

Note: Although this feature is designed for validation of SSPR rights, it can be used to validate any object
rights to another object. Test user is the destination object and proxy user is the source object. The only
limitation here is that SLAnalyzer requires a password for the destination object (test user) if testing
against a non-user object, or simply another object that you don’t know the password for, then just
enter any text in the password field. When the import button is clicked then an error will be reported
that SLAnalyzer cannot login as the test user, but the table will be populated with the attribute data and
rights found for the source user against the destination user.

The SSPR validator has 4 methods of operation

1. AD (Active Directory) — Using the Microsoft client access AD attribute data.
2. eDirectory — Using the Novell client access eDir attribute data.
3. LDAP — Using LDAP access attribute data over a non-secure connection. Note destination server
can be AD, eDir or any other LDAP v3 compliant server.
4. LDAPS - Using LDAP access attribute data over a secure connection. Note destination server can
be AD, eDir or any other LDAP v3 compliant server.
Ol SSPR Rights Validator X

Test User

Usemame |

Password &
Directory type
O ap O eDirectory O LDAP O LDAPS
Proxy User
Usemame [ |
Password &
Other Accounts

Help Desk Operator [ |

Guest Manager |

Load Import

Profile

>

None

AD:gmadr2 novell. com Load Delete

<

Figure 152 - SSPR Rights Validator



Window components:
The SSPR Rights Validator window has the following fields.

Test User Credentials — Enter the username and password of the destination (test) user
Directory type — Select AD, eDirectory, LDAP, or LDAPS

Proxy User Credentials — Enter the username and password of the source (proxy) user

Other Accounts — Optionally specify the credentials for help desk or guest manager user objects.
When clicking on one of the Other Accounts field the user will be prompted for objects
credential data.

Data Table — This table is loaded by clicking the Load or Import buttons

Load button — Loads the data table with the information from an sspr permissions file
(LDAPPermissionRecommendations.csv). This file can be exported from an SSPR 4.x manager
page or can be obtained from a downloaded 4.x support bundle. This file is not available from
older versions of SSPR.

Import button — Queries the configured directory for attribute information and populates the
table with a listing of all available attributes and their respective rights.

Report window — Lists detailed information about actions taken within the SSPR Rights Validator
window.

Profile data — Allows the storing and retrieving of configuration information of the SSPR Rights
Validator window. For general information regarding the use of the profile options refer to the
profile data section of the SSPR REST client section of this document. Data stored with this
option will be saved to: HKEY_CURRENT_USER\Software\MicroFocus\SLAnalyzer\SSPRRights.

Data table:
Line  Column 1 Column 2 Column 3 Column 4 -
1 Prosgy User = Al CN read LDAP = LDAP Directori...
pd Prosgy User = Al pwm Last Pwdlpdate write LDAP = LDAP Directori... ||
3 Prosgy User = Al mail read Settings + Email < Email ...
4 Prosgy User = Al cn read Policies = Password Poli...
B Prosgy User = Al givenMame read Policies = Password Poli...
& Prosgy User = Al an read Policies = Password Poli...
7 Prosgy User = Al pwmEventLog write Settings = Auditing = Us_.. | _

When the data table is first loaded or imported it is not colorized. As tests are performed the table is
colorized to indicate the results of the attribute test.

Yellow — Attribute contains no data or source user is unable to read
Green — Successfully tested Read or Write access
- — Some type of error condition occurred while attempting to access/test attribute access



Report window:

After clicking the Import or Load buttons the report window is displayed to show detailed information
about the rights found on the specified attributes within the table.

ol SSPR Rights Validator — a X

Save | Analyze *=

Wite night to: uSNCreated A
Wite nght to: uSNDSALastObjRemoved
Winte nght to: USNIntersite

Wite nght to: uSNLastObjRem

White nght to: uSNSource

Wite nght to: wbemPath

Wite nght to: welKnownObjects

Wite right to: whenChanged

Wite nght to: whenCreated

Winte nght to: wWiWHomePage

Wiite nght to: x121Address

Wite night to: x500uniqueldentifier

Figure 153 - SSPR Rights Validator report



AD and eDirectory Data table menu:

After a table is loaded then the following context menu is available. Right click anywhere within the data
table to display the context menu.

Test Read (single) Attribute
Test Read (all) Attributes

Test Write (single) Attribute
Test Write (all) Attributes

Clear Single Attribute
Change User Password

Clear Test Results

Figure 154- SSPR Rights Validator AD/eDirectory data table menu

LDAP and LDAPS Data table menu:

After a table is loaded then the following context menu is available. Right click anywhere within the data
table to display the context menu.

Test Read (single) Attribute
Test Read (all) Attributes

Test Write (single) Attribute
Test Write (all) Attributes
Clear Single Attribute

Get Effective Rights

Get Server Info

Change User Password

Reset Password

Clear Test Results

Figure 155 - SSPR Rights Validator LDAP data table menu

Data table menu items:

Test Read (single) Attribute — Will attempt to read the selected attribute from the table.
(Available in both table menus)

Test Read (all) Attributes — Will attempt to read all attributes listed in the table with Read rights.
(Available in both table menus)

Test Write (single) Attribute — Will attempt to write to the selected attribute from the table.

If the attribute is defined and there is a current value, then SLAnalyzer will read the current

value, delete the value, and then attempt to write the original value back to the selected
attribute. If the attribute is not already defined, then the user will be prompted if they want to
add an entry. If they reply yes, then SLAnalyzer will attempt to add a new value to this attribute
on the test user object. Please note that the recommended method of adding an attribute value
is with the manufacturers provided management tool. Once the attribute is defined and
contains a valid value then SLAnalyzer will use this formatted value to perform this write test.
(Available in both table menus)



Test Write (all) Attributes — Will attempt to write to all attributes that already contain a value. If

the attribute is not set, then SLAnalyzer will not attempt to write to the attribute. Only
attributes that contain values will be tested. If an attribute that is not set is desired to be tested
for write access, first use the Test Write (single) Attribute option to define a new value. When
this option is selected, SLAnalyzer will first read the current value, delete the value, and then
attempt to write back the original value. Typically, if there is a problem with write access to the
attribute then the attempt to delete the value will fail. (Available in both table menus)

Clear Single Attribute — Will attempt to delete the value of the selected attribute. (Available in

both table menus)

Get Effective Rights — Will attempt to query the LDAP server for effective rights information on
the selected attribute. Note that Active Directory servers do not support this LDAP query. Also,
this option utilizes the Novell LDAP library. (Available only with eDirectory LDAP servers)

Get Server Info — Will attempt to read information about the LDAP server. (Available only in the
LDAP tables)
Change User Password — Will attempt to change the test user’s password with the selected

source user from the table. For example, selecting Proxy User -> All will attempt to change the
test users password while logged in as the Proxy User. This option is for the testing of other
objects changing the password of the test user. If you select a Self object from the table a
message will be displayed that this is not supported. The only valid options are Proxy User, Help
Desk, and Guest Manager. (Available in both table menus)

Reset Password — Will attempt to reset the users’ password. For LDAP directories reset
password does not use the old password value and requires specific rights for changing another
objects password value. (Available only in the LDAP tables)

Clear Test Results — Clears any test results from the report window and colorization in the table.
(Available in both table menus)



Read single attribute value

To test the ability to read the value of an attribute of the test user, select the desired line from the table
and right click and select Test Read (single) Attribute.
Ol SSPR Rights Validator X

Test User
Usemame |naafu!er |

Password |o.--oo-- I ﬁ

Directory type
@ AD (O eDirectory O LDAP O LDAPS

Server or Domain |gmadr2,nnvell com |

Proxy User
Usemame [administrator |
Password |oooooooo I @
Other Accounts
Help Desk Operator | |
Guest Manager | I
Line  Objects Attribute Rights Setting Profile o]
1 Proxy User = ldsn na
2 | Proxy User ma R e L MaiAdtr.. | defaut
1 Prosy User pwmE: Test Read (all) Attributes ap attibute | defaut
4 Proxy Lser pwmOt] Test Write (single) Attribute et |dap.attr... | default
5 Proxy User pwmOt] Test Write (all) Attributes bt Idap attr... |default
6 | Seff | pwmOy Clear Single Attribute 2t Idap attr... | defaul
7 Self - Others photo parch pho... |default v
: Change User Password
Load Clear Test Results Import
Profile
None A
v Load Save Delete

For this example, SLAnalyzer will login as the proxy user with the credentials provided and then attempt
to read the attribute designated in Column 2 (CN).
The report window shows:

% %k %k k k %k

Read attribute data.

3% 3k %k ok %k k.

Attribute selected: cn
Attribute value: SSPR LDAP



Read all attribute values
To test the ability to read all the currently populated attributes of the test user, right click on the table
and select the option Test Read (all) Attributes.

1 ol SSPR Rights Validator X

Test User
Usemame ‘naduser |

Password ‘C.....ll I ﬂ

) Directory type
| @®) AD (O eDirectory O LDAP (O LDAPS

Server or Domain ‘g‘naer_nouell_com |

Proxy User
Usemame [admiristrator |
Password ‘oooooou |E
Cther Accounts
Help Desk Operator | |
Guest Manager ‘ |
Line  Objects Attribute Rights Setting Profile ad
Proxy User
2 Proxy User mail Test Read (single) Attribute Adtri... |default
3 Proxy User pmeveﬁlll Test Read (all) Attributes ltirbute | default
4 Proxy User pwmOtp Se Test Write (single) Attribute p atir... | defaul
5 | Proxy User |PwmOtpSeq  Test Write (all) Attributes p 2., | defaut
6 Self pwmOtpSeq ip attr._. | default
Clear Single Attribute
7 Self - Others photo pho... |default v
- - Change User Password -
Load Clear Test Results . Import
Profile
None ~ I
| v | Load Save Deleto

Figure 156 - AD Read all attribute values

Line  Column 1 Column 2 Column 3 Column 4 ol
1 Prosy User = All CHN read LDAP = LDAP Directori...
2 Proxy User = Al pwmlLastPwdUpdate write LDAF = LDAF Directori... || =
3 Proxy User = Al mail read Settings = Email = Email ... |||
4 Proxy User = Al cn read Policies = Password Poli....
5 Proxy User = Al givenMame read Policies = Password Pali..
6 Proxy User = Al sn read Policies = Password Poli....
7 Proxy User = Al pwmEventLog write: Seftings = Auditing = Us... | -

ok Kok Kok

Read All Active Directory attributes.
% %k %k %k %k k

Attribute selected: cn

Attribute selected: givenname
Attribute selected: samaccountname



Write single attribute value:

To test the ability to write a value of an attribute of the test user, select the desired line from the table
and right click and select Test Write (single) Attribute.

ol SSPR Rights Validator X

Test User
Usemame ‘naafuser ‘

Password ‘"------ I &

Directory type
(@ AD () eDirectory O LpapP (O LDAPS

Server or Domain ‘gmaer,novell com ‘

Proxy User
Usemame  [administrator ‘
Password ‘ooo-oouo I &
Other Accounts
Help Desk Operator | \
Guest Manager ‘ J
Objects
1 Proxy User
Test R ingl
2 Proxy User mail read est Read (single) :
3 Proxy User pwmEventLog i Test Read (all) Attributes
4 Proxy User pwmOtpSecret read Test Write (single) Attribute ‘I(
5 Proxy User pwmOtpSecret wit Test Write (all) Attributes bt
6 | Se¥ | pwmOtp Secret | writ Clear Single Attribute it
7 Self - Others hot it
- £ = Change User Password |
P Clear Test Results
Profile
None A
v Load save Delete

This option first checks the value of Column 3 to see the rights listed. If the rights are not Write then an
error message is displayed to the user.

SLAnalyzer

Selected attribute does not have write access, Write test cannot be performed.




When Column 3 includes the right read then SLAnalyzer will first attempt to read the current value of
the attribute selected. If the attribute contains no value then SLAnalyzer will return a message.

SLAnalyzer @

Attribute is not set,

The user is then prompted if they would like to add a new value.

SLAnalyzer

Do you want to add an entry for this attribute?

E3

If the user selects “No” then the process is aborted. If the user selects “Yes” then SLAnalyzer prompts
the user for the value. SLAnalyzer does not always attempt to format the value properly for the attribute
type. For example, if the value of the attribute is expected to be a number but the user enters a word
then the new value addition will fail. It is recommended that populating attribute values be done with
the appropriate manufacturer’s administration tool.

Ol Please enter test value

Enter Directory String value

Cox 1]

X

If the user enters no value, then the process is aborted. If the user enters some value, then the data
entered is submitted to the directory. The directory will validate the data and either accept or deny the
value. SLAnalyzer will display the return status and colorize the table item accordingly.

The report window displays the results of the operation.

3% 3k %k ok %k k.

Write attribute data.
ok ko Kk

Successfully wrote to attribute: mail

A subsequent read shows:
*ok ko Kk

Read attribute data.
ok ko Kk

Attribute selected: mail

Attribute value: ssprldap@novell.com


mailto:ssprldap@novell.com

Write all attributes:
To test the ability to write all populated attributes of the test user, right click on the data table and
select Test Write (all) Attributes.

ot SSPR Rights Validator X

Test User

Usemame |naafuser ‘

Password |¢.---1-- @

Directory type
@® AD (O eDirectory O LDap (O LDAPS

Server or Domain |gmadr2.novell.com |

Proxy User
Usemame |admmistratur ‘

Password |uouuo &

Other Accounts
Help Desk Operator | \

Guest Manager | ‘

Line  Objects Attribute Rights Setting Profile ~

sAMAccount Mece

Test Read (all) Attributes

18 Proxy User givenName default
19 Proxy User sn Test Write (single) Attnibute default
20 Proxy User mail Test Write (all) Attributes quest
2 Proxy User givenName Clear Single Attribute guest
- Fromy User il Change User Password guet hd
Load Clear Test Results Import
Profile
S [ Lead Seve Doite

This option will only test the ability to write to attributes that already contain a value and are marked
with the Write right in Column 3 of the data table. The following process occurs.
1. Check column 3 for write right
a. If write access listed then continue
b. If write access is not listed then skip attribute
2. Connect to server as Source user listed in Column 1
3. Read attribute value listed in Column 2 from test user
a. If attribute contains value then continue
b. If attribute doesn’t contain a value then skip attribute
4. Delete attribute value
5. Write original value read in step 3 back to attribute of test user
6. Return to step 1 and continue with next attribute from data table

If an attribute is skipped, then it will be colorized as Yellow
If an error is encountered, then the item will be colorized as Red
If successful read/del/write then the item will be colorized as Green



Clear single attribute:
To test the ability to delete an attributes value on the test user, select an item from the data table and
then right click and select Clear Single Attribute.

Ol SSPR Rights Validator X
Test User
Usemame |naafuser ‘
Password |..------ J &
Directory type
® AD O eDirectory O LDAP O LDAPS
Server or Domain |gmadr2.novell.com |
Proxy User
Usemame [administrator \
Password |c'o'0'o. } )
Other Accounts
Help Desk Operator | \
Guest Manager | J
Line  Objects Aftribute Rights Setting Profile ~
16 Proxy User sAMAccountName | read recovery form
17 Proxy User mail write: newllser form default
18 Proxy User givenName wiite Test Read (single) Attribute
19 Praxy User = .wnte Test Read (all) Attributes
20 Proxy User mail write Test Write (single) Attribute
21 ,me User VgivenName an'te Test Write (all) Attributes
22 |Proxy User = M T Clear Single Attribute |v
Load Change User Password
Clear Test Results
Profile
None A
v Eom EEXE Pees

If successful, the table entry colorization will be removed. If there is an error, then the table will remain
unchanged, and the report window will display the error message.



Get Effective Rights:
This option is only valid for eDirectory servers. This option is not supported by Microsoft Active
Directory servers.

Ol SSPR Rights Validator X
Test User &
Usemame |m=naa‘fuser_n=novdl |
Password |.....I.I I El
Directory type 1
O AaD (O eDirectory O LDAP (® LDAPS
Serverport |oes agmadr2 novell.com ‘ : |G3G | I
Proxy User
Usemame |m=ad1'nin.o=nuve|| |
Password |oooooooo | &
Other Accounts
Help Desk Operator | |
Guest Manager | |
Line  Objects Atribute Rights Setting Profile ~
Proxy User sAMAccountName | read recovery form
= T P
Test Read (single) Attribute
18 Proxy User givenName write
1 t 1 Test Read (all) Attributes
19 Proxy User sn write
20 | Proxy User -mai 'wrﬂe Test Write (single) Attribute
21| Proxy User | givenName [wite Test Write (all) Attributes
2 _Proxy User sn | wiite Clear Single Attribute I
Get Effective Rights
Load Get Server Info
Change User Password
| Load Reset Password
L S Clear Test Results

After successfully completing the Get Effective Rights call the report window will display the results of
the test.

Successfully bound to server as User: cn=ssprproxyuser,o=novell
Get Effective Rights for: givenName

CompareAttributes: true
ReadAttributes: true
Write/Add/DeleteAttributes: false
Add/DeleteSelf: false

Supervisor: false



SSL Connection Failure

The Novell LDAP library uses the mono connection libraries to connect to the LDAP server. Mono has its
own certificate database for secure connections. If an SSL/TLS encryption failure is encountered, then
the user will be prompted to import the server certificates.

SLAnalyzer 3

551 connection failure. Weould you like to reimport the server certificates?

e [ & ]

If the user clicks “Yes” then SLAnalyzer will run the mono certmgr utility and import the server
certificates for the SSL/TLS connection. If the user clicks “No” then no action will be taken, and the
process is aborted.

The SLAnalyzer report window will display the certificate import information.

HHHHH T

Import certificate information

HHBHHHHHEHH R

Mono Certificate Manager - version 4.6.2.0

Manage X.509 certificates and CRL from stores.

Copyright 2002, 2003 Motus Technologies. Copyright 2004-2008 Novell. BSD licensed.

Self-signed X.509 Certificate v3
Issued from: OU=0rganizational CA, O=OESTREE
Issued to: OU=Organizational CA, O=OESTREE
Valid from: 9/29/2014 3:01:59 PM
Valid until: 9/28/2024 3:01:59 PM

Import this certificate into the Trust store ?

X.509 Certificate v3
Issued from: OU=Organizational CA, O=OESTREE
Issued to: O=OESTREE, CN=linux-61w4.site
Valid from: 2/14/2017 3:28:19 PM
Valid until: 2/14/2019 3:28:19 PM

Import this certificate into the AddressBook store ?

2 certificates added to the stores.



The mono certificate databases are in the users roaming profile folder.

(= Eom ==
@le , « AppData » Roaming » .monoc » certs » Trust v|¢,|| Search Trust PI
Organize » Include in library « Share with » Burn New folder =+ [ IZ@I
. OICE_15 974FAS576_32C1D314 1530 “ | Name ’
4 || Roami
e 5 ski-2B9180F240D38BIFBCO3BFO3C575E74 BCDIFDSSE. cer
4 | .mono
4 | certs
, AddressBook
. Trust
e - 4 n »

After importing new certificates SLAnalyzer needs to be restarted. The user is prompted to restart. If the
user chooses cancel, then the current option will still fail until the application is restarted.

SLAnalyzer @

SLAnalyzer needs to restart after updating certificates. Click ok to restart

QK l [ Cancel




Get Server Info:
Queries the LDAP server for rootDSE information about the server.

Ol SSPR Rights Validator >
Test User
Usemame |m=naafmer.o=novell ‘
Password |..--c.u- I El
Directory type |
O AD O eDirectory O LDAP (®) LDAPS
Serverport |oes.gmadr2.nove4l.con'u | : |B3G |
Proxy User
Usemame |m=adrn|n,o=novell ‘
Password |ooooouo |E
Other Accounts
Help Desk Operator | |
Guest Manager | ‘
Line Objects Adtribute Rights | Setting Profile |~
16 Proxy User sAMAccountName | read recovery form
Test Read (single) Attribute
18 P User ivenM il
o {grenTome s Test Read (all) Attributes =
19 Proxy User sn wil it
20 Proxy User mail wi Test Write (single) Attribute A
21 Praxy User givenName wii Test Write (all) Attributes A
22 Praxy User sn wil Clear Single Attribute it ~;
Get Effective Rights
Load Get Server Info |
Change User Password
Reset Password Id.s
L R Clear Test Results .

The LDAP server will return information about supported features and controls.

See sample reports within the appendix.

e Active Directory
e eDirectory



Change User Password:
This option allows the testing of a user to change the password or another user.

Ol SSPR Rights Validator X

Test User

Usemame |cﬂ=adminishdnr‘cn:users.dc:gmaer.dcmovell.dc=co|11 |

Password |..".n- I &
Directory type

O AD (O eDirectory O LDAP @ LDAPS
Serverport |gmadr2,novel| com | : |636 | |

Proxy User

Usemame |m=adm|n|strdorm=users_dc=gmadr2,dc=nnv=ll.dc=com |

Password |ooo.o.on I &
Other Accounts
Help Desk Operator | |
Guest Manager | |

Line  Objects Attribute Rights Setting Profile A

Proxy User

1
2 o
3 Proxy User pwmEvertLog wite Test Read (all) Attributes
4 Proxy User pwmOtp Secret read Test Write (single) Attribute
5 | Proxy User [owmOwSecret | wite Test Write (all) Attributes
6 | Sef | pwmOtp Secret | write: Clear Single Attribute |
7 |Sek = Others |pheto |read Get Effective Rights ~
Get Server Info
Load
‘ Change User Password

Profile Reset Password

A

LDAPS 0es gmadr2. novell.com v Clear Test Results

In the data table select a line for the source user (listed in Column 1) that you would like to test the
ability to change the test user’s password. Note that this option is only valid for the objects Proxy User,
Help Desk Operator, and Guest Manager.

The user is prompted for a new password value.

Ob New Password X

Password

Cox ]

Entering no value or closing without any value will cause the change password to abort.



Reset Password:
Reset password is different than change password because it requires specific rights since it does not
know or provide the old password value during the reset event.

ol SSPR Rights Validator X ‘
Test User
Usemame |m=ad-ririst|aor,m=users.dc=grnadr2.dc=nuvel\‘dc=cun I
Password |t.--t.-- ]IE
Directory type
O AD () eDirectory O LpapP (®) LDAPS
Serverport |grnadr2novell.com | H |636 |
Proxy User
Usemame |cn=adrriristrdorm=user:.dc=gmadr2.dc=nove|\‘dc=corn |
Password |oo.ooo.o ||E
Other Accounts
Help Desk Operator | |
Guest Manager | |
Line  Objects Adtribute Rights Setting Profile ol
1 Proxy User ; Idan namina Attibide | defalt
2 Proxy User mail read Test Read (single) Attribute
3 Proxy User pwmEvertLog wite Test Read (all) Attributes
4 Proxy User pwmOtpSecret read Test Write (single) Attribute
5 Praxy User pwmOtpSecret write Test Write (all) Attributes
& Sef pwmOtp Secret wiite Clear Single Attribute
7 |Sef~Ofbwn __[photo read Get Effective Rights [v
Get Server Info
Load
Change User Password
| Reset Password
LDAPS gmadr2 novel.com |
LDAPS:0es gmadr2 novell.com v Lo. Clear Test Results




AD Validator (using Microsoft client)

Ot SSPR Rights Validator x
Test User
Usemame [naafuser |
Password ‘..uuu ]
Directory type
@® AD () eDirectory O LDAP O LDAPS
Server or Domain ‘gmadrz.novell.cm ‘
Proxy User
Usemame ‘admmls!rator |
Password ‘uuono 6|
Other Accounts
Help Desk Operator | |
Guest Manager ‘ |
Line  Column 1 Column 2 Column 3 A
0 Proxy User - Test User accountExpires Read/Write
1 Proxy User - Test User accountNameHistory Read/Write
2 Proxy User - Test User aCSPolicyName Read/Write
3 Proxy User - Test User adminCourt Read/Write
4 Proxy User - Test User adminDescription Read/Write
5 Proxy User - Test User adminDisplayName Read/Write
6 Proxy User - Test User allowedAttributes Read v
Loxd
Profile
None ~
D g2 navel o - Load Save Delete

Figure 157 - SSPR AD Rights Validator

e Enter any AD user as the test user to validate against.

e Select AD as the directory type.

e Specify the DNS or IP address of the domain server.

e Enter the SSPR proxy user to check rights to the defined test user.

e Optionally, you can enter a Help Desk Operator and/or a Guest Manager.

Click the load button to load an LDAPPermissionRecommendations.csv file.
Click the import button to import attribute information from the domain server.

The user object names are located via the global catalog for the specified Domain. Syntax for user object
should be just the user’s login name. For example, “administrator”. This is defined as a user attribute
called “sAMAccountName”.

Warning: This tool will write to the test users’ attributes. Make sure the test user being used here can be
recreated if necessary.



eDirectory Validator (Using Novell/OES client)

Figure 158 - SSPR eDirectory Rights Validator

Click the load button to load an LDAPPermissionRecommendations.csv file.
Click the import button to import attribute information from the domain server.

Syntax for user object should be in the NDS full distinguished name format.
For example: username.context.context.

Warning: This procedure will logout any currently logged in connection. Please make sure you save your
data in other applications that might be accessing resouces located on any Novell client connected

server.

Warning: This tool will write to the test users’ attributes. Make sure the test user being used here can be

recreated if necessary.

Ol SSPR Rights Validator
Test User
Usemame |naafusa.novell |
Password |..uun J &
Directory type
O AD (® eDirectory (O LDAP (O LDAPS
Server [192.168.1.243 |
Proxy User
Usemame |adrnin novel |
Password |oooooooo| ‘ &
Cther Accounts
Help Desk Operator | |
Guest Manager | |
Line Column 1 Column 2 Column 3
0 Proxy User - Test User accountExpires Read/Write
1 Proxy User - Test User accountNameHistory Read/Write
2 Proxy User - Test User aCSPolicyName Read/Write
3 Proxy User - Test User adminCount Read/Write
4 Proxy User - Test User adminDescription Read/Write
5 Proxy User - Test User adminDisplayName Read/Write
6 Proxy User - Test User allowedAttibutes Read
Load Import
Profile
AD:gmadr2 novell.com A
D 192.168.1.243 v ‘ Load Save Delets

Enter any eDirector user as the test user to validate against.
Select eDirectory as the directory type.
Specify the DNS or IP address of the eDirectory server.
Enter the SSPR proxy user to check rights to the defined test user.

Optionally, you can enter a Help Desk Operator and/or a Guest Manager.




LDAP/LDAPS validator

Ol SSPR Rights Validator X
Test User
Usemame |t:nﬁdm\n\drdur,mmsers.dc=gmadr2.dc=nuve||,dcz:{)m |
Password |".u"- &
Directory type
QO AD () eDirectory O LDAP @) LDAPS
Serverport |gmadr2,novell com | . ‘636
Proxy User
Usemame |a-ladm\msiralor.m=users.dca;madr2.dc=nuvell.d:=com |
Password |olo-ocoo ] &
Other Accounts
Help Desk Operator | |
Guest Manager | |
Line  Column 1 Column 2 Column 3 A
0 Proxy User - Test User samaccountname Read
1 Proxy User - Test User logoncount Read
2 Proxy User - Test User codepage Read
3 Proxy User - Test User objectcategory Read
4 Proxy User - Test User description Read
5 Proxy User - Test User usnchanged Read
6 Proxy User - Test User instancetype Read v
Load
Profile
eDiroes. gmadr2.novell.com ~
LDAPS gmadr2 novel.com v Load Save Dty

Figure 159 - SSPR LDAP Rights Validator

e Enter any LDAP user as the test user to validate against. Use fully qualified name in LDAP syntax.

e Select LDAP as the directory type.

e Specify the DNS or IP address of the LDAP server

e Specify the TCP port. Typical values (LDAP 389/LDAPS 636)

e Enter the SSPR proxy user to check rights to the defined test user. Use the fully qualified name in
LDAP syntax.

e Optionally, you can enter a Help Desk Operator and/or a Guest Manager.

Click the load button to load an LDAPPermissionRecommendations.csv file.
Click the import button to import attribute information from the LDAP server.

The user object names must be specified with the full LDAP naming syntax. (DistinguishedName/DN)
For example:

(AD server) cn=username,cn=users,dc=gmadr2,dc=novell,dc=com

(eDirectory server) cn=username,o=novell

Warning: This tool will write to the test users’ attributes. Make sure the test user being used here can be
recreated if necessary.



Command

The options under command require SSH access to the server. When selecting one of these options the
user will be prompted for their SSH credentils. These options are only valid for SSPR servers deployed as
WAR or as an Appliance. After making an SSH connection the the command.sh script will be executed to
perform the desired option.

Get App Version
This option will return the version of SSPR running on the selected host.

Ol Results for Command: version - O X
Save @l Analyze tE

bUZS—OQ-EETTE#?:MZ. OnelJar, using work directory: /root/.sspr-workpath/work-sspr-8443-omd
2023-09-22T16:47:14Z, OneJar, purging work directory: /root/ sspr-workpath/work-sspr-844 3-omd
2023-09-22T16:47:16Z, OneJar, deployed war

SSPR v4.7.0.0 b83 r35b5b843 Command Line Uity

applicationPath=/config

environment intialzed

SSPR version v4.7.0.0 b83 r35b5b843

Clear Local Responses

This option will clear all users responses from the database. This will result in users needed to recreate
any saved responses. Make sure there is a backup of the server before using this option since all user
data will be erased.

Lock Configuration

Ol Results for Command: Configlock - O X
Save u Analyze tE

2023-09-22T16:58:01Z, OneJar, using work directory: /root/. sspr-workpath/work-sspr-8443-omd
2023-09-22T16:58:01Z, OneJar, purging work directory: /root’ sspr-workpath/work-sspr-844 3-cmd
2023-09-22T16:58:03Z. OneJar, deployed war

SSPR v4.7.0.0 b83 r35b5b843 Command Line Uity

applicationPath=/config

envronment inalized

success: configuration has been locked

Please see the administration guide in the online SSPR documentation.
Configuring Locked and Unlocked Modes - Self Service Password Reset 4.7 Administration Guide

(netig.com)



https://www.netiq.com/documentation/self-service-password-reset-47/sspr-adminguide/data/configuring_lockmodes.html
https://www.netiq.com/documentation/self-service-password-reset-47/sspr-adminguide/data/configuring_lockmodes.html

Unlock Configuration

Ol Results for Command: ConfigUnlock - O X

Save @l Analyze "'_E

2023-09-22T16:57:13Z, OneJar, using work directory: /root/.sspr-workpath/work-sspr-8443-omd
2023-08-22T16:57:13Z, OneJar, purging work directory: /root/ sspr-workpath/work-sspr-8443-cmd
2023-09-22T16:57:15Z, OneJar, deployed war

SSPR v4.7.0.0 b83 r35b5b843 Command Line Utiity

apphcationPath=/config

envronment intakzed

success: configuration has been unlod:ed{

Please see the administration guide in the online SSPR documentation.
Configuring Locked and Unlocked Modes - Self Service Password Reset 4.7 Administration Guide

(netig.com)

Set Configuration Password

When attempting to access administrative functions in SSPR, the user is prompted for the configuration
password. This option allows a user to reset the configuration password without having to manually
modify the configuration file.

ot Administrator Self Service Password Reset (SLAnalyzer) - m} X

Links Downloads Developertools BrowserTasks Zoom  Clear cache

Back orward Go |h&ps‘l/ssprd5 gmadr2 novell. com/sspr/private/config/editor |

SSPR Self Service Password Reset Administrator () B .

Configuration Manager

Configuration Password

[Passworc l

[ Remember password for 1 hour.

Sign in Cancel

Previous Authentications -

When executed the user will be prompted for the new password.

ol Enter New Configuration Password X

opentext"

I E—
Cancel



https://www.netiq.com/documentation/self-service-password-reset-47/sspr-adminguide/data/configuring_lockmodes.html
https://www.netiq.com/documentation/self-service-password-reset-47/sspr-adminguide/data/configuring_lockmodes.html

Delete Configuration

This option should be used only in cases where a server needs to be reset to the state of a new server. It
will not contain any configuration and when navigating to the server with a browser session the new
configuration wizard will be displayed. Make sure a backup of the server configuration file has been
taken prior to executing this function. The old configuration is not retained.

After this option completes then please reference the SSPR installation guide in the online
documentation for steps using the configuration guide.

Using the Configuration Guide - Self Service Password Reset 4.7 Installation Guide (netig.com)



https://www.netiq.com/documentation/self-service-password-reset-47/sspr-install/data/config-guide.html

Advanced Authentication
The Advanced Authentication menu has several options.

REST Client

Risk Services

Remote Admin

Add CA Root Certificate
Find PostGres User
Gather Server Stats

Monitor server performance

Replace OSP Certificates

Lo NV R WDNPR

Reset Local Admin Pwd
10. OSP / OAuth2

11. Get OpenlID Config

12. Get SAML metadata

13. Check AAuth connectivity




REST Client

Ol Advanced Authentication *

REST URI | |

Authentication Credentials
User | |

Tenant

[Top

Password | | E|

Check Debug Logging State ~
Generate Support Bundle

Enrall

Logon 7] [] Enable Profiling

[] Advanced

Links Exit

Profile

>

Mone
https://10.204.128 50 v Load Delete

Ready

Figure 160 - Advanced Authentication

Note: This feature requires an endpoint session between the workstation and the AAF server. Prior to
using this feature, you must enable one of the diagnostic endpoints or create a new endpoint. Click the
links button and then click Endpoints, or see section Advanced/Register New Endpoint, Advanced/Read
Endpoint Info, Advanced/Update Endpoint Info.

AAF REST Client Window components
The main window for the AAF REST client is composed of several components.

e REST URI

e Tenant

e Authentication Credentials
o User

o Password
e REST Calls Selection box
e Parameters button
e Enable Profiling checkbox
e Advanced checkbox
e Request window
e Reply window
e  Execute button
e Links button
e  Exit button




e Status message
e Profile data

When executing one or more of the items in the REST call window SLAnalyzer will display the Packet
data window. This window provides detailed information on the request and reply information.



REST URI

The REST URI is the full URL of the AAF appliance.
For example
https://aaf.mydomain.com

Note that if the AAF Windows client is installed on the workstation then configuration data is read from
the config.properties file located at C:\ProgramData\NetIQ\Windows Client.

Tenant

This field defaults to TOP. For customers using a multi-tenant configuration then the desired tenent
should be entered to manage that specific tenant. This would include SaaS configurations accessing AAF
in the cloud.

Authentication Credentials

The username and password provided in the authentication credentials are encrypted and included in
the http header for authentication.

User

Any valid LDAP user located in the AAF repository. You can specify the repository first and then name.
For example: OESTREE\aafuser

If the repository is not specified, then the default repository will be used to authenticate the user.

Password
Password of the LDAP user

REST Call Selection box
Listed in the selection box are the possible REST calls that can be made to the AAF appliance. Each call

has its own possible parameters and other requirements. Please refer to the documentation below for
each possible REST call.

Initially the REST Call Selection box lists several automated processes. These items will invoke the
necessary REST calls to perform the described activity.
For example, the logon process calls:
1. Create Endpoint Session — To create an endpoint session with the appliance
Get Authentication Chains — To acquire a list of login methods from the appliance
Logon — To initiate the logon process with the user selected chain
Logon Do — To complete the logon process with the user selected chain
If Logon Do indicated that there are more methods to authenticate to complete the login then
issue Logon Next, then repeat steps 3-4 for next method in chain list.

vk wnN

The automated processes are:
e Check Debug Logging State
e Generate Support Bundle

e Enroll
e |logon

e Delete User(s)

e Get Server Status



https://aaf.mydomain.com/

Lookup User
List of Users

Test Device Manager Plug-in
Build enrolled methods database
e Manage OTP Tokens

e Show Shared Template Info

e Register Method for User

e Show Override Auto Enrollment
e Manage Radius Clients

Clicking the advanced button allows the selection of all possible REST calls. These calls are not
automated so the user must ensure that requirements are made for the REST call before invoking. For
example, to execute Read Logon Session, there must first be a Logon Session by executing Logon, Logon
Do, Logon Next, etc.

SLAnalyzer will attempt to prompt the user for completion of required information for the selected REST
call but please refer to the REST description for details.

e Assign User Template

Create Endpoint Session

Create Event

Create OTP Token

Create User Template with enroll data
e Create User Template without enroll data
e Delete All Records of OSLogon Data
e Delete Event

o Delete Login Session

Delete OTP Token

Delete Password Record Only
Delete User

Delete User Template

Destroy Endpoint

Destroy Endpoint Session

Destroy Enroll

Destroy Logon Process

Do Enroll

e Dologon

e Do Method call

e Enroll

e Enroll new TOTP

e Enroll OTP Token

e Generate Cookie Value

e Generate Ticket Value

e Get Authentication Chains

e Get Endpoint Session Info

e Get Event by Event ID

e Get Full Server Status




Get OTP Token

Get OTP Tokens with Pagination
Get Server Status

Get User Template

e List of Events

e Llist of Users

e Load Chain Image

e Logon

e logon by Basic Auth

e Logon Domains Lookup
e Logon Next

e lLookup User
e Modify User Data

o Read All Custom Messages for Category

e Read All Records of OSLogon Data

e Read Available Chains

e Read Categories

e Read Custom Messages for Category and Key

o Read Effective Policies of User

e Read Effective Policies of Endpoint

e Read Endpoint Info

e Read Info about Component of Endpoint Policy
Read Info about Component of User Policy
Read Login Session Information

Register Logon Domains for the Current Tenant
Register New Endpoint

Remove Already Enrolled TOTP Template
Revoke OTP Token

Search for Endpoint

Update Endpoint Info

Update Event

e Update User Template

e Verify Cookie Value

Parameters button
The parameters button will become enabled when the selected REST call has additional parameters that

can be passed or used in the request to the server. If there are no optional parameters then this button
will be disabled.

Enable Profiling checkbox

By enabling profiling, the server will return performance related information for the REST call being
issued to the server. For more information see this link in the AAF documentation:
https://www.netiqg.com/documentation/advanced-authentication-63/server—
administrator-guide/data/t4byj6vrdlgh.html



https://www.netiq.com/documentation/advanced-authentication-63/server-administrator-guide/data/t4byj6vrd1gh.html
https://www.netiq.com/documentation/advanced-authentication-63/server-administrator-guide/data/t4byj6vrd1gh.html

Advanced checkbox

By default, the automated Enroll method is listed. This method automates the enrollment process so
that the REST calls are made in the correct order. Basically, providing the same functionality as the user
web interface. By checking the “Advanced” checkbox, the user can individually test each of the AAF REST
calls. Note that some calls require information from other calls before they are functional. For example,
you cannot perform a Logon until after you have performed a Get Authentication Chains call.

SLAnalyzer attempts to notify the user of the options needed before the call will be attempted to the
AAF appliance.

Request window

The request window will show the syntax of the request being sent to the server.
Get Authentication Chains -

Server Request: =
naafbl.gmadr2.novell.comfapifv1flogonfc

Figure 161 - AAF REST Request window

Reply window
The reply window will show the response received from the appliance.

Response from: Get Authentication Chains

M| »

MNumber of Chains: 2
name = Authenticators Management logon Pas
MNumber of Methods: 1

]

4 1L »

Figure 162 - AAF REST Reply window

Execute button

The execute button will attempt to send the selected REST Call to the specified server. If the connection
is encrypted, then a window will popup providing the certificate details.

Ol Certificate Information — O hd

Save fll Analyze "_E

Certthcate name: CN=gmoms-aaf63 aaf-test tk

Certhcate zenal number: 00A3313CECA18C6233

Certificate valid from: 2/9/2021 10:17:30 AM untd 2/9/2023 10:17:30 AM
Waming: SSL Connection state shows certificate chain emors

Figure 163 - Certificate details

Links button
The Links button displays a window with a listing of common quick links to the AAF appliance.



Ol AAF Links X

[zn AAF 6.0 Appliance Conscle Logon mn  AAF Documentation

Appliance Console Apps

@@@g@

Netwark me Certificates g Firewall
Services

Administrative  Field Patch Support Online Product

Password Update Lpdate

Appliance Console Links

A

Ej)))
S)
9
S

2 : /i '/, [{ '/ /] 4 ’l i !
Administration Enrollrn Help Desk Beport Search Card Token
E— Management

Administration Links

i Dashboard @ Repositories [mm Methods mm Chains  mm Events @mm Endpoints fmm Policies

o Reports mm Server Options — [mm Cluster  mmBackup/Restore fmm Logs tmm Licenses o Risk

Figure 164 - AAF appliance Quick links

Clicking on one of the displayed links will open the built-in browser window to the selected link.

ol Administration (SLAnalyzer) — O x

Links  Downloads Develoepertoocls  Browser Tasks  Zoom  Clear cache

Back Forward | Ga | |hﬁps:ffgmon'is-aafﬁlaaf—test.tk}'adminflnfo
& English~
User name

REPOSITORY\user

Next =

Figure 165 - Browser window



Exit button
The exit button will close the REST Client window and will return to the main SLAnalyzer window.

Status Message

At the bottom of the REST Client window is a status message box. The status will reflect the current
activity that is occurring when the REST client is busy or performing some task.

Ol Advanced Authentication X
REST URI | |
Authentication Credentials
Tenant
User | |
TOP
Password | | i3]
Check Debug Logging State -
Generate Support Bundle
Enrall
Logan v [] Enable Profiling
[ Advanced
Links Exit
Profile
None A
hitps://10.204.128.50 v Load Delete
Ready

Figure 166 - AAF 5.x Rest Client status message

Profile data

Allows the storing and retrieving of configuration information of the SSPR Rights Validator window. For
general information regarding the use of the profile options refer to the profile data section of the SSPR
REST client section of this document. Data stored with this option will be saved to:
HKEY_CURRENT_USER\Software\MicroFocus\SLAnalyzer\AAFRest.




Packet Data Window

This window displays the details about the request and reply packets sent between SLAnalyzer and the
AAF appliance.

The data is presented in the following manner:
Packet
Name — name of the REST call
Request — REST call request structure
URL — REST URL
Data — JSON formatted data structure sent as the body of the REST call
Reply
Status — Status messages and error details
HTTPStatus — HTTP protocol status messages
WebError — Microsoft Web Exception code messages
AAFError — AAF return values

Data — JSON formatted data structure received in body of response to the REST call

Ol Packet Data — O *
"Packet": { "Name": "Create EndPoirt Session”, "Request”: { "URL": "HTTP POST https://gmomis-aaf63.aaf test tk/api/v1/endpain
Packet": { "Name": "Get Authentication Chains”, "Request™: { "URL": "HTTP GET https://gmonis-aaf63 aaf4est tk /api/v14ogon/cl
Packet": { "Mame": "User Auth”, "Request:{ "URL":"HTTP GET https://gmomis-aaf63 aaftest tk/rest/user/api/auth Tuser_name=
- "Packet": { "Name": "Create Logon Session”, "Request™: { "URL": "HTTP POST https://gmonis-aaf63 aaftest tk/api/v1dogon”, "
- "Packet": { "Name": "Do Logon”, "Request”:{ "URL":"HTTP POST https://gmomis-aaf63.aaftest tk/api/v1ogon/ I8 THNAIaUTalg'

£

(- Packet
B Name
.. Do Logon
EI Request
: f-{ "URL": "HTTP POST https://gmamis-aaf63.aaftest tk/api/v 1 Aogon/J8 TN AIaUTalg WY Zid 1CnEj PNNG26M/da_logon”,
=8 Reply
E-{ "Statug™: { "HTTPStatus™{ “m_HttpResponseHeaders": [ "Cannection™, " Strict-Transpaort-Security”, "Ci
-- "Status": { "HTTPStatus™: { “"m_HttpResponseHeaders™: [ "Connection”,  "Strict-Transport-Security”,  "Corter

H- "header": null
- "data": { "chains™:[ { “methods™: [ "PASSWORD:1" 1. is_trusted":null,  "name": "Password Only"
>

Figure 167 - AAF Packet Data window

Analyzing the data within the packet data window can be done by:
1. Expand and view items

2. Right click and select copy and then paste into a text message/editor
3. Right click and select the option “View Line”.



View Line:

ol View Line - O >

Save H Analyze "_E

1 A
"cument_method": "LDAP_PASSWORD:1",

"ewent_name": "Authenticators Management”,

"logon_process_id": "JBITNAIaUTalgWY Zid 1CnEgjIPNNG26M ",

"completed_methods": |

"LDAP_PASSWORD:1"

I
"status": "OK",

"repo_id": "655eb2fe%ael11eaBib00242ac110003",

"uzer_name": "GMADRZV\Administrator”,

"data_id": "AUTHENTICATORS MANAGEMENT",

"user_id": "6573f2a6f4317ecl 14f7ee15ci48:00",

"msg"; "Welcome",

"legin_session_id": "jvO0PDwmF4YuVOcoWS ptGMnewkEmgqua”,

"plugins": |

"LdapRules"

I

"guestons": null
1 W

Copy/Paste:
| Untitled - Motepad =N o=

File Edit Format View Help
"Packet":
"Name": "Create EndPoint Session”,
"Request": {
”ERL”: "HTTP POST https://naaf54.gmadr2.novell. com/api/vli/endpoints,/df56c26235c711e7bof0000c296T406a/sessions", -
ndatas =
"salt”: "2615c070937935246cHa91df70a8eb672b21d842a225621¢c9797a83bedf00a7h",
"endpoint_secret_hash”: "db6d4d33658200ffel1986095b8d6ae26a613c39c5e85cfc0f18bdle3b3cf8abe™,

"sessjorn_data":

| »

1
"Reply": {
"status": {
"HTTPStatus": {
"m_HttpResponseHeaders": [

"Connection”,

"strict-Transport-Security”,

"X-Frame-options", 1l

You can clear the items in the packet data window by closing the window. On the next REST call the
packet data window will be displayed again with the updated information.



Automated Processes:

SLAnalyzer includes a set of automated processes to perform specific AAF tasks. Specific REST calls need
to be made to the AAF server to complete higher level tasks. The automated tasks perform the
underlying calls to support the desired function. For example, to perform a login, the following REST
calls must be made.

Create Endpoint Session
Get Authentication Chains
Create Logon Session

el S

Do Logon

SLAnalyzer will automate the login process and will prompt the user for any required information. Like
the selection of endpoint session to use, login chain, or authentication (IE password).

The following automated processes are currently defined:

e Check Debug Logging State

e Generate Support Bundle

e Enroll
e logon

e Delete User(s)

e Get Server Status

e lLookup User
e List of Users

e Test Device Manager Plug-In

e Build enrolled methods database
e Manage OTP Tokens
e Show Shared Template Info

e Register Method for User

e Show Override Auto Enrollment

e Manage Radius Clients




Check Debug Logging State
This process will make a REST call to the server and return the state of debug logging.

SLAnalyzer * |

Logging level is set to Debug




Generate Support Bundle:
This process creates a support bundle.

1. Enter REST URI to the AAF appliance

2. Enter an administrative user for the Authentication credentials. Use local\admin or a member of
the Full Admins group defined in the global roles of the local repository.

3. Click the option Generate Support Bundle (Advanced checkbox is unechecked)

4. Click the Execute button

SLAnalyzer will now connect to the AA server via the user API. This is the same process when logging
into the admin portal page.

Entering an invalid username will result in the default chains being displayed.

After entering a valid password click the ok button. SLAnalyzer will then proceed in generating the
support bundle.

Once complete a message is displayed indicating the status and location of the support bundle.

So what is included in the AAF support bundle?

——________

4, » Computer » Local Disk (C:) » temp » AAF-Support_Wednesday, July 25, 2018 _1.40.31 PM.zip

Organize « Extract all files

S NS Name Type Compressed size
g O] clusterinformation.json JSON File 1KE
i Pe O] debuglogstate.json ISON File 1 KB
Vs B events json JSON File 4KE
B 0] GMADR2_roles.json JSON File 1KB
s 0] licenseinfo,json JSON File 1KB
b Id] LOCAL roles.json JSON File 1KB
Py L O] logfile_async.jsen JS0M File 1KB
Qe i O] logfile_celery.json JSON File 5TKB
Vi O] legfile_nginx.json JS0M File 1KB

= O] logfile_radius.json IS0ON File 3KB
— D] logfile_replica.json JSON File 1 KB
i iG] logfile_root json JSON File 128

> D) logfile_syslogson JSON File 51 KB

s i8] logfile webjson JSON File 40KB
. 0] logfile webauth.json JSON File 9KB
I ] repository json JSON File 1kB
: Us_ O] server.json JSOM File 1KB
: :: O] serveroptions.json JSON File 1KE
e O] userpolicy.json JSOM File 2KB
i Tre v m

19 itemns




Clusterinformation.json — contains the information about cluster configuration
Debuglogstate.json — contains the status of debug logging
Events.json — contains information about events configured on the AAF appliance

REPOSITORNAME_roles.json — (IE. GMADR2_roles.json) — contains information about the roles
assignments (groups) for the specified repository

Licenseinfo.json — contains information about the licenses installed on the AAF appliance
Logfile_xxxxx.json — contains the debug logs for each of the log types of the AAF appliance.

Logfile_async.json
Logfile_celery.json
Logfile_nginx.json
Logfile_radius.json
Logfile_replica.json
Logfile_root.json
Logfile_syslog.json
Logfile_web.json
Logfile_webauth.json

Repository.json — contains information about the repositories configured on the AAF appliance
Server.json — contains information about server version and features
Serveroptions.json — server options information

Userpolicy.json — contains information about server policy data effective for logged in user



Viewing the logs and other data.
After creating a support bundle you can right click and open with SLAnalyzer. SLAnalyzer supports

opening compressed files. Or if you view in Windows explorer, you can also just open the file directly
with SLAnalyzer.

ot Ch\Users\gmeorris\AppData\Local Tempt Temp1_AAF-Suppert_Tuesday, January 3, 2023_1.33.59.. — d x

"oef": false

"last_line_hash": "ababfdd 7370 1158de Ve Baabad 2240F 38"

- "last_line_length": 108"

-"log™: [ "[uVWSGI] getting INI configuration from fopt/AuCore/data/production initn”, " Starting uVW5G1 2.0.159.7 (B4bit) on [Tue Jan 3
"pog™: " 270937

~
L

When opening a json file SLAnalyzer displays the information in a tree view. You can right click and

select “Expand All” to see the data. You can also highlight a line and then right click and select “View
Line”.

ot C:\Users\gmorris\AppData\Local\Temp!\ Temp1_AAF-Support_Tuesday, January 3, 2023_1.33.59.. — O X

[#- "oef": false

a/production.initn”, "*** Starting uWS 9.1 (6dbit) on [Tue Jan 3

Expand All
Collapse All

Save All

SLAnalyzer will then display the whole line and subsequent child items for easier view.

oL View Line — | *

Save “ Analyze g
"log":

"2023-01-03 11:32:07 (UTC+0000)+00: 00 bnux systemd-modulestoad[14082]: Insernted moedule "scsi_dh_alua™n",
"2023-01-03 11:32:01 (UTC+0000)+00:00 nux systemd-modulesdoad[140532]: Insernted module "scsi_dh_emcn",
"2023-01-03 11:32:01 (UTC+ 0000} 00: 00 Bnux systemd-modulestoad[14092]: Inserted medule "scsi_dh_rdac™n",
"2023-01-03 11:32:01 (UTC+0000)+00: 00 Enux systemd-modulestoad[14082]: Insernted medule "dm_multipath™n",
"2023-01-03 11:32:07 (UTC+0000)+00:00 Enux systemd-sysusers[14132]: Creating group adm with gid 487 .'n",
"2023-01-03 11:32:01 (UTC+0000)+ 00: 00 Bnux systemd-tmpfles[14135]: [fusrlib/tmpfiles. d/dirmngr conf: 1] Line references
path below legacy dwectory /varrun/, updating /varrun/dirmngr 7 /run/dimngr; please update the tmpfiles.d/ drop-in file
accordingly.'\n",
"2023-01-03 11:32:071 (UTC+0000)+00: 00 inux systemd-udevd[14137]: Network interface NamePolicy= disabled by default.  w

If you are looking for errors or would like the ability to filter and search the information, then click the
Analyze button.



The data is then displayed in table form. The lines are colorized for errors, warnings, etc. The quick
filters also allow you to quickly select different message types.

ot C\Users\gmorris\AppData\Local\Temp' Temp1_AAF-Support_Tuesday, January 3, 2023_1.33.59 PM.zip\logs\syslogjson — O
File  Analyze Tools Help | |v | Filter | | Create |
Nene (3314) ~
| > Comment
- B F=tal
» 3 systerfger:t)
Warni
2 2023-01-03 11:32:01 systet e o)
Success {15)
3 2023-01-03 11:32:01 systel pebug
Trace
4 2023-01-03 11:32:01 systef « .. Y
alsacti[142307: {3)
5 2023-01-03 11:32:01 systel spparmorsystemd[14097]: (2}
CEFO|NetlQAA}5.4.0.0[10/Server (2) ) )
6 2023-01-03 11:320 SYSEeN CEFOINetlC)lA415.4.0.0/100User (8) ] Line references path below legacy direc...
CEFO|NetlQlAAl.4.0.0[101|User (6)
7 2023-01-03 11:32:01 systel CeroinetQaalea 0.0 125erver (1) isabled by default.
CEF0|NetlQIAAIE40.0121Request (125)
8 2023-01-03 11:32:01 apPal CEF =t lAsEA I int (4)
CEF-O|NetlQlAA)6.4.0.0]307) int (3)
9 2023-01-03 11:322:01 APPAl CEFONetIQIAAIE 4001311 int (2}
hpasswd[19165]: {1
10 20230103 11:32.01 ATLA RS f._ J!m"m!. LE ot Storaoe.




Enroll

Selecting Enroll when the “Advanced” checkbox is not checked will invoke the automated enrollment
method. By clicking the execute button the required AAF REST calls will be made to invoke the
enrollment process.

The REST request window displays the information for all the AAF REST calls made to the appliance.

For example:

Get Authentication Chains

% 3k %k %k %k k Xk ¥k ¥

Server Request:
naaf51.gmadr2.novell.com/api/v1/logon/chains?application=Authenticators%20Management&endpoint_session_id=abC4bN4qNL4UoEqeHvOt
09Th9A6doh7i&is_trusted=true

3% 3k %k %k 5k %k % k %k k

Logon

3% 3k 3k 3k 3k 3k ok k k%

Server Request:

naaf51.gmadr2.novell.com/api/v1/logon
{"method_id":"LDAP_PASSWORD:1","user_name":"naafuser","application":"Authenticators
Management","endpoint_session_id":"abC4bN4gNL4UoEqeHvOto9Th9A6doh7i"}

3% 3k 3k 3k 3k 3k ok %k k%

Do Logon
%k 3k %k %k %k %k Xk ¥k ¥

Server Request:
naaf51.gmadr2.novell.com/api/v1/logon/Snpge80XKyzPemOGHIJ70WR16dN12wSZK/do_logon
{"response":{"answer":"novell"},"endpoint_session_id":"abC4bN4qNL4UoEqeHvOto9Th9A6doh7i"}

% %k %k ok 5k %k % k %k k

Get Logon Information
3k 3k % 3k %k %k %k %k %k k

Server Request:
naaf51.gmadr2.novell.com/api/v1/logon/sessions/v6jLCh1WnDJcu2FUPuocEm2QW7QKagJhc?endpoint_session_id=abC4bN4gNL4UoEgeHvOto
9Th9A6doh7i

3% 3k %k 3k %k 3k %k %k ¥

The reply window would display the information received for each of these requests that were made. If
all the calls are successful, then the Methods window should be displayed. Otherwise, the reply window
will provide information as to why the automated process failed.

The first step in invoking the Enroll process is to establish an endpoint session with the appliance.
SLAnalyzer will prompt the user to select the desired endpoint session.

Ol Select Endpaint for new session X
My New Endpoint
SLAnalyzer
Endpoirt42
Ok

SLAnalyzer will perform the necessary REST calls to build a list of the current Logon Chains. By Default,
the Event Authenticators Management is selected and the Chains defined for this event are listed in the
Chains selection box. Select a chain from the Chains selection box to logon to the appliance.



Ol Select Login Chain X
Chains Events
ADFS ~

LOAF Password Only Adminl|

Blue ToothAndEmengency v Authertication Agent

O el (Sahrtesiors Wananement |

< > Helpdesk hd

Ok

The packet data window will display the REST call information used in the automated Enroll process.

Of Packet Data

— O X

"Packet™: { "Mame":
-"Packet": { "Mame":
"Packet™: { "MName":
- "Packet™: { "Mame™:

~

"Packet”: { "Name":

- "Get Authentication Chains”, "Request”:{ “URL": "HTTP GET https://gmomis-aaf63.aaf test th/api/v 1ogon/cl

"Create EndPoint Session”, "Request™: { "URL": "HTTP POST https://gmonis-aaf63.aaftest th/apisv 1/endpoin
"lser Auth”, "Request™: { "URL": "HTTP GET https://gmonis-aaf63.aaf test th/rest/user/apisauth Fuser_name=

"User Login”, "Request™:{ "URL™: "HTTP POST https://gmomis-aaf63.aaftest threst/user/apifauth”, “heade
"Get User Enrollment Chaing”, "Request™: { "URL": "HTTP POST https://gmomis-aaf63.aaftest th/api/v 1 enral

After login SLAnalyzer will build a list of the methods defined on the appliance. The methods window
will then be displayed for enroliment.



Enrollment window
The enrollment window displays the possible logon chains as defined at the appliance.

ol Enrollment %
Category | V
=T
[#- Password Only ~ .
[H- LDAP Password Only Edit
- blustooth
E uetooth only Delete
-- VPN access
i+l Radius Only
[ Email Only
- TOTP anly o Test
Palicy
Exit

Figure 168 - Enrollment window

Included on the enrollment window are the following components:
e Chains/methods box
e Status box

Enroll button

Edit button

Delete button

e Test button

e  Exit button




Chains/Methods box

Expand any of the listed Logon chains listed in the Chains/Methods box to see the methods assigned to
the chain. Clicking on one of the methods will display the information about this method in the status
box. Also note that the buttons will be enabled or disabled depending on the status of the method
selected.

Ot Enrollment *

Category e

- Password Only ~
W 00 SSYWORD: 1 Edit

- LDAP Password Only

- bluetooth anly

- VPN ACCEss

- Radius Only

- Email Only v

Delete

Test

Method ID PASSWORD:1 Policy

Enrolled? True

Template ID: f7ad42c4 1b673875718e486002d6a0a
Comment: Enrolled with SLAnalyzer

Category 1D:

Methed ID: PASSWORD:1

Method Title: A% Password

Email:

End date:

Hazh:

Max logon count:

Mobile phone:

MName:

Password changed at: 2023-04-14713:05:49.254835 .
Password must be changed: False Exit
Pin changed at:
Start date:

Figure 169 - Enrollment window with selected item

Methods in AAF 5.1.4

SLAnalyzer currently supports most of the methods defined in the AAF 5.1.4 or higher appliance. New
methods are being added all the time. But due to lack of hardware or other testing resources some
methods have not yet been tested. Untested methods might work but proper operation is unknown.

. (tested)

. (tested)

. (tested)

. (tested)

. (tested)

. (tested)
. (tested)

. (tested)

. (tested)

. (tested)

. (not tested)

. (tested)

. (tested)

(tested)



. - (not tested)

e [TOTP (tested)
. -(nottested)

e VOICE (tested)

Status box

The status box is the box located below the Chains/Methods list box. It displays information about the
currently selected item in the Chains/Methods list box.

Enroll button
If the selected item in the method list is not currently enrolled, then the Enroll button will be enabled.

Clicking this button will start the enrollment process. The process invoked for the enrollment is different
for each method. If required, the user will be prompted to enter some information to complete the
enrollment process.

(PASSWORD:1) Password enrollment
The Password:1 method is the locally stored password on the AAF Appliance.

User prompted for their password.

OL Please enter password. X

| |

Figure 170 - Password enroliment

(LDAP_PASSWORD:1) LDAP Password enrollment
The LDAP_Password:1 method is the users’ password in the repository.

This is always enrolled.

(CARD:1) Smart Card enrollment
Card:1 method is a contactless (proximity) card and reader.

User is prompted to place their card on the reader.

SLAnalyzer @

Please place card on the reader.




(EMAIL_OTP:1) Email OTP enrollment
Email_OTP:1 method sends an email to the user with a one time password value.

SLAnalyzer will prompt the user for the email address to send the OTP too. If no email address is
entered, then SLAnalyzer will send the request to the AAF server and it will read the email address
assigned to the user in the directory. If no address is specified and no address can be found in the
directory, then the enrollment process will fail.

ol Select - O >

gmor1207@gmail com

Ok

If the enrollment process fails, then the status window will display the message:
Status: Enrollment failure. For email OTP this is normally because the user object in the LDAP directory
doesn’t have a valid email address.

(EMERG_PASSWORD:1) Emergency Password enrollment
Emerg_Password:1 method is a local stored password for emergency access.

User is prompted to enter an emergency password.

Ol Please enter emergency password. x




(FINGER:1) Fingerprint enrollment
Finger:1 method is used with a biometric fingerprint scanner.

User is prompted to scan fingers.

Ot Click finger to scan. X

’

(HOTP:1) HOTP enrollment
HOTP:1 method is a HMAC-based one-time password.

This is a good explaination of HOTP and TOTP.
https://blogs.forgerock.org/petermajor/2014/02/one-time-passwords-hotp-and-totp/

User prompted for a Secret.
OL Please enter OTP. Y

Figure 171 - HOTP enroliment


https://blogs.forgerock.org/petermajor/2014/02/one-time-passwords-hotp-and-totp/

(PKI:1) PKI enrollment

PKI:1 method is used with smart cards and readers. These typically will have a gold or silver chip on the
front of the card. Using a card management system (CMS) an administrative user will issue the card to a
specific user. During this process a certificate is stored on the card. This certificate is then used during
the enrollment and logon processes.

Although the device service mechanism can return the information from the card, the automated
process of enrollment is not yet implemented in SLAnalyzer. The user will be prompted for the required
parameters. For proper enrollment use the AAF user portal instead of SLAnalyzer. Note that you can use
the Device Service test to access the card and validate the information. This could be recorded and then
manually entered when prompted by SLAnalyzer, but this process has not be tested.

(RADIUS:1) RADIUS enrollment
Radius:1 method is used to authenticate the user based on authentication to a Radius server.

The AAF server has a built-in Radius server that can provide Radius services. Also, AAF supports external
Radius server configurations. Please refer to the AAF online documentation on proper configuration of
Radius servers. https://www.netig.com/documentation/advanced-authentication-56/server-
administrator-guide/data/radius server.html

User is prompted for their Radius password.

Ol Please enter Radius password. *

Figure 172 - Radius enroliment


https://www.netiq.com/documentation/advanced-authentication-56/server-administrator-guide/data/radius_server.html
https://www.netiq.com/documentation/advanced-authentication-56/server-administrator-guide/data/radius_server.html

(SMS_OTP:1) SMS OTP enrollment
SMS_OTP:1 method sends an SMS one time password to the user’s mobile phone.

SLAnalyzer will prompt the user for the phone number to send the OTP too. If no number is entered,
then SLAnalyzer will send the request to the AAF server and it will read the number assigned to the user
in the directory. If no number is specified and no number if found in the directory, then the enrollment
process will fail.

ok Select — O >

Ok

If the enrollment process fails, then the status window will display the message:
Status: Enrollment failure. For SMS OTP this failure normally indicates that the user object in the LDAP
directory does not have a valid phone number.

(SECQUEST:1) Security Questions enrollment
Secquest:1 method is a

The user is prompted to provide an answer to each of the defined security questions.

Ol Enter Challenge Answer x

Mothers first name

Figure 173 - Security Question enrollment



(SMARTPHONE:1) Smartphone enroliment

User is prompted to scan the QR code with the smartphone app.

Ol Please scan QR code with smartphone app X

Figure 174 - Smartphone enroliment

(SWISSCOM:1) Swisscom enrollment
This is always enrolled.

(TOTP:1) TOTP enrollment
User prompted for a Secret.

Ol Please enter OTP. *

Figure 175 - TOTP enrollment

(U2F:1) UZF enrollment
This is always enrolled.

(VOICE:1) Voice enrollment
User is prompted for their pin.



Ok Please enter pin.

o]

Figure 176 - Voice enroliment



Edit button

The edit button allows the user to edit the information stored for the currently enrolled logon method.
The edit button is only enabled if the selected method in the method list has been enrolled. Otherwise,
the button is disabled.

Clicking the button will prompt for the same information that the user defined with enrolling the
method. See the enroll method list for details on each method.

e Password

e | DAP PASSWORD

« TOTP
e HOTP
e SMS OTP
o SMARTPHONE
e VOICE
e EMAILOTP
e SECQUEST
e RADIUS
Delete button

The Delete button deletes the enrolled login method. This button is only enabled when the login
method has already been enrolled by the user.

Test button

The test button is only available if the login method has been enrolled. The test button will attempt to
perform a user login with the login method. The user will be prompted for the necessary information to
complete the login process. For example, if the user clicks the test button for password, then the user
will be prompted for their password. LDAP password will not prompt since it is defined on the REST
window in the Authentication Credentials section.

Note: If the selected method is only found within a login chain, then the user will be notified that they
will need to select the next method to complete the chain during the test.
SLAnalyzer 23

The selected method is only found in a legin chain.
You will be required to select all required methods to complete this test.
Chain to test: Password & Smartphene Out-of-Band

Exit/Done button
The exit button will exit the method list and return to the AAF REST client window.



Logon
Executing Logon when the advanced checkbox is not checked invokes the automated Logon process.

To perform a logon SLAnalyzer must first have an endpoint session. If an endpoint session is not present
it will prompt the user to select the endpoint for the connection.

OL Select Endpoint for new session X

NewEndpoint

Endpoint41
Endpoint42

Ok

After an endpoint session has been established, SLAnalyzer will make the REST call “Get Authentication
Chains” to build a list of logon chains defined on the appliance. After building the list SLAnalyzer will
display a window for the user to select the desired logon chain.

Ol Please select logon chain. x

Chains Events
Password Oni A ADFS A
L DAP Password On AdminUl
Blue ToothAndEmergency v Authentication Herrt
Card anhy Authenticators Management
< > Helpdesk b

Add Event

Ok

By default, SLAnalyzer will display the logon chains defined for the Authenticators Management event.
To login with another event/chain, then select the event from the events list.

Ol Please select logon chain. X
Chains Events

Password Only ADFS ~

LDAP Password Only

Blue ToothAndEmergency Authertication Agent
Authenticators Management
Helpdesk s

Add Event
Ok

If a non-default event has been created, then you can click the Add Event button to add it to the list of

Events.
After selecting the logon chain click the Ok button to perform the logon.
If the logon chain includes a single method, then the user will be prompted for the information required

to perform that logon method authencation. If the chain contains multiple methods, then the user will
be prompted for each method until the chain has been completed.



The following sections explain the data seen for a simple and chained logon

Simple logon (1 method)

Of Packet Data

O X

>

[ "Packet": { "Mame": "Create EndPoirt Session”, "Request™ { "URL": "HTTF POST hitps.//gmomis-aaf63.aaftest th/api/v 1/endpoin
-- "Packet": { "Mame": "Get Authentication Chains”, “"Request™: { “URL": "HTTP GET https://gmomis-aaf63.aaftest th/api/v1Aogon/cl
-- "Packet": { "Mame": "User Auth”, "Request™: { "URL": "HTTP GET https://gmomis-aaf63.aaf test threst/user/api/auth Puser_name=
-- "Packet™: { "Mame": "Create Logon Session”, "Request™: { "URL"™ "HTTP POST https://gmomis-aaf63 aaftest tk/apifsv1dogon”, "
[#- "Packet": { "Mame": "Do Logon”, "Request™ { "URL": "HTTP POST hitps://gmonis-aaf63.aaf test th/api/v 1/ogon/« SuGe 0 Heely
£

In this example we selected the logon chain “LDAP Password Only”.

1. First we create the REST call Create Logon Session and include the logon method and event:

"method_id": "LDAP_PASSWORD:1",
"event": "Authenticators Management"

2. The reply from the server tells us to continue:
"msg": "Process started"

3. The REST call Do Logon continues the logon request and provides the data to complete the

logon process:
{"response":{"answer":"Password"},"endpoint_session_id":"yWHkWcXLnX4fEc7UMz40OCRQhPnOP3ph7"}
The server responds with:

"completed_methods": ["LDAP_PASSWORD:1"]
"msg": "Welcome!"



Complex logon (2 or more methods)

Ol Packet Data _ 0O %
- "Packet™: { "Name": "Create EndPoint Session”, "Request”:{ "URL"; "HTTP POST https://gmomis-aaf63 aaf4est tk/api/v 1/endpoin
+- "Packet™ { "Name": "Get Authentication Chains”, "Request”: { "URL": "HTTP GET https://gmomis-aaf63 aaftest tk/api/v11ogon/cl
+)- "Packet™: { "Name": "User Auth”, "Request™: { "URL": "HTTP GET https://gmoris-aaf63.aaf test tk/rest/user/api/auth Puser_name=
+)- "Packet": { "Name": "Create Logon Session”, "Request™:{ "URL": "HTTP POST https://gmomis-aaf63 aaftest tk/api/v1/logon”,
+- "Packet™: { "Name": "Do Logon"”, "Request™: { "URL": "HTTP POST https.//gmonis-aaf63.aaf test tk/api/v1/ogon/1gBwW4X4TTT
+- "Packet™: { "Name": "Next Logon”, "Request™: { "URL": "HTTP POST hitps://gmonis-aaf63.aaftest tk/api/v1/1ogon/1qBwW4X47T
+)- "Packet™ { "Name": "Do Logon"”, "Request™:{ "URL": "HTTP POST https://gmonis-aaf63.aaf test tk/api/v1/logon/1g8wW4X47TT

< >

In this example we selected the logon chain “ldap and password”.

4. First we create the REST call Create Logon Session and include the logon method and event:

"method_id": "LDAP_PASSWORD:1",
"event": "NCA"

The reply from the server tells us to continue:
"msg": "Process started"
5. The REST call Do Logon continues the logon request and provides the data to complete the
logon process:
"response":{"answer":"Password"},"endpoint_session_id":"yWHkWcXLnX4fEc7UMz40OCRQhPnOP3ph7"
The reply to the Do Logon tells us several things.
"status": "NEXT"
"completed_methods": ["LDAP_PASSWORD:1"]

"msg": "Welcome!. Continue with next login method"
"methods": ["LDAP_PASSWORD:1", "PASSWORD:1" ], "is_trusted": null, "name": "Idap and password"

6. We now issue the Next Logon REST call. SLAnalyzer knows that LDAP_PASSWORD has been

completed so it requests to login with the next method in the chain.
"method_id": "PASSWORD:1"

The appliance returns:
MORE_DATA Process started

7. SLAnalyzer now issues the Do Logon request with the password value for the PASSWORD

method
"response":{"answer":"Password"},"endpoint_session_id":"yWHkWcXLnX4fEc7UMz40OCRQhPnOP3ph7"
The server responds with:

"completed_methods": ["LDAP_PASSWORD:1", "PASSWORD:1"]
"msg": "Welcome!"

It is important to understand how the AA server processes logon chains. Logon chains are defined for an
event. The chains are processed in order from the top entry to the botton entry. If during the logon
process, a method is used for authentication that matches a method higher in the chain list, then logon
will succeed without requiring all the methods in the selected logon chain.

For example, if we had a chain with a single method of LDAP Password with the name LDAP only... And
we had another chain with both LDAP password and Smartphone named LDAP + Smartphone...



In the event we see the Used chains list as...

|:{>:| e Generic v

FJ.E]
@ Endpoints Enable Google reCAPTCHA

= olicies
Pol OFF
@ Reports
. Chains
ﬁf? Server Options Available Used
[T Cluster LDARANdEmergency « LDAP Password Only
PKI Only LDAP + Smartphone
&I Backup/Restore Radius Cnly Password Only
= SMSOTP Only
=| Logs ! -
Security questions
F Licenses only
. . TOTP only
{‘r?} Risk Settings y
Voice OTP onlv M

If a user selected to login with the chain LDAP + Smartphone... The user would only be prompted for
their LDAP password. This is because the LDAP only chain higher in the list will match the LDAP Password
requirement.

If we change the Used chain order to:

|:>:| Events Generic b
FJ'E]
@ Endpoints Enable Google reCAPTCHA
Policies OFF
m Reports
Chains
df'T" Server Options Awvailable Used
- FingerPrint Only = LDAP + Smartphone
ﬂ' Cluster
LDAP and LDAP Password Only
¥ Backup/Restore Fassword Password Only
— LDAPAndEmergency
[ Logs -
PKI Only
T Licenses Radius Only
{@} Risk Settings SMSOTP Cnly

Securitv miestinns T

Now when the user selects LDAP + Smartphone, during login the server would first prompt for the LDAP
password. It would then see that another method is required for this chain and would then send the
push notification to the smartphone method.

SLAnalyzer X

If SLAnalyzer detects this condition it will display a
warning message informing the user to check the

‘Warning: The selected chain did not complete all methods. Check the
event and ensure that the most complex methods are listed first.

For example:

event. If 'LDAP Password only' is listed before 'LDAP Password = Smartphone’
‘Would allow login with LDAP passwaord only even if the LDAP Password
= Smartphone was selected,




Delete User(s)
This option allows for the deletion of users registered with the AA server.

To delete a single user just click the Execute button. SLAnalyzer will prompt to connect to an endpoint
session if you have not logged in previously. It will then prompt for the Username.

OL User Parameter *
User
[] Use File

Enter a username or the user DN for deletion.

Bulk delete user
SLAnalyzer also provides the ability to delete multiple users at one time.

Click the parameters button to instruct SLAnalyzer to use a file.

Ol User Parameter *

User

Use File

Ok

The format of the file is a single username per line... For example.

[of CANSLFiles\Users to delete.txt - Notepad + - o X ‘
file fait Search View Emncoding Language Settings Tools Macro Run Plugins Window
2 X
o HU 3 683 4R 2ciayg a2 B3I 108
I Users 1o delete td £3 l‘gl‘n;‘({gcr‘;{m-jq‘ -_;4| unchon List =
[ gmor s« NN

naafuse: W23

|
lengln:3 Col:1 Sel:0}0 Windows (CR LF) UTF-8 INS

After clicking the execute button you will be prompted to select the user file.



Ol Open X

&« A « Windows (C;) » NSLFiles » ~ (4] 2 Search NSLFiles

Organize « Mew folder == ~ [ 9
tools "~ Name Date modified B

TracePlayer D h2.yml 8/12/2021 1:20PM

TracePlayer.blu ; CAF_registration_logs_ssprd3.gmadrZ.novell.corm_Wednesda...  7/21/2021 2:36 PM |

Users ; aafdb.zip 6/13/2021 810 AM

WebsiteTest ; AAF-Support_Wednesday, April 14, 2021_2.13.27 PM.zip 471472021 213 PM !

Ol Users to delete.tut 47772021 8:54 AM |

Windows A . - .

¢ CAF_registration_logs_gmorris-aaf63.aaf-test.tk_Monday, A..  4/5/2021 1:07 PM "

am DATA (D) N

File name: | Users to delete.bt ~

After selecting the file SLAnalyzer will then delete each user from the list.



Server Status
Returns server version and status.

Of Packet Data — O =

- "Packet™: { "Mame": "Create EndPaint Session”. "Request™: { "URL": "HTTP POST https://gmomis-aaff3.aaftest th/api/v 1/endpaoin

- "Packet™: { "MName": "Get Status”, "Request™: { "URL":"HTTP GET GET https://omomis-aaf63.aaftest th/apifv1/status”, “header
- Packet
-- MName
- Request
= Reply
E--{."Status": { "HTTPStatus™:{ “"m_HttpResponseHeaders™: [ "Connection™, " Strict-Transport-Security ™, "Ct

- "Status™: { "HTTPStatus™ { “m_HttpResponseHeaders™: [ "Connection”,  “Strict-Transport-Securty”,  “Corter
-- "header": null
B "data™: { "status”: "OK", "multitenancy_mode": false, "version™: "6.4.1.1"}
- data
- { "status"; "OK", "multitenancy_mode”:false, "version™: "6.4.1.1"}

-- "status”: "OK"

-- "multitenancy_mode": false

- "version”: "6.4.1.1"




Lookup User
Lookup users requires that the logged in user be a member of FULL ADMINS or ENROLL ADMINS global
roles.
SLAnalyzer will display a warning message if local\admin is not the current user.

SLARalyzer X

Warning: This function requires administrative access, Either use
localhadmin or ensure your user member of FULL ADMIMS or ENROLL
ADMINS Groups.

SLAnalyzer will first prompt the user to login to the AdminUI or HelpDesk application.

Ol Please select logen chain. X

Chains Events
LDAP Password Only
Pazsword Only Helpdesk

Add Event

After successful login of the user then SLAnalyzer will prompt for the name of the user that information
will be gather for.

Ol Enter user name >

User:

Ok

Server returns enrolled method data for the specified user.

Ol Packet Data - O >
- "Packet": { "Name": "Get User Template”, "Request”™: { "URL" "HTTP GET https.//gmonis-aaf63.aaftest tk/api/v1/users/a33l A
(- Packet
[ Name
[+- Request
B Reply
E-{ "Status": { "HTTPStatus”: {  "m_HttpResponseHeaders": [ "Connection”, "Strict-Transport-Security”,

-- "Status": { "HTTPStatus™: { "m_HttpResponseHeaders":[ "Connection”,  "Strict-Transport-Security”, "Co
[ "header": nul
B "data”: { "templates™ [ { "id": "1417acc168ed 1221499742 7dX 014",  “method_id": "EMAIL_OTP:1", i
- data

B-{ "templates™ [ { "id": "1417acc168ed122(1499A2e7d2014",  “method_id": "EMAIL_OTP:1", i

“templates”: [ { "id": "1417acc168ed 1214997 2e7d A 014", "method_id": "EMAIL_OTP:1", "is_e
Iél--templates

S0 "id" "1417acc1682d 12261 4997 22 7dX014",  “"method_id": "EMAIL_OTP:1"

i)-{ "id": "1417acc1682d 1226 1 499 2e 7Td 014", "method_id": "EMAIL_OTP:1", "is_

"id": "Gced08abdde4adde065a60a8ad688889", "method_id": "RADIUS:1", "iz_enmolled™: "tn

"id": "8dchd 7596cf5bd 12341336554bebllae”, "method_id": "LDAP_PASSWORD: 1", "is_er

-4 "id": "f312b7c93a03che f9abeef 29062035, "method id": "VOICE OTP:1", "is enrolled™: "t ¥
£ >

"is_enrolled”:




List of Users

Note: List of users is restricted to a maximum of 50K objects. To list more users than 50K click the

parameters button and select the next page. For example, the first 50K users are page 0, the next 50K of
users will be page 1, etc.

For authentication you need special rights for this REST call.

Either use localladmin or ensure your user is a member of FULL ADMINS or ENROLL ADMINS
Groups.

OL Please select logon chain.

X
Chains Events
LDAP Password Onby A ADFS ~
Password Only Admin |
Blue ToothAndEmengency " Authenticators Management
Card Anhs Helpdesk
< > Linux Logon hd

Add Event

Ok

After a successful login, the user is prompted for the name of the repository.
Note to list the local accounts of the AAF server just enter the repo name of local.

Ol Enter repository *

Repo:

The server returns a list of users who have logged into AAF for the specified repository.

Ol Packet Data

- O X
[=- "Packet": { "Name": "List of users”, "Request”: { "URL": "HTTP GET https://gmonis-aaf63.aaf4est th/api/v1/users repo_name= A
- Packet
[ Name
+- Request
B R_eph.'
= { "Status": { "HTTPStatus": {

"m_HttpResponseHeaders": [ "Connection”,

"Strict-Transport-Security”,
"m_HttpResponseHeaders™: [ "Connection”,

"Status": { "HTTPStatus": { "Strict-Transport-Security”,  "Co

v "header": null

- "data”: { "tenant”; "TOP", "repo": { "id": "655eb2feJae0112a83000242ac110003", "name”: "GMADR2" }, "u
E-data
E-{ "tenart”: "TOP", "repo”: {
tenant™: "TOP"
repa”: { "id": "655ebXedac11ead3b00242ac110003", "name": "GMADR2"}

E-"users”: [ { "sid"null, "id": "c3a0660FX39570F0de83b5aded118e9", “obj_id": "TlcalaZede21ebd
[El-users

E-[{ "sid":null,

"id": "655ebXe%ael11eaBlb00242ac110003", “name": "GMADRZ" }, "u

"id": "c3a0660fA33570f0de8%b 5aded11829", “obj_id": "7lcalaZede2lebd
: "c3a0660fX35570f0de 8% 5aded 11829, "obj_id": "70calaZede21ebd1t
(-4 "sid": null, "id": "a331174f09¢71506b9d44bcad2210d A", “obj id": "91f483eab7154842: ¥

>

After the list of users has been obtained SLAnalyzer will prompt to save the user information to a file.
This file can then be used in the build enrolled methods database option.




SLAnalyzer

Sawve list of users to file?

Yes Mo

If the user selects “Yes” to save the data to a file, then SLAnalyzer will open a saveas window to allow
the user to specify the filename and path of the file. By default SLAnalyzer attempts to create the file as
aafusers_<Repository_name>.json. It also attempts to save the file to the local SLAnalyzer log path.

Ol Save As

T <« Windows (C:) » MNSLFiles » v [&] 2 Search MNSLFiles

Organize « Mew folder

; Downloads 2 Mame

J’ Music Ol slanalyzer.properties
&=/ Pictures |&] face.png
B videos ol logview.leg
. Windows (C:) =] 145_AA_100.png
NATA 1A il RS >
File name: | aafusers GMADRZ.json -
Save as type:

# Hide Folders Cancel

SLAnalyzer will check if the file already exists and will prompt the user if they want to append or
overwrite the file.

SLAnalyzer

AAF Users Database file selected already exists, Append to this file?
Click Yes to append to this file or Mo to overwrite,

Yes MNo

After the list of users file is created you will find it in the SLAnalyzer log path. This path is defined in the
SLAnalyzer Settings as the Default Report Folder. By default, SLAnalyzer will use c:\nslfiles.




| A = | CANSLFiles - O X
-
[ F] ome 3 ie
|

¢

« S C:\NSLFiIesI ~ | & 2 Search M5LFiles
~ MName Date m ™
# Quick access
Ot aafusers_GMADR2 json
I Desktop *
Ol slanalyzer.properties
4 Downloads - & face.png
= Documents * ot logview.log
| Pictures - & |AS AA 100.png
CLE Ot Configuration Report All Friday, April 28, 2023 413,19 PM.txt
MSL Files Ot apresultxml
W
131 items

The users file is a json formatted file. You can open this with SLAnalyzer if you want to inspect the
information returned by the AAF appliance.

ol C:\MNSLFiles\aafusers_GMADR2 json

- "tenant": "TOP"

-- "repo™: { "id": "655ebHedael11ea83b00242ac110003", "name": "GMADR2"}

B "users”: [ { "sid":null, "id": "c3aD660fH35570f0de 8% 5aded 11825, “obi_id": "7lcalaZede?1eb419e348815c5d5b 11", "name": “testuser
[=)- users

P-4 "sid": null, "id"; "c3a0660F23957 0 0de 8% Saded 1185", "obj_id": "7lcalaZede?1ebd19e348819c9d5b 11F", "name": "testuser"}

"gid": null, "id": "a331174 09 71506b5d44bcad 22104 7", "obj_id": "91f4832ab7154842a8b1dd8595a555a3d", "name": "naafuser'}

i-{ "aid": null, "id": "cddefcatb47539195 46c23ac49620d5", "obj_id": "de935aaebeabfBadbbdbb 77ab45cc9a", "name": "gmomis"}

-4 "sid" null, “id": "657¥2abf431 Tec 114 Tee 15c948c90", "obj_id": "IabJebdalfd e 1459e03be 37 H07a55", "name": "Administratar'}




Test Device Manager Plug-in
This option allows for testing of the AAF Windows device manager. Hardware devices like PKI,

Fingerprint, etc. are interfaced with the device manager.

When selecting this option SLAnalyzer will prompt the user to select the type of device to test.

Ol Please select plugin to test. X

Bluetooth
Card

Face
FIDOD UZF
Fingerprint
PKI
Touchid
WinHella

The following hardware devices are currently supported.

e Bluetooth

e Card

e Face

e FIDO U2F
e Fingerprint
e PKI

e Touchid

e  WinHello

After selecting a device type to test a list of available functions for that specific device will be listed.



Bluetooth functions

Ol Please select plugin to test. *

(Get Devices
Detect Device
Get Public Key

e Get Devices — Return a list of all blue tooth devices
e Detect Device — Return the status of a blue tooth device
e  Get Public Key — Gets the public key from the device service



Card functions
Select the function for the plugin to test.

Ol Please select plugin to test. *

Get Message with no wait
Get Message with wait

Get Reader On with no wait
Get Reader On with wait
Get Card On with no wait
Get Card On with wait

Get Card Off with no wait
Get Card Off with wait
Abort

e Get Message with no wait — Will get the card reader status message and immediately return
e Get Message with wait — Will wait for a card to be placed or removed from reader

e Get Reader On with no wait — Will report reader On/Off and immediately return

e Get Reader On with wait — Will wait for Reader On state

e Get Card On with no wait — Will report card On/Off and immediately return

e Get Card On with wait — Will wait for Card On state

e Get Card Off with no wait — Will report card On/Off and immediately return

e Get Card Off with wait — Will wait for Card Off state

e Abort — Will abort current operation

To see the results of the test look at the Packet Details screen

Ol Packet Data — O >
= "Packet": { "Mame": "Test Device Service”, "Request™: { "URL"™ "HTTF POST http
- Packet
-- Name
-- Request
=8 Reply
=-{ "Status": { "HTTPStatus": { 'm_HttpResponseHeaders": | "Conr
-- "Status": { "HTTPStatus™: { "m_HtpResponseHeaders™: [ "Conne

B "data": "{ Vresuft\"\"NO_READERN" \"readerid"":0}"

Note: if the user selects an option with the wait option then SLAnalyzer will appear to be unresponsive
as it is scanning the device for a response. The Rest Client window status message will display the
current status but the user will be unable to select the packet details window until the state has
changed to satisfy the call or a timeout occurs.



Face functions
There is a single function to test

Ol Please select plugin to test. X

Capture

When selected the camera will be activated to capture a current image.

ot Facial recognition X ‘

The packet data window will display the request and reply data from the local device service.

Ol Packet Data

— O X
=) "Packet": { "Name": "Test Device Service”, "Request™: { "URL": "HTTP POST https://127.0.0.1:8441/api/v1/video”, “header":r!
=) Packet
(- Name
- Request
- Reply

E:I-{."Status":{ "HTTPStatus™: null, "WebEmor™: null, "AAFEmor™: null }, "data™: "{\"data\":\"iVBORwOKGgo AAAANS LI
- "Status™ { "HTTPStatus": null, "WebEmor": null, "AAFEmor”: null}
- "data”: "{\"data\"\"IVBORwOKGgoAAAANSUREUgAAAZAAAAGQCAIAAAAP 3aGHAAAGAEIEQVR4AezBb Y+1+XnI5dS
=) data
{"data"-"IVBORwOKGgo AAAANS UhEUgAAAZ AAAAGQCAIAAAAP JaGb AAAGABIEQVR4AezBb Y+1+Xnl5d9a\r\

-




FIDO UZF functions

Ol Please select plugin to test. X

Sign
Register
Abort

[ok ]

e Sign — Performs the U2F authentication
e Register — Performs the U2F register
e Abort — Aborts all pending operations

Fingerprint functions

Ol Please select plugin to test. >

Capture

e Capture — performs a capture of a finger print



PKI functions

Ol Please select plugin to test. *

Get certfficates A
Generate Key Pair

Sign Challenge

Verify Challenge

Get Message with no wait

Get Message with wait

Get Reader On with no wait

Get Reader On with wait

Get Card On with no wait

Get Card On with wait

Get Card Off with no wait W

o Get certificates — Get all certificates from a token

e Generate Key Pair — Generates a new key pair for a token

e Sign Challenge — Sign a challenge string

o Verify Challenge — Verify a challenge string

e Get Message with no wait — Will get the card reader status message and immediately return
e Get Message with wait — Will wait for a card to be placed or removed from reader
e Get Reader On with no wait — Will report reader On/Off and immediately return

e Get Reader On with wait — Will wait for Reader On state

e Get Card On with no wait — Will report card On/Off and immediately return

e Get Card On with wait — Will wait for Card On state

e Get Card Off with no wait — Will report card On/Off and immediately return

e Get Card Off with wait — Will wait for Card Off state

e Abort — Will abort current operation



Touch ID

Ol Please select plugin to test.

Enroll

Coc ]

When selected this option the device service will attempt to communicate with the OS API’s for

TouchlD. If the OS does not support Touch ID, then the following error will be seen in the Packet Data
window.

Ol Packet Data — O X
=1 "Packet": { "Name": "Test Device Service”, "Request™: { "URL": "HTTP POST hitps://127.0.0.1:8442/
-} Packet
- Name
|£| - Request
- Reply
=-{ "Status":{ "HTTPStatus™:{ “m_HttpResponseHeaders”:[  "Connection”,  "Acce

~"Status”: { "HTTPStatus™ { “"m_HttpResponseHeaders™: [  "Connection”,  “Access{
“data”: "{ \'result\"\"API_NOT_SUPPORTED\" }"

-




Windows Hello

Ol Please select plugin to test. X

Enroll

Coc ]

When selected this option the device service will attempt to communicate with the OS APIs for

Windows Hello. If Windows Hello has not been configured, then the following error will be seen in the
Packet Data window.

Ok Packet Data — O b4
=) "Packet”: { "Name": "Test Device Service", "Request™: { "URL": "HTTP POST hitps://127
-} Packet
(- Name
[+~ Request
- Reply
E-{ "Status™ { "HTTPStatus™:{ “m_HttpResponseHeaders™:[  “Connection”
G- "Status™: { "HTTPStatus": { “m_HttpResponseHeaders™: [ "Connection”,
- "data": "{ \'result\"\'failed\" }"
< >




Build enrolled methods database
Build enrolled methods data base requires that the logged in user be local\admin or a member of FULL
ADMINS or ENROLL ADMINS global roles.

Ot Advanced Authentication b4

REST URI |hl'tps -/ fgmomis-aaf63.aaf4est tk |

Authentication Credentials

Tenant
User |administrator |
TOP
Password |uuuu | &
List of Users ~ Parameters

Test Device Manager Plug4n

Build enrolled methods database ]
Manage OTP Tokens v ] Enable Profiling

[] Advanced

Execute Links Exit

Profile

https://dswain 1 lab novel.com I
/gmonis-aaff3.asf4est tk

Load Save Delete

Pleasze Wait

Figure 177 - Build enrolled methods database

You must first create the list of users to generate the report against. See the option List of Users.
Specify the local\admin account and then scroll down to the option “Build enrolled methods database”.

Click the Execute button to initiate the process. SLAnalyzer will prompt to open the aafusers list file. This
file was created with the List of Users option.

ol Open *
A <« Windows (C:) » MNSLFiles » w ] &2 Search MSLFiles
Organize « Mew folder = » [ 9
[ Desktop ~ MName Date modified =
| Documents [&] face.png 5/11/2023 342 PM |
¥ Downloads Ol slanalyzer.properties 5/11/2023 818 AM |
J) Music Ol aafusers_GMADR2.json 5/10/2023 4:37 PM
= Pictures Ol logview.log 5/9/2023 2:34 PM |
B Videos E] 1AS5_AA_100.png 5/1/2023 3:28 PM I
. Ol Configuration Report All Friday, April 28, 2023 41319 PM.bet 4/28/2023 213 PM W
o Wind C:
indows (C:) G >
File name: |aafusers_GMADRE.jsDn il




Next SLAnalyzer needs to know where to save the information. Navigate to the desired path and enter
the database filename. By default, SLAnalyzer will save to the default log path with the filename of

aafdb.log.
ol Save As x
T <« Windows (C:) » MSLFiles v ] Search MSLFiles
Organize + MNew folder C - o
* Downloads & MName Date modified I
B Music |&] face.png 5/11/2023 £00 PM |
| Pictures Ot slanalyzerproperties 5/11/2023 %18 AM |
m Videos ol aafusers GMADRZjson
=, Windows (C:) Ol logview.log o
MATA T Rl RS >
File narme: | GELL /8Ty w
Save as type: w
» Hide Folders Cancel

SLAnalyzer

AAF Database file selected already exists, Append to this file?
Click Yes to append to this file or Mo to overwrite,

Yes

If the file exists, the user will be prompted to overwrite or append to the existing file.

SLAnalyzer will now parse each of the users listed in the user list file and query the AAF appliance for
enrollment data. The results are stored in the aafdatabase as specified above.

1 WE EYDRSI A +HA ann AR

LOG File Size: 2.69 KB

D] aafdb.log Date modified: 6/13/2017 9:36 AM

Date created: 6/13/2017 §:23 AM

[E=% (o8 ===
@uv| . v Computer » Local Disk (C) » temp » - | +y | | Search temp jol |
Organize = ] Open ~ Burn New folder =« [ I@I
| System Volume Informatior *  Name Date modified Type Size i
| temp - - = |E|
O aafdb.log 6/13/20179:36 AM  LOG File 3KB —
1) SSPR-Support.zip : - .
&) aafusers_GMADR2 json 6/13/2017 9:24 AM JSOM File 1KB
. test
_ﬁ- cert.pfx 2/19/2014 6:21 AM  Personal Informati... 5KE
J TracePlayer i — ;
y 4| decrypted.pcap 2/12/2013 1:01 PM PCAP File 49 KB
| Users
_ﬁ] dnscert.cer 2/13/2017 4:30 PM Security Certificate 2KB
; Windows L . ;
) . ) &) driverinst.log 9/12/2012 6:04 AM  LOG File 2KE
. Wireshark-win32-libs ) . i ) .
. . . 4| dump of login - goes with securelogin_p...  2/12/2013 8:46 AM PCAP File 49 KB
. Wireshark-win32-libs-1.12 | o ;
. — | eacredmanager.txt 9/1/20151:13 PM TXT File 90 KB
1 TracePlayer.zip e B . q
= || enrcllmentagent 6/9/2017 8:17 AM File 1KB =

The aafdb database can be viewed under the File/Open menu.




(Sample content of c:\nslfiles\aafdb.db)
User:admin
UserlD:36bdafe616c311e5846f000c29b9e140
Method:LDAP password
MethodID:LDAP_PASSWORD:1

Enrolled:True

Comment:

Ol chnsifiles\aafdb.log — O X

Eile  Analyze Tools Help ~ Filter Create

MethodID Enrolled Comment

GMADR2\testuser c3alee0f2f395... Mot Enrolled

GMADR2\naafuser a331174f0%e7... Mot Enrolled
3 GMADR2\gmarris cddefeafb4753.., Mot Enrolled
4 GMADR2\Administrator 6573f2a6f431... | Card CARD true Enralled with ...
5 GMADR2\Administrator 6573f2a6f431... |RADIUS Client | RADIUS true Auto-created
B GMADR2\Administrator 6573f2a6f431... |LDAP password | LDAP_PASSW.., |[true Auto-created
7 GMADR2\Administratar 6573f2a6f431... |Facial Recogni... | FACE true Enrolled with ...
8 GMADR2\Administrator 6573f2a6f431... |TOTP TOTP true Enralled with ...
9 GMADR2 Administrator 6573f2a6f431... | Email OTP EMAIL_OTP true Auto-created W

User — repository \ username

UserlID — AAF appliance ID for this user

Method — Method

MethodID — AAF appliance ID for this method

Enrolled — if the method is successfully enrolled. If partially enrolled but not completely enrolled then
the method will show as false. Note that SLAnalyzer will only display those methods that have been
either partially or completely enrolled. Other methods that are available but have not been used will not
be reported.

Comment — reports any comments that are valid for the enrolled method.



Manage OTP Tokens
This option opens a new Token Manager window.

ol Token Management
Tokens
T Get Parems
A Offset
. oTP Time Hash OCRA Auth
Serial Type Length Step Courter ey Sute Public 1D Template 1D Owner 0 =
# of Entries
7279¢9060... | TokenDO1 & s
50 =
T28140a04... | Token02 totp 8 30 shal
72393c7c0... | TokenDO3 hatp 6 30 shal =
T2c1c9720... | TokenD04 totp 6 60 shal e
T2dfbael4... |TokenDO5  |hotp 3 N shal Soarch
Delet
T#badeD04... | TokenD06 totp 8 0 shal =
Enroll
731576bcl... | TokenDO7 hotp 6 30 shal =
Revoke
73347d0a0... |TokenDO8  |totp 6 60 shal
735073160... | TokenDO3 hotp 6 30 shal
T36b72c40... |TokenD10  |totp 8 30 shal
73863b680... |TokenD11 hotp 6 30 shal
T3a¥93c04.. |TokenD12  |totp 6 60 shal
Tc1i73e04... | TokenD13 hotp 6 30 shal
73e529c00... |TokenD14  |totp 8 30 shal
740305760... | TokenD15 haotp 6 30 shal
T4fd5e04 ... | TokenD16 totp 6 60 shal
hd Done

The Token Management window will display the first 50 tokens defined in the system.
Window components:
The Token management window contains the following components

e Filter box
e Token display table

e GetParams
o Offset
o #of Entries
e Get button
e (Create button
e Search button
o Delete button
e Enroll
e Revoke

In addition to the listed components the user can right click on the list of tokens to access the context
menu. This menu contains 1 option — Export List to File



Token display table

This table displays the tokens found in the system. By default, this table only lists the first 50 tokens. To
display more items in the table, change the Get Params setting “# of Entries” to the desired number of

tokens. After changing the Get Params setting for # of Entries, click the Get button to read the new set

of tokens.

Filter box
The filter box allows the user to set a filter so that only a subset of tokens will be displayed.

Tokens can be filtered by:

e ID

e Serial

o Type

e QTP Length
e Time Step
e Counter

e Hash Lib

e OCR Suite
e PublicID

e Auth Template ID
e Owner

For example: to filter the list of tokens to only the hotp tokens, select Type in the filter box and then
enter hotp when prompted.

ol Enter Type X

After clicking Ok the list of tokens in the table will be filtered to only show those tokens that match the
filter.

. OTP Time
D Serial Type Length Frr

T R T
30

tp
72a93cTcl... |Token003 hotp

6
T2dffbaeld... | Token005 hotp & 30
731576bc0... |Token007  |hotp 6 30
735073160... |Token00S  |hotp 6 30
73863b680... |Token011 hotp 6 30
T3c1f73el4... | Tokenl13  |hoto 6 30

To reset a filter, click in the filter box and select the option — None



Get Parms

Offset

By default, SLAnalyzer will read the token data from the server starting with the first token. In
environments with thousands of tokens a user may want to only see a subset of tokens. Using the Offset
setting tokens can be read from any starting token in the list. For example, the user could read the first
50 tokens. Then change the offset to 50 and then click the Get button to get the next 50 tokens.

# of Entries
This option will populate the token table with the number of Tokens specified. By default SLAnalyzer
displays the first 50 tokens defined in the system.

Get button
The get button issues the appropriate REST call to get the list of tokens from the system. The Get Params
options are used when issuing the get request to the server.

Create button
This option allows the creation of a single token entry or the use of the standard csv token file.
Optionally the user can use the Token Manager page of the server to import from other token file types.

Search button
The search button allows the searching of the token database on the server for a specific token ID. The
REST api for search token only allows for the searching by token id.

Delete button

The delete button allows for the deletion of one or more tokens from the server token database. For
single token deletion select the token from the list in the table and then click the delete button. For
multiple token deletions, first filter the list of tokens in the table to display the tokens to be deleted.
Then right click in the table and select the option “Export List to File” from the context menu. Once the
token list file has been created, click the delete button, when prompted select the option to delete
multiple tokens from file. SLAnalyzer will then process the token list and delete each token from the
token database.

Enroll button

The enroll button will enroll/assign a selected token to a specific user. Note that a single user can only
have one token enrolled/assigned. After clicking the enroll button the user will be prompted to enter
the name of the user to assign the selected token too.

Revoke button
This button will remove the enrollment/assignment for the selected token in the table.

Done button
Click to close the token management window and return to the AAF Rest client window.



Show Shared Template Info

Advanced Authentication allows for the sharing of login information between users. This API allows the
user to view the shared template information per user.

Note that this function requires either helpdesk or admin-based user access.
SLAnalyzer x

Warning: This function requires helpdesk access, Either use local\admin
or ensure your LDAP user is a member of the A4 HELPDESK Group.

Login to the helpdesk event
Ol Please select logon chain. *
Chains Events
LDAP Password Only ADFS -
Password Only AdminUI
Emergency Password Only Authentication Agent
Authenticators Management
< > | —
Add Event

After successful logon, SLAnalyzer will prompt for the user to display shared template information on.

Ol Enter user name X

User:
|naafuser|

Ok

The shared information is listed in the packet data window.

Ol Packet Data - O *
-} "Packet™ { “Name": "List of shared usertemplates”, "Request”: { "URL": "HTTP GET https://gmomis-aaf63 aaf test th/rest /user/api/sharng/a33 A
=) Packet
[+~ Name
|f+|- Request
- Reply
2-{ "Status™ { "HTTPStatus™:{ “"m_HitpResponseHeaders":[  “Connection”, “Strict-Transport-Security ", "Content-Securil
- "Status": { "HTTPStatus™: { "m_HttpResponseHeaders":[ "Connection",  "Strict-Transport-Securty”,  "Content-Security-Pc
- "header": null

[+ [+

-"data": { “templates™: [ { "id":"5128d2d18c6946096163dcbidbdbBb40”, “name™: "GMADR2\\gmomis - Password - Enrolled 1 ,

>

We can see in this example that the user naafuser is assigned the shared template for “Password” from
the user GMADR2\gmorris.



Register Method for User
This feature allows for the administrative enrollment of methods. A helpdesk or admin-based user can
enroll one or more methods per user.

First login to the helpdesk event with a helpdesk or admin-based user.
After logon then execute “Register Method for User”

SLAnalyzer will then prompt for the user to perform the administrative enrollment for.

OL Enter user name x

User:

|gm0rn's|

Ok

SLAnalyzer will query the AA server for the methods assigned to the administrative management event
(enrollment portal).

Ol Select ... - O x
EMERG_PASSWORD:1 ~
CARD:1
EMAIL_QTP:1
EMERG_PASSWORD:1
FIDOZ:1
FACEA
FINGER:1 hd

Note: Although all methods are listed it is not feasible to enroll methods where user physical devices are
needed for the enrollment process. For example, an administrative user cannot enroll another users
smartphone since they don’t have the physical device.

In this example the option Password:1 was selected.

If the user already has the method enrolled, then SLAnalyzer will fail and report this error.

SLAnalyzer X

Errar: the selected method is already enrolled, Abort operation,

If the user does not have the method enrolled, then SLAnalyzer prompts for the Password:1 value.



OL Please enter password, s

When successful SLAnalyzer will display a successful message.

SLAnalyzer *

Enrollment successful.




Show Override Auto Enrollment

Some methods in AA allow for an override value to be used in place of the one specified in the directory.
For example, email address could be overridden with a different email address. This feature allows the
administrative user to view the overridden values per user/method.

SLAnalyzer prompts for the user to display override information on.

Ok Enter user name *

User:

|gm0rris| |

Ok

SLAnalyzer queries the server and builds a list of methods enrolled by the user specified.
Ot Please... — O ®

SECQUEST:1
EMERG_PASSWORD:1
PASSWORD:1
LDAP_PASSWORD:1
RADIOS 1

Ok

Select a method and SLAnalyzer will display the override information.

Ol Advanced Authentication X

REST URI ||‘rt‘lps.//gmurris-aafSB.aaHesl.lk |

Tenant Authentication Credentials
Directory provided: {"default_recipient": User  [adminisretor |
. . Password  |esssssss &

"greg.morris@microfocus.com"} | |

Manage OTP Tokens ~

Sho\_N Shared Template Info
Override: Test@microfocus.com e e [ Enable Proiing

[ Advanced

REST Call: ~ ~

b4 b4
< > < >
Execute Links Exit
Profile
hitps//dswain 1 lab novel.com A
https://gmormis-aaf63 aaftest th Load Save Delete

Ready




Manage Radius Clients
This option provides the ability to upload Radius client information from a file. Supported file formats

include the FreeRadius clients.conf file or a comma separated value (csv) file.

When executing this option the user is first prompted to login.

ol Select Legin Chain X
Chains Events
LDAP Passw ADFS A
Vioice OTP only
Email Only Authertication Agent
Password Only Authenticators Management
Helpdesk hd

After login then the current Radius client table is displayed.

Ol Radius Clients — O *
Clients
P address MName Secret Confim Enabled Upload
» . i
1721701 administrator True O FreeRadus
152.168.0.1M1 administratar True L




A new entry can be made in the table by selecting the fields at the end of the table. (marked with
asterisk) Note that all fields are required for new entries. Existing entries do not require the Secret or
confirm fields to be defined unless you want to change the value stored in the database..

ol Radius Clients — O X
Clignts
IP address Name Secret Confirm Enabled Upload
192.168.0.29 administrator True
1721701 admiristretor True L
192.168.0.111 | administrator True L
10.10 gmoris secret
[ N A .

To upload from file, select either FreeRadius formatted file or CSV. Hovering the mouse over either item
will display information about the file format.

5dr2 novell com./rest /user/api/auth”,
/gmormis-aaf63 gmadr2 novell.com/re

Enabled Upload -2 novell com/rest /user/api/auth use|
True /gmonmis-aaf63 gmadrZ novell.com/af
@ FreeRadius 3dr2 novell.com./rest/user/api/auth”,
True
Qg — -
True FreeRadius clients.conf formatted file
True File format:
e client <name> {
] ipaddr = <ipaddress>

netmask = <networkmask>
secret = <secret>
shortname = <name>
H
client <name> {
ipaddr = <ipaddress>
netmask = <networkmask>
secret = <secret=
shortname = <name>




Click the upload button to start the upload process.
A file dialog will be displayed to allow the user to choose the file to upload.

ol Open *
N <« Windo.. » MNSLFiles » v [J] 2 Search NSLFiles
Organize = MNew folder ==~ [ 0
~ Name A client IDMT- ~
¥ Network Zuthentication—-NCDC-
3 GmaD-DC1 at User enrollments for EMERG Network {
[ GMORRIS-PC1 oL SLAnalyzerDownloadManag

. ipaddr
! MORRIS-HOME Ot slanalyzer.properties 10.20.12.0

Ok RadiusUsers.bxt

[ oes —
— Ot CustomerRadiusClientsform netmask = 27
? OESTREE Ok User enrollments for TOTP v +
3 OOHGMORRISS v < > secret = v
File name: | CustomerRadiusClientsformat.tet V|
| Open | | Cancel |

After the upload is completed, the table will be updated with the file information

Ot Radius Clients - O X
Clients
Upload
» ] ] administrator
1721701 administrator True D
192.168.0.111 | administrator True L
10.10.1.12 gmorTis secret secret True
10.30.12.0 IDMT-Authenti... |letmein letmein True
172.20.11.0 IDMT-Autherti... |letmein letmein True
10.30.23.0 IDMT-5tretch-... | letmein letmein True
10.30.23.128 IDMT-5tretch-... |letmein letmein True

Save

Click the Save button to save the table to the server. To abort any changes click the X in the upper right
corner of the window.



Advanced

If the user checks the checkbox labeled Advanced, then the REST command window will display all of the
possible REST commands that can be sent to the appliance.

The purpose of the advanced feature is to allow for diagnostics and testing of specific functionality.
Note: All the REST calls except Register New Endpoint require an endpoint session to communicate with

the AAF appliance. For this reason, when selecting any of the REST calls, SLAnalyzer will first prompt the
user to select an endpoint to use for that session. Please see the REST call Create Endpoint Session for

more information.

Assign User Template

Create Endpoint Session

Create Event

Create OTP Token

Create User Template with enroll data
Create User Template without enroll data
Delete All Records of OSLogon Data
Delete Event

Delete Login Session

Delete OTP Token

Delete Password Record Only
Delete User

Delete User Template

Destroy Endpoint

Destroy Endpoint Session
Destroy Enroll

Destroy Logon Process

Do Enroll

Do Logon

Do Method call

Enroll

Enroll new TOTP

Enroll OTP Token

Generate Cookie Value
Generate Ticket Value

Get Authentication Chains

Get Endpoint Session Info

Get Event by Event ID

Get Full Server Status

Get OTP Token

Get OTP Tokens with Pagination
Get Server Status

Get User Template

List of Events

List of Users




Load Chain Image
Logon

Logon by Basic Auth
Logon Domains Lookup
Logon Next

Lookup User
Modify User Data

Read All Custom Messages for Category

Read All Records of OSLogon Data

Read Available Chains

Read Categories

Read Custom Messages for Category and Key
Read Effective Policies of User

Read Effective Policies of Endpoint

Read Endpoint Info

Read Info about Component of Endpoint Policy
Read Info about Component of User Policy
Read Login Session Information

Register Logon Domains for the Current Tenant
Register New Endpoint

Remove Already Enrolled TOTP Template
Revoke OTP Token

Search for Endpoint

Update Endpoint Info

Update Event

Update User Template

Verify Cookie Value




Assign User Template
This API will link a new method template to a user. Typically used during Enroll. Create the enrollment
template and then link to the user.

For a description of this feature see the helpdesk manual.
https://www.netig.com/documentation/advanced-authentication-64/helpdesk-administrator-
guide/data/sharing authenticators helpdesk.html

This API requires helpdesk/admin access.
After executing this API, the user will be prompted for the name of the source user.

Ol Enter user name x

User:

naafuser

Ok

SLAnalyzer will now query the server for the methods enrolled by specified user.

Ol Please... — O *

Email OTP ~
HOTP

Fex OTP

HANIS Fingermprint

RADIUS Client
Out-of-band v

Ok

After selecting a method to share then SLAnlyzer will prompt for the user to link too.

Ol Enter user name x

User:

dmarmiz

Ok

Once completed the packet data window will display the results.

Ol Packet Data - O X
- "Packet": { "Name": "Assign User Template”, "Request”: { "URL": "HTTP POST htips://gmonis-aaf63.aaf test tk/api/v1/users/f A
- Packet
+)- Name
+- Request
=I- Reply
= { "Status™: { "HTTPStatus™:{ "m_HttpResponseHeaders": [ “Connection”, "Strict-Transport-Securty”,
#-"Status™: { "HTTPStatus™: { "m_HttpResponseHeaders™:[ “Connection”,  "Strict-Transport-Security”, "Co
- "header”: null
#- "data": { “auth_t_id": "Oecae82136caalcIleb2chib290faa20"} v
< >



https://www.netiq.com/documentation/advanced-authentication-64/helpdesk-administrator-guide/data/sharing_authenticators_helpdesk.html
https://www.netiq.com/documentation/advanced-authentication-64/helpdesk-administrator-guide/data/sharing_authenticators_helpdesk.html

To view the linked authenticator use the APl Show Shared Template Info

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-

templates-link-existing-template-to-user.-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-link-existing-template-to-user.-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-link-existing-template-to-user.-post

Create Endpoint Session

This REST call is the first REST call to be made to the appliance. Prior to communicating with an
appliance, you must have an endpoint session established. This REST call creates an endpoint session.

When executing this REST call, SLAnalyzer will prompt the user to select the endpoint to use for the
session. This REST call requires the endpoint session ID so SLAnalyzer will only allow the use of known
and cached endpoints.

e Local Machine — Endpoint registered by the AAF Windows client

e Custom endpoints — Cached endpoints create with SLAnalyzer

e SlLAnalyzer — Diagnostic endpoint

e Public endpoints — Endpoint41 and Endpoint42

Ol Select Endpoint for new session *

My Test Endpaint
SLAnalyzer
Endpoint41
Endpoint42

If successful, the appliance will return an endpoint session id.

Ol Packet Data — O >
= "Packet": { "Mame": "Create EndPoirt Session”. "Request™: { "URL": "HTTP POST https://gmonis-aaff3 aaf 4est th/api/v1/endpoin
£} Packet
-- Mame
-- Request
- Reply
E-{ "Status™ { "HTTPStatus™:{ “m_HttpResponssHeaders": | "Connection”, "Strict-Transport-Security”, "Ci
-- "Statug": { "HTTPStatus™: { "m_HipResponseHeaders":[ "Connection”,  "Strict-Transport-Securty”,  "Conter

-- "header”: null
[+- "data"; { "endpoint_session_id": "eCa?wmLT Trap 1GMUVEEGz KHF Skl &ve"}

https://www.netig.com/documentation/advanced-authentication-

63/apidoc/data/apidoc.html#tendpoint-sessions-create-endpoint-session-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoint-sessions-create-endpoint-session-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoint-sessions-create-endpoint-session-post

Create Event

This REST call requires administrative access. When executing, SLAnalyzer will first prompt for
administrative login with the AdminUl event.

Ol Select Login Chain *

Chainz Events

LOAP Password Only ADFS ~
Pasaword Only

Authentication Agent
Authenticators Management
Helpdesk

Ok

After successful login then the create event window is displayed.

Ol Enter event details - O *
Mame: || |
Is enabled?
Event type: -
(0OSLogon W
Category: | | loer]
Add
Chains
Remave
Endpoirt whitelist: Add
Remove

[] GEO fencing enabled?

GEO zones: Add

[] Bypass user lockout in repository

Ok

Enter appropriate information for the new event and then click the OK button to create the new event.



Create OTP Token
This function will create a new token of type (hotp, pin, totp, or ocra)

ol New Token *

Token T

Token Attributes
Token ID | |
Token Secret | |
OTP Length (e
Counter 0 =
Time Step 0 =
Hash Library
Public ID |

Ok




Create User Template with enroll data

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-

templates-create-template,-fill-it-from-enroll-session-and-link-to-user-post

Create User Template without enroll data

https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-
templates-create-template-without-data-and-link-to-the-user-post

Delete All Records of OSLogon Data
This REST call will delete all of the cached OS Logon data for the currently logged in user.

https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-
data-delete-all-records-of-oslogon-data-delete



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-create-template,-fill-it-from-enroll-session-and-link-to-user-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-create-template,-fill-it-from-enroll-session-and-link-to-user-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-create-template-without-data-and-link-to-the-user-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-create-template-without-data-and-link-to-the-user-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-data-delete-all-records-of-oslogon-data-delete
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-data-delete-all-records-of-oslogon-data-delete

Delete Event

This REST call requires administrative access. When executing, SLAnalyzer will first prompt for
administrative login with the AdminUl event.

Ol Select Login Chain *

Chainz Events

LOAP Password Only ADFS
Pasaword Only

Authentication Agent
Authenticators Management
Helpdesk

Ok

After successful login then the list of current events is displayed. Select the event to delete and click the
Ok button.

Ok Select event to delete — O *

ADFS

AdminLl

Authentication Agent
Authenticators Management
Desktop OTP Toal
Helpdesk hd

Ok




Delete Login Session
This REST call will delete the current login session (logoff).

"Request": {

"URL": "HTTP DELETE https://gmorris-aaf63.aaf-
test.tk/api/vl/logon/sessions/wTBnvGYOrTY2PhwW9l1J274Bhr3zfEUQi?endpoint_session_id=4JJDyhvVelL7mBKaQYH18pRfHZfhHn
CPK",

"header": [

"Accept: application/json",
"Content-Type: application/json"

"data": null

h
"Reply": {
"Status™: {

"HTTPStatus": {

"m_Uri": "https://gmorris-aaf63.aaf-
test.tk/api/vl/logon/sessions/wTBnvGY9rTY2PhW9I1J274Bhr3zfEUQi?endpoint_session_id=4JJDyhvVelL7mBKaQYH18pRfHZfhHn
CPK",

"m_StatusCode": 200,
"m_ContentLength": 4,

"m_StatusDescription": "OK",
"WebError": null,
"AAFError": null

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#login-
sessions-delete-login-session-delete



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#login-sessions-delete-login-session-delete
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#login-sessions-delete-login-session-delete

Delete OTP Token
When selecting this API, SLAnalyzer will prompt the user for the Token ID to delete.

Ol Enter Token |0 to delete X




Delete Password Record Only
This REST call will delete only the password record cashed in the OS Logon data for the currently logged
in user.

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-

data-delete-password-record-only-delete



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-data-delete-password-record-only-delete
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-data-delete-password-record-only-delete

Delete User
Press the parameters button and specify the user to delete.

OLb User Parameter *

User

After specifying the user to delete, click the Execute button to send the request to the server.



Delete User Templatee

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-

templates-unlink-user-and-template-delete

Destroy Endpoint
This REST call allows the deletion of an existing endpoint.
ol Select Endpoint to Destroy X
My Test Endpoint
MyNew Endpoint

SLAnalyzer
<manually enter endpoint id>

Lo ]

SLAnalyzer will display a list of cached endpoints to delete. After selecting the endpoint, the cached
endpoint ID and secret will be displayed. Note that this REST call requires the Endpoint secret. This value
is returned when registering a new endpoint. See the details of the REST call Register New Endpoint.
SLAnalyzer will utilize the cached information from the Local Machine configuration file or from the local
registry of the workstation. There is no other method of obtaining the secret with SLAnalyzer.

Ol Destroy Endpoint X

Endpoint 1D:
|{}e3eb3ad32511ed362b 0242ac110003 |

Endpoint Secret:
|WALsdo830DMIVKhRivaXE 12aqNIG2X |

ok |



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-unlink-user-and-template-delete
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-unlink-user-and-template-delete

After confirming the ID and Secret SLAnalyzer sends the REST call to the server
with an HTTP status code 200 and description of OK.

. The server responds

Ol Packet Data = O X
(=) "Packet": { "Name": "Destroy Endpoint”, "Request™: { "URL": "HTTP DELETE https://gmomis-aaf63.aaf test tk /api/v1/endpoint: A
=} Packet
(- Name
(- Request
(= Reply
= { "Status": { "HTTPStatus™:{ “m_HttpResponseHeaders":[  "Connection”, "Strict-Transport-Security”,
(=) "Status": { "HTTPStatus”: { "m_HttpResponseHeaders":[ "Connection”,  "Strict-Transport-Securty”, "Co
(=) Status
= { "HTTPStatus™: { "m_HttpResponseHeaders™:[ "Connection”,  "Strict-Transport-Security”,  "Cont
(= "HTTPStatus™ { "m_HttpResponseHeaders™: [ "Connection”, "Strict-Transport-Security”, "Content
| [E-HTTPStatus
=-{ "m_HttpResponseHeaders": [ "Connection”, "Strict-Transport-Security”, "Content-Securit
[#)- "m_HttpResponseHeaders™: [ "Connection”, "Strict-Transport-Securnity"”, “Content-Security-
- "m_Un": "hitps://gmomis-aaf63.aaftest tk/api/v 1/endpoints/Oe 3eb3acf32511edab2b0242ac
) "m_Certificate”: null
- "m_Version": { "Major": 1, "Minor™: 1, "Build": -1, "Revision": -1, "MajorRevision": -1, "Mi
. S— S— -

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#tendpoints-destroy-endpoint-delete



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoints-destroy-endpoint-delete
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoints-destroy-endpoint-delete

Destroy Endpoint Session
This REST call terminates the current endpoint session between SLAnalyzer and the AAF appliance.

If successful, the server will return an HTTP status of 200.

Of Packet Data — O =
- "Packet”: { "Name": "Destroy Endpoint Session”, "Request™:{ "URL": "HTTP DELETE https://amomis-aaf3d.aaftest th/apiv 1/ A
- Packet

-- MName

-- Request

= Reply

E-{ "Status™: { "HTTPStatus":{ "m_HttpResponseHeaders": [ "Connection”, "Strict-Transport-Security ",
=8 "_Staius":{ "HTTPStatus™ { "m_HitpResponseHeaders™:[ "Connection”.  “Strict-Transport-Securty”,  "Co

[=1- Status
=-{ "HTTPStatus": { "m_HttpResponseHeaders": [  "Connection”,  "Strict-Transport-Securty”,  "Cont
= "HTTPStatus": | "m_HttpResponseHeaders™: [ "Connection™,  "Strict-Transport-Securty”,  "Content
(- HTTPStatus
= "m_HttpResponseHeaders™: [ "Connection”, "Strict-Transport-Securty”,  "Content-Securit
-- "m_HttpResponseHeaders™: [ "Connection™, "Strict-Transpart-Securty”, "Content-Security-
-m_Un™: “hitps://gmomis-aaf63.aaftest th/apifv 1/endpoints. /2 329d40cf 10e 1 ledab2b 024 2ac
- "m_Certfficate”: null
"m_Version™: { "Major™: 1, "Minor™: 1, "Build": -1, "Revision™: -1, "MajorRevision™: -1, "Mi
B 'm_StatusCode": 200

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#tendpoints-destroy-endpoint-delete



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoints-destroy-endpoint-delete
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoints-destroy-endpoint-delete

Destroy Enroll
This REST call should be used to cancel a failed enroll call.

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#enroll-
destroy-pending-waiting-process-delete



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#enroll-destroy-pending-waiting-process-delete
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#enroll-destroy-pending-waiting-process-delete

Destroy Logon Process

This REST call will delete the current logon process. This call would be typically made by an application
that issued the Logon REST api call but cannot complete the logon process due to some failure or user
cancel. This will cleanup any server resources allocated to the current logon process.

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-

destroy-logon-process-delete



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-destroy-logon-process-delete
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-destroy-logon-process-delete

Do Enroll
This REST call will complete the enrollment of a specific method for the currently logged on user.

"Request": {
"URL": "HTTP POST https://gmorris-aaf63.aaf-test.tk/api/v1l/enroll/oLu0JYt9rOOvKLTxzYDj9iSQR0O67XMol/do_enroll",
"header": [
"Accept: application/json",
"Content-Type: application/json"

"data™: "{\"response\":{\"password\":\"Password\"},\"login_session_id\":\"aNguheThvFbdMWO0yoNIJRn6h30aDTdMO\"}"
}

"Reply": {
"Status™: {
"HTTPStatus": {
"m_Uri": "https://gmorris-aaf63.aaf-test.tk/api/vl/enroll/oLu0JYt9rOOVKLTxzYDj9iSQR067XMol/do_enroll",
"m_StatusCode": 200,
"m_ContentLength": 68,
"m_Verb": "POST",
"m_StatusDescription™: "OK",
"WebError": null,
"AAFError": null
"data™: {
"reason": ",
"method_id": "PASSWORD:1",
"status": "OK",
"msg" "™

https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#tenroll-
common-do-enroll-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#enroll-common-do-enroll-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#enroll-common-do-enroll-post

Do Logon

This REST call continues the Logon process initiated by the Logon REST call. It provides the necessary
information needed to complete the logon method. For example, for the password method then this call
will pass the users password.

Ob Packet Data — O >
=- "Eacket": { "Mame": "Do Logon”, "Request™: { "URL": "HTTP POST https://gmomis-aaf63 aaftest tk/api/v1dogon/UPgara Wi ~
= Pﬁcket
-- Name
=) Request

=5 { "URL": "HTTP POST https://gmomis-aaf63.aaftest th/api/v 1logan/UPqaraWiWaFbGjw S AlewV xWZB Y 2sOHUCY /de

- "UURL": "HTTP POST https://gmomis-aafed.aaftest tk/apiv1Aogon/UPqaraWWaFb Giw S Akw\ i WZBYzsOHUCY S

t]- "header”: [ "Accept: application/json”, "Content-Type: application.json”]

[ "data": "{\"response’":{\"answer"\"Password'"},\endpoint session id\"\"Gn4%5570beddZ15ICkae TUimh5ka, ¥
>

Ol Packet Data - O x

- "Packet": { "Name": "Do Logon”, "Request™: { "URL": "HTTP POST https://gmomis-aaf63.aaf test tk/api/v 1Aogon/UPqaraWWgF ~
- Packet

E| Reply
-4 "Status™: { "HTTPStatus™ { “m_HttpResponseHeaders”: [ "Connection”, "Strict-Transport-Security”, N

- "Status": { "HTTPStatus": { "m_HttpResponseHeaders":[ "Connection”.  "Strict-Transport-Security”,  "Conts
t- "header”: null
B "data": { "chains":[ { “"methods":[ "EMERG_PASSWORD:1" ], ‘is_trusted":null,  "name": "BlueToc
é--data

E1-{ "chains":[ { “methods™ [ "EMERG_PASSWORD:1" ] ‘“is_trusted":null, "name"; "BlueTo
"chains":[ { "methods":[ "EMERG_PASSWORD:1" ] ‘“is_trusted":null, “name": "BlueToothAn
- "cument_method": "RADIUS: 1"
H- "event_name": "Authenticators Management™
H- “logon_process_id": "UPqaraWWaFbGjwSAkw VAW ZBYzeOHUCY"
H- "completed_methods™: [ "RADIUS:1"]
H- "status": "OK"
H-"repo_id": "655eb Xe%ae011ea83b002422c110003"
H- "user_name": "GMADR2\\Administrator"”
H
H
H
H
H
H

=

- "data_id": "AUTHENTICATORS MANAGEMENT"

- "user_id": "6573¥2abf4317ec114f Ve 15ic948c50"

- "msg": "Welcome"

- "login_session_id": "¥wMBLxvng0D37eBLAIWEbc S Z0h b BH"
- "pluging™: [ "LdapRules"]

- "questionz": null

o O or O O O e O o O e O g O o O e O O O O

https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-

common-do-logon-post
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Selected Logon method for logon:

Depending on what method was selected, SLAnalyzer will possibly prompt the user for the necessary
information to complete the logon process. For example, if Password was selected then SLAnalyzer will

prompt the user for their password.

(TOUCHID:1) Apple Touch ID
Not currently supported by SLAnalyzer

(BANKID:1) BankID
Not currently supported by SLAnalyzer

(BLUETOOTH:1) BlueTooth
This method is valid prior to AA version 6.4..
When selected, SLAnalyzer will prompt the user to select the Bluetooth device.

(CARD:1) Smart Card
The REST window status bar instructs user to insert their card into the reader.

[Execute | | Lnks | | Eat |

Pleass place card on fie reader.

(NEMID:1) Denmark National ID
Not currently supported by SLAnalyzer

(DEVICE_AUTH:1) Device Authentication
Not currently supported by SLAnalyzer

(EMAIL_OTP:1) Email OTP

SLAnalyzer will send the request to the AAF server, and it will read the email address assigned to the
user in the directory or an enrolled override address. If no override address is specified and no address
can be found in the directory, then the logon process will fail. Note that the override address is defined

when the method is enrolled.

Ol Please enter Email token, =

o ]

(EMERG_PASSWORD:1) Emergency Password
User will be prompted to enter their emergency password.

Ol Please enter emergency password. *




(FACE:1) Facial Recognition
Users’ camera is activated, and a picture is taken. The user can select Reload to take another picture or
click Accept to use the current image.

Ol Facial recognition X

Reload  Accept

(FIDO2:1) FIDOZ2
Not currently supported by SLAnalyzer

(FINGER:1) Finger Print
The REST window status bar instructs user to place their finger on the reader.

Becue | | Lnks | | Ba |

Place finger on reader.

(FLEX_ OTP:1) Flex OTP
This method will work with OTP, HOTP, or smartphone OTP. SLAnalyzer will prompt the user to enter the
provided OTP value.

OL Please enter OTP. x

(HANIS_FACE:1) HANIS Face
Not currently supported by SLAnalyzer

(HANIS:1) HANIS Fingerprint
Not currently supported by SLAnalyzer



(HOTP:1) HOTP
User prompted for a token.
Ok Please enter HOTP token. =

(LDAP_PASSWORD:1) LDAP Password
SLAnalyzer will use the password specified in the Authentication Credentials section of the REST
window. Note that LDAP_PASSWORD is only valid for users in an LDAP repository. The method
PASSWORD can be used for local accounts. LDAP_PASSWORD is defined in the LDAP repository. The
method PASSWORD is defined in the AA database and is unique from any other password.

Authentication Credentials

User |administralor
Password |o|o¢ooo. | &
OATH OTP

See HOTP or TOTP methods

(O0B:1) Out-of-band
Not currently supported by SLAnalyzer

(PASSWORD:1) Password
User prompted for their password.

Ol Please enter password. *

(PKI:1) PKI
SLAnalyzer will prompt the user to insert their card into the reader.

[Becue | | ks | | Bat |

Please place card on ®e reader.

(RADIUS:1) RADIUS
User is prompted for their Radius password.
OL Please enter Radius password. X
[ =




SAML Service Provider
Not currently supported by SLAnalyzer

(SECQUEST:1) Security Questions
The user is prompted to provide an answer to each of the defined security questions.

Ot Enter Challenge Answer >

Employee number

(SMARTPHONE:1) Smartphone
User is prompted on their mobile device with accept/deny.

(SMS_OTP:1) SMS OTP
The AAF server will send an SMS message to the users phone number specified when enrolled.
SLAnalyzer will prompt the user for the OTP.

Ol Please enter SMS Token. *

(SWISSCOM:1) Swisscom
This is always enrolled.
This method is not currently supported by SLAnalyzer.

(TOTP:1) TOTP
User prompted for an OTP.

Ok Please enter TOTP token. >

(U2F:1) UZF
This is always enrolled.
This method is not currently supported by SLAnalyzer.

(VOICE:1) Voice
User phone number is called, and user is prompted for accept/deny.



(VOICE_OTP:1) Voice OTP
Users phone is called and message with OTP value is heard.

OL Please enter OTP. x

(WEBAUTH:1) Web Authentication
Not currently supported by SLAnalyzer

(WINHELLO:1) Windows Hello
Not currently supported by SLAnalyzer



Do Method call
This REST call will generate an OTP for a specific method.
Requires an endpoint session, logon, do logon, and read logon session calls

After executing the user will be prompted for the method to generate an OTP for. Note that the
methods will need to be enrolled prior to execution.

ot Metho.. — O *

SMS_0TP:1
EMAIL_OTP:1
TOTPA
VOICE_OTP:1

Ok

Ol Please enter phone number. (optional) pod

[ ok |

Ol Please enter email address. (optional) e

ok ]

If the currently logged in user does not have a phone number or email address defined in the LDAP
repository, then the following error message will be displayed.

SLAnalyzer x

SLAnalyzer encountered an error: Cannot determine the QTP recipient
address - AuError - server

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#methods-email otp-1-method-call-post

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.htmltmethods-sms otp-1-method-call-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#methods-email_otp-1-method-call-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#methods-email_otp-1-method-call-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#methods-sms_otp-1-method-call-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#methods-sms_otp-1-method-call-post

https://www.netig.com/documentation/advanced-authentication-

63/apidoc/data/apidoc.html#fmethods-voice otp-1-method-call-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#methods-voice_otp-1-method-call-post
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Enroll

This REST call will enroll a method for the currently logged on user. This call starts the enrollment

process. To complete the enrollment of a method the Do Enroll call will need to be made.
"Packet": {
"Name": "Enroll",
"Request": {
"URL": "HTTP POST https://gmorris-aaf63.aaf-test.tk/api/v1l/enroll",
"header": [
"Accept: application/json",
"Content-Type: application/json"

"’data“: {

"method_id": "PASSWORD:1",

"login_session_id": "aNguheThvFbdMWO0yoNIJRn6h30aDTdMOQ"
}

Reply": {
"Status": {
"HTTPStatus": {
"m_Uri": "https://gmorris-aaf63.aaf-test.tk/api/v1/enroll",
"m_StatusCode": 200,
"m_ContentLength": 57,
"m_Verb": "POST",
"m_StatusDescription": "OK",
"WebError"; null,
"AAFError": null
"data": {
"enroll_process_id": "oLu0JYt9rOOvKLTxzYDj9iSQR067XMol"

}

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#enroll-
start-enroll-process-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#enroll-start-enroll-process-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#enroll-start-enroll-process-post

Enroll new TOTP

Ot REST Parameters

Tenant:

User:

Password:

Comment:

Cateqgary:

[ror)

|admini5trator

Cancel




Enroll OTP Token
Used to assign an OTP token to a user.

Ol Enter user name

Iser:

Ol Enter Token




Generate Cookie Value
Use login_session_id to generate cookie for this session. Will return json body with cookie_value and
server_id. Server_id for single-node configuration is null.

Request

{
"URL": "HTTP POST https://gmorris-aaf63.aaf-test.tk/api/v1l/cookies",
"header": [

"Accept: application/json",
"Content-Type: application/json"
]I
"data": {
"login_session_id": "0elQ6GcJ4qNiGka3017PauO1IT3kqrsR"
}
}

Reply
"data": {

"server_id": null,

"cookie_value": "eb7512c39c44892cb6ale93ace61e387"
}

https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#cookie-

and-ticket-services-generate-cookie-value-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#cookie-and-ticket-services-generate-cookie-value-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#cookie-and-ticket-services-generate-cookie-value-post

Generate Ticket Value

Use login_session_id to generate ticket for this session. To encrypt session data, the server needs target
endpoint secret to generate a ticket. Provide target_endpoint_id or target_endpoint_name. The API
returns a json body with encrypted ‘login_session_data’. Data is encrypted by AES with 32 bytes length
key by CBC. Key is equal to target endpoint secret. Use it to decrypt data.

Ol Select Endpeint to use for ticket generat..

Endpaoint41

Endpointd2

My Test Endpoint
SLAnalyzer

<manually enter endpaint id>

Ol Packet Data - O *
- "Packet”: { "Name": "Generate ticket valus”, "Request™: { "URL": "HTTP GET https://amanis-af63.aaf test th/api/v 1 tickets Aogin_se A
£} Packet
[l Name
-- Request
= Reply
=-{ "Status™ { "HTTPStstus™:{ "m_HttpResponseHeaders™ [ "Connection”, "Strict-Transport-Security”, "Cont
[ "Status™: { "HTTPStatus": { "m_HtpResponseHeaders":[ “"Connection”,  "Strict-Transport-Securty”,  "Contert-S
"header”: null
[+ "data": { "login_session_data": "1ddadf0065:99a59 785 Hf 75dalc173658d2cbe 283213728094 4cb4c3 1bd5 ¥ Foac 2979 v
< >

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#cookie-
and-ticket-services-generate-ticket-value-get
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Get Authentication Chains
This REST call will get a list of authentication chains for the currently logged on user.

Requires and endpoint session, logon, do logon, and read logon session calls.

"Request": {
"URL": "HTTP GET https://gmorris-aaf63.aaf-test.tk/api/v1l/logon/chains?event=Authenticators
Management&tenant_name=TOP&endpoint_session_id=4JJDyhvWeL7mBKaQYH18pRfHZfhHNCPK&is_trusted=true",
"header": [
"Accept: application/json",
"Content-Type: application/json"
"Reply": {
"m_Uri": "https://gmorris-aaf63.aaf-test.tk/api/vl/logon/chains?event=Authenticators
Management&tenant_name=TOP&endpoint_session_id=4JJDyhvWeL7mBKaQYH18pRfHZfhHNCPK&is_trusted=true",
"m_StatusCode": 200,
"m_ContentLength": 2342,
"m_Verb™: "GET",
"m_StatusDescription™: "OK",
"data": {
"chains": [
{
"name": "Password Only",
"position": 0,
"id_hex": "28faca4696b211ea916a0242ac110003",
"tenant_id": "defOdefOdefOdefOdefOdefOdefOdef0",
"id": null,
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [
"PASSWORD:1"
1,
"short_name": ",
"image_name": "PASSWORD_1.png",
"is_trusted": null,
"is_enabled": true,
"grace_period": null,
"mfa_tags": [],
"risk_level": "NONE"
h
{
"name": "LDAP Password Only",
"position": 1,
"id_hex": "28fe1e6296b211ea916a0242ac110003",
"tenant_id": "defOdefOdefOdefOdefOdefOdefOdef0",
"id": null,
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [
"LDAP_PASSWORD:1"
]

"short_name™: "™,
"image_name": "LDAP_PASSWORD_1.png",
"is_trusted": null,
"is_enabled": true,
"grace_period": null,
"mfa_tags": [],
"risk_level": "NONE"
h
{
"name": "passwordAndEmergency",
"position": 2,
"id_hex": "2a42c2d0db7211ech3260242ac110004",
"tenant_id": "defOdefOdefOdefOdefOdefOdefOdef0",
"id": null,
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [
"EMERG_PASSWORD:1",



"PASSWORD:1"
]

NalhArt namals 1

"image_name": "default",
"is_trusted"; null,
"is_enabled": true,
"grace_period": null,
"mfa_tags": [,
"risk_level": "NONE"
h
{
"name": "LDAPAndEmergency",
"position™: 3,
"id_hex": "365bcfcedb7411ecb3260242ac110004",
"tenant_id": "defOdefOdefOdefOdefOdefOdefOdefQ",
"id": null,
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [
"LDAP_PASSWORD:1",
"EMERG_PASSWORD:1"
I,
"short_name": "™,
"image_name": "default",
"is_trusted": null,
"is_enabled": true,
"grace_period": null,
"mfa_tags": [],
"risk_level": "NONE"
h
{
"name": "smartphone only",
"position": 4,
"id_hex": "6f32250a9ae411eab6be0242ac110003",
"tenant_id": "defOdefOdefOdefOdefOdefOdefOdef0",
"id": null,
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [
"SMARTPHONE:1"

"short_name™: "™,

"image_name": "SMARTPHONE_1.png",
"is_trusted": null,

"is_enabled": true,

"grace_period": null,

"mfa_tags": [],

"risk_level": "NONE"

"name": "bluetooth only",
"position": 5,
"id_hex": "7e33c0e09ae41leab6be0242ac110003",
"tenant_id": "defOdefOdefOdefOdef0defOdef0def0",
"id": null,
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [

"BLUETOOTH:1"
]

"short_name™: ",

"image_name": "BLUETOOTH_1.png",
"is_trusted": null,

"is_enabled": true,

"grace_period": null,

"mfa_tags": [],

"risk_level": "NONE"



https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-
read-available-chains-get



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-read-available-chains-get
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-read-available-chains-get

Get Endpoint Session Info
Get Endpoint Session Info reads the current endpoint session data.

Of Packet Data — O =
- "Packet”: { "Name": "Get Endpoint Session Information”, "Request”: { “"URL": "HTTF GET https://amoms-aaf63.aaftest th/apif A
- Packet
-- MName
-- Request
=~ Reply
E-{ "Status™: { "HTTPStatus":{ "m_HttpResponseHeaders": [ "Connection”, "Strict-Transport-Security ",
-- "Status": { "HTTPStatus™: { “m_HttpResponseHeaders™:[ “Connection”.  "Strict-Transport-Securty”.  "Co
- "header": null
- "data”: { "sid": "eCaTwmLTIrmap 1GMUVEEEZKF 5Kl Ave", "endpoint_id": "e329d40cf10e11edafZb0242ac 110003 "
( }

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#tendpoint-sessions-read-information-about-endpoint-session-get
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Get Event by Event ID
Reads the detail information about the selected Event.

Ok Select event — O >

ADFS ~
Adminl|

Authentication Agent

Authenticators Management

Desktop OTP Tool

Helpdesk A

Ok

Request:
{
"URL": "HTTP GET https://gmorris-aaf63.aaf-
test.tk/api/vl/events/4025e590f8afl1edad140242ac110004?login_session_id=X8REMFPanYZaC5bQNGw5pONhNgbhEsJc",
"header": [
"Accept: application/json",
"Content-Type: application/json"
1
}

Reply

"data": {
"type": "Generic",
"endpoints": [],

"chains": [
{
"name": "LDAP Password Only",
"position": 0,

"id_hex": null,
"tenant_id": null,
"id": "28fele6296b211ea916a0242ac110003",
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [
"LDAP_PASSWORD:1"
1
"short_name": "",
"image_name": "LDAP_PASSWORD_1.png",
"is_trusted": null,
"is_enabled": true,
"grace_period": null,
"mfa_tags": null,
"risk_level": "NONE",
"app_name": null

h

"name": "Password Only",

"position": 0,

"id_hex": null,

"tenant_id": null,

"id": "28faca4696b211ea916a0242ac110003",
"apply_for_ep_owner": false,
"required_chain_id_hex": null,

"methods": [



"PASSWORD:1"
]l
"short_name": "",
"image_name": "PASSWORD_1.png",
"is_trusted": null,
"is_enabled": true,
"grace_period": null,
"mfa_tags": null,
"risk_level": "NONE",
"app_name": null
h
{
"name": "LDAP + Smartphone",
"position": 0,
"id_hex": null,
"tenant_id": null,
"id": "ala2526cef7311eda6d10242ac110003",
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [
"LDAP_PASSWORD:1",
"SMARTPHONE:1"
]l
"short_name": "",
"image_name": "default",
"is_trusted": null,
"is_enabled": true,
"grace_period": null,
"mfa_tags": null,
"risk_level": "NONE",
"app_name": null

h

"name": "Voice OTP only",
"position": 0,
"id_hex": null,
"tenant_id": null,
"id": "14eec870646611edad980242ac110003",
"apply_for_ep_owner": false,
"required_chain_id_hex": null,
"methods": [
"VOICE_OTP:1"
]l
"short_name": "",
"image_name": "VOICE_OTP_1.png",
"is_trusted": null,
"is_enabled": true,
"grace_period": null,
"mfa_tags": null,
"risk_level": "NONE",
"app_name": null
}
]l
"is_enabled": true,
"json_data": {
"oauth2_appid": null,
"oauth2_appsecret": null,
"oauth2_redir_uris": null,
"nas_id": null,
"clients": null,
"groups_enabled": false,
"groups_white_list": null,
"saml2_metadata": null,
"saml_send_email_as_nameid": false,
"ignore_user_lockout": false

h



"is_standard": true,
"is_geo_fencing_enabled": "false",
"category_id": null,

"geo_zones": [],

"id": "28fa393c96b211ea916a0242ac110003",
"name": "AdminUl",

"forced": "false"

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#tevents-

get-event-by-event-id-get
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Get Full Server Status
Reads the full status of the server...

{"status": "OK", "multitenancy_mode": false, "version": "6.4.1.1-237", "hosted_saas_mode": false,
"fips_mode": true}

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#tserver-

status-read-exact-server-version,-check-license,-fips-mode-state-post
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Get OTP Token
Gets the details about a token.

Ol Enter Token 1D to find *
Ok Packet Data — Od >
B- "I_:‘a::kei": { "Mame": "Get OTP Token", "Request”:{ "URL": "HTTF GET GET hitps://amomis-aaf63 aaftest tk/api/v1/otp_tokens/T2c A
=) Packet

[+l Name

[+~ Request

=8 Reply

B--{_"Status": { "HTTPStatus":{ "m_HtpResponseHeaders": [ "Connection”, "Strict-Transport-Security”, "Cont

[ "Status™: { "HTTPStatus™ { “m_HttpResponseHeaders™:| "Connection”,  "Strct-Transport-Securty”,  “"Content-¢
"header”: null

f-"data”: { “id": "72c1c972047711ec90410242ac110003", "hmac_key": ", “sedal": "Token04", "type": "totp”, "otplen”

>

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#otp-
tokens-get-otp-token-get
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Get OTP Tokens with Pagenation
The API retrieves a block of tokens.

Click on the parameters button to specify the start of the search and the size of the block to return.

ol Token Para.. X

Get
Parameters
Offset
0 =

H of Entries
50 =

-

ol Packet Data

— Od >
[=- "Packet™ { "Mame": "Get otp tokens with pagination”, "Request™: { "URL": "HTTF GET GET hitps://gmomis-aaf63.aaf test th/apisv 1/0 A
[~ Packet
[~ Name
- Request
- Reply
- "Status": { "HTTPStatus”:{ "m_HttpResponseHeaders™ [ "Connection”, "Strict-Transport-Security™, "Conth
[ "Status™; { "HTTPStatus™: { "m_HitpResponseHeaders™ |

! "Connection”,  "Strct-Transport-Securty”,  "Content-£
- "header": null

al- "data”: { “okens":[ { id": "7279%c90604711ec90410242ac110003",  “hmac_key": ", "serial": "Token001",
£

>

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#otp-
tokens-get-otp-tokens-with-pagination-get
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Get Server Status
This API returns the basic server status. This API is like the Get Full Server Status API.

{"status": "OK", "multitenancy_mode": false, "version": "6.4.1.1", "hosted_saas_mode": false}

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#tserver-

status-get-server-status-and-version-get
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Get User Templatee
This API will return user registered methods (templates)

Click the parameters button and enter the user ID to return registration information.

oL User Parameter *

User ID
a331174f09e71506b5d44bcad 2210d 7

Request:
{

"URL": "HTTP GET
https://aaf64gm.gmadr2.novell.com/api/v1/users/b1b28d320766981b65b625c2e8d01446/templates?login_session_id=twKserv9DojgwceQ
fZgH75IWGdpB3VbR",

"header": [

"Accept: application/json",
"Content-Type: application/json"

]I

"data": null
}

Reply:
"data": {
"templates": [
{

"id": "ba3a2aa4e00405bcae0989f1bc012865",

"method_id": "PASSWORD:1",

"is_enrolled": "true",

"method_title": "Password",

"comment": "Enrolled with SLAnalyzer",

"category_id": "",

"data": {
"password_changed_at": "2023-06-12T13:21:05.386252",
"password_must_be_changed": false,
"pin_changed_at": null,
"mobile_phone": null,
"start_dt": null,
"end_dt": null,
"max_logon_count": null,
"name": null,
"hash": null,
"email": null

}

h

"id": "81b57dee3db7290deb35ea6f43c75337",
"method_id": "PASSWORD:1",
"is_enrolled": "true",
"method_title": "Password",
"comment": "Enrolled with SLAnalyzer",
"category_id": "3938f7ce092411ee9fcb0242ac110003",
"data": {
"password_changed_at": "2023-06-12T13:25:18.284076",
"password_must_be_changed": false,
"pin_changed_at": null,
"mobile_phone": null,
"start_dt": null,
"end_dt": null,



"max_logon_count": null,

"name": null,
"hash": null,
"email": null
}
h
{

"id": "c941157ecf196€62519173a7207d4acb",
"method_id": "LDAP_PASSWORD:1",
"is_enrolled": "
"method_title": "LDAP password",
"comment": "Auto-created",
"category_id": "",
"data": {
"password_changed_at": null,
"password_must_be_changed": false,
"pin_changed_at": null,
"mobile_phone": null,
"start_dt": null,
"end_dt": null,
"max_logon_count": null,

"name": null,

"hash": null,

"email": null
h

"id": "7ee95bad81be89ala6643bfffaf88733",
"method_id": "PASSWORD:1",
"is_enrolled": "true",
"method_title": "Password",
"comment": "Enrolled with SLAnalyzer",
"category_id": "360b59a2092411ee9fcb0242ac110003",
"data": {
"password_changed_at": "2023-06-12T13:24:51.270313",
"password_must_be_changed": false,
"pin_changed_at": null,
"mobile_phone": null,
"start_dt": null,
"end_dt": null,
"max_logon_count": null,

"name": null,
"hash": null,
"email": null
}
}
1
}

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-

templates-list-of-user-s-linked-templates-get
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List of Events
This API returns the current list of events. AdminUi access is required for this API.

REST Call:

ke ko ko ok o ok

gmorris-aaf63.aaf-test.tk/api/vl/events?login_session_id=GMTeRjMWZRJQf1JFKGck4KO1mSHrr5NA

% 3k 3k % ok ok %k %k 3k %k

Response from: List of Events
EETIITTITTYY

HTTP Status code: OK

Event: ADFS

Event: AdminUlI

Event: Authentication Agent
Event: Authenticators Management
Event: Desktop OTP Tool
Event: Helpdesk

Event: Helpdesk user

Event: Linux logon

Event: Mac OS logon

Event: Mainframe Logon
Event: My SAML

Event: MyOauthEvent

Event: NAM

Event: NCA

Event: OOB Ul logon

Event: Radius Server

Event: Reflection

Event: Report logon

Event: SSPR45

Event: Search Card

Event: Smartphone Enrollment
Event: Tokens Management
Event: Windows logon

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#events-

list-of-events-get
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List of Users
LOCAL repo - all local users. LDAP repo - users listed in server database - those who tried to
authenticate at least once.

See the automated function for List of Users

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#users-
list-of-users-get
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Load Chain Image
This API returns the image associated with a logon chain.

Select the desired chain:

Ol Please select chain to read *

Chain: default -
Chain: Blue ToothAndEmengency

Chain: Card only

Chain: Email Only

Chain: Emengency Password Only

Chain: FaceOnly

Chain: FingerPrint Only

Chain: LDAP and Password

Chain: LDAPAndEmergency

Chain: Radius Cnly

Chain: SMSOTP Only W

After clicking the Ok button SLAnalyzer will display the image in a browser window.

Ol chain.png (100: 100 (SLAnalyzer) - O >

Links Downloads  Developertools  Browser Tasks Zoom

Go |fi|e:fffC:fNSLFlIesfu:hain.png

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#chain-

image-load-chain-image-get
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Logon

This REST call initiates the Logon process.

This REST call requires a logon chain. If you click the Execute button without specifying a logon chain
SLAnalyzer will display this error:

SLAnalyzer

Please click on the parameters button to select the desired login method.

==

When selecting this REST call the Parameters button becomes available.

Get Endpoint Session Info
Destroy Endpoirt Session

Do Logon

£

Advanced

Click the Parameters button to choose the Logon chain to be used for this logon.

| Legon Parameters

Chains

(]

Events

ADFS -

AdminUl 7
o
Helpdesk

Linize logon 2

Choose the desired Event and then click the Update Chains button.
Note that SLAnalyzer will issue a Get Authentication Chains REST call to read the available chains for the

selected Event.

| Legon Parameters @
Chains Events
Password Onty " ADFS -
LDAP Password Only AdminlJ| 7
Card Only i n
Frail TP (inhs Helpdesk
4| UL} | * Linuzx logon hd




Select the desired Logon chain and then the Ok button to return to the main REST window.

ol Logon Parameters *
Chains Events
FaceOnly ~ ADFS ~
FingerPrirt Only AdminUI
v Authentication Agent
| MAP AnAd Fmernenmy
< > Helpdesk hd

Add Event

Ok

After selecting the logon chain click the Execute button to submit the Logon REST call.

The server should respond with MORE_DATA and Process started.

oL Packet Data — O *
- "Packet”: { "Mame": "Create Logon Session”, "Request™:{ "URL":"HTTP POST https://gmonis-aaf63 aaftest tk/api/v 1logon”, A
- Packet

G- Name

[+- Request

= Reply

B-{ "Status™: { "HTTPStatus™:{ "m_HttpResponseHeaders™ | "Connection”, "Strict- Transport -Security”,
-- "Status”: { "HTTPStatus™: { "m_HttpResponseHeaders™: [ "Connection”,  "Stict-Transport-Securty”,  "Co

- "header”: null
= "data™: { "status": "MORE_DATA", "curent_method": "PASSWORD:1", "plugins: []. "msg": "Process has been s
E-data
E-{ "status™: "MORE_DATA", "cument_method™: "FASSWORD:1", "plugins”™: [l. "msg": "Process has been ¢
il- "status”: "MORE_DATA"
-"cument_method™: "PASSWORD:1"
- "plugins™: ]
"msg": "Process has been started” ")

This is only the first part of the Logon process. To continue the logon, you must select the REST call Do
Logon.

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-

create-logon-process-post
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Logon by Basic Auth
This API allows for the login to the enrollment portal through basic authentication.

When selecting this APl the user is first prompted for the logon method to use for basic auth. This
method needs to be a text based method.. for example LDAP_PASSWORD, PASSWORD, HOTP,
EMERGENCY_PASSWORD, etc... Methods that require user interaction will not work since the method
data must be passed with the logon request.

ol Selectl.. — Od =

LDAP_PASSWORD: A
PASSWORD:1
EMERG_PASSWORDA

CARDA

EMAIL_OTFA

FACEAN

FINGER:1 N

Ok

After selecting the desired method then the user is prompted for the method data to pass. If the user
selected LDAP_PASSWORD then the password from the Authentication Credentials section of the REST
window will be used. All other methods will prompt for input.

O Enter: PASSWORD:1 *

REST Call:

3% 3k 3k 3k 3k ok %k k k%

gmorris-aaf63.aaf-test.tk/account/basic
3k 3k % 3k %k %k %k %k %k %

Response from: Logon by Basic Authentication
% 3k 3k 3k ok 5k %k %k %k %

HTTP Status code: OK

https://www.netiq.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#logon-
by-basic-auth-to-account
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Logon Domains Lookup
Read any existing logon domains

Ol Packet Data — | *
- "Eacket":{ "Name": "Logon domains lookup”, "Request™: { "URL": "HTTP POST POST https://amomis-aaf63.aaf test th/apiiv 1y »
=) Packet
-- Name
EI Request

E-{ "URL": "HTTP POST POST https://gmomis-aaf63.aaf4est th/api/v1logondomains/get”, "header”:[ "Host: gmomis-
-- "URL": "HTTP POST POST https://gmoris-aaf63.aaftest tk/api/v1/logondomains‘get”
-- "header": [ "Host: gmomis-aaf63 aaf4esttk”, "Accept: application/json”, "Content-Type: application/json"]
(- "data™: { "login_session_id": "zbOix3ar2Eq8ND0O0Fqspq 7w drexbbubh "}

=1~ Reply
B-{ "Status™: { "HTTPStatus™:{ “m_HttpResponseHeaders™ | "Connection”, "Strict-Transport-Security ™,
-- "Status": { "HTTPStatus™: { "m_HttpResponseHeaders":[ "Connection”.  "Strict-Transport-Security”,  "Co
"header”: null
[ "data"; { "domains”; [} w
£ >

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#logon-

domains-associated-with-this-tenant-logon-domains-lookup-post
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Logon Next
The REST call will initate the next method in the login chain.

If the selected chain has more than one method defined, then the AA server will return a status of NEXT

in response to the Do Logon REST call.

0Ol Packet Data — O *
(- "Packet™: { "Name": "Do Logon”, "Request™: { "URL": "HTTP POST https://gmormis-aaf63.aaftest th/api/v 1logon/5KPguleme a
(- Packet
(- Name
H- Request
=~ Reply
=-{ "Status": { "HTTPStatus™:{ "m_HtpResponseHeaders™ | "Connection”, "Strict-Transport-Security”,
-- "Status": { "HTTPStatus": { "m_HitpResponseHeaders":[ "Connection”,  "Strct-Transport-Securty”,  "Co
[ "header": null
E-"data™: { "chains™: [ { “"methods":[ "EMERG_PASSWORD:1" ] "is_trusted™: null,  "name": "Bluel
- data
E-{ "chains™:[ { "methods" [ "EMERG_PASSWORD:1" ], ‘is_trusted:nul,  "mame”: "Blue”
G- "chains™:[ { "methods™:[ "EMERG_PASSWORD:1" 1 ‘“is_trusted”:nul, "name": "BlueTocths
current_method": "PASSWORD:1"
event_name": "Autherticators Management”
"logon_process_id": "BKPgulemcRhhUFvid FEZWQL2dgdaxWaw"
"completed_methods": [ "PASSWORD:1"]
"status'": "MEXT" W
< >

By issuing the Logon Next call we will proceed to the next method in the logon chain.

Ol Packet Data - O *
- "Packet": { "Name": "Mext Logon”, "Request”: { "URL": "HTTP POST https.//gmonmis-aaf63.aaftest th/api/v1logon/5KPgulem
(- Packet

rl- Name

- Request

=) Reply

=-{ "Status™:{ "HTTPStatus™:{ “m_HttpResponseHeaders": [ "Connection”, "Strict-Transport-Security”',
[ "Status"; { "HTTPStatus"; { "m_HttpResponseHeaders™: [ "Connection”,  "Strict-Transport-Securty”,  "Co

"header": null
(- "data": "MORE_DATA Process has been started” W

The next step would be to issue the Do Logon request again to process the next method.

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-

continue-logon-for-multiple-step-logon-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-continue-logon-for-multiple-step-logon-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#logon-continue-logon-for-multiple-step-logon-post

Lookup User
When executing this API, the user will be prompted for the username to lookup.

Ol Enter user name >

User:

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#users-

user-lookup-by-given-user-name-get



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#users-user-lookup-by-given-user-name-get
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#users-user-lookup-by-given-user-name-get

Modify User Data

User data is stored on specific events. This will include NAM, NCA, Linux Logon, or Mac OS Logon. Before
selecting this option login to one of the supported events.

If the user is not logged into one of the supported events, the following message is displayed.

SLAnalyzer et

You must be logged into MAM, NCA, Linux logon, or Mac O5 logon
before you can access user data.

When logged into one of the supported events, the data below will be written:

{"data":{"test1":"value 1","test2":"value 2","test3":"value
3"},"login_session_id":"M8a0SkpBfycXGxpUZ3hAcvnr5iqTjDdr"}

https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-
data-modify-data-patch



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-data-modify-data-patch
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-data-modify-data-patch

Read All Custom Messages for Category
This API will return the defined custom messages for chains, methods, or messages.

When executing this API, the user is presented with a list of categories.

ol Select!... O x
chains |
methods
messages

Ol

messages-read-all-custom-messages-for-category-get

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#custom-



https://www.netiq.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#custom-messages-read-all-custom-messages-for-category-get
https://www.netiq.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#custom-messages-read-all-custom-messages-for-category-get

Read All Records of OSLogon Data
This REST call will read the OS Logon information for the currently logged on user. The user must be

logged into a valid OS event.. For example Linux Logon, Mac OS Logon, etc.

"Request": {

"URL": "HTTP GET https://gmorris-aaf63.aaf-
test.tk/api/vl/users/6573f2a6f4317ec114f7eel5fc948c90/data/OSLogon?login_session_id=ISmxBrS7bLM8Fb8WV9lU172Dzmjdd17
i,

"header": [

"Accept: application/json",
"Content-Type: application/json"

"data": null

h
"Reply": {
"Status™: {

"HTTPStatus": {

"m_Uri": "https://gmorris-aaf63.aaf-
test.tk/api/vl/users/6573f2a6f4317ec114f7ee15fc948c90/data/OSLogon?login_session_id=ISmxBrS7bLM8Fb8WV9IU172Dzmjdd17
I

"m_StatusCode": 200,
"m_ContentLength": 34,
"m_Verb™: "GET",
"m_StatusDescription": "OK",
"WebError"; null,
"AAFError": null

"data™: "{\"data\": {\"password\": \"Password\"}}"

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-
data-read-all-records-of-oslogon-data-get



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-data-read-all-records-of-oslogon-data-get
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-data-read-all-records-of-oslogon-data-get

Read Available Chains

This API returns all chains defined in the server. When selected the user will be prompted to select the
event to display the defined chains for that event.

Ol Select Event >
Chains Events
LDAFP Password Only - Authentication Agent ~
Password Only
Blue ToothAndEmengency v Desktop OTP Tool
Card nnhy Helpdesk
< > Helpdesk user v
Add Event
Ol
Ol Packet Data - O *
B- "I_:‘acket":{ "Mame": "Read Available Chains”, "Request™: { "URL": "HTTP GET https://gmomis-aaf63.aaftest tk/api/v 1dogonic ~
= Packet
- Name
EI Request

: - { "URL"; "HTTF GET https://gmonis-aaf63.aaftest th/api/v1ogon/chains fuser_name=administratorendpoint_session

=8 Reply

=-{ "Status™: { "HTTPStatus": {
- "Status": { "HTTPStatus”: {
- "header”: null

- "data"; { "chains":[ |

"m_HttpResponseHeaders™: [ "Connection™,

" Strict-Transpaort-Securty™,
"m_HttpResponseHeaders": [  "Connection”,

"Strict-Transport-Securty”,  "Co

"name": "LDAP Password Only",  "position™: 0,  "id_hex": "28fe1eb296b211ead16a »

>




Read Categories
This API will return a list of the configured template categories.

For information about categories see...
https://www.netig.com/documentation/advanced-authentication-64/server-administrator-

guide/data/evnt catgrs.html

Define categories in the admin portal under Policies->Event Categories

(] Authenticator Categories

Name Description
OFFICE In Office behind firewall &
REMOTE At home outside firewall o

Back

Returned categories as seen in the Packet data window.

Ol Packet Data - O X

B "Packet": { "Name": "Read Categories of templates”, "Request™: { "URL": "HTTP GET https //gmomis-aaf6l aaftest th /apifv1/c a
£} Packet

-- MName

(- Request

=B Reply

S-{ "Status™: { "HTTPStatus™{ "m_HttpResponseHeaders™: [ "Connection”, " Strict-Transport-Security”,

Status": { "HTTPStatus": { “m_HittpResponseHeaders":[ "Connection”,  “Strict-Transport-Security”, "Co
header”: null
- "data™: { "categories™: [ { id™: "8a711c4albcf11ecad140242ac110004",  "name”: "OFFICE", “desc™:"Ir .

£ >

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#ttemplate-categories-read-categories-get



https://www.netiq.com/documentation/advanced-authentication-64/server-administrator-guide/data/evnt_catgrs.html
https://www.netiq.com/documentation/advanced-authentication-64/server-administrator-guide/data/evnt_catgrs.html
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#template-categories-read-categories-get
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#template-categories-read-categories-get

Read Custom Messages for Category and Key
This APl is like the API Read All Custom Message for Categories

The user is first prompted to select the desired category.

ol Selectl... — | >
chains
messages
Ok

The user is then prompted for the key.

Ol Enter Key name x




Read Effective Policies of User
This REST call reads the effective policies for the currently logged in user.

"Request": {

"URL": "HTTP GET https://gmorris-aaf63.aaf-
test.tk/api/vl/users/6573f2a6f4317ecl14f7eel5fc948c90/effective_policy?login_session_id=DUt81BG34sHSCBuU2ibn9HN6zGAQLT
09z",

"header": [

"Accept: application/json",
"Content-Type: application/json"
"Reply": {
"Status™: {
"HTTPStatus™: {

"m_Uri": "https://gmorris-aaf63.aaf-
test.tk/api/vl/users/6573f2a6f4317ecl14f7eel5fc948c90/effective_policy?login_session_id=DUt81BG34sHSCBuU2ibn9HN6zGAQLT
09z",

"m_StatusCode": 200,

"m_ContentLength": 25695,

"m_Verb": "GET",

"m_StatusDescription": "OK",

"WebError": null,

"AAFError": null

"data": {
"policy": {
"FingerMethod": {
"data": {

"threshhold": 0,
"captures_number_per_finger": 3,
"fingers_number": 2

}

omponent_id": "FingerMethod"

b
"BluetoothMethod": {
"data": {
"watch_on_device_removal": true
}

"component_id": "BluetoothMethod"
h
"EmailOTPMethod": {
"data": {
"html": "<IDOCTYPE html>\n<title>OTP</title>\n<body>Use OTP <b>{otp}</b>, #{number} to login as {user} from {endpoint}
to {event}</body>",
"subject": "Login OTP",
"body": "Use OTP {otp}, #{number} to login as {user} from {endpoint} to {event}",
"otp_format": "dec6",
"email_format": "text",
"otp_period": 120,
"max_sent_otp_count": O,
"sender_email": null
h
"component_id": "EmailOTPMethod"

}

wisscomMethod": {
"data™: {

"cert_password"; null,

"mid_url": "https://mobileid.swisscom.com/rest/service",
“certificate": null,

"ap_pwd": null,

"ap_id": ",

"msg_prefix": "

"component_id": "SwisscomMethod"

h
"PKIMethod": {

"data™: {
"data": null
}

"component_id": "PKIMethod"
h



"VoiceSender": {
"data": {

"enroll_no_phone_msg": null,

"twilio": {
"account_sid": "AC1c83adb864001816c51548a5e6aee77f",
"sender_phone": "+18012511344",
"public_server_url": null,
"auth_token": null,
"use_copilot": false,
"service_sid": null

}

nroll_no_phone": false

}

omponent_id": "VoiceSender"

}

acheOptions": {
"data": {
"cache_enabled": true
h
"component_id": "CacheOptions"
h
"DeleteMeOptions™: {
"data": {
"delete_me_enabled": true
}

omponent_id": "DeleteMeOptions"

}

LockoutOptions": {

"data": {
"failed_attempts": 3,
"lock_in_repo": false,
"lockout_period": 300,
"is_enabled": false

}

omponent_id": "LockoutOptions"
h
"ADPasswordFilter": {

"data": {
"update_on_change": true,
"update_on_reset": true

}

omponent_id": "ADPasswordFilter"

}

martphoneMethod": {
"data": {
"server_url": null,
"auth_salt_ttl": 60,
"push_proxy_url": "https://proxy.authasas.com/OobProxy/servicejson.svc",
"vendor": "NetlQ",
"totp_step": 30,
"google_project_id": null,
"totp_length™: 6,
"push_salt_ttl": 30,
"learn_timeout": 60,
"totp_time_window": 300

}

omponent_id"; "SmartphoneMethod"

b
"U2fMethod": {

"data": {
"disable_builtin_attestation_cert": false,
"check_attestation": false

h

"component_id": "U2fMethod"
}

yslogOptions™: {
"data": {
"port": 514,
"host": "syslog.server.ip",
"is_enabled": true,



"socktype": "UDP"

"component_id": "SyslogOptions"
h
"ServicesDirectorOptions": null,
"KerberosOptions™: {

"data": {

"sso_repo_id": null

b

"component_id": "KerberosOptions"
h
"EndpointManOptions": {

"data": {

"create_need_auth"; false
b
"component_id": "EndpointManOptions"
h
"HelpdeskOptions": {

"data": {

"require_user_credentials": false
h
"component_id": "HelpdeskOptions"
h
"MultitenancyOptions™: {

"data": {

"multitenancy_enabled": false
h
"component_id": "MultitenancyOptions"
b
"GeoFencingOptions": {

"data": {

"geo_fencing_enabled": false

";:omponent_id“: "GeoFencingOptions"
b
"Saml20ptions": null,
"TOTPMethod": {

"data": {

"otp_period": 30,
"otp_window": 4,

"otp_format": "dec6",

"use_key uri_format_qr": false

h

"component_id": "TOTPMethod"
h
"SmartcardMethod": {

"data": {

"tap_and_go_enabled": false

"component_id": "SmartcardMethod"
h
"RadiusMethod": {
"data™: {
"send_reponame": false,
"nas_identifier": "001",
"server": "gmorris-aaf63.aaf-test.tk",
"secret": null,
"authport"; 1812

}

omponent_id"; "RadiusMethod"

"EMERG_PASSWORD": {

"data": {
"password_min_length": 5,
"password_age": 0,
"allow_change": true,
"password_check_complexity": false,
"max_logon_count": 10

}

: omponent_id": "EMERG_PASSWORD"



h
"SMSOTPMethod": {
"data™: {

"otp_period": 120,
"max_sent_otp_count": O,
"body": "Use OTP {otp}, #{number} to login as {user} from {endpoint} to {event}",
"otp_format": "dec6",
"recipient_attr": null

b
"component_id": "SMSOTPMethod"

"WhitelistAdminUIOptions": null,
"VoiceMethod": {
"data": {
"pin_min_length": 3,
"recipient_attr": null,
"pin_max_age": 42

"component_id": "VoiceMethod"

"SMSSender": {
"data": {

"sender_service": “twilio",

"twilio": {
"account_sid": "AC1c83adb864001816c51548a5e6aee77f",
"sender_phone": "+18012511344",
"public_server_url": null,
"auth_token": null,
"use_copilot": false,
"service_sid": "

h

"is_debug": false,

"generic": {
"request_body": [],
"request_method": "POST",
"service_url": ",
"auth_password": null,
"request_body_secure_params™: [],
"auth_username": "

}

essagebird": {
"password": null,
"sender_name": ",
"username™: "

}

b
omponent_id": "SMSSender"

h
"LoginOptions": {
"data": {
"default_repos": [
"LOCAL",
"GMADR?2",
"OES"

]

’nondefault_repos": 1l

}

"component_id": "LoginOptions"

h
"VoiceOTPMethod": {
"data": {
"otp_period": 120,
"max_sent_otp_count": 0O,
"body": "OTP #{number}: Your OTP code is {otp}",
"otp_format": "dec4",
"recipient_attr": null
h
"component_id": "VoiceOTPMethod"

b
"MailSender": {



"data": {
"tIs": false,
"sendmail_template": null,
"debug": 0,
"port": "25",
"ssl": false,
"username": "root",
"default_sender": "systemuser@local.com",
"host": "localhost",
"keyfile": null,
"sendmail_app": null,
"password": null,

"certfile": null,
"queue_path": null
h
"component_id": "MailSender"
h
"SecQuestMethod": {
"data": {
"MinAnswerLength™: 1,
"TotalQuestionsForLogon™: 5,
"CorrectQuestionsForLogon": 5,
"AllQuestions"; {
"AllQuestionsData": null
}
h
"component_id": "SecQuestMethod"
h
"LogoOptions": {
"data": {
"use_mobile_image": false,
"url": null,

"logo_mobile_start": null,
"use_image": true,
"logo_mini": null,
"text": null,
"logo_mobile_about": null,
"logo_lg": null
h
"component_id": "LogoOptions"
b
"LastLogonTrackingOptions": null,
"TemplateOptions": {
"data": {
"disable_reenroliment": false,
"sharing_enabled": true
b
"component_id": "TemplateOptions"
h
"ADEnhancedFilter": {
"data": {
"filter_enabled": false
}

"component_id": "ADEnhancedFilter"
b
"LdapMethod": {
"data": {
"save_password": true
}

"component_id": "LdapMethod"
b
"HOTPMethod": {
"data": {
"otp_window": 10,
"otp_format": "dec6"

b
"component_id": "HOTPMethod"

h
"HttpsOptions": {
"data": {



"tls_1_0_enabled": false,

"compression_enabled": false

}

"

omponent_id": "HttpsOptions"
h
"PasswordMethod": {

"data": {
"password_min_length": 5,
"rename_to_pin": false,
"password_check_complexity": false,
"password_max_age": 42

}

"

omponent_id": "PasswordMethod"

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#policies-read-effective-policies-of-user-get
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Read Effective Policies of Endpoint
This REST call will read the effective policies for the current endpoint session.

"Request": {

"URL": "HTTP GET https://gmorris-aaf63.aaf-
test.tk/api/vl/endpoints/42424242424242424242424242424242/effective_policy?endpoint_session_id=cuhezieObg7VoDin1iYlgxy
Wxpg8GgNV",

"header": [

"Accept: application/json",
"Content-Type: application/json"
"Reply": {
"Status™: {
"HTTPStatus™: {

"m_Uri": "https://gmorris-aaf63.aaf-
test.tk/api/vl/endpoints/42424242424242424242424242424242/effective_policy?endpoint_session_id=cuhezieObg7VoDin1iYlgxy
Wxpg8GgNV",

"m_StatusCode": 200,

"m_ContentLength": 25695,

"m_Verb™: "GET",

"m_StatusDescription": "OK",

"WebError": null,

"AAFError": null

"data": {
"policy": {
"FingerMethod": {
"data": {

"threshhold": 0,
"captures_number_per_finger": 3,
"fingers_number": 2

}

omponent_id": "FingerMethod"

h
"BluetoothMethod": {
"data": {
"watch_on_device_removal": true
h
"component_id": "BluetoothMethod"
h
"EmailOTPMethod": {
"data": {
"html"; "<IDOCTYPE html>\n<title>OTP</title>\n<body>Use OTP <b>{otp}</b>, #{number} to login as {user} from {endpoint}
to {event}</body>",
"subject": "Login OTP",
"body": "Use OTP {otp}, #{number} to login as {user} from {endpoint} to {event}",
"otp_format": "dec6",
"email_format": "text",
"otp_period": 120,
"max_sent_otp_count": O,
"sender_email": null
h
"component_id": "EmailOTPMethod"
}

wisscomMethod": {
"data™: {

"cert_password"; null,

"mid_url": "https://mobileid.swisscom.com/rest/service",
“certificate": null,

"ap_pwd": null,

"ap_id": ",

"msg_prefix": "

"component_id": "SwisscomMethod"
I
"PKIMethod": {

"data™: {

"data": null

}

"component_id": "PKIMethod"
h



"VoiceSender": {
"data": {

"enroll_no_phone_msg": null,

"twilio": {
"account_sid": "AC1c83adb864001816c51548a5e6aee77f",
"sender_phone": "+18012511344",
"public_server_url": null,
"auth_token": null,
"use_copilot": false,
"service_sid": null

}

nroll_no_phone": false

}

omponent_id": "VoiceSender"

}

acheOptions": {
"data": {
"cache_enabled": true
h
"component_id": "CacheOptions"
h
"DeleteMeOptions™: {
"data": {
"delete_me_enabled": true
}

omponent_id": "DeleteMeOptions"

}

LockoutOptions": {

"data": {
"failed_attempts": 3,
"lock_in_repo": false,
"lockout_period": 300,
"is_enabled": false

}

omponent_id": "LockoutOptions"
h
"ADPasswordFilter": {

"data": {
"update_on_change": true,
"update_on_reset": true

}

omponent_id": "ADPasswordFilter"

}

martphoneMethod": {
"data": {
"server_url": null,
"auth_salt_ttl": 60,
"push_proxy_url": "https://proxy.authasas.com/OobProxy/servicejson.svc",
"vendor": "NetlQ",
"totp_step": 30,
"google_project_id": null,
"totp_length™: 6,
"push_salt_ttl": 30,
"learn_timeout": 60,
"totp_time_window": 300

}

omponent_id"; "SmartphoneMethod"

b
"U2fMethod": {

"data": {
"disable_builtin_attestation_cert": false,
"check_attestation": false

h

"component_id": "U2fMethod"
}

yslogOptions™: {
"data": {
"port": 514,
"host": "syslog.server.ip",
"is_enabled": true,



"socktype": "UDP"

"component_id": "SyslogOptions"
h
"ServicesDirectorOptions": null,
"KerberosOptions™: {

"data": {

"sso_repo_id": null

b

"component_id": "KerberosOptions"
h
"EndpointManOptions": {

"data": {

"create_need_auth"; false
b
"component_id": "EndpointManOptions"
h
"HelpdeskOptions": {

"data": {

"require_user_credentials": false
h
"component_id": "HelpdeskOptions"
h
"MultitenancyOptions™: {

"data": {

"multitenancy_enabled": false
h
"component_id": "MultitenancyOptions"
b
"GeoFencingOptions": {

"data": {

"geo_fencing_enabled": false

";:omponent_id": "GeoFencingOptions"
b
"Saml20ptions": null,
"TOTPMethod": {

"data": {

"otp_period": 30,
"otp_window": 4,

"otp_format": "dec6",

"use_key uri_format_qr": false

h

"component_id": "TOTPMethod"
h
"SmartcardMethod": {

"data": {

"tap_and_go_enabled": false

"component_id": "SmartcardMethod"
h
"RadiusMethod": {
"data™: {
"send_reponame": false,
"nas_identifier": "001",
"server": "gmorris-aaf63.aaf-test.tk",
"secret": null,
"authport"; 1812

}

omponent_id"; "RadiusMethod"

"EMERG_PASSWORD": {

"data": {
"password_min_length™: 5,
"password_age": 0,
"allow_change": true,
"password_check_complexity": false,
"max_logon_count": 10

}

: omponent_id": "EMERG_PASSWORD"



h
"SMSOTPMethod": {
"data": {

"otp_period": 120,
"max_sent_otp_count": O,
"body": "Use OTP {otp}, #{number} to login as {user} from {endpoint} to {event}",
"otp_format": "dec6",
"recipient_attr": null

b
"component_id": "SMSOTPMethod"

"WhitelistAdminUIOptions": null,
"VoiceMethod": {
"data": {
"pin_min_length": 3,
"recipient_attr": null,
"pin_max_age": 42

"component_id": "VoiceMethod"

"SMSSender": {
"data": {

"sender_service": "twilio",

"twilio": {
"account_sid": "AC1c83adb864001816c51548a5e6aee77f",
"sender_phone": "+18012511344",
"public_server_url": null,
"auth_token": null,
"use_copilot": false,
"service_sid": "

h

"is_debug": false,

"generic": {
"request_body": [],
"request_method": "POST",
"service_url": ",
"auth_password": null,
"request_body_secure_params™: [],
"auth_username": "

}

essagebird": {
"password": null,
"sender_name": ",
"username™: "

}

b
omponent_id": "SMSSender"

h
"LoginOptions": {
"data": {
"default_repos": [
"LOCAL",
"GMADR?2",
"OES"

]

’nondefault_repos": 1l

}

"component_id": "LoginOptions"

h
"VoiceOTPMethod": {
"data": {
"otp_period": 120,
"max_sent_otp_count": 0O,
"body": "OTP #{number}: Your OTP code is {otp}",
"otp_format": "dec4",
"recipient_attr": null
h
"component_id": "VoiceOTPMethod"

b
"MailSender": {



"data": {
"tIs": false,
"sendmail_template": null,
"debug": 0,
"port": "25",
"ssl": false,
"username": "root",
"default_sender": "systemuser@local.com",
"host": "localhost",
"keyfile": null,
"sendmail_app": null,
"password": null,

"certfile": null,
"queue_path": null
h
"component_id": "MailSender"
h
"SecQuestMethod": {
"data": {
"MinAnswerLength™: 1,
"TotalQuestionsForLogon™: 5,
"CorrectQuestionsForLogon": 5,
"AllQuestions"; {
"AllQuestionsData": null
}
h
"component_id": "SecQuestMethod"
h
"LogoOptions": {
"data": {
"use_mobile_image": false,
"url": null,

"logo_mobile_start": null,
"use_image": true,
"logo_mini": null,
"text": null,
"logo_mobile_about": null,
"logo_lg": null
h
"component_id": "LogoOptions"
b
"LastLogonTrackingOptions": null,
"TemplateOptions": {
"data": {
"disable_reenroliment": false,
"sharing_enabled": true
b
"component_id": "TemplateOptions"
h
"ADEnhancedFilter": {
"data": {
"filter_enabled": false
}

"component_id": "ADEnhancedFilter"
b
"LdapMethod": {
"data": {
"save_password": true
}

"component_id": "LdapMethod"
b
"HOTPMethod": {
"data": {
"otp_window": 10,
"otp_format": "dec6"

b
"component_id": "HOTPMethod"

h
"HttpsOptions": {
"data": {



"tls_1_0_enabled": false,

"compression_enabled": false

}

"

omponent_id": "HttpsOptions"
h
"PasswordMethod": {

"data": {
"password_min_length": 5,
"rename_to_pin": false,
"password_check_complexity": false,
"password_max_age": 42

}

"

omponent_id": "PasswordMethod"

https://www.netig.com/documentation/advanced-authentication-
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Read Endpoint Info
This REST call allows for the reading of an existing endpoint. SLAnalyzer will first display a list of known

endpoints. This would include

e Local Machine — If AAF client properties file exists

e Public endpoints — (Endpoint41 and EndPoint42)

e Custom endpoints — Cached endpoints created with Register New Endpont REST call
e SlLAnalyzer endpoint — Diagnostic endpoint

e <manually enter endpoint id> - Read a private endpoint by id

Ol Select Endpoint to read =

Endpoirnt41

Endpoint42

My Test Endpoint
MyNewEndpoint

SLAnalyzer

<manually enter endpoint id>

SLAnalyzer will send the request to the appliance to read the selected endpoint. The server returns the

endpoint data.

Ol Packet Data - O *
- "Packet": { "Name": "Read Endpoint Information”, "Request”: { "URL": "HTTP GET https://gmomis-aaf63.aaf test th /api/v1/endpc A
£J- Packet
G- Name
-- Request
&I Reply
=3 {_"Status": { "HTTPStatus":{ "m_HttpResponseHeaders": [ "Connection”, " Strict-Transport-Security”, "t

"Status": { "HTTPStatus™ { “m_HttpResponseHeaders™: [  "Connection”,  "Strict-Transport-Securty”,  "Conti
- "header": null

= "data”: { "name": "My Test Endpoint”, "typ": "1", "desc": "Test endpaint created with SLAnalyzer", "is_enabled": tr
- data
2-{ "name": "My Test Endpoint”, "typ": "1", "desc": "Test endpaint created with SLAnalyzer”, “is_enabled": tn.
-- "name": "My Test Endpoint”
i "typ": "1"
desc”: "Test endpoirt created with SLAnalyzer"
is_enabled": true
id": "3¥b23c X 0dd11edabaf0242ac110004"
- "is_trusted": false v

If the user selects the option <manually enter endpoint id> then SLAnalyzer will prompt for the endpoint

ID.

Ol Read Endpoint >

Endpaint 1D:




The endpoint ID can be found in the administration console. Click on Endpoints, then select the desired

endpoint.
ot Administration (SLAnalyzer) - m] X
Links Downloads Developertools Browser Tasks Zoom  Clear cache
Back Foad || G| [nttesysgmoms aaf63.asftet th/admininfo |
AA | Netlt @ S GMADR2\Administrator @ English~
= Endpoints
ﬁ Dashboard
New Endpoint Search by name
SY% Repositories
@) Methods Name Software Description Enabled Owner Lastsession Actions
= Windows 2023-02-13
M IV v
[%] chains DESKTOP-MBLCJIE gmadiznovell.com o 1205 i
ﬁ>:| Events Well-known
B 2023-05-09
E}g Endpoints Endpoint41 Testing endpoint (id v 16:08 ]E[
41414141)
Policies Wellk
‘ell-known
2023-05-12
m Reports Endpoint42 Testing endpoint (id v 1021 ]E[
u 42424242)
%{f Server Options
- Test endpoint
[ cluster My Test Endpoint created with v @
M Backup/Restore Sl
- Test endpaint
= 2023-02-09
m Logs IlyNewEndpoint created with ~ 1145 @[
E Licenses Sl Analyzer
{:&} Risk Settings Workstation
istrati
OOHGMORRIS5530. MICROFOGUS.COM registration v m
created with -
H H H H “ 2
Right click anywhere in the form and select the option “Inspect”.
ot Administration (SLAnalyzer) - o X

Links  Downloads Developertools  Browser Tasks  Zoom  Clear cache

Back fed || Ge | [nttes:/sgmoms-aaft3 aaftest tk/admindinfo |

AA  NetlQ @ S GMADR2Administrator ) English~ .

= =2 OOHGMORRIS5530.MICROFOCUS.COM

ﬁ Dashboard

I - Name OOHGMORRIS5530.MICROFOCUS.COM
1) Repositories

& Back Alt+Left arow
@) . A
© Methods Description Wiorkstation registration created with| (™ Refresh CtrlsR
@ Chains
5 Software Manual B sovess
Events = Print Ctrl+P
E*S Endpoints Is enabled m B sn
are
Policies ~
Is trusted OFF (] Web select Ctrl+Shift=X
[ Reports (@ Web capture Ctrl+Shift+S
ﬁ Server Options. Endpoint Owner Specify a user name
: Get image descriptions from Microsoft >
D‘J Cluster
Gy Inspect

Save Cancel

M Backup/Restore



This brings up the developer tools. Click on the tab “Sources”, and then right click on the endpoint and

select Copy filename.

@ DevTools - gmorris-aaftid.aaf-test.th/admin/endpoints/8b6da1dafldb11eda5af0242ac1 10004 — O X
GI ‘Welcome Elements Console Sources  MNetwork Performance Memory P —|— Q@20 42 | @2 €§3
Page Filesystem  Overrides 3 TR O] = 00 - + 1T o 5
v 3 top b Watch

¥ 4 gmorris-aafal.aaf-testtk
v D admin/endpoints Chrl + P Open file ¥ Breakpoints
D 8b6d61dafldbl1edasaf0242ac1 10004 ] Pause on uncaught exceptions
[ 8b6d61daf0db11eda5af0242ac110004 Ctrl + Shift £ P Run command [C] Pause on caught exceptions
» 7 apifvl/chain_image
. . ¥ Scope
» [ static Drop in a folder to add to workspace
P 5 www.gstatic. Not paused
v gsEtiecam Learn more about the Sources tool -
w Call Stack

Not paused
» ¥HR/fetch Breakpoints
» DOM Breakpoints

» Global Listeners

Now execute the Read Endpoint info again and select the option “<manually enter endpoint id>".

Ol Read Endpoint hd

Endpoint 1D:
|3bEdE»'IdafDdb‘I 1eda5af0242ac110004

Ok

The server will then return the information about the endpoint with the specified ID.

Ol Packet Data - O *

= "Packet": { "Name": "Read Endpaint Information”, "Request™: { "URL": "HTTF GET https://amomis-aaf63 aaftest tk/api/v1/endpoir
- Packet
[ Name
-- Request
B- Reply
E-{ "Status™: { "HTTPStatus™{ "m_HttpResponseHeaders": [ "Connection”, "Strict-Transport-Security”, "C
"Status”™: { "HTTPStatus™: { "m_HttpResponseHeaders™: [  "Connection”,  “Strict-Transport-Security”,  "Corter
‘header": null
=8 "data": "name": "O0HGMORRISEE30. MICROFOCUS COM™, "typ": "1", "desc™: "Workstation registration created wi
=) data
-4 "name"; "OOHGMORRIS5530.MICROFOCUS. COM", "typ™: "1", "desc": "Workstation registration created wi
"name": "OOHGMORRIS5530 MICROFOCUS .COM”
"yp"; 1"
"desc”; "Workstation registration created with SLAnalyzer"
"is_enabled": true
d": "8bBd61dafldb 1 1edabaf0242ac110004"
- "is_trusted": false

https://www.netiq.com/documentation/advanced-authentication-
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Read Info about Component of Endpont Policy
This REST call will return the information for a specific policy related to the current enpoint session.

Ol Select ... — O >

FingerMethod A
Bluetooth Methaod

EmailD TP Method

SwisscomMethod

PKIMethad

WoiceSender

CacheQptions A

Ok

Select the desired policy and click the Ok button to submit to the server.

"Request": {

"URL": "HTTP GET https://gmorris-aaf63.aaf-
test.tk/api/vl/endpoints/42424242424242424242424242424242/effective_policy/BluetoothMethod?endpoint_session_id=cuhezieOb
g7VoDinliYlgxyWxpg8GgNV",

"header": [

"Accept: application/json",
"Content-Type: application/json"

"data": null
2
"Reply": {

"Status": {

"HTTPStatus": {

"m_Uri": "https://gmorris-aaf63.aaf-
test.tk/api/vl/endpoints/42424242424242424242424242424242/effective_policy/BluetoothMethod?endpoint_session_id=cuhezieOb
g7VoDinliYlgxyWxpg8GgNV",

"m_StatusCode": 200,
"m_ContentLength": 124,
"m_Verb™: "GET",
"m_StatusDescription™: "OK",
"m_MediaType": null

1
"WebError": null,

"AAFError": null
"data": {

"FingerMethod": null,

"BluetoothMethod": {

"policy": {
"data": {
"watch_on_device_removal": true
h
"component_id": "BluetoothMethod"
}
}

"EmailOTPMethod": null,
"SwisscomMethod": null,
"PKIMethod": null,
"VoiceSender": null,
"CacheOptions™: null,
"DeleteMeOptions": null,
"LockoutOptions": null,
"ADPasswordFilter": null,
"SmartphoneMethod": null,
"U2fMethod": null,
"SyslogOptions": null,
"ServicesDirectorOptions": null,



"KerberosOptions": null,
"EndpointManOptions": null,
"HelpdeskOptions": null,
"MultitenancyOptions": null,
"GeoFencingOptions™: null,
"Saml20ptions": null,
"TOTPMethod": null,
"SmartcardMethod": null,
"RadiusMethod": null,
"EMERG_PASSWORD": null,
"SMSOTPMethod": null,
"WhitelistAdminUIOptions": null,
"VoiceMethod": null,
"SMSSender": null,
"LoginOptions": null,
"VoiceOTPMethod": null,
"MailSender": null,
"SecQuestMethod": null,
"LogoOptions": null,
"LastLogonTrackingOptions": null,
"TemplateOptions": null,
"ADEnhancedFilter": null,
"LdapMethod": null,
"HOTPMethod": null,
"HttpsOptions": null,
"PasswordMethod": null

https://www.netig.com/documentation/advanced-authentication-
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Read Info About Component of User Policy
This REST call provides the ability to read information about a specific server policy of the currently

logged in user.

When executing this REST call, SLAnalyzer will present the user with the list of server policies to gather

information for.

Ol Select ... — O >

FingerMethod ~
Bluetooth Methad

EmailD TP Method

SwisscomMethod

PKIMethod

WoiceSender

CacheQptions A

Ok

Select the desired policy and then click the Ok button to submit the query to the server.

"Request": {

"URL": "HTTP GET https://gmorris-aaf63.aaf-
test.tk/api/vl/users/6573f2a6f4317ec114f7ee15fc948c90/effective_policy/BluetoothMethod
login_session_id=8DDh2KjT9eeil5hYpYWHrggOAzGdIReZ",

"header": [

"Accept: application/json",
"Content-Type: application/json"
"Reply": {
"Status": {
"HTTPStatus": {

"m_Uri": "https://gmorris-aaf63.aaf-
test.tk/api/vl/users/6573f2a6f4317ec114f7ee15fc948c90/effective_policy/BluetoothMethod?login_session_id=8DDh2KjT9eeil5hYp
YWHrgg0AzGdIReZ",

"m_StatusCode": 200,

"m_ContentLength": 124,

"m_Verb": "GET",

"m_StatusDescription": "OK",

"WebError": null,
"AAFError": null

"data": {

"FingerMethod": null,
"BluetoothMethod": {

"policy": {

"data": {
"watch_on_device_removal": true
}

"component_id": "BluetoothMethod"
}

h

"EmailOTPMethod": null,
"SwisscomMethod": null,
"PKIMethod": null,
"VoiceSender": null,
"CacheOptions": null,
"DeleteMeOptions": null,
"LockoutOptions": null,
"ADPasswordFilter": null,
"SmartphoneMethod": null,
"U2fMethod": null,



"SyslogOptions": null,
"ServicesDirectorOptions": null,
"KerberosOptions": null,
"EndpointManOptions": null,
"HelpdeskOptions": null,
"MultitenancyOptions": null,
"GeoFencingOptions": null,
"SamlI20ptions": null,
"TOTPMethod": null,
"SmartcardMethod": null,
"RadiusMethod": null,
"EMERG_PASSWORD": null,
"SMSOTPMethod": null,
"WhitelistAdminUIOptions": null,
"VoiceMethod": null,
"SMSSender": null,
"LoginOptions": null,
"VoiceOTPMethod": null,
"MailSender": null,
"SecQuestMethod"; null,
"LogoOptions": null,
"LastLogonTrackingOptions": null,
"TemplateOptions": null,
"ADEnhancedFilter": null,
"LdapMethod": null,
"HOTPMethod": null,
"HttpsOptions": null,
"PasswordMethod": null

https://www.netig.com/documentation/advanced-authentication-
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Read Login Session Information
This REST call will read the current login session information.

"Request": {

"URL": "HTTP GET https://gmorris-aaf63.aaf-
test.tk/api/vl/logon/sessions/wTBnvGYOrTY2PhW9l1J274Bhr3zfEUQi?endpoint_session_id=4JJDyhvVeL7mBKaQYH18pRfHZfhHn
CPK",

"data": "
h
"Reply": {
"Status": {
"HTTPStatus™: {

"m_Uri": "https://gmorris-aaf63.aaf-
test.tk/api/v1/logon/sessions/wTBnvGY9rTY2PhW9I1J274Bhr3zfEUQi?endpoint_session_id=4JJDyhvVelL7mBKaQYH18pRfHZfhHn
CPK",

"m_StatusCode": 200,
"m_ContentLength": 767,
"m_Verb": "GET",
"m_StatusDescription™: "OK",
"WebError": null,
"AAFError": null

}

"data": {

"event_name": "Authenticators Management",

"repo_id": "655eb2fe9ae011ea83b00242ac110003",
"user_id"; "6573f2a6f4317ec114f7eel5fc948c90",
"repo_obj_id": "3ab9e64a18d7e1459e03be37c5f07a55",
"sid": null,

"user_name": "GMADR2\Administrator",

"data_id": "AUTHENTICATORS MANAGEMENT"

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#login-

sessions-read-information-about-login-session-get
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Register Logon Domains for the Current Tenant
Used to specify the logon domain of multi-tenant configurations.

When selected the user will be allowed to manage the domains.

ol Domains — O *

Add

Edit

Remave

Done




Register New Endpoint
SLAnalyzer allows the user to create 3 different types of endpoints.

e Local Machine — The registered endpoint for the workstation. Same as the endpoint created by
the AAF Windows client.

e Sl Analyzer — Diagnostic endpoint for use with SLAnalyzer
e Custom — An endpoint with user specified name

Ol Select type of Endpoint create >

Local Machine
SLAnalyzer
Custom

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#tendpoints-register-new-endpoint-post
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Local Machine endpoint

The local machine endpoint is an endpoint with the workstation name. The endpoint data is cached to
AAF windows client configuration file. (C:\ProgramData\NetIQ\Windows Client\config.properties)

When registering a new workstation endpoint SLAnalyzer will update the config.properties file with the
new endpoint information (ID and secret)

Ol Select type of Endpeint create x

Local Machine
SLAnalyzer
Custom

Ok

After selecting the Local Machine as the endpoint type then SLAnalyzer will prompt with the name of

the endpoint. In the case of a Local Machine endpoint the name should be the workstation name with
DNS context.

ol New Endpoint

Endpoint Name:
|OOHGMOHHI5553D.MICROFOCUS.COM |

If the workstation has already been registered, then the server will return an error.

SLAnalyzer X

SLANnalyzer encountered an error: Cannot add or change the endpoint
(same name or software_name already exist?) - name - server




Ot Packet Data = a X

(= "Packet": { "Name": "Register new Endpoint”, "Request": { "URL": "HTTP POST https://gmonis-aaf63 aaf test tk/api/v1/endpoints”, “header":[ “Accept: af A
(=) Packet
- Name
lB - Request
- Reply
=-{ "Status": { "HTTPStatus™:nul, "WebEmor":{ "Emor":{  "ClassName": "System Net.WebException”,  "Message": "The remote server retu
(= "Status™: { "HTTPStatus": null, "WebEmor": { "Emor":{ "ClassName": "System Net. WebException”, "Message": "The remote server retumed
[=)- Status
= { "HTTPStatus": null, "WebEmor™: { "Emor":{ "ClassName": "System.Net. WebException”, "Message": "The remote server retumed a
(- "HTTPStatus": null
"WebEmor": { "Emor": { "ClassName": "System Net. WebException”, "Message": "The remote server retumed an emor; (400) Bad Requ
(= "AAFEmor”: { "emors™:[ { "name":"name”, “description": "Cannot add or change the endpoint (same name or software_name alrez
(=} AAFEmor
&-{ "emors™:[ { ‘name":"name”. “description”: "Cannot add or change the endpoint (same name or software_name already ¢
EJ “emors”: [ { "name":"name”, “description": "Cannot add or change the endpoint (same name or software_name already exi
i [E-emors
=-[ { "name":"name”, "description": "Cannct add or change the endpoint (same name or software_name already exis
=-{ "name": "name”, "description": "Cannot add or change the endpoint (same name or software_name already exis
[#)- name
(=} description
. ..Cannot add or change the endpoint (same name or software_name already exist?)

Lxa i Py Coay




SLAnalyzer endpoint
The SLAnalyzer endpoint is a diagnostic endpoint for use with SLAnalyzer.

Ol Select type of Endpoint create X
Local Machine
SLAnalyzer
Custom
Ok

After Selecting the SLAnalyzer endpoint type the user is prompted for the name.

Ot MNew Endpoint bt
Endpoint Name:
|SLAnah.'zer

SLAnalyzer will first check the cached endpoint data for this appliance to see if the endpoint already
exists. If the endpoint is found, then the following error is returned.

SLAnalyzer X

SLAnalyzer encountered an error: Cannot add or change the endpoint
[same name or software_name already exist?) - name - server




Custom Endpoint
The custom endpoint allows the user to provide a name for the endpoint.

Ol Select type of Endpoint create *

Local Machine

SLAnaEer

Ok

After selecting the custom endpoint type SLAnalyzer will prompt the user for an endpoint name.

ot Mew Endpoint x

Endpoint Mame:
[My Test Endpoirt]

Ok

If successful, the endpoint ID and Secret are returned by the server.

ol Packet Data - O *
- "Packet": { "Name": "Register new Endpoirt”, "Request™: { "URL": "HTTP POST https://gmonmis-aaf63.aaf test tk/api/v1/endpoint A
=}- Packet
- Name
m Request
- Reply
=-{ "Status™ { "HTTPStatus™:{ “m_HttpResponseHeaders":[  “Connection”, "Strict-Transport-Security”, "
- "Status”: { "HTTPStatus™: { "m_HttpResponseHeaders™: [ "Connection”.  "Strict-Transport-Security”,  “"Cont:
- "header”: null
- "data™ { "id": "3¥b23cA0dd11eda5af0242ac 110004, "secret": "GQkTYSskGk YxVvSoLaVlxLsPH7acc7mN"}
< >




SLAnalyzer will cache the information returned from a successful endpoint registration to the registry of
the workstation. HKCU\Software\MicroFocus\SLAnalyzer\AAF\<applianceName>\<endpointName>

[ Registry Editor — O *
File Edit View Faverites Help
Computer\HKEY_CURREMT_USER\SOFTWARE\MicroFocus\SLAnalyzer AAF gmorris-aaf63.aaf-test.tk\My Test Endpoint
v gmorris-aaf63.aaf-test.tk ~ || MName Type Data
myr:ll'estsn:po:mt 3_‘_'1 REG_SZ (value not set)
SL}.; E‘l"’ ndpoint ab| REGSZ  33fb23c2f0dd11eda5af0242ac 110004
AAFRes nalyzer ab|EndPointSecret REG.SZ  GOKTYSskGkYx\vSoLgVixLsPHTaccTmN
ES
B .
AAFTOTP . ab| EndPointTenant REG_SZ TOP
< > < »
Packet Data:
Request:
"URL": "HTTP POST https://gmorris-aaf63.aaf-test.tk/api/vl/endpoints",
"data": {
"name": "My Test Endpoint",
"typ": "3",
"desc": "Test endpoint created with SLAnalyzer"
}
Reply:
"data": {

"id": "33fb23c2f0dd11eda5af0242ac110004",
"secret": "GQkTYSskGkYxVv50LgVLxLsPH7acc7mN"

}




Remove Already Enrolled TOTP Template
This API will attempt to remove any TOTP enrolled template that had been previously performed with
SLAnalyzer. The user can also manually enter a TOTP template ID.

ot Selectl.. — O >
52 Sacd Ald 51 B26abdf 1afd38668f
...Manual Entry...
< >
Ok

When selecting Manual Entry the following information is required.

oL REST Parameters — O >

Ck Cancel




Revoke OTP Token

Ol Enter Token s

https://www.netig.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#otp-

tokens-revoke-otp-token-delete



https://www.netiq.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#otp-tokens-revoke-otp-token-delete
https://www.netiq.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#otp-tokens-revoke-otp-token-delete

Search for Endpoint
This REST call will search the endpoints defined on the server for a specific name.

The user will first be prompted for the name of the endpoint to find.

Ol Find Endpoint X
opentext-
o |SL,'-‘~naI:.'zer |
Tenant: |TOP |
anc
Cancel

Click the Ok button to perform the search.

The packet data window will now display the information for the endpoint.

Ok Packet Data - O X
- "Packet": { "Name": "Find Endpeint?”, "Request”: { "URL": "HTTP POST hitps://gmomis-aaff3 aaf test th/api/v1/endpoints/sez A
- Packet
[~ Name
-- Fequest
(=~ Reply
E--{ "Status”: { "HTTPStatus™:{ "m_HttpResponseHeaders": [ "Connection™, "Strict-Transport-Security™,
i) "Status": { "HTTPStatus™: { "m_HtpResponseHeaders”: [ "Connection”,  "Strict-Transport-Security”,  "Co
(- "header": null
= "data™: { "court”: nul, "endpoints™; [ {  "software_type": "Windows Client”,  "software_ver":nul,  is_local
B-data
E+-{ "court”: null, "endpoints”: [ {  "software_type": "Windows Client”,  "software_ver:null,  "is_loca
B "count”: null
- "endpoints™: [ { "software_type": "Windows Client”, “software_ver":null, "is_local":false, "device
i é--endpoirﬂs
i --[ { “software_type": "Windows Client”, “software_ver":null, “is_local”:false, "device_ id" w
< >

"software_type": "Windows Client",
"software_ver": null,

"is_local": false,

"device_id": ",

"is_enabled": true,

"desc": "Test endpoint created with SLAnalyzer",
"owner"; null,

"name": "SLAnalyzer",

“typ™ 1,

"id": "e329d40cfl0elleda62b0242ac110003",
"is_trusted": false,

"device_many_endpoints": false,
"last_session": null,

"os": null

https://www.netiq.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#endpoints-search-endpoints-by-name-post



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoints-search-endpoints-by-name-post
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoints-search-endpoints-by-name-post

Update Endpoint Info
This REST call allows the user to change/update the endpoint information.

Prior to making this REST call you must first issue the Read Endpoint Info REST call.

If the Read Endpoint REST call has not been made then SLAnalyzer will return the following error:

SLAnalyzer @

To use this REST call you must first read the desired endpoint information. Call
aborted.

When executing Read Endpoint select the desired endpoint to update. In our example we selected the
endpoint “My Test Endpoint”.

Ol Packet Data — O *
=) "Packet"; { "Name": "Read Endpoint Information”. “Request”: { "URL": "HTTP GET https://gmonis-aaf63 aaf test tk/api/v1/end A
=~ Packet

[#- Name

[#]- Request

=) Reply

=-{ "Status™ { "HTTPStatus™{ "m_HttpResponseHeaders™: [ "Connection”, "Strict-Transport-Security ",
+- "Status”; { "HTTPStatus”: { “m_HttpResponseHeaders™: [ "Connection”,  "Strict-Transport-Security”, "Co

+- "header": null
- "data™: { "name”; "My Test Endpoint™, "typ™ "1". “"desc”: "Test endpoint created with SLAnalyzer”. “is_enabled":

- data
=-{ "name"; "My Test Endpoint”, "typ": "1", “desc": "Test endpoint created with SLAnalyzer", “is_enabled":
[ "name": "My Test Endpoint”
B "typ™: 1"

[#- "desc": "Test endpoint created with SLAnalyzer"
\%l - "ig_enabled": true

\iH "id": "18613984f32c11edab2b0242ac110003"
- "is_trusted"; false

Then when executing Update Endpoint Info, SLAnalyzer presents the user with the endpoint
information. The user can change any of the displayed data for the endpoint.

ol Endpoint Information X

Name: My Test Endpoint |

Description: |Test endpoirt created with SLAr|

Type: ~
Windows Client v

Ok

(4] Enabled?
(] Trusted?




After the user changes the data and clicks the Ok button, SLAnalyzer sends the Update Endpoint Info
REST call to the server.

Ot Packet Data = O X
(=) "Packet": { "Name": "Update Endpoint Information”, “Request”: { "URL": "HTTP PATCH https://gmomis-aaf63.aaftest tk/api/v1 A
=- Packet
(- Name
[+ Request
(=) Reply
=-{ "Status™: { "HTTPStatus™:{ “m_HttpResponseHeaders™:[  "Connection”, "Strict-Transport-Security”,
(=) "Status": { "HTTPStatus™: { "m_HttpResponseHeaders™:[ "Connection”,  "Strict-Transport-Securty”, "Co
(= Status
= { "HTTPStatus": { "m_HttpResponseHeaders™:[ "Connection”,  "Strict-Transport-Securty”,  "Cont
[ "HTTPStatus™: { "m_HttpResponseHeaders™: [ "Connection”, "Strict-Transport-Security”, "“Content
i [=-HTTPStatus

=-{ "m_HttpResponseHeaders™: [ "Connection”, "Strict-Transport-Security”, "Content-Securit
[#- "m_HttpResponseHeaders™: [ "Connection”, "Strict-Transport-Security”, "Content-Security-
[ "m_Un": "https://gmonis-aaf63.aaf test tk /api/v 1/endpoints/18613984f32c 1 1edab2b0242ac
[+ "m_Certificate”: null
(- "m_Version": { "Major": 1, "Minor™: 1, "Build": -1, "Revision": -1, "MajorRevision": -1, "Mi

€38 'm_StatusCode™: 200 v

If successful, the server responds with an HTTPS status of 200.

https://www.netig.com/documentation/advanced-authentication-
63/apidoc/data/apidoc.html#tendpoints-update-endpoint-information-patch



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoints-update-endpoint-information-patch
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#endpoints-update-endpoint-information-patch

Update Event
This API will update an existing event.

This API requires login to the AdminUl event.

Ol Select Login Chain >
Chainz Events
LOAP Password Only ADFS A
Password Cnly
Authentication Agent
Authenticators Management
Helpdesk
Select event to edit
Ol Select event - O x
ADFS ~
AdminL|
Authentication Agent
Authenticators Management
Henon OTF Tedl v ok Edit event details - o X
Ok Name: |
Is enabled?
. . Event type: |p rd St -
Edit event details (e A
Category: | | lomd
LDAP Password Only Add
Chains Password Only
Remove
Endpoint whitelist: | O Add
Remove

[] GED fencing enabled?

GEQ zones: Adc

[] Bypass user lockout in repository

Ok

https://www.netiq.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#tevents-
update-event-put



https://www.netiq.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#events-update-event-put
https://www.netiq.com/documentation/advanced-authentication-64/apidoc/data/apidoc.html#events-update-event-put

Update User Template

This API allows users to update/edit an enrolled method. For example, selecting Fingerprint, the user
can re-scan their fingerprints.

Ol Select ... — O >

CARD: A
RADIUS:

LDAP_PASSWORD

FACE:1

TOTPA

FLEX_OTPA

EMAIL_OTP:1 v

Ok

ot Click finger to scan. X

c’

https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-
templates-fill-auth-template-from-enroll-session-and-or-change-comment-put



https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-fill-auth-template-from-enroll-session-and-or-change-comment-put
https://www.netiq.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#user-templates-fill-auth-template-from-enroll-session-and-or-change-comment-put

Verify Cookie Value

Use cookie value and server_id from cookie-generation method. Will return logon session if cookie is

valid. If you send server_id from other server to current server then current server will redirect request
to first server. See Generate cookie value API.

Ol Cookie Information *

Cookie Value: || |

Server |D: | |

Ok

ok Packet Data

— Od >
= "I_:‘ackei":*{ "Mame": "Verfy cookie value", "Request™: { "URL": "HTTP GET hitps://gmomis-aaf6d.aaftest th/api/v 1 /cookies/eb 75122 A
=) Packet
-- Name
=)~ Request

i E-{ "URL™ "HTTP GET https://gmomis-aaf 63 aaf +est tk/api/v 1/cookies/eb 75120 35c44852chbaleS3aceb1e 387 Iserver_id=",

- Reply

- "Status": { "HTTPStatus”:{ "m_HttpResponseHeaders™ [
[ "Status™; { "HTTPStatus": { "m_HitpResponseHeaders™ |
[~ "header”: null

=8 "l._:lata":{ "user_id": "6B7H 2a6i431 Tec 114 7ee15c948c50", "user_name": "GMADRZ " Administrator”, "sid": null, "repo_
[=-data

- { "user_id": "657¥2abf4317ec 114 7ee15c948c50", "user_name™: "GMADR2\\Administrator”, “sid": null, “repo_

"Connection”, "Strict-Transport-Security”, "Caont
"Connection”,  "Strict-Transport-Securty”,  "Content-£

>

https://www.netig.com/documentation/advanced-authentication-63/apidoc/data/apidoc.html#cookie-
and-ticket-services-verify-cookie-value-get
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Examples:

The description of the advanced features references a login event called Reflection. To replicate this,
create a new Event on the application server named Reflection. Enable this new event and add the
Chains Password & SMS OTP.

Event Edit

Home > Events > Event Edit
Methods

Chains

Reflection

<3 Events

Name Reflection

Is enabled m

Chains Available Used

Admin Password Password & SMS OTP
Authenticators

Management logon

LDAP password

Authenticators <

Management logon

Password

Counter based one

time password v

Save Cancel

Figure 178 - Login Event Reflection




Create Session

The list of endpoint sessions is built from:

1. Local Machine —This is the endpoint session created by the AAF Windows client. If detected
then SLAnalyzer will display this as a potential endpoint

2. Cached endponts — The endpoints listed in the example have been created with SLAnalyzer
using the advanced REST call “Register New Endpoint”. When new endpoints are registered with
SLAnalyzer, the tool will cache the information for this endpoint to the registry. If any cached
data is found, then these items will be included in this list.

3. Public Endpoints — AAF provides two public endpoints called Endpoint41 and Endpoint42. These
are available on the appliance but are disabled by default. To use these endpoints, you must
enable from the appliance management console. Also note that the public endpoints are being
depreciated and use of registered endpoints will be the preferred connection type in the future.

Before any REST calls can be made to the AAF appliance an endpoint session needs to be created.

An endpoint session defines a communications session between a device endpoint and the AAF
appliance. Any device needing to communicate with an AAF appliance must do so using an endpoint.
The first step in setting up the communications between an application and the AAF server is the
creation of an endpoint.

SLAnalyzer will now read the endpoint used by the AAF Windows client (if installed), the public
endpoint42 (if enabled), or create an endpoint with the name of SLAnalyzer. Prior to AAF 5.2,
SLAnalyzer only used the public endpoint42. Note that if the public endpoint exists but is disabled
then SLAnalyzer will display an error message indicating that the endpoint needs to be enabled. You
can either enable the public endpoint or delete the endpoint definition. If you enable the public
endpoint, then SLAnalyzer will use the public endpoint and not create the Diagnostic endpoint. If the
public endpoint is deleted, then the new Diagnostic endpoint will be created as shown below.



EndpDintS endpoints configur

tion # Home - Endpoints

i)
=]

Name Description Type Enabled Owner Actions
Endpoint4l Well-known endpoint (id ~ Other x ra n
41414141)
Endpointd2 Well-known endpoint (id ~ Other v ra n
42424242)
OSP OSP Endpoint 0osP v # n
Endpoint
REMGMORRISOl.microfocus.com My Laptop Windows v GMADR2 ra n
Client \Administrator
Radius Radius built-in Radius v & n
SLAnalyzer Diagnostic endpoint MNAM L4 # n

Figure 179 - SLAnalyzer endpoint

The SLAnalyzer endpoint is dynamically created when you execute the Create Session REST call for the
first time. SLAnalyzer will detect that the appliance version is 5.2 or higher and will attempt to create
this endpoint if there is no AAF Windows client endpoint (IE. REMGMORRISO1.microfocus.com) or public
endpoint (Endpoint42) is not enabled.

When the endpoint is created the information associated with this endpoint is cached to the local
workstation registry. This enables SLAnalyzer to reconnect to the same endpoint on future sessions.

#f Registry Editor [E=E EEH =<1
File Edit View Favorites Help

Loa- . SLAnalyzer * || Name Type Data

. 4l AAF e ab] (Default) REG_SZ (value not sef)

Microsoft naabsgmacdisnovell.com| || 5 " REG_SZ 174927327811 5923200029143

] icreso

-l b " ) ]

| MikeSelinfo i _1EndPo|ntSecret REG_SZ r5cRXy7 pvaiPledkRDWHaciqllDVQm37

4 | 1 [ 4 | I I
Computer\HKEY_CURRENT_USER\Software' MicroFocushSLAnalyzer AAF\naaf52.gmadr2.novell.com

Figure 180 - Cached SLAnalyzer endpoint data

If you need to run SLAnalyzer on another workstation, then you will need to export this registry key from
the workstation that performed the registration of the endpoint and then import the registry data to the
second workstation. This will allow both workstations to access the same endpoint for diagnostic
purposes. If only one workstation is needed, then you can delete the endpoint from the AAF
administration console and then execute the Create Session REST call on the second workstation to
create a new SLAnalyzer endpoint.



Get Session Info

This REST call retrieves the information associated with this endpoint session.

REST Call:

3k 3k 3k 3k >k 3k %k %k %k k
https://naaf54.gmadr2.novell.com/api/vl/endpoints/9c11d214898111e696ef000c296f406a/sessions/ER4soSHsr1rTBVIgNNrxQBNAvaOMxcYn?
salt=2615c070937935246c6a91df70a8eb672b21d842a225621c9797a83bedf00a7b&endpoint_secret_hash=617017644b15920ba69ebc26e5feb
55dd43ea9939033046e667331dc0752bb01

% 5k %k %k 5k %k %k k k%

Response from Get Session Info:
3% 3k 3k 3k 3k 3k %k %k kK

JSON data:

3% 3k 3k 3k 3k 3k %k %k ok k.

{"endpoint_id": "9¢11d214898111e696ef000c296f406a", "sid": "ER4soSHsr1rTBVIGQNNrxQBNAvaOMxcYn", "session_data": {}}

Get Server Status
This REST call retrieves the version and current status of the AAF server.

3% 3k 3k 3k 3k 3k ok Kk ok

Get Status

3% 3k %k %k 5k %k % k %k k

REST Call:

3% 3k %k %k 5k %k % k %k k

GET https://naaf54.gmadr2.novell.com/api/vl/status

3% 3k 3k 3k 3k 3k ok kK ok

Response from GET Status:
%k 3k %k %k %k 5k Xk ¥k ¥

JSON data:

3% 3k 3k 3k 3k 3k ok Kk k.

{"version": "5.5", "multitenancy_mode": false, "status": "OK"}


https://naaf54.gmadr2.novell.com/api/v1/status

Get Full Server Status
This REST call retrieves the detailed version and current status of the AAF server.

3% 3k 3k 3k 3k 3k %k %k ok k.

Get Status

3% 3k 3k 3k %k 3k %k %k k k.

JSON data:

%k 3k %k %k %k k Xk ¥ k¥
{"endpoint_session_id":"ER4soSHsr1rTBVIJgNNrxQBNAvaOMxcYn","tenant_name":""}

REST Call:

3% 3k 3k 3k 3 3k %k %k k k.

POST https://naaf54.gmadr2.novell.com/api/vl/status

Body: {"endpoint_session_id":"ER4soSHsr1rTBVJgNNrxQBNAvaOMxcYn","tenant_name":""}

3% 3k %k ok 5k %k % k %k k

Response from POST Status:

3% 3k 3k 3k 3k 3k ok Kk ok

JSON data:

3% 3k %k %k 5k %k % k %k k

{"fips_mode": false, "version": "5.5-326", "multitenancy_mode": false, "status": "OK"}

Delete Session
This REST call terminates the current endpoint session. Before any future REST calls can be made to the
AAF appliance a new endpoint session will need to be created.


https://naaf54.gmadr2.novell.com/api/v1/status

Get Authentication Chains

Before starting the login process or attempting to register a method you must first issue a Get
Authentication Chains call to the server. The server will return a list of the defined methods and chains
for each event configured on the appliance.

This call has parameters that define the event that you want to view the methods for.

Parameters
The logon parameters window displays the default login events.
Ol Please select logon chain. x
Chains Events
Blue ToothAndEmergency ADFS ~
Card only AdminUl
Email Only y Authentication ﬁem
anmnnr"u p.:mqwnn’l ﬁnl
< > Helpdesk hd
Add Event

Figure 181 - AAF Logon parameters

If there are custom events configured, then click the Add Event button to add the custom event to the
Events list.

Ol Enter New Application Name X

Reflection

[o ]

Figure 182 - AAF Add new event

Select the desired event and to return the list of configured chains for this event.

Ol Please select logon chain. .t
Chains Events
| Password and SMS OTP Search Card A

Tokens Management

Windows Iﬁon

v

Add Event

Figure 183 - AAF Update Methods

Response from: Get Authentication Chains

3% 3k 3k 3k %k 3k %k %k k k.

Number of Chains: 1



name = Password & SMS OTP
Number of Methods: 2
method = LDAP_PASSWORD:1
method = SMS_OTP:1

short name =

is trusted = True
% 3k %k ok %k ok %k k ok k.

We can see from this information that there is one chain for this login event which includes two
methods LDAP_PASSWORD and SMS_OTP. This means that to properly perform an authentication with
this login event the user would need to successfully provide their LDAP password and perform the SMS
OTP.



Logon
Logon allows us to test the login event and methods assigned.

When executing this call SLAnalyzer will prompt the user for the event and chain they would like to
perform the logon with. This is the same window seen in the Get Authentication Chains parameters.

Ol Please select logon chain. pre
Chains Events
Password and SMS OTP Search Card ~ |

Tokens Management

Windows Ioion

v

Add Event

Ok

Figure 184 - Logon select event and method

We will use the custom event Reflection in this test (See Get Authentication Parameters). We already
know that this is a single login chain with two methods LDAP password and SMS_OTP.

Select Reflection. This lists the chain Password and SMS OTP. Select the chain and then click the Ok
button.

SLAnalyzer now sends the first login method request to the appliance. The appliance processes the
request and then returns a status indicating what type of information is needed to complete the
process. With the LDAP password the user is not prompted because on the main AAF REST window we
have provided to SLAnalyzer the user credentials. SLAnalyzer simply takes this information and sends it
to the appliance to perform the LDAP logon without user interaction.



If both chains are completed successfully then the reply window of the AAF REST window will display
“Login completed successfully”. Otherwise, the reply window will contain information as to why the
logon process failed.

Read Login Session Information
This call returns information about the current login session. This information is required for other calls
that are related to a specific logon session.

Response from: Get Logon Information

3% 3k 3k 3k 3k 3k %k %k k k.

application name = Reflection

application id =

repository id = cfe44de416c111e5846f000c29b9e140
repository object id = d5bce061b3f30946ea9cd5bce061b3f3
user id = 4238540c16¢311e5846f000c29b9e140

user name = OESTREE\NAAFUser

sid = VzIuQGEQAZmgOP2FYHF8LJEsqbNbR57F

3% 3k %k ok 5k %k % k %k k

Delete Login Session Information
Delete Login Session Information will delete an aborted logon session.



Read User Data

Reads any user defined data associated with this logon session.
This feature is currently designed for the NAM or NCA events. Ensure you are logged into one of these
events before attempting to manipulate user data.

If there is no user data created by SLAnalyzer or some other application then the reply window will
display.

Response from: Read User Data
%k 3k %k %k %k k Xk ¥k ¥

{"appdata": {}}

3% 3k 3k 3k 3k 3k %k %k ok k.

If there has been user information created by either SLAnalyzer or some other application then the data
will display in the reply window.

Response from: Read User Data
3% 3k 3k 3k 3k 3k ok %k kK

{"appdata": {"test3": "value 3", "test2": "value 2", "test1": "value 1"}}
3k ok ok %k ok ok k ok ok

Modify User Data

The modify call will create the user data of
{"appdata": {"test3": "value 3", "test2": "value 2", "test1": "value 1"}}

The reply window will display.

Response from: Modify User Data
% 3k 3k 3k 3k ok %k Kok ok

HTTP Status code: OK

% 3k 3k 3k 3k ok %k kok ok

Delete User Data

Deletes any user data defined on this login even.

Response from: Delete User Data
% 3k 3k 3k 3k ok %k Kok ok

HTTP Status code: OK

3% 3k %k 3k %k 3k %k %k ¥



Enroll
This call brings up the methods list. The user can select the desired method for further testing.

Delete Enroll
Delete Enroll is to delete an aborted enrollment session.

Get User Template

Before you can issue the Get User Template call, you must first is a call to Logon and login to the
Authenticators Management event. Then execute the call Read Login Session Information to populate
the necessary structures to call Get User Template.

This call returns the information about each possible method and their status.
Response from: Get User Template

% %k %k ok 5k %k % k %k k

{"templates": [{"method_id": "LDAP_PASSWORD:1", "comment": "Modified with SLAnalyzer", "method_title": "LDAP password", "id":
"423b69e416c311e5846f000c29b9e140", "is_enrolled": true}, {"method_id": "PASSWORD:1", "comment": "Enrolled with SLAnalyzer",
"method_title": "Password", "id": "be8708d4324111e58bd2000c29b9e140", "is_enrolled": true}, {"method_id": "SMS_OTP:1", "comment":
"Enrolled with SLAnalyzer", "method_title": "SMS OTP", "id": "15704e8a324211e58bd2000c29b9e140", "is_enrolled": true}, {"method_id":
"VOICE:1", "comment": "Enrolled with SLAnalyzer", "method_title": "Voice", "id": "bdf575ea326e11e59c89000c29b9e140", "is_enrolled": true},
{"method_id": "EMAIL_OTP:1", "comment": "Enrolled with SLAnalyzer", "method_title": "Email OTP", "id":
"c21bd984326e11e59¢89000c29b9e140", "is_enrolled": true}, {"method_id": "RADIUS:1", "comment": "Enrolled with SLAnalyzer",
"method_title": "Radius Client", "id": "899f9a68326f11e59c89000c29b9e140", "is_enrolled": true}, {"method_id": "TOTP:1", "comment":
"Enrolled with SLAnalyzer", "method_title": "TOTP", "id": "c9f7680c326f11e59c89000c29b9e 140", "is_enrolled": true}, {"method_id":
"HOTP:1", "comment": "Enrolled with SLAnalyzer", "method_title": "HOTP", "id": "d69599e4326f11e59c89000c29b9e140", "is_enrolled": true},
{"method_id": "SECQUEST:1", "comment": "Enrolled with SLAnalyzer", "method_title": "Security questions", "id":
"39ea9fe0327411e59¢89000c29b9e140", "is_enrolled": true}, {"method_id": "SMS_OTP:1", "comment": "Enrolled with SLAnalyzer",
"method_title": "SMS OTP", "id": "9e2026e8346711e5831f000c29b9e140", "is_enrolled": true}, {"method_id": "EMAIL_OTP:1", "comment":
"Enrolled with SLAnalyzer", "method_title": "Email OTP", "id": "a75f7b78346711e5831f000c29b9e140", "is_enrolled": true}, {"method_id":
"SECQUEST:1", "comment": "Enrolled with SLAnalyzer", "method_title": "Security questions", "id": "b7e05b70346711e59a30000c29b9%e140",
"is_enrolled": true}, {"method_id": "RADIUS:1", "comment": "Enrolled with SLAnalyzer", "method_title": "Radius Client", "id":
"be8edabe346711e5831f000c29b9e140", "is_enrolled": true}, {"method_id": "SMARTPHONE:1", "comment": "Enrolled with SLAnalyzer",
"method_title": "Smartphone", "id": "55efa0d4347511e5b5d7000c29b9e140", "is_enrolled": true}]}

3% 3k %k 3k %k 3k %k %k k ¥



Create User Template

After executing the Enroll call and successfully enrolling a method, the information is not really saved
until you execute the Create User Template call. This call will save the enrollment data for the currently
selected enroll method.

Use these steps to create a user template
e Login to the authenticator management event

o Now read the login session information
e Enroll a method
e Create the user template for that method

Assign User Template
Assign a user template to a different user object in the repository.

Use these steps to assign a user template to another user.
e Login with source user

e Read the login session information
e Enroll a method

e login as destination user

e Assign user template

Update User Template
The Update User Template call will modify an already enrolled method.

ol select.. — O X

CARD:1 A
RADIUS:1

LDAP_PASSWORD:1

FACE:1

TOTP:A

FLEX_OTP:1

EMAIL_OTP:1 v

Ok

Figure 185 - Select Method to update

Each method selected will prompt for the required information that it requires. For example, if you
selected to modify the Password:1 method then you would be prompted to enter a new password.

To abort click the X in the upper right-hand corner.

Delete User Template
Delete User Template deletes an enrolled method from a user.



ol Select.. — O X

CARD:1

RADIUS:1
LDAP_PASSWORD:1
FACE

TOTP:1

FLEX_OTP:1
|EMAIL_OTP:1 v

Ok

Highlight the method to delete and click the done button. To abort click the X in the upper right-hand
corner.



Risk Services

This tool functions much like the Advanced Authentication REST client. Select the desired REST call and
then click the execute button.

ol Risk AP - O X

REST URI |hﬂps:r’r’gmon‘is-aaf63.aaf—test.tk |

Authentication Credentials

Uzer |admini5trator |

Password |--uuu |

Collector - Get Collector -
Collector - Post Collector

Configuration Summary - Get Summary Parameters
Health - Get Heatth A

Execute Exit

Load Save Delete

Select the type of password defined in the Authentication Credentials box.

Ol Please select method for authentication =
Chains Events
LDAP Password ADFS A
Password

Authentication Agent
Autherticators Managemert
Helpdesk hd

Ok




After login the REST call will be sent to the server.

ol Risk API

REST URI ||'rl'tps:,-’fgmc:rris-aaf63.aaf-test.tk

Authentication Credentials

User |administrator

Passwaord |uuuu

Rules - Put Rule A
System Settings - Get NAT Settings

System Settings - Put MAT Settings
W ]

REST Call:

GET https://gmonmis-aaf63.aaf test th

" JSON data: "
{"usemame":"GMADRZ2"\Administrator", "te

] ]
€ > < >
Execute Exit
Profile
https://dswain 1 lab.novell.com ~ Load Save Delete

The REST call request and reply structures can be seen in the packet window.

Ol Packet Data

— O X

- "Packet": { "Name": "Get Status”, "Request": {
- Packet
-- MName
-- Request
- Reply
=-{ "Status": { "HTTPStatus": {
- "Status": { "HTTPStatus": {

"m_HttpResponseHeaders™: |
"m_HttpResponseHeaders™: |
-- "header”: [ "Connection: keep-glive”, "¥-LContent-Type-Options: nosniff”, "¥-LContent-Type-Options: nosniff™”, "X-X:

- "data™: { "roles™: "ROLE_ADMIN", "tenentld™: "TOP", "usemame": "GMADR2\\Administrator™} b

"URL": "HTTP GET GET https://gmomis-aaf63.aaftest tk fsk /config/apisv1/us A

"Connection™,
"Connection™,

"¥-LContent-Type-Options”,

"¥Lontert-Type-Options”,  "X-

>

Get REST calls will return the requested information (IE rules, policies, etc.)
The Post and Put calls are for creating new or updating existing data.

For Policies, if you create a new or edit an existing policy then you will see a dialog similar to what you

would see on an AAF admin console.

Post Policies — Create a new policy
Put Policy — Edit an existing policy




For example: Put Policy

ol Selectl... — O *

Demo_Risk Palicy

Ok

Ol Demo_RiskPolicy

Policy Name [Demo_FRisk Policy

Policy Description | This is a demo risk policy

Rules
Add Edit Remowve

DemaRule_TimeOfLogin - ( UserTimeOf LoginRule )

ow (¢) Medium

Save Cancel

You can add new or existing rules with the Add menu.
Edit a rule or its action from the list from the Edit menu.
Remove a single rule or all rules from the Remove menu.
Change the order of the rules with the up/down arrows.
Set the risk failure rate with the slider bar.




Reset Local Admin Pwd

This option will allow the reset of the admin password in the AAF local repository. Note that this option
requires SSH access to the appliance. If you are unable to access the appliance console, login to the
session at the VMWare host and use YAST to enable the SSH service. If you can login to the appliance
console, then click on the system services tile and enable/start the SSH service.

ol AAUTH-gmorris-aaf63.aaf-test.tk (SLAnalyzer) — a X

Links Downloads Developertocls Browser Tasks  Zoom  Clear cache

Back Forward Go |hﬂps //gmonis-aaf63 aaftest th 9443/ ‘
AA  Advanced Authentication root | Logout
gmorris-aaf63.aaf-test.tk (192.165.0.239) AAUTH Version: 6.4.1.1, Framework: 2.2.1.2
Appliance Configuration Reboot  Shutdown
Igiil‘;'] @ R @ @
Network Time Digital Certificates System Services Firewall Administrative
Passwords
Field Patch Support Online Update Product Upgrade

Advanced Authentication Shortcuts

Administration Enroliment Helpdesk Report Search Card Token Documentation
IManagement




Remote Admin

The remote admin functions communicate directly with the AA PostGres database. This feature Is not
meant to be a replacement for the normal AA admin portal. The purpose of these features is to allow
reconfiguration of the server in cases where the admin portal cannot be accessed.

When executing the remote admin options SLAnalyzer will first request the SSH credentials to access the
AA database. After successfully connecting via SSH, SLAnalyzer will directly send PostGreSQL commands
to the server.

Ol 5S5H Server >

151.155.221.183
152.168.0.232 Ol Please enter S5H credentials >
192.168.0.242

aaf&dgm.gmadr? novel .com

ssprﬂ.gmadr.nwell.mm O pe n teXt "

gsprlinux.gmadrZ novell com

Lser name |n:u:t |

Add Remove
Password |-------- | IEI
Ok
Cancel

The features of the remote admin include:

e Edit Chains

e Edit Endpoints

e Edit Events

e Edit User Roles

e View enrollment data

o ByUser
o By Method

e \View license data

e User license consumption

e |nitialize default event/chains

e Initialize default endpoints

e Repair Cached Groups




Edit Chains

This option provides the ability to edit the configuration of a logon chain. The information that can be
modified includes:

e Enabled/Disable
e Repo, Roles, and Groups
e Logon Methods

SLAnalyzer will first prompt for the chain to be edited. Select the desired chain and click Ok.
ol Chains — O *

LDAP Password Only ”
LOAP + Smartphone

smartphone only

blugtooth anly

TOTF only

Email Crily

Emergency Password Cnly s

Ok

Edit the desired fields and then click the Save button.

ol Edit Chain *

Chain Name
LDAP + Smartphone
Chain 1D
11EDEFT3A1A2526CAED10242A4C 110003 Coov
Enabled
Repos, Roles, and Groups
GMADRZ (Repo) | Add |
ALL USERS (Rale)
Domain Admins (Group) Remaove
Logon Methods
LDAP_PASSWORD:A Add
SMARTFHONE:1

Remave

Save Exit




Edit Endpoints
This option provides the ability to edit the configuration of an endpoint. The information that can be
modified includes:

e Enabled/Disable
e Trusted/Untrusted

SLAnalyzer will first prompt for the endpoint to be edited. Select the desired endpoint and click Ok.
ot Endpoi... — O *

Radius A
DESKTOP-MBLCJ1E gmadr? now

OOHGMORRIS2230.MICROFOC
Endpoint42

05SP v
I Taat Fridnmint

< >

Ok

Edit the desired fields and then click the Save button.
Ol Edit Endpoint *

Endpaint Mame

DESKTOP-MBLCJ1E gmadr? novell.com
Endpaint 1D
11EDASBE7DEB4FANBDCS0242AC71 10003

Coov

Coov

Description

Type

Windows client
Enabled [ Trusted

Secret
SRR RRERRER RN REERERI

AA Client version

6.4.10028.0

Copv

Waorlstation Information

{"os": {"tz": "-06:00", "RAM": 2146287616,
"type": "Windows NT", "version™: "10.0 (Build

18362)", "platform™: "AMDE4", "device_id": Coov
"G 46 F 046455718760 0a0e 1d 1b408db 381
AFITrUIrfeRA 7AAd IHa DA ThG "

Save




Edit Events

This option provides the ability to edit the configuration of an endpoint. The information that can be
modified includes:

e Enabled/Disable
e Logon Chains

SLAnalyzer will first prompt for the event to be edited. Select the desired event and click Ok.

ol Events — O *

Mac OS5 logon FS
Reflection

Authenticators Management

Radius Server

SCIM AP

MyOauth Event i

Ok

Edit the desired fields and then click the Save button.

ol Edit Event X

Evert Name
Adminl|
Event ID

11EA36B228FA333C16A0242AC 110003 Coov
Enabled

{"risk_policy_id": null, "groups_to_retum™: [1,
"multiple_use_token": false,
"is_recaptcha_enabled": false,

Logon Chains

LDAP Password Cnly Add
LDAF + Smartphone
Voice OTF only Remove
Email Cnly

Password Only

Save Exit




Edit User Roles

This option provides the ability to edit the configuration of a role. The information that can be modified
includes:

¢ Members

SLAnalyzer will first prompt for the role to be edited. Select the desired role and click Ok.
Ol Roles - O *

"
ALL USERS

ENROLL ADMINS

OPERATORS

TENANT ADMINS 9
PASSWNRNSTARFE NATA ANM

£ >

Ol

Add or Remove Members and then click the Save button.

ol Edit Role *

Role Mame

FULL ADMINS

Rele ID

11EAS6BZ28C 385025 16A0242AC1 10003 Coov

Role Description

All permissions

Members

LOCALADMIN Add
GMADRZ Administrator
GMADR2 AAADmIn

Remove

Save Exit

Note that only enrolled users can be added to a role assignment. If the user isn’t displayed, then login to
the enrollment portal as the user. After login then the user should then be available.



View enrollment data
This option provides a view of the enrollments for a user or method.

e By User
e By Method



By User
This option will display all the enroliments by a specific user.

SLAnalyzer will first prompt for the user. Select the desired user and click Ok.

O Users — O >

QES/naafuser -
LOCALAADMIN
GMADRZ2/naafuser

GMADRZ/‘gmarmis

GMADRZ/ Administrator
GMADRZ/dmarmis
GMADRZ/AfAdmin W

Ok

SLAnalyzer will query the database and report the enrollments found for the selected user.

ot Enrcll — O >

HOTPA Py
SM5_0TPA

LDAP_PASSWORD:1
WOICE_OTP:1

RADILS:

EMAIL_OTP:1

FLEx_OTFP:1 h

Ol

Right click within the table to save list to a file.



By Method

This option will display all the enrollments by a specific method.

SLAnalyzer will first prompt for the method. Select the desired method and click Ok.

of Methods —

| >

HANIS:1
HOTP:1

LOAP PASSWORD:1
NEMID:1

00BN

PASSWORDA

PEl:1

Ok

SLAnalyzer will query the database a

nd report the users enrolled for the selected method.

ol Users —

| Pt

QES admin
QES'\naafuser

GMADRZ naafuser
GMADRZ Administrator
GMADR 2 gmorris
GMADRZdmarmis
GMADRZAAAdmin

Ol

Right click within the table to save list to a file.



View license data
This option provides the ability to view the installed licenses on the AA server.

Ol License — O X

Save H Analyze '15
ID: 4CDCe37218A1C6ATED2C16BC6DF0G0AZ

Restnctons: [{"type": "all", "users": 200}, {"type": "multtenancy"}]
From: 9/16/2022

To: 10M16/.2024

IC: 4E6CFDSTBIVCEDBOS1F41362DE45A0BS
Restnctions: [{"type": "all", "users": 250}, {"type": "nsk_service']
From: 11/1/2022

To: 1273142025




User license consumption
This option will query the database to determine the total number of licensed users.

The following information is displayed.

1. Known users — Users who have logged in at least once to the AA server
Deleted users — Users who have been deleted in the repository but are being retained by AA for
a period of time as defined in the server policy ‘Users synchronization options’

3. Enrolled users — The list of users who have 1 or more enrollments in the system

O User detail — O *

Save H Analyze "_E

Known User detail:

GMADRZ\naafuser
OES\naafuser
GMADRZ \gmoms
GMADRZAAADmin|
LOCALVEZE TEST
GMADRZdmoms
GMADRZ A dministrator
OES\admin
LOCALADMIN
OES\Greg

Mumber of users: 10

Deleted Users retained by the server policy Users synchronization optons”:

MNumber of deleted users: 0

Enrclled User detail:

GMADRZ\naafuser
GMADRZ \gmoms
GMADRZ\AALdmin
LOCAL\EZE_TEST
GMADRZ\dmoms
GMADRZ Administrator
LOCALADMIN

MNumber of enrclled users: 7

Note that the license consumption is based on the current AA 6.4 license modal. The information
displayed in the admin portal should be considered as the authoritative source. If this report and the
server have descrepencies, please use the admin portal values. For method based licensing (purchase x
number of licenses for a specific method), then use the option View enrollment data by method report.




Initialize default event/chains

This option will recreate the default events and chains on the AA server. This option should be used
when one of the default events or chains have been deleted or renamed. For example, if the password
only chain has been deleted then logon with local\admin will result in an access denied message. This
option would recreate the password only chain and assign it to the adminui event.



Initialize default endpoints

This option will recreate the default endpoints on the AA server. This option should be used when one of
the default endpoints has been deleted or renamed. For example, if the Radius chain had been deleted
then logon with the Radius event will fail. This option would recreate the endpoint so that internal
processes will be able to properly connect via the Radius endpoint.



Repair Cached Groups
This option will analyze the cached groups for each repository and cleanup the cached group database
table.

One symptom of the condition that this option is meant to resolve is the error “Multiple rows were
found for one()” message being returned when performing a full sync on a repository in the admin
portal.

Last fast synchronization |
| 18 minutes ago (2023-07-21 12:04 UTC)
| Last error: 18 minutes ago (2023-07-21 12:05 UTC)
| Multiple rows were found for one()

If duplicate records are found, then the cached groups for the repository are deleted. After this option is
ran then a full sync of the affected repo needs to be performed to rebuild the list of cached groups.

After SLAnalyzer completes the cleanup process, it will then display a report to indicate what cached
groups for repositories were repaired.

Duplicate cached groups found and repaired

Ol Cached Groups repair information - O X

Save @ Analyze "_E

Repository LOCAL: Repawred
Repository PUERTO: Repared




No duplicate cached groups found and no repair

Ol Cached Groups repair information - O *

Save H Analyze ‘;E

Repository LOCAL: No repar needed.
Repository PUERTO: No repar needed.

Once the report window is closed the user is prompted to open a browser window to the repository tab
of the admin portal.

SLAnalyzer

The cached groups on the server have been removed, Please login to
the admin portal and perform a full sync on each repository.
Would you like to open a browser to the admin portal?

ot Administration (SLAnalyzer) = ] X

Links Downloads Developertools Browser Tasks Zoom  Clear cache

Back Foward Go | [htws://gmoms-2af63 gmadr2 novel.com/admin ]
AA FNetli @ S LocALADMIN - @ English~
Repositories

L’;’ Dashboard

New LDAP repo New SQL repo New External repo
p1'ts Repositories

© Methods LOCAL & Edit
[ cn
Bl Chains Enrolled users: 3, users: 3
o] Events
8 Endpoints PUERTO (AD) @ Edt | @ Delete
@ Policies
Enrolled users: 2069, users: 3292
@ Reports

,/ Server Options
D Cluster
&J Backup/Restore

[ Logs




Gather Server Stats

This option will connect to the AAF server via SSH and gather information about the server. Note that
this option requires SSH access to the appliance. If you are unable to access the appliance console, login
to the session at the VMWare host and use YAST to enable the SSH service. If you can login to the
appliance console, then click on the services icon and enable SSH.

Ol Configuration Report — O et

Save H Analyze ':E

SSZIIZSIoSoT ES
Advanced Authenbcaton Server Data
frinasaniaa s inannanas

francnnsnanin s deatin S

Diocker containers {docker ps -a)

ErrErr e e e i T

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS

MAMES
dbdbfdbeooced  ghidedabsiogspout:vd. 214 "/bnfogspout” 3
months ago Ewated (1) 3 hours ago

legspout_logspout_1
e37d28e1440% mifsecunty/aaf-hpsd:6.4.1.1 "loptirun.sh"” 3
months ago Up 3 hours

aaf_fipsd_1
26e3dadf82845 misecumty/aafrepldb:6.4.1.1 "loptirun.sh"” 3
months ago Up 3 hours

aaf_repldb_1
47487bat50d1 mfsecunty/aaf-aucore:6.4.1.1 "loptirun.sh"” 3

months ago Up 3 hours )




Monitor Server Performance
This option creates a cron job that periodically generates performance related logs. These logs can then
be analyzed to identify performance related issues.

There are several sub options for this option.

e Add — This option adds the cronjob to the server to start monitoring performance
e Check — This option checks for any current cronjobs configured on the server

e Remove — This option removes the cronjob from the server

e Download Logs — This option downloads the performance logs for analysis

Note that this option requires SSH access to the appliance. If you are unable to access the appliance
console, login to the session at the VMWare host and use YAST to enable the SSH service. If you can
login to the appliance console, then click on the services icon and enable SSH.



Find PostGres User

The AAF server utilizes a PostGres database. This database is protected by a random password
generated at installation. If access to the PostGres database is needed (IE SQL Browser tool) then the
user will need to know the user credentials to access the database. This option will login via SSH and
read the appropriate configuration file to obtain the database credential data.

Note that this option requires SSH access to the appliance. If you are unable to access the appliance
console, login to the session at the VMWare host and use YAST to enable the SSH service. If you can
login to the appliance console, then click on the services icon and enable SSH.

ol Configuration Report — O >

Save fl Analyze "_E

DB creds:
Uszer = aunet
Paszsword = JKUTTHNTLLYNwxu DSIDqX}rFEEbrrUMUzErB‘I




Add Root CA Certificate
By default, an AAF server will not trust a certificate from a local CA. This option allows the configuration

of a local CA as a trusted root for the AAF server. The certificate to trust must be provided in PEM
format.

Note that this option requires SSH access to the appliance. If you are unable to access the appliance
console, login to the session at the VMWare host and use YAST to enable the SSH service. If you can
login to the appliance console, then click on the services icon and enable SSH.



Replace OSP Certificates

How to use commercial or custom certificates for OSP integration on an Advanced Authentication server

(microfocus.com)

Tools | Help
i

Debug Logging

Debug Console

File Browser

View Registry Keys

Registry Key by Product

Group Policy

Common Appliance Framework

Self Service Password Reset

TR L PEEEE G

Advanced Authentication «»  REST Client
Saa§ [E), osp/0Auth2
Azure #  Risk Services
[ g Reset Local Admin Pwd
Gather Server Stats
Diff Viewer [ Moniter server performance  »
LDAP Erouces O Find PostGres User
e {7 Add CARoot Certificate
SSH/SCP §®  Replace OSP Certificates
SOL Browser

This feature will update the 2 certificates for OSP. Sign and encrypt.
After selecting SLAnalyzer will prompt for the SSH connection information.

oL 35H Server >

151.155.221.183
152.168.0.232
192.168.0.242

aafG4gm gmadr? novell com

ssprdﬁ.gmadr.nuvell com
gsprinux.gmadrZ novell com

A

Lok

| Remove |

Ol Please enter 55H credentials

opentext-

User name

Password

|r001

|

oKk |

Cancel |



https://portal.microfocus.com/s/article/KM000007077?language=en_US
https://portal.microfocus.com/s/article/KM000007077?language=en_US

It will then prompt for the signing cert

ot Signing Cert

T * » ThisPC » Downloads » v | D L Search Downloads
Organize « MNew folder ==~ [N 9
@ OneDrive - Persor = MNarne Date modified Type Size =
aaf-test.th.pfx 4/8/2022 12:42 PM Personal Informati... 4KB
3 This PC [ gmadr2.cert.p12 12/18/2020 1:28 PM Personal Informati... 3KB
) 3D Objects E import-osp-encrypt.pl2 4/8/2022 2210 PM Personal Informati... KB
I Deskiop import-osp-sign.pl2 4/8/2022 210 PM Personal Informati... IKB
Documents E russellincnet_exportedCert.pfx 11/10/2020 11:44 AM Personal Informati... B KB
; Download E self-signed_cert.p12 9/22/2020 213 PM Personal Informati... IKB
ownloads
A ™ i 5512022 . pfx 4/22/2022 3:34 PM Personal Informati... 4KB -
Rduizir
File name: |import—osp—sign.p‘|2 v| Certificate file (*.p12, *.pfx) w
The user is then prompted for the password of the selected cert file.
ot Enter Password X
&
This process is repeated for the encrypt cert. If the customer will be using the same cert for both sign
and encrypt, then they can just click the open button to continue with the previously selected cert.
OL Encrypt Cert st
+ ‘- » ThisPC » Downloads » v | D L Search Downloads
Organize « MNew folder f== ~ [ 0
& OneDrive - Persor A Name Date modified Type Size ~
E aaf-test.th.pfx 4/8,2022 12:42 PM Personal Informati... 4 KB
E3 This PC gmadr2.cert.p12 12/18/2020 1:28 PM Personal Infarmati... 3KB
_J 3D Objects E impert-osp-encrypt.pl2 4/8/2022 210 PM Personal Informati... KB
I Desktop E import-osp-sign.p12 4/8/2022 2210 PM Personal Informati... KB
Documents russellincnet_exportedCert.pfx 11/10/2020 11:44 AM Personal Informati... 6 KB
" Downloads E self-signed_cert.p12 Personal Informati... 3KB
N > E 5502022, pfx Personal Informati... 4 KB =
i

File name: |import-osp-encr}rpt.p12

i | Certificate file (*.p12, *.pfx) ~

Cancel




The user will again be prompted for the password for the cert file.

Ol Enter Password x

o]

The certs will then be uploaded to the appliance.

The certs will then be processed and a simple name be set to osp
The certs password will also be changed to password

The cert names will be changed to the required names of:
import-osp-sign.pl2

import-osp-encrypt.pl2

After the certs have been processed then the script

/opt/AuCore/aucore/scripts/upload_osp keystores.pyt is executed on the
aaf_aucore_1 image.

If the process completes without error, then a message is displayed

indicating the certs have been updated.
SLAnalyzer X

Successfully updated OSP certificates on the server,

Server will now show the new certs for OSP. Note that you might have to refresh the admin page to see
the new certs.

ot Administration (SLAnalyzer)

Links Downloads Developertools BrowserTasks Zoom  Clear cache

Go https://gmonis-aaf63.aaf test tk/admin/info
. New B3 ceruncate Choose Hile | No file chosen ~
dfﬂ.’ Server Options
|_ Cluster
Upload
M Backup/Restore
[Z Logs
o ? OSP Keystores
[& Licenses
{5} Risk Settings Generate keys
Type Subject Serial Number Expiration Status
Signing Certificate CN=aaf63.gmad.com 17117964667554451192 May 15, 2022
Encrypting Certificate .CN=aaf63.gmad.com 17117964667554451192 May 15, 2022

Login page background




Reset Local Admin Pwd
This option allows for reseting the local\admin password.

Note that this option requires SSH access to the appliance. If you are unable to access the appliance
console, login to the session at the VMWare host and use YAST to enable the SSH service. If you can
login to the appliance console, then click on the services icon and enable SSH.



OSP / OAuth2

The OAuth2 tool demonstrates all the functionalities supported by OAuth 2.0 integration included in
Advanced Authentication Framework and other equivalent products (IE NAM, IDM). OAuth 2.0 server is
an authorization and resource server. As an authorization server the user goes through an
authentication chain. As a resource server some user details are provided. The first 2 options can be
used to test IDM/OSP/OAuth2 functionalty.

The OAuth2 tool is built using the sample Python code documented in the AAF administration guide.
https://www.netig.com/documentation/advanced-authentication-56/server-administrator-
guide/data/t42zd5ff2xn7.html

This tool requires administrative access. When selected SLAnalyzer will evaluate if it is running in
administrative mode, if not then it will prompt with this message...
SLAnalyzer it

This function requires elevated access. In the file window that will now
open, right click SLAnalyzer.exe and select RunAs Administrator.

After clicking the Ok button, SLAnalyzer will automatically close, and an explorer window will appear
with SLAnalyzer.exe selected. Right click on SLAnalyzer.exe and select Run as administrator.

[ = Manage C\Users\gmoarris\AppData\Local\Apps\2.\ZGNDE7N4.80L\ALDQOTZN.WWV... - O X
_ Home Share View Application Tools a
T « ALD.. * slan.tion_9d75e8d0a%3.. ~ D 2 Search slan.tion_9d75e8d0a9341a53_0001.0000_6f13a1bdblec23al
~
I Desktop ~ Name Date modified Type ~

e i e R -

= Documents

= SLAnalyzer.cdf-ms 2023 1:31 PM CDF-MS Fi

¥ Downloads ol SLAnalyzer.exe T Applicatio

P Music = SLAnalyzer.exe.cdf-ms Ope CDF-MSF :
=/ Pictures \D SLAnalyzer.exe.config G Run as administrator XML Confi

E Videos = SLAnalyzer.exe.manifest Ueii=houtempa by MANIFEST |

I = Windows (C9) = SLAnalyzer.manifest Unpin from Start MANIFEST »
v & Move to OneDrive >

255items 1 item selected 14.3 MB 7-Zip > = |


https://www.netiq.com/documentation/advanced-authentication-56/server-administrator-guide/data/t42zd5ff2xn7.html
https://www.netiq.com/documentation/advanced-authentication-56/server-administrator-guide/data/t42zd5ff2xn7.html

ot OAuth2 >

ample.com/osp/a/TOP/auth/oauth2/gra |

Code Resolve Service URL
Ihrtps ./ /aafserver.example .com/osp/a/TOP /auth/oauth2/authcoderesolve l

Profile Service URL
Ihrtps .//aafserver example com/osp/a/TOP/auth/oauth2/getattibutes |

Shared Secret

| SECrEt 2000000000O0CO0O0ONOOOOOO0O0OCNN. |

Redirect URL
| http://oohgmomis 55308083 |

Local Host Listening Port
http://oohgmonis5530

Embedded A
Intemet Explorer

Profile

None
gmormis-aaf63.aaf test tk ‘ Load Delete

Start

<

When you launch the OAuth2 tool the user will need to fill in the necessary information for the API. You
can store and retrieve information with the Profile data options. Please refer to the profile options
documented in the SSPR REST client.

Profile data is stored at: HKEY_CURRENT_USER\Software\MicroFocus\SLAnalyzer\OAuth2

To setup OAuth2 you must perform the following steps.
1. Create OAuth Event on AAF server console
a. Eventtype = OAuth2
b. Enable Used chains for authentication
c. Copy Client ID and Client Secret
d. Specify Redirect URI

2. Enable OAuth services on AAF console (AAF 5.x)
3. Configure SLAnlyzer OAuth2 settings
4. Click Start button
5. Navigate OAuth2 test page
Create OAuthZ2 Event

First login to the AAF server console and create a new event.

You can name the event anything you like. In our test we will create one with the name testOSP.
Make sure “Is enabled” is set to ON
Click on the Event type drop down and select OAuth2



ot Administration (SLAnalyzer) - O ®

Links Downloads Developertools BrowserTasks Zoom  Clear cache

Back Forward Go |hﬂps:/f’gmorrisﬂaf\‘i&aaﬂest.tk/adminflnfo |
AA | NetlQ @ S GMADR2\Administrator ¢ English~
= New Event

1 Dashboard

o Name

S8 Repositories

. testOSP

@) Methods

@ Chains Is enabled

ED] Events m

s .

& Endpoints Event type

Policies ‘ OAuth2 / OpenlD Connect v

- -

The next step is to indentify the chains required for user authentication. The “Available” box displays the
chains that could be selected. The “Used” box displays the events that will be presented to the user.
For our testing we will be using the LDAP Password only chain.

Chains
Available Used
TOTP only - LDAP Password Only
\ioice OTP only Password and SMS
i oTP
Voice Only _
blugtooth only o> | mulit method

passwordAndEmerger
smartphone only

vpn access 4

4 3

For the user to pass OAuth2 authentication then they will need to successfully authenticate with one of
the defined chains. We could define a chain that requires multiple methods but for our test we will limit
our methods to one.

When creating the event, the fields Client ID and Client secret need to be copied down so that we can
enter them into SLAnalyzer or application being setup for OAuth2.

OAuth 2.0 settings

Client ID
id-CW.Jz0EEXgfxrbpNKEWrTifilcUnQCzx4

Client secret

Grab Secret and remember it



The final setting to configure is the Redirect URL. When the OAuth2 request is made to the server, part
of the request includes a redirectURL. The OAuth2 server will redirect to the URL specified after a
successful user authentication. For testing with SLAnalyzer we will need the redirect URL to point back
to the workstation running SLAnalyzer. For testing of URL redirection this value could be set to forward
to another website. (IE. https://www.google.com).

Redirect URIs. One URI per line.

You can see the redirect url for the SLAnalyzer test page on the main OAuth2 window labeled as Local
Host. IE. http://oohgmorris5530:8088

ot OAuth2 x

Login URL
hitps //gmomis-aaf63.aaf test th /'osp/a/TOP/auth/oauth2/grant

Code Resolve Service URL
https://gmomis-aaf63 aaf test th./osp/a/TOP /auth/oauth2/authcoderesolve

Profile Service URL
https //gmomis-aaf63.aaf test th/'osp/a/TOP/auth/oauth2/getattributes

'_.'.'.‘l'ert D
_rdﬁ'l'oOv Tof zxq 8F ZuULILCwv Vieb Bbkkfy

Shared Secret
secret-PirVZ5Bb 6NKxWQPd 7q ImELILNWNGo Rrnx

Redirect URL
http//oohgmonmis5530:8088

Local Host Llster'lng Port
hitp://oohgmomis 5530 | 8088

A
[itemet Explorer vl
None
omoris-aaf63 aaf test th | Load Save Deleto

There are multiple “Advanced settings” for OAuth2. The SLAnalyzer OAuth2 tool provides 3 options. The
first two options require the setting “Use for Resource Owner Password Credentials” to be turned OFF.
The 3™ option requires this setting to be turned ON.


https://www.google.com/

Advanced Settings

Enable Public Client
OFF

Support Authorization Code

Use for Resource Owner Password Credentials

OFF

In AAF 5.x, after configuring the event then the service needs to be enabled.



Enable OAuth services

In AAF 5.x, by default the WebAuth service is not enabled. You must enable this feature for OAuth2 to
function. For AAF 6.x servers the WebAuth service is always enabled and this section can be ignored.

LOCAL\ADMIN ~

»

English~

Server Optlo NS server specific configuration

Home = Server Options

Features running on this server

WebAuth  Strong Web Authentication (OAuth2, SAML) Disable

AuCore REST API, User interfaces for Admin, Enrellment and Helpdesk

m

Web server SSL certificate for HTTPS

Server Options

I Upload the certificate file (*.pem, *.crt, *.pfx). The file must contain both the certificate

Now the AAF server should be configured properly for OAuth2 communications. Now configure
SLAnalyzer to communicate with this new event.



SLAnalyzer OAuthZ2 settings
To configure OAuth2 we must specify the following information

e URLS
e C(Client application
e Redirect URL and Port

The URLs are common across all OSP platforms. This would include AAF and/or IDM. Change the URL
data to reflect the OAuth2 server being used. Only change the server DNS/IP information.
For example, aafserver.example.com to myserver.mycompany.com.

Login URL

Code Resolve Service URL

hitps://aafserver example com/osp./a/TOP /auth/oauth2/authcoderesolve
Profile Service URL

hitps://aafserver example com/osp./a/TOP /auth/oauth2/getattibutes

The Client ID and Shared Secret were provided when creating the AAF event. For IDM the ID is found in
the xml files.

Client 1D

Shared Secret

SECTEt H0000000000ooCOoO0oO00ooCoo0oaon.

The Redirect URL is built from the defined listening port. If you change the Listening port then the
Redirect URL will also change. The Redirect URL must match the Redirect URL specified in the OAuth2

event created earlier. For testing redirection this event could point to another web service/page. IE
https://www.google.com.

Redirect URL
hitp://remgmomis(1:3088

Local Host Listening Port

http://remgmomis01 2088

By default, the embedded browser will be used when clicking the Start button. Optionally the user can
select a different browser to invoke Internet Explorer, Edge, FireFox, or Chrome.


https://www.google.com/

ol OAuthZ >

Login URL
|ht'tp5:,-’fgmon'is-aaf'53.aaf-test thfosp/sa/TOP fauth/oauth2/grant |

Code Resolve Service URL
|http5:r’fgmon'is-aaf63.aaf-test ke sosp/sa/TOP fauth/oauth2/authcoderesalve |

Profile Service URL
|hﬁp5:ﬁgmon‘is-ﬁafﬁﬂ.aaf-test tk/osp/a/TOP fauth/oauth2/getattibutes |

Cliert ID
lid-0 ToOv TpfzxqBiF ZulLiLCwv Vb Gbkkfy |

Shared Secret
|secret-PirVZ5BbENKxWQPd 7q3m ELLNWNGoRmx |

Redirect URL
|hﬁp:ffoohgmor|'i5553ﬂ:£‘-ﬂ&8 |

Local Host Listening Port
hitp://oochgmonis5530

Embedded A
Intemet Explarer v Start

Profile
MNone

gmormis-aaf63.aaftest tk Load Save Delete

After configing the OAuth2 settings then click the start button. SLAnalyzer will start listening on the
specified port for OAuth2 requests. It will also launch the selected browser with the SLAnalyzer OAuth
Logon Test Page. If the browser is not selected, then the embedded browser will be utilized.



Navigating the SLAnalyzer OAuth2 Logon Test Page
After the page loads successfully, there are 3 login options presented.

OL oohgmorris5530:2088 (SLAnalyzer)

Links Downloads Developertools  Browser Tasks  Zoom  Clear cache

Go ||'rnp:ffoohgmom55530:8083f

SLAnalyzer OAuth Logon Test Page

For testing the first 2 options yvou must edit the OSP event and set 'Use for Owner Password Credentials' option to OFF.
1. Click here to obtain an authentication token through Implicit Grant. (the token will be received in hash part of THIS page)
Implicit granted token is not found.

2. Click here to obtain an authentication token for obtaining attributes.

For testing the next option vou must edit the OSP event and set 'Use for Owner Password Credentials’ option to ON
3. Click here to obtain an authentication token through Resource Owner Password Credentials Grant.

Click here to obtain a list of attributes for the authenticated user.
Click here to refresh access token.

opentext

Item 1 will return the access token in the returned URL. This information is then displayed within the
page for easy viewing.

First the Oauth server needs to obtain the users name.

OL Advanced Authentication (SLAnalyzer) — O =

Links Downloads Developertools Browser Tasks  Zoom  Clear cache

Back Go |https'//gmnrri5ﬁaf€3 aaftest tk /osp/a/TOP fauthfoauth 2/grant Fresponse_type=tokendclient_id=id-o ToOv 7ofzxa8iFZulILiLCwy Veb Bbkki

AA  Advanced Authentication

Usemname

Next

Copyright & 2023 Micro Focus. All ights reserved




The Oauth server will now prompt the user to select the desired chain.

Ol Advanced Authentication (SLAnalyzer) — O
Links Downloads Developertools Browser Tasks  Zoom  Clear cache
Back = Go |hﬁp5 -//gmomis-aaf63.aaftest th/osp./a/TOP /auth/applogin PacAuthCard ld=aa-contract-% 24default-card . 244sid=1
AA  Advanced Authentication
Select Authentication Chain
Please select from the list below
LDAP Password Only v
Mext Cancel
Copyright @ 2023 Micro Focus. Al rights reserved.
The user is then prompted to provide the input for the selected logon chain.
Ol Advanced Authentication (SLAnalyzer) — O x
Links Downloads Developertools Browser Tasks  Zoom  Clear cache

Back

Go

|hﬁp5 ://gmormis-aaf63.aaf test th/osp/a/TOP fauth./app/contractcontinue acAuthCardld=aa-contract-% 24default-card % 244exid="14force AL

AA Advanced Authentication

Password

Directory Password

Next Cancel

rights resenved




Once logged in, the test page is updated with the received access token.

Ot oohgmorris3530:8088/#access_token=ey)0eXAiQihd Ctqd3CiLCIhbGaiOisUzl INilsimipZ Cl6lIUzYmMNBenV3dFMIMXd X ODEtVm42... — O X

Links Downloads Developertools  Browser Tasks  Zoom  Clear cache

Back Go |http -/ /oohgmonmis 5530: 8088/ Haccess_token=eyJle XAIQiJhdCtgd 3QiILCIhbGeiOid S Uzl TNilsimtp ZCI61 Uz YmNBen V3d FM 1M

SLAnalyzer OAuth Logon Test Page

For testing the first 2 options you must edit the OSP event and set "Use for Owner Password Credentials’ option to OFF.

1. Click here to obtain an authentication token through Implicit Grant. (the token will be received in hash part of THIS page)

ey]0eXA101ThdCigd3QiLCThbGeiO1 I SUzII NilsImtp ZCIOIIUzY mNBenV3dFMIMXdXODE Vm4 2aF93UVe50C
K9t000p2uD10xbval LsdvMZmkXmU99AuVbeqeTHh sMDandgreQsPZGe33 WTunid QHB ViXrpoLnwK Ord AC

token type ||Bearer

access_token)|

expires i ||120

2. Click here to obtain an authentication token for obtaining attributes.

For testing the next option vou must edit the OSP event and set 'Use for Owner Password Credentials’ option to ON.
3. Click here to obtain an authentication token through Resource Owner Password Credentials Grant.

Click here to obtain a list of attributes for the authenticated user.
Click here to refresh access token.

opentext




Logon and obtaining an access token

Options 1 and 2 require the event Advanced setting “Use for Owner Password Credentials” set to
‘OFF”. Click on Option 2 to obtain an access token we can use for getting attribute data. The server will
require the user to authenticate.

NetlQ- Access

administrator

MNext

Copyright © 2017 NetlQ Corporation, 8 Micro Focus company. All rights reserved.

NetlQ- Access

Password

Directory Password

Next Cancel

Copyright 8 2017 NetlQ Corporation, 8 Micro Focus company. All rights reserved.




After user authentication completes then the OSP server returns an access token. SLAnalyzer will popup
a window with the token information

Token Data

Save u Analyze 'tE

Aocess Token: LS
eyJleX A0 hdCtgd 3L hbGaOu SU=1 Ml simtpZC16lIUzY mNBenV 3dFM 1 MEXdXODEN md 2aF 531UV e300 15 eyl pedMiCilo
dHRwczov L 2dtb3ya XM WFmNMu Y WFmLXRlc30ud GvbINwL2EvWESCGL 2F 1 dGgvb2F 1dGgyliwaZ hwljoxMig ONTI IMjk4L
CluYmY i E20001 MicxNzgsImihd CIGMTY SND Uy NzE 30 CwianRpl v 2dMaFFv UDJTEUGMUAWEY Y 1 BLaVS 20 5 simMNsaWWu
dFSpZCI6ImikLWSUBIS2ZNIBmenhxOGpGWRWWTGIMG3d 2V mViNmlra 225 wac3Viljor X NeX C1 hY SI2ZNTezZ  hNm Y OM=E3Z
WMMTRmN2VIMTVmY 2k 0GM5MCl=InR4bil 6lmhl R3plvy Dk UmFLaHRKVFYBNy 1 GWVEILCIhd WO pZ C1 wWGBPdidwZnp
4cThqRlp 1V UpTEN3LY i Aa 2tme SlslmPF 1 dGhd GRESIEMTY 4N DUy NzA2 Miwn YW1 yljpblnB 32014 LT HeHZ 0 jos G Ud=ClInTENE
OWVBGEHAFZ05gVTNNMIZWYRabUSETXhOMEgTVRFMF pgZ GxaWELWm 1 NNUSEaGpPYEFOWN d SdGFXNXEBIM 1J5WWhS
dmMnMUJaRzFwYm1semRlSmhkR=150mtkTIFVUINNZZhKRFVGa 2 X bHVhWE4wY 21 GMGIzS UIORUSPUFYGa2 JXBHVRWES
w'21GMGIzSXNRMDOSVIhOBGNuTXNSRUEW]lxaF pl SXIMRVIEUF 21 dmRtVnMl3hFUX cxamlyMFJERTE1VDJGMWRHaE
ZkbVZ1ZEF U oyM X ZakVETURKG W eyMWhhW3d TWTISdERS UkhUVUZFWVWERKY 1FXUnRhV2VwYzNSe VY UnZZ=hnTTJGa Ug
FNTJOROVATOARM pURTBON GasTUROaVpUTTNZelZATURKa ESUV UM BET 0TV Mw M U IS XhMYELN TWpNUSEazNMNakVITk
RJMESUUXdORGox TWMwekSg STIOVGNETmpid ESUG X dCO0EY TIRelpg SmhObVkwTX pF M 1 pX TXhNVF A TRWEE 1UVm 1 Zems
wTTdNNU COVIUMOp1 YIZ0b2F = ZzBWmRs UVRMEDzaG 1 Ralp VWG OUF nWkh UV UZPVWR) SOFPSUFCZ0ERC Kev SO Ip
mfAGAm2_BMRgDBs44MtdS 78 aF YL 2N DZB-

_2yeWBzKKp3em2 Tooud FVRWO psd URHNE EBnPums O4WqRFyRS4XFFsh3jeY TCAheF-

EAng T eX 0w liSzw S Y ENoB Fw\irTSlg E3Kd-oM 1 FaPf2ml Ayl _ivEYbrgEZFuY REAWKSL1gFEBIDT DZM_giVidviuSxEV-
E4v5drytKBbemkaBOnkn7GmzvY 3Z3dcMEWT RHzg VoV Y Wh2yBEmg 3GE55AKFd3u1 04 30 uSczudiwJ5TtkMLRMKEY Y Hig
8_110L99P-mVZ8Cet58CoFBFOEqriWUnp) 3w

Token Type: Bearer

Token expiration: 120

Refresh Token:

eHwAlAuEY IwE L VoumSlpasfodegr pr Dl ThGImycBWhF 2 COXAWIK 2644 UBTBevBUHA=51 IgRveHINITgz=Z G SmuuS
rlLSs02fF 28 D88 A00N TP 1w Qw=250L 0qChwp_gTByMed 1M W

Obtaining attribute data:
At the bottom of the SLAnalyzer OAuth Logon Test Page click on the option to obtain a list of attributes.

Click here to obtain a list of attributes for the authenticated user.
Click here to refresh access token.

opentext’

Ol Enter or Edit attributes x>

|,|'a|ud.cn dn eventMame mail nethiosMame objectid sid,

The SLAnalyzer popup window will display the attribute information returned from the OSP server.



Token Data

Save u Analyze tE

OAuth Attnbutes

{
"aud":"id-oToOv 7 pfzegBiF ZuULILCwy'VebBbkkfy",
"auth_time":"1684527371781",
"en'":" Administrator”,
"dn":"CN=Administrator, CN=Users, DC=gmadr2, DC=novel, DC=com",
"eventChains':[
"[\"metheds\":[\"EMERG_PASSWORD: 1V"]\" pesitiont":0,\"is_trusted\" falze,\"short_name!"\"\"\"iz_enabled\":true,
V'name\":\"BlueToothAnd Emergency"l",
"{\"methods\":[\"CARD:1\"]\" posibon\":1,\"is_trusted"-false,\"short_namel"\"\" \"is_enabled\":true,\"name\"\"Card anly
Vi
"{V'methods\":[\"EMAIL_OTP: 1\"].\" posttion\":2,\"is_trusted"":false,\"short_name\"\"\" \"is_enabled\":true,\"name\":
\'Emai Onky\"}",
"[\"metheds\":[\"EMERG_PASSWORD:1V"]\" pesiiont": 3,V "is_trusted\" falze,\"short_name\"\"\"\"iz_enabled\":true,
V'name\":\"Emergency Password Onlyl"}",
"{\"metheds\":[\"FACE: 1\"]\" posibon\":5,\"is_trusted\" false \"short_name\":\"\" \"is_enabled\":true \"name\" \"FaceOnly
vy
"{\"'methods\":[\"FINGER:1\"],\" position\":8,\"is_trusted\"false,\"short_name\":\"\" \"is_enabled"":true,\"name\":
\"FingerPrint Onby\"}",
"[\"'methods\":[\"PASSWORD:1\",\"LDAP_PASSWORD:1\"],\"position)":8,\"is_trusted\":false, \"short_name\":\"\",
\"is_enabled\":true\"nama\"\"LDAP and Password\"}",
"{\"metheds\":[\"LDAP_PASSWORD:1\" \"EMERG_PASSWORD: 1\"]\" positon\":9,\"is_trusted\"-false,\"short_name\":
" Vis_enabled\":true \"name\":\"LDAPANDEmergencyl"}",

Refreshing the access token
Click on the last option to refresh the access token

Click here to obtain a list of attributes for the authenticated user.
Click here to refresh access token.

opentext

SLAnalyzer updates the popup window with the new access token information.



Token Data

Save gl Analyze tE

Access Token:

ey DeXAi0ilhdCigd 3GILC JhbGei0ilSUzI 1NilzimtpZ CI6IIUz Y mNBenV 3dFM 1M X d X ODEtVm4 2aF 33UV S0C 9. eyl pe3Milile
dHRwezovL 2dtb3ya XMty WFEmMMuYWFmLXRle30udGsvb3NwlL2EvVESQL 2F 1dGgvb2F 1dGgyliwiZ X hwijoxMigONTIINTY w
LCJuYmYiNE2000 1 MjcOND A= Imihd CISMTYENDUyNzGOMCwianRpljeiRVQScGNCdnpUZGbnh 1 ZDImNOFuG SlsimNza WV
udFSpZCI6ImikLWIUB092N3BmenhxOGpGWnWWTGIMG3d2VmViNmJra2Z Slwic3Viljol Y XNcX C1hY S02ZNTezZi hNmY OMzE3Z
WMxMTRmNZVIMTVmY zk00GM5MClsInR4bil6lmhIR3p Vylx UmFLaHRKVFWENy 1 GWVELCIhd W0 pZC1vWGSPddwng
4¢ThqRIp1WUxpTEN 3L (a2 tme S s ImF1dGhfdGRZSIEMTY 4 ND Uy NzA2 MiwtY W1yl jpblnB3ZCJd L HeHZ0joiGUM OGN SIFB
TnJGbHdFZ05qVTNNMISWVRabUSETXhOMIZqTVRFMF pgZ GxaVEUxWm1NNUSEaGpPVEFOWWdSdGFXNXBjM 1J5WWVhSd
mMnMUJzRzFwYm1zemRISmhkRzIS0mtkTIFVUINNZZSKRFWVGa 2 X bHVhWE 4w 21GMGIzSUIORUSPUFVGa2 JXbHVhWE4w
¥21GMGIzSXNRMDOSVIhObGNuTXNSRUDSW]lxaF pl SXIMRVJEUFe1dmRtWnMiQ3hFUX examlyMFJERTE 1VDJGMWRHaEZ
kbWZ1ZEFU1 oyMXZjakWSTURKON oyMWhhV 3d TWTISdERSUKhUVUZFVWRKY 1FXUnRhWzWw'YzNSeVIY UnZiZzhnTTJGalUgx
VTJOROVATOARM 1 pURTBOVGxsTURDaVpUTTNZelZ{TURKa ES UV UtMRK 1 0TVMwM U USXhMVEU 1 TWRNUSEazMNakVOTKR)
MESLIUXdORGexTWMwek5qSTIOVGNSTmpid ESUGXdCODEy TIRislpgSmhOBVkwTHpFM 1 pXTXhNVFJTUWBE 1 UVm 1 Zemsw
TOdNNUTCOVIUMDp1 YIZOb2FZzBWNmRsUVRJMEQza G 1 RalpX VW L OUF nWkh LV UZ VW RpMTUF DEOFCADEFC. BNNydrClg_
2vurDztxhOB0SmadhizPWiltv-xDaaeSv_qglThig1RdYSESHPQS53_s6GC-

vkEmkIDCPU3_hG09:HRY wallzll7wlxSodzF Avtg RSO0 0eFmhKz fh_g8C0nypVEVUGF-

TZdfHR=0FY AmygjVbPReUQbglZ HxNod (104 X SIFEXCLiMSbtg 1 ZdCSdWI QAL S0 r2m0_Reolg3XaHBCudxyWSbOF TnXvhD9
PTRAWIMzZrgOz0_wSnERKIXOMFOwGPZaC2Wybh 1GPxP3TRATC_GS3zv3kifycKSagyheh3Vzy2 1zKY SFGeR2ZbAKBEG 711
nda-YKeGD1Mw

Token Type: Bearer

Token expwaton: 120




Logon through Resource Owner Password Credentials Grant
Option 3 requires the event Advanced setting “Use for Owner Password Credentials” set to “On”.

Ot oohgmorris3330:8088/logon-creds (SLAnalyzer) - O >

Links  Downloads Developertools  Browser Tasks Zoom  Clear cache

Back prevard Go |hﬂp -//oohgmomiz5530:8088Aogon-creds

Username:

Password:

| |

After successful authentication, the OSP server returns the access token.

Token Data

Save H Analyze '15

MUJaRzFwYm1zemRl SmhkR=50mtkTIFVUINNZzhKRFVGa 2 JXEHVEWEdwY 21 GM GIzSUIORUSPURVGa2 X BHVhWE4wY21 »
GMGIzSXNRMDOSVIhOBGNuTXNSRU0SW]|xaF pl SXIMRVIEUFe 1 dmBRtVnMNili3h FUX oxamlyMFJERTE1VDJGMWRHaEZKBY
Z1ZEF U oyM X ZakV STURKCY oy MWhh' 3d TWTI Sd ERSUKhINVUZPVWRKY 1 FXUnRhV2Vw Y zNSeWTY UndZzhn TTIGa ST
CRIVETIRM pURTBON GxsTUROaV pUTTHZelZt TURKa ESUVIEMBE 10TV MwM U U S X AMVEUN TW R NUSEazNNakVITKRIME
SUUEAORGexTVMwekS5q STIOVGNETmpd ESUL X AT GOEY TIRjelpg SmhObVkw TX pFM1 pX TXhNWVF ATWEE 1N m 1 ZemswTld
NN COVIUM Op1 Y202 FeZzBWmRsUVRIMElzaG 1 Ralpe WV G OUF nWkh LVUZPVW R LUFCSUFFQUERD. CO2mg Y
LefAGhu2 EcSthkWhyxdi7 J6at_4PNIN XY hDOSKGWZwkibzMezvruKQxf_KhBEkTERRRGEXBwaSZ5MnndF=e0BIZUC1a0Rg7
wlUZpx2q70Uzpzeg0I0OB Y Vie IRAX mhd ZmNE-

UHEgyBbPKZnk=JPgixhol 233dGo WY b1 7lellJblicVasxulBOgekEJ4 beg OTE 1 hpbopRUXKE M vy 10iN2g 5-

BY MwGofsbSWallBvOKAOMNICMGan1hi-

HTBmuGP3nMNZe 2ydWaBlSwimbiAyEE_oomdgXsYynFocEBys Kxbv 3vaWIirWk I 4W-ONS7oVi3-w

Token Type: Bearer

Token expration: 120

Refresh Token: eHwAlEGeWiTeVAnySSMNye 7 LOv2wiE-

mnebGmwWHe_KRBHTmW2Zhkt!pyac1 Cuultd XkHd=51IgRveHIN Tgz=Z QR T:aa 06V X BHHIB_C-

k=sRekKQSBCGSvaPTawlwe fUPSOEkelbB4cwlC2dMHEpmBtaSTRMW X g N3 ONnly 13BJY DmeSu POV ZLARZPzuCSNO3EB
1OnbgsGHSXE0ZHul SJSXECVTEgMLISt2-gHwLmWgnfBvil NWLagIWxBMS-

IVhGESTHzbwwlpy2 vCXL40TNgRgn2GEm_XlletqzxKSAkR_ACKOX_kLyneGZw ST pFuldk7NURTFOdP 1M1 B v Tz-Bay-
Gamm1da_DddjwlWkEmDdeOUG 1 Kuvy 794Id_UBTNBDLJHgS9212TCY abiOwsXdos_mKmtB0g8FNofaY whSPddY pSdHgVeF
4b2GENY EINTyw 1w Diml hoSyW37Kufx 1 X PcACY BPc1 | IY-0WmAIGECT 7 gV fpomnrZ ps-

BgGSgMGAyuUFLPGFhk=7z0el08Wd h8ken K xa Cmw ISOLg /Y 2TLStASLmnd WV nl Dz pr LS X AFTGRMgrRtW3IB M pREME 1 8l
DquurntKvdrmsHIBelfbzX Pvx Ty pHe VI DBAC SIHpwr3GH 3 2y 3208 TtqpX TrOShhOGePGwiP Sy Tgz8 FHUL TS 3gNe XwlkrkH
rYw2Ydjplzs15h1 DOpFmBGaND3vE_cegeryt3KEkNLF




Redirecting to an external resource
As mentioned in previous sections the redirect URL can redirect the user to another web resource after
successful authentication. The below example shows changing the redirect URL setting and the results.

In the AAF event change the URL to an external resource location. (IE. https://www.google.com)

OAuth 2 settings

Client ID id-m43hlIWbL1ETfg0mgsX2kFsEr¥vBHxh
Client secret Client secret
Redirect URIs. One URI per line, https://www.google.com

Now on the SLAnalyzer OAuth2 settings page set the Redirect URL to the same location

Redirect URL

https://www .google .com

Now click start and select on of the first 3 grant options for authentication. After successful
authentication the user is redirected to the specified resource.

, =
6 =l G https://www.google.com/?code=eHwAIOdYymn%40RYWEd ~ @ C | G Google X N K

»

95 [ suggested Sites v @) QMon [ Recorded Sessions @ sspr-nts-testbuilds [T Documentation NetlQ (1 SLAnalyzer - Micro Focus ...

2 ~
About  Store Gmail Imz

Google




Get Openld Config
SLAnalyzer will display a list of known hosts (saved profiles). Select the appropriate server or add the
server to obtain the Openld information.

ot https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/oauth2/well-known/openid-configuration (SLAnalyzer) — [m] X

Links Downloads Developertools Browser Tasks Zoom  Clear cache

Back Forward Go |https://gmomsad53 aaf test tk/osp/a/TOP/auth/oauth2/ well known/openid-corfiguration

“issuer”:"https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/oauth2”,
"authorization_endpoin "https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/oauth2/auth”,
"token_endpoint”:"https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/oauth2/token”,
"userinfo_endpoint”:"https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/oauth2/userinfo”,
"jwks_uri”:"https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/oauth2/juks",
"introspection_endpoint™:"https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/oauth2/introspect”,
"end_session_endpoint”:"https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/oauth2/logout”,
"scopes_supported”:[

“openid",

"phone”,

"email"”,

"profile”

"response_types_supported”: [
"code",
"code id_token",
"code token",
"code id_token token",
"token",
"id_token",
"id_token token"




Get SAML metadata
SLAnalyzer will display a list of known hosts (saved profiles). Select the appropriate server or add the
server to obtain the SAML information.

ol https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/sami2/metadata (SLAnalyzer) - m} X

Links Downloads Developertools Browser Tasks Zoom  Clear cache

Back Forward Go |I'rttps://gmmsadslaal‘-testjkf’usp/aﬂ OP /auth/saml2/metadata

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

v<md:EntityDescriptor xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
ID="1idX0SqY_lie6qUeWAxYUnb4qESFos" entityID="https://gmorris-aaf63.aaf-test.tk/osp/a/TOP/auth/saml2/metadata™>
v<ds:Signature>
¥v<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http:// 3.org/2001/@4/xmldsig-more#rsa-sha2s6"/>
v <ds:Reference URI="#idX05qY_lie6qUebiAxYUnb4qE5Fos™ >
¥ <ds:Transforms>
<ds:Transform Algorithm="http://www.u3.0rg/2008/09/xmldsig#enveloped-signature”/>
v<ds:Transform Algorithm="http: w3.org/2001/18/xml-exc-clang" >
<ec:InclusiveNamespaces xmlns "http://www.w3.0rg/2001/10/xml-exc-c14n¥" PrefixList="ds md"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>vsiHUMZ7eKx6mQt2TUr/rLAhlvt+GaEOTU7CuABUKUB=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue> nQcBM/JO6TBUKSIYElygYxShfHigX1fudSpeLVLh6b0z zWM+0BroQCzxUbXoSGXtWXSOGKDEUYKD
d7FW82KmCvsNKtrit+1cIIpqOpS9QWHUEDWWT 7KkXsqSFBKZn1kXHTnIYRrma3oCLwNtCjttLI2N
vK8yi2aDceRk4FR8z1svIdt8MIB1VP/urXSYEYT4ECzYhScOGKYmo+4xR2mdo8YgKkYAr1YESYb/

A A A I T A TOMLAA L b FOT nE - TTONEIARAE

100~ DALNTCM S ABAN T Emd b T

The feature will only return the SAML metadata if a SAML event is created on the server. If no SAML
event exists, then the server will return an error “XDAS_OUT_INVALID_INPUT".

ol https://gmorris-aafe3.aaf-testtk/osp/a/TOP/auth/sam|2/metadata (SLAnalyzer) - O x

Links Downloads Developertools Browser Tasks Zoom  Clear cache

Back Forward Go ‘hﬂbs://gmomsaaiﬂ.aaﬂesttkfcsu/a/TOP/ium/sam\l/metadaa
Error
{
"Fault"{
"Code"{
"Value":"Sender”,
"Subcode™:{
"Value":"XDAS_OUT_INVALID_INPUT"
),
"Reason™
"Text""No handler defined for protocol”
}
i




Check AAuth connectivity

This option provides the ability to validate connectivity between the AA service and a remote host. This
utilizes OpenSSL to test the connectivity to the remote host. This option can be used to validate if the AA
service can communicate with a LDAP, SAML, or OSP host. It can also be used to obtain the current
certificate for the AA server itself.

Ol Host information x

Host |Ioca|host

4k

Ok Cancel

Enter the IP address or DNS name of the host, the port address the host is listening on, and the timeout
value. The application defaults to a timeout of 5 seconds but for environments where there are longer
response times this value can be adjusted.

Ol Auth connectivity results for host-localhost:443 - O >

Save g Analyze "_E
CONNECTED{O0000003)

Certificate chain
0 =:CN = gmomsz-a afﬁlaaf—test.tkl
1:CN = gmomis-aaffd. aaftest.tk

Server certficate

—BEGIN CERTIFICATE—

MIIDGzCCAgOghwlBAglJAKMPOyvhiGIzM ARG SqGSIb3DGEBCwUAMCCxAgBgNV
BAMMGWdtb3JyaX My WFmNMuYWFmLXRlc3Gud GewHheNMEwMASMTY xMzMwiheN
MjMwhMASMTY xNzMw\WjAKM S lwl Y DVGGDDBInbWSyembzl WFhZ)YzL mFhZil 023 NO
LnRrMIIBIANBgkghkiGSwiIBAQEFAACCAGBAMIIBCgKCAGEAMcBSXWE3cEmTuDS
RWOu3IWBVEAgLspCblzpEBkrSKhuud4MXO+aZuSakyHRG+0aZr 1 TZks8nFOpe
8x19bGE6|g23R503/mDrDgSERDZKwZ vCarvGFgepwiSx2aZeapHBINOAEK W el
aTmSOPBLcttgmFg463yawFho8YmSSFL+KSFCATISIRXxECzlhY JAgrii2aZengWeF M
UDWPaEfUmz4 EfmbunlnksyGZFRY 27 ovzlikpM bZAS Nz Flhet DX 4 2KF 20K ZHey

4DF1r7 3IKGy DW= NmZONleMe X Ho/GLdzkb8cKTVIHIHfxchpET 1 lwLyh 026305911
RegqQIDAGABo] AwTAdBgNVHOS EFgOUN SiCicAKOOVGY IMmKS 1 DS UuX SswHwYDr
VRHBBgwFoAU SiCicAKOOIGY IMmKE 1 DSUuX SswDAYDVRITBAUwAwEB/zANBgkg
hkiGSwlBACSFAAOCAGEA=xRZ BwgMAUoFudz8+yDETxepgY 1 p78A-n54ELFRG24P
Gsluvmbit] SpSJUWT DESZmiTHY L X+ SplVr ZBP3Kand i TI330=NZaY
kF2eBxmnoufltAs PYKSExTK=i0V o Y ra AXWXZOtny W3 YIOIhV ongyxa dy Y FZW
isUSEDaMeowS0iLAx q7gusHEADZwDEltsqobG5XLgB/fNremfAB208m3TWEVs
fHpwS<odi1 1 7BKrMt2w 1 Jhluclou0X 3+yg I TX4BAKRTy COGwehTv SHyKLERZWA,
hSUo+rlin3xGPEGWAIM. 81cCo0ayil HXFbgUmAAcow==

—END CERTIFICATE—

subject=CN = gmoms-aafbl.aattest.tk

izsuer=_N = gmoms-2afi3. aaftest .tk

Mo chent certificate CA names sent
Peer signing digest: SHA256

Peer signature type: RSA-PSS
Server Temp Key: X25519, 253 bats

SSL handshake has read 1355 bytes and wrtten 373 bytes
Venficaton emor: certificate has expred




SaaS

This option contains supported operations for Software as a Service.

CBA
AAF in a SaaS environment includes a Cloud Bridge Agent. This server provides the interconnect
between AAF running in the cloud to a repository located at the customer site. (On Prem)

Gather CBA Stats
This option will open an SSH connection to the CBA and gather statistical information. This information
can be analyzed to identify possible issues with a failing CBA.

Start CBA
This option will open an SSH connection to the CBA and start the CBA.

Stop CBA
This option will open an SSH connection to the CBA and stop the CBA.

Debug Settings
This option will open an SSH connection to the CBA and read the current debug settings.

Ol CBA Debug Settings X
com netiq.daas remote %&m—i:
org.apache kafka %ﬁ&m- : |
com netiq.daas %7:
com netiq.daas.daaservice Remote Service _IEFEOR_—:.
com netiq.daas daaservice util ServiceView IIE'EEg(m- :
com netiq.daas remoteloaders IIE'EEgm:{- :
com netiq.daas bridgeclient 'IEEIE%-—:'
com netiq.daas bridgeciient uti “EEIIQEH&JH—*:

Ok

The debug log settings can be modified on this screen and then applied to the CBA by clicking the Ok
button. Warning: enabling trace as a debug option can generate a lot of information in the CBA debug
logs. Only set trace for items as instructed by support.



Get Install Log
This option will open an SSH/SCP connection to the server and download the install log.

Get Debug Logs
This option will open an SSH/SCP connection to the server and download the debug logs on the CBA.

When selected the user will be prompted if they would like to download the current debug log alone or

with the archived logs.



Azure

This option provides several items to help troubleshoot issues in the Microsoft Azure environment.

SLAnalyzer requires an Azure service principal. This object provides the entry point into Azure and
establishes the necessary rights needed to access Azure information

Note that the service principal is created within Azure AD. Kubernetes clusters and other resources are
defined in Azure. These two different environments require different configuration for proper access.

When Securelogin Advanced Edition is installed in Azure then SLAnalyzer will leverage the SecurelLogin
service principal for access to Azure. When SecurelLogin Advanced Edition is not installed in Azure then a

service principal will need to be created and configured.

‘h Azure

|

" Identity Manager
Diff Viewer
LDAP Browser

JSON Console
SSH/SCP

e

SOL Browser
Web Browser

&

Configure SLAnalyzer

»

.Q5

#2oU B3

-~
— E}ﬂ

O® PO HOwWO@®

Azure AD Login
Azure Client Login

Securelogin AE Login

Get AD Application Info

Get Subscriptions

Get Resources

Get Kubernetes Info

Get Kubernetes Name Space
Get Kubernetes Pods

Get Kubernetes Logs

Initialize for Kubernetes
KubeCtl terminal

Kubernetes Node Explorer

Get File

Send File

Send a Command

Send REST Get Request

For more information about Azure Kubernetes see: Concepts - Kubernetes basics for Azure Kubernetes

Services (AKS) - Azure Kubernetes Service | Microsoft Docs



https://docs.microsoft.com/en-us/azure/aks/concepts-clusters-workloads
https://docs.microsoft.com/en-us/azure/aks/concepts-clusters-workloads

Prerequisites - Creating a service principal

The following steps can be used to create the service principle for SLAnalyzer to access Azure. These
steps are optional in environments where SecureLogin Advanced Edition is installed in Azure.

1. Login to portal.azure.com

2. Verify and if necessary, switch to the desired directory for the subscription where the Azure

information is stored.

Security ArcSight Sign out

Greg Morris

Greg.Morris@microfocus.com

Sign in with a different account

3. Open a Cloud Shell session by clicking the icon shown in the picture below highlighted with the

red box.

Microsoft Azure AP Search resources, services, and d

Azure services

+ >

Create a Azure Active Subscriptions
resource Directory

Bash v o ? & My D

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

greg@Azure:~$ I

Resource
groups

)
non
LE
Kubernetes
services

Container
instances

virtual

networks

virtual
machines

[ %
Enterprise All services
applications




4. Type az ad sp create-for-rbac -n "SLAnalyzer1" to create the service principal named
SLAnalyzerl. Please note that any name can be used.

Bash v o ? @ Ok

Type "az" to use Azure CLI
Type "help"™ to learn about Cloud Shell

greg@Azure:~$ az ad sp create-for-rbac -n "SLAnalyzerl"
The output includes credentials that you must protect. Be sure tha
more information, see https://aka.ms/azadsp-cli

{

"appId"”: "e254d42b-98085-46d5-b36b-6bff85c91428",
"displayName": "SLAnalyzeri",

"password”: "sd4KHrOCz_gNBS5_w4fFYZI64.svxnNTvo",
"tenant”: “57faef@5-5f3f-4147-a5el-5ecd93962c3a™

}
greg@Azure:~$%

Important: Save the information returned. We will be using it to connect to Azure with
SLAnalyzer.

4a. The service principal information can be stored in SLAnalyzer.

Tools->Azure->Azure AD Login

Ol Loginto AD in Azure x

Client 1D

|<c|ient id |
Client Secret

|:c|ient secret |
Tenant 1D

|<tenar|t id= |
Redirect URI

|msal=client id=//auth |

Scopes
https://graph microsoft com/ defautt

Profile

None ~

3bdfdSee-161d-dchG-adbd-ddbcld v Load Delete




Replace <client id> with appld value, <client secret> with password value, <tenant id> with
tenant value, and then modify the Redirect URI replacing <client id> with the appld value.

Ok Login to AD in Azure *

Client 1D

|dfc96c6d-Sebb-43da-8e48-6 1bd 3 b 48ef |
Client Secret

| KH.YogX2F 7DdBOWZZSdp2P Tam Ts4k 1g_ |
Tenart ID

|57 aef05-5 ¥-4147-a% 1-5ecd93902c3a |
Redirect URI

|msaldfc96c6d-Oebb-48da-8e48-6 1bd 3% 48ef-/ /auth ]

Scopes

https://graph microsoft com/ default

Profile

ddd34951-0266-47cd-bB4a-671150 A
dfc96c6d-9ebb-48da-8e48-61bd g

Save Delete

Login

After entering the service principal information, then click the Save button to save the profile for
future use.

After creating a service principal, permissions will need to be granted for Azure and Azure AD. Access to
Azure AD is only needed if the user wants to read the service principal configuration or other
information stored in Azure AD.

For more information on ways to create a service principal see:
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli



https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli

Prerequisites - Granting access to a service principal for Azure access

After creating a new service principal, access rights need to be granted so that SLAnalyzer can read
configuration information from Azure. The steps below outline the process necessary for granting access
to a service principal.

1. Backin the Azure Portal page click home, Subscriptions and then select the subscription for the
Azure resource needing to be accessed. For example, our Kubernetes cluster.

e e e

Azure services

+ }, Subscriptions
Create a Azure Active Subscriptions
resaurce Directory
T View

2. Click on Access control (IAM)

A SWServices-NTSNAMSupport-NonProd | Access control (IAM)

Subscription

L Search (Ctrl+/) | « t~ Add  + Download role assignments Edit columns 1 ) Refresh X

-

Cverview

Check access  Role assignments Roles Deny assignments Classic ad
Activity log _—

Aa Access contral (1AM)

My access
¢ Tags View my level of access to this resource, Grant ac
e Diagnose and solve problems Grant acce
@ Security Check access
Review the level of access a user, group, service principal, or
Events managed identity has to this resource, Learn more &
Cost Management Find ©
) ‘ User, group, or service principal o |
S Cost analysis
‘ Search by name or email address | View de

B costalerts

3. Click the + Add button to add access to our new service principle. Select Add role assignment.

Add  + Download role assignments Edit

Add role assignment
nts Roles De
Add co-administrator

Add custom role

View my level of access to this resource.



4, Select the role Contributor, then click the Next button.

Add role assignment
(b? Got feedback?

L . -
Role  Members Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own
custom roles. Learn more &
Use classic experience @

2 Search by role name or description Type : All Category : All
Name Ty Description Ty
Owner Grants full access to manage all resources, including the ability t
Contributor Grants full access to manage all resources, but does not allow yo

5. Click the + Select members button

Add role assignment

R'j Got feedback?

Role Members © Review + assign
Selected role Contributor
Assign access to @ User, graup, or service principal

O Managed identity

Members + Select members

MName Object ID Type

Mo members selected



6. Inthe Select members popup type the name of the service principal.
Select members X

Select @

| SLAnalyzer

SLAnalyzer

7. Click on service principal and then click Select.
Selected members:

SLAnalyzer
Remove

8. Click the button Review + assign
Add role assignment

R'j Got feedback?
Role Members  Review + assign

Selected role Contributor

Assign access to @ User, group, or service principal

O Managed identity

Members t+ Select members
Name Object ID Type
SLAnalyzer ac78base-dee0-474d-9106-bf04cb2bss... App
Description Optional

e

This completes the necessary steps for a new service principal for SLAnalyzer to access Azure.



Prerequisites - Granting access to a service principal for Azure AD access

(Optional) After creating a new service principal, access rights need to be granted so that SLAnalyzer can
read configuration information from Azure AD. The steps below outline the process necessary for
granting access to a service principal.

1. Login to Azure portal (portal.azure.com)

2. Verify and if necessary, switch to the desired directory for the subscription where the Azure
information is stored.

Security ArcSight Sign out

Greg Morris
Greg.Morris@microfocus.com
View account

Switch directory

Sign in with a different account

3. Click on Azure Active Directory
Azure services

+ >

Create a Azure Active Subscriptions
resource Directory



4. Search for service principal name under app registrations. (IE SLAnalyzer)

Overview Monitoring Tutorials

SLAnaIyzerI X |
Users Groups
No results. No results.
Devices App registrations
Ne results - - -
I S| Analyzer 3bdfd5ce-161d-4cb9-29b4-dabc04d34e76

Enterprise applications Roles

N Its.
B sLanalyzer 3bafd5ce-161d-4cbg-a0bd-ddbco4d54eT6 © results

Administrative units

No results.

Showing results from the Security ArcSight Azure Active Directory tenant

impact.

5. Click on Authentication

B overview

Platform configurations
& Quickstart

Depending on the platform or device this application is targeting, additional configuration may be required such as

#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform,

Manage t Add a platform
B Branding & properties

3 authentication

A\ NOTE: You have implicit grant and/er logout URI settings set without any Web or SPA redirect URIs registered. You =

Certificates & secrets should remove these settings or register the appropriate redirect URI.

1I! Token configuration



6. Click on + Add a platform, Select Mobile and desktop applications

Configure platforms

Web applications

& we

Build, host, and deploy a web server
application. .NET, Java, Python

Mohile and desktop applications

o i05 / macO5S

COhbjective-C, Swift, Xamarin

EI Meobile and desktop
applications

Windows, UWP, Console, loT &
Limited-entry Devices, Classic i0O5 +
Android

Single-page application

WA

Configure browser client applications
and progressive web applications.
Javascript.

‘. Android

Java, Kotlin, Xamarin



7. Click the box for msal<clientID>://auth and then click Configure

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users. The redirect URI you send in the request to the login
server should match one listed here. Alsc referred to as reply URLs. Learn more about

Redirect URIs and their restrictions =

|:| https://login.microsoftonline.com/comman/oauth2/nativeclient |E
|:| https://login.ive.com/oauth20_desktop.srf {LiveSDK) |E
msal3bafdsce-161d-4cb9-20b4-ddbc04dS4e76://auth (MSAL only) [

Custom redirect URIs

https://contosc.com

8. Click on APl permissions

Manage

B Branding & properties

3 Authentication
Certificates & secrets

il Token configuration

=== APl permissions

Configured permissions

Applications are authorized to call APls when they are granted permissions by us
all the permissions the application needs. Learn more about permissions and can

+ Add a permission  ~~ Grant admin consent for Security ArcSight
APl / Permissions name Type Description

Mo permissions added



9. Click on + Add a permission and then select Microsoft Graph
Request API permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

\
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
N

Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and more through a

single endpoint.

10. Select Delegated permissions

Request APl permissions

€ All APIs
. Microsoft Graph
Qg' https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application p¢

Your application needs to access the APl as the signed-in user. Your applicatic
signed-in user



11. In the Select permissions box type application. Then expand Application and select
Application.Read.All, then click the Add permissions button.

Select permissions

|/'9 application.

0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be use
more

Permission Admin consent required

' Application (1)

Application.Read.all &

N Yes
Read applications
Application.ReadWrite.All (@D

D . - Yes
Read and write all applications

Add permissions

12. Click the Grant admin consent for ...

Configured permissicns

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~ Grant admin consent for Security ArcSight

API / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (1)

Application.Read.A Delegated  Read applications Yes A\ Notgranted for Security, ==+



13. The permission should now be displayed.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~/ Grant admin consent for Security ArcSight
APl / Permissions name Type Description Admin consent requ... Status
~ Microsaft Graph (1) b

Application.Read.A Delegated  Read applications Yes @ Granted for Security Arc,, ==+



Packet Data window
When launching any of the Azure menu items, if a REST call is made to Azure, then a packet window will

be displayed to show the structure of the request/reply packets. The packet window can be utilized to
gather detailed information about each call made to Azure.

Ol Packet Data — O X

+- "Request”: { "URL": "login microsoftonline.com”, "Desc": "REST call for: POST hitps://login microsoftonline com/5Aaef05-5 ¥-414 A
+- "Reply™: { "Status":{ "HTTPStatus™:null. "WebEmor":{ "Emor":{  "ClassName": “System.Net. WebException", "Mes:

41 "Request”: { "URL": "login microsoftonline.com”, “Desc": "REST call for: POST https://login microsoftonline . com/5Aaef05-5 ¥-414

+- "Reply": { "Status": { "HTTPStatus”:{ "m_HitpResponseHeaders":[  “Pragma”, "Strict-Transport-Security ", "XLol

+- "Request™: { "URL": "management.azure.com”, "Desc": "REST call for: Get hitps://management .azure com/subscriptions ?api-vers
#- "Reply": { "Status": { "HTTPStatus™:{ "m_HitpResponseHeaders":[  "Pragma”, "x-ms+atelimt-remainingtenantreads”
- "Request”: { "URL": "management azure.com”, "Desc": "REST call for: Get https://management .azure.com/subscriptions/b01e12°
#-"Reply": { "Status": { "HTTPStatus™:{ “m_HttpResponseHeaders":[  "Pragma”, "x-ms+atelimit-remaining-subscription-t
+- "Request”: { "URL": "management .azure.com”, “"Desc": "REST call for: Get https://management .azure. com/subscriptions/b01e12°
#-"Reply": { "Status": { "HTTPStatus”:{ "m_HttpResponseHeaders": [ "Pragma”’, "x-ms-originalrequestids”, "x-ms4
- "Request”: { "URL": "management azure. com”, "Desc": "REST call for: POST https://management azure com/subscriptions/b01e’
- "Reply": { "Status™: { "HTTPStatus™:{ “m_HttpResponseHeaders":[  "Pragma”, "x-ms+atelimit-remaining-subscription-s
- "Request”: { "URL": "management.azure com”, "Desc”: "REST call for: Get https://management.azure com/subscriptions/b01e12’
- "Reply": { "Status": { "HTTPStatus™:{ “m_HttpResponseHeaders": [ "Pragma”, "x-ms+atelimit-remaining-subscription¢
- "Request”: { "URL": "management azure com”, "Desc": "REST call for: Get https://management azure com/subscriptions/b01e12 v
< >

The Request items have the following components.

e URL —reflects the host that the packet is destined for

e Desc — description of the REST call being performed

e Headers —header data of the packet

e Data—any parameters sent to host for the specified REST call

e Httpmethod —the HTTP protocol method (IE. GET, PUT, POST, DEL, etc.)

e httpURL — the full URL of the destination host including any URL encoded values

The Reply items have the following components.

e Status — contains error and other status responses from
o HTTPStatus — the return values for the HTTP protocol
o WebError — network related return values
o RESTError — status values returned by the REST call

o Headers — header data of the packet

e Data—response from a successful REST call



Gaining access to Azure
SLAnalyzer implements 3 different methods of logging into the service principle.

e Azure AD Login —AD in Azure via MSAL
e Azure OAuth2 Client Login — Login via OAuth2/OpenlD to Azure
e Securlogin Advanced Edition Login — Access Azure via the SLAE server configuration




Azure AD Login
This option allows for accessing Microsoft Active Directory in Azure. It implements the Microsoft
Authentication Library to access Active Directory in the Azure cloud.

For information about MSAL see:
Learn about MSAL - Microsoft identity platform | Microsoft Docs

Ol Login to AD in Azure x

Client ID

|<client id>

Client Secret

| «<client secret>
Tenant ID

la‘tenant id>

Redirect URI
|msal<c!ierrt id>.//auth

Scopes
https://graph microsoft com/ default

Profile
None ~ — Delete
Jb4fdSce-161d-4cbS-a9b4-ddbc(d v

Note that access restrictions are defined in the assigned scopes within the configuration of the AD
application.

For more information about scopes and permissions see:
Microsoft identity platform scopes, permissions, & consent | Microsoft Docs

For SLAnalyzer to properly login and read information from Active Directory in Azure Please login to

the Azure portal and make sure the application has the API permission of Microsoft Graph
- Application.Read.All

See the prerequisite for Azure Active Directory for more information.



https://docs.microsoft.com/en-us/azure/active-directory/develop/msal-overview
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent

Azure will now prompt for the account for logon.

Sign in to your account x

B® Microsoft

Pick an account

Greg Morris
E Greg.Morris@microfocus.com
Connected to Windows

—|— Use another account

Back

Terms of use  Privacy & cookies

If the logon is successful, then the report window will display the results. Also note that the packet data
window will sow the exact reply from Azure.

ol Configuration Report — O >

Save @l Analyze ':E

Login Successful.

Aooess Token:

eyl0eXM0URV1GLC ub25ZS 161 TXZ4 N2 SqTRFIVEIBazVM UidfeikSUko 1 eVZl22pl Tg T MWRTT2dpW
WEILCJhbGei0ilSUzI1 Mil=Ing 14CI6HT LSTHNROWSOUidiUmBmaG 1 IWm3Y W IWhdldy|slmtpZCIGHTLSTN
ROWSOUidiUmBmeG1MWmS' eWIIWkdidy9.eyJhdWiOilodHRwezov L 2dyY X Bolm1pY 3ve2BmdCSib2
OiLC)pe3MiDilodHRwezovL3NDey 5 3aWSskb3dzLm S CB 1N2ZhZWY wNS I ZNmLTCNDet Y TVIMSI Z
WHNEOTMEMDJMZE v iwiaWF OljoxMjg ONze=ODk4 LC JuY mYiOE20 DO 3N=M40Tgs ImV4cCIEMTY4NDe3
ODMzMywi WD CIBM Swi Wy ljsiM SlsimF pbyl BlkFWUUF LzhUGUF BOVBPaXFIT2haalo0Y 0dPT2ez
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Azure OAuth2 Client Login

This option utilizes the OAuth2 protocol to obtain an access token to Azure.

For more information about this option see:

OAuth 2.0 and OpenID Connect protocols on the Microsoft identity platform - Microsoft identity

platform | Microsoft Docs

When selecting this option, the user is first prompted that they will need to provide the client ID, client
Secret, and tenant ID. These values are found in the Azure portal on the Active Directory application.

SLAnalyzer

X

Please enter valid parmeters for client id, client secret, and tenant id.

Enter the required information and then click Login to obtain an access token.

Ol Login to Azure

Client ID

|<c|ier|t id>

Client Secret

|<clier|t secret>

Tenant ID

|=:tenar|t idz

Redirect LIRI

msal<client id=.//auth

Scopes

hitps://graph microsoft. com. default

Profile

MNone ~
Fb&dbce-161d-dcbS-a%h4-ddbe(d v

Load

Delete

hod

If successful, the report window will display the current access token.


https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-v2-protocols
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-v2-protocols

Ot Azure Login results - O x
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SecurelLogin AE Login

This option instructs SLAnalyzer to connect to an SLAE server and read the application information for
access to Azure.

The first thing SLAnalyzer does is read the registry for the configured SLAE server.

ﬁ Registry Editor — | X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Protocom\SecureLogin\Security\AdvancedEdition
v | Protocom ~ || Name Type Data
. v [ Securelogin ab) (Default) REG.SZ  (value not set)
E JavaS_SO ) serverName [ IRy mynsl.westcentralus.cloudapp.azure.com
v | Securty . ablServerPort  REG.SZ 443
| I ab)S\Tenant REGSZ  TOP
= Molatile
Pulse Secure
Python
Qualys
) Realtek
RegisteredApplications
, | RTLSetup V<€

SLAnalyzer then sends REST calls to the SLAE server to obtain the configuration information for Azure.

The SLAE server will first require authentication. SLAnalyzer populates the login dialog with the default
values for the SLAE server. Replace these values with appropriate login credentials for the SLAE server.

ol Advanced Edition credentials X

opentext-

LUser name |. == |

Password Iu-otoot IEI

Cancel




The user can also open a browser to the same URL to see the same server login page.

https://mynsl.westcentralus.cloudapp.azure.com/

SL SecurelLogin

()
SecurelLogin
Username
Password
Sign In

After a successful login has completed, SLAnalyzer will then read the configuration of the SLAE server.
This would include the client ID, client Secret, and Tenant ID information.

Note that when running the Analyze->Securelogin report from SLAnalyzer’s Analyze menu, if
Securelogin SLAE is detected then this login will be executed. It will then connect to Azure and read the
configuration details for the Kubernetes cluster.


https://mynsl.westcentralus.cloudapp.azure.com/

Azure AD functions
After a successful login to Azure AD the following function will gather information about the service
principal/Application from Azure AD.

e Get AD Application Info — This function requires Active Directory access APl permissions. API
permission of Microsoft Graph - Application.Read.All
See the prerequisite for Azure Active Directory for more information




Get AD Application Info
This function sends the following REST call to Azure.
Get organization - Microsoft Graph v1.0 | Microsoft Docs

For this function to work successfully the application in Active Directory must have API permission of
Microsoft Graph - Application.Read.All

If successful, this function will return the information about the application within Azure Active
Directory.

"value": [

"id": "2b6ccl171-b5e2-4184-bcla-aff068883b17",

"deletedDateTime": null,

"appld": "ddd94951-0266-47cd-b84a-671f90d465ed",

"applicationTemplateld": null,

"disabledByMicrosoftStatus™: null,

"createdDateTime": "2021-09-30T15:21:48Z",

"displayName": "GMorrisApp",

"description”: null,

"groupMembershipClaims": "None",

"identifierUris": [
"api://[ddd94951-0266-47cd-b84a-671f90d465ed"

]

"isDeviceOnlyAuthSupported": null,
"isFallbackPublicClient": true,
"notes": null,

"publisherDomain™: "nsl-test.xyz",
"signinAudience": "AzureADMyOrg",
"tags": [],

"tokenEncryptionKeyld": null,
"defaultRedirectUri": null,
“certification": null,

"addIns™: [],

"api": {

"acceptMappedClaims": null,
"knownClientApplications": [],
"requestedAccessTokenVersion™: 2,
"oauth2PermissionScopes": [

"adminConsentDescription": "Allow all",
"adminConsentDisplayName": "All",
"id": "bf3c091e-1070-450d-b4e8-48f85a0541da",
"isEnabled": true,
"type": "User",
"userConsentDescription”: null,
"userConsentDisplayName": null,
"value™: "All"

h

{
"adminConsentDescription”: "Allow the application to access GMorrisApp on behalf of the signed-in user.",
"adminConsentDisplayName": "Access GMorrisApp",
"id": "c4508ebc-4269-48e5-8f9f-2d420ch34625",
"isEnabled": true,

"userConsentDescription": "Allow the application to access GMorrisApp on your behalf.",
"userConsentDisplayName": "Access GMorrisApp",
"value": "user_impersonation”

}

1
preAuthorizedApplications": []

"

h
"appRoles": [

"allowedMemberTypes": [


https://docs.microsoft.com/en-us/graph/api/organization-get?view=graph-rest-1.0&tabs=http

"User",
"Application”
1,
"description": "User access",
"displayName": "User",
"id": "46f12ec6-ccOb-4ccf-8eee-a5894a767bd4",
"isEnabled": true,
"origin": "Application”,
"value": "user"

2
{

"allowedMemberTypes": [
"User",
"Application”
1,
"description": "Admin access",
"displayName": "Admin",
"id": "b02fa612-42aa-4b47-bac0-79febcab0490",
"isEnabled": true,
"origin": "Application”,
"value": "admin"

}

info": {

"logoUr!": null,
"marketingUrl": null,
"privacyStatementUrl": null,
"supportUrl": null,
"termsOfServiceUrl": null

]

"I‘<eyCredentiaIs": 1,
"optionalClaims": {
"accessToken": [

"additionalProperties™: [],
"essential": false,
"name": "upn",

"source™: null

h
{

"additionalProperties": [
"use_guid"
1
"essential": false,
"name": "aud",
"source": null
}
1
"idToken™: [,
"saml2Token": []
h
"parentalControlSettings": {
"countriesBlockedForMinors": [],
"legalAgeGroupRule": "Allow"

"passwordCredentials™: [

"customKeyldentifier": "//SyAGIAY QBjAA==",
"displayName": null,
"endDateTime": "2022-09-30T15:21:48.2359862",
"hint": null,
"keyld": "baf39b0d-00d9-4806-aee6-0ab777ccl7a2",
"secretText": null,
"startDateTime": "2021-09-30T15:21:48.2359862"

}

1,
"publicClient": {
"redirectUris": [
"msalddd94951-0266-47cd-b84a-671f90d465ed://auth”,
"https://login.live.com/oauth20_desktop.sr",



"https://login.microsoftonline.com/common/oauth2/nativeclient

}

requiredResourceAccess": [

{
"resourceAppld": "*00000003-0000-0000-c000-000000000000",

"resourceAccess": [

"id": "al54be20-db9c-4678-8ab7-66f6cc099a59",
"type™: "Scope”

"id": "5f8c59db-677d-491f-a6b8-5f174b1lecld",
"type": "Scope”

"id"; "14dad69e-099b-42¢9-810b-d002981feecl”,
"type": "Scope"

"id": "9a5d68dd-52b0-4cc2-bd40-abcf44ac3a30”,
"type": "Role"

]
2
{

"resourceAccess": [

"id": "bf3c091e-1070-450d-b4e8-48f85a0541da",
"type": "Scope"

]
}

"verifiedPublisher": {
"displayName": null,
"verifiedPublisherld": null,
"addedDateTime": null

I

"web": {

"homePageUrl": null,

"logoutUrl": null,

"redirectUris": [],

"implicitGrantSettings": {
"enableAccessTokenlssuance": false,
"enableldTokenlssuance": true

}

pa' {
"redirectUris": []

}

}



Azure functions

After a successful login to Azure, a number of other functions are available for diagnostics. These
functions are implemented to gather the Azure configuration information for Kubernetes configurations
in Azure (AKS).

e  Get Subscriptions — This function reads the subscription information for the provided client ID.

e Get Resources — This function reads the resource definition for the provided client ID.
e Get Kubernetes Info — This function reads the Kubernetes configuration information for the

provided client ID.
e Get Kubernetes Name Space — This function reads the Kubernetes name spaces for the provided
client ID.

e Get Kubernetes Pods — This function reads the pods running in the configured Kubernetes name

space.
e Get Kubernetes Logs — This function will download the logs from one of the pods returned from

the Get Kubernetes Pods function.
e Initialize for Kubernetes — Connects to Azure and reads the required information from Azure for

the terminal and node explorer features noted below.
This option automates the options of:

1. Service principal login

Get Subscriptions

Get Kubernetes Info

Get Kubernetes Name Space
Get Kubernetes Pods

vk W

After acquiring the necessary Kubernetes information, then the following features will be available.

e KubeCtl terminal — Terminal emulation via the KubeCtl command.

e Kubernetes Node Explorer — Similar to Windows explorer providing a graphical interface to the
selected Kubernetes node.




Get Subscriptions
This function sends the following REST call to Azure.
Subscriptions - List - REST API (Azure Resource Management) | Microsoft Docs

If successful, this function returns the subscriptions for the authenticated Client ID.

{
"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb",

"subscriptionld": "b01e1276-bbbd-49df-b177-1f8592512abb",
"displayName": "SWServices-NTSNAMSupport-NonProd",
"state": "Enabled",
"subscriptionPolicies": {
"locationPlacementld"; "Public_2014-09-01",
"quotald": "MSDNDevTest_2014-09-01",
"spendingLimit": "Off"
}
}


https://docs.microsoft.com/en-us/rest/api/resources/subscriptions/list

Get Resources
This function sends the following REST call to Azure.
Resource Groups - List - REST API (Azure Resource Management) | Microsoft Docs

If successful, this function returns the resources for the authenticated Client ID.

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/gregsnsl-
rg/providers/Microsoft.ContainerRegistry/registries/gregsnslacr”,

"name": "gregsnslacr",

"type": "Microsoft. ContainerRegistry/registries",

"sku": {
"name": "Basic",
"tier": "Basic"

}

ocation": "westcentralus",
"tags™: {},
"systemData": {
"createdBy": "greg.morris@microfocus.com”,
"createdByType": "User",
"createdAt"; "2021-10-01T15:21:33.1591427Z",
"lastModifiedBy": "greg.morris@microfocus.com",
"lastModifiedByType": "User",
"lastModifiedAt"; "2021-10-01T15:21:33.1591427Z"
}
L

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/gregsnsl-
rg/providers/Microsoft. ContainerService/managedClusters/gregsnsl-cluster”,
"name": "gregsnsl-cluster”,
"type": "Microsoft. ContainerService/managedClusters",
"location": "westcentralus",
"tags": {
"Environment": "gregsnsl-cluster"”
}
h
{

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/mc_gregsnsl-rg_gregsnsl-
cluster_westcentralus/providers/Microsoft. Compute/virtualMachineScaleSets/aks-nslpool-28468538-vmss",
"name": "aks-nslpool-28468538-vmss",
"type": "Microsoft. Compute/virtualMachineScaleSets",
"sku": {
"name": "Standard_D2_v2",
"tier": "Standard",
"capacity": 1
"location": "westcentralus”,
"tags": {
"Environment": "gregsnsl-cluster”,
"creationSource": "vmssclient-aks-nslpool-28468538-vmss",
"orchestrator": "Kubernetes:1.20.9",
"poolName": "nslpool",
"resourceNameSuffix": "28468538"
}
h
{

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/mc_gregsnsl-rg_gregsnsl-
cluster_westcentralus/providers/Microsoft. Network/loadBalancers/kubernetes”,
"name": "kubernetes",
"type": "Microsoft.Network/loadBalancers",
"sku™: {
"name": "Standard"
h
"location": "westcentralus”,
"tags": {
"Environment": "gregsnsl-cluster”


https://docs.microsoft.com/en-us/rest/api/resources/resource-groups/list

}
2

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/mc_gregsnsl-rg_gregsnsl-
cluster_westcentralus/providers/Microsoft. Network/networkSecurityGroups/aks-agentpool-28468538-nsg",
"name": "aks-agentpool-28468538-nsg"”,
"type": "Microsoft.Network/networkSecurityGroups",
"location": "westcentralus",
"tags™: {
"Environment": "gregsnsl-cluster”
}
h
{

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/MC_gregsnsl-rg_gregsnsl-
cluster_westcentralus/providers/Microsoft. Network/publiclPAddresses/40d8626e-6a6a-41a4-8e0d-11741da213f4",

"name": "40d8626e-6a6a-41a4-8e0d-11741da213f4",

"type": "Microsoft.Network/publiclPAddresses",

"sku": {

"name": "Standard"

h

"location": "westcentralus",
"tags": {

"type": "aks-slb-managed-outbound-ip"

2
{

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/mc_gregsnsl-rg_gregsnsl-
cluster_westcentralus/providers/Microsoft. Network/publiclPAddresses/kubernetes-aeae725b8823e4e65a3a239fabe086a2",

"name": "kubernetes-aeae725b8823e4e65a3a239fabe086a2",

"type": "Microsoft.Network/publiclPAddresses",

"sku™: {
"name": "Standard"
b
"location": "westcentralus"”,
"tags": {

"Environment": "gregsnsl-cluster",
"kubernetes-cluster-name": "kubernetes"”,
"service": "gregsnsl-ingress/nginx-ingress-ingress-nginx-controller"
}
h

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/mc_gregsnsl-rg_gregsnsl-
cluster_westcentralus/providers/Microsoft. Network/routeTables/aks-agentpool-28468538-routetable”,
"name": "aks-agentpool-28468538-routetable”,
"type": "Microsoft.Network/routeTables",
"location": "westcentralus",
"tags": {
"Environment": "gregsnsl-cluster"
}
h
{

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/MC_gregsnsl-rg_gregsnsl-
cluster_westcentralus/providers/Microsoft. Network/virtualNetworks/aks-vnet-28468538",
"name": "aks-vnet-28468538",
"type": "Microsoft.Network/virtualNetworks",
"location": "westcentralus"
}
]



Get Kubernetes Info
This function sends the following REST call to Azure.
Managed Clusters - List - REST API (Azure AKS) | Microsoft Docs

If successful, this function returns the Kubernetes information for the authenticated Client ID.

Note that all resources are returned by Azure. SLAnalyzer will then query information about each
resource to gather additional information about Kubernetes.

1 entry example from response.

{

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourcegroups/gregsnsl-
rg/providers/Microsoft.ContainerService/managedClusters/gregsnsl-cluster",

"location": "westcentralus"”,

"tags": {

"Environment": "gregsnsl-cluster"
h
"type": "Microsoft. ContainerService/ManagedClusters",
"properties": {

"provisioningState": "Succeeded",

"powerState": {

"code": "Running"

h

"kubernetesVersion": "1.20.9",
"dnsPrefix": "gregsnsl",

"azurePortalFQDN": "gregsnsl-39ae6ba0.portal.hcp.westcentralus.azmk8s.io",
"agentPoolProfiles": [
{
"name": "nslpool”,
"count™ 1,
"vmSize": "Standard_D2_v2",
"osDiskSizeGB": 128,
"osDiskType": "Managed",
"maxPods": 110,
"type": "VirtualMachineScaleSets",
"enableAutoScaling": false,
"provisioningState": "Succeeded",
"powerState": {
"code": "Running"
I
"orchestratorVersion"; "1.20.9",
"enableNodePubliclP"; false,
"mode"; "System",
"osType": "Linux",
"osSKU": "Ubuntu",
"nodelmageVersion": "AKSUbuntu-1804containerd-2021.09.22",
"enableFIPS": false

}

’servicePrincipaIProfiIe": {
"clientld": "ddd94951-0266-47cd-b84a-671f90d465ed"

]

"addonProfiles™: {
"aciConnectorLinux": {
"enabled": false,
"config": null

h
"azurepolicy": {
"enabled": false,

"config": null

}

"

httpAppIicationRouting": {


https://docs.microsoft.com/en-us/rest/api/aks/managed-clusters/list

"enabled": false,
"config": null
b
"kubeDashboard": {
"enabled": false,
"config": null

}

msagent": {
"enabled": false,
"config": null

}

nodeResourceGroup": "MC_gregsnsl-rg_gregsnsl-cluster_westcentralus",
"enableRBAC": false,
"networkProfile™: {
"networkPlugin": "kubenet",
"loadBalancerSku": "Standard",
"loadBalancerProfile": {

"managedOutboundIPs": {

“count™: 1
}

ffectiveOutboundIPs": |

}

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/MC_gregsnsl-rg_gregsnsl-
cluster_westcentralus/providers/Microsoft.Network/publiclPAddresses/40d8626e-6a6a-41a4-8e0d-11741da213f4"
}
]
h
“"podCidr": "10.244.0.0/16",
"serviceCidr": "10.0.0.0/16",
"dnsServicelP": "10.0.0.10",
"dockerBridgeCidr": "172.17.0.1/16",
"outboundType": "loadBalancer"
h
"maxAgentPools": 100,
"apiServerAccessProfile": {
"enablePrivateCluster": false

}
b
"sku": {
"name": "Basic",
"tier": "Free"
}
}

SLAnalyzer will process each of the responses to determine which resources match the application. It
will then query each of the subsequent node definitions for additional data via the following REST call.
Managed Clusters - Get - REST API (Azure AKS) | Microsoft Docs

If successful Azure will return information about each node in the AKS cluster

"id": "/subscriptions/b01e1276-bbbd-49df-b177-1f8592512abb/resourceGroups/gregsnsl-
rg/providers/Microsoft. ContainerRegistry/registries/gregsnslacr”,

"name": "gregsnslacr”,

"type": "Microsoft.ContainerRegistry/registries”,

"sku": {
"name": "Basic",
"tier": "Basic"

}

"

ocation": "westcentralus”,

"tags": {},

"systemData": {

"createdBy": "greg.morris@microfocus.com",
"createdByType": "User",


https://docs.microsoft.com/en-us/rest/api/aks/managed-clusters/get

"createdAt": "2021-10-01T15:21:33.1591427Z",
"lastModifiedBy": "greg.morris@microfocus.com",
"lastModifiedByType": "User",

"lastModifiedAt": "2021-10-01T15:21:33.15914272"

}
}

Get Kubernetes Name Space
This function communicates with the Kubernetes node and runs a bash command to return the
configured name space.

The command is sent to the node via this REST call.
Managed Clusters - Run Command - REST AP| (Azure AKS) | Microsoft Docs

"{\"command\":\"kubectl get namespaces\",\"context\":\"\",\"clusterToken\":\"\"}"
If successful, the node will return a list of name spaces

NAME STATUS AGE

aks-command Active 42d

default Active 61d

gregsnsl-ingress Active 61d

kube-node-lease Active 61d

kube-public Active 61d

kube-system Active 61d

SLAnalyzer will process the name spaces to determine which name space matches the application
definition name. in this case gregsnsl-ingress.


https://docs.microsoft.com/en-us/rest/api/aks/managed-clusters/run-command

Get Kubernetes Pods

This function communicates with the Kubernetes node and runs a bash command to return the

information for each pod.

The command is sent to the node via this REST call.
Managed Clusters - Run Command - REST API (Azure AKS) | Microsoft Docs

"{\"command\":\"kubect| get services -n gregsnsl-ingress\",\"context\":\"\",\"clusterToken\":\"\"}"

If successful, the node will return:

NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S)
cert-manager ClusterlP  10.0.173.81 <none> 9402/TCP
cert-manager-webhook ClusterlP  10.0.229.178 <none> 443/TCP

nginx-ingress-ingress-nginx-controller LoadBalancer 10.0.15.152 13.78.183.47
80:30408/TCP,443:32763/TCP 61d

nginx-ingress-ingress-nginx-controller-admission ClusterlP  10.0.37.151 <none>
61d

postgres ClusterlP  10.0.1.25 <none> 5432/TCP

slserver ClusterlP  10.0.188.236 <none> 8081/TCP

AGE
61d

61d

443/TCP

49d

28d


https://docs.microsoft.com/en-us/rest/api/aks/managed-clusters/run-command

Get Kubernetes Logs
This function communicates with the Kubernetes node and runs a bash command to return the
information for each pod/container within the last hour.

The command is sent to the node via this REST call.
Managed Clusters - Run Command - REST API (Azure AKS) | Microsoft Docs

"{\"command\":\"kubectl logs pod/nginx-ingress-ingress-nginx-controller-5d6cdb5c85-g9w9m -n
gregsnsl-ingress\",\"context\":\"\",\"clusterToken\":\"\"}"

If successful, the node will return:

10.244.0.1 - - [27/Nov/2021:23:57:06 +0000] "\x05\x01\x00" 400 150 "-" "-" 0 0.128 [] [] - - - - 53bad1cfce56458d36285f6dbc2203ae
10.244.0.1 - - [28/Nov/2021:00:22:35 +0000] "OPTIONS / RTSP/1.0" 400 150 "-""-"00.038 [] ] - - - -
1059eb03ed600211e5552e74cdbell7a

10.244.0.1 - - [28/Nov/2021:00:22:36 +0000] "HELP" 400 150 "-" "-" 0 0.040 [] ] - - - - 92e3f515ba3eb8d1630d8ec442fd6cOc

2021/11/28 01:08:16 [crit] 33#33: *8014237 SSL_do_handshake() failed (SSL: error:141CF06C:SSL
routines:tls_parse_ctos_key_share:bad key share) while SSL handshaking, client: 10.244.0.1, server: 0.0.0.0:443

10.244.0.1 - - [28/Nov/2021:02:43:33 +0000] "GET / HTTP/1.1" 400 248 "-""-" 37 0.000 ] [] - - - -
fd62b62845a974b4c3f9d15bal7cf716
10.244.0.1 - - [28/Nov/2021:03:30:22 +0000] "GET / HTTP/1.1" 400 248 "-""-" 37 0.000 ] [] - - - -

cf18a0703dba07c3fe218e94f081c64b

10.244.0.1 - - [28/Nov/2021:03:34:33 +0000] "SSTP_DUPLEX_POST /sra_{BA195980-CD49-458b-9E23-C84EEOADCD75}/
HTTP/1.1" 400 150 "-" "-" 191 0.000 [] [] - - - - ff921c06c4ed85755f4e62a8cd763d24

10.244.0.1 - - [28/Nov/2021:03:37:52 +0000] "CONNECT 85.206.160.115:80 HTTP/1.1" 400 150 "-""-"0 0.128 [ [] - - - -
8232a627bf88933503e64256633ddd2a

10.244.0.1 - - [28/Nov/2021:03:43:51 +0000] "GET / HTTP/1.0" 400 248 "-""-" 18 0.000 [] [] - - - -
9067105a419f244072e45177378d9c45


https://docs.microsoft.com/en-us/rest/api/aks/managed-clusters/run-command

Initalize for Kubernetes

Note the option “Initialize for Kubernetes” is a quick method of getting logged in and gathering the
required information necessary for using the Kubernetes terminal and node explorer. These features
require the information from the Azure functions Subscription, Resource, Kubernetes info, Kubernetes
name space, and Kubernetes pods. Users will need to either use the Initalize for Kubernetes function or
manually select each of the individual functions (in order) to gather the necessary information for use
with the Kubernetes terminal and node explorer.

After successful initialization SLAnalyzer will inform the user that the process completed.

SLAnalyzer *

Initialization complete.

Initialize for Kubernetes automates the following in order:

Azure Client Login or Securelogin AE Login

Get Subscriptions

Get Resources
Get Kubernetes Info

Get Kubernetes Name Space

ok wNRE

Get Kubernetes Pods




KubeCtl terminal
This function allows the execution of commands on a specific node. This allows standard Linux
commands to be sent to the node/container.

Note that this option requires the steps be completed as noted under Initialize for Kubernetes

Commands to the node are sent via the Azure REST call:

The command is sent to the node via this REST call.
Managed Clusters - Run Command - REST API (Azure AKS) | Microsoft Docs

After selecting this feature SLAnalyzer will prompt for selection of the desired node. Click on the desired
node and then click Ok.

Ol Select node — O >

nginxingress-ingress-ngins-control
nginx-ingress-4ngress-nginx-control
postgres-55id48d58d-5k B
postgres-55fd48d 58d-brdmw
slserver-5cH979d 884 25

£ >

L

Ok

After selecting the desired node, SLAnalyzer will prompt the user to select the desired container.

Ol Select container - O 4

slserver

After selecting the desired container, the terminal window will be displayed.


https://docs.microsoft.com/en-us/rest/api/aks/managed-clusters/run-command

ol KubeCtl Client - slserver-5c59799d88-jf2x 9/ slserver — O x

Save @l Analyze "_E

slzerver :=-|

The terminal is a BASH terminal and the user can then enter normal Linux commands. For example, Is -|
will return a listing of the files/directories in the root container of the selected node.

Ot KubeCtl Client - slserver-3c39759d88-[f2x 8/ slserver — O et

Save g Analyze "_E

drwea-xr-x 1 root root
drwea-xr-x 1 root root
dr-xr-xr-x 259 root root
drwx—— 1 root root
drwea-xr-x 1 root root
drwea-xr-x 1 root root

4096 Mar 23 2021 mnt
4096 May 24 04:12 opt
0 May 24 (4:12 proc
4096 Mar 23 2021 root
4096 May 24 0£:12 run
4096 May 21 2021 sbin

drwoa-xr-x 1 rootroot 4096 Mar 26 2021 scnpts

aw-rw-i— 1 root root 48868697 Jun 20 2021 SecureLoginfdvancedEd-9.0.0.0.jar
drwna-r-x 1 rootroot 4096 Mar 23 2021 selinux

drwng-r-x 1 rootroot 4096 Mar 23 2021 srv

drwoa-xr-x 1 rootroot 2096 Mar 26 2021 startup

dr-a-ar-x 12 root root
rwx—x—x 1 root root
drweawnawt 1 root root
drwea-xr-x 1 root root
drwea-xr-x 1 root root

sleerver >-|

0 May 24 04:12 sys
24064 Apr 21 2018 ari

4056 May 24 04:13 tmp

4096 Mar 23 2021 usr
40596 May 31 2021 var

The terminal window will remember the commands entered. Pressing the up arrow will repeat the
commands used during the terminal session.

Typing cls will clear the terminal screen
Typing exit will close the terminal

One limitation of the terminal is that it is based off of the root folder. You cannot CD into another folder
but instead reference the folder in your command. For example, to list the contents of the etc folder you
would type something like “Is -l /etc”



The base image used by Azure for a Linux host is Ubuntu. This version contains a base configuration and
many standard Linux packages are not installed by default. To install a missing package (IE sudo) then
use the zypper command to install the necessary package and its dependent modules.

For example,
zypper -n install sudo

This will install sudo within the selected node/container. This same process can be used to install other
required packages.

For more information about Kubernetes components see this link.


https://kubernetes.io/docs/concepts/architecture/

Kubernetes Node Explorer
The node explorer is much easier to use then the terminal because you can perform many functions

from within the explorer and obtain a view of the file system without having to type Linux commands.
These commands are all automated to make the user experience much better.

Note that this option requires the steps be completed as noted under Initialize for Kubernetes

Ol Kubernetes Browser — O >

Options ~ View

] - oo R

Click the plus symbol or double click the item in the left part of the window to expand the item.
An Azure Kubernetes cluster has the following components viewable in the Node explorer.

1. Cluster Nodes — The node is the parent for one or more containers.
2. Containers — The container is the file system or other Kubernetes objects.
For more information about Kubernetes components see this link.


https://kubernetes.io/docs/concepts/architecture/

oL Kubernetes Browser

Options  View

Bcl:l Azure Kubemetes
iyl 8af180

Selecting a node will display the containers for that selected node.

Ol Kubernetes Browser

Options  View
EIAQ Azure Kubemetes

ERS

-] aucors

afisd

Selecting a container will display the file system (if applicable)



Ol Azure Kubernetes\aaf18-0haucore - O *
Options  View 5 bin 5 boot
: Directory Directory
e - conffiles dev
""" A bin & Directory ' Directory
""" & boot. etc home
""" L] conffiles &' Directory & Directary
----- o dev lib lib64
----- A ete & Directory & Directory
----- A home mnt opt
..... lib irectory irectory
&0 &0
----- 1 lib64 proc root
..... L mnt & Directory S Directory
..... o un shin
_____ ﬁ pzc = D"ﬁml? &' Directory
_____ selinux £
_____ ﬁ 2:1 < Directory < Directory
..... L sbin Sys tmp
< Directory < Directory
----- ] selinux
uisr var
""" ﬁ sn & Directory & Directary
""" s volfiles
""" 5 tmp & Directory
----- T
----- ] var v

The node explorer contains a number of functions.

Options menu
The main menu provides Options and View

Options allows the inclusion of hidden files and folders.

Options | View bin

Show Hidden Files and Folders

By default hidden files and folders are not displayed. Note that changing this value will be remembered
between instances of SLAnalyzer.

View menu

The View menu option allows the user to change the view of the files and folders displayed in the
explorer window (right side). As with Options the user selected view will be remembered between
instances of SLAnalyzer.



Details view

View

| Details

Small lcons
List
Tile

Small Icons view
View

! Details

Small lcons

List
Tile

Name Type Date Size

&y bin Directory  Jul 25 2022

&y boot Directory  Mar 15 2022

oy conffiles Directory  Jul 25 2022

oy dev Directory  Jul 25 2022

oy et Directory  Jul 25 2022

oy home Directory Feb 6 17.47

ol lib Directory  Jul 25 2022

ol ibB4 Directory  Jul 25 2022

oy mt Directory  Mar 15 2022

oy opt Directory  Jul 25 2022

© proc Directory  Jul 25 2022

oy root Directory  Jul 15 2022

oy un Directory  Jul 25 2022

&+ sbin Directory  Jul 25 2022

oy selinux  Directory  Mar 15 2022

oy 5V Directory  Jul 15 2022

oy 5yE Directory  Jul 25 2022

oy tmp Directory  May 24 15:00

&y usr Directory  Mar 13 2021

oy var Directory  Mar 13 2021
&y bin oy boot oy conffiles oy dev
oy etc oy home o lib oy libbd
oy mnt oy opt o proc o root
&y un v shin o selinux ©y sV
5 SyS oy tmp o usr o war
oy volfiles



List view

Details

Small lcons

List
Tile

Tile view (default view)

Detailz

Small lcons

Tile

& bin oy voliiles
&y boot
oy conffiles
oy dev
oy etc
&y home
=y lib
oy libGd
o mnt
&y opt
& proc
oy root
ol un
& sbin
oy selinux
=l srv
o sys
o tmp
ol usr
&l var
bin boot
S Directory Directory
conffiles dev
S Directory Directory
etc home
S Directory Directory
lib i &4
S Directory Directory
mnit opt
S Directory Directory
proc oot
S Directory Directory
un shin
S Directory Directory
selinux sy
S Directory Directory
sys tmp
S Directory Directory
usr var
S Directory Directory
volfiles
S Directory




Node/Container/Directory functions
The left side of the explorer window provides several functions. Right click on an entry to see the
options available.

g v

Upload File

Create Directory

Delete Directory

Find 2

Properties
11

e Upload File — will attempt to upload a file to the selected directory
e Create Directory — will attempt to create a directory in the selected directory location
e Delete Directory — will attempt to delete the currently selected directory
e Find — will attempt to search for information starting at the selected directory
o File —will attempt to find a file starting at the selected directory
o Directory — will attempt to find a directory starting at the selected directory
o Link —will attempt to find a link starting at the selected directory

&>  Find » ‘ File
: HG r_cu:d =] Directary

5 cjl::-_i}j @, Link

oc

e Properties — will display information about the currently selected object



File functions
The right side of the explorer window also has several different functions. Right click within the right
side of the window to display the possible options.

ol Azure Kubernetes\aaf18-Ohaucore\opt - O *

Options ~ View AuCore Q0B
' Directory S Directory

penv

superct!
Delete File 8] File:
X webui
Download File & Directory

Rename File

Run

Rights

i v

Properties

o Delete File — will attempt to delete the selected file

e Download File — will attempt to download the selected file

e Rename File — will attempt to rename the selected file

e Run - will attempt to run the selected file

e Rights — will attempt to modify the permissions of the selected file
e Properties — will display the properties of the selected item

Ol Properties of run.sh - O *

Save gl Analyze =

Mame: run.sh

Type: Fie

Node: aaf18-0
Container: aucore
Path: lloptrun.sh
Pemissions: rwsr-ar-x
Hard Links: 1

Owner: root

Group: root

Sze: 6741

Date = Tme: Jul 25 2022
File Link:

In addition to the context menu, double clicking on a file will display the first part of the file for viewing.
Double clicking on a folder will open the folder and display Its contents.



Get File
This function is the same as download file in the node explorer window. When selecting this option, the
user is prompted to provide the full path and filename to download.

Send File
This function is the same as upload file in the node explorer window. When selecting this option, the
user is prompted for the source file from the local workstation and then the destination folder.

Send a Command
This function is like the KubeCtl terminal but is for a single command. It also is not invoked via BASH so

the native command functionality for piping and wildcards will act differently.

To invoke bash with the command type: /bin/bash -c “<command>”
For example: /bin/bash -c "date && whoami"

Send REST Get Request
This function allows the user to send any Azure REST command to Azure. Note that this function only

supports the GET REST calls. It is used for gathering information where current functions are not
currently supported by SLAnalyzer.

The Azure REST calls are documented here.
Azure REST API reference documentation | Microsoft Docs



https://docs.microsoft.com/en-us/rest/api/azure/

Viewing Kubernetes Name Space Nodes
An AKS cluster in Azure will have several different name spaces.

Ol Select name space - O *

aks-command
default

dogaafns
kubenodedease
kube-public
kube-system

Ol

aks-command — commands that have been issued to the cluster
dogaafns — name space created for our Kubernetes cluster. Could be any name

kube-system — name space showing default system nodes

To display information about the nodes within a name space then perform the steps outlined in Initialize
for Kubernetes.

When running Get Kubernetes Name Space, select the desired name space. Then run the command Get
Kubernetes Pods. Finally run either the KubeCtl terminal or Kubernetes Node Explorer to view
information about the nodes found within the selected name space.

For more information about Kubernetes Name Spaces see this: Namespaces | Kubernetes

To switch between different name spaces, select:

e Tools->Azure->Get Kubernetes Name Space
e Tools->Azure->Get Kubernetes Pods
e Tools->Azure->Kubernetes Node Explorer or Tools->Azure->KubeCtl Terminal


https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/

Nodes found in aks-command name space

Ob Azure Kubernetes\command-07c1c3136fc04cTh338b6Th21e3bbE9a\ user-comm.., — O

Options  View
B0 Azure Kubemetes

8-
‘e B user-command
command-147cfeffdcasd Ve
command-1584172e57d344)
command-1c37bef15ef 1485
command-1f67c459825f445
command-2724a832c 2e 344
command-3655checaffedf1
command-37alae 2207 54be
command-886bddd8a?d543)
command-3530677ab 7544e
command-c07679ecchd343)
command-c 1e87cbf fedda2)
command-c3407acc 835 46(
command-d7a63878452843
command-decb3d 7d163043)
command-dfd3a327dd 364a8

0

0V 01 O 07 0 07 7 007 DY 07 07 0107 O

Right click in the left side pane and select Properties.

Ol Mode: command-07c1c3136fc04c7h838b67b21e3bbE%a prope.. — O et

Save H Analyze tE

Name: command-07c1c31 Erﬁfcbﬁlc?bﬂﬂﬂbﬁ?bi"l edbb69a
Mamespace: aks-command
Pronty: 0
Mode: aks-nodepool-26 7504 59 vmss 00000010, 240.0.4
Start Time: Wed, 24 May 2023 15:26:43 +0000
Labels: created By=7d5d1ad9-af60-4 38-bed 2-36 726 70b8bd 3
Annotatons: aks.azure.com/runCommand: true
Status: Succeeded
IF: 10,244 0,216
IPs:
IP: 10.244.0.216
Containers:
user-command:
Container |D:
containerd://5bdBc5dee2b22eBa 7201 127151 28032667 e 145f6551 bbd Hd (028 370857 eddd
Image: mer microsoft.comdaks/commandruntme:master. 2307009, 1
Image [D:

QAN aNd 2D T orafARTT?

mor microsoft.comdaks'command/runtme®sha256:a66f3ad 844 75d 558f600b6cd688854 83550482 500d v




Nodes found in kube-system name space

ol Kubernetes Browser

Options  View

Azure Kubemetes A
i--gy amadogs-7ngp9
a ama{ogs{s-7b6564778¢c
: ey amadogs-zmncx
a azure-p-masg-agent-bkw
iy cloud-node-manager-dip
5 cloud-node-manager4i &

----- v coredns-65fc4488db-74
----- &y coredns-autoscaler-686f:
----- &y csi-azuredisk-node-crffj

----- & csi-azuredisk-nodediwzz
----- &y csi-azurefilenode-gdar2

----- & kube-proxy-8Bxgml
----- &y metrics-server-66f8c585¢ v

€ >




Product AKS Node (dogaafns)

ol Kubernetes Browser

Options  View
- Azure Kubemetes

&8
éj radiusd




Troubleshooting Azure connectivity

Login failure due to wrong client ID, secret, or tenant information.

SLARakyzer x

Error during login attempt. Please validate service principle 1D, Secret,
and Tenant information and try again.

Enter the correct information into the login page and try again. This applies to the following items under
tools->Azure.

Azure AD Login
Azure Client Login

Securelogin AE Login

P wnhe

Initialize for Kubernetes

Selecting a resource group and then selecting a cluster object not in that resource group

SLARakyzer x

Error: could not find kubernetes name space, Abort

After login and gathering the subscription and resource group, if the wrong cluster object is selected
then SLAnalyzer will display this message. Retry the operation and select the correct cluster resource.
See the steps listed for Initialize for Kubernetes.

It is important to understand that Azure creates two cluster objects.

Selecting the resource group, cluster, but not the correct name space

SLAnalyzer >

Error getting pods. Abort




After login and gathering the subscription, resource group and cluster object, if the incorrect name
space is specified then this error will be displayed. Retry the operation and select the correct name

space. See the steps listed for Initialize for Kubernetes.

Cannot get subscription information

Could not find any subscription. Please validate rights.

SLAnalyzer >

After login when trying to gather subscription information this error appears. This is the result of the
service principle not having access rights to subscription information. See the section Prerequisites —

Granting access to a service principal for Azure access.

Azure error during login to AD in Azure - No reply address

Sign in to your account

MICRO°
FOCUS

Sign in

Sorry, but we're having trouble signing you in.

AADSTS500113: No reply address is registered for the
application.

Troubleshooting details
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 658d0273-e4bc-4850-b896-2e8d756d6f00
Correlation Id: 091d110a-ccf2-4e91-9a60-3dcdbbod44ff
Timestamp: 2022-02-03T21:34:042

Message: AADSTS500113: Mo reply address is registered for the
application.

Flag sign-in errors for review: Enable flagging

If s nlan on astting haln for thic nenhlem anable flanning and

X

The service principle does not have the necessary authentication configuration.



See step 5 in the section Prerequisites — Granting access to a service principal for Azure AD access

Azure error during login to AD in Azure - Misconfigured application

Pt

AADSTSE50056: Misconfigured application. This could be due to one of
the following: the client has not listed any permissions for "Microsoft
Graph' in the requested permissions in the client's application
registration. Or, the admin has not consented in the tenant. Or, check
the application identifier in the request to ensure it matches the
configured client application identifier. Or, check the certificate in the
request to ensure it's valid, Please contact your admin to fix the
configuration or consent on behalf of the tenant. Client app 1D:
3bdfdSce-161d-4cb9-adb4-ddbcldd54e76.

Trace |D: 42c9d4ee-04174a3e-b150-a1b4bfetal il

Correlation |D: 50bed7ad-ebe2-405b-b33f-86f133202607

Timestamp: 2022-02-04 22:36:55Z

The service principle does not have the necessary APl permissions

See step 8 in the section Prerequisites — Granting access to a service principal for Azure AD access




Identity Manager

Getting IDM information
Prior to running the IDM REST Client tool, we need to know the endpoint information from the IDM
configuration. Follow the steps below to gather the appropriate information.

SSH to the IDM server and login
Change to the location - /opt/netig/idm/apps/UserApplication
Run configupdate.sh - ./configupdate.sh
Select option 3 Authentication
Select option 1 Authentication Server
Validate ip address and port (Write down for use in SLAnalyzer)
Select option 99 Back
Select option 4 SSO Clients
£2 151.155.213.117 - PuTTY - ——EB e - " g ol S

O NV AL

9. Select option 5 Reporting

10. Validate OAuth client ID (Write down for use in SLAnalyzer)

11. Validate/update OAuth client secret (Write down for use in SLAnalyzer)

12. Select 99 Back

13. Select either option 88 Cancel if password wasn't changed, or option 99 Save.



Rest Client
This option provides the ability to submit REST calls to an IDM server. Before using this tool follow the
steps outlined in the section “Getting IDM information”

The IDM REST Client window contains the following controls:
e URI —Specifies the location resource (IDM server)
e User — User credentials for performing the API/REST call

e API List — This box lists all of the available API/REST calls that can be performed
e APl Info button — Forces the read of APl data from the specified IDM server
e Go button — Performs the selected API/REST call

e APl Description — Provides information about the selected API/REST call

Ol IDM REST Client — O X

LRI

User

GET fadministration/cprsConfig P
GET fadministration/delegation AP Info
GET /administration/email Approval

GET sadministrationigConfig

GET sadministrationrole Resource Settings

GET fadministrator/assignments

GET sadministrator/assignments./admin Domains

GET /administrator/assignments./columns hd

Go

AFI Description

Profile

None
https://edavis7 lab novell.com:3543 Load Delete




Window components:

URI

Enter server protocol + DNS/IP Address + Port. For example: http://myidmserver.example.com:8180
This information should have been obtained when gathering the IDM information.
See section Getting IDM Information.

User
IDM user name. When clicking on this box, SLAnalyzer will prompt for the user credentials.

Ol Please enter user credentials *

opentext"

User name | |

Password | | EI

Cancel

API List
List of available REST/API calls. Select the desired REST/API call by clicking the item in the list.

DELETE /assignments ~
GET /assignments

GET /config

GET /dashboard

DELETE Aeaturedtems

GET Aeatureditems

POST Aeatureditems

PUT Aeatureditems v

API Info button
Forces the read of APl information from the specified URI.

Go button

Submits the selected API to the server. If the REST call requires additional parmaters then the user will
be prompted. If an endpoint is not yet been defined then the user will be prompted for the endpoint for
SLAnalyzer to use when submitting the API call. This information should have been obtained when

gathering the IDM information. See section Getting IDM Information.
©OL Endpoint information x

opentext"

Cancel

API Description
Text based field that describes the selected API.


http://myidmserver.example.com:8180/

Gather Support Bundle
This option requires an SSH connection to the Identity Manager server. When selected SLAnalyzer will

first prompt for the SSH connection information. After successful login diagnostic information will be
gathered from the server and downloaded to the local workstation.



LDAP Browser

This option will open a new window designed to allow the testing of LDAP communications between the
workstation and the server. You will have the option of connecting to the LDAP server with an
anonymous bind or with specified user credentials. This feature has been tested against AD and
eDirectory server platforms but should work with any LDAP v3 compliant server.

Ol LDAP Browser x

LDAP Login Settings
Usemame
Anonymous Bind
Password @

LDAP Context Root | |

LDAP Search Filter |Dbjectc|ass=' |

LDAP Connection Parameters

Server Port Connect

Profile )
MNone ~
151.155.222.73 v Load Delete

Figure 186 - LDAP browser

The LDAP Browser window has the following components

e LDAP Login Settings

e LDAP Search Criteria

e LDAP Connection Parameters
e |LDAP object window

e LDAP attribute window

e Profile data




LDAP Login Settings

The Anonymous Bind checkbox indicates if user credentials will be used or if the anonymous user will be
utilized when binding to the LDAP server. Note that in some environments anonymous binds are
disabled in the directory and only LDAP binds with real user credentials will be successful. This tool has
been designed to allow for testing in both types of environments. To enter a username and password for
the LDAP bind process, uncheck the box Anonymous Bind.

LDAP Login Settings
Username

[] Anonymous Bind
Password

Figure 187 - LDAP Login Settings

The Username box is used to define the username and context to be used when making an LDAP
connection to the server. This option is only available when the Anonymous Bind checkbox is
unchecked. The full LDAP syntax needs to be supplied here.

For example:
In an AD environment
cn=administrator,cn=users,dc=gmadr2,dc=novell,dc=com

If you are having a problem identifying the correct username and context on an AD server, you can use a
tool called BeaverTail ADSI Browser to look at the DN of the object.
(http://adsi.mvps.org/adsi/CSharp/beavertail.html)

BeaverTail ADSI Browser =10l x|

Eile Tools Help
: E|1E| CN=Uzers [ccnntaine;l Adtribute Name | Type | Atribute Value I :I
oA} CN=Administrate__i description Case lg...  Built-n account for administering the computer/domain ==

CN=Alowed RC | Sy N EE DM Sting  CM=Administrator CM=Llsers, DC=gmadrZ, DC=nowvel DC=com
I S Ch=f dhn-znjLI d5CorePropagationData UTC Time  2/5/2015 6:11:0% PM 11 2/5/2015 6:11:05 PM 11 2/5/2015 6:11:0...
1 | I * instance Type Integer 491 (Hex: Ded)

Figure 188 - Beavertail

In an eDirectory environment
cn=admin,o=novell

The password field is for the password of the LDAP user specified in the username field.



http://adsi.mvps.org/adsi/CSharp/beavertail.html

LDAP Search Criteria

LDAP Context Root

LDAP Search Filter objectclass="

Figure 189 - LDAP Search criteria

LDAP Context Root: This box allows you to enter the root context you want to begin the search from.
You can start the search on a container or a single object. Only the subordinate objects of the subject
root will be returned in the search. For example, entering cn=users,dc=gmadr2,dc=novell,dc=com will
begin the LDAP search at the users container on my AD server. All objects that match my search filter
that exist in this container or any subcontainer will be returned. But entering
cn=administrator,cn=users,dc=gmadr2,dc=novell,dc=com will only return the LDAP record for the
administrator user since there are no subordinate objects.

LDAP Search Filter: This box defines the types of objects you want to return in the LDAP search request.
For example return all objects? Or maybe just return all valid user objects? This filter can be complex or
simple depending on the type of information you want the LDAP server to return. The following are a
few examples:

Description Syntax

Return all records objectclass=*

Return just groups objectclass=group

Return just users objectclass=person

Any object with attribute mobile set too mobile=18015552222

Any group with a member of test admin member=cn=test admin,cn=users,dc=gmadr2,dc=novell,dc=com
Return groups or users (| (objectclass=group)(objectclass=person)

Return groups and users (&(objectclass=group)(objectclass=person)

Note: LDAP searches can result in a large number of records returned. SLAnalyzer will receive an error
message from the LDAP server if the results are too large. When this error is encountered, SLAnalyzer
will report the error and then display the data that was returned.

SLAnalyzer X

LDAP response was too large. Only displaying the first 2000 objects.

If this error is encountered, modify the search filter to return a smaller set of records.

For example, when searching for all users with the search filter of “objectclass=person”, this error is

returned.

The search filter could be changed to “cn<G”. This would return all users whose name starts with the
letter A-F.

To continue the search for the next set of users the search filter could be set to “cn>=G”. This would

return all users whose name starts with the letter G through Z.

Searches can also be combined to return a smaller group of records. For example to search for users
whose names start with G through K then a search filter of “(&(cn>=G)(cn<=K))” could be used.



LDAP Connection Parameters

LDAP Connection Parameters

Figure 190 - LDAP connection parameters

Server — The DNS name or IP address of the LDAP server
Port — The TCP port that the LDAP service is listening on (typically ports 636 or 389)

Clicking the Connect button will send the request to the LDAP server.

LDAP Object window

When connecting successfully to an LDAP server then the objects found in the LDAP context root will be
displayed.

- CN=RAS and IAS Servers.CN=Users.DC=g =

- CN=Read-only Domain Controllers CN=Use¢

-- CN=RestUsers CN=Users DC=gmadr2,DC-
CN=Schema Admins,CN=Users DC=gmadr

- CN=Smart Card User,CN=Users,DC=gmad

-- CN=8SPR Admins CN=Users DC=gmadr2.|
CN=SSPR Help Desk.CN=Users,DC=gmac

-- CN=8SPR LDAP CN=Users DC=gmadr2.Di

- CN=55PRProxyUser LDAP.CN=Users.DC= =

8 CN=Test Admin.CN=Users,DC=gmadr2. DCIS

- CN=test user CN=Users DC=gmadr2 DC=nc ~

< | 111 1§

Figure 191 - LDAP Object window

LDAP Attribute window

When selecting an LDAP object in the LDAP Object window, the LDAP attribute window will show the
attributes that were found on that object.

objectclass -
objectguid

objectsid

primarygroupid
protocom-sso-auth-data
protocom-sso-entries
protocom-sso-entries-checksum
pwdlastset

samaccountname
samaccountlype

sn

useraccountconirol —
userprincipalname
usnchanged

1

Figure 192 - LDAP Attribute window

Profile data
Allows the storing and retrieving of configuration information of the SSPR Rights Validator window. For
general information regarding the use of the profile options refer to the profile data section of the SSPR

REST client section of this document. Data stored with this option will be saved to:
HKEY_CURRENT_USER\Software\MicroFocus\SLAnalyzer\LDAP.



Viewing LDAP attribute data
Clicking on an attribute name in the attribute window will display the LDAP values.

Ot LDAP Browser X
LDAP Login Settings
Usemame lmadmﬂ“or.cnwsers.dcwmadrldcmovell.dc=com I
[] Anonymous Bind E
Password Ioooooooo l @
LDAP Context Root Icna»ets.dc=gmadr2.dc=novell.dc=com I
LDAP Search Fitter Iobjectdass=‘ |
LDAP Connection Parameters
Server | gmadr2.novell.com | Pot - Comnect
. CN=DnsAdmins CN=Users, DC=gmadr2 A admincount A
- CN=DnsUpdateProxy CN=Users, DC=gr 5
& CN=Domain Admins, CN=Users, DC=gm4 desr l'm':f?edname
-~ CN=Domain Computers,CN=Users,DC= dscorepropagationdata
-CN=Domain Controllers CN=Users, DC=
--CN=Domain Guests CN=Users DC=gmz instancetype
-CN~=Domain Users.CN=Users DC-gnac ey
-CN=Enterprise Admins CN=Users,DC=g memberof
CN=Enterprise Key Admins CN=Users,C name
-CN=Enterprise Read-only Domain Contr ,, objedgnegory
( ~ - .. . omer s - -)n ohed g?:s S
Profile
"
méw0323g microfocus.com v | load | l Save Delete

Figure 193 - Viewing LDAP attribute data

A window like the one below will display the information read from the attribute.
ot Attribute data - O X

Save g Analyze *=

memberof = CN=Denied RODC Password Replcation Group,CN=Users, DC=gmadr2, DC=novel, DC=com
besof = CN=Admink . CN=Builtin, DC=gmadr2, DC=novel DC=com




Building a list of LDAP users

Login to the LDAP server and set the search filter for objectclass=person. This will generate a list of all
users in the specified LDAP context Root. Once the list of users is displayed then right click on any user
object and select Export List. SLAnalyzer will then prompt to create a file in the log path directory
(default of c:\nslfiles) with the name of LDAPExport.log.

Ol LDAP Browser X
LDAP Login Settings

Usemame cn=adm'nistrator,cnmsers,dc=gmadr2.dc=novell.dc=comI

Password Ioooooooo l @]

[J Anonymous Bind

LDAP Context Root [cnmsem.dc=gmadr2.dcmovd!.dc=com l
LDAP Search Filter Iol)jeddass=' |

LDAP Connection Parameters
Server |gmadr2 novell.com Port Connect
[k EN=DnsAdmhs.tN=Users.DC=gmack2 ~ admincount A
- CN=DnsUpdateProxy CN=Users DC=gr g:scr‘ption
CN=Doma Admins CN=Users, DC=gm. distinguishedname
CN=Domain Computers,CN=Users,DC= dscorepropagationdata
CN=Dman & AL Fad YOR N} nDe. gMMe
- CN-Domain{  Bxportlist CtrieC | |nstancetype
CN-Domain USSR CN=Users DC o ey
CN=Enterprise Admins.CN=Users,DC=g memberof
CN=Enterprise Key Admins CN=Users,C name
CN=Enterprise Read-only Domain Cortr , objectcategory
ok o Nah e “n objectclass
< > objectguid N
gmadr2 novell.com ) g
m4w0323q microfocus.com v Load | Save Delete

Figure 194 - LDAP users

(Sample content of c:\NSLFiles\LDAPExport.log)
cn=admin,o=novell

cn=clinical,o=novell

cn=dswain,o=novell

cn=gmorris,o=novell

cn=Greg,o=novell



LDAP Browser examples

Example 1:

The LDAP browser provides a view of the attributes that can be accessed with the currently defined user
object that was used for the LDAP bind process.

In this example we first bind to eDirectory as a test user and view the attributes of the organization
container object.

ol LDAP Browser *
LDAP Login Settings

Usemame cn=greg,o=novel

) Anonymous Bind
Password [TTITTTY] E'

LDAP Context Root o=novell

LDAP Search Filter

objectclass="
LDAP Connection Parameters
Server 192 163.0.243 Pot 636 Connect
- cni=ViewPrincipal KeyManagment .cn=K: objectclass

- cn=View SAServiceObjects cn=PKl cn=
- cn=View ServerCertfficates cn=PKl cn=l
- cn=ViewUserCertificates, cn=PKl.cn=Rc
- cn=Vigw UserPolicy cn=pwdpalicy cn=F
- cn=Volumes cn=nss.cn=Fole Based Se
- cn=WebDav_Provider cn=NetStorage
- cn=www o=novel

- cn=wwwrn o=novell

= o=novell

Profile

N
1. 63.0.243 Load Save Delete
Figure 195 - LDAP browser login as test

We can see that the test user only has read access to 1 attribute
e objectclass



Now we bind to the LDAP server as the admin user.

Ol LDAP Browser
LDAP Login Settings

["] Anorymous Bind

LDAFP Context Roat
LDAP Search Fitter

LDAP Connection Parameters

Server  192.168.0.243

Usemame cn=admin,o=novell

Password ssssenes

o=naovel

objectclass="

Port 636

- cn=www o=novell
- cn=wwwrln o=novell

& o=novell

Connect

- en=YiewPrincipal KeyManagment .cn=K: acl
- en=ViewSAServiceObjects cn=FPKl.cn=
- cn=ViewServerCertificates cn=PKl.cn=|
- cn=ViewUserCertificates,cn=PKl,cn=Rc
- cn=ViewUserPolicy cn=pwdpolicy .cn=F
- cn=Yolumes,cn=nss,cn=Role Based Se
- cn=WebDav_Provider.cn=Net Storage s

o
objectclass

Profile

None

152.168.0.243 Load Save

Figure 196 - LDAP browser logged in as admin

We now have read access to 3 different attributes.

e acl
e 0
e objectclass

Delete




Example 2:
In this example we take one of the SSPR settings to validate the information that might be returned.

For the username we enter the SSPR proxy account
For the LDAP context we enter the root search
In the LDAP Search filter we copy in the search string being used by SSPR (activateUser.queryMatch).
(&(objectclass=person)(!(loginDisabled=TRUE))(!(loginTime=*)))
Olb LDAP Browser *
LDAF Login Settings

Usemame  cn=admin o=novel
() Anonymous Bind

Password LITITTITY] E|

LDAP Cortext Root o=novell

LDAP Search Fiter  (aohjectclass=person)(!oginDisabled=TRUE})!ogin Time=")})

LDAF Connection Parameters

Server  152.168.0.243 Port 536 Connect

-~ cn=novlxregd o=novell
. n=novlxsrvd o=novell
- cn=pesadmin o=novell
b... cn=wwwrun,o=novell

Load Save Delete

Figure 197 - LDAP Browser validate SSPR setting



JSON Console

The JSON console provides an interface where the user can paste in JSON formatted data and then view
the content in a more readable fashion. Paste the JSON formatted data by pressing Ctrl-V on the

keyboard in the top window or right click and select Paste. Then right click and select Process to display
the JSON data in tree format or Clear to clear the data.

ol JSOM Consele

Figure 198 - JSON console window

The following example copies an item in an existing json file to the system copy/paste buffer.
We can see that the item is not expandable. So we can copy this data to view more easily.

ol C\Users\gmorris\Desktop\SLAnalyzer Training\navigate to enrollment page.gmorris-aafé3.aa.. — O X
: Iél- "mime Type": "application/json” -~
- "size™: 330
= "teat™: "{\"component_id\": \"LogoOptions*.", \"data\": {"show_title\": true, \"is_blended_color\": false, \"is_custom
- text
[ "cookies™: [ { "name": "session”, ' Copy 45wkoWPNzq9p 5gk Tmz9vo SliaBFxDk 0PosDVKXQjZ5Zojbv
- "headers™: [ { "name": "cache-contn Find { "name": “cache-control”, “value":"no-store” }, { "na
[#)- "headersSize": -1
- "httpVersion™: "http/2.0" Expand All
- “redirect URL™: ™ Collapse All
-
- "statusText": "OK" View Line
serverl PAddress
started Date Time Save All
ime v
< >

Figure 199 - Copy JSON data



Paste in the JSON data into the top window of the JSON Console by pressing Ctrl-V on the keyboard or

right click and select paste. After the paste, right click and select Process to display the JSON data in a
tree view.

ot JSON Console O X

{"component_id": "LogoOptions", "data": {"show_title": true, “is_blended_color": false, "is_custom_branding_enabled"; false, "title": "
"background_color_right": ", "custom_branding_file": null, "title_color": ", “link_ud": ", “logo_lg": ", "use_image": true,
"background_color_left": "}, "forced": false, "hidden": false}

Paste

[ Process

Clear

Figure 200 - Process JSON data

SLAnalyzer will examine the JSON data and build a tree view of the information. The tree view will be
displayed in the lower window.

ot 150N Console O *

{"component_id": "LogoOptions”, "data": {"show_title": true, "is_blended_color": false, "is_custom_branding_enabled": false, "title™: ™,
"background_color_right™: ", "custom_branding_file": null, "title_colar™: ™", "link_ud": ", "logo_lg": ", "use_image": true,
"background_color_left™: "}, "forced": false, "hidden”: false}

- "component_id": "'LogoOptions"

~
El "-;iata":{ "show_title": true, “is_blended_color™: false, “is_custom_branding_enabled™: false, "title": "', "background_color_right™:

¢ E-data

= show_title

[#-is_blended_color

iz rotnm hrandina snahlad W
£

Figure 201 - JSON console window with data

The JSON console can be helpful when looking at the request and responses from the REST clients built
into SLAnalyzer tools. You can copy any JSON data and paste it into the window to provide an easy view
of the data. Note that you can also create a new text file with the content. Give the file the extension
.json and then open with SLAnalyzer... See opening JSON files.




SSH/SCP
This option has 5 options

o Explorer—Similar to Windows explorer.

e Terminal — Basic SSH terminal. This is provided for quick access to the server via SSH.
e Download file — Uses SCP to download a file from the server to the local workstation.
e Upload file — Uses SCP to upload a file from the local workstation to the server

e Restart host — Will send a reboot command to the selected host.

Ol 55H Server *

151.155.221.183
192.168.0.232
192.168.0.242

aaf64gm gmadr? novell com
gmormis-aaf b3 aaftest th
ssprd5 gmadr2 novell. com
sspriinux.gmadrZ novell com

Add Remave

Ok

When selecting an SSH/SCP function the user is first prompted for the destination host. Click Add to add
a server not listed. Click remove to remove a saved server entry.

After selecting the server then SLAnalyzer will prompt the user for the login credentials for the session.

Ol Please enter 55H credentials *

opentext-

User name

| oot |

Password | | i

Cancel

Once connected the appropriate menu item will be displayed.



Explorer
This browser is like the Kubernetes Node explorer.

After selecting this option the user is prompted for the SSH information

After connecting a browser like window will be displayed.
ol 55H Browser — O *

Options ~ View

T . omomis-aaf63.aaf test tk
=-# Docker Images

The left pane allows for navigation of the appliance file system and the docker images running on the
host.

Ol Docker Images — O X

Options  View

L8 amomis-aaf6d.aaf-test th
- Docker Images

----- o aaf_fipsd_1

----- s aaf_repldb_1

----- # aaf_aucore_1

----- o aaf_searchd_1

----- s aaf_audb_1

----- # aaf_radiusd_1

----- # aal_webauth_1

----- - aaf_afisd_1

----- # aaf_webd_1

----- o zaf_redis_1

----- e risk_rbadataaccess_1
----- # risk_rbamessagebus_1
----- # risk_rbacollector_1
----- # risk_rbacors_1

----- # risk_rbaui_1

----- o risk_rbanotification_1
----- o risk_rbainterset_1

----- # risk_rbafluentd_1

----- # bridge-agent




Selecting the appliance host or an image will result in the display of the file system for that object.

Ol Docker Images'aaf_aucore_1 — O *
Options  View dockereny bin
|ﬁi gmomis-aafbd.aaftest th A boat corfiles
=~ # Docker Images Directony Directary
o aaf_fipsd_1 dev ete '
- aaf_repldb_1 Director Direct
- o fluentd home
----- bin Director Direct
----- boot lib lib&4
----- conffiles Dire Direct
..... dev |'_n|-|t Em
..... st Dire: Direct
..... fluentd proc root
_____ hDITIE Lhre Lhrect
..... lib mn sbin
----- lib64 "'lf e
----- i seinee ™
""" opt 5y3 tmp
""" proc Directory Direct
""" ract usr var
""" mun Directory Directory
""" sbin volfiles
----- selinux ] Directory W

The left pane includes a number of features. Right clicking the mouse will display a menu with the
available options.

S adf_aucore_1

Uplaad File

Create Directory

loemor
Delete Directory
end
> Find v
lpdate

Properties

Properties of the Linux host will display information about the server.
o DNS name
e OSinformation
e CPU information
e Block devices
e PClinformation
e Network information
e Portinformation

Properties of Docker Images will display information about the docker service
e Images found
e Image resource properties

Properties of a selected Docker image will display
e |mage details
e Container details
e Container statistics
e (Container CPU usage



Properties of a directory will display information about the directory:

The right pane also has a number of features. Right click the mouse to display the context menu.

» chown

Delete File Link
cnnmap
Download File Link
Rename File it
dbus-cleanup-sc
Run Link
dbus-monitor
Rights Link
Properties dbustesttodl

s dbusUpdale activalion environ. .y dbus-uuidgen

Run will display the executable name in a window where you can add additional parameters

OL Enter parameters x
=
/bin/ls / -l
ol Cnter parameters g
[/pins /1
Coc ]

After the command is executed SLAnalyzer will display the results.
SLAnalyzer X

total 92

drwxr-xr-x 1 root root 4096 Feb 6 22:42 bin
drwxr-xr-x 2 root root 4096 Mar 15 2022 boot
drwxr-xr-x 3 root root 4096 Feb 8 03:56 conffiles
drwxr-xr-x 5 root root 340 May 16 20:22 dev
drwxr-xr-x 1 root root 4096 Mar 14 19:40 etc
drwxr-xr-x 3 root root 4096 Mar 14 19:40 fluentd
drwxr-xr-x 2 root root 4096 Mar 15 2022 home
drwxr-xr-x 1 root root 4096 Feb 6 22:23 lib
drwxr-xr-x 1 root root 4096 Feb 6 22:42 lib64
drwxr-xr-x 2 root root 4096 Mar 15 2022 mnt
drwxr-xr-x 1 root root 4096 Mar 14 12:40 opt
dr-xr-xr-x 456 root root 0 May 16 20:22 proc
ArWx----an 1 root root 4096 Nov 18 2022 root
drwxr-xr-x 1 root root 4096 Mar 14 19:40 run
drwxr-xr-x 1 root root 4096 Feb 6 22:42 sbin
drwxr-xr-x 2 root root 4096 Mar 15 2022 selinux
drwxr-xr-x 3 root root 4096 Nov 18 2022 srv
drer-xr-x 13 root root 0 May 17 14:41 sys
drwxrwxrwt 1 root root 4096 May 26 15:00 tmp
drwxr-xr-x 1 root root 4096 Mar 13 2021 usr
drwxr-xr-x 1 root root 4096 Mar 13 2021 var
drwxr-xr-x 3 root root 4096 Feb 8 03:56 volfiles




The rights option will display the current rights for the selected file and allow for modification by
checking/unchecking the box for the desired rights.

Ol Linux Rights — | x

User Group Other

Read Wite Execute Read Write Execute Read Write Execute

M E U M O “ M O d

Ok

Properties will show the details on the selected file/folder.

Ol Properties of run.sh — O x

Save jd Analyze "_E

Name: run.sh

Type: Fie

Node: aaf_aucore_1
Container:

Path: /opt/run.sh
Permissions: rwxr-xr-x
Hard Links: 1

Owner: root

Group: root

Scze: 6785

Date + Time: Feb 8 03:39
|Fl-& Link:




SSH Terminal
The SSH terminal is a basic terminal used to access the host.

Ol S5H Client - gmorris-aaf63.aaf-test.tk —

Save @ Analyze "_E

Last login: Fn May 26 14:46:38 2023 from 192.168.0.29

gmoms-aaf63.~ &
gmoms-aaf63.™ #
gmomis-aaf63:~ #|

Type clear to clear the screen

Type exit to exit the terminal window



Download File
When selected SLAnalyzer will prompt the user for the full path of the file to download.



Upload File
When selected SLAnlayzer will prompt the user to select the file to upload. It will then prompt the user
to enter the full path for the destination.



Restart Host
This option will send a request to the SSH host to restart.

|j SSH/SCP v | O Explorer

&1 5QLBrowser B Terminal

) Web Browser ¥ Download File

{8 Configure SLAnalyzer T UploadFile
) Restart Host

Like the other SSH options this process will prompt for the SSH connection information.
The user is then prompted to confirm reboot.

SLAnalyzer

Warning: Rebooting the appliance will cause a service outage. Are you
sure you want to proceed?

After connection then /sbin/reboot is executed to restart the server.



SQL Browser

The SQL browser allows the testing of an SQL server connection. It also provides the ability to submit a
query to an SQL database and display the query results.

ol SCLBrowser *

Server Type
(® MSSQL (O MysaL (O Postgre5aL

Server \ Instance

‘ ‘ Discover

Server | |

P

Database | |

Database User Credentials

Usemame | |

T | |[&
Connect
L= | Execute
Profile
None A
40.74.180.108 v Load Delete

The SQL Browser window has the following components:
e Server Type — MSSQL, MySQL, or PostgreSQL
e SQL server list
e Discover button
e Server
e Port
e Database
e Database User Credentials — Username
e Database User Credentials — Password
e Connect button
e  Status box
° uer
e Execute button
e Profile data




Server Type
SLAnalyzer supports the following SQL server types:

e MSSQL — Microsoft SQL server
e MySQL
e PostgreSQL

SQL server list

This list is a listing of SQL servers found on the local network. The list is populated by clicking on the
discover button. The server will be listed with the NETBIOS name of the server followed by the instance
name. The instance name may or may not be displayed depending on the installation options and
configuration of the SQL server.

Note that the order and number of servers listed here may vary depending on network traffic and server
availability. This is only supported with MSSQL server type.

Discover button

The discover button attempts to find all SQL servers advertising on the local network. Servers existing
beyond the local network will not be found.

Server

This field is populated by selecting one of the servers listed in the SQL server list. The user can also
manually enter a server entry for an SQL server not listed in the server list.

Note that the server name must be resolvable via DNS to a valid IP address. If a connection problem is
reported then open a cmd window and try to ping the server host name. For example if the name listed
in the server list is “MySQLServer\MySQLInstance” then attempt to ping “MySQLServer” if this is not
successful then change this to the IP address of the SQL server.

For example: 192.168.1.200\MySQLInstance

Port

By default the port for SQL is 1433. If the SQL server is listening on a different port then specify that
here. You can verify the port by going to the SQL server and using the command netstat to see the ports
that the SQL server is listening on.

Database

Specify the SQL database to connect/query against. Note that the database name and the instance
name are not necessarily the same.

For example my server might be MySQLServer\MySQLlInstance and my database name is
SELFSERVICEDB.

Database User Credentials

Enter the credentials of the database user to connect with. By default SQL provides a user named sa that
can be used for administration. This account might be disabled so verify with the appropriate SQL
manager tools.



Username
Enter the SQL user name. This user must have read access to the specified database.

Password
Enter the password to the SQL user.

Connect button

Attempt to connect to the SQL server with the parameters specified. If the connection is successful then
the status box will display the connection information.

See SQL connection example

Status box
The status box displays the information about the connection and the database tables found.

Query
The query box allows the database to be queried for information. Any valid SQL query is supported.
See SQL query examples

Execute button

The execute button submits the defined SQL query to the SQL server. A results window will display the
information returned for the query. If the results window contains no entries then the query did not find
any matches.

Profile data

Allows the storing and retrieving of configuration information of the SSPR Rights Validator window. For
general information regarding the use of the profile options refer to the profile data section of the SSPR
REST client section of this document. Data stored with this option will be saved to:
HKEY_CURRENT_USER\Software\MicroFocus\SLAnalyzer\SQL.




MSSQL

This option supports the connection and queries to a Microsoft SQL server.

Connecting to an MSSQL database
ol SOLErowser *

Server Type
(® M55aL (D) MySaL (0) PostgreSQL

Server \ Instance

[GREG-PC\MYMOVIES -
SQALSERVER -

Server [192.168.1.133\MYMOVIES |

Database |My Mavies |
Database User Credentials

Usemame |rrr:,'rnovies |

Password |"""' |

Connect

tbl Titke Mediainfo
tblWatched

tbl Title MediaInfoAudio
tbl Titke Medialnfo Subtitle

Guery Execute

Profile

Naone ~
40,74 180,108 - Load Save Delete

Figure 202 - Connect to SQL server with IP address

Server name of GREG-PC did not resolve to a valid IP address. So in the server field we had to change the
name of the server to the actual IP address.

This SQL server is listening on the default port of 1433.

After clicking connect the status box shows:
Successfully connected to SQL server.

Connection string was: server=192.168.1.133\MYMOVIES;database=my movies; User Id=mymovies;
Server version: 09.00.5000
Connection state: Open

Tables:
tblCollectionChanges
tblITitles
tblEpisodeCountrySpecific
etc...



Connecting to an SSPR database on a non-standard port

Ol SQLBrowser X

Server Type
® M5SQL (O MySaL O PostgreSQL

Server \ Instance
GREG-PC\MYMOVIES

SQLSERVER - Discover
Server [SQLSERVER gmadr2novel com |
Port 1434

Database |seffsenvicedd |
Database User Credentials

Usemame [SSPR |

Password |...C..l¢ ‘ ﬁ

Connect

Tables:
PWM_META
PWM_RESPONSES
USER_AUDIT
INTRUDER

Query | Execute

Profile
Load Save Delete

<

None
40.74.180.108

Figure 203 - Connect to SQL server with DNS name

The server name of SQLSERVER did not resolve to a valid IP address so the server field was edited to
include the full DNS name of the object.

In this case the SQL server is configured to listen on port 1434

After clicking the connect button the following data is seen in the status box.
Successfully connected to SQL server.

Connection string was: server=SQLSERVER.gmadr2.novell.com,1434;database=selfservicedb; User Id=SSPR;
Server version: 11.00.5058

Connection state: Open

Tables:
PWM_META
PWM_RESPONSES
USER_AUDIT
INTRUDER
TOKENS

oTP



MSSQL query examples
Locate the table to query from the status box. Enter the desired query into the Query box and then click
the Execute button to submit the query. The following are examples of different queries:

To return all columns and data.
Select * from tbltitles

nld  nvclocalTile nvcOriginalTite rbDesciption ~
b 'hw 10 On 2 laughter scakl—

2 101 Dalmatians 101 Damatians | So many dogs. So

3 12 Monkeys [12 Monkeys | Alone time traveles

4 15 Minutes 15 Minutes | Some peaple will k

5 2 Fast 2 Furious |2 Fast 2 Furious | The adrenaiine fue

6 2001: A Space Odyssey | 2001: A Space Odyssey | 2001 is “a mileston
o [+ NN Milas tn Gracaland [ 3000 Milae tr Granaland -IAHMMM:-;T

Figure 204 - Return all columns and records

To return only specific columns from the table. Then identify the column names with the previous
search and then specify in your query.

Select nvclLocalTitle, ntxDescription from tbltitles

nvclocalTitle ntxDescription =
3 Onalaughterscale.BlakeEdward.'.''1()‘.aspicycomedyofmanners.1‘—J
101 Dalmatians So many d;:»gs. Soit!e tmeUnleashng every ounce ofil)csney magic,
12Monkeys | Alone time traveler from the year 2035 must solve  riddie that may sa
15 Minutes | Some people wil kil for their 15 minutes_ Now. two of New York's fine
|2 Fast 2 Furious | The adrenaline fusled thril ride that began wih THE FAST AND THE
2001; A Space Odyssey | 2001 is "2 miestone fim" (Leonard Maltin), a spectacuiar movie that g
7'{3000 Miles to Graceland .Ladesand qentlemen, Evishasleﬂmebtﬂdm‘w&hﬂhiionh'sl hs
< |l

Figure 205 - Return specific columns for all records



To return all columns but only for records matching a specific value:
Select * from tblTitles where nvclocaltitle = 'Against the ropes'

Against the Ropes | Against the Ropes | Jackie Kallen isn't fighting for glory. She's fighting for respec]

Figure 206 - Return all columns when record equals value

To return all columns matching only the records containing a specific value:
Select * from tblTitles where nvclocaltitle like '%the%'

intld nvclocalTitle nvcOriginal Title ntxDescription o
17 The Adventures of Rocky & Bullwinkle iTheMver!uuofRodty&Mwﬂde ‘Evety«one'sfavol‘lerl:I
18 Against the Ropes | Against the Ropes Jackie Kallen isn't fig
28 America’s Sweethearts Amenica'’s Sweethearts A comedy about cek
2 The Aviator | The Aviator One of the 20th cent
35 The Banger Sisters The Banger Sisters Goldie Hawn and Su
38 Saturday Night Live - The Best of Mike Myers | Saturday Night Live - The Best of Mike Myers | Mkeis a geniusa «
< [l »

Figure 207 - Return all columns when record contains specified data

More SLQ query examples can be found at:
https://technet.microsoft.com/en-us/library/bb264565(v=sqgl.90).aspx



https://technet.microsoft.com/en-us/library/bb264565(v=sql.90).aspx

MySQL
This option supports the connection and queries to a MySQL server.

Connecting to a MySQL server
Within SLAnalyzer click on Tools -> SQL Browser

Click on MySQL radio button

ot SQLBrowser X

Server Type
O MssaL @® MysaL O Postgresal

Server \ Instance

Server

Port 3306
Database

Database User Credentials

Usemame
Password ﬁ
Connect
Query ’ Execute
Profile
MNone A
40.74.180.108 v | S o Bl

Enter the following:
e MySQL server name. This can be the DNS name or IP address of the MySQL server.
o  Modify the port if necessary. The default port of 3306 is prepopulated.
e Database. Name of the database to connect to.
e Database User Credentials
o Username — Database User name
o Password — Password of the Database User

Click the Connect button to perform a connection attempt to the MySQL server.



Ol SQLBrowser *

Server Type
(O MSsaL ® MySaL (O PostgreSQL
Server \ Instance
‘ ‘ Discover
Server [;lmn'is-pc |

Pot
Database  |HybrdRX |
Database User Credentials

lsemame [HKMm'n |

Password ["""" | 5
Connect
Query | Execute
Profile
o ety 21| Load Save Delete

sglserver gmadr2 novell. com v

Successfully connected to SQL server.

Connection string was: server=gmorris-pc;port=3306;database=HybridRX;user
id=RXAdmin;pooling=False

Server version: 8.0.12
Connection state: Open

Tables:
rxcat
rxcustomer
rxdesign
etc.



MySQL Query example

You can display information or even edit the database by sending MySQL statements to the SQL server.
Enter the command into the Query field and then click the Execute button to send the statement to the
server. If data is returned then SLAnalyzer will display the information. See
https://dev.mysql.com/doc/refman/8.0/en/sqgl-syntax.html

Example of Select * from rxdesign command:

Query Select ~ from mdesign;

Data returned by command:

Name location rows columns type
> 19,33 50 50 0
Greg 9,149 50 50 1

Scott 8.271 50 50 2


https://dev.mysql.com/doc/refman/8.0/en/sql-syntax.html

PostgreSQL
This option supports the connection and commands to a PostgreSQL server.

Connecting to a PostgreSQL server
Within SLAnalyzer click on Tools -> SQL Browser

Click on PostgreSQL radio button

Ol SQLBrowser X

Server Type
O MssaL O MysaL @® PostgreSQL

Server \ Instance

Server |
Port 5432

Database |
Database User Credentials

Usemame |
Password | &
Connect
Queny l Execute
Profile
None A
40.74.180.108 v Load Save Delete

Note that the Port field is automatically set to a value of 5432. In this example we will be connecting to
an Advanced Authentication Framework server. The AAF server uses the default PostgreSQL database

port of 5432. For other server types you may need to validate the proper port if 5432 doesn’t seem to
respond properly.



In the Server field type in the IP address or the DNS name of the AAF server.

In the Database field type in the name of the PostgreSQL database to connect to. For an AAF server, the
PostgreSQL database name is aucore_prod.

In the Database User Credentials type in the Username of the database user and their password. For an
AAF server, the user aunet is defined for remote access.

If connecting to an AAF (Advanced Authentication Framework) server, then you can obtain the aunet
user password by performing the steps outlined in this section (Steps to obtain PostgreSQL database

user on AAF server).

ot SOLBrowser x

Server Type
() Ms5aL ) MySaL (®) PostgreSQL

Server \ Instance

Server |gmorn's-aaf53.aaf-test.tk |
Part 5432
Database |aucor3Jde |

Database User Credentials

Usemame |aunet |

|I..............................| ﬁ

Password
Successfully connected to SQL server. ~

Connection string was: Host=gmormis-aaf63.aaf-
test th;Pot=5432:Database=aucore_prod;semame=aunet; 551

Maode=Prefer; Trust Server Certificate=True ]
Query | Execute
Profile
gmoris-aaf63 aaftest th ~
amomis-pe - Load Save Delete

Click the connect button

Immediately below the connect button is a status window. In this box you will see the connection

details.

/1

Successfully connected to SQL server.

Connection string was: Host=naaf60.gmadr2.novell.com;Port=5432;Database=aucore_prod;Username=aunet;SSL Mode=Prefer;Trust Server
Certificate=True

Server version: 10.3

Connection state: Open

SQL Server Database(s):



Postgres
aucore_prod

aucore_prod Table(s):
public alembic_version

public user__auth_template
public role__role

public user__role

public logon_chain__role

public role

public group__role

public logon_chain__group
public event_logon_chain
public endpoint_session
public grp

public chain_image

public event_endpoint
public adfs_state

public last_logon

public server_pulse

public spatial_ref_sys

public geo_event_zone_links
public geo_polygon

public geo_zone_polygon_links
public session_cookie

public logon_process

public enroll_process

public smartphone_state
public auth_t_smartphone_push_id
public license

public otp_token

public adfs_partner

public u2f_attestation_cert
public geo_zone
public local_user

public pki_trusted_cert
public category

public repository

public repo_site_cfg
public server

public logon_session
public device

public dashboard

public policy

public event

public auth_template
public custom_messages
public endpoint

public logon_chain
public tenant

public oob_logon_process
public oob_secret

public report

public user

public report_export

/1



PostgreSQL command examples

Once a connection can be made to the server, you can submit any valid PostgreSQL command via the

Query field.

Type “Select * from public.event;” without the quotes into the Query box.

ol SOLBrowser

Server Type

(O MssaL

O MysaL (® PostgreSQL

Server \ Instance

|gmon‘i5—aaf63.aaf—test.tk |

|aucoregrod |

Server

Port

Database

Databasze User Credentials

Usemame |a|.|ne°t |

Password |l..............................| El

Connect

x

Successfully connected to SQL server. A

Connection string was: Host=gmonmis-aaf63 aaf-
test th;Port=5432; Database=aucore_prod:lUsemame=aunet;S5L
Mode=Prefer, Trust Server Certfficate=True W

Select * from public event;

GQuery

Execute

Save Delete

ot

name

data_id

is_enabled _json_data al

EndpointsManagement

null

11EAS6B225073776916A0242AC110003

ADFS

null

11EASEB22908DA28916A0242AC110003 | Search Card

null

11EAS6B2230A0218516A0242AC110003 | Mairframe Logon

null

11EAS6B2250AE3C4916A0242AC110003 | Desktop OTP Tool

null

11EASEB22507EAD2916A0242ACT10003 | Linux logon

{"risk _policy_id": null, "groups_to_retum”: [, "muttiple_use_token

11EAS6B225052834916A0242ACT110003 | Tokens Management

{"risk _policy_id": null, "groups_to_retum": [], "retum_groups_on_|

11EBESBBO4EATAS09A4C0242ACT110004 |OOB Ul logon

{"client_id": "643027bd2e 7789 8d348bbe734de 773", "client_s:

11EAS6B225083E24516A0242AC110003 | Helndesk user

U EEEEE R OR

{"risk policv id": null. "allow loaon bv shared temolate”: false} ¥




In this example we can view the custom messages returned by the AAF server.

Select * from public.custom_messages;

ot — ]
key locale category row_ver default

» 11EASGB22AAEEZB4BEFED242AC 110003 LRI e d v Blts] fr messages 4/27/2021 1:41 PM | Lhilisateur introuvable
11EAS6B22AADDAGEAEFEN2424C 110003 | emors user_not_found zh_en messages 5/15/2020 1:44 PM | FHT|HA
11EBA75ES8CD203ABEFF0242AC 110003 | HANIS:1 il methods 5/5/2022 6:31 PM | HANIS Fingerprint
11EASEB22AB14FBEBEFEN242AC110003 | emors user_not_found es messages 5/15/2020 1:44 PM | Usuario no encontrado
11EASEB22AB205168EFED242AC110003 | emors user_not_found nl messages 5/15/2020 1:44 PM | Kan de gebriker niet vinden
11EASEB22AB2CFIZBEFEN242AC110003 | emors user_not_found fr_ca messages 5/15/2020 1:44 PM | L'utilisateur est introuvable
11EASEB22AB3830D28EFED242AC110003 | emors user_not_found it} messages 5/15/2020 1:44 PM | Nonesosatens He HalaeH
11EASEB22AB422AGBEFEN242AC110003 | emors user_not_found da messages 5/15/2020 1:44 PM | Brugeren blev ikke fundet

Updating a record in the PostgreSQL table. (See warning at the end of this section)

Select * from public.logon_chain;

ot - O X
id name is_enabled is_trusted methods
I 11EA96B228FACA46916A0242AC 110003 | Password Only |:| |:| PASSWORD:1
I 11EAS6B228FE1E62916A0242AC110003 | LDAP Password Only ~ [ LDAP_PASSWORD:1
I 11EASAE46F32250AB6BED242AC 110003 | smartphone only O SMARTPHONE:1
I 11EASAE47E33COEOBSBED242AC110003 | bluetooth only ~ [ BLUETOOTH:1
I 11EB8B4F26B30B8A98280242AC110003 | TOTP only ~ O TOTP:A
I 11EBS0A62E12738698280242AC110003 | Email Only %] [l EMAIL_OTP:1
: 11EBAGD05960D3AEA2430242AC110003 | Emergency Password Only - ~ O EMERG_PASSWORD:1
< >

Find the Password Only logon chain and set it to enabled if it is disabled.
update public.logon_chain set is_enabled ='t' where name = 'Password Only' and is_enabled ='f';

After clicking the Execute button SLAnalyzer will report the number of affected rows. If this value is O
then nothing was changed in the database.

Command (update logon_chain set is_enabled = 't' where name = 'Password
Only' and is_enabled = 'f') resulted in no returned data.

MNumber of affected rows: 1

Now to see the changed record we need to perform our Select query again.



Select * from public.logon_chain;

ot — O X

id name is_enabled is_trusted methods ~

11EDE46606AESCI6A4980242AC110003 | Voice Only ] VOICE:1

11EDE46614EECET0AA580242AC 110003 | Vaice OTP anly ] VOICE_OTP:1

11ED71C412E3DB2CBIFCO242AC 110004 | PKI Only ] PKI:1

11ECDB75448A0D44B3260242AC110004 | Blue ToothAndEmergency O EMERG_PASSWORD:1

11ED7585C4931D74A31C0242A4C110003 | Radius Only ] RADIUS:

11EDD26084E3381230570242AC110004 | FIDO2 Only ] FIDOZ:1

11EDEEA43048592EA6010242AC110003 | SMSOTP Only O SMS_OTP:A

11EDEF48B2F7BEBBAGD10242AC110003 | LDAP and Password ] PASSWORD:1,LDAP_PASSWORD:1

T1EDEF73A1A2526CA6010242AC110003 | LDAP + Smartphone ] LDAP_PASSWORD:1,SMARTPHONE:1

11EAS6B228FACAL6916A0242AC110003 | Password Only O PASSWORD: %
< >

Note: Some fields in the list have been converted to Hex strings for visibility. For example the id field in
the above example is actually a byte array and not a simple string. Attempting to modify or perform a
guery against that field would result in a failure. For example if our update command included the
statement Where id=" 11E873FFF939B046B5CA0242AC120002’ then SLAnalyzer would report that 0
rows were affected. See the next section which documents how to handle byte array data types.
(Handling Bytea (Byte Array) fields)

It is strongly recommended that you don’t modify any database directly with this tool. It is meant as a

method of viewing the database not changing the database. Making modifications to any database is at
your own risk. Before you make any changes, it would be a good idea to have a valid backup in case you
need to revert the changes.

For more information on valid commands and syntax please refer to the PostgreSQL documentation:
https://www.postgresgl.org/docs/10/sgl-commands.html



https://www.postgresql.org/docs/10/sql-commands.html

Handling Bytea (Byte Array) fields.

The AAF id fields are defined in the PostgreSQL table as type bytea. For this reason they cannot be
handled the same as other field types. SLAnalyzer automatically converts these values in the table to a
hex string for easy viewing. But to modify or use this type of field in a command you must tell the
PostgreSQL server how to handle the data format.

You can use either the displayed hex value or an escaped value for the id fields. The syntax is different
depending on the type of data represented in the command.

For example

Hex value:
11E873FFFB053DA0B5540242AC120002
Escape value:

4350377373 | =\240"265T- B 254 10004

Using Hex value
First let’s look at using the displayed Hex value.

If we type Select * from public.custom_messages; into the query window and then click the execute
button we see.

id key locale category row_ver default =
11E87400DC820A568C480242AC120002 |b5F7d9ec740011e88c480242ac120002 en chains 6/19/2018 8:39 PM | Bluetooth only
11E873FFFBOS3DA0BS540242AC120002 | emors user_not_found da mMessages 6/15/2018 8:33 PM | Brugeren blev ikke fundet
T1EB7400DC82C7988C480242AC120002 b5 7d%ec740011e88c480242ac120002 he_i chains 6/15/2018 8:35 PM | Bluetooth only
T1ES73IFFFBOSCAFABS540242AC 120002 |emors user_not_found de messages 6/19/2018 8:33 PM | Benutzer wurde nicht gefunder
11E87400DC83830E8C480242AC 120002 |b57d%ec740011e88c480242ac120002 ar_sa chains 6/19/2018 8:39 PM | Bluetooth only
11E87IFFFBO65118B5540242AC120002 | emors user_not_found zh_en messages 6/19/2018 8:33 FM | F£ILE|RAM~ %
n *

To instruct the server that the value being passed for the id field is hex then we need to include the
following: E’\\x<hex value of the id>’;

Replace the text <hex value of the id> with the actual value of the id field seen in the select data.

Update public.custom_messages Set "default"='Bluetooth Only' Where
id=E"'\\x11E873FFFBO4A296B5540242AC120002";



,

Command (Update custorn_messages 5et "default"='Bluetooth Only' Where
id=E"\x11EBT3FFFB04 A296B554024 2401 20002") resulted in no returned data.
Number of affected rows: 1

We can also pass the id field in our Select query:

Select * from public.custom_messages where id=E'\\x11E873FFFB04A296B5540242AC120002";

id key locale category row_ver default message

b 11EB73FFFBD4A296B5540242AC 120002 el Tl STy BF: W O messages 6/19/2018 8:33 PM | Bluetooth Only 0

4 mn ¢

Using the escaped value
Since SLAnalyzer doesn’t show the escaped value by default we can modify our select command to tell

the server to return the escaped value.
Add the encode parameter to instruct the PostgreSQL server how to handle this datatype.
Include the encode(field_to_encode, ‘escape’) as fieldname_to_use

Select *, encode(id, 'escape') as id from public.custom_messages;

default message tenant_id id1 -

B 8:33 PM | User is not found ' DEFODEFODEFODEFODEFODEFODEFODEFD | 41350s\377\372\374b\265T- B\254 1\000,

»  BE3IPM XYM X7 WNNWN DEFODEFODEFODEFODEFODEFODEFODEFD
B 833 PM | moaicall oS atall aly o) DEFODEFODEFODEFODEFODEFODEFODEFRD | 443508\ 37N\3720 3760207\ 370N265T B 254 INDOD,
B 833PM Nie znaleziono uitkownika DEFODEFODEFODEFODEFODEFODEFODEFD | 4:350s\377\372\377aF\265T- B\254 1\D00,
BE3IPM 3 —HARMRE A DEFODEFODEFODEFODEFODEFODEFODEFD | 4:3505\377\373\000<\222\265T+ B\254 1\000
B833PM Lutiisateur est introuvable DEFODEFODEFODEFODEFODEFODEFODEFD | 4:350s\377\373\000\375\370\265T- B\2541\000,

o i 3

A new column is added at the end of the column data that contains the escaped value of the id. Since
there was already a column called id then the new column called id1. You can use this value to perform
an update of the selected message with this id.

Copy the id1 value for the message you want to change.
Update public.custom_messages Set "default"='Greg the Great' Where id='data_copied’;

Replace the text data_copied with the id1 value copied from the previous select query.



After clicking the Execute button SLAnalyzer will display the following message. Note the query...

Command (Update custom_messages Set "default”="Greg the Great’ Where
id="4\3505\377\373\24 22262657 B\254 1\000 ') resulted in no returned data.
Number of affected rows: 1

Now if we issue the Select query again we will see that the text for the message now reads as “Greg the
Great”.

Select *, encode(id, 'escape’') as id from public.custom_messages;

category row_ver default -
messages 6/19/2018 8:33 PM | Gerét ist nicht beglaubigt. Bitten Sie den Administrator, das Token-B:
methods 6/19/2018 8:33 PM | Glos D

methods 6/19/2018 8:33 PM | Glosowe haslo jednorazowe

messages 6/19/2018 8:33 PM | Haslo
messages 6/19/2018 8:33 PM | Haslo

‘ | 1 | 2




Steps to obtain PostgreSQL database user on AAF server
Follow the next steps to identify the password for the PostgreSQL aunet remote user. Note that you can
obtain this same information from SLAnalyzer — Tools->Advanced Authentication->Find Postgres User

Using an SSH client or from the VM console, login as the root user. In this example we use an application
called MobaXterm. https://mobaxterm.mobatek.net/download.html

- =
B n2af60.gmadrZnovell.com E=RUCTE X _ )
Terminal  Sessions View Xserver Tools Games Settings Macros Help
] ‘oe HS -] 4 o
B % % <« x W B Y =2 s OX O
Session Servers Tooks Games  Sessons Vi Spit MUtExeC Tuwneing Padages Settings Help X server Exit

2 naafB0 gmadr2 novel com

login as: §

Sesslons

- —
B n2af60.gmadr2.novell.com S L) -
Terminal  Sessions View Xserver Tools Games Settings Macros Help

& - 2 & L 09X O
@ OE: % % kA @ B Y B o
Session  Servers Tools Games  Sessons View Spat MUtExec Tumelng Packages Settings Help X server Ext

A ' 2 naste0 gmadr2 novel com

d-interactive authentication.

Sessions

Type the following to open a bash shell to the AAF docker container “aaf_aucore_1".

docker exec -ti aaf_aucore_1 bash


https://mobaxterm.mobatek.net/download.html

B neaftl.gmadrnovellcom ke —
Termanal  Sessions  View  Xserver Tools Gares Settings  Macres  Help

&l - = - ) 2

E % % s ok B OB Y = @ X O
Session  Servers  Tooks Games  SeREOME  Veew Spit  MusEwe: Turnelng Pacages Settings Help X server Exit
&=

oot

]

:

@

@

2

]

]

¢

Now type the following command to display the PostgreSQL remote users’ password.

cat /opt/AuCore/data/production.ini | grep sqlalchemy

B naaffi0.gmadr2.novell.com = | E] |l
Terminal Sessions  Wiew  Xserver Tools Games Settings  Macros  Help
® % = A B B Y E & £ 66X 0
Session  Servers Tools Games  Sessions View Split MultExec Tunnelng Packages Settings Help X server Exit
Quick co “a 1. Home [%] 2. naaf60.gmadr2 novell.com @7
- T (sSH client, X-server and networking tools -
Irootf
w
= Name H-browser
w -
@ . %11-forwarding
@ confie DISPLAY
Jdbus
o -gnupy
3 kbd
? bin login: Tue Feb 12 26: 8 2019 from 15
.bash docker exec -t1 aaf_aucore_1 b ) s
z config @ds4e6b6ece20f: fopt/AuCore# cat fopt/AuCore/data/production.ini | grep sqlalc ||
g listall ] i
= suse- hgmy.url = postgresql+psycopg2 [OTeHC2F 7 vK9gRwhRECeTHNZMKVQZ1Ap09dy v
/ : 1/aucore_prod
sqlalchemy.pool_recycle = 3600 )
E sglalchemy.url = postgresql+psycopg?://auloc:C8EzvK9gRwbRECEIHNZMKvQZ1Ap09d] y@12
1 [l -C 1/aucore_prod ) ) I
L Remot root, aucore, sglalchemy, txn, alembic, parse, yubihsm, sh
i-__monitori Llalchemy] .
] lchemy.engine
w terminal Jopt/auCore# ]

! UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm. mobatek.net !

Copy the password from the screen. The password is the value highlighted above between the : and @

symbols.

Paste this value into the SLAnalyzer SQLBrowser window as the Database User Credentials Password.



Web Browser
This tool allows the user to browse to web resources.

ot Digital Transformation and Enterprise Software Modernization | Micro Focus (SLAnalyzer) — O K

Links Downloads Developertools Browser Tasks Zoom  Clear cache

Go https://www microfocus.com/en-us/home

() 2 =

n mnNn I’\TCIV"' ‘Alﬂ l"l"l Welcome to Micro Focus, now

part of OpenText! How can | help

Micro Focus uses cookies to ensure you get the best possible you?

Figure 208 - Web Browser

Starting with SLAnalyzer version 9.0 the built-in web browser is Chromium based.

To navigate to a new web address type the address into the URL box and then click the Go button.
To debug or trace the communications in the web browser, click on the Dev Tools button.

To save and or manage stored addresses click the Links button.
The Web Links menu displays the saved links and other links used by other SLAnalyzer profiles. For

example, AAF links or SSPR links. Selecting a link from the Web Links menu and then clicking the
Navigate button will close the Web Links menu and navigate to the selected URL.




Developer tools
The developer tools provide the ability to trace the browser communications on the internet. This is the
same interface as seen in other browsers by pressing the F12 key.

[ DevTools - [m] X
[w Elements Console Sources Network Performance Memory Application Security Lighthouse - I

4 | Styles Computed Layout Eventlisteners 3
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ce-37ca424../webjars/dejo/errors/CancelError.js” CLEDE) =

/public/resources/non == —— ==

¢script “text/javascript” charset="utf-8"
ce-37cad?4. /webjars/dejo/when.js"></script>
¢<script type="text/javascript” charset="utf-8"
ce-37ca424. fwebjarsfdojo/sniff.jg" </ soripts
<scr pe="text/javascript” charset="utf-3" s
ce-37ca424../webjars/dojo/global . js"»</script>
<script type="text/javascript” charset="utf-8" src=

/public/resources/non

/sspr/public/resources/non

‘sspr/public/resources/non ¥

html  body.nihilo -

The developer tools provide a wide variety of debugging. For example, to identify the certificate used for
communications you could click on the Security tab.



B Deviools - O

[w Elements  Console Sources Network Performance Memory Applicaticn Security ¥ Lighthouse £

@ Overview Origin

A https://ssprd5.gmadr2.novell.com

Main origin (non-secure)

& https.//ssprd3.gmadr2.novell.cd

View requests in Network Panel

Connection
| TLS1.3
Key exchan P-256
Cipher  AES_128_GCM

Certificate

ct  ssprd3.gmadrZ.novell.com

Mon, 23 Aug 2021 15:08:18 GMT
Sat, 26 Aug 2023 02:46:42 GMT

ssuer  ssprdS.gmadr2.novell.com

Open full certificate details

Click on the network tab to save the traffic as a HAR file.
Click on the Elements tab to see elements on the currently displayed page.

Click on the Console tab to type in JAVA script commands and other live debugging.



Configure SLAnalyzer

Configuration settings are provided to allow the changing of the default report folder and the active set
of filter type definitions.

Ol Settings X
Default Report Folder |C:\NSLFies Browse
Reset
Report Fiters [] broker_invalid_class_created 4 | New
@ Buitn [v] broker_create_class_failed
[v] broker_script_buffer_alloc_failec Edit
1 L
(O User Defined l? broker_no_such_variable ; Deicte
Selected Filter -

Figure 209 - SLAnalyzer settings

The configuration window has the following components
o Default Report Folder

Reset button

Report Filters type

New button

Edit button

Delete button

Ok button




Changing the default report folder

This location defaults to c:\nslfiles if the registry key does not exist. User can type in a folder location or
use the browse button to locate a valid folder starting from the user’s documents folder. Folder location
is verified when the Ok button is pressed. If the user presses the Reset button the configuration registry
key is deleted and SLAnalyzer will default back to the path of c:\nslfiles.

Click reset button to reset the default report folder to c:\nslfiles



Report Filter Type Definitions

Filters allow SLAnalyzer to colorize debug logs and files to highlight specific conditions or other
information. For example colorizing and line that contains the word “Error” in the color “Red”.
SLAnalyzer supports two different type of filters.

e Built-In
e User Defined

The ability to disable, modify, create and delete filters is available for both types.
Filter type colors are currently defined as:

e None - No colorization
Error -

Warning - Yellow
Success - Green

Label - Cyan

e SectionMark — Gray

After making filter changes click the Ok button to apply the changes.

Note that changes to the filters are not dynamic so any logs that are currently loaded will need to be
reloaded to reflect the new filter modifications.



Built-In Filters
SLAnalyzer has a number of built-in report filters to identify and colorize specific information in log files.

When the radio button is clicked for Built-in, then a listing of the built-in filters is displayed. A check in
the checkbox next to the filter name indicates that the filter is enabled and active.

ol Settings >
Defautt Report Folder ‘C:\NSLFies Browse
Reset
Report Fitters M broker_hvaiid_dass_crleated A New
@ Buit-n [] broker_create_class_failed
[] broker_script_buffer_alloc_failec Edit
i v
() User Defined IT broker_no_such_variable R Delete
Selected Fitter -

Figure 210 - Built-In report filters

Directly below the filter list window the text Selected Filter — will display the status of any filter selected
in the filter list window.

ol Settings %
Default Report Folder |C:\NSLFies Browse
Reset
Report Fiters [] broker_create_class_failed A New
@® Buit4n [ broker_script_buffer_alloc_failec
[®4| broker_no_such_variable Edit

(O User Defined !? broker_primary_not_available V| o

>

Selected Fitter - Enabled

Figure 211 - Enabled built-in filter



User Defined Filters
Disabled and modified built-in filters are displayed in the User Defined list in addition to any user
defined filters.

ol Settings X
Default Report Folder |C:\NSLFiles Browse
Reset
Report Fitters [ “request™ New
O Buit-in £ "reply”:
[/] broker_no_such_variable Edit

(® User Defined [/] broker_script_buffer_alloc_failed Delete

Selected Filter -

Figure 212 - User defined filters



Disabling a filter
Double clicking on a filter in the filter list will enable or disable that filter. The filter status will change to
either enabled or disabled.

ol Settings %

Default Report Folder |C:\N SLFiles Browse

Reset

Report Fitters [+] broker_create_class_failed | New
@® Buit-n [ broker_script_buffer_alloc_failec

@bk o such vaicbe I
i i i v

(O User Defined l? broker J:nmary_not_avalable) Delete

Selected Fitter - Disabled

Figure 213 - Disabled built-in filter

Editing a filter

By highlighting any of the built-in or user defined filters from the list then clicking the Edit button, the
user can edit the type defined for this filter, for example (None, Error, Warning, Success, Label, or
SectionMark). Once a built-in filter has been modified it will display in both the Built-in and User defined
lists.

ol Edit Filter pad

Fiter. broker_no_such_variable

None ~
Waming
Success v

Ok

Figure 214 - Edit filter



Deleting a Filter

To delete a user defined filter for a built-in filter the user can highlight the filter and press the delete
button. A message will be provided to let the user know that they have deleted the user defined filter
for a built-in filter and that the filter will revert back to the default level.

r

SLAnalyzer

=)

now be reset to it's default value.

You have deleted the custom catagory for a built-in filter. This filter will

Figure 215 - Delete user defined filter

You cannot delete a built-in filter. You can only disable built-in filters.
If the user attempts to delete a built-in filter then an error message will be displayed.

-

SLAnalyzer

)

There is no custom filter defined. Delete aborted.

You are attempting to deleted the custom catagory for a built-in filter.

Figure 216 - Attempt to delete a built-in filter



Creating a new filter

By clicking the new filter button the user can create a new User defined filter. The filter can be any set of
characters or words that the user would like to be identified when any of the log files are loaded. For
example if the user defines a new filter of the words "loaded by" and then with the type of Warning
then any log entries that are found with this sequence of words will be highlighted in the color defined
for that specific filter type.

Ol Mew Filter x

Fiter |pr:'blem in module mymodule

Figure 217 - Create new filter

Note that by identifying any sequence of words as the type Error, Warning, or Success allows for the
setting of the filter from the main report window by selecting the desired type and then clicking the
Filter button. Note that to set a filter you must have a file open and displayed.

ol SLAnalyzer - O X

File Analyze Jools Help [v] | Fiter | | create |

Figure 218 - Setting filter to Errors



Help Menu

The help menu contain links to additional resources and the about window. Clicking on a link will open
the internal webbrowser window.

ot SLAnalyzer — a ped
File Analyze Tools | Help |

Error and Return Codes »

OpenText Internal Resources  »
3rd Party Tools »

Product Lifecycle

Product Links 4
Google

OpenText Knowledgebase

WebSupport
Request an Enhancement

Check for Update
User Manual

Qe vEY B B]O

About SLAnalyzer

Figure 219 - Help menu

The help menu consists of the following links
e Error and Return Codes — Public URL’s to lookup errors and return codes

e OpenText Internal Resources — URL’s requiring Micro Focus login/VPN

e 3" Party Tools — Useful tools to assist in debugging and troubleshooting
e Product Lifecycle — Micro Focus product lifecycle information

e Product Links — Links to online documentation and Wiki sites
e Google — Browser to google.com
e OpenText Knowledgebase — Micro Focus Support database

e  WebSupport — Bomgar client session. (enter session ID)
e Request an Enhancement — Opens a browser to the ideas portal
e Check For Update — Performs check for update (same check as on load)

e User Manual — Opens current SLAnalyzer user manual
e About SLAnalyzer - About



https://www.microfocus.com/lifecycle/?utm_medium=301&utm_source=novell.com
https://www.google.com/
https://www.novell.com/support/
https://websupport.novell.com/
ftp://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer User Guide.pdf

Error and Return Codes

ey | | ol

HTTP Status Codes
LDAP Result Codes

Ot OpenText Internal Resources  »
&= 3rdParty Tools » Microsoft Error Codes

25  Product Lifecycle Novell Error Codes

geegega

SSPR Error Codes

g Product Links 8

Figure 220 - Error and Return Codes

e  HTTP Status Codes — Public website:
e  LDAP Result Codes — Public website:
e Microsoft Error Codes — Public website:

e  Novell Error Codes — Public website:
e  SSPR Error Codes — Public website:


https://en.wikipedia.org/wiki/List_of_HTTP_status_codes
https://www.ldap.com/ldap-result-code-reference
https://msdn.microsoft.com/en-us/library/windows/desktop/ms681382(v=vs.85).aspx
http://www.novell.com/documentation/nwec/treetitl.html
http://www.pwm-project.org/pwm/public/reference/tables.jsp#errors

OpenText Internal Resources

Help | v| Filter

0 Error and Return Codes »
|ﬂ OpenText Internal Resources  » | E Bomgar Representative Console
= 3rdParty Tools » | g% Bugzlla
&Y  Product Lifecycle @ Engineering Search
g3 Product Links » |28 OpenText Project Dashboard
G Google N NCP Documentation
@l  Oct
B OpenText Knowledgebase ane
@ Project Portal
E WebSupport
:,-j Request an Enhancement Q  Quixy
- . Salesforce

Check for Undate

Figure 221 - Micro Focus Internal Resources

e  Bomgar Representative Console — Requires login

e Bugzilla — Public (customer access) and Internal (private access)
e  Engineering Search — Requires VPN

e  OpenText Project Dashboard — Requires login

e NCP Documentation —Requires VPN

e Octane —Requires login

e  Project Portal — Requires VPN
e Quixy —Requires login
e Sales Force — Requires login


https://innerweb.novell.com/organizations/technical_services/online/
https://bugzilla.netiq.com/index.cgi
http://prv-clientdev.provo.novell.com/search/
https://npd.innerweb.novell.com/
http://nwos.provo.novell.com/ncpdocs/ncphead.htm
http://projectportal.microfocus.com/v04/Home_View.html

3rd Party Tools
These links provide access to common tools used by Micro Focus support. These tools are supported by
their respective provider.

Base64 Decoder
Beyond Compare
Debug Diag
DebugView
Dependency Walker

pINRReB

FakeSMTP
Fiddler

Keystore Explorer

T

LessMSI

Online Diff Viewer
Online RegEx

Process Monitor
Reference Charts
Resource Explorer
SAML Tester
Timestamp Converter

U URL Encoder

REBOZWVONERE

Wireshark

Figure 222 - 3rd Party Tools

e Base64 Decoder- Online resource to decode Base64 data

e  Beyond Compare — Compare 2 files
e  Debug Diag — Generate and configure Windows memory dumps

e  DebugView — Debug Console for Windows

e  Dependency Walker — View APl information for DLL’s

e  FakeSMTP — Capture calls to SMTP server. For SSPR email testing
e  Fiddler — Capture browser traffic

e  Keystore Explorer — Graphical Ul replacement for keytool

e LessMSI — extract and inspect MSI packages

e  Online Diff Viewer — compare text based data.

e  Online RegEx — Regular Expresions test site

e  Process Monitor — Monitor windows processes

e  Reference Charts — ASCII, HTML, Number conversion charts

e  Resource Explorer — View/modify contents of resource DLL’s

e  Timestamp Converter — Convert AD/LDAP timestamp values. Also page for Unix Timestamp used by eDir and Linux.
e  URL Encoder — URL Encoder/Decoder

e  Wireshark — Capture and analysis of network traffic



https://www.base64decode.org/
http://www.scootersoftware.com/download.php
https://www.microsoft.com/en-us/download/details.aspx?id=49924
https://technet.microsoft.com/en-us/sysinternals/bb896647
http://www.dependencywalker.com/
https://nilhcem.github.io/FakeSMTP/
https://www.telerik.com/download/fiddler
http://www.keystore-explorer.org/
http://lessmsi.activescott.com/
https://www.diffchecker.com/
https://regex101.com/
https://technet.microsoft.com/en-us/sysinternals/processmonitor.aspx
http://ascii.cl/
http://www.softpedia.com/get/Programming/Debuggers-Decompilers-Dissasemblers/Resource-Explorer.shtml
http://www.epochconverter.com/ldap
http://www.urlencoder.org/
https://www.wireshark.org/

Product Links

Provides quick links to product documentation and other useful resources. Wiki sites listed require
Micro Focus login credentials.

gz NetlQ Product Documentation

gz Novell Product Documenation

Advanced Authentication »
Client Login Extension »
Novell Client for Windows »
Securelogin »
Self Service Password Reset »

Figure 223 - Product Links



About SLAnalyzer

About SLAnalyzer X
SLAnalyzer
Version 9.0.1.4
Copyright © 2019 - 2023 Open Text
OpenText Technical Support
This tool is written and maintained by Open Text Technical Services. PN
opentext-

The only warranties for products and services of Open Text and its affiliates and licensors (‘Open Text”) are as may be set forth
in the express warranty statements accompanying such products and services. Nothing herein should be construed as
constituting an additional wamranty. Open Text shall not be liable for technical or editorial emors or omissions contained herein.
The information contained herein is subject to change without notice.

For additional information, please consult the user manual from the help menu.

v

Figure 224 - About box

The about box displays information about the SLAnalyzer application and open-source libraries used.



Sample Reports
The following reports are provided as examples of the information provided by SLAnalyzer.



Sample Computer Information report
Report generated by: SLAnalyzer Version 3.0.0.0

Computer Information
HHUHHH R

HHHHH

Hardware

Manufacturer: VMware, Inc.

Model: VMware Virtual Platform
BIOS: 6.00

BIOS Date: 07/02/2012

Processor: AMD64

Processor Identifier: Intel64 Family 6 Model 37 Stepping 5, Genuinelntel
Processor Level: 6

Processor Revision: 2505

# of Processors: 1

HUtHH T

OS version

HUtHH T

Operating System:  Microsoft Windows 7 Enterprise N Version 6.1.7601 SP 1.0

HHHHHHHHH R

Network Providers

HHHHHHHHH R

Provider Order: EACredentialManager,vmhgfs,RDPNP,LanmanWorkstation,webclient

Credential provider (EACredentialManager) exists in location specified
Details:

Provider name: C:\Windows\system32\EACredentialManager.dll
Vendor:

Description: slEmerge Application

Credential provider (vmhgfs) exists in location specified
Details:

Provider name: C:\Windows\System32\vmhgfs.dl|
Vendor: VMware, Inc.

Description: VMware HGFS Provider

Credential provider (RDPNP) exists in location specified

Details:

Provider name: C:\Windows\System32\drprov.dll

Vendor: Microsoft Corporation

Description: Microsoft Remote Desktop Session Host Server Network Provider

Credential provider (LanmanWorkstation) exists in location specified
Details:

Provider name: C:\Windows\System32\ntlanman.dlI

Vendor: Microsoft Corporation

Description: Microsoft® Lan Manager

Credential provider (webclient) exists in location specified
Details:

Provider name: C:\Windows\System32\davcInt.dll
Vendor: Microsoft Corporation

Description: Web DAV Client DLL

HHHHHH
Authentication Providers

Credential Providers:



Auth Provider: ac.mscredprov.pincache
Auth Provider: GenericProvider

Auth Provider: NPProvider

Auth Provider: VaultCredProvider

Auth Provider: CLESelfSvcCredentialProvider
Auth Provider: PasswordProvider

Auth Provider: NLDAPCredentialProvider
Auth Provider: Smartcard Credential Provider
Auth Provider: Smartcard Pin Provider

Auth Provider: WinBio Credential Provider
Auth Provider: CLECredentialProvider

Auth Provider: CertCredProvider

HHHHHH
Software

Installed programs:

HHHHHHHHH

Windows Applications

HHH T

Application: Attachmate Java 7 Update 45 (x64)

Vendor: Attachmate Corporation

Version: 7.0.450

Language: 1033

Installation Path:

Installation Date: 20150713

Product ID: {0A63F60B-48B7-4C28-BAA8-4341170449E4}
Information Source: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\{0A63F60B-48B7-4C28-BAAS-
4341170449E4}

System Component: False

Application: Attachmate Reflection Pro 2014 (x64)

Vendor: Attachmate Corporation

Version: 15.6.636

Language: Not Defined

Installation Path: C:\Program Files (x86)\Attachmate\Reflection\

Installation Date: Not Defined

Product ID: ReflectionAS156R1_Release

Information Source: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\ReflectionAS156R1_Release
System Component: False

Application: Client Login Extension 3.9.0.0

Vendor: NetlQ Corporation

Version: 3.9.0

Language: 1033

Installation Path:

Installation Date: 20150812

Product ID: {18F58277-A5A6-4361-A26C-300047A0BBA5}

Information Source: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\{18F58277-A5A6-4361-A26C-
300047A0BBAS}

System Component: False

Application: Client Login Extension Configuration Utility Setup 3.8.1.0

Vendor: NetlQ Corporation

Version: 3.8.1

Language: 1033

Installation Path:

Installation Date: 20150729

Product ID: {6BA26A60-0A46-4937-8B04-FCC5902AF1F0}

Information Source: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\{6BA26A60-0A46-4937-8B04-
FCC5902AF1F0}

System Component: False

Application: Definition Update for Microsoft Office 2010 (KB3101540) 32-Bit Edition
Vendor: Microsoft



Version: Not Defined

Language: Not Defined

Installation Path: Not Defined

Installation Date: Not Defined

Product ID: {91140000-0012-0000-0000-0000000FF1CE}_Office14.STANDARDR_{E26C085F-C2D6-4BF0-B002-F539788473E4}

Information Source: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\{91140000-0012-0000-
0000-0000000FF1CE}_Office14.STANDARDR_{E26C085F-C2D6-4BF0-B002-F539788473E4}

System Component: False

Application: Java 8 Update 51

Vendor: Oracle Corporation

Version: 8.0.510

Language: 1033

Installation Path:

Installation Date: 20150811

Product ID: {26A24AE4-039D-4CA4-87B4-2F83218051F0}

Information Source: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\{26A24AE4-039D-4CA4-
87B4-2F83218051F0}

System Component: False

Application: Microsoft .NET Framework 4.5

Vendor: Microsoft Corporation

Version: 4.5.50709

Language: Not Defined

Installation Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\SetupCache\

Installation Date: Not Defined

Product ID: {92FB6C44-E685-45AD-9B20-CADFACABA132} - 1033

Information Source: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\{92FB6C44-E685-45AD-9B20-
CADF4CABA132} - 1033

System Component: False

HHHHHHHHH

Windows system components

HEHHHEH T

Application: Attachmate Reflection Pro 2014 (x64)

Vendor: Attachmate Corporation

Version: 15.6.636

Language: 0

Installation Path: C:\Program Files (x86)\Attachmate\Reflection\
Installation Date: 20150713

Product ID: {A13CE473-359B-4341-A3B2-0F93880261D5}
Information Source: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\{A13CE473-359B-4341-A3B2-
0F93880261D5}

System Component: True

Application: Java Auto Updater

Vendor: Oracle Corporation

Version: 2.8.51.16

Language: 1033

Installation Path:

Installation Date: 20150811

Product ID: {4A03706F-666A-4037-7777-5F2748764D10}

Information Source: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\{4A03706F-666A-4037-
7777-5F2748764D10}

System Component: True

Application: Microsoft .NET Framework 4.5

Vendor: Microsoft Corporation

Version: 4.5.50709

Language: 0

Installation Path:

Installation Date: 20151209

Product ID: {1AD147D0-BEOE-3D6C-AC11-64F6DC4163F1}

Information Source: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\{1AD147D0-BEOE-3D6C-AC11-
64F6DC4163F1}

System Component: True



Windows Startup Programs

Startup applications from: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HHBHHHHHEHH A

Name: VMware User Process

Path: "C:\Program Files\VMware\VMware Tools\vmtoolsd.exe" -n vmusr

HEHHHEH HHHHHHHH A

Startup applications from: HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run
HEHHHEH HHHHHHH AR

Name: SunJavaUpdateSched

Path: "C:\Program Files (x86)\Common Files\Java\lava Update\jusched.exe"

HHBHHHHHEHH A
Startup applications from: HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

HUtHHT

Internet Browser

HHBHHHHHHHH R

Default Browser: c:\program files\internet explorer\iexplore.exe

HHBHHHHHEHH R

Microsoft Internet Explorer

HEHHHHH HHHHHHHEH

Microsoft Internet Explorer version: 11.0.9600.18426

Enable 3rd party browser extensions is: yes

Internet Explorer Browser Helper Objects:

Registry Location: SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\explorer\Browser Helper Objects

BHO Module: {DBC80044-A445-435b-BC74-9C25C1C588A9}
Name: C:\Program Files (x86)\Java\jre1.8.0_73\bin\jp2ssv.dll
BHO Module: Enabled

BHO Module: {D0498E0A-45B7-42AE-A9AA-ABA463DBD3BF}
Name: C:\PROGRA~2\MIF5BA~1\Office15\GROOVEEX.DLL
BHO Module: Enabled

HHHHHHHHH
Mozilla FireFox
HHH

Mozilla FireFox version: 45.4.0

Mozilla FireFox Extension:
Name: {00CC6330-A221-429B-9FAD-FD29EC560D7A}
Value: C:\Program Files (x86)\Actividentity\ActivClient\Mozilla Extensions\{00CC6330-A221-429B-9FAD-FD29EC560D7A}\

Mozilla FireFox Extension:
Name: fiddlerhook@fiddler2.com
Value: C:\Program Files (x86)\Fiddler2\FiddlerHook

Google Chrome
HAHHHAHHHHHHHHAH AR
Chrome browser found

Version: 54.0.2840.99

Chrome extension: aohghmighlieiainnegkcijnfilokake
Version: 0.9_0
{
"appDesc": {
"description": "App description.",
"message": "Create and edit documents "
2
"appName": {



"description": "App name.",
"message": "Google Docs"
}
}

Chrome extension: apdflickaahabafndbhieahigkjlhalf
Version: 14.1_0

{
"appDesc": {
"description": "App description.",
"message": "Google Drive: create, share and keep all your stuff in one place."
b
"appName": {
"description": "App name.",
"message": "Google Drive"
}
}

HUHHE T
Environment
HEHHHHHEHE

User Name: Greg

User Domain: GMADR2

Computer Name: WIN7VM

Home Path: \Users\Greg.GMADR2
Logon Server: \\WIN-V3JMMISD13E

System Path: C:\ProgramData\Oracle\Java\javapath;C:\Program Files\Attachmate\Reflection\;C:\Program Files
(x86)\Attachmate\Reflection\;C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem;C:\Windows\System32\WindowsPowerShell\
v1.0\;C:\Program Files (x86)\Actividentity\ActivClient\;C:\Program Files\Actividentity\ActivClient\

HUHHHHH
System Resource Information
HUHHHH

Warning: SLAnalyzer does not have sufficient rights to read all information about running processes.
Run SLAnalyzer with Runas administrator to obtain all possible information for running processes.

Running Process: aaacachesrv

Process ID: {2044}

Window Title: {}

CPU % {0%}

Memory Usage: {8872} KB

VM Size: {3232} KB

Non-Paged Pool: {10.8515625} KB
Process is responding

Parent process information:
Parent Process ID: 720
Parent Process Name: services

HHBHHHHHHHH
IP Configuration Information

Windows IP Configuration

Host Name............:REMGMORRISO1
Primary Dns Suffix .......:microfocus.com
Node Type............:Hybrid

IP Routing Enabled. .......:No

WINS Proxy Enabled. .......:No

DNS Suffix Search List. .. ... : gns.novell.com

microfocus.com



System Quarantine State . . ... : Not Restricted

ARP Information
HHHHH T

Interface: 127.0.0.1 --- Ox1
Internet Address  Physical Address  Type

224.0.0.2 static
224.0.0.22 static
239.255.255.250 static
239.255.255.253 static

DNS Information

Windows IP Configuration

naaf53.gmadr2.novell.com

Record Name.. . ... : naaf53.gmadr2.novell.com
Record Type .....:1

Time To Live ....:86400

Data Length.....:4

Section.......:Answer

A (Host) Record . .. :192.168.1.245
HHBHHHHHEHH R
TCP Port Information
HHUH

Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0.0:135 REMGMORRIS01:0 LISTENING
TCP 0.0.0.0:443 REMGMORRIS01:0 LISTENING
TCP 0.0.0.0:445 REMGMORRIS01:0 LISTENING
TCP 0.0.0.0:623 REMGMORRIS01:0 LISTENING

HHBHHHH
Routing Table
HHHHHHHHH

Interface List

19...c0cb 38 cc4bda....... Bluetooth Device (Personal Area Network) #3
12..5¢26 0a1lcb03d...... Intel(R) 82577LM Gigabit Network Connection
23...00 50 56 c0 00 01 ......VMware Virtual Ethernet Adapter for VMnet1
24...005056 c00008...... VMware Virtual Ethernet Adapter for VMnet8
Lo Software Loopback Interface 1

HHHHHHHHHHH A R
End of Report.




Sample Group Policy report
Report generated by: SLAnalyzer Version 3.0.0.0

GPO Information
HHH T

Microsoft (R) Windows (R) Operating System Group Policy Result tool v2.0
Copyright (C) Microsoft Corp. 1981-2001

Created On 12/10/2015 at 3:54:03 PM

RSOP data for GMADR2\Greg on WIN7VM : Logging Mode

OS Configuration: Member Workstation
OS Version: 6.1.7601

Site Name: Default-First-Site-Name
Roaming Profile: N/A

Local Profile: C:\Users\Greg.GMADR2

Connected over a slow link?: No

COMPUTER SETTINGS
CN=WIN7VM,CN=Computers,DC=gmadr2,DC=novell,DC=com
Last time Group Policy was applied: 12/10/2015 at 3:49:00 PM
Group Policy was applied from: ~ WIN-V3JMMISD13E.gmadr2.novell.com
Group Policy slow link threshold: 500 kbps
Domain Name: GMADR2
Domain Type: Windows 2000

Applied Group Policy Objects

Default Domain Policy

The following GPOs were not applied because they were filtered out

Local Group Policy
Filtering: Not Applied (Empty)

The computer is a part of the following security groups

BUILTIN\Administrators

Everyone

BUILTIN\Users

NT AUTHORITY\NETWORK

NT AUTHORITY\Authenticated Users
This Organization

WIN7VMS$

Domain Computers

System Mandatory Level

USER SETTINGS
CN=Greg Morris,CN=Users,DC=gmadr2,DC=novell,DC=com
Last time Group Policy was applied: 12/10/2015 at 3:48:59 PM
Group Policy was applied from: ~ WIN-V3JMMISD13E.gmadr2.novell.com
Group Policy slow link threshold: 500 kbps
Domain Name: GMADR2
Domain Type: Windows 2000

Applied Group Policy Objects



The following GPOs were not applied because they were filtered out

Default Domain Policy
Filtering: Not Applied (Empty)

Local Group Policy
Filtering: Not Applied (Empty)

The user is a part of the following security groups

Domain Users

Everyone

BUILTIN\Users

BUILTIN\Administrators

NT AUTHORITY\INTERACTIVE

CONSOLE LOGON

NT AUTHORITY\Authenticated Users

This Organization

LOCAL

Domain Admins

SSPR Admins

SSPR Help Desk

RestUsers

Schema Admins

Authenticore Admins

Authasas Advanced Authentication Admins
NetlQ Advanced Authentication Framework Admins
Denied RODC Password Replication Group
High Mandatory Level

HHBHHHHH
End of Report.
HHHHHH ]



Sample Registry report
Report generated by: SLAnalyzer Version 3.0.0.0

HHBHHHHH ]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Protocom\SecureLogin
HAHAHHHHE

Key: WEBSSO_DHTML

Type: DWord

Enables DHTML events on Internet Explorer and Mozilla Firefox browsers. On Internet Explorer supports DHTML events for modal and modeless
windows.

Value Description
0 Disables DHTML events.
1 Enables DHTML events for web pages. Additional events can be captures using -events

argument. For information about -event, see 'Site/Endsite’ in the NetlQ SecureLogin
Application Definition Guide.

Key: InternalVersion
Type: String
Version info of the NetlQ SecureLogin installer.

Key: EnableWindowsEventlog
Type: DWord
Enable/Disable sending audit event to Windows event logger.

Value Description
1 Enable
0 Disable (default)

Key: DisableVPNCheck
Type: DWord
Check for VPN connection.

* Applicable in LDAP mode

Value Description

1 Default, Authenticate the client with the LDAP server if the client is connected to a domain
through VPN.

0 Do not Authenticate

Key: DisableFlashSSO
Type: DWord
Disable Flash/Flex SSO extension

Value Description
1 Disable
0 Enable

Key: CacheDirectory



Type: String
Specifies that the local cache file is saved in a custom location.

* At install, SecureLogin allows you to choose a custom location for the cache file, or specify the user profile.
* If a custom location is selected, the CACHEDIRECTORY registry key is enabled; and the local file cache will be stored in the named location.
* Once set, this key will overwrite the UseUserProfileDirectory registry setting

Value Description
c:\path  Stores the cache file for every user on this machine in named location

HHBHHHHHIH]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Protocom\SecureLogin\JavaSSO
HEHEH

Key: JREInstallDir
Type: String
Record the JRE location against which one SecureLogin is installed

* When Securelogin detects a new JRE and installs its component against it, then a registry key is created to keep track of the supported JRE
* In versions prior to 6.1 this key was referencing the only supported JRE

* In Securelogin 6.1 and later, this key is used for backward compatibility purpose only as SecurelLogin is able to install and work with several
JREs.

Value Description
path Path to the JRE directory

Key: Installed
Type: DWord
Dynamic value indicating if SecureLogin was able to install the JAVASSO module at load time.

Value Description
1 Installed.
0 Not installed.

HHBHHHH ]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Protocom\SecureLogin\Logging
HHBHEHHHEH]

HAHAHAHHHE
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Protocom\SecureLogin\Security
HHBHHHHH ]

Key: SecondaryStore
Type: String
Secifies the secondary data store

* Available in Version 6.0 releases and later

* Used to specify whether or not there is a local cache, or whether credentials are stored on a smart card in place of a local cache.

* The secondary store is set to file by SecurelLogin at install, unless smart card support is selected, in which case the secondary store will be set
to smart card

* Note that even if the registry entry shows smart card for the secondary store, the file cache will still be used until the preference ‘Store
credentials on card’ is set; that is, this setting specifies the smart card preferences are allowed to be used, the preference enforces the smart
card setting



* Note that this registry key should NOT be changed manually, as the secondary store mode relies on files that would normally be made
available at installation

Value Description
File Local file cache, no smart card support
Smartcard Option to use store on card, or PKI encryption of credentials

NOTE: Full implementation depends on applying smart card preferences through admin console

Key: PrimaryStore
Type: String
Specifies the primary directory mode

* Available in Version 6.0 releases and later

* Used to specify the primary directory mode.

* The primary directory store is set by SecureLogin at install, depending on the selected install options. The registry keys set out in this section
are created as part of install process, based on those selected options.

* Note that this registry key should NOT be changed manually, as the directory mode relies on files that would normally be made available at
installation.

Value: Description:

NDS eDirectory (Novell client required)

Dummy No directory — standalone mode

MAD Microsoft Active Directory

LDAP LDAP Directory

SecretStore Novell eDirectory with SecretStore (relies on Novell client)

LDAPSecretStore LDAP login to eDirectory with SecretStore (no Novell client)

HHBH ]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Protocom\SecureLogin\Volatile
HHHHHHHHHH

HHEHH R
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Protocom
HHUHHHH

HHUHHHH
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Protocom\SecureLogin
HHBHHI

HAHAHAHHHE
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Protocom\SecureLogin
HHBHHHHH ]

Key: WizardGUIRect
Type: String

Key: SeamlessStandalone
Type: DWord
Defines the standalone behavior

* Available in 6.0 and onwards



* Defines the standalone behavior in regards to credentials to use to start SecureLogin.
* Either SecureLogin starts using the logged in user’s credentials or it is in multiple account mode and starts prompting for the users to select
their account

Value Description
1 When login credentials are used to start SSO (single user mode)
0 When multiple users mode is on.

Key: RestoreStatus
Type: DWord

Key: OfflineWarningSuppressed
Type: DWord
Enable/Disable the warning message when logging in the workstation in offline mode.

Key: MainGUIRect
Type: String

Value defined in registry: 133,-20,1143,500,1

Key: LogFileDirectory
Type: String
Specifies the path to the SSODebug.txt file.

* If present in either HKLM or HKCU, SecurelLogin will create the log file in the path specified.
* If this key is not defined then the default log path is set to the value of the registry key 'CacheDirectory'.

Value Description
path String representing the desired path.

Key: LastNDSUser
Type: String
Last NDS user that SecurelLogin successfully connected to eDirectory with.

Value Data Type: REG_SZ
Help/Comment: Represented in the dot format. IE admin.novell

Key: LastCacheUser
Type: String
Last user that successfully loaded from cache file.

Key: DisplaylnitialLoadSplash
Type: DWord
Disables the Securelogin splash screen at startup



* Available in 6.1 and onwards
* This key is created by default and linked to the preference: 'Display splash screen on start up

Value Description
1 Default setting: Display SecureLogin splash screen at startup
0 Disable SecureLogin splash screen at startup

HHBHHHHH ]
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Protocom\SecureLogin\LDAP Settings
HAHAHHHHE

Key: SSL Cert File
Type: String
SSL certificate to use for secure LDAP connection

Value Description
C:\\CertLocation\\client.der Path to SSL certificate file.

Key: SecondaryPort
Type: DWord
Specifies Secondary LDAP connection port

Value Description
636 LDAP port of secondary LDAP connection

Key: SecondaryHost
Type: String
Specifies Secondary LDAP connection

Value Description
IP Address IP address of secondary LDAP connection. Used if primary connection failes

Key: PrimaryPort
Type: DWord
Specifies Primary LDAP connection port

Value Description
636 LDAP port of primary LDAP connection

Key: PrimaryHost
Type: String
Specifies Primary LDAP connection

Value Description
IP Address IP address of primary LDAP connection

Key: NonSecureLDAPPort



Type: DWord

Key: LastUser
Type: String
Last user the SecureLogin was able to successfully connect to the LDAP directory with.

Key: CustomSearchFilter
Type: String
Customize the LDAP search filter

* This key has been introduced in SecureLogin 6.1 Hotfix FIXC0803002

* Relevant only in LDAP mode

* By default, if the registry key/value is not specified, SecureLogin will now use the attributes supplied to build the search filter eg:

(| (uid=*fred*)(samAccountname=*fred*))

* If the registry key is populated with a value, then SecureLogin will attempt to use that value as the search filter and will ignore the attributes
listed in the LDAP login dialog.

* The CustomSearchFilter is built in the form eg: (&(objectClass=orgPerson)((orgUserAliases=%s@ *)) where%s is detected and replaced with
the username provided to end up as (&(objectClass=orgmPerson)((orgUserAliases=fred@*)). Any search filter can be used here and any
instance of%s will be replaced with the username.

* This key is not created by default

Value Description
string The string value can be assigned as:
(&(objectClass=geoPerson)(geoUserAliases=<user>@*))

Key: CacheSecretsBad
Type: DWord

Value defined in registry: 1

Key: AttributesToSearch
Type: String
Specifies what attributes are used during the Idap search

* Available in SecurelLogin 3.5.x and later.
* Set to a list of search attributes used in LDAP search.
* Only first five attributes specified are considered.

Note: any publicly readable attribute can be specified as a search attribute, for example 'fullName' 'givenName' 'sn' 'cn' 'uid', separated by
spaces. To minimize search time, however, list as few attributes as are absolutely needed.

Also note that you do not need to provide ' ' while specifying the attribute entries.

Value Description
string Space seperated string of attributes to search

HHBHHHHH ]
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Protocom\SecureLogin\Logging
HHBHHHHH ]



HHBHHHHHIH]
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Protocom\SecureLogin\msi
HAHAHHHHE

Key: shortcuts_tray
Type: DWord

Key: shortcuts_tlaunch
Type: DWord

Key: shortcuts_help
Type: DWord

Key: shortcuts_folder
Type: DWord

Key: shortcuts_finder
Type: DWord

Value defined in registry: 1

HHHHHHHHHH
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Protocom\SecureLogin\Volatile
HHBH ]

HHBHHHHHEHH A
End of Report.
HHBHHHHHEHH A



Sample Logging report

Report generated by: SLAnalyzer Version 3.0.0.0

Debug Logging
HHHHHHHHHHH
Checking for logging status.

Securelogin client debug logging. (ssodebug.txt)
Workstation level logging is currently disabled
User level logging is currently disabled

Virtual Store logging is currently disabled

LDAPAuth client debugging
LDAPAuth debug logging disabled.

Virtual channel debugging
Virtual channel debug logging disabled.

Novell client debugging
Novell client debug logging is disabled.

NMAS client debugging
NMAS client debugging is disabled.

SecretStore client debugging
SecretStore debug logging disabled.

SecureWorkstation client debugging
SecureWorkstation client debugging is disabled.

DAS client debugging
DAS client debugging is disabled.

CLE debugging
CLE debugging is disabled.

PCProx client debugging
PCProx client debugging is disabled.

HHBHHHHHEHH
End of Report.
T ]



Sample SecureLogin report
Report generated by: SLAnalyzer Version 3.0.0.0

SecurelLogin Client Information

HHH

Securelogin version: 8.0.3.0

Securelogin is installed in the path of: C:\Program Files\NetlQ\SecureLogin\
Securelogin installed language: English

Warning: Trial version of SecureLogin detected

NSL client files
HHH
SecurelLogin client files.

File:
File:
File:
File:
File:
File:
File:
File:

File

File

File

File

File

File

C:\Program Files\NetIQ\SecureLogin\debugmonitor.dll, Version: 8.0.3.0, Size: 48824
C:\Program Files\NetIQ\SecureLogin\debugmonitor64.dll, Version: 8.0.3.0, Size: 483000
C:\Program Files\NetIQ\SecureLogin\EventLogger.dll, Version: 8.0.3.0, Size: 437944
C:\Program Files\NetIQ\SecurelLogin\EventLogger64.dll, Version: 8.0.3.0, Size: 647352
C:\Program Files\NetIQ\SecureLogin\EventMessages.dll, Version: 8.0.3.0, Size: 81592
C:\Program Files\NetlQ\SecureLogin\iesso.dll, Version: 8.0.3.0, Size: 2010808

C:\Program Files\NetlQ\SecureLogin\iesso64.dll, Version: 8.0.3.0, Size: 3614392

C:\Program Files\NetlQ\SecureLogin\Interop.COMBROKERLib.dll, Version: 8.0.3.31, Size: 40632

: C:\Program Files\NetlQ\SecurelLogin\jaccess.jar, Version: Not Set, Size: 43224
File:
File:
File:
File:
File:
File:
File:
File:
: C:\Program Files\NetlQ\SecureLogin\Pathan64.dll, Version: Not Set, Size: 519680
File:
File:
File:
File:
File:
File:
: C:\Program Files\NetlQ\SecureLogin\slbroker.dll, Version: 8.0.3.0, Size: 241336
File:
File:
File:
File:
File:
File:

C:\Program Files\NetIQ\SecureLogin\javasso.jar, Version: Not Set, Size: 448707
C:\Program Files\NetIQ\SecureLogin\LDAPSDK.dII, Version: 3.5.2, Size: 350168
C:\Program Files\NetIQ\SecureLogin\LDAPSSL.dIl, Version: 3.5.1, Size: 953816
C:\Program Files\NetlQ\SecureLogin\localhero.dll, Version: 8.0.3.0, Size: 2846392
C:\Program Files\NetIQ\SecureLogin\loginwatch.exe, Version: 8.0.3.0, Size: 503480
C:\Program Files\NetlQ\SecureLogin\loginwatch64.exe, Version: 8.0.3.0, Size: 563896
C:\Program Files\NetIQ\SecureLogin\nrmonitor.dll, Version: 8.0.3.0, Size: 65208
C:\Program Files\NetlQ\SecureLogin\Pathan.dll, Version: Not Set, Size: 454656

C:\Program Files\NetlQ\SecureLogin\pbscrpt.dll, Version: 8.0.3.0, Size: 646840
C:\Program Files\NetIQ\SecureLogin\renNLDAPIgn.exe, Version: 8.0.0.217, Size: 53944
C:\Program Files\NetIQ\SecureLogin\scptedit2.dll, Version: 8.0.3.0, Size: 2244280
C:\Program Files\NetIQ\SecureLogin\SecureLogin.chm, Version: Not Set, Size: 231950
C:\Program Files\NetlQ\SecureLogin\slapi.dll, Version: 8.0.3.0, Size: 183992
C:\Program Files\NetIQ\SecureLogin\slapi64.dll, Version: 8.0.3.0, Size: 250040

C:\Program Files\NetIQ\SecureLogin\slbroker64.dll, Version: 8.0.3.0, Size: 336056

C:\Program Files\NetlQ\SecureLogin\slbroker64.exe, Version: 8.0.3.0, Size: 5699768

C:\Program Files\NetIQ\SecureLogin\slcaptain.dll, Version: 8.0.3.0, Size: 151224

C:\Program Files\NetlQ\SecureLogin\slcaptain64.dll, Version: 8.0.3.0, Size: 207544

C:\Program Files\NetlQ\SecureLogin\slcredman.dll, Version: 8.0.1.0 FTF not for production use, Size: 204800
C:\Program Files\NetlQ\SecureLogin\slcredman64.dll, Version: 8.0.3.0, Size: 302776

: C:\Program Files\NetlQ\SecurelLogin\sldotnetsso.exe, Version: 8.0.3.31, Size: 495288
File:

C:\Program Files\NetlQ\SecureLogin\sldotnetsso.exe.config, Version: Not Set, Size: 268

: C:\Program Files\NetlQ\SecurelLogin\sldotnetsso64.exe, Version: 8.0.3.31, Size: 491192
File:
File:
File:
File:
File:
File:
File:
File:
File:
File:
File:
: C:\Program Files\NetlQ\SecureLogin\slwinsso.exe, Version: 8.0.3.0, Size: 483000
File:
File:
File:

C:\Program Files\NetIQ\SecureLogin\sldotnetsso64.exe.config, Version: Not Set, Size: 268
C:\Program Files\NetIQ\SecureLogin\sIGUICommon.dll, Version: 8.0.3.0, Size: 724664
C:\Program Files\NetIQ\SecureLogin\slimport.dll, Version: 8.0.3.0, Size: 2084536
C:\Program Files\NetIQ\SecureLogin\sljava.dll, Version: 8.0.3.0, Size: 1310392
C:\Program Files\NetIQ\SecureLogin\sljava64.dll, Version: 8.0.3.0, Size: 2386616
C:\Program Files\NetlQ\SecureLogin\sImadgear.dll, Version: 8.0.3.0, Size: 130744
C:\Program Files\NetlQ\SecureLogin\sImadgear64.dll, Version: 8.0.3.0, Size: 175800
C:\Program Files\NetIQ\SecureLogin\sINRMonitorServer.exe, Version: 8.0.3.0, Size: 495288
C:\Program Files\NetIQ\SecureLogin\slproto.exe, Version: 8.0.3.0, Size: 1834680
C:\Program Files\NetlQ\SecureLogin\sltoken.dll, Version: 8.0.3.0, Size: 265912
C:\Program Files\NetIQ\SecureLogin\sltoken64.dll, Version: 8.0.3.0, Size: 357560

C:\Program Files\NetIQ\SecureLogin\slwinsso64.exe, Version: 8.0.3.0, Size: 522936
C:\Program Files\NetIQ\SecureLogin\slwizard.dll, Version: 8.0.3.0, Size: 1900216
C:\Program Files\NetlQ\SecureLogin\slwizardhook.dll, Version: 8.0.3.0, Size: 855736



File: C:\Program Files\NetlQ\SecureLogin\slwizardhook64.dll, Version: 8.0.3.0, Size: 1562808

File: C:\Program Files\NetlQ\SecureLogin\slwxbase.dll, Version: 8.0.3.0, Size: 138936

File: C:\Program Files\NetlQ\SecureLogin\SSManager.exe, Version: 3.4.2.1.4, Size: 1331200

File: C:\Program Files\NetlQ\SecureLogin\ssoext.dll, Version: 8.0.3.0, Size: 130744

File: C:\Program Files\NetlQ\SecureLogin\TLaunch.exe, Version: 8.0.3.0, Size: 1064632

File: C:\Program Files\NetlQ\SecurelLogin\tlaunch.ico, Version: Not Set, Size: 766

File: C:\Program Files\NetlQ\SecureLogin\tlaunch.ini, Version: Not Set, Size: 7875

File: C:\Program Files\NetlQ\SecureLogin\TLaunch64.exe, Version: 8.0.3.0, Size: 1948344

File: C:\Program Files\NetlQ\SecureLogin\tlaunch64.ini, Version: Not Set, Size: 7566

File: C:\Program Files\NetlQ\SecureLogin\transform.dat, Version: Not Set, Size: 20319

File: C:\Program Files\NetlQ\SecureLogin\ttermpro.exe, Version: 8.0.3.0, Size: 478904

File: C:\Program Files\NetlQ\SecureLogin\ttermpro64.exe, Version: 8.0.3.0, Size: 520888

File: C:\Program Files\NetlQ\SecureLogin\winsso.dll, Version: 8.0.3.0, Size: 1138360

File: C:\Program Files\NetlQ\SecureLogin\winsso64.dll, Version: 8.0.3.0, Size: 1921720

File: C:\Program Files\NetlQ\SecureLogin\wintool.exe, Version: 8.0.3.0, Size: 532152

File: C:\Program Files\NetlQ\SecureLogin\wintool64.exe, Version: 8.0.3.0, Size: 604856

File: C:\Program Files\NetlQ\SecureLogin\wizard.xsd, Version: Not Set, Size: 22409

File: C:\Program Files\NetlQ\SecureLogin\wxbase28u_vc_Al.dll, Version: wxWidgets Library 2.8.7, Size: 1302528
File: C:\Program Files\NetlQ\SecureLogin\wxmsw28u_adv_vc_Al.dll, Version: wxWidgets Library 2.8.7, Size: 712704
File: C:\Program Files\NetlQ\SecureLogin\wxmsw28u_core_vc_Al.dll, Version: wxWidgets Library 2.8.7, Size: 3080192
File: C:\Program Files\NetlQ\SecureLogin\wxmsw28u_html_vc_Al.dll, Version: wxWidgets Library 2.8.7, Size: 507904
File: C:\Program Files\NetlQ\SecureLogin\wxmsw28u_stc_vc_Al.dll, Version: wxWidgets Library 2.8.7, Size: 548864
File: C:\Program Files\NetlQ\SecureLogin\wxmsw290u_propgrid_vc_Al.dll, Version: wxWidgets Library 2.8.7, Size: 552960
File: C:\Program Files\NetlQ\SecureLogin\Xalan-C_1_10.dll, Version: 1, 10, 0, 0, Size: 1818624

File: C:\Program Files\NetlQ\SecureLogin\Xalan-C_1_1064.dll, Version: 1, 10, 0, 0, Size: 2944000

File: C:\Program Files\NetlQ\SecureLogin\XalanMessages_1_10.dll, Version: Not Set, Size: 40960

File: C:\Program Files\NetlQ\SecureLogin\XalanMessages_1_1064.dll, Version: Not Set, Size: 43008

File: C:\Program Files\NetlQ\SecureLogin\xbean.jar, Version: Not Set, Size: 1950111

File: C:\Program Files\NetlQ\SecureLogin\xerces-c_2_7.dll, Version: 2, 7, 0, Size: 1888256

File: C:\Program Files\NetlQ\SecureLogin\xerces-c_2_7_64.dll, Version: 2, 7, 0, Size: 2713088

File: C:\Program Files\NetlQ\SecureLogin\xerceslmpl.jar, Version: Not Set, Size: 1010675

File: C:\Program Files\NetlQ\SecureLogin\xml-apis.jar, Version: Not Set, Size: 109318

File: C:\Program Files\NetlQ\SecureLogin\xsec_1_1_0.dll, Version:0, 1, 1, 0, Size: 421888

File: C:\Program Files\NetlQ\SecureLogin\xsec_1_2_064.dll, Version:O0, 1, 2, 0, Size: 556032

File: C:\Program Files\NetlQ\SecureLogin\xsldll.dll, Version: 8.0.3.0, Size: 147128

File: C:\Program Files\NetlQ\SecureLogin\xsldlI64.dll, Version: 8.0.3.0, Size: 203960

HHBHHHHHHHH R

NSL Processes

HHH

Checking NSL processes.

NSL client is running

slwinsso is running

slbroker64 is running

slwinsso64 is running

Remote service monitoring is enabled. sINRMonitorServer is running.
Published application monitoring is not enabled. slwts is not running.
Depreciated published application trigger is not enabled. sllauncher is not being used.

Primary NSL mode

Checking NSL client configuration:
Securelogin mode:
Primary: Stand Alone

HHHHHH
Secondary NSL mode

Secondary: FILE
Cache file found: C:\Users\Greg\AppData\Local\SecureLogin\Cache\V3SLC\Greg.cache

NSL diagnostics

Communicating with SecureLogin client for realtime statistics.



Securelogin is online

SecurelLogin client is active

Using offline cache

NSL Database version: 3.5 /5.5

Current NSL User: Greg

Warning: No passphrase found. This is normal if you are not logged into the directory.
Current NSL User Passphrase Question:

GINA credentials exist.
GINA credentials are valid.
HHHHHH
NSL Preferences

WinSSOActive: Enabled - From object: Greg
IESSOActive: Enabled - From object: Greg
EnableLogging: Disabled - From object: Greg
WinSSOPasswordDetect: Disabled - From object: Greg
DisplayPasswords: Enabled - From object: Greg
WebSSOPasswordDetect: Disabled - From object: Greg
UseCacheFiles: Enabled - From object: Greg
RequireProtoPassword: Disabled - From object: Greg
StopWalkingHere: Enabled - From object: Greg
JavaEnableSSO: Enabled - From object: Greg
JavaEnableAddPrompt: Disabled - From object: Greg
AllowAPIAccess: Enabled - From object: Greg
AllowedAPILicenceKeys: Disabled - From object:
SSODatastoreVersion: 6.0

StopWalkingHere: Enabled

AllowedAPILicenceKeys: Disabled
AppliedSSODataStoreVersion: 6

HHBHHHHHEHH R
NSL applications
T T

Web applications

Application: 1. /IC

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
Password

Username

SLDescription

Credentials linked to this application:
Value: /IC
Target Value: /IC

Application: 2. aol.com

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.



AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
Password

Username

SLDescription

Credentials linked to this application:
Value: aol.com
Target Value: aol.com

Windows applications

Application: 1. tn5250

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = True

AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = False

ReauthenticationMethod = False

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Application: 2. vs.exe

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
|IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Terminal_Emulator applications

Application: 1. test

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.



|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Application: 2. Runas

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = Preference not set. Using default.
ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Win32_Daemon applications
No applications defined for this type.

Mainframe_Daemon applications
No applications defined for this type.

SSO_Notes applications
No applications defined for this type.

Password_Policy applications

Application: 1. NDSPasswordPolicy

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = Preference not set. Using default.
ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Startup applications

Application: 1. XStartupScript

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = Preference not set. Using default.



ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = False

AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Application: 2. backup user data

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = Preference not set. Using default.
ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = False

AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Java applications

Application: 1. altar.term

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
|IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
password

username

SLDescription

Credentials linked to this application:
Value: altar.term
Target Value: altar.term

Application: 2. com.test.main

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = Preference not set. Using default.
ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = False

AllowAPIAccessToPlatform = Preference not set. Using default.



SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
Password
Username

Credentials linked to this application:
Value: com.test.main
Target Value: com.test.main

Generic applications
No applications defined for this type.

Advanced_Web applications

Application: 1. provo.novell.com

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
IEParallelExecution = True

PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
Value: provo.novell.com
Target Value: innerweb.novell.com

Application: 2. siebelprd.innerweb.novell.com

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = False

AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = True

PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Web_Wizard_Script applications

Application: 1. adp.com

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.



AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = True

PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
Value: adp.com
Target Value: WebRH

Application: 2. basf.com

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = True

PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
Value: basf.com

Target Value: basf.com #1

Value: basf.com

Target Value: basf.com #2

Web_Wizard applications

Application: 1. 1.215

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
IEParallelExecution = True

PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
Value: 1.215
Target Value: 1.215 #1

Application: 2. 76.104

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = Preference not set. Using default.
ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.



SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = True

PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
Value: 76.104
Target Value: 76.104 #1

Generic_Wizard_Windows applications

Application: 1. SLAnalyzer

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
password
username

Credentials linked to this application:
Value: SLAnalyzer
Target Value: SLAnalyzer

Application: 2. Extranet.exe

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
|IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = Preference not set. Using default.
PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Generic_Wizard_Java applications
No applications defined for this type.

Generic_Wizard_Web applications

Application: 1. gmorlpt

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.



AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
|IEParallelExecution = True

PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
No entries found.

Credentials linked to this application:
No entries found.

Application: 2. login.hema

Script Preferences:

UseEnhancedProtection = Preference not set. Using default.
IEPasswordFieldMustExist = Preference not set. Using default.
PlatformDescription = False

ShowlInAppLauncher = Preference not set. Using default.
ScriptEnabled = Preference not set. Using default.
AllowAPIAccessToPlatform = Preference not set. Using default.
SyncPlatFormToHandHeldDevice = Preference not set. Using default.
IEParallelExecution = True

PromptForReauthentication = Preference not set. Using default.
ReauthenticationMethod = Preference not set. Using default.

Variables used by this application:
password

username

SLDescription

Credentials linked to this application:
Value: login.hema
Target Value: login.hema

Generic_Wizard_T applications
No applications defined for this type.

HHBHHHHHHHHEHH R
NSL Logins
HUHHHH
Logins defined:

Login: 1. MS FTP

Login: 2. /IC

Login: 3. axs

Login: 4. OGE

HHHHHHHHH
NSL Credential Sets

Normal Credential Sets defined:
Credential: 1. /IC

Credential: 2. WebRH
Credential: 3. MS FTP
Credential: 4. upc.nl

Credential: 5. VW.EXE

SetPlat Credential Sets defined:
SetPlat CredSet: 1. WebRH
SetPlat CredSet: 2. 1.215 #1
SetPlat CredSet: 3. 76.104 #1
SetPlat CredSet: 4. 77.141 #1

Total Number of Credentials: 227

Corporate Redirection Information



HHHHH

DotNet

HHHHH

Support for DotNet applications is enabled.
sldotnetsso64 is running

HHHHHHHHHHH R

Flash

HHHHHHHHHHH R

Support for Flash/Flex applications is enabled.

JAVA runtime environment

Support for Java applications is enabled.
JRE found at: C:\Program Files (x86)\Java\jre1.6.0_03

Validating proper JRE configuration.

JAVA Properties found:

C:\Program Files (x86)\Java\jre1.6.0_03\lib\accessibility.properties

#Wed Jul 22 14:53:46 CDT 2015
assistive_technologies=com.actividentity.sso.javasso.awt_swing.JavaSSOHook

C:\Program Files (x86)\Java\jre1.6.0_03\lib\awt.properties

#Wed Jul 22 14:53:46 CDT 2015
AWT.EventQueueClass=com.sun.java.accessibility.util. EventQueueMonitor
AWT.assistive_technologies=com.actividentity.sso.javasso.awt_swing.JavaSSOHook

SecurelLogin JAVA libraries found:

C:\Program Files (x86)\Java\jre1.6.0_03\lib\ext\jaccess.jar
C:\Program Files (x86)\Java\jre1.6.0_03\lib\ext\javasso.jar
C:\Program Files (x86)\Java\jre1.6.0_03\lib\ext\xbean.jar

T T
End of Report.
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Sample Installation report (SecureLogin)
Report generated by: SLAnalyzer Version 3.0.0.0

Securelogin Installation Logs
HHHHHHHHHHH

Contents of installation log (log.txt)

Product Version is 8.0.3.0

Destination Folder: C:\Program Files\NetlQ\SecureLogin\
Cache Folder: %LOCALAPPDATA%

Protocol for eDir: NA

LDAP mode selected: NA

LDAP credential association: NONE

LDAP server address: LDAP server address

LDAP port: 636

SecretStore client selected: 0

NMAS client selected: 0

GPO selected: No

PCPROX method selected: 0

Post Login Method Secure WorkStation selected: 0
Smartcard selected: No

Smatcard dll: NA

CSP: Microsoft Smart Card Key Storage Provider
Terminal Server installed: No

Novell Client Installed: No

Citrix Server installed: No

NICl installed: No

FireFox not present

Run NSL at startup : No

Install Admin Tools: No

Install Citrix: No

Install Secureworkstation: No

Install Desktop Automation Services: No
Windows Build: No

Service Pack level: 1

VersionNT: 601

Contents of response file (responsefile.ini)

INSTALLDIR=C:\Program Files\NetlQ\SecureLogin\
X_CACHEDIR=%LOCALAPPDATA%
X_PRIMARYSTORE=DUMMY

X_NONEDIRLDAP=No
ADDLOCAL=Help,FileExtension,SeamlessMAD,WinSS0O,JavaSSO,TermSSO,IESSO, FireFoxSSO,DotNetSSO, FlashSSO,RunAtStartup,Desktop,CredSto
re,DirectorySignon,SSOAut,ReadMe,PrimaryStore, WindowsEventLog,Auditing
LDAPSERVERADDRESS=LDAP server address
LDAPPORT=636

LDAPSERVERADDRESS=LDAP server address
LDAPPORT=636

LDAPSERVERADDRESS1=

LDAPPORT1=636

LDAPSERVERADDRESS2=

LDAPPORT2=

X_SMARTCARDLIB=

X_CSP=Microsoft Smart Card Key Storage Provider
X_STOREONCARD=

EA_FAILRETRIES=3

EA_LOCKTIMEOUT=30

EA_SSPRURL=

EA_REQTIMEOUT=300

LOCATIONFORXML=

DASSERVER=

DASCONFIGOBJECT=



READERPORT=-1
CARDREADER=
AIRID=0

RETRIES=0

TREE=

SERVER=

SEQUENCE=
LDAPSERVER=
ALTERNATE1=
ALTERNATE2=
X_SYSLOGSERVERURI=
X_SYSLOGLANGUAGEID=#1033

HHH
End of Report.




Sample Tlaunch report

Report generated by: SLAnalyzer Version 3.0.0.0

HHHHHHHHHHH R
Processing Tlaunch.ini.

[Eicon Avival

TerminalType=WinHLLAPI

HllapiDLLName=C:\Program Files\Eicon\Aviva\whllapi.dll
HllapiFunctionName=WinHLLAPI

HomeDirectory=C:\Program Files\Eicon\Aviva

EmulatorPath=C:\Program Files\Eicon\Aviva\app32d.exe

SessionFile01=C:\Program Files\EICON\Aviva\Administrator\Mainframe Session.a3d
SessionFile02=C:\Program Files\Eicon\Aviva\Administrator\Session2.a3d
Attempting analysis on WINHLLAPI interface.

Warning: Emulator executable not found. Skipping analysis.

[WRQ Reflection]

TerminalType=HLLAPI

HllapiDLLName=C:\temp\zHllap32.dll

HllapiFunctionName=hllapi

HomeDirectory=C:\Program Files\Reflection

EmulatorPath=C:\Program Files\Novell\SecureLogin\tlaunch.exe
SessionFile01=C:\WinNT\profiles\administrator\personal\reflection\session1.rsf
Attempting analysis on HLLAPI interface.

Emulator executable found.

HLLAPI DLL found.

Warning: SLAnalyzer cannot validate 32 bit emulator library when ran on a 64 bit workstation.
To properly analyze a 32 bit emulator library you must run SLAnalyzer from a 32 bit workstation.

HEHHHHH HHHH B

Processing Tlaunch64.ini.

HHHHHHHHH

[Eicon Avival

TerminalType=WinHLLAPI

HllapiDLLName=C:\Program Files\Eicon\Aviva\whllapi.dll
HllapiFunctionName=WinHLLAPI

HomeDirectory=C:\Program Files\Eicon\Aviva

EmulatorPath=C:\Program Files\Eicon\Aviva\app32d.exe
SessionFile01=C:\Program Files\EICON\Aviva\Administrator\Mainframe Session.a3d
SessionFile02=C:\Program Files\Eicon\Aviva\Administrator\Session2.a3d
Attempting analysis on WINHLLAPI interface.

Warning: Emulator executable not found. Skipping analysis.

[WRQ Reflection]

TerminalType=HLLAPI

HllapiDLLName=C:\Windows\System32\ncpwin32.dll
HllapiFunctionName=NWNCPInit

HomeDirectory=C:\Program Files\Reflection

EmulatorPath=C:\Program Files\Novell\SecureLogin\tlaunch64.exe
SessionFile01=C:\WinNT\profiles\administrator\personal\reflection\session1.rsf
Attempting analysis on HLLAPI interface.

Emulator executable found.

HLLAPI DLL found.

Processing 64 bit library on 64 bit operating system.

Successfully loaded HLLAPI DLL: C:\Windows\System32\ncpwin32.dll

Found DLL entry point - NWNCPInit in library - C:\Windows\System32\ncpwin32.dll
Emulator configuration analysis completed successfully.

HHHHHHHHHHH A
End of Report.
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Sample eDirectory with Novell Client report

Report generated by: SLAnalyzer Version 3.0.0.0

HHHHHH
SLP Information
HHHHHH

Novell Client Service Location Diagnostic Utility
SLPInfo 5.0.63.5695

—=========== Directory Agents ===
DA IP Address Host Name
[0] Performing SLP Directory Agent discovery...

=============== Scope List ===============
[0] Performing SLP Directory Agent and scope discovery...

DEFAULT

Trees
Tree Name IP Address
[0] Performing discovery of eDirectory trees...
[1] Performing discovery of eDirectory trees...

OESTREE 192.168.1.243
Servers
Server Name IP Address

[0] Performing discovery of NCP servers...
[1] Performing discovery of NCP servers...

linux-61w4 192.168.1.243

HEHEHHHEHE T
eDirectory
HUHHEHH T

NCP Connection established.

Successfully connected to eDirectory
Successfully obtained Primary NCP connection.
Successfully opened connection reference.
eDirectory connection established.

Connected to server as user: CN=admin
Connected to server: CN=GMORRISVM65
User object's parent container: O=novell.

Allocated memory to read attribute data.
Allocated memory to store attribute names.
Initialized allocated memory to store attribute names.

Successfull read of attribute names.
Successfully read 33 attributes.
Attributes defined on user object:

Attribute: ACL

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: CN

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Group Membership

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Login Script



Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Login Time

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Network Address

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Object Class

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Public Key

Effective Rights: [Create,Read,]

Attribute: Security Equals

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Surname

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Message Server

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Language

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Last Login Time

Effective Rights: [Create,Read,]

Attribute: Full Name

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Revision

Effective Rights: [Create,Read,]

Attribute: Given Name

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Equivalent To Me

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: Used By

Effective Rights: [Create,Read,]

Attribute: GUID

Effective Rights: [Create,Read,]

Attribute: uniquelD

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: modifiersName

Effective Rights: [Create,Read,]

Attribute: userCertificate

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
Attribute: NDSPKI:userCertificatelnfo

Effective Rights: [Create,Read,Write,Add Self,Supervisor]
HHH

End of Report.

HHHHHH



Sample LDAP report

Report generated by: SLAnalyzer Version 3.0.0.0

LDAP
HHHHH

Primary: LDAP Directory

Validating LDAP information:

Primary LDAP server: 192.168.1.242

Primary LDAP server port: 636

SSL Certificate File: C:\Program Files\NetlQ\SecureLogin\rootcert.der

Testing Primary LDAP connection.
LDAP User: cn=admin,o=novell

Attributes found on object:
rbsownedcollections2
ndspkiusercertificateinfo
protocom-sso-security-prefs-checksum
equivalenttome
protocom-sso-entries

sn

cn

loginscript

securityequals
nrdregistrydata
protocom-sso-security-prefs
protocom-sso-entries-checksum
objectclass

messageserver

language

acl

groupmembership
usercertificate;binary
protocom-sso-auth-data
logintime

fullname

nrdregistryindex

uid

rbsassignedroles2
givenname

Secondary LDAP server: 192.168.1.242
Secondary LDAP server port: 636

Testing Secondary LDAP connection.
LDAP User: cn=admin,o=novell

Attributes found on object:
rbsownedcollections2
ndspkiusercertificateinfo
protocom-sso-security-prefs-checksum
equivalenttome
protocom-sso-entries

sn

cn

loginscript

securityequals

nrdregistrydata
protocom-sso-security-prefs
protocom-sso-entries-checksum
objectclass

messageserver

language



acl

groupmembership
usercertificate;binary
protocom-sso-auth-data
logintime

fullname
nrdregistryindex

uid

rbsassignedroles2
givenname

End of Report.
HHH



Sample AD report

Report generated by: SLAnalyzer Version 3.0.0.0

Active Directory
HHHHH

MS connection details:

Domain: GMADR2

User: CN=admin.O=novell. T=GMORTREE
Connected to AD as User: Greg Morris

Search for SecureLogin attributes returned the following list:
protocom-sso-auth-data

protocom-sso-entries-checksum

adspath

protocom-sso-entries

HHHHHH T

End of Report.
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Sample LDAP SecretStore Report

Report generated by: SLAnalyzer Version 3.0.0.0

LDAP SecretStore
HHHEHHHHEHE

Checking Secret Store Services
Analyze SecretStore over LDAP connection.

Secret Store client found:

C:\Program Files\NetlQ\SecureLogin\nssldp.dll
C:\Program Files\NetlQ\SecureLogin\nssncp.dll
C:\Program Files\NetlQ\SecureLogin\nsss.dll

Using user name as defined by SecureLogin - cn=testusergm,o=novell
SecretStore client version - 30405

SecretStore server version - 30402

SecretStore Tree - SWAINTREE

SecretStore Server - 151.155.215.28

SecretStore Port - 636

Number of Secrets - 4
Secrets stored for this user :
gmtestsecret
SS_CredSet:GMAppCred
SS_App:yahoo.com
SS_CredSet:GINACredentials

GINA Credentials:

tree=636

isPin=false

server=151.155.215.28
context=GMORWIN7
password=novell
username=testusergm

SecretStore Connection terminated.

HHHHHH
End of Report.
HHH



Sample CLE report

Report generated by: SLAnalyzer Version 3.0.0.0

Client Login Extension
HHHHHHHHHHH
Checking for CLE.

CLE credential provider found.

File: C:\Windows\System32\CLECredentialProvider.dll, Version: 3. 9. 0.0, Size: 692224

File: C:\Windows\System32\CLECredentialProviderFilter.dll, Version: 3. 9. 0. 0, Size: 260608
File: C:\Windows\System32\CLESelfSvcCredentialProvider.dll, Version: 3. 9. 0. 0, Size: 680448
File: C:\Windows\System32\EACredentialManager.dll, Version: 3.9.0.0, Size: 562176

File: C:\Windows\System32\IDMClientLoginExtensionCustomAction.dll, Version: 3, 8, 1, 0, Size: 117248
File: C:\Windows\System32\NclePwmHelper.dll, Version: 3. 9. 0. 0, Size: 322560

File: C:\Windows\System32\NcleResources.dll, Version: 3. 9. 0. 0, Size: 6656

File: C:\Windows\System32\NCLoginExtension.dll, Version: 3, 8, 0, 0, Size: 82432

File: C:\Windows\System32\RestrictedBrowserDLL.dll, Version: 3. 9. 0. 0, Size: 2726400

File: C:\Windows\System32\RestrictedBrowserEXE.exe, Version: 3. 9. 0. 0, Size: 125440

Emergency Access path is C:\Program Files\NCLE\EmergencyAccess\

Emergency Access files found:

File: C:\Program Files\NCLE\EmergencyAccess\sIEmergencyAccess.dll, Version: 3.9.0.0, Size: 596480

File: C:\Program Files\NCLE\EmergencyAccess\sIlEmergencyAccess.dll.new, Version: 3.8.1.0, Size: 597504
File: C:\Program Files\NCLE\EmergencyAccess\slEmergencyAccessLocalization.dll, Version: 3.9.0.0, Size: 5632
File: C:\Program Files\NCLE\EmergencyAccess\slEmergencyAccessMonitor.exe, Version: 3.9.0.0, Size: 156160
File: C:\Program Files\NCLE\EmergencyAccess\sIEmergencyAccessTray.exe, Version: 3.9.0.0, Size: 161280

Found CLE Auth Provider: CLESelfSvcCredentialProvider
Found CLE Auth Provider: CLECredentialProvider

Emerency Access is enabled.
Emerency Access is registered as a network provider.

Testing Emergency Access cache file creation with encryption.

Creating file: C:\Users\GREG~2.GMA\AppData\Local\Temp\SLAnalyzer\test.xml|

File: C:\Users\GREG~2.GMA\AppData\Local\Temp\SLAnalyzer\test.xml was successfully created
File: C:\Users\GREG~2.GMA\AppData\Local\Temp\SLAnalyzer\test.xml was closed successfully
File: C:\Users\GREG~2.GMA\AppData\Local\Temp\SLAnalyzer\test.xml was encrypted successfully
File: C:\Users\GREG~2.GMA\AppData\Local\Temp\SLAnalyzer\test.xml was decrypted successfully
File: C:\Users\GREG~2.GMA\AppData\Local\Temp\SLAnalyzer\test.xml was deleted successfully
CLE Emergency Access encrypted file test completed successfully

Version of IE being utilized is: 11.0.9600.18098

Local host name: WIN7VM
CLE URI Server Address: 192.168.1.238
Attempting to contact URI at: https://sspr.gmadr2.novell.com:8443/sspr/public/ForgottenPassword

Certificate name: CN=sspr.gmadr2.novell.com, OU=sspr, O=support, C=NetlQ
Certificate serial number: 34DF2278

Certificate valid from: 11/23/2015 2:57:17 PM until 2/21/2016 2:57:17 PM
Success: SSL Connection state shows no errors

Local IP Address: 192.168.3.138
Local TCP Port: 49642

Remote IP Address: 192.168.1.238
Remote TCP Port: 8443

Certificate name: CN=sspr.gmadr2.novell.com, OU=sspr, O=support, C=NetlQ
Certificate serial number: 34DF2278

Certificate valid from: 11/23/2015 2:57:17 PM until 2/21/2016 2:57:17 PM
Success: SSL Connection state shows no errors



Local IP Address: 192.168.3.138
Local TCP Port: 49643

Remote IP Address: 192.168.1.238
Remote TCP Port: 8443

Success: Browser operation succeeded.

HHEHHE
REST

Checking for REST API.
Rest URL is defined in the registry as: https://sspr.gmadr2.novell.com:8443/sspr/public/rest

Checking server health by submitting the following Rest Command:
https://sspr.gmadr2.novell.com:8443/sspr/public/rest/health

Certificate name: CN=sspr.gmadr2.novell.com, OU=sspr, O=support, C=NetlQ
Certificate serial number: 34DF2278

Certificate valid from: 11/23/2015 2:57:17 PM until 2/21/2016 2:57:17 PM
Success: SSL Connection state shows no errors

HTTP Status code: OK

Server Response:

{"error":false

"errorCode":0

"data":{"timestamp":"2015-12-10T22:04:542"

"overall":"CONFIG"

"records":[{"status":"CONFIG"

"topic":"Configuration"

"detail":"AppProperty = Idap.promiscuousEnable setting should be set to false for proper security"}
{"status":"CONFIG"

"topic":"Configuration"

"detail":"LDAP => LDAP Directories = default = LDAP Proxy Password strength of password is weak (33/100); increase password
length/complexity for proper security"}

{"status":"CONFIG"

"topic":"Configuration"

"detail":"Settings = Security => Web Security => Require HTTPS setting should be set to true for proper security"}
{"status":"GOOD"

"topic":"LDAP"

"detail":"All configured LDAP servers are reachable"}

{"status":"GOOD"

"topic":"LDAP"

"detail":"LDAP test user account is functioning normally for profile default"}

{"status":"GOOD"

"topic":"LocalDB"

"detail":"LocalDB and related services are operating correctly"}

{"status":"GOOD"

"topic":"Platform"

"detail":"Java platform is operating normally"}]}}

Getting server statistics by submitting the following Rest Command:
https://sspr.gmadr2.novell.com:8443/sspr/public/rest/statistics

HTTP Status code: No Content

Server Response:

Getting challenge questions by submitting the following Rest Command:
https://sspr.gmadr2.novell.com:8443/sspr/public/rest/challenges

Certificate name: CN=sspr.gmadr2.novell.com, OU=sspr, O=support, C=NetlQ
Certificate serial number: 34DF2278



Certificate valid from: 11/23/2015 2:57:17 PM until 2/21/2016 2:57:17 PM
Success: SSL Connection state shows no errors
HTTP Status code: OK

Server Response:

{"error":false

"errorCode":0

"data":{"username":"default"
"challenges":[{"challengeText":"What is the name of your favorite teacher?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":0

"enforceWordlist":false}

{"challengeText":"What is the name of your favorite pet?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":0

"enforceWordlist":false}

{"challengeText":"What was your favorite show as a child?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":0

"enforceWordlist":false}

{"challengeText":"What is your favorite food?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":0

"enforceWordlist":false}

{"challengeText":"What is your favorite team?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":0

"enforceWordlist":false}]

"minimumRandoms":2
"policy":{"challenges":[{"challengeText":"What is the name of the main character in your favorite book?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":3

"enforceWordlist":true}

{"challengeText":"What is the name of your favorite teacher?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":3

"enforceWordlist":true}

{"challengeText":"What is the name of your favorite pet?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":3

"enforceWordlist":true}

{"challengeText":"What was the name of your childhood best friend?"



"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"What was your favorite show as a child?"
"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"Who is your favorite author?"
"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"What is your favorite food?"
"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"What is your partner's nickname?"
"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"What is your favorite team?"
"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"What street did you grow up on?"
"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"What city / town were you born in?"
"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"What is your favorite vehicle?"
"minLength":4
"maxLength":200
"adminDefined":true
"required":false
"maxQuestionCharsinAnswer":3
"enforceWordlist":true}
{"challengeText":"If you could meet someone from history
who would it be?"
"minLength":4
"maxLength":200



"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":3
"enforceWordlist":true}

{"challengeText":"What is your least favorite film of all time?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":3
"enforceWordlist":true}

{"challengeText":"Who was your least favorite teacher?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":3
"enforceWordlist":true}

{"challengeText":"What food do you dislike the most?"
"minLength":4

"maxLength":200

"adminDefined":true

"required":false

"maxQuestionCharsinAnswer":3
"enforceWordlist":true}]

"minimumRandoms":2}}}

Getting user status by submitting the following Rest Command:
https://sspr.gmadr2.novell.com:8443/sspr/public/rest/status

HTTP Status code: OK

Server Response:
{"error":false
"errorCode":0
"data":{"userDN":"CN=Administrator
cn=users
dc=gmadr2
dc=novell
dc=com"
"ldapProfile":"default"
"userID":"Administrator"
"userEmailAddress":"testuser@gmail.com"
"passwordExpirationTime":"2015-11-23719:03:452"
"passwordLastModifiedTime":"2015-10-12719:03:45Z"
"requiresNewPassword":true
"requiresResponseConfig":false
"requiresUpdateProfile":false
"requiresinteraction":true
"passwordStatus":{"expired":true
"preExpired":true
"violatesPolicy":false
"warnPeriod":false}
"passwordPolicy":{"DisallowCurrent":"true"
"MinimumNumeric":"0"
"AllowNumeric":"true"
"MaximumSpecial":"0"
"AllowLastCharSpecial":"true"
"CharGroupsValues":".*[0-9]\n.*[*A-Za-z0-9]\n.*[A-Z]\n.*[a-z2]"
"MinimumLength":"5"
"EnforceAtLogin":"false"
"AllowFirstCharNumeric":"true"
"MaximumUpperCase":"0"
"MinimumLowerCase":"0"
"UniqueRequired":"false"
"AllowAdminChange":"true"



"PolicyEnabled":"true"
"ADComplexityMaxViolations":"2"
"MaximumLength":"64"
"DisallowedValues":"password\ntest\n+"
"MinimumUnique":"0"

"MinimumLifetime":"0"

"CaseSensitive":"true"

"MaximumUnique":"0"
"AllowLastCharNumeric":"true"
"RegExNoMatch":""

"RegExMatch":""

"Expirationinterval":"0"
"AllowFirstCharSpecial":"true"
"MinimumSpecial":"0"
"MaximumSequentialRepeat":"0"
"MinimumUpperCase":"0"

"EnableWordlist":"true"

"MaximumRepeat":"0"
"DisallowedAttributes":"givenName\ncn\nsn"
"MaximumLowerCase":"0"

"ChangeMessage":""

"AllowUserChange":"true"
"MaximumNumeric":"0"

"AllowSpecial":"true"
"ChallengeResponseEnabled":"false"}
"passwordRules":["Password is case sensitive."
"Must be at least 5 character long."

"Must not include any of the following values: password test +"
"Must not include part of your name or username."
"Must not include a common word or commonly used sequence of characters."]}}

HHBHEHHHEH]
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Protocom\SecureLogin
HEHBHEH 1

Key: OfflineWarningSuppressed
Type: DWord
Enable/Disable the warning message when logging in the workstation in offline mode.

Value defined in registry: 1

Key: MainGUIRect
Type: String

Key: LastNDSUser
Type: String
Last NDS user that SecureLogin successfully connected to eDirectory with.

Value Data Type: REG_SZ
Help/Comment: Represented in the dot format. IE admin.novell

Key: LastCacheUser
Type: String
Last user that successfully loaded from cache file.



Key: DisplaylnitialLoadSplash
Type: DWord
Disables the Securelogin splash screen at startup

* Available in 6.1 and onwards
* This key is created by default and linked to the preference: 'Display splash screen on start up

Value Description
1 Default setting: Display SecureLogin splash screen at startup
0 Disable SecurelLogin splash screen at startup

HHBHHHHHIH]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Novell\MsPssGina
HEHEH

Key: SelfSvcCredProv
Type: DWord
Dword value enabling the CLE tile feature. CLE logins combined into a single CLE login tile.

0 - Disabled
1- Enabled

Value defined in registry: 0

Key: SASChangePassword
Type: DWord
Dword value to enable the change password with CLE/SSPR feature when the user presses Alt-Ctl-Del.

1- Enable
0 - Disable

Value defined in registry: 1

Key: LinkURL

Type: String

Specify the URL that the Client Login Extension - restricted browser uses to connect to the User Application Forgotten Password page. You can
use either a DNS name or an IP address. An example of a URL using a DNS name that links to the Forgotten Password page is:
https://<server>:<port>/IDM/jsps/pwdmgt/ForgotPassword.jsp

This URL can also be configured to access the external password WAR. To do this, see Installing the User Application on an Application Server in
the NetlQ Identity Manager Setup Guide.

IMPORTANT: You must have a valid URL pointing to the User Application’s Forgotten Password page; otherwise, the client connection might fail
and you might not be able to log in through the workstation.
To redirect to a local SSPR server use a link similar to https://<DNSName_or_IPAddress>:<Port>/sspr..

IE. https://192.168.1.110:8443/sspr

Key: LinkText

Type: String

Specify the text to be displayed on the link to the restricted browser that the Client Login Extension uses.

The default text is Forgotten Password. Note that the text for the button in the Novell Client is provided by the Novell Client and cannot be
changed here.

Key: LastLoggedinTime
Type: String



Runtime value indicating the last time the user logged in.

Key: Enablelntegration
Type: DWord
This option allows you to enable the challenge response enroliment and password expiration features.

If you select this option, the Force user for challenge response enroliment option and REST URI field are enabled.

NOTE:To enable this feature, you must have already configured SSPR, as described in Section 4.2.1, Configuring SSPR for Enabling Challenge
Response Force Enrollment and Section 4.2.2, Configuring SSPR for Enabling Password Expiration Warning.

0 - Disabled
1- Enabled

Key: EmergencyAccess
Type: DWord
Dword value indicating if Emergency Access is enabled.

0 - Disabled
1- Enabled

Value defined in registry: 1

Key: EAWarnTimeout
Type: DWord
DWord value representing the Warning time. Default is 30 seconds

Key: EASysLogoutTime
Type: DWord
Dword value representing the Session Time Allowed. Default 30 minutes

Key: EAMaxRetryCount
Type: DWord
Dword value representing the maximum number of retries.

Key: EACRDialogMsg

Type: String

String value of custom message to display to the user when they are prompted for their Challenge Response answers when using Emergency
Access.

Key: EAAdminMessage
Type: String
String value providing the message to display to the user



Key: CustomPlugin
Type: String
String value representing the path and filename of the emergency access dll.

IE. C:\Program Files\NCLE\EmergencyAccess\sl[EmergencyAccess.dl|

Key: cleTileLargeText
Type: String
String value representing the text to display with the CLE credential tile.

Key: cleTileBitmapPath
Type: String

Key: ChallengeRespLogonUIMsg

Type: String

This option is enabled only if you select Force user for challenge response enrollment. Specify the message that you want to display when the
user is prompted for force enroliment.

HHBHEHHE]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Novell\MsPssGina\CPFILTERLIST
HHHHHEH

HHHHHHHHHH
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Novell\MsPssGina\CPFILTERLIST\{6f45dcle-5384-457a-bc13-2cd81b0d28ed}
HHBH ]

Key: (Default)
Type: String
Value defined in registry: PasswordProvider

HHHHHHHHHE
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Novell\PSS
HHBHEHHHEH]

Key: LogDir
Type: String
Path to create debug log files for CLE. Logfiles will be created with the file names: RestrictedBrowserDLL.log and RestrictedBrowserEXE.log

HHBHEHHHEH]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Novell\RestrictedBrowser
HHHHHHHH S

Key: WhiteListURL
Type: String



String value with simicolon seperated list of URLs allowed for restricted browser to access.

Key: RestUri

Type: String

Specify the URI that the Client Login Extension - restricted browser uses to connect to the SSPR server by using rest calls. You can use either a
DNS name or an IP address. An example of a URI using a DNS name is:

https://<server>:<port>/sspr/public/rest

Key: ProxyServer
Type: String
Provides the IP address/DNS name and the port number of the proxy server.

Key: ForceUserEnrollment

Type: DWord

Force users to set up their challenge response before logging into the computer. However, if you do not select this option, the user can choose
not to set up any challenge response and proceed to log in.

Value of 1 will force user enrollment

Value defined in registry: 1

Key: EnableWindowsServerSupport
Type: DWord
Dword value indicating if Windows server support is enabled.

0 - Disabled
1- Enabled

Value defined in registry: 1

Key: EnableURLRedirection
Type: DWord
Dword value indicating if URL Redirection is enabled.

0 - Disabled
1- Enabled

Key: EnableTLS1.2Support
Type: DWord
Dword value indicating if TLS 1.2 support is enabled. If disabled then SSL v3 will be used.

0 - Disabled
1- Enabled

Key: EnableProxy

Type: String

In an environment where Internet is not directly accessible and the Client Login Extension needs to access it, you need to connect the Client
Login Extension to a proxy server.

A value of 1 enables the use of a proxy server.



Value defined in registry: 0

HAHAHAHHHE
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Novell
HAHAHAHHHE

HHBHHHHHAH]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Novel\NICI (Shared) U.S./Worldwide (128 bit)
HHHHHHHHHH

HHBHHHHHIH]
Keys Defined in: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Novell\NICI (Shared) U.S./Worldwide (128 bit)\2.7.6
HEHEH

HHHHHH
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Novell\Login\LDAP
HHHHHH

Key: PrintableName
Type: String
Dynamic value - represents the name of the last authenticated user

Key: DefaultDN
Type: String
Dynamic value - represents the DN of the user

HHBH ]
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Novell\Parameters
HHHHHHHHHH

Key: NWLANGUAGE
Type: String
Installed Language of the Novell client for Windows.

HAHAHAHHHE
Keys Defined in: HKEY_CURRENT_USER\SOFTWARE\Novell\SLAnalyzer
HHBHHHHH ]

Key: ReportLogDirectory
Type: String

End of Report.




Sample AAF report

Report generated by: SLAnalyzer Version 3.0.0.5

Advanced Authentication Framework
HHH T

Contents of: C:\ProgramData\NetlQ\Device Service\config.properties
HHBHHHHHE A

#General

host.ports=8440;8441,8442

#PKI plugin
pki.vendorModule=auto

fingerprint.mode=3

#Card plugin
card.omnikeyEnabled=true
card.rfideasEnabled=false
card.smarfidEnabled=false
card.desfireEnabled=true

HHBHHHHHEH

Contents of: C:\ProgramData\NetlQ\Installer\81114F55-2321-40DD-A62D-7FC676F07EA7.ini
HHHHHHHHH R

[Install]

InstallDir=C:\Program Files\NetlQ\Windows Client\

Version=5.4.183.0

ProductName=Windows Client

HHHHHHHHH

Contents of: C:\ProgramData\NetlQ\Installer\EA779D51-8567-48BC-9206-41C6981EA87D.ini
HHBHHHH

[Install]

InstallDir=C:\Program Files (x86)\NetIQ\Device Service\

Version=5.4.138.0

ProductName=Device Service

HHHHHHHHH

Contents of: C:\ProgramData\NetlQ\Installer\ef3dd092-dace-4e92-b011-66c369ba7512.ini
HHHHHHHHH

[Install]

InstallDir=C:\Program Files (x86)\NetIQ\WBF Capture Service\

Version=5.2.41.0

ProductName=WBF Capture Service

Contents of: C:\ProgramData\NetlQ\Logging\config.properties

logEnabled=False
HAHHHAHHHHH AR
Contents of: C:\ProgramData\NetIQ\WBF Capture Service\config.properties

port=8442

Contents of: C:\ProgramData\NetlQ\Windows Client\config.properties
HHHHH HHHH R

discovery.host: naaf54.gmadr2.novell.com

endpoint_id: df19953c810311e696ef000c296f406a

endpoint_name: REMGMORRISO1.microfocus.com



endpoint_secret: 1V0djKQTjOmT7bs283dUJJ62FusROTIm
logo_cache_path: C:\\ProgramData\\NetlQ\\Windows Client\\logocache

HHHH
End of Report.




Sample LDAP Server Information (Active Directory)
Active Directory (Windows 2008 R2)

Get LDAP Server Information
Logged in as: cn=ssprproxyuser Idap,cn=users,dc=gmadr2,dc=novell,dc=com

RootDSE information:

supportedcapabilities = 1.2.840.113556.1.4.800
supportedcapabilities = 1.2.840.113556.1.4.1670
supportedcapabilities = 1.2.840.113556.1.4.1791
supportedcapabilities = 1.2.840.113556.1.4.1935
supportedcapabilities = 1.2.840.113556.1.4.2080

supportedldappolicies = MaxPoolThreads
supportedldappolicies = MaxDatagramRecv
supportedldappolicies = MaxReceiveBuffer
supportedldappolicies = InitRecvTimeout
supportedldappolicies = MaxConnections
supportedldappolicies = MaxConnldleTime
supportedldappolicies = MaxPageSize
supportedldappolicies = MaxQueryDuration
supportedldappolicies = MaxTempTableSize
supportedldappolicies = MaxResultSetSize
supportedldappolicies = MinResultSets
supportedldappolicies = MaxResultSetsPerConn
supportedldappolicies = MaxNotificationPerConn
supportedldappolicies = MaxValRange
supportedldappolicies = ThreadMemoryLimit
supportedldappolicies = SystemMemoryLimitPercent

highestcommittedusn = 593065

namingcontexts = DC=gmadr2,DC=novell,DC=com

namingcontexts = CN=Configuration,DC=gmadr2,DC=novell,DC=com

namingcontexts = CN=Schema,CN=Configuration,DC=gmadr2,DC=novell,DC=com

namingcontexts = DC=DomainDnsZones,DC=gmadr2,DC=novell,DC=com

namingcontexts = DC=ForestDnsZones,DC=gmadr2,DC=novell,DC=com

subschemasubentry = CN=Aggregate,CN=Schema,CN=Configuration,DC=gmadr2,DC=novell,DC=com
dnshostname = WIN-V3JMMISD13E.gmadr2.novell.com

configurationnamingcontext = CN=Configuration,DC=gmadr2,DC=novell,DC=com
forestfunctionality = 2

issynchronized = TRUE

Idapservicename = gmadr2.novell.com:win-v3jmmisd13eS@GMADR2.NOVELL.COM
domaincontrollerfunctionality = 4

dsservicename = CN=NTDS Settings,CN=WIN-V3JMMISD13E,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC
supportedsasimechanisms = GSSAPI

supportedsasimechanisms = GSS-SPNEGO

supportedsasimechanisms = EXTERNAL
supportedsasimechanisms = DIGEST-MD5



supportedldapversion = 3
supportedldapversion = 2

defaultnamingcontext = DC=gmadr2,DC=novell,DC=com

currenttime =20170301181411.0Z

supportedcontrol = 1.2.840.113556.1.4.319
supportedcontrol = 1.2.840.113556.1.4.801
supportedcontrol = 1.2.840.113556.1.4.473
supportedcontrol = 1.2.840.113556.1.4.528
supportedcontrol = 1.2.840.113556.1.4.417
supportedcontrol = 1.2.840.113556.1.4.619
supportedcontrol = 1.2.840.113556.1.4.841
supportedcontrol = 1.2.840.113556.1.4.529
supportedcontrol = 1.2.840.113556.1.4.805
supportedcontrol = 1.2.840.113556.1.4.521
supportedcontrol = 1.2.840.113556.1.4.970
supportedcontrol = 1.2.840.113556.1.4.1338
supportedcontrol = 1.2.840.113556.1.4.474
supportedcontrol = 1.2.840.113556.1.4.1339
supportedcontrol = 1.2.840.113556.1.4.1340
supportedcontrol = 1.2.840.113556.1.4.1413
supportedcontrol = 2.16.840.1.113730.3.4.9
supportedcontrol = 2.16.840.1.113730.3.4.10
supportedcontrol = 1.2.840.113556.1.4.1504
supportedcontrol = 1.2.840.113556.1.4.1852
supportedcontrol = 1.2.840.113556.1.4.802
supportedcontrol = 1.2.840.113556.1.4.1907
supportedcontrol = 1.2.840.113556.1.4.1948
supportedcontrol = 1.2.840.113556.1.4.1974
supportedcontrol = 1.2.840.113556.1.4.1341
supportedcontrol = 1.2.840.113556.1.4.2026
supportedcontrol = 1.2.840.113556.1.4.2064
supportedcontrol = 1.2.840.113556.1.4.2065
supportedcontrol = 1.2.840.113556.1.4.2066

servername = CN=WIN-V3JMMISD13E,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=gmadr2,DC=novell

schemanamingcontext = CN=Schema,CN=Configuration,DC=gmadr2,DC=novell,DC=com

isglobalcatalogready = TRUE

domainfunctionality = 2

rootdomainnamingcontext = DC=gmadr2,DC=novell,DC=com



Sample LDAP Server Information (eDirectory)

eDirectory (OES)

Get LDAP Server Information

Logged in as: cn=ssprproxyuser,o=novell
RootDSE information:

errors =99

chainings =0

unauthbinds =0

supportedfeatures = 1.3.6.1.4.1.4203.1.5.1
supportedfeatures = 2.16.840.1.113719.1.27.99.1

outbytes = 22058038
compareops =0
modifyentryops = 369
wholesubtreesearchops = 154
readops = 587

supportedextension = 2.16.840.1.113719.1.148.100.1
supportedextension = 2.16.840.1.113719.1.148.100.3
supportedextension =2.16.840.1.113719.1.148.100.5
supportedextension =2.16.840.1.113719.1.148.100.7
supportedextension = 2.16.840.1.113719.1.148.100.9
supportedextension = 2.16.840.1.113719.1.148.100.11
supportedextension = 2.16.840.1.113719.1.148.100.13
supportedextension = 2.16.840.1.113719.1.148.100.15
supportedextension = 2.16.840.1.113719.1.148.100.17
supportedextension = 2.16.840.1.113719.1.39.42.100.1
supportedextension = 2.16.840.1.113719.1.39.42.100.3
supportedextension = 2.16.840.1.113719.1.39.42.100.5
supportedextension = 2.16.840.1.113719.1.39.42.100.7
supportedextension = 2.16.840.1.113719.1.39.42.100.9
supportedextension = 2.16.840.1.113719.1.39.42.100.11
supportedextension = 2.16.840.1.113719.1.39.42.100.13
supportedextension = 2.16.840.1.113719.1.39.42.100.15
supportedextension = 2.16.840.1.113719.1.39.42.100.17
supportedextension = 2.16.840.1.113719.1.39.42.100.19
supportedextension = 2.16.840.1.113719.1.39.42.100.21
supportedextension = 2.16.840.1.113719.1.39.42.100.23
supportedextension = 2.16.840.1.113719.1.39.42.100.25
supportedextension = 2.16.840.1.113719.1.27.100.1
supportedextension = 2.16.840.1.113719.1.27.100.3
supportedextension = 2.16.840.1.113719.1.27.100.5
supportedextension = 2.16.840.1.113719.1.27.100.7
supportedextension = 2.16.840.1.113719.1.27.100.11



supportedextension = 2.16.840.1.113719.1.27.100.13
supportedextension = 2.16.840.1.113719.1.27.100.15
supportedextension = 2.16.840.1.113719.1.27.100.17
supportedextension = 2.16.840.1.113719.1.27.100.19
supportedextension = 2.16.840.1.113719.1.27.100.21
supportedextension = 2.16.840.1.113719.1.27.100.23
supportedextension = 2.16.840.1.113719.1.27.100.25
supportedextension = 2.16.840.1.113719.1.27.100.27
supportedextension = 2.16.840.1.113719.1.27.100.29
supportedextension = 2.16.840.1.113719.1.27.100.31
supportedextension = 2.16.840.1.113719.1.27.100.33
supportedextension = 2.16.840.1.113719.1.27.100.35
supportedextension = 2.16.840.1.113719.1.27.100.37
supportedextension = 2.16.840.1.113719.1.27.100.39
supportedextension = 2.16.840.1.113719.1.27.100.41
supportedextension = 2.16.840.1.113719.1.27.100.96
supportedextension = 2.16.840.1.113719.1.27.100.98
supportedextension = 2.16.840.1.113719.1.27.100.101
supportedextension = 2.16.840.1.113719.1.27.100.103
supportedextension = 2.16.840.1.113719.1.142.100.1
supportedextension = 2.16.840.1.113719.1.142.100.4
supportedextension = 2.16.840.1.113719.1.142.100.6
supportedextension = 2.16.840.1.113719.1.27.100.9
supportedextension = 2.16.840.1.113719.1.27.100.43
supportedextension = 2.16.840.1.113719.1.27.100.45
supportedextension = 2.16.840.1.113719.1.27.100.47
supportedextension = 2.16.840.1.113719.1.27.100.49
supportedextension = 2.16.840.1.113719.1.27.100.51
supportedextension =2.16.840.1.113719.1.27.100.53
supportedextension = 2.16.840.1.113719.1.27.100.55
supportedextension = 1.3.6.1.4.1.1466.20037
supportedextension = 2.16.840.1.113719.1.27.100.79
supportedextension = 2.16.840.1.113719.1.27.100.84
supportedextension =2.16.840.1.113719.1.27.103.1
supportedextension = 2.16.840.1.113719.1.27.103.2

simpleauthbinds = 920

directorytreename = OESTREE

listops =0

referralsreturned = 0

securityerrors = 142

supportedgroupingtypes = 2.16.840.1.113719.1.27.103.8

repupdatesout =0

supportedsasimechanisms = NMAS_LOGIN

vendorversion = LDAP Agent for NetlQ eDirectory 8.8 SP8 (20804.02)

subschemasubentry = cn=schema

strongauthbinds =0

repupdatesin = 0



dsaname = cn=linux-61w4,0=novell
onelevelsearchops =0

inops = 4387

modifyrdnops =0

searchops =741

supportedcontrol = 2.16.840.1.113719.1.27.101.6
supportedcontrol = 2.16.840.1.113719.1.27.101.5
supportedcontrol = 1.2.840.113556.1.4.319
supportedcontrol = 2.16.840.1.113730.3.4.3
supportedcontrol = 2.16.840.1.113730.3.4.2
supportedcontrol = 2.16.840.1.113719.1.27.103.7
supportedcontrol =2.16.840.1.113719.1.27.101.40
supportedcontrol =2.16.840.1.113719.1.27.101.41
supportedcontrol = 1.2.840.113556.1.4.1413
supportedcontrol = 1.2.840.113556.1.4.805
abandonops =0

vendorname = NetlQ Corporation

inbytes = 141561

addentryops =0

bindsecurityerrors = 26

supportedldapversion = 2
supportedldapversion = 3

extendedops = 68

removeentryops = 0
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