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How To
Update Firmware on Hirschmann Switches

This manual is only intended for use with Hirschmann Platform devices:

e RS20/30/40

e RSR20/30

e MS20/30

e PowerMICE

e MACH100/1000/4000
e OCTOPUS
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1. Update firmware using HiView

1.1. Open HiView

Open HiView and type the IP address of the switch into the URL field and press Enter. If you
do not have HiView, download the latest version from the Hirschmann US FTP site.

ftp: //ftp.hirschmann-usa.com/INET-IndustrialNetworking/Software /HiView/

Once the device has loaded, a login screen appears.

& Hiview - Hiview.hvw

File Devices Preferences Help

q MAGCH Rugged Switch
http://192.168.3.254

@ http://192.168.3.254 MACH Rugged Switch - Hiliew

(h) HIRSCHMANN

Automation and Control

e

(% 192 168.3.254 E s

MACH Rugged Switch

Login facmin| i I

Password I zzzzzz

Language IEngIlsh ﬂ

To be able to upload new firmware, log in with administrative rights. For a new switch, use
the default values of:

Login: admin (=default)
Password: private (=default)
Language: English

After a successful login, HiView opens the “Basic Settings > System” page. The “Basic

Module” field shows the model of the switch that is targeted for update (MACH1040 in this
instance).
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ftp://ftp.hirschmann-usa.com/INET-IndustrialNetworking/Software/HiView/

File Tools

@ http:{/192.168.3.254 MACH Rugged Switch - HiView

=10l x|

ettings

B .‘.:f Basic 5

Software
EI Port Configuration
@ Power over Ethernet
H Load/Save

@ system

(h) HIRSCHMANN

r Device Status

Alarm Start Time

Alarm Reason

[]---9 Security
[]"‘Q;) Time r Device View
- Switching
[]__? QoS/Priority Combo 1 Combo 3 Combo 5 Combo 7 Comb_\o 8 Combo 11 Combo 13 Combo 15
EJ"% Redundancy EI EI EI EI EI EI EI EI
-8 Dagnostecs ] o = o = o = ]
(¢ Advanced Combo2 Combos®  ComboB Combo8  Combo 10 Combo 12 Combo 14 Combo 16
&) Help
r System Data
Name JacH-372636
Location IHirschmann MACH
Contact IHirschmann Automation and Control GmbH
Basic Module II-1AR1G¢G-¢C¢C-‘-C¢CEEEESl-1L1HPHH HW:1.10
Power Supply 1/2 Ipreeent.-' failed
Uptime |27 day(s), 20:48:54
Temperature (*C} J. ID_ I? T IT
Set | Reload | @ Help |
Reloading Data in 47 = m
1.2. Upload new software

If you do not already have the firmware you wish to load, download the appropriate version
from the Hirschmann US FTP site.

ftp://ftp.hirschmann-usa.com/INET-IndustrialNetworking/Firmware/

The download package will be a ZIP archive, so extract the archive to see its contents. The
package contains several different files; it is crucial to select the correct one. On the “Basic
Settings > Software” page, note the “Running Version” of software. Note whether the
software is Layer 2 (L2) or Layer 3 (L3), as well as whether it is Enhanced (E) or
Professional (P). In our case, the switch is running L2P, or Layer 2-Professional.
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ftp://ftp.hirschmann-usa.com/INET-IndustrialNetworking/Firmware/

@ http:/[192.168.3.254 MACH Rugged Switch - HiView =10l
Fie Tools

El-¥ Basic Settings
vor - HIRSCHMANN
2 i i Software @
%l Port Configuration r Version
Power over Ethemel || ooy version [L2p-08.0.05 20140505 15:02
Load/Save
@ Restart Running Version ILZP—DS.D.DE- 2014-05-05 15:02
[]---3 Security
[]--‘\") Time Backup Version IL2P—DT.1.02 201M2-03-26 18:11 Restore
[]--? Switching
- B QoSiPriority [ tftp Software Update
- Redundancy .
[]__% Diagnostics Type (% Firmware { Bootcode
B-,¢ Advanced
[]..._@ Help URL Itﬂp:ﬂ192.163.1.1ﬂﬂrprnduc1.|'pru-duc1.hin Update |
w Update
File I | Update |
Reload | @ Help |

Click the “...” button in the “Software Update” section.

A file selection window pops up. Search for and select the correct firmware file for the
switch. With the file selected, click “Open”.

[@open x|

Look in: | || MACH1000GE LI 2 2 -

& m1000gel 3P

Desktop

My Documents

Computer

File name:  [m1000geL2P.bin Open

L Fiesottype: [image =] ﬂl

The full file path is automatically added to the File field.
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@ http:/ /192.168.3.254 MACH Rugged Switch - HiView

= [

@ Software

(h) HIRSCHMANN

~Version

Stored Version |L2P—E|B.D.DS 2014-05-05 15:02

Running Version |L2P—E|B.D.DS 2014-05-05 15:02

Backup Version |L2P—EI7.1 .02 2012-03-26 18:11

_resiore_|

~titp Update

Type ¥ Firmware ¢ Bootcode

URL Itﬂp:ﬂ192.163.1 .100/preduct/product. bin

Update

File: IC:\UserS\IN S\Downloads\Web_MACH1000GE_0800T\WMACH1000GE\M1000gel 2P bin

_Reosa_|

Start the update process by clicking the “Update” button.

During the file upload, the window is grayed out, and a “Please wait ...”

shown.

pop-up message is

@ http://192.168.3.254 MACH Rugged Switch - HiView

o

\\\\\\\\\\

S \\\\\§\
\\\\\\\\\
\\\\\\\\

\\ \\\\\\ \\\\\

\\\\\\\\\\Q\‘\‘\Q
e

Wait until the “Please wait ...” window is replaced with an “Update completed successfully.”

popup.
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@ http://192.168.3.254 MACH Rugged Switch - HiView

.

S

R

\\\\\\\\§§\\\\\\\Q§§

.

\

i

N\
.
-

. @ N — m

\
.

T

S
o
\\\\\\\\\\\\\\\\\\§

Confirm with “OK”.

Click on “Reload” to check the “Stored and Running Version”.

1.3. Activate the new firmware
A “Cold Start” is required to activate the newly uploaded firmware.

WARNING: Initiating a Cold Start will reboot the switch and impact the network! This
should only be done at a time when a brief switch outage is acceptable.

Go to the “Basic Settings > Restart” page and click on “Cold Start”.

@ http://192.168.3.254 MACH Rugged Switch - HiView I [=]
Fie Tools
E=-%f Basic Settings
§o () HIRSCHMANN
Q Network
-~y Software < Restart
-l Port Configuration
&3 Power over Ethernet Restart
H Load/Save Cold start... | Warm start... |
=
I:I---a Security - R I |
[]__® Time Restart in (hh:mm:ss) |- Interrupt
E]--? Switching
[H-@ QoSiPriority Reset MAC Address Table
[#- Redundancy
[#- Diagnostics ARP Table
B3¢ Advanced t 4 |
-4 Help Reset port counters
Delete Log File |
Reload | @ Help |

Confirm with “OK”.
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=10l

&
Resirt k\\ \
e §

Ll

The session may be reloaded by going to “File > Login screen” menu after about 2 minutes.

Go to the “Basic Settings > Software” page to ensure both the Stored and Running Versions
show the latest firmware version
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http://192.168.3.254 MACH Rugged Switch - HiView - |EI|1|
File Tools

=% Basic Settings

& Software @

Port Configuration r Version 1=

Power over EEMel | oiored version [L2p-08.0.07 2014-10-30 03:43

Load/Save

5 Restart Running Version |L2P-1]8.D.D7 2014-10-30 09:43

[]---3 Security
[]--‘\") Time Backup Version |L2P—DS.D.DE- 2014-05-05 15:02 Restore
[]--? Switching
- @ QoS/Priority titp Update
- Redundancy .
[]__% Diagnostics Type (% Firmware ¢ Bootcode
¢ Advanced
[]..._@ Help URL Itﬂp:ﬂ192.163.1.1DDrpruducUprnduct.hin Update

|' Update
— |
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2. Update firmware using TFTP

2.1. Prepare TFTP Server

For a TFTP update, a TFTP server is required to store the firmware file. TFTP stands for
Trivial File Transfer Protocol.

In this document, the freeware program “Tftpd32” or “Tftpd64”- from Ph. Jounin, a free
download from http://tftpd32.jounin.net/ - is used to run a TFTP server on the PC where
the firmware file is located.

If you do not already have the firmware you wish to load, please see Section 1.2 for
download details.

Start the “tftpd32.exe” (or “tftpd64.exe”) program.

"z Tftpd64 by Ph. Jounin =10 =]

Current Directary | owhilo FACHIO00GE 081 AACHT000GE | Erowsze |
Server interfaces |‘|E|2.‘I £B8.3.93 Qualcarnm Atheras ARE1E1/8165 PCI-E Gigabj Show Dir |
Thp Server | Titp Client | Spslog server I Log viewwer I
peer | file | ztart time | prugressl l:u_l.Jtesl h:utal| timen... |
About | Settings | Help I

If your PC has multiple network cards, be sure to select the correct “Server interface” - the
IP address should be in the same subnet as the switch.

Change the “Current Directory” to the folder where the firmware file can be found. You can
use the “Browse” button to accomplish this.

Page 9 of 17


http://tftpd32.jounin.net/

" Browse For Folder x|

iz Contacts =
pm Desktop
= | 4§ Downloads
= . Web_MACH1000GE_03007
. MACH1000GE

s Favorites
# Links
| My Documents —
! My Music
=| My Pictures -
Folder: IMACH 1000GE

Make New Folder | oK I Cancel |

A

Search for the folder that contains the “.bin” file for the update.
Confirm with “OK”.

To be sure the desired firmware file is available in the selected directory; click “Show Dir” in
the main program window.

d
him& R C.mib 117262011 13711 -
hrndheps. mib 4/18/201328673
D P P rib 11425/2011 23380
HHIOMODULE-SHMP-MIB. mibs 9/27/2012
L LD P. riby 11425/2011 3343
bR . ik 11/425/2011 33852
hmPlatformd. mib 10411/2M3 133763
hmPlatformdbd cast. mib 11/25/2011 20736
himPlatform4Q oz, mib 4432013 B3590 LI

coy | o

Minimize the TFTP server window (do not close the TFTP server program).

2.2. Start TFTP update from telnet
Setup a TFTP server as described in Section 2.1.

Start a telnet session using your favorite application (e.g. HyperTerminal, PuTTY, etc.).

In our example the TFTP server has the IP address 192.168.3.99, and the switch has the [P
address 192.168.3.2. The following graphic shows a sample telnet session. Required input
and user command examples are marked in red.

WARNING: Initiating a Cold Start will reboot the switch and impact the network! This
should only be done at a time when a brief switch outage is acceptable.
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F PuTTY (imactive) —%

Copyright (c) 2004-2014 Hirschmann Automation and Control GmbH
211 rights reserved
MACH Release LZP-08.0.05

(Build date 2014-05-05 15:02)

System Name: MACH-3T72676
Mgmt-IF : 192.168.3.2
Base-MAC : EC:E5:55:37:26:76
System Time: 2014-02-15 00:13:57

(Hirschmann MACH) User: admin (=default)
Joser:admin Password: private (=default)

Password: ¥##*&%x%

JHCTE: Enter '?' for Command Help. Command help displays all options

that are wvalid for the 'normal' command forms of that particular mode.
For a list of valid 'no' command forms for that mode, enter the help
command 'mo ?'. For the syntax of a particular command form, please
consult the documentation.

(Hirschmann MACH) >enable 9

(Hirschmann MACH) #copy tftp://192.168.3.99/ml000gel2P.bin system:image e

| s L T T TFTF

Set TFIP Server IP....... .ttt nnsnnnnnssnnn 192.168.3.99
1 = o« S

TEFTP Filemame. ... .vaauuumennencnssnsnsnnnnsssnnn ml1000gel2P.bin
= = T 1 Code

Hanagement access Will be blocked for the duration of the transfer.

Lre you sure you want to start? (v/n) v o

fHote: A software or config update has been started. The Command Line
Interface will be blocked until the file transfer completes.

TFIP code transfer starting 6 Chis will take some time. To check progress see Section 2.3. |

TFTP receive complete... storing in Flash File System...

File transfer operation completed successfully.

{Hirschmann MACH} #reboot e

Lre you sure you would like to reset (cold start) the system? (y/n) ye

Press Ente
System will now restart (cold start) !I

The switch reboots, and the telnet session is interrupted.

To check the results of the upgrade and for further configuration, log in to the switch using
HiView after about 2 minutes.
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2.3. Monitor TFTP-upload process

During the upload, the progress can be monitored by viewing the Tftpd program window.

i
(=TT =Tt VTS - .2 [ M 5 D wnloadsiwfelb MACH1000GE 08007 \ACH1000GE Browse I
Server interfaces I 132.168.3.59 Bualcomm Athero: ARE161/8165 PCI-E Gigabj Show Dir I
Thp Server | Titp Client | Syzlog server I Log viewer I
peer | file: | zkart kime | progress | bytez | total | timeo... |
152168327700 <Am1000gel2P... 135402 25% 1784832 7131542 56

" 2. \m1000geL2P.bin to 192.16 x|

File size:: 7131542
17848352 Bytes zent 27888 Bytez/sec

About | Settings I Help

Both the “Tftp Server” and “Log viewer” tabs contain progress information.

" Thtpd64 by Ph. Jounin _|_|- m| EI
Current Directory (RIS Rl R R e feb MACHT000GE 080075\MaCHT000GE Browse I
Server interfaces |1E|2.'I £A.3.99 [ualcomm stheroz ARE1E61 /8165 PCI-E Gigahj | Shawe Dir I
- Thtp Server I Titp Client I Syzlog server  LOQ viewer
Ack block 2818 ignored [received twice] [12/03 13:54:53 272] ﬂ

Ack block 3074 ignored [received bwice] [12/03 13:54:58.702]
Ak block 3330 ignored [received twice] [12/03 135503 279]
Ack block 3586 ignored [received bwice] [12/03 13:55:08.925]
Ak block 3842 ignored [received twice] [12/02 1365132 366]
Ak block 4098 anared [receirved bwce) [12/03 1235518.917]
Ak block 4354 ignored [received twice) [12/02 12365232 379]
Ak block 4610 gnared [received bwce) [12/03 135528 976]
Ak block 4868 ignored [received twice] [12/02 123:55:34.505]
Ak block 5127 ignored [received twice] [12/03 135540 002]
Ak block 5378 ignored [received twice] [12/03 123:65:44. 448]

Ak block 5634 ignored [received twice] [12/03 135549 936] ;I
Clear | Copy |
About I Sethngz | Help I

After the file is completely transferred, it still takes some time to write the software file to
flash.
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3. Update firmware using ACA21

3.1. Manual update
This method requires an ACA21 or any other compatible USB-stick, and local serial
communication through the V24-connector.

Preparation

If you do not already have the firmware you wish to load, please see Section 1.2 for
download details.

The desired firmware .bin file must be copied to the root directory of the USB. If it is placed
in a subfolder, the switch will not recognize it.

Plug the USB-stick into the switch you want to update.
Connect the V24 socket with the XMODEM cable to your PC.
Open a terminal session (V24.ht) with a HyperTerminal program.

Press Return to connect to the switch.

& W24 - HyperTerminal
Detei Besrbsiten  Arsicht  Anrufen  Obertragurg 7

D & & «DF i

Copyright (c) 2006-2010 Hirschmann Automation and Control GmbH
All rights reserved
Railswitch Release L2P-06.0.02
{Build date 2018-12-88 89:42)

Svystem Mame: RS-47ADSD

Hamt-IP : 192.168.2.125
Base-HAC : 0D:80:63:47:AD:5%D
System Time: 2011-81-07 04:22:08

User:

1€

Verbundsn 00:00:57 Auto-Erksnn, S600 8- RF Ut
i Start [l ] ) 192,168.2, 125 Raib.. . £ .24 « HyperTes mina DE | N T

Update process
Pull the power plug to shut down the switch.

Put the power plug back in to boot the switch
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Attention: quickly press “1” after the reboot (30 sec span) to cause the “System Monitor”

menu to appear.

« ¥.24 - HyperTerminal
Datsl Bearbakan Anscht Anrufen Ubertragung 7

D& = 3 OB &

| 3

System Monitor 1
{Selected 08: L2P-06.0.02-FINAL (2010-12-08 09:42))

Select Boot Operating System
Update Operating Svstem

Start Selected Operating Svstem
End (reset and reboot)

Erase main configuration file
Show Bootcode information

[T P LY ST

sysMonl> _

werbunden 00:01:32 Aino-Erkenn. 9600 8-N-1

T3} Dokument - Micrascf. .

74 Start e g o ') 192.168.2.125 Raiks. .. & V.24 - HyparTarminal

Select “Update Operating System” by typing “2”.

# V.24 - HyperTerminal
Datei  Bearbeiten Ansicht  Arrufen  Ubertragung 7

D &8 «DE &

Update Operating System from USB or KXMODEM
Enter filename {press [RETURN] for XMODEM): /usb®/rsl2p.bin

Yerbunden 01:11:12 ANSTW SE00 8-N-1
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Complete the line with the path to the firmware file name and location.
Add /usb0/{ firmware file name .bin }

In our example /usb0/rsl2p.bin

Confirm 2 times by pressing “Return”.

The firmware file is then uploaded, checked for errors, written to flash, and checked again.

& V.24 - HyperTerminal

Datei  Bearbeiten Anskcht  Annfen Ubertragung 7
0& 3 Nl
Update Operating Sustem from USB or XMODEM .

Enter filename (press [RETURN] for KMODEM): /usb®/rsl12p.bin
Press [RETURN] to start the update
Press [ESC] to cancel the update

<INFO>: 08 ID: 99, assigned file name: fusb@/rsl2?p.bin
<INF0>: Read 256 bytes of os header data from /usb@/rsl2p.bin
<INFO>: Using buffer of 262144 bvtes, max 16167652

<INFO>: 0S8 image /usb@/rs12p.bin passed all tests (checksum Bx540elfaa)
<INFO>: Now trying to write 03 image to flash memory

<INFO>: 0S ID: 99, assigned file name in Flash memory: /flash/os_bak.bin
<INFO>: HWriting 0S image to flash memory, in 75 chunks of max. 65536 bytes
CINFO>: 08 image written to flash, now testing checksum. ..

<INFO>: Using buffer of 262144 bytes, max 16167924

<INF0>: Header data and Image Checksum (0x540elfaa) in Flash memory are correct
<INFO>: SUCCESS: 05 image was updated

Hit any kev to continue._

Verbunden 00:03:44

Only after the statement “Hit any key to continue” appears, the file has been transferred
successfully.

Hit any key to continue. The System Monitor menu will reappear.
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« ¥.24 - HyperTerminal

Datsl Bearbakan Anscht Ancufen Ubsrtragung 7

0@ & Dp =

System Monitor 1

(Selected 0S: L2P-06.0.02-FINAL (2010-12-88 09:42))

Select Boot Operating System
Update Operating System

Start Selected Operating System
End (reset and reboot)

Erase main configuration file
Show Bootcode information

[=aT S bt e Rt T o

sysMonl> _

£

Verbunden 00:01:32 Auito-Erkenn. 9600 8-N-1 UM

209 71 192.166.2. 125 Raib... & V.24 - HyparTerminal B} Dokument] - Microsof .. m|hgfh7754§mm

Choose “4 End (reset and reboot)” by pressing “4“. The switch will reboot. This completes
the update process.

You can now close all program, disconnect the XMODEM cable and the ACA21 USB-stick.
To check the results of the upgrade and for further configuration, log in to the switch using
HiView.

3.2. Automatic update

This method only works if the running firmware is v6.x or higher.

If you do not already have the firmware you wish to load, please see Section 1.2 for
download details.

The desired firmware .bin file must be copied to the root directory of the USB. If it is placed
in a subfolder, the switch will not recognize it. The update will be executed even if the
version on the stick is older than the current running version.

Name the file according to the device and software variant (e.g. “rsL2P.bin” for an RS20).
This operation is case sensitive.

Create an additional empty file in the root directory of the USB-stick and name it
“autoupdate.txt”.

Page 16 of 17



= 4CA21-USB (E:) =

Datei Bearbeten Ansicht Favoriten Extras 7 ,',"
\ . %) - -
Zuriich rwart Aufwérts  Suchen  Ordner  Ansichten
Adresse |&e E:\ v Wechseln 2u
@ autoupdate. txt
bl

Plug the USB-stick into the switch targeted for update and reboot it.
The switch will automatically update and perform a Cold Start afterwards.

To check the results of the upgrade and for further configuration, log in to the switch using
HiView.
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