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1.1
HiPER
® PPPoE Point-to-Point Protocol over Ethernet
® L2TP Layer Two Tunneling Protocol IETF

® PPTP Point-to-Point Tunneling Protocol

HiPER PPPoE PPPoE L2TP/PPTP
HiPER PPPoE L2TP/PPTP
L2TP/PPTP
1.2 PPP
PPPoOE L2TP/PPTP PPP Point to Point Protocol
PPP
PPP PPP
IP IPX NETBEUI PPP PPP
PPP PPP HiPER PPP
PPP RFC 1661 RFC 1994 RFC 1990 RFC 1974
RFC 1334
1.2.1 PPP

PPP
® LCP Link Control Protocol

® NCP Network Control Protocol

° PAP CHAP
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1.22 PPP

LC Pl E el

Establish

Terminate

Authenticate

1-1 PPP
® Dead
® Establish

® Authenticate
PAP
Down
® Network

® Terminate

NCP PPP

1.23 PPP

HiPER

: MNetwork |

1-1 PPP
PPP

Establish

PPP LCP
LCP LCP Opened
CHAP
Terminate LCP
Network
PPP Establish
IP IPCP
PPP
PPP Down
LCP
PAP CHAP MS-CHAP PPP

® PAP Password Authentication Protocol
® CHAP Challenge Handshake Authentication Protocol
® MS-CHAP Microsoft- Challenge Handshake A uthentication Protocol

1231 PAP
PAP  PPP
PAP PPP

PAP

PAP



UTT Technologies 1

[ ) B A B

PAP

1232 CHAP

CHAP  PPP

CHAP

() B A A

B
® B MD5
A
o A B
MD5
A B A
CHAP

PAP CHAP
1.2.3.3 MS-CHAP

MS-CHAP PPP CHAP

MS-CHAP
MPPE MS-CHAP HIiPER  Mircrosoft Windows
CHAP

1.3
1.3.1

HiPER “ connection”
1.3.2

“ " ptpdial PPPOE
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L2TP/PPTP “ 8
PPPoE L2TP/PPTP “ §
ptpdial “ " ptp
PPPoE L2TP/PPTP
HiPER
1-2

B R P R R

THER R
1-2
133 |P
“ ip addressremoteip”
IP “ ip address remotemask”
3.3.10 3.4.6
PPPOE “ ip addressremoteip” “ ip address
remotemask” 0.0.0.0
“ " ptpdia “ " Down
“ " ptp “ " Up HiPER
show ip routetable
L2TP/PPTP “Ifld”
‘ ptpdial0” “ ” “ Cost” “ Met”
“ " CIfld” * ptpx”
‘ Cost” “ Met”
1-3 L2TP/PPTP
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| AR TORL:

hiper% show ip route table
Ipiddr sMask Gulphddr
AetiveRoutes:

192.165.1.0/24 192.165.1. 0
192.168.1.0/32 192, 1658.1.0

IfId

] Bl

Flag

Cost Met TUsze

Age

luga
luha

IEIEPER , DR
T FRER T B

| R ThiT
hiper% show ip route table
Ipiddr /Mask GulIpiddr I£14 Flag Cost Met Use Age
ActiveRoutes:
192.1658.1.0/24 10.10.10.10 Tug 9335
192.165.1.0/32 10.10.10.10 9335
N EESI, BT
1-3 IP ——L2TP/PPTP
PPPoE “Ifld
13 ptpdi aI 0” 13 ” 13 Coaﬂ 13 M all
13 Ifl d” 13 ptpxll 13 ” “ Cogll 13 M q”
13 ” “ FI %ll
- 1-4 PPPoE
it PPPOE “ line dialoutSpoof” “ No”
229
1] Ifl d” 13 ptpx'” 13 Cosﬂ 13 M et”
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0.0.0.0/0 -

| FEFERY ThAT:

hiper% show ip route table

Ipbaddr /Maszsk GwIpliddr IfId Flag

ActiveRoutes:

] Bl

| EER TG

hiper% show ip route table

Ipdddr/Mask GwIpiddr IfId Flag

ActiwveRoutes:

IEIEPER , DR
T FRER T B

Cost Het TUze

IERAEI, BT
T AER T BEE

Age

o.0.0.0/70 7337 7Iav
o.0.0.070 26 7795
1-4 P ——PPPoE
1.4 HIPER
1.4.1
HiPER PPPOE L2TP/IPPTP
dial first
1.4.2 PPPoOE
PPPOE eth2 WAN
HiPER LAN  WAN  WAN2/DMZ 4
6 2232
PPPOE
° ethl LAN 4
° eth? WAN 5
° eth3 WAN2 6
° PPPOE
& L2TP/PPTP IP
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143

HiPER PPPOE L2TP/PPTP

d HiPER
HiPER

HiPER

14.4

HiPER

® dial idleTimeout
HiPER 0

o dial sessionTimeout
! " HIiPER

& HiPER

HiPER

145

HiPER PPPOE L2TP/PPTP

g dial dialTimeRange

g dial callTimeRange « "
‘ " HIiPER
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146 LQM
LOM Link Quality Monitoring
LQM RFC 1333

HiPER

“ Igm

® Igm encapsigm min
® Igm encaps lgm max

HiPER Igm

PPP

HiPER

”

“ Igm

“ Igm
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2 PPPOE

2.1 PPPoE
2.1.1 PPPoOE

PPPOE Point-to-Point Protocol over Ethernet

Access Concentrator
PPPoE Client/Server / PPP
PPPoE RFC 2516

2.1.2 PPPoE

PPPOE Discovery PPP PPP Session
2121

PPPoE
MAC PPPoE Session ID
MAC
PPPOE
2122 PPP
PPP PPP
PPP PPP PPPOE PPPOE
2.1.2.3 PPPoOE
PPPoE PPP PPP PPP
PPPOE PADT PPPoE Active Discovery Terminate
PPPoOE

2.1.3 PPPoE

PPPOE  ADSL ADSL

10
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Internet PPPOE HiPER PPPOE
HiPER PPPOE HiPER
ADSL PC PPPOE
& NAT
2.2 PPPoE

HiPEE PPPoE

o PPPoOE
[ ]
[ ]
o PPP
o PPP
o / PPPOE
o PPPoOE
o MRU MTU
[ ]
[ ]
[ ]
o Igm
[ ]
o / PPPoOE
o PPPoOE
221 PPPoE
PPPoE
2-1
PPPoE new connection/conn-name
“ conn-name” PPPoE
2-1 PPPoE
2.2.2

2-2

1
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2  PPPoE

PPPoE set connection/conn-name description description
“ description”
2-2  PPPOE
2.2.3
2231
14.1 PPPoE dial first
2-3
PPPoE set connection/conn-name dial first dial-num
“ dial first”
2-3 PPPoE
2.2.3.2
PPPoE eth2 WAN
LAN WAN WAN2/DMZ 4 5 6
2-4 25
set system dialer Group enabled
set system dialer Group disabled
“ dialerGroup” “ disabled”
2-4 /

LAN set interface ethernet/1 dialer Group 4
WAN set interface ethernet/2 dialer Group 5
WAN2/DMZ set interface ethernet/3 dialer Group 6

“ dialerGroup” 0

2-5
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2  PPPoE

PPPoE
(] ethl LAN 4
(] eth2 WAN 5
° eth3 WAN2 6
(] PPPoE
224 PPP
PPPoE PPP PPP
PPPoE PPP PPP
2-6
PPPoE PPP set connection/conn-name encaps type ppp
“ encapstype” “ ppp”
2-6  PPPoOE PPP
2.2.5 PPP
HiPER PPPoE PPPoE PPP
® None PPP
® PAP
® CHAP
® MSCHAP
PAP CHAP MS-CHAP PPP
PPP
2-7
PPP set connection/conn-name encaps send authtype { None | PAP
| CHAP|MS-CHAP}
PPP set connection/conn-name encaps send hame ppp-name
PPP set connection/conn-name encaps send pw ppp-password
“ send authtype’ PAP “ send name” “ send pw”
2-7 PPP ——PPPoE

13
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2.2.6 / PPPoE
PPPoE
PPP PPPoE PPPoE
PPPoE PPPoE
2-8
PPPoE set connection/conn-name pppoe type client
PPPoE set connection/conn-name pppoe type disabled
“ pppoetype’ “ disabled”

2-8 / PPPoE

2.2.7 PPPoE
PPPoE ISP ISP PPPoE
PPPoE
ISP
PPPoE PPPoE ISP
PPPoE ISP
2-9
PPPoE set connection/conn-name pppoe servicename servicename
PPPoE Set connection/conn-name pppoe Server name servername
“ pppoeservicename”  “ pppoe servername’
2-9 PPPoE
2.2.8 MRU MTU
MRU
MTU  HIiPER PPPoE MRU MTU 1524
PPPoE HIPER
2-10
PPPoE set connection/conn-name encaps mru mru-size
PPPoE set connection/conn-name encaps mtu mtu-size

14
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“ encapsmru” “ encapsmtu” 1524

2-10 MRU  MTU——-PPPOE

2.2.9
143 HIiPER PPPoE
(] PPPoE HiPER
HIPER PPPoE
(] PPPoE
HiPER PPPoE
(] PPPoE
PPPOE “ line calltype” “ line
dialout Spoof” 2-11
line calltype AO/Switched | Switched Switched
line dialout Spoof Yes Yes No
2-11 PPPoE
2-12
set connection/conn-name line calltype AO/Switched
set connection/conn-name line dialoutspoof Yes
set connection/conn-name line calltype Switched
set connection/conn-name line dialoutspoof Yes
set connection/conn-name line calltype Switched
set connection/conn-name line dialoutspoof No
“ line calltype” “ Switched” “ line dialoutspoof” “ No”
2-12 PPPoOE
2.2.10
144 PPPOE
o dial idleTimeout PPPOE
PPPoE “
" HIiPER 0

15
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) dial sessionTimeout PPPoE
“ " HIPER
0
2-13
PPPOE set connection/conn-name dial idleTimeout idle-time
PPPoE set connection/conn-name dial sessionTimeout session-time
“ dial idleTimeout” 120 “ dial sessionTimeout” 0
2-13 ——PPPoE
& PPPOE
PPPoE
HiPER
2.2.11
145 PPPoE
° dial dialTimeRange PPPoE
PPPoE
] dial callTimeRange PPPoE PPPoOE
PPPoE HiPER
2-14
PPPoE set connection/conn-name dial dialTimeRange time-name
PPPoE set connection/conn-name dial call TimeRange time-name
“ dial dialTimeRange” “ dial callTimeRange”
2-14 ——PPPOE
@& “ time-name”
HiPER CLI —_— 4
2.2.12 Igm
1.4.6 PPPOE Igm “ Igm
” 13 |qm ”
® Igm encaps lgm min Igm

16
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® Igm encapslgmmax  Igm
Igm PPPoE HiPER “ Igm "
PPPOE Igm “ Igm ”
2-15
/ Igm set connection/conn-name encaps lgm active { yes| no}
Ilgm set connection/conn-name encaps lgm min lgnm+interval
lgm set connection/conn-name encaps lgm max lgm-period
“ encapslgm active” “ yes’ Igm
“ encapsigm min”  “ encapslgm max” 1000 15000
2-15 Igm ——PPPoE
2.2.13
PPPoE
HIPER E— 5
2-16
set connection/conn-nameip preference up uppref
set connection/conn-name ip preference down downpref
“ ip preferenceup”  “ ip preference down” 60 120
2-16 ——PPPOE
2.2.14 / PPPoE
PPPoE PPPoE
CLI
PPPoE
2-17

17
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PPPoE set connection/conn-name enabled yes
PPPoE set connection/conn-name enabled no
“ enabled” “ yes PPPoE
2-17 / PPPoE
2.2.15 PPPoE
PPPoE HiPER
PPPoE
2-18
PPPoE delete connection/conn-name
PPPoE “ conn-name” PPPoOE
2-18 PPPoE
2.3 PPPoE
PPPoE
PPPoE
2-19

dial connection/conn-name

hangup connection/conn-name

hangup

2-19 PPPoE

24 PPPoE

18
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2.4.1 PPPoE
2411 PPPoE
1.
HiPER PPPoE
2-20
PPPoE show session history
2-20 PPPoE
2. PPPOE
2-21 show session history PPPOE
Outgoing Call @61:1-1 61
Call Connected, on Linel, on Channel 0 IP
PPPoE Up 00:0c:f8:f9:66:c6 PPPoE MAC 00:0c:f8:9:66:c6
Session Up [X] [x]
Outgoing Call @61:1-1
Call Terminated @clearSession: 1
Session down [x] [x]
PPPoE
2-21 PPPoE
3.
2-1 PPPoE
hiper% show session history
21:57:53 Outgoing Call @51:72-75Z24
21: 57153 Call Connected , on Line 1, on Channel 0O
2157153 FPPPoE Up 00:90:1la:40:3a:55
2157153 Segzion Up PPPOE

2-1 PPPoE

19
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24.1.2 PPPoE
1.
HIiPER PPPoE PPPoE
2-22
PPPoE show session userinfo
PPPOE L2TP PPTP PPPoE
2-22 PPPoE
2.
2-2 PPPoE PPPoE

hiper% show session userinfo

dir proffuser callid port chan tx rM 3rV addreszs
1 PPPOE/ads0062718 1 0:- 211 nfa nfa PPPoOE Z22Z2.64,20.124
Total Active users: l, high 1
2-2 PPPoE _
3.
2-2 PPPoE
® dir 0] I PPPoE HiPER PPPoE
O

® prof/fuser prof user

® cdlid show session callinfo calid

® gv PPPoE PPPoE PPPoE

® address PPPoE ISP IP

® Total Active users PPPoE L2TP

PPTP

® high PPPoE L2TP PPTP
24.1.3 PPPoE
1.

20
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HiPER PPPoE
2-23
PPPOE show session callinfo
2-23 PPPoE
2.
2-3 PPPoE PPPoE
hiper% show session callinfo
callid dnis clid inhytes outhytes duration
1 unknown unknoum 29643 2534599 0:04:05:07%
Total actiwve calls: 1, high 1
2-3 PPPoOE —_—
3.
2-3 PPPoE
® cdlid show session userinfo calid
® inbytes PPPOE
® outbytes PPPOE
® duration PPPoE :
® Total Activecalls PPPoE L2TP PPTP
® high PPPoE L2TP PPTP
2414
PPPoE “Ifld”
13 ptpdi al 0” " ” 13 COS” 13 M q!!
“ GwlpAddr” ISP IP “Ifld”
13 ptpx'” 13 ” 13 Coaﬂ 13 M a”
13 ” 13 FI ag” 13 * N
2-4 PPPOE

21
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| AR TORL:
hiper% show ip route table
Ipiddr sMask Guwlpiddr IfId Flag Cost Met TUze Age
AetiveRoutes:
0.0.0.040 - luga

e i i

RO T ey
T AEH TR R

| R T
hiper% show ip route table
Ipaddr sMask Guwlpiddr IfId Flag Cost Het TUze Age

o.o0.0.0/0

IEEMIh, BT

ActiwveRoutes:
[EPECRIPHuhE TR ACER TR ST

7337

ey

0.0.0.040 - ptpdiall 120 7 25 7795
R it e S R e
2-4 ——PPPoE
@& PPPoOE “ line dialoutSpoof” “ No”
229
“ Ifldll 13 ptpx” " COSH 13 Met"
2.4.2 PPPoOE
2421
show session history 2-4
ADSL Modem  HIiPER
ISP
Windows XP HiPER ADSL
Modem PPPoE ADSL Modem  HiPER
HiPER

hiper% show session history

13:47:28 Mutgoing Call [0: 94-4062
13:47:28 Call Terminated @clearSession:94
2-5 PPPoE o 1

22
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24.2.2
show session history 2-5
hiper% show session history
13:49:40 Mutgoing Call @0: 93-4066
13:49:40 Call Comnected , on Line 1, on Channel
13:49:40 PPPoE Up 00:90:1a:40:3a:dc
13:50:11 Call Terminated AclearSession:9s
2-6 PPPoE —_— 2
25 PPPoE
251 1— PPPoE
1.
HIPER PPPOE
ISP ad12345678 123456 CHAP
3600
2.
1) PPPoE
PPPOE PPPOE
new connection/PPPOE
set connection/PPPOE dial first 1
PPP
set connection/PPPOE encaps send authtype chap
set connection/PPPOE encaps send name adl12345678
set connection/PPPOE encaps send pw 123456
PPPOE
set connection/PPPOE pppoe type client
set connection/PPPOE line calltype AO/Switched
set connection/PPPOE line dialoutspoof yes
3600
set connection/PPPOE dial idletimeout 3600
write

23
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2) NAT
HiPER NAT
NAT HiPER ——NAT
NAT
set ip nat routing enabled
NAT PEBIND
new ip nat binding/PEBIND
NAT PPPoE
set ip nat binding/PEBIND profile PPPOE
NAT EasylP
set ip nat binding/PEBIND natMethod EasylP
write
2.5.2 2—— PPPoOE
1.
HiPER
PPPoE ISP WAN ad12345678
123456 CHAP
ISP WAN2/DMZ
ad11223344 654321 CHAP
2.
60 120
61 121
WAN
WAN2/DMZ WAN WAN2/DMZ
5 6 5 6
3.
1

!
set system dialergroup enabled

WAN 5
set interface ethernet/2 dialergroup 5

WAN2/DMZ 6

24
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2  PPPoE

2)

3)

set interface ethernet/3 dialergroup 6

write

new

set

set
set
set

set

set
set

set

PPPoE

PPPoE
connection/PPPOE

PPPOE

WAN 5

connection/PPPOE

PPP

connection/PPPOE
connection/PPPOE
connection/PPPOE

PPPoE
connection/PPPOE

connection/PPPOE
connection/PPPOE

0
connection/PPPOE

write

new

set

set
set
set

set

set
set

set

set

PPPoE

PPPoE
connection/PPOE

D
connection/PPOE

PPP

connection/PPOE
connection/PPOE
connection/PPOE

PPPoE
connection/PPOE

connection/PPOE
connection/PPOE

0
connection/PPPOE

connection/PPOE

dial first 51

encaps send authtype chap
encaps send name adl12345678
encaps send pw 123456

pppoe type client

line calltype AO/Switched
line dialoutspoof yes

dial idletimeout O

PPOE

MZ 6
dial first 61

encaps send authtype chap
encaps send name adl11223344
encaps send pw 654321

pppoe type client

line calltype AO/Switched
line dialoutspoof yes

dial idletimeout O

61 121
ip preference up 61

25



UTT Technologies 2  PPPoE

set connection/PPOE ip preference down 121

write

4) NAT

HiPER NAT
NAT HiPER —NAT

NAT
set ip nat routing enabled

NAT PEBIND
new ip nat binding/PEBIND

NAT
set ip nat binding/PEBIND profile PPPOE

NAT EasylP
set ip nat binding/PEBIND natMethod EasylP

NAT PBIND
new ip nat binding/PBIND

NAT
set ip nat binding/PBIND profile PPOE

NAT EasylP
set ip nat binding/PBIND natMethod EasylP

write

26
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3.1 L2TP/PPTP
311 L2TP
L2TP VPN PPP IP
L2TP / Client/Server
Client Server L2TP
IP
VPN
HiPER L2TP LAC L2TP LNS
HIPER L2TP HiPER ReoS 5.0 VPN
3.1.2 PPTP
PPTP VPN PPP
PPTP / Client/Server
Client Server PPTP
IP
VPN
HiPER PPTP PNS PPTP PAC
HIPER PPTP HiPER ReoS 5.0 VPN
3.2 L2TP/PPTP
L2TP/PPTP L2TP/PPTP
L2TP/PPTP L2TP/PPTPVPN
‘ / IP L2TP/PPTP
°
°
° L2TP/PPTPVPN —L2TP
° / IP —L2TP
° NAT

27
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3  L2TP/PPTP

3.21
HiPER L2TP
PPTP L2TP PPTP
31
set ip vpn tunnelmode none
L2TP set ip vpn tunnelmode L2TP
PPTP set ip vpn tunnelmode PPTP
L2TP PPTP set ip vpn tunnelmode any
“ ip vpn tunnelmode’ none
31
3.2.2
HiPER L2TP LAC L2TP LNS
HiPER LAC LNS
LNS LAC
32
LAC LNS set ip vpn [2tpmode none
LAC set ip vpn 12tpmode LAC
LNS set ip vpn [2tpmode LNS
LNS LAC set ip vpn I2tpmode Both
“ ip vpn I2tpmode’ none LAC LNS
3-2 L2TP
HiPER PPTP PNS PPTP PAC
HiPER PNS PAC
PNS PAC
33

28
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3  L2TP/PPTP

PNS PAC set ip vpn pptpmode disabled
PNS set ip vpn pptpmode PNS
PAC set ip vpn pptpmode PAC
PNS PAC set ip vpn pptpmode Both
“ ip vpn I2tpmode’ none LAC LNS
33 PPTP
3.2.3 L2TP/PPTPVPN ——L2TP/PPTP
HiPER L2TP/PPTP L2TP/PPTP VPN
L2TP/PPTP 3.4.7 L2TP/PPTPVPN
P L2TP/PPTP
HiPER 3 L2TP/PPTPVPN HiPER
L2TP/PPTP P
HIPER L2TP/PPTP L2TP/PPTP
IP L2TP/PPTPVPN L2TP/PPTPVPN
L2TP/PPTPVPN
1P IP VPN IP
34
set ip pool pooL 1name name
L2TP/PPTP IP set ip pool pool 1start ip-address
VPN .
Set ip pool poolL 1count count
Set ip pool pool 2name name
L2TP/PPTP IP set ip pool pool 2start ip-address
VPN .
Set ip pool poolL 2count count
set ip pool pooL 3name name
L2TP/PPTP IP set ip pool pool 3start ip-address
VPN .
Set ip pool poolL 3count count
“ name’ “ ip-address’ 0.0.0.0 “ count” 0

29
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3  L2TP/PPTP

34 L2TP/PPTPVPN —L2TP/PPTP
3.24 / IP —L2TP/PPTP
L2TP/PPTP 1P
HiPER L2TP/PPTP L2TP/PPTP 1P
L2TP/PPTP
1P L2TP/PPTP VPN 1P

35
L2TP/PPTP IP set ip pool poolonly yes
L2TP/PPTP IP set ip pool poolonly no
L2TP/PPTP IP
35 / IP —L2TP/PPTP
3.2.5 NAT
L2TP UDP 1701 PPTP TCP 1723
GRE
HiPER NAT HiPER L2TP L2TP
L2TP L2TP UDP 1701
NAT HiPER PPTP PPTP PPTP
PPTP TCP 1723
GRE NAT
NAT HiPER —
—NAT
NAT
1. UDP 1701 NAT L2TP
NAT [2tp-map

new ip nat static/l12tp-map

! UDP

set ip nat static/12tp-map protocol udp

! 1701
set ip nat static/l12tp-map dstport 1701
set ip nat static/12tp-map localport 1701
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HIiPER LAN
set ip nat static/12tp-map localaddress localaddress

! binding-name NAT
set ip nat static/12tp-map binding binding-name

! 1701 NAT
set ip nat static/l12tp-map autolocallP yes
2. TCP 1723 NAT PPTP

NAT pptp-map
new ip nat static/pptp-map

! TCP
set ip nat static/pptp-map protocol tcp

! 1723
set ip nat static/pptp-map dstport 1723
set ip nat static/pptp-map localport 1723

HIPER LAN
set ip nat static/pptp-map localaddress localaddress

! binding-name NAT
set ip nat static/12tp-map binding binding-name

! 1723 NAT
set ip nat static/pptp-map autolocallP yes
3. GRE NAT PPTP

NAT gre-map
new ip nat static/gre-map

! GRE
set ip nat static/gre-map protocol gre

HIiPER LAN
set ip nat static/gre-map localaddress localaddress

! binding-name NAT
set ip nat static/gre-map binding binding-name

3.3 L2TP/PPTP

L2TP/PPTP

° L2TP/PPTP
[ ]

[ ]

° PPP

° PPP

° PPP
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] / L2TP/PPTP

[ J

[ J

[ J

[ J

] MRU MTU

[ J

[ J

[ J

° Igm

[ J

] / L2TP/PPTP

] L2TP/PPTP
3.3.1 L2TP/PPTP

L2TP/PPTP
3-6
L2TP/PPTP new connection/conn-name
“ conn-name” L2TP/PPTP
3-6 L2TP/PPTP
3.3.2
3-7
L2TP/PPTP set connection/conn-name description description
“ description”
37 L2TP/IPPTP

3.3.3

1.4.1 L2TP/PPTP dial
first
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3-8

L2TP/PPTP set connection/conn-name dial first dial-num

“ dial first”

3-8 L2TP/PPTP

3.34 PPP
L2TP/PPTP PPP PPP
L2TP/PPTP PPP
L2TP/PPTP PPP
39
L2TP/PPTP PPP set connection/conn-name encaps type ppp
“ encapstype” “ ppp”
39 L2TP/PPTP PPP
3.35 PPP
HiPER L2TP/PPTP L2TP/PPTP PPP
® None pPPP
® PAP
® CHAP
® MSCHAP
PAP CHAP MS-CHAP PPP
PPP
3-10
PP set connection/conn-name encaps send authtype { None | PAP
| CHAP|MS-CHAP}
PPP set connection/conn-name encaps send hame ppp-name
PPP set connection/conn-name encaps send pw ppp-password
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“ send authtype’ PAP “ send name” “ send pw”
3-10 PPP —L2TP/PPTP
3.3.6 PPP

PPP HIPER
® Sac stac
® Sac9 sac-9
® MSSac stac

PPP L2TP/PPTP
PPP

311
PPP set connection/conn-name encaps comp {None | Sac | Sac-9 | MS-Sac }

“ encaps comp” “ None”

311 PPP ——L2TP/PPTP
3.3.7 / L2TP/PPTP
PPP L2TP/PPTP
L2TP/PPTP

312
L2TP/PPTP set connection/conn-name tunnel type client
L2TP/PPTP set connection/conn-name tunnel type disabled

“ tunnel type” “ disabled”
3-12 / L2TP/PPTP
3.3.8
L2TP
L2TP PPTP
PPTP
3-13
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set connection/conn-name tunnel protocol disabled

L2TP set connection/conn-name tunnel protocol L2TP
PPTP set connection/conn-name tunnel protocol PPTP
“ tunnel ” “ disabled”
3-13
3.3.9
L2TP/PPTP
314
set connection/conn-name tunnel server addr ess serveraddress
“ serveraddress’
314
& HiPER DNS HiPER
3.3.10
L2TP/PPTP “ IP K
13 ” 13 IP ” IP
L2TP/PPTP LAN IP
3-15
IP set connection/conn-name ip address remoteip ip-address
set connection/conn-name ip address remotemask ip-netmask
“ remoteip” “ remotemask” 0.0.0.0
3-15 ——L 2TP/PPTP
.@ “ P " ou "
“ ip-address’ 255.255.255.255
“ ip-address” “ ip-netmask”

35



UTT Technologies 3  L2TP/IPPTP

3.3.11
L2TP/PPTP
L2TP/PPTP IP
348 L2TP/PPTP
IP
HiPER L2TP/PPTP L2TP/PPTP

3-16
IP set connection/conn-name ip address wanif ip-address
IP set connection/conn-name ip address localif ip-address
set connection/conn-name ip address localmask ip-netmask
“ wanif” “ localif” “ localmask” 0.0.00

3-16 ——L2TP/PPTP

3.3.12 MRU MTU

MRU
MTU HiPER L2TP/PPTP MRU MTU
1524 L2TP/PPTP HiPER
3-17
L2TP/PPTP Set connection/conn-name encaps mru mru-size
L2TP/PPTP set connection/conn-name encaps mtu mtu-size
“ encapsmru” “ encapsmtu” 1524

3-17 MRU MTU——L2TP/PPTP

3.3.13
143 HIPER L2TP/PPTP
° L2TP/PPTP HiPER
L2TP/PPTP L2TP/PPTP
° L2TP/PPTP L2TP/PPTP
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(] L2TP/PPTP
L2TP/PPTP L2TP/PPTP “ line
calltype” “ linedialoutSpoof” 3-18
line calltype AO/Switched | Switched Switched
line dialout Spoof Yes Yes No
3-18 L2TP/PPTP
3-19
set connection/conn-name line calltype AO/Switched
set connection/conn-name line dialoutspoof Yes
set connection/conn-name line calltype Switched
set connection/conn-name line dialoutspoof Yes
set connection/conn-name line calltype Switched
set connection/conn-name line dialoutspoof No
“ linecalltype” “ Switched” “ line dialoutspoof” “ no”
3-19 L2TP/PPTP
3.3.14
145 L2TP/PPTP

o dial dialTimeRange L2TP/PPTP
L2TP/PPTP

o dial callTimeRange L2TP/PPTP

L2TP/PPTP HiPER
L2TP/PPTP
3-20
L2TP/PPTP set connection/conn-name dial dialTimeRange time-name
L2TP/PPTP set connection/conn-name dial callTimeRange time-name
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“ dial dialTimeRange” “ dial callTimeRange”
3-20 —L2TP/PPTP
& “ time-name”
HiPER CLI  — 4
3.3.15
1.4.4 L2TP/PPTP
) dial idleTimeout
L2TP/PPTP
“ " HIiPER 0
® dial sessionTimeout L2TP/PPTP
“ " HiPER
0
3-21
L2TP/PPTP set connection/conn-name dial idleTimeout idle-time
L2TP/PPTP set connection/conn-name dial sessionTimeout session-time
“ dial idleTimeout” 120 “ dial sessionTimeout” 0
3-21 —L2TP/PPTP
@& L2TPIPPTP
L2TP/PPTP
L2TP/PPTP
L2TP/PPTP HiPER
3.3.16 Igm
1.4.6 L2TP/PPTP Igm
“ |qm ” “ |qm ”
® Igm encapsIgm min Igm
® Igm encapsigm max  Igm
Igm L2TP/PPTP HiPER “ Igm "
L2TP/PPTP lgm “ Igm 8
3-22
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/ Igm set connection/conn-name encaps lgm active { yes| no}
Igm set connection/conn-name encaps lgm min Ignrinterval
Ilgm set connection/conn-name encaps lgm max lgm-period
“ encapslgm active” “ yes’ Igm
“ encapsigm min”  “ encapslgm max” 1000 15000
3-22 Igm —L2TP/PPTP
it L2TP/PPTP lgm
HELLO L2TP/PPTP
3.3.17
3.3.10 “ IP " “ K
HiPER e 5
3-23
set connection/conn-nameip preference up uppref
set connection/conn-name ip preference down downpref
“ ip preferenceup”  “ ip preference down” 60 120
3-23 —L2TP/PPTP
3.3.18 / L2TP/PPTP
L2TP/PPTP
L2TP/PPTP
CLI
L2TP/PPTP
3-24
L2TP/PPTP set connection/conn-name enabled yes
L2TP/PPTP set connection/conn-name enabled no
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“ enabled” “ yes L2TP/PPTP
3-24 / L2TP/PPTP
3.3.19 L2TP/PPTP
L2TP/PPTP HiPER
L2TP/PPTP
3-25
L2TP/PPTP delete connection/conn-name
L2TP/PPTP “ conn-name”
3-25 L2TP/PPTP

34 L2TP/PPTP

L2TP/PPTP
L2TP/PPTP

PPP
PPP
PPP

/ L2TP/PPTP
L2TP/PPTP

34.1 L2TP/PPTP

L2TP/PPTP
L2TP/PPTP

3-26
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L2TP/PPTP new connection/conn-name
“ conn-name” L2TP/PPTP
3-26 L2TP/PPTP
3.4.2
3-27
L2TP/PPTP set connection/conn-name description description
“ description”
3-27 L2TP/PPTP
3.4.3 PPP
L2TP/PPTP PPP PPP
L2TP/PPTP PPP
L2TP/PPTP PPP
3-28
L2TP/PPTP PPP set connection/conn-name encaps type ppp
“ encapstype” “ ppp”
3-28  L2TP/PPTP PPP
344 PPP
L2TP/PPTP L2TP/PPTP PPP
HiPER
® None PPP
® PAP
® CHAP
® MSCHAP
PAP CHAP MS-CHAP PPP
L2TP/PPTP
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PPP

3-29

PPP

set connection/conn-name encaps send authtype { None | PAP

PPP
| CHAP|MS-CHAP}
PPP set connection/conn-name encaps recv pw ppp-password
“ send authtype’ PAP “ send name” “ send pw”
3-29 PPP —L2TP/PPTP
345 PPP
PPP HiPER
® Sac stac
® Sac9 sacH9
® MSSac stac
PPP L2TP/PPTP
PPP
3-30
PPP set connection/conn-name encaps comp {None | Sac | Sac-9 | MS-Sac}
“ encaps comp” “ None”
3-30 PPP ——L 2TP/PPTP
3.4.6
L2TP/PPTP “ IP "
13 ” 13 I P ” I P
L2TP/PPTP LAN IP
331
IP set connection/conn-name ip address remoteip ip-address

set connection/conn-name ip address remotemask ip-netmask
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“ remoteip” “ remotemask” 0.0.0.0
331 —L2TP/PPTP
©
1. 13 IP ” 13 ”
“ ip-address’ 255.255.255.255
“ ip-address’ “ ip-netmask”
2. 13 IP ” 13
K 34.8 L2TP/PPTPVPN
3.2.3 “ IP K “
IP K
3.4.7 / P
L2TP/PPTP IP
L2TP/PPTP L2TP/PPTP IP
L2TP/PPTP L2TP/PPTP
3.23
3-32
IP set connection/conn-nameip assignip yes
IP set connection/conn-nameip assignip no
IP
3-32 IP ——L2TP/PPTP
3.4.8
L2TP/PPTP
VPN IP IP
L2TP/PPTP IP
3.4.7 3.2.3
L2TP/PPTP HiPER
P
HIPER L2TP/PPTP L2TP/PPTP
3-33
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IP set connection/conn-name ip address wanif ip-address
IP set connection/conn-name ip address localif ip-address
set connection/conn-name ip address localmask ip-netmask
“ wanif” “ localif” “ localmask” 0.0.0.0
3-33 —L2TP/PPTP
3.4.9 MRU MTU
MRU
MTU HiPER L2TP/PPTP MRU MTU
1524 L2TP/PPTP HiPER
334
L2TP/PPTP Set connection/conn-name encaps mru mru-size
L2TP/PPTP set connection/conn-name encaps mtu mtu-size
“ encapsmru” “ encapsmtu” 1524
3-34 MRU MTU——L2TP/PPTP
3.4.10
144 HIiPER L2TP/PPTP
) dial idleTimeout
L2TP/PPTP
“ " HIiPER 0
) dial sessionTimeout L2TP/PPTP
“ " HIiPER
0
3-35
L2TP/PPTP set connection/conn-name dial idleTimeout idle-time
L2TP/PPTP set connection/conn-name dial sessionTimeout session-time
“ dial idleTimeout” 120 “ dial sessionTimeout” 0
3-35 —L2TP/PPTP
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34.11 lgm
14.6 L2TP/PPTP Igm
1 Iqm ” 1 Iqm ”
® Igm encapsigm min Igm
® Igm encapslgm max  Ilgm
Igm L2TP/PPTP HIPER “ Igm ”
L2TP/PPTP Igm “ Igm ”
3-36

/ Igm set connection/conn-name encaps lgm active { yes| no}

Ilgm set connection/conn-name encaps lgm min lgm+interval

Ilgm set connection/conn-name encaps lgm max lgm-period

“ encapslgm active” “ yes’ Igm
“ encapsigm min”  “ encapslgm max” 1000 15000
3-36 Igm ——L2TP/PPTP

@& L2TPIPPTP Igm

HELLO L2TP/PPTP

3.4.12
3.39 “ IP K “ K
HIPER e 5
3-37
set connection/conn-name ip preference up uppref
set connection/conn-name ip preference down downpref
“ ip preferenceup” “ ip preference down” 60 120
3-37 —L2TP/PPTP
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3.4.13 / L2TP/PPTP

L2TP/PPTP
L2TP/PPTP

CLI
L2TP/PPTP
3-38
L2TP/PPTP set connection/conn-name enabled yes
L2TP/PPTP set connection/conn-name enabled no
“ enabled” “ yes’ L2TP/PPTP
3-38 / L2TP/PPTP
34.14 L2TP/PPTP
L2TP/PPTP HiPER
L2TP/PPTP
3-39
L2TP/PPTP delete connection/conn-name
L2TP/PPTP “ conn-name”’
3-39 L2TP/PPTP
35 L2TP
PPTP PPTP PPTP PPTP
L2TP LAC L2TP LNS L2TP
LAC LNS “ 1D/ " “ " MD5
HIPER L2TP L2TP
VPN L2TP/PPTP
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351 L2TP
3511 / L2TP
HiPER L2TP L2TP
HiPER L2TP L2TP
3-40
L2TP set ip vpn L2tpAuth yes
L2TP set ip vpn L2tpAuth no
HIPER L2TP L2TP HiPE
L2TP L2TP
3-40 / L2TP —L2TP
3.51.2
L2TP L2TP L2TP
L2TP
341

L2TP L2TP new user/tunnel-name

L2TP L2TP set user/tunnel-name passwd tunnel-passwd

“ passwd”

341 —L2TP
352 L2TP
HiPER L2TP
L2TP

set system unithame unitname

MBID

3-42

revision
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set system unitname unitname

L2TP set connection/conn-name tunnel secret tunnel-passwd
“ system unitname”  “ tunnel secret”
3-42 —L2TP
3.6 L2TP/PPTP
3.6.1 L2TP/PPTP
HiPER L2TP/PPTP “ "
L2TP/PPTP
343
L2TP/PPTP dial connection/conn-name
L2TP/PPTP hangup connection/conn-name
hangup
L2TP/PPTP L2TP/PPTP
L2TP/PPTP
3-43 L2TP/PPTP
3.6.2 —L2TP/PPTP
L2TP/PPTP “ K L2TP/IPPTP
“ " L2TP/PPTP “ " L2TP/PPTP
L2TP/PPTP L2TP/PPTP “ K

3.3.13
1. “ " “ " L2TP/PPTP

L2TP/PPTP L2TP/PPTP

L2TP/PPTP
2. “ K “ K L2TP/PPTP
L2TP/PPTP
3. 13 ” 13 ”
L2TP/PPTP L2TP/PPTP
L2TP/PPTP
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L2TP/PPTP
1. L2TP/PPTP HiPER L2TPIPPTP HELLO
HELLO HIPER
2. lgm “ Igm "
“ lgm " HiPER
3316 3411
3. L2TP/PPTP
“ " HIiPER 3.315 34.10
HiPER 3.315 34.10
> L2TP/IPPTP 351
&
1 HiPER L2TP/PPTP 0 "
) " HIPER
3.3.14
2. HiPER L2TP/PPTP u "
HIPER 3.3.14
3.7 L2TP/PPTP
3.7.1 L2TP/PPTP
3711 L2TP/PPTP
1.
HiPER L2TP/PPTP
3-44
L2TP/IPPTP show session history
3-44 L2TP/PPTP
2. L2TP/IPPTP
3-45 show session history L2TP/PPTP

L2TP PPTP
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L2TP

Outgoing Call @0:1-1

Call Connected, on Line 1, on Channel O
L2tp Up 200.200.200.173

Session Up [X]

L2TP

IP
IP 200.200.200.173
[X] L2TP

Outgoing Call @0:1-1
Call Connected, on Line 1, on Channel O
L2tp Up 200.200.200.173

Call Terminated @clearSession:1

L2TP

1P
1P 200.200.200.173
PPP

Outgoing Call @0:1-1
Call Terminated @clearSession:1

Session down [X]

X L2TP

L2TP

Incoming Call, on Line 1, on Channel 0
Call Connected, on Line 1, on Channel O
Assigned to port

L2tp Up 200.200.200.176

Session Up [X]

L2TP

IP

IP 200.200.200.176
X L2TP

Incoming Call, on Line 1, on Channel 0
Call Connected, on Line 1, on Channel O
Assigned to port

L 2tp Up 200.200.200.176

Security error VPN_remote

Call Terminated @clearSession:1

L2TP

IP

P 200.200.200.176
PPP

Session down [X]

X L2TP

L2TPIPPTP

3-45L2TP

31 L2TP

L2TP PPTP

hiper% show session history

11:5%:50
11:57:50
11:5%7:50
11:57:51

Outgoing Call E0O0Ll: 163-5341
Call Comnected T, on Line
LZtp Up lO0.100.100.2
Segsion Up client

l, on Channel 0O

31 L2TP —_

L2TP

L2TP PPTP
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hiper% show session history
00:43: 54 Incoming Call @AU:2760&8-3, on Line 1, on Channel 0
00:43: 54 Call Comnected U, on Line 1, on Channel 0
00:d3: 54 Azzigned to port U
0o:43: 54 LZtp Up lO0.100.100.1
O0:43:55 Session Up xih
32 L2TP _
3.7.1.2 L2TP/PPTP /
1.
HiPER L2TP/PPTP L2TP
L2TP
3-46
L2TP/PPTP show session userinfo
PPPOE L2TP PPTP L2TP PPTP
3-46 L2TP/PPTP /
2.
3-3 L2TP L2TP
PPTP

hiper% show session userinfo

dir proffuser callid port chan tH rx 3V addrezs
0 client/xjh Z2 o:- 21 nsa nfa LETP 10.10.10.14
Total bActive users: 1, high 1
33 L2TP e
34 L2TP L2TP
PPTP

hiper% show session userinfo

dir proffuser callid port chan tx X 3rw addreszs
I ®ih/xih 5 0:- 2:1 nfa n/a L2TP 10.10.10. 14
Total Active users: l, high 1

34 L2TP o
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3.

3. 33 34 L2TP/PPTP L2TP

L2TP

® dir @) L2TP L2TP

® prof/fuser prof user

® calid show session callinfo calid

® gV L2TP L2TP L2TP

PPTP PPTP PPTP
® address L2TP/PPTP
L2TP/PPTP
L2TP/PPTP L2TP/PPTP IP L2TP/PPTP
L2TP/PPTP IP
® Total Active users PPPoE L2TP
PPTP

® high PPPoE L2TP PPTP
3.7.1.3 L2TP/PPTP /
1.

HiPER L2TP/PPTP L2TP
L2TP
3-47
PPPoE show session callinfo
3-47 L2TP/PPTP /
2.
35 L2TP/PPTP L2TP
L2TP
hiper% show session callinfo
callid dnis clid inbytes outhytes duration
22 urkroum urknonm 213 229 0:01:04:52
Total active calls: l, high 1
35 L2TP/PPTP / o

3.
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35 PPPoE
® cdlid show session userinfo callid
® inbytes L2TP/IPPTP
® outbytes L2TP/IPPTP
® duration L2TP/PPTP : : :
® Total Activecadls PPPoE L2TP PPTP
® high PPPoE L2TP PPTP
3.7.14
1. L2TP/PPTP
36 L2TP/PPTP L2TP/PPTP
| FEFERY ThA :
hiper% show ip route table
Ipiddr fMask Gulphddr IfId Flag Cost Met TUze Aige
AdctiveRoutes:

132.165.1.0/24
192.1658.1.0/32

SRR RO T BRIk

LATRFFTE Zerver

| SRR TR A ECHIIPH A

hiper% show ip route table

Ipiddr sMask
ActiveRoutes:

0.10.10.10/3
192.165.1.0/24

192.1658.1.0/32

£ T LITRFFTF
ServersrBoAHEIE

luga
luha

I£Id Flag

IEREPER , DR
T SCEH R bR

Cost Met Use A4ge

&0 a ] 39
9335
9335

IR, BT
T ACEE TGS

3-6 L2TP/PPTP

2. L2TP/PPTP

37 L2TP/PPTP

L2TP/PPTP
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| EEERR ThAT:

hiper: show ip route table

Ipaddr /Mask Gulpaddr IfId Flag Cost Met TUze Age
ActiveRoutes:

192.1658.2.0/24
192.168.2.0/32

luga
luha

SR iR P IERETPRT » RTERF

TRSCER AR B2

i el s g

LATRPFTE Server

| I sHACHIIE H ik

hiper% show ip route tahle

Ipaddr /Mazk Gulphddr

ActiveRoutes:

Flag Cost Het Use Age

119
9335
9335

EHERMTh, BT
TRSGERFIREET

£ T LITPFFTF
ServersBoRUHLHE

3-7L2TP/PPTP —

3.7.2 L2TP/PPTP

3721 L2TP/PPTP

1. L2TP/PPTP 1
L2TP/PPTP show session history
L2TP/PPTP

hiper% show session history

o0:17:4:2 Mutgoing Call AOOL:Z-Z
o0:1ls:08 Call Terminated @clearZession::z
3-8L2TP/PPTP 1
3-8
1) L2TP/PPTP L2TP/PPTP
() L2TP/PPTP/PPTPGRE
() L2TP/PPTP NAT
() L2TP/PPTP DNS DNS
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° L2TP/PPTP
® L2TP
2) L2TP/PPTP L2TP/PPTP show session history
[ ) L2TP/PPTP/PPTPGRE
® | 2TPIPPTP
® L2TP
2. L2TP/PPTP 2
L2TP/PPTP show session history 39
L2TP/PPTP
hiper% show session history
00:058:33 Mutgoing Call EOOL:11-11
00:05:33 Call Comnected U, on Line 1, on Channel 0
0o0:08:33 {L2tp |PPTP) Up 100.100.100.1
00:03: 38 Call Disconnected @AnetworkStateChan+, on Line 1
oo:08: 38 Call Terminated AclearSession:ll
3-9L2TP/PPTP 2
39
1) /
2)

3) L2TP/PPTP

3722 L2TP/PPTP

L2TP/PPTP show session history 3-10
L2TP/PPTP
hiper%* show session history
go:ooQ:09 Incoming Call , on Line 1, on Channel 0
oo:0o0:z09 Call Comnected , on Line 1, on Chamnel 0
oQ:00:09 Azsigned to port
Qo:oo0:09 {L2tp [PPTPY Tp 100.100. 100.2
0l:54:14 Jecurity error vpn_ lan
0l:54:15 Call Terminated [{clearSession:s

3-10L2TP/PPTP

3-10
1) /
2)

3) L2TP/PPTP

3.8 L2TP/PPTP
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HiPER HiPER  windows 2000/XP L2TP PPTP
L2TP PPTP HiPER ReoS
5.0VPN
381 L2TP
i[5
HiPER it

LAN: 192168 16.1/24

|
Internet

w
Windows
LITP Client

Bahri,

192 168, La 10024
Huost A

3UL2TP

L2TP
L2TP

VPN 311
HiPER VPN
3600 Windows 2000
HiPER
IP
HIPER LAN
HIPER  WAN
HiPER
IP

HIPER LAN

192.168.123.0/255.255.255.0
IP 192.168.123.1/255.255.255.0
IP 202.101.35.218/255.255.255.0

192.168.16.0/255.255.255.0

IP 192.168.16.1/255.255.255.0

Windows 2000 L2TP

HiPER
LNS LAC

L2TPVPN

NAT

HIiFER

L2TP Client Mww: 2021013521824
| iy
1 E?
LITF Server I |

LAN: 1921681231724

192168 123 10024

Host B

HiPER VPN
L2TP
L2TP

L2TP
HiPER

56



UTT Technologies 3  L2TP/IPPTP

1 HIiPER L2TP

L2TP
set ip vpn tunnelmode 12tp

LNS
set ip vpn I2tpmode LNS

L2TPVPN IP 10.10.10.10 50
set ip pool poolLlstart 10.10.10.10
set ip pool poolLlcount 50

write

b. UDP 1701 NAT

NAT [2tp-map
new ip nat static/l12tp-map

! UDP
set ip nat static/12tp-map protocol udp

! 1701
set ip nat static/12tp-map dstport 1701
set ip nat static/12tp-map localport 1701

HIiPER LAN
set ip nat static/12tp-map localaddress 192.168.123.1

! NAT ETHbind
set ip nat static/12tp-map binding ETHbind

! 1701 NAT
set ip nat static/l12tp-map autolocallP yes

write

C. HiPER L2TP

L2TP vpn_bj HiPER
PPP
new connection/vpn_bj

! PPP PAP
set connection/vpn_bj encaps send authtype PAP

PPP vpntest
set connection/vpn_bj encaps recv pw vpntest

IP
set connection/vpn_bj ip address remoteip 192.168.16.1
set connection/vpn_bj ip address remotemask 255.255.255.0
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write

L2TP

L2TP vpn_mobile
PPP
new connection/vpn_mobile

! PPP PAP vpntest
set connection/vpn_mobile encaps send authtype PAP
set connection/vpn_mobile encaps recv pw vpntest

IP

set connection/vpn_mobile ip address remoteip 192.168.210.1
set connection/vpn_mobile ip address remotemask 255.255.255.255

write

HIiPER L2TP

L2TP
set ip vpn tunnelmode 12tp

LAC
set ip vpn 12tpmode LAC

write

UDP 1701 NAT

NAT [2tp-map
new ip nat static/l12tp-map

! UDP
set ip nat static/12tp-map protocol udp

! 1701
set ip nat static/l12tp-map dstport 1701
set ip nat static/12tp-map localport 1701

HIPER LAN

set ip nat static/12tp-map localaddress 192.168.16.1

! NAT ETHbind
set ip nat static/12tp-map binding ETHbind

! 1701 NAT
set ip nat static/I12tp-map autolocallP yes
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C. L2TP

L2TP vpn_sh
new connection/vpn_sh

set connection/vpn_sh dial first 001
! PPP PAP vpn_bj vpntest
set connection/vpn_sh encaps send authtype PAP

set connection/vpn_sh encaps send name vpn_bj
set connection/vpn_sh encaps send pw vpntest

! L2TP
set connection/vpn_sh tunnel type client

! L2TP
set connection/vpn_sh tunnel protocol 12tp

202.101.35.218
set connection/vpn_sh tunnel serveraddress 202.101.35.218

IP
set connection/vpn_bj ip address remoteip 192.168.123.1
set connection/vpn_bj ip address remotemask 255.255.255.0

set connection/vpn_bj line calltype Switched
set connection/vpn_bj line dialoutspoof yes

3600
set connection/vpn_bj dial idletimeout 3600

write
3. Windows 2000 L2TP
Windows 2000 L2TP
a. L2TP
1 Windows 2000 * mS LN " S "
2 “ ” " »
3 ) " “ Internet ’ « »
4 113 ” “ »
S ’ " L2TP IP  “ 202.101.35.218
6 “ ” “® ”
7 “ ” “ Iztpn
8 “® ”
9 “ I2tp” I2tp “ ”
10 “ ” “ ” “ -
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11 “ ” “ i
12 ! 8 “ PAP "
CHAP " “ Microsoft CHAP MS-CHAP ” “ ”
13 “ i “ VPN 8 ! 2
L2TP "
14 “ ”
b. IPSec
1 “l2tp” 12tp “ ”
2 p ”
3 “ NWLink IPX/SPX/NetBIOS Compatible Transport Prococol”
4 “ Internet TCP/IP ” “ ”
5 P ”
6 “ ” “IP ” “ ”
7 “ I PSec”
8 P ”
C.
Windows 2000 L2TP L2TP IPSec
Windows 2000
\registry\ |2tp.reg
1 Windows 2000 *“ T 8 “ Regedt32” !
” “ HKEY_Loca_Machine\ System\ CurrentControl Set\ Services\ RasMan
\ Parameters ”
2 “ e !
ProhibitlpSec
reg_dword
1
3
it “ ProhibitlpSec” L2TP Windows 2000
d. L2TP HIPER L2TP
1 Internet IP
2 “|2tp”
3 12tp vpn_mobile vpntest
4 p ”
5 MS-DOS “ ipconfig” L2TP
L2TP IP
3.82 PPTP
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Jbat

HIPER
| | PPTP Client
|

92168, 16, 100:24

LAN: 102 168, 16.1/24

Internet

=/

set ip vpn tunnelmode pptp

PAC
set ip vpn pptpmode PAC

[-if5

PFTP%'@ WAM; 202, 1013521824

IER

, k
PPTP Server I |

LAM: 192168123124

Haost A Windows PPTP Clicnt
102,168,123, 100,24
HzhE E Host B
3-12PPTP
PPTP VPN 311 HiPER VPN
PPTP HiPER VPN PPTP
3600 Windows 2000 PPTP
HiPER
1P 192.168.123.0/255.255.255.0
HIPER LAN 1P 192.168.123.1/255.255.255.0
HIPER WAN P 202.101.35.218/255.255.255.0
HiPER
1P 192.168.16.0/255.255.255.0
HIiPER LAN 1P 192.168.16.1/255.255.255.0
Windows 2000 PPTP
HiPER PPTP
PAC PNS NAT HiPER
PPTPVPN
1. HIiPER PPTP
a.
PPTP
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PPTPVPN IP 10.10.10.10 50
set ip pool poolLlstart 10.10.10.10
set ip pool poolLlcount 50

write

b. TCP1723 NAT

NAT pptp-map
new ip nat static/pptp-map

! TCP
set ip nat static/pptp-map protocol tcp

! 1723
set ip nat static/pptp-map dstport 1723
set ip nat static/pptp-map localport 1723

HIPER LAN
set ip nat static/pptp-map localaddress 192.168.123.1

! NAT ETHbind
set ip nat static/pptp-map binding ETHbind

! 1723 NAT
set ip nat static/pptp-map autolocallP yes
C. GRE NAT

NAT gre-map
new ip nat static/gre-map

! GRE
set ip nat static/gre-map protocol gre

HIPER LAN
set ip nat static/gre-map localaddress 192.168.123.1

! NAT ETHbind
set ip nat static/gre-map binding ETHbind

d. HiPER PPTP

PPTP vpn_bj
PPP
new connection/vpn_bj

! PPP PAP
set connection/vpn_bj encaps send authtype PAP

PPP vpntest
set connection/vpn_bj encaps recv pw vpntest

IP
set connection/vpn_bj ip address remoteip 192.168.16.1

HiPER
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set connection/vpn_bj ip address remotemask 255.255.255.0

write

PPTP

PPTP vpn_mobile
PPP
new connection/vpn_mobile

! PPP PAP vpntest
set connection/vpn_mobile encaps send authtype PAP
set connection/vpn_mobile encaps recv pw vpntest

IP

set connection/vpn_mobile ip address remoteip 192.168.210.1
set connection/vpn_mobile ip address remotemask 255.255.255.255

write

HiPER PPTP

PPTP
set ip vpn tunnelmode pptp

PNS
set ip vpn pptpmode pns

write

TCP 1723 NAT

NAT pptp-map
new ip nat static/pptp-map

! TCP
set ip nat static/pptp-map protocol tcp

! 1723
set ip nat static/pptp-map dstport 1723
set ip nat static/pptp-map localport 1723

HIPER LAN

set ip nat static/pptp-map localaddress 192.168.16.1

! NAT ETHbind
set ip nat static/pptp-map binding ETHbind

! 1723 NAT
set ip nat static/pptp-map autolocallP yes
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3.

write

GRE NAT
NAT

new ip nat static/gre-

! GRE

set ip nat static/gre-

HIPER LAN

set ip nat static/gre-

set ip nat static/gre-

PPTP

PPTP
new connection/vpn_sh

set connection/vpn_sh

! PPP PAP
set connection/vpn_sh
set connection/vpn_sh
set connection/vpn_sh

! PPTP
set connection/vpn_sh

set connection/vpn_sh

gre-map
map

map protocol gre

map localaddress 192.168.16.1

NAT ETHbind
map binding ETHbind

vpn_sh

dial first 002

vpn_bj vpntest
encaps send authtype PAP
encaps send name vpn_bj
encaps send pw vpntest

tunnel type client

PPTP
tunnel protocol pptp

202.101.35.218

set connection/vpn_sh

IP
set connection/vpn_sh
set connection/vpn_sh

set connection/vpn_sh
set connection/vpn_sh

3600
set connection/vpn_sh

write

tunnel serveraddress 202.101.35.218

ip address remoteip 192.168.123.1
ip address remotemask 255.255.255.0

line calltype Switched
line dialoutspoof yes

dial idletimeout 3600

Windows XP PPTP
Windows XP HiPER PPTP



UTT Technologies

3  L2TP/PPTP

O© 0N O Ol h W DN P

B R e
N B O

13
14
15

16

ga b~ W N B

PPTP
Windows XP  * "
“ Internet "
" pptp’
PPTP IP
" pptp’ pptp

“ Microsoft CHAP MS-CHAP ”
* ” “ VPN
“ Internet TCPIP ”

PAP ” 6

K “ PPTPVPN”

“ NWLink IPX/SPX/NetBIOS Compatible Transport Prococol” “

LI T} ”

PPTP HIiPER PPTP

Internet
pptp”

vpn_mobile”

MS-DOS
PPTP

“ Vpnt%t"

ipconfig”

IP

PPTP
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1oL PPP e 3
N 5
1-3 IP ——L2TP/IPPTP 6
1-4 IP ——PPPOE 7
2-1 PPPoE e 19
2-2 PPPoE e TN 20
2-3 PPPoE e TN 21
2-4 ——PPPOE 22
2-5 PPPoE —_ U 22
2-6 PPPoE —_ 2 23
31 L2TP ST 50
32 L2TP ST 51
33 L2TP S T 51
34 L2TP S T 51
35 L2TP/PPTP / e 52
3-6 L2TP/PPTP e S 53
3-7L2TP/PPTP e S 54

3-8L2TP/PPTP L 54
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