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1 CLI

CLI
° CLI
® CLI
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1.1 CLI
CLI Console
Telnet CLI
1.1.1 Console CLI
PC Console
R52328E 0O Conzoled
/ A==
T
P T ant ¥l
A, B b i
PC Windows
38400
8
1
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CLI
CLI

1.1.2 TELNET CLI

iSpirit 12800
P 198.168.80.1

PC

LU F 50 #a-m0

/T\iﬁv
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PC P P 198.168.80.0/24
P 198.168.80.100 ping 198.168.80.1 PC
PC Telnet 198.168.80.1 Telnet

IEEAER. IOk, I%E‘Z Internet SFEHIE
R Windews EAEITHE

T @) =l
W mE | ke |
Telnet CLI CLI
Switch> Telnet CLI
() IP VLAN
VLAN IP VLAN1 IP 192.168.0.1
VLAN P Console Telnet
) PC
PC VLAN
1.2 CLI
1.2.1 CLI
CLI
() Cu
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)
CLl
VLAN VLAN
1.2.2 CLI
CLI CLl CLI CLI
CLl
CLI
CLI
Switch CLI Switch CLl
CLl
VLAN
CLl Switch# Switch #
CLI Switch(config-gel/1)# gel/l
(config-gel/1)#
CLI Switch(config-vlan2)# vian2
(config-vlan2)#
1.2.3 CLI
CLI

CLI

-13-

Switch

Switch
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CLI
Console  Telnet enable

configure terminal

CLI
Switch> Console
Telnet
exit
quit
Telnet
Switch# disable
enable Console
exit  quit
Telnet
exit quit
Telnet
Switch(config) exit quit
# end
configure
terminal
VLAN exit  quit
Switch(config-f
el/1)# interface end
<if-name>

-14 -
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Switch(config-
ge2/1)#
Switch(config-
xe3/1)#
VLAN
Switch(config-
vianl)#
VLA VLAN Switch(config- exit  quit
N VLAN vlan)#
vlan end
database
MST MSTP Switch(config- exit  quit
P MSTP | MSt#
spanning-tr end
ee mst
configurati
on
RIP RIP Switch(config- exit  quit
RIP rip)#

P router rip end
OSP OSPF OSPF 0 exit  quit
=

OSPF IP Switch(config- | router ospf end

ospf)# [ospfdid]

OSPF 1

Switch(config-

ospf-1)#
VRR VRRP Switch(config- exit  quit
P VRRP vIrp)#
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P router vrrp end
<if-name>
<vrid>
Console Switch(config-| exit  quit
Telnet ine)#
line vty end
Switch(config- exit  quit
module)#
module-ma end
nagement
Switch(config- exit  quit
keychain)#
key chain end
<name>
1.3
1.3.1
CLI
write show version
vian <vlanid> instance <instanceid> vlan
<vlan-id>
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1.3.2

CLI

vlan <vlan4id>
show interface [ifname]

1.3.3

1

show version
2 <>

vlan <vlan-id>

show vlan [<vlan-id>]
<>
show vlan [vlan-id]

vian4d

[]

spanning-tree mst link-type {point -to-point | shared}

point -to-point  shared

no arp {<ip-address> | <ip-prefix>}

vrrp authentication {none | simple-password <password>}

-17 -
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debug rip packet [recv | send]
recv. send
show ip route [<ip-address> | <ip-prefix>]

show interface [<if-name> | switchport]

ping
ping <ip-address> [n <count> | -l <size>| -r <count>| -s <count> | -j <count>

<ip-address>* | -k <count> <ip-address>* | -w <timeout>]*

- <count> <ip-address>* — P
-k <count> <ip-address>* --- P
6 n

<vlan-id> <if-name> <router-id> <count>

<1-255> <AB.C.D> <WORD> <IFNAME>

1.3.4

CLI CLI
CLI
CLI show version

sh ver

1.3.5
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CLl
1 CLI
Switch(config)#?

Switch#show ?

Switch#show ver?

1.3.6

Invalid input

Unrecognized command

Incomplete command

Ambiguous command

1.4

1.4.1

CLI CLI

-19-
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Ctrl+p

Ctrl+n

Ctrl+u

Ctrl+a

Ctrl+f

Ctrl+b
Ctrl+d

Ctrl+h

Ctrl+k

Ctrl+w

Ctrl+e

Ctrl+c

CLl

CLI
CLI
CLI

CLI

Ctrl+z

Ctrl+c

Tab

1.4.2

Console ?

show

? 7?7 ?

Space

Enter

Ctrl+c

CLI

Ctrl+c
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1.5

CLI 20

show history

Ctrl+p,Ctrl+n  ? ?
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2.1

)

® enable

® Telnet

® P
2.1.1

admin admin
CLI
admin Telnet Console Console
CLI Telnet
CLI Telnet
admin
admin Telnet

Telnet

-23-
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% C\WINNT  system32' telnet.exe

User Access Uerification

Password:

CLI

password <key> admin

no password admin

show running-config

2.1.2 enable

enable enable
enable

enable Console Telnet
enable

enable enable

=24 -
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enable enable
enable
CLI
enable password <key> enable
no enable password enable
enable

show running-config

enable
enable

enable
enable
2.1.3 Telnet
Console
Telnet
Telnet Telnet
Telnet
CLI

enable telnet Telnet
disable telnet Telnet
show running-config

Telnet

-25-
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214 IP
IP
P P PC
Telnet P P PC Telnet
P ACL ACL
IP IP ACL
1P PC Telnet
Telnet P
P
CLI

access-class ACL
<acl-name> P

ACL

ACL P
no access-class IP
show running-config

IP

2.2

-26-
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® Traceroute

221

CLI Switch

CLI
hostname <name>
no hostname
Switch
show running-config
2.2.2
CLI

set datetime <year>
<month> <day> <hour>

<minute> <second>

show datetime

-27-
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2.2.3

Console Telnet
Telnet

10

Console

Telnet

Telnet

CLI

CLI

exec-timeout <minutes>

[seconds]

no exec-timeout

10

show running-config

224

CLI

reset

reset module <module-id>

12804
iSpirit 12810

iSpirit

-28 -
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reset system

2.2.5

CLI

show version

show bdver

show system

show history

CLl

2.2.6

ping P

ping

ping

ping

ping

ping <ip-address>
<count> | -l <size>

<count> | -s <count>

<count> <ip-address>*

[
-r

|
| «

CLI

-29-
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<count> <ip-address>* | w ping

<timeout>]* Ctrl+c

2.2.7 Traceroute

trace-route trace-route IP

trace-route trace-route

trace-route

CLI

trace-route <ip-address> [h
<maximum -hops> | |
<count> <ip-address>* | w

<timeout>]*
trace-route

Ctrl+c

2.3

FLASH

-30-
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CLI CLI

[ uendn

23.1

FLASH
FLASH

CLI

show running-config

show startup -config

2.3.2

-31-
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CLI
write
2.3.3
CLI
delete startup-config
234
PC
PC
CLI
upload configure PC
<ip-address> <file-name> PC P

PC

-32-
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download configure PC
<ip-address> <file-name> PC P
PC
TFTP TFTP PC
TFTP
PC TFTP
PC
PC PC
VLAN
19216802
1 192 188.0.1
P A— - -\"'_l- "‘
P =
—, = =Sy
o ™
I - & i
PC (TFTP Senver) TFTP Clierit
I
PC PC
TFTP Server PC IP PC IP 192. 168.0.2
IP IP 192.168.0.1 PC
TFTP Server TFTP Server

TFTP Server

-33-
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TFTPD3Z by Pl Jounin .-J:lEJ
Base Directoy e

Cuarent Action |
sbout | [[_Settims Heo |

[Settings]

Thtpd32: Setbings il

Secunly © Server conbguaton
T Hone Timeout [seconds) |3—
@ Standad Max Ristanamit |E-_
" High Tho poit C—

~ Base Dwactory

X

o | o |

“Base Directory” [OK]

write

PC Switch#upload configuration 192.168.0.2

beifen.cfg

Switch#download configuration

192.168.0.2 beifen.cfg

Switch#reset

-34-
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2.4

iSpirit 12800

24.1

2.4.2

download union <ip-address> <file-name>

<ip-address> TFTP PC IP <filename>
Console
Telnet Telnet
Telnet
Console

-35-

TFTP

TFTP

CLI
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2.4.3
182 16202
192 168.0.1
4 : 5
. TFTP Client
A L1l
) Console PC
® PC TFTP Server
® PC c:\t
® PC IP PC IP 192.168.0.2
() P IP 192.168.0.1
TFTP Server TFTP

TFTP Server  TFTPD32

TFTPD32 by Ph. Journin ] =| Tl_ﬁl

Base Directony I' e

TFTP Server TFTP Server

-36-
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[Settings]
TFTPD32

Thtpd3iZ: Settings ﬂ
~ Secunty - Server conhgueaton 1
| ~ Nore Timeout [second:] |3

G Siandad Max Rietransm g ]
| © Hih Thp post 3
~ Baze Dyectoy
| ||: b
e | o |

“Base Directory” [OK]

TFTP Saver PC ping

Switch#

Switch# download union 192.168.0.2 lenovo.uni
Loading...4136294

| am updating union,

Please wait and don’'t shut me down......

Updating union has completed !

| am updating master,

Please wait and don’t shut me down......

Updating master has completed !

| am updating version,

Please wait and don’t shut me down......

Updating version has completed !

-37 -
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| am updating Board(24gt) on slot 1,
Please wait and don’t shut me down......

Board(24gt) on the slot 1 update has finished,
You should restart it !

Would you like to restart it ?(Y/N)y

| am updating Board(28xt) on slot 2,

Please wait and don’t shut me down......

Board(28xt) on the slot 2 update has finished,
You should restart it !

Would you like to restart it ?2(Y/N)y

Switch#

R AR IIED, AREETE.

Switch# reset
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iSpirit 12800 iSpirit 12804 iSpirit 12810
MGTA MGTB iSpirit 12804 1234 iSpirit 12810
12345678 19 20 21 22

iSpirit 12810 9 10
iSpirit 12804  iSpiiit 12810

s | Ll | BE ] -

iSpirit 12804

19 20 21

iSpirit 12810
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3.1
Sys sys
sys
A
B
B
mode mode
mode

3.2
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log
Alm_type BD_ONLINE
Alm_level 5
message bd_type
slotid
log

-42 -
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Alm_type BD_OFFLINE
Alm_level 5
message bd_type
slotid
3.3
°
°
3.3.1

Switch(config-module)#create module <module-id> <module-type>
1 24GT

Switch(config-module)#create module 1 24gt

module-id iSpirit 12804 1234 iSpirit 12810 123456
78
module-type

24gt 24

24gx 24

10g2x 2

28xt 12 +16

16xt 12 +4
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3.3.2

Switch(config-module)#remove module <module-id>
1 24GT

Switch(config-module)#remove module 1

module-id iSpirit 12804 1234 iSpirit 12810
78
3.4
°
° PWR1 PWR2 PWR3
3.5
°

-44 -
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FAN

3.6

Switch#show module [module-id]
1

Switch#show module 1

slotid modulename online
1 249t online
module-id iSpirit 12804
MGTB 1920 21 22
8 17 18 MGTA MGTB 19
Switch#show module
slotid modulename online
1 249t online
2 null offline
3 null offline
4 null offline
17 mgt-a online
18 mgt-b offline
19 power offline
20 power online
21 power offline
22 fan online

-45 -

other
on /heartbeat

1234 17 18 MGTA
iSpirit 12810 1234567
2021 22
module-id
other

on /heartbeat
off/no heartbeat
off/no heartbeat
off/no heartbeat
master

slave /no heartbeat

fail
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slotid
24gt 24
24gx 24
10g2x 2
modulename 2ot 12 +16
16xt 12 +4
mgt-a A
mgt-b
power
fan
online
/
/
other
fall warning
3.7
Alm_type FAN_WARN
Alm_level 5
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slotid 22
message brd_type fan
status / warning
3.8
Alm_type POWER_WARN
Alm_level 5
slotid
Message brd_type power
status / warning
3.9
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Alm_type BD_NOMATCH
Alm_level 5

slotid
message

old_type

new_type
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MIRROR
STORM-CONTROL
FLOW-CONTROL
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4.1

41.1

iSpirit 12800

no shutdown
1/1
Switch(config-gel1/1)#no shutdown

Shutdown
1/1

Switch(config-gel/1)#shutdown

4.1.2

autonegotiate

bandwidth <bandwidthvalue>
11 1000M
Switch(config-gel/1)# bandwidth 1000m
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10m

100m

1000m

1000m

10000m

m k g 1000m

duplex {full | half | auto}
1/1
Switch(config-gel1/1)#duplex full

1g

1000000k

Full

Half

Auto

Full

Auto

Full

Auto

4.1.3

show interface [if-name]
1/1

Switch# show interface gel/1

Switch# show interface
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4.2 MIRROR
iSpirit 12800
MIRROR
° MIRROR
° MIRROR
4.2.1 MIRROR
gel/l gel/2 gel/l

Switch(config-gel1/1)# mirror interface gel/2 direction both
gel/l gel/2

Switch(config-gel/1)#mirror interface <if-name> direction {both | receive | transmit}
gel/l <if-name> {both |
receive | transmit} recave transmit
both
Switch(config-gel/1)#mirror interface gel/2 direction both
gel/l gel/2

Switch(config-gel/1)#no mirror interface <if-name>
<ifname>
Switch(config-gel/1)# no mirror interface gel/2
gel/l gel/2

-52-



lenowvo ix18 iSpirit 12800

4.2.2 MIRROR
MIRROR
Switch# show mirror
)
)
)
4.3 STORM-CONTROL
NIC
iSpirit 12800 DLF
STORM-CONTROL
)
)
)
® DLF
) STORM-CONTROL
4.3.1
iSpirit 12800 broadcast rate, multicast rate, dIf
rate 1500 DLF
1500
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4.3.2

storm -control broadcast level <rate>

rate 0.00-100.00

no storm-control broadcast level

4.3.3

storm -control multicast level <rate>

rate 0.00-100.00

no storm-control multicast level

4.3.4 DLF
DLF
storm -control dIf level <rate>
rate 0.00-100.00
DLF
no storm-control dif level
435 STORM-CONTROL
STORM-CONTROL
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show storm-control

4.4 FLOW-CONTROL

FLOW-CONTROL

Backpressure
IEEE802.3x ‘Pause”
FLOW-CONTROL
°
°
°
°
°
4.4.1
iSpirit 12800
4.4.2

flowcontrol send on

flowcontrol send off

4.4.3
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flowcontrol receive on

flowcontrol receive off

4.4.4

no flowcontrol

4.4.5

show flowcontrol

show flowcontrol interface <if-name>

<if-name>

4.5

45.1

iSpirit 12800
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4.5.2

portrate {egress | ingress} <rate>
egress
ingress

<rate>

4.5.3

no portrate {egress | ingress}
egress

ingress

4.5.4

show portrate interface <ifhame>

<if-name>

1 1048512
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5 VLAN

VLAN
VLAN
VLAN

VLAN VLAN

VLAN VLAN
® VLAN

® VLAN
® VLAN
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5.1 VLAN

VLAN

VLAN
VLAN ID
VLAN

VLAN
VLAN
VLAN
VLAN

VLAN

5.1.1 VLAN

VLAN
VLAN

VLAN
® VLAN

VLAN
VLAN

® VLAN

VLAN VLAN
VLAN
VLAN

VLAN

® VLAN

VLAN

VLAN
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VLAN
VLAN
5.1.2 VLAN ID
VLAN VLAN ID VLAN ID 0 4095 0 4095
1 4094 VLANID VLAN
iSpirit 12800 4094  VLAN VLAN VLAN ID
2 4094 VLAN1 VLAN1
VLAN VID 0
VID 0
A5 47 A0 B B
DA SA PT DATA
R ICHIEAED, {EVLAN IDA0
DA Sk TAG PT DATA
/
/ \\\
PRI CFI  |VID (0) st
T Hn DRI EEEDT, {BVLAN ID3FO
DA Sk TAG PT DATA
o
/PRI CFI | VID (k0D o
VLAN ID VID VID
0 VLAN ID VID

VID O
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5.1.3 VLAN
VLAN 802.1Q VLAN VLAN
untagged tagged VLAN untagged
tagged
VLAN
VLAN VLAN untagged tagged
VLAN tagged untagged
VLAN tagged VLAN
VLAN untagged VLAN tagged
5.1.4 VLAN
VLAN VLAN
VID 0 VLAN VLAN VID PVID
VLAN 1
5.1.5 VLAN
VLAN ACCESS TRUNK HYBRID
VLAN VLAN
ACCESS VLAN
untagged VLAN VLAN VLAN untagged
VLAN ACCESS
TRUNK
VLAN tagged VLAN untagged VLAN 1
HYBRID
VLAN tagged VLAN untagged VLAN
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VLAN
51.6 VLAN
VLAN tagged VLAN
VLAN
VLAN
VLAN VLAN VLAN 2
VLAN 3 VLAN VLAN?2 VLAN 3
VLAN 1 3 2 4 1
3 2 4
q TLAN & o5 O
VLA 2 VLA 2
— ==EIi
A VLN 3 VLAN 3 Ars
—= ———
Az HF4
51.7 VLAN
) VLAN
°
°
() VLAN

-62-



lenowvo ix18 iSpirit 12800

1) VLAN
VID 0 VLAN
VID
VID 0 VLAN
VLAN
2
MAC FF:FF:FF:FF:FF:FF
MAC 40 1
3
VLAN
MAC VLAN
VLAN
VLAN
MAC VLAN
VLAN
VLAN
4)

VLAN untagged

VLAN tagged
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VID VLAN

5.1.8 VLAN

VLAN VLAN
VLAN iSpirit 12800
512 512 VLAN

VLAN VLAN

5.2 VLAN

VLAN
VLAN
VLAN
ACCESS VLAN
TRUNK VLAN
HYBRID VLAN

VLAN

5.2.1 VLAN

VLAN
VLAN
VLAN 1 VLAN 1

4094

VLAN

VLAN

vlan database

VLAN

VLAN

VLAN

VLAN

-64 -

CLI



lenovo Bx18 iSpirit 12800
vlan <vlan -id> VLAN VLAN
VLAN
VLAN
2 4094
no vlan <vlan-d> VLAN VLAN
VLAN
VLAN
2 4094
5.2.2 VLAN
VLAN VLAN VLAN
ACCESS VLAN
CLlI
switchport mode access VLAN
ACCESS
VLAN1 untagged
VLAN 1
switchport mode trunk VLAN
TRUNK
VLAN1 tagged
VLAN 1
no switchport trunk VLAN
TRUNK
ACCESS
switchport mode hybrid VLAN
HYBRID
VLAN1 untagged
VLAN 1
no switchport hybrid VLAN
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HYBRID
ACCESS
5.2.3 ACCESS VLAN
VLAN VLAN ACCESS VLAN
VLAN1 untagged VLAN 1 ACCESS VLAN
CLI
switchport  access  vlan VLAN
<vlan-id> untagged
VLAN VLAN
2 4094
no switchport access vlan VLAN
VLAN1
untagged
VLAN 1
5.2.4 TRUNK VLAN
VLAN VLAN TRUNK VLAN
VLAN1 tagged VLAN 1 TRUNK VLAN
CLI
switchport trunk allowed VLAN
VLAN
VLAN tagged
switchport trunk allowed VLAN1
vlan none
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VLAN tagged

switchport trunk allowed

vlan add <vlan-list> VLAN tagged
<vlan-list>
VLAN VLAN
VLAN

uln i12_4” “ 13,511

switchport trunk allowed

vlan remove <vlan-list> VLAN

VLAN tagged

<vlan-list> VLAN
VLAN
VLAN “1”
2-4" “13,5"
5.2.5 HYBRID VLAN
VLAN VLAN HYBRID VLAN
VLAN1 untagged VLAN 1 HYBRID VLAN
CLI
switchport hybrid vlan VLAN
<vlan-id> untagged
VLAN VLAN
2 4094
no switchport hybrid vlan VLAN
VLAN tagged
untagged
VLAN 1
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switchport hybrid allowed VLAN
vian all VLAN1 tagged

VLAN
VLAN tagged

switchport hybrid allowed VLAN1

vlan none VLAN tagged
untagged
VLAN 1

switchport hybrid allowed

vlan add <vlan-list> VLAN tagged
egress-tagged enable <viandist>
VLAN VLAN
VLAN

“1" “2-4” *135"

switchport hybrid allowed

vian add <vlan-list> VLAN untagged
egress-tagged disable <viandist>
VLAN VLAN
VLAN

1" “2-4” “1,35”

switchport hybrid allowed
vlan remove <vlan-list> VLAN
VLAN tagged untagged
VLAN
VLAN
VLAN 1

5.2.6 VLAN

VLAN
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CLI
show vlan [viarid]
VLAN
VLAN
1 4094
show interface switchport
VLAN VLAN
VLAN
show running -config
VLAN
5.3 VLAN
5.3.1 PORT VLAN
1
1 2
VLAN 1 VLAN2 gel1 2 VLAN3
gel/2
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2)

VLAN
Switch#config t
Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#vlan 3

VLAN

Switch#config t
Switch(config)#interface gel/1
Switch(config-gel1/1)#swithport mode access
Switch(config-gel1/1)#switchport access vlan 2
Switch(config-gel/1)#exit
Switch(config)#interface gel/2
Switch(config-gel1/2)#swithport mode access
Switch(config-ge1/2)#switchport access vian 3

VLAN PC
VLAN

show vilan
VLAN
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show vlan <vlan-id>
PC VLAN

5.3.2 802.1Q VLAN

1

VLAN
1 2 1/2 1 1/1
2 3 1/3 1 1/1
3 2 1/2 2 1/1
4 3 1/3 2 1/1

1
Switch#config t

Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#vlan 3
Switch#config t
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2)

Switch(config)#interface gel/1
Switch(config-gel/1)#switchport mode trunk
Switch(config-gel/1)#switchport trunk allowed Man add 2
Switch(config-gel/1)#switchport trunk allowed vilan add 3
Switch(config)#interface gel/2
Switch(config-gel/2)#swithport mode access
Switch(config-ge1/2)#switchport access vlan 2
Switch(config-ge1/2)#exit
Switch(config)#interface gel/3
Switch(confi g-gel/3)#swithport mode access
Switch(config-ge1/3)#switchport access vian 3

2
Switch#config t
Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#vlan 3
Switch#config t
Switch(config)#interface gel/1
Switch(config-gel/1)#switchport mode trunk
Switch(config-ge1/1)#switchport trunk allowed vlan add 2
Switch(config-gel1/1)#switchport trunk allowed vlan add 3
Switch(config)#interface gel/2
Switch(config-gel1/2)#swithport mode access
Switch(config-gel1/2)#switchport access vlan 2
Switch(config-gel/2)#exit
Switch(config)#interface gel/3
Switch(config-gel/3)#swithport mode access

Switch(config-ge1/3)#switchport access vian 3

vlan vlan pc
° pc VLAN ACCESS
° 171 vlan 1/1 TRUNK
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6 MSTP

MSTP
® MSTP
® MSTP
® MSTP
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6.1 MSTP
iSpirit 12800 IEEE802.1d,IEEE802.1w |IEEE802.1s
STP
6.1.1
MSTP, RSTP VLAN
VLAN
6.1.2
MST MST
MST MST
MST MST
VLAN MST Digest
show spanning-tree mst config
MST RSTP
BPDU MST 16
VLAN

6.1.3 IST, CIST, CST

IST MST
MST MSTP 0
IST MST 1 15
IST BPDU
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MSTI BPDU MSTI BPDU
BPDU
MST timer
D
CIST MST

802.1W  802.1D

CST
CST MST
6.1.4
IST MSTP IST IST
bridge 1D CST
CST CST boundary
IST master
MSTP BPDU
CST IST master 0
MST
IST master
IST
IST master
MST
MST ,
IST master
6.1.5
802.1D MSTP
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MST STP MST boundary IST
CST
IST MSTP CST
IST master MST STP
MST
CST BPDU MST BPDU
BPDU hello
time, forward time, max-age, max-hops CST
MST switch priority, port VLAN cost , port
VLAN priority CST MST
MSTP 3 RSTPBPDU 802.1D BPDU 802.1D
MSTP MSTP BPDU  MSTP
6.1.6
BPDU IST MST message-age
maximum-age IPTTL  hop-count
IST MST
message -age cost
0, hop-count BPDU or-M-record BPDU
1 BPDU 0
BPDU age
RSTP BPDU Messageage = maximum-age
boundary
6.1.7
boundary MST RSTP
801.1D MST LAN
LAN MST
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MST IST IST
forwarding MST forwarding IST
MST learning blocking
forward-delay time MST forwarding forward-delay time
IST IST forwarding
MST forwarding
forwarding forwarding
IST
MSTP IST MST

6.1.8 MSTP  802.1d STP

MSTP 802.1D
802.1D BPDU
802.1D BPDU 802.1D BPDU MSTP BPDU
RSTP BPDU MSTP

802.1D BPDU MSTP
RSTP MSTP BPDU
RSTP BPDU MSTP 0 TCN BPDU
3MSTP BPDU LAN
MST
6.1.9
MSTP RSTP RSTP MSTP

-77-



lenowvo ix18 iSpirit 12800

RSTP RSTP
RSTP
Root port
Designated port LAN
LAN
Alternate port

Backup port

LAN
Disable port

Master port

RSTP

forwarding discarding

forwarding  learning

RSTP

Edge ports

Root ports RSTP
forwarding
Point -to-point links

proposal-agreement

loop-free
RSTP  802.1D spanningtree
Detection 802.1D blocking forwarding
blocking forwarding RSTP

edge port
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nonedge ports

TC
Notification 802.1D TCN BPDU RSTP 802.1D
RSTP TCP BPDU
Acknowledgement RSTP 802.1D
TCN 802.1D BPDU TCA TC-while
timer( 802.1D topology-change timer ) 802.1D
TCA BPDU TC-while timer reset
802.1D RSTP BPDU TCA
Propagation RSTP
TC
TC-while timer
Protocol migration 802.1D RSTP
802.1D BPDU TCN BPDU
migrate-delay timer RSTP BPDU
RSTP BPDU timer BPDU
migration-delay timer 802.1D BPDU
802.1D 802.1D BPDU RSTP
802.1D BPDU timer RSTP BPDU
timer RSTP BPDU
6.1.10 802.1D
1 01-80-C2-00-00-00 LAN
2 Brideg Identifier
3 Port Identifier
root
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LAN designated LAN
LAN LAN
designated port LAN
1
a
b LAN BPDU root_id  bridge_id
c BPDU BPDU
root_id root_id
root_id root_path_cost
BPDU
2
3 LAN
a LAN
b LAN BPDU
LAN
c LAN
BPDU BPDU
4
LAN LAN

LAN
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LAN
6.2 MSTP
6.2.1
spanning-tree mst enable( mstp)
Spanning-tree mst priority( cist ) 32768
spanning-tree mst hellotime( cist hello-time) 2
spanning-tree mst forward-time( cist forwardtime) 15
spanning-tree mst max-age( cist max -age) 20
spanning-tree mst max-hops( cist max-hops) 20
instance 1 priority ( ) 32768
spanning-tree mst instance 1 priority( priority) 128
spanning-tree mst instance 1 path-cost( path-cost) | 20000000
spanning-tree mst priority cist priority 128
spanning-tree mst path-cost cist path-cost 20000000
6.2.2
MSTP
MSTP
MSTP

Switch#configure terminal
Switch(config)#spanningtree mst enable
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MSTP
Switch#configure terminal

Switch(config)#no spanning-tree mst

max-age

max-age max-age

20 6 40

Switch#configure terminal

Switch(config)#spanningtree mst max -age <seconds>

max-hops
max-hops BPDU
20 1 40

Switch#configure terminal

Switch(config)#spanningtree mst max -hops <hop-count>

forwardtime

forwardtime forwardtime discarding learning

learning forwarding
15 4 30 forwardtime

2*(forward-time — 1) >= max-age

Switch#configure terminal

Switch(config)#spanningtree mst forward-time <seconds>

hellotime
hellotime hellotime
2 1 10 hellotime

2*(hello-time + 1) =< max-age

Switch#configure terminal

-82-



lenowvo ix18 iSpirit 12800

Switch(config)# spanning-tree mst hello-time <seconds>

CIST bridge priority
32768 <0-61440> CIST 4096

Switch#configure terminal
Switch(config)#spanningtree mst priority <priority>

CISCO
802.1s MSTP MSTI
CISCO BPDU MSTI 26 CISCO
CISCO
CISCO
CISCO

Switch#configure terminal
Switch(config)#spanningtree mst cisco-interoperability enable
CIsSCO

Switch#configure terminal

Switch(config)#spanningtree mst cisco-interoperability disable

802.1D STP

STP
STP fast port
stp

Switch#clear spanning-tree detected protocols

Switch#clear spanning-tree detected protocols interface <if-name>
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6.2.3

VLAN

MST RSTP BPDUS
16

Switch#configure terminal
Switch(config)#spanningtree mst configuration

Switch(config-mst)#region <region-name>

Switch#configure terminal
Switch(config)#spanningtree mst configuration

Switch(config-mst)# revision <revision-num>

6.2.4

16 ID 0-15 VLAN

0 VLAN

Switch#configure terminal
Switch(config)#spanningtree mst configuration

Switch(config-mst)#instance <instance-id> vlan <vlan-id>

MSTI bridge priority
32768 <0-61440> MSTI 4096

Switch#configure terminal
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Switch(config)#spanningtree mst configuration

Switch(config-mst)#instance <instance-id> priority <priority>

6.2.5

MSTP

Switch#configure terminal

Switch(config)#interface <if-name>

Switch(config)#spanningtree mst instance <instance-id>

CIST

priority

128 <0-240>,CIST

Switch#configure terminal

Switch(config)#interface <if-name>

Switch(config)#spanningtree mst priority <priority>

MSTI

priority

128 <0-240>,MSTI

Switch#configure terminal

Switch(config)#interface <if-name>

Switch(config)#spanningtree mst instance <instance-id> priority <priority>

port fast

16

16

root guard

CIST path-cost
20000000 1-200000000
(bps)
100,000(100K) 200000000
1,000,000(1M) 20000000
10,000,000(10M) 2000000
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100,000,000(100M) 200000
1,000,000,000(1G) 20000
10,000,000,000(10G) 2000
100,000,000,000(100G) 200
1,000,000,000,000(1T) 20
>1000000000000 2

Switch#configure terminal

Switch(config)#interface <if-name>
Switch(config)#spanningtree mst path <path-cost>

MSTI path-cost
20000000 1-200000000

Switch#configure terminal
Switch(config)#interface <if-name>
Switch(config}#spanningtree mst instance <instance-id> path-cost <path-cost>

MSTP 0-3, 0-stp,2+stp,3mstp

Switch#configure terminal
Switch(config)#interface <if-name>

Switch(config)# spanning-tree mst forceversion <version-id>

designated

port ,RSTP proposal-agreement( - )

proposal-agreement

RSTP

superior
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RSTP forwarding
blocking RSTP
blocking
agreement

agreement RSTP

forwarding
802.1D

Switch#configure terminal
Switch(config)#interface <if-name>
Switch(config)#spanningtree mst link-type point -to-point

Switch#configure terminal
Switch(config)#interface <if-name>

Switch(config-ge2/ 1)#spanning-tree mst link -type shared

6.2.6 PORTFAST

1) Port Fast

Port Fast access  trunk blocking
listening  learning Port Fast
spanning tree
fast port

Switch#configure terminal
Switch(config)#interface <if-name>
Switch(config)#spanning-tree mst portfast

2) BPDU Filtering

BPDU filtering
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spanningtree mst portfast bpdu -filter portfast
bpdu-filter default BPDU filtering
spanning -tree mst portfast bpdu-filter enable
BPDU filter
port fast BPDU
BPDU Filtering

Switch#configure terminal

Switch(config)# spanning-tree mst portfast bpdu-filter

Switch#configure terminal
Switch#interfac e <if-name>

Switch(config)#spanning-tree mst portfast bpdu-filter enable

3) BPDU Guard

BPDU

spanning-tree mst portfast bpdu-guard portfast bpdu-gurad
default BPDU guard
BPDU guard
BPDU gurad BPDU spanning tree  shutdown
Port Fast-enabled BPDU Port Fast-enabled
BPDU BPDU guard
error-disabled

error-disabled BPDU gurad BPDU error-disable

error-disable timer error-disable

Switch#configure terminal
Switch(config)# spanning-tree mst portfast bpdu-guard

Switch#configure terminal
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Switch#interface <if-name>

Switch(config)#spanning-tree mst portfast bpdu-guard enable

error-disable
error-disable

Switch#configure terminal

Switch#spanningtree mst errdisable-timeout enable
error-disable

Switch#configure terminal
Switch# spanning-tree mst errdisable-timeout interval <seconds>

6.2.7 Root Guard

SP
root
guard SP
root port root guard root-inconsistent(blocked)
SP blocked root-inconsistent stat
MST root guard
root guard IST blocked MST block
LAN 802.1D MST
Root guard VLAN VLAN
MST

Switch#configure terminal
Switch(config)#interface <if-name>

Switch(config)#spanningtree mst guard root
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6.3 MSTP

@

1

Switch>en
Switch#configure terminal

Switch(config)#spanning mst enable

2
Switch>en

Switch#configure terminal
Switch(config)#spanning mst enable

3
Switch>en
Switch#configure terminal

Switch(config)#spanning mst enable

LM

@

show spanning-tree mst CISTRoot MAC
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Switch#show spanning -tree mst

show spanning-tree mst interface gel/1 PORT gel/1 0

State

Switch#show spanning -tree mst interface gel/1
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4 IGMP SNOOPING
/Internet
iSpirit 12800 IGMP SNOOPING IGMP
SNOOPING IGMP IP MAC

IGMP SNOOPING
® |IGMP SNOOPING
® |IGMP SNOOPING
® |IGMP SNOOPING
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7.1 IGMP SNOOPING

IGMP SNOOPING IGMP SNOOPING P
MAC P MAC

IGMP SNOOPING

7.1.1 IGMP SNOOPING

IGMP SNOOPING IGMP
IGMP VLAN ID IGMP
VLANID Age
IGMP SNOOPING IGMP
REPORT IGMP SNOOPING IGMP REPORT
IGMP QUERY
IGMP QUERY IGMP
QUERY IGMP SNOOPING IGMP V2 Leave IGMP SNOOPING
fastleave  ENABLE IGMP V2 leave
fast-leave (fast-leave-timeout)
IGMP SNOOPING leave IGMP
SNOOPING age time IGMP SNOOPING
age time
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Leave

SNOOPING
Leave
Fast-leave timeout

Fast-leave-timeout

HUB IGMP

Fastdeave-timeout

leave

7.1.2
MAC IGMP SNOOPING
IGMP SNOOPING MAC
IGMP SNOOPING
MAC
IGMP
SNOOPING
IGMP MAC
7.1.3
IGMP REPORT
IGMP QUERY
VLAN IGMP QUERY
IGMP REPORT IGMP REPORT

IGMP QUERY

IGMP REPORT
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1GMP

QUERY REPORT
1/3

1 2
224.1.1.1
VLAN 2 IGMPVv2
IGMP QUERY 1 224.1.1.1 1/3 IGMP
QUERY 1/1 1/2 1 IGMP QUERY
IGMP REPORT 2 IGMP REPORT
1/1 IGMP REPORT 1/3
VLAN ID
01:00:5e:01:01:01 2 1/1 1/3
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1GMP

QUERY REPORT

1/3
SWITCH
1/2 1/2
QUER/ / \ QUERY
REPORT

L —— ———
1 2
224.1.1.1 224.1.1.1
1 1 224.1.11 2
224.1.1.1 2 IGMP QUERY IGMP REPORT
IGMP REPORT 1/3 1/2
VLAN ID
01:00:5e:01:01:01 2 1/1 1/2 1/3
7.1.4
IGMP
IGMP QUERY
IGMP QUERY IGMP REPORT
IGMP LEAVE
QUERY IGMP REPORT
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IGMP LEAVE

fastdeave ENABLE
LEAVE

Fast-leave

fast-leavetimeout

7.2 IGMP SNOOPING

7.2.1 IGMP SNOOPING

IGMP SNOOPING
Fast-leave

Fast-leave timeout 300

REPORT age 300

QUERY age 400

1.2.2 IGMP SNOOPING

IGMP SNOOPING
IGMP SNOOPING VLAN

IGMP SNOOPING
Switch#configure terminal

Switch(config)#ip igmp snooping

VLAN IGMP SNOOPING

Switch#configure terminal
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Switch(config)#ip igmp snooping vian <vlan-id>

IGMP SNOOPING
Switch#configure terminal

Switch(config)#no ip igmp snooping

VLAN IGMP SNOOPING

Switch#configure terminal
Switch(config)#no ip igmp shooping vlan <vl an-id>

7.2.3

Switch#configure terminal
Switch(config)#ip igmp snooping group-membershiptimeout
<vlan-id>

Interval

Switch#configure terminal
Switch(config)#ip igmp snooping query-membership-timeout
<vlan-id>

Interval

7.2.4 fast-leave

VLAN fast{eave

Switch#configure terminal

Switch(config)#ip igmp shooping fast4eave vlan <vlan-id>
fastleave

Switch#configure terminal

Switch(config)#no ip igmp snooping fast-leave vian <vlan4d>
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fastdeave

Switch#configure terminal

Switch(config)# ip igmp snooping fast-leave -timeout <interval> vlan <vlan-id>

fast-leave

Switch#configure terminal

Switch(config)#no ip igmp snooping fast-leave -timeout vlan <vlan-d>

7.2.5 MROUTER

Switch#configure terminal
Switch(config)#ip igmp snooping mrouter <interface-name> vlan [vlan -id]
VLAN VLAN

MROUTER

7.2.6

IGMP SNOOPING

Switch#show ip igmp shooping

VLAN

Switch#show ip igmp snooping vl an <vlan-4d>

REPORT

Switch#show ip igmp snooping age-table group-membership

QUERY

Switch#show ip igmp snooping agetable query-membership

Switch#show ip igmp snooping forwardingtable
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MROUTER

Switch#show ip igmp snooping mrouter

IGMP SNOOPING

Switch#show running-config

7.3 IGMP SNOOPING

7.3.1

IGMP SNOOPING 1 2 3

Y |

&!'.r

Hinx
‘-!r!"' i "?r‘"‘" F L o
mE vomP2 S L mpea

':.llIﬂﬂ_a-' e . Sl j

Switch#config t

Switch(config)#ip igmp snooping
Switch(config)#vlan database
Switch(config-vian)#vlan 200
Switch(config-vlan)#exit
Switch(config)#interface gel/l
Switch(config-gel/1)#switchport mode access

Switch(config-gel/1)#switchport access vlan 200
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Switch(config)#interface gel/2

Switch(config-gel/2)#switchport mode access
Switch(config-ge1/2)#switchport access vlan 200

Switch(config)#interface gel/3

Switch(config-gel/3)#switchport mode access
Switch(config-ge1/3)#switchport access vlan 200

Switch(config)#ip igmp snooping vlan 200

Switch(config)#ip igmp snooping group-membership-timeout 60000 vian 200
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8 ACL

iSpirit 12800
ACL ACL

ACL
ACL
ACL
ACL
ACL
ACL
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8.1 ACL
ACL(Access list control) ACL
ACL
ACL ACL
QOS
ACL P 1 99 1300 1999 IP 100
199 2000 2699
ACL
ACL deny
permit
iSpirit 12800
wildcard
Wildcard bit P MAC bits T’ bits 'O
P
wildcard
Wildcard 'O’ bit
192.168.0.0/16 192.168.1.0/24
access-list 1 permit 192.168.1.0 0.0.0.255 1
access-list 1 deny 192.168.0.0 0.0.255.255 2
1 2
2 1 deny
permit ACL
1 2
2
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192.168.1.1
( ) 192.168.0.1
( ) 2
1 1 2
access-list 1 deny 192168.0.0 0.0.255.255 2
access-list 1 permit 192.168.1.0 0.0.0.255 1
2 1 1
2 2
'0.0.255.255" Wildcard bits bits "1’ bits 'O’
2 Wildcard bits '0.0.255.255’ (16 bits)
1 Wildcard bits '0 0.0.0.255’ (24 bits) 2
’ P P ,
ACL IP P IP ( TCP UDP OSPF)
161
8.2 ACL
ACL
ACL
ACL
ACL
permit
deny
ACL ACL
FFP P FFP
P ACL FFP

access-list 1 permit 192.168.1.0 0.0.0.255
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IP FFP
192.168.1.0 192.168.1.255

accessHist 1 deny 192.168.1.0 0.0.0.255 access-list 1

permit any P
FFP 192.168.1.0 192.168. 1.255
ACL 1/1 ACL 1
access-list 1 permit 192.168.0.100 1/1
1 P 192.168.0.100 2 P 192.168.0.101
1 1/1 2 1/1 1
pl 1/1 2 p2
11

SWITCH

1/1 permit 192.168.0.100

1 2
192.168.0.100 192.168.0.101

ACL ACL
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8.3 ACL
ACL IP IP MAC
ACL
P IP P
accessHist <groupld> {deny | permit} <source>
groupld IP ACL 1 199 1300 1999
deny/permit
source IP
A.B.C.D wildcard IP
any A.B.C.D 255.255.255.255
host A.B.C.D A.B.C.D 0.0.0.0
wildcard bits {0} e
P IP P P P IP

accessHist <groupld> {deny | permit} <protocol> <source> [eq <srcPort>]

<destination> [destPort]

groupld IP ACL 100 199 2000 2699
deny/permit
protocol IP icmp tcp udp 6(tcp)
ip O
source IP
1)A.B.C.D wildcard P
2)any A.B.C.D 255.255.255.255
3)host A.B.C.D A.B.C.D 0.0.0.0
srcPort protocol tcp udp
wWww 80
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destination P
1) A.B.C.D wildcard P
2) any A.B.C.D 255.255.255.255
3) host A.B.C.D A.B.C.D 00.0.0
destPort protocol tcp udp
srcPort

show access -list [groupld]
ACL groupld

no access-list <groupld>

groupld

8.4 ACL
ACL
access-group <groupld>
groupld ACL
ACL
ACL FFP QoS
ACL

show acccess-group

ACL

no acl-filter <groupld>
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8.5 ACL

ACL 192.168.1.0
192.168.1.0 12800 1/1
172.16.4.0
o
e VLAN 4
<
VLAN 2

Switch#config t

Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#vlan 3
Switch(config)#interface gel/1
Switch(config-gel/1)#swithport mode access
Switch(config-ge1/1)#switchport access vian 2
Switch(config)#interface vlan2
Switch(config-vian2)#ip add 192.168.1.1/24
Switch(config)#interface gel/2
Switch(config-gel1/2)#swithport mode access
Switch(config-ge1/2)#switchport access vian 3
Switch(config)#interface vlan3
Switch(config-vlan2)#ip add 172.16.3.1/24
Switch(config)#access-list 10deny 192.168.1.0 0.0.0.255
Switch(config)#access-list 10 permit any
Switch(config)#interface gel/2
Switch(config-gel/1)#access -group 10
Switch(config-gel/1)#exit
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Switch(config)#interface gel/2
Switch(config-gel/2)#access -group 10

ip
192.168.1.0 IP

show access-list

deny any permit any
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ARP

ARP

VLAN
ARP
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lenovo &8
9.1 VLAN
VLAN VLAN
VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN 512 VLAN 4K VLAN
512 VLAN VLAN
VLAN VLAN “vlan” VLAN ID
VLAN 1 “vlanl” VLAN 4094 “vlan4094”
VLAN VLAN
VLAN VLAN UP VLAN
VLAN VLAN
RUNNING VLAN RUNNING VLAN
RUNNING VLAN RUNNING
VLAN IP
VLAN P P
VLAN VLAN VLAN1
P 192.168.0.1/24 VLAN1 P VLAN1
VLAN P
VLAN P
CLlI
ip address <ip-prefix> VLAN IP
P
VLAN
P
P P
A.B.C.D/M
no ip address [ip-prefix] VLAN P
A.B.C.D/M
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VLAN
CLI
show interface [if-name] VLAN
P MAC
VLAN
VLAN
show running-config
VLAN
VLAN3 193.1.1.0 24( 255.255.255.0)

P 193.1.1.1 VLAN3
switch(config)#interface vlan3
switch(config-vlan3)#ip address 193.1.1.1/24
switch(config-vlan3)#end

switch#show interface vlan3

9.2 ARP
ARP Address Resolution Protocol IP
VLAN
MAC MAC
A B iSpirit 12800
B A
B ARP , B
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ARP ARP P MAC
ARP 20
P ARP P ARP
L] ARP
® ARP
® ARP
9.2.1 ARP
ARP ARP ARP ARP ARP
ARP ARP
ARP ARP
ARP
ARP VLAN
IP ARP
ARP
CLI
arp <ip-address> ARP
<mac-address> P P
MAC
MAC MAC
MAC

HHHH.HHHH.HHHH
0010.5cb1.7825

<ip-prefix> | all

dynamic | static}

no arp {<ip-address> |

ARP P
ARP
ARP ARP
ARP
ARP
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9.2.2 ARP

ARP IP

MAC
ARP ARP ARP

ARP ARP
ARP
ARP
ARP
ARP ARP
ARP
ARP
CLI
arp static {<ip-prefix> | all}
ARP ARP
arp lock <ip-prefix>
ARP
ARP
arp unlock {<ip-prefix> | all}
ARP
193.1.1.0/24 ARP P 193.1.1.100 MAC
0010.5¢cb1.7825 IP 193.1.1.101 MAC 0010.5cb1.7826
ARP ARP P 193.1.1.100 193.1.1.101 ARP
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Switch(config)#arp lock 193.1.1.0/24
Switch(config)#arp 193.1.1.100 0010.5¢cb1.7825
Switch(config)#arp 193.1.1.101 0010.5¢cb1.7826
ARP ARP IP 193.1.1.100 193.1.1.101 ARP

Switch(config)#arp static 193.1.1.0/24
Switch(config)#arp lock 193.1.1.0/24

9.2.3 ARP
ARP
CLI
show arp [<ip-prefix> | ARP ARP
dynamic | static] ARP
ARP ARP
ARP
show arp lock ARP
show running-config
ARP

9.3

0.0.0.0/0 0.0.0.0
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ICMP

CLI

ip route <ip-prefix>

<nexthop-address> P

ip route <ip-address>
<mask-address> P

<nexthop-address>

no ip route <ip-prefix>

[nexthop-address] IP

no ip route <ip-address>
<mask-address> P

[nexthop-address]
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CLI

show ip route
[<ip-address> [
<ip-prefix> | connected |

static | rip | ospf]

OSPF

RIP

show ip route database

[connected | static | rip |

ospf]

OSPF

RIP

show running -config

IP 200.1.1.0

Switch(config)#ip route 200.1.1.0 255.255.255.0 10.1.1.2
Switch(config)#ip route 200.1.1.0/24 10.1.1.2

P 200.1.1.0

255.255.255.0

255.255.255.0

Switch(config)#no ip route 200.1.1.0/24
Switch(config)#no ip route 2001.1.0/24 10.1.1.2

Switch(config)#no ip route 200.1.1.0 255.255.255.0
Switch(config)#no ip route 200.1.1.0 255.255.255.0 10.1.1.2
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94 IP
VLANZ: 192.168.1.1/24 VIANG: 192.168.2.1/24
VLAN4: 192.168.3.1/30 VLANA: 1592.168.3.2/30
Port: 1/2 IP‘”“ 1/1  Port: 1/2
Pairt:
. riz 1/1 =
LHHL 1 AL 2
= ]
< L o
M 1[VLANZ) JH P LVLANG)
IP:192.168.1.2/24 7192, 168.2.2 /24
94.1

1 VLANZ2

Switch#config t

Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#exit
Switch(config)#interface gel/2
Switch(config-gel/2)#switch access vian 2
Switch(config)#interface vlan2
Switch(config-vlian2)#ip add 192.168.1.1/24

1 ping 1 VLAN2

9.4.2

PC
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1

Switch#config t
Switch(config)#ip route 192.168.2.0 255.255.255.0 192.168.3.2

2
Switch#config t
Switch(config)#ip route 192.168.1.0/24 192.168.3.1

1 ping 2 2 ping 1
9.4.3 ARP
1 VLAN2 ARP 1 ARP
1 MAC 00:00:00:00:00:01

1

Switch#config t
Switch(config)#arp lock 192.168.1.0/24

Switch(config)#arp 192.168.1.2 0000.0000.0001

1 ping 1 VLAN2 IP
192.168.1.3  ping 1 VLAN2 IP
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10 RIP

® RIP
L] RIP
L] RIP
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10.1 RIP
RIP Routing Information Protocol
RIP UDP UDP 520
RIP hop 1
metric RIP 15 16
RIP 30
180
120
RIP RIP
RIP RIP-1 RIP-2
RIP
RIP 30
RIP
RIP RIP
10.2 RIP
RIP RIP RIP RIP
RIP
° RIP RIP
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[ ) RIP

°
°
°
°
°
°
°
°
°

[ ) RIP
°
°
°
°

10.2.1 RIP

router rip

rip rip

no router rip
rip

rip

10.2.2 RIP
RIP

RIP

RIP
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network <network-address>
rip
no network <network-address>

rip
A.B.C.D/M AB.C.DAB.C.D ip
ip
RIP
RIP RIP
RIP RIP
network-address
ip network
192.160.1.1 network 192.160.1.1/24 show running-config

network 192.160.1.0/24

10.2.3
RIP 1 2 224.0.0.9
RIP
RIP
neighbor <ip-address>
ip
no neighbor <ip-address>
ip
ip-address ip
RIP
10.2.4
RIP RIP
network RIP
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passive-interface

RIP

passive-interface <if-name>

no passive-interface <if-name>

ifhname vlanl vlan2 ...

RIP passive

10.2.5

RIP

default-metric <metric>

no default-metric [metric]

metric 1~-16 1 16

metric 1 no default-metric

10.2.6

RIP

distance <distance>
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no distance [distance]
distance 1~255
distance 120 no distance
10.2.7
RIP 30 RIP RIP
180 metric 16 RIP
metric 16 120
RIP
timers basic <update> <timeout> <garbage>
no timers basic
update RIP timeout
garbage
5~(2%1)
update 30 timeout 180 garbage 120
10.2.8
RIP 1 RFC1058 2 RFC2453
RIP
version <version>
RIP 1 2

no version [version]
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RIP

version 1 2

2

10.2.9

RIP RIP RIP
connected static OSPF IS-IS BGP

RIP

redistribute {kernel | connected | static | ospf | isis | bgp} [metric <metric> |

route-map <route-map-name>]

no redistribute {kernel | connected | static | ospf | isis | bgp} [metric <metric> |

route-map <route-map-name>]

ospf isds bgp

1~16 routemap

route-map

RIP
10.2.10

RIP
RIP
distributedist <acl-name> {in | out} [if-name]
access-list

no distribute-list <acl-name> {in | out} [if name]
accessist

acl-name access-list ifname RIP in out
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distributedist prefix <pre-name> {in | out} [ifFname]
prefix -list
no distribute-list prefix <pre-name> {in | out} [ifname]
prefix-list

pre-name prefix -list if-name RIP in out

RIP

access-list prefixdist

10.2.11

RIP

RIP
offset -list <acl-name> {in | out} <offset> [if-name]
access-list

no offset-list <acl-name> {in | out} <offset> [if-name]

acl-name access-list in out
offset 0~16 ifname RIP
1 0
10.2.12 RIP
RIP RIP-1 RIP-2 RIP RIP
RIP-1 RIP -2 RIP-1 RIP-2
RIP-1 RIP-2
RIP-2 RIP-1 RIP -2 RIP-2
RIP RIP
RIP-1 RIP-2
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ip rip receive version {1 | 2}
1 2
1 2
ip rip receive version {1 2 | 2 1}
1 2
12 21

no ip rip receive version [1 [ 2|12 | 2 1]
2
ip rip send version {1 | 2 | 1-compatible}
1 2
1 2 1-compatible 2
ip rip send version {1 2 | 2 1}
1 2

12 21

no ip rip send version [1 | 2 | 2-compatible | 1 2 | 2 1]

10.2.13

RIP network RIP

ip rip receive-packet

no ip rip receive-packet
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ip rip send-packet

no ip rip send-packet

network RIP
passive-interface network
ip rip receive-packet ip rip send-packet

network

10.2.14

metric 16
NBMA
ip rip split-horizon [poisoned]
no ip rip split-horizon
poisoned poisoned
10.2.15
RIP-1 RIP-2 MD5
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ip rip authentication mode {text | md5}
md5

no ip rip authentication mode [text | md5]

text md5

ip rip authentication string <password>

no ip rip authentication string [password]

16

ip rip authentication key -chain <key-chain-name>

key-chain

no ip rip authentication key-chain [key -chain-name]

key-chain key-chain

10.2.16

ip rip metric <metric>

no ip rip metric

metric 1-16

1

10.2.17
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show ip protocols

show ip protocols rip
RIP

show ip rip
RIP

show ip rip database
RIP

show ip rip database count
RIP

show ip rip interface [if-name]
RIP

ifhame

show running -config
RIP
show running-config rip

RIP

10.3 RIP

@

6 rip

1

Switch# config t

Switch(config)#router rip
Switch(config-rip)#network 192.168.1.0/24
Switch(config-rip)#network 10.1.1.0/24
Switch(config-rip)#network 10.1.2.0/24
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2

Switch# config t
Switch(config)#router rip
Switch(config-rip)#network 192.168.2.0/24
Switch(config-rip)#network 10.1.2.0/24
Switch(config-rip)#network 10.1.3.0/24

3
Switch# config t
Switch(config)#router rip
Switch(config-rip)#network 192.168.3.0/24
Switch(config-rip)#network 10.1.1.0/24
Switch(config-rip)#network 10.1.3.0/24

192.168.3.2

l,

192.1.63.1.2 i 192, 163 22
g:} 192.168.1. : .1 |, 192.168.2.1
< .
AL 2
)
RIP

show ip protocols rip
show ip rip database

show ip rip interface
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11 OSPF

® OSPF
® OSPF
® OSPF
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11.1 OSPF

OSPF Open Shortest Path First

OSPF LSDB

LSU
LSA LSDB
SPF
OSPF DR
BDR DR DR
OSPF
HELLO DR
HELLO

DD Database Description DD LSDB

LSA head LSA head LSA

LSA LSA
LSR Link State Request DD
LSA LSR LSA LSA
head
LSU Link State Update LSA
LSAck Link State Acknowledgement LSU
LSA head

Router-id

area OSPF LSDB

CPU

OSPF
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LSDB
ABR LSDB
ID 0 ABR
ABR ABR
11.2 OSPF
OSPF OSPF OSPF
OSPF
OSPF
° OSPF OSPF
[ ]
[ ]
([ ] ID
[ ]
[ ]
[ J SPF
[ ]
[ ]
[ ]
[ ] hello
[ ]
[ ]
[ ]
([ ] DR
[ ]
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() DD MTU
°
°
°
°
° stub
° nssa
°
°
11.2.1 OSPF OSPF
OSPF process-id OSPF
0
router ospf [process-id]
process-id OSPF
no router ospf [process-id]
process-id OSPF
process-id 1~(2%-1) OSPF process -id
0 OSPF
OSPF
11.2.2
OSPF
ABR
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OSPF

11.2.3

OSPF

area-id

OSPF
network <network-address> area <area-id>

OSPF

no network <network_address> area <area-id>

OSPF

network-address A.B.C.D/M A.B.C.DA.B.C.D
ip area-id
0~(2%-1)
OSPF

OSPF

host <ip-address> area <area-d> [cost <cost>]

no host <ip-address> area <areaid> [cost <cost>]

ip-address A.B.C.D

stub area-dd  network cost

11.2.4

cost 0
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ID 32bit
D ID
loopback IP loopback IP IP
ID OSPF ID
OSPF

ospf router-id <router-id>
ID

no ospf router-id
ID

router-id <router-id>

no router4d [router-id]

router-id A.B.C.D

OSPF ID
router-id loopback IP P

0.0.0.0

11.2.5
OSPF 224.0.0.5 224.0.0.6
OSPF NBMA
P
OSPF

neighbor <ip-address> [priority <prio> | poll-interval <deadtime> | cost <cost>]

no neighbor <ip-address> [priority <prio> | poll-interval <deadtime> | cost

<cost>]
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ip-address IP A.B.C.D prio 0~255
deadtime down hello
1~(2%-1) cost 1~(2%°-1)
priority 1 0 DR polkinterval 120 cost 10
11.2.6
OSPF
passive hello
OSPF
passive-interface <ifname>
no passive-interface <if-name>
if-name vlanl vlan2...
OSPF passive
OSPF passive
OSPF
11.2.7 SPF
OSPF LSDB
delay  hold
SPF SPF
SPF SPF
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SPF

SPF

OSPF
timers spf <delay> <hold>

SPF delay hold

no timers spf

delay SPF hold SPF

delay 5s hold 10

11.2.8

OSPF

distance <distance>

no distance <distance>

distance ospf {intra-area <distance> | inter-area <distance> | external

<distance>}

no distance ospf
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distance 1~-255 intra-area inter -area
external
OSPF 110 0
11.2.9
OSPF
ASBR
OSPF
type-1 type -2
type-1 IGP OSPF
ASBR ASBR type-2 EGP OSPF
ASBR ASBR
OSPF

redistribute {kernel | connected | static | rip | isis | bgp} etric <metric> |

metric-type <type> | route-map <route-map-name> | tag <tag>]

no redistribute {kernel | connected | static | rip | isis | bgp} [metric <metric> |

metric-type <type> | route-map <route-map-name> | tag <tag>]

RIP I1S-IS BGP

0~(2%*-1)
type-l type-2 typel IGP type-2 EGP
route-map route-map
tag 0~(2%2-1)
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11.2.10
OSPF
OSPF
Ethernet FDDI etc NBMA
FR ATM HDLC X.25 etc
NBMA PPP LAPB POS
NBMA NBMA
OSPF NBMA
NBMA DR DR NBMA
ip ospf network <type>
no ip ospf network
type broadcast non-broadcast point-to-point  point -to-multipoint
[non-broadcast] NBMA

11.2.11 hello

Hello

DR BDR Hello

hello Hello
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ip ospf hellointerval <seconds>
hello
no ip ospf hello-interval
hello
seconds 1~(21%-1) hello
hello 10 NBMA
hello 30
11.2.12
ip ospf dead-interval <seconds>
no ip ospf deadinterval
seconds 1~(2'%-1) seconds hello
hello dead
40 NBMA
120 hello dead
11.2.13
OSPF LSuU LSU-ack
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LSA

ip ospf retransmit-interval <seconds>

no ip ospf retransmit-interval

seconds 1~(2**-1) LSA
5s

11.2.14

LSU LSA age

ip ospf transmit-delay <seconds>

no ip ospf transmit-delay

seconds 1~(2'%-1) LSA age

11.2.15 DR
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DR
BDR DR
0 0
hello DR
DR router ID
DR DR
BDR DR BDR
DR DR
DR BDR BDR DR BDR
DR BDR BDR
ip ospf priority <prio>
DR
no ip ospf priority
prio 0~255 DR 0
1
11.2.16
OSPF

ip ospf cost <cost>

no ip ospf cost

cost 1~(2%°-1)
10
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11.2.17 DD MTU

ip ospf mtu-ignore
DD mtu

no ip ospf mtu-ignore
DD mtu

DD mtu

11.2.18

OSPF MD5

ip ospf authentication <mode>

no ip ospf authentication

message-digest MD5 null

ip ospf authentication key <password>

no ip ospf authentication-key

password

ip ospf mes sage-digest-key <key-id> md5 <password>

MD5
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no ip ospf message-digest-key <key-id>

MD5
key-id 1~255 password
11.2.19
OSPF
0.0.0.0
ABR 0
ABR transit area
D ABR D ABR
ABR
ABR
OSPF

area <area-id> virtual -link <router-id>
ID

[authentication <mode> |

authentication-key <password> |

message-digest-key <key -id> md5 <password> |
MD5

hello-interval <seconds> |

hello
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dead-interval <seconds> |

retransmit-interval <seconds> |

transmit-delay <seconds> |

no area <area-d> virtuaHink <router-id>
[authentication <mode> |
authentication-key <password> |
message-digest-key <key -id> md5 <password> |
hello-interval <seconds> |
dead-interval <seconds> |
retransmit-interval <seconds> |

transmit-delay <seconds>]

area-id ID A.B.C.D
0~(2%-1) router -id ID A.B.C.D
11.2.20
OSPF

area <area-id> range <ip-prefix> [advertise | not-advertise]
no area <areadd> range <ip-prefix> [advertise | not-advertise]
area-id ID A.B.C.D

0~(2°*1) Ip-prefix A.B.C.D/M

advertise  not-advertise ip-prefix
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11.2.21

MD5

MD5

OSPF

area <area-id> authentication [message-digest]

no area <area-d> authentication

area-id ID

0~(2*%-1)

11.2.22 stub

A.B.C.D
stub

OSPF
area <area-id> stub [no-summary]

stub
no area <area-id> stub [no-summary]
stub
area <area-id> default-cost <cost>
stub ABR

no area <area-d> default-cost

area-id ID stub

0~(2%-1) no-summary

stub
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ABR
stub
11.2.23 nssa
OSPF

area <area-id> nssa [options]
nssa

no area <area-d> nssa [options]

nssa
area-id ID options
nssa
11.2.24
type-5 LSU
LSDB
OSPF

summary-address <ip-prefix> [not-advertise | tag <tag>]

no summary-address <ip-prefix> [not -advertise | tag <tag>]

ip-prefix A.B.C.D/M not-advertise
tag tag 0~(2°%1) 0

11.2.25
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redistribute

OSPF

default-metric <metric>

no default-metric [metric]

metric 0~(2%-1)

1

11.2.26

show ip protocols

show ip protocds ospf
OSPF

show ip ospf [process-id]
OSPF

instance-id
0-(2'¢-1)

show ip ospf border-routers
ABR

show ip ospf database <type>
LSDB

type LSA

show ip ospf interface [if-name]
OSPF

if-name

show ip ospf route [count]
OSPF

count

show ip ospf virtualdinks
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OSPF
show ip ospf neighbor [options]
OSPF

options

show running -config
OSPF

show running-config ospf

OSPF
11.3 OSPF
@
6 OSPF
area 0
1

Switch#config t

Switch(config)#router ospf 100

Switch(config-ospf-100)#network 10.1.1.0/24 area 0

Switch(config-ospf-100)#network 10.1.2.0/24 area 0

Switch(config-ospf-100)#network 192.168.1.0/24 area 0
2

Switch#config t

Switch(config)#router ospf 100

Switch(config-ospf-100)#network 10.1.2.0/24 area 0

Switch(config-ospf-100)#network 10.1.3.0/24 area O

Switch(config-ospf-100)#network 192.168.2.0/24 area 0
3

Switch#config t

Switch(config)#router ospf 100

Switch(config-ospf-100)#network 10.1.1.0/24 area O
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Switch(config-ospf-100)#network 10.1.3.0/24 area O
Switch(config-ospf-100)#network 192.168.3.0/24 area 0

192.168.3.2

e

_192.168.3.1

192.168.1.2

1=
&

192.168.2.2

]

V 192.168.2.1 ( _

@)
show ip ospf database
show ip ospf interface
show ip ospf neighbor
show ip route ospf

show ip ospf route
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12 VRRP

® VRRP
® VRRP
® VRRP
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12.1 VRRP
VRRP
VRRP
® VRRP
® VRRP
® VRRP
([ ]
([ ]
12.1.1 VRRP
IP 10.5.10.1 123 IP
10.5.10.0/24 123
IP 10.5.10.1 IP

switeh ”

=7

105 1001
| Ethmrrmt
10.5.10. 11 10.5. 10..12 10,5, 10, 13
Host 1 Hosi 2 Host 3

OSPF
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RIP
Switlﬂil‘a%;‘ e
Etmemet
10/5.10.12
Hasat 1 Hioat 2 Host 3
P switchl
switch2
VRRP VRRP
Switchl  Switch2
P P 10.5.10.1
P 10.5.10.1 Switchl
Switchl Switchl Switch2 Switchl
Switch2 VRRP
VRRP
Ewitchl-e%? Master Baclkup f‘ﬂf:jr Switohd
Hihht10.5. 102 Huhhtio.5.10. 3
Erfilkbht10. 5. 10. 1 Etnermet BfRb0. 51001
10.5.10. 11 10.5.10.12 10.5.10. 13

Haost 2
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12.1.2 VRRP

1 VRRP

Virtual Router Redundancy Protocol

2 Virtual Router

VRID

3 VRRP Router
VRRP VRRP VRRP

4 |P Address Owner
P P P VRRP

5 Virtual Router Master
P ARP

VRRP P

6 Virtual Router Backup
P ARP

° VRRP

VRID VRID
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12.1.3 VRRP

VRRP

o

012345678

| vereicn| Typs

P

zuth Typa |

Bt Rl A Sk bl el

Bt el

R T e e e o e e e o

Bt el

1 VRRP
MAC
MAC
2 VRRP
P
P
TTL 255

Protocol 112

3 VRRP

Version 2

Type VRRP

Bt L e

Bt L e

MAC

P

VRRP

| wirtual

+

I
+
I
+
I
I
I
B ks ek el S ol S el S
I
+
I
+
I
+

+

VRRP

1

5012346586
LRl Bl e ik il el el Sk e e Tl el el e et ik l dab Rt Sl Tl Bl Tl Tl s el el
| count Ip zddre|
B e e A e e e e e e e e et ak el R R LR el el e e R el Ll e el el e T 3

RET ID|

rdver Int |
B e T e e e T e Tl ek S S S

VRID

2
T8 %012

Priority

34 5

Checksum

IP ARddrezas (1)
Rt Sl et Sl Bt st Sl S

R et Sl el Sl Sk Sl S sl ek
IP address (n)

B e e e e Al Tl S e el et
Euthentication Data (1)

B e e e el e S el T e e

Eithentication Data (2}
Bl b bl Tk ket kSl el Sl Rt Sk ko

MAC

VRID 1

MAC

P

224.0.0.18

VRRP

“+-+-4

SH-+-4

S+-+- 4

S+-+-4

S+-+- 4

k]

878 901

I
Bl T e e
I
R el T SR
I
I
I
Rl T R
I
R TR
I
Rl T R

R TR e

00-00-5e-00-01-{VRID} VRID

MAC

01-00-5e-00-00-12

00-00-5e-00-01-01

1---ADVERTISEMENT VRRP
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VRID

Priority VRRP

Count IP Addrs IP IP
Auth Type VRRP

Advertisement Interval 1

Checksum VRRP Version

IP Address(es) IP

Authentication Data

4 VRRP
VRRP priority
0 255 0 255 1 254 100
VRRP P 255
0 VRRP
5 VRRP
VRRP

0 --- No Authentication

1--- Simple Text Password

2 ---IP Authentication Header

P HMAC-MD5
HMAC
0o 2 Authentication Data 0 1 Authentication
Data 2 IP Authentication Header
P AH
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6 VRRP
VRRP ADVERTISEMENT
Advertisement Interval 1
VRRP
Ma=zter Backup
Adwvertizement N
Adwertizement R
Adwvertizement
12.1.4
® |P
VRRP P P P
® VRRP
VRRP
254 |IP 255
VRRP 0
® P P VRRP
® 0 VRRP
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Skew_Time VRRP

® Master Down Interval

VRRP
Master_Down_Interval = (3 * Advertisement_Interval) + Skew_Time
Skew_Time = ((256 — Priority) / 256)
2 P P

3 VRRP
Preempt Mode  TRUE

12.1.5
VRRP
+mmmm s - | -------------- +
| |  Imitialize | |
| 4------ [---------- +
I I Hmmmmmmmmmmm oo + I I
| I I I
(- Voo
[-------mmmmmmmm - >| |
| Master | | Backup |
I [2---mmmmmmmmm e I I
Frmmm s s mmmm - + Fmm s e +
1 Initialize
Initialize Startup
Startup
[ VRRP 255 P )
Master
) Backup
Master
() VRRP
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[ ARP P MAC
° Adver_Timer Advertisement_Interval
Backup
) Master_Down_Timer Master_Down_Interval
2 Backup
Backup
Shutdown Master_Down_Timer Initialize
Master_Down_Timer Master
VRRP
) VRRP 0 Master_Down_Timer
Skew_Time
) Preempt_Mode FALSE VRRP >=
VRRP Master_Down_Timer Master_Down_Interval
° VRRP
3 Master
Master VRRP
Shutdown Adver_Timer 0 VRRP
Initialize
Adver_Timer VRRP Adver_Timer
VRRP
) 0 VRRP Adver_Timer
[ ) VRRP P
VRRP IP Adver_Timer
Master_Down_Timer Backup
[ VRRP
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12.2 VRRP
VRRP
°
[ IP
°
o
° VRRP
12.2.1
VRID
VRID VRID
255
4
CLI
router vrrp <ifname> <vrid>
VRRP
VRRP
VLAN
VRID,
1 255
no router vrrp <ifhame>
[vrid]
VLAN
VRID
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i P
° VLAN VLAN IP VLAN P
12.2.2 IP
IP
P P
VRRP P
IP
IP
CLI
vrrp ip-address P | VRRP
<virtuaHp>
no vrrp ip-address IP | VRRP
L P P P
® P
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[ ) PING P P
P
12.2.3
100
TRUE
1
VRRP
VRRP P 255
IP
CLlI
vrrp priority <value> VRRP
3 254
1 2
vrrp preempt {true | false} VRRP
TRUE FALSE
vrrp  advertisement-interval VRRP
<interval>
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1 255,
vrrp authentication none VRRP
vIrp authentication VRRP
simple-password <key>
8
°
12.2.4
P
Initialize Startup
Master Backup
Shutdown Initialize
IP
IP
CLI
enable vrrp VRRP
disable vrrp VRRP
12.2.5 VRRP
VRRP VRRP

- 166 -




lenovo 18 iSpirit 12800

CLlI
show vrrp [if-name] [vrid]
show running -config
VRRP
12.3 VRRP
@
VRRP
1 Master 2 Backup
AL 2
VRRP

Port 1/1 |192 168.1.1 192.168.1.2 Port 1/1

192.168.1.0

UL VIANZ ERs: 192.168.1.0 .-
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@)

1

Switch#config t

Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#exit
Switch(config)#interface gel/1
Switch(config-gel/1)#switchport access vlan 2
Switch(config-gel/1)#exit
Switch(config)#interface vlan2
Switch(config-vlan2)#ip add 192.168.1.1/24
Switch(config-vlan2)#exit
Switch(config)#router vrrp vlian2 1
Switch(config-vrrp)#vrrp ip-address 192.168.1.1
Switch(config-vrrp)#enable vrrp

2
Switch#config t
Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#exit
Switch(config)#interface gel/1
Switch(config-gel/1)#switchport access vlan 2
Switch(config-gel/1)#exit
Switch(config)#interface vlan2
Switch(config-vlian2)#ip add 192.168.1.2/24
Switch(config-vlan2)#exit
Switch(config)#router vrrp vian2 1
Switch(config-vrrp)#vrrp ip-address 192.168.1.1

Switch(config-vrrp)#enable vrrp

VRRP
show running -config
show vrrp

show vrrp vlan2
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13 DHCP RELAY

® DHCP RELAY
® DHCP RELAY
® DHCP RELAY
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13.1 DHCP RELAY

DHCP Dynamic Host Configuration Protocol
TCP/IP DHCP
DHCP TCP/IP
P
IP P
P IP
DHCP
P Discover
0.0.0.0 255.255.255.255
Discover IP Offer
Offer
Request IP
ARP P Decline
Discover
Request Ack
DHCP Discover
IP Request
Ack P
Nack
Release
Request Request
P 3/4 Request
Discover
IP
Discover
DHCP DHCP
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13.2 DHCP RELAY

DHCP relay DHCP
DHCP-relay
) DHCP-relay
° DHCP server
13.2.1 DHCP-relay
dhcp relay dhcp relay
no dhcp relay dhcp relay
dhc p relay dhcp
13.2.2 DHCP server

dhcp server <ip-address>
IP

no dhcp server <ip-address>

no dhcp server

<ip-address> P DHCP relay
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13.3 DHCP RELAY

@
DHCP 1 2 DHCP
DHCP DHCP 1 2 DHCP
P
 DHCPIRHE
IP: 192.168.1.2
VLAN1: 192.168.1.1 :" ‘:,.-.J :
VLAN2: 192.168.2.1 y N ,
VLAN3: 192.168.3.1 \ 1
;: VLAN 2 \ s VLAN3 "\
= T
Lo . Pz )
\\pHCPgFi?,’ ‘\\PHCPgFif,r
Switch#config t
Switch(config)#interface vlanl
Switch(config-vlanl)#ip address 192.168.1.1/24
Switch(config-vlan1)#dhcp relay
Switch(config-vlanl)#interface vlan2
Switch(config-vlan2)#ip address 192.168.2.1/24
Switch(config-vlan2)#dhcp relay
Switch(config-vlian2)#dhcp server 192.168.1.2
Switch(config-vlan2)#interface vlan3
Switch(config-vlan3)#ip ad 192.168.3.1/24
Switch(config-vlan3)#dhcp relay
Switch(config-vlan3)#dhcp server 192.168.1.2
@)
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show running -config

14
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14.1
debugging debugging
debugging
°
°
°
® debugging
14.1.1

2006/05/20 13:56:34 Warning: MSTP: Port up notification received for port ge2/2

2006/05/20 13:56:34 Warning
MSTP Port up notification received for port ge2/2
1
/]
24 0 283
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2
Critical Warning Informational  Debugging
Critical
Warning
Informational
Debugging
3
CLI
MSTP
VLAN VLAN
OSPF OSPF
RIP RIP
ARP ARP
P P
ICMP ICMP
UDP UDP
TCP TCP
VRRP VRRP
DHCP-relay DHCP RELAY
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IGMP IGMP
brd_mgr
4
14.1.2
[ J
° NVM
[ J
1K 1K
Critical ~ Warning
NVM NVM
NVM
NVM
SYSLOG
NVM
14.1.3
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Console
Telnet
14.1.4 debugging
debugging
debugging
debugging
debugging
debugging
debugging Informational
debugging
14.2
°
°
° debugging
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L debugging
14.2.1
Console
Console Telnet
write
CLI

log display [critical | warning

| informational | debugging]

no log display [critical |
warning | informational |

debugging]

-178 -




lenovo 18

iSpirit 12800

14.2.2

CLI

show log display

show log [critical | warning

informational

debugging]

14.2.3

debugging

debugging

write

debugging

debugging

Cu

debugip ...

debugging

no debug ip ...

debugging

debugipicmp ...

ICMP

debugging

no debug ip icmp ...

ICMP

debugging
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debugiparp ... ARP
debugging

no debug ip arp ... ARP
debugging

debug ip udp ... UDP
debugging

no debug ip udp ... UDP
debugging

debug ip tcp ... TCP
debugging

no debug ip tcp ... TCP
debugging

debug ospf ... OSPF
debugging

no debug ospf ... OSPF
debugging

debug rip ... RIP

debugging
no debug rip ... RIP
debugging

debug vrrp ... VRRP
debugging

no debug vrrp ... VRRP
debugging

debug mstp ... MSTP
debugging

no debug mstp ... MSTP
debugging

debug igmp IGMP SNOOPING

snooping ... debugging
no debug igmp IGMP SNOOPING
snooping ... debugging
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debug dhcp-relay ... DHCP REALY
debugging
no debug DHCP RELAY
dhcp-relay ... debugging
no debug all debugging
14.2.4 debugging
debugging
CLI
show debugging [ip | debugging
ospf | rip | vrrp | mstp |
igmp snooping | debugging
dhcp-relay]
debugging
ip IP ICMP ARP
UDP TCP debugging
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