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ET EHASFH Outlook WIS - A Explorer EBE#AE - A MSN/Skype FHEIFEM (IM ) IRAAREW - A
KaZaA/Kuro/ezPeer &R RA(EE ( P2P ) FEIFAE - Eo - Email 2 IM 2 RBERBARNEE - M P2P EZ4H
BENRFEBMBRREEANRAR © L7 Networks HIREASTEESR - EREETOMRKESNE LELERE - UEKEALH
Inline 2818 - KIKEERZEE ~ fIREEET IM/P2P WAIERMERTA - XYY - BREERER - WXASEEF - &
AR - BEFS  B2pMS  TEFEBRAK IM/P2P BBERAM - FREEEHE TRBTR/LIFEXR/AEXES - EHHE
Al Layer-4 BEREFEANRBERMERBRVER - BHE M BENBRRERERRZR -

11 EmERGE

FRERFEEN £F EmBEARAS  NBEX  FHETESVEEARENLHER -

#m IR mA i Ft
1 B

2 LEYE E# R

3. 124440

4. AEs#R (RJ-45)

5 AC ER#R

6 RS-232 console #

7 CD

#iE 1-1 EmERER

1.2 MR

RE REULUEEERE 19 NERLE TOBUNEREE L - SAAEREAMNBSER L REEERER &
B £ RER BE LERREIRE -

FARU MY EEREENAREREE KB

1. BRERE
2. MEEEERIE - WIESEE - RiRER - R (Hub) & -
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MR =t BED EEEERE - BEMSA (through ) MHE -
3. FFIm®%ME (CPE) - MK LA PCRHELHEMSE -

MREFRBESD LA B FInRE - BEMBAR ( cross-over ) 8% -
4. i5EetE R)-45 REGEHH B ZHER

REZRINERNERRBBRECHBENESMBLAR - E4F RE ZETHRHREST IAELR=EEEIHES -
LAN InBImENREERER 8% Internal In - MEABEINRENEFER RHFE External InEFEEEEEE (access
router ) 183 -

1.3 i5EeimE LA

1. BR - 5%PERELREFENERA - ABHES—Inkk FSREE - WERBAUIRE [ - FHENAMSE - 25
FTER - BET N —DEEESE - IR - RE-10 AEFEZEBSNEEEZE FESENERANIMEENR -

2. Console /7 - FIF RS-232 console # - 1§31 console B LR AL ERFER) PC 52 - MBITIES CLIIES R
RERBHNRAKSE -

3. MGMTTHE - LEBNERZRAREERBUOREETE - TN REBMABAE LAN ISl EmeEEE B

SOERERRBER—HERET -

Internal THE - IE/TE 2B BABR BB LAN IR0 R ERRAEE - AREEFABEASIEENRIERE -

External W H - It ER B BB RGHAGFHIRMREE - ARERPRAERER -

HANE - AZREEEDRE - DIRRAKRAEIEEI RN P -

B - AREREA  BRKBRBAER - mERsEiReRsSas -

N o v &

14 ZMIERIE vs EHIERE
EFRPEILEBREMBREEAFMEAPAERN IP 8REE B INT (Internal ) ZEHEIREL EXT (External )
BEBUAFTERERM IP - A% Internal FFIBZEEMA LAN In% RE TEHPN - M External EHEIER
BIRHINOER - ERRIDIRFEREMBENERMNE AR  SELEREM KE K FEA CU NEEEERENH
BIIEF - ERFOIEEAPEA  "ipshow” - BB LFAIARREZBRRIIINERR - MEHRERE LR -
BN S DULE IR Fr BB AR ISR A RS 4R -

JI=|=! FARRRR T B E
Password admin admin
Port No. 3 3
MGT IP Address 192.168.1.1 192.168.168.201
Netmask 255.255.255.0 255.255.255.0
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Gateway IP 192.168.1.254 192.168.168.254

Primary DNS 0.0.00 168.95.1.1

Secondary DNS 0.0.0.0 0.0.0.0

Status DOWN up

Port No. 4 4
HA IP Address N/A N/A

Netmask N/A N/A

Status DOWN DOWN

IP Address CENE 10.1.1.10

Subnet mask 5 RER E 255.255.255.0
Management N

Gateway IP S ARERLTE 10.1.1.254
Server - -

Primary DNS CENAE 168.95.1.1

Secondary DNS &) RER E N/A

F=1E 1-2

=t HERATERE
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BSHZERAREREEELE FAIREM (IM) BERERERE (P2P ) BATIE - SLEREZTEIEHINE - 8
CREE HTTP AUthERE - DURBEEZENRE - K /EEEE=REEBE - "NWEEEASR  JRREXNEEET/
Zx2M - WE/IMERBMEBRANAK -

5!50]"}'2 Step 3 Step.5
Nmmalizﬂinn Behavior Mgmt Repot/Analysis

1M File transfer
I Game
1M Chat ==

J
N i’ Y Y Y
Real-time Layer-T to Layerd Interactive Deep Content  Offline Repant
Learning Nemalization Behavior Mami Inspection I Analysis

1. MBREIABEEAREEN/EE B UEHEEZEMR LIBE - #F R{TBEIAREEARERES—F - RFE
RN - R BERSEABRERIEREA - Mo EREZD MSN 2/ HTTP thiERBEHN -
opIERAZD IM EEWX - WRRBEZREFCHE - UL EEEEEAZRED -

2. REtERETOENE . EREFIBE S2IERE  CUUERS tEMKRREEFELERA - EItE S -
®E FCESCEIENARERR FEFFRMLENERENNET  RPLREBENEHEDKESUAIRRIFR
BEARRES - BN - RRiF CRRAEEEIFEER IM ER - Al MSN ZEERAIFKIERTE - & MSN A
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ERER1860IRIFBELEZA - BIERKA HTTP BERSZERLEE - EAREE  HUAZIUFIHREMEE
B —& HTTP/SOCKS4/SOCKSS IEfMRe: ( EEEATEN HTTP RIEGERS ) - &BHE BT ECLEH
MEREISEARRE MSN RENHER - E@ERIENAIK - BLE X HIUEBDTER -

3. HFATREE : KREBACHEER - BR &F JURSRARANSEMANTA  #HEABYUHHSEERE
BYARNTRFIE - ERENENIUZSEEIRBNEREERE - fl40 LDAP - Active Directory - POP3(S) »
IMAP(S) ~ RADIUS -

4. REABRH  REEMBATBRIEE - EILES - &F JRA/ HIE T EEEENRBS ) 3 TEME MSN &0
2/ URL B8R, - E2HRBIRNZEY - TERNBREEA TR RAIE - RIBFHARENRR - EEAEER
THER - RV EAZRNE - BRE BEHEEE TIMREAR, EEERAZEATN IM ERBER

5. FHAIRRON  &E HROAWIUEREABRLEE - B+RBNELERE  SESX/ES8/8R/8F/8F1E
BWE-IM £RH1TA  DATEMB AR RS B REERBN - W&o LIEFIE - 85 BSLA PDF/HTML/Excel
T - ERENHBEEBALMINES

=ERIE WL - AN - IBEEA(E

BLEABRBESEY "FESNFEIRL M TREFNDBRE ) - DEX(CMEE - JRM - BIEEY - REBHRA T
ERBETEN=—EARBRENME - FZESVEE - =AE—EEN -
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1. SFtERE: FTtERBRZEZINE "REM , B2 "2l RITASRR - Wit - StERBRERBBRELD
mE TAZHZEREIEROMEE -

2. ERfAR:  ERARBERENESPREPEES LERE  UEICKERAFISE tERBENEY  BERERE
hEE—LRIFRERDNT - EEERRGS LRIFRE - ASRES CERFEIMEE

3. EEAF : SEAPKIJBTITERIAVAIBERNREREREEGK: - REMESIEREM:S - et I LUER
FECURERERGRFZ THE CERE

2.2 ABEERE

Mt NBEEERUZEER FERTORRERERE (IM) - B¥E (P2P) E@miE  ExXEniE - BEiElliEdE
S - VoIP SIS EANREEES - MJEREENREEERIUEBEENMEEE - REATNMABZE - 18
—FEBERABENENMERINERNEE - BalBE THES - AMECILIARZEFHEAIR SN AR B REH IS
M EojEEELENE  EHAIREN  MEMERIENFUMAEBANEMEI BEIEATIEFFEREB N EENER -
EENMRNEET - RMRBHEARERENMAEZ A -

Web Manager IM Manager

-managed by IM account

Yes

80 port? Well-known port?

Packets Traffic L4 /L7

Discovery =< Allow traffic?

-managed by IP Address

]

#= 2-1 REEERZEERE

i

WMEER 2-1F7R - &iE RERNARESAREELES - MELRABRERER - FIERRREAEZEB TCP &l
ek 2 CERFRES (AU HTTP/SOCKS ) 4R - EEMEREEAS - HA XiE NHEECBNEREES tEME




InstantScan User Manual

SIZEMRE  BIKEAZEHREZHEER IP (KRRl ) BEZENYH ( BrE IP) FIEENBERBADREZEHER
7 REBERNHEFERENIRYE - ERZIBERAER -

SERAENREMEER - MSN/Yahoo/AIM/ICQ FENREMEER TR REEBIERWEREBERLEE - THER
MSN /REBERIE 1863 - Yahoo 5050 ~ AIM/ICQ 5190 - MNRENF BN R B BB IF IE AR EEIRER - HIBEMER 2
# W - P10 - FEEAEREEoET MSN 248 - BRI REEIR @M EEL /05T MSN EZIFRHET - MSN_A ZiBERE
181863 - TJAIERELR ; M MSN_B EEIZEBEFIR 80 EiR - M SR IEREAIBERENE -

SREEESTMAR - FrAZRERE 80 BENH BN ERPEREEEEE - EEASJLURHIENBERBEERA
HBE - URL AR - HERFRSSHEATEE -

2.3 REMAENHERETRA

RfE BEERRES NI AERE

1. IB3): TR &% SHNTE  GRmEER -
2. B BRGIRE 03TBENEERSHERPEORERLE -
3. DHASHIRE : A 2B WEERE  O2%E  SRAREZREAE -
4. RAERE  SEVESEORERE - BTRNSHRHKEIIE00RE 25
5. HRES) : BRAARGBREEN - COIMBRER 5 IR SRR -
24 REERRAA
B T
O | es=
TE5) o |REBE
¥ | ER/IETE AREED)
& | cEmEn
& | nue
e
& | BTIREERES  2NERRERBENIKERE -
- ® | BTIGRENE (RE/TEE/EE) 5 2HEREERBERXIERA
| | BERIE - Sk E R E TR E M B A SRR -
@ | EEESE - TREENEEESEERE -
= | EHREsHNBERT -
|| m=ERzE

& 2-1 RE EURREA




InstantScan User Manual

2.5 TH3IHAA

RE IEH AR

A RIHE RN B
Manager
New Project FEAVASIE"E S

File Open Project RIS FENIRE
Close Project RPN ERE
Delete Project R E IR H
Exit BEREAEEERETE
Upload Configuration | EEREEINEE L
Update IM engine WEHPLEFF IM 5%
Update pattern HEMPOEREARELIR
Update AV database HEMPOENESERE

Update Update URL database | WEH/OEH URL ERlE
License MRECABELRIMEE - MO RTEIIER AR  WABRER

ZoJfER -

Option BHPORE
Support | & t MBI ENERENSE
Account Manager KERER - REFEHAEIRITEFT O #E
Change Password BREAR

Tools Language Setting REBSEA  EERY - BERPNHAEBIREPN -IEES -
SNMP Control = B RS B R R AR R DUR AR B
Config Backup I IRTTRIE E 18 B A dth I 2 7
Config Restore EREHEEFHNREEIEE L

Help About BN B RAHE

2.6 EIEEIARERRA

%2 1 EREE[ARERE Help > About
0 MENERRETNEREARBEAAE - ey | Wiae Tools Hel
, 268 = I 50 About [, )
= About BEEBZEMERA - y = |8 Y,
roject_1 =
e Dievice_1
= Device_2
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WAEBMR - A UEREEFARSIORNE LR -
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KZEI A ETE (TR a5 79 e & R LA AR T

i

EEARBRIRERE

311 EEFERSRFEFTK

NN

(0S) Z/VFEE Windows 2000/2003 ~ Windows XP BS54k - MIRMHIEE AR BB -
BRAZERERPXFHEN  GRAEAEEBRADPXNFE - BEAZERERRERRZEER GRS
R - EARhEE Install £ -

Language pack installation B|

To display language characters correctly wou need to
install the following language pack:

Chinese Traditional

[ IMewverinstall any language packs.

| metal | [ Cancel |

B 3-1 BSENHZERER

WEHRE /> 80GB DL Lo ERAZER - E#E&TFA 120GB o AZER -

CPU &’V Z Pentium 4 L E% 4K -

FoiEREE/) 256MB - EBEERF 512MB U E -

MRTHITEEZ 42 Windows XP service pack 2 - BRIABEARIMIKIE - B SHRU NI RARERER
514 - 1080 #1 3306 - #NLL—3k - FAIBFENEL - A AR XENEEMAFTRL - EREARETSEERE
EE -

1. FFE% > BE > AKER -

2. HEENER RBRGREERS -

3. EERE > REE > A5 - BREIGERE..

4. HABHEEEERI  HEWEHEMFEANSERAHE (UDPTCP) - MERERGREE -

£y ERIEEN | BAiRE
Log Server 514 UDP

13
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Socks 1080 TCP

Database Server 3306 TCP

& 3-1 ERARRERRRTE

312 HEEZEER

Z% Management Server

Management Server JRAF 4k

ik et

kZEZE(RRZE Management Server)

BHEZENE

vi > wonNo

M s

1. HEOSHTHeEARSE  UAREEARSE  SoEETENEN 2GBTS  EANTERE . SeE
MRz sEisE -

2. MBEEEZTEE MySQL B Apache FEAIEIKRA - HRAERBIRRAAZEA MySQL £ Apache B8 - H2EMH 833
AR -

313 HPRZE
ERZEE #f SEARSLS RE CNEBAEETHE REIJANBEERES - 8IS ERA http/<EE
EfR=E IP ihil>/ HE EERERES - ERF—REBBRERE LEEEMREN - Java Plug-in FEERRERE R E
RSB PR B L -

W
i

M 38 BEBES—REBTERE SRAREN ERAERNER  WATSHBBEEE lava plug-in 23 -
A OV -

3.2 RRTERE
ERFBIEE B BRI - BEFABRERN console /TH - HiEF RS-232 console 4R B2 FAZREE ERE FE A PR PC ¥
BoRE BBCUBSKIETERENRASE - 2% TIFIE Telnet ~ SSH » SiEE terminal SEIGEZ AR E
WARFESH -

14
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321 RS

AR EERIGEENERFREIIR - ERETHRE - 2ARKEREEWA ID BT - 1L - AR ID BEBEZ
admin - EEAZME - LOILIFA CLHIES B &N - 574 CLI 5<% - F2RIMEx AR -

3.2.2 RMERE

REUBEEALZERBE L AFEURENHEERE - KEEEARSEGRBEERABBERRZT ?rtﬁi\‘fﬁﬁﬁﬁ%
ANERZEENTERRESEER - BREASURBEEBERBANTBRIGI ESANSENEEER - —aEE GRS
oEEESaRE - WHURWASHTRIZEEN &E 250 - "'ﬂﬂﬂs’*ﬂﬂmﬁ“*%EAEH%HE“M% REFMHE
H—EEEN RE FBRZERE RELEZRELINZERIE  GEIURBEATNBERBLREN 2E - FAN%
e hl - %/5%%’52&' HARSRKR -

Ay

DHCP
Server

Firewall/Router

AD
H ]}H] Server
| ||I| || SKVDE] |}|| I|I|}[~~m
| F 3 (W |"'|’ -
"ﬁ ;" '||"/FJ/“* e

B 3-3 &FE AFNARIEZR
EERR! HABSIEKIF - PR - MURIEE IP dlt4s 1) REBEEENE (Management iEHIR ) ; 2) EIRERES
£ 3) EiE PC - RBEILEREFEBEARMING - EMEAEFB—IFREERA  WHREXH LE - EIREMRS
VENRERE LEERE - EXRIRBEEN PC RUAE@EIRREN (IM ) ERESSFEIE (P2P ) BHEER - RETRK
SLEEHTHRBRAEROARFHT - EEARFMRCHUBERE  ERELERRSECHEABDH -

323 ERHESEBRE

A BB AMAY RS-232 console #F - #&&#H console/ T E 2R ERBRIPCZ FAIRARE - Mo EECOMLIES
COMBIKEE ° 2B NBRAIH AR ESH

15
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AR IntR IR HBAR AL It
S EREA 115200
HIBAITT 8
B RE =
iy 1
E R i

R"HE 3-2 RIFHERTE

Hardrara 10C SHEEAFGBEREE T TREHELHHE DS BeCWL I TH A2 il

H3k 1 REZEEER Dt e R ) s . (0K
"H-l:l.lll sysiem inter faces i .
5eB1E Press (L) to |85t it 2MA LZE | Fress (L1 o 1isk. 10H do reconfigure, (L1 fo confirw. 1
255/ Ports - T p— 5'-51_:: ...... _,j.;,,_. .-.....g';I;I;;.....................
SR1BEE(R ) toreconfigure A R 3 & ports - fEEE ,E :-.F;HHHH i}"ﬁa
BN - sE—{E 2 BEE1SAETL - % Enter interface | 27 & Shii i
orders %A INT2 - EXT2 - MGT - HA - INTL - | Zif § - it
=th g UHEHIHY DoKH
EXTL . . - - =thi g EAEHIHH Du4H
athd i UK KOH i

# Enter port orders #®A 1:2:3:4:5-6- - Press (L) te Lizt, (H) to recontfiaure, (U] to confirm.

e . Wi HEL = v, 0 pEes , g | Enter interface orders: TNTZOERT? HGT HA. THTT.FRTY,
/IE\ . %T{@DEGHR%ZFEﬁ%BKﬁH ﬁms'ﬂ /X Fl'lh:"' por | Urdli.-r‘r -l :. 3 "i -\-hﬁ. P

REIWOLER " " RHE - Prezz (L) to lizt. (R} to reconfigure, (0} to confirm. 1

REEBRA LEEEIRERSR RBRACHE

- Lird Port Hare Status

roReETE o b 1 TNTZ DO
athl 2 CHT2 [0
eth a HG 1 [O0WH
o lh3 I HA N0WH
ethi 5 INT1 L0
athh [ EHI1 [0
o bl LINEHMOHN A NINWHN
aeth? [IHEHOHH [IMEROHH DO
athis UHKEMIOKN UHERDRN [I0WH
o lh? LINEMIKN |INKROKN NI0WN

Mress (L) 1o Tisd, (0] lo reconligore, (G) lo conlirm, ©

% 2 E_A/%nﬁ
HMRTEREARIEZE S admin/admin - 2B BT DIARE CLIIES R E LS -
AR BRBHIREMNENK 5~20 Z7of - N 5 BZTHAR 20 EFTHZHARIER -

16
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% 2 3. sERAE [P il
BAenEAFORET - BAip setiESRRE
MGTI8E Management ServerfJ#8EEIPAILL -

Floasa enler 1ha Lian
IF Bddress 119206800 185 192
Hefmask: [255 255 255 A1
Hiliult hlﬂ!ﬁ L1192 16E. 1B 11
Primasy 202109 18 55 20

Secandary HS 1020 .A1-

Wour configuration is:

NoSenss; 197 166 I8 1

Primary IS5 ZH2 THY_ LG %
Secondary DH5: B.0.0.0
Hrr\-elnmnl Seruer: 1592, :Iﬁﬂ 13,42

Hetmask

F'nr'l: ]ll-lir'f.:ll'.i lF' FI.J-:I LT Ehﬂu:
] THr.':' H.I'II N up Fi-ulp i‘g
F LET2 HSH B p Beldge 2
3 HET 1%, 164 .18.18 255 25525850 WP
& Ha A Héa MIHY [HA Naxahiad]
b Il KAl B Ly B Lidgs 1)
& ExT1 HAH B I bridpe 11

Mo you roal lpy mesl lo agelp aml s PYCHTT DRDT

324  &iE HENHEHRE
REEEARABRELRBFER)avaFERE
Plug-in- 7ol BEEEREHE - S0E—
E—REAGEE—LFEEEXVNRIE

‘%i%bwngmﬁﬁomumﬁﬁﬁﬁmgﬁﬁm%ﬁ*%mm
REMIETE R EHEIRERERN - Java Plug-inBE BB ZHRETENR -

X}

B -

# 2 1. BiREEAKRS

FIFRMEH MGTClient - TEALLS ERA<E
BEAMR:HE IP thit> - flwm - @A
192.168.18.42 FiEHEIREIARES -

Pliaase Inpat Manageraeht Sener 1P

1% 192.168.18.42

o 2 BEESHA
REBRIRHEEN ERPX - HRPNE
SIEESHARTEE . EJL/{ HEREER
NESERBENEHNERESEE - M2
OK EABAZM -

English{US/KICanadalAustralia)

Simplified Chinese(FRCISIngapara) :]
Traditional Chinese(HKTawanMacal)
FrenchiFrance)

Germany(German) —
[talian (talySwitzerland)

kareandkarea)
Japaneseilapan) v

#33. EA
& A ID/Password (7852 &82 admin) -

ﬁtﬁﬁwu Tﬁ ' EDE{E/\%E@EE °
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3.241 BUKE/#A

hm 1 BENEAEES

25 Device/Group Manager #I5 -

File > Device/Group Manager
File| Undate Tools Help

o= Device/Group Manager cil-T
[y Mew Project CorlP
f= Open Project Chl-o
[3{ Edit Project CArkE
by Close Project Crl-C
i Delete Project CArl-Do
Exit Crl-

32 FiEEE

7t Devices iz A - B R E New Group -

% 2 3 FEHAZE
BALLEHAAR BT - REBHE OK £
B 2% HATEERRTEESL -
ol PR A #23%EE Rename Group
5 Delete Gorup RIEcZEL MR L2
4 -

File > Device/Group Manager > New Group

';- Erber itz rarnz ol B gno.

IO TR rI:E["_I:I’I
Mame: |=F|

Eae=

H3p 4 LR
EE4H Group_l LiRBGH - AEHE
New Device -

File > Device/Group Manager > New Device

18
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Create a new Group/Device

Add a groupidevice by right-click the ohjects.

Devices

fat ot

Hew Group

Rename Group

Delete Group

New Device
Edit Device

Delete Device

% 2 5 RIEFREHEAE File > Device/Group Manager > New Device

WMAEEEE TEE-—HCETHSEE
1@3&%%5/‘] %&1%%%2 IP 'fﬂiﬂ: ! z’!ﬁﬁﬁ]}\ !m Erber a unlglsz aama ane ralaled informstor ior 312 desica,
HERBRAER - B2 OK RFRE -

Tararce: mll i matmn

Mame: o |

B AUEREB CU NE - BT
Bri P AEEEEEABRE P &
i BAGEEE Ul LSEAEE - U hd N
EORTERES SRARRELnE
B EFIEN device A - RESD
MR TBORE - HATNUBRBE - th [Lox || conce |
MEH EREMBEH Devicel
1921681119 - BASHEH EEER -
192.168.11.19 6 REF IR IP IR T -

i fraz 16z 1540 |v

TigEE

%2 1 #IEEE File > New Project

#1Z New Project -

19
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Eile| Update Tools Help

== Device/Group Manager ctil-T

[*y New Project Crl-P

F= Open Project Crl-0

[*{ Edit Project Ctrl-E

[ Close Project Chrl-

£ Delete Project CArl-D

Exit Ctrl-
%% 2 BIUMER File > New Project > New Project
Bt BAHERANEDN  BARREZH

Create a new Project
ﬁé A” DeVices ﬁﬁfﬂ¢§§?§gm)\ﬁt§¥ﬁ@ Enter the name of this project. New a groupidevice by right-click the ohjects
%% ’ g&?ﬁ%ﬁ% << ( Erﬁ]ﬁﬁa ) ﬂ%%ﬁ%ﬁ"\] Select the devices into the project
HEMF Selected Devices I - AR -Select Mode
BRICERMFREEERE - FREZERE ISR, S
MBS >> (GEEE) BT - e
Name:
-Selected Devices ————————— rAll Devices ——————————————
Devices
= iy 5P1
= [
L
: Next Step ‘E 0K | Cancel |
HXRER Bz

General ( — | BHEEEARBEEVMUEEEENNRER  SaREUENEABNHFI - BEEBIIET -
i) e A LUEE IR -

EBE 2 6% 2 allLRE KE - REBLRENDIR - MERENRERLR - HRERA%
Group (#4)| thHA - MHEHR - FEMEM—5 Device LEFRTERE  UREEHLIREREELE (Base
Device ) W ERT - HERERZESHMHARE LV ENS BHMBRIRERE -

Bk

x=iE ERER

o
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_ﬂi—r—l—* _t

#H 3 1 HE—RERERL
#EiIZ General (—fR) HEENER - 5
ERENBEESRBINESG - MAREEHE -
fi¢ All Devices BAIPEEZEEZEMALERHN
H£E RBEE << (LQFHE) BHEN
EUD@J Selected Devices 1@l - HIRE
EREERRREEES - BHEZEE
,mé%’%% >> (Eﬂauﬂﬁ) BIT] - &
g OK #RHTCEEXGHEHE -

File > New Project

Create a new Praject.

LJ
Enter the name ofthis project. New a groupidevice by right-click the objects

Select the devices into the project

rSelect Mode

@ General () Group

Mame: |tesﬂ

"Prujecl information

rSelected Devices
|sP1:1x

<<

ani

rAll Devices -
Devices

o g 5P

= [

‘ Hext Step | 0K Cancel

21
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BHEERMER

2 1 MBHEERED

EE Group (B4l ) AEENER - BE
EXNBESHREZS XF  FEBHLRES
B HBEANERNAS - MAREEHE
it All Devices BUPEEENMALERHN
KB ABHE << (EOFH ) BEEN
#EE %) Selected Devices 1l - WRIE
ERTERRREEEE - BRHEZEE
ANBEE >> (HEEFEE ) BT - RER
%2 NextStep BT~ —F -

File > New Project

Create a new Project.
e
Enter the name of this project. Mew a group/device by right-click the objects.

Selectthe devices into the project.

[ Select Mode

(1 General @ Group

Project information -

Mame: |TEST1

Selected Devices [-All Devices
Devices

=8 B

= [}

# 2 2 EEEREKE

12 Base Device (EEEE ) @ BFEE
EERER FALLEEANEELZEN
EEEEERENRER BENWHREERN
BRENAEMN - REHE OK LZREBH
RERE -

File > New Project > Next Step

Speciwriip proeckz=lings

'}lj SatzzHnge Feng 0 hsip S pir nes prole:

g S et

Csam CeEvize M

DackSien | OK Caricel |

fiFRIEE

%2 1 FEMRIEE
2h#E Delete Project #I5 -

File > Delete Project

22
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File | Update Tools Help

s Device/Group Manager
[ New Project
F= Open Project

[2{ Edit Project

Cirl-T

Ctrl-F

Ctil-0

Ctrl-E

Crl-

AP MR -

2. EEHTPHNEREEME  GQEAE
BFAIRE - A olEEMRIEE -

Exit Cirl-,
% 2 2 MIFRIEE File > Delete Project
EECBRRIEE - REEE OK BFR
oo Se=rtsProject
° L

.?V Szt i Projiect for e lis] bl

AR Project informatian
1. —BEEE OKZilE - WEXEEAUE TESTH

(o ]| coe |

FMRIEFENIEE

%2 1 BRUEE

25% Open Project #IE -

File > Open Project
File | Update Tools Help

== Device/Group Manager cti-T

[y New Project Crl-P
f~ Open Project Chl-O
[*{ Edit Project CArl-E
by Close Project Crl-
i Delete Project Crl-D
Exit el

3 2 EEEHRAIEE

EECERMAIER - 328 OK BFH

File > Open Project
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Seledta Prajatt

oy

Prajart (fnrneadinn

- Arlerd a Prajactfern Taa 321 helow

LEET

CHK

| Cancel

#%3 BE &R

IS EERIIESE - W FHE

#% 1 - File > Open Project

BE - GYLRREEANRE - —EEEJUERTEESaUEBRAREANEE - HBEBRL

(R EE
(W=

g

HEBLHMT - &
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/‘.-A-4ﬂ

MEE ABRE

KEAUNTR EAHEEN i - F R EBEREEN L S

AR EH5 POP3 (s) ~IMAP (s) - Radius - LDAP ZiRsEEREE = - EAZ UG LIESIRAM POP3 (s) ~ IMAP
(s) BHZMKER  FEBRENEHELMECRBREHMIRS - LMo/ LIFIA Radius 3¢ LDAP fEIfR=::#ERZE
BiBnERRREES - BUSEMIRSEAVFF o/ -

4.1 BRIERVERR
EREVABBRERTARARE - EORTHRBEL  CAERTEMUF ERA 25 2HOP W BAKE
ER BT LR -

BEE NI AEDRBRRERERE

R ERAE INEE
REERBERA -
REMBRIEZE -

BB Ik nEs  BRENIREREMR

> w o=

N A 27% T TR
42 FREERiELRRY
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421 Pop3 (s)&&E

# 2 1 8T Pop3 (s) BR&E

2% Authentification with remote servers ( B
AR ) - B1ZF Pop3 (s) REFHE - WAL
fRE: IP FEARSRERER - MIRECHNEARBHZES

BINE (BSE 995 ) ERERRE - FFHESSL - A&
EERER -

Object Manager > Web Login > Action > Auth Server > Remote >
Pop3 (s)

B sl | g Polcr| B Mo
B AuthSzer | b Cusam 2azas

| 3 Wt | G Lol

[T Authe-besio w= I rEmode sz

Foprui smnt Inomans 1w st win ligsr namns s i thiea o e msimns datassan chinsa s s knn sacser hasa

AR Pop3 MR#EFEBERIE 110 &M Pop3s
HE?{’%E?@E?§1$ 995 @%ﬁ Aakenacalon Feez (0 Fosiligl i imispoe) O Hage i LDeS
Encrpion ™ E=L
v B #ifl
Server IP Pop3 (s ) fElARzEAY IP it - 10.1.1.1
Pop3(s )HHE””“H ﬁE’JLuﬂﬁ BN - Pop3 Ar#5iEiEiEREIR 110 3
Server Port 110
#R1M Pop3s ARIZEMEREIE 995 AR -
FrEBRY SSL 2F A A ERBHNRMEERNFHERBEBERENR 2IKEMNH
TREZE  WAER—EBABEHNEBEMNEA - WEIS—{E Private Key -
. Mmi&5S—1E Public Key IWEAR L ; ERERREREHRHEASLBERS
Encryption o s ___ | ARA
E’\J;/ﬂ CBIEBAETEERIGELRBAFEHEHER  FANHE—LE=L
BEEERNELN - SREENS —EERERZ - NE2LKIB Public Key #RiE
WROE R - EAZEF)A Private Key A 8215 -
=1& 4-1POP3 (s) &RE
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422 Imap (s) 5B

# 2 1 BRE Imap (s) BR:E

2% Authentification with remote servers ( B

FBEE ) - BIF Imap (s) HRFBHE - ALK

2 P MfEReRE Tﬁﬁ MR EARBIFEES
0% (385% 995) & BAESSL - R Lk

BXRER -

[
RS uﬁ

mu

Object Manager > Web Login > Action > Auth Server > Remote >
Imaps (s)

& Swla

B& Ach Seear | Bh Cusmm Paces

5 Foly| & Baa

| i Heicle W Lol

[# Authelic oiioe v lh remede Zzners

SRR LAEI

o vrnl l mass P vebelogm s narms =il e n e rmne dalaimse phoce s su kb enacl on serer hes

AR Imap RFEEBERIRE 143 ERM Imaps
HE%%%;@E §i$ 993 g%? valrerdcadon Texe COPmcdiE Eedmopes O3 Radluz (5 LDAE
WA 51 zelng
Eopr F 12378800
Fncnqidn: A
i Bl &l
Server IP IMAP (s ) fElARESRY IP #dlk - 10.1.1.1

IMAP( s )ﬁﬁﬁ“ﬁ?ﬁﬂ?&tﬂﬂ’\ﬁ_ﬁﬂﬁ - BIE0 - IMAP fR#%518%E

B 143 &

Server Port 993
#Rim IMAPs AR¥5ZBIBIEREIE 993 &R -
PEBRY SSL 2N A AR ERBHRINR ER FISEBERER  2INEMH
EREZE  WRAR—EBABENNEMUEA - WHIS—1E Private Key
) Mm% 5 —1& Public Key WEAIE L ; ERERRBEERRELZ2LBRE
Encryption SSL

/\u

B H BB AETREBIELEALBRENER BRI —LER
FHELE - EERBNS —EERE
BRER - #BHF A Private Key # BERZRIFS -

W2 - NL2448 Public Key #Ri%

F1& 4-2IMAP (s

) Eat—]

X AE
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423 Radius &7E

# 2 1 8E Radius BR:E
MRENT LB LS Radius ERES - FIANE
TITEREFHEEFE Radius EREET - B LUEE
Radius 5275485 - SFERAEZBTEMANEER
IRERAT - RR¥E ZiEB4% Radius EIRREZJIZHBITR
.

‘2)# Authentification with remote servers ( Bl
FERRE ) - #IE Radius BEREER - BA GRS
IP FfEARES &R - B AE Radius ER:ESB
ZSecret 5 - A LERERE -

Object Manager > Web Login > Action > Auth Server > Remote >

Radius
B Fhoua | Bh Pries & Actioe

By Aulntee Ei Cuzom Pames

1 3emnz | = eneal

[F] AulrEnlcsln vl ok s=pws

Linsziglon

T seann b meah b b g use name «Th hoss e e ol calsbas, Shouse s sub il un =g by

Suthetadon Ty CPEdiET 3 Imansy (o Radus (3 LD6F

FAZRLE sxting

Sewar? 22 6871
Zewcr Fan E=3 I
Secwt zaerzl

I

R AR gl

Server IP Radius falfR=s IP il - 10.1.1.2

Server Port Rad &% u EREERELREREIE - 1812
Secret @ Radus fAfRzsEIFHFIREREBHNNEEHE - MEBBEHNZHHE

Secret secret

IEEHM—EMEER - W HAAZEHOEMNRRBRB IS0 -

424 LDAP ®E

=18 4-3 Radius &%

#H 2 1 RE LDAP BiE

WRERTICKALE LDAP Gk - FRAMET
BEREFEFE LDAP AR - B DUEE
LDAP EHEEREER - EEMEEBTEMENR
BAIRSE - RREZEL LDAP AR=RRHERE
BB - ERERERARTETE - RETKUAE
MRS IS Eix4e LDAP AiR=55:E - —EREBR
& - BoJRE AN @RS -

‘Z)## Authentification with remote servers ( B
FHERRE ) - EIF LDAP BERFEHEE - mACKSS
IP - #3% L{ERRERE - LDAP HEERE - B2 EN
T = -

Object Manager > Web Login > Action > Auth Server > Remote >
LDAP

BS St | Bh Pnies| b Acdne
.5.3..'#].1 = ] Bk cu:-'.nm Fapes

o Emul | gl
[=] Sutremte shicn waln rempes somers
Dozeichicn
Fyousancic mal $ie vehlocin use name st hoss e enche cxlzbase, thoose oo aulrardeal on sore bane
Aithesbizmps e CiPoedisl Trimasizr O Badus G LA

LO& Tebing

Fewmr P TE1rER

SewsrDonzn  wurcampeey sk
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R iR AR gl
Server IP LDAP fafR=s IP il 101111
Server Domain | LDAP fElfR28AITHAE 812 7H yourcompany.com
=18 4-4 LDAP
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klrsﬂ

a5 Web Login %% L4/L7/Content REg

KE748 mailer 1958 4 A e

51 F|K
BREERNBISBARIRHEREE  BRBEEASATERER B AR REHFHEESEANLBTR - &
FFE AR Web REEEINE M BIRREARSBEE—FK -

1. BMEHTNE TEHRZETH web RFE - BB KIBREET ABE LA

2. ERHELENRFREEDERENEN web R IRIE/2HEEHE

3. RERBRARE - 851 web RFBHIIRSRIEBRBIRG

5.2 Fi&
11 BN BN EET FTRRE W ERERS 8 /N\EMEET —RFRE - boss FEERE
1.1.1 FBYA Web Auth
112 g web REHIIRSE B NG
1.1.3 180 web REKM
1.2 FERIERBBEL Web ReFHEBERIE
121 5 L4/L7 sRESRIFRAIE - 18E Web RFBEHFE
1.2.2 1% Content REGFHRIE - FEIIETE Web REAP
1.23 i Content SREZFHAIE - BEEA Web BERF

53 R
531 FAEMNKEHXAET LRARELERBRE 8 NGMEET —REE - boss FRERE

5.3.1.1 YA Web Auth

S8 1 B web auth Th&E Functions >Object Manager > Web Login > Status

#5#E Web login > status, 2
Enable Web login- EE&E
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ﬁi Status A% Palicy 84 Action|

Enable Web Lodin

Description

Weh Login allows yvou to authenticate users attheirweh hrovwsers.

Llpon login, users will be naotified with his time quota.

(8 1)

5.3.1.2 #i# Web

w0 i IR SR A 22 1%

S 1 i Web REEIRSEAD
2

£ Account HEE A ARG INAY
FRB A\ BRIIRSE S (BOSS BR
4N) - #£ Password I TTiE E2%
WS - 1% Add Z#E%E - IRSEEA

BIBRWMABE - EEEM
By

shaopeng,root,admin,zhangx
un,gejia BF - £&

B~

A AE °

Functions >Object Manager > Web Login > Action > Local

B4 Staus | B4 Policy| & fSetion |
£3 Auth Sereer :'-!:a Cuslom Pagas

{31 Remnote | (=1 Local |

1 Dia=eripton

IF2haveebr-login vsar pame does nob exists iniba remole sutherticstion senver, the system will lookup lacal 1

o s —_ el
@_l_;&;uull | shaopeng 3 Easzvrd | i,
—_ e e —_— S
|ront _.L-L_._._“H__\ll

fairaie W had

| 1 S
|Zhangeun

|gejia Delete

(E 1)

5.3.1.3 1850 Web

S 1 HIEEEMH BOSS
i BOSS FRERFE - 8% -
F 955154 BOSS EREABFH
PCHEE—EEIP - tbil :
192.168.1.88 - ZAETE Static
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Functions >Object Manager > Static > Address > Static Object
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5.3.2.1 18 L4/L7 REERYFRRIHE - I8 Web BERP

S 1 i Web RERE
#4532 Dynamie Objects #2H 1
AN BB NN B EZRER
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Functions > Dynamic > Dynamic Objects
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Functions > Dynamic > Dynamic Groups
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Functions > Content Manager > Content Policy > Policy
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Apal =chedualz a2+ wriual Eroap w | -Ie Prchle | ugeb Frotle W mlisled.
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5.3.2.3 52 Content &

BEARAIE - BEIEA Web RERP
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BB BEEEA Web

Functions > Content Manager > Content Policy > Policy
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HEHNR - HP

g BERTE:  test. confUsers

ML) I.]'u:-lm

B E: | EIES D

3

BEE (4D I.]' ohn

RAPEFE

|.Tl:|1'|.n| I@test. cam ll

HPEFE Windows 2000 LLEIREZE) ) :
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(@3)

HEHE - HFP i
g fJERTE test. comfUzers
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[T AP FERE A EAEE W)

[T AP -EEECIERE (5

v =R SR o

[ RPEZER m
$E—#B | TFT=F0 HOiE
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BB 2 EIRIEH
# "test.com” FEEAH
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FEHIR—E R
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BRI

RFaH

EE—T - R TR P,
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EEHEREHT
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EHZEPHE
EAERELASREENEBCAES.

~ BERTAELES @)

O dFe. WExLREERPEF

O EEHFPENFEAE TSR BTN
O #=RRERAER

[ iecZ ek a5

[ A5t B S

[0 R aEE

[ e RAR G AD

" fllER B N A SHRER €

CE—E@|T-HD >

Rl

|

(E6)

53




InstantScan User Manual

TERIE Wl T
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6.3.1.3 & Windows 20 00/XP/2003/V &%f% ta B9 PC fER#TIERY AD 1RIEZE A AD A

SR 1 REMBEYE
ZHPIRANAFIRIEERAE
Windows XP E 2k (Lt windows
HMEL)  FEARXTIENZ
Windows XP B9 Home kiR &1 4T
MWERERE - FIMABEIMAL - &
FFEREE— N EE XP AR (
1):

Ef4Z: microsof-b5c461

[P:192.168.18.72

F AR E:255.255.225.0

DNS falhk#%:192.168.18.190

Internet Wi¥ (ICP/IP) E#

]

w4 |
105 FIEE = FFHEThEE » MIATLIZEE BaisiRan IF wE. S0,
IFREMNERGEERAFEESN IT HE.
O B=h3EE 1P Hulk
& ERATE 1F bt )
IF Hbk 1) 192 .188 . 18 . T2
F RS () - __2_5'5_ 255 955 . 0 |
FALAPIZE @) Rocihe B8 RS
@ FERATEA s RSB E)-
Bt s RS8R () 192 168 . 18 .190
#H s RS )
| @mE | [ He il
(E1)

S 2 BEUREAE

T "EREBHT FERHE R B
MR "EiEET -

FEEEIE "BET" A - W
A “test” - WiFEE (E2) - &
EEHIRNTNEE (BE3):

) AU E 5% AT ORI IR
% —MIRSEE "Admin &R &
trator” - BWEFIEABHEE - B
H®E:

HIR FEERMRAAINIMAT - 24
BURE (B4)  BERHE

OK 71 -

HHEHLFFRE X

ﬂﬂ%ﬂﬂ@ié‘ﬁ}ﬁﬂﬂﬂﬁﬁﬂﬁﬁﬁ%fﬁ. BUA e R

o PlEEETERIA E

1HEHLE C):

Emicrosof—b5c451

TEREENTEAAER:
microsof-bSedbl.

#=#ET
(OF-Hi)E

HEMW. ..
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O_I“f’t?ﬂ )
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J [

BE |
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(E2)

TERLA 0 A R PR R P RS FRA0E R .

P& |ﬁ Administrator

2R (P

| KRR

(E3)

x%) TeAOAA, test Hff.

SEE 3 Eifk AD
RE-TNEESE (E1):
BRBME "EER" 7IE- oILUEE
BEEEEAHERE 7 EEEEE
B "TEST" - EEmIUAEAE
HEITEEY - EARRE £ "HAY
Bk FBARE - E "BY -
"BiNE" (B 2):
MEEAPHDAMARLE -

H3+H Windows

Copyright £ 1985-2001
Macrosoft Conporation

BPEW: [Tobn
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| EL 2

FFEAIL): |TEST

WICROSOF-ESCAR1 (L)

[
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w4 TENS [BE | &R | T

i+Hm%{ﬂj :

EEANTEILER:

g);[g findows FERLLTEBERESPIFRE S 1TEL.

F: "Kitchen Computer” EE "Mary' =

Computer”a

microsof-bSedfl. test. com

i

FREERT AT BT AT .

o [ B )| BR@

(E2)

6.3.1.4 * Management Server } e ¥ AD &

%31 EE'F;’AD Import::-

Windows 2003 Server IP:
192. 168. 18. 190

Mgt Server IP: 192.168. 18. 45

Mgt Server 0S: Windows XP

profession

Device IP:192.168. 18.92

F gejeig ¥ :255. 255. 225. 0

File Updsie Tools Help

T} Custon Report (T Bateh Expord (&8 AD Inpord | (@ Vpload Confiz

(B 1)
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3 B Management Server
B Iﬂ_ﬂiiiﬁ%fﬁlgﬁ s (B1)

PTG 6 o T
SR - “AD Import---” 3#

e -

H32 255 AD Server 1p M T
i
e

2EiE “AD Import---” {4 € &)
- BeE A H S TR ‘ﬁ’ﬁ%?]
r— it mp*;ﬂ._{é;‘%_?(/ AD SERVER
F'U’FE'%%?Y?* (B 1)

*Server TP i& B 34
@+ AD Server (nIP(@ 1) o

*Port #f =Bk 2u§_ 389 d
A AR IR B A E R
Windows 2003 Server i® % AD #
JERE > F]p A “Server Type”
HREIE T A E R L Active
Directory 2003 (@ 1) :

BT k2 BiE “Auto Fetch
User DN and Base DN” (@ 1) »

¥ 125 3| » User DN {r Base
DN 4% 4t koo

#Password f§f =
Administrator tk 8L 45 o ﬁFJ
5 5 AR Next Bk13 31 JLAF 07

B (B 2)

P S R -
S PR Y- )
S R NEXT

Al Import

Step 1S3

Semer setting

SarderlP 19216818180 Fort |389

[ sube Feteh Vser TH and Bs |

Llser DM .1:|‘|=.-'-‘|.I:|miniElIJF1l:Ir.I:n=L|'EEIFE,DC=hE sLDC= curi
Base DM DZ=testDC=com
Fassward ; (11111}

Serer Tyoe

[ AD 2000 (5 AD 2003 (3 OpenLDAF

Bacl Fimizh Camecel

AD' Tmport - Step

(B 1)

Delecling...

Faund 31 groupis).
Found 10 wser(s),

e

& Delete existing objects and then import.

Impord oplions

7 Presame exsling objecls and replace it if duplicalad,

{ Presere exmsting objects. Donfimpart,

[cne [0 ]| fme

(@ 2)
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Uf’ i ﬂgh

BRI
LFHJ: TZ[F A D fiuAf!

L1 7§-AD SERVER #
e
iELER “Download

login. vbs and
adclient. exe” > ﬂﬁfﬁ%#l‘éﬁxj
(R 4T TR e ot
FRHH ] -

8t Finsh FuAY -
e gk B EE
account A group * L‘["\*qu{u

Y ad server fi J’Wﬁr& [z
-

i Zmei Shts | ] Lmams beoups|

sz

Woal ke i g e o i s s Entine N AnE s e s Bees e

1 BNEF UEARE I AN haisss Al saRsuias densnta g s pl 102 e e hin 2 1he et hanes

F ear At recle 1 ha s e a0 e tadeion g he d5ens weith 1P haatongsl Bannss m

[ESH BTN

1 Afler uzara oz 1D, haisss ol ssmsited arsia gk e pl Islee caea iz 12 he acioon haongs
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| P Ao ls
|+ & mrnizionar ; Advenslaho 3
& Fueshicuzsl:
| = Edoeng ahe
vt bty
e L)
4 amops
b By Dmpams
B& zminlzlramra
B dncar, Dnermrs
E& anl PLhizoars
B8 DizTibobe: TTH e
b Tnsinimies
E& Tnsndane Pro
- E’F JumEnAlnne
B& Zaman Comeulrs
B CumEn Cuntliees
B Doman tuzsls
B ComanUsers

L B Srfame e d-ing

I

|

Al Import — Step 3/3

(B 4)

Detecting. .

Created 31 group(s).
Skipped 1 group(s).
Created 9 user(s).
Skipped 1 user{s).

Install loginvbs and adclient exe on AD server

Read installati

Fia e

on guide |

Dowrnlead login. wbs and adel

ient. exe |

< Back | Hext >

Finish

(®3)
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6.3.1.5 Z&ZFE A script Z AD Server

S 1 TE¥EHMF AD
Server ROKEZE

FRERIGAYAD server IP5
192.168.18.200 - E R FEADHY
administrator& A - &g BE#E
PRICFTH
\\192.168.18.200\netlogon\

Bz -

I i A T e e e e A
H » Windows & EEhREES -

AgREOn: 1 hS.18 200ineflngon

v)

(e | [ =& | [ @2 |

H8 2 1% adclient.exe i F|
AD Server

& FADMadministrators
A - BRAERNIEREZE
% - 5124542 MEadclient.exe
B - BAEMENE
\\192.168.18.200\netlogon\
HEReE -

# 11192 168 18 200netlogon [=1E3
. WEE REE RO EAREW IAD HAW a
QraE-Q 3 Pu=zmex (F ¥ X B [ @ ewasse
ABALD) |2 19216818 200ketlogon v Bz
1 &t 152KE € AR
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H8 3 5’E AD EA Group

Policy

;= ZIAD Server#iiT

- IR T Active
Directory Users and

Computers, - TERHIAE -
( BliNtest.com ) Bhha e - ERiE
" Properties. -

Tdsa.msc .

-:I' Active Directory Users and Computers

=10/ x|
JSETES

@ File Action Wew Window Help
¢+ Bm B EfRR 2E gifhvgn

Active Directory {8255 SRS [Mail
"[:l AT e

6 {E¥atE

o) £ HER iz |
F-(_] Builtin ERIESNED. . builtinDomain
D Computers EE T FE Default container For upgr...

(&8 Domain Cont SEARBIEED). . rallers SREET Default container for dom...
D Foreignsecu  SE4REIHEEEES (). ityPrindpals  FE Defaulk container For secu, ..
E{@) 17Tapei | IREBEIHESR)... BEE
-] Users M. HFE Defaulk container For upgr, ..
[ew 3
All Tasks 3
Wigww 3

Mew Windaw From Here

Refresh
Export List...

I Properties I

Help
4] B )

‘Displays Help far the current selection. |

SER 4 mIEEAERRA

EE N RNEBHER DEE
HRAL - BRE TRE

x|

— | ey HEED |
EEEIERAEE  FRAIEHARAERIES OTMC) -

taipei EIRTRDBE RS BNDIEELS

B3 R A+

ol | SEM

FLefanlt Domatn Policy

TE i B P HEE Al ERDEHE R AR R e a e B SRIRRF -

EE B H B R Madl tadped 17 com.tw
oW | ¥eo. || #EE | ALED) |
ARG

gm0, | meo. | sse |

[ TERERERIE)

e | mw | =R |
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L5 IBEEEA script (I)
£ " Group Policy Object
Editor, i "EAERE

T MEB(EA/EL ) L -

#1Z "Standard, HEMW " &
AL - RAREE
" Properties. -

'fi Group Policy Object Editor

File  Action Wiew Help

g [ 3]

o = =N =N

::_j Diefault Domain Policy
o EhErE
[ERSE s nd
[

- Windows ERFE

@ Internet Explorer $5E
=0 ARt

Help

Extended M Standard

HER 6 FEEE A script (II)

EE TR REETRE, -

S FESRE (i Defanlt Domadn Policy' {8 )

2l x|

| 2 |

IR

HeiEss

ERIEEE I

feRibEE T

[l L= (10
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HE 7 IEEE A script (1) - 2l
AR AR  RIE T EHD: | Loz = o2 E
B T AR v
PRI D) ’
BYEEE
Bl ey
Bl LiETE(s)
BB EEL)  Chrlt
[ gy ()
PSR m  EEE
B a%a
ol sEEES
WordPad =24
B winhar BEiES
B | AR ()
HIERT) EYE
v
S 8 IEEE A script (IV) 2l x|
i1 2% Bloginvbs
E
HAN: [Brsmr i ot -] EEo |
BREMD:  [FEER ] R

.
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SR 9 HRIBE A script
RIS FRER iR ARG 2
# TEdity URBEXHAS -

B | Logon i e N B N e

RIEL

Open
Edit | |
Cpen with Command Prompk
Prink

add ko HFS

RHES IR ..

v Bid =

B 2| EREa..
B2 "login.rar"{T)
BN E R G
B EHEA login.rar" MEAEERMY
{ESER ) 3
IR HEE(C ﬁ BTiH 7
- . A

L . P I login.vbs - SE3 A =1olx]
iﬁ% 10 a‘EJ: Scrlpt We WRE) BERE) B0 S0 HRBEH
EIREE  BABSEEE  BF B
AD serverfilogin.vbs - &2 T~ H
BEEEIE TRE B, o {EBW

EyTR (T

TRl

CEr———

1]

Fi#a)

TR B RIEERERR(R)

BB Unicode 3515 0(s)

.2, Unicode E45FT0 ¢

Kl v 4
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SR 11 HER script IS

AR MEROSCriptNE - TEMEALE
EEEIEREATWAD

Server IPE—i@E’JMgt Server

IP - EBMBRBFE

B login.vbs - SE3E

=101 ]

WIE) RIE) M WL SHERH)

option Explicit
Coim objnetwork, objshell, objeExec 2l
Cim struser

' Create the network ohject = objnetwork
set objwetwork = Createdhject("wScript.network")

' Get the user name.
' anticipate that on windows 98, the user may not be logged on.
struser = objnMetwork.Userwname

' Here is the Do while Laoop
po while struser =
wscript.sleep 2000 ' Two seconds
struser = objnetwork. Userdame
Loog

' note the concatenation of struser with ampersand

'wicript.Echo "user name = " & struser

set objshell = cCreatechject("wscript.shell")

set objExec = objshell.Exec("§+192.168.18, 200 het Togonsadclient2, exef192.168.18.111 " & struser

Do while ohjExec.status = 0 feaf=n) Sarvear
wscript.s%eep 100 BFIAD Serves
Laoop

AEIMgt Server

wScript.ouit

4 o

LB 12 RIF RIS EZIIBE
3
F1E8% - EDOSHRE PEA
GPUPDATE /FORCELUEE i
SRS - M7 R E RV SR RS AESY 1L
BIAERL -

ommand Prompt
Microsoft Windouws Lk 5.2.37981
EFTE 1985-2083 Microsoft Copp °

C:*Documents and Settings™Administrator>dza.msc

and SettingssAdministra:or>GPUPDATE ~FORCE

C:“Documents and Settings™Administrator>_

19—

6.3.1.6 %7 device

HE 1 5’7 device

AD ServerIP : 192.168.18.190

Mgt ServerIP: 192.168.18.45

Device IP: 192.168.18.92

InstantScan# sys ad

ip Show/Set AD server address
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poll Poll all AD records from AD server

show Show AD mapping information

InstantScan# sys ad ip 192.168.18.45

FEII8E . EDevice B ERHRF - IJHAD Log Server & - U E AAD Domain
UN=E

InstantScan# sys ad poll
FENELAD Log ServertllHUE AAD Domain AEE

InstantScan# sys ad show

5 BRI ¥ FE 2 AD Domain UsersE=3fl, o] TE & E NP User Account - E5E 31
HE

6.3.1.7 #& Windows AD client E#iE A AD - il sys ad show BiERE KIS

$E2 1 AD Client &% AD 4813
WA cli BIRE2 S RIN
B 1P:192.168.18.72

Device IP:192.168.18.92

Lt 26.3.1.3 it A AR PC
EEIERE INT BT - EXT BHE:E
B AD Server(RERENZ
Windows 2003 Server)[E—3
M . WERRE AP IR E i
2y - HER
Console/SSH/Telnet E2z
<Al - BA sys ad show (
1) :

oL BRRE AR ENEIA
Fln & & -

(B1)
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6.3.2

FIRPHER AD AR R

6.3.2.1 RESEE->NEWHE - EA AD Server LFRERPIRIE R

$E2 1 EA AD Server LFRrE
BERSEEZE

£ AD Server EFIBEWA PR
TREADUESE UL ETEIE -
ELHOKARER
& 2.1.4 &1fFR User DN 0
Base DN HIEE - EAE - %
Fia AD IRSE DR
ACCOUNTS A - AD GROUPS
248%E GROUPS AEERE 1

EE
» BB AT

Functions > Dynamic > Dynamic Objects
i_| .J'\.1|-;"|= :.:.hl:l.l.?s 3 Lemamen L ps
Sastrlan
Mol mles can e |scsmand or jzrous] s 2 condron o Enioms he poin ACIounts smE mm
1 BIl=r uesez e o A Deters 2l SancuEa st b s ph =1 s g s st e aanl iz in
2 Uheers ane rad rackes 0 he wes kgl age enie deioe b leil he desios weleh 1P hie arcowsl beanys o
@ oups comz Tom:

T Ml uzen Loz 0 AL, et vl saecu s coeed Lge s pllo 1=l e e shie 12 e seseanl belorgs o

& Sl Chisils

S Actowrls
o Adminlzirnar s ddvinistato b
| & Gumd JGn=al;
£ Joh n-: ahnl
ol

W onElemis

B& s e daneP oy
B Cumsn g
& Taman Comoulzrs
B Cnman S lace
& Coman Guezlz
[y
e

L o
L' Serih. Ia M AR
i
[}

WA aman Usas
L HUE TR W

Fia Tpew

6.3.2.2 1S L4/L7 SREERYIRAIME - 5% AD ERE

1 RKL4R
B

BH%E L4 Policy - #riE—1%

Rule - 7£ Internal IP 5§ Exteranl
IP#EEIZEAD P

RE#E15%E AD A

Functions > Traffic Manager > L4 Policy>Policy
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B st | A 70T

Rk arine ARl Ak Al s

|- Eckedde |-Zendre e lAglan = Pe |

Alalu=
B, I Hae
S ownags Rzt % ahoidony P an (L H _ﬂ. Rl = T ]

M

1

[ 7 | ey

S 2 1 L7 REE#EEE AD A
B

BLEE L7 Policy - BEE—1&
Rule- 7£ Internal IP 5§ Exteranl
IP#EEZAD HF

Functions > Traffic Manager > L7 Policy>Policy
| B Sstuz | £ Fal ey

Fibar | igh Cht | |y WEH o ~qbgsehun= b s=laimdml=a sl onew

Kzemcr: CEthiue w| Acden | Rl

LRIPHETT

0 3kck&beg (T dalsub ppe

Lz | _ue

6.3.2.3 1} Content %%

EEFRAIE - FENIEE AD P AD #4

8 1 BhE Content Policy B
1]

£ "Content Manager” 4
"Content Policy” RESHRRIE
H - IJLAFENAIN AD BPEE

Functions > Content Manager > Content Policy>Policy
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AD B#ARETRENEE e p—
w 4 Fraflz w
ok |r-El:-|'!d.-Ir- | =wrius Froup- = [- --wip ) Frofl=— w2 ired
o | s [ e CH I
S S:hzdua | RdeMavs | Hara 1A Frarlz wap: Proflz Wlual Boips
-ﬁ e, etk Jsar Cwfsubiss Szl Flads.m s
| 980 Bek Teporn.. | TPl Iepect .. [ FF File Bgert
D8R 2 FIE—IRZRER Functions > Content Manager > Content Policy> Policy
" s £ Sl B Pobe E2 dnun
£ "Content Policy” # ——
Ll —wiua @ = -k Frofle- w | —wanFrofa. = Sewrea
”Policy" %Iﬁfﬁﬁﬁﬁ%ﬁﬁfﬁ appi= —Arhadila- w  vHuE Benlpe % —lWPeofiae W —Nean P s
" " =y il Coadban Al
--> "New User i Eohedua | AulzHams : F e T Wb g Wzl S oupe

Mataid L=ni (¢ E Skl
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S 3 FHIEEAD BB

Name 3SEH A7 2 F ol UL
FENEE AD IRSRAVITS - 755
ERBIE_ LT AD Server &
BIZER AD 18K John - THH
RIRHEEFURNRE (RE
1 ERAEEM - FABERRE
FEFFM)  ABHMFin&Eh
% - —1& AD tRSE% John RO
BEME 7 (RE2) -
EEAAD B#ALZE—4% &
name BABEA AD BFHMZHE
MOLT

~Edit user

it user
Schedule | & Always v| Wirual Growp ' Others o
Basic

Rule name : rule_1 | Marne Jokin I

The Mame field could be AD account, AD group, or Web Logife sccount.

[}

MG Rec = Enahle ) Disable

File Rec () Enahle (a3 Disahle

MSH Account : ﬁ\”

Yahoo Account Al “ :|

ADL Account - Aoy v

ICG Arcount Eluw L :|

M Senvice Platinum v

Wehb

LRL Rec: (=) Enahle )y Digable

Weh POST : Allow v

Weh Service - Gold v

| Finish || Cancal |

(8 1)
e e  Cendnen | Ao

WED Profie

Plalinurm

Schadule Radia Marg Harre 1 3ralie

Plaliswir:

Plalinuim

Diefaull Uees JeraLlzar Platiwm

it Gruns

Olhers

6.3.2.4 1% Content 5REZFREAIE - BEIEAFRA AD IR3K

8 1 F43E Content Policy B
1]

£ “Content Manager”

“Content Policy” =RESHRAIE
H - ol B &AM AD P E
AD B AAETRIEEHEIE

Functions > Content Manager > Content Policy>Policy
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S8 2 BA AD IR5R

| B3 Glalu=| £3 Pubiy g2 maae
1l Gro.p w|  EaFml w | b ote w| [
i e
ngh i--!:'l:hd.-lr- | ~wriusl Froup- o |- WP e w| -w¥en Frafl=— w2 ired
o tlang e CH I
[ &:hedua | Rdehams | Hara 14 Frarle Vi Fraflz Wual B ops
-ﬁ e, etk Jsar Cwfsubiss Szl Flads.m s

380 Feck Irpect,

[ # 2 Topecr . £ 5ila Bgirl

£ "Content Policy” —>

"Policy” BB REEMNA T
- ®¥E "AD BookImport..."

L= REETIEE. R LLERE - % WS

Functions > Content Manager > Content Policy>Policy

Lzt owiwm mop | IMFrie o | e - g
fppw - 3chesul: | urma Gesp SRETE T | -izh P W imed
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AHERBORINESRRE

[ . Qhjecls
| =1~ =] A Accounts
[ & Acrunistrator ¢ Administ-atar )
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Functions > Content Manager > Content Policy>Policy
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6.4 BRI

641 AT ARFAERE

642 ADEAXLE

26.3.4.2.1 AD Group & RDGROUP & - EITAISA MSN - NHTo] FEZ R #3510 8RR i =

26.3.4.2.2 AD 1R5%% John & - FrEIREIEZEEIE Web £/ - B2f&H#E - E2) - B5] URL

26.3.4.2.31P firdt 7 192.168.18.20~192.168.18.30 & - AF{EfliEIE

263424 ERERME  BRARERDAD B#ESNER

AN ER

L1 BE
Static->Schedule->0Object

Functions > Static>Schedule>Object
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2 Faamz aur Tun Tug wiud I L EEH dellrne Ll e

Husang [#] | [+ (] (= [ | [THEN IR}
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R 2 R NNRSRASRAS
S8 - BRI 7 SRR
worktime 1E& 35 RS

Functions > Static>Schedule>Object
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Py Hame [un won Tun wed Thu Fri Hard =zar Time =tap Timn
| |
1 roTag | | ¥ G ] | (] & | 0030 | 1200 |
E Ao | | i (¥ ) | [#] i | 1300 | 1730 |
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S8 3 BA AD 1R Functions > Dynamic > Dynamic Object > AD Import
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v Ny o ] =1 T
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ObJeCt" _9 MAD Import" g - 5;:,.;:; |'I|'||'u.|‘r .-:I:HIHIIIH
~ Bk e Wontn ARt

}\ﬁﬁﬁﬂ/\] AD [I]E%}ﬁ%[]g¥’%ﬁ b 2 ndzes 2000 Compasie access
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b SEE g AE Sevwars
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B e Ceedop Lees
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A Semr Duernars
= R ennral e Lisenss Deleees

BA ers
- "[".‘JIIJ R L TTRE N T A B el TH V_
{58 wr Tansr-
L8R 4 BRELVIRER Functions > Traffic Management > L7 Policy>Policy
FUFRFEFE 58-S chat Byg | fme B
. 8 ; 58 Filiar : ;,‘ hal | 25 MEh A Anpty achinns In selreed ules atones
#2HE 2 MSN-->Schedule 2 Rt Ere T T
1 see a >
12 Worktime->Internal IP %t = —— s e
12 RDGROUP->Security O B T e T = i = [EE] T T

1 5:" HnkTE KSR Sule i Y RIGRIGP 2 ai Ak Chas MERCAEAT IR IsE A [3 Black &-mg 4 dsfaclt

Profile ##Z block 5§
block&log

LB 5 RRE T VRS Functions > Content Manager> IM>Status
5.L.EA IM

‘A% EnableIM - BTR5LEIM
ZREAE  ALEGFIEIM
over porxy
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B4 Salus B M Profles | B Global Palley| B Cpflons |

[ Enable I Wanager

Crescripbion
I Managar sl s you 1o managa M behevicrsleontanisipeers, Malching priority
1. Explicitty specified 1M account
2D narme
3. A0 group

Ugera out of the schadule will apphy the their I Sroups' chosen 0 Semice

Exempt (Source § Dastnation)

[#] Enable Exempt Saurces

(¥ Estlude |—.— 'r'ulé;f w  tromtne I Manager erforcament
Cilnclude | SererdTTR % Inihe N Manager erfarcamant
Il over proy

[ Fillarecard I dver HTTRISOCKE4IS0CHES pros cenvars]

5.2 R IM FRFBIE

£ keywords #EHE A TR B i
F - WHo BT AMNERT

Functions > Content Manager> IM>Global Policy>IM Content>Chat
| & Status gg IM F'ru:uﬂles-j % Global Policy gﬁ, Options |

| & chat | File

Enable keyword filtering

I Keywords

@ [F] I Dirty Words
(- ] B Name

- [7] [ Confidential
(- 7] B Sexy

7 Love

5.3 i IM RS

£ Content Policy->Policy &
EH#->New User

Name #1iE% = RDGROUP
MSG Rec ##{i1#1E Enable

Functions > Content Manager> Content Policy>Policy
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2t Finsh 525K -
2 - 3.1.2.1 KB E -

- New Uszer

Lreate a new user

Sthedule |

Bazlc

Rulename: | rule_1 | : ROGEOLP

The Name fisld could be AD accound, AD grd
[

IMSG Ret (& Enabie (1 Disahle

File Rec . "y Enable (=) Di=ahle

M3 Arcount ; Al W ! |
Yanoo Account Al W | |
ADL Account Al w ! |
GG Account Bllo v |
I Senice : I‘—"Is:ﬂnum_ w |
Wb

LRL Rac: "y Enable (%) Dizable

Ve POST . Allows v

Web Service - Platinurm w |

| Finish || Comca |

8% 6 RUFA Web Manager
Z)¥E Enable Web Manger

Functions > Content Manager> Web>Status

| ] Enabile Weh Manager I

-Descriplion

WlED Manzger alloes you o e ureaned Siles cusing e ofice Aours

Exempt (Sownca ¢ Deslination] -

[l Ergaie Exgmpt Sounes

(@ Excluge  BR HostcED w | tho the we filer erferement
O Include ;E HostCTo -»- in the wah filter anforcament

LB 7 RIMEET web HEEAHR

=
T Custom BEEAM, MRS
I P ERR T

Functions > Content Manager> Web>Global Policy>Web site>Custom
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| If | - e |
| B4 Status | §4 Weh Profiles| 8% Global Policy

@ Web Sites | (F] web Contents | (] Web massages!

(& Custom l@ Trusted Dest|

rDescription

Step 1.Madify the keyword settings hare.

Step 2.Go fo “Web-=Policy” to add “Custom™ into some permission b

Step 3.Goto “Content Policy™ 1o set some objectio the permission level

17 URL_Keywords

 [udiEhiges]

=t

HEEHEREE

- [ B mp3

i [#] I music
.7 song
7 sing
27 movie
¥ Drugs

F Gambling
5 Hacking
7 Webrmail

I Violence
7 Weblh

7 Pamography

H 8% 8 web HEFOIERTE
£ Web Profiles B E BB 4 #
A INET O] AR B AE IR L $A A
89 web site O] DU EH R

Functions > Content Manager> Web>Web Profiles

Pty

Bl
1|||||,|_r-|l|
Auinyizag
ELL R
A ELR
e [Fing Nae
P o, po
Fiaun WY | gcked Calegoties
Q=i
uEhm
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(|Femam st L

Faita
e
Redrecls
ol

|[Emciz

ks
LA
Trad:
Twenl
WilRs
LiE Lo

HECHIEIE

Foui sk

HER9 RE AD IRIEA John 1Y
RAE

Functions > Content Manager> Content Policy >Policy
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£ "Content Policy”

> "Policy” Bl - A#EHNIMN—
8 "New User” - NAME f#f
IEE AD 1R5% John - web
service WAITTIER LR 8 BEl
#1 “rule_john" BIFFT
#,URL Rec 5 E7% Enable Bl
E_[ o

HEL ST 3.12.2HFEK-

Crele a new user

[ Finish ][ Cancel I

Schedule : |'ﬁ Aliways v| Yirtual Grouo : |01hers v|
Basic

Rule name | rule_1 | e | John |
The Mame field could be AD account, AD g ; e

Il

MEG Ret: ) Enahble (% Disabie

File Rec | 1 Enahle (%) Disable

WMSH ACCOUnE E.ﬁ.llnw w ' |
‘fahon Arcount i.ﬂ.llnw w ! |
AOL Account I.ﬂ.lluw \:l |
ICQ Account ; Al | |
It Service fPIs.m num | |
Y¥eb

URL Ret (&) Enahle ) Disahle

Yyeb POST - fAllnw v|
Yieh Serdce irule_iﬂhn v|

H8R 10 I IP B¥4A

£ "Object Manger” ->
“static” -> "Address” ->
“Static Object” PHREILE
“static Object” B ##f - 738
HARINEER P EE

"Add" - 1£ name R —1E
BEENEE - REEIP Type

125 Range - 7£ Start [P 1#
fi3EE 192.168.18.20 - £ End
IP ffEE 192.168.18.30 - 2
OK -

TE Alllxh"x.-.iéa._.: "

Functions > Object Manger> static> Address>Static Object
: u}ﬂ, :,.unnu'

B E U CEES fn PR

Dzzenzlan

Soplad b Teal I Chmel =&t il - A 0 aihas =

pr———
B aciceanran Mae | um_t |
= sl

BTe 2 Emn RGO Hod
— B Hyciee Shama L & :
W ke st —

B e 1
W TR Cent [ R
LTS
o el R
5 e DM Lo o ]
B = ol E o cubinal FEERE]
Bl AL B L W tulsl THE R
— B o poelaR STIH o2 Suboel az1EELmzd
N ) W Eubal FERL N el
L RERTTINT sl TV

LB 11 HERRYRE IP BiE

£ IM 1 Web EEER
Exempt(Source/Destination)
#IE1E - 7)% Enable Exempt

Functions > Content Manager> IM >Status
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Sources #I18 - fEIHE
Exclude - BEREAEERE L
ML ANAY rule_1 #EREENTT -

FEE BT 3123/

| B Status | & W Profies | B4 Global Policy| §& Options|

Enable IM Manager

Description

I Manzger allows vou fo manage |M behaviorsicontenisfpeers. Matching pricrity:
1. Explicilly specified IM 2ccount
2. AD narme

3. AD group

Users out of the schedule will apply the their IM Groups' chosen | Service.

.E:{Bmp”gﬂumﬁ."LJBS{II'I&"IJI'I]'_

Enahle Exempt Sources

(& Exclude ! rule_.1' v  fromthe I Managsy enfarcemant
| Colnelude T-ﬁnwl-l'l-:l'.li‘ R forcerment
Il cnegr prosy

| [¥] Filterirecard [ over HTTRSOCKSASOCKES prowy servers,

Functions > Content Manager> Web>Status
£4 Status | 83 wieh Profiles . B4 Global Palicy|

Enable Web Manager

rDescription

Wirel Manager allows you to filter unwanted sites during the office hours,

[¥] Enable Exempt Saurces

|=ETMEEE - from the web §lier enfarcement

= HostsTO w In the web liller enforcement

() Extlude

(o Include

i

LB 12 EREREAE - FRR
BB AD B#ES IR
REEEEHRFHE  APME®
R ERAAERE -

Functions > Content Policy> Action
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B "Content Policy”

> "Action” WEBEEMAR
"Add Group” FZEEREE

A EEERMWE T —@E AE
HEHRBE(REEL)

HRBHE Policy BIEF - 7
LIBIER rule_1 FRAIE - 1E
Vitual Group #E Bl 7 [l [l 3 17
FMAE(RE 2) - ILEAHEME
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IRSE AW BRI I AE ROBEARRE
EH(RES) -

FEE SR 31241
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Functions > Content Policy> Policy
E8 Sislus | B 0l gL enon
Lst sl Grog W I-uHFn:rle— w | gbFrafls- gl
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Edif uger

Schedule Virtual Groug - |AE ] » |
Basic
Rule name : rule_1 | Mame : |Jnhn

The Narme figld could ke A0 account, AD group, or Web Login account
7

MG Rec % Enable 3 Disable

File Ret ; 3 Enable (& Disable

MSN Account Allow v | i

Yahoo Account: Allow e | |

AOL Account llow v | I

G0 Acgount ; ;Allnw v | |

Ib¢ Service :F'1a1jnurn vi

WWeh

LIRL Rec: (=) Enahle {3 Disable

Weh POST : Allow v

Weh Semice f@nld W E
[ Finish || cancel |

(E4)

Functions > Recoder> IM
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st [ 00507 owe: | zoozarig |[B]p: oo 00 2| 2ceas [ oo |—|
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Monitor > Realtime > Ip View
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BEE$ S —ithilt/AR#/HEE

KEAE IP BHERIXELRF T -

8.1 &E3k

1. ABC REFREEEATINEHNMAAE IP AR ERER B2 CEO # CTO ARENFFIETINAREBRNER -

2. ABC REREMHBEZEEHR—F L 830 — 12:00 - F4 13:00 — 17:30 - 4 12:00 - 13:00 BFKERE - KA
SR - RERREN R EWEEEE CDRBEAEER -

3. MEMENYHRFENFERA U BEFRRARNRE -

8.2 &
1. EERBHREEEZANL - 2E CEO WIP IS 192.168.168.2 - CTO Y IP fzilt4A 192.168.168.10 - WiFLE
B &2 = IR B NI M 4 RF AT —REE -

2. EHRREHWEHRERTE LIRE - WRAEERN CREEAR—EE -
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83.1 tUERRE

B 1 BT
% HoStCEO Fiasit - ARIEE Edit- BT/
SIARAIERIE - BTN — L A
PHEUTBIEER - ML E R SRR 1P

- SURTER RIS - A BT -

Function > Object Manager > Staic > Address > Static Objects

Eb Addrmem Eh Schaduim | B Sencce

B Stnbw Dhjects {F stat Groups

DesLipn

Applizd ja feed P ohpts whoso nol need f avirenicals

Name

Tepe I
A Tl Dhiecte

- i Hial 107 161 EE

B HesatFo i t 193061 D02
B HpsTHD i 192461 S
W e ; (EEAL- BT
W yrerhsiman Dakk t 19216 1008
W gl e e Dalw Ay | 19z 06 1009
B i e i i we ol AEFRLREOT
B s eFras ke e Hast AEFSTR]
B caneF TR T Hau riEIma
W caneHTTP B Hazt 192803200 2
M CameYEOL T Haud 19zrEima
M Coreesal T Has 187 163 200 1
LT & Suaiml LEFRL -]
B o RENCE o il TUEEL 02
B s meHUFALTURE LT 10516 5 000
M SitneAREETHG & guanat (LT
B SupnaFas L] 1924042024
W ZytnsRD i Suanet 19246420724

[ ®rrire Tape || ¥ File Tagest ]

|| s Lrarning

%22 #a%E HostCEO

1 HostCEO F& & # IP i HF ok A%
192.168.168.2 - WINOIRIBE A SRR EE
HEYERIZTEA IP A -

IP fstal M2 1) Subnet (F#HEE);
Range ( #EE ); 3t 3) Host ( X&) -

2)

Function > Object Manager > Staic > Address > Static Objects

= =

EQiLIP' Address object X
Edit your IP address ohject

¥R HostCEORETNE -

IP Address Bl & / 187 & 451
IP FAAEE IP itk IPv4 &= 192.168.168.0
Subnet Mask e o .
FEEES T EEIE BT 24
(0-32)
R Start IP I EROFEYS IP Il - IPv4 T 192.168.168.1
ange
9 Tendrp W4 B BB & 3R IP AT - IPvd 153 192.168.168.10
Host IP B—H# P ik - IPv4 = 192.168.168.2

F1& 8-1 ERUAMH
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Function > Object Manager > Staic > Address > Static Group
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Function > Object Manager > Staic > Address > Static Group
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Function > Object Manager > Staic > Address > Static Group
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Functions > Object Manager > Staic > Schedule > Objects
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Functions > Object Manager > Staic > Schedule > Objects
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Functions > Object Manager > Staic > Schedule > Objects

Please input schedule name
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oK | | Cancel
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Functions > Object Manager > Staic > Schedule > Objects
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Functions > Object Manager > Staic > Schedule > Objects
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Functions > Object Manager > Staic > Schedule > Objects
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Functions > Object Manager > Staic > Schedule > Objects
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Functions > Object Manage > Staic > Schedule > Groups
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Functions > Object Manager > Staic > Schedule > Groups

Please input group name

I Name: E1:."Ju:w|-:|ng|Htlurs | !

. oK || Cancel ]
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£ WorkingHours #2889 Schedule #8fI 1%
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Functions > Object Manager > Staic > Schedule > Groups
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Functions > Object Manager > Staic > Schedule > Groups
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Functions > Object Manager > Staic > Schedule > Groups
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%2 1. &) Per-IP Policy Traffic Management > Per-IP Policy > Status
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Traffic Management > Per-IP Policy > Policy
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Traffic Management > Per-IP Policy > Policy
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H 3 1 RAERERE Functions > Traffic Management > L7 Policy
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Functions > Traffic Management > L7 Policy>Policy
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HZ2 BEAEENERE Functions > Auditor > IM
BT HFAIRSEEAS  CHEEEIRAEN - | oo powasai]-] o (@]

£ Non_IM_Users 4T EEGREEAN | ~

- g Man_IM_Users

TFE%'}FL ’ ?ﬁéﬁlﬂ: mE%ﬁt?ﬁEﬁL E?g ION KH‘J g \fri:giz Import as a new IM user...
IRSEEARTS T - MRRIBE S ERENA - g

< Import to IM User using IP as username [%
i hoss

Impaoi

Clear records

Field Description Example
I . M P E RV BN IS AT RSR - DRI — =3RRI 4286963
mport as a new IM user
i R EANERIEHER -
e TEE BN BAIRSS - EACSHFENREAR
Import as an ex &% ting IM User — Evan
BEBENA -
, P E VBN BT BATMRSE - kE IP fizditan & bE
Import to IM User using IP as username s . 192.168.168.10
ARBREBFEA -
Import to IM User using hostname as 1S EERBIRSAIIRSE - IKE TR EEEANR ABC-E
-Evan
username BREBBENA -
Clear records BREERIEPIBREE - --

F1& 12-2 BEREE - EAEEHIFNBKESEE LRIRSE

1234 feAtintERELASRIBAERA

B BERATRPOER - EHEREFNATKIBRERESR  CUBREABSRBELNERRFE  BEAKZE -
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HFx 1 BREL
258 File Export EHARRKIEER -

Functions > Content Manager > Content Policy > Policy

e s Gondior | Axtin

Tohalds | Rl Hew Hine | Wi T T Bl CED
B R o mr Palnum “hslrum lhers

B A= me Gtkeln [ Rl T Clhars
I

ey 1-'.1':'_“. DefaulUser  Defautlzar Fualrum =lzlbeum Clhars

COHEM Bk T || MRl T :| £ Fils Saet

%2 2 MAERRFRIER

# File Name BUABMAZREFHEE - 241

2 Save fF -

Functions > Content Manager > Content Policy > Policy

&% | > File Export

Save (] My Documents ~| @] (&[] BB
[ filesliby [ By Skype Recensad Files [ SkpeSetup.moe
7100 Lite 9 Symantec [ technicalta

[ MSN Messenger S ] Test [y verar

[ My Music Clvs [™ vahoo! Briefease.urn
[ Ky Pictures I walL

(=7 My Feceved Files [y mstanthiock. dhuixt

1] 1+

Fili Mame: filaExpon
Files of Typse: Enu Files ' -

%2 3 LM
ERERELRINE  BENGENHS SN -
FE OK HERE °

Functions > Content Manager > Content Policy > Policy

=

a | > File Export

1235 ABRBHREHIAS!
BYMEABDKBHORE - 2F BHNIIREHRTES . 1) I8 (LREt) BEENEE - FIAERENRE/RBR

WHBESE L -2) B (Apply) &

EENERIIIENABKEEBZESD -
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@ List |--Gr0up.. |v| |.-Senrice-. |v|

@

|| search
@Apply |---Schedu...|v||--Mngec--|v||--FileRec--|v||--MSN--|v||--‘mH00--|v||-.ICQ--|v||--AOL--|v| _Seniice || tolisted.
R 2R #E / 183l #0151
Virtual o o e o ey
L 5“1@ S| REFHBATENERISZE L - FEREEENEA Boss
534 Group
IM . e s 1t S 2 -
Profile S| RETFTHIRBENSKIEBEL - FEREEERE Glod
i
Web . . 5
i 5|22 FRIARTSE Web BE £ - EREEENIRE --
Profile
Schedule | EREEMNHIRZRZBHASTRIEEE L - FREEENHE Always
Virtual , y R e
ERECHMBHATRNEHRISSE L - FEREEENEAE
Group
IM EREEMW MSN RAZINEBHATKIESEE B
| = SREEE ) emawsoRs Bronze
N Profile £
Apply __ to | &%
ted Web 388 o . .
: i ERETHRIEE Web BE £ - EREEENIRE Bronze
A Profile
D -
Search Mg =THhaE R BRERFT R RS T ERRA -

& 12-2 ABKRIBHPRETLES
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£13%F

NEEE-HEEHE

KEE 47 IntantScan FIAEE EFEGEEHZRE -

13.1 %

[he downloaded web pege will be
filtered with ActiveX:/Java/lava
ScriptCookigs components.

WebServerd

140.112.1.4

\ PCI 1 PC12 /I
‘\ 192.168.168.1 192.168.168.2/
",
\x_ LAH_" .

N192.168.168.2~2005
Bk 13-1 ZEEREREHEE TREREIERAEIL
1. @z 13-1 Fi7r - PC1_1 IEHERE WebServer3 WAR - ERNANAEE cookies ~ Java applets - Java scripts

& ActiveX S - BERNBTFE2BRERENARBIEAEERER - AL MHRZEHELL PC1L1 FTEEL
RIERERAY -
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The web page which comes from

forbidden web site will be filtered out.
I ,&4 ",

WebServerd

1401121 4

. 192.165.168.2 192.168.168.3  /

\ y

N LAN_ 1 p y
N192.168.168.2~200

Bk 13-2 ZRAERREIETARE WebServer3 R

2. B 13-2 FiR - PCL_1 E EMSEREZILRE WebServer3 AR - EEFEAB T E2REMSEN -
FhyelE HEREATHERMEREIERSR BRESTEEN - AL BREEBRTE KREMILUBEA PC1_1 R
IS LRARMAIS -

13.2 HW

1. BERAERZH cookies ~ Java applet + ActiveX ¥%% -

2.

Frlt B T3 22 R ERIARLL -

13.3 753&

1
2.

ZIRBHAETTH - Bl cookies BX Java applets -
MEBIR - ERNERER  KFSREBIJ[EVRAIGEEE - FEUSFERFRAGESENTHERE -
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13.4 HE&

H 2 1 RAREBRRE
‘Z)# Enable Web Manager -

=
=

EAR BLERERBRER ZABEEIIESR
BRTARAIEE HTTP (808 ) WAEERE - &
BERFE L AKRS - O] 2 Enable Exempt
Sources - HPExcludeZFR4h - Inlcude@ R #1%E
ERAEITWebBIE -

Content Manager > Web > Status

B4 Fhana ! Bh Vazk Froflag P Clnosl Pries|
e

[ Crate st Waragas
.

T

LR BN [ TR TR T e M| R TR

Sezmrpl 3 rcn FCesinaio)

[ 2nazle Eempl Soumes

GrEmnlee 58 HIGED w I e st e enlor sl
O einds B2 Hes T | intha =wa iz Azt

% 2% 2 #REEWeb Profiles
SREWeb ProfilesfZ EF A SR -

RO LAF 1 Web Profiles - 2§ % #7 8838 5 Web
Profiles -

Content Manager > Web > Web Profiles

s P mies|

Fame

| o,

Elucked Calszunss
Flririn
sk Mub. Wab 1M Desamier. reoes Hemegs. TRt Sean
el
ek i, B I R Disemen, Some, ineans emgy, HESE, Shads Famapiaphy, S pads,
Elar
Soockr, Chat Baam [FH .
G Bagiai-gs gk I-llF.l'.‘I Edr Eemicz .P-Il'u. ot Mewege. HER:, =2, =hais
L Fanagiaphy 5 pads Sl —— 1
. e alz Earvice
Adewtsrarts, ad o |Wra ek dal, Salencs, Wen K, Dlag,
“hbad o Peresnr, dann, rdart Laelz=l F Fhala Feringapin, Sulal P, Hodnaelin
Gaclul Banes Spoeerd, Slicks Goatpess, Trace Tanrs, e, b HE Gaal Beam

% 2% 3 #mEESilver Web Profiles

IS EEEER Web databasefBiL &R - MNE
Silver& 4R A Web Profiles - A B ®KIEE A IL
Service® - FBIELERENT - HBiZHAERE -

Content Manager > Web Manager >Web Profiles > Edit Service

Name [silver |
~Blocked Categories |~ ~All Categories ||
Web Mail Advertisements

Weh IM AudioVideo 3
Blog Blog

Discussion Chat Room -
Game = << Discussion

Instant Message . Drugs

HEWS Gambling

Photo Game

Pornography Hacking

Sports | Instant Message

Stocks : Joh :

‘ Finish | ‘ Cancel |
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# 2 4 TContent Policy > Policy TIAR
=
fROTLUHEAD ImportEREREER - REEER
BARBEELABSMADEA - WHEEM
Web ProfilesfEAR£1 FERYIRIE -

% N DefaultUser - T2 BLEE S D EIR
WebRE - #E4 TERERNWeb Profiles °

Functions > Console > User Console

B2 Flaus & nie=| B R

T1rIJI rup

Hix Lo e L=y plun W Pl

Wb iubls

Cltair [T FOSTRYT PECRCR ST R R

Frasirar

%2 5 S EEERVARE
‘A Enable Trusted Destination - A& 1
SRR R PINEE S B2 TERE -

AEAGTNRAINEZHEAEHE - IR - 1R
ISP AR AT RE S 2 MR IROAM DNS

ARz SEERENEEHBEERIRR
B - BAIZ - IRERIBAZHAENEEEE

B - BRI RS B ER BRI
(ERTEHIE -

Content Manager > Web > Global Policy>Web Sites > Trusted Dest

$2 St | B vzt Frolles B Glosel Foiny
b Siss (T el Gunenlz | (1 el Messages
= g | 5 Todshed Dees
[ [~ =naizle Thusted Desinalan
L
Taesistioe !

“or oA e 2iEs ied S8ie e i B rlieesn ar e ek e anas

T —8
- ] F defaul
[# 7 sescwdoman.com

[E &F oo

i R #=AA gE / &0 g5l
Enable Exempt .
By FRBR AN R I - B / ARA YA
Sources
R E8A IP IR - HERROERNE R
Exclude fromthe |HIBMITHEBRE -t EREMERE
- 3 I3 3 B
web filter enforcement | Boss B Fx7 CEO £ CTO 4Mg9 IP &B W AR W / Boss
EENTREBE -
Include ___in the web N
. HEEBERBHRTYEBNER - BA / ARIA ARA
filter enforcement

& 13-1 BROMRRIGENIEL A
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%26 =Hl{t URL Rafg=1&rA

‘Z)#E Custom_URL @ HETTEESERFEEEY
URL firil - &% EFER—EERANEER - 1R
BESRMaIEE R TR A Rmig /S oy/MBR
FEA/RART -

Functions > Content Manager > Web > Global Policy>Web Sites>

Custom

B8 Flaia | B =keh Al | B SichalFaley
- Wb Srms E..]:-'ql; Cootenes &'z ;.I.:-:-:a:\:-:

LTl M T P |

~[a=agln

Afi= key=nrd=lal=n fems = i e blcard and Fagad

] F UR_Kawwr
[# % fdizivicen

= [ 3 Dragy

= [F F fawhing

| G Hacking

! [¥ F ‘raztmal

- [ OF fomsrapin

= [ F Snknia

e

1Rz

FRER gE / B gafl

URL Keywords

MREBERE

MABH S W FERAE -

B9 URL #3335 B e A B9 Ra 52 Adv/advert 72
¥ BI0F RAREREE D ICAUE - It URL pracacat=d e/adsrv/

banner/splash

#F1& 13-2 URL BiR=F8BIE

%2 7 MENHREBR

ZJ# Enable Object Blocking - A& AEE R RS
BB RAEY Y- SERALLINEEE  BBPCL ]
MEMAEOREETIRRELEYY - EUEERAR
HEETF (cache) FI¥ - FHARFIEMAERER
ANBEEEFELE  FARARER - EVFERRE
2 REEFEEENT -

Functions > Content Manager > Web > Global Policy>Web
Contents > Object

e ®lez, T b Sonleels | s Wesage:

i e
[ =1 Zos ez Ol s J
5

LiesgrElcn

Somz e obecls mae be Fanmiu foopcu ey condzins malcioos codz

—fwreenr, Hocking Ihzse shiziis uzuale ks moctesch sage dMizu ko zod.

Ahsrs

(2] Finek 2rlvws ahisrts
W Eotkasnobects

0k Lunkizs

1Rz

=R AR gafl

RUAM A EIRE

EELMWHEBTHUMERRE ZSEBIRE -

RUA
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ActiveX BEEIR ActiveX WARE - R
Java BWEER Java WEE - RA
Cookies BEE R Cookies WAE - RLA
=18 13-3 REFERRE
R RER gE / 187 &5l
Enable Keyword Blocking RAREASRERFHEE - YA / RRLA Zdas
EEBRTHE  NRCEHMNAETIZAER
i IRBWERT - IRERES BALER
Stop transferring the web page Eﬁfﬂ%ﬂ’]?ﬁﬁ?— IEAEREWEEmEAER BE /R BF
when the same keyword | #&~ - "REARFELIR _ X" ERZREBHRT N .
appears for __ times. RS RTARFHANYEE - EEERNE | T > X
BH-flm REBH#EFHIRS K - HEZAS -
adv
advert &
#He
Keywords WA CE AR RERE - NFFE
adsrv
banner
splash

& 13-4 RERRFER
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%145
SEE-IEERSE

14.1 &K
MEAEBRERRTIEMEREESUTTE THRIREMITAZFFOE -

=

2. PABIRKIMFUEEDMFZARNEE UHEREEASEEEREB ZEM -

2 75k
HEBENRY - SEEETUREAZERALBEBENRS -
2. BEESI/RILESHHET -

14.3 HE&

14.3.1 BENFEFARTS

Ha 1 FRERENFEA RS Functions >Content Manager > IM > IM Profiles

%E ED HjLnﬂHE %& ;ZD E . ﬁﬁ—r 1/]\_—[12‘2 ’E‘E\ ;f&_i E/\Jﬁ:ﬁ’:% NO. r‘::'l\v:lem L(::lN 1 .rILE_LI:NL"'HLE_‘:MHL"'NJP_‘S:W,{I _PH(.':SW&P_ "'L:':i: \"H::::'AM v Ilsz}\HHL' h‘l:M(:i:J\.. 'J'\::i: | “ANL:’:HI':

KBS MR TERR RFEFR A - w | o | o6 | o | o | o > o | o | @ e ]

R MREREBENRE R HE TR ~|° || [e |9 [°e|° e|°[*°|°

FR7 - EATNEEMRIRE - mARRE S IR D Ea Ea N Ea DA R IR B St

EEMBFAC L2 WRERANETIER - e e B e TP T T B T B B

%2 2 MBENREEAARE Functlons > Content Manager > IM > IM Profiles

H:_yj_ \;E = $9 %IJ E[l H_I nﬂ HE %i J: $§ E fL 5)\% ,?é %5 gg NO. pll::l"rlll:" ! UIN TFIL F:N\l FILE i AR .hPP: ARl H')T;F \U\F Jﬂ:F | WF:‘IM T T::PIPD RE M:F A ﬁ:‘MF .H.;‘_‘-.::‘Fﬂ_

New Service « wi | G e o | 6 | @ | @ | @6 | 6 | @ | o | e
Sitver [*] @ @ [¥] %] @ (] -] =] @ -]
Dronze 7] %] o (¥} %] -] e Q -] -] Q
Normal [#] =] (-] (=] =] (-] (=] =] =] o =]
Newilser =] =] [=] =] =] [=] =] =] =] [=] =]

=y
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H 3 3 WMAMREEE
WMAFBRBOEHE - MEME OK BEARE -

Functions > Content Manager > IM > IM Profiles

Tin

Please input service name

OK

Cancel

%2 4 BARGERULRAIRBIRERITR

Functions > Content Manager > IM > IM Profiles

FROEFEMRERARRARLFEONE | Bl . o o o o o o o oY
HiTR - MUBEIE— R R EREHER we | @ ) o ) ) o o @ [+ e e
BTE ° Sihver [} @ (%] [} @ (%] (] v ] ] e
BBEBACERRNES LH—T  FER U il AR A . . . T A A A
Normal (%] e e e ] -] e ] -] e ]
tHIRENA - ™ © | e e e o o | o o o | o
Newiser -] e e e ] -] e ] -] e ]
#2 5 RAERERERTR Functions > Content Manager > IM > IM Profiles
E’)UEH Login R FiIeTransfer R E’ii VOice B O, p::n:“ | Ll::lN Hu:;:m... rlu_sm«....qw_:mm... PHUI:J:\'\\HP \.':’!ll:l: WI:::M HHII::WU Rtm:ut.. u::t mm:)mf
Golel (¥} [*) [#] (7] (#] 9 W 9 (7] Q e
sinver [¥] @ [¥] @ (¥] 7] @ =] e =] =]
Bronze =] (7] =] %] °] =] =] e ] ] e
Hormal (7] e =] e =] = e =] e =] e
Tin ¥} ¥ @ @ @ ¥} @ @ @ @ =]
Hewlise e ] ] e ] e e ] ] ] e
#H 2 6 BEAREARBERAIENE Functions > Content Manager > IM > IM Profiles
EEMPRE LRaE - AREEE EditEntry - L‘zm HLE;W"”&:W 4 W‘;m"mtw WL':E m::m m”::w““:u" “:t WTW’
(%] 7] (%] ] (*] %] [+] %] (=) Q e
[*) [#] (7] ] (¥} (¥} 9 =] =] =] I e
@ [¥] @ (7] 7] =] =] =] =] =] =]
(%] Qe -] Q -] e -] -] -] o -]
(7] o ] e (*] e ] e ] e
=] e -] e ] e e e =] I e

Hm 7 RERBSE
WALEEUNORBEE - 8% OK MEHRE -

Functions > Content Manager > IM > IM Profiles

Please input sernvice name

OK

Cancel
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H2x 8 MIRARES Functions > Content Manager > IM > IM Profiles
BEEBRBMARRERE LR g | g o0 | e s e G e
Delete Service = Delete Selected BITJffBR Gou @ @ G @ G @ @ @ @
AR - m |6 [o]oloefe[ofo]e]e
Bronze [¥] ] ] [#] ] =] (=] Q [=]
Hormal [#] (=] =] (=] =] =] (=] =] [=]
Tin _Um—\emu—_,_ =] o =] [¥] Qo =] (=]
oo DBBESENRES | e e e e e e )
DHﬂ—md
Disdeete: AN

o oo o|oo cf

TranowrIl

L")

o 0/ 0| 0|0 O

HE o LEREHEREL

#IE Upload Configuration StEZEER © - KIRTHREE HERHE L

BN @A ERTH Bz
BA RIFERZEEARREMPCEECARENERER LEEMNR
fEREX A EMEREZERAE T ERE R IERESE -
BREIZE RFFRENEAEEAREEEAESZER
BREANZ nHAFENERZREEERENZRAREL -
HEAE nHAFENERZEREEERENSZEMEAR -
AmE RFFERENEAEREEEERAEEREER -
2L BN EREZREEEREZE BB RN -
B RFFRENEAEEEEERAEEBARERERL - SENEEGH -
=12 1780 BN EREZR2E T ERE ERERRENINEE
i BN EREZRE T ERE G RTR DR -
F= RFFERENEREEBFRIBESEMNS -

& 14-1 ) EENERBENERTR

14.3.2  BDE5ENA#4E

%2 1 B&IBEFEMEFA
#BRBIMSBAFEERE L
RAHE  AREEE New
Group - @& tEGroup73Boss -

Functions > Content Manager> Content Policy

B s A Piky| B oo
ﬁnnalﬁ:-.p

—n Grs <amE | Desengsn Fomia dazh Pl
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H 3 2 RERHERN Functions > Content Manager> Content Policy
BEBE Boss BRI | B B B o]
sl e |
f1biRAaH . REEE Edit| ;
Group °

w1 Gmuzdeme | Cescnpam HFile Pezb Friile

Her Srcun
[HETTY Fllul;1wr-nl1|\n:¥'n;!.ln:rl.l E by sl by
ml:lnm-."mnx g
e
H3 3 WARMERN Functions > Content Manager> Content Policy
£ Content WUABWALER
I BB MAOERAR - SRR EEEE OK Edit group
Mame |Eh:|55 |
Diescription |Fu|| permission |
I
I Service : Flatinum -
Weh
Weh Sermvice Flatinum -

Finish Cancel

%2 4 REUEFANTER | Functions > Content Manager> Content Policy

% (23 e B8 i BB A
T e i
BB I AATFERARTE - =D (MO Ampnaes Do HFrels e Pt

FEEERREEIREEE & i
GESERESRIRER | pe
SEHEMENRSEERE - - ﬁi_

%2 5 LERERE
#42 Upload Configuration SEER * #HREE LEIES L -

& FE
BR 7 FENEIIBIR B AN - oI RIER AD Import 3t File Import WA - WEIAMNERNEPEAZBHEER -

FE2RILNEH -
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8155
W '\%EE El] H'.I' nﬂm-ig

15.1 B3R

1. BIRENHE  FBEHEBEMENRENEHENERE -

2. #®ELWEE BTROLUER MSN - BERZHRAIERFE - HEREIRFEMEEE —XRRL - ¢
RSMHAERS - BEMEHENR 7 IEBERAER -

3. ETIfrttER% - HTE0 RD £ LHRECERATSIMIAESHIX -

4. FEBEZEMNEIRENMSEERAFTZFANRERE B2 E8 TH AR ENNENE LIREI T Z NS EREE
EADERNIESR  REQCIHEIEE -

5. FhEBZEEUNERHEFTERS  UREATNENENK -
6. HAREEAMMK CEO B CTO BRHNEX - ILUAIIABRENSEEENELE -

Hiﬂ}

BT ERRELERENER

15.2 733&

1. 7 Functions > Content Manager > IM > Options EE L E MG MBI B ERETERE -
2. 7E Functions > Content Manager > Content Policy BEE & ERIFR B FERENEER -

3. 7 Functions > Content Manager > IM > Global Policy > IM Peers EHRE RD #HALTIIEL Non_IM_User
K -

4. £ Functions > Content Manager > IM > Global Policy >IM Contents BEHREZ BN SEESR - WAIAR

=

=
5. f& Functions > Content Manager > IM > Global Policy >IM Security EERFAFLEAN; 122088 -

6. £ Functions > Content Manager > IM > status > Exempt Sources/Destination EEEE - Boss ( CEO/CTO )
AU AR BB R R R B S BT E

15.3 TR

15.3.1 #mERYENRSEA ERE FERE

139



InstantScan User Manual

%2 1 REBAENEREERE
R THEENRBEMERAENIES - FIRFRE New
IM User WREEBR :

Schedule: WorkTime

Group: Others

Msg Record: enable

File Record: enable

MSN:Allow

YAHOO: Block

ICQ: Block

AL Block

Service: Platinum

ERNREHITERER  ERIBMAVBIRENER
ZEEERURE °

Functions > Content Manager > IM > Options
By Fous B WP ooiez) BY @icbal 2ok 54 Opdzns

1 Mie LaarSating

Fifmaik [ -
GLp: e 2 -
I

HEERe: ) Erabia {3 Clzabe
FleFz: iE Eakie 1 Cisabe
WEH SzinLnl Sdin w

TaitnD I il w

A S -

1250 mecaunt Gl ™

I3 Eedee : Flatd-um -
e

LR Sac EEabke CIllzabe
vt g . =]
sk Seedia

Fiafi-iim w

15.3.2 EIREAMXESER

#HA1 By BN B E IR
‘Z)# EnableIM -

Functions > Content Manager > IM > Status

B e B WP oiez | By Slcbal =aikyl g4 Opdzng

B Fnaz e B anangae

ShrEEn -
1 Wenager al s ootz manege 14 behedsrsizoraneakeses. Machng prars
1 Evslml s speciie: W ool
AL mEnE
3T prous

LRE=TERTTTRE R TERCH T ) BT TR LS LT T TE T TN R T

Erzmpr Ee. o Desdnalany

] E*abde Exe~pl Eowrzas

(Emlde A5k GmopEmpires w| e | EEnager sramemem
o lriuse B cemer-TTP w | inl-e W Wa-aper sniznemenl
P2 e s

| 1FHznreror: W oosor HTTRIS 00 KEZ I0 KEG (spooss zomezrs.
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# 2 1 FIBEIREER IR M AR A

158 B

Peer -

B2 IM Peer (&= LRAH #E Add

Functions > Content Manager > IM > Global Policy >IM Peer

MO

User 1

User 2

Fermission

ANY

ANY

# alloww

(J;I;Peer

Delete Peer

% 3 2 EE Userl
£ User 1 t@fI L% RD -

Functions > Content Manager > IM > Global Policy >IM Peer

User1 User2 Fermizsion
ANY - ANY # allow
ANY <
4 [ awr # allow

[4]

%2 3 EE User2
£ User2 #fiI £3%#F NON_IM_USER -

User1

User 2

Permission

ANY

1

# allow

ANY

D

]

&+ NOM_IM_USER
By

te 10

g Others

& UserName

# allow

-

& issaa

%2 4 M RD B NON_IM_UserfEay#d

Functions > Content Manager > IM > Global Policy >IM Peer

%E User 1 User 2 Fermission
4 NON_IM_USER % allow
£ Permz&fsion A1 L#EIZFE deny - S o
ANY g dory
% 2 5 RAFIEAEIRER XM RA Functions > Content Manager > IM > Global Policy >IM Peer
IR SHIER IR Y HRA - = e rermission
ke NON_IM_USER @ deny
ANY & allow

H26 LERE

#8432 Upload Configuration EEER

&

R ER LERIERE L -
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HZ 7 ERIARMHEESARE

EBER RD BFIRY Evan EEEFFATARNE
THEIEE IM Users BELWEREWNX
W - &riE REEMMZBEHEE - BERREN
BEBRRNNAENES -

# Second Angel - Conversation !EH
File Edit Actions Tools Help
e
& - & ~
3 5 mAPp
- b 3 ) (2)
Invite SendFiles  Video  Yaoice  Activities  Games @ =
To: Second Angel <jaonai@aaa.coms }
Ewvan says
hella

Second Angel says:
Policy violation! You are not allowed to chat with this user.

A 9+ Wvocedp Fwinks » - @ - ()
Last message received at 4:01 PM on 6/5/2006, BIA

15.3.3 BIRFEAASTEIE

15331 EIR=FEIE

H 2 1 RARRFBE
‘7% Enable keyword filtering -

Functions > Content Manager > IM > Global Policy >IM Contents >

Chat
nahle keyword filtering
[] IF [Keyweards
[ I Dirtywords
] & Mame
[] B Confidential
[ Sewy
[] & Lave
[] & Stock

H-EH-H BH B H
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% 2 2 FHIBRARTF Functions > Content Manager > IM > Global Policy >IM Contents >
#8383 IM Contents > Chat %5 Hiz# | Chat
#i2 - 25% Add Group - Enable keyword filtering

[] & Keywords

o Dimﬂ Add Group
O] & Nam{ Edit Group

[[] B Confi| Delete Group

H-H

[

L1 & Sexy | pgd Keyword
L1 & Love | it keyword

1 Stock
S Delete Keyword

EH-H

%2 3 MARMRFEHARE Functions > Content Manager > IM > Global Policy >IM Contents >
WMARRFREARE  AEMBEREES - Chat

Please input the group name

% 2 4 FISEARF Functions > Content Manager > IM > Global Policy >IM Contents >
EBE B EH A LR AR A%E%E Add | Chat

Keyword ° [ ] Enable kesaword filtering

[] B Keywords

[] I Dirty'Words

[] & Name

[] 3 Confidential

[] & Sexy

[] 3 Lave
& Stoc

H-EH-HH

Add Group
Edit Group
Del

< Add Keyword >
Edit Keyword

Delete Keyword
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%2 5 WMARRF Functions > Content Manager > IM > Global Policy >IM Contents >
MABEANBBBRIRESE - Chat

H2 6 LERERE
#12 Upload Configuration SHEER * #HREE LEIES L -

#2 7 BRNXARFBEEENE R EEE
File Edit Actions Tools Help
BEREERIABRTE BNEECORER | [0 o ® m @ g ga  m

— /. > I'V
Voice  Activities  Games @ \4)

ﬁ W H:II IE%%%H% ° Invite SendFiles  Video

Tor EEHCT ... <ksai282863@hatmail. corm >

=

Second Angel says:
stock

AT savs:
violation! Some word(s) of the sentence ¥ou are tr¥ing
sendfreceive is not allowed.

A ¥ Wuiedp Hwinks - G- @ (20

Send
Search

Last message received at 5:04 PM on 6/5/2006, i) Lij_

15332 {wBERERBR

Ha 1 BRERERBIR Functions > Content Manager > IM > Global Policy >IM Contents >
‘Z)# Enable file-type filtering - File

@_ailﬁle-type filtering
[] & File Types

] & Audio

[] IF Compression
[ IF Image

[] & Office

[ &F Source

[] 3 Risk

[] I video

[ 2 smL

H-E-EH B H BB
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%2 2 HIBHESRIAE Functions > Content Manager > IM > Global Policy >IM Contents >
1&BE#El IM Contents > File &R LiR4 File
# - 24 Add Type - Enable file-type filtering

[ ] & File Ty

. Add T
13 nlo NI
[ ] 3 Com Type
[] &7 Imad Delete Type
] & Offic| Add File Name
L] & Soun Edit File Name

L] & RisH pelete File Name

H-EH

H-EH-H

[] 3 video

[ 7 il
%2 3 MARERER Functions > Content Manager > IM > Global Policy >IM Contents >
MAGRERY  REMEREEE - File

Enable file-type filtering

[] & File Ty

_ Add T
(1 7 b NI
[ & Cor A
] Ima Delete Type
[ & offic| Add File Hame
L] B Sour Edit File Name
L] & Risk pelete File Name
[] 2 vide
[ 7 wmL

HH

H-EHH

]

g

]

%2 4 HIBERBE Functions > Content Manager > IM > Global Policy >IM Contents >
ERIBIFTEROERER LA - A%EE Add | File

File Name - Enable file-type filtering

[[] 27 File Types

[ B Audio

[] & Compression

] & Irmage

[] & Office

[] & Source

[ [ Risk

[] & video

[ 17 L

O &R

H-EH-EB BB -EH &

Add Type
Edit Type
Delete Type

Add File Name [ >

Delete File Name
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HZ 5 WMARRER
AT LM ARERN ai - AR BB
A ai BEMESR-

Piease input the file name

%2 6 MRAERERER
‘Z)# Enable file-type filtering - 30 23 MR

SO ERIET -

Functions > Content Manager > IM > Global Policy >IM Contents >
File

Enabile file-type filtering

[] & File Types

[ 3 Audio

[] 3 Compression

[ & Image
[] 3 Office
[ 7 Source
[] 7 Rizk
[ 3 video
] 2 L
v] .7 [Pisture]

HHEHEHBERB

o

Hm7 LERER

#1£ Upload Configuration SiBHEER ° #BREELBIESL -

H %8 ERERBEBARESAR
EEMEERERBEBRER SNABEERIRE
ARBEALIRESAE -

;ﬁ' aven.... - Conversation HEH

File Edit Actions Toolk Help

= & |
(o) = —wd = b msn*

5 = EI” g w &y @ @

Invite SendFiles  Video  Woice  Ackivities  Games

To; @¥en. <avencab@pchome, com.bw =
Second Angel sends:
N
DM1.3i (7915 KE)
aven, ... Canceled

S

E Sending of "DM1.ai" to aven.... has failed.

BWEN.... SEYS:
violation! The file you are trying to send/receive 1s not [
owed.

A o- Swre- G- @~ G
send
Search

JIAT)

\l) Woice Clip

Last message received at 5:27 PM on 6/5/2006,
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15.3.4 BIR@AZZ=R#E

15.3.4.1 PBs&E (Anti-Virus)

%2 1 A ClamAV B

ZJ# Enable ClamAV Anti-Virus - AR RELH
¥ XHE RS AEEKX/ - Fm 500K - E1E
EMBEARNZ 500K DTFAFES - 818 500K
R R — AT -

Functions > Content Manager > IM > Global Policy > IM Security >
Anti-Virus

#1Enable Clamay Anti-Virus

Max file size to sca

Hm2 LERE

R ER LERIERE L -

#31Z Upload Configuration Z;ZiEER ©
#

Z 3 BE/BUNERSARSNESH
B
EEREBR/BEUNERSERER - 8
RMGEVERE 28RS ERENREANE
= NENERE -

FESEMEEH

2 SR HTESMEY I ~ - Conversation HEE

File Edit Actions Tools Help

e

=
&) oy =) ‘ '“s"\'
3 = g2y p
) . v i ()
Invite SendFiles  VWideo  Yoice Ackivities Games @ ?)
To: SRMIXAIAERFNEN L ~ <joan@aa.com>= }
TESTSENOE.
eicarcomZ.zip {1 KB}
S ERAERIFEY L ~~ Canceled
£ Sending of "eicarcom?.zip" to SIS FITESIFAISE Y £ |
~~ has failad.
| U HTEEIFISE L~ says:
1 Security waming! A virus is detected. You are not allowed to ||
send/freceive this file. v
I
A = .‘ﬂ')\foice Clip E_:' winks - E - % R (]
| |:|
Last message received at 3:09 PM on 662006, i) L_
|
% : 4|
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15.3.4.2 Bs%EE (Anti-Worm)

#HA1 RiFsEtERhiE 5
‘ZJ% Enable L7 Anti-Worm -

Functions > Content Manager > IM > Global Policy > IM Security >

Anti-Worm
#TEnable L7 Anti-Worm

Enable blocking of URL and filetransfer worms.

Hm2 FERE

#42 Upload Configuration s 2ZiEER ©

BRRER LBIREL -

H 3 3 WE/BRNURL/BREERENY
Chil

EEAEEE/ERORYEXSEBINES
B R B RERENEREENS
0 NEmMERE -

P fFl R, - Conversation
File Edit Actions Tools Help

=
12 3 o : 0 ™
Ty E QWP T
- — o At : @ 2
Invite SendFiles  Wideo  Woice  Activiies  Games

To: MW A <wolfied127@hokmail. com >

|° AP may oot reply becarze his or ber states is setto Oot To Loach.

Test says:
bedroom-thangs pif

LR, says:

Security warning! A computer worm is detected. You are not
allowed to send/freceive this URLile.

A ©- Wwiedip Bwinks - Gl @b (20

Last message received at 3:23 PM on 6/6/2006, BIA

-
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1535

BRSNS IR i 5% RE

%2 1 RURRRIMER R

Enable Exempt Sources -

REEE

Exclude Boss from the IM enforcement - £ &
HHNEGHREMESIEE Boss (BH= CEO #
CTO ) B EMET ol #FIARAR - FrLUEHESI
ABRINRIR - B FEEIR BN EIRIEE -

Functions > Content Manager > IM > Exempt Source

Enable Exempt Sources

[@ Exclude Boss w | fromthe IM Manager enfnr-::ement]

1 Include |: ServerHTTP |v| in the IM Manager enforcement

Hm2 CERE

#12 Upload Configuration S ZHEER ¢

%

REE EEREEL -

i B #E / B8t ]
Enable E t
nable bxemp BB SNSRI AE - B / KR G
Sources
Exclude __ fromIM FREIZRM IP AIHEPRAIN - HERRENE® | FTA Object firtlt/ 5

0SS

enforcement ¥ 17BN PSR B IR IR - BAEE
Include __inIM BB EIRER R ARSI ME | FiA Object fitlt/
enforcement fig BAEBE

x1E 15-1 BRIMRIRIG R AR R
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F165E

LDAP/AD E&E A E 4l

LDAP f# Lightweight Directory Access Protocol ( E8EB#FHmE ) - &£ LDAP MiEZH - REBIREREE
FEBROEARLGEE - LDAP WIRMEZZHR - F—REBREA (countries ) HMEHEHR - 2EOUESTE LT
( organization ) E#AR - #ZEZE0FI ( organizationalUnit ) - BXRBEA - MAEEAER  BEALESEMBENE

B (d&&#tingu 2 hed name - &% dn) - dn IJEEFRLL cn=John Smith,ou=Accounts,dc=myCompany,dc=tw -

#t# LDAP Import SfEINEE - EARSREMY - FIUBEHZERE UEARRENT

E8hl FEREEAERERFNSE -

TEfEA LDAP Import SEINEEZRT - 25kl

REIEA SR LDAP EARE: ( AI40 : ActiveDirectory + OpenlLDAP % )

=3 47R

At /0N

° TEUIE - HMRHEFRNR

RERRBREEREZENTENERZES I LIES LDAP &8 Protocol -

- BRGISTH—E LDAP Browser RYERFSZCH

AEEOLUERE] LDAP EREE L - WA LITE http://www-unix.mcs.anl.gov/~gawor/ldap/ ERKEEEHREURE

% LDAP HHEAER - LUT RS A RIPIE L5485 £ T & Browser282b2.zip - BREHEEINTT -

16.1 :2F LDAP Browser Eifs

% 2¢ 1 BB LDAP Browser #B2

B EBE Ibejar 1EE LM T -

KB

HTML Document
JKB

wofmichigan of g sample
SAMPLE 183
JEKB

/] help
- attributes.confiz
fgh | conmiiamx
IKB
£ fag html
HTML Document
20 KB

CEE lbe old. bat
T 19 B
o B

g LdapBrowser
"!, \.-, frEd
| 1KB
5| relnotes himl
HTML Document
4KB

- aftributes.config sample
sas | SAMPLE {83
223 | 2KB

| LICENSEICONS
aas| | ICONE 153
2] 2KE
vofmichizan.cf;

LCTg -
D :a Microsoft Office Outlook S¥TEHRE

Cjed 3B
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% 2% 2 XA LDAP Browser ¥

FXZ) LDAP Browser fYBrEE% - MO LIERIMEG
BIREME - 252 New EITFIAVELR ( Session) -

r Session List r Quick Connect

Session List:

=P

New
Edit
Rename

| Connect H Cancel ‘

» 3 3 MABRNEE
WAL ERA BTE -

2 New Session

l’ Hame |/Cunnectiun |’0ptiuns

Session

| Save || Cancel ‘

%3 4a RE LDAP fARZBBERSH -
OpenLDAP

A LDAP fafR&8AY IP MIAESABLL - iEBiEIEA
MIERRE LATEREM Base DN - MNRAHEE
Base DN %&fa] - oJLIE& A Fetch DNs REE)
HYiSBase DN - 5 X8 + B M Fetch DNs
i FrfEENEIAY Base DN A& LEH Base
DN - B THIR LDAP Import BERAIEREY -
EELERERAEENMEMNLN Base DN &
i - —f&M= - OpenlLDAP FEHEENEREHE
ou=People HIEREEHET -

4 Edit Session

Name | Connection | Options |
Host Info
Host: |141.211.14.52 | Port: |389 | Version: H
Base DN:Duzpeuple,dczumich,dczedu ] ‘v|
m SSL Anommous bind
b 5 LDAPBrowser &L
User Info E R AR
User DN: [] append base DN
Password:
/ | Save || Cancel |
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File Edit View LDIF Help

£ LDAP BrowserAEditor v2.8.2 - [ldap:/fldap 1td umich edu/on=people,dc=umich,dc=edu] |T”E|b_<‘

o= ] cn=AE Handler 1 ohjeriClass
o= [ ch=AJ Brown 1 :
o= [ ch=AJ McMarnara 2

o= [ ch=A N Dingle 1

o= ] ch=AR Krachenberg 1
o= [ cn=ARRoth 1

o= [ cn=halea Latvala 1

o= [ ch=Aaron A Anderson 2
o= [ ch=Aaron J Seitz 1

o= ] ch=Aaron P Parrott 1

o= [ ch=Aaron T Niehoff 1

o= [ cr=Aaron Troxler 1

o [ ch=Abbe L Gally 1

i 0u:peup\e‘dc:umich,dc:edu] :1. Atttibute Walue

o= [ ch=A Aitkowski 1 = ou People

o [ cr=A B Carter 1 objectClass top
organizationallnit

Ready.

&R 4b RE LDAP ARF[BERSE -
ActiveDirectory

A LDAP fEfR2309 IP fuitsi4@it - EiEies
WEEREE AR €/ Base DN - MIRAHEE
Base DN #&fil - o] LIEEA Fetch DNs RE &)
HY{SBase DN - 538 - S Fetch DNs
i FIfEENEIA Base DN B& LEM Base
DN - B 7H{R LDAP Import FFERIAIERY -
EELERERAEENMEMRN Base DN &
fil - —fRM= - ActiveDirectory EREER
FrEcn=Users ( ActiveDirectory ) MIESIEE ##
¥

Edit Sezzsion

fName |’Cunnecﬁun romiuns |

Host Info

Host: |1 017173

‘ Port: ‘389

‘ Yersion:

Base DN:[ICN=L.Jsers,DC=AD,DC=vDurCnmpany,DC=c0m

| I~

User Info B e AH H

W ESEDAP Browser Mgnpmous bind

UserDN:|administramr /

| []append base DN

Password: |“*“1““*”“*I/ '

| Save || Cancel ‘

File Edit Wiew LDIF/Help

2|88 [uln [+ m[a] &l

£ LDAP Browser\Editor +2.8.2 - [Map:/10.17.17.3/CH=Tsexs, DC=AD,DC-L7-Wetworks... [2 | [F7] (%]

Eﬁ CN:Users,DC:AD,DozyourCompany,DC=com]: 1

4] .. |value
o [ CH=Administrator :
o= [ CH=Cert Publishers
o= 9 CH=Dnshdmins
o= [ CH=DnsUpdateProxy
o= 9 CH=Domain Admins
o= ] CH=Domain Computers
o= 9 CH=Domain Controllers
o= 9 CH=Domain Guests
o= ] CH=Domain Users
o= [ CM=Einstein
o= [ CH=Enterprise Admins
o= 9 CH=Exchange Domain Servers
o= [ CH=Exchange Services
o= 9 CH=Group Palicy Creator Owners
< Il |

Reaty. 31 entries returned.

u
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%2 5a BUHEBHERE - OpenLDAP £ Edit Session
R34 A E S0 (anonymous bind ) - #A#+7E | [ Name [ Connection | Options |

User DN FBi#i \ EI25 10RSREAEHS - Hostinfo
N h N Host: (141.211.14.62 Port: |323 Version:
JFE: EOpen LDAPHIEFREI AR User DN ZA | ‘ ‘ ‘
% cn=[yourAccount] - fl # cn=Directory | | BseDN: |Du:pe”me'dc:mmh'dczEdu |'|
Manager - [ ]8sL [_] Anonymous bind
User Info
User DN |cn=Direu:ton,r Manager | [ append base DN
Password] |~ |

| Save H Cancel ‘

B S5b BUHEBHIERTE - £ Edit Session
ActiveDirectory [ Name | Connection | Options |
N - . 9 Host Info
EUEAEEZHE (anonymous bind ) - A&7
o o Host [10.17.17.3 | Port: (339 | Version:
User DN IB:E# A SEERIIRSHEIZS -
Base DM: |CH=Users, DC=AD DC=yourCampany, DC=com |v‘
Fetch DNs []SSL [ ] Anomamous hind
User Info
User DN |Administratnr [] append base DN
Password{[rrrrrres ] |
| Save || Cancel ‘

*}% 6 ?EI‘EEQEE 4 Edit Session
# Options EBABLETAMAE - Fhum( | | Neme [ Comection [ optons |
MEREEE - —RI=AREES - DAR Setings

Referrals: [ | Manage [v]Handle

Deref. Aliases: [v|Mever [ | Always [ |Searching [ | Finding

Timeout: [0 |sizeimit[o |

Other Settings

Sort Tree: || Ho sorting Ascending [ | Descending
B i ——

N
Q Save /H Cancel |
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’.r/. % 7 a ;ﬂ“ %“it ;E ﬁ Hﬁ 5& _ O pe n LDAP £ LDAP Browser\Editor v2.8.2 - [dap:#7141 211 .14 62fon=people,dc=umich.dc—edu]
i L

File Edit View LDIF Help
BEEREEDEREF0ES  IRALANE

?Uﬁﬁﬁ%&tﬁﬁﬁ%ﬁﬂ’ﬂ%’fﬂ , EU%%@%&J—E% e [|ou=people,de=umich,de=edu| 4| Attribute |value

o= [ tri=h A Witkowski 1 :[ou People

s NN N . s 9 . |objectcl t
ERALEEHNEE  BASERR BRESEAKRIR - | |- Demabater {opiectClnse  organizationallinit

o= [ cr=AB Handler 1
%ﬂ%gpﬁﬁﬁﬁ% o o [ cn=AJ Browin 1

o= [ cr=Ad MeNamara 2

o= [ cr=A N Dingle 1

o= [ tr=AR Krachenberg 1
o cr=AR Roth 1

o= [ cr=Aalea Latvala 1

o= [ tr=haron A Anderson 2
o= [ cr=Aaron J Seiz 1

o= [ cr=Aaron P Parrott 1

o= [ tr=haron T Mighoff 1

o [ cr=Aaran Troxler 1 :
o [ creabbe L Gally 1 -|:
Reay. [a

[uT»

-}-_55;.,% 7b ;ﬁ“gﬂj;@ggﬂﬁ;ﬂ - ActiveDirectory & LDAP Browser\Editor v2.8.2 - [dap-//10.17.17.3/CH-Users,DC-AD,DC—._ [
File Edit View LDIF Help

%Tﬁﬁ{f%@E?@E&f?ﬁ@@%&_ﬁﬂ%ﬂ%ﬁklﬂ% ; |@”5@"8&| | o " % " 8 | |W" ﬂ| | & " @|
AR LFTRENER - RIRRERLES - 0XR |jCN:Users,DC:AD,DC:yUurCUmpany,D:: At |value
BERERNE  ALEHE RANSRIR - | | 7 D0 mne ?f

o= 3 CM=Cert Publishers

38 RTAHSRAE - AZRRME - = T

o Chl=DnsUpdateProsy

o= ] CH=Domain Admins

o= [ CH=Diomain Computers

o= 3 CH=Daornain Controllers

o= 3 CH=Daornain Guests

o~ [ CN=Dormain Users

o~ [ CM=Einstein

o= [ CH=Enterprise Admins

o= ] CM=Exchange Domain Servers
o= [ CM=Exchange Services

o= 3 CM=Group Policy Creator Owners
q] Il | |
Ready. 31 entries returned. |F

16.2 %8 LDAP Import- EXERTE

%2 1:E LDAPImport 2# A: OpenLDAP
RERMRERA IP - BEE - DREEENRRE
% - WHRERAMREE LW Base DN -
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%% 218 LDAP FRBHER

\
BEZTAILDAP ServerlER . BIEIEREAIServeriE | | e sl

Server Setling
B SEHOAMTFERGECREEBEABENNAS ‘ServerP: [193.163.17.354 ‘Port: [F@E
o - MRBEEBTRHELDAPRB S Y - i55% Uger DM: [lorn=users do=7ecscom Passwords [
;E bg EPE/]"REH Base D [de=l7 di=com

Serer Type = T

o Aty 2000 Acthelineciry 2m{1‘¢ Opnl DAR :/-. Ardanca
[ | alede all ohjects. 0K Cancel
B: ActiveDirectory

ATy Import

Fleasa setup your Al serner

Server Sefting

‘Lises DN

"Hasiz DK : im =I7 de=corr

*Semver P |TH2AG68.17.254

Iql.-:-r_-:n:ue 2, di=1T, de=cor

‘Port: [309 |

Pagsword : [+

Senver Type

[ Daleda all olpacis

g T ; -
0 BctpeDine oy 24000 k-h, ArAnasDin ety 2003 A Openl kP

S

| fuhmnce

Cancel |

16.3 &%

7E LDAP Import — #PF&ERE

Ho 1 BEEGHRER

MEFERENEHRED (filter) - HHEN
RSN ERENERRASEAN
HEREER  BRIZEENEGWE
B BERBENE Z—EFTEE%E”H{—?LF
BENFEREREE - EEN RFC 2254
http://www.|etf.org/rfc/rfc2254.txt )

C—h-‘E'f\

% 2 BB IMAYEPSERE
REBEARSEFEREENT  EEEE
MERZEBHE (name ) -~ H M
( description ) UK E#4 ( Group ) HI1#
fiI -

Ho 3 BEEAFR

R ERFHPTTERYBase DN - fEERIH 7
Hr B - AIREAZFHEHEMEHE -

A: OpenLDAP

& Al Advwerne dethog

Moase chopse the stnbuies for mnpert

Account
FemalN: [3=7 di-ram ] fitlar: [noariCEzs-pase ]
|l.\:cu||rll |ug i:] |:'_Na11:' |tn

Group \
‘Beme UM [d:=1, 00 am | fher: |oeciizas=pron |

o L Corcal
X
[ de=I7-netwarks de=corm 1| Anribigte | vale
o [ cr=ront I EE ]
¢ [ ou=Paopla userFasswond  BIMaRY (3850
r‘l wid=test loginShall foirftesh
uidrdurnber 17
7l id=testa gidurnber 10
& [ Wid=test3 Hoblecitiass nathon
b [ uid=test? ‘!_glﬂ'e;t_mis,i pagulccaunt
& _" uid=rachal I uid rachel
o= 3 vid=tesli0 i rachel
&= 3 vid=testi ] ‘|gecas racWel
en rachel )
JIhomeCirectary  fhometachel
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# 2 4 EARMRE B: ActiveDirectory

REFASRNBL - —RESHENE
Pleasn chaasa 1R aniibirtas fr impon
o - FHEBANAB A ZHENFES T

- MELRANENSEFS - AT B E — | M= ol
. B ih " Rrrned EE:.'m'.r‘m_'l-.;'.fé' '_J |Mama: Fare '|
HAEBRT  BEOEE—ERUNSS g \ : 2
B RECHERAEENPNEEHERM Ericy 8
Mapu DK |A=17 b= Tl 5 ChiwclClaza=gigup
BRI TH2RBEREEE - s
ST L — (RS R E BRI — B - e
\
» % 5 EHREA & [ CH=Comauters _f_: AUt [ vane
L L ¢ |2 oU=Domain Contoliers EOHEFEEE 1]
HREEASEFHAETRD . I5EESEAE | o [ CLI=FAE —| |viglinquishadiamg  CH=danny,duU=R000=(7,0C=cam
whenChennen 200604250306 36,07
- e Chi=Foreign s . . :
Z7E (name) -~ #it ( description ) g | ¢S Ch-Farsandecuntrincpal whanCraated 200804250123937 07
¥ ] eN=infrasiniclure ptllastset 1279040650755 25000
A - o= [ CH=LostndFaund _ |t Pogoncount 3
o= [ CH=MTDE Quatas |aceountExpires Q2233720368547 15807
& ] oU=FD lasiLogor 1]
& -9 CH=Program Data J|objeckzLIC PO OOgWio 00
o= [ OU=2R G i dahny
4 0= GU=RD _\iaf1Ll:-gl:|n 127904085023503750
-3 Ctteat Nencrosas | 32001
P Ch: ""“"I Holgectsid 0.ECOo-OPo}
DIF_Tﬂ“j’_“_rj | eounlrCodi 0
o= 9 CN=ainsiein fz&mAcc ourdHame danny 3
o 2 LM =l InslancaType ] .
& 7 CH=irmhan i {membarcd v SH=RDCU=RD,DC=I17 DC=com
& £ C=iires! pEEFWHECIUAE i}
= p) hio | inrama danny

16.4 LDAP E& AX¢&iHERE

BE— : ROEEZEERFHA LDAP fEHRs: ?

Z  BABRCER A RGN IP RERBEEIEME - IRLBERWEE - /LA telnet <ip> <port>W7a = - EEEER
W - R UIWEE LDAP A2z ZB2E BN KAEMEE ? LDAP Gk ESEAFRMET O - IS
BaTFEY (access ) Bl ? (BAR LDAP EAfR=2 2 EEREFITO# - 558K LDAP GERZEAEHED -

B ROEAKD - AEMEEMAERAEER?
& EuRERRABMAEEZEAEMPNUERER - AEBHREANRGREBR - MBRRBEUEMSSRG -

BRE= : ROUEAREANEREHSLEREFE LDAP FERB LAEED ?
: AR Z 8 LDAP EIRBERE—REN (query ) F - BEEIELAR (result ) WEE LR - IRFLREIEEEAFRARE
RENER - LRABEUIRFIEARN LDAP [ERSZNEEH - F2R
http://www.ldapbrowser.com/forum/viewtopic.php?t=14 Wt - L& FHEAIRA LDAP EAREZEAS ALFER -
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F175F

wWRPOEN
FENE REWEDL -

17.1 sREHR PO

=fp BRHEFRENAAMENEREZENE R7YSNRV/ENEEL2AS  ERHEAEZHRZENERRPLO - EER
ZOLKIBEBREEHRRESH  EHSASZHOHTHEER  BoliRINER  BEREEEABERARESERT -
BRIEZSN - BRSHRENENIREREEW -

17.2 #®ReETRR

17.21  #HRER|
EAl &E KIS B AREREK !
BRERERE | JREESHMERARREENBENHTIEESHTRE -
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‘2% Date - LA OIDIA/NESHNEE - hRLE
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Filter Dialog

Choose the interested columns to be filtered.

Date ‘| Set the time interval
TopH
[]user
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=
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Filter Dialog

Choose the interested columns to be filtered.

II

Date | setthe TopH

TopN

[]user
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H2 7 HEES
MREHEHEAMBHES - B LUFERH
ZRIE=TEH - B0 : user - receiver ~ sender -
application ~ action % - REFTERENR
REZME -

(Filter Dialog

Choose the interested columns to be filtered.

Date | set the user
TopH ;
User

User
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Top Blocked Users REBRBENERERT - MBI AERELENRENERET -

& 18-1 ERAERE - MEEEERRA

18.3.2 BEREBRRE

# 2 1 RERELERABNGEMRMEL | Reports > L7 > Policy View > Top Bloced Users of Application
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- e s ——
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%3 2 ERIESHE Reports > L7 > Policy View > Top Blocked Users of Application >

)% Application - #4%7 Application 3% % | Advanced
# Skype - #H2 OK REHAR -
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Choose the interested columns to be filtered.

|v| Date | Set the Application

[v] TopN 7
Application 3
Application
L &F pigo =
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[ pon3

a9

rdp
realtunnel
tsp
shoutcast

L ]

&

|
|
=R
=R
|
[] I shoutcastdick |
g 4
gvEm >

[] T =wvmefiie

[] 7 skypeout

[] 7 skyperndvoice

[] F skypevaice

L] & smtp

[1 2T anftether b

3

§

S EES 508 )
TJHRESEBNER BN OIS ERBENANGE RS TSR EREAR
RENENABEN  BARNABERNANRERANG - nRELR |

Date EHWERS BB AEEESH—EEE  CAAEENESIER R TLBE R 2006/06/30
BroEE - 8% - EENPPBEREENORET  NRCEREEELE
FEBENEE - BELBEEENES -

TopN EREEE L AEENOHTY - MBLAZREAN 10 £ HHEA 10 10

Application | AR EHEMLEAE LS EARL BB - TEE - skype

F1& 18-3 BAERE - BERERFZERESHRA

% 2 3 RERENER

HEEBEBLEISEER Skype HBRAEHS -

Reports > L7 > Policy View > Top Blocked Users of Application
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T || Funcomalvicw | PalcyYiew | Perscoalvew | Buoer view
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# 2 2 EMSE SRR
Z)EE Src IP - AETE Src IP Al L@ A
192.168.17.58 - ZhE OK RE4

Reports > L7 > Personal View > Top Blocked Protocols of User >
Advanced

Choose the interested columns to be filtered.

v Date | Setthe SrcIP
[¥] TopN i
v|Src P

S —
[192.168.17.50

]

WRER Bz &l
ORERESNERZHE - I8 - SREPENENEER/TCEEEEREFTR
ENERDEBE - BRER N ZBHHNIHEREZENN - TMEEEARE 2006/06/01
Date NERDEBRSEERE D E—ERE - CRrEENESEE Ao LiBEZA 2006/06/30
MELE - B L EEHPREZRERNBRSE  IRCERTKEB LER
FBENER  FEIEEBENEE -
TopN RAERREH LARZEIROTE - MRACHZERER 10 = - HFEA 10- 10
SrcIP BHREEANEAE HEBEAEAMBUEER B R ERT - 192.168.17.58

& 18-5 BARERE - EABERKERLSHR

# 23 MBEESER
AEFEAE 192.168.17.58 EEIFAFERNEH
MEFITE -

Reports > L7 > Personal View > Top Blocked Protocols of User

166




InstantScan User Manual

“ Fmictlana Wiew | Mellcyiiew 7 Persana View | Everd Yice

e o] o J@IES il

AR B Fle] Top Blocked Protocols of (19216817,
% Top ditked Flomsomalussr |:
Lannaligns
o 5 n 1= a 30 iz 0 4
) i n H : R
i
i =
3
E
:
Frolozol ConnecimE
=B
FL]
0
3
S
18.34 [ELSEHEE
#H a1 ELERHRE Reports > L7 > Event View
— N b e r Functional View r/ Policy View rPersunal View rE‘VE"lVIEw |
gRER b oEmRE -
e
Date Application Descripf Export Pratacal Sre IP Sre Port DstIP
2006-06-12 11:53:11 yahoo BLOCK] yahoo cp 192.168.17.58 2004 216.155.193.169 |~ |
2006-06-12 11:53:11 yahoo BLOCK] HNormalization - yahoo Tcp 192.168.17.58 2004 216.155.193.169
2006-06-12 11:52:41 yahoo BLOCK] yahoo Tcp 192.168.17.58 2003 216.155.193.169 T
2006-06-12 11:52:21 jaol BLOCK] aol Tcp 64.12.200.89 5190 192.168.17.58
2006-06-12 11:52:11 yahoo BLOCK] yahoo Tcp 192.168.17.58 2001 216.155.193.169
2006-06-12 11:51:41 yahoo BLOCK] yahoo Tcp 192.168.17.58 2000 216.155.193.161
2006-06-12 11:51:06 msn BLOCK] msn Tcp 192.168.17.58 2089 65.54.239.20
2006-06-12 11:3%:35 msn BLOCK] Hormalization - msh Tcp 192.168.17.58 2072 65.54.195.185
2006-06-12 11:3%:25 msn BLOCK] Hormalization - msn Tcp 192.168.17.58 2o72 65.54,195.185
2006-06-12 11:3%:20 msn BLOCK] Hormalization - msh Tcp 192.168.17.58 2072 65.54.195.185
2006-06-12 11:3%:18 msn BLOCK] Hormalization - msn Tcp 192.168.17.58 2072 165.54.195.185
2006-06-12 11:37:48 msn BLOCK] Normalization - msn Tcp 192.168.17.58 2045 165.54.195.185
2006-06-12 11:37:39 msn BLOCK] Hormalization - msn Tcp 192.168.17.58 2045 165.54.195.185
2006-06-12 11:37:34 msn BLOCK] Normalization - msn Tcp 192.168.17.58 2045 165.54.195.185
2006-06-12 11:37:31 msn BLOCK] Hormalization - msn Tcp 192.168.17.58 2045 165.54.195.185
2006-06-12 11:36:04 msn BLOCK] ization - msn TcP 192.168.17.58 2015 165.54.195.185 z
4] i [+]

%2 2 ERELBWRNER

DECEELNBRER  REDETHRRNVE

A Excel - h% OK #

=
=,
Il

Reports > L7 > Event View > Export
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Select the reports to make form

e — e
A F Application Firewall ™.
l.\ [¥] =7 AF Events ]

-, e

Choose export file type

e e

Fai B
[JHTML [ PDF ( [v] EXCEL )

Load Setting Save Setling 0K Cancel

f / % #AA gl

L7 &R RIS LR RIS HFaCER - AF Events

EEEELRRNEN - EoRREREI 0 HEE .

Choose export file
Xpor ! 1) HTML 2) PDF 3) EXCEL ( BH#t/Rw=E4ER - g | EXCEL

ope HEMEDTHERE - )
Button

Load Setting & 2R ERENREREEIA -
Save Setting EEFHRERRER -

oK ERRE -

Cancel HUER e A& O -

1% 18-6 BHIERES - ERE L BWURAR
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#|] Reports > IM > Policy View > Top Allowed Users of Service - IR #EFEIEE F A% Action #iZ file -

Z| Reports > IM > Personal View > Top Allowed Services of User -

#l Reports > IM > Event View - ®5% Export - EEERELERS Excel -
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Reports > IM > Functional View > Top Allowed Users

Top Allowed Users
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IM Service REREMRENASBEARBERR  EEERBEGRE ZBENEG - AN EMARBHREI DM
1) WEFOIRARFEHETT ), 2) WIMPEAVARTEHEST ), 3) WETOIMEREHIT, 4) WIMENEREHT -

IM Peer REREMRENERSBAIMXYEHRL - ERMRDPHER U ZBRREG - IR HHRZRDT 5 W
R¥R 1 1) REEIABEME 2 ERE/AART ), 2) RLBIRGREZ ERE/2AHHT -
REREMBRENARENADBR (FARFEE  EXB0R)  IREIFEHRFTEEENER

IM Content B - ala Rk - 1) wIEERRFHERERNT, 2) REMENERTEHT, 3) EXERWHEMENER
EBHT, 4) WIREREEREET -

IM Securit REBEMRENERBENLEMEMELENER  RRRE/EaET  BEXRENBMNIHGE

d 7 - AREREREIRIR T -
& 19-1 BIRFEBAEE - |RIERB
%2 2 EMREESHER Reports > IM > Functional View > Top Allowed Users

732 TopN - ARETE Top WU L&A 10 - BHE
OK fEBHER -

Choose the interested columns to be filtered.

lv| Date | setthe TopN

[v] TopN
:

i

3F3 Mg

AES/A 10 BWAFFNEREHFBEE -

SMNER Reports > IM > Functional View > Top Allowed Users
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19.3.2 BEREHBZRRE

%% 1 REBWAFEABEENNERAES | Reports > IM > Policy View > Top Allowed Users of Service
Z | Finchinatvi | Py i | arsni i | Fnt i |

L -, o T
5% Top Allowed Users of Service - #A7& 858 | | De: 2080501 |~ | ok ﬁ@ﬂﬁl il
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Top Allowed Users of Service KL ERIMRT - BT ERILRFRERERT -
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Top Blocked Users of Keyword oikESNERT  SHREEMEATSEIRRFMEEERNERET -
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Top Blocked Users of File KEENER  ERRERIERMEREERNERERT -
Top Blocked Users of Virus oRIESHES - BIRER/EWILESMEIRERNEREHHT -
Top Blocked Users of Worm OIS IE SR - BREEE/ BV SR M ERER ERERT -

F1& 19-2 BIREAEE - BORERRRA

%3 2 ERESHE Reports > IM > Policy View > Top Allowed Users of Service >
A Action - ZA7E Action %= -2 File - | Advanced
2hE OK REH "llerDialog
[¥] Date ‘| Setthe Action .
[v] TopH :
[v] Action
none |v
| >
OK
MERER R AA &5
REZESHNERZHE - I8 SEPBNENSZELE L EEECERISFT
EQEEEI’J SR DEEE  BRERNSEBAANEERESENN - TIME2E AR 2006/06/01
Date ENERDEBPAESEADE —EARE - EREENESHHEM A UBEZ 2006/06/30
AR - Bt SEHPPEEREENHPAE  NIREGERREA LE
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MR /BB ERESET -

#F1E 19-3 BENRBMER - BERERRERESHRR
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BERWAAEEERNERERT -

Reports > IM > Policy View > Top Allowed Users of Service of (File)

| | Fuacstinmal Viaw | Prllry Wi | Parsnnal Viae | o Wi

omn i) o |G W

1 Ko — Top Allowed Users of (file
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19.3.3 EAEHEIRRE

#HaExl
#4%Z Top Allowed Services of Users
B D e
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o RIBRAEE

Reports > IM > Personal View > Top Allowed Services of User

f Functional View r Policy View rPersunaI View rEverr( View |

(£ IM Manager
=1 3 Behavior Statistics
(& Sewice Distribution of User

Top Allowed Services of User

Counts

(E Accumulated Service Distribution of User l? 1F 2!3 3F 4!1 5.“ ﬁfl 7.“ 851 Q.u
= Top Allowed Senices of User i
(£ Top Bforket-Serdessof oot

E Top Blocked Initiators of User

(& Top Blocked Responders of User
(&> Top Blocked Keywords of User
(E: Top Blocked Files of User

(& Top Viruses fram User

& Top Viruses toward User

(> Top Worms from User

E Top Worms toward User

Senices

remoteassist w whiteboard

: Senice Counts

i message 849 -
|login a1

i fvnice 2 1
|file 1 T
|remoteassist 1 | 8
whiteboard 1 -

WRER

Bz

Behavior Stat &5 tics

oRBAMESEAE - EEREISEMASTRIN 2 Mk - RERBEDHEA

ZfERERERBBRFELES) -

Top Allowed Services of User

°

RESNERE  SEGACERNREEHT

Top Blocked Services of User

o

WESNERE - SHEEAEANREEHT
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Top Blocked Initiators of User KESNERE  SHHRBRENRMERERNERED T -

Top Blocked Responders of User | (kS HIEAZE - 5L H BB Z5K M A RAERT -

Top Blocked Keywords of User KESNERE  EREKRERORERFIET -

Top Blocked Files of User KESNERE  SHERREENERT -
Top Viruses from User KHSENERE  SREHENRSERRT -
Top Viruses toward User KESNERE  EHHESNRSEET -
Top Worms from User SN ERE @ SHEENIESRERRT -
Top Worms toward User KESNERE  EHHESNEREEIT -
1§ 19-4 BIREAER - EAEHRKRRP
%2 2 EREESHE Reports > IM > Personal View > Top Allowed Services of User >

) SrcIP - SA%7E User I E#A Evan - & | Advanced

2 OK B4

Choose the interested columns to be filtered.

] Date | Setthe User

[v] TopN

Cox |

BRER AR AR gl

ORERESNERZHE - IR - ERPENENEERCEEREREER 2006/06/01 ~
REMER D EIBH - BRER DI BHNWBRBREZRUN - 20 2006/06/30

Date
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AEBENERE - &5

ENERDEBRBEBEA 2 E—EFRE - CFREZNESHEM AT BEZ
BostE - B L - EEHBHESRE[NEMAE - IRTERTEB LE
SHEIEEEENES -

TopN REHREE LRZFINTE - IRCHFLERER 10 £ - FEA 10- 10

User BHEERE (FUENZE IMUser) - SIERILEREMRERNSEZRBEIHS - 192.168.17.58

#x=1& 19-5 BIREMERE - AABRKERLSHA

HH3 REEBG
AEEMAE Evan FIFERANEARNRSE
Z -

ATUAR 5 HE

Reports > IM > Personal View > Top Allowed Services of (Evan)

fFunmionalView rPoIicy\ﬂew rPersonal\ﬂew rEvem\flew ‘

(=3 L\“"}"”Ea”hagm et Top Allowed Services of (Evan)
= ehavior Statistics |
(£ Service Distribution of User d
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‘_AccumulaledSeN|ch|3mbut|gngfuggr: 00 25 50 75 100 125 150 175 200 225 250

= Top Allowad Services of User

(_, Tnp Blncked Initiatars of User _

(£ Top Blocked Responders of User
(£ Top Blocked Keywords of User
{2 Top Blocked Files of User

& Top Yiruses from User

(E Top Viruses toward User |
(& Tap Wworms from User : l
(E Top Worms toward User |

Senices

-

‘llogin mmessage [ voice [file o remoteassist m whiteboard

: Serice Counts

Nloain 24 -
fmessage 13

Jwnice 2

Jile 1

remoteassist 1 1 4
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1934 EHSHIRE

H3 1 EHBHEE

grmEy O ompLE -

Reports > IM > Event View
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( Functional View I/Pnlicy\ﬂew rPersnnal\ﬂew ’/Eventv:ew |

+
oo 050801 -||_ox | @11

NND

Date Application Action User Description Protocol Sr
2006-06-14 16:10:00 msn ogin Evan [ALLOW] CHAT MSH login TcP 207.46.2.1
2006-06-14 16:06:41 msn ogin Evan [ALLOWW] CHAT MSH login Tcp 207.46.24.
2006-06-14 16:01:12 oy ogin 42866963 [ALLOWW] CHAT ICQ login TCcP 64.12.25.1
2006-06-14 16:01:04 @ol ogin [7manualtest [ALLOW] CHAT AOL login TcP 64.12.161
2006-06-14 16:00:26 msn ogin Evan [ALLOW] CHAT MSH login TCcP 207.46.24
2006-06-14 16:00:23 msn ogin Evan [ALLOWW] CHAT MSH login TcP 207.46.24
2006-06-14 14:09:42 icg ogin 42866963 [ALLOW] CHAT ICQ login TcP 64.12.25.1
2006-06-13 17:41:50 msn whitehoard Evan [ALLOW] CHAT MSN whiteboard  TCP 64.4.37.17
2006-06-13 17:33:34 msn remoteassist Evan [ALLOWW] CHAT MSN remoteassist TCP 207.46.27.
2006-06-13 17:33:11 msn message Evan [ALLOYW] CHAT MSN message TCP 192.168.1
2006-06-13 17:32:54 msn voice Evan [ALLOWW] CHAT MSH voice TcpP 207.46.27
2006-06-13 17:31:33 msn voice Evan [ALLOW] CHAT MSH voice TCcP 192.168.1
2006-06-13 17:31:29 msn message Evan [ALLOW] CHAT MSN message TcpP 192.168.1
2006-06-13 15:56:38 msn ogin Evan [ALLOW] CHAT MSH login TcP 207.46.4.2)
2006-06-13 14:31:39 msn ogin Evan [ALLOW] CHAT MSH login TcP 207.46.24
2006-06-13 11:11:52 jcy message 42866963 [ALLOW] CHAT ICQ message TCP 64.12.25.1 ~ |

4 i I

[*]

-

%2 2 EERELEWRNER

HERBEBNRRESR - REY

BS Excel - BhE OK #74E -

#

ZHIRRAE

Reports > IM > Event View > Export

Select i

reports Lo make form

. .-r'—"-__'_'_ e —
L#T 3 M Manager ~
k‘& ] ™Y IM Manager Events

Choose export file type
R

CIHTML [ ]POF () EXCEL )
[1PDF (v EXCEL )

. Load Setting Sawe Setting (:UK Cancel
fRar / &R sRER ]
IM BORs @R E R o] IR S acEr - AF Events
Choose export file | BEZELMRWER - E=TEERFRAMEE ¢ | EXCEL
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type 1) HTML 2) PDF 3) EXCEL ( IR#tIRIGEHER - O
HEREETHIE®RE - )

Button

Load Setting 1% 2R SR FNIRRREEFHA

Save Setting EEFHREREER -

oK ERRE -

Cancel B ETRERAE O -

F1& 19-6 BIRENEIE - MWEREE D MWAIRRAR

$% 3 BERE

EELEMTRRNERN - REME Save THKE °
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E205%
MEEHERE

KEEI AR EIES I ZHIEST -

20.1 &K
1. ERABFZEMER 10 BEFIMAEILEEE -
2. EEANEBFENBERERPEEESESHRNEZEEER ( content_object ) M MEAEIAHES -
3. BEEABFEME 192.168.17.58 SaBIEIHAIALLERA 10 ZEFEEAS -
4. EBANERZEREHCHMBETN Excel 18 TJLUKBECHBIRKELTHEHHEEET -
20.2 A&
1. % Reports > Web Manager > Funcational View > Top Access Sites #@1REFZ#Hx -
2.

Z] Reports > Web Manager > Policy View > Top Blocked Sites of Reason - W/ #EFE1E S E A% Function Type
#1E content_object -

3. ZI Reports > Web Manager > Personal View > Top Access Sites of User - iR #EEIEER SrcIP BABEA
192.168.17.58 -
4. %l Reports > Web Manager > Event View - F4Z Export - BEESREL RIS Excel -

20.3 S5

203.1 INAEEITAE
HZ 1 HEFRANRER

2EZ Top Access Sites °

Reports > Web Manager > Functional View > Top Access Sites
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& Fecgaast Type Pr_|

= =5t Flocd

minsidermsg yahco com W C.msn.oom @ 3061 E2 380 28 webserace jihsun.comom
wizniEe fress Coanls i
Al nm 337 -
AT e 0E FOIT 315 :
m‘upua-lv sl eupdale. oo 154
ch.icg.cer 33
Iad man rrem 35 i
Azilping.Lce M x

L= #AR
Session D & # | J&ZHAE8H 88 SANAE/EEENEGREERES MR - BAL 24 W\BHE
tribution U SEESHAEMARSEN -
Client Stat 32 tic OEMREERERE/ LB/ THERREREMKMENERET -
Site Stat =& tic OIS EPIF AR LG/ EEALL/ N E A/ B RE A IS BET -
Request Stat &1 tic | IEMBERBEGFIT A/ B E/ B SRELA -
Response Stat # tic | AJ&EAMELEAS LR/ MEEHILEA -

15 20-1 WMEEEE - PEEAEHREKRR

»3 2 EREBER
23 TopN - 2A%7E Top WA LBWA 10 - BHE
OK vay i /e

IE RO

Reports > Web Manager > Functional View > Top Access Sites
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Filter Dialog

Choose the interested columns to be filtered.

Date | setthe Top N

TopN

Top

stE=
I}II.E.

H%3 BHER
HERAT 10 SRAFNEREHSEE -

Reports > Web Manager > Functional View > Top Access Sites

Functioned View | Policy Vinw | Prrsonal Vicw | Feaik Vine |

Madn [m-ﬂﬂ-l1 l:i- 0K = @| |“ H
wlzn Mananar Faand -
P85 Bezgion D adiun :
B Daly Bassinn DIstamey | #
_'-,Z Doy TrsiTic Cistnbvlion £ c
£ Rk y Sasalnn TEta)
seby Tradic Dis |uuuu.-l i
E nrlal Seaalon |'l|9£1'1h||i : I
% Monlak Tratic Lesinboche |
Clian SHatstic i
£ TanRcquest Users
 Tao plaad Jaers
& Tan Omemlaad Users

S Ton Qlocaed Usgers

Top 10 Sites By Access
AEEE GOUME
s = 7= co 125 =0 175

Wieb Eiles

= 'g' Eitw Efshisde

=M akzma mesgoE.com = arabsuola.zom

Iv=updale. spmanlec veupoae. com

S Too&icase Eilps ran mEn e s 1 dmgeam m ek e eam o edealmbnday anl ary m Emse eom

".5:,: _-"" Wipload ="“__" i o dvsnlvadsndowsapdale.cur B ecwnlaad smcrasulocam
- 1o Dpnidal Siee e e e e,
& Tog Blncoad Gles f el T ALTREE COE

[0 48 Regues: Seshc lakamalmeccos com 15 -
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£ =eguest frotacel Fropor]  sflveusdale wrngnledeupdsle oo ILE] y
S Faquesl Do Propee] SrEcimenan |5E

[ 88 Fraconss Slalsar e Jua. 11 Mimg eom 150 —

[l 1 [ R AT £ =

20.3.2 HEKREHERGRE
# 2 1 REWRIMARARALHER Reports > Web Manager > Policy View > Top Blocked Sites of

242 Top Blocked Sites of Reason - #A%& 2 E[E
* @ emrmw

Reason
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i' Fuerdional Wiew |

" Py Wik i"Pm:unaI'l.ﬁEs.u | Grenl Wies
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'L -|'I'r|. Filnzkzd AHan 'FE::.;-:'.*.|

Top 10 Blocked Sites of Reason
Oockad Counls

o =n 0o 150 e 1ha ] 0 ano am 0 <50 a0a
n e — e ————
=
@ -
= =
2

‘| Wtm=ricom @ aratsolacom

A wakams ey enm @ o

| mupdme mcresot.oam

amiodas.am.zom | Rdrmsncem
B AT NAQ FANGN DAY ] SR RIS 00

drwnlsadsrdrasupsile. oo @ oosnlzad rmiziesaloom

ek e | Elocker Courrs

= :
Fogn. ¢ :
WREE iR AR
Top Request Users of Site RS SN - EEKERE RN FERERT -
Top Upload Users of Site OSSR - BREKE BRI ERETT -
Top Download Users of Site RS Z AN - EEKE FH IR ERERT -
Top Blocked Users of Site K ER0MRENE - ERRRE LT REERERERHT -

Top Blocked Users of Reason kg =

SIS

#h - ERERIEE

BRI BRI A REAY R & BT -

Top Blocked Sites of Reason

ORI SREELER -

BRREERILEE

FRIBERRVAEIAHET -

x1E 20-2 MEEHEE - BREBRERRA

» 32 EREBEE

‘2% Function Type - A% Function Type 3l
= EEE content_object - BE OK RE4

Reports > Web Manager > Policy View > Top Blocked Sites of

Reason > Advanced
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Choose the interested columns to be filtered.

[v| Date ‘| Set the Function Type

V| Top i
v| Function Type
Function Type

none | -

hone
urk-record—————|

<content_nhject >
; Tﬁjimzr—’l%‘_“

Lo
WMRER s AR &)
UREELSNERZHE I8 SEPABNENRELAZ T EESEQKS

PR ERERI D BB - BRER DI EHNEREZEUN - TME2&
s v 2006/06/01 ~
Date PR EMER D EIBEREE R 2 & —EFRE  ArTEZENE S RBEmM AT 2006/06/30
HBiEzENEE - R Lt SEEPPEERERNEPAE  UREERE
EHLEABENER FEMEFEENES -
TopN REBRRESH LAZEIOHTE - MRCHZERER 10 £ - BEA 10 - 10
, MEEEEMRNVAEIES R - JRIEFREESER ( Function Type ) - .
Function Type content_object

BB ERZEERRIBERMBIEHS -

F1E 20-3 MEBEEER - BRFEMRESHRA

% 3 MER
HEAREERIEESE

RERVAER

Bl BRI PR RO B BE S -

Reports > Web Manager > Policy View > Top Blocked Sites of
Reason
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Site Stat &4 tic
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Request Stat &

S tic

oRIESHNERE (IP) - ENILERZEER IR/ LERIE/ T S48/ #HK
FHAYAEIEBEAT -

Response Stat

ok SERE (IP) - EMEAEEREREN I A/ BB E/ SR

1 t'
S tic Hol -

& 20-4 MEEHEE - BABERKHRA

%2 2 EREESHE Reports > Web Manager > Personal View > Top Access Sites of
T Src IP - A®E Src IP iz - A | User > Advanced
192.168.17.58 - 35% OK MREHR - Fiter D x|
Choose the interested columns to be filtered.
[v] Date | setthe src 1P
[¥] TopN
SrcIP
192.168.17.58
OK
HERER B #ifl
IREZLSNER ZHE - IR - SEHENENEHE /T EEEREMRRTR
ENERNDEER - BEENSEBHNRERESEYN - tMEERFARTE 2006/06/01
Date HERSEBRSSER D E—EZRS - ArFrEENES A AT RIEEZA 2006/06/30
HEE - B L SEHARESRERANEREASE  NRECEHREBDLELR
FBENETR  FEWEZEENVEE -
TopN MEREKEA LHEBINETE - MREFLERER 10 £ - HEA 10 10
Src BRFERAE (EHENEEREN IP) - SR ERAENFEIRELET - 192.168.17.58

1§ 20-5 WEESHEE - EAERKRERESHA
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HH3 RELBER

AESFERE 192.168.17.58 MFEABILHET -

Reports > Web Manager > Personal View > Top Access Sites of

User

P e

nuu:lzup_sﬂa._uj || - |@! i_“

wioaManager Repon
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Top A eE Gl
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(¥ Tiog) Cecvenload Zile: |
= TocoBlotked Siles ¢ »

Top 10 Access Sites of (192.168.17.58)
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L] [] ¥| s arc.com =4 -
3
2034 [EHEHEE
# 2 1 BLEGERER Reports > Web Manager > Event View
e — SHE MEE = = Functional View | Policy View | Personal View | Event View
weEs 0 oemge - [ [ [ |
pate:
port; =
Date ‘Weh Site unction Type Message SrcIP
2006-06-15 13:10:50 ar.atwola.com url_record ar.atwola.com/contentBOOHIpTL 192.168.17.58 |+
2Lufd_kw3Ixmljfw1snsBa9RRNke =
#_SagLzKBaG09imULHYaBjgFKtiLG
OKX=B92suHmM7?GFSxCAAZJxHyh-J
vegprvZ KgL AEDMOVAOY §raol
2006-06-15 13:10:50 ar.atwola.com content_object [BLOCK] Cookie obhject 192.168.17.58
2006-06-15 13:10:50 ar.atwola.com content_object [BLOCK] Cookie obhject 192.168.17.58
2006-06-15 13:10:50 ar.atwola.com content_object [BLOCK] Cookie obhject 192.168.17.58
2006-06-15 13:10:50 ar.atwola.com url_record ar.atwola, 192.168.17.58
2006-06-15 12:02:22 I wrl_record co 192.168.17.58
O miavenge $201.5520microdefs25%
20nav2005_microdefsh.curdefs_s
_livetri.zip
2006-06-15 12:02:22 Ir irl_record I co [192.168.17.58
com minawnt$202005_11.0.11_chinese
| livetri.zip
2006-06-15 12:02:22 Ir rl_record F co [192.168.17.58
com miavenge $201.5520microdefs25%
20nav2005_microdefsh.nov_symal
_livetri.zip =
[ Il I D |
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%2 2 ERELERRNER

AEMEEINWRERER AR IBRZHRERNE
BS Excel - BhE OK ##4E -

Reports > Web Manager > Event View > Export

Select the reports to make form

L
-

& Web Manager Report
: v " Wab Managear Events

¥ ™ Web FiHer

Choose export file type

HTML [ ]POF (] EXCEL )

Load Setting

Save Setting (| OK

e B,

:| Cancel

- o

ffi / %

at AR

gafl

Web Manager

MEEESUELNSEHRE -

Web Manager Events
Web Filter

EEEEHRENEN -  AoBRERERNIHER

Choose export file o

t 1) HTML 2) PDF 3) EXCEL ( 12ftEtAE#4ER - o | EXCEL
e

yp HEREETHEES - )

Button

Load Setting

1% Z Al BREFRIRRREEIA -

Save Setting

EFHRRREE -

oK ERRTE -
Cancel BUBREN T O -

F1& 20-6 WEEEE - WEKRE LB
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$2 3 BERE
WECBHERFOENI . RAERE Save RARE -
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> wonN R

Vol - — -
F21=
\tgk&— | — |
mEEHEWRE
KB T EEES A E -
21.1 &R
SHEAEFEZHE 2006 F 6 BHORESFERERT -
SEAEBFEHE 2006 £ 6 B 15 HABRELERERAWA 5 {FERAEHET -
SIMAEBFEEME 2006 £ 6 A 15 HfER FTP B2 HTTP SEABENRAEREZERELT -

& 2006 F 6 A 15 HfEAE (192.168.17.58 ) AN EREIE 2 HABREHT -

21.2 153%

Z] Reports > Traffic Manager > Bandwidth View > Monthly Report > Monthly Bandwidth 2 1@ B2 3% -

Z] Reports > Traffic Manager > Functional View > Daily Totoal Traffic > Daily Top Total Traffic by User - M5 3
PEHE = F TopN fEAILEA 5 -

#l Reports > Traffic Manager > Policy View > Daily Top Total Traffic by User of Application - I/ #EIE =)
Application #BfIE#E ftp & http -

ZJ Reports > Traffic Manager > Personal View > Daily Top Total Traffic by Application of User - W i3 #E

g
T Sip - AEIEA P first 192.168.17.58 -

21.3 TR

2131 HEEEBRRE

HZ 1 MESHERRRE
252 Monthly Bandwidth -

Reports > Traffic Manager > Bandwidth View > Monthly Report >
Monthly Bandwidth
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Birdwalh e | beschinalviom | Publy Vs | Poseis e

e Wonthly Bandwidth
I sRAF

) EHEHBEERR  KEREN/EEHR/ERENBERES B AT - AEEHHAES/EIMEE/

Daily Report P
EREEBEERR  KEREN/REHR/EREXNEREI BT - FEEHHARE/EIMAE/

Weekly Report RS
EREABERR  KEREN/EEHR/ERENBERE B AT - AEEAHABEE/EIMEE/

Monthly Report .
EHEEREERR KEREX/EEER/EREABIESFEA - HEEAEAIEE/EINEE/

Yearly Report o E e

=g 21-1 REEEE - BEHBRKERREA
21.3.2 IHEEEIRFTIME

H 2 1 HESHERXREZEREHT

T A% £ Day #fIEEE 2006-06-15 - BHE
OK #1# - 352 Daily Top Total Traffic by
User - B ET D Emnz -

Reports > Traffic Manager > Functional View > Daily Traffic Report
> Daily Totoal Traffic > Daily Top Total Traffic by User
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Reports > Traffic Manager > Functional View > Daily Traffic Report
> Daily Totoal Traffic > Daily Top Total Traffic by User

Filter Dialog

Choose the interested columns to be filtered.

Date
TopH

‘| Setthe Top N

% 3 MEBEESNER
HERA 5 BRERANEREHS -

Reports > Traffic Manager > Functional View > Daily Traffic Report
> Daily Totoal Traffic > Daily Top Total Traffic by User
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Traffic Monthly Report | D &:EHHREH

HEERBEAN/HINBRE/BHEBREREFTRRAIENT -

Traffic Quarterly Report | CI&HEEREHA

HEgnHAR/AIINERE/BHEBNERE I TERRRER T -

Traffic Yearly Report EAEFRER

HERWHA/EIINERE/BHBHNEREHTERRAREEHT -

#F=1g 21-2 REEEE - BERHEHRMA
%3 2 ERESHE Reports > Traffic Manager > Policy View > Traffic Daily Report >
q;g Application - A% Application %)%+ | Daily Total Traffic > Daily Top Totoal Traffic by User of Application
I ftp B http - 28% OK B4 |
= T ] St thic Fegke it
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Reports > Traffic Manager > Policy View > Traffic Daily Report >
Daily Total Traffic > Daily Top Totoal Traffic by User of Application
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Traffic Monthly | IKEENEAE SHEHSARSEI SHMNEAR/EINEBRE/B BHNERETHTHE
Report FAERESHEAT -

Traffic Quarterly | TIfKEENFERE  SHESFRSENAHNWHEN/HINBRE/BH OBV EREBHTERE
Report FAERASHETT -

OiREENERE SHESFERSETEBBA/EINERE/RHEBREREHTER

Traffic Yearly Report s
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Choose the interested columns to he filtered.
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P 2 T E IR BITE X

KE AR B IEE T E PTG B TaR 5T L

22.1 &K

HHEBHAENELZSH  EERRABELHEFEERRMAZTF  BEARUTEEEARUBNERELZBE - R
BRAEEZHRRE : BTSSP A BREMFERE 97 FLIIEB BS7799 3858 - ISR - BS7799 AERVERM
BAEEM - IbS - R BS7799 EMMENRIEREEEM L BRI B BHIFT WL EE AN - BRIt R - BS
7799 Z—EENEE  BEAVNEREMZZMHEKT - IT ESEXABUREEENZERERRNEFEER - REE5|H
EEENLZEZHERAR - RBEABEER - B/FS BS7799 MRS - SAAEZEMTT BS7799 55 - HHRHARRENE
IBEEZ 2T -

22.2 BWY
NAEERRESIBEARLEATIRE EEE LFERIVOER -8F BENEEERLZ MR JREEELZANS
RERENEEEELZHEUREANEL  HEEAEZAEDH  STEBEMRESE -

223 5%
REEIRE| =TEFF oA E - DRIA

1. Admin: &58EAE  BAEESHIUE  JHIEEERREREMAZMS -

2. Manager: EBAE - JHEERERERERERZNR -
3. Audit: EERAE - IIRBAIAR - BEEHIEERECR -

22.4 HBR
EEE—REAN ®F NREERE - CUMERREESHFEVFNEREGRBAIRFERN - BHRENT I EREE
NEE wE - FELTBRRELEARLEATHE  EEFSATEZNEX -
2241 FiEERAERE

HExl EIBIRIRERE
42 Account Manager ( IRIEEIES ) B1E -

% 2 2 AR ERAER Tools > Account Manager > User > Add User

HiE OERS AEREE GOk
Account Manager ( lRSEEIES ) 8170
FNERERBNIRTE O EREEA

198



InstantScan User Manual

FERBRVATAE -

= =eeo i Wanzger ~ame amup | Dascpizn

L, Len i Abran ammebal 1
) o

| CIRK

R

Btz

gfl

Name ( &%)

oI ER AR ERE RS -

test

Group ( B4 )

OISR AR ERERE o=@ ERE

1. admin (&EEEAR) : IRERE - MEBRRAETEARTHSHEER -
2. manager (BEAE) : BEBAE JIKEEAER TR HER

MERRASE AR -
3. audit (AR ) : RuEFAIFRH - BEERERE -
AR B TEmE -

manager

3y

Description ( @it )

ST HIIRSRAVRE AHRRAR

test
account

FIE 22-1 IRSREEE

%2 3 MRIEIESE

AIMAGRENIBRRSEZHE - BUICRSRR
it - BEEE - WEEREEA -

Tools > Account Manager > User > Add User
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Enter a unigue name and related information for the user
-User Information
Mame : test
Group :
Descriplion
dit
Fazswoard : i
Confiem ; Hrrere
| ok J[ cancea |
%2 4 RERM Project (B ) Project Permission I Config Permissi il Log Permission |
£ All groups ( ZERE#4E ) H@kFokEE | Flease selectthe projects allowed to be opened by this user.
EEIDRIE - %> > PFIR) Selected | [ ay graups e
groups( DEENEA ) wE - waER 399 [5-500
EHE-500 AIZ2 T IIRSE DI DIEIRE 15-500

B ERE-500

b

<

[ Fimish 1[- Cancel
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%2 5 (ECLEFolE

BT L8 Advanced MINAEB B2 E
EREMFT O - AERZE manager WEFD]
BERHEA R I MRERFESTEBXR-
7F : manager ( 328 ) Al Auditor ( &
%8 ) U BHRFHFO# - admin(BREESE
EEAZ MO - AQEY -

| Project F‘Brmissiun| Confiy Parmissi | Log Permission

[] Edit Config

Allow this user 1o edit all configurations.

Please selectthe pemmissions for configuration by this user.

Allowy this user to browese all configurations.

| Finish || cancal |

| Project Permission | Config Permissi| Log Permission

Please select the groups whose private logs are allowed to be viewed by this user,

Allowe this user to browse all recorders.

rAll groups
Others
Mon_IkM_Users

r2elected groups

| Finish || cance

%2 6 IESREIIRINE

EEEUREMI - BEWNABNREE
HIEFTILARIN -

The useris added successiully.

[ ok ]

%37 BRCIENA0IRY

SRMINEIIRSE - Y FE Account
Manager ( 1RSEEIEE ) WRE LEHIE

Tools > Account Manager > User
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Eia A hccountManzger || pame Eroup Diascription
ﬁ ﬁ acmin Admin :ﬂﬂmlnlmtnr
mis hianagar iM-’:‘I fager
audit Andit irﬂ.tldiilf-r

hanager manager

%2 8 WIS MR 2E Tools > Account Manager > User > Delete User
MR R EIRS - RERBULERN AR | [T e | Name Group | Deserlption |
{@#aH IBIE Delete User (MM | | AIEE 0 pumin ___paminietalo
=) S r‘ﬂanager anager
Add Llsar

2242 (EEREEAMETHNES

%3 1 REELER Tools > Change Password
#1% Change Password( B E# 2R * | o |Janls | Help

; S Account Manager...

| ™ change Password... |

&% Language Setting...
' SNMP Control...

Q Config Backup...
&> Config Restore...

% 2 2 WAMNER Tools > Change Password
A Old Password ( EERIZHEE ) 22 New
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Password ( #TBYZHE ) - A% TE Confirm
( R B ABRE AN - BHE OK

SERLRRTE °

Enler your ol passsmnd =

Fassword

2o Password el

HMEW FEATIWoIE [

~omfirm:

: Catal
ot
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B RIZERERE

KET A EIER S a5 h5% T R B/

23.1 EIRIRFS St

EEEERRLEETH - BERKE - E—/J\ﬁ?ﬂ (mailer) BEBRNERRBNANE - FREERERIERLE - 35
M~ ° mailer WIHAWT :

>  RMEM : &8 CPU/Memory FRIAE - ERE/HTTP/EREMRFEMNFIE R - EREMREN IP/MAC S8R E
Al
HUES  REXNSORFEBIEFHBEESAS -
FTP 17 : 327E FTP Aike: - ERMEOBE ARG NRE - WEEHHARE -
WERD0 : JEERRFROBE - B MRWEBEEFRROR (KB) EREBRRPOA - FERE LR
EELRRNER - HEREFSEEL

> RMECER . REARBRIFRBENWGE  BRZWFINARCTHENRESA -

AR ERR AR - 255 E LU T RYRRAA -

23.2 ETRRIZARERTE
cERmEEEET  AEMNE - A B R AR TR  BSAREHETL - BT -

H A1 RRER mailer > System Info

Ieatanhsoan- Pyl commected ¥2.0

.. i = e @

;_m:lnn:ll'n | E-biad St FTF Selua Fegied Conlar Sipilag Abau

EEREER L - EILUER CPU BTIBRENERIB
n o EA-LERARSNERAE BEMEE -

LRI Lsagn CPU Usage Fistory Memary Ussge

Dratabranee Srme Saraze ga [0OLTO et oh b it bart b e kel g =)
HTTP Sarwe Samce on [T etwe ksl EGL ECL Saren 4.7)
Wanmgeirmeal Server - Sarace on [T e i)

Phireab o
Daiker pti n=Raskak RTL2129 Fasily PCIF it Efma KIC - Paciot Sohedider Wisipei &
A prees s=U0) 05 A1 23 BETE

DhepErohlai=

lpdddresica Ligi="150. 96817120

[ Lt e

A0EANTI BT 00445 [Wansgament Server]: Sanagemend Seresr Siaried

AEADET |2 F 08 4454 et ALE b chaian

MOBNDTD b 08 4554 [Wanagareen S ervai]: PRepan|¥o dadoe has been chisen
B0 B C045 5 |Wanagareent Sereer]: Hepar|¥o deace has been chozen
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% 3¢ 2 REBHEIREE

2HE Edit 128 - 42 By Local Server & - #j A
DNS fEfk=s IP fudlk - W7 Check Time ( min) &
N ERARARERERESEHNRED - IREH
LEE SMTP ARSBFRESEH - FHEBy
SMTP Server I8 - KO IHEE Test - SABTEER
ERO[ERNMAWGENE F S - REHRE
OK - RIFEZBARARES -

Mailer > E-Mail Alert > Edit
W_
¥ S| AR & z | @

Systaminfe | Edal Mo FTP Saup Raport Comar Sy Abaut

Wail Eorear aivp piar ooty
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% 2 3 EHICEAFRE
HFEBANFHRPEMAZHNUE - BHBEY
( $Date ~ $App * $Action * $User ) -

Mailer > E-Mail Alert > Customize Mail Message
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DHE Sarver e i Pt
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[ e L Ty Py e
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b3 e FRAA

g

$Date (HH) ENBRSHRENAEY -

$App (FERIEREE) IMEREE R

5P FRVIMERES - MSN

$Action (ERBTH) BENIMERTS - file transfer
$User (fEAEIRSE) BRERWIMEREIRE - user@host.your.com

xR 23-1 EEEHNNEERE

205

2005/01/01 10:10:00




InstantScan User Manual

Mailer > E-Mail Alert > Customize Mail > Preview

SRREHESEHUHAS - OJBHE Preview 8% - B
. . Subject: [L7 Networks] You are not allowed to do MSN's file transfer!!
Fﬁ%ﬁ%?ﬁn ﬁzn“ﬁ _'/Lf ° Hi user @host.your.com ,This is a message from the IT department. The
WSM file transfer you were trving 1o access is forbidden at
200501401 10:10:00. Please strictly follow the company's policy.
For mote help, email IT Support Desk.
N iler > >
#25 FTP 35 Mailer > FTP Setup > FTP Schedule
TAE - WuREANAFTPHEMRENA - B 5 ;
e a & (= | e &
Enable FTP Backup - #A#& 2% Backup only - R ; e ; 3
Ty=twer by Feal alnl FT7 Sishi ELH NS BT fi-xug Ahn
FT™ O e Fachip Zimmuw
R E-acls FTT Bsshup ST T 7
EELUREFTPESBHWESE 1) S8 2) &8 iy (CEE> EEm EE
. N i ™ Zazkip end clear Tepe
3 ) BR - Dally SR1E#EEIE15: 00 - TR - ™ “lza zniy,dant back.p . Barkip iR I Daiatam I Recond Fias
SRTF 3 B 2HEREEB FIP FHERWS || ™ | [heew T e
=n-l b
FECER - TR s
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[ |
Pad: 17 mpaw Y | /] = T I
-] Seve e
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".'Nnm|| [Pagn i sz s liawe 120 1eme -
Furat] [P s hacs o 1z newe
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%3 6 RERNER

FET1E Backup Type EEERFEHERI - BREER
TWERDNER  FEHE Get Bakup L& t %8
RBEEZWN FTP ﬁﬂﬁ%ﬁt?ﬁﬂ@%’% CHME

Restore FHAENERIERE

Mailer > FTP Backup > Backup Type
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B2 7 FIP ARERE

2HE Edit BFIUAMRIEAERARTE - B FTP EIARES IP fi
HE -~ R EIRSREIZRES - R FTP 2 AR 236 A passive
mode AUFE - B PSV - ZHE Test HlE FTP &
LRART - FIR03E Save EERIEFTER ERIABRAREIE -

A _EFT - AR R T 3 800 2EH log - 24
BRI EE FTP 1% log - FTENNER KIGE L
ZHWHBGS -

Mailer > FTP Setup > Host Setup

Instaabaran— Sl comrected V2.1
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Eysam nk E-mal Bl TP Satep Rapost Cominr Syshog Ao
FTP Oyt Eschiup Schadule
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( PDF/HTML/Excel ) - BAAERLZUREIMLERH &
B log - WAWEEMET BHEH - B Save
SRR AR B -

AR EERERRDOA - BLEELEEERE
EAENTE L EEFRREENERART - GAK
WRRHEREZZEW -

Mailer > Report Center

B o B | & E @
Syswam i E-Mad Ades FIF Seiep | |Raport Camier | Syshy T
e | [mesmir |
& Dy ™ Wby T Wil IR
[ )
7 PF & HTML = =
Fen) xaresrn £
|ai¢-ﬁl|l'alhm—a
> H swe |
[ Fie Hioma | MOE Chocknm | Fil 5w i
|
A0ENDTD 1 F 105044 | Mankgaien Sereai) [FaportiNe e S bies Chagen -
MOEN0ED 5 110087 [Maaagerent Seran] |Paporiho fevcs Bay Sees chaten
HOEHLE0 5 19201 56 [Minagasiend Seren| [Rapiriha gevice ki Besn chanen
MOEHDAD L5 1400 00 [Mavagerond Sers| |[Faporiibo Seics he beon chosen

29 RMECHR

BH3E Edit FIYRARIEMRRAERE - W3 Enable/D &2
able Send Syslog By E-mail - A EE R EER K
Email fizdlt - B EBEEITIBZU RN R it
HER - HD% 5 EER 1) Alert (Z5)2) Critical
(E&E ) 3)Warning (%7~) 4) Notification (F
&) 5 Information (&) - MRERFEWE
Alert SR A MeCsE - RERIBZAIEN Alert UL
-8B NREHZWRFMBENRATH - B0HE
HBIEZEHIE Information FIIE - 48 Test Al
E-Mail 58 B35 Save SR IEFTER ERAERAEIE-

Mailer > Syslog

[ =
B & @

System inks FIPSoep | Repos Conter | Abaut

(]
Wl et

|2 ||"

51

Sysho Dypfeon

I~ ErciglaMlinsbin Serd Syulag By E-mad Crteali@)

Y
|us aefoma rmal o

Sy
= Tl F Hzes
B e
5 T o T

[

RN | F 1101 18 [Pdanigionind Sara] Musdginanl Sasr Shatad
NG B 11188 [Manageenent Serve] FTP Backuge:0n
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H % 10 HE/ T RS N ]

B . =
EREMARER - COREEEEHERNEBE ,0 B I . 5

FrEFRER L -

POEAOTN _FOF 120 Musigaiint Sdovei] Massgamint Ednvn Saitid —

S logis

& MREANGEERT mailer - eI UIEEED, C #IEREBLE - L7 Networks BERIZRALFFEZE mailer.exe - BEHT
BBE - £ mailerexe BEI/R L2 T - BITIBARLE © Mailer JERRREFAEES C/L7Network -
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245
Al R T5 1%

KZ DT AGEIIF BN EE AR IR 57 -

24.1 F3K

BTG BS7799 HUIRE - SHARRZEINTT BS7799 55 - RiE MENERHEZE fE 2’]1% EFRTNREMN  RR—BA

PEEREEHIXER - A - EFRRERRER - BLEAFERNTOREZASBRIE @ BHE T NENEEMER

A - MR BEEBEABREZASIEIAZNAS  fEABERIDRE & 1% CEOREARIBERA - BRIRISEHRS

AR

1) ENREFABRRIE . FREEAMBIRENEEE MSN/Yahoo/ICQ/:%% L ETIBNRHAISFEZEMNABEEER - WA
FRENEENHARTHEEERS -

2) HEMAUAIEE . ERERENASERAIR - o UEREREREAENARRBEESAME -

24.2 5%
1. % Auditor > IM Recorder &R AIFAS -
2. % Auditor > Web Recorder & RISEAR -

24.3 TER

24.3.1 EBIRBEIARRIER

# 2 4 Bl EA AR

Dﬁ%f@/\éfﬁi%@* ABTLIEINEAR - EATRAIREMAERSRE - BARUAREMEER - AIFEM AR EREBER -
—EBREFEA F_EATEIHEANERE F=ERLNERENRNER - FNEHAZINME - IRBCEREERERR -

i“‘EEﬂ—ﬁﬁﬁ%?ﬁﬁﬂWﬁﬁﬁﬁﬁmﬁsﬁﬁﬁ%?_/ EWRMBATHEENER—ERERN - EEREAERREMEAEEHAAR - FE1

Non_IM_Users #~ - FRARISZINVM S S REMRZRRBMIREZ SRR -

RIsFINARPAR
1. FARTAIR : ERFMUATER -
2. HEERER URBEBIERZL B—TMER . SEFCERMRERL - LARRE -

3. ERBARE . ERERGERANERBEIZLAFEN  WRIEERAEGEE -
iz a AR g fl
Date BEMENHRERRE - 2006-06-19 13:20:12
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From

BEMBRERZE - 267 IMUser LEBREUFERE - RIFELL
RMUZBRCRENERERHE - SRIBBRRERE

BallIRSE -

Evan

Nick
( REHE MSN)

BEMBRERENIER - ILIRFEAEE MSN BIRE
TERFREH -

AL IRSEFTRR

Test

To

s

BRWEMEHERE - 207 IMUser LEBRTEUFERE - BIFEL
BNCPIRENERESNE - SRIREREIRSE

nﬂ TFF ’Jﬁ

Angel

Nick
( REAMSN )

EWESMERZERES - ILIREAEE MSN BIFE
ERFREH -

ATl IS5 Fr 3%

—{EF/ N1 <-> B

Message

BIRS 38

B EAE

stock

24.3.2

MERE AR

1% 24-1 BIRSE

Ball A A B R AR

H1

BRI E R

E 1 Web Manager > Status EE ERRY | ™™ T~
URL Recorder FTBERERENHES [P )

EEMFEEL -

g ©

o | OB ML

Auditor > Web Recorder > Request

[TTATarr

& =04t wa wmu awwame
E W ACERTE i :
ERT R T S - am e 18 ([T ) - LT ]
e . + o . 5 " -
F.Uﬂ-ll i enbrlyeecon e ren i o Rean 1520 (LEAT AE] - G, -
H R b

jama 10 il Prr———r—. Y A iasieil 24 wnl BABLLIEE T

T RTETE R~y - maa nrimeia - muLITIE .

TR T =y e e——— b b T T - T T T

T AT P pr T e e——— ) o TETrrr) - AR 5]

FGa I U e b s [EECXEE R TR TR
e

0 18 BLIRERD t p——— PP ———y . TR AT T TR T T
oo |

T R T T = =rr=rer == [T I T T YT I T T T [

o R TR T Ry e —— B T e X | AT o S TR R
rea— |

20 - 18 1S oETdr " e i AUE] LB AT L ALHLIT I -

(LR B ATETE ST TR TR toa (LR anmt (CTTRE VT ]

L T S ma R T FrALTE ]

o LTI T P R e —r—— Uhewm |y B el s 810 ) MaRiMIT &

| Lysrma v |

0 AN Tt Ll e ord #a1 TR i e HEALIRRAD -

e - 10 S A e w1 A ok T TRL T e ELET IR LT -
[

T AT S AR T - = (LT m AR -

MR e [T =T | INE VT o TALRL BT [

O 0 L L T A D0 KTl a9 ALEL AT ouL HIBAM -

e 1B S g A e g A FYTEN) £ HO -

Dt i g e g g i ik v R s -

Rz

Bz

g fl

Date

BEMBR/EERNERE -

2006-6-19 14:40:24

Method

method FAALIRE R EHE LT -
HTTP method - 85 E=Z GET - POST HE2H
BREEE HTTP BEEREIEL Web server ;
m GET AARIZREREENE URI Z2& -
F8 GET method Ff#
# 255 Fim) -

Fi 5% B B9

get

EFEMERAR(ZER URI
BREBERNEER -

EE!EEE
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mBEER POST method -

Web Site ZRBERIABIL -

us.jsl.yimg.com

URI

Uniform Resource Identifiers B4EE -
?%  EEREREIRIERE R
CEBARBEREFHAESEHNEZRER -

BEiRA
» ol N ERVIE

/us.yimg.com/lib/common/Ismfonts_20040826.css

ET

Bytes BERBEKRNPERE -

322

SrcIP éé;i/}l BF ;}ZE/];K/EHH'E P ﬂﬂﬂi

%

192.168.17.58

Src Port BEMEEKRNRR IR ERIE -

1811

Dst IP MmBMEL z IP it -

64.86.106.216

Dst Port =

RO B R AB L 2 SRR -

80

=G

24-2 @EAIEE - REWAIRR

#H 22 [O] FE /Y 48 &5 { £

A% #F request ( E3K ) £ response( [E
fE) - BEMNBERKYU LRABEREEREER -
HENEEAETZWABEEEEE L -

Auditor > Web Recorder > Response

a il

Bty o | 0

e | ) e waw Tree Epe TP o

A e b e Coaris Lm-r T P 3 mmT GWIE  HEMATTH W AR
r “m:_‘.':“ I.n-.unﬂ.tm [P — L 1] Twaia [T e ] T ] 4
e 0 e [T TR e TN T
AR VR e £ el = 1R MR TS 17 IMALIMET B
[ B 6 MR oo 3 rapE =TE HEMBATH 0N HLMLINGE
e 18 VAL i usw P tiradafh v midise
P B3 T TR LT | E=S] apw e VAW 1TAR [ TALRE 1BANT =
:ﬂ‘“r-'l'lllilli-wllml a0 e 1 e wR AT wm PALRE 1WSY ]
s 4545 oA o ) ermorevnoes pRE HERRNH W FMLME . W
P o 1 o F= - G deidre ol FEIT TR
| T Ty v, am — rmn TR T mialas
08515 VAR I A ren ) S ——T T VAT 1 ETTIT T
[0 84 15 JuckEF Im arErmaren £ ranw (=73 WERLTTR HOMLGE
1B 16 AN g ) Hapw TR R PR PO ETTRT T S
Eu'-'lll1|.ulll-'_‘llll k1) s d bR ] T 1T RE (L FEZRL 1% o
T T =) v aE TR TTTIL T
| TR T T - 3 [y (317 LT (2 T TN T
'ru".-oum-m Agron i (S [T T T i1 AL R s
o T T i m e [ O AT e T T
T —— ) [ HEin VAT 19T T TR T
MG 8% 1F HoHE Im e o apw WA HERRATH o] T T B
i v oy i v
[ e s R e T N E T

| it
:nm-aa-- VKA i o 0 e o] TEWEATH W EoTTHT L
AT TRy —— O um HEE  BeeATs AT NLIME W
! e 1 EETE Y LERIE § RS PR ] LErg | RN -

T -

R

Btz

&6l

Date

O R ERMEE KRR -

2006-06-19 14:40:24

Web Site EREHEDL -

Us_jsl.yimg.com

Status Code AREERS(E - R~

BEREHAMINEEY -

200

Content Type AEANBERIER -

Text/css

Bytes

CEREFKNERRE

°

1053.0
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SrcIP MEHBZEKRARE IP sthilk - 192.168.17.58
Src Port REMHRERTRIGEZIR - 1811

Dst IP BORBRUREILZ TP AL - 64.86.106.216
Dst Port RRBRAEIL 2 ERIR - 80

T1E 24-3 WEREE - CIEBARA
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5255
Z R0

25.1 Bk

1. WHEABRZNEBEMBRARPITIRE  AFERIFARE -

2. WMEABBRUAZHAMEIFLCE BEFEECLERZENEN -

3. WEABREZARKWE alert (£F)H citical (RE) FHRNWBMHELR  FEEXFBEER - SRR
HERZ 8

25.2 HRY

HENEBEFMBRGNEESE -
2. WEANERESRWRREBNCERERE -
ERZNRKURRESRU LN AL -

25.3 Bk

1. BBRACHENER ALK EREFHNSIAESE -

2. 1B mailer #INEFEY - REBRERBBFERHELEMEASR -
3. T mailer FRIAER e-mail BT ERMALEE -
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25.4 L&

2541 HMRECER

% 2 3 WA R

ol L#E  Functions > Reports > System

Manager HH ERBFABRNRRTEE - RARCHE Trser Kanager Repar | | Crstg LY L LESLT T EE L Frnn
= "y Lawnlz P0G DE D7 160755 Chanl 527 Dusaniood cunliguolie Ay PER L LR R
WEEUDIM 5 BSER - ;:""I': SO0 0ELU7 1S Chenl. 927 Dt cunfigudire wadran ':uzjuuw.w
AI t R A e :-gl:":;n ;'J.llﬁ-llﬁ-u." TEAb Chenl 52 Doesnbuod cunhiginoien i LR Lo Fr]
ert (&5 1] Ejﬁj'" SRS 131048 Chenl N2/ Poamiuad cuniguratn wnm ':uz.'lmw.w
% asinn E .
1+1 Bz o GOEE-US TTAEAZ Chent S2¢ Dessniead conhguraton i [T =BT
Critical - (&) PUEOGNF 1155E Chenl %20 Doanioad configuratien ~ adn "it-'ilj.iéii'ﬁﬁ.'i'_'
Warning (%) ED0G0G-UG 1773 Chent 528 Uplnad condsguration sdim (Z1GEATSG
o - [PODG0GDG 16T Chet 528 [nad coenguration Ay (10216817 56
Notification (X&) FOOGDGNG 1RA7R Chait S2R Lenad coedkamatinn vy (1021ERAT5G
Information  ( £2.) E)fm.nr..nr. 157406 Chat 570 | dnad coedyamatinn v Fn?.wnrm
= (00 N6 NG 15ANA] Chait SPR Jkdnai coedgratinn P n7AREAT 56

AL BFAENRESBEHERA HRASRRK

2'?
o o
N

Bt (20060601 | + | e |_@' @i 'dTl

Functions > Reports > System Manager

]

I1¥

R

AR

Date S HREREENHIAR -
T EFZRTHNER-ES &F BR=EZRE PFLIA Device & Management Server
ier
& - £ Client & -
LID ENiEwh o 0k i

SYS Message

ZHARFCERAVIRIERRAR -

SYS User BAWRIEL & RERAER -
From SR AR B HRIRIR

A& 25-1 ZRaCERRER
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25.4.2

AR IR R A ET ERAY RS

%2 1 BRERMECIRAVE LAET
£ Reports > System Manager FWEH LZETR
ik | BREMARWNERREL  RAEVEHLR
FWERER . REBELE Save Settings - BB
RIGF#RENEE - RERE Load Settings - BLOI#§
ZRIREEHAT -

Functions > Reports > System Manager > Export

Select the repors 10 make form

¥ .7 System Manager Report
B ] T Evenls
] Ty Alert
¥ =3 Critical

¥

¥

[¥] =y Warning
¥] Ty Notification
L

#¥] =% Information

“hoose export file type
|’E:gj HIML [|PDF () EXCEL |
o = _:
| LoadSetting (| Save Setting ! oK Cancel

% 2 2 ERERWAMEC IR

£ mailer > Report Center LEIEFZHW ALK
RHHRRNEE  RREARDEZEWHEERE
FHRFLTH - SEBABRRBERENEFHMHE

% -

Mailer > Report Center

InstantScan Fanaqement Seever - FySOL connecbed ¥2.0

. R

Sysler I SIEEIE FIF Salap Hennrl Desler yslag Al
o || Do P
"xf_”“"’f_, T waskly © Marthly |' [F] 12 16 1138 2100

Fame - ,
= PO ¥ HTHL % Escsl ] |

“Hepagtisceroe's E-mal =|

_‘Tis@-.'-:u-ﬁ'nr'-p&v.l.atm ':|

Fiz Mare | MD5 Checksum | Fim Size
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2543 RIAENREI R A iR

H 2 1 MRABEBETHHBEERATE

Z) ¥  Enable/D & % able Send Syslog By
Email - AIEE BB AR THENBREY - A
BWAREBWENE F LIRSS -

RETRE  BEATERENSBHRBREL &
EOEISENE FHGSTENRRLRESEY -

mailer > Syslog

InstamtScan Fansgement Sereer-—ttySUL conmected ¥2,0

& o B 5t

Systam Infa E-hdai Aled FTF Salup Aenort Sear Syslg Lot

o o _\_--""-\ . . .

i - 1

E -[¥ EnableMisabie Serd Sysiog Sy E r!_"l_u,il,-"I Hamingil]
e S i H
|y Comaeng m L a

Seerily
Comck_tive | Cate Sevwiy | Tiw | Ld | Losar | Fion

MORRT T 0645 27 [Managament Sarer]: SlamiSysiag timecol

MORRT T4 0645 27 [Managemert Sereer] Try do et b infns== 7 com. fe
AORET T4 06:45. 28 [Managemert Serer]: Gof W irfo > me 7 com o
200667 T4 06:45.33 [Managemert Serer]. Serd gl syslog Lo yhes@ T cor b

a
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F265F
:% vfﬁnﬁ R
KETTATA A E -

26.1 &K

1. REECOULBRERIZATREUGSERMNABREE - BAVINEE - HHKE - #r0 URL BERE - BEHH0R
BERBFEAERER - FIURENBNRER TFTP GARF[ARE T EEHRRE -

2. BISEEN - FRENRERESR  GULIZBREENENZ console MTERENEKERLMARE - BEEANS
FREMSET - MR TILUES console 7TH - FIHKEE T KE L RRIARE -

3. ERREHREE BERAARREMENRERESR  PIUGILBRTHREERD - MEARZE -

26.2 ZEB TFTP {ABkz:F 48

HE1 RE TFIP AR

1% TFTP ER=RER C\ BE T - A RREE
WED bin WMEORE—E - BELBRE N/A
thtp @ARSRA PC 2 IP MHEREHEBRE LANL

BE P %EF— B - BA 2% console 7t
H-BA " en’ MAMTMEL -

%32 FHERFRS
A ip tftp upgrade image <FILENAME> 192.168.168.170 - Stk - &% IS S EM% - 1888 CLI 5% - H2BME A A -

‘ = Firmuware Information
’53? 3 BEEMEIEERE Device Model: 5886U
Firmware Uersion: Uersion 3.8.84
HERMTH - B Asys verlGBFTAHBARTEEE | IR LT 20888926-20:07:05
Hardware 1D: EFEE4BE373F6948CDEAY?7DA
1ETE - 81591 D876 FC?97ADF7192D16

Serial Number: B8aDAC? ?CARGD

Engines- Modules Uersion
pattern engine: 2.1.85

virus db engine: i.1.82
im—engine: 2.8.54
pattern: 2.1.85.326
vir datahase: 1.1.82 886
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26.3 B EE
H a1 BITREE Tools > Config Backup
#TE5 E8% Tools - %% %% Config | 100IS| Help
Backup - S Account Manager...
28 Change Password...
&% Language Setting...
' SHMP Control...
[@ Config Backup... J
& Config Restore...

%32 HERERE
EEEERINTERGTHNERNI  REHMAER
7 - BhE Backup =REE °

Tools > Config Backup

Look In: | WALL |»| |=@ =1/ (9] (88l

File Name:
Files of Type: | CBC Backup Config File (hef) -

—

050705

26.4 E[RREE

# o 1 BREE
HEITE% -HE
Restore -

Tools - A& B #E Config

Tools > Config Restore

Tools | Help

S Account Manager...
2 Change Password...
&*: Language Setting...

2 SHMP Control...

& Config Backup...
¢ Config Restore...
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BERIERAREE

EEEERIRER - AEIE Restore 5T

&
=
N
e

®ow
b

Tools > Config Restore

Look In: |- WALL = @IS [B3]3=]

(1050705 et

File Mame:

[050705 ber
Files of Type: | CBC Backup Config File (bcf) - |

26.5 R FHEREREAR

SRBERRER  RAREN L7 B4 - Traffic Manager 14 - IM #&#HE Object Manager 4 - MNIRMEEE Web
Manager - @ /AEBFERAENTE LE Web Manager 4K License Key KEIATE - SRIMEEFR Web

Manager - Bth#ATE Ul T EEZEEZEAE -

#H 2 1 ELEMRE
T TH3| ER update - B3 License -

Update > License

Update | Tools Help

[ Upload configuration

it Update pattern
£ Update URL database

. License
[ License Status

% Option...

%22 WA License Key

WARPTEBEANERE REE OK 44 -

Update > License

-,

License Key @
Please input Lincense Key :

~
iL-40418-D5E9A-5B924-3A40C-DECE

-

License Key :[

Co

Cancel |
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H%3 EEEEEL
BIREERDY  BRANABRNREER -

=R
=N

Update license succeffuby

)

26.6 74k IM 5|2 / BHENIE / MSBERE /URL ERE

26.6.1

BHEAR IM 5% / BREXIER / "BEERE /URL ERE

%2 1 BEEMRTE
242 Option... -

Update > Option...

Update | Tools Help

[ Upload configuration

7% Update pattern
£ Update URL database

. License
[ License Status

- Option...

%3 2 MAEMRPOER

A BRI IR UEEE Default #%ih
REBERNEI PO - ARBIFEFS -
MRENEER proxy FEIREEE LM - FIE
Manual Proxy Configuration - ZA%#A proxy
EREER IP (il - AR EFREEHNERES
T A2 - B8 Advanced REEHIEE B
2.

Update > Option... > General

Update Uption

General

General

Advanced

Update Center

ocation: |update.L?.cnm.tw |

Connection

@ Direct Connect to Internet

 Manual Proxy Configur ation

Proxy: |192.158.17.255 | Port: 3128 |

User name : |ylserblame| Password ; [Frems

‘ 0K H Cancel ‘
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%% 3 BAEEER

‘Z)#E enable auto update - WWAEZEBEHEHHN
EE - 24¥ Schedule REFEMHE -

Update >

Option... > Advanced

[
Update Option w

/.,,

General

Advanced

Auto-update

Advanced

Hli] enable autu@

Pattern IM engine  [v]Virus DB URL DB ‘

@ scheduling update

[ ok || cancer |
% 2 4 EREEMHE Update > Option... > Advanced > Schedule
BIZ Weekly - AR ESBEESFHNBHEA "“""M
BB - BhEE OK =REE - ' : :
sl upidate time : Ilmnr.s .;v . H .45"1'_
Wenkly
("m »
sl update ime D paur - ﬂ:v h:.{: .'F
Elanidasy s
O Cancel
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26.6.2 FEARERENIE

Hap 1l i Ul EFBARERERIR Update > Update pattern
252 Update pattern - Update | Tools Help

[ Upload configuration

i Update pattern
£ Update URL database

. License
[ License Status

i Option...

%22 BEMERERIER Update > Update pattern
BE OK MBEFREARENS -

Current pattern version is 2.1.01.150
The katest version is 2.1.01.151
Do you weant (o upgrade pattern now?

26.6.3 FENFR URL ERE

#2 1 ¢ Ul EFEFHER URL ERE Update > Update URL database
242 Update URL database - Update | Tools Help

[ Upload configuration

i Update pattern
£ Update URL database

. License
[ License Status

i 4 Option...
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%% 2 Ef URL ERIE

WRMEE LR url BERESSRNRE  FHIEBEA
BERHS - EHE OK AREMAENF -

Update > Update URL database

Cancel

26.6.4 1 CLIREERT -

P& RRTERR (B

% 2 3 iELMIERIE

£ CLI ==X N A sys resetconf now - % Enter #& -

AR EMRE - PhARERRIER LMIARE -

26.6.5

£ CLI BUBENT - EELMERE

H 34 BEAREER

£ 5 WROBBGEHSA - # ctrive - EARUE
R - EEEZOER S AR titp &5
LRLZEFRNERRERDER L MIER
B BEASKEHOIUESEREN MR
fE -

A sysresetconf now - R4S E R
R EREEERH IR E -

Press ctrl+e in 9 secs to start with emergency kernel.
Enter emergency mode.

(Emergency Mode) login as “admin”™, no password
[EMERGENCY] login: admin
[EMERGENCY1> en
[EMERGENCY 1#

disable Turn off privileged mode command

exit Exit command shell

ip Configure/Display IP related settings

Configure system parameters

[EHERGENCV]# sys resetconf now
Config reset to default.

Svustem will reboot now

26.6.6 SNMP ZHIERE

%= 1 B SNMP #2418

26% Tool Bar =HR Tools #£I1E - ik d
EEES . B3 SNMP Control BIE V1% - #h= Bk
t SNMP g9#EHI T E -

Tools > SNMP Control
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Tools | Help

8 Account Manager...
28 Change Password...
&> Language Setting...

[.E SNMP Control... J

&y Config Backup...
& Config Restore...

# 2 2 872 SNMP 128
REENALREST SNMP SESY - 15
SIEB SNMP EEEENREENRNR
e T

Tools > SNMP Control

. Eulsbe SAMT

Syviom name:  ImdantScmn

1R iz BL: ] &l
YA SNMP R SNMP i2i28aiE - B
ENGIEY REEERHE - WALL-1.yourCompany.com
EN VA= REZENUE - Office
EIEAER rEERE NREAR - m =& %
] ZIBIL A O LUES SNMP BB - 551/ get community #8 )
Get community . public-ro
LI - RS RGN -
) FiBr B O] DUER SNMP BE - 55188 set community 8114 .
Set Community " private-rw
2 - ARME S ERE -
(EEEENER oJPlER sefs BSEERELERYIP il - 192.168.1.5
Trap community 153X SNMP trap B9#LE% - trap-comm
Trap destination FiBEEZE SNMP trap 89 IP fidl - 192.168.1.5
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g A
}ESTAE (CL)

RO ARIA web 77 ( http/https ) RE2ERE - BRIEZSN - EBRIEZRZ - NI A A console/ssh/telnet iEiiniE 4R
AURELAXEHIRTE - CLIELZHFEEANIER  BULEERENEXAANTER IP L - HREEER M LKA
RENESEFRE - WA CLUIESEERUT RS - DIRE2%E -

Al CLI EMFE - REEN

S 183518 console/telnet/SSH %2 L8 - R CLIES KRR ERE - Mo KBLU N REFIEIEAIES R MR BIER
=,

FEFF O] #4E X Non-privileged mode

FERL RERL & fl E<HRAA
? ? BRFTAESTESE
enable (en) enable BT EERES
exit (ex) exit B CLINHE
ip R EARR IP 28
ping ip ping 202.11.22.33 253X ICMP [EIEFE K E
traceroute 'Zpotzralclezrzu; I 555 ) B A AR RO B
sys RERFSH
status (st) sys status VN NGNS
version (ver) sys version BN EIRRAER

x1E A-1 RERIVNRIERF O REET

M 38 IBERBEEEESHSY  GOMEESEZ—RITHSE" 7 flm: "ip?" - FiAip/E N oAJBERI S ETL
ERURLR - -
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ol Privileged mode

ES:2i-4 REE/S &) 52 ERAA
? ? BRPBIESHETEES
d;ﬁ L d 34 able CE R
exit (ex) exit BiFE CLI M|
ip R EARR IP 28
ifset ip ifset INTF1 BN BB T EHRTE
ping ip ping 202.11.22.33 222X ICMP EIFEFEKHE
set ip set A2 TE AL AHRE IP it
show ip show BRPhBHEEE
tftp ip tftp upgrade image
<FILENAME > 1t tftp AR ET RN
(Upgrade) 192.168.168.170.
traceroute ip traceroute 202.11.22.33 | (EE KR H AV FTABRI B
sys RERMSH
date sys date BN/ EEHRRARSE
halt sys halt now el
highavail sys highavail set High-Availability 1HE8Z 8lze €
module sys module B/ EBRAFRERTE
password sys password BEEEER
reboot sys reboot now SR
resetconf sys resetconf now ERAMRTEEREMERE
sessionlog sys ressionlog on Session FCERAVER TE
showmac sys showmac B AR MAC fizsit
status (st) sys status BR R AR ER
tcpdump sys tcpdump management | 42E] (dump) RAERFE
uptime sys uptime B IE R EFRISRE
version (ver) sys version BRRERERA
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SEEH sys module £ ip tftp upgrade 5% -

TG A-2 IRERTU N URF O BE T

HEMTE -

BEES $£_18% F=1< FREES &5l 1E< MR
flushstate dule flushstat FURERHERRE
u -- sys module flushstate
/ ENC TR
query - sys module query RS R
ERZzHERRER
all sys module restore all B/HEHE/REER
==
restore av sys module restore av EBRz#mEMESR
pattern sys module restore ERAKEARES
pattern %
i sys module restore (EE LS
sys module signature y ‘ BIR AR
set sys module setting set BN EMEARSRERE
setting
show sys module setting show | BREHEAREERE
B RmERELS
all sys module update all R/EERE/RBEER
=
update av sys module update av B ARRENER
pattern sys module update B AAEAREIS
e =1
signature sys module update EaENGLs
ip tft de fi
. FILENAME | Ip titp upgrace imWare | 4. . migas 4
firmware <FILENAME> .
tftp server IP g5
192.168.168.170
address
FILENAME ip tftp upgrade image 1% thtp EARS 4
. . p AR 28 B4R
ip tftp upgrade image
g tftp server[p | <FILENAME> image
192.168.168.170
w FILENAME | iptftp upgrade module | 4 1, mges =514
module
thtp serverlp | <TILENAME> S aEa
192.168.168.170

F1& A-3 Sys module £ 1P tftp 35S ERAR
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A\ AR - IPTFTP upgradeFRIESERMT
WORD : tftp f@ARZIIPHILL -
FILENAME : A#REEESERENimagetd X271 -

5t# sys sessionlog 168< - FER & -
BRES B_\T B=1/< FRIES iidt]] SRR
Off -- sys sessionlog off BN
S Sessionlog On - sys sessionlog on S B S
Status -- sys sessionlog status | F#EROEERES

& A-5 sys tcpdump 5 EREA

T systcpdump 58S - BEERITE -

BiEES F_1ES F-ET FEES &5 RS
dump sy g pelin IEENAR external B#03I 0
external dump
External
interactive | Y tcpdump AR B BB TS external
external interactive iNE N
sys tcpdum
dump _yt pl q . BETRA internal 1KY &
internal dum
sys tcpdump Internal 2
interactive sys tcpdump IR IFIRFRA internal
internal interactive LEREY
dump sys tcpdump EENFRAE management IikY
management dump | /&
Management
iteractive | tcpdump R BB
management management IxAIET &

F1& A-6 sys tcpdump 5 EREA
A2 CLIEMBE - BIEER

MRIRIAFNEARLTINMIESR - CRENHKNEEAFIERCER LMIERE - FREBEEMFEHE - &£ 5 VENEEIE
AR <ctrl> + e i - FWA admin BEAKIEER -

FEFFOI#EHE T Non-privileged mode

Et-2i RERS &6l R ARAA
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? ? BRFIBIESTES

enable (en) Enable FRT I ERIES

exit (ex) Exit B CL vE

ip AREMRE IP 28
ping ip ping 202.11.22.33 2L ICMP [EIfERESKER
traceroute ip traceroute EEEAE Bt PRI B

202.11.22.33

sys RERKSH

date sys date CEUNSVETE N GiSIE

o= Privileged mode

TG A7 BERRIN ZIFRF O RS

FTERES REES & fl E<RAA
? ? BTRATARSEES
d;ﬁ L0 D 4% able CEEae et
exit (ex) Exit BE CLIAE
ip REER IP 28
ping ip ping 202.11.22.33 252X ICMP [EIEE K2
set ip set &2 E device B9 IP ik
show ip show BRPRBMEERE
tftp P ttp upgrade image | . o rmeemsmane (Rm
<FILENAME>
(upgrade) 192.168.168.170. =)
traceroute i2p02_112233 TBCEIOUE | o mr9m iz B f0 AP ATB ROBE AT
sys BRERFKSH
date sys date EUNSVETESiSIE
halt sys halt now B
reboot sys reboot now EEELE
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sys resetconf now

resetconf

resetpasswd sys resetpasswd BEEEE T

showmac sys showmac BN +89 MAC ik
FE A-8 MUREN ZFFoJEET
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45 B
=t 26 BE A%

1 ZEREEBIE MSN 5 Yahoo AN ?

Sk

= . OB R DL T 4T ER

1-1 BY&h IM IhEEtE User #EE A MSN
A. &% Report #HI L7 BF log #hit - SREWREBFERE ? RIOTHKIE ?
B. MWMRAFIRKN MSN EEEAZRERBE port 80 - MEMIRAT A FIHE LT ERH 1863 - FB1EA IR
PC L - £ MSN rEREEIE TCP 12 - BUEAEHEE Y SOCKS ~ SOCKS 5 ~ HTTP Proxy #I= -
C.  ZFKiEimEa 1 1EREAI X = > LAN TO WAN Service : 1863 Allow

1-2 Ei#® IM IHEEE User |AE A Yahoo
A.  5EF| Report P L7 BF log #ht - BEWREFERE ? RIOTHKE ?
B. WMRAFIHK Yahoo BMEETAZHEREERER 80 MEMIRANTAFIKRELEEERHN 5050 - FHEAF
IR PC £ - 18 Yahoo FHIMRRERRTEEF—IE AHEEANEARE  SREVEEEATER -
C. ZBpkiEimE 1 %4280 = > LAN TO WAN Service : 5050 Allow -

2. YMIRE BRI BRYAE RS IR AL ?

A

= . #A Console T - BIAIES sysstatus - IBMAKEMN CPU Loading * Concurrent Sessions % -

3. HIRIEE Auto update pattern - BRI IS A B B & pattern BMILEE) ?

Il

EEBNMERME Update > Support | 3t - A S EEHFRMIE REBRSHTERIERN pattern fRAEHE
i BRBAIGE -

4,  E¥ARZAH Pattern % URL database Z/EZEEHIE ?

Il

4-1 EEEMTEN TR FRECEEHMWIER - #lg1 Update > Update Pattern/Database °

4-2 £ console #EI D #IA sys module update all SEIEERT (BI# sys module update pattern) - fFELE 2 AT -
AR E MRS 21581 -
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5. M EBHENEENE ?

e fe

- BRFAEAMEEARENKHED nEISENENEE  A%BE Console B F#AES ip tftp upgrade image
<tEEZMW> (B ip tftp upgrade image filename.bin 192.168.1.10 ) - EREERE tftp EMREEAWMEE tftp &
7t #RENES - FEEAFMEGER! KAHSBKRIE -

6. EBEGRSFADITEEUCARIFE ?

-

= AR NS ERETHRE
6-1 FHERE console MU PEAREH AREHBNEERF RS IP Uity -
6-2 FHERNEEERFEERLEE ALK
6-3 MABRENNKiE - FBRIKEREPRM=EREEARFSENKEREERVERER (5141080 £ 3306) -
6-4 MR Lt 3 EDREHIRE  REFEIERFEERPR LogServer ZIRBZECKEME 1 »

7. BTEHE Console TEEARIEMR ?

7-1 BRREIHHEED  SWEHIEEEE 115200 « BRLHE FWREER (8 ERMIT - 1 FIEAIT - &R
It s « 115200 S EHA ) -

7-2 RS 7-1 WREBCTE  BEFEAEA console BE - PEF#ERE — & PC I ERBEIAS B HE -
SA1E Ping BIRER IP ( LMTERER 192.168.1.1 ) &%E Request 2EHFEIE -

7-3 MRLER 7-2 1 ping FRNERIRZ IP - PEFEEBANESEZZHIANE L A A S E R IO E 52
B BE—SHRIEEESEFEIE-

7-4 fk bSR3 - BARBEEIME - FRUTEREERESE !
A HEBIER : FFEH Console # -
B. #AMKENAR : 5F RMA S48 R -
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AT EREE)

ZAR iR A
528 time=2005-01-10 12:57:27; mod=SYS; sev=<1|2|3|4|5>; tier=<TIER>; lid=<LID>;
msg=<Message>; by=<user|system>; from=<IP|console|system>;
BEEER Level name

1 Alert (&%)

2 Critical ( &ZE)

3 Warning (&7R)

4 Notification (=)

5 Information (E8)
TIER LID Message Severity
A0l | Login success Information
A0l | Login fail, m & s password Information
A02 | Change password Information
AO04 | A new user <user> has been added Notification
Client AO5 | User <user> has been deleted. Notification
tier=1 A07 | Login user <user> login failed due to invalid user name Information
S25 | Backup configuration file by admin Warning
S26 | Restore configuration file by admin Warning
S27 | Download configuration Warning
S28 | Upload configuration Warning
Mgtsvr LO1 | Database &% full Critical
tier=2 L02 | Database & cleanup Critical
234
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LO3 | Backup database to 192.168.17.130 Warning
L0O4 | Send report to user@yourCompany.com Information
LO5 | Restore database from 192.168.1.1 Warning
LO6 | Send alert to user@yourCompany.com Information
MO1 | Change E-Mail Alert setting Notification
MO2 | Change FTP Backup setting Notification
MO3 | Change Report Center setting Notification
M04 | Change Syslog setting Notification
A03 | Login success Information
A03 | Login fail, m &% s password Information
A06 | Change password Information
S01 | Device Startup Warning
S02 | Device Reboot Critical
S03 | MGT set t0192.168.17.114 Notification
S04 | Gateway IP set t0 192.168.17.254 Notification
SO5 | Primary DNS setto 10.1.1.1 Notification
S06 | Secondary DNS set to 168.95.1.1 Notification
Device SO07 | Management server set to 192.168.17.112 Notification
tier=3z | 508 | System time updated to 2005-09-04 12:00:00 Notification
S09 | Factory reset to default settings Warning
S10 | Firmware upgraded to version X.X.XX Warning
S10 | Firmware upgrade has failed Critical
S11 | L7 pattern updated to version X. XXX XXX Warning
S11 | L7 pattern update has failed Critical
S12 | IMssignature updated to version X.X.XX.XXX Warning
S12 | IM signature update has failed Critical
S13 | AVDB updated to version X X.XX.XXX Warning
S13 | AVDB update has failed Critical

235




InstantScan User Manual

S14 | Enable L7 Notification
S14 | D &fs able L7 Notification
S15 | Enable IM Notification
S15 | D &&f& able IM Notification
S16 | Enable Traffic Manager Notification
S16 | D &1 able Traffic Manager Notification
S17 | Enable HA Critical

S17 | D &&f% able HA Critical

S18 | HA mode changed to AA Critical

S18 | HA mode changed to AS Critical

S19 | HA type changed to master Critical

S19 | HA type changed to slave Critical

S20 | HA monitored node <node_name> failed Warning
S21 | HA control changed to master Alert

S21 | HA control changed to slave Alert

S22 | HA Virtual IP Address: 192.168.17.100 Notification
S23 | HAIn-Ping-Nodes: 192.168.17.111 Notification
S24 | HA Ex-Ping-Nodes: 192.168.17.254 Notificaiton
S29 | URLDB

S31 | L7 pattern updated to version X. XXX XXX Warning
S31 | L7 pattern update has failed(error code:XX) Critical

S32 | reserved for future using

S33 | AVDB updated to version X X.XX.XXX Warning
S33 | AVDB update has failed(error code:XX) Critical

S34 | URLDB updated to version XX XX XXX Warning
S34 | URLDB update has failed(error code:XX) Critical

S35 | IM engine updated to version X.X.XX Warning
S35 | IM engine has failed(error code:XX) Critical
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S36 | L7 engine updated to version X.X.XX Warning
S36 | L7 engine update has failed(error code:XX) Critical
S37 | reserved for future using
S38 | Antivirus database engine updated to version X.X.XX Warning
S38 | Antivirus database engine update has failed(error code:XX) Critical
S39 | URL database engine updated to version XX XX.XXX Warning
S39 | URL database engine update has failed(error code:XX) Critical
S40 | reserved for future using
S41 | L7 pattern restored to version X.X.XX.XXX Warning
S41 | L7 pattern restore has failed(error code:XX) Critical
S42 | reserved for future using
S43 | AVDB restored to version X.X.XX.XXX Warning
S43 | AVDB restore has failed(error code:XX) Critical
S44 | URLDB restored to version X. XXX XXX Warning
S44 | URLDB restore has failed(error code:XX) Critical
S45 | IM engine restored to version X X.XX.XXX Warning
S45 | IM engine restore has failed(error code:XX) Critical
S46 | L7 engine restored to version X.X.XX Warning
S46 | L7 engine restore has failed(error code:XX) Critical
S47 | reserved for future using
S48 | Antivirus database engine restored to version X.X.XX Warning
S48 | Antivirus database engine restore has failed(error code:XX) Critical
S49 | URL database engine restored to version X.X.XX Warning
S49 | URL database engine restore has failed(error code:XX) Critical
S50 | reserved for future using

$SWID
S51

(Update Successfully. Update database and then respond a new SWID.)
S52 | $SWID
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(Keep old license. Don’ t need to update database and then respond the
old SWID.)

S53 | Request &% rejected

S54 | Invalid HWID

S55 | Th &% device &% notreg & tered

S56 | Th &% license & invalid

S57 | Th &% license has been reg 7% tered

S58 | Th & license cannot be used on th &% device

S59 | Can not connect to database

S60 | No such device

S61 | Can not connect to device

S62 | Unable to clear database table

S63 | Filter L &% t error

S64 | Post parameters error

S65 | Postvalue & invalid

S66 | Invalid software ID

S67 | Execute SQL command fail

S68 | No version obtained

S69 | No such database

S70 | Backup database fail

S71 | Restore database fail

S72 | Unmatched pattern version

S73 | Software ID was reset to trial version

S74 | Invalid checksum

S75 | Can not find backup SQL scheme

S76 | Enable Web Manager Notification

S76 | D &% able Web Manager Notification

18 D-1 R#rcixSziam
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4% D

Ao EE

DDoS ( #ER=(PHERRRTS - D 58 tributed Denial-of-Service )
DDoS Z DoS W—E& . - AR TREBREHEERERNIIS - TG Z2FEIEDEL = DoS ( D & tributed DoS - f&7#
DDoS ) W% -

DoS ( Denial of Service )
DoS 2—BAREN - tLGESKEZENTELEEF  AZENEW - B—REEARAENZ - DoS HEBIAEZESE
AN ERHERFEEENE N - MEBERERSED -

FTP (#ER{EHFERE File Transfer Protocol )
FTP 2EBHZTHIHBE (TCP/IP ) BREAN—EEXZBNBE TEUNARK—EEKEAR  EBHRANHEE
(Network)  DIEGFERRAKEIMNEZAER HIZTFERAEERFREE SEEXEHHEEBBIE-

H.323

H.323 R&BE1E 1996 FRABKREEHBRTE - JUBRSEREEHMERNAIRMTEEELRE - EXENREEER
DER AR LRI T BN BRENRBETE  BREAREREEHSHE  BRTES M EDTRIERE LR
IR0 R B R B AR A4S EARBRRRIIEE] - H.323 RERB RRANES / BEMRE - 78 BNRERTET - £7-S
HHE - BXEZREEE . Hpl G711 BE ; ZERGHSE - H.323 AISZiE H.261 £ H.263 M= ZrIFNEHE /

IM ( BDE5385R - Instant Messaging )
BIRs @2 — BN RER  ZRAFAKENEEM S ERAEEENFEHN - WEFJIEERER - 28 - Kildn#lE
IPS (E£%1{EH - Anomaly-Based IPS)

ERRANZHEAEIEBRELEL—E "IER ., WTA  BHBEENHEXRMILY - BRUNBBERTH/OPEERMR
ERA/ERE - IWBHWENEMEIURARMBENAR - BERHARERES -

IP Spoofing (IP ititEr{ )
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SR BUBESHERULZE - FIRMNIHENEBERNTTE - BRIFE (Packet) RARUAFARITE— -
EUEERK (Host) ZRAEZREAMWIE - RAMAFFETES (Link) - EERNEBHANEZWARMBIREER -

LDAP ( Lightweight Directory Access Protocol )
LDAP 2 Lightweight Directory Access Protocol & - 2 BRISAITHI B #MR# ( Directory
Service, DS ) FHURBRE -

License Key ( #2158 )
REHZEEAAN  REEEAVNEREREDRBEEREALRES A U BZRE -

P2P ( Zh¥iZ4 - Peer-To-Peer)

Ee—EEHEN  DIBHENSNEENE - ASLmIIRTERN Napster ( Napster ) - M2 R 2075 T EE -
FREBEHSEEMNEZGRB LEFE HESTE (Download ) £ ; P2P 22 E L2848  ( Client/Server)
BEE  EARBXZSFHNEMMOIMNT  FAERKEERXENEE - EENA M ASEEENEEIELE -

Port
ERl (Data) EARLEN—EREELS -

Protocol (EHIHRE)
—EZEETENMELEBEEREZE  BEHEIBN—LABERXMABREN —ARBNOIRR - EFERMEREMNSE -
FE—LEEHEE (Network) & SEZEREIUE—REIBHANRERA—LEKEE -

RADIUS ( iElmsRrEEiE{FERA&IRTS -+ Remote Authentication Dial-In User Service )

RADIUS 2 ZREARIRIEHED (REP ) FIERNREELIRAS - SMBARE PR - (RUEBWARNERS
EZHEMNBE - EEEMNWEZES RADIUS ERES (Server) - BELNEEILE  WIBERE P 24N - #24
RADIUS A2 —EARKIZE . BEE2THREEHBBEE T EITEBEEKFI#E -

RDP (iEI#SMH} 5 - Remote Desktop Protocol )
RDP 2 Windows #imt&ER=3 A Pln ARFRILEANENHE - ARIREN A eisiZim A BB IEENEEE

fAR=: - mAERFIENAHIHRERBER EMBEEHLMFR -

Router ( B&HH2%)
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BHBNEAEESR  EAEEMAEE LERARRIEFTAEISEREE - KAsEEEs (Bridge) BIIIBEELL - &
ERFZB IR EGE L  UEANERHERE - BARJLUERERARRERABENHE (IP ) MEHETEN
B4R (LAN )

RS-232
RS-232 B EIAR%  EREMELEREEENS -

Scan

Scan TJLUZEEIE - IP H5RIFEH - RERBRSHEARNER - thMoJ8EEM TCP connect () call ~ SYN &4
( half-open scanning ) * Nmap %% -

Severity
AGRREBHBREAREEZNEREERSE S @SR  ERRREENHFREREMME -

Signature

FEBEHERERAZEFNTREN -

Smurf Attack

Smurf WEE KB ERIER ICMP echo request $18%5F IP broadcast addresses - 2R IR T HEEE AL #E =& BIMLHE - &R
broadcast fiIt[EI{EARER ICMP echo reply S EIAAWEE « W EENRBEZER 2 HE -

Spam (HIRIEH)

Spam R —EEENEENEIER  BERERER (Internet) KIHIR - MARIEWUREFEGE (E-mail ) - &
BRI MEASHZEABTUEAEENTERS  WEELAAENWHEA - BREEE - RIZESHSERELEEN
2 (message (MESG) (MSG) ) - BEEARBEREHEHNMAE L -

Spoofing ( H#k{&)
BHRUAKBEENSD  E8K (Network) EHEEHENE BEEBENTE -

SSL ( Secured Socket Layer )

SSL 2R AREBIMNBREMIMASHEIBIEME ( Netscape Navigator ) WK TRESE (Browser ) #H &8
A= SR ERES (Server) 1 BEAIAZERMAE (Network ) FEIRBERERTESABRA SSL - SSL #
Uﬂm,\%f’ETLEEEP VWRBABHETHT B ESIBTERA BT RREAEZIINESRLTMELEY 8
WRBBEBABNNEREERDE P/OE °
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SYN Attack

IERE S N EEZF M TCP &4/ three way handshaking RUERFE - #£ TCP/IP BAHES - BWES (AB) WE
BHNE  ASIRBEEREXRL—E SYN HE4 B NREEEE - MUK B 2&E—E SYN-ACK E/Jﬂ"jiA A MRIE
FRZE - A %E@L—@ ACK RE B840 B fRHERD - ESTELEET 218 - A B2 B fBAE Eﬁmxﬁﬂtﬂg  UCR AR - &
FEESEE - WEXBEWEER - SYN BHRKER TCP MR AT =RIBF &

TCP ( {EE1EHI17:E Transm 5&f%& sion Control Protocol )

TCP/IP 2—HAREEMERME (Internet) LEH (Host) HIHEIRE - TCP HERFN AR LB ERSEERILYN
FE (B@E) & mIP AIMEER OSI/RM B =& ( BEE ) HE - B8 TCP/IP BREEiF — B HRE BN H

=

IE °

Teardrop

Teardrop attack E’\JEE’\JK ZEMINREBIEPHER - MEBZEAETNERNERFAEERER - ARHEEARNS
o SERKHARER P HEAEERUIEINTZ/RE - BE/)RERMRES BB AREREE - bR 7 —LaE
UBKEER - M Teardrop AENEE—LEIP hEk BERREIELNUBE - EBLERRIEERIMMKEARR - /st
MBS —LERAAEW - ETREBINEEHBENERREAREZNERARE - EXMOBERES - BERENAER
NERRENREZNERRRE  FREEMARREX)  SEVRIERNTEER  REEVEZELER - 2ER&IE
BEXRZHOE D - BAAEEREZE XM 1R

Telnet

#int% (terminal (T) (TERM) (TML) ) EEREZEXZ2ERS ANBERARBERABE (IP ) - FEKEHAEOHEG
BRZ8 (Server) M EEITCRVGEL - WEEL (Access) =Rim#AlG -

Terminal Emulator ( #&lRigiE#EE2S )
BHEBASKMEHSKNEEBMELERNEZE  MENRIMEH O ESRORRIE - -

TFTP ( FHEEFEREHIRTE Trivial File Transfer Protocol )

TFTP 2 TCP/IP Protocol M —& - M FTP — 2B #HIEXA - B2 FTP A TCP - (B2 TFTP 2 UDP RE#H -
£/ UDP EAfFBmER ETE fiE’J%ﬁEé‘ FIMBEBRNEZREREAZERT TFIP  AMBELRLEERBPBREN
Terminal Server ~ Router i@ SNMP Hub #I&E - FRECIRERZFEM TFTP 2K Upgrade #8i&s2#H Firmware 5
Software -

Transparent Mode (ZE&EER )
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EmVERFRBLCHKEEENR  SHAZERERR —HTAZESEURE  MERFES - —RNEERAEKE
BESLZERTOURBEREBET BEARTENERANREERE -

Transport ( {E#E )

IPsec FEHFIN—1& - EWELBZFEN Host-to-Host RUFTEHH - TNENEE 4R M lin =443 ELAIRRY [P HELIRIER
PRAET AH B8 (& ) ESP R 2 1RE - MBI EHEREIFA IPsec

Trojan ( #H&FASS - Trojan Horse )

BEEE  HEFASEEENURZSHESREERESHATERNER - BUSEENERGE - BREHME
—ENRBEERTAEENERNED  SNBENHET HARENEE - EFAF—EBMHERXTE  ( Malicious
code) - BRESE (Virus) RANAER  HEFRAEALATERER  KAIFRBNEREE -

UDP ( fEA&EEMRIZAETE - User Datagram Protocol )

UDP 2B #EBN/IANBEHE - HRBEEREFRKNPVEER - ERBESHEJRHENEWEAIRNRE - FLEA
ZEE HNEE S RWE PN ERAR BB -

UID ( {EF&E#ABIHE - User IDentification )
—1EM - BEAE—% - ADIARER—ERFENERE -

URL (#—EIREE(I2S - Uniform Resource Locator )

IEIRREERFEUENRES R - TEEER  BESEMARAE (Internet) LEWAE  ERHEWEREKME 4@
AREE - ZEREMA (WWW ) BLURL T’EZ%%HthE’\JT‘éEC - EIBIEIERES (HTML ) AED . %UFH URL ZRIEEBELE
(Hyperlink ) WEBERAE  BEESEERUSEMES —EHTMLE (MBEdERGEES—a8KkE) -

Virus (&%)

mae—EEN  —REZHECHNEETEXEEMNEE  ENNEXENTHRE  REEXRERS - KEEA
BEEMBCRNEY  OEBERARIEE - HHJB?%%%EJZ%EH B RTEEMEENTIEIFAEEER - A E:ZEEE%
PEE  FEXNBEMMEECE A B Bl FLmRsthIEE2EFHE (E-mail ) HEEEBEK -

VPN ( FABEBIEEE - Virtual Private Network )

VPN 2#% ( Tunneling) * 0% ( Encryption ) ~ BA#& ( Authentication ) ~ FHUZESI ( Access Control ) 5
Bt - K#EH Internet - B2 IP 41 - ﬁ%@ﬂﬁﬁtﬁ%ﬁmﬁ%ﬁ%Lﬁﬂ%Hﬁ%Zi‘ﬁ&%%E’J%?SE% - VPN BEF) A4
éﬁﬂiLﬁ/ﬁiﬁHﬁ*ﬁﬁﬁH% CDTMWAERBHEUSEIES - ﬁD%m%*ﬁE —EAZ2BRENEFAEEIRE - VPN O
DIEBEAINARAR - EAK 8IS H—REURBEERFTRHENES - BIFTEN VPN WEZETH — Tunneling - &
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HBE Internet » BHEARRABE -
SEEMENREIRT -

Vulnerability ( 55%)
ZMNEREAE WU ENE, -

WAN ( Wide Area Networks

)
BEAEEZEEEAMERAEHENNEMNER  ©E2H—LE
ER - BfERNRGAER - SRR thiﬁE%Hﬁ%ﬁ °

Worm ( EhEiEs )

EiNF=ToREENRBN 12 - BRBAENZE -
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