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FCC-A
FCC A B 15
RJ-45 UTP —_— 10 Mbps
3 100 Mbps 5 50/125 62.5/125
X-type 9/125
D1
2.
A
A
“ " ICES-003
VCCIA
EC — A
89/336/EEC
73/23/EEC
93/68/EEC
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RFI

LVD

A EN 55022:1998
A EN 61000-3-2 1995
EN 61000-3-3/1995

[ ) EN 55024:1998

[ EN 61000-4-2:1995

( 114KV, 1+8KkV)

[ EN 61000-4-3:1996

(80—1000 MHz 1 kHz AM 80% :3V/m)

o / EN 61000-4-4:1995

(AC/DC T+ 1KV, / :+05kV)

° EN 61000-4-5:1995

(AC/DCLineto Line +1kV, AC/DC Lineto Earth: + 2 kV)

[ ) EN
61000-4-6:1996

(0.15-80MHz 1kHz AM 80% :3VIim)

° EN 61000-4-8:1993 (1 A/m

50 Hz)
[ ) EN

61000-4-11:1994 (>95% @10 ms, 30% @500 ms,
>95% @5000 ms)

©® EN 60950 (A1/1992; A2/1993; A3/1993; A4/1995;
A11/1997)
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Australia AS/NZS 3548 (1995) — Class A
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24 10/100Mbps
PC
/ 100Mbps

9.6 Gbps

1000BASE-LX 1000BASE-SX
1000BASE-T 100BASE-FX

ISP

100BASE-LX 1Gbps 5 100BASE-FX
100Mbps 20
LED “ "
SNMP
RS232
out-of-band Telnet Windows
in-band
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VLAN
QoS

VLAN
VLAN VLAN

VLAN VLAN VLAN
VLAN

RJ-45

24  10BASE-T / 100BASE-TX RJ-45
MDI/MDI-X PC

IEEE802.3x
10 100Mbps
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8
LED
LED
rCPO OO0 000000 0 Olinka
M 1 2 3 4 5 & 7 & & 10 11 12
s @OLO OO OO C OO O O O Osees
OO 0 OO 000000 0 Olinkac
M2 13 14 15 16 17 18 1% 20 21 22 23 M
OO0 OO0 00000 O Qspeed
1-2 LED
LED
LED
1-24
Link
Speed 100Mbps
10Mbps
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M1/M2-P

M1/M2-L

LED

LED

Power

1000BASET

1000BASE-T Module

L

1-3 1000BASET

5 5%e 100
10/100/2000M bps 1000Mbps

10

1000BASE-T
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10/100Mbps
|EEE802.3ab B “ 1000BASE-T
1000BASE-SX
[ 1000BASE-SX Module

TX RX
L9
1-4 1000BASESX
1000BASE-SX 550
1000BASE-SX 1Gbps
< sC-ST
1000BASE-LX
1000BASELX Module
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1-5 1000BASE-LX
1000BASE-LX
1000BASE-LX 1Gbps
100BASE-FX
100BASE-FX Single-mode Module
X RX
1-6 100BASE-FX
100BASE-FX 20
100BASE-FX 100Mbps
C
100BASE-FX

100BASE-FX Mulimode Module

X RX
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1-7 100BASE-FX
100BASE-FX 2

100BASE-FX 100M bps
Ko

AC

100 2HTry=—
E3-80H, A

1-8

24 10 100Mbps
RJ-45

) RJ-45 MDI/MDI-X
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) RJ-45 10M bps 3
100Mbps 5
® |EEE 8023 802.3u
[ 1000BASE-SX 550
1Gbps
[ 1000BASE-LX 5
1Gbps
[ ) 1000BASE-T 100
1Gbps
° 100BASE-FX 2 20
100Mbps
[ 100BASE-TX 100
10/100Mbps /
°
) 9.6Gbps
® 8KMAC
°
°
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® LED* "

°

* Telnet SNMP

4 in-band  out-of-band
* VLAN 127

* 4

L 2 IGMP

* 4 trunk trunk
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4 2
MDU/MTU
MDU/MTU
8
10M/100M/1000M bps
312K | 625K | 938K 1.25M | 2M aM 6M 8M

3.12M | 6.25M | 9.38M | 12.5M | 20M 40M 60M 80M

31.2M | 62.5M | 93.8M | 125M | 200M | 400M 600M | 800M

3-80%
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VLAN
VLAN PVLAN

100BASE-FX
2 20

100BASE-FX
100BASE-FX

17



BitStream3224TM*

100Mbp= 23 T
ISP %%fﬁgg
(Internet) JODSZOTR)
WTI MIUSL BT 4T
Ak e g ]
CimEenT ) -~
AiriF W Y
BrEH R
(Imx1004)
“H“\-..
- T L W

EETEINEER
ImE1004: ) i

J4 A PiREC

\IE hID hl D iy
MR PREC
3-6
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1000 M bps
1000BASE-SX
62.5/125 160 MHz/km 2-220 m (7722 ft)
200 MHz/km 2-275 m (7902 ft)
50/125 400 MHz/km 2-500 m (71641 ft)
500 MHz/km 2-550 m (71805 ft)
1000BASE-L X
91125 N/A 2 -5
1000BASE-T
55E 100 RJ-45 100m
uTpP
100M bps
100BASE-TX 5 100 UTP | 100
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100BASE-FX 50/125 62.5/125 | 2
MMF
100BASE-FX 9/125 20
(SMF)
Il
100BASE-TX PC
3
2 1
|
100BASE-TX PC
2
1 1l
100BASETX
11 200
11 200
211 205
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10 Mbps
100BASE-TX PC
2 PC
3 45 100
185
1
2
3 e sc-sT
ST ST
RX TX TX RX
4
1000BASE-SX/LX 550 5
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100BASE-FX

22

20
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. 7.6cm
. 3.8cm
. 7.6cm
EIA/TIA
® RS232
[
19
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1000BASE-T 1000BASE-SX 1000BASE-LX
100BASE-FX 1000BASE-X GBIC 1000BASE-T/SFP
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3-2

25



BitStream3224TM*

33
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34

o 0o A WON P
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1Dy =
B0-oHE, 4h

1

T
2
3 LED
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PC
100BASE-TX
3 45
PC
MDI
— MDI-X
PC
MDI-X /

10 100Mbps
100BASE-FX
STP  UTP RJ-45
5 10BASE-T

MDI
MDI-X
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RJ-45 MDI/MDI-X
MDI  MDI-X
PC
MDI/MDI-X
PC
R}-45
FCC RJ45
1 RJ-45
&
=]
4-1
2 PC
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24CVEE )L PIAT ER AT LR
(e )

[ ]

d
TR
i

yd Tk
N/
v 2
|: tmEE
4-2
100BASE-FX 1000BASE-X
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50/125  62.5/125

K ®: 62.5/125 ST
C-ST
9/125 X
1
1 S
2
3 Ko
K6 K6
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4 Activity LED

SC-ST X RX
RX TX
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Power LED

Link LED
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)

In-Band

Telnet

1-4
Telnet
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345 -100
10BASE-T 100 328 RJ-45
UTP
- |5 -100

100BASE 100 328 RJ-45
TX UTP
100BASE. | 50/125
Ex 625/125 2 1A <
100BASE- | 9/125

20 12.43 T
FX
1000BASE | 50/125
X 62.5/125 X
1000BASE

9/125 SMF | 5 T

-LX
1000BASE | 5 5E100

100 RJ-45
T uTP

1000BA SE-SX
62.5/125 MMF 160 MHz/km 2-220
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200 MHz/km 2-275
50/125 MMF 400 MHz/km 2-500
500 MHz/km 2-550
RJ-45 FCC
RJ-45
100BASE-TX/10BASE-T
RJ-45
RJ-45

10BASE-T/100BASE-TX

R}45 (UTP) (STP) 10Mbps
100 3 45 100Mbps 100 5
100
RJ}45 MDI/MDI-X PC
100BASE-TX RJ45
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MDI-X PC
1236 1236
MDI-X
MDI-X MDI
1 RD+ TD+
2 RD- TD-
3 TD+ RD+
6 TD- RD-
457 8
MDI-X
RJ-45
1 2
1 RD+ 1 TD+
2 RD- 2 TD-
3 TD+ 3 RD+
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6 TD- 6 RD-
“ X" MDI-X
“ X" MDI
RJ-45

1 2
1 TD+ 3 RD+
2 TD- 6 RD-
3 RD+ 1 TD+
6 RD- 2 TD-

Pin9
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DB-9
EIA | CCITT Description Switch's | PCDBY | PC DB25
Circuit | Signal DBIDTE | DIE DTE
Pin# Pin# Pin#
BB 104 RxD (Received Data) 2 3
BA 103 TxD (Transmitied Data 3 2
AB 102 SG (Signal Ground)
Console Port to 9-Pin DTE Port on PC
Switch's 9-Pin Null Madem PC's 9-Pin
Serial Port DTE Port
2 RXD S TX 3TXD
3TxD RxD 2 RXD
5 SGND SGND - 5 SGND

41
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Consoleto 25-Pin DTE Port on PC

Switch’s 9-Pin Null Modem PC's 25-Pin
Serial Port DTE Port

2RXD ¢ XD — | 2TXD

T | —— RXD e > |3RXD

5 SGND e SGND wemememe | T SGND
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24 10BASE-T/100BASE-TX
2 100BASE-FX, 1000BASE-T, 100BASESX,
1000BASE-LX

10BASE-T RJ-45 (100-ohm, UTP 73,4,5 )
100BASE-TX RJ45 (100-ohm, UTP ;5 )
1-24 RJ-45 MDI/MDI-X

10 100 Mbps

6 Mbyte

9.6 Gbps

8K MAC
LEDs
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Power
Link, Speed

3kg (61b 10 02)

44 x 23 x 4.3 cm (17.32 x 9.05x 1.69 in.)

0-50°C (32 - 122 °F)
-40- 70 °C (-40 - 158 °F)

10% - 90%

100 -240 VAC, 50 - 60 Hz

60 W

205 BTU/hr

30A @115VAC,20A @240 VAC

In-Band

Telnet HTTP SNMP

Out-of-Band
RS232 DB-9
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TFTP  Web (HTTP) in-band XModem out-of-band
MIB

MIB Il (RFC1213) Bridge MIB (RFC 1493, )
|EEE 802.3 IEEE 802.3u

|EEE 802.1p priority tags

IEEE 802.3ac VLAN tagging

IEEE 802.1Q VLAN

|EEE 802.3x

ISO/IEC 8802-3

SNMP (RFC 1157), ARP (RFC 826), MIB Il (RFC 1213), Bridge MIB (RFC
1493)

CE Mark

FCC Class A

Industry Canada Class A

EN55022 (CISPR 22) Class A

EN 61000-3-2/3

VCCI ClassA

C-Tick - AS/NZS 3548 (1995) Class A

EN 61000-4-2/3/4/5/6/8/11

CSA/NRTL (CSA 22.2.950 & UL 1950)
45
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IEC 60950
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BitStream3224TM
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SNMP, RMON Web PC (CcLD
, IP P
“ P "
HTTP Web , (  Netscape
Navigator 6.2 IE 5.0 )
Web
SNMP ,

:AccView HP OpenView

RS-232 , Telnet
, CLI
CLI ,Web SNMP
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16
VLAN 1P
SNMP

VLAN
127 1EEE802.1Q VLAN
GVRP, VLAN
IGMP
TFTP
TFTP

(CoS)
4 trunk

RS232 PC

VT-100
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1 PC , DB-9
2 RS232
3
° (cowm 1 COM 2)
) 9600 baud
° 8 1 ,
°
[ ) VT100
° , Termina Windows
1 Windows 2000 , Windows 2000
Service Packet 2 www . Microsoft. com

Windows 2000 Service Packet 2
2 “ »

CLI, “ "
CLI CLI , “ "

DHCP ~ BOOTP 1P ,
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1P

SNMP

CLI
(Privileged Exec)

CLI

CLI,
1. ,

IP DHCP
IP "
4 Telnet
Telnet
Web
SNMP
- (Normal Exec)
CLI

<Enter> *“ "
admin”

51
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3. ,
4. ,CLI “ Switch#" ,
CLI , “ username”
8
1. ) “ admin”
2. “ configure” ,
3. “ username guest pasword 0 password’
, password ,
4. “ username admin password 0 password’ ,
, password

User Access Verification

Username: admin
Fassword:

CLI sessilon with the BitStream B33224TM+ 1s opened.
To end the CLI session, enter [Exit].

Switch#configure

Switch({config)#username guest password O password
Switch({configl#username admin password O password
Switch({configls
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P
, IP
— , IP ;
IP ,
—_— IP BOOTP  DHCP
VLAN IP (
VLAN, VLAN
IP VLAN, IP
IP VLAN
IP ,
IP 0-255
CLI
IP
IP ,
IP
°
IP ,
1. Privileged Exec

53

VLAN 1)

“

interface
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vlan 1" ,
2. “ ip address ip-address netmask” , IP-address
IP ,hetmask
3. “oexit’ ,
4. IP “ip
default-gateway gateway” , gateway 1P

Switch{config)#interface vlan 1

Switch{config-if)#ip address 192.168.1.5 255.255.255.0
Switch{config-ifl#exit

SwitchEconFig)#ip default-gateway 192.168.1.254

Switch(config)#
“ bootp” “ dhcp” ,IP
BOOTP  DHCP “ ip dhcp restart”
IP ( IP
, )
“ bootpn “ dhcpvv _ ) )
BOOTP DHCP ,
1. Privileged Exec , “ interface vlan 1”
2. ,
DHCP IP , “ ip address dhcp” ,
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BOOTP 1P , “ ip address bootp” ,

exit’ ,

“ ip dhcp restart

o o~ W

Switchiconfigl#interface vlan 1
Switchiconfig-if)#ip add dhcp
Switchiconfig-if)#end

Switch#ip dhcp restart
Switch#show ip interface

IP , “ show ip interface” ,

“ copy running-config startup-config”

IF address and netmask: 0.0.0.0 255.0.0.0 on VWLAMN 1,

and address mode: DOHCF.

Switch#
SNM P
SNMP
(€)) SNMP
SNMP (
SNMP ,
SNMP

55

( AccView HPOpenView)
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- public —— , MIB
- private — MIB
SNMP,
, SNMP

1 Privileged Exec , “ snmp-server
community string mode” , string ,mode
reC /7 ) ro( )

2 , “ no snmp-server community string” ,
string

Switchi{config)#snmp-server community abc rw
Switch{config)#snmp-server community private
Switchiconfig)s

SNMP
1 Privileged Exec , “ snmp-server host
host-address community-string” , host-address
1P ,community-string
2 SNMP , snmp-server
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“ snmp-server enable traps type”, “ type”
authentication , link-up-down

Switch(config)#snmp-server enable traps link-up—down
Switch{configls

, copy”

1. Privileged Exec “ copy
running-config startup-config” ,

2.

Switch#copy running-config startup-config

Startup configuration file name [test]: startup

Write to FLASH Programming.

Write to FLASH finish.
Success.

Switch#

3 CLI Web SNMP
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°
TFTP
“ Factory Default_Config cfg”
® I I
CLI Web  SNMP
o --- , POST
( .
“ Factory_Default_Config.cfg”
IP VLAN 1
DHCP
BOOTP

58
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0.0.0.0

255.0.0.0

0.0.0.0

Web

Http

HTTP

80

SNMP

“ public” ( )
“ private” ( /)

Link-up-down

Exec

admin”

Exec

“ guest”

“ guest”

Exec

Exec

“ super”

RADIUS

9600

oC )
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10/100Mbps

10 Mbps
10 Mbps
100 Mbps
100 Mbps

10/100/1000Mbps

10 Mbps
10 Mbps
100 Mbps
100 Mbps
1000 Mbps

Trunk

(
802.1D)

IEEE

300

LANs

VLAN

PVID

GVRP ( )

GVRP ( )
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Class 0: 1
Class 1: 3
Class 2: 12
Class 3: 48

(

6%
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Web
Web
HTTP Web Web
Web
Explore 5.0 Netscape Navigator 6.1
CLI Telnet
CLI
Web
1 BOOTP DHCP
" IP

2
3

Web

62

Web

Web
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Internet
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Web Web

Node: [icitm =]

B BeERem

B nkup Jl-Link Down

E“._:‘W:F“ Intelligent Management Switch Manager
miy Port — .
B Address Table | Bvstem Hame |
B fpennine Tree | Cbjmce 10 Il-2.6.1-4.1.13157. 1. 2. 114
BZ3 FLN e
B0 Private yLan | ooeslen |
mi) Priocity Canisot | |
B2 Trunk Sy —h = — F ) |
B TP System Up Tire[) days, 3 bowrs, 55 micutes, and L1, 59 seconds)
By [P
B Matictics
By Fare Limit @ = Congect 10 texcioal weer Inrer faos
B dotle Ry 5
m- Fand mail to technical suppart
Ot Corneat 1o BITYAY Webk Page
forly | Pevert | Bsdn)
“* Applyn
“ Apply Changes” Web
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Apply

Apply Changes

Revert “ Apply” “ Apply Changes”

Refresh

Mode: IActive ‘l

- Link Up  [Jll- Link Down

Web

®  System Name —
® ObjectID — MIB 11 ID

® Location —

64
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Contact ——
System Up Time ——
MAC Address' ——
Web server? —— HTTP
Web server port? — WEB TCP
POST result? ——
WEB “ P
CLI

N e e o 0 0o

Weh —— System, System Information
Apply Telnet Telnet

Intelligent Management Switch Manager

Swstem Name |
Object ID 1.3.6.1.4.1.13157. 1. 2. 1. 14

Location |

Contact |

Swstem Up Time|0 daws, 3 hours, 55 minutes, and 11.59 seconds

=05y - Connect to textual user interface
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Switchiconfig)#hostname biltway 5
Switchi{config)#snmp-server location bitway
Switch{config)#snmp-server contact Alan
Switchiconfigl#exit
Switch#show system
System description: Intelligent Management Switch
System O0ID string: 1.3.6.1.4.1.13157.1.2.1.14
System information
System Up time: 0 days, 0 hours, 23 minutes, and 41.84 seco
nds

System Mame t bltway 5

System Locatlon t bltway

System Contact : Alan

MAC address 1 00-30-F1-68-67-40
Web server i enable

Web server port T B0

FOST result

-—— Performing FPower-0On Self Tests (POST) ———

UART Loopback Test......... ... oo FASS
Flash Memory Checksum Test.............. FASS
[ S T e T T LT FASS
MPCE50 clock Timer and Interrupt TEST...FASS
Watchloz Timer and Interrupt Test..o..... PASS
1 IS S g gy PASS
BB =N E=ss nananan o oo ooaooaooaa o000 . PASS
Switch Driver Initialization............ PASS
IS AN N IEE R A n e A e o noooooooaaa oo oo oo 00 PASS
Switch Internal Loopback Test .......... PASS
——————————————————— ODOME ————————————————————
Swiltch#
IP
IP
IP 0.0.0.0 255.0.0.0
IP BOOTP DHCP
IP 4 0-255
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CLI
® Management VLAN —— VLAN VLAN
VLAN 1
VLAN
Management VLAN
Management VLAN
® |P AddressMode—
DHCP BOOTP IP
DHCP/BOOTP IP
IP DHCP/BOOTP IP
® [P Address—VLAN IP 4 0-255
0.0.0.0
Subnet Mask—— 255.0.0.0
Gateway |P Address—
1P 0.0.0.0
® MAC Address—
Web——  System IP IP

Apply
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LY

IP Configuration

Managament YLAN [l El

1P Adlress Mads E;F_H

I Address Iﬁlﬁ{

Subriat hasi [W
Galeway IP Address |1F1 0254

MAC Addiess |IERFFFFOCO0

Reste DHCP )

— IP

Switch{configl#interface wlan 1

Bwitchiconfig-if)#ip address 192.168.1.5 255.295.255.0
SBwitchiconfig-if)i#exit

Switchiconfigl#ip default-gateway 192.1658.1.254
Switchiconfigl#

DNCP/BOOTP
DNCP/BOOTP
Web——  System IP VLAN IP DHCP
BOOTP Apply Restart DHCP

1P
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IP Configuration

NmmmmWMNlﬂ

P Adldiess Mods hHP M

1P Address |
Siibinet hagk |
Galeway P Addiess |

MAL Address D05 FF-FF-O0-O0

_ PestiDHCP |

=l
v
it

“

show ip interface”

e IP DHCP BOOTP
“ ip dhcp restart”

Switch{configl#interface vlan 1
Switch({config-if)#ip add dhcp
Switchl{config-if)#end
Switch#ip dhcp restart
Switch#show 1p interface
IF address and netmask: 0.0.0.0 255.0.0.0 on YLAM 1,
and address mode: DHCFP.
Switch#

DHCP——DHCP

DHCP
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Web—— DHCP
IP Web

S DHCP
Switch#ip dhcp restart

Radius
“ guest” “ guest”
CLI
User Name*—— 8
Access L evel*——
Password—— 8

*  CLI

70

Web
DHCP

RADIUS Radius
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Webh—— System, Passwords
Apply

Passwords

Old Pasawor] =
Mew Pasaword =

|m..u.,

Canfirm Paszword

—_— 15

Switchiconfigld#username alan access-lewel 15
Switch({configl#username alan password O leaf
Switch(config)#

RADIUS

RADIUS
RADIUS
/
RADIUS 0
15
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RADIUS ubP

RADIUS WEB
® RADIUS
/
[ ]
RADIUS 2 RADIUS
RADIUS

® Authentication——

< Radius—— RADIUS
< Local——
< Radius, Local —— RADIUS

< Local, Radius——
RADIUS
®  Server |P Address—
®  Server Port Number——
1-65535 1812
®  Secret Text String——

20
® Number of Server Transmits——
1-30 2
® Timeout for areply——
1-65535 5

72
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CLI

Web—— System Radius
Apply

Radius Settings

dhantication |'—'5ad|t-;- j

Sener P Address ’Tfﬁl‘?_

Saner Por Number ltl_

Satref Text Sty PW

Mimber of Serer Transmis |}'_

Tienis for & vaply (sec |10 2l

Switchiconfigl#authentication login radius
Switchiconfigl#radius-server host 192.168.1.25
Switchlconfigl#radius-server port 181
Switch{configl#radius-server key hello
Switch{configl#radius-server retransmit 5
Switchiconfigl#radius-server timeout 10
Switchiconfigl#exit

Swiltch#show radlus-server

Femote radius server configuration:

Server IF address: 192.163.1.25
Communicatlion key with radius serwver: hello
Server port number: 131

Fetransmit times: 5

Feguest timeout: 10

Swiltch#
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TFTP
TFTP

TFTP Server |P Address——TFTP
Destination File Name—
TFTP
31

o owoom

Web—— System Firmware

from Sever

74
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127
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Transfer Operation Code Image File fram Server 2
LA g e-au;n LCode Vergion 10.08
TFTP Serr P Address [1 11018

Source Fils Mame ACD A 00 G b

[Destiration File Name @ |acd ¥ T

Transfar fiom 5 ener

hd
—_— TFTP IP “ config’ “ opcod€
Switch#copy tftp file
TFTP server ip address: 192 .168.239.146
Choose file type:
1. config: 2. opcode: <1-2%: 2
Source file name: BS3224TM+w1.0.3.3.bin
Destination file name: BS3224TM+w1.0.3.3.01in
TFTP / /
TFTP
® TFTP Server IP Address——TFTP IP
® Dedtination File Name—— / \
TFTP 127
31
A-Z, &z, 09" " "7
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o TFTP

Web—— System Configuration TFTP 1P

Transfer from Sever

Transfor Configuration File from Server B

TFTP Sener P Addrass 101019
Cource Flghare ool J
Dostriation File Name | © [[rme] j & [:!artur, '

Transfet from Server o
Apply Changes

4
Start-Up Conflguration File
Fie Mame | tartup |

ad
s s | i

e TFTP IP
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Suitch#copy tftp startup-config

TFTF server ip address: 10.1.0.19

Source configuraticn file name: config-1
Startup configuration file name [] : startup
\Write to FLASH Programming.

-Write to FLASH finish.
Success.

Switchdreload
Switch#

Switch#config

Switchi{configli#hboot system config:startup

Switchiconfigl#exit
Switchi#reload

Web—— System Reset

Racet tha switch by selecting Reset’

Riasel

—_ reload

Switch#reload
System will be restarted. continue <y/ne?
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MIB LAN

VLAN GVRP

® Extended Multicast Filtering Services——
GMRP GARP
® Traffic Classes——

®  Static Entry Individual Port——

“ ”

® VLAN Learning—— VLAN

® Configurable PVID Tagging——

VLAN ID PVID
— “ VLAN "
® Local VLAN Capable—
® GMRP——GARP GMRP
GMRP Internet
® GVRP——GARP VLAN GVRP
VLAN
VLAN

78

GARP

VLAN

VLAN

1GMP



BitStream3224TM*

Web—— System Bridge Extension

Eridge Capabllity

Evtandad Mukicast Filianng isarices No

Traffic Cagses Enabled
Static |:'|II1|-HIJ viduz! Porf Tes
WLAN Leamirg Sl

Canfigurabie PVID Tagging Vg
Local VLAN Capadle Iin

Traffe Classes| 7 Enable

hiRE [ Enanle
ap [¥ Enatla Ll
Switch#reload

System will he restarted. continue <u/n>7 R
Switch#

Switch#show bridge—ext

Maw zupport. wlan numbers: 127

Max zupport. wlan ID:; 4094

Extended multicast filtering services: Ho
Static entry individual port: Yes

YLAM learning: SWL

Configurable PYID tagging: Yes

Local WLAM capshle: Ho

Traffic classe=: Enabled

Global GWREP statusz: Di=zakbled

GMRF: Disakled

Switch#
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GVRP
GVRPVLAN GVRP
VLAN
VLAN GVRP
VLAN VLAN
Web—— System Bridge Extension GVRP Apply
-

Bridge Capabllity

Traffic Classes

Static E"uln,- Indiduz! Port
WLAN Leaming
Configuratée D Tagging
Local VLAN Capable

Traffic Classes| F Enable
[MRP I Epafile
AR ¥ Enable

Ewtandad Muticast Fillanng sarices Mo

Erabled
Tag
EWL
s

({0

e GVRP

Switchiconfigl#bridge—ext gvrp
Switchiconfig!#
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Web —

Serial Number——
Number of Ports——
Hardware Verson——

Internal Power Status——

Loader Verson——
Boot-ROM Version—
Operation CodeVersion—

Role—

Expansion Slot——
System  Switch Information
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Main Board:

Satial Murnbe 12345
Number of Ports |26
Handwara Varsion 012

Iite mal Power Satus|Actve

Management Software:
Loadar Yersion 1001
Eoot-RON Yerzien 1001
Dpzigtion Cade Version 1 008
Fla Maztar

Expansion Slot;

Exparizion Slal 1 Kt Prasent
Capansion Slol 2|Mot Prasen

(T |

Switch#show version
dnitl

Serial rnumber
Hardware wersion
Module A tupe
Module B type
Humber of ports
Main power status
Agent (naster}

dnit id

Loader version
Boot rom wersion

Dperation code version

Switch#

4 4

11000Ba=e—-LH-5C SMF
11000Ba=ze-SH-5C MMF
L]
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Trunk /

NAME——
TYPE — — 100BASE-TX  1000BASE-T
1000BASE-SX 1000BASE-LX 100BASE-FX

®  ADMIN STATUS—

WEB—
CLI—
LINK STATUS—— CLI
OPER STATUS—— WEB
PORT OPERATION STATUS——

CLI

SPEED/DUPLEX STATUS——

FLOW CONTROL STATUS—

WEB——IEEE 802.3x

CLI— IEEE 802.3x

AUTPNEGOTIATION——
® MAC ADDRESS——

CLI WEB “ 1P "

®  TRUNK MEMBER—— TRUNK
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CREATION—— TRUNK TRUNK
PORT Capabilities—
< 10half—— 10Mbps
< 10full— 10Mbps
< 100 half— 100Mbps
< 100full— 100Mbps
<> 1000full—— 1000Mbps
& Syn—
4+ FC—
Web—— TRUNK
Part Information &
Admin - Oper  Speed Duplex  Flow Contial £ Trumk
PortName( Time Stas  Status Status Staius Autenegotiation Member
1 WSS Ened | U | f0W | EEEER3 | Disabled
?) 1031%::-3 Enahlad | [iven [Ohal Nena Enablesf
] :UJEESE' Enabled | Down 10half Morg Enabled
| “'l'l]b_fge' Enabled | Cown |0hak Hlona Enabled
5 !DJE:”' Enabled | Down 10half Nena Enabled ]
—_— 13
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Switch#show interfaces status ethernet 15265
Information of Eth 1725
Bazic information:
Fort type: 1000LX
Mac address: 00-30-F1-68-67-59
Configuration?
Hame 3
Fort admin: Up
Speed-duplex: 1000full
Capabilities: 1000full.
Broadcast storm: Enabled
Broadcast storm limit: & percent
Flow control: Dizabled
Current status:
Link =status: Down
Operation speed-duplex: 1000full
Flow control type: MNone
Switch#

TRUNK

NAME—— 1-64
ADMIN——

SPEED/DUPLEX——
FLOW CONTROL——
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®  AUTONEGOTIATION PORT CAPABILITIES

R T

SYM

IEEE802.3x

®  TRUNK—

Web——
Apply

10half—
10full—
100half——
100full—
1000full—

10Mbps
10Mbps
100Mbps
100Mbps
1000Mbps

TRUNK
TRUNK

TRUNK
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Port Configuration
Port Hame — Admin [?I“flzl)lf Flow Comol Autonegotlation
v |:I‘-.1|;|e|1:|[fl.|| | EI?C\D|E'E|j |Eruuic.j j 0% 4006 I 1000k Sy

W o 400 I iooof I FC

Enabled = 7 10h ¥ 100k B 100k rSy.‘u

M A0r [ ao0f T ioooe T FC

2 W [nablc[ _|[ J

3 [Enatied =] 100 W 1000 I 1000 T §ym

1 FOSWA3 @ Enatie] 170000 2] Fio B B B

—_— interface

Switchiconfig!#interface ethernet 1/5
Switchiconfig-if #dezcription bituay
Switchiconfig—if I #zhutdown
Switchiconfig—if y#no shutdown
Switchiconfig—if #no negotiation
Switchiconfig—if Ispeed—duplex

% Incomplete command,

Switchiconfig—if l4speed—duplex 100half
Switchiconfig—if y#capabilities 100half
Switchiconfig-ifi#capabilities 100full
Switchiconfig—if #capabilities flowcontraol
Switchiconfig—if #
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6%

® Type — — (100BASE-TX, 1000BASE-T,

1000BA SE-SX,1000BASE-L X 100BASE-FX)
(] Protect Status——

® Threshold— ( 6%, 20%
6%)
® Trunk— TRUNK TRUNK
TRUNK
Web—— TRUNK
TRUNK Apply
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Port Broadcast Control

Port  Type  [Protect Status Thiechold & or 20%) Trunk

| |I00Bs2e-T¥| ¥ Enabie

7 {o0BaseT| ¥ Enable P
3 {0BxseTs| W Enabie T
—

4 [{0Bsse-T8) 7 Enable

0

§ [I00Bs-T 17 Enshle |

20%

Switchiconfigl#interface ethernet 1/5
Switchiconfig—if l#=witchport broadcaszt percent 20
Switchiconfig—if i#end

Switch#show interface switchport ethernet 175
Information of Eth 140

Broadcast threshold: Enabled. 20 percent
Ingress rate limit: Di=sahled

Egrezs rate limiti Disabled

YLAM memberzhip mode: Aoccess

Ingres=s rule: Dizabled

Acceptable frame type: ALL frames

Mative VLAM: 1

Priority for untagged traffict O

Gurp statusz: Dizabled

Allowed Wlan: 1,

Forbidden Ylan:

Private—-wlan mode: HOME

Private-vlan host—azzociation: HOME
Private—vlan mapping: HOME

Switch#
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RMON

Mirror Sessions——
Source Port——

Type— RX
® Target Port—

Web——
Add

90

VLAN
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Mirror Port Configuration

Mirror Seseone Nz

Source 1/10Rx Deganzton 1113

il ‘SJur-.'rFurlﬂ
Rermoe e %’_vd

Taret Bar

Switchiconfigl#interface ethernet 1/5
Switchiconfig—if M4port monitor ethernet 1710
Switchiconfig—if »#
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Static Address Counts*——

Current Static Address Table—
Mode—

Interface—— TRUNK
MAC Address—

Duration——

< Permanent—
< Delete on Reset——
* Web
Web—— AddressTable Static Addresses
Add Static Address
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Switch(config)#mac-address-table static 00-e0-29-93-34-de interface Ethernet 1/5
Switch(config)#

MAC

® Interface—— TRUNK

93

|
Static Addresses ﬂ;
Catic Addrass Counts |
D0-E0Z3343&CE, Unit1, For 3 Pemmanert

Curtont Static Addrese Tanla
Modle Fovarn =
[leiface ﬁ'!'-‘ﬁnm ""'Ifl.nk"_ll
MAC Addres |
Curation Dielete o Fesal v

Add StalcAdbess | Remove Staic Addiess ;
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® MAC Address—

® Address Table Sort Key—— TRUNK
MAC

Web—— Address Table Dynamic Addresses

mark the Interfface M AC Address checkbox

Query

Dynamic Addresses

Ouery by:

W lntariace &P |1 '] ""Tluﬂm

TWAC Addess |

fulas Table Son Key | ardress =]

Duer,rJ

Dyinainlc Aildiess Table

Crynaric Address Counls I

Q01 GB5-62-03-14, Une 1, Part 1, Dynamic

Current Dynamic Addiess Table

—_— 1

Switch#sh mac—addreszs-table interface ethernet 1/5 szort address
Interface Mac Address Type

Eth 1/ 5 00-E0-29-94-23-CD Permanent
Switch#
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® Aging Time— 2-172800
300
Web—— Address Table  Address Aging
Apply
, 4
Address Aging
,L.q I"lq fl-ne I:.{'|."l._'t-|,|J:I ‘”ll saronis .
=
e 400

Switchiconfig!#mac—address—tabhle aging—time 400
Switchiconfigl#

STA
STA
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Bridge|I D——
® Designated Root——

® Root Port——

) Root Path Cost——

Configuration Changes——

Last Topology Change——

® Hold Time—— BPDU

® Spanning Tree State——

® Priority—

96

MAC
MAC

CLI

STA

STA
MAC
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— 32768
— 0-65535
® HeloTime—
2
1
10 [( /2 -1]
® Maximum Age—
STA
20
6 [ +1 x 2]
40 [ -1 x 2]
® Forward Delay——
15
4 I /2+1 ]
— 30
STA
Web—— Spanning Tree  STA  STA Information

97
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STA Information o

Spanning Tree:

Spanrang Traa State Enabled Dacigatar Roo 32768 [30F154F5A0

Endyz 1D 32763 0055 F FFFODOD Hact Port 2

Max Age pi] Roct Path Cost 18

Felln Tima ! Carfiguestion Changes &

Faonward Delay 15 Lagt Topology Crange Ud 1h 5 ming s |
— STA

Switch#show spanning-tree
Bridgze—group information

Sparnning tree protocol
Spanning tree enable/disable
Priority

Hello Time {=ec,?

Max Agze (zec,?

Forward Delay {(sec,?
Dezignated Root

Current root port

Current. root cost

Mumber of topology changes

:IEEE Std BOZ,1D
ienable

132768

12

120

115
132768, 0030F 1686740
HY

0]

H

Last topology changes time {(=ec, 112116

Forward tranzitions
Eth 1/ 2 information

98

Hold times {=ec,? i1

Eth 1/ 1 information

Acdmin status : enable

STA state + hroken

Path cost 3 100

Priority + 128

Designated cost HY

Dezignated port + 128.1

Designated root 3 327EE,0030F 1686740
De=zignated bridge 1 32768, 0030F 1625740
Fazt forwarding 3 dizable
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STA
Web—— Spanning Tree STA Configuration
Apply
STA Configuration
Switch:

Spanning Tree Slale | Enabled =
ﬁl} |

Promy

When the Switch Becomes Root:

Hala Timg{1.10 5 ] aBtonds

Wi doefb-d0) 41 caronis

Foirard Dalayid-200 120

SRConcs

Switchiconfig!#spanning—tres
Switchiconfig!#spanning—tree
Switchiconfig!#spanning-—tres
Switchiconfig!#spanning—tres
Switchiconfig!#spanning—trees
Switchiconfig!#
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hello-tine &
max—age 20
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STA

STA

[ ] Port Status——
< Disabled——

< Blocking—— STA
< Listening——
< Learning——
Forward Delay
< Forward——
< Broken—
> STA
> STA
ID
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) Forward Transitions——

® Designated Cost—

® Designated Bridge—— MAC

® Designated Port——

® Trunk Member—— TRUNK
® Priority—
128
0 255
® Path Cost—— STP
< 1-65535
{}
— 50-600

101
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— 10-6
— 3-10
<>
— — 100 95 trunk 90
— — 19 18 trunk 15
— — 4 trunk 3
® Fast forward——
STA
<>
STA
Web— — Sanning Tree, STA Port Information STA Trunk
Information
4

STA Port Information

Fart gl:;::s Forward Tiasitions Designated Cost Designated Bridge  Desiquatad Poit Tiunk Member

1 Forwarding ? 13 JNEI00SFFFFODOD, 1281

2 Forwardiy 2 0 0768 D0A0F1 547880 1B

3 | Broken 1] 18 SNEIODSFRFFCODD  12e3

d | Broken I 1 ANEASSFFFFOOO0, 1264

5 Broken i 18 32763 0055F FRFCODD 13633

b | Hioken il e SN S FRFODOD 126k =
e 1 STA
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Switch#zhow spanning-tree ethernet 1/5
Bridge—group information

Spanning tree protocol +IEEE Std 202,10
Spanning tree enablesdizable tenable

Priority +A0000

Hello Time {zec.? :5

Max Agze {(=zec,? 120

Forward Delay {=zec,? 120

Deszignated Root +d 0000, O030F LeBe 740
Current root port 10

Current root cost 10

MHumber of topology changes 10

Laszt topology changes time {(sec,)il2d67

Hold times (=ec,? 11

Eth 1/ 5 information

Admin status : enshle
5TA state + broken
FPath cost 19
Priority : 128
le=ignated cost 0
De=zignated port 128,65
Deszignated root + 40000, Q0Z0F 1686740
De=zignated bridge + 000, C0Z0F 163E 740
Fazt forwarding : dizakble
Forward transitions & 0
Switch#
STA
Web—— Spanning Tree, STA Trunk Configuration STA Port
Configuration Apply
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STA Port Configuration

Fut. Type  STE State  Prierity  Path Cost Fast Forwanling Trnk

1 00Base-Td Fn\--mrl-nrj’ﬂ_ "ﬂ— W Erabled
2 Ithass-l?‘I-w-ardnqll:t— 0§ T Erabled
3 ImBseTBreken  [ize 00 I Erabled
4 {0BsseTvBioken 126 FOT T Erabled
5 0Baze-T¥ Broken |—_— [0 T Enabled 1

6 0B TH Bk [126 (00 T Erabled

e 5 STA
Switch(config)#interface ethernet 1/5
Switch(config-if)#spanning-tree port-priority O
Switch(config-if)#spanning-tree cost 50
Switch(config-if)#spanning-tree portfast

VLAN

1PX
IEEE802.10Q VLAN

IEEE802.1Q VLAN

VLAN

VLAN

104
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VLAN 1P
1P VLAN
VLAN
1EEE802.1Q 127  VLAN
GVRP
° VLAN
[ VLAN
° VLAN VLAN
([ ]
VLAN
VLAN VLAN
VLAN 1
VLAN VLAN
VLAN VLAN
VLAN —_—
VLANID VLAN;
VLANID
—_ VLAN
VLAN
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VLAN— VLAN
MAC
MAC
VLAN GVRP
VLAN ——GVRP  GARP VLAN

IEEE 802.1Q VLAN

VLAN
VLAN
GVRP
VLAN
GVRP
VLAN VLAN
GVRP
VLAN
/
VLAN
VLAN VLAN
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VLAN
VLAN VLAN
VLAN VLAN
VLAN
VID
VLAN
VLAN VLAN
® VLAN Version Number*——  |EEE 802.1
VLAN
Maximum VLAN ID—— VLAN ID

Maximum Number of Supported VLANs——

VLAN
Web—— VLAN VLAN
: : 4
VLAN Basic Information
WLAH Wersion Hurnbar |
M ey LA D 404
Masimum Nurmber of Su:lpwltc WA 127
2]
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Switch#show bridge—ext

Max szupport wlan numbers: 127

Max support wlan ID: 4094
Ewtended multicast filtering services: Mo
Static entry individual port: Yes
YLAM learning: SWL

Configurable PVID tagging: Yes
Local VLAM capable: Ho

Traffic clas=zes: Enabled

Global GVEP status: Enabled

GHMEF: Disabled

Switch#
VLAN
WEB
VLAN ID— VLAN ID 1-4094
Up Time at Creation—— VLAN
®  Status—— VLAN
—Dynamic GVRP—— GVRP
—Permanent——
® Tagged Ports—— VLAN

e Untagged Ports—

Web—— VALN  VLAN
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VLAN Current Table

WLAN L1 ’G

Up Tirme al CreationD dDhOmin 7 5
Status Fermanent

Eqress Ports Untagged Ports
Jnit] Fortl - Undl Porl =
Unit! Par2 Lntl Pend
Unitl Parf LUnitl Poetl
Unitl FPord Un4! Pord
nit1 Fartk Unit] Foek
Jnit Fart? Lintl Pord
Unit! Partd Unit! Pord
Urit! Eard x| Untl Porg =]

CLI
VLAN ID—— VLAN  1D(1-4094)
Type— VLAN
—Dynamic GVRP
—Static
Name——VLAN 15
Status— VLAN
——VLAN
—VLAN

Ports/ Channel groups—— VLAN

—_— VLAN
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Switch#show wlan id 1

VLA Type Hame Status Portz/Channel groups
___I__gzgtic Defaultilan Active Ethl/ 1 Ethl/ 2 Ethls 3 Ethl/ 4
Ethls &
Ethl/ & Ethl/ 7 Ethl/ 8 Ethls 9
Ethl/ 10
Ethl/11 Ethl/12 Ethl/13 Ethls1d
Ethl/15
Ethl/1l6 Ethl/17¥ Ethl/18 Ethl/19
Ethl/ 20
Ethl/21 Ethl/22 Ethl/23 Ethl/2d
Ethl/25
Ethl 26
Switch#
VLAN
VLAN VLAN VLAN
VLAN ID
® Current— VLAN 127
VLAN VLAN1 VLAN
® New— VLAN
VLAN
VLAN ID—— VLAN  1D(1-4094)
VLAN Name——VLAN 1-32
Status Web — VLAN
——VLAN
——VLAN
® State CLI — VLAN
—VLAN
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—VLAN
® Add— VLAN
® Remove— VLAN
VLAN
Web—— VLAN VLAN VLAN ID  VLAN
Enable VLAN Add
al
VLAN Static List i
Cuent: New:
1. Difaufflan, Enabled . LAN [0 (-4 |-|d]|/7
G WLAN Name r | |
Statug W Enabla -
—_— VLAN
Switchiconfigi#vlan database

Switch{config-vlanl#vla
Switchi{config-vlani#end
Suitch#show wlan

n 2 name bitway media ethernet state active

YLAN Type Name Status Portz/Channel groups
1 Static Defaultvlan Fctive Ethls 1 Ethls 2 Ethls 3 Ethls 4
Ethlis &5
Ethls & Ethl/s 7 Ethl/ 8 Ethls 9
Ethl/10
Eth1/11 Ethl/12 Ethl/13 Ethl/1d
Ethl/15
Ethl/16 Ethl/17 Eth1/13 Eth1/19
Ethl 20
Ethl/21 Ethl/22 Ethl/23 Ethl/2d
Ethl 25
Ethl/26
2 Static bitway Active
Suitch#
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VLAN
® VLAN— VLAN 1D 1-4094
®  NAME——VLAN 1-32
® STATUS—  VLAN

—ENABLE——VLAN
—DISABLE——VLAN

PORT——
TRUNK——trunk
MEMBER TYPE——
VLAN
—TAGGED—— VLAN
VLAN  COS
—UNTAGGED—— VLAN
VLAN  COS
—FORBIDDEN—— GVRP
—NONE—— VLAN
® Trunk Member——
VLAN
Web—— VLAN VLAN

112
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VLAN trunk
Apply

VLAN Static Table

vLAN: 2 7]

Nare [F2D

Status M Enable

Pori Tagged Untagqad Forbidden None Trunk Kember

1 e @ s ~
2 r '

3 c ~ 0 i
4 c 5 o
5 e [ [ &

wl

Switchiconfigl#interface ethernet 171
Switchiconfig—if #=zwitchport allowed wlan add 2
Switchi{config—if }#end

VLAN VLAN
VLAN
®  INTERFACE— trunk
® MEMBER—— VLAN
®  NON-MEMBER—— VLAN
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Web—— VLAN  VLAN Static Membership by Port
trunk QUERY VLAN
VLAN ID ADD
REMOVE VLAN
Apply

13|

VLAN Static Membership by Port

Interface & poq l_j ™ Trunk l_;|

Guery |
Member Flon-termber
lan 1 Vian 2
e Add
Remaoue >3 ]
2
e 3 VLAN1 VLAN2
3

Switchiconfigl#interface ethernet 1/3
Switchiconfig—if #=switchport allowed wlan add 1
Switchiconfig—if »#=zwitchport allowed wlan remove 2
Switchiconfig—if 4

VLAN

VLAN VLAN
GVRP GARP
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®  GVRP——GARP VLAN

VLAN VLAN
[ ] GARP—— GARP
GARP
GVRP
° -
VLAN
VLAN BPDU GVRP  STP
[ ) PVID— VLAN ID
TRUNK
PVID
[ J -
VLAN
[ ] GVRP e GVRP
GVRP
GVRP GVRP
GARP E— VLAN
GARP e VLAN
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VLAN
® GARP —_— VLAN
VLAN
® trunk —_— trunk
VLAN trunk
[ —_ VLAN
—Access——
—1Q Trunk—— VLAN Trunk
Trunk
VLAN VLAN
PVID
Web—— VLAN  VLAN VLAN Trunk
Apply
VLAN Port Configuration i
Ingress Fikering|  Ensblad
o v et e | T | et malat” o |y
e} 3000y 16000}
L e L - e I T [Access =]
21 AL |MEnded| [0 o froon [Access =]
3 [z AL | W Enstled| [0 EX [eono [0 Tnk =] o
e 3 PVID 3
VLAN 1D GVRP GARP
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Trunk
Switch(config)#interface Ethernet 1/3
Switch(config-if)#switchport acceptableframe-types tagged
Switch(config-if)#switchport ingressfiltering
Switch(config-if)#switchport native vian 2
Switch(config-if)#switchport gvrp
Switch(config-if)#garp timer join 30
Switch(config-if)#garp timer leave 90
Switch(config-if)#garp timer leaveall 2000
Switch(config-if)#switchport mode trunk

Switch(config-if)#

VLAN
VLAN VLAN VLAN
VLAN
VLAN VLAN
VLAN
VLAN VLAN
VLAN VLAN
3 VLAN
VLAN VLAN
VLAN VLAN
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VLAN

VLAN
VLAN

® VLANID—

Primary VLAN——

[ ] PortsList——

Web —

VLAN
VLAN

Private VLAN/Private VLAN Information

ID 1-4094

VLAN

VLAN

VLAN ID

VLAN I0: |5 Fimaryian v

Frimary Ylan “lan O

Pons List

Uit 1. Port 4 Host
Urnit1, Pod & Host

Private VLAN Information

118
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VLANS 4 5
3
Switch#show vlan private—wlan
Frimary Secondary Tupe Interfaces
5 primary
5 & community
5 7 commUnity
Switch#
VLAN
VLAN VLAN VLAN
VLAN ID—— VLAN ID 1-4094
Type— VLAN
< Primary VLANs——
VLAN
< Community VLANsS——
®  Current— VLAN
Webh—— VLAN VLAN VLAN ID
Add
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Private VLAN Configuration

Cument; Hew:
5, Priman Wian

b Cormmunt,Aan cthdd | LA ID (1-4004)
Remove | Type Carnmunty 7|

=

e VLANS VLAN 6 7

VLAN

Switchiconfigl#vlan databasze
Switchiconfig-—vlani#private—vlan 5 primary
Switchiconfig—vlani#private—vlan & community
Switchiconfig—vlani#private—vlan 7 community
Switchiconfig—vlani#

VLAN
VLAN VLAN
® Primary VLAN ID— VLAN ID 1-4094
®  Association—— VLAN VLAN
) Non-Association—— VLAN VLAN
Webh—— VLAN VLAN
Non-Association VLAN
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VLAN VLAN

Private VLAN Association

Primary VLA 10: [ 7]

Asgociation, MorrAssociation

linong)

—_ VLANG6 7 VLANS

Switchiconfigl#vlan databasze
Switchiconfig-vwlanl#private-vlan 5 association &
Switchiconfig—vlan»#private-vlan § association 7
Switchiconfig—vwlani#

VLAN

VLAN VLAN TRUNK
VLAN

® Port/Trunk——
® PVLAN Port Type— VLAN
® Primay VLAN——

® Secondary VLAN—— VLAN
VLAN VLAN
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®  Trunk——Trunk

Web—— VLAN VLAN VLAN TRUNK
&
Private VLAN Port Information
Fort FVYLAN Pon Type Primary WLAN Secondary VLAN Trunk il
1 Mo
Mol
3 Pramizcuous £
d Hast i
5 Hast R =
—_— VLAN 5 VLAN 6
4 5 VLANG6 3
VLANS 4 5
3
Switch#show vlan private—vlan
Primary Secondary Type Interfaces
5 primary
5 = commUnity
5 7 commUnity
Switch#
VLAN
Web—— VLAN VLAN VLAN TRUNK
PVLAN VLAN
VLAN VLAN
Apply

122



BitStream3224TM*

=
Private VLAN Port Configuration
Fort FYLAN Pon Type Primary VLAN Secondary VLAN Trunk
1 [ Marme k| I_J ’_J
2 |Moma = ’__| ’__|
3 || Eromiscuous =] [6 -] [i =]
4 ||Host - ’_ml ’E_:-l
5 ||Host A [ [e -] -
—_— VLAN 5 VLAN 6
4 5 VLANG 3
VLANS 4 5
3

Switchiconfigi#interface ethernet 173

Switchiconfig-if )#=zwitchport mode private—vlan promiscuous
Switchiconfig-if Y#=zwitchport private—wlan mapping 5
Switchiconfig—if #exit

Switchiconfigi#interface ethernet 174

Switchiconfig—if }#=witchport mode private—wvlan host
Switchiconfig—if }#=zwitchport private—vlan host—association &
Switchiconfig—if )#exit

Switchiconfigi#interface ethernet 1/5

Switchiconfig-if )#=zwitchport mode private—vlan host
Switchiconfig-if )#=witchport private—wvlan host—association B
Switchiconfig—if 4

CoS
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|EEE 802.1p
8
Queue
0 1 2 3
1
2
& 3
&
2 2
o
5
f
4 WRR
WRR
® WRR—— 1 3 12 48 01 2 3
® Strict——
Web—— Priority QueueMode Apply
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Queue Mode

Quss Mode |t *J

Switchiconfig!#gueue mode strict

Switchiconfig!#

Trunk

Trunk
4 Trunk

Trunk 8
® Current— Trunk

New—— Trunk
1 1 13
2 1-2 13-14
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Trunk

3 1-4 13-16
4 57
5 56 17-18
6 5-8 17-20
7 9 21
8 9-10 21-22
9 9-21 21-24
10 25-26
Web—— Trunk, Trunk Configuration Trunk 1-4
ID ADD
Trunk Trunk Trunk Remove

Trunk Configuration |

Member List:

Larent Mew:

|Truric1, Unir] Pors

Trunkd, Uit Fit!?

M Trunk :|-4||_
Ramove .Elep [I(1J 3
e 5 17 Trunkl
Trunk Trunk
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Switchi{configl#interface port—-channel 1
Switchi{config—if r#port—group 1
Switchi{config—if #end
Switch#zhow interfacesz statusz port-channel 1
Information of Trunk 1

Bazic information:

Port type: 100TH

Macz addressi 00-30-F1-62-67-41
Configuration:

Mame §

Fort admin: Up

Speed-duplex: Auto

Capabilities: 10half. 10full, 100half. 100full.

Flow control: Disabled

Current status:

Created by: User

Link =tatus: Down

Operation speed-duplex: 10half

Flow control tyee: MHone

Member Port=: Ethls1l. Ethls13.
Switch#

SNMP

SNMP
SNMP
SNMP

SNMP
AccView HP OpenView
SNMP
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® SNMP Community Capability—— 5

® Community String——
SNMP

1-32
® AccessMode

< Read-Only—— MIB

< Read/Write—
MIB

Web——  SNMP, SNMP
Apply
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/ “ spiderman”

Switchiconfig!#smmp—server community spiderman rw
Switchiconfig!#

WEB

link-up-down

® Trap Manager Capability— 5

® Trap Manager IP Address——
® Trap Manager Community String——

SNMP
1-32

129
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SNMP Community Capability. 5
Cutrart [l
nitmie FW ) —
ke Kl cchid | Communty Sty apidamian
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® Enable Authentication Traps—— SNMP
Web—— SNMP, SNMP Configuration IP
ADD
Trap Managers: B
Trap Manager Capability: 5
Current Mew
.:n,ne)
“Add | (Trap Manager IP address 1011921
Remave | Trap Manager Community String [batman
Enable Authenication Traps: ¥ E

Switchiconfig}#zrmp—zerver host 10,1,19.23 hitway
Switchiconfig)#zrmp—zerver enable traps authentication

Web—— Statistics, Port Statistics Query
Refresh
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Port Statistics

Interfaca @& Dy m|  Trurik ml

Query

131

Interface Statistics: [

Hecened Octels 140535 Recered Unicast Packets 135

Raceved Mullicast Packets  Receired Broadcast 17
Packets

Recened [izcaned :

Packels .U Racered Lnknawn Fackets . i

Racewed Enors 0 Tiansmit Cctets 1695157

Trangmit Unicast Packats 1624 Trangmit bulticast Packets LoE]

Transimit Broadcast Fackets 2 Tiansmit Discarded Hacksts | I

Etherlike Statistics:

b]'i'gnmnm Ettars [ 0 Late Collsians 0

FCE Emarg | 0 Exceosie Callizons 0

Singla Colicion Framas | { :2!:3;:' WAG Transmi 0

ultiple Callisin Frames | [ .Camer Sense Emoes 0

SCE Test Znars | U Frames Too Long. I

Dg:f':rrqd Tean 4 i::ulii.:nll'a | EI !nllc :nql Mm Rm:giuc" Errnlr.:\ [I

RMON Statistics:

Crop Events 0 Jabbers i

Facenad Byles 147563 Calisions 0

Recened Frames (154 Byles Frames 1120

Broad st Frames I7 EE-127 Biytes Frames 157

Multicast Frames 0/128-258 Bytes Frames &

CRCA8hgnment Enors 025511 Bptes Frames 13

Undersize Frames 05121023 Bytes Frames & I

Dvetsize Frames 010241518 Btes Frames 0

Fragrments | 1] | =l
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e 1

Suitch#show interfaces counters ethernet 175
Ethernet 1/ 5
Iftable stats:
Octets input: 0. Octets output: &4
Urnicast input: 0. Unicast output: O
Discard input: O, Discard output: O
Error input: O. Error output: O
Urkrown protos imputy 0. Qlen output: O
Extended iftable stats)
Multi-cast input: O, Multi-cast outputs: 1
Broadcast input: 0. Broadcast output: O
Ether-like stats:
Aligrment errors: 0. FCS errors: O
Single Collision frames: O, Multiple collizion frames: O
SLE Test errorsi 0. Deferred transmizsions: O
Late collizions: 0. Excessive collisions: O
Internal mac transmit errors: 0, Internal mac receive errorsi O
Frame too longs: Q. Carrier sense errors: 0
Suymbol errorz: O
RHMOM statsi
Drop evert=s: 0, Octets: O, Packets: O
Broadcast pktsi 0, Multi-cast pkts: O
Undersize pkts: 0, Oversize pktz: O
Fragmentz: 0. Jabkersy O
CRC zlign errors: 0. Collisions: O
Packet size <= bd octetzi O, Packet =ize 65 to 127 octetsy O
Packet size 128 to 285 octets: 0. Packet size 256 to 511 octets: O
FPacket size 512 to 1023 octetsi O, Packet =size 1024 to 1518 octetsi O
Switch#

TRUNK

® Port/Trunk——

132



BitStream3224TM*

® Ratelimit Status——

® RateLimit (Percent)}—
10 Mbps 100M bps 100 Mbps

3 312K 3.12M 31.2M
625K 6.25M 62.5M

9 938K 9.38M 93.8M

12 1.25M 12.5M 125M

20 2M 20M 200M

40 aM 40M 400M

60 6M 60M 600M

80 8M 80M 800M

Web—— Rate Limit, Input/Output Rate Limit Port/Trunk Configuration

APPLY
&y : 4

Input Rate Limit Port Configuration
Poit Input Rate Limil Stalus Input Rate Limitjpercent Tiunk

| [Teebien v [

i | Diseh Hljj |

] Cnablzd ;I f

] .Er-.:u:.%l:'ld ] ||3

5 |Dissbied 7] | 9]
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—_— 3
3% 100Mbps 3.12Mbps 4
4-6% 100M bps 6.25Mbps

Switchiconfigl#interface ethernet 1/5
Switchiconfig-ifi#rate-linit input percent 3
Switchiconfig-if i#rate-linit output percent 3
Switchiconfig—if j#exit
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CLI
CLI
UNIX
1
guest guest
°
“ Switch#’
°
2
3 “oquit”  f exit”

135

Telnet

admin

“ Switch>”
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Uzer Access Verification

Uzername: adwin
Pazsuord?

CLI =eszion with the BitStream BS3224THM+ iz opened,
To end the CLI session, enter [Exitl,

Switch#
Tenet
Telnet IP
IP 1P
0 255
1P 10.1.0.1
10.1.0 1
Telnet IP
1P

SBwitchiconfigl#interface wlan 1

Bwitchiconfig-if)#ip address 192.168.1.5 255.295.255.0
Switchiconfig-if)#exit

Switchiconfigl#ip default-gateway 192.1658.1.254
Switchiconfig)#

IP
Telnet
1 Telnet IP
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2
“ Vty-0#"
“ Vy-0>"
3
4 “oquit” “oexit”
Telnet
Ueername: admin
Password:
CLI session with the host iz opened.
To end the CLI sesaion, enter [Exit].
Vty- o4
Telnet
CLI
“ show interfaces status
ethernet 1/5” show interfaces status ethernet
1/5 /
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Switchrenable
Pazsword:
Switch#show startup—config

Switchiconfig!#uszernane admin password O bitway

“ configure” “ config.”

Tab
log Tab
“ Ioggingn

help
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« om
“ show ? "
Switch#?
Exec commands:
clear Rezet functionsz
configure Enter configuration mode
Copy Copy from one file to another
delete Delete a file
dir List filesz on a filesystem
dizakhle Turt of f privileged commands
clot 1 Configure BOZ, 1x
exit Exit from privilege EXEC mode
help Description of the interactive help sustem
ip Internet protocol
ping Send echo meszages
ouit Exit a CLI session
reload Halt and perform a warm restart
shiow Show information
whichboot Determine boot files
Switch#

“

show interface?”

Switchrshow interface 7
counters Information of interfaces counters
status Information of interfaces status
switchport Information of interfaces switchport

« gor s

Switch#show =7
THmp spanning—tree startup—confiz  system
Switch#show =
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“ ”

no

logging
no logging

show history

EXEC ~ CONFIGURATION
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Class Made
Exec Mormal
Privilaged
Configuration* (Global
nterface
Line
YLAN
* EXEC
EXEC
GUEST
EXEC EXEC
ADMIN
ENABLE EXEC SWITCH
EXEC SWITCH#
EXEC

Uzer Access Verification

zername: admin
Pazsword;

CLI =e==ion with the BitStream BS3224TM+ i= opened,
To end the CLI session. enter [Exit],

Switch#
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Uzername: guest
Pas=sword:

CLI =eszion with the BitStream BS3Z24TM+ iz opened.
To end the CLI seszzion. enter [Exitl],

Switchrenable

Pazsword?
Switch#

copy running-config startup-config

° - hostname
snmp-server community

) —_ speed-duplex

negotiation
L — parity

databits

EXEC CONFIGURE
SWITCH#
Switch#configure
Switchiconfigl#
exit end
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EXEC
Mode | Command Prompt
Interface | interface {ethernat part | port-channe! id] ian i) Console(config-ifji
Ling line {cansalz | viy) Console(config-line#
YLAN vlan database Console(config-vlan)

EXEC

Switch{cunFié}#interFace ethernet 170

Switchiconfig—ifi#exit

Switchiconfigl#

TAB

Ctrl-A

Ctrl-B

Ctrl-E

Ctrl-F

Ctrl-P

Ctrl-U

Ctrl-w
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Command Group

Description

General

Basic commands for entering privileged access mode, restarting the
system, or quitting the CLI

Flash/File

Manages code image or swilch configuration files

System Management

Controls s
management

system passwords, user name, browser
ns, and a variety of other system information

Authentication

Cenfigures authentication for logon access using local or RADIUS
methods

SHMP Activates authentication failure traps; configures community access
slrings, and frap managers

Line Sets communication parameters for the serial port and Telnet, including
baud rate and console time-out.

P Configures the IP address and gateway for management access,
displays the default gateway, or pings a specified device

Interface Configures the connection paramelers for all Ethernet ports, aggregated

links, and VLANS

Rale Limiting

Sets the maximum rate for traffic transmitted or received on an interface

Address Table

Configures the address table for filtering specified addresses,
displaying current entries, chearing the table, or setting the aging time

Spanning Tree

Configures Spanning Tree settings for the switch

WLAN Configures VLAN settings, defines port membership for YLAM groups
PVLAN Enables or configures privale VLANS

GVRP and Configures GVRF settings that permit automatic VLAM learning
Bridge Extensi shows the configuration for bridge extension MIB

Priority Sets port priority for untagged frames, also sets the service weight for

each pricrity queue based on strict priority or Weighted Round Robin

Mirror Port

Mirrors data to another port for analysis without affecting the data
passing through or the performance of the monitored port

Port Trunking

Statically groups mulliple ports into a single logical trunk

NE(  EXEC)
PE(  EXEC)
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GC

IC

LC

VC VLAN

Enable NE
Disable PE
Configure PE
Show history NE PE
Reload PE
End EXEC GC IC LC VC
Exit any
Quit NE PE
Help any

? any
enable

enable[level]

level—
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0 EXEC 15
15
15
EXEC
° EXEC EXEC
super
® #
15 0
enable password
EXEC
Switchrenahle
Pazsworad:
Switch#
DISABLE
ENABLE PASSWORD
disable
EXEC EXEC
VDSL/

146
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EXEC

Switch#dizahle
Switch

ENABLE

configure

EXEC

VLAN
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Suwitch#configure
Switchiconfigl#

END

show history

EXEC EXEC

10

148
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Switch#show history
Exection command history:
enable

dizable

enable

show history

conf

show history

[l K R ) a3 ]

Configuration command history:
3 interface vlan 1

2 exit
1 exit

Switch#

EXEC EXEC

Switch# 2
Suwitch#conf
Switchiconfigl#

reload

running-config startup-config

EXEC
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Switch#reload
System will be restarted. continue <ydn>?

end

EXEC

VLAN

EXEC

Switchiconfig—if }#end
Switch#

exit
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Switchiconfig!#
Switchiconfig!#exit

Switch#exit

& CLI exit =zession

quit

QUIT

Switch#ouit

EXEC

% CLI exit ses=sion

FLASH/FILE

EXEC

Copy

TFTP

PE
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TFTP
Delete PE
Dir PE
Whichboot PE
Boot system GC
copy

TFTP

TFTP

TFTP

copy file {file | running-config | startup-config | tftp}
copy running-config {file | startup-config | tftp}
copy startup-config {file | running-config | tftp}
copy tftp {file | running-config | startup-config}
¢ file—

¢ running-config——

¢ startup-config—
*  tftp— TFTP
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EXEC
Factory_Default_Config.cfg
startup-config
®  BOOT ROM TFTP

BOOT ROM

TFTP

Switch#copy file tftp

Switchfile type:

1. cenfig: 2. opeode: <1-2s: 1
Source file name: startup
TETP server ip address: 10.1.0.9%%
Destination file name: startup.ol
TETP complated
succesa.

Switch#
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Switch#copy running-config startup-confilg
Startup configuration file name [test]: startup
Write to FLASH Programming.

Write to FLASH finish.

Success.

Switch#

Suitch#copy tftp startup-config

TFTP server ip address: 10.1.0.59

source configuration f£ile name: startup.ol
Startup configuration file name [startup]:
Write to FLASH Programming.

\Write to PLAZH finish.
Success.

Suitch#

delete

delete filename

filename——

EXEC

) BOOT ROM
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) “ Factory_Default_Config.cfg”
test
Switch#delete test
Switch#
dir
dir

dir [boot-rom | config | opcode [:Ffilename]]
boot-rom——BOOT ROM
config——

opcode——

® filename—

EXEC
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dir
Column Heading Description
fla nama [he name of the file.
fla type File types: Boot-em, Uparaton Code, and Canfig fle,
hartup Shows if this file iz used when the sysiem is started.
size [he length of the fle in bytes.
Switch#dir
file name file type startup size (byte’
cdiag Boot—Fom imagze Y 7592
runtine Operation Code Y TedeT2
Factory_Default_Config,ofz Config File Y 2536
startup Config File H 2367
Total free space: 933888
Switch#
whichboot
EXEC
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whichboot
Switch#whichboot
file name file type startup zize (byte)
diag Boot-Fom image i Tangz
runtime Operation Code i TEdeTZ2
Factory_Default_Config.cfg Config File ) 2536
Suitch#
boot system

boot system {boot-rom| config | opcode}: filename

4 boot-rom——B0OOT ROM

¢ config—
4 opcode—
Filename——
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Switchiconfig!#hoot =ystem configistartup

Switchiconfig)#

dir

whichboot

hostname

hostname name
no hostname
name—— ( 255

Switchiconfig!#hostname bitway
Switchiconfig!#
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username

no

username name {access-level level | nopassword | {0 | 7}
password

password}

no username name

B name——

[ 8 5
m  access-level level—
[ |

0 EXEC 15 EXEC
nopassword——
{0]7}—0 7

password password——

EXEC.
[ EXEC guest
ugarname acoess-level password
guest a gquest
admin 15 =
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TFTP

Switchiconfigl#username alan access-level 159
Switchiconfigl#username alan password O leaf
Switchi{configl#

Enable password

EXEC EXEC
NO

enable password [level level] {0 | 7} password
no enable password [level level]

level level—

[ ] 15

m {0]7})—0 7

H  password——

super
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° ENABLE EXEC

EXEC
° TFTP

Switchiconfigl#enable paszsword level 15 O admin
Switchiconfigl#

ENABLE

Ip http port
TCP NO
ip http port port-number
no ip http port
port-number —— TCP

1-65535

80
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Switchiconfigli#ip http port 709
Switchiconfig!#

IPHTTP SERVER

Ip http server

ip http server

no ip http server

Switchiconfigli#ip http =erver
Switchiconfigl#

IPHTTPPORT
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show startup-config

EXEC

) show running-config
°

—SNMP

—VLAN VLAN 1D

— VLAN

— VLAN IP

— TELNET
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saitchkshow stavcup-conf iy
boilding startup-confdg, please waib. .. ..

nsermans admin access-lavel 15
ussroaps adnin password 0 admin
usermaps guest accsma-level o

USEINADa guast password 0 Quast

én:.bln pa=eword lewvel 15 0 supsc

omnp comEumity public ko

AT compunlty private Tw

wlan databass

vlan 1 name pafaulcvlan medla erthernet sface accive

interfmsce sktherm=t 1/1

switchport alloved vlan add 1 untasged
swlktobgort oatlve wlan 1

intarface athernet 1/36
switchpert allowsd vlan add 1 untagged
awltahgert natlve wlan 1

interface wlan 1
ip address 19.1.0.1 255,255, 255.0

lima switch

t1ine wEr

snd
maibzhi

SHOW RUNNING-CONFG

Show running-config

164



BitStream3224TM*

EXEC

) show startup-config
°

—SNMP

—VLAN VLAN 1D

— VLAN

— VLAN IP
— TELNET
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gwltoh4ehow Tunning-config
Enilding rurming-sonfilg, plaass wait.. ..

annp-parver communlcy privace v
ANnp-geryer communicy pablic ro

udetname admin acoesd-lavel 15
ugername adnin password T Z123ZC2RTASTASATIIRS9A0EAR01TCR
ussrname guest accass-lavel o
UARENAME QUeRTt pasaword T 048034140486 T0sEaodf seo508kh4
enable paseword lewel 15 7 1bazilssscebbTalfveaeddfzrdasaca

vlan databies
¥lan 1 name pefaultvlan nedla ethernet state actlve,

intarface sthernet 171
awitshpork allowed wlan add 1

switchpork nakive wlan 1
switchport mods access

interface vlano 1
ip address 10.1.0.1 2ZI5.J55.355.0

lipe awltch

'iim vy

show startup-config

show system
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EXEC EXEC

Switch#show =ystem

System description: Intelligent Management Switch

System OID string: 1.3.6.1.4.1,13157,1.2.1.,14

Syztem information

Syztem p time: O dayz, 0 hours,. 3d minutes. and 50,12 seconds

System Mame 1 bitway

Sysztem Location + CHONE]

Syztem Contact + CHOME]

MAC address + 00-30-F1-68-67-40
keb =erver + enable

Wekh zerver port =

POST result

——— Performning Power—-0n Self Tests (POSTY —
UART Loopback Test.uiieisrsrvssssssssssAS3
Flash Memory Checksum Test.....vcveve...PASS
CPU Self Test,.vsvrervrrssrranrrserrssnrs PASS
MPCBEO clock Timer and Interrupt TEST, . PASS
WatchDog Timer and Interrupt Test,......PASS
1 E S S R rn C o s o BB E 06 OB B E B e O 00 DO B E A TR
ACD Chip TeSt..vsrrssnrrrrrsssarrsrrass PSS
Switch Driver Initialization,...........PASS
T2 RAM Test . rssivnssrsnssnrsnsassasa PASS
Switch Internal Loopback Test ..........PRS5S

DOME

Switch#

show users
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EXEC EXEC

[T

Switch#show uszers
Uzername accounts?
Uzername Privilege

acnin 15
guest 0]
Online users:
Line Uzertame Idle time (himis) Remote IF addr.,
* 0 console admin 0300200
Switch#
show version
EXEC EXEC
®  Serial Number ——
® HardwareVerson—
® Number of Ports —
® Module Type —
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® Main Power Status ——

Switch#show version
dnitl

Serial number
Hardware version

4 o+

Module A type +1000Baze—LX-5C SMF
Module B type +1000Baze—SH-5C MMF
Humber of ports 126

Main power status up

Agent. (mazter}

Unit id 11

Loader verzion 1,.0,0,3

Boot rom wersion 1,.0,0,3

Operation code version 31,0,3.3

Switch#

RADIUS RADIUS
RADIUS RADIUS

Web

authentication login

NO

authentication login {[local] [radius]}

no authentication login
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® radius—— RADIUS

® local —

Switchiconfigl#authentication login radius
Switchiconfig!#

USERNAME——

radius-server host

RADIUS NO

radius-server host host_ip_address
no radius-server host

host_ip_address - IP address of server.

Switchiconfig!#radius—=server host 192,168.1.25
Switchiconfigl#
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radius-server port

RADIUS NO

radius-server port port_number

no radius-server port

port_number—— RADIUS UDP
1-65535

1812

Switchiconfig!#radius—=server port 181
Switchiconfig!#

radius-server key

RADIUS NO

radius-server key key_string
no radius-server key
key_string——
20
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Switchiconfigl#radiuz—=server key alan
Switchiconfigl#

radius-server retransmit

NO

radius-server retransmit number_of retries
no radius-server retransmit
number_of_retries—— RADIUS
1-30

Switchiconfig!#radiuzs—server retranzmit 5
Switchiconfigl#

172



BitStream3224TM*

radius-server timeout

RADIUS

radius-server timeout number_of_seconds
no radius-server timeout
number_of_seconds——

1-65535

Switchiconfig!#radius—=server timeout 10
Switchiconfig!#

show radius-server

RADIUS

EXEC
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Switch#show radius—szerver

Remote radius server configuration:

Server IP address: 192,168.1.25
Communication key with radius server: alan
Server port number: 1381

Fetransmit times: 5

Fequest timeout: 10

Switch#

SNMP

SNMP

snmp-server community

NO

snmp-server community string [ro]rw]
no snmp-server community string

¢ string— SNMP

® ro— MIB

® rv——

MIB
® PUBLIC—
MIB
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® PRIVATE—
MIB

SNMP-SERVER COMMUNITY SNMP
SNMP-SERVER COMMUNITY SNMP

Switchiconfig!#smmp-=erver community alan ruw
Switchiconfigl#

snmp-server contact

NO

snmp-server contact string
no snmp-server contact
string— 255
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Switchiconfig!#smmp—server contact leaf
Switchiconfigi#

snmp-server location

snmp-server location

NO

snmp-server location text
no snmp-server location

text—

Switchiconfig!#srmp-zerver location bhitway
Switchiconfig!#

SNMP-SERVER CONTACT

snmp-server host
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snmp-server host host-addr community-string
no snmp-server host host-addr
¢ host-addr—
¢ community-string——
snmp-server host

snmp-server community

snmp-server host

SNMP snmp-server host
snmp-server host snmp-server host snmp-server
enable traps snmp-server enable traps

SNMP
snmp-server enable traps snmp-server host

snmp-server
enable traps

Switchiconfig!#smmp—server host 10,.1,19.232 alan
Switchiconfigi#
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snmp-server enable traps

snmp-server enabletraps

NO SNMP

snmp-server enable traps [authentication | link-up-down]
no snmp-server enable traps [authentication | link-up-down]
¢ authentication—
¢ link-up-down——

link-up-down

snmp-server enable traps

SNMP
snmp-server enable traps
snmp-server enable traps snmp-server host
snmp-server host SNMP

snmp-server host
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MIB

MIB snmp-server enable

traps

Switchiconfig!#smmp-zerver enable traps link-up—down
Switchiconfig!#

SNMP-SERVER HOST
Show snmp
SNMP
EXEC EXEC
SNMP
SNMP snmp-server enabletraps
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Switch#shon snmp
Sysztem Contact: leaf
Syztem Location: bitway

SHMP traps:
Authentication: enable
Link—up—dowun: enable

SHMF communities:
1, alan. and the privilege iz read-write
2, private. and the privilege i= read-write
3, public, and the privilege is read-only

0 SHMP packets input
Bad SHMF wversion errors
Unknown community name
Illegal operation for community name supplied
Encoding errors
Humber of reguested variakbles
Humber of altered variables
Get—reqguest. PIUs
Get—rext. POl=
Set-request PIUs
0 SHMP packets output

0 Too big errors

0 Mo =uch name errors

0 Bad walues errors

0 General errors

0 Responze FPOU=s

0 Trap FDUs

oo oo oo D

SHMFP logging: enabled
Logging to 10,1,19.23
Switch#

VT100
TELNET
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line

line {console | vty}

m  console——
" vty—
TELNET

Switchiconfigl#line console
Switchiconfig-linei#

show line

show users
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login

NO

login [local]
no login

local — username

Switchiconfig-linei#login local
Switchiconfig-line#

username
password

password

NO
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password {0 7} password
no password
e {0|7}—0 7
®  password——
8 32

Switchiconfig-liner#password O bhitway
Switchiconfig-liner#

login
password-thresh

exec-timeout

NO timeout

exec-timeout seconds

no exec-timeout

CLI:
Telnet: 10
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TELNET
® TELNET

2

5witch{CDnFié—line}#exec—timeuut 120
Switchiconfig-linei#

passwor d-thresh

NO
password-thresh threshold
no password-thresh

threshold——
1-120
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5

Switchiconfi é—line K #hassw ord-thresh o
Switchiconfig-linei#

silent-time

slent-time

silent-time seconds

no silent-time

0

Switchiconfig-linel#=zilent—tine &0
Switchiconfig-line#

password-thresh
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databits

databits {7 | 8}

no databits

o 77— 7
® g— 8
8
7

Switchiconfig-linei#databits 8
Switchiconfig-line#

parity

parity

NO
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parity {none | even | odd}

no parity
® none—
® even—
® odd—

MODEM

Switchiconfig-liner#parity none
Switchiconfig-linei#

speed

NO

speed bps
no speed
bps——
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9600, 57600, 38400, 19200, 115200 bps

9600bps

57600bps

Switchiconfig-linel#speed 9600
Switchiconfig-linei#

stopbits

NO

stopbits{1]| 2}
e 1—1
e 22—

2

Switchiconfig-liner#stophits 1
Switchiconfig-line»#
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show line

show line [console | vty]

® console ——
o vty —
EXEC EXEC

Switch#show line

Console configuration:
Pazsword threshold: 5 times
Interactive timeout: 120 =ec
Silent time: B0 =sec
Baudrate: 9600
Datahit=: 8
Parity: none
Stophits: 1

VYiy configuration:
Pazzword threshold: 3 times
Interactive timeout: 600 sec
Switch#
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IP
IP
ip address
1P NO 1P
ip address {ip-address netmask | bootp | dhcp}
no ip address
¢ ip-address—IP
¢ netmask— IP
¢ bootp—— BOOTP 1P
¢ dhcp—— DHCP
IP 0.0.0.0
255.0.0.0
VLAN
[ ) 1P
IP DHCP
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1P IP 0 255
IP
[ BOOTP  DHCP BOOTP  DHCP
IP 1P
) ip dhcp restart
BOOTP  DHCP
VLAN IP
VLAN VLAN
1P VLAN 1P 1P
VLAN
VLAN 1

Switchiconfigi#interface vlan 1
Switchiconfig—if)#ip addres=s 192,168,1.5 255,255,255,0
Switchi{config—if#

ip dhep restart

ip dhcp restart

BOOTP  DHCP

EXEC
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DHCP 1P
) BOOTP  DHCP

Switch({configl#interface vlan 1

Switchi{config-if)#ip add dhcp

Switchi{config-ifli#end

Switch#ip dhcp restart

Switch#show ip interface
IF address and netmask: 0.0.0.0 255.0.0.0 on YLAM 1,
and address mode: DOHCP.

Switch#

ip address

ip default-gateway

NO
ip default-gateway gateway

no ip default-gateway

gateway—— IP
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Switchiconfigl#ip default-gateway 10,1,0,204

show ip redirects

show ip interface

EXEC

Switch#show ip interface

IFP address and netmask: 192,168,1.5 266,2585,255,0 on YLAN 1.
and addreszs mode: User specified.

Suitch#

show ip redirects

show ip redirects
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EXEC

Switch#show ip redirects
ip default gateway 0,0,0,0

ip default-gateway
ping
1CMP
ping host [count count][size size]
¢ host—IP IP
¢ count—
¢ size—
EXEC EXEC
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PING
L g 1 10
* _ no answer from host
'S -
'S -
) Esc PING

Syitch#ping 10.1.0.9
Type E2C to abort.
PING to 10.1.0.5, by & 32-byte payload ICMP packets, timecut iz © seconds
response time: 10 ms
response time: 10 ms
response time: 10 ms
regponse time: 10 ms
response time: 0 ms
Ping statistice for 10.1.0.9:

t packets transmitted, S packets received (100%), 0 packets lost [0%)
Approximate round trip times:

Minimum = 0 me, Maximum = 10 ms, Average = & ms

Switch¥

interface

VLAN
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interface

TRUNK

inter face interface

no interface port-channel channe-id

interface
L 2 unit/port
—unit— 1
—port—
L 2 channel-id

4 VLAN vlan-id

25

Switchiconfigl#interface ethernet 1/25
Switchiconfig—if I#

description

NO
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description string
no description

string——

1-64

25

Switchiconfig!#interface ethernet 1725
Switchiconfig-if l#description bituay
Switchiconfig—ifI#

speed-duplex

NO

speed-duplex {1000full | 100full | 100half | 10full | 10half}

no speed-duplex

¢ 1000full— 1000Mbps
¢ 100full— 100Mbps
¢ 100half— 100Mbps
¢ 10full— 10Mbps
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¢ 10half— 10Mbps
100BASE-TX 100half 100BASE-FX
100full Gigabit 1000full
° speed-duplex

no negotiation
° negotiation

capabilities

5 100Mbps

Switchiconfig!#interface ethernet 1/5
Switchiconfig—if l#spesd-duplex 100half
Switchiconfig—if I#no negotiation
Switchiconfig—if  #

negotiation
capabilities
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negotiation
NO
negotiation
no negotiation
o capabilities
speed-duplex
flowcontrol
) RJ-45 auto-MDI/MDI-X

11

Switchiconfigl#interface ethernet 1511
Switchiconfig—if M#negotistion
Switchiconfig—if  #

capabilities
speed-duplex

199



BitStream3224TM*

negotiation

capabilities

NO

capabilities {1000full | 100full | 100half | 10full | 10half
| flowcontrol |symmetric}

no port-capabilities [1000full | 100full | 100half | 10full
| 10half |flowcontrol | symmetric]

¢ 1000full— 1000Mbps
¢ 100full— 100Mbps
¢ 100half— 100Mbps
¢ 10full— 10Mbps

¢ 10half— 10Mbps

¢ flowcontrol—

¢ symmetric—

10half, 10full, 100half, 100full
® CGigabit 1000full
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5 100half 100full
Switchiconfigl#interface ethernet 1/5
Switchiconfig—if l4capabilities 100half
Switchiconfig—if y#capabilities 100full

Switchiconfig-ifi#capabilities flowcontral
Switchiconfig—if 1#

negotiation
speed-duplex

flowcontrol

flowcontr ol

NO

flowcontrol

no flowcontrol

IEEEB02.3X
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) flowcontrol no flowcontrol
no negotiation

) negotiation capabilities

“ flowcontrol”

5

Switchiconfigl#interface ethernet 175
Switchiconfig—if i#flowcontrol
Switchiconfig—if I#no negotiation
Switchiconfig—if »#

negotiation
capabilities

shutdown

NO

shutdown

no shutdown
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5

Switchiconfigl#interface ethernet 145
Switchiconfig—if »#shutdown
Switchiconfig—if 4

switch broadcast per cent

NO

switchport broadcast percent level
no switchport broadcast
level— 6%-20%

6%
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3 20%
Switchiconfigl#interface ethernet 173

Switchiconfig—if y#=zwitchport broadocast percent 20
Switchiconfig—ifI#

clear counters

clear countersinterface
interface

®  ethernet unit/port

—unit— 1
—port——
® port-channel channd-id 1-4
EXEC
5

Switch#clear counters ethernet 175
Switch#

show interfaces status
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show interfaces status interface
interface
* unit/port
—unit— 1
—port—
4 channel-id 1-4
¢ VLAN vian-id 1-4094

EXEC EXEC
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Switch#show interfaces statuz ethernet 1753
Information of Eth 1/3
Bazic information:
Port typce: 100TH
Mac address: 00-30-F1-68-67-43
Configuration?
Hame
Port admin: Up
Speed-duplex: Auto
Capabilities: 10half. 10full. 100half. 100full .
Broadcast storm: Enabled
Broadcast storm limit: 20 percent
Flow control: Dizabled
Current status:
Link status: Down
Operation speed-duplex: 10half
Flew control type: Mone
Switch#

show interfaces counters

show interfaces counters interface

interface—— unit/port
- unit— 1
- port—

EXEC EXEC
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Switch#show interfaces counters ethernet 1/7
Ethernet 1/ 7
Iftable stats:
Octets input: 0. Octets output: O
Unicast input: 0. Unicast output: O
Dizcard input: O, Discard output: O
Error input: Q. Error output: O
Urknown protos input: O, Qlen output: O
Extended iftable stats:
Multi-cast input: O, Multi-cast output: O
Broadcast imput: O, Broadcocast output: O
Ether-like stats:
Aligrment errorst 0. FCS errors: O
Single Collision frames: O, Multiple collision frames: O
SUE Test errors: 0. Deferred transmissionsi O
Late collisions: O, Excessive collisions: O
Internal mac transmit errors: 0, Internal mac receive errorsi O
Frame too longs: 0. Carrier szenze errors: O
Sumbol errorsi 0
RMOM stats:
Drop events: O, Octets: Q. Packets: O
Broadcast phktsi 0, Multi-cast pktsy O
Urdersize pkts: 0, Oversize pktz: O
Fragmentzt 0, Jabbers: 0
CRC align errorst 0. Collizions: O
Packet size 4= b4 octets: O, Packet size 65 to 12¥ cctetsi O
Packet =ize 128 to 255 octetsy 0. Packet size 256 to 511 octetsy O
Packet =ize 512 to 1023 octetszy O, Packet szize 1024 to 1518 octets: O
Switch#

show interfaces switchport

show interfaces switchport [interface]

interface

* unit/port
—unit— 1
—port—
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L 2 channel-id

EXEC EXEC

2

Switch#show interfaces switchport ethernet 152
Information of Eth 1/2

Broadzast threshold: Enshled,. & percent
Ingress rate limit: Di=shled

Egress rate limit: Dizabled

YLAM membership mode: Access

Ingress rule: Dizabled

Acceptable frame type: ALl frames
MHative WLAM: 1

Priority for untagged traffic: 0

Gurp status: Jizabled

Allowed Ylan: 1ius.

Forbidden Ylan:z

Private-vlan mode: HOME

Private—vlan host—association: MOME
Private—vlan mapping: HOME

Switch#
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Switch#show interfaces switchport ethernet 173
Information of Eth 1/3

Broadoast threshold: Enabled. 20 percent
Ingress rate limit: Disakled

Egress rate limit: Di=abled

VLAM membership mode: Access

Ingress rule: Diszabled

Acceptable frame type: ALL Frames

Mative WLAM: 1

Priority for untagged traffic: ©

Gurp statusz: Dizabled

Allowed Ylan: 1dul,

Forbidden Vlan:

Private-vlan mode: MHOME

Private-vlan host-azszociation: HNOME
Private-vlan mapping: HOME

Switch#

rate-limit

NO

rate-limit {input |input } percent percent

no rate-limit input

® input—
® output—
®  percent—

209



BitStream3224TM*

10 Mbps 100M bps 100 Mbps
3 312K 3.12M 31.2M
6 625K 6.25M 62.5M
9 938K 9.38M 93.8M
12 1.25M 12.5M 125M
20 2M 20M 200M
40 am 40M 400M
60 6M 60M 600M
80 8M 80M 800M
2 10Mbps
100Mbps 3.12Mbps

5witch{CDnFié}#interFace ethernet 1,2

Switchiconfig—if y#rate-limit input percent 3
Switchiconfig-ifi#rate-linit output percent 3
Switchiconfig—if 1#
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mac-addr ess-table static

NO

mac-address-table static mac-address{interface| discard} [action]

no mac-address-table static mac-address [discar d]

mac-address—MAC
interface
€  ethernet unit/port
—unit— 1
—port—
€ port-channel channel-id ( 1-4)
discard——

action

—dedete-on-reset——

—permanent——

VLAN
MAC

211



BitStream3224TM*

Switch(config) $mac-address-table static 00-20-29-94-34-de athernet 1/1
vlan 1 deleta-on-reset
Suitch(config)#

clear mac-address-table dynamic

EXEC
Switch#clear mac—address—table dynamic

Switch#

show mac-addr ess-table
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show mac-addr ess-table [addr ess mac-address [mask]] [interface
interface
[vlan vian-id] [sort {address | vlan | interface} ]
® mac-address—MAC
® mask—
® interface
€  ethernet unit/port

—unit— 1
—port—
€ port-channel channel-id ( 1-4)
vian-id——VLAN ID 1-4094
sort—— VLAN
EXEC
® MAC MAC

—Delete-on-reset——
) 8191
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Switch#show mac—address—table
Interface Mac Address Type

Switch#

mac-addr ess-table aging-time

NO

mac-addr ess-table aging-time seconds

no mac-addr ess-table aging-time

300

5witch{CDnFié}#mac—address—table aéing—time 100
Switchiconfigl#

show mac-addr ess-table aging-time
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EXEC

Switch#show mac—address—table aging—time
Aging time: 100 zec,
Switch#

STA
STA

Spanning-tree

NO STA

spanning-tree

no spanning-tree
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Switch {CDnFié K #sf:vanni ng—tres
Switchiconfigl#

spanning-tree forwar d-time

spanning-tree forward-time seconds
no spanning-tree for war d-time
¢ seconds—
* 4 [(maxage/?2) +1]

15
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Switchiconfig!#spanning—tres forward-time 20
Switchi{config!#

spanning-tree hello-time

spanning-treehello-timetime
no spanning-tr ee hello-time
¢ seconds—— 1-10

* 10 [(maxage/2) +1]

Switch {CDnFié K #sf:vanni né—tree hello-time 5
Switchiconfigl#

spanning-tree max-age
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spanning-tree max-age seconds

no spanning-tr ee max-age

¢ seconds— 6-40
* 6 [2 x (hello-time + 1)]
* 40 [2 x (forward-time - 1)]
20
STA

Switchiconfig!#spanning—tree max—age Z0
Switchiconfigl#

spanning-tree priority

NO
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spanning-treepriority priority
no spanning-tree priority
¢ priority—

32768

STA
MAC

0-65535

Switch {CDnFié E #shanni né—tree 'pri ority G000

Switchiconfig!#

gpanning-tr ee cost

spanning-tree cost cost
no spanning-tree cost
cost—

- 50-600
- 10-60
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- 3-10

—_— 100 95 trunk 90
19 18 trunk 15
—_— 4 trunk 3

Switchiconfigl#interface etherret 175
Switchiconfig—if M#zpanning—tres cost 5O
Switchiconfig—if #

Spanning-tree port-priority
NO
spanning-tree port-priority priority
no spanning-tree port-priority

¢ priority— 0-255

128
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Switch(config)#interface athernat 1/5
Syitch(config-1f) #spanning-tree port-priority o
Switch{config-if) 4

spanning-tree cost

spanning-tree portfast

NO

spanning-tree portfast

no spanning-tree portfast
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STA

Switchiconfigl#interface ethernet 1/5
Switchiconfig—if #spanning—tree portfast
Switchiconfig—ifI#

show spanning-tree

show spanning-tr ee [interface]

interface
[ | unit/port
-unit— 1
-port—
m  port-channel— ID
EXEC
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Switch#show zpanning-tree ethernet 1711
Bridge—group information

Spanning tree protocol +IEEE Std 802,10
Spanning tree enablefdizable renable

Priority +40000

Hello Time (zec,) sl

Max Age (sec.? 120

Forward Delay f{=ec.? 120

Dezignated Root +A 0000, D0E0F 1686740
Current root port 0

Current root cost 0

Number of topology changes +0

Last. topology changes time {sec,):3417

Hold times (zec,) :1

Eth 1/11 informstion

Admin status + enzble
STA =tate t broken
Fath cost + a0
Priority 128
Dezignated cost 0
Dezignated port 128,11
Dezignated root ¢ G000, DOE0F 1686740
Dezignated bridge T G000, DOE0F 16386740
Fazt forwarding t dizable
Forward transitions ¢
Switch#
VLAN
VLAN
VLAN
VLAN VLAN

vlan database

VLAN
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° VLAN DATABASE VLAN
SHOW VLAN
° INTERFACE VLAN VLAN

SHOW RUNNING-CONFIG

5witch{CDnFié}#ulan databasze
Switchiconfig—vlani#

SHOW VLAN

vlan

VLAN NO
VLAN

vlan vlan-id [name vlan-name] media ethernet [state {active

| suspend}]
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no vlan vlan-id [name | state]
¢ vlan-id— VLAN 1D
¢ name——VLAN
® vlan-name——1 32 ASCII
® media Ethernet—
® state——VLAN
-active——VLAN

-suspend——VLAN VLAN
VLAN1
VLAN
[ no vlan vlan-id VLAN
) no vlan vlan-id name VLAN
) no vlanvlan-idstate VLAN
® VLAN1
® 127VLAN
VLAN-1D 105 RD5 VLAN VLAN

Switch{configi#vlan databasze
Switchiconfig—vlani#ulan 105 name 105 media ethernet
Switchiconfig—vlani#

SHOW VLAN
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interface vlan
VLAN

interface vlan vlan-id
vlan-id—— VLAN ID 1-4094

VLAN 1 1P
VLAN

Switchiconfig—if r#ip address 192,168,1,254 255 ,206,205,0
Switchiconfig—if %

SHUTDOWN

switchport mode

VLAN NO

switchport mode{trunk | access}
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no switchport mode
¢ trunk— VLAN trunk
trunk
VLAN

€ access——

PVID VLAN 1

switchport acceptable-frame-types

1 trunk

Switchiconfigl#interface ethernet 1/1
Switchiconfig—if I#=witchport mode trunk
Switchiconfig—if I#

switchport acceptable-frame-types

NO

switchport acceptable-frame-types {all | tagged}

no switchport acceptable-frame-types
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¢ all—
¢ tagged—
°
VLAN

1

Syitchiconfigl#interface ethernst 171

Switchiconfig—if }#switchport acceptable-frame—types tagged
Suitchi{config—if 4

switchport ingressiltering

NO

switchport ingress-filtering

no switchport ingress-filtering
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VLAN
VLAN VLAN
° VLAN
° BPDU VLAN GVRP  STA

BPDU VLAN GMRP

1

Switchiconfigl#interface ethernet 1/1
Switchiconfig—if l#=zwitchport ingress—filtering
Switchi{config—if 1#

switchport native vlian

PVID NO
switchport native vlan vlan-id
no switchport native vlan

vlan-id— VLAN 1D 1-4094

VLAN 1

) VLAN 1 PVID VLAN
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VLAN 1
VLAN PVID
° all
hybrid PVID

1 PVID VLAN 1

Switchiconfigl#interface ethernet 171
Switchiconfig—if M#=switchport native wlan 1
Switchiconfig—if  #

switchport allowed vlan

VLAN NO

switchport allowed vlan {add vlan | remove vlan}
no switchport allowed vlan

¢ add vlan— VLAN

¢ remove vlian— VLAN

VLAN 1
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° TRUNK
VLAN
(]
o VLAN
VLAN
VLAN
VLAN
° VLAN VLAN
1 VLGAN1 2 5 6 VLAN

Switchiconfig) #interface ethernet 1/1
Switchiconfig-if) #switchport allowed vlan add 1 tagged
Switchiconfig-if) #switchport allowed vlan add 2 tagged
Switchiconfig-if) gewitchport allowed vlan add 5 tagged
Switchiconfig-if) #switchport allowed vlan add & tagged
Switchiconfig-if) 4

switchport forbidden vlian

VLAN NO VLAN

switchport forbidden vlan {add vlan | remove vian}
no switchport forbidden vian

¢ add vlan— VLAN 1D

¢ remove vlian— VLAN 1D
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VLAN VLAN
[ VLAN GVRP
[ VLAN VLAN
VLAN
1 VLAN105

Switch (c:DnFié t#interface ethernet 171
Switch{config—if M#=witchport forbidden vlan add 105
Switchi{config—if '#

show vlan

VLAN

show vlan [id vlan-id | name vlan-name]
4 id—VLAN ID

-vlan-id—— VLAN ID 1-4094
4 name——VLAN

- vlan-name——ASCI | 1 32
VLAN
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EXEC EXEC
VLAN 1
Switch#show vlan id 1
VLA Type MHame Status Portz/Channel groups
1 Static Defaultilan Active Ethl/ 1 Ethl/ 2 Ethls 3 Ethl/ 4 Ethl/ 5

Ethl/ & Ethl/ 7 Ethl/ 8 Ethl/ 9 Ethl/10
Eth1/11 Ethl/12 Eth1/13 Ethl/14 Eth1/15
Ethl1/16 Ethl/17 Ethl/18 Eth1/19 Ethl/20
Eth1/21 Eth1/22 Eth1/23 Eth1/24 Eth1/25

Ethl/26
Switch#
VLAN
VLAN
VLAN
VLAN
VLAN
VLAN
VLAN
1 private-vian VLAN
VLAN
2. private-vlan association VLAN
VLAN
3. switchport mode private-vian
VLAN
4. switchport private-vlan host-association

VLAN
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5. switchport private-vlan mapping VLAN
6. show vlan private-vlan
pvlan
VLAN NO
VLAN
private-vlan vian-id { community | primary}
no private-vlan vian-id
¢ vianid—— VLAN ID 2-4094
¢ community——VLAN
¢ primary—VLAN VLAN
VLAN
VLAN
° VLAN VLAN® "
) VLAN
VLAN GVRP VLAN
® VLAN TRUNKED

“ switchport mode”
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Switchiconfigi#ulan database
Switchi{config—vlani#private-vlan 2 primary
Switchi{config—vlanl#private-vlan 3 community
Switch{config—wlani#

Switchiconfig-vlani#

private vlan association
VLAN VLAN NO
private-vlan primary-vlan-id association { secondary-vian-id |

add secondary-vian-id | remove secondary-vian-id}

no private-vlan primary-vian-id association

® primary-vian-id—— VLAN ID 2-4094
®  secondary-vlian-id—— VLAN ID
2-4094
VLAN
VLAN VLAN
VLAN
VLAN
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Switchiconfig—vlani#private—vlan 2 association 3
Switchiconfig—vlani#

switchport mode private-vian

VLAN NO

switchport mode private-vlan { host | promiscuous}

no switchport mode private-vian

¢ host— VLAN
VLAN
VLAN
4 promiscuous— VLAN
VLAN
VLAN
VLAN VLAN
VLAN
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Switch{configl#interface ethernet 172

Switchi{config-if }#=witchport mode private-vlan promiscuous
Switchiconfig—if J#exit

Switchiconfigi#interface ethernet 173

Switchi{config—if }#=witchport mode private-vlan host
Switchiconfig—if #

switchport private-vlan host-association

VLAN NO

switchport private-vlan host-association secondary-vian-id
no switchport private-vlan host-association
secondary-vlan-id—— VLAN ID 2-4094

VLAN

Switchiconfigli#interface ethernet 1/3
Switchiconfig=if }#switchport private—vlan host—association 3
Switchiconfig—if %
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switchport private-vlan mapping

VLAN NO

switchport private-vlan mapping primary-vian-id
no switchport private-vian mapping

¢ primary-vian-id—— VLAN ID 2-4094
VLAN VLAN
VLAN

Switchi{config)#interface ethernet 172
Switchiconfig—if r#switchport private-vlan mapping 2
Switchiconfig—if i#

show vlan private-vlan

VLAN
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show vlan private-vlan [community | primary]

¢ community—— VLAN
VLAN

¢ primary— VLAN

EXEC

Switch#show vlan private-wlan

Primary  Secondary Tupe Interfaces

2 primary Ethls 2

2 3 community Ethls 3
Switch#
GVRP
GVRP VLAN VLAN

VLAN
GVRP, MIB

switchport gvrp
GVRP NO
switchport gvrp

no switchport gvrp
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GVRP switchport mode TRUNK

Switchiconfigl#interface etherret 171
Switchiconfig—if M#switchport gurp
Switchiconfig—if  #

switchport mode

show gvrp configuration
GVRP

show gvrp configuration [interface]

interface

* unit/port
-unit— 1
-port—

¢ port-channel — ID
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EXEC EXEC

Switch#show gyrp configuration ethernet 1.7
Eth 1/ 73
Gurp configuration: Disabled

garp timer

NO

garp timer {join | leave | leaveall} timer_value
no garp timer {join | leave | leaveall}
¢ {join | leave | leaveall}—

¢ timer_value—

20
6
100

° GVRP  GMRP
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GARP
GMRP  GVRP

VLAN GVRP

—leave >= (3 x join)

—Ileaveall > leave
2 GVRP

Switch (config) #interface ethernet 1/1
Switch (config-if) garp timer join 100
Switch (config-if)4

show garp timer

show garp timer

GARP

show garp timer [interface]
interface
° unit/port
-unit— 1
-port—

® port-channel— ID
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GARP

EXEC EXEC

Switch#show garp timer ethernet 171
Eth 1/ 1 GARFP timer statu=s:
Join timer: 20 centiszeconds
Leave timer: B0 centiseconds
Leaveall timer: 1000 centiseconds

GARPTIMER
bridge-ext gvrp
GVRP NO

bridge-ext gvrp

no bridge-ext gvrp

GVRP
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VLAN

Switchiconfig!#hridge—ext ourp
Switchiconfig!#

show bridge-ext

EXEC

“ Displaying Basic VLAN Information”
Extension Capabilities’

Switch#show bridze—ext
Max =support vlan numbers: 127
Max support wlan ID: 4094

Extended multicast filtering services:

Static entry individual port: Yes
YLAM learning: SWYL

Configurable PVID tagging: Yes
Local WLAM capasble: Ho

Traffic classzes: Enakled

Global GVRP status: Enabled

GMREF ¢ Dizakled

Switch#
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4 Cos

gueue mode

queue mode{strict | wrr}

no queue mode
® strict—
o wr—— WRR 1 3 12 48 COS

01 2 3
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Switchiconfig!#guene node strict
Switchiconfigl#

show queue mode

EXEC

Switch#show gueus mode

Hrr ztatus: Disashled
Switch#

port monitor

NO

port monitor interface [rx | tx | both]
no port monitor interface
® x—
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®  tx—
¢ both——

6

Switch{cnnFié}#interFace etherret 1711
Switchiconfig—if Mport monitor ethernet 176 both
Switchiconfig—if i#

show port monitor

show port monitor [interface]

EXEC
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RX TX RX/TX

6 11

Switchiconfigl#interface etherret 1711
Switchiconfig—if Mport monitor ethernet 1756
Switchiconfig—if i#end

Switch#show port monitor

Port Mirroring

Destination portilisten port?:Ethl 11
Source portimonitored portl  :Ethl/ B

Made tRHATH
Switch#
trunk
trunk CISCO
4  trunk 1000MBPS
4GBPS
paT-group
trunk NO

port-group port-group-number

no port-group
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port-group-number —— 1-10

1-2

1-4

5-6

5-8

9-10

O |0 | N[ojga | |W|IN |-

9-12

=
o

25-26

no channel-group TRUNK
no interfaces port-channel TRUNK

TRUNK1 1 13

Switchiconfigl#interface port-channel 1
Switchi{config—if )#port—group 1
Switchi{config—if 1#
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1 Telnet Web SNMP
® IP
[ VLAN VLAN 1
)
)
) Telnet Telnet
® VT100 8 1
9600bps
) null-modem B
3
®
—_ BOOT-ROM
RS232 TFTP SNMP
RS232
TFTP Web
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TFTP
PC XModem

1 PC null-modem
RS232

DB-9

9600

<ESC>

[1]Image Update

[2]2yatem Parametera

[3]Change Baud rate

[4]Do all the following Test
[E]Teating the System SDRAM

[e]MBC 8t0 internal clock Timer and Interrupt Tast
[7]WATCHDGG Timer and Interrupt Test
[3]ACD chip Teat

[9]awitch Loopback Test

[G]oto System

ReB[0]ot Again

Enter Selaction:

<3>

<5> 115200

5 9600 19200 38400 57600 115200
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Enter Sslectiom: 3

Change main conscle baudrate :
[0] Quit

[1] @500 Dps

[2] 18200 bps

[3] 38400 bps

[4] 57600 bps

[5] 115200 bps

8 PC 115200

9 <1>

10 Windows “ Transfer” “ Sendfile...” ,
Xmodem “ Browser”

Xmodem file send

11 “ Update Image File’ <r>
<d>

12 32

13
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Image download at Baudrate [115200]. Pleasze Change your setting
imodem Recelving start ::
Image downloaded to buffer

[Rluntime
[D] iagnostic
[L]oader (Warning: you sure what vou are doing?)
Update Image File:T
Funtime Image Pilename : acd
Updating file system.
File aystem updated.
Please change your Baudrate to default then press any key to contimue

14 PC 9600
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DB-9

PC

Pin 1

)

)

Pin 9

DB9
EIA Circuit | CCITT Signal | Description Switch's DBY | PC DBY
DTEPin#  |DTEPn#
BA 10 RxD (Received Data) 2 2
GA 103 TxD (Transmitied Data) 3 3
AB 102 SGND (Signal Ground) ] ]
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PC 9 DTE
Switch's 9-Pin Serial Port | Null Modem PC's 9-Pin DTE Port
2RXD e LI B 3TID
im0 | ) J— > 2RXD
bSGND | SGND 55GhD
PC 25 DTE
Switch's 9-Pin Serial Port | Null Modem PC's 25-Pin DTE Port
2RND LI 210
o e RID e > JRXD
) SGND e 7 SGND
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