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Introduction & Getting Started 

This document consists of administrator user instructions for Fusion EMM Software. The document assumes 
that Fusion EMM Software is already installed as per the instructions provided in the Installation manual.  
 
Fusion EMM is a web based remote management application for managing client devices. 
 
Fusion EMM enables administrators to manage or monitor the following networked devices:  
 

 Portable Tablet Computing Devices  

 Mobile Phones  

 Handheld Data Acquisition Devices  

 

Fusion EMM can manage and monitor devices consist of following types of operating systems: 

 iOS 

 Android 
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Login to Fusion EMM 

1. Open the web browser. 

Enter the URL in the format: http ://< server IP address/ Host name> 

 
If using SSL, enter the URL in the format:  https://<server HOST NAME only> 

 

2. Select language from dropdown. After selection, respective language will be effective on Fusion EMM 

server. 

3. In User Name, enter the default user name admin. 

4. For both user names, in Password enter the default password admin. 

5. Click Log in. 

 

 

 

 

 On Login Screen, flag indicates the browser language 

 To log in to Fusion EMM subsequently, you need to create a new user through 
the  Configuration Setup feature of Fusion EMM. 

 When User keeps server idle  for 30 minutes,  user get session out/ sign out  
message on server. 

 If browser gets closed accidently after user login then user gets release within 1 
Min. 
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For information about creating a new user, see “Creating a User"” in “Configuring Fusion 

EMM”.  

 

When you login in to Fusion EMM for the first time, dialog boxes to change password and configure company 

information with default group name, as shown below, are displayed. 

 

After successful authentication, the Home (Device Manager) page is display. 

 

 

 On Toolbar flag indicates the browser language. 

 Next to flag, selected language name will be viewed. 
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Understanding the Interface 

The home page displays the devices, device groups, and status of newly created tasks. You can also create 

new tasks using Fusion EMM’s commands and functions, and use the icons and menus to navigate Fusion 

EMM. 

 

Devices Tree 
The devices tree displays devices registered in Fusion EMM. It enables you to create groups to place the 

managed devices in a logical order. 

Devices are displayed at the group level and at the device or terminal node level. You can add, edit or delete 

groups and subgroups; and configure their settings in the devices tree. 

At the highest level of the devices tree, the company name is display by default. Below the company name is 

the name of the specific site of the company. 

The default group is display below the site name. When devices are discovered and enrolled for management 

in Fusion EMM , they are automatically registered into the default group. You can create other groups, in 

addition to the default group, under a site. 

You can also add subgroups to a group. The subgroups added are listed under the group in the devices tree. 
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You can add client devices to a group or to a subgroup. The devices are listed under the respective group or 

subgroup. 

In the example, the device tree hierarchy is display as: 

1. Company: VXL Instruments Limited  

2. Site: VXL  

3. Group: Default and VXL Group 

4. Subgroup: New subgroup 

5. Devices: 192.168.1.169, 192.168.1.244 and 192.168.2.78. 

 

The company, site and default group name is as per the company information entered when you first log in to 

Fusion EMM . The number of subgroups you can add to a group is also limited by the group level you have 

entered at the time of initial Fusion EMM  log in. 

The default group name (Default) and group level (10) displayed in Company Information at the time of the 

initial log in can be changed if required. 

 

For more information about the devices tree, see "Working with the Devices Tree." 
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Group View 

 

The group view displays the devices in a group along with the MAC address, IP address, Host name and similar 

details for each device. 

Device List View 

 

If you resize the screen,some columns may not be displayed. 
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To view device details in columns not shown in the table, click . 

 

 

From the group view, you can select multiple devices and apply a setting to all the 
selected devices.  
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To choose the columns to view in the group view 

 

1. In the area above the table, click . 

2. Select the check boxes for the columns to view. 

3. To view details of columns that are not displayed in the table, click  in the first column next to the 

MAC Address column. 

4. To view details of a specific device, in the MAC Address column, click MAC address of the required 

device. 

The device details are displayed below the table. 

 

Applying Settings to Multiple Devices 

From the group view, you can select multiple devices and apply a setting to all the selected devices. 

 

Context Menu 

Right click on any device/ group /Site context menu option shows, which include, 
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SITE: 
 

 Add Group  

 Arrange Nodes:  

 IP address  

 Mac Address 

 Host Name 

 

 

Group / Node:  

 

 Group Management ( only for node) 

 Add Subgroup 

 Edit Group 
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 Delete Group 

 Remote control tools 

 Sync Inventory 

 Send Message/ ALL 

 Lock Device / ALL 

 Shadowing 

 VNC 

* Some settings are Restricted to node and vice versa. 

Working with Remote Control 

Remote control enables the administrator to remotely control functions such as, locking, shutting down, and 

restarting devices in a group. 

From the group view/ Device List view, you can manage the remote control functions described below. 

Function Description 

Synchronizing inventory Sync data for the all devices in a group 

Sending messages Send a messages to client devices in a group 

Move to We can move selected client to group in which we want to move. 

To administer the functions remotely, right-click in the table in the group view. 

 

Select and apply the required remote control function. 
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For information on applying remote control functions , see the following sections in 
"Working with Remote Control" in “Working with the Devices Tree”. 

 Synchronizing Inventory 

 Sending Messages to Devices 

Viewing Operating System Profile 

You can view the operating system profile for the devices in a group. 

The information displayed is specific to the operating system. For example, the information displayed for an 

Android system is different from the information displayed for a iOS system. 

To view the profile details 

1. In the devices tree, select the required group. 

 

2. The Group Information panel for the group consists of default data set for group. 

3. The Group Information tab is selected by default.  

  

 To view the iOS or Android operating system profile, click on respective Profile tab 

open          

 Default group Information displayed on group information tab 

 Group Type, Total devices, policy count, pending task, Total off device etc. 
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 In OS type (Android/iOS) tab default module settings displayed. 

 Default and applied settings displayed in green and red indicator for all OS. 

 

  

Group Information: Policy Count 

1. Settings applied on group, number of settings get displayed on policy count. 

2. Click on Policy count, applied policy popup displayed. 
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3. Click on Delete button to cancel Action performed on group. 

4. Click on Close to close popup. 

Pending Task Activity Details 
Tasks awaiting completion are listed in Pending Task Activity Details. 

 

For information on pending tasks , see the "Monitoring Tasks" in “Working with the Task 
Manager in Android”. 

Toolbar 
Icons on the toolbar enable you to navigate to other pages within Fusion EMM , check for notifications and to 

log out of Fusion EMM . 

Icon Description 

 
Device Manager 

 
Menu Hide/Open 

 
Discovery  

 
Task Management  
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Asset Management  

 
Reports and Audit Logs  

 
Configuration Setup 

 
Log out 

 
VNC Notifications 

 
Maximize screen 

 
Expand Screen 

 
Minimize screen 

 
Collapse Screen 

 
Advanced Filter 

 

Right Menu 
The menu on the right side of the home page enables you to access all functions of the device configuration 

modules. 

Depending on the hierarchy level selected in the devices tree, the right menu displays various functions. 
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 Right menu of devices tree for Android: 

 

 Right menu of devices tree for iOS: 

 

InfoBar 
The Info Bar displays a summary of the devices.  

 

Details displayed in the Info Bar include: 

     Company Name 

 Site Name 

 Group name 

 Total number of devices in the group 
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 Devices with an ON status 

 Devices with an OFF status 

 Schedules pending execution 

 Group settings: Custom, IP, Domain group or Subnet. 

Understanding the Dashboard 

The dashboard provides a graphical overview of Fusion EMM such as status of tasks, devices by operating 

system and software installed on the devices and status of the monitored devices.  

To view the dashboard 

 On the right menu, click Dashboard. 

 

 

To view details of any displayed parameter displayed on the dashboard, click the number 
against the required parameter. 

 

Understanding Common Operations 

Some operations are common across Fusion EMM . This section describes these commonly used operations. 
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Showing or Hiding Table Columns 

 

1. In the area above the table, click . 

2. The list of columns as shown in the example below is display. 

 

3. Select or clear the check boxes to show or hide columns as required. 

Configuring Filters 
You can add filters to select the details to view from a table. You can also edit or delete the filters added. 

 

Device Manager search filter are now saved user wise. 
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Adding a Filter 

 

1. In the area above the table, click . 

2. The Add Filter button is display. 

 

3. Click Add Filter. 

4. The Advance Filter dialog box is display. 

 

5. In Filter Name, enter a name for the filter. 

6. In the Column Name list, select the required column. 
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7. In the Condition list, select the required filtering condition. 

8. The text box to enter the filter parameter is display. 

9. Enter the required parameter. 

10. You can add additional filter criteria. 

11. To add a filter criterion, click  

 

12. Enter details for the criterion added. 

13. Click Apply. 

14. To view the newly added filter, click . 

15. The added filter is display. 

 

Editing a Filter 
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1. In the area above the table, click . 

2. The filter(s) are displayed. 

 

3. Click the edit button  for the filter to edit. 

 

4. In Advance Filter, change the filter details as required. 

5. Click Apply. 

Deleting a Filter 

 

1. In the area above the table, click . 

2. The filter(s) are displayed. 
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3. To delete a filter, click the delete button . 

Exporting Data to PDF 

 

1. To export data in pdf format, click button. 

2. Open or save the file. 

Exporting Data to Excel 

 

1. To export data in excel format, click  button. 

2. Open or save the file. 
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Printing Displayed Details 

 

1. In the area above the table, click  to print displayed data. 

Customizing the Table View 
You can select the number of entries to display in a table. 

To select the number of entries to display 

 In the drop-down list below the table, select the required number of entries. 

 To navigate through the displayed list of entries, click the arrows. 

 

 

Scheduling Tasks 
You can execute tasks immediately or schedule them for execution later. 
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 To execute tasks immediately, select the Execute Now schedule type. 

 To execute tasks later, select the Execute Later schedule type. 

 Execute later functionality not applicable for iOS device. 

 

 

Logout from Fusion EMM 

 On the tool bar, click the LogOut button under the username.    
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Working with the Devices Tree 

The left pane of the Device Manager or home page is the devices tree. It displays devices registered in Fusion 

EMM  at the group level and at the device or terminal node level. 

 

The devices tree enables you to manage groups and configure their settings. Settings applied to a group are 

applied by default to all devices within the group. 

 

Although the devices tree is not limited in size and can contain any number of hierarchical 

levels, adding too many levels can make the system unmanageable. 

The devices tree displays the following hierarchy: 

1. Company   

2. Site  

3. Group  

4. Devices or Terminal Nodes  

In the example, the hierarchy is display as: 

1. VXL Instruments Limited (company) 

2. VXL (site) 

3. Default (group) 

4. 100.97.62.163, 192.168.0.102, etc. (devices or terminal nodes) 

The company name is display at the highest level of the devices tree. The company site name displays below 

the company name.  
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The default group is placed below the site name. When devices are discovered and enrolled for management 

in Fusion EMM, they are automatically registered into the default group. You can create other groups, in 

addition to the default group, under a site. 

You can also add subgroups to a group. The subgroups added are listed under the group in the devices tree. 

You can add client devices to a group or to a subgroup. The devices are listed under the respective group or 

subgroup. 

 

To move a device from one group to another, drag the device to the destination group. 

 

The symbols and colors displayed against the devices in the tree view indicate various operating systems and 

status of the devices. 

Symbol Description 

 Device is ON. 

 Device is OFF. 

 The device uses a Android operating system. 

 The device uses an iOS operating system. 

 

In the devices tree, you can add, edit or delete groups and subgroups; and configure their settings. 

Adding a Group 

You can add groups at the site node of the devices tree. 

1. To add a group 

2. In the devices tree, right-click the site node. 

3. Click Add Group. 

4. Enter a name for the new group. 
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The new group cannot have the same name as an existing group. For example, if you try 

to create a group with the existing group name then it will give error as “Group already 

exists.” 

Working with the Node View 

You can view devices in the devices tree by IP address, MAC address or host name. 

To select the devices, display view 

1. In the devices tree, right-click the site node. 

2. Select Arrange Nodes. 

3. Select IP Address, MAC Address or Host Name as required. 

The group nodes in the devices tree are arranged based on this selection. For example, if you select the IP 

Address option the nodes are displayed according to their IP addresses. 

 

Similarly, if you select MAC Address or Host Name, the nodes are displayed accordingly. 

Context Menu  

While some group settings can be configured before devices are registered in Fusion EMM , some settings 

must be done after the registration of devices. 

Working with Groups Before Device Registration 

Configuring Group Settings 

The administrator can set the subnet or range of IP addresses to list in a group. When registered, the devices 

will be automatically assigned to the group. 
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To manage group settings 

1. In the devices tree, right-click the Site Node. 

2. Click Add Group. 

3. In Add Group, in Create Group by, select Custom, Subnet, Domain or  IP Range. 

 

 

Creating Group with Custom Settings 

Any device, irrespective of its IP range or Subnet, can be registered under this group. 

 

Creating Group by Subnet 

Devices that belong to a subnet can be registered under one group. 
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To create a group by subnet 

1. In Enter Subnet textbox, enter the subnet. 

2. Select Add the clients from Default group only or Add the clients from Default and User defined 

groups. 

a. If you select the Add the clients from Default group only option, then only devices which is 

present in the default group and matches the subnet criteria will be added into this group. 

b. If you select the Add the clients from Default and User defined groups option, all the 

devices which is present on the server and matches the subnet criteria will be moved into 

this group. 

3. Click Save. 

The Saved successfully message is display. 

Creating Group by IP Range 

When you create a group by IP range, devices with IP addresses that fall within the specified range are listed 

under this group. 

To create a group by IP range 
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1. In Enter from IP and Enter to IP textbox, enter the required IP range. 

2. Select Add the clients from Default group only or Add the clients from Default and User defined 

groups. 

3. Click Save. 

The Saved successfully message is display. 

Creating Group by Domain group  

1. In Enter Domain name. 

2. Enter credentials of domain server. 

3. Click Save. 

The Saved successfully message is display. 

 

 

 

 In the subnet group, only the sub group with type as IP-Range can be added. 

 In the IP range group, only the sub group with type as IP range can be added. 

 In the Domain group, only the sub group with type as Custom can be added. 

Adding a Subgroup 

 You can organize the devices listed in a group into various subgroups. 
 On adding any subgroup then all the settings of the parent group get inherited to the added 

subgroup. 

To add a subgroup 

1. In the devices tree, right-click the group node. 

2. In Group Management, click Add Subgroup. 

3. Enter a name for the new subgroup. 

Editing a Group 

You can edit a group name as well as the group type. 

To edit a group 
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1. In the devices tree, right-click the group node. 

2. In Group Management, click Edit Group. 

3. Edit the group name. 

Group Edit Policy 

1. Group with type IP Range can be edited and converted to type Custom, Subnet or Domain Group. 

2. Group with type as Subnet can be edited and converted to type as Custom, IP Range or Domain 

Group. 

3. Group with type as Domain Group can be edited and converted to type as only custom. 

Based on the conversion, the devices will gets moved to their respective group if they fall within the defined 

condition of any group present in the tree if not they will get moved to default group.   

Deleting a Group 

1. In the devices tree, right-click the group node. 

2. In Group Management, click Delete Group. 

Are you sure you want to delete? 

Prompts display. 

 

3. Click OK. 

 

A group cannot be deleted if it is in use. 

Working with Groups After Device Registration 
Some group settings can be configured when devices are registered in Fusion EMM  and listed under the 

group node. 

With device user can able to access some common features as without device listed below: - 

 Edit Group 

 Delete Group 

 Add Sub Group 
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Drag-and-Drop Overview 

Node Drag Drop: 

 Node drag and drop feature control enables users to drag and drop tree nodes. 

 Dragging and dropping of nodes can be performed within the same group or between two different 

groups. 

 You can also specify the inheritance operations to be performed based upon the option selected for 

the client inheritance settings in the general configuration. 

 By default, the inheritance setting is “Never”. 

 

Group Drag Drop: 

 Group drag and drop feature control enables user to drag and drop group within the tree. 

 Dragging and dropping of group can be performed only between groups of type custom. 

 When we try to move the group, which is in, use then it show message the group cannot be moved, 

group in use. 

 You can also specify the inheritance operations to be performed based upon the option selected for 

the group inheritance settings in the general configuration. 

 By default, the inheritance setting is “Never”. 

 If the group inheritance settings selection is always when we drag drop the group or group along with 

nodes the settings gets inherited to group as well as nodes present in the group which is being 

dragged. 

 If the group inheritance settings set to Selection, when we drag drop the group with or without 

devices then it will ask for the confirmation whether the parent group settings need to be inherited 

to group or to both group as well as devices. 

 If the group inheritance settings set to Never, when we drag drop the group it will move the group 

without inheriting the parent group settings to the groups, which is being moved. 

Working with Remote Control 

Remote control enables the administrator to remotely control functions such as capturing device data, 

sending a message in a group. 

Synchronizing Inventory 

Inventory synchronization enables the administrator to acquire details of all devices in a group. 

To synchronize inventory 

1. In the devices tree, right-click the group node. 

2. In Remote Control, select Synchronise Inventory. 
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3. Select the required Schedule Type. 

4. Click Apply. 

The Request for settings update processed message is display. 

Sending Messages to Devices 

You can send messages to all devices in a group at the same time. 

To send messages to all devices 

1. In the devices tree, right-click the group node. 

2. In Remote Control, select Send Message All. 

 

3. Enter the required details. 

4. Click Apply. 

The Request for settings update processed message is display. 

Locking Devices 

You can lock all the devices in a group. 

To lock the devices 

1. In the devices tree, right-click the group node. 

2. In Remote Control, select Lock Computer All. 
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3. Select the required Schedule Type. 

4. Click Apply. 

The Request for settings update processed message is display. 

Applying Shadowing VNC 
In shadowing VNC, Fusion EMM  sends an instruction to the device that it needs to VNC. Two secure channels 

are then created by the device and administrator’s browsers to the Fusion EMM server. The channels are then 

combined to provide the VNC access. An administrator can open multiple secure channels. 

To apply shadow VNC 

1. In the devices tree, right-click the group node. 

2. In Shadowing, select VNC. 

3. In the VNC dialog box, click Apply. 

 

If the settings are successfully applied to a device, it implies that that the device is connected to the 

network.  

 

User should have resolved the browser error by installing the certificate. 

VNC password should be set on group. 

Shadowing VNC only applicable for Android. 
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4. After applying setting, IP address of that client will get list out in VNC Notification . 

5. After task applied successfully status on VNC notification changes from Pending to Active state. 

6. If click on cancel button, then setting goes failed with reason “User permission denied” and client IP 

address gets removed automatically from VNC notification list. 

 

 

To access the VNC of a device, in VNC Notifications, click its IP address and proceed to provide remote 

assistance. 

 

Before applying shadowing VNC, user have to install VMLite & keep proper setup as per given 

below: 

1. Install ‘VMLite VNC Server’ on device from Play Store by using Google account (Find app in to MyApp 

list -> Purchased App).  

2. After installation is complete, open VMLite VNC Server app -> Go to Settings icon (Gear icon on top) -

> Change VNC port value 5901 to 5900. 

3. Install "VMLite Android App Controller" software on any Windows system. (This will help to start 

VMLite VNC Server for selected device.) 

4. Connect the Android device via USB to Windows system where "VMLite Android App Controller" is 

installed. 
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5. Follow on-screen instructions shown on VMLite Android App Controller software: 

     (a) Enable USB debugging on your Android device by going to: 

        Settings > Developer options > USB debugging or 

        Settings > Applications > Development > USB debugging 

     (b) Connect your Android device to this PC with USB cable. 

     (c) Click the ‘Start VMLite VNC Server’ button. 

6. On successful configuration, on device “Server is running" message is shown. 
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7. After the above message, user can remove the connected Android device from Windows system and 

can be able to take VNC via VNC viewer or by browser by using the URL provided. 

 

Working with Devices 

You can also configure settings for a single device from the devices tree. To access device settings, in the 

devices tree, right-click the device or terminal node. The configuration settings for a single device are similar 

to the configuration settings for a group.  

At the device level, you can configure settings for the functions mentioned below. 

 

Function Description 

Synchronizing inventory Sync all data for a device 

Sending messages Send a message to a single client device 
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Function Description 

Locking the device Lock a device from the server 

Applying shadow VNC Apply VNC to a device 

 

 

Please refer to the group configuration settings and similarly configure the device 

settings.  
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Configuring Fusion EMM 

The configuration setup functionality enables you to: 

1. Apply the setting and operations performed on an individual client to a group of clients, or to another 

client. 

2. Create a template of the settings, and deploy it across the group or node. 

To open the Configuration Setup page 

 1. Click Views   on the toolbar. Select Configuration Setup  

The Fusion EMM details are displayed. 

 

Managing Users 

User Management enables you to create and manage organization or customer details, user roles, user group 

and users in Fusion EMM . 

In User Management, you can search, create, edit, and delete user related parameters. 

Working with a Company Profile 
You can configure customer details such as company, site and default group name, and group level. These 

details display in the devices tree on the Device Manager page. 
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Editing Company Details 

 

User can edit the company details only if no group(s) or node(s) exists in the devices tree. If 
a new group is created, or a new client is discovered in the server and listed in the devices 
tree, the option to edit Company Details becomes disabled.   

To edit the company profile 

1. Expand the right menu. 

2. Click Configuration Setup, then click User Management, and then click Customer. 

a. The Company Details section is display. It displays the company information entered when 

logging in to Fusion EMM Server for the first time.   

 

 

For information about entering company details when you login in to Fusion EMM  for 

the first time, see the “Login to Fusion EMM” section in “Getting Started”. 

3. Change company details as required. 

4. Click Save. 

Working with User Roles 
The User Role enables you to search, create, modify and delete user roles; and assign access rights to a user. 

You can assign a user the following access rights for a particular module: 

1. Full Access: user has full access rights to apply settings, and manage or cancel tasks in the application. 

2. Read Access: user has the right to only read or view the settings applied. 

3. No Access: user has the right to only view the client device or Fusion EMM  information. The user has 

no management rights. 

Creating a User Role 

1. Expand the right menu. 

2. Click Configuration Setup, then click User Management, and then click User Role. 
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3. Under Details, click New Role. 

 

4. On the New User Role tab, enter the Role Name and Description. 

5. Click Save. 
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6. On the Permissions tab, select the applicable check boxes to provide access rights for the module(s) 

to the user role. 

7. Click Save 

The Saved successfully message is display. 

Editing a User Role 

1. Expand the right menu. 

2. Click Configuration Setup, then click User Management, and then click User Role. 

 

3. In the Actions column, click Edit for the user role to edit. 

 

4. On the New User Role tab, change the user role details as required.  

5. Click Save. 
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6. On the Permissions tab, change the user role details as required.  

7. Click Save. 

The Saved successfully message is display. 

Deleting a User Role 

1. Expand the right menu. 

2. Click Configuration Setup, then click User Management, and then click User Role. 

 

3. In the Actions column, click Delete for the user role to delete. 

4. Are you sure you want to delete the record? Prompt is display. 
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5. Click OK. The successful user role deletion message is display. 

Searching a User Role 

1. Expand the right menu. 

2. ClickConfiguration Setup, then click User Management, and then click User Role. 

3. In the Search section, in Role name, enter the role name or description, for example, No Access, 

Read or Full Access.  

4. Click Search. 

The required role is display. 

 

Working with User Groups 
The User Group enables you to search, create, edit, and delete user groups, and to assign a user role to the 

user group. 

Creating a User Group 

Expand the right menu. 

Click Configuration Setup, then click User Management, and then click User Group. 
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1. Under Details, click New Group.  

 

2. On the New User Group tab, enter the user group name. 

3. Click Save. 

4. On the User Role tab, in the Select column, select the user role(s) to assign to the user group. 

5. Click Save. 

The Saved successfully message is display. 

 

Editing a User Group 

1. Expand the right menu. 
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2. Click Configuration Setup, then click User Management, and then click User Group. 

3. In the Actions column, click Edit for the user group to edit. 

4. On the New User Group tab, change the details as required. 

5. Click Save. 

6. On the User Role tab, change the details as required. 

 

7. Click Save. 

Deleting a User Group 

1. Expand the right menu. 

2. Click Configuration Setup, then click User Management, and then click User Group. 

 

3. In the Actions column, click Delete for the user role to delete. 

4. Are you sure you want to delete the record? Prompt is display. 
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5. Click OK. 

Searching a User Group 

1. Expand the right menu. 

2. Click Configuration Setup, then click User Management, and then click User Group. 

 

3. In the Search section, in User Group, enter the user group, for example, No Access, Read or Admin. 

4. Click Search. 

The required user group is display. 
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Working with New Users 
New User enables you to create various users for the Fusion EMM  application, and to assign a group to a 

user. 

Creating a User  

1. Expand the right menu. 

2. Click Configuration Setup, then click User Management, and then click New User. 

 

3. Under Details, click New User.  

 

4. To configure the user settings for a specific user in a domain, select the Domain User check box. 

5. In the User Name and Password text boxes pane, enter the domain administrator’s user name and 

password. 

6. Click OK. 
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a. When you enter the username and password details, a list of domain users becomes 

available in the Domain User Name list.  

 

7. In the Domain User Name list, select the single user name or multiple user names for which the 

Fusion EMM  application is to be configured.  

 

 

If the Domain User check box is not selected, follow the steps listed below to create 
a new user. 

8. Enter the mandatory details—User Name, First Name, Last Name and Email Id— and other details as 

required. 

9. Click Check User Availability to confirm if the selected user name is available. 

b. If the user name exists in the application, the User already exists message is display. 

c. If the user name does not exist in the application, the User name available message is 

display. 

10. Select the Enabled check box to enable the user to log into the Fusion EMM  application. 

 

If the Enabled check box is not selected, the user is unable to log in to the application. 

11. In the Group list, assign the group to enable the user to access the features of the application as 

applicable. 
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12. Click Save. 

Searching a User  

1. Expand the right menu. 

2. Click Configuration Setup, then click User Management, and then click New User. 

 

3. In the Search section, in User name, enter the user name, full name, group name or email ID to 

search a record. 

4. Click Search. 

The required user is display. 
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Working with Mailer Engine Configuration 

The Mailer Engine Configuration enables you to set up automatic email of reports to user email ids. 

Prerequisites:

 

1. Correct SMTP server details must be provided.  

2. Antivirus software installed on the client should allow the sending email from the SMTP port. 

 

 

Configuring the SMTP Server 
1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration. 
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3. On the SMTP Server Configuration tab, enter the required details. 

4. Test Connection Use to check whether Configure SMTP server proper or not. 

5. Click Save. 

 

 

The SMTP server settings saved successfully message is display. 

 

 Port number indicates the outgoing Port number 

 If Enable SSL checkbox is checked then mail server going to be accessed by 
HTTPS. 

 If it is not checked then it can be accessed by HTTP. 

 If Attach .csv check box is checked then reports in the format of .csv get attached 
to the mail. 

 

Configuring Contact List 

Add 

1. Expand the right menu. 
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2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration. 

3. Click on Contact List tab 

 

 

4. Click on image  to add Contact/ group. 

5. User able to add single/group contact records to mailer configuration. 

 

 

6.  Click on Add Contact to add single contact form gets open. 

7. Add all mandatory fields. 

8. Click On SAVE. 

9. Settings saved successfully message displayed. 

10. This Contact list displayed in Mailer Configure as a recipient data. 
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 Automatic import of email id of Fusion EMM users, domain users in the mailer 
contact list. 

 

 

11. Add group where User able to store multiple recipient data and able to select that particular group at 

time of mailer configure. 
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12. Click on SAVE. 

13. Group added successfully. 

 

Edit 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration. 

3. Click on Edit image . 

 

4. Click Edit button to edit existing contacts or group contacts. 

5. Click Save.  

 

The Record Saved successfully message is display. 

 

Delete 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration. 



 

Fusion EMM :  User Guide Page 60 of 295 

3. Click on delete image . 

 

4. Click Delete for the contact to delete. Are you sure you want to delete the record? Prompt is display. 

 

5. Click OK. 
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 Enable/ Disable functionality only available for Groups. 
 Group name displayed in color. 
 Group name does not contain first name as single contact. 

 

Enable/ Disable Mailer Group 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration. 

3. User able  to activate and deactivate the existing mailer Logs and mailer groups by selecting 

 /  image respectively. 

4. User able to Active or Inactive only groups, For single contact Active / Inactive feature not displayed. 

 

 

 

5. To inactive group, click on ,  Are you sure you want to Disable? Prompt is display. 
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6. To Active group  click on  , Are you sure you want to Enable? Prompt is display. 

 

7. Click OK. 

 

 

Configuring Mailer group 

Adding a mailer group 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration then click Mailer group 

3. Click on Add image . 
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4. Enter all required fields. 

5. The Email type, Report type, Subject, and Title details are populated by default. 

6. In Set time, enter the time to schedule the email. 

7. In the Email contents, select the applicable check boxes for the logs to include in the email. 

8. In Contact details, select the recipient(s) to add to Recipient, CC Recipient and BCC Recipient 

addresses. 

9. Click Save. 

10. Auto email setting saved successfully. 

 

 

Editing a mailer group 

6. Expand the right menu. 

7. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration. 

8. Click on Edit image . 
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9. Click Edit for the contact to edit. 

10. In the Name column, edit the contact name. 

11. Click Save.  

12. Auto email settings saved successfully message displayed. 

 

 

Deleting a mailer group 

6. Expand the right menu. 

7. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration. 

8. Click on delete image . 
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9. Click Delete for the contact to delete. Are you sure you want to delete the record? Prompt is display. 

 

10. Click OK. 

 

Enable/ Disable Mailer Configure 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine 

Configuration. 

3. User able to activate and deactivate the existing mailer Logs and mailer groups by selecting 

 /  image respectively. 

 

 

 

4. To inactive group, click on ,  Are you sure you want to InActive? Prompt is display. 
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5. To Active group click on  , Are you sure you want to Active? Prompt is display. 

 

6. Click OK. 

 

Working with the Repository 

You can create, edit, and delete repository connections. Additionally, you can configure the repository to view 

connections and details of the connections such as connection name, repository type, SSL type, the server’s 

upload IP, the agent’s download IP, username, folder path. 

Creating a New Repository Connection 
1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Repository. 
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3. On the Repository Connections tab, in View Connections, click New Connection. 

 

4. In Connection Name, enter a name for the connection. 

5. In the Repository Type, select the type of repository. 

6. In IP For Server, enter the upload IP for the server. 

7. In IP For Agent, enter the download IP for the agent. 

8. In the FTP SSL Type list, select the required SSL file transfer type. 

9. In Folder Path, enter the required path to the root folder. 

10. In User Name and Password, enter the administrator's FTP credentials. 

11. To make the connection the default connection, select the Default check box. 

12. To validate the connection to the server, click Validate Connection. 

13. Click Save. 
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Uploading a File 

 

 

 HTTP, CIFS, FTP and FTPS connections can be created in repository manager. 
 For HTTP, FTP & FTPS connections it is mandatory to have a connection site 

created for respective connection type with basic authentication in  IIS manager. 

 For CIFS connection, specified folder name in connection details should have 
proper share rights with basic authentication. 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Repository. 

 

3. Click the File Upload tab. 

4. Click New Upload. 

5. In New File Upload, select the repository connection name and category of the connection. 

6. In Select File, click to select file to upload. 
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7. We can upload multiple files at a time. 

8. Click Upload. 

 

Sync Files repository files 

1. When we are uploading for all connections sync button use to get all files from repository server.  

2. Add delete manually click on sync all files were updated. 

 

Editing a Repository Connection 
1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Repository. 
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3. Select Connection. 

4. Click Edit. 

5. Click Save after updating the Connection. 

6. The Connection Updated successfully message is display. 

 

Editing a Uploaded File in Repository Connection  
1. Click the File Upload tab. 

2. On the File Upload tab, in the Select column, select the file to edit. 

3. Click Edit. 
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4. In the New File Upload, change the connection and category as required. 

5. Click Upload. 

The File edited successfully message is display. 

 

Deleting a Repository Connection 
1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Repository. 
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3. Click the File Upload tab. 

4. On the File Upload tab, in the Select column, select the file to delete. 

5. Click Delete. 

6. Are you sure you want to delete? Prompt is display 

 

 

7. Click OK. 

 

Working with General Configuration 

General Configuration enables you to define configuration settings across the application.  

Configuring Fusion EMM Settings 

Working with General Details 

1. Expand the right menu. 

2. Click Configuration Setup, then click General Configuration, then click General Settings. 

3. Form Displayed General settings, Archived Report. 
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4. Change the general configuration details as required. 

a. Client Inheritance Settings: When user select Never after drag drop client not get inherit 

group settings’ user select Always option, after drag drop all settings of parent group get 

inherit to client. 

b. First time client Inheritance Settings: For True option client which get scan after 

discovery settings defined for default group gets apply to client for Never option it won’t 

get apply. 

c. In Group Inheritance Settings, if the Always option is selected, the application will not 

request confirmation when processing group inheritance. 

If the Never option is selected, the application will not process group inheritance. 

d. User able to set Default VNC password. 

e.  Open Configuration module (popup/In place): While selection on popup all modules on 

device manager gets open in popup form or else all module displayed in place format. 

f. Archived Report: To set number of logs entries on specified path. While defined entry 

count displayed in logs data get purged on defined path location. 

g. Inherit Applied Profiles: Enable/ Disable-> User have to add subgroup after enable 

selection to inherit parent group setting to subgroup. 

For Disable selection inherit property won’t get apply to subgroup. 

h. Display Devices in Tree View: User able to Display Devices or Hide Devices from tree 

view by selecting respective options. 
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5. Click Save.  

The Settings applied successfully message is display. 

 

Working with Group Information 

The Group Information tab enables you to select the fields to display in the group view on the Device 

Manager page.  

To configure the group information 

1. Expand the right menu. 

2. Click Configuration Setup, then click General Configuration, click on Group Information. 

 

3. On the Group Information tab, select the applicable check boxes to define the fields for display. 

4. Click Save. 

The Settings applied successfully message is display. 

 

Working with Function Expiry 

Function Expiry enables you to define the expiry time for a function. If the scheduled function is not executed 

within the defined time interval, the schedule is cancelled automatically. 

To configure the function expiry time 

1. Expand the right menu. 

2. Click Configuration Setup, then click General Configuration, and then click Function Expiry. 
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3. In the OS name list, select the operating system. 

4. In Enter Function Name, enter the required function name. 

5. Click Search. 

6. In the Expiry (in Hours) column, in the text boxes for each function, enter the expiry time. 

7. To set expiry for all functions, select the Set All Expiry to check box. 

8. The text box to enter the expiry time (hours) is enabled. 

9. Enter the expiry time. 

 

 If expiry is set to 0, the schedule for the function will never be cancelled. 

 By default, the function expiry of pending and in-process tasks is set to one hour 
and two hours respectively. 

 Function expiry setting changed to allow predefined values from dropdown list 
to set expiry instead of textboxes. 

10. Click Save. 

The Settings applied successfully message is display. 

 

Working with Database Backup and Restore 

 

Database Backup and Restore enables you to take a backup of the database and perform restore operations. 

Creating a Database Backup 

1. Expand the right menu. 
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2. Click Configuration Setup, then click General Configuration, click Database Backup and Restore. 

 

3. Click Backup. 

The Database backup completed message is display. 
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Importing a Backup File 

 

1. Click . 

2. Select the file to import. 

The message that the backup file is imported successfully is display. 

 

Restoring the Database 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Database Backup and 

Restore. 



 

Fusion EMM :  User Guide Page 78 of 295 

 

3. In the Restore column, click . 

4. Are you sure you want to restore database? 

               Prompt is display. 

 

5. Click OK. 

The Database backup restored successfully message is display. 
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Deleting a Backup File 

 In the Delete column, click . 
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The Database backup file deleted successfully message is display. 

 

Working with Schedule Database Backup 

Schedule Backup enables you to set up a periodic, automatic backup of the database. 

To configure the auto-backup 

1. Click Schedule Database Backup. 

2. Under Automatic, select the frequency and time of the backup. 

3. Click Save. 

The Settings applied successfully message is display. 
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Configuring Licenses and Upgrades 

Working with License Upgrade 

 

1. Expand RHS Menu. 

2. Click Configuration Setup, then click General Configuration and then click License and Upgrade. 

3. Select License Upgrade. 

4. User have to fill all company information with name, address, contact number, person name. 

5. Click on SAVE. 

6. Company information save successfully message displayed. 

7. For licensing Online/ Offline two options displayed. 

8. For online selection License team provide serial key for license activation. 

9. Click on Activate. 

 

 

10. For Offline mode, user have to enter provided Serial key. 

11. Click on Generating an Activation Request, Activation request message displayed. 

12. Product registration key gets generate. 

13. Provide Product Registration key to the license team, License team will revert back to you with 

Product Activation Key. 

14. Enter Product Activation Key. 

15. Click On ACTIVATE. 

16. License upgrade successfully summary message displayed. 
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Discovering Devices 

For devices to be managed, the first step is to discover and then enroll them for management within Fusion 
EMM . 

Challenges faced in the discovery of network devices include: 

 Multiplicity of devices with varied operating systems and categories. 

 Multiplicity of network and device topologies, which control access to various network segments such as 

VLAN. 

Fusion EMM  has a range of different discovery methods that enable administrators to address these 

challenges. 

To open the DISCOVERY page, on the toolbar, click  

 

Filtering list of Devices 

To filter the list of devices, click on  

1. Click on Add Filter button. 

 

 

 

2. Advanced Filter form gets open. 
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3. In which user, able to filter discovery data with column name with conditions apply. 

4. According to column name selections conditions should get displayed. 

 

 

5. After creation of filter User have to select particular filter to see the result of created filter. 

 

6. After apply filter, color gets change. 

7. Click on Edit button to edit created filter. 

8. Click on Delete icon to delete created or selected filter. 
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Discovering Devices  

 

 All divices dicovered by this methods is viewed in Request Initiated (count) on 
Register tab. 

 Client available in agent initiated table will get listed in the tree view only after it 
is registered from server. 

 

You can also discover devices by: 

 Manual Device Configuration 

Discovering Devices by Manual Device Configuration 

The administrator can configure agent settings such as server IP address, port number, group name, heartbeat 

interval, communication type, on a registered device manually. 

To configure the Android agent settings: 
 

 On Agent window left side menu, open the 

app drawer. Go to Settings. 

 On opening the Settings page, a prompt for 

password will be shown. 

 By default, the password is “default”. (User 

can change this password from Fusion EMM 

server > Agent Settings.) 

 In Settings page, enter the required details in 

Remote Server IP/Name, Protocol, Server 

Port No., and Heartbeat Interval. 

 Agent Status & Connection Status values will 

be shown below. 

 

 Click on Test Connection button to test 

connection with the server. 

 Once the connection is successful with the 

server, a message is displayed “Test 

Connection Successful” and the certificate is 

silently installed on the device. 

 Now, click on Register Connection button to 

send a registration request to the server. 

 



 

Fusion EMM :  User Guide Page 86 of 295 

 On successful registration, a message is 

displayed “Connected to the server 

successfully”. 

 

 

 

 

 

 

 

 

 

 

 

 Once registration with the server is 

successful, Sync Connection button will 

appear. 

 Now, the client is listed in request initiated 

section, which needs to be approved on the 

server. 

 Connection Status of the agent will also be 

displayed in the notification bar on the 

device. 
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Registering Devices 

 

To quickly filter the list, in the SUMMARY pane, click the number against the required 
filter category. 

The filter categories are as follows: 

 Total Registered: The number of all discovered devices 

 Total UnRegistered: Number of devices registered  in Fusion EMM  

 Waiting To Register: Number of devices not registered  in Fusion EMM  

 Total License Available: Number of devices with no agent installed 

 Total License Utilized: Populate the details of MAC address. 

 Total License Acquired: Number of license purchased 

 Request Initiated: Number of manually requested devices 

 

The Register function registers single or multiple devices with the Fusion EMM software on which the agent is 

installed. 

 

In filter option for register, there are three options: 

1. Agent initiated discovery indicates devices which are listed in Request Initiated 
(count) on Register tab. 

2. Default option is ALL in which all the Android & iOS clients get listed. 

3. Agent initiated devices differentiated by colour code. 

 

To register the unregistered devices on the server: 

1. In the left menu, click Register. 

2. In the filter pane, devices can be filter out according to Source and OS Type. 

3. Select the device and Click Register. 

4. A message Request for registration of 1 device(s) is sent. 
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5. Wait for a few minutes. The Agent Status will change to Registered. 

6. If the server is unable to send the registration request to a selected IP, the Request for registration 

of 1 client(s) failed message is display. 

7. If due to any exception the agent cannot be registered with the Fusion EMM server, the Agent Status 

column displays a Waiting to register message and the device is listed in the summary. 

8. While registering client, when Agent status is Waiting to registered, check Registration status for 

registration progress on device. Below table displaying many more status and their scenarios. 

9. Administrator can remove the devices, which are not communicating with the server by selecting 

devices and perform delete operation. 
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Android: 

ID Scenario Result Status 

1 
Add client into invalid server and try to 
register through the device.  FAIL 

Error 30: SSL Connection to 
server failed. 

 

10. Fusion EMM server provides demo license for 10 devices, If registration of devices exceeds more 

than the demo license show validation message. 

 

Unregistering Devices 

1. List of the devices registered to the FDM sever get listed in the UNREGISTER tab. 

2. In Filter pane, devices can be filter according to OS type. 

3. When user select device, and click on UNREGISTER. 

4. Device Unregistered successfully summary message displayed and client get remove from list. 

5. Group name column also added in Unregister table. 

6. Agent status gets change to Unregister. 

 

Performing Common Operations 

Sorting Data in a Column 
You can sort the data displayed in the table in on any column The View feature has been used as an example. 

You can sort similarly sort the data in the Register and Unregister views. 
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 To sort data in ascending or descending order, in the required column’s header, click   or . 

Exporting Data to PDF or Excel 
You can also export the data displayed in the table to PDF or Excel. 

 

For information about exporting data to PDF or Excel, see “Performing Common 
Operations” in” Getting Started”. 
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Configuring Mobile Device Management 

Configuring Setup for Android Device 

MDM is a way to ensure employees stay productive and do not breach corporate policies. Many organizations 

control activities of their employees using MDM products/services. MDM primarily deals with corporate data 

segregation, securing emails, securing corporate documents on device, enforcing corporate policies, 

integrating and managing mobile devices including laptops and handhelds of various categories. MDM 

implementations may be either on-premises or cloud-based.  

MDM functionality can include over-the-air distribution of applications, data and configuration settings for all 

types of mobile devices, including mobile phones, smart phones, tablet computers, ruggedized mobile 

computers, mobile printers, mobile POS devices, etc. Most recently, laptops and desktops have been added to 

the list of systems supported, as Mobile Device Management becomes more about basic device management 

and less about the mobile platform itself. MDM tools are leveraged for both company-owned and employee-

owned (BYOD) devices across the enterprise or mobile devices owned by consumers. Consumer Demand for 

BYOD is now requiring a greater effort for MDM and increased security for both the devices and the 

enterprise they connect to, especially since employers and employees have different expectations on the type 

of restrictions that should be applied to mobile devices.  

By controlling and protecting the data and configuration settings for all mobile devices in the network, MDM 

can reduce support costs and business risks. The intent of MDM is to optimize the functionality and security of 

a mobile communications network while minimizing cost and downtime.  

With mobile devices becoming ubiquitous and applications flooding the market, mobile monitoring is growing 

in importance. Numerous vendors help mobile device manufacturers, content portals and developers, test 

and monitor the delivery of their mobile content, applications and services. This testing of content is done real 

time by simulating the action of thousands of customers and detecting and correcting bugs in the applications. 

MDM for mobile security 

All MDM products are built with an idea of Containerization. The MDM Container is secured using latest 

crypto techniques (AES-256 or more preferred). All the corporate data like email, documents, enterprise 

application are encrypted and processed inside the container. This ensures that corporate data is separated 

from user’s personal data on the device. Additionally, encryption for entire device and/or SD Card can also be 

enforced depending on MDM product capability. 

https://en.wikipedia.org/wiki/Over-the-air_programming
https://en.wikipedia.org/wiki/Mobile_phone
https://en.wikipedia.org/wiki/Rugged_computer
https://en.wikipedia.org/wiki/Point_of_sale
https://en.wikipedia.org/wiki/Bring_Your_Own_Device
https://en.wikipedia.org/wiki/Network_security
https://en.wikipedia.org/wiki/Flooding_the_market
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Secure email: MDM products allow organization to integrate their existing email setup to be easily integrated 

with MDM environment. This provided flexibility of configuring Email-over-air. Secure Docs: It is frequently 

seen that, employees copy attachments downloaded from corporate email to their personal devices and then 

misuse it. MDM can easily restrict/disable clipboard usage in/out of Secure Container; forwarding 

attachments to external domains can be restricted, downloading/saving attachments on SD Card. This ensures 

corporate data is not left insecure. 

Secure browser: Using secure browser can avoid many potential security risks. Every MDM solution comes 

with built-in custom browser. Administrator can disable native browsers to force user to use Secure Browser, 

which is also inside the MDM container. URL filtering can be enforced to add additional productivity measure. 

Secure app catalogue: Organization can distribute, manage, and upgrade applications on employee’s device 

using App Catalogue. It allows applications to be pushed on user device directly from the App Store or push an 

enterprise developed private application through the App Catalogue. This provides an option for the 

organization to deploy devices in Kiosk Mode or Lock-Down Mode. 

Additional MDM features 

There are plenty of other features depending on which MDM product is chosen: 

 Policy Enforcing: There are multiple types of policies which can be enforced on MDM users. 

 Personal Policy: According to corporate environment, highly customizable. 

 Device Platform specific: policies for advanced management of Android, IOS, Windows and 

Blackberry devices. 

 Compliance Policies/Rules 

 VPN configuration 

 Application Catalogue 

 Pre-defined Wi-Fi and Hotspot settings 

 Jailbreak/Root detection 

 Remote Wipe of corporate data 

 Remote Wipe of entire device 

 Device remote locking 

 Remote messaging/buzz 

 Disabling native apps on device 

 

 

https://en.wikipedia.org/wiki/Jailbreak#Computer_Science
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EMM Configuration 

Enterprise Mobility Management (EMM) 

 

The Android for Work application sharing and authentication framework is designed for mobile enterprise 

environments to provide seamless device and app management for enterprise devices - for mixed personal or 

corporate-only use. With new Android mobile management capabilities integrated with existing EMM 

solutions, Android for Work Managed Profiles are easily configured and provisioned by the respective EMM’s 

device policy controller app, to separate and provide a strong boundary between personal and corporate 

apps. Device and profile scoped policies and Work apps are remotely distributed from the authorized EMM 

console registered with Google Play, authorized on behalf of their enterprise customers.  

To integrate with Android for Work and receive approval to launch a production Android for Work solution, 

interested EMM prospects should join the EMM community to become an EMM community participant.  

Solution sets 

The Android for Work community offers flexible integration options that suit a variety of use cases, all of 

which are implementations of the following Android for Work solution sets: 

 Work Profile 

 Work Managed Device 

 COSU 

 MAM 

 EMM participants must meet the requirements of at least one of these solutions sets. 

Work Profile 

1. Enabling a work profile allows organizations to manage the business data and applications they care 

about, but leave everything else on a device under the user’s control. Administrators control work 

profiles, which are kept separate from personal accounts, apps, and data. Work profiles allow an IT 

department to securely manage a work environment without restricting users from using their device 

for personal apps and data. 
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2. By default, work profile notifications and app icons have a red briefcase so they’re easy to distinguish 

from personal apps. 

 

3. To set up a work profile you must have your Enterprise Mobility Management 

(EMM) provider’s controller application installed on your device. Your EMM provider will supply 

you with the latest application. The device policy controller sets up the work profile on Android 5.0+ 

devices. On Android 4.0–4.4 devices, the device policy controller prompts users to install the Android 

for Work App to separate the personal and work space on their device. 

BYOD 

1. BYOD is short for Bring Your Own Device. 

2. In the consumerization of IT, BYOD, or bring your own device, is a phrase that has become widely 

adopted to refer to employees who bring their own computing devices – such as smartphones, 

laptops and tablets – to the workplace for use and connectivity on the secure corporate network. 

3. A BYOD policy can take many different forms. Some organizations cut back on corporate-issued PCs 

and laptops, instead giving employees a stipend to purchase and maintain technology equipment of 

their choosing, rules in a BYOD policy often vary depending on a user’s role in the organization, his or 

her specific device, application requirements and other factors. 

4. BYOD (bring your own device) is the increasing trend toward employee-owned devices within a 

business. Smartphones are the most common example but employees also take their own tablets, 

laptops and USB drives into the workplace. 

5. Employee-owned devices are sometimes sanctioned by the company and supported alongside 

devices that are owned by the business. In other cases, employee-owned devices are part of the 

parallel system known as shadow IT: hardware or software within an enterprise that is not supported 

by the organization’s central IT department. 

6. Whether employee-owned hardware and software are supported or not, they pose security risks to 

the organization if they connect to the corporate network or access corporate data. To minimize the 

risk and accommodate consumer technologies, many businesses are implementing BYOD policies. 

7. Advantages 

https://www.google.com/work/android/partners
https://www.google.com/work/android/partners
https://support.google.com/work/android/answer/6207694
https://support.google.com/work/android/answer/6207694
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 Lower Costs – The most obvious benefit to a company using BYOD is that it means they don't 

have to purchase a significant amount of costly devices in order for employees to be able to do 

eLearning. 

 Technology Familiarity – Most people tend to be familiar with their own devices. 

 

Technology Overview 
Android for Work on Lollipop relies on four major components: 

1. A Managed Profile, inside of which is installed an EMM’s Device Policy Client (DPC) and a Managed 

Play Store Client, for communications with EMM policy servers and the Play for Work cloud, 

respectively.  The Managed Profile contains the “Work” applications and data and is separated from 

the user’s personal space in a managed work profile scenario. 

 

2. A Managed Google Domain, which allows a customer to access Google Play for Work in order to 

manage application distribution to users included a customer’s domain. It allows creation of 

Managed Google Accounts (e.g. user@customer.com) for corporate users which are used to log into 

the Managed Google Play Client and other Google services in a Managed Profile.   

 

3. Play for Work, which is a managed version of the Play Store that is tied to a company’s Managed 

Google Domain.  From here, an IT admin can choose applications to approve for domain-wide 

distribution, purchase licenses in bulk for paid applications, and set up internal applications for 

distribution. 

 

4. An EMM Partner, which provides the management layer for applying policies and actions to devices 

enrolled in Android for Work.  In addition, the EMM pulls domain application data from Play for Work 

and provides a pane for distribution of approved applications to the Managed Play Client on target 

devices. 

 

Managed Profile 
User profiles are an existing feature of the Android platform.  Jelly Bean (4.2) introduced the concept of 

multiple users and profile switching to Android, and the Managed Profile is built on top of this idea.  A Lollipop 

device can simultaneously contain two profiles: a personal, unmanaged profile and the Managed Profile.  Both 

profiles are associated with discrete, SELinux-backed user accounts.  Versus the multiple profile support 

model from previous versions of Android, Android for Work in Lollipop introduces two new abilities: 

1. Both profiles are simultaneously logged in 

https://developer.android.com/training/enterprise/app-compatibility.html
mailto:user@customer.com
http://play.google.com/work
http://developer.android.com/about/versions/android-4.2.html#MultipleUsers
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2. One of the profiles (the Managed Profile) contains an EMM DPC to enforce policies specified by the 

enterprise. 

Because both profiles are logged in at once, the user never needs to explicitly log out of the personal profile to 

access the Managed Profile (or vice versa)  

Profile Owner vs. Device Owner 
With the profiles model, Android for Work can scale to either BYOD or corporate-liable (CL) use cases.  The 

EMM DPC will only reside in the Managed Profile, and will thus only be able to enforce policies within that 

context.  The scope of the Managed Profile context depends on whether a personal account exists on the 

device. 

Corporate-liable Use Case 

If the Managed Profile is the only profile on the device (i.e. if it was the first profile set up at initial boot of the 

device), it is designated as a Work Managed Device, and the EMM DPC is designated the Device Owner. The 

entire device will effectively be scoped to EMM control.  In this use case, the admin will be able to erase the 

entire device and control device level settings (such as disallowing factory reset and USB tethering). 

BYOD Use Case 

For BYOD or mixed-use scenarios, the user will have two profiles on the device.  One will be associated with a 

personal Google account, while the Managed Profile will be tied to the Managed Google Account. 

Data Separation 

Each profile is backed by its own data store on the device’s internal storage, and the two data stores cannot 

directly access one another.  The Android OS determines which data store an application should be accessing 

by evaluating the context in which it is running.   

 

For example, if a user launches the badged Chrome icon, all application data for Chrome (bookmarks, settings, 

etc.) will come from the Managed Profile’s data store.  However, if the user launches the unbadged, personal 

Chrome instance, the application will not be allowed access to any of the Chrome data in the managed data 

store. 

 

It is important to note that there do not have to be multiple copies of the same APK installed on each profile 

in this model.  Even if an application is present in both profiles, the OS will use a single APK and allow that APK 

to access the appropriate data store based on context. 

Configuration Setup for Google MDM 
In general, the EMM console is the mechanism through which an enterprise manages its entire mobile fleet 

(platform-agnostic).  This will also be the place that a customer’s IT admin goes to manage policies for Android 
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for Work.  Policy files are generated by the EMM console and sent down to the device-side DPC, which will 

then enforce the policies within the Managed Profile. 

AFW EMM ENROLMENT 

 

Android for work enrollment can be done using two different accounts. 

1. Android for Work Account 

2. Google Account  

 

Android for Work accounts: 

Customer can have as many Android for Work Accounts enterprises as they need, for example one per region 

or department. An administrator initiates the process of creating an enterprise, and you bind the enterprise to 

your Android for Work solution. 

 

Steps for AFW EMM enrollment using Google account: 

1. Select Configuration Setup -> Google MDM Configuration. 

2. Select AFW EMM Enrollment. 

3. Click on Add. 

4. Check the EMM Managed checkbox. 

 

5. Enter Domain name. 

6. Click on Enroll. 

7. User is redirected to an Android for Work sign-up UI hosted by Google Play. 
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8. Provide the details about the enterprise in the sign-up UI page. 
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9. Once the sign-up process is completed successfully, a popup is shown with the successful message. 

 

10. The service account gets enrolled. 

11. Click Reload button to update the domain list.  

 

12. You can also delete an existing account by clicking on Delete button next to it. 
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Google accounts: 

It’s the process of domain binding with MDM as required details for enrollment like Domain Name Service 

account email, Token, Server JSON, Client JSON, Client secret key, API key, Project ID store which would be 

obtain by following the process defined in the Installation Guide. 

 

Steps for AFW EMM enrollment using Google account: 

1. Select Configuration Setup -> Google MDM Configuration. 

2. Select AFW EMM Enrollment. 

3. Click on Add. 

4. Uncheck the EMM Managed checked. 

5. Enter Domain name, Service Account Email and Token name. 

6. Click on Enroll. 

7. The service account gets enrolled. 

You can also delete an existing account by clicking on Delete button next to it. 

 

 

You can configure an existing account by clicking on Configure button next to it. 

The following details are to be entered for configuration: 

1. Service Json: A service account represents a Google Cloud service identity. A .json file of enrolled 

domain is to be uploaded. 

2. Client Json: Service account clients are created when domain-wide delegation is enabled on a service 

account. A .json file of enrolled domain is to be uploaded. 
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3. Client secret: OAuth2 uses the client secret mechanism as a means of authorizing a client. It acts as a 

secret passphrase that proves to the authentication server that the client app is authorized to make a 

request on behalf of the user. 

4. API Key: You need an API key to call certain Google APIs. The API key identifies your project. 

5. Product ID: The ID of the project that owns the service account. 

 

Steps for configuring the service account: 

1. Click the Configuration button. 

2. Upload the Service json file. 

3. Upload the Client json file. 

4. Enter the Client secret key, API key and Product ID. 

Settings saved successfully message is displayed. 

 

AFW USER PROVISIONING 

 

 

Android for Work account: 

When an organization doesn't use managed Google Accounts, the recommended method is the Android for 

Work Accounts method, where the user installs the DPC from Google Play. The DPC can add Android for Work 

Accounts to a legacy device, similar to the way it adds the account to a work profile. 
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Android for Work Accounts provide a lightweight identity model for organizations that aren’t currently using 

Google Apps. Android for Work Accounts: 

 Are not tied to domains, and your customers can structure them how they like within an organization 

 Are quick to set up, no verification required. 

 Are entirely managed by the EMM, no complex sync required 

An Android for Work Accounts enterprise is a set of user, device, and administrator accounts that aren’t linked 

to a domain name in any way. An organization can have multiple Android for Work Accounts enterprises. 

For example, departments or regions within an organization might set up separate Android for Work Accounts 

enterprises. 

 

Fusion EMM console should provide a way for IT administrators to create QR codes for the devices they want 

to provision. The IT administrator sends the QR codes to their end users, and the end users provision their 

devices by scanning the QR codes. 

 QR code provisioning doesn’t require a Google identity, such as a Google domain or Google Account.  

 Organizations that use Android for Work, but don’t use Google Apps, don’t have a Google identity. 

 

1. Select Domain name from dropdown list. 

2. Click on Add button to add more users in the selected domain. 

 

3. Enter the First name, Last name, Email ID and Password. 

4. On clicking Save button, it will add the user details in the selected domain users list. 
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5. To receive the code in email, click on Send Email button. 

6. To view a QR code, click on Show Link button.  

 

7. Scan the QR code to enroll the device in the domain.  

(Refer Android Agent Registration using AFW account in Fusion EMM Installation Guide) 

 

Google account: 

The provisioning system usually takes information about employees from the Human Resource (HR) system. 

E.g. if a new employee is entered into the HR system the provisioning system detects that and pulls the 

information. This information is processed to determine a set of roles that each user should have. The roles 

determine which accounts the user should have and such accounts are created. All of that usually happens in 

a matter of seconds. Therefore, everything is prepared for the user to work on the very first day. Similar 

processes also apply when user is transferred to another department, when his responsibilities change and 

when he leaves the company.  

It can take data from Customer Relationship Management (CRM) system and create accounts for customers. 

As provisioning can also maintain passwords this usually reduces the load of customer support centres. 

Provisioning can synchronize user accounts in portal and service provider environments. Provisioning is 
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especially useful in cloud environments to manage very large number of accounts in many applications - 

something that is not feasible to do manually. Identity provisioning is without any doubt a foundation of 

Identity and Access Management. 

 

1. Select Domain name from dropdown list. 

2. User list with respective selected domain gets listed out. 

3. Click on Sync to sync user provisioning data from the selected domain. 

 

4. Once sync process is completed, success message is displayed. 

 

5. User is able to add single user to the list by clicking on Add button. 

6. Enter First name, Last name, Email ID and Password. 

7. Click on Save to save the entered data. 
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8. To add users from a domain, click on Add Domain Users button. 

9. Enter Domain name, Username and Password. 

10. Domain users get added to the list. 

 

APPLICATION MANAGEMENT 

 

Applications in Android for Work are managed via Google Play for Work, which provides full Play catalog 

access to an enterprise.  IT admins can explicitly approve applications for use in Managed Profiles, and also 

have options for bulk purchasing of paid application licenses via Play for Work.   

 

Once applications have been approved, the admin can use the Fusion EMM console to distribute applications 

in one of two ways.  The first way is to collate the approved applications into subsets (called “collections”) and 

push them down to the Managed Play Store Client on target devices.   

1. Select Domain from dropdown list 

2. Install/ Uninstall software list with package name, License count, Permissions, Status, Actions, Type 

get listed out. 
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Additionally, an Admin has the ability to silently install and uninstall applications into target Managed Profiles 

through Google Play.  This allows for seamless management of application deployments without requiring any 

end-user intervention. 

Bulk Purchasing (License)  

 Aside from permissions acceptance, an admin must also purchase licenses prior to approving a paid 

application.   

 Purchases can be conducted with a credit card or online payment (Google Wallet). 

Device Policy Client (DPC) 

 The Device Policy Client is the EMM’s client-side component.   Even though it only resides in the 

Managed Profile, it is the only managed application to be downloaded from the personal Play Store. 

 This is because the DPC must be installed on the device prior to the initial setup of the Managed 

Profile.   

 Once it is installed, the user can launch the DPC and enter their EMM credentials to begin the 

Android for Work enrolment process.   

 Following completion of the setup flow, the DPC will be badged and scoped only to the Managed 

Profile context by the OS. 

 If the DPC is removed from the device, the entire Managed Profile will disappear along with it.  The 

Managed Profile cannot exist unless there is a DPC running inside of it to enforce policy compliance. 

 

Adding an Application 
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In order to add an application manually into the application list, you need to select the domain first in which 

you want to add an application and then click the Add  button. The add application form will be displayed. 

 

 

Simultaneously, you will need to login into Google Play for Work page (https://play.google.com/work/ ). Visit 

the page of the app you want to add into your company domain. Refer the browser URL of the app page. 

The name mentioned in the ‘id=’ section is the required package name of that particular application.  

For example: If you visit page of ‘Asana’ app, the browser URL is 

(https://play.google.com/store/apps/details?id=com.asana.app&hl=en ). In this case, the package name 

would be com.asana.app  

 

 

1. On the Add Application form, enter the Application Name. 
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2. Enter the Package Name which you have copied from Play for Work application page. 

3. Select the Type of the app. 

4. Click Save to save the entered details. 

Application saved successfully message is displayed. 

 

The added application will now be listed in the application table below that particular domain. 

 

USER APPLICATION PROVISION 

 

In User Application Provisioning, we can assign applications to various users which were previously approved 

by the company. 

1. Select the Domain name. 

2. Select the users to which applications are to be assigned. 

3. The list of company approved applications of the respective selected domain will be displayed in the 

list below. 

4. Select the applications to be assigned for the selected user. 

5. On click of Save, summary details popup is displayed showing that the product set is assigned to the 

users. 
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STORE LAYOUT MANAGEMENT 

Google Play for Work lets you design and create a store layout unique to your users’ needs. After you give 

your users access to apps, you can group the apps into clusters to be display on pages in the Google Play for 

Work storefront. 

The Google Play EMM API Reference has information on the resources and associated methods you use to 

design a store layout. 

 

Localized names for pages and clusters 

 

Google Play for Work store layout supports localized names for store pages and store clusters. When you 

create a page or cluster you provide a list of supported locales, as IETF language tags, and associated localized 

names. If a user’s locale is not on the supported list, the system will chose a close match if one is available. 
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As an EMM, you can create a unique customized store layout for each of your customers. A typical layout 

consists of a set of pages to display to users in the Google Play for Work store front. Each page you create 

contains one or more clusters, and each cluster contains a set of apps. Because you select which apps are in a 

cluster, you can use the clusters to group related apps together. 

 

For example, you could create a page just for work apps that contains a Document cluster and a Planning 

cluster. The Document cluster might contain apps such as Google Docs, Google Sheets, and Google Slides, and 

the Planning cluster could contain work tracking, calendar, and meeting planner apps. 

Unbind/Unenrolment of the domain 
In order to enroll the domain again, first you need to unbind/unenroll the domain which was previously 

enrolled.  

To unbind a domain, go to AFW EMM Enrolment -> click the Unbind   button next to the account name 

you want to unbind. 

Once your domain is successfully unenrolled from the server, the token which was previously used for 

enrollment is expired. You will now be able to generate a new token from Google admin console page. 

Refer Step 5.2 in Configuring Enterprise Service Account (ESA) section regarding how to generate a new token. 

 
It is highly recommended to save the token details before uninstalling the Fusion EMM 
server. 
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Policy Controls & Distribution 
All Android for Work policies will be configure at the EMM console level.  The presentation of these policy 

settings may vary slightly depending on the EMM but there is a standard set of APIs available that will allow 

the EMM to manage the certain components of the Managed Profile. 

The below is not a fully exhaustive list, but covers the basic policies that can be configured in the Managed 

Profile via an EMM console: 

 Device Passcode 

 Length 

 Strength 

 Maximum failed attempts 

 Expiration 

 Data Separation & Sharing 

 Allow export of work contacts to personal profile 

 Allow full notifications/force redacted notifications in managed applications 

 Allow/disallow copy & paste 

 Profile Settings 

 Enable/disable camera for applications in a Work Profile 

 Manage inter-app communication between profiles 

 Installation of certificates into Managed Profile Key store 

 Disallow uninstallation of applications in a Work Profile 

 Device Settings (if Managed Profile is Device Owner) 

 Enable/disable USB debugging 

 Allow/disallow factory reset 

 Allow/disallow tethering 

 Allow/disallow side-loading of application 

 Application Specific - Chrome Browser Settings 

 Allow/disallow cookies 

 Allow/disallow images 

 Allow/disallow JavaScript 

 Allow/disallow popups 

 Default homepage 

 Default search provider 

 Enable/disable safe browsing 

 Enable/disable history 
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 Enable/disable incognito mode 

 Whitelist/blacklist URLs (for access, or for JavaScript/pop ups/cookies/etc.) 

 Application Specific - Divide Productivity 

 Mail provisioning settings (username, password, host etc.) 

 Default signature 

 Max attachment size 

 S/MIME signing and encryption certificates 

 

In addition to the policies mentioned on the previous page, the IT admin will also configure any specific 

Application Restrictions via the EMM console. 

 

Installation and Enrollment of Fusion EMM Agent  
Installation of Android agent 

There are two ways to install the Fusion EMM Agent. 

1) Auto-downloading the Fusion EMM agent using Google verified domain account. 

2) Downloading the Fusion EMM Agent from Play Store. 

Both the ways are explained in below steps. 

 

Auto-downloading by Google verified domain account 

There are two ways by which user can auto-download the Fusion EMM Agent on the device. 

With factory reset 

1. Enter credentials to add Google account. 

2. If it is a work account, installation popup is displayed to install the app. 

3. Domain DPC will be automatically downloaded (Fusion EMM Agent application). 
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4. Work profile provisioning gets started (same domain account will be used for migration). 

              

5. Device encryption will begin. 
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6. After successful encryption, device provisioning gets completed. 

7. Work profile gets created successfully. 

8. A popup is displayed on the device for confirmation regarding the personal-side agent. Personal-side 

agent can be un-installed at this point. Only work-profile agent will be present on the device. 

    

9. Fusion EMM Agent application gets started instantly. An alert is displayed informing about enabling 

the work profile once the device is successfully registered on the server. 
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10. Access the app drawer and enter the appropriate details in Settings page. 

Test connection with the server. 

             

11. Once the test connection is successful, click on Register connection to send a registration request to 

the server. 
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12. Fusion EMM Agent icon gets created in the application list and connection status is shown in the 

notification bar. 

 

Without factory reset 

1. On the device, navigate to Settings -> Accounts -> Enter credentials to add Google verified domain 

account. 

2. Domain DPC will be automatically downloaded (Fusion EMM Agent application). 

3. Installation popup is displayed to install the app. 

4. Work profile provisioning gets started (same domain account will be used for migration). 

5. If the device is not encrypted, user is prompted to encrypt. 

6. Device provisioning gets completed. 

7. Work profile gets created successfully. 

8. Fusion EMM Agent application gets started instantly. An alert is displayed informing about enabling 

the work profile once the device is successfully registered on the server. 

9. Access the app drawer and enter the appropriate details in Settings page. 

Test connection with the server. 

10. Once the test connection is successful, click on Register connection to send a registration request to 

the server. 

11. Fusion EMM Agent icon gets created in the application list and connection status is shown in the 

notification bar. 
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Downloading the Fusion EMM Agent from Play Store 

 

1. Download the ‘Fusion EMM Agent’ from Google Play Store. 

2. After agent installation is complete, the managed profile setup gets started. 

               
   

 

3. If the device is not encrypted, user is prompted to encrypt and account migration process begins. 

Account migration is explained in detail further. 
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4. A popup is displayed on the device for confirmation regarding the personal-side agent. Personal-side 

agent can be un-installed at this point. Only work-profile agent will be present on the device. 

 

5. User can choose the provisioning type by which the managed account is to be created. 
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6. The first method is by using a Google account. 

User will enter the credentials of the Google verified domain account. Follow the instructions and the 

work profile creation is completed. 

 

 

7. The second method is by using Android for Work account. 
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Here, user can enter the code manually on device or scan a QR code from device which is generated 

from Fusion EMM server. 

    

8. Once the QR code is scanned successfully, a code is auto-generated and displayed on the device. 

 

9. Click on Next button to continue with work-profile creation.    

10. Finish the setup and Fusion EMM agent application gets started instantly. An alert is displayed 

informing about enabling the work profile once the device is successfully registered on the server. 
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11. Access the app drawer and enter the appropriate details in Settings page. 

Test connection with the server.  
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12. Once the test connection is successful, click on Register connection to send a registration request to 

the server. 

 

13. Fusion EMM Agent icon gets created in the application list and connection status is shown in the 

notification bar. 
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Installation/ Enrollment of iOS Profile  

Enables the user to Enroll and Register the device in two ways: 

 APNS Configuration 

 DEP Configuration 

APNS Configuration 
User needs to follow APNS Configuration for iOS device enrolment process. 

1. Navigate to Fusion EMM Server -> Configuration Setup -> Apple MDM Configuration -> APNS 

Configuration 

2. Click on the Add button 

 

 

3. Download the Apple push .csr file. 
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4. Visit https://identity.apple.com/pushcert/ 

5. Sign-in using an enterprise account. 

https://identity.apple.com/pushcert/
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6. Click on ‘Create Certificate’. 
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7. Click on Upload & Browse downloaded .csr file. 

 

 

8. Click on the Download button. 

9. .pem file gets downloaded. 

10. Navigate to Fusion EMM server -> APNS -> click on Add 
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11. Browse to the .pem file which the user downloaded from Apple Push Certificates Portal. 

12. Click on Enroll. 

13. In the data table, enrolment link gets created with PEM name as description. 

 

 

 

14. Click on Show Link. 
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15. QR Code & Enrolment link gets displayed. 

16. User is able to scan the QR Code from device using the QR scanning app or manually enter the URL 

given on the device browser. 

17. User is also able to send the link by email by clicking on the email link and entering a valid email ID 

where the user wishes to send. 

 

18. After entering or emailing the URL or scanning the QR Code, the user interaction popup is displayed. 
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19. Click on Continue and proceed to the Installation process. 
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20. After this click on ‘Done’. 

21. On the Fusion EMM server, navigate to Discovery and click on register. 

22. Select the device and click on register. The client gets registered successfully. 

23. After configuring the profile on the iOS device, it will get listed in the General settings as displayed in 

the screen shot below: 
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DEP Configuration 

 

Apple's Device Enrollment Program is a way to automatically enroll a large number of devices wirelessly.  DEP 

is a feature available only to paid accounts. 

1. Navigate to Configuration Setup -> Apple MDM Configuration -> DEP Configuration 

 

2. Click on Add. 
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3. Select APNS configuration from the drop down list which has been already created by the user in APNS 

configuration step above. 

4. Enter DEP name. 

5. Download MDM public key certificate (.crt file) 

6. To get DEP token, click on Deploy link displayed against the Generate certificate field. 

 

7. Choose a country as per requirement (e.g. United Kingdom) 

8. Sign-in using a valid authentication and proceed to two step verification. 
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9. Enter the verification code received on the registered mobile number and proceed. 

 

10. Click on Get started of Device Enrollment program. 

 

11. Complete MDM server list will be displayed. 
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12. Click on Add MDM server. 

13. Enter MDM server name and click on Next. 

 

14. Upload the certificate which the user downloaded in Step 6 and click on Next. 
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15. User has to download the DEP server token (.p7m file) 

 

16. Upload the DEP server token in DEP configuration form which the user downloaded in Step 15. 

17. Click on save. 
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18.  If valid data is entered then ‘Domain enrollment successful’ message will be displayed. 

19. User has to reset the device by navigating to Settings -> General Settings -> Reset. 

20. After the device is reset, it gets listed in the Fusion EMM server -> Discovery view -> register tab. 

 

21. Select the device and click on register. Device gets listed in the tree view. 
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Configuration Setup for Apple MDM 

APNS Configuration 
User have to configure by APNS for user registration process. 

User have to go through enrolment process for Apple push certificate. 

24. Fusion EMM Server -> Go to Configuration Setup-> Apple MDM configuration -> APNS Configuration 

25. Click on Add button 

 

 

 

26. Download apple push .csr file. 
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27. Go To site https://identity.apple.com/pushcert/ 

28. Sign in with enterprise account. 

 

 

29. Click on Create Certificate. 

https://identity.apple.com/pushcert/
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30. Click on Upload & Browse downloaded .csr file. 
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31. Click on Download button. 

32. .pem file gets download, from Fusion EMM  server -> APNS -> click on Add 

 

 

 

 

 

33. Browse .pem file which user downloaded from create password process. 

34. Click on Enroll. 
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35. In data table enrolment link get created with PEM name description. 

 

 

 

36. Click on Show Link. 

37. QR code & Enrollment link gets displayed. 

38. User able to scan QR code from device by QR scanning app or manually enter url given on device 

browser. 

39. After entering url or scanning code-> User interaction popup displayed. 

40. Click on Continue & go for Installation process. 

41. After click on Done 

42. On Fusion EMM  server go to Discovery -> Click on register -> check request initiated tab, client get 

discover. 

43. Select device, Click on register. Client gets register successfully. 
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DEP Configuration 

 

Apple's Device Enrollment Program is a way to automatically enroll a large number of devices wirelessly.  DEP 

is a feature available only to paid accounts.  

22. Go to configuration setup> Apple MDM configuration. 

23. Select DEP configuration. 

 

24. Click on Add. 

 

25. Select APNS configuration from drop down list which user already created in APNS configuration form. 

26. Enter DEP name. 

27. Download MDM public key certificate.(.crt) 

28. To get DEP token click on Generate certificate deploy link. 
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29. Choose country as per user request.(e.g. United kingdom) 

30. Sign in with valid authentication & proceed two step verification. 

 

31. Enter verification code received on registered mobile number & proceed. 
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32. Click on Get started of Device Enrollment program. 

 

33. User will get all MDM server list. 
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34. Click on Add MDM server. 

35. Enter MDM server name & click on Next. 

 

36. Upload certificate which user downloaded in Step 6 & click on Next. 

 

37. User have to download DEP server token.(.p7m) 
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38. Upload DEP server token in DEP configuration form which user downloaded in Step 16. 

39. Click on save. 

 

40.  If valid data entered then only, “Domain enrollment successfully” message will get displayed. 

 

VPP Configuration 
 

User able to add token for application store. 

1. Go to Configuration Setup -> click on Apple MDM configuration then click on VPP configuration. 

2. Click on ADD. 
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3. User have to enter VPP name & browse token. 

 

4. To get Token user have to login on site https://deploy.apple.com/ 

5. If deployment programme are not available in your country? Then user able to change country from 

right side drop down. 

 

https://deploy.apple.com/
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6. Sign in with VPP ID 

 

7. Click on Volume Purchase programme. 

8. Sign in with Apple ID Click on Sign in. 
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9. Click on login id username -> Select Account Summary. 
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10. Click on Download Token 

11. Go to VPP form on server -> browse download token. 

 

12. Click on Save, VPP name with details gets listed out with Edit , Sync, Delete functionality. 

13. Click on Sync to get all app data from respective token. 

14. After sync go to Application catalogue setup -> app gets listed out in app catalogue. 
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15. Click on Edit to update VPP app.  

 

 

 

16. Click on delete to delete selected App.  
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Application Catalogue Setup 
 

Add App Store App 

 

User able to View, Add Store App , Enterprise App from Application catalogue setup. 

1. Go to Configuration setup-> click on Apple MDM configuration then click on Application catalogue 

setup. 

2. Click on Add Store App. 
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3. User able to search any keyword of application, also able to select country from dropdown list. 

4. Click on Search. 

 

 

5. Application related to search keyword gets listed out. 

6. Already VPP configured app also gets listed out in Application catalogue table. 

7. Select any App from list, click on Add., Application is applied message displayed. 

8. User able to delete by clicking . 
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Add Enterprise App 

 

User able to add enterprise application by uploading valid .ipa file. 

1. Go to Configuration setup-> click on Apple MDM configuration then click on Application catalogue 

setup. 

2. Click on Add Enterprise App. 

3. Enter all mandatory fields. 

4. Browse .ipa app & click on Upload. 

5. If .ipa file is valid then it will displayed Bundle identifier, Application version. 

6. Select Application Category & Supported devices. 

7. Click on Save 

8. App is added in application catalog message displayed. 

9. App gets listed out on data table. 
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VPP USER Management 
 

VPP user management able to managed Apple ID to get account from respective User email id’s. 

1. Go to Configuration Setup > Apple MDM Configuration. 

2. Select VPP user Management. 

3. Click on Create User. 

 

4. Select Token from dropdown list on which user wants to create VPP user. 

5. List of Token comes after adding token in VPP configuration. 
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6. Enter valid Email id to receive invite user url link. 

 

7. Click on Apply 

8. User will get url on entered Email id on device. 
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9. Click on invited url & follow process accordingly. 

10. After Token sync from VPP configuration, User management status will get updated from invited to 

Associated. 

11. After creation of user “ Organisation can  now Assign App to created  user”. 

12. User also able Edit or Delete User management data by click on  button respectively. 
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VPP User App Assign 
  

VPP user App design helps organisation to assign app to created VPP user. 

1. Go to Configuration Setup> Apple MDM configuration. 

2.  Select VPP User APP Assign 

 

3.  Select VPP name from dropdown list, User App Design form will get open. 

4. In data table list of VPP Users , VPP name & assigned app count will be displayed 

 

5. In Application assignment user able to assign app to selected VPP name. 
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6. Click on Save “License assigned successfully.” 

7. To disassociate app, click on assigned app count click on assigned app which user want to disassociate & 

click on save. 

8. After assign particular app, count will get decrease in application catalogue setup License distribution 

column. 
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Working with the Device Manager for Android 

Viewing System Information 

System Information provides an overview of system-related information for a network-connected device. 

The information displayed is specific to the operating device. For example, the information displayed for an 

Android based device will be different from the information displayed for a iOS based device.  

To view system information 

1. In the devices tree, click the required device. 

2. The System Information pane is display. 

 

 

Viewing General Information 

Under System Information, you can also view the following general information: 

 System Profile 

 Application Information 

 Certificate Details 

 Hardware Information 

 Active Admins 
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Viewing System Profile 
The following details are displayed under System Profile: 

 Network Details 

 Password Policy 

 Remote Lock 

 Wipe Data 

 Peripheral Settings 

 Data Security Policy 

 User Restriction Policy 

 Camera & Screen Capture 

 Keyguard Features 

 Agent Settings 

 Set Input Methods 

 Accessibility 

 Install from Unknown Sources 

 Runtime Permission 

 Application Permission 

 Application Restriction 

 Profile Policy 

 Cross-profile Widget Providers 

 Cross-profile Intents 

To view the system profile 

1. In the devices tree, click the required device. 

2. Under System Information, click System Profile. 
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Viewing Application Information 
All detailed information about each of the applications installed in the selected device are listed out. The 

information includes the following: Software Name, Package Name, Version Name, Description, Last Update 

Date, Install Location, Install Size, Data Size, Total Size, App Type. 
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Viewing Certificate Details 
All system and manually added certificates are listed out in certificate details where all information about all 

certificates present in device such as Certificate name, issued to, Issue by, Valid from date and Valid to date is 

display. 
 

 

 

 

Viewing Hardware Information 
The following information is display under Hardware Information: 

 Processor details 

 Memory details 

 Storage details 

 Display setup 

 Date and time 

 Battery information 

 GPS information 

 Bandwidth utilization 

 Telephony details 

 Network setup 

To view hardware information 

1. In the devices tree, click the required device. 

2. Under System Information, click Hardware Information. 
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Viewing Active Admins 
1. All software with administrator rights will displayed here. On device, Security ->Device 

Administrator -> software listed out here are going to displayed on Agent Admin list. 

2. Active Admins software user not able to delete from server or agent until and unless in Security-> 

Device administrator -> checkbox is unchecked. 

 

 

 

Configuring System Settings 

Configuring Ethernet Settings 
You can configure Ethernet settings for a network-connected device in two ways; manually, or using the DHCP 

and obtaining a DNS server address automatically.  
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In the first method, all details, such as IP Address, Subnet Mask, Gateway, Primary and Secondary DNS Server 

Address must be provided. However, these details can be automatically configured in the network using a 

DHCP and a DNS server. 

Using DHCP Mode: 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click System Settings, then click Network Settings, and then click Ethernet Setup. 

 

4. The DHCP option get selected by default. 

The following information displayed: 

 IP Address 

 Subnet Mask 

 Gateway 

 Primary WINS 

 Secondary WINS 

 Primary DNS 

 Secondary DNS 

 

Configuring Wifi Connection Manager Settings 
In Wifi Connection Manager, you can view the list of network connections present on a connected device. You 

can also add new connections, update the security for an existing connection, and delete an existing 

connection from the device. 

Viewing the List of network connections 

1. In the devices tree, click the required device. 

2. Expand the right menu. 
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3. Click System Settings, then click Network Settings, and then click Wifi Connection Manager. 

4. The list of network connections currently present in the device is display. 

5. To view the updated list of network connections, click Refresh button. 

 

Adding a network connection 

1. To create a new connection, click the New button. 

2. In the SSID textbox, enter the network connection name. 

3. Select the required Security Type for the network. 

4. If security type selected is WEP or WPA/WPA2, then Password textbox is enabled. 

5. In the Password textbox, enter the password for the network. 

6. You can select the auto-connect checkbox if you want to automatically connect your device to 

the network. 
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7. Select the required Schedule Type. 

8. Click Apply. 

9. The Wifi Connection Settings applied successfully message is display. 

 

Editing a network connection 

You can edit a connection which was previously made from the server. 

1. To edit a connection, select the check box against the required connection. 

The Edit and Delete buttons are enabled. Click Edit. 

2. The SSID textbox will be disabled. 

3. Select the required Security Type for the network. 

 

 
If the connection is from scanned list, then the password type dropdown will be disabled. 

 

4. If security type selected is WEP or WPA/WPA2, then Password textbox is enabled. 

5. In the Password textbox, enter the password for the network. 

6. You can select the auto-connect checkbox if you want to automatically connect to the network. 
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7. Select the required Schedule Type. 

8. Click Apply. 

9. The Wifi Connection Settings applied successfully message is display. 

 

Deleting a network connection 

You can only delete a connection which was previously made from the server or manually added on the 

device. 

1. To delete a connection, select the connection name and click the Delete button. 

2. A prompt to delete the connection is display. Click OK. 

3. Select the required Schedule Type. 

4. Click Apply. 

5. The Wifi Connection Settings applied successfully message is display. 

 

Working with Security Settings 

You can change security settings for a group of devices or a single device.  

Configuring Password Policy Settings 
You can configure the password policy for a remotely connected device. 

The following password type can be set from the server: 

 Numeric: PIN/ Password 

The user must have entered a password containing at least numeric characters. 

 Alphabetic: Password 

The user must have entered a password containing at least alphabetic characters. 

 Alphanumeric: Password 

The user must have entered a password containing at least both numeric and alphabetic characters. 

 Complex: Password 

The user must have entered a password containing at least a letter, a numerical digit and a special 

symbol. 

 Unspecified: None/Swipe/Pin/Pattern/Password 

The policy has no requirements for the password. 

 Something: Pin/Password/Pattern 

The policy requires some kind of password or pattern, but doesn't care what it is. 

 Numeric (Complex): Pin/Password 
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The user must enter a password containing at least numeric characters with no repeating (4444) or 

ordered (1234, 4321, 2468) sequences. 

 

To configure Password settings 

1. In the devices tree, click the required device. 

2. Expand the right menu. Click Security Settings, and then click Password Policy. 

3. Select the required Password quality. 

 

 

4. The following fields are displayed for each password type: 

 Maximum inactive time to lock device 

 Password history length 

 Maximum failed password attempts for wipe 

 Password expiration timeout 

 Minimum password length 
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For Alphabetic password type, following extra fields are displayed: 

 Minimum lower case letters 

 Minimum upper case letter 

For Alphanumeric password type, following extra fields are displayed: 

 Minimum letters 

 Minimum lower case letters 

 Minimum upper case letter 

 Minimum non-letters characters 

 Minimum numeric digits 

For Complex, Unspecified, Something, Numeric (Complex) password type, following extra fields are 

displayed: 

 Minimum letters 

 Minimum lower case letters 

 Minimum upper case letter 

 Minimum non-letters characters 

 Minimum numeric digits 

 Minimum symbols required 

 

5. In Password Minimum Letter, enter the minimum number of letters a password must contain. 

6. In Password Minimum Lower Case, enter the minimum number of lower case letters a password must 

contain. 

7. In Password Minimum Upper Case, enter the minimum number of upper case letters a password must 

contain. 

8. In Password Minimum Non Letter, enter the minimum number of non-letters password must contain. 

9. In Password Minimum Numeric, enter the minimum number of digits a password must contain. 

10. In Password Expiration Timeout, enter the number of days to expire the user's password. 

11. In Password Minimum Symbols, enter the minimum number of symbols a password must contain. 

12. In Password History Length, enter the number of new passwords the user needs to use before using an 

old password. 

13. In Maximum Failed Password for Wipe enter the maximum number of times an incorrect password 

can be entered before the device is locked or its data is wiped out. 

14. Select the required Schedule Type. 

15. Click Apply. 
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The Password Policy Settings applied successfully message is display. 

 

Compliance Status: 

After applying Password Policy settings, a popup is display on Device Manager page as follows: 

 

At this time, on device all the work profile applications (except Fusion EMM Agent) are hidden from list and 

work profile is disabled. 

When user changes the password, the status of compliance is updated and work profile applications are 

enabled again. 

Configuring Remote Lock Settings 
You can remotely lock a device on the network. 

To lock a device 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Security Settings, and then click Remote Lock. 
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4. To lock the device immediately, select the Lock Now check box. 

5. Select the required Schedule Type. 

6. Click Apply. 

The Remote Lock settings applied successfully message is display. 

 

Configuring Wipe Data Settings 
You can configure the settings to remove a work profile from a device. 

To remotely remove the work profile from a device 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Security Settings, and then click Wipe Data. 

 

 

4. To remove a work profile, set the Remove Work Profile button to ON. 

5. Select the required Schedule Type. 

6. Click Apply. 

The Wipe Data has been applied message is display. 
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When we toggle the button to ON & Apply or Save the setting, server shows confirmation popup “Are you 
sure, do you want to wipe the data?”  

 

 

On the device, Go to Settings -> Accounts -> The previously created work profile should be deleted. 

 

Configuring Peripheral Settings 
You can disable a Camera, Wi-Fi, Bluetooth, GPS attached to a remote device on the network. 

To enable or disable a required option. 
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In the devices tree, click the required device. 

1. Expand the right menu. 

2. Click Security Settings, and then click Peripheral Settings. 

3. Select the any peripheral setting to On/Off for Disable/Enable purpose respectively. 

4. Select the required Schedule Type. 

5. Click Apply. 

The Peripheral Settings applied successfully message is display. 

 

 

When we disable Wi-Fi settings, server shows confirmation popup “Are you sure, do you want to disable Wi-

Fi?”  

If Ok is clicked, after task completion, the client will get off due no network connection. 

 

 

Configuring Data Security Policy Settings 
You can configure data security policies to the connected Android device. On occurrence of any of the 

mentioned event, the selected security action will be applied on the device. 

Events and Actions explained in short as follows: 

 Event Name: 

 Sim Change: Change of SIM card on the device. 

 Device Rooting: Rooting of an Android device. 

 Number of days not communicated: Number of days not communicated with the server. 
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 Password Policy: Changing the password type on the device. 

 No of failed password attempts: Number of failed password attempts on the device. 

 
 Action: 

 Data Wipe: Removing the work profile on the device. 

 Disable Work Profile: Removing the account registered with the work profile. 

 

To set a data security policy on the device 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Security Settings, and then click Data Security Policy. 

4. Select the required Event from the list. 

5. Select the required Action from the list. 

6. Click the Add button to add the selected choices into the table. 

7. You can delete a policy from the table by clicking on Delete button next to the respective entry. 

8. Select the required Schedule Type. 

9. Click Apply. 

The Data Security Policy Settings applied successfully message is display. 

 

 

If all entries from the table will be deleted and settings are applied, then previously 

applied policies must be reset. 

Configuring Security Policy Settings 
You can set various security policies to a remote device on the network. 
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Configuring User Restriction Policy 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Security Settings, and then click Security Policy. 

4. Select the User Restriction Policy sub-menu. 

5. Select the required policy setting to ON/OFF for Disable/Enable purpose. 

6. Select the required Schedule Type. 

7. Click Apply. 

The User Restriction Policy Settings applied successfully message is display. 

 

On the device, you can check if the applied settings are being reflected. For example, if you disallow share 

location from the server, then location sharing option for the work profile are gets disabled on the device. 

  

 

Configuring Camera & Screen Capture 

Disable camera will disable the camera in the work-profile of the device. 

Disable screen-capture will disable the screenshot feature of the device when working in a work-profile app. 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Security Settings, and then click Security Policy. 

4. Select the Camera & Screen Capture sub-menu. 

5. Select the required policy setting to ON/OFF for Disable/Enable purpose. 
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6. Select the required Schedule Type. 

7. Click Apply. 

The Camera & Screen Capture Settings applied successfully message is display. 

 

 

On devices running with Android version 5, disable camera feature will also disable the 

camera of device owner. 

 

Configuring Keyguard Features 

You can configure various key guard features on the connected Android device. 

 

The settings will only be applied to the devices running on Android version 6 and above. 

 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Security Settings, and then click Security Policy. 

4. Select the Key Guard Features sub-menu. 

5. Select the required policy setting to ON/OFF for Disable/Enable purpose. 

6. Select the required Schedule Type. 

7. Click Apply. 

The Key guard Features Settings applied successfully message is displayed. 
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On the device, you can check if the applied settings are being reflected. For example, if you disable the 

fingerprint option from the server, then unlocking the device with fingerprint will be disabled on the device. 

Working with Administration Settings 

You can configure the settings to remotely administer an Android device. 

Configuring Agent Settings 
1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, and then click Agent settings. 

 

 

 

4. In Server IP/Name, enter any one of the following: 

 Server IP Address 

 Server Name 
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5. In Port No, enter the port number. 

6. In Heartbeat Interval, enter the required value. 

7. From the Communication Type list, select the required option. 

8. In Password, enter the required password. 

9. Select the required Schedule Type. 

10. Click Apply. 

The Remote Information Settings applied successfully message is display. 

 

Configuring Certificate Manager Settings 

All certificates which user has added manually on the Android device will be displayed here. After the task gets 

successful, the certificates will be silently installed on the device. 

On Agent side to check installed certificate, go to Settings-> Security -> Trusted credentials-> Users -> Work. 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, and then click Certificate Manager. 

4. To upload a new certificate, from Source dropdown select New Upload. 

5. Select the required Connection Name. 

6. Click the file browser icon to browse the file & click Upload button to upload the file. 

 

Certificates of ‘.crt’ extension file format are valid for the Android devices. 

 

7. To use a previously uploaded certificate, select Repository from Source dropdown. 

8. Select the required Connection Name. 

9. Select the certificate File. 

10. Select the required Schedule Type. 

11. Click Apply. 

The Certificate settings applied successfully message is display. 
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Configuring Account Management Settings 
You can enable or disable the new account addition of a particular account type in the work-profile section. 

Viewing Account Management 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, then click Account Management. 

 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, and then click Account Management. 

4. Select the check box against the required account name. 

5. If the status of the selected account is Enable, then button will be changed to Disable and vice-versa. 

6. Select the required Schedule Type. 

7. Click Apply. 

The Account Management Android Settings applied successfully message is display. 
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Configuring Global Application Policy Settings 
You can configure various application policies on the connected Android device. 

Viewing the Global Application Policy 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, and then click Global Application Policy. 

 

Configuring Set Input Methods 

Set Input Methods allows to define what input methods are permitted to use on the device. System input 

methods are always available to the user. Input methods apply to both profiles; there are no work profile-

specific methods. 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, and then click Global Application Policy. 

4. Select the Set Input Methods sub-menu. 

5. Select / unselect the required input method to enable/disable purpose respectively. 

6. Select the required Schedule Type. 

7. Click Apply. 

The Set Input Methods Settings applied successfully message is display. 
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On device, go to Settings -> Language & Input -> Current Keyboard -> Choose Keyboards. 

The applications listed will be allowed or disallowed with the respective applied settings. 

 

Configuring Accessibility 

Accessibility allows to define what services are permitted to use on the device. 

System accessibility services are always available to the user. Accessibility services apply to both profiles; 

there are no work profile-specific accessibility services.  

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, and then click Global Application Policy. 

4. Select the Accessibility sub-menu. 

5. Select / unselect the required accessibility service to enable/disable purpose respectively. 

6. Select the required Schedule Type. 

7. Click Apply. 

The Accessibility Settings applied successfully message is display. 
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On device, go to Settings -> Accessibility. The applications listed will be enabled or disabled with the 

respective applied settings. 

Configuring Install from Unknown Sources 

Install from unknown sources allows the user to install applications manually from external sources like 

memory cards, shared files, etc. 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, and then click Global Application Policy. 

4. Select the Install from Unknown Sources sub-menu. 

5. Select the checkbox against the Install from unknown sources to enable the toggle button. 

6. Select the required setting to ON/OFF for enable/ disable purpose respectively. 

7. Select the required Schedule Type. 

8. Click Apply. 

The Accessibility Settings applied successfully message is display. 
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Configuring Runtime Permissions 

You can configure runtime permissions for the work applications on the remotely connected device. 

 

The settings will only be applied to the devices running on Android version 6 and above. 

 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Administration, and then click Global Application Policy. 

4. Select the Runtime Permissions sub-menu. 

5. Select the required Permission setting. 

 

 

6. Select the required Schedule Type. 

7. Click Apply. 

The Runtime Permission Settings applied successfully message is display. 

 

Managing Software Deployment 

You can remotely check and update software installed on a client device. 

Configuring with File Transfer 
You can transfer a file on SD card by providing the folder name in which file can be transfer. 
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1. In the devices tree, click the required machine. 

2. Expand the right menu. 

3. Click Software Deployment, and then click File Transfer. 

In Target Folder Path, enter the folder name where you want to upload the file. 

 

4. Click the file browser icon to browse the file to be transferred. 

5. Click Upload button to upload the selected file. 

6. In File Name, the uploaded filename will be displayed. 

7. Select the required Schedule Type. 

 

8. Click Apply. 

The Settings applied successfully message is display 

 

 

You need to have a file manager application installed in work-profile to access the 

transferred file in that particular folder. 

 

Managing Software & Patch Install/Uninstall 
You can view, install and uninstall software from a client device. 

Installing Software: 

To install software 
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1. In the devices tree, click the required device.  

2. Expand the right menu. 

3. Click Software Deployment, then click Software& Patch Install/Uninstall. 

4. Click New to install a new application. List of all company approved applications will be displayed. 

5. Select the applications to be installed. 

6. Click Apply. 

The Software installation initiated message is displayed. 

 
 

Uninstalling Software: 

You can remotely uninstall software from an Android based device. 

1. To uninstall software 

2. In the devices tree, click the required device.   

3. Expand the right menu. 

4. Click Software Deployment, then click Software &Patch Install/Uninstall. 
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5. In the table, select the software to uninstall. 

6. Click the Uninstall icon. 

The Software uninstallation initiated message is display. 

 

Configuring Application Configuration Settings 
You can view, install applications, also manage the policy, permissions and provide the restrictions for specific 

android application on device. 

Viewing Application Configuration 

1. In the devices tree, click the required android device. 

2. Expand the right menu. 

3. Click Software Deployment, and then click Application Configuration. 
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Group: On group, organization approved applications list are displayed. 

Node: On node after synchronize the applications which present on the agent device get 

listed out along with their permissions and policy. 

Installing applications 

1. In the devices tree, click the required Android device. 

2. Click New Install. 

3. In the Source Type list, select the required source. 

4. In the Source list, select the required source. 

5. In the File list, select the required apk for application installation. 

6. Select the required Schedule Type. 

7. Click Apply. 

The Installation schedule message is display. 

 

Configuring Applications Policy: 

You can able to enable /disable (i.e. ON/OFF) three type of policies from server: 

 Disable-This type of policy disables the application. (i.e. Options present on that application not 

getting worked). 

 

 Block-This type of policy blocks the uninstallation of the applications. (i.e. Application doesn’t get 

uninstalled). 

 

 Hide-Under this type of policy, application icon gets hide on Android device. 
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While applying these policies, the following conditions must get present. 

1.For Disable Policy: App Disable column value must be True and App Type must be 

System. 

2.For Block policy: Work Profile column value must be True and App Type must be User. 

3.For Hide policy: Work Profile column value must be True. 

 

Applying policy: 

1. In the devices tree, click the required android device. 

2. Click Policy icon against the application listed of which you wish to change the policy. 

3. Apply policy as per conditions mentioned in note. 

4. Select the required Schedule Type. 

5. Click Apply. 

The Policy settings applied schedule message is display. 
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Configuring Applications Permission: 

You can able set three type of permission from server: 

1. Allow- Corresponding permission will be forcefully allowed to access for that application. 

2. Deny-Corresponding permission will be forcefully denied to access for that application. 

 

3. User Select-Correspond permission will be select as per user choice whether to allow / deny access for 

that application. 

 

 

 

 

The settings will only be applied to the devices running on Android version 6 and above. 

Applying Permission on software: 

1. In the devices tree, click the required android device. 
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2. Click Permission icon against the application of which you wish to change the permission. 

3. Select the permissions to be set for that application against its respective Permission Name. 

4. Select the required Schedule Type. 

5. Click Apply. 

The Permission settings applied schedule message is displayed. 

 

Configuring Applications Restriction: 

You can able to restrict the application by providing key and value from server (i.e.-key indicates the which 

restriction is present on application and value indicated whether On/Off that restriction) 

Applying Restriction on software: 

1. In the devices tree, click the required android device. 

2. Click Restriction icon present in data table. 

3. Different key with their values are listed. Click on EDIT button 

4. In Value, enter the required value as per data type. 

5. Click Save to save the restriction. 

6. Select the required Schedule Type. 

7. Click Apply. 

The applying Restriction schedule message is displayed. 
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Working with Manage Profile Policy Settings 

You can configure various Profile Policy settings on the connected Android device. 

Configuring Profile Policy Settings 
You can configure various policies such as Bluetooth contact sharing, Cross-profile caller ID, Cross-profile 

contact search on the connected Android device. 

Viewing Profile Policy 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Manage Profile Policy, then click Profile Policy. 
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Configuring Profile Policy 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Manage Profile Policy, then click Profile Policy. 

4. On selecting the checkbox against the policy, its respective Enable/Disable toggle button will be 

enabled. 

5. Enable or Disable the required policy. 

6. Select the required Schedule Type. 

7. Click Apply. 

The Profile Policy Settings applied successfully message is displayed. 

 

Configuring Cross-Profile Widgets Providers Settings 
You can allow a managed profile administrator to whitelist some apps to publish widgets on the home-screen 
on the connected Android device. 

Viewing Cross-Profile Widgets Providers 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Manage Profile Policy, then click Cross-Profile Widgets Providers. 

 

 

Configuring Cross-Profile Widgets Providers 

1. In the devices tree, click the required device. 
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2. Expand the right menu. 

3. Click Manage Profile Policy, then click Cross-Profile Widgets Providers. 

4. On selecting the checkbox against the widget, its respective Enable/Disable toggle button will be 

enabled. 

5. Enable or Disable the required widget. 

6. Select the required Schedule Type. 

7. Click Apply. 

The Cross Profile Widgets Settings applied successfully message is displayed. 

 

Configuring Cross-Profile Intent Settings 
The Cross-Profile Intents can whitelist sharing of particular content from apps within the personal profile to 
the managed profile and vice-versa. 

Configuring Cross-Profile Intents 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Manage Profile Policy, then click Cross-Profile Intents. 

 

 

4. In Flags, select the required value. 
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If you want the intent to forward from the work profile to the personal profile, select 

FLAG_MANAGED_CAN_ACCESS_PARENT. 

If you want the intent to forward the other way, select FLAG_PARENT_CAN_ACCESS_MANAGED. 

5. In Actions, select the required value. 

6. In Categories, select the required value. 

7. In Schemes, select the required value. 

8. In Data type, select the required value. 

9. You can also add a custom value by selecting Custom option from the dropdown and enter the 

required value in the textbox appearing next to the corresponding field. 

10. Select the required Schedule Type. 

11. Click Apply. 

12. The Cross Profile Intents Settings applied successfully message is displayed. 

 

Configuring Clear All Cross-Profile Intents 

In Clear All Cross-Profile Intents, you can clear all the previously applied intents which were applied to the 

device. 

1. In the devices tree, click the required device. 

2. Expand the right menu. 

3. Click Manage Profile Policy, then click Cross-Profile Intents. 

4. Click Clear All Cross-Profile Intents sub-menu. 

5. Select the checkbox to enable the Enable/Disable button. 

6. Toggle the button to Enable state. 

7. Select the required Schedule Type. 

8. Click Apply. 

The Cross Profile Intents Settings applied successfully message is displayed. 
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Working with the Device Manager for Apple iOS  

Viewing General Information 

Under System Information, you can also view the following general information: 

 System Information 

 System Profile 

 Certificate Details 

 Application information 

 Security information 

 Profile List 

 Provision Profile List 

Viewing System Information 

System Information provides an overview of system-related information for a network-connected device. 

The information displayed is specific to the operating device. For example, the information displayed for an 

Android based device will be different from the information displayed for a iOS based device.  

To view system information 

1. In the devices tree, click the required device. 

2. The System Information pane is display. 
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Viewing System Profile 
 

Restriction type displayed which comes under particular system. 

To view the system profile 

1. In the devices tree, click the required device. 

2. Under System Information, click System Profile. 

 

 

Viewing Application Information 
All detailed information about each of the applications installed in the selected device are listed out. The 

information includes the following: Software Name, Package Name, Version Name, Description, Last Update 

Date, Install Location, Install Size, Data Size, Total Size, Hidden Status, App Disable, Blocked Status, Widget 

Disable, Work Profile App and App Type. 
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Viewing Certificate Details 
 

All system and manually added certificates are listed out in certificate details where all information about all 

certificates present in device such as Certificate name, issued to, Issue by, Valid from date and Valid to date is 

display. 

  

Viewing Security Information 
 

 

 

Viewing Profile List 
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Viewing Provision Profile List 
 

  

 

 

Configuring System Settings 

Configuring Wifi Connection Manager Settings 
User able to Add and View connections 

Viewing the List of network connections 

 

1. Click on system settings then click on Network Settings & then click on WIFI connection manager. 

2. WiFi connection manager module displayed list of connections present on device and made by user. 

3. User able to refresh table content by click on REFRESH button. 
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Adding a network connection 

 

1. Click on system settings then click on Network Settings & then click on WIFI connection manager. 

2. Click on New Button to add new connection. 

3. User able to enter all mandatory data. 

4. Select Security type from drop down value. 

5. Enter password for WIFI connection. 

6. Click on APPLY button to create connection. 

 

 

7. WIFI connection settings applied successfully message displayed. 

8. Click on CLOSE button to close connection form 
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Configuring Connection Manager 
User able to Add and View Email, Exchange and VPN connections. 

Viewing the List of VPN connections 

 

1. Click on System Settings then click on Network Settings & then click on Connection Manager. 

2. Connection Manager module displays the list of connections made by user. 

3. User able to refresh the table content by click on REFRESH button. 

 

Adding a VPN connection 

2. Click on System Settings then click on Network Settings & then click on Connection Manager. 

3. Click on New button to create a new connection. 

4. By default, connection name Email is selected. Select VPN connection. 

5. Enter Connection Name, click on Next button to open new connection form. 

 

6. User able to enter all mandatory data. 
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7. Select checkboxes as per instructions given. 

 

 

8. Click on APPLY button to create connection. 

9. iOS VPN connection Settings applied successfully message displayed. 
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Adding a Email connection 

 

1. Click on System Settings -> Network Settings -> Connection Manager. 

2. Click on New button to create a new connection. 

3. Choose ‘Email’ as the Connection Type (This is the default) 

4. Enter a connection name and click on the Next button to open a New Connection dialog box. 

 

5. Fill in all the mandatory data. 

6. Click on Apply to create a connection. 

7. iOS Email connection Settings applied successfully message is displayed. 
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Adding an Exchange Connection 

 

1. Click on System Settings -> Network Settings -> Connection Manager. 

2. Click on New button to create a new connection. 

3. Choose ‘Exchange’ as the Connection Type. 

4. Enter a connection name an click on the Next button to open a new connection dialog box. 

 

5. Fill in all the mandatory data. 
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6. Click on Apply to create a connection. 

7. iOS Exchange Connection added successfully message is displayed. 

 

Working with Security Settings 

Configuring Password Policy Settings 
You can change security settings for a group of devices or a single device.  

You can configure the password policy for a remotely connected device. 

The following password type can be set from the server: 

 Numeric: PIN/ Password 

The user must have entered a password containing at least numeric characters. 

 Alphabetic: Password 

The user must have entered a password containing at least alphabetic characters. 

 Alphanumeric: Password 

The user must have entered a password containing at least both numeric and alphabetic characters. 

 Complex: Password 

The user must have entered a password containing at least a letter, a numerical digit and a special 

symbol. 

 Unspecified: None/Swipe/Pin/Pattern/Password 

The policy has no requirements for the password. 
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 Something: Pin/Password/Pattern 

The policy requires some kind of password or pattern, but doesn't care what it is. 

 Numeric (Complex): Pin/Password 

The user must enter a password containing at least numeric characters with no repeating (4444) or 

ordered (1234, 4321, 2468) sequences. 

To configure Password settings 

1. In the devices tree, click the required device. 

2. Expand the right menu. Click Security Settings, and then click Password Policy. 

3. Select the required Password quality. 

 

 

 

2. The following fields are displayed for each password type: 

 Maximum inactive time to lock device 

 Password history length 

 Maximum failed password attempts for wipe 

 Password expiration timeout 

 Minimum password length 

 

For Alphabetic password type, following extra fields are displayed: 

 Minimum lower case letters 

 Minimum upper case letter 

For Alphanumeric password type, following extra fields are displayed: 
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 Minimum letters 

 Minimum lower case letters 

 Minimum upper case letter 

 Minimum non-letters characters 

 Minimum numeric digits 

For Complex, Unspecified, Something, Numeric (Complex) password type, following extra fields are 

displayed: 

 Minimum letters 

 Minimum lower case letters 

 Minimum upper case letter 

 Minimum non-letters characters 

 Minimum numeric digits 

 Minimum symbols required 

 

3. In Password Minimum Letter, enter the minimum number of letters a password must contain. 

4. In Password Minimum Lower Case, enter the minimum number of lower case letters a password must 

contain. 

5. In Password Minimum Upper Case, enter the minimum number of upper case letters a password must 

contain. 

6. In Password Minimum Non Letter, enter the minimum number of non-letters password must contain. 

7. In Password Minimum Numeric, enter the minimum number of digits a password must contain. 

8. In Password Expiration Timeout, enter the number of days to expire the user's password. 

9. In Password Minimum Symbols, enter the minimum number of symbols a password must contain. 

10. In Password History Length, enter the number of new passwords the user needs to use before using an 

old password. 

11. In Maximum Failed Password for Wipe enter the maximum number of times an incorrect password 

can be entered before the device is locked or its data is wiped out. 

12. Click Apply. 
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The Password Policy Settings applied successfully message is display. 

 

 

 

 

Configuring Security Policy Settings 
You can set various security policies to a remote device on the network. 

User able to Allow or Restrict security policies. 
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Configuring Device Functionality 

User able to Allow or Restrict Device security policies (like enable/Disable camera). 

 

 

Configuring Security 

User able to Allow or Restrict security policies related to applications. 

 

 

 

Configuring Apps 

To Restrict or Allow the policies related to application. 
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Configuring Safari 

To Restrict/Allow the Safari browser. 

 

 

Configuring iCloud Settings 

To restrict or Allow iCloud settings. 

 

Configuring Privacy 

To restrict /Allow the privacy settings. 
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Configuring Supervised Devices Only 

To restrict/Allow the security policies for supervised device. 

 

Configuring Lost Mode Settings 
 

Lost Mode feature is used to lock an iOS device instantly and keep track of its location. Lost Mode locks the 

device with a passcode thereby denying access to the personal information. 

 

1. Choose the desired device from the devices tree. 

2. Expand the right hand side menu and click on Security Settings 

3. Select Lost Mode. 

4. Enter a message to be displayed on the device in the Message textbox. 

5. Enter the phone number of the lost device in Phone number textbox. 

6. Enter a footnote in the Footnote textbox. 

7. Click on the ENABLE button. 
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‘Lost Mode Settings applied successfully’ summary message is displayed. 

 

8. Disable button is displayed only after the task is successful and sync gets applied. 

 

The settings will only be applied on supervised devices. 

 

Configuring AirMirroring Settings 
Mirror the screen of iPhone, iPad or iPod touch on any Apple TV using this feature. 

On your iOS device, swipe up from the bottom of your screen to open Control Center. In Control Center, 

tap Air Mirroring, then select your Apple TV from the list. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Security Settings 

3. Select AirMirroring. 

4. Click on the NEXT button to add new device details. 
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5. Enter the name of the destination device in Destination Name textbox. 

6. Enter the device ID of the destination device in the Destination Device ID textbox. 

7. Enter the scan time in the Scan Time textbox. 

8. Enter the password in the Password textbox. 

9. Click on the Apply button. 

‘iOS Airplay Mirroring Settings applied successfully’ summary message is displayed. 

 

 

Configuring AirPlay Settings 
AirPlay allows to connect AirPlay-compatible devices together, allowing you to wirelessly stream music 

amongst other things. AirPlay even allows mirroring your entire display on the TV with minimal delay. Airplay 

works over a WiFi connection.  
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1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Security Settings 

3. Select AirPlay. 

4. Enter a valid Username and Password in the respective text boxes. 

5. Click on the Apply button. 

‘iOS Airplay Connection Settings applied successfully’ summary message is displayed. 

 

Working with Administration Settings 

Configuring Certificate Manager Settings 
 

User can view the list of certificates available or can upload a new certificate on an iOS device. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Administration. 

3. Select Certificate Manager. 

4. The list of certificates present on the device will be displayed. 
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5. Click on NEW button to upload a new certificate. 

6. Enter the certificate name in the Certificate Name textbox. 

7. Click the icon to browse the certificate file. 

8. Click on the Upload button to upload the selected certificate file. 

9. Click on the APPLY button 

‘Certificate Settings has been applied’ summary message is displayed. 

 

 

Configuring Wallpaper Settings 
 

You can set wallpaper to a remote iOS device on the network. 

1. In the devices tree, click the required device.  

2. Expand the right menu. 

3. Click iOS device, then click Administration Settings 

4. Select Wallpaper Settings 

5. In File Name textbox, enter the File name. 

6. In File, browse the wallpaper image. 

7. Select Screen Type from dropdown list. 
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8. Click on APPLY button 

The Settings applied summary message displayed. 

 

 

The settings will only be applied on supervised devices. 

 

Configuring Global Proxy Settings 
Global HTTP proxy is a feature that can only be applied to iOS Supervised devices. By imposing this profile on 

the user’s mobile devices, you can ensure that the internet connectivity is always re-directed through 

one proxy. 

1. In the devices tree, click the required device.  

2. Expand the right menu. 

3. Click iOS device, then click Administration Settings 

4. Select Global Proxy Settings. 
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5. In Name textbox, enter name of Global Proxy settings. 

6. Select Proxy type from drop-down list. 

7. Enter Server name in Sever textbox. 

8. In Server Port, enter port number of server. 

9. Enter Username and password 

10. After selecting reveal label, it shows the actual entered password and on selecting hide, it shows the 

password in encrypted format. 

11. In Proxy PAC URL, Enter the URL link for proxy PAC. 

12. Click on Apply button. 
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The settings will only be applied on supervised devices. 

 

Configuring Calendar Subscription Settings 
 

Calendar subscriptions are a great way to stay up to date with holidays, sports, social media, and more. And 

with iCloud, you see all the calendar subscriptions across all devices. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Administration 

3. Select Calendar Subscription. 
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4. Enter a description In the Account Description textbox. 

5. Enter a valid calendar URL in the Calendar URL textbox. 

6. Enter a valid Username and Password in respective text boxes. 

7. Click on ‘reveal’ to view the password. 

8. Choose the desired option for ‘Use SSL for mail communication’ 

9. Click on the Apply button. 

‘Calendar Subscription Settings applied successfully’ summary message is displayed. 

 

Configuring Contact Settings 
 

Contact profile can be created on device using the feature. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Administration. 

3. Select Contact. 
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4. Enter a description in the Account Description textbox. 

5. Enter a display name in the Account Display Name textbox. 

6. Enter the port number in Port textbox. 

7. Enter a valid URL in the Principle URL textbox. 

8. Enter a valid Username and password in the respective text boxes. 

9. Click on ‘reveal’ to view the password. 

10. Choose the desired option for ‘Use SSL for mail communication’. 

11. Click on the APPLY button. 

‘Contact Settings applied successfully’ summary message is displayed. 
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Configuring Calendar Settings 
 

Date-time and calendar features can be set from the server to the device using this feature. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Administration. 

3. Select Calendar. 

 

4. Enter a description in the Account Description textbox. 

5. Enter a display name in the Account Display Name textbox. 

6. Enter the port number in Port textbox. 

7. Enter a valid URL in the Principle URL textbox. 

8. Enter a valid Username and password in the respective text boxes. 

9. Click on ‘reveal’ to view the password. 

10. Choose the desired option for ‘Use SSL for mail communication’. 

11. Click on the APPLY button. 

‘Calendar Settings applied successfully’ summary message is displayed. 
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Configuring LDAP Settings 
 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Administration. 

3. Select LDAP. 

 

4. Enter a description in the Account Description textbox. 
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5. Enter a valid Username and Password in the respective text boxes. 

6. Enter a hostname in the Account Hostname textbox. 

7. Select the SSL checkbox as required. 

8. In the Search Settings section, enter the Description, Search Base & select Scope as required. 

9. Click on the ADD button to add the details. 

10. Click on the APPLY button. 

‘LDAP Settings applied successfully’ summary message is displayed. 

 

Working with Software Deployment Settings 

Configuring Software & Patch Install/Uninstall Settings 
You can remotely check and update software installed on a client device. 

You can view, install and uninstall software from a client iOS device. 

Installing Software: 

1. In the devices tree, click the required device.  

2. Expand the right menu. 

3. Click Software Deployment, then click Software& Patch Install/Uninstall. 

4. It will show the list of installed applications on the device. 

5. Click Refresh to refresh the application list. 

6. Click New to install a new application. List of all company approved applications will be displayed. 

7. Select the applications to be installed on the device. 

8. Click on Apply button. 
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The Software installation initiated message is displayed. 

 
 

Uninstalling Software: 

You can remotely uninstall software from an Android based device. 

1. In the devices tree, click the required device.   

2. Expand the right menu. 

3. Click Software Deployment, then click Software & Patch Install/Uninstall. 

4. In the table, select the software to uninstall. 

5. Click the Uninstall icon. 

The Software uninstallation summary message is display. 

 

 

 

 



 

Fusion EMM :  User Guide Page 226 of 295 

Configuring Application Configuration Settings 
 

You can view the detailed information of the installed applications on an iOS device. 

 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Software Deployment -> Application Configuration. 

 

 

Configuring OS Update 
User can keep track of the available OS version updates on an iOS device. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Software Deployment -> OS Update. 
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Working with Device Settings 

Configuring Roaming Settings 
 

User can configure roaming settings for an iOS device. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Device Setting -> Roaming setting. 

3. Select the required option for Voice Roaming and Data Roaming. 

4. Click on the APPLY button 

The Settings applied summary message displayed. 

 

 

Configuring Hotspot Settings 
 

User can configure hotspot settings for an iOS device. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Device Setting -> Hotspot Setting. 

3. Select the required option for Hotspot. 

4. Click on the APPLY button 

‘Hotspot Settings applied successfully’ summary message is displayed. 
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Configuring Device Name Settings 
 

User can change the device name of the registered iOS device. 

1. Choose the desired device from the devices tree.  

2. Expand the right hand side menu and click on Device Setting -> Device Name Setting. 

3. Enter a name to be set on the device in the Device Name textbox. 

4. Click on the APPLY button 

‘Device Name Settings applied successfully’ summary message is displayed. 

 

 

 

The settings will only be applied on supervised devices. 

 

Remote Control Tools for iOS MDM 

Remote control enables the administrator to remotely control functions such as capturing device data, locking 

device, wipe, clear passcode. 
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Synchronizing Inventory 
Inventory synchronization enables the administrator to acquire details of all devices in a group. 

To synchronize inventory 

1. In the devices tree, right-click the group node. 

2. In Remote Control, select Synchronise Inventory. 

3. Select the required Schedule Type. 

4. Click Apply. 

The Request for settings update processed message is display. 

 

 

Send Message 
Allows administrator to send a message to all the devices in a group. 

To send a message 

1. In the devices tree, right-click the group node. 

2. In Remote Control, select Send Message. 

3. Select the required Schedule Type. 

4. Click Apply. 

The Client message settings has been applied message is displayed. 

 

An application ‘PushChatStarter’ needs to be pre-installed on the iOS device for receiving 

messages. 

 

Remote Lock 
Allow administrator to lock device as soon as settings get applied. 

To lock device 

1. In the devices tree, right-click the group node. 

2. In Remote Control, select Remote Lock. 

3. User able to send message and contact number while locking device. 

4. Select the required Schedule Type. 
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5. Click Apply. 

 

The Request for settings update processed message is display. 

6. Click on Close to close open form. 

 

Remote Wipe 
Allow administrator to wipe data from device once task get succeeded. 

To Lock device 

1. In the devices tree, right-click the group node. 

2. In Remote Control, select Remote Wipe. 

 

3. User able to erase data from device, before that user have to enter device password to perform this 

action. 



 

 

Fusion EMM : User Guide Page 231 of 295 

 

4. Select the required Schedule Type. 

5. Click Apply. 

The Request for settings update processed message is display. 

6. Click on Close to close open form. 

 

Clear Passcode 
Allow administrator to clear passcode from device after task get succeeded. 

To Clear Passcode 

1. In the devices tree, right-click the group node. 

2. In Remote Control, select Clear Passcode. 

3. User able to remove passcode from device after performing this action. 

 

4. Select the required Schedule Type. 
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5. Click Apply. 

The Request for settings update processed message is display. 

6. Click on Close to close open form. 
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Working with the Task Manager in Android 

Task Manager is used to create, track, and maintain the tasks that have been performed as a part of the 

management process. It is also used to examine the tasks on a granular basis when required to indicate why 

tasks may have failed or otherwise. 

It displays the status of settings applied on the devices as well as any activity executed on the server. 

The Device Count column displays the number of devices to which a particular administrator has applied a 

specific task. 

The settings applied on a device are reflected on task activity with the status as ‘Pending’ and the status 

changes to ‘In Process’ when the server sends these settings to the devices.  

The last status shows as ‘Completed' or 'Unsuccessful' when the settings have been successfully applied to the 

devices. The schedules that are pending can be deleted through this option. Details of the applied schedule 

can be viewed by clicking on the schedule. 
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Configuring System Settings 

Creating Tasks to Configure WiFi connection settings 
Under Wi-Fi connection settings, you can set the date and time, the time zone, and also the time server. These 

settings can then be applied to one device or to all the devices in a group. 

1. In the devices tree, click the required group. 

2. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

3. Expand the right menu. 

4. Click Android. 

5. Click System Settings, then click Network Settings, and then click WiFi connection Manager. 

6. In the SSID box, enter the required SSID name. 

7. In the security Type box, Select security type (NONE or WEP or WPA/WPA2). 

8. If Select WEP or WAP/WAP2 as Security type, enter password. 

9. Select the required Schedule Type. 

10. Under Apply To, select any one of the following: 

a. Computer – enables you to select a device and implement the settings  

b. Group – enables you to implement the settings to all devices in a group on the devices 

tree 
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 On selecting option, Group in Apply to, groups along with   hierarchy structure if 
present will be display. 

 All subgroup present under those groups will be list out. 
 If user select parent group all child group should get select. 
 This Group Hierarchy feature not implemented for all modules. 

 

 

11. From the table, select the check box against the required device/group. 

12. Click Apply. 

The Request for settings update processed message is display. 

 

 

 

Configuring Security Settings 

Creating a Task to Configure the Password Policy 
You can configure the password policy for a remotely connected device. Its useful for security purpose. 

The following password type can be set from the server: 

 Numeric: PIN/ Password 

 Alphabetic: Password 
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 Alpha Numeric: Password 

 Complex: Password 

 Unspecified: None/Swipe/Pin/Pattern/Password 

 Something: Pin/Password/Pattern 

 

1. From the toolbar, click Views . 

a. Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android 

4. Click Security Settings, then click Password Policy. 

 

5. Select Password Quality, as mention above. 

6. According to password quality, enter different parameters. 

7. Select the required Schedule Type. 

8. Under Apply To, select any one of the following: 

a. Computer – enables you to select a device and implement the settings  

b. Group – enables you to implement the settings to all devices in a group on the devices 

tree 

9. From the table, select the check box against the required device/group. 

10. Click Apply. 

The Request for settings update processed message is displayed. 
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Creating a Task to Configure Remote Lock Settings 

1. From the toolbar, click Views  .  

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Security Settings, then click Remote Lock. 

 

5. From the Remote lock, select the checkbox. 

6. Select the required Schedule Type. 

7. Under Apply To, select any one of the following: 

a. Computer – enables you to select a device and implement the settings  

b. Group– enables you to implement the settings to all devices in a group on the devices 

tree 

8. From the table, select the check box against the required device/group. 

9. Click Apply. 

The Settings applied message is displayed. 
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Creating a Task to Configure Wipe Data Settings 
To remotely remove the work profile from a device 

1. In the devices tree, click the required group. 

2. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

3. Expand the right menu. 

4. Click Android. 

5. Click Security Settings, then click Wipe Data 

6. Enable the Wipe data Settings 

7. Select the required Schedule Type. 

8. Under Apply To, select any one of the following: 

a. Computer – enables you to select a device and implement the settings  

b. Group – enables you to implement the settings to all devices in a group on the devices 

tree 

9. From the table, select the check box against the required device/group. 

10. Click Apply. 

The Request for settings update processed message is display. 
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Creating a Task to Configuring Peripheral Settings 
You can disable a Camera, Wifi, Bluetooth, GPS attached to a remote device on the network. 

To enable or disable a required option: 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Security Settings, then click Peripheral settings. 

 

5. Enable/Disable the settings. 

6. Select the required Schedule Type. 

7. Under Apply To, select any one of the following: 

a. Computer – enables you to select a device and implement the settings  

b. Group – enables you to implement the settings to all devices in a group on the 

devices tree 

8. From the table, select the check box against the required device/group. 

9.  Click Apply. 

The Request for settings update processedmessage is display. 

 

When we disable Wi-Fi settings, server shows confirmation popup “Are you sure, do you want to disable Wi-

Fi?”  

If Ok is clicked, after task completion, the client will get off due no network connection. 
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Creating Tasks to Configure Data Security Policy 
You can configure data security policies to the connected Android device. On occurrence of any of the 

mentioned event, the selected security action will be applied on the device. 

Events and Actions explained in short as follows: 

Event Name: 

 Sim Change: Change of SIM card on the device. 

 Device Rooting: Rooting of an Android device. 

 Number of days not communicated: Number of days not communicated with the 

server. 

 Password Policy: Changing the password type on the device. 

 No of failed password attempts: Number of failed password attempts on the device. 

Action: 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Security Settings, then click data Security policy. 

5. Select the required Schedule Type. 

6. Under Apply To, select any one of the following: 

a. Computer – enables you to select a device and implement the settings  

b. Group – enables you to implement the settings to all devices in a group on the 

devices tree. 
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7. From the table, select the check box against the required device/group. 

8. Click Apply. 

The Request for settings update processed message is display. 

 
 

 
 

Creating a Task to Configure Security Policy 
You can set various security policies to a remote device on the network. 

Creating a Task to Configuring User Restriction 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Security Settings, then click Security Policy. 

5. Select User Restriction. 
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6. Enable/Disable the required User restrictions 

7. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the settings  

b. Group– enables you to implement the settings to all devices in a group on the devices 

tree 

8. From the table, select the check box against the required device/group. 

9. Click Apply. 

The Request for settings update processed message is displayed. 

 

 

Creating a Task to Configure Camera & Screen Capture settings 

 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Security Settings, then click Security Policy. 

5. Select Camera & Screen Capture settings. 
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6. Enable/Disable Camera & Screen capture settings as required. 

7. Select the required Schedule Type. 

8. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the properties 

b. Group – enables you to implement the properties to all devices in a group 

9. From the table, select the check box against the required device/group. 

10. Click Apply. 

11. The Request for settings update processed message is displayed. 

 
 
 

Creating a Task to Configure Key guard Features. 

You can configure various key guard features on the connected Android device. 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Security Settings, then click Security Policy. 

5. Select Keyguard Features. 
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6. Enable/Disable Camera & Screen Capture settings as required. 

7. Select the required Schedule Type. 

8. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the properties 

b. Group – enables you to implement the properties to all devices in a group 

9. From the table, select the check box against the required device/group. 

10. Click Apply. 

The Request for settings update processed message is displayed. 

 

Configuring Administration 

Creating a Task to Configure Agent settings. 
 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 
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4. Click Administration, then click Agent Settings. 

 

5. In Server IP/Name, enter any one of the following: 

a. Server IP Address 

b. Server Name 

6. In Port No, enter the port number. 

7. In Heartbeat Interval, enter the required value. 

8. From the Communication Type list, select the required option. 

9. In Password, enter the required password. 

10. Select the required Schedule Type. 

11. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the Agent settings 

b. Group – enables you to implement the Agent settings to all devices in a group 

12. From the table, select the check box against the required device/group. 

13. Click Apply. 

The Request for settings update processed message is display. 
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Creating a Task to Configure CertificateManager 
 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Administration, then click Certificate Manger. 

5. To upload a new certificate, from Source dropdown select New Upload. 

6. Select the required Connection Name. 

7. Click the file browser icon to browse the file & click Upload button to upload the file. 

 

 

Certificates of ‘crt’ extension file format are valid for the Android devices. 

 

8. To use a previously uploaded certificate, select Repository from Source dropdown. 

9. Select the required Connection Name. 

10. Select the certificate File. 

11. Select the required Schedule Type. 

12. Under Apply To, select any one of the following: 

a. Computer – enables you to select a device and implement the Certificate Manger 

b. Group – enables you to implement the Certificate Manger to all devices in a group 

13. From the table, select the check box against the required device/group. 

14. Click Apply. 

The Request for settings update processed message is display. 
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Creating a Task to Configure Global Application Policy 
 

Creating a Task to Execute a Set Input Method: 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android 

4. Click Administration and then click Global Application Policy. 

5. Select Set Input Methods. 

 

6. Select / unselect the required input method to enable/disable purpose respectively. 

7. Select the required Schedule Type. 

8. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the settings 

b. Group – enables you to implement the settings to all devices in a group on the devices tree 

9. From the table, select the check box against the required device/group. 
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10. Click Apply. 

The Request for settings update processed message is display. 

 

Creating a Task to Execute Accessibility 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android 

4. Click Administration and then click Global Application Policy. 

5. Select Accessibility. 

6. Select / unselect the required Application to enable/disable purpose respectively. 

 

7. Select the required Schedule Type. 

8. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the settings 

b. Group – enables you to implement the settings to all devices in a group on the devices tree 

9. From the table, select the check box against the required device/group. 
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10. Click Apply. 

The Request for settings update processed message is display 

 

Creating a Task to Configure Runtime Permission 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android 

4. Click Administration and then click Global Application Policy. 

5. Select Runtime Permission. 

6. Select one value from dropdown. 

 
7. Select one value from dropdown. 

8. Select the required Schedule Type. 

9. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the settings 

b. Group – enables you to implement the settings to all devices in a group on the devices tree 

 
10. From the table, select the check box against the required device/group. 
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11. Click Apply. 

The Request for settings update processed message is display. 

 

Configuring Software Deployment 

Creating a Task For File Transfer 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Software Deployment. 

5. Select File Transfer. 

6. In Target Folder Path, enter the folder name where you want to upload the file. 

7. Click the file browser icon to browse the file to be transferred. 

8. Click Upload button to upload the selected file. 

9. In File Name, the uploaded filename will be displayed. 

10. Select the required Schedule Type. 

11. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the File transfer settings 

b. Group – enables you to implement the File transfer settings to all devices in a group 

12. From the table, select the check box against the required device/group. 

13. Click Apply. 

The Request for settings update processed message is display. 
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Creating a Task for Application Configuration 
In the devices tree, click the required group. 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android 

4. Click Software Deployment 

5. Select Application Configuration 

6. Select New Install. 

7. In the Source Type list, select the required source. 

8. In the Source list, select the required source. 

9. In the File list, select the required apk for application installation. 

 

 

10. Select the required Schedule Type. 

11. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the File transfer settings 

b. Group – enables you to implement the File transfer settings to all devices in a group 

12. From the table, select the check box against the required device/group. 

13. Click Apply. 
The Request for settings update processed message is display. 
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Creating a Task to Configure Policy 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Software Deployment. 

5. Select Application Configuration. 

6. Click an application & select Policy. 

 

7. Change the policy options of Disable, Block & Hide as required.  
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8. Select the required Schedule Type. 

9. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the File transfer settings 

b. Group – enables you to implement the File transfer settings to all devices in a group 

10. From the table, select the check box against the required device/group. 

11. Click Apply. 

a. The Request for settings update processed message is display. 

 

Creating a Task to Configure Permission 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Software Deployment. 

5. Select Application Configuration. 

6. Click an application & select Permission. 
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7. List of permissions of the selected application will be displayed, if present. 

8. Select the required option for the permission 

9. Select the required Schedule Type. 

10. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the File transfer settings 

b. Group – enables you to implement the File transfer settings to all devices in a group 

11. From the table, select the check box against the required device/group. 

12. Click Apply. 

The Request for settings update processed message is display. 

 

Creating a Task to Configure Restriction 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Software Deployment. 

5. Select Application Configuration. 

6. Click an application & select Restriction. 

7. List of restrictions of the selected application will be displayed, if present. 

8. Click on Edit button to edit the restriction. 
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9. Select/edit the value as required. 

10. Click on Save to save the changes. 

 

11. Select the required Schedule Type. 

12. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the Restriction settings 

b. Group – enables you to implement the Restriction settings to all devices in a group 

13. From the table, select the check box against the required device/group. 

14. Click Apply. 

The Request for settings applied successfully message is display. 

 

Configuring Manage Profile Policy 

Creating Tasks to Profile Policy 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Manage Profile Policy. 

5. Select Profile Policy. 
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6. Select the required Schedule Type. 

7. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the settings 

b. Group – enables you to implement the settings to all devices in a group on the devices 

tree 

8. From the table, select the check box against the required device/group. 

9. Click Apply. 

The Request for settings update processed message is display. 

 

Creating Tasks to Cross Profile Widget Providers 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 
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4. Click Manage Profile Policy. 

5. Select Cross Profile Widget Providers. 

6. Select an Application. 
 

7. Toggle the Enable/Disable button against the application as required. 
 

 

8. Select the required Schedule Type. 

9. Under Apply To  , select any one of the following: 

a. Computer – enables you to select a device and implement the settings 

b. Group – enables you to implement the settings to all devices in a group on the devices 

tree 

10. Click Apply. 

The Request for settings update processed message is displayed. 
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Creating Tasks to Cross Profile Intent 

Configuring Cross Profile Intent 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Manage Profile Policy. 

5. Select Cross Profile Intents. 

6. Select value of Flags, Actions, Categories, Schemes and Datatypes as required. 

 

7. Select the required Schedule Type. 
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8. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the settings 

b. Group – enables you to implement the settings to all devices in a group on the 

devices tree 

9. Click Apply. 

The Request for settings update processed message is display  

 

Creating Tasks to Clear All Cross Profile Intents 

1. From the toolbar, click Views . 

Click on Task Management. The Task Management page is displayed. 

2. Expand the right menu. 

3. Click Android. 

4. Click Manage Profile Policy. 

5. Select Cross Profile Intents. 

6. Click on Clear All Cross Profile Intents. 
 

7. Enable/Disable the value as required. 
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8. Select the required Schedule Type. 

9. Under Apply To  , select any one of the following: 

a. Computer – enables you to select a device and implement the settings 

b. Group – enables you to implement the settings to all devices in a group on the 

devices tree 

10. Click Apply. 

The Request for settings update processed message is display. 
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Monitoring Tasks 

Fusion EMM  enables you to record and archive the tasks that have been performed as a part of the 

management process. You can also examine the tasks on a granular basis when required to indicate why tasks 

may have failed. 

As the name suggests, the Task Manager is used to monitor the status of the executed tasks. It displays the 

task name, the user id through which it is executed, the duration for the completion of settings, and the 

reason if any setting fails. 

To monitor a task 

1. From the toolbar, click . 

The Task Management page is display. 

2. Expand the right menu. 

3. Click Android. 

4. Click Task Management and click Task Monitoring Activity. 

To view the list of automatic tasks, select the Show Automatic Task check box. 

Using the Task Manager 
The Task Manager displays all the settings that are assigned the Schedule Type as Execute Later. You can 

apply multiple settings to multiple devices instantly by selecting the Schedule Type as Execute Later. You can 

also view the list of tasks that are pending execution and execute the pending tasks. 

Viewing Pending Tasks 

1. From the toolbar, click . 

The Task Management page is display. 

2. Expand the right menu. 

3. Click Android 
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4. Click Task Management and click Task Manager. 

Executing Pending Tasks 

1. From the toolbar, click . 

The Task Management page is display. 

2. Expand the right menu. 

3. Click Android 

4. Click Task Management and click Task Manager. 

5. In the Task Name box, enter the name of the task. 

6. Select the required Schedule Type. 

 

 

The task name must be the same as the function name. 

 
7. Click Apply. 

The Request for settings update processed message is display  
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Using the Template Manager 

Creating a Template 

1. From the toolbar, click . 

The Task Management page is display. 

2. Expand the right menu. 

3. Click Android 

4. Click Task Management and click Task Manager. 

 

5. In the Task Name box, enter the name of the task. 

 

The task name must be the same as the function name. 



 

Fusion EMM :  User Guide Page 264 of 295 

6. Select the Save as Template check box. 

The Apply button changes to Save Template. 

7. Select the required Schedule Type. 

8. Click Save Template. 

The Information saved successfully message is display. 

 

Applying a Template 

1. From the toolbar, click . 

The Task Management page is display. 

2. Expand the right menu. 

3. Click Android. 

4. Click Task Management and click Template Manager. 
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5. Select the required template. 

6. Under Apply To , select any one of the following: 

a. Computer – enables you to select a device and implement the settings 

b. Groups:  enables you to implement the settings to all devices in a group on the devices 

tree. 

 

 On selecting option, Group in Apply to, groups along with   hierarchy structure if 
present will be display. 

 All subgroup present under those groups will be list out. 
 If user select parent group all child group should get select. 
 This Group Hierarchy feature not implemented for all modules. 

 

b.  

7. From the table, select the check box against the required device. 

8. In the Task Name box, enter the name of the template. 

9. Click Apply. 

The Request for settings update processed message is display. 
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Asset Management 

The Asset Management page helps you to monitor software and hardware assets for all devices, discovered 

and registered with Fusion EMM . It enables you to track the location of assets in the organization. User can 

see just the software and hardware inventory or how they are deployed. 

To open the Asset Management page 

1. Click   on the toolbar.  

2. The Asset Management page is display. By default, the page displays a dashboard with the summary 

of hardware and software assets in use and their status. 

 

3. Using the dashboard, you can check software and hardware inventory as well as any modifications 

made to the same, in a report format. 

 Hardware Assets by Type:  Displays the different categories of hardware assets within Fusion EMM . 

The categories are as follows: 

 iOS 

 Android 

 

 Computers by Operating System: Displays devices based on their operating systems. 

Fusion EMM  can manage and monitor devices with the following types of operating systems: 

 iOS  

 Android 
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 Inventory Scan Status: Displays all updates and modifications on the device side. Device inventory is 

scanned and updated on the Fusion EMM server on an hourly basis. 

The scanning status is as follows: 

 Pending: number of devices to be scanned 

 Complete: number of devices scanned successfully 

 Failed: number of devices where the scan failed 

 Computers by Make and Model: Displays manufacturer details for a device. 

 Hardware Compliance Status: Displays the warranty status of all hardware entered in the repository. 

The warranty status, classification is as follows: 

 Compliance: Hardware within warranty period 

 Expired: Hardware with expired warranty 

 Expiry in 30 Days: Hardware with 30 days’ warranty remaining 

 Expiry in 90 Days: Hardware with 90 days’ warranty remaining 

 

For warranty details to display in Hardware Compliance Status, you must add hardware 
to the inventory in Hardware Inventory in Inventory Settings. 

 

 

For information about adding hardware to the  inventory, see “Adding a Hardware to the 
Inventory" in  ”Asset Management". 

 

 Software Summary: Enables you to track client wise software usages. Using the software metering 

feature of Fusion EMM , you can monitor the number of licenses being used by the devices connected 

to Fusion EMM . 

Software metering helps to ensure the following: 

 The client organization's usage of specific software does not go beyond the number of purchased 

licenses. 

 Software usage is accurately monitored and logged in so the client does not purchase more licences 

than required. 

Software Summary displays the following details: 

 Total Software: Total number of software installed on devices 

 License Compliant: Software with valid license  

 Excess of Licenses: Number of licenses purchased exceeds the number of licensed used  

 License Deficiency: Number of used licenses exceeds the number of purchased licensed 
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For software details to display in Software Summary, you must add a software to the 
inventory in Software Inventory in Inventory Settings. 

 

To view details of any particular asset: 

 

 On the dashboard, in the Computers by operating system report, click the number in bracket. 
A page with the details of the selected asset is display.  

 

 

 

Viewing Software and Hardware Details 

Toolbar 
 

 
To view or export data in PDF, Excel format or print list view 

 
Maximize screen 

 
Expand Screen 

 
Minimize screen 
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Collapse Screen 

 
Advanced Filter 

 

Refresh report 

 
Email report to configured mail id. 

 
Open in popup. 

 

Show / Hide column 

 

 

Software Inventory Report 
The Software Inventory Report displays the details of the software installed on individual hosts and on all 

devices and nodes registered in the Fusion EMM server. 

 

To email the report to client user ids, you need to configure the SMTP server settings. 

For information about configuring SMTP server settings , see “Working with Mailer Engine 
Configuration" in ” Configuring Fusion EMM". 

To view the Software Inventory Report 

1. Expand the right menu 

2. Click Asset Management, then click Software and Hardware Details, and then click Software 

Inventory Report. 
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3. The Licenses column displays the type of software, as selected when adding the software to the 

inventory. 

4. The software type selection included the following options: 

a. Licensed (Perpetual) 

b. Licensed (Yearly/Cloud) 

c. Evaluation 

d. Open Source 

e. None 

 

For information about adding software to the  inventory, see “Adding a Software to the 
Inventory" in  ” Configuring Fusion EMM". 

 

Hardware Inventory Report 
The Hardware Inventory Report displays the details of the hardware available on individual hosts. 

To view the Hardware Inventory Report 

1. Expand the right menu 

2. Click Asset Management, then click Software and Hardware Details, and then click Hardware 

Inventory Report. 
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Viewing Software and Hardware Summary 

Software Inventory Summary 
The Software Inventory Summary displays licensing and installation details of the software available in the 

organization. 

To view the Software Inventory Summary 

1. Expand the right menu 

2. Click Asset Management, and then click Software and Hardware Summary, and then click Software 

Inventory Summary. 

 

License Details 

To view the details of the licenses 
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1. In the Purchased column, click the displayed number. 

2. The details of the licenses purchased for that software are displayed.  

 

3. Click Close. 

 

Installation Details 

To view details of the system where the software is installed 

1. In the Installed column, click the number for the software. 
A pop-up displays the license details. 

 

2. Click Close. 

 

Software and Hardware Inventory Summary 
The Software and Hardware Inventory Summary displays the hardware available on each host as well as 

details of the operating system, anti-virus and Microsoft Office installations. 

To view the Software Inventory Summary 

1. Expand the right menu 

2. Click Asset Management, and then click Software and Hardware Inventory Summary. 
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By default, only the hardware details are displayed in the Software and Hardware Inventory Summary. 

3. Click  next to the MAC Address to see more details from the columns not displayed in the table. 

 

Inventory Settings 

Working with Software Inventory 
The Software Inventory settings enable you to add and select the software to monitor.  

Adding a Software to the Inventory 

1. Expand the right menu. 

2. Click Asset Management, then click Inventory Settings and then click Software Inventory. 

 

3. On the Software Inventory tab, click New Inventory. 
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4. In Add New Software Inventory, enter the customer name and applicable software details. 

5. In Binding with system, select the IP address of device where the applicable software has been 

installed.  

6. Click Save. 

The Software Inventory added successfully message is display. 

 

Editing a Software from the Inventory 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Software Inventory. 

3. On the Software Inventory tab, in the Select column, select the software inventory to edit. 

 

4. Click Edit. 

5. In Edit Software Inventory, edit the details as required. 

6. Click Update. 
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The Software Inventory updated successfully message is display. 

 

Deleting a Software from the Inventory 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Software Inventory. 

 

3. On the Software Inventory tab, in the Select column, select the software to delete. 

4. Click Delete. 

The Software Inventory deleted successfully message is display. 

Export Inventory Data 

User can Export data/format to .CSV file format by clicking on Export button with two options: 

 Export with data 

 Export with Empty .CSV file. 

User can add data in empty .CSV file. 

 

 

Import Inventory Data 

1. User can import software inventory data only in .csv file format. 

2. Specify the.CSV file consisting of software inventory data to be imported, press save button to import 

data into the database, once imported the data will get listed into data table. 

3. The imported inventory data will also reflect into dashboard data. 
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Selecting the Software for Monitoring 
1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Software Inventory. 

 

a. The Software Available column displays all available software. The Allowed Software List 

column displays monitored software.  

b. On the Software Settings tab, in the Software Available column, select the software to 

monitor. 

3. Move the selected software to the Allowed Software List. 

 

Select the Allow All Software check box to enable monitoring of all software. Bydefault 
settings is Enabled. 

4. Click Save. 

The Software settings updated successfully message is display. 
 

Working with Hardware Inventory 
The Hardware Inventory settings enable you to add and select the hardware to monitor.  
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Adding a Hardware to the Inventory 

1. Expand the right menu. 

2. Click Asset Management, then click Configuration Settings, and then click Hardware Inventory. 

 

3. In Hardware Inventory, click New Inventory. 

4. In Add New Hardware Inventory, enter the hardware purchase and other required details. 

 

5. Click Save. 

The Hardware Inventory added successfully message is display. 

Editing a Hardware from the Inventory 

1. Expand the right menu. 

2. Click Configuration Setup, then click Configuration Settings, and then click Hardware Inventory. 

3. In Hardware Inventory, in the Select column, select the hardware to edit. 
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4. Click Edit. 

 

5. In Add New Hardware Inventory, edit the hardware details. 

6. Click Update. 

The Hardware Inventory Updated successfully message is display. 

 

Deleting a Hardware from the Inventory 

1. Expand the right menu. 



 

 

Fusion EMM : User Guide Page 279 of 295 

2. Click Configuration Setup, then click Configuration Settings, and then click Hardware Inventory. 

 

3. In Hardware Inventory, in the Select column, select the hardware to delete. 

4. Click Delete 

The Hardware Inventory deleted successfully message is display. 

Export Inventory Data 

User can Export data/format to .CSV file format by clicking on Export button with two options: 

 Export with data 

 Export with Empty .CSV file. 

User can add data in empty .CSV file. 

 

 

Import Inventory Data 

1. User can import Hardware inventory data only in .csv file format. 

2. Specify the.CSV file consisting of Hardware inventory data to be imported, press save button to 

import data into the database, once imported the data will get listed into data table. 

3. The imported inventory data will also reflect into dashboard data. 
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Performing Common Operations 

You can perform the following common operations across the reports viewed in Asset Management. 

 Show or hide the columns to display in reports and logs. 

 Export the data to Excel 

 Export the data to PDF 

 Print displayed details 

 Email the data to clients 

 View the data in a pop-up window 

 

For information about the common operations , see “Understanding Common 
Operations” in “Getting Started”.  

 

 

You can email or export only the filtered records . 
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Reports and Audit Logs 

The Reports and Audit Logs contain comprehensive and detailed information of various useful data points 

that can be used for accurate auditing and exhaustive reporting. 

To open the Reports and Audit Logs page. 

 On the toolbar, click . 
The Reports and Audit Logs page is display. By default, the page displays a dashboard with the summary 
of all reports and logs. 

 

To view details of any particular report   

 Click the number in bracket. 
A page with the details of the selected report is display. 

 
To view the list of available reports and audit logs 

1. Expand the right menu. 

2. Click Reports and Audit logs. 

A list of available report categories is display 



 

Fusion EMM :  User Guide Page 282 of 295 

 

Viewing the General Reports 

Performing Common Operations 

You can perform the following common operations across the reports and logs viewed in Reports and Audit  

 

For information about the common operations, see “Understanding Common 

Operations” in “Getting Started”. 

Toolbar 

 

 
To view or export data in PDF, Excel format or print list view 

 
Maximize screen 

 
Expand Screen 

 
Minimize screen 

 
Collapse Screen 
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Advanced Filter 

 

Refresh report 

 
Email report to configured mail id. 

 
Open in popup. 

 

Show / Hide column 

 

 

Reports & Audit Logs search filter are now saved user wise. 

Emailing Reports, Logs and Alerts 

You can email all reports, audit logs, and alert messages to client devices. 

Prerequisites:

 

Mailer Engine Configuration 

In order to email data to clients, you have to set up the Mailer Engine Configuration in Fusion EMM 

Configuration View.  

 

 

 

For information about Mailer Engine Configuration, see “Working with Mailer Engine 

Configuration in, “Configuring Fusion EMM”. 
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 To email the report, log or alert, in the area above the table, click . 

Email Report 
The Email Report displays the status of the configured auto email services; whether the emails were sent 

successfully or not. If the emails are unsuccessful, it also displays the error type and indicates the reason for 

failure. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click General Report, and then click Email Report. 

 

Determining the Error for an Unsuccessful Email 

1. For an email alert whose status is unsuccessful, click  

The error details are displayed. 

 

2. Click   to hide the details. 

 

Viewing Status Reports 

Client Status Report 
The Client Status Report displays details about the status of a client. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Status Report and, then click Client Status Report. 
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Viewing the Task Manager Reports 

Task Summary Report 
The Task Summary Report displays the summary of the tasks run on various devices including the user who 

ran the task, the number of devices affected, and whether the task succeeded. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Task Manager Report, and then click Task Summary Report. 

 

To view details of the devices on which the task was run, 

 In the Device Count column, click the number displayed. 
A page with the details of the selected asset is display.  
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Task Details Report 
The Task Details Report displays details about the various tasks run on each host including the user who 

initiated the task, the start and completion times of the task, and whether it succeeded. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Task Manager Report, and then click Task Details Report. 

 

Viewing the Inventory Reports 

Software Inventory Report 
The Software Inventory Report displays an inventory of software used by the client. It also provides the 

product key for software installed on each system. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Inventory Report, and then click Software Inventory Report. 
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Viewing the Product Key 

1. For a particular MAC address, click . 

The product key, if any, is display. 

 

2. The product key is stored in Fusion EMM  when new software is installed or added to inventory. 

 

For information about adding new software to inventory, see “Inventory Settings” in 

“Asset Management”. 

3. Click  to hide the details. 

 

Hardware Inventory Report 
The Hardware Inventory Report displays an inventory of hardware used by the client. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Inventory Report, and then click Hardware Inventory Report. 
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Software and Hardware Inventory Summary 
The Software and Hardware Inventory Summary provides an inventory of the hardware of a system and the 

corresponding software pertaining to that hardware. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Inventory Report, and then click Software and Hardware 

Inventory Summary. 

 

3. For a particular MAC address, click . 
The software inventory report of the system is display. 
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4. Click   to hide the details. 

 

Software Inventory Summary 
The Software Inventory Summary displays information about the number of purchased software and the 

number of installed software. It thus indicates the level of compliance. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Compliance Report, and then click Software Inventory 
Summary. 

 

License Details 

To view the details of the licenses 
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1. In the Purchased column, click the displayed number. 

A pop-up with the license details is display. 

 

2. Click Close. 

 

 

Installation Details 

To view details of the system where the software is installed 

1. In the Installed column, click the number for the software. 

A pop-up displays the license details. 

 

2. Click Close. 

 

Viewing the Audit Logs 

Archived Logs 
The Archived Logs allows you to retrieve older logs that have been archived. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Audit Logs, and then click Archived Logs. 
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2. In the Report Name list, select one of the following report names:  

 Application Logs 

 Communication Logs 

 Disk Drive Logs 

 Internet Access Logs 

 Task Detail Report    

3. In the Log File list, select a date specific log file. 

The report is display. 

 

Filtering by Date 

The archived logs can also be filtered for a specific date range. 

To access logs for a specific date range 

1. In the Report Name list, select one of the following report names:  

 Application Logs 
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 Communication Logs 

 Disk Drive Logs 

 Internet Access Logs 

 Task Detail Report    

2. Select the Date-wise check box. 

3. In the From Date box, click , and then select the required start date. 

4. In the To Date box, click , and then select the required end date. 

5. In the Log File list, select the required log file. 
Date specific archived report is display.  

 

Hardware Logs 
The Hardware Logs display information about the hardware connected to a system. It provides the status of 

hardware like keyboard, mouse and display. 

1. Click Reports and Audit logs, then click Audit Logs, and then click Hardware Logs. 

 

Server Access Logs 
These logs provide information about the Fusion EMM  administrator's username, and log-in time and log-out 

time processed by the server. 

1. Expand the right menu. 

2. Click Reports and Audit logs, then click Audit Logs, and then click Server Access Logs. 
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Audit Logging Report 
The Audit Logging Report captures each and every activity of all users. 

1.  Expand the right menu. 

2.  Click Reports and Audit logs, then click Audit Logs, and then click Audit Logging Report. 
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HELP 

HTML User guide is available from toolbar using tool button for Help. User can refer help information for 

all modules and views from this tab. 
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VNC Notification 

VNC notification widget provides a list of devices with VNC connection status. 

1. To apply task for VNC settings go to Context menu -> select shadowing click on Apply. 

2. In notification view user can see following type of connection status: 

 Active 

 Pending 

 

 

 

Active: Based upon successful authentication, status will have updated from Pending to Active. 

Pending: When user will request / apply task for shadowing the request will remain in pending status until 

completion of connection process. 

After click on active IP link, user can obtain remote VNC session of selected end point device.  

 

User may get interactive message asking for authorising VNC connection request with 
display of select options “YES” or “No”. If yes option is selected then the VNC connection 
wiil be established and status in VNC noification panel will be updated from pending to 
Active. 

Default password should be configured in General Settings. 

 

 


