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Introduction & Getting Started

This document consists of administrator user instructions for Fusion EMM Software. The document assumes
that Fusion EMM Software is already installed as per the instructions provided in the Installation manual.

Fusion EMM is a web based remote management application for managing client devices.

Fusion EMM enables administrators to manage or monitor the following networked devices:

¢ Portable Tablet Computing Devices
+ Mobile Phones

¢ Handheld Data Acquisition Devices
Fusion EMM can manage and monitor devices consist of following types of operating systems:

* i0S
¢ Android
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Login to Fusion EMM

1. Open the web browser.

Enter the URL in the format: http ://< server IP address/ Host name>

g If using SSL, enter the URL in the format: https://<server HOST NAME only>

2. Select language from dropdown. After selection, respective language will be effective on Fusion EMM
server.

3. In User Name, enter the default user name admin.
4. For both user names, in Password enter the default password admin.

5. Click Log in.

Fusion EMM

<[> vl software

V-3.1.000

Login to your account

Remember me LOGIN || CLEAR

¢ On Login Screen, flag indicates the browser language

¢+ Tologin to Fusion EMM subsequently, you need to create a new user through
the Configuration Setup feature of Fusion EMM.

T ¢ When User keeps server idle for 30 minutes, user get session out/ sign out
message on server.

+ If browser gets closed accidently after user login then user gets release within 1
Min.
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O For information about creating a new user, see “Creating a User"” in “Configuring Fusion
EMM”.

When you login in to Fusion EMM for the first time, dialog boxes to change password and configure company

information with default group name, as shown below, are displayed.

€ ADMINISTRATOR 2 COMPANY INFORMATION |

Email ID:* | help@vxlnet
Change Password

Old Password :

New Password :

Confirm Password :

After successful authentication, the Home (Device Manager) page is display.

Fusion EMM
oy vadd software DEVICE MANAGER o

VXL Instruments Limited >

I=wv | g v | Z=Engish | 0. WelcomePrateek

VXL | TOTAL(4)| (D) | " (4) | Pending (0) |
VXL INSTRUMENTS LIMTED  + - i DEVICELISTVIEW P
< @ vxLia ] | = 2~
| W& DEFAULT (1) | MAC Address IP Address 4 Host Name Group Name Status 05 Name IMEI Serial No
A i © () 01340500788529 2 192.168.1.169 Manish's iPhone Gl off i0s C2VJMJSPDTWF
WA PRASHANT (0) [ 35201806222898 2 192.168.1.220 Aditya’s iPhone el off i0s DNPMIOMIFFGG
© ([ s50-51-82-04-DE-54 1921681244 MotoE2 DEFAULT off Android 353323068268175
@ [ 35876205 7309406 1621682145 AKB's iPhone al off i0s DNPLM4SSFFGG
Select Al Show| 100 ¥ |entries [ < > >| Showing 11to 4 of 4 entries

. On Toolbar flag indicates the browser language.

. Next to flag, selected language name will be viewed.
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Understanding the Interface

The home page displays the devices, device groups, and status of newly created tasks. You can also create
new tasks using Fusion EMM’s commands and functions, and use the icons and menus to navigate Fusion

EMM.

Fusion EMM DEVICE MANAGER | : = N~ WelcomePrateek

4 vl software
VAL Instruments Limited > VX ( []] (4} | Pending (0} |

=
4 @ x4 ﬂ = v 2 -
4 @& ANDROID (1) || MAC Address IP Address A Host Name Group Name Status 05 Name
i 152 1621 244 (- Y 01340500 7885292 192.168.1.169 Manish's Phone 105 off 05
4wk pEFALLT (1) [ 18] 35 201806 2228982 192.168.1.229 Aditya's iPhone 105 off i0s
€ 152.152.1.229 [ 1] 5C-51-88.04-D8-54  192.168.1.244 MotoE2 ANDROID of Android
4 wh 105(1) ou 35 376205 7300406 192.168.2.145 AKE's iPhone STAFF of i0s
o 19001621188
< wh sTrr() Selert Al Show 100 ¥ entries | < > D] Showing 1104 of 4 entries
o 1521882145

Devices Tree

The devices tree displays devices registered in Fusion EMM. It enables you to create groups to place the

managed devices in a logical order.

Devices are displayed at the group level and at the device or terminal node level. You can add, edit or delete

groups and subgroups; and configure their settings in the devices tree.

At the highest level of the devices tree, the company name is display by default. Below the company name is

the name of the specific site of the company.

The default group is display below the site name. When devices are discovered and enrolled for management
in Fusion EMM , they are automatically registered into the default group. You can create other groups, in

addition to the default group, under a site.

You can also add subgroups to a group. The subgroups added are listed under the group in the devices tree.
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You can add client devices to a group or to a subgroup. The devices are listed under the respective group or
subgroup.

In the example, the device tree hierarchy is display as:

Company: VXL Instruments Limited

Site: VXL

Group: Default and VXL Group

Subgroup: New subgroup

Devices: 192.168.1.169, 192.168.1.244 and 192.168.2.78.

vk W e

WL INSTRUMENTS LIMITED + -

4 @ w4
& ANDROID (1)
4 @A DEFAULT (3)
o 192.168.1.169
W 102 1621244
& 192168278
w 105(0)

The company, site and default group name is as per the company information entered when you first log in to
Fusion EMM . The number of subgroups you can add to a group is also limited by the group level you have
entered at the time of initial Fusion EMM log in.

The default group name (Default) and group level (10) displayed in Company Information at the time of the

initial log in can be changed if required.

For more information about the devices tree, see "Working with the Devices Tree."
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Group View

i i
FesonENM DEVICE MANAGER 0 flv WelcomePrateek
vl software
VXL Instruments Limited > VXL | TOTAL(4) | {0) | ' (4) | Pending (0) |
VKL INSTRUMENTS LMITED  + - Jlf DEVICELISTVIEW Fahd
4 @ VXL(4) ﬂ =T 2 -
4 ik ANDROID (1) U MAC Address IP Address 4 Host Name Group Name Status 05 Name
W 1521581 204 [ Ju] 01340500 7885262 192.168.1.169 Manish's iPhone 105 off 05
4 @& DEFAULT (1) ou 35201806 2228982 192.168.1.229 Aditya’s iPhone 108 oft i0S
& 1521821220 oo 5C-51-88-04.D6-54  192.168.1.244 MotoE2 ANDROID off Android
4 wh 105(1) [ )| 35 8762057309406 162.168.2.145 AKB's iPhone STAFF off i0s
& 192.158.1.189
4 wh STAFF(1) Select Al Show | 100 ¥ entries [{ < > 3| Showing 11to 4 of 4 entries
& 1521882105

The group view displays the devices in a group along with the MAC address, IP address, Host name and similar

details for each device.

Device List View

DEVICE LIS AV
3] =|[v][a][e][=
I MAC Address IP Address 4 Host Name Group Name Status 05 Name
[ Im| 01 340500 7885292  192.168.1.169 Manish's iPhone 105 Off 05
o0 35 201806 222808 2 192.168.1.229 Aditya’s iPhone DEFAULT off i0s
[ ] 5C-51-88-04-DE-54  192.168.1.244 MotoE2 ANDROID Off Android
[ ] 35 876205 7300406 192.168.2.145 AKE's iPhone STAFF Off i0s
Select Al Show| 100 ¥ entries [< < » »| Showing 1 to 4 of 4 entries

If you resize the screen,some columns may not be displayed.
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L MAC Address IP Address 4 Host Name

° \:\ 01340500 7885292 192.168.1.169 Manish's iPhone

o 35201806 222898 2 192.162.1.229 Aditya's iPhone

[ ] SC-51-35-04-D6-54 1921681244 MotoE2

[ | 35 876205 730840 6 192.168.2.145 AKS's iPhone
Select All

< | » vxl software

Group Name
105
DEFAULT
ANDROID
STAFF

Status
Off
Off
Off
Off

05 Name IMEI Serial No

i0s C2VIMJSPDTWF
0% DNPMOSOM3FFGG
Android 353323068288175
i0s DMPLM4SSFFGG

Show| 100 ¥ entries | < > >| Showing 1to 4 of 4 entries

v
Ty A 8 =
Image Build No
14B150

14B150
LPC23.13.56
144456

To view device details in columns not shown in the table, click °.

L) MAC Address IP Address 4 Host Name
Q0 01 240500 788528 2 192.168.1.168 Manish's iFhone
[ 1] 35201806 222898 2 192.168.1.228 Aditya’s iPhone
o 5C-51-28.04-D6-54 192.168.1.244 MotoE2

Manufacturer : motorola

Model : MotoE2

User: valadmin@vxlsoftware.com

Last Heartbeat : 11/268/2016 11:49:22
Synchronise Inventory : -

Agent Version : 21,15

VDI User: -

Compliance : es

oC 35 876205 730840 6 192.168.2.145 AKS's iPhone

Select All

Group Name
105
DEFAULT
ANDROID

STAFF

Status
off
Off

Off

05 Name
i0s

i0S
Android

i0S

Show| 100 ¥ entries [ < D Showing 1104 of 4 entries

Yy a4 8 =
IMELli Serial No Image Build No
C2YJMJSPDTWF 145150
DNPMOOMIFFGG  14B15D
353323068268175 LPC23.13-56
DNPLM4SSFFGG 144456

From the group view, you can select multiple devices and apply a setting to all the

selected devices.

] MAC Address IP Address

© () 01340500 788529 2 192.166.1.169
Qv 35 201806 222898 2 192.168.1.229
© ) 5c-51-83-04-06-54 192.168.1.244
[ X 35 876205 7308406 192.168.2.145

4 Host Name
Manish's iPhone
Aditya’s iPhone
MotoE2
AKB's iPhone

“You have selected 2 device(s) Reset Selection Select All

Group Name
108
DEFAULT
ANDROID
STAFF

Status 05 Name
Off i0s
Off i0s
Off Android
Off i0s

Show

100 v |entries [< < > »| Showing 1 to 4 of 4 entries

IMEI/ Serial No

C2YJIMJSPDTWF
DNPMSOM3FFGG
3533220688268175
DNPLM4SSFFGG

T A 8 =

Fusion EMM : User Guide
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To choose the columns to view in the group view

DEVICE LIST VIEW @ ¥
3] =v ae -
J MAC Address IP Address A Host Name Group Name Status 05 Name IMELl Serial No Image Build No
° o 01 340500 788528 2 182.168.1.169 Manish’s iPhone los Off i0S C2YJMJSPDTWF 148150

e o 35201806 222858 2 1592.168.1.229 Aditya's iPhone DEFAULT Off i0S DNPMSOM3FFGG 148150

e (W] 5C-51-88-04-D6-54 192.168.1.244 MotoE2 ANDROID off Android 353323068268175 LPC23.13-56

e () 35 876205 730940 6 192.168.2.145 AKB's iPhone STAFF Off i0S DNPLM4SSFFGG 144458

Select All Show 100 ¥ entries [{ < » >| Showing 1to 4 of 4 entries

1. Inthe area above the table, click

2. Select the check boxes for the columns to view.

3. To view details of columns that are not displayed in the table, click © in the first column next to the
MAC Address column.

4. To view details of a specific device, in the MAC Address column, click MAC address of the required
device.

The device details are displayed below the table.

Applying Settings to Multiple Devices

From the group view, you can select multiple devices and apply a setting to all the selected devices.

hd o -

L MAC Address IP Address 4 Host Name Group Name Status ‘05 Name IMEV Serial No

° (] 01340500 7885292 192.168.1.169 Manish’s iPhone 108 Off i0s C2YIMISPDTWF
a 4] 35 201806 222858 2 192.168.1.228 Aditya's iPhone DEFAULT Off i0s DNPMSOMIFFGG
° (] 5C-51-88-04-D6-54 152.168.1.244 MotoE2 ANDROID off Android 353323068268175
° ) 35 876205 730940 6 192.168.2.145 AKB's iPhone STAFF Off i0s DMNPLM4SSFFGG

“fou have selected 2 device(s) Reset Selection Select All

<D

Show 100 ¥ | entries [< Showing 1 to 4 of 4 entries

Context Menu

Right click on any device/ group /Site context menu option shows, which include,
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WL INSTRUMENTS LIMITED + - ‘

4 WL
G2 Add Group

L wd Arrange Nodes
4 & DEFAULT (3]

‘ 192.168.1.169

m 1592.168.1.244

0000 " _]

& 150168278
e 105 (0)

SITE:

e Add Group

e Arrange Nodes:
¢ |P address
¢ Mac Address
¢ Host Name

Group / Node:

Fusion EMM

£/3 vl software

WXL Instruments Limited = VXL = 105 =

VXL INSTRUMENTS LIMITED =+ - DEVICE LIST VIEW

4 &L (4)

4 @& ANDRO|D.I1)
ﬁ 1821 Group Management 3

DEVICE MANAGEF

4 @& DEFALL Remote Operation 2

¢ Shadowing
192,14

W 1921581 244
| Wt 105 (1)

¢ Group Management ( only for node)
e  Add Subgroup
e Edit Group

Fusion EMM : User Guide
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e Delete Group
¢ Remote control tools
e  Sync Inventory
e Send Message/ ALL
e Lock Device / ALL
¢ Shadowing
e VNC

* Some settings are Restricted to node and vice versa.

Working with Remote Control
Remote control enables the administrator to remotely control functions such as, locking, shutting down, and

restarting devices in a group.

From the group view/ Device List view, you can manage the remote control functions described below.

Function Description

Synchronizing inventory Sync data for the all devices in a group

Sending messages Send a messages to client devices in a group

Move to We can move selected client to group in which we want to move.

To administer the functions remotely, right-click in the table in the group view.

192.188.1.180 Lenove VIBE K4 Not ANDROID on Android
1921881169 Manish’s iPhone  DEFAULT on i0s
192.168.1.244 MotoE2 DEFAULT on Android
192.168.2.78 Pradip's if S¥nchronise Inventory i0s

Send Message

Move To

Select and apply the required remote control function.
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For information on applying remote control functions, see the following sections in
"Working with Remote Control" in “Working with the Devices Tree”.

¢ Synchronizing Inventory

¢ Sending Messages to Devices

Viewing Operating System Profile

You can view the operating system profile for the devices in a group.

The information displayed is specific to the operating system. For example, the information displayed for an
Android system is different from the information displayed for a iOS system.

To view the profile details

1. In the devices tree, select the required group.

DEVICE SETTINGS
DASHBOARD

MDM

Security settings
Administration

Software Deployment

Manage Profile Policy

Device Setting

2. The Group Information panel for the group consists of default data set for group.

3. The Group Information tab is selected by default.

e Toview the iOS or Android operating system profile, click on respective Profile tab
open

e Default group Information displayed on group information tab

e Group Type, Total devices, policy count, pending task, Total off device etc.
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STAFF *GROUP INFORMATION

|Androiu 0OS Profile Group Type: Custom

[ 10s o5 Profie o of Subgroups):
Total Device(s)

0
2
Total ON Device(s): 0
Total OFF Device(s) 2

Domain Hame:

Compliance Count: 1

Policy Applied 2

Count:

Group Information GROUP INFORMATION

Pending Task(s): 1]
In-process Task(s) 1]

Closed Task(s): 7

VNC Password

Repository FDM_HTTP

Connettion:

Mot Compliance 1]

Count:

e In OS type (Android/iOS) tab default module settings displayed.

e Default and applied settings displayed in green and red indicator for all OS.

ANDROID =*GROUP INFORMATION

Android OS Profile Network Setup:

| I0S 0 Profile Network Type:
IP Address:

Subnet Mask:
Gateway:
Primary DNS:
Secondary DNS:
Primary WINS:
Secondary WINS:
Network Setup:
Metwork Type:
IP Address:
Subnet Mask:
Gateway:
Primary DNS:
Secondary DNS:
Primary WINS:

Secondary WINS:

Ethernet

| Group Information NETWORK DETAILS

Group Information: Policy Count

1.

2.

Settings applied on group, number of settings get displayed on policy count.

Click on Policy count, applied policy popup displayed.

Fusion EMM : User Guide
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3. Click on Delete button to cancel Action performed on group.

APPLIED POLICIES

< ‘} vxl software

Policy Name 05 Mame
Device Mame Setting 105
Hotspot Setting 105
Roaming Setting 1035

WIFI Connection Android
WIFI Connection 105

4. Click on Close to close popup.

Pending Task Activity Details

Tasks awaiting completion are listed in Pending Task Activity Details.

Action

For information on pending tasks , see the "Monitoring Tasks" in “Working with the Task

Manager in Android”.

Toolbar

Icons on the toolbar enable you to navigate to other pages within Fusion EMM , check for notifications and to

log out of Fusion EMM .

Icon Description

Device Manager

Menu Hide/Open

@ Discovery

ER Task Management

Fusion EMM

: User Guide
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E Asset Management
D Reports and Audit Logs

# Configuration Setup

(D Log out

HJ VNC Notifications

Maximize screen

Expand Screen

<.

Minimize screen

[

Collapse Screen

> |

Advanced Filter

Right Menu
The menu on the right side of the home page enables you to access all functions of the device configuration

modules.

Depending on the hierarchy level selected in the devices tree, the right menu displays various functions.
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+ Right menu of devices tree for Android:

DEVICE SETTINGS

Manage Profile Pol

+ Right menu of devices tree for iOS:

DEVICE SETTINGS

InfoBar

The Info Bar displays a summary of the devices.

Fusion EMM

rwd

DEVICE MANAGER

VXL Instruments Limited >

Details displayed in the Info Bar include:

. Company Name

. Site Name

. Group name

. Total number of devices in the group

Fusion EMM : User Guide
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. Devices with an ON status

. Devices with an OFF status
. Schedules pending execution
. Group settings: Custom, IP, Domain group or Subnet.

Understanding the Dashboard

The dashboard provides a graphical overview of Fusion EMM such as status of tasks, devices by operating

system and software installed on the devices and status of the monitored devices.

To view the dashboard

¢ Onthe right menu, click Dashboard.

DEVICE ACTIVE STATUS g WV HARDWARE ASSETS BY TYPE £V
B Total Devices ° -“‘ LPC23.13-56 °
M ON Devices (o] § 14nase (1]
M OFF Devices (4] § 145150 (> ]
DEVICES BY MAKE AND MODEL g WV DEVICES BY OPERATING SYSTEM £V
M AppleiiPhones,2 (1] iy Android (1]
W 2ppleiPhones 2 ﬂ' ‘ i0s e
Il motorola:MotoE2 °
TASK MAMAGER SUMMARY Ve SOFTWARE COMPLIANCE e
B Pending Task (2] W Total Softwares (150 ]

In-process Task G M License Compliant Q
W Closed @ Excess of Licenses Q

M | icense Neficiency m

To view details of any displayed parameter displayed on the dashboard, click the number
against the required parameter.

Understanding Common Operations

Some operations are common across Fusion EMM . This section describes these commonly used operations.
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Showing or Hiding Table Columns

] = a2 ~m
D MAC Address 1P Address 4 Host Name Group Name Status 05 Name
OC 01 340500 7885252  192.168.1.169 Manish's iPhone STAFF On i0s
OC 35201806 222898 2 192.168.1.229 Aditya’s iPhone DEFAULT off i0S
oC 5C-51-86-04-D6-54  192.168.1.244 MotoE2 ANDROID On Android
oC 35 876205 7308406 192.168.2.145 AKB's iPhone STAFF off i0s
Select Al Show | 100 ¥ |entries [< < > | Showing 1to 4 of 4 entries

1. Inthe area above the table, click = .

2. The list of columns as shown in the example below is display.

Manufacturer

e

User

| sstrestbest

3. Select or clear the check boxes to show or hide columns as required.

Configuring Filters

You can add filters to select the details to view from a table. You can also edit or delete the filters added.

Device Manager search filter are now saved user wise.
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Adding a Filter

= a2~
[:] |I.M:“‘— 1P Add 4 Host Name Group Name Status 05 Name

© ()  013205007885282 192.168.1.169 Manishs Phons ~ STAFF on i0S

@ ([  352018062278982 192.168.1.220 Aditya’s iPhone DEFAULT off 05

© (]  sc5i-88-04DE54 1921681244 MotoE2 ANDROID on Android

@ (]  3587E2057300408 1921682145 AKE's iPhone STAFF off 0z

Select All Show | 100 ¥ entries [< < > > Showing 1o 4 of 4 entries

1. Inthe area above the table, click v .

2. The Add Filter button is display.

ADD FILTER

3. Click Add Filter.

4. The Advance Filter dialog box is display.

Filter Name Filter1

3] | IP Address '| | Equals v

| 192168137 |

5. In Filter Name, enter a name for the filter.

6. Inthe Column Name list, select the required column.
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7. Inthe Condition list, select the required filtering condition.
8. The text box to enter the filter parameter is display.
9. Enter the required parameter.

10. You can add additional filter criteria.

11. To add a filter criterion, click

Filter Name Filter1

IP Address Equals L 192.168.1.37

=] Status Equals - Off

12. Enter details for the criterion added.

13. Click Apply.

14. To view the newly added filter, click v .

15. The added filter is display.

Editing a Filter

3] =8 e~
[:] MAC Address 1P Address 4 Host Name Group Mame Status 05 Name

©C 01340500 7885292  192.168.1.169 Manish's iPhone  STAFF on 05

@  352013052228882 192.168.1.220 Aditya’s iPhone DEFAULT off i0S

[ 5C-51-88-04-DE-54  192.168.1.244 MotoE2 ANDROID on Android

@ ([  3587620573094D6 1921682145 AKE's iPhone STAFF off i0S

Select Al Show| 100 ¥ |entries [ < > >| Showing 1to 4 of 4 entries
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1. Inthe area above the table, click v .

2. Thefilter(s) are displayed.

ADD FILTER

3. Click the edit button [Z for the filter to edit.

Filter Name Filter1
IP Address v Equals v 192.168.1.37

(%] Status A Equals v Off

4. In Advance Filter, change the filter details as required.

5. Click Apply.

Deleting a Filter

3 =v a8 e~
[:] MAC Addre 1P Add 4 Host Name Group Name Status 05 Name
©C 01340500 7885292  192.168.1.169 Manish's Phone  STAFF on 05
@ ([  352018062278982 192.168.1.220 Aditya’s iPhone DEFAULT off 05
[ 5C-51-88-04-DE-54  192.162.1.244 MotoE2 ANDROID on Android
©C 35876205 7309406  192.168.2.145 AKB's iPhone STAFF off 03
Select All Show | 100 ¥ entries [< < > > Showing 1o 4 of 4 entries

1. Inthe area above the table, click v .

2. The filter(s) are displayed.
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Fiter...

ADD FILTER

3. To delete afilter, click the delete button 12]

Exporting Data to PDF

=v a8 e~
[:] |IM:“‘— |IP‘“ 4 Host Name Group Name Status 05 Name

[ | 01340500 7885292  192.168.1.169 Manish's iPhone ~ STAFF on i0s

@ ([  352018062278982 192.168.1.220 Aditya’s iPhone DEFAULT off 05

© (]  sc5i-88-04DE54 1921681244 MotoE2 ANDROID on Android

©C 35876205 7309406  192.168.2.145 AKB's iPhone STAFF off i0s

Select Al Show| 100 ¥ |entries [ < > >| Showing 1 to 4 of 4 entries

1. To export data in pdf format, click A button.

2. Open or save the file.

Exporting Data to Excel

=v a8 e~
[:] |IM:“‘— |IP‘“ 4 Host Name Group Name Status 05 Name

[ | 01340500 7885292  192.168.1.169 Manish's iPhone ~ STAFF on i0s

@ ([  352018062278982 192.168.1.220 Aditya’s iPhone DEFAULT off 05

© (]  sc5i-88-04DE54 1921681244 MotoE2 ANDROID on Android

©C 35876205 7309406  192.168.2.145 AKB's iPhone STAFF off i0s

Select Al Show| 100 ¥ |entries [ < > >| Showing 1 to 4 of 4 entries

-
1. To export data in excel format, click button.

2. Open or save the file.
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Printing Displayed Details

J MAC Address IP Address i

. Xm| 01340500 7885282  182.168.1.168

oC 35201806 2228982 192.168.1.229

oC 5C-51-88-04-D6-54  192.168.1.244

oo 35 876205 7308406  192.168.2.145
Select Al

Host Name
Manish's iPhone
Aditya's iPhone
MotoE2

AKB's iPhone

Group Name
STAFF
DEFAULT
AMNDROID
STAFF

Show| 100 ¥ |entries [< < » | Showing 1 to 4 of 4 entries

Status
Cn
Off
On
Off

fli
-
[

05 Name
i0s

i0s
Android
i0s

1. Inthe area above the table, click e to print displayed data.

Customizing the Table View

You can select the number of entries to display in a table.

To select the number of entries to display

+ Inthe drop-down list below the table, select the required number of entries.

+ To navigate through the displayed list of entries, click the arrows.

DEVICE LIST VIEW

U

Q!
°\
©C

Select All

MAC Address _ Host Name Group Name

84-10-0D-52-75-9F 192.168.1.139
00-60-72-30-76-15 192.168.1.160
00-15-5D-01-DB-47 192.168.2.116

DEFAULT >GROUP INFORMATION

MotoE2 DEFAULT

VXL006072307615 DEFAULT

host-47-auto DEFAULT
Show 10

v entries [{ < > >| Showing 1 to 3 of 3 entries (filtered from 39 total entries)

Scheduling Tasks

You can execute tasks immediately or schedule them for execution later.

Fusion EMM : User Guide

Page 27 of 295



< | » vxl software

* To execute tasks immediately, select the Execute Now schedule type.
+ To execute tasks later, select the Execute Later schedule type.

+ Execute later functionality not applicable for iOS device.

Schedule Type : ® Execute Mow Execute Later

Logout from Fusion EMM

51 Welcome admin v

(1) | Pendigf G TelcRelins
¢ On the tool bar, click the LogOut button under the username. A== RELEEES
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Working with the Devices Tree

The left pane of the Device Manager or home page is the devices tree. It displays devices registered in Fusion

EMM at the group level and at the device or terminal node level.

Fusion EMM

«|» v software

DEVICE MANAGER

XL Instruments Limited >

DEVICE LIST DEVICE SETTINGS
4 @ VKL = = DASHBOARD
4 W& ANDROD (1) [  MACAddress  IPAddress 4 HostName Group Hame Status 0S Hame
W 1521681121 © [ 80-6AB0-0CT01A 192.165.1.121 Micromax AQ4502  ANDROD ot Android
WA AND_SUB (0) © [ 013405007885292 192.168.1.148 Wanish’s iPhone verix IPAD off 05
| @& DEFAULT(1) © ] s80CAS42A2D05 192.168.1.160 Lenovo VIBE K4 Note DEFAULT ot Android
WA DEVICES (0) © [] 352018062228932 1921681229 Aditya's Phone TABLETS ofr 05
| & 050 © [ 5051-85-04D654 1921651244 MotoE2 TESTNG ot Android
4 wh PaD (1)
& 1521681142 Select All Show | 100 E| entries [ <> | Showing 1t 5 of 5 entries
| @& TABLETS (1)
W TEST(0)
| wl TESTING (1)
wh VXL_PUNE (0)

The devices tree enables you to manage groups and configure their settings. Settings applied to a group are

applied by default to all devices within the group.

Although the devices tree is not limited in size and can contain any number of hierarchical

levels, adding too many levels can make the system unmanageable.

The devices tree displays the following hierarchy:

Company

Site

w N

Group
4. Devices or Terminal Nodes

In the example, the hierarchy is display as:

VXL Instruments Limited (company)
VXL (site)

Default (group)

P oW N R

100.97.62.163, 192.168.0.102, etc. (devices or terminal nodes)
The company name is display at the highest level of the devices tree. The company site name displays below

the company name.
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The default group is placed below the site name. When devices are discovered and enrolled for management

in Fusion EMM, they are automatically registered into the default group. You can create other groups, in

addition to the default group, under a site.

You can also add subgroups to a group. The subgroups added are listed under the group in the devices tree.

You can add client devices to a group or to a subgroup. The devices are listed under the respective group or

subgroup.

To move a device from one group to another, drag the device to the destination group.

The symbols and colors displayed against the devices in the tree view indicate various operating systems and

status of the devices.

Symbol Description
@ Device is ON.
o Device is OFF.
lﬁ The device uses a Android operating system.
‘ The device uses an iOS operating system.

In the devices tree, you can add, edit or delete groups and subgroups; and configure their settings.

Adding a Group

You can add groups at the site node of the devices tree.

1. Toaddagroup

2. Inthe devices tree, right-click the site node.

3. Click Add Group.

4. Enter a name for the new group.
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The new group cannot have the same name as an existing group. For example, if you try
to create a group with the existing group name then it will give error as “Group already

exists.”

Working with the Node View

You can view devices in the devices tree by IP address, MAC address or host name.
To select the devices, display view
1. Inthe devices tree, right-click the site node.
2. Select Arrange Nodes.
3. Select IP Address, MAC Address or Host Name as required.
The group nodes in the devices tree are arranged based on this selection. For example, if you select the IP

Address option the nodes are displayed according to their IP addresses.

WL INSTRUMENTS LIMITED + - ‘

4 WL
G2 Add Group

Lo
wa Arrange Nodes
4 & DEFAULT (3]

‘ 192.168.1.169

m 1592.168.1.244

0000 " _]

& 150168278
e 105 (0)

Similarly, if you select MAC Address or Host Name, the nodes are displayed accordingly.

Context Menu

While some group settings can be configured before devices are registered in Fusion EMM , some settings

must be done after the registration of devices.

Working with Groups Before Device Registration

Configuring Group Settings

The administrator can set the subnet or range of IP addresses to list in a group. When registered, the devices

will be automatically assigned to the group.
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To manage group settings
1. Inthe devices tree, right-click the Site Node.

2. Click Add Group.

3. In Add Group, in Create Group by, select Custom, Subnet, Domain or IP Range.

VERIXO TESTIMNG =ADD GROUP
Target Site/Group : Verixo_Testing

Mew Group Mame : New Group

Custom
Subnet Mask
IP Range
Domaein Group

Creating Group with Custom Settings

Any device, irrespective of its IP range or Subnet, can be registered under this group.

VERIXO_TESTING =ADD GROUP
Target Site/Group : Verixo_Testing
Mew Group Mame : New Group

Create Group: Custom
C

MEW_GROUP Group crested successfully.

Creating Group by Subnet

Devices that belong to a subnet can be registered under one group.

Fusion EMM : User Guide
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VERIXO TESTING =ADD GROUP
Target Site/Group :  Verxo_Testing

Mew Group Mame : New Group

Create Group: Subnet Mask ¥

EnterSubnet: | 555 555 2480

Add the clients from Default group only.
% Add the clients from Defsult and User defined groups.

MEW_GROUP Group created successfully. SAVE | CLOSE

To create a group by subnet

1. In Enter Subnet textbox, enter the subnet.

2. Select Add the clients from Default group only or Add the clients from Default and User defined
groups.

a. Ifyou select the Add the clients from Default group only option, then only devices which is
present in the default group and matches the subnet criteria will be added into this group.

b. If you select the Add the clients from Default and User defined groups option, all the
devices which is present on the server and matches the subnet criteria will be moved into
this group.

3. Click Save.

The Saved successfully message is display.

Creating Group by IP Range

When you create a group by IP range, devices with IP addresses that fall within the specified range are listed

under this group.

To create a group by IP range

VERIXO_TESTING >ADD GROUP

Target Site/Group : Verixo_Testing

MNew Group Mame :

Mew Group

Craate Group: |P Range
Please enter the IP: 102.188.1.20
Please enterto the IP: 182.188.1.00

Add the clients from Default group only.
% Add the clients from Default and User defined groups.

MEW_GROUP Group created successfully,
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1. In Enter from IP and Enter to IP textbox, enter the required IP range.

2. Select Add the clients from Default group only or Add the clients from Default and User defined

groups.
3. Click Save.

The Saved successfully message is display.

Creating Group by Domain group

1. In Enter Domain name.
2. Enter credentials of domain server.
3. Click Save.

The Saved successfully message is display.

VERIXO_TESTING >ADD GROUP

Target Site/Group - Vernxo_Testing

o .
Create Group: Domain Group

Enter Domain Mame : wd
User Name : administrator
Password :

MEW_GROUP Group created successfully.

e Inthe subnet group, only the sub group with type as IP-Range can be added.
e Inthe IP range group, only the sub group with type as IP range can be added.
e Inthe Domain group, only the sub group with type as Custom can be added.

Adding a Subgroup

¢ You can organize the devices listed in a group into various subgroups.
¢ Onadding any subgroup then all the settings of the parent group get inherited to the added
subgroup.

To add a subgroup

1. Inthe devices tree, right-click the group node.
2. In Group Management, click Add Subgroup.

3. Enter a name for the new subgroup.

Editing a Group
You can edit a group name as well as the group type.

To edit a group
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1. Inthe devices tree, right-click the group node.
2. In Group Management, click Edit Group.

3. Edit the group name.

Group Edit Policy

1. Group with type IP Range can be edited and converted to type Custom, Subnet or Domain Group.

2. Group with type as Subnet can be edited and converted to type as Custom, IP Range or Domain
Group.

3. Group with type as Domain Group can be edited and converted to type as only custom.
Based on the conversion, the devices will gets moved to their respective group if they fall within the defined
condition of any group present in the tree if not they will get moved to default group.
Deleting a Group

1. Inthe devices tree, right-click the group node.

2. In Group Management, click Delete Group.

Are you sure you want to delete?

Prompts display.

Are you sure you want to delete?

3. Click OK.

]: A group cannot be deleted if it is in use.

Working with Groups After Device Registration

Some group settings can be configured when devices are registered in Fusion EMM and listed under the

group node.
With device user can able to access some common features as without device listed below: -

¢ Edit Group
¢ Delete Group
¢ Add Sub Group
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Drag-and-Drop Overview
Node Drag Drop:

¢+ Node drag and drop feature control enables users to drag and drop tree nodes.

+ Dragging and dropping of nodes can be performed within the same group or between two different
groups.

¢ You can also specify the inheritance operations to be performed based upon the option selected for
the client inheritance settings in the general configuration.

¢ By default, the inheritance setting is “Never”.

Group Drag Drop:

¢ Group drag and drop feature control enables user to drag and drop group within the tree.

+ Dragging and dropping of group can be performed only between groups of type custom.

¢ When we try to move the group, which is in, use then it show message the group cannot be moved,
group in use.

¢ You can also specify the inheritance operations to be performed based upon the option selected for
the group inheritance settings in the general configuration.

¢ By default, the inheritance setting is “Never”.

+ If the group inheritance settings selection is always when we drag drop the group or group along with
nodes the settings gets inherited to group as well as nodes present in the group which is being
dragged.

+ If the group inheritance settings set to Selection, when we drag drop the group with or without
devices then it will ask for the confirmation whether the parent group settings need to be inherited
to group or to both group as well as devices.

¢ If the group inheritance settings set to Never, when we drag drop the group it will move the group
without inheriting the parent group settings to the groups, which is being moved.

Working with Remote Control

Remote control enables the administrator to remotely control functions such as capturing device data,
sending a message in a group.

Synchronizing Inventory
Inventory synchronization enables the administrator to acquire details of all devices in a group.
To synchronize inventory

1. Inthe devices tree, right-click the group node.

2. In Remote Control, select Synchronise Inventory.

DEFAULT=5YNCHRONISE INVENTORY

Schedule Type . ® Execute Now () Execute Later
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3. Select the required Schedule Type.

4. Click Apply.

The Request for settings update processed message is display.

Sending Messages to Devices

You can send messages to all devices in a group at the same time.

To send messages to all devices

1.
2.

ANDROID =5END MESSAGE TO GROUP

Message Type :
Importance :
Title :

Message @

Display Time &

Schedule Type :

Request for settings update has been processed. JRT-REEIT AT T E Y

Information

Mormal

In the devices tree, right-click the group node.

In Remote Control, select Send Message All.

Message from Administrator

test message

1 Minute

# Execute Now

3. Enter the required details.

4. Click Apply.

The Request for settings update processed message is display.

Locking Devices

You can lock all the devices in a group.

To lock the devices

1.
2.

Fusion EMM : User Guide
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In Remote Control, select Lock Computer All.
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DEFAULT =REMOTE LOCK

Schedule Type : ® Execute Mow Execute Later

Request for settings update has been processed. JEETT VRN Ty APPLY j CLOSE

3. Select the required Schedule Type.
4. Click Apply.

The Request for settings update processed message is display.

Applying Shadowing VNC

In shadowing VNC, Fusion EMM sends an instruction to the device that it needs to VNC. Two secure channels
are then created by the device and administrator’s browsers to the Fusion EMM server. The channels are then
combined to provide the VNC access. An administrator can open multiple secure channels.

To apply shadow VNC

1. Inthe devices tree, right-click the group node.

2. In Shadowing, select VNC.
3. Inthe VNC dialog box, click Apply.

“fou are requesting for VNC connection.

Click Apply to continue and Close to dismiss.
Requested cennection will be available in the netification box.

Settings applied sucessfully on 12 Devices CLOSE

If the settings are successfully applied to a device, it implies that that the device is connected to the

network.

User should have resolved the browser error by installing the certificate.

VNC password should be set on group.

Shadowing VNC only applicable for Android.
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4. After applying setting, IP address of that client will get list out in VNC Notification .
5. After task applied successfully status on VNC notification changes from Pending to Active state.

6. If click on cancel button, then setting goes failed with reason “User permission denied” and client IP
address gets removed automatically from VNC notification list.

VNC NOTIFICATION

l T 1021631160 ¢
T 1521631244 3

To access the VNC of a device, in VNC Notifications, click its IP address and proceed to provide remote
assistance.

Before applying shadowing VNC, user have to install VMLite & keep proper setup as per given

below:

1. Install ‘VMLite VNC Server’ on device from Play Store by using Google account (Find app in to MyApp
list -> Purchased App).

2. Afterinstallation is complete, open VMLite VNC Server app -> Go to Settings icon (Gear icon on top) -
> Change VNC port value 5901 to 5900.

3. Install "VMLite Android App Controller" software on any Windows system. (This will help to start
VMLite VNC Server for selected device.)

4. Connect the Android device via USB to Windows system where "VMLite Android App Controller" is

installed.

Fusion EMM : User Guide Page 39 of 295



< | » vxl software

Start VMLite VNC Server

Start VMLite RDP Server

Start VMLite YouMap deamon

[usB Connect | [ Adb | [ Clear |

Instructions:

(1) Enable USB debugging on your android device by going to:
Settings > Developer options > USB debugging, or
Settings > Applications > Development > USB debugging
(2) Connect your android device to this PC with USB cable.
(3) Click the Start VMLite VNC Server button.

Get the VMLite VNC Server from Google Pla:
Get the VMLite RDP Server App from Google Play
et the VMLite YouMap App from Googie Piay

5. Follow on-screen instructions shown on VMLite Android App Controller software:
(a) Enable USB debugging on your Android device by going to:
Settings > Developer options > USB debugging or
Settings > Applications > Development > USB debugging
(b) Connect your Android device to this PC with USB cable.
(c) Click the ‘Start VMLite VNC Server’ button.

6. On successful configuration, on device “Server is running" message is shown.
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[ vMLite VNC server

Server is running

7. After the above message, user can remove the connected Android device from Windows system and

can be able to take VNC via VNC viewer or by browser by using the URL provided.

Working with Devices

You can also configure settings for a single device from the devices tree. To access device settings, in the
devices tree, right-click the device or terminal node. The configuration settings for a single device are similar

to the configuration settings for a group.

At the device level, you can configure settings for the functions mentioned below.

Function Description
Synchronizing inventory Sync all data for a device
Sending messages Send a message to a single client device
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Function

Description

Locking the device

Lock a device from the server

Applying shadow VNC

Apply VNC to a device

Please refer to the group configuration settings and similarly configure the device

settings.
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Configuring Fusion EMM

The configuration setup functionality enables you to:

1.

2.

To open the Configuration Setup page

client.

FUSION EMM

Product Details

Product Name :

Version & Build No. :
Build Date :

License Details

Licensed To

License Type :

Mumber of Agent Licenses
Support Expires on :
Installation Information
Communic ation Server IP:

Application Database [P

Contact Details

Email : sales@vxlnet

website : www.vxlsoftware.com

Create a template of the settings, and deploy it across the group or node.

1. Click Views E on the toolbar. Select Configuration Setup L
The Fusion EMM details are displayed.

Fusion EMM - Gold
3.1.000
Friday, Movember 25, 2016 5:45 PM

WXL Instruments Limited
Trial Version (79 day(s) remaining)
10{Available Mo. of Agent License : 5)

Monday, February 13, 2017

FOMSINGAPORE.vdicom
(local)

House of Excellence, Ne. 17, Electronics City,Hosur Road, Bangalore— 560 100, INDIA

Copyright

yrigl
® 2004-2015 VXL Instruments Lid.

Managing Users

Apply the setting and operations performed on an individual client to a group of clients, or to another

User Management enables you to create and manage organization or customer details, user roles, user group

and users in Fusion EMM .

In User Management, you can search, create, edit, and delete user related parameters.

Working with a Company Profile

You can configure customer details such as company, site and default group name, and group level. These

details display in the devices tree on the Device Manager page.
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Editing Company Details

n User can edit the company details only if no group(s) or node(s) exists in the devices tree. If
) N a new group is created, or a new client is discovered in the server and listed in the devices
S— tree, the option to edit Company Details becomes disabled.

To edit the company profile

1. Expand the right menu.
2. Click Configuration Setup, then click User Management, and then click Customer.

a. The Company Details section is display. It displays the company information entered when
logging in to Fusion EMM Server for the first time.

COMPANY DETAILS

Company Name :* VXL Instruments Limited

Site Name =* VXL

Default Group Name :* DEFAULT

Group Level :* 10

Note:-This information is editable only in case of no groupis) or node(s) present in the organization view.

For information about entering company details when you login in to Fusion EMM for
the first time, see the “Login to Fusion EMM” section in “Getting Started”.

3. Change company details as required.

4. Click Save.

Working with User Roles

The User Role enables you to search, create, modify and delete user roles; and assign access rights to a user.
You can assign a user the following access rights for a particular module:

1.  Full Access: user has full access rights to apply settings, and manage or cancel tasks in the application.
2.  Read Access: user has the right to only read or view the settings applied.

3. No Access: user has the right to only view the client device or Fusion EMM information. The user has
no management rights.

Creating a User Role

1. Expand the right menu.

2. Click Configuration Setup, then click User Management, and then click User Role.
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USER ROLE
SEARCH

Role Name :
DETAILS
GotoPage 1
Role Name Description
FULL ACCESS FULL ACCESS
NOACCESS NOACCESS

READ READ

3. Under Details, click New Role.

USER ROLE

New User Role

Role Name :*

Description:

4. Onthe New User Role tab, enter the Role Name and Description.

5. Click Save.

US OLE
New User Role  Permissions
Type : EMM v
Module Name || Full Access || Read
Account Management %] [m]
AFW EMM ENROLLMENT ¥ (]
AFW USER PROVISIONING 3] (]
Agent Settings v )]
AirMirroring v [m]
Airplay v (]
AirPrint [c] (]
Applic ation Management ' (]
Calendar ¥l (0]
Calendar Subse ription r (]
Certific ate Manager v [m]
Contact v [m]
Cross-profile intents ¥ (]
Cross-profile widgets Providers v )]
Data Wipe Policy v o
DEP Assignment v [m]
DEP Cenfiguration v [m]
Device Name Setting ] ]
Email s =]

13013 K< 5

>l

O0oCoQooooooooooooooo

No Access
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6. On the Permissions tab, select the applicable check boxes to provide access rights for the module(s)
to the user role.
7. Click Save
The Saved successfully message is display.
Editing a User Role
1. Expand the right menu.

2. Click Configuration Setup, then click User Management, and then click User Role.

USER ROLE

SEARCH

Role Name : SEARCH | CLEAR
DETAILS
GotoPage 1 v 130f3 K 5 v 5
Role Name Description Actions
FULL ACCESS FULL ACCESS EDIT | DELETE
NOACCESS NO ACCESS EDIT | DELETE
READ READ EDIT | DELETE

3. Inthe Actions column, click Edit for the user role to edit.

USER ROLE

New User Role | Permissions

Role Name : * T

test

Description: ®

4. Onthe New User Role tab, change the user role details as required.

5. Click Save.
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USER ROLE

New User Role  Permissions

Type: | EMM

i
E -
i

Module Name

Account Management

AFW EMM ENROLLMENT
AFW USER PROVISIONING
Agent Settings

AirMirroring

Airplay

AirPrint

Applic ation Management
Calendar

Calendar Subscription
Certific ate Manager
Contact

Cross-profile intents
Cross-profile widgets Providers
Data Wipe Policy

DEP Assignment

DEP Configuration

Device Name Setting

I T S e

Email

6. On the Permissions tab, change the user role details as required.
7. Click Save.

The Saved successfully message is display.

Deleting a User Role
1. Expand the right menu.

2. Click Configuration Setup, then click User Management, and then click User Role.

USER ROLE
SEARCH
Role Name :
DETAILS
GotoPage 1 v 130f3 [KL 5 v B3
Role Name Description Actions

FULL ACGESS FULL ACCESS EDIT | DELETE
NOACCESS NO ACCESS
READ READ EDIT | DELETE

3. Inthe Actions column, click Delete for the user role to delete.

4. Are you sure you want to delete the record? Prompt is display.
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pmm.vdi.com says:

Are you sure you want to delete the record?

oK Cancel

5. Click OK. The successful user role deletion message is display.

Searching a User Role
1. Expand the right menu.
2. ClickConfiguration Setup, then click User Management, and then click User Role.

3. Inthe Search section, in Role name, enter the role name or description, for example, No Access,
Read or Full Access.

4. Click Search.

The required role is display.

USER ROLE

SEARCH

Role Name : READ SEARCH | CLEAR

DETAILS
GotoPage 1 v idofi K< B v 5

Role Name Description Actions

READ READ EDIT | DELETE
NEWROLE

Working with User Groups

The User Group enables you to search, create, edit, and delete user groups, and to assign a user role to the

user group.

Creating a User Group
Expand the right menu.

Click Configuration Setup, then click User Management, and then click User Group.
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USER GROUP

SEARCH
User Group: SEARCH | CLEAR
DETAILS
GotoPage 1 v 130f3 K< 5 v o
User Group Actions
ADMIN EDIT| DELETE
READ EDIT| DELETE

NEWGROUP

1. Under Details, click New Group.

USER GROUP

General

New User Group | UserRole

User Group :* ADMIN cLEAR [cancEL

2. Onthe New User Group tab, enter the user group name.

3. Click Save.

4. Onthe User Role tab, in the Select column, select the user role(s) to assign to the user group.
5. Click Save.

The Saved successfully message is display.

USER GROUP

General

New User Group | User Role

GotoPage 1 v 1-30f3 K< 5 v 33

Id Role Name Description
a 3 NO ACCESS NO ACCESS
o 2 READ READ
# 1 FULL ACCESS FULL ACCESS

Saved Successfully.

Editing a User Group
1. Expand the right menu.
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2. Click Configuration Setup, then click User Management, and then click User Group.
3. Inthe Actions column, click Edit for the user group to edit.
4. Onthe New User Group tab, change the details as required.
5. Click Save.
6. On the User Role tab, change the details as required.
GotoPage 1 v 1303 [C < 5 v
NO ACCESS
7. Click Save.

Deleting a User Group
1. Expand the right menu.

2. Click Configuration Setup, then click User Management, and then click User Group.

USER GROUP

SEARCH

DETAILS
GobPage 1 v 130f3 K < 5 v

User Group Actions
ADMIN EDIT| DELETE
READ EDIT | DELETE

3. Inthe Actions column, click Delete for the user role to delete.

4. Are you sure you want to delete the record? Prompt is display.

Fusion EMM : User Guide Page 50 of 295



. >
pmm.vdi.com says:

Are you sure you want to delete the record?

| Prewvent this page from creating additional dialogs.

5. Click OK.

Searching a User Group
1. Expand the right menu.

2. Click Configuration Setup, then click User Management, and then click User Group.

USER GROUP
SEARCH

User Group: SEARCH | CLEAR
DETAILS

GotPage 1 v T-dofd K< B v h

User Group Actions
ADMIN EDIT | DELETE
NOACCESS EDIT | DELETE
READ EDIT | DELETE
Test €0 | DELETE

NEW GROUP

3. Inthe Search section, in User Group, enter the user group, for example, No Access, Read or Admin.

4. Click Search.

The required user group is display.

USER GROUP
SEARCH
User Group: Admin SEARCH [ CLEAR
DETAILS
GotoPage 1 v iHof1 K< 5 v
User Group Actions
ADMIN EDIT | DELETE

NEW GROUP
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Working with New Users
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New User enables you to create various users for the Fusion EMM application, and to assign a group to a

user.

Creating a User
1. Expand the right menu.

2. Click Configuration Setup, then click User Management, and then click New User.

USER
SEARCH
User Name :

DETAILS
user Name. Full Name
admin VXL limited
aamin1 aamin agmin
adminz admin admin
admin3 admin admin
admind admin admin
arul arul anl
aruin arui ann
arul2 aruiz a2
" X3
harshada admini23 p

3. Under Details, click New User.

USER
General

Damain User
Domain Hame :

User Name

Password

User Name ;*

Group

Name

ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN

Email 1d
help@vxl.nat
aamin@aamin.net
a@o.com
a@g.com
a@g.com
a@g.com
a@a.com
a@o.com
p@o.com

p@y com

o< e

CHECK USER AVAILABILITY

Password :

Confirm Password :

First Name

Middie Name

Comact Number :

SEARCH

GotoPage 1

Enabled Status Login Source

£09990 152 168.1.162

L09999 102 105,157 / HARSHADA

LastName

Mabite Number :

¥ 1-100f23 < < 10 v >3
P

4. To configure the user settings for a specific user in a domain, select the Domain User check box.

5. Inthe User Name and Password text boxes pane, enter the domain administrator’s user name and

password.

6. Click OK.
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a. When you enter the username and password details, a list of domain users becomes
available in the Domain User Name list.

@ Doman User

Domain Name :

Add Single User & Add Multiple User

Show 5 snties [ 3 Showing 1 to & af 18 oniries.

User ame

Password :
Confim Password

First Mame ¢ Wl Mome ©
Emai 1 Contact Number : Mobile Bumber :
Enabled :

Growp

B
i
8

7. Inthe Domain User Name list, select the single user name or multiple user names for which the

Fusion EMIM application is to be configured.

If the Domain User check box is not selected, follow the steps listed below to create
a new user.

8. Enter the mandatory details—User Name, First Name, Last Name and Email Id— and other details as
required.

9. Click Check User Availability to confirm if the selected user name is available.
b. If the user name exists in the application, the User already exists message is display.
c. Ifthe user name does not exist in the application, the User name available message is
display.

10. Select the Enabled check box to enable the user to log into the Fusion EMM application.

1 S
L,7— If the Enabled check box is not selected, the user is unable to log in to the application.

11. In the Group list, assign the group to enable the user to access the features of the application as

applicable.
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12. Click Save.

Searching a User

1. Expand the right menu.
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2. Click Configuration Setup, then click User Management, and then click New User.

USER

SEARCH

DETAILS

User Name
admin
admint
admin2
admin3
admind
anl

arul1

a2

L4

harshada

User Name :

Full Name
VXL limited
admin admin
admin admin
admin admin
admin admin
arul arul
arult arul
aruiz arulz
pp

admini23 p

Group
Name

ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN
ADMIN

ADMIN

Email Id
help@vxl.net
admin@admin.net
a@g.com
a@g.com
a@g.com
a@g.com
a@g.com
a@g.com
p@g.com
p@g.com

Logged
in

GotoPage 1

Login Source

192.168.1.162

192.168.1.57 JHARSHADA

v o1-00f23 K < 100 v >3

Actions

NEW USER | REFRESH

3. Inthe Search section, in User name, enter the user name, full name, group name or email ID to

search a record.
4. Click Search.

The required user is display.

USER

SEARCH

DETAILS

User Name

adming

Full Name

admin admin

User Name :

admind

Group Name  Email ld
ADMIN a@g.com

Enabled Status  Login Source

Yes

GotoPage 1 v 1dof1 K< 20 v >3

Actions
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Working with Mailer Engine Configuration

The Mailer Engine Configuration enables you to set up automatic email of reports to user email ids.

- Prerequisites:

1. Correct SMTP server details must be provided.

2. Antivirus software installed on the client should allow the sending email from the SMTP port.

MAILER CONFIGURATION

Mailer Group I Mailer

| ContactList

SMTP Server

Configuration

Name Type 4 Shedule Type Subject Title Actions

No data available in table

Show 5 ¥ entries [< < > | Showing 0to D of 0 entries

Configuring the SMTP Server
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration.
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MAILER CONFIGURATION

| Mailer Group I SMTP SERVER CONFIGURATION

| contactiist
maill.verixo.net

SMTP Server " SMTP Server
Configurafion eg.'smtp.companyname.con’

*Account Name : | prateek.navghare@verico.net

* Password

Display Name
Port Mo (Outgoing | 587
Mail)

[ Enable SSL

SAVE | TEST CONNECTION SETTING

3.

On the SMTP Server Configuration tab, enter the required details.

4. Test Connection Use to check whether Configure SMTP server proper or not.

5. Click Save.

MAILER CONFIGURATION

| maiter Group I SMTP SERVER CONFIGURATION
| Contact List

SMTP Server
Configuration

* SMTP Server: | maill verixo.net

eg.'smtp.companyname.com’

* Account Name : | prateek navghare@verico.net

*Password : | sssssssssns

Settings saved successfuly.

Display Name
Port Mo (Qutgeing | 587
Maily:

|_ Enable S5L

SAVE | TEST CONNECTION SETTING

The SMTP server settings saved successfully message is display.

¢ Port number indicates the outgoing Port number

¢ If Enable SSL checkbox is checked then mail server going to be accessed by
HTTPS.

¢ Ifitis not checked then it can be accessed by HTTP.

*

to the mail.

If Attach .csv check box is checked then reports in the format of .csv get attached

Configuring Contact List
Add

1. Expand the right menu.
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2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration.

3. Click on Contact List tab

MAILER CONFIGURATION o
| Mailer Group I Contact List
_
ST CONTACT LIST =
Configuration ﬂ
Full Name Group Name/Email ID's 4 Job Title Actions
abhijitpatil abhijit patil@priy agroup.com
km arul patil@gmail.com
admin3 asit singh@gmail com
admin2 Kaushal mundayei@verico.net
root kriti. bidwaik ar @gmail.com
prashant prashant.navkudk ar@verico.net
Administrator santosh dandawate@verixo.net
arul shraddha.manekar@verixo.net
admind vinayak jalnakar@gmail.com
‘Yegendra yogendra.gacnkar@verixo.net
Show | 100 ¥ entries [< < > | Showing 1to 10 of 10 entries

4. Click onimage H to add Contact/ group.

5. User able to add single/group contact records to mailer configuration.

Add Contacts
Jol Add Group
Click on Add Contact to add single contact form gets open.

6
7. Add all mandatory fields.
8. Click On SAVE.

9

Settings saved successfully message displayed.

10. This Contact list displayed in Mailer Configure as a recipient data.
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¢ Automatic import of email id of Fusion EMM users, domain users in the mailer
contact list.

MAILER CONFIGURATION

| Mailer Group

Contact List

SMTP Server

Configuration

11. Add group where User able to store multiple recipient data and able to select that particular group at

I Contact List

CONTACT LIST

Full Name Group Name/Email ID's 4 Job Title Actions
abhijit. patil abhijt.pati@priyagroup.com -
km arul.patil@gmail com -
admin3 asit singh@gmail.com -
Kailash kailash.parab@verixo.net Test Engineer E/; m
admin2 Kaushal mundaye@verixo.net -
Show 5 ¥ entries | < > > Showing 1105 of 12 entries
ADD CONTACTS
“ Full Name: | vy “Email Id: | vxl@vxlnet
Job Title : | company info

Contact Added Successfully

SAVE | CLOSE

time of mailer configure.

MAILER CONFIGURATION

| Mailer Group

Contiact List

SMTP Server

Configuration

Fusion EMM : User Guide

I Contact List

CONTACT LIST = o
2

Full Name Group Name/Email ID's 4 Job Title Actions

abhijit. patil abhijit.patil@priy agroup.com -

km arul.patil@gmail. com -

admin3 asit.singh@gmail.com -

Asit asitpal singh@verixo.net - E4 m

Kailash kailash.parab@verico.net Test Engineer & o

Show 5 v entries |{ < 3| Showing 1to5 of 15 entries
ADD GROUP
*Group Name: | Testing
“Full Name: | Vinayak *Email ID : | vinayak kumbhar@verixo.net n
*Full Name: | Asit *Email ID : | asitpal.singhi@verico.net n
B

Saved Successfully

SAVE | CLOSE
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12. Click on SAVE.

13. Group added successfully.

Edit
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration.

3. Click on Edit image 4 .

MAILER CONFIGURATION «
| matter Group I ——
Contact List
CONTACT LIST )
SMTP Server
Configuration ﬂ
Full Name Group Name/Email ID's 4 Job Title Actions
abhit. patil abhijit. patil@priy agroup.com
km arul patil@gmail.com
admind asit.singh@gmail com
Asit asitpal.singh@verixo.net - & o
Kailash kailash.parab@verixo.net Test Engineer E4 m

Show 5 ¥ entries [< < » | Showing 1to5 of 15 entries

ADD GROUP

* Group Name: | Testing

* Full Name: | ‘inayak *Email ID : | vinayak kumbhar@verixo.net

* Full Name: | Asit *Email ID : | asitpal. singh@verixo.net

Saved Successfully SAVE | CLOSE

4. Click Edit button to edit existing contacts or group contacts.

5. Click Save.

The Record Saved successfully message is display.

Delete
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration.
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3. Click on delete image .

MAILER CONFIGURATION v
.
| Mailer Group —

CONTACT LIST = i

Contact List

SMTP Server ﬂ
Full Name Group Name/Email ID's 4 Job Title Actions

Configuration
abhijit. patil abhijit. pati@priy agroup.com -
km arul.patil@gmail com -
admin3 asit.singh@gmail.com -
Asit asitpal.singh@verixo.net - E/, m
Kailash kailash.parab@verixo.net Test Engineer E/, m
admin2 Kaushal. mundaye@verico.net -
root kriti. bidwaik ar@gmail.com -
prashant prashant.navkudkar@verixo.net -
Administrator santesh.dandawate@verixo.net -
arul shraddha.manek ar@verixo.net -
- Testing - G F4 m
admind vinay ak jalnakar@gmail.com -
Vinay ak vinay ak.kumbhar@verixo.net - E/; m
wvxl vl@vxlnet company info E/; m
“ogendra yogendra.gaonk ar@verixo.net -

Show 50 ¥ |entries [ < > >| Showing 11o 15 of 15 entries

4. Click Delete for the contact to delete. Are you sure you want to delete the record? Prompt is display.

Are you sure you want to delete?

5. Click OK.
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* Enable/ Disable functionality only available for Groups.
¢ Group name displayed in color.
¢ Group name does not contain first name as single contact.

Enable/ Disable Mailer Group
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration.

3. User able to activate and deactivate the existing mailer Logs and mailer groups by selecting
T/ @ image respectively.

4. User able to Active or Inactive only groups, For single contact Active / Inactive feature not displayed.

MAILER CONFIGURATION PV
| Maler Group I T
_
P —— CONTACT LIST =
Configuration ﬂ
Full Name Group Name/Email ID's 4 Job Title Actions
abhijit. patil abhijt. patil@priy agroup.com -
Alerts = ® &0
km arul. pati@gmail.com
admin3 asit.singh@gmail.com
Asit asitpal singh@verixo.net - E/j m
Chirag chirag@verixo.net - E/; ]ﬂ
admin2 Kaushal mundaye@veri<o.net
root kriti. bidwraik ar@gmail.com
prashant prashant navkudkar@verixo.net
Administrator santesh.dandawate@verico.net
arul shraddha.manekar@veri<o.net -
Testing = g £ m
admind vinay ak jalnakar@gmail com
Vinayak vinay ak. kumbhar@verixo.net - E/; ]ﬁ[
Yogendra yogendra.gacnkar@verixo. net
Show 50 ¥ entiies < < » 2| Showing 1to 15 of 15 entries (fitered from 17 total entries)

5. Toinactive group, click on @ , Are you sure you want to Disable? Prompt is display.
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Are you sure you want to Disable?

6. To Active group click on o , Are you sure you want to Enable? Prompt is display.

Are you sure you want to Enable?

7. Click OK.

Configuring Mailer group

Adding a mailer group
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration then click Mailer group

3. Click on Add imagen.

ADD MAILER Y
“MName:  |zme * Subject: | Subject
* Choose Report/Alert | ——-Select-— v *Title: | Title
Type:
Vpe “To: -
* Schedule Type: —Select— v
cc: -
* Choose Data : -
BCC: -
* SetTime:: | 6:16:30 (] Attach as .csv
* Select Data From : | &) v
SAVE | CLOSE
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4. Enter all required fields.

5. The Email type, Report type, Subject, and Title details are populated by default.

6. In Set time, enter the time to schedule the email.

7. Inthe Email contents, select the applicable check boxes for the logs to include in the email.

8. In Contact details, select the recipient(s) to add to Recipient, CC Recipient and BCC Recipient
addresses.

9. Click Save.

10. Auto email setting saved successfully.

ADD MAILER o W
“MName: | TestLogs * Subject: | Tesilogs
*Choose ReportiAlert | Logs v *Title:  Logs
Type: B
*To: = prashant. navkudkar@verixo.net -
* Schedule Type: Hourly v
CccC: -
*Choose Data : = Client Status Report -
BCC: -

* Hardware Inventory Logs || * Hardware Logs

Attach as .csv
= Software Inventory Report

“SetTime: 61018

* Select Data From = | Al v

Aute email settings saved successfully. SAVE j CLOSE

Editing a mailer group
6. Expand the right menu.

7. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration.

8. Click on Edit image ( .
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MAILER CONFIGURATION v
Mailer Group I Mailer

| contactusst

MAILER LIST + v
SMTP Server

Configuration

Name Type A Shedule Type Subject Title Actions
General Alerts Logs Instant Instant Alets PROFESSIONDDS () E{ ]m
Logs Logs Instant Logs Logs @ £ o

Show| 5 v entries [< < > »| Showing 1 to 2 of 2 entries

ADD MAILER ol ¥

*Name: Logs * Email Contents : x Application Logs || x Boot Logs -

*Type: Logs v *To: = prashant.navkudk ar@verixo.net -

+ schedule type: Instant . = vinay ak jalnakar@gmail.com

x asitpal.singh@verixo.net
* Subject:  Logs

CC: x shraddha.manekar@verixo.net -
“Title:  Logs
BCC: * Kaushal. mundaye@verixo.net -
* Set Time  10:58:22 x arul patil@gmail.com
|| Attach .csv

Auto email seftings saved successfully. SAVE | CLOSE

9. Click Edit for the contact to edit.
10. In the Name column, edit the contact name.
11. Click Save.

12. Auto email settings saved successfully message displayed.

Deleting a mailer group
6. Expand the right menu.

7. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration.

8. Click on delete image

MAILER CONFIGURATION P

Mailer Group I Mailer

| Contact List
SMTP Server

Name Type 4 Shedule Type Subject Title Actions

Configuration

Audit log Alerts Hourly new test @ £ o

Show 5 ¥ entries |[< < » | Showing 1to 1 of 1 entries
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9. Click Delete for the contact to delete. Are you sure you want to delete the record? Prompt is display.

Are you sure you want to delete?

10. Click OK.

Enable/ Disable Mailer Configure
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Mailer Engine
Configuration.

3. User able to activate and deactivate the existing mailer Logs and mailer groups by selecting

I@2”/ @ image respectively.

MAILER CONFIGURATION AN

Mailer Group I Mailer

| Contact List
SMTP Server

Name Type 4 Shedule Type Subject Title Actions
Audit log Alerts Hourly new test & £ o

Configuration

Show 5 ¥ lentries |[{ < » | Showing 1to 1 of 1 entries

4. Toinactive group, click on @ , Are you sure you want to InActive? Prompt is display.
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Arg you sure you want to Disable?

CLOSE

5. To Active group click on S , Are you sure you want to Active? Prompt is display.

Are you sure you want to Enable?

CLOSE

6. Click OK.

Working with the Repository

You can create, edit, and delete repository connections. Additionally, you can configure the repository to view
connections and details of the connections such as connection name, repository type, SSL type, the server’s

upload IP, the agent’s download IP, username, folder path.
Creating a New Repository Connection

1. Expand the right menu.
2. Click Configuration Setup, then click Configuration Settings, and then click Repository.
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REPOSITORY

Repository Connections  File Upload

DE

Repository Type Protocol Type Upload IP For Server Download IP Address For The Agent. User Name  Folder Path

[ 4_Ftps_IP Central FTPS 102.168.1.49 192.168.1.49 administrator /

[ 4_Htips_IP Central HTTPS 192.1682.4 192.1682.4 administrator / =
FDM_HTTP Central HTTP FDMPUNE.vdi.com FDMPUNE.vdi.com CWXL\FDMFDMService\ Default

(] FTPS_Host Central FTPS vinayak.vdi.com vinayak.vdi.com administrator /

show 5 v entries [< < > | Showing 1to4 of4 entries

REFRESH | NEW CONNECTION | EDIT | DELETE

3. On the Repository Connections tab, in View Connections, click New Connection.

New Connection

Connection Name

Protocol Type FTP v
Repository Type : —Select— v
IPMHostname For Server :

IPiHostname For Agent

FTP SSL Type —Select— v

Port: 21

Folder Path eg. /[FolderName/

User Name
Password :

Domain

Default

VALIDATE CONNECTION | SAVE | CLOSE

In Connection Name, enter a name for the connection.

In the Repository Type, select the type of repository.

In IP For Server, enter the upload IP for the server.

In IP For Agent, enter the download IP for the agent.

In the FTP SSL Type list, select the required SSL file transfer type.

© X N o v e

In Folder Path, enter the required path to the root folder.

10. In User Name and Password, enter the administrator's FTP credentials.

11. To make the connection the default connection, select the Default check box.
12. To validate the connection to the server, click Validate Connection.

13. Click Save.
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Uploading a File
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HTTP, CIFS, FTP and FTPS connections can be created in repository manager.

For HTTP, FTP & FTPS connections it is mandatory to have a connection site

created for respective connection type with basic authentication in 1IS manager.
¢ For CIFS connection, specified folder name in connection details should have

proper share rights with basic authentication.

1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Repository.

REPOSITORY

Repository Connections

‘View File Upload

L
[m]
a
[m]

a

File Name
fusion.key
Desertipg
96.ca.cert
0anpati bappa 2.ipg

cacrt

File Upload

Category

HTTP SSL Certificate
WALLPAPER

HTTP SSL Certificate
WALLPAPER

HTTP SSL Certificate

Connection
4_Https_IP

FDM_HTTP
FDIM_HTTP
FDM_HTTP
FDIM_HTTP

A4 Status
Available
Available
Available
Available

Available

Show 5 ¥ entries IC <

SYNC FILES | REFRESH | NEW UPLOAD DELETE

Description

> 1 Showing 1 to 5 of 10 entries

Click the File Upload tab.
4. Click New Upload.

In New File Upload, select the repository connection name and category of the connection.

6. InSelect File, click

Fusion EMM : User Guide

REPOSITORY

Repository Connections | File Upload

File Nama

Connection : 4_Htps_IP
category : Wallpaper

Select File ; Wy co o, bmp
885062 pg

Description

to select file to upload.

WALLPAPER
HTTP 5L Centificats
WALLPAPER

HTTP 5L Genrtificats

Connaction Name a status

4_Hitps_IP
FOM_HTTE
FOM_HTTR
FOM_HTTR
FOM_HTTR

Availatle
Availatle
Availatils
Availatile
Availatile

Snow 5 v emres

Description

> > Showing 1 ta & of 10 entries

New U FLoAs | eoir] DeLETE

UPLOAD | CLOSE
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7. We can upload multiple files at a time.

8. Click Upload.

REPOSITORY

Repository Connections  File Upload

View File Upload

o Comectonnane usous oo

HTTF SSL Certificate 4_Hitips_IF Avallable
WALLPARER FOM_HTTE Avallable
HTTP SSL Certificate FOM_HTTR Available
ganpat bappa 2.ipa WALLPAPER FOM_HTTP Available
HTTP SSL Certncate FOM_HTTP Avallable
Show & v entres |< < >3] Showing 1105 of 10 entries

s [ ReFrEsH | NEwW UPLOAD | EDiT | DELETE

Connection : 4_Hps_IP .
catagory : Installation and Upgrade -

Select File : Wy =0 exe, map

msi
EIE11_EN-US_WOL_WINT EXE

Description :

LPLOAD

Sync Files repository files
1. When we are uploading for all connections sync button use to get all files from repository server.

2. Add delete manually click on sync all files were updated.

REPOSITORY

Repesitory Cennections  File Upload

View File Upload

OJ File Name Category _ Status Description
(=] fusion.key HTTP SSL Certificate 4_Https_IP Available -

o Desertipg WALLPAPER FDM_HTTP Available

a 96 .cacert HTTP SSL Certificate FDM_HTTP Available

a aanpati bappa 2.ipg WALLPAPER FDM_HTTP Available

] cacrt HTTP SSL Certificate FDM_HTTP Available

show 5 v entries [< < > | Showing 1105 of 13 entries

SYNC FILES | REFRESH | NEW UPLOAD | EDIT | BELETE

Synchronize files from FOM_HTTP successfully
Synchronize files from 4_Htips_IP successfully

Editing a Repository Connection

1. Expand the right menu.
2. Click Configuration Setup, then click Configuration Settings, and then click Repository.
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REPOSITORY

Repository Connections  File Upload

0 _ ?:I;pgsilury I;yrc;;owl ”*P['?Z? IP For gg:rrrlll-oad IP Address For The User Name  Folder Path

(] 230_Https_FQDN Central HTTPS win-cls.vdi com win-cls vdi.com administrator / -

[ 4_Https_IP Central HTTPS 192.168.2.4 192168.2.4 administrator [/ =

¥ CIFS_IP Central CIFS 192.168.1.230 192.168.1.230 administrator fips -
FDM_HTTP Central HTTP loadtesting vdicom  loadtesting vdi.com CAVXL\IFDMIFDMServicel -

[ FTP38 Central FTP 192.168.1.38 192.166.1.38 administrator / Default

Show & v entries [{ < > Showing 1to 5 of & enfries

REFRESH | NEW CONNECTION | EDIT | DELETE

3. Select Connection.
4, Click Edit.
5. Click Save after updating the Connection.
6. The Connection Updated successfully message is display.
Connection Name CIFS_IP
Protocol Type CIFs v
Repository Type Central v
IP/Hostname For Server 102.168.1.230
IP/Hostname For Agent 192.168.1.230
FTP SSL Type -
Port 0
Folder Path tps eg. FolderName
User Name ‘administrator
Password: e
Domain
Default
Connection updated successiully

Editing a Uploaded File in Repository Connection
1. Click the File Upload tab.
2. Onthe File Upload tab, in the Select column, select the file to edit.
3. Click Edit.
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Repository Connections  File Upload

View File Upload

EIE

File Name Category Connection Name
()] Vinayak.crt HTTP S5L Certific ate FOM_HTTP
¥ CAdroid.apk ANDROID INSTALLATION FDM_HTTP
Show 5

SYNC FILES | REFRESH | NEW UPLOAD § EDIT | DELETE

A Status Description
Ayailable
Available -

v entries [< < » > Showing 11to 2 of 2 entries

4. Inthe New File Upload, change the connection and category as required.

5. Click Upload.

The File edited successfully message is display.

New File Upload

Connection : FDM_HTTP

Category : Android Installation

Description @ Test APK

File edited successfully.

Deleting a Repository Connection
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Repository.
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REPOSITORY

Repository Connections  File Upload

| File Name Category

o fusion.key HTTP SSL Certificate
¥  Desertipg WALLPAPER

o 96.cacert HTTP SSL Certificate
[l ganpati bappa 2.ipa WALLPAPER

[ caert HTTP SSL Certificate

Comariontame 4 sws Desaion

4_Https_IP Available
FDM_HTTP Available
FDM_HTTP Available
FDM_HTTP Available
FDM_HTTP Available

Show § ¥ entries [ < > 3| Showing 1to 5 of 13 entries.

SYNC FILES | REFRESH | NEW UPLOAD | EDIT | DELETE

3. Click the File Upload tab.
4. On the File Upload tab, in the Select column, select the file to delete.
5. Click Delete.
6. Are you sure you want to delete? Prompt is display
pmm.vdi.com says:
Are you sure you want to delete?
7. Click OK.

Working with General Configuration

General Configuration enables you to define configuration settings across the application.

Configuring Fusion EMM Settings

Working with General Details
1. Expand the right menu.

2. Click Configuration Setup, then click General Configuration, then click General Settings.

3. Form Displayed General settings, Archived Report.
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‘GENERAL CONFIGURATION

Fusion EMM Settings

General Settings

Group Information

Function Expiry

Backup & Restore
Licenses and Upgrade:

License Upgrade

I General Settings

General

Client inheritance settings: ® MNever Always

First time client inheritance [scan]: True (= False

5 Group inheritance settings: (® Mever Always Selection

Inherit Applied Profiles: (® Enable Disable

Default VNC Password: | default

Open Configuration Module: In Place

Display Devices in TreeView: (® Display Devices Hide Devices

Archived Report

Folder path : | C:WXL\FDMFDMSite\Commen

No. of log entry =

Mote:-If Mo of Logs Entry set to Zero(0) then logs wil never get deleted

4. Change the

a.

Fusion EMM : User Guide

general configuration details as required.

Client Inheritance Settings: When user select Never after drag drop client not get inherit
group settings’ user select Always option, after drag drop all settings of parent group get
inherit to client.

First time client Inheritance Settings: For True option client which get scan after
discovery settings defined for default group gets apply to client for Never option it won’t
get apply.

In Group Inheritance Settings, if the Always option is selected, the application will not
request confirmation when processing group inheritance.
If the Never option is selected, the application will not process group inheritance.

User able to set Default VNC password.

Open Configuration module (popup/In place): While selection on popup all modules on
device manager gets open in popup form or else all module displayed in place format.

Archived Report: To set number of logs entries on specified path. While defined entry
count displayed in logs data get purged on defined path location.

Inherit Applied Profiles: Enable/ Disable-> User have to add subgroup after enable
selection to inherit parent group setting to subgroup.

For Disable selection inherit property won’t get apply to subgroup.

Display Devices in Tree View: User able to Display Devices or Hide Devices from tree
view by selecting respective options.
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5. Click Save.

The Settings applied successfully message is display.

Working with Group Information
The Group Information tab enables you to select the fields to display in the group view on the Device

Manager page.
To configure the group information

1. Expand the right menu.

2. Click Configuration Setup, then click General Configuration, click on Group Information.

GENERAL CONFIGURATION

|Fusi0nEr‘J|r.-189t'hngs I Group Information
General Settings

. Enables the fields in group information | IMEl/Serial number | Synchronise Inventory Time

il el view ¥ Image Buiki No ¥ VDI User

Function Expiry +#| Manufacturer #| OS5 Name
+#| Model #| Agent “ersion

Backup & Restore g
¥ Logged in user «| Compliance

| Licenses and ¥ Heartbeat time
Upgrades
= SAVE

License Upgrade

3. On the Group Information tab, select the applicable check boxes to define the fields for display.

4. Click Save.

The Settings applied successfully message is display.

Working with Function Expiry
Function Expiry enables you to define the expiry time for a function. If the scheduled function is not executed

within the defined time interval, the schedule is cancelled automatically.
To configure the function expiry time

1. Expand the right menu.

2. Click Configuration Setup, then click General Configuration, and then click Function Expiry.
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| Fusion EmM Setings || Function Expiry

General Settings

. OS name: ins v Set all Expiry to (1] ¥ | Hrs
Group Information

z = Note:-If expiry is set to 0,it means schedule wil never expire.
Function Expiry ﬂ P P

Backup & Restore

. Function Name 4 Expiry (In Hours) 05 Name
Licenses and
App Install 2 v i0s
Upgrades
App Uninstall 2 v i0s
License Upgrade X
Calendar 2 r i0s
Calendar Subsc ripticn Payload 2 v i0s
Contact 2 v i0s

show S5 v |entries [ < > > Showing 11to 5 of 14 entries

SAVE

In the OS name list, select the operating system.

In Enter Function Name, enter the required function name.

Click Search.

In the Expiry (in Hours) column, in the text boxes for each function, enter the expiry time.
To set expiry for all functions, select the Set All Expiry to check box.

The text box to enter the expiry time (hours) is enabled.

© ® N O U AW

Enter the expiry time.

+ If expiryis set to 0, the schedule for the function will never be cancelled.

¢ By default, the function expiry of pending and in-process tasks is set to one hour
and two hours respectively.

+  Function expiry setting changed to allow predefined values from dropdown list
to set expiry instead of textboxes.

10. Click Save.

The Settings applied successfully message is display.

Working with Database Backup and Restore

Database Backup and Restore enables you to take a backup of the database and perform restore operations.

Creating a Database Backup

1. Expand the right menu.
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2. Click Configuration Setup, then click General Configuration, click Database Backup and Restore.

I Backup & Restore
Create Backup

Default Backup Path : | C:WXL\FDMFDMSite\Common\Backup

® Manual Backup () Schedule Backup

BACKUP

Restore Backup

Sr.No. _ DateTime Download Restore Delete

No data available in table

Show ¥ entiies [ < » | Showing 0to D of 0 entries

Import Backup File : |~ Al \MPORT | REFRESH

3. Click Backup.

The Database backup completed message is display.
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Importing a Backup File

I Backup & Restore

Create Backup

Default Backup Path : | C:WXL\FDM\FDMSite\Common\Backup

(® Manual Backup () Schedule Backup

BACKUP

Restore Backup

e, e —

1 FOM_02-09-2016_03-38-17 PMbk  02-09-2016 03:38:55 PM £ %)

Show 5 ¥ entries |[< < » > Showing 1to 1 of 1 entries

Import Backup File : |~ 2l IMPORT | REFRESH

1. Click &

2. Select the file to import.

The message that the backup file is imported successfully is display.

Restoring the Database

1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Database Backup and
Restore.

Fusion EMM : User Guide Page 77 of 295



< | » vxl software

BACKUP & RESTORE

Default Backup Path : C:WXL\FDM\FDMSite\Common'\Backup

Import Backup File : = [

Sr.No. Backup DateTime Download Restore Delete
1 FDM_01-08-2015_08-41-19 PM-71.bk 20/07/2016 02:58:13 PM FDM_01-08-2015_08-41-19 PM-T1.bk FQ Fﬂ

2 FDM_01-08-2015_08-55-04 PM-60.bk 20/07/2016 02:59:20 PM FDM_01-08-2015_08-55-04 PM-60.bk EQ E“

3 FDW_20-07-2016_02-54-59 PM.bk 20/07/2016 02:56:01 PM FDM_20-07-2016_02-54-539 PM.bk FQ F_“

3. Inthe Restore column, click EH‘

4. Are you sure you want to restore database?

Prompt is display.

MESSAGE

A Are you sure you want to restore database?

5. Click OK.

The Database backup restored successfully message is display.
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I Backup & Restore
Create Backup

Default Backup Path : | C:\WXL\FDMFDMSite\Common'Backup

(® Manual Backup () Schedule Backup

BACKUP

Restore Backup

wo. sewn 4 owerme o ——

1 FOM_02-09-2016_03-38-17 PM.bk 02-09-2016 03:38:55 PM FOM_02-09-2016_03-38-17 PM.bk & &

Show 5 v entries [< < » | Showing 1to 1 of 1 entries

Import Backup File E IMPORT | REFRESH

Database backup restored successfully.

Deleting a Backup File
4 In the Delete column, click & .

MESSAGE

A Are you sure you want to delete the Backup file?
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The Database backup file deleted successfully message is display.

I Backup & Restore

Create Backup

Default Backup Path : | C:\WXL\FDM\FDMSite\Common\Backup

(® Manual Backup () Schedule Backup

BACKUP

Restore Backup

SrNo. _ DateTime Download Restore Delete

Mo data available in table

Show 5 ¥ entries [ < > 2| Showing 0to 0 of 0 entries

Import Backup File : E IMPORT | REFRESH

Database backup file deleted successfully.

Working with Schedule Database Backup

Schedule Backup enables you to set up a periodic, automatic backup of the database.
To configure the auto-backup

1. Click Schedule Database Backup.
2. Under Automatic, select the frequency and time of the backup.
3. Click Save.

The Settings applied successfully message is display.

I Backup & Restore
Create Backup

Default Backup Path © | C:WXL\FDMFDMSte\Commaon\Backup

() Manual Backup  (® Schedule Backup

Periodically : Dail ¥ HH MM YMM |01 ¥|SS |01 Y AM ¥

Settings have been applied. SAVE
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Configuring Licenses and Upgrades

Working with License Upgrade

w P N o v kA wWw N

10.
11.
12.
13.

14,
15.
16.

Expand RHS Menu.

Click Configuration Setup, then click General Configuration and then click License and Upgrade.

Select License Upgrade.

User have to fill all company information with name, address, contact number, person name.

Click on SAVE.
Company information save successfully message displayed.

For licensing Online/ Offline two options displayed.

For online selection License team provide serial key for license activation.

Click on Activate.

I License Upgrade

Company Name  vx|
Company Address  Andheri
Contact Person Name  vx|

Contact Number | 09087654321

Mode (® Cnine Offine

Serial Key
Serial Key Edition License Type 4 No. Of Devices No. Of Days
sdfgsd-ghsdfh-sfghjg-gifghj-ghjfhd-jfkj Premum  Perpetual 100 100

Creator Count

0

Show 5 v entries

ACTIVATE

Date Of Creation

01-08-2016 13:08:06

Showing 1te 1 of 1 entries

For Offline mode, user have to enter provided Serial key.

Click on Generating an Activation Request, Activation request message displayed.

Product registration key gets generate.

Provide Product Registration key to the license team, License team will revert back to you with

Product Activation Key.
Enter Product Activation Key.
Click On ACTIVATE.

License upgrade successfully summary message displayed.
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GENERAL CONFIGURATION
Fusion UDM Seftings I License Upgrade
General Setings

Company Name
Group Information pany abcd

Function Expiry Company Address | abcd
Heartheat Batch Schedule Contact Person Name | abed

Backup & Restore
Contact Number | (987654321

Discovery

| Module Settings [ save |
Application Setings Mode © Onine @ Offine
Services Seftings SerialKey | digdfy - | gdrgar - | gdrgar - | gdrgar - digdig - | digdfy

| Licenses and Upgrades

Activation Request GENERATING AN ACTIVATION REQUEST
Agent Upgrade

Product Registration Key | VmYafe3kPxMGWROCVF 033DE4yMr2Mi4gUSnx Xy BmyUmLIK7taZbS3gHvS 0Wo2La64m
API Key ZDXnHID TN YVNibSSMx SpOibc 73340bALis SOhReLDOWc ZADUVim+aHgw +/KTlioHaNG:
+ghQlyvTm30mN4Y25uDM7QSoF 8JsqBEXT0DKzalvy9A3S65ZbaBoaDixv O 6y +zKZnC
License Upgrade ASz4(CrU BRI 0049Hzy VGOt KBb Gy pSAI20BHBEOL b3y K2a/SMVRHOT 203T
BCPBNSCTxwO SYOwahSy UDAHEKQBCy XHYeV:+F 1avK3vYRQuiWemuLigEuGTnlLyRIK
KEtsBCIXNJn73Qe/3ACK A3RKXZZqlny lIMhSdinIF g8o

SARrOHGEhU4R0KZZy STG D3z 0wl
HfkLKN12h01PCyERG SUTMXZ9kKBONSXju

Product Activation Key

oty T Vo, Cretor ount

JCTARH-TTJAAA-ATIVTA-244JAT-UL2AAA-ASR 106 Professional Perpetual 100 100 0

show 5 ¥ entries [ <3 3| Showing 1101 0f 1 entries
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Discovering Devices

For devices to be managed, the first step is to discover and then enroll them for management within Fusion
EMM .

Challenges faced in the discovery of network devices include:

. Multiplicity of devices with varied operating systems and categories.

. Multiplicity of network and device topologies, which control access to various network segments such as
VLAN.

Fusion EMM has a range of different discovery methods that enable administrators to address these

challenges.

To open the DISCOVERY page, on the toolbar, click e

Filtering list of Devices

h i
To filter the list of devices, click on
1. Click on Add Filter button.
Fusion EMM DISCOVERY fat | =+ |80 v | e=Engih [ 0 Welcomeadmint

oy vl software

WXL Instruments Limited > Discovery >

UnRegister g d
| g oS Type: | 4l - Total Registeres o
Total Unregistered °
m Waiting to Register °
Total License Available a
Total Lizense Utiized (5]
3] = v|ae
' MAC Address IP Address a Host Name Domain Name OS Name Manufacturer Discovery Type Agent Status  Agent Version  Updated On Registration Status

|| 5C-51-88-04-D8-54 152 168 1244  MotoE2 MA Android - Manual Unregistered 2115 11/28/2018 2:54:05 PM

Show | 100 v |entries [ < » »| Showing 1to 1of 1 entries

2. Advanced Filter form gets open.
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ADMANCE FILTER

Fitter Name

Column Name Conditien

3. In which user, able to filter discovery data with column name with conditions apply.

4. According to column name selections conditions should get displayed.

ADVANCE FILTER

Fitter Mame:

[+ IP Address Condition
Condition
o
Like
Does not contain
Starts with
Ends with
Between

5. After creation of filter User have to select particular filter to see the result of created filter.

I ADD FILTER

6. After apply filter, color gets change.
7. Click on Edit button to edit created filter.

8. Click on Delete icon to delete created or selected filter.
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Discovering Devices

+ All divices dicovered by this methods is viewed in Request Initiated (count) on
Register tab.

+ C(Client available in agent initiated table will get listed in the tree view only after it
is registered from server.

You can also discover devices by:

¢ Manual Device Configuration

Discovering Devices by Manual Device Configuration

The administrator can configure agent settings such as server IP address, port number, group name, heartbeat

interval, communication type, on a registered device manually.

To configure the Android agent settings:

¢ On Agent window left side menu, open the

a o BV 413
app drawer. Go to Settings. = Fusion UDM Agent2.3.12
+ On opening the Settings page, a prompt for
. <|>
password will be shown.
+ By default, the password is “default”. (User - w:‘:j::‘ﬂ:"” doent
can change this password from Fusion EMM
Protocol
server > Agent Settings.) HTTPS
Server Port
* In Settings page, enter the required details in e
Remote Server IP/Name, Protocol, Server S

Connection Status

Port No., and Heartbeat Interval.

Disconnected

+  Agent Status & Connection Status values will
be shown below.

+ Click on Test Connection button to test
connection with the server.

¢ Once the connection is successful with the
server, a message is displayed “Test
Connection Successful” and the certificate is
silently installed on the device.

* Now, click on Register Connection button to
send a registration request to the server.
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¢ On successful registration, a message is

displayed “Connected to the server S¥ L
successfully”. Serve 1Post Name

protecs

Sererpon

it aviiinesd]

gen s

Comectin s

a o W ) 4200w

¢ Once registration with the server is servGs

Server IP/Host Name
fdmuk.vdi com

successful, Sync Connection button will
appear. o
* Now, the client is listed in request initiated

Heartbeat Interval(Secs)

section, which needs to be approved on the

Agent Status
Registered

server.

Connection Status
nnected

+  Connection Status of the agent will also be
displayed in the notification bar on the

Connected to the server st

device.
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Registering Devices

To quickly filter the list, in the SUMMARY pane, click the number against the required
filter category.

The filter categories are as follows:
¢ Total Registered: The number of all discovered devices
+ Total UnRegistered: Number of devices registered in Fusion EMM
+ Waiting To Register: Number of devices not registered in Fusion EMM
+ Total License Available: Number of devices with no agent installed
+ Total License Utilized: Populate the details of MAC address.

¢+ Total License Acquired: Number of license purchased

¢ Request Initiated: Number of manually requested devices

The Register function registers single or multiple devices with the Fusion EMM software on which the agent is

installed.
In filter option for register, there are three options:
1. Agentinitiated discovery indicates devices which are listed in Request Initiated
]:7 (count) on Register tab.
1

2. Default option is ALL in which all the Android & iOS clients get listed.

3. Agent initiated devices differentiated by colour code.

To register the unregistered devices on the server:

In the left menu, click Register.
In the filter pane, devices can be filter out according to Source and OS Type.

Select the device and Click Register.

Ll

A message Request for registration of 1 device(s) is sent.
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DISCOVERY f

£~ Welcomevdi\prateek. navghare

VXL Instruments Limited > Discovery >

|UﬂReglster

05 Type: Total Registered

Total Unregistered

Android System

i0S System Waiting to Register

Total License Available

00000

Total License Utilized

| MAC Address IP Address & Host Name Domain Name OSName  Manufacturer Discovery Type Agent Status Agent Version Updated On Registration Status

|| 98-0C-AS-42-A2-DS 192.168.1.180 Lenovo VIBE K4 Note NA Android - Manual Unregistered ~ 2.1.15 117262016 8:20:41 AM
|| 35201806 222696 2 182.168.1 228 i0s - Manual Unregistered - 11/26/2016 5:41:06 AM
|| 5C-51-88-04-D6-54 1821681244 MotoE2 NA Android - Manual Unregistered ~ 2.1.15 11/26/2016 8:20:41 AM

Show | 100 ¥ |entries [< < > | Showing 1to 3 of 3 entries

5. Wait for a few minutes. The Agent Status will change to Registered.

6. If the server is unable to send the registration request to a selected IP, the Request for registration
of 1 client(s) failed message is display.

7. If due to any exception the agent cannot be registered with the Fusion EMM server, the Agent Status
column displays a Waiting to register message and the device is listed in the summary.

8. While registering client, when Agent status is Waiting to registered, check Registration status for
registration progress on device. Below table displaying many more status and their scenarios.

9. Administrator can remove the devices, which are not communicating with the server by selecting
devices and perform delete operation.

Fusion EMM

«» vl software

DISCOVERY | =v |58 v | E3Engish | 0 Welcomevdilprateek navghare

VXL Instruments Limited > Discovery >

|UnF€eg|ster

Total Registered

OSsType: Al v

Total Unregistered

Request for Registration of 2 client(s) is sent REGISTER Waiting to Register

Total License Available

00000

Total License Utilized

.| MAC Address IP Address 4 Host Name Domain Name OSName  Manufacturer Discovery Type Agent Status AgentVersion Updated On Registration Status
|| 98-0C-AS-42-A2-DS 192.168.1.160 Lenovo VIBE K4 Note NA Android - Manual Unregistered  2.1.15 11/26/2016 2:20:41 AM
|| 35201808 222898 2 192.168.1.229 i0s - Manual Unregistered - 11/26/2016 5:41:08 AM
|| 5C-51-88-04-D&-54 192.188.1.244 MotoE2 MNA Android - Manual Unregistered ~ 2.1.15 11/26/2016 8:20:41 AM

Show 100 ¥ entries [< < > | Showing 1to 3 of 3 entries
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Android:

ID | Scenario Result | Status
Add client into invalid server and try to Error 30: SSL Connection to
1 | register through the device. FAIL server failed.
10. Fusion EMM server provides demo license for 10 devices, If registration of devices exceeds more

than the demo license show validation message.

Unregistering Devices

Performing Common Operations

owueEw N

Fu!

«» vl software

List of the devices registered to the FDM sever get listed in the UNREGISTER tab.

In Filter pane, devices can be filter according to OS type.

When user select device, and click on UNREGISTER.

Device Unregistered successfully summary message displayed and client get remove from list.

Group name column also added in Unregister table.

Agent status gets change to Unregister.

sion EMM

DISCOVERY

VXL Instruments Limited > Discovery >

|Regwster

UnRegister OSType: 4l
UNREGISTER Pl
3] 188
| MAC Address IP Addressa Host Name Domain Name OS Name Manufacturer Discovery Type Agent Status Agent Version Updated On Registration Status Grou
(] 88-DC-A5-42-A2-D5 182.168.1.160 Lenovo \IBE K4 Note NA Android  LENOWO Registered 2115 11/28/2016 3:01:58 PM - DEF2
(] 01340500 788528 2 182.168.1.16% Manish's iPhone NA i0s NA Registered NA 11/28/2016 3:01:30 PM -
() 235201806 222656 2 162.168.1.22% Aditya's iPhone HA oz A Registered NA T1/28/2016 3:01:20 PM - DEFA
() 358576205 730940 6 192.168.2.145 AKB's iPhone M ios A Registered NA 11/28/2016 3:01:30 PM -
] 3
Show 100 ¥ entries [< < > | Showing 110 4 of 4 eniries

At | :=v | B2 v | e=Engish | 0 . Welcomeadmint

Sorting Data in a Column

You can sort the data displayed in the table in on any column The View feature has been used as an example.

You can sort similarly sort the data in the Register and Unregister views.
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|UnF€eg|ster

08 Type: Al Total Registered

-

Total Unregistered

(0]
o
Waiting to Register o
(5]
(5]

Total License Available

Total License Utiized

|| MAC Address IP Address a Host Name Domain Name OS5 Name Manufacturer  Discovery Type Agent Status  Agent Version  Updated On
|| 35201806 222898 2 192.168.1.229 i0s - Manual Unregistered - 11/26/2016 5:41:06 AM

Show| 100 ¥ |entries [{ < > | Showing 1tc1 of 1 entries

To sort data in ascending or descending order, in the required column’s header, click III or EI

Exporting Data to PDF or Excel

You can also export the data displayed in the table to PDF or Excel.

For information about exporting data to PDF or Excel, see “Performing Common
Operations” in” Getting Started”.
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Configuring Mobile Device Management

Configuring Setup for Android Device

MDM is a way to ensure employees stay productive and do not breach corporate policies. Many organizations
control activities of their employees using MDM products/services. MDM primarily deals with corporate data
segregation, securing emails, securing corporate documents on device, enforcing corporate policies,
integrating and managing mobile devices including laptops and handhelds of various categories. MDM

implementations may be either on-premises or cloud-based.

MDM functionality can include over-the-air distribution of applications, data and configuration settings for all
types of mobile devices, including mobile phones, smart phones, tablet computers, ruggedized mobile
computers, mobile printers, mobile POS devices, etc. Most recently, laptops and desktops have been added to
the list of systems supported, as Mobile Device Management becomes more about basic device management
and less about the mobile platform itself. MDM tools are leveraged for both company-owned and employee-
owned (BYOD) devices across the enterprise or mobile devices owned by consumers. Consumer Demand for
BYOD is now requiring a greater effort for MDM and increased security for both the devices and the
enterprise they connect to, especially since employers and employees have different expectations on the type

of restrictions that should be applied to mobile devices.

By controlling and protecting the data and configuration settings for all mobile devices in the network, MDM
can reduce support costs and business risks. The intent of MDM is to optimize the functionality and security of

a mobile communications network while minimizing cost and downtime.

With mobile devices becoming ubiquitous and applications flooding the market, mobile monitoring is growing
in importance. Numerous vendors help mobile device manufacturers, content portals and developers, test
and monitor the delivery of their mobile content, applications and services. This testing of content is done real

time by simulating the action of thousands of customers and detecting and correcting bugs in the applications.

MDM for mobile security

All MDM products are built with an idea of Containerization. The MDM Container is secured using latest
crypto techniques (AES-256 or more preferred). All the corporate data like email, documents, enterprise
application are encrypted and processed inside the container. This ensures that corporate data is separated
from user’s personal data on the device. Additionally, encryption for entire device and/or SD Card can also be

enforced depending on MDM product capability.
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Secure email: MDM products allow organization to integrate their existing email setup to be easily integrated
with MDM environment. This provided flexibility of configuring Email-over-air. Secure Docs: It is frequently
seen that, employees copy attachments downloaded from corporate email to their personal devices and then
misuse it. MDM can easily restrict/disable clipboard usage in/out of Secure Container; forwarding
attachments to external domains can be restricted, downloading/saving attachments on SD Card. This ensures

corporate data is not left insecure.

Secure browser: Using secure browser can avoid many potential security risks. Every MDM solution comes
with built-in custom browser. Administrator can disable native browsers to force user to use Secure Browser,

which is also inside the MDM container. URL filtering can be enforced to add additional productivity measure.

Secure app catalogue: Organization can distribute, manage, and upgrade applications on employee’s device
using App Catalogue. It allows applications to be pushed on user device directly from the App Store or push an
enterprise developed private application through the App Catalogue. This provides an option for the

organization to deploy devices in Kiosk Mode or Lock-Down Mode.

Additional MDM features

There are plenty of other features depending on which MDM product is chosen:
+  Policy Enforcing: There are multiple types of policies which can be enforced on MDM users.

e  Personal Policy: According to corporate environment, highly customizable.
e Device Platform specific: policies for advanced management of Android, 10S, Windows and
Blackberry devices.

e Compliance Policies/Rules

+ VPN configuration

¢ Application Catalogue

¢  Pre-defined Wi-Fi and Hotspot settings
+ Jailbreak/Root detection

¢ Remote Wipe of corporate data

¢ Remote Wipe of entire device

¢ Device remote locking

¢ Remote messaging/buzz

+ Disabling native apps on device
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EMM Configuration
Enterprise Mobility Management (EMM)

The Android for Work application sharing and authentication framework is designed for mobile enterprise
environments to provide seamless device and app management for enterprise devices - for mixed personal or
corporate-only use. With new Android mobile management capabilities integrated with existing EMM
solutions, Android for Work Managed Profiles are easily configured and provisioned by the respective EMM'’s
device policy controller app, to separate and provide a strong boundary between personal and corporate
apps. Device and profile scoped policies and Work apps are remotely distributed from the authorized EMM

console registered with Google Play, authorized on behalf of their enterprise customers.

To integrate with Android for Work and receive approval to launch a production Android for Work solution,

interested EMM prospects should join the EMM community to become an EMM community participant.

Solution sets

The Android for Work community offers flexible integration options that suit a variety of use cases, all of

which are implementations of the following Android for Work solution sets:

¢ Work Profile

¢ Work Managed Device
¢ COsuU

¢ MAM

¢ EMM participants must meet the requirements of at least one of these solutions sets.

Work Profile

1. Enabling a work profile allows organizations to manage the business data and applications they care
about, but leave everything else on a device under the user’s control. Administrators control work
profiles, which are kept separate from personal accounts, apps, and data. Work profiles allow an IT
department to securely manage a work environment without restricting users from using their device

for personal apps and data.
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By default, work profile notifications and app icons have a red briefcase so they’re easy to distinguish

To set up a work profile you must have your Enterprise Mobility Management

from personal apps.

(EMM) provider’s controller application installed on your device. Your EMM provider will supply
you with the latest application. The device policy controller sets up the work profile on Android 5.0+
devices. On Android 4.0-4.4 devices, the device policy controller prompts users to install the Android

for Work App to separate the personal and work space on their device.

BYOD is short for Bring Your Own Device.

In the consumerization of IT, BYOD, or bring your own device, is a phrase that has become widely
adopted to refer to employees who bring their own computing devices — such as smartphones,
laptops and tablets — to the workplace for use and connectivity on the secure corporate network.

A BYOD policy can take many different forms. Some organizations cut back on corporate-issued PCs
and laptops, instead giving employees a stipend to purchase and maintain technology equipment of
their choosing, rules in a BYOD policy often vary depending on a user’s role in the organization, his or
her specific device, application requirements and other factors.

BYOD (bring your own device) is the increasing trend toward employee-owned devices within a
business. Smartphones are the most common example but employees also take their own tablets,
laptops and USB drives into the workplace.

Employee-owned devices are sometimes sanctioned by the company and supported alongside
devices that are owned by the business. In other cases, employee-owned devices are part of the
parallel system known as shadow IT: hardware or software within an enterprise that is not supported
by the organization’s central IT department.

Whether employee-owned hardware and software are supported or not, they pose security risks to
the organization if they connect to the corporate network or access corporate data. To minimize the
risk and accommodate consumer technologies, many businesses are implementing BYOD policies.

Advantages
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e Lower Costs — The most obvious benefit to a company using BYOD is that it means they don't
have to purchase a significant amount of costly devices in order for employees to be able to do
elearning.

e Technology Familiarity — Most people tend to be familiar with their own devices.

Technology Overview

Android for Work on Lollipop relies on four major components:
1. A Managed Profile, inside of which is installed an EMM'’s Device Policy Client (DPC) and a Managed
Play Store Client, for communications with EMM policy servers and the Play for Work cloud,
respectively. The Managed Profile contains the “Work” applications and data and is separated from

the user’s personal space in a managed work profile scenario.

2. A Managed Google Domain, which allows a customer to access Google Play for Work in order to
manage application distribution to users included a customer’s domain. It allows creation of
Managed Google Accounts (e.g. user@customer.com) for corporate users which are used to log into

the Managed Google Play Client and other Google services in a Managed Profile.

3. Play for Work, which is a managed version of the Play Store that is tied to a company’s Managed
Google Domain. From here, an IT admin can choose applications to approve for domain-wide
distribution, purchase licenses in bulk for paid applications, and set up internal applications for

distribution.

4. An EMM Partner, which provides the management layer for applying policies and actions to devices
enrolled in Android for Work. In addition, the EMM pulls domain application data from Play for Work
and provides a pane for distribution of approved applications to the Managed Play Client on target

devices.

Managed Profile

User profiles are an existing feature of the Android platform. Jelly Bean (4.2) introduced the concept of
multiple users and profile switching to Android, and the Managed Profile is built on top of this idea. A Lollipop
device can simultaneously contain two profiles: a personal, unmanaged profile and the Managed Profile. Both
profiles are associated with discrete, SELinux-backed user accounts. Versus the multiple profile support
model from previous versions of Android, Android for Work in Lollipop introduces two new abilities:

1. Both profiles are simultaneously logged in
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2. One of the profiles (the Managed Profile) contains an EMM DPC to enforce policies specified by the
enterprise.
Because both profiles are logged in at once, the user never needs to explicitly log out of the personal profile to

access the Managed Profile (or vice versa)

Profile Owner vs. Device Owner

With the profiles model, Android for Work can scale to either BYOD or corporate-liable (CL) use cases. The
EMM DPC will only reside in the Managed Profile, and will thus only be able to enforce policies within that
context. The scope of the Managed Profile context depends on whether a personal account exists on the

device.

Corporate-liable Use Case

If the Managed Profile is the only profile on the device (i.e. if it was the first profile set up at initial boot of the
device), it is designated as a Work Managed Device, and the EMM DPC is designated the Device Owner. The
entire device will effectively be scoped to EMM control. In this use case, the admin will be able to erase the

entire device and control device level settings (such as disallowing factory reset and USB tethering).

BYOD Use Case

For BYOD or mixed-use scenarios, the user will have two profiles on the device. One will be associated with a

personal Google account, while the Managed Profile will be tied to the Managed Google Account.

Data Separation

Each profile is backed by its own data store on the device’s internal storage, and the two data stores cannot
directly access one another. The Android OS determines which data store an application should be accessing

by evaluating the context in which it is running.

For example, if a user launches the badged Chrome icon, all application data for Chrome (bookmarks, settings,
etc.) will come from the Managed Profile’s data store. However, if the user launches the unbadged, personal
Chrome instance, the application will not be allowed access to any of the Chrome data in the managed data

store.

It is important to note that there do not have to be multiple copies of the same APK installed on each profile
in this model. Even if an application is present in both profiles, the OS will use a single APK and allow that APK

to access the appropriate data store based on context.

Configuration Setup for Google MDM

In general, the EMM console is the mechanism through which an enterprise manages its entire mobile fleet

(platform-agnostic). This will also be the place that a customer’s IT admin goes to manage policies for Android
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for Work. Policy files are generated by the EMM console and sent down to the device-side DPC, which will

then enforce the policies within the Managed Profile.

AFW EMM ENROLMENT

Android for work enrollment can be done using two different accounts.
1. Android for Work Account

2. Google Account

Android for Work accounts:
Customer can have as many Android for Work Accounts enterprises as they need, for example one per region
or department. An administrator initiates the process of creating an enterprise, and you bind the enterprise to

your Android for Work solution.

Steps for AFW EMM enrollment using Google account:
1. Select Configuration Setup -> Google MDM Configuration.
2. Select AFW EMM Enroliment.
3. Click on Add.
4. Check the EMM Managed checkbox.

MOBILE DEVICE MANAGEMENT CONFIGURATION P e

I ANDROID FOR WORK EMM ENROLLMENT

|AF‘.'V USER PROVISIONING
ANDROID FOR WORK EMM ENROLLMENT

APPLICATION
MANAGEMENT ﬂ
USER APPLICATION Domain Name 4 Service Account Email Token Name Action

PROVISION

STORE LAYQUT
MANAGEMENT

emm.uxl W353de 495048793b1a7¢ eb1e35a44@pfwp-comfusionmdm2. google.c om.jam.gservic eac count.com - x

Show 5 v entries [{ < > | Showing 1to10of 1 entries

ADD ANDROCID FOR WORK EMM ENROLLMENT

~ EMM Managed : ¢/

* Domain Name :  Enter Domain Name

test vl domain enrollment successful ENROLL | CLOSE

5. Enter Domain name.
6. Click on Enroll.

7. User is redirected to an Android for Work sign-up Ul hosted by Google Play.
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Bring Android
to work

gmail com)

Sign in with a different account

GET STARTED

8. Provide the details about the enterprise in the sign-up Ul page.

Organization details

Tell us about your organization

Organization name

Enter your organization name

Enterprise mobility management (EMM) provider

Fusion UDM Premium

[T | have read and agree to the Android for Work agresment.

PREVIOUS
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Set up complete

Thanks for choosing Android for Work

You now need to return to your EMM provider to
complete your registration.

COMPLETE REGISTRATION

9. Once the sign-up process is completed successfully, a popup is shown with the successful message.

Sign up process successful.

10. The service account gets enrolled.

11. Click Reload button to update the domain list.

MOBILE DEVICE MANAGEMENT CONFIGURATION

AFW EMM I ANDROID FOR WORK EMM ENROLLMENT
ENROLLMENT

ANDROID FOR WORK EMM ENROLLMENT

AFW USER
PROVISIONING
APPLICATION
MANAGEMENT

USER APPLICATION
PROVISION

STORE LAYOUT
MANAGEMENT

Domain Name, Service Account Email Token Name  Action
emm.vxl 'Ww352dc 495048 793b1aTe eb1e35a44@pfwp-c omfusionmdm2 google.c om.iam.gservic eac count.com - »
testvxl 'W26862h11552dbe 78d6a 17024851 iflisi dm2 google ¢ om.iam.gservi t.com - x

show| 5 v entries | < > | Showing 1 to 2 of 2 entries

12. You can also delete an existing account by clicking on Delete button next to it.
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Google accounts:

It’s the process of domain binding with MDM as required details for enrollment like Domain Name Service

account email, Token, Server JSON, Client JSON, Client secret key, API key, Project ID store which would be

obtain by following the process defined in the Installation Guide.

Steps for AFW EMM enrollment using Google account:
1. Select Configuration Setup -> Google MDM Configuration.
Select AFW EMM Enrollment.
Click on Add.
Uncheck the EMM Managed checked.
Enter Domain name, Service Account Email and Token name.

Click on Enroll.

N o u & w N

The service account gets enrolled.

You can also delete an existing account by clicking on Delete button next to it.

MOBILE DEVICE MANAGEMENT CONFIGURATION

FRUEN E S LI ENT I ANDROID FOR WORK EMM ENROLLMENT
|AP.IV USER PROVISIONING
APPLICATION ANDROID FOR WORK EMM ENROLLMENT
MANAGEMENT ﬂ
USER APPLICATION Domain Name 4 Service Account Email Token Name Action
FreNE 2] emm.vxl W3S3dc 49504867931 aTc eb1e35a44@phwp-comfusionmdma.google.c om.jam.gservic eac count.com x
STORE LAYOUT testvxl W26962b11552dbe 79d8a1 omfusionmdm2.google.c.om. com x
MANAGEMENT
Show 5 ¥ entries [ < > | Showing 1 to 2 of 2 entries
ADD ANDROID FOR WORK EMM ENROLLMENT R
* EMM Managed : [ |
“Domain Name: | Enier Domain Hame
* Service Account Email : | Enter Service Account Emal
“Token Name: | Enier Token Name

You can configure an existing account by clicking on Configure button next to it.

The following details are to be entered for configuration:

1. Service Json: A service account represents a Google Cloud service identity. A .json file of enrolled

domain is to be uploaded.

2. Client Json: Service account clients are created when domain-wide delegation is enabled on a service

account. A .json file of enrolled domain is to be uploaded.
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Client secret: OAuth2 uses the client secret mechanism as a means of authorizing a client. It acts as a

secret passphrase that proves to the authentication server that the client app is authorized to make a
request on behalf of the user.

API Key: You need an API key to call certain Google APIs. The API key identifies your project.
5. Product ID: The ID of the project that owns the service account.

Steps for configuring the service account:

1. Click the Configuration button.
2. Upload the Service json file.

3. Upload the Client json file.
4.

Enter the Client secret key, API key and Product ID.

Settings saved successfully message is displayed.

MOBILE DEVICE MANAGEMENT CONFIGURATION

v
AFW EMM ENROLLMENT I ANDROID FOR WORK EMM ENROLLMENT
|AF‘N USER PROVISIONING
APPLICATION ANDROID FOR WORK EMM ENROLLMENT
MANAGEMENT

USER APPLICATION

Domain Name 4 Service Account Email Token Name Action
PRCVISION emm.vxl

W353dc 4850487931 37¢ b e35a44@pfwp-c omfusionmdm?. google.om.iam.gservic eacc ount.c om x
STORE LAYOUT testuxl W26562b11552dbe 7906517024851 S6@pfwp-c omfusisnmdm2. google ¢om iam gservic ac count ¢ om - x
MANAGEMENT com m soindia-121414.jam gservic eacc ount.com BI66BASICESCC003 X %
Show 5 ¥ entries [ <> | Showing 1to3 of 3 entries
CONFIGURATION SETTINGS v

Service Json = 4
Client Json I
Client Secret  Enter client secret

APl Key  Enfer AP Key

Project ID | Enter Project 10

AFW USER PROVISIONING

Android for Work account:

When an organization doesn't use managed Google Accounts, the recommended method is the Android for
Work Accounts method, where the user installs the DPC from Google Play. The DPC can add Android for Work

Accounts to a legacy device, similar to the way it adds the account to a work profile.
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Android for Work Accounts provide a lightweight identity model for organizations that aren’t currently using
Google Apps. Android for Work Accounts:

e Are not tied to domains, and your customers can structure them how they like within an organization

e Are quick to set up, no verification required.

e Are entirely managed by the EMM, no complex sync required

An Android for Work Accounts enterprise is a set of user, device, and administrator accounts that aren’t linked
to a domain name in any way. An organization can have multiple Android for Work Accounts enterprises.

For example, departments or regions within an organization might set up separate Android for Work Accounts

enterprises.

Fusion EMM console should provide a way for IT administrators to create QR codes for the devices they want
to provision. The IT administrator sends the QR codes to their end users, and the end users provision their
devices by scanning the QR codes.

e QR code provisioning doesn’t require a Google identity, such as a Google domain or Google Account.

e Organizations that use Android for Work, but don’t use Google Apps, don’t have a Google identity.

1. Select Domain name from dropdown list.

2. Click on Add button to add more users in the selected domain.

MOBILE DEVICE MANAGEMENT CONFIGURATION s

| AFw Emm EnroLLMENT
APPLICATION Select Domain Name:  test vl v
MANAGEMENT

USER APPLICATION
PROVISION

I ANDROID FOR WORK USER PROVISIONING

ANDROID FOR WORK USER PROVISIONING

Display Name Email ID Devices Send Email Show Link Action Action
STORE LAYOUT

MANAGEMENT No data available in table

Show 5 v entries [{ < > >| Showing Oto 0 of 0 entries

ADD ANDROID FOR WORK USER PROVISIONING v

“First Name:  Test

*LastName: User

“EmaillD: | testuser@gmai.com

“Password: s

* Confirm Password : | s

SAVE | CLOSE

3. Enter the First name, Last name, Email ID and Password.

4. On clicking Save button, it will add the user details in the selected domain users list.
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|APN EMM ENROLLMENT ANDROID FOR WORK USER PROVISIONING

AFW USER PROVISIONING

APPLICATION Select Domain Name: | test.vul N m Last Updated Date : 07 Dec 2016 20:44:00
MANAGEMENT

ANDROID FOR WORK USER PROVISIONING

USER APPLICATION
PROVISION ﬂ
Display Name Email ID Devices ‘Send Email Show Link Action Action
STORE LAYOUT
MANAGEMENT Test User testuser@gmail.com 0 m & x

Show 5 v entries [{ < > | Showing 11o1of 1 entries

5. To receive the code in email, click on Send Email button.

6. Toview a QR code, click on Show Link button.

USER AUTHENTICATION TOKEN e

7. Scan the QR code to enroll the device in the domain.

(Refer Android Agent Registration using AFW account in Fusion EMM Installation Guide)

Google account:

The provisioning system usually takes information about employees from the Human Resource (HR) system.
E.g. if a new employee is entered into the HR system the provisioning system detects that and pulls the
information. This information is processed to determine a set of roles that each user should have. The roles
determine which accounts the user should have and such accounts are created. All of that usually happens in
a matter of seconds. Therefore, everything is prepared for the user to work on the very first day. Similar
processes also apply when user is transferred to another department, when his responsibilities change and
when he leaves the company.

It can take data from Customer Relationship Management (CRM) system and create accounts for customers.
As provisioning can also maintain passwords this usually reduces the load of customer support centres.

Provisioning can synchronize user accounts in portal and service provider environments. Provisioning is
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especially useful in cloud environments to manage very large number of accounts in many applications -

something that is not feasible to do manually. Identity provisioning is without any doubt a foundation of

Identity and Access Management.

1. Select Domain name from dropdown list.
2. User list with respective selected domain gets listed out.

3. Click on Sync to sync user provisioning data from the selected domain.

MOBILE DEVICE MANAGEMENT CONFIGURATION oV
AFWEMM I ANDROID FOR WORK USER PROVISIONING
ENROLLMENT

AFW USER Select Domain Name: vrlnet v LastUpdatad Date : 21 Jul 2016 11:07:24
PROVISIONING
ANDROID FOR WORK USER PROVISIONING Iy 3

APPLICATION
MANAGEMENT
USER APPLICATION Display Name Email ID Devices Action Action
PROVISION Sandeep Gandhi sandeep.gandhi@vxlnet 0 (£4 xX
STORE LAYOUT Ghanshyam Gupta ghanshyam gupta@vxl net 3 (E4 ®
MANAGEMENT David Resd david resd@vil net 0 = x

Tejas Shah tejas. shah@vxlnet 3 (4 x

VXL.net Admin gandhisp@vxl.net 14 Cf,’ x

Show 5 ¥ entries [< < > | Showing 1105 of 7 entries

['SG[400 [ 00 powan us=s

4. Once sync process is completed, success message is displayed.

User sync operation successful.

5. Userisable to add single user to the list by clicking on Add button.
6. Enter First name, Last name, Email ID and Password.

7. Click on Save to save the entered data.
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MOBILE DEVICE MANAGEMENT CONFIGURATION

I ANDROID FOR WORK USER PROVISIONING

ANDROID FOR WORK USER PROVISIONING

Emait D
e ——— sandeep qananigsLnat
Ghansiyam Gugto
Ot Red

Tejan Shan

VAL et Admin gandhispesinet

% QQQR'Qg

ADD ANDROWD FOR WORK USER PROVISIGNING

8. To add users from a domain, click on Add Domain Users button.
9. Enter Domain name, Username and Password.

10. Domain users get added to the list.

ADD DOMAIN USERS

* Domain Mame

Enter Domain Name
* User Mame

Enter User Name

* Password

APPLICATION MANAGEMENT

sekcComantine. in R < [FTSR——

Applications in Android for Work are managed via Google Play for Work, which provides full Play catalog

access to an enterprise. IT admins can explicitly approve applications for use in Managed Profiles, and also

have options for bulk purchasing of paid application licenses via Play for Work.

Once applications have been approved, the admin can use the Fusion EMM console to distribute applications

in one of two ways. The first way is to collate the approved applications into subsets (called “collections”) and

push them down to the Managed Play Store Client on target devices.

1. Select Domain from dropdown list

2. Install/ Uninstall software list with package name, License count, Permissions, Status, Actions, Type

get listed out.
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MOBILE DEVICE MANAGEMENT CONFIGURATION ~

| MM ENROLLMENT I APPLICATION CONFIGURATION
IONING

APPLICATIO! Sekect Domain Name:  vclnet - &g

USER APPLICATION
PROVISION

STORE LAYOUT
MANAGEMENT

Type License Count Allocation Count Package N Permissions Status  Action Mandatory

FREE

-]

FREE
FREE

SuitKey Keyboard FREE
Real Carrom FREE

SHARE Fi FREE

hike messens FREE

(o]

(o]

o

o

o

o

e @
e @
e @
e @
e @
o

o

o

5
EAEAE AR A48 AF A 01 48 S5 3 AN 1

PRIVATE
PRIVATE

PEPEDPDPDPDDDPDDDDDD

Approved

bulkPurchase View Unapproved w*  No

00000000000000600

Show 100 ¥ entries Showing 110 15 of 15 entries

Additionally, an Admin has the ability to silently install and uninstall applications into target Managed Profiles
through Google Play. This allows for seamless management of application deployments without requiring any

end-user intervention.

Bulk Purchasing (License)

+ Aside from permissions acceptance, an admin must also purchase licenses prior to approving a paid
application.

¢ Purchases can be conducted with a credit card or online payment (Google Wallet).

Device Policy Client (DPC)

¢ The Device Policy Client is the EMM’s client-side component. Even though it only resides in the
Managed Profile, it is the only managed application to be downloaded from the personal Play Store.

¢ Thisis because the DPC must be installed on the device prior to the initial setup of the Managed
Profile.

¢ Onceitisinstalled, the user can launch the DPC and enter their EMM credentials to begin the
Android for Work enrolment process.

+ Following completion of the setup flow, the DPC will be badged and scoped only to the Managed
Profile context by the OS.

¢ If the DPCis removed from the device, the entire Managed Profile will disappear along with it. The

Managed Profile cannot exist unless there is a DPC running inside of it to enforce policy compliance.

Adding an Application
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In order to add an application manually into the application list, you need to select the domain first in which

you want to add an application and then click the Add n button. The add application form will be displayed.

ADD APPLICATION(S)

* Application Name: | Enter Applic ation Name
* Package Name: | Enter Package Name

*Type : FREE r

*License Count: | D

SAVE | CLOSE

Simultaneously, you will need to login into Google Play for Work page (https://play.google.com/work/ ). Visit
the page of the app you want to add into your company domain. Refer the browser URL of the app page.
The name mentioned in the ‘id=" section is the required package name of that particular application.

For example: If you visit page of ‘Asana’ app, the browser URL is
(https://play.google.com/store/apps/details?id=com.asana.app&hl=en ). In this case, the package name

would be com.asana.app

X fi https:;ﬁ"play.googIe.com,f\-\forkfap|::5,’details?icl=
Google Play for Work Search

ADD APPLICATION(S) o

* Applic ation Mame: | Asana

* Package Name: | com.asana.app

*Type FREE T

*License Count: | O

SAVE | CLOSE

1. Onthe Add Application form, enter the Application Name.

Fusion EMM : User Guide Page 107 of 295



< | » vxl software

Enter the Package Name which you have copied from Play for Work application page.
Select the Type of the app.
Click Save to save the entered details.

Application saved successfully message is displayed.

The added application will now be listed in the application table below that particular domain.

USER APPLICATION PROVISION

In User Application Provisioning, we can assign applications to various users which were previously approved

by the company.

1.
2.

Select the Domain name.

Select the users to which applications are to be assigned.

The list of company approved applications of the respective selected domain will be displayed in the

list below.

Select the applications to be assigned for the selected user.

On click of Save, summary details popup is displayed showing that the product set is assigned to the

users.

MOBILE DEVICE MANAGEMENT CONFIGURATION

‘ AFW EMM ENROLLMENT I USER APPLICATION PROVISION

USER PROVISIONING

‘%PPLICAT\ON MANAGEMENT * Select Domuin Name : | wdnet

‘ STORE LAYOUT MANAGEMENT -
Q

User Name Email ID Group Name Rotion
Sandesp Gendhi sandesp.gandni@vinat View
Ghanshyam Gupta ghanshyam.gupta@vid.net View
David Reed david reed@wd.net View

Tejss Shan tejaz.snah@vdnet View
@ VXL net Admin

Abhijt Pati
Sagnin Shana sachin.shaha@venet View

Application Assignment : Applicatian List Assigned Application(s)

TestPrvateAnp -
v ePrvate Appic
1

arcaomos

ie messenger
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STORE LAYOUT MANAGEMENT

Google Play for Work lets you design and create a store layout unique to your users’ needs. After you give

your users access to apps, you can group the apps into clusters to be display on pages in the Google Play for

Work storefront.

The Google Play EMM API Reference has information on the resources and associated methods you use to

design a store layout.

MOBILE DEVICE MANAGEMENT CONFIGURATION

| AFW EMM ENROLLMENT

I STORE LAYOUT MANAGEMENT

|AFW USER PROVISIONING
| APPLICATION MANAGEMENT * Select Domain Name :  Pleese Sefert
| USER APPLICATION PROVISION

STORE LAYOUT MANAGEMENT

Localized names for pages and clusters

MOBILE DEVICE MANAGEMENT CONFIGURATION

| w e EnroLLEnT I STORE LAYOUT MANAGEMENT
|AFWUSER PROVISIONING

|APPUCA‘HON MANAGEMENT * Select Domain Name @ vxlsoftware.com

| USER APPLICATION PROVISION
*SelertPage:  Plase Select Page(s)

STORE LAYOUT MANAGEMENT Please Select =

Bussiness (DEFAULT)

Productivity

Google Play for Work store layout supports localized names for store pages and store clusters. When you
create a page or cluster you provide a list of supported locales, as IETF language tags, and associated localized

names. If a user’s locale is not on the supported list, the system will chose a close match if one is available.

MOBILE DEVICE MANAGEMENT CONFIGURATION

‘ FRUELLELRELL BT I STORE LAYQUT MANAGEMENT
‘ AFW USER PROVISIONING

* Select Domain Name welnet
| APPLICATION MANAGEMENT
USER APPLICATION
ErEiEEr Select Page Please Select v n Pageis)
v
STORE LAYOUT MANAGEMENT LJ e BUSINESS * | PRODUCTMITY x
Entar Page Nams AECOUNS] »
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As an EMM, you can create a unique customized store layout for each of your customers. A typical layout
consists of a set of pages to display to users in the Google Play for Work store front. Each page you create
contains one or more clusters, and each cluster contains a set of apps. Because you select which apps are in a

cluster, you can use the clusters to group related apps together.

I STORE LAYOUT MANAGEMENT

* Select Domain Name

EEIE Page
TR PRODUCTIVITY » | ACCOUNTS PRODUCTVITY x| ACCOUNTS x
* Select Chuster Work Apps v nﬂ Cluster(s)
[ WorkAgps 1] Lcerse s - |

Application(s)

For example, you could create a page just for work apps that contains a Document cluster and a Planning
cluster. The Document cluster might contain apps such as Google Docs, Google Sheets, and Google Slides, and

the Planning cluster could contain work tracking, calendar, and meeting planner apps.

Unbind/Unenrolment of the domain

In order to enroll the domain again, first you need to unbind/unenroll the domain which was previously

enrolled.

To unbind a domain, go to AFW EMM Enrolment -> click the Unbind EI button next to the account name

you want to unbind.

Once your domain is successfully unenrolled from the server, the token which was previously used for

enrollment is expired. You will now be able to generate a new token from Google admin console page.

Refer Step 5.2 in Configuring Enterprise Service Account (ESA) section regarding how to generate a new token.

g It is highly recommended to save the token details before uninstalling the Fusion EMM
server.
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Policy Controls & Distribution

All Android for Work policies will be configure at the EMM console level. The presentation of these policy

settings may vary slightly depending on the EMM but there is a standard set of APIs available that will allow

the EMM to manage the certain components of the Managed Profile.

The below is not a fully exhaustive list, but covers the basic policies that can be configured in the Managed

Profile via an EMM console:

*

Device Passcode
e Length
e  Strength
e  Maximum failed attempts
e Expiration
Data Separation & Sharing
e Allow export of work contacts to personal profile
e Allow full notifications/force redacted notifications in managed applications
e Allow/disallow copy & paste
Profile Settings
e Enable/disable camera for applications in a Work Profile
e Manage inter-app communication between profiles
e Installation of certificates into Managed Profile Key store
e Disallow uninstallation of applications in a Work Profile
Device Settings (if Managed Profile is Device Owner)
e Enable/disable USB debugging
e Allow/disallow factory reset
e Allow/disallow tethering
e Allow/disallow side-loading of application
Application Specific - Chrome Browser Settings
e Allow/disallow cookies
e Allow/disallow images
e Allow/disallow JavaScript
e Allow/disallow popups
e Default homepage
o  Default search provider

e Enable/disable safe browsing

Enable/disable history
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e Enable/disable incognito mode

e  Whitelist/blacklist URLs (for access, or for JavaScript/pop ups/cookies/etc.)
+ Application Specific - Divide Productivity

e  Mail provisioning settings (username, password, host etc.)

e Default signature

e Max attachment size

e  S/MIME signing and encryption certificates

In addition to the policies mentioned on the previous page, the IT admin will also configure any specific

Application Restrictions via the EMM console.

Installation and Enrollment of Fusion EMM Agent

Installation of Android agent

There are two ways to install the Fusion EMM Agent.

1) Auto-downloading the Fusion EMM agent using Google verified domain account.
2) Downloading the Fusion EMM Agent from Play Store.

Both the ways are explained in below steps.

Auto-downloading by Google verified domain account

There are two ways by which user can auto-download the Fusion EMM Agent on the device.

With factory reset

1. Enter credentials to add Google account.
2. Ifitisa work account, installation popup is displayed to install the app.

3. Domain DPC will be automatically downloaded (Fusion EMM Agent application).
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W) 2:21pm

w.[5) 2:21pm

vxladmin@vxlsoftware.-
com

Fusion EMM Agent

Downloading...

This account requires mobile device
management. Install the Fusion EMM
Agent app to enforce security policies
required by the account.

. Fusion EMM Agent

CANCEL

INSTALL >

4. Work profile provisioning gets started (same domain account will be used for migration).

W.(5) 2:23pm

W, (5) 2:23pm

Fusion EMM ]

Setup Management Set up your profile

Added account that requires management:

vxladmin@vxisoftware.com Your organization controls this profile

and keeps it secure. You control
This app is currently not the owner of this everything else on your device.
device or profile. Please select an option

below and click NEXT to set up appropriate

management by this application.

The following app will need to access
this profile:

(@ set up managed profile €|» Fusion EMM Agent 2.2.4

5. Device encryption will begin.
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You can encrypt your accounts, settings,
downloaded apps and their data, media,
and other files. After you encrypt your
phone, assuming you've set up a screen
lock (that is, a pattern or numeric PIN

or password), you'll need to unlock the
screen to decrypt the phone every time
you power it on. The only other way

to decrypt is to perform a factory data
reset, erasing all your data

Encryption takes several minutes or
more. You must start with a charged
battery and keep your phone plugged in
throughout the process and make sure
the battery leavel above 80 percents. If
you interrupt it, you'll lose some or all of
your data

Caution: Encryption can cause power-off
alarm fail to function

Encrypt phone

< ‘> vxl software

W) 1122am

ENCRYPT PHONE

6. After successful encryption, device provisioning gets completed.

7. Work profile gets created successfully.

8. A popup is displayed on the device for confirmation regarding the personal-side agent. Personal-side

agent can be un-installed at this point. Only work-profile agent will be present on the device.

<> Fusion EMM Agent2.2.4

Do you want to uninstall this app?

CANCEL

oK

<[> Fusion EMM Agent

Fusion EMM Alert

Work Profile get enabled after registration.

9. Fusion EMM Agent application gets started instantly. An alert is displayed informing about enabling

the work profile once the device is successfully registered on the server.
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=  Fusion EMM Agent 2.2.4

<P

Fusion EMM Agent

Server IP/HostName

Protocol
HTTPS

Server Port
443

Agent Status
Unregister

Connection Status
Disconnected

10. Access the app drawer and enter the appropriate details in Settings page.

Test connection with the server.

W 5) 2:48pm a0A ¢ ¢ 8 W.5) 2:48pm

SETTINGS

<P

Profile Owner
vxladmin@vxlsoftware.com

Server IP/Host Name
fdmsingapore.vdi.com

Protocol
HTTPS

A~ Settings

® View Tasks Server Port
443

Heartbeat Interval(Secs)
60

Agent Status
Unregister

Connection Status
Disconnected

Test Connection Succeeded.

Test Connection  Register Connection

11. Once the test connection is successful, click on Register connection to send a registration request to

the server.
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12. Fusion EMM Agent icon gets created in the application list and connection status is shown in the

notification bar.

W 12:50em 9:20PM

Wednesday, December 7

Fusion EMM Agent
Connected

Without factory reset

1. Onthe device, navigate to Settings -> Accounts -> Enter credentials to add Google verified domain
account.

Domain DPC will be automatically downloaded (Fusion EMM Agent application).

Installation popup is displayed to install the app.

Work profile provisioning gets started (same domain account will be used for migration).

If the device is not encrypted, user is prompted to encrypt.

Device provisioning gets completed.

Work profile gets created successfully.

© N o U0 bk~ w N

Fusion EMM Agent application gets started instantly. An alert is displayed informing about enabling
the work profile once the device is successfully registered on the server.
9. Access the app drawer and enter the appropriate details in Settings page.
Test connection with the server.
10. Once the test connection is successful, click on Register connection to send a registration request to
the server.
11. Fusion EMM Agent icon gets created in the application list and connection status is shown in the

notification bar.

Fusion EMM : User Guide Page 116 of 295



Downloading the Fusion EMM Agent from Play Store

1. Download the ‘Fusion EMM Agent’ from Google Play Store.

2. After agent installation is complete, the managed profile setup gets started.

V.(2) 2:32pm

@ Fusion EMM

Setup Management

This app is currently not the owner of this
device or profile. Please select an option
below and click NEXT to set up appropriate
management by this application.

(® Set up managed profile

V.(2) 2:33pm

Set up your profile

Your organization controls this profile
and keeps it secure. You control
everything else on your device.

The following app will need to access
this profile:

£|) Fusion EMM Agent 2.2.2

3. Ifthe device is not encrypted, user is prompted to encrypt and account migration process begins.

Account migration is explained in detail further.
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ams ¥ 11224

Encrypt phone

You can encrypt your accounts, settings,
downloaded apps and their data, media,
and other files. After you encrypt your
phone, assuming you've set up a screen
lock (that is, a pattern or numeric PIN

or password), you'll need to unlock the
screen to decrypt the phone every time
you power it on. The only other way

to decrypt is to perform a factory data
reset, erasing all your data.

Encryption takes several minutes or
more. You must start with a charged
battery and keep your phone plugged in
throughout the process and make sure
the battery leavel above 80 percents. If
you interrupt it, you'll lose some or all of
your data.

Caution: Encryption can cause power-off
alarm fail to function.

ENCRYPT PHONE

4. A popup is displayed on the device for confirmation regarding the personal-side agent. Personal-side

agent can be un-installed at this point. Only work-profile agent will be present on the device.

5. User can choose the provisioning type by which the managed account is to be created.
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Do you want to uninstall this app?

CANCEL oK
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» Fusion EMM

Provisioning Setup

Please choose provisioning type.

(® Google Account

O Android for work account

6. The first method is by using a Google account.
User will enter the credentials of the Google verified domain account. Follow the instructions and the

work profile creation is completed.

28 9.(5) 2:40pm

@ Fusion EMM

Finish setup

To manage the new managed profile, visit
the badged version of this application.

4 |é Fusion EMM Agent 2.2.2

FINISH >

7. The second method is by using Android for Work account.
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Here, user can enter the code manually on device or scan a QR code from device which is generated

from Fusion EMM server.

amy 9.5 311em & WP E) 456em

@ Fusion EMM

Scan or enter code

SER s Trla AT OM TOEN

Type Code

SCAN CODE

8. Once the QR code is scanned successfully, a code is auto-generated and displayed on the device.

ay B 9.5 312em

@ Fusion EMM

Scan or enter code

oauth2_4/
K1X6wr6ITFIhKL3BaVxrl_mn85U0v8UIT

OR

SCAN CODE

9. Click on Next button to continue with work-profile creation.
10. Finish the setup and Fusion EMM agent application gets started instantly. An alert is displayed

informing about enabling the work profile once the device is successfully registered on the server.
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Fusion EMM

Finish setup

To manage the new managed profile, visit
the badged version of this application.

4 ‘ é Fusion EMM Agent 2.2.2

FINISH >

2V 2:40pm

<[> Fusion EMM Agent

Fusion EMM Alert

Work Profile get enabled after registration.

OK

11. Access the app drawer and enter the appropriate details in Settings page.

Test connection with the server.

B 9.5 241

Profile Owner
vxladmin@vxIsoftware.com

* Settings

® View Tasks
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SETTINGS

Server IP/Host Name
earth.vdi.com

Protocol
HTTPS

Server Port
443

Heartbeat Interval(Secs)
60

Agent Status
Unregister

Connection Status
Disconnected

Test Connection Succeeded.

Test C jon  Register C
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12. Once the test connection is successful, click on Register connection to send a registration request to

the server.

a< B 9. 0s) 2:42pm
SETTINGS

Server IP/Host Name
earth.vdi.com

Protocol
HTTPS

Server Port
443

Heartbeat Interval(Secs)
60

Agent Status

Registered

Connection Status
Connected

Connected to the server successfully

Sync Connection  Register Connection

13. Fusion EMM Agent icon gets created in the application list and connection status is shown in the

notification bar.

9. 12:50em o0

Wednesday, December 7

Fusion EMM Fusion EMM Agent

Conr

No SIM card
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Installation/ Enroliment of iOS Profile

Enables the user to Enroll and Register the device in two ways:

e APNS Configuration

e DEP Configuration

APNS Configuration

User needs to follow APNS Configuration for iOS device enrolment process.

1. Navigate to Fusion EMM Server -> Configuration Setup -> Apple MDM Configuration -> APNS
Configuration

2. Click on the Add button

MOBILE DEVICE MANAGEMENT CONFIGURATION L WV

I APNS Configuration

DEP Configuration
VPP Configuration APNS CONFIGURATION

Application Catalog ﬂ

Setup Domain Name PEM File Name Send Email Enrollment Link Action
VPP User teste.com teste. com_MDM_ Verixo Technologies Private Limited_Certificate  Email Link  Show Link x
Management VHL.MET VXL.MET_MDM_ Verixo Technologies Private Limited_Certificate (2) Email Link  Show Link x
VPP User App

Show 5 ¥ |entries < < » > Showing 110 2 of 2 entries

Assign

3. Download the Apple push .csr file.
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MOBILE DEVICE MANAGEMENT CONFIGURATION

APNS Configuration I

APNS Configuration

DEP Configuration

VPP Configuration APNS CONFIGURATION

Application Catalog

Setup Domain Namg PEM File Name Send Email Enrollment Link Action
VPP User teste.com teste.com_MDM_ Verico Technologies Private Limited_Certificate  Email Link  Show Link x
Management WAL MET WXL MET_MDM_ Verixo Technologies Private Limited_Certificate (2) EmailLink  Show Link »
VPP User App Show| 5 ¥ entries [ < > | Showing 1102 of 2 entries
Assign

Alias | Name = Enter Alias [ Name
Download Push CSR file :+ Download

Generate Certificate : «  Identity link

Select the file just downloaded from «

Apple :

ENROLL

MOBILE DEVICE MANAGEMENT CONFIGURATION

APNS Configuration I

APNS Cenfiguration

Alias { Name :+  yulnet
Download Push CSR file i+ Download

Generate Certificate := Idenfity link

Select the file just downloaded from

Apple ©

DEP Configuration
VPP Configuration APNS CONFIGURATION
Application Catalog ﬂ
Setup Domain Namg PEM File Name Send Email Enroliment Link Action
VPP User teste.com teste.com_MDM_ Verico Technologies Private Limited_Cerfificate  Email Link  Show Link x
Management VXL.NET VXL.NET_MDM_ Verixo Technologies Private Limited_Certificate (2) Email Link  Show Link
VPP User A
: o Show 5 v entries [ < > 3| Showing 1to2 of 2 entries
Assign
ADD APNS CONFIGURATION AV

https://192.168.4.249/ConfigurationSetup#

i applepush (15).csr

4. Visit https://identity.apple.com/pushcert/

5. Sign-in using an enterprise account.
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https://identity.apple.com/pushcert/

<« C | & AppleInc. [US] | https://idmsa.apple.com/IDMSWebAuth/login?appldKey=3fbfcdad8dfedeb78beld37f6458¢72adc3160d1ad5b323a%e5¢ T ¥ | }

Sign In.

Apple Push Certificates Portal

i verixo.ios@verixo.net

Forgot your Apple ID?

Forgot your password?

6. Click on ‘Create Certificate’.

< C | @ nttpsy/identity.apple.com/pushcert/

iPhone

Apple Push Certificates Portal

Certificates for Third-Party Servers

Service

Mobile Device Management

Mobile Device Management
Mobile Device Management
Mobile Device Management
Mobile Device Management
Mobile Device Management

Mahile Devics Manamsmesnte
-createl

Vendor

Verixo Technologies Private
Limited

Sophos Limited
Google Inc. (Ent)
Sophos Limited
Sophos Limited
SOTl Inc.

AnnTar GmkH
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Expiration Date®

Jan 10,2017

Feb 1,2017
Feb §, 2017
Feb 8, 2017
Feb 8, 2017
Feb 16, 2017

Feb 17,2017

Status

Active

Active

Active

Active

Active

Active

Active

. D =D D

Y Y o X o
D D G
7
° D =D G
. D D G
X
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C | ® nitps//identity.apple.com/pushcert/ | i

Store Mac iPod iPhone iTunes upport

Apple Push Certificates Portal

Terms of Use

10 In tis Agreement.

1. Accepting this Agreement; Definitions A
1.4 Acceptanc

In order to use the MDM Cerificates and related services, You must irst agree to this License Agreement If
You do not or cannot agree to this License Agreement, You are not permitted to use the MDM Certificates or
related services. Do not download or use the MDM Certificates or any related services in that case

You accept and agree to the terms of this License Agreement on Your company’s, organization's, educational
institution'’s, or agency, instrumentality, or department of the federal govemments behalf, as its authorized
legal representative, by doing either of the following:

(a) checking the box displayed atthe end of this Agreement if You are reading this on an Apple website; or
(b) clicking an "Agree" or similar button, where this option is provided by Apple.

1.2 Definitions
Whenever capitalized in this Agreement:

“Agreement’ means this MDM Ceriificate Agreement

“Apple” means Apple Inc., a California corporation with its principal place of business at One Infinite Loop,
Cupertino, California 95014, USA.

“Deployment Devices" collectively means iOS Products and/or OS X Products owned or controlled by You. ~ ~

91 have read and agree to these terms and conditions.

Printable Version >

7. Click on Upload & Browse downloaded .csr file.

e

C | @ nups//identity apple.com/pushcert | i

Apple Push Certificates Portal e v

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor 10 create a new push cerificate.

Notes

Vendor-Signed Certificate Signing Request

Choose File | applepush (7) cst

8. Click on the Download button.

9. .pem file gets downloaded.

10. Navigate to Fusion EMM server -> APNS -> click on Add
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« C | @ nttps//identity.apple.com/pushcert, 0 3

Apple Push Certificates Portal verna s verio ne

Confirmation

You have successfully created a new push certificate with the following information:

Service  Mobile Device Management
Verixo Technologies Private
Limited

Expiration Date  Sep 27,2017

T

Vendor

Apelainfo | SteMmp | Wotwews | RSsteeds | Comats | &8

L MDM_Verixo Tec..pem ~ & applepush (7).csr A Showall X

11. Browse to the .pem file which the user downloaded from Apple Push Certificates Portal.
12. Click on Enroll.

13. In the data table, enrolment link gets created with PEM name as description.

ADD APNS CONFIGURATION

“ Alias /Name :  Apple Push
* Download Push CSR file: Download
* Generate Certificate : |dentity link

* Select the file just downloaded from Apple :  MDWM_ Verixo Technologies Private Limited_Certific ate. h

ENROLL | CLOSE

14. Click on Show Link.
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15.
16.

17.

< | » vxl software

MOBILE DEVICE MANAGEMENT CONFIGURATION Pl g

APNS Configuration

DEP Configuration

I APNS Configuration

APNS CONFIGURATION

VPP Configuration
Application Catalog

Setup Domain Namg PEM File Name: Send Email Enroliment Link Action
VPP User teste.com teste.com_MDM_ Verixo Technelogies Private Limited_Certificate  Email Link  Show Link x
Management VXLNET WXLNET_MDM_ Verixo Technologies Private Limited_Certificate (2) Email Link ~ Show Link 4
VPP User A
o Show 5 ¥ entries [ < > > Showing 1102 of 2 entries
Assign
DEVICE ENROLLMENT LINK e v

https:i192.168.4.24%enrolli7domainU | D=M4MXCGU1IRVKSHUBESOU

QR Code & Enrolment link gets displayed.

User is able to scan the QR Code from device using the QR scanning app or manually enter the URL

given on the device browser.

User is also able to send the link by email by clicking on the email link and entering a valid email ID

where the user wishes to send.

MOBILE DEVICE MANAGEMENT CONFIGURATION -’

APNS Configurafion I

DEP Configuration
VPP Configuration
Application Catalog
Setup

VPP User
Management

VPP User App
Assign

APNS Configuration

APNS CONFIGURATION

Domain Namye PEM File Name Send Email Enrollment Link Action

teste.com teste.com_MODM_ Verixe Technelogies Private Limited_Certificate  Email Link  Show Link x

WXL MNET VXL.NET_MDM_ Verixo Technolegies Private Limited_Certificate (2) Email Link  Show Link o

¥ entries [ < > >l Showing 1to 2 of 2 entries

Show | 5

Deliver the enrolment link directly to a device.

* Email address

vmssupport@verico.net

Mail send successfully.

18. After entering or emailing the URL or scanning the QR Code, the user interaction popup is displayed.
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Cannot Verify Server Identity

The identity of “192.168.2.168" cannot
be verified by Safari. Review the
certificate details to continue.

Cancel
Details

Continue

19. Click on Continue and proceed to the Installation process.

No SIM =

Cancel Install Profile

11:10 AM

22 Fusion EMM
VXL Software

Signed by Not Signed

Description  Profile description.

Contains  Mobile Device Management

3 Certificates

More Details

Fusion EMM : User Guide

No Service & 12:33 PM

Enter Passcode Cancel

Enter your passcode

Page 129 of 295



20.
21.
22.
23.

dBack to QR Reader  12:32 PM -
2 192.168.2.168 ¢

Fusion Mobile Device Management Server

Tap here to enroll in MDM

No Service & 12:33 PM

Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate “CA” will add it
to the list of trusted certificates on
your iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://192.168.2.168/
Handlers/Common/iOSServer.ashx” to
remotely manage your iPhone.

The administrator may collect personal
data; add/remove accounts and
restrictions; list, install and manage
apps; and remotely erase data on your
iPhone.

UNSIGNED PROFILE

After this click on ‘Done’.

<|> vxl software

4 Back te QR Reader 12:32 PM -

& 192.168.2.168 v}

Fusion Mobile Device Management Server

Tap here to croll in MDM

Remote Management

Do you trust this profile’s source to
enrol your iPhone into remote
management?

Cancel Trust

On the Fusion EMM server, navigate to Discovery and click on register.

Select the device and click on register. The client gets registered successfully.

After configuring the profile on the iOS device, it will get listed in the General settings as displayed in

the screen shot below:
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No SIM = 11:12 AM 3%m_

¢ Back Profile

Fusion EMM
VXL Software

Signed by Not Signed
Description Profile description.

Contains  Mobile Device Management
3 Certificates

More Details

Remove Management

DEP Configuration

Apple's Device Enrollment Program is a way to automatically enroll a large number of devices wirelessly. DEP

is a feature available only to paid accounts.

1. Navigate to Configuration Setup -> Apple MDM Configuration -> DEP Configuration

MOBILE DEVICE MANAGEMENT CONFIGURATION

|APNS Configuration

DEP Configurafion

|VPP Configuration DEP CONFIGURATION

I DEP Configuration

|Apn|\:anon Catalog Setup

|VPP User Management DEP Name File Name Device Count Last Sync Date

|VPP User App Assign Ne data available in table

Show| 5 v entries [C < > | Showing Dto D of 0 entries

2. Click on Add.
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DEP CONFIGURATION oV
* Select APNS Configuration : Pleaze Select v
*DEP Name : | Enter DEF Hame
* MDM Public Key (certificate) : Download
* Generate Certificate : Deploy link

* Upload the encrypted DEP Token generated by E

Apple :

SAVE | CLOSE

3. Select APNS configuration from the drop down list which has been already created by the user in APNS
configuration step above.

4, Enter DEP name.

5. Download MDM public key certificate (.crt file)

6. To get DEP token, click on Deploy link displayed against the Generate certificate field.

€« C | @ AppleInc. [US] | https;//idmsa.apple.com/IDMSWebAuth/login.html?disable2SV=true&rv=28appldKey=09;

L @

Deployment Programs

Enroll your business in the: Sign In
Device Enroliment Program CRpr

Volume Purchase Program

. Forgot your Apple ID or Password?
Don't have an account? Enroll Now oy PP .

Education institutions enroll at school apple.com Sign In

opyright © 2016 Apple Inc. All rights reserved. Terms of Use | Privacy Policy Choose your country or region (@)

7. Choose a country as per requirement (e.g. United Kingdom)

8. Sign-in using a valid authentication and proceed to two step verification.
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@ Deployment Programs O Q)
Verify your identity.

Your Apple ID is protected with two-step verification. Choose a trusted device to verify
your identity.

® Phone number ending in 38

Unable to receive messages on any of your devices?

9. Enter the verification code received on the registered mobile number and proceed.

Your A

your i

Enter verification code.

* P We have sent a verification code to your phone number ending in 38
Unablt Enter the code to continue
e Didn't receive a code?
Verification Code:

C Send a new code

e

10.  Click on Get started of Device Enrollment program.

“ C | @ Applelnc. [US] | https//de

® Deployment Programs I | D

@ Admi

]
-
ke

i Welcome back,

Streamline the on boarding of institutionally

uring Enroll
activation and skip basic setup steps to get users

up and running quickly.

j Device Enroliment Program

owned devices. Enroll devices in M

Volume Purchase Program Get Started >

11. Complete MDM server list will be displayed.

Fusion EMM : User Guide

Page 133 of 295



<|> vxl software

€ = C [(@ Appe inc (V5] | nussi/depioy.sopiecomdeviceshummanagedences o wn
% Depioyment Programs Search for Serial Number m § @
@ Adming
2 Device Envamment Program Manage Servers Acc WD Server
= Manage Servers.
s D Server Name: MNumber of Devices  Las! Connected ~ Last Connected IP
= View Assigreent Halory - . —
A4 Velume Purchise Pragran - K —
& Terms and Coriions. az4a [} Never
CommandMcnlDEMD o Never
JEPT— 0 e
M _Testo§ 11201 0 262015 T2 Tassaz
cun_TESTOY PN o T120z0t8 T2
oeprOmisHzote o Tm2zots 20411
ospromrizets 0 nszots awrzaanan
4.242_14112016 0 111472016 20312347114
DEPrEsTIGIZOS 0 iz 012347 114
DEPFDII1I2016 0 nzote e
@ mas [} 02018 208761333
smpieson o tn2az015 21014888

12. Click on Add MDM server.

13. Enter MDM server name and click on Next.

Edit MDM Server

1. MDM Server Name.

Enter a name to refer to this server, department or location.

v Automatically Assign New Devices ()

14. Upload the certificate which the user downloaded in Step 6 and click on Next.
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Edit “vxIisupport”

2. Upload Your Public Key.

Choose File. _. ' cacert.crt

The public key certificate is used to encrypt the Authentication Token file for
secure transfer to your MDM Server.

15.  User has to download the DEP server token (.p7m file)

Edit “vxIsupport”

3. Download and Install your Server Token.

[ Your Server Token

Contact your MDM vendor for installation instructions.

Previous Done

16. Upload the DEP server token in DEP configuration form which the user downloaded in Step 15.

17. Click on save.
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I DEP Configuration

DEP CONFIGURATION

_ File Name Device Count Last Sync Date Sync

Mo data available in table

Show 5 ¥ |entries [C < » 3| Showing 0to 0 of O entries

DEP CONFIGURATION SV
Select APNS Configuration := | Test Test v
DEP Name := | EMIM
MDM Public Key (certificate) : = Download
Generate Certificate : «  Deploy link

Upload the encrypted DEP Token generated* | EMIA2.0.000_Token_2016-11-28T06-28-162_sn E
by Apple :

EMM domain enroliment successful SAVE || CLOSE

18. If valid data is entered then ‘Domain enrollment successful’ message will be displayed.

19. User has to reset the device by navigating to Settings -> General Settings -> Reset.

20.  After the device is reset, it gets listed in the Fusion EMM server -> Discovery view -> register tab.

Mo SN 11:36 AW R 1)
Settings General
@ Settings Spotlight Search
Handoff

This iPad is supervisec. Delia Technaley
Limted can manitar your Inferet traffic and Multitasking
losate this de

Airplane Mode

A~ Accessibility
WiFi verixo?
Bluetooth on Storage & iCloud Usage
Mobile Data No it Background App Refresh
m Notifications Restrictions off
Control Centre
Do Not Disturb Date &Time
Keyboard
Display & Brightness Dictichary
Wallpaper
@ sounee Tunes Wi-Fi Sync
- VPN Nat Connected

[@ Toucn D & Passcode

Reguiatary
[ eattery

[ ervsey

Reset

21.  Select the device and click on register. Device gets listed in the tree view.
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Configuration Setup for Apple MDM

APNS Configuration

User have to configure by APNS for user registration process.

User have to go through enrolment process for Apple push certificate.

24. Fusion EMM Server -> Go to Configuration Setup-> Apple MDM configuration -> APNS Configuration

25. Click on Add button

MOEILE DEVICE MANAGEMENT CONFIGURATION

| DEF Configuration
| DEP assign to group
|VPP Configuration

Application Catalog
Setup

APNS Configurafion I

APNS Configuration

APNS CONFIGURATION

Domain Name 4 PEMFile Name

verixo.net

verixe.net_MDM_ Verixo Technelogies Private Limited_Certific ate

Show | 5

v entries [ < » | Showing 1101 of 1 entries

Enroliment Link Action

Show Link x

26. Download apple push .csr file.

MOBILE DEVICE MANAGEMENT CONFIGURATION

|DEP Configuration
|DEP assign to group
|VF’P Configuration

Application Catalog
Setup

Fusion EMM : User Guide

APNS Configurafion I

APNS Configuration

APNS CONFIGURATION

Domain Name 4 PEM File Mame

verixo.net

verixo.net_MDM_ Verixe Technelegies Private Limited_Certificate

Show | 5

Enroliment Link
Show Link x

v entries [< < » »| Showing 11o 1 of 1 entries

ADD APNS CONFIGURATION
Alias | Name :
Download Push CSR file @
Generate Certificate :

Select the file just downloaded from

Apple :

Enter Alias / Name

Dovnload

Identity link
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Fusion EMM

<> vl software

CONFIGURATION SETUP A
VXL Instruments Limited = Configurafion Setup > Apple Mdm Configurafion =
MOBILE DEVICE MANAGEMENT CONFIGURATION »

APNS Configuration I APNS Configuration

|DEF’ Configuration

APNS CONFIGURATION

| DEP assign to group

|\fF‘F‘ Configuration ﬂ
Application Catalog Domain Name 4 PEMFile Mame Enroliment Link Action
Setup verixo.net verixo.net_MDM_ Verice Technologies Private Limited_Certific ate Show Link »

show 5 v entries [< < > > Showing 1to 1 of 1 entries

ADD APNS CONFIGURATION AN
Alias /Name = | Enter Alias [ Hame
Download Push CSR file : = Download
Generate Certificate 1« |dentity link

Select the file just downloaded from « E
Apple :

ENROLL | CLOSE

|es] applepush (7).csr =

27. Go To site https://identity.apple.com/pushcert/

28. Sign in with enterprise account.

& C | & Applelnc. [US] | https://idmsa.apple.com/I! 8dfedeb78bel

bAuth/login?appld!

158e72adc3160d1ad5b:

Mac iPhone Watch Music Support

Apple Push Certificates Portal

Sign In.

verixo.ios@verixo.net

Forgot your Apple ID?

Forgot your password?

29. Click on Create Certificate.
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https://identity.apple.com/pushcert/

&« C | @ httpsy//identity.apple.com/pushcert/

Apple Push Certificates Portal

Certificates for Third-Party Servers

Service Vendor Expiration Date* Status
Maobile Device Management \:‘i:‘i::dTechnalugies Private Jan 10, 2017 Active
Maobile Device Management Sophos Limited Feb 1, 2017 Active
Mobile Device Management Google Inc. (Ent) Feb 8, 2017 Active
Mobile Device Management  Scphos Limited Feb &, 2017 Active
Mobile Device Management  Sophas Limited Feb 8, 2017 Active
Mobile Device Management  SOTI Inc. Feb 16, 2017 Active
Mnhil= Device Mananamant  AnnTar CmhH Feb 17,2017 Active

javascriptcreateNewCertificate AgreementView(true)

iTunes Suppor

verixoios@verino.nct (L]

o = D G

o = D G
° G =D D
o D =D GED
o D D G
o =D D G
o = D G

(3 C ‘ @ https://identity.apple.com/pushcert/

iPhone

Apple Push Certificates Portal

Terms of Use

T0MN IN IS Agreement.

1. A ting this A

1.1 Acceptance

In order to use the MDM Certificates and related services, You must first agree to this License Agreement. If
‘You do not or cannot agree to this License Agreement, You are not permitted to use the MDM Certificates or
related services. Do not download or use the MDM Certificates or any related services in that case.

You accept and agree to the terms of this License Agreement on Your company’s, organization’s, educational
institution’s, or agency, il ity, or of the federal t's behalf, as its i

legal representative, by doing either of the following:

(a) checking the box displayed at the end of this Agreement if You are reading this on an Apple website; or
(b) clicking an "Agree” or similar button, where this option is provided by Apple.

1.2 Definitions

in this
“Agreement” means this MDM Certificate Agreement.

“Apple” means Apple Inc., a California corporation with its principal place of business at One Infinite Loop,
Cupertino, California 95014, U.SA.

“Deployment Devices” collectively means iOS Products and/or OS X Products owned or controlled by You.
¥)1 have read and agree to these terms and conditions.

Printable Version >

30. Click on Upload & Browse downloaded .csr file.
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<|> vxl software

< (¢} ‘ ® https://identity.apple.com/pushcert/

( ¢ Store Mac iPod iPhone iPad iTunes

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Notes

Vendor-Signed Certificate Signing Request

Choose File | applepush (7).csr

31. Click on Download button.

Support

verixo.ios@verixo.net (TR

32. .pem file gets download, from Fusion EMM server -> APNS -> click on Add

33. Browse .pem file which user downloaded from create password process.

34. Click on Enroll.

Fusion EMM : User Guide

& — € | ® nupsy/identity.apple.com/pusheert/ | ‘
Store iPhone iTunes Support a
Apple Push Certificates Portal vemasoseverc.ret (@ETTTRY
Confirmation @
You have successfully created a new push certificate with the following information
Service Mobile Device Management
Verixo Technolegies Private
Vendor
Limited
Expiration Date  Sep 27, 2017
Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple info Site Map Hot Naws RSS Feeds Contact Us %
Copyright © 2014 Apple Inc_All rights resarved.  Terms of Use Brivacy Policy
| MDM_ Verixo Tec..pem B applepush (7).csr ~ Showall X
P pplep:
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35. In data table enrolment link get created with PEM name description.

36.
37.
38.

39.
40.
41.
42.

43,

ADD APNS CONFIGURATION of

* Download Push CSR file: Download

* Select the file just downloaded from Apple: = MDM_ Verixo Technolegies Private Limited_Cerlific ate ﬁ

* Alias /Name: | Apple Push

* Generate Certificate : |denfity link

Click on Show Link.

QR code & Enroliment link gets displayed.

User able to scan QR code from device by QR scanning app or manually enter url given on device

browser.

After entering url or scanning code-> User interaction popup displayed.

Click on Continue & go for Installation process.

After click on Done

On Fusion EMM server go to Discovery -> Click on register -> check request initiated tab, client get

discover.

Select device, Click on register. Client gets register successfully.

MOBILE DEVICE MANAGEMENT CONFIGURATION

APNS Configuration I APNS Configuration

|DEP Configuration

| DEP assign to group
|\'PP Configuration
|Apphcauun Catalog Setup

Fusion EMM : User Guide

APNS CONFIGURATION

‘Domain Name 4 PEMFile Name Enrollment Link
verixo net werixo.net_MDM_ Verixo Technologies Private Limited_Certificate Show Link x

Show| 5 v |entries [ < > >/ Showing 1tc 1of 1 entries

DEVICE ENROLLMENT LINK o

https:i/192.168.2.168/enroll?7domainUID=HKN SUCZYBC4O CYI3VPNT
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DEP Configuration

Apple's Device Enrollment Program is a way to automatically enroll a large number of devices wirelessly. DEP

is a feature available only to paid accounts.

22.  Go to configuration setup> Apple MDM configuration.

23.  Select DEP configuration.

MOBILE DEVICE MANAGEMENT CONFIGURATION

|APNS Configuration

DEP Configuration

|VPP Configuration DEP CONFIGURATION

I DEP Configuration

|App|\calmn Catalog Setup

DEP Name File Name Device Count Last Sync Date Sync

|VPP User Management

|VPP User App Assign Ne data available in table

Show 5 v entries [< < > | Showing 0to D of 0 entries

24. Click on Add.

DEP CONFIGURATION -
* Select APNS Configuration : Please Select A
*DEP Name: | Enter DEP Name
* MDM Public Key (certificate) : Download
* Generate Certificate : Deploy link

* Upload the encrypted DEP Token generated by E
Apple:

SAVE j CLOSE

25.  Select APNS configuration from drop down list which user already created in APNS configuration form.

26. Enter DEP name.
27. Download MDM public key certificate.(.crt)

28.  To get DEP token click on Generate certificate deploy link.
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¢ - C |8 Applenc (us] | le.com/ID 230153 ) i

Enroll your business in the: Sign In
Device Enroliment Program R . S T
Volume Purchase Program
Don't have an account? Enroll Now EROPEV O A DB MDD Pa oMY
-
Copyright © 2016 Apple Inc. Al rights reserved. Terms of Use | Privacy Policy Choose your country or region (@)

29.  Choose country as per user request.(e.g. United kingdom)

30.  Signin with valid authentication & proceed two step verification.

& Deployment Programs 0 Mg

Verify your identity.

Your Apple ID is protected with two-step verification. Choose a trusted device to verify
your identity.

® Phone number ending in 38

Unable to receive messages on any of your devices?

e

31. Enter verification code received on registered mobile number & proceed.
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<|> vxl software

Your A
our i 5 <
. Enter verification code.
* Py We have sent a verification code to your phone number ending in 38
Enter the code to continue.
i Didn't receive a code?

Verification Code:

C Send a new code

| Cortnue ]

32.  Click on Get started of Device Enrollment program.

I3 C | & Applelnc [US] | https//depl fweb/ QYW i
@ Deployment Programs | (D
@ Admins

i Welcome back,

Device Enroliment Program

Streamiine the on boarding of institutionally

owned devices. Enroll devices in MDM during Enroll
activation and skip basic setup steps to get users

up and running quickly.

@ Volume Purchase Program Get Started >

33. User will get all MDM server list.

& o G |8 appeincius) | G

& Deployment Programs Search for Serial Number - | @

@ Adwins
] Davice Ernmnlment Program Manage Servers Add MDM Server

Server ame: Number of Dewces  Last Gonnerted - Last Gonnectea 1P

Fu_TEST o N -

A% Volume Purchase Pregriam st B Never R
& Terms and Conditons 1241 o Never
CommandMeniDERHD: [ Never
EMMRelese2 o Naver

EMM_Test25 112015 a a0t 18274 63.42

EMM_TESTBy Dipesh o nzozots 18276342

DEPFONIEN 2016 [ N2zt 20212247114

DEPFOIMTIZ016 0 st 2031224710

424414112015 0 2016 21224714

DEPIESTINGTI 2016 0 20t 2013047114

DEPFOMIDN 2016 o 206 20312347 114

@ s [ Ariazots 208781333

0242018

521014885

SmpicMDM
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34. Click on Add MDM server.

35. Enter MDM server name & click on Next.

Edit MDM Server

1. MDM Server Name.

Enter a name to refer to this server, department or location.

v Automatically Assign New Devices ()

e

36. Upload certificate which user downloaded in Step 6 & click on Next.

Edit “vxlsupport”

2. Upload Your Public Key.

Choose File... cacert.crt

The public key certificate is used to encrypt the Authentication Token file for
secure transfer to your MDM Server.

ErE ESE T

37.  User have to download DEP server token.(.p7m)
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Edit “vxisupport”

3. Download and Install your Server Token.

Your Server Token

Contact your MDM vendor for installation instructions.

38. Upload DEP server token in DEP configuration form which user downloaded in Step 16.

39. Click on save.

I DEP Configuration

DEP CONFIGURATION

o e oo

Mo data available in table

Show 5 ¥ |entries [C < » 3| Showing 0to 0 of O entries

DEP CONFIGURATION

Select APNS Configuration := | Test Test v
DEP Name := | EMIM
MDM Public Key (certificate) : = Download
Generate Certificate : «  Deploy link

Upload the encrypted DEP Token generated* | EMIA2.0.000_Token_2016-11-28T06-28-162_sn E
by Apple :

EMM domain enroliment successful SAVE || CLOSE

40. If valid data entered then only, “Domain enrollment successfully” message will get displayed.

VPP Configuration
User able to add token for application store.

1. Go to Configuration Setup -> click on Apple MDM configuration then click on VPP configuration.
2. Click on ADD.
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MOBILE DEVICE MANAGEMENT CONFIGURATION

|AF’NS Configuration I VPP Configuration

| DEP Configuration

VPP CONFIGURATION

|DEPasswgnto aroup

VPP Configurafion

|Apphcahun Catalog Setup

4 |
VPP Name File Name

4 Organization Name Expiry Date

No data available in table

Show | 5

Total License Action

¥ entries [< < > | Showing D to 0 of 0 entries

3. User have to enter VPP name & browse token.

MOBILE DEVICE MANAGEMENT CONFIGURATION

| 4PNs configuration

I WPP Configuration
| peP confguration

|DEpassign O VPP CONFIGURATION
VPP Configurafion B
|App\|camn Catalog Setup VPP Name 4 Organization Name File Name Expiry Date

No data available in table

Show | 5

Total License Action

v entries [ < > > Showing D to 0 of D entries

VPP CONFIGURATION
“VPP Name: | Enfer VPP Name

* Token :

4. To get Token user have to login on site https://deploy.apple.com/

5. If deployment programme are not available in your country? Then user able to change country from

right side drop down.
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<|>vx| software

&  C | & Applelnc.(us] | I i 1474960741 #

Deployment Programs are not available in your
country

Deployment Programs are not available in your country at this
time.

6. Sign in with VPP ID

&« - C [n Apple Inc. [US] | http: I /IDI i 2 2a0153d1d’ 7ef:ﬁ] H

[ @

Deployment Programs

Enroll your business in the: Sign In
a Device Enrollment Program |m 77
Volume Purchase Program . cmm

?
Don't have an account? Enroll Now Faigotyour e 10,56 Rassword?

Education institutions enroll at school.apple.com

Copyright © 2016 Apple Inc. All rights reserved. Terms of Use | Privacy Policy Choose your country or region @

7. Click on Volume Purchase programme.

8. Sign in with Apple ID Click on Sign in.
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<« © | & AppleInc. [US] | hitps:/deploy.apple.com/gforms/web/index/avs 67

[ 4 ployment Programs O]

@ Admins

A; Volume Purchase Program Welcome baCk, [

Device Enrollment Program
D’] Streamline the on boarding of institutionally
owned devices. Enroll devices in MDM during Enroll

activation and skip basic setup steps to get users
up and running quickly.

. Volume Purchase Program Get Started >

3> C | @ Applelnc [US] | hitps//vpp.itunes.apple.com/WebObjects/MZEinance woa/wa/login *

Volume Purchase Program

Business Store Sign In
The Volume Purchase Frogram aflows businesses 10 purchase apps and Books in
Glstribution to their users. Leam more or sign n using an Apple 1D associated
Volume Purchase Program

Apple 1D Password
vmssupport@verixonet || seeeeeeenes
Cancel Forgot Password

9. Click on login id username -> Select Account Summary.
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L C & s} Vpp.itunes.apple.com/store’

T

Volume Purchase Programme e 6

[ Account Summary

Purchase History
Search Media Type Redeem VPP Credit
@ Al v Search Sign Out

To get started, search for an app or book.

ownership of apps only by
gning, revoking, and re 1 later via a Mobile Device

ent (MDM) solution.

10. Click on Download Token

11. Go to VPP form on server -> browse download token.

& c \ @& Applelnc. [US] | httpsi//vppitunes.apple.com/WebObjects/MZFinance.w

volumeAccountSummary?cc=gb ﬁ\ H

iPhone

Volume Purchase Programme i

VPP Home > Account Summary

Account Summary

Managed Distribution Essily assign apps or books to users on 05 7 or later o7 on OS X 10.9 or lter using a Mobile Deviee Download Token
Management (MDM) solution, such s the latest version of Apple Profile Manager. 1 you have an MDM

solution, you can download token which can be sed to link your MDM solution with your VPP account.

Once linked. you can invite users, assign apps and books, and revoke and reassign apps directly through your
MDM solution. This token will expire after cne year or after 2 passiword reset

Latest Purchases 5ep25.2016  MX VideoPPlayer- Play HD videos  Quantity: 1 View Purchase History »

Account Information Mr Prashant Navkudkar (vmssupport@veriro nst)
Vsl Instruments Limited

Payment Information: Redeem VPP Credit »
VPP Credit Balance:  £0.00 Previously Redeemed Credits »
Credit Card: Nome M. Prashant Navkudkar Edit Payment Information »

12. Click on Save, VPP name with details gets listed out with Edit, Sync, Delete functionality.
13. Click on Sync to get all app data from respective token.

14. After sync go to Application catalogue setup -> app gets listed out in app catalogue.
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VPP CONFIGURATION
VPP Name 4 Organization Name File Name Expiry Date Total License Action
VPP Wil Instruments Limited sToken for sandip.dhameliy a@verixo.net 25-09-2017 19:56:18 1] s x

Show| 5 v entries [ < > | Showing 1o 1 of 1 eniries

VPP CONFIGURATION

“WPPName: | Enter VEF Name

* Token :

VPP's Token is uploaded

15. Click on Edit to update VPP app. 4

I VPP Cenfiguration

VPP CONFIGURATION

VPP Name 4, Organization Name File Name Expiry Date Total License Action
VPP Vil Instruments Limited sToken for sandip.dhameliya@verixo.net 25-09-2017 19:56:18 0 S x

show 5 v entries |[< < > | Showing 1to 1 of 1 entries

VPP CONFIGURATION

*VPP Name: VEP

* Token : [ 4

VPP's Token is uploaded. SAVE | CLOSE

16. Click on delete to delete selected App.
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I VPP Configuration

VPP CONFIGURATION

VPP Name 4 Organization Name File Name Expiry Date Total License Action
VPP Vil Instruments Limited sToken for sandip.dhameliya@verico.net 25-09-2017 19:56:18 89 c x
Show 5 v entries < < > | Showing 1101 of 1 entries
Token synchronization is completed, total licenses and applications are refreshed. m

Application Catalogue Setup

Add App Store App

User able to View, Add Store App, Enterprise App from Application catalogue setup.

1. Go to Configuration setup-> click on Apple MDM configuration then click on Application catalogue
setup.

2. Click on Add Store App.
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Facebook com.facebook. iosUni 1

LiPix - Pheoto C com.Imaginatic iosUniversal

WhatsApp Mes net.whatsapp.\

Wl Instrument: VPP
Wl Instrument: VPP
Wl Instrument: VPP
Wl Instrument: VPP

License Distri App Category License Type Added By

Total icenses: Games Free
Total licenses: Social Metwork Free
Total licenses: Entertainment Free

Total licenses: Social Metwork Free

Show

5

DateTime
Pranali 27-09-201612 M
Pranali 27-08-201612 M
Pranali 27-08-201612 M
Pranali 27-08-201612 M

v entries [ < > > Showing 1to4 of 4 entries

Action

APPLICATION CATALOG SETUP

Add Apple Store App
Search keyword :

Country :

travel

India

ADD APP STORE APP | ADD ENTERPRISE APP

SEARCH | CLOSE

3. User able to search any keyword of application, also able to select country from dropdown list.

4. Click on Search.

il
5
:
£

Google Maps - Navigation & iosUniversal

Uber

Ola cabs - Book a taxi with ot

JD - Search, Shop,Travel, Foo

TripAdvisor Holels Flights Re iesUniversal
Goibibo : Hotel, Flight & Bus E

Cleartrip - Flights, Hotels, Act iosUniversal

(W] redBus
a XE Currency iosUniversal
o The Calculator Free iosUniversal

Supported Devices App Category

Navigation
Travel
Travel
Utities
Travel
Travel
Travel
Travel
Travel

Utilities

Bundleld License Type
com.google. Maps Free
com.ubercab.UberClient  Free
olacabs OlaCabs Free
com.justdial justdialid Free

com.tripadvisor.LocalPicks  Free

com.goibibo.Goibibo Free
com.cleartripiphoneapp  Free
in.redbus.redBus Free
com.xe XECurency Free

com.itwealculator.calculatorfc Free

IsVPPDeviceAssignable
true
true
true
true
true
true
true
true
true

true

Show 10 ¥ |entries |< < > 3| Showing 1 to 10 of 50 entries

Apple Store Id
585027354
368677368
539179365
624946027
284876795
631927169
531324961
733712604
315241195
398129933

ADD

5. Application related to search keyword gets listed out.

6. Already VPP configured app also gets listed out in Application catalogue table.

7. Select any App from list, click on Add., Application is applied message displayed.

8. User able to delete by clicking
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Available Apps
3 | =
_ Application Name Supported Devices App Category Bundleld License Type 1sVPPDe
(] Google Maps - Mavigation & 7 icsUniversal Mavigation com.google Maps Free true
¥ Uber Travel com.ubercab.UberClient Free true
O Dla cabs - Bock a taxi with or Travel olacabs.OlaCabs Free true
(] JD - Search Shop, Travel Foo Utilities com_justdial justdialjd Free true
(] TripAdviser Hotels Flights Re iosUniversal Travel com.tripadvisor LecalPicks  Free true
(| Goibibe : Hotel, Flight & Bus E Travel com.goibibo. G oibibo Free true
@ Cleartrip - Flights, Hotels, Act iosUniversal Travel com.cleartrip.iphoneapp Free true
(] redBus Travel in.redbus.redBus Free true
(] XE Currency ipsUniversal Travel com.xe. XECurrency Free true
] The Calculator Free iosUniversal Utilities com.itwealculater.calculatorfo Free true
4 3
Show| 10 ¥ entries [< < > 3| Showing 1 to 10 of 50 entries
Uber is added ADD

Add Enterprise App

User able to add enterprise application by uploading valid .ipa file.

1. Go to Configuration setup-> click on Apple MDM configuration then click on Application catalogue
setup.

Click on Add Enterprise App.

Enter all mandatory fields.

Browse .ipa app & click on Upload.

If .ipa file is valid then it will displayed Bundle identifier, Application version.
Select Application Category & Supported devices.

Click on Save

App is added in application catalog message displayed.

© ® N o v B w N

App gets listed out on data table.
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APPLICATION CATALOG SETUP

* Application Name : | app
* Application File Upload : =
* Bundle Identifier :
* Application Version :
Application Category @ Business v

Supported Devices : Universal T

app is added in application catalog SAVE | CLOSE

VPP USER Management

VPP user management able to managed Apple ID to get account from respective User email id’s.

1. Go to Configuration Setup > Apple MDM Configuration.
2. Select VPP user Management.

3. Click on Create User.

I User Management

USER MANAGEMENT

VPP Name Managed Apple ID User Email Id Status Action

TEST VMSSUppOM@Verio net vximumbai@gmail com Invited %

Show 5 v |entries |< <> 3 Showing 1tc 1 of 1 entries

CREATE USER

USER MANAGEMENT

* Select Token:  Select VPP Name

* Email :

APPLY || CLOSE

4, Select Token from dropdown list on which user wants to create VPP user.

5. List of Token comes after adding token in VPP configuration.
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USER MANAGEMENT

* Select Token:  TEST

* Email :

Invitation code is successfully send.

APPLY J| CLOSE

6. Enter valid Email id to receive invite user url link.

I User Management

USER MANAGEMENT

_ Managed Apple ID User Email Id Status Action

TEST vmssuppert@verico.net zxcx@xdfxcgf Invited E’; x
TEST vmssupport@verico.net wvericomumbai@gmail.com Invited E/, x
TEST vmssupport@verixo.net vximumbai@gmail.com Invited E’; x

Show 5 v entries [< < » > Showing 1 to 3 of 3 entries

CREATE USER

USER MANAGEMENT
* Select Token: | TEST
* Email :

Invitation code is successfully send.

APPLY | CLOSE

7. Click on Apply

8. User will get url on entered Email id on device.
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No SIM = =+ 11:58 AM 2

< Inbox (3398) < 2

prashant.navkudkar@vxlsoft... O
To: verixomumbai@gmail.c... Details

Invite User for VPP
26 November 2016 at 11:58 AM

https://buy.itunes.apple.com/WebObj

ects/MZFinance.woa/wa/associateVP
PUserWithITSAccount?
cc=gb&inviteCode=ae0e5ad25b4ed
23db97cca8538c93802&mt=8

9. Click on invited url & follow process accordingly.
10.  After Token sync from VPP configuration, User management status will get updated from invited to
Associated.
11.  After creation of user “ Organisation can now Assign App to created user”.
Action

12. User also able Edit or Delete User management data by click on (£ % putton respectively.

Fusion EMM : User Guide Page 157 of 295



< | » vxl software

VPP User App Assign

VPP user App design helps organisation to assign app to created VPP user.

1. Go to Configuration Setup> Apple MDM configuration.
2. Select VPP User APP Assign

MOBILE DEVICE MANAGEMENT CONFIGURATION

| APns contguration I User App Assign

| pEP contguraton
* Select VPP name : Select VPP Name

| vee contguration

|Apphcatmn Catalog Setup
| vee User management

VPP User App Assign

3. Select VPP name from dropdown list, User App Design form will get open.

4.In data table list of VPP Users , VPP name & assigned app count will be displayed

I User App Assign
* Select VPP name : | TEST T

USER APP ASSIGN

i VPP Name User Email Apple Id Status Assigned App

¥ TEST vximumbai@gmail.com vmssupport@verie.net Invited e

Show | 5 ¥ entries |[{ < » | Showing 1to 1 of 1 entries

USER APP ASSIGN Vs
Application(s) List Assigned Application(s)
Application Assil 1 5
lon Assignmen SHAREH - Connect & Trans = | | MX Video Player- Play HD v
Truecaller - Spam Identifical Recharge, Bill Payment & W
Facebook

FreeCharge - Mobile Recha
Stickers App Funny Text M
Linkedin

License assigned successfully SAVE

5.In Application assignment user able to assign app to selected VPP name.
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6. Click on Save “License assigned successfully.”

7.To disassociate app, click on assigned app count click on assigned app which user want to disassociate &
click on save.

8. After assign particular app, count will get decrease in application catalogue setup License distribution

column.
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Working with the Device Manager for Android

Viewing System Information

System Information provides an overview of system-related information for a network-connected device.

The information displayed is specific to the operating device. For example, the information displayed for an

Android based device will be different from the information displayed for a iOS based device.

To view system information

1. Inthe devices tree, click the required device.

2. The System Information pane is display.

192.168.1.160=SYSTEM INFORMATION P

System Information SYSTEM INFORMATION

| System Profile MAC Address: 98-DC-AS-42-A2-D5 Hest Name: Lencveo VIBE K4 Mote
|App|ication Information Group Name: ANDROID LAN IP Address: 192.168.1.160
| Certificate Details 0S5 Name: Android 0S5 ersion: 6.0
| Hardware Information Manufacturer: LENOWO Model: Lencvo AT010a48
N . Image Build MNo.: AT010a48_5215_160810 IMEI No /Serial MNo: 860933031319313
Active Admins.
Agent \Version: 222 Loggedin User: 0217566312336588231725@android-for-

work .gservic eaccount.com

Last Heart Beat: 08 Dec 2016 09:45:59 Synchronise 08 Dec 2016 09:45.58
Inventory:

Domain/\Vorkgroup: WORKGROUP {(Work Group) CPU Type and MTETS3||1300MHz|armE4-vBal 8| Adrc hE4
Speed: Processor rev 4 (aarché4)

RAM Size: 28440 MB External Storage Size 10.63 GB

External Storage Free 6.47 GB Kernel \ersion 3.18.19+

Baseband “ersion KS.ROW.M.LWNG .14, 2016/08M10 11:43 Compliance: fes

Compliance Action: Latitude: 19.1128696

Longitude: 72.86508405 Profile Info: Profile Owner

Viewing General Information

Under System Information, you can also view the following general information:
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System Profile
Application Information
Certificate Details
Hardware Information
Active Admins
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Viewing System Profile

The following details are displayed under System Profile:

*

*

*

Network Details

Password Policy

Remote Lock

Wipe Data

Peripheral Settings

Data Security Policy

User Restriction Policy
Camera & Screen Capture
Keyguard Features

Agent Settings

Set Input Methods
Accessibility

Install from Unknown Sources
Runtime Permission
Application Permission
Application Restriction

Profile Policy

Cross-profile Widget Providers

Cross-profile Intents

To view the system profile

1. Inthe devices tree, click the required device.

2. Under System Information, click System Profile.
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192.168.1.160=SYSTEM INFORMATION - v

| System Information NETWORK DETAILS
System Profile Network Setup:

|App|icatmn Information MNetwork Type: Ethernet
| Certificate Details IP Address: 152.168.1.160
| Hardware Information Subnet Mask: pooo
) . Gateway: 192.168.1.1
|Actlve Admins
Primary DNS: 192.168.2.100
Secondary DNS: 0.0.0.0
Primary WINS: -
Secondary WINS: 0.0.0.0

PASSWORD POLICY

Password Policy

Minimum letters:

Minimum lower case letters:

Minimum upper ¢ase letters:

Minimum non-letter characters:
Minimum numeric al digits:
PasswordExpirationTimeout :
Minimum symbels reguired:

Password Histroy Length:

Maximum Failed Passwords For Wipe:

REMOTE LOCK

Remote Lock:

Lock Mow: False

Viewing Application Information

All detailed information about each of the applications installed in the selected device are listed out. The
information includes the following: Software Name, Package Name, Version Name, Description, Last Update

Date, Install Location, Install Size, Data Size, Total Size, App Type.

192.168.1.160=5YSTEM INFORMATION o d

| System Information ﬂ = |-
| System Profile Last Insta
Application Name Package Name Version Name Description Update Lie]
Application Information Ml
. . . 8102016  Intern
| Certificate Details Mobile anti-theft com.mediatek.ppl 1.0 MH& 53504 AN Stora
" : 8M0/2016  Ints
| Hardware Information YouTube com.google.android.youtube 11.45.59 MN& 53504 AM 3”1:.—:
Active Admins 8M02016  Int:
| Phone/Messaging Storage com.android providers telephony 6.0-AT010a48_S219_160810_ROW NA 6:35:04 AM ;:rr:
81072016  Ints
Google App ¢ om.google.android.googlequicksearchbox 6.8.22.21.armG4 HA 6:35:04 AM ;:rr:
SM02016  Ints
Calendar Storage com.android.providers .calendar 6.0-AT010848_5219_160810_ROW NA 6:35:04 AM ;:rr:
81072016  Ints
Media Storage com.android.providers. media 6.0-AT010848_5S219_160810_ROW NA 0:35:04 AM Snt:rr:
SM02016  Ints
Google One Time Init com.google. android. onetimeinitializer 6.0.1 MNA 5:35:08 AM ;:rr:
8102016  Ints
FukPlugin ¢ om.mediatek fiwk.plugin 10 NA ey S”t:rr:
8M0/2016  Ints
com.android wallpapercropper ¢om.andreid wallpaperc ropper 6.0-AT010248_5219_160810_ROW NA 53504 AM ;:rr:
. . 8102016  Intern
Call settings com.lenovo.calsetting ROW_\/3.5.0.7ffad68.160517_uniform MA 9:35:04 AM Stora
Show| 10 ¥ |entries [< < > D Showing 1 to 10 of 207 entries
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Viewing Certificate Details

All system and manually added certificates are listed out in certificate details where all information about all

certificates present in device such as Certificate name, issued to, Issue by, Valid from date and Valid to date is

display.

192.168.1.160=SYSTEM INFORMATION

| System Information

| System Profile

| Application Information
| Hardware Information

| Active Admins

Certificate Name

Secure Certific ate Services

Trusted Certificate Services

AML Certific ate Services

COMODO Certification Authority
Metwork Sclutions Certific ate Authority
Seture Global CA

SecureTrust CA

Atos TrustedRoot 2011

¥Ramp Global Certific ation Authority

Go Daddy Root Certificate Authority -
G2

Issued To

Secure Certific ate Services
Trusted Certific ate Services
AMA Certific ate Services
COMODO Certific ation Authority

Metwerk Sclutions Certific ate Authority

Secure Global CA

SecureTrust CA

Atos TrustedRoot 2011

XRamp Global Certific ation Authority

Go Daddy Root Certific ate Authority -
G2

Issued By

Secure Certific ate Services
Trusted Certific ate Services
AAA Certific ate Services
COMODO Certific ation Authority

MNetwork Solutions Certificate Authority

Secure Global CA

SecureTrust CA

Atos TrustedRoot 2011

XRamp Global Certific ation Authority

Go Daddy Root Certificate Authority -
G2

Show| 10
Viewing Hardware Information
The following information is display under Hardware Information:
¢ Processor details
¢ Memory details
+ Storage details
+ Display setup
¢ Date and time
+ Battery information
¢ GPSinformation
¢ Bandwidth utilization
¢+ Telephony details
¢ Network setup
To view hardware information
1. In the devices tree, click the required device.
2. Under System Information, click Hardware Information.
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Valid

From

01/01/2004
01/01/2004
01/01/2004
D112/2006
D11 2/2006
D&/11/2006
0&/11/2006
07072011
011172004

01/09/2009

¥ entries |{ < » >} Showing 1to 10 of 147 entries

-]
Valid
To A
01/01/2028
01/01/2028
01/01/2029
01/01/2030
01/01/2030
01/01/2030
01/01/2030
01/01/2031
01/01/2035

01/01/2038
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|Syslem Information

|System Profile

|ADD|\CEIIUH Information

|Cemﬂcate Details

Hardware Information

|Amlve Admins

192168 1 160>SYSTEM INFORMATION

< | » vxl software

PROCESSOR DETAILS

Processor: MT6753
Proc essor Cores 8
Max Frequency 1300MHz
Instruction Sets:

SIMD Instructions armé4-vBa

~

MEMORY DETAILS

Free RAM Memory ! 195 GB

Total RAM Memory 2844.0MB

STORAGE DETAILS

DISPLAY SETUP

External 5D Card State: unknown Resolution 1080 X 1920
Internal Storage Total Memory: 10.63 GB
Internal Storage Free Memory! 647 GB
External Storage Total Memory: NA
External Storage Free Memory: NA
Current Date: 12/8/2016 Battery Level : 55.0%
Current Time: 9:50:48AM Battery Technology Li=on
Time Zone: India Standard Time Battery \oltage 3IBITmMV

GPS INFORMATION

GPS Status:

Enabled

Viewing Active Admins

1. All software with administrator rights will displayed here. On device, Security ->Device

BANDWIDTH UTILIZATION

Total Received Data

Administrator -> software listed out here are going to displayed on Agent Admin list.

2. Active Admins software user not able to delete from server or agent until and unless in Security->

Device administrator -> checkbox is unchecked.

152.168.1.160=5SYSTEM INFORMATION

|System Information
|System Profile

Application
Information

|Certiﬂcate Details

| Hardware Infarmation

Active Admins

Admin Name

Google Play services

Package Name A

com.google.android.gms

Wide touch com.lenovo.widetouch
Fusion EMM Agent 2.2.2 com.vxlsoftware fudmagent
Show| 10 ¥ entries |[< < » »| Showing 1to 2 of 3 entries

Configuring System Settings

Configuring Ethernet Settings

You can configure Ethernet settings for a network-connected device in two ways; manually, or using the DHCP

and obtaining a DNS server address automatically.
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In the first method, all details, such as IP Address, Subnet Mask, Gateway, Primary and Secondary DNS Server
Address must be provided. However, these details can be automatically configured in the network using a

DHCP and a DNS server.

Using DHCP Mode:

1. In the devices tree, click the required device.
2. Expand the right menu.

3. Click System Settings, then click Network Settings, and then click Ethernet Setup.

192.168.1.121 > ETHERNET 3ETUP

Manual ® DHCP

IP Address: | 192.168.1.121

Subnet Mask: | 0.0.0.0 Gateway: | 192.168.1.1
Primary DNS: | 192.168.2.100 Secondary DNS: | 8.8.8.8
Primary WINS: | - Secondary WINS: | 0.0.0.0

Schedule Type: o Execute Now Execute Later

4, The DHCP option get selected by default.
The following information displayed:

¢ IP Address

¢ Subnet Mask

* Gateway

¢ Primary WINS

¢+ Secondary WINS
¢ Primary DNS

¢+ Secondary DNS

Configuring Wifi Connection Manager Settings

In Wifi Connection Manager, you can view the list of network connections present on a connected device. You
can also add new connections, update the security for an existing connection, and delete an existing

connection from the device.

Viewing the List of network connections

1. Inthe devices tree, click the required device.

2. Expand the right menu.
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3. Click System Settings, then click Network Settings, and then click Wifi Connection Manager.
4. The list of network connections currently present in the device is display.

5. To view the updated list of network connections, click Refresh button.

2 |

SSID Security Type Auto Connect
Verixo WPA/WPA2 Connected

Linksys 17396 WPAIWPA2 Disconnected

Testl WEP Disconnected

Grp1 NONE Disconnected

Grp2 WPAMWPA2 Disconnected

Network1 WPAWPA2 Disconnected

Show | 10 ¥ | entries Showing 1 to & of € entries

Adding a network connection
1. To create a new connection, click the New button.
In the SSID textbox, enter the network connection name.
Select the required Security Type for the network.

2
3
4. |If security type selected is WEP or WPA/WPA2, then Password textbox is enabled.
5. Inthe Password textbox, enter the password for the network.

6

You can select the auto-connect checkbox if you want to automatically connect your device to
the network.
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7. Select the required Schedule Type.
8. Click Apply.

9. The Wifi Connection Settings applied successfully message is display.

192.168.1.244 > WIFI CONNECTION MANAGER S v X
3 |

SsID Security Type Auto Connect

Verixo WPAIWPA2 Connected

Linksys 17396 WPAINPAZ Disconnected

Testt WEP Disconnected

Grp1 NONE Disconnected

Grp2 WPAIWPA2 Disconnected

Network1 WPAMWPA2 Disconnected

Show | 10 v |entries < > | Showing 1to6 of & entries

SSID | Network2
Security Type | WPA/WPA2 ¥
Password | sssssses

Auto Connect (o)

Schedule Type @) Execute Now () Execute Later

WIFI Connection Settings applied successfuly. CLOSE

Editing a network connection

You can edit a connection which was previously made from the server.

1. To edit a connection, select the check box against the required connection.
The Edit and Delete buttons are enabled. Click Edit.
2. The SSID textbox will be disabled.

3. Select the required Security Type for the network.

If the connection is from scanned list, then the password type dropdown will be disabled.

4. If security type selected is WEP or WPA/WPA2, then Password textbox is enabled.
5. Inthe Password textbox, enter the password for the network.

6. You can select the auto-connect checkbox if you want to automatically connect to the network.
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7. Select the required Schedule Type.
8. Click Apply.

9. The Wifi Connection Settings applied successfully message is display.

Deleting a network connection

You can only delete a connection which was previously made from the server or manually added on the

device.

To delete a connection, select the connection name and click the Delete button.
A prompt to delete the connection is display. Click OK.
Select the required Schedule Type.

Click Apply.

A e

The Wifi Connection Settings applied successfully message is display.

Working with Security Settings

You can change security settings for a group of devices or a single device.

Configuring Password Policy Settings

You can configure the password policy for a remotely connected device.

The following password type can be set from the server:

*

Numeric: PIN/ Password

The user must have entered a password containing at least numeric characters.

Alphabetic: Password

The user must have entered a password containing at least alphabetic characters.

Alphanumeric: Password

The user must have entered a password containing at least both numeric and alphabetic characters.
Complex: Password

The user must have entered a password containing at least a letter, a numerical digit and a special
symbol.

Unspecified: None/Swipe/Pin/Pattern/Password

The policy has no requirements for the password.

Something: Pin/Password/Pattern

The policy requires some kind of password or pattern, but doesn't care what it is.

Numeric (Complex): Pin/Password
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The user must enter a password containing at least numeric characters with no repeating (4444) or

ordered (1234, 4321, 2468) sequences.

192.168.1.243 > PASSWORD POLICY

Password quality: Numeric (Pin/Password) v

Numeric (Pin/Password)
Alphabetic (Password)
» . s AlphaNumeric (Password)
e Seconds
" | Unspecified(None/Swipe/Pattern/Pin/Password)
Password history length: | something(Pin/Password/Pattern)
Numeric (Complex }( Pin/Password)

0

Maximum failed password attempts
for wipe:

Password Expiration Timeout : 0 Days
Minimum password length: | 0

Schedule Type: (® Execute Now Execute Later

To configure Password settings

1. In the devices tree, click the required device.

2. Expand the right menu. Click Security Settings, and then click Password Policy.

3. Select the required Password quality.
192.168.1.243 > PASSWORD POLICY v X
Password quality: | Numeric (Pin/Password) v

Password Requirements

Maximum inactive time to lock device: 2000 Seconds

Password history kength: |
Maximum failed password attempts for wipe: 0
Password Expiration Timeout 10 Days
Minimum password length. | 4

Schedule Type: (® Execute Now () Execute Later

4, The following fields are displayed for each password type:
¢ Maximum inactive time to lock device
+ Password history length
¢ Maximum failed password attempts for wipe
+ Password expiration timeout

¢ Minimum password length
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11.
12.

13.

14.
15.
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For Alphabetic password type, following extra fields are displayed:
¢ Minimum lower case letters
¢+ Minimum upper case letter
For Alphanumeric password type, following extra fields are displayed:
¢ Minimum letters
¢ Minimum lower case letters
¢ Minimum upper case letter
¢ Minimum non-letters characters
¢ Minimum numeric digits

For Complex, Unspecified, Something, Numeric (Complex) password type, following extra fields are
displayed:

¢ Minimum letters

¢ Minimum lower case letters

¢ Minimum upper case letter

¢+ Minimum non-letters characters
¢ Minimum numeric digits

¢ Minimum symbols required

In Password Minimum Letter, enter the minimum number of letters a password must contain.

In Password Minimum Lower Case, enter the minimum number of lower case letters a password must

contain.

In Password Minimum Upper Case, enter the minimum number of upper case letters a password must
contain.

In Password Minimum Non Letter, enter the minimum number of non-letters password must contain.
In Password Minimum Numeric, enter the minimum number of digits a password must contain.

In Password Expiration Timeout, enter the number of days to expire the user's password.

In Password Minimum Symbols, enter the minimum number of symbols a password must contain.

In Password History Length, enter the number of new passwords the user needs to use before using an
old password.

In Maximum Failed Password for Wipe enter the maximum number of times an incorrect password
can be entered before the device is locked or its data is wiped out.

Select the required Schedule Type.
Click Apply.
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The Password Policy Settings applied successfully message is display.

192.168.1.243 > PASSWORD POLICY LSS

Password quality: | Numeric(Pin/Password) ¥

Password Reguirements

Maximum inactive time to lock device: | Seconds
Password history length: |

Waximum failed password attempts for wipe: -

Password Expiraticn Timeout 1 Days

Minimum password length: 4

Schedule Type: (®) Execute Now Execute Later

Password Poiicy Settings applied successfull. APPLY

Compliance Status:

After applying Password Policy settings, a popup is display on Device Manager page as follows:

Compliance issue has occured in device

having IP Address :192.168.1.243

At this time, on device all the work profile applications (except Fusion EMM Agent) are hidden from list and

work profile is disabled.

When user changes the password, the status of compliance is updated and work profile applications are

enabled again.

Configuring Remote Lock Settings
You can remotely lock a device on the network.
To lock a device

1. In the devices tree, click the required device.
2. Expand the right menu.
3. Click Security Settings, and then click Remote Lock.
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192.168.1.121 > REMOTE LOCK

|| Lock Now

Schedule Type (® Execute Mow () Execule Later

4, To lock the device immediately, select the Lock Now check box.
5. Select the required Schedule Type.
6. Click Apply.

The Remote Lock settings applied successfully message is display.

192.168.1.121 > REMOTE LOCK

|#* Lock Mow

Schedule Type ® Execute Mow () Execute Later

Remote Lock settings has been applied.

Configuring Wipe Data Settings

You can configure the settings to remove a work profile from a device.

To remotely remove the work profile from a device

1. In the devices tree, click the required device.
2. Expand the right menu.
3. Click Security Settings, and then click Wipe Data.

192.168.1.243 > WIPE DATA

Remove Work Profile [ [ OFF

Schedule Type @ Execute Now () Execute Later

4. To remove a work profile, set the Remove Work Profile button to ON.
5. Select the required Schedule Type.
6. Click Apply.

The Wipe Data has been applied message is display.
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192.168.1.243 > WIPE DATA

Remove Work Profile | '
Schedule Type (@ Execute Now () Execute Later

Wipe Data has been applied.

When we toggle the button to ON & Apply or Save the setting, server shows confirmation popup “Are you

sure, do you want to wipe the data?”

fdmpune.vdi.com says:

Are you sure, do you want to wipe the data?

OK , i Cancel i

On the device, Go to Settings -> Accounts -> The previously created work profile should be deleted.

Configuring Peripheral Settings

You can disable a Camera, Wi-Fi, Bluetooth, GPS attached to a remote device on the network.

To enable or disable a required option.
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In the devices tree, click the required device.

1. Expand the right menu.

2 Click Security Settings, and then click Peripheral Settings.

3 Select the any peripheral setting to On/Off for Disable/Enable purpose respectively.
4, Select the required Schedule Type.

5 Click Apply.

The Peripheral Settings applied successfully message is display.

192.168.1.243 = PERIPHERAL SETTINGS oK
Disable Camera:  [[ENIIL]
Disable Wirgless: | OFF
Disable Blustooth: [N

Disable Loc ation (GPS). | OFF

Schedule Type: (® Execute Now Execute Later

Peripheral Settings has been applied. APPLY

When we disable Wi-Fi settings, server shows confirmation popup “Are you sure, do you want to disable Wi-
Fi?”

If Ok is clicked, after task completion, the client will get off due no network connection.

fdmpatch.vdi.com says:

Are you sure, do you want to disable WIFI?

0K Cancel

Configuring Data Security Policy Settings

You can configure data security policies to the connected Android device. On occurrence of any of the

mentioned event, the selected security action will be applied on the device.
Events and Actions explained in short as follows:
¢ Event Name:
e Sim Change: Change of SIM card on the device.

e Device Rooting: Rooting of an Android device.

o Number of days not communicated: Number of days not communicated with the server.
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e Password Policy: Changing the password type on the device.

e No of failed password attempts: Number of failed password attempts on the device.

192.168.1.243 > DATA SECURITY POLICY SV X

Event Name : Sim Change x m

Action | Device Rooting
Number of Days Not Communic ated
Password Policy
ﬂ No of failed Password Attempts

Event Name A Parameter Action Delete
No data available in table

Show | 5 v entries | > 2| Showing 0 to 0 of O entries

Schedule Type: (@ Execute Now Execute Later

¢ Action:

e Data Wipe: Removing the work profile on the device.

o Disable Work Profile: Removing the account registered with the work profile.

To set a data security policy on the device
1. Inthe devices tree, click the required device.

Expand the right menu.

Click Security Settings, and then click Data Security Policy.

Select the required Event from the list.

Select the required Action from the list.

Click the Add button to add the selected choices into the table.

You can delete a policy from the table by clicking on Delete button next to the respective entry.

Select the required Schedule Type.

W P N o v A~ w DN

Click Apply.

The Data Security Policy Settings applied successfully message is display.

If all entries from the table will be deleted and settings are applied, then previously

applied policies must be reset.

Configuring Security Policy Settings

You can set various security policies to a remote device on the network.
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Configuring User Restriction Policy
1. Inthe devices tree, click the required device.

Expand the right menu.

Click Security Settings, and then click Security Policy.

Select the required policy setting to ON/OFF for Disable/Enable purpose.

2
3
4. Select the User Restriction Policy sub-menu.
5
6

Select the required Schedule Type.

7. Click Apply.

The User Restriction Policy Settings applied successfully message is display.

On the device, you can check if the applied settings are being reflected. For example, if you disallow share
location from the server, then location sharing option for the work profile are gets disabled on the device.

1921681243 = SECURITY POLICY

User Resfriction I User Restriction Palicy
Policy

Camera &

Screen Capture

Keyguard
Features

Allow web links to apps of the parent

Disallow apps ¢ontrol

Disallcw config credentials
Disallew ¢onfig VPN

Disallow cross-profile copy/paste
Disallow debugging features
Disallow install apps

Disallow install unknown sources
Disallow modify accounts
Disallow outgoing beam

Disallow share location

Disallow uninstall apps

Ensure verify apps

Schedule Type:

Configuring Camera & Screen Capture

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

®) Execute Now

User Restriction Policy Settings applied successfully.

Execute Later

Disable camera will disable the camera in the work-profile of the device.

& VX

Disable screen-capture will disable the screenshot feature of the device when working in a work-profile app.

A N

Fusion EMM

: User Guide

Expand the right menu.

In the devices tree, click the required device.

Click Security Settings, and then click Security Policy.

Select the Camera & Screen Capture sub-menu.

Select the required policy setting to ON/OFF for Disable/Enable purpose.
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6. Select the required Schedule Type.
7. Click Apply.

The Camera & Screen Capture Settings applied successfully message is display.

192.168.1.243 = SECURITY POLICY VX

User Restriction I Camera & Screen Capture

Policy

Camera & Disable camera _j

Screen Capture Disable screen capture | Disable

Keyguard Schedule Type: (@) Execute Now Execute Later

Features v
Camera & Screen Capture Settings applied successfully.

On devices running with Android version 5, disable camera feature will also disable the

camera of device owner.

Configuring Keyguard Features

You can configure various key guard features on the connected Android device.

The settings will only be applied to the devices running on Android version 6 and above.

In the devices tree, click the required device.

Expand the right menu.

Click Security Settings, and then click Security Policy.

Select the Key Guard Features sub-menu.

Select the required policy setting to ON/OFF for Disable/Enable purpose.
Select the required Schedule Type.

N o v s~ W N

Click Apply.

The Key guard Features Settings applied successfully message is displayed.
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192.168.1 243 = SECURITY POLICY

User Restriction I Keyguard Features
Policy

Camera & Disable widgets

Screen Capture Dizable secure camera | Disable

Keyguard Disable sec ure netific ations
Features

Disable unredacted notifications | Disable

Disable trust agents | Disable

Disable fingerprint
Schedule Type: (@ Execute Mow () Execute Later

Keyguard Setting Settings applied suc cessfully.

On the device, you can check if the applied settings are being reflected. For example, if you disable the
fingerprint option from the server, then unlocking the device with fingerprint will be disabled on the device.

Working with Administration Settings
You can configure the settings to remotely administer an Android device.

Configuring Agent Settings
1. In the devices tree, click the required device.
2. Expand the right menu.

3. Click Administration, and then click Agent settings.

192.168.1.121 > AGENT SETTINGS & X

Server IP/Mame: | fdmpatch.vdicom

Port No: | 443

Group Name: ANDROID

* Heartbeat Interval: | 30 in sec(s)

Communication Type: HTTPS ¥

* Password : | verixo
Schedule Type: (@ Execute Now () Execute Later

Remote information Settings applied successfully, APPLY

4, In Server IP/Name, enter any one of the following:
¢ Server IP Address

¢ Server Name
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In Port No, enter the port number.

In Heartbeat Interval, enter the required value.

From the Communication Type list, select the required option.
In Password, enter the required password.

Select the required Schedule Type.

Click Apply.

The Remote Information Settings applied successfully message is display.

Configuring Certificate Manager Settings

All certificates which user has added manually on the Android device will be displayed here. After the task gets

successful, the certificates will be silently installed on the device.

On Agent side to check installed certificate, go to Settings-> Security -> Trusted credentials-> Users -> Work.

1. Inthe devices tree, click the required device.

2. Expand the right menu.

3. Click Administration, and then click Certificate Manager.

4. To upload a new certificate, from Source dropdown select New Upload.

5. Select the required Connection Name.

6. Click the file browser icon to browse the file & click Upload button to upload the file.

i:7 Certificates of “.crt’ extension file format are valid for the Android devices.
A

7. To use a previously uploaded certificate, select Repository from Source dropdown.

8. Select the required Connection Name.

9. Select the certificate File.

10. Select the required Schedule Type.

11. Click Apply.

The Certificate settings applied successfully message is display.
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192.168.1.243 > CERTIFICATE MANAGER L Vv X
Certificate Name I A Issued By Expiry Date Version
vervdicom i ver.vdicom i ver.vdicom 16/06/2016 14/06/2026
Windows Server.vdi.com ver.vdi.com ver.vdicom 16/06/2016 14/06/2026
Show S ¥ entries ¢ ¢ D Showing 1 to 2 of 2 entries
Certificate/Key
Source: New Upload v
* Connection Name: FDM_HTTP v
File: | fusion.crt < 2| UPLOAD [eegetil
Schedule Type: (@ Execute Now Execute Later
Certific ate settings has been applied. CLOSE

Configuring Account Management Settings

You can enable or disable the new account addition of a particular account type in the work-profile section.
Viewing Account Management

1. Inthe devices tree, click the required device.
2. Expand the right menu.

3. Click Administration, then click Account Management.

192.168.1.243 > ACCOUNT MANAGEMENT O v X
[ Account Name ‘A Status

|_J Lenovo VIBE K4 Note com.android.loc alc alendar Enable

|| verixomumbai@gmail.com com.google Enable

Show 5 v entries | ¢ > 3| Showing 1 to 2 of 2 entries

1. Inthe devices tree, click the required device.

2. Expand the right menu.

3. Click Administration, and then click Account Management.

4. Select the check box against the required account name.

5. If the status of the selected account is Enable, then button will be changed to Disable and vice-versa.
6. Select the required Schedule Type.

7. Click Apply.

The Account Management Android Settings applied successfully message is display.
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192.168.1.243 > ACCOUNT MANAGEMENT

Account Name Account Type A | Status
| Lenovo VIBE K4 Note com.android.loc alc alendar Enable
@l verixomumbai@gmailcom com.google Enable

Show| 5 v lentries [ 5| Showing 1 to 2 of 2 entries

Schedule Type : (@) Execute Now (1) Execute Later

Configuring Global Application Policy Settings

You can configure various application policies on the connected Android device.

Viewing the Global Application Policy

1.

2.
3.

In the devices tree, click the required device.

Expand the right menu.

Click Administration, and then click Global Application Policy.

Configuring Set Input Methods

Account Management Android Settings applied successfully CANCEL

Set Input Methods allows to define what input methods are permitted to use on the device. System input

methods are always available to the user. Input methods apply to both profiles; there are no work profile-

specific methods.

1.
2
3
4,
5
6

7.

In the devices tree, click the required device.

Expand the right menu.

Click Administration, and then click Global Application Policy.

Select the Set Input Methods sub-menu.

Select / unselect the required input method to enable/disable purpose respectively.
Select the required Schedule Type.

Click Apply.

The Set Input Methods Settings applied successfully message is display.
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192.168.1.243 > GLOBAL APPLICATION POLICY S v X
Set Input Methods I Set Input Methods
| Accessibility Set Input Methods

Install From Unknown

‘ Sources ﬂ
| Runtime Permission < Software Name Package Name
W Swiftkey Keyboard com.touc htype.swiftkey
Show S ¥ | entries \ 2 2l Showing 1to 1 of 1 entries
Schedule Type (@ Execute Now Execute Later
APPLY
Set Input Methods Settings applied successfully

On device, go to Settings -> Language & Input -> Current Keyboard -> Choose Keyboards.

The applications listed will be allowed or disallowed with the respective applied settings.

Configuring Accessibility

Accessibility allows to define what services are permitted to use on the device.

System accessibility services are always available to the user. Accessibility services apply to both profiles;

there are no work profile-specific accessibility services.

1. Inthe devices tree, click the required device.

Expand the right menu.

Click Administration, and then click Global Application Policy.

Select the Accessibility sub-menu.

Select / unselect the required accessibility service to enable/disable purpose respectively.

Select the required Schedule Type.

N o v M w N

Click Apply.

The Accessibility Settings applied successfully message is display.
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192.168.1.243 > GLOBAL APPLICATION POLICY s v X

ISet Input Methods I Accessibility

Accessibility

Install From Unknown

Sources ﬂ
l Runtime Permission || Software Name 7 Package Name
¥ hike com.bsb.hike
L) Light Flow com.rageconsulting.android.lightflowlite:
¥ McAfee Security com.wsandroid.suite
Show | 5 v entries < < > 2| Showing 1to 3 of 3 entries
Schedule Type (@ Execute Now Execute Later
APPLY

Accessbility Settings applied successfully

On device, go to Settings -> Accessibility. The applications listed will be enabled or disabled with the
respective applied settings.

Configuring Install from Unknown Sources

Install from unknown sources allows the user to install applications manually from external sources like

memory cards, shared files, etc.

1. Inthe devices tree, click the required device.

2. Expand the right menu.

3. Click Administration, and then click Global Application Policy.

4. Select the Install from Unknown Sources sub-menu.

5. Select the checkbox against the Install from unknown sources to enable the toggle button.
6. Select the required setting to ON/OFF for enable/ disable purpose respectively.

7. Select the required Schedule Type.

8. Click Apply.

The Accessibility Settings applied successfully message is display.

192.168.1.243 > GLOBAL APPLICATION POLICY S v X
|Set|nput Methods I Install From Unknown Sources

Install From Unknown X
! Install from unknown sources |
Sources -y

= Schedule Type (@ Execute Now Execute Later
| Runtime Permission

Installation from unknown sources Settings applied successfully
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Configuring Runtime Permissions
You can configure runtime permissions for the work applications on the remotely connected device.

The settings will only be applied to the devices running on Android version 6 and above.

1. Inthe devices tree, click the required device.

Expand the right menu.
Click Administration, and then click Global Application Policy.

Select the Runtime Permissions sub-menu.

LA

Select the required Permission setting.

192.168.1.243 > GLOBAL APPLICATION POLICY 7 v X
l SetInput Methods | Runtime Permission
I Accessibility

Runtime Permission | Prompt v ‘

Install From Unknown
| Prompt |

s i e —

6. Select the required Schedule Type.
7. Click Apply.

The Runtime Permission Settings applied successfully message is display.

192.168.1.243 > GLOBAL APPLICATION POLICY

| SetInput Methods I Runtime Permission
| Accessibility
S Runtime Permission | Auto Accept x
Sources Schedule Type (@ Execute Now () Execute Later
o

Runtime Permission Settings applied successfully.

Managing Software Deployment
You can remotely check and update software installed on a client device.

Configuring with File Transfer

You can transfer a file on SD card by providing the folder name in which file can be transfer.
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1. Inthe devices tree, click the required machine.
2. Expand the right menu.
3. Click Software Deployment, and then click File Transfer.

In Target Folder Path, enter the folder name where you want to upload the file.

192.168.1.244 > FILE TRANSFER

eg. FolderName

* Target Folder Path:

* File Name: =< 4

Schedule Type: (® Execute Now () Execute Later

Click the file browser icon to browse the file to be transferred.
Click Upload button to upload the selected file.

In File Name, the uploaded filename will be displayed.

N oo v s

Select the required Schedule Type.

192.168.1.244 > FILE TRANSFER

* Target Folder Path: | Download eg. FolderName

File Name: | In.png < 2 UPLOAD
In.png
Schedule Type: (@ Execute Now () Execute Later

In.png Settings applied successfully. APPLY J CLEAR

8. Click Apply.

The Settings applied successfully message is display

You need to have a file manager application installed in work-profile to access the

transferred file in that particular folder.

Managing Software & Patch Install/Uninstall

You can view, install and uninstall software from a client device.

Installing Software:

To install software
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Click Apply.

Expand the right menu.

Select the applications to be installed.

< | » vxl software

In the devices tree, click the required device.

Click Software Deployment, then click Software& Patch Install/Uninstall.

Click New to install a new application. List of all company approved applications will be displayed.

The Software installation initiated message is displayed.

DEFAULT > SOFTWARE & PATCH INSTALL/UNINSTALL (

MAC Address

20-6A-B0-0C-70-1A
£0-6A-B0-0C-70-1A
80-6A-B0-0C-70-1A
80-6A-B0-0C-70-1A

20-6A-B0-0C-70-1A

¥ Anticipate - Browser Tool

| Chrome Browser - Google
|| Dropbox

| ES File Explorer File Manager

| Gmail

Software installation initiated

app:com.google.android.gms
app:com.google.android.webview
app:com.vxisoftware.fudmagent
hike messenger

SHAREIt: File Transfer,Sharing

A Package Name Uninstall
com.google.android.gms =z
com.google.android.webview =z
com.vxisoftware.fudmagent =
com.bsb.hike @
com.lenovo.anyshare.gps =z

Show | 5 v entries [< Showing 1 to S of S entries

rerres [wew]

A Package Name
com.pluscubed.anticipate
com.android.c hrome
com.dropbox.android
com.estrongs.android.pop

com.google.android.gm

Show | 5 ¥ entries | > Dlshowing 1 to 5 of 16 entries

APPLY | CANCEL

Uninstalling Software:

You can remotely uninstall software from an Android based device.

1. To uninstall software

2. Inthe devices tree, click the required device.

3. Expand the right menu.

4. Click Software Deployment, then click Software &Patch Install/Uninstall.
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DEFAULT > SOFTWARE & PATCH INSTALL/UNINSTALL ( SETTINGS

WILL APPLY TO ENTIRE GROUP)

MAC Address i *: Package Name Uninstall
80-6A-B0-0C-T0-1A Anticipate - Browser Tool com.plusc ubed.anticipate =z
80-6A-B0-0C-70-1A app:com.google.android.gms com.google.android.gms =z
80-64-B0-0C-70-1A app:com.google.android. webview com.google.android.webview =z
80-6A-B0-0C-70-1A app:com.vxisoftware fudmagent com.vxisoftware.fudmagent =
80-6A-B0-0C-70-1A hike messenger com.bsb.hike =z

Show 5 v entries < < D DShowing 11to 5 of 6 entries

Software Uninstallation initiated REFRESH | NEW|

5. Inthe table, select the software to uninstall.
6. Click the Uninstall icon.

The Software uninstallation initiated message is display.

Configuring Application Configuration Settings

You can view, install applications, also manage the policy, permissions and provide the restrictions for specific

android application on device.

Viewing Application Configuration
1. Inthe devices tree, click the required android device.
2. Expand the right menu.

3. Click Software Deployment, and then click Application Configuration.

192.168.1.121 = APPLICATION CONFIGURATION

Roftware | version Total Size Hidden Stat App Disable Blocked Sta Work Profile App Type  Compliance Action
Android 6.0.1 13.48MB  False False MA True System 1 E a s
System
Android E & o
System 51.0.2704.81 2821 MB  False False A True System a
Web\fiew
Anticipate - N
Browser  N& NA False False False True MA o ha -~
Tool
Basic 6.0.1 3585KB  False False A True System 1 Ea s
Daydreams
Bluetooth .
MIDI 601 1259 KB  False False T True System 1 Ea s
Service

Show | 5 ¥ |entries < < > > Showing 1 to S of 118 entries

NEW INSTALL
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Group: On group, organization approved applications list are displayed.

Node: On node after synchronize the applications which present on the agent device get

listed out along with their permissions and policy.

Installing applications

1.

2
3
4.
5
6
7

In the devices tree, click the required Android device.

Click New Install.

In the Source Type list, select the required source.

In the Source list, select the required source.

In the File list, select the required apk for application installation.

Select the required Schedule Type.

Click Apply.

The Installation schedule message is display.

App Disable

NA

NA

False

False

False

ANDROID > APPLICATION MANAGEMENT ( SETTI JILL APPLY TO ENTIRE
Software Name  Version Total Size Hidden Status
alogeat 261 12262 KB Fake
Amazon Shopping 6.7.1.300 10.16 MB False
Android Live 60

<
Wallpaper AT010028_s214_1¢ 7 MB Fabe
) s
ARG SYStem e ot g ATME Fake
Android System
102 s1as
Webview 51.02704.81 51.45MB False
‘App InstallUninstall

Source Type: | New Upload
Source: | HTTPS

Fie: | STC.apk
STC.apk
Schedule Type: ® Execute Now

LRV LS Qualified (1) Click for more details.

Execute Later

Blocked Status

NA

NA

NA

NA

NA

Widget Disable

Null

Null

Null

Null

HNull

False

False

True

True

True

Show| 5

=

Work Profile App App Type

User 1

User 1
System 1
System 1

System 2

¥ entes < < > )

Compliance Action

Ea-

Earc

|-
Showing 1 to § of 229 entries

Configuring Applications Policy:

You can able to enable /disable (i.e. ON/OFF) three type of policies from server:

*

Disable-This type of policy disables the application. (i.e. Options present on that application not

getting worked).

Block-This type of policy blocks the uninstallation of the applications. (i.e. Application doesn’t get

uninstalled).

Hide-Under this type of policy, application icon gets hide on Android device.
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192.168.1 243 = APPLICATION CONFIGURATION

Software

Name

Version Total Size

Android Live 6.0-

‘Wallpaper

Android
System
Android
System

Web\iew

AssistTouch

AT010a46_S 1.7 ME

6.0-
A7010a48_S 1387 ME

51.0.2704.81 51.45 MB

6.0-
2
ATO10a48 S BB

Atei_service 1.0 3.03 KB

Hidden Stat App Disable Blocked Sta Work Profile App Type  Compliance Action v

False

False

False

False

False

False

Fake

False

False

False

NA

MNA

NA

NA

NA

True

True

True

True

True

System

System

System

System

System

i@ ®

v entries  [< < > »|Showing 1 to 5 of 201 entries

NEW INSTALL

While applying these policies, the following conditions must get present.

1.For Disable Policy: App Disable column value must be True and App Type must be

System.

2.For Block policy: Work Profile column value must be True and App Type must be User.

3.For Hide policy: Work Profile column value must be True.

Applying policy:

v ok N e

Click Apply.

Select the required Schedule Type.

In the devices tree, click the required android device.

Apply policy as per conditions mentioned in note.

The Policy settings applied schedule message is display.
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192.168.1.243 > APPLICATION CONFIGURATION

ﬂ camer

Schedule Type:

Camera ROW_V5.8.F 35.65 MB

Show

Disable
e

@) Exccute Now

False

False

v entries |{ < > >|Showing 110 1 of 1 entries (fitered from 207 total entries )

NA

() Execute Later

Apps Policy Configuration Settings applied suc cessfully.

True

System

- Version Total Size Hidden Stat App Disable Blocked Sta Work Profile App Type Compliance Action
Ear

Configuring Applications Permission:

You can able set three type of permission from server:

1. Allow- Corresponding permission will be forcefully allowed to access for that application.
2. Deny-Corresponding permission will be forcefully denied to access for that application.

3. User Select-Correspond permission will be select as per user choice whether to allow / deny access for

that application.

Version Total Size

Name
Android Live &6.0-

Wallpaper A7010248 S LD

Android 8.0-

System AT010a48_S D

Android

System 51.0.2704.81 51.45 MB

Webisw

AssistTouch e 7825 KB
AT010a48_S

Atci_service 1.0 3023 KB

43 > APPLICATION CONFIGURATION

Hidden Stat App Disable Blocked S5ta Work Profile App Type

False

False

False

False

False

False

False

False

False

False

A

A

(RN

(SN

(SN

Show

True

True

True

¥ | entries

System

System

System

System

System

E &~

E a ~

[< < > >Showing 1 to 5 of 201 entries

MNEW INSTALL

The settings will only be applied to the devices running on Android version 6 and above.

Applying Permission on software:

1. Inthe devices tree, click the required android device.
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Select the required Schedule Type.

vk W

Click Apply.

The Permission settings applied schedule message is displayed.

192 168 1 243 = APPLICATION CONFIGURATION

Compliance Action ¥

E & o

Showing 1 to 1 of 1 entries (fitered from 201 total entries )

O

Show | & ¥ entries [ < » D|Showing 1to 5 of 31 entries

EX o
Software . . . . .
Nome Version Total Size Hidden Stat App Disable Blocked Sta Work Profile App Type
Chrome  51.0.2704.81 58.64 MBS False False NA True System
Show | 5 v |entries [< <> S

Permission Name Allow Denied Prompt

android permission \/IBRATE

om.android.launc her permission. INSTALL_SHORTCUT .

android permission RECEINVE_BOOT_COMPLETED ®

android permission. USE_CREDENTIALS

android permission. DOWNLOAD_WITHOUT_NOTIFICATION

Schedule Type | (@ Execute Now Execute Later

Appiication Permission Configuration Settings applied successfully

Configuring Applications Restriction:

Click Permission icon against the application of which you wish to change the permission.

Select the permissions to be set for that application against its respective Permission Name.

You can able to restrict the application by providing key and value from server (i.e.-key indicates the which

restriction is present on application and value indicated whether On/Off that restriction)

Applying Restriction on software:

In the devices tree, click the required android device.
Click Restriction icon present in data table.

Different key with their values are listed. Click on EDIT button

Click Save to save the restriction.

1
2
3
4. InValue, enter the required value as per data type.
5
6. Select the required Schedule Type.

7

Click Apply.

The applying Restriction schedule message is displayed.
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- Version Total Size Hidden Stat App Disable Blocked 5ta Work Profile App Type  Compliance Action

Chrome 51.0.2704.81 58.54 MB False True M False System 3 [ 5
Chrome L
Browser- NA NA False False False True NA ] Eacs
Google

Show | 5 v entries | < » »/Showing 1to 2 of 2 entries (fittered from 118 total entries)

ﬂ Print
cone we e

PrintingEnabled Booclean false EDIT

Show| 5 ¥ entries [< < » »|Showing 1101 of 1 entries (fitersd from 75 total entries )

Schedule Type: (®) Execute Mow () Execute Later

Request for settings update has been processed. LAUELLT M bl KW e (Tl T GRG E ETEN

Working with Manage Profile Policy Settings

You can configure various Profile Policy settings on the connected Android device.

Configuring Profile Policy Settings
You can configure various policies such as Bluetooth contact sharing, Cross-profile caller ID, Cross-profile

contact search on the connected Android device.

Viewing Profile Policy
1. Inthe devices tree, click the required device.
2. Expand the right menu.

3. Click Manage Profile Policy, then click Profile Policy.

192.168.1.243 = PROFILE POLICY
|| Bluetooth Contact Sharing
|| Cross-Profile Caller ID | Disable ||

|| Cross-Profile Contact Search | Disable ||

Mote : Bluetooth Contact Sharing settings will be only applied to the device which
has version & and above.

() Exetute Later

Schedule Type: (® Execute Now
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Configuring Profile Policy
1. Inthe devices tree, click the required device.
2. Expand the right menu.
3. Click Manage Profile Policy, then click Profile Policy.
4

On selecting the checkbox against the policy, its respective Enable/Disable toggle button will be
enabled.

v

Enable or Disable the required policy.
6. Select the required Schedule Type.
7. Click Apply.

The Profile Policy Settings applied successfully message is displayed.

192.168.1.243 = PROFILE POLICY VX

|#*| Bluetooth Contact Sharing -j

|| Cross-Profile Caller ID | Disable

|#*| Cross-Profile Contact Search -j

Mote : Bluetooth Contact Sharing settings will be only applied to the device which
has version & and above.

Schedule Type: (@ Execute Now Execute Later

Profile Policy Settings applied successfully. APPLY

Configuring Cross-Profile Widgets Providers Settings

You can allow a managed profile administrator to whitelist some apps to publish widgets on the home-screen
on the connected Android device.

Viewing Cross-Profile Widgets Providers
1. Inthe devices tree, click the required device.
2. Expand the right menu.
3. Click Manage Profile Policy, then click Cross-Profile Widgets Providers.

192.168.1.121 > CROSS-PROFILE WIDGETS PROVIDERS & v X

Cross-Profile Widget Providers

~ Software Name. ‘A Package Name | status

|  Play Store com.android.vending Enable

Show| 5 v entries < Showing 1o 1 of 1 entries

Schedule Type : @) Execute Now Execute Later

Configuring Cross-Profile Widgets Providers

1. Inthe devices tree, click the required device.
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2. Expand the right menu.

3. Click Manage Profile Policy, then click Cross-Profile Widgets Providers.

4. On selecting the checkbox against the widget, its respective Enable/Disable toggle button will be

enabled.
5. Enable or Disable the required widget.
6. Select the required Schedule Type.
7. Click Apply.

The Cross Profile Widgets Settings applied successfully message is displayed.

192.168.1.121 > CROSS-PROFILE WIDGETS PROVIDERS

Cross-Profile Widget Providers
|| Software Name ‘A Package Name
¥} | Play Store com.android.vending

Show | 5

Schedule Type : @ Execute Now Execute Later

Cross Profile Widgets Settings applied successfully

Configuring Cross-Profile Intent Settings

L Vv X

«| Status

Enable

¥  entries & D Showing 1 to 1 of 1 entries

The Cross-Profile Intents can whitelist sharing of particular content from apps within the personal profile to

the managed profile and vice-versa.
Configuring Cross-Profile Intents
1. Inthe devices tree, click the required device.

2. Expand the right menu.

3. Click Manage Profile Policy, then click Cross-Profile Intents.

192.168.1.243 = CROSS-PROFILE INTENTS

Cross Profile
Intent

Clear All Cross Flags: FLAG_MANAGED_CAMN_ACCESS_Pal

I Cross Profile Intent

Profile Intent

Actions: | —-Select--
Categories: | --Select--
Schemes: | —Select-
Diatatypes: —Select--

Schedule Type ©  (#) Execute Mow Execute Later

4. In Flags, select the required value.
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If you want the intent to forward from the work profile to the personal profile, select
FLAG_MANAGED_CAN_ACCESS_PARENT.

If you want the intent to forward the other way, select FLAG_PARENT_CAN_ACCESS_MANAGED.
In Actions, select the required value.

In Categories, select the required value.

In Schemes, select the required value.

In Data type, select the required value.

You can also add a custom value by selecting Custom option from the dropdown and enter the
required value in the textbox appearing next to the corresponding field.

10. Select the required Schedule Type.

11. Click Apply.

12. The Cross Profile Intents Settings applied successfully message is displayed.

Cross Profile Intent I Cross Profile Intent

192168 1.243 = CROSS-PROFILE INTENTS SV X

Clear All Cross Profile

[T Flags: FLAG_MANAGED_CAM_ACCESS_PARENT v
Actions: | android.intent.aetion. CALL v

Categories: | android.intent.c ategory. TEST v

Schemes:  -Select- M

Datatypes: | --Select-- v

Schedule Type:  (®) Execute Now Execute Later

Cross Profile Intent Settings applied successfully. APPLY

Configuring Clear All Cross-Profile Intents

In Clear All Cross-Profile Intents, you can clear all the previously applied intents which were applied to the

device.

8.

N o v s~ w N

In the devices tree, click the required device.

Expand the right menu.

Click Manage Profile Policy, then click Cross-Profile Intents.
Click Clear All Cross-Profile Intents sub-menu.

Select the checkbox to enable the Enable/Disable button.
Toggle the button to Enable state.

Select the required Schedule Type.

Click Apply.

The Cross Profile Intents Settings applied successfully message is displayed.
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243 = CROSS-PROFILE INTENTS

|Cf055F‘r°ﬁ'e Intent I Clear All Cross Profile Intent

Clear All Cross
Profile Intent [#) Clear Cross Profile Intent | ERSHEN

Schedule Type: () Execute Mow () Execute Later

Clear All Cross Profie Intent Settings applied successfully.
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Working with the Device Manager for Apple iOS

Viewing General Information

Under System Information, you can also view the following general information:

Viewing System Information

System Information
System Profile
Certificate Details
Application information
Security information
Profile List

Provision Profile List

System Information provides an overview of system-related information for a network-connected device.

The information displayed is specific to the operating device. For example, the information displayed for an

Android based device will be different from the information displayed for a iOS based device.

To view system information

1. Inthe devices tree, click the required device.

2. The System Information pane is display.

192.168.2.145>SYSTEM INFORMATION

| System Profile
|AppHEatmn Information
| certincats Detaiis

| Security Information

| Prosie tist

| Provisian Profie wist

MAC Address: 35 876205 730940 6
Group Name: ANDROID

05 Name: i0s

Modet ME4378

IMEI Ne 35 876205 730940 6
Latitude: na

Name: AKB's Phone
Storage Gapacty 2585GB

Celular Technology 1

Supervised False

Data Roaming Enabled True

Device Locator Enabled False

Active ITunes Store Account:  False

Passcode Compliant True
Cloud Backup Enabled: False

Awatting Configuration False

Product Name iPhones 2
Modem Firmware Version: ~ 7.01.00
Maximum Resident Users: 0

Bluetooth MAC: 90:b9:31.78:bas6e
SIM Carrier Netvork: Vodafone India
SubscriberMCC T

Current MGG 404

Host Name:
LAN IP Address:

05 Version

Image Buid No.

External Storage Free
Longftude:

Serial Humber

Battery Level

Currently Roaming

Voice Roaming Enabled:
Personal Hotspot Enabled
Do Not Disturb Enabled:
Passcode Present
Activation Lock Enabled
uDID.

Model Name:

MEID:

Is DM Lost Mode Enabled:

1cCID
WIFi MAC,
Garrier Settings Version

SubscriberMNC:

Current MNG

Syslem Information SYSTEM INFORMATION

AKB's iPhone
192.168.2.145
1002

142456

2398 GE

na
DNPLM4S9FFGG
99%

False

False

False

False

True

False

iPhone
A

False

A
90:69:31:78:ba6b
A
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Viewing System Profile

Restriction type displayed which comes under particular system.

To view the system profile

1. Inthe devices tree, click the required device.

2. Under System Information, click System Profile.

192.168.2.145>SYSTEM INFORMATION

| System Information

System Profile

| Avstication inormation
| certcats petais

| secuty information

| Profie List

| Provision Profile List

Restriction Type
GlobalRestrictions
GlobalRestrictions
GlobalRestrictions
GlobalRestrictions

GlobalRestrictions

Restriction Subtype

restrictedBool
restrictedBool
restrictedBool
restrictedBool

restrictedBool

4 Restriction Name

allowiActivity Continuation

allowAddingG ame CenterFriends

allowiAppinstalation

allowAssistant

allowAssistantWhileLocked

Show| 5

Value

False
False
False
False

False

¥ lentries [< < > | Showing 110 5 of 143 entries

Viewing Application Information

All detailed information about each of the applications installed in the selected device are listed out. The

information includes the following: Software Name, Package Name, Version Name, Description, Last Update

Date, Install Location, Install Size, Data Size, Total Size, Hidden Status, App Disable, Blocked Status, Widget

Disable, Work Profile App and App Type.

182.168.2.145>SYSTEM INFORMATION AV
|System Information APPLICATION INFORMATION
| System Profile ﬂ = -2
Application Information Application ID Application Version Application Short Version Application Name Bundle Size (Byte) Dynamic Size (Byte)

| Certiicale Detalls com.verixo pushnofiication 10 10 PushChatStarter 798824 183512
|SEE“”W Information com TapMedial td. ORReader 5921 592 QR Reader 38469632 31281152
| Profile List com mixerbox QR 012 012 QR Scanner 3432448 1208320
| Provision Profile List comExapps fres 2 Scanners 2 101 R Code 3235840 5316508

com.yu.Moto01 21 21 Gold cup 31055672 10911744

com.vxlsoftware VolPTest 1 1.0 VolPTest 27516928 69632

com.oned7 payim so7 571 Payim 54616064 11042816

com followmee FolowhiceFree  40.45 a0 Folowhice 4161536 266240

Show| 10 v entries [< < > | Showing 1 to 8 of 8 eniries
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Viewing Certificate Details

All system and manually added certificates are listed out in certificate details where all information about all

certificates present in device such as Certificate name, issued to, Issue by, Valid from date and Valid to date is

display.

192 168 2 145>5YSTEM INFORMATION

CERTIFICATE DETAILS

Certificate Name

| System Information
| System Profile
|Anp\matmn Information

Cerfificate Defails

| Security Information

CA
EARTH vdicom

| Profile List Identity

| Provision Profile List

Type
False
False

True

Show 10 v |entries |{ < > | Showing 1103 of 3 entries

iiii
o
=
x

Viewing Security Information

192.168.2.145>SYSTEM INFORMATION

| System Information SECURITY INFORMATION

| System Profile ﬂ

| Application Information HardWare Encryption Passcode
Caps 4 Present

| Ceriificate Details

Security Informafion

[ Proie List

Passcode
Compliant
Data Protection True True

Passcode Compliant With
Profile

True

Passcode Lock Grace
Period

0

Show 10 v

entries [< < > | Showing 11e 1 of 1 entries

|vai5imn Profile List

Viewing Profile List
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192.168.2.145>SYSTEM INFORMATION

| System Information

| System Profile
|App|ma(mn Information
| Certificate Details

| Security Information

Profile List

| Provision Profile List

Profile Name 4
CalDAVPayload
CalDAVPayload

CardDAVPayload
Fusion EMM
LDAPGonfigPayload

LDAPConfigPayload

PasscodePolicy
RestrictionPolicy

RestrictionPolicy

SubscribedCalendars

< | » vxl software

Certificate Name
CalDAVPayload. ASDES984-820F-44AA- AT65-CEF883E89203
airplay.C780CB1C-T02E-4302-81A4-7B5070DFESD1
CardDAVPayload 9B5CATED- 15F6-4689-9C9E-
346FFB40E630

ca

LDAPConfigPayload D95114FB-FBBC-46A0-B586-
BB75C6330BAE
LDAPConfigPayload.CD378767-30A2-45DC-802D-
BE34F266626F

Passcode. FOCECAF1-76FA-4608-B704-D1C5229FDETS
Restrictions. 918F7408-9EBE-4FC7-834E-E1817EAF 2FF9
Restrictions. 855812A0-0376-42AC-AEB4-FAICT26755A8
SubscribedCalendars.62B0D2F 0-5F54-49AD-958E-
406430893FEA

Type

com.apple unknovn

com.apple. airplay

com.apple.carddav.account

Description
Configures security-related items
Configures security-related items
Configures security-related items

Provides device authentic ation

com.apple.securty pem

com.apple.idap.account

com.apple ap.account
com.apple. mobiledevice passwordpoiicy
com.apple. applicationaccess

com.apple.applicationaccess

(cerliicate).

Configures security-related items.

Configures security-related items.

Configures security-related items
Configures security-related items

Configures security-related items

com.apple.subscribedcalendar.account  Configures security-related tems

Show | 10

=
Organization
VXL Software
VAL Software

VAL Software

VXL Software

VL Software

VKL Software

VAL Software
VL Software
VAL Software

VAL Software

v entries K < > | Showing 1 to 10 of 14 entries

PROFILE LIST

2 -

Action

X XX X X

x

Viewing Provision Profile List

192.168.2.145=SYSTEM INFORMATION

| System Information
| System Profile

| Application Information
| certtcats petais

| Security Information

|Pruﬂ\e List

Provision Profile List

Name

i0S Team Provisioning Profile: *

i0S Team

ing Profile: com.

FUDI g

i0S Team Provisioning Profile: com.vxisoftware FusionEMMAgent

i0S Team Provisioning Profile: com.vxisoftware. TempFUDMAgent

i0S Team Provisioning Profile: com vxisoftware ViolPTest

i0S Team Provisioning Profile: com vxisoftware ViolPTest

VericoNotification
VerixeNotification

A UUD

T9f8bed7-ee79-4cB8-bedc-d3682a073502
SeT4cOfe-5673-4696-bd65-5¢395eT1 7066
6c3ded3d-041b-4043-b12d-97badbbB0076
ec4122bb-3828-4d05-Boec-846f8632¢3f6
‘10e1dcbb-89d-4173-9a70-824aac4706f1
a48cadbe-e143-4bc2-8557-5dd064242bch
3369fe11-0a8f-4862-afb2-6ffadf 113975
T805b3d8-38ab-44d9-be02-2ad83e 1086fa

Show 10

PROVISION PROFILE LI

Expiry Date

2017-11-02 10:34:59
2017-11-16 09:18:44
2017-11-16 09:46:13
2017-11-15 11:54:37
2017-11-28 06:41:11
2017-11-28 12:40:13
2017-11-15 05:36:44
2017-11-08 12:33:09

v entries [< < > »| Showing 1108 of 8 entries

2 =

Configuring System Settings

Configuring Wifi Connection Manager Settings

User able to Add and View connections

Viewing the List of network connections

1.
2.
3.

Fusion EMM : User Guide

User able to refresh table content by click on REFRESH button.

Click on system settings then click on Network Settings & then click on WIFI connection manager.

WiFi connection manager module displayed list of connections present on device and made by user.
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192 168.1.180 = WIFI CONNECTION MANAGER SV X

_ Security Type Auto Connect Hidden Network

(] verico_test NOME False False

Show | 5 v |entries < < » | Showing 11to 1 of 1 entries

REFRESH

Adding a network connection

Click on system settings then click on Network Settings & then click on WIFI connection manager.
Click on New Button to add new connection.

User able to enter all mandatory data.

Select Security type from drop down value.

Enter password for WIFI connection.

o v~ w N oR

Click on APPLY button to create connection.

192.168.1.180 > WIFI CONNECTION MANAGER

Security Type Auto Connect Hidden Network
(] verico_test NOME False False

Show 5 ¥ entries [< < > > Showing 1to 1 of 1 entries

[reaesn [wew
SSID | test
Auto Connect ||
Hidden Network | |
Security Type = WEP v
Password

Proxy Settings  None v

WIFI Connection Settings applied successfully. APPLY | CLOSE

7. WIFI connection settings applied successfully message displayed.

8. Click on CLOSE button to close connection form
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Configuring Connection Manager

User able to Add and View Email, Exchange and VPN connections.

Viewing the List of VPN connections

1. Click on System Settings then click on Network Settings & then click on Connection Manager.
2. Connection Manager module displays the list of connections made by user.
3. User able to refresh the table content by click on REFRESH button.

192.168.1. ONNECTION MANAGER

I Connection Manager

e comen e

TestWPN WPN

Show| 5 v entries [{ < » | Showing 1to1of 1 entries

[rerresr [ ven|

Adding a VPN connection

2. Click on System Settings then click on Network Settings & then click on Connection Manager.
3 Click on New button to create a new connection.
4, By default, connection name Email is selected. Select VPN connection.
5 Enter Connection Name, click on Next button to open new connection form.
192.168.1.229 > CONNECTION MANAGER
I Connection Manager
oot coennee
TestyPMN VPN
Show 5 ¥ entries < < » »| Showing 1t 1 of 1 entries
=3
Connection Type = VPN v Connection Name | test
6. User able to enter all mandatory data.
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Select checkboxes as per instructions given.

Connection Name | test
Connection Type LaTP
Server Name/IP Address: | 192 168.1.30

Account: | yxl
Yusernamete” will fetch the appropriate User
MName mapped to the device

User Authentication: = Password v

Password: | s

Shared Secret: | vxlinfo

Send All Traffic: | |
Allows you to establish VPN connectivity automatically without user intervention. You can
specify the domains for which this operation has to be performed.

Enable VPN On-Demand: | |

Proxy Settings: Nene

APPLY | CANCEL

8. Click on APPLY button to create connection.

9. iOS VPN connection Settings applied successfully message displayed.

Connection Name vl
Connection Type L2TP
Server Name/IP Address: 192 168.1.30
Account: | vl

Yhusernamet” wil fetch the appropriate User
Mame mapped to the device

User Authentication: Password
Password: | =

Shared Secret: vl Info

Send All Traffic: | |
Allows you to establish VPN connectivity automatically without user intervention. You can
specify the demains for which this eperation has to be performed.
Enable VPN On-Demand: | |

Proxy Settings: Mone

APPLY | CANCEL

i05 VPN Connection Settings applied successfully.
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Adding a Email connection

Click on System Settings -> Network Settings -> Connection Manager.
Click on New button to create a new connection.

Choose ‘Email’ as the Connection Type (This is the default)

Sl

Enter a connection name and click on the Next button to open a New Connection dialog box.

Account Description: | Testiccount
Accounttype: POP v

User Display Name: | Test

Email Address:* | admin@vxiscftware.com
|| Allow move
#® Incoming Mail Outgoing Mail
Mail Server and Port:  mail.vxlsoftware.com 25

User Name: | Administrator
Authentication Type: | hone v

Password;« | oo

|#| Use SSL

5. Fillin all the mandatory data.
6. Click on Apply to create a connection.

7. i0S Email connection Settings applied successfully message is displayed.
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Account Description: | TestAccount

Account type: | POP M
User Display Name: | Test

Email Address: + | admin@vxlsoftware.com

] Allow move
® Incoming Mail () Outgoing Mail
Mail Server and Port:  mail vxlsoftware.com ]
User Name: | Administrator
Authentication Type: = Mone r

Password: s | s

|# Use 551

i0S Email Connection Settings applied successfully. CANCEL

Adding an Exchange Connection

Click on System Settings -> Network Settings -> Connection Manager.

Click on New button to create a new connection.

Choose ‘Exchange’ as the Connection Type.

Bl S o

Enter a connection name an click on the Next button to open a new connection dialog box.

Account Name:+ | TestiFhone

Exchange Active Sync+ | 152 188122
Host:
[ Allow move
] allow Recent Address Syncing
] Use only in mail
¥ Use SSL

) Use SMIME

Domain:+  vulsoftware.com
User Name:~ | Testlser

Email Address: = | vxladmin@vxlsoftware.com

Password:+ | soeeees
Past Days of mail to Sync:+ 1day v
Identity Certificate: :+  cacertort E

(] Make Identity certific ation compatiable with ios4

5. Fillin all the mandatory data.
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6. Click on Apply to create a connection.

7. i0S Exchange Connection added successfully message is displayed.

Account Name:

Exchange Active Sync
Host:

Domain:

User Name:

Email Address:

Password:

Past Days of mail to Sync:

Identity Certificate: :

TestiPhone

192.168.1.32

|| Allow move

|| allow Recent Address Syncing
|| Use only in mail

|#| Use SSL

[ Use SMIME

vxlsoftware.com

TestlUser

vxladmin@vxlscftware.com

1 day

cacert.crt

|| Make Identity certific ation ¢ ompatiable with icsd

i0S Exchange Connection Settings applied successfully.

Working with Security Settings

Configuring Password Policy Settings

You can change security settings for a group of devices or a single device.

You can configure the password policy for a remotely connected device.

The following password type can be set from the server:

¢  Numeric: PIN/ Password

The user must have entered a password containing at least numeric characters.

¢ Alphabetic: Password

The user must have entered a password containing at least alphabetic characters.

¢  Alphanumeric: Password

The user must have entered a password containing at least both numeric and alphabetic characters.

¢ Complex: Password

The user must have entered a password containing at least a letter, a numerical digit and a special

symbol.

¢ Unspecified: None/Swipe/Pin/Pattern/Password

The policy has no requirements for the password.
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¢ Something: Pin/Password/Pattern
The policy requires some kind of password or pattern, but doesn't care what it is.
¢ Numeric (Complex): Pin/Password
The user must enter a password containing at least numeric characters with no repeating (4444) or

ordered (1234, 4321, 2468) sequences.
To configure Password settings

1. Inthe devices tree, click the required device.
2. Expand the right menu. Click Security Settings, and then click Password Policy.

3. Select the required Password quality.

192.168.1.180 = PASSWORD POLICY S v X

I 105 Password Policy

Password quality: | Unspecified(Mone/Swipe/Pattern/Pin/Password) v

Minimum length 5 v

Minimum number of complex characters [ v
Maximum age in days 2 weeks M

Passcode History 50 v

Maximum grace period before lock 4 hours v
Maximum number of failed attempts. 10 v

Maximum auto-lock time 5 minutes M

2. The following fields are displayed for each password type:
¢ Maximum inactive time to lock device
¢ Password history length
¢ Maximum failed password attempts for wipe
¢ Password expiration timeout

¢ Minimum password length

For Alphabetic password type, following extra fields are displayed:
¢ Minimum lower case letters
¢ Minimum upper case letter

For Alphanumeric password type, following extra fields are displayed:
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11.

12.

< ‘» vxl software

¢ Minimum letters

¢ Minimum lower case letters

¢+ Minimum upper case letter

¢+ Minimum non-letters characters
¢ Minimum numeric digits

For Complex, Unspecified, Something, Numeric (Complex) password type, following extra fields are
displayed:

¢ Minimum letters

¢ Minimum lower case letters

¢+ Minimum upper case letter

¢ Minimum non-letters characters
¢ Minimum numeric digits

¢ Minimum symbols required

In Password Minimum Letter, enter the minimum number of letters a password must contain.

In Password Minimum Lower Case, enter the minimum number of lower case letters a password must
contain.

In Password Minimum Upper Case, enter the minimum number of upper case letters a password must
contain.

In Password Minimum Non Letter, enter the minimum number of non-letters password must contain.
In Password Minimum Numeric, enter the minimum number of digits a password must contain.

In Password Expiration Timeout, enter the number of days to expire the user's password.

In Password Minimum Symbols, enter the minimum number of symbols a password must contain.

In Password History Length, enter the number of new passwords the user needs to use before using an
old password.

In Maximum Failed Password for Wipe enter the maximum number of times an incorrect password
can be entered before the device is locked or its data is wiped out.

Click Apply.
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The Password Policy Settings applied successfully message is display.

192.168.1.180 = PASSWORD POLICY

I 105 Password Policy

Password quality:

Password Requirements

Minimum length

Minimum number of complex characters
Maximum age in days

Passcode History

Maximum grace period before lock
Maximum number of failed attempts.

Maximum auto-lock time

Password Pelicy Settings applied successfully.

Unspecified| None/Swipe/Pattern/Pin/Password)

5

o

2 weeks

50

4 hours

10

5 minutes

Configuring Security Policy Settings

You can set various security policies to a remote device on the network.

User able to Allow or Restrict security policies.

192 168 1 169 > SECURITY POLICY

Supervised Restriction

08 Device Functionality
Device Funclionality
T Allow Camera
Apps Allow Screen Capture
Safari Vaice Dialing
iCloud Settings Allow Siri
e Allow Siri while device is locked

Force Siri Profanity Filter
Activity Continuation
Notification on lock screen
Video Conferencing _

Allow Music Service _

Radio Servie [Resiet ]

Schedule Type:

@ Execute Now Execute Later

Fusion EMM : User Guide

Page 209 of 295



< | » vxl software

Configuring Device Functionality
User able to Allow or Restrict Device security policies (like enable/Disable camera).

ECURITY POLICY gV X

108 Device Functionality

Device Funcfionality
Allow Camera

Security
Apps Allow Screen Capture
Safari Voice Dialing
iCloud Seftings Allow Siri
Privacy

Allow Siri while device is locked

Supervised Restriction

Force Siri Profanity Filter
Activity Continuation
Notification on lock screen
Video Conferencing

Allow Music Service

@
s
i
=
2

Radio Service
Schedule Type: | Execute Later
User Restriction Policy Settings applied successfully. APPLY

Configuring Security

User able to Allow or Restrict security policies related to applications.

192.16 9> SECURITY POLICY * v X

| 108 I Security
Device Functionality

Share data from Managed Apps fo Unmanaged Apps

Apps Use AirDrop te share data from Managed Apps
Safar ‘Share data from Unmanaged Apps to Managed Apps
iCloud Setiings Force Encrypted Backups
[Py Allow Bassbook while device is locked

Supervised Restriction

Allow users to T [Restriot ||

Automatic updates for trusted certificates

Force to enter Password for Tunes and App Stors downloads
Force password for Afay outgoing requests

Force passwor for Alay incoming requests

Force Wrist to access. Apple Watch | Ne u
Allow user to add or modify fingerprint

Explict musi or vidso content

Background Sync While Roaming

Schedule Type: (@ Execute Now  Execute Later

User Restriction Poicy Setings applied successiuly. APPLY

Configuring Apps

To Restrict or Allow the policies related to application.
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192.168.1.169 > SECURITY POLICY v X

| ios I Apps
Device Functionality
ceeumy Apps Removal
Apps Unautherized Enterprise Apps O
Satarl In App Purchase
iCioud Setings Allow MTunes Store
Privacy

Alow You Tube
Ul App Instatiation

Schedule Type: ® Exeoute Now  Execute Later

Supervised Restriction

User Restriction Policy Settings applied successfully APPLY

Configuring Safari

To Restrict/Allow the Safari browser.

1921 SECURITY POLICY v
| 03 I Safari

Device Functionality

Secury Allow Safari

e Allow Autofil
Force Fraud Warning

iCloud Seftings Allow Javascript

(I Allow Pop-ups

Supervised Restriction
Enable Cookies | Ahays M

Schedule Type: (®) Execute Now  Execute Later

User Restriction Poicy Saiings applied successfuly.

Configuring iCloud Settings
To restrict or Allow iCloud settings.

VX
| ios I iCloud Settings
Device Functionality

secuny Device Backup on iCloud
Apps Sync iCloud Managed Apps data
Safari iCloud Data Sync
iCloud Setiings Allow Photo Stream
ey Shared Stream

Supenvised Restriction
iCloud Keychain Sync
SynciCloud Photo Library
Enterprise book backup
Enterprise book metadata sync

Schedule Type: (@) Execute Now Execute Later
User Restriction Policy Seftings applied successfuly.

Configuring Privacy

To restrict /Allow the privacy settings.
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192.168.1.169 > SECURITY POLICY

i0S

[ o

Device Functionality
Send Diagnostic Data to Apple
Security . o

Apps Force limited Ad tracking
Safari Access of control center on lock screen

iCloud Settings Allow Today View

Supenvised Restriction
User Restriction Policy Setiings appied successfully

Configuring Supervised Devices Only

To restrict/Allow the security policies for supervised device.

[

Alkow Noerication Center [

Schaduln Type: ® Exncute tow Execute Lot

Configuring Lost Mode Settings

Lost Mode feature is used to lock an iOS device instantly and keep track of its location. Lost Mode locks the

device with a passcode thereby denying access to the personal information.

Choose the desired device from the devices tree.

Expand the right hand side menu and click on Security Settings

Select Lost Mode.

Enter a message to be displayed on the device in the Message textbox.
Enter the phone number of the lost device in Phone number textbox.

Enter a footnote in the Footnote textbox.

N o ok~ w DR

Click on the ENABLE button.
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‘Lost Mode Settings applied successfully’ summary message is displayed.

192.168.1229 = LOST MODE

I Lost Mode

Message Helo

Phone number = S876543210
Footnote  Test

Note; Settings applicable only for supervised
device.

Lost Mode Settings applied successfully. ENABLE

8. Disable button is displayed only after the task is successful and sync gets applied.

The settings will only be applied on supervised devices.

Configuring AirMirroring Settings
Mirror the screen of iPhone, iPad or iPod touch on any Apple TV using this feature.
On your iOS device, swipe up from the bottom of your screen to open Control Center. In Control Center,

tap Air Mirroring, then select your Apple TV from the list.

1. Choose the desired device from the devices tree.

2. Expand the right hand side menu and click on Security Settings
3. Select AirMirroring.

4. Click on the NEXT button to add new device details.
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192 168.2.78 > ARMIRRORING

I AirPlay Mirroring

MacAddress DestinationName  DestinationlD SacnTime PassWord Mirroring R It irroring

REFRESH j NEXT

Destination Name
Destination Device 1D
Scan Time

Password

Enter the name of the destination device in Destination Name textbox.
Enter the device ID of the destination device in the Destination Device ID textbox.
Enter the scan time in the Scan Time textbox.

Enter the password in the Password textbox.

O ® N v

Click on the Apply button.

‘i0S Airplay Mirroring Settings applied successfully’ summary message is displayed.

192 1681229 = AIRMIRRORING SV X
I AirPlay Mirroring

MacAddress DestinationN DestinationlD SacnTime PassWord MirroringResult StopMirroring

REFRESH | NEXT

Destination Name @ Test
Destination Device ID | 0123-458
Scan Time S0

Password | seeee

i0S AirPlay Mirroring Settings applied successfully. APPLY § CANCEL

Configuring AirPlay Settings

AirPlay allows to connect AirPlay-compatible devices together, allowing you to wirelessly stream music
amongst other things. AirPlay even allows mirroring your entire display on the TV with minimal delay. Airplay
works over a WiFi connection.
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Select AirPlay.

LA

Choose the desired device from the devices tree.

Expand the right hand side menu and click on Security Settings

Enter a valid Username and Password in the respective text boxes.

Click on the Apply button.

‘i0S Airplay Connection Settings applied successfully’ summary message is displayed.

192 168.1.229 = AIRPLAY
I Airplay
Username

Password

Administrator

i0S Airplay Connection Settings applied successfully.

Working with Administration Settings

Configuring Certificate Manager Settings

User can view the list of certificates available or can upload a new certificate on an iOS device.

1. Choose the desired device from the devices tree.

2. Expand the right hand side menu and click on Administration.

3. Select Certificate Manager.

4. The list of certificates present on the device will be displayed.
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192168278 = CERTIFICATE MANAGER « VX

I Certificate Manager

Certificate Name Type
CA False
Identity True

1592.168.4.249 False

Show| 10 ¥ |entries [< < > > Showing 1 to 3 of 3 entries

5. Click on NEW button to upload a new certificate.

6. Enter the certificate name in the Certificate Name textbox.

7. Click the v icon to browse the certificate file.
8. Click on the Upload button to upload the selected certificate file.
9. Click on the APPLY button

‘Certificate Settings has been applied’ summary message is displayed.

Certificate Name: | Test Cert

File Name: | Distdbl.crt < A UPLOAD

Distdb1.crt
Schedule Type: ® Exscute Now Execute Later

Certificate settings has been applied. APPLY § CLOSE

Configuring Wallpaper Settings

You can set wallpaper to a remote iOS device on the network.

In the devices tree, click the required device.
Expand the right menu.

Click iOS device, then click Administration Settings
Select Wallpaper Settings

In File Name textbox, enter the File name.

In File, browse the wallpaper image.

N o v ok w bR

Select Screen Type from dropdown list.
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8. Click on APPLY button

The Settings applied summary message displayed.

192.168.1.229 = WALLPAPER - VX
I Wallpaper

* File Name:  Test
File: Lakeipg =

Mote:.png & jpeg files only

* Screen Type: Home and Lock Screen

Mote: Settings applic able only for supervised device.

i0S Wallpaper Settings applied successfully. APPLY

The settings will only be applied on supervised devices.

Configuring Global Proxy Settings
Global HTTP proxy is a feature that can only be applied to iOS Supervised devices. By imposing this profile on

the user’s mobile devices, you can ensure that the internet connectivity is always re-directed through

one proxy.
1. Inthe devices tree, click the required device.
2. Expand the right menu.
3. Click iOS device, then click Administration Settings
4. Select Global Proxy Settings.
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192.168.1.229 = GLOBAL PROXY SETTINGS SV X

I Global Proxy Settings

Name:

Proxy type:

Server:

Server port:

Username:

Password:

Proxy PAC URL:

Manual r

reveal

|| Allow PAC fallback
|| Allow captive login

Mote: Settings applic able only for supervised device.

In Name textbox, enter name of Global Proxy settings.

Select Proxy type from drop-down list.

In Server Port, enter port number of server.

5
6
7. Enter Server name in Sever textbox.
8
9

Enter Username and password

10. After selecting reveal label, it shows the actual entered password and on selecting hide, it shows the
password in encrypted format.

11. In Proxy PAC URL, Enter the URL link for proxy PAC.

12. Click on Apply button.
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192.168.1229 = GLOBAL PROXY SETTINGS SV X
I Global Proxy Settings

Name: | TestConn
Proxy type: | Manual v
server: | 192.168.1.32
Server port: | 455
Username: | Administrator

Password: | seeses
revesl

Proxy PAC URL: | testserver.com

|| Allow PAC fallback

|| Allow captive login
Mote: Settings applic able only for supervised device,
Global Proxy Settings Settings applied successfully. APPLY

The settings will only be applied on supervised devices.

Configuring Calendar Subscription Settings

Calendar subscriptions are a great way to stay up to date with holidays, sports, social media, and more. And
with iCloud, you see all the calendar subscriptions across all devices.

1. Choose the desired device from the devices tree.
2. Expand the right hand side menu and click on Administration

3. Select Calendar Subscription.
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192.168.1.229 = CALENDAR SUBSCRIPTION

I Subscribed Calendars:

Account Description:
Calendar URL:

Account User Name:
Note: “ausername’s’ / "Yoemail%’ wil get the appropriate User Name/Email Address, mapped to the device.
Account Password:
reveal
Use S5L for mail communication: (® es Mo

APPLY

Enter a description In the Account Description textbox.

Enter a valid calendar URL in the Calendar URL textbox.

Enter a valid Username and Password in respective text boxes.
Click on ‘reveal’ to view the password.

Choose the desired option for ‘Use SSL for mail communication’

w ® N o un bk

Click on the Apply button.

‘Calendar Subscription Settings applied successfully’ summary message is displayed.

192.168.1 229 = CALENDAR SUBSCRIPTION

I Subscribed Calendars:

Account Description: | TestAccount
Calendar URL: | hitps:/ftesturl.comic alendarsubsc ription

Account User Name: | “husemnames
Note: “username’ / "Woemail%’ will get the appropriate User Name/Email Address, mapped to the device.

Account Password:

Use 55L for mail communication: @ “es Mo

Calendar Subscription Paylead Settings applied successfully. APPLY

Configuring Contact Settings

Contact profile can be created on device using the feature.

1. Choose the desired device from the devices tree.
2. Expand the right hand side menu and click on Administration.

3. Select Contact.
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Use S5L for mail communication:

68.1.220 = CONTACT

Account Description:
Account Display Name:
Port:

Principle URL:

Account User Name:

Note: “username” / "Yoemail®’ wil get the appropriate User Name/Email Address, mapped to the device.

Account Password:

reveal

) Yes Mo

APPLY

Enter a description in the Account Description textbox.

Enter a display name in the Account Display Name textbox.

Enter a valid URL in the Principle URL textbox.

Enter a valid Username and password in the respective text boxes.

4
5
6. Enter the port number in Port textbox.
7
8
9

Click on ‘reveal’ to view the password.

10. Choose the desired option for ‘Use SSL for mail communication’.

11. Click on the APPLY button.

‘Contact Settings applied successfully’ summary message is displayed.

Fusion EMM :

1921682 78 = CONTACT
I Contact

Account Description:
Account Display Name:
Port:

Principle URL:

Account User Name:

Account Password:

Use 55L for mail communication:

Schedule Type

Contact Settings applied successfully.

User Guide

Test contact

Test Account

3045

hitps Mesturl.com/

Yousernamet
Note: "susername’’ / “Yoemail%” will get the appropriate User Name/Email Address, mapped to the device.
revesl

) Yes Mo

®) Execute Now Execute Later

APPLY
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Configuring Calendar Settings

Date-time and calendar features can be set from the server to the device using this feature.

1. Choose the desired device from the devices tree.
2. Expand the right hand side menu and click on Administration.

3. Select Calendar.

1921681229 = CALENDAR SV X
I Calendar

Account Description:
Account Display Name:
Port:

Principle URL:

Account User Name:
Note: "busername®” / "Yoemail%’ will get the appropriate User Name/Email Address, mapped to the device.
Account Password:
revesl

Use S5L for mail communication: @ ‘es Mo

APPLY

Enter a description in the Account Description textbox.
Enter a display name in the Account Display Name textbox.
Enter the port number in Port textbox.

Enter a valid URL in the Principle URL textbox.

Enter a valid Username and password in the respective text boxes.

W © N oo v s

Click on ‘reveal’ to view the password.
10. Choose the desired option for ‘Use SSL for mail communication’.
11. Click on the APPLY button.

‘Calendar Settings applied successfully’ summary message is displayed.
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Account Description: | Test calendar
Account Display Name: | Test Account
Port: | 5028
Principle URL: | hitps:/itesturl.com/

Account User Name: | %usernames
Note: “username®’ / "eemail%’ wil get the appropriate User Mame/Email Address, mapped to the device.
Account Password: | seeseeen
revesl

Use SS5L for mail communication: #® Yes | Mo

Schedule Type ® Exscute Now Execute Later

Calendar Settings applied successfully. APPLY

Configuring LDAP Settings

1. Choose the desired device from the devices tree.
2. Expand the right hand side menu and click on Administration.

3. Select LDAP.

R | -

Account Description
Account Username
Account Password
Account Hostname

Use 5L [

Search Settings

ﬂ Show | 10 ¥ entries
I s - st

Mo data available in table
Showing 0 to 0 of D enfries
Description
Search Base
Scope  Base v

Schedule Type (@ Execute Now  Execute Later

4. Enter a description in the Account Description textbox.
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Enter a valid Username and Password in the respective text boxes.
Enter a hostname in the Account Hostname textbox.
Select the SSL checkbox as required.

In the Search Settings section, enter the Description, Search Base & select Scope as required.

w ® N o v

Click on the ADD button to add the details.
10. Click on the APPLY button.

‘LDAP Settings applied successfully’ summary message is displayed.

VXL > LDAP (SETTINGS WILL APPLY TO ENTIRE GROUP)
EN | -
Account Description vl
Account Username  vxlsupport
Account Password | -+
Account Hostname  viclsofwaresolutions
Use SSL
Search Settings
Show| 10 ¥ entries
Description Search Base Scope Action
Test Basic Base X
Showing 1t 1 of 1 eniries
Description | Test
Search Base  Basic
Scope | Base v
400 |
Schedule Type (® Execute Now  Execute Laler
LDAP Settings applied successfully

Working with Software Deployment Settings

Configuring Software & Patch Install/Uninstall Settings

You can remotely check and update software installed on a client device.

You can view, install and uninstall software from a client iOS device.

Installing Software:

1. Inthe devices tree, click the required device.
Expand the right menu.
Click Software Deployment, then click Software& Patch Install/Uninstall.

It will show the list of installed applications on the device.

Click New to install a new application. List of all company approved applications will be displayed.

2

3

4

5. Click Refresh to refresh the application list.

6

7. Select the applications to be installed on the device.
8

Click on Apply button.
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The Software installation initiated message is displayed.

192.168.2.145 = SOFTWARE & PATCH INSTALL/UNINSTALL

I Software And Patch Install/Uninstall

Identifier Version ShortVersion Name Distribution Uninstall

imoimiphone 7.00.2701 7.027 imo - g

Show 5 ¥ entries [{ < > | Showing 1to10f 1 entries

a

'\ App Name

4 Bundleld
o1 com.verixo.\erixoMDM - Enterprise
|| Facebook com.fac ebook.Facebook 284882215 PR
# FreeCharge - Mobile Recharge, Bill Pay, Wallet com.freecharge.ios 877495926 VPP
|| imo free video calls and chat imoimiphone 336425697 APP Store
| JieChat \ideo Messenger com.jice hatapp jioc hat 981918884 APP Store

Show| 5 ¥ entries [< < » 2| Showing 1to S of 11 entries

Software installation initiated. APPLY | CANCEL

Uninstalling Software:

You can remotely uninstall software from an Android based device.

In the devices tree, click the required device.
Expand the right menu.
Click Software Deployment, then click Software & Patch Install/Uninstall.

In the table, select the software to uninstall.

A N

Click the Uninstall icon.

The Software uninstallation summary message is display.
192.168.2 145 > SOFTWARE & PATCH INSTALL/UNINSTALL

« vV X

I Software And Patch Install/Uninstall

Identifier Version ShortVersion Name: Distribution Uninstall
imoimiphone 7.00.2701 7.0.27 imo - E)f

Show 5 ¥ |entries [ < » | Showing1to 1 of 1 entries

REFRESH

Software uninstallation initiated.
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Configuring Application Configuration Settings

You can view the detailed information of the installed applications on an iOS device.

1. Choose the desired device from the devices tree.

2. Expand the right hand side menu and click on Software Deployment -> Application Configuration.

192.168.2.145 = APPLICATION CONFIGURATION

I Application Configuration

Name

A Identifier

Version

BundleSize Dynamic Size Compliance Action
FreeChargs com freschargeics 3210 27945344 53248 - £
imo imoimiphone 7.00.2701 12510552 28672 - £

Show | 5

¥ entries [ < » »| Showing 1to 2 of 2 entries

Configuring OS Update

User can keep track of the available OS version updates on an iOS device.

1. Choose the desired device from the devices tree.

2. Expand the right hand side menu and click on Software Deployment -> OS Update.

182.168.2.145 = OS UPDATE

I 0OS Update

H = . 2 =
s Product 5 .o Download Install App ldentifiers Is Is Conf Is F Allows
Product Key ﬁg‘r’“":""" Mame  version Build g Size To Close Critical Data Update Update Required InstallLater
Mo data available in table
Show | 5 ¥ |entries [< < » »| Showing Oto O of O entries
Mote : Mo Updates available.
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Working with Device Settings

Configuring Roaming Settings

User can configure roaming settings for an iOS device.

1.
2.
3.
4.

Choose the desired device from the devices tree.

Expand the right hand side menu and click on Device Setting -> Roaming setting.
Select the required option for Voice Roaming and Data Roaming.

Click on the APPLY button

The Settings applied summary message displayed.

192.168.1.229 = ROAMING SETTING LW X

I Roaming Setting

Voice Roaming: | Disable

Data Roaming: m

Device Name Settings applied successfully. APPLY

Configuring Hotspot Settings

User can configure hotspot settings for an iOS device.

1.

PownN

Choose the desired device from the devices tree.
Expand the right hand side menu and click on Device Setting -> Hotspot Setting.
Select the required option for Hotspot.

Click on the APPLY button

‘Hotspot Settings applied successfully’ summary message is displayed.
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192.168.1.229 = HOTSPOT SETTING

I Hetspot Setting

Hotspot: -]

Hotspot Settings applied successfully.

Configuring Device Name Settings

User can change the device name of the registered iOS device.

1. Choose the desired device from the devices tree.

2. Expand the right hand side menu and click on Device Setting -> Device Name Setting.
3. Enter a name to be set on the device in the Device Name textbox.
4,

Click on the APPLY button

‘Device Name Settings applied successfully’ summary message is displayed.

192.168.1.229 = DEVICE NAME SETTING

I Device MName Setting

Device Mame: | \MyiPhone

Note:Settings applic able only for supervised device.

Device Name Settings applied successfully. APPLY

The settings will only be applied on supervised devices.

Remote Control Tools for iOS MDM

Remote control enables the administrator to remotely control functions such as capturing device data, locking

device, wipe, clear passcode.
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Synchronizing Inventory
Inventory synchronization enables the administrator to acquire details of all devices in a group.
To synchronize inventory

1. Inthe devices tree, right-click the group node.

2. In Remote Control, select Synchronise Inventory.
3. Select the required Schedule Type.

4. Click Apply.

The Request for settings update processed message is display.

192.168.1.180=5YNCHRONISE INVENTORY

Schedule Type: (& Execute Mow Execute Later

Synchronise Inventory settings has been applied. s THRTTLTLEY

Send Message
Allows administrator to send a message to all the devices in a group.
To send a message

1. Inthe devices tree, right-click the group node.
2. In Remote Control, select Send Message.

3. Select the required Schedule Type.

4. Click Apply.

The Client message settings has been applied message is displayed.

An application ‘PushChatStarter’ needs to be pre-installed on the iOS device for receiving

[E— messages.

Remote Lock

Allow administrator to lock device as soon as settings get applied.
To lock device
1. Inthe devices tree, right-click the group node.
2. In Remote Control, select Remote Lock.
3. User able to send message and contact number while locking device.
4

Select the required Schedule Type.
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5. Click Apply.

192.168.1.160=-REMOTE LOCK

Gqu can optionally include a message and Phone number These will display on the device when it
ocks

Message Mow phone gets lock.

Phone number 0587654321

Schedule Type : ® Execute Mow Execute Later

REMOTE LOCK settings has been applied. Xz ETHE-TT0LELY APPLY | CLOSE

The Request for settings update processed message is display.

6. Click on Close to close open form.

Remote Wipe

Allow administrator to wipe data from device once task get succeeded.

To Lock device

1. Inthe devices tree, right-click the group node.

2. In Remote Control, select Remote Wipe.

152.168.1.180=REMOTE WIPE

This will eraseall data from the device and remove it from management. To confirm this
action, please enter your password.

Password ..

Schedule Type: (8 Execute Mow Execute Later

3. User able to erase data from device, before that user have to enter device password to perform this
action.
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192.168.1.180=REMOTE WIPE

This will eraseall data from the device and remove it from management. To confirm this
action,please enter your password.

Password ...

Schedule Type : ® Executs Now Execute Later

Remote Wipe settings has been applied. =Ry E Y APPLY | CLOSE

4. Select the required Schedule Type.
5. Click Apply.

The Request for settings update processed message is display.

6. Click on Close to close open form.

Clear Passcode

Allow administrator to clear passcode from device after task get succeeded.

To Clear Passcode
1. Inthe devices tree, right-click the group node.
2.  In Remote Control, select Clear Passcode.

3. User able to remove passcode from device after performing this action.

152.168.1.180=CLEAR PASSCODE

9 This will remove the passcode on the device Are you sure?

Schedule Type: (@ Exscute Mow Execute Later

4. Select the required Schedule Type.
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192.168.1.180=CLEAR PASSCODE

e This will remove the passcode on the device Are you sure?

Schedule Type : (® Executs MNow Execute Later

ClearPasscode settings has been applied. 21N THESTE T E APPLY | CLOSE

5. Click Apply.

The Request for settings update processed message is display.

6. Click on Close to close open form.

Fusion EMM : User Guide Page 232 of 295



Working with the Task Manager in Android

Task Manager is used to create, track, and maintain the tasks that have been performed as a part of the

management process. It is also used to examine the tasks on a granular basis when required to indicate why

tasks may have failed or otherwise.

It displays the status of settings applied on the devices as well as any activity executed on the server.

The Device Count column displays the number of devices to which a particular administrator has applied a

specific task.

The settings applied on a device are reflected on task activity with the status as ‘Pending’ and the status

changes to ‘In Process’ when the server sends these settings to the devices.

The last status shows as ‘Completed' or 'Unsuccessful' when the settings have been successfully applied to the

devices. The schedules that are pending can be deleted through this option. Details of the applied schedule

can be viewed by clicking on the schedule.

MONITORING

Task Hame
Pazsword Policy
Password Policy
Data Securty Policy
Crozs Profile Intert
Account Management
Pazaword Policy
Account Management

Account Management
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User

acimin

acimin

acimin

acimin

viliratesk navohare
velilpratesk navghare
acimin

acimin

Device Count

Task Schedule

01072016 17:57:11
0072016173249
07206172515
01072016 15:37.48
0107i2016 15:30:00
0072016 15:27:13
01072016 151936
01072016 151804

Show 100 ¥ ertries |5 < /|/Shawing 1to 59 of 53 entries (fitered from 137 total entries)

¥ Status
B Closed (1)
B Closed (1)
B Closed (1)
B Closed (1)
B Closed (1)
M Cloged (1)
B Closed (1)
B Closed (1)

|| Show Automatic Task

Result
Wsucceeded (1)
Wsucceeded (1)
Wsucceeded (1)
Wsucceeded (1)
Wcancelled (1)
Wsucceeded (1)
Wcancelled (1)
Wsucceeded (1)

-
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Configuring System Settings

Creating Tasks to Configure WiFi connection settings

Under Wi-Fi connection settings, you can set the date and time, the time zone, and also the time server. These

settings can then be applied to one device or to all the devices in a group.

1. In the devices tree, click the required group.

2. From the toolbar, click Views .

Click on Task Management. The Task Management page is displayed.

Expand the right menu.

Click Android.

Click System Settings, then click Network Settings, and then click WiFi connection Manager.
In the SSID box, enter the required SSID name.

In the security Type box, Select security type (NONE or WEP or WPA/WPA2).

If Select WEP or WAP/WAP?2 as Security type, enter password.

LW ® N o U W

Select the required Schedule Type.
10. Under Apply To, select any one of the following:
a. Computer — enables you to select a device and implement the settings

b. Group - enables you to implement the settings to all devices in a group on the devices
tree

33D

Securty Type MORE A\

Password

Auto Connect
Schedule Type: (80 Execute Mow Execute Later

Apply To: () Computer Group
MAC Address/Group Hame 4 IP Address Host Hame
5C-51-85-04-DE-54 192.168.1 244 hlotoE2
80-64-B0-0C-70-14 192.168.1.121 Micromax AQ4502
98-0C-A5-42-22.D5 192.168.1.243 Lenovo VIBE X3 Lite

Show 5 v entries X < |Showing 1to 3 of 3 ertries
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¢ On selecting option, Group in Apply to, groups along with hierarchy structure if

present will be display.

All subgroup present under those groups will be list out.

If user select parent group all child group should get select.
This Group Hierarchy feature not implemented for all modules.

| MAC Address/Group Name
O pvrL_UK

O Pum

O new

|1

-
IS
Z
51
2
=}
5

D 0EEE
®
&
&

B
E
3
i

O p vxL_MumMBal
[ b VXL_PUNE

Show 25 ¥ |entries [ < » ) Showing 11025 of 37 entries

APPLY

11.

12.

Configuring Security Settings

Creating a Task to Configure the Password Policy

From the table, select the check box against the required device/group.

Click Apply.

The Request for settings update processed message is display.

9] 5C-51-58.04-06.54
] B1-EABOOC-T0-14
7] 8-00-45-42-02-05

WIFI Connection Seftings applied successfully.

v ertries < < //Showing 1103 of Jertries

You can configure the password policy for a remotely connected device. Its useful for security purpose.

The following password type can be set from the server:

*

*

Numeric: PIN/ Password

Alphabetic: Password
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¢  Alpha Numeric: Password
¢ Complex: Password
¢ Unspecified: None/Swipe/Pin/Pattern/Password

¢ Something: Pin/Password/Pattern

1. From the toolbar, click Views E

a. Click on Task Management. The Task Management page is displayed.
2. Expand the right menu.
3. Click Android

4. Click Security Settings, then click Password Policy.

PASSWORD POLICY

Password quality Numeric (Pin/Password) A

Password Reguirements

Maximum inactive time to lock device: Seconds

Password histery length:

Maximum failed password attempts for

wips:

Password Expiration Timsout Days
Minimum password length:

Schedule Type: ® Execute Now Execute Later

Apply To: @ Computer Group
MAC Address/Group Name 4 [P Address Host Name
80-64-B0-0C-T0-14 192.188.1.121 Mfic romax AQI4502
98-0C-A5-42-42-D% 192.168.1.243 Lenovo VIBE X3 Lite

Show| 5 v |entries K < | Showing 1to2 of 2 entries

Select Password Quality, as mention above.
According to password quality, enter different parameters.

Select the required Schedule Type.

® N o wu

Under Apply To, select any one of the following:
a. Computer —enables you to select a device and implement the settings

b. Group - enables you to implement the settings to all devices in a group on the devices
tree

9. From the table, select the check box against the required device/group.

10. Click Apply.
The Request for settings update processed message is displayed.
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J MAC Address/Group Name

[« DEMO
o DEFAULT
o WXL_PUNE
o 4 ANDROID
(] 4 A
Show 5 ¥ |entries [ < 2 D] Showing 1to 5 of 9 entries
Request for settings update has been processed. kbbb APPLY

Creating a Task to Configure Remote Lock Settings

1. From the toolbar, click Views E .
Click on Task Management. The Task Management page is displayed.

2. Expand the right menu.
3. Click Android.
4. Click Security Settings, then click Remote Lock.

(1] Lok Nowe

Schedule Type: (@ Execute Now () Execute Later

Apply To: @ Computer Group
O MAC Address/Group Hame 4 IPAddress Host Hame
0 5C-51-86-04-D6-54 192.168.1.244 MotoE2
o B0-6A-B0-0C-70-14 1921881121 Wicroma:: AQ4502
1921681243 Lenova VIBE %3 Lite

o 95-0C-A5-42-42-D5
Show 5 v etries [ < JShowing 1 to 3 of 3entries

5. From the Remote lock, select the checkbox.
6. Select the required Schedule Type.
7. Under Apply To, select any one of the following:
a. Computer —enables you to select a device and implement the settings

b. Group- enables you to implement the settings to all devices in a group on the devices

tree
8. From the table, select the check box against the required device/group.

9. Click Apply.
The Settings applied message is displayed.
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L MAC Address/Group Hame A P Address Host Hame

) 5C-51-85-04-D6-54 192.168.1 244 MotoE2

|} 40-6A-B0-0C-70-14 1921681 121 Micromayx AG4502
) 95-0C-43-42-42-03 192.165.1.243 Lenovo VIBE X3 Lite

Show 5 ¥ entries |4 < 2 2|Showing 1 to 3 of 3 entries

Reguest for settings update has been processed [

Creating a Task to Configure Wipe Data Settings

To remotely remove the work profile from a device

1. Inthe devices tree, click the required group.

2. From the toolbar, click Views .
Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android.

Click Security Settings, then click Wipe Data
Enable the Wipe data Settings

Select the required Schedule Type.

© N o v & Ww

Under Apply To, select any one of the following:
a. Computer — enables you to select a device and implement the settings

b. Group — enables you to implement the settings to all devices in a group on the devices
tree

9. From the table, select the check box against the required device/group.

10. Click Apply.

The Request for settings update processed message is display.

Remove 'Work Profile -:

Schedule Type: @ Execute Mow Execute Later

Apply To: (@) Computer Group
9
J MAC Address/Group Hame A P Address Host Hame
[ sc51-83-04-D6-54 192.168.1.244 MataE2
[ 80-6A-B0-0C-70-14 1921681121 Micromas AGH502
o 98-0C-25-42-22-D5 1921681243 Lenava WIBE X3 Lite

Show 5 ¥ ertries [ < 2 2/Showing 1to 3 of 3 entries

Reguest for seftings update has been processed Jell3
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Creating a Task to Configuring Peripheral Settings

You can disable a Camera, Wifi, Bluetooth, GPS attached to a remote device on the network.

To enable or disable a required option:

1. From the toolbar, click Views .
Click on Task Management. The Task Management page is displayed.

2. Expand the right menu.
3. Click Android.

4. Click Security Settings, then click Peripheral settings.

PERIPHERAL SETTINGS . v
Disable Camera: | OFF
Disable Wireless: | OFF
Disable Blustooth: | OFF

Disable Location (GPS). | OFF

Schedule Type: (8 Execute Now Execute Later

Apply To: (@) Computer Group
MAC Address/Group Name 4 IP Address Host Name
20-64-B0-0C-T0-1A 192.168.1.121 Micromax AQ4502
58-0C-A5-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite
Show | 5 T  entries Showing 1 to 2 of 2 entries
APPLY

5. Enable/Disable the settings.
6. Select the required Schedule Type.
7. Under Apply To, select any one of the following:
a. Computer —enables you to select a device and implement the settings

b. Group — enables you to implement the settings to all devices in a group on the
devices tree

8. From the table, select the check box against the required device/group.
9. Click Apply.

The Request for settings update processedmessage is display.

When we disable Wi-Fi settings, server shows confirmation popup “Are you sure, do you want to disable Wi-
Fi?”

If Ok is clicked, after task completion, the client will get off due no network connection.
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fdmpatch.vdi.com says:

Are you sure, do you want to disable WIFI?

oK Cancel

Creating Tasks to Configure Data Security Policy

You can configure data security policies to the connected Android device. On occurrence of any of the

mentioned event, the selected security action will be applied on the device.

Events and Actions explained in short as follows:

Event Name:

¢ Sim Change: Change of SIM card on the device.

+ Device Rooting: Rooting of an Android device.

¢ Number of days not communicated: Number of days not communicated with the

server.

+ Password Policy: Changing the password type on the device.

+ No of failed password attempts: Number of failed password attempts on the device.
Action:

1. From the toolbar, click Views .

Click on Task Management. The Task Management page is displayed.
Expand the right menu.

Click Android.

W

Click Security Settings, then click data Security policy.

5. Select the required Schedule Type.

6. Under Apply To, select any one of the following:

a. Computer —enables you to select a device and implement the settings

b. Group —enables you to implement the settings to all devices in a group on the
devices tree.
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DATA SECURITY POLICY A,

EventMame: | Sim Change A m

Action: | Data Wipe M

4 |
b - o

Sim Change - Data \Wipe E

show 5 v entries [{ < > | Showing 1tc1 of 1 entries

Sehedule Type: @) Exscute Now () Exscute Later
Apply To: @ Computer () Group

 chnats L v —
[ 80-5A-BO-DC-T0-14 182.168.1.121 Micromax AQ4502
[ 9B-0C-A5-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite

Show 5 ¥ entries [{ { > | Showing 1102 of 2 entries

7. From the table, select the check box against the required device/group.

8. Click Apply.

The Request for settings update processed message is display.

o 4aee —

¥ 80-6A-B0-0C-T0-1A 192.168.1.121 Micromax AQ4502
[0 98-0C-AS-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite

Show 5 ¥ entries [< < > 2| Showing 1to 2 of 2 entries

Reguest for seftings update has been processed. e IE R L FT Y APPLY

Creating a Task to Configure Security Policy

You can set various security policies to a remote device on the network.

Creating a Task to Configuring User Restriction
1. From the toolbar, click Views .
Click on Task Management. The Task Management page is displayed.
Expand the right menu.
Click Android.
Click Security Settings, then click Security Policy.

v~ W

Select User Restriction.
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SECURITY POLICY

User Restriction Policy I User Restriction Policy

Camera & Screen

Capture Allows web links to apps of the parent

| kevauard Features Disallow apps control
Disallows config credentials
Disaliows config VN

Disallow cross-profile copy/paste
Disallow debugging features

Disall

all apps

Disallew install unknow rees

Disallow modify accounts
Disaliow outgoing beam
Disallow share location
Disallow uninstall apps

Ensure verify apps
Schedule Type.
Apply To

=

| MAC AddressiGroup Name
SC-51-88-04-05-54
80.64.80.00.70-14
s410.00.52 75 oF

96-0C-£5-42-42-DS

Disable
Disable
Disable

Disable

Disable

Disable

Dizable

Disable

Disable

® Execute Mow

@ Computer Group

4 1P Address
192.168.1.244
182.168.1.121
182.168.1.139
192.168.1.243

Execute Later

Host Name
MotoE2
Micromax AQ4502
MotoE2

Lenovo VIBE X3 Lite

Show | 5 v entries [< < > >| Showing 1to 4 of 4 entries

APPLY

Enable/Disable the required User restrictions

Under Apply To, select any one of the following:

a. Computer — enables you to select a device and implement the settings

b. Group-enables you to implement the settings to all devices in a group on the devices

tree

From the table, select the check box against the required device/group.

Click Apply.

The Request for settings update processed message is displayed.

¥/ MAC Address/Group Hame i
|#] 98-0C-A5-42-42-D5

Fequest for zettings update has been processed. BT PR 0l 2 1T Y

IP Address
192.168.1.243

Showy | 5

Host Hame

Lenavo YIBE X3 Lite

v entries [< < s[Showing 1t 1 of 1 ertries

Creating a Task to Configure Camera & Screen Capture settings

vk W

From the toolbar, click Views .

Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android.

Click Security Settings, then click Security Policy.

Select Camera & Screen Capture settings.
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I Carnera & Screen Capture

Disabe camerc | EREEIEHINL
Disahle screen capture _]

Schedule Type: (& Execute how Execute Later

Apply To: (8 Computer Group
D\
| MAC AddressiGroup Hame A IP Address Host Hame
] 98-0C-A5-42-A2-D3 192.165.1.243 Lenova WIBE X3 Lite

Show | 5 ¥ ertries |4 < 2 2|Showing1to1 of 1 entries

6. Enable/Disable Camera & Screen capture settings as required.
7. Select the required Schedule Type.
8. Under Apply To, select any one of the following:

a. Computer —enables you to select a device and implement the properties

b. Group — enables you to implement the properties to all devices in a group

9. From the table, select the check box against the required device/group.
10. Click Apply.

11. The Request for settings update processed message is displayed.

¥/ MAC Address/Group Hame 4 IP Address Host Hame
¥ 98-0C-45-42-82-D5 192.165.1.243 Lenovo YIBE X3 Lite

Showe | 5 v entries |5 4 2|Showing 1 to 1 of 1 entries

Reguest for settings update has been processed. EEETR TR Rl st L]

Creating a Task to Configure Key guard Features.

You can configure various key guard features on the connected Android device.

1. From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android.

Click Security Settings, then click Security Policy.

LA S

Select Keyguard Features.
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I Keyguard Features

Disable widgets
Disahle secure camera | Dissble

Dizable secure natifications

Dizable unredacted natifications | Disable

Disable trust agerts

Dizable fingerprint | Disable

Schedule Type: (@) Execute Mow Execute Later
Apply To: (@ Computer Group
- MAC AddressiGroup Hame A IP Address Host Hame
) 93-0C-A5-42-22-05 1921651 243 Lenova YIBE X3 Lite

Show 5 ¥ ertries |4 < 7 #/Showing 1to1 of 1 enries

6. Enable/Disable Camera & Screen Capture settings as required.

7. Select the required Schedule Type.

8. Under Apply To, select any one of the following:
a. Computer — enables you to select a device and implement the properties
b. Group - enables you to implement the properties to all devices in a group

9. From the table, select the check box against the required device/group.
10. Click Apply.

The Request for settings update processed message is displayed.

¥ MAC Addres</Group Hame A IP Address Host Hame
¥ 95-0C-A5-42-A2-D3 192.165.1.243 Lenova %IBE X3 Lite

Show 5 ¥ ertries [< < 2|Showing 1to1 of 1 entries

Request for seftings update has heen processed. BETFRITERERARE TVRTPS

Configuring Administration

Creating a Task to Configure Agent settings.

1. From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.

2. Expand the right menu.
3. Click Android.
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4. Click Administration, then click Agent Settings.

AGENT SETTINGS -V

Server IPMName: | fdmuk.vdicom
PortNe: | 443
* Heartbeat Interval: | 20 in sec(s)
Communication Type: ~ HTTPS v

*Password . default

Schedule Type: (@) Execute Now () Execute Later
Apply Te: @ Computer () Group

3]
 MAC AddressiGroup Name 4 IPAddress Host Name
¥ 5C51-88.04-D6-54 192.168.1.244 MotoE2
() 80-BA-B0-0C-T0-14 192.168.1.121 Micromax AQ4502
) 8410-0D-52.75.9F 192.168.1.139 MotoE2
[ 98-0C-A5-42.A2.D5 192.168.1243 Lenovo VIBE X3 Lite

show 5 v entries [ <> > Showing 1o 4 of 4 entries

APPLY

5. In Server IP/Name, enter any one of the following:
a. Server IP Address
b. Server Name

In Port No, enter the port number.

In Heartbeat Interval, enter the required value.

From the Communication Type list, select the required option.

v »®» N o

In Password, enter the required password.
10. Select the required Schedule Type.
11. Under Apply To, select any one of the following:
a. Computer —enables you to select a device and implement the Agent settings
b. Group - enables you to implement the Agent settings to all devices in a group
12. From the table, select the check box against the required device/group.

13. Click Apply.
The Request for settings update processed message is display.

~ MAC Address/Group Name 4 P Address Host Name

¥ 5C-51-88-04-D6-54 162.168.1244 MotoE2

L B0-6A-BO-0C-TC-1A 192.188.1.121 Micromax AQ4502
L B4-10-0D-52-75-5F 162.168.1.138 MotoE2

L OE-0C-AS-42.A2.D5 192.168.1.243 Lenovo VIBE X3 Lite

Show| 5 v entries [C < Ol Showing 110 4 of 4 entries

Request for settings update has been processed. [SLEREACEnET]
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Creating a Task to Configure CertificateManager

N o v &~ w DN

From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.

Expand the right menu.

Click Android.

Click Administration, then click Certificate Manger.

To upload a new certificate, from Source dropdown select New Upload.
Select the required Connection Name.

Click the file browser icon to browse the file & click Upload button to upload the file.

CERTIFICATE MANAGER Y
Certificate/Key
Source: | New Upload v
* Connection Neme: | FOM_HTTR M
"File: | vinayakcrt |4 uPLOAD FESRE

Schedule Type: @ Execute Now Execute Later

® Computer Group

MAC Address/Group Name 4 IP Address Host Name
5C-51-22-04-D6-54 192.168.1.244 MotoE2
80-64-B0-0C-70-14 192.168.1.121 Micromaz AQ4502
84-10-0D-52-75-6F 182.168.1.139 MotoE2
58-0C-AS-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite
Show 5 ¥ entries Showing 1 to 4 of 4 entries
vinayak.crt is uploaded @

)

Certificates of ‘crt’ extension file format are valid for the Android devices.

10.
11.
12.

13.
14.

To use a previously uploaded certificate, select Repository from Source dropdown.
Select the required Connection Name.

Select the certificate File.

Select the required Schedule Type.

Under Apply To, select any one of the following:

a. Computer —enables you to select a device and implement the Certificate Manger

b. Group — enables you to implement the Certificate Manger to all devices in a group

From the table, select the check box against the required device/group.

Click Apply.
The Request for settings update processed message is display.
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'~ MAC Address/Group Name 4 IP Address Host Name

¥ 5C-51-88-D4-D6-54 182.168.1.244 MotoE2

|| 80-6A-B0-DC-T0-14 182.168.1.121 Micromax AQ4502
| 24-10-0D-52-T5-9F 162.168.1.138 MotoE2

|| 98-DC-A5-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite

Show 5 ¥ entries |[C < > | Showing 1to 4 of 4 entries

Request for settings update has been processed. wre S R AN 1] CLOSE

Creating a Task to Configure Global Application Policy

Creating a Task to Execute a Set Input Method:

1. From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android

Click Administration and then click Global Application Policy.

vk W N

Select Set Input Methods.

‘GLOBAL APPLICATION POLICY P

Set Input Methods I Set Input Methods
| Runtme Pemission

- Software Name 4 Package Name
¥ GO Keyboard com jb.emoji gokeyboard

Show| 5 ¥ |entries [< < » | Showing 110 1of 1 entries

Schedule Type: (® Execute Now Execute Later

Apply To: @ Computer Group
Q|
| MAC Address/Group 4 IPAddress Host Name
[ 5C-51-88-04-D6-54 192.168.1.244 MotoE2
[  8p-6A-BO-DC-70-1A 192.168.1.121 Micromax AQ4502
[ 84-10-0D-52-75-8F 192.168.1.139 MotoE2
[  8B-DC-AS-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite

show| 5 ¥ entries [< < > | Showing 1to4of 4 entries

APPLY

6. Select / unselect the required input method to enable/disable purpose respectively.
7. Select the required Schedule Type.
8. Under Apply To, select any one of the following:
a. Computer —enables you to select a device and implement the settings
b. Group — enables you to implement the settings to all devices in a group on the devices tree

9. From the table, select the check box against the required device/group.
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10. Click Apply.
The Request for settings update processed message is display.

_J MAC Address/Group 4 P Address Host Name

4] SC-51-88-04-De-54 192.188.1.244 MotoE2

J 80-64-B0-0C-TO-1A 192.168.1.121 Micromax AQ4502
] 24-10-00-52-75-5F 1592.168.1.138 MotoE2

uJ 98-0C-AS-42-A2-D5 182.168.1.242 Lenove VIBE X3 Lite

Show| 5 ¥ |entries [ < » > Showing 11o 4 of 4 entries

APPLY
Request for settings update has been processed. s e W SR (v @ =1 -

Creating a Task to Execute Accessibility

1. From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android
Click Administration and then click Global Application Policy.

Select Accessibility.

A

Select / unselect the required Application to enable/disable purpose respectively.

GLOBAL APPLICATION POLICY

| setnput Metnods I Ay
Accessibility
|Runtime Permission ﬂ
| Software Name 4 Package Name
¥ Anticipate com pluscubed.anticipate
[# Clean Master com.clesnmastermguard
[ hike combsbhike
[ Light Flow com.rageconsuling.android lightflowite
¥ Mcafee Security com.wsandroid sutte
Show| 5 ¥ entries | <> 3| Showing 1 to 5of S entries
Schedule Type: ® Execute Now () Execute Later
Apply To: @ Computer Group
| MAC Address/Group 4 IPAddress Host Name
¥  scs1-8804DeSe 1821681244 MotoE2
] 80-8ABODC-T0-1A 182.168.1.021 Micromax AQ4502
¥ 98.0C-A5-42-42-D5 1521681243 Lenovo VIBE X3 Lite
Show| 5 ¥ entries | <> 3| Showing 1o 3 of 3 entries
APPLY

7. Select the required Schedule Type.
8. Under Apply To, select any one of the following:
a. Computer —enables you to select a device and implement the settings
b. Group — enables you to implement the settings to all devices in a group on the devices tree

9. From the table, select the check box against the required device/group.
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10. Click Apply.
The Request for settings update processed message is display

I MAC Address/Group 4 [P Address Host Name
4] 5C-51-28-04-DE-54 192.168.1.244 MotoE2
(] 80-84-B0-DC-TD-1A 192.168.1.121 Micromax AQ4502
4] S8-0C-A5-42-A2-D05 182.1668.1.243 Lenovo VIBE X3 Lite
show| 5 ¥ |entries [ < > »| Showing 1to 3 of 3 entries
APPLY
Reguest for seftings update has been processed. [[EL il 1

Creating a Task to Configure Runtime Permission

1. From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.

2. Expand the right menu.
3. Click Android
4. Click Administration and then click Global Application Policy.
5. Select Runtime Permission.
6. Select one value from dropdown.
GLOBAL APPLICATION POLICY o«
| Setinput Methods I Runtime Permission
|Accessibmt',-
Runtime Permission | Prompt v
Schedule Type:  (®) Execute Now Execute Later
Apply To: (@ Computer Group
o MAC Address/Group 4 IPAddress Host Name
(W] 20-8A-BO0-DC-T0-1A 182.188.1.121 Micromax AQ4502
W] 84-10-00-52-75-9F 192.168.1.139 MotoEZ
ol 98-0C-A5-42-42-D5 192.168.1.243 Lenovo VIBE X3 Lite

Show| 5 v entries [< < > 2| Showing 110 3 of 3 entries

APPLY

7. Select one value from dropdown.

8. Select the required Schedule Type.
9. Under Apply To, select any one of the following:
a. Computer — enables you to select a device and implement the settings

b. Group — enables you to implement the settings to all devices in a group on the devices tree

10. From the table, select the check box against the required device/group.
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11. Click Apply.
The Request for settings update processed message is display.

L MAC Address/Group 4 |PAddress Host Name

] 20-64A-B0-0C-T0-14 182.168.1.121 Micromax AQ4502
J 84-10-00-52-75-5F 192.168.1.139 MotoE2

] 08-0C-A5-42-42-D5 152.168.1.243 Lencve VIBE X3 Lite

Show| 5 ¥ |entries [< < » »| Showing 1to 3 of 3 entries

APPLY
Request for settings update has been processed. el RGNS TS -

Configuring Software Deployment

Creating a Task For File Transfer

1. From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.

2. Expand the right menu.

3. Click Android.

4. Click Software Deployment.

5. Select File Transfer.

6. In Target Folder Path, enter the folder name where you want to upload the file.
7. Click the file browser icon to browse the file to be transferred.

8. Click Upload button to upload the selected file.

9. In File Name, the uploaded filename will be displayed.

10. Select the required Schedule Type.

11. Under Apply To, select any one of the following:

a. Computer —enables you to select a device and implement the File transfer settings
b. Group — enables you to implement the File transfer settings to all devices in a group
12. From the table, select the check box against the required device/group.

13. Click Apply.
The Request for settings update processed message is display.

] MAC Address/Group A P Address Host Name

[+ 20-8A-B0-0C-T0-14 192.168.1.121 Micromax AQ4502
o 84-10-00-52-75-9F 192.168.1.139 MotoE2

() 58-0C-A5-42-42-05 192.168.1.243 Lenovo VIBE X3 Lite

Show| 5 ¥ entries [ < » > Showing 1to 3 of 3 entries

File Transfer Settings applied successfully. s e R AT 2 ST CLEAR
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Creating a Task for Application Configuration

In the devices tree, click the required group.

W ® N o v kW N

10.
11.

12.
13.

From the toolbar, click Views
Click on Task Management. The Task Management page is displayed.

Expand the right menu.

Click Android

Click Software Deployment

Select Application Configuration

Select New Install.

In the Source Type list, select the required source.
In the Source list, select the required source.

In the File list, select the required apk for application installation.

APPLICATION CONFIGURATION v
‘Software Name 4 Version Total Size Hidden Status  App Disable Blocked Status  Work Profile App App Type Compliance Action
Amazon Shopping 6.1.4.300 989 1B False na Ha False. User 1 b
Android Live 60- X
o AT010ad8_s218_16 5T ME False False A True system 1 L
Androld system  5.1-20 9.76 MB False False [ True system 1 Eacs
60- s
Android System A?mnaas_szm_ﬂﬁm MB False False Ha True. System 1 | I
Android Syst X
noren SYSIEm s1.0.270a81 514518 False False HA Trve System 2 La2s
WebView
Show| 5 ¥ | entries >l showing 1105 of 347 entries
App InstalllUninstall
Source Type | New Upioad M
Source: | FDM_HTTP M
File: | ADMetro-200413.apk = [
ADMetro-200413.apk
Schedule Type: ® Execute Now () Execute Later
Apply To: @ Computer () Group
MAC Address/Group 4 1P Address Host Name
¥ SC-51-88-4-D6-54 192.168.1.244 WMotoE2
95-0C-A5-42-A2.D5 192.168.1.243 Lenovo VIBE X3 Lite
Show 5 v entries Showing 110 2 of 2 entries
ADMetro-200413.apk is uploaded INSTALL m

Select the required Schedule Type.
Under Apply To, select any one of the following:
a. Computer — enables you to select a device and implement the File transfer settings
b. Group — enables you to implement the File transfer settings to all devices in a group
From the table, select the check box against the required device/group.

Click Apply.
The Request for settings update processed message is display.
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g —
¥ 50-51-88-04-D6-54 192.168.1.244 MotoE2
[ 80-8A-B0-0C-TO-1A 192.168.1.121 Micromax AQ4502
[ 24-10-00-52-75-9F 192.168.1.139 MetoE2
] 98-0C-A5-42-A2-D5 192.168.1.243 Lenove VIBE X3 Lite

Show 5 v entries [< < > > Showing 1to 4 of 4 entries
ADMetro-200413.apk is scheduled to add on 07/07/2016 12:31 P

Creating a Task to Configure Policy

1. From the toolbar, click Views .
Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android.
Click Software Deployment.

Select Application Configuration.

I L T o

Click an application & select Policy.

APPLICATION CONFIGURATION

[ P

_\h—'m Total Size Hidden Status App Disable  Blocked Status Work Profile Ap| App Type Compliance  Action

Anticipate 113 1.61 MB False NA NA False User 1 [

Show| 5 ¥ entries [< < > »| Showing 1te 1 of 1 entries (fitered fn:m4 ries)

Disable:
ek
He:
Schedule Type: @) Execute Now () Execute Later
Apply To: @ Computer () Group
ke 4 e I
] 80-84-B0-0C-T0-1A 1821881121 Micromax AQ4502
a 84-10-0D-52-75-8F 182.168.1.139 MotoE2
[ 88-0C-A5-42-A2-D5 182.168.1.243 Lenovo VIBE X3 Lite

Show S ¥ entries [ < > > Showing 1to 3 of 3 entries

7. Change the policy options of Disable, Block & Hide as required.
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APPLICATION CONFIGURATION

[ [

Software Name Version Total Size Hidden Status App Disable  Blocked Status Work Profile Ap| App Type Compliance  Action
Anticipate 143 161 MB False NA NA False User 1 E
Show S ¥ |entries < < > | Showing 1to 1 0of 1 entries (fitered from 424 total entries)
NEW INSTALL
Disabie: BRI
Block: | OFF
Hide: | OFF
Schedule Type: @) Exacute Now Execute Later
Apply To: @ Computer Group
| MAC AddressiGroup 4 IPAddress Host Name
¥ 80-6A-BD-DC-TD-1A 152.1868.1.121 Micromax AQ4S02
O #4-10-0D-52-75-5F 192.168.1.139 MotoE2
[0 $6-0C-A5-42-A2-DS 192.168.1.243 Lenovo VIBE X3 Lite

8. Select the required Schedule Type.

v |entries [< < > | Showing 1o 3 of 3 entries

Show| S

9. Under Apply To, select any one of the following:

a. Computer — enables you to select a device and implement the File transfer settings

b. Group - enables you to implement the File transfer settings to all devices in a group

10.

11. Click Apply.

From the table, select the check box against the required device/group.

a. The Request for settings update processed message is display.

[) MAC Address/Group 4 P Address

%) 5C-51-28-04-D8-54 1921681 244
192.168.1.121

192.188.1.243

o 80-64-B0-0C-70-14
[l S8-DC-AS-42-A2-DS

Reguest for settings update has been processed. R a1

Creating a Task to Configure Permission

1. From the toolbar, click Views E

Host Name
MotoE2

Micromax AQ4502
Lenovo VIBE X3 Lite

¥ entries [ < » | Showing 1 to 2 of 2 entries

Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android.
Click Software Deployment.

Select Application Configuration.

o vk w N

Click an application & select Permission.
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APPLICATION CONFIGURATION

[ P
Software Name & Version Total Size Hidden Status  App Disable Blocked Status  Work Profile App  App Type Compliance Action
Drophox 10.24 40.6MB False NA False True User 1 |-
NativeDropBoxAger 1.0 1405KB Fakse True NA Faise System 2 13
Show| 5 T eniries Showing 1 to 2 of 2 entries (fitered from 445 total entries )
Permission Name Allow Denied Prompt
com.dropboz android.service ACCOUNT_INFO_ALARM_TRIGGER .
om.drepbox android.permission.C2D_MESSAGE O
com.dropboz. android.service ACCOUNT_INFO_ALARM_TRIGGER o
om.dropboz android. permission.C20_MESSAGE O
android. permission. CAMERA C
Show 5 ¥ entries > >l Showing 110 5 of 38 entries
Schedule Type: @) Execute How Execute Later
Apply To: (@) Computer Group
MAC AddressiGroup 4 IPAddress Host Name
5C-51-88-04-D6-54 162.168.1.244 MotoE2
80-6A-B0-0C-70-1A 182.168.1.121 Micromax AQ4S02
84-10-0D-52-75-9F 192.168.1.139 MotoE2
98.0C-A5-42-A2-D5 162.168.1.243 Lenovo VIBE X3 Lite
Show| 5 ¥ entries Showing 1o 4 of 4 entries
[sore [oiose}

7. List of permissions of the selected application will be displayed, if present.
8. Select the required option for the permission
9. Select the required Schedule Type.

10. Under Apply To, select any one of the following:

a. Computer — enables you to select a device and implement the File transfer settings

b. Group — enables you to implement the File transfer settings to all devices in a group

11. From the table, select the check box against the required device/group.

12. Click Apply.

The Request for settings update processed message is display.

Creating a Task to Configure Restriction

1. From the toolbar, click Views .
Click on Task Management. The Task Management page is displayed.

Expand the right menu.

Click Android.

Click Software Deployment.
Select Application Configuration.

Click an application & select Restriction.
List of restrictions of the selected application will be displayed, if present.

@ N ok w N

Click on Edit button to edit the restriction.
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9. Select/edit the value as required.

10. Click on Save to save the changes.

MAC Address/Group 4 IPAddress Host Name
¥ 5C-51-88-04-D6-54 192.168.1.244 WMotoE2

80-64-B0-0C-T0-1A 192.168.1.121 Micromax Q4502

84-10-00-52-75-9F 192.168.1.139 MotoE2

98-0C-A5-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite

Show| 5 ¥ entries [< <> 3| Showing 1104 of 4 entries
[rorur i ose
App Restriction Settings applied successfully. SIS TR ETEY

11. Select the required Schedule Type.

12. Under Apply To, select any one of the following:
a. Computer —enables you to select a device and implement the Restriction settings
b. Group — enables you to implement the Restriction settings to all devices in a group

13. From the table, select the check box against the required device/group.

14. Click Apply.

The Request for settings applied successfully message is display.

Configuring Manage Profile Policy

Creating Tasks to Profile Policy

1. From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.

2. Expand the right menu.
3. Click Android.

4. Click Manage Profile Policy.

5. Select Profile Policy.
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PROFILE POLICY

|| Bluetooth Contact Sharing
|#*| Cross-Profile Caller ID
| Cross-Profile Contact Search

Schedule Type:
Apply To:

~ MAC Address/Group Name
|# 5C-51-88-04-D6-54
| 80-8A-B0-0C-70-14
| 84-10-00-52-75-9F
] 98-0C-AS-42-A2-DS

< | » vxl software

[Enable ||
(Enable ||
Disable

®) Execute Now

® Computer Group

4 IPAddress
192.168.1.244
192.168.1.121
192.168.1.139
192.168.1.243

Execute Later

Host Name
MotoE2

Micromax AQ4502
MotoE2

Lenovo VIBE X3 Lite

Show| 5 ¥ entries [ < » 2| Showing 11tc 4 of 4 entries

APPLY

Select the required Schedule Type.
Under Apply To, select any one of th

e following:

a. Computer —enables you to select a device and implement the settings

b. Group - enables you to implement the settings to all devices in a group on the devices

tree

From the table, select the check box against the required device/group.

Click Apply.

The Request for settings update processed message is display.

PROFILE POLICY

|#| Bluetooth Contact Sharing
|##| Cross-Profile Caller 10

|_| Cross-Profie Contact Search
Schedule Type:

Apply To:

~ MAC AddressiGroup Name
|# 5C-51-88-04-D&-54
|| 20-8A-BO0-DC-TO-14
|| 84-10-0D-52-T5-5F
) 98-0C-A5-42-A2-D5

Request for settings update has been processed. w2 41 o 3i diar ]

Disable

® Execute Now

® Computer Group

4 IP Address
192.166.1.244
1821881121
152.168.1.138
192.166.1.242

Execute Later

Host Name:
MotoE2

Micromax AQ4502
MotoE2

Lencvo VIBE X3 Lite

Show| 5 v entries [ < » | Showing 1 to 4 of 4 entries

Creating Tasks to Cross Profile Widget Providers

1.

From the toolbar, click Views E

Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android.
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4. Click Manage Profile Policy.

5. Select Cross Profile Widget Providers.

6. Select an Application.

7. Toggle the Enable/Disable button against the application as required.

CROSS-PROFILE WIDGETS PROVIDERS

Cross-Profile Widget Providers

7

Software Name

Lenovo Weather 4x2

(] Play Store
() Power control
Schedule Type: @ Executs Now
Apply To: @ Computer
MAC AddressiGroup

5C-51-88-04-D6-54
20-6A-B0-DC-T0-14
24-10-00-52-75-9F

98-0C-A5-42-42-D05

4 Package Name
com lenovo lewea
com.android.vending

com.android.settings

Execute Later

Group

4 IPAddress
192.168.1.244
192.168.1.121
192.188.1.139
192.168.1.243

8. Select the required Schedule Type.

9. Under Apply To , select any one of the following:

a. Computer — enables you to select a device and implement the settings

Show | 5

|| Status
Enable

Enable

v entries [< < > >/ Showing 1 to 3 of 3 entries

Host Name
MotoE2

Micromax AQ4502
MotoE2

Lenovo VIBE X3 Lite

v |entries [ < > | Showing 1to 4 of 4 entries

b. Group — enables you to implement the settings to all devices in a group on the devices

tree

10. Click Apply.

The Request for settings update processed message is displayed.
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CROSS PROFILE WIDGETS PROVIDERS

Cross-Profile Widget Providers

=
L -

"

Request for settings update has been processed w78 9RO

| status
¥l Lenovo Weather 4x2 com.enovo lewes
[ Pisy Store com.android vending
(] Power control com.android settings
Show| 5 v |entries K < > »| Showing 1 to 3 of 3 entries
Schedule Type: (® Execute Now () Execute Later
Apply To: @ Computer () Group
A o
@ 50-51-86-04-D6-54 152.168.1.244 MotoE2
[J  80-6A-B0-0C-T0-1A 182.168.1.121 Micromex AQ4502
[J  84-10-0D-52-75-5F 192.188.1.129 MotoE2
[J  98-0C-A5-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite
Show 5 v entries [ < > 3| Showing 1to4 of 4 entries

Creating Tasks to Cross Profile Intent
Configuring Cross Profile Intent

1. From the toolbar, click Views .

Click on Task Management. The Task Management page is displayed.

Expand the right menu.
Click Android.
Click Manage Profile Policy.

Select Cross Profile Intents.

oOv oA W N

CROSS-PROFILE INTENTS

Cross Profile Intent
Clear All Cross Profile
Intent Flags:

I Cross Profile Intent

FLAG_PARENT_CAN_ACCESS_MANAGED
Actions: | android.intent.action. MAIN
Categories:

android intent c ategory. DEFAULT

Schemes: | hitp

Select value of Flags, Actions, Categories, Schemes and Datatypes as required.

Datatypes: |
Schedule Type: (®) Execute Now () Execute Later
Apply Tor @ Computer () Group

o w ke

[m] & E

5C-51-88-04-D6-54 152,168 1.244
[ 80-6A-B0-0C-70-1A 182.168.1.121
[ 84-10-0D-52-75-9F 182.168.1.139
[ 88-0C-A5-42-A2-D5 182.168.1.243

7. Select the required Schedule Type.
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Host Name
MotoE2

Micromax AQ4502
MotoE2

Lenovo VIBE X3 Lite

v entries [ < > | Showing 1to 4 of 4 entries

APPLY
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8. Under Apply To, select any one of the following:
a. Computer — enables you to select a device and implement the settings

b.Group — enables you to implement the settings to all devices in a group on the
devices tree

9. Click Apply.

The Request for settings update processed message is display

CROSS PROFILE INTENTS

Cross Proiile Intent I Cross Profile Intent

Clear All Cross Profile

Intent Flags: | FLAG_PARENT_CAN_ACCESS_MANAGED v
Actions: | android.intent action. MAIN M

Categories: | android.intent ¢ ategory. DEFAULT v

Sthemes: | http T

Datatypes: | " v

Schedule Type: () Execute Now Execute Later

Apply To: (@) Computer Group
© Mac Address 4 Ip Address Host Name
¥ 5C-51-88-04-D6-54 192.158.1.244 MotoE2
[ 80-6A-B0-0C-70-1A 182.168.1.121 Micromax AQ4502
[ 84-10-0D-52-75-5F 182.168.1.13% MotoE2
[ 98-0C-A5-42-A2.D5 192.168.1.243 Lenovo VIBE X3 Lite
Show| 5 ¥ entries | <> | Showing 1104 of 4 entries
Request for Settings update has been processed. Mkl

Creating Tasks to Clear All Cross Profile Intents
1. From the toolbar, click Views E
Click on Task Management. The Task Management page is displayed.
Expand the right menu.
Click Android.
Click Manage Profile Policy.

Select Cross Profile Intents.

o v A woN

Click on Clear All Cross Profile Intents.

7. Enable/Disable the value as required.
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CROSS-PROFILE INTENTS A N

| Cross Profile Intent Clear All Cross Profile Intent

Clear All Cross Profile
Intent ¥ Clear Cross Profiic Intent | ERSBRIL]

Schedule Type: @) Execute Now () Exscute Later
Apply To: @ Computer () Group

Ip Address Host Name

[ 5C-51-88-04-D6-54 192.168.1.244 MotoE2

[ 80-6A-BO-DC-TO-1A 192.168.1.121 Micromax AQ4502
[ 84-10-0D-52-75-9F 192.168.1.138 MotoE2

[ $8-0C-A5-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite

Show 5 v |entries [< < | Showing 1to 4 of 4 entries

APPLY

8. Select the required Schedule Type.
9. Under Apply To , select any one of the following:
a. Computer — enables you to select a device and implement the settings

b.Group — enables you to implement the settings to all devices in a group on the
devices tree

10. Click Apply.
The Request for settings update processed message is display.

CROSS-PROFILE INTENTS

Cross Profile Intent I Cross Profile Intent

Clear All Cross Profile

Intent Flags: | FLAG_PARENT_CAN_ACCESS_MANAGED v
Actions: | android.intent ¢ tion. MAIN v

Catsgories: | android.intent.category. DEFAULT v

Schemes:  hitp v

Datatypes: | ' v

Schedule Type: @) Execute Now () Exscute Later
Apply To! @ Computer () Group

Ip Address Host Name

¥ 5C-51-88-04-D6-54 192.168.1.244 MotoE2

() 80-6A-50-0C-70-14 192.168.1.121 Micromax AQ4502
() 84-10-0D-52-75-5F 192.168.1.139 MotoE2

[ 98-0C-AS-42-A2.D5 192.168.1.243 Lenovo VIBE X3 Lite

Show | S v entries |[{ < » »| Showing 1 to 4 of 4 entries

Reguest for settings update has been processed. [l ot
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Monitoring Tasks

Fusion EMM enables you to record and archive the tasks that have been performed as a part of the

management process. You can also examine the tasks on a granular basis when required to indicate why tasks

may have failed.

As the name suggests, the Task Manager is used to monitor the status of the executed tasks. It displays the

task name, the user id through which it is executed, the duration for the completion of settings, and the

reason if any setting fails.

To monitor a task

1. From the toolbar, click E

The Task Management page is display.

2. Expand the right menu.
3. Click Android.

4. Click Task Management and click Task Monitoring Activity.

TASK ACTIVITY MONITORING

2]

Task Name User

Agent Seftings vdiShraddha
Accessibility vdh\Shraddha
Peripheral Seftings admin1
Peripheral Settings admin'
Peripheral Seftings admint

Device Count

[ ]

Task Schedule

O7i07/2016 11:5313
07/07/2016 11:53:03
Q7/07/2016 11.52:19
O7/07/2016 11.50:39
07/07/2016 11:48:44

Show | 5

v Status
W Fending (2) [x]
B Pending (2) [x]
W Pending (1) [x]
W Pending (1) [x]
M Chosed (1)

|_] Show Automatic Task

Result

MCanceled (1)

v entries [< < » 2| Showing 1 to 5 of 153 entries (filtered from 135 total entries)

CANCEL ALL

To view the list of automatic tasks, select the Show Automatic Task check box.

Using the Task Manager

The Task Manager displays all the settings that are assigned the Schedule Type as Execute Later. You can

apply multiple settings to multiple devices instantly by selecting the Schedule Type as Execute Later. You can

also view the list of tasks that are pending execution and execute the pending tasks.

Viewing Pending Tasks

1. From the toolbar, click E

The Task Management page is display.

2. Expand the right menu.
3. Click Android
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4. Click Task Management and click Task Manager.

TASK MANAGER

Group /Device: 1921

@

8.1.121

Sr.No Function Name
1 Password Policy
2 Remote Lock

w

Peripheral Ssttings

IS

Agent Seftings

Task Name:

Schedule Type: @ Execute Mow
|1 Recurring

Date: | T/07/2016

Time: 11:56 AM

P
v | 80-8A-BO-DC-TO-1A / Micromax AQ4502
Date And Time Of Creation Task Dependency Remove Move Up  Move Down
7612018 7:25:13 PM x] [+]
7/6/2016 7:25:26 PM = [x] [+
7/6/2016 7:25:4D PM = [x] [+
T/6/2016 7:40:21 PM = [x] [+
[ ] Save s Template
Execute Later
APPLY | REFRESH | REMOVE ALL

Executing Pending Tasks

1. From the toolbar, click E

The Task Management page is display.

2. Expand the right menu.

3. Click Android

4. Click Task Management and click Task Manager.

5. Inthe Task Name box, enter the name of the task.

6. Select the required Schedule Type.

The task name must be the same as the function name.

7. Click Apply.

The Request for settings update processed message is display
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Group Device:

192.168.1.139

SrNo Function Name

1

Request for settings update processed et

Diata Wips

Task Mame: | test

Schedule Type: (® Execute Mow

[ ] Recurring

Date: | 7/07/2018

Time: | 11:58 AM

Date And Time OF Creation
TIB/2016 7:42:45 PM

| Bxecute Later

i)

v

Task Dependency

|| Save as Template

£4-10-0D-52-75-9F / MotoE2

Remove  Move Up  Move Down

x

Using the Template Manager

Creating a Template

1.

Sm o B W N =

¢
g

From the toolbar, click E
The Task Management page is display.

Expand the right menu.

Click Android

Click Task Management and click Task Manager.

Group /Device: | pEMO

Function Name

WIFI Gonnection

Password Policy

Peripheral Settings

Camera and Screen Capture

Camera and Screen Capturs

Agent Settings

Certific ate Managsr
Task Name: | template1

Schedule Type: @ Execute Mow

[ ] Recurring

Date: | 7/07/2016

Time: 11:58 AM

Date And Time Of Creation
TIE/2016 7:06:31 PM
TIBI2016 7:34:27 PM
TIeI2016 7:26:45 PM
TIBI2016 7:37:15 PM
762016 7:28:57 PM
TIBI2016 7:40:21 P
TIBI2016 7:40:46 PM

() Execute Later

3

| Android

Task Dependency

dddddd

|#| Save as Template

In the Task Name box, enter the name of the task.

3

EEEEEBE;

Up  Move Down

) ) ¢l () ) [l ) &

REFRESH | SAVE TEMPLATE | REMOVE ALL

The task name must be the same as the function name.
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6. Select the Save as Template check box.
The Apply button changes to Save Template.

7. Select the required Schedule Type.

8. Click Save Template.
The Information saved successfully message is display.

TASK MANAGER W
Group Device: | 152 168.1.129 v | 84-10-0D-52-75-5F / MotoE2
Sr.No Function Name Date And Time Of Creation Task Dependency Remaove Move Up  Move Down
1 Data Wipe T/6I2016 7:43:45 PM E
Task Name: | template1 |#| Save as Template
Schedule Type: (® Execute Now Execute Later
] Recurring
Date: | 7/07/2016 i
Time: | 12:00 PM
Information saved successfully REFRESH | sAVE TEMPLATE | REMOVE ALL

Applying a Template

1. From the toolbar, click E
The Task Management page is display.

2. Expand the right menu.
3. Click Android.

4. Click Task Management and click Template Manager.

TEMPLATE MANAGER

Select Template Name 4 Date Of Creation No. Of Function User Name Remove
L) template 772016 12:00:58 PM 7 Shraddha E

show| 100 v |entries | < > | Showing 1to 1 of 1 entries

Apply To: (@ Computer Group Fitter by —-Selert-- v “alues: | ---Seleci-— v
L MAC Address A IP Address Host Name 05 Name Group Name
o 5C-51-88-04-06-54 182.168.1.244 MotoE2 Android TEST
(8} B0-8A-B0-0C-T0-14 182.168.1.121 Micromax AQ4502 Android DEMO
(8} 24-10-0D-52-75-5F 182.168.1.138 MotoE2 Android TEST
(8} 58-0C-A5-42-42-D5 192.168.1.243 Lenovo VIBE X3 Lite Android ANDROID

Show| 100 ¥ |entries [< < > | Showing 1to 4 of 4 entries

Task Name:
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5. Select the required template.
6. Under Apply To, select any one of the following:
a. Computer — enables you to select a device and implement the settings

b. Groups: enables you to implement the settings to all devices in a group on the devices
tree.

¢ On selecting option, Group in Apply to, groups along with hierarchy structure if
present will be display.
All subgroup present under those groups will be list out.
If user select parent group all child group should get select.
This Group Hierarchy feature not implemented for all modules.

|| MAC Address/Group Name

O pwxeuk
O PuM

O New

O pvx_New
[ DELETE
1

[ p ANDROID
[J WIRELESS
@ 123

[ sLPINEPLUS
[ wxL_TEST
[ asD

O p winDows
O p vKL_MUMBAI
[ p vXL_PUNE

Show 25 ¥ |entries [ < » ) Showing 11025 of 37 entries

APPLY

b.
7. From the table, select the check box against the required device.
8. Inthe Task Name box, enter the name of the template.

9. Click Apply.
The Request for settings update processed message is display.

Apply To: (@ Computer () Group Fiter by: | —Select— A Values: | —Select— v
L] MAC Address 4 P Address Host Name 05 Name Group Name
[+ 5C-51-88-04-DE-54 192.168.1.244 MotoE2 Android TEST
L 80-64-B0-0C-T0-14 192.168.1.121 Micromax AQ4502 Android DEMO
(] £4-10-0D-52-75-8F 192.168.1.13% MotoE2 Android TEST
o 58-DC-AZ-42-A2-D5 192.168.1.243 Lenovo VIBE X3 Lite Android ANDROID

Show| 100 ¥ entries [ < » »| Showing 1to 4 of 4 entries

Task Name: | {estd

Request for settings update processed [BES A CR{Gd H ETIEY
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Asset Management

The Asset Management page helps you to monitor software and hardware assets for all devices, discovered
and registered with Fusion EMM . It enables you to track the location of assets in the organization. User can

see just the software and hardware inventory or how they are deployed.
To open the Asset Management page

1. Click Eon the toolbar.

2. The Asset Management page is display. By default, the page displays a dashboard with the summary
of hardware and software assets in use and their status.

Fusion UDM Premium [ sgqeT MANAGEMENT @ |=v [P Y| exEwish | & Welcome vdipranali
VXL Insiruments Limited >

% A7010a48_S215_160612 [ ] W google Micromax AQ4502 (1]
® LPc23.13-56 [ ] I google:Nexus 5X (1]
% woB3IN [ ] M LenovoiLenovo A7010a48 [1]
& wrries .Y Vb v ) b it M ine n
® Android [+ ] W Compiance o
& Lnux (7] Expired [0
@4 Windows T Embedded Service Pack 1, 32-bit -] I Expires in 30 Days (0]
£ Windniie 7 Embariia Garvina Darl 1 24 ki .Y . miae in 00 e n
M Fending [10] M Hardware [5]
W Completed 25 ] Software [ 4]
W Faied (0]
SOFTWARE SUMMARY v
W Total Softwares. [ 27
M License Compliant (0]

Excess of Licenses (0]
W 1inanoa Nafiniann o~

3. Using the dashboard, you can check software and hardware inventory as well as any modifications

made to the same, in a report format.

. Hardware Assets by Type: Displays the different categories of hardware assets within Fusion EMM .
The categories are as follows:
> i0S
4 Android

¢+ Computers by Operating System: Displays devices based on their operating systems.
Fusion EMM can manage and monitor devices with the following types of operating systems:
» i0S
»  Android
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. Inventory Scan Status: Displays all updates and modifications on the device side. Device inventory is
scanned and updated on the Fusion EMM server on an hourly basis.

The scanning status is as follows:
4 Pending: number of devices to be scanned
»  Complete: number of devices scanned successfully
4 Failed: number of devices where the scan failed
¢ Computers by Make and Model: Displays manufacturer details for a device.
. Hardware Compliance Status: Displays the warranty status of all hardware entered in the repository.
The warranty status, classification is as follows:

4 Compliance: Hardware within warranty period

4 Expired: Hardware with expired warranty
4 Expiry in 30 Days: Hardware with 30 days’ warranty remaining
P Expiry in 90 Days: Hardware with 90 days’ warranty remaining
" For warranty details to display in Hardware Compliance Status, you must add hardware
=ﬂ to the inventory in Hardware Inventory in Inventory Settings.
D

For information about adding hardware to the inventory, see “Adding a Hardware to the
Inventory" in “Asset Management".

¢+  Software Summary: Enables you to track client wise software usages. Using the software metering
feature of Fusion EMM , you can monitor the number of licenses being used by the devices connected
to Fusion EMM .

Software metering helps to ensure the following:

»  Theclient organization's usage of specific software does not go beyond the number of purchased
licenses.

4 Software usage is accurately monitored and logged in so the client does not purchase more licences
than required.

Software Summary displays the following details:

¢ Total Software: Total number of software installed on devices

¢ License Compliant: Software with valid license

¢ Excess of Licenses: Number of licenses purchased exceeds the number of licensed used

¢ License Deficiency: Number of used licenses exceeds the number of purchased licensed
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For software details to display in Software Summary, you must add a software to the
1’ inventory in Software Inventory in Inventory Settings.

To view details of any particular asset:

COMPUTERS BY OPERATING SYSTEM (105)

¢ Onthe dashboard, in the Computers by operating system report, click the number in bracket.
A page with the details of the selected asset is display.

COMPUTERS BY OPERATING SYSTEM (IOS)

MAC Address 4 IP Address Host Name 05 Mame Group Name Agent Version
01 340500 788529 2 182.168.1.16% Manish's iPhone i0s STAFF MA
35 201806 222898 2 192.168.1.229 Aditya’s iPhone 05 DEFAULT MA
35 876205 730840 & 182.168.2.145 AKB's iPhone i0s STAFF MA

Show| 100 ¥ entries [{ < > | Showing 1to 2 of 3 entries

Viewing Software and Hardware Details

Toolbar

Al A - To view or export data in PDF, Excel format or print list view

E Maximize screen

Expand Screen

Minimize screen
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Collapse Screen

v Advanced Filter

Refresh report

%3
= Email report to configured mail id.
[ Open in popup.

Show / Hide column

Software Inventory Report
The Software Inventory Report displays the details of the software installed on individual hosts and on all

devices and nodes registered in the Fusion EMM server.

To email the report to client user ids, you need to configure the SMTP server settings.

For information about configuring SMTP server settings , see “Working with Mailer Engine
Configuration" in ” Configuring Fusion EMM".

To view the Software Inventory Report

1. Expand the right menu

2. Click Asset Management, then click Software and Hardware Details, and then click Software
Inventory Report.
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SOFTWARE INVENTORY REPORT

2 | = IR
MAC Address IP Address Host Name 4 Software Name Version Publisher Installation Date
© 3:soms0s228982 182.168.1.229 Aditya's iPhone i0s 10.1.1 Apple
@ 356762057305406 1921682145 AKB's iPhone i0s 1002 Apple
@ 013405007835252  192.168.1.169 Manish's Phone 05 10.1.1 Apple
@ 50-51-88-04-08-54 1921681244 MotoE2 Android system 5.1-20 NA 0511570070524
@ 5c518604D654 1521681244 MotoE2 Android System WebView  54.0.2840.85 NA 0511570070405
@ 50-51-25-04-D6-54 1921681244 MotoE2 Android Work Assistant  5.1-1743759 NA 0511570070552
@ 50-51-88-04-08-54 1921681244 MotoE2 Audio effects 5.1-20 NA 0511570070552
@ 5C518604D654 1521681244 MotoE2 Automatic SIM selection  2.22.07 NA 0511570070813
@ S0-51-28-04-D6-54 1921681244 MotoE2 Babel 1.0 NA 0312016072719
@ 50-51-88-04-08-54 1921681244 MotoE2 Balanse 21 NA 1911201604138
Show| 10 v entries [< < > >| Showing 1 to 10 of 282 entries

3. The Licenses column displays the type of software, as selected when adding the software to the
inventory.

4. The software type selection included the following options:

a. Licensed (Perpetual)

b. Licensed (Yearly/Cloud)
c.  Evaluation

d. Open Source

e. None

For information about adding software to the inventory, see “Adding a Software to the
Inventory" in ” Configuring Fusion EMM".

Hardware Inventory Report

The Hardware Inventory Report displays the details of the hardware available on individual hosts.
To view the Hardware Inventory Report

1. Expand the right menu

2. Click Asset Management, then click Software and Hardware Details, and then click Hardware
Inventory Report.
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HARDWARE INVENTORY REPORT

MAC Address
@ sc-51-83-04-D8-54
@ 50-51-88-04-08-54
© 5C-51-82-04-D5-54
© 5C-51-88-04-D6-54
@ 5C-51-88-04-D6-54
@ 50-51-88-04-08-54
@ 35201805 222838 2
© 25201806 222898 2
© 35201806 222898 2
@ 01340500 788529 2

1P Address

192.188.1.244
152.168.1.244
182.188.1.244
182.168.1.244
192.168.1.244
182.168.1.244
182.168.1.228
152.168.1.229
182.168.1.228
162.168.1.169

Host Name
MotoE2
MotoE2
MotoE2
MotoE2
MotoE2
MotoE2
Aditya's iPhone
Aditya's iPhone
Aditya's iPhone

Manish's iPhone

Hardware Type
Chassis Details
Bios Details

Motherboard Details

Processor Details
Hard Digk Details
Ram Details
Chassis Details
Bios Details

Motherboard Details

Chassis Details

Manufacturer

motorola

motorola

motorola

Apple

Apple
Apple

Show | 10

¥ entries [

hd

A2~ = o

Model
otoE2

iPhones 2

iPhones,2

< » | Showing 1 to 10 of 15 entries

-
(i}

Viewing Software and Hardware Summary

Software Inventory Summary

The Software Inventory Summary displays licensing and installation details of the software available in the

organization.

To view the Software Inventory Summary

1. Expand the right menu

2. Click Asset Management, and then click Software and Hardware Summary, and then click Software

Inventory Summary.

SOFTWARE INVENTORY SUMMARY

Software Name

© Lndroid.0S
© 2udio effects

© Babel
© Balense

© 2ndroid System Web\iew

© 2ndroid system
° Android \WWork Assistant

© 2utomatic SIM selection

© Basic Daydreams
© Blustooth Share

4 Version
54.0.2840.85
5.1-20
5.1-1743759
51
5.1-20
22207
10
21

5.1-20

51-20

Publisher
NA

MNA

NA
motorola
MA

NA

NA

NA

NA

NA

Show 10

v entries [< < > 3| Showing 110 10 of 159 entries

E vy A @ m-s= o7

Installed

License Details

To view the details of the licenses
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1. Inthe Purchased column, click the displayed number.

2. The details of the licenses purchased for that software are displayed.

SOFTWARE NAME : BLUETOOTH SHARE

05 Name  Software Name  Version

MAC Address

IP Address Host Name Product Key

5C-51-88-04-D6-54  182.168.1.244 MotoEZ Android Bluetooth Share  5.1-20 MA

CLOSE

3. Click Close.

Installation Details

To view details of the system where the software is installed

1. Inthe Installed column, click the number for the software.
A pop-up displays the license details.

SOFTWARE NAME : BLUETOOTH SHARE

MAC Address IP Address Host Mame O35 Mame  Software Name  Version  Product Key

5C-51-88-04-D6-54 | 152.168.1.244  MotoE2 Android Bluetooth Share  5.1-20 A

2. Click Close.

Software and Hardware Inventory Summary

The Software and Hardware Inventory Summary displays the hardware available on each host as well as

details of the operating system, anti-virus and Microsoft Office installations.
To view the Software Inventory Summary

1. Expand the right menu

2. Click Asset Management, and then click Software and Hardware Inventory Summary.

Fusion EMM : User Guide Page 272 of 295



SOFTWARE AND HARDWARE INVENTORY SUMMARY

2 | =Evaamm o

MAC Address IP Address 4 Host Name Processor Name & Speet RAM Details System Model
° 01 340500 7885282 192.168.1.16% Manish's iPhone A MIA iPhones,2

° 35201806 2228882 192.168.1.229 Aditya's iPhone MiA I iPhoneg 2

a SC-51-88-04-D6-54  182.1828.1.244 MotoE2 Qualcomm MSME212 914.0 ME MotoE2

o 35876205 7309406 192.168.2.145 AKB's iPhone HiA MIA iPhone6,2

show| 100 ¥ |entries [< < » | Showing 1 to 4 of 4 entries

By default, only the hardware details are displayed in the Software and Hardware Inventory Summary.

3. Click ﬁ’ next to the MAC Address to see more details from the columns not displayed in the table.

MAC Address IP Address 4 Host Name Processor Name & Speec RAM Details System Model

° D1 340500 7885202 162.168.1.169 Manish's iPhone MiA MiA iPhones,2
0S5 Name : i0s

Mircosoft Office : M4

Antivirus MiA

Inventory Settings

Working with Software Inventory

The Software Inventory settings enable you to add and select the software to monitor.

Adding a Software to the Inventory
1. Expand the right menu.

2. Click Asset Management, then click Inventory Settings and then click Software Inventory.

SOFTWARE INVENTORY

Software Inventory ~ Allow Software

GotoPage 1 v 1202 [ < 5 ¥ >

|| Software Version Type Purchased Date Expiry Date Total Purchased License
|| Amazon Shopping 5.1.4.300 Open Source 11/28/2016 12:51:00 PM 114302016 12:51:00 PM ]
|| FM Radio 02.02.0041 Licensed (Yearly/Cloud) 11/28/2016 12:52:00 PM 1214/2016 12:52:00 PM 10

3. On the Software Inventory tab, click New Inventory.
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Add New Software Inventory

Company Name:  VxL Instruments Limited r
Software Name:  User Guide v
Version: ROW_\/1.1.86.20160425 ¥
Type:  Evaluation M

Date:  28/11/20186 E; (dd/Myy vy )

License Expiry Date:  31/122018 E; (dd/MMyyyy)
Binding with system 192.168.1.160 ¥

98-0C-A5-42-42-D5 /Lenovo VIBE K4 Note

SAVE | CLOSE

4. In Add New Software Inventory, enter the customer name and applicable software details.

5. In Binding with system, select the IP address of device where the applicable software has been
installed.

6. Click Save.

The Software Inventory added successfully message is display.

Editing a Software from the Inventory
1. Expand the right menu.
2. Click Configuration Setup, then click Configuration Settings, and then click Software Inventory.

3. On the Software Inventory tab, in the Select column, select the software inventory to edit.

Add New Software Inventory

Company Name:

Software Name:

Version:

Type:

Date:

License Expiry Date:

Binding with system

4. Click Edit.

5. In Edit Software Inventory, edit the details as required.

6. Click Update.

Fusion EMM : User Guide

WXL Instruments Limited

SIM Tool Kit

6.0-AT010a48_5215_160810_ROW

Open Source
28M1/2018
IMN22016

192.168.1.160

98-0C-45-42-A2-D5 /Lenovo WIBE K4 Note

[TL (dammiyyyy)

[TL (dammryyyy)

SAVE j CLOSE
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The Software Inventory updated successfully message is display.

Deleting a Software from the Inventory
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Software Inventory.

SOFTWARE INVENTORY '

Software Inventory ~ Allow Software

GotoPage 1 v 13o0f3 < < 5 v » >
|| Software Version Type Purchased Date Expiry Date Total Purchased License
|| Amazon Shopping 6.1.4.300 Open Source 282016 12:51:00 PM 11302016 12:51:00PM O
¥/ FM Radic 02.02.0041 Licensed (Yearly/Cloud) 11/28/2016 12:52:00 PM  12/14/2016 12.5200PM 10
Il SIM Tool Kit 6.0-AT010a48_5219_180810_ROW Open Source 11/28/2016 1:00:00 AM  12/31/20161:00:00 &AM 0

NEW INVENTORY | EXPORT § IMPORT Q§ EDIT § DELETE

3. On the Software Inventory tab, in the Select column, select the software to delete.
4. Click Delete.
The Software Inventory deleted successfully message is display.

Export Inventory Data

User can Export data/format to .CSV file format by clicking on Export button with two options:

e  Export with data
e  Export with Empty .CSV file.

User can add data in empty .CSV file.

PLEASE SELECT AN OPTION

#*) Export with data
Export with Empty File

Import Inventory Data

1. User can import software inventory data only in .csv file format.
2. Specify the.CSV file consisting of software inventory data to be imported, press save button to import
data into the database, once imported the data will get listed into data table.

3. The imported inventory data will also reflect into dashboard data.
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PLEASE SELECT FILE FOR AN IMPORT

Enter File Name: Softwarelnventory_Report_19-05-2016_18.01.39 csv .

CLOSE

Selecting the Software for Monitoring
1. Expand the right menu.

2. Click Configuration Setup, then click Configuration Settings, and then click Software Inventory.

SOFTWARE INVENTORY hv

Software Inventory  Allow Software

|| Allow All Software
Software Available Allowed Software List

- Amazon Shopping -
Android Live \Wallpaper
Android system

Android System Web\iew
Android Werk Assistant
AssistTouch

Afci_service

Audio effects

Auto Dialer

Automatic SIM selection
Babel

EBalanse

Basic Daydreams
BitTorrent

Black Hole

Bluetooth MIDI Service
Bluetooth Share
Bookmark Provider
BrowserhMessage
BSPTelephonyDevTool
Bubbles

- Cakulator -

a. The Software Available column displays all available software. The Allowed Software List
column displays monitored software.

b. On the Software Settings tab, in the Software Available column, select the software to

monitor.

3. Move the selected software to the Allowed Software List.

Select the Allow All Software check box to enable monitoring of all software. Bydefault
settings is Enabled.

4. Click Save.

The Software settings updated successfully message is display.

Working with Hardware Inventory

The Hardware Inventory settings enable you to add and select the hardware to monitor.
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Adding a Hardware to the Inventory
1. Expand the right menu.

2. Click Asset Management, then click Configuration Settings, and then click Hardware Inventory.

HARDWARE INVENTORY

Hardware Inventory

GotoPage 1 v 13of3 K < 5 ¥ >

|| MACAddress IPAddress HostMame ComputingType Model SerialNo VDI User Employee Name Employee Id
] 98-DC-AS-42-A2-D5 182.168.1.160 Lenovo VIBE K4 Mote Tabs & IPad Lenovo Lenovo AT010a48 null
L 01340500 7885252 192.168.1.169 Manish's iPhone Phone Apple iPhone5,2 MA
|| 35876205 7309406 152.168.2.145 AKE's iPhone Phone Apple iPhoneé 2 MA

3. In Hardware Inventory, click New Inventory.

4. In Add New Hardware Inventory, enter the hardware purchase and other required details.

Add New Hardware Inventory

Computing Type: Tabs & IPad Department:

Manufacturer:  motorola Bios Password:

Model: MotoE2 Service Engineer Name:

Serial No: null Service Tag:

MAC Address  5C-51-88-04-D6-54 Local Admin:

IP Address: 192.168.1.244 Admin:

Host Name: MotoE2 Employee 1D:

Owner: —Select-— Employee Name:

VDI User: Vendor Name:

AssetID: Purchase Cost:
Location: Warranty Expiry Date:  21/01/2017 EL (da/MMAyY YY)

Purchase Date:  28/11/2016 ’:1 (dd/MMSyyyY )

5. Click Save.

The Hardware Inventory added successfully message is display.

Editing a Hardware from the Inventory

1. Expand the right menu.
2. Click Configuration Setup, then click Configuration Settings, and then click Hardware Inventory.

3. In Hardware Inventory, in the Select column, select the hardware to edit.
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4. Click Edit.

Add New Hardware Inventory

< | » vxl software

Computing Type: Phone Department:

Manufacturer:  2pple Bios Password:

Model:  iPhones 2 Service Engineer Name:

Serial No: MA Service Tag:

MAC Address 01 240500 788525 2 Local Admin:

IP Address: 162.168.1.169 Admin:

Host Name: Manish's iPhone Employee ID:

Owner: —Select— Employee Name:

VDI User: Vendor Name:

Asset ID: Purchase Cost:
Location: Warranty Expiry Date:  20/01/2017 ik (ddMMy YY)

Purchase Date:  28/11/2016 £, tdamanyyyy)

5. In Add New Hardware Inventory, edit the hardware details.

6. Click Update.

The Hardware Inventory Updated successfully message is display.

Add New Hardware Inventory

Computing Type: —-Seler ta Department:

Manufacturer:  --Select— Bios Password:

Model: —-Seler ta Service Engineer Name:

Serial No:  —Select— Service Tag:

MAC Address  __Select— Local Admin:

IP Address:  -—-Select— Admin:

Host Name: —-Seler ta Employee 1D:

Owner: ——-Selert—- Employee Name:

VDI User: Vendor Name:

Asset ID: Purchase Cost:
Location: Warranty Expiry Date:  28/11/2016 EL (ddMMAyyyy )

Purchase Date:  28/11/2016 E"o (dd/MMAyyyy )

Hardware Inventory Updated successfully.

UPDATE || CLOSE

Deleting a Hardware from the Inventory
1. Expand the right menu.
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2. Click Configuration Setup, then click Configuration Settings, and then click Hardware Inventory.

HARDWARE INVENTORY b4
Hardware Inventory

GotoPage 1 v ddofa [ < 5 v > )

|| MACAddress IPAddress HostHame Ci tingType Model SerialNo VDI User Employee Name Employee Id
¥ 98-0C-AS-42-A2-DS  192.168.1.160 Lenove VIBE K4 Note Tabs & IPad Lenovo Lenovo AT010a48 null
| 01340500 7885292 192.168.1.169 Manish's iPhone Pheone Apple iPhones,2 NA
) S5C-51-88-04-DE-54  192.168.1.244 MotoE2 Tabs & IPad moetorola MotoE2 null
] 35876205730%406 192.168.2.145 AKB's iPhone Tabs & IPad Apple iPhone6,2 H&

NEW INVENTORY § EXPORT J IMPORT § EDIT § DELETE

3. In Hardware Inventory, in the Select column, select the hardware to delete.

4. Click Delete

The Hardware Inventory deleted successfully message is display.

Export Inventory Data
User can Export data/format to .CSV file format by clicking on Export button with two options:

¢ Export with data
¢ Export with Empty .CSV file.

User can add data in empty .CSV file.

PLEASE SELECT AN OPTION

® Export with data
Export with Empty File

Import Inventory Data

1. User can import Hardware inventory data only in .csv file format.
2. Specify the.CSV file consisting of Hardware inventory data to be imported, press save button to
import data into the database, once imported the data will get listed into data table.

3. The imported inventory data will also reflect into dashboard data.
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PLEASE SELECT FILE FOR AN IMPORT

Enter File Name: Hardwarelnventory_Report_19-05-2016_18.03.12.csv -

Performing Common Operations

You can perform the following common operations across the reports viewed in Asset Management.

*

Show or hide the columns to display in reports and logs.
Export the data to Excel

Export the data to PDF

Print displayed details

Email the data to clients

View the data in a pop-up window

For information about the common operations, see “Understanding Common
Operations” in “Getting Started”.

You can email or export only the filtered records .
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Reports and Audit Logs

The Reports and Audit Logs contain comprehensive and detailed information of various useful data points

that can be used for accurate auditing and exhaustive reporting.
To open the Reports and Audit Logs page.
¢ Onthe toolbar, click E

The Reports and Audit Logs page is display. By default, the page displays a dashboard with the summary
of all reports and logs.

DEVICE ACTIVE STATUS AV HARDWARE ASSETS BY TYPE RS
M Total Devices (5] #® AT01048_5219_160810 (]
M OHN Devices [0 ] # LPCI3.13-56 (1]
M OFF Devices [5] o 148ams (]
s 14R150 £%
DEVICES BY MAKE AND MODEL AV DEVICES BY OPERATING SYSTEM RS
W 4ppleiPhones,2 [1] # Android -]
W AppleiiPhones,2 e ‘ oS a
M LenovoiLenovo A7010a48 o
motornla MotoF? [
sornescowce v
M Fending Task o W Total Softwares @
In-process Task o W License Compliant G
W Closed € Excess of Licenses (1]
M | icense Deficieney oY

To view details of any particular report

¢ Click the number in bracket.
A page with the details of the selected report is display.

CCOMPUTERS BY MAKE AND MODEL (GOOGLE : MICROMAX AQ4502)

Agent Version

MAC Address 05 Name Group Name

Host Name

4 IPAddress

80-6A-B0-0G-70-14 192.168.1.121 Micromax AQ4502 Android VXL_ANDROID 231

show| 100 v entries [ < > | Showing 1 to 1 of 1 entries

To view the list of available reports and audit logs

1. Expand the right menu.
2. Click Reports and Audit logs.

A list of available report categories is display
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DASHBOARD

>

Audit Logs

Viewing the General Reports

Performing Common Operations

You can perform the following common operations across the reports and logs viewed in Reports and Audit

For information about the common operations, see “Understanding Common

Operations” in “Getting Started”.

Toolbar

- To view or export data in PDF, Excel format or print list view

Maximize screen

Expand Screen

B B

Minimize screen

[

Collapse Screen

]
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v Advanced Filter

Refresh report

1
= Email report to configured mail id.
[ Open in popup.

Show / Hide column

Reports & Audit Logs search filter are now saved user wise.

Emailing Reports, Logs and Alerts

You can email all reports, audit logs, and alert messages to client devices.

L

Prerequisites:

Mailer Engine Configuration

In order to email data to clients, you have to set up the Mailer Engine Configuration in Fusion EMM

Configuration View.

For information about Mailer Engine Configuration, see “Working with Mailer Engine

Configuration in, “Configuring Fusion EMM”.
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¢+ To email the report, log or alert, in the area above the table, click = .

Email Report

The Email Report displays the status of the configured auto email services; whether the emails were sent
successfully or not. If the emails are unsuccessful, it also displays the error type and indicates the reason for

failure.

1. Expand the right menu.
2. Click Reports and Audit logs, then click General Report, and then click Email Report.

EMAIL REPORT

CustomerName EmailType Email Configuration 4 Report Type Date Time Status Error
WXL Instruments Limited  Logs Application Logs Instant 13/07/2016 04:14 PM Unsuccessful Failure sending mail.

100 ¥ entries |[{ < > | Showing 1to1of 1 entries

Determining the Error for an Unsuccessful Email

1. For an email alert whose status is unsuccessful, click '°

The error details are displayed.

’VXL Instruments Limited Logs Application Logs Instant 03/04/2015 11:31 AM  Unsucces

Error: The SMTP server requires a secure connection or the client was not authenticated. The server response was: 5.7.0 Authentication required

2. click @ tohide the details.

Viewing Status Reports

Client Status Report
The Client Status Report displays details about the status of a client.

1. Expand the right menu.
2. Click Reports and Audit logs, then click Status Report and, then click Client Status Report.
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CLIENT STATUS REPORT

3] M

0S Name A AssetType MAC Address 1P Address Host Name Client Status Group Name
e Android Smartphone 9E-0C-A5-42-42-D5 182.168.1.160 Lenove VIEE K4 MNote OFF DEFAULT
° Android Smartphone 5C-51-88-04-D6-54 192.168.1.244 MotoE2 OFF DEFAULT
e i0s Smartphone 35 8782057308406 182.1868.2.145 AKB's iPhone OFF ASIT

° i0S Smartphone 01 340500 788529 2 1982.168.1.169 Manish's iPhone OFF TO

e i0s Smartphone 35201805 2228%8 2 182.168.1.22% Aditya's iPhone OFF DEFAULT

Show 100 v |entries | ¢ » 7 Showing 11to 5 of 5 entries

Viewing the Task Manager Reports

Task Summary Report
The Task Summary Report displays the summary of the tasks run on various devices including the user who

ran the task, the number of devices affected, and whether the task succeeded.

1. Expand the right menu.

2. Click Reports and Audit logs, then click Task Manager Report, and then click Task Summary Report.

TASK SUMMARY REPORT
] | = v g m= e

Task Name User Name Device Count Creation Date 4 Function Name Status

Exthange Connection admin 2601172016 03:47 AM Exchange Connection Failed(1)

26/11/2016 03:48 AM VPM Succeeded(1)

Synchronise Inventory  spadmin 1 26/11/2016 02:16 PM Synchronise Inventory  Timed out(1)
Synchrenise Inventory spadmin 1 28/11/2016 03:17 PM Synchronise Inventory Timed cut(1)
WIFI Connection admin1 1 26/11/2016 03:44 AM WIFI Connection Succeeded(1)
WIFI Connection admini 1 28/11/2016 03:45 AM WIFI Connection Succeeded(1)
WIFI Connection admin1 1 26/11/2016 03:46 AM WIFI Connection Succeeded(1)
WIFI Connection admini 1 28/11/2016 03:46 AM WIFI Connection Succeeded(1)
WIFI Connection admin1 1 26/11/2016 03:46 AM WIFI Connection Succeeded(1)
Email Connecticn admini 1 28/11/2016 03:47 AM Email Cennection Failed(1)

1

1

VPN admini

Show | 10 ¥ entries | < » 3 Showing 1 to 10 of 143 entries

To view details of the devices on which the task was run,

¢ In the Device Count column, click the number displayed.
A page with the details of the selected asset is display.

Fusion EMM : User Guide Page 285 of 295



Maote
4

Task Details Report

Host name | IP address

< | » vxl software

MAC address  Group

5C-51-88-04-

MotoE2 192.168.1.244 DEFAULT
De-54

Lenovo
58-0C-A5-42-

\BE K4 1%2.168.1.160 DEFAULT
A2.DE

Function Duration | Completiol
Synchronise 114262016
00:00:20
Inventory 4:05:44 AM
Synchronise 1142802018
0D0:00:24
Inventory 4:05:48 &AM

3

The Task Details Report displays details about the various tasks run on each host including the user who

initiated the task, the start and completion times of the task, and whether it succeeded.

1. Expand the right menu.

2. Click Reports and Audit logs, then click Task Manager Report, and then click Task Details Report.

TASK DETAILS REPORT

MAC Address 1P Address

° 5C-51-88-D4-D8-5 152 1688 1.244
° 5C-51-88-04-D6-5 192.168.1.244
° 5C-51-88-04-D6-5 192.168.1.244
° 5C-51-88-04-D8-5 152 168 1.244
° 58-DC-AS-42-A2-[ 192.168.1.160
° 96-0C-AS5-42-A2-[ 192.168.1.160
° 5E-DC-A5-42-A2-T 152 1881160
° 58-DC-AS-42-A2-[ 192.168.1.160
° 5C-51-88-04-D6-5 192.168.1.244
° 5C-51-88-04-D8-5 152 168 1.244

Host Name

MotoE2

MotoE2

MotoE2

MotoE2

Lenovo VIBE K4 Note
Lenovo VIBE K4 Note
Lenovo VIBE K4 Mote
Lenovo VIBE K4 Note
MotoEZ

MotoE2

Group Name
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Viewing the Inventory Reports

Software Inventory Report

The Software Inventory Report displays an inventory of software used by the client. It also provides the

product key for software installed on each system.

1. Expand the right menu.

E v A a2 = = o 7

Task Name Function Name & User
Aecessibility Arcessibilty admin
Arcessibility Accessibility admin
Arcessibility Accessibility admin
A cessibility Arcessibilty admin
Arcessibility Accessibiity admin
Arcessibiity Arcessibility admin
Aecessibility Arcessibilty admin
Arcessibility Accessibility admin
Account gement Account gement vdilprateek navghare
Account M ent Account M ent admin
Show 10 ¥ entries |{ < » »| Showing 1 to 10 of 250 entries

2. Click Reports and Audit logs, then click Inventory Report, and then click Software Inventory Report.
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SOFTWARE INVENTORY REPORT

] | = v g =~ = o2
MAC Address IP Address Host Name 4 Software Name Version Publisher Installation Date
a 35 201806 222808 152.168.1.229 Aditya’s iPhone i0s 1011 Apple
ﬁ 35 876205 730940 192.168.2.145 AKE's iPhone i0s 10.0.2 Apple
a SE-0C-AS-42-A2-C 152.168.1.160 Lenowve VIBE K4 Mote  Amazen Shopping 5.1.4.300 MA 07062016040942
° G8-DC-AS-42-A2-[ 182.168.1.160 Lenowo VIBE K4 Mote  Android Live Wallpape: 6.0-A7010a48_S219_° NA 10082016093504
a G98-0C-AS-42-A2-[ 182.188.1.160 Lenowveo VIBE K4 Mote  Andreid System S.0-AT010848_5215_" NA 10082018093504
a 98-0C-A5-42-A2-[ 182.168.1.160 Lenowvo VIBE K4 Mote  Android System Web' 54.0.2840.85 MA 10082016093504
ﬁ 98-0C-A5-42-A2-0 152.188.1.160 Lenovo VIBE K4 Mote  AssistTouch G.0-AT010a48_5215_" NA 10082016093504
ﬁ 98-0C-A5-42-A2-C 152.168.1.160 Lenove VIBE K4 Mote  Atci service 1.0 MA 10082016093504
ﬁ SE-0C-AS-42-A2-C 152.168.1.160 Lenove VIBE K4 Mote  Auto Dialer 1.0 MA 10082016093504
a 98-0C-A5-42-A2-C 152.168.1.160 Lenowve VIBE K4 Mote Basic Daydreams 5.0-ATD10a48_S5219_" NA 10082016093504
Show| 10 ¥ entries [C < > 2| Showing 1 to 10 of 657 entries

Viewing the Product Key

1. For a particular MAC address, click.

The product key, if any, is display.

° 98-0C-A5-42-A2-C 192.168.1.160 Lenovo YIBE K4 Note  Amazon Shopping 6.1.4.300 M& 07062016040042
Licenses : Open Source

Product Key: hMa

2. The product key is stored in Fusion EMM when new software is installed or added to inventory.

For information about adding new software to inventory, see “Inventory Settings” in

“Asset Management”.

3. Click L to hide the details.

Hardware Inventory Report

The Hardware Inventory Report displays an inventory of hardware used by the client.

1. Expand the right menu.

2. Click Reports and Audit logs, then click Inventory Report, and then click Hardware Inventory Report.
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HARDWARE INVENTORY REPORT

MAC Address IP Address

a 35 876205 730940 192.168.2.145
c 35 876205 73094( 192.168.2.145
a 35 876205 730940 192.168.2.145
a 35 201806 22289¢ 192.168.1.229
a 35 201806 22289¢ 192.168.1.229
a 35 201806 22289¢ 192.168.1.229
a 5C-51-88-04-DE-£ 152.168.1.244
a 5C-51-88-04-DE-£ 192.168.1.244
Q 5C-51-88-04-DE-£ 152.168.1.244
a 5C-51-88-04-DE-£ 192.168.1.244

Host Name
AKE's iPhone
AKE's iPhone
AKE's iPhone
Aditya's iPhone
Aditya's iPhone
Aditya's iPhone
MotoE2Z
MotoE2
MotoE2Z

MotoE2

Hardware Type
Chassis Details
Bios Details
Motherboard Details
Chassis Details
Eios Details
Motherboard Details
Chassis Details
Bios Details
Motherboard Details
Processor Details

=7 2 = = o]

Manufacturer Model Serial No
Apple iPhoned 2
Apple - unknown
Apple -
Apple iPhoneg 2
Apple - unknown
Apple =

motorola MotoEZ

motorola - 353323068268175
motorola -

Show| 10 v |entries [< < > 2| Showing 1 to 10 of 21 entries

Software and Hardware Inventory Summary

The Software and Hardware Inventory Summary provides an inventory of the hardware of a system and the

corresponding software pertaining to that hardware.

1.
2.

Expand the right menu.

Click Reports and Audit logs, then click Inventory Report, and then click Software and Hardware

Inventory Summary.

MAC Address IP Address

a 98-0C-A5-42-A2-0 182.168.1.160
° 01 340500 788529 192.168.1.169
a 35 201806 222858 192.168.1.225
Q 5C-51-88-04-D6-5 152.168.1.244
a 35 876205 730940 152.168.2.145

For a particular MAC address, click

4 Host Name
Lenovo VIBE K4
Manish's iPhone
Aditya's iPhone
MotoE2
AKB's iPhone

Mote

o

Processor Name & 5 RAM Details

MTETS3

M

MiA

Qualcomm MSME212
MiA

vy A 2 = =

System Model 05 Name

2844.0 MB Lenovo ATO10a48 Android
M iPhones,2 i0s
MiA iPhones 2 i0s
914.0 MB MotoE2 Android
MiA iPhonet,2 i0s

Show| 100 ¥ entries [< < » | Showing 1 to 5 of S entries

The software inventory report of the system is display.
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SOFTWARE AND HARDWARE INVENTORY SUMMARY

] | vy ala al=lel

MAC Address IP Address 4 Host Name Processor Name & S RAM Details System Model 05 Name
Q 98-0C-AS-42-42-[L 192.168.1.160 Lenoveo VIBE K4 Note  MTETS2 28440 MB Lenovo ATD10a48 Android
ﬂ 01 340500 788529 192.168.1.169 Ianish's iPhone MIA MiA iPhones,2 i0S

° 35 201806 222898 192.168.1.229 Aditya’s iPhone MiA A iPhoned, 2 i0s

Mircosoft Office : N/

Antivirus ; MiA
ﬂ 5C-51-88-04-D6-5 152.168.1.244 MotoE2 Qualcomm MSME212 514.0 MB MotoE2 Android
a 35 876205 730940 192.168.2.145 AKE's iPhone MiA A iPhoned, 2 i0s

Show| 100 ¥ entries |< < » | Showing 1to S of 5 entries

4, Click @ to hide the details.

Software Inventory Summary

The Software Inventory Summary displays information about the number of purchased software and the

number of installed software. It thus indicates the level of compliance.

1. Expand the right menu.

2. Click Reports and Audit logs, then click Compliance Report, and then click Software Inventory
Summary.

SOFTWARE INVENTORY SUMMARY

ﬂ E|T =S d i
Software Name Version Publisher Type Purchased Installed Compliance Recent Purchase Ty Serial No

Android System Web' 54.0.2840 85 HA 1 -
Android system 5.1-20 HA 1

Android Work Assista 5.1-1743759 HA 1

Android:0S 51 motorola 1

Audio effects 5.1-20 MHA 1

Automatic SIM selecti 2.22.07 HA 1

Babel 10 HA 1

Basic Daydreams 5.1-20 HA 1

Bluetooth Share 5.1-20 NA 1

BrowserMessage 2.0 HA 1

Caleulator 5.1-20 HA 1

Calendar storage 5.1-20 HA 1

Calendar 5.6.6-137495241-rele NA 1

Camera 50117 HA 1

License Details

To view the details of the licenses
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1. Inthe Purchased column, click the displayed number.

A pop-up with the license details is display.

SOFTWARE NAME : ANDROID SYSTEM WEBVIEW

MAC Address IP Address Host Name OS% Name @ Software Name Version Product Key

{ 9C-51-88-04-D6-54 | 192.168.1.244  MotoE2 Android Android System WebView  54.0.2840.85 NA

2. Click Close.

Installation Details

To view details of the system where the software is installed

1. In the Installed column, click the number for the software.
A pop-up displays the license details.

SOFTWARE NAME : ANDROID SYSTEM WEBVIEW
MAC Address IP Address Host Name O35 Mame = Software Name Version Product Key

| 5C-51-88-04-D6-54 | 192.168.1.244 MotoEZ Android Android System Web\View | 54.0.2840.85 NA

2. Click Close.

Viewing the Audit Logs

Archived Logs

The Archived Logs allows you to retrieve older logs that have been archived.

1. Expand the right menu.
2. Click Reports and Audit logs, then click Audit Logs, and then click Archived Logs.
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ARCHIEVED LOGS

Search by
ReportName: | .
|| Date wise
FromDate | .0 ons
To Date 14/07/2016
Log files ---Select—

L aanmyyyy)

EL iaanmyyyy)

2. In the Report Name list, select one of the following report names:

¢ Application Logs

. Communication Logs
. Disk Drive Logs

. Internet Access Logs

¢  Task Detail Report

3. Inthe Log File list, select a date specific log file.

The report is display.

[oew TG Torem rorur|

000722507 152 106

ARCHIVED LOGS
Search by
ReportName:  Commusication Logs H
FIpatewise
From Date 10/04/2015 B ddMmiyy)
To Date 1070472015 = @dMmAyyy)
Log files - Commurication Logs_ -

Communication Logs

SandiP_Clen Messzge

Twcont-1m0
Cratmn 0z - LDS SN2 AN

LRI an 15
wanas 2 tnea 1ot worsgau ErrT— antmis sa28 a
BT 2 102,106 ELTF LI T s e
s 2 1052 104 wosxsR0u T s
wansEd ) LRI sendeP_Clert e nanois s2u1s
S IBSCAL T o 106135 o T B AT T s 201 4
B 2 105135 anamiss i3
wannms . 1me 1t WIRESRIUF SendiP_Clert e s e
] w0 060 126 VLTI o ananpis 20 44
s 2 1052 100 wosxgRu Senti Ui sz anaiss i
wansEd 2 1062.1%6 VELEP LD T s e
s 12 1062 104 worsgR0uF T anamiss i
wunmE 2 1ne2 120 T ErrT— s s
S IBSCAL R o 106135 o T BT AT SendiP_Clert e s e 4
By 2 105135 anamiss g
wanams o 1nE it WIRESRIUF sendeP_ et e nunos snas

Filtering by Date

The archived logs can also be filtered for a specific date range.

To access logs for a specific date range

1. In the Report Name list, select one of the following report names:

¢ Application Logs
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. Communication Logs

. Disk Drive Logs

. Internet Access Logs

¢ Task Detail Report

< ‘} vxl software

2. Select the Date-wise check box.
3. In the From Date box, cIickﬁ, and then select the required start date.
4, In the To Date box, cIickﬁ, and then select the required end date.

In the Log File list, select the required log file.
Date specific archived report is display.

Hardware Logs

The Hardware Logs display information about the hardware connected to a system. It provides the status of

hardware like keyboard, mouse and display.

1. Click Reports and Audit logs, then click Audit Logs, and then click Hardware Logs.

HARDWARE LOGS

MAC Address
58-DC-AS-42-A2-D5
5C-51-88-04-D8-54

IP Address
162.168.1.160
182.168.1.244

4 Host Name
Lenovo VIBE K4 Note
MotoE2

T A 8 = = © [7

Group Name Date
DEFAULT 28M1/2016 02:04 PM
DEFAULT 26112016 10:13 AM

Show | 100 ¥ entries |[< < » | Showing 1to 2 of 2 entries

Server Access Logs

These logs provide information about the Fusion EMM administrator's username, and log-in time and log-out

time processed by the server.

1. Expand the right menu.

2. Click Reports and Audit logs, then click Audit Logs, and then click Server Access Logs.
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SERVER ACCESS LOGS

Select records (@ Current ) Detailed

ﬂ =T 2 = = o
User Name Destination Name Start Time: Stop Time Type

Prateek 192.168.1.32 / prateek.vdicom 28/11/2016 14:11:54 - Legged In

admin 192.168.1.39 / Pranali 28/11/2016 14:27.04 - Logged In

Show | 100 ¥ |entries | ¢ > | Showing 1o 2 of 2 entries

Audit Logging Report

The Audit Logging Report captures each and every activity of all users.

1. Expand the right menu.
2. Click Reports and Audit logs, then click Audit Logs, and then click Audit Logging Report.

UDIT LOGGING REPORT BY FUNCTION

= DE

SrNo Task ID 4 Function Name User Name Details Date

602 - User Log In Pranali Pranali logged in at 7/15/2016 9:27: 15/07/2016 09:27 AM -

601 - User Log Out prateek navghare prateek navghare logged out at 7/1 14/07/2016 07:08 PM

600 - User Log Out Prateek Prateek logged out at 7/14/2016 7.1 14/07/2016 07.07 PM

598 - AFW User Management Prateck Admin applied#AFW User Manage: 14/07/2016 06:58 PM

597 - AFW User Management prateek .navghare Admin applied#AFW User Manage: 14/07/2016 06:58 PM

596 - AFW User Management ff Admin applied#AFW User Manage: 14/07/2016 06:58 PM

593 - AFW User Management Prateek Admin applied#AFW User Manage: 14/07/2016 06:50 PM

592 - AFW User Management prateek navghare Admin applied#AFW User Manager 14/07/2016 06:50 PM

609 - AFW User Management ff Admin applied#AFW User Manage: 14/07/2016 06:50 PM

608 - AFW User Management Arul Patil Admin applied#AFW User Manager 14/07/2016 06:50 PM

5 - User Log In Prateek Prateek logged in at 7/14/2016 6:4¢ 14/07/2016 06:48 PM

590 - User Log Out Kaushal Kaushal logged out at 7114/2016 6: 14/07/2016 06:46 PM

589 - User Log In Kaushal Kaushal logged in at 7/14/2016 6:4 14/07/2016 06:45 PM v
Show 100 ¥ entries [< < » 2| Showing 1to 100 of 2,232 entries
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HELP

HTML User guide is available from toolbar using tool button for Help. User can refer help information for
all modules and views from this tab.

2 Introduction v Contents

< Devices Tree v | introduction & Getting Started
Loginto Fusion EMM

@ Configuring Fusion EMM > Understaning the Inerace

Q Discovering v Understanding the Dashboard
Understandng Common Operations

O Mobile Device Management v Logout from Fusion EMM

@ Device Manager for Android v

& Device Manager for Apple iOS v

@ Task Manager in Android v
) Asset Management v
B Viewing Reports and Audit Logs v

= VNC Notification v
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VNC Notification

VNC notification widget provides a list of devices with VNC connection status.

1. To apply task for VNC settings go to Context menu -> select shadowing click on Apply.

2. In notification view user can see following type of connection status:

Active: Based upon successful authentication, status will have updated from Pending to Active.

Active
Pending

VNC NOTIFICATION

192.168.2.116

192.168.7.2

192.168.3.18
192.168.3.24

00 192.168.7.3 x
2T 192.168.2.132
192.168.7.11

Pending: When user will request / apply task for shadowing the request will remain in pending status until

completion of connection process.

After click on active IP link, user can obtain remote VNC session of selected end point device.

User may get interactive message asking for authorising VNC connection request with
display of select options “YES” or “No”. If yes option is selected then the VNC connection
wiil be established and status in VNC noification panel will be updated from pending to

Active.

Default password should be configured in General Settings.
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