Dell™ KB813 Smart Card Keyboard

User Guide



Content

Introduction

Setup

Using the Keyboard
Troubleshooting
Specifications
Regulatory
Certifications

Information in this document is subject to change without notice.

© 2012 - 2015 Dell Inc. All rights reserved.

Reproduction of these materials in any manner whatsoever without the written permission of Dell Inc. is strictly forbidden. Trademarks used in this text: Dell
and the DELL logo are trademarks of Dell Inc. Microsoft®, Windows®, and Windows Vista® are either trademarks or registered trademarks of Microsoft
Corporation in the United States and / or other countries.

Other trademarks and trade names may be used in this document to refer to either the entities claiming the marks and names or their products. Dell Inc.
disclaims any proprietary interest in trademarks and trade names other than its own. October 2015 Rev.AO1



Introduction



Back to Contents Page

Overview

Congratulations on the purchase of your new Dell Smart
Card Keyboard.

This user's guide has been developed to provide information that
will assist you in the setup and operation of your new smart card
keyboard.

The Dell Smart Card Keyboard can be used on PC systems
running Windows 2000, Windows XP (32/64 bit), Windows Vista
(32/64 bit), Windows 7 (32/64 bit), Windows 8 (32/64bit),
Windows 10 (32/64bit), Windows Server 2003, Windows Server
2008, Windows Server 2008 R2, Windows Server 2012, ,Linux
Ubuntu, OpenSuse and RedHat.

This product can be used for banking transactions, identification
systems, secure web applications, and secure logon. This smart

card interface can be used with all microprocessor smart cards.

For more details see Features.

Overview | System Requirement | Features
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Setup

NOTE: The drivers are already factory installed
if the keyboard is purchased with computer. This section is
included in case you have to re-load your operating system.

Install the Keyboard
Connect the Keyboard to any USB port on the computer.

The USB port shown in the diagram is at the rear of the
computer. USB ports may also be located at the front.

Follow the instructions in Install the driver section.

Overview | System Requirement | Features
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System Requirements

In order to properly install and operate your Dell Smart Card
Keyboard, the following system requirements are necessary:

e Windows 2000, Windows XP (32/64 bit), Windows Vista
(32/64 bit), Windows 7 (32/64 bit), Windows 8 (32/64 bit),
Windows 10 (32/64 bit), Windows Server 2003, Windows
Server 2008, Windows Server 2008 R2, Windows Server 2012,
Linux Ubuntu, OpenSuse, and RedHat.

e The Smart Card Keyboard Driver CD

* One free USB port

Features

Reads from and writes to all ISO7816-1/2/3/4 microprocessor
smart cards (T=0, T=1) up to 826Kbds (TA1=17) @4.8Mhz
depending on smart card

e Supports3V,5V,and 1.8V cards

» Powers off automatically when the card is removed

e Smart Card secure PIN entry

e PC/SC 2.0 driver up to Windows 10

Overview | System Requirement | Features
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Install the Windows XP driver

1. When the Dell Smart Card Keyboard is plugged into a
USB port, the following window will appear:

o

1) Found New Hardware
Cell Smart Card Reader Kevboard

[

=0 ii'r ,.- e ‘ €3 0 1:05PM

2. Then the following window will appear:

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

This wizard helpz pou install zoftware for;

Dell Smart Card Feader Keyboard

":,} IF your hardware came with an inztallation CD
“5E2 or floppy disk. insert it now.

what do you want the wizard to da?

() Install the software automatically (Fecommended)
() Install from a list or specific location (Advanced]

Click Mest ta continue,

[ Mext > ][ Cancel ]

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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3. The installation wizard will install the driver. After a successful
installation, the system will prompt you with the following message:

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed inztaling the software for;

a Smart Card Reader Feyboard

Click Finish to cloze the wizard,

4. Select Finish. Your Smartcard Keyboard is now ready for use.

i) Found New Hardware

Your new hardware is installed and ready to use,

&)L -<s20 z42pM

-

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Install the Vista driver

1. When the Dell Smart Card Keyboard is plugged into a
USB port, the following window will appear:

Installing device driver software
Click here for status,

v28 W) 11:49 AM

2. Wizard will install driver. After a successful installation,
the system will prompt you with the following message:

“I. Your devices are ready to use
Device driver software installed successfully,

LU ED W 1152 AM

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Install the Windows 7 driver

1. When the Dell Smart Card Keyboard is plugged into a
USB port the following window will appear:

@ Installing device driver software * *

Click here for status.

T
S 1 )]
. X A

2. The installation Wizard will install driver. After a successful
installation, the system will prompt you with the following message:

Your device is ready to use ™ *
Device driver software installed successfully.

11:09 AM |
9/25/2012

- )

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Install the Windows 8 driver

1. When the Dell Smart Card Keyboard is plugged into a
USB port, the following window will appear:

Installing device...

Please wait while Setup installs necessary files on your system. This may take

s ;
= H several minutes,

| close

2. The installation Wizard will install driver. During installation,
the system will prompt you with the following window:

Installing Dell USB Smartcard Keyboard

Please wait while Setup installs necessary files on your system. This may take
several minutes,

| —

e

3. When installation is completed, your device is ready to use.

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Install the Windows 10 driver

1. When the Dell Smart Card Keyboard is plugged into a
USB port, the following window will appear:

>

Device Setup

Installing device...

Please wait while Setup installs necessary files on your system. This may take

- 2
= H several minutes,

2. The installation Wizard will install driver. During installation,
the system will prompt you with the following window:

*

Device Setup

Installing Dell USB Smartcard Keyboard

Please wait while Setup installs necessary files on your system. This may take
severa | minutes,

-

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows XP driver

1. With the Smart Card reader connected, the old driver
that is built in inside the operating system will be installed
automatically.

2. From the Start Menu, open the Control Panel.

B Control Panel

File Edit “iew Favorites Tools  Help ﬂ,.

@Bac‘-‘. &J lj; J}_Fj search [1: Folders v

Address |3 Control Panel |
& ¥ D W 9 P B

E" Control Panel

Accessibility  Add Hardware Add or Administrative  Automatic  Date and Time Display
G Swikch to Cakegory Yiew Options Remay... Taols Updates
Y @ e P = T @
See Also L -
Folder Options Fonts Game Internet Keyboard Mouse IMetwork
‘ \itindows Lipdate Controllers Options Connecl tions

@) Heln and Support ﬁ @ B@ ('ih k\@ G

Metwork Setup WVIDIA NVIDIA nView  Phone and  Power Options  Prinkers and QuickTirme

Wizard Control Panel  Desktop M., Modern ... Faxes
@ 2 I 9
Regional and  Scanners and  Scheduled Security Sounds and Speech System
guage . Cameras Tasks Center Audio Devices
8 e
Taskbar and  User Accounts  Windows Wireless
Start Menu Firewall  Metwork Set...

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows XP driver

3. Double click System. The following window will be shown:

System Properties @E‘

| System Restore Il Automatic Updates I Remote |

| General | ComputerMame | Hadware Advanced |

Device Manager
The Device Manager lists all the hardware devices installed
- on your computer. Use the Device Manager to change the
properties of any device

Device Manager

Drivers

Driving Signing lets you make sure that installed drivers are
compatible with ‘wWindows. Windows Lpdate lets you set up
how Windows connects to Windows Update far drivers.

[ Driver Signing ] l Windowes Update ]

Hardware Profiles

s Hardware profiles pravide a way for you ta set up and store
different hardware configurations.

Hardware Profiles

4. Select Hardware. The following screen displays:
System Properties )

| Spstem Restore I Automatic Updates I Remote |

| Genersl || ComputerMeme |  Hadware | Advanced |

Device Manager
The Device Manager lists all the hardware devices installed
- an your computer. Use the Device Manager to change the
properties of any device.

Device Manager

Drivers

Driving Signing lets you make sure that installed drivers are
compatible with Windows. \Windows Update lets you set up
how Windows connects to Windaws Update for drivers.

[ Driver Signing J [ Windows Lpdate J

Hardware Profiles

e Hardware profiles pravide a way for you to set up and store
different hardware canfigurations.

Hardware Profiles

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows XP driver

5. Select Device Manager.

| System Restore | Automatic Updates I Femate |

| General |  ComputerName | Hardware Advanced |

Device Manager

The Device Manager lists all the hardware devices installed
on your computer. Use the Device Manager to change the
propeities of any device.

_ Device Manager |

Drivers

Diiving Signing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets you set up
how Windows connects toWindows Update for drivers.

[ Driver Signing ] [ "windows Update J

Hardware Profiles

oo Hardware profiles provide a way for you to set up and store
different hardware configurations.

Hardware Profiles

6. The following screen will be shown.
Select Smart card readers.

£, Deyice Manager

File  Action VYiew Help

= = 2
=] B LOG1
- 9 Computer

[#]-age Disk drives

£ § Display adapters

Rl DWDCD-ROM drives

[+ {5 Human Interface Devices

[+ 4= IDE ATAJATAPT controllers

[+ Kevboards

[#- ") Mice and ather painting devices
£ é‘ Monitors

[+ EE Metwork adapters

L:@ Other devices

44 PCI Device

[+ 58 Processors

f_"--@ Smart card readers

#- 8, Sound, video and game controllers
[+ Storage volumes

[#- i System devices
- Universal Serial Bus controllers

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows XP driver

/. Right click on Smart Card Reader Keyboard.
The display shows as follows:

L, Device Manager

File  Action View Help
. HFES 2 8 =2a
E] gLOG]

+] *_J Computer

+-gm Digk drives

£ v'g Display adapters

+-U i DYDJCD-ROM drives

+-{H5 Human Interface Devices
+-i=) IDE ATAJATAPI controllers
+-is Keyboards

4 Mice and other pointing devices
# i Manitors

+- EE Metwork adapters

] ‘a Other devices

+] ﬁ Processors

=% Smart card readers

H Smart Card Reader KeyboarcRESE TR s it o
+- @), Sound, video and game controlley Disable

+]-“g# Storage volumes

Uninstall

#- vy System devices
+ Universal Serial Bus controllers Scan for hardware changes

Properties

Launches the Hardware Update Wizard for th

8. Select Update Driver. Then, the following window will appear:

Found Mew Hardware Wizard

YWelcome 1o the Found New
Hardware Wizard

This wizard helps you install software for:

Dell Smart Card Reader Kevboard

\':] If your hardware came with an installation CD
2 or floppy disk, insert it now.

what do you want the wizard to do’?

) Install the software automatically [Fecommended)
(0 Install fram a list or specific location [Advanced)

Click Mext to continue.

[ Mext » ][ Cancel ]

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows XP driver

9. Select Next. The wizard will install the driver. After a
successful installation, the system will prompt you with the
following message:

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed installing the software for:

@ Smart Card Reader Keyboard

Click Finizh to cloze the wizard.

10 .Select Finish. Your device is ready to use.

x

i) Found New Hardware

Wour new hardware is installed and ready to use,

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows Vista driver

1. With the Smart Card reader connected, the old driver that
is built in inside the operating system will be installed
automatically.

2. From the Start Menu, open the Control Panel:

.=z » Control Panel »

- [ |[ search

User Accounts and Family
Safety
@ Set up parental controls for any user

@ Add or remove user accounts

Security
Check for updates

Appearance and

Check this uter’ status oo
g ity s Persanalization

@AH wap gamth gh Window

Change desktop background
Change the color scheme
Adjust screen resolution

Q.
¢
&

” I twork and Internet
Con
Vi

ect to the Internet "
iew netwark status and tasks Clock, Language and Region
Set up file sharing f _ Ch g keyboards or other input
o hods

Ease of Access
Let Windows suggest settings
Optimize v Idlsp\ay

o/ Hardware and Sound
%f/ P\yCD other media sutomatically @
Ej — | Additional Options
D =

Programs
Uninstall a program
Change startup programs

b

Recent Taslks
Get started with Windows

Install the Keyboard | Install the Windows XP driver | Install the Vista driver

Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver |
Update the Windows 7 driver |
Update the Windows 10 driver

Update the Vista driver
Update the Windows 8 driver
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Update the Windows Vista driver

3. Select System and Maintenance.

:r v Control Panel »

- “‘1| ‘ Search

= Control Panel Home

BREIE Get started with Windows %
Back up your computer

Security

Check for updates

Check this computer's security status

@ Allow a pregram through Windows
Firewall

&

Network and Internet
Connect to the Internet
View network status and tasks

Set up file sharing

Hardware and Sound

" Play COs or cther media automatically
Printer

Mouse

Programs
Uninstall a program
Change startup programs

BN
[l

Recent Tasks
Get started with Windows

User Accounts and Family
Safety

@ et up parental controls for any user
@ Add or remove user accounts

Appearance and
Personalization

Change desktop background
Change the color scheme
Adjust screen resolution

Clock, Language, and Region
Change keyboards or sther input
metheds

Ease of Access
Let Windows suggest settings

Optimize visusl display

Additional Options

4. Select Device Manager. Then, the operating system will pop up
the Windows needs your permission to continue dialog box.

Click Continue to install.

~ 42| search

%v‘@ + Control Panel » System and Maintenance »

Control Panel Home Power Qptions
Require a password when the computer wakes

Change when the computer sleeps

é@ Indexing Options

Change how Windows searches

= System and Maintenance
Security
Metwork and Internet
Hardware and Sound
Programs

Usi
Safety

Problem Reports and Solutions
ccounts and Family Check for new solutions
Appearance and

: Perfarmance Information and Tools
Personalization

Clock, Language, and Region

Use tocls te improve performance
Ease of Access

Additional Options i
d devices
Classic View
¥ Windows Anytime Upgrade
Compare features with your current configuration
Decide whether to upgrade Windows Vista

Recent Tasks
Get started with Windows

i

~% Administrative Tools
Free up disk space
@ Create and format hard disk partitions

Choose how to check for solutions

@ Defragment your hard drive
¥ View event logs

Change what the power buttons do

View problem history

Check your computer's Windows Experience Index base score

1 Updste device drivers

¥ Schedule tasks

Install the Keyboard |
Install the Windows 7 driver |
Install the Windows 10 driver
Update the Windows XP driver |
Update the Windows 7 driver |
Update the Windows 10 driver

Install the Windows XP driver | Install the Vista driver
Install the Windows 8 driver

Update the Vista driver
Update the Windows 8 driver
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Update the Windows Vista driver

5. Select Smart Card readers.

File Action View Help
es @B Hm 8BRS
gl 1-PC

#-18 Computer

[H-g= Disk drives
-8 Display adapters
-4 DVD/CD-ROM drives
[E: % Human Interface Devices
[ [DE ATA/ATAPI controllers
-2 Keyboards
[ ﬂ Mice and other pointing devices
[ .;] IMenitors
- [Ip Other devices
-~ Ethemet Contreller
h SM Bus Controller
-8 Portable Devices
[ B Processors
=8 Smart card readers
B o5 o e
-%| Sound, video and game controllers
]-(:— Storage controllers
i Systemn devices
3} i Universal Serial Bus controllers

[

6. Right click on USB Smart Card reader.
The display shows asfollows:

File Action View Help
e @ E Bl & E e
=g 1-PC
4% Computer
(g Disk drives
[E3] l"‘ Display adapters
[ DVD/CD-ROM drives
E-% Humean Interface Devices
[#-ig IDE ATASATAPI contrellers
& Keyboards
\ﬁﬂ Mice and other pointing devices
2t E] Menitors
Ehb Other devices
m Ethernet Controller
m 5M Bus Controller
I Portable Devices
E-R Processors
-3 Smart card readers

P=1Y USB Smart Card reader
&% Sound, video and game ¢ Update Driver Software...
&3] (:— Storage controllers Disable

-8 System devices

Uninstall
B E Universal Serial Bus contrg

Scan for hardware changes

Launches the L Properties

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows Vista driver
/. Select Update Driver Software.

l\‘:J |l Update Driver Software - USB Smart Card reader

How do you want to search for driver software?

= Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
foryour device,

=+ Browse my computer for driver software
Lecate and install driver software manually.

Cancel

8. Select Browse my computer for driver software.
9. Insert the drivers CD into the CD/DVD drive, browse to
Drivers folder, select Windows, and click Next.

..

@ [l Update Driver Software - USBE Smart Card reader

Browse for driver software on your computer

Search for driver software in this location:

DADRIVERS\Windows| i Browse...

[@Include subfolders

@ Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows Vista driver

10. The installation wizard will install driver. After a successful
installation, the system will prompt you with the following message:

- - =

@ |l Update Briver Software - USB Srart Card reader

The best driver software for your device is already installed
Windows has determined the driver software for your device is up to date.

USE Smart Card reader

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows 7 driver
1. With the Smart Card reader connected, the old driver that is
built in inside the operating system will be installed automatically.

2. From the Start Menu, open the Control Panel.

8 » Control Panel + v | 49 ) Search Controd Panel 2

Adjust your computer's settings View by Category =

User Accounts and Family Safety
% W9 Add or remove user accounts
" or amy user

=—{ Programs

K8 et g

3. Double click System and Security. The following window
will be shown:

¥y » Comtrol Panel » System and Security ¥ = | 49 | search Controt Panst =

Control Pane! Home

* System and Security
MNetwork snd Internet

Hardwaee and Sound ‘ Windows Firewall
Programs Check firewall status | Aliow & program thrcugh Windows Firewall
Uker Accounts and Family .& System
Safety b View amaount of RAM and processor speed | Check the Windaws Experience Index
Appearance s & Allow remote acoess | See the name of this computer | 8 Device Manager
Personalization < f
Clock, . and R :-f Windows Update

Tum automatic updating on or aff | Check for updates | View installed updates
Eate of Access

\; Power Options
Require & pas

Crange when the o

omputer wakes | Change what the power butlons do
e sleeps

3§+ Backup and Restore

=% Backup your computer | Restare files from backup

g% BitLocker
Pratect

o Administr, Tools

W=l Free up disk 5 Defragment your hard drive | & Create and foemat hard disic partitions
W view eventlogs | ) Sehedule tasks

Flash Player

Encryption

uter by encrypting data on your disk | Manage BitLocker

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows 7 driver

4. Select Device Manager under System. The following
screen displays:

= Device.

File Action View Help
e o HE~
4.4 Logil
b ﬁ Batteries
1> - Computer
[» g Disk drives
3 F,‘ Display adapters
1) DVD/CD-ROM drives
4 % Human Interface Devices
[ =" IDE ATA/ATAPI controllers
> == Keyboards
I~ Mice and other pointing devices
b E_I Monitors
> li:" Network adapters

»» -f Portable Devices

B B Processors

b,@ Smart card readers

4 @ Sound, video and game controllers
- System devices

B i Universal Serial Bus controllers
»-§ USB Virtualization

5. Select Smart card readers. The following screen
will be shown:

File Action View Help

es | = H=|®
43 Logil

> ﬁ Batteries

:b--ék Computer

> =g Disk drives

3 ."‘. Display adapters

4] DVD/CD-ROM drives

3 E Human Interface Devices

I» g IDE ATA/ATAPI controllers

I» 2= Keyboards

I -.JF Mice and other pointing devices

3 ‘; Monitors

b :'_!‘ Network adapters

» Il Portable Devices

b n Processors

4 -.g» Smart card readers

------ 5> Microsoft Usbccid Smartcard Reader (WUDF)

] @Ty Sound, video and game controllers

b -1 System devices

b a Universal Serial Bus controllers

b~ @ USB Virualization

ig
Install the Keyboard | Install the Windows XP driver | Install the Vista driver

Install the Windows 7 driver | Install the Windows 8 driver
Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver
Update the Windows 7 driver | Update the Windows 8 driver
Update the Windows 10 driver
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Update the Windows 7 driver

6. Click on your right button of the device. The display
shows as follows:

= = .;-,U.-.'f.--
File Action View Help
%m0 Bmlezss
4 3 Logil
» 3 Ratteries
o - Computer
I g Disk drives
&, Display adapters
» 43 DVD/CD-ROM drives
g ﬂx Human Interface Devices
- IDE ATASATART cantrollers
= Keyhoards
o Mice and other pomting devices

4 E’ Manitors

o Bl Pomable Devices
b n Processors
A g5 Smart card readers

“g Microsoft Usbecld Smartcard Reader (WUDF)| Update Driver Software...
i (8% Sound, video and game controllers
- System devices

Disable

i Universal Serial Bus controllers LI
J i USE Virtuahzabion Scan for hardware changes
| Properties

/. Select Update Driver. Then, the following window

How do you want to search for driver software?

< Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver
software for your device, unless you've disabled this feature in your device
installation settings.

< Browse my computer for driver software
Locate and install driver software manually.

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver
Update the Windows 7 driver | Update the Windows 8 driver
Update the Windows 10 driver
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Update the Windows 7 driver

8. Insert the drivers CD into the CD/DVD drive, browse to
the Drivers folder, select Windows, and click Next.
. ==

E/ il Update oftwal licrosoft Usk artca teader (WUD

Browse for driver software on your computer

Search for driver software in this location:
D:\DRIVERS\Windows| M Browse...

[¥Include subfolders

< Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all
driver software in the same category as the device.

9. Select Next. The installation wizard will install the driver.
After a successful installation, the system will prompt you
with the following message, and the device is ready to use.

The best driver software for your device is already installed

Windows has determined the driver software for your device is up to date. H

Microseft Usbecid Smartcard Reader (WUDF)
=

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver

Update the Windows 7 driver | Update the Windows 8 driver

Update the Windows 10 driver
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Update the Windows 8 driver

1. With the Smart Card reader connected, the old driver that is
built in inside the operating system will be installed automatically.

2. Open the Control Panel.

All Control Panel Items

Gé. % [ Contrel Pencl v All Contrct Pane ltems ~[o] [searhce. o]
Adjust your computer’s settings View by;  Somall icoms =
P Action Center B A festures to Windows § £ Administrative T ool
=g Aansdiay By SirLocier Derve Eneryption B8 Color Managesnent
B Credentisi Manager <Y Diate pnd Time B3 Defaukt Pregrams
B Desktop Gadgets o Device Manager G Devices and Printers
B Cpley 1 Erse of Access Center & Family Sefety
) File History I Fiech Playes [ Foldes Options

I Fonts o Hemeteup £ Indexing Options
) intemet Options = Kb G Language
I Lecannn Semngs F Meune 55 Netweek and Shanng Cerster
B Ntification Area keons L] Ind ndTocs BN
5 Phene and Modem @ Perwer Optiom 8 Programs and featares
B Realtek HD Audic Managee o Recovery & Region
B Rermsstelpp snd Desktop Conmections. 8 Sownd § Speech Recogniion
B seorsge Spaces ) symc Center 8 Sysrem
2L Taskbias [ Troblesheot g BY, User Accounts
b Windowt 7 File Recovery I windows Defender WP Windows Firewall
B Wirdows Update

3. Double click System. The following window will be shown:

L System Bl
0;:—)? 4 /% » ConteiPanel » 4 Control Panel hems » System v][e] [semhcs. 5]
Cantrol Panel Home L
View basic information about your computer
% Device Manager Windows edition
B Remote ettings Windows & Release Preview .- s
e DA et (i) Windows 8
erpecation. All rights
& Advanced system settngs . =
et mcee features witn 3 new
edition of Windows
System
Raling: B vindoma brpeience Inder
Procesion inecd(R) Core(TM2 Duo CPU. E4S00 @ 2.20GHe 2.20 G
Ievstalled memary (RAME 200 G8
System type: 32-bit Operat=ng System
Pen and Teuch: o Pem ar Teuch Input is available for thes Display
Computer narme, domain, and wotkgroup settings.
Computes name Logdechl § Chunge setting:
Full computer name: Logitechl
See abia
Computer descrigtian:
Actaon Conter o
Workgroup: WORKGROUR
Windows Update
Pefarmance infarmation and Wandourt sctrvation
losk Windows s actrated View detail in Windows Actrsticn

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver
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Update the Windows 8 driver

4. Select Device Manager under System. The following
screen displays:

File Action View Help
&= 7l i
4T Logitechl|
i+ 1% Computer
I g Disk drives
i W Display adapters
» & DVD/CD-ROM drives
I Eﬁ Human Interface Devices
I+ Ly |DE ATA/ATAPI controllers
> <= Keyboards

I a Mice and other pointing devices
1> W& Monitors

I "I-_'E MNetwork adapters

i+ Bl Portable Devices

B @ Print queues

3 Processors

3 a Smart card readers

3 # Sound, video and game controllers
1 <& Storage controllers

[ M System devices

3 i Universal Serial Bus controllers

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
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Update the Windows 8 driver

5. Select Smart card readers and right click on
the device. The device shows as follows:

File Action View Help
e | m B HmE H B %S
4 =4 Logitechl

» & Audic inputs and outputs

» (M Computer

I g Disk drives

b l.% Display adapters
b ) DVD/CD-ROM drives
3 ﬁ’,ﬁ Human Interface Devices
I Cg IDEATA/ATAPI controllers
I» == Keyboards
P ﬂ Mice and other pointing devices
3 EJ Manitars
[ ‘.I-‘;"_' Network adapters
4 |5 Other devices
ﬂﬂ Unknown device
[ Portable Devices
= Print queues
b n Processors
a E Srnart card readers
| a Smart Card Reader Keyboard |
|+ % Sound, video and game controll i Update Driver Software... [I
b c— Storage controllers Disable
o (M System devices
3 i Universal Serial Bus controllers

Uninstall

Scan for hardware changes

Properties

Launches the Update Driver Software Wizard fc

6. Select Update Driver, then the following window will appear:
[=]

@ ' Update Driver Software - Smart Card Reader Keyboard

How do you want to search for driver software?

% Search automatically for updated driver software
‘Windows will search your computer and the Internet for the latest driver software
foryour device, unless you've disabled this feature in your device installation
settings.

% Browse my computer for driver software
Locate and install driver software manually.
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Update the Windows 8 driver

7. Insert the drivers CD into the CD/DVD drive, browse to the Drivers
folder, select Windows, and click Next.

A3/ L Update Driver Software - Smart Card Reader Keyboard

Browse for driver software on your computer

bt | | Browse...

# Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

e |

8. The installation wizard will install the driver. After a successful
installation, the system will prompt you with the following message

The best driver software for your device is already installed

Windows has determined the driver software for your device is up to date.

Smart Card Reader Keyboard

Close

Install the Keyboard | Install the Windows XP driver | Install the Vista driver
Install the Windows 7 driver | Install the Windows 8 driver

Install the Windows 10 driver

Update the Windows XP driver | Update the Vista driver
Update the Windows 7 driver | Update the Windows 8 driver
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Update the Windows 10 driver

1. With the Smart Card reader connected, the old driver that is
built in inside the operating system will be installed automatically.

2. Open the Control Panel.

All Control Panel ltems - o
= « 4 [E@> ControlPanel > All Control Panel ltems v @] | Search Control Panel »
Adjust your computer’s settings Viewby: Smallicons *
25 Administrative Tools [m@ AutoPlay ¥ Backup and Restore (Windows 7)
B BitLocker Drive Encryption Kl Color Management Credential Manager
% Date and Time [@ Default Programs. = Dell Audio
8 Device Manager % Devices and Printers =1 Display
@ Ease of Access Center EJ File Explorer Optiens £ File History
Flash Player (32-bit) A Fonts *& HomeGroup
&, Indexing Options €1 Internet Options @2 Keyboard
€& Language F Mouse EF Network and Sharing Center
Bl NVIDIA Control Panel & Personalization [ Phone and Modem
3@ Power Options [ Programs and Features @ Recovery
 Region % Remotefpp and Desktop Connections ¥ Security and Maintenance
% Sound & Speech Recognition & Storage Spaces
& sync Center A system (L, Taskbar and Navigation
[ Troubleshooting 82, User Accounts 8 Windows Defender
o Windows Firewall 8l Work Folders

3. Double click System. The following window will be shown:

2 system
« ~ 4 B ControlPanel > All Control Panel ltems > System v @/ | Search Control Panel »
Control Panel H . L . o
IO A Reeme View basic information about your computer
& Device Manager Windows edition
& Remote settings Windous 10 Pro Insider Preview
& system protection € 2015 Microsoft Corporation. All rights reserved.
) Advanced system settings
System
Processor Intel(R) Core(TM) i7-4790 CRU @ 3.60GHz 3.60 GHz
Installed memory (RAM): 160 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input s available for this Display
Computer name, domain, and workgroup settings
Computer name: DESKTOP-41CNKIM & Change settings
Full computer name: DESKTOP-41CNKIM
Computer description:
Workgroup: WORKGROUP
Windows activation
Windows is activated Rezd the Microseft Software License Terms
Product ID: 00362-10000-06502-AA238 &Change product key

Seealso

Security and Maintenance
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Update the Windows 10 driver

4. Select Device Manager under System. The following
screen displays:

a4 Device Manager - O X
File Action View Help

e m| B Hml 8

v g2l DESKTOP-41CNKIM
> Bluetooth
> 3 Computer
5w Disk drives
» @R Display adapters
5w DVD/CD-ROM drives
> P:ﬁ Human Interface Devices
> iog IDE ATA/ATAPI controllers
» &= Keyboards
> ﬂ Mice and other pointing devices
» 1 Monitors
> a Metwork adapters
» |l3 Other devices
» ¥ Portable Devices
> [ Print queues
> B Processors
> ﬂ Smart card readers
> |l Seftware devices
» &J Sound, video and game controllers
> C— Storage controllers
> O System devices
> i Universal Serial Bus controllers
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Update the Windows 10 driver

5. Select Smart card readers and right click on
the device. The device shows as follows:

Device Manager = O *
g

File Action View Help
e 7| E BHE 8 B8RS

~ g DESKTOP-41CNKIM
> g Bluetooth
> 3 Computer
5w Disk drives

> @R Display adapters
> wm DVD/CD-ROM drives
» l:% Human Interface Devices
> g |DE ATA/ATAPI controllers
» &= Keyboards
> ﬂ Mice and other pointing devices
» [0 Menitors
> [E Network adapters
> |5 Other devices
5 K Portable Devices
» [ Print queues
> B Processors
v j Smart card readers
|j Smart Card Reader Keyboard

Update Driver Software...
> |l Software devices

> % Sound, video and game controlls Hiabis

» & Storage controllers Uninstall
» O System devices

e i Scan for hardware changes
» i Universal Serial Bus controllers

Properties

Launches the Update Driver Software Wizard

6. Select Update Driver, then the following window will appear:

x

Il Update Driver Software - Srart Card Reader Keyboard

How do you want to search for driver software?

—> Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

—> Browse my computer for driver software
Locate and install driver seftware manually.

| Cancel
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Update the Windows 10 driver

7. Insert the drivers CD into the CD/DVD drive, browse to the Drivers
folder, select Windows, and click Next.

*

4 || Update Driver Software - Smart Card Reader Keyboard

Browse for driver software on your computer

Search for driver software in this location:

E:\DRIVERS\Windows ~ Browse...

Include subfolders

—> Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

8. The installation Wizard will install the driver. After a successful
installation, the system will prompt you with the following message and
your device is now ready to use.

X
& || Update Driver Software - Smart Card Reader Keyboard
The best driver software for your device is already installed
Windows has determined the driver software for your device is up to date.
Smart Card Reader Keyboard
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Using the Smart Card Keyboard
Box Contents

The Smart Card Keyboard includes the following items:

Drivers and Documentation
Dell™ KB813 Smart Card Keyboard

Open the package and remove the contents to begin the installation.

Box Contents | Connect Keyboard | Attach Palm Rest
Inserting a Smart Card | LED indicator | The Windows Keys
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Connect Keyboard
o Connect the keyboard to any USB port on the computer.

» The USB port shown in the diagram is at the rear of
the computer. USB ports may also be located at the front.

Box Contents | Connect Keyboard | Attach Palm Rest
Inserting a Smart Card | LED indicator | The Windows Keys
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Attach Palm Rest

 As an option, you may attach the Palm Rest to the keyboard
as shown.

Box Contents | Connect Keyboard | Attach Palm Rest
Inserting a Smart Card | LED indicator | The Windows Keys
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Inserting a Smart Card

To insert a smart card in the Dell Smart Card keyboard, the side
of the smart card with the metallic part (contacts) must face you.
In the case of a credit card, your name must face you.

If the Dell Smart Card Keyboard is installed properly (see section
Setup) and the smart card is inserted correctly, the smart card
indicator LED should turn blue (see section LED Indicator for
details about smart card indicator).

Box Contents | Connect Keyboard | Attach Palm Rest
Inserting a Smart Card | LED indicator | The Windows Keys
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LED indicator
On the Dell Smart Card Keyboard, there are four LED indicators:

e Three standard keyboard LEDs: Num Lock, Caps Lock,

and Scroll Lock.
e One additional LED (2 colors) to indicate the smart card

Interface status as below:

LED status Description

OFF Smart Card is OFF or absent

Blue ON Smart Card is present and powered on

Blue Flashing | Smart Card is used

Amber ON Secure PIN Entry procedure : this is the safe
moment to enter your PIN code

Box Contents | Connect Keyboard | Attach Palm Rest
Inserting a Smart Card | LED indicator | The Windows Keys
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The Windows Keys and Applications Keys

There are three specific keys on the keyboard for more
convenient use, as described below. The two Windows logo
keys located on the keyboard could be used in combination

with other keys.

Key Combinations
One Application key

Windows key

Windows key + E

Windows key + F

Windows key + M

Windows key + R

Windows key + F1

Windows key + TAB
Windows key + Ctrl + F
Windows key + Shift + M
Windows key + Pause/Break

Function

The same shortcut menu as right-clicking
the desktop while pressing this key
Start Menu

Windows Explorer

Find Document

Minimize All

Display Run Dialog Box

Display Help Menu

Activate Next Taskbar Button

Find Computer

Undo Minimize All

Perform a System Function

Box Contents | Connect Keyboard | Attach Palm Rest
Inserting a Smart Card | LED indicator | The Windows Keys



Back to Contents Page

Diagnostic and Troubleshooting

Diagnostics

NOTE 1: The diagnostic program needs to be installed
on your system from the CD.

NOTE 2: Run this diagnostic software if you are having
Issues using smart cards with your application. It will be able

to determine if the smart card software and hardware are
loaded and functioning properly.

Install the Diagnostic Program
1. To install the diagnostic program in the CD-ROM.

Click DIAGNOSTICS folder, and select the desired language.
Then, launch the SmartDiag.msi under the desired
language folder.

2. Click "Next."

T ]

o

Welcome to the SmartDiag Setup
Wizard

Wizard will install SmartDiag o
o continue or Cancel to exit th

Diagnostics | Troubleshooting
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Diagnostic and Troubleshooting

3. Click Next.

@ SmartDiag Setup. )
. End-User License Agreement
Please read the following license agreement carefully m to
END USER LICENSE AGREEMENT é

IMPORTANT-READ CAREFULLY: This End-User License
Agreement for Gemalto Software (“EULA”) is a legal and binding
agreement between you and a subsidiary or affiliate of Gemalto N.V.
(“Gemalto™) that distributes the Software (as defined below) governed
by this EULA. “You" arc a person or legal entity wishing to use the

L S SNLYE PTWIOR  [EYRRPRNIs.T Y Dol o iy g o G o 1= 1 O § PV, WP I (SO R e ey

-~

| [¥]1 accept the terms in the License Agreement

Back | mMex | [ cancal

4. Read the agreement and then click Install.

4 SmartDiag Setup:

Ready to install SmartDiag

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back | nstal | [ Cancal

Diagnostics | Troubleshooting
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Diagnostic and Troubleshooting

5. Then installation starts.

ﬁ SmartDiag Setup

Installing SmartDiag

Please wait while the Setup Wizard installs SmartDiag.

Status:

Completed the SmartDiag Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

Diagnostics | Troubleshooting
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Diagnostic and Troubleshooting

/. Click Finish.

5 smaroeg seue SN s
gemalto

Completed the SmartDiag Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Run SmartDiag 2.4

1. Execute the diagnostic software SmartDiag.

- 1
a Gemalto SmartDiag v2. fL__-

Welcome to
Gemalto SmartDiag v2.4.

This program verifies that smart card readers and the cards
they contain are available to other programs.

[fthe diagnostic utility identifies a problem. itreports the
most likely cause and gives the necessary information to
correctthe situation

Click Start to begin the diagnostic About.. |

Start Cancel |

Diagnostics | Troubleshooting
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Diagnostic and Troubleshooting

2. Click Start.

o A Smart Card is Required !

Please insert a valid smart card in the reader
before passing to the next screen.

w

Click Next after inserting the card

Advanced View Next > I Cancel

3. If no smart card is present, the above screen will appear.
Insert a smart card and click Next.

&4 Gemalto SmartDiag v2. |

& rasseD

The reader and the card it contains are OK

Click Close to finish the diagnostic session.

Advanced View Mext > I Close I

Diagnostics | Troubleshooting
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If the smart card reader and smart card have Passed, this
means the software and hardware are both working properly.
Failed means the smart card driver or the hardware is not
present or is not installed correctly. If this occurs, go to
www.dell.com/support to resolve this problem.

Smart Card Present: (when Advanced view is
selected from the screen above)

4 Gemalto SmartDiag v23 = o
Action Report Help

st e @, Dell Dell Smart Card Reader Keyboard 0

| [Unregistered Card]
B-E0 Svstem Thes ieade iz available o use 5'@3‘!}' Home E::‘E
Type LISE Desvice
Fossible Actions: M ammum Dala Fate 344086
bodel Dell Smart Card Feader Keyboaid

Wihl's this?

Ready

The above screen shows that the smart card is inserted and
the system is able to read the smart card.

Diagnostics | Troubleshooting
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Smart Card Removed
& GematosmarDiag 24 (N

€ Faunep

The reader seems fine. but the diagnostic cannot
be completed without a smart card

Please ensure that a smart card is inserted inthe
reader. Ifa smart card is already in the reader. it
is possible thatthe reader can no longer detect
smart cards.

You may try to fix the problem and rastart this tool
to confirm everything is fine or ask for the
assistance of technical support

Get Assistance

Click Close to finish the diagnostic session.

Advanced View et > | Close I
L EEESSSSSSS

When the smart card is removed, the above screen will appear.

Diagnostics | Troubleshooting
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Troubleshooting

My smart card is not detected.

A. The driver may not be installed or you may not be using the correct driver.
Reinstall the driver (see Reinstall the Driver).

B. The reader could be contaminated. Extract and reinsert the smart card
several times to dislodge any contaminants such as dust or foreign objects.
C. The smart card chip is damaged. Obtain a new smart card.

My smart card is detected, but does not work.

A.The smart card is not inserted correctly. The smart card must be inserted
chip-end first. See diagram (section Inserting a smart card)

B. The smart card contacts may be dirty and need to be cleaned. To clean the
smart card contacts use a dry tissue.

C. The smart card chip is damaged. Obtain a new smart card.

| can see the Dell Smart Card Keyboard in Windows device manager,
but | cannot communicate with the smart card.

If this occurs, it is possible that the Microsoft Smart Card Resource Manager did
not start. Type net start scardsvr.exe in the run dialog box. Once the Smart
Card Resource Manager has been successfully started, the smart cards should
be accessible. On the next boot, the resource manager should auto start.

The Dell Smart Card Keyboard LED goes solid green for a few seconds
when | insert a smart card and then goes off again.

This is normal Operating System behavior. Please refer to Usage

section of the User's Guide regarding LED indicators.

The Dell Smart Card Keyboard is not functioning under
Windows NT4.0.
Windows NT4.0 does not support USB interfaces (see System Requirements).

Diagnostics | Troubleshooting
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Specifications

General

Manufacturer

Model number

Connection type

Supported operating systems

Keyboard interface
Keyswitch feeling
Rollover

Electrical

Power requirements
Power consumption
Switch actuation force

Physical
Height
Width

Depth
Weight
Cable length

Environmental

Operating temperature
Storage temperature
Operating humidity Storage
humidity

Reliability
Card Reader Insertion Life

Liteon

KB813t

USB

Microsoft Windows 2000, Microsoft
Windows XP, Windows Vista, Windows 7,
Windows 8, Windows 10, Microsoft
Windows Server 2003, Windows Server
2008, Microsoft Server 2012, Linux Ubuntu,
OpenSuse and RedHat

USB
Rubber dome tactile feedback
Pseudo 6-key rollover capability

4.75 to 5.25 Vdc (through PC USB port)
100mA max.
599+ 129

40 mm
446.5 mm
151.5 mm
6709
1.8m

-100C ~500C
-40 oC ~ 65 oC
0 ~90% RH, non condensing
0 ~90% RH, non condensing

100K times
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Regulatory

Regulatory Model : KB813t

Regulatory Notices

For additional regulatory information, see the Regulatory Compliance
home page on www.dell.com at the following location: www.dell.com/
regulatory_compliance


http://www.dell.com
http://www.dell.com/regulatory_compliance
http://www.dell.com/regulatory_compliance
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Certifications

Microsoft WHQL Logo
The Dell Smart Card Keyboard/Reader has passed WHQL logo testing by
Microsoft Windows Hardware Quality Labs.

WHQL Logo is a certification provided by Microsoft Windows Hardware
Quiality Labs. This logo ensures that the hardware and accompanying software
for the Dell Smart Card Keyboard are compatible with Microsoft

Operating Systems.

EMYV Level 1 Compliance
The Dell Smart card Keyboard is EMV Level 1 compliant.

EMV certification ensures security for customer card payments by
reducing fraudulent transactions on counterfeited or lost/stolen cards.

USB IF Compliance
The Dell Smart Card Keyboard is compliant with USB Logo Testing
Requirements.

The compliance testing ensures the quality of products and compatibility
with other USB peripherals.

FIPS 201 Certification
The Dell Smart Card Keyboard is FIPS201 compliant.

FIPS 201 is a United States Federal Government standard that specifies
Personal Identity Verification (PIV) requirements for Federal employees and
contractors. The certification makes the product meet the standard.
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