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Welcome to your Indosuez eBanking Portal
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YOUR FIRST LOGIN YOUR NEXT LOGINS ADD A SMARTPHONE DELETE A SMARTPHONE
TO eBANKING TO eBANKING OR ATABLET OR ATABLET



IN ORDER TO LOG IN FOR THE FIRST TIME, YOU MUST HAVE:

01 Your User ID and QR Code stated in the first letter sent to you by post, which we encourage you to keep safely;
YOUR FIRST Your temporary eBanking password sent to you in a separate letter;
LOGIN TO Downloaded the app to your smartphone or your tablet.

eBANKING

Including the QR Code and User ID

€0¢ INDOSUEZ

GENEVA, ON 20.07.2020
REF: 0902840/ /BK00B6732.000

P.0BOX 5260 1211 GENEVA 11
TEL. +4158821 9000

CHE-270.234.314 VAT
AACCOUNT HOLDER

FONDS DE PREVOYANCE DE CA INDOSUEZ
(SWITZERLAND) SA RUB. FOPVM-ACT.CH

Your eBanking access Nr BK00B6732.000
Dear Online Banking Client,

We thank you for subscribing to our eBanking services and hope that this
solution fully meets your requirements

Please find enclosed your User ID and QR Code. The latter will allow you to
configure your "HID Approve’ App, which is required to validate your eBanking

connections.

The enclosed connection guide as well as online support on the welcome page
of your eBanking account will help you easily configure your access.

You will receive your password in a separate letter.
Your User ID: ED104482

Yours sincerely,
Your eBanking team

Information in case of manual synchronization

User ID ED104482

Prompt code  HKYJUDXFS5

URL provider taurus.pbgate.services:443/HIDCAI
ADVICE WITHOUTSIGNATURE E.80.E
ORIGINAL - 1K

CA INDOSUEZ (SV/ITZERLAND) SA

Please note that this QR Code

is valid only once.
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Including the eBanking password

€5¢ INDOSUEZ

GENEVA, ON 21.07.2020
REF: 0002840/ /BK00G732.000
P.O.BOX 5260 1211 GENEVA 11
TEL. +41583219000
CHE-270.234.314 VAT ‘CODE SERVICE: TIE4
(CJTIERS-GERANTS
ACCOUNT HOLDER T 0B2540
FONDS DE PREVOYANCE DE CA INDOSUEZ INDV: 338888

(SWITZERLAND) SA RUB. FDPVM-ACT.CH
0902840

GENEVE CAISSE - GUISAN 1

Your eBanking password

Dear Online Banking Client,

BKO0BE732

We thank you for having subscribed to our eBanking services and are happy to

provide you with your password below.

When connecting for the first time, the password must be modified. Your new
password should not be easy to decipher (dates of birth, phone numbers,
Ticense plate, etc.) and should be memorised so that third parties cannot use

it

You recently received a first letter containing your eBanking
a connection guide. You now have all the information required

Yours sincerely,
Your eBanking team

ADVICE WITHOUT SIGNATURE

identifiers and
to Tog in.

Instructions au verso!
Instructions see overleaf!
Instruktionen siehe Riickseite!
Istruzioni sul retro!
Instrucciones al dorso!

E.80.E

CAINDOSUEZ (SWITZERLAND) SA
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YOUR FIRST ACCESS THE AUTHENTICATION PAGE
LOGIN TO
eBANKING

https://ebanking.ca-indosuez.ch

Enter the User ID and password
that were sent to you in two separate letters.

Click on

CHANGE YOUR eBANKING PASSWORD

Enter a new eBanking password, Do you wishto change
avoiding personal references

(exactly 8 characters, including letters and numbers,
no special characters), re-enter it.

ciil

password?

Then click on

THE FOLLOWING SCREEN WILL APPEAR

If you have not already done so,
you must download the app . =
in Order to |og in secu re|y. Your eBanking authentication is from now on t be done with your smartphone. In order to access to get this new authentiation method, we kindly ask you to follow all the

steps of the displayed process

Click on o . ="
© ™"
AP:;gVE
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YOUR FIRST

LOGIN TO ANDROID APP ON
eBANKING

P> Google play

DOWNLOAD THE APP

From the Google Play Store, download the app to your smartphone.
Once the download is complete, open the app.

ACCEPT THE LICENSE AUTHORISE ACCESS
AGREEMENT TO YOUR CAMERA

License Agreement Authorise the app
PPORATION to access your SmartphOﬂe camera.

SE AGREEMENT (“EULA")
1v.09132016)

AD CAREFULLY: This End User License Agreement (‘EULA") is a legal agre
sither an individual or an entity, and HID Global Corporation. (“HID") gover
s and modules (“Software") that came with this EULA, whether provided o
oedded on hardware products (“Hardware"), and any associated product

srials accompanying or provided with the Softwar~ “~~~imentation”). LI »
THE TERMS OF THIS EULA BY INST* e VI T, ASE L

HE HARDWARE ON WHICH IT ~ S .

sormiseuia, ucense, nethod to limit the

RN THE SOFTWARE A?

e operation of such key ¢

HID Approve

+ In consideratic
retenss Jyct-specific restrictions set .
1s. Licensee’

*:::::’l": In the event of any conflict bet Tap the screen to register a new m Allow Approve to take pictures and record

~ents”). Exer service. video?

Welcome

ftware are li

ns of the S¢

nsolely in e Acce pt
vackup and ar

ided or otherw

DENY | ALLOW

adiitions of this E
ne Software on be,
© with the terms ana.

The license rights granted 1,

not sell, license, sublicense, len. p
-, that if any sample code or applicatie. - provi
ire (hereunder, "API's") for the purpose of enabling meroperability betwec
reloped by or for Licensee (“Licensee App”), Licensee may distribute thos¢
r identified in the Documentation as being redistributable solely as part of

6 | eBanking Login Guide
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YOUR FIRST
LOGIN TO p

DOWNLOAD THE APP

From the Apple Store, download the

Download on the

eBANKING ' App Store

app to your iPhone.

Once the download is complete, open the app.

ACCEPT THE LICENSE
AGREEMENT

License Agreement

13. General. This EULA, together with the Purchase
Documents and any attached and/or referenced
addenda, exhibits and schedules, constitutes the
complete agreement between the parties and
supersedes all prior or contemporaneous
agreements or representations, written or oral,
concerning the subject matter of this EULA. This
EULA may not be modified or am~=~ad except in
writing signed by * ed
representatives of 1* < AJreemen.
document (inclur’

otner LicensersVErNed by the Ur,

be deemed *

ameeorr Contracts for t
vaerods, the application ¢
the enf

arear @XCluded.

Cont

govern

laws ot

Accept
legal act

interpret ti

agree that su

or Federal Co.

and no other pi

the separate softw. p
Licensee’s use will not L. wed
Nations Convention of Conuwaces for the
International Sale of Goods, the application of
which is hereby expressly excluded.

AUTHORISE
THE NOTIFICATIONS

Authorise the app
to send you notifications.

License Agreement

HID GLOBAL CORPORATION
END USER LICENSF A7~~~ *=NIT (“EULA")

(Standard Ve .y @nNy asSsw

iMpo-.ON or other writt use
ll:i(‘nm Ar mrvAuiAAA ikl #R

"Approve” Would Like to
Send You Notifications
Notifications may include alerts,

sounds and icon badges. These canbe |
configured in Settings. i
)
Don't Allow Allow
;zOM WHOM THE SOFTV\"{
PAR, WAS
ACQUIk.
1. Grant of Licens... _—=ration of payment

of the applicable license fee by Licensee to HID ol
its authorized reseller and subject to Licensee's
compliance with the terms and conditions of thi
FLIIL A HID arants |icenses A non-exclusive non.

AUTHORISE ACCESS
TO YOUR CAMERA

Authorise the app
to access your smartphone camera.

HID Approve

“Approve” Would Like to
Access the Camera
Used to scan QR Codes

Don't Allow OK

N S
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YOUR FIRST
LOGIN TO
eBANKING

8 | eBanking Login Guide

The app
is installed on your smartphone.

Click on to access this screen.

HID
APPROVE

SYNC YOUR eBANKING ACCOUNT VIA YOUR SMARTPHONE

Scan the QR Code sent to you with the first letter

and create your 6-digit HID PIN code. You must confirm it.

Personalise your access name if you wish.

The QR Code can be found in a recently received letter.
We encourage you to keep this letter which also contains
your User ID.

Open the app-
Click on

You must have
the 3 codes included
in the first letter.

(User ID, Invite Code and Provider URL)

Enter them
in the app.

<

Add Service
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YOUR FIRST o
LOGINTO ONCE THE SYNC IS COMPLETE, =
eBANKING a confirmation screen will automatically 2 Regete smar -

appear on your computer. e e e

C| IC k O n You can go now to the connection stage by clicking on the “Next Stage™ button.

Click again on to login T

to your eBanking space.

cm
Click again on
—3)
B =3

You will automatically receive =

a notification in your app.

After entering your HID PIN code, please Aatin et of sutoneat =

. . . . . waiting receipt of authorisation

the login by sliding your finger to the right. - —

Please note that if the approval request

does not appear, you can click on the

screen on your smartphone.

After entering your HID PIN code, ———

you generate a temporary code that you will enter

on the login screen of your computer. S - Tt

eBanking Login Guide | 9



YOU CAN NOW ACCESS eBANKING
Select your country of consultation.

01

YOUR FIRST

LOGIN TO

eBANKING @2 INDOsUEZ

ONLINE BANKING ACCESS

Welcome to your eBanking platform

Select the country from where you connect: I am connecting from...

I am connecting from...

Switzerland

Afghanistan

Albania

Algeria

Andorra

10 | eBanking Login Guide
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YOUR NEXT
LOGINS TO
eBANKING

ACCESS THE AUTHENTICATION PAGE

https://ebanking.ca-indosuez.ch

ENTER YOUR USER ID AND PASSWORD

[T
-t

Up to 3 attempts.

If your account is blocked, we invite you to contact our Helpdesk.

Then click on

YOU WILL RECEIVE A NOTIFICATION
FROM THE HID APPROVE APP

Click on the notification received.

Enter your 6-digit HID PIN code defined during
the app’s installation (up to 3 attempts).
Approve the login by sliding the word

to the right.

If you do not receive the notification, you have the option

to generate a one-time use code on the

app.

Awaiting receipt of at

,,,,,,,,

uthorisation

v 9RO oot o cpor O At i

qw e

a s d

HID Global

Enter Password

word protecting test cais

0000000000
f gh j k|
Cevnn@

& z x

123 @ ¢

space return
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ADD

A SMARTPHONE
OR ATABLET

12 | eBanking Login Guide

Click the link on the right side of your screen.

WELCOME TO YOUR

COMMUNICATION

Select

WELCOME TO YOUR

Select

Device

Galaxy Tab A (2016)

G7 ThinQ

Payment order

Type

(=]
Securities order eDocuments
(=]
Securities order eDocuments
] &=
Securities order eDocuments

Expiration date

14.07.2025

13.07.2025

[ secure message | {3} settings Log off [>

e &
Market

[ secure message (0) Settings Log off [')
Navigation
Portfolio
l Vi Payment order
Securities order
‘eDocuments
Alert management
My Indosuez

Manage your e-banking access

[ secure message G} settings Log off (>
14
Market News
Status
Saved
Saved
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ADD

A SMARTPHONE
ORATABLET

DOWNLOAD THE HID APPROVE APP
Step 2 of “your first login to eBanking” p.6 and 7.

Scan the that appears
on your computer.

Enter a in the app.

Dlsenemesse  @sens v wogott B
o] 5] = %4 &
e e e e o o
1. OPEN THE HID APPLICATION 2. SCAN THE QR CODE

If you are unable to scan your QR Code, please enter it manually (p.8, situation B).

A page will appear to confirm
that your smartphone
or tablet has been saved.

- S secure messa g Dsetings v Logot [>
i} 5] B = 1% ]
porobo Pamentarder Securts rder “Douments ket =
Cong i The of your device has been validated.

eBanking Login Guide | 13
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DELETE

A SMARTPHONE
OR ATABLET
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CHANGE YOUR PREFERENCES

In the menu, select
You have the option of easily deleting a device.

Select the device you would like to remove and click

en Secure message {0) Settings Log off E’
& &3 @ B = I i
Home Portfolio Payment order Securities order eDocuments Market News.
Device Type Expiration date Status
Galaxy Tab A (2016) D 14.07.2025 Saved
D o ThinQ D 13.07.2025 Saved

Delete

You must, however, save at least one device.



Thank you for choosing to subscribe to our eBanking offer.
This guide offers a brief review of the security that safeguards your personal space and details on the main steps that will allow you to access it.
For any additional questions, we invite you to contact the Helpdesk:

+41 58 321 9800 support.ebanking@ca-indosuez.ch

Your eBanking solution uses a highly effective IT system, ISO 9001 certified: 2008. It also offers a secure connection and encrypted information.

YOUR LOGIN SYSTEM IS BASED ON THREE ELEMENTS OF IDENTIFICATION

A User ID;
A QR Code that you will use only the first time you log in in order to sync your phone;
A password that will be sent to you by post and that you must change the first time you log in.

YOU ARE A KEY ACTOR IN SECURITY
In order to guarantee the optimal security of your eBanking access, we encourage you to take a vigilant approach by adopting a number of simple habits, such as:

Contact the bank immediately by calling the eBanking Helpdesk if you notice an abnormal function relating to your authentication
or when using one of the eBanking services (consultation, messaging, transfer, market order, etc.);

Regularly run updates on your devices (browser, operating system, etc);

Protect your computer with antivirus software and ensure it is automatically updated on a daily basis;

Log in from a secure place and avoid public spaces;

Keep access codes in a secure place and separate from one another;

Do not ever copy, photograph, scan or upload your access codes;

Log in to the eBanking website by entering the address in the browser and never click on a link contained in a message;

Do not open attachments if the sender is unknown;

Remain cautious with regard to messages directing you to call your bank or to provide personal information and take the time to verify
the telephone number and/or the issuer of the message;

Avoid easily identifiable login codes (date of birth, children’s names, etc.);

Avoid login codes that your use for other online services that are often less secure;

Do not ever share you login credentials with third parties and change them as soon as you believe they might be known by others;
Log out correctly by using the “Log out” button;

Erase the cached memory and browsing history once you have logged off.

The Terms and Conditions and the Online Services Special Conditions of the bank will continue to apply to the remainder.
eBanking Login Guide | 15
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CH7 INDOSUEZ

WEALTH MANAGEMENT

eBANKING HELPDESK

+41 58 321 9800 support.ebanking@ca-indosuez.ch

CA Indosuez (Switzerland) SA

Registered office: 4 Quai Général Guisan, 1204 Geneva, Switzerland

Tél:+ 41583219000 - Fax: + 41583219100

www.ca-indosuez.com

Limited-liability company (société anonyme) under Swiss law with share capital of CHF 1'025'946'000
CA Indosuez (Switzerland) SA is authorised as a bank and Securities Firm by the Swiss financial markets
authority (FINMA), which also supervises its activities.

Photo credits: iStock - August 2020.

CREDIT AGRICOLE GROUP
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