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1 INTRODUCTION

Vision

NCRB keeps on exploring technologies to reduce manual and redundant efforts being
done in policing. As part of such exploration, NCRB has come with an idea to have an Automated
Facial Recognition System (AFRS), based on Image based search/comparison techniques.

NCRB has developed, an Al based, Image searching application (namely Unify), which
compares the photos of probed/searched with CCTNS national database (missing person/found-
person/dead-bodies/accused) and returns the probable matches for manual comparison.

Features:

Unify App has the following features

e Automated facial recognition system, developed using Al/ML technologies.

e Al /Machine Learning based model to compare facial features

e Identifies Person of Interest (Pol) (Dead-bodies/Suspects/Unknown Found/Missing
Persons) against photos available in CCTNS Database.

e Eases back tracking of Pol, incase Pol was in contact with police.

e Accessible to Police over Internet through ‘digitalpolice.gov.in’

e Secure Application, vetted by CERT-In empanelled agency

e Returns Best 3 Matches from the national CCTNS Database
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2 UNIFY WEB APPLICATION

Using UNIFY Web Application, user can upload photos of Person of Interest
(suspect/found person/dead-body) and can search them in CCTNS National database; in turn,
system would return the most probable images of persons along with case/complaint
information. In case results match with the probed Pol, then Police officers may compare the
images and other particulars from CCTNS search application using case/compliant number
returned by UNIFY and act accordingly. The entire operation can be done in real time. Thus would
reduce the efforts needed, in case the person has come in contact with police.

Following modules are present in the application:

Create Account

e login
Dashboard

Search Identify Recovered Person/Dead Body

Success Stories
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3 GETTING STARTED
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Open any internet browser (i.e. Internet Explorer, Firefox, etc.)

in browser address bar

[}

e Enter URL http://digitalpolice.gov.in/.

e Click on UNIFY-WEBAPP to IDENTIFY

e You will be redirected to UNIFY Home page

e OrEnter URL https://164.100.44.122/api/home directly in browser address bar
New Tab X -+

digitalpolice.gov.in|

> C &
@] &

= Apps

O Switch to this tab

& Ministry of Home Affairs | Digital Police - digitalpolice.gov.in

SR TO MAIN COMTENT  SCTEEN REA BEEE

DIGITAL POLICE

Home | About | Services

COINS PROJECT BRIEE | A VIDEQ ON DIGIAL POLICE PORIAL

5 A SMART Policinng lriticlive
Eieitallodla

(£

i SERVICES FOR CI”
| ¥ REPORT A CYBER CRIME

3. Proclaimed Offenders Information.
4. Locate Nearest PS.

[# SERVICES PROVIDED BY STATE POLICE CITIZEN PORTALS
1. Filing of Compiaints to the concemed Police: Station.
2. Obtaining the status of the complaints
3. Obtaining the copies of FIRs.
4. Details of arrested persons/wanted criminals.
5. Details of missing/kidnapped persons and their matching with
arrested
6. Details of stolen/recovered vehicles, arms and other properties.
7. Submission of requests for issue/renewal of various NOCs.
8. Verification requests for servanis, employment, passport, senior citizen
registrations efc
9. Portal for sharing information and enabling citizens to download
required forms

Select State; —Select-

2 @GOV.IN

data.gov()

QUICK LINKS

| Feedback

na

| Contact

Thiz portal Is a piatiorm for Chizens to fils crime rafatad complaints onfina and sask
(including for domestic help. drivars
etc), tenants of for any other purpose. Citizens can also seek certification of their own
antecedents

verification of

The portal wauld also provide aceess to authorized persons 1o use National Databaze
of cime records for te purpose of investigation. policy making. dats enalytics.
ressarch and providing citizen services.

The portal conzolidates data of current and past Cfime occurrences across the
counlry. This dats has information perlsining Lo persons sccused o convicled in
criminal cases along with as2ociatsd information such as propery Stolenirscoversd,
mizzing parsens, recoveredunidentifiad daad bodies and so on This
would help expedite Police investigaions to solve crime as well as lo provide
aMececent verilication srvices 10 citizens.

infarmation

Tha panal alzo gensrates varlous thematic raparts of trands of incidencze of crima

SERVICES FOR POLICE

@ corns searcH

@ CCTNS REPORTS

@ I-MOT-MONITORING OF TERRORISM CASES

c”m CYTRAIN-CYBER INVESTIGATION TRAINING

O NDSO-SEXUAL OFFENDER DATABASE
o ITSSO-SEXUAL OFFENCES INVESTIGATION TRACKER

c‘?;c CRI-MAC-WEBAPP TO FLASH CRIME ALERTS

U UNIFY-WEBAPP TO IDENTIFY

jational

owladge
letwork

REACH US
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4 HOME/LANDING PAGE

e Unify Home Page facilitates users to Login and Create new account.

€ > C & 16410044122fapi/home/ Q% * &

Welcome to the Unify portal

| This portal facilitates the matching of photos of Unidentified found persons, children and dead bodies with 3
the Tmages of Missing persons or criminals registered in the police stations across the country and thus |
L]
"
p
L]

helps in the identification and restoration of these found persons. ‘ » :

officers. Whenever a child'person/deadbodsy is found, his or her clear photo of face may be taken and

This is basically a web-portal, but can also be used through a browser on a mobile phone by the field | ‘ ’
uploadzd in the App for matching. L] j

This image search facility uses a Machine leaming algorithm for comparing Images and displays three best “‘_ . ‘
matches and provide their details as available in the CCTNS database. .

This facility is available to police personnel only, as it is assumed that any recovered persondeadbody is
first reported to Police.

Police Personnel has to first sign up using a Govt. email ID), thereby creating a user name and password.

All Rights Reserved.
This Application was developed under an MoU with Pune Institute of Computer Technolo;
Any Feedback/S: tions may be sent to care.unify@ncrb.govin
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5 CREATE ACCOUNT

New users may create an account themselves using option “Create Account”

e Choose User Name, Password, Re-Password and enter First Name, Last Name and E-
Mail(Only Govt. email IDs with domain name gov.in or nic.in can be used)

e Click on Create Account.

e An email containing activation link of account will be sent to your email

e Click on the Activation link shared through email, to activate your account

e Click on “Yes” button, if prompted by browser.

€ < C @ 164.10044.1223pisignup/ aw * a

CREATE
ACCOUN

‘Email Id

& Choose your User Name

Set Password for your account

 Re-Enter Password for your account

| First Name

i Last Name
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i

E-mail Activation Link

Contacts Calendar Tasks Briefcase Preferences Login History Video Tutorials

Reply Reply to All Forward Archive Delete | Spam é K A Actions ¥ Read More | & View

v Mail Folders = [ sorted by Date T100+ cony B Activate Your UNIFY Account - Reg 1 message
Unify Userl @@ I~ - ; - .
%, Inbox (52) - . From: (SR May 27,2021 1:54 PM
£ sent [ ® Dy Dirlun 02 401 PM
£2 Drafts (2) [All-NCRB] Interr [
Hi user_manual
E"@ Junk - .

[J ® HindJun 02 11:52 AM
ﬁ Trash Please click on the link below to confirm your registration:
[AII-NCRB]" 2 ™

Caviad Canrchac - - http://164.100.44.122/api/activate/MjM2NA/5qz-
“ 4 June 2021 » » [ ® BOC-Nun 01840 PM 459e55282dc068132354/ ACCOUNT

S M T W T F s New India Samar [* \ ACTIVATION

0 31 1 2 3 [ s LINK

Informational

o URL http://164.100.44.122/api/activate/MjM2NA/5qz-
459e55282dc068f32354/ blocked due to security, Please read the
URL and ensure it's authenticity and then click "Yes" to proceed
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6 LOGIN

e Click on Login button.

e Enter Username, Password and Captcha(given in image)

e Click on Login button.

-
LOGIN

‘Welcome to the Unify portal

‘This portal facilitates the matching of photos of Unidentified found persons, children and dead bodies with
the Images of Missing persons or criminals registered in the police stations across the conntry and thus
Telps in the identification and restoration of these found persons.

This is basically a web-portal, but can also be used through a browser on a mobile phone by the field
officers. Whenever a child/person deadbody is found, his or her clear photo of face may be taken and
uploaded in the App for matching.

‘This image search faciity uses a Machine leaming algorithm for comparing Images and displays three best
matches and provide their details as available in the CCTNS database.

‘This faciliy is available to police personnel only, as it s assumed that any recovered person/deadbody is
firstreported to Palice.

Police Personnel has o first sign up using a Govt. email ID, thereby creating a user name and password.

& > C @ 16.10044.122/pilogin/ a s » 2

lLogIn

Username:

[ User Name

Password:

[ Password

Captcha:
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7

IDENTIFY RECOVERED PERSON/DEAD BODY/MISSING PERSON

This page used to identify POl by uploading Pol’s photo

¢ Identify Recovered Person/Dead Body/Missing Person page displays option to upload photo to identify
POI.

e Click “Choose file” button

e Select the photo of the person to identify

e Click on person type to filter the search results by person type (By default is “ALL”) i.e. Missing Person,
Unidentified person, Unidentified Dead body, Others etc.

e To further narrow don the search Click on Calendar control to choose a date after which the search is
to be executed

e Click on “IDENTIFY” button

e Matching results will be displayed. User may select corresponding feedback radio button, in case of a
correct match.

e Click on “Submit” button to save your feedback

€ > C @ 16410044.122/api/uploadPerson’ o f O0&:

M Gmal @ VouTube @ Maps P PARCHAYOFFICIAL. @ NCR HomePage J) Android Date Time..

|dentify Missing Person/ Recovered Person
or Unidenified Dead body

Person of Interest:

IALL

‘Search after: |01-01- 2011 u}

Copyright © 2020All Rights Reserved.

Any Feedback/Suggestions/Queriesmay be sent to care.unify@ncrb.gov.in, Ph. 011:26735644
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€ 9 C 0 1610042/p ploadPerscn/ *@e % 0@
M Gal @ WuTibe Q Maps P MARCHIYORICAL. @ NCHS HomePage ) Andhod Dote Tome..

Copyright © 2020 All Rights Reserved

Any Feedback/Suggestions/Queries may be sent to care.unify@ncrb.govin, Ph.011-26735644

€ > C @ 164100.44.122/api/uploadPerson/ o % 0a

M Grail @ YouTube @ Maps P PARICHAY OFFICAL. @ NCRB Home Page  J) Android Date Time..
L
o

Welcome ! ncrbuser =

Identify Missing Person / Recovered Person
g or Unidenified Dead body

L Grnottrs s = | Choose Person Type from

ALL Dropdown
ALL

r

Un-identified Person
Un-dentified Dead-body
Others

& T4 BN
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& > C @ 16410044.122/api/uploadPerson/

e~ 2w 0 &
M Gmail @B YouTube @ Maps O PARICHAY OFFICIAL.. @ NCREHomePage J) Android Date Time,

.

Identify Missing Person / Recovered Person
or Unidenified Dead body

Click on calendar and choose
date for filter according to date

Tu We Th Fr Sa
31-2
78 9
415 16
2N 2N

27 28 29 3
34 5 68 7

LA Rights Reserved.

Any Feedback/Suggestions/Queries may be sent to care.unify@ncrb.govin, Ph. 011-26735644

€ = C @ 164.10044.122/api/uploadPerson/

o % O0a
M Gmal @ YouTube @ Maps O PARICHAYOFFICIAL. @ NCREHomeage J) Android Date Time.

- i

Welcome ! nerouser =

|dentify Missing Person / Recovered Person
or Unidenified Dead body

Searchatter: {02020 0

PhOtO: | choose e o e chosen

Identify

\"
-
“‘ SEibn &=

b
L3

[
-

. -

Copyright © 2020 All Rights Reserved.

Any Feedback/Suggestions/Queries may be sent to care.unify@ncrb.govin, Ph.011-26735644
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Unify No
Person Type
RefNo

Dated

Fir No (if any):

State

District

PS

% Matehing

Screenshot of Accused Person Search result

Best Matches

490169

ACCUSED_PERSON

25903020200000655

Dec. 26,2020, 6:58 p.m.

25903020200045

PUNJAR

SASNAGAR

SADAR KURALI

99.58

1274750
ACCUSED_PERSON

12243040210000315

May 27,2021, 1:34 p.m.

12243040210053

HIMACHAL PRADESH

CHAMBA

TISSA

50.67

478468

ACCUSED_PERSON

12245001210000024

Jan. 6,2021, 3:59 p.m.

12245001200111

HIMACHAL PRADESH

KANGRA

FATEHPUR

@

O

Submit

Feedback
radio button
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Screenshot of Missing Person Search

WATIONA
8,
<
@,
3
nygmsﬁ‘p

I

f |
A
|
.
Unify No 175124 233970 I 1311120
Person Type MISSING_PERSON | MISSING_PERSON 'MISSING_PERSON
RefNo 12250037200033 | 27564002200009 [ 21346034210017
Dated Nov. 9. 2020, 1:37 p.m. June 14,2020, 8:48 am. | June 4,2021, 352 pm.
E E |l
FirNo (ifany}: None None None
- |l
State HIMACHAL PRADESH RAJASTHAN MADHYA PRADESH
District MANDI PALI SAGAR
Ps SUNDER NAGAR | TRANSPORT NAGAR I KHURAI
SMatching. 4778 4538 1045
Screenshot of Dead Person Search
Best Matches
Unify No 177632 1324348 164093
‘Person Type ACCUSED_PERSON MISSING_PERSON MISSING_PERSON
RefNo 12245028180000403 21330060210082 8171005160126
Dated Aug.3,2018,4:02p.m. June 11,2021, 5:02 p.m. Dec. 30, 2016, &34 pm.
Fir No/{if anyl: 12245028180064 None None
State 'HIMACHAL PRADESH 'MADHYA PRADESH DELHI
District KANGRA INDORE SOUTHWEST
ps JAWALAMUKHI AZAD NAGAR BABAHARIDAS NAGAR
% Meatching 6116 5202 5132
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8 SUCCESS STORIES

This page displays, feedback submitted by user.

Successful Matches

April 5, 2021, 8:112
&M

June 20,2021,
|| 1:38am.

June 19,2021,
7:08 a.m.

June 16,2021,
6:04 a.m.

March 15,2021,
4:02 p.m.

March 15,2021,
12:52 p.m.

729763

180187

188140

192032

482787

480988

crofaridabad

PSIHONNAVAR

nmcrime

SO-Mansoorpur.mu@up.gov.in

ps_bilsi

pi-lcb-morbi@gujarat.gow.in

Score Matched Image:

45.73

44.08

58.29

51.33

40.53

52.84
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9 FORGOT/RESET PASSWORD

e Go to Login Page (URL- https://164.100.44.122/api/login/)
e Click on Forgot password link

e Enter registered email address associated your account

e On clicking the submit button User will receive a link to reset password in his registered
email-id. Click on the link received via email

e Enter New password and its confirmation
e Finally click on “SUBMIT” button to save password

e On success you will be redirected to reset password completion page

e I oo

Walcome ! user_manual =

Reset Password Emailed

We've emailed instructions to reset password of your
Unify account, if an account exists with the email you
"-Fntered. You may receive email shortly. ‘

£ you do not receive an email. please make sure
you've entered correct email address registered with
Unify portal, and also check your spam folder.

Homel|lLogin
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WTI0KA
24
e

Shivani Singh ~

| ReadMore || View -

|| # =] | Actions
= d Reset q d 1 message
‘ - i i From: [ care unify May 27, 2021 2:45 PM

Hello,

We received a request to reset the password for your account for this email address. To initiate the password reset process for
your account, click the link below.

https://164.189.44.122/apifreset/MjM2NA/Sqz-F67d@adef3es55b55@8ab/

This link can only be used once. If you need to reset your password again, please wisit https://164.180.44.122 and request
another reset.

If you did not make this request, you can simply ignore this email.

sincerely,
Unify Team

Reply - Reply to All - Forward - More Actions

& 5 C @ 164.100.44.122/api/reset/MjM2NA/set-password/ v a % # 2

Change Password

New password:

Your password can't be too similar to your
other personal information.Your password
must contain at least 8 characters.Your

| password can't be a commonly used
password.Your password can't be entirely
numeric.

New password confirmation:

[ .......(

Welcome ! sdmin =

Your password has been sel successfully. Click here |
to Login .
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10 CHANGE PASSWORD

e Login to the portal

e Click on Menu(Welcome user)
e Choose Change Password

e Enter Old/Current password

e Enter New password

e Re-enter new password
e Select “SAVE CHANGES” button to successfully change password.

MENU TAB

CHANGE
PASSWORD

Identify Recovered Person/Dead body

Photo: o e chosen

IDENTIFY

ENTER OLD
PASSWORD

‘ ENTER NEW
\ PASSWORD

;Ja.smuo@cmtﬁer\t:ré;fhumerk nilimna 4

New password confirmation: " % -
ENTERNEW |
PASSWORD

- ¥
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