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1 Introduction
1.1 Overview of SWIPPA

SWIPPA™ is a VoIP recording component, with high customizability and compatibility in any
special situation. SWIPPA™ module is designed around client/server architecture, in which
the client is the application requesting the recording service, and the server providing the
service is the recording module. The client/server software architecture is a versatile,
message-based and modular infrastructure that is intended to improve flexibility and
interoperability as compared to centralized and time sharing processing. A single machine
can play both client and server roles, depending on the software configuration, which means
both application and the recording modules can be loaded into one machine. Moreover, the
client can be served by multiple recording servers.

SWIPPA consists of SWIPPA runtime library and SWIPPA SDK.

° SWIPPA runtime library is to direct VoIP protocol implementation and provide
recording control interface.

° SWIPPA SDK provides recording application interface and related documents.

1.2 Deploy SWIPPA

The PC server (in which SWIPPA Server is loaded), should have been installed with two
network cards. One network card is used to receive IP package from the VOIP phone set
and connect with mirror port of the Switch, and can be called “recording network card”.
Another card is connected to common ports of the Switch for communication purpose, and
can be defined as “communication network card”. All IP packages from the VOIP phone can
be tapped and then copied to the mirror port, so that SWIPPA Server can analyze these IP
packages for recording purpose.

Recorder Application and SWIPPA Server developed from SWIPPA Client Lib, can be
deployed on single PC or on multiple PC servers. Multi-to-multi connection is used between
Recorder Application and SWIPPA Server.

Synway Information Engineering Co.,Ltd. Page 3/23



ez
anay SWIPPA Quick Start Manual Public

I

SWIPPA Server VolP PABX

Recorder Application based
SWIPPA Client Lib
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VolP Telephones
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1.3 SWIPPA Runtime Library

SWIPPA runtime library includes SWIPPA Server runtime library and SWIPPA Client runtime
library.

) SWIPPA Server runtime library is for parsing IP packages for recording purpose.

° SWIPPA Client runtime library provides recording control interface.

SWIPPA Server offers three types of services: SWIPPAs Service, SWCodecs Service and
SWStores Service.
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Recorder Applicaton
Bused SWIPPA Cliem Lib

fic SWIPPA Server Y S

SWIPPAs Service
{defanlt port 1GO00)

SWSores Service
{detanlt pore LA

SWCodews Service

. 4

Modules description:

Number | Module Functional description

1 SWIPPA Client Lib Recorder Application communicates with SWIPPA Server via
SWIPPA Client Lib interface. TCP/IP communication is used
between SWIPPA Client Lib and SWIPPA Server

2 SWIPPAs Service This module is to capture and parse VOIP package
3 SWCodecs Service This module is to set recording CODECs and mixer
4 SWStores Service This module is to store recorded file and provide voice stream for

live monitoring purpose

1.4 SWIPPA Release Package

You can download SWIPPA Release package from Synway website or ask for SWIPPA
release package CD, both of which provides SWIPPA installation package, WIPPA SDK
package and documents. http://www.synway.net/Products/index_xx.aspx?id=72.

1.4.1 SWIPPA Installation Package
SWIPPA installation package include SWIPPA Server runtime library and SWIPPA Client
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runtime library.
1. Installation directory for SWIPPA Server

Installation directory of SWIPPA Server is shown in the figure below.

fddress () D:\SWIPPA

Folders x
= 1) S -
) Dac
) Plugins

) Redistributable Package

Doc: to store documents.
Plugins: to store plugins DLLs. A plugin file is provided for each PBX.
° Redistributable Package: to store SWIPPA Client runtime library.

2. SWIPPA Client runtime library

SWIPPA Client runtime library can be found in the directory of Redistributable package
under SWIPPA installation path. All files listed in the table below shall be copied to a folder
named as Redistributable package in the recording application.

Number | File name Description

1 SWIPPA32c.dll SWIPPA Client Lib dynamic link library

2 SWStore32c.dll Voice stream transmission dynamic link library
3 SWGCI32c.dll TCP/IP communication dynamic link library

1.4.2 Documents

Number | Document name Description

1 SWIPPA Quick Start Manual | For software development engineers, software deployment
engineers

2 SWIPPA SDK User Manual | For software development engineers

1.4.3 SWIPPA SDK package

For how to use SWIPPA SDK package, please refer to the document “SWIPPA SDK User
Manual”.

1.5 SWIPPA Packaging List

Number | File name Description

1 SWIPPA release package Where to get: you can download the package from the
synway website or ask sales representatives for the package
CD

2 USB dongle Each USB dongle has a unique code
Where to get: purchase it from Synway sales representatives
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Number | File name Description

3 Authorization code Authorization code is to determine who can use the software
and how long the software can be used

Where to get: purchase from Synway sales representatives

2 Installation

1. Deploy IP network environment

To tap IP package into the mirror port, a Switch with mirror ports is required to mirror all IP
packages through IP phone. The recording network card in SWIPPA Server is connected to
mirror port of the Switch. And the communication network card is connected to common
ports of the Switch.

2. Install USB dongle

USB dongle must be purchased from Synway or Synway authorized sales partners. USB
dongle should plug into the server in which SWIPPA Server is installed. DO NOT plug or
loosen the dongle during system run time.

3. Install SWIPPA Server

Executable file SWIPPA5.9.1-Setup.exe is the setup file for SWIPPA Server. Thereof, 5.9.1
indicates SWIPPA version.

Execute SWIPPAS.9.1-Setup.exe, the Window like in the below figure pops up, and
complete installation of SSWIPPA Server according to the installation wizard.
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£ SYIPPA 5.9.1 Setup E|E|EI

Welcome to the SWIPPA 5.9.1
Setup Wizard

This wizard will guide wou through the installation of SWIPPA
5.9.1.

It is recommended that vou close all okher applications
before starting Setup. This will make it possible ko update
relevant swstem files without having to reboak wour
corpuker,

Click Mext ko conkinue,

Eur'-_iext:b | [ Cancel ]

# SYIPPA 5.9.1 Setup =3
Choose Inzstall Location P
Choose the folder inwhich to install SWIPPA 5.9.1, L,‘ Y 1

Setup will install SWIPPA 5.9.1 in the Following Folder. Taoinstall in a different Folder, click
Browse and select anather folder, Click Install ko start the inskallation,

Destination Folder

1S IR

Space required: 19,3ME6
Space available: 408, 4ME

< Back ” Inskall l [ Cancel

As shown in figure above, click button <Browse> to set installation path.
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& SYIPPA 5.9.1 Setup EIEIIEI

Completing the SWIPPA 5.9.1 Setup
Wizard

SWIPPA 5.9.1 has been installed on wour computer,

Click. Finish to chose this wizard,

Einish

3 Enter authorization code

Select menu [Start/Synway SWIPPA/SWIPPA RegSerialNo], and the Window pops up as

shown below.

Synway Information Engineering Co.,Ltd.
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Begister SerialNe ¥2.0.1.0(for STIFFA) 5'
USE Kew: |—14DZE4‘35I]1 ReadEer |

SerialHO: IMEB4'|'|'-KF3UC-D‘J.'S 19-ERWST-5SHF AR-3R9EH Hew Register |

Click button <New Register>.

RBegister SerialNo ¥2_.0.1.0 (for STIFFA) ﬂ

USE Eey: |-140224‘E|5EII Feadkey |
SerialHO: IMEB*I'H-KFSUC—DYSIE—MWT—SHFAK—SQEBH Register |

Click button <ReadKey> to activate USB Key, then enter serial number and click button
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<Register>, if authorization code is entered correctly, then the Window below is shown.

RBegister SerialNo ¥2_.0.1.0 (for STIFFA) EI

USE Eey: |—14I3224‘35I]1

Readkey |

SerialHO: IMEB*I'H-ICFSUC—DYSIE—MWT—EHFAK—SQEBH Register

L

Product title
Serial number
Licenze Type

last used date
Evaluation period left -—-
{Max VoIF Chanmel

SYWIFFA

MEE4¥-FEF3UC-DIY 51 8-ERVST-SHE AR-SR9EH

Evaluation
2010-2-10

0 dayz (Expired)

16

You can get authorization code from Synway or Synway authorized partners.

4 Configuration

After installation, following configuration items shall be set for SWIPPA Server.

Number | Configuration item Section Description

1 PluginName System Plugin name, each plugin is provided for each
VOIP PBX

2 RecordNIC NIC Name of recording network card

3 StoreSvrIP StoreSvrID=1 | IP address of storage server, make sure to use

authentic IP address. It is recommended not to
use local IP address 127.0.0.1. If recording
application and IPPA server are installed on
multiple servers, then recorded voice stream
may be wrong

Original setting is recommended for other configuration items.

Configuration information is stored in the file SWIPPAs.ini under installation directory of

SWIPPA runtime package.

Synway Information Engineering Co.,Ltd.
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4.1 [SWIPPAs.log]

Number

Configuration item

Valid value range

Description

1

LogRollerCount

Default value is 5

Valid range: is
[0,10000]

Amounts of log files

2 LogSize

Default value is 512

Valid range is
[0,10000]

Size ( KB) of log file

[SWIPPAs.log]
;Amount of log file
LogRollerCount=5
;Size of log file

LogSize=512

4.2 [System]

Number | Configuration item Valid value range Description

1 CheckRtpTimeoutintval Default value is 15 Advanced setting, the item is used to set
valid range is RTP overtime interval in seconds
[0,10000]

2 IPPASvrPort Default value is IP port of SWIPPA Service
10700
Valid range is
[1,65535]

3 PluginName - Name of loaded plugin

4 StoreSvrCount Default value is 1 Amounts of storage server

[System]

; advanced setting

CheckRtpTimeoutintval=15

; advanced setting
viMgrLogLevel=4

; dvanced setting
IPPASvrPort =10500
; advanced setting
GCISrvThread=16

; advanced setting

Synway Information Engineering Co.,Ltd.
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GCISrvCache=16

; advanced setting
AppDealThreads=16

; advanced setting
QueueSize=8192

; advanced setting
DevicelD=71

0: VOIP protocol control message; 1: CTI signaling control; 2: mixed control
ControlMode=0

; Name of loaded plugin
PluginName=ecviTadiran.dll

; Amounts of storage servers.

StoreSvrCount=1

4.3 [StoreSvrID=x]

Number | Configuration item | Valid range Description
1 Enable Default value is 1 Whether to enable the service
Valid range is [0,1] e 1:enable
e 0:disable
2 StoreSvrIP IP address IP address of storage server
3 StoreSvrPort Default value is 10600 -

[StoreSvriD=1]

; Whether to enable the service
1: enable

0: disable

Enable=1

; IP address of storage server
StoreSvrIP=127.0.0.1

; IP PORT of storage server
StoreSvrPort=10600

; Resource amount

ResoureCounts=300
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; Following items are for storage server 2
[StoreSvrIiD=2]

; Whether to enable the service
1: enable

0: disable

Enable=1

; IP address of storage server
Host=201.123.133.2

; IP PORT of storage server
Port=10600

; Resource amount

ResoureCounts=300

4.4 [Avaya]
Number | Configuration item | Valid range Description
1 RtpTimeout Default value is 65, valid Set RTP timeout in seconds. Event
range is [0,10000] EventEndRecord is raised when no RTP
is received during the period of time set by
this item in a conversation
2 Debug TRUE To set channel debugging log switch
e TRUE—enable the log
e FALSE—disable the log
3 OutDigit 0~9,*# Prefix for outbound calls, if the prefix
number is dialed, then event
EventBeginRecord will be raised
4 CallCenterNum Invalid called party Invalid called party number filter list. If
number filter list. called party number is included in the list,
Semi-colon is used to then event EventUpdateStatus will not be
separate multiple raised
numbers.
5 telephonists Operator channel number | If it is recognized as recording for an
list. operator, special procedure is required
Semi-colon is to separate | Semi-colon is to separate multiple
multiple channel numbers. | channel numbers
[Avaya]

; Set RTP timeout. Event EventEndRecord is raised when no RTP is received during the
period of time set by this item in a conversation

RtpTimeout=65 :Min is 10, Default is 65 Seconds
;To set enable/disable channel debugging log

Debug=TRUE
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;Prefix for outbound calls, if the prefix number is dialed, then event EventBeginRecord will
be raised.

OutDigit=9

;Invalid called party number filter list. If called party number is included in the list, then event
EventUpdateStatus will not be raised. Semi-colon is used to separate multiple numbers.

CallCenterNum=XXXXXX;

;Operator channel number list, it is used to determine whether additional process is required
after recording of an operator is over. Semi-colon is used to separate multiple channel
numbers.

telephonists=0;

;advanced configuration
NeedAgentID=FALSE
;advanced configuration
ECCSrviP=127.0.0.1
;advanced configuration
ECCSrvTLinksPortMin=1039
;advanced configuration

ECCSrvTLinksPortMax=1039

4.5 [Alcatel]
Number | Configuration item Valid range Description
1 RtpTimeout Default value is Set RTP timeout in seconds. Event
65 EventEndRecord is raised when no RTP is
valid range is received during the period of time set by this item
[0,10000] in a conversation
2 Debug TRUE To set channel debugging log switch
e TRUE—enable the log
e FALSE—disable the log
[Alcatel]

; Set RTP timeout. Event EventEndRecord is raised when no RTP is received during the
period of time set by this item in a conversation

RtpTimeout=65

;To set enable/disable channel debugging log
Debug=TRUE

; advanced configuration

FiltNum=2010
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4.6 [Cisco]
Number | Configuration item Valid range Description
1 RtpTimeout Default value is Set RTP timeout in seconds. Event
65 EventEndRecord is raised when no RTP is
valid range is received during the period of time set by this item
[0,10000] in a conversation
2 Debug TRUE To set channel debugging log switch

e TRUE—enable the log
e FALSE—disable the log

3 GWAddr Address of Cisco | Address of Cisco Call Manager
Call Manager

4 MonitorMode Default value is 0: extension number based tapping mode is used.
1 1: IP address based tapping mode is used.
Valid range is
[0.1]

[Cisco]

; RTP timeout setting. The event EventEndRecord will be raised if there is no RTP package
during the period of time set by this item in a conversation.

RtpTimeout=65

; To set enable/disable channel debugging log
Debug=TRUE

; Address of Cisco Call Manager
GWAddr=192.168.1.2;

;To set tapping mode.

0: extension number based tapping mode is used.
1: IP address based tapping mode is used.
MonitorMode=1;

;If extension number based tapping mode is used, then display hame of IP phone must be
set to the extension number.

Number | Configuration item Valid range Description

1 RtpTimeout Default value is Set RTP timeout in seconds. Event
65 EventEndRecord is raised when no RTP is
valid range is received during the period of time set by this item
[0,10000] in a conversation

2 Debug TRUE To set channel debugging log switch

e TRUE—enable the log
e FALSE—disable the log

Synway Information Engineering Co.,Ltd. Page 16/23
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Number | Configuration item Valid range Description
3 MonitorMode Default value is e 0: extension number based tapping mode is
1 used.
Valid range e 1:IP address based tapping mode is used.
is[0,1]
[H4KkK]

; Set RTP timeout. Event EventEndRecord is raised when no RTP is received during the
period of time set by this item in a conversation

RtpTimeout=65;

;To set enable/disable channel debugging log

Debug=TRUE;

;To set tapping mode.

0: extension number based tapping mode is used.

1: IP address based tapping mode is used.

MonitorMode=1

; advanced configuration
IPNumHeader=6

; advanced configuration

IPNumLength=3

4.8 [H8K]
Number | Configuration item Valid range Description
1 RtpTimeout Default value is Set RTP timeout in seconds. Event
65 EventEndRecord is raised when no RTP is
valid range is received during the period of time set by this item
[0,10000] in a conversation
2 Debug TRUE To set channel debugging log switch
e TRUE—enable the log
e FALSE—disable the log
3 MirorPoint Default value is e 1: mirror of SBC (Session Border Controllers)
0 e  0: mirror of HBKSIP server
Valid range is
[0,1]
4 GWAddr IP address e [f MirorPoint is set to 1, then GWAddr should
be set to IP address of SBC
e [f MirorPoint is set to 0, then GWAddr should
be set to IP address of H8K SIP server

Synway Information Engineering Co.,Ltd.
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Number | Configuration item Valid range Description

5 H8KAddr IP address e |f MirorPoint is set to 1, then the item should
be set to address of H8K SIP server

e If MiroPoint is set to 0, then the item is

reserved
6 MonitorMode Default value is e 0: extension number based tapping mode is
1 used
Valid range is e 1:|P address based tapping mode is used
[0.1]
7 SipPort Default value is To set IP port for SIP calls
5060

To set IP port

[H8K]

; Set RTP timeout. Event EventEndRecord is raised when no RTP is received during the
period of time set by this item in a conversation

RtpTimeout=65

; To set enable/disable channel debugging log

Debug=TRUE

; 1. mirror of SBC (Session Border Controllers); O: mirror of HBKSIP server
MirorPoint =0

If MirorPoint is set to 1, then GWAddr should be set to IP address of SBC

If MirorPoint is set to 0, then GWAddr should be set to IP address of H8K SIP server.
GWAddr=192.168.1.2

; If MirorPoint is set to 1, then the item should be set to address of H8K SIP server.
; If MiroPoint is set to 0, then the item is reserved.

H8KAddr=192.168.1.3

; To set IP port for SIP calls

SipPort=5060

; 0: extension number based tapping mode is used.

; 1: IP address based tapping mode is used.

MonitorMode=0

; advanced configuration

CTSAddr=127.0.0.1

; advanced configuration

CTSPort=3001
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4.9 [Huawei]
Number | Configuration item Valid range Description
1 RtpTimeout Default value is Set RTP timeout in seconds. Event
65 EventEndRecord is raised when no RTP is
valid range is received during the period of time set by this item
[0,10000] in a conversation
2 Debug TRUE To set channel debugging log switch

e TRUE—enable the log
e FALSE—disable the log

3 GWAddr Address of Cisco | Address of SIP server
Call Manager

4 MonitorMode Default value is e 0: extension number based tapping mode is
1 used
Valid range is e 1:IP address based tapping mode is used
[0.1]

5 SipPort IP port, with To set IP port for SIP calls
default value of
5060
IP

[Huawei]

; Set RTP timeout. Event EventEndRecord is raised when no RTP is received during the
period of time set by this item in a conversation

RtpTimeout=65

; To set enable/disable channel debugging log
Debug=TRUE

; Address of HW SIP server
GWAddr=192.168.1.2

; To set IP port for SIP calls

SipPort=5060

; advanced configuration

CTSAddr=127.0.0.1

; advanced configuration

CTSPort=3001

4.10 [Mitel]

Number | Configuration item | Valid range Description

Synway Information Engineering Co.,Ltd. Page 19/23
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1 RtpTimeout Default value is | Set RTP timeout in seconds. Event
65 EventEndRecord is raised when no RTP is
valid range received during the period of time set by this item
[0,10000] in a conversation

2 Debug TRUE To set channel debugging log switch

e TRUE—enable the log
e FALSE—disable the log

3 GWAddr Address Cisco Address of media gateway
Call Manager

[Mitel]

; Set RTP timeout. Event EventEndRecord is raised when no RTP is received during the
period of time set by this item in a conversation

RtpTimeout=65

; To set enable/disable channel debugging log
Debug=TRUE

; AddressSWIPPA Quick Star of Mitel server
GWAddr=192.168.1.2

4.11 [Tadiran]

Number | Configuration item | Valid range Description

1 RtpTimeout Default value is | Set RTP timeout in seconds. Event
65 EventEndRecord is raised when no RTP is
valid range is received during the period of time set by this item
[0,10000] in a conversation

2 Debug TRUE To set channel debugging log switch

e TRUE—enable the log
e FALSE—disable the log

3 GWAddr Address of Address of media gateway
Cisco Call
Manager
[Tadiran]

; Set RTP timeout. Event EventEndRecord is raised when no RTP is received during the
period of time set by this item in a conversation.

RtpTimeout=65

; To set enable/disable channel debugging log
Debug=TRUE

; Address of Tadian server

GWAddr=192.168.1.2
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4.12 [NIC]

Number | Configuration item | Valid value Description

1 RecordNIC Name of Name of recording network card
recording
network card

2 NIC1 Name of The item is updated automatically every time when
recording SWIPPA Server is started
network card

3 NIC2 Name of The item is updated automatically every time when
recording SWIPPA Server is started
network card

[NIC]

; Name of recording network card , and recording network card connects with mirror port of
the Switch

RecordNIC= Realtek RTL8169/8110 Family Gigabit Ethernet NIC
NIC1= Realtek RTL8169/8110 Family Gigabit Ethernet NIC
NIC2=Realtek RTL8169/8110 Family Gigabit Ethernet NIC

5 Debugging

Wireshark® is used for VoIP recording debugging purpose.

Wireshark® is the world's most popular network protocol analyzer. It has a broad range of
powerful features and runs on most operating systems including Windows, OS X, Linux, and
UNIX. Network professionals, security experts, developers, and educators around the world
use it regularly. It is freely available as open source, and is released under the GNU General
Public License version 2.

Wireshark® used to be known as Ethereal®. If you're still using Ethereal, it is strongly
recommended that you upgrade to Wireshark®.

Please use the current version or you can visit http://www.wireshark.org to download the
latest one.

5.1 RTP Package ldentification

Edit View Go Capture Analyze Statistics Telephony Tools Help

iBee CEXEE A¢csaT L(@B Rl #EB%|®

] *  Expression Clear Apply
| Time | Sourcs | Destination | Fratocol | Infa

T IoTUOTo 7 9aslly I IRE IUL I8 = P T P U N R HTH FT=ITO-T . 7L FCMO R =UXEBCOES B T
71 15:00:57.966015 192.168.101. 251 192.168.101.14 PT=ITU-T G.711 PCMU, SSRC=0x56F26E2F, ° =
72 15:00:57.978127 192.168.101.14 192.168.101.251 AR PT=ITU-T G.711l PCMU, SSRC=0xEBCDBZ&C,
73 15:00:57.986102 192.168.101. 251 1592.168.101.14 RTP PT=ITU-T G.711 PCMU, SSRC=0x56F26EZF,
74 15:00:57.998133 182,168, 100.14 1%2.168.101.251 RTP PT=ITU-T G.711 PCMU, SSRC=0xEBCDBZ6GC,
75 15:00:58,005998 15%2.168,101.251 1%2.168.101.14 RTP PT=ITU-T G.711l PCMU, SSRC=0x56F28EZF,
76 15:00:58,018123 162,168, 100,14 162,168,101, 251 RTP PT=ITU-T G.711l PCMU, SSRC=0xEBCDB26GC,
F7 15:00:58, 026102 162,168,101, 251 182.168,101.14 RTP PT=ITU-T G.711l PCMU, SSRC=0x56F26EZF,
78 15:00:58.038085 162.168,101.14 162.168.101.251 RTP PT=ITU-T G.711 PCMU, SSRC=0xEBCDB26C,
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5.2 SIP Package ldentification

File Edit View Go Capture pnalyze Statisties Telephony Tocls Help

8w e BEX2S|lacesanTFa(aElaaan daEdmx |8

Fi_lter:l * Expression .. Clear Apply

Ho. . |Time |Source |Destinat10n |Protoc01 |Info
L0 LAoalosU, Uaadld L= ] = R VR = LT R W N LI Hm T. ALK TR LULARLES, T
8136 17:31:30.069367 192,168, 0.31 152.168.0.215 EIP] Request: ACK sip:l007@1%2.1
B137 17:31:39.662573 1582.168.0.112 152.168.0.31 SIP Request: BYE sip:1010@152.1
B138 17:31:309.664410 152,168, 0.31 152.168.0.215 SIP Request: BYE s1p:10108152.1
8139 17:31:59.671853 192.168.0.215 152.168.0.31 SIP Status: 200 OK
8140 17:31:39.673082 192.168.0.215 192.168.0.31 SIP Request: BYE si1p:86371EE5911
8141 17:31:39.673178 1592.168.0.31 152.168.0.112 SIP Status: 200 OK
8142 17:31:39.67535%0 192.168.0.31 1%2.168.0.112 SIP Request: BYE s1p:8657188911

5.3 H323 Package Identification

File Edit ¥iew Go Capture Analyze Statisties Telephony Tools Help

= BExXR2E | lacsnTF i/ aaaD| @#®m %3

Filter: Iip. addr==192. 185. 101. 251 * Expression... Clear Apply

Destination

2. 2. 168. -0 C5: empty

4 33166 5 o

5 15:00:57.332659 15%2.168.101.11 192.168.101.251 H.225.0 C5: empty

6 15:00:57.333290 152.168.101.11 1592.168.101.251 H.225.0 C5: empty

7 15:00:57.338534 15%2.168.101.251 152.168.101.11 TCP p2pg > h323hostcall [

8 15:00:57.338544 152.168.101.11 152.168.101.251 H.225.0 CS5: empty cs: facilit
11 15:00:57.383024 152.168.101.14 152.168.101.251 ICMP Echo (ping) reguest
12 15:00:57.383375 1592.168.101.251 152.168.101.14 ICMP Echo C(pingl reply
13 15:00:57.398613 192.168.101.251 152.168.101.11 TCP pZpg » h323hostcall [

A AT ARG ET A DARAT AmT e s oA B R R e R T T s A A

5.4 SCCP Package Identification

File Edit View Go Capture Analyze Statizticz Telephony Tools Help
Bweea DExXZLe AT i|BEI QAN DM x| B

Filter: Iskinny ¥ Expression. . Clear Apply

Destinatien Frotocel Infa

117 SKIMNY setRingerMessage

192.

3 579427 168.2.1 192.168. 2
7 11:53:50.579454 192.168.2.1 192.168.2.117 setspeakermodeMessage
8 11:53:50.579507 102.168.2.1 102.168.2.117 SKINNY  SetlampMessage
9 11:53:50.579539 192.168.2.1 192.168.2.117 SKINNY —CallstateMessage
10 11:53:50.579571 152.168.2.1 1%2.168.2.117 SKIMNNY selectsoftkeysMmessage

5.5 MGCP Package ldentification

File Edit ¥iew Go Captuwre Analyze Ztatisties Telephony Tools Help
BEeee PRAXEE|A¢cs T L BRI QQAQAD | @EM%|E

Filter: Imgcp > Expression... Clear &pply

Ho. . Time Source Destination Protocel Info

o) i i
97747 192.168.0.250 192.168.

1] 0.231 MGC ROMT 330366982 TDKT_G6&[19%2.16
.GB0277 152.168.0.250 162.168.0.231 RQNT 231415558 jDKT_6@[192.16
. GBTE90 1592.168.0.250 192.168.0.231 MGCP RONT 3324647134 JDKT_6@[192.16
. 359485 152.168.0.250 192.168.0.231 MGCP 200 158400518 OK
. 374660 152.168.0.250 162.168.0.231 MGCP RQNT 333512710 DKT_6@[1%2.16
L 745478 162.168.0.250 162.168.0.231 MGCP 200 1504490584 OK
. FTO98L 192.168.0.250 192.168.0.231 MGCP RONT 334561286 DKT_6@[192.16
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5.6 IP Address Filter

6 FAQ

IEile Edit V¥iew Go Captwre Analyze Statistics Telephony Toels Help

= BExX2L|la¢ssaTFi|EE_raaD|E#D® % |3
Fi_lter:]Iip.add.r==192.158.101.251 —| + Expression .. Clear Apply

Ho. . Time Source Destination Frotocel

4

5 15:00:57,332659 192.168.101.11 192.168.101. 251 o o CS: empty

6 15:00:57.333200 192.168.101.11 192.168.101. 251 o o CS: empty

7 15:00:57.338534 192,168,101, 251 192.168.101.11 p2pg > h323hostcall [
8 15:00:57.338544 192.168.101.11 192.168.101. 251 o o CS: empty CS: facilit
11 15:00:57.385024 192.168.101.14 192.168.101. 251 Echo (ping) reguest
12 15:00:57.383375 192,168,101, 251 192.168.101.14 Echo (ping) reply
13 15:00:57. 398613 192,168,101, 251 192.168.101.11 p2pg > h323hostcall [

1. IP package of tapped IP phone is not mirrored to recording server correctly
(1) Either signaling package or RTP package is not mirrored.
(2) Neither signaling package nor RTP is mirrored.

Solution:

Ask the network engineer to check setting of mirror port of the Switch .
2. Signaling encryption

IP package information can not be checked via wireshark®.

Solution:

Ask IP switch engineer to disable encryption function of IP Switch.
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