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1.1
iSpirit 3508G-L3/3508GF-L3 iSpirit 3508G-L3 iSpirit 3508GF-L3
1P , GBIC
12Mpps ASIC non-
blocking wire-speed
IEEE 802.1Q VLAN tagging 802.1p 802.3x RIPV1,RIPV2
iSpirit 3508G-L3 6 10/100/1000Base-T 2 GBIC iSpirit 3508GF-L3 2
10/100/1000Base-T 8 GBIC , GBIC 1000BaseSX 1000BaseLX GBIC
) GB
iSpirit 3508G-L3/3508GF-L3 1-1 1-2

Mode 10/100/1000 GBIC
Button Base-T Ports module slots

1-1 iSpirit 3508G-L3

Power LED GBIC 10/100/1000
module slots Base-T Ports

1-2 iSpirit3508GF-L3
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1.2

1.2.

1000Base-X GBIC 10/100/1000Base-T
10/100 Mbps
10/100 Mbps /
1000Base-LX 1000Base-SX GBIC
CAT5 140
8K ARL
IEEE802.3X HOL Backpressure
4 802.1p
FFP 1024
Hyper-link)
6 8
64 802.1Q tagged VLAN
STP
MIBII,RMON 4
4 LED ( iSpirit 3508G-L3 )
RIPI,RIPII
2K
IGMP
XModem
2
°
iSpirit 3508G-L3/3508GF-L3 IP
°
iSpirit 3508G-L3/3508GF-L3
8 6 Trunk group
° iSpirit 3508GF-L3
Hyper-Redundancy 7
°
iSpirit 3508G-L3/3508GF-L3 ARL MAC
Hyper-Safety ,
°
iSpirit 3508G-L3/3508GF-L3 Hyper-Management



I T W28

1) Console Telnet Menu CLI
2) SNMP
3) web java
4) SNMP Bridge MIB  MIB Il  Entity MIB version 2 RMON MIB  Proprietary MIB
5)4 RMON 1 2 3 9
6) TFTP in-band
e VLAN
802.1Q GARP/GVRP
iSpirit 3508G-L3/3508GF-L3 VLAN
1) VLAN
2) IEEE802.1Q tagged VLAN
° Hyper-Watch® ( iSpirit 3508G-L3 )
LED iSpirit 3508G-L3 Hyper-
Watch® ACT SPD DUPX DIAG , LED 1.5.3
1.3
iSpirit 3508G-L3/3508GF-L3 1-1
1-1
1.4
IEEE802.1d
IEEE802.3
IEEE802.3u
IEEE802.3X
IEEE802.32
Link Aggregation IEEE802.3ad
VLAN IEEE802.10
UDP RFC 768,RFC 950,RFC 1071
TCP RFC 793
TFTP RFC 783
BOOTP RFC 906,RFC 951,RFC 1350
12 RFC 791
1CMP. RFC 792
ARP RFC 826
Telnet RFC 854 ~ RFC 859
SMI RFC 1155
SNMP RFC 1157
MIB 11 RFC 1213 & RFC 1573
Ether-like MIB RFC 1398
Bridge MIB RFC 1493
Ether-like MIB RFC 1643
RMON RFC 1757
1GMPv2 RFC 1112
RIPV1,RIPV2 RFC 1058 & RFC 1724
DHCP RFC 2131
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141
Port Trunking

Port Trunking

1) Port Trunking
(2) Port Trunking
3) iSpirit 3508G-L3/3508GF-L3 Port Trunking Intel Cisco
1.4.2 VLAN
1. VLAN
VLAN
VLAN VLAN
VLAN
VLAN VLAN
VLAN
VLAN
L] VLAN* "
“ " VLAN
° VLAN
°
VLAN VLAN
VLAN VLAN
2. VLAN
iSpirit 3508G/iSpirit 3508GF-L3 Vlan
IEEE802.1Q VLAN
VLAN

Port Trunking

iSpirit 3508G-L3/3508GF-L3
Port Trunking

Tagged Untagged Tagged/Untagged

3508G/GF-L3

Tagged VLANID

Port Trunking

Port Trunking

Port Trunking

VLAN

IEEE802.1Q
802.1Q Tag header

Untagged VLAN ID VLAN ID

1 4094 256 VLAN
3. Tagged VLAN
Tagging VLAN
VLAN VLAN
Tagged VLAN VLAN
VLAN 802.1Q

4. VLAN

VLAN 802.1Q VLAN Tag 802.1Q VLAN

VLAN default VLAN
VLAN VLANid

VLAN

VLAN
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5. Tagged VLAN Port-Based VLAN
Tagged VLAN  Port-Based VLAN VLAN
VLAN Untagged Port-Based VLAN

Tagged VLAN

1.4.3 STP Spanning Tree Protocol

iSpirit 3508G-L3/3508GF-L3 IEEE802.1d STP
STP
1)
2)
STP
STP Bridges
802.1d

1.4.4 ARL

ARL  Address Resolution Logic
ARL
ARL ARL

145

iSpirit 3508GF-L3

iSpirit 3508GF-L3 RIPLRIPII

1.4.6 RIP

RIP  Route Information Protocol RIP
RIP IP
RIP 15 16
RIP RIP

RIP

RIP

® 90 HOP
[ 180

Switches

MAC
ARL

IGP
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1.5
iSpirit 3508G-L3 2 1000Base-X GBIC 6 10/100/1000Base-T LED
LED , 1-3
o 1 o e R =
Mode 10/100/1000 GBIC
Button Base-T Ports module slots
1-3 iSpirit 3508G-L3
iSpirit 3508GF-L3 8 1000Base-X GBIC 2 10/100/1000Base-T
LED 1-4
= = (= B = =T B == [
Power LED GBIC 10/100/1000
module slots Base-T Ports
1-4 iSpirit 3508GF-L3
1.5.1 GBIC
iSpirit 3508G-L3/3508GF-L3 GBIC GBIC
GBIC 1-2
1-2:
1000Base-SX 62.5um 850nm 275m
50um 550m
62.5um 1310nm 550m
1000Base-LX 50um 550m
10um 5000m
1000Base-ZX 1550nm 100000m

GBIC module slot

GBIC module slot

1-5 GBIC ( )

GBIC
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1.5.2 10/100/1000Base-T

10/100/1000Base-T

1000Mbps

100
2 10Base-T RJ-45 CAT3 CAT4 CAT5 CATSE
2 100Base-TX RJ-45 CAT5 CAT5E
21000Base-T RJ-45 CAT5 CATSE
10/100Mbps
1000Mbps
IEEE802.3ab
OCAT3 CAT4 10Mbps CAT5 CAT5E 100Mbps
®10/100/1000Base-T 10/100Base-TMbps
1000Mbps
1.5.3LED
LED LED LED
1-6 1-7
LINK LEDs
Mode Button {25 0 I o R =]
DLAGLED DUXLED
SPDLED
ACTLED MODE LEDs
1-6 iSpirit 3508G-L3 LED LED
LINK LEDs
— e
Z227 I = = O = = = L =
Power LED MODE LEDs
1-7 iSpirit 3508GF-L3 LED LED
1) LED ( iSpirit 3508G-L3 )
LED iSpirit 3508G-L3 ACT
SPD DUPX DIAG 1-3
1-3
LED
ACT
SPD 10 100 1000Mbps
DUPX
DIAG
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2) LED
iSpirit 3508G-L3/3508GF-L3 GBIC LED
1-4 LED 1-5 LED
1-4 LED
1000Base-X GBIC 10/100/1000Base-T
LED LED 1000Base-X
, GBIC GBIC GBIC LED
1-5 LED
LED
ACT
1000Base-X GBIC
10Mbps 100Mbps
SPD 1000Mbps
10/100/1000Base-T
( 10Mbps 100Mbps
1000Mbps
1000Base-X GBIC
DUPX
v 10/100/1000Base-T
(
DIAG (
1.6
AC UART 1-8 1-9
UART

console port

FAN

Power connector

1-8 iSpirit 3508G-L3
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UART
console port

FAN Power connector

1-9iSpirit 3508GF-L3

16.1
180 240

1.6.2
UART PC

10
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o O WN PP

Bootrom

iSpirit 3508G-L3/iSpirit 3508GF-L3

(POST)

11



I T W28

2.1

211

12

(€]
@
(3)
(4)

()
(6)
]

45
7.6cm 3
TN

10/100Base-T  10/100/1000Base-T
1000Base-X

AC

Qo oo

A

40

113

10,000

140

POST
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2.2
221

(1)
(2) AC

) POST

2.2.2

19 24 2.1

19 rack mount point{—‘

L T o)) g 5
24 rack mount point <« e e

2-1

19 24
)
)
©)

2-2  iSpirit 3508G-L3

13
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14

2-2 iSpirit 3508GF-L3
1.
19 24
(1) 19
(2) 24
2-3  2-4

flat-head srews

19 Configuration

flat-head screws

24 Configuration
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flat-head screws
19 Configuration

24 Configuration

2-4

POST

machine screws

2-5

15
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2.2.3

1)
O]

For wall-mounting

2-6

2-7

16

2-6
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2.3
2.3.1 POST
(1) AC
(2) AC
POST ACT
POST
2.4
241 1000Base-X GBIC
1.5.1 GBIC GBIC
1000Base-X
© GBIC
® SC 2-8
(3] 1000Base-X LE
[2)
2-8 1000Base-X
2.4.2 10/100/1000Base-T
10/100/1000Base-T
10/100/1000Base-T 1000Base-T
10/100/1000Base-T :
(1) , 10Base-T CAT3 CAT4 CAT5 CATSE
RJ-45 100Base-TX 1000Base-T CAT5 CATSE
RJ-45 2-9 CAT5 CATS5E
B
() RJ-45 LED
[3)
o 1 3 10/100/1000Base-T

17



2.4.3
iSpirit 3508GF-L3

1000Base-X GBIC
10/100/1000Base-T

1000Base-X GBIC

10/100/1000Base-T

10/100/1000 Base-T

10/100/1000Base-T

2-1
GBIC GBIC
10/100/1000 Base-T [GBIC 10/100/1000 GBIC 10/100/1000
Base-T Base-T
10/100/1000 Base-T |[GBIC 10/100/1000
Base-T
1000Base-X GBIC 10/100/1000Base-T
2.4.4
PC
B
PC VT100 PC Hyperterminal
PC
PC
1) UART 2-10
2) PC UART
(3) PC Hyperterminal
(4) PC
38400
8
1
2.5 Bootrom
Bootrom Bootrom

18
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251

2-11

Lenovo System Boot

Copyright 2001-2003 LegendNetworks Systems, Inc.

CPU: Motorola - MPCEZ241
Version: iSpirit3S08G-GF-L3 1.0
Creation date: Nay 9 2003, 15:27:15

Press any key to stop auto-hoot...

2-11

2.5.2

@’ Bootrom “ [Switch Boot].”
W ow 2.12

Press any key to stop auto-boot...
3

[Switch Bootl: 9

9 - print this list
] - boot (loa - print boot params
c - change boot params
- chow/change which boot string i

s active
boot device: flash file name: flash:ilenovo.Z
Boot flags:

0z00 - autoboot system image

002 - load local swstem svmbols

0x04 - don’ t autoboot

0x08 - quick autcboot (no countdown)

available boot devices:Enhanced Network Devices
feil flash
[Switch Boot]:

2-12

P PCI

19
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25.3 hyper OS
[Switch Boot]: D 8 2-13 1K XModem

| EETE E 2| %
i
TS @

|1! sewitch. ing

(B <

[1E xacden = |

[Swith Boot]:

witch Boot]: : e 3
[Switch Bootl: 220 | w90 | ww |
[Switch Bootl:
[Switch Bootl:
[Switch Bootl: D
serial loading.............

Harning -- Target File Exists and is Being Overwritten
Ready to RLCLIVL File flash:lenovo.d in binary mode
Send several Control-¥ characters to cancel

2-13 hyper OS

2.6

1. ANSI/VT100 , 3 4
2.Web 5

20
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3 CLI

CLI iSpirit 3508G/iSpirit 3508GF-L3

21
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3.1 CLI
3.1.1
CLI EXEC CONFIGURATION VLAN CONFIGURATION PORT CONFIGURATION
ROUTE CONFIGURATION RIP CONFIGURATION
telnet EXEC
EXEC
“ Switch >”
EXEC Switch > enable CONFIGURATION

CONFIGURATION
CONFIGURATION

“ Switch #”
CONFIGURATION vian <vian-id> VLAN CONFIGURATION ,VLAN CONFIGURATION
VLAN ID VLAN CONFIGURATION
“ Switch (vlan-1)#"(vlan-id 1 )
CONFIGURATION port <port-number> PORT CONFIGURATION PORT
CONFIGURATION PORT CONFIGURATION

“ Switch (port-8)#”(port-number 8 )
CONFIGURATION route ROUTE CONFIGURATION
ROUTE CONFIGUATION
“ Switch (route-configuration)#”
CONFIGURATION RIP RIP CONFIGURATION rip
,RIP CONFIGURATION
“ Switch (Rip configuration)#”

3.1.2
)
<cr>
% show ?” show
“ ip adrress 198.168.80.1 ”
)
“ show switch” “ sh sw”
)
3-
3-1

Switch# mac address <mac-address>
<mac-address> MAC

[]

22
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°
T
1P 1P :<remote-host>;<ip-address>;
<subnet-mask>; <gateway-address>
MAC <mac-address>
file-name
speed-value
port-list
age
port-number
str
sw 0-31
vlan-id , 1-4094
°
CTRL+U CTRL+H
3-2
3-2
Ctrl+c
Ctrl+p 1
Ctri+n |
Ctrl+u
Ctrl+a
Ctri+f -
Ctrl+bh
Ctri+d
Ctrl+h
Ctri+k
Ctril+x
Ctrl+e
oL R o T telnet
3.1.3
admin password
3.1.4
10
show history CTRL+P, CTRL+N telnet

23
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3.1.5CLI
iSpirit 3508G/GF-L3

3.2

configuration

®VLAN
OSTP
O TRUNK

©3502.1p

®|GMP

®DHCP BOOTP
O SNMP

o|P

®DHCP

O®ACL
ORIP

iSpirit 3508G/F-L3
Switch#

3.2.1

24

»

»

»

»

»

»

CONFIGURATION

EXEC (
CONFIGURATION
Switch> enable
Password
Switch#

IP

CLI

Switch>

(

) enable
Switch#

CONFIGURATION

ip address <ip-address><subnet-mask>
:Switch# ip address 192.168.2.3 255.255.255.0

ip gateway <gateway-address>

Switch# ip gateway 192.168.2.1

Switch# reset

Switch# reset factory

)
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Switch# password

> flash
Switch# save
>
Switch# exit
>
Switch# cls
>
Switch# ping <remote-host>
: IP 198.168.80.1 IP 198.
168.80. 72

Switch# ping 198.168.80.72

PING 198.168.80.72: 56 data bytes

64 bytes from host (198.168.80.72): icmp_seq=0. time=0. ms
64 bytes from host (198.168.80.72): icmp_seqg=1. time=0. ms
64 bytes from host (198.168.80.72): icmp_seq=2. time=0. ms
64 bytes from host (198.168.80.72): icmp_seq=3. time=0. ms
64 bytes from host (198.168.80.72): icmp_seq=4. time=0. ms
— —198.168.80.72 PING Statistics— —

5 packets transmitted, 5 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/3/16

PING 199.168.80.72: 56 data bytes
no answer from 199.168.80.72

> 10
Switch# show history

>
Switch# show system

> 1P MAC [P gateway
Switch# show switch

>
Switch# show console

>
Switch# show terminal

> 1P 1P
Switch# show ip

3.3

Switch(port-id) Switch#
vid
3.3.1

Switch(port-id) Switch#
vid

25
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»

26

Switch# port <port-number>
<port-number> 1 8
number> 1

Switch# port 1

Switch(port-1) #

CONFIGURATION
Switch# show port <port-number>
PORT CONFIGURATION
Switch(port-1)# show port

Switch# show port 1

Unit 01

Port 01

ifindex : 0x2100001
State . Enable

Set Speed : autonegotiate
Actual Speed : unknown
STP State : Disabled
Link . Down

Mac Learn : Unlock

Port Vlan ID

Port Default Priority
Drop Events

Octets

Packets
Broadcasts
Multicasts
CRCAlignErrors
UndersizePkts
OversizePkts
Fragments

Jabbers

Collisions
Pkt64Octets

— More —
Pkts65t01270ctets
Pkts128to2550ctets
Pkts256t0511Octets
Pkts512t010230ctets
Pkts1024t015180ctets
Switch#

O 0O 00000000 oo oo

oo o ©@©

Switch# show port all

pvid STP

<port-
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3-1 show port all

“ch# snow pors all
antn A

porT Llina  twd?d
z s [l LSS ]
ESENTH e IG6T B
s [l LSS ]
[T Me: 1000 B
e R aFn
[T e 100 B
e R 1000 TN
choan e jLesi Lk}

B I inter
statc ramss clmors oos faoo
A A

3 Hecies :
Te TERY S Hems 3
Ui Y Hooz

I
:
I
e
Il
P
.

RN R

3-1

CONFIGURATION
Switch# enable port <port-listl> [<port-list2>] .. [<port-listn>]
1-4
Switch# enable port 1-4
PORT CONFIGURATION
Switch(port-1)# enable
CONFIGURATION
Switch# disable port <port-listl> [<port-list2>] .. [<port-listn>]
1-4
Switch# disable port 1-4
PORT CONFIGURATION
Switch(port-1)# disable
> PORT CONFIGURATION
Switch(port-1)# speed <speed-value>
auto negotiate

autonegotiate

full-10/ half-10 10M/ 10M

full-100/ half-100 100M/ 100M

full-1000/ half-1000 1000M/ 1000M
1 100M

Switch(port-1)# speed full-100

>
Switch(port-1)# ppd < Priority-value>
priority-value 0

1 3
Switch(port-1)# ppd 3
0-7
> pvid
Switch(port-1)# pvid < vlan-number>
pvid 1
pvid PVID

1 vlanl~2 pvid 1

27
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Switch# vian 2

Vlan 2 added
Switch(vlan-2)# port 1
Switch(port-1)# pvid 1

3.4
ARL Address Resolution Logic
MAC ARL
ARL ARL
3.4.1
> arl MAC
Switch# arl
port 1 00:01:23:45:67:89
Switch# arl
Mac Address:  00:01:23:45:67:89
Port Number: 1
Stutic[yes/no](no):y
VLANid (1): 1
Switch# arl
MAC Adress MAC
Port Number MAC
Static MAC y
> marl MAC
Switch# marl
port 1 01:01:23:45:67:89
Switch# marl
Mac Address:  01:01:23:45:67:89
Port Number List: 1
VLANid (1): 1
Entry has been added to MARL table,
you can use command ‘show marl all' to get all the entries.
Switch#
MAC Adress MAC
Port Number List MAC
VLAN id 1 vlan
>
Switch# agetimer <time-value>
300 10 =<A<=1000000
100
Switch# agetimer 100
Switch#
>
Switch# show arl all
>

28

Switch# show arl ports < port-lists> [<port-list2>] .. [<port-listn>]
1-4
Switch# show arl ports 1-4

MAC
ARL
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3.5

MAC
Switch# show arl mac <MAC address>
: MAC 00:00:03:01:13:00
Switch# sh arl mac 000003011300

MAC_ADDR VLANID PORT CPUL3 SD_DIS STATIC AGE TID SCP
00:00:03:01:13:.00 1 1 01 0 1 0 O O
Switch#

Switch# show marl all

Switch# show marl ports < port-lists> [<port-list2>] .. [<port-listn>]
1-4
Switch# show marl ports 1-4
MAC
Switch# show marl mac <MAC address>
MAC 01:00:5e:00:00:01
Switch# sh arl mac 01005e000001
MAC_ADDR LANID COS_DST PORT_BITMAP UT_PORT_BITMAP

01:00:5€:00:00:01 1 0 Oxc000000 0x0000000
Switch#

Switch# show arl agetime

arl MAC
Switch# no arl
marl MAC

Switch# no marl

save

TFTP

3.5.1

CONFIGURATIONA

Switch# upload configuration <IP address> <Name>
IP address PC IP
Name

Switch# download configuration <IP address> <Name>
IP address PC IP
Name

PC

29
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vlan
5-1
192.168.0.2
_ 192.168.0.1
/<;b :: / TFTP Client
e
_ ‘ /
PC(TFTP)Server \
3-2
PC  TFTP Server PC P PC IP 192.168.0.2
IP IP 192.168.0.1
: IP IP
TFTP Server TFTP
Server TFTPD32 3-3
=
B ax= Diectory IC:\t
Currerit Actiorn I
About | Help I
3-3 TFTPD32
[Settings] TFTPD32
x
— Secunty Server configurabon———————————————
" Mone Timecout [seconds) |3
' Standard P ax Retranzmit IB
© High Titp part Isg
— Baze Direclory
|r:'\||
T | Hep | Cancel |
3-4 TFTPD32
“ Base Directory” [OK]

save
PC

Switch# upload configuration 192.168.0.2 beifen

uploading configuration ......

30
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3-4
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complete
Switch#

Switch# download configuration 192.168.0.2 beifen
Do you wish to continue? [Y/N]: y

downloading configuration ......

Complete.

Switch# reset

Do you wish to continue Y N
3.6
iSpirit 3508G/GF-L3 TFTP
3.6.1
configuration
Switch# download image <ip-address> <file-name>
<ip-address> PC P <file-name> PC
1
—
192.168.0.2
- 192.168.0.1
e— g’ / JTFTPCIient
- - e
PC(TFTP)Server ‘
35 TFTP
TFTP Server
C:\t
1P 1P 192.168.0.2
1P 1P 192.168.0.1
1P 1P
2 TFTP Server
TFTP Server TFTPD32
ol x]
Bas= Diecloy IC:\:
Current Action |
About I Help
3-6 TFTPD32

31
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TFTP Server

TFTP Server

TFTP Server

3-6 [Settings]
3-7 “ Base Directory” [OK]
" Thtpd32; Settings |
Secuity Server configuration
C None Tirmecut [seconds) |3
= Standerd Max Retrznsmit IE_
 High T E—
Basm Diechony
&
[ ] Hep | Canced
3-7 TFTPD32
3
TFTP Server
ping
Switch#
Switch# download image 192.168.0.2 iSpirit3508GF-L3.img complete
Do you wish to continue? [Y/N]: y
downloading image......
Complete.
Switch#
Switch# reset
3.7
iSpirit
mac 128 mac ACL 802.1x
3.7.1
»MAC
Switch# mac bind
00:01:5c:de:45:7d 1
Switch# mac bind
Mac Address  : 00:01:5c:de:45:7d
Port Number :1
VLAN id 01
> MAC
Switch# no mac bind
MAC 00:01:5c:de:45:7d
Switch# no mac bind
Mac Address  : 00:01:5c:de:45:7d
Port Number :1
VLAN id 01
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Switch#
> PORT CONFIGURATION
Switch(port-1)# lock
MAC
> PORT CONFIGURATIONM
Switch(port-1)# unlock
3.8 VLAN
VLAN Virtual Local Area Network
VLAN VLAN
VLAN
VLAN VLAN* "
“ " VLAN
VLAN
VLAN
VLAN
iSpirit 3508G/GF-L3 Vian
IEEE802.1Q VLAN
VLAN
Tagged Untagged Tagged/Untagged
header iSpirit 3508G/GF-L3 Tagged VLAN ID
VLAN ID 1 4094 64 VLAN
3.8.1 VLAN
vlan
vlian
vlan
> vlan
Switch# vlan <vlan-id>
VLAN-id 1~4094
> vian vlan
vlan untag vian
Switch# vlan <vlan-id>
vlan vlan tag vlan untag
, vian tag
Switch(Man-2)# tag <port-listl> [<port-list2>] .. [<port-listn>]
vlan untag
Switch(Man-2)# untag <port-listl> [<port-list2>] .. [<port-listn>]
vlan2 untag 1-4 tag 5-8
Switch# vian 2
Vlan 2 added
Switch(vlan-2)# untag 1-4
Switch(vlan-2)# tag 5-8
> vlan VLAN CONFIGURATION
Switch(Van-2)# forbidden <port-list1> [<port-list2>] .. [<port-listn>]

vlan2 5-8
Switch(vlan-2)# forbidden 5-8

VLAN
VLAN
VLAN

VLAN
IEEE802.1Q

802.1Q Tag
Untagged VLAN ID
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»

vian VLAN CONFIGURATION
vlan tag
Switch(Man-2)# no tag <port-list1> [<port-list2>] .. [<port-listn>]
vlan untag
Switch(Man-2)# no untag <port-list1> [<port-list2>] .. [<port-listn>]
vlan2 untag 1-4 tag 5-8
Switch# vlan 2
Switch(vlan-2)# no untag 1-4
Switch(vlan-2)# no tag 5-8
vlan VLAN CONFIGURATION
CONFIGURATION
Switch# show vian
vlan VLAN CONFIGURATION
CONFIGURATION
Switch# show vian <vlan-id>
vian CONFIGURATION
Switch# no van <vlan-id>

3.8.2 VLAN
PORT VLAN
f; \\.‘. I,/" ]
/ VLANZ ! VLANS ',
; . /(_—;—é/ A
R Al 1
T
FA
b 3 ; || = M !
b ! 4
1 1 ' !
'\ ! | !
..\ 1 /I’ l\. 2 J:r
' i g /.-"
3-8 PORT  VLAN
1 2
VLAN 1 VLAN2 2 2 VLAN3
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Switch# vian 2

Vlan 2 added
Switch(vlan-2)#exit
Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# vian 2
Switch(vlan-2)# untag 2
Switch(vlan-2)# vian 3
Switch(vlan-3)# untag 3
Switch(vlan-3)# exit
Switch# port 2
Switch(port-2)# pvid 2
Switch(port-2)# port 3
Switch(port-3)# pvid 3



2. VLAN

e S, B N
I "
; \

/ VLANZ / VLAN3

-

\
, S s A .
) [ ! \
| y ),/—J_K// P— ;

g ?:l |

K , = . =
1| ; l\ :l 1 lr" ;‘\ 1
i 1 :zf l\_\ 2 ! : 3/ i 4
K t a'f \\ ! \\ !
\"‘ 7 f ‘ s /{/ ' ;
3-9 802.1Q vlan
3-9 3-3
3-3
vlan
1 1 2 Vlan 2 8
2 1 3 Vlan 3
3 2 2 Vlan 2 8
4 2 3 Vlan 3
1
witch# vian 2
Vlan 2 added

Switch(vlan-2)# untag 2
Switch(vlan-2)# tag 8
Switch(vlan-2)# exit
Switch# vlan 3
Vlan 3 added
Switch(vlan-3)# untag 3
Switch(vlan-3)# tag 8
Switch(vlan-3)# exit
Switch# port 2
Switch(port-2)# pvid 2
Switch(port-2)# exit
Switch# port 3
Switch(port-3)# pvid 3
Switch(port-3)# exit

2
witch# vian 2
Vlan 2 added
Switch(vlan-2)# untag 2
Switch(vlan-2)# tag 8
Switch(vlan-2)# exit
Switch# vlan 3
Vlan 3 added
Switch(vlan-3)# untag 3
Switch(vlan-3)# tag 8
Switch(vlan-3)# exit
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Switch# port 2
Switch(port-2)# pvid 2
Switch(port-2)# exit
Switch# port 3
Switch(port-3)# pvid 3
Switch(port-3)# exit

VLAN
1. VLAN
VLAN PC VLAN
VLAN PC
1 VLAN
Switch# show vian
|VID |Name | Status |
— + :
|1 |Default VLAN 1 | Static |
I I
|2 |vlan2 | Static |
| |
I I
|3 |van3 | Static |
| |
I I
2 PC VLAN U
Switch# show vian 2

Vlan ID: 2
Vlan Name: vian2
Vlan Status:  Static
(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number |0/0]0|0|0|0]|0O]|O]
| [112]3]4]5]6]7]8]
} +-+-+-+-+-+-+-+-|
|

Configuration [=1-1-1-1-1U]-]-I

Switch# show vian 3
Vlan ID: 3
Vlan Name: vian3
Vlan Status:  Static
(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number |0/0]0|0]|0|0]|0O]|O]
| [112]3]4]5]6]7]8]
} +-+-+-+-+-+-+-+-|
|

Configuration | -1-1-1-1-1-1-1Y]

3 pvid vilan
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2 vlan 2 2 pvid 2
Switch# show port 2
Unit 1
Port D2
ifindex : 0x2100002
State . Enable
Set Speed . autonegotiate
Actual Speed : unknown
STP State . Disabled
Link . Down
MacLearn : Unlock
PortVianiD D2
PortDefaultPriority : O
DropEvents : 0
Switch# show port 3
Unit 1
Port : 3
ifindex : 0x2100003
State . Enable
Set Speed . autonegotiate
Actual Speed : unknown
STP State . Disabled
Link . Down
MacLearn : Unlock
PortVianiD 03
PortDefaultPriority : O
DropEvents : 0
2. VLAN

vlian vlian pc
1 pc "y” VLAN
2 vlan vlan
Switch# show vian
|VID |Name | Status |
| + +
|1 |Default VLAN 1 | Static |
I
|2 |vlan2 | Static |
I
|3 |van3 | Static |
|
I

2 pvid 2 3  pvid

pvid

"M

3

vian
PVID 1

8 pvid 1
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3.9 STP

iSpirit 3508G/GF-L3 IEEE802.1d STP STP
IEEE802.1d
STP

STP

3.9.1 STP

STP
STP
STP
> STP
switch# stp <enable/disable>  no stp
> STP STP
switch# enable stp ports <port-list1>[<port-list2>...[<port-listn>]
> STP STP
switch# disable stp ports <port-listl>[<port-list2>...[<port-listn>]
> STP STP
switch(port-2)# stp port enable
> STP STP
switch(port-2)# stp port disable
> 32768
switch# stp bridge priority
priority 0~65535 0 , 65535

> 128
switch# stp port priority
priority 0~255 0 ,255
> BPDU 2
switch# stp bridge hello-time
> STP 15
switch# stp bridge forward-delay
> STP 20
switch# stp bridge max-age

switch# show stp port<port-number>

3.9.2 STP

38
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Switch# stp enable <cr>

Switch# show switch

Ip Address :192.168.0.1
Subnet Mask 1 255.255.255.0
Default Gateway 1 0.0.0.0

MAC Address : 00:09:ca:01:75:02
BOOTP . Disable

DHCP : Disable

Spanning Tree : Enable

IGMP Snooping : Enable

Reset : no reset
DhcpRelay : Disable

Switch# stp disable
32768
Switch# stp bridge priority A stp bridge priority (0=<A<=65535)
Switch# disable stp ports A-B or A port list (1=<A,B<=8)
stp

Switch# show stp bridge
— Designated Root Information —-

Priority 1 32768

MAC Address 1 00:09:ca:01:75:02
Hello Time 1 2s

Forward Delay 1 15s

Max Age 1 20s

— Bridge STP Information —-

Bridge Priority 1 32768

MAC Address 1 00:09:ca:01:75:02
Root Path Cost 10

Root Port 10

Bridge Hello Time 1 2s

Bridge Forward Delay : 15s

Bridge MaxAge 1 20s

Switch# show stp port A port nhumber (1=<A<=8)

Switch# show stp port 1
— Port Information —-
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STP Port . Enable
Port ID 01

Priority 1128
State : Disabled
Path Cost 119

Designated Cost : 0

— Designated Root Information —-
Priority 1 32768

MAC Address 1 00:09:ca:01:75:02

— Designated Port Information —-

Port ID 01
Priority 1128
— Designated Bridge Information —-
Priority 1 32768
MAC Address 1 00:09:ca:01:75:02
3.10 TRUNK
Port Trunking
iSpirit 3508G/GF-L3 Port Trunking
Port Trunking Port Trunking
Port Trunking Port Trunking
Port Trunking
iSpirit 3508G/GF-L3 Port Trunking Intel  Cisco Port Trunking

3.10.1 TRUNK
Trunk
Trunk
trunk
> Port Trunking

Switch#sTrunk
tid <0-5> rtag <1-6> port list
10/100M 10/100/1000M
trunk Id rtag 1-6 1
MAC 2 MAC 3 MAC 4 IP 5
1P 6 1P trunk ports
1-3 Tid 2 Rtag 5 trunk

Switch# trunk

trunk_Id: 2

trunk_Rtag: 5

ports_list: 1-3
> Trunk

Switch# no trunk <tid>
> Trunk

Switch# show trunk
> trunk
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Switch#trunk rtag <tid> <Rtag>

> trunk
Switch#trunk ports <tid> <port list>
> trunk
Switch#trunk no ports <tid> <port list>
> trunk
Switch#trunk mcast
tid vid
trunk
Switch# trunk mcast
trunk_Id: 2
Mac Address: 01:00:5e:11:11:11
Vlan ID: 1
> trunk
Swiich#trunk table init
3.10.2 TRUNK
-
e
{f 1T _—ﬂ“}
— || —
F
=)
s Ve /
|
3-11 TRUNK
1 2 trunk

Switch# trunk <cr>
Switch# trunk

set trunk configuration

trunk_Id: 1 trunk 1D
trunk_Rtag: 1 trunk tag
ports_list: 1-4 trunk
trunk
trunk

Switch# no trunk A trunk indentifier(0<=tid<=5)

trunk
Switch# trunk table init <cr>

trunk
trunk
Switch# show trun

1-4
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TGID RTAG status Ports

0 0 Not_ready 0x00000000(none)
1 1 Active 0x0000001e(gel-ged)
2 0 Not_ready 0x00000000(none)
3 0 Not_ready 0x00000000(none)
4 0 Not_ready 0x00000000(none)
5 0 Not_ready 0x00000000(none)
trunk vlian
3.11

iSpirit 3508G/GF-L3

VLAN VLAN

3.11.1
iSpirit 3508G/GF-L3 mirror
mirror mirror mirror
> mirror

Switch# mirror
10 1-5 (L2 )
Switch# mirror
Mirror Mode: 12
Mirror Port: 10
Egress ports_list: 1-5
Ingress ports_list: 1-5
:Mirror port Egress port
Ingress port
> mirror
Switch#no mirror
> mirror
Switch#show mirror
pc FTP server

192.168.2.2/24
FTP Server

[ TR 192.168.2.1024

192.168.1.1/24 =1 J 2 }
192.168.12 &£ e % 3
PC sniffar
3-12
1 iSpirit 3508G/GF-L3 Vian

Switch# vian 2
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Vlan 2 added

Switch(vlan-2)# untag 1

Switch(vlan-2)# vian 3

Vlan 3 added

Switch(vlan-3)# untag 2

Switch(vlan-3)# ex

Switch# route

Switch(route-config)# ip subnet

Netware Interface: 1

Agent Ip Addr: 192.168.1.1

Net Mask: 255.255.255.0

VlanID: 2

Interface Descript:

Switch(route-config)# ip subnet

Netware Interface: 2

Agent Ip Addr: 192.168.2.1

Net Mask: 255.255.255.0

VlanID: 3

Interface Descript:

2 iSpirit 3508G/GF-L3 1 2
2

Switch# mirror

Mirror Mode: 12

Mirror Port: 2

Egress ports_list:1

Ingress ports_list:1

3.11.2

3-13

1
Switch# mirror
Mirror Mode: L2
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Mirror Port: 8
Egress ports_list: 1
Ingress ports_list: 1
2

Switch# mirror
Mirror Mode: L2
Mirror Port: 8
Egress ports_list: 2
Ingress ports_list: 2

mirror ports,
Egress ports , Ingress ports ,
show mirror

Switch# show mirror
Mirror Mode: L2
Mirror Port: 8

Egress ports_list: 1
Ingress ports_list: 1

3.12 802.1p
802.1p MAC 3
iSpirit iSpirit 3508G/GF-L3 4 802.1p
3.12.1 802.1p
802.1p 802.1p
> 802.1p 8
Switch#cos map
802.1p 8
0 3
>
Switch#cos maxnum
1 2 4
> 802.1p 8
SwitcH#show cos map
>

Switch#show cos maxnum

3.13

iSpirit 3508G/GF-L3
CPU
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3.13.1

~

Switch#storm
Limit:1500
Bcast(y/n):y
Mcast(y/n):n
DLF(y/n):y
Switch#show storm
Current settings :
Limit = 1500
Bcast = True
Mcast = Fasle
DLF = True

Switch#show-control

3.14

Backpressure
IEEE 802.3x
“Pause” iSpirit 3508G/GF-L3 HOL
“ Pause”

3.14.1

Switch#flow control <port-list>
Switch#no flow control <port-list>
Switch(port-1)#flow control
Switch(port-1)#no flow control
Switch(port-1)#hol prevention
Switch(port-1)#no hol prevention
Switch#hol prevention <port-list>

Switch#no hol prevention <port-list>

3.15 IGMP
IGMP :
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IGMP IGMP
Snooping IGMP IGMP

IGMP
CPU

3.15.1 IGMP
IGMP lgmp snhooping lgmp snooping
> igmp snooping
Switch#gmp snooping
> igmp snooping
Switch#no igmpsnooping
> age
Switch#igmp snooping age
>
Switch#gmp snooping immeditate-leave
>
Switch#no igmp snooping immeditate-leave
> igmp snooping
Switch#show igmpsnooping

3.16 DHCP BOOTP
DHCP BOOTP ip

3.16.1 DHCP BOOTP

> DHCP
Switch#dhcp

> DHCP
Switch# no dhcp

> bootp
Switch#bootp

> bootp

Switch#no bootp

3.17 SNMP
SNMP Simple Network Management Protocol
UDP
Hyper Manager Hyper View
3 3-14
1. Network Management
Station—NMS
2. Agent

MIB
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MIB
> -
7l I “
3-14
SNMP
1.
SNMP
2.
3
SNMPv1 (trap) SNMPv2 (notification)

4.
5.SNMP  Agent community (community

name) community
6. NNM community

3.17.1 SNMP

SNMP snmp trap snmp commulity ~ Rmon
> snmp trap

Switch#snmp trap

trap name name
trap Target ip addr trap ip version
t rap 1 1, 2 2, 3 3 8
trap

> trap

Switch#show snmp trap
> trap

Switch#no snmp trap < trap-name >
> trap ip

Switch#snmp trap ip < trap-name > < ip-address >
> trap-name trap

Switch#snmp trap port < trap-name > < port >
> trap retries
Switch#snmp trap retries < trap-name > < retries >
> trap-name  trap timeout

Switch#snmp trap timeout < trap-name > < timeout >

:Timeout 1/100

> trap-name trap
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48

Switch#snmp trap version <t rap-name> <version>
snmp
Switch#snmp community
Community name
view name internet Permission
8

snmp community

Switch#show snmp community

Switch#no snmp community <community-name>
rmon
Switch#rmon event [ index]

: event type
1 none 2 log 3 snmp-trap 4 log-and-trap event owner
Descript ion index
event
rmon
Switch#show rmon configuration event [index]
index event
rmon log
Switch#show rmon table event
rmon
Switch#no rmon event <index>
rmon

Switch#rmon alarm [ index ]

Interval

Variable INTEGET  Counter Gauge
SampleType 1 absoluteValue 2 eltaValue
DeltaValue 1 risingAlarm 2 fallingAlarm 3

isingThreshold
RisingEventindex
FallingThres hold
Falling Event Index
AlarmOwner

index rmon
rmon
Switch#show rmon configuration alarm [index]
index alarm
rmon
Switch#no rmon configuration alarm
rmon

Switch#show rmon table history

Switch#show rmon table statistics [index]
index statistics

TimeTicks

risingOrFallingAlarm
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3.17.2 SNMP
\/__:;3/
192.168.1.1 '//
VN
[A—
| P |
SNMP \\ ) J
192.168.1.100 E& e
3-14
SNMP SNMP P 192.168.1.100
P 192.168.1.1 P IP
SNMP snmp community
public
private
Switch# snmp community
Community Name : public
View Name(internet) :
ReadOnly(1),ReadWrite(2)
Permission : 1
Switch# snmp community
Community Name : private
View Name(internet) :
ReadOnly(1),ReadWrite(2)
Permission : 2
snmp community
Switch# show snmp community
Community Name ViewName Permission Status
public internet ReadOnly  Active
private internet ReadWrite Active
trap snmp snmp trap

snmp 2
Switch# snmp trap
trap name : test
Target Ip Addr: 192.168.1.100
snmpvl(1),snmpv2(2),snmpv3(3)
Version : 2
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Switch# show snmp trap

Trap Name : test
Transport Domain 0 1.3.6.1.6.1.1
Target ip 1 192.168.1.100
Target port : 162
TimeOut : 1500
Retry Count 10
Tag List : rfc1493 rfc1757 rfc1907 rfc2233 tmscom
Version :snmp V2
Storage Type : honvolatile
Status . Active
snmp
1 community pubic private
snmp community snmp
trap snmp
1 community , pubic , private
trap ip snmp ip
ip snmp ip
3.18 ip
VLAN VLAN VLAN
VLAN iSpirit 3508G/GF-L3 VLAN
VLANS
VLAN ID IP
3.18.1 ip
> P
Switch#ip address <ipaddress>[<subnetmask>]
>
Switch#ip gateway<gatewayaddress>
> IP
Switch#show ip
> vlan
Switch(route-config)#ip subnet
1P vlan Id
>
Switch(route-config)#no ip subnet <ipaddr>
>

Switch(route-config)#show ip subnet table
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3.18.2 ip
172.16.3.0
——E 172.16.4.0
VLANZ VLAN4
192.168.1.0
VLAN3
3-16 ip
iSpirit 3508 G/GF-L3 vian :
vian 2 172.16.3.1 :255.255.255.0
vian 3 192.168.1.1 :255.255.255.0
vian 4 172.16.4.1 :255.255.255.0
vlan vlan2 vlan 3 vlan 4

Switch# vian 2

Vlan 2 added
Switch(vlan-2)# exit
Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# exit
Switch# vilan 4

Vlan 4 added

vlan
Switch# show vian

|VID |Name | Status |
— + :
|1 |Default VLAN 1 | Static |
I I
|2 |van2 | Static |
I I
|3 |van3 | Static |
I I
|4 |Vlan4 | Static |

vian

51



I T W28

Switch(route-config)# ip sub
Netware Interface: 2

Agent Ip Addr: 172.16.3.1
Net Mask: 255.255.255.0

VlanID: 2

Interface Descript: vlan2
Switch(route-config)# ip sub
Netware Interface: 3

Agent Ip Addr: 192.168.1.1
Net Mask: 255.255.255.0

VlanID: 3

Interface Descript: vian3
Switch(route-config)# ip sub
Netware Interface: 4

Agent Ip Addr: 172.16.4.1
Net Mask: 255.255.255.0

VlanID: 4
Interface Descript: vian4

Switch(route-config)# show ip sub ta

ifindex IP Address NetMask

01100002 172.16.3.1 255.255.255.0
01100001 192.168.0.1 255.255.255.0
01100003 192.168.1.1 255.255.255.0
01100004 172.16.4.1 255.255.255.0

3.19 DHCP
DHCP DHCP
IP DHCP
DHCP
3.19.1 DHCP
DHCP
> dhcp relay
Switch#enable dhcprelay
> dhcp relay
Switch#disable dhcprelay
> dhcp server ip
Switch#dhcp server <ipaddr>
> dhcp server ip

52

Switch#show dhcpserver

Vid Status Desc

2 Active
1 Active
3 Active
4 Active

IP

dhcp relay

vian2
Default IP Addr
vian3
vian4

DHCP
iSpirit 3508G/GF-L3

(

DHCP Relay)
DHCP
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3.19.2 DHCP
DHCP
VLAN2 |
l':
‘\\ VLAN1
I 192.168.1.1
LS - { DHCP
3-17 DHCP
3 wvlan vian 1 vian , IP 192.168.1.0 VLAN2
P 192.168.2.0 VLAN3 P 192.168.3.0 VLAN1 DHCP P
192.168.1.1 VLAN DHCP IP VLAN2 VLAN3 VLAN
35 vlan
35
Switch# dhcp server 192.168.1.1 dhcp IP
Switch# enable dhcprelay dhcprelay
dhcp
1 dhcp IP
2 dhcp vlan 1P

3

dhcp server |IP

dhcp server IP
Switch# show dhcpserver

Server Ip Address :192.168.1.1
4 dhcprelay

dhcp relay
Switch# show switch
Ip Address :192.168.0.1
Subnet Mask : 255.255.255.0
Default Gateway 1 0.0.0.0
MAC Address : 00:09:ca:01:75:02
BOOTP : Disable
DHCP : Disable
Spanning Tree . Enable
Traffic Classes : Enable
IGMP Snooping : Enable
Reset : no reset
DhcpRelay : Enable
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3.20

0.0.0.0

3.20.1

show ip route table

ICMP

Switch(route-config)#show ip route informat ion

Switch(route-config)#ip static route

ip
ip

Switch(route-config)# ip static route
Dest Ip: 0.0.0.0

Net Mask: 0.0.0.0

gate way: 192.168.2.2

Static Route Name:def

Use HareWare(y/n)y
Switch(route-config)#

ip ip

192.168.2.2( )

Switch(route-config)#no ip static route <ipaddr>

switch(route-config)#no ip static route 0.0.0.0 0.0.0.0

Switch(route-config)#show ip static route table

Switch(route-config)#show ip route table

3.20.2
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Switch(route-config)# ip static route
Dest Ip: 1.1.4.0

Net Mask: 255.255.255.0

gate way: 1.1.6.2

Static Route Name:a12

Use HareWare(y/n)y
Switch(route-config)# ip static route
Dest Ip: 1.1.5.0

Net Mask: 255.255.255.0

gate way: 1.1.2.2

Static Route Name:al13

Use HareWare(y/n)y

B
Switch(route-config)# ip static route
Dest Ip: 1.1.5.0
Net Mask: 255.255.255.0
gate way: 1.1.3.1
Static Route Name:a23
Use HareWare(y/n)y
Switch(route-config)# ip static route
Dest Ip: 1.1.1.0
Net Mask: 255.255.255.0
gate way: 1.1.6.1
Static Route Name:a21
Use HareWare(y/n)y

C
Switch(route-config)# ip static route
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Dest Ip: 1.1.1.0

Net Mask: 255.255.255.0

gate way: 1.1.2.1

Static Route Name:a32

Use HareWare(y/n)y
Switch(route-config)# ip static route
Dest Ip: 1.1.4.0

Net Mask: 255.255.255.0
gate way: 1.1.3.2

Static Route Name:a31
Use HareWare(y/n)y

UP IP

show ip static route table
show ip route table

3.21 ACL

ACL
VLAN PORT

3.21.1 ACL

56

ACL ACL
> ACL enable

Switch#acl

enable ACL enable

> ACL

Switch#no acl
> ACL

Switch#show access-list [{group-id | port | vian}] [{port-num | vian-id}]

show access-list port 5
show access-list ian 8
> ACL
Switch#no access-list <{group-id | port | vian}> <{port-num | vlan-id}>

no access-list vian 8
;group-id port vlan
ACL
show accesslist group-id
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vian

show access-list 4 port
port
group-id port vlan
group-id( ) no access-list 4
port no access-list port 6 3
port
Switch#access-list
access-list
1. ip
ip ip ip ip
permit deny ip ip ip
group id 1 99 group id
2 ip tcp/ip
ip ip icmp
osp f tc p udp : icmp
www tcp 6 ip ip ip
ip groupid 100 199
3 mac
mac permit deny mac
mac arp mac group id 700 799
mac ip group id
switch# access-list 1 deny 10.0.0.1 0.0.0.255
switch# access-list 2 permit 10.0.0.4
mac ip vian
switch# access-list 3 permit 10.0.0.3
10.0.0.1 10.0.0.2 3 Obl1l1 1 0b01 2
0b10 Mac vlan
4. vian permit deny
vian
:switch# access vlan 4 deny
5_port
ip mac vlan
all
ip mac vlan
switch# access-list 1 deny 10.0.0.1 0.0.0.255 switch# access-list
port4 1 4 1 switch# access-list port 3 all in permit 4 3
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1-20 Mb switch# access-list rate-
limit 4 3 groupid 4 3 Mb
: 10.1.1.0/24 10.1.2.0/24
switch#access-list 1 permit 10.1.1.0 0.0.0.255 10.1.2.0 0.0.0.255

3.21.2 ACL

P ACL
ACL 192.168.1.0

172.16.3.0 172.16.4.0

=

VLAN 4

192.168.0.1

IP ACL

Switch# access 1 deny 192.168.1.0 0.0.0.255

IP ACL
172.16.3.0 172.16.4.0 ip 172.16.4.1
ping web

172.16.3.0 172.16.4.0
172.16.4.1

G {1

3-20 IP acl

Switch# access-list 100 deny icmp any host 172.16.4.1
Switch# access-list 101 deny tcp any host 172.16.4.1

MAC
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172.16.3.0 172.16.4.0

VLAN1
VLAN2 ﬁ —
|

| ] -

3-21A MAC
mac 00:04:e2:7f:36:cf
Switch# access-list 700 deny ip 00:04:e2:7f:36:cf

VLAN acl
172.16.3.0 172.16.4.0

VLAN1
VLAN2 /ﬂ
|

| ] -

3-21B MAC

VLAN3
Switch# access-list vian 3 deny

Switch# show access-list
ACL Status : Enable
Vlan list:

Vlanid 3 deny Active

acl
172.16.3.0 172.16.4.0

172.16.4.1
172.16.3.100 /ﬂ l —

L =

3-22 vian acl
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A: 1 1M
Switch# access-list port 1 all in permit 1
Switch# show access-list

ACL Status : Enable

Port list:
Port 1 permit ingress 1*125kByte/s Active
B:
192.168.1.0 10M
192.168.1.0
Switch# access-list 1 permit 192.168.1.0
10M
Switch# access-list rate-limit 1 10
show

Switch# show access-list 1

ACL Status : Enable

Standard IP access list:

Groupld 1 permit srclp 192.168.1.0 any 10*125kByte/s Active

6
172.16.3.100
1
Switch# access-list 1 deny host 172.16.1.100
2 35 6
ACL
P ACL
ip
192.168.1.0 IP

show access-list

Switch# show access-list

ACL Status : Enable

Standard IP access list:

Groupld 1 deny srclp 192.168.1.0 0.0.0.255 any Active

IP ACL
ip
show access-list

show access-list
Switch# show access-list
ACL Status : Enable
Extended IP access list:
Groupld 100 deny icmp any destlp 172.16.4.1 Active
Groupld 101 deny tcp any O destlp 172.16.4.1 www Active

MAC ACL

Switch# show access-list
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ACL Status : Enable
MAC address list:
Groupld 700 deny ip srcMac 00:04:e2:7f:36:cf Active

port ACL
Switch# show access-list
ACL Status : Enable

Standard IP access list:

3.22 RIP
RIP  Routing Information Protocol
RIP
V-D UDP User Datagram Protocol
180
60
RIP hop count
0 1
RIP metric 1~15
RIP  RIP-1 RIP-2 RIP-2 MD5
(1) RIP
(2)
(3) RIP 30
RIP
RIP
N1... Hi% 4R 30
N2...HfZ L5
N3... 1.1 16 b ANTTX 3
M4 &Iy 180 £
N5...H%
BRE A
feth#s A RIPZ# RIP Z#
k€85
B W G
M52
3-24 RIP
5: A 30
5: B 30
A B

Internet
RIP
30

Routing Metric RIP

16
RIP

RIP IGP

N1...1%
N2...1.D
N3...H%
N4 B
NG... Hi%

 AE(B)

FemEEB

s d
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15 . 16
6 ( =180 )

RIP
4 RIP

° RIP

RIP 30

3.22.1 RIP

RIP rip
3508G/GF-L3 rip

> rip
Switch(rip_config)#show rip [<ipaddr>]

iSpirit

> rip type ipaddr authentication \

type “ text* “ md5” ( md5 )
Switch(rip_config)#auth type

> rip send type, ipaddr send type

“ nosend ", “ vl ", “v2 " *“ vl compatible ™ videmand ",

Switch(rip_config)#send type
> rip receive type
pe, vl 7 “v2 7t vl|v2” “ norecei”
Switch(rip_config)#receive type
> rip )
ric 0-15
Switch(rip_config)#default metric
> RIP
Switch(route-config)# timers
: 30 180
updatetimer, timeout timer,

Switch(route-config)#ip route protocol <protocol>
rip RI P

Switch(route-config)#no ip route protocol
> rip
Switch(rip_config)#redistribute

Switch(rip_config)# red
Protocol Name(static):static
Default Metric (0-15):2
static is transferred now
> redistribution
Switch(rip_config)#no redistribute
redistribution
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Switch(rip_config)# no red
Protocol Name(static):static
Keep old routes(Yes/No):yes
only static is supported now

Switch(rip_config)#show stats

3.22.2 RIP

3-25 RIP

Switch (route_config)# ip route protocol rip

3-26 A B A C A 192.1.1.1
B 192.1.1.2 C

//fy — ;l

4 A
> /S
&

s
.
\\

s

192.1.1.2

3-26 RIP
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4.1
411

iSpirit 3508G-L3/3508GF-L3 ANSI/VT100

=)

> telnet

= Web

4.1.2
Switeh Configuration L3 192.168.0.36
iSpirit 3508G/GF-L3 1.0
IP Address

Subnet Mask

Default Gatowai ;

HAC Address
Spanning Tras

BOOTP
LHCP

Reset

[00:40:47:00:00:08]
i <Enable >

: 4Disabler
. <Disable:

1 <no reset

MAIN MEWU APPLY SAVE HELP
mal daot F
4-1
4-1
IP
4-1
4-1
4-1
4-1
<>
4-1
TAB Telnet ), 4-1
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4-2
4-2
MAIN MENU
APPLY
APPLY
SAVE Flash
Save
4-3 ESC
4-3
TAB -
ENTER TAB
N TAB
- 1
| TAB
T —
] 1 Telnet
4-4 ESC
4-4
_ alpha/numeric
Alpha/numeric ASCH TAB
BACKSPACE DELETE
DELETE BACSPACE
ENTER 1P
ESC
4-5 ESC 4-5
4-5
15 —
ENTER TAB
- 1 )
o !
SPACE
TAB ENTER
1 -

66




I T M) 45

4.2
42.1

4.2.2

CLI

telnet

CONFIGURATION Menu 4-2 telnet
console IP
telnet
Main Menu - L3 - 192.166.0.38
iSpirit 3508BG-GF-L3 1.0
Port Statistics
Configuration Upload-Download
Image File Download
Serial Configuration
Change Password
LOGOUT HELP

4-2
“ LOGOUT",

4.2.3

4-2
CLI
Switch Configuration - L3 192.168.0.38
iSpirit 350BG-GF-L3 1.0
IF Address [ .1 1
Subnet Mask : [255.255. ]
Default Gateway @ [0.0.0.0 1

MAC Address
Spanning Tres

BOOTP
THCP

Recet

: <Enabla >
: <Disable:
: <Disable:

podno resat *

[DD:40:47:00:00:00]

4-3

reset

MAIN MEMLI APPLY SAVE HELF
4-3
1P 1P
MAC MAC APPLY) reset
reset factory defaults 4-4
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4-7
4-7
Spanning Tree enable disable enable
BOOTP enable disable disable
DHCP enable disable disable
Reset no reset reset reset factory defaults |no reset

4.2.4

- L3 - 192.168.0.36

Reset Switch Warning
iSpirit 35086-/6GF-L3 1.0

WARLTING
Resetting the switch will cause all connectivity to the switch to
be lost until the switch has rebooted.

If you celected reset to "factory default", all configuraticn
information will ke reset to its factory default settings.

Confirm Reset: Qs b

PREV MEHU APPLY HELP
4-4
4-4 APPLY) reset reset reset factory defaults
yes no
4-8
4-8
Reset Switch No Yes No
“ reset factory”
Port Statisties L3 192.166.0.36
iSpirit 350BG-GF-L3 1.0
Unit: <@ Port: ¢ 1y iflndex: 0x02100001
State: <Enable > Set Speed: <autonegotiate > STP State: Disabled
Link: [Down Actual Speed: unknown
FMON [etherStats):
DropEvents o Jabbers o
Octets [u]} Collisions o
Fkts o PhtEd0ctets o
Broadcasts 1] Pktsb5tal27lctets 1]
Multicasts o Pktsl28to2550ctets o
CRCAlignErrors 0 Pkts256toS110ctats o
UndersizePkts 0O Pkts5letollz3ilctets O
OversizePkts o Pktsl024tolS180ctets O
Fragments n
MAIN MEWU APPLY SAVE HELF

4-5
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4-5
APPLY) SAVE) State Set Speed
4-9
4-9
3508G-L3 3508GF-L3
Port 1,2,...,8 1,2,...,8 1
State enable, disable enable
Set Speed Autonegotiate,half-10,full-10,hal f- Autonegotiate
4.2.6
Configuration File Upload-Download - L3 - 1%2.168.0.36
iZpirit 3508G-GF-L3 1.0
Tmage Path: [FEr e |
TFTF Zerver IP Address: [0.0.0.0 ]
Direction: <host-to-switch>
Load Etatus: ot Started
HOTE: On some host systems when doing a 'switch-to-host® transfer.
the filenams given ahove MUST exist and have write permission.
This i=s a TFTP security feature.
If performing a 'host-to-switch' downleoad. reboot the switch
after download has completed for configuration to take affect.
Enter Path obf Contiguration File
4-6
4-6 Image Path TFTP IP
TFTP IP switch-to-host host-to-switch

4.2.7 Image

TFTP server

Image File Download

Download Type: <Application?

Download Status: Hot Started

MAIN MEWU APPLY BAVE

- L3 - 1%2.168.0.36
iZpirit 3508G-GF-L3 1.0

Tmage Path: ||

TEFTP Server IP Address: [0.0.0.0 ]

HELF

4-7 Image
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4-7

Image

4-10

4-10

Boot ROM  Application Image Flash ROM

Download Type

Application Boot ROM

Application

4.2.8

4-8

4.2.9

70

4-9

Serial Configuraticn

MBIN MEHU  APPLY

- L3 - 1%2.168.0.36
iZpirit 3508G-GF-L3 1.0

Baud Rate ¢ 38400

Character Size : 8

Flow Control : Hone

Parity : Hone

Stop Bits : 1
SAVE

HELF

Change Password

MAIN MEWU  APPLY

- L3 - 1592.168.0.36
15pirit 35080-GF-L3

Hew Password: [ssssssssssssssss]

Re-type Password: [CREEEEEEEEEEEET]

HELF

1.0
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S WEB

1 Web
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5.1 Web
iSpirit 3508GF-L3 Web
5.1.1 Web
iSpirit 3508G-L3/3508GF-L3 Web Web
=)
2 Nestscape Communicator,Microsoft Internet Explorer iSpirit 3508G-
L3/3508GF-L3 Web
= VLAN/
=)
5.1.2 Web
Web 5-1
5-1
CPU 586
32MB
800x600
256
1E4.0 Netscape4.01
Microsoft’ ,Windows95’ ,Windows98” ,WindowsNT’ , Windows2000
? WindowsXP® ,WindowsME’ ,Linnx,Unix

Microsoft®, Windows95® Windows98®, WindowsNT® Windows2000% Windows XP®,WindowsME®

5.1.3 Web
Web
o IP 4
e Web PC  UNIX
Web 5-1
BAHSER 7] x|
%‘@ i AP S .
o 192, 188.0. 1
Siitat Legend Wetworks
Arszw |
Y (E) |
[ HEEEAZRES E)
T mE |
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5.1.4 Web

lenovoiiE

0 IS i SN 3

ITIEﬂ hEAF
SR Y]
B KR AR e
€ |smraurass
By e

h’||g A ICNCYT GO

5-2 WEB

5-2

5.1.5
5-3

fenovo 51

3 (SRt 3I0RGLE
Eb frddlat

a=ES
5 aC#ire
B =
=
B weEs
E A
ENy &iREs
E =

| B neis
iEHE S

B ok
B sk
BT ckniM
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5.1.6
5-2
Refresh
Apply Web
Save Apply Flash
, Save
Delete Next
51.7
5-4
Microsoft Internet Explorer ll
New Password is null.
Or Re-Type Password is null
Or New Password is different from Re-Type Password!
5-4
5.1.8
SNMP MIB (Entry) 5-5 )
new
new SAVE) Apply
SAVE) Apply
Delete
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[
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S

B
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5.1.9
SNMP MIB Status 5-6
active
.mhnl
*E IH“
lenovo iz ”mm T ‘ﬂ-}
SHIAP 2EH
TR (T 25085 L3 [#R EAwEw EEER [E=aw [#&
B FEER
e == | |1 e — I Bl |
) s | # | pHic reeinzl | Read by | mctvs
' cass [ = ]
Dﬁ. EhiP
“B ok
“B) M
BRIy =g
2] 2T AR EE
111 2 P W st
] RP
[ m.‘.!\\'ww.cw\'c.car
5-6
5.2
iSpirit 3508G-L3/3508GF-L3
=) Web
° P
=] MIB Il
=) / enable/disable speed/duplex
=]
=]
> SNMP SNMP-TARGET-MIB SNMP
> SNMP SNMP-TARGET-MIB SNMP
=) STP STP
=) STP STP
=) VLAN VLAN
=) VLAN VID VLAN
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=)

° VID MAC

2IP VLAN

=)

2IP

2RIP RIP

2RIP RIP

52.1
5-7
OK Web 16
sAFRSER ]
% i A PSR,
i 192, 168. 0. 1
Sitat; Legend FHetworks
ARFPE ||
R R |
[ HEEEAEEEP E)
TR mis |
5-7
5.2.2
5-8 iSpirit 3508GF-L3

lenovo s

3 FSpit TTRGL3
E!Za FENE
H KETe
@ﬁ ZhhP
e
(3 RuAkAL L
B P bbb
I E

bt At 8700, COT

5-8 iSpirit 3508G
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reset

lenowvo 13

reset factory defaults

MAC

Apply

3 IRl 3303643
=Sy wmeest
- R
% X —try
41

B z%

18 mC®s

1 SREE
>
RS

=00 ENR KR RE
(6 WO ISE DL
=g mr

e M et gt

L3 A TRV

QLUTEE - H e

(LTRSS

R = B PEFT P |

Trarl: 3k

|emahle 7|

S He

|dizahle |

T

[diza=le =]

|

5-10 )
Web

lenowvo 518

SYP 150 (|woalle =]

Be=1i [oim =

5-9

| #=

CFE— |

| ma | |

MIB

I OEM

Zo NP LT
12£5 FARE
Bl

B
v E museEE
“E to

B

R=R T
“El Howe
Mig ewss
E{I3 sHw=
T Rl
L] R mbb o g
{1 P bt iR
{3 e

It hsrccee beremez o

Rt

-Biand Mt IZpHE 39055, B0 Verdom 200

Fik &t i
PN

12,2104 1. 220402

L LE L
X T

AT

W

akE
1l

[
HIAT |
|
mo

Lz L-Howr sz TN nUe s 3oseonds

Alipee ARG

==L

selaiuras@lens oo, o

Lleo: B L-eud_LBEE-6G_UU

[[i8piz-t 2078%/F GF ZW 1.0.1

5-10

Reset

MIB
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5-11

5-3

5-12

78

lenovo e

o JSpw d SR

Unit

[ LT AT

Port

e leEn: o vIEI‘IE::kOEIOEE:I

3 [onable =] [,

[arerzzatiate =] |ET=‘ T | rears

#H  dewn [t

["Carcan

VLAMSLE L SR

TvLA IR LSRR 3
T f BERZhREERE 1

ABLEES R b &l
T SHalha &l
jg ;:f‘_r ZEEE [u [ Janbers [u
i o WAl n -
S B mERE R T i i
ER R T P 1 = —
I narrasifkts n 1 27Ciels n
43 R
s e b o FEC s 1]
L e L el 1 1
= = " [T E PRE R re " s |
5-11
Unit 1
Port 1,2,..,8 1
State enable disable enable

ports

Set Speed(10/100Mbps

100

autonegotiate half-
10, full-10half-100 full-

(

lenovo e

55 ISPRR ISA0GL2
S5y SRRE

©E Em
= RATE

=0 SHF
Bl

ST e mRERE
S0 F e
R

[ -

HORE

ﬂl

5-12




5-13 16
APPLY) SAVE)
5
lenovoiiis
a J'RM'J'\I A50A 3 e I

243 GERE
LoE] i wasKEn| |
3 e ] #]
2 HowitEE
-5 #n
3
-8 moxs
LE g
33 HaEEd
=19 ShF
S ERE
347 AumEmA R
=3 IF s et
Sfgm

[

5-13

o (Al - g ‘ ﬂ |
Ilenovo e ;‘ﬁ%& .
- )

o2 240 =

3 iBpii 3503543 —
S e a1

3 aba I

gf‘f it . FU MG K WEmE

- | ELEET | HoBEHE fi [}

REE] | [ i) | """"

K AL nn

L5 mnug )
=1 E@Rt ﬂﬂj
S W 1N
S e 105
S0 R R - ——
ET T bl o ‘i?l DE:
S

| e 1L MLV} ;I

5-14
5-14
Apply SAVE)
6 MAC 1P MAC
1P IP 1P
5-4
5-4
- Non-member
M Member
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4 10/100BaseTM 2 1000M

ST

RET ||

o P
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5-15

5-15

1-8

mac vlan id

5-16A

lenowvoiss

B8 T L Mac WM 2 )

ET T S ET I _
2 Exww [ [Cmanwme | o AL

= E@R HEH ] | r—
=1 ShF
S ERE
S dAmEmAE R
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ET T S ET I
S X

=423 S
S EwE
ERSalERL NI 4 ]
S F g
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Hapepare JCnOe 60
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[®n ] ubn 105 M AL |

| s w2 ]

5.2.4 SNMP

1.SNMP
517 SNMP

lenowvo iz

5-16B

SNMP-TARGET-MIB

?w By |t ] Eﬁ"“ M ERKE  SHMP B &
T e ER e =] || nonr. - Ilﬁ.’- [ Ran [ [ =
3 SHF 1 e 0300 | o 1500 o e
e 2 g2 010 | o 1501 0 anop 2
LoE) i | N | eaco | o | 1sm (] | s
el B | wk | i‘¥| BEi:
{0 pURERERE
S 0o EekESE
ESSES
[T T
4 | -l
5-17 SNMP
SNMP
5-5
Entry 1,2,..,
other volatile nonVolatile
Storage TYPE
permanent readOnly
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2.SNMP

lenovoixie
MP LR
3 iSpii 3503543 [EE T [— — -
] S¥RE
R g-.';;ge IT;| || [zutemes I = |
. I [ ke IMoees Foadiny [ames
= SHF
wh?!j ;L A wE| #E] e
E--5‘] HAE
=T i

@ puRgREEL
S ek kbl b
=7 A=

Pt Je oo

5-18 SNMP
SNMP 5-6
5-6
Entry 1,2,..,
Type Included exluded
Storage Type |other volatile nonVolatile permanent readOnly

5.2.5

1. (Bridge)
5-19 (Bridge) (Bridge)

lenovo 18
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5-19 (Bridge)
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2.

5-20
Enable
so
1 1a V108
lenovo s
T RIBRS O
A 1 pmt FUEE-LT -
[ p— o[ ] 1]
g I 5 [rax  [geE Fved Iranahnna 7S
1 [era=le =] iz [172 o zlzah ed
1 enablz 1= Tel U zizab ed
o bl 1= 178 1 frwaardin ;
3 enablz 1= Tek U Zizab ed
I ERF SR IEE 1 £nablz 1z 1.t u Z1gal £d
120 P s getieh 5 Vbl 17 175 n itk
02 e m £nablz 12 Tat m Zisab gd
hillp i 1 i o ¢ | £nakiz |+ [1ex Ju isab £d
[ | ikl = le |1z¢ In ~Isab il
ﬁ'.il'l =M I E=4T I
5-20
5-7
Unit 1
Port 1,2,...8 1
Enable enable,disable enable
5-21 VLAN VLAN
VLAN
NEXT
lenovo xR
SnEeRELE
3 {SpA 30263 s
S SR "“'"IE‘
33 ke OF MrEm Ukl
o 2 e [rm T RE | HEHF [i# . |
s 2 [ Teatier | OFDays J-Hew's O-Fizutss I-Seccnds [rrrmemr |
ElSELTS T
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EGELH
HLo s lene
5-21 VLAN

GVRP
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5-8
- Non-member VLAN
Member VLAN
U Untagged VLAN
5-9
Unit 1
2.
5-22 VLAN VID VLAN
VID
VLAN
VLAN Apply SAVE)
VID
VLAN VLAN VLAN
APPLY) Save
VLAN VLAN VLAN Delete
VLAN VLAN
5-10
- Non-member VLAN
M Member VLAN tagged
F Forbidden VLAN
U Untagged VLAN _Untaged
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5-22 VLAN
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5-11

5-23
MAC

5-12

5-24

Unit x(x=1,2,3 )

VID

Egress Ports |-

M F U

GMRP
NEXT

fenovo iz

VLAN

T ISR GRS

ST TP

37 Hewd

D[ e

S ERE

ERSLLT LIRS
§ I dinmhomdte
L g amhmaAe
T
LT

S Akl

g R

Il e hervrer lerencs cotm

ElTEd

L E

UL X BB P ko

VI [MAC EAL 1 [

Fefresh

5-23

Unit

VID MAC

VID MAC

APPLY

VID MAC

Save
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5-13

5-24

APPLY)

Save

Delete

- Non-member

GMRP.

M Member

GMRP

F Forbidden

GHRP.

5-14

Unit

1

VID

Valid values

MAC Address

Valid values

Egress Ports

- M_F
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I T M) 45

24 10Base-T/100/1000Base-TX RJ-45 UTP-5
2
1 UART

5KG
444mm x 44.45mm x 348mm(W x Hx L)

- 0°C to 40°C (32°F to 104°F)
= -20°C to 70°C (-4°F to 158°F)
= 10% to 90% RH
: 5% to 90% RH
3000 (10,000 )
4570 (15,000 )

10Base-T: UTP Category 3, Category 4 Category
5
100Base-TX: UTP Category 5
1000Base-X: 1000Base-SX,1000Base-LX/LH
1000Base-ZX
10/100/1000Base-T: UTP Category 5
UTP Category 5 Enhanced

180-264V
1.5A

A-1 iSpirit 3508G/GF-L3
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iSpirit 3508G/iSpirit 3508GF-L3
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10/100Base-T
10/100Base-T RJ-45 TD RD

12345678

=,

B-1 10/100Base-T

10/100/1000Base-T

10/100/1000 Base-T RJ-45
TD RD
10/100/1000Base-T B-1
9 UART UART B-2
5 4 3 2 1
L]

B-2 UART
B-3
B-3
DB-9 DB-9
DCD 1 1 DCD
RXD 2 3 TXD
TXD 3 2 RXD
DTR 4 4 DTR
SIG GND 5 5 SIG GND
DSR 6 6 DSR
RTS 7 7 RTS
CTS 8 8 CTS
RI 9 9 RI
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B-3 RJ-45
2.
B-4
RJ-45 3 6
1 2 3 45 6 7 8
1 2 3 45 6 7 8

1= _

1=
I ]
2= e #2
3= —_— 3= —
4= —
5= #1  |#3 g: #1 |#3
6= 6=
7= _

7=
_ #4 #4
8= 8-

B-4 RJ-45
3.

B-5
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