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NETGEAR FVL328 v2.0 rO2IKE Policy

o Policy Name VPN
. IKE "to-
GatewayA” Policy Name to-GatewayA
o Direction/Type Both Directions
o Exchange Mode Main Mode..
o Local Identity Type WAN IP Address( Local Identity Data
IP ).
o Remote Identity Type , Remote WAN IP ( Remote | dentity Data
IP ).
) Encryption Algorithm , 3DES.
o Authentication Algorithm , SHA-1.
. Authentication M ethod , Pre-shared Key.
) Pre-Shared Key field , "Netgear 2004 .
) DiffieeHellman (DH) Group : Group 2 (1024 Bit).
o SA LifeTimefield , 28800
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NETGEAR FVL328 v1.4 IKE Policies

FVL328 IKE Policy IKE Policies
VPN Policies VPN Settings
VPN Policies Add Auto Policy
VPN Add Manual Policy . VPN — Auto Palicy.
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NETGEAR FVL328 VPN v2.0 r02

o VPN
" to GatewayA” Policy Name " to-

GatewayA”

o IKE policy , IKE Policy— "to-GatewayA
IKE Policy.

o Remote VPN Endpoint Address Type "Ip Address”

o Address Date Remote VPN Endpoint Address Date Gateway A
(61.144.62.250 )

o SA Life Time (Seconds) 86400

o SA Life Time (Kbytes) 0

o IPSec PFS

o PFSKey Group Group 1 (768 Bit).

o Traffic Selector Local IP Subnet address

o Start IP Address LAN IP B (

172.10.10.0)
o Subnet Mask B ( 255.255.255.0)
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) Traffic Selector Remote | P Subnet address.
° Start IP Address LAN IP A IP (
192.168.0.0)
. Subnet Mask LAN A ( 255.255.255.0)
JUH Condigur ation
IKE Polcees ™ Enabie Aulhientication faithentication Algorigm ||'r'|:"_= "'|
VI Policins
— ESP Configuration
¥ Enabie Ertrgglion Enecnpgicn Alganthen l.‘“.":b ""I

Carlifcales —
o ¥ Enabie Aulfient cation fathentication Algorghm: | D5 -3

VI Stalies
¥ RETBIOE Enable

Roiber Siatis Back | | Apply | Cancel ]

- NETGEAR FVL328 VPN v2.0 r02 —

o AH Configuration Authentication Algorithm , MD5.

o Enable Encryption ESP Configuration Enable Encryption

o ESP Configuration Encryption Algorithm 3DES.

o ESP Configuration Enable Authentication Enable Authentication
o ESP Configuration Authentication Algorithm MD5

. NETBIOS Enable NETBIOS Enable

o Apply VPN Policies

METGEAR FVL328 ProSafe High-5peed VPN Firewall

wtup W VPN Policies
WP Weizand
Po L
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# |Enabls Mamin Tyesn [ [eeei ol i AH ESF
& 1| W |bo-Gabewayd| Aulo (173101000255, 2545 7550 192,163 0 0255, 295 255 0 | Disabled | EGP
Logs
Elock ks Edit | Miowe J Dielets |
Fallats
Barices
Appl Cancal
Srhe e J 4
: NETGEAR FVL328 v2.0 r02 VPN (Post Configuration)
4 VPN Policies , Enable
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NETGEAR FVL32E ProSafe High-5peed VPN Firewall

VPHN Statusilog

IRE Pabcies
WIH Prolicies [2004-07-04 02:22:32]<I0 PAYLOAD: Type = ID IFVA_ADDE,ID DatasGl, 144. 134,53 =]
CAS [2004-07-04 02:22:33]7*" SENT OUT FIFTH FESSAGE OF MAIN HODE ®v=n
[2004-07-04 02:22:33]*** RECEIVED SIXTH FESSAGE OF MAIN HODE we=s
Crridicabes [2004=07=04 0Z:22:337<POLICY: co-ODacewayBs PATLOADSE: In,EASH
R [A004-07-04 02:22:33]7 ¢+ HATH MODE COEPLETED +e#+
; [2004-07-04 02:22:33][==== IFE FHASE | ESTABLISHED====]
Wi Status [2004-07-04 02:223:33][wann IFE PHASE 2(to 218,18,157.97] START (initintor] smas]

[2004-07-04 0Zp22133]7**® FENT OUT FIEST BESSAGE OF QUICE HODE "=«
[2004-07-04 0Z:22133]<Initiatcor IPADDR=192.166.10.0,; FORT=C-

Roular Status [2004-07=04 02:22: 33 |<Respordes TPADDR=192, 165, 0.0, PORT= 00
[2004-07=04 0Z:22:35]%#** RECEIVED SECOMD FESIACE OF QUICK HODE +e++
internet Trafic [2004-07-04 02:22:35]<POLICY: o-GatewayE> PATLOADS: BASH,S5A, FROF, TRANS ,NOBCE FE
Mrbenrk Databasn [2004-07-04 02;33; 35 ] 7= SENT OUT THIRD RESSAGE OF QUICE MODE w==v
[2004-07-04 02:22;35]7=% QUICK HODE COAPLETER *=wr
Atached Devaces [2004-07-04 02r22135][=sas IFX FHASE ? ESTABLIFHED=sss] had
Setings Hackip 1| [}
Sl Pak T
PR [ Refiesh | ClearLog | WPH Status

Routar Lipgratla

: NETGEAR FVL328 v2.0 r02 VPN
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2.8 FQDN FVS318 to FVL328 IKE Main/Aggressive
LAN-to-LAN VPN ( IP VPN ) FVS318toFVL328
Main/Aggressive Mode
VPN LAN-TO-LAN  MAIN
VPN LAN-to-LAN Gateway-to-Gateway (Client-to-Gateway )
VPN : IKE CA
IPSEC
NETGEAR- A FVS318 version 2.3
NETGEAR- B FVL328 version 2.0 Release02
IP
NETGEAR- A ADSL IP
NETGEAR- B ADSL IP

VPN LAN-TO-LAN

LAN-TO-LAN VPN VPN
VPN WWW.Vpnc.com
VPN . Gateway-to-Gateway

VPN  gateway-to-gateway VPN

o =
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2.8.1 IKE Main VPN
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FvS318 ADSL
IKE MAIN VPN
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2.7 FVS318toFVL328 IKE Main
FVS318 FVL328 2.7

IP

1 FVS318

METGEAR FVL328 ProSafe High-Speed VPN Firewall

IKE Pohiwes =

T Cymamic DNS

RS

Certiicatas lige a dyriamic DHS senice

CHi ' pone

VPN St T CynDeE ong LClick hete & information
C TEO.eOm LClick here fr e trisl

MR a7 =13iis # HQDDHE mmm

° nNgDDNS

ieen TR TR P A AEA RS SE. (Clehs Tl
& AT _ .

aREITRGD NETEES » L T A TR = R
AR B A B o ET TR T S ek LT R T
ikl TR RMWESTE. THWERIEFEOEEE. &
SiAaIm oo B il Wi,

T Hrsk. S HFHes e mmphs ae o

IEGO.

.ng.iego.net

http://www.NETGEAR.com.cn - 69 -




L NETGEAR VPN 2004

TR R - metgeagr-a B 160 nEl

T R
i ¥ W L]

~ % =

e [sesnna] ]

o] [ a]

IEGO.

“ HETEIAR & &N &5
L Commou i i koot Tuduiteo ]

2 FVS318

) DDNS Oray.net

A Netgear-a.ng.iego.net
METGEAR FV5318 ProSafe VPN Firewall

Daymamic DNS
Harsar Seflings
WHH Sethngs

Lisg & dymamic DES senice

C Hone

= DyniDMS.0rg CAck b for information
™ TZocom ek bresre Mo free drial
F  Orawnet ol b e TOF iROr sl

Owary
Hosl and Do mar Mame
[nEIQ:"El-E.r-; 180 net
Enample: poumiame nelgear lego nel

User Mamig |r'-a15;ear-.=|
Passaord [lllﬂl
Agply | Cancal |
3
) IP Router Status

http://www.NETGEAR.com.cn -70-




NETGEAR VPN

2004

METGEAR FVLI2E ProSafe High-S5peed VPM Firewall

Black SHes
Aukes
SRNACaS

E.rmual

HE Palicies
WP Polickes
Chs

Coniales
L
VI Siaius

Flinfer Samus

il arne Tl
FMetwar K Dalahase
Etlached Dences
Sefings Bsckup

[ | PING

DOS
GATEWAY

Bettings“Rdminiat

P Ay Liwi
Aeply From Z18.19.
Heply 218.1%.
Heply 17

ligja L ij . AP

Ping =

M i Emaim

Ciwlacumants amnd Satting

ol

Router Status

System Kame 3% B
Furmruare Yersion win 02

KM Porl
ML Bulihess Qe bbod Bd by
P Bddness 1821887001
[P [al,]
I Sutwwd Mask 200 1552550

AN i

MAT [NeteGirl Aolihisss Toans] e
MAC Adidness

1P Kildiasis

DR

P St Marsk

Dt Flarnes: Sereer

ahoe Slalislics I

oM

001085 5520l bl
A1 144,178 30
FRFOE 5 08
255 0,01

207 96,178 143
202 98,128 60

IP

ping netgegar-a.ng.iego.net

Mg i

g lge it [21H. 19157971 with

im milli

i Hims . i a0

“Adminiskrator?

32 btz af idatas

Wil Siatus |

http://www.NETGEAR.com.cn

-71-




2004

Netgear-a.ng.iego.net

b NETGEAR VPN
IP
Gateway A
4
FVvS318
: METGEAR FVS531E ProSafe VPN Firewall
F. i b
f
P —anrechan Nams B -
WIN Wirand Local IPSec identfier F_I pan
Remole PSec denbifer tl 0a.n
_I:::e canhe accessed [ subnet of local address =]
Hamic Seflings : st -
VPN Sethngs l,‘llj'lf:'f;gu” . 152 f1ea 0 i
Local LAM finish P | | | |
addrags
Eacetylsos Local LAMIP Subnetmask 255 |55 [55 |p
e Tunned can acress |a subnet of remote address %)
Hiock Serice S
Add Semnce 172 i |
Schedule Address | = l o | d h
E-mail Resmoke LAM finich P | | | |
Addrass
Femobe LA IF =
Sunnetmask PEE P:'ﬁ F h
Aouer Siatus Ramote VAN IF of FOOM  [rain ng.isgo.net
Anached Desces
'hl-l' F"d:sl_ﬂl:lrl:'.l Secure Association |M?u"| Mode ﬂ
Sellings Dackup
Diagnoslics Perfec] Forsand Secrecy ¥ Enablec " Disabled
RAsefler Upgrade - - = i
=rcrpnhon Frofocal A0E= w
Remote WAN IP or FQDN IP
2.9.1.2 FVL328
1
FVvS318
2 Gateway A FVS318
[ ) DDNS Oray.net

http://www.NETGEAR.com.cn

-72-



.

NETGEAR VPN 2004

CHI
WIN Saabus

Hiufer Slatus
Inferned Trafic
Hatwnrk Dataliasa

Amackhail Dnalas

Set b
Diagrinstacs

Arrar Lparails

WVAM S

rgmamie DS

POit Trbiediesg

LAN P S&dip
Hemula

3
o Dynamic Dns

NMETGEAR FVL3I28 ProSafe High-Speed VPN Firewall

Abitp FAATE A0 10 1 - Dymesiz BES Beiails - Bim

Dynamic DNS

Lise & dymamic DNS senace

T Mons

™ EmbME org Click here for infonmation
 TZOeom Cligk harg o7 fness irig)

& pgDDbS Zligk g

reg DOBES
Hioad ard Dormain Mams

[reetizear-a.ng.iego. et
ENAMm@le. YOumame ng.iego.ne

Accguni Mame Inetgear-3

Fanmwond |"q|.|u“

Apoly | Cancel | ShowStatus |

Show Status

=101 x|

Dynamic DNS

CrmDME sanvics k5 nod enablag!

TLZ0 . cam
TEZO germte ig nob ensbied|
ngDDME
rgODME login successiul now sendng eenalpse messages send 41 packels moohm
2 packats |
ﬂ 1 0 Intermet -
VPN

To-GatewayA VPN Policy

http://www.NETGEAR.com.cn -73-




NETGEAR VPN 2004

NEICEMAK

FVL2LO Frosare nign=-speea vrmn rirewail

Fetup Wiard VPN - Auto Policy -
VPN Wizard
General
Basic Settings ;
Folicy Mame |T|:|-Gatewaj,rﬂx
IKE policy ITD-GatewayA 'i
Logs .
I IKE Keep Alive Ping IP Address:lﬂ .|'3' .IE' .iﬂ
Block Sites :
o Remate YFN Endpaint Address Type: | Fully Qualified Domain Mame >
Eeiices Address Data:Inetgear—a.ng.iegn.net
Schedule S Life Time 55400 {Seconds)
E-mail |D (Kybtes)
I IPSec PFS PFS Key Group: | Graup 1 (768 Bit) =]
IKE Policies ¥ MetBIOS Enable
VPN Policies i
CAs Traffic Selector
Local [P

Certificates

Subnet addressj
StartIP address: |17z Jio fio o

2.7 Remote VPN Endpoint IP
2.8.2 IKE Aggressive VPN
Aggressive
FVS318 FVS328 VPN
2.8.2.1FVS318
1 VPN Setting

http://www.NETGEAR.com.cn -74 -




. NETGEAR VPN 2004
METGEAR FV531E ProSate VPM Firawall
- [
fy
Soiup Wheard
S Wt Connacion Mama [ie-GalewayE
Local F:3ed idenlifier |nn|gnr-a ng. iago. red
Rermale IPE2t [dendiiar |r.;|.|'| nig iego, nal
T | zap b I
Hasic Scttngs ,-.:::e B N e |-! gubret of lncal addrees j
WI'N Setings e
Local LAM slart IF - "
i EFN I I
Lizical LA drishi IP | I | I
Address
Security Logs i - =
Block Clies Locsl LAMP Bubredmask 255 065 385 0
Hiock Serace . T - -
B Eardes Turmiel can cess |.3 subred of rermobe sddness j
Schedule Remois L&H star IP = "
E-mail Agornss 172 1o (B o
Remate LN finish IF | [ | |
Address
Remals LN 1P |P5 |"‘":.-_| L-I h
Router S1aius Eubnetmask B =
Altached Devices Rermabe wihH [P or FODH ||a-|'. niy. =0 nel
Sel Password
Seltings Bachup SRCUM As00kadon ressive Mode =
Disgnostics |.1-.-;|g J
Router Upgrade Penec] Fomsand Secnecy ¥ Enabled ™ Disabled
Encrgplion Frotocal |3|:|E5 -|
E&g @raup |E1H'|E-Hr|irnan Groupi ;I
Parts PresSh K I 2004
Dynamic ONS meShared Ky |m3- ue.a:_.':ﬂ_.
LAN P St Key Liz (23600 -
Slalie Reaies
Rimae Managamani IKE Life Tims {5400 Seconds
F WETBIOS Enable
L enggniat —
rﬁpplr—l Cancal |
Agrgressive IP
2.8.2.2FVL328
1LIKE Policy

http://www.NETGEAR.com.cn

-75-



. NETGEAR VPN 2004
METGEAR FVL22E ProSafe High-5peed VPN Firewall
i
)
Seinip Wizaid IKE Paolicy Configuration -
WPH Wheard
Gt al
Basic Seflings Palcy Marmne |Tr-l'¥.al=_rp.'; g,
DireconiTyps |Bu|h Direclions "'|
Legs Exchanpe Wiods |.*-gqr:':=r\-1: Meode :_I
Block Siles
Hules: Lecal
Serices i | Wbty Ty [Fully Coualified Domsen Name =]
Schaduln Loca Kyl Lo |ra|-. ng iego nat
E -yl
Fmiote
Remale Identity Trpe |F|,.II'|- Dualfied Domain Name ﬂ
IKE Policies .
Remaole Identity Dala |r,EJ._|]IE a4 ng iego. nel
WPN Palicies -
Chs IEE SA Fanameters
e Encryption Algonthen 0ES 7]
CHI
&urthendcation Algonthm |E|'I.-'-.-1 -|
YW Stalss
Aulhertcalion Wetbosd = Pre-ghaned Ky
|ununut
o S " REA Signatune (regquires Cesiicale)
It I TralTic
e Diffie-Hedlman (DH) G [Group 1 763 Bi) [l
MNetwark Dalahase
Aitached Devices GALRTImE mﬁ":I (aanE)
Setlings Hackup
L Hack | [pply] Canced |
Agrgressive P
2 VPN Policy
VPN Main 2.9.1.2 FVL328 VPN

http://www.NETGEAR.com.cn -76-




-

NETGEAR VPN 2004

VPN
3.11Psec
IPSec IETF Internet Engineering Task Force
IP
Ipsec VPN VPN
® Internet (IKE)
® |IPsec (AH/ESP/ )
IKE VPN
IP SA IKE SA
SA Ipsec 2 SA IKE
IKE 1P
IPsec ESP, AH IPsec ESP/AH
VPN
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3.2.1 IKE
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IKE 1

) IKE
IKE 2

[ ) Ipsec
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IKE Ipsec KB
IPSec IKE 2 I psec
1 IKE
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VPN
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3.231KE 1-IKE
IKE 1
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IKE
VPN
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VPN Pre-Shared
3.241KE 2 - 1Psec
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2 1 DiffieHdlman
VPN
PFS 2 Diffie-Hellman
2 VPN
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Tunnel/transport mode Remote gateway
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VPN
VPN I psec
o Remote Gateway
/
“none” VPN
VPN IP none
IP IP
VPN
o / Main/Aggressive Mode
IKE 2
DiffieeHellman  PFS
® |Psec IPsec Protocols
Ipsec 2 AH
Authentication Header ESP Encapsulating Security Payload
ESP
ESP ESP (Encapsulating Security Payload)
AH ESP AH
IP IP
AH (Authentication Header)
® |KE IKE Encryption
IKE
VPN
® AES
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® Twofish
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® 3DES
® DES
DES VPN DES
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® |KE IKE Authentication
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VPN
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® MD5
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® |KE DH (Diffie-Hellman)
IKE Diffie-Hellman
VPN Diffie-Hellman
® DH group 1 (768-hit)
® DH group 2 (1024-bit)
® DH group 5 (1536-hit)
DH
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1 IKE
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PFS IKE 1 IKE
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AH ESP I psec
VPN
® AES
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® Cast128
® 3DES
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® |Ipsec IPsec Authentication
ESP ESP I psec
VPN
® SHA1
® MD5
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® |Ipsec IPsec Lifetime
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pre-shared
VPN
3.4 1Psec (ESP/AH)
Ipsec VPN IKE
I psec 2 AH ESP
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AH IP
MAC MAC IP
Qriginal IP packet
IP header P data
AH in transport mode
IP header AH header P data
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AH in tunnel mode
Cuter P header | AH header P header IF data
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IP AH IP
AH AH IP AH IP
IP
3.4.2 ESP (Encapsulating Security Payload)
ESP P
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