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Chapter 1
Quick Start

This chapter introduces how to quick setup the DFL-1500.

DFL-1500 is an integrated all-in-one solution that can facilitate the maximum security and the best resource utilization for
the enterprises. It contains a high-performance stateful packet inspection (SPI) Firewall, policy-based NAT, ASIC-based
wire-speed VPN, upgradeable Intrusion Detection System, Dynamic Routing, Content Filtering, Bandwidth
Management, WAN Load Balancer, High Availability and other solutions in a single box. It is one of the most
cost-effective all-in-one solutions for enterprises.

1.1 Check Your Package Contents

These are the items included with your DFL-1500 purchase as Figure 1-1. They are the following items
1. DFL-1500 Device * 1

Ethernet cable (RJ-45) * 1

RS-232 console * 1

CD (include User's manual and Quick Guide) * 1

Power cord * 1

a kv

If any of the items are missing,
please contact your reseller.

Figure 1-1 All items in the DFL-1500 package

1.2 Five steps to configure DFL-1500 quickly

Let’slook at the common network topology without DFL-1500 applying like Figure 1-2. Thisis atopology which isamost used by
all the small/medium business or SOHO use as their internet connectivity. Although that your topology is not necessarily the same
diagram below, but it still can give you a guideline to configure DFL-1500 quickly.
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Now you can pay attention at the | P Shar er inthediagram. Thel P Shar er can provide you with NAT (Network Address
Trandation), PAT (Port Address Trand ation) and other functions.

Server

Switch

««« ADSL Modem Users

Switch
ADSL Modem IP Sharer Users

b6 b

e

Figure 1-3 The example after DFL-1500 applies on it
Figure 1-2 The example before DFL-1500 applies on it

Here we would like to alter the original |P Sharer with the DFL-1500 like Figure 1-3. If we hope to have DFL-1500 to replace the IP
Sharer, we just need to simply execute the following five steps as Figure 1-4 showed. By these steps, we hope to build an image to
tell you how to let DFL-1500 work basically.

Server

Switch
ADSL Modem

- 4.NAT

5.Virtual Server

% Users

Figure 1-4 Five steps to configure DFL-1500

Asthe Figure 1-4 illustrated, with the five-step configurations, DFL-1500 will have the same functions with the original 1P Sharer.
Please see the following description of the five-step configurations.

D-Link 4
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1. Setup:
Install three physical linesinclusive of the power cord, outbound link (connected WAN1 port) and inbound direction
(connected LAN1 port). For the details, please refer section 1.3.
Continually, we will connect to the web GUI of DFL-1500. So you must make sure that you have a PC which islocated in the
same subnet with DFL-1500 before this step. Note: The default LAN1 port is (192.168.1.254 / 255.255.255.0). Refer to
section 1.5 for more information.

2. LAN:
Configure the LAN1 port of DFL-1500. Y ou can refer to section 1.4 for the default network configurations of DFL-1500.
Note: If you were connected from LAN1 port and changed the LAN1 IP address settings of DFL-1500. The network will be
disconnected since the IP address is different between your pc and DFL-1500 LAN1 port.

3. WAN:
Configure the WAN1 port of DFL-1500. Y ou can refer to section 1.4 for the default network configurations of DFL-1500.

4. NAT:
Configure the connection of LAN to WAN direction. It will make all the client pc access the internet through DFL-1500. For
more information, please refer to section 1.6.1.

5. Virtua Server:
If there is any server located inside the DFL-1500. Y ou may hope these servers can provide services outside. So you should
configure the Virtual Server which provides connections of WAN to LAN direction. For more information, please refer to
section 1.6.2.

After you completely finished the above steps, the connectivity function of DFL-1500 is probably well-done.

1.3 Wiring the DFL-1500

A. First, connect the power cord to the socket at the back panel of the DFL-1500 as in Fi gure 1-5 and
then plug the other end of the power adapter to a wall outlet or power strip. The Power LED will turn ON

to indicate proper operation.
(ﬂ. Power Socketj

Figure 1-5 Back panel of the DFL-1500

B. Using an Ethernet cable, insert one end of the cable to the WAN port on the front panel of the DFL-1500
and the other end of the cable to a DSL or Cable modem, as in Fi gure 1-6.

C. Computers with an Ethernet adapter can be directly connected to any of the LAN ports using a
cross-over Ethernet cable, as in Fi gure 1-6.

D. Computers that act as servers to provide Internet services should be connected to the DMZ port using
an Ethernet Cable, as in Fi gure 1-6.
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B. WAN Ports D. DMZ Port
For connecting the DFL-1500 to For connecting computers that
a D5L or Cable Modem act as servers for Internet users
supplied by your 1SP to access o access.
the Internet. Left to right:
WANT, WAN2Z

C. LAN Ports

Console Port For connecting computers and

For managing the DFL-1500 network devices to your LAN.
with CLI commands. Left to right: LAN1, LANZ

Figure 1-6 Front end of the DFL-1500

1.4 Default Settings and architecture of DFL-1500

You should have an Internet account already set up and have been given most of the following information as Table 1-1.
Fill out this table when you edit the web configuration of DFL-1500.

ltems Default value New value

Password: admin

IP Address
Subnet Mask
Fixed IP Gateway IP
Primary DNS
Secondary DNS Not initialized

WAN1
(Port 1)

PPPoE Username
PPPoE Password

PPPOE

DHCP

WAN2 IP Address Not initialized
(Port 2) Subnet Mask
Fixed IP Gateway IP
Primary DNS
Secondary DNS

D-Link 6
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PPPoOE Username
PPPoE
PPPoE Password
DHCP
IP Address 10.1.1.254
DMZ1(Port 3)
IP Subnet Mask 255.255.255.0
IP Address 192.168.1.254
LAN1(Port 4)
IP Subnet Mask 255.255.255.0
IP Address 192.168.2.254
LAN2(Port 5)
IP Subnet Mask 255.255.255.0
Table 1-1 DFL-1500 related network settings
Organization_1
MZ_
(10.1.1.1~253)
——— 3 [ DMZ1_IP
LAN_z h-'u‘i-ii 10.1.1.254
(192.168.2.1~253) swit WAN1_IP
LAN2_IP
192.168.2.254
ISP1 modem
" Internet
LAN1_IP DFL 1 .
1921651254 ISP2 modem
WAN2_IP

PC1_1 PC1 5
192.168.1.1 DHCP Client

LAN_1
192.168.1.1~25

Figure 1-7 The default settings of DFL-1500

As the above diagram Figure 1-7 illustrated, this diagram shows the default topology of DFL-1500. And you can configure
the DFL-1500 by connecting to the LAN1_IP (192.168.1.254) from the PC1_1 (192.168.1.1). In the following sections, we
will teach you how to quickly setup the DFL-1500 in the basic appliances.
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1.5 Using the Setup Wizard

A computer on your LAN1 must be assigned an IP address and Subnet Mask from the same range as the IP address and
Subnet Mask assigned to the DFL-1500 in order to be able to make an HTTPS connection using a web browser. The
DFL-1500 is assigned an IP address of 192.168.1.254 with a Subnet Mask of 255.255.255.0 by default. The computer
that will be used to configure the DFL-1500 must be assigned an IP address between 192.168.1.1 and 192.168.1.253
with a Subnet Mask of 255.255.255.0 to be able to connect to the DFL-1500. This address range can be changed later.
There are instructions in the DFL-1500 Quick Installation Guide, if you do not know how to set the IP address and Subnet

Mask for your computer.

Step 1. Login
Type “admi n” in the account field, “adm n” in
the Passwor d field and click Logi n.

Note: Please do not access web Ul through
proxy, or the login may be locked by others or
the original user.

Connect to https://192.168.1.254

D-Link

Building Networks for People

Connect to 192.168.1.254
= -

[[DFL-1500] Please lagin

User name: | €8 admin bl
Password: | eonad| ]

[CIRemember my password

Step 2. Run Setup Wizard
Click the Run Setup W zard.

After login to https://192.168.1.254

BASIC SETUP > Wizard

Basic Setup
Connect to the Internet and configure your Intranet with the  Access advanced features, including IPSec/L2TR/PPTP YPNs, WPN
Setup Wizard (WAN, LAN and DMZ settings, routing pass through, NAT, vittual servers, staticfpolicy route, firewall, attack
protocaol and DHCGP server settings).

Welcome to the DFL-1500 Web-Based Configuration !

Advanced Settings

alert, web/mailftp filters, intrusion detection, and bandwidth

managerment.
System Tools
Setup DONS, DNS proxy, DHCP relay, system Device Status
password/time/datedimeouts, protocol services, interface Display system name, firmware version, intedface IP setftings, network
1ypes, perform firmware upgrade, save running status, CRWmemory utilization, DHCP/Routing table,
configurations, backupdrestore canfigurations, reset to active/top20/PSec sessions. Setup logging systems, including
factory defaults, customize rernote management and systemffirewall/IDS content-filter™PN logs:

SNMP, schedule database update

.G.et.help about your WRMNFirewall Router.

A step-by-step setup wizard will guide you to configure yo RddEiacall Bouter to connect to your ISP (Internet Service Provider)
Run Setup Wizard

Step 3. System Name

Enter the Host Nane and the Domai n Nane,
followed by clicking the Next .

BASIC SETUP > Wizard

System

Name

UIperatinn
Mode

WAN1 IP

System
Status

‘Host Mame  |DFLA1
Damain Mame |dink. com

Next |

D-Link
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Step 4. Operation Mode BASIC SETUP > Wizard > Next
DFL-1500 VPN/Firewall Router can operate in SNY:::;“ ﬂpnmiﬂ"- WAN1 1P Ssﬁftzrs"
NAT/ Rout er node or Transpar ent node.
Choose which operation Mode for this device to
use. Operation MudeINATIHUuter 'I
Back Next

NAT/Route mode

In NAT/Route mode, you can create NAT mode rules and Route mode rules. For the related information, please
refer to Chapter 6 and Chapter 7.

i NAT mode rules use network address translation to hide the addresses in a more secure network from users
in a less secure network.

i Route mode rules accept or deny connections between networks without performing address translation.

Transparent mode

Transparent mode provides the same basic protection as NAT mode. Packets received by the DFL-1500 are
intelligently forwarded or blocked according to firewall rules. The DFL-1500 can be inserted in your network at
any point without the need to make any changes to your network or any of its components. However, VPN, NAT,
Routing and some advanced firewall features (such as Authentication, IP/MAC Binding) are only available in
NAT/Route mode.

Note:

1. You cannot connect the LAN1/LAN2/DMZ interfaces to the same Hub while using Transparent mode,
otherwise the traffic from the PCs under LAN1/LAN2/DMZ interfaces may be blocked.

2. If you would like to change the operation mode from NAT/Route mode to Transparent mode, you have to
backup the configuration file and then do the factory reset first.

Step 5.

WAN Connectivity
Choose the type of | P Addr ess Assi gnnent

BASIC SETUP > Wizard > Next > WAN1 IP
System System

Name Status

Operation

Mode WAN1 IP

provided by your ISP to access the Internet.
Here we have four types to select. This will
determine how the IP address of WANL1 is
obtained. Click Next to proceed.

IP Address Assignment | Get |P Automatically (DHCF) = |

- tGat [P Automatically (DHCE)
v Default WAN link [leed D
PPP over Ethernet
Mot initialized
" et DMS Automatically

© DNS P Address

Primary DNS  [0.0.0.0
Secondary DNS (0.0.0.0

Routing F‘rotucoIINone o
QEPF Area D l

Back

I MNext I




Part |

Overview
Step 5.a — DHCP client BASIC SETUP > Wizard > Next > DHCP
If Get IP Automatically (DHCP) is WANT 1P

selected, DFL-1500 will request for IP address,
netmask, and DNS servers from your ISP. You
can use your preferred DNS by clicking the DNS
| P Addr ess and then completing the Pri mary
DNS and Secondar y DNS server IP addresses.
Click Next to proceed.

Get IP Automatically (Dl

Step 5.b — Fixed IP
If Fi xed | P Address is selected, enter the
ISP-given | P Address, Subnet Mask,

Gateway | P, Primary DNS and Secondary
DNS IP. Click Next to proceed.

(256 255 265 248

Step 5.c — PPPOE client

If PPP over Ethernet is selected, enter the
ISP-given User Nane, Password and the
optional Service Name. Click Next to
proceed.

D-Link
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Step 5.d — Alert Message Microsoft Internet Explorer x|
Please Note that an alert message box “When
changi ng t o none fi xed i p nbde, system . . . . . e
wWill delete all ip alias!” wil appear TWhen changing to none fixed ip mode, sestem will delete all ip aliaz!
while you change Get | P Automatically
(DHCP) or PPP over Et her net but not Fi xed
| P Addr ess as your WAN link.

Step 6. System Status BASIC SETUP > Wizard > Run Setup Wizard > Next > Next

Here we select Fi xed | P method in WAN1 SNvmem Opl:rztinn WANT IP -Ssﬁvft‘em
. ame ode us
port. Then the DFL-1500 provides a short
summary of the system. Please check if _ _
-Systarm Marne: DEL-1500.dlink.com

anything mentioned above is properly set into B fam &
. . . Firmiware Yersion: NetOS Ver2.000 (WALL) #0: Wed Sep'1 05:56:36 CST 2004
the system. Click Fi ni sh to close the wizard. Suftwate Serial Nurber. 60623576436630003320

Clperation Mode: NAT/Router
Default gateway! 61.2.1.6
Pritnaty OMS! 168.95.1.1
Secondary DNS;

Portl: WANA iStatic |P)[Defauli]

IP Address: 61.2.1.1 Subret Mask: 255.255.255.248
Port2: WAN2 (Not initialized)

IP Address: not set

Port3: DMZ1

IP Address: 10.1.1.254 Subnet Mask: 255,255.255.0
Portd: LAN1

IP Address: 192.168.1.254 Subnet Mask: 255.255.255.0
Ports: LANZ -

|P Address: 192.168.2.254 Subnat Mack: 265.255.255.0

Back | Finish |
v

1.6 Internet Connectivity

After setting up DFL-1500 with the wizard, DFL-1500 can connect to the ISP. In this chapter, we introduce LAN1-to-WAN1
Connectivity to explain how the computers under LAN1 can access the Internet at WANL1 through DFL-1500. Subsequently, we
introduce WAN1-to-DM Z1 Connectivity to explain how the servers under DMZ1 can be accessed by the LAN1 users and other
Internet users on the WANL1 side.

You MUST press Apply to proceed to the next page. Once applying any changes, the settings are immediately
updated into the flash memory.

1.6.1 LAN1-to-WAN1 Connectivity

The LAN Settings page allows you to modify the | P address and Subnet Mask that will identify the DFL-1500 on your LAN. Thisis
the IP address you will enter in the URL field of your web browser to connect to the DFL-1500. It is aso the IP address that all of
the computers and devices on your LAN will use as their Default Gateway.

11
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Step 1. Device IP Address

Setup the | P Addr ess and | P Subnet Mask
for the DFL-1500.

Step 2. Client IP Range

Enable the DHCP server if you want to use
DFL-1500 to assign IP addresses to the
computers under LAN1. Specify the Pool
Starting Address, Pool Size, Prinmary
DNS, and Secondar y DNS that will be assigned
to them.

Example: in the figure, the DFL-1500 will assign
one IP address from 192.168.1.100 -~
192. 168. 1. 119, together with the DNS server
192.168. 1. 254, to the LAN1 PC that
requests for an IP address.

Step 3. Apply the Changes

Click Appl y to save. Now you can enable the
DHCP clients on your LAN1 PCs to get an IP.

BASIC SETUP > LAN Settings > LAN1 Status

Note: The | P Pool Starting Addr ess must be on the same subnet specified in
the | P Addr ess and the | P Subnet Mask field. For example, the addresses given
by the 192.168.1.100 with a pool size of 20 (192.168.1.100 -~
192.168. 1.119) are all within the same range of 192.168.1.254 |/
255. 255.255. 0

Step 4. Check NAT Status

The default setting of NAT is in Basi ¢ Mode.
After completing Step 3, the NAT s
automatically configured related rules to let all
private-IP  LAN/DMZ-to-WAN requests to be
translated with the public IP assigned by the
ISP.

ADVANCED SETTINGS > NAT > Status

Step 5. Check NAT Rules

The DFL-1500 has added the NAT rules as the
right diagram. The rule Basi c- LAN1 means
that, when matching the condition (requests of
LAN DMZ- t o- WAN direction with its source IP
falling in the range of 192.168.1.254 /
255. 255. 255.0), the request wil be
translated into a public-source-IP requests, and
then be forwarded to the destinations.

ADVANCED SETTINGS > NAT > NAT Rules

Virtual
Servers

Itemn Status . Condition Action

HMext Page

Move Page 1R
Mewe Before

Deleie

D-Link
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1.6.2 WAN1-to-DMZ1 Connectivity

This section tells you how to provide an FTP service with a server installed under your DMZ1 to the public Internet users. After
following the steps, users at the WAN side can connect to the FTP server at the DMZ1 side.

Step 1. Device IP Address

Setup the | P Address and | P Subnet
Mask for the DFL-1500 of the DMZ1
interface.

Step 2. Client IP Range

Enable the DHCP ser ver if you want to use
DFL-1500 to assign IP addresses to the
computers under DMZ1.

Step 3.  Apply the Changes
Click Appl y to save your settings.

BASIC SETUP > DMZ Settings > DMZ1 Status

Step 4. Check NAT Status

The default setting of NAT is in Basic
Mode. After applying the Step 3, the NAT is
automatically configured related rules to let
all private-IP LAN/DMZ-to-WAN requests to
be translated with the public IP assigned by
the ISP.

ADVANCED SETTINGS > NAT > Status

3 Wirtual

Step 5. Check NAT Rules

The DFL-1500 has added the NAT rules as
the right diagram. The rule Basi c- DMZ1
(number 1) means that, when matching the
condition (requests of LAN DMZ-t o- WAN
direction with its source IP falling in the
range of 10. 1. 1. 254/ 255. 255. 255. 0),
the request will be translated into a
public-source-IP requests, and then be
forwarded to the destinations.

ADVANCED SETTINGS > NAT > NAT Rules

Virtual
Servers

tem Status : Condition Action

13
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Step 6. Setup IP for the FTP
Server

Assign an IP of 10.1.1.5/255.255.255.0 to the FTP server under DMZ1. Assume the
FTP Server is at 10.1.1.5. And it is listening to the well-known port (21).

Step 7.  Setup Server Rules

Insert a virtual server rule by clicking the
I nsert button.

ADVANCED SETTINGS > NAT > Virtual Servers

Status NAT Rules el
Servers
Wirtual Server->Edit Rules

Packets are top-down matched by the rules.

B N IS

Step 8. Customize the Rule

Customize the rule name as the
ftpServer. For any packets with its
destination IP address equaling to the
WANL1 IP (61. 2. 1. 1) and destination port
equaling to 44444, DFL-1500 will translate
the packet’s destination IP/port into
10. 1. 1. 5/21. Check the Passive FTP
cl i ent to maximize the compatibility of the
FTP protocol. This is useful if you want to
provide connectivity to passive FTP clients.
For passive FTP clients, the server at DMZ
will return them the private IP address
(10.1.1.5) and the port number for the
clients to connect back for data
transmissions. Since the FTP clients at the
WAN side cannot connect to a private-IP
(ex.10.1.1.5) through the internet. The data
connections would be fail. After enabling
this feature, the DFL-1500 will translate the
private IP/port into an IP/port of its own.
Thus the problem is gracefully solved.

Active Name Direction Dest. IP Address Senvice Redirect to through
Page 1/1
e
C =)
—___—
ADVANCED SETTINGS > NAT > Virtual Servers > Insert
Status HAT Rules Hital
Servers

irttal Server-=Edit Rules->Inzert

Insert a hew Virtual Server rule
Status

¥ Activate this rule

Rule name: W
Condition
Sessions from Internet connectin_g to IW_EJ

External IP: |51.2.1.1

Semvice: [TCP =

Type ~ Single  Range
Dest. Port: [44444 V' Passive FTP client?

wl

Redirect to internal server under | DMZ1 'i
Internal IP: 10115 Port |21

Back | Spgly |

Step 9. View the Result

Now any request towards the DFL-1500’s
WAN1 IP (61.2.1.1) with dest. port
44444 will be translated into a request
towards 10. 1. 1. 5 with port 21, and then
be forwarded to the 10. 1. 1. 5. The FTP

ADVANCED SETTINGS > NAT > Virtual Servers

Status NAT Rules HETEL
Servers
Wirtual Sener-=Edit Rules

Packets are top-down matched by the rules.

server Iistening at pOft 21 in 10 1_ 1_ 5 WI" #  Active Hame Direction Dest. IP Address Service Redirect to through
p|Ck Up the reqUeSt. ) |1 i fipServer From ¥waAhk1 B1.2.1.1/255.255.255.255 TCP 44444 1011821 DMz
Page 11
Tnsert ][ Edit ][ Delee ” MoveBefors: |1 o
D-Link 14
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Step 10. View the NAT Rules

In the previous Step 8, we have already
checked “Auto update to Firewall/NAT
rules when you Apply this page”, so it will
automatically add one NAT rule to transfer
the IP address of virtual server when server
responses packet back to the client.

ADVANCED SETTINGS > NAT > NAT Rules

Virtual
Servers

ftem Status Condition Actiol

Plext Page Move Fage

Delete

| MeveBefore: k
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Chapter 2
System Overview

In this chapter, we will introduce the network topology for use with later chapters.

2.1 Typical Example Topology

In this chapter, we introduce a typical network topology for the DFL-1500. In Figure 2-1, the left half side is a DFL-1500 with one
LAN, one DMZ, and one WAN link. We will demonstrate the administration procedure in the later chapters by using the below
Figure 2-1.

The right half side contains another DFL-1500 connected with one LAN, one DMZ, and one WAN. You can imagine this is a
branch office of Organization_ 1. In this architecture, all the users under Organization can access sever reside in the Internet or DMZ
region smoothly. Besides, Organization_1 communicates with Organization_2 with a VPN tunnel established by the two DFL-1500
VPN/Firewall routers. The VPN tunnel secures communications between Organizations more safely.

We will focus on how to build up the topology using the DFL-1500 as the following Figure 2-1. In order to achieve this purpose, we
need to know all the administration procedure.

Organization_2

Organization_1

(Private LANSs) (Private LANSs)
pDMZ_1 bmz_2
= DHCPServer2 10.1.1.1~253 >
(10.1.1.1~253) 140.114.179.84 .I ¢ )
WabServer2 DHCPeerS
g 10.1.1.1 10.9/1.10
A1, 10115 0.1.1.10 VT
Z11£ WANT P 10.1.1.254
) §1.2.1.1 h
: : = witc
switch —— f) VPN Tunnel = Bl
' = A =7 T
4 DFL_1 1511 DFL_Z \
ms)|  LANTIP Internet [ANZ 1P %‘ﬂ
192 168.40.254 A 19216888054 | ‘suipum
/ /§WJ ch
"""""" -]
: = 14011214 14011213 1401121 3 o
\ 192168401  DHCP Client R 11243 2 192.168.88.1 192.168.88.2
\ LAN_2

92.168.40.1~25 (192.168.88.1~233;
Figure 2-1 Typical topology for deploying DFL-1500

Continually, we will introduce all the needed administration procedure in the following section.

D-Link 16
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1. Patll Basic Configuration

How to configure the WAN/DMZ/LAN port settings and user authentication.

2. Partlll NAT -~ Routing & Firewall

Introducing the NAT, Routing, Firewall features.

3. Part IV  Virtual Private Network

If you need to build a secure channel with your branch office, or wish to access the inside company resource as usual while
outside your company, the Virtual Private Network (VPN) function can satisfy you.

4, Part V  Content Filters

If you hope to restrict the web contents, mail attachments, downloaded ftp file from intranet region, try this feature to fit your

reguirement.

5. PartVI Intrusion Detection System

Use the Intrusion Detection System (IDS) to detect all the potential DoS attacks, worms, hackers from Internet.

6. PatVIl Bandwidth Management ~ High Availability
If you wish to make your inbound/outbound bandwidth utilized more efficiently, you may use the Bandwidth Management

feature to manage your bandwidth.

7. PatVIIl System Maintenance

In this part, we provide some useful skillsto help you to justify DFL-1500 more securely and steadily.

2.2 Changing the LAN1 IP Address

The default settings of DFL-1500 arelisting in Table 1-1. However, the original LAN1 setting is 192.168.1.254/255.255.255.0
instead of 192.168.40.254/255.255.255.0 as in Figure 2-1. We will change the LAN1 IP of the DFL-1500 to 192.168.40.254.

We provide two normal waysto configure the LAN1 IP address. Oneisto configure the LANL IP from LAN1 port. The other way

isto configure the LAN1 IP through console.

2.2.1 From LANL1 to configure DFL-1500 LAN1 network settings

Step 1. Connect to the DFL-1500

Using a network line to connect DFL-1500 with
LAN1 port. The PC which connected to DFL-1500
must be assigned 192.168.1.X address (LAN1
default IP address is 192.168.1.254/24). Type
https://192.168.1.254 or

http://192.168.1.254:8080 to configure the
DFL-1500 in the web browser.

Use an IE at 192.168.1.1 to connect to https://192.168.1.254

17
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Step 2. Setup LAN1 IP information

Enter the | P Addr ess and | P Subnet Mask with
192. 168. 40. 254 /| 255. 255. 255. 0 and click

Appl y.

Warning: After you apply the changed settings,
the network will be disconnected instantly since
the network IP address you are logining is
changed.

BASIC SETUP > LAN Settings > LAN1 Status

LAN1 Status LANZ Status, IP Alias
LAN1 TCP/IP
| IP Address I192.188.4D.254 IF Subnet Mask |255 255.255.0 |
DHCP Setup

¥ Enable DHCP Senver

IP Pool Starting Address W
Fool Size(max size: 253) F

Primary DNS Server W
Secondary DNS Server W
pao

Lease time(sec)

Routing Protocal | None 'I
OSPF Area ID

Apply

2.2.2 From CLI (command line interface) to configure DFL-1500 LAN1 network settings

Step 1. Use Console port to configure
DFL-1500

Use the supplied console line to connect the PC
to the Diagnostic RS-232 socket of the DFL-1500.
Start a new connection using the HyperTerminal
with parameters: No Parity, 8 Data bits, 1
stop bit, and baud r at e 9600. Enter adm n
for user name and adni n for passwor d to login.
After logging into DFL-1500, enter the commands
“‘en” to enter the privileged mode. Enter the
command “ip ifconfig I NTF3
192. 168. 40. 254 255. 255. 255. 0” to change
the IP of the LAN1 interface.

DFL-1500> en
DFL-1500# ip ifconfig INTF3 192.168.40.254 255.255.255.0

DFL-1500# ip ifconfig INTF3

LAN1: flags=8843<UP, BROADCAST , RUNNING ,STIMPLEX ,MULTICAST> mtu 1560
address: 00:90:0b:02:99:69
media: Ethernet autoselect (none)
status: no carri

ier
inet 192.168.40.254 netmask OxTfffff@ broadcast 192.168.40.255

DFL-1500#

D-Link
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2.3 The design principle

2.3.1 Web GUI design principle

D-Link

Building Networks for People W
VPN/Firewall Router

Step 1. Select Main-Function

[ BASIC ADVANCED SYSTEM | DRIGE T T
SETUP SEHTINGS T00LS STATUS HELP LoGouT
Se#l]j'u I‘WEE.Fﬂter- Mail Filter = FTP Filter | Step 3. Select Tag

NAT b Filter>Featues.

— e
Faas Restiicted Features Step 4. Configurethereal parameters
- b Activeit. e liava W Java Seript I Cookies
Coiieat I~ MBS over HTTP
Ins Apgly

" Bangwidth
Mot

[ IF/MAE
Binding
P,

High - i
lﬂﬂilﬁliiﬂ Step 2. Select Sub-Function

Figure 2-2 Y ou can select the functional area by the sequence in Web GUI

If we want to configure DFL-1500, we can follow the sequence as the Figure 2-2 illustrated.
Stepl. Select Main-function

Step?2. Select Sub-function

Step3. Select Tag

Step4. Configure the real parameters

2.3.2 Rule principle

Status Edit Rules Show Rules Attack Alert | Summary

Jrb s e A d
Firewall->Edit Rules->Insert _E Status field - E
Insert a new LAN1.4o WAN1 Firewall rule '_.»':_ Describe the status and name of '

»==% lthis rule '

Rule name: [Block-MSN & prossnsssensmmmemsnnnusnuned ;

Condition » Condition field : :

Source IP: | LANT_MSN 5 Dest. IP:| WAN1_ALL | oepapas *What kind of characteristics &

Service: | MSH B e s does packet hold? And it will be

'

J captured by this rule.

[Block ~|andflos  =|the matchedsession. L escescecicecccnniiiiiiiinnns
Forward bandwidth class: [def_class <] : e :

Co L T M. If the packet is captured by this

"0a rule? What action will this rule

Back | Aty | } 107

...............................

Figure 2-3 The rule configuration is divided into three parts
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Y ou may find many rules configuration in the DFL-1500. They are distributed in the respective feature. These rules include
1.  NATrule

Virtual Server rule

Firewall rule

Policy route rule

Bandwidth management rule

SUE L

The behavior of each rule is different, and so are their configuration parameters. But the designed principle of each rule is the same.
The configuration is divided into three parts as Figure 2-3 illustrated. Y ou just need to enter the necessary information onto each
part according to your requirement. As for the definitions of the three-part configuration, please refer to the following description.

1. St at us: Describe the status and name of thisrule.
2. Condi ti on: What kind of characteristics does packet hold? And it will be captured by thisrule.
3. Acti on: If the packet is captured by this rule? What action will this rule do?

Asthe Figure 2-4 illustrated, the page of the rule edition is also divided into three parts. Their definitions are also the same as we
have discussed in Figure 2-3.

Additionly, please note that there is a button named “Move Before” in the Figure 2-4. If you are not satisfied with the current rule
sequence, you can adjust the rule sequence by using the “Move Before” button.

Stame field - *  {Condition field : ¢ Action field : 5

Ei)em:ibe P itsbus andiname o + 1 What kind of characteristics i +If the packet is captured by this

i ; ' ' tdoes packet hold? And it will be ¢ trule? What action will this rule
i+ this rule ' S W i

‘ + icaptured by this rule. ¢ edo? ;
.......... E& frnamemenad  llelllollo : —— . d

Firawall- >Edn

Edit] LAN : alWAN1 *| rules h k1
Default action fd. .f'ns packet direction; |FDrW3rd 'l " Log Apply |

Packets are tn;i-down-ma‘tt:had by the rules.

| Name ""I Schedule Source P | Dest, IP "il Service | Action | LGQ_E
& 1| Blockmsy | always LANI_MSN | WANIALL | MSN | Block I[I |
Page 1/1

iIf you are not satishied with the
scurrent rule sequence, you can
radjust the rule sequence by using
Elht Move Before button.

Figure 2-4 The rules in the page of the rule edition are also divided into three parts.
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Basic Setup

In this chapter, we will introduce how to setup network settings for each port separately

3.1 Demand
1. For the external network, suppose your company uses DSL to connect Internet via fixed-1P. By this way, you should setup
WAN port of the DFL-1500 in advance.
2. There are some adjustment within your company, so the original network stucture has been changed. Now, you should
modify the configuration between the internal network (DMZ, LAN).
3. Your company needs more network bandwidth if it is insufficent for your company to connect to the external network.
Suppose there are many public IPsin your commpany. Y ou would like to specify an unique public IPto alocal server.
3.2 Objectives
1. Configure the network settings of the DFL-1500 WAN1 port.
2. Configure the network settings of the DFL-1500 DMZ1 and LAN1 ports.
3. Wehope to assign another | P address to the same WAN port we have configured an existed | P address before.
3.3 Methods
1. Select the Fixed IP Address method in the DFL-1500 Basic Setup/WAN settinggWANZ1 | P, and then configure the related
account and password in order to connet to the internet.
2. Configure the related network settings in the pages of the DFL-1500 Basic Setup / DMZ settings/ DMZ1 Status ~ Basic
Setup / LAN settings/ LAN1 Status.
3. Configurethe IP aliasin WAN1 port.
3.4 Steps
3.4.1 Setup WAN1 IP
Step 1.  Setup WANL port BASIC SETUP > WAN Settings > WAN1 IP > Fixed IP Address

Here we select Fi xed | P Addr ess method in WANTIP  WANZ IP | P Alias

WANL1 port. Fill in the | P Address, Subnet
Mask, Gateway | P. And then enter the other
DNS | P Address, Routing Protocol fields.

IP Address Assignment |Fixed IP Addrass k2
7| Defaylt WAN link (Gateway/DNS)

Click Appl y to finish this setting. P Addrees [B1.2.1.1 ‘Subnet Mask 255 255 255,245

Gateway [P {61.2.1.6

= DS 1P Address
Prirary DNS. {16395 1.1
Bscondary DNS 0000

Rauting Frotocal iNone 'I
OEFF Area D I

Apply
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IP Address FIELD DESCRIPTION Range / Format EXAMPLE
Assignment
Default WAN When Default WAN link is enabled. All the
link packets sent out from DFL-1500 will be via | Enable/Disable Enabled
(Gateway/DNS) this port.
Get DNS Automatically & Get DNS related
Get DNS information from DHCP Server Get DNS Get DNS
Automatically / DNS IP Address & manually specify these | Automatically / Automatically
DNSIP Address Pri mary and Secondary DNS Server | DNSIP Address
information
Get IP
Automatically None,
(DHCP) Determine to enable the dynamic routing RIPvY/In,
. protocol, to receive RIP message, to send out | RIPvV/In+Out,
Routing Protocol the RIP message if the RIP message is received | RIPv2/In, None
or not. RIPv2/In+Out,
OSPF
IPv4 format or
OSPF ArealD Specify OSPF area |D number digit string (Max
9 bits)
Default WAN When Default WAN link is enabled. All the
link packets sent out from DFL-1500 will be via | Enable/Disable Enabled
(Gateway/DNS) this port.
IP Address Specified P address IPv4 format 61.2.1.1
Subnet Mask Specified subnet mask IPv4 format 255.255.255.248
Gateway IP Default gateway |P address IPv4 format 61.2.1.6
DNS IP Address: o Primary DNS:
Primary DNS Specified Primary and Secondary DNS Server IPv4 format 168.95.1.1
y address Secondary DNS:
Fixed IP Address | Secondary DNS 0.0.0.0
None,
Determine to enable the dynamic routing RIPvV/in,
. protocol, to receive RIP message, to send out | RIPvV/In+Out,
Routing Pratocol the RIP message if the RIP message is received | RIPv2/In, None
Or not. RIPv2/In+Out,
OSPF
IPv4 format or
OSPF ArealD Specify OSPF area |D number digit string (Max
9 bits)
PPP over Default WAN When Default WAN link is enabled, all the
Ethernet link packets sent out from DFL-1500 will be via | Enable/Disable Enabled
(Gateway/DNS) this port.
Service Name ISP vendor (Optional) text string So-Net
User Name The user name of PPPoE account text string Hey
Password The password of PPPOE account text string (54688

D-Link
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Get DNS Automatically & Get DNS related
Get DNS information from PPPoE | SP Get DNS Get DNS
Automatically /| DNS IP Address & manually specify these | Automatically / Automatically
DNSIP Address Pri mary and Secondary DNS Server | DNSIP Address
information
Disconnect Through click Disconnect button to disconnect | .. : .
button PPPOE link Disconnect Click Disconnect

Table 3-1 Detailed information of setup WAN port configuration

3.4.2 Setup DMZ1, LAN1 Status

Step 1.

Setup DMZ port

Here we are going to configure the DMZ1
settings. Setup | P Address and | P Subnet
Mask, and determine if you would like to enabl e
the DHCP Server. And then select Routing
Protocol. Click Appl y to finish this setting.

DMZ1 Status [P Alias

BASIC SETUP > DMZ Settings > DMZ1 Status

DMZ1 TCR/IP
IP Address[101.1.254  IP Subnet Mask 55 2552550
DHCP Setup
¥ Enahle DHCP Server
IP Fool Starting Address fmwm—
Pool Sizelmax size: 153);20_
Primary ONE Sener  [10.1.1.2584

Secondary DNS Server [0.0.0.0

Lease time(sec) 7200
ﬁautin:q F"mtncnliNnne >
OEFF Area D |
Apply
FIELD DESCRIPTION Range / Format EXAMPLE
IP Address DMZ port | P address IPv4 format 10.1.1.254
IP Subnet Mask DMZ port I P subnet mask netmask format 255.255.255.0
Enable DHCP Server Enable DMZ port of the DHCP Sever or not Enable/Disable Enabled
IPv4 format in the
IP Pool Starting Address | Specify the starting address of the DHCP | P address. DMZ address 10.1.11
range
Pool Size(max size: 253) | Specify the numbers of the DHCP |IP address. 1~253 20
Primary DNS Server Specn‘y _the Primary DNS Server IP address of the DHCP IPv4 format 10.1.1.254
information.
Secondary DNS Server Specn‘y t_he Secondary DNS Server |P address of the DHCP IPvA format 0.0.0.0
information.
L ease time(sec) Specify DHCP information lease time greater than 0 7200
None/ RIPvlin/
Determine to enable the dynamic routing protocol (RIP), to | RIPv1in+out/
Routing Protocol receive RIP message, to send out RIP message if the | RIPv2In/ None
message is received or not. RIPv2In+out /
OSPF
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IPv4 format or
OSPF Area D Specify OSPF area D number digit string (Max N/A
9 hits)
Table 3-2 Configure DMZ network settings
Step 2.  Setup LAN port BASIC SETUP > LAN Settings > LAN1 Status
Here we are going to configure the LAN1 settings. | AN Status LAN2 Status _IP Alias
Setup IP Address and IP Subnet Mask, and LAN1 TCPAP
determine if you would like to enable the DHCP 1P Address [192.165.40.254 P Subnet Mask [2595. 255 2550
Server. And then select Routing Protocol. Click
Apply to finish this setting. RHCES R
v Enable DHCP Sernver
IP Pool Starting Addiess [192.166.40.100
Poal Size{mait size: 253) |20
Primary DNS Server 192.160.1.254
Secandary OMS Server  [0.0.0.0
Lease tima{sec) 7200
Raouting Protacol | None 'i
OSPF Awa 1D
Aaply
FIELD DESCRIPTION Range / Format EXAMPLE
IP Address LANZ1 port IP address IPv4 format 192.168.40.254
IP Subnet Mask LANZ1 port 1P subnet mask netmask format 255.255.255.0
Enable DHCP Server Enable LAN1 port of the DHCP Sever or not Enable/Disable Enabled
IPv4 format in the
IP Pool Starting Address | Specify the starting address of the DHCP I P address. LAN1 address 192.168.40.100
range
Pool Size(max size: 253) | Specify the numbers of the DHCP I P address. 1~253 20
Primary DNS Server Specify the Primary DNS Server IP address of the DHCP | b, 4 ¢ 192.168.40.254
information.
Secondary DNS Server Spemfy 'Fhe Secondary DNS Server |P address of the DHCP IPv4 format 0.0.0.0
information.
L ease time(sec) Specify DHCP information lease time greater than O 7200
None/ RIPv1in/
Determine to enable the dynamic routing protocol (RIP), to | RIPv1in+out /
Routing Protocol receive RIP message, to send out RIP message if the | RIPv2In/ None
message is received or not. RIPv2In+out /
OSPF
IPv4 format or
OSPF Area D Specify OSPF area |D number digit string (Max N/A
9 bits)
Table 3-3 Configure LAN network settings
D-Link 26
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3.4.3 Setup WANL1 IP alias

Step 3. Add WANL1 IP alias BASIC SETUP > WAN Settings > IP Alias > Add

Suppose you apply 8 IP addresses from ISP. The | | WaNi P | wazip |
range of the ISP-given IP address is from
61.2.1.0 to 61.2.1.7. Now you would like to add
three WAN1 IP aliases. Select WAN1 in the
Interface field. Enter the IP alias and Netmask
with 61.2.1.2/255.255.255.248. Key in 3 into the
Alias size field. And then click Apply.

Notice : It's the same way to set IP alias in DMZ or
LAN.

FIELD DESCRIPTION Range / Format EXAMPLE
Interface The interface which we set for the IP alias WAN interfaces WAN1
IPdlias The alias IP address | Pv4 format 61.2.1.2
Netmask The netmask of the IP alias netmask format 255.255.255.248
Aliassize The size of IP alias address Max 60 3

Table 3-4 Add alP aliasrecord

Step 4. Edit, Delete IP alias record BASIC SETUP > WAN Settings > IP Alias

You can easily add, edit, or delete IP alias | | WANLIP | WANZIP |
records by the Add, Edit, or Delete button.

Prev, Page Mt
Add | Edit I Delere |

FIELD DESCRIPTION EXAMPLE
Prev. Page gaglle':s f\rr]z g:g/? (':Egrr]) %1: IP alias pages, you can press Prev. Page to N/A
Add Insert anew | P alias record. N/A
Edit Edit the properties of the existent record. N/A
Delete Delete the indicated record. N/A
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If there are more than one action records, you can press Next Page to go N/A

Next Page to the next page.

Table 3-5 Show the entered | P dlias records

WAN port 60 records
Maximize | P alias records
of DFL-1500 DMZ port 10 records
LAN port 10 records

Table 3-6 IP alias limitation of each port

Step 5. See the IP alias setting in the BASIC SETUP > WAN Settings > WAN1 IP > Fixed IP Address
“WANL IP” page | WANZIP

After entering the IP alias address, it will :
show the result in the “WAN1 IP” page. '

Warning: If you select Fi xed | P Address as
your WAN link type and set any IP alias, the
previous set IP aliases will disappear when you
try to exchange the WAN link type to other type
such as DHCP or PPPoE.
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Chapter 4
System Tools

This chapter introduces System Management and explains how to implement it.

Demand
Basic configurations for domain name, password, system time, timeout and services.

DDNS: Suppose the DFL-1500"s WAN uses dynamic | P but needs a fixed host name. When the IP is changed, it is
necessary to have the DNS record updated accordingly. To use this service, one has to register the account, password, and
the wanted host name with the service provider.

DNS Proxy: Shorten the time of DNS lookup performed by applications.

DHCP Relay: It isto solve the problem that when the DHCP client is not in the same domain with the DHCP server, the
DHCP broadcast will not be received by the server. If the client isin the LAN (192.168.40.X) while the server islocated in
the DMZ (10.1.1.4), the server will not receive any broadcast packet from the client.

The System Administrator would like to monitor the device from remote side efficiently.

Suppose our company applies three | SPs, but there are just two default WAN portsin the DFL-1500. Y ou hope to connect
the whole I SP links to the DFL-1500.

Objectives
Configure the general properties, such as domain name, password, system time, and connection timeout correctly. Besides,
we can configure the prefered service name as the service name/numeric mapping list.

DDNS: By using the DDNS (Dynamic DNS), the DFL-1500 will send the request for modification of the corresponding
DNS record to the DDNS server after the IP is changed.

DNS Proxy: Reduce the number of DNS requests and the time for DNS lookup.

DHCP Relay: Enable the DHCP client to contact with the DHCP server located in different domain and get the required I P.
Through the SNMP manager, we can easily monitor the device status.

We hope to customize the interface of DFL-1500 to fit our requests.

Methods

Configure the domain name, password, system time, connection timeout and service name.

DDNS: Configure the DFL-1500 so that whenever the I P of the DFL-1500 is changed, it will send requests to the DDNS
server to refresh the DNS record. As the following Figure 4-1 demonstrated, the original DFL-1 has registered WAN1 IP
address “61.2.1.1” on the DDNS server (www.dyndns.org). It’s domain name addressis “me.dyndns.org”. If the WANL1 IP
addressis reassigned by the ISP, DFL-1 will update the registered | P address “61.2.1.1” as the assigned one. Thisisthe
base mechanism of the DDNS.
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Update - me.dyndns.org

61.2.1.1 (dynamic) WANT 1P lﬂtemet

PPPoE : 61.2.1.1

www.dyndns.org
(DDNS Server)

S ;W J

DFL-1500 will refresh the DNS Record with the updated

WANI IP address every period time automatically

Figure 4-1 DDNS mechanism chart

3. DNSProxy: After activating the DNS proxy mode, the client can set its DNS server to the DFL-1500 (that is, send the
DNS requests to the DFL-1500). The DFL-1500 will then make the enquiry to the DNS server and return the result to the
client. Besides, the caching mechanism performed by the DNS proxy can also help reduce possible duplicate DNS lookups.
Asthe following Figure 4-2 described. DFL-1 redirects the DNS request from PC1_1 to the real DNS server (140.113.1.1).

........................

DMZ 1
(10.1.1.1~253)

WAN1_IP

P21 Internet

T _:_'”__._
NS & onse
— - ‘{J
— —

140.113.1.1
(DINS Server)

As a DNS proxy

(192.168.40.1~253)

Figure 4-2 DNS Proxy mechanism chart

4. DHCP Relay: Activate the DHCP relay mode of DFL-1500 so that the DFL-1500 will become the relay agent and relay the
DHCP broadcast to the configured DHCP server. Asthe following Figure 4-3 described, DFL-1 redirects the DHCP
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reguest from the preconfigured port (LAN1) to the real DHCP server (10.1.1.4). Besides, in this diagram, we can find that
the PC of DM Z region communicated with the DHCP server directly.

(10.1.1.1~253)

10.1.1.4

(DHCP Server) ____ DHCPRequest ____ "
R __ DHCPResponse
PC1_1
: ’ Internet

DHCP Client _,-=" %>

Figure 4-3 DHCP Relay mechanism chart

5. Asthefollowing Figure 4-4 demonstrated, there is an embedded snmp agent in the DFL-1500. So you can use SNMP
manager to monitor the DFL-1500 system status, network status ,etc. from either LAN or internet.

31



Part 11
Basic Configuration

DFL-1
SNMP agent

Internet

SNMP Manager

Figure 4-4 It is efficient to use SNMP Manager to monitor DFL-1500 device
6. Wecan adjust the DFL-1500 interface in the SY STEM TOOLS > Admin Settings > Interface in according to our

preference and requirement (3 WAN, 1 DMZ, 1 LAN). Asthe following Figure 4-5 demonstrated, there are three ISP
connected onto DFL-1500. So we must adjust the interface up to 3 WAN ports to fit the current condition.

DFL-1500

Internet

Figure 4-5 Adjust DFL-1500 interface to fit present situation
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4.4 Steps
4.4.1 General settings
Step 1. General Setup SYSTEM TOOLS > Admin Settings > General
Enter the Host Nane as DFL- 1, Domai n Nanme General DDNS DNS Proxy | DHCP Relay Password Time/Date | Timeout _Séwices_ .Inler.face
as the domain name of your company Click
Appl y. Y

Host Mame  [OFL-1

Diarmain Mame |dlink.com

Arply |
FIELD DESCRIPTION EXAMPLE
Host Name The host name of the DFL-1500 device DFL-1
Domain Name Fill in the domain name of company dlink.com
Table 4-1 System Tools - General Setup menu

Step 2. Change Password SYSTEM TOOLS > Admin Settings > Password
Enter the current password in the O d Passwor d | | General | DDNS | DNS Proxy |DHCP Relay| Password ~ Timeate | _Timeout | Sewvices | Interface
field. Enter the new password in the New
Password and retype it in the Confirm -
Passwor d field. Click Appl y. Old Bassword  [esees

MWew: Passward ssses

Confirm Passward [seese

Apply
FIELD DESCRIPTION EXAMPLE

Old Password The original password of administrator admin
New Password The new selected password 12345
Confirm Password Double confirm the new selected password 12345

Table 4-2 Enter new password
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Step 3.  Setup Time/Date SYSTEM TOOLS > Admin Settings > Time/Date
Select the Ti me Zone where you are located. General | DDHS | DNS Proxy |DHCP Relay| Password [TimeiDate Timeout | Services | Interface
Enter the nearest NTP time server in the NTP
time server address. Note that your DNS E—
must be set if the entered address requires | (GMT-+08:00) Befjiing, Hang Kong, Perth, Singapare, Taipei =l
domain name lookup. You can also enter an IP : o
address instead. Check the Conti nuously it et
(every 3 min) update system clock and TR time seper address [tock. usno. navy. mil
click Apply. The DFL-1500 will immediately b FEEHtTLISREls [PVt S L eto Setha ek,

date th t ti d il iodicall ™ Update syster clack using the time server 4t boot time.
update the system time and will periodically Manwal Tiio Setp
uante it. Chgck the Update system cl ock Time (bMeEs) [ e Ll
usi ng t he time server at boot ti ne and Bate OYMMEDI ot (e
click Appl y if you want to update the clock at
each boot. If you want to manually change the
system time, uncheck the Continuously
(every 3 min) update system cl ock and
proceed by entering the target date.

FIELD DESCRIPTION EXAMPLE

Time zone the time zone of your area N/A

NTP time server address

Use NTP time server to auto update date/time value

tock.usno.navy.mil

Continuoudly (every 3 min)

System will update system date/time value every 3 minutesto NTP time

update system clock sever. Enabled
Update system clock using | System will update system date/time value to the NTP time server at boot disabled
the time server at boot time | time.
Manual Time Setup Manual setting Time & Date value. N/A
Table 4-3 System Tools — Time Data menu

Step 4.  Setup Timeout SYSTEM TOOLS > Admin Settings > Timeout
Select the target timeout (eg 10 m n) from the General DDHS DNS Proxy DHCP Relay| Password | Time/Date | Timeout  Services | Interface
System Auto Ti meout Lifetime. Click the
Appl y button. Now the browser will not timeout —
for the following 10 minutes after your last SR T e S
touching of it. e

FIELD DESCRIPTION EXAMPLE
System Auto Timeout When systemisidle for a specified time, system will force the people 10
Lifetime who logins into the system will logout automatically.

Table 4-4 System Tools — Timeout menu

D-Link
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Step 5. Configure Services

We can configure the service name and numeric
port number as the same group, SO you can
simply use the domain name for the configuration
in the DFL-1500. If you want to add/edit/delete
the service record, just click the below button to
add/edit/delete it.

Remember that when you add a service, it will be
sorted by the port number. And also the service
name is top-down matched by the port number
when the logs record the service in the firewall
logs page.

(+)
()
()
()
()
()
()
()
()
()
()
()
()

BUTTON DESCRIPTION
Add Add a service name record
Edit Edit an existing service name record
Delete Delete an existing service name record

Table 4-5 Setup the service name record
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4.4.2 DDNS setting

Step 1. Setup DDNS

If the IP address of DFL-1500 WAN port is
dynamic allocated, you may want to have the
Dynamic DNS mechanism to make your partner
always use the same domain name (like xxx.com)
to connect to you. Select a WAN i nterface to
update the DDNS record. Here we supply three
DDNS Service Providers. Fill in the Host
Name, User name, Password supplied by the
DDNS web site. Please refer to the DDNS web
site for the detailed information. Click Apply to
activate the settings.

Before setting the DDNS information in this page.
Make sure that you have registered an account in
the indicated Service Provider. Then you can
enter the related information in the DDNS page.

Note: If you choose “WNN ORAY. NET” as your
DDNS service provider, a default port number
5050 will show in the Port field. It means that if
you use this port to connect to WWW.ORAY.NET,

SYSTEM TOOLS > Admin Settings > DDNS

General DDNS

DNSme_y_ DHCP ﬁelay Password '_I"Iimea’Date

Timeout Interface

Services

| = Enable DDNS for a1

Irterface [want =]

Senise Provider [ WAWW DRAY NET =]
[abcvicner
Usarname john

F'_e_rsawm( seeses

Purt 0

Apply |

Haost Name

it will be free charge.

FIELD DESCRIPTION EXAMPLE
Enable DDNS for WAN1 Enable DDNS feature of DFL-1500 Enabled
Interface Assign which public IP address of interface to the DDNS server. WAN1

Service Provider

The domain address of DDNS server. In the DFL-1500, we provide
WWW.DYNDNS.ORG, WWW.DHS.ORG, WWW.ORAY .NET,
WWW.CHANGEIP.COM, WWW.ADSLDNS.NET,
WWW.NO-IP.COM, WWW.DNS2GO.COM, WWW.3322.0RG,
WWW.8BIP.NET, and WWW.HN.ORG ten websites for choice.

If you choose WWW.ORAY .NET as DDNS service provider, it would
register the source | P address which is connected to the DDNS server. It
means that the WAN1 |P address must be public address.

WWW.ORAY.NET

Hostname The registered Hostname in the DDNS server. abc.vicp.net
Username The registered usernamein the DDNS server. john
Password The registered password in the DDNS server. 123456
Port The default port number to connect to WWW.ORAY.NET for free charge 5050

Table 4-6 System Tools— DDNS setting page

D-Link
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4.4.3 DNS Proxy setting

Step 1.  Setup DNS Proxy SYSTEM TOOLS > Admin Settings > DNS Proxy

Check the Enabl e DNS Pr oxy and click the _General DDHS DNS Proxy DHCP Relay Password Time/Date | Timeout Services | Interface

Appl y to store the settings. From now on, your % Enable DNS Proxy

LAN/DMZ PCs can use DFL-1500 as their DNS

server, as long as the DNS server for DFL-1500 -

has been set in its WAN settings. =T

FIELD DESCRIPTION EXAMPLE

When the host which resides at the LAN/DMZ region sends a DNS
Request to the DNS server (DFL-1500). DFL-1500 will request for

Enable DNS Proxy forwarding it to the assigned DNS server. When there is a response from Enabled
assigned DNS server, then DFL-1500 will forward it back to the host of
the LAN/DMZ.

Table 4-7 System Tools— DNS Proxy menu

4.4.4 DHCP Relay setting

Step 1. Setup DHCP Relay SYSTEM TOOLS > Admin Settings > DHCP Relay

Check the Enabl e DHCP Rel ay. Enter the IP General DDNS DNS Proxy [DHCP Relay Password | Time/Date | Timeout | Services | Interface

address of your DHCP ser ver . Here we enter the [ Enabte DHCP Rotay |

DHCP Server address 10.1.1.4. Check the

rel ay domai n of DFL-1500 that needs to be e

relayed. Namely, check the one where the DHCP e Bamn [~ DMZL {Port3)

clients are located. And click the Apply button pfm_l' gj"m))

finally. I~ LAN2 (Ports)

Notice, the DHCP Server can not be located with

the subnet range of Rel ay Donai n. T

FIELD DESCRIPTION EXAMPLE

When the host of the LAN/DMZ in the DFL-1500 internal network sends
a DHCP request, DFL-1500 will forward it automatically to the specified

Enable DHCP Relay DHCP server (different subnet from the network segment of the DHCP Enabled
client).

DHCP Server Current location of the DHCP server. 10.1.14

Relay Domain The locations of the DHCP clients. Enable LAN1

Table 4-8 System Tools— DHCP Relay menu
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445 SNMP Control

Step 1. Setup SNMP Control SYSTEM TOOLS > SNMP Control

Through setting the related information in this SHMP

page, we can use SNMP manager to monitor the 7 Enable SHMP

system status, network status of DFL-1500. _ _
S_y_siem Mame - DFL-1.dlink.com
S'_gfsiem Location [Ofﬁoe—
Conactinin s
Gt carmmunity fptboro ]
St community ey
Trusted hosts 216615
Trap cammuhi't'y-'_ tRp-ComT
Trap destination |192.168.1.5 |

Apply

FIELD DESCRIPTION EXAMPLE
Enable SNMP Enable the SNMP function or not. Enabled
System Name The device name of DFL-1500. DFL-1.dlink.com
System Location The settled location of DFL-1500. Office
Contact Info The person who takes charge of the DFL-1500. mis
. The community which can get the SNMP information. Here .
Get community « o S public-ro
community” is something like password.
Set . The community which can get the SNMP information. Here .
community « L N~ private-rw
community” is something like password.
Trusted hosts The IP address which can get or set community from the DFL-1500. 192.168.1.5
Trap communit The community which will send SNMP trap. Here “community” is {ra0-comm
P y something like password. @
Trap destination The IP address which will send SNMP trap from the DFL-1500. 192.168.1.5
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4.4.6 Change DFL-1500 interface

Step 1. Change Interface definition SYSTEM TOOLS > Admin Settings > Interface

The default port settings are 2 WAN ports, 1 DMZ
port and 2 LAN ports. But in order to fit our General
requirement. Here we select 3 WAN (port1~3), 1 ' :
DMZ (port4), 1 LAN (port5). And then press apply
button to reboot DFL-1500. Note that the DMZ
and LAN port IP addresses are going to be
10.1.1.254 and 192.168.1.254 after device
finishes reboot. Besides, there should be at least
one WAN port and one LAN port existing in the
DFL-1500. You are not allowed to casually
change the interface to the state which has no
LAN port or WAN port.

Timeout | Services

FIELD DESCRIPTION EXAMPLE

Portl: WAN

You can specify WAN / LAN / DMZ for each port by your preference. Port2 : WAN

Port1 ~ Port5 However, there must be one WAN and one LAN interface existing in the Port3: WAN
DFL-1500. Port4 : DMZ

Port5: LAN

Table 4-9 Change the DFL-1500 interface setting
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Chapter 5
Remote M anagement

This chapter introduces remote management and explains how to implement it.

5.1 Demands

Administrators may want to manage the DFL-1500 remotely from any PC in LAN_1 with HTTP at port 8080, and from WAN_PC
with TELNET. In addition, the DFL-1500 may be more secure if monitored by a trusted host (PC1_1). What is more, the DFL-1500
should not respond to ping to hide itself. The remote management function in DFL-1500 devices is implemented by hidden Firewall

rules.

5.2 Methods

Only allow management by WAN_PC (140.2.5.1) at the WAN1 side.

Administrators can use browsers to connect to http://192.168.40.254:8080 for management.
Allow SNMP monitoring by PC1 1 (192.168.40.1) at the LAN1 side.

Do not respond to ICMP ECHO packets at the WAN1 side.

AwDdeE

DMmZ1_IP
10.1.1.254

WAN1_IP

ek Internet

= |

140.2.5.1
Remote Manager

LANT_IP
192.168.40.254

Figure 5-1 Some management methods of DFL-1500
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5.3 Steps

5.3.1 Telnet

Step 2.  Setup Telnet

Enter 23 instead of the default 2323 in the
Server Port field. Check the WAN1 checkbox.
Click the Sel ected of Secure Client IP
Address, and then enter the specified 1P
addr ess (140.2.5.1) for  accessing
DFL-1500. And click the Appl y.

SYSTEM TOOLS > Remote Mgt. > TELNET

TELNET S$5H WA HTTPS SHMP MISC

e

v AN T WANZT DMEZTT LA T LANE

oAl Selectad [ranz 5.4
Apply

Sarver Part
Allow Access from
Secure Client IP Address

5.3.2 WWW

Step 1. Setup WWW
Check the LANL checkbox, and enter the new
Server Port 8080 that will be accessed by the

user's  browser (http://192.168.40.254:8080).
Here we click Al | for all no IP range limitation of

clients. And click the Appl y button.

Note that the Secure Cl i ent | P Addr ess is the
IP address which can be used to configure
DFL-1500.

SYSTEM TOOLS > Remote Mgt. > WWW

TELNET SSH W HTTPS SHMP MISC

;BDBD
I WA T WAN2 I DMZ1 LA LAN2

FoAl O oSelected 100D
Apply

Sarver Part
Allow Access from
Secure Client [P Address

Step 2.  Warming message

If you click the Sel ect ed of Secure Client | P
Address and then enter the specified IP
address, a warning message will appear to notice
you that “Warmi ng! I f you are connecting
tothis Firewal |l with HTTP, this action
may disconnect your session. Please
remenber the settings and reconnect to
the firewall again.” after applying the
settings.

icrosoft Intemet Exployex i EI

l‘.:?\_lam'anﬁg‘ 1f you sxe connecting o this FirewsIl with HTTPS, this action may disconnect your session. Pleass remember the settings snd reconmect to the
wresyall agamn.
Are you sure to apply this action?

L]

5.3.3 SNMP

Stepl. Setup SNMP

Check the LANL checkbox. In the Secure
Client Address field. If you prefer indicated
specified IP address. Just click the Sel ect ed,
and enter the valid | P addr ess for reading the
SNMP MIBs at the DFL-1500. Finally click the
Appl y button.

SYSTEM TOOLS > Remote Mgt. > SNMP

TELNET SSH WY HTTPS SNMP MISC
Semver Port 1161
Allow Access from I WANT T WAN2 ™ DMzl P LANTC LANG
Becure Client IP Address AN

Apply

D-Link
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5.3.4 ICMP

Step 1.  Setup ICMP SYSTEM TOOLS > Remote Mgt. > MISC

Uncheck the WAN1 checkbox and make others | SSH W SHmMP
checked. Then click the Appl y button.
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Chapter 6
Authentication

This chapter introduces user authentication and explains how to implement it.

6.1 Demands

DFL-1500 VPN/Firewall Router support user authentication to the DFL-1500 user database, to a RADIUS server or to a LDAP
server. You can add username and password to alow the user to authenticate using the internal database or connect to the internet.
Y ou can also add the name of a Radius server and select Radius to allow the user to authenticate using the selected Radius server.

6.2 Methods

Remember that you can only use web browser to do the authentication in order for you to pass through the DFL-1500. If you cannot
pass the authentication, you can access neither external internet nor internal resouces. By default, servers under DMZ interface can
access internet without the authentication. PCs under both LAN1 and LANZ2 interface has to pass the authentication first and then
they can access the internet or internal resouces under other interfaces (LAN1L/LAN2 or DMZ). If aPC under LAN1 or LAN2
inteface will access internet or internal resources without the authentication, you can add this PC’s IP address into the Exempt Host
list.

There are fore steps to configure the authentication:
1. Setting authentication timeout.
2. Configuring the Authentication Type.
3. Configuring the Authentication Setting.
4. Configuring the Exempt Host.

6.3 Steps

6.3.1 Local Setting

Step 1. Enable Authentication Basic Setup > Authentication > Authentication
Check the Enable Aut hent i cati on checkbox. | AuthenticationExempt Host

Set Auth timeout to control how long
authenticated firewall connections are valid. The
default authentication timeout is 30 minutes.

¥ Enahle Authentication

Select the Aut hent i cati on Type. Uimsasinm 3
Authertication Type & Local © Pop3fsl © Imapfs) O Radius O LDAP
LOCAL Setting o
Usemame: |susan
Password: |™
tom Add
Delete:
Apply !
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Step 2. Configure Local Settings

Enter the User name and Passwor d, and then
click Add to add it to user’s list. If you would like to
delete a user, just click that username and then
click Delete to remove it. Click Appl y to finish the
settings.

Ba5|c Setup > Authentication > Authentication > Local

Step 3. Show the Authentication

After applying Local setting, there will be an
Authentication dialog to ask you to enter the
User nane and Passwor d when you would like
to connect to the internet. And then click Logi n.

Step 4. Show the time left

When you pass the authentication, a message
box will appear to tell you how long the
connection will remain.
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6.3.2 PoP3(s) Setting

Step 1. Configure Pop3(s) Settings

Enter Server IP and Server Port. Check the
Encryption as SSL. Click Apply to store the
settings.

Basic Setup > Authentication > Authentication > Pop3(s)

6.3.3 Imap(s) Setting

Step 1. Configure Imap(s) Settings

Enter Server IP and Server Port. Check the
Encryption as SSL. Click Apply to store the
settings.

6.3.4 Radius Setting

Step 1. Configure Radius Settings

If you have configured RADIUS support and a
user is required to authenticate using a RADIUS
server, the DFL-1500 then will contact the
RADIUS server for authentication.

Enter Server | P/ Server Port and enter the
RADIUS Server Secret. Click Apply to store
the settings.

Basic S

etup > Authentication > Authentication > Radius

D-Link
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6.3.5 LDAP Setting

Step 1. Configure LDAP Settings

If you have configured LDAP support and a user
is required to authenticate using a LDAP server,
the DFL-1500 will then contact the LDAP server
for authentication. To authentication with the
DFL-1500, the user enters a user name and
password. The DFL-1500 sends this user name
and password to the LDAP server. If the LDAP
server can authenticate the user, the user is
successfully authenticated with the DFL-1500.

Enter LDAP Server |P and then enter the
distinguished name (Base DN) used to look up
entries on the LDAP server. For example, you
can use the Base DN like ou=accouts,
dc=dl i nk, dc=com where ou is organization
unit and dc is domain component. Enter the
common name identifier as Ul D (it may be named
as cn) for the LDAP server.

Basic Setup > Authentication > Authentication > LDAP

6.3.6 Exempt Host

Step 2.  Configuring the Exempt Host
Enter the exempt host | P Addr ess, and click
Add to add an IP address. When enabling
authentication, the exempt IP address list will
pass the authentication.

Basic Setup > Authentication > Exempt Host
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This chapter introduces NAT and explains how to implement it in DFL-1500.

To facilitate the explanation on how DFL-1500 implements NAT and how to use it, we zoom in the left part of Figure 1-7
into Figure 7-1.

7.1 Demands

1. The number of public IP address allocated to each Internet subscribers is often very limited compared to the number of PCs
inthe LAN1. Additionally, public-1P hosts are directly exposed to the Internet and have more chances to be cracked by
intruders. Asthe Figure 7-1 illustrated, you hope all the pcslocated at LAN1 and DMZ1 can connect internet through
limited IP address (61.2.1.1).

Organization_1
(Private LANSs)

DMZ_1
(10.1.1.1~253)

DMZ1_IP
10.1.1.254

i
TANT_IP
192.168.40.254

DHCP Glient

192.168.40.1

Figure 7-1 All the internal PCs can connect internet through limited WAN |P address by using NAT technology

2. Internet servers provided by your company may open many portsin default that may be dangerousif exposed to the public
Internet. Asthe Figure 7-2 illustrated, we make the real servers hide behind the DFL-1500. And all the internet clients can
still access the service of servers.
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Organization_1
(Private LANSs)

DMZ 1
0.1.1.1~253)

£
LAN1_IP
192.168.40.254

Internet Client

Figure 7-2 Internet clients can access the server behind the DFL-1500

7.2 Objectives
1. Let PC1 1~PC1 5 connect to the Internet.

2. AstheFigure 7-2 illustrated, the clients will connect to the DFL-1500. Then DFL-1500 will forward the packet to the real

server. So FTPServerl (10.1.1.5) will be accessed by other Internet users.

7.3 Methods

1. Assign private |P addressesto the PC1_1~PC1 5. Setup NAT at DFL-1500 to map those assigned private hosts under

LANZ1 to the public IP address WAN_IP at the WAN1 side.

2. Assign aprivate IP address to the FTPServerl. Setup Virtual Server at DFL-1500 to redirect “any connections towards

some port of WAN1” to the port 21 at the FTPServerl.
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Intranet
DMZ_1
(10.1.1.1/24)

61.2.1.1 : 44444 P \

FTP request + port:d4444

Figure 7-3 DFL-1500 playstherole as Virtual Server

As the above Figure 7-3 illustrates, the server 10.1.1.5 provides FTP service. But it is located on the DMZ region behind
DFL-1500. And DFL-1500 will act as a Virtual Server role which redirects the packets to the real server 10.1.1.5. And you
can announce to the internet users that there exists a ftp server IP/port is 61.2.1.1/44444. So, all the internet users will
just connect the 61.2.1.1/44444 to get ftp service.

7.4 Steps

7.4.1 Setup Many-to-one NAT rules

Step 1. Enable NAT ADVANCED SETTINGS > NAT > Status

Select the Basic from the list of Network Status | NAT Rules ;’;::l's
Address Transl ati on Mde. Click Apply. Com—
Now the DFL-1500 will automatically set the NAT
rules for LAN/DMZ zones. Namely, all internal
networks can establish connections to the outside
world if the WAN settings are correct.
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FIELD DESCRIPTION Range / Format EXAMPLE
Network Address E)Etjr(;g;ne what NAT type you are using in your network g:;?/ i
Translation Mode . o .

Refer more information in the section 7.5.5. Full Feature

BUTTON DESCRIPTION

Reset NAT Rules

Reset NAT rulesto the default status

Reset Server Rules

Clear all the Virtua Server rules.

Clear active _NAT/Server Clear dl the active NAT/Virtual Server sessions.
sessions
Apply Apply the settings which have been configured.
Reset Clean the filled data and restore the original.
Table 7-1 Determine Network Address Tranglation Mode
Step 2. Check NAT Rules ADVANCED SETTINGS > NAT > NAT Rules

As described in the above, the DFL-1500 has set
the rules for the LAN/ DMZ zones. They all belong
to the Many-to- One (M 1) type that will map
many private addresses to the automatically
chosen public IP address. When the WAN
interfaces change the IP, these rules do not
require any manual modifications for the changed
public IP addresses. The rules will reload the new
settings automatically. Besides, you cannot
insert/edit any rules under the Basic mode.

Virtual

Status 5
Selvers

NAT Rules

MNAT-=Edit Rules

Packets are top-down matched by the rules.

| tem | Staws | Condtion | Acton |

#  Active Name Direction Source IP Address Translate Src IP into Type
1 e Basic-DME1 LANIZ t 1AM 10.1.1.264i265.265.255.0 Auto idevice VWAN IF) h-1
3 i Bazic-LAMNZ LANTIML to 1A 192.168.2.254/255.255.255.0 Auto (device \WAN IP) h-1
3 Y Basic-LAN1 LANDIMZ fo VAR 192.168.40. 2541255 255255 0 Auto {device VAN IP) M-1

Page 11

Step 3.  Switch the NAT Mode

Select the Full Feature from the list of
Net wor k Address Transl ati on Mbde. Click
Appl y. After applying the setting, the page will
highlight a warning saying that the rules are no
more automatically maintained by the DFL-1500.
If you change the LAN/DMZ IP settings, you have
to manually update related rules by yourself.
Otherwise, hosts in your LAN/DMZ cannot
establish connections to the hosts in the WAN
side.

ADVANCED SETTINGS > NAT > Status

Yirtual
Servers

| Netwaork Address Translation Mnda—_IFU” Feature ¥ |

Status NAT Rules

Network Address Translation (MAT) translates the [P/port for - :
1. Internal-to-External traffic: map the conditioned internal IPs/ports into the specified external |Ps/ports.
Reset NAT rules

2. External todnternal traffic: map the conditioned external IPs/ports into the specified internal IPs/ports.

Reset Serer rules

hiodes:

1. Mang: The DFL-A800 is in rauting mode without geforting any addrass translation,

2. Basic, The DFL-1500 automatically performs Many-to-One MAT for all LAM/DMZ subnet IP ranges.

3. Full Feature; The DEL-1500 performs routing and NAT simultaneously, It performs several kinds of NAT on the
conditioned IP subnet, while performing routing on other [P subnets,

Note: In Full-Feature mode NAT, if you modify LAN/DMZ address settings, you must manually reconfigure the
NAT rules by yourself.

Total Configured NAT Rules: 3
Vacant NAT Rules: 197

“Total Configured Server Rules: (i
Vacant Server Rules: 200

Apply
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Step 4. Customize NAT Rules ADVANCED SETTINGS > NAT > NAT Rules
In the full-feature mode, the rules can be further Status | NATRules s}‘;”—\}e!’r's
customized. Incoming packets from LAN/DMZ :
zones are top-down matched by the NAT rules. HATEsitRuIES
Namely, NAT implements first match. Select the | Packetsaretop-down matched bythe rules.
rule item that you want to do with: i nsert a new | | N EECTT I T R I =" I
rule before it del et e it nmove it before the # Active Name Direction Source IP Address Translate Src IP into Type
l. tb h ' t ’ ON W Basic-DMZ1 LAMIDME to VAN 10112541255 255 255.0 Auta (device WARN [P h-1
ISt-box chosen item. @ | i Basic-LAN2 LAMIDMZ to VAN 182.168.2 254/255 255 255.0 Auta (device WAN [P) h-1
& | A Basic-LAN1 LAMIDMZ to WAN 192168 402541255 255 255.0 Auta {device WARN [P) h-1
Page 11
Tnsert ][ : Edit ][ Dielete ” MoveBefore: |1 o
Step 5. Insert NAT Rule
Step 5.a — Insert an Many-to-One ADVANCED SETTINGS > NAT > NAT Rules > Insert
Rule Staus | NATRules 2!
As described in the above, Many-t 0- One NAT is _ .
the default NAT rule type in the Basi ¢ mode. If AR e
you have other alias LAN/DMZ subnets, you can Insert a new LANDMZ 0 WAN NAT rule
manually add a Many-to-One NAT rule for them. Status
First select the Type as Many-to-One, check the ¥ Activate this rule
Activate this rule, enter a Rul e nane for _ Rule name:iRu:
this rule, enter the private-IP subnet (an | P
. ource IP:[192160.400 e osnamn
address with a net msk) to be translated, and
enter the public | P addr ess for being translated & enyoone 5]
into. You can check the Aut o choose | P from Translated SrcIP: # Auto choose IP from WAN ports
WAN ports. The DFL-1500 will automatically N . 256, 255 755
determine which WAN IP is to be translated into. '
Bk | A
FIELD DESCRIPTION Range / Format EXAMPLE
Activate this rule The NAT ruleisenabled or not Er_1ab|ed/ Enabled
Status Disabled
Rule name The NAT rule name text string Rule
. Source P/ Compared with the incoming packets, whether 192.168.40.0/
Condition Netmask Source IP/Netmask is matched or not. |Pva format 255.255.255.0
Many-to-One /
Determine what NAT method you are using in the | Many-to-Many /
Type specified NAT rule. One-to-One/ Many-to-One
Refer more information in the section 7.5. One-to-One
_ (bidirectional)
Action
Trandated Src 1P Only work in Many-to-One type, the public IP | Enabled /
(Auto choose IP . . . . Enabled
address will be assigned by the default wan link. Disabled
from WAN ports)
When NAT type is not Many-to-One, we must
Space/ Netmask specify |P address/ Netmask directly. Pv4 format N/A

Table 7-2 Add aNAT rule
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Step 5.b —
Rule

If your ISP has assigned a range of public IP to
your company, you can tell DFL-1500 to translate
the private IP addresses into the pool of public IP
addresses. The DFL-1500 will use the first public
IP until DFL-1500 uses up all source ports for the
public IP. DFL-1500 will then choose the second
public IP from the address pool. Select
Many-t o- Many from the Type. Enter the subnet
with an | P addr ess and a net mask. Other fields
are the same with those of Many-to-One rules.
However, the DFL-1500 will no longer choose the
device IP for you. It will choose the IP from the
address pool you have entered.

Insert an Many-to-Many

ADVANCED SETTINGS > NAT > NAT Rules > Insert

MAT Rules

Status

MAT->Edit Rules->Insert

Insert a new LAN/DMZ to WAN NAT rule
Status

¥ Activate this rule

Rule name: |Rule

Condition

Source |P: |192.168.40.0 Netmask: I255.255.255.U
Type: | Many-to-Many 'I

Translated SrcIP: I Auto choose IP from WAN ports

61.2.1.1 Netmask: [255.255.266 262

Back. |

Action

Aly |

Step 5.c — Insert an One-to-One Rule

Though you may have many public IP address for
translation, you may want to make some private
IP to always use a public IP. In this case, you can
select One- t 0- One from the Type, and enter the
private-public IP address pair in the Source | P
and the Tr ansl at ed Sour ce | P fields.

ADVANCED SETTINGS > NAT > NAT Rules > Insert

Virtual

NAT Rules S okiors

Status

MAT->Edit Rules->Insert

Insert a new LAN/DMZ-to WAN NAT rule

v Activate this rule
Rule name: !Rule

Condition
Source IP:W Netmask:
T

Type: I One-to-One pu
Translated Sre IP: T~ Auto choose IP from WAN ports

51.2.1.1 ;

‘
]
L

Netmask: |-°5.255 255 25

Back |

Step 5.d — Insert a One-to-One
(Bidirectional) Rule

The above three modes allow LAN/DMZ-to-WAN
sessions establishment but do not allow
WAN-to-LAN/DMZ sessions. WAN-to-LAN/DMZ
sessions are allowed by Virtual Server rules. You
can make the One-to-One NAT in the above to
incorporate the WAN-to-LAN/DMZ feature by
selecting the One-to-One (Bidirectional)
from the Type. Note that WAN-to-LAN/DMZ traffic
will be blocked by the Firewall in default. You
have to add a Firewall rule to allow such traffic. If
you expect a LAN/DMZ host to be fully accessed
by public Internet users, use this mode. Note that
this mode is extremely dangerous because the
host is fully exposed to the Internet and may be
cracked. Always use Virtual Server rules first.

ADVANCED SETTINGS > NAT > NAT Rules > Insert

Virtual

NAT Rules
Servers

Status

MAT->Edit Rules->Insert

Insert a new LAN/DMZ-to WAN NAT rule

¥ Activate this rule
Rule name:!ﬁule

Source IP:|192.165.40.0

Netmask: | -5

Type: I One-to-One (hidirectional) =

Translated SrcIP: I” Auto choose IP from WAN ports

1211 Netmask:|--5 255 -

Back |

Apply
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7.4.2 Setup Virtual Server for the FtpServerl

Step 1. Device IP Address BASIC SETUP > DMZ Settings > DMZ1 Status

Setup the | P Addr ess and | P Subnet Mask for Z1 St

the DFL-1500 of the DMZ1 interface.

Step 2.  Client IP Range o T

Enable the DHCP server if you want to use
DFL-1500 to assign IP addresses to the
computers under DMZ1. Here we make the
DHCP feature enabled.

Step 3.  Apply the Changes
Click Appl y to save your settings.

Step 4. Check NAT Status

The default setting of NAT is in Basi ¢ Mode.
After applying the Step 3, the NAT is
automatically configured with the rules to let all
private-IP LAN/DMZ-to-WAN requests to be
translated with the public IP assigned by the ISP.

Step 5. Check NAT Rules

The DFL-1500 has added the NAT rules
automatically as right diagram described. The
rule Basi c- DMZ1 (number 1) means that, when

matching the condition (requests  of | P :
LAN DVEZ-t o- WAN direction with its source IP 'M“ ““""S C""'"“"" A""""

falling in the range of
10. 1. 1. 254/ 255. 255. 255. 0), the request will jﬂﬁéé%éj
be translated into a public-source-IP requests,

and then be forwarded to the destinations.

Hext Page Meowe Page
Delete Move Before:
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Step 6.  Setup IP for the FTP Server

Assign an IP of 10.1.1.1/255.255.255.0 to the
FTP server under DMZ1. Assume the FTP Server
is at 10.1.1.5. And it is listening on the well-known
port (21).

Step 7.  Setup Server Rules

Insert a virtual server rule by clicking the | nsert
button.

ADVANCED SETTINGS > NAT > Virtual Servers

Virtual

Status
Servers

NAT Rules

Virtual Server-=Edit Rules

Packets are top-down matched by the rules.

Active Name Direction Dest. IP Address Senace Redirect to through
Page 111

Step 8. Customize the Rule

Customize the rule name as the f t pSer ver . For
any packets with its destination IP equaling to the
WAN1 IP (61.2.1.1) and destination port
equaling to 44444, ask DFL-1500 to translate the
packet’s destination IP/port into 10. 1. 1. 5/21.
Check the Passi ve FTP cli ent ? to maximize
the compatibility of the FTP protocol. This is
useful if you want to provide connectivity to
passive FTP clients. For passive FTP clients, the
server will return them the private IP address and
the port number for them to connect back to do
data transmissions. Since the private IP from
them cannot be routed to our zone, the data
connections would fail. After enabling this feature,
the DFL-1500 will translate the private IP/port into
an IP/port of its own. Thus the problem is
gracefully solved. Click Appl y to proceed.

ADVANCED SETTINGS > NAT > Virtual Servers > Insert

Virtual

Status .

NAT Rules

Virttal Server->Edit Rules-=Insert

Insert a new Virtual Server rule

v Activate this rule

Rule name: [ftpServer

Sessions from Internet connecting to | YWANT ~
External IP: W—
Service: W
Type & Single  Ranhge
Dest. Port: W ¥ Passive FTP client?

wlp

Redirect to internal server under | DMZ1 >
Internal IP: [10.7.1.5

Part: (21

Back | Aply

FIELD DESCRIPTION Range / Format EXAMPLE
Activatethisrule | The Virtual Server ruleis enabled or not Er_labled / Enabled
Status Disabled

Rule name The Virtual Server rule name text string ftpServer
Sessions from N .

Condition Internet Which interface does the connected session come WAN interfaces WAN1

i from?
connecting to
External IP The public IP address of the Virtual Server. | Pv4 format 61.21.1
Service The service which is provided by the real server. TCP/UDP TCP
Type Port is Single or Range Single/ Range Single
Dest Port The TCP/UDP port number which is provided by 1 ~65534 14444
thereal server.

D-Link
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If the Passive FTP client is checked, it will
Passive FTP connect to the internal DMZ FTP server of Enabled / Enabled
client DFL-1500 when FTP client uses passive mode. Disabled
Otherwise, it will not work.
Redirect to
internal server The subnet which islocated the virtual server. LAN / DMz DMZ1
regions
under
Internal 1P ?I'helPaddresswhmh isactually transferred to the IPv4 format 10115
. internal DMZ
Action
The port number which is actually transferred to
theinterna DMZ.
Port If you filled O in this field, it means that the real 0~ 65534 21
connected port is the same as the translated
destination port.
Table 7-3 Add a Virtual Server rule
Step 9. View the Result ADVANCED SETTINGS > NAT > Virtual Servers
Now any request towards the DFL-1500’s WAN1 Status | NATRues | MUl
IP (61. 2. 1. 1) with port 44444 will be translated :
into a request towards 10. 1. 1. 5 with port 21, g
and then be forwarded to the 10. 1. 1. 5. The | Packetsaretop-down matched by the rules.
FTP server listening at port 21 in 10. 1. 1. 5 will | I I = T N B =T I
. #  Active Name Direction Dest. IP Address Service Redirect to through
pick up the request. . _
=) 1 ki fipSemver From WWAN1 61.2.1.11255.255.255.255 TCP 44444 10.1.1.5:21 DMl
Page 11
o | - [ e : '][ MowBdor |1 v

7.5 NAT modes introduction

7.5.1 Many-to-One type

| Conl. 192.168.40.1:2933 > 61.2.1.1:2033 |

e — ——

oy ="
_______________ - (=

| Con2.192.168.40.100:7896 > 61.2.1.1:7896 |

WAN1_IP
61.2.1.1

The IP address of Connectionl is changed to
61.2.1.1:2933 uniquely

The IP address of Connection2 is changed to
61.2.1.1:7896 uniquely

Figure 7-4 NAT Many-to-One type
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Asthe above Figure 7-4 illustrated, NAT Many-to-One type means that many local PCs are trandated into only one public IP
address when the packets are forwarded out through the DFL-1500. Take Connectionl for example. Its |P address and port are
translated from 192.168.40.1:2933 to 61.2.1.1:2933. In the same way, when the packets of Connection2 are forwarded out, its IP
addressis till trandated to the same public IP address (61.2.1.1:7896).

7.5.2 Many-to-Many type

| Conl. 192.168.40.1:2933 > 61.2.1.1:2033 |

: _ - L WANTIP: 61.2.1.1
Con2. 192.168.40.100: 7896 IP alias: 61.2.1.2

> 61.2.1.2:789%6 IP alias: 61.2.1.3
IP alias: 61.2.14

...... The IP address of Connectionl is changed to
' 61.2.1.1:2933 randomly

The IP address of Connection2 is changed to
61.2.1.2:7896 randomly

LAN_1
52.168.40.1~25

Figure 7-5 NAT Many-to-Many type

Asthe above Figure 7-5illustrated, NAT Many-to-Many type means that many local PCs are trandated into multiple public IP
addresses when the packets are forwarded out through the DFL-1500. Take Connectionl for example. Its |P address and port are
translated from 192.168.40.1:2933 to 61.2.1.1:2933. Until DFL-1500 uses out of all source ports of the public (61.2.1.1), DFL-1500
will then choose the second public IP (such as 61.2.1.2) from the address pool. For example, Connection2 are forwarded out, the
source | P address will be translated into the second public 1P address (61.2.1.2) from the public I P address pools. So the translated
IP address (61.2.1.2:7896) is different from Connectionl one (61.2.1.1:2933).
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7.5.3 One-to-One type

| Conl. 192.168.40.1:2933 € 61.2.1.1:2033 |

DFL-1 D e ISP1
ol | - - ==

Con2. 192.168.40.100:7896 H':ﬁ':ﬁ;:;ﬁ;
- 61.2.1.2:7896 IP alias: 61.2.1.3
IP alias: 61.2.1.4

The 1P address of Connection] is changed from
192.168.40.1:2933 to 61.2.1.1:2933 uniquely

The IP address of Connection? is changed from
192.168.40.100:7896 to 61.2.1.2:7896 uniquely

LAN_1
52.168.40.1~

Figure 7-6 NAT One-to-Onetype

Asthe above Figure 7-6 illustrated, NAT One to One type means that each local PC is translated into a unique public IP address
when the packets are forwarded out through the DFL-1500. Take Connectionl for example. Its |P address and port are translated
from 192.168.40.1:2933 to 61.2.1.1:2933. But, when the packets of Connection2 are forwards out, the source | P address is translated
to another dedicated public |P address(61.2.1.2:7896).

7.5.4 One-to-One (bidirectional) type

[ Conl. 192.168.40.1:2933 €= 61.2.1.1:2933

DFL-1 s T - ISP

WAN1 IP: 61.2.1.1
IP alias: 61.2.1.2
IP alias: 61.2.1.3
IP alias: 61.2.1.4

...... The IP address of Connectionl is changed from
Mll=l= 192.168.40.1:2933 to 61.2.1.1:2933 in both directions

- — — — — —

The IP address of Connection2 is changed from
192.168.40.100:7896 to 61.2.1.2:7896 in both directions

Figure 7-7 NAT One-to-One (bidirectiona) type

Asthe above Figure 7-7 illustrated, NAT One to One (bidirectional) type means that each local PC istrandated into a unique public
I P address when the packets are forwarded out through the DFL-1500. Besides when packets came from internet to LAN, they were
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translated to the same private | P address too. Take Connectionl for example. Its |P address and port are translated from
192.168.40.1:2933 to 61.2.1.1:2933 in both ways. Accordingly, the source IP address and port of the Connection2 are translated
from 192.168.40.100:7896 to 61.2.1.2:7896 in both ways.

7.5.5 NAT modes & types
The following three NAT modes are supported by DFL-1500 now as the following Table 7-4.

NAT mode Description
None The DFL-1500 isin routing mode without performing any address trand ation.
Basic The DFL-1500 automatically performs Many-to-One NAT for all LAN/DMZ subnets.
Full Feature The DFL-1500 can be manually configured with Many-to-One, and Many-to-Many, One-to-One, and

bidirectional One-to-Onerulesto do policy-based NAT.

Table 7-4 NAT modes overview

If you choose Full Feature mode of NAT at Table 7-4, you may need to edit the rule by yourself. Then you must determine the NAT
typeinthe NAT rule. What meaning does each NAT type represent? How to determine which NAT typeis best choice for you. You
can lookup the explanations and suggestions at Table 7-5.

Type

Description

Usage moment

Many-to-One

Map a pool of private IP addresses to a single
public P address chosen from the WAN ports.

If the public IP addresses of your company is insufficient, and
you prefer to increase the node which can connect to the
internet. Y ou can just choose the Many-to-One type to fit your
request.

Many-to-Many

Map a pool of private |P addresses to a subnet
range of public IP addresses chosen from the
WAN ports. Only when al ports of the first
public IP are used, it will then use the next
public IP address for transferring by all private
IPs.

If the public IP address of your company is not only one node
(ex. you have applied extra-one ISP). Y ou may use the
Many-to-Many type to make the multiple public addresses
sharing the outbound bandwidth. So your inbound and
outbound traffic will be more flexible.

One-to-One

Map a single private IP address to a single
public I P address chosen from the WAN ports.

This was useful when you have multiple public
IPs in the WAN ports. And you intended to
map each local server to a unique public IP on
the WAN port.

If you wish to specify a unique internal |P address to transfer a
fixed external IP address. You can specify the One-to-One

type.

One-to-One
(bidirectional)

An internal host is fully mapped to a WAN IP
address. Notice that you must add a firewall
rule to forward WAN to LAN/DMZ traffic.

If you wish to expose the local pc onto the internet, and open
al internet services outside. Y ou can specify the One-to-One
(bidirectional) type. Thiswill make the local pc you specified
fully exposed to the internet. Additionally you must add a
firewall rule to allow WAN to LAN (or DMZ) traffic forward.
Then you can finish the settings. Be careful to use thistype, or
it will endanger your network security.

Table 7-5 The NAT type comparison
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Chapter 8
Routing

This chapter introduces how to add static routing and policy routing entries

To facilitate the explanation on how DFL-1500 implements routing and how to use it. We zoom in the left part of Figure
2-1 into Figure 8-1 and increase some devices for description.

8.1 Demands

1. Thereisonly onelocal area (192.168.40.0/24) inside the LAN1 port. Now thereis a new financial area (192.168.50.0/24)
in the Figure 8-1. The financial areais connected with arouter which isinside the LAN1 port of DFL-1500. So we need to
add the configurations for the financial department.

2. Refer to the Figure 8-1 description. The bandwidth subscribed from ISP1 isinsufficient so that some important traffic, say
the traffic from PCs belonging to the General -M anager-Room department (192.168.40.192/255.255.255.192), is blocked
by the other traffic. We hope that the employees of General-Manager-Room can have a dedicated bandwidth to improve
the quality of connecting internet.

Organization_1

(Private LANSs)
DMZ 1 Normal routing === e o— p
(10- 1.1.1 "‘253) P0|icy routing ------------ B~
Default : WAN1_IP ISP1 GW

61211 61.21.6

DMZ1_IP
10.1.1.254
i

ISP2 GW
2102.16

Financial Department
192.168.50.0/24

Figure 8-1 Add policy routing entry for the General-Manager-Room department
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8.2 Objectives

1. Weneedto let DFL-1500 knows how to forward the packets which is bound for financial department (192.168.50.0/24).

2. The network administrator plans to solve the problem by subscribing the second link (1SP2). He hopes that all the packets
from the General-Manager-Room (192.168.40.192/26) will pass through the ISP2 link instead of the default ISP link.

8.3 Methods

1. Add astatic routing entry to direct the packets towards 192.168.50.0/24 through the router (192.168.40.253).

2. Addapolicy routing entry for the packets coming from General-Manager-Room department (192.168.40.192 /

255.255.255.192) through the 1SP2 link.

8.4 Steps

8.4.1 Add a static routing entry

Step 1. Add a static routing rule
Click the Add button to the next process.

Advanced Settings > Routing > Static Route

Step 2. Fill out the related field

Fill in the Desti nati on and the Net mask field
with 192.168.50.0 and 255.255. 255.0.
Assign the next hop  Gateway as
192. 168. 40. 253 (Router IP address). Click
Add to proceed.

Advanced Settings > Routing > Static Route > Add

et

192.163.500

[z |

FIELD DESCRIPTION Range / Format EXAMPLE
Determine this static routing entry record is multiple hosts
Type (Net) or asingle host (Host) - Net/Host Net
Destination The destination IP address of this static routing entry record. IPv4 format 192.168.50.0
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Netmask 'rl'er;gj&etmatl on IP Netmask of this static routing entry IPva format 255,955,955.0
Gateway The default gateway of this static routing entry record. IPv4 format 192.168.40.253
Table 8-1Add a static routing entry
Step 3. View theresult Advanced Settings > Routing > Static Route

The static route has been stored. After filling data
completely, view the static routing entries which
have been set.

Step 4.  View the routing table

You can notice there is an extra routing entry in
the routing table. The indicated routing entry as
right diagram is produced by static routing rule.
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8.4.2 Add a policy routing entry

Step 1.  Setup the ISP2 link

We must add an IP alias record to the WAN1
port because a new ISP link has been applied.
So. See section 3.4.3 for the full procedures.
Here we add an IP dias of WAN1 as
210.2.1.1/255.255.255.248.

Basic Setup > WAN Settings > IP Alias
 WANTIP | WAN2 P |

Step 2. Insert a policy routing entry
Click I nsert button to add a policy routing entry.

Advanced Settings > Routing > Policy Route
' Static Route | Po !

Item Status Condition Action

HNextPage Move Page 1|

Mowe Before:

Dielete

Step 3.  Fill out the related field

For the General-Manager-Room department, we
need to set an extra policy routing entry for them.
So in the Status region, make sure the
Activatethisrul eisenabled, and then fill in
Genl ManaRoom in the Rul e nane field. In the
Condi ti on region, we fill 192. 168. 40. 192 in
Sour ce | P field. Fill 255. 255. 255. 192 in the
Net mask field. In the Acti on region, fill forward
to WANL with next-hop gateway 210. 2. 1. 6. After
setting as above, the packets which match the
condition, they will follow the predefined action to
forward to the next hop.

Advanced Settings > Routing > Policy Route > Insert

: |GenlManaRoom |

Well known port

Action
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FIELD DESCRIPTION Range / Format EXAMPLE
Activate thisrule | The policy routing rule is enabled or not. Enabled / Enabled
Disabled
Status
Rule name The policy routing rule name. text string Genl MmanaRoo
;ncom| ng packets Packets comes from which interface LAN / DMz LAN1
rom regions
Verify if the incoming packets belong to the range
Source IP & ; . . IPv4 format / 192.168.40.192 /
Netmask ?ijl éhe Source IP/Netmask in the policy routing IPvA format 56 255,955 192
Dest IP & Verify if the incoming packets belong to the range IPv4 format / 0.0.0.0/0.0.0.0
Netmask of the Dest IP/Netmask in the policy routing rule. IPv4 format T T
. . . . : ANY /TCP/
Service Verify what isthe service of this packet? UDP/ ICMP Any
Configure src. If the service is TCP or UDP, we can choose to Enabled /
port? Type Src. . . . No
port configure or not to configure source port. Disabled
o If we decide to configure source port, we must !
Condition Type choose the port to be single or range. Single/ Range N/A
If we select single at above field, we just have to
fill a port in the first blank space. If we select _
Sre. Port range at above field, we need to fill the range of 1~65534 N/A
the ports.
Configure des!. If the service is TCP or UDP, we can choose to Enabled /
port? Type Dest. . . . . No
port configure or not to configure destination port. Disabled
Tvpe If we decide to configure destination port, we Single/ Range N/A
yp must choose the port to be single or range. 9 g
If we select single at above field, we just have to
fill a port in the first blank space. If we select N
Dest. Port range at above field, we need to fill the range of 1~65534 N/A
the ports.
If the packet is matched to this rule, which .
Act Forward to interface does this packet sent out to? WAN interfaces WANT
ion
Nexthop gateway | The next gateway IP address of forwarding IPv4 format 210216
IP interface.

Table 8-2 Add a palicy routing entry
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Step 4. View the result

After filling data completely, view the policy
routing entries which have been set.

Advanced Settings > Routing > Policy Route
| Static Route | Pe

tem Status Condition Action

Hext Page Move Page 1w
Delete Move Before:

Step 5. View the routing table

Finally click the “Routing Table” to see all the
current routing table information.

Device Status > System Status > Routing Table

Active Top20 IPSec
Sessions Sessions Sessions

DHCP Table
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66




DFL-1500 User Manual Chapter 9
Firewall

Chapter 9
Firewall

This chapter introduces firewall and explains how to implement it.

9.1 Demands

1. All rulesrequire source and destination addresses. Y ou have to add addresses to the address list for each interface first if
you would like to add an address to a rule between two interfaces. These addresses must be valid addresses for the network
connected to that interface.

2. Suppose you would like to use services to control the types of communication accepted or denied by the firewall, you can
add any of the predefined services or created servicesto arule.

3. Suppose the MSN cannot be used in your company from Monday to Friday 9:00~12:00, 13:00~17:30, but you can use it
any time after work. The administrator needs to create the schedules to meet the requirement.

4. Your company would like to protect some servers or users avoid their | P address snatched by others, and control the
computers to let them accepted or denied by the firewall rule. IPPMAC binding protects the DFL-1500 unit and your
network from I P spoofing attacks. I P spoofing attempts to use the I P address of a trusted computer to connect to or through
the DFL-1500 unit from a different computer. The |P address of a computer can easily be changed to a trusted address, but
MAC addresses are added to Ethernet cards at the factory and cannot easily be changed.

5.  Administrators detect that PC1_1 in LAN_1 is doing something that may hurt our company and should instantly block his
traffic towards the Internet.

6. A DMZ server was attacked by SY N-Flooding attack and requires the DFL-1500 to protect it.

9.2 Objectives
1. Block thetraffic from PC1_1in LANL1 to the Internet in WANL.
2. Start the SY N-Flooding protection.

Organization_1
(Private LANSs)

DMZ_1

DMZ1 1P
User-define: 10.1.1.254
Which
LAN-to-WAN traffic
should block?
¥ co PC
AQLL . User-define:
Which
WAN-to-LAN traffic
should forward?

]
B P2

e.g. telnet

Default: Forward all

LAN-to-WAN traffic Default: Block all

WAN-to-LAN traffic
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Figure 9-1 Setting up the firewall rule

9.3 Methods

1. Configure the Address/Service/Schedulefirst.
2. AddalLAN1-to-WANL1 Firewall ruleto block PC1 1.
3. Start the SYN-Flooding protection by detecting statistical half-open TCP connections.

9.4 Steps

9.4.1 Setup Address

Step 1. Address Settings
Suppose you would like to configure a firewall

rule, you must add addresses to the addresses
list for each interface first.

Click the Obj ect s hyperlink and then select the
Define Objects. Click I nsert to add a new
address object.

BASIC SETUP > Books > Address > Object

Address Service Schedule
[Objects] [Groups]
Address -> Ohjacts
Define Objects nnILAM 'I
| dem | Hame  fipe  fvawe |
[ & ] Name | Type | Value -
| & il LAN1_ALL [ Subnat | 00000000

Step 2. Insert a new Address object

Enter the Addr ess nane. Select which address
type the address object will be. And then enter the
IP address.

BASIC SETUP > Books > Address > Object > Insert

Address Service | Schedule

[Objects] [Groups]

Address -> Objects -> Add

| Insert a new Address abject’

Note that address name should begin with T .
alphabet, followed by alphabet/digits/dashes.
Address Type:
 Subnet Pfoonn
 Range Start IP3[1.0.0.0
' Host IP:!W
Back Apply
FIELD DESCRIPTION Range / Format EXAMPLE
Address name The name of the address object. text string PCl 1
i Host
Address Type The address type of the object. Subnet/Range/Host 0s
192.168.40.1

Table 9-1 Thefield of the Address object
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Step 3. See the Address object
settings

After entering the new Address object, it will show
the result in the “Object” page.

Note: It is the same way to setup address objects
in the other interfaces.

BASIC SETUP > Books > Address > Objects
_chedule

Item Name Type Value

£

Step 4. Address Group Settings

You can add, edit, and delete all other addresses
as required. You can also organize related
addresses into address group to simplify rule
creation.

Click the G- oups hyperlink. Select WANL to define
Address Groups, and then click Insert to
proceed.

BASIC SETUP > Books > Address > Group
Service

Step 5. Add a address group

Enter a Group Name to identify the address
group. Select the addresses from the available
address list and click right arrow to add them to
the Members list. To remove addresses from
address group, please select addresses from the
Members list and then click left arrow.

Note that group name should begin with alphabet,
followed by alphabet/digits/dashes. You can add
address groups to any interface. The address
group can only contain addresses from that
interface. Address group cannot have the same
names as individual addresses. If an address
group is included in a rule, it cannot be deleted
unless it is first removed from the firewall rule.

BASIC SETUP > Books > Address > Group > Insert
3 chedule

I Insert a ne roup for LAN1 |
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9.4.2 Setup Service

Step 1.  Service Settings BASIC SETUP > Books > Service > Objects

The DFL-1500 predefined firewall services are
listed as right diagram. You can add these
services to any firewall rule or you can add a
service if you need to create a firewall rule for a
service that is not in the predefined service list.

Select I nsert to add a new service.
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Step 2. Insert a new service object

Enter the Service name. Select which protocol
type (TCP, UDP, ICMP) used by this service.
Specify a Source and Destination Port number
range for the service. If this service uses single
port, enter the number in the first blank. If the
service has more than one port range, select add
to specify additional protocols and port range.

BASIC SETUP > Books > Service > Insert
Address Service

[Objects] [Groups]

Senice -> Objects > Add

Schedule

Insert a new Service ohject

| Service n'aiﬁe:!ANY

Select Appl y to add a new service object. |_| [TP =] |canfigure Source port? I [Configure Destination port?

‘ ‘ ‘  Single © Range I (uI ‘ T Single © Range to
Note that service name should begin with |T| |DF ~| éﬁ'ﬁ'nﬂ'gure Source port 2 [ iCnnﬁgure_Destirratiun port 2
alphabet, followed by alphabet/digits/dashes. |:| | © Single  Range] tal | © Single © Range| w0

|1 | | IEMF ~| iCunﬁgurB Source port 7 !Cunﬁgure Destjnatiun.pnﬁ 2l |

| | |~ Singla © Range| ta |~ Single © Range | o

| ]

Back | Apply |
FIELD DESCRIPTION Range / Format EXAMPLE

Service name The name of the service object. text string ANY
Protocol Type The protocol type of the service object. TCP/UDP/ICMP TCP/UDP/ICMP
Configure Source Port? Configure the source port if yes. Enable/Disable N/A
Port type The service port type. Single/Range N/A
Port number The service port number. text sting N/A
Configure Destination port Configure the destination port if any. Enable/Disable N/A

Table 9-2 Thefield of the Service object

Step 3. Add a service group

You can create groups of services to make it
easier to add rules. A service group can contain
predefined services and custom services in any
combination. You cannot add service groups to
another service group.

Click G- oups hyperlink, and then click | nsert to
add a new service group. Enter a Group Name to
identify the group. Select the services from the
available services list and click right arrow to copy
them to the Members list. If you would like to
remove the services from the members list, just
select the services and then click left arrow to
remove them.

Note that group name should begin with alphabet,
followed by alphabet/digits/dashes.

BASIC SETUP > Books > Service > Groups > Insert

Address Service

[Objects] [Groups]

Schedule

Senvice = Groups -» Add

Insert a new group for Service

Group Name ; [Serce_mal
FRTR o] AR
QUAKE POP3
FAUDIO SMTR
RLOGIN =
RIP —J
TP
SMMP J i’
S5H
SYSLOG
TALK e |

Bk | Apgly
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9.4.3 Setup Schedule

Step 1. Schedule Settings

Use scheduling to control when rules are active or
inactive.

Select | nsert toadd a new service.

BASIC SETUP > Books > Schedule > Objects

Address Service | Schedule

[Objects]{Groups]
Schedule -» Ohjects

[ vem | Wame T tme ]
[ # [ Schedule Name | Sun | Mon | Tue | Wed | Thu ’? Sat| Start Time | End Time

iNDté:é: If the stop time is set earlier than the start time, the stop time will be during the next day. If the start time is
‘equal to the stop time, the schedule will run for 24 hours,

Insent I it I el I

Step 2. Insert a new schedule object

Enter the Schedul e name. Select the Day you
would like to active or inactive a firewall rule, and
then select the Start/Stop time. Click Apply to
add the schedule object.

Suppose using MSN is forbidden in your
company from 08:30~12:00, 13:00~17:30 during
Monday to Friday, you have to add two schedule
ranges (08:30~12:00 and 13:00~17:30) and then
group them together in order for your company to
make a firewall rule to block the MSN service.

Note that schedule name should begin with
alphabet, followed by alphabet/digits/dashes.

BASIC SETUP > Books > Address > Schedule > Insert

Address Service | Schedule

[Ol'ﬁl'a cts] [Groups]

Schaduls -> Objects -> Add

Inserta new Schedule ohject

i Schedule n'a_me:W
‘ Day g W‘ Tue @ Wed W :S—at
‘ Select [ ‘ i ‘ i ‘ v ‘ = = ‘ -
‘ Start | Hour ‘ oz ~] ‘ Minute 0 v
Stop | Hour 2] | Minute {00~
Notes: If the stop time is set earlier than the start time, the stop time will be during the next day. If the start time is

|equal to the stop time, the schedule will run for 24 hours.

Back | Apply
FIELD DESCRIPTION Range / Format EXAMPLE
Schedule name The name of the schedule object. text string Block-MSN1
Day The daysto active or inactive afirewall rule. Sun ~ Sat Mon ~ Fri
Start time The start time of the schedule object. 24-hour format 08:30
Stop time The stop time of the schedule object. 24-hour format 12:00

Table 9-3 Thefield of the Schedule object
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Step 3. Add a Schedule group

As Step 2 indicated, you have already created
two schedule objects to block the MSN service.
You can group them to make it easier to block the
MSN service while you would like to make a
firewall rule.

Click Gr oups hyperlink, and then click | nsert to
add a new schedule group. Enter a Group Name
to identify the group. Select the schedules from
the available schedules list and click right arrow
to copy them to the Members list. If you would like
to remove the schedules from the members list,
just select the schedules and then click left arrow
to remove them.

Note that group name should begin with alphabet,
followed by alphabet/digits/dashes.

BASIC SETUP > Books > Schedule > Groups > Insert

Address Sernvice Schedule
Objects] [Groups]

Schedule -> Grotps -> Add

Insert a new group for Schedule
Group Name : |Bleck-MSN

MSN-Block1

MSH-Block1
MSK-Block2

__>l
il

Apply

Back |

9.4.4 Setup IP/MAC binding

Step 1. Enable IP/MAC binding

Check the Enabl e | P/ MAC Bi ndi ng checkbox,
and then click Appl y to apply the setting.

Note that the IP/MAC binding locks IP address for
specific MACs. It achieves the purpose by the
following steps:

Step 1. Initialize default action (Pass/Block).

Step 2. Setup each IP/MAC binding with a rule.
Step 3. Setup a wildcard rule to exclude a range
of IP for the DHCP IP range.

Advanced Settings > IP/MAC Binding > Status

Status Edit Rules |Show Rules

¥ Enable IP/MAC Binding

The IP-MAC hinding locks IP address for specific MACs. It achieves the purpose by the fallowing steps:
Step 1. Initialize default action (Pass/Block). '

Step 2. Setup each IP-MAC binding with a rule.

Step 3. Setup a wildcard rule to exclude a range of IP for the DHCP IP range.

You can setup access control rules among the interfaces. Ressat

Apply

Step 2.  Edit a IP/MAC binding rule

Select LAN1 as the interface to edit the IP/MAC

binding rules. Suppose the default setting for this
interface is Bl ock, click | nsert to add a rule.

Note that you have to add an IP/MAC binding rule
as Al | ow for your computer to pass the firewall
rule before you block the LAN1-ANY direction,
otherwise you will be block by that rule.

Advanced Settings > IP/MAC Binding > Edit Rules

Status Edit Rules' Show Rules

IFMMALC Binding-+Edit Rules

Edit|LANT ~| IP/MAC binding rules

Default setting for this interface; iE“DCk ~| ¥ Loy Apply

| fem | Stws | Condifion | Acion |
[#| Active | Name | Direction | Source IP Address | mAC | Action | Log
[eifn] v | ool | Lamtamy | 162,158 40,0192 158 40 255 | Ay | Bk | ¥
Page 141
= | Dl Pige |
Tnsert | { l E
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Step 3. Add anew IP/MAC binding rule

Suppose default Setting for LAN1 interface is
Bl ock, and only DHCP IP  range
192. 168. 40. 101 to 192. 168. 40. 120 will be
allowed by this rule.

Check Activate this rul e checkbox. Enter
Rule name as LANL_DHCP. Select All ow
Range in the Rule Type field, and enter the Start
IP as 192.168.40.101 and End IP as
192. 168. 40. 120. Click Apply to store this
setting.

Advanced Setting > IP/MAC binding > Edit Rules > Insert

Status | Edit Rules Show Rules

IPAVMAC Binding->Edit Rules->lnsert

Insert a new LANT-to-Any IP/MAC Binding rule
Status
¥ Activate this rule
Rule name: W
Condtion
Rule Type: 'W
StartIP: [192 168.40.101 End IP: [192.168.40.120

Always allow any MAC.

Note that rule name should begin with alphabet, Buk | Amy |
followed by alphabet/digits/dashes.
FIELD DESCRIPTION Range / Format EXAMPLE
Activate thisrule Activate the IPPMAC binding rule. Enabled/Disabled Enabled
Rule name The name of the IPIMAC binding rule. text string LAN1 DHCP
Rule Type Thetype of the IPP/MAC binding ruleisbinding or IP | Binding/Allow Allow Range
Range.. Range
The IPPMAC address. It should be 12 characters, such
IPIMAC as 0001029 140EC. 000000000000 N/A
The IP range of the DHCP server. 192.168.40.101 ~
IP Range | Pv4 format 192 168.40.120
Table 9-4 Thefield of the Schedule object
Step 4. Show the IP/MAC binding rule | Advanced Setting > IP/MAC binding > Show Rules
After finishing the setting, you can view the result Status _| Edit Rules [Show Rules:
as the right diagram shown. IPMAC Binding->Shaw Rules.
Show | AN =] IP/MAC hinding rules
L em | Saws | Condiion |  Acion |
[# ] Active ‘ Name | Direction Source IP Address | Action | MAC ‘
[# ] v | LaWipHeP | LANLANY 152,168 40.101-192.168.40.120 [“Alow [ Ay
[zl ¥ | pelult | LaNiANY 182,168 40 0192, 168,40, 255 | Block | Any ‘
Fag_B 11
=i Page | HextFaze | Moy Fage l\_ﬂ
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9.4.5 Block internal PC session (LAN & WAN)

Step 1. Setup NAT

Check the Enable Stateful |nspection
Fi rewal | checkbox, and click the Appl y.

ADVANCED SETTINGS > Firewall > Status

Status Edit Rules  Show Rules: Attack Alert S'umma[y

| IV Enable Stateful Inspection Firewall |

The Stateful Packet Inspection (SPI) firewall protects against Denial of Service (Do8) attacks when it is
enabled. ' '

You can setup access control rules amony the interfaces. Reset Rules |

[ Block all fragment packets
Total Configured Rules: 25
‘Vacant Rules: 2975

Apply

FIELD DESCRIPTION Range / Format EXAMPLE
Enable Stateful ) Enabled /
Inspection Firewall Enable Firewall feature of DFL-1500 Disabled Enabled
Enable this feature will block the fragmented packets by the
Block all fragment | &\l of DFL-1500. Warning: Enable this feature will Enabled / Disabled
packets . e Disabled
cause problem in some applications.
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.
Table 9-5 Configure Firewall status
Step 2. Add a Firewall Rule ADVANCED SETTINGS > Firewall > Edit Rules
Select LAN1 to WANL1 traffic direction. The Status | 'Fdit Rules | Show Rules| Attack Alert| Summary
default action of this direction is to forward all Firswall->Edit Rules
traffic without logging anything. Click Insert to add -
a Firewall block rule before the default rule to stop [/ =T o[ wan =T cutes |
the bad traffic. Default action for this packet direction: | Farward x| Lag ApplY
Packets are top down matched by the rules,
| fem | Statws ] Conditon | Action |
| # | Mame |  Schedule | SourcelP | Dest.IP | Sewice | Acton | Log
Page 1/1
e Page | HextPagr | M
et | Edit | T
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Step 3. Customize the rule

Before adding a new firewall, you have to set the
Books in the Basic > Books >
Addresses/Services/Schedules  first. After
configuring the settings, you can then add a new
firewall rule.

Enter the rule name as PCl_1, and select

Schedule. Select Source IP as PCl_1
(192.168.40.1 / 255.255.255.255), and
select Dest. | Pas WANL_ALL. Select Servi ce

as ANY (TCP, UDP and ICMP). Select Bl ock and
Log to the matched session. And choose the
Forward bandwi dth class or Reverse
bandwi dt h cl ass if any. Click the Apply to
apply the changes.

Note that rule name should begin with alphabet,
followed by alphabet/digits/dashes.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules| Attack Alert Summary

Firewall->Edit Rules-»Insert

Insert a new LAN1T-10 WAN1 Firewall rule

Rule name: !F’C1_1
Schedule:IAlways '!

Condition
Source IP: |PC1_1

Service: IANY vi

4

Dest. IP: |WWANT_ALL i

|Block =] and lng_ =] the matched session.
Forward bandwidth class: I def class »
Reverse bandwidth class:idef_c\ass x

Bark | Ay |

FIELD DESCRIPTION Range / Format EXAMPLE
< Activate thisrule | Enablethe firewall rule for later using Enabled / Disabled Enabled
atus
Rule name The name of the Firewall rule text string PC1 1
Compared with the incoming packets, whether | IPv4 format / IPv4 PCL1
192.168.40.1
Source [P Source | P is matched or not. format (
255.255.255.255)
- WANL1 ALL
Condition Det P Compared with the incoming packets, whether | IPv4 format / IPv4 (0 0.0.0
Dest IPis matched or not. format o
0.0.0.0)
. Verified the service of incoming packet is ANY
Service belong to each TCP ~ UDP ~ ICMP. (TCP/UDP/ICMP) ANY
Forward / Block . .
If packet is matched the rule condition,
the maIChed Forward or Block this matched packet? Forward / Block Block
session
donot log/ log . -
| the matched If pa’cket is _matched the rule condition, Log or log / do not log log
Action session Don’t log this matched packet?
Forward Forward the bandwidth classif any. def_class def_class
bandwidth class
Reverse Reverse the bandwidth classif any. def_class def_class
bandwidth class
Table 9-6 Insert aFirewall rule
D-Link 76




DFL-1500 User Manual Chapter 9

Step 4. View the Firewall Log DEVICE Status > Firewall Logs > Firewall Logs
You can go to DEVICE Status>Firewall Logs | | Fioall ajertios
>Firewall Logs to view the firewall |095- If YOU | o, Time Erom To Protocol{Semvice) Fromiinterface) To  Action Rule
; 1 2004-07-14 09:58:52192.168.17.105,399064.12.161 153 5190  TCP LANT (fep3) WANTBlock  Default
prefer to download these logs, please click the 2 2004-07-14 09:58:53101.1.1 123 12961520123 Upp DMZ1 (i) WAN1Block  Default
“Download To Local” button to save the logsto | 3  200407-1409.68:5310.1.1.254 10.1.1.1 ICMP(3) DMZ1 (i) DMZ1 Elock  RMMISC
4 2004-07-14 09:58:53192.168.17.190 139 192 168.175.1,1042 TCP LANT (fep3) WANTBlock  Default
localhost. 5  2004-07-14 09:58:53192.168.17.242 1683140.113.88.155 8100 TCP LANT (fep3) WANTBlock  Default
6 2004-07-14 09:58:54101.1.1 123 210.59.157.30,123  UDP DMZ1 (i) WAN1Block  Default
7 2004-07-14 09:58:5410.1.1.254 10111 ICMP(3) DMZ1 () DMZ1 Elock  RMMISC
§  2004-07-14 09:58:55101.1.1 22 218.184.166.218 JB93TCR/(SSH) DMZ1 () WANTBlock  Default
9 2004-07-14 09:58:5510.1.1.254 10111 ICMP() DMZ1 (i) DMZ1 Elock  RMMISC
10 2004-07-14 09:58:56192.168.17.190,139 192 163.152.1,1041 TCP LANT (fep3) WANTBlock  Default
Ep load To Local Frey Page Refiesh Clear | Meit Page | Listi10 'IFer Page Page: 1/14

FIELD DESCRIPTION
No Theindicated firewall log sequence number.
Time The record time of indicated firewall log.
From The source IP address (include port) which the indicated log event come from.
To The destination | P address (include port) for the indicated log event bound.

Protocol/(Service)

Therecord logis TCP, UDP or ICMP / (which serviceit will be).

Thefirewall log direction is OUT or IN. The direction is based on the DFL-1500. For example,

Direction “OUT” means the packet is forwarded out to the internet. “IN” means the packet is forwarded into
intranet.
Action The status of indicated firewall log is Block or Forward.
Thelog is produced by which firewall rule.
“Default” means the default rule of the selected firewall direction.
Rule “RM XXX” meansthelog is produced by remote management function (Almost it isthe illegal

user who wants to use the Non-Opened remote management functions.
Other condition, it will be marked at the rule number (ex. Rule0, Rulel...).

Table 9-7 Firewall log field description
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9.4.6 Setup Alert detected attack

Step 1.  Setup Attack Alert

With the Firewall enabled, the DFL-1500 is
already equipped with an Anti-DoS engine within
it. Normal DoS attacks will show up in the log
when detecting and blocking such traffic.
However, Flooding attacks require extra
parameters to recognize. Check the Enabl e
Alert when attack detected checkbox.
Enter 100 in the One M nut e Hi gh means that
DFL-1500 starts to generate alerts and delete the
half-open states if 100 half-open states are
established in the last minute. Enter 100 in the
Maxi mum | nconplete H gh means that
DFL-1500 starts to generate alerts and delete
half-open states if the current number of
half-open states reaches 100. Enter 10 in the
TCP Maxi mum Inconplete means that
DFL-1500 starts to generate alerts and delete
half-open states if the number of half-open states
towards a server (SYN-Flooding attack) reaches
10. Check the Bl ocki ng ti me if you want to
stop the traffic towards the server. During this
blocking time, the server can digest the loading.

ADVANCED SETTINGS > Firewall > Attack Alert

Status Edit Rules Show Rules  Attack Alert Summary

¥ Enahle Alert when attack detected

The firewall is set by default to prevent attacks on your network. Any d | attacks will : ticall

Y
generate a log entry. You can also choose to generate an alert whenever such-an attack is detected.

Denial of Service Thresholds:
One Minute High [100
Maximum Incomplete High Fﬁ_
TCP Masimum Incomplete [I0
I Blocking Time [ {min)

Apply

FIELD

DESCRIPTION

EXAMPLE

Enable Alert when attack detected
attack.

Enable the firewall alert to detect Denial of Service (DoS)

Enabled

Denial of Service Thresholds

Thisisthe rate of new half —open sessions that causes the
firewall to start deleting half open sessions. When the rate of

One Minute High

new connection attempts rises above this number, the DFL-1500
deletes half-open sessions as required to accommodate new
connection attempts.

100

Maximum Incomplete High

Thisisthe number of existing half-open sessions that causes the
firewall to start deleting half-open sessions. When the number of
existing half-open sessions rises above this number, the
DFL-1500 deletes half-open sessions as required to
accommodate new connection requests.

100

TCP Maximum Incomplete

Thisisthe number of existing half-open TCP sessions with the
same destination host | P address that causes the firewall to start
dropping half-open sessions to the same destination host IP
address. Enter a number between 1 and 999. As agenerd rule,
you should choose a smaller number for a smaller network, a
slower system or limited bandwidth.

10
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When TCP Maximum Incomplete is reached you can choose if
the next session should be allowed or blocked. If you check
Blocking Time any new sessions will be blocked for the length
Blocking Time of time you specified in the next field (min) and all old disabled
incompl ete sessions will be cleared during this period. If you
want strong security, it is better to block the traffic for a short
time, as will give the server some time to digest the loading.

(min) Enter the length of Blocking Time in minutes. 0

Table 9-8 Setup the Denial of Service Thresholds of attack alert
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Chapter 10
VPN Technical Introduction

This chapter introduces VPN related technology

10.1 VPN benefit

If you choose to implement VPN technology in your enterprise, then it may bring the following benefits to your company.

1.  Authentication
Ensure the datareceived is the same as the data that was sent and that the claimed sender isin fact the actual sender.

2. Integrity
Ensure that datais transmitted from source to destination without undetected alteration.

3. Confidentiality

Guarantee the intended recipients know what was being sent but unintended parties cannot determine what was sent. Thisis almost
provided by data encryption.

4. Non-repudiation

The receiver being able to prove that the sender of some data did in fact send the data even though the sender might later desire to
deny ever having sent that data.

10.2 Related Terminology Explanation

10.2.1 VPN

A VPN (Virtual Private Network) logically provides secure communications between sites without the expense of leased site-to-site
lines. A secure VPN isacombination of encryption, tunneling, authentication, and access control used to transport traffic over the
Internet or any insecure TCP/IP networks.

10.2.2 IPSec

Internet Protocol Security (IPSec) is a standard-based VPN that offers flexible solutions for secure data communications across a
public network like the Internet. |PSec is built around a number of standardized cryptographic techniques to provide confidentiality,
dataintegrity and authentication at the IP layer.

10.2.3 Security Association

A Security Association (SA) is an agreement between two parties indicating what security parameters, such as keys and algorithms
they will use.

10.2.4 IPSec Algorithms

There are two types of the algorithms in the IPSec, including (1) Encryption Algorithms such as DES (Data Encryption Standard),
and 3DES (Triple DES) algorithms, and (2) Authentication Algorithms such as HMAC-MD5 (RFC 2403), and HMAC-SHA1 (RFC
2404).
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10.2.5 Key Management
Key Management allows you to determine whether to use IKE (ISAKMP) or manual key configuration in order to setup a VPN.

@  IKE Phases

There are two phases to every IKE (Internet Key Exchange) negotiation — phase 1 (Authentication) and phase 2 (Key Exchange). A
phase 1 exchange established an IKE SA and the second one uses that SA to negotiate SAafor 1PSec.

In phase 1 you must :
n  Choose anegotiation mode
Authenticate the connection by entering a pre-shared key
Choose an encryption algorithm
Choose an authentication algorithm
Choose a Diffie-Hellman public-key cryptography key group (DH1 or DH2).

Set the IKE SA lifetime. This field allows you to determine how long IKE SA negotiation should proceed before it
times out. A value of 0 means IKE SA negotiation never times out. If IKE SA negotiation times out, then both IKE SA
and IPSec SA must be renegotiated.

3 3 3 3 5

In phase 2 you must :
n  Choose which protocol to use (ESP or AH) for the IKE key exchange
Choose an encryption algorithm
Choose an authentication algorithm
Choose whether to enable Perfect Forward Security (PFS) using Diffie-Hellman public-key cryptography
Choose Tunnel mode or Transport mode

Set the IPSec SA lifetime. Thisfield allows you to determine how long IPSec SA setup should proceed before it times
out. A value of 0 means IPSec SA never times out. If IPSec SA negotiation times out, then the IPSec SA must be
renegotiated (but not the IKE SA).

3 3 3 3 3

@ Negotiation Mode

The phase 1 Negotiation Mode you select determines how the Security Association (SA) will be established for each connection
through IKE negotiations.

n  Main Mode ensures the highest level of security when the communicating parties are negotiating authentication (phase
1). It uses 6 messages in three round trips (SA negotiation, Diffie-Hellman exchange and an exchange of nonces (a
nonce is arandom number)). This mode features identity protection (your identity is not revealed in the negotiation).

n  Aggressive Mode is quicker than Main Mode because it eliminates severa steps when the communicating parties are
negotiating authentication (phase 1). However the trade-off is that fast speed limits its negotiating power and it also does
not provide identity protection. It is useful in remote access situation where the address of the initiator is not known by
the responder and both parties want to use pre-shared key authentication.

@ Pre-Shared Key

A pre-shared key identifies acommunicating party during a phase 1 IKE negotiation. It is called “pre-shared” because you have to
share it with another party before you can communicate with them over a secure connection.

@  Diffie-Hellman (DH) Key Groups

Diffie-Hellman (DH) is a public-key cryptography protocol that allows two parties to establish a shared secret over an unsecured
communications channel. Diffie-Hellman is used within IKE SA setup to establish session keys. 768-bit (Group 1 — DH1) and
1024-bit (Group 2 — DH2) Diffie-Hellman groups are supported. Upon completion of the Diffie-Hellman exchange, the two peers
have a shared secret, but the IKE SA is not authenticated. For authentication, use pre-shared keys.
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@ Perfect Forward Secrecy (PFS)

Enabling PFS means that the key is transient. The key is thrown away and replaced by a brand new key using a new Diffie-Hellman
exchange for each new IPSec SA setup. With PFS enabled, if one key is compromised, previous and subsequent keys are not
compromised, because subsequent keys are not derived from previous keys. The (time-consuming) Diffie-Hellman exchange is the
trade-off for this extra security.

This may be unnecessary for data that does not require such security, so PFSis disabled (None) by default in the DFL-1500.
Disabling PFS means new authentication and encryption keys are derived from the same root secret (which may have security
implications in the long run) but allows faster SA setup (by bypassing the Diffie-Hellman key exchange).

10.2.6 Encapsulation
@ Transport Mode

Transport modeis used to protect upper layer protocols and only affects the datain the IP packets. In Transport mode, the IP packets
contains the security protocol (AH or ESP) located after the original 1P header and options, but before any upper layer protocols
contains in the packet (such as TCP and UDP).

With ESP, protection is applied only to the upper layer protocols contained in the packet. The I P header information and options are
not used in the authentication process. Therefore, the originating | P address cannot be verified for integrity against the data.

With the use of AH asthe security protocol, protection is extended forward into the I P header to verify the integrity of the entire
packet by use of portions of the original 1P header in the hashing process.

@  Tunnel Mode

Tunnel mode encapsulates the entire I P packet to transmit it securely. A Tunnel mode is required for gateway services to provide
access to internal system. Tunnel mode is fundamentally an 1P tunnel with authentication and encryption. Thisis the most common
mode of operation. Tunnel mode is required for gateway to gateway and host to gateway communications. Tunnel mode
communication have two sets of IP headers :

n  Outsideheader : The outside IP header contains the destination IP address of the VPN gateway.

n Insideheader : Theinside IP header contains the destination | P address of the final system behind the VPN gateway.
The security protocol appears after the outer |P header and before the inside | P header.

10.2.7 IPSec Protocols

The ESP and AH protocols are necessary to create a Security Association (SA), the foundation of an IPSec VPN. An SA is built
from the authentication provided by AH and ESP protocols. The primary function of key management isto establish and maintain
the SA between systems. Once the SA is established, the transport of data may commence.

@ AH (Authentication Header) Protocol

AH protocol (RFC 2402) was designed for integrity, authentication, sequence integrity (replay resistance), and non-repudiation but
not for confidentiality, for which the ESP was designed.

In applications where confidentiality is not required or not sanctioned by government encryption restrictions, an AH can be
employed to ensure integrity. This type of implementation does not protect the information from dissemination but will allow for
verification of the integrity of the information and authentication of the originator.

@  ESP (Encapsulating Security Payload) Protocol

The ESP protocol (RFC 2406) provides encryption as well as some of the services offered by AH. ESP authenticating properties are
limited compared to the AH due to the non-inclusion of the IP header information during the authentication process. However, ESP
issufficient if only the upper layer protocols need to be authenticated.

An added feature of the ESP is payload padding, which further protects communications by concealing the size of the packet being
transmitted.
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10.3 Make VPN packets pass through DFL-1500

Step 1. Enable IPSec

If we need to setup DFL-1500 between the
existed IPSec / PPTP / L2TP connections. We
need to open up the Firewall blocking port of
DFL-1500 in advance. Here we provide a simple
way. You can through enable the | PSec / PPTP
|/ L2TP pass t hrough checkbox on this page.
Then the VPN connections of IPSec / PPTP /
L2TP will pass through DFL-1500. As well as
DFL-1500 will play the middle forwarding device
role.

ADVANCED SETTINGS > VPN Settings > Pass Through

IPSec |VPHHuh ’J’PNSnukel PPTP
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Chapter 11
Virtual Private Network — | PSec

This chapter introduces IPSec VPN and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a VPN link between LAN_1 and LAN_2 in this
chapter. The following Figure 11-1 is the real structure in our implemented process.

11.1 Demands

1. When abranch office subnet LAN_1 wants to connect with another branch office subnet LAN_2 through the public
Internet instead of the expensive private leased lines, VPN can provide encryption and authentication to secure the tunnel

that connects these two LANS.

Organization_1 Organization_2
(Private LANSs) (Private LANSs)

WAN2_IP LAN2_IP
210211 192.168.88.254

{) VN Tunnel

Internet

192.168.40.1 DHCP Client 192.168.88.1 192 168_,53,2

Figure 11-1 Organization_1 LAN_1 ismaking VPN tunnel with Organization 2 LAN_2

11.2 Objectives

1. Lettheusersin LAN_1and LAN_2 share the resources through a secure channel established using the public Internet.

11.3 Methods
1. Separately configure DFL-1 and DFL-2 which are the edge gateways of LAN_1 and LAN_2 respectively. You have to
determine a key management method between IKE (Internet Key Exchange) and Manual Key. The following table
compares the settings between IKE and Manual Key. In the following, we will describe them separately.

IKE Manual Key

Same “Local Address” meansthelocal LAN subnet; “Remote Address” means the remote LAN subnet; “My IP
Address” means the WAN IP address of the local VPN gateway while the “Peer’s |P Address” means the
WAN [P address of the other VPN gateway.
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Difference The “Pre-Shared Key” must be the same at both The types and keys of “Encryption” and “Authenticate”

DFL-1500s.

must be set the same on both DFL-1500s. However, the
“Outgoing SPI” at DFL-1 must equal to “Incoming SPI”
at DFL-2, and the “Outgoing SPI” at DFL-2 must equal

to “Incoming SPI” at DFL-1.

11.4 Steps

Table 11-1 Compared IKE and Manua Key methods

In the following we will separately explain the ways to set up a secure DES/MD5 tunnel with IKE and Manual key.

@ DES/MD5 IPSec tunnel: the IKE way

At DFL-1:

At thefirst, we will install the IPSec properties of DFL-1.

Step 1. Enable IPSec

Check the Enabl e | PSec checkbox and click

ADVANCED SETTINGS > VPN Settings > IPSec

IPSec VPH Hub | WPH Spoke PPTP LZTP Pass

Through
Apply.
¥ Enable IPSec __ Apply |
[IKE] [Manual Key]
Edit’/Modify IPSec Security Associations
| Saws | Comdion | Ain |
l__\_"#__[_ Active _|__ Name _| Local LAN _| Remote LAN _|__ ‘Mechanism _i My IP _| Peer's IP _‘
1 I leyt Pane |
Add | E [ o |
FIELD DESCRIPTION EXAMPLE
Enable |PSec Enable | PSec feature of DFL-1500 Enabled
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 11-2 Enable the | PSec feature

Step 2. Add an IKE rule

Click the | KE hyperlink and click Add to add a

new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

Pass
IPSec VPH Hub  VPH Spoke PPTP L2TP Through
¥ Enable IPSec | Apply
[IKE] [Manual Key]
Edit'Modity IPSec Security Associations
ftem | Saus ] Comdion | Acon |
[ % | Active | Name | locallAN | RemotelAN | Mechanism | MylP | PeersiP ‘

Erev Bage | [slewt: Fage |
( Add D Eiil [ pese |
v

D-Link
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FIELD DESCRIPTION EXAMPLE
IKE gj? (;tlhneg I :(lz)léé(l:rltlje:]ggt'Key Exchange) method to negotiate the key used in Selected
Manual Key 3;&' ﬁ%‘;‘% 'vvhich you have been designated to build IPSec tunnel in peer Non salected
BUTTON DESCRIPTION
Prev. Page If there are more than one action pages, you can press Prev. Page to back to the previous page.
Next Page If there are more than one action pages, you can press Next Page to go to the next page.
Add Insert anew IPSec rule.
Edit Edit the properties of the indicated |PSec rule.
Delete Delete theindicated | PSec rule.

Table 11-3 Add an IPSec policy rule

Step 3. Customize the rule ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add
Check the Acti ve checkbox. Enter a name for IPSec VPN ilub |VPHSpoke| PETP e | =
this rule like | KErul e. Enter the Local |P _ -
Address  (192. 168. 40. 0/ 255. 255. 255. 0) Deele s
and the Renot e 1P Addr ess Status
(192. 168. 88. 0/ 255. 255. 255. 0). Select the v Active
Qutgoing Interface of this VPN/Firewall IKE Rile Narme [IKErule
Router. Enter the public IP of the opposite-side
VPN gateway (210. 2. 1.1) in the Peer’s I P Self local IP Local Address Type [Subnet Address ~|
Addr ess. Click the ESP Al gori t hmand select P Address 182 168.40.0
Encrypt and Authenticate (DES, MD5). PrefixLen / Subnet Mask |25 255 255 0
Enter the Pre- Shared Key as 1234567890. | — . :
R te Address Ty, eISubne Address '-I
Click the Appl y button to store the settings. Note, The opposite B'_m : i :
In the Action region. It should choose either ESP side IP Address e
Al gorithmor AH Al gorithm or system will | N PrefiLen / Bubnet Mask [255 255 2550
show error message. If you hope to set the — :
detailed item of IKE parameter. Click the Negotistion ode  [Main =]
Advanced button in this page. Otherwise it is ok to Encapsulation Made [ Tunvel <]
just leave the value default. Ottgaing Interface [\WANT ~
Feer's [P Address | Static P =f210.2.1.1
My Identifier [P Address '
Paer's |demit‘ler_| P Address
~ ESP Algarithm |Encryp1 and Authenticate (DES, MDS)_ LI
i AH r"i@ﬂfi“(h‘l’h Authenticata (MDS) =
Pre-Shared Key |1234557590
Advanced
Back: Anply I
FIELD DESCRIPTION Range / Format EXAMPLE
< Active Thisfield will activate this IPSec policy rule Enable/Disable Enabled
atus
IKE RuleName | The name of this IPSec policy text string IKErule
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Determine the method to connect to the remote

Local Address side of VPN by using the local subnet or the Sgbnet Address/ Subnet Address
Type . Single Address
local single host.
IP Address Thelocal IP address | Pv4 format 192.168.40.0
Prefix Thelocal IP Netmask
- L en/Subnet Mask IPv4 format 255.255.255.0
Condition . rod relocd
Determine the method to connect to the lo
Remote Address side of VPN by using the remote subnet or the Sgbnet Address/ Subnet Address
Type - Single Address
remote single host.
IP Address The remote | P address IPv4 format 192.168.88.0
Prefix The remote | P Netmask
L en/Subnet Mask IPv4 format 255.255.255.0
: Negotiation Choose Main or Aggressive mode, see Chapter Main/ .
Action Mode 10 for details. Aggressive Main
Encapsulation Choose Tunnel or Transport mode, see Chapter | Tunnel / Tunnd
Mode 10 for details. Transport
Outgoing The WA_N interface you are going to build |PSec WAN interfaces WAN1
Interface tunnel with.
, The IP address of remote VPN device. The IP Static 1P/ .
Peer’sIP Address address may be fixed (Static) or dynamic. Dynamic IP Sttic1P210.2.1.1
IP Address/
Fill your information in this field. The filled | FQDN (domain
My Identifier information will be provided for the IPSec | name)/ IP Address
tunnel establishment. User FQDN
(mail box)
IP Address/
Fill the information of peer VPN device in this | FQDN (domain
Peer’sldentifier | field. The filled information will be provided for | name) / IP Address

the IPSec tunnel establishment.

User FQDN
(mail box)

D-Link
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ESP Algorithm

ESP Algorithm may be grouped by the items of
the Encryption and Authentication Algorithms
or execute separately.

We can select below items, the Encryption and
Authentication Algorithm combination or the
below item Authentication Algorithm singly.

Here Encryption Algorithms include
DES(64 hits), 3DES(192 bits) and
AES(128/192/256 bits)
Authentication Algorithmsinclude
MD5(128 hits) and SHA1(160 bits)

Encrypt and
Authenticate
(DES, MD5) /

Encrypt and
Authenticate
(DES, SHAL) /

Encrypt and
Authenticate
(3DES, MD5) /

Encrypt and
Authenticate
(3DES, SHAL) /

Encrypt and
Authenticate
(AES, MD5) /

Encrypt and
Authenticate
(AES, SHAL) /
Encrypt only
(DES) /

Encrypt only
(3DES) /

Encrypt only
(AES)/
Authenticate only
(MD5) /
Authenticate only
(SHA1)

Encrypt and
Authenticate

(DES, MD5)

AH Algorithm

Select Authentication Algorithm

Authenticate
(MD5) /

Authenticate
(SHA1)

Disabled

Pre-Shared Key

The key which is pre-shared with remote side.

text string

1234567890

Table 11-4 Related field explanation of adding an IPSec policy rule
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Step 4. Detail settings of IPSec IKE

In this page, we will set the detailed value of IKE
parameter. Fill in the related field as Table 11-5
indicated to finish these settings.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced
Pa

Through

IPSec VPN Hub | VPN Spoke PPTP L2TP

IPSec->IKE->Edit Rule-~Advanced

Transport Layer Protocal |ANY =

Enable Replay Datection (MO -

Phase 1

hegotiation hMode Main
Pre-Shared Ky 1234567690
Encryption Algarithm !Encrypt and Authenticate (DES, MDE) Ll

SA Life Time 26500 * sec " min " hour
ey Group DH2 =
Phase 2
Encapsulation ITuﬂneI
Artive Protocaol ESP

Encryption-Algornithm |Encrypt and Authenticate (DES, MD5] =]

SA Life Time IZBEDD tigae O omin  hour

Perfect Farward Secrecy(PFS) [DHT -

Back I Apply |

FIELD DESCRIPTION Range / Format EXAMPLE
Utilize this field to select some packets which are
. Transport Layer specified protocol (ANY, TCP, UDP). If the
Condition Protocol packets are not the specified protocol will not be ANY /TCP/UDP TCeP
allowed to pass through 1PSec tunnels.
. Enable Replay . « P o
Action Detection Whether is the “Replay Detection” enabled? NO/YES NO
Phasel
Negotiation Mode V|_ew only_, Itis set previously and can not be Can not be edited Main
edited again.
Pre-Shared Key | 18w only, itisset previously and can not be Can not be edited 1234567890
edited again.
Encrypt and Authenticate
(DES, MD5) /
. - o Encrypt and Authenticate Encrypt and
Encryption Choose atype of encryption and authentication (DES, SHA1) / Authenticate
Algorithm algorithm combination. Encrypt and Authenticate
(3DES, MD5) / (DES - MDS)
Encrypt and Authenticate
(3DES, SHA1)
Set the IKE SA lifetime. A value of 0 means IKE
SA LifeTime SA negotiation never times out. See Chapter 10 ;999%? 99999 28800 sec
for details. minvhour
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Key Group Choose a Diffie-Hellman public-key DH1/DH2/ DH5 DH2
cryptography key group
Phase2
. View only, it is set previously and can not be ,
Encapsulation edlited again. Can not be edited Tunnel
Active Protocol V|_ew only_, Itis set previously and can not be Can not be edited ESP
edited again.
Encrypt and Authenticate
(DES, MD5) /
Encrypt and Authenticate
(DES, SHAL) /
Encrypt and Authenticate
(3DES, MD5) /
Encrypt and Authenticate
(3DES, SHAL) /

. . L . Encrypt and
Encryption Choose atype of encryption and authentication Encrypt and Authenticate |\ ‘henticate
Algorithm algorithm combination or singly. (AES, MD3)/ DES « MD5S

Encrypt and Authenticate ( )
(AES, SHAL) /
Encrypt only (DES) /
Encrypt only (3DES) /
Encrypt only (AES) /
Authenticate only (MD5)
/ Authenticate only
(SHA1)
Set the IPSec SA lifetime. A value of 0 means
SA LifeTime IKE SA negotiation never times out. See Chapter 0 99.99999999 28800 sec
; sec/min/hour
10 for details.
Perfect Forward Enabling PFS means that the key istransient. This | None/ DH1/DH2/ DH1
Secrecy(PFS) extra setting will cause more security. DH5

Table 11-5 Setup Advanced feature in the IPSec IKE rule

Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass
IPSec VPN Hub | VPN Spoke PPTP LZTP Through

1.
Ifyou enable the firewall, please check whether these firewall rules would block packets in tunnel.

2.
Packets are blocked by defaultin the "WAN to LAN" direction, please add a rule to forward these tunneled
packets.

3.
* The source address/mask and the destination address/mask of the firewall rules are 192.168.88.0/255.255.255.0
and 192.168.40.0/255.255.255.0 respectively.
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Step 6.

Beforehand, please make sure that the Firewall is
enabled. Select WAN1-to-LANL1 to display the rules
of this direction. The default action of this
direction is Bl ock with Logs. We have to allow
the VPN traffic from the WAN1 side to enter our
LAN1 side. So we click the | nsert button to add
a Firewall rule before the default rule.

Add a Firewall rule

ADVANCED SETTINGS > Firewall > Edit Rules

Status

Edit Rules Show Rules Attack Alert| Summary

Firewall-»Edit Rules

|EdniWANw ] to AN ‘Imlesl

Default action for this packet divection; |Elock x| Log ARply
Packets are top-down’ matched by the rules.

m
[ # [ Name | Schedule | Source [P ‘ Dest. IP | Senvice | Action | Log
Page 11

Step 7. Customize the Firewall rule

Enter the Rul e Nanme as Al | owVPN, Source | P
as WAN1_VPNA (192. 168. 88. 0), and Dest.
IP as LAN1 VPNA (192.168.40.0). Click
Appl y to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules Attack Alert

Sﬁmmam

Firewall->Edit Rules-+Inzert

Insert a new WAN1-to-LAN1 Firewall rule
Status

Rule names: |&llow'FI
Schedule: | Always -

Condition

Source [Pz [WANT VPNA -

Senvice: | ANY -i
|Fnrward _'_l and ldn not Ing_j_! the matched session.
Forward bandwidth class: | def class 7|
Reverse handwidth class: W

Back |

Dest. IP: | LAN _WPNA 'l

Apply |

Step 8. View theresult

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass through
DFL-1500. And accomplish the VPN tunnel
establishment.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules |Show Rules Attack Alert Sﬁmmam

Firewall-=Show Rules
Showe | Wan ~lla [LANT =] rules

Packets are top-tdown matched by the rules.

| fem | Status | Candition
% Name | _Schedule Source |P ‘ Dest. IP | Sewi __Action |

| 1 alewven | Aowavs | waANIvRNA | LANTVRNA | ANY | Fowed | N

Page 111
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At DFL-2:

Here we will install the IPSec properties of DFL-2. Note that the “Local Address” and “Remote address” field are opposite to
the DFL-1, and so are “My IP Address” and “Peer’s |P Address” field.
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Step 1. Enable IPSec

Check the Enabl e | PSec checkbox and click
Apply.

VPN Hub | VPN Spoke

Item [

ADVANCED SETTINGS > VPN Settings > IPSec

pPTP |

Action

Step 2. Add an IKE rule

Click the | KE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

VPN Hub | VPN Spoke

!i.gm \_ IS |

EPTP |

Condition Action

Step 3. Customize the rule

Check the Acti ve checkbox. Enter a name for
this rule like | KErul e. Enter the Local IP
Address  (192. 168. 88. 0/ 255. 255. 255. 0)
and the Renot e IP Addr ess
(192. 168. 40. 0/ 255. 255. 255. 0). Select the
Qutgoing interface of this VPN/Firewall
Router. Enter the public IP of the opposite-side
VPN gateway (61.2.1.1) in the Peer’s IP
Addr ess. Click the ESP Al gorit hmand select
Encrypt and Authenticate (DES, MDX5).
Enter the Pre-Shared Key as 1234567890.
Click the Appl y button to store the settings. Note,
in the Action region, you should choose either
ESP Algorithm or AH Algorithm, or system will
show error message.

Self local IP
Address

The opposite
side IP Address

Encrypt and Authenticate (DES, MDS) ~ ||
| suthenticate (MOE) |

1234567850
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Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

VPN Hub

Step 5. Add a Firewall rule

Same as at DFL-1. We need to add an extra
firewall rule to allow IPSec packets to come from
internet. So here we select WAN1-t o- LANL
direction, and click | nsert button.

ADVANCED SETTINGS > Firewall > Edit Rules

Show Rules Attack Alert| Summary

Step 6. Customize the Firewall rule
Enter the Rul e Nane as Al | owVPN, Source | P
as WAN1_VPNB (192. 168. 40. 0), and Dest.
IP as LAN1_VPNB (192.168.88.0). Click
Appl y to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert
| Statss

Show Rules | Attack Alert Summary

{Status

Step 7.  View theresult

Now we have inserted a new rule before the
default firewall rule. Any packets from
192. 168. 40. 0/ 24 to 192. 168. 88. 0/ 24 will
be allowed to pass through the DFL-1500 and
successfully access the 192.168.88.0/24
through the VPN tunnel.
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Q DES/MD5 IPSec tunnel: the Manual-Key way

In the previous section, we have introduced IKE method. Here we will introduce another method using Manual-Key way

instead of IKE toinstall DFL-1.
At DFL-1:

At the first, we will use the Manual-Key way to install the |PSec properties of DFL-1.

Step 1. Enable IPSec

Check the Enabl e | PSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

IPSec WPN Hub | ¥PN Spoke PPTP LiTP

Through
¥ Enable IPSec ﬂl |
[KE] [Manual Key]
Edit/Modify IPSec Security Associations
[ tom | Swws | Condiion ] Adion |
| |# | Active | Name | locallAN | RemotelAN | Mechanism | MylP | PeersiP |
Frey. Bag I [eyt:Fa |
Add | Edif [ pelee |

Step 2. Add a Manual Key rule

Click the Manual Key hyperlink and click Add to
add a new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key

Pass
IPSec VPN Hub | VPN Spoke PPTP L2TP Through
¥ Enable IPSec __Apply
[IKE} [Manual Key]
Edit/Modify IPSec Security Associations
[ fem | Swws | Comdiion ] Acion |

. | # | Active | Name | Local LAN | Remote LAN | Mechanism = MylIP | Peer's IP |

ey, Page I ey Page | :
( Al ) Eir | oee |
———
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Step 3. Customize the rule

Same as those in IKE. But there is no pre-shared
key in the manual-key mode. Enter the Key for
encryption, such as 1122334455667788. Enter
the Key for authentication, such as
11112222333344445555666677778888.

Additionally, the Qut goi ng SPI and | nconi ng
SPI have to be manually specified. Enter 2222
and 1111 respectively to the Qut goi ng SPI and
the I ncom ng SPI . Click Appl y to store the rule.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

T Pa
IPSec VPN Hub | VPN Spoke PPTP LZTP Throudh

|PSec-»Marul Key->Edit Rule

¥ Active

Manual Key Rule Name [Manual<eyrule

Local Address Type ISubnet Address 'I

IP Address 'W
Prafilen / Subnet Mask [255 256 2650
Remote Addréss Type | Subnet Address =]
1P Addrass A
Prefixken f Subnet Mask 55_5—2—55_25—5_0_

Qutgaing [nterfzce | WWARNT =
Faar's [P Address _1210.2 11

COutgoing SF.lIheX w2222
Incoming 5_F||hex =111

Encapsulation Mﬁﬂ'é-_i Tunnel v!

 EBP- Encryption |D=5 ~| (des/ades B4NG2 kit aes 1281920258 bits)
wey | hex x| [1122334458867 785
- Authentication [MDS > | (mus/shal, 128/150 bits)
Ky | hex | [1111222233334444555566667 77 70060

CUAH - Althentication | 105

ey | e =] |

- | {mds/shat; 128/160 bits)

Advanced

Back | Apply |

FIELD DESCRIPTION Range / Format EXAMPLE
Active Thisfield will activate this I|PSec policy rule Enable/ Disable Enabled
Status
'\N/l:r?ql;a] Key Rule The name of this IPSec policy text string ManuaKeyrule
Determine the method to connect to the remote
Subnet Address/
_Lroczl Address side of VPN by using the local subnet or thelocal | _ Subnet Address
yp single host. Single Address
IP Address Thelocal IP address IPv4 format 192.168.40.0
PrefixLen /
- Subnet Mask Thelocal 1P Netmask IPv4 format 255.255.255.0
Condition . rod Mo Tocal Sd
Determine the method to connect to the local side
Subnet Address/
_Flferr;ote Address of VPN by using the remote subnet or the remote | _ " ress Subnet Address
yp single host. Single Address
IP Address The remote | P address |Pv4 format 192.168.88.0
PrefixLen /
Subnet Mask The remote | P Netmask |Pv4 format 255.255.255.0
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Outgoing The WA_N interface you are going to build IPSec WAN interfaces WAN1
Interface tunnel with.
R The IP address of remote site device, like
Peer’s IP Address DEL-1500 VPN/Eirewal| Router. IPv4 format 210.2.1.1
The Outgoing SPI (Security Parameter Index)
Outgoing SPI value. Eiﬁgggo fgggggg)é) hex: 2222
: The Incoming SPl (Security Parameter Index) | hex(600 ~ 600000) / i
Incoming SPI value. dec(1500 ~ 6300000) hex: 1111
Encapsulation Choose Tunnel or Transport mode, see Chapter
Mode 10 for details. Transport / Tunnel Tunnel
Encryption:
DES(64bits) /
Action ) 3DES(192bits) /
Select the Encryption (DES, 3DES, AES or Null) | AES(128, 192, 256bits) /
and Authentication (MD5, SHA1 or NULL) | NULL ESP—
ESP - Algorithm combination. And enter the key either Authentication: Encryption
Encryption / hex or string form separately. MD5(128bits) / (DES)/
Authentication SHA].(].BObltS) / Authentication
Notice: You can not select both Encryption and NULL (MD5)
Authentication “NULL” type.
Input format:
hex{ 0-9,a-f,A-F}/
str{ text string}
MD5(128bits) /
AH Use the Authenticati ethod only. And ent SHAL(1600s)
- se the Authentication method only. And enter . .
Authentication the key either hex or string form. Input format: Disabled
hex{ 0-9,a-f,A-F}/
str{ text string}
Table 11-6 Add a IPSec Manua Key rule
Step 4. Detail settings of IPSec Manual | ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add
Key > Advanced

For the detailed setting in the Manual Key. We
can press the Advanced button in the previous
page. Then set the parameter separately.

IPSec VPN Hub | WPN Spoke PPTP

Pass

L2k Through

IPSac->Manual Key->Edit Rule-=Advanced

Transport Layer Protocal IANY 'l

Enable Replay Detection |NO -I

Back | appy |
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FIELD DESCRIPTION Range / Format EXAMPLE
Utilize this field to select some packets which are
- Transport Layer specified protocol (ANY, TCP, UDP). If the
Condition Protocol packets are not the specified protocol will not be ANY /TCP/UDP ANY
allowed to pass through 1PSec tunnels.
. Enable Replay . “« F s 2
Action Detection Whether is the “Replay Detection” enabled ¢ NO/YES NO
Table 11-7 Setup Advanced feature in the IPSec Manual Key rule
Step 5. Remind to add a Firewall rule ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

Pass
IPSec VPN Hub | VPN Spoke PPTP LZTP Through

1.
Ifyou enable the firewall, please check whether these firewall rules would block packets in tunnel.

2.
Packets are blocked by defaultin the "WAN to LAN" direction, please add a rule to forward these tunneled
packets.

3

' .Thl_? source address/mask and the destination address/mask of the firewall rules are 192.168.86.0/255.255.255.0
and 192.168.40.0/255.255,255.0 respectively.

o]

Step 6. Add a Firewall rule

Same as that in IKE method. Please make sure
that the Firewall is enabled. Select WAN1-to-LAN1
to display the rules of this direction. The default
action of this direction is Bl ock with Logs. We
have to allow the VPN traffic from the WANL1 side
to enter our LAN1 side. So we click the | nsert
button to add a Firewall rule before the default
rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status

Edit Rules Show Rules: Attack Alert| Summary

Fitewall-=Edit Rules

| Edit[WAN] =] ta|LANT =] r‘-"“l

Default action far this packet direction; {Block ~| @ Log Apply
Packets are top-down matched by the rules.

| fem | St ] Condion | Action |
[ # | Mame | Schedule | SouwrcelP | DestIP | Sewice | Action | Log
Page 11
i | ot P I Moz Bage 15
Insert | Edi i gl | Iove Before: |_I .I

Step 7. Customize the Firewall rule
Enter the Rul e Nanme as Al | owVPN, Source | P
as WAN1_VPNA (192. 168. 88. 0), and Dest .
I P as LAN1_VPNA (192.168.40.0). Click
Appl y to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules Attack Alert Summary

Firewall->Edit Rules-+Inzert

Insert a new WAN1-to-LAN1 Firewall rule

Status

Rule names: |&llow'FI
Schedule: | Always =

Condition
Source [Pz [WANT VPNA -

Semvice: | ANY 'i

[Farward =] iand {do not log ~] the matched session.
Forward bandwidth class: | def class vl
Reverse bandwidth class: | def class 'I

Back | Bpply |

Dest. IP: | LAN _WPNA x
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Step 8.  View theresult

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass through
DFL-1500. And accomplish the VPN tunnel
establishment.

ADVANCED SETTINGS > Firewall > Edit Rules

At DFL-2:

Second, we will use the Manual-Key way to install the |PSec properties of DFL-1.

Step 1. Enable IPSec

Check the Enabl e | PSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

YPHN Hub

VPN Spoke

Action

ltem Status

Step 2. Add a Manual Key rule

Click the Manual Key hyperlink and click Add to
add a new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key

YPHN Hub

VPN Spoke

ltem

Action
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Step 3. Customize the rule

Similar to those in DFL-1, except that you should
interchange the Local | P Addr ess with Renot e
| P Address in the Condition part and the
CQut goi ng SPI with the | ncom ng SPI in the
Acti on part. Besides, set the Peer’s IP
Addr ess with the WAN1 IP address of DFL-1.

s > IPSec > Manual Key > Add

ADVANCED SETTINGS > VPN Setting

PPTP

VPN Hub | VPN Spoke

Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

VPH Hub
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Step 5. Add a Firewall rule

Same as that in IKE method. Please make sure
that the Firewall is enabled. Select WAN1-to-LAN1
to display the rules of this direction. The default
action of this direction is Bl ock with Logs. We
have to allow the VPN traffic from the WAN1 side
to enter our LAN1 side. So we click the | nsert
button to add a Firewall rule before the default
rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Edit Rules Show Rules Attack Alert

Status Summary

Fitewall-=Edit Rules

| EdifiWANW ¥ | to | LANT '1 n_uesl

Default action far this packet direction; {Block 7| @ Log Apply
Packets are top-down matched by the rules.

L fem | Satws ] Conditon | Action |
[# | Mame | Schedule | SourcelP | DestIP | Serice | Action | Log
Page 11

Step 6. Customize the Firewall rule

Enter the Rul e Name as Al | owVPN, Source | P
as WAN1_VPNB (192. 168. 40. 0), and Dest.
IP as LAN1 VPNB (192.168.88.0). Click
Appl y to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules Attack Alert Summary

Firewall->Edit Rules->Edit

Edit WAN1-to-LAN1 Firewall rule number 1
Status

Rule name: |&llow'yFR

Schedule: m
Source IP: [WANI_VPNE =] Dest. IP: | LANT_VPNE -
Service: m

[Forward =] and [do nat log =] the matched sessian.
Forward handwidth class: i def_class hd
Reverse handwidth class: |def_c|ass 'i

Back I fpply |

Step 7.  View the result

Now we have inserted a new rule before the
default firewall rule. Any packets from
192. 168. 40. 0/ 24 to 192. 168. 88. 0/ 24 will
be allowed to pass through the DFL-1500 and
successfully access the 192.168.88.0/24
through the VPN tunnel.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules 'Show Rules Attack Alert Summary
Firewall->Show Rules
Show | WANT =] o LANT ] rules
Packets are top-down matched by the rules.
[ fem | Staws | Condiion | Action |
|#-| Name Schedule | Source IP | Dest, IP | Service | Action Log
[ = 1] Alowven ALWAYS | WANIVPNE | LANIVANB | ANY | Forwerd [
Page 1/1
Feev, Fa I JEnt Baze | MovE Bage m
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This chapter introduces Dynamic IPSec VPN and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a dynamic VPN link between LAN_1 and LAN_2 in
this chapter. The following Figure 12-1 is the real structure in our implemented process.

12.1 Demands

1. When abranch office subnet LAN_1 wants to connect with another branch office subnet LAN_2 through the public
Internet instead of the expensive private leased lines, VPN can provide encryption and authentication to secure the tunnel
that connects these two LANS. If the remote VPN peer has a dynamically assigned | P address (DHCP or PPPOE) like
Organization_2, we have to use the Dynamic | PSec for the tunnel connection.

Organization_1 Organization_2
(Private LANSs) (Private LANSs)

WANZ_IP
(DHCPIPPPoE)

LANZ_IP
192.168.88 254

LANT_IP
192.168 40.254

I1SP1

Internet

K PC2_2
192.168.88.1 192.168.88.2

DHCP Client

LAN_1
92.168.40.1~25

192.168.40.1

Figure 12-1 Organization_1 LAN_1 is making dynamic VPN tunnel with Organization_ 2 LAN_2

12.2 Objectives
1. Lettheusersin LAN_1and LAN_2 share the resources through a secure channel established using the dynamic IPSec

VPN.

12.3 Methods
1. Separately configure DFL-1 and DFL-2 which are the edge gateways of LAN_1 and LAN_2 respectively.
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12.4 Steps

In the following we will separately explain how to set up a secure DES/MDS5 tunnel with the dynamic remote gateway |P

address type.
At DFL-1:

At thefirst, we will install the IPSec properties of DFL-1. For the related explanation, please refer to Chapter 10 and Chapter

11

Step 1. Enable IPSec

Check the Enabl e | PSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

5 Pass
IPSec VPH Hub  VPH Spoke PPTP L2TP Thmu_ h
||7Enahla iPSes  Apnly ||
[IKE] [Manual Key]
Edit'Modify IPSec Security Associations
{em | Staus | Comdion | Acion |
[ & | active | Name | LocallAN | RemotelAN | Mechanism | MylP | PeersiP ‘

Step 2. Add an IKE rule

Click the | KE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

= Pass
IPSec VPH Hub  VPH Spoke PPTP L2TP Thmu_h
¥ Enable IPSec __ Apply
[IKE] [Manual Key]

Edit'Modify IPSec Security Associations

ftem | Saus ] Comdion | Acon |

[ & | active | Name | LocallAN | RemotelAN | Mechanism | MylP | PeersiP ‘

k= =] I | Al |

T [ |
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Step 3. Customize the rule

Check the Acti ve checkbox. Enter a name for
this rule like | KErul e. Enter the Local IP
Address  (192. 168. 40. 0/ 255. 255. 255. 0)
and the Renot e 1P Addr ess
(192. 168. 88. 0/ 255. 255. 255. 0). Select the
Qutgoing Interface of this VPN/Firewall
Router. Select Dynamic | P in the Peers IP
Address. Be sure to select Aggr essi ve mode
for the dynamic remote gateway address type.
Click the ESP Al gori t hmand select Encr ypt
and Authenticate (DES, MD5). Enter the
Pre- Shared Key as 1234567890. Click the
Appl y button to store the settings. Note, In the
Action region. It should choose either ESP
Al gorithmor AH Al gorithm or system will
show error message. If you hope to set the
detailed item of IKE parameter. Click the
Advanced button in this page. Otherwise it is ok to
just leave the value default.

Note that Peers | dentifier must NOT be IP
Address type in the Dynamic IP type. So, you
have to select FQDN (domai n nane) or user
FQDN (rmai | box) asthe Peer s I dentifier.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

VPN Hub | VPN Spoke | PPTP

Self local IP
Address

The opposite
side IP Address

Step 4.  Detail settings of IPSec IKE

In this page, we will set the detailed value of IKE
parameter. For the related field, please refer to
Table 11-5 indicated.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced

¥PH Hub

VPN Spoke
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Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

PPTP Da

IPSec VPN Hub | VPN Spoke L2TP Through

1.
If you enahle the firewall, please check whether these firewall rules would block packets in tunnel.

2,
Packets are hlocked by default in the *WAN to LAN" direction, please add a rule to forward these tunneled
packets.

3
The source address/mask and the destination address/mask of the firewall rules are 192.168.86.0/255.255.255.0
and 192.168.40.0/255.255.255.0 respectively. '

o]

Step 6. Add a Firewall rule

Beforehand, please make sure that the Firewall is
enabled. Select WAN1-to-LANL1 to display the rules
of this direction. The default action of this
direction is Bl ock with Logs. We have to allow
the VPN traffic from the WAN1 side to enter our
LAN1 side. So we click the | nsert button to add
a Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules Show Rules: Attack Alert| Summary

Fitewall-=Edit Rules

| eaitlwart =] tofLan ~] rutes |

Default action for this packet direction; {Block ~| @ Log Apply
Packets are top-down matched by the rules.

[# | Mame | Schedule | SourcelP | DestIP | Serice | Action | Log
Page 11

Step 7.  Customize the Firewall rule

Enter the Rul e Nanme as Al | owVPN, Source | P
as WAN1_VPNA (192. 168. 88. 0), and Dest.
IP as LAN1 VPNA (192.168.40.0). Click
Appl y to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules Attack Alert

Summary

Firewall->Edit Rules-=Ingert

Insert a new WAN1-to-LAN1 Firewall rule
Status

Rule names: |&llow'FI
Schedule: | Always =

Condition
Source [Pz [WANT VPNA -

Semvice: | ANY 'i

|FDVWETd _'J ani !dﬂ nat Ing_;} the matched session.
Forward bandwidth class: | def class vl
Reverse bandwidth class: | def_class 'I

Back ]

Dest. IP: | LANT _VPNA x

Aoy |

Step 8. View the result

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass through
DFL-1500. And accomplish the VPN tunnel
establishment.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules |Show Rules Attack Alert Summary

Firewall-=Show Rules
ShuwiWAm ‘l tuiLAM 'I rules

Packets are top-down matched by the rules.

L tem | Staws ] cComdion ] Action |
!#\ Name Schedule Source |P Dest. IP | Service | Action Log |

|! (1] AlowveN ALNAYS WVART_VPNA LANT_VPNA ANY \ Forward i l

Page 1/1
et It Paze 1 m




Part IV
Virtua Private Network

At DFL-2:

Here we will install the IPSec properties of DFL-2. Note that the “Local Address” and “Remote address” field are opposite to
the DFL-1, and so are “My IP Address” and “Peer’s |P Address” field.

Step 1. Enable IPSec
Check the Enabl e | PSec checkbox and click
Appl y.

ADVANCED SETTINGS > VPN Settings > IPSec

VPN Hub |VPH Spoke | PPTP |

Step 2. Add an IKE rule

Click the | KE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

VPN Hub |VP'i'~| Spoke | PPTP |
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Step 3. Customize the rule

Check the Acti ve checkbox. Enter a name for
this rule like | KErul e. Enter the Local IP
Address  (192. 168. 88. 0/ 255. 255. 255. 0)
and the Renot e 1P Addr ess
(192. 168. 40. 0/ 255. 255. 255. 0). Be sure to
select Aggressi ve mode to match the DFL-1
settings. Select the Qut going interface of
this VPN/Firewall Router. Enter the public IP of
the opposite-side VPN gateway (61.2.1.1) in
the Peer’s |P Address. Click the ESP
Algorithm and select Encrypt and
Aut henticate (DES, M»5). Enter the
Pr e- Shar ed Key as 1234567890. Select User
FQDN (i | box) and enter dl i nk. comin My
Identifier field. Click the Appl y button to store the
settings. Note, in the Action region, you should
choose either ESP Algorithm or AH Algorithm, or
system will show error message.

Note that one of the Peer’s IP Addresses is
Static | P, and the other must be the Dynani ¢
| P while using Dynamic IPSec VPN type to
establish the VPN tunnel.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass

Self local IP
Address

The opposite
side IP Address

: VPN Hub |VPN Spoke | PPTP e | git=

Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

VPN Hub | VPH Spoke | PPTP LZTP

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add
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Step 5. Add a Firewall rule

Same as at DFL-1. We need to add an extra
firewall rule to allow IPSec packets to come from
internet. So here we select WAN1-t o- LANL
direction, and click | nsert button.

ADVANCED SETTINGS > Firewall > Edit Rules

Show Rules Attack Alert| Summary

Step 6. Customize the Firewall rule
Enter the Rul e Nane as Al | owwWPN, Sour ce | P
as WAN1_VPNB (192. 168. 40. 0), and Dest .
| P as LAN1_VPNB (192.168.88.0). Click
Appl y to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Show Rules | Attack Alert Summary

Step 7.  View the result

Now we have inserted a new rule before the
default firewall rule. Any packets from
192. 168. 40. 0/ 24 to 192. 168. 88. 0/ 24 will
be allowed to pass through the DFL-1500 and
successfully access the 192.168.88.0/24
through the VPN tunnel.

D-Link
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Chapter 13
Virtual Private Network — DS-601 VPN client

This chapter introduces IPSec VPN using DS-601 VPN client and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a VPN link between LAN_1 and a remote client in
this chapter. The following Figure 13-1 is the real structure in our implemented process.

13.1 Demands

1. When someoneison abusinesstrip and need to connect back to the company by using VPN function. If he usesthe
DS-601 VPN client to make IPSec VPN tunnel with Organization 1 LAN_1, please refer to the following diagram to
configure the settings.

Organization_1
(Private LANSs)

LANT_IP
192.168 40.254

WAN1_IP
220.136.231.114

I1SP1

Internet

61.64.148.197

DHCP Client

LAN_1
92.168.40.1~25

192.168.40.1

Figure 13-1 The client DS-601 is making |PSec VPN tunnel with Organization 1 LAN_1

13.2 Objectives
1. Lettheusersin LAN_1 and the client DS-601 share the resources through a secure channel established using the IPSec.

13.3 Methods
1. Separately configure DFL-1 and DS-601 VPN client to make |PSec VPN tunndl..

13.4 Steps
In the following, we will introduce you how to setup the IPSec between Organization_1 LAN_1 and DS-601 VPN client.
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At DFL-1:

At thefirst, we will install the IPSec properties of DFL-1.

Step 1. Enable IPSec

Check the Enabl e | PSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

Pass
IPSec VPH Hub  VPH Spoke PPTP L2TP Through
|l75name iPSes Apnly ]|

[IKE] [Manual Key]
Edit'Modify IPSec Security Associations

L fem | Swws | Condiion ] Action |
[ 7% | Active | Name | LlecallAN | RemotelAN | Mechanism | MyIP | Peersip ‘

Step 2. Add an IKE rule

Click the | KE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

Pass
IPSec | VPN Hub VPN Spoke PPTP L2TP Haeouth
¥ Enable IPSec __ APply
[IKE] [Manual Key]
Edit'Modify IPSec Security Associations
{em | Staus | Comdion | Acion |
[ & | Active | Name | LlecallAN | RemotelAN | Mechanism | MylP | PeersiP ‘

Step 3. Customize the rule
Check the Acti ve checkbox. Enter a name for

this rule like ds601. Enter the Local IP
Addr ess (192. 168. 40. 0/ 255. 255. 255. 0)
and the Renot e 1P Addr ess

(61. 64. 148. 197/ 255. 255. 255. 255). Select
the Qut goi ng I nterface of this VPN/Firewall
Router. Enter the public IP of the opposite-side
VPN gateway (61. 64. 148. 197) in the Peer’s
| P Address. Click the ESP Al gorithm and
select Encrypt and Authenticate (DES,
MD5). Enter the Pre-Shared Key as
1234567890. Click the Appl y button to store the
settings. Note, In the Action region. It should
choose either ESP Algorithm or AH
Al gori t hm or system will show error message.
If you hope to set the detailed item of IKE
parameter. Click the Advanced button in this
page. Otherwise it is ok to just leave the value
default.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass
IFSec VPN Hub | ¥PH Spoke PPTP L2TP Through

IPSec-#IKE->Edit Rule

IV Active

IKE Ruls Narme [ds501

Local Address Type | Subnet Address
IP Address [192.168.40.0
Prefinlen / Subnet Mask {255 265 265 0
i Remote Address Type ]Single Address j
The opposite

. IP Addrese 61.64.148.157
side IP Address e

Prafixl an / Subnet Mask |255 255 765 255

Negotiation Mode | Main il
Encapsulation hMade | Tunnel 'l
Outgolrg Interface [WAN1T 'I

|Paa-r‘§:|P Address [Static P =|[51.64.148.197 |

Self local 1P
Address

My Ideriifier | IP Address
Pear's |dentifier| IP Address

i~ EGF Algorithm lEncrypt and Authenticate (DES, MDS&) _:]

A Algorithim] ~uthenticate (MDS

Pre-Shared Key |1234557650
Advanced I

Back l Apnly I

D-Link
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Step 4. Detailed settings of IPSec IKE

In this page, we will set the detailed value of IKE
parameter.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced

VPN Hub

VPN Spoke

Action

Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

Step 6. Add a Firewall rule

Beforehand, please make sure that the Firewall is
enabled. Select WAN1-to-LANL1 to display the rules
of this direction. The default action of this
direction is Bl ock with Logs. We have to allow
the VPN traffic from the WANL1 side to enter our
LANL1 side. So we click the | nsert button to add
a Firewall rule before the default rule.

ADVANCED S

ETTINGS > Firewall > Edit Rules

+ Show Rules Attack Alert| Summary
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Step 7. Customize the Firewall rule
Enter the Rul e Nane as Al | owDS- 601, Sour ce
I P as WAN1_ds601 (61.64.148.197), and
Dest. | P as LAN1_VPNA (192.168. 40.0).
Click Appl y to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert
m Show Rules | Attack Alert| Summary

f Status

fAction

Step 8.  View the result

Here we have a new rule before the default
firewall rule. This rule will allow packets from
WAN1_ds601 (61.64.148.197 / 255.255.255.255)
pass through DFL-1500. And accomplish the
VPN tunnel establishment.

At DS-601 VPN client:

Here we will introduce you how to setup DS-601 VPN client properties. Before that, please install the DS-601 VPN client

into the remote client first.

D-Link
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Step 1. Enter a Connection Name

Enter DFL-1500 in the Name of the
connect i on field and click Next to proceed.

Configuration > Profile Settings > New Entry

Connection Hame
Enter the name of the connection

D-Link

The conmection may be given & descriptive name; enter a name in the fallawing field,

W

Marme of the connection
|DFL-1500

Cancel |

¢ Hack | et I

Step 2.  Select Link Type

Select LAN (over |P) in the Communication
media field and the click Next to proceed.

Configuration > Profile Settings > New Entry

D o dsststart

Link type [Dial up configuration]
Select the media type of the connection.

D-Link

Dietermine how the connection to the corporate network sholld be established. | the intemst is
to be used wia modem; set the communication media to 'modem’ and then select the
appropriate. moden,

@ Cammunication media :

L) r-.] [over [P

Cancel

<. Back | Mest > l
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Step 3.  Setup VPN gateway

Enter the VPN gateway IP (220. 136. 231. 114)
which is also the DFL-1’'s WANL1 IP. Click Next to
proceed.

Configuration > Profile Settings > New Entry

Desttnation & ¥ _£|
YPN gateway parameters & W
Towhich %¥PM gateiway should the connection be establizhed? - ln

Enter the DNS name (i, vpnserver.domain.com] or'the official (P address fie, 212.10.17.23) of
the VPN gateway you want to connect to: ' ' : '

Gateway
= [220138231.114

™ Use estended authentication [Z}%’.ﬂ_\'LITH]_

@ Lzemame.
i+ I

Password Fassward (Confirm|

| |
< Back | Meut's I Cancel |

Step 4. Pre-share Key

Enter 1234567890 in the Shared secret field
and retype it in the Confirm secret field.
Select | P Addr ess and enter 61. 64. 148. 197
as the Type and | Din the Local identity area.

Configuration > Profile Settings > New Entry

Digstinusting Seistinl |
Pre-shared key [ 4 Ly
Common secret for data encryption - ln

& shared secret o pre-shated kew iz uzed bo encypt the connection this then nesds to be
indentically on bothr sides VPN client und WPN gateway],
Enter the appropriate value far the IKE 1D according to the selected |D type.-

% Pre-shared key
[l ‘Shared secret Canfirm seciet

Ixxxxxxxxxx [r——

@ Lacal ideriiy
L Type: ||F'.f-‘-.l:|dless :I

0 |E1.64.148.157

<.-Eac:k | Firizh I Cancel I

D-Link
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Step 5. General information

After finishing the previous setting, we can view
the general information here.

Configuration > Profile Settings > Configure > General
DFL-1 500

~Gereral
IPSec General Settings = Brofile hame
| dentifies Ve S -
IP Address dzsignment 3 IDFL'1 500
Remate Networks '
Firewall Settings Communication media ;
[ LA faver IF) |
Help | oK Canicel |

Step 6. IPSec General Settings

Check if the Gateway IP is correct, and then click
the Policy editor to edit IKE and IPSec policy.

Configuration > Profile Settings > Configure > IPSec General
Settings

Frofile Beftings  DFL-1500

~IPSec General Setting

General

IPSec Gereral Settings i ; -

Identiies Gateway:  [220.136.231.114
IP Address Assignment Palicies

Femate Metworks

Firewall Settings IKE |:u:||i.|:_|,|: Iautl:lmalic mode

Advanced options

i//\:( Exch. mode I.ﬁ.ggressive Mode

=]

IPSec policy : Iautu:umatic mode
Palicy lifetimes...|  Policy editar ... |

=

PFS group'; {Mone |
[T UselP compressian [L25] )

[ Disable DPD [Dead Peer Detection)

Help | oK I Cancel |
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Step 7. Policy editor Configuration > Profile Settings > Configure > IPSec Geneneral
Click | KE Pol i cy to edit the IKE policy. Settings > Policy editor
[P Confiouratinn x|

YT DI-deup+ [3DES-SHA-DHZ]

Eonfigure

- ¥T DFL-80 [3DES-5HADH2) Hew Entiy |
HT DFL-300 [3DES-SHA-DH2]
- ¥T DFL-1500 [3DES-5HADHZ] Dupliate |
HT DFL-300 [3DES-SHA-DH2]
- ¥7 DFL-500 [3DES-SHA-DH2] Delete |
-7 DFL-900[E0ES-MDE-DH2]
BT IPSec Policy
Cose |
Step 8.  Setup IKE Policy Configuration > Profile Settings > Configure > IPSec Geneneral
Enter DFL- 1500[ DES- MD5] as the IKE Pol i cy | Settings > Policy editor > IKE Policy
nanme. Select DES/MD5/DH Group 2 [1024 | [ x|
Bit] in the Encryption/Hash/DH Group field. -
Click OK to finish the settings. ~ |KE Propozals
Policy name ;. [DFL-1500 [DES, MD5]
Auithentication | Encryption | Hazh | DH Group |
Preshared Ky DES MDE  DH-Group 2 (1024 Bit)
Authentication ; IP[E;;hai:E'j Ky d rdd
Eﬁ':-.”"pti':'n: IDES j Flemoye
Hash |MDS Rd
DH Group |oHGoup 2102481 )
Help | Q. LCancel
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Step 9.  Setup IPSec Policy

Enter DFL-1500[ DES- MD5] as the IPSec
Policy nane. Select DES and MD5 in the
Transform and Aut henti cati on field. Click
K to finish the settings.

Configuration > Profile Settings > Configure > IPSec Geneneral
Settings > Policy editor > IPSec Policy

[Frec Policy

~ IPSec Proposals
Palick name ! IDFL-'I 500 [DES-MDA]
Protocal | Transtorm | More |
ESF DES MDE
Protacal [ESF =zl Add
Transtarm | DES ll =P
Suthentication : I D5 ll
Help K Carcel

Step 10. IPSec advanced options

In the Advanced options area, please select Mai n
Mode in the Exch. node and DH Group 1 [ 768
Bi t] inthe PFS group.

Configuration > Profile Settings > Configure > IPSec Geneneral
Settings > Advanced Options

DFL-1500

Profile Sethings

General

Sec General Settings
|dertities
IF Address Assianment
Remote Metworks
Firewall Settingz

—IPSec General Setting:

Pilicies

&

x|
@ Gatewsy:  [2201136.231.114
IKE polics:  [DFL-1500 [DES, MDS] =]
IPSec policy: |DFL-1500 [DESMDS] =]

Policy lietimes .| Poliey editor . |

Advanced options

ﬁ Ezch. mode ; IMain tode L‘
EFS group: | DH-Group 1 (768 Bit) =l
[ UszelP compression [LZ5]
I Disable DPD [Dead Peer Detection)
Help | oK I Cancel |
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Step 11. View Identities

Configuration > Profile Settings > Configure > Identities

Check if the Local Identity and the | [uiiia e mae b I X
Pr e-shar ed key are correct or not. If yes, click = : —|dentitie
Tall 1 enera 4
OKto finish the settings. IPSec General Settinis Lacal identity
P Address Assignment ' |IP Address j
Remate Metwarks E1F4.148.19
Firewall Settings | BAT48157
Pre-zhared key
éﬁéred S_E:E_fl.e_tf |xxxxxxxxxx
. Contirm secret: |
I Hse extended authentication [X&UTH]
@ Uzemane | |
: Password:: |
H_elp | 5] I Cance| |
Step 12. IP Address Assighment Configuration > Profile Settings > Configure > IP Address
Select Use | ocal | P addr ess and then click 0K | Assignment
to finish this settings. Profily Sethnes  DEL-LROD x|

General

IPSec General Settings
|dentities

|F-&ddre

Rernote M etrks
Fireweall Settings

—|P&ddress Aszignment

& J__!SEJ_KE Config Mode
% Uszelocal P address

" Manual IP addiess

P address . |0.0.0.0

Subnet mask :  |{265.255.255.0

[T DHS 4 WING servers

DNS server: [0.0.00
WING server: (000D
Help | gk I Cancel

D-Link
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Step 13. Setup Remote Networks

Configuration > Profile Settings > Configure > Remote Networks

Enter the IP network address 192.168.40.0 | [ESEEETHE G il |
ar_ld subnet_ masks 255_. 255. 255. 0, and then “Hiamote Ketek
click OK to finish the settings. General ;
IFSec General Settings Enter the IF rietworks the hunnel should be wsed for,
Identities withaut entries tunneling will ahways be used.
IP &ddress Szsignmerit
" ":"::: % MHetwork: addieszes ; Subnet masks ;
{192.166.40.0 | 255.255.255.0
{0.0.00 joono
{0.0.00 jo.0.no
{0.0.00 {0.0.00
{0.0.00 {0.0.00
[T Appliftmnelmg secdity far local netwarks
bee || ok | ganeel |
Step 14. Firewall Settings ‘Configuration > Profile Settings > Configure > Firewall Settings
In order to avoid any conflict, we recommend you | [disiel i ) P x|

to disable the Stateful Inspection.

General

|PSec General Settings
|dentities

|P &ddrezz Assignment
Remaote Metwarks

Firewall S ettings

~Firewall Settings

With firewall settings activated packsts from ather
hosts will be discarded,

[N |

Gl cammiirmeatr within e tumne] peimitded

Enable Stateful Inspection ;
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Step 15. Connect the IPSec VPN

Click Connect to establish the IPSec VPN tunnel
with Orgainization_1 LAN_1. If connection is
established, you can view it like right diagram.

Connection > Connect

D D-Link YPH Client

Connection  Configuration  Log  Window  Help
Profile : Outzide Line

[DFL- 1500

Client Cerve

........ E Dnnect._ gismmect | D.I i l

Stahiztics:

Time onlime: 0o 359:21 Timeowt (zec): 0 sec

Crata (Tic) in MByte: 644 Direction: ot

Data (R in KByte: 1.015 Link Type: LA L A

speed (KBytelz) 0,000 Encryption; DES
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Chapter 14
Virtual Private Network — Hub and Spoke VPN

This chapter introduces Hub and Spoke VPN and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a VPN link between Main Office (the hub) and the
branches in this chapter. The following Figure 14-1 is the real structure in our implemented process.

14.1 Demands

1. Supposethat your company has a main office and two branch offices which communicates using a hub and spoke VPN
configuration. The main office is the hub where the VPN tunnels terminate, while Branch_1 and Branch_2 are the spokes.
The Main office hasa VPN tunnel to each branch office. Branch_1 and Branch_2 hasits own VPN tunnel to the hub.

Branch_1 Branch_2
(Private LANs) (Private LANs)
WANZ_IP LANZ_IP
192.168.88.254

210.2.1.2

LANT_IP WAN1_IP
210.2.11

192.168.40.254

PC3_2
192.168.88.1 192.168.88.2

192.168.40.1 192.168.40.2

(192.168.40.1~253)

192.168.1.1 DHCP Client

(192.168.1.1~253)
Main Office
(Private LANs)

Figure 14-2 The Topology of the VPN Hub (Main Office) and VPN Spoke (Branch offices)

14.2 Objectives

1. Using the VPN hub we can create a hub and spoke VPN configuration to direct traffic through a central DFL-1500 from
one VPN tunnel to another VPN tunnel. Each VPN tunnel provides connectivity to a different remote VPN gateway. All of
the VPN Hub member tunnels can establish VPN connections with any of the other member VPN tunnels.

14.3 Methods

Configuring the IKE tunnels.

Configuring the WAN1-to-LAN1 Firewall Rule.
Configuring the VPN Hub for the Main Office.
Configuring the VPN spoke for the Branch Offices.

A wbh P
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14.4 Steps

In the following, we will introduce you how to setup the Hub and Spoke VPN between main office and two branch offices.
Configuring the IPSec IKE tunnels
For the main office (the hub), we have to create the IKE tunnels, and then create VPN hub and add tunnelsto it as members.

For the VPN settings, please refer to Chapter 11 for details. Use the information in the following Table 14-1 to configure IKE
tunnels. After finishing the IPSec VPN setting, please remember to add a WAN-to-LAN firewall rule.

Field Name Main Office Information Branch_1 Information Branch_2 Information
Status
Active Enable Enable Enable Enable
IKE Rule Name IKEVpnA IKEVpnB IKEMainVPN IKEManVPN
Condition
Local Address Type Subnet Address Subnet Address Subnet Address Subnet Address
IP Address 192.168.1.0 192.168.1.0 192.168.40.0 192.168.88.0
PrefixLen/Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Remote Address Type Subnet Address Subnet Address Subnet Address Subnet Address
IP Address 192.168.40.0 192.168.88.0 192.168.1.0 192.168.1.0
PrefixLen/Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Action
Negotiation Mode Main Main Main Main
Encapsulation Mode Tunnel Tunnel Tunnel Tunnel
Outgoing Interface WAN1 WANL1 WAN1 WANL1
Peer’s |P Address 210.2.1.1 210.2.1.2 61.2.1.1 61.2.1.1
My ldentifier IP Address IP Address IP Address IP Address
Peer’s Identifier IP Address IP Address IP Address IP Address
ESP Algorithm Encrypt and Encrypt and Encrypt and Encrypt and
Authenticate (DES, Authenticate (DES, Authenticate (DES, Authenticate (DES,
MD5) MD5) MD5) MD5)
AH Algorithm Not selected Not selected Not selected Not selected
Pre-Shared Key 1234567890 1234567890 1234567890 1234567890
Table 14-2 The IKE tunnel configuration
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Configuring the VPN Hub for Main Office

Step 1. Add a Firewall rule

Suppose Main Office has already added two VPN
tunnels to communicate with two branch offices.
Now, the Main Office has to add a firewall rule to
allow IPSec packets to come from internet.
Before adding a firewall rule, please make sure to
add the addresses first. And then organize related
addresses to group them together. It will make it
easier to add a firewall rule.

Please make sure that the Firewall is enabled.
Select WANL-to-LANL1 to display the rules of this

direction. The default action of this direction is
Bl ock with Logs. We have to allow the VPN
traffic from the WAN1 side to enter our LAN1
side. So we click the I nsert button to add a
Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules Show Rules  Attack Alert | Summary

Firewall->Edit Rules

Fait| WaN1 =] to[LaN1 ] rules
Difault action far this packet direction: [Block =]/ Log “pely I

Packets are top-down matched by the rules.

mm\
| | Name | Schedule | -Source IP | Dest, IP | Service | Action | Log
Page 11

Step 2. Customize a Firewall rule

Enter the Rul e Nanme as Al | owWPN, Source | P
as Spokes [Spoke_1(192. 168. 40.0),
Spoke_2 (192. 168.88.0)], and Dest. | Pas
Hub (192. 168. 1. 0). Click Appl y to store this
rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Edit Rules' Show Rules Attack Alert Summary

Status

Firewall-=Edit Rules->Insert

Insert a new WAN1-to LAN1 Firewall rule

Rule name: |AIInwVF‘N
Schedule: IAlways -

Condition

Source IP:ISpDkes 'I
Service: IANY >

Dest. IP:|Hub b

|Forward =1iand [do not log =] the matched session.
Forward bandwidth class: I def_class 'l
Reverse handwidth class: i def_class bt

Bark | Arrly |

Step 3. Add a VPN Hub

Select Add to add a VPN Hub. Enter a name in the
Hub Nane field. To add tunnels to the VPN Hub,
select a VPN tunnel from the Avail able
Tunnel s list and select the right arrow. To
remove tunnels from the Members list, select the
tunnels and select the left arrow. Select Appl y to
add the VPN Hub.

ADVANCED SETTINGS > VPN Settings > VPN Hub > Add

Pa:
IPSec | VPNHub VPN Spoke PPTP L2TP Through
Hub Name: ]BranchAB
Available Tunnels: Members:
IKEVpni, IKE pnis
ii IKEWpnE
i!
Back | Apply
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Configuring the VPN Spoke for the Branch_1

Step 1. Add aFirewall rule

Suppose Brach_1 Office has already added a
VPN tunnel to communicate with the Main Office.
Now, the Branch_1 has to add a firewall rule to
allow IPSec packets to come from internet.
Before adding a firewall rule, please make sure to
add the addresses first.

Please make sure that the Firewall is enabled.
Select WANL-to-LANL to display the rules of this
direction. The default action of this direction is
Bl ock with Logs. We have to allow the VPN
traffic from the WAN1 side to enter our LAN1
side. So we click the I nsert button to add a
Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules Show Rules  Attack Alert | Summary

Firewall->Edit Rules

Edit] WaN1 =] to [LANT ] rules
Diefaiilt action far this packet direction: !E“DCR ~| ¥ Lag &pely I

Packets are top-down matched by the rules.

mm\
| # | MName | Schedule | -Source IP | Dest, IP | Service | Action | Log
Page 11

Step 2. Customize a Firewall rule

Enter the Rul e Nane as Al | owWPN, Source | P
as Hub (192.168.1.0), and Dest. IP as
Spoke_1 (192. 168. 40. 0). Click Appl y to store
this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules' Show Rules Attack Alert Summary

Firewall-=Edit Rules->Insert

Insert a new WAN1-to LAN1 Firewall rule

Rule name: |AIInwVF‘N
Schedule: IAlways -

Condition

Source IP:IHub 'I Dest. IP: | Spoke 1 =
Service: IANY >

|Forvard =] ana [do not log =] the matched session.
Forward bandwidth class: I def_class 'l
Reverse handwidth class: i def_class -

Bark l Arrly l

Step 3. Add a VPN Spoke in Branch_1

Select Add to add a VPN Spoke. Enter a name in
the Spoke Nane field. Enter the Local IP
Address/Subnet Mask and Remote Address IP
Address/Subnet Mask.

ADVANCED SETTINGS > VPN Settings > VPN Spoke > Add

. Pa
IPSec VPN Hub VPN Spoke PPTP L2TP 'I_'hruu h

Spoke Name, [vPHNAE

Local Address Type I Subnet Address =

1P Address 1192 165.40.0
Prefixlen / Subnet Mask !255 2552560

Remote Address Type | Subnet Address 'i
1P Addrass i192 168.82.0

Prefixlen/ Subnet Mask {255.255.256.0

Tunnel | IKEMainyPH

Back | Awly |
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Step 4. View the added VPN Spoke ADVANCED SETTINGS > VPN Settings > VPN Spoke
You can view the added VPN spoke here. IPSec | VPNHub VPNSpoke PPTP LaTp T,ﬁﬁgh

Configuration - VPN Spoke

| P#]  Name | Local LAN Romote LAN | Tunnel |

[l Venas | imesdnoe4 | o2 iesemond | IKEMainvER |
Bray. Rane | [Mext Bane |
Add | Edit | pelme |
Configuring the VPN Spoke for the Branch_2
Step 1. Add aFirewall rule ADVANCED SETTINGS > Firewall > Edit Rules
Suppose Brach 2 Ofﬁce has ah—eady added a Status Edit Rules Show Rules Attack Alert Summary
VPN tunnel to communicate with the Main Office. Firewsll->Edit Rules
Now, the Branch_2 has to add a firewall rule to
allow IPSec packets to come from internet. Edit [t <] o LANT_ =] sules :
Before addlng a firewall rule p|ease make sure to Default action for this packet direction: IE”UCR ~| ¥ Lag Apply
dd th dd first ’ Packets are top-down maiched by the rules.
addthe addresses first m\
| # | Name | Schedule [ Source IP | DestIP | Service | Action | Log
Please make sure that the Firewall is enabled. Fageiil
Select WANL-to-LANL to display the rules of this P o | |
direction. The default action of this direction is e | i =]
Bl ock with Logs. We have to allow the VPN
traffic from the WAN1 side to enter our LAN1
side. So we click the | nsert button to add a
Firewall rule before the default rule.
Step 2.  Customize a Firewall rule ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Enter the Rul e Nanme as Al | OVVVPN, Source | P Slalu_s Edit Rules Show Rules Attack Alert Sﬁmmam
as Hub (192 168. 1. 0) , and Dest. | P as Firewsall-»Edit Rules-»Insert
Spoke_2 (192. 168. 88. 0). Click Appl y to store
this rule Insert a new WAN1-to-LAN1 Firewall rule
: Status
Rule name; |Allow P
Schedule: | Always >

Condition
Source 1Pz |Hub - Dest. IP: | Spoke 2 e

Semvice: | ANY -

[Farward =] iand {do not log ~] the matched session.
Forward bandwidth class: | def_class vl
Reverse bandwidth class: | def_class 'I

Back | Bpply |
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Step 3.  Add a VPN Spoke in Branch_2 | ADVANCED SETTINGS > VPN Settings > VPN Spoke > Add

Select Add to add a VPN Spoke. Enter a hame in IPSec | VPNHub |
the Spoke Nane field. Enter the Local IP -

Address/Subnet Mask and Remote Address IP
Address/Subnet Mask.

A n

IKEMainFh +

Step 4. View the added VPN Spoke ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
You can view the added VPN spoke here. Advanced
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Chapter 15
Virtual Private Network — PPTP

This chapter introduces PPTP and explains how to implement it.

15.1 Demands
1. Oneemployeein our company may sometimes want to connect back to our coporate network to work on something. His
PCisPC1 1inLAN_1linstead of DMZ_1 so he cannot directly access the host by simply with virtual server settings. This
causes inconvenience for the employee to work remotely.
2. Inour branch office, we need to provide PPTP connection methods to connect back to headquater for the internal company
employees.

15.2 Objectives
1.  With PPTP tunneling, emulate the mobile employee as a member in LAN1 after he dialsin the corporate network. Then he
can access all computersin LAN_1 just asif he staysin the office covered by LAN1.

2. Make sure every employee in the branch office can use the network resource in the headquater. Suppose they arein the
same internal network, and keep the communication security.

B2t Internet

PPTP_IP
192.168.40.180

—

Mobile employee
211.54.63.1

LANT_IP
192.168.40.254

PC1_1 PC1_5
192.168.40.1 DHCP Client

Figure 15-1 PPTP method connection

15.3 Methods

1. Setup the PPTP server at DFL-1500. Setup the remote PC as the PPTP client. After dialing up to DFL-1, DFL-1 will assign
aprivate IP which fallsin the range of the settingsin the PPTP server at DFL-1. Suppose the range is defined as
192.168.40.180 ~ 192.168.40.199, the remote host may get an IP of 192.168.40.180 and logically become a member in
LAN1.

2. Setup the DFL-1500 as the PPTP client. Let all the client PCs behind the DFL-1500. They can connect to the network
behind PPTP Server by passing through DFL-1500. It sounds like no Internet exists but can connect with each other.
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15.4 Steps

15.4.1 Setup PPTP Network Server

Step 1 — Enable PPTP Server ADVANCED SETTINGS > VPN Settings > PPTP
Check the Enabl e PPTP checkbox, enter the IPSec ppTR L7TP Pass
. — Through
LANL1_IP of the DFL-1(192.168.40.254) in the
Local [P, and enter the IP range that will be ¥ Enable PPTP Server
assigned to the PPTP clients in the Start |P | sewericiieng
and the End | P fields. Enter the User name Losal p: [192 16640280
and Password that will be used by the Assigned P Range
employees during dial-up. Click the Appl y to E 2cs0am  [BE92.962 40,190
finish configurations. B e —
Apply I
FIELD DESCRIPTION EXAMPLE
Enable PPTP Server Enable PPTP feature of the DFL-1500 Enabled
The Local IPisthe allocated IP address in the internal Network after PPTP
Local 1P client dialss in the DFL-1500. 192.168.40.254
The Start IPisthe allocated starting | P address in the internal network after
_ St | ppTp dient dials in the DFL-1500. 192.168.40.180
Assigned P Range he End he allocated end add h al k af
The End IPisthe alocated ending | P addressin the internal network after
End | ppTP client didlsin the DFL-1500. 192.168.40.199
Username The account which allow PPTP client user to dial in DFL-1500. PptpUsers
Password The password which allow PPTP client user to dial in DFL-1500. Dif3wk

Table 15-1 Setup PPTP Server

Step 2 — Setup Windows XP/2000 PPTP
clients

Note that in the DFL-1500 release |l version, both
PPTP and L2TP can support MPPE. In other
words, you can choose “Require data
encryption” while a client computer running
Windows XP/2000. However, this release Il
version will not support MS-CHAP, you have to
check MS-CHAPv2 checkbox if you would like to
require data encryption.

Configuring A PPTP Dial-Up Connection
1. Configuring a PPTP dial-up connection

2.GotoStart >Control Panel > Network and I nternet
Connecti ons > Make new connecti on.

3. Select Creat e a connection to the network of your
wor kpl ace and select Next .

4. Select Vi rt ual
5. Give a Nanme the connection and select Next .

Private Networ k Connecti on and select Next .

6. If the Publ i ¢ Net wor k dialog box appears, choose the Don’t di al
up initial connection and select Next .

7. Inthe VPN Server Sel ecti on dialog, enter the public | P or
host nane of the DFL-1500 to connect to and select Next .

8. Set Connection AvailabilitytoOnly for nyself and select
Next .

9. Select Fi ni sh.
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Customize the VPN Connection

1. Right-click the icon that you have created.
2. SelectProperties >Security > Advanced > Settings.

3. Select No Encr ypt i on from the Dat a Encr ypti on and click Appl vy.

4. Select the Properti es > Networki ng tab.
5. Select PPTP VPN from the VPN Type.
Make sure the following are selected:
TCP/ I P
QS Packet Schedul er
6. Select Appl v.

Connecting to the PPTP VPN

1. Connect to your ISP.

2. Start the dial-up connection configured in the previous procedure.
3. Enter your PPTP VPN User Name and Passwor d.

4, Select Connect .

15.4.2 Setup PPTP Network Client

Step 1 — Enable PPTP Client

Fill in the IP address of PPTP Server and
allocates Username/Password. When connecting
to the PPTP Server successfully, it will appear the
allocated IP address for the PPTP client in the

ADVANCED SETTINGS > VPN Settings > PPTP > Client

1P Pass

IPSec PPTP Through

—

¥ Enahle PPTP Client

Server] [Client]

“Assigned IP” field. S R
Usermame: PpipUsers — Passwpd (77U
Agsighed P:1192.168.40.180
Aoy |

FIELD DESCRIPTION EXAMPLE
Enable PPTP Client Enable PPTP Client feature of DFL-1500 Enabled
Server IP The |P address of PPTP server. 61.2.1.1
Username The designed account which allows PPTP client to dial in. PptpUsers
Password The designed password which alows PPTP client to dial in. Dif3wk
Assigned IP The alocated | P address when PPTP client connectsto the PPTP server. 192.168.40.180

Table 15-2 Setup PPTP Client settings
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Chapter 16
Virtual Private Network — L2TP

This chapter introduces L2TP and explains how to implement it.

16.1 Demands

1. Oneemployeein our company may sometimes want to connect back to our coporate network to work on something. His
PCisPC1 1inLAN1 instead of DMZ1 so he cannot directly access the host by simply with virtual server settings. This
causes inconvenience for the employee to work remotely.

16.2 Objectives

1.  With L2TP tunneling, emulate the mobile employee asa member in LAN_1 after he dials in the corporate network. Then
he can access all computersin LAN_1 just asif he staysin the office covered by LAN_1.

WANT_IP
61.2.11 Internet
2 TE IR
192.168.40.200

LANT_IP
192.168.40.254

VPN Tunnel )\E

Mobile employee
211.54.63.1

192.168.40.1 DHCP Client

LAN_1
92.168.40.1~25

Figure 16-1 L2TP method connection

16.3 Methods
1. Setupthe L2TP server at DFL-1500 (LNS: L2TP Network Server). After dialing up to DFL-1500, DFL-1500 will assign a
private IP which fallsin the range of the settingsin the L2TP server at DFL-1500. Suppose the range is defined as
192.168.40.200 ~ 192.168.40.253, the remote host may get an IP of 192.168.40.200 and logically become a member in
LAN_1.
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16.4 Steps

16.4.1 Setup L2TP Network Server

Step 1 — Enable L2TP LNS

Check the Enabl e L2TP LNS checkbox, enter
the LAN1_I P of the DFL- 1 (192. 168. 40. 254)
in the Local | P, and enter the IP range that will
be assigned to the L2TP clients in the Start | P
and the End | P fields. Enter the IP range in the
LACSt art | Pand the LACENd I P that will cover
the real IP of the remote users. In our case, since
the employee uses 211. 54. 63. 1 so we can

ADVANCED SETTINGS > VPN Settings > L2TP

Fass

il Through

I Enable LZTP LNS

Local |P; |152.168.40 254

Assigned IP Range
‘Stan [192.168.40200 | End: [192.168.40.253

Secure Client IP Range

Start 21154631 End 21154635
fill 211. 54. 63. 1~211.54.63.5 to cover :
211.54.63. 1. Enter the User nane and Usemame L 2tpUsers Password: [~
Password that will be wused by the Baghy
employees during dial-up. Click the Appl y to
finish configurations.
FIELD DESCRIPTION EXAMPLE
Enable L2TP LNS Enable L2TP LNS feature of DFL-1500 Enabled
TheLocal IPisthealocated IP addressin the internal network after default
Local IP gateway of L2TP dlient dialsin the DFL-1500, 192.168.40.254
The Start IPisthe allocated starting | P address in the internal network after
_ S&rt || >Tp dlient dialsin the DFL-1500. 192.168.40.200
Assigned 1P Range he End he allocated end add h al k af
The End IPisthe alocated ending | P addressin the internal network after
End | L2TP dlient dialsin the DFL-1500. 192.168.40.253
Start The I_P address starting range which is allowed user to dial in LNS server 211.54.63.1
Secure Client IP by using L2TP protocol.
Range i ichi il i
End The I P address ending range which is allowed user to dial in LNS server by 211.54.63.5
using L2TP protocaol.
Username The account which allows L2TP client user to dial in DFL-1500. L2tpUsers
Password The password which allows L2TP client user to dial in DFL-1500. Dif3wk

Table 16-1 Setup L2TP LNS Server settings
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Step 2 — Setup Windows XP/2000 L2TP
clients

Note that in the DFL-1500 release |l version, both
PPTP and L2TP can support MPPE. In other
words, you can choose “Require data
encryption” while a client computer running
Windows XP/2000. However, this release Il
version will not support MS-CHAP, you have to
check MS-CHAPvV2 checkbox if you would like to
require data encryption.

Configuring A L2TP Dial-Up Connection
1. Configure a L2TP dial-up connection

2.GotoStart >Control Panel > Network and | nternet
Connecti ons > Make new connecti on.

3. Select Creat e a connection to the network of your
wor kpl ace and select Next .

4., Select Vi r t ual
5. Give a Nane the connection and select Next .

Private Network Connecti on and select Next .

6. If the Publ i ¢ Net wor k dialog box appears, choose the Don’t di al
up initial connection and select Next .

7.Inthe VPN Server Sel ecti on dialog, enterthe public I P or
host nane of the DFL-1500 to connect to and select Next .

8. Set Connection AvailabilitytoOnly for
Next .

9. Select Fi ni sh.

nmysel f and select

Customize the VPN Connection
1. Right-click the icon that you have created.
2. Select Properties >Security > Advanced > Settings.

3. Select No Encr ypti on from the Dat a Encr ypti on and click Appl y.
4. Select the Properti es > Networki ng tab.
5. Select L2TP VPN from the VPN Type.
Make sure the following are selected:
TCP/ I P
QS Packet Schedul er
6. Select Appl v.

Editing Windows Reqistry

The default Windows 2000 L2TP traffic policy does not allow L2TP traffic
without IPSec encryption. You can disable default behavior by editing the
Windows 2000 Registry as described in the following steps. Please refer
to the Microsoft documentation for editing the Windows Registry.

1. Use the registry editor (regedit) to locate the following key in the
registry: HKEY _LOCAL_MACHI NE\ System\ Current Control Set \
Services \ Rasman \ Paraneters

2. Add the following registry value to this key:
Value Name: Pr ohi bi t | pSec
Data Type: REG_DWORD
Value: 1

3. Save your changes and restart the computer.

You must add the Prohi bitl pSec registry value to each Windows
2000-based endpoint computer of an L2TP or IPSec connection to
prevent the automatic filter for L2TP and IPSec traffic from being created.
When the Prohi bitl pSec registry value is set to 1, your Windows
2000-based computer does not create the automatic filter that uses CA
authentication. Instead, it checks for a local or Active Directory IPSec

policy.
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Connecting to the L2TP VPN

1. Connect to your ISP.

2. Start the dial-up connection configured in the previous procedure.
3. Enter your L2TP VPN User Nane and Passwor d.

4. Select Connect .
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Chapter 17
Content Filtering— Web Filters

This chapter introduces web content filters and explains how to implement it.

17.1 Demands

The downloaded web page will be
filtered with ActiveX/Java/Java Script/
Cookies components.

WebServer3 &=
140.112.1.4 (&

hid

7 Internet

Figure 17-1 Use web filter functionality to avoid users browsing the forbidden web site

1. Astheabove Figure 17-1 illustrates, someone (PC1 1) is browsing the web pages at the WebServer3. The contents of the
web pages may include cookies, Java applets, Java scripts or ActiveX objects that may contain malicious program of users’
information. So, we wish to prohibit the user (PC1_1) from downloading the forbidden components.

137



Part V
Content Filters

The web page which comes from
forbidden web site will be filtered out.

WebServer3
140.112.14 (=

Z

P~ - vd Internet

—

192.168.40.1 192.168.40.2

LAN_1
92.168.40.1~25

Figure 17-2 Use web filter functionality to avoid users view the forbidden web site

2. Asthe above Figure 17-2 illustrates, someone (PC1 1) is browsing forbidden web pages on office hours. The contents of
the web pages may include stock markets, violence, or sex that will waste the bandwidth of the Internet access link while
degrading the efficiency of normal working hours. So, we wish to prohibit the user (PC1_1) from viewing the page on the
forbidden web site.

17.2 Objectives

1. Remove the cookies, Java applet, Java scripts, ActiveX objects from the web pages.
2. Prevent users from connecting to the forbidden sites.

17.3 Methods

1. Setup content filtering for web objects such as cookies and Java applets.

2. Setup content filtering for URL requests. For each URL, check the pre-defined upgradeable URL database, self-entered
forbidden domains, and self-entered keywords to check if the URL is allowed.
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17.4 Steps

Step 1. Enable Web Filter

Check the Enabl e Web Fi |l t er checkbox and
click the Appl y right on the right side.

ADVANCED SETTINGS > Content Filters > Web Filter > Web

Webh Filter Mail Filter | FTP Filter

¥ Enable Web Filter Aprly

[Wehb] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keywor]

Web Proxy
™ Enable ‘Web Prosy Filtering

Hote: Restriction on "web proxy” means applying web filtering on connections thraugh proxy port 3128, not
blocking all proxy access.

Apply

FIELD DESCRIPTION EXAMPLE
Enable Web Filter Enable Web Filter feature of DFL-1500 Enabled
If enabling this feature, all the web pages pass through proxy (Only port
Enable Web Proxy Filtering | 3128) will also be verified by DFL-1500. If disabling the “Web Proxy”, all Disabled
the web pages through will bypass the verification.

BUTTON DESCRIPTION

Apply

Apply the settings which have been configured.

Table 17-1 Enable Web Filter

Step 2.  Warning of Firewall

This is a warning saying that if you block any web
traffic from LAN-to-WAN in Firewall, the access
control is shift to the Web Filter. Namely, if you
block someone to access the web at the WAN
side, after enabling the web filter, he can resume
accessing the web until you set a content filter
rule to block it.

ADVANCED SETTINGS > Content Filters > Web Filter > Web

Microsofi Internet Explorer

N

Note that all L AN-to-WAN initiated W W seesions are controlled by web filter nowe. Firewall will not block thess
sarons from now on

Step 3.  Further Customize the local

zones

You can configure to what range the filters will
apply to the local zones. By default, the web filters
apply to all computers so the “Enforce web
filter policies for all conputers” is
selected, and the range is 0.0.0.0 -
255. 255. 255. 255. Delete the default range by
clicking the range item and the Del et e button.
Enter the IP range in the Range fields followed by
a click of the Add button to add one address
range to the web filter. Click “l ncl ude...... “ and
Appl y if you want web filters to only apply to the
specified ranges. Click “Excl ude.....“ and Appl y
if you want web filters to apply to all computers
except those specified ranges.

ADVANCED SETTINGS > Content Filters > Web Filter > Exempt Zone

Web Filter Mail Filter | FTP Filter

Web Filter->Exampt Zone

IWeb] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keyword]

Exempt Computers

" Enforce web filter policies for all cormputers.,
% |nclude specified address ranges in the web filter enforcement.
 Exclude specified address ranges from the web filter enforcement.

Range Frof | Tol

100111 - 10.1.1.254
192.168.40.100 -- 192.168.40.130

Arply | Add Delete

139




Part V
Content Filters

FIELD DESCRIPTION EXAMPLE
Exempt Computers Determine which IP range will exempt the verification by the web filter
Enforce web filter policies | Web filter actives at al the computers, not limit range of the IP .
disabled
for all computers addresses
Include specified address
ranges in the web filter Web filter will only active at below specified computers. Enabled
enforcement
Exclude specified address -
ranges from the web filter Except bel ow speufled I P address ranges. All the other IP address disabled
range, Web filter will active totaly.
enforcement
10.1.1.1-10.1.1.254
Range From CH:(?rr;z Wute e(r:grgosle;t;p the | P address range, for the above Exempt 192 168.40.100 —
b : 192.168.40.130
BUTTON DESCRIPTION
Apply Apply the above selected “Exempt Computers” radius button.
Add Add the specified IP range which filled in the above “Range From” field.
Delete Delete the specified | P range which filled in the above “Range From” field.
Table 17-2 Web Filter Exempt Zone setting page
Step 4. Customize the specified sites ADVANCED SETTINGS > Content Filters > Web Filter > Customize

Check the Enabl e

Filter

Li st Web Filter Mail Filter | FTP Filter

Custom zation to allow all accesses to the
Trusted Donains while disallowing all
accesses to the For bi dden Donmmi ns. Check
the Disable all web traffic except for
trusted domai ns if you want to only allow the
access to the Trusted Domains. However, if the
web objects are set to be blocked by the
DFL-1500 in step 3, these allowed accesses will
never be able to retrieve these objects. Check the
“‘Don’t bl ock ..” to allow the objects for these
trusted domains. The domains are maintained by
enter the address in the Donai n field with a click
of the Add button. To delete a domain, click the
domain with a click of the Del et e button.

Wifeb Filter->Customize

[Weh] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keyword]

Iv Enable Filter List Customization

I Disable all web traffic except for trusted domains.
¥ Don't block JavalJavaScript/Actived/Cookies to trusted domain sites.

dlink.com.tw
dlink.com

AN, S B COM

iy, stockmarket. com

Add i Delete

Trusted Domains.

Domain

Forbidden Domains

Domain

Aply

FIELD DESCRIPTION EXAMPLE
Enable the Filter List Customization feature of web filter. If you only
Enable Filter List enableit, al the domainsin the Tr ust ed Domai ns will be allowed to Enabled
Customization pass through DFL-1500. Contrarily, al the domainsin the For bi dden
Donmai n will be blocked by the DFL-1500.
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Disable all web traffic
except for trusted domains

Except the following specified domain range specified by the trusted
domain. All the other URL domain IP addresses are al| blocked access.

Enabled

Don't block JavalJava
Script/ActiveX/Cookiesto
trusted domain sites

In the following domain range of the trusted domains. If there are include
Javal Java Script/ActiveX/Cookies components in the web page, the
action is setting not to block.

Enabled

Trusted Domains
Domain

Here we can specify the Trusted Domains for the above item using. You
can enter either domain name or |P address. Note: if the domain name can
not be resolved by the DNS server, the domain name entry will be
ignored.

Another issueisthat if there are alot of domain names in Customize area,
name resolving will take longer time on Web Filter starting up.

www.dlink.com.tw
www.dlink.com

Forbidden Domains

Here we can specify the Forbidden Domains for the above item using.

Y ou can enter either domain name or |P address. Note: if the domain
name can not be resolved by the DNS server, the domain name entry will
be ignored.

WWW.SEX.COM

Domain www.stockmarket.com
Ancther issueisthat if there are alot of domain namesin Customize area,
name resolving will take longer time on Web Filter starting up.
BUTTON DESCRIPTION
Add Add the Trusted/Forbidden Domains IP range to the list.
Delete Delete the Trusted/Forbidden Domains | P range from the list.
Apply Apply the setting which configured on the checkbox.

Table 17-3 Web Filter Customize setting page

Step 5.

Setup URL keyword blocking

Check the Enabl e Keywor d Bl ocki ng to block
any URLs that contains the entered keywords.
Add a key word by entering a word in the
keywor d field followed by a click of Add.

Web Filter Mail Filter | FTP Filter

ADVANCED SETTINGS > Content Filters > Web Filter > URL Filter

Wi'eh Filter-=URL Filter-

Weh] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keyword]

Block weh URLs which contain these keywaords
¥ Enable URL Keywaord blocking

Keyword |

sex

Aprly Add Delet

FIELD DESCRIPTION EXAMPLE
Enabl eblIJ(E:II;i rlfgeyword Enable URL keyword blocking feature of web filter Enabled
If the Keyword appears in the URL when connect to the Internet using
Keyword browser. The contents about the URL will be block. X
BUTTON DESCRIPTION
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Apply Apply the setting which configured on the checkbox.
Add Add the Keyword to the list.

Reset Clean the filled data and restore the original one.

Delete Delete the selected keyword from the list.

Table 17-4 Web Filter Domain Name setting page

Step 6. Customize Categories

With the built-in URL database, DFL-1500 can
block web sessions towards several pre-defined
Cat egori es of URLs. Check the items that you
want to block or log. Simply click the Bl ock al |
cat egori es will apply all categories. Click Log
& Bl ock Access if you want to block and log any
matched traffic. You can customize the Ti e of
Day to allow such traffic after the office hours,
such as 9: 30 to 17: 30.

ADVANCED SETTINGS > Content Filters > Web Filter > Categories

Weh Filter Mail Filter | FTP Filter

Web Filter->Categaries

Web] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keyword]

Use URL Datahase
The database has not been updated
& Log & Block Access © Log Only © Block Cnly
™ Block all categories
I Partial Nudity % Full Nudity
¥ Racist/Ethnic Imp. ™ StatnicfCult

W' Sexual Acts
V' Drug Culture
I Gambling/Questisnabledlegal

¥ Winlence/Profanity
¥ Grass Dspictions
™ Militant/Estremist
¥ Alcohaol, Beer, Wine, Tabsceca

W Sex Education’
¥ Sports/Entertainment

Time of Day
" Always block
i+ Block fram 19 £ 339 1o i‘W i i3ﬂ [24-hour format)
Apply
FIELD DESCRIPTION EXAMPLE
Determine how to deal with the URL typesin this page (Log Log & Block
Use URL Database & Block Access, Log Only, Block Only) Access
Block all categories Make all categories below enabled disabled
Violence/Profanity, Gross Depictions, . . Enable the checked
Militant/Extremist etc. items Check the categories you would like to enable ones
Time of Day The time which was set for Web Filter. 09:30 ~17:30
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 17-5 Web Filter Categories setting page

Step 7. Customize Objects

Check the objects of Restri cted Featuresto
block the objects. Click the Appl y button at the
bottom of this page. After finish settings, you can
use PC1_1 to browse the web page to see if the
objects are blocked. If the objects still exist, the
objects may be cached by the browser. Please
clear the cache in the web browser, close the
browser, reopen the browser, and connect to the
web page again.

ADVANCED SETTINGS > Content Filters > Web Filter > Features

Web Filter Mail Filter | FTP Filter

YWeb Filter->F eatures

Web] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keyword]

Restricted Features
v Activel
I~ MEN over HTTP

IV Java ¥ dava Seript ¥ Cookies

Apply
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FIELD DESCRIPTION EXAMPLE
Restricted Features Select the below items that will verified by Web Filter of DFL-1500.
ActiveX filter the web page that includes ActiveX Enabled
Java filter the web page that includes Java applet Enabled
Java Script filter the web page that includes Java Script Enabled
Cookies filter the web page that includes Cookies Enabled
MSN over HTTP filter MSN application which is through http proxy Disabled
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 17-6 Web Filter setting page

Step 8.  Setup contents keyword
blocking

Check the Enabl e Keywor d Bl ocki ng to block

any Web pages that contain the entered

keywords. Add a key word by entering a word in
the Keywor d field and then click Add to proceed.

Note that you can add the keywords as many as
you like.

ADVANCED SETTINGS > Content Filters > Web Filter > Keyword

Web Filter Mail Filter | FTP Filter

Wieb Filter->keymord

Web] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [leyword]

Block weh content which contain these keywords
IV Enable keyward blocking, limit at l3 matches

Keywaord |

Apply Add Delete

FIELD DESCRIPTION EXAMPLE
Check Enable keyword blocking, and then the web pages will be blocked
Enable keyword blocking, | if the keywords below you have added are appeared in the pages. "Limit Enabled
limitat __ matches at 3 matches' means that the webpages will be blocked as long as any of 3 matches
the added keywords appear equal or more than three times.
sex
Keyword Specify the keyword that you want to block. violence
blood
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.
Add Add the Keyword to the list.
Delete Delete the Keyword from the list.

Table 17-7 Web Filter Content Keywords setting page
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17.5 Setting priorities

The function priority of web filter is shown as the following Figure 17-3 illustrated. From the left feature (Exempt Zone) to the right
feature (Keyword). Their priority is high to low.

Notice: The Restricted features of /Web Filter/Web page islowest priority, but it islocated at the most left side.

Mail Filter | FTP Filter

Figure 17-3 web filter features priority (from High to Low)

According to the priorities of web filter, we have the guiding principle to setup the web filter now. As we know, there are many
choices according to your requirement in the web filter settings. Here we list the setting priorities for your reference. As the
following Table 17-8 indicates, the smaller priority sequence would be executed first when running web filter.

Priority Selected item Description R&”.Cted
sequence Region

Select which LAN region will apply the web filter settings. There are
1 Web Filter > Exempt zone | three items to choose (enforce all computers, include specified LAN
computers, and exclude specified computers)

We can use the Customize domain to indicate the Trusted/Forbidden
destination. There are two items for your choice. We can specify
2. Web Filter > Customize which URL domain names are trusted, and which ones are forbidden
Separately.

Warning: Customize will not work on the proxy connections.

Internet web
server

When an URL contains any keywords listed in the domain name, it Internet web

3. | WebFilter>URL_Filter | "1 ocked. kil
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We can use Database Update to update the latest URL database and

. ; then the Categories will be updated at the same time. The URL which Internet web
4 Web Filter > Categories user request will be blocked if it matches the categories in the URL server
Database.
If the web page contains the components included
Web Filter > Features activex/javaljavascript/cookie v_vhl_ch |nd|_cated in V\éb Filter > Web page
5. , Feat ur es”, or thekeywordsindicated in “Web Filter >
Web Filter > Keyword contents

Keywor d”. The forbidden components will be taken off from the
web page by web filter.

Table 17-8 web filter features priority
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Chapter 18
Content Filtering — Mail Filters

This chapter introduces SMTP proxies and explains how to implement it.

18.1 Demands
Sometimes there are malicious scripts like *.vbs that may be attached in the email. If the users accidentally open such files,
their computers may be infectious with virus.

18.2 Objectives

Modify the filename extension of the suspicious email attachments so that email receivers may notice that the file cannot be
directly opened by the operating system because of the unrecognized filename extension.

18.3 Methods

1. Setup SMTP filtersfor outgoing emails from PC_1 (in LAN1) towards the mail server (in DMZ1 or in WANL) to append a
“.bin” to al vbs attachments. Use PC1_1 to send an email with vbs attachments to test the configuration.

2. Setup POP3 filters for incoming emails from a mail server (in WAN21 orin DMZ1) to PC_1 (in LAN1) to append a “.bin”
to al vbs attachments. Use PC1_1 to retrieve an email with vbs attachments to test the configuration.

LANT_IP

( WAN1_IP
192.168.40.254

61.2.1.1

www.nthu.edu tw www.nctu edu.tw
140114 x.x 140.113.xx

192.168.40.1 192.168.40.2

LAN 1
92.168.40.1~25

WebServer3 MailSeverB FTPServer3
140.112.1.4 14011213 14011215

Figure 18-1 Use SMTP / POP3 filter functionality to avoid some sensitive e-mail directly opened
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18.4 Steps for SMTP Filters

Step 1 — Enable SMTP Filters

Check the Enabl e SMIP Proxy checkbox and
click Appl y.

ADVANCED SETTINGS > Content Filters > Mail Filters > SMTP

Web Filter | Mail Filter FTP Filter

| [“1Enable SMTP Proxy Apply |

[SMTP][SMTP Exempt Zone] [POP3][POP3 Exempt Zone

Append ".bin" to E-mail attachments whose | flaname extension ¥ |js

Blocking list
[ # | OriginalName | Type | MappedName |

No mapping defined

T T

FIELD DESCRIPTION

EXAMPLE

Enable SMTP Proxy

Enable SMTP Proxy feature of DFL-1500

Enabled

Append ".bin" to E-mail
attachments whose ()

@  Filename extension

When the filename extension of attachment file matches “Filename
extension”, add the “.bin” extension to the attachment file.

Exact filename

When the whole filename of attachment file matches “Exact filename”,
add the “.bin” extension to the attachment file.

Filename extension

Table 18-1 Mail Filter SMTP setting page

Step 2 — Add a SMTP Filter

Select fil enane extension, enter vbs, and
click Add to add a rule. This rule will apply to all
LAN-to-DMZ/WAN SMTP connections. All such
SMTP traffic will be examined to change the
filename extension from vbs to vbs. bi n.

Note that the filename to block cannot contain the
marks such as “/,\, *, 2, “, <, >, | .

ADVANCED SETTINGS > Content Filters > Mail Filters > SMTP

Web Filter = Mail Filier FTP Filter

[“JEnable SMTP Proxy | 4Py

[SMTP] [SMTP Exempt Zone] [POP3][POP3 Exempt Zone]

Append ".bin" to E.mail attachments whose filename extension ™ |is l

Blocking list

| [#]  oOviginalName | Type [ MappedName |
vhs EXT vhs.bin
| a8 ] Do |
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Step 3 — Customize the local zones

You can configure to what range the filters will
apply to the local zones. By default, the web filters
apply to all computers so the “Enf orce SMIP
filter policies for all conputers” is
selected, and the range is 0.0.0.0 -
255. 255. 255. 255. Delete the default range by
clicking the range item and the Del et e button.
Enter the IP range in the Range fields followed by
a click of the Add button to add one address
range to the web filter. Click “I ncl ude..... “ and
Appl y if you want web filters to only apply to the
specified ranges. Click “Excl ude....“ and Appl y
if you want web filters to apply to all computers
except those specified ranges.

ADVANCED SETTINGS > Content Filters > Mail Filters > SMTP
Exempt Zone

Web Filter = Mail Filter FTP Filter

Mail Filter->SMTP Proxy Exempt Zong

ISMTP][SMTP Exempt Zone] [POP3] [POPI Exempt Zone

SMTP Exempt Computers

 Enforce SMTP fiter policies for all computars,
" Inclide specified address ranges in the SMTP filter enforcement
" Exclude specified address ranges from the SMTP filter enforcement.

Range Frai | To

10171 - 10,11 254
192.168.40.100 -- 192.168.40.130

Apply Add Delete

18.5 Steps for POP3 Filters

Step 1 - Enable POP3 Filters

Check the Enabl e POP3 Proxy checkbox and
click Appl y.

ADVANCED SETTINGS > Content Filters > Mail Filters > POP3

Web Filter - Mail Filter = FTP Filter

IEnahIe POP3 Proxy | Apply ”

SMTP][SMTP Exempt Zone] [POP3][POP3 Exempt Zone
Append ".bin" to E-mail attachments whose | filoname extension ¥ | js
Blocking list

[ # | OriginalName | Type | MappedName |

No mapping defined

T ——-—

FIELD DESCRIPTION

EXAMPLE

Enable POP3 Proxy

Enable POP3 Proxy feature of DFL-1500

Enabled

Append ".bin" to E-mail
attachments whose ()

(%] Filename extension

When the filename extension of attachment file matches “Filename
extension”, add the “.bin” extension to the attachment file.

Exact filename

When the whole filename of attachment file matches “Exact filename”,
add the “.bin” extension to the attachment file.

Filename extension

Table 18-2 Mail Filter SMTP setting page
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Step 2 — Add a POP3 Filter

Select fil enane extension, enter vbs, and
click Add to add a rule. This rule will apply to all
DMZ/WAN-to-LAN POP3 connections. All such
POP3 traffic will be examined to change the
filename extension from vbs to vbs. bi n.

Note that the filename to block cannot contain the
marks such as “/,\, *, 2, “, <, >, | ".

ADVANCED SETTINGS > Content Filters > Mail Filters > POP3

forame sxersn v jg |

Step 3 — Customize the local zones

You can configure to what range the filters will
apply to the local zones. By default, the web filters
apply to all computers so the “Enf orce POP3
filter policies for all conputers” is
selected, and the range is 0.0.0.0 -
255. 255. 255. 255. Delete the default range by
clicking the range item and the Del et e button.
Enter the IP range in the Range fields followed by
a click of the Add button to add one address
range to the web filter. Click “I ncl ude...... “ and
Appl y if you want web filters to only apply to the
specified ranges. Click “Excl ude.....“ and Appl y
if you want web filters to apply to all computers
except those specified ranges.

ADVANCED SETTINGS > Content Filters > Mail Filters > POP3
Exempt Zone

2.166.40.130
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Chapter 19
Content Filtering— FTP Filtering

This chapter introduces FTP proxies and explains how to implement it.

19.1 Demands
1. Someusersin LAN1 use FTP to download big MP3 files and cause waste of bandwidth.

19.2 Objectives
1. Forbid PC1 1 from downloading MP3 files with FTP.

19.3 Methods

1. Setup the filename extension of the forbidden types of file that are not allowed to be transmitted using standard FTP port.

2. Let PC1 1 download aMP3 file from the FTPServer3 to seeif the session is blocked.

Internet

Forbidden Tiomain Trusted Domain
www.nthu.edu.tw www.nctu.edu.tw
140.114 x.x 140.113.x.%

WebServer3 MaiiSeerS FTPServer3
14011214 14011213 14011215

WAN1_IP
81.2.1.1

192.168.40.2

LAN_1
92.168.40.1~25

192.168.40.1

Figure 19-1 Use FTP filter functionality to avoid user download forbidden file type
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19.4 Steps

Step 1. Enable FTP Filter

Check the Enabl e FTP Fi |t er checkbox and
click the nearby Apply button to enable this
feature. Click the Add button to add a new FTP
filter.

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP
F

]

et Page

Delete

FIELD DESCRIPTION

EXAMPLE

Enable FTP Filter

Enable FTP Filter feature of DFL-1500

Enabled

Table 19-1 FTP Filter FTP setting page

Step 2. Add an FTP Filter

Enter np3 in the Nane field and select
Ext ensi on Name in the Bl ocked Type field.
Click the Add button to apply the change. Now
users in LANs can never download any mp3 files.

Note that the filename to block cannot contain the
marks such as “/,\, *, 2, “, <, >, | ".

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP > Add

Web Filter | Mail Filter = FT

FIELD DESCRIPTION

EXAMPLE

Name Fill in the file extension or exact filename.

mp3

Blocked Type @ Full Name

@  Extension Name

When the extension filename of download fileis matching, the actionis
blocked download from FTP server.

When the exact filename of download file is matching, the action is
blocked download from FTP server.

Extension Name

Table 19-2 FTP Filter FTP adding filter entry
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Step 3.  View theresult
We can see the specified record in this page.

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP

Step 4. Add an Exempt Zone

Add a new Exempt Zone record. It's IP address
range is between 192.168.40.10 to
192.168.40.30.

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP Exempt
Zone > Add

Web Filter | Mail Filter | FTP Fi

FIELD DESCRIPTION EXAMPLE
From Address Exempt zone record IP address from 192.168.40.10
To Address Exempt zone record I P address to 192.168.40.30

Table 19-3 FTP Filter add an exempt zone entry
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Step 5. Show the Exempt Zones

Here we can discover that new added Exempt
Zone record is appeared.

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP Exempt
Zone

Mext Page
Add Delete

D-Link
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Chapter 20
Intrusion Detection Systems

This chapter introduces Intrusion Detection System (IDS) and explains how to implement it.

20.1 Demands

Although Firewall settings are correct, there may still be some crackers intrude our system. Crackers hack into our system
through Firewall-allowed channels with sophisticated skills. Most often, they attack specific application servers such as SNMP,
Web, and FTP servicesin your DMZ.

20.2 Objectives

1. Detect any attacks towards our DMZ servers.

2. Instantly notify our network administrators what attacks have been detected.

Organization_1
(Private LANSs)

DMZ_1
(10.1.1.1~253)

Internet

Cracker
140.113.179.2

DMZ1_IP
10.1.1.254

LAN1_IP WAN1_IP
192.168.40.254 61.2.1.1

Figure 20-1 Some cracker in the Internet would try to hack our company

20.3 Methods

1. Specify where our Web server islocated to let the IDS on the DFL-1500 focus more on the attacks.
2. Setup logsto email to the specified email address when the log isfull. You can also set daily/weekly emailsto periodically
monitor the IDS logs.
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20.4 Steps

Step 1 - Enable IDS
Check the Enabl e | DS checkbox, and click the
Appl y button.

ADVANCED SETTINGS > IDS > IDS Status

IDS Status

¥ Enable IDS

When enabled, the built-in IDS will detect more than 2000 application-level attacks from the default WAN link.
The attack signatures can he periodically updated.

Apply |

FIELD DESCRIPTION EXAMPLE
Enable IDS feature of DFL-1500. When enabled, the built-in IDS will detect more than
Enable IDS 2000 application-level attacks from the default WAN link. The attack signatures can be Enabled
periodically updated.

Table 20-1 IDS option explanation

Step 2 — Setup Logs

Enter the Mail Server | P Address, Mil
Subj ect, and the enai | addr ess that you want
to receive from. Select the Log Schedul e of
emailing the logs to your email server.

DEVICE STATUS > Log Config > Mail Logs
Syslog

Somei Mail Logs

¥ Enahle Mail Logs

Logs will be generated and can be sent via e-mail configuration the mail server and e-mail addrass(es)
hete, Y¥ou can also specify how frequently you want ta receive logs, '

Mail Server [10.1.11
Mail Subject  |IDS

E-mail Logs To !mis@dlink.com (E-irail address)

Log Scheduls iHUurIy -
Day for Sending Logs | vondsy
Apply I Test l

Step 3 - View logs

If there are attacks towards the WAN port from
the public Internet, there will be logs describing
the details.

DEVICE STATUS > IDS Logs

IDS Logs

Mo, Time Pri Accessnfo Classification Protocol Erom To

1 2004-01-07 3 ICWP PING {Undefined Misc activity ICHP 192.168.17 150 192.168.17 175
11:36:18 Codel)

2 2004-01-07 3 ICMP Echo Reply Misc activity ICKP 192.168.17 175 192 168.17 150
11:36:19 {Undefined Cadel)

3 2004-01-07 2 SCAN SOCKS Proxy Atternpted Information  TCP 192.168.17 150:459658192 168.17 175:1080
11:36:20 atternpt Leak

4 2004-01-07 2 SMMP Agent¥fcp request  Attempted Information  TCP 192.168.17 150:48568192 168.17 175:705
11:36:21 Leak

B pownload To Local Refi=sh List 10 _."EPer Page Page: 111

Step 4 — Update Attack Patterns

IDS attack patterns require frequent updates
because there are many new attacks every week.
Please go to System Tools > Database Update
> update to update IDS attack patterns. The
DFL-1500 will connect to
fwupdat e. dl i nkt w. com t w to fetch any new

signatures.

System Tools > Database Update > Update

D-Link
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Chapter 21
Bandwidth M anagement

This chapter introduces bandwidth management and explains how to implement it.

21.1 Demands

.
10.10.1.0/24

Web Server 8
[ 10.10.1.5

Vjdeo Stream Server

- WA 140.113.179.4

Actions - ANY to LAN1

IrCLmIml 5%=5000 kbps

3
p Web from WAN 0.3% = 300 kbps

A
r‘q-"i-dcl.) from WAN 1% = 1000 kbps

Downlink

b Web from DMZ
50% = 50 Mbps
i

19216840024 -

b Other traffic

43.7%

Figure 21-1 Use bandwidth management mechanism to shape the data flow on the downlink direction

1. Astheabove Figure 21-1 illustrated, we hope LAN_1 users can watch the Video Stream Server smoothly. Besides, we
hope LAN_1 users can access the web server located at DMZ region more faster
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E-Commerce Serv
140.113.179.3

LAN_ 1to LAN 2

VPN Tunnel

| LAN 1 -

: 192.168.40.0;24‘.' : . ® .
., '

| Control 5%=T77kbps

3

LAN_1-to-LAN 2
40% = 617 kbps

Y

\ E-Commerce
L | 20% = 308 kbps
'

Uplink Uplink

Other traftic

i
35%

y

Figure 21-2 Use bandwidth management mechanism to shape the data flow on the uplink direction

2. Asthe above Figure 21-2 illustrated, LAN_1 PCs are using the E-Commerce service from the E-Commerce Server
(140.113.79.3), causing the blocking of the VPN transfer from LAN_1 to LAN_2. So we want to make sure that the VPN
tunnel linksisreserved at least 600 kbps speed rate. And the free bandwidth will rai se the transmission bandwidth of
LAN_1 PCs access the E-Commerce service.

21.2 Objectives

1. Astheabovediagram Figure 21-1 illustrates, LAN_1 PCs are browsing the web pages from the Web Server of Internet.
This occupies the bandwidth of PCs who are watching the video provided by the Video Stream Server (140.113.179.4),
causing the video to be blocked and to have poor quality. So we hope to guarantee the video quality of the LAN_1 PCs
which are accessing Video Stream Server.

Thetotal bandwidth of ANY to LAN1 direction is 100 Mbps (The bandwidth of LAN1 interface is 100 Mbps). Here we
will make sure that PCs of LAN_1 have the smooth stream quality that must have at least 1% of LAN1 total bandwidth
(1000 kbps) speed rate.

Besides, we have another web server located at DMZ region. Because the web server islocated at local area, so we can
assign larger bandwidth for this direction (web traffic from DMZ & LAN).
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The remaining bandwidths are named Other traffic. They are reserved for other ANY to LAN1 data transmission which
don’t list in the above Figure 21-1 diagram.

2. Reserve at least 600kbps for the LAN_1to LAN_2 transfer. The LAN_1 PCs can share about 20% (308kbps) for using
E-Commerce Services. However, when the LAN_1 to LAN_2 traffic less then 40% (617kbps), the E-Commerce service
can occupy the free bandwidth from LAN_1-toLAN_2 and the remaining bandwidth from default class.

21.3 Methods

1. Asthe following Table 21-1 listed, partition the inbound bandwidth (total 100Mbps) into three classes, web_from WAN,
video_from WAN and web_from DMZ class. The remaining bandwidth is assigned to other services which are not listed

here.
Service Goal Assigned bandwidth Borrow bit status
Web from WAN 'Eme)‘:_b;ggmsg‘ 0.3% = 300kbps Disabled
Video from WAN g;’/ia;”e;e;dlggnoi‘l’)";gth 1% = 1000kbps Enabled
Web from DMZ g”&f?;;'zd;;&dg’; is‘;th 50% = 50Mbps Enabled

Table 21-1 Bandwidth management action assignment from ANY to LAN1

2. As the following Table 21-2 listed. Partition the outbound bandwidth (total 1.544Mbps) into two classes, the
LAN_1-to-LAN_2 (40% 617 kbps) and the E-commerce (20% 308kbps) classes. Besides, set the E-Commerce to be able
to borrow from other bandwidth if any bandwidth is available.

Service Goal Assigned bandwidth Borrow bit status
limited bandwidth .
LAN_1toLAN_2 (MAX. 617kbps) 40% = 617kbps Disabled
guaranteed bandwidth _
E-Commerce (At least 308Kbps) 20% = 308kbps Enabled

Table 21-2 Bandwidth management action assignment from ANY to WAN1
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21.4 Steps

21.4.1 Inbound Traffic Management

Step 1. Enable Bandwidth
Management

Check the Enabl e Bandwi dt h Managenent
checkbox, click the Appl y.

ADVANCED SETTINGS > Bandwidth Mgt. > Status

Status  Edit Actions |

| @ Enable Bandwidth Management |

The bandwidtl ger protects mission critical traffic when it is enabled.
Step 1. Enable the bandwidth ranagement syster.
Step 2. Edit actions ta be imposed on-each link
Step 3. Choose the preferred action during editing firewall rules
Reset Bandwidth Management '

Aprly
FIELD DESCRIPTION Range/Format EXAMPLE
Enable Bandwidth | oo Bondwidith Management feature of DFL-1500 Enable/Disable Enabled
Management
BUTTON DESCRIPTION
Rel\jet Bandwidth Reset all the bandwidth management rules to default status.

anagement

Apply Apply the settings which have been configured.

Reset Clean the filled data and restore the original one.

Table 21-3 Setup status page of Bandwidth Management

Step 2.  Setup the LAN1 Link

Select ANY to LANL to setup traffic that will be
transmitted by the LANL1 interface. Enter the
LAN1 interface bandwidth as 100000kbps
(100Mbps). Click the Appl y button to enforce the
LAN1 link bandwidth to be specified bandwidth. In
the table, the r oot class represents the whole

ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions

Status | Edit Actions

Bandwidth Management->Edit Actions

Edit|ANY ~to |LANT = classes
LAN Interfacs Banduicth. 100000 kips A0y |

Defined Actions

bandwidth of the link. By default the link is | | #Actve | | L [iwiscin || Bandwinth
partioned into two classes: control class | |[Cf1 ¥ AW neaze | 100000 kbpe
(ctl _cl ass) and default class (def cl ass). [i@ ¥ [(100%) ros_class LN 00000 kbps
The control class reserves bandwidth for control |i|§| LA ) ek | ¥ | 5000 kbps
protocols such as ICMP, TCP ACKs. The default | L[S &1 ¥ | 5% def class | ¥ | ssoonises
class is the default action of non-matched Page 1/1
packets. The default class can be recursively Beimg || e
partitioned into more classes. The classes are Crse S | — | l
organized as a tree. Click Cr eat e Sub- d ass to
partition the default class.

FIELD DESCRIPTION Range/Format EXAMPLE

Edit to  classes Select the direction of action which you are ANY to Edit ANY to LAN1
— going to configure one. WAN/LAN/DMZ classes

LANlInterfer(cbepEandmdth Egllagzirreit%?dmdth which islocated in the 10 to 100000 kbps 100000 kbps

D-Link
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BUTTON DESCRIPTION

Prev. Page If there are more than one action pages, you can press Prev. Page to back to the previous page.

Next Page If there are more than one action pages, you can press Next Page to go to the next page.

Create-Sub-class Create a sub class from the indicated class.
Edit Edit the properties of the existent class.
Delete Delete the indicated class.
Table 21-4 Setup edit actions page of Bandwidth Management
Step 3. Add new classes ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create

Create a sub-class named web- f r om WAN from
the default class. Enter 0. 3%in the bandwi dt h
field. Make sure that Bor r ow button is unchecked
and then web-from-WAN class will not enlarge
the bandwidth from borrowing other unused
bandwidth. Finally, click Appl y button. See the
steps in the right diagram.

Subsequently, we will continue to setup another
two classes, such as video-from-WAN class and
web-from-DMZ class. Select the default class and
click the Cr eat e Sub- d ass to create these two
classes. The setting procedure is the same as the

Sub-class

Status | Edit Actions

Bandwidth Managemert-=Edit Actions->Create

Create a new Bandwidth Management sub-class under slot number 4

¥ Activate this class
Parent class: def_class

Class name: Iweh-frnm-WAN

Bandwidth: IU.3 o

Borrow: I Utilize any available bandwidth from other classes.

(95 % lefi)

. Bk | Ay |
web-from-WAN class described.
FIELD DESCRIPTION Range/Format EXAMPLE
Activate this class Enabl e the bandwidth management class for later using Enable/Disable Enabled
Class name Bandwidth management class name text string web-from-WAN
0.1~Max Vaue
Bandwidth How many percentage does this class occupy higher class? (asred text 0.3
described)
When the bandwidth of other classisidle, it will usethe . .
Borrow bandwidth of other class to increase bandwidth temporarily. Enable/Disable Disabled
BUTTON DESCRIPTION
Back back to previous configuration page.
Apply Apply the settings which have been configured.

Table 21-5 Add new class in the bandwidth management feature
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Step 4.  Partition into Classes ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create
Now there are three actions under the default | SUb-Class
action. Status | Edit Actions
Baridwidth M_em agamam—sE&h'_ﬂctiuns
Edit| ANV =] 1o [LANT ] classes
LAM1 Interface Bandwidth: I1DDDDD 'khp‘sAp_P‘Y|
bem) __ DefnedAcons |
_E|A|:tnre | Name | Borraw | Bandwidth
[el] v e lnteiface | 100000 kbps
[?E| ¥ |(100%j rost_class | N | 100000 kbps
chlv | Emeioess | Y| s0kbpe
el v | e der class | v | o500 keps
EslE {50%) web-from-DMZ | ¥ | 50000 kbps
el (19} video-fiom- AN [y [ 1000 kbp
el A (0.3%) web-fam-WAN | N | a00kbp
Page 11
Piev) Pagr | HextBage |
Create Subcless. | Bt [ Tl I
Step 5. Setup WANI1-to-LAN1 Rules ADVANCED SETTINGS > Firewall > Edit Rules
Select WANL t o LANL to display the rules. There Status | Edit Rules’ Show Rules|Attack Alert| Summary
is a pre-defined rule that matches all traffic into Firswall-»Edit Rules
the default class. Click | nsert to insert a rule __
before the default rule. Edit|wani =] to[Lant <] rules
Default actior for this packet direction: | Block =] ¥iLag #RRY
Packets are top-down matched by the rules.
| fem | Stats | Condion | Action |
" % | MWame |  Schedule | SourcelP | DestIP | Service | Acton | Log
Page 1/1
Peey Page | NentFage I
Insect | Ei | e
FIELD DESCRIPTION Range/Format EXAMPLE
i Select the rule direction of rule which you are going to WAN/LAN/DMZ Edit WAN1 to
Edit__to__rules configure to LAN2 rules
gure. WAN/LAN/DMZ
BUTTON DESCRIPTION
Prev. Page If there are more than one rule pages, you can press Prev. Page to back to the previous page.
Next Page If there are more than one action rules, you can press Next Page to go to the next page.
Move Page Move to the indicated page.
Insert Insert anew rule.
Edit Edit the properties of the existent rule.
Delete Delete theindicated rule.
Move Before Move the selected rule to the front of the indicated rule number.

Table 21-6 Setup edit rules page of Bandwidth Management
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Step 6. Customize the Rule

Enter a rule name such as web-from WAN,
select the Source | Pas WANL_ALL and Dest.
| Pas LAN1_ALL Besides, make sure the service
is HTTP (port 80) because of this is web service.
Select the action to be web-from WAN. In this
way, all inbound web traffic from WAN1 will be put
into the web-from WAN queue and scheduled
out at 300kbps bandwidth. Click Appl y to store

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules| Attack Alert Summary

Firewall->Edit Rules-»Insert

Insert a new WAN1-to-L AN1 Firewall rule

Rule name: !web-fru m-WAN
Schedule:IAlways v!

Condition
Source IP: |"WANT_ALL -

Dest. IP: | LAN1_ALL i

the changes.

Repeat

the same

vi deo- f r om WAN class.

procedure for the

Service: I HTTP vi

|Forward = and {do not log =] the matched session,
| Forward bandwidth class: | web-fram-WaAN 7| |

Reverse bandwidth class: | def_class »|

Bak | soly |
FIELD DESCRIPTION Range/Format EXAMPLE
Stat Activatethisrule | Enablethisfirewall rule Enable/Disable Enabled
us
Rule name Thefirewall rule name text string web-from-WAN
When source | P address of incoming
Source IP packets conforms the “Source 1P settings, IPv4 format WAN1 ALL
do the “Action”.
Condition When destination IP address of incoming
Dest. IP packets conforms the “Dest | P/Netmask” IPv4 format LANL1 ALL
settings, do the “Action”.
. Verify if the service of packet belongsto
Service TCP, UDP, or ICMP type. ANY/TCP/UDP/ICMP HTTP (80)
Forward / Block the | If packet is matched the rule condition, Forward / Block Forward
matched session Forward or Block this matched packet?
Don’tlog/ Logthe | If packet is matched the rule condition, Log loa/ don’t lo do not lo
matched session or Don’t log this matched packet? 9 9 9
def_class
i i eb-from-DMZ
Action | Forward bandwidth Forward the bandwidth classif any. W rom web-from-WAN
class video-from-WAN
web-from-WAN
) def_class
(Ij(;vsserse bandwidth Reverse the bandwidth class if any. E-Commerce def_class
LAN_1-to-LAN_2
BUTTON DESCRIPTION
Back Back to previous configuration page.
Apply Apply the settings which have been configured.

Table 21-7 Add a new Bandwidth Management rule
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Step 7.

Now we can see that there are existed two
customized rules in the queue of WANL1 to LAN1
direction.

View the rules

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules 'Show Rules’ Attack Alert

Summary

Firewall-»Show Rules

. ) Show | WA =] o [LaNT =]
In the No. 1 rule. The DFL-1500 is configured to packm.;:mp,duw" mt:,c,wd hyﬂ,:' ,:,is_
direct  video-from-WAN  packets into the | & T I I S T
video-from-WAN queue (SOOkbps) _i_# Name : | Schedule S!IJI.IFEB":' il pest. 1P| Service | Action | Log. ‘
In the No. 2 rule. The DFL-1500 will direct Ii !1 wadio-frarm-¥AN | ALWAYS! WAN1._vedio LAN]_ALL ANY . Farvard | N
web-from-WAN packets into the web-from-WAN | (2 webfomWaN | AlwAYS | wANIALL | Lamiall | WP | Fomwerd | N \
gueue (1000kbps). Page 11
In the No. 3 rule. The other traffic will be put into cibeer | e | [T
the def_class queue (any available bandwidth).
Step 8. Add DMZto LAN1 rule ADVANCED SETTINGS > Firewall > Edit Rules
Here we will add another rule (Web from DMZ) Status Edit Rules |Show Rules Attack Alert Summary
Select DMZ1 to LAN1 direction. Pl chow Blee
ShnwiDMﬂ '!mILAM 'Imlgl
Packets are top-town matched by the rules.
[ dom | Staws ] Condion | Action |
# | Mame ‘ Schedule I Source IP | Dest.IP ‘ Service | Action | Log__|
Page1/1
Step 9. Customize the rule ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Setup the web-from-DMZ rule. Here we select Status Edit Rules' Show Rules Attack Alert Summary
DVZ1_ALL / LAN1_ALL inthe Source IP / Fieewalks Bt Rulss:s s
Dest . | Pfield. It means that if the packets come : _
from DMZ and targeted LAN1 region, we do not . ierta nel AL LA Bireall e
need to care about its source / dest IP. If the . T
packets request for web traffic (source port HTTP e :[m_”_“j
80), it will be put into the web-from-DMZ queue by A e
i bandwidth management feature
DFL-1500 g . Source IP: |[DMZ1_ALL = Dest. IP:!LANW_ALL 'l
Service: |HTTP vi
Not: In the Action region, the web-from-DMZ
class was edited in the previous Step 4 before. [Forward =] and|do not log =] the matched session.
Forwarid bandwidth class: | web-from-DMZ - =
Reverse handwidth class: | def class =
Back | Amly |
Step 10. View the results ADVANCED SETTINGS > Firewall > Edit Rules
We can see the result of our setti ngs at the Status Edit Rules Show Rules Attack Alert Summary
DMZ-to-LAN rule direction. Firawall-»Shuw Rules
Show |DMZT ~{ta|LANT =] mles
Packets are top-down matched by the rules.
L dem | Stats  §  Condifion | Action |
!F‘ Name Schedule i_gnurce IP | Dest. IP | Service | Action Log
|| &1 webfom-DMZ ADNAYS | DMZIALL | LAMUALL | HTTP | Forward N
Page 1/1
T R i
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21.4.2 Outbound Traffic Management

Step 1. Enable Bandwidth ADVAN
Management

Check the Enabl e Bandwi dt h Managenent
checkbox, click the Appl y.

CED SETTINGS > Bandwidth Mgt. > Status

Edit Actions

Step 2. Setup the WAN1 Link

Select ANY to WANL1 to setup traffic that will be
transmitted by the WANL1 interface. Enter the
WANL1 interface bandwidth as 1544kbps. Click
the Apply button to enforce the WAN1 link
bandwidth to be 1544kbps. Then click Create
Sub- d ass to partition the default class.

Step 3.  Partition into Classes ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create

Create a sub-class named LAN 1-to-LAN 2 | Sub-Class
from the default class. Enter 40% in the
bandwidth field, uncheck the Bor r ow button, and
click Appl y. Select the default class and click the
Create Sub-Class to create another sub-class
named E- Cormer ce from the default class. Enter ) : - .
20% in the bandwidth field, check the Borr ow efined Actions
button and click Apply. Now there are two :
actions under the default action. They are
separately LAN_1-t o- LAN_2 and E- Comrmer ce
class as the right diagram.
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Step 4.  Setup LAN1-to-WAN1 Rules

Select LAN1 t o WAN1 to display the rules. There

is a pre-defined rule that matches all traffic into
the default class. Click | nsert to insert a rule

before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules Show Rules Attack Alert Summary

Firewall->Edit Rules

Edit|LANT = IuIWAN'] 'l rules
Default action for this packet direction: | Forward x| /T Log Apply

Packets are top-down matched by the rules.

 fem | Saws ] Condion | Action |
| # | MName | Schedule | Source IP | DestlP = Semice | Action | Log
Page 1/1

Step 5. Customize the Rules

Enter a rule name such as out VPN, select the
Source IP as LAN1_out VPN (192. 168. 40. 0)
and Dest . I P as WAN1_out VPN
(192. 168. 88.0). Select the action to be
LAN 1-to-LAN_ 2. In this way, all outbound
packets to the LAN_2 area will be put into the
LAN_1-to-LAN_2 queue and scheduled out at
617 kbps bandwidth. Click Apply to store the
changes.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Edit Rules Show Rules | Attack Alert Summary

Status

Firawall->Edit Rules->Insert

Insert a new LAN1-to WAN1 Firewall rule

Rule name; qut\/F'N
Schedule:IAIways '!

Condition

Source IF:ILANW_ouNF'N 'I
Service: IANY 'i

Dest. [Pz |WANT_outyPN 'l

Repeat the same procedure for the .
|Forward =] and |do not log =] /the matched session.
outE-Commerce rule. o
Forward bandwidth class: ! LAR_1-to-LAN_ 2 =
Reverse bandwidth class: ideficlass -
Back | sty |
Step 6.  View the rules ADVANCED SETTINGS > Firewall > Edit Rules
The DFL_1500 iS Configured to direCt Stalu_s Edit Rules [Show Rules Attack Alert| Summary
outE-Commerce matched packets into the Firewall-3Show Riles
E-Commerce queue (308 kbps), outVPN matched
packets into the LAN_1-to-LAN_2 queue (617 | _ k:““‘f‘:m:1wj' -‘“t\:”:"';j'm""s
. dCcKels are iop-do malci e 3
kbps). Here we reserve 40% WAN1 bandwidth for e e 2
(tem | Swws | Condion | Action |
the LAN_l to LAN_2 VPN data, to guarantee the i Name | Schedule | Source IP I Dest. 1P _Service | Action | LH_‘
data communication between VPN. The other |T|'I‘ outE-Commatce | ALVAYS |_ U.liN‘\_-ALL | WAN_Ecnmmerce ‘ CANY | Forward | N" ‘
traffic will be put into the def_class queue (any | |21 ouvp | Abwavs | LANt outvPN | WANIowVPN | ANY | Fowad | N
available bandwidth). Page 111
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Chapter 22
High Availability

This chapter introduces High Availability and explains how to implement it.

22.1 Demands

External Network

Router

LAN1 IP:

LAN2 IP:
192.168.40.254

192.168.40.100

Internal Network

Figure 22-1 Use High Availability mechanism to et network connection continually

1. Astheabove Figure 22-1 illustrates, your company is afraid that the firewall may be crashed someday, so it needs a backup

system to let the network connection continually. High Availability makesit possible to let the network in your company
operate smoothly.

22.2 Objectives

1. Prepare two DFL-1500 devices, and then let one as a primary firewall and the other as a secondary firewall. While the
primary firewall is crashed, you can replace it with secondary firewall.
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22.3 Methods

There arefive steps to configure High Availability feature.
Step 1. You have to setup two DFL-1500 devices first. Remember to set the Action Mode for primary deviceas Act i ve
node and secondary device as St andby node.

Step 2. When the primary device crashed, the secondary device will replace it within 30 seconds while detecting by “ping”
command.

Step 3. The secondary device will immediately load the configuration under primary device, and then change its action mode to
Active node.

Step 4. After rebooting, the primary device will automatically change its action mode to St andby node if it detects the
secondary deviceinacti ve node al r eady.

Step 5. If both of primary and secondary devices crashed simultaneously, the one which reboots faster will actionas Act i ve
node, and the other will be i n St andby node.

22.4 Steps

22.4.1 Setup High Availability

Step 1. Enable High Availability ADVANCED SETTINGS > High Availability > Status

Check the Enable Hgh Availability Status

checkbox. Select the Action Mode as Act i ve if it % Enable High Availability

is the primary device and Standby for the —

secondary device. And then configure the other AtiorMade [actve |

HA device. Select which interface to connect to. T ———

Enter | P Address and Logi n Password. 'Bu.nma.cﬂ;'.inéerfé.:cém -
IP Address |192 168.40.100

Note that you have to configure the Secondary Login Password [

device as St andby node and the IP address/

Login Password of the Primary device, so High

Availability can work then. _ ey |

FIELD DESCRIPTION Range/Format EXAMPLE
Enable High Availability | Enable High Availability feature of DFL-1500 Enable/Disable Enabled
Action Mode Specify which deviceis Active or Standby. Active/Standby Active
Connect to interface The interface which the HA devices will connect to. LANYLAN2/DMZ LAN1
IP Address The IP address of the other HA device. I Pv4 format 192.168.40.100
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 22-1 Setup status page of High Availability
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Step 2. Show the result in Web ADVANCED SETTINGS > High Availability > Status

After you apply the High Availability feature, the d2 :

Primary device will show the message to tell you ﬁg ;!ﬂﬂ% i — ' DFL-1500

that “Sync confi gur at i_on f! le 3 VPN/Firewall Router

successful ly, t he devi ce will

reboot i ng nowand st ay i n st andby node. ” | B RO R | M T e | wen

Microeott Internst Bxplarer Tl =]

l\ B corHrmEtisn 2% cupsesmiy, 1he fevies #01 shoo i cow and s sttty T,
. = |

i

Step 3. Show the message in Console

When Primary device crashed, the messages like

the right diagram will appear to tell you that this >> Met0S Loader (1386), ¥1.5 (Mon Ju] 19 18:54:37 CST 2004)
. . . . Press <TAB> to prompt - starting

device will be in Standby mode after rebooting. 1453120+10732455+ 2439364 [159+113696+989881=xe2Tabc

Net0S Yer2.000 (MALL) #O: Thu Sep 9 05:46:41 CST 2004

total memory = 255 MB

avail memory = 235 M

cpul: Intel Celeron (686 class), 1202.79 MHz, id Ox6bd

ASIC IPSec Enabled

Ethernet address 00:80:c8:50:fb:87

Ethernet address 00:80:c8:90:fb:88

Ethernet address 00:80:c8:50:fb:89

Ethernet address 00:80:c8:590:fb:8a

Ethernet address 00:80:c8:50:fb:8b

IPsec: Initialized Security Association Processing.

Software Serial Number: [3968612239565626&@8?]

Installing Modules ... don

Startup High Availability : Standby mode .

Net05/1386 (HA: Standby mode) (tty00)

login: syncing disks... done
rebooting. ..

login:
Step 4. Check the Device status Helcome to DFL-1500 YPN/Firewall Router
You can see the status of the device in Standby
mode here. DFL-1500> en

DFL-1500# sys st

System Name:
Firmware Version: Net0S Ver?.000 (WALL) #0: Thu Sep 9 05:46:41 CST 2004
Software Serial Number: 39686122395656264007

Operation Mode: NAT/Router
Default Gateway:

Primary DNS: Secondary DNS:
Port Interface IP Address Netmask Status Type
1 DOUN
2 DOUN
3 DOUN
4 DOUN
5 DOUN

11:24AM up 1 min, @ users, load averages: 1.10, 0.37, 0.14
DFL-15004 _
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System Status

23.1 Demands

1. Since we have finished the settings of DFL-1500, we need to gather the device information quickly. Then we can have a
overview of the system status.

23.2 Objectives

1. Wecan know the current situation easily through an integrated interface.

23.3 Methods
1. Through DEVICE STATUS > System Status path, we can get the needed information.

23.4 Steps

Step 1.  System Status DEVICE STATUS > System Status > System Status

Here we can see the system information Notwork | CRUS |pyoprp| Bouting | Acfve | Topll | IPSec
(include system name, firmware version), and : -
thefull list of each port settings.

Step 2.  Network Status DEVICE STATUS > System Status > Network Status
We can know the port status here, whether the can CPU & “;;ﬁ!

port is up or down, and view the amount of the
transmitted packets or received packets in each
port.
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Step 3. CPU & Memory

We can know the device information (include
system, user, interrupt and memory utilization)
through the graphic interface.

Note: If you can not view the graphic correctly,
the situation may result from that you don’t
install the java virtual machine (JVvM) onto your
browser. Simply go to the following link,
http://java.sun.com/j2se/1.4.2/downl oad.html .
And then, download the Java 2 Platform,
Standard Edition (JRE) to your platform (ex.
windows). After installing JRE properly, you
will see the CPU & Memory graphic as right
side.

DEVICE STATUS > System Status > CPU & Memory

Step 4. DHCP Table

Through the DHCP Table, we can recognize
which IP has been alocated by the DHCP
server. And know which pc (MAC address) has
been leased this IP address.

Step 5. Routing Table

Click the Routing Tabl e to see the routing
table information of DFL-1500.

System Network CPU & DHCP Table Routing Active Top20 IPSec
Status Status Memory = Table Sessi Sessi Sessi
5 % systen
3% SEI
20 % interrupt
46 % memory utilization
DEVICE STATUS > System Status > DHCP Table
System Network CPU & DHCP Table Routing Active Top20 IPSec
Status Status Memory Table Sessions Sessions Sessions
# IP Address Hostname  MAC Address Leases Expires
1 182165.1.20 pelil 00:40:F4:84:89:4D 2024-05-29 16:02:32
DEVICE STATUS > System Status > Routing Table
System Network CPU & DHCE Table Routing Active .TDEEU IPSec
Status Status Memory = — Tahle Sessions Sessions Sessions
# Type Destination/hletmask Gateway Intetface
1 Net 10:1.1.0/255.255 255.0 10.1.1.254 DMZ1
2 MNet 612 1.0/255.255 255 248 B1.211 AN
3 Net 192/168.2 0/255 255.255.0 192,166.2.254 LANZ
4 Net 192 168.40.04’255255;25_5.0 192.168:40.254 LANT
Refresh el Page

Brey; Bagr I
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Step 6. Active Sessions DEVICE STATUS > System Status > Active Sessions

Click the Active Sessions to see all the System | Network
Status Status

current sessions of DFL-1500. The Active
Sessi ons include all the outbound and inbound
sessions.

Step 7. Top20 Sessions

Click the Top20 Sessi ons to see the front-20 system S Netwark S C GRS i Active : IBSec
Status Status Sessions 3 Sessions

sessions of transmitted bytes amount. These
front-20 sessions were sorted by the amount of
transmitted bytes.
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Step 8. IPSec Sessions DEVICE STATUS > System Status > IPSec Sessions

If we use the IPSec to establish VPN with other
device, then we can view the IPSec tunnel
information in this page.

LT i Status 41____ [mE ' ahle | s ]
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24.1 Demands
1. The System Administrator wants to know all the actions of administration in the past. So it can avoid illegal system
administration.
2. The System Administrator needs to check the logs of VPN, IDS, Firewall, and Content Filter everyday. But he/ she fedls
inconvient to verify the DFL-1500 logs. He / She hopes to decrease the checking procedure.
24.2 Objectives
1. The System Administrator wants to know all actions of administration in the past.
2. The System administrator would like to view the daily log report of DFL-1500.
24.3 Methods
1. Through tracking the system logs, you can distinguish which administrated action is valid or not.
2. Usethe sydog server to receive mail, or edit the “Mail Logs” page of DFL-1500. Make the log mailed out automatically
every periodic time.
24.4 Steps
24.4.1 System Logs
Step 1. View System Logs DEVICE STATUS > System Logs
All the system administrated actions will be log in Acf:;ei';gs
this page. Mo. Time Source-lP Access-Info
1 2004-04-27 16:23:23  DFL-1500 Firewall: Reload all rules at startup
o 2004-04-27 16:23:23  DFL-1500 MAT: rule for Eas!:-LAM added
For the detailed information of System LGS, | i s0ier 52024 DFLAG)  NAT: i or ComieOME) saded
please refer Appendix C. e e
7 2004-04-27 16:53:18 1921682170 AUTH: [A1] admin login success (192,168 2 254:443)
5] 2004-04-27 16:53:35 1921682170 SYSTEM: [S8] WANT: IP address: B1.2.1.1/255.255 255 248 EventlD:3
9 2004-04-27 16:63:35  192.168.2.170  SYSTEM: [S3] WANT: Gateway IP: 61.2.1.6. EventlD:3
10 2004-04-27 16:53:35 1921682170  SYSTEM: [S3] WANT: Set default YWAN link from WARNT to YWANT
W Download To Local Refresh ] [ Cleas ] I et Page I List| 10 :";Per Page Page: 1/12
FIELD DESCRIPTION
NO system logs sequence number
Time The time which is occurred by the specified system event.
Source-1P A type of the specified system events.
The description of the system log. Include Conponent Type, Log | D, Log Description
Access--Info .
and Event | D (optional).

Table 24-1 System log description
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24.4.2 Syslog & Mail log

Step 1.  Setup Syslog Server

Setup Syslog Server by checking the Enabl e
Sysl og Server. |t will let DFL-1500 send logs
to the Syslog Server specified in the “Sysl og
Server | P Address” field.

Notice: If the logs were sent out to the syslog
server, they will still keep a copy in the DFL-1500.

DEVICE STATUS > Log Config > Syslog Server

Syslog

G, Mail Logs

¥ Enable Syslog Server

‘Syslag Serer P Address [10.1.1.20
Apply

FIELD DESCRIPTION EXAMPLE
Enable Syslog Server Enable the Syslog Server feature of DFL-1500 Enabled
Syslog Server IP Address | The IP Address which Syslog Server located. 10.1.1.20
BUTTON DESCRIPTION
Apply Apply the configuration in this page
Reset Restore the original configuration in this page

Table 24-2 Setup the Syslog Server

Step 2.  Setup Mail Log method

Fill in the IP address of the Mai| Server and
Mai | Subj ect . Also fill your E- Mai | addr ess
for receiving logs. Select the preferred Log
Schedule to mail out logs. Click the Appl y button
to finish the settings.

Notice: If the logs were sent out to the mail
server, they will be deleted by the DFL-1500.

DEVICE STATUS > Log Config > Mail Logs

Syslog

Shrwei Mail Lags

¥ Enable Mail Logs

Logs wil be generated and tan be sent ¥la e=mail configuration the mail sarver and emall éd&i%ﬂa__a]_

here, You can also specify how frequently you want to receive logs,

IWD.1 1.1

Mail Subject  |Log Repont

Mail Server

E-friail Logs To Imls@dlmk.co'm

(E-rnail address)

Log Schedule iDai\y -

Day for Sending Lags | Moriay

Apply | Test |

FIELD DESCRIPTION EXAMPLE
Enable Mail Logs Enable the Mail Logs Server feature of DFL-1500 Enabled
Mail Server The IP Address of Mail Server which will send out the logs. 10.1.1.1

Mail Subject The subject of log mail Log Report

E-mail Logs To E-Mail address of receiver mis@dlink.com
Log Schedule The schedule which the mail logs will be sent out. Daily
When selecting Weekly in the “Log Schedule” field, we have to choose

Day for Sending Logs which day the mail logs will be sent out in the “Day for Sending Logs” Monday

field.

D-Link
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BUTTON DESCRIPTION
Apply Apply the configuration in this page
Test test the mail logs configuration in this page

Table 24-3 Setup the Mail Logs
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This chapter introduces how to do system maintenance.

25.1 Demands

1. DFL-1500 is designed to provide upgradeable firmware and database to meet the upcoming dynamics of the Internet. New
features, new attack signatures, new forbidden URLSs, and new virus definitions require timely updates to the DFL-1500.
This chapter introduces how to upgrade your system with TFTP and Web Ul respectively.

2. Sometimes one may want to reset the firmware to factory default due to loss of password, firmware corrupted,
configuration corrupted. Since DFL-1500 does not have a reset button to prevent careless pressing of it, factory default has
to be set with web GUI or console terminal. Of course, when you loss the password, you have to use CLI only because you
can never enter the web GUI with the lost password.

3. Another issueisthat after setup the DFL-1500 properly, we might want to keep the current configuration to avoid the
unknown accident. Then we can recover the original state from the previous reserved configuration.

25.2 Steps for TFTP Upgrade

LANI

DFL-1 192.168.40.254

titp Server

o --neaa- Upgrade firmware
= = —p» Backup firmware

Figure 25-1 Upgrade/Backup firmware from TFTP server
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Step 1. Setup TFTP server

Place the TFTP server Tft pServer in the c:\
directory and double click to run it. Place all bi n
files in the c:\ as well. Set the PC to be
192.168.40.x to be in the same subnet with the
DFL-1500‘s LANL1. Login to DFL-1500’s console.
Enter en to enter privileged mode. Configure the
LAN1 address so that the DFL-1500 can connect
to the TFTP server. The CLI command to
configure LAN1 interface isip i f confi g | NTF3
192. 168. 40. 254 255. 255. 255. 0.

Net OS/ i 386 ( DFL- 1500) (tty00)

l ogin: admn

Passwor d:

Wl cone to DFL-1500 VPN Firewal | Router!

DFL- 1500> en

DFL- 1500# ip ifconfig INTF3 192.168. 40. 254 255. 255. 255. 0

DFL- 1500#

Step 2. Upgrade firmware

Enter | Ptftp upgrade i nmage 192. 168. 40. x
DFL- 1500- <ver >. bi n. After this procedure,
DFL-1500 device will reboot automatically.
Notice: if you want to preserve the previous
configuration, add the “preserve” keyword to
the end.

Refer Appendix A for the detalils.

DFL- 1500# ip tftp upgrade i mage DFL-1500-1.530p5-ALL. bi n
192. 168.1. 170 preserve

Fetching from 192. 168. 40. 170 for
tftp> tftp> Verbose node on.

tftp> getting from2192. 168. 40. 170: DFL- 1500- 1. 530p5-ALL. bin to
DFL- 1500- 1. 530p5- ALL. bi n [oct et ]

DFL- 1500- 1. 530p5- ALL. bi n

Step 3. Check if OK

Check whether the system status is working
properly or not.

DFL-1500# sys st

System Name: DFL-1500
Firmware VYersion: Net0S Ver1.53@ (DLINK) #8: Sun Apr 25 B2:26:26 CST 2004

Default Gateway: 61.2.1.6

Primary DNS: 168.95.1.1
Secondary DNS:

Default WAN Link {Gateway/DNS): WAN1

Port Interface IP Address Netmask Status Type
1 WANL  61.2.1.1 250.255.255.248 UP  {Static IP)
HAN2 DOWN (Mot initialized)
3 DMZ1  10.1.1.254 250.250.295.0 uP
h LANL  192.168.40.254  255.255.255.0 UP
5 LAN2  192.168.2.254 255.255.255.0 UP
4:55PM up 33 mins, 1 user, load averages: 0.26, 0.26, 0.19

DFL-156004# _

25.3 Steps for Firmware upgrade from Web GUI

Step 1. Download the newest firmware
from web site

If a new firmware issued, we can download it
from the web site (fwupdate.dlinktw.com.tw)
to the local computer.

Firmware upgrade site :
http://fwupdate.dlinktw.com.tw/
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184



http://fwupdate.dlinktw.com.tw/

Step 2. Upgrade firmware

In the System Tools / Firmware Upgrade page.
Select the path of firmware through Browse
button, and check the Preserve Saved
Configurations to reserve original settings.
Click the Upl oad button to upgrade firmware.

SYSTEM TOOLS > Firmware Upgrade > Firmware Upgrade

ath: | 0\Dlink Devics\DFL-1 5[ Browse .. |

25.4 Steps for Database Update from Web GUI

Step 3. Update database manually

If anew firmware issued, we can download it by
clicking the Updat e button. Then we will see
the database version shown on the left side.

Step 4. Auto Update

We can also update database automatically. Fill
the database server in the Update Center
field. Choose what date/time we would like to
update the database, and then check which
databases we would like to update. Click Appl y
button to finish the settings.

SYSTEM TOOLS > Firmware Upgrade > Firmware Upgrade

date.dlinktw.com.tw |
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25.5 Steps for Factory Reset

25.5.1 Step for factory reset under web GUI

Step 1. Factory reset

In the Web GUI mode. Follow the path of right
side. We can make DFL-1500 configuration
restored to the factory defaults with simply
clicking the Appl y button.

Warning: Be careful to use this function. It will
make all your present configurations disappear.
And the configuration will restore to the factory
default.

SYSTEM TOOLS > System Utilities > Factory Reset

Save Backup Restore Factory
Configuration Configuration Configuration Reset

Back to Factory Defaults

Reset to clear all user-entered configuration information and return
the system to its factory defaults. After resetting, the

- Passwaord will be admin

- WANT will not be initialized

- WANZ will not be initialized

- DMZT IP wall be 10.1.1.254

- LAMT IP will be 192.168.1.254

- LAMZ 1P will be 152.168.2.254

- DHCP will be reset to server

Tao erase the router's configuration information and restore factory
default settings, system will be reboated automatically

Apply

25.5.2 Step for NORMAL factory reset

Step 1. Factory reset

In the CLI mode. Enter sys resetconf nowto
reset the firmware to factory default. Then the
system will reboot automatically.

Net OS/ i 386 ( DFL- 1500) (tty00)

I ogin: admn
Passwor d:

Wel cone to DFL-1500 VPN Firewal |l Router

DFL- 1500> en
DFL- 1500# sys resetconf now

Resetting Configuration to default... DONE

Systemwi || reboot now
synci ng di sks... done
rebooting. ..

25.5.3 Steps for EMERGENT factory reset

Step 1. Enter the boot loader

If the original firmware is damaged, you may need
to recover the firmware with the factory default.
Press <t ab> or <space> during the 2-second
countdown process.

>> Net OS Loader (i386), V1.5 (Fri Feb 20 10:25:11 CST 2004)
Press <TAB> to pronpt - starting in O

Type "boot rescue" to | oad safe-node kernel to

(1) rescue corrupted firnware

(2) reset password for admn

type "?" or "help" for help.

>
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Step 2.  Enter the Safe Mode

Enter boot rescue to enter the emergency
kernel. In this kernel, you can use tftp to fetch
another firmware to install, or reset the
configuration to default even though you lost the
password.

> boot rescue

651354+7888404+127584=0x84528¢c

Net0S Ver1.529 (RESCUE) #1: Wed Apr 7 0@:54:55 CST 2004
cpuB: Intel (null) Celeron (686-class), 1202.85 HHz
total memory = 255 MB

avail memory = 228 HB

Ethernet address 00:99:0b:02:eb:ac,
Ethernet address 00:90:0b:02:eb:ad,
Ethernet address 00:90:0b:02:eb:ae,
Ethernet address B0:90:0b:02:eb:af, 10/100 Mb/s
Ethernet address 00:99:0b:02:eb:b@, 10/100 Mb/s
wdl@: drive supports PI0 mode &

Software Serial Number: [606235764368287223201

107100 Mb/s
10/100 Mb/s
10/100 Mb/s

Tips: Tupe 7" anytime when vou need helps. Tips: To recover from corrupted fi
rmware, setup IP address and use tftp to install the new firmware.

DFL-1588> _

Step 3. Factory reset

Enter sys r eset conf nowto reset the firmware
to factory default. Then system will reboot
automatically.

DFL- 1500> en
DFL- 1500# sys resetconf now

Systemwi || reboot now
synci ng di sks... done
rebooting. ..

25.6 Save the current configuration

Step 1. Backup the current
configuration

After finishing the settings of DFL-1500, be sure
to Press the Save button in this page to keep the
running configuration.

SYSTEM TOOLS > System Utilities > Save Configuration

Save Backup Restore Factory
Configuration Configuration'Configuration Reset

Caution!! This process may fail occasionally due to users®
interrupt, please wait for status message with “Saving running
configuration... DONE™ to make sure the running configuration
had been saved successfully.

This page allows you to save your system's running configuration
into the flash memary, Your modifications will he sffactive
permanently. Click the Save button to stant the save process:

Save

25.7 Steps for Backup / Restore Configurations

Step 1. Backup the current
configuration

Before backup your current configuration, make
sure you have saved your current configurations
as described in Section 25.6. Then select page in
the page of /System Tools /System Utilities
/Backup Configurations, click Backup button to
backup configuration file to local disk.

SYSTEM TOOLS > System Utilities > Backup Configuration

Save Backup Restore Factory
Configuration Configuration Configuration|  Reset

This page allows you to backup your system'’s saved configuration
to your workstation. Click the Backup button to start the backup
process.

Step 2. Restore the previous saving
configuration

In the page of System Tools / System Utilities /
Restore Configuration, click the Br owse button to
select configuration file path first, and then click
Upl oad button to restore configuration.

SYSTEM TOOLS > System Utilities > Restore Configuration

Save Backup Restore
Configuration Configuration Configuration

Factory
Reset

To restore your system's configuration from a previously saved
configuration file, browse to the location of the configuration file
(.bin) and click Upload

Fila Path: |C\2004031 Bconf bin
Upload
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25.8 Steps for Reset password

Step 1. Enter the boot loader

If you forget the password, you can use the
following way to reset the password. Press

>> Net CS Loader (i386), V1.5 (Fri
Press <TAB> to pronpt - starting in O

Type "boot rescue" to | oad saf e-node kernel
(1) rescue corrupted firnware

(2) reset password for admn

type "?" or "help" for help.

>

to

<tab> or <space> during the 2-second
countdown process.

Step 2.  Get the Initial Key

Enter boot -1 command as right side. When

screen shows “Enter Initial Key”, you can consult
with your local technical supporter to get the Initial
Key. You will need to tell the local technical
supporter al I the MAC address value. Then
you will get the Initial Key. To reset admin
password.

> boot

998681+10753736+329772 [74+85936+64524 1=0xbabab8

Net0S Yerl1.529 (DLINK) #0: Wed Apr 7 00:38:02 CST 2004
cpuB: Intel {(null) Celeron (686-class), 1202.84 HHz
total memory = 255 HB

avail memory = 224 MB
Ethernet address 00:90:0b:02:
Ethernet address 102
Ethernet address 102
Ethernet address 102
Ethernet address :90:0b:02:eb:
wd®: drive supports PI0 mode &
IPSec: Initialized Security Association Processing.
Enter Initial Key:

. 10/100 Mb/s
., 10/100 Mb/s
, 16/100 Mb/s
, 16/100 Mb/s
, 16/100 Mb/s
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Appendix A
Command LinelInterface (CLI)

You can configure the DFL-1500 through the web interface (http/https) for the most time. Besides you can use another method,
consol e/ssh/tel net method to configure the DFL-1500 in the emergency. Thisis known as the Command Line Interface (CLI). By
the way of CLI commands, you can effectively set the IP addresses, restore factory reset, reboot/shutdown system etc. Here we will
give you acomplete list to configure the DFL-1500 using the CLI commands.

A.l Enablethe port of DFL-1500

If you prefer to use CLI commands, you can use it through console/ssh/telnet methods. For using ssh/telnet feature, you must
enable the remote management first. Enable the specified port, so that you can login from the configured port.

Step 1. Enable remote management / SYSTEM Tools > Remote Mgt. > TELNET

TELNET TELNET SSH WWW HTTPS SHMP MISC

Check the selected port located in the telnet
function. And customize the server port

A A ! Setyet Fort 12323
which is listened by telnet service. Ao Aeenes i o WAL WAN2 DMZ1® LANT - LAN?
Sacure Client I Addrese Al O Selacted (0000
Apply l
Step 2. Enable remote management / SYSTEM Tools > Remote Mgt. > SSH
SSH TELNET SSH WWW HTTPS SNMP MISC

Check the selected port located in the ssh
function. And customize the server port which is o

. . Server Port 122
listened by ssh service. il

Allaw Access frorm Iv AT T WANZ [ DMZ1 Y LANT T LAN2
Secure Client |P Address Al O Selected 0000
Apply I

A.2 CLI commandslist (Normal Mode)

Subsequently, we can use the console/ssh/telnet to connect the DFL-1500. After logining the system successfully, we can use the
CLI commands to configure DFL-1500. The complete CLI commands are described as follows.

Non-privileged mode

corwmaiar;] ds comsrl:]:n ds Example Command description
? ? Show the help menu
enable (en) enable Turn on privileged mode command
exit (ex) exit Exit command shell
ip Configure IP related settings
ping ip ping 202.11.22.33 Send ICMP echo request messages
traceroute ip traceroute 202.11.22.33 Trace route to destination address or hostname
sys Configure system parameters
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status (st)

sys status

Show system and network status

version (ver)

sysversion

Show DFL-1500 firmware version

Table A-1 Non-privileged mode of hormal mode

Note: If you don’t know what parameter is followed by the commands, just type “?” following the command. Ex “ip ?”. It will show
al the valid suffix parameters from “ip”.

Privileged mode
cor'::lrﬁ:n 5 Sub commands Example Command description
? ? Show the help menu
disable (dis) disable Turn off privileged mode command
exit (ex) exit Exit command shell
ip Configure IP related settings
arp ip arp status Show the ip/MAC mapping table
dns ip dns query www.yam.com.tw Show the IP address of the www.yam.com.tw.
ifconfig ipifconfig INTF1 192.168.1.100 Configure the ip address of each port
255.255.255.0
ping ip ping 202.11.22.33 Send ICMP echo request messages
tftp ip tftp upgrade image Upgrade/Backup firmware/configuration fronvto tftp
upgrade/backup | <FILENAME> 192.168.1.170. ie_rgler. About the full description, please refer to Section
traceroute ip traceroute 202.11.22.33 Trace route to destination address or hostname.
sys Configure system parameters
halt sys halt now Shutdown system
password sys password Change administrator password
reboot sys reboot now Reboot system
resetconf sys resetconf now Reset system configuration to default settings
saveconf (sa) sys saveconf Save running configuration
status (st) sys status Show system and network status
tcpdump (tc) systcpdump INTFO host 10.1.1.1 Capture the information of specified packets which pass
through the indicated interface.
version (ver) sysversion Show DFL-1500 firmware version
Table A-2 Privileged mode of norma mode
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A.3CLI commands list (Rescue Mode)

The Full tftp commands are described in the following Table A-3.

RIETRR 2h £l Postfix command Example Command description
command | command | command
. ip tftp upgrade config Upgrade configuration file
Sulil FILENAMEWORD | ¢ 0101 192.168.1.170 image from tftp server.
upgrade
ip tftp upgrade image .
image | FLENAMEWORD | o eNAMES 1021681170 | UP9rade systemimage from
(preserve) tftp server.
preserve
ip tftp
. ip tftp backup config Backup configuration file
Eaii WORD 192.168.1.170 image to tftp server.
backup
. ip tftp backup image Backup system image to tftp
'mage WORD 102.168.1.170 server.

Table A-3ip tftp commands description

In the Postfix command, the meanings of keywords are listed here.

WORD: tftp server IP address

FILENAM E: Upgrade configuration file image name
(preserve): string “preserve”, thisis optional

A.3

CLI commandslist (Rescue Mode)

If the original firmware was damaged by some accidents, you may need to recover it with the factory reset process in the rescue
mode. Boot the DFL-1500 and press <tab> or <space> during the 2-second countdown process. Y ou may refer Section 25.5.3 for

details.

Non-privileged mode

corwr?; ds coerungn ds Example Command description

? ? Show the help menu

enable (en) enable Turn on privileged mode command

exit (ex) exit Exit command shell

ip Configure IP related settings
ping ip ping 202.11.22.33 Send ICMP messages

sys Configure system parameters
status (st) sys status Show the mode name and firmware version.
version (ver) sysversion Show the firmware version

Table A-4 Non-privileged mode of rescue mode

Note: If you don’t know what parameter is followed by the commands, just type “?” following the command. Ex “ip ?”. It will show
al the valid suffix parameters from “ip”.
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Privileged mode
cor'::lrﬁgn 5 Sub commands Example Command description

? ? Show the help menu

disable (dis) disable Turn off privileged mode command

exit (ex) exit Exit command shell

ip Configure IP related settings
arp ip arp status Show the ip/MAC mapping table
dns ip dns query www.yam.com.tw Show the IP address of the www.yam.com.tw.
ifconfig ipifconfig INTF1 192.168.1.100 Configure the ip address of each port

255.255.255.0
ping ip ping 202.11.22.33 Send ICMP echo request messages
tftp ip tftp upgrade image Upgrade firmware from tftp server.
<FILENAME> 192.168.1.170.

sys Configure system parameters
halt sys halt now Shutdown system
reboot sys reboot now Reboot system
resetconf sys resetconf now Reset system configuration to default settings
status (st) sys status Show the mode name and firmware version.
version (ver) sysversion Show the firmware version

Table A-5 Privileged mode CLI commands
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Appendix B
Trouble Shooting

1. If the power LED of DFL-1500 is off when | turn on the power?

ANS : Check the connection between the power adapter and DFL-1500 power cord. If this problem still exists, contact with your
sales vendor.

2. How can| configure the DFL-1500 if | forget the admin password of the DFL-1500 ?

ANS: Youcan gather all the MAC addresses values of DFL-1500, and contact the local technical supporter. Then we will give you
aninitial key. Please refer to the Section 25.8 described to reset the admin password.

3. | can’t access DFL-1500 viathe console port ?

ANS : Check the console line and make sure it is connected between your computer serial port and DFL-1500 Diagnostic RS-232

port. Notice whether the terminal software parameter setting as follows. No parity, 8 data bits, 1 stop bit, baud rate 9600 bps. The
terminal typeis VT100.

4, | can’t ping DFL-1500 WANL1 interface successfully 2 Why ?
ANS : Follow below items to check if ready or not

A Check Basic Setup > WAN Settings > WANL1 status fields. Verify whether any datais correctly.

b.  Check Device Status > System Status > Network Status WAN1 status is “UP”. If the statusis “DOWN?”, check if the
network lineis connectionless ?

C. Check System Tools > Remote Mgt. > MISC > WANL1. Verify if WAN2 port checkbox is enabled. The default enabled
port isonly LAN port.

d.  Check whether virtual server rule (Dest. IP: WAN1 IP address, port : 1~65535) exists or not. If existing any virtual
server rule like thistype, it will make all the connections from WANL port outside relay to another server. Actualy
what you have pinged is another server, not DFL-1500.

€.  Check whether NAT One-to-One(bidirectional) rule (Trandlated Src IP : WAN1 IP address, port : 1~65535) exists or
not. If existing any virtual server rule like this type, it will make all the connections from WAN1 port outside relay to
another server. Actually what you have pinged is another server, not DFL-1500.

f.  If al the above items have checked, try to change a new network line. This is almost resulting from the network line
problem. Please neglect the LED status, because it will confuse your judgment sometimes.

5. | haveaready set the WANL1 ip address of DFL-1500 the same subnet with my pc, but | can’t use httpsto login DFL-1500 via
WAN1 port from my pc al the time, why ?
Ans:

a.  Besurethat you can ping the WANL1 port, please check the procedure as question 4 description.

b. Make surethat the WAN1 IP address of DFL-1500 is not duplicated with other existent |P address. Y ou can take off the
network line connected on the WANL port. Then try to ping the |P address which setup on the WANL port. If it is still
successful, the IP address which setup on the WAN1 port is duplicated with the existent | P address.

C. Noticethat you must check System Tools > Remote Mgt. > HTTPS > WAN1. The default enabled port is only LAN
port.

6. | can’t build the VPN — IPSec connection with another device at the another side all the time, why ?
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Ans : Please make sure if you follow the setting method as follows.

a.  Check your IPSec Setting. Please refer to the settingsin the Section 11.4- Step 3.

b. Makesureif you have aready added aWAN to LAN policy in the Advanced Settings/Firewall to let the |PSec packets
pass through the DFL-1500. (The default value from WAN to LAN is block.).

When you add a Firewall rule, the Sour ce | P and Net mask arethel P addr ess, Prefi xLen/ Subnet Mask
in the pages of the Remote Address Type. Andthe Dest | P and Net nask arethel P Addr ess,
Prefi xLen/ Subnet Mask inthe pages of the Local Address Type.
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The following Figure B-1, Figure B-2 indicated the DFL_A IPSec and Firewall setting. The Figure B-3, Figure B-4 indicated the

opposite side DFL_B IPSec and Firewall setting. When you configure an |PSec policy, please be sure to add aruleto let the packets
of the IPSec pass from WAN to LAN. For the IP address of firewall rules, please refer to the Figure B-2, Figure B-4.

Status

KE Rule Mame [KErules,

Condition

al Address Type | Subnet Address L@

192.163.40.0
k |255.255.255.0 , 00 ®

The Local Address
: of DFL B

Figure B-1 DFL_A - Inset anew |PSec policy

| Show Rules Attack Alert |

i Status
llowlPSecPktd,

Figure B-2 DFL_A - Insert anew firewall rulein WAN to LAN
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IPSec PPTP L2TP Fass
Through

IPSec-=IKE-=Edit Rule

[v] Active
IKE Rule Marme |KEruleB

Condition

Local Address Type | Subnet Address v |

ecdecscecocs
esceoe O
o0 ® ®e
°® .

o P Address 192.168.68.0

00 0000000000000 00 - - - .
.'-F';e.ﬂ.xLen f Subnet Mask 2552552550 e . {
Remote Address Type Subnet Address v

—
T Address 192168400 The Local Address

S Prefizlen f Subnet Mask |255.255.285.0 - of DFL—A
N —— e — —
Figure B-3 DFL_B - Inset a new IPSec policy
Status ‘Eflit Rules Show Rules Attack Alert Summary
Firewall-=Hdit Rules-»Edit
. Edit WAN1-to-LAN1 Firewall rule humber 1
. Rule name: [A/lowlPSecPktE
. Schedule:-if-\lways "I
. Condition
o =———SMurce IP: | WAN1_VPNB = Dest. IP: | LAN1_VPNB =

-ooooocooooomicg}iANY "i

”Forward 'l and Ido not log. ‘| the matched session. |

Forward - bandwidth class: | def_class x|

Reverse handwidth class: ldef_class 'i

Back ] Lipnly |

Figure B-4 DFL_B - Insert anew firewall rulein WAN to LAN

7. Why the Source-IP field of System Logsis blank?

ANS: Onereason is that you may enter Host Name and following by a space like “DFL-1500 ““. And enter the Domain Name string

like “dlink.com” in the firmware version 1.391B. Then the System Name will present as “DFL-1500 .dlink.com”. After upgrading
firmware to upper version (ex. 1.50R). It will appear blank in the Source-1P field of System Logs.

8.  When | ping the internet host from LAN/DMZ. | can’t always finish the ping successfully. Sometimesit is work. But
sometimes it fails to ping the outside host.

AnNS: This may cause there are more than one host in the LAN/DMZ pinging the same host at the same time. If one host (Lan-A) is
pinging internet host A(ex. 140.106.100.1), and at the same time, Lan-B is also pinging 140.106.100.1. Then the pinging action of
the Lan-A and Lan-B may fail. But when each host (Lan-A or Lan-B) is finish pinging, the other host can continue the pinging
action.
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9.  Whilel am upgrading firmware from local disk, the download is not complete but the network has been disconnected. What
will it happen in such situation?

ANS © under this circumstance, the DFL-1500 will automatically reboot and all configurations will still remain as before.

10. Whilel am upgrading firmware from local disk, the download is complete. After md5 checks, the screen appears “Upgrading
kernel image”. What will it happen if the power is off suddenly?

ANS . Almost all the cases will not cause firmware fail. The DFL-1500 will automatically reboot and all configurations will still

remain as before. But sometimesit will make firmware fail. If the firmware fails, DFL-1500 will automatically enter rescue mode
when it reboots. Y ou may need to do the factory reset, and then restore your original configuration to DFL-1500. Refer to the
factory reset procedure of DFL-1500 as Section 25.5. About restoring configuration procedure, please refer to Section 25.7.

11.  Whilefinishing the Content Filters > Web Filter settings, if | try to use browser to test, why does not the web page result
match with the web filter configuration?

ANS : Be sure that you have cleaned all the file cache in the browser, and try to connect the internet web server. If the web page

result still does not match with the web filter configuration, you may close your browser and reopen it.

12.  Whilefinishing the edition of DFL-1500 settings and pressing apply button, the LAN/DMZ to WAN network connection
(telnet, ssh, ftp, man..) fails, why?

ANS : This is a normal situation. When you finish the following settings, all the active network connection will be disconnected. So,

you must reconnect it again.

SYSTEM TOOLS > Remote Mqt.

ADVANCED SETTINGS > VPN Settings > | PSec
ADVANCED SETTINGS > VPN Settings > PPTP > Client
ADVANCED SETTINGS > VPN Settings > Pass Through
ADVANCED SETTINGS > NAT

O Q0 T
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Appendix C
System Log Syntax

In the DFL-1500, all the administration action will be logged by the system. Y ou can refer al your management process through
System log (DEVICE STATUS > System Logs > System Access Logs). Besides, all the system |og descriptions are following the
same syntax format.

In the below diagram, you can view the example of system log. The amplified system log example can be divided into 4 parts. The
first part is Component type, second part is Log I D, third part islog description and final part is Event | D. When you applied
each setting in the DFL-1500, you had been issued an Event. So the same Event | D may have many different Log |Ds because you
may change different settings in the same apply action. The Event | Dis asequence number. It means that the sasme Log | D would
not be assigned the sasme Event | D every time.

So if you apply any button while setting DFL-1500 every time, an “Event” will occur immediately. And the “Event” will be
displayed in the System log.

System
Access Logs
No. Time = e
1 2004-05-14 11:08:29 192.1658.17 170 LOG: [LO7] logfile system_log.txt cleanup.
2004-05-14 11:08:45 192 168.17.170 SYSTEM: [S9] LANT IP Address Assignment: 1921681, 254/255 255 255.0, ... WORE
2004-05-14 11:08:46 192.168.17.170 SYSTEM: [S4] Enable DHCP server on LANT by admin (192 16817 179:443) . MORE
2004-05-14 11:08:46 192 166817 170 SYSTEM: [S4] IP Pool Starting Address: 192.168.1.1, Pool Size: 20. Eve . |
2004-05-14 11:08:46 192.168.17.170 SYSTEM: [S43] MAT: rula for Basic-LANT added .
2004-05-14 11:08:46 192.168.17.170 SYSTEM: [S43] MAT: rula for Basic-LANZ added .
2004-05-14 11:08:46 192 168.17 170 SYSTEM: [S43] NAT: rule for Basic-DMZ1 added .
2004-05-14 11:08:47 192 16817 17RROUTING: [R3] LANT: Routing Protocol: Mona, EventlD:247

LR e T I

¥ Download To Local [ SerEh H Lo List MAX V:P age Page: 1/1

JROUTING : [R3] LANI: Routing Protocol: None. EventlD:247
Component type : Log ID : Log description : Event 1D

Figure D-1 All the system log descriptions are following the same format as above

In the following table, welist all the system logs for reference.

Componenttype | LogID | Log description Example

AUTH AO01 User Login AUTH: [A01] admin login success (192.168.17.102:443).
AUTH: [A01] admin login fail, miss password
(192.168.17.102:443).

AUTH: [A01] admin login fail, configuration is locked by
administrator from Console (192.168.17.102:443).

AUTH: [A01] admin login fail, configuration is locked by
another user from 192.168.17.100 (192.168.17.102:443).

AO02 User Logout AUTH: [A02] admin logout (192.168.17.102:443).
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A03 Change Password AUTH: [AQ3] admin change system password
(192.168.17.102:443).
BO1 Enable/Disable Bandwidth BANDWIDTH: [BO1] Enable bandwidth management by admin
Management (192.168.17.100:443).
BANDWIDTH: [B01] Disable bandwidth management by admin
BANDWIDTH (192.168.17.100:443).
BANDWIDTH: [BO1] WAN1 Disable bandwidth management
with PPPoE connhection.
CONTENT Cco1 Web filter categories CONTENT: [CO1] Web filter categories configuration update by
configuration updated admin (192.168.17.100:443). EID=6
C02 Web filter added trusted host | CONTENT: [C02] Web filter add trusted host by admin
(192.168.17.100:443). EID=6
C03 Web filter deleted trust host CONTENT: [CO03] Web filter deleted trust host by admin
(192.168.17.100:443). EID=6
Cco4 Web filter added forbidden CONTENT: [C04] Web filter added forbidden domain by admin
domain (192.168.17.100:443). EID=7
C05 Web filter deleted forbidden CONTENT: [C05] Web filter deleted forbidden domain by admin
domain (192.168.17.100:443). EID=8
C06 Enable web-filter access CONTENT: [C06] Enable web-filter access by admin
control (192.168.17.100:443). EID=9
co7 Disable web-filter access CONTENT: [CO7] Disable web-filter access control by admin
control (192.168.17.100:443). EID=10
Cco8 Web filter URL keyword CONTENT: [C08] Web filter URL keyword added by adimin
added (192.168.17.100:443). EID=11
C09 Web filter URL keyword CONTENT: [C09] Web filter URL keyword deleted by admin
deleted (192.168.17.100:443). EID=12
C10 Enable web filter url matching | CONTENT: [C10] Enable web filter url matching by admin
(192.168.17.100:443). EID=13
C11 Disable web filter url CONTENT: [C11] Disable web filter url matching by admin
matching (192.168.17.100:443). EID=14
C12 Updated web filter exempt CONTENT: [C12] Updated web filter exempt zone configuration
zone configuration by admin (192.168.17.100:443). EID=15
C13 Web filter exempt zone added | CONTENT: [C13] web filter exempt zone added range from
range 140.126.1.1 to 140.126.100.255 by admin (192.168.17.100:443).
EID=16
Ci4 Updated ftp filter exempt CONTENT: [C14] Updated ftp filter exempt zone configuration
zone configuration by admin (192.168.17.100:443). EID=17
C15 FTPfilter exempt zoneadded | CONTENT: [C15] FTP filter exempt zone added range from
range 140.126.1.1 to 140.126.255.255 by admin (192.168.17.100:443).
EID=18
C16 Updated ftp filter blocked file | CONTENT: [C16] Updated ftp filter blocked file configuration
configuration by admin (192.168.17.100:443). EID=19
C17 FTP Filter blocking list CONTENT: [C17] FTP Filter blocking list updated by admin
updated (192.168.17.100:443). EID=20
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C18 Web filter keyword added CONTENT: [C18] Web filter keyword added by admin
(192.168.17.100:443). EID=21
C19 Web filter keyword del eted CONTENT: [C19] Web filter keyword deleted by admin
(192.168.17.100:443). EID=22
C20 Enable web filter keyword CONTENT: [C20] Enable web filter keyword matching by admin
matching (192.168.17.100:443). EID=23
c21 Disable web filter keyword CONTENT: [C21] Disable web filter keyword matching by
matching admin (192.168.17.100:443). EID=24
C22 Updated POPS3 filter exempt CONTENT: [C22] Updated POPS3 filter exempt zone
zone configuration configuration by admin (192.168.17.100:443). EID=25
Cc23 POP3 filter exempt zone CONTENT: [C23] POP3 filter exempt zone added range from
added range 140.126.1.1 to 140.126.1.255 by admin (192.168.17.100:443).
EID=26
C24 Enable POP3 filter CONTENT: [C24] Enable POP3 filter by admin
(192.168.17.100:443). EID=27
C25 Disable POP3 filter CONTENT: [C25] Disable POP3 filter by admin
(192.168.17.100:443). EID=28
C26 POP3 Filter blocking list CONTENT: [C26] POP3 Filter blocking list updated by admin
updated (192.168.17.100:443). EID=29
c27 Updated SMTP exempt zone | CONTENT: [C27] Updated SMTP exempt zone configuration by
configuration admin (192.168.17.100:443). EID=30
c28 SMTP filter exempt zone CONTENT: [C28] SMTP filter exempt zone added range from
added range from by admin (192.168.17.100:443). EID=31
C29 Enable SMTP filter CONTENT: [C29] Enable SMTP filter by admin
(192.168.17.100:443). EID=32
C30 Disable SMTP filter CONTENT: [C30] Disable SMTP filter by admin
(192.168.17.100:443). EID=33
C31 SMTP Filter blocking list CONTENT: [C31] SMTP Filter blocking list updated by admin
updated (192.168.17.100:443). EID=34
C32 Enable SMTP AntiVirus CONTENT: [C32] Enable SMTP AntiVirus by admin
(192.168.17.100:443). EID=35
C33 Disable SMTP AntiVirus CONTENT: [C33] Disable SMTP AntiVirus by admin
(192.168.17.100:443). EID=36
C34 AntiVirus module cannot CONTENT: [C34] AntiVirus: cannot download signatures by
download signatures admin (192.168.17.100:443). EID=37
C35 AntiVirus signatures updated | CONETNT: [C35] AntiVirus signatures updated by admin
(192.168.17.100:443). EID=38
C36 Enable WEB filter CONTENT: [C36] Enable WEB filter by admin
(192.168.17.100:443). EID=39
C37 Disable WEB filter CONTENT: [C37] Disable WEB filter by admin
(192.168.17.100:443). EID=40
FO1 Enable/Disable Firewall FIREWALL: [FO1] Activated firewall by admin

FIREWALL

(192.168.17.102:443).

FIREWALL: [FO1] Deactivated firewall by admin
(192.168.17.102:443).
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FO2 Edit Firewall Rules
FO3 Attack Alert Setup FIREWALL: [FO3] Enable Alert when attack detected by admin
(192.168.17.102:443).
FIREWALL: [FO3] Disable Alert when attack detected by admin
(192.168.17.102:443).
FO4 Reload Firewall Rules FIREWALL: [FO4] WAN1 Reload al NAT/Firewall rules for
new WAN IP
Lo1 LogfileisFull LOG: [LO01] logfileisfull.
L02 Mail Log LOG: [LO2] mail logfile to tom@hotmail.com.
LO3 Remote Syslog Server offline
LO4 Enable/Disable Syslog LOG: [L04] Enable syslog server at 192.168.17.100 by admin
Forward to Remote Syslog (192.168.17.102:443).
Server LOG: [L04] Disable syslog server by admin
(192.168.17.102:443).
LOG L05 Enable/Disable Mail Log LOG: [LO5] Enable mail logs to tom@hotmail.com by admin
(192.168.17.102:443).
LOG: [L05] Disable mail logs by admin (192.168.17.102:443).
L06 Send Mail Log LOG: [LO6] mail logfile to tom@hotmail.com
LO7 Log Cleanup LOG: [LO7] logfileis cleanup.
LO8 Mail Log Configuration LOG: [L08] Mail configuration updated by admin
Update (192.168.17.102:443).
L09 Log Half-Clean LOG: [L09] logfile half-clean.
NO1 Set NAT Mode NAT: [NO1] Disable WAN NAT feature.
NAT NO02 NAT Rules NAT: [NO2]
NO3 Virtual Server
RO1 Static Route
R02 Policy Route
R0O3 Changing Routing Protocol ROUTING: [RO3]
OSPF ArealD ROUTING: [R3] WAN1: OSPF Area D = 15. EventID:15
Routing Protocol: OSPF ROUTING: [R3] WAN1: Routing Protocol: OSPF. EventlD:15
Routing Protocol: ROUTING: [R3] WANZ1: Routing Protocol: RIPv2/In+Out.
ROUTING RIPv2/In+Out EventID:15
Routing Protocol: ROUTING: [R3] WANZ1: Routing Protocol: RIPv1/In+Out.
RIPvl/In+Out EventID:15
Routing Protocol: RIPv2/In ROTUING: [R3] WAN1: Routing Protocol: RIPv2/In.
EventID:15
Routing Protocol: RIPvA/In ROUTING: [R3] WAN1: Routing Protocol: RIPv1/In.
EventID:15
Routing Protocol: None ROUTING: [R3] WAN1: Routing Protocol: None. EventID:15
SYSTEM 01 Wall Startup SYSTEM: [S01] Wall Startup.
S02 Wall Shutdown SYSTEM: [S02] Wall Shutdown.
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S03

Interface Configuration

SYSTEM: [S03] WAN1: IP Address Assignment = Get |P
Automatically by admin (192.168.17.102:443).

SYSTEM: [S03] WANL1: IP Address Assignment = Fixed IP
Address by admin (192.168.17.102:443).

SYSTEM: [S03] WAN1: Got PPPoE IP Address
F63/255.255.255.0.

S04

Startup/Shutdown DHCP
Server

SYSTEM: [S04] Enable DHCP server on LAN1 by admin
(192.168.17.102:443)

SYSTEM: [S04] Disable DHCP server on LANL.

S05

Startup/Shutdown HTTP
Server

SYSTEM: [S05] HTTP started.
SYSTEM: [S05] HTTP stopped.

S06

Startup/Shutdown HTTPS
Server

SYSTEM: [S06] HTTPS started.

S07

Startup TELNET Server

S08

Set Interface |P Address

SYSTEM: [S08] WAN1: IP Address:
192.168.17.102/255.255.255.0. (192.168.17.102:443).

S09

IP Alias

SYSTEM: [S09] LAN1: Add IP address dlias
192.168.1.2/255.255.255.0 by admin (192.168.17.102:443).

SYSTEM: [S09] LAN1: Delete IP address alias
192.168.1.2/255.255.255.0 by admin (192.168.17.102:443).

SYSTEM: [S09] LAN1: Change IP address alias
192.168.1.2/255.255.255.0 to 192.168.1.3/255.255.255.0 by
admin (192.168.17.102:443).

S10

Set Host Name

SYSTEM: [S10] HostName: DFL-1500, set by admin
(192.168.17.102:443).

S11

Set Domain Name

SYSTEM: [S11] Domain Name: dlink.com, set by admin
(192.168.17.102:443).

S12

Enable/Disable DDNS

SY STEM: [S12] Enable Dynamic DNS with hostname
wall.adsldns.org on WAN1 by admin (192.168.17.102:443).

SYSTEM: [S12] Disable Dynamic DNS on WAN1 by admin
(192.168.17.102:443).

S13

Enable/Disable DNS Proxy

SYSTEM: [S13] Enable DNS proxy by admin
(192.168.17.102:443).

SYSTEM: [S13] Disable DNS proxy by admin
(192.168.17.102:443).

S14

Enable/Disable DHCP Relay

SYSTEM: [S14] Enable DHCP relay by admin
(192.168.17.102:443).

SYSTEM: [S14] Disable DHCP relay by admin
(192.168.17.102:443).

S15

Set Date/Time

SYSTEM: [S15] System time update with NTP server
tock.usno.navy.mil, set by admin (192.168.17.102:443).

SY STEM: [S15] System time update to 2003-10-10 13:33:25, set
by admin (192.168.17.102:443).

S16

Set System Auto Timeout
Lifetime

SYSTEM: [S16] System auto timeout changed to 45 minutes by
admin (192.168.17.102:443).
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S17 Interface PORTS
Configuration
(WAN/LAN/DMZ)
S18 Backup Configuration SY STEM: [S18] Backup configuration file by admin
(192.168.17.102:443).
S19 Restore Configuration SY STEM: [S19] Restore configuration file by admin
(192.168.17.102:443).
S20 Factory Reset SYSTEM: [S20] Factory Reset to default settings by admin
(192.168.17.102:443)
S21 Firmware Upgrade SYSTEM: [S21] Firmware upgraded by admin
(192.168.17.102:443)
S22 Setup TELNET Server
S23 Setup SSH Server
S24 Setup WWW Server
S25 Setup HTTPS Server
S26 Setup SNMP Server
S27 MISC Setup
S28 Enable/Disable SNMP SYSTEM: [S28] Enable SNMP by admin (192.168.17.104:443)
SYSTEM: [S28] System Location: Building-A.
SYSTEM: [S28] Contact Info: +886-2-28826262.
SYSTEM: [S28] Disable SNMP.
S29 Configure SNMP server
S30 File System Full
S31 Update remote management SYSTEM: [S31] Update remote management TELNET Server
settings. settings by admin (192.168.17.102:443).
S32 Set Gateway SYSTEM: [S32] WAN1: Gateway |P: 192.167.17.254
SYSTEM: [S32] WANL1: Got PPPoE Gateway |P 210.58.28.91.
S33 Set DNS IP Address SYSTEM: [S33] WANL1: Clear DNSIP Address.
SYSTEM: [S33] WAN1: DNSIP Address: 168.95.1.1.
SYSTEM: [S33] WAN1: Get DNS Automatically.
S34 Syslog Reload SYSTEM: [S34] Syslogd stop.
SYSTEM: [S34] Syslogd start.
SYSTEM: [S34] Syslogd restart.
S35 Enable/Disable Ipmon SY STEM: [S35] Enable Ipmon.
SYSTEM: [S35] Disable Ipmon.
S36 System Checksum Update
S37 SYSTEM: [S37] Disable Multicast on interface WAN1
Disable Multicast X X
. SY STEM: [S37] Update Multicast on interface WANL1 to xxx
Update Multicast
SYSTEM: [S37] Update Multicast on interface WAN1 to xxx
S38 Update WAN NAT settings SYSTEM: [S38] Update WAN NAT settingsto FULL feature

Update WAN NAT settings

SYSTEM: [S38] Update WAN NAT settings to Basic operation

D-Link
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Disable WAN NAT feature SYSTEM: [S38] Disable WAN NAT feature

VPN

V1 Update pass-through settings | VPN: [V 1] Update pass-through settings
V2 Deactivated | PSec VPN: [V2] Deactivated |PSec
Activated |PSec

Table D-1 All the System Log descriptions
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Glossary of Terms

CF (Content Filter) —

A content filter is one or more pieces of software that work together to prevent users from viewing material
found on the Internet. This process has two components.

DHCP (Dynamic Host Configuration Protocol) —

Provides a framework for passing configuration information to hosts on a TCP/IP network. DHCP is based on
BOOTP, adding the capability of automatic allocation of reusable network addresses and additional
configuration options. DHCP captures the behavior of BOOTP relay agents, and DHCP participants can
interoperate with BOOTP participants.

DHCP consists of two components: a protocol for delivering host-specific configuration parameters from a
DHCP server to a host and a mechanism for allocation of network addresses to hosts.

DMZ (Demilitarized Zone) —

From the military term for an area between two opponents where fighting is prevented. DMZ Ethernets
connect networks and computers controlled by different bodies. They may be external or internal. External
DMZ Ethernets link regional networks with routers.

Firewall —

A device that protects and controls the connection of one network to another, for traffic both entering and
leaving. Firewalls are used by companies that want to protect any network-connected server from damage
(intentional or otherwise) by those who log in to it. This could be a dedicated computer equipped with
security measures or it could be a software-based protection.

[PSec (IP Security) —

IPSec provides security for transmission of sensitive information over unprotected networks such as the
Internet. IPSec acts at the network layer, protecting and authenticating IP packets between participating
IPSec devices ("peers").

L2TP (Layer 2 Tunneling Protocol) —

Layer Two Tunneling Protocol (L2TP) is an extension of the Point-to-Point Tunneling Protocol (PPTP) used by
an Internet Service Provider (ISP) to enable the operation of a Virtual Private Network (VPN) over the
Internet. L2TP merges the best features of two other tunneling protocols: PPTP from Microsoft and L2F from
Cisco Systems. The two main components that make up L2TP are the L2TP Access Concentrator (LAC),
which is the device that physically terminates a call and the L2TP Network Server (LNS), which is the device
that terminates and possibly authenticates the PPP stream.

NAT (Network Address Translation) —

By the network address translation skill, we can transfer the internal network private address of DFL-1500
to the public address for the Internet usage. By this method, we can use a large amount of private
addresses in the enterprise.

POP3 (Post Office Protocol 3) —
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POP3 (Post Office Protocol 3) is the most recent version of a standard protocol for receiving e-mail. POP3 is
a client/server protocol in which e-mail is received and held for you by your Internet server. Periodically,
you (or your client e-mail receiver) check your mail-box on the server and download any mail.

PPTP (Point-to-Point Tunneling Protocol) —

PPTP extends the Point to Point Protocol (PPP) standard for traditional dial-up networking. PPTP is best
suited for the remote access applications of VPNs, but it also supports LAN internetworking. PPTP operates
at Layer 2 of the OSI model.

OSPF (Open Shortest Path First) —

Open Shortest Path First (OSPF), is a routing protocol used to determine the correct route for packets within
IP networks. It was designed by the Internet Engineering Task Force to serve as an Interior Gateway
Protocol replacing RIP.

SMTP (Simple Mail Transfer Protocol) —

SMTP (Simple Mail Transfer Protocol) is a TCP/IP protocol used in sending and receiving e-mail. However,
since it's limited in its ability to queue messages at the receiving end, it's usually used with one of two other
protocols, POP3 or Internet Message Access Protocol, that let the user save messages in a server mailbox
and download them periodically from the server.

VPN (Virtual Private Network) —

The key feature of a VPN, however, is its ability to use public networks like the Internet rather than rely on
private leased lines. VPN technologies implement restricted-access networks that utilize the same cabling
and routers as a public network, and they do so without sacrificing features or basic security.
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Item Feature Detailed Description
1. Hardware
11.1 Chassis
1111 Dimensions Rack mount 1U size

146 mm (H) x 275 mm (D) x 203 mm (W)(8"*5.75"*10")
1.1.1.2 Look & feel D-Link style
1.1.2 Key Components
1121 CPU Intel Celeron 1.2G
1.1.2.2 Memory 256MB 168-P SDRAM
1.1.2.3 10/100M Ethernet MAC and PHY Intel 182559
1.1.2.4 PCI bridge Intel FW82801BA
1.1.25 Storage Compact Flash 32MB (San Disk)
1.1.2.6 Memory control HUB FW82815EP
1.1.2.7 Hardware monitor Super I/O hardware monitor IT8712F-A
1.1.2.8 Security processor Safenet 1141 (VPN accelerator board)
1.1.3 Port functions
1.1.3.1 WAN port § 2 ports for connecting to outbound WAN

§ RJ-45 connector

§ |EEE 802.3 compliance

§ |EEE 802.3u compliance

§ Support Half/Full-Duplex operations

§ Support backpressure at Half-Duplex operation.

§ |IEEE 802.3x Flow Control support for Full-Duplex mode
1.1.3.2 LAN port § 2 ports for connecting inbound LAN

§ RJ-45 connector

§ |EEE 802.3 compliance

§ |EEE 802.3u compliance

§ Support Half/Full-Duplex operations

§ Support backpressure at Half-Duplex operation.

§ |EEE 802.3x Flow Control support for Full-Duplex mode
2.2.3.3 DMZ port § 1 port for connecting to server.

§ RJ-45 connector

§ |EEE 802.3 compliance

§ |EEE 802.3u compliance

§ Support Half/Full-Duplex operations

§ Support backpressure at Half-Duplex operation.

§ |IEEE 802.3x Flow Control support for Full-Duplex mode
1.1.3.4 Console port §  DB-9 male connector

§ Asynchronous serial DTE with full modem controls
1.1.35 LED indication Per Device:

1. Power,

Off — Power Off
Solid Orange — Power On

D-Link
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Ethernet 10/100M Per ports:

1. Link/ACT LED
Off — No Link
Solid Green — Link
Blinking Green — Activity

2. Power
2.1 Power supply AT PS, AC 90~230 V full range @ 45~63 Hz
2.2 Power dissipation 180 W

3. Environmental Specifications

3.1 Operating Temperature 0~60°C
3.2 Storage Temperature -25~70°C
3.3 Operating Humidity 5% - 95% non-condensing
4. EMC & Safety Certification
4.1 EMC Approval § FCCclass A
8§ VCClclass A
§ CEclass A
§ C-Tickclass A
4.2 Safety Approval § UL
yapp § CSA
§ TUVIGS
§ T-mark
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Version of Software and Firmware

DFL-1500 VPN/Firewall Router

Version of Components:
Firmware: v. 2.000
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D-Link Offices

Australia D-Link Australia
1 Giffnock Avenue, North Ryde, NSW 2113,
Sydney, Australia
TEL: 61-2-8899-1800 FAX: 61-2-8899-1868
TOLL FREE (Australia): 1800-177100
URL: www.dlink.com.au

E-MAIL: support@dlink.com.au & info@dlink.com.au

Brazil D-Link Brasil Ltda.
Edificio Manoel Tabacow Hydal,
Rua Tavares Cabral 102 Sala 31, 05423-030
Pinheiros, Sao Paulo, Brasil
TEL: (55 11) 3094 2910 to 2920 FAX: (55 11) 3094 2921
E-MAIL: efreitas@dlink.cl

Canada D-Link Canada
2180 Winston Park Drive, Oakville,
Ontario, L6H 5W1 Canada
TEL: 1-905-829-5033 FAX: 1-905-829-5095
TOLL FREE: 1-800-354-6522 URL:www.dlink.ca

FTP: ftp.dlinknet.com E-MAIL: techsup@dlink.ca

Chile D-Link South America (Sudamérica)
Isidora Goyenechea 2934 Of. 702, Las Condes Fono,
2323185, Santiago, Chile, S. A.
TEL: 56-2-232-3185 FAX: 56-2-232-0923
URL: www.dlink.cl
E-MAIL: ccasassu@dlink.cl & tsilva@dlink.cl

China D-Link China
15th Floor, Science & Technology Tower,
No.11, Baishigiao Road, Haidan District, 100081 Beijing, China
TEL: 86-10-68467106 FAX: 86-10-68467110
URL: www.dlink.com.cn

E-MAIL: liweii@digitalchina.com.cn

Denmark D-Link Denmark
Naverland Denmark, Naverland 2, DK-2600 Glostrup, Copenhagen, Denmark
TEL: 45-43-969040 FAX:45-43-424347
URL: www.dlink.dk E-MAIL: info@dlink.dk

Egypt D-Link Middle East
7 Assem Ebn Sabet Street, Heliopolis, Cairo, Egypt
TEL: 202-245-6176 FAX: 202-245-6192
URL: www.dlink-me.com

E-MAIL: support@dlink-me.com & fateen@dlink-me.com

Finland D-Link Finland
Pakkalankuja 7A, FIN-0150 Vantaa, Finland
TEL: 358-9-2707-5080 FAX: 358-9-2707-5081
URL: www.dlink-fi.com

France D-Link France
Le Florilege, No. 2, Allée de la Fresnerie,
78330 Fontenay-le-Fleury, France
TEL: 33-1-3023-8688 FAX: 33-1-3023-8689
URL: www.dlink-france.fr
E-MAIL: info@dlink-france.fr
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Germany D-Link Central Europe (D-Link Deutschland GmbH)
Schwalbacher Strasse 74, D-65760 Eschborn, Germany
TEL: 49-6196-77990 FAX: 49-6196-7799300
URL: www.dlink.de
BBS: 49-(0) 6192-971199 (analog)
BBS: 49-(0) 6192-971198 (ISDN)
INFO: 00800-7250-0000 (toll free)
HELP: 00800-7250-4000 (toll free)
REPAIR: 00800-7250-8000 E-MAIL: info@dlink.de

India D-Link India
Plot No.5, Bandra-Kurla Complex Rd., Off Cst Rd.,
Santacruz (East), Mumbai, 400 098 India

TEL: 91-022-652-6696/6578/6623

FAX: 91-022-652-8914/8476

URL: www.dlink-india.com & www.dlink.co.in

E-MAIL: service@dlink.india.com & tushars@dlink-india.com

Italy D-Link Mediterraneo Srl/D-Link Italia
Via Nino Bonnet n. 6/B, 20154, Milano, Italy
TEL: 39-02-2900-0676 FAX: 39-02-2900-1723
URL: www.dlink.it E-MAIL: info@dlink.it

Japan D-Link Japan
10F, 8-8-15 Nishi-Gotanda, Shinagawa-ku, Tokyo 141, Japan
TEL: 81-3-5434-9678 FAX: 81-3-5434-9868
URL: www.d-link.co.jp E-MAIL: kida@d-link.co.jp

Netherlands D-Link Benelux
Fellenoord 130 5611 ZB, Eindhoven, The Netherlands
TEL: 31-40-2668713 FAX: 31-40-2668666
URL: www.d-link-benelux.nl & www.dlink-benelux.be

E-MAIL: info@dlink-benelux.nl & info@dlink-benelux.be

Norway D-Link Norway
Waldemar Thranesgate 77, 0175 Oslo, Norway
TEL: 47-22-99-18-90 FAX: 47-22-20-70-39 SUPPORT: 800-10-610
URL: www.dlink.no

Russia D-Link Russia
Michurinski Prospekt 49, 117607 Moscow, Russia
TEL: 7-095-737-3389 & 7-095-737-3492
FAX: 7-095-737-3390 URL: www.dlink.ru
E-MAIL: vl@dlink.ru

Singapore D-Link International
1 International Business Park, #03-12 The Synergy,
Singapore 609917
TEL: 6-6774-6233 FAX: 6-6774-6322
E-MAIL: info@dlink.com.sg URL: www.dlink-intl.com

South Africa D-Link South Africa
Unit 2, Parkside, 86 Oak Avenue, Highveld Technopark,
Centurion, Gauteng, South Africa
TEL: 27-12-665-2165 FAX: 27-12-665-2186
URL: www.d-link.co.za E-MAIL: attie@d-link.co.za

Spain D-Link Iberia (Spain and Portugal)
Sabino de Arana, 56 bajos, 08028 Barcelona, Spain
TEL: 34 93409 0770 FAX: 34 93 491 0795
URL: www.dlink.es E-MAIL: info@dlink.es

Sweden D-Link Sweden
P. O. Box 15036, S-167 15 Bromma, Sweden
TEL: 46-8-564-61900 FAX: 46-8-564-61901
URL: www.dlink.se E-MAIL: info@dlink.se
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Appendix H
Customer Support

Taiwan

Turkey

U.AE.

U.K.

US.A.

D-Link Taiwan

2F, No. 119 Pao-chung Road, Hsin-tien, Taipei, Taiwan

TEL: 886-2-2910-2626 FAX: 886-2-2910-1515

URL: www.dlinktw.com.tw E-MAIL: dssqa@tsc.dlinktw.com.tw

D-Link Middle East

Deniz Bilgisayar, Buyukdere Cad. Naci Kasim Sk., No. 5
Mecidiyekoy, Istanbul, Turkey

TEL: 90-212-213-3400 FAX: 90-212-213-3420

E-MAIL: smorovati@dlink-me.com

D-Link Middle East

CHS Aptec (Dubai), P.O. Box 33550 Dubai, United Arab Emirates

TEL: 971-4-366-885 FAX: 971-4-355-941

E-MAIL: Wxavier@dlink-me.com

D-Link Europe (United Kingdom) Ltd

4th Floor, Merit House, Edgware Road, Colindale, London
NW9 5AB United Kingdom

TEL: 44-020-8731-5555 SALES: 44-020-8731-5550
FAX: 44-020-8731-5511 SALES: 44-020-8731-5551
BBS: 44 (0) 181-235-5511

URL: www.dlink.co.uk E-MAIL: info@dlink.co.uk

D-Link U.S.A.

17595 Mt. Herrmann Street, Fountain Valley, CA 92708, USA
TEL: 1-714-885-6000 FAX: 1-866-743-4905

INFO: 1-877-453-5465 URL: www.dlink.com

E-MAIL: tech@dlink.com & support@dlink.com
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