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1. Introduction fi&

FVR9416 i~ {1 SME SRl sy BV 2 e et Iy bﬁ;%ﬁ e S A 2
%('E[ﬁij Bl = st Ig_qéiﬁ J99% &L " 16 Port 10/100Mbps QoS » VLAN % i ﬂﬁi k2 e il
FIROTI R FVROALG L - R DMZ 5] 1 EIYy o st i 7 91,2 = fifi [J“llﬁWAN ports.JF=<pH
WAN ports j BT ?Ljﬁﬁ FSHCREE A prET 6548120 (Intelligent Balancer by auto mode), - fi ;sﬂ‘%j Eh
PPV IP RS, T 53R classes of service (CoS) (IP Group by Users).

Pl P £, SRR 2 0 PO A R o B T R Y Intel 1XP 425 17 B RISC CPU,
N IT 533Mhz fiufy 3@&—&%’%@% ARG AR IS, Jﬁi’:@@ﬁhé'ﬂ' AELEF R RIS R
R R TR | R AL 4R ﬁ,g[irf“p 200Mbps P 2 S AR R AT R
FE S VPN RN AE, & (7 IPSec DES/BDES & VPN I [ Eﬁ F* 1) EE2R 200 A9 VPN SfisE, | 3DES
FUE SR 70Mbps ) Pﬁﬁf“ TR RO A Liif’pﬁ?ﬁ' Uit Ll N TR

FVRO416 IPSec VPN " i (B 2, i 1 smbiff ™ |~ fidd 2 [EI*IJ (R (PR
bit Data Encryption Standard (3DES) 56 bit Data Encryptlon Standard (DES), ') ¥ AH/ESP #='. VPN ﬁJH
HLE ,uif%!fg. iy pérﬁ'x,[ﬁ[ JHER VPN 4 f“}ﬁ PR F I R LAY, Y 2 Gateway To

=

Gateway ,Client To Gateway = Group VPNs =

Iw‘k

FVR9416 [*|HEREING [ -lfe = Sl 3 2 Repalffe B b, 9] SPIf &y = B (R harkee e 15
(Stateful Packet Inspecuon),ﬁc[ﬂlﬁﬁiﬂ%‘J‘;ﬁff} Fol 38T [ B A Y e o (DR kG S5 [l o B s A
e o g T PR OMEER ST  FE MRER I AT R A s | ﬂni i, ST
I j’iF FVR9416 | f' Eﬁ?lz#é Rk ﬁ,[,%iﬁﬁm Network Address Translation (NAT)ﬁJ | = Routing "%
VL RO U AR R R, B AP R E

Content Filtering [* FLlHi *11 S~ 4N zsz F'?W g Ty WE[EW I F'Jﬁ?ﬁ%ﬁfﬁfwiﬁﬂﬁﬁﬁ F{J%
ETEE‘?ﬁ %rﬁzﬁ%ﬁa qvg&ﬁtl%&%ﬁipﬂﬁﬂ*&tgﬁﬁﬁﬁr YR EPEE ALY Y Internet F;EIE FIEE FEF' J—ﬁg
iﬂj@i N@H#ﬁ BT OS I . FVROAL6 FH{Hl 6L - LI [ [ [ 1 7(SysLog)iel #, 3 278t | FEFEE'?JU X
|I[ TEAER) lgﬂlﬁrﬁmﬂlﬂ 5 er: N *J[@F{Tigiﬁ F"J?ﬁ‘j"ﬁa‘« ¢",;*TVLJTLJ VPN -~ K H I%QF/;,J_J .

FVRO416 fiz% 53 fjli f,qhﬂv*&“’fﬁﬁﬁ Y RRMLRR Y = B 2R i’%ifﬁ?@éﬁ%ﬁ%
= '—TJJ ’E‘ﬁ” 0S Wyt e 1 2 ~[' IEIH = g ”F fi\/& lLJ%ﬁ,niD%“W i WJ‘”?L%%[ED“ %EIE*TI%E'{/[I;E'
Netscape..  fjl * |7 8 FVR9416 [ﬁs y,"gf_
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Product Features

o

B

‘ﬁfjm—t ILE_FR?E"«.

fol & il

One IP address to access the Internet over your entire network

WAN: DHCP client, static IP, PPPoE,PPTP
DMZ: DHCP client, static IP, PPPoE

LAN: DHCP auto-assignment, Mac-assignment DHCP static IP, Static IP.

Multi-WAN % 585 sl

= FIghEpY #1450 Intelligent Balancer (Auto Mode)

?ﬁf}%‘ [#55 fHI-NSD for Intelligent Balancer

FERRIHpY 1P EEE, T classes of service (CoS) (IP Group by Users)

1782 Protocol Binding
IRFETEl QoS

TCP/IP i+ ¢

DHCP Client/Server

IP & MAC Binding

PPPoE

NAT with popular ALG support
NAT with port forwarding
NAT with port triggers

DNS ;= ﬁﬂu—DNS Relay

ARP

ICMP

FTP/TFTP

"Fﬁ?[ﬁk -Password protected configuration or management sessions for web access

= PIEARIAY T A8 Intelligent Balancer (Auto Mode)
ﬁ ERITHPVIP EEE, T O35 classes of service (CoS)

PRSI ERSLRGIA P Port-based QoS
I ] Tl ] 120 & NTP Time Server
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BEH R F
B LHEENERE RIP 1, RIP 2 compatible, [ [l Static routing
B LEMEEEE Gateway /1812 Routing Mode Support

o I

AFE AR r%’FTﬁI%ﬁ:-Comprehensive web based management and policy setting

< %1@’7 WQé*fJL SNMP v1/v2c

ML PE*F“E EJJ‘? sk | I5E Monitoring, Logging, =ik F, %’}”J Alarms of system activities
Y lfFJE' I Web #;=t ﬁJi?JFEHI Fi [fF {7} (Fault-tolerance Web upgrade new software)
SIS RE 'E\@’Pﬂ e fffj 7 (Dual Firmware Backup or Restore)

Supports filter capability (Service and IP)

B EARIFEN] Y F%% =R EIE*JF“' {715 (Support Syslog & E-Mail Alert.)

Py
[t F ;”’ﬁji I 80 Al F=Stateful Packet Inspection Firewall
IP i fFl';Hi R JH»-IP filtering; allows you to configure IP address filters
Y[ 1A ﬁg, iR 1= -Port filtering; allows you to configure TCP/UDP port filters
<+ %ﬁﬁg Uiy DMZ YB3 1-Support Hardware DMZ to protect your network

]
]
]
]
| [='%r=" % BE-Denial of Service (DoS) prevention Dos attack prevention
L [‘J”F«‘I’iﬁﬂﬁ%ﬁfﬂ-lnappropriate URL command line filter

| Fl AR TV ﬂﬁfU-Set Internet accessing time schedule

|

AfER TS VEE’“FE'J“ [Ef[-Syn Flooding/IP Spoofing/Win Nuke/Ping Of Death

VPN EEEE 5 ﬁm[,,ﬁ
[ ] < ?‘Eﬁ #ft 3DES VPN s{Iists sl ' 70Mbps-IPSec VPN 3DES Throughput 70Mbps UP.
L] T2 VPN JISGR15FIE 200 {E-Support up to 200 VPN tunnels

[ ] Y2 255 VPN Z)f=-Up to 2 Group VPN support

] T EL’[ﬁ [ VPN F%%—_’%?*FIT% fi i-Friendly VPN Tunnel Management

u 42 IKE ZJ<-IKE : Pre-Shared keys

] 4% IPSec {5231 DES/3DES [I'#-IPSec Encryption DES/3DES

B LBl IPSec HifE¥EpY MD5/SHA1 E&&-IPSec Authentication MD5/SHA1

| < ¥ PMTU F{U{fféﬁ??il-Support PMTU Key management: IKE

B PR R TP ftfff DNS Resolve
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B L PPTP g VPN fibp
] < # VPN iﬁiﬁﬁlﬁ»—VFN Pass-through

H e

S #8 Virtual Server -Port Forwarding.

qﬁ’ﬂ:iﬁﬁjﬁﬁ”ﬁg Port-Triggering Support

AR I ZE T il B DMZ Z)iE-Support Software DMZ.
FEBIRAREE AR [ 7)p=-UPnP Support

Ve B U ?fi@%ﬁlﬁi—OHe to One NAT Support.

Fi’R2 DNS 3 $£-DDNS Support

FrARRR1 T WAN G g e o fF'I'-MAC Clone Change Support

L S5 e YRR *11 <-Diagnostic with DNS Lookup & Ping.

EUEN %E\T%Lﬁﬁ (7} {9 kL &7 -Setting Backup with Import & Export.

o
u [ J“}%ﬁ%‘:-Firewallz 200Mbps
W VPN T 52 -3DES 168bit VPN: Up to 70Mbps.

i
[ ] H 1 RIS CPU: Intel IXP425- 533MHz RISC
u gc [“%j‘ﬁﬁ' SDRAM : 64Mbyte

n [%F 5 F [T‘%i‘ﬁ%f Flash Memory: 16Mbyte

ﬁ“‘ <3 P ;[?4
[ | IEEE 802.3 10Base-T
[ | IEEE 802.3u 100Base-TX

210

I e

[ ] ’?ﬂi@ﬁﬁ% WAN 1~4: 10/100Base-T/TX R]-45 ports

[ ] DMZ: One 10/100Base-T/ TX R]-45 port

[ ] 15 5% -LAN 1~11: 11 Port 10/100Base-T/TX RJ-45 ports

m (AR [ A I gL i-One reset button for factory default setting
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LEDHi-:
| —F%’ﬁ—?ﬂ@g’? FIZ5 A= System: Power, DIAG
[ | % Speed, 1L/ E(* Link/ Activity, ?’,i@‘a“{ﬁm WAN, ;i Connect

~ {HEVE Operating Temperature: 00 ~ 450C (320 ~ 1130F)
@i 1% Storage Temperature: -200 ~ 60°C (-40 ~ 1400F)

i [ ERURL:
| ]
| ]
| ]

% Humidity: 0 ~ 90% non-condensing

AR

| EMI/EMC: FCC Class A, CE Mark

pa

BN
B 137 (L)x9” (W) x1.75” (H) Inch

?fﬂ’ﬁ i
u Internal: AC100~240V /50~60Hz

PEEH
u Desktop
| 19” Rack- Mount Tools Kit

Y9 proH 111 |
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3. How To Install FVR9416-J[IfF 35t

Hardware <RI 5 /1 71

FVR9416 F]'JEVF‘? )

1 2 3 4 5 ] T B
FT T T I T T T I
Power 1 2 3 4
oNDO Coanect - - m“
your future life WAN == = == =

-
DIAG Speed O— 9 0 n 12/WANS WAN oMz |—ounmu

LED Status-E RS A

LED B < Description
Power-Fi W [ R

DIAG-F IZ5 e ﬁzm;u R R S E S AR
RO S RS S 194@?[@

Link/Act-#mYEs (e W45 P A ﬁ,nﬁw@\rﬂ
n&ij'ﬂﬂ 4 &“ﬁe‘f’ 2] 'L—'Ji |ﬁll_/j§fj_[;fﬁ &) E};H lglﬁ?
Speed-'% 1] [RICE R ﬁ,mszm 100Mbps fi3fiE

FIE*F'?%* OGRS 10Mbps U

WAN- ?{5@7‘ -H s AL i }J’I_Ltr?ﬁ'ﬁ%%mﬁfﬁ I

WE&ET}F'?’:\& fpl Uk Sl ah

Connect-H W [ WAN fﬁhﬁn&? *wad IP 7.

&?*F'? E[ WAN 1 le;g;w IV IP A

Reset Button-ffifkl Reset #&:
Action Description

B Reset & 5%} S, gl ié‘??sféﬁ FVR9416
DIAG /G A & e pel e

#™ Reset & 1071 F [FIER }%L I’E’ﬁp%];ﬁl(FaCtory Default)
DIAG Gk A= VG ETRM].

Replacing a Lithium Battery-El}z”i{éﬁ“\SEPJ@%ﬁ
FVROAL6 [ FAREA AR [ ¢ A AR IR Y. PP ™ e fioth 12 . by =Rk A Fpohlfl ™ e f 5
FVRO416 S .1k sl S4E ﬁ‘/iﬁ% AR Ol NTP R ’iF/a‘Ef T (S R R R, ) ) E'?V@E'%?:ﬁﬁ”ﬁf =
Note: ﬁ%” P POES oy, [ Q%IE bAS Uﬁﬂ %E' AN
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Setting up the Chassis-}[éj’ FVR9416 J EEF1E11E 19" #5750 F
[T I'H FVR9416 ngl'if?‘:FUffﬁlE'J,ﬁ9ﬂf§:"s‘pf§‘§%§f b1 19 P#%éﬁ%%@%%,pﬂ‘;}{ﬁ FVRO416 b SR #S50 - =) —
ﬁFW@MBWﬂWﬁ%Wﬁﬁﬁ%@ﬁ-

Setting the Chassis on a desktop or other flat, secure surface

+ féi%’ﬁéﬁl%&%& FVR9416 F?%’#I_Pflflﬁ;ﬂ,ﬁj\ﬁﬁﬁﬂ PISHET PP E S LR RS R 1) PN R BR3P kL
B+,

Rack-Mounting the Chassis

9 ) FVROA16 Ve iy BB SR, & {7 2 | brackets |7 7 JTf RIS FVROAL6 S 4 4.

Y11 F1o 111
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Wall-Mounting the Chassis-i§ FVR9416 r%ﬁﬁ%&’éf&‘&}‘ﬁ_'—

1 FVRO416 £ E%?‘}ﬁ? [ G i S NI e Jﬂ&ﬂwaﬁiﬁi@%ﬁ%}"'fﬂff,?féﬁd#'wf%z,F Pij FVR9416 vk
HIE Ml St YR v I SR X R I [

1

\‘%

NI \

= &

Vo= “‘\\\\\\\\\\\\\\\\\.\\!\\\\\\“\\“\\
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Connecting the FVR9416 to your Network-if *& pag Z[| [Spmeg
YU ELINIR L FVROA16 [ R IR SO AR E 5T R
FVR9416  muiti WAN Mode
TILE LLL

ong T it L L2 w s

- —p- - o . - i

INTERNET

xDSL/Cable Modem

xDSL/Cable Modem

Server

Hub/Switch

xDSL/Cable Modem

Figure 1: Multi WAN ¢ g
FVR9416 DMZ Mode

- —t- = o

| Hub/Switch  Public IP Server

INTERNET

xDSL/Cable Modem

Server

Hub/Switch xDSL/Cable Modem

Figure 2: [ ’F}J’Fﬁ DMZ =t

i

FVROA16 [ | ] (osins bl st £ 73 vl ) =
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I%z"‘lﬁ?,‘@‘é’e[ﬁ?%‘.“ IE(WAN connection): WAN [ 171" I'J 315 9|1 xDSL Modem, Switch HUB ﬁ\)‘ﬂ_fﬂﬂﬁﬂ%‘,pﬁg.

?%&Eﬁi‘@‘}%ﬁﬁ?—ﬁiﬁl;ﬁ(LAN connection): LAN $$[ 11 I' 5% 411 Switch HUB 5 L 2 PC s,

(& DMZ R R TRt g ik 1P SRR (T, DIREES (web) Ik g S fl i s (Mail
servers)=,

H i FVR9416. 7THITER T 1 715 FVROAL6 U[ifS Power "BHELELT | | FR§THIIET 175
BRI AU s e 1
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4. How To Manage FVR9416

Login- E}?Jt[l’:[_lg.[ _‘ F%-L FVR9416

#3324 192 168.5.86

IﬂT%

ERSEFEU: | € admin v |
TERE (P | HhAEH |
[ ]ieieHmEE®

| mE || & |

7 £ (User Name)S iffs(Password)i b4 ¥ SR Hifl1, hih e
FVRO416 [y /6 1 SRV 1 £78 (User Name)= il | fifiE(Password)f Ehvadmin' , (&7 77l i
Jﬂj: E[Em#»o =% ,—.14 Tfp:& TEEEVJ%“&L 55 'JEII:ISF'TT% -H;Eu

Home- F%*—FIEI

‘F“F IFIhFi(Home)sg= FVROALE [ R Ea 1 iR F 1 <A Ae S BT | G a0 I v R W?ﬁ—f

T ERE ﬁ@w;};giﬁﬁ[rﬁ%@qp[ PN T R Y GRS 2 T et T
,gl%iF{,FII P T B px:iﬁ%%j:@'\@%"rﬁﬁ%[l@)%ﬁi ForEE= iljﬁ’ﬁ?]:pjﬁy l*‘ﬂ,;%%fgl )
SRS AR O TR A L
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System Information

Home

English ~ WELZED

General Setting
( Advanced Setﬁni )

DHCP
Serial Mumber @ MIF204500003 Firmwware version :  2.00-gnoRC10 (Jan 14 2005 16:40:05)

Tool CPU: Intel [4P425-533 DRAM:  Gdhd Flazh: 16M
CPI:I'I'I ManagemeDlt System active time S Days 13 Hours 18 Minutes 37 Seconds

Firewall Currerttime:  Mon Jan 24 2005 11:47:57

- System Information

Serial Number:(£5H5 4-5£)

IF=HTEET. FVRO4A16 [IVRSH -0k,

Firmware veraon:(iﬂﬁg“ﬁ?[: e

IF=E15 FVRO416 9| 1l IFus iy 4 vt

CPU:

[F=£35- FVRO416 ffi™ |fiv CPU E[5#E]) Intel IXP425-533Mhz.
DRAM

I35 FVR9416 ] El” 'l%“'LﬁE'(DRAM)tr 64MB.

Flash

F=ELE FVR9416 E'J‘l‘J{FLﬁr%.E"IELFE(FIash)EE 16MB.

System active time:

IFERET FVRO416 |1 =15ERF E’e&;’éﬁfjﬁ%ﬁﬁﬂ.

Current time:

IFERRET FVROA16 |V i fe], (ELRL = A i, [t e 22 ety NTP [l oy Rl iy o o
K
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Port Statistics@{l?%}ﬁtﬁ’n[ I—Port}f’i'fliflﬂﬁ\ﬂjgai)

- Port Statistics

Part ID 1 2 3 4 5 g 7 8
Interface LAM LAM LAM LAM LAM LA LAM LAM
Status Connected Enabled Enabled Enabled Enabled Enabled Enabled Enabled
Port IT q 10 11 12 13 14 15 O Z
Interface LAk LAk LAk WA WA A2 A Dkl Z
Status Enabled Enabled Enabled Enabled Enabled Enabled Connected Enabled

T‘iL”%iE"??%T{ -F{ﬁ&tﬁ& I(Port)E 't EJ[JE\JT}RT&:“&%, F — [ Port (Connected-='3Z3i#%, Enabled-fjf f'EJf‘['
Disabled—ET%FJ R R E'F' T E FEAf ! ﬂngH%Eﬂ = summary table 7, ﬂ;ﬂa
. E'Hjﬁﬁﬁ [ I%J—{Jﬁtvp 1ﬁ,[,1§_j§f Link (up or down), ifi [ I Port fif S{ﬁ‘/ﬁrg D|sable(on or off), FJ [k

1% Priority (ﬁ, High or — 4& Normal), i1} iz Speed Status(10Mbps or 100Mbps), (=A=' Duplex

Status(4 €= half or = <=7 full), ‘64\“@" FIES{ERFl Auto negotiation(Enabled or Disabled). JB‘"IF“TEIE'—:L
F‘HI(SIBIISIICS table), |*H}{£J’nr’> 2 IR TR ] receivel [l transmit fUFf U EPT | Y Byte Borff ey SRS
o ﬁ‘ﬁ;\?@\rgl-
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a Fort 1 Information - Microzoft Intermet Explorer

Port1 Information
Summary:
Type 10Ba=se-T M100Base-Tx
Interface LAk
Link Status g
Paort Activity Port Enakled
Priarity Marmal
Speed Status 100 hibps
Duplex Status Full
At negotistion Enabled
Statistics:
Port Receive Packet Count 155549
Port Receive Packet Byte Count 33804474
Paort Transmit Packet Count 229102
Port Transmit Packet Byte Count 2469394709
Port Packet Error Count ]
Refrezh ] [CIDSE ]
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General Setting Status(— §&§8L

- General Setting Status

LAMIP
WA P

AN P
NS P

AN P

DL P :

Default Gateway (WAMNTY
A2
(a3
(A
DM (ALANT Y
IR ey
(AR
(AN
QoS ANT | WARMZ | 3] 43

1921651 .1
192.165.5.175

0.0.0.0
0.0.0.0

0.0.0.0

0.0.0.0

1921658.51
0.0.0.0
0.0.0.0
0.0.0.0

192165851  163.168.5.20
1921658.51  192.163.5.2

19216851 19216652
off | Off | Off | Off

[ Felease ] [ Fenew ]

[ Releaze ] [ Renewn: ]

[ Releaze ] [ Renewn: ]

[ Releaze ] [ Renen: ]

LAN IP: =R B 19 LAN $5F T IP 76 13 ' e 1 102.168.1.1,

e %%Lfﬁﬁ'H'
WAN1-~4 IP:

@«5:1 EI&FI[ELEIEIJWAN 1JF'|§ TR 1“5” IP b PF[I%HL“?@

ST

ENTNEC g}ﬁj@%ﬁ[ Ben %gF%Lfg,

T F R HE S Vi IP & ( Obtain an IP automatically), P56 = &3 %

=RiEerenew. [ HE TN B release fFE D iR ISP T.””?ﬂ}gﬁgu P rj'fgl',,l\ |3 RiE- renew
D R OPTISP BTSSR 1P A FJ.I,;#UWANf‘ R4 PPPOE Jiv L. PPTPY uﬁf[,[’ﬂjﬁ@m;@ga ]
ﬁf’—Connect 2| 1grHis-Disconnect.

DMZ IP: (4757 B [ 19 DMZ i IP 16 /et
Default Gateway: [F=ELE- "8 TS PUFEREREL IP A FF'%JLE%’ DU E= 2 zy%ﬁﬁt@[g
DNS: P8 B pli#s Y DNS(Domain Name Server)py IP fif F[%Lﬁ?&

L’fplﬁ fH I

Tk“ﬂ

QoS: [HTHfT PAF! 1Y WANL~4 fL/

Advanced Setting Statu s(;éﬁﬁ?ﬁ_}[kfgfgﬁ )

-ﬁulvanced Setting Status

DhiZ Host .

Warking Mode
DOME QA [ WARZ | 3] 41

DMZ Host: [P35 "5 1[IV DMZ 25

5719 FI o H 111 |
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off | off | O | Off
S F\?Tgﬁ* ST %lgm JHE P FST/?EPE' AR
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%IFL‘W T E, FTJFJ;f.
Workmg Mode: @,%g %‘,EIELEIEIJ .J (== (i’ 5% NAT Gateway g&f\_ Router P& plifgi=4), ™ = f' I %3@11?2
%ﬁ’%@[ﬁf “ZF SHETFLE :'FJ%"“IF%JH»EE NAT Gateway =4,
DDNS: [F=E5EE= B IS ﬁJDDNS;ﬁJFf DNSﬁJHZEfo\j\ FT‘*J IR }%*“Zi%;ﬁ_n?ﬁ[ SFETH.

"-TWFl%IF“jJ S BT FTJ
Firewall Setting Status([i’ﬁ'}»‘}‘ﬁr%ﬁ_}{kﬁi%]—i)

i Firewall Setting Status

SPI (Stateful Packet Inspection) : Ot
DaS (Denial of Service) Ot
Block WAl Request Off
Remate Management : on

SPI (Stateful Packet Inspection): JF=ELEF= H5F 158 f\j\ fflSr SPI(Stateful Packet Inspection)= ‘*Jﬁ 1) fﬁiﬁﬂiﬁ}iﬁ

Iy SR P OHI f—omﬁ—,a l-Off), 20 = i SR R R
EZFTJ Hf1-Off.

DoS (Deny of Service): FEi8H- 5 Hggij\ 2@ |1 Internet _FfU DoS *’srﬁf,&*jj ‘:i’f,grf\j ?S“‘*J( 'EFT—On/ﬁrg
Ffl-Off), = S ' 1 H*E‘}%ﬁ_%ﬁl %%i,p I ’ﬁvFI%IFL‘“J ﬁﬁ,ﬂﬁf ]-Off.

Block WAN Request: [F=43EH- ”f‘plé ij\ ”Mﬂ\y Internet -y ICMP-Ping [iu[pil i “E,pf\j\ fW“*J('
f-On/FTa Off)_ Tl ﬁ*%%ﬁﬁﬁl Eif%i FIETF. “”\:FI%IFBW i E, FTJ Off

Remote Management: JF=EEF= H5F 188 E‘Jl@flﬁ e ‘:E,glij\ ’gf‘éﬂ( Fald s{-On/ﬁfﬁ; Hfl-Off), = Sl F%%’
{g&f@[g 3}%{ TETFIL. ?{ﬁvFI%IFL‘“J CERE Tgﬁf 1-Off.

VPN Setting Status(VPN F%’q‘:}{kfgfgl—‘u)

.UPH Setting Status

YEM Summary

Tunnel(s) Uzed : 0

Tunnel(=) Available 200

Mo Group VPN was defined.

PPTP Server : Dizakbled

VPN Summary: JF=£REH BE TR Y VPN PRS2 F~ AR e 2 g‘}?ﬁ@ﬁﬁﬁl g F‘ng% SRR
Tunnel(s) Used: @%& BEHEREY VPN TeruE [H,Jb[« Y Tunnel BeEt .

Tunnel(s) Available: [F=ELEH= "5 HIESEY VPN ﬁfﬁ‘éﬁ 'FJ'J fi' 09 Tunnel g7EL .

Current Connected (The Group Name of GroupVPN1) users: £3E1= *5HHERAY VPN 1 E I8 0™ ] Tunnel
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HrEl

Current Connected (The Group Name of GroupVPN2) users: ELEH= "5 EHERY VPN 2 FIiRsL (i | Tunnel
HeEl

+ kL GroupVPN E@%ﬁ'\?ﬁﬁ@ﬁ{‘g IF’j £17-“No Group VPN was defined.”-1< | GroupVPN %az[%@az}?{

Log Setting Status: (sZak F '%EF%%}{J{F&,F@%\)

Log Setting Status

E-tnail cannot be zent because you have not specified an outhound SMTP zerver address.

E-Mail Elfi?fﬁiglﬁif.}{fj’ﬁ%igl?[]%ﬁﬁE'%?ﬁ}fﬁ'l flI:

18 [k F%JL%% 1% {48 (Mail Server)i® == ﬁEl:&%LFII(Log page), [oRE [ :""I%“ P EB (Rl A
NS W et '5&%& =i {4 -“E-mail cannot be sent because you have not specified an outbound SMTP
server address.”

2.4 [ RERAE R 0 75 ¥ (Mail Server)ie s ’ﬁE':&%HII(Log page), (LhL Log A A= RSV
HEE\JT, LI»}{TJK;T—.T = §B|§f]ﬂ %a‘ébl{ff. FFI—“E-maH settings have been configured.”

3 [&F l"_%i%% ﬁﬁﬁf]ﬂ Tgas (Mail Server)® = IEIZE%JLHI(LOQ page), Log *=IFE s Eij “LL}{—J
?:’Qémfh %%y'{fr, FF‘ | 2RI TR - “E-mall settings have been configured and sent out normally.”

4. F e %JL%% ﬁ[imﬂ T (Mail Server)i™ 1= IE':;E%LHI(LOQ page), {f'fL Log = rFEﬁlﬁH 7 Eij
LORTRET P S0 (IR R SRR (ERLE R GRS N i:r%éE | i} -“E-mail cannot be sent out,

probably use incorrect settings.”

5y 21 FI o H 111 |



ONO

your future life

FVR9416 SME Multi-WAN Firewall/VPN Router

General Setting- — i ']%3“72‘:'

General Setting => Configure

Genera Setting
___Configure

[
Host Hame: |FUR3416 |[Required by same |5Ps)

QoS ; [
Passwond Domain Hame: FYE3416 |[Required by some ISPs)

Jldvanced Setting
¥ L seting
C Tbﬂl ) [MAC Address: 00-Os-m0-00-24-22

1 Port Management ) Device IP Address Subnet Mask
[t92 | 188 ] [t [ [t | [255 | [255 | [255 | [o |
Firewall

Multiple Subnet

IF= HEEIE I,%*-General Setting #i[“15h FVR9416 [ },‘Fﬁ EH I ELEL A J—Lgfﬁ%{[ ﬁ[ SN ZREAYE TR,

[[—%F[F%IEU e L‘nglg.gﬂ‘lﬁw?;%?ﬁﬁ -T [é,’(‘]_ [?;@}E[ Fi JRE ﬂ*[?:‘jﬁdj\ [E]Fl ﬂ:ﬂf:gl £ ISP A puss— #

A YR R I e g ﬁﬁ{T i)

Configure-l%i‘g

Configure

Host Name & Domain Name: p‘ﬁﬁ?“ HEFIUNAY £ -Host name '] Al £/7%-Domain Name f- - 28fiuspl

S P R B9 € ISP R TR A
Host Name: |FVR941E |[Required by some I1SPs)
Domain Name: |F"‘~"'RE|4“3 |[Required by some ISPs]
LAN Setting

(.J\

[I—‘ﬁﬁ,ﬂgﬁ P'?EI[%E'E]U LAN fﬁ;}l"J% ﬂ[ﬁ% IJEJ P fik %[’%‘L?@,—ég‘ \}EF%? 1 192.168.1.1 ;;‘ﬁﬁf%‘; T
255.255.255.0. FI ) I*‘Eﬁf’“ “H S n‘ﬁﬁf%‘, 'T“EIFJ*J!
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MAC Address: 00-0c-41-00-00-00 )

Device IP Address Subnet Mazk
ez | es | RE | 255 | |zms | |zms | o |
Multiple-Subnet Setting
LAHIP Address: (100 | |1 | |1 | |0 |

Subnet Mask: 255 | (255 | 255 | [0 |

[ Update thiz Entrr ]

10.1.1. 0255 255 255.0
11.1.1.0/255 255. 255.0

i100.1. 1. 0/f255 255 2550

[ Delete selected subnet ] [ hdd Hew ]

PP User i IR <22 s aFe po 1P B35 540 7 2] Multiple-Subnet b [ 5 _FAf, - iRLE | R
A [‘Jﬁf‘ﬂiﬁ"'i’\fﬁ | ATl IP R Eﬁ.[‘Jﬁf‘?ﬂﬁﬁ\ %’Tfﬁﬁf (P (e I Al e 1) TS ST R %’%E'E’J!
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WAN Setting

.WAH Setting

Please choose how many WAN ports you prefer to use @ | 4 | | (Default value is 4}

Interface Connection Type Config.
AN Oktain an P automatically Edit
AR Ohbtain an P automatically Edit
ARG Ohbtain an P automatically Edit
ARG Ohbtain an P automatically Edit

Please choose how B %l%t WAN SR TV ! SE%@ BY AL T I e []E'IU%TE',I
many WAN ports you ﬁ E[dr
prefer to use

Interface: 2 B AT e WAN SR |

Eﬂm

Connection Type ?,i@ﬂ'ﬁ? Internet g6 F:F' LR B 5T B,

Obtain an IP automatically: f lg*ﬂ”wﬁ IP bt FF'

Static IP: [#l7E IP ﬂ‘ﬂ'ﬁ“&s

PPPoE (Point-to- Pomt Protocol over Ethernet):PPPOE  FiBHEIR5
PPTP (Point-to-Point Tunneling Protocol): PPTP i Hizs

Config.: PEER w‘glcls@i % Edit 3% ¢ YT *ﬁ?ﬁ:pl.

WAN Connection Type:?{,ﬁﬁfﬁi’%‘, Internet lﬁﬁg"‘ﬁj’%?t

Obtain an IP automatically:f IF/ZV i P r’fﬁf(ﬁj’ﬂjfﬁﬁiﬁé’vﬁ?ﬂ%’% Cable Modem 5 kL DHCP [ IEAZVIH IP 56|
FEf)
FEBRE IS Ak ﬁ%ﬁf@;&%;&ﬁ@;&t& £ DHCP Client [IEAZVH IP 8124, % £1[ER 711 Cable Modem 751

%.EIL AR E P (ﬁjg’lfﬁj}h‘,ﬁ?[’}j ] ﬁﬁjﬁ E”V?FEITJ R I RLI R | l*T DNS fiv IP it {(Use the
Following DNS Server Address), == = & Zf 2 # o [l ﬁ *;“EJ DNS (v IP fb fﬁl[ .

Oltain an P automatically

[] use the Following DMNS Server Addresses:
DNS Server (Required) 1:

2:
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Use the Following DNS E%TEDE'JEIF:,T]EIU DNS Eﬁ#’?[’ﬁjﬁﬁ%ﬁﬁlﬁ IP "\j'fF'['.

Server Address:

Domain Name Server (DNS): ﬁ]%j IS‘EI‘J ISP Frfl iy fﬁﬁﬁgﬁfﬁjﬁﬁ% IP ,' BPpE - A
HEAT R B/ A

Static IP: [filzE IP "i'fgl'igf_l,%&'\
F [P ISP *Ejm;g[mlmpa IP 8 RSN 1 13 1P AL 8 ff 1P ), (2 439811, 08U ISP et s o 1P
eYF TR S ﬁ'ﬁfi%f’*@m‘

Notes: %i*éh E— ISP H Efﬁ%’ﬁ&ﬁ g & 1P ﬂ‘fFHAL JERLE) AP ERLBN P90 DHCP FIEEVEE 1P A5 RL
PPPOE JLi 70 ) [l IP F1% BESRLE 50 AT 1P fe (LS PR AT A

Static IP hd
Specify WAN IP Address: |0 |a mL |O
Subnet Mask:
0 0 o 1]
Default Gateway Address:
0 0 o ]
DHNS Server (Required) 1: |0 |\a mL {@
20 o .|o .|0
Specify WAN IP Ji I ISP G AR 2 B 1P A
Address:
Subnet Mask: ﬁ]a’” [P ISP s 5% AT fp = Il 1P AP PLF" [‘J;',ﬁrﬁ S Bt Y
L H0 8 I IP rj'fgl':255.255.255.248
HHr 16 [T 1P fifg;’:255.255.255.240
Default Gateway IP fay [Ep ISP A F"T’F‘Zé@pﬁg%g%F ,*['[Li@“ | ADSL fiv=5,— jusd
Address: fﬂi_ATU R pvIP &l IF* *'iljpﬁ KR %hﬁﬂm WA 1P
Domain Name Server ﬁTE“ [EPY ISP AR cbpy £ F%a‘ P +fF[' BOPRE - RS
(DNS): p* Fi {i'.

PPPoE (Point-to-Point Protocol over Ethernet):PPPOE 5554
JecfirG ADSL FHEY I PG 14 ADSL PPPOE) » I * ISP 5 f1offy [t £ shifis I 2 1 b
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PPP Over —Ethernet i fiiiist, # hLI[Y PC V=158 % L 1 ISP s ’f’ fY PPPOEF“yﬂjﬁﬂ [J— %}{ﬁil?"'ﬁf
RN AR L e I 2

PPFOE w
User Name:
Password:

O Connect on Demand: Max Idle Time |5 Min.

() Keep Mlive: Redial Period |5 Sec.

User Name: iy I ISP RS Rl
Password: i ISP ISP A AR (0 R

Connect-on-demand: If—'r‘"“Jlﬂbﬂuiul [& FIJ PPPoE ﬁ}%ﬁ_'{@ﬁ %HJIE]FI ihﬁﬁ:ﬁj e IIE[FI ["J[
FhLep %?EjLFVR%lG Yy *ﬂrﬁfﬁw,n i i
:""[F[m Egj: EI[ _ﬂﬁ | F IEESS(F T EESC A b S ] F[%}“t 57}%{),

Keep Alive: IF%"JJFJ:FJ‘L‘.%HJ (3¢ FIJ PPPOE ﬁ}%lg:_'l 1% %d]ﬁk ﬁv‘g"[ﬁ Cgese E[é}igl
5, r'F' r) l*lﬁl“ ?ﬁlﬁlﬁ' ijfkglmﬁ%—&égp; Egﬂjﬁ;ﬁa F[ tbSO*’J).

PPTP (Point-to-Point Tunneling Protocol): PPTP {5k

[=Ei£% PPTP (Point to Point Tunneling Protocol) #Eﬂ‘ﬂlﬁl” HA ISP {ﬁ‘ A0 P B AL £ P R
FVRO416 [*| [ PPTP i fRsliast, (2 FhE Y % i)

PPTP w

Specify WAN IP Addresszs: |0 | |a |a

Subnet Mask: |0 {o |o |o

Default Gateway Address: |0 | |a |a
User Name:
Password:

@' Connect on Demand: Max Idle Time |5 Min.
) Keep Alive: Redial Period |30 Sec.
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Specify WAN IP P R < 1P Address%tpu 1P i I 1SP Fe i 1o o
Address: ‘(IF*IP i ISP b %ftfﬂm o RIILEY ISP & AR
Subnet Mask: ypf;{fj ISP fi J;'ﬁ{ﬁggﬁgﬁl@ilpgﬁglﬁg 5
Default Gateway gﬁﬁﬂ &1 1SP B LAYl [ 1P "EL’;?I'FI%”EF%@]?*F&%JFE'[ R
Address: ADSL [155,~ 4 IEL ATU-R 15 IP [
User Name: filg &[0 ISP TR LR
Password: ﬁ‘* & ISP FFeY ARV P T

Connect-on-demand: IFL‘ﬁJH»Hu)}uJ [& EJPPTP@}%;ET_&f Sl | F TGS, T
ﬂﬁf;?*ﬁ FVR9416 TE *J[ EI%FUISPEI hjﬁg&f [ ”“F

- Fgﬁ AT I 2 T EIUT"JEKA F II*JEE%R(EI FURESL i e (3
F[F%t’g 5 J%:)
Keep Alive: o SR PPTP L LS Sl Ly & 1 R
:{'C,_'E j’_w F] JEJ]“FEI FI%E 30 #}.
DMZ Setting

O AR | T S EPRT 1 DMZ I £ o s s .
WEB = Mail fii# " FVR9416 #ﬁqﬂ; AR Y DMZ S Prs e SHEEAT f i IP O ORI H.DMZ A
P Internet L SR L RO SRR,

.DME Setting

Interface IP Address Config.
D Z noon Edit
Interface: 2h= 1) DMZ Pﬁﬁ[ I
IP Address: B | ﬁSE AR I 1P A R
Config. B IR Edite T R SR
DMz

Specify DMZ IP Address: |0 |a |a |a

Subnet Mask: |0 |a |a |a

Specify DMZ IP Address: %gﬁﬂ DMZ fi i P G el | o = Gt T
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Multi WAN-“% WAN Port l%‘:L
% WAN OS2 (LR 7 = AT 5T 00 2 PRy S5 68t Intelligent
Banancer(Auto Mode)!'] ¥ ﬁﬁ__fﬁﬁ'ﬁ{pm IP %P%‘JFEL;“ IP Group (By Users)& ¥ IP g1Ei34HIP Balance.

Z FIFERYEE 98120 Intelligent Banancer(Auto Mode)g’lfl'[?"iﬁd‘L
TF VAR S WANL [ WANA M {GE6UE - st (o o g i

General Setting => Multi WAN

.Mude

@ Intelligent Balancer {Auto Mode)

( Advanced Setting ) ) 1P Group (By Users)

C DHCP j O IP Balance
( Tool )

(Pm Maﬂagemﬂ“D i Interface Setting
Firewall Interface Mode Config.
( Lo ) WAL _ Autn . Edit
9 W2 _ At | Edt
WA . At Edit
WA Auto Edit
[ Ay ) [ Cancal ) N
Mode: = FIBVEpVE1ENT 65851 Intelligent Balancer (Auto Mode)

IS0 2 RIRLEER IR F 1 i — {58 WAN POsT oy 1Bl b= i
IP g1#§4EEIP Balance

P [ nﬁEJF IESI{“:J{'—;,jr[ SR P 0 B EI[%‘%%A ELF 15— ’F‘[?ﬁqg—!#

a[ﬁﬁﬂj (A5~ [ WAN fig= fla 1P 55 el
Interface Setting i F”ﬁﬁ%h_ F TR
Interface LR fg, AFRELR TFVBET
Mode SRR Auto i LRI AR N T 2 FIEAERY FIED SRS

Intelligent Balancer (Auto Mode)ﬁu[‘g" AN F“EI‘*JEYH LR TR el
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HIPr Auto.
Config. F[;;EHE’!,‘E Edit &% wgsj?—ﬂé_
Apply B lﬁ%%"Apply""[F" 7 i ] RS cly‘%";‘—L[ Fka,f
Cancel O I Cancel I ¢ TR ] 1 ARSI Fu&;g v (L

T Apply ESEUED T

Multi-WAN Config setting

s - General Setting => Multi WAN @

Home
eneral Setting
Lorf Interface : fysian1
A
008 .
‘Password The Max. Bandwickh provided by ISP Upstream (512 |koitiSec  Downstream 512 KitiSeo
Time
Advanced Setting

Hetwork service detection

Retry court
. Port Management Fetry timeout second

When Fail | Remove the Connection w

Default Gateway

EE R e—
[] Remote Host |
[[] DMS Lookup Host |

Interface: B ﬁ’?ﬁ;[%’ﬂ‘_‘ﬁ%% IR T

The Max. Bandwidth TR R ﬁﬁx‘«‘F‘.}[ gy [%?L#j]eu _FEy(Upstream) " &
provided by ISP: { ownstream)p rsu P ISP 1) FI'IJEI%‘“B“NJ‘”O ~100Mbits . fii]

Network Services ’“[ﬁ EESS) ﬁﬁ,an[g‘iﬁu&é}ﬁu SR E'[Jrﬁ 13 Retry Count,Retry

Detection: Timeout..= | ™ UL

Retry Count: B BN (LIRS %‘ﬁg@"ﬁ%@ USRS 35 P e = P 1y
fl1,Internet 3§?J&|'i%ﬁIJT[,,E.E‘I%EF*IJﬁ“ﬁF“I R AR

Retry Timeout: S zs;wwuﬁ;ﬁﬂjﬁﬁr 1) TS 307 F AT |1,
SRR T, 28 A o

When Fail (1)Generate the Error Condition in the System Log: 7t EaR [ I5E

FIIF@ % @Eﬁwi?f‘ﬂﬂ VYR F{' (ERHIE = ISP ﬁ_{?i?‘ﬁﬁ.—mﬁﬁ{ 1k
PSR A *ﬁﬁ[wam (758, ¥ |

f IR IHN»F« & i User &7 ﬁrﬁ' =]

2)Remove the Connection V[se fggaﬁ% F,’fﬁ?ﬂﬂ?{f&? ISP s

%tElv‘Eﬁ,—énﬁj %"ui—m&’ﬁE':be‘-HlﬁfEl TR Al STEE S SR e e
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WAN LI lg‘ﬁ_F 1 F A - f@"*ﬁﬁ LSRR ERREVT,
IR g R 1 R R @ﬁrzg T CAES

Default Gateway: TSR WL AL ) U1 ADSL TRy o ARSI B P 1P b

ISP Host: }H Ak 58 ISP 5y DNS Befr| ,ﬁ@ﬁg g *ﬁF %—IWDNSfLT?

éﬁpl@ ISP ﬁ.;gu,ngﬁfF,' i/[lISPﬁJDNS IP [ ﬁ%LIFIP#‘JﬁE
§J[F~| BaRERLE T S AR ORI E [, (HFE 7 ISP & i
DNS ||£)

Remote Host: p J1{ﬁlﬂ ,‘;:T‘{Fg’ﬁg‘jgﬂrfall = Remote Host IP “ﬂl@ﬁ*%iﬂ N
ilhﬁﬁ”@ (Il (#%tg * ISP ¥ DNS IP)

DNS Lookup Host: %[ﬁirﬁﬂ F DNSF“IEH?E‘H'*LI'QWE& e IJDNSF,”@EUHLE‘I.(HH%HL pisw
fg 'ﬁﬁ‘%ﬂ[l www.hinet.net” % i 2utE 1P LHIP%/J It fE WAN i P
TR AHRpAgEL

.Protocol Binding

| SMTP [TCPI25~23] A4 |

Service:
[ Service Management ]

Source IP: 192 . 168 1 Jo e ]
Distination IP: o | .|o | .[o |.lo |
Enable: il

A ta list

Delete selected application

[ Back J[ appty ][ canca ]

Protocol Binding-f2358%:

L fg[ B F' ;.{:J’ﬁ* Y IP ﬁ‘/ﬁj LAY qui‘»ﬁifﬁ}[ I Service port AZFNEFNERY WAN (1.
Service: TP F Sf]a Jﬁiiqw il | Service Port
EEElES L AII(TCP&UDP)(l; -65535), [ WWW £% 80(80~80), FTP %

21~-21,f xﬂﬁiﬁﬁ/;%vg[%f]Jil 1?[%‘EJ Service £} SMTP -
Source IP: o) ﬁ?‘:ﬁ Lpor ﬁ[ﬁrgjig_lp jfﬁ"ﬁ Jﬁépg\;gq‘ﬁ EF[U’?{,{?}";‘EF.‘H: 1L
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Destination IP:

Enable:
Add to list:

Delete selected
application:

Back:

Apply:
Cancel:

| FIgEsAS(IpY Service port, £ ﬁﬁﬁf‘fﬁﬁ']ﬁfjfﬁﬁ‘,%’,fu IR FIS‘]EIJEI 1E AT L EF T 0™ Services

3o T P FROP F’fﬁfﬂﬁ%lP o fel | ”ﬂfj 1192.168.1.100 £ 150.f[]
IP £45311-100 £ 150 FRZH A, R ™ 1# TR L9 Service
Port [fij 137 F:-]—LEJ IPEJF‘T’ HIE 1P s *J’g“b;ﬂ 0,p 19t k=
Source IFF)Q\_ N Tﬂlﬁfu*u Class B prg@fil o

et ijyf T 1P AL BT - F U 210.11.1.1 17
IR *Wf i L EE 'F—““‘ﬂ%&'ﬂri 1P FEU\‘?E[ fiil - IP
HTF'[ 210 11.1.1 to 210.11.1.1.91 |ij' Mt~ [EalRpuE !

f J*‘JEFF' Hi U r J£%210.11.1.1to 210 11.255.254, El[ﬁkﬂ [
A 210.11.x.x fiv Class B “{ﬁ?& [ Bfﬁfui*' ?,ﬁj&q Rt l}—ﬁ,l%iﬁj
ST T A 0 1P SR 1P Ol £ 0.0.0.0,

=
PRI A
et PR B s

B Iﬁ%ﬁ”Back”tl[ AIES (R
e IFE?%QH"ADPW"E'H%“ 7 e Y Ao ”I'KC';’F%i[ FL"*EW

N P2 Cancel” [ 7B ] A (S EI;F%JL ?“X%r (FHRL
FRS Apply [ (ED FJ'J?'FA |

Management: ;ﬁ‘r&gq“ﬁfﬂ%; IR B ﬁjﬁ‘:ﬁ_?},v[[{‘ﬂﬁ’ﬂ_.

Services Name:

Protocol:

Port Range:

Add to List:

Delete Selected
Services:

Apply
Cancel

Exit:

P 1SR VIS €780 11,0 Edonky 37
f{}%ﬁ’?ﬁm [ Service port £% TCP or UDP $f &y,

IR [ I TCP/500~500 9 fiL
UDP/2300~2310 "

RTEIRFSEE I3 48 0 e 30 3
PR A OIS E 1~ %JPJ?&[‘

F I Apply I [ ] AR (e R

H e Cancel | @ IR MY PRGOS el 2 4 L
F Apply mw;m‘ﬁ[f ﬂﬁ’? E|3%

B e
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3 Service Management - Microzoft Internet Explorer

Serie fane &l Traffic [TCP&LIDPA ~65535] o
DN [UDP/S3~53] =
FTE [TCRE21~21]
HTTF [TCR/B0~80]
S HTTP Secondary [TCPAE0E0~E080]
HTTPS [TCP443443]
HTTPS Secandary [TCP/B443~5443]
o TFTP [UDP/G3~E3]
&P [TCPA 43~143]
| lto | | |mnTRTCRA19~11g]
FOPS [TCRA10~110] |
SHMP [P/ E1~161]
SMTF [TCPI25~25]
TELMET [TCP/23~23]
TELMET Secondary [TCR/B023~8023] v
Lod to fist
Apply Cancel Exit
’:I—*jﬂ‘—iﬁl“ﬁ{pu IP ﬁéépﬂﬁi = IP Group (By Users)
F{‘ =l F'J%F[ l%i‘"ﬁj EFOHHEYIP R, TR 5T n\&%;;ﬁ‘ﬁ&ﬁ{*' =P g[& Service Port F,JH““JH[P &£ WAN
JELLE 1’;1_?“??[ LR WAN | ?F_i{ﬂ a’\”,lﬁféjﬁ IP §i5 Service Port ffi"] - #7ZEIH [RH] Lpy WAN [RE
# % [J P Eg':,rmlﬁ[gl ’ ‘»"l FIJE{/F L Fl _:31:‘_[ %(JE%H‘_IE{B ﬁFI\J IP Ei:ﬁznlﬁ[g %171 g;%“EIIIF ]:I g;

g i%ﬁb @%HJ o F v IP @F' HiEEn Jﬂﬁi@&iiﬁ[ TPl 137 Ef JﬁB;%‘EﬂJ‘? FIIE fop J%;;f%'j;\:plﬁﬁ? u%
ISR TGS,

?‘ﬁs’l"’[ [WAN 1 ;ﬁg;ﬂwap'm@ggp TR B IR LA E :4‘\%‘74;:1‘]] WAN2-WAN4 v P 15 Service Port};ﬂ?%ﬁ
E[Eﬁﬂ\*pm&#‘ [ 13 ﬁEH,,’?}iﬁ,ru[ P WAN2~4 [ =GR E0H .
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General Setting => Multi WAN

= Mode

O Intelligent Balancer (Auto Mode)

( :ﬂ.d'n‘ancgd Sgtﬁné ) & IP Group (By Users)
( DHCP ) C 1P Balance

{ To )

= Interface Setting

Firewall Interface [ Mode | Config.
( Lug ) WM [ Dispatched by system m
WWANZ Dizpatched by system Ediit
WA Dizpatched by system Ediit
WIANG Dizpatched by system Eciit
(" Aoly ) [ Cancel ] =
Mode: ﬁi‘-_’fpﬁ']?{ﬁﬁ IP E*EPE)E,L:\‘ IP Group (By Users) :
FefEr =t 2 Eli}{;’*' - £ WAN 2 %[ WAN 4 {35508 1P F g‘/ Service
Port Eﬁ;fgj@ﬂ fIF=WAN #ltig [ 1E g 5?: AV IP F/ Service Port |’
PR A= W N B39, WANL ji 1 RLE R AR R0, R WAN2-4 fibL
I%*-.&iﬂ Bk BAEEAY IP B Service Port [~ [5 WAN Fi° il ™).
Interface Setting: EE RS H*I%ij,r Bl
Interface: N, ?, RER | TFVREE ! vgl%[;aj B
Mode: 3 gl%’*pu[?? P+ WAleL$F‘ ‘UWANZrUWAN4EI‘JIP7s’zService
Port A F”r[ﬁl HL.WAN2~4 Fi' I’ %L FeE %i%’iﬁﬂ? DR
73l Dispatched by system, “Jg F"MW N1 (1 Router 1= I it
Load Balance.
Config. F{?}El[&ﬁf{ Edit & /5% H?Elfjl%‘#&.
Apply F P Apply I (i ] AR R i
Cancel g Cancel” ] f‘f TR B Y ARG (SIS 2 (AL
l

BB Apply S EI (R e
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Advanced Setting

Interface:

The Max. Bandwidth
provided by ISP::

Network Service
detection

Port Management

General Setting => Multi WAN

Sitemap

Interface : [iahz
The Max. Banchwicth provided by ISP Upstream KhitiSec  Downstream KhitiSes

[] Hetwork service detection

S KT [ WAN IR 175 SR WAN2~4 RLJ T i e 2
Hpv 1P ﬁﬁﬁgﬁi?c IP Group (By Users)

e Fl Lﬁ'r;%tg&;ir%;[ e }é\ﬁpvf {E(Upstream)® ™ b
Hownstream)ﬁﬁﬁ:ﬁﬁ‘%‘,iﬁil gl /7S 0~100Mbits V[

T = FIPAERY EIET BRREY Intelligent Banancer(Auto Mode)=I5E
R S P T I T S
- IP Group
_ | All Traffic [TCP&UDPM ~E5535] A |
Service:
[ Service Managemert ]
Source IP: 192 . 168 M . o |
Distination IP: | | .| | .| | .
Enable: il
Delete selected application
[ Bk ][ apy ][ cancer |
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QoS

FVROAL6 FRI ™ | 7 iy Sl i 1 1 SR A B S8 4 i Rate Control 5 HELIRIR-L1% Priority 3Ty
FVIETITE) QOS U ARTI i R I 1 ISR T P S S R R AT B T
PE EFIICISTETED QoS.

= Rate Control Elﬂ'[?ﬁ?]}ﬂ

FVR9416 |i'I') %l-‘;aﬂ‘ﬁ %—_’EIU?Q iﬁiifl%.}p [(WAN1-WAN4)H %I-iaaﬂﬂj ETIP ﬁ‘)’#ﬁ ¢ Service port fiv_ ="+ @Fh%@z}ﬁ[j (REM
SR R I B .

Sitemap

General Setting => QoS

Gener; Setting

- Quality of Service
Enable:  [lwamr [Cwanz Clwanz Tlwang
Type: (5 Rate Control (U Priority
| sMTP [TCP25~25] |
Service:

[ Service Management ]

IP: 192 . 168 o1 Jo e ]
Direction: Upstream b
Mini. Rate: Khitézec Max. Rate: |:| Khitfsec

Enable: ]
Acddd to list

Delete selected application

Enable: ?%Eﬁ};{%]i’;lﬁn 7 QoS ﬂﬂﬁj{]g’m%iﬁﬁfﬁ}[ [
Type: UyE VIS ABTT R ﬂﬁjﬂ Rate Control
Services: s L#}g%ﬂf&%_jmﬁﬁi‘%;ﬁjp I Service Port:({[! Al(TCP&UDP)0-65535),

UITWWW £7.80(80~80), FTP 11, 21~21, i" % H i i il i
Fﬁ’m Service £} SMTP -
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Services Management: %?ﬁ‘)ﬁﬂﬂﬁ??%ﬁﬁ%ﬁfm%ﬂ%
Direction: S T uplink 55 # down link FVEGEST
Minimum Rate (Min. "4 ™ (G B SEOSTRCBIIIRA 15, 25 F 1 @ g Py
Rate): = 'p%| 15 Kbps [ LG
Maximum Rate (Max. =4 * e @ pvsipic 191 = 700, 3% F 'E*J'ﬁ i R éfﬁﬁﬁﬁ‘iﬂ\ﬁ
Rate): &3 700 Kbps AT
Enable: E5 ?S{&ﬁ@ﬂa‘ﬁ‘r rﬂ\.
Add to List: SRR 91 8 % i e 30 72
Delete Selected Services: A {8V #;qF’/”J’FI Fl— %TPJ?&[’
Apply EﬂIFL#%QH”ADPW”E'H?le‘JJ?F’?@EﬂJUl‘“"?i[ ey
Cancel H % I Cancel I A MY | TSRO LI 20 L

S Apply VY 1 E R

IR A Priority Elfj'[?“?ﬁd_k
FVR9416 fi'I'| tﬁﬁjtgu?@,@ =1 R ﬂ@ﬁﬁt{uﬁ@ﬁﬁﬁﬁ Al E;Umiyﬁ HIFMEEFIJIE:HHF .y EéEEELj
PYFEf ) ES F[%@tm” B
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dl)
0Q0
Las Leod General Setting => QoS
Home
aneral Setting
m LR Guality of Service
m ; Enable:  [Jwamt [Jwanz Cwanz Cwana
; ~Time : Type: () Rate Control &) Priority
Advanced Setting
Service Direction Priority Enable
| SMTP [TCPi25~25] v|  |upstresm  v|  [Hoh v O

Tool [ Service Management ] Al to list

Port Management

Delete selected application

Enable: ?ﬁ“;‘w}gﬁﬁlﬁn = =QoS ElfJ’?q SRR R 1
Type: %ﬁ;{ﬁﬁ%‘}?@ﬁ;ﬁ: Priority
Services: T PSSR AR R 2 B IR A (O
All(TCP& DP§0-65535),f/p WWW £7 80(80~80), FTP 3, 21~21, i %

BRI
Services Management:  FrgTEy PR R SR DR A

Direction: Z4 - uplink 757 # down link.
Priority: PRI LR R T R High(60%) = (%

B Low(L0%) [P GRHSGIFIIER 1 11 1(30%). 1 51 1y
A M5 145 <258 B0SGOSIAL IS/ P = g 1
5% A L0%[IHFT 1 BRI 2 HURSEES T S0%FU3fIfL.

Add to List: | r'ﬁj?ifﬁﬁ,i‘%i’gj FIT J?&I‘Tyuﬁh,ﬁ 2T PrIET 30 A

Enable: F'ﬁ]?ﬁf ﬂiﬁﬁﬁ’;ﬁ?‘bﬁ:

Dele'te Selected FJHB?E’?;;{%E@F'#J?%B%@E - &r [‘J”’Fﬁ’

application:

Apply # L%’%”Apply”flﬂﬁ (i ] ¥ A ERIRY I";‘ﬁ";‘?i‘:’[jl Fﬁ%@r :
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Cancel 7 T Cancel I T H] T Fo@ R0 & Cl | 2B L
ORI Apply [ RV %’ﬁ"éj}"“f

Password

HIVERL %4 FVROAL6 [SSTIEIPE - JEEHIER L RSB Wl "admin® o [ g
S IV - (ELRLEH A K Apply |

\\_ . .S itemap

General Setting => Password

General Setting
Configure Uszer Mame: admin

l_'_Es—*. Old Password: | |

[ Password 1

IP

New Password: | |

|

Advanced Setting

Confirm New Password: | |

g

Port Management

User Name: FEL admin
Old Password: SRR B
New Password: LR A T

Confirm New Password:  fHi fifiis - - Ridifife

Apply F N 22 Apply S R Y B SR L R R
Cancel 7 = Cancel™d Hff TR AR (S L 2 R AL

SR Apply [ RV %‘ﬁ"éj}"”sr
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Time- q:;TJuEHI‘ F'Eﬂr%%—;

FVROA16 fjli™ | s Lo [HIFT fI-Tg=, [0 1224555 FVROA16 [ [ v 9t Iﬁ[ﬁE.ﬂJ‘? I TR A (NTP Server)fS kL |
o (LR R YRR R R T FYROAL6 Y el Sty R LB R e v SV L
T A AR T bﬁ}% PRI VRS RLBIRY S 2V Internet oA (A
AutomaticalIy:r,%%—;ﬁ’lﬁb%?ﬁ?%_l—ﬁm NTP fﬁjﬁﬁ,ﬁﬁff‘dﬁfﬁﬁﬁﬁ

ﬁ%ﬁ? Time Zone 218 (0777 B S I L B BT 20 |10 AT T, O RLAECE ;‘JJJ BTl P R AR A (NTP

Server)fiug, L I i I R 1P A .

® setthe local time using Network Time Protocol {(NTP} automatically

General Setting => Time

Generzl Setting

) setthe local time Manually

S
= HH
.||

Advanced Setting

Time Zone: | Greenwvich bean Time: London (GhMT+00:00) |
Tool Daylight Saving: [] Enabled from | 3 |(Mnnth) |2-’.1 |(Da\,-') to | 10 |(Mnmh) |R |(Day)
Port Maﬂﬂgﬂmﬂm HTP Server: | |

Manually:fgﬁjﬁl?i?]“ F 'ﬂﬁEﬁF&ﬂ%Eﬁf
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JEG‘L%‘ }ﬁg’*J*Eﬂj(Hours), 53 #f(Minutes), #}(Seconds), *|{7j(Month), [!(Day) ¥=& (Year).

Sitemap

General Setting => Time

O Set the local time using Network Time Protocol {NTP} automatically

@ set the local time Manually

|E |Hours |1 a4 |Minu‘tes|29 | 3econds

|8 | Month |27 |pay 2004 |Year

F P ApPIY I Y FRSOISITC r $ "Cancel I IR M b TS
ARG L Apply T Bl ) 1 7 €5
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Advanced Setting

DMZ Host-(Demilitarized Zone)
B SR T NAT AR S R R 0 Sl ST AR P S A PR
FVR9416 iy WAN Port pfjﬁ@t IP 8 fe i 4 Sl J?‘}[‘EJ%IP AR ,I%‘%JD‘ ey EIUF%%FV S el
RS

Sitemap

Advanced Setting => DMZ Host

DMZ Private IP Address : 192, 168. 1. ICI

Advanced Setting
[ DMZHost |
- i -
e

~ OnetoOne NAT
— DONS
Clone

DHCP
Tool

Port Management

SO “DMZ Host! TR, (SR fIofs o i e AP ([ 8 2 07 g
iR

F R Apply ™I 6 e W] AR SR e 0 "Cancel [ IR I Y AR (SRl

RS Apply [P T 1 F3%

Forwarding
Port forwarding i FF51R » F RS H A ) s = CRAREIHITEVIRS= £ WWW,FTP - Mail =)
O BFIE I AR - = 8G9 A ) i B FVRO4L6 i34l A4 1P i i <Public IP> » 5
i port [+ (411 WWW 15 port 80) + i &V [ (IO - # Pl S WWW
sl > 911192.168.1.50 °' port ;L 80 F"@ﬁzﬁ ’ FJ'I Internet E}l’l‘;c?viﬁ[’[a{nﬁrﬁfj [ P lferggE ™
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http://211.243.220.43(1*+% FVR9416 i ﬁ[ﬁﬁiﬂk IP b HH)

W 53 FVROAL6 [0 Public IP o [/ i3] 102.168.1.50 k-2 £ 11 Port 80 FAffF1 v -

H Fj}élﬁﬁ?ﬁ%r%%g, Il 4 PURURT Y Server [ UDP Port B > I i 51 IP G fefdg = 20

Advanced Setting => Forwarding @

- Port Range Forwarding

Service IP Address Enable
F | & Traffic [TcPaUDPA ~B5535] V| 192 168 .1 |: O
%bmm [ Service Management ]
DONS
MAC Clone
DHCP
' :
Services: T P AR R ARV AR R (O
Al(TCP& DP§0—65535),0[IWWW £% 80(80~80), FTP £} 21~21, =3
BRI
IP Address: Tk P RS ﬁ?ﬁlﬁ’f}%pfjmﬁﬂgﬁ;lP fP 1,91 192.168.1.100
Enable: F'ﬁj’?ﬂwﬁﬁi‘ﬁﬁjﬁt
Services Management: ;{ﬁtﬁgﬁ}{’—'ﬂﬂ,ﬁkﬁ.‘; Iﬁ@%’}fﬁﬁ%%ﬁfxﬁﬂ%
Add to List: irﬁ‘{@ur'ﬁjf]ﬁqﬁ/imﬁ Ik Jﬁ,

) FIRS AL~ ?E@ﬁﬁj’fﬁﬁ'mfjfﬁjﬁ',%’[ Iéﬁ’gr'ﬁj?%ﬁfjfgjﬁli;‘é"&ﬁi?ﬁﬁUHI,!L?,:’Fl‘,"JiEJE'J Services Management:
PRy PR AR IR B [ g 5 U A

Port Range Forwarding:%J?%ﬁi%@%{ﬁ?ﬁ.ffgmﬁ:

Services Name: IR ?Tf,»j}%”ﬁi‘ﬁﬁj?ﬁlwﬁﬁ;ﬁﬁi%ﬁ?ﬁﬁp * A LY Edonky &

Protocol: IS Port kL TCP kL UDP $f .

Port Range: il ﬁ‘ﬂﬁi’%‘ﬁrﬁj‘:& Fﬁ;_Pﬁi‘r'ﬁj?ﬁlfqu%tﬁ&%ﬁfjﬂjfﬁ‘l'ﬁ‘c?[ﬁ',ilﬂ 500~500
FiY kL 2300~2310 .

Add to List: | r'ﬁjflg?ﬁﬁ,iﬁ,;“i’gj FIT J?&I'T-/]J%,ﬁ 2T PrIET 30 A
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Delete Selected Services: ][ 5 UpE Ig?ﬁﬁ,a;f:‘gl AN %T[‘J”'Fﬁ’

Apply FE N PR Apply I R MY AR S e R

Cancel Hz* = &"Cancel”d[] E PRI T AR s L ﬁé*%\f (ERL
SIERS Apply R EIf I/F'Jj»rf’ gk

Exit: HEpe %{Ljﬂpr

3 Service Management - Microsofi Internet Explorer

service ame &1l Traffic [TCPAUDPA ~E5535] =
DNS [UDR53~53] —
FTP [TCR21~21]
HTTP [TCPAE0~80]
E— HTTP Secondary [TCPB0E0~E080]
HTTRS [TCR443~a43]
HTTRS Secondary [TCPE443~5443]
Port Range TFTP [UDPES~E9]
IMAP [TCPH 43~143]
| lto | | |wTP TCPrg-11g]
POF3 [TCRA10110] 3
SMMP [UDPAH 1~161]
SMTP [TCPi25~25]
TELMET [TCPi2323]
TELMET Secondary [TCPE0Z3~E023] v

Aol to list
Apply Cancel Exit
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Port Triggering

= Port Triggering

Application Hame Trigger Port Range Incoming Port Range
[ 1] | o] | o]
Acdd to list

[ showTanies | [ appy ][ cancei |

yourfutdre!ﬁe

~ EETREE IR ) Internet f9EBE(Port Number) K12 S IY, 1 (204 P 2T - B
T PV IR ARSI e

Application name: 7T E‘ L##]’ﬁz@ﬂ e €78, [’E[?’i-‘ilfﬁﬁl“
Trigger Port Range: fid FVR9416 £l Internet. il ™ i 1(Port Numben)igs. (4!

9000~10000)
Incoming Port Range: gﬂa’.j‘ flInternet 37 A [T 1(Port Number)ﬁfﬁ}% p

2004~2005)
Add to List: WrpE|B fﬁbm;lﬁ' RlES
Delete Selected P8 Pt A BE #”iﬁ/?ﬁfﬁﬁ' V- Z mfﬁ
Application:
Show Tables: HH 2 AR Table FRORE B IP 2r
Apply: B Hs&ﬁ"Apply’“'H? IR ] AR e F“XE\T
Cancel H* P #"Cancel” "Hﬁ(g[ﬁﬁ?ﬁj‘} ”’[’?@gﬁpur%[?%{ A2 R

LIRS Apply [ E
| £ ﬂ—"-"’p{ H F{Jiﬁﬁyf%z% ”[P‘“‘JJFD,FIEIHIFIJ iIES

[/ HIJ_j/ Tﬁ Jj{'T

Application Outgoing Control Incoming Data
Battle.net 6112 6112
DialPad 7175 51200, 51201,51210
ICU I 2019 2000-2038, 2050-2051
2069, 2085,3010-3030
MSN Gaming Zone| 47624 2300-2400, 28800-29000
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UPnP

Sitemap

Advanced Setting => UPnP

UPRP Function: () ves (& o

Jervice Mame or IP Address Enable
[ DM [UDPIS3--53] v] | | O
[ Service Management ]

Delete selected application

UPnP (Universal Plug and Play) kL[l Microsoft Fﬁ—fﬁ[ﬁ__‘gﬁk TEIE] RV AR RLE D [ iﬁ??jﬁ%ﬂi% UpnP
BHHIFFR(IN WindowsXP), iy [+ = BRI EL PRI UpnP Wi = FVROA16 BT i el ™ .

Services:

IP Address:

Enable:

Services Management:
Add to List:

Delete Selected Services:
Show Tables:

Apply:
Cancel:

5L SR UPNP (S I W 15
80(80~80), FTP 1% 21~21L, i & s B 1.

P4 UPRP AP (I FEAP O [l 5 £/777, 41 192.168.1.100
=

STIGTRS P AR R A

PSRRI

b SRR E LY - 7

i | ,ﬁqﬁgfgﬁﬂ%{gﬁfj UpnP %j[J%

£ IR Apply I ks W] RS

s L%'%”Cancel"ﬂﬂﬁ TR T A f ;gg[;?—ﬂ\t_;[u I »FLI B (L
SRS Apply (@ BBV Tﬁ; ¥
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Routing-F&f IpjFvE

Dynamic Routing-gAREEgF BpjF v L

RIP £l Routing Information Protocol fUjij, it 1P B[ 1) RIP 1/ RIP I1,~ Hj&ﬁjrﬂﬁﬁ—n ZpE-
(B AN H&{?‘T |"1\;|FE‘I%"E 1ffi™| Static Route(ﬁ?ﬁfg,mﬂlﬂ@) RIP fYffi™ Eﬂj‘ﬁ%i_”?; TR ﬁ'?—f‘,H gl
(A S IR 7EE'_J 2 gh%ﬁﬂ# EAFEL F(Routing Table) | [ IEREE RIP [P E, X | IER e
e Auadten)

RIP “fl— (i ‘iJlEFI' ETHTFVEE 11 (Routing Protocol ),}Lf<*"] Distance Vector [zt F’?F?H
Distance Vector ;L7 |I'| Router [19gf (=8 Hus Bseo 28 , i 1) dBRgasyioghs § (m2gn a7 5
o A R S RLAS R PPy Router,  [ELRLT T & e J8 I Router.

Advanced Setting => Routing

Advanced Settmg o Dynamic Routing

Working Mode:  (3) Gateway (' Router
RIP: (O Enabled @ Disabled

Receive RIP versions:

Transmit RIP versions:

Working Mode: S R [0 £ Gateway " (NAT) VAL 485 1 (LAN
to LAN Routing)fi=t.

RIP: 2 Enable™ 2 17 | RIP BUfERs 3

Transmit RIP Version: i - S s &8 0 7 [FIRERE [ 1574 None, RIPVL, RIPV2,
Both RIPv1 and v2 5 {HGEEIEIEF pjF e o “TXC ofofe

Receive RIP Version: s S e s e B R [[:Elg_i None, RIPV1,

RIPv2-Broadcast, RIPv2-Multicast, %qr‘*fﬁ: Ellﬂ%’r’ Ty
“RX” TJJ—FJZ

Show Routing Table: [ fﬁlE'JQ%ﬁlF[lﬁerjrr'j: ¢ “Show Routing Table “ A Friivey
Apply: s I Apply ] F"{ fi i MY PR X 'TF% L FL Y
Cancel: E&‘kIFL#%%:”CanceI”E'[F’?EB?P‘JHF’%@EI*JE fi&e 'S‘F% & ﬁ‘&fgmﬂﬂ

SRS Apply [ A (E] '/F'J?%A E|¥s
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Static Routing ﬁﬁf*,n H r;gﬁ*ﬁf, R

PPN T L2 ﬁ,:,Hl £] LS IP 'q’v%!‘—f“ ,E.,Iﬁ}“*ugi@“ﬁ‘a FVR9416 |i Jfﬁ E,E[lﬁJF»(StatIC Routing),

jﬂﬂjjj RLAIE Fujﬁ,n% S J ﬁﬁ(Routmg) By il a{ﬁ,:,iﬁ%’? AT IV 7
Iz bf=4#i  “Show Routing Table *J'Eﬁﬁigﬁ'ﬂ—i‘l e S

i Static Routing

-
Destination IP: | | | | | | | |

Subnet Mask: | || || || |

Default Gateway: | || || || |

Hop Count
{Metric, max. is 15): l:l

interface: LAR -

Al to list

Delete selected P

| showroutingTabe | [ appy ] [ cancer |

Select Route entry: [T IR, FVRO416 H 420 23E 30 A fiphik

Delete this entry PR fEE ke

Destination IP and Subnet [i'3f] * Al s 1P RISt afgiee el Jrpl- o 5

Mask: %“T*%!f 192.168.2.0/255.255.255.0

Default Gateway: %é‘ﬁ%ﬁf‘»,ﬁ;;ﬂp Jv;[%F ~F—ELE b PF' 9(1192.168.2.1

Hop Count: LF‘AQJ %‘.HIE%E TWHE UL FVRO416 T Ay {aEE N — | i
By 2,58 EL 1.(E 1) 15)

Interface =5 ﬁ g{*g’m IR b ,' Lo FS WAN fﬁjﬂfﬂﬁ‘}ﬂ_ LAN f]%j

Delete Selected IP: Pk — s = A

Show Routing Table: B E sk PR
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One-to-One NAT-- — ¥~ NAT ¥
Hi (i o @55%?[{3,1@[{ ADSL [iftt: 8 fli 1P 2 fENE, [N FVROA16 4 “pii = |- [ 7% IP (i), I
ATU-R ~ IFUH ji IP b FLF[I %, BT, 4 [ F[ii IP. F\»}{—J [Pl lﬂjﬁu4 |[4F/‘ii 1P & E,’ﬁl EPEZ FVR9416
Y 4 IE*EF%IP, i “ [ipsalitos= 157

s
HR I P07 I S ] L AREIAP A IR0 SR R, TR TR 1P 4R
S zsz P PLF" filr™ ] %Lypﬂ{g ] U%LHI AT

B 7] Jpiet) 5 P {3 HIkL 210.11.1.1~6, [ 210.11.1.1 “I55 FVRO416 [iY WAN (31 IP
fpl = e~ 1&*@!1 NAT _F, BIgde B FapHf F[ii IP )55 H[J%JLT[J Multi-DMZ FJ FILY™ B

210.11.1.4 > 192.168.1.3
210.11.1.5> 192.168.1.4

210.11.1.6> 192.168.1.5
210.11.1.7> 192.168.1.6

Note: FVR9416 ’?’ﬂ’@m fe 1P fFI'(WAN IP -NAT Public) 3% IPfEE'ﬁlJEF[EIF%'FiL;F]l.
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Sitemap

Advanced Setting => One to One NAT

One-to-One NAT : Enable

Forwarding At Rangs
‘W‘ -~ Private Range Begin Public Range Begin Range Length
e DT 192 1881 .| i i || || || | | |
DHCP

\ Tool

Port Management

Delete selected range

One-to-One NAT TR S NAT 2 Enable”[ir Disable filfl (25
L BITTEE)

Private Range Begin: P @»fﬁ,@gﬁ IP ’,“:'fﬁlf

Public Range Begin: <71[?Zlﬁfﬂik IP ,’l[—,faﬁ'[l@t[ﬁ P

Range Length: IHEEEE AP RS 1P AUgE

Add to List: ik l%?t?‘”* S NAT 521

Delete selected range: PR g RO~ TE- Bl NAT %j[j3

Apply: e LFL“?’i'i%'”Apply”E\'HFﬁ freris [ FPRRERY f'%a’;rr%#&p J?;lugfg'r_

Cancel: B IR Undo S IR BT Y RIS R (LR

SIpES Apply (T IR T E

Note: — $f— [ NAT 1£1:¢(One-to-One NAT ),':]ﬁ’ rﬁﬂ'ﬁ@% }}Jﬁ,é f‘EflfﬁJ?“,féi%’,ﬁ%’{f—_’ﬁ'ﬁ“ﬁﬁt, LAN fﬁ}ﬁ’?ﬁ%ﬁ—_’ﬁﬁ
B PCﬂﬁ’F’ﬁE??m?f?U Internet F, [#ZEE[[ ‘F}J‘ﬁpfj Access Rule [ ffieti SV HIZEIE EERF, F e TP gl
Internet ;%[ LAN fﬁ*}r‘%ﬂ“i—; E- NAT puB§ IRy PC. ST 15 P [ 35— NAT r’\jfﬁ'ffﬁﬁ (Add to List) #

%ﬁ?ﬁi&ﬁ%f—ﬂﬁﬁg - %~ NAT "\ir'fgl'( Delete selected range).
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DDNS-FfEAHES £

“DDNS™f [F,Jq,#; Dyndns.org = 3322.org | J;;*JF:”[ﬁ{lFﬁEﬁJ L ELETRVRLES 32D | *Jﬁu IP *‘FFI'#E‘F’J‘
ﬁ\/i_l_,ru%’—ﬁil_“éj;ﬁﬁ? p FjTﬁL?VPN FaAsUEL EIAY, 7 ADSL PPPOE ﬁﬁéﬁﬁf@&f\: Cable Modem fivffi™ |
F'Lifdi IP fp’?ﬂﬁf‘@ﬁf [l ,SHHEI“ hlﬁﬂﬁfﬁ‘*ﬁ U RERAR S, (FLRLPS 1P ﬁ[ﬁiﬂﬁ@@ ! it?l'fﬁ#ﬂ#ﬂ
] pbﬁ=°]ﬁtkﬁmﬁjru,1%5ijj A’ [ﬂ | www.dyndns.org FkL www.3322.0rg ffi ’rrllﬁ%,ﬂﬁ = g epnl

Sitemap

Advanced Setting => DDNS

Interface [ Status Host Hame [ Config.

wAN Disabled _ | Edt

T Fowety | ] WAz Disshledd _ | Edt

PP AN | Disahled | = | Eelt

t — VAN Disabled Eclit
_ MAC Clone

%&%%(Conﬁg) ORI Edit) £ FEHDARE S F ETfL
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Gen Setting

S e S

UpoP
& Ro ; =
~ One to One NAT
~ MACClone

DHCP
ool
Port Management

Advanced Setting => DDNS

Sitemap

Interface : W

DDNS Service: DynDMS.org W

Host Hame: | | | | | J | |

Internet IP Address:

Status: Mot Updated.

Interface:

DDNS Service:

Username:
Password:

Host Name:

Internet IP Address
Status:

Back:

Apply:

Cancel:

fﬁ[E'J?f’:’[’?“i%’FVEﬁJ?ﬁESfﬁ.}[ [

DDNS pifEafiigaipc i ' 5 Disable ﬁij%rfj,DDNs.org s
3322.org == .

ffi™ 1% £/#i:]f DDNS EIFF%?LJIU %

ffi™ 1 ik i) DDNS FIEF%%\_’EIU{WE,

FITEAHE- £/ [n] DDNS ’?l’?ﬁ;EP'J [kt I abc.dyndns.org or
Xyz.3322.org =

F Ul 1SP SRSV O £ 1P
[ 'f) DDNS [fRfiz: 8 | 19 DDNS 717 IP o
N Iz Back A IRUEI - HE .

FH 2 Apply I s MY AR s 2

e L%»%”Undo”flﬂ%ﬁy%ﬁgﬁﬁ FrAgEfIY p%;{;?qép JFLI 27 (L
S Apply [ UL T
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MAC Clone-#@#1 ¥/ MAC &

=% £5 {fy PB4 Cable Modem [9% |7, 4, ¢ 36 £ TSR FOII ™ i P LI hfoiy e s+ o e e
fﬁl'(MAC Address:00-XX-XX-XX-XX-XX)H * [F=ZEIEIF[1] ijé’cﬁé?ééi%—jﬁj 1

Sitemap

Advanced Setting => MAC Clone

Interface _ MAC Address | config,
AN 00-07-40-c5-Ok-66 Edit
A2 ' 00-0c-41-00-00-02 Edit
VAN | 00-0c-41-00-00-03 Edlit
W4 | 00-0c-41-00-00-04 Edit

Port Management

vourfuture life

i FEI(Config.) O 7 RIS © BRI
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Sitemap

Advanced Setting => MAC Clone

Interface : EGAN'I

User Defined WAN MAC Address: @ (00 |_for  [la0 [fea [foe [fes |
{Defaut: 00-0c-41-00-00-01)
MAC Address fromthis PC: () 00-0e-a6-6b-T0-d9

Interface: iﬁ[E'J?ﬁF{’%“g?X/E{fj%iﬁﬁifﬁ.}L !

User Defined WAN1 MAC [ lﬁfjri‘;‘:ﬁﬁjfl ',’F@Jﬁﬁl%ﬁfj MAC r’j’f;'l'.

Address:

MAC Address From this [ lﬁfji@}%fﬂPC Y MAC r’j'fﬁ'['.

PC:

Back: B L%’%”Back”ﬂﬂﬁ[H[,T-—‘[Jﬁ']— .

Apply: # LFL“?%:%'”APPW"E'UF? fr i [ ¥ FAB Y l"%“c'if?%_’[‘J FH%E‘\T
Cancel: 4 82 Undo Iy AR | ARSI S (LR

S Apply [ FUEL T
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DHCP-DHCP kY IP fﬁ]ﬁfﬁﬁ

Setup-l%%—_‘

[ FVROAL6 4 <y &) DHCP ffllfyd » 571 i) HELFH G it S i sV A AP b > AL NT I
AP DHCP % » (kL5 7 PC 1 7|3, gcl%’é?l%tﬂ IP A fl o MRS o R - FVROA16 IV
Mo R

Enable DHCP Server: T SRR DHCP [ B FIEYESE IP P iR+ £% Enable 3E7F»
f él i FIR P F
HIFe) P ﬁﬂp’ [HFIEIVEE 1P m_‘»fg' s R VRIEE S BT PC Mﬁfﬁ

AP fe

@ Sitemap

.3

GIN DHCP => Setup

(General Setting

Advanced Setting

DHCP
L Setup ]

Client Lease Time Minutes
_ Dynamic IP Range

_ Range Start:  192.168.1.100 |
_ Range End : 192.168.1.

Dynamic IP-gifiz IP
Client Lease Time: [P i35G PC 5 IP fj'];%l'ﬁlfﬁé’%‘v‘ﬁﬁﬁ?J,5‘5?9“?3 1440 55 (A
flEE— =), ST f?““ﬂﬁ’x‘é‘ﬁ’[‘?ﬁﬁ** ?ﬁ:’,ﬂ ST R AE
Range Start: J=1P it felRL DHCP Server [IFNT:E IP E{fﬂ?éﬁ 1P » ﬁ’Lfﬁi{@%'P
IP O SHIFETTS o 5 ‘5’E|%%'@192.168.1.100 [ 1P 0 e B 5
Lig

Enable DHCP Server

Fe Dynamic IP

Range End: ﬁ'@ﬁﬁ’ﬁ;%v IP b JHEL FR o ERRHRRLIE- 149 py IP r’jﬁ;’ﬁﬂifﬁ,
i (-3 1P RUR L R {50 F i \F;[glgﬁﬁfwfs IP &5 (ST T Rk
BT b serms g ™ Y
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Static IP- IP & EI#FEIFE(P by MAC)

Static IP address ?ﬁ” PC# .J[mu&rg}%w ['\;[-‘,JFEF'[I
MAC: fip * PC Hifia A e MAC e
Add to List: ] Static 1P il

Delete selected Entry: PIb=FrEE P9 Static 1P ][5

Add New ST LR 1P
[ Static IP
Static Entry
Static IP Address: | || || || |
MAC Address: | || |-1 || || || |
i o list

Delete selected Entry

-DNS
DNS Server (Required) 1: [0 |.[o [.[o |.|o |
3 R N A R R
.W|NS
WIHS Ser'wer:|D ||U ||D ||D |

[ appy ][ canca |

yourftiture tife

DNS Server
I%J&fzéﬁ F‘PC r]m 1P '*fFI'IEU DNSaﬁiﬁfflp ﬁF/ﬁ‘EﬁlﬁH”ifﬁl’ [T ﬁ'%ﬁ?“ 1Pl T Hsp 1P '*fﬁl'
DNS Server (Required)1 ﬁia’” DNS ﬂﬁi@‘qﬂ A s 1P +FF' vgl%@?& 0.

2 ﬁﬁ?j DNS 3 “]-ﬁf,ﬁ)‘llr[ qﬁ%ﬁﬂl 1P '*PF[ l?[f!:lﬂu 0.

WINS
T P T Windows [ £ qw«gguﬁﬂ,fu RTE= 2 i e K R gl
WIN Server ﬁia’” WIN 7 ﬁ’@‘l[ﬂ TR P PF'I vE%@jE\
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ApPIy: T TR ARPIY I e H) T R (5 S  |  2 -
Cancel: N P2 Cancel Iy I HI T TR ST R [

S Apply [ ISV Y R

Status-f*REzE-

Sitemap

DHCP => Status

- Status

DHCP Server: 192165811
wynamic IP Used: 0O
Static IP Used: 0
DHCP Available : S0
Total: S0

- Client Table

Client Host Hame IP Address MAC Address Leased Time Delete

o

ISPSEARLEE DHCP [T a8 F 1 il E'H{F&:\??éﬁ'%%ﬂ\l R e Eﬁ%’ﬁ%ﬁz'ﬁﬁ W[ﬁ%?égﬁgﬁ‘l EHEIE
hCeE s

DHCP Server: [ 17ji] DHCP rﬁqu/%gﬁg IP ;EL,JFF-II
Dynamic IP Used: F I7jij DHCP fﬁqu%ﬁLlﬁiﬁéﬁjj’ﬁﬁ% IP [UgrES
Static IP Used: [ Ifji DHCP {Fff i = 52 2 i <& 1P fiogkd
DHCP Available: EIF] DHCP (Rl 1) a2 b 1P gyl

Total: E'fji DHCP rﬁjﬁﬁ,%gﬁﬁr%ﬁ__ﬁ FHTY 1P AHEE
Client Host Name: F [ﬁ']lﬁ'i%?“ﬁﬁfj%ﬁ #78
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IP Address: i F[Fﬁqﬁgr@w@gg P r'j‘:f%[l
MAC Address: FI J'J”E",IF%QF:F” MAC ﬂ%%‘, FE”LF'FI'
Leased Time: DHCP E'F'Jﬁﬁ IP Ab E'F[ ﬁf{’;[\ijleJ:F
Delete: P2 =S 2 1P Selgk

Tool-— £'FH=N

SNMP- nﬁfg—ﬁ A

SNMP £ Simple Network Management Protocol [iU5 i, ﬁd*‘a[ﬁ,:, *'*%‘lﬁﬁﬁﬁ I Miﬁ,t,f;l%lﬁi@ﬂ [
[Nl - ,fﬁ' P SNMP a4, i “'{:i" i '“[ﬁ “‘*ﬁ%‘ﬁ YA (Y[ SNMP Tools-HP Open VleW)wﬂlﬁﬁﬁ

P R R SR T, FVR9416 L JBfRie SNMP VAIV2e, it e SNMP e R e 1
TP IR T S (e, I (P e

Sitemap

Tool => SNMP

SHMP : Enable

System Name: | PN Router |

System Contact: | |

System Location: | |

Get Community Name:|pub|ic

Set Community Name:|private

( Port Management ) Trap Community Name.|publlc

your future fife
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Enable SNMP: }H SNMP ﬁJJ F‘EJ’FSr —Fﬁjglr%”“ﬁ F‘EJFILF%:jJ—F'J‘:.
System Name: I%@g&%gﬂq 278,91 FVR9416
System Contact: F%@_ﬁﬁggu?@%&@ M EYE7E, Y1 John
System Location: F%’#&ﬁ&;eggpfjg Ve r’\j'f%,',f/p Taipei
Get Community Name: F%{L; ;ﬁﬁﬁ,%ﬁéﬁ;&@p{r;?{/fﬁﬂ%ﬁ&}g FOZFIE YR, 5 ﬁgF%"'Public-.
Set Community Name: F%L; “”Eﬁ:ﬁ?{*xérp r %J&Eﬁk% FOETE e, 5 ‘vgl?‘Private"
Trap Community Name: F%L# “”Eﬁ:ﬁ?{ﬁxférp ' = Trap fuey
Send SNMP Trap to: I%L# "IP Ak F[ﬁ‘/ﬂ Domain Name ¢7E[U > Trap F5E= %
Apply: H N 1 AP T B TSR P L
Delete: jti&’* I%’B”Cancel"ﬂﬂ%’?ﬁ%ﬁ%ﬁﬂ'ﬁ ’i’l’?@éﬁﬁusc'ﬁ?i FL 2, [ RL

SR Apply S FIIEY EE
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Diagnostic-ﬁ’é'\_'*i&ﬁ@i]@%?ﬁﬂ%

FVROA16 R b4t LBt (ROG T4 7 |9 56l &0 £ DNS Lookup I/} Ping 7.

Sitemap

Tool => Diagnostic

(& DNS Hame Lookup ) Ping

Look up the name: | |

DNS Name Lookup-3fisi £7 f 3z
r??’i?‘ IPERIRS ey * SAEU A RopoAlal = BFTE fL 78, iwww.abe.com it Go [ R IHIES IR
(R AT
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Ping-Ff & E2/8 IR

Tool => Diagnostic

0 DHS Hame Lookup @ Ping

Ping host or IP address: |

PR R R TR RO A S T R - R O TERRL Y, !

ﬁ%ﬁﬁﬂ%ﬁ%’.ﬁnﬁ" [EAENRIRRO = B 10T P91 192.168.5.20 F+ Go [l A RS, A F’ﬁ%ﬁam“
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Restart-gl ig??,")g‘rb

Sitemap

Tool => Restart

Restart Router

B ReStart 2 [ PRI FVROALS, FIRTA e (L1 L G2 5] 78 L . [ Restart
Router H##:Ifi FIFTHHIE TR,
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Factory Default-[nl &'F( ’.’ﬁﬁ?l%ﬁ;’l

BGINED]

Tool => Factory Default

[ Return to Factory Default Setting ]

your future tife

T RLE A" Return Factory Default Setting”, FVR9416 %’ﬁ;{ij’ﬁfféjﬁfj FVR9416 _'—E'IEKJ??\L_’%[E%’L CEIFIS;
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Firmware Upgrade-;.”é,ﬁ“\ﬁﬁﬂ?%}vfl b

Sitemap

Tool => Firmware Upgrade

Gan Setting
Cavaces sting )

Tool [ Firmware Upgrade Right How ]
~ SNMP_
[‘W Warning: 1.When choosing previous firmware versions, all settings will restore back to default value.
- HRestat 2. Upgrading firmvare may take a few minutes, pleaze don't turn off the povwer or press the reset button.
__:_q r TET 3. Pleaze don't cloze the window or disconnect the link, during the upgrade process.

y Defamit
[ Firmware Upgrade |

Sef m
- aef N

Port Management

yourfiture !

Firmware Upgrade
LF*F%*@J I'J%>FVR9416 fivWeb F%J&H FIH A %Ei?ﬂﬁ%ﬁl@ﬁlﬁ:,i"?ﬁ%Iéiii?ﬂ‘l E?Eﬁ'}i’ﬁ“é?i@%‘%’gi v, 2
E@*@J%-Firmware ﬁﬁ?gﬁi*i%%%ﬁﬁi %3 Firmware Upgrade Right Now fi#=] 7&.

I A R RS 5, B Ry
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Setting Backup- —r,q’atl%—g > e i

Sitemap

Tool => Setting Backup

@ Import configuration File

Pnrt Management

= Export configuration File

yourfutur

Import Configuration File:

P R & TR %Juxgm;gjlfp GISIN| FL[HIQTU%%E ploy = %Li&’#h (RS FEFéﬂﬁﬂéﬁiﬂ GEE
PRI i) ) S Wl -"config.exp™ & WP e S AR e 48 Import B RS b

Export Configuration File:

['**ﬁiﬁtﬁ.r’b%ﬁ?{t’lmﬁ’?qﬁ% %@ﬁg&jrfﬁm B Export $5 I T vk Ak o FF[’ZF['%EH/* %’5”?;%{:’]’

"config.exp" * H[[F fi.
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Port Management—%ﬁ%ﬁj’?%iﬁ&[ IfF'“SE['*, 1

7 FVR9416 {1, ffI E'Jﬁ%ﬂ?{ﬁ‘ﬂ?&%i@‘ifﬁj[ I 5= fld S NAREIR ) R ek (Speed), C [HA5L (Half &Full),
ﬁgj (SR AB(Priority) {y LLE 1A [ETH](Auto-negotiation) ™ ¢ R IR VIR,

Port Setup-‘qﬁﬁi‘—ﬁtﬁﬁ[ ll%%\‘__‘

Sitemap

Port Management => Port Setup

Please choose how many WAHN ports yvou prefer to use @ (Default value is 4)

L Advanced Setting
Port ID: Interface_ :Disahle | Priority | Speed_ Duplex_ Auto Negotiation

1 LN O | oM toom Haff © Ful Eriable
PG 2 LAN O | M tooM Haf © Ful Enable
Port Setup 3 L&M El | 10M 100m Half Ful | Enshle

4 LAN O | oM toom Haff © Ful Eriablle
5 LAN O [Mema v| oMo Haf o Ful Enable

B LaN O | oM toom Haf Rl Enabls

7 LAN O | oM otoom Half  Ful Enable

B LAN O [Mema v| oM tooM Haf © Ful | Enahle

a LN O | oM otoom Haff © Ful Eriable

0 LaN | | Ot @ooM | OHaf @ Fa | [ Ensble

Mo Law ] . 1M ofooM Haf  © Ful Enabls

12 wiand O | oM toom Haff © Ful Enable

13 wans O [Memal v| oM oM Haf o Ful Enable

14 wan O oM otoM | Har - Ful Enable

15 e | | oM otoom Half  Ful Enable

DMZ | DMZ O M toom Haf © Ful | Enshle

Basic Per Port Config.- 4 AfRIRI li%*n\‘__'

Port ID: ;‘g;gl[ﬁ{fﬁp IF@"ELT‘-

Interface: ,i,LJEJ LAN1~LAN 11, WA'N1~WAN>4, and DMZ =3 | ﬁgj’fﬁ;}[ [%ﬁf{];%{
P R A SRR VT I

Port Disable: L%@E%ig’a#%ﬁ[ﬁi'—i‘,ﬁfjfﬁ&[ lr'ﬁj?mﬂr& FFIf g % R 2 jE[fj];Eﬁ,EJH ¢
INAER AR o EJ[JT“JEF}I%F{J?\H 07 .5’5?%%?%1? ]

Priority: PHBREEI NP R R (SR L RLE = Port 3
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“CFG Figh (1977 IR (10,2 F 20 [FOR7 |, 7 F-Normal i

:w"gﬁ LT —
Speed: =g R SRR AR l;{ﬁ%@ﬁg@gﬁ}ﬁfﬁ &5 r ;F% B
10MEps Y%L 100Mbps i % .
Duplex: LF‘%@F = SN SHEE AU 1 lﬁﬁ“—f‘.%fﬁﬁi@%;ﬁﬁf* (EBE L ST
I% £ Half —4 <5 “—'*E PASRL Full-= €57 f10R
Auto-negotiation: UMES%“ R LA RS AR l“|'ﬁm ﬁﬁ‘ LRE = F R ERESEY R
e I‘JF—F[,E l\aﬁ[g‘iﬁuﬂ’ra Ig_};ftﬁip I | FFF“I»I%‘W

HE Apply FFEIT S BRI Cancel HHEI T IVIIRAERI,

Port Status-»fEH [ LIEFEA] EHJ%F%;T—.T
ﬁr—i'?ﬁﬁ‘]‘;ﬁ?‘i@,ﬁﬁ PPl #JF’?%EIE;,E[EJ é%ﬂﬁfgﬁaﬁp 1% @‘J[ﬁéﬁ@@f@i,i;pi [ﬁ':

Sitemap

Port Management => Port Status

Port ID :
- Summary

[

|Type 10Bsse-T / 100Base-Tx

Interface LAk

Link: Status Drawn

Port Activity Port Enabled

Priority Marmal

Speed Status 10 hbps

Duplex Status Half

Auto hegotistion Enabled
L Statistics

|Port Receive Packet Court 164453
|Port Receive Packet Byte Court 351058106
Port Transmit Packet Count 237216
Port Transmit Packet Byte Court 249909015
|P0rt Packet Errar Count 0

yourfuture Tife

CAHTEIR [ UINEE-Port Status %Z?g?riﬂ(Summary) %F‘?E'HI, }‘*?Z[ﬁljj%‘*@n FURRT [fglpﬂ%{rgglypﬂ{ﬁ
PRI EIRE(Type), AUEiwbifE(Link Status), [ l]ﬁ[“]}lkﬁf(Port Activity Ff]-on p&ﬁ;ﬁj off), [ 1{E ih@l%{
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(Priority- (ffy-High #%-~ 4&-Normal), AfEE I iR (Speed Status-10Mbps FY 100Mbps), €57 #1=¢ (Duplex
Status- €5 half 7 = <= -full), 15 [{Tif[#:=" ( Auto negotiation).
EREEE IR AR R (statistics) @%ﬁ?fﬁﬁ 'HT, ﬂﬁ’ﬁ%ﬁﬂ“ F 'ﬁ']f‘*fﬁ-}ﬁ T3 S RIS B f, G AE U4 8 F
fi(receive/transmit packet count)/!'] & ff &y [fi2/4F 1% Byte BHiFf fl(packet byte count )= %ﬁ;—"”iﬁfq‘ﬁﬂﬁv’ﬁ?r
(Port Packet Error Count) %7 [&i']'J# ™ Refresh ﬁ’%@%ﬁlﬁﬁmﬁﬂﬂﬁéﬁgﬁ%gﬁ,

Firewall-[% }}'ﬁ%ﬁ‘:

General-— &

FVR9416 %EF%B’&'}*}ﬁﬁjfj:%fﬁﬁwﬁ&ﬂ% LN ?ﬁﬂ?ﬁ%ﬁﬁﬂﬁ?’ﬁ‘F}‘%ﬁi’;ﬁfﬁﬁlﬁtElfJEﬁ(Firewall Disable), SPI, DoS,
Block WAN Request =~ ﬂJﬁ:ﬂﬁf’Jﬁ E’léﬁ%%ﬁfj(disabled), ﬁfﬁﬁfi‘fﬁﬁ‘:(Remote Management) ﬁﬁﬁf'ﬁj?ﬁf
(‘enabled), |15 = ZV4Il[[(Access Rules) ==[* J%ﬁ’ﬁﬁ%ﬁiﬁiﬁ%’g&ontent Filter)ﬂjﬁﬁif%ﬁfj(disabled).

Sitemap

Firewall => General

General Setting

Firewall : & Enable O pisable

SPI (Stateful Packet Inspection) : @ Enable O Disable

Tool DoS (Denial of Service) : (%) Enable ) Dizable

Port Management Block WAN Request (3} Enable O pisable
- . Remote Management :  (5) Enable ) Disable  Port

I!j:enfraal Multicast Pass Through : ) Enable () pisable

MTU : & Auto ) manual

VPN

5767 FI o H 111 |



N\

ey = )
CONO
your future life
FVR9416 SME Firewall/VPN Router
Firewall: F'ﬁj’?ﬁ‘}ﬁlﬁﬁfjﬁﬁ '}*}‘gﬁ;ﬁ:
SPI: IP=ERFT B = B[ hkett fe(Stateful Packet Inspection),[it; - F”ﬁf <Rl

e AR AR o (R G S AR - it T
ks “F”’é?? PR R S ARRREIG f FrHEAG HEE PR e
FJ?IEIFI [JIH:—

DoS: F=£% (W7 DoS TS HE, i/[l SYN Flooding, Smurf, LAND, Ping of
Death IP Spoofing =~

ﬁﬂ”ﬁ [, 5 l}ﬁtb*’? ijl 5| Cable },E.’_?&{ILJF:I,N—BEE,FJ

ff) ’5[ Enable IFL‘“JH Eﬁ, mﬁj}{ﬁj’""jj: ping Tu[ [mf‘,ﬂlm AI’,
Elsa le =7 jj Eﬁil_,ru ping IF““l; qu‘l “El}é’?{]@‘rru[ I Hﬁﬂ—ﬁﬁ’ﬂ Hg:r“

Block WAN Request: ¥ kL Enable [iug , =1, FVR9416 ﬁgﬁﬁfj‘ﬁfﬁ 5] ICMPE??‘TI—F{?’

[HW?

Remote Management: gfiljj RN E,lj} t s Internet @lgﬁqﬁ\# L E'&E[[%F'EILJP%%‘;
g:pl, I:J;{ﬁJ’IF*ﬁJHuﬁ;JE) JFA B .J@F' J1E ii”cl'ﬁiﬁﬁa‘ FVR9416 1" #
AL r A E{(WAN Port IP), J [ Hgll%p s Jﬂﬁ”tﬁ&[ I3 p%‘:k
O, fi* Rl E5 5 FaEi[ 1), U1

http://210.11.11.1:8080 or http://210.11.11.1:8081

Multicast Pass Through: “[ﬁ“’ﬁf* e ﬂﬁﬁ Wi uﬁ%’ﬁﬁ‘,@“ ?,Tﬁ“‘ﬁ“ fi'l'J & IEFY Client flﬁ}}%’ﬂf
[%[ﬁ E[J ld\*‘_‘\

MTU: MTU £% Maximum Transmission Unit fUzEy, — 4E5HAY default
£ 1,500. {FRL T [FiIF J1ﬁ“’§%ﬁf!l, TETRLE | T IRIpBeTR. 1
ADSL PPPoE fi J}-{Jt?]}.lt %(ADSL PPFFOE MTU Slze 1492); 7
T+ 2 Server = ADSL PPPoE *]Fi1jiy MTU Size ¢ F’??FEIFTJ Jﬂ&vg[

i Auto ST P I

Access Rules-sfRE & SV H||

E*%ﬂ rr J%JL FVR9416 ﬁ'ﬁptg F,j%f(deny)g&i ‘o (allow) (= pudet e0 & Internet . [STR T 4%Lj F
ph{ﬁﬁ'[, ¥ ”V [Hﬁfﬂfﬁ Iflf 2 /Pflf (Inside-LAN to Outside-WAN), f&- 71“{ 21 Iﬁ (Outside-WAN to
Inside- LAN)ﬁ\/ch%JtJ ] IP rjfﬁ['bﬂ?*ﬁﬁ I#EﬁF(Port Number) 1 fi [[FF B EpRErt Internet & SV

A "TV*EE‘]JP'&EF{ IP address(IP f@') Destination IP address(f H*B,rj P "‘i'fﬁl'), = |P protocol type(IP 3]
o ERIRE) R PR SRR 5 FVROA16 [ VS V.

FVRO416 s | iy B RFOAELE T SVAIHIICHIT S0 PRI [ FORgee s S p IR, ) R oL
[P T | SRR Internet (105 X017l St FVROAL6 (IO & VAP IR i~ Suvl:

I 45 FVROAL6 B A2 s 2 ] e 5T
* All traffic from the LAN to the WAN is allowed-f§-LAN ERE WAN S GIIRRE
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* All traffic from the WAN to the LAN is denied.- &WAN f[‘n’?u LAN “fl%'.}ﬁlbﬁ Elﬁﬁfgfﬂfﬁﬁﬂ

* All traffic from the LAN to the DMZ is allowed.- f{-LAN #iiZ( DMZ ifﬁ.}fﬁlﬁ EH?E?E@FI’J\I BB
* All traffic from the DMZ to the LAN is denied-{§-DMZ ifﬁ}?u LAN ifﬁ.}fﬁlﬁ EH?E?E@%%JF{J.
* All traffic from the WAN to the DMZ is allowed-f§-WAN #:%]] DMZ $ififf Elﬁ'ﬁi%’?ﬂf'ﬂ?

-

2

* All traffic from the DMZ to the WAN is allowed-/$-DMZ fﬁj?[] WAN fﬁ.}ﬁlﬁﬁ &) 5@?%%?

(ORI TEES VA 2 S FVROAL6 AU VIR AL, (LRLE) ™ FOpPadirgt gl |G -]
?5[:1\ S E’IFEIT*FJ IR 72

* HTTP (0514 LAN $HE] FVROAL6 FHSTH15. (45 + i) FVR416 1)

* DHCP (051 LAN #iZ] FVRO416 RSN, (45 - FVROAL6 [ IV H IP 1 i {1 ™)

" DNS [Ifj515-LAN JZ]] FVRO416 SR ELRITHIY. (5 + HERT DNS 3557 7))

*Ping [V LAN S| FVR416 FIEHRHITI0.( £ iR HIEE FVR9416 i)

Jump to 11 page erﬂries per page

Firewall => Access Rule

Priority | Enakle | Action Service Elfd?at:;::e SOurce Drestinztion Tirme Day Delete
. .AIIDW. Al Traffic [0] Lap . Ay . Ay [ Alweays . . .
.Deny . Al Traffic [0] . AN . Ay . Ay - Alvvays
. Dery . Al Traffic [0] . WANZ . Ay . Ay - Alvvays

[ Aol Mewy Rule ] [ Restaore to Defautt Rules ]

o SRR, G ORI P 0L FH B A B I L1 (NRORLE T e VARl R A
(Priority) ¥*&— fﬁ%{ﬁ‘%ﬁ‘?V%JEJ[JTEE'F[I. B Edit H’%F{‘J‘J?i&%{ﬁi‘—f‘.ﬁf—‘vtﬁﬂ[Jfg{E', I''=3# ™ Trash Can
icon i I IREAEE S SVAIISRE
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™ Add New Rule Frigr#riivafis o JV A I & I e — oy VAT, By kL™ Restore to
Default Rules fi'l ;[Huglgﬁjs:gr%ﬁ?vtﬁ FIFEIET, I P et o g[réftﬁ Hir J?}'[ﬂ'?ﬂﬁ' E%Jﬁﬁr%ﬁ?’vtﬁﬁu..

Add a new RuIe—i@TJ[Iig?flfl”F'fﬁjﬂ%' Hll

Sitemap

ewall => Access Rule

-Sewices

Artion :

Service | &) Traffic [TCPEUDPH ~65535] v |[_ Service Management |

Source Interface o LAN  w

Firewall Source IP:|SingIe V| | | | || || |
General Destination IP :| Single v | | || || || |

-Schetluling

Apply this rule | 8hways Y| | || |t0| || |(24-Hour Format)

Ewveryday Sun Mon Tue Wied Thu Fri Sat

Services- 75)’5&7@77//[’//?}‘

Action: P50 FVR9416 EIU'FTﬁ[H'% FERIRE
Allow: s Z = BT
Deny:%%FfJF’FT eS|

Service: HEEE 'PJ?‘IFPJ P eZ P

Service Management: FRLEAHTR F"Tﬁiu OB | “'Fk[’is‘i RS JE[fJ:FE'—, REENEE
‘F[“‘Jg’lfj Service Management —ﬁ?ﬁ;ﬁrﬁ,l PHE— f[ﬁﬁ’%‘»}?m?}’,gﬁa’i‘
- {755 £/75-Service Name I'| = 3p 34 =211 1- Protocol &
Port I'j o4 Add-Frsgri &2 Al e il ‘[‘J”Fﬁ’.
Log: P T8 BERERL YU IR TS Log HuRLAT A AT AV
I=Log # * FYRLT %Tg;[ Log pueyH

5770 B0 H 111 |



()

-
CONO

your future life

FVR9416 SME Multi-WAN Firewall/VPN Router

Source Interface:

Source IP:

Destination IP:

Scheduling:

Apply this rule (time
parameter):

SRRV &0 T T/ IO LAN, WANL=WANA, Any)-FiT [
P o,

FIRE VP '*fﬁl’(i/UAny, Single or Range ), % ;L% Single
%Wi_ Range (iU, i) * 11— AL BWERETAIEY 1P (.

HEE 'EILJ’F”ﬁCIJEJ IP &t (U1 Any, Single or Range ), #' kL&
Single f% L Range ]ar %ﬁﬁ“ [Pt ERL R AR 1P ﬂF'

e S A R 2 S RS ST B
i Always (¥ FUF Tgﬁfp& IEFSFFK, L From & 3~ R

ST,

Services Management:ﬁ.,‘“ﬁqug;,J TJ'?;[’:E]E ]

a Service Management - Microzoft Internet Explorer |

Zervice Mame

—

Protocol

Port Range

A1l Traffic [TCPEUDPA ~65535] A
DMS [UDP/S3~53]

FTP [TEPI21~21]

HTTP [TCPIS0~80]

HTTP Secondary [TCPAS050~E030]
HTTPS [TCPM45~443)

HTTPS Secondary [TCPAS443~8443)
TFTP [UDP/EI~ES]

AP [TCRH 431 43]

| to]

| MITP [TCP#19~119]

Add to list

POPS [TCPA10~110] —
SMmP [UDPAE1~161]

SMTP [TCPf23~23]

TELMET [TCPf23~23]

TELMET Secondary [TCPE023~5023]

| &

[Aadtoist |
Apply

Services Name:
Protocol:

Port Range:

Cancel Exit

FHTTEE 0PI 678,
FHEFIFEE AL TCP 9L UDP i tffes*.
F%J_ e F ARSI |G T, 91 Port £-9000~9002.
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FVR9416 SME Multi-WAN Firewall/VPN Router

Add to List:
Delete Selected Services:
Apply:

Delete:

Exit:

e T A e R
EPIRTFEDE I GRS
F B ARy TSI T MY RIS

F N PR Cancel S R HI T AR ST R 00 L
pie Apply [ IS Tyt

Rl TR e

Content Filter-3fgE! [‘J”ﬁ'”ﬁf’ﬁjﬂ

Block Forbidden
Domains:

Forbidden Domains:
Add:
Add to List:

Delete Selected Domain:

Firewall => Content Filter

Black Forhidden Damains

& Forbidden Domains

Forbidden Domains

I
Acdd to list

Delete sslected domsin

i

"

AF N HERE

i %ﬁiﬁﬁﬁﬂﬁ"mﬁg' [ﬂ%]ﬂ[‘ www.playboy.com

B Add ST AR JFLI

i) TR S (W RIS
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[ Scheduling

Lpply the ruls | ahvays v || |: | |to| |: | |(24-Hour Farmat)

Everyday Sun Man Tue e Thu Fri Sat

Scheduling-#I’ J?}’#ﬁﬂﬁﬁf&ﬁ

S TR VI U PSR A L A N S R
BT Y ) R T P R B

Apply this rule:

Apply the rulz | from % | |':”:' |: |':":' |tn:| | |: | |(24-Hn:nur Farmat)

Fl Everyday [ sun [ mon [ Tue [ wed [ Thu O Fri [ sat

Apply this rule): Y J'Efsr‘[ﬁgl[ FLF'“ UWF: E%t ﬁrgﬁf
Time parameter: Always: IF*E“ﬁE[thJE'[JFF]?E 'E’?V

From: (e {5 2117 15

0. IR I T A, 270 24 - 1 08:00 to
1800(%'F8ﬁ: u*rﬂgrs@ﬁ: I i

Day: 3% Every Day &— = i RL MUY ’ﬁjﬁcﬁzfﬂﬁ Fe i il
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VPN-REHEE.E A

Sitemap

VPN => Summary

IE Tunnelz) Usad 200 Tunnellz) Available

[ Tunnel Status

Al Mew Tunnel
Jumpto.H page entlies perpage

VPN

No Nams Status Phasze2 Lacal Remote Remote Tunnel Confi
[ - Su_rnmary ] i EncféuthiGrp Group Group & ateway Test 9
0 mm Tunnel(s) Enabled Lt Tunnelis) Defined
I _PPTP ]
¥ Goup P Status
”.Connec‘ted I Phase2” [ [ : [ -Remote [ Tunneal :
G N Local & R te Client Config.
dahinlls Tunnels | Enciauth/Grp REEiR smate LU lent Status Test I

Summary-F IFiETE | Y VPN REZEE.
VPN R EE VT VPN G o - Tunnel &2 577 | GroupVPN-VPN R

Summary:

IEI Tunnelis) Usad 200 Tunnel(s) Awailable

P FIE) %D VPN SR S DR I Y, FVR9416 iR L 4EH 200 A
VPN 3fjifi(tunnels).

Detail: "+ I Detail £ [i"] J4i I > S ERoE F57E] VPN 228, SR E S 2100 E57E ) VPN Sl o
Eal

H
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waMl IP: 192.1658.5.140 WaANZ IP: 0.0.0.0 WaAMN3 IP: 0.0.0.0 wWAN4 IP: 0.0.0.0 Wwed Sep 1 06:01:03 2004
Phase 2 Local Remote Remote
o el SHEE Enc/auth/Grp Group Group Gateway
Tunnel Status: VPN Mﬁﬁﬁ% 757
.Tunnel Status
Ao Mesy Tunnel ]
Jumpto |1 ™ | page 3 ™ | entries per page
Status PhaseZ Lacal Remote Remuote Tunnel Cani
Enci/AuthiGrp Group Group & ateway Test g

MNa. Name

0 Tunneliz) Enabled ] Tunneli=s) Defined
P [ VPN SR

Add New Tunnel:
FVR9416 fi'l'|1 1% c[J ; Gateway to Gateway Tunnel EyfL Client to Gateway Tunnel

Gateway to Gateway.
FJT i VPN AR FL [ Gateway to Gateway 817 BUHL VPN SEEFIIE T 2 7 VPN BT ) A
&ﬁlﬁfﬁ;difu Gateway to Gateway i~ l% EEIE

“[ﬁE‘%‘, Internet F’ﬁg%,ﬁ[fm\}iﬁ*%@%ﬁ‘ﬁdd Now” | ”ﬁf"

_!—-
REMOTE:
VPN Device
. INTERNET
T ...4 T
. — g
LOCAL: Gateway to Gateway
\/PN Device

[

Client to Gateway:
s glJVPNqﬁ,[,ﬁﬁftuﬁfeﬁ" Client to Gateway ﬁlf“%b'ﬁ,VPN ﬂﬁgﬁﬁftw {PCI) %~ 'F‘, VPN ¥ EHEs 55
Wl r““{ﬁ[i ﬁi‘%‘, Internet F’ﬁ!ﬁ&,ﬁ[fwﬁ*%ﬁ@?ﬁdd Now” fY=5 fﬁlﬁféfﬂ?ﬂ Client to Gateway FMF%

TR

57 75 F1 o H 111 |



()

_
ONO
your future life

FVR9416 SME Firewall/VPN Router

CLIENT
(Mobile Users)

i INTERNET
-
e esma L ____4[::3

-

, .
LOCAL: Client to Gateway
VPN Device

P g Tunnel Status”™ VPN SREELE FipHsss st weist:

Page: Previous page, [&F T - FI( Previous page)=™ ~ — FI(Next page)iF & 5] [

Next page, Jump to THFE Y VPN iﬁjﬁ%;@;f@?ﬁiﬁ{l‘}@lgf;j%%gp CREREES VLR,

page /200 pages and s [2i055E ] VPN SRR, 13, 5, 10, 20, All).

entries per page

Tunnel No [L # - FVR9416 || yﬁé J VPN Z]ig=fi, %ﬁ B SRR AT Tunnel ]
;W RisL 2L #2200 X VPN lmﬁp%i(Gateway E,ro Gateway Fl‘/
Client To Gateway

Status: T PR S RIS - Connected,%ﬁ%};ﬁ‘_q&\ fi-Hostname
Resolution Failed, Resolving Hostname I rﬁ{a}&« Waiting for
Connection = EEH,?;'I;LF!,, I = - Manual 2t IPSec Jpji, [

PR 6 F" 18- f-Manual F%Jfﬁﬁy EPRIRE == ‘ﬁ%{w "}L-{J‘ﬁ"
=U

Name: AR VPN SR €78, U XXX Office ﬁ%r“' el UNESE
IEJIP]%;LEJEH’ R - lﬁlﬁjzﬂ ?E?B%t VT Il ) A

Note: [FpjiEl £ ¥ RLIE ol 3‘%*[ VPN %ﬁF(JEFVRQMG)ﬁ
- ”#E?l tf“ﬁf'*‘iaﬁ ﬁy%ﬁ‘ ﬂ“ﬁ'bﬁ'fﬂfufﬂ4 fh e, [P
?%AJHE‘[ HIH:_'I IEE;q

Phase2 P PR ‘%(DES/SDES)I)b%g(MDSISHAl)IJb P Group

Encrypt/Auth/Group: (1/2/5)%%{31‘?5L
FRLESE - Fi(Manual) L IPSec (955 51 T (417 Phase 2

DH 5 it
Local Group: IERRE A PRI VPN il = R et
Remote Group: JERERT S VPN RS 2 e
Remote Gateway: Rt :'b’F‘» 1 VPN S Ay 1P o, iﬁ%ﬁ% iy VPN

E‘%‘,pl 8 1 &9 Fﬂ?‘ f n“fF,'p&f\_ Domain Name

Tunnel Test: BT i 4 £ -Connect . &%EQLP@¢FI~J}IJ<EE,YEU%%?%F)J}{€J’%?Elﬁi"r
W PRSEE

Configure: Fig-‘%éjigjﬁlc[jﬁflﬁl; -Edit I 'ij[{,é‘;ﬁgﬁl{ m
jéllféi;c;ﬂ;fr:_;ﬁ% Edit , }{ﬁ’ Vg E U[@Lu [E[?[H'L L) el
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HRIBURE, ¥ SO R 5 B ﬁr"ﬂ et ISR
F F@HJEQ
Tunnel(s) Enable and K PR PEELRL A BT (Tunnel(s) Enable)! | ﬂ%‘”{ﬂ?}“ﬁiﬁ?
Tunnel(s) Defined: g (Tunnel(s) De¥|ned§

GroupVPN Status: #5i VPN AR
jtll [ R %‘4— FER VPN 5= (GroupVPNSs), FjHT\*\E:f LIty F[r HERE VPN(GroupVPNsﬁJ& i

o GroupVPHN Status

Connected FhaseZ . Remuote Tunnel .
Group Hame Tunnels EnciAuthiGp Lacal Group Femote Client Client Status Test Canfig.
Group ID Name: E'R ﬁ)’@sﬁ%ﬁGroupVPNs PR EE
Connected Tunnels: Iy P < ESHIASEY VPNGroups S
Phase2 ¢ F=g=. 9 (DES/3DES) ! | + Eergi(MDS/SHAL) | M #55 Group
Encrypt/Auth/Group: (1/2/5)**%Jufggf
T RLIES “F’%.s“"*J(Manual)%JL IPSec |a E"IHHT #1805 Phase 2
DH ##&5
Local Group: PR A 1 Eﬁ‘@uruﬁi P VPN siiecd = ‘ﬁfﬁ%‘:@_
Remote Client: IR EE= ,FHGroupVPN.;@;r.JpJ VPN i’ = ‘ﬂ‘P ”%L
Remote Clients Status: ¥, [23F ™~ 1 2% 775 % (Detail List) #, ﬂ—j{"’ TR R 2 E FJY,J Y,
& S ¢ (Group Name),IP .+ (IP Address)l b;{a’_q&\
E\HJ‘:FFEIJ B
Tunnel Test: it 41 S F 2 -Connect. o B ISRIRUIE IRSAA U 7 1P
HEIFSIRGE -
Config: NIRRT SR SR I
9 G A S e AR Edit 1o P T
:iéll Eﬁ—k ;FFEH&'E_ Ed|t éjﬁfAlg‘ —:: ﬂ—‘“‘ig“i 1U7E] F[ [F{»Hl I;FIJ I I’IEEI’S“
Hplpust ¥ g +%¢F@H o I e [Jiaeribi}
FIJ% ,L]( rﬁ‘ﬁﬁzf— B%
Group VPN Connection List [ FBefresh | [Close |

Group Name IP address Connection Time (seconds)
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Add New Tunnel-##— £ VPN FE
Gateway to Gateway-VPN i3F &5 B fEL H F’lfll%%:‘

ST ORIV BT Ry | FYROA16 VR - [ VPN S
Tunnel No.: Fﬂ [& %Ja FVR9416 [*|H . VPN ﬁ} Eﬁ ? R F;l%ipu Tunnel 3]

Apr 5‘?FVR9416 f ?LFEELF 200VPN ;ﬂ@[%{

Interface: [ T - Pl’*fgl'lfﬁ yIF= VPN SEispi v Al — Fﬁjﬁfifﬁﬁﬁﬁ%
WAN JFF'IH EJ[“’[H WAN1~4 F[ (£ = VPN ;@fﬂﬁ?f 1E .

Tunnel Name: E%Juhmgﬁ}% 5,111 XXX Office @—&r* FRLE - W) Jﬂ;gr,%
FI J4F|’77J LJ;HJ ﬁilﬁ«ﬁ ?’?‘K%‘tﬁj { gdiﬁii%]

Note: F=isi ¢ B H P VPN ) CF FVR9416)Ej

E)- R iﬁilﬁmlﬁ EI*L#'E‘FL L LA zﬁf’?_ et 1P

1 ?’"F[;Uxﬁlwﬁm .

Enable: ¥ Enable Ef?l}i‘ﬁ’ P VPN SRR, P LY Eanble,
e o e

Tunnel Mo, |1

Tunnel Mame

Interface | WWANMT

Enable

Local Group Setup: H**‘E[E PUTERRTE S = B '%t( Local Security Gateway Type )]
EAESHIE $i Tﬁi*lt' gi R %JL( Remote Security Gateway
Type)*‘JrMFEW -

Local Security Gateway i e st ¢ *v*‘fﬁ[?ﬁlﬂfﬁﬁ DEE TR

Type: IP Only-} U™ IP (B
IP + Domain Name(FQDN) Authentication,-IP+ifffisi £/7%i
IP + E-mail Addr.(USER FQDN) Authentication,-IP+%=’Q',§B|’¢
Dynamic IP + Domain Name(FQDN) Authentication,-fisfis IP "‘ffﬁll
+;T‘ﬁfﬁ§& ©H
Dynamic IP + E-mail Addr.(USER FQDN) Authentication. FJiE IP
R S £

IFL“":FTE TpYRTHs i LS = s ’E%Ju( Local Security Gateway Type )%|
ShaviEs Ig‘_}%lﬁiggu EalilE = FEE ’%Ju( Remote Security
Gateway Type)%| F%EWF
(1) IP Only: ¥ [E:Z# IP Only % J'ﬁ:gl‘rjf PUE Bl 7 PP '*fg,‘ﬁ‘ I’}
H t‘Vﬂ-‘ig; 1,k FVR9416 iy WAN P FLF"VH O F I B
FLEP RS i L
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Local Security Gateseay Type | IP Only i
Faddress [192  j1es |5 g8

(2) IP + Domain Name(FQDN) Authentication: ' [Z:# 5 IP
s L EIRERU, %g?‘ [P AR L e 1P '*fgl'ﬁ“éz
FVR9416 (i1 WA b r*fﬁbﬁggl‘ﬁ@ E IF“TEIE'J?E‘[ LT fi
TR TR E, FQDN RLE ™ 5 £1 | it ¢ F'LJ%“E’T[, 34
T Internet iy I‘)@\[; FYE[L 91 vpn.server.com. = PFI
I siiss 78 4 TR VPN 2 WL ?HJF%W Irpr
L.

Lacal Zecurity Gateweay Type | IP + Domain Mame(FQDR) Authenticstion v

Damain Mame

IPaddress 182 168 |5 |es

(3) IP + E-mail Addr(USER FQDN) Authentication: ¥ [2E# IP
r"fE"J[I e SN BIEEAVE, FUF A 7 = P Hrfﬁ'[ | B S
Hm‘fF'F ,‘ '—J‘HV”—‘AEJ,\g_ 713& FVR9416 Y WAN 1P i U-HK;EI i
I PR RAST LD g R

Local Security Gatewway Type | 1P+ E-mail Addr [USER FQDN) Authentication b
E-mail address @
P address [192 168 5 g8

(4) Dynamic IP + Domain Name(FQDN) Authentication:

ORISR IP o i3 FVROA16 Y, (1) 2 iy
VPN, f JJ fi~ VPN B El‘j*'ﬁ'? FVR9416 &} VPN SEIPENE S
FVR9416 J 'Etzpﬁgm [V VPN SEEHRSS ¥ (s =r]
ST VPN iy At £ AN

Local Security Gateweay Type | Dynamic IP + Domain Mame(FQON) Authentication L4

Domain Mame

(5) Dynamic IP + E-mail Addr.(USER FQDN) Authentication' e
FLE I EfE 1P r%fl‘g:}?,g FVR9416 [, 'l | HEE
VPN, 28 ] ey 1P A s VPN W o
FVR9416 [&=E) VPN ;ET_FM*] FVR9416 }{”’rﬁ 7 EL?—;Z*/[F]'%IF*
VPN i ugq&g F e R R s VPN % LH A
E-Mail i“#‘?h%ﬁr*ﬂl A

Local Security Gatevway Type | Dynamic P+ E-mail Addr (USER FQDMN) Authertication s

E-mail address @

Local Security Group [HEW,F%JQI; %E[&J@&‘Fﬁ 1f9 VPN laf_wwj Eﬁr.%i R ?J”i‘l'[ﬁ‘%%g?¢f’j
Type ‘EJ@"I’”F PRI I,ﬁ%‘[u? T Iﬁﬁﬁ’*@\f
(1) 1P Address
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PRI E TR e 59 1P VPN lﬁj[fﬁlsf_l%&'\m a ﬁﬁ?‘ =P r*fF['pJ?t: P&,F.JFL,
gNE

Local Security Group Type | P W

IP address (192 . |188 N .o

) Rt ds 4 i E}#"[PﬂVPN L T 192.168.1.0~255 iy
JRRS I 1P o il T 1S

(2) Subnet
PSR F VPN SRR, B - BRI S
B
Local Security Group Type | Subnet W
IP address (192 . |163 N |0
Subnet Mask |255 285 285 a2

I fE['UF%iL_‘ W lyI*= VPN @iﬁ?&& F\'"EJ 192.168.1.0,~ “[ﬁ
R R 255.255. 55 192} IJIH{ﬁF&% i l‘l = ﬁ‘FF VPN ;Ef_aﬁk

Remote Group Setup: &% = ﬁ{”’%i N s N HEPT ruﬁal,\ﬁi{/ ‘ﬂ‘ﬁ”%{( Remote Security Gateway
Type)F| iz w4 Froe i s ,Jp Jl_,ruf ﬁﬁq‘z ‘g‘q”%i( Local Security Gateway Type)EIfEA[fl.

Remote Security E“F”’?T{E R R E R TR
Gateway Type: IP Only PURE T IP (R

IP + Domain Name(FQDN) Authentication,-IP+iffis t

IP + E-mail Addr.(USER FQDN) Authentication,- IP+?‘=’Q'ﬁ[§|’§f

Dynamic IP + Domain Name(FQDN) Authentication,-fi’fis IP ﬂ‘fﬁl‘
+affiia £ 7t

Dynam|c IP + E-mail Addr.(USER FQDN) Authentication. B4 IP
LSl

(1) IP Only: | (3234 1P Only BIEEA9T, {07 LA = 1<IP 4T

P VISR,
Remate Security Gatesway Type | 1P Only b
IP addres=s w

TRLH T EZF?:FJL_T.,? FipY 1P address, E'[Jp )55 ﬁ’@l £ E
#1 DNS Resolve 1»}{‘—’1’ DNS iHis% [P address.™ ' “i%Ju%ﬁ%& i
Summary EI’UW,F.JF T IR USSPV IP address.
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Remote Security Gateweay Type | IP Cnly Rv

IP by DS Resolved

(2) IP + Domain Name(FQDN) Authentication: ¥ [Z5Z$#! IP
e T Y A ket T Gl
FQDN i £ /7] | ’Fﬁ*ﬁ& G T )
Fﬁ‘ FQDN ﬁ‘ﬂ'ﬁj’@: = 1P rﬂ%tf Rl T fnjﬁ}
VPN %' = FJL;éE?iFJF“tEWpHFH TS

Remote Security Gateway Type | IP + Domain Mame(FGQDN) Authentication W

P address w
Dammsin Mame
FRL R T r%ﬂ;ﬁIﬁ i 1P address,[I[[fi' '] 1&1][_}1ﬁ+§5' 52
DNS Resolve i DNS 55 IP address. /P 7 gm [_Jt
Internet (" I'[ fy Gpu . & REESR R Summary fi Jl_,r.,
AL o T L UEEPEAY 1P address.
Remote Security Gateway Type | IP + Domain Mame(FQDM) Authertication h
IP by DNS Resolved |

Datnain Mame

(3) IP + E-mail Addr.(USER FQDN) Authentication: ¥ [Z:Z{& IP
b fefp R ﬁfglq"wrjtﬂljﬁ‘fﬂ' PUEffHIEE * = 1P +tF'[[ 7;/9&% =

l:{.‘ b E]’ I:[ N J H' [[Aﬂlﬁ

Remote Security Gatewway Type | IP + E-mail Addr (USER FODN) Authentication w
P addres=s W
E-mail address @

FoRLFE 1 H T E;Ur%mj 1% SRV 1P address, I 1) s e £
1 DNS Resolve #}{ DNS .H,EZLE‘/ IP address.™ =" 71 g5y T
Summary [14atH th [ 15 81, L ISEP0 1P address.

Remaote Security Gateway Type | IP + E-mail Addr (USER FQDN) Authentication b
IP by DNS Resalved w

E-mail address @

(4) Dynamic IP + Domain Name(FQDN) Authentication: TR
F'Jéﬁﬁz IP r*f;';gf_}% FVR9416 Eﬂ*]- [P T EEERE P fﬂ_"ﬁ{ﬁ[lf} ey
LD ﬁJrE& FERNAS 5 it

Remate Security Gateweay Type | Dynamic P + Domain Mame(FODM) Authentication b

Domain Matmne

(5) Dynamic IP + E-mail Addr.(USER FQDN) Authentication: ¥,
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FVR9416 SME FirewaII/VPN Router
L& IF[IF' ‘*Jﬁ: IP r+L|'1§_}§‘§ FVR9416 Eﬁ, (&R Al JF%@}%
VPN Fll‘rﬁlﬁljﬂj VPN hﬁfé,lj*? FVR9416 |‘Pﬁ VPN ;ﬁlnw\ ,
FVR9416 "’rf’*

R [Vl VPN LR e
izl E- I\/fa fp’i‘fr&ﬁ%ﬁﬂ‘ ik

Remate Security Gatesvay Type | Dynamic P+ E-mail Addr (USER FQDM) Authenticstion s

E-mail address )]

Remote Security Group P4t %Eﬁ*ﬁﬁﬁlﬁ 119 VPN el = m\”?i PN E “3‘[’[&‘%%15?7&1*‘1
Type: SR T | G 2 R
(1) IP Address

P R0 R VPN SRS, U 1P [ B

= FiF
[NE T
Rermote Security Group Type |IP w
IF address |0 o o o
) e r%yxs 7 ;f 1= VPN SR 77 192.168.1.0~255 fi
IR 1P il T B e
(2)Subnet
PRI EEG A VPN SR, 5 - SRR B
A 3
Remote Security Group Type | Subnet
IP address
Subnet Mask 255 L 255 L 255 . |a
Il FEJF EE LI VPN SR, FUE 1 9 92.168.1.0,~"5ff
&S 4T, 255 255, 55 192 [l P FEPIE Y |2 m VPN e
(3)IP Range
[F{Fﬁg[ﬁ e ZFIF=VPN lﬂiﬁﬂg\,ﬁ, ﬁgﬂ [F=P fb £ PF‘ E;IE|€J¢ Py
PRI e

Remote Security Group Type |IP range

IF range |0 . |a

I g Jr%“uxﬂ o IF~VPN g;ﬁﬁ\l& F1%) 192.168.1.0 %[
192.168.1.254 {14 IP i [ AR A 1 [ spitast

IPSec Setup

FORLE PRSI T g, PRI VPN SERR RS B e R Y S DR S A e
HEYERY IPSec 55,75 (ML EL I e "key” . FVRO416 ffi 21| ™+ = %Jipli%fﬁ' =t Key Management,;;
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Firewall/VPN Router

HIEL=Fr(Manual ) I') % IKE [Igspisi=t- IKE with Preshared Key (automatic)?[i™ qgﬂlﬁ’?%.

Keying Mode | Manual
Incoming SPI
Qutgoing SPI
Encryption |DES
Authentication  |MDS

Encryption Key

Authentication Key

n~ Efj‘”[%tt“
b

Key Management:

B 2
iy N

Kevying Mode

Phazel DH Group
Phasel Encryplion
Phazsel Authentication
Phazel 34 Life Time
Perfect Forward Secrecy
Phazse2 DH Group
Phase2 Encryplion
Phase2 Authentication
Phaze2 54 Life Time

Preshared Key

F'%JL “r'ﬂ\ﬁi7?‘ﬁ5,i“7%?§?Eilﬂ*““ifﬂ?'“\’;ﬁ
F g% Auto (IKE)fYRL= ) Manual. r%"“i FEHE

FJ [gjﬁag;{@_’lk'ﬂva ﬁiﬁl’ma”ﬁa@l{[%ﬁ:&r | % e A =

ErlJFF' IJ‘I\}Z\ITUP'F;@

%‘E‘%Lﬁtj = l:II'J HJ |

IPSec Setup

IKE with Preshared key %

Groupl W

DES  w

MDS

25300 seconds

Groupl W

DES  w

MOS W

3600 seconds

IKE with Preshared Key (automatic)::&sff IKE & & H 7 py & S dpig==fe

:‘ r’l ’ILJI'E Fl

?&FIJIKET‘}J‘:‘E‘}IH*EE%& T R[S S W
Zifly brute force TRV & SifVES & (hacker) ik v IFL“'@E?F'E

N flﬁfﬁ.

PFS tll [L‘}L‘{)j' PFS TE:!:_E[ J-r# l& F

K PFS(Perfect Forward Secrecy) f’éﬁm FIE T 572 W

F{ FSESI“EI*M&
LAY

kRN Jlﬁiffnj VPN %UF A kL VPN

Client "’LJFZ,I}{—J PFS ﬁjﬂ ﬁxJTﬂS‘

Phasel/Phase2 DH Group:

FEIFECE R T EFR Y| Diffie-Hellman #5211 Groupl g%ﬁi_

Group2/Groups.

Phasel/Phase2 Encryption:

JE R AR = VPN AR ]

?E‘

P R

P Bt IS w1 U A
DES: 64- 7t J[Iii i 3DES:.128—@%"J[IQ%,‘T§1}“.
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Phasel/Phase2 Authentication:
PR IR AT L VPN @lﬁ@“ [ A, 2 g W
s i R R R DA

LLMDSH /“SHA”

Phasel SA Lifetime E%"“{L_t@ F=p Tzija FILJ‘E }f“srﬁijfa A VR il £
28800%(8 JEJI‘) =g }WEJTFEJHEUV N;E_ﬁvﬁ&'&nr‘#gl %;pJ;HJF"
[, P2 5 21 it SR R 2

Phase2 SA Lifetime 3¢ L“ﬁz&% frE }'“Srﬁij fi], = ARl £
3600 %J,(l JEJT)JB‘”IPE }f”yﬁiﬁfﬂmpuVPN Ig_qés-ﬁ%ﬁ FYEBRY 1# Eid
PR, O 2t RS L P9l BUERRT RS =

Preshared Key:#* Auto (IKE), i1, & pﬁg‘ -5 *g]aﬁj;{‘

“Pre-shared Key” FUfffib (1,7 FfusafyE test L firr ;ﬁ;T T

ﬁ&f\_df_l [ﬁ\}g\ﬁ%,-mﬁﬂ/%“ T IJ}H ngsﬂ p SlaveEt P&f\_dz_J SEUE:Al

SHE i VPN L R AR ALY
e PR 30 fi AR

Manual-= E*J“b bl

Keying Mode | Manusl w
Incoming SPI

Qutgaing SPI

Encryption |DES w
Authentication |MDS
Encryption Key

Authentication Key

£ B Manual 958 BHAH (1R St
ﬁw;}'_}] i’ 4 #( negotiation).

Manual £b= F 8 e b BUgin i =) Hi}ﬂpifj?f,‘ﬁ%“Encryption
KEY"]'] b%ytﬁ? uthentication KEY” = ﬁj,f;’ﬁ I ﬁ? ek ’*}f\_
zv_J [ﬁ\j‘z\d]aﬁﬁ,%qﬁ;{/%‘*gl‘ﬁu}{»’fug?‘ [@qﬁ} %I&f\_d/_J [ﬁ\}z\d]a@?
Iy VPN SRR I 0 & SRR R e R
K }&Mﬁﬁﬁ fi ﬁ?“ 23 (¥ P& F’F”,

bl 7\‘1ﬁid“:1fé,l%£“lnbound SPI" % #5279 {1'] “Outbound SPI" %
B i [l P VPN R LI Inbound SPY
E’%Jw«gm EI;jﬁL*FJEJVPN % lJOutbound SPI %";‘—L;FEI[H_} f“
[ 4 #5559 Outbound SPI %{4 fH T T SR VPN
fi*J Inbound SPI %Jurﬁl il ﬂr

Advanced (GER; (e fEi=)-F F'ﬁ'n FIET Bk ffl ¥ |(IKE Preshareed Key Only)
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Advanced settings are Advance Mode: (:£[ e f81=0)
only for IKE with
Preshared Key mode of [] Aggressive Mode

IPSec.
|:| Campress (Suppott IP Payload Compression Protocal(PComg)

] Keep-Alive

[0 aHHash Algorithm | =MD %
] MetBIOS broadoast

Fl Dead Peer Detection (DPDY Interval |10 seconds

7t FVR9416 i JT‘”LBE‘F%L*‘*E FI1,55 H[J = R Main Mode I') = 25[
iz Aggressive Mode, Main mode j; FVR9416 fi3fiz VPN [ 8L
“Cﬁj SEEA 2HUE 4 VPN %]fﬁ @F' HIE ﬁl[ ;519 Aggressive
mode -t % KRR DL R P S, i H R
AR

Compress:
TREE IR 208 I Py VPN FERF TFVRO416 3 12 IP AR

Hsit(IP Payload compression Protocol).

Keep-Alive:

*[’]fj'}mihgl P 2058 FISHIE A VPN 5 ﬂif[lfﬁ§@[%ﬁlPl VPN i T
Hl%ﬂf—qgm 1% @ s i TW,F,JE:T{']%JTS: 1\|54?Z[Fp REUIEE] 'E’H —x/i_ il 1P b

NIRRT ulEU“

AH Hash Algorithm:

AH (Authentication Header) & pFiff =|J7F“ Y p 2 s MD5/DSHA-1

NetBIOS Broadcast:

PR 20 HIEEE O VPN R 16 2 NetBIOS EE
| 2 B A FL b, lg'i_ﬁ'ff]i”lﬁ_“ =VPN [

frhg,g“{jcr%“ I

Dead Peer Detection(DPD):

Jgpze#dwe:gg 12032 P ‘mVPNiﬁﬁgHm" *ﬁﬁfjpﬁﬁlﬁ HELLO/ACK #
RS b fERHIRL 1y VPN SRRy e )%W t-H J r?}%ﬂﬂﬂ

FVR9416 BAE ]EIJ%&&,’]&&{ yji‘f lg_“ﬁ\lﬁ[“ ﬁlq I ;)4 “* DPD

FEFE [af SR JEﬂjF gl%[j!jt 10 #}.
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Client to Gateway-VPN @s‘t’lifﬁ.},’%ﬁéﬂiﬁﬁgp’m?@

j},H }"'NEIJF%JL SMiLH ETEI o E BP}: A= lfﬁﬁ? FVR9416 I/ fii]g F — % VPN lﬁ_jfﬁ

Efiﬁ?{p I lﬁf 5% VPN SRl & ik .Ji:,\|i,i~ fle & T R (Tunnel)ﬁ‘)?ﬁf}_ph %Al M [ (Group
VPN). = fE & i = TR T ﬁd’llﬁﬂﬂ%;x_fr}ﬂﬁ?ﬁ F1Lb 'gj%iﬂ Vo R - A L) A
@ﬁp Jﬁfhﬁ,

o+ Tunnel EIUT?T?];J:

Tunnel No.: F"[ [£7 ¢ FVR9416 ']/ VPN I, % i N El%iﬁi Tunnel 3]
AR FVRO4L6 i 425 | 200VPN Aﬁﬁﬁr%“‘—
Interface: BT R |[a'ﬁ§['*fﬁl'|é?ﬁ M= VPN j Aﬁﬁﬁﬁlé:ﬂ - F'EWFF Er%”“
WAN J4€ 1] WANL~4 f {450 VPN ERFY ).
Tunnel Name: ?fhﬁj@@% £, 711 XXX Office ﬁ%ijlf_ |~ Mt s
RIS I 55 41':14@[[,?&?]1%% N BRG]
Note: [F=5st €70 RLIETERE H 1 VPN 2l (J]EFVR9416)Ej
- ﬂ*"f] tf“q#ﬂaﬂ u*%l‘iw PRI LA £ BRI
-],EA)”F[ ”Ig_'l #EFY‘I
Enable: 2J3# Enable EZ‘EI,}{ﬁIF“VPN FELR El,f PRI TR EI% %#S‘ ' Eanble,
M sknd iV E SRR AR L
Tunnel Mo. |1
Tunrel Mame

Interface |WWANT

Enakle

Local Group Setup: IFJ‘?E A Jf_rf”F [ = #5E E( Local Security Gateway Type )]
Eﬁiﬁ%&w*ﬁ}ﬁuf B = s ’%JL( Remote Security Gateway
Type) EIREAHTF-

Local Security Gateway Eﬁj@‘ﬁlﬁj P S E | T P (AR R E R ST ) B

Type: IP Only-} ™| IP (B
IP + Domain Name(FQDN) Authentication,-IP+ifffisi £/7%i
IP + E-mail Addr.(USER FQDN) Authentication,-IP+”F%9'§[S|EF
Dynamic IP + Domain Name(FQDN) Authentication,-Ffiz IP "if'fgl'
+;T‘ﬁffi@' {[7[%‘Ej
Dynamic IP + E-mail Addr.(USER FQDN) Authentication. FJi IP
R £

(1) IP Only: (232 & IP Only Efizf u— FVR 9416611%{,19;3 i
?,ﬁj& e g ;Hfﬂ IP [ IEtE H—J‘*{ _[y;f&[ LT ,[iLﬁ%E,h[%
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Lacal Zecurity Gatesay Type | [P Only b
IPaddress 192 188 |5 g6

(2) IP + Domain Name(FQDN) Authentication:
SO R IP+A S £ 7 TR pa,;—* A F&%%‘pa”vﬁ@; 1

ﬂ?i FVR9416 f* WAN IP b fFl',}-{ﬁ'f *Jﬁg * IP Address ZFIE I LT

1;;1 FEEEHEI . FQDN L= 5 E7E oAl £ I‘J#f My ;I

A Internet T A R FU P vpn.server.com. = 1P AE(T | 25

I E ’EIE—;w,r.JpJ VPN % = gg e ER A i IRy Jaf_}%’

Lacal Zecurity Gateweay Type | IP + Domain Mame(FQDR) Authenticstion

Damain Mame

IPaddress 182 168 |5 |es

(3) IP + E-mail Addr.(USER FQDN) Authentication:
(Sl 1P n‘fﬁlﬁp I—Fla EB[:FFJF:EJEH, F’\[‘F;'Jﬁf EBFF,«{—LItFJ 3
’ijx FVR9416 [y WAN IP *E,’,ﬂﬁ'ﬁg[ i P IJ; LT _;,:F;[

1S T RE %L
Local Security Gatevway Type | IP + E-mail Addr (USER FQDRN) Authentication b4
E-mail address @
Faddress [192 B8 |5 g8

(4) Dynamic IP + Domain Name(FQDN) Authentication:
FRLE ‘*Jﬁ: IP o6 [E15ELEF FVROA16 [, X0 ) 8T st
VPN, f J.J fi~ VPN Exip) El‘j@?‘? FVR9416 |‘Pk VPN ﬁ_q&&ﬁﬂj
FVR9416 Jf %?F[Eé*y4 [ﬁ“%LF“ VPN SERFHIASS ¥ [SOE ]
[EStEE] VPN iy e £

Local Security Gateweay Type | Dynamic IP + Domain Mame(FQON) Authentication L4

Domain Mame

(5) Dynamic IP + E-mail Addr.(USER FQDN) Authentication:
TRLE R R P r’z‘ﬁfi@}%’ FVR9416 Eﬁ & [‘J“E"E"}B”IP*F' R
VPN, i "] 1 ‘U~§FE?J" IP HFF [lﬁ_}_JFF.JIE[J VPN 3 fol =
FVR9416 (&£, VPN Ig_q“&LEﬁ FVR9416 }{ﬁj’f [ﬁ}rﬂ [l
VPN @lﬁﬁ;q&sﬁtﬁf ==l EBH@J%?U E-Mail r+ﬂ'k#‘ﬁ%ﬁr+ FHA
[

Local Security Gatesway Type | Dynamic IP + E-mail Addr (USER FQDMN) Authentication |

E-mail acldress i@

Local Security Group F’E@F TPy Eﬁ‘@‘cflﬁ A VPN Ig,q&d E*E{”%JM 1?J”§ﬂ[’[ﬁréfﬁ¢¢f&
Type BRI O 1 R lﬁg,%@r
(1)IP Address(§fi— IP Phﬁ_l—)
H-J‘EIE IEL7C = VPN P, [ 1 ﬁ?‘ =P ﬂ‘fp’ﬁjﬁ EfF”H
;LE:_'I»E:\
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Local Security Group Type | P L
IP address |192 168 mi| o

P Fpusey t;js"lPﬂVPN SPEHARLE A7 192.168.1.0~255 fi
IPSRTRT 1P 5 et A PR i 1Sl

(2)Subnet
(F2FTE TR 7o 7RI VPN RS, 5 — F P ISR fﬁfﬁ}%fﬂzﬁ
Il
Local Security Group Type | Subnet | w
IP address (192 . |168 Bl 1n
Subnet Mask |255 255 |255 |1z

N M B TR FJII = VPN Sp{ipisiasies, | J 192.168.1.0,% ;[ﬁ Hs s
% 255.255 255 192 pu&{ﬁﬁgéﬁ“ﬂ II22m JFF VPN 76t

Remote Client Setup ﬁ\’l’” F ‘Flﬁ F%

PRE o R 2 ‘ﬂ‘*‘{”%{( Remote Security Gateway Type)Z&|fs =i ; A

“”F%JL( Local Security Gateway Type)F'JrJuﬁWfJ

Remot Client: @fﬁ.,ée,t TRl R (AR E 5T IR
P Only—glﬁ[“ IP (&2
IP + Domain Name(FQDN) Authentication,-IP+ifffisi {77
IP + E-mail Addr.(USER FQDN) Authentication,-IP+%=’Q',§B|’¢
Dynamic IP + Domain Name(FQDN) Authentication,-fisfis IP "‘ffﬁll
+1’[ﬁiﬁ& %
Dynamic IP + E-mail Addr.(USER FQDN) Authentication. B4 IP
NP RI+ P2 e

Il lp J;L_,r.} i3 i =57 ( Remote Security Gateway Type)
g FJ“ VES 1‘&:}%1_, i Mrflﬁ.JFaljlﬁqL ,_{'F%t( Local Security
Gateway Type)E[REA T f'

(1) IP Only: | (55244 IP Only FIJEFOF, | UF) L4 * 1=1P i)

7 VIS,
Remaote Security Gatewwsy Type | IP Only w
IP address A

FUORLI A [ T P R K Y 1P address, [T ,&IH'Iﬁ{_E& & e
E\ DNS Resolve 1»}{—1 DNS #iisy |IP address.™ &' v 5EHF5Y 5

Summary Y s ¥ b PR SR Y R A AR B Ty IP address.

"—J
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Remate Security Gateeay Type | 1P Only w
IP by DS Resolved

(3) IP+Domain Name(FQDN) Authentication:
S P £ Wﬁf%ﬁ‘lPrHﬂ”bL‘ﬁﬁgfﬁWﬂ
£ FQDN i1 s o e R AL
i?ﬁ FQDNp»@ﬁ& ﬁ?ﬂfiFﬂP'+L” A £ ST Y
VPN b 2 WISE A s E I 1) s

Remate Security Gatewsay Type | IP + Domain Mame(FQDMN) Authentication

IP address ¥

Comsin Mame

TRLE T H T EZF?:EJI_,F.JEJ IP address, [l ' I'] 1234 ﬁj@‘c L
DNS Resolve 1\}{1‘5 DNS #8554 IP address. lh’l’ﬁj@a EFE AT T
Internet F-i* ') Ay RpuZ ). B R Fe kY T Summary i J;@,l-,u
AL E'lg’léﬁ;%ﬁ?t['.ﬁ"éﬁi%ﬁ’l@ IP address.

Remote Security Gateweay Type | IP + Domain Mame(FGDMN) Authertication

W
IP by DNS Resolved |
Damain Mame
(4) IP + E-mail Addr.(USER FQDN) Authentication: ¥ S IP

R p_ ﬁ[{ﬁﬂﬁ:pﬂﬁﬁ pUE I = 1P AT R
SRS HITRNAE Y it

Remdte Security Gatevvay Type | IP + E-mail Addr (USER FQDN) Authentication

IP address s

E-mail address
(5)

FoRLFE 1 H T E;Ur%mj 1% SRV 1P address, I 1) s £
#1 DNS Resolve 1»}{ DNS EIE& IP address.™ =" 7 g /Y 7

Summary gul_,r.fmjﬁ; & SR 1P address

Remaote Security Gateway Type | IP + E-mail Addr (USER FQDN) Authentication

W
IP by DNS Resalved w
E-mail address @
(4) Dynamic IP + Domain Name(FQDN) Authentication: kL]

F'JE#JF: IP b fF['IET_}?} FVR9416 EJJ?LFII

VEREE IP R £
EPEI | £ £

Remate Security Gateweay Type | Dynamic P + Domain Mame(FQDM) Authentication b

Domain Marme

(5) Dynamic IP + E-mail Addr.(USER FQDN) Authentication: ¥,
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FLEPERE 1P r%fl‘g:}?,g FVRO416 [, [ E IR0
VPN FII‘rErL#.JFIJ VPN hﬁﬁ,lj&“ FVR9416 |‘Pt" VPN ;Eflqﬁxﬂf
FVR9416 "’rﬁ [V VPN RS %ﬁ? =l

s E- nfa rwaﬁam‘ [

Remate Security Gatesvay Type | Dynamic P+ E-mail Addr (USER FQDM) Authenticstion s

E-mail address )]

IPSec Setup

FE Iy T, P VPN SR < TR Y DRI A YR
_Hf,ﬂ FpY IPSec iy IS PP LTS key” . FVRO416 fRL{H 71T T A TS T IR
(Manual) I'J» IKE Fiaypgfsi=t- IKE with Preshared Key (automatic)?[i™ ﬁ%ﬁ'ﬁ’?ﬁ.

Key Management: I#ﬁﬂ%:\‘—_tﬁ“ i faﬁ% = VPN SRR 2 ] e 7 "Hi:” [ ReeRefsi =t
;37@@\;}@? %qz :{L[%ggjrd T —,E,{.-FFIIJ—T\:I{Z\!%ﬁFK
Sad k‘éjg s Auto (IKE) HL“*J Manual. P%iu: FELHE
?“’J&Eﬁ‘f}q Jféiﬁ%‘# pl1— AR 2 A
IPSec Setup

Kevying Made | IKE with Preshared key |
Phasel DH Group | Groupd | »
Phazel Encryption |DES %
Phasel Authentication | MDS W
Phaszel SA Life Time 28800 seconds
Perfect Forward Secrecy
Phase2 DH Group | Group]
Phasze2 Encryption |DES %
Phase2 Authentication | MD3 W
Phasze2 A Life Time | 3600 seconds

Preshared Key

IKE with Preshared Key (automatic)::&sff IKE & & H 7 py & S dig==fe

IJIE B ﬁ PFS(Perfect Forward Secrecy)’ j *m'; e F a7
EEJIKET?%’IIH*E% £ [T IR LS S R [g’» RS,
Pl brute force RV £ $VES & (hacker) 3 IFL“"@E?F LHEST
ELEY

PFS:# [20K] PFS 1 2% &, i P st VPN kL VPN
Client “J%‘,I}{—J PFS ,jjﬂ CREE Ig';

Phasel/Phase2 DH Group:
FEIPSE TR T E PR Diffie-Hellman #5424 Groupl F5fL
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Group2/Group5.

Phasel/Phase2 Encryption:

P UL VPN SERR Pt 2 s
[P B T f%wﬁjﬂj{lﬂlﬁ*xgyﬁl[

DES: 64-i 7 it 3DES:.128- 1 7 riifei=t.
Phasel/Phase2 Authentication:

R VPN @N;[FB“ ([ PR, g R
[F=B Rrth ST F'JE JERSEELT "*Ej?ﬁ'[

“MD5” /“SHA”.
Phasel SA Lifetime E%E AR R ;&Eajr < 75%@3@
28800%(8 TR ATIE | yﬁﬁr J[‘J JVPN ﬁnﬁs“?&?ﬁ E l‘ﬁ]a J}HJE“‘J

]EHJ‘FE, %, F IR 2 Ry 5l ﬁp SEUSA] 'HF JrEfd =

Phase2 SA Lifetime F% I BURTEVE ;&1} Fa SR £
3600 FH(1 °|'H), 1] ;ﬁafj %{ a VPN ﬁwﬁs = "th StadEs
]EHJ‘:FEI 1%4 z}JEJ:E Y Xl I}'ﬂﬁl SEGEAL l ﬁ? FE[JEK—J/ E:

Preshared Key:#* Auto (IKE), i1, & glgﬂ?‘ ek AR

“Pre-shared Key” [ 1,7 syt 'gtest L e ;gfj e

9&,&@4 ljﬂ\gfﬁ?,Tjﬁjyf EI B IJ}i"’LﬁTa’*‘ gy P&iﬁi@ lrr\;q;k

L'%r]%ﬁ IEVEY VPN 3 gﬁgg@;}%ﬁﬂj‘p Jﬂ\g\fﬁg‘éﬁiﬁiﬁ&kﬁfuiﬁyﬁ AR
ﬁ\ﬁ;\ﬂ]aﬁﬁﬁﬁ i ﬁ‘ﬁ“ 23 {j{l¥ 33 “”F”

Manual-= Eﬁﬂ; b

keying Mode | Manusl w
Incoming SPI

OQutgoing SPI

Encryption |DES w
Authentication  |MDS %
Encryption Key

Authentication Key

LR E ISt Manual g RS S
FLTﬁlHL i *?EJ( negotiation).

Manual £L= 70 2 BUis A=) F‘}”Jp{%ﬁa;’ﬁ%“Encryption
KEY"T) b%@ﬂﬂ? uthentication KEY”~ 7, [&fi' ') ﬁ? B Rl
R RiNEl m%ﬁ,+1ﬁﬁ“§ 1F 1 [J}]»*’ng“* p@gﬂ HLTDJ u*}zg]a@ﬁ
E[Eas;am VPN I m\n\fﬁ? f&kﬁfu,ﬁwﬂ PR
ks }&ﬂ?iﬁﬁ fi ﬁi?‘ 23 ¥ 3475 “’F"

ot 1#%§,l§?£“lnbound SPI"fiu 527 4] *Outbound SPI" %
Pl ﬁ'{ R VPN glﬁﬁgﬁﬁﬁ'{ |47 "1 Inbound SPI

F%Lafgr [ El?‘iﬁff}ﬂJVPN [}? Iy Outbound SPI %iﬁ' r[ fH
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A4 Fdapy Outbound SPI F%LJ It ST “@fﬁ}g’m VPN F%ﬁpj

i9 Inbound SPI F%JUFEWFI ﬂ !

Advanced (& (2 f2i70)-FI , 1EE B SN [ 2 |(IKE Preshareed Key Only)
Advanced settings are Advance Mode: (& e fi=1)

only for IKE with

Preshared Key mode of [] Aogressive Mode

IPSec.

“ Group VPN ElfJ‘Fﬁil;d:

Group No.:

|:| Compress (Support IP Payload Compression ProtocallPComp)
] Keep-Alive

[l aHHash Algorithm | =MDS %
] MetBIOS broadoast

F Dead Peer Detection (DPCY  Interyal (10 seconds

7t FVR9416 [l =2 <tofif 11,53 H[J = Rz Main Mode '] & %
[Eifi=" Aggressive K/Iode Main mode i FVR9416 i3 VPN =%
FZR ) £ S SR P VPN 0 g s AP
Aggresswe mode * f/tz;w,ru IJ%ﬁF BB i/p@“ [l IP lg_gﬁﬂj £
A= ﬂﬁ?&%ﬁ‘u

Compress:
RS0 HIEEE PO VPN R FVR9416 <42 IP A JFEIfEfiY
Hsit(IP Payload compression Protocol).

Keep-Alive:
TR | ] ‘IJIE;%UVPN:EJLHIIfﬁ%* Fﬁl VPN;E“_}%T
TH LI 2R 5T i ﬁ*«ru% 1@%{3 S (7 R I P A

(i1t ulﬁl“

AH Hash Algorithm:
AH (Authentication Header) k&g %Lpglﬁcwl&““ & MD5/DSHA-1

NetBIOS Broadcast
I G 19 VPN S NetBIOS RSt
?Wrarmu ﬁ;{ﬁuﬁ%’é@?ﬁ% e, lg'i’fﬁ'ﬁﬂilf“ = VPN i

iﬁésw‘:mw

Dead Peer Detection(DPD):
RS 2052 HlEEE Y VPN ﬁﬁgf[[rﬁ »{ﬁfjgmfmﬁ HELLO/ACK =

ﬁn]}j\ IEAJE{ I VPN lmlﬁ [JFn i1 )%m;\la‘ ri J [v'”” ’;’M[[J
FVR9416 i E@m&sﬁ:&f b %ﬁ_@@ﬂ IH T I sy~ 7% DPD
FHEIFf e [J’EE Jﬁﬂjf EJ%[}]k 10 .

=) %FVJ\JF%’#&W%E Group VPN.
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Interface: ISNE if#JPF[F (et /7 Plfi’fﬁl'l'ﬁﬁ“ 5= VPN lgfggugj&g F'EjtzF",E[fﬁgF%
WA ‘Flﬁ P WANL~4 i (BRI VPN SREEfY 2.
Group Name: ?ilFﬂiﬁ% 178,11 XXX Office, 3% :t'[ - ) A PUERE

I | iﬁlﬂ EPEERAE T L A

Note: =i £/ RULIEE P VPN 2 CF FVR9416)Ej,
e fﬁiﬂﬁmlﬁ [ﬁﬂ#ﬁu PRIV F A
1’ %A;n i [ IE 1:’5(1

Enable: 2J3E Enable ETE,}-{% (= VPN 3R] i EIS,‘ HEJE‘E%"T?EV'L IJS“;‘u Eanble,
Hir s o i AL TP

Tunnel Ma. |1

Tunnel Marme

Irterface | WWANT W

Enable
Local Group Setup: J*JE%F g By I Ll 19 VPN sgiiscd = ,—'%E'F%ﬂc,yﬂ ?J“ﬁf[airﬁ%ﬁﬁpfﬁ
Local Security Group iz T P %L R %Llﬁﬁl"@r
Type: (1)IP Address
H—J’EIE'F# 7o = VPN ;3 ﬂﬁpﬁf_w&m,ﬂ E ﬁ*?‘ =P *fFI'EJi ’«]Ffl
[NE
Local Security Group Type | P w
IP address 192 . |163 N |0
M=o - ey a:fl I=VPN ﬂ@;ﬁ_n&xm #:192.168.1.0~255 [11
PSR 1P 6 }LF'JEJ[E;IIJ;‘:’}’F,H T lgimeL
(2)Subnet
PRIE TR R VPN SRR, B - PSRRI 4 P
TR ) sgmsk.
Local Security Group Type | Subnet W
IP address (192 . |163 N |0
Subnet Mask |255 285 285 a2

rl Pgur,%géf#ﬁ Hi = VPN PELHAELGE, [ 1E] 192.168.1.0,7 4
E%‘.ifﬁ;% £, 255.255. 55 102 USRI T2 Jff VPN ;ffifse

Remote Client Setup: @/ﬂ g‘? 7‘7‘/&,
Remote Client: ?/‘:gé iy Vit ) E | = FER AR ORI R ST HITED
Domain Name(FQDN),-fffis £/

57 93 FI o H 111 |



N\

.

COONO

your future life
FVR9416 SME Firewall/VPN Router

E-mail Address(USER FQDN),- &~ Z[if} /7%
Microsoft XP/2000 VPN Client,- f‘é’(‘ﬁj\ XP/2000 VPN ‘éf,’t'lifl%}

(1) Domain Name(FQDN):
T REGEE [ﬁiﬁ& | F“ IF,,%Fﬁ? [ VAR e €7 FQDN fj"[
2R e 'i{ﬁ‘@« ”'P [ﬁ J“'El’&&ﬁ”ln}e[net i l)j\m {SE U
J[1 vpn.server.com. I'—“ ﬁ*ﬁ& FiE e ﬁ‘.}pl Jﬂ?lﬁu% EE Juﬁl[ﬂ i
[ A= E= 5

Remote Cliernt | Domain Mame(Foon) ~

Cromain Mame

(2) E-mail Addr.(USER FQDN):

YT IR, FOE IO P S A
il

Remote Cliert | E-mail Address(USER FQDM)

E-tnail address ]

(3) Microsoft XP/2000 VPN Client:

E SRR XPI2000 VPN IREIRAVE, [ fife v At
ok
=
Femote Client | Microsoft XP/2000 WPH Client
IPSec Setup
FORLEE PRI ELROREL SR VPN SIS IR PRI ) DR SRR S O

HRYERY IPSec [ ATIES PRV UE EHE “key” . FVR9416 fE{H J J 7N DR TR 5T R
(Manual ) I'J» IKE [IEypisi=t- IKE with Preshared Key (automatic). 1 #{& Group VPN | ‘IfJ'[BF»“i}}J;I/*ﬁ
?{f\_.il_,rq iifid = B[fiZ Remote Security Gateway Type [ 1™ [EHfiE i ,+ TIP E?*] ,Aggressive mode FT‘F I;‘ﬁﬂ?y

gﬁ z‘J*‘J ‘gﬁj Manual £i=t

Key Management: )
kKeying Mode | Manual w

Incoming SPI
OQutgoing SPI
Encryption |DES w
Authentication  |MDS %
Encryption Key

Authentication Key
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Heying hMode:

Phase1 DH Group
Phazel Encryption
Phasel Autherntication
Phazse1 & Life Time
Ferfect Forward Secrecy
Phasze2 DH Group
Phaze2 Encryption
Phazsel Authentication

Phaze2 SA Life Time

IKE wwith Preshared key

Sroupl W

DE=S
MDS W
2500
Groupl W
DES  »
MDS W
3E00

Preshared Hey

IKE with Preshared Key (automatic)::&sff IKE & & H 7 py & S dpig==fe
mHAYELR . FF PFS(Perfect Forward Secrecy)j *ua e F a7

F&EJIKEﬁJﬁmﬁ T o S SR R [g FS il
Z3 brute force RV E VRS & (hacker) X% l%}jﬁf CEHEDY

= #'“ﬂﬁ

PFS: ¥, L}{‘—’j PFS :EFi 20 i S i LI Jl_,r., VPN %ﬁp L VPN

Client Ui PFS ZJ=F] FS’J

Phasel/Phase2 DH Group:

PSS IE 2 R 7 | Diffie-Hellman #9554 2%: Groupl FvfL
Group2/Groupb.

Phasel/Phase2 Encryption:

lth = e l%JLIPAVPN PR R A %ﬁ@?ﬁiﬁ?‘éﬁl?ﬁf
[P B T *15&*FUEIJJ[['1ML*§J($EI[

DES: 64-f# 7yt 3DES:.128- 7 Y=t
Phasel/Phase2 Authentication:

s e B i R e e
P e T T R A 2 A -

“MD5” /“SHA” .

Phasel SA Lifetime 747 IFST\E\'?@FFIJ t ﬁfﬁﬁﬁlj,;ﬁ;’\ ST
28800 #)(8 | [4) ¢ | 5 [ 19 VPN la;w%\ < ﬁggigap@,ﬁméjﬁ
Ef&l i, F 1Py 2 Ry El |*’1]El JTHJ;\-%@?I FE[&& =.

Phase2 SA Lifetime F%igt“ VP BURTREYE i’yﬁn*]ﬁl AR i
3600 W(l J\Eﬁ) K= i\”srﬁﬁr HI* Y VPN ﬁwﬁs??ﬁf S J,EHJEA £
EHJ‘?FEI N NE AT |%|a YL BRI RS 2

Preshared Key:#" Auto (IKE), i1, 'EIWE” — R IR

“Pre-shared Key” FUffgi fl1, 7 Ffusafy|Ret test [EFT) ﬁi?’ e

FyRLY 3 [Jﬁ\mfﬁ%,fﬂﬁﬁ“? 1| IJ}{"’LﬁE‘ puged HLTPJ Rl

%’F‘F%E s VPN S ﬁ\wﬁrf aafakﬁfuﬁ@vﬂ FORLY
TP B 28 TR

Ea
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Advanced (&R (B #Z=5)-F U I 12 E BT B AR (12 | (IKE Preshareed Key Only)
Advanced settings are Advance Mode: (& e fi=1)

only for IKE with
Preshared Key mode of
IPSec.

Advanced

Aggressive Mode

Compress (Support IP Pavload Compression Protocol{PComp))
Keep-Alive

AH Hash &lgorithm [ MDS v

MetBIOS broadcast

7k FVR9416 piEfk= 2 E 1,55 H[J?J Main Mode I'] % Aggressive.
it Main mode iFVR9416 FOFFIEF VPN [ Sy 22 SRt
1 VPN Sl [ = SRAEfl 19t Aggressive mode %L
[J%rf?#ﬁm Wlﬁln }JFI: P ﬁ%ﬁﬁ E J[@FJ”E[?L mg‘*ﬁkﬁru T
Group VPN Eﬁ Aggressive mode F" 1F l‘*ﬁ?‘;‘w

ooogono

Compress:
FEEIRE [“ig_[}%EIUVPNiE]ﬁH[FVR9416 ¥ 12 IP AP

EW,#(IP Payload compression Protocol).

Keep-Alive:
?]Eﬁ'[ SRV Iulg_guVPN @lﬁf[nﬁﬁﬁﬁ Fﬂ \/pN FEE
T E I 2R i w‘F‘.JE:Tﬁ%ﬁ; 1@?2[&[ T R RS AL B P A

[P ]

AH Hash Algorithm:

AH (Authentication Header) E?;%—j%ggﬁépfﬁ;c,wg% MD5/DSHA-1

NetBIOS Broadcast

FUERIERE |2 P 1 VPN SR 1 NetBIOS TR iR,
F I B TR M B lg'iﬁ'rﬂi”]ﬂ‘“ “VPN i1

i?ﬁé'r ﬂ“d“:ﬁ’”[l*'

57 96 FI o H 111 FI



N
DNO

your future life

FVR9416 SME Multi-WAN Firewall/VPN Router

PPTP
FVRO416 fi{fl ¥ {2 Window XP/2000 [1V PPTP 5 [ FVRO416 fit ks fiifiifes L, (il ' [1Fe i
- VPN s

Sitemap

VPN => PPTP

Enable PPTP Server

= PPTP IP Address Range

Range Start : 192.168.1.
Range End:  192.168.1. 209

VPN Pass Through
vsertame: |

Hew Password :

Confirm Hew Password :

[ Addtolist |

Delete selected users

e Connection List

User Hame Remote Address PPTP IP Address

Enable PPTP Server: “FJII[EI E‘J?{E»Jf::;’fézflﬂﬁ‘J‘}?ﬁ‘?ﬂ%ﬂiﬁ%ﬁ%ﬁ%% PPTP {1

PPTP IP Address Range: ﬁ?ﬁj YTH PPTP IP AP v asfREl, £ | lflfjﬂgigﬁﬁﬁirﬁ.}ﬁfjfﬁl FE -
filag? ii‘,r'éi“:ﬁﬁ‘i‘%‘,ﬁfﬂ [ IP.ﬁ'Ta?J" &7 fuE Range Start:%fﬁﬁ%&
ﬁﬁﬁ!?i?]“ gﬁﬁ.ﬁ“ A h flR Range End: ﬁ%&ﬁf‘éz— ke By,

User Name: ﬁ?ﬁ“ ﬁfﬁ}[ﬁ[ﬁ'ﬁ{p’m %3
New Password and ?ﬁ?J‘ 0 E'J%{ﬂﬁ%ﬁﬁﬁ%uﬁ%; J"‘r»’li"g]?;f i 11 ﬁfﬁ;@ Elj%ﬁéﬁ—g’mnﬁ%ﬁﬁﬁﬁ
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Confirm New Password:
Add to list: ;E'?i@ﬁl}?ﬁ" ff=s u;?";%f]’iﬁ
Delete selected User: FTR G0 = 18
Connection List: = P PPTP fﬁjﬁﬁ%ﬁiﬁ]ﬁﬁﬁfj@E'J?FE'%%?}?*.
User Name: SAEUE S s b AR H
Remote Address: BHEES bl (R L
PPTP IP Address: AR T l’%&,Li’_FI] PTP fﬁquggpfj IP "j'fF'I'
Back: B =4 "Back” E'{ [pl*]J F— I
Apply: # [Fﬁiﬁ—”Apply”tlﬂg‘ 7l MY AR ”I‘K“';’?t[ FL"*EIT
Cancel 3651;1 =4 Cancel” [ IR Fﬁﬂ@gﬁpu EI;F%L ’f“"*@( (F %L

SIS Apply G V Hﬂf dkd

VPN Pass Through-VPN Z3]: i t & 58 (i g
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Sitemap

VPN => VPN Pass Through

{ Advanced Setting IPSec Pass Through : & Enable O Disable
. e
L2TP Pass Through : () Enable ) Disable

Port Management

[ VPN Pass Through J

IPSec Pass Through: F hL#EE Enable [iug [ Balt==a PC‘F‘ il VPN- IPSec ffid %k
FVR9416 I'] |El‘??”7]‘?‘[PVPN gs?p‘ﬁ ,1\5«

PPTP Pass Through: FhLER Enable fyg [,EI[J 0 PC ‘F‘.}iﬁ[“ ] VPN-PPTP Ffty i
FVR9416 IiE fﬁF VPN fif ,s:a&\

L2TP Pass Through: F hLEE Enable =, [l]# 7 PC ]TPUF' | VPN-L2TP $f a5
FVR9416 I'| [f==Jt !'PR/PN %p’ﬁ ,1\5\

Log-F 'k

System Log--Frk | I5E
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-

Log => System Log

Advanced Setting @& Syslog
D Enakle Sysloy
Tool Svyslog Server: 0000 | (Mame or IP Address)
Port Management

[ enable E-hail Alert

Mail Server: | | (Matne or IP Address)

Send E-mailto | | (E-mail sdoress)
Loy Gueue Length: |'313 | entries

Log Time Threshold: | 10 | minutes

E-miail Log Mo
FVRO416 -3 | 15E(System Log)HE i = #E)f=fiF 1,53 4%~ Syslog, E-mail and Log Setting.

Syslog- =ik f /7

Enable Syslog: T RLIE fJf;iElfJFJH, Syslog jiﬁij-{%‘]’ﬂéf'aﬂ?%
Syslog Server: FVR9416 {9 Syslog [’ﬁj’iﬁ%ﬁﬂﬁé% AR, Syslog £

~ T SRR AR TR € R .
FVR9416 [ Syslog #fffi + & ﬁgw (EflIffsgastf Y e i (source IP
Address)=[ 11*(destination IP Address) £/, 5k(Port
Number)!"| = B[fE(IP service), & fei ffl ™ J&%ﬁjﬁt,?ﬁ Syslog fil'l
PR RL IP r'\j»fﬁ'l'if:”" Syslog Server” ElfJZﬁ"fF? A

E-mail- /E_E,*?'?/f/’#

Enable E-Mail Alert: FPRLISE R 2V, TR EE R (E-Mail Alertyf @ FLHIY
Mail Server 2 AT Y Log LR ﬁﬂﬁi“}?}?t"rFlfiﬁ‘F[,ﬁ?F?‘ﬂ*’ﬁ“ i

ffil ¥R F EPEES L 1P Ef, 911 mail.abc.com
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Send E-mail To:

Log Queue Length
(entries):

Log Time Threshold
(minutes):

E-mail Log Now:

Log Setting—s,?;;ﬁf/,,:?f/%}“fg

LP“JEEI%JE Log I¥{F * ?;T‘Q‘,é[ifi{f ]’ﬁ%?{,ij[l abc@mail.abc.com

EIFEIT Log entries By El, =R 50 [ entries. “F"}’?IJ%L”@' El
[, FVR9416 }{%]’%’ﬁ FIF Mail 132 Log.
E'II?ITIEE Log F'ﬁjlﬁﬁﬁ ], SRS 10 55 &, Fl’,‘?]]i%_ﬂ%ﬂﬁéﬂ

E.ﬂj‘,FVR9416 }{ﬁj’%ﬁ F1E7 Mail {#521H Log.

FURBALE S 1 I [ enires Ul RLMIFFRAPY- it
{C

[ Mail {35 Log F Rl i E .

R R O P S Log.

- Log Setting

AlertLog
|:| Syn Flooding |:| IP Spoofing D Win Muke
|:| Ping Of Death Unauthorized Login Attempt

General Log

System Error Messages D Derny Policies D Allovy Policies
Configurstion Changes Authorized Login
[ “ieww System Log ] [ Outgoing Log Table ] [ Incoming Log Table ] [ Clear Log Mo

your firture tife

Alert Loq_ggﬁ%ﬁ%ﬁmmﬁ

FVR9416 4+ & /3]

N El@ﬁ%ﬁ‘]?}?*,ﬁ;t,fé:’F,JE',If ZJRE AT, Syn Flooding, IP Spoofing, Win Nuke, Ping

of Death / Unauthorized Login Attempt.

Syn Flooding:

IP Spoofing:

Win Nuke:
Ping of Death:

Unauthorized Login
Attempt:

5;[]& SR 32519 syn packets i £ AR ISR FINENE
o

B 4 S o S ARG IR, A e
SRR HH(source IP address), 52 RUE TUER Y KT,
EE

AT IR RS S R
ﬁlﬁ@é*éé %1]’3} 1P %%ﬁ’?ﬁ:%ﬁjﬂm E%:]g’[fjﬁ{ﬁ Eljaiﬁ’%;’ ;5"3’5?5%
iR T FVROALBY ™ (o HH R KA 5
B
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General Log-— §&75k | ISR

FVRO9416 #E.{f » &y Fl ™ pa— Jﬁ&f’[ B FL%EJL PURIT 2B i .:nﬁﬁﬁ?&'?* EL (System Error
Messages), F[#if IJHW(Deny Policies), 3pfifiF* JP‘H T (Allow POI|C|es) AT TR YR (Content Filtering), Data
Inspection, g ‘F%]fﬁ (Authorized Login), %@@El(Conﬂguratlon Changes).

System Error Message: -gﬂﬁf[l&ﬁ‘ﬁgﬁn El ﬂﬁﬁ;ﬂﬁy:iay T FEFIJ%“E,TJH glﬁ?}{k
AL % system *F‘[F ,PPPOE 5= ..

Deny Policies: F, .}fp;[“ HPIELAccess Rule 7 5E ¢ £k, I“”@*F‘]’Eé?ﬂ
Linde FI.
Allow Policies: E,ﬁﬁ‘u@ HEL i‘fF[Access Rule £ ™ 25k, [#{@.ﬁ IBEE B
ISEf
Configuration Changes -5k J?T{Lj&%’ﬁi#?’f?{p'@i%I AR IFER.
Authorized Login By~ [WRYTE T SR ERE T Fl‘/ @LAN,F.JLogini% a }**F",E'%‘,pl

ORI ISR

PR PR R @ Log BURFE STHIIFSYI

View System Log: M4 A; -7k IR E 27y F"JJ HIF' T IFS FVR9416 #6L FRiv, cJ 3 f@«gj;ﬁ
-ALL, £#3RE15E-System Log, Access Log, Firewall Log ') VPN Log.J[I™ @Wﬁ :

3 system log - Microsoft Internet Explorer

System Log
Current Time:  Fri Aug 27 08:15:37 2004 ALL v || _Refresh | [ Clear | [Closs |
Time Event-Type Message
Aug 27 05:03:15 2004 System Log 192.1658.5.70 login attempt
Aug 27 05:03:09 2004 System Log 1921658.5.70 login

Outgoing Log Table: &% jjﬁ PCtltInternet fo =] e FIEE, IF=F V] W7 | IFF e jfg['(LAN IP), [lputyit

}F['(Destlnatmn URL/IP) I'J K Rrefl M [spi@ ViR 553k 1(Port Number) B[ (Type) Zevd. ™ qgﬂﬂ%
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a Outgoing Log Table - Microsoft Internet Explorer

Outgoing Log Table

Time Event-Type Fessage

Incoming Log Table: g\,{,fﬁﬁﬂé‘ FVR9416 B’FJ’JL‘}J%%EIU;E,%JE%Q‘EN FIEE IF=F FEEL 19t ﬁ“,[ﬁé?’}éﬁiﬁﬁf_}?%‘, "ﬂ_"f‘F'I'(Source
IP Address), fIfuty fi’fﬁ'[%?iﬁj?*fm%(Destination Port Number)Z=yF4. ™ @Hﬁ’-’rﬁ:

2} Incoming Log Table - Microsoft Internet Explorer

Incoming Log Table

Time Event-Type Message

Clear Log Now: [P L& R=E | E )] FVR9416 IV Log TE'%%E%?J«

System Statistics- =i AIR B
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Sitemap

Log == System Statistic

Met page ==
Interface LAN DMz WAN1 WAN2
Deviée Matme [ ixp0 | ixpa | ixp ixp-2
Status [ Connected | Ijown | Connected | Do
IP Address ' 192166814 | 0000 | 1s21e85140 | 0000
MAC Address | 00-0c-41-00-0000 | 00-0c41-00-00-05 | 00-07-40-ca0b-33 | 00-0c-41-00-00-02 |
Subnet Mask | o2ss2ss25s0 | 0.0.00 | o2ss2ss2550 | 0000 '
Defaut Gateway e 0000 | teisss1 | 0.0.00
192.168.5.20
DN 19216811 fi ke 0000
Received Packets | 17911 | ] - z3m | 0
Sent Packets ' 16620 0 19729 0
Total Packets ' 34531 a 222031 a
Received Bytes 2805045 a 18139722 a
Sent Bytes 5995414 0 B261079 0
Tatal Bytes ' 11800459 0 24400801 0
Received Bytes!Sec [ 1] 1] 2758 1]
Sert BytesiSec [ 0 o 2420 0
| Error Packets Recéived [ a D a a
Dropped Packets Received | a a a a
Se'ssions ' [ - [ - [ 1] 1]
MNeww Sessions/Sec [ | | ] o

FVR9416 [i¥ System Statistics LE g e IR R | s e E[JFA', Device Name(#35 #/7), Status(f !
[T WAN fﬁ};ﬁ_ﬁ»‘%gﬁ{k’r&?) IP Address(IP r’\j'fﬁ'['), MAC Address(ﬁ[ﬁ%%ﬁ”ﬁ% I’j’fﬁ'ﬂ), Subnet Mask(= "5 "), Default
Gateway(éﬁr%iﬁj?rﬂféﬂ), DNSfffiss £/7 fﬁjﬁﬁ%ﬁ'),Received Packets(I%Z[Jfiuff tvgrel), Sent Packets(fHu=fogsf o
HrEl), Total Packets@ﬁ[ﬁp@ﬁéug\’rggﬁﬁ), Received Bytes(I*Z[[[iuff v Byte §rEli#£5t), Sent Bytes({#:=fY
¥ & Byte BrEIFKF]), Total Bytes(= Iﬁ[ﬂﬁ@ﬁﬁp Byte B E!##5]), Error Packets Received(L{'f:I‘[JElfJ%ﬁ?' B ARET)
I']'% Dropped Packets Received(LAN, WAN1 ~ WAN4 = # o9 f & 5 51 ), Session( 5 4% #), New
Session/Sec(& FHEIuaRE) =T

Traffic Statistic:
| Y ﬁ%?ﬁ T BT A LR AR R R E R R
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Sitemap

Log => Traffic Statistic

Traffic Type : |Inbound I Source Address v

Source IP I.ytesfsec %
1924885177 _ s | 22
1 921 581 '.1 QD | i 24? | T

Traffic Statistic

vourfuture life

Inbound IP Source Address:%ﬁﬁﬁﬁﬁl*ﬁ@ﬂj’ﬁ;‘{ P rjﬁg{

B BB VR 1P (e 5 %D byte 1L

Traffic Type : | Ifkound IP Source Address W |

Source IP bytes/sec Yo
19216581 400 4 100

Outbound IP Source Address: %{r%i}hﬁl‘ki’ﬁr’\j’ﬁ{ IP "_"fF['

T I RV IP G 5] %) byte 15T

Traffic Type : | Cutbound IP Source Address |

Source IP bytes/sec %
1921685473 422 a3
192.165.1.100 4 ]

5T 105 F1 > H 111 I
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Inbound IP Service: 3" [if& IP 3755k ], Sl ISR

riﬂ—-q%[lifll B S A i PR A Elpj,lwlp b4 2FE

Traffic Type : | Inbound P Service w
Protocol Dest. Port
TCP hitpl a0
TCR 1863

Outbound IP Service: #f9f gl IP Jjks i il

riﬂ—-q%[lifll B S A i R A Elpj,lwlp b4 EFE|

Traffic Type : | Quthound IP Service b
Protocol Dest. Port
TCP 1161
TCP hittprs0)

Inbound IP session: f|jkil IP ﬁﬁ%ﬂ?

&ﬂ—“—ﬁ%ﬂ%ﬁl,ji‘yqé?@;rjpj|Pr*t&;{ﬁ‘?‘f‘ Pt PR, quﬂ“ EREATNG lﬁlﬁ JIP g FI pﬁ* FULES] 1B FE J

D byte =EF 5T

Traffic Type : | Inbound IP Sezsion A
Source IP Protocol Source Port Dest. IP
192 163.1.100 TCP 3563 GE.35.229141
Outbound IP Session: &9 iRE! IP %ﬁ?ﬂr
AR Fl TR IR 1P 6 S 0 B R, YRR
byte ==F 55t
Traffic Type : | Quthound IP Sezszion "
Source IP Protocol Source Port Dest. IP

57106 FI 0 H 111 FI

%) byte ==F 155

hytesizsec
1270

%) byte Z=F155

bytes/sec
2B
102

Dest. Port
a0

hytes/sec
a7

pﬁlt IP fPiH Elpﬁ‘ R

Dest. Port

bytes/sec

a3

B7
32

o
100

EFE %]
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Logout

Se

SREEE T FVRO4L6 I N, o IE VR e,

FVR9416 [IUFHFIF 1T, %)~ [ Logout [N, £ BRI FVROAL6 7 Bl o, 2

5. Troubleshooting
6. FAQ

7. Appendix A: VPN Configuration Sample

Sample VPN Environment 1: Gateway to Gateway

Head Office & Head Office B
e st YWAN IP-200.200.200.200 Wi¢AN 1P:100.100.100.100 ———

xDSL WAN Data Base A
'

Local L&N

DataBase A | | ——
EiEA

'-T'-Ti
~__DataBaseB

Data Base B m / =
Ethernet LAN Ethernet LAN
FYR9416 SME Multi-WAN FVYR9416 SME Multi-WAN
Firewall/VPN Router Firewall/VPN Router
LAM IP-20.20.20 1 LAN IP:10.10.10 1

Server & Ethernet LAN  aieypay 10.10.10.1

LAN [P:20.20.20.0/24
Gatewsy: 2020201

Firewall Setting: Firewall=»General=»Block WAN Request = Disable
VPN Setting: VPN=>Summary=>Add New Tunnel=>Gateway to Gateway

FVR9416 VPN Configuration for Head Office A Head Office B
Tunnel Name HOB HOA
Interface WAN1 WAN

Enable Checked Checked
Local Security Group Type Subnet Subnet

Local Security Group Type=>» IP Address 20.20.20.0 10.10.10.0

57107 FI o H 111 FI
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Local Security Group Type=> Subnet Mask

255.255.255.0

255.255.255.0

Remote Security Gateway Type

IP

IP

Remote Security Gateway Type=>» IP
Address

100.100.100.100

200.200.200.200

Remote Security Group Type

Subnet

Subnet

Remote Security Group Type=>» IP Address

10.10.10.0

20.20.20.0

Remote Security Group Type=>» Subnet
Mask

255.255.255.0

255.255.255.0

Keying Mode

IKE with preshared key

IKE with preshared key

Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28,800 Seconds 28,800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time

3600 Seconds

3600 Seconds

Preshared Key

Both sides should use the same key.

Sample VPN Environment 2: Gateway to Gateway

Head Office A
Local LAN

Data Base A . FF

’

ADSL Modem

Data Base B

‘ Ethernet
=

Server A

VPN Setting: VPN=>Summary=>Add New Tunnel=»Gateway to Gateway

WWAN IP-200.200.200.200
¥DSL WAN

LAN
1E Multi-WAI

FVRO416 SM

LAN IP:20.20.20 1

'Wﬁﬁﬁl
Ethernet LAN —_

LAM IP:10.10.10.1

o Home
YWAN IP:100.100100.100 ——
»DSL WAN
ADSL Modem
"""" Install
YPN Client
= Software

LAN [P:10.10.10.10/24
Gateway: 1010101

Head Office A Homel (VPN Client SW)
Tunnel Name Homel HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet IP
Local Security Group Type=>» IP Address 20.20.20.0 10.10.10.10
Local Security Group Type=>» Subnet Mask | 255.255.255.0 255.255.255.0
Remote Security Gateway Type Domain Name IP

Remote Security Gateway Type=>» Domain
Name

Company domain Name

Local ID=>» Domain Name

Company domain Name

Remote Security Gateway Type=>» IP
Address

100.100.100.100

200.200.200.200
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Remote Security Group Type IP Subnet

Remote Security Group Type=>» IP Address | 10.10.10.10 20.20.20.0
Remote Security Group Type=>» Subnet 255.255.255.0
Mask

Keying Mode IKE with preshared key | IKE with preshared key
Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28,800 Seconds 28,800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time 3600 Seconds 3600 Seconds
Preshared Key Your tunnel password

Sample VPN Environment 3: Client to Gateway (Tunnel)

Head Office A WAN IP:200.200 200200 Home
Local LAN xDSL WAN

¥DSL WAN

ADS
:I: ADSL Medem
.;ﬁ

a8l b

it - Ethernet LAN

e FVR9416 SME Multi-WAN == -
_ Firewall/VPN Router S S

LAMN IP:20.20.20 1 Host IP Address:
IP:100.100.100.100

Server A

VPN Setting: VPN=>Summary=>Add New Tunnel=>Client to Gateway=>»Tunnel

Head Office A Homel (VPN Client SW)
Tunnel Name Homel HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet IP
Local Security Group Type=>» IP Address 20.20.20.0 100.100.100.100
Local Security Group Type=>» Subnet Mask | 255.255.255.0 255.255.255.255
Remote Security Gateway Type IP
Remote Security Gateway Type=>IP 200.200.200.200
Address
Remote Client Email Address
Remote Client<» Email Address User Email Address
Local ID=>» Email Address User Email Address
Remote Client=» IP Address 100.100.100.100
Remote Security Group Type Subnet
Remote Security Group Type=>» IP Address 20.20.20.0
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Remote Security Group Type=>» Subnet 255.255.255.0
Mask

Keying Mode IKE with preshared key IKE with preshared key
Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28,800 Seconds 28,800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time 3600 Seconds 3600 Seconds

Preshared Key

Your tunnel password

Sample VPN Environment 4: Client to Gateway (GroupVPN)

Remote Mobile

Head Office A User Group
YWAN IP:200.200 200 200
Local LAN
s xDSL WAN e
s _,_.—'—'—'_'_'_'_' =
Data Base A el ADSJ Modem o

=y
[

Server A

LAN [P:20.20.20.0/24
Gatewsay: 2020201

Ethernet LAN
FYR9416 SME Multi-WAN
Firewall/VPN Router

LAN IP:20.20.20.1

VPN Setting: VPN=>Summary=>»Add New Tunnel=>Client to Gateway=>»Group VPN

Head Office A HomeN (VPN Client SW)
Group Name/Tunnel Name GroupVPN1 HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet IP
Local Security Group Type=>» IP Address 20.20.20.0 Client IP Address

Local Security Group Type=> Subnet Mask

255.255.255.0

255.255.255.255

Remote Security Gateway Type

P

Remote Security Gateway Type=>IP
Address

200.200.200.200

Remote Client

Domain Name

Remote Client=» Email Address

Company Domain Name

57T 110 1o H 111 FI
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Local ID=> Email Address

Company Domain Name

Remote Security Group Type

Subnet

Remote Security Group Type=>» IP Address

20.20.20.0

Remote Security Group Type=>» Subnet
Mask

255.255.255.0

Keying Mode

IKE with preshared key

IKE with preshared key

Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28,800 Seconds 28,800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time

3600 Seconds

3600 Seconds

Preshared Key

Your tunnel password

Advanced

Aggressive Mode

Note: All Clients can sign up into one Group VPN simultaneously
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