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EO LAk v

WA T
AN

1. WANZ1: M WAN1 #1H k%0 %,
2. WAN2: M WAN2 21 %% H 2=
3. LAN: M LAN #0122
1% BT — B abr, B as 582 68 IR T8 R L £ % 5
Fik

) ]
£

Iz

DO N B =S R I S R [

L a o w w
Mo k=0

—
o

3.3.3.9.2. 7 DNS

DDNS i # T304 1P Hulibig5, UM Internet )7 AEMS I R 15k 42 S 05 1a] ik 4 38
IR 2% 5

-
V BILLION BiGuard 30 jgysiness Security Gateway SMB
517 DNS
zhis DNS &k
tcm| BEH P75 DNS fB&2
WAN x NONE Fitk O
WAN2 x NONE HiE O
S ONS &
Dual WAN S URL = Billion ZEFHXZDDNSERES

A WAN #2000 FE AT E—/ DDNS R4, 452 WAN 1 P HihE 254k,
Jii, 2FHr Internet LIfIY) DDNS RSS20 1P Hubk[Fx) N 2 &
o Ym AR G S
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4
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s DNS RS2
BEFE
ez

[l

zh7Z& DNS: 27 )5 4 DDNS I fE;

1. BH: BHZIEE:
2. ZH: Mz

BiGuard 30 1 /" T/t

A& DNS R%-%%: 45K DDNS Zhig)a, wLUl FHplKiES DDNS Hess4s, AT
IR SE AR 5 4%, T e eI sy o

Eh7s DNS & ¥
2
ZEs DNS
Zh7s DNS &8
AL
B

©RA O%H
NONE v

wirw dyndns.org (dynamic)
weini, dyndns. org (static)
wewni dyndns. org (custom)
iy, Z0needit. com

i 0Fdns. org

wewr dhs. org
wenie dy NS, ox

werw 3dormain. bk

wanni, 3322 arg

W N10-1p. C0m

B4 : 11 DDNS [R5 asHe Ot g ik 4 ;

R NI 4
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3.3.3.9.3. W& EH

vV BILLION . BiGuard 30 igusiness Security Gateway SMB
REEH
EEERK
25
Web B%% %
* HTTP #H (BIEREHTTPH )
Pt ETE o [o | o [1o | (0.0.0.0' TEE)
HBET BEhEE 300 b
SNMP il
SNMP Thak O BH © %H
SNMP V1 3k H V2
e P it
sitg P ik
R I 2
SNMP V3
e [ ] R
THERR AR mE O®E

o T A TR e T 1 PR TR 0 S0 e R A T

HTTP 3. U5z & B HTTP N s 12 80, (H AT D& S Hifthsi 15,
DU R P O3 A4 BEHZ W A U T B R 7, 10 %0 1 B i S B A e ARG
P MR, fREE PR AR TN 1P Mk,
PRI BBhERY . B RS R LS, ARSI TRCE R, BRIk S AL — B
() J5 F 36
SNMP Vi #]: SNMP s —Fpa FH I B & & 1, N ARG E SNMP V1
V2, V3:
SNMP V1 Jf H V2: V1 Fil V2 BlE LR

Read #:X: ] DLA K iSed VR w48 A (1) 5 3 B8k 4 e s

IP Huht: XHZW AT EARAER ENL 1P bk,

Write #EX: AT LLACA SRR 16 5 00 500 457 5

P Huhik: XHZWABATESEMER TN 1P Huhl, o] USRS A — ML,

FaBFAL X . Y &R IRE SRR, &Rk s B IRzbENE =L

IP Address: FEBFENL, BB R IE1E S
SNMP V3: SNMP {15 = /NCAS, 6 Sy B 2 ds it 4T 17 R %

D 1AL PR -

1. B B R BRI TR R AT

2. BIG: XU UL TR RS A
3.3.3.9.4. IGMP

N T SRR, AP IPTV A8NL55, Wi2iitAT Internet ZH 4R HINCE .
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/ BILLION BiGuard 30 jgyusiness Security Gateway SMB
IGMP
E- =24
IGMP Snooping OBR Q@A
IGMP {138 CER ©#H

N BB TR E RSB EA

(7] (5]

IGMP Snooping: IGMP fitill], FZHM7E T k&l LAN M 8 AN LUK 4% 1 i 2H 5
Bilan, A4REHRSCN Portt JEN, ABAmNARSCH N Port A, oA 7 MEOAS K
s

1. JBHR: AHZIiRe, AR AR S RIE ARG

2. ZEH: ZHzIhne, HAbE: OB A RIE ARG
IGMP AXEE: AW B R AR S35 — A B

1. BH: BHZIEE;

2. R ZHiTiRe, B4 LAN DU R SCA 9 k2 WAN il 25

3.3.3.9.5. VLAN M#F
y BN LION BiGuard 30 iBusiness Security Gateway SMB
VLAN P #
VLAN #i3%
©FEH
VLAN B Ot
OfREH,

[l

VLAN #3: aPJEsdeng 3 fiiat,
1. ZH: AJFH VLAN Ihig;
2. PSR FEHMAFE AR VLAN Zhiag, 45548 LAN b ORI R4 WAN $2
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N : ke epii)s, B oe N s
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BRI — M, 7 2 R R
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VLA 5 © PR
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g
VLAN P &
B WLAN 1D Lt ]| FAFcim O ey R
Default 1 P1,P2 P3,P4,P5 PG P7 PR iR O
2 ©

R B SR AR A Default’#r, nJ LA izL k4 e 8 4> LAN i I s g
Tagged i1, WF4LE UnTagged i1, o] DARSERMELE LAN w1, (HENEEME, A
fE“Default’ 118 LAN S 12 AN SR 18] 154 1

Fridim He R H AR H 2 RCSCTTEEA N VLAN FREss

Rbmidsn H: 6 H £ OO I VLAN AR28 IR Ab 2

A erE G, 78 WANT #0808 WAN2 #O0CE VLAN #5285, M1z WAN #2100
Rk L EE R RS, RS S WAN 2 LAHTE] VLAN ARE5EHT

VLAN M #5
VLAN #iz
OF-1:
ALAN E ) FE
(OF 759k
it H
FE18
W1 ]
WSR2 ]
I B
3.3.3.9.6. el

VERIN TR AR 22 B PSR A 1 3, Eetn i By KR DhaE, e S5 DR UE A4S
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BFE —E HTFHRE Bt A]
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B o

dge

i

v RIS R, R LU LA S H0 R
R VHRIR AR

—EHPIRR: AT LA I e £ ] — SR R
A — R I B

3.3.3.9.7. R % 2

A 9 X % e s R LUK RS I EATRC &, MR PIERE S Internet I AT HE A AL IR 5
FENEIE, T DL R 25 PR

B O E

A O E

o WANT v

F OIS ®EH OzH

EE A Alto >

Iz F 10M 23T
100 ¥ T
1000 £ T
1000 3T

¥O: 7 2 4 WAN #0818 4~ LAN A ke #,
WO LAN WESH: EPEa 80 LAN B & T80
B LN AR k.
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10M 23T

10M 2F-XL T

100M 43X T
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3.3.4. HE&E-mail RE

H S T8 B G 49 RS A ARK RO By, L S0 o L B DL Bt I B AR e SR e A ie
(RN

3.3.4.1. HERE
y mﬂ BIGI.IaI'd 30 iBusiness Security Gateway SMB
H#E BH
S
EF i His FEHSE BEE © E-mail iR ©
R O O O
REER O a ]
el | " [Tl
Zhuei a8 O O
LAN MACITiE a 1 ]
URLitiE a a |
PN @ O O
RIRIER | | |
Sl @ O O
AR 0 O 0
IPSEC O O a
[z
H3R: HGdebams,

REHE: BHECRAAERS L, WDRE->FRGHE UEE HEEE

REHEMFE: CHEWRAAELTINH SRS L, AAREEZS]T M RgEH
;S E’JEBEUEHE

E mail & . 0 OB G E R R, BN EE ST I E-Mail &=

[ C B D

3.3.4.2. RGHEMRSEH

ARG HEXN T MYEPIREL, Prela] LE TR — & BV SRS 4%, s B3
HEH S ORA 2 H G S5 & B2, =R M55 as vl MEHI B AE Syslog kit s
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! BILLION BIGI.Ial'd 30 iBusiness Security Gateway SMB
ZHE BREE
5%
bbbt g ORR @©ZH
HE BRE=8 it 192168 1.1
[N

=
A

RIEHABETRERSTS: it H R R H SRS,
© BH: BHEEH GRS H S RS54 K D BE
@ FH: HERAAERS LI, P AR R H SRS A5 B2
HRSTas 1P uht: S S AEAh N HAS kS 4% 5 DU 2 i i H RS B

3.3.4.3. E-Mail #*&

SO P P T, LT B M T T % (R AT
V BILLION BiGuard 30 iBusiness Security Gateway SMB

E-Mail f#%

S5
E-hiail {72 [®)=):: INOE-3::!
EdE R E-Mail Hodt \ |
HEAR E-Mail Hl \ |
SMTP BFHEARS 28 \ |

WREEIRS 2 ZFE BRE  zA
Arsa \ |
T \ |
b
B/
BT AR =q AM. PM
5E
HHEEH

I

E-Mail #®%: 20 HHE FIRRZE DI RE,

© BH: BHiZ6E:

@ ZH: ANEH %I
B2 EN E-Mail Huhb: 55 H 500 R 1 1) o T R A S
RIEE K E-Mail Huhb: 555 RIS S IR IR G A, B S AR I S R 1
T RILEBNZAGH, RGBS RO IR A 326 IR 45 s ok K3 4 IR Ak el o 5
SMTP BRPFARSS 2% 325 MR AR ) A 326 A (4D I 55 2
HR A R 25 B8 3B 30 A28 IS AP 1) I 1 5 SR T B 1K) R A6 IR A

© BH: BHZI6E, B REE I

@ ZH: ZEHIZIIRE, NG R ARIEE WA
A H T R A AR L
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@© SLBI: A AR, SLRIAIR M E 4R B O

@ BN BRI ARG

® FH: RFRIEAIE LA AL

@ ®A: fEHENILA KL

® HHEDH: YRFRAEHECEEEKNHEREN, A RIELGEHNA;

3.35. RIFEEZ|INFH

RAFPTAHBCE B A A S Flash B2, BCEE RS2 Flash MR, <A mIEiR;

V BILLION . BiGuard 30 igusiness Security Gateway SMB

REREINHFD
ERARESRANE.
HEFER CHIFETA 0 LF R,

[

3.3.5.1. Save Config (R fFELE)

AT LoE s e o TG 41, k(R4 E F Flash.
3.3.5.2. Restart (EB &%)

A L i o e 7 I L 11 >4 T 2 .45
3.3.5.3. Logout GEHHE%)

A Bt ok o L, 5 135 7 1, sk IR R

4. fEF A
BiGuard 30 #4156 0 LA S AL A 158 B 5

4.1, W4 EA
BiGuard 30 IjfE, PhAE, ZeatEiin;
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4.1.1. VPN %##

%3 Fr 30 4 IPsec [EiE Ik
IPsec F%id i v Al ik 30Mbps:
% HF 4 4% PPTP 1EH:;
PPTP #4247 % il i5 10Mbps;
YR IKE A3
CHRET LWRCE %Y

MD5, SHA-1 Ailk;

DES/3DES %,
AES128/192/256 Jii%%

AH % IPsec %k

ESP #%: IPsec %l

IPsec VPN i 4kIfifE;

h4& IPsec VPN (FQDN) ;
IPsec NAT Z i,

IPsec DPD il X} i 5

% FF LAN to Host 1 LAN to LAN [ IPsec VPN;
PPTP Jlx55#%;

4.1.2. PBhkIEREME

PR ELAS I 5

By 1 R it s

it

MAC ljE;

NAZ AT 5

URL, Domain ifjé;
Java Applet/ActiveX FH.il;

4.1.3. WREHEREMN

HT Web MIRCHE 73
FT Web [FIRRA R BT 7
TR B

A BB A

P B A
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4.1.4. QoS

EZTT%ﬁ’JH&R (DiffServ) ;

1?55'(:4&&@,
XXrlﬂ QoS;

4.1.5. MEIEMHE

AW F4 (DDNS)
W2 P (SNMP)
JEAUM IR 55 4% +

I E A (SNTP)

% AE M (VLAND
SIP % W A%

4.2. REAF R Ui B

4.2.1. YEEO

® 2 /~10/100Mbps WAN F211;
® 8~ 10/100Mbps LAN #%[1;
® IS

o HiELH;

4.2.2. HJFEXR

® 12VDC, 1A Hiili;

4.2.3. FRIFESK

ZAT M : 0~40 C;

iz
BATIHREEVE ) : 20%~95% JF8EE;

A& IP, PPPoE, DHCP Z&5aiifi N;
DHCP Server , DHCP Relay;

W g b3 (MultiNAT, SNAT, DNAT) ;
M5 B (RIPVT, RIPV2)

YRR K (IGMP Proxy, Snooping)

79

BiGuard 30 1 /" T/t



Billion(NanJing) BiGuard 30 H J* F-/iif

5. W FAQ
1. Q: BT EAER EH B HHAEATCRZIREL] ®E?
A: BAWHURET, A ER S 8 7 sl ERAT AL
HeRE s, YT ) .
2. Q: LAN ENIABEYT K& LAN #O?
A: SRR A AR B A ) B R 5 A 1)
FUOEHRA EHUE B A& LAN #O7ER—MB, ik AN & AL
Mo, EarSAT M arp —d v iHFRGAE, AR5 ping WAk LAN 2
IP #iuhil, Wi BoR{E 8 o “Host Unreachable” St BIANEE R — B, Wi SR
fii B ol“time out”, PEMAYER—ADMBL. EHFI® % LAN #0 IP HihbA7E
E*M%‘a, M XAENE LAN #0METEOL T, AT DR Ik E B &
H;
3. Q: LAN fllF=#1 192.168.1.33 R AFK AN, NMiZEBEARE?
A: 7EBCE->B5 K EE->EOE IR B A E W T 4 500
w4k
1. BW=EH,
2. Y{ULECAE FH=H
3. il =g,
4. Ji1P=192.168.1.33,
5. HHh IP={TA,
6. 1=UDP,
7. J5nt I=ATAT,
8. HnHhim1=53;

B4 N HARSEO~ON E MR —%—F, BhN=TCP, i
=TT, H i =25,

WA ML HO~ORCEFEE 4 —FF, HFHm H1=110;

g HUNSLMBZHORE =4 —BE, MILRIM{ER=Z55, Hi
O ={EA

4. Q: WA KIE/ETH, Bafibt LY IPsec FEEERE?

A: lpsec [ LI 2500 E A IRRT A TR BCAT B K S ) —FEACEL, Bl khafie
i

“RERURS 2871116, o] LU BPUIR S35 "F8 17 BiGuard 5 ] WAN %
s WHERABEM, FFA % BiGuard 5 LEHLARRSEIER IR SC, BAREAE
JEAE Ipsec ARASFE, A g Al
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5. Q: WAN ZE#FH PPPoE A3, JRARRIALAEN, {HEE
T RE FEEERFIKEL T PPPoE kST, XENFA, BT
L IINE SR X AP IR ?

A: PPPoE #k5HIN)G, ISP [ AR Ay Sk iz ik 7 &8 2 i 2 N

TR, ARG ISP S, SEH AR LN, A DLk PR
B E R T , AEA M) BB, BG30 HBhKITA ISP R A
45w R

6. Q: IPsec RFEMNEERHEEEER?
A: HAeARNG ID Siginlt 1D FE-8 SRS RS 10 s Sk
FNBAF VLA AAH F], f a2 L B A AR ], XA BRI A RE R ST AT K
7. Q. _E¥ERAIZEA OICQ, MSN ZWIRTE, NiZEARE?
A: A PR AT LS i
WGP A RSk 2 DL H
¢ Z:H] OlIcQ:
B = )5
MULEC A =58,
U le) =,
Ui 1P ={EAT,
H i P =%,
#r¥= UDP #1 TCP,
s I =AEA47,
H fry3th 3 11=8000;

R BRI 9: 00 £ 18: 00; L FARAAARLE 2 F] 5 T Ad
i OICQ 1ih, 11K “RKZE”;

& 251 MSN:
1. BW=EH,
2. HULERAEH=Z5,
3. Wl=Hiu,
4. Yi IP ={FAT,
5. HIWHL IP =LA,
6
7
8

© ® N o ok~ w0 Ddh =

. Y= UDP 1 TCP,
- YR T =AT AR,
H i 1=1177;
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9. iI&l: AR 9: 00 %) 18: 005 WIRMAAALL 2] 53 LA
H OICQ (#ifi, VIR Kz
WM EAERCE->QoS FT AN
& E[ olIcQ , FEEENNSH, HAREA:
1. PRIE: 0%, X&)
2. HmHhm 1. 8000-8000;
& Z%Ji] MSN:
1. fRIE: 0%
2. HmjHhigmA. 1177,
8. Q: ReBMRHIRA LK LAN fldmD EW 2
A: FJULESERE->EHH->VLAN MFDIGeEI, HH VLAN P,
M “BRINHF R RS SR AR B 25 (o 1, 20t T B9 ML I B T

6. EEFTR

6.1. IPsec VPN 3 F &4

6.1.1. IPsec VPN f3tA N H

FANE R B, ERRA I FA, BA TR S L N RSO AL
e, XPPEHGL T LS IPsec VPN il T %,

2 A R 2RI E T

Branch Offica Head Office
- 'l\ Public IP Public IP L -'\
1, b 102,168,025  69.121.1.30 60.121.1.3 1921681254 | | £F \
£ |
B el

= UEnEy— S )
BG30 BG30 & L,.! |
EI"ICW'FJ“DH Data

g
I\' P50 e e—— P52 J /
YPH Connection I\ I

192.168.0.024 192 168.1.024
BV ) A T K
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o = v ik B1.121.1.3
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