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oo 2 WINDOWSh system32' . cmd.exe - |EI|5|

Windows XP [~ 5.1.26881 [« |
Mi
'FHB 1985-2081 Microsoft Corp. | |

C:~Documents and Settings“Administratorping 172.168.0.254
Pinging 1?2.168.8.254 with 32 bytesz of data:

Reply from 192.168.0.254: bytez=32 time=1ms
Reply from 192.168.60.254: bytez=32 time<lms
Reply from 192.168.60.254: bytez=32 time<lms
Reply from 192.168.60.254: bytez=32 time<lms

Ping statistics for 192.168.0_.254:
Packets: Sent = 4. Received = 4, Lost = B (@x loss>.
Approximate round trip times in milli-—seconds:
Hinimum = Bms,. Maximum = 1ims. Average = Bms
(K4-3)
R RE pingil, NI/ RPCHLS5ADR 3GE Hdsib T[] —M2% b, 22 R a) & 5k ADR 3G Hi 4+ IWEBHL &
ST I A B

4.3 JiRBECE S

fanT LLdEWEB 3, Vi 1\ADR 3G H1#3 (L & ST, XTADR 3Gk H#s TR E A 2. ADR 3G Hi#s
ERI\WEBIJC & S ik yhttp://192.168.0.254:10000 (#4378 % fifi 5 3 ] LIS SOt ER P HBIE)

#T T Internet Explorer, 7E#i3ikA% 4% Ahttp://192.168.0.254:10000 4% FEnter. Hi 340 in F4-4 85 5% 5 «
EF R TR EMANE R A" 550", RE Rt 80", ADR 3G H#FH ) ERINH 475 %15 N

“admin”, “888888" (A ELF5I5)
p— Lttt » - " -
KQ ' & http://192.168.0.254:10000 P~rRLX ‘ & 192.168.0.254 1 ‘

[ Login ]
User Name: admin
Password:
Please login again | Login |
(K4-4)
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4.4.1 System Info (RZER)

& h Hp /192.168.0.254:

é‘ﬂ-ll?j ﬂ?ﬁ Letshm, A5 RHWITR, CIEEZUE  400-6560-650

ADAER TECHNOLOGY www.adaer.com

System status and settings

System Info

[# PORT Serial NO 002233445566 System load 0%
[+] NETWORK Firmware Version 6.5 S}:{:\Zem AT 0Day0Hour 14Mind9Sec
[+ FIREWALL
+| VPN
[+ SERVICE
é ;‘%FFIC LAN IP Address 192. 168. 0. 254
3 WIZZARD WAN1 IP Address Close
3 Loc WAN2 IP address Close
? PASSWD WAN3 IP address Dialing... [Refresh]
g Egggg} WAN4 IP address  Close
DDNS Enable ) Disable
DNS 221.12.1.227, 221.12.33.227
Network Mode Gateway
SPI @ Enable
Filter DoS Attack G Enable Disable
Filter IP Attack @ Enable Disable
Sessions 37
Ipsec Tunnel 0
Number

IEETR S IRESHIE (E4-5)
System Information (&%ifsE)

Serial NO (=751 5)

System load (RZCPUHHZ)
Firmware Version ([E{f4<)
System active time ( R4z T [E)

Network Setting Status (W% BIRAS)

® LAN IP Address (3G H 2% 41t IPHbHE)
® WANL1 IP Address GEM TAABETHEBSTOM + EHEEVDOM L H3GEE HE%)

Mttt ¢ B AT AP X BEAA KA 199 5 31 0 1 it 401 = EBi% : 400-6560-650
Rt : www.adaer.com €8 : 025-86621133
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® WAN2 IP Address (ARAfFEAD
® WANB3 IP Address &R T4 AR E T+ EBEWCDMAR £ 113G 8% )
® \WAN4 IP Address (FA#Ef)
® DDNS (B84 hAERE)
® DNS (477X & [FJDNSELFREL (I DNSHiE)
® Network Mode (3GHgH 2% T/ERE)
’é DINAIRIE  tsrm v minys ehaEE0E  s00es00050
ADAER TECHNOLOGY WWW. adaer'com
System status and settings
-E Swatem Info -
+ PORT Serial NO 002233445066 Svztem loac.l 9%
+| NETWORE Firmware Verzion 6.5 f?;teem active 0Day | HourdMind 35ec
+| FIREWALL
+ VPN
+ SERVICE
2| W LiN IP Address 192. 168. 0. 254
5 pTu
3 WITTARD WAN]1 IP Addre=z= Cloze
B Log WAN? IP address Cloze
[E3 PASSWD WAN3 IP address 172.24. 154, 198 (ppp/pppoe} (signal: &)
g OO WANA IF address  Close
LOGOUT .
DDNS Enable .{,.Dlsable
DNS 221,12.1.227, 221.12.33. 227
° Hetwork Mode Gat eway
o RTINS EEIPHL LIRS # A (Kl4-5)
® UiBf:
o Xt BWAN H 2oRDialing..., BHHIEER S ERA IPHbE (i EEWANSETR) , Uil H 2
Bk B
EEEW
WEARWAN MBI O3k S B REEPHbE, (HFTIE R REFT M L, 20T B EQQ, iX A2 T2
i 5 34 BLIIDNS A R ATis Al 1), 1818 B & SCHEMGIDNS . —MEIEH T, B35 E N3G th 2511
Mk, BRI A . s R A REFT N T, 1 DNSIEHCN: 202.102.11.141, HLREfE k.
Firewall Setting Status ([jj kKRR
® Enable (B kBT ERED
® Filter Dos Attack (5 1EDOSX i)
® Filter Dos Attack (Bl 1EIPX)
® Sessions C&EEHD
VPN Setting Status (VPNIRZS)
® Ipsec Tunnel (IPsec B&i&)
® Number (IPsec B¥iE#iE)
® PPTP has assigned IP  (PPTP/ /i HIP)
Metib o R T AR X B KAl 199 5 31 M 1 it 401 = EEi% : 400-6560-650
Rk : www.adaer.com €8 : 025-86621133
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4.4.2 PORT(M%k#EN)

4.4.2.1 WAN Setting (WAN O#% &)

HHEANE ISP,WAN L & £14% Static IP([E %€ IP), ADSL, PPP, DHCP (HZF R IP) PURhAH R 2% 77 K,
SofF A 2280 7 Sl 1 B “ppp (modem) FEHE7. Bl B AL A 4-6

79, DIARTMZ  corwm varmurs GEEE0E 006560650

ADAER TECHNOLOGY www.adaer.com

WAN/DMZ Setting

WAN Settin
[ System Info £
= PORT
&5 wan Chooze WAN Port WAN 3 - WAN Setting PFP {nodem) A
5 Lan
5 wLaw Username: wap Pazzword:
*| NETWORK
+| FIREWALL pptp_Username: pptp_Paszsword: [TT1]
+| YPH pptp_Serwver: pincode:
+
e Band Rate: 115200 Local IP:
*| TRAFFIC
= ot Dial number: Earlek Time schedule: v
{5 wIzzaRD
5 Log AT Strings: ATHZ3Q OF ATHIGDCONT=1, “IP", “UNINET" OK
5 passwp LCP AUTH -
g 55233; Network.Select -
Connection Interval 120 {Range iz between 20z and 120s)
Get DNS from ISP? ) Ho @ TYes
usge COMPress ) Mo @ Yes
Whether to use require _ _ .
dial? @ No (O Yes,Idle time zecond

Whether to restrict

packet =zize? ~ Ho @ Yes, Max 1412 Byte

Bandwidth (kbit/=) Upstream: 500 Downstrean: 2048 MAC Clone:

(&4-6)
fEChoose WAN PortH % £ 75 E i & FIWAN 1, WAN Setting ik £ 75 Bk 7 o ANE R F2R A5 AN
FIBCE: (LS ER AR E)

7 ADR R5X41(EVDO) ADR R6X41(WCDMA) ADR R7X41(TD)
#$ Wan 11| wanl Wan3 Wanl
Username CARD wap Yo
Password CARD wap RE
Band Rate 115200 115200 115200
Dial number | #777 *Qo# *98*1#
AT Strings AT+CSQ OK AT\&D2 OK AT+CSQ OK AT+CREG=1 OK
AT+CGDCONT=1,"IP”,"UNINET” AT+CFUN=5 OK
OK AT+CFUN=1 OK
AT+COPS=0 OK
AT+CGDCONT=1,"IP","CMNET"
,,0,0\;
+CGEQREQ=1,2,128,384,0,0,0,
0,"0E0O","0E0",,0,0 OK

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
Mtk : www.adaer.com f€H : 025-86621133
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PPP (Modem) HiF#RS &R
i 3G LM T 5 &R, IEFmwE 4-7 .

HE: WETEESHISPIRESHCUHE, WISPRATHHR S S8, HEEEH.

Username:H ' 4 Password: #f5
Band Rate: JfF% Dial number: %5 545
Time schedule: & K FF KR AT Strings: ATF45 5
LCP AUTH: AEPMSGESE Network Select: /4% ik$%
WAN Setting
Choose WAN Port WAN 3 A WAN Setting FFP {modem) A
Uzername: wap FPasaword:
pptp_Username: pptp_Pazszword: [TTT]
pptp_Serwer: pincode:
Band Rate: 115200 Local IP:
Dial number: 0% Time schedule: * by
AT Strings: ATHZ3Q OF ATHIGDCONT=1, “IP”, "UNINET" OK
LCP AUTH -
Network Select -
Connection Interval 120 {Range iz between 20z and 120z}
Get DNS from ISP? O Ha @ TYez
uze cCompress ) Na @ Yes
Whether to usze require _ .
dial? @ No ) Yesz, Idle time zecond

Whether to restrict

packet size? ) No @ Yes,Max 1412 Bvte

Bandwidth(kbit/s) Upstream: 200 Downstream: 2048 MaC Clone:
WAN port’ s
- static router
likes

192. 168. 1. 2/24,
wou can fill in
maltiple,

b zeparate them
with =pace.

Static routing

Note: Onee you change DMI/WAN setting, all WAN ports need to zet
again and take effect by rebooting.
(E 4-7)

R UL «
WCDMARS B 387~ i, IR ZSR], ARFE[AT Strings[AbBRINKE A S ZFR T M, X 755
FUHENETUHEZ DA EFR N BB SRR, AATRLER B ik B UNINET B S8 3gnet”,

PPPoE (ADSL) ADSLIkS%#
FUFHADSL, 7ifFADR 3Gt H a1 B NAPELI, A ZM LI AWAN. (A ADR 3Gk H# &
F A WIFI D RE )77 i A e 422 77 20O
Username: H /"4 Password: %15

Static IP ##&IP
ZAfi i Static IP, FifADR 3G HH#s W B NAPHEL, fi AL MZEITWWAN, (HHADR 3GHH
BARHHAWIFIZLAE A= il A i 5 50

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
Mtk : www.adaer.com f€H : 025-86621133
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DHCP shZIPiEds
ZfHIDHCP, 5K ADR 3GHsH#As BB NAPHRA, fFHALMZE O NWAN. (L HADR 3GES H#s

AP ATWIFIDIRE R i F 7 50

APN/VPDNE /K% B i

,é PNiATRIBFE  arwm varmurg aisEE20E 106560650

ADAER TECHNOLOGY www.adaer.com

WAN/DMZ Setting

VAN Setta
B Svatem Info HEE
=/ PORT
B wan Choose WAN Port WAN 1 hd WAN Setting FPFF (modem)
55 Law
5 wLan VEIRERI R FEEER | | Uzername: adaer001 Pazzword: LI
*| NETWORK g
#| FIREWALL pptp_Username: pptp_Pazzword: [T
*| VPN Pptp_Server: pincode:
+
SERVICE Band Rate: 115200 Local IP:
+| TRAFFIC
B 1o Dial number: #08x1# Time zchedule: v
53 wIZZ4RD g
B 103 VISR AERE ‘ AT Strings: =1 0K AT+CS5Q OF AT+CGDCONT=1, "IP*, [T O
[E3 passwD vEInERHEE A OME . |LCP ATTH -
53 REROOT - Network Select
53 LosouT

Connection Interwal
Get DNS from ISF?

use COmMprezs

VLB : 24 Al 2 8 E R 5 M (APN/VPDND £, 75 ZE Bk N I Username (7 44) . Password
L) | AT Stringsib B W-REEALFR, PLKLLCP AUTH GAIEID o KX S HE 5 R - AR
4, Wi E B A, DU Es B ESRECGEIIP L 5 & < 20 BE 19 & I P kil — S Sk
WARBEBAEM, HEBAFKILCP AUTH GUEHD BiR, EEZTEERTBALTN.

4.4.2.2 LAN Setting (LAN Hi&E)
ATLTH AT 13 B ADR 3GIES H #%7~ f IRILAN 1 hk . dn&4-8

" A “ﬁlﬁlhﬂ*ﬁ L2155, NEF W TSR, g E e 400-6560-650

4 ADAER TECHNOLOGY www.adaer.com
LAN Setting
B System Info
-] PORT
B wan
g ﬂl\l LAN (edit) 182, 168, 0. 254 268, 255, 265, 0
+| NETWORK
+| FIREWALL
+ PN [7] Broadcast arp information(Frevent arp cheat} speed £/ (1-30)
+| SERVICE
+| TRAFFIC
= o1y
i
5 passvD
= REBOOT
1= LosouT
(&4-8)
ek« R T AR X B R 199 5 31 i 1 5T 401 = FiE : 400-6560-650
Rk : www.adaer.com &8 : 025-86621133
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ADAER RFIF=R R A

4.4.3 NETWORK (B¥HIIEE)

4.4.3.1 DHCP (DHCP i#8)

LAN E N5 & Hubk 18 B 3/ Be e &, W 4-9.

- A IMiARE

TLLefe5, AES TR, Gl E ZHHE

ADAER TECHNOLOGY

400-6560-650

[ System Info
+| PORT
=] NETWORK
= :
{5 pusapDNE
3 Static Romting
5 vLaw
5 Mac/IP bind

+| FIREWALL
+ VPN
+| SERVICE

+| TRAFFIC
[l )

(5 wIzzaRDp
5 Los

(5 passup
(5 reEBoOT
5 Losonr

DHCP Server

Gateway IP
DNS
Beginning LAN IP address
Ending LAN IP address
LAN Subnet Mask

WB G i Apply”BI A 2K

DHCP Setting

[ZIDHCP Server

[[l4uto apply to the IP which is binded with MAC address.

Gateway IP {optional}
b (optional)
Begirming LAN IP address g2, 1gg. 0. 100

Ending LA IP address  1go. 168 0.200

LAV subnet mask

265. 266, 266. 0

(El4-9

‘)% T JFiDHCP

Auto apply to IP which is binded with MAC address

S WS (Al
JHEDNSHiEE (Adk)

H 2l 4 T L ah Hh ik

H h 4 T 45 Rt ik

H 370 BL -1 PR

4.4.3.2 DNS Setting (BR&BWT/IHEBLEE)

A TR F5h$6 2 DNSARSS 28 bk AN e B A 1% % s A2 ThRE . WiE4-10

- A IMiARTNE

L AEH, AEF TR, CliEEEME

ADAER TECHNOLOGY

www.adaer.com

H 2l T 240 € FIMACHhE

400-6560-650

3 System Info
+ FORT
=] NETWORK
(5 prCP
5 pwsapons
5 static Routing
5 vLan
(55 Mac/IP bind
+ FIREWALL
+ VPN
+ SERVICE
+ TRAFFIC
5 p1o
(5 w1zzaRD
5 ros
5 passwp
{3 REBDOT
(5 Losout

DNS Setting

DNS server 221.12. 1. 227
221,12, 33. 227

(K4-10)

www.adaer.com

ik

Rtk : www.adaer.com

P o T S X SR K AT 199 5 31 18 1 FLoT 401 =

20/45
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ADAER 5= (£ T

DNS Server  Fzhik
DDNS Server
Host Name
User Name
Password

Enable

SERE s “Apply” BRI A A%

BiHA: DDNS(Bha A4 Dhae) 4 R B 2
G ENASIRIUNIP AL 8 A AT AR 55 8% . LI B

KR TIRIBIPLLG,

ST AS AT UG 1) 2% N ADR 3GES HI 2%

4.4.3.3 Static Routing

S RCE A, H7 AT DA E 2 U7 IR I e i

(BB D

Fr e i () g A ME— PR 00 R SR B S B H
W EEASKE, 7{HADR 3G MM H M T, n&4-11

P

IMiARiT Y

ADAER TECHNOLOGY

Static Routing

=

5 Syztem Info
[+ PORT
[=] NETWORK
= pHCE
£ DNS&DDNS
B3 Static Fouting
£ vLam
{3 Mac/TP bind

[+] FIREWALL
[+ VPN
[+ SERVICE

[+] TRAFFIC
£ pru

3 WIZZ4RD
B Loc

3 passwp
£ REBOOT
5 LosouT

Fr Add"BE A E S,

nE4-12

AL, A& AW R, elEEZ e

SEDNSHR S 4%, 3B EFIDNSHR & #e it =41,
MR 75 3 P 3k 3R A3 M ) Bh A8 44 AR 557
N A R4 28 WL
M AR A SR 44
M BSR4 SR 1 2 D
TF I RN SC A T B

HWIPHH%%#?'J*E?EE‘J%%%TPHE%%&L ADR 3G 1 #%

B Uy IR [ € sk As, RIAT

SIBRAE, EME LRI ELE R, H Bk B 4%

400-6560-650
www.adaer.com

Page: 1/0

(E4-11

ik

Rtk : www.adaer.com

B RU T A S X Ak KT 199 5 31 i 1 AT 401 =

FEIE : 400-6560-650

€8 : 025-86621133
21145



.=,5‘mi5mﬂf!l¥§

ADAER RFIF=R R A

ER TECHNOLOGY

,ﬁ IMiARiF

ADAER TECHNOLOGY

LLetedm, NEF AR, laEEZ9E

400-6560-650
www.adaer.com

Add Static Routing

B Svztem Info

=! PORT

3 wan
3 Law
= yLaw

*| NETWORK
*| FIREWALL
* VFN

*| SERVICE

*| TRAFFIC
E= i)

B3 wIzzarD
B Loc

£ passwp
[E3 REROOT
B LocouT

® Destination IP Address H fjIPHihE
® HE N —BEME %1192.168.0.0 Subnet Mask
® T[M&fY Default Gateway

4.4.3.4 VLAN Setting (% & VLAN)

FE UL S35 A R K 7 o

A AR

ADAER TECHNOLOGY

=\

VLAN Setting

=] Syztem Info
*+| PORT
= NETWORK
£ pHCP
{3 DNSaDDNS
3 Static Routing
B vLan
3 Mac/TP bind
*+| FIREWALL
+ YPN
*+| SERVICE
+| TRAFFIC
&5 oo
3 wIzzaRD
£ Loc
{5 passwD
3 REBOOT
5 Locour

M Add"#ENECE S . anikl4-14

L Letéfm, NEF TR, GlEEZHE

Destination IP
Address

Subnet Mask

Default Gateway

(K4-12)

BRI IE T — Bk I 5% v ) I 5 T e

S I R LANI 0 B4 250 R 2 T R, (6 T 408 5578, fEl4-13

400-6560-650
www.adaer.com

Page: 1/0

(E4-13)

ik

Rtk : www.adaer.com

P o T S X SR K AT 199 5 31 18 1 FLoT 401 =

FEIE : 400-6560-650

€5 : 025-86621133
22145



A phiAR
= AR ADAER Z3r= R {#FF

ADAER TECHNOLOGY

,ﬁ PMATRTME  torw var murg GEEE0E 1006560650

ADAER TECHNOLOGY www.adaer.com

Add VLAN

E3 System Info

= PORT

3 wan

E3 Lan Network Address
3 wLan
NETWORK
FIREWALL
VPN
SERVICE
TRAFFIC
5= v

3 wIZz4RD
B3 Loc

3 passwp
{53 REROOT
5 Locour

Subnet Mask

Network Port LAN -

+| |+ [#] [+ [+

(K4-14>
® Network Address 2% itk
® Subnet Mask T L
® Network Port W& 35 [

4.4.3.5 Mac/IP bind (1P #shl-8558)
7 W 5 2% IMac bl 5 1P HihEBEAT 4058 A5 P9 55 X 25 1 s 0 B bt 5 1P hE AT 05, W DA P 3 X 4%

B 15 N FSIPI G, ORAEFE T IP R 22 e 5, T 2l SR S5 1) IE T S 24 A L IEIP 5 4058 FOMACHEME ANFHFT IR, R HE 4
NIZIPHRSS . MACHEE DfE L B H] 4058 —LL B 2 B SUP AR ALIP . 11&14-15

P ﬂTL:hﬁHﬁ L fEH, AES TR, CIEEEME  400-6560-650

ADAER TECHNOLOGY www.adaer.com
LAN IP binding
B System Info Euatie ]
* PORT Binded TP
inde: Bind one LAN 1P address to JAC
= NETWORK 1.1.1.1 00:13:E8:2D:29: 06 +| address, e.g.
3 pice 162, 168, 2. 00:0C: 26 A0:FD: AC
5 DNS&DDNS
3 Static Routing Indicates we bind IP address
3 vLaw 192. 168. 2.2 to MAC address
B3 Mac/IP bind 00:0C: 20: A9:FG: AC. Remember to
Lkeep blank space between the
+
WALEIENTL twa addresses. One entry for
+| VPN each line. Click below ‘arp-
+| SERVICE table” button to display
current IP-MAC status.
+| TRAFFIC i
5o
3 wrzzarp
= Loc [ allow new user
(5 passwD
3 REROOT -SZWE
3 LosouT
(K4-15)
N 2
® FEnable TFJa b2 e Thig

® Binded IP MACHBENL, 7FHPIEE F 5 E (IMACHEFIPHIE . &R 4-17 , F4THEE—A
® ARP table  EorC&40wE Rihk
TEMACHD & FR 38 N AR G0 2 N2 5, M “Save™ fRA7 G 424

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
Rt : www.adaer.com €8 : 025-86621133
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4.4.4 FIREWALL (5 X351 B)

4.4.4.1 Options (B kKEEFF/BET)

£ MU P AR 3 5 EOT R B K BRI, 10 K4-16

,é BIARTIIE  tars varmnrs GEEE0E  s00ss50650

ADAER TECHNOLOGY www.adaer.com

Setup Option

= Syztem Info Attacks Prevention Option
* FORT Filter SYN attack Threshold: pis Filtered : 0
+| NETWOEE
=] FIREWALL [[] Filter UDP attack Threshold: /s Filtered :
B options Filter Ping of Death attack Threshold: nis Filtered :
E3 TimeSchedule X
[ B Manage Filter Tear Drop attack Filtered :
5 Port Manage Filter IP Spoofing attack Filtered : 7
3 Port Map
3 1P Map Precaution on common attacks Filtered :
= :l‘;;ategy [C] Prohibit Ping from external network
+| VPN [ Newly-added cornections/sec/user Maz: (10-40) Filtered :
*| SERVICE [] Maxi concurrent sessions per user Max: (100-400) Filtered :
é Lﬁ_‘unFIC [C] Enable warning log
{5 wIzzARD [C] lan 10M
B rasm L) &5
{3 REBOOT O] mas
5 Losout The center ip:
(Kl4-16)
> Filter SYN Attack: % & idIESYNTd:, M NXXX W/AP. SYNK )8 FDOSK I —Fh, & FFHTCPE)
WOBRRE, JEI RIE KB )R E R, FERCPUNINAEGTIR . SYNIGEHRR 1 ResZma EHL, 38 7] LA 6 H 3,
B7 KI5 X 2 R 45
> Filter UDP Attack: idyi8UDPHy, L B2 sy A~ sy 4> LL B 2 ge 2 18] 4 EORRUDPEE R .
> Filter Ping of Death Attack: idj€Ping of Death¥iii, /& Uiff“FET-Ping”. 1XF@riimid k& i% KT 65538
THRICMPE, A RS
> Filter Tear Drop Attack: idjETear Drop¥ii. %5 FIH UDP@E?EH‘TE Wt REEIEETE P
PmFe /N T — 4R A, mHE B3 = FIPA R Data, HABEE— R, XHLESIHE) 1
IR RGN SRS BGE, A& SBENEL.
> Filter IP Spoofing Attack: it EIP SpoofingXtifi. ZB ANIPEIAR, &MU 77 i+ BN R EVF AT (117 17
FR, WIS E Oy IPH IR R T BN IEE B, IR RRZfE BoRE T HSL M EML.
> Precaution on common Attack: ¥ WIHHFAERTTE .
>  Prohibit Ping from external network: 2% ik A4 4 ping -
> New-added connections/sec/user: [R#il F F7 4570 5 1 % 32
> Maxi concurrent sessions per user: FR#|H P A1
> Enable warning log: )5 H & 24k
itk « P RCTITEIE X BLAACR AT 199 5 31 i 1 AT 401 = FiE : 400-6560-650
K4k : www.adaer.com &5 : 025-86621133
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» The log server address:

ADAER 5= (£ T

G H G R 55 4% ik

> Webserver port: 7 i i B #% BC B 51 195 15
> The ppp heart beat address: PPP#%5 Lkt i

> Thereboottime: BHMFENERNERE (RELNE)E, THRREOBBICAR, HHERENI2/DD

A B A, s Apply” AR

4.4.4.2 HiEWmERE GEALEEEHRE L. T&

|=| FIREWALL
B options
3 TimeSchedule
3 IP Manage
3 Port Manage
3 Port Nap
3 1P Map
3 Strategy
B sp1

[+ VPN

[+] SERVICE

[#] TRAFFIC

B o1U

5 wizzarp

5 Los

5 passwp

{53 REBOOT

(5 LocouT

OO0 ™ E O

e

O

Filter UDP attack Threshold:

Filter Ping of Death attack Threshold:

Filter Tear Drop attack

| Filter IP Spoofing attack

Precaution on common attacks

Prohibit Ping from external network
Newly-added connections/sec/user Max:
Maxi concurrent sessions per user Max:
Enable warning log

lan 10M

GPS

NAS

The center ip:

The center port:

The p_vmmp:

Webserver port: 10000

The log server address:

The ppp heart beat address:

The sms white list: 18652050640
The sms dail up string : up
The sms dail down string : down

The sms dail down bandwidth:

The sms dail down time(secend):

The reboot time (hour): 12

> The sms white list: % B 25 5544 5

» The sms dail up string:

» . The sms dail down string:

» The sms dail down bandwidth:

» The sms dail down time(secend):

Rr AR .

WEME ELIRS

BEME TS

BEE W E

pis Filtered :
pis Filtered :
Filtered :

Filtered : 7T
Filtered :
(10-40) Filtered :
(100-400) Filtered :

(split with blank)

(time of less than bandwidth )

BEE 2 E] A S8 AR T LR BB AE S E Sk

BRI, WHAEERAKN3GRETCITBMESETIR, FERREZEDMEFEERSIH, TN

T

ik ;A R A E IX AR KA 199 5 31 M 1 FLE 401 F

Rtk : www.adaer.com

25/45
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4.4.4.3 TimeSchedule (5 k3% RIBF ]

i v BRI, R A BT e I R R . 417

,é ﬁTL:hTﬂH Tefeim, NEFRWTR, CIEEEZME  400-6560-650

ADAER TECHNOLOGY www.adaer.com

Timetable

=] Syetem Info
+| PORT

*| NETWORE

= FIREWALL

£ Options

B3 TineSchedule
B 1P Manage
EJ Port Manage
B Port Map

B 1P Map

=) Strategy

5 sp1

* VPN
+| SERVICE

+| TRAFFIC
E pru Page: 1/0
(53 wIZZ4RD

5 Loc

5 passyp

(53 REBOOT

5 rosonT

(K4-17)
M add™ MmN . apE4-18

é ﬁTL:hﬂlﬁ TLLetct, AESF TR, CIEEZUE  400-6560-650

ADAER TECHNOLOGY www.adaer.com

Add the timetable

(=] Syatem Info

+| PORT
+| NETWORE Beginning time 00 =} 00 =g

Name

=/ FIREWALL Enable cycle operation Ending time 00 »p 00 =g

=] Options
3 TimeSchedule Week [CMon [T Tue [ClwWed [Thu [CJFri [Csat [ 5un

IF Manage Beginning time 1969 v+ 01 » 01 v 00 v 00 v 00 »

5 Port Manage Enable zingle operation X X
3 Port Map Ending time 1869 - 0l - 0l - ao - ao - ao -

E3 IP Map i
ote:d

5 strat : .
=] SP;a == 1.When there iz emptw, that means no restriction. LApply
2.Cycle and zingle operationsz can be enabled zimultaneously.

+| VPN
*| SERVICE

*+| TRAFFIC
£ pTU

3 wIzzarDp
3 Lo

3 PASSWD
{3 REBOOT
3 Logout

(&4-18)

Name: FLMI4HR

® Enable cycle operation: JF i i ] &

® Beginning time: JT4AHA]

® Ending time: S RN (]

Mtk - R T RIS X BAA KA 199 5 31 I 1 T 401 & FHiE : 400-6560-650

®iik : www.adaer.com f€H : 025-86621133
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A IR

ADAER 5= (£ T

A

Week: W& AEHJL

Enable single operation: JT /5 #.yit%il
Beginning time: JFF a4 a]

Ending time: SE R[]

4 ADAER TECHNOLOGY

R

1. HIEBUNER, RoRAPTIHHR

2. (EIAAEIRAE S AT LLRIN S o

3. 8 UFIS TR G, R I Z R 5
B SERUA i Apply" A 3K

4.4.4.4 1P Manage (IP HH)

N

PRI,
B, INiATRTYIE

ADAER TECHNOLOGY

A

IP Control

[ systen Infa

[+] PORT

[+] NETWORK

[=] FIREWALL
3 options
(3 TimeSchedule

IP Manage

[E3 Port Manage
[ Port Map
3 1P Map
3 Strategy
2 spr

[ vPH

[+ SERVICE

[*] TRAFFIC

5 oo

(5 wrzzarp

5 Loe

5 passp

5 rEBOOT

5 vocout

te
If the

Ho
1
2
a

TR DUE B S LN IPELIP B FRPIRAS o
Q0 BT I S N A U A “add”,

A DiARTIIZ

ADAER TECHNOLOGY

0

Add IP

B System Info

[+] PORT

[+ NETWORK

[=] FIREWALL
[Fa] Options
3 TimeSchedule
B 1 Manage
£ Port Manage
E5 Port Map
5 1P Map
E Strategy

5 sp1

[+ vPH

[+| SERWICE

[+ TRAFFIC

5 1

5 wIzZARD

5 Los

5 passwp

53 REBOOT

5 Losout

7 Single IP

2 IP Group

O IP Section

@ IP or Domain Name

7 B {68 06 B 1P ERIP Bt

segnent or
IP like 192, 1581101
IP address can

Y/ Viran

TEH,

L fEdm, AEF AT, GlEEENE

s 255.255.255, 255,
group (efined by the

92.166.1.15,
one dom

subnet. m
IP

also be

(K4-19

Tz, AEF AT R, CliEEFZ0{E

Hame#

IF Address
Subnet Mask
MAC Address
IF Address
Subnet Mask
Beginning IP

Ending IP

(E4-20)

HAEWAN Setting 1 TimeSchedule NI E SCHTHEIN 44 FR

K 4-19

400-6560-650
www.adaer.com

1

otherwise one

Page: 1/

that is
subnet mas]

one
)

single IF address,

means one IF segment
main name,

e g wmw. google. con

FENKE L. 1E4-20

400-6560-650
www.adaer.com

Click "#" button, you
can choose IP-MAC
address from the pull-
down “arp-table”.

Fill in either of the below 2

styles, . 2. :

A 182,168, 1. 23 B. www. google. com Tou
can fill in max 2000 IP addresses,
which enabling you batch IF management.

(Em)

Mttt ¢ B AT AP X BEAA KA 199 5 31 0 1 it 401 =
Rk : www.adaer.com

27145

FBiE : 400-6560-650
t£H : 025-86621133
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Name: 4R

Single IP : HUlIP

IP Address:  IP#ili: Ay, W ZRE 5138 ik )
Subnet Mask: FM#EHY (255.255.255.255% 7~ —4MP)
MAC Address: 7k

IP Group : IP4l IP Address:

IPHitE Cpiehi s, N E 4R e 51 3R ks

Subnet Mask: T M f5

IP Segment: IPE

Beginning IP: #24A1P

Ending IP: ZEiRIP

ADR 3GigH % % IP or Domain : NamelPEiiH 4, % nJ1H 520005

4.4.45 Port Manage (%gHEH)

S 28 1 45 35 M FOR VR I M3 1 9000, 7 0 o R GG B 1 B AR S AT P, 1 4-21

,é PATRIRIE  tarm vxrmiurg 6gE20E 100656065

ADAER TECHNOLOGY www.adaer.com

Service

3 System Info Default
*| PORT
+ NETWORK 1 NetMeeting 1720 TCP/TDP
=) FIREWALL 2 Q9 8000, 4000, 443 TCE/TDP
3 Options 3 FFTF 47, 1723 TCP/UDP
3 TimeSchedule 4 SN 161-162 TCP/UDP
3 IP Manage 5 NTP 123 TCP/TDF
B Port Manage 6 TDF 0-65635 TCP/UDP
3 Port Map
B 1P Map 7 QUAKE 26000, 27000, 27910, 27960 TCP/UDP
3 Strategy 3 AOL 5190-5194 TCE/UDP
5 sp1 9 INFO_ADDRESS 17 TCP/UDP
+ VFN 10 IKE 500 TCE/UDE
+| SERVICE
: | NextPage |
5= 1o
{53 WIZZ4RD
B Lo
3 passwD
[E3 REBOOT
3 LosouT
(K4-21>

il vh“Default” 2 /R ADR 3G s H ik 4 e B KW FHRE A (8 H A3 0L, siadi“Manual /] B € (i A
JORE A o IR o

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
Mtk : www.adaer.com f€H : 025-86621133
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4.4.4.6 Port Map (3 DI BLE)

S RSP A0 R PR SIS E 2 LS 28 A1 S X 2% 1) — A%@P%mi [FJ i E izt ik b — A INAT B #5308 58 HY S
T, WM TR, B AR N RS BRAE AR IPHLEE

Uity VWL — M PR TE M 48 Ll B AR, MAEEMZ SN AP (Wiinternet LI D IS I 4838 HHE K,
IPsec500/E % K AR LLTE K 21| O 2% 24 FF AL BIX BE1E SR I ik 2% o (BRI %% A 11580 Chttp) #IP#H111192.168.10.2,
A2 BT K Bhttp i KA 22 54 % $1192.168.10.21X & ¥ 4% L.

e 0] LU I Th e 22 P S g7 Webisl 25, Email, FTPZEAR S5 2845 . Wi 4-22

,p Il'll_mﬂl!& Tl AZF AR, CIEEENE  100-6560-650

ADAER TECHNOLOGY www.adaer.com

Port Mapping

[ system Info
+ PORT
+ NETWORK
=/ FIREWALL
[E3 options
3 TimeSchedule
3 IP Manage
3 Port Manage
B3 Part Map
5 1P Map
3 Strategy
5 sp1
+| PN Page: 1/0 1
+ SERVICE
+ TRAFFIC
Bomw
{3 WIZIARD
5 ros
{3 PasEWD
53 rEBOOT
5 LosouT

(K4-22)
TEUE DU R AT DA A CL 2 Wi B A R S BIIRAS o 0 FR IS N3 B e st ity 11175 4 T5“add”

HENWLRCE S, WiE4-23

.é IﬂLll‘\ﬂ"i Léetetmy, NEFRHTR, CIEEZWE  100-6560-650

ADAER TECHNOLOGY www.adaer.com

Edit Port Mapping

= System Info
+| PORT
+| NETWORE
Port Ranges -
=/ FIREWALL
5 options Fange of Mapping Ports -
5 TimeSchedule
[ Manage S
3 Port Manage

B Port Map X
3 IF Map Mapping servers

&= Strategy
B3 sp1 Protocol AL -
+
VFH Note: Ttems with *are mandatory

+| SERVICE
+| TRAFFIC

(&4-23)

FEIE : 400-6560-650

itk © R HUTTEIE X BAR KA 199 5 31 i 1 T 401 =
€8 : 025-86621133

Rk : www.adaer.com
29/45
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Port Range: ADR 3G#%Hi# FBUR ) HYEH 4. 1000 — 1050, i 10004210505 #R 2> #i e ft

Range og Mapping Port: N % o 7 245 B 1m VG Fl 4. 4600 — 4650 (ADR 3G H#% 111000421050
- it 1R R ST 3] P X — 5 B0 45 1) 4600 224650351 H_ED

Server: ADR 3GESH %% IPHihE (—B IS A FIES, ADR 3GHSHI 2 WAN HiHE NESIPH A %8
Mapping Server: PR T Z kL L2 IPHbE . £1192.168.0.5, XFEFR/RADR 3G 4% b At 1145k e b
FIPH9192.168.0.581 2% b Ayxt N 1 |

Protocol: Wi, kB TCPEUDP, i all (allZ&/RTCPAIUDPIH i #R#7 MLk )

SERRINEIE S S, s Apply” 42K

4.4.4.7 IP MAP (IP BRgH)

P N2 AN GE B IR A IPHRE, AT — B FE 4 7 REds \P kb w8 S X 25 i A B B bk, ks 41 TR ) s
(218.18.211.42) B 4L BN — G RG240 IPHitE (192.168.0.5) , kAN P @ 17218.18.211. 425 fig

754 FIF192.168.0.5 % s . W1 4-24

,ﬁ PHiRIRTIR  tons varmnrs GEEE0E  woes60650

4 ADAER TECHNOLOGY www.adaer.com

IP Address Mapping

3 System Info

+| PORT

+ NETWORK

=| FIREWALL
[ Options
5 TineSchedule
[E3 IPF Manage
55 Port Manage
5 Port Map
B IF Map
5 Strategy
5 sP1

+ VW Page: 0/0 1

+| SERVICE

+| TRAFFIC

5 p1o

(53 WIzz4RD

2 Lo6

3 passwp

(5 rEBOOT

5 Locour

(KE4-24)
TEunE4-269 Ree & F B AL IIPIRAL, s T “add” 38 i i U . an&l4-25

P IrlL:hT?lH TLEfetm, AEFRWAR, CIEEFZHHE  400-6560-650

ADAER TECHNOLOGY www.adaer.com

Add IP Address Mapping

B Syatem Info
+| PORT
+| NETWORE

= FIREWALL Server IF Addresss+
E3 options
[ TimeSchedule
B 1 Manage
23 Port Manage
E3 Port Map
g gr]:tal;gy Mapping Server
3 sp1

+| YEN
+| SERVICE
+| TRAFFIC

=il

53 WIZZ4RD

5 LoG

[E3 PasSYD

3 REBOOT

5 LoGouT

(E4-25)

b ;B RTINS IX BAR K HT 199 5 31 18 1 LG 401 = FBi%E : 400-6560-650

Rt : www.adaer.com

€5 : 025-86621133
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ADAER TECHNOLOGY

® Server IP Address: ADR 3G H 23k B WANHEHE
® Mapping Server: N M 75 Z 4L 1P L

B e UG M Apply" A XL

JE: ADR 3G 28 i AL LS8R, BRIk S IPHhE#A AT RS & AL Be3s, WAN KPS i CLAC B A 5
TR ED 2 5230

4.4.4.8 Strategy (B KEZ5RES)

B35 K S AW T AR I B, 344, SCPF R SRAF AR AT NIRRT I3 5 o 2% 22 2 (R FH RERS - W28 il LU
PG R R AP, H AP RNIP MRS, JF kg R AR MP R 7 &R Kbk e M
[JREIIIE 5 BCH BT B KBS R DR 7 B LE i A Internet iR 7 1)

ST IR 2% U5 RIS, 20, B SO RN BE R BRSO, B A DY 26 BRI KA 2K
LB E SCHRIN 7K A0 3 DG 2% R

MLANZIADR 3G H #% HTTP AR 55 A& 7Kzt R v 1)
MLANIE K [IDHCP IR 45 A2 7K 32t o V1

MLANT S RIDNS AR 45 42 7K 3T fo YR
MLANZI|ADR 3G H #% (1 Ping Aj 45 4 7K 328 78 1 1)

U E IR, wEl4-26

H,é‘ﬂﬁlﬁﬁ'\ﬂﬁ L 4efeim, AEF TR, CliEELZME  400-6560-650

ADAER TECHNOLOGY www.adaer.com

Packets Rule

=] Syztem Info

+| PORT

+| NETWORK

=| FIREWALL
=] Options
3 TimeSchedule

IF Manage

3 Port Manage
3 Port Nap
5 1P Map
=] Strategy
5 se1

+| VPN
+| SERVICE Page: 0/0 1
*+| TRAFFIC

£ p1o

3 WIZZARD

3 Loc

3 passyD

{3 REBOOT

3 LocouT

([54-26)
il add” ST A S . W E4-27

b ;B RTINS IX BAR K HT 199 5 31 18 1 LG 401 = FBi%E : 400-6560-650

Rk : www.adaer.com €8 : 025-86621133
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é -h— I hﬂia Léeteh, AEFRHAR, CIEEEZWEH  400-6560-650

ADAER TECHNOLOGY www.adaer.com

Add Packets Rule

=

3 System Infao
g e Enable

NETWORE
BEFIRE]“LL Serial Nox ({The smaller Serial No, the higher priority it has. )

Options .
B TimeSchedule Log Idemtity (Giwe a specific name for the log, the maximum length iz 20 characters)
IF M : _ - . _
B Porta;:rg\:ga Content Filter @ Packet () Domain name () Nonstandard HITP request (O File suffix
g Part Map O Block Q@ ) Block MSN () WEB L0G
xplain: 1. omain name” can be conplete or partial. Can fill in seweral ones, separate them wit o
ngmfp Explain: 1. “D i b 1 ial. Can fill i 1 h h blark
o onst andar request” can filter some application not http compatible throug port.

5 sp;a — 2, "N dard HITP - fil licati I ible through 20
= 3. “File suffix”, you can fi1ll in formats like #. bat #.exe #.doc, szeparate them with blank.

VPN
[¥] SERVICE Direction LAN-3WAN ~ LANIP Select + ' External network IF Select - giigi
[+] TRAFFIC . . barttom,
& Service Select w '\ IP type Select »  Bandwidth Control kbit/= jump to
[F3 WIZILRD relative
5 106 Timetable Select v P

zplain: 1. Bandwidth control: =zet the maxi bandwidt or per . packets exceed wi e prohibited.

gmsswn Explain: 1. Bandwidth 1 hy bandwidth ® K d will be prohibitsd
= Eggg¥ 2. Timetable: =zet the time range during which the rule iz applied.

3. It will be no restriction for non-szelected items.

FPass: allow packet’ s pass through, no log occures
Deny: deny packet’ s pass through, no log occures
Pazshlog: allow packet’ = pass through, log occures
Denyhlog: deny packet’ = pasz through, log occures
WAN1-WiN4: pa=s through one specified WAN port

When comply with above conditions (rules)
Paz= -

Ttems with xare mandatory [&pply |
(K4-27
Enable: &I )H
Serial No: #E&T5 (5 S8/, RAegBED
Log Identity: HE&EbRIR (AT K20 7 BonE H &, RoRI1ZHEIE)
ADR 3G 1 8% £ 51 T\ HEVDO L4 % 1 88 F Content Filter: i JE N R F R H, HRAE 75 1L I8 1 P 2535 06 I 1 2 100
Packet: #i#it
Domain name: 4, 4 0] DUAS BB MM IHS —85, —RAILUEE 2%, AKX 5.
Nonstandard HTTP request: A Fx#HHThttp request
File suffix: XCfF)E484, Wi*.exe\*batZs, —4rHafHELA, HTHKX 5.
Block QQ: BH1EQQ
Block MSN: [H1EMSN
WEB LOG:H a3 M 7T H &
Direction: i k% %% 75 7]
LAN IP: P W
External network IP: #1#WHhhi-
Service: k%
IP type: IP2E7
Bandwidth Control: 7 %% R #1
Timetable: 0 i [a] it &
When comply with above conditions: 4L E 4F FIRIEDUS, EEHBATHI.
Pass: {17
Deny: #H4s
Pass&log: AT Hic AH &
Deny&log: fE4EFFIC AN HE

Mttt ¢ B AT AP X BEAA KA 199 5 31 0 1 it 401 = EBi% : 400-6560-650
Rt : www.adaer.com €8 : 025-86621133
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4.4.4.9 Spi (Stateful Packet Inspection £RZAEIE ALK EL B k35

TRiEE A EANER S B (AR ER 7 (socket pairs): W HbHE. B A3bhE Y5 DR H A3 0, PSR, TCP
PP BOERRR A RIS DA% ) JEAT ARG A 1T 0 7 2 75 Sl e B (I B kB o "k T BB 58 B ] PR i e B K B P
R TAESS, IOTEH O N AR gE— AN ERESE DR SR, Lol e R ki B A R 24t . Wnikl4-28

\é Il'll_:hﬂﬁ L&fEm, AEFHHTR, CIEEEZWE  400-6560-650

ADAER TECHNOLOGY www.adaer.com

Session Table

[ system Infa Find:

+ PORT

+ NETWORK

| FIREWALL | tcp ESTABLISHED 192. 168.0.100 1449 110. 75 166, 32 443
[ Options 2 udp 172,24, 164. 198 2064 221.12.1. 227 53
5 TineSchedule 3 tep  SYN_SENT 192. 168. 0. 264 3810 113.97. 219, 180 7T
3 TP Manags 4 top  TIME_WATT 192, 168.0. 100 1482 192. 168. 0. 254 10000
3 Port Manaze

¢ 5 tcp  TIME_WATT 192, 168.0.100 1493 218. 104. 90. &3 80

3 Port Nap
£ IP Mep 6  tcp SYN_SENT  192.168.0.254 3078 113.97. 219. 190 777
3 strateey T tcp ESTABLISHED 192.168.0.100 1484 192. 168, 0. 254 10000
B sr1 8 uip 192. 168. 0. 100 4000 112,95, 241,94 8000

E Al 9 tep  TIME_WAIT  192. 168.0.100 1491 192. 168. 0. 254 10000

+ SERVICE

+| TRAFFIC

B oo

5 wIzZ4RD

Ch :

g g_g;gg]; Page: 1/1

53 LocouT

4.4.5 VPN (VPN % &)

4.4.5.1 |PSec (IPSec B¥i& 2 544P)

AR AN [ B 2 FH SR AT B A L AIVPNIR 548 . “% iy “HR g sy % P S B4 IR 5547

-\é Bﬁlﬁﬁ'\ﬂﬁ T4l NEFRWTE, CIEEEZNE  100-6560-650

‘ ADAER TECHNOLOGY www.adaer.com

VPN Setting

E3 System Info
+| PORT

+| NETYORK

+| FIREWALL

= VPN e i @ Client () Server () Server of client software

B3 1PsEC

53 IPSEC status

53 prIP

[E3 PPTP User Hetwork Setting
+| SERVICE

+| TRAFFIC
B3 p1u [ Support ¥PH twmel transmit

3 WIZZARD

(23 REBOOT
3 LoGonT

[] ¥irtualizes VPN user az local IP

Dizplay Cormection Status ]

(E4-29)

b ;B RTINS IX BAR K HT 199 5 31 18 1 LG 401 = FBi%E : 400-6560-650

Mtk : www.adaer.com f€H : 025-86621133
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YADR 3GEEHBIEANVPN  IPSECHE FHRET

ADR 3G H#:E N P i & £ 8 He4E 2 FIVPNAR 5 8%, 3/ VPNBEIE
P Client”, riii“Add VPN Setting”, #EAN&E . 1&K4-30

=, A MARRIE  cuorw varmurs EE20ME 1000560650

ADAER TECHNOLOGY www.adaer.com

Add Client's VPN Setting

(3 System Info To succeed VPN cornection,
+| TORT User Name (LAN ID) (none} Uszername (ID) and password must
be szame az the Server assigned.

+| NETWOREK Local LAN
Select INPUT T We suggest use Username (ID) like : clientl.wpnll.com
+
B AL IP Address
=/ VPN

{3 1PsEC Subnet Mask
Hote:

3 TP3EC status

& EPIP Remote IP or Domain Name In VPN, routing iz determined by
=) subnets’ s IP addresses. So the
FPTP Uszer Remote LAN Select NPT - subnets’ 2 IF addresses can’t he

+| SERVICE conflict with each other, or
#| TRAFFIC IF Address with that of the serwver.
g DT Subnet Mask

WIZIARD
5 Log Password
3 PasswD
(53 REBOOT
5 Losout

Sawe/Apply
(}#4-30)

® User Name (LAN ID) :VPNJR%%: Fi% B 4

) Local LAN:
Select: #%E&+% Input(fi N\ —NREL)
IP Address: ADR 3G Hi# LANCIHLERE: (ADR 3G H#s Ak, %1192.168.0.0)
Subnet Mask: M (ADR 3G 188 A1 M 65)

® Remote IP or Domain Name: VPNJRZS 25 1PHbE B85 4
() Remote LAN
Select: EFEWN—A"
IP Address: VPNJRZ#sLAN PRI EE (%1192.168.10.0)
Subnet Mask: VPNARSS #$LAN - ® f#E7L
® Password: VPNJRZ 2 Fi% & 56y
® Advance: mZikHE, AW EVPNER, hn#rE
SEM EARECE G, Mdi“Save/Apply” K.
FER:

FEVPNRIZEH, T DEZ AN FRERRE—E, B TR 20 . A DUTE & VPNR S SHZE
HHITPIABER R, BAEESVPNARS SR T M R .

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
Mtk : www.adaer.com f€H : 025-86621133

34/45



= A DiARTE ADAER 1= R (EFIE

4 ADAER TECHNOLOGY

MADR 3GHH2/EAN IPSEC  VPNARSSRuHET

ADR 3G H#3 1 /E VPN AR &5 280, 1B EVPNE P w7188, 1E#E“Server”, riifi“Add VPN Setting”,
HANE . an&4-31

,é‘ Bﬁlﬁﬁ'\fﬁﬂﬁ T HfEm, AEFP TR, CIIEEZME  1400-6560-650

ADAER TECHNOLOGY www.adaer.com
Add Server's VPN Setting X exit

5 system Info User Nams (Remote To succeed VPN commection, Remote Username (ID) and password must be same az the Client assigned.
+| PORT hiD) We sugzest use REemote Username (ID) like: client l.wpnll.com
+| NETWOEK
=p— Lec=DCE Select  INFUT v For dymamic IP, no need to fill in IP address.
= IP

EVFN Address ot a:

=l %gggg tat Subnet In WPN, routing iz determined by

= PRTP sratus Mask subnets’s IP addresses. 3o the

Remote TP or : - subnets’ s IP addresses o an’t be

5 PPTP User Domain Name Dymanic IP conflict with each other, or
+ SERVICE with that of the server.
+| TRAFFIC Remote LAN Select THPUT -
& oo
5 WIZZARD I
5 Log Address
5 passwp Subnet
3 REEOOT Hask
5 Losour Pazsword

(KE4-31)

® User Name (Remote ID) :ERVPNE i F2ES [ ' 44

® |ocal LAN:
Select: EFHIN—
IP Address: ADR 3G##H#s LANIHiER B (ADR 3Gi## i #s A, %1192.168.0.0)
Subnet Mask: 7MY (ADR 3G H &% A1 1 W #Efi5)

® Remote IP or Domain Name: VPNZ /7 iglPHhik sl 44 (— B ol N ik $#Dynamic IP)

® Remote LAN
Select: EFEMN—A", BUEFFAAG WECE F "
IP Address: VPN% /L AN ITIPREL (411192.168.10.0) . tnSelect ik FAH W EXIP Tt AN .
Subnet Mask: VPNARS#5LANH T MHERD . anSelect e FAAA WX B & 7 i | L AN I

® Password: ZERVPNZE i FIEE 126

® Advance: M E, AR EVPNER, N rE

SEM EARECE G, Mdi“Save/Apply” K.

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
Mtk : www.adaer.com f€H : 025-86621133
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4.45.2 IPSEC status (vpn IRZ)

HENDCTUHE, BT AN 2487 VPN R AFERIR S . Wi 4-32

219.133.64. 142 192. 168. 0. 0/255. 255. 255. 0 192. 168. 10. 0/255. 255. 255. 0 Connected 0

(&4-32)
® Remote LAN IP: X} J7LANIIP
® |ocal LAN:AHLANHIP
® Remote LAN Subnet: %77 LAN [0 M f#Efi5
® Status: EFIRE
® Comunication Packets Amount: 815 #4E

4453 PPTP (PPTP JREBIREEE)

EIZEN, AR P RS IEIT Microsoft Windows NT TAEuh. Windows #:1E R4 UL B3 m%) fith
W RS =V AT NG, HEETRSENAH ISP, 3#id Inter ff net L4 HEER A TN, 1K 4-33.

== A MARTIE  tonw var murs GEEENME 4006560650

ADAER TECHNOLOGY www.adaer.com

PPTP Setting

=] System Info
*| PORT
+ NETWORK
+| FIREWALL
=| VPN
3 1PSEC
3 IPSEC status Begining IP

3 pPTP
3 PPTP User

+| SERVWICE Ending IF
+ TRAFFIC

B p1U
3 WIZZARD

£ Los

55 passwD

{53 REEOOT

£ Locour

[[|Enable PPIP

(&4-33)
® Enable: JFJiPPTP
Beginning IP: ZrACZEPPTPE F it H P IAZ 4R 1P
® Ending IP: SIICLEPPTP% - i F - I 45 1P

WE e A s Apply £ AL

b ;B RTINS IX BAR K HT 199 5 31 18 1 LG 401 = FBi%E : 400-6560-650

Mtk : www.adaer.com f€H : 025-86621133
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4.45.4 PPTP USER (PPTP AR5 P B RN E)

FESETTI A, AU AS & B A IPPTP AR 55 smit e AR H .
WA G WA IR I, T AEMLAEXT PPTPZE i F 7 B S AE R AL & . W Kl4-34

WARKE G R EEAPPTPRIRS N, TRRMAN—INE WikE, HATEXHPEENEE EKPPTP
ks, WEBAIL: 4.4.5.5/,

é ﬂ-lL:hT!IH L%, AEF AU TR, CliEEEZME  400-6560-650

ADAER TECHNOLOGY www.adaer.com

PPTP user

B System Info
+| PORT
+| NETWORK
*+| FIREWALL
=] vEW
£33 1PSEC
[E3 IPSEC status
3 prTP
3 FPTP User
+| SERVICE
+| TRAFFIC
B p1U

g \'L%éZERD Page: 1/0 PrevPagze ] [ HextPage ]
[ passwp
[E3 REROOT
[E3 LocouT

(&4-34)

fEWNEA-34, ATDVER A BN, ErEE Al Add BE A VEREC E A, AT . (AnE4-35)

p ﬂL:hTﬂH T fesm, NEFAHTR, CIEEEZME  100-6560-650

ADAER TECHNOLOGY www.adaer.com

Add PPTP user

B System Info
+| PORT
+| NETWORK
+| FIREWALL
= VPN
53 1PSEC
23 IPSEC status

5 PP Static IP
B PPIF User

+| SERVICE

+| TRAFFIC

= o1 Note: "Static IP" is optional item, meanz will be assigned the static IP if you select it,ensure it in the PPIP allocation range.
3 wrzzARD

B Los

(3 passwp

Uzer name #
Paszword o

Confirm pasaword P

(53 REBOOT
153 LogouT

(K4-35)

® User Nname: &/ umidEdi 4 N FI 4
® Password: & dEE AN B D

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
®iik : www.adaer.com f€H : 025-86621133
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® Confirm Password: i\ %1
® Static IP: AiEIT AL ZH e E — DNESTIPHAE . % 85 FEPPTPAF K 345 [ 52 frIPHidE .t
WA, RS 2GE L —F RS MIPYEREITR B 3 A H P4 meIP.

4.455PPTP B MRS EE (G T PPTP RE&IHANIEA AT #EH)

HLR A2 S L PORT, Sy NI WAN, N B s

? ﬂ-IL:hTﬂH Léeteim, NE/S W TR, CIEEEZIE  400-6560-650

ADAER TECHNOLOGY www.adaer.com

WAN/DMZ Setting

WAN Settin
=] Systen Info 8
= PORT
B3 wan Choose WAN Port WAN 3 A WAN Setting PPP {moden) A
5 Lan
5 wLan Username: wap FPazsword:
+ NETWORK .
PPTPEE iR PEANED ; .
+| FIREWALL o] » pptp_Username: pptp_Password: sene
+| VPN PRTRARSE St | pptp_Server: pincode:
e
+
S Band Rate: 115200 Local IF:
+| TRAFFIC
5 1w Dial rumber: *H0# Time schedule: v
(5 wIIzarp
5 Loc AT Strings: ATHC5G OE AT+HCGDCONT=1, “IF”, “UNINET" OK
5 passwp LCP AUTH -
g ﬁgg% Hetwork Select -
Comnection Interval 1z0 (Range iz between 20s and 120=)
Get DNS from ISP? O Ho @ Yes
uge COMPress O Ho @ TYes
Whether to use require _ _ .
dial? @ No (0 Yes, Idle time zecond
Whether to restrict = _
packet size? O No © Yes,Max 412 Byte
Bandwidth(kbit/=) Upstream: 500 Dovnstream: 2048 MAC Clone:

BCE Ui HA:
Bt E, BB pptp_Username(F /7 4). pptp_Password(%$12). pptp_Server(H:0oiii IP), HABR &
A E NS, WETZ )G, BHIHAE F R Apply, (RF2E, WHER, PPTP BLEEHK.

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
Rt : www.adaer.com €8 : 025-86621133
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4.4.6 SERVICE (RZR%EE)

4.4.6.1 Time Setting (IHEJ# &)

? ﬂﬁll_:hﬂﬁ TLLeted, AESBWTR, CIIEEZWE  400-6560-650

ADAER TECHNOLOGY www.adaer.com

Time Setting

B Syetem Info
+| PORT

NETWORK Week Day

+ Momth Tear Clock
+| FIEEWALL Thu 1 - Jan = 2010 - 00 =, 61 =, 32 =
+

o
SERVICE

£ Time

B cLr

(] Upgrade [[1Enable

g g:zz?ﬂﬁe CECEE Hostnane/hddress time.windows. com Time Zone GMI+E -

| e
£ oo

53 WIZZARD

3 Los

5 passwD

{53 REEOOT

£ LocouT

4.462CLI (4T LTE)

FESCAAEH I AT HLADR 3G I #8 PC AT IILINUX A 2, AT HIA42H: ping. route. free, ifconfig. 1]
4-36

v ﬂTL:hT!lH TEMEHm, NESHWTR, BIEEENE  1400-6560-650

ADAER TECHNOLOGY www.adaer.com

Command Line

=] System Info
+| PORT

+| NETWORK

+ FIREWALL

* VPN Input command lines
=| SERVICE

gor
B cL1

B Upgrade
53 Backup/Restore
23 Reset

+| TRAFFIC

E p1r

53 WIzzaRD

53 Log

3 PassWD

3 REBOOT

[ LocouT

(4-36)
N 5 i di“Execute commands”, B A& E B A HATEIIEE .

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
®iik : www.adaer.com f€H : 025-86621133
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4.4.6.3 Upgrade (RGHAH)

DU, 7% ADR 3G B #3372, Wil 4-37

IMiARiFa

ADAER TECHNOLOGY

yiibuNlia

A

L teh, NE/ HHTE, ClEEHiE

0

System upgrade

£ Syatem Info
FORT
HETWORK
FIREWALL
VPN

SERVICE
3 Time
B cor
=) Upzrade

3 Backup/Restore
3 Reset

*#| TRAFFIC
£ p1o

3 wIzzaRD
£ Loc

3 passwm
£ REBOOT
B Losour

+
+
+*
+

EiLae

File name:

(K4-37)
MR, EPEADR 3GHE HH AT N AT L, T “Upgrade”
SR E BRI IR .
FRERG, RGBT BER B &, TERE R E— P T R E
R SO R A T A F R B 2R 15 T
FHRJEEERAT — IR ) BRMERE, W72 5 A e S BT .

THETH . THRERE

’

4.4.6.4 Backup/Restore (ELEZHKEMIKE)

FHBHCUE, IRFARE, TRRENSHYE. K4-38
A IMiATRTd T

ADAER TECHNOLOGY

400-6560-650
www.adaer.com

AL s, AES TR, Gl E £ HE

=

Backup/Restore Config

3 System Info
+| PORT
+ NETWORK
+ FIREWALL
+ VPN
| SERVICE
5 Tine
& cL1
5 Upgrade

{5 Backup/Restore
Reset

Download config file :backup.vpn

File name:

[Rostore |

+ TRAFFIC
= o1

5 VIZIARD
5 Lo

5 passyD
I53 REBOOT
5 LocouT

(E4-38)

400-6560-650
www.adaer.com

i E3-50 Bl 1T L

(AT RETCVAIEH AR MBS O, 185 i Ik R 42 .

Mk o B T AR X BLAACR A 199 5 31 E 1 1T 401 =

Rk : www.adaer.com
40145

FEIE : 400-6560-650

€5 : 025-86621133



=, A IR

4 ADAER TECHNOLOGY

AR NSO, i “Restore” NS B B U
Rii“packup.vpn” il L3 H M BT RS B EC & .

4.4.6.5Reset (JkEH] #E)

AWRINERE M) W HE.

ﬁ{f—‘
Mik‘Reset’fi, #ofth REWKE T W ERIRE, ‘B’ FlRS&E S B E . 11K4-39

é I]ml_ I hﬂii LLitetp, AEF TR, CIEEZUH  400-6560-650

ADAER TECHNOLOGY www.adaer.com

Backup/Restore Config

[zl
5 Syztem Info
[+ PORT
[+ NETWORK
[+ FIREWALL 3= Finkor 1=} = [}
[+] VPN
[=] SERVICE

3 Time
5 Wi -
B3 Upgrade you set before, are you sure?
3 Backup/Restore

Feset .

P .
| Warning:

&' 1f you restore to factory defaulty, you will lose the configuration

[+] TRAFFIC —
£ pru nE l l
3 WIZZ4RD
B Loc

3 passwp
£ REBOOT
5 LosouT

(&4-39)
HE: “HEWKE)G, ADR 3GHHIZ AR E M) BOARE, FRHELIRT R B E T

ADAER 5= (£ T

2h)E, BRAECE S HUEWANS (HIWCDMA) , W& AT 2 FOWCDMARS i 28, B el B~ B, g

ERZ AN E RS R S T RS E, ARSI EESH L B R E AU .

BRIMH P4 admin

BRINE %10 : 888888
BRiAIPHiSLE: 192.168.0.254: 10000
RN T PIHERY: 255.255.255.0

k.
BAFL (FE RJI-45 195530, INHEIEH T 4% 10 FPRIAT B0 H | BRIABLE

Mk R A TR X SRR AT 199 5 31 i 1 FLT 401 = EBi% : 400-6560-650
Rt : www.adaer.com €8 : 025-86621133
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4.4.7 TRAFFIC iE%&E

4.4.7.1 IP Flow Control (IP i E%H)

fERR RS S H RS, Wb bR B IR AR nT IS RE, A RSB, M E N 215 2 R - X
%Eﬁﬁﬁ%ﬂa‘z%ﬁ$ﬁiﬁéﬂmiﬁu, FE T I 7 KBS 125 AN W 4 e i B A T4 ], AT 5 L R N Bl P o R
Z YR, EE R A T DAOORIE P R S O &R, WiE4-40

P ﬂ-IL:hT!lH T &efem, AEF TR, CIiEEEZNE  400-6560-650

ADAER TECHNOLOGY www.adaer.com

IP Flow Control

=] Syztem Info

#| PORT L O

+| NETWORK 2 L]

+| FIREWALL

+ VPN 3 O

+
EEEVIGH (Note: gueus management will lower the system =

=/ TRAFFIC . performance, if wou need minimum upstream / downstream
B IF Flow Conmtrol Enable queue management: [ bandwidth for WAN ports, set them in shead, then reboot

5 pTo the router to effect queue management setting. )

3 WIZILRD Maxi bandwidth (When queue management iz not enabled, ONLY can set

5 Los Flow control type: Waximum Ban@i@ifi ¥ povinum bandwidth here)

{5 passw

53 REBOOT

{5 LosouT

7 e B 57 P\ 7 LR AR R 45 1P AT 25 TRIP, KE%‘JE’JtﬁFﬁﬁ TR, A %Enble. M “Apply” Rl
3

4.4.8 DTU (DTU ZhE8)

i JADR 3Gi#% tds LIRALHIHITHT, ADR 3GH thas IRt DTULIRE . I8 b ThRE AR R AT 8: 1 _E i %cdls
B A TR E k. DR R E I B E R A S s . iZZhRERT I TR REAUR, PLC.RTU, =155
# L e B E Wt . ani&l4-41

FEMONIESL TR, 75208 ADR 3G s B B K5 B I BC BN 2545, BLYRADR 3GES H#8 1B K A4
7T E SR . ADR 3Gt S 1B K BAR SRR, ES BT U . B TP ke, R R
# (A P e ZL o AT R A

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
®iik : www.adaer.com f€H : 025-86621133
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S)>

Il'IL:hT!IH LM, NESRUTE CEEENE 1006560650

ADAER TECHNOLOGY www.adaer.com
dtu config

=] Syztem Info

*| PORT [ start

+

IS COM SETUP

+| FIREWALL

+| VEN baudrate 9600 -

+| SERVICE parity none -

+| TRAFFIC

= pru databits g -

R Ch: t t f dt t

B Loc Flush char (h:;aiaii:) o enforce send to ne

3 passwD

3 REROOT Max Characters befer send to net

3 LocouT s e (<1024)
timeout flush Max Timeout to flushimicrosecond)
cloze ppp ztring for close wanl ppp dail
ztart ppp ztring for star wanl ppp dail
NET SETUP
Corcrert mode @ transparent ipcomm
IP mode @ teop O udp
local port local bind port
zerver addr adaer. 3322, org
zerwer port s000

(KE4-41)

® Start: A& /EDTULNRE
® COM SETUP
Baudrate: i [1ZE#E# A (77LLi£9600. 19200, 38400, 115200)
Parity:  #H B (none N7, oddN#HE:H:, even iHALH:)
Databits:  ##i#f7  (A[LLES. 6+ 7. 8)
Max char: i K7
Timeout flush: JEEEFEFE] (PP )
Close PPP: XHPPPILS
Start PPP:  JFEPPPiLS
Convert mode:  {&425%
Transparent: % &40
lpcomm:  IPf&4
® IP mode: &%l
Tep:  JEFETCPJ
Udp:  &#UDPJ; i{

® Local port: ADR 3G Hi a8 FH it A i 11

® Sereraddr: LIRSS A HLEE

® Serverport: RO RS AR R

o LK.  WE LBkpingfIsiER CALFD)

Mtk « R T ARSI SRR 199 5 31 1 1T 401 = E}E : 400-6560-650
Rt : www.adaer.com &5 : 025-86621133
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4.4.9 WIZZARD(# B |5 §)

73‘ PiATRRIR  tonw vermurs iEE20E 1006560650

ADAER TECHNOLOGY www.adaer.com

Wizard Setting

B System Info
PORT
NETWORE

= Fotes
+
+| FIREWALL
+
+

1 This Wizard zuides you for the basic settings

Z The zettings will mot take effect until the router rehoots
VEN

SERVICE
=| TRAFFIC
53 IP Flow Control

23 REBOOT
3 Locout return next

(K4-42)

W BB )T, R DU R e R E T R A E . R next i R iR

4410 LOG (R4 HX)

ADR 3G H#s R4t HEBEF UM, B HEBE AT L T ik RS TAEIRES A B HE Rt . anikl4-43

A B-lL:hﬂH L Lefesm, AEFRWITR, CIIEEEZME  400-6560-650

ADAER TECHNOLOGY www.adaer.com
Syslog

3 System Info
+| PORT Display lines200 | ONLY display with
+| NETWORE
+| FIREWALL Jan 1 00:11:46 root: #C5Q: 2, 110°M
+ VBN Jan 1 00:11:46 pppd[2332]: pppd 2.4.4 started by root, uid 0
- Jan 1 00:11:47 chat[2334]: sbort on (BUST)

SEG Jan 1 O0:11:47 chat[2334]: abort on (N0 CARRIER)
+| TRAFFIC Jan 1 00:11:47 chat[2334]: =end (AT+HCSQ M)
E=if Jan 1 00:11:48 chat[2334]: expect (CK)
3 WIZZLRD Jan 1 00:11:48 chat [2334]: ATHIZQ'M'M
£ Lo Jan 1 00:11:48 chat[2334]: +050: 2, 110°M
3 passwD Jan 1 00:11:48 chat[2334]: "M
[E3 REBOOT Jan 1 00:11:48 chat[2334]: 0K
3 LoGouT Jan 1 00:11:48 chat[2334]: — got it

(E4-43)

® Display lines: 7 Z R R HEATH, H&K120017. WfEAS, PREE=mA WA, RS H SRS
® Only display with: &1} &R
i N5 fidiRefresh& & .

MBAIE ;R T AR X B R AT 199 5 31 M 1 LT 401 = BEiE : 400-6560-650
Mtk : www.adaer.com f€H : 025-86621133
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ADAER 5= (£ T

4.4.11 PASSWD (% B P #%15)

TEUC T B 08 & S 205 . BN SN : 888888, WiE4-44:

v Il'll_:hﬂlﬁ Toeteim, NES WG R, 6liEEZUE

ADAER TECHNOLOGY

400-6560-650
www.adaer.com

Modify Password

[=] ADR-R6641
E3 system Info
+| PORT
+| NETWORK
[*] FIREWALL
* VPN
*| SERVICE New Passwor. d

#| TRAFFIC
£ p1U

[ WIZZARD
3 Loc

[ passwD
(23 REBOOT
5 LocouT

(K4-44)
By BT B I A — IR S Ui “Save IR 1T«

4.4.12 REBOOT (EEKH®E)

fEADR 3GHH#EM S H )G, RAFER G4 MM E, @it
SHEE. WE4-45

Nicrosoft Internet Explorer @

) ? Are you sure to reboot?
\‘

L= | W

(&4-45)
MIFREBOOT/G, S 44 F B AT IGHE, #f€ /5 &I IR E S

4.4.13 LOGOUT GBHIALE A1)

MIESERADR 3G HAR ML E 5 & F 5, @i i dB H#/E St . wE4-46

Nicrosoft Internet Explorer g]

\:.’ Ensure Logout

[ omE || B

(El4-46>
e, 1B RS .

T Al 5ADR 3G HH 283 1T &

itk © R USRI SRR AR 199 5 31 i 1 #LoT 401 =

Rk : www.adaer.com
45145

FBiE : 400-6560-650
t£H : 025-86621133



