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config dotlx quiet-period <0-32767>

‘ config dotlx quiet-period <0-65535>
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config dotlx re-authentication period
<1-32767>

config dotlx re-authentication period
<1-65535>

config dotlx server-timeout <1-32767>

config dotlx server-timeout <1-65535>

config dotlx supp-timeout <1-32767>

config dotlx supp-timeout <1-65535>

config dotlx tx-period <1-32767>

config dotlx tx-period <1-65535>

config dotlx pae force-logoff mac <usermac>
{port <portno>}*1

config dotlx pae force-logoff mac
<address> {port <portno>}*1

config isp-domain <domain> accounting
config-server id <id> type [ primary|multi
| backup]

config isp-domain <domain> accounting
config-server id <0-4> type
[ primary|multi |backup]

config isp-domain <domain> authentication
[add-server]|delete-server] id <id>

config isp-domain <domain>
authentication
[add-server]delete-server] id <0-4>

config isp-domain <domain> authentication
config-server id <id> type primary

config isp-domain <domain>
authentication config-server id <0-4>
type primary

FlexHammer5010

config dotlx uplink-port <portno>

config dotlx access-limit route-engine
[rate]acl|disable]

radius config-attribute access-bandwidth
[uplink]downlink] Vendor-Specific
<VendorType> {<Vendorld>}*1

radius config-attribute access-bandwidth
[uplink]downlink] default-value

radius config-attribute access-bandwidth
[uplink]downlink] standard <1-255>

radius config-attribute access-bandwidth
unit [bps]kbps]

radius config-attribute filter-id
Vendor-Specific <VendorType>
{<Vendorld>}*1

radius config-attribute filter-id
default-value

radius config-attribute filter-id standard
<1-255>

show dotlx access-limit route-engine

show dotlx uplink-port

show dotlx vlan <vlanname> pae

show dotlx vlan <vlanname> user-count

show radius config-attribute
bandwidth-unit

FlexHammer5010 ,

{NAS y o
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show isp-domain

show isp-domain <domain> domain

show radius config-attribute source-mac RADIUS MAC

1.11 H.Link

H.Link ) o H.Link

FlexHammer5010 36

pHammer1008/puHammer 1016/piHammer 1024 ; H.Link )
L

57 HLink ¢H.Link Y
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2
FlexHammer5010 )
. Bootromr
[ ]
[ ]
[
[ ]
. SNMP
[
. HammerOS
[
2.1 Bootrom
Bootrom
[
[ ]
2.1.1

Hammer Boot Loader version 1.1, Harbour Networks, Inc.
Compiled Fri 02-NOV-2001 11:00

Memory selftest: _._.._..._ ... _....... OK
Base ethernet MAC address: 00:05:3b:00:04:90

Copyright(c) 2000-2001 by Harbour Networks, Inc.
System booting. ..

Uncompress start...
Uncompress success, enter device initialize, Please wait...

Init console ... done.
Console baudrate is 9600.

Entering HammerOS ......

Copyright Harbour Networks Limited. All rights reserved. 7
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Initializing environment ...... Done.
Loading startup config ...... Done.

HRHERE R AR RS AR AR R SRR AR AR TR
Welcome to Hammer0s.

# #
# #
# #
# Press Return to connect and ceonfig this system. #
# #
# #

HAR R RRAR AR AR AR R R AR R R AR R AR R AR R AR R AR AR R AR RN ER

2.1.2
Bootrom
1 Console ; .
2 ) o
3 “Hammer; ” , Bootrom .
Bootrom

Hammer Boot Loader version 1.1, Harbour Networks, Inc.

Compiled Fri 02-NOV-2001 11:00

Memory selftest: ................ OK

Base ethernet MAC address: 00:05:3b:00:04:90

Copyright(c) 2000-2001 by Harbour Networks, Inc.

System booting...

? - List all available commands

h - List all available commands

b - Boot an executable image

g - Boot an executable image with default configurations

u - Load and boot an executable image

| - Load configuration file and boot an executable image

r - Reboot system

Press "h" or "?" To get helping information.

Hammer :
Bootrom
?:
h:
b: HammerOS
g: HammerOS

Copyright Harbour Networks Limited. All rights reserved. 8
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u: Xmodem HammerOS,
l: Xmodem ) HammerOS
r:
2.2
o (CLD),
FlexHammer5010 : )

o ’ o

. “Harbour>",
“Harbour(config)#” .

FlexHammer5010 : )
1) ) o , o
2) ’ ’

P o o
3) ) o
<Cr> °
: Harbour(config)#exit
(14 exit” , R

: Harbour(config)#config port 2,3 speed 10

o port speed, 2, 3 10.

Copyright Harbour Networks Limited. All rights reserved. 9
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221
s “ ?77 “ __+__ ? 770 “ ?77 ; “ __+__ ? b4
) : <cr> Just Press Enter to Execute command!
: who
“ ?” s
who Display who is connected to the switch,
Who ; 14 +? »’
am Display me myself who is connected to the target machine.
<cr> Just Press Enter to Execute command!
who am ) who .
222
“Tab” , HammerOS . )
“ Tab” b b b b
: ping
b “ Tab” b
-t -count -size -waittime —tl -pattern
ping ; o
) “Tab” .
show run
“Tab” show running-config
2.2.3
) . ) VLAN

Copyright Harbour Networks Limited. All rights reserved. 10
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( market) .
1-5 untagged market )
harbour(config)#config vlan market add port 1-5 untagged

: con vl market ad po 1-5 un

2.2.4
o 2-1 o
2-1
< > °
: create vlan <name>
<name>
vlan o
[1] | .
config stpd default [enable]disable]
enable disable.
{1} * o
: show vlan {<name>}*1
show vlan . show
vlan vlan o
0-n . n
2.2.5
FlexHammer5010 ; <portlist>

Copyright Harbour Networks Limited. All rights reserved. 11



i ...iﬁf;'*..ﬁ'b?

FlexHammer5010
. : port 3 3
o ; “.” : port 1-4 1. 2. 3. 4
. ) : port 1-4, 5, 8 1. 2. 3. 4. 5. 8
2.2.6
“<>” . HammerOS
[ ]
o <1-255> 1 255 )
2 o
o IP
ABCD , P ) IP )
192.168.0.1 IP o
[ ]
portlist o
o 1, 3‘6, 8 H 1, 3, 4, 57
6, 8.
[ ]
16 , , “? »
o : <macaddr> 16 MAC )
005023344325 MAC ,  <name>
2.2.7
2-2
BackSpace Del Ctrl+h
Ctrl+p
Ctrl+b
Ctri+f
Ctrl+n

Copyright Harbour Networks Limited. All rights reserved.
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Ctrl+a
Ctrl+e
Ctri+d
Ctri+k
Ctrl+t

Ctrl+u
ctri+w

1
L7 : Del

Telnet , ° Ctrl+h, Ctrl+p. Ctrl+b, Ctrl+f  Ctrl+n

~ ~ ~

2.2.8

HammerOS , ; °

“ »»”

i > . “Harbour>", . “#”
, “Harbour(config)#”. ,

° “interface <vlanname>”, ’
“HammerOS(config-if)#”.

7

2.3

2.3.1 enable

[ 1

[ ] enable

[ ]

[ ] “>” , “Harbour>", , “yr

, “Harbour(config)#”. ,

Copyright Harbour Networks Limited. All rights reserved. 13
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Harbour>enable
Password: <enable-password>

Harbour(config)#

2.3.2 show history

[ ] HammerOS 20 .
R : 2-2,

[ 1 show history

[ ]

[ )|

Harbour>show history

show history

list
show history
enable
show idle-timeout
exit
2.3.3 exit
[ )| ,
[ ] exit
[ )|
[ ] exit , Hammer0S
exit 0
[ ] exit
Harbour>exit
Exit
Disconnected.
Thanks for using Harbour Networks®s product.
Byel
exit
Harbour(config)#exit
Harbour>

Copyright Harbour Networks Limited. All rights reserved.
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2.3.4 show version

(
[
(

]
]
]

show version

MAC

Harbour>show version

Product Name: FlexHammer5010
Hardware Version: Version 1.22
Bootrom Version: Version 1.1

Software Version: Version 1.2(Release 1.21 Apr 22 2003 10:17:33)

Manufacture Date: 2002-12-26
Serial Number: 01010033A122022000001
Base MAC Address: 00053b58013a

Copyright(c) 2000-2001 by Harbour Networks, Ltd.

2.3.5 terminal length

(
(
(
[
[
[

2.3.6 help

(
(
(
[

]
]
]
]
]
]

]
]
]
]

terminal length <0-512>
length ) 0 512
20

length 0,

“t)”

help

help
Harbour (config)#help

HammerOS provides help feature as described blow.
Anytime you need help, just press "?" and don"t

press Enter you can see each possible command argument
and its description.

You can also input "list" and then press Enter
to execute this helpful command to view the list of
commands you can use.

Copyright Harbour Networks Limited. All rights reserved.
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) HammerOS
“r) »
list, ) ’
2.3.7who
[ ]
[ 1 who
who am i
[ ]
[ )| who
who am 1 ( )
¢ ]
Harbour (config)#who
SessionlD - UserName ------- LOCATION ---——-- MODE ----
3 admin console CONFIG (That"s me. )
Total 1 sessions in current system
Harbour(config)#who am i
I am *Session [3] : user admin connected from console.
2.3.8 list
¢ ]
[ 1 list
[ ]
[ ]
Harbour>list
clear
enable
exit
help
list
logout

ping {[-t1}*1 {[-count] <1-65535>}*1 {[-size] <1-6400>}*1
{[-waittime] <1-255>

1 {[-ttl] <1-255>}*1 {[-pattern] <user_pattern>}*1 <A_B.C.D>
quit
show ACL [<name>|all]
show arp {[<A.B.C.D>]permanent]}*1

Copyright Harbour Networks Limited. All rights reserved. 16
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show fdb {[mac] <macaddr>}*1 {[vlan] <name>}*1

show fdb agingtime

show fdb permanent {[mac] <macaddr>}*1 {[vlan] <name>}*1
show history

show idle-timeout

show interface {<IFNAME>}*1

show ip route

show ip route <A.B.C.D/M>

show ip route <A_B.C.D>

show ip route [connected]|static]

[ 1 list<pattern>,

2.3.9 show services

[ ] services
[ 1 show services

[ ]

[ ]

Harbour (config)#show services

Service telnet is up.

Service acl is down.

Service qos is down.

Service dhcprelay is down.

Service snmp agent is up.

Service snmp rmon is down.

Service snmp trap support is down.

2.3.10 quit/logout

[ ] , Hammer0S
[ 1 quit
logout
[ ]
[ )| quit logout
[ ] quit Hammer0S

Harbour> quit

Quit.

Disconnected.

Thanks for using Harbour Networks®s product.
Bye!
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2.3.11 hostname

(
(
(
(
(

]

1 hostname <hostname>
]

)| ,

)|

Harbour (config)#hostname useA
useA(config)#

2.3.12 clear

[
(
(
[

)|

1 clear

]

)| , ,

2.3.13 idle-timeout

[

1 .

. logout .
1 idle-timeout <0-35791>
]
1 <0-35791> , : o 0
] 10

Harbour (config)#idle-timeout 10
1 show idle-timeout

2.3.14 config timezone

"

]

1 config timezone <name> [positive|negative] <0-12> {<1-59>}*1

1 name ; positive ; negative
<0-12> , <1-59> .

]

] 8

Harbour (config)#config timezone CST positive 8

Copyright Harbour Networks Limited. All rights reserved.

18



FlexHammer5010

II II;ﬂEFSEbF

2.3.15 show running-config

(
(
(
(
(

]

1 show running-config
]

)| ,
)|

Harbour(config)#show running-config

THammerOS system config file -———————-———————
1Syslog config

IPort config

IVLAN config

IFDB entry config

TAcl config

1Qos config

IDscp config

1Tos config

IBandwidth config
ITraceroute config

1Stpd config

TRoute-policy rules config
IInterface config

IStatic routes config
Tlgmp shooping

TArp config

ISntp config

ITimezone config

IDotlx config

IPort bind config

IRADIUS client config
TUsermanage config

Isnmp config

TH._Link config

INetwork access-control service config
Ivstack cluster config

end of config ---— -

2.3.16 show startup-config

(
(
(
(

]
1 show startup-config
]
]

Copyright Harbour Networks Limited. All rights reserved.
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2.3.17 save configuration

(
(
(
(

]

1 save configuration

]

] ,

Harbour (config)#save configuration

Trying save configuration to flash, please wait ......
Preparing configuration data to save...Done

Starting write configuration data to flash...Done.

Configuration save to flash successfully

2.3.18 erase startup-config

(
(
(
[
[

]

] erase startup-config

]

] )
]

Harbour (config)#erase startup-config

Are you sure want to erase startup-config? [Y/N]y

Trying erase all configuration from flash, please wait ......
finished

Successfully erase all configuration info from flash

2.3.19 reboot

[
(
(
(

2.3.20

)|
1 reboot
)|

)| , , save configuration.

“save configuration” o

Copyright Harbour Networks Limited. All rights reserved. 20
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clear

enable ,

exit )

help
list o
list <pattrn> pattern

logout ,

quit , ( logout )

show history

show services

show version Hammer0S
who
show idle-timeout idle timeout ( )
enable ) 2-4
2-4

clear timezone ,

config timezone <name>
[positive|negative] <0-12>
{<1-59>}*1

enable-password ) 6

erase {startup-config}*1

hostname <hostname> , , ,
HammerO0S

idle-timeout <0-35791>

kill session <1-24> telnet

login-password

reboot

save configuration
show interface {<IFNAME>}*1
show running-config

show time

show version

terminal length <0-512>

user add <username> <login_password> <username>

login-password

Copyright Harbour Networks Limited. All rights reserved. 21
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<login_password>

user delete <username> <username>

user enable-password <username>
<username>

user list

<username>

user login-password <username>

user role <username> ADMIN <username>
enable-password <enable_password>
<enable_password>

user role <username> NORMAL <username>

who am i

reboot

1
.= HammerOS °

2.4

HammerOS

e NORMAL

e ADMIN

24.1

) admin,

24.2

1. admin (

Copyright Harbour Networks Limited. All rights reserved.
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2. ’ H

3. ’ enable ’ ’ H

4, )

¢ ] user add <username> login-password <login_password>

[ 1 <username> , <login_password> .

¢ )| <username> , ,

\ \ 4-20 . <login_password>
) 6-20 .

[ ]

[ )| , manager, harbour, ,
Harbour(config)#user add manager login-password harbour
Successfully added user manager as a NORMAL_USER ,

To change user role use “user role” command
I
) o ( )

2.4.3

[ ] user role <username> admin enable-password <enable_password>

[ ] <username> , <enable_password> .

[ 1

¢ ]

Harbour(config)#user add manager login-password 111111
Harbour (config)#user role manager admin enable-password 111222
Successfully change user manager to ADMIN mode.

[ 1 user role <username> normal

[ 1 <username>

[ )| manager
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Harbour (config)#user role manager normal

Successfully change user manager to NORMAL mode.

2.4.4
) user list
) : user list.
UserName -----—--- User_role --——-——-
admin ADMIN_USER
manager NORMAL_USER
Total 2 users in system.
2.4.5
[ 1 user delete <username>
[ 1 username .
¢ ]
¢ ]
Harbour(config)#user delete manager
Successfully delete user manager .
2.4.6
° ) login-password. )
L4 b b
enable-password. o
b ) : User login-password <username>. user

enable-password <username>,

o

b

manager network, :  user login-password manager
) o : network : network,
manager enter_config, : user enable-password manager
) o : enter_config : enter_config

Copyright Harbour Networks Limited. All rights reserved.
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FlexHammer5010
1 .
. manager  admin ,
2.5
. ( )
(CLD) &
° Telnet o
. SNMP o
. Console
° 3 telnet
o 4
. 2
251 Console
“Console” RJ-45
Console
o 9600
° 8
[ ]
° 1
[ ]
Console , VT100
VT100 o

Copyright Harbour Networks Limited. All rights reserved.
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2|
wwE BE

— IhEERE. ®i=L#EF cirl RRRTE

v SRumiE (T) 0 Windows #2000

— Backespace f¥EIE
f* CtrI+HCI T Del (D)8 Ctrl4H, Space, Ctrl+H(H)

s2iRthE (E):
rios RN

Telnet 5287 ID(N): [VT100

FHEE R TH ) [500 =
[ EEEEFR RS E)

MABR@... | s BEgw.. |
E i |
Console ) 192.168.0.232 IP )
Console ) o
HammerOS )

TR R T R T R R T

# #
# Welcome to HammeroOS, #
# #
# Press Return to connect and config this system. #
# #

TR R T R T R R T

° , admin ;
harbour, ) ) enable, ) harbour .
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; : Harbour(config)#,

: VLAN ( default VLAN VLAN, default
VLAN ) IP o : config vlan default ipaddress 192.168.0.232/24.
) VLAN VLAN IP telnet

) : save configuration

Trying save configuration to flash, please wait ......
Preparing configuration data to save...Done.

Starting write configuration data to flash...Done.
Configuration save to flash successfully.

FLASH ) ) o

) : logout exit )

2.5.2 telnet

telnet TCPIIP ,
0 telnet ) IP 0
telnet <A.B.C.D>

- : <A.B.C.D> IP °

IP 192.168.0.232

b

harbour(config)#telnet 192.168.0.232

Connected to 192.168.0.232.
Press Ctrl-Q to force exit telnet.
HammerOS Versionl.1l on FlexHammer.

Login:
2.5.3 Telnet
Telnet , o
1. Telnet
[ ] service telnet enable
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[ )|

Harbour (config)#service telnet enable

Successfully changed telnet service to up.
2. Telnet
[ 1 service telnet disable
[ )|

Harbour (config)#service telnet disable

Successfully changed telnet service to down.

show service Telnet : Service telnet is up.
Telnet ; Service telnet is down. Telnet .
254 Telnet
Telnet )
who .
) who
sessionlD, : kill session <1-24>, <1-24> sessionlD
sessionlD console ; )
: You can't kill aconsole session.
telnet ; .
2.6 SNMP
SNMP (Simple Network Management Protocol )

o SNMP ) Management
Information Base (MIB ), MIB .
2.6.1 SNMP
1. SNMP
[ 1 service snmp enable
[ ]

Harbour(config)#service snmp enable

Successfully changed snmp agent service to up.
2. SNMP
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[ ] service snmp disable

( ]

Harbour(config)#service snmp disable

Successfully changed snmp agent service to down.

show service snmp
Service snmp agent is up, snmp ;
Service snmp agent is down, snmp o
2.6.2 SNMP
SNMP
[ 1 config snmp community [readonly|readwrite] <string>
[ 1 community .
Community : Community (readonly)
) public. Community (readwrite)
; private.
[ ]
[ 1 show snmp community-string
SNMP  Community .
2.6.3 trap
[ 1 service snmp trap [enable]disable]
[ ] enable, trap ; disable,
trap o
[ ]
2.6.4 SNMP trapagent-address
[ ] config snmp trapagent-address [<A.B.C.D>|auto]
[ 1 <A.B.C.D> trap ip ; auto, ip
[ ]
service snmp rmon [enable|disable] snmp - rmon ’ snmp rmon
» enable snmp rmon , disable
snmp rmon
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2.6.5

2.6.7

™ PN PN PN

2.6.8

SNMP  RMON

1 config snmp rmon [enable|disable]

] enable snmp rmon ; disable snmp rmon

]

trapreceiver

Jconfig snmp trapreceiver add <A.B.C.D> version [vl]v2c] {community <string>}*1

] trapreceiver trap ; <A.B.C.D> traprceiver IP ;
v1l/v2c trap ; traprceiver )
community .
1
)| trapreceiver, 10.1.30.100, trap vl,

Harbour (config)#config snmp trapreceiver add 10.1.30.100 version vl

Successfully added trapreceiver IP address is 10.1.30.100
The trap version is vl
The default trap community is public

trapreceiver

1 config snmp trapreceiver delete <A.B.C.D>
1 <A.B.C.D> trapreceiver IP

]
)| 10.1.20.20 trapreceiver

Harbour (config)#config snmp trapreceiver delete 10.1.20.20

trapreceiver

] show snmp trapreceiver

]

] SNMP  trapreceiver
Harbour (config)#show snmp trapreceiver

IP address Version Community
12.12.12.1 vl public
Total 1 trapreceiver IP address in system.

Copyright Harbour Networks Limited. All rights reserved. 30



FlexHammer5010 I l .;E;-!‘.E'H

2.7
2.7.1
[ 1 ip route <A.B.C.D/M> <A.B.C.D> {<1-255>}*1
ip route <A_.B.C.D > <A_B.C.D> <A_B.C.D>{<1-255>}*1
[ )| <A.B.C.D/M> IP )
M IP 0 <A.B.C.D>
IP o <1-255> ) 1,
[ ]
[ ] 192.168.1.88 , 192.168.0.3.
Harbour (config)#ip route 192.168.1.88/24 192.168.0.3
Harbour (config)#ip route 192.168.1.88 255.255.255.0 192.168.0.3
2.7.2
[ 1 no ip route <A.B.C.D/M> <A.B.C.D> {<1-255>}*1
no ip route <A.B.C.D> <A.B.C.D> <A.B.C.D> {<1-255>}*1
[ ] <A.B.C.D/M> IP ,
M IP R <A.B.C.D>
IP o
[ )|
[ )| 192.168.1.88 , 192.168.0.3
Harbour(config)#no ip route 192.168.1.88/24 192.168.0.3
Harbour(config)#no ip route 192.168.1.88 255.255.255.0 192.168.0.3
2.7.3
[ 1 show ip route
[ )| IP . IP .
[ 1
[ 1
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Harbour (config)#show ip route

*** begin route table info ***

Destination net---

127.0.0.1
192.168.1.0

--NetMask---—-——-—- Gateway
255.255_255.255
255.255.255.0

*** end route table info ***

2.7.4

127.0.0.1
192.168.0.3

ip route <A.B.C.D/M>
<A.B.C.D> {<1-255>}*1

ip route <A_.B.C.D > <A.B.C.D>
<A.B.C.D>{<1-255>}*1

1P

no ip route <A.B.C.D/M>
<A_B.C.D> {<1-255>}*1

no ip route <A.B.C.D>
<A_B.C.D> <A.B.C.D>
{<1-255>}*1

1P

show ip route

show ip route <A.B.C.D/M>

<A_B.C.D/M>

show ip route <A.B.C.D>

<A.B.C.D>

show ip route
[connected]|static]

connected

static

show ip route summary

2.8 HammerOS
FLASH .
successfully .
) )
) Xmodem o
FTP Xmodem o
2.8.1 FTP HammerOS

telnet

“save configuration” ,

: Configuration save to flash

°

download ftp [config-filelhammeros] <A.B.C.D> <username> <password>
Copyright Harbour Networks Limited. All rights reserved.
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<filename>. <A.B.C.D> IP , <username> FTP )
<password> FTP ,  <filename> .
) reboot o
10.1.30.16 FTP ; sysconfig.txt
) useA ) harbour, HammerOS )

Harbour (config)#download ftp config-file 10.1.30.16 useA harbour
sysconfig.txt

Trying download file from ftp server, please wait...
Successfully finished receiving file.

Trying write file to flash......
Finished.

You"ve successfully download new config file
Now you can type reboot command to reboot system.

2.8.2 Xmodem HammerOS
Xmodem ) :
[ ] download xmodem [hammeros]config-file]{baudrate [9600]115200]}*1
[ ] hammeros, ; config-file,
) baudrate :9600 115200
[ 1 c:\windows\desktop : sysconfig.txt,
Telnet H

download xmodem config-file.

You haven"t specified baudrate, system will use default value 9600, same as
current console baudrate.

Trying download file from console, please wait...

Trying receive file from console use xmodem protocol......
Ccc
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Illarhnur [config)¥ d

vou haven't specif
ent console baudrate,

config=-file
Eysten will use default value 9600, same as curr

Trying downlaad File fron censele, please wadt,..
Trying recedve Fle from console use smaden protocel.. ...
[icadanad

( Xmodem)

ki B3

C:\WINDOWS'\Desktophsysconfig txt I

fioogen ]
_EEQ | xA© | mE |
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Successfully finished receiving file.
Trying write file to flash.._..__._ Finished.

You"ve successfully download new config file
Now you can type reboot command to reboot system

reboot o

Writing configuration to flash, please wait ...... finished.
Configuration saved to flash successfully.

2.8.3 FTP HammerOS
FTP , Flash ,

[ ] upload ftp [hammeros|config-file] <A.B.C.D> <username>
<password> <filename>
( ] hammeros, .
config-file, .
<A.B.C.D> FTP 1P ;
<username> FTP ;

<password> FTP ;

<filename> .
[ )| 10.1.30.16 FTP )
sysconfig.txt ) useA ) harbour,

0 Hammer0S )

Harbour (config)#upload ftp config-file 10.1.30.16 useA harbour
sysconfig.txt

Trying upload file to ftp server, please wait...
Successfully finished Upload file.

Finished.

You"ve successfully upload config file.

FTP ) sysconifg.txt .
284 Xmodem HammerOS
Xmodem ) FLASH )
[ 1 upload xmodem [hammeros|config-file]{baudrate [9600]115200]}*1
[ ] hammeros, :
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config-file, o
baudrate : 9600 115200, )
9600,
[ ]
[ ] ,

b

Harbour(config)#upload xmodem hammeros baudrate 115200

b

System®s current console baudrate is 9600.

You®ve choosen change console baudrate to 115200 when upload file.
Please change your terminal®s baudrate to 115200 in 10 seconds.
After that, you can start receive file.

115200bps
10 115200bps,

9600bps 10 9600.

s Harbour BERE €. . |

READ [5E e =
TN G L =TTt = | Ee =

E=S ED: 036

BESEE): |

S [EmEmas0 =

I | (e [ e o s
I | et E)

“ 7 ) ) 115200, “ 7 o

Copyright Harbour Networks Limited. All rights reserved. 36



FlexHammer5010

COMl [t

113 »”

You“ve choosen bau
Trying upload i1

a5 current consale bawdrate,

58 mait...

rying upload File by consale wia wmodem protocal......
walting receiver...

succassfully finished upload fila.
Fimished,

vou've successfully wpleadconfig file
upload complate,

Toad amaden config-file

Vol Iu.m t lp.':'i#ld baudrate, :ysw u'Iﬂ uie default value 9600, sane as curr
ant consale baudrate.

Trying wpload fila by console, please wait..

Trying upload ﬁ'lu Ir_r consale via xmodem protoool..
Waiting receiver.

) Xmodems.
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TE TR Je ch i BRI ()

= WWINDOWS \Desktop P (B). . |

e PR B L ()

I}{mndem LI

Brw | =Ho | Ba |
“ ” , , : hammeros.bin

0 T
Ymodem SREIEIHSE , EltbddaisEr s BT
FEa unes] s o

I e vwindowshdesktop
IS R Ihammer-:-s. bin

fiRE Rl

HHarbour B Y modem L F#E

FI4 [eowindows\deskiop\henneros. bin

sEm 0 #EeE [

Esem b Eeemet o oxs R
L—itig: [ wax [

BER: ETE A

e |

Successfully finished upload file.
Finished.

You"ve successfully uploadimage file
Upload Complete.
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FlexHammer5010
(7 , .
2.9
29.1 ping
ping : ping Internet Control Message
Protocol (ICMP) echo IP . ping .

ping

ping {[-t]}*1 {[-count] <1-65535>}*1 {[-size] <0-6400>}*1 {[-waittime] <1-255>}*1 {[-ttl] <1-255>}*1
{[-pattern] <user_pattern>}*1 <A.B.C.D>

ping o : ping 192.168.0.1,
IP 192.168.0.1 . )
PING 192.168.0.1 : 56 data bytes.
Press Ctrl-c to Stop.
Reply from 192.168.0.1 : bytes=56: icmp_seq=0 ttl=128 time=100 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=1 ttl=128 time=33 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=2 ttl=128 time=16 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=3 ttl=128 time=0 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=4 ttl=128 time=33 ms
----192.168.0.1 PING Statistics----
5 packets transmitted, 5 packets received, 0% packet loss
round-trip(ms) min/avg/max = 0/36/100
PING 192.168.0.1 : 56 data bytes.
Press Ctrl-c to Stop.
Request time out.
Request time out.
Request time out.
Request time out.
Request time out.
----192.168.0.1 PING Statistics----
5 packets transmitted, O packets received, 100% packet loss
2-5 ping
-t t » ping IP
ICMP echo ) Ctrl+c .
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t ,ping 5 ICMP echo
-count <1-65535> count ping ICMP
echo ping o
-size <1-6400> size ICMP echo
-waittime <1-255> waittime ping
-ttl <1-255> ttl ICMP ttl (time to live)
-pattern <user_patter> pattern I1CMP
1-16 16 o
2.9.2 traceroute
traceroute - traceroute
Internet Control Message Protocol (ICMP) echo UDP IP .
traceroute . traceroute

traceroute {[-a] <A.B.C.D>}*1 {[-f] <1-30>}*1 {[-m] <2-255>}*1 {[-p] <1-65535>}*1 {[-q] <1-10>}*1

{[-w] <1-65535>}*1 <A.B.C.D>

traceroute

b

traceroute 202.96.

IP
traceroute

13.137

Type Control-C to abort.
Tracing the route to 202.96.13.137

218.244.39.98
218.244.36.157
202.96.6.181
202.96.6.81
202.96.13.137

O©CoOoO~NOUDhWNEPER

b

<10 ms <
< 10 ms
16 ms
16 ms
16 ms
66 ms
266 ms
50 ms
50 ms

traceroute 202.96.13.137

Type Control-C to abort.

Tracing the route to 202.96.13.137
Copyright Harbour Networks Limited. All rights reserved.

°

202.96.13

10 ms
16 ms
16 ms

< 10 ms
16 ms
50 ms
66 ms
66 ms
66 ms

: traceroute 202.96.13.137.

137

< 10 ms
16 ms
< 10 ms
16 ms
16 ms
50 ms
66 ms
66 ms
50 ms

°
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1 10.7.4.1 <10ms <10 ms < 10 ms
2 10.6.1.1 < 10 ms 16 ms 16 ms
3 10.4.1.254 16 ms 16 ms < 10 ms
4 10.1.0.144 16 ms < 10 ms 16 ms
5 218.244.39.98 16 ms 16 ms 16 ms
6 218.244.36.157 66 ms 50 ms 50 ms
7 * * *
8 * K* *
9 * * *
CTRL+C traceroute ) ) 218.244.36.157
) 218.244.36.157 o
traceroute ) UDP ICMP » UNIX
traceroute UDP ) Windows 98 ICMP o traceroute
: config tracert_mode [udplicmp]
2-6 traceroute
-a <A.B.C.D> UbP 1P > udp
-f <1-30> ttl (time to live) . 1
-m <2-255> ttl (time to live) . IP
, 30
-q <1-10> ) 3
-w <1-65535> traceroute )
2
2.9.3 CPU
CPU : show cpu usage.
: Harbour (config)#show cpu usage
cpu usage: 9%
2.9.4
: show memory status
: Harbour (config)#show memory status
MODULE-NAME 32 64 128 256 512 1024
2048
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ROUTE 1104 6 1 5 0 0 2
VIRTUAL_END 0 0 0 0 1 0 0
MANAGE_CLI 24472 1375 73 2 6 0 0
RSTP 0 0 0 0 242 0 0
SLAB_SHOW 0 0 0 0 5 0 0
FDB 7 0 1 24 0 0 0
VLAN 0 0 1 0 0 0 0
ACL 0 0 240 0 0 0 0
RADIUS_CLIENT 3 1 1 0 0 0 0
ARP 0 1 0 0 0 0 0
TIMER 0 5 0 0 0 0 0
MANAGE_USER 3 2 0 0 0 0 0
20 1 0 0 0 0 0 0
QoS 4 0 0 0 0 0 0

IGMP_SNOOPING 2 0 0 0 0 0 0
MODULE-NAME 4096 8192 16K 32K 64K 128K
ROUTE 0 29 0 0 1 0
VIRTUAL_END 2 0 0 0 0 0
MANAGE_CLI 1 0 0 0 0 0

RSTP 0 0 0 0 0 0

SLAB_SHOW 0 0 0 0 0 0

FDB 0 0 0 0 0 0

VLAN 0 0 0 0 0 0

ACL 0 0 0 0 0 0

RADIUS_CLIENT 0 0 0 0 0 0

ARP 0 0 0 0 0 0

TIMER 0 0 0 0 0 0

MANAGE_USER 0 0 0 0 0 0

20 0 0 0 0 0 0

QoS 0 0 0 0 0 0

IGMP_SNOOPING 0 0 0 0 0 0
===========Total CacheSize:1720320 Total
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3
HammerOS FlexHammer5010 )
[ )
[ ]
[ )
[ ]
[ )
. (Load Sharing)
. (Port mirroring)
10Base-T. 100Base-T 1000Base-T )
o , HammerOS , HammerOS
. N o b
3.1
3.1.1
[ 1 config port [<portlist>]all] [enable|disable]
[ )| <portlist> all , portlist ,
; all . enable disable
) enable, ; disable,
[ ] 1’ 3, 5, 7_12y

Harbour(config)#config port 1,3,5,7-12 disable
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3.1.2
[ 1 config port [<portlist>]all] auto [on]off]
[ )| <portlist> , all . on
; off °

[ ] 24

Harbour(config)#config port 24 auto off
3.1.3
[ 1 config port [<portlist>]all] speed [10]100]1000]
[ )| <portlist> , all . 10

10M , 100 100M . 1000
1000M .

[ )| 25 100Mbps

Harbour(config)#config port 25 speed 100
I

e  FlexHammer5010 10/100M, 1000M.
1000M ) , o
. o
3.14
[ ] config port [<portlist>]all] mode [master|slave]
[ )| <portlist> , all o
master ; slave .
[ )| FlexHammer5010
) , 1000M, ,
1000M, , .
[ ]
3.1.5
[ 1 config port [<portlist>]all] duplex [full]half]
[ )| <portlist> , all . full
; half .

[ ] 24
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Harbour(config)#config port 24 duplex full

3.1.6
[ ] config port [<portlist>]all] flowcontrol [on]off]
[ )| <portlist> , all . on
H off o

[ 1

Harbour (config)#config port all flowcontrol on
3.1.7
[ 1 config port [<portlist>]all] learn [on]off]
[ ] <portlist> , all . on

) off .

[ ]
[ ] 3 4 , 10Mbps,

b b

Harbour (config)#config port 3,4 auto off
Harbour (config)#config port 3,4 speed 10
Harbour (config)#config port 3,4 duplex half
Harbour (config)#config port 3,4 learn on

Harbour (config)#show port 3

Port:3 "s Configuration Information

Link State > Up Port State : Enabled
Port Type : 100BaseT Speed - 10
Autonegotiation : Disabled Duplex > Half
Flowcontrol - Disabled Learn State : Enabled
Port VLAN ID 1 2047

Port VLAN Name : default

Port Summary = normal
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3.1.8

3-1 HammerOS

10/100 °

config port [<portlist>|all]
[enable|disable]

config port [<portlist>]all] auto
[on]off]

config port [<portlist>]all] speed
[10]100]1000 ]

10 Mbps 100Mbps
1000Mbps

config port [<portlist>]all] duplex
[full]half]

config port [<portlist>|all]
flowcontrol [on]off]

config port [<portlist>]all] mode
[master|slave]

config port [<portlist>]all] learn
[on]off]

show port [<portlist>]all]
{[configuration|stats]}*1

configuration
stats

3.2

HammerOS
, Load Sharing
Load Sharing .
Load Sharing
Load Sharing

Load Sharing

Hammer Load Sharing

°

(Load Sharing)

o VLAN

Load Sharing )

b
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) Intel  Cisco Port Group

Load Sharing,

°
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3.2.1 Load Sharing

Load Sharing, Load Sharing - Load Sharing
o Load Sharing ) Switch1 Load Sharing Switch2 Load
Sharing o , Switch1 Load Sharing
1. 2. 3. 4, Switch2 Load Sharing 6. 7. 9. 10,
Loaj Sharlng ’ : 1_6y 2_7y 3_9y 4_ 100
o Load Sharing ; .
e  FlexHammer5010 6 Load Sharing Load Sharing 8 o
e 1 Load Sharing ) ) o
o load Sharing , load Sharing
o Load Sharing )
Load Sharing -
o Load Sharing VLAN, tag .
o secure ; Load sharing.
o ups down , load sharing .
e  Config port [<portlist>|all] [normal|secure]  portlist Load sharing .
e  Config port [<portlist>|all] secure [permit|deny] portlist Load sharing o
e  Config port [<portlist>]all] secure [add|delete] macgroup [<macfiltername>[al]  portlist
Load sharing .
3.2.2 Load Sharing
[ ] create sharing <master_portno> grouping <portlist>
[ 1 <master_portno> Load Sharing , <portlist>
Load Sharing o
[ ]
3.2.3 Load Sharing
[ ] delete sharing <master_portno>
[ 1 <master_portno> Load Sharing .
¢ ]
3.24
[ ] config sharing <master_portno> select-mode <rtag>
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[ ] <master_portno> Load Sharing , <rtag>
® smac: MAC
e dmac: MAC
e sdmac: MAC
e dip: IP
e (dip: IP
e ddip: IP
[ ]

3.25 Load Sharing

Load Sharing 10-14, 12 .
12 10. 11. 12, 13. 14. shaing
MAC .

Harbour (config)#create sharing 12 grouping 10-14
Harbour (config)#config sharing 12 select-mode sdmac

) o Load Sharing
VLAN STP Load Sharing ; Load Sharing
( 12 Load Sharing ) Load Sharing.
VLAN ; Load Sharing )
Load Sharing . ; 12 Load Sharing
. Load Sharing 10, 11, 12, 13, 14:

Harbour (config)#create sharing 12 grouping 10-14
Harbour (config)#config port 12 disable

3.2.6 Load Sharing

[ 1 show sharing
[ )| Load Sharing o
[ )|

Harbour (config)#create sharing 1 grouping 1-3,5,7
Harbour (config)#config sharing 1 select-mode sdmac
Harbour (config)#show sharing

Sharing information:
Master Port: 1 Group Ports: 1 2 3 5 7
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Forwarding Port Selecting Mode : Source mac and Destination mac address

3.3
FlexHammer5010 )
L] ’ °
[ ] o
[ ] °
3.31
FlexHammer5010 )
[ ] config mirroring <mirrornum> to <port>
( 1 <mirrornum> , <port>
¢ ]
3.3.2
FlexHammer5010 ) )
[ 1 config mirroring <mirrornum> [add]delete] port [<portlist>]|all]

[egress|ingress]
[ ]

®  mirrornum

e add

® delete

e portlist

e Al

* egress

®* ingress
[ ]
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(

3.3.3

3.4

]
1-10

Harbour(config)#config mirroring 1 add port 1-10 egress

1-10

Harbour (config)#config mirroring 1 add port 1-10 ingress

] config mirroring <mirrornum> disable
1 <mirrornum>

]

1 show mirroring

]
] 5, 6-12 ) 25-30 )

b

Harbour(config)#config mirrror 1 to 5
Harbour(config)#config mirroring 1 add port 6-12 egress
Harbour (config)#config mirroring 1 add port 25-30 ingress
Harbour (config)#show mirroring

Mirroring information:

The port which mirror to : 5

The ports which egress traffic mirror from : 6 7 8 9 10 11 12
The ports which ingress traffic mirror from : 25 26 27 28 29 30

b b

. FlexHammer5010 )

FDB ) ) FDB
. ) FDB,
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34.1

3.4.2

3.4.3

™ PN PN PN PN

3.4.4

CPU, , MAC

MAC / )

1 create macgroup <name>

l b b

) 30. 256 o
1 <name>
]
]

Harbour (config)#create macgroup mactest

] delete macgroup [<name>|all]

)|

1 <name> . all, macgroup
1

)| macgroup
Harbour (config)#delete macgroup mactest

/
] config macgroup <name> [add]|delete] <mac>
1l / / o ,
12 o
1 <name> o add ; delete
; <mac> o
]
]

Harbour (config)#config macgroup mactest add 001122334455
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3.4.5

3.4.6

3.4.7

Harbour (config)#config macgroup mactest delete 001122334455

1 config port [<portlist>]all] [normal|secure]

] : ’
permit,
1 <portlist> , all : normal
; secure .
)|
)| 1

Harbour (config)#config port 1 secure

1 config port [<portlist>|all] secure [permit|deny]

] , : permit/deny.

1. permit, (

) o
) ( FDB Do

2, deny,

1 <portlist> , all o permit,
; deny, o

]
]

Harbour (config)#config port 1 secure permit

( )
] config port [<portlist>]all] secure [add|delete] macgroup

[<macfiltername>]all]

) permit/deny .
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3.4.9

3.5

3.5.1

[

1 <portlist> o al ; add
; delete ; macfiltername
) ; al ( Do

Harbour (config)#config port 1 secure add macgroup mactest

1 show macgroup {<name>}*1
)| : . . .

1 <name> , .

1 show perport [<portist>|all]
) o / b
,  permit deny ;

1 <portlist> , all .

(Boradcast Limit)

/

] config Broadcast_Limit [enable]disable]
] enable ; disable

]

] config Broadcast_Limit <1-262143>

1 , ,
4096.

1
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3.5.3
[ 1 show Broadcast_Limit
[ ]
[ ]
[ )| ) 10000
Harbour (config)#show broadcast limit
State Value
enable 10000
3.6 (Loop Detect)
STP , STP
) , disable o
config loopdetect enable
config loopdetect disable
; 10 ; show port <portlist> ;
disable, self-looped .
: 22 ; show port 22
Port State  Enabled. 22 )

Port State  Disabled (self_looped):

Harbour (config)#show port 22

Port:22 "s Configuration Information

Link State > Up Port State : Enabled
Port Type : 100BaseT Speed : 100
Autonegotiation : Enabled Duplex > Full
Flowcontrol : Disabled Learn State : Enabled
Port VLAN ID 1 2047

Port VLAN Name : default

Port Summary > normal

Harbour (config)#config loopdetect enable
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Harbour (config)#show port 22

Port:22 "s Configuration Information

Link State
(self_looped)
Port Type

Flowcontrol
Port VLAN ID

Port VLAN Name
Port Summary

: 100BaseT
Autonegotiation :
: Disabled

Port State

Speed
Duplex
Learn State

- 100
: Full

: Enabled

Disabled

22,
config port 22 disable

config port 22 enable
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4 ARP
ARP (Address Resolution Pratocol ) MAC IP o
4.1 ARP
ARP )
[ 1 config arp add <A.B.C.D> <mac_address>
[ 1<A.B.C.D> ARP IP , <mac_address> IP MAC
[ )|
[ ] ARP

Harbour (config)#config arp add 10.5.1.32 0O0OE02B123456

4.2 ARP
[ 1 config arp delete <A.B.C.D>
[ 1 <mac_address> MAC
[ )|
[ ] ARP

Harbour (config)#config arp delete 00E02B123456

4.3 ARP

[ ] show arp {[<A.B.C.D>|permanent]}*1

[ 1 <A.B.C.D> IP , permanent ARP

[ ] arp , .
IP <A.B.C.D> 1P ARP .

permanent ARP
¢ ]
¢ ]

Harbour (config)#show arp
ARP TABLE LIST:

IP ADDRESS MAC ADDRESS TYPE REFERENCE
USE
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11.1.0.1 00:50:Ffc:3c:13:d0 DYNAMIC 0
1

TOTAL :1

I

i : ARP 4000

4.4 APR

[ 1 show arp user

[ ] ARP o show arp permanent

: show arp permanent up ARP ; show arp

user Cup  down) ARP .

[ ]

[ ]
Harbour (config)#show arp user
Begin to show arp config table information
Physics Address IP Address Interface
00:11:22:33:44:55 1.1.1.3 default
Total 1 information
End to show arp table information

4.5 ARP

[ 1 show arp summary

[ ] ARP ARP

[ ]

[ ]

Harbour (config)#show arp summary

ARP table information
Total 2 information

4.6 ARP

[ 1 clear arp

[ 1 ARP » ARP
[ ]
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4.7 ARP
clear arp ARP , ARP
config arp add <A.B.C.D> <mac_address> ARP , <A.B.C.D>
1P , <mac_address>
IP MAC
config arp delete <A.B.C.D> ARP » <A.B.C.D>
IP
show arp {[<A.B.C.D>|permanent]}*1 ARP
ARP
IP <A.B.C.D>
IP ARP
permanent
ARP
show arp user ARP .
show arp permanent
show arp permanent up
ARP
show arp user Cup  down)

ARP
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5 FDB
FDB (Forwarding Database) FlexHammer5010
FDB .
5.1 FDB
Media Access Control (MAC) MAC .
) MAC .
) MAC FDB .
5.1.1 FDB
HammerOS FDB , FlexHammer5010 8k o
FDB
e MAC
. MAC (Port)
. MAC VLAN (VLAN name)
. FDB (Flags)
FDB
System : ( ) FDB
Permenant FDB .
Dynamic : FDB .
L3 : FDB
MAC FDB )
VLAN - FlexHammer5010 FDB MAC VLANID
5.1.2 FDB
MAC
— ) FDB .
( Agingtime) ) ) o
reset
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— (Agingtime) 0, MAC
- MAC ’ o
( Do .
FlexHammer5010 1K o ) )
. FDB VLAN
. FDB VLAN tag
. VLAN FDB
. (disable)
. (block)
o down  (link down)
51.3 FDB
FDB
. . MAC N + VLANID,
FDB .
. FDB o
5.2 FDB
521 FDB
FDB )
[ ] create fdbentry <mac_address> vlan <name> port <portlist> {priority
<0-7>}*1
[ ] <mac_address> MAC , <name> vlan , <portlist>
[ ]
[ ] FDB
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Harbour (config)#create fdbentry 0O0E02B123456 vlan market port 4

° MAC 00:E0:2B:12:34:56
e VLAN market
o 4
FDB ;
[ 1 config fdb agingtime [0]<10-1000000>]
[ 1 [0]<10-1000000>] , . 0 )
80 .
[ 1
[ ]l FDB 40
Harbour (config)#config fdb agingtime 40
52.2 FDB
[ ] delete fdbentry {mac <mac_address> vlan <name>}*1
[ ] <mac_address> MAC , <name> VLAN
o “delete fdbentry”, o
[ 1
[ 1 vlan market 4
Harbour (config)#delete fdbentry mac 00E02B123456 vlan market
A : FDB o
53 FDB
53.1 FDB
[ ] show fdb {[mac]<macaddr>}*1 {[vlan]<name>}*1
¢ 1 <macaddr> MAC , <name> VLAN
¢ 1 NAC VLAN , FDB
. MAC , VLAN MAC FDB
. VLAN , VLAN FDB .
MAC VLAN , VLAN MAC FDB .
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5.3.2

5.3.3

(
(

]
]

Harbour (config)#show fdb

——————— Begin of MAC Address Table Information (all)----—-—-

MAC address Port vlan name Flags
00:05:3b:02:30:00 O default System L3
Permanent
00:05:3b:02:30:00 0 System Cluster System
Permanent
00:05:4b:00:04:90 10 System Cluster Dynamic
FDB

] show fdb permanent {[mac] <macaddr>}*1 {[vlan] <name>}*1

1 <macaddr> MAC , <name> VLAN
1 MAC VLAN ; FDB
o MAC ) VLAN MAC
o VLAN ) VLAN
o MAC VLAN ) VLAN MAC
1
1

Harbour (config)#show fdb permanent mac 004532659872

““““ Begin of Permanent MAC Information
(macaddr:[004532659872])----—--

MAC address Port VLAN name Flags
00:45:32:65:98:72 O default System
00:45:32:65:98:72 O sun Permanent

Total 2 permanent mac showed.

—————————— End of Permanent MAC Information ---———--——-

FDB

1 show fdb summary
)| FDB FDB o
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[ ]
[ ]
Harbour (config)#sh fdb summary
———————————————— FDB usage -------——--——-——--
Static 3
Dynamic 0
Total 3
5.4 MAC
) ) FDB
o MAC )
MAC o ) MAC
MAC ) MAC o
config port [<portlist>|all] learn off
FDB MAC
create fdbentry <mac_address> vlan <name> <portlist>
5.5 FDB
5-1 FDB
config fdb agingtime [0]<10-1000000>] FDB
80 0
create fdbentry <mac_address> vlan
<name> port <portlist> {priority <mac_address>: MAC
<0-7>}*1 <name>: VLAN;

<portlist>:
{priority <0-7>}:

delete fdbentry {mac<mac_address> vlan
<name>}*1

FDB )

show fdb {[mac] <macaddr>}*1 {[vlan]
<name>}*1

MAC VLAN
FDB
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MAC ,
VLAN MAC FDB
VLAN ,
VLAN FDB
MAC VLAN )
VLAN MAC FDB
show fdb permanent {[mac] <macaddr>}*1 MAC VLAN ,
{[vlan] <name>}*1 FDB
MAC ,
VLAN MAC
VLAN ,
VLAN
MAC VLAN ,
VLAN MAC
show fdb summary FDB
FDB .
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6 VLAN

6.1 VLAN

» VLAN
VLAN ) (
VLAN. VLAN )
VLAN. VLAN

1. VLAN

VLAN VLAN )

2. VLAN

VLAN VLAN 0 )

3. VLAN

6.2 VLAN

VLAN:

e 802.1Qtag

6.2.1 VLAN

Port-Based VLAN ( VLAN) , VLAN
o VLAN )
110 o

VLAN IP ) o

1.9 15 VLAN Market, 3 14

b b

18-21 VLAN Sdles.
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VLAN

VLAN
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FlexHammer5010
6.2.2 VLAN
) tag, VLAN VLANID.
! 802.1Q |EEE 802.3/ 1518
, , 802.1Q
6.2.3 Tagged VLAN
(Tagging) VLAN ; o
) VLAN. VLAN
Tagged VLAN VLAN.
) VLAN , 802.1Q .
6.2.4 VLAN
VLAN 802.1Q VLAN tag- 802.1Q VLAN
) VLAN . HammerOS
default VLAN, VLANID  2047.
VLAN o VLAN
i
Qe tag , tag tag ,
VLAN, °
6-1 Tag (tagged) Tag (untagged) VLAN

66
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Server
/ SRIET e T
uketmb - LT,
\ Tagged
stmln
\.D n: o a.: u—‘
T
6-1 tagged untagged VLAN
1 1 2 1 VLAN Market VLAN Sdles,
o VLAN Market VLAN Sales )

VLAN o

o tagged.

o 1 9 Server 802.1Q Tagged (NIC) &

. Server 1 9 VLAN Market VLAN Sales.

o Server 1 8 1 tagged )

untagged.
[ ] ’
(tagged) Server (tagged) ;
untagged.
6.2.5 Tagged VLAN  Port-Based VLAN
Tagged VLAN  Port-Based VLAN, VLAN,
VLAN (Untagged) . )

Port-Based VLAN Tagged VLAN.
A VLAN , 802.1Q , 802.1Q

VLANID 0,
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6.3 VLAN
Hammer VLAN ; VLAN N - IP Address
. Tag o
6.3.1 VLAN
Hammer VLAN, VLAN
. VLAN default
[ ]
e default VLAN untagged
. default VLAN  VLANID 2047
6.3.2 VLAN
VLAN 1 30 ; N
VLAN o ; VLAN
. (Switch2) (Switchl) , (Switchl) VLAN
(Switch2) .
I
Jom VLAN.
6.3.3 VLAN
FlexHammer5010 VLAN, : |EEE 802.1Q tagged
|EEE 802.1Q untagged . |EEE 802.1Q untagged VLAN,
|EEE 802.1Q tagged VLAN.
VLAN
[ ] config vlan <name> add port <portlist> [tagged|untagged]
[ J<name> vlan , <portlist> , tagged VLAN tagged
untagged VLAN untagged .
[ 1 VLAN IEEE 802.1Q untagged
Default VLAN, VLAN ,

VLAN

Default VLAN o
Default VLAN, IEEE 802.1Q untagged
VLAN, VLAN o
VLAN IEEE 802.1Q tagged )
o IEEE 802.1Q untagged VLAN
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; untagged VLAN.,
[ )| market  VLAN, 2 IEEE 802.1Q untagged

VLAN,
Harbour (config)#show vlan market

VLAN 1D : 2045
Name : market
MAC address - 00:45:32:65:98:72

Tagged Ports
Untagged Ports : 2 4 5 8 9 10

market |EEE 802.1Q tagged VLAN 2,

Harbour (config)#config vlan market add port 2 tagged
Harbour (config)#show vlan market

VLAN 1D : 2045
Name : market
MAC address : 00:45:32:65:98:72
Tagged Ports 2
Untagged Ports - 4 5 8 9 10
) 2 |EEE 802.1Q tagged market, untagged ports
2 .
6.3.4 IP
) ; VLAN IP Address. IP
[ 1 config vlan <name> ipaddress <A.B.C.D/M>

config vlan <name> ipaddress <A.B.C.D> <A_B.C.D>

¢ 1 <name> VLAN , <A.B.C.D> VLAN 1P » M

¢ ] VLAN default IP 192.168.0.232, 24,
Harbour (config)#config vlan default ipaddress 192.168.0.232/24

b

Harbour (config)#config vlan default ipaddress 192.168.0.232
255.255.255.0

6.3.5 VLAN Tag

FlexHammer5010 VLAN Tag 1-4094 .
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6.4 VLAN
VLAN o VLAN
1. VLAN VLAN o
2. VLAN IP o
3. VLAN Tag ( Tag).
4. VLAN o 802.1Q tag-
6-1HammerOS VLAN

create vlan <name> VLAN

config vlan <name> ipaddress <name> VLAN IP

<A.B.C.D/M>

config vlan <name> ipaddress <A.B.C.D> <name> VLAN IP

<A.B.C.D>

config vlan <name> tag <1-4094> VLAN tag  VLANID

config vlan <name> [add]|delete] port VLAN ,

<portlist> [tagged]untagged] tagged untagged
6.4.1 VLAN

devel opment VLAN, VLAN IP

202.106.15.3 255.255.255.0, 3, 6, 17-20, untagged o

Harbour(config)#create vlan development

Harbour(config)#config vlan development ipaddress 202.106.15.3
255.255.255.0

Harbour (config)#config vlan development add port 3,6,17-20 untagged

, , video  Tag-Based VLAN, VLAN  VLANID
128. 4 8 VLAN tagged -

Harbour (config)#create vlan video
Harbour (config)#config vlan video tag 128
Harbour (config)#config vlan video add port 4-8 tagged

6.4.2 VLAN

[ 1 delete vlan [<name>|all]
[ )| name vlan, all vlan(default )o
VLAN VLAN  untagged untagged VLAN
default .
[ ]
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6.4.3 VLAN IP

[ 1 no vlan <name> ip
( )|
¢ ] vlan market IP

Harbour (config)#no ip-vlan market

6.4.4 VLAN

[ 1 show vlan {<name>}*1
[ 1 name . name , name  VLAN
o name , VLAN . Show
VLAN
e VLAN (VLAN name)
e VLANID
e |P

VLAN  tagged
VLAN  untagged

[ )| VLAN development, VLAN ,
Harbour (config)#show vlan development

VLAN 1D 1 2046

Name : development

IP Address : 202.106.15.3 /24
MAC address : 10:82:c3:45:11:22
Tagged Ports :

Untagged Ports 3 6 17 18 19 20

6.5 Super VLAN  Proxy ARP

6.5.1 Super VLAN

VLAN Aggregation (VLAN ) VLAN
Ipvad ) o
Ipv4d o
VLAN IP . Sub VLAN  Super VLAN,
IP . VLAN IP )
VLAN , IP VLAN (super VLAND ,
IP VLAN (SubVLAN) .
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Sub VLAN Sub VLAN Super
VLAN, Super VLAN IP . Sub VLAN IP
Super VLAN IP ) IP
Super VLAN. Sub VLAN Super VLAN ARP o

VLAN
- VLAN Aggregation
o VLAN (SubVLAN) VLAN (Super VLAN) .
e  Super VLAN IPv4 ) Super VLAN Sub VLAN .
e SubVLAN o
o Sub VLAN ) )
o Super VLAN Sub VLAN Super VLAN arp-proxy-.

6.5.2 Super VLAN

Super VLAN Sub VLAN
[ 1 config vlan <name> [add|delete] subvlan <name>
[ )| <name> Super VLAN . <name> subvlan .
[ ]
¢ ]

Harbour(config)# config vlan super add subvlan sub
Harbour(config)# show vlan

VLAN 1D 1 2046

Name I super

VLAN Type . Super-VLAN

Mac address : 00:05:3b:58:00:a0
Sub-vlan list : sub

Tagged Ports
Untagged Ports :

VLAN 1D : 2045

Name : sub

VLAN Type : Sub-VLAN

Mac address : 00:05:3b:58:00:a0
Parent VLAN I super

Tagged Ports
Untagged Ports :
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Total vlans -3

6.5.3 Proxy ARP (ARP )

SuperVLAN SubVLAN ) Proxy ARP
o SubVLAN ) SuperVLAN ) ARP
o SubVLAN ARP o
SubVLAN1  SubVLAN2 Super VLAN, SubVLAN1 H1 SubVLAN2
H2 , H1 ARP ( SubVLAN2 H2 )s
) ; H1 H2 ;
H2 ) H2. ) ARP )
H1 H2 o
) SubVLAN SubVLAN ) SubVLAN  ProxyARP

6.5.4 Proxy ARP

1, ARP
Super VLAN Sub VLAN  ARP ) Super VLAN
Super VLAN SubVLAN .
[ ] config proxyarp [supervlan|subvlan] <vlanname> [enable|disable]
[ ] supervlan  subvlan , enable disable .
[ ]
[ ]

Harbour(config)#config proxyarp subvlan sub enable

2, Super VLAN/Sub VLAN  arp

[ 1 show proxyarp [supervlan|subvlan] <vlanname>
[ ] supervlan . subvlan .

¢ ] .

[ ]

Harbour(config)#show proxyarp subvlan sub
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3.

4.,

-—---Begin to show this subvlan proxyarp status----
Subvlan Name : sub
Search List aging time : 120(s)

Cache entry aging time : 300(s)
Proxy ARP status : Enable

config proxyarp searchtime <0-300>

search time

1 config proxyarp searchtime <0-300>

1 <0-300> proxyarp , .

Harbour(config)#config proxyarp searchtime 123
Now search List aging time is 123(s)
Harbour(config)#sh pro sub sub

----Begin to show this subvlan proxyarp status----
Subvlan Name > sub
Search List aging time : 123(s)

Cache entry aging time : 300(s)
Proxy ARP status : Enable

config proxyarp agetime <0-196605>

agetime

1 config proxyarp agetime <0-196605>

1 <0-196605> proxyarp , o

Harbour(config)#con proxyarp agetime 321
Now Proxyarp entry aging time is 321(s)
Harbour(config)#sh pro sub sub

-—---Begin to show this subvlan proxyarp status----

Subvlan Name : sub
Search List aging time : 123(s)
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Cache entry aging time : 321(s)
Proxy ARP status : Enable

show proxyarp table {<A.B.C.D>}*1

5. ARP

[ 1 show proxyarp table {<A.B.C.D>}*1

[ 1 {<AB.C.D>}*1 ip ap
[ ]

[ ]

Harbour(config)#show proxyarp table
Begin to show proxyarp table information
Ip Address Mac Address Subvlan timeout (s)

Total proxyarp entries: 1
End to show proxyarp table information

6. IP ARP
[ 1 config proxyarp delete <A.B.C.D>
[ 1 <AB.CD> ip
[ ]
¢ )|

Harbour(config)#config proxyarp delete 192.168.0.200

6.6 VLAN

6.6.1 VLAN

VLAN VLAN ) IP )
o VLAN o VLAN
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6.6.2 VLAN

° VLAN , o ,

VLAN , VLAN , VLAN
. ( : SubVLAN )

° 1P ) P ,
6.6.3 VLAN
[ ] create sub-interface <subifname> vlan <vlanname>
[ 1 <subifname>: , “vlan S S ,

<vlanname>: VLAN o

[ )|
[ 1  vlandefault default_1

Harbour(config)# create sub-interface default_1 vlan default

6.6.4 VLAN
[ 1 delete sub-interface <subifname> vlan <vlanname>
[ 1 <subifname>: , “vlan S ,
<vlanname>: VLAN o
[ ]
[ 1  vlandefault default_1

Harbour(config)#delete sub-interface default_1 vlan default

6.6.5 VLAN P

[ 1 config sub-interface <subifname> ipaddress <A.B.C.D/M>
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[ 1 <subifname>: . <A.B.C.D/M>: IP ,
M ; <A.B.C.D><A.B.CD> .

[ ]

[ )| default_1 IP 1.1.1.1/24

Harbour(config)# config sub-interface default_1 ipaddress 1.1.1.1/24

6.6.6 VLAN IP

[ 1 no sub-interface <subifname> ipaddress
[ 1 <subifname>: .
[ ]

[ ] default_1 IP

Harbour(config)#no sub-interface default_1 ipaddress

6.6.7 VLAN

[ 1 show sub-interface { vlan<name>}*1

[ 1 <name>: VLAN .
¢ )|

[ ] vlan default

Harbour(config)#show sub-interface default

FrIAxxAAxx*Asub-interface of vlan default **x**xxxitxx
Interface default_1

index 8 metric 1 mtu 1500 <BROADCAST,LINKO,MULTICAST>
inet 1.1.1.1/24 broadcast 1.1.1.255

Total sub-interface entry: 1

6.6.8 VLAN

vlan  sub-interface o
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create sub-interface <subifname> vlan
<vlanname>

vlan

<subifname>:
<vlanname>: vlan

delete sub-interface <subifname> vlan
<vlanname>

vlan

<subifname>:
<vlanname>: vlan

config sub-interface <subifname> ipaddress 1P
<A.B.C.D/M>
show sub-interface {vlan<name>}*1 vlan o
6.7 VLAN
6.7.1 VLAN
VLAN VLAN s VLAN

) ) o , ingress

1. Default VLAN

2.  VLAN Load sharing
3. VLAN mirrored to_port
4. VLAN VLAN
5. VLAN VLAN QoS
6.7.2 VLAN
[ ] config vlan <name> uplink_port <portno>
[ ] VLAN ) VLAN
VLAN )
[ 1 <name>  VLAN ; portno
[ ]

Harbour (config)#create vlan iso_vlan

o

VLAN

- VLAN

Harbour (config)#config vlan iso_vlan add port 1,2,3 untagged

Harbour (config)#config vlan iso_vlan uplink _port 1

1 vlaniso vlan

VLAN

Harbour (config)#show vlan
Copyright Harbour Networks Limited. All rights reserved.
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VLAN 1D I 2046
Name : iso_vlan
VLAN Type = Normal
MAC address : 00:05:3b:80:00:01
Uplink Port 1

6.7.3

™ P PN PN

Tagged Ports :
Untagged Ports : 1 2 3

VLAN

1 no vlan <name> uplink_port

VLAN o
name  VLAN o

Harbour (config)#no vlan iso_vlan uplink_port
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4

° STP N STP

e RSTP N RSTP
7.1 STP
Hammer |IEEE802. 1d STP , . STP

L] ’ °
7.1.1 STP

STP
Hammer STP o STP,
config stpd default [enable | disable]
enable, STP ) disable, STP .
STP, )
config stpd default enable
STP

Hammer STP STP )
config stpd default port [<portlist>[all] [enable|disabl €]

<portlist>[all , dl ; enable,

stp ) disable, .
10 STP )

config stpd default port 10 enable
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STP
STP  STP , STP .
STP Hammer
e Bridge Priority
e HelloTime

e Forward Delay

e MaxAge
° Path Cost
e  Port Priority
STP
STP .

config stpd default priority <0-65535>

0-65535, 32768,
Bridge) - 0 o
STP 2000,
config stpd default priority 2000
BPDU

BPDU )
config stpd default hellotime <1-10>
HelloTime 1-10, , 2

BPDU

config stpd default hellotime 5
i ! : HelloTime ForwardDelay-2
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config stpd default forwarddelay <4-30>

ForwardDelay 4-30,

config stpd default forwarddelay 20

: ForwardDelay

BPDU

BPDU

config stpd default maxage <6-40>
MaxAge 6-40,
BPDU

config stpd default maxage 30

: Maxage

STP

STP

2*(HelloTime + 1),

15 .

20 ,

HelloTimet+2

BPDU ) o

20 .

30 ,

2*(ForwardDelay — 1)

config stpd default port [<portlist> | al ] priority <0-255>

, <portlist>
0-255, 128.

°

STP

config stpd default port 10 priority 120

STP

STP

all o

(Root Port), 0

120,

config stpd default port [<portlist> | al ] cost <1-65535>

, <portlist>
HammerOS

al o 1-65535,
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e 10Mbps 100
e 100Mbps 19
e 1000Mbps 4

STP 200,

config stpd default port 10 cost 200

7.1.2 STP

STP

STP

e BridgelD
e Root BridgelD

e SITP

: show stpd default

STP ) : show stpd default.

STP Domain default information

-- Designated Root Info --

Priority : 32768

Mac address : 00: 05: 3b: 00: 04:
Max Age : 30

Hello Time : 5

Forward Delay : 20

-- STP Domain Config Info --

Priority : 32768

Mac address : 00: 05: 3b: 00: 04:
Root Path Cost : 200

Root Port : 10

Bridge Max Age : 30
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Bridge Hello Time : 5

Bridge Forward Delay: 20

e Designated port

show stpd default port [<portlist> | al ]
, <portlist> , al
10 STP )

show stpd default port 10

Port 10 "s Spanning Tree Protocol Information

Port Join STP Domain default ®s Calculate

-- Port Info --

Port id : 18
Priority : 120
State : Disable
Path Cost : 100
Designated Cost : 0

-- Designated Port --
Port id : 18
Priority : 128

-- Designated Root --
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Priority : 32768
Mac address : 00: 05: 3b: 00: 04: 90

-- Designated Bridge --

Priority : 32768
Mac address : 00: 05: 3b: 00: 04: 90
7.1.3STP
7-1 STP

config stpd default [enable | disable] STP
config stpd default priority <0-65535> STP o
0-65535,
32768,
(Root Bridge). 0
config stpd default hellotime <1-10> BPDU
HelloTime 1-10.,
) 2
config stpd default forwarddelay <4-30>
ForwardDelay 4-30,
) 15
config stpd default maxage <6-40> BPDU )
BPDU )
MaxAge 6-40, )
20
config stpd default port STP
[<portlist>]all] [enable]disable]
config stpd default port [<portlist> | STP
all ] priority <0-255> 0-255,
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128.
(Root Port), 0
config stpd default port [<portlist> | STP
all ] cost <1-65535> 1-65535, Hammer0S
10Mbps 100
100Mbps 19
1000Mbps 4
show stpd default STP
show stpd default port [<portlist> | all ] STP
7.2 RSTP
RSTP IEEE802.1w ) STP 802.1d )
) P2P ( ) ) . RSTP
7.2.1 RSTP
RSTP
. RSTP
° RSTP
. RSTP
RSTP
Hammer RSTP o RSTP )
config spanning-tree [enable | disabl€]
enable, RSTP; disable, RSTP .
RSTP, )

config spanning-tree enable

Copyright Harbour Networks Limited. All rights reserved.

86



I l ...ﬂ-l".‘lﬁ' i

FlexHammer5010
RSTP
Hammer RSTP o RSTP )
Config spanning-tree port <portlist> [none-stp] [yes| no ]
<port> ; yes, RSTP
no, RSTP o
10 RSTP , )

config spanning-tree port 10 none-stp yes

RSTP

RSTP )
e Bridge Priority
e HelloTime
e Forward Delay
e MaxAge

e Force-version

e  Path Cost
e  Port Priority
o P2P
e Edge
RSTP
RSTP )

Config spanning-tree priority <0-61440>

0-61440, 32768.
(Root Bridge) . 0 o
. : RSTP 8192,

config spanning-tree priority 8192
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BPDU

BPDU )
Config spanning-tree hello-time <1-10>

HelloTime 1—10, )
4

config spanning-tree hello-time 4

Config spanning-tree forward-delay <4-30>

ForwardDelay 4—30, )
10 ,

config spanning-tree forward-delay 10

1
i : Hello-time, Max-Age Forward-Delay
2*(Hello-time + 1) <= Max-Age <= 2*(Forwar d-Delay -1)

BPDU

RSTP BPDU )

Config spanning-tree maximum-age <6-40>

Maximum-age 6—40, )
30 ,

config spanning-tree maximum-age 30

I .
i : Hello-time, Max-Age Forward-Delay
2*(Hello-time + 1) <= Max-Age <= 2*(Forwar d-Delay -1)

RSTP

RSTP )
Config spanning-tree port ~ <port> [priority] <0-240>

0_ 240’
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) (Root Port), 0 o )
RSTP 10 96,

config spanning-tree port 10 priority 96

RSTP

RSTP )
Config spanning-tree port <port> [path-cost] [auto | <1-200000000]

1-200000000, )

) auto. auto , RSTP , RSTP
e 10Mbps 2000000
e 100Mbps 200000
e  1000Mbps 20000

) RSTP 10 300000,

config spanning-tree port 10 path-cost 300000

STP

|EEE 802.1d STP » RSTP ) 802.1d
STP )

config spanning-tree [force-version] [0 | 2]

force-version 2 RSTP ; force-version o ,
STP o 2, RSTP o , |EEE 802.1d
STP )

config spanning-tree force-version 0

802.1d STP 802.1w RSTP ,
config spanning-tree mode [stp|rstp]
stp 802.1d STP , rstp 802.1w RSTP o RSTP ,

config spanning-tree mode rstp
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P2P

pP2pP )
Config spanning-tree port <port> p2p [yes | no | auto]

yes, no, auto. auto, RSTP P2P o P2P
) RSTP ; o ) 10 P2P

b

config spanning-tree port 10 p2p yes

edge

Edge )

config spanning-tree port <port> [edge] [yes | no]

edge yes, no, no. )
) edge yes,
o , 10 edge )
config spanning-tree port 10 edge yes
7.2.2 RSTP
RSTP

RSTP

e BridgelD

e Root BridgelD

e RSTP

RSTP ) : show spanning-tree. ) ) RSTP )

show spanning-tree

SPANNING TREE infomation in STP domain 2047

-- Designated Root Info --
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Priority : 133726292

MAC address : 00:05:3b:04:00:50
Designated Port ID :0/13

Max Age 120

Hello Time 12

Forward Delay 15

-- STP Domain Config Info --

Priority

MAC address

Root Port

: 133726272

1 22:22:22:22:22:22

1 0/18

Root Path Cost

Bridge Max Age

Bridge Hell

o Time

: 200000

120

12

Bridge Forward Delay : 15

Bridge ForceVersion

Num pri

0/24 128
0/23 128
0/22 128
0/21 128
0/20 128
0/19 128
0/18 128
0/17 128
0/16 128
0/15 128

0/14 128
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All portsinfomation in STP domain 2047

12

path--cost role span-state

2000000

2000000

2000000

2000000

2000000

2000000

Dis Discarding
Dis Discarding
Dis Discarding
Dis Discarding
Dis Discarding

Dis Discarding

200000 Root Forwarding

2000000

2000000

2000000

2000000

Dis Discarding
Dis Discarding
Dis Discarding

Dis Discarding

Ink p2p edg

N

2 Z2 Z2 < 2 2 Z2 Z2 Z

N

N

N

zZz < z Z

pzd

N

=2 z Z2 2 Z z Z z Z 2

pendcost designated root id

N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050

N 200000 32768:00053b040050
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0/13 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/12 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/11 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/10 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/9 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/8 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/7 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/6 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/5 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/4 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/3 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/2 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
0/1 128 2000000 DisDiscarding N N N N 200000 32768:00053b040050
RSTP
RSTP
.
°
RSTP , : show spanning-tree port <port>. , <port>

°

b

show spanning-tree port 10

Num pri

0/10 128

path--cost

role span-state

2000000 DisDiscarding

10

STP

b

Ink p2p edg pendcost designated rootid

N

N

Copyright Harbour Networks Limited. All rights reserved.

N

N 200000 32768:00053b040050

92



FlexHammer5010

i .;E;-I.‘.E'H

7.2.3 RSTP

7-2RSTP

config spanning-tree [enable | disable] RSTP

config spanning-tree priority <0-61440> (4096 )
config spanning-tree maximum-age <6-40> BPDU

config spanning-tree hello-time <1-10> hello-time

config spanning-tree

forward-delay <4-30>

forward-delay

config spanning-tree

[force-version] [0 | 2]

RSTP

config spanning-tree

mcheck yes

802.1d STP

config spanning-tree
[auto | <1-200000000]

port <port> [path-cost]

config spanning-tree
<0-240>

port <port> [priority]

(16

| no]

config spanning-tree port <port> [none-stp] [yes

RSTP

auto]

config spanning-tree port <port> p2p [yes | no |

P2P

config spanning-tree
no ]

port <port> [edge] [yes |

edge

show spanning-tree

RSTP

show spanning-tree port <port>

RSTP
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8 DHCP Réay

HammerOS DHCP Relay .

e DHCP

e DHCP Relay

e DHCP Relay

e DHCP Relay

[ ]

8.1 DHCP
(Dynamic Host Configuration Protocol, DHCP) TCP/IP
. , DHCP
e DHCP : RFC1531 1541, IETF
RFC2131 2132 .
[ ] IP : ’ IP
. : ) TCP/IIP
e DHCP BOOTP : ) )
TCP/IIP , DHCP TCP/IIP

) IP N N . DNS o , TCP/IP

DHCP . IP )

. , DHCP .

8.2 DHCP Relay

DHCP DHCP ) ip
o ; DCHP Relay Agent( )o

DHCP Relay DHCP
DHCP ) DHCP
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8.3 DHCP Relay

DHCP Relay
1. VLAN
2. DHCP

3. DHCPRday

4. DHCP Relay

5. DHCP

6. DHCP Relay
8.3.1 VLAN

DHCP Relay vlian .
[ 1 config dhcpr listen [add]delete] <vlanname>
[ ] add DHCP Relay vlan , delete DHCP Relay
vlan ; vlanname vlan .

[ ]
[ ] DHCP Relay vlan e2.

Harbour(config)#config dhcpr listen add e2

! : e? ip °
| dhcpr , vlan , dhcpr
8.3.2 DHCP
[ ] config dhcpr targetip [add]|delete] <A.B.C.D> {id <1-32>}*1
[ 1 add dhcp IP , delete dhcp
1P ; <A.B.C.D> DHCP IP ; 1d  DHCP .
dhcpr ) DHCP )
dhcpr ; .
[ ] DHCP 10.7.100.9

config dhcpr targetip add 10.7.100.9

DHCP 10.7.100.9 ,

config dhcpr targetip delete 10.7.100.9
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! : DHCP , DHCP o
ip route o
8.3.3 DHCP Relay
[ ] service dhcpr [enable|disable]
[ )| enable DHCP Relay , disable DHCP Relay
[ )|
[ 1 DHCP Relay

Harbour(config)# service dhcpr enable

! : DHCP , DHCP Relay .

Nointerfaceislistened by dhcp relay , Failed to start dhep relay
/Thereisno configured target server.

8.3.4 DHCP Relay

DHCP Relay vilan

] show dhcpr listen
]
]
]

Harbour(config)# show dhcpr listen

™ PN PN PN

Dhcp relay listen vlan: e2
Dhcp relay listen vlan: e3
Dhcp relay listen vlan: e4

) DHCP Relay vlan : e2,e3,e4
8.35 DHCP
DHCP )
[ 1 show dhcpr targetip
[ ]
[ ]

Harbour(config)# show dhcpr targetip
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dhcpr target ip 10.7.100.9

) DHCP

1

: 10.7.100.9

8.3.6 DHCP Relay
DHCP Relay ’
[ 1 show dhcpr status
[ ]
[ ]
Harbour(config)# show dhcpr status
Dhcp relay is down
DHCP Relay o
8.4

Harbour(config)# config dhcpr
Harbour(config)# config dhcpr
Harbour(config)# config dhcpr
Harbour(config)# config dhcpr

listen add e2
listen add e3
listen add e4
targetip add 10.7.100.9

Harbour(config)# service dhcpr enable

Successfully start dhcp relay

8.5 DHCP Relay

Copyright Harbour Networks Limited. All rights reserved.

config dhcpr listen [add]delete] VLAN

<vlanname>

config dhcpr targetip [add]delete] DHCP

<A_B.C.D> {id <1-32>}*1

service dhcpr [enable|disable] DHCP Relay
show dhcpr listen DHCP Relay

show dhcpr targetip DHCP

show dhcpr status DHCP Relay
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9 VRRP

e VRRP

e VRRP

. VRRP
9.1 VRRP

9.1.1 VRRP (Virtual Router Redundancy Protocol)

, (OSPF) (RIP)
. OSPF RIP ,
VRRP . VRRP, ,
. IP MAC ., VRRP
m&er ’ o b b
, . , VRRP IP
VRRP , .
9.1.2 VRRP
VRRP , ,
. VRRP
, . VRRP
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) VRRP
o o VRRP

9.2 VRRP
VRRP .

9.2.1 ID

(VRID) , FlexHammer5000
,» VRID 1-255. VRID 1.

9.2.2

interface o

9.231IP

9.3 VRRP

VRRP

VRRP ) o
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FlexHammer5010

. VRID, 1—255, 1

° IP )

. ) 100

L] ’ 1

[ ] ’

[ ] o

° ; HOS—VRRP
9.3.1 IP

AP o

[ 1 vrrp {<1-255>}* 1 ipaddress <A.B.C.D>
[ 1 vrid 1—255, 1; <A.B.C.D> ip
[ 1
[ 1 VRID 10, 11.1.20.30 )

Harbour(config-if)# vrrp 10 ipaddress 11.1.20.30

9.3.2

[ 1 no vrrp {<1-255>} * 1 ipaddres

¢ 1 vrid 1—255, 1;

[ )|

[ ] VRID 10 ,
Harbour(config-if)# no vrrp 10 ipaddress

9.3.3

[ 1 vrrp {<1-255>}* 1 priority <1-254>
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0. 255 ) o ) - 255
’ IP 255,
o ,
[ ]
[ )| 10 120,
Harbour(config-if)# vrrplO priority 120
9.34
100,
[ 1 no vrrp {<1-255>}*1 priority
[ 1 vrid 1—255, 1;
[ ]
[ ] 10 ,
Harbour(config-if)# no vrrplO priority
9.35
[ 1 vrrp {<1-255>}* 1 advertise-timer <1-5>
[ ] VI’Id 1_255y 1; l'5y ’ 1
[ ]
¢ ] 10 2,
Harbour(config-if)# vrrp 10 advertise-timer 2
9.3.6
[ 1 no vrrp {<1-255>} * 1 advertise-timer
[ 1 vrid 1—255, 1;
[ ]
9.3.7
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(
(

9.3.8

9.3.9

9.3.10

(

1 vrrp {<1-255>}*1 preempt [on|off]

1 vrid 1—255, 1;

]

] , on
, off ) on.

)| 10 )

Harbour(config-if)# vrrp 10 preempt off

°

1 vrrp {<1-255>}* 1 authentication <password>

1 vrid 1—255, 1;

] .
]

] 10 ABC,

Harbour(config-if)# vrrp 10 authentication ABC

b

1 no vrrp {<1-255>} * 1 authentication
] vrid 1—255, 1;

]

1 vrrp {<1-255>}* 1 name <name>

] vrid 1—255, 1; name HOS-VRRP

1 no vrrp {<1-255>}*1 name
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[ 1 vrid 1—255, 1;
[ ]
9.3.12
» VRRP
TRACK VRRP

DOWN , VRRP

b

[ Y vrrp {<1-255>}*1 track <IFNAME> {<1-255>}*1
¢ )| {<1-255>} VRRP , {<1-255>}
<IFNAME> o
[ ]
9.4
[ 1 show vrrp {<1-255>}*1
[ 1 VRID . VRID ,
o VRID,
[ )|
.
° (VRID)
.
° IP
.
.
.
° MAC
.
. arp
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9.5 VRRP

FlexHammer5010 A,

Harbour(config-if)# show vrrp 1

Interface Name
Router Name

Virtual 1D

State

Priority

Preempt
Advertisement interval
Answer arp
Authentication
Password

Ip address

Virtual Mac address

default,

FlexHammer5010 B .,

Virtual

Virtual

ta
-HOS_VRRP
:1

initiation
100
ton

:1
off
stext

-HOS

:10.5.4.1/24
:00:00:5e:00:01:01

Router

1,

Harbour(config)# interface default
Harbour(config-if)# vrrp ipaddress 10.1.20.30

Harbour(config-if)# exit

default,

1,

Harbour(config)# interface default
Harbour(config-if)# vrrp ipaddress 10.1.20.30

Harbour(config-if)# exit

Copyright Harbour Networks Limited. All rights reserved.

Router Information

Information

IP 10.1.20.30,

IP 10.1.20.30,
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Virtual Router 1
10, 1, 20, 30
BAMaster }
c o

FlexHammer50104 FlexHammer5010B

AR AR AR 10, 1. 20. 30

FlexHammer5010 A B , default  VLAN, A,
VLAN default 1P 10.1.20.10/24; B , VLAN default IP
10.1.20.30/24. 10.1.20.30.
1, B IP ,
255, B ) A o
) VRRP o ) MAC
) VRRP , o
9.6 VRRP

FlexHammer5010 VRRP
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vrrp {<1-255>}*1 ipaddress
<A.B.C.D>

no vrrp {<1-255>}*1 ipaddress

vrrp {<1-255>}*1 priority <1-254>

VRID
, 1-254,
, 100,

no vrrp {<1-255>}*1 priority

vrrp {<1-255>}*1 preempt [on]off]

vrrp {<1-255>}*1 authentication
[data]

VRID

no vrrp {<1-255>}*1 authentication

vrrp {<1-255>}*1 advertise-timer

<1-5> 1

no vrrp {<1-255>}*1 advertise-timer

vrrp {<1-255>}*1 name <name> , HOS—
VRRP

no vrrp {<1-255>}*1 name HOS—VRRP

show vrrp {<1-255>}*1
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10 IGMP Snooping

IGMP (Internet Group Management Protocol ) IP ;
IP o ) )
IGMP Snooping IGMP ; IGMP .
IGMP Snooping .
10.1 IGMP Snooping
IGMP, )

service igmp snooping enable

10.2 IGMP Snooping

1. ,

config igmp snooping router_timeout <10~2147483647>

router_timeout : ) 260 .

10~2147483647 : o

2. ,

config igmp snooping host_timeout <10~2147483647>

host_timeout : ) 260 .

10~2147483647 : o

) , router_timeout =500 , host_timeout =600 ,

Harbour (config)#config igmp snooping router_timeout 500

Harbour (config)#config igmp snooping host_timeout 600

show igmp snooping summary
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Harbour (config)#show igmp snooping summary

—————————— igmp snhooping summary ---------—-

Router timeout 260s(D)
Host timeout 260s(D)
Total group 0
Max group 255
D: default.
10.3 IGMP Snooping
VLAN VLAN ) )

clear igmp snooping vlan [name]all]

) <name> VLAN , dl VLAN.

) default , ’

Harbour (config)#clear igmp snooping vlan default

10.4 IGMP Snooping

IGMP, )

service igmp snhooping disable

10.5 IGMP Snooping

VLAN VLAN ) )

show igmp snooping vlan <name>

) <name> VLAN , <name> adl , VLAN.

) default )

show igmp snooping vlan default
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10.6 IGMP Snooping

10-1 IGMP Snooping

Service igmp-snooping
[enable|disable]

/ IGMP Snooping

config igmp snooping router_timeout
<10~2147483647>

260

config igmp snooping host_timeout
<10—~2147483647>

260

clear igmp snooping vlan [name]all]

»

VLAN
name all

VLAN

VLAN

show igmp snooping timer

show igmp snooping vlan <name>

VLAN

VLAN
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FlexHammer5010
11 QoS
11.1 QoS
11.1.1
QoS (Quality of Service) IP ; IP ;
. QoS N IP ) )
) ) o , QoS
o QoS IP o
QOS ’ A ’ H
, » FlexHammer5010
4 . SP (Strict Priority) WRR (Weighted
Round Robin) o
(] SP: ’
. WRR: Low, Norma, Medium, High
, 4 o
QoS CoS 802.1p MAC. PORT. VLAN. ACL
. CoS H
; ( Jo
11.1.2 QoS
QoS MAC < PORT < VLAN < ACL.
QoS ) ) )
QoS ) o
11.1.3 (DiffServ)
FlexHammer5010 QoS 1Pv4 (DiffServ), 1Pv4
DSCP
° IPv4 DSCP
o IPv4 DSCP , )
DiffServ
. PORT DiffServ
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FlexHammer5010
° VLAN DiffServ
o ACL DiffServ
11.14 (ToS)
FlexHammer5010 QoS ToS
° VLAN ToS
o ACL ToS
FlexHammer5010 ( ) , M, 8
11.2 QoS
11.2.1 QoS
/ QoS o CoS o
[ ] service qos [enable|disable]
[ )| 8 802.1p 0 CoS . enable
4 CoS , 8 802.1p CoS ; disable
QoS ) QoS o
[ 1
11.2.2 CoS
CoS )
[ 1 config WRR-queue bandwidth <low,normal,medium,high>
[ 14 CoS 0. 1. 2. 3 low. normal. medium. high.
(SP) : config WRR-queue bandwidth 0,0,0,0.
(WRR) : config WRR-queue bandwidth 1,2,3,4.
Low: Norma: Medium: High 1. 2: 3: 4, High
4 ; Medium Norma 2 ; Low
1 o 1-255,
[ )|
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CoS )

[ 1 show wrr-queue

[ ] 4

¢ ]

[ ] 1,2,3,4, :
Harbour (config)#config WRR-queue bandwidth 1,2,3,4
Harbour (config)#show wrr-queue
———————— QoSQueue -------- WRR value -------—-
———————— Low -———— 1 ————————— -
———————— Normal ----———— 2 ——————— -
———————— Medium ---————- 3 ——————— -
———————— High ——————— 4 e

11.2.3 802.1p CoS

802.1p CoS )

[ 1 config priority <0-7> qosqueue [Low|Normal|Medium|High]

[ 1 CoS_SEL 802.1p CoS .

[ ]

11.2.4 802.1p CoS

802.1p CoS o
[ 1 show dotlp-QosQueue-mapping
[ ]
802.1p CoS ) o

Harbour (config)#show dotlp-gosqueue-mapping

———————— Low ————————
———————— Normal -----—-——-
———————— Normal ------——-
———————— Medium --—————-
———————— Medium --—————-

~N~No ok~ WNEO

802.1p 7 Low O CoS o
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Harbour (config)#config priority 7 qosqueue low
Harbour (config)#show dot
Harbour (config)#show dotlp-gosqueue-mapping

———————— Dotlp Priority-----------Q0S Queue ---------
————————— 0] ———— Low —————
————————— 1 —_————— Low —————
————————— 2 ———————— Normal ————————
————————— 3 ———————— Normal ————————
————————— 4 —_————— Medium —————
————————— 5 ———————- Medium ———————-
————————— 6 ———————- High ————————
————————— 7 —_————— Low —————

11.2.5 MAC

[ ] create fdbentry <mac_address> vlan <name> port <portlist> {priority <0-7>}*1

[ )| FDB ) MAC MAC

802.1p CoS o

¢ ]

¢ ]
Harbour (config)#create fdb 001122334455 vlan default port 5 priority

7
Harbour (config)#show gos mac
““““““““““““““““ MAC
(0101 Salaiaiaiaioialaiaiaioiaiaioiaioiaiaioialioiaiaioialalaiaioiale

MAC address Port VLAN name Priority
00:11:22:33:44:55 5 default 7

11.2.6 PORT

802.1p )
[ 1 config port [<portlist>|all] remap-priority [on]|off]
[ ] / 802.1p
[ ]
11.2.7 802.1p
[ 1 config port [<portlist>]all] remap-priority <0-7>
[ )| priority 802.1p .
802.1p CoS o
[ ]
[ ]

Harbour (config)#config port 1 remap-priority on
Harbour (config)#config port 1 remap-priority 6
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Harbour (config)#show qos port

Port: 1°s 802.1p priority is 6.

11.2.8 VLAN

[ 1 config vlan <name> priority <0-7>

[ ] VLAN VLAN o
VLAN 802.1p ) CoS o

[ ]

[ )|

Harbour (config)#config vlan test priority 7
Harbour (config)#show qos vlan

VLAN: test"s 802.1p priority is 7.

11.2.9 ACL

[ 1 config acl <name> priority <0-7>
[ ] ACL ACL o
ACL 802.1p , CoS
[ )|
[ )|

Harbour (config)#config acl test priority 6
Harbour (config)#show qos acl

ACL : test"s 802.1p priority is 6.

11.3 DiffServ

IP ToS (Type Of Service) . DiffServ 8 ToS )
DS (DifferServer) , 6 DSCP ( DifferServer CodePoint)
codepoint, .
DSCP , DSCP QoS ; . DiffServ
IPv4 DSCP ,
1. IPv4 DSCP
° IPv4 DSCP
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o VLAN IPv4 DSCP

o ACL IPv4 DSCP
2. DSCP 802.1p ) DSCP IPv4
DiffServ )

1) service gos enable
2) config dscp to-802.1p map codepoint [0-7|8-15|16-23|24-31|32-39]40-47|48-55|56-63] priority <0-7>
3) config dscp enable

4) config dscp to-802.1p [on|off] ,

11.3.1 Differv

[ 1 config dscp [enable]disable]

[ )| DiffServ , differv .
[ ]

[ ]

Harbour (config)#config dscp enable

11.3.2 Differv
[ 1 config dscp to-802.1p [on]off]
[ ] DiffServ .
on IPV4 DSCP
off ; DSCP 1PV4
[ )|
[ )|

Harbour(config)#config dscp to-802.1p on
Harbour(config)#config dscp to-802.1p off

11.3.3 Differv  802.1p

[ ] config dscp to-802.1p map codepoint [0-7]8-15]16-23]24-31]32-39]40-47
|48-55]56-63] priority <0-7>
[ )| differv dscp codepoint 802.1p o
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11.3.4

™ P PN PN

™ PN PN PN

11.3.5

™ PN PN PN

™ PN PN PN

dscp codepoint 802.1pri
0-7

8-15
16-23
23-31
32-39
40-47
48-55
56-63

~N o o~ W N - O

Harbour(config)#dscp to-802.1p map codepoint 16—23 priority 2

VLAN DSCP

1 config vlan <vlanname> dscp <0-63>

)| vlan  dscp

]

1 Harbour (config)#config vlan default dscp 6

1 no vlan <name> dscp

] vlan dscp

)|

1 Harbour(config)#no vlan default dscp

ACL DSCP

1 config acl <name> dscp <0-63>

] acl dscp

]

] Harbour(config)#config acl acl_1 dscp 24

1 no acl <name> dscp
)| acl  dscp
)|

] Harbour(config)#no acl acl_1 dscp
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11.3.6 PORT DSCP

[ 1 config port [<portlist>]all] dscp <0-63>

¢ 1 portlist , 8-12 8, 9, 10, 11, 12 . dscp
codepoint

[ ]

[ 1 Harbour(config)#config port 1, 3—12, 5 dscp 63

[ 1 no port [<portlist>]all] dscp

[ )| port  dscp

[ )|

[ ] Harbour(config)#no port 4 dscp

11.3.7 DiffServ

[ 1 show dscp [vlan]acl|port]all]

[ ] DiffServ

[ )|

[ )|
Harbour (config)#show dscp all
------------- VLAN DSCP—-——-—mmm—
VLANName DSCP
vl 10
------------- ACL DSCP--————mmmoo——
AclName DSCP
test 10

11.3.8 DiffServ  8021.p

[ 1 show dscp map

[ ] DiffServ  802.1p
[ )|

[ )|

Harbour (config)#show dscp map

dscp codepoint 802.1pri

0-7 0
8-15 1
16-23 2
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11.4 ToS

IP

114.1

™ PN PN PN

11.4.2

™ PN PN PN

™ PN PN PN

11.4.3

™ PN PN PN

23-31
32-39
40-47
48-55
56-63

~No ok W

ToS (Type Of Service) o
VLAN IPv4 ToS
ACL IPv4 ToS

ToS

1 config tos [enable|disable]
)| tos .

)|

)|

Harbour(config)#config tos enable

VLAN ToS

1 config vlan <name> tos_p <1-7>

] vlan ToS, vlan IP ToS
)|

] Harbour(config)#config vlan test tos p 6

1 no vlan <name> tos_p
1 vlan  tos
]

1 Harbour(config)#no vlan test tos_p

ACL ToS
1 config acl <name> tos_p <0-7>
] ACL  tos, ACL IP tos

]
] Harbour(config)#config acl acl_1 tos p 5
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FlexHammer5010

[ 1 no acl <name> top_p

[ )| ACL  tos

[ ]

[ 1 Harbour(config)#no acl acl_1 tos_p

11.4.4

™ PN PN PN

115

1151

ToS

1 show tos_p [vlan]acl]all]

)| ToS

]

]
Harbour (config)#show tos all
————————————— VLAN TOoS------——————-
VLANName ToS_P
vl 3
————————————— ACL ToS--------————-
AclName ToS_P
test 2

(bandwidth)

] config port [<portlist>]|all] bandwidth input <0-127>

)| o <0-127> ) M (
( Jo

]

1 Harbour(config)#config port 3 bandwidth input 20

] config port [<portlist>]all] bandwidth output <0-127>

)| o <0-127> ) M (
( Jo

1

1 Harbour(config)#config port 3 bandwidth output 20
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11.5.3

[ 1 show bandwidth port [<portlist>]all]

[ ] . [all] :
[portlist]

¢ ]

[ 1 Harbour (config)#show bandwidth port 3

11.6 QoS

service qos [enable|disable] / QoS

config WRR-queue bandwidth
<low,normal ,medium,high>

show WRR-queue 4

config priority <0-7> qosqueue
[Low|Normal [Medium]High] 802.1p CoS
show dotlp-QosQueue-mapping 802.1p Cos

create fdbentry <mac_address> vlan
<name> port <portlist> {priority FDB  802.1p
<0-7>}

config port [<portlist>]all]
remap-priority <0-7> 802.1p

config vlan <name> priority <0-7> VLAN

no vlan <name> priority vlan

config acl <aclname> priority <0-7> ACL

no acl <name> priority ACL

show qos [port]|mac|vlan]acl]all] QoS

config tos [enable]disable] tos

config vlan <name> tos p <1-7> vlan Tos

no vlan <name> tos_p vlan Tos

config acl <aclname> tos p <0-7> acl Tos

no acl <name> top_p acl Tos

show tos p [vlan]acl]all] tos
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12

12.1

12.2

12.2.1

™ PN PN PN PN

12.2.2

™ PN PN PN PN

N N 0 monitor,
o server,

1

] config syslog [enable|disable]

)| enable ; disable
]

]

Harbour (config)#config syslog enable

Successfully changed syslog service to enable

)|

] config syslog type [<name>]|all] [enable]disable]

] enable ; disable .

1

1 name ; show syslog configuration )

: AUTH, BGP, CLI, SYSLOG, DEVCTRL, ARP, DOT1X, NAS, OSPF,
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12.2.3

™ PN PN PN

12.2.4

™ PN PN PN PN PN

12.2.5

™ PN PN PN PN PN

PORT, FDB, RADIUS, RIP, ROUTE, SNMP, STP, SYSTEM, VLAN, WEB, SERVICE, DHCPR
. all .
)| AUTH , AUTH
Harbour (config)#config syslog type auth enable

Successfully changed syslog type auth to enable.

]

1 config syslog lowest-level <0-7>

]

)| 0o 7 EMERG , ALERT , CRITERR, CRIT, ERR,
WARNING, NOTICE, INFO, DEBUG.

)| 3 3 ( 0—3)

Harbour (config)#config syslog lowest-level 3

Successfully changed syslog service lowest-lever level 3 [ERR].

]

1 record command-line [enable]disable]

1 enable ; disable o
)|

)| 6, INFO o

1

Harbour (config)#record command-line enable

Successfully changed syslog record CLI to enable.

telnet

] telnet
1 record valid-access [enable|disable]

] enable ; disable .

]
] 5, NOTICE o
] telnet

Harbour(config)#record valid-access enable
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12.3
12.3.1
¢ ]
¢ ] config syslog server [enable]disable]
[ ] enable ; disable .
[ ]
[ ] , o
[ ]
Harbour (config)#config syslog server enable
Successfully changed syslog service logto server enable.
Warning: Syslog server config is empty.Please add syslog server.
12.3.2
[ ] b IP b b
[ 1 config syslog [add|delete] server <A.B.C.D>{[port] <1-65535>}*1 {[facility]
<0-7>}*1
[ ] add , delete ; A.B.C.D
server IP , port
,» Tacility .
[ )|
[ )| , .
[ )| IP 10.12.3.4 ; 8808, facility 5:

Harbour(config)#config syslog add server 10.12.3.4 port 8808 facility 5
Successfully added syslog server 10.12.3.4

) 1P 10.1.4.1, 6500, facility 1:

Harbour(config)#config syslog delete server 10.1.4.1 port 6500 facility 1
Successfully deleted syslog server 10.1.4.1
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12.4

12.4.1

12.4.2

12.4.3

™ PN PN PN PN

12.4.4
[

]
] config syslog monitor-terminal [enable]disable]

] enable , disable

Harbour (config)#config syslog monitor-terminal enable

Successfully changed syslog service logto monitor-terminal to
enable.

]
1 monitor [on]off]

] on , disable

Harbour (config)#monitor on

Successfully changed your terminal display syslog messages.

1

1 monitor timestamp [none|time]|datetime]

]

] o
]

Harbour (config)#monitor timestamp datetime

]
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12.4.5

™ PN PN PN

12.5

1251

™ PN PN PN PN

] monitor lowest-level <0-7>

]

] ) 0o 7 EMERG,
ALERT, CRITERR, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.

] 3 3

Harbour (config)#monitor lowest-level 3

Successfully changed monitor lowest-lever level 3 [ERR]-

]

] monitor type [<typename>|all] [on]off]

)|

)| , typename , show syslog

configuration , : AUTH, BGP, CLI, SYSLOG,

DEVCTRL, ARP, DOT1X, NAS, OSPF, PORT, FDB, RADIUS, RIP, ROUTE, SNMP, STP,
SYSTEM, VLAN, WEB, SERVICE, DHCPR . all o

]

Harbour (config)#monitor type all on

Successfully changed to display all messages.

)| , .

1 show syslog configuration

)|

1 , .
1

Harbour (config)#show syslog configuration

Syslog Serviceisup.
--Service Syslog logto flashfileis up.
--Service Syslog logto server is down.

Have no syslog server.
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--Service Syslog logto monitor-terminal is up.

--L og messages that not lower than level 4 [WARNING].

--Log these types messages.

--Not log these types messages:
:AUTH:BGP.CLI:SY SLOG:DEVCTRL:ARP.DOT1X:NAS.OSPF:PORT:FDB
‘RADIUS.RIP.ROUTE:SNMP:STP.SY STEM:VLAN:WEB:SERVICE:DHCPR

Record command-line is disabled

12.5.2
] ,

] show monitor configuration
)|

1 .

1

Harbour (config)#show monitor configuration

™ PN PN PN PN

Monitor has been on.

Monitor show messages with none timestamp.

Monitor only display log messages that not lower than level 7 [DEBUG].

Monitor display messages of these types:

Monitor donot display messages of these types:
AUTH:BGP:CLI:SYSLOG:DEVCTRL:ARP:DOT1X:NAS:OSPF:PORT:FDB:RADIUS

‘RIP:.ROUTE:SNMP:STP:SY STEM:VLAN:WEB:SERVICE:DHCPR:

12.6

12-1
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config syslog [enable|disable]

, disable o

. enable

config syslog monitor-terminal
[enable]disable]

, disable .

. enable

config syslog lowest-level <0-7>

lowest-level
» 12 » 2:
4: , b: , 6:

config syslog type [<name>|all]
[enable|disable]

- nName

, all
. enable , disable

record command-line [enable]disable]

, disable

. enable

°

config syslog server [enable]disable]

enable

, disable o

config syslog [add|delete] server <A_B.C.D>
{[port] <1-65535>}*1 {[facility] <0-7>}*1

, port

. <A.B.C.D> IP
» facility

show syslog configuration

monitor [on]off]

monitor timestamp [none|time|datetime]

monitor lowest-level <0-7>

monitor type [<typename>|all] [on]off]

show monitor configuration

record valid-access [enable]disable]

telnet
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13 NMS
e NMS
e NMS
o / IP
o NMS
e NMS
13.1 NMS
NMS(Net Management service) \ o )
’ IP
) , IP .
, IP , IP ,
10 .
13.2 NMS
13.2.1
¢ ]
[ 1 config access-control {[telnet|snmp]}*1 [on]off]
[ )| on ; off
[ ]
[ 1] , telnet  snmp
Harbour(config)#config access-control on
Successfully changed access-control on.
[ 21 telnet
Harbour (config)#config access-control telnet on
Successfully changed telnet access-control on
13.2.2 NMS
[ ] NMS
[ 1 create nms-access-profile <access_profile_name>
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13.2.3

™ PN PN PN P

13.2.4

13.2.5

] <access_profile_name> ; 20 o
)|
] admin

Harbour(config)#create nms-access-profile admin

Profile admin added success.

NMS

] NMS
] delete nms-access-profile <access_profile_name>
1 <access_profile_name> , 20 o
)|
1 admin
Harbour(config)#delete nms-access-profile admin

Profile admin delete success.

Telnet
)| Telnet
] config nms-access-profile <access_profile_name> telnet [enable|disable]
1 <access_profile_name> , 20 o
enable telnet ; disable o
1
1 admin telnet

Harbour(config)#config nms-access-profile admin telnet enable

Config profile admin®s telnet-access enable success.

SNMP
)| SNMP
] config nms-access-profile <access_profile_name> snmp [enable|disable]
] <access_profile_name> ) 20 .
enable telnet ; disable o
]

] admin SNMP
Harbour(config)#config nms-access-profile admin snmp enable

Config profile admin®s snmp-access enable success.
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13.3

13.3.1

13.3.2

13.4

13.4.1
[

/ IP

IP

)| IP
1 config nms-access-profile <access_profile_name> add ipaddress <A.B.C.D/M>
config nms-access-profile <access_profile_name> add ipaddress <A.B.C.D>
<A_B.C.D>

1 <A_B.C.D/M> <A.B.C.D> <A.B.C.D> 1P
]
1 admin 1P 10.5.3.1, 255.255.255.0

Harbour(config)#config nms-access-profile admin add ipaddress 10.5.3.1/24

Harbour(config)#config nms-access-profile admin add ipaddress 10.5.3.1
255.255.255.0

P

] IP
] config nms-access-profile <access _profile_name> delete ipaddress
[all |<A_B.C.D/M>]
config nms-access-profile <access profile name> delete ipaddress
<A.B.C.D> <A.B.C.D>

] all IP; <A.B.C.D/M> <A.B.C.D> <A.B.C.D>
IP

]

1 admin IP 10.5.3.1, 255.255.255.0

Harbour(config)#config nms-access-profile admin delete ipaddress
10.5.3.1/24

Harbour(config)#config nms-access-profile admin delete ipaddress
10.5.3.1 255.255.255.0

]
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[ ] show access-control {[telnet|snmp]}*1
[ )|
[ 1]

Harbour(config)#show access-control

Telnet access-control is : on

SNMP access-control is : on

[ 2] telnet

Harbour(config)#show access-control telnet

Telnet access-control is:on

13.4.2

¢ ]

[ ] show nms-access-profile {<access_profile_name>}*1
[ 1 <access_profile_name> ,
[ ]

[ ] admin

Harbour (config)#show nms-access-profile admin

Access profile name : admin
Telnet access status : disable

SNMP  access status : disable

No ID Network-IP NetMask
1 0 10.5.5.1 255.255.255.0
2 1 10.5.3.0 255.255.255.0

Total 2 Addresses.
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13.5

13-1

config access-control { [telnet|snmp] }*1

[on]off]

on

off|

create nms-access-profile
<access_profile_name>

delete nms-access-profile
<access_profile_name>

config nms-access-profile
<access_profile_name> telnet
[enable|disable]

config nms-access-profile
<access_profile_name>

snmp [enable|disable]

config nms-access-profile
<access_profile_name> add ipaddress
<A_B.C.D/M>

config nms-access-profile

<access_profile_name> add ipaddress <A.B.C.D>

<A_.B.C.D>
config nms-access-profile

<access_profile_name> delete ipaddress [all

|<A.B.C.D/M>]

config nms-access-profile
<access_profile_name> delete ipaddress
<A.B.C.D> <A.B.C.D>

show access-control {[telnet]snmp]}*1
show nms-access-profile
{<access_profile_name>}*1

telnet

SNMP
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14

ACL

14.1 ACL

ACL (Access Control List) , MAC < 1P

. TCP/UDP o )

FlexHammer5010 ACL

e ACL permit any, ACL ACL
) ACL o
. , ACL , ACL
. ) ACL o
14.2 ACL
14.2.1 / ACL
[ 1 service acl [enable]disable]
[ ] ACL , enable ACL , disable
ACL
¢ ]
14.2.2 IP ACL
[ ] create acl <name> ip DIP [<A.B.C.D/M>]any] SIP [<A.B.C.D/M>|any] [permit
|deny] ports [<portlist>]any]{precedence <0-255>}*1
[ )| IP ACL o IP IP
) ; precedence ) (0-255),
0.
¢ ]
[ ]

Harbour(config)#create acl test ip ip DIP 10.1.30.1/16 SIP
10.1.40.8/16 deny ports any precedence 30
Harbour (config)#show acl all

ACL test ip ip DIP 10.1.30.1/16 SIP 10.1.40.8/16 deny ports any
precedence 30
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14.2.3
(

14.2.4

14.2.5

UDP ACL

] create acl <name> udp DIP[<A.B.C.D/M>]any]ip-port [<dst_port>|any]
SIP[<A.B.C.D/M>]any] ip-port [<src_port>]any][permit]deny] ports
[<portlist>]any] {precedence <0-255>}*1

] UDP  ACL . IP. IP,
) , precedence )
(0-255), 0.
)|
)|

Harbour (config)#create acl test_udp udp DIP any ip-port 800 SIP any
ip-port 400 deny ports any precedence 10
Harbour (config)#sh acl all

ACL test_udp udp DIP any ip-port 800 SIP any ip-port 400 deny ports
any
precedence 10

TCP ACL

] create acl <name> tcp DIP [<A.B.C.D/M>]any] ip-port[<dst_port>]any] SIP
[<A.B.C.D/M>]any]ip-port[<src_port>]any][permit]deny]ports [<portlist>
|any]{precedence <0-255>}*1

] TCP  ACL . IP. IP,
) , precedence )
(0-255), 0.
)|
)|

Harbour (config)#create acl test_tcp tcpDIP 11.1.30.1/24 ip-port 800
SIP 11.1.0.1/24 ip-port 400 deny ports any precedence 7
Harbour (config)#sh acl all

ACL test_tcp tcpDIP 11.1.30.1/24 ip-port800SIP11.1.0.1/24 ip-port
400 deny
ports any precedence 7

ICMP  ACL

] create acl <name> icmp DIP [<A.B.C.D/M>]any]SIP [<A.B.C.D/M>]any]
type [<icmp_type>]any] code [<icmp_code>]any] [permit]deny] ports
[<portlist>]any] {precedence <0-255>}
] 1CMP ACL . 1P IP
, ICMP ICMP , , precedence
) (0-255), 0.
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(

14.2.6

14.2.7

14.2.9

]

MAC+IP  ACL

] create acl <name> mac-ip destination [<dst_mac> |any]
[<A.B.C.D/M> Jany] source [<src_mac> |any] [<A.B.C.D/M>]any]
[permit]deny] ports [<portlist>]any] {precedence <0-255>}*1

] MAC+IP ACL . 1P IP,
MAC MAC , , precedence )
(0-255), 0.
]
]
Harbour (config)#create ACL test_macip mac-ip destination
001122334455

11.40.1.1/16 source 001234565566 11.1.30.1/16 deny ports
any precedence 100
Harbour (config)#sh acl all

ACL test_macip mac-ip destination 001122334455 11.40.1.1/16 source

001234565566
11.1.30.1/16 deny ports any precedence 100

ACL

1 delete acl [<name>|all]
] (name)  ACL , all ACL .
]

ACL

1 show acl [<name>]all]
] (name)  ACL , all ACL o
]

(counter)

ACL counter, ACL ~counter
14-1

14-1counter

create counter <name>
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config acl <name> counter <name>

ACL

clear counter [<name>|all]

no acl <name> counter

ACL

delete counter [<name>|all]

show counter [<name>]all]
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15 SNTP
e SNTP
e SNTP
. SNTP
15.1 SNTP
15.1.1 SNTP
SNTP (Simple Network Time Protocol )
) SNTP
15.1.2 SNTP
SNTP
Unicast:
Multicast: ’
Anycast:
15.2 SNTP
SNTP
° SNTP SNTP
. (  SNTP ) SNTP
° (  SNTP ) SNTP
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° SNTP
15.2.1 SNTP
Hammer SNTP o
[ 1 config sntp-client [enable | disable]
[ )| enable, SNTP , disable,
SNTP o
[ ] SNTP SNTP o
[ )|
15.2.2 SNTP
Hammer SNTP o
[ ] config sntp-server [enable | disable]
[ )| enable, SNTP , disable,
SNTP o
¢ ] SNTP SNTP .
[ ]

15.2.3 SNTP

SNTP , SNTP
unicast, multicast, anycast, unicast o SNTP SNTP
) SNTP ; o
[ 1 cofig [sntp-client | sntp-server] mode <1-3>
[ 1 sntp-client ) sntp-server
o <1-3> unicast, multicast, anycast.
[ )|
[ )| sntp unicast

Harbour (config)#config sntp-client mode 1

15.2.4 SNTP P
SNTP unicast , SNTP SNTP IP ,
[ ] config sntp-client server ipaddr <A.B.C.D >
[ ] <A.B.C.D > SNTP IP o
[ 1
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[ )| IP 10.5.4.66
Harbour (config)#config sntp-client server ipaddr 10.5.4.66

15.2.5
anycast  unicast ; .
[ 1 config sntp-client update-interval <64-1024>
[ )| <64-1024> ) ) 64 (s)
[ ]
[ ] 100
Harbour (config)#config sntp-client update-interval 100
15.2.6
SNTP multicast )
[ ] config sntp-server broadcast-interval <64-1024>
[ ] <64-1024> , 64 (s).
¢ ]
[ ] 66 (s)
Harbour (config)#config sntp-server broadcast-interval 66
15.2.7 SNTP unicast
[ 1 no sntp-client mode
[ ]
[ 1 sntp , sntp unicast
Harbour(config-if)#no sntp-client mode
15.2.8 SNTP unicast
[ 1 no sntp-server mode
[ ]
[ 1 sntp , sntp unicast

Harbour(config-if)#no sntp-server mode

15.2.9 SNTP

[ 1 no sntp-client update-interval
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[ )|
[ )| sntp (64s):

Harbour(config-if)#no sntp-client update-interval

15.2.10 SNTP

[ ] no sntp-server broadcast-interval
[ ]
[ )| sntp (64s):

Harbour(config-if)#no sntp-server broadcast-interval

15.3 SNTP

15.3.1
[ 1 show sntp-client
[ 1 show SNTP
[ ]
. IP
[ ]
e OSNTP
[ ] SNTP
Harbour (config)#show sntp-client
———————————— sntp client"s current state-----————————-—
sntp-client are running.
sntp-client"s mode is unicast.
sntp-server"s IPAddress is 10.5.4.66.
sntp-client"s update-interval is 64 seconds.
15.3.2
[ 1 show sntp-server
[ 1 show SNTP
°
[ ]
e OSNTP
[ ] SNTP

Harbour (config)#show sntp-server
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sntp-server is running.
sntp-server"s mode is unicast.

15.4 SNTP
SNTP
‘ FlexHammer5010
1. ) anycast ( unicast
multicast J:

Harbour(config)#config sntp-server mode 3
Harbour(config)#config sntp-server enable
2,

Harbour(config)#config sntp-client mode 3
Harbour(config)#config sntp-client enable

3\ b (=]
100 (s):

Harbour(config)#config sntp-client update-interval 100
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FlexHammer5010
16
16.1
o b
[} ’ ’
FlexHammer5010
o , VLAN
o s
o IP
) IP o
IP, IP  172.30.0.1/24 ,
16.2
16.2.1
[ ] [start|stop] cluster
[ )| , ,
[ )|
16.2.2 commander switch
[ 1 config cluster commander
[ ] commander,
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Command switch

[ ]
16.2.3
[ 1 show cluster
[ ] , ID 0 Command switch Member switch
[ ]
¢ ]
Harbour (config)#show cluster
The system is commander,stack cluster information...........
|1D |duty |deviceType | stackPort |macAddress
|
| O | commander|] FlexHammer5010 | O |
00-05-3b-00-04-91 |
| 1 | member | FlexHammer5010 | 6 |
00-05-3b-00-38-99 |
| 2 | member | FlexHammer5010 | 6 |
00-05-3b-58-00-52 |
| 3 | member | FlexHammer5010 | 11 |
00-05-3b-58-00-32 |
| 4 | member | FlexHammer5010 | 6 |
00-05-3b-00-04-90 |
16.2.4
[ 1 config cluster member <1-7>
¢ ]
¢ ]
16.2.5
[ ] cluster download ftp [hammeros|config-file] <A.B.C.D> <username> <password>

<filename> [<clusterlist>]all]
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[ ]

[ ]

16.2.6

[ 1 cluster save [<clusterlist>]all]

¢ ]

[ ]

16.2.7

[ ] cluster erase [<clusterlist>]all]

¢ ]

[ ]

16.2.8

[ 1 cluster reboot [<clusterlist>|all]

[ ]

[ ]

16.2.9 trap receiver

[ 1 config cluster trap version [vl]v2c] {community <string>}*1
[ )| trap receiver
[ ]

16.2.10 trap receiver

[ ] config cluster trap version [vl]v2c] {community <string>}*1
[ ] trap receiver, trap.
[ ]

16.2.11 trap

[ 1 show cluster snmp trap

[ ] trap

¢ ]
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17

[ ]

e RIPVIV2

e OSPFV2

IP ) )

e RFC1058 ——Routing Information Protocol (RIP)

e RFC1723 —RIPVersion2

e RFC2328 —OSPF Version?2
17.1
1711

o IP TCP/IP
) ) IP IP o )
IP o
IP IP ) “ 7 o
IP N N (=]
IPv4 N N o IP
IP . IP )
IP ) )
o IP )
. 1P )

b o
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RIPVUV2, OSPFV2 , FlexHammer5010

17.1.2

. show ip route.

Harbour(config)#show ip route
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP,
>* - selected route

0O 1.1.0.0/16 [110/10] is directly connected, v2, 00: 03: 26
C>* 1.1.0.0/16 is directly connected, v2

C>* 2.1.0.0/16 is directly connected, v3

S>* 100.0.0.0/16 [1/0] via 1.1.1.1, v2

S>* 101.0.0.0/24 [1/0] via 2.1.1.1, v3

0>* 120.0.0.0/16 [110/20] via 1.1.1.200, v2, 00: 00: 36

S ) . O OSPF o

Wx»

) OSPF o

» [m/n] m - N (metric).
) ( “v2”, “v37). o
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1
RIP 120
OSPF 110
DOWN , .
. up , )
2.
ip route .
: iproute100.0.0.0/16 1.1.1.1
ip route 100.0.0.0 255.255.0.0 1.1.1.1
o 100.0.0.0/16 .
, 100.0.0.0 , 116 16, 16 o
255.255.0.0 /16, 1 , 16 1(¢ ). 1111
) 100.0.0.0/16 ) 100.0.1.1  100.0.10.3 )
1111 . 1111 100.0.0.0/16 o
no ip route .
: noiproute 100.0.0.0/161.1.1.1
3.
( ), 0.0.0.0/0 o

b o

: iproute0.0.0.0/0 10.0.0.1
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) 10.0.0.1.
17.1.3
ip route
[ ] . no .
[ 1 {no} ip route [<A.B.C.D/M> | <A.B.C.D> <mask>] <nexthop> { <distance>}
[ 1 <A.B.C.D/M> P
<A.B.C.D>
<mask>
<nexthop> IP o
<distance> ) 1 255 1. 255 o
[ )| .
[ ]
[ 1 ) )
) “1”, 255.255.0.0
255.255.128.0, 255.0.255.0 255.1.0.0.
1, o
[ 1 ip route 10.0.0.0 255.0.0.0 131.108.3.4 110
show ip route
[ )| o .
[ 1 show ip route {<A.B.C.D/M> | <A.B.C.D> | connected | rip | ospf | static |
summary }
[ 1 <A.B.C.D/M> IP <A.B.C.D>,
M(0-32) .
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<A.B.C.D> IP <A.B.C.D> o
connected o
rip RIP o
ospf OSPF .
static o
summary .
[ )|
¢ )|
o , C( ). S ( )» R (RIP), O (OSPF);
° ’ * H
(] H
. metric,  [110/10];
o ; ;
(] H
o o
¢ ]

Harbour(config)#show ip route
Codes: C - connected, S - static, R - RIP, O - OSPF,
>* - selected route

O 1.1.0.0/16 [110/10] is directly connected, v2, 00: 03: 26
C>* 1.1.0.0/16 is directly connected, v2

C>* 2.1.0.0/16 is directly connected, v3

S>* 100.0.0.0/16 [1/0] via 1.1.1.1, v2

S>* 101.0.0.0/24 [1/0] via 2.1.1.1, v3

0>* 120.0.0.0/16 [110/20] via 1.1.1.200, v2, 00: 00: 36

17.2 RIP
17.2.1 RIP
RIP  Routing Information Protocol ( ) o
- RIP Distance-Vector ( , D-V)
UDP (User Datagram Protocol ) o
) RIP RIP request
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30 o ; 180
) 180
RIP (Hop Count) ; (Routing Metric). RIP
0, 1, o
, RIP metric 0~15 ) )
IETF RFC , RIP RIPvl RIPv2 MD5
) ; RIP-1
RIP
) D-v ; RIP
- RIP : RIP (Split Horizon)
(Poison Reverse), (Triggered Update)
, RIP 30 )
RIP o
RIP
. RIP ; , RIP
~ RIP o ; )
~ RIP . RIP o
(  OSPF, ISIS) , RIP ) \
) RIP
RIP
RIP )
) )
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[ ] H o

. metric ) 0~16 o

RIP
. RIP response , o

RIPVI RIP (RIPV2 , ):

RIP , ) RIP

» RIP 30 ) )

» RIP ) o

HAMMEROS RIP

° RIPv1 RIPv2
o MD5
. RIP
17.2.2 RIP
RIP o RIP s
. : HammerOS , ) enable
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e RIP : router rip o
o : interface <name> o
RIP
. RIP
. RIP
.
. ( )
.
. Administrative Distance
.
.
. metric
. RIP
.
RIP
RIP )
router rip RIP ;
network RIP .
10.0,0.0/24 1.0, 0.0¢ 24
ﬁw 224 324 12.0.0.324
I o owl vl | !
RT! RT2 FT3
17-1 RIP
17-1 RIP .
RT1

RT1 (config) #router rip
RT1 (config-router) #network 10.0.0.0/24

RT2
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RT3

RIP

D

2)

RIP

RIP

17-1

RT2

RT2

RT2

RT2 (config) #router rip
RT2 (config-router) #network 10.0.0.0/24
RT2 (config-router) #network 11.0.0.0/24

RT3 (config) #router rip
RT3 (config-router) #network 11.0.0.0/24
RT3 (config-router) #network 12.0.0.0/24

RIP , IP o
network ) RIP IP
, RIPv1 RIPv2 R HammerOS
RIP o

1,

RT2 (config) #router rip
RT2 (config-router) #version 1

2,

RT2 (config) #router rip
RT2 (config-router) #version 2

vl 1,

RT2 (config) #create vlan vl
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RT2

(config) #interface vl

RT2 (config-if) #ip rip receive version 1

RT2 vl

RT2
RT2
RT2

2(

RIP

17-1 )

RT2
RT2
RT2

RT2

RT2 v1

RT2
RT2
RT2
RT2

b
horizon (

°

1,

(config) #create vlan vl
(config) #interface vl
(config-if) #ip rip send version 1

MD5

ip rip receivelsend version 2

o

ip rip authentication mode ;
ip rip authentication string .

RT2 vl

(config) #create vlan vl
(config) #interface vl
(config-if) #ip rip authentication

“teﬁ”:

(config-if) #ip rip authentication

MD5 “test”:

(config) #create vlan vl

(config) #interface vl

(config-if) #ip rip authentication
(config-if) #ip rip authentication

(D-V)

b
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SMDS), ) o

17-1 ) RT2 vl

RT2 (config) #create vlan vl
RT2 (config) #interface vl
RT2 (config-if) #ip rip split-horizon

RT2 vl

RT2 (config) #create vlan vl
RT2 (config) #interface vl
RT2 (config-if) #no ip rip split-horizon

17-1 RT1 ) RIP
) ) RT1 RIP
[ )|
RT1 RIP ; )
RT1 (config) #router rip
RT1 (config-router) #default-information originate
, RT1 0.0.0.0/0 RIP o
Administrative Distance
Administrative Distance - Administrative Distance
0 255 ) ) . Distance 255
) o RIP  Administrative Distance , RT1

RT1 (config) #router rip
RT1 (config-router) #distance 20

distance 1 255 . RIP 120,
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RIP N N o

) ) 180 ,

180

b b 120 b

) : timers basic <update> <timeout> <hold down> <garbage>

N N N o <0‘4294967295> N
<1-4294967295> . <1-4294967295>. <1-4294967295>.

RT1 N N N 40. 200. 60 . 130,

RT1 (config) #router rip
RT1 (config-router) #timers basic 40 200 60 130

(redistribute)

o ) RIP o
IP o
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RIP,
metric

redistribute [ connected|stati clospf]

metric

redistribute [ connected|staticlospf] metric <0-16>

RT1 (config-router) #default-metric 5

metric
RIP
metric  redistribute
metric ;
[ )|
RT1 RIP metric
RT1 (config>) #router
RIP
RIP
HammerOS
debug rip rm

debug rip events
debug rip packet recv <detail>

debug rip packet send <detail>

Copyright Harbour Networks Limited. All rights reserved.

rip

RIP
RIP
RIP

RIP

redistribute

metric

metric
metric. redistribute
metric

RIP o

monitor [on|off],

°

RIP

RIP
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» HammerOS )
show ip rip protocol-version RIP
show ip rip database RIP
17.2.3 RIP
RIP
RIP ) show running-config
rp ; show running-config RIP o
RIP ) show running-config .
IP , show running-config .
IP ) show running-config .
( ) ) ) show running-config
) ) show running-config
) ping o
17.2.4 RrRIP
e debugrip

e  default-metric

e iprip authentication mode
e ipripreceiveversion

e ipripsendversion

e ipsplit-horizon

e  neighbor
. network
° offset-list

e routerrip
e timershbasic

. Version
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debugrip
¢ ] RIP . , no .
[ 1 debug rip [events| packet { recv|send { detail}}]
no debug rip [events| packet]
debug rip RM
no debug rip RM
[ 1 events RIP , . .
packet RIP .
recv RIP o
send RIP o
detail RIP .
RM o
[ ]
[ ]
[ ] , monitor on.
) ) FDB  ARP ) CPU )
) CPU ) )
[ )| RIP
Harbour(config)#debug rip packet
Harbour (config)#monitor on
¢ 1 monitor
default-metric
[ 1 RIP metric
default-metric o , no o
[ 1 default-metric <number>
no default-metric <number>
no default-metric
[ 1 <number> metric 1 16,

Copyright Harbour Networks Limited. All rights reserved. 160



FlexHammer5010 I I ..;E’ﬂ‘.ﬁﬁ-?

[ ] metric 1.
[ ]
[ ] default-metric  router redistribute ,
metric . metric metric
o metric ( metric 0.
[ ] RIP metric 10

Harbour(config)#router rip
Harbour(config-router)#default-metric 10
Harbour(config-router)#redistribute static

[ 1 redistribute

ip rip authentication mode

[ 1 RIPv2 . , no .
[ 1 ip rip authentication mode { text | md5}

no ip rip authentication mode
( ] text .

md5 md5 o

[ ]l RIPv2 o
[ ]

[ 1 RIPv1 o

[ )| md5

Harbour(config-if)#ip rip authentication mode md5

Harbour(config-if)#ip rip authentication mode text

iprip receiveversion
[ ] RIPv1 RIPv2 o version , no .
[ 1 iprip receive version [1][2]

ip rip receiveversion 1 2

noip rip receive version
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[ 11 RIPv1
2 RIPv2
1 2 o
[ ] version .
( ] .
[ ] version o
[ )| RIP
Harbour(config-if)#ip rip receive version 1 2
RIPv1
Harbour(config-if)#ip rip receive version 1
[ 1 iprip send version
version

ip rip send version
¢ ] RIPv1 RIPv2
[ 1 ipripsend version [1] [2]

noiprip send version

[ 11 RIPv1 o
2 RIPv2 o
[ )| version .
[ ] .
[ )| router
[ ] RIPv1
Harbour(config-if)#ip rip send version 1
[ Y iprip receive version
version

ip rip split-horizon

( ] ,

[ 1 ip split-horizon [simpl e]poisoned]
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no ip split-horizon

[ 1 simple .
poisoned o
[ 1RIP o
[ )| o
¢ ] .
[ ] v2 , v3
create vlan v2
interface v2

ip split-horizon simple
exit

create vian v3
interface v3

no ip split-horizon

exit

[ 1 neighbor

networ k

[ ]l RIP RIP .

[ 1 network <A.B.C.D/M>
no network <A.B.C.D/M>

[ 1 <A.B.C.D/M> . RIP P

[ ] RIP o

[ ]

( ] 11.0.0.0/24 RIP
router rip
network 11.0.0.0/24

[ 1 router rip
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offset-list

)| RIP (metric).
1 offset-list <name> [in| out] <0-16> { <ifname>}

no offset-list <name> [in| out] <0-16> { <ifname>}

[ ] <name>  accesslist .
[injout] access-list RIP :in access list
; out access-list . <0-16> RIP (metric)
) 0 16.<ifname> metric.
¢ ]

[ 1 .

[ ] 10 vl access-list metric
Harbour(config)#access-list route al permit 11.0.0.0/8
Harbour(config)#router rip
Harbour(config-router)#offset-list al in 10 vl

[ 1 access-list

router rip

[ )| RIP ; RIP ) o

RIP, no o

[ 1 router rip
no router rip

[ 1 RIP o

1 .
)| RIP
Harbour(config)#router rip
Harbour(config-router)#
[ 1 network
timersbasic
[ ] RIP . , no .
[ 1 timers basic <update> <timeout> <holddown> <garbage>

no timers basic
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[ )|
<update> o )
o 0 16777215 , 30 .
<timeout> o ) )
) o 1 16777215
180 .
<holddown> “ 7 ,
Metric=16, Holddown Timer  Garbage Timer.
, “ 7 Metric=16, “ 7
o Holddown Timer , RIP
) o 1 16777215 , 120
<garbage> o ) o
1 16777215 , 180 .
[ 1 update 30 .
timeout 180 .
holddown 120
garbage 180 .
[ )|
[ )| 31 . 182 . 100 121 .
Harbour(config)#router rip
Harbour(config-router)#timers basic 31 182 100 121
distribute-list
[ )| RIP,  accesslist .
[ 1 distribute-list <name> [injout] <IFNAME>
distribute-list <name> [injout]
no distribute-list <name> [injout] <IFNAME>
no distribute-list <name> [in|out]
[ ] <name> access list - In access list ;
out access-list ; <IFNAME> accesslist
; <IFNAME> access-list RIP o
) no ) accesslist ) deny ALL.
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[ )|
[ ]  accesslist: testl V1
router rip

distribute-list testl in v1

no °

ip rip send version,

exit
version
[ ] RIP o
[ 1 version [1)2]
no version
[ 11 RIPv1.
2 RIPv2,
[ ] sendvl; recvvl, v2
[ ]
[ )| ip rip receive version
[ ] RIPv2
Harbour(config)#router rip
Harbour(config-router)#version 2
[ 1 ip rip receive version
ip rip send version
show ip rip protocol-version
17.3 OSPF
17.3.1

OSPF  Open Shortest Path First ¢~ “
(Interior Gateway Protocal),

OSPF  IETF
(Link State) o
(LSDB) —

o b
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OSPF
° OSPF o
° b o
. : OSPF “DR” )
. LSA Update
° , OSPF FLOOD
HAMMER OS RFC2328 OSPF Version 2 )
. Stub area —— Stub area o
. —  OSPF , MD5 o
. e , hello )
. virtua link —— virtual link.
. —_— Area (arearange)
(summary-address) .
. —  redistribute
17.3.2
OSPF ) ) network o
OSPF
[
[ ]
. arearange
. virtua link
. default route.
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. Administrative Distances
[ )
. redistribute
. metric
. OSPF
. : , full
OSPF
OSPF )
[ ) H
. router ospf OSPF ;
. network area OSPF
[ ]
ARFEAQ ARFA 1

17-2 OSPF

17-2 OSPF o network area

RT1#
Router ospf
Network 10.0.0.0/24 area O

RT2#

Router ospf

Network 10.0.0.0/24 area O
Network 11.0.0.0/24 area 1

RT3#
Copyright Harbour Networks Limited. All rights reserved.
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Router ospf
Network 11.0.0.0/24 area 1

network area ) network IP , o
OSPF , OSPF, area
o RT3 12.0.0.3/24 OSPF, RT3
IP ) RT3 RouterID 12.0.0.3.
OSPF , router ID ) router ID

) ) router ID. ( router ospf
) router-id <A.B.C.D>).

router ID, CISCO ) interface IP
router ID, , router ID,
router 1D, show ip ospf .
router ID (area), ) )
OSPF .
) o ip ospf hello-interval, ip

ospf dead-interval  ip ospf authentication-key

b

17-2 , RT1  RT2 vl

RT1#

create vlan vl

interface vl

ip ospf hello-interval 15

ip ospf authentication

ip ospf authentication key test

RT2#
create vlan vl
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interface vl

ip ospf hello-interval 15

p ospf authentication

p ospf authentication-key test

RT1 , ip ospf hello-interval vl OSPF hello ;

OSPF » hello ) . |p ospf authentication  ip ospf
authentication-key vl o ) OSPF
Hammer OS  OSPF o N STUB . ABR

metric.
STUB ) ABR AS
STUB o STUB LSA ) ABR no-summary
LSA ( 3LSA) STUB o
Area
17-2 ) area0 MD5
RT1#

Router ospf

Network 10.0.0.0/24 area O

Area 0 authentication message-digest
create vlan vl

Interface vl

Ip ospf message-digest-key 1 md5 test

RT2#

Router ospf

Network 10.0.0.0/24 area O

Network 11.0.0.0/24 area 1

Area 0 authentication message-digest
create vlan vl

Interface vl

Ip ospf message-digest-key 1 md5 test
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RT1 , Area 0 authentication message-digest 0 MD5
) vl Ip ospf message-digest-key 1 md5 test MD5 test. RT2
) RT1 RT2 o )

STUB

17-2 ) 1 STUB

RT2#

Router ospf

Network 10.0.0.0/24 area O
Network 11.0.0.0/24 area 1
Area 1 stub

RT3#

Router ospf

Network 11.0.0.0/24 area 1
Area 1 stub

RT2 area stub 1 STuB o RT2 ABR, RT2
3 LSA 1. show ip ospf database LSA, 17-3.

RT3(config)#show ip ospf database

OSPF Router with ID (12.0.0.3)
5 lIsas, 0 external routes.

Router Link States (Area 0.0.0.1)

Link ID ADV Router Age Seq# CkSum Link count
11.0.0.2 11.0.0.2 18 0x80000004 Ox6fa4 1
12.0.0.3 12.0.0.3 15 0x80000003 Ox56ba 1

Net Link States (Area 0.0.0.1)

Link ID ADV Router Age Seq# CkSum
11.0.0.2 11.0.0.2 19 0x80000001 0x9c89

Summary Link States (Area 0.0.0.1)

Link ID ADV Router Age Seq# CkSum Route

0.0.0.0 11.0.0.2 802 0x80000001 0x242d 0.0.0.0/0

10.0.0.0 11.0.0.2 792 0x80000001 Oxfb42 10.0.0.0/24
17-3
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show ip route ; 17-4.,

RT3(config)#show ip route
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP,
>* - selected route

0>* 0.0.0.0/0 [110/11] via 11.0.0.2, v2, 00:05:41

0>* 10.0.0.0/24 [110/20] via 11.0.0.2, v2, 00:05:41

0O 11.0.0.0/24 [110/10] is directly connected, v2, 00:05:51
C>* 11.0.0.0/24 is directly connected, v2

default-cost

b

17-4

ABR cost 1 ) cost area
0 ) RT2

RT2#

Router ospf

Network 10.0.0.0/24 area O
Network 11.0.0.0/24 area 1
Area 1 stub

Area 1 default-cost 25

; RT3 show ip route cost 35, 17-5,

RT3(config)#show ip route
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP,
>* - selected route

0>* 0.0.0.0/0 [110/35] via 11.0.0.2, v2, 00:00:15

0>* 10.0.0.0/24 [110/20] via 11.0.0.2, v2, 00:16:59

0O 11.0.0.0/24 [110/10] is directly connected, v2, 00:17:09
C>* 11.0.0.0/24 is directly connected, v2

b

17-5

area stub no-summary ABR STUB

summary LSA, RT2

RT2#

Router ospf

Network 10.0.0.0/24 area O
Network 11.0.0.0/24 area 1
Area 1 stub no-summary
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; show ip ospf database 1 database summary LSA (
LSA), 17-6.

RT3(config)#show ip ospf database
OSPF Router with ID (12.0.0.3)
4 lsas, 0 external routes.

Router Link States (Area 0.0.0.1)

Link ID ADV Router Age Seq# CkSum Link count
11.0.0.2 11.0.0.2 300 0x80000005 Ox6da5 1
12.0.0.3 12.0.0.3 249 0x80000004 0x54bb 1

Net Link States (Area 0.0.0.1)

Link ID ADV Router Age Seq# CkSum
11.0.0.2 11.0.0.2 253 0x80000002 0x9a8a

Summary Link States (Area 0.0.0.1)

Link ID ADV Router Age Seq# CkSum Route
0.0.0.0 11.0.0.2 319 0x80000003 0x202f 0.0.0.0/0
17-6
, ABR ,
, OSPF o OSPF , ABR ,
) arearange .

AREAD

vl
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17-7

17-7
RT1#
Router ospf
Network 10.0.0.0/24 area O
RT2#
Router ospf
Network 10.0.0.0/24 area O
Network 11.0.0.0/8 area 1
Area 1 range 11.0.0.0/16
RT2 area range ; area , range
o ) 11.0.0.0/16 ) RT1
17-8.
RT1(config)#show ip route
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP,
>* - selected route
0O 10.0.0.0/24 [110/10] is directly connected, vl, 00:06:01
C>* 10.0.0.0/24 is directly connected, vl
0>* 11.0.0.0/16 [110/20] via 10.0.0.2, v1, 00:05:51
17-8
virtual link
OSPF (backbone) .
(virtua link) . ABR,
o STUB o
AREA D

10.0.0.0/24

11.0.0.024

AREA ]
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17-9

) 17-9 , RT1 RT2
Area0 , 0 ) 1

RT1#

Router ospf

Router-id 1.1.1.1

Network 10.0.0.0/24 area O
Network 11.0.0.0/24 area 1
Area 1 virtual-link 2.2.2.2

RT2#

Router ospf

Router-id 2.2.2.2

Network 10.0.0.0/24 area O
Network 11.0.0.0/24 area 1
Area 1 virtual-link 1.1.1.1

area virtual-link , area virtual-link ) ABR
router-id. show ip ospf interface ) show ip ospf neighbor
ASBR, . , OSPF ,
ASBR, , ASBR OSPF .
17-2 ) RT1 RT2
RT1#

Router ospf
Network 10.0.0.0/24 area O
Default-information originate always

RT2#
Router ospf
Network 10.0.0.0/24 area O

RT1  default-information originate always LSA, RT2
) 17-10.

RT2(config)#show ip route
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP,
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>* - selected route

0>* 0.0.0.0/0 [110/1] via 10.0.0.2, v1, 00:00:03
O 10.0.0.0/24 [110/10] is directly connected, vl, 00:00:55
C>* 10.0.0.0/24 is directly connected, vl

17-10 OSPF

o 0 255 )
o 255 ) . OSPF
N ) 110.

AREAD

15.0.0.0/24

17-11
17-11 , RT1 RT2

RT1#

Router ospf

Network 10.0.0.0/24 area O

Distance ospf intra-area 60 inter-area 90 external 100

RT2#

Router ospf

Redistribute connected
Network 10.0.0.0/24 area O
Network 11.0.0.0/24 area O
Network 12.0.0.0/24 area 1

RT1 OSPF ) 17-12,

RT1(config)#sh ip rou
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP,
>* - selected route

O 10.0.0.0/24 [60/10] is directly connected, vl, 00:07:55
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C>* 10.0.0.0/24 is directly connected, vl

0>* 11.0.0.0/24 [60/20] via 10.0.0.2, v1, 00:07:55
0>* 12.0.0.0/24 [90/20] via 10.0.0.2, v1, 00:07:55
0>* 13.0.0.0/24 [100/20] via 10.0.0.2, v1, 00:07:01

17-12

OSPF SPF o
SPF o

17-2 ) RT1

RT1#

Router ospf

Network 10.0.0.0/24 area O
Timers spf 8 16

’ 8 SPF
16 SPF .
route map
OSPF o .
. RIP .
route map o
route map o

0724

+3 12.0.0.0/24

17-13

17-13 ) RT1 RT2

RT1#
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metric

metric

Router ospf
Network 10.0.0.0/24 area O

RT2#

access-list route aclist deny 11.0.0.0/24
access-list route aclist permit any
route-map conmap permit 10

match ip address aclist

set metric 36

exit

Router ospf

Redistribute connected route-map conmap
Network 10.0.0.0/24 area O

) route map conmap ) RT1
11.0.0.0/24 ) route map )
36, 17-14.

RT1(config)#show ip route
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP,
>* - selected route

0O 10.0.0.0/24 [110/10] is directly connected, vl, 00:13:57
C>* 10.0.0.0/24 is directly connected, vl

0>* 12.0.0.0/24 [110/36] via 10.0.0.2, vi1, 00:12:54

0>* 13.0.0.0/24 [110/36] via 10.0.0.2, v1, 00:12:23

b

17-14
metric
redistribute o metric )
metric. Redistribute
) redistribute metric . 17-13
RT1 RT2

RT1#
Router ospf
Network 10.0.0.0/24 area O

RT2#

Router ospf

Redistribute connected
Network 10.0.0.0/24 area O
Default-metric 88
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) metric 88, RT1 metric
s 17-15.

RT1(config)#show ip route
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP,
>* - selected route

0O 10.0.0.0/24 [110/10] is directly connected, vl, 00:13:57
C>* 10.0.0.0/24 is directly connected, vl

0>* 11.0.0.0/24 [110/88] via 10.0.0.2, v1, 00:12:54

0>* 12.0.0.0/24 [110/88] via 10.0.0.2, vi1, 00:12:54

0>* 13.0.0.0/24 [110/88] via 10.0.0.2, v1, 00:12:23

17-15
OSPF
OSPF ) IP , .
OSPF
17-13, .
Show ip ospf database LSA ) LSA.
LSA ) LSA ) 17-16.

RT1(config)#show ip ospf database
OSPF Router with ID (12.0.0.3)
5 Isas, 2 external routes.

Router Link States (Area 0.0.0.0)

Link ID ADV Router Age Seq# CkSum Link count
12.0.0.3 12.0.0.3 294 0x80000004 0x080a 1
13.0.0.2 13.0.0.2 296 0x80000007 Ox10fb 1

Net Link States (Area 0.0.0.0)

Link ID ADV Router Age Seq# CkSum
10.0.0.2 13.0.0.2 301 0x80000002 0x859a

AS External Link States

Link ID ADV Router Age Seqg# CkSum Route
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12.0.0.0 13.0.0.2 217 0x80000002 0x2c66 V3 12.0.0.0/24 [0x0]
13.0.0.0 13.0.0.2 237 0x80000002 0x1f72 V3 13.0.0.0/24 [0x0]
17-16
show ip ospf interface OSPF )
) 17-17.

RT1(config)#show ip ospf interface

default is down, line protocol is down

OSPF not enabled on this interface

vl is up, line protocol is up

Internet Address 10.0.0.1/24, Area 0.0.0.0

Router ID 12.0.0.3, Network Type BROADCAST, Cost: 10

Transmit Delay is 1 sec, State Backup, Priority 1

Designated Router (ID) 13.0.0.2, Interface Address 10.0.0.2

Backup Designated Router (ID) 12.0.0.3, Interface Address 10.0.0.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03

Neighbor Count is 1, Adjacent neighbor count is 1

17-17

show ip ospf neighbor OSPF , router-id
) 17-18.

RT1(config)#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface RXmtL RgstL DBsmL
13.0.0.2 1 Full/DR 00:00:36 10.0.0.2 v1:10.0.0.1 O 0 (0]

17-18

show ip ospf route OSPF ; 17-19.

RT1(config)#show ip ospf route
—==—========= QSPF network routing table ============
N 10.0.0.0/24 [10] area: 0.0.0.0

directly attached to vl

—=========== QSPF router routing table =============
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R 13.0.0.2 [10] area: 0.0.0.0, ASBR
via 10.0.0.2, vi1

============ QOSPF external routing table ===========

N V3 12.0.0.0/24 [36/10] tag: O
via 10.0.0.2, vi
N V3 13.0.0.0/24 [36/10] tag: O
via 10.0.0.2, vl
17-19
show ip ospf OSPF ; 17-20.

RT1(config)#show ip ospf

OSPF Routing Process, Router ID: 12.0.0.3

Supports only single ToS (ToS0O) routes

This implementation conforms to RFC2328

RFC1583 Compatibility flag is disabled

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Refresh timer 10 secs

Number of external LSA 2

Number of areas attached to this router: 1

Area ID: 0.0.0.0 (Backbone)

Number of interfaces in this area: Total: 1, Active: 1
Number of fully adjacent neighbors in this area: 1
Area has no authentication

SPF algorithm executed 3 times

Number of LSA 3

17-20
OSPF
OSPF
1 OSPF . show ip ospf .
2.0SPF . show ip ospf interface .
3.0SPF hello dead . show ip ospf interface .
4, OSPF . show ip ospf interface .
5. o show run o
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6.0SPF . show run  show ip ospf interface .
7.0SPF OSPF router-1D. show ip ospf .
8.0SPF hello ( , CPU Do
9. OSPF hello . Ping ; ping
17.3.3
area authentication
[ )| (enable) OSPF (area) (authentication)
. no ; (disable) (area) .
[ 1 area[<0-4294967295>|<A.B.C.D>] authentication
area [<0-4294967295>|<A.B.C.D>]
authentication message-digest
no area [<0-4294967295>|<A.B.C.D>] authentication
[ 1 [<0-4294967295>|<A.B.C.D>] (enable) (Area) ,
IP .
message-digest o ) MD5 o
[ )| .
[ 1 router ospf .
[ ] OSPF )
(clear text authentication), MD5 ; , MD5
message-digest .
OSPF (are )
OSPF , (authentication password) )
(interface) ip ospf authentication-key .
MD5 ) ip ospf message-digest-key .
[ ] VLAN, OSPF, OSPF
) ( ; VLAN o) .
create vlan vl
config vlan v1 ipaddress 11.0.0.1 255.255.255.0
config vlan vl add port 1,2,3,4 untagged
create vlan v2
config vlan v2 ipaddress 12.0.0.1 255.255.255.0
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config vlan v2 add port 9,10,11,12 untagged

router ospf

router-id 11.0.0.1

network 11.0.0.0/24 area O

network 12.0.0.0/24 area 1

area 0 authentication

area 1 authentication message-digest

exit

create vlan vl

interface vl

ip ospf authentication-key testpass

exit

create vlan v2

interface v2

ip ospf message-digest-key 1 md5 testpass

exit

area default-cost

[ )| stub (stubarea), ABR (default route),  areadefault-cost
cost. ( cost 1),
no o
[ ] area[<A.B.C.D>|<0-4294967295>] default-cost <0-16777215>
no area [<A.B.C.D>[<0-4294967295>] default-cost
[ 1 [<A.B.C.D>|<0-4294967295>]  (Area) , IP .
<0-16777215>stub area cost.
[ 1 1
[ 1 router ospf
[ )| stub area (ABR, AreaBorder Router) . ABR
stub area ) metric . area 0
virtual-link transmit area ( virtua-link  area) stub area,
[ ] area ( stub area), o
metric 10,

config vlan
create vlan
config vlan
config vlan
create vlan
config vlan
config vlan

default ipaddress 192.168.0.100 255.255.255.0

vl
vl
vl
v2
v2
v2

ipaddress 11.0.0.2 255.255.255.0
add port 1,2,3,4 untagged

ipaddress 12.0.0.1 255.255.255.0
add port 9,10,11,12 untagged
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router ospf

network 11.0.0.0/24 area 1
network 12.0.0.0/24 area O
area 1 stub

area 1 default-cost 10

exit
[ ] areastub
arearange
[ ] ABR area (summarize).
, ABR o no ,
(disable) R
[ 1 area [<0-4294967295>|<A.B.C.D>] range

<A.B.C.D/M> {[advertisejnot-advertise]} * 1
no area [<0-4294967295>|<A.B.C.D>] range <A.B.C.D/M>

{[advertisg|not-advertise]} * 1

[ 1 [<0-4294967295>|<A.B.C.D>] area|D area o
<A.B.C.D/M> , o
not-advertise 0 not-advertise, ABR )
advertise, ABR ) 0

[ )| .

[ 1 router ospf .

[ ] ABR .

[ )| areal 11.0.0.0/8 , area

11.0.0.0/8 o

Harbour(config)#router ospf
Harbour(config-router)#area 1 range 11.0.0.0/8
Harbour(config-router)#exit

area stub
[ ] (area) stub area.  stubarea AS Externa
LSA, OSPF o no-summary )
OSPF summary LSA ¢ 3 ), o no
stub area o
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[ ] area[<0-4294967295>|<A.B.C.D>] stub [no-summary]

no area [<0-4294967295>|<A.B.C.D>] stub [no-summary]

[ 1 [<0-4294967295>|<A.B.C.D>] (Area) D, IP .
no-summary ; ABR ) ) area totally
stub area, ABR totally stub area summary LSA ¢ 3 LSA),

C 0 ) stub area o

[ )| stub area.

[ )| no-summary , no area <A.B.C.D> stub
no-summary , stub, no-summary .

(area) stub area, area stub,
. no-summary ABR
. ABR stub area summary LSA ¢ 3 LSA),
C 0 ) stub area .
[ 1 router ospf.
[ )| area[<A.B.C.D>|<0-4294967295>] default-cost <0-16777215> o

areavirtual-link

[ ] OSPF , area (backbone area) ,
) virtual link o (
virtual link) . no , virtua link o
[ 1 area[<0-4294967295>|<A.B.C.D>] virtual-link

<A.B.C.D> [authentication-key] <AUTH_KEY>

area [<0-4294967295>|<A.B.C.D>] virtual-link

<A.B.C.D> [authentication] {[message-digest|null]}* 1

area [<0-4294967295>|<A.B.C.D>] virtual-link

<A.B.C.D> [message-digest-key] <1-255> [md5] <KEY >

area  [<0-4294967295>|<A.B.C.D>]  virtua-link <A.B.C.D> {[hélo-interval]
<1-65535>} * 1{ [retransmit-interval] <3-65535>} * 1{ [transmit-del ay] <1-65535>} * 1
{ [dead-interval] <1-65535>}*1
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[ ] area<A.B.C.D> (Area) 1D, IP o
message-digest , null ; .
virtual-link <A.B.C.D> virtual-link router id. show
ip ospf .
authentication-key <AUTH_KEY> . o 8 )

) 0 backbone area

°

message-digest-key <1-255> md5 <KEY > o virtua-link ~ MD5 key ID
hello-interval <1-65535> . Helo ) 10 .
( o)
retransmit-interval <3-65535> o LSA o 5 .
transmit-delay <1-65535> . LSA age )
o 1.
dead-interval <1-65535> o 40 . )
hello , OSPF 0 hello-interval 4
. ( o)
[ ] ) )
) virtual link , MD5 )
) area  virtual link o , virtual link
backbone area, backbone area o
virtua link )

no area [<0-4294967295>|<A.B.C.D>] virtua-link <A.B.C.D> [authentication-key]

no area [<0-4294967295>|<A.B.C.D>] virtua-link <A.B.C.D> [authentication]
no area [<0-4294967295>|<A.B.C.D>] virtua-link <A.B.C.D> [message-digest-key]
<1-255>

no area [<0-4294967295>|<A.B.C.D>] virtud-link <A.B.C.D> {[hello-interval]
<1-65535>}*1 {[retransmit-interval] <3-65535>}*1 {[transmit-delay] <1-65535>}*1

{[dead-interval] <1-65535>}*1
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[ )| message-digest-key <1-255> md5 <KEY >
hello-interval 10 .
retransmit-interval 5 .
transmit-delay 1 .
dead-interval 40
[ 1 router ospf.
[ ] virtual link.

router ospf
area 1 virtual-link 14.0.0.2
exit

MD5 virtua link, area 0 (backbone area) o

Harbour(config)#router ospf

Harbour(config-router)#area 1 virtual-link 14.0.0.2
Harbour(config-router)#area l virtual-link 14.0.0.2 authentication-key her
Harbour(config-router)#area 1 virtual-link 14.0.0.2 authentication
Harbour(config-router)#exit

auto-cost reference-bandwidth

[ )| , OSPF cost. : cost =
reference-bandwidth /

cost 10, FDDI cost 1. no )
auto-cost reference-bandwidth o
[ ] auto-cost reference-bandwidth <1-4294967>

no auto-cost reference-bandwidth

[ 1 reference-bandwidth <1-4294967> .
[ 1 100Mbps
[ 1 router ospf .
[ ] OSPF ; ( STM-1,
GEBE), reference-bandwidth, OSPF
o . OSPF
OSPF
ip ospf cost <1-65535> ; metric,
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OSPF metric.

[ ]  reference-bandwidth 1000.

Harbour(config)#router ospf
Harbour(config-router)#router-id 11.0.0.1
Harbour(config-router)#network 11.0.0.0/24 area 1
Harbour(config-router)#auto-cost reference-bandwidth 1000
Harbour(config-router)#exit

clear ip ospf neighbor

[ )| OSPF )
» LSA o
[ 1 clear ip ospf neighbor <A.B.C.D>
[ 1 Neighbor <A.B.C.D> router ID.
[ ]
[ 1 CISCO o
) AS o
[ 1 12.0.0.2 LSA.

clear ip ospf neighbor 12.0.0.2

compatible rfc1583

[ )| rfc1583 , . no ,
(disable) rfc1583 o

[ 1 compatible rfc1583

no compatible rfc1583

[ 1 compatible rfc1583 .
[ 1 router ospf
[ 1 rfc2328 o AS
) o rfc2328  summary route cost
rfc1583 ) AS )
[ ]
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Harbour(config)#router ospf
Harbour(config-router)#compatible rfcl583
Harbour(config-router)#exit

default-information originate

[ )| OSPF  (routing domain) (default route,
0.0.0.0/0>, ) no »  no default-information originate.
[ 1 default-information originate{ [always]} * 1{ type<1-2>}* 1

{[metric] <0-16777214>}*1 {[route-map] <WORD>}*1

no default-information originate

[ 1 metric <0-16777214> o metric.
type <1|2> . o OSPF ; .
Typv2=Type 1 externa route,typv3=type 2 external route.
aways . redistribute )
route-map <WORD> . route-map, route-map
. route-map , .
[ 1 metric 10, type type2.
[ 1 router ospf.
[ ] , redistribute ,
ASBR (autonomous system boundary router, o
. default-information originate , OSPF
. OSPF , .
aways ; , OSPF
. route-map )
) , route-map o
[ ] , metric 100, 1 .

Harbour(config)#router ospf

Harbour(config-router)#default-information originate always type 1 metric
100

Harbour(config-router)#exit

default-metric

[ 1 OSPF metric default-metric .
no , default-metric o

[ 1 default-metric <0-16777214>
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distance

no default-metric
1 default-metric <0-16777214> OSPF metric.
] default-metric 20,

1 router ospf.

] default-metric redistribute o ,
metric, ) (redistribute)
metric.
] default-metric 21.

Harbour(config)#router ospf
Harbour(config-router)#redistribute static
Harbour(config-router)#default-metric 21
Harbour(config-router)#exit

] OSPF administrative distance, ,
. , no .

1 distance <1-255>
no distance <1-255>
1 distance <1-255> OSPF distance.
1 ospf distance 110
1 router ospf.
)| distance ospf . distance ospf .
)| OSPF 150.

Harbour(config)#router ospf
Harbour(config-router)#distance 150
Harbour(config-router)#exit

left(config)#show ip route
Codes: C - connected, S - static, R - RIP
> - selected route, * - FIB route
0O 11.0.0.0/24 [150/10] is directly connected, vl1, 00: 00: 12
C>* 11.0.0.0/24 is directly connected, vl
C>* 12.0.0.0/24 is directly connected, v3
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distance ospf
[ 1 OSPF administrative distance,
) . 255, .
) no .
[ ] distance ospf {[intra-area] <1-255>}*1 {[inter-area] <1-255>}* 1 {[external] <1-255>}*1

no distance ospf

[ ] intra-area <1-255> o intra-area distance

inter-area <1-255> o inter-area distance.

external <1-255> o external distance.
[ ] distance 110.
[ 1 distance , .

distance o
(interna routes) (externd

routes) o
[ 1 router ospf
[ ] distance 200, .

router ospf

redistribute static

network 11.0.0.0/24 area 1

distance ospf external 200

exit
[ ] distance
distribute-list
[ ] OSPF , access list , distribute-list

o ) no o
[ 1 distribute-list <\WORD> out [connected|static]rip]
no distribute-list <WORD> out [connected|static|rip]

[ ] <WORD> access list .

[ connected|static|rip] .
[ )| o
[ 1 router ospf
[ ] OSPF ) )
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distribute-list access list (deny), OSPF .

[ ] OSPF 1.1.1.0/24 .

access-list

access-list al permit 1.1.1.0/24

°

ip route 1.1.1.0/24 10.0.0.99
ip route 1.1.2.0/24 10.0.0.99
ip route 1.1.3.0/24 10.0.0.99

OSPF ) o

router ospf

redistribute static
distribute-list al out static
exit

flexl(config)#show ip ospf database

OSPF Router with ID (12.0.0.1) AS External Link States

Link ID ADV Router Age Seq# CkSum Route
1.1.1.0 12.0.0.1 158 0x80000001 Oxf24e V3 1.1.1.0/24 [0xO0]
access list o o

ip ospf authentication-key

[ )| (password for clear text
authentication). no ; o

[ 1 ip ospf authentication-key <AUTH_KEY>
no ip ospf authentication-key

[ 1 <AUTH_KEY> o 8 , .

[ ] ( Do

[ 1 interface .

[ ]

create vlan vl
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interface vl

ip ospf authentication-key testpass

exit

[ 1 area authentication.

ip ospf cost

[ ] ip ospf cost <1-65535> , cost,
OSPF cost. cost ) no o

[ 1 ip ospf cost <1-65535>
no ip ospf cost

[ 1 cost <1-65535> metric.

[ 1 cost .

[ 1 interface o

[ ] cost , cost .

[ 1 cost 2.

create vlan vl
interface vl
ip ospf cost 2
exit

ip ospf dead-interval

[ ] , Hello
. no , .

[ 1 ip ospf dead-interval <1-65535>

no ip ospf dead-interval

[ ] dead-interval <1-65535> .

[ 1 40

[ ] interface

[ ] Hello . ,
[ )| OSPF dead-interval 60 .

create vlan vl
interface vl
ip ospf dead-interval 60
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exit

ip ospf hello-interval

[ ] OSPF Hello
[ 1 ip ospf hello-interval <1-65535>

no ip ospf hello-interval

[ 1 Hello-interval <1-65535> OSPF
, no o

[ 110

[ ] interface

[ )| hello

[ ] vl ospf hello-interval

create vlan vl

interface vl

ip ospf hello-interval 15
exit

ip ospf message-digest-key

[ 1 (enable) OSPF  MD5
no ) MD5 o
[ 1 ip ospf message-digest-key <1-255> md5 <KEY >

no ip ospf message-digest-key <1-255>

[ ] <1-255> ID. <KEY>
[ )| .
[ 1 interface o
[ 1 CISCO , key ID
key ID )
key .
[ ]

create vlan v2
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interface v2
ip ospf message-digest-key 1 md5 testpass
exit

[ 1 area authentication

ip ospf mtu-ignore

[ 1 OSPF DD MTU ; o
no , .
[ 1 ip ospf mtu-ignore

no ip ospf mtu-ignore

¢ ]

[ ] interface

[ )| , OSPF DD MTU )
) OSPF MTU o

¢ )|

create vlan v2
interface v2

ip ospf mtu-ignore
exit

ip ospf networ k

[ ] . no ,

[ 1 ip ospf network
[ broadcast|non-broadcast|point-to-multi poi nt|poi nt-to-point]

no ip ospf network

[ 1 broadcast broadcast..
non-broadcast NBMA.
point-to-mul point o
point-to-point .
[ )| .
¢ 1 interface .
[ )| , broadcast nonbroadcast multi-accessyNBMA) .
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NBMA ¢ X.25FrameRelay SMDS) broadcast o
neighbor .
NBMA neighbor o
¢ 1 neighbor(OSPF).
frame-relay map.
ip ospf priority
[ )| OSPF o DR (designated
router) . priority , no .
[ 1 ip ospf priority <0-255>
no ip ospf priority
[ 1 priority <0-255> , 0 255,
[ 1 priority 1
[ 1 interface o
[ ] DR , priority .
priority ; Router ID DR. priority 0,
DR .
[ )| 0 priority 3.
create vlan vl
interface vl
ip ospf priority 3
exit
ip ospf retransmit-interval
[ )| LSA o )
no .
[ 1 ip ospf retransmit-interval <3-65535>
no ip ospf retransmit-interval
[ 1 retransmit-interval <3-65535> LSA .
[ ] 5 .
[ 1 interface
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[ ] LSA LSA

LSACK o retransmit-interval, ) LSA.
) o virtual link

[ ] vl retransmit-interval 0 .

create vlan vl

interface vl

ip ospf retransmit-interval 10
exit

ip ospf transmit-delay

[ ] LSA age , LSA
) transmit-delay - transmit-delay .
) no o

[ 1 ip ospf transmit-delay <1-65535>

no ip ospf transmit-delay

[ 1 transmit-delay <1-65535> transmit-delay, o

[ 11

¢ 1 interface

[ ] , .
[ )| vl transmit-delay 5 .

create vlan vl

interface vl

ip ospf transmit-delay 5
exit

network area

[ ] OSPF, area ID.
’ no °
[ 1 network <A.B.C.D/M> area[<A.B.C.D>|<0-4294967295>]

no network <A.B.C.D/M> area [<A.B.C.D>[<0-4294967295>]

[ ] <A.B.C.D/M> OSPF - M o
[<A.B.C.D>|<0-4294967295>]  arealD. IP .

[ ] .

[ 1 router ospf
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[ ] network , area

network area( cisco )o
[ ] area, area0 areal.

router ospf

network 11.0.0.0/24 area 1
network 12.0.0.0/24 area O
exit

passive-interface

[ ] hello o )
no .

[ ] passive-interface <IFNAME>

no passive-interface <IFNAME>

[ 1 <IFNAME> , OSPF .

¢ ]

[ 1 router ospf

[ ] OSPF ,
) . OSPF

stub network  OSPF passive-interface,  hello

stub network, o

[ )|

router ospf
passive-interface vl

exit
redistribute
[ )| ospf o fib
ospf . >* .
no .
[ 1 redistribute [connected|static|rip] {type <1-2>}*1

{[metric] <0-16777214>}*1 {[route-map] <WORD>}*1

no redistribute [ connected|stati c|rip]
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[ 1 connected|static|rip .
metric <0-16777214>
metric.
Type <1-2> o
[route-map] <WORD> route-map,
[ ] metric 20, type type2.
¢ 1 router ospf.
[ 1  ospf .
router ospf
redistribute static
exit
router-id
[ 1 router ID.
[ 1 router-id <A.B.C.D>
no router-id
[ 1<AB.CD> |IP router 1D.
[ 1
[ 1 router ospf
[ 1 router ID ,
router ID )
[ ] router ID  10.0.0.1
router ospf
router-id 10.0.0.1
exit
router ospf
[ ] OSPF ; OSPF
OSPF o no
[ 1 router ospf
no router ospf
[ 1
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[ ]
( ] OSPF
router ospf
exit
show ip ospf
[ ] OSPF .
[ 1 show ip ospf
[ ] .
[ )|

Harbour(config)#show ip ospf

OSPF Routing Process, Router ID: 12.0.0.2

Supports only single ToS (ToSO) routes

This implementation conforms to RFC2328

RFC1583Compatibility flag is disabled

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Refresh timer 10 secs

This router is an ASBR (injecting external routing information)
Number of external LSA O

Number of areas attached to this router: 2

( area o)

Area ID: 0.0.0.1

Shortcutting mode: Default, S-bit consensus: ok

Number of interfaces in this area: Total: 1, Active: 1
Number of fully adjacent neighbors in this area: 0

Area has no authentication

Number of full virtual adjacencies going through this area: 0
SPF algorithm executed 3 times

Number of LSA 1

show ip ospf database

[ ] OSPF , .

[ 1 show ip ospf database
show ip ospf database [asbr-summary|external |max-age
[network|router|sel f-originate|summary] [<A.B.C.D>]
{adv-router <A.B.C.D>}*1

[ ] , Isa .

[asbr-summary|external | network|router|summary]
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<A.B.C.D> o LSA - IP LSA link stateid.
[self-originate] . LSA,
Adv-router <A.B.C.D> ) LSA. IP router
ID.

¢ )|

[ 1 interface

¢ )|

Harbour(config)#show ip ospf database

OSPF Router with ID (12.0.0.2)

Router Link States (Area 0.0.0.1)

Link ID ADV Router Age Seq# CkSum Link count
12.0.0.2 12.0.0.2 122 0x80000004 0xa379 1

Harbour(config)#show ip ospf database router
OSPF Router with ID (12.0.0.2)
Router Link States (Area 0.0.0.1)
LS age: 75
Options: 2
Flags: Ox2 : ASBR
LS Type: router-LSA
Link State ID: 12.0.0.2
Advertising Router: 12.0.0.2
LS Seq Number: 80000004
Checksum: 0xa379
Length: 36
Number of Links: 1
Link connected to: Stub Network
(Link ID) Network/subnet number: 11.0.0.0
(Link Data) Network Mask: 255.255.255.0
Number of ToS metrics: O
ToS O Metric: 10

show ip ospf interface

[ ] OSPF .

[ 1 show ip ospf interface { <INTERFACE>}*1

[ 1 <INTERFACE> ) o ) o
¢ )|

[ ]

[ 1 Val

Harbour(config)#show ip ospf interface vl
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vl is up, line protocol is up

Internet Address 11.0.0.2/24, Area 0.0.0.1

Router 1D 12.0.0.2, Network Type BROADCAST, Cost: 10

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 12.0.0.2, Interface Address 11.0.0.2

No backup designated router on this network

Timer interval configure, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00: 00: 10

Neighbor Count is 0, Adjacent neighbor count is O

show ip ospf neighbor

( ]
( ]

( ]
( ]
( ]

OSPF o
show ip ospf neighbor [<A.B.C.D>]
show ip ospf neighbor detail
<A.B.C.D> router ID o

Detail o

Harbour(config)#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface RXmtL RgstL DBsmL
192.168.0.100 1 Full/Backup 00: 00: 36 11.0.0.1 vl 0 0 0

neighbor

Harbour(config)#show ip ospf neighbor detail

Neighbor 192.168.0.100, interface address 11.0.0.1
In the area 0.0.0.1 via interface vl

Neighbor priority is 1, State is 2-Way, 2 state changes
DR is 0.0.0.0, BDR is 0.0.0.0

Options 2 *|*|-|-|-I-IEI*

Dead timer due in 00: 00: 30

Database Summary List O

Link State Request List O

Link State Retransmission List O

Thread Inactivity Timer on

Thread Database Description Retransmision off
Thread Link State Request Retransmission off
Thread Link State Update Retransmission off
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timer s Isa-group-pacing

[ )| OSPF 1800 LSA, LSA )
) LS update o )
“ 7 refresh timer. )
no .
[ 1 timers Isa-group-pacing <10-1800>

no timers |sa-group-pacing

[ 1 <10-1800> LSA o LSA

[ 110

[ 1 router ospf

[ )| area LSA , , OSPF
[ )| 20 .

router ospf
timers lIsa-group-pacing 20

exit
timer s spf
[ ] timers spf , spf-delay  spf-holdtime . ,
no
[ 1 timers spf <0-65535> <0-65535>
no timers spf
[ 1 spf-delay  OSPF , ,
Spf-holdtime SPF .
[ 1 spf-delay 5 , spf-holdtime 10 .
[ 1 router ospf
[ 1 OSPF ) (SPF tree),
(SPF caculate) . )
o ) SPF,
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CPU o

router ospf
timers spf 10 20

exit
17.4
17.4.1
. Croutemap) ) )
metric .
(accesslist) IP ) IP .
IP , o , IP (accesslist ip)
) (access-list route) o )
IP o o
“10.1.0.0/167. 10.1.1.1. 10.1.23.32 ; 11111 o
Cprefix-list) IP ) .
1P ) o )
IP o
IP “10.1.0.0/16, 16-247, 10.1.0.0/16. 10.1.128.0/19.
10.1.1.0/24 , 10.1.0.0/8. 12.1.0.0/16 o
Croutemap) . routemap
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match set o match ; \ \
metric set - Routemap

b o

17.4.2
access-list route

[ ] access-list o no .
[ ] access-list route <name> <1-65535> [deny| permit] [<A.B.C.D/M> | any]
no access-list route <name> [deny |permit] [<A.B.C.D/M> | any]

no access-list route <name>

[ 1 <name> access-list , @
<1-65535>  accesslist , . @
deny .
permit .
<A.B.C.D/M> IP o
any .
[ ]
[ 1 )
access-list ) ACL )
ACL ) )
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access-list “deny any”, .
[ ] v2 RIP

Harbour(config)#access-list route al 4 deny 10.1.1.1/16
Harbour(config)#access-list route al 3 deny 12.1.1.1/16
Harbour(config)#access-list route al 31 deny 14.1.1.1/16
Harbour(config)#access-list route al 32 deny 14.1.1.1/16
Harbour(config)#access-list route al 32 deny 13.1.1.1/16

Harbour(config)#show access-list route

access-list route al 3 deny 12.1.1.1/16
access-list route al 4 deny 10.1.1.1/16
access-list route al 32 deny 13.1.1.1/16

Harbour(config)#router rip
Harbour(config-router)#distribute-list al in vl

[ ] distribute-list

access-list description

access-list route description

[ 1  accesslist o
[ 1 access-list route <name> description <desc>

no access-list route <name> description

[ 1 <name> access-list , .
<desc> o

[ ] .

[ ]

Harbour(config)#access-list route al 10 deny any
Harbour(config)#access-list route al description acc-deny-all

show access-list route

[ ] .
[ 1 show access-list route

[ ]

[ ] .
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ip prefix-list

(
(

b

Harbour(config)#show access-list route

° no °

1 {no} ip prefix-list <name> { seq <seg-no>} [[deny|permit] <A.B.C.D/M>

{ge <masklen1>}{le <masklen2>} | any]

<name> , .

<seg-no> , 1-4294967295, 5.
deny .

permit .

<A.B.C.D/M> IP °

masklenl ) M+1

masklen2 ) M+1

any 1P o

32,

32,

ge le ) M <masklenl<=masklen2.

masklenl <= <= masklen2

ge le
<=32

) ) permit
) deny )
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Harbour(config)#ip prefix-list listl seq 10 permit 10.0.0.0/8 ge 9 le 24
Harbour(config)#ip prefix-list listl seq 20 permit 20.0.0.0/8 ge 9 le 16

Harbour(config-route-map)#match as-path listl
[ 1 ip prefix-list description

ip prefix-list description

[ ] o
[ 1 ip prefix-list <name> description <desc>

no ip prefix-list <name> description

[ 1 <name> , .
<desc> , o

[ ] .

[ )| .

[ 1 ip prefix-list

ip lan_aggregate <A.B.C.D/M >

[ ] , . 2K

16 , FlexHammer5010 )

15 ’ 2 ) H
) CPU .
16 ) ip lan_aggregate
A.B.C.D/Mask o
[ 1 {no}ip lan_aggregate <A.B.C.D/M>
[ ]
[ 1 <A.B.C.D/M> : no
[ )| 192.168.1.0/24 . 192.168.2.0/24 192.168.3.0/24 )
lan_aggreagte 192.168.0.0/16 def )

b o
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match interface

[ 1 route-map .
[ 1 match interface <IFNAME>

no match interface <IFNAME>

( 1 <IFNAME>:

[ 1 .

[ 1 route-map

[ 1 route-map , match set .
Match route-map match .

[ )| , next hop vl

Harbour(config)#route-map mapl permit 1
Harbour(config)#create vlan vl
Harbour(config-route-map)#match interface vl

match ip next-hop

[ )| route-map , match
accesslist o
[ 1 match ip next-hop <ACLName>

no match ip next-hop <ACLName>

[ ] <ACLName>: accesslist

[ ] .

[ 1 route-map

[ 1  route-map , match set .
Match route-map match .

[ )| , next-hop 66.0.0.0/9

Harbour(config)#access-list al permit 66.0.0.0/9
Harbour(config)#route-map mapl permit 1
Harbour(config-route-map)#match ip next-hop al
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match ip address

[ )| route-map , match
access-list .
[ 1 match ip address <ACLName>

no match ip address <ACLName>

[ ] <ACLName>: accesslist

[ 1 .

[ 1 route-map

[ 1 route-map , match set .
Match route-map match .

[ )| , 66.0.0.0/9

Harbour(config)#access-list al permit 66.0.0.0/9
Harbour(config)#route-map mapl permit 1
Harbour(config-route-map)#match ip address al

match ip address prefix-list

[ )| route-map , match
prefix-list .
[ 1 match ip address prefix-list <PrefixListName>

no match ip address prefix-list <PrefixListName>

[ 1 <PrefixListName>: prefix-list

[ ] .

[ 1 route-map

[ 1 route-map , match set .
Match route-map match .

[ )| , 66.0.0.0/9

Harbour(config)#ip prefix-list f1 permit 66.0.0.0/9
Harbour(config)#route-map mapl permit 1
Harbour(config-route-map)#match ip address fl
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route-map

match metric

)| route-map metric .
1 match metric <0-4294967295>

no match metric <0-4294967295>

1 <0-4294967295>: metric

1 .

1 route-map

1 route-map , match
Match route-map match

1 , metric 1

Harbour(config)#route-map mapl permit 1
Harbour(config-route-map)#match metric 1

)| route-map route-map
1 route-map <name> [deny|permit] <1-65535>
no route-map <name>

no route-map <name> [deny|permit] <1-65535>

1 <name>: route map o
deny: match ) )
permit: match ; )
. permit.
<1-65535>: route-map o
route-map .

1 route-map

]
] route-map ;
route-map match  set
. Set
Match . match
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; match o
route-map . ,
. , route-map
match o
[ )| route-map, ri. al
192.168.0.176. ri RIP o

Harbour(config)#access-list al permit 66.0.0.0/8
Harbour(config)#route-map rl permit 1
Harbour(config-route-map)#match ip address al
Harbour(config-route-map)#set ip next-hop 192.168.0.176
Harbour(config)#router rip
Harbour(config-router)#redistribute static route-map rl

set ip next-hop
[ ] route-map .
[ 1 setip next-hop <A.B.C.D>

no set ip next-hop {<A.B.C.D>}

[ 1 <AB.CD>: IP

[ ]l st , o

[ 1 Route-map o

[ 1 route-map set .

[ )| , , next hop 12.0.0.1:

Harbour(config)#ip route 66.0.0.0 9 192.168.0.115
Harbour(config)#access-list route al permit 66.0.0.0/9
Harbour(config)#route-map mapl permit 1
Harbour(config-route-map)#match ip address al
Harbour(config-route-map)#set ip next-hop 12.0.0.1
Harbour (config-route-map)#exit
Harbour(config)#router rip
Harbour(config-router)#redistribute static route-map rl
[ 1 route-map

set metric
[ 1 route-map metric .
[ ] set metric <0-4294967295>

no set metric { <0-4294967295>}
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[ 1 <0-4294967295>: metric

[ ] st , metric .

[ 1 Route-map .

[ )| route-map

[ )| ., RIP , metric 10:
Harbour(config)#ip route 66.0.0.0/8 192.168.0.115
Harbour(config)#access-list al permit 66.0.0.0/8
Harbour(config)#route-map rl permit 1
Harbour(config-route-map)#match ip address al
Harbour (config-route-map)#set metric 10
Harbour(config-route-map)#exit
Harbour(config)#router rip
Harbour(config-router)#redistribute static route-map rl

[ 1 route-map

set metric-type

[ )| . OSPF metric o

[ 1 set metric-type [type-1|type-2]
no set metric-type { [type-1jtype-2]}

[ ] type-1: metric 1.
type-2: metric 2.

[ ) I , o

[ 1 Route-map .

[ )| OSPF ) 1 metric OSPF o 2

metric AS metric, 1 metric )
2  metric 1 metric.
[ 1 Harbour(config-route-map)#set metric-type type-1
[ 1 route-map

show ip lan_aggregate

[
(
(

]
] show ip lan_aggregate

]
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show ip prefix-list
[ 1 .
[ 1 show ip prefix-list
show ip prefix-list [<name>|all] <A.B.C.D/M>
show ip prefix-list [<name>|all] seq <1-4294967295>

show ip prefix-list [<name>|all] {[ detail | summary]}

<name>: .

al: .

<A.B.C.D/M>: o

<1-4294967295>: o
detail : , .
summary: , .

]
] .

( ] ,

Harbour(config)#show ip prefix-list
[ 1 ip prefix-list

show route-map

[ )| route-map .

[ 1 show route-map { <name>}

[ 1 <name> , routemap .

[ ]

[ )| route-map route-map o
[ )| , route-map:

Harbour(config)#show route-map

config ip route blackhole

[ ] IP , CPU
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o

[ 1 config ip route blackhole timeout <0-1200>
[ 1 <0-1200> ) 300 .
[ ]

show ip route blackhole

[ )| .
[ 1 show ip route blackhole
[ )|
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18
IGMPV2
PIM-SM V2
PIM-DM V2

) IP ) )
RFC 1112 —— Internet Group Management Protocol (IGMP) , Version 1
RFC 2236 —— Internet Group Management Protocol (IGMP) , Version 2
RFC 2362 —— Protocol Independent Multicast-Sparse Mode (PIM-SM) , Version 2
Draft PIM-DM-new —— Protocol Independent Multicast-Dense Mode (PIM-DM) Version 2
FlexHammer5010 , FlexHammer5610/5610T .
18.1
18.1.1
IP ) IP IP )
) IP ) 255.255.255.255. IP
IP - IP D IPv4 ( 224.0.00
239.255.255.255)., IP ) o 224.0.0.%/24
239.0.0.*/24 ) o
-1P N o
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FlexHammer5010
HammerOS IGMP PIM-SM ) IP IGMP
,  PIM-SM
IP , o
) IGMP-SNOOPING IP
, o IGMP ,
(SNOOPING) . o
IP )
)
18.1.2
clear ip mroute
[ )| o
[ 1 clear ip mroute { <group> { <source>}}
[ 1 <group> , .
<source> ; .
[ 1
[ ] ,
b G b
) (S6) o
[ ]
Harbour(config)# clear ip mroute 224.1.1.1 100.1.0.1
Harbour(config)# clear ip mroute
[ 1 show ip mroute
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ip multicast-routing

[ )| .

[ 1 {no} ip multicast-routing

[ )| .

( )|

[ ] IGMP ) o
No o

[ 1 ip pim sparse-mode

ip pim dense-mode

show ip mroute

[ ] .

[ 1 show ip mroute { <group>| summary}

[ 1 <group> , D IP

summary
[ ]
[ )| 0 IGMP )
: <group>
*,G) (S06) ; summary o

show ip rpf

[ ] o

[ 1 show ip rpf <A.B.C.D>

( 1 <A.B.CD> IP

¢ ]

[ )| (RPF) ) RPF N
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18.2 IGMP

18.2.1

IGMP(Internet Group Management Protocol)

’ ~

IGMP : IGMPv1  IGMPvV2, IGMP v2 )
) IGMPv1 ) IGMPv1 o
IGMPvV2 3
Memebership Query: IGMP Internet Group Management Protocol (
) b b o
0.0.00 , ;
Memebership Report: IGMP
o : 1 o
Leave Group: ) o
IGMP 512,
18.2.2
IGMP
ip multicast-routing
IGMP: IGMP PIM IGMP
) IGMP . ) ip pim <mode>
passive IGMP, o ippim
PIM  IGMP,
: . IGMP Memebership
Report ; )

ip igmp static-group o
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18.2.3

clear ip igmp group

[ )| IGMP o
[ 1 clear ip igmp group { <group>|<ifname>}
[ 1 <group> IGMP (A.B.C.D)
<ifname>
[ ]
[ )| IGMP ) IGMP )

no ip igmp static-group .
IGMP .
) G IGMP o
) IGMP .

IGMP , IGMP o

Harbour(config)# clear ip igmp group
Harbour(config)# clear ip igmp group 225.1.1.100
Harbour(config)# clear ip igmp group vlanl
[ 1 show ip igmp group

ip igmp static-group

debug igmp
[ 1 IGMP 0
[ 1 debug igmp [packet|member]

no debug igmp [packetmember|all]

[ 1 packet IGMP .
member IGMP o
all IGMP o
[ )| .
[ ]
[ )| ,

b o
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(monitor on), o
No o

( ]

Harbour(config)# debug igmp packet
[ 1 monitor

show debug igmp

ip igmp access-group
[ 1 .
[ 1 ip igmp access-group <access list>

no ip igmp access-group

[ 1 <access list>

[ ] , .

[ ] .

[ )| ; IGMP
No o

[ )| , igmpgrp_acl DR v2
226.0.0.0~226.255.255.255 o

Harbour(config)#access-list route igmpgrp_acl 10 permit 226.0.0.0/8
Harbour(config)#create vlan v2
Harbour(config)#interface v2
Harbour(config-if)#ip pim access-group igmpgrp_acl
[ 1 accessHlist route

ip igmp member -timeout

[ 1 IGMP 0
[ 1 ip igmp member-timeout <70-65535>

no ip igmp member-timeout

[ 1 <70-65535> ¢

[ ] 260 .

¢ )|

[ ] ) * + ) 2*%125+10
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260 .

No 0

( ]

Harbour(config)# ip igmp member-timeout 300
[ 1 ip igmp querier-timeout

ip igmp query-interval

ip igmp querier-timeout
[ 1 IGMP o
[ 1 ip igmp querier-timeout <65-6005>

no ip igmp querier-timeout

[ 1 <65-6005>IGMP C D
[ 1 IGMP 255 .
[ ]
[ 1 IGMP IGMP ,

IGMP R R

) * + 12, 2%125+10/2
s 255 .

No IGMP o

[ )|

Harbour(config)# ip igmp querier-timeout 200
[ 1 ip igmp member-timeout

ip igmp query-interval
ip igmp query-interval
[ )| IGMP o

[ 1 ip igmp query-interval <30-3000>
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no ip igmp query-interval
[ 1 <30-3000> IGMP C e
[ 1 IGMP 125 .
¢ ]
[ 1 IGMP ; IGMP )
’ = * ’
= * + 12
No IGMP .
[ )|

Harbour(config)# ip igmp query-interval 100
[ 1 ip igmp member-timeout

ip igmp querier-timeout

ip igmp static-group

[ ] IGMP o
[ 1 {no} ip igmp static-group <A.B.C.D>
[ 1 <AB.CD> o
[ 1 .
[ ] .
[ )| IGMP )
DR ip igmp static-group,
No o
[ ]

Harbour(config)# create vlan v2

Harbour(config)# interface v2

Harbour(config-if)# ip igmp static-group 224.1.1.1
[ 1 show ip igmp groups
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show debug igmp

[

)| IGMP o

1 show debug igmp

]

)| IGMP o

1 debug igmp

show ip igmp group

] IGMP o

1 show ip igmp group {interface <ifname>}

1 <interface> ( )o
<ifname> o
1
1 IGMP )
) IGMP o
IGMP o
1

Harbour(config)# show ip igmp group interface vl
vl igmp

1 ip igmp static-group

show ip igmp timer

] IGMP .
1 show ip igmp timer
]

1 IGMP IGMP « IGMP

o N ’

1 Harbour(config)# show ip igmp group
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[ 1 ip igmp member-timeout
ip igmp querier-timeout

ip igmp query-interval

18.3 PIM-SM

18.3.1

(S, & .
*, G) .

(*, *, RP) (RP) .

(iif) (0if9). RPF( )

PIM(Protocol Independent Multicast) ;

) (Dense Mode) (Sparse Mode) .
Internet.
PIM-SM , : DR( ) + RP( )~ BSR(
)o PIM DR o
DR : ’ ’ H ’ DR
) IP DR. RP ) PIM
(RPT) o G,
RP. BSR bootstrap ; RP
) RP o DR 1GMP

G / o
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PIM-SM , )
RP (RPT) DR (SPT).
DR o 0, RPT SPT.
PIM-SM v2 7
Hello: PIM-SM Hello, PIM ;
PIM DR.
Register: DR( DR) )
(register) , RP.
Register-Stop: RPT , RP DR Register-stop ) DR
register .
Join/Prune; RP )
Bootstrap: BSR RP o
Assert: ( ) )
Cand-RP-Adv: RP BSR RP o
PIM-SM : , BSR RP , BSR
RP . DR G Register ) RP;
IGMP DR G , DR Join/Prune RP
) G - RP Register
’ G ’ RegISter ’ H
G ) DR Register-Stop. )
( 0, )s RPT  SPT .
PIM-SM : Flex5010 1024
2048 128 .
18.3.2
PIM-SM
(1) ip multicast-routing
2 (RP): : ; Bootstrap o )
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RP ; ip pim
rp-address o ; RP:
BSR, RP.
; ippimbsr  ip pim rp-candidate o
3 PIM IGMP IGMP
. ) ip pim sparse-mode passive
IGMP, ip pim sparse-mode
PIM-SM  IGMP.
L , !
(2) RP ) RP o
1 RP
PIM-SM RP RP o RP-- G PIM-SM
) ) RP o
RP, BSR RP.

HammerOl(config)# create vlan v2
HammerOl(config)# interface v2

HammerOl(config-if)# ip pim sparse-mode

HammerOl(config-if)# exit
HammerOl(config)# interface default
HammerOl(config-if)#ip pim-sparse-mode passive
HammerOl(config-if)# exit
HammerOl(config)# ip pim rp-candidate default group 225.0.0.0/8
HammerO1l(config)# ip pim bsr-candidate v2 hash-mask-length 30 priority 20

) HammerO1
BSR, RP
! : RP BSR
interface

default
30,

upP

ip pim sparse-mode

) PIM
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SRR e

vi5 Harnroes]

i --Jwt
/ \vzﬁ
;.x—"'-._ |‘__“'* .
Hamrner(2 SE0 D0 oop 3‘"—__._—- Bamrme03
VE L
;éﬂlﬁk‘;ﬂfx%
, HammerO1 DR , Hammer02 DR, Hammer03
RP BSR. Hammer02 v2 )
IGMP o

Hammer01

Hammer01l (config)# ip multicast-routing
Hammer01l (config)# create vlan v25
Hammer01l (config)# interface v25
Hammer01l (config-if)# ip pim sparse-mode
Hammer01l (config-if)# exit

Hammer01l (config)# create vlan v3
Hammer01l (config)# interface v3

Hammer01l (config-if)# ip pim sparse-mode
Hammer01l (config-if)# exit

Hammer01l (config)# create vlan v4
Hammer01l (config)# interface v4

Hammer01 (config-if)# ip pim sparse-mode
Hammer01l (config-if)# exit

Hammer02
Hammer02 (config)# ip multicast-routing
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Hammer02
Hammer02
Hammer02
Hammer02
Hammer02
Hammer02
Hammer02
Hammer02
Hammer02
Hammer02
Hammer02
Hammer02

Hammer03

Hammer03
Hammer03
Hammer03
Hammer03
Hammer03
Hammer03
Hammer03
Hammer03
Hammer03
Hammer03
Hammer03

(config)# create vlan v25
(config)# interface v25
(config-if)# ip pim sparse-mode
(config-ifH)# exit

(config)# create vlan v26
(config)# interface v26
(config-if)# ip pim sparse-mode
(config-iH)# exit

(config)# create vlan v2
(config)# interface v2
(config-if)# ip pim sparse-mode passive
(config-ifH)# exit

(config)# ip multicast-routing
(config)# create vlan v25
(config)# interface v25
(config-if)# ip pim sparse-mode
(config-if)# exit

(config)# create vlan v3
(config)# interface v3
(config-if)# ip pim sparse-mode
(config-ifH)# exit

(config)# ip pim bsr-candiate v3
(config)# ip pim rp-candidate v25

DR Hammer01  v3. v4 225.0.0.0/8. P 16.1.1.99 ;

Hammer03  v25

Hammer03  v3

Hammer02 v2

Hammer01

23.0.0.0/8 ;
225.0.3.15 ;

225.0.3.15 o

HammerO1l(config)# access-list route sdrgrp_acl 10 permit 225.0.0.0/8
HammerOl(config)# access-list route sdrsrc_acl 10 permit 16.1.1.99/32
HammerOl(config)# create vlan v3

HammerOl(config)# interface v3

HammerOl(config-if)# ip pim source-dr-filter group sdrgrp_acl
HammerOl(config-if)# ip pim source-dr-filter source sdrsrc_acl
HammerOl(config-if)# exit

HammerO1l(config)# create vlan v4

HammerOl(config)# interface v4

HammerOl(config-if)# ip pim source-dr-filter group sdrgrp_acl
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HammerOl(config-if)# ip pim source-dr-filter source sdrsrc_acl
HammerOl(config-if)# exit

Hammer03

Hammer03(config)# access-list route neig_acl 10 deny 23.0.0.0/8
Hammer03(config)# access-list route down_acl 10 permit 225.0.3.15/32
Hammer03(config)# create vlan v25

Hammer03(config)# interface v25

Hammer03(config-if)# ip pim neighbor-filter neig_acl
Hammer03(config-if)# exit

Hammer03(config)# create vlan v3

Hammer03(config)# interface v3

Hammer03(config-if)# ip pim downstream-filter down_acl

Hammer02

Hammer02(config)# access-list route igmpgrp_acl 10 permit 225.0.3.15/32
Hammer02(config)# create vlan v2

Hammer02(config)# interface v2

Hammer02(config-1f)# ip igmp access-group igmpgrp_acl
Hammer02(config-if)# exit

clear ip m.route , o
18.3.3
debug pim
[ ] / PIM o
[ 1 debug pim [packet [hello|register]join-prunelbootstrap|assert|graft|cand-rp
[all|summary] | mroute ]

no debug pim [packet [hello|register]join-prunelbootstraplassert|graft|cand-rp |summary| al]
| mroute | al ]

packet PIM .

hello PIM hello .
register PIM register .
join-prune PIM join-prune .

Copyright Harbour Networks Limited. All rights reserved. 230



FlexHammer5010 I I ..;E’ﬂ‘.ﬁﬁ-?

bootstrap PIM bootstrap .
assert PIM assert o
graft PIM graft/graft-ack o
cand-rp PIM cand-rp .
summary PIM
all PIM o
mroute °
all PIM ( no debug pim Do
[ ] .
¢ ]
[ ]
) ) o Cmonitor
on), . No .
[ ]
Harbour(config)#debug pim packet join-prune
[ 1 monitor
show debug pim
ip pim bsr-border
[ )| PIM Bootstrap .
[ 1 {no} ip pim bsr-border
[ 1 PIM Bootstrap , Bootstrap .
[ ]
[ )| BSR , Bootstrap ,
No o
ip pim bsr-candidate
[ ] BSR.
[ 1 ip pim bsr-candidate <interface> { hash-mask-length <0-32> priority <0-255>}
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no ip pim bsr-candidate

[ 1 <interface> BSRIP o

<0-32> BSR RP ; 0.

<0-255> BSR BSR : o ).
[ )| BSR.
[ ]
[ 1 BSR (Bootstrap Router)  PIM (bootstrap) . PIM
BSR o RP , bootstrap
RP o
PIM ) BSR.

No o

¢ )|

Harbour(config)# ip pim bsr-candidate v2
Harbour(config)# ip pim bsr-candidate v2 hash-mask-length 24 priority 20
[ 1 ip pim rp-candidate

ip pim downstream-filter

[ ] .
[ 1 ip pim downstream-filter <access list>

no ip pim downstream-filter

¢ 1 <access list>

[ ] , .

[ ]

[ )| , PIM Join/Prune
No o

[ )| , down_acl V2 226.0.0.0~
226.255.255.255 o

Harbour(config)# access-list route down_acl 10 permit 226.0.0.0/8
Harbour(config)# create vlan v2
Harbour(config)# interface v2
Harbour(config-if)# ip pim downstream-filter down_acl
[ 1 access-list route
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ip pim dr-priority
¢ ] DR .
[ 1 ip pim dr-priority <0-4294967294>

no ip pim dr-priority

[ ] <0-4294967294> DR .
[ 1 DR 0 ( Do
[ 1 .
[ )| PIM , hello DR. DR
. DR ,
; DR , IP
DR.
No R
[ )|

Harbour(config)# create vlan v2

Harbour(config)# interface v2

Harbour(config-if)# ip pim dr-priority 100
[ 1 show ip pim interface

ip pim enforce-bsr-neighbor

[ ] PIM BootStrap PIM .
[ 1 {no} ip pim enforce-bsr-neighbor
[ ] BootStrap PIM
[ ]
[ ] .
No BootStrap PIM o

ip pim message-interval

[ ] PIM  JOIN-PRUNE .
[ 1 ip pim message-interval <1-65535>
no ip pim message-interval
[ ] <1-65535> JOIN-PRUNE C .
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[ 1 JOIN-PRUNE 60 .
¢ ]
[ )| PIM  JOIN-PRUNE o
No JOIN-PRUNE o
¢ ]
Harbour(config)# ip pim message-interval 40
[ 1 ip pim query-interval
ip pim mode
[ ] PIM o
[ ] {no} ip pim [dense-mode | sparse-mode] { passive}
[ 1 sparse-mode PIM
dense-mode PIM
passive PIM, IGMP
[ )| PIM o
[ ] .
[ )| : PIM IGMP, IGMP
o PIM-SM IGMP o
PIM 1 PIM .
) ip multicast-routing .
sparse-dense-mode PIM ; G RP
PIM: , RP, )
PIM
No o
[ ]

Harbour(config-if)# ip pim sparse-mode
[ 1 ip multicast-routing

ip pim neighbor -filter

[ ] .
[ 1 ip pim neighbor-filter <access list>
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no ip pim neighbor-filter

¢ 1 <access list>
[ ] , .
¢ ] o
[ )| ) PIM Hello )
- No o
[ )| , neig_acl V2 ip 16.0.0.0~
16.255.255.255 o

Harbour(config)# access-list route neig_acl 10 permit 16.0.0.0/8
Harbour(config)# create vlan v2
Harbour(config)# interface v2
Harbour(config-if)# ip pim neighbor-filter neig_acl
[ 1 access-list route

ip pim query-interval

[ 1 PIM hello 0
[ 1 ip pim query-interval <1-18724>

no ip pim query-interval

[ ] <1-18724> hello ( , 30 ).
[ )|
[ ] PIM hello o
No PIM hello o
[ )|

Harbour(config)# create vlan v2

Harbour(config)# interface v2

Harbour(config-if)# ip pim query-interval 25
[ 1 ip pim message-interval

ip pim rp-address
[ ] RP .

[ 1 ip pim rp-address <A.B.C.D> { group <A.B.C.D/M> {[priority
<0-254>| override ]} }

no ip pim rp-address <A.B.C.D> { group <A.B.C.D/M>}

Copyright Harbour Networks Limited. All rights reserved. 235



I I .;ﬁ'i".‘lﬁ' i

FlexHammer5010
[ 1 <A.B.CD> RP .
group <A.B.C.D/M> RP .
224.0.0.0/4.
priority <0-254> RP . 0 ( Do
override bootstrap RP .
¢ ] RP.
[ )|
¢ 1 RP (Rendezvous Point)  PIM (RPT) . PIM
RP o DR REGISTER )
o PIM IGMP ) RP
PIM ) RP o
No RP ) ) rp
bootstrap rp-
[ )|
Harbour(config)# ip pim rp-address 100.1.0.1 group 225.0.0.0/8
Harbour(config)# ip pim rp-address 100.1.0.2 group 230.0.0.0/16 override
[ 1 ip pim bsr-candidate

ip pim rp-address

ip pim rp-candidate

[ )| PIM RP.
[ 1 {no} ip pim rp-candidate <interface> { group <A.B.C.D/M>}
[ 1 <interface> RPIP .
<A.B.C.D/M> RP °
[ )| RP.
¢ ]
[ 1 RP (RendezvousPoint)  PIM (RPT)
RP o DR
o PIM IGMP
PIM ) )
DR (SPT)Y.
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RPT SPT.

PIM ) RP.

No RP o

Harbour(config)# ip pim rp-candidate v2 group 232.0.0.0/16
[ 1 ip pim bsr-candidate

ip pim rp-address
ip pim source-dr-filter group
[ 1 DR , .

[ 1 ip pim source-dr-filter group <access list>

no ip pim source-dr-filter group

[ 1 <access list>

[ ] , .

[ ] .

[ ] DR ) )
No o

[ )| , sdrgrp_acl DR v2
226.0.0.0~226.255.255.255 o

Harbour(config)# access-list route sdrgrp_acl 10 permit 226.0.0.0/8
Harbour(config)# create vlan v2

Harbour(config)# interface v2

Harbour(config-if)# ip pim source-dr-filter group sdrgrp_acl

[ 1 accessHlist route
ip pim source-dr-filter source

[ ] DR , .
[ 1 ip pim source-dr-filter source <access list>
no ip pim source-dr-filter source

[ 1 <access list>

Copyright Harbour Networks Limited. All rights reserved. 237



FlexHammer5010 I I ..;E’ﬂ‘.ﬁﬁ-?

[ ] , o

¢ ]

[ )| DR ) ’
No o

[ )| , sdrsrc_acl DR V2
16.0.0.0~16.255.255.255 o
Harbour(config)# access-list route sdrsrc_acl 10 permit 16.0.0.0/8
Harbour(config)# create vlan v2
Harbour(config)# interface v2
Harbour(config-if)# ip pim source-dr-filter source sdrsrc_acl

[ 1 accessHist route

show debug pim

[ 1 PIM o

[ 1 show debug pim

[ ]

[ )| PIM o

[ 1 debug pim

show ip pim bsr-router

] PIM BSR .

1 show ip pim bsr-router

]

)| BSR N - RP o
]

Harbour(config)# show ip pim bsr-router
1 ip pim bsr-candidate

show ip pim interface

(
(

] PIM o

1 show ip pim interface { <ifname>}
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[ 1 <ifname> o
[ ]
[ )| PIM o
, PIM ; , PIM

[ ]

Harbour(config)# show ip pim interface
[ 1 show ip multicast interface

ip pim sparse

show ip pim neighbor

[ 1 PIM o
[ 1 show ip pim neighbor { <ifname>}
[ 1 <ifname> .
[ ]
[ 1 PIM . PIM hello o
) PIM ; ,
PIM o
[ ]

Harbour(config)# show ip pim neighbor
[ 1 show ip multicast interface

show ip pim interface

show ip pim rp

[ )| RP .

[ 1 show ip pimrp

[ )|

[ ] RP ( RP N
N N ) RP o

[ )|

Harbour(config)# show ip pim rp
[ 1 ip pim rp-candidate

show ip pim rp-hash
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show ip pim rp-candidate

¢ ] RP .
[ 1 show ip pim rp-candidate
¢ ]
[ )| RP BSR
[ ]
Harbour(config)# show ip pim rp-candidate
[ 1 ip pim rp-candidate
show ip pim rp

show ip pim rp-hash

[ ] RP o
[ 1 show ip pim rp-hash <A .B.C.D>
[ ]
( ] RP
[ ]
Harbour(config)# show ip pim rp-hash 224.1.1.1
[ 1 ip pim rp-candidate
show ip pimrp
show ip rpf
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clear

enable

exit

help

list

logout

ping {[-t]1}*1 {[-count] <1-65535>}*1
{[-size] <0-6400>}*1 {[-waittime]
<1-255>}*1 {[-ttl] <1-255>}*1
{[-pattern] <user_pattern>}*1 <A.B.C.D>

quit
show ACL [<name>]all] ACL
show arp {[<A.B.C.D>]permanent]}*1 arp
show fdb {[mac] <macaddr>}*1 {[vlan] mac <macaddr>, vlan <vlan>
<name>}*1 FDB
show fdb agetime
show fdb permanent {[mac] <macaddr>}*1 FDB
{[vlan] <name>}*1
show history
show idle-timeout
show interface {<IFNAME>}*1
show ip route RIB
show ip route <A.B.C.D/M> RIB IP
<A.B.C.D/M>
show ip route <A.B.C.D> RIB IP <A.B.C.D>
show ip route [connected]|static] RIB

show ip route summary

show mirroring
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show port [<portlist>]all]
{[configuration|stats]}*1

show services

web manage

’

telnet, snmp,

show sharing

sharing

show stpd default

STP

show stpd default port [<portlist> | all ]

stp

show syscontact

show syslocation

show time

show version

Hammer0S

show vlan {<name>}*1

VLAN

telnet <A.B.C.D>

terminal length <0-512>

who

who am 1

clear

clear counter [<name>|all]

(name)

Call> ACL

clear igmp snooping vlan [name]all]

VLAN

clear ip route static

clear stats port [<portlist>]all]

»

all

portlist

config ACL <name> priority <0-7>

ACL

config access-control
{ [telnet|web]|snmp] }*1 [on]off]

off

on

config WRR-queue bandwidth
<low,normal ,medium,high>

config access-control {[telnet]web]
snmp]}*1 [on]off]

telnet. web  snmp

config acl <name> counter <name>

ACL
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config igmp snhooping host_timeout
<10-2147483647>

config igmp snhooping router_timeout
<10-2147483647>

config loopDetect [enable|disable]

disable .

. enable

’

config mirroring [add]|delete] port
[<portlist>]all] [egress]ingress]

»

egress

delete

add

ingress

config mirroring disable

config mirroring to <1-50>

config fdb agingtime [0]<10-1000000>

Tdb

create nms-access-profile
<access_profile_name>

delete nms-access-profile
<access_profile_name>

config nms-access-profile
<access_profile_name> telnet
[enable|disable]

telnet

config nms-access-profile
<access_profile_name>
web [enable|disable]

web

config nms-access-profile
<access_profile_name>
snmp [enable]disable]

snmp

config nms-access-profile
<access_profile_name> add ipaddress
<A.B.C.D/M>

config nms-access-profile
<access_profile_name> add ipaddress
<A.B.C.D> <A.B.C.D>

config nms-access-profile
<access_profile_name> delete ipaddress
[all |<A.B.C.D/M>]

config nms-access-profile
<access_profile_name> delete ipaddress
<A.B.C.D> <A.B.C.D>

show access-control
{[telnet]web]snmp]}*1

show nms-access-profile
{<access_profile_name>}*1
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config port [<portlist>]all]
[enable|disable]

¢ / ), enable

disable

config port [<portlist>]all] auto
[on]off]

¢ / ), on

, off

config port [<portlist>]all] duplex
[full]half]

» half

), Full

config port [<portlist>]all] flowcontrol
[on]off]

¢ / ), on

, off

config port [<portlist>]all] speed
[10]100]1000]

> 10
1000Mbps

10Mbps, 100
1000

100Mbps;

config port [<portlist>]all] learn

[on]off]

config port [<portlist>]all] mode
[master|slave]

config port [<portlist>]all]
remap-priority <0-7>

802.1p

config port [<portlist>]all]
remap-priority [on]off]

/ 802.1p

config priority <0-7> qosqueue
[Low|Normal |[Medium|High]

802.1p CoS

config proxyarp [supervlan]subvlan]
<vlanname> [enable|disable]

PROXYARP

show proxyarp [supervlan]subvlan]
<vlanname>

PROXYARP

config proxyarp searchtime <0-196605>

config proxyarp agetime <0-196605>

ProxyArp

config proxyarp delete <A.B.C.D>

ProxyArp

show proxyarp table {<A.B.C.D >}*1

ProxyArp

config sharing <1-50> select-mode <rtag>

Load sharing

config snmp community
[readonly|readwrite] <string>

community readonly/readwirte

Config snmp trapagent-address
[<A.B.C.D>]auto]

SNMP  trapagent-address

config snmp trapreceiver add <A.B.C.D>
version [vl]v2c] {community <string>}*1

trap Ip

config snmp trapreceiver delete <A.B.C.D>

trap Ip

SNTP

Config sntp-client [enabler|disable]
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Config sntp-server [enabler|disable]

SNTP

config sntp-client mode <1-3>

SNTP
unicast, multicast, anycast

°

config sntp-server mode <1-3>

SNTP
unicast, multicast, anycast

°

config sntp-client server ipaddr SNTP 1P
<A.B.C.D> o

config sntp-client update-interval SNTP

<64-1024>

config sntp-server broadcast-interval SNTP multicast )
<64-1024> SNTP .

show sntp-client SNTP .

show sntp-server SNTP o

config stpd default [enable|disable] stpd

config stpd default port [<portlist> | STP

all ] cost <1-65535>

config stpd default port [<portlist> | STP

all ] priority <0-255>

config stpd default port [<portlist>]all] STP ( STP / STP
[enable|disable] )

config stpd default [enable | disable] STP ( / )

config stpd default forwarddelay <4-30> STP

config stpd default hellotime <1-10> STP

config stpd default maxage <6-40> STP

config stpd default priority <0-65535> STP

config syscontact <.contact> ) .

( )

config syslocation <._location>
config time <1970-2100> <1-12> <1-31> ) N
<HH:MM:SS>
config vlan <name> [add|delete] port <name> VLAN tagged
<portlist> [tagged]untagged] untagged
config vlan <name> ipaddress <A.B.C.D/M> <name> VLAN IP
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config vlan <name> ipaddress <A.B.C.D>
<A_.B.C.D>

<name> VLAN IP

config vlan <name> priority <0-7>

VLAN
VLAN

config vlan <name> tag <1-4094>

<name> VLAN

¢ VLAN ID>

create ACL <name> ip DIP
[<A.B.C.D/M>]any] SIP [<A.B.C.D/M>]any]
[permit]deny] ports [<portlist>]any]
{precedence <0-255>}

1P ACL

create ACL <name> udp DIP
[<A_B.C.D/M>]any] ip-port
[<dst_port>]any] SIP [<A.B.C.D/M>]any]
ip-port [<src_port>|any] [permit]deny]
ports [<portlist>]any] {precedence
<0-255>}

UbP  ACL

create ACL <name> tcp DIP
[<A.B.C.D/M>|any]ip-port [<dst_port>]|
any] SIP [<A.B.C.D/M>]any]ip-port
[<src_port>|any] [permit]deny] ports
[<portlist>]any]{precedence <0-255>}*1

TCP  ACL

create ACL <name> mac-ip destination
[<dst_mac> |any] [<A.B.C.D/M> Jany]
source [<src_mac> |any]
[<A_B.C.D/M>|any] [permit]deny] ports
[<portlist>]any] {precedence <0-255>}*1

MAC+IP  ACL

create ACL <name> icmp DIP
[<A.B.C.D/M>]any] SIP [<A.B.C.D/M>]any]
type [<icmp_type>]any] code
[<icmp_code>|any] [permit]deny] ports
[<portlist>]any] {precedence <0-255>}*1

ICMP  ACL

create counter <name>

create fdbentry <mac_address> vlan <name>
port <portno> {priority <0-7>}*1

FDB

create sharing <1-50> grouping <portlist>

Load Sharing,
<portlist>

Load Sharing

create vlan <name>

<name> VLAN

delete ACL [<name>|all]

ACL
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delete counter [<name>|all]

ACL

delete fdbentry {mac <mac_address> vlan
<name>}*1

MAC

delete nms-access-profile
<access_profile_name>

NMS

delete sharing <1-50>

Load Sharing

delete vlan [<name>|all] <name> VLAN VLAN
download ftp [hammeros|config-file] FTP Hammer0S config-file
<A.B.C.D> <username> <password> FLASH
<filename>
download xmodem [hammeros]config-file] xmodem Hammer0S
{baudrate [9600]115200]}*1 config-file FLASH
9600 115200
enable-password ) 6
erase {startup-config}*1
exit )
help
hostname <hostname> ) )
HammerQS
idle-timeout <0-35791>
interface <IFNAME> vlan
ip route <A_B.C.D/M> [<A.B.C.D>] , P
{<1-255>}*1 <A_B.C.D/M>, IP
<A.B.C.D>, distance <1-255>
ip route <A.B.C.D> <A.B.C.D> [<A.B.C.D>] , IP
{<1-255>}*1 <A_.B.C.D>, <A_.B.C.D>,
<A.B.C.D>, distance
<1-255>
kill session <1-24> telnet
list
List<pattern>

login-password

logout

monitor [on]off]

monitor lowest-level <0-7>

monitor timestamp [none|time]|
datetime]
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monitor type [<typename>|all] [on]off]

no acl <name> priority

ACL

no ip route <A.B.C.D/M> <A.B.C.D>
{<1-255>}*1

1P
<A.B.C.D/M>.
distance ( )

<1-255>

<A.B.C.D>.

no ip route <A.B.C.D><A.B.C.D><A_B.C.D>
{<1-255>}*1

1P
<A.B.C.D>.

<A.B.C.D>. distance

<A.B.C.D>.

( ) <1-255>

no vlan-priority <name>

vlan

no vlan <name> ip

vlan ip

ping {[-t]1}*1 {[-count] <1-65535>}*1
{[-size] <1-6400>}*1 {[-waittime]
<1-255>}*1 {[-ttl] <1-255>}*1
{[-pattern] <user_pattern>}*1 <A.B.C.D>

quit

reboot

record command-line [enable]|disable]

save configuration

service acl [enable|disable]

acl

service

igmp snooping [enable|disable]

/ IGMP Snooping

service

qgos [enable|disable]

QoS

service

snmp [enable]disable]

snmp

service

snmp rmon [enable]disable]

rmon

service

snmp trap [enable|disable]

snmp trap

service

telnet [enable]disable]

telnet ,

telnet

, disable

, enable
telnet

show ACL [<name>]all]

ACL

show WRR-queue

show arp {[<A.B.C.D>]permanent]}*1

arp

show acl counter

ACL

show counter [<name>|all]

show dotlp-QosQueue-mapping

802.1p

CoS

show arp [{<A.B.C.D>}*1 |{permanent}*1]

1P

<A.B.C.D>

Arp
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show fdb
<name>}*1

{[mac] <macaddr>}*1 {[vlan]

mac <macaddr>, vlan
mac

<vlan>

show fdb agingtime

Tdb

show fdb permanent {[mac] <macaddr>}*1
{[vlan] <name>}*1

mac

Show fdb summary

FDB )

FDB

Show filter

IRULE  IMASK

show history

20

show idle-timeout

show igmp snooping timer

IGMP Snooping

show igmp snooping vlan <name> VLAN IGMP Snooping
show interface {<IFNAME>}*1
show ip fib IP
show ip route RIB
show ip route <A_B.C.D/M> RIB IP
<A_B.C.D/M>
show ip route <A.B.C.D> RIB IP (
)
show ip route [connected]|static] RIB
) rip
show ip route summary RIP
Show macgroup-info MAC groupr
show mirroring
show monitor{configuration}*1 monitor
show nms-access-profile NMS
{<access_profile_name>}*1
show port [<portlist>]|all]
{[configuration|stats]}*1
show qos [port|mac|vlan]acl]all] QoS
show running-config
show services , telnet, snmp.
web manage
show sharing sharing

show snmp community-string

community-string get/set

Show snmp trapagent-address

SNMP  trapagent-address

show snmp trapreceiver

snmp trapreceiver

show startup-config
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show stpd default

STP

show stpd default port [<portlist>] all ]

show syscontact

show syslocation

show syslog {configuration}*1

show time

show version

show vlan {<name>}*1

VLAN

telnet <A.B.C.D>

1P <A.B.C.D>

terminal length <0-512>

upload ftp [hammeros|config-file]
<A.B.C.D> <username> <password>
<filename>

FTP HammerQS config-file

upload xmodem [hammeros]config-file]
{baudrate [9600]115200]}*1

xmodem Hammer0S
config-file

9600 115200

user add <username> login-password

<login_password>

<login_password> <username>

user delete <username> <username>

user enable-password <username> <username>

user list

user login-password <username> <username>

user role <username> ADMIN <username> ,

enable-password <enable_password>

<enable_password>

user role <username> NORMAL

<username>

who

who am 1
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