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R

Cshell

C shell i /7

Bourne shell I Korn shell

Bourne shell I Korn shell #&%¢ H

machine name%
machine_name#
$

#
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BTN TT N

B 17 CRRELR

s B8 TIHRY MRk REN”

H [a] FF & E Y Solaris ZZ £ IhREHIA

RGERE

RFEWAHE T Solaris #AFE R G2 2 INRER 22 3 APT I3k SPT- A UMl AR GE L B 1Y
SR L 2TRERIE R . 165 L (System Administration Guide: Security Services) 1
R 1 E. “Security Services (Overview)” o

Solaris OS f&fft 1 — I FHRAEIT AL 82 1R P26 22 A R G5y - lid (AR L 9 ER 11,
=0T bl 2 A AR5 28 X i P B (4 2l 55 O I P R PP B A T AT B

T KRG L4, Solaris OS f2fit 1 HFEANR o FEFRAPRE EL L1 7 ) UNIX brofefi
RURY R AL, a] R A T S R A S AR e O D7 [RIARR - RETE L TR SR PR E —H
rfEifF,H-iﬁ (JRAAS S FHE e O EREANR o X8, TP AL B P BT AT fo AR AN I
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REE O] DU AR RIS EREIRZ TR, UEERGL S, MAERTH
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AEREUID 2L%FT0. ESIHE 25
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W&k 2z ek AR EER T T\ ARESE . 4 PAM « GSS-API~ SASL fll RSA Security Inc. Y
PKCS#11 % 4 K4 [ (Cryptographic Token Interface, Cryptoki) o 183 {5 F BREAL Y BRI
e, JF % vl UGS JC T Rl 2 2 BORE AR T T S 2 07 MR Bt N R

(2 2 MRS NIRRT « SN IBLR R (EE 38 7T . 1A B T 1 (it 2 = IR S5 W R R R
PRIFRME . T UBRIEREMF - FORSEEUIN B ER R ERR LR - DL U SR, H
HR A RIERIRI AT 2 - B4, DES Bk A T HAEThBE 2 —FLH]. i DES A
TR R PRI TIRE 2 7 b —FLH] -

(EF Mzt 2 R R L. IR THIT L ERAHE LR « PRI nESE . Tl
S AL I ALRINE S W28 22 A R EEH I — &R 7 S fit -

Solaris OS $24t T LU N JLAN 2 3t Solaris Z2 4% 11 -

= PAM— W[t SIEREE o PAM BB T EH T RGN P TG EAE - P AT DL
GUI (B RmE) - e TeiE M ARG - BT BIERSS LN, PAM B FEft
FSREFRIK T « 215/ OSBRSS - W togin~ rlogin Fll telnet 2 ZERY N FHFE P H &
BRURY PAM BRSS1H %R 7T - PAM SPI RS H 242t (Ul Kerberos v5 Fll Smartcard) &
. BESUE3E

®  GSS-API— B L2 MRS FRFEREET o GSS-API 7EA 25N FFE R 2 A HE it 22 4 () i
5, WHRMEIIE - FEBMEMEE MRS - 1F Solaris FHSEENAY GSS-API 7] LL{# F Kerberos
v5~ SPNEGO #ll Diffie-Hellman JI 2Ll o GSS-API FEEH TIZ LT ESEM 2 200N R 7
%« GSS-API 1] DL E A FhSE A MY (U1 SASL) $RHLARSS - GSS-API @Y SASL 3K A
LDAP (BREHFWRITMY) $2H4EARSS -

GSS-API 8 i HH AN 28 N FE P AE S W) 2T 1 52 2 e W el s (s i A -
GSS-API I NFES ~ ftp M HAh 2 SR FHFR 75 A

B GSS-APIWITER. 1BSIFE 45 . 55 BME 6 =8 T LT GSS-API N TR
FFRIIRAAS o BT ABRML T GSS-APL/RHIRIADAIZE « B 3 B #R{IL T GSS-API IS % ¥
Bk Bt S C LA T Q{45 AEER A L -

»  SASL— R FIIEMZ 22 o SASL EEMIMLEEA . FRIEITRIEH SR e B
SERMERRSS o SASL S T8 T MLk m g mIno n R 7, X eei R P A IS %
LUEHLEIE R 275 - LDAP /& SASL — M XA & HIRIE 2 7 - SASL 5 GSS-API#H
e, 18 SASLHIZR L. GSS-API & = —2E o SASL{#ifH GSS-APIAlR%S - S IH 7% .

n INEEAESR — IEAESLE Solaris OS FUINZE MR ST ET - ZAERGEMARUERT PKCS #11 $2
M. X TE A TN IR SS s T et - SREZAM GRS . P RN AR
HIF PN HE SRR AR NI R 2 - 1R BIRE SR 52 7 o T A R4
FIMENLBIR L AR s A BIHEZR R SR AR AR A R R 52 7 AU FF IR G
(CE

HNEEREZRRTE 2 T B R 2T - FEEEHLHIFN T BEHAT I IR R F - HEZERVER L E
SENNENLH], o mT DURBE AR R AR S A A L] - A SN2 RER . E S L
8. WITF T RN S (H SRR ARSI R PR R . ES I o=
FFINZEELER R T RSA PKCS#11 v2.11 ARSI SEER - 14 %8 75 FIER L2 &0 v] LA b
B PKCS #11 W F 3k 5 A P o 2 HE Bt T84S -
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SR ARER T DU R RGEEHIH AR EH P ID (user ID, UID) ~ 411D (group ID,
GID) ~ FANSAPRAI R TR o IXELV5 (AR AR GUE B B E - A E G4 i fif
FIREE; (%I TR — it i, 155 UL (System Administration Guide: Security

Services) H1f/5E 8 &, “Using Roles and Privileges (Overview)” o

Solaris {ER G NIT L E st 1 W T B ks gtz T AR TR -

w  AUPR — AUBRIE T U T R R PP ARSI AR o (AR . HEFE T LABAAT Solaris OS 14
HAWA DG UAAIRA A RS R BRIE - Bl EHEET . DR BRI SRR -
PERERLTCEEFT T B S - file dac_read AURVEERESEME T (HGEL) UNIX SCfF
IPRA BEEUSLAFHIBE ST » AR AE %] b5 SRR -

o IR — RAUE T DU T 22 2 SR X Al S BV AU P R At 28 LR — SRR
PR o AT DA i G Bl P FE S AN - BGRAE P i) b5l SE Y -

A RUR 2 18] 22 57 5 78 SO T DAPA TR R 138 (R SRS IR B 2% « ABRETE A%
P bR SE R -« BeA ERRAIR . SERESUTCEE RN AR TR E AR F - $%
RORAE R P SL R 7 R 5 PR T SR 4« 5 )RR AR R e b TR AR R e P
SE FAE AT BE 7 AN -
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X TR

22

IPRZAZ T R HUT Solaris ##1F AR GRS (L PUT AR IEAVISIANA - K 2 HURE A i FH AL
PR TR Py e 1 AR 0 22 2 IR SR NIz 1T -

ARPR A B P LR A Y« AR ARYE R P 1 T RS Y - 8 emliidh AT & SCAF shell
B B AR PR 7 R TAEATE shell ATV AR < o 2ATRAREPIY . Rl 4ife 75 =X
JE P ECEEFIANER - ARG exec() dr 2 R BNHTRE Y . AR Al BE 2 (A AR AT A o]
AR o H2, R A BRI T AR -

B R IR ERUR

AGUEH RN TN ST ERIR - ARPERIEENELEE. HS I (System

Administration Guide: Security Services) A1 “Privileges (Overview)” -

NI SRR

FAEREAEUERE . AT iE S o AR ERR -

RVFIFR 5
AR PR 4
PR IR 52
B 5

FRIFIPR &

SCVFRPR S L 6 3 R AT BECE AT AR « AHS. RO AAHRIRR 2 0 SR VAR B e
HEBRALAT Kz A 2 fof RO ANR -

JEEIAERERS . IR R WA UEREAR AR AL VAR EE - G 728 S sl AHTHBC & S
shell i . FEWIIRHI AL VAR B A SATERIR - HLEPIAIR I EH BEE - B0 7tk
AT LA AR VPSR BRI . AEANBER SR P SR R I ELMAR - (2 2 PRPIHEE. N %
éﬁﬁ%ﬁ%%ﬁ$M$ﬁﬁ%%%W@oﬁﬁ,@ﬂﬁ%ﬁ?ﬁm%ﬁﬁ%ﬁ%%%ﬂ

AGUR IR T B SR A AT v 4 FR R A AR -

AJ LA PR SR

TEB S BUEHTHIBCE SCAF shell 1. AT SE (5 B B B FEE AR - A exec(1) J5 . HI
DLRE X 2 T AR AR (5 38 45 7 IR o JHERE R MHIBR (AT AN A0 BE A RRRR LA 1 X LAV R 1% 33
HyutRe . EE. ARUFERMATURERMEIR - (2 AU AT R IHER R AR o
VPSR B ZAUR -
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PR Il 1 PR &£

AR HIEE . FF & r] LI HIEFE W] CAGE F 8% 1B 48 T RERIRUR » TR G e e R
BEIREIR 82 T RURR o $UT setuid (o) PRENET. BRHIEERHHE o R 7 6 A R RGR -
Eﬁjﬁﬂﬁﬁiémﬁ exec(1) B/ SEFHISERER o AT exec(1) Z 8T, MFRHIEE HIHBR IR A 2 5200
A H o

AAPREE

QERE AT KRR RO AR S R R A R D - RENREIP I, AREEF T 2
G, AREREAARTFENTHE, SFTRIFE.

SRV EEG N EEEARPREE - 5 23 TUTHY “RPREH dhiores 7 BEANPRE (18
TZOAIR) o TR FAN TR ERI AT A AR B IER - SEFRETIEARIR . B3I E%A
FROvIE - 140, {#H file dac_ read FUBR AT LLBEHNAT A SCIF « FEfy ol LA 2 4 BEBCCPRR
Bk X To&E A pyEmpiee. Bray) 2ERTERR. AR file dac_read. XFf.
T3 A LB R 7 A 2 E PR A B2 BUBIFE G file dac read FUFR o BEAMEFR VAR &
& 526 TURHY ARG His B T AR f4E -

HBRAPEE SRR BRI

N BENALGN AT, KRR SEEL G A R A P AR AR AL PR AR o (b3 i Ja s (e
PRIV_AWARE fri& (FErREF R ) 5 LIS - PRIV_AWARE FrGHIRER S B shib
.

T R ABEIRBIAR A T HEFE o It 280 FR Y PRIV_AWARE FRE N false o M A BEFRAE A B BT
BRI E AR FEMEE TR R THER UIDRE N 0. NIHRERBRLER 2
VR BR TRR 4 O AR LEATRR « T FEAN S IRE - ERRIBE A P ANRR « XBE, mR Gl
FUBE FEFEAIRR ] 68 2R I A GE I A AR A I FEAIRBE A P AR - Q2R b e v] LUE ST
fTAYBE &L, NIA] LU PRIV_AWARE FREIRE N true -

G ES
T BB DL 77 S A R4
o AU — TR AR T B AU . S AR T 7

® PRIV FILE LINK ANY— SR VFIFRE QISR M SRR REEE X fF RV B R UID
LLAMNA UID AT -

= PRIV PROC_EXEC— SLiFiFFEUEH execve() -
= PRIV PROC_FORK— SLUFHFEVAA fork() ~ forkl() B vfork() o
= PRIV_PROC_SESSION— MVFIHEFREA IE(E 5 BUREE H21E LMY -

= PRIV_PROC_INFO— ARUVFHFRMAREHFE (EIWHFE T USG5 LBk gX i) M
SRR o A AR, BRICEER A TE /proc HARER BIRUIEFE -
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fERRREITHREE

—IEH T, RAZKEEANRIENENRIEE, A BHEE - W7 EHEREERE
§E Solaris OS EFTRA T AT EREARIR . H—7H. NiZEXEHRFAFEN
EEIRE o a0, R AEH T exec(1) TR, MINZEA proc_exec AR o

. XHRGHUIR -

= System V JFFE[AJE(E (Interprocess Communication, IPC) AR -
= HEEANRR -

R

= RGR -

B % Solaris ISRAYTEEESN R A KW, 155 W privileges(5) FMTT -

i - Solaris fR it X I hRE . @i HLIhAE. B AT DUONE TN AR IR EE RS . §S
W zones(5) o FHT— X3k R i FE T VL I B TPz Xk R e py HoAt v 50, R izt
AT A AR R TiZ X . 2. RFE. v L% PRIV_PROC_ZONE AR A T4
JRIX s T AR A BETE HE 2 J5 X I A R 1 7 -

ERIPRIHEITRIZ

24

AATTHC AR EE 1 SRR REEE T, FELLT L.
#include <priv.h>

ATTIRERE T BRI FE AR, FI R 5 oo fo P AR R 2 L1491«

PR £ 2 2l
U SRR R A

n FRREE — AR priv_t BRE L FRIR o W LRI LT 77 2FH AR 1D F1F 8w
B4 priv_t BRI AR & .

priv_t priv_id = PRIV_FILE DAC_ WRITE;

n IPRERT — AR priv_set t FUIBLEHFRIN o 1EFH K 2-1 % HFIEEAAER L 2
HIECRYIIAE. priv_set t BRI AR & o

w AUPRIEEVERRY — X S B R AR ST TR ER U priv_op t R LHIR - HA
SEFTE ARV R R R AUR A 2 . FHORTRAME R, TRDIEEEE 24 UUFPEY (]
PR g HA PR BB -

MRREVETT IR A LU E -
m PRIV ON —7EfB & MO FERSR 4 FH R FITE priv_set t &5k A BARIAUR
= PRIV OFF —7EFEER X BUH AR E P FITE priv_set t &5# R A BRIAIR -
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» PRIV SET —FHE 5 S B FEAN PR 4 AR IR B NTE priv_set t £5iy A BHAAY
PR o WS BEZEERI0IIE1L N2, W PRIV SET 2 AR 1% E 9 none -

PR O

NRIH T EFANBRAIEE M o RIGmEiRHt 1 — o EAERER LAY -

w2 [FHPERE N
B&9 2t HitiE R
PRI % B AR 5 setppriv(2) ~ getppriv(2)~ priv_ssetp@)ivpy il geefrent(3¢H R

S - priv_ineffect()
priv_set() ;&7 E MY E

EE A

THBIFIFEHARR priv_str to set(3C)-~ priv_set tiX&% B vty sahékBdE - priv_ge
B ) 4 PR B 5

AP AR 5 priv_allocset(3C) - priv_freeset{ZCY Figkiy s 3] « iRk filtset(
FEMICERIEA L

BRI E A FRARAS getpflags(2) - setpflags (2)  PRIV_AWARE JFFEFREHET

RS T RAR B S TEB A
PRI R IZ1T - PRIV_DEBUG
FFARBR IR -

R TR AL P ucred get(3C) XEEHIRRR TR - K2R S0
FARIAR A -

setppriv() : A TFIZENR

T IR EAIRA EE R LN setppriv(), ZRBEA LT IEE
int setppriv(priv_op_t op, priv_ptype_t which, \

const priv_set t *set);

op TR EPUTIIRIRBRIE - op ZHEAUT ZAHREHZ —:

m  PRIV_ON—F set 2% 5 7 FIANBREN M B which 15 5E FIAIR G2 A
= PRIV_OFF — M which $5 € FYANPR G S AU A IR ser 2% 545 2 AOANFR
»  PRIV_SET— {3 ] ser 28 BLHE E HIANIRE 8t which 5 7 HIABR 8 38 AU R A AN R

which Fi] 16 7€ B 58 AR G2 261 .

PRIV_PERMITTED
PRIV_EFFECTIVE
PRIV_INHERITABLE
PRIV_LIMIT
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26

set 5 7€ EAE S DURAE A 5 R O ARBR
eGh. SR T HERIKEL : priv_set() -

TSR priv_str to_set()

TXBE R (8 T (A A AR 457 o priv_str to_set() RILARSIHHI S R £ o
priv_str_to_set() EHLL B :

priv_set t *priv_str_to_set(const char *buf, const char *set, \

const char **endptr);

priv_str_to_set() RH buf FIEERINIR L FEFF & o priv_str_to_set() iR MEIA L5 HY
FREE 2 —H AR —HERIE - **endptr 0] FH T UTRBENTES 1R - 1H1ER,. 0T LATE buf FHELES
PR S s

Al HEORATE B RIR o (EF “att, tpriv_name, . .." 7] UG EBRFET AR LLIME
FIEAR -

£ - (HH “priv_set, \priv_name, . . ." WK &R AFE E HORUPR 88 A IBR+E & AR - 4R =
GRS, WEABMH « priv_name, ...". F AR WHRHERAERAFEREE .
TR IE R 2 O RBR B ISR AE & RIARR . AR TERIR -

= “none” ¥ERICHR -

»  “basic” FANHITE RARME UNIX #ERGHIFTA I — R o] AT OB RT 75 AL
PREE -

PR 4 A5 7= 151

AT {58 FH R FH P B D e A A BRABE B B AR AR SR A 7 A7 b A
BEAEBRA PEE R RRER

PAF R B B AR 72 e e P P R AU A R AR AR A

i 2-1 B AR B 4

/* Program start */

uid = getuid();

seteuid(uid);
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ot 2-1 RS AR S R 4] (#)
/* Privilege bracketing */
seteuid(0);

/* Code requiring superuser capability */

/* End of code requiring superuser capability */

seteuid(uid);

/* Give up superuser ability permanently */

setreuid(uid,uid);

SRR RRE A RIRUR
e S0 20T A ARSI P R R o LT T LA B

YFEF N setuid 0o

T setuid 0. AVFEMEMERVIILE NFTERR -
AR R R T B N EE AR -

I i 8 e ) 15 L T AR

FURS e T %o B 1A

i - HOREIR RSt AT LU Sun FEHLIRAT . TH M
http://www.sun.com/download/products.xml?id=41912db5

w5l 2-2 BRARAR PR EL 7577 451

1 #include <priv.h>

2 /* Always use the basic set. The Basic set might grow in future
3 * releases and potentially retrict actions that are currently
4  * unrestricted */

5 priv_set t *temp = priv_str to _set("basic", ",", NULL);
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451 2-2 B AR AN PR L HE s 151 (&)

~

10

11

12

13

14

15

16

17

18

19

20

21

/* PRIV_FILE DAC READ is needed in this example */

(void) priv_addset(temp, PRIV_FILE DAC_READ);

/* PRIV_PROC_EXEC is no longer needed after program starts */

(void) priv _delset(temp, PRIV _PROC EXEC);

/* Compute the set of privileges that are never needed */

priv_inverse(temp);

/* Remove the set of unneeded privs from Permitted (and by

* implication from Effective) */

(void) setppriv(PRIV_OFF, PRIV_PERMITTED, temp);

/* Remove unneeded priv set from Limit to be safe */

(void) setppriv(PRIV_OFF, PRIV _LIMIT, temp);

/* Done with temp */

priv_freeset(temp);

/* Now get rid of the euid that brought us extra privs */

(void) seteuid(getuid());

/* Toggle PRIV_FILE DAC_READ off while it is unneeded */
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il 2-2 B AIRAS R (L 5 7 81 (%)

22 priv_set(PRIV_OFF, PRIV_EFFECTIVE, PRIV_FILE DAC_READ, NULL);

23 /* Toggle PRIV _FILE DAC READ on when special privilege is needed*/

24 priv_set(PRIV ON, PRIV EFFECTIVE, PRIV FILE DAC READ, NULL);

25 fd = open("/some/retricted/file", O RDONLY);

26 /* Toggle PRIV_FILE DAC_READ off after it has been used */

27 priv_set(PRIV OFF, PRIV EFFECTIVE, PRIV FILE DAC READ, NULL);

28 /* Remove PRIV _FILE DAC READ when it is no longer needed */

29 priv_set(PRIV OFF, PRIV ALLSETS, PRIV FILE DAC READ, NULL);

GREFE X T %N temp WIAE & o temp ZF R IAE MFEF A TFHIAPRE - ROUIEE 51T K
temp E X NEEFEARNPRE - €5 717, 4% file dac_read FRASME] temp - proc_exec
FUFRXT exec(1) Hdbfe (TEHRRFHA AR BLTH - FEL. TE5 9 17H M temp FMIER T
proc_execs MII{H exec(l) di S TLEHITHIHEE -

LEET s temp (N EZIR T AT TR I ARLEARR . BIIEAREEN L file dac_read. FEMIER
proc_exece TEZ8 111TH. priv_inverse() BRECEITHE temp W AIME . FHFF temp W{EHEE
NFME - 1% [F{EE AT ATRERR SR R MIBR AR E 88 (TERMWIF N temp) FIFRIEER - 1ER
FNATIEER . temp BITEE A ETRF KA FHRIAREERR o 7658 141770, MARTVFSEHER
T temp E XWIATZIIFER o IR HERAEE WA 20 T A SR T X SefR - 7228 16 1T
o PRI RS T AR AR - 75 1817H, RN AT temp, RTREIT temp

AE -

AR AT DORGIARR o B, %8R A setuid. {H AT DURFA R UID B E 3 20 f7H
(9 F B9 SERR UID -

e 2217, @ NEEEHMIER file dac read BUREEH T ZAIR - 7ELRRAVTRF
T2 file_dac_read Z Al WREA LMD - fEZIEFIRE R, BEHEE 25 TR SCHER
P file dac_read. K. TEZE 241TH. HH T file dac_read BEHCUHFE. HHXNE
RS EVIER fite dac_read . BEHUFTAE IF)E . @ ERTERBREHEE

file dac_read. WK AMIMIER file dac_read-
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TRUH T HEE RS T UM AR S - B 45 7175 .
22 IR 1
EZ temp £ SRR S BAHIRE PRAEVILPR S
520 — iK=] IiK=] i)
BB 51T — K temp R E NEEALUR E¥N iE=] IiE=] il
B 717 — ¥ file dac_read IRINE] EA 4 iE=] k=) I}
temp HH file_dac_read
5 917 — M temp HMIBR T N IiK=] IiK=] e
proc_execo file dac_read-
proc_exec
B 1LAT — 15 temp HE ¥ [H){H - FiTE - (HA K] ITiK=] e
file dac_read-
proc_exec)
BT -TEATERERATERN A - (B EHA + B+ BiEE]
SRR - file dac_read - file dac_read - file dac_read -
proc_exec) proc_exec proc_exec
B 1617 —TEMRHIEHERATERN  FTE - (A B+ HA + HA +
UGS file dac _read - file dac _read - file dac_read - file dac read -
proc_exec) proc_exec proc_exec proc_exec
BT R temp LI« — B+ B+ HA +
file dac read - file dac read - file dac read -
proc_exec proc_exec proc_exec
52217 —%H file dac_read HEITH — HAK - proc_exec FA -proc_exec HAR 4+
EHEEH - file dac read-
proc_exec
2417 —FHENEM — BEAR+ EE 4 HAK +
file dac read- file dac read- file dac read- file dac read -
proc_exec proc_exec proc_exec
52717 —HUT read() BAFFZH — HAR - proc_exec HAR - proc_exec HAR 4+
file dac read- file dac read -
proc_exec

82917 — INHFHH file_dac_read
WF. R G2 HIBR ZANRR -

%ZK -proc_exec

%2& -proc_exec

%ZK -proc_exec

30
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KT

U HAE P T & 5/

AT RS AR e B2t T DU

KT

FRRERS . LANELERETEIREN AT, FOA SRR R ]
RESfa M4 .

EMRE ID. HAHENE S ENFEE RS proc_setid IR, DIEMHMF ID- 41D
AN ID

ERMPRESE . MR EANERE . (SRS T RN . RZ RISl
PEATEER] URRA ZBEABUEE R - ARUAMESAPERER . 2 W8 26 TP
“FURGRS B

EREARRER - AR RACRIEFT LT « AN AR R E AR S
B e SAJE . VZRLFIRE Y R Z0E 2 HHER AT R ANARR o DL 2 SRS 205 % -

SEPERE LU P B IS 5h -

SPPERR IS S AR EE -

SRR A L ERI R AR #1401 PRIV_FILE_LINK_ANY -
SFPERRAN N TR BT HAMAER . 140 PRIV_FILE_DAC_READ -
5. SFIPUERE IS <P RE UID .

HEESE shell 5 SLF 51 o shell § S 91 F AT ERE AT DU{SE FH QAR ) T 4 A B PR AT AR
PR PRI, 2% A A] DLEI shell % SO H1ld SAFAE « B4, BELLlRPRR RS 7 ] RE2
£ t command TTAERE Sy an S HPITIZIT - I BREH )T /] LEIEIA, CEa RIS
SRR PP AR o TSR A D0 2R shell $2 P51 -

LS

FAFAETE /ete/security/auth attr KPR - BAIEH AN ARER, HEHITU S

9%
.
2.

%2

M /etc/security/auth_attr LA — P ECE AR IFE T A -

B TEFRE JFUEHT# H chkauthattr(3SECDB) ARG B AT FRAUIZAL o chkauthattr() HIECH
TE LT r B4R A R AT

= policy.conf(4) ¥EE ) AUTHS_GRANTED # — AUTHS_GRANTED &Rt 415
W HE BRI -

= policy.conf(4) $idEEE FHJ PROFS_GRANTED % —PROFS_GRANTED F& 13k & 1% i
THEE IR & S o chkauthattr () BHET X 48 & 3 AR 2 X BEALFR AL B S -

" user_attr(4) &UHEE — WEHREFE R R E 2 2 mIE -
" prof_attr(4) B /E — AR A7 iF O H - 45 HOAURAC B3P -

IR chkauthattr() fE_ERIEATALE FPEEA BIRBREZAL. WA HRLE ] U5 AR -
(oA P O 1 AR LIS PR R P T VRSN - AT DA T D sl SRS P £
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5 2-3 FE A AN

LS B BT 5 chkauthattr() BREURE F P AU . TEAEIR, %P HRE
solaris.job.admin $Z40 . NS BE A NZA P T DLEEEL S AHAM A P RIS
o MREHEILEA AP JBEx H0A B S TERLE -

/* Define override privileges */

priv_set t *override privs = priv_allocset();

/* Clear privilege set before adding privileges. */
priv_set(PRIV_OFF, PRIV_EFFECTIVE, PRIV_FILE DAC_READ,

priv_FILE DAC_WRITE, NULL);

priv_addset(override privs, PRIV_FILE DAC _READ);

priv_addset(override privs, PRIV_FILE DAC WRITE);

if (!chkauthattr("solaris.jobs.admin", username)) {

/* turn off privileges */

setppriv(PRIV_OFF, PRIV_EFFECTIVE, override privs);

/* Authorized users continue to run with privileges */

/* Other users can read or write to their own files only */
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* o0 ® 3 =

W5 PAM [ A A2 FF FAR 55

Al SR (Pluggable authentication module, PAM) 29 RGN FHFR 7 £2 64 7 381k AH
KL MRS - AEEN T PAM B EE AL - ik B . SRR S
MRGE RN AR A E o AN B9 PAM IR SIEIRAIL T E AL THEHER - A=
Fr e DU 328

33 TR “PAM HEZE/ 487

%36 TIFHAY “PAM L&~

541 TUHHY <405 (5 PAM AR SSHIR FFE 7~
57 TUHHEY “4n 5 F2 1t PAM AR S5 IR

PAM )2 Sun FF &R . HILLUS PAM #BISEEEAZ4 T X/Open. BPERFERY "Open

Group" - PAM AYEA[7E (X/Open Single Sign-On Service (XSSO) - Pluggable Authentication)
(Open Group 7ES:[E Hii. ISBN: 1-85912-144-6. 1997 -6 H) Hifk

F o pam(3PAM )~ libpam(3LIB) £l pam_sm(3PAM) F-MTTH /48 T Solaris SEELAY PAM -

[u]
PAM tEZE /I 4R
PAM HEZE R PO /N6 73 4L, -
PAM {7277
PAM &

pam. conf(4) Bl & 1}
PAM 5568k, thpRNFR L

AESE AT N 5 SER R TS SR ot — BT T R . RAZOTR NIRRT 4 #
PAM 55 MiAK T RSRIEAITE S - Fpo@ iR itny » nf UL F % R RE X Sk
PHTIEY . 5B PAM. BB B ] DURIEAFE AR G F5 RV BT e AN 20 B AT B
IR o A2 PAM BCE S pam. conf SREAFTHY -

NEEA T PAM AR o N FFE 7 @S PAM N ZRFEEE [ (application programming
interface, API) 5 PAM JFEUATIEE - PAM BRI PAM AR 55 F 1 £ [ (service provider
interface, SPI) 5 PAM JE M TIE(E o W XFIT R, PAM JZE u] {5 8 FH R AT HAd Bt 1 7 7

f& e
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PAMHEZE /4R

R

login ftp telnet Fjglgf%
[ [ ]

|  PAMAPI | -
i H

|  PAMSPI |

| I

| |
BiERR S n P w oiEEm n n4gm n

Rk Rk Rk

PAM BR $51& 5k
3-1 PAM KR EEHY

PAM fR 55154k

PAM RS E—AN L ERE, AT HREERNAREF (U login~ rlogin fll telnet) &
PEICAE AT HAt 2 255 - DURPZERLE) PAM AR5 -

w  DEAERRSBAEER — F T3 P U5 Rl sl AR S5 HOARR o g fHhitk g 55 AL R aT DLBHIE A
HRE R P EAE -

» BRAPEIRER — ] THE SRS R R AR SR PR SRR AT IR A 1% 51
ik SRS L B BRI 5 1)

» SIEEEER M T REME SR

o OSEIRMRER — A5 S 1 < 56 N H AT B > R B

— > PAM SR ] USRI AP ) — I % TR 5% - R fRT S A T BB S SCROAE S5 ] LU

PG E RIENE - B, RAXEAR RIABER A SCI] PAM iS5 - 2R5 . T LLIZHR pam. conf(4)
S HRE SCHTT 2R 75 B 068 FH X L AR 55

50, Solaris OS ARG E TR 1 H24L T A TR B vk 5 1 2 SR HEHY pam_authtok check(5) 15
o pam_authtok check(5) BEER T UK 2L 157 & 4 Fho B 2 AR I 1 % -

75 % Solaris PAM R 2852, FS WFM TS 5777 . Standards, Environments, and
Macros . PAM FEREETZEN pam_ o
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PAMEZE 4B

PAM JE

PAM J% libpam(3LIB) f& PAM {& & ZE Mgt L T 2

= libpam A] DL 5 H API pam(3PAM) » N FHFRJF W] LA R L APT DAHATENE « MRS . &
TEEE « SRS L OS5 HK -

= libpam A] L5 A R0 B ST pam. conf(4) » PAM B ST 6 & B A] AR 2519 PAM £
HEK o pam. conf HHARGE M G TEHE

= libpam ] LL5 A SPIpam_sm(3PAM). TS Hi | FH AR S5 AR 5E K

AIT S ]

PAM 36E i3 72

DLYE 2 77 WMl {5 PAM AT F P SE 9. 6% 18 Login QR ERIER 7 -

1. login N AREF @I A pam_start(3PAM) H48 % login IS5 HRIF 5 PAM 21 -

2. ZNHREFFVHA pam_authenticate(3PAM). 5 & PAM JZ libpam(3LIB) 5 H i PAM
APIJ—HR7) -

3. ZERAE pam. conf SUAFFTHZER 1ogin T -

4. X T pam.conf HHy login MRSSHCE M R MEER . PAM FERE A
pam_sm_authenticate(3PAM). pam sm authenticate() EEE{/Z PAM SPIHY—ER5) o

pam. conf FATHIBRE M 4 U FH RO &5 FoREfE 2 & SR VFF P VIR R S - 28 36 HUHIHY
“PAM HERE TAEIFHE XPid FEdbfT 1 IR /124 .

LT PAM E H] LR PAM R IR SF 5 RS0 T 5L G B PAM BREREBEEC R -

PAM iH 2% 7 HIE K

PAM J 7 /01 5 PAM JFE Uibpan G55 « PV (S8 FSLERER A (E (T 1 55 2 BT AAFIE
it VA pam_start (3PAM) ¥JUALIL PAM PRSI - A pam_start () ATHMMAMLILZ 54
A5 5 PAM R4 PR SE A P PAM IRS3T A G044 AR pam_end () LATEBR
PAM [ EL {5 FH FR) (AT 2008 -

PAM R AR 7 5 PAM FELER 2 [R5 2l B THY - B9, DUT & A B T3 T 008a 1L

PAM_USER— 4 Hi%IERI FH P

PAM_AUTHTOK— [1%

PAM_USER_NAME— i P &R

PAM_TTY — H P& It T 1815 I £ b

PAM_RHOST — A P & Itk it N R G FE =ML
PAM_REPOSITORY — X H F itk A5 B ERIEATFR Hl
PAM_RESOURCE — X B BT faf #2 1l
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PAM L B

36

HXRA AT EESER. 1ES L pam set item (3PAM). N FFEF ] LLE

pam_set item(3PAM) M IGHFITINE - N FFE/F 0l LB pam_get item (3PAM) FZEILE
RENE. B2, NARFEAFERZ PAM_AUTHTOK fll PAM_OLDAUTHTOK » LR E
PAM_SERVICE i

PAM It & LA pam. conf(4) I T HRGMRSS (W login~ rlogin-~ sufllcron) BCE PAM RS
bk . RGUE TR R AT LUEBRIL S - A28 pam. conf FRIIIIF A 1%, W4 SEOCETRHY
TUEFEN o B4, QIR pam. conf AL EEE R, WIR LA BUEESD . XFEL0F 8
PHRERAREIITER - AXRIEMFHIU, 155 UL 36 TIFHHY “PAM HERL TEFHE

» o ARAGEH O TE M PAMACEREE . 1S UL (System Administration Guide:
Security Services) H[“PAM Configuration File (Reference)” -

PAM fif B XX FiEi%
LR SRR LR

service-name module-type control-flag module-path module-options

service-name ARSSHIETR. Film ftp-~ login By passwd o S FARE W] LUE X HEAR B AR
SAERARFEIIRS % - Bl Solaris %4 shell ~FH i FE(#H F LL N AR 55 %
: sshd-none~ sshd-password~ sshd-kbdint -~ sshd-pubkey LK
sshd-hostbased - RS54 other & FTEIBALTT AR SS H I TIE L AFR - QIR
TERCE SRR B R @RS 4 . WIS {EH other FIBC & -

module-type M558, Bl auth~ account~ session BY password e

control-flag FEHIbRAE o T HEIATER & Al 55 10 58 B BBUE Y 1 R TR BT R i 1
H o BRIFESIIRE RS binding ~ optional~ required- requisite 0
sufficient . A RIXEAFEHERGEE, HSILH 36 TUHHY “PAM HE
PR LIERRE ©

module-path I TSTHUIRSSMIPE RS RIOBATE - QISR R RUM B WL
BAAEX T usr/lib/security/$ISA/ » BT SR R EEHHE KNI
$ISA. libpam W] & FH N AR TR EARREHNE X -

module-options &L IRSSHEAIIRIN o IR F- W DUA4E 17 AN AR AT E252 1) 128
BRI IR LT 245 nowarn Fll debug o

PAM 4 T {F IR I8

N AFEF R LT BT, Libpam FFEEEUAC & SCHF /etc/pam. conf LU ST XZARSS S 548
VERIRBEE .

= pam_authenticate(3PAM)
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PAMBLE

pam_acct_mgmt(3PAM)
pam_setcred(3PAM)
pam_open_session(3PAM)
pam_close session(3PAM)
pam_chauthtok(3PAM)

WIS FIZ AR SSIIHE (WEIEEk P &) /etc/pam. conf {EL & —PMEER, NNZALERAY
LEBUSIRE R EIIEE B . I, passwd N FFEF B A IAE R VE AL & — SR

pam_passwd auth.so.l:

passwd auth required pam_passwd_auth.so.1l

BT, WRAMSEIEE LT LM, 20X eSSk, B, STFi2mRss
FTE— PAM Mt - 100, 16 JE pam. conf B2 DL FHHENL -

login  auth requisite pam_authtok_get.so.1l
login  auth required pam_dhkeys.so.1
login  auth required pam unix cred.so.1l
login  auth required pam_unix_auth.so.1l
login auth required pam dial auth.so.1l

IXEETH R Login ARSSHY auth FRAEG] . ZHAE LLARAVEE R . & MR LE RIS TR 2T
ERACIE . RIS Jetc/pam. conf IS EMINREHIT - B RETh/ MR
&R 2 R bR S R R B AR LS R o $20IhRE 2 S BURB Rk gk - Flan.
requisite FEIRTTRE S, T sufficient B binding BRI TTRE S AT - AR ZE. &
NER G K — AL R E L R A N AR -

FETIBR S F 459 PAM BEERFERf 8 X AR 55 B U 1) 7 T TR R R » Pl br s R HAE A
T AR -

®»  Binding — YR AIH AT BB R WIRLEhH R I @RI ZRIG . 2R H
R RS BLRE I (5 S o AIREIX LR WA S — D PUTESR . IR W2
C R 7 B R IR S T AR SR AL B AR R o

-OTmmfx%ﬁmﬁEﬂﬁﬁ%%%*%ﬂ@%%%om%%msM%Eiﬂﬁ%%
MIEE -

» Required — LAURINME L TR AYE R A BEGEIARSS - WIERKME MIPATZARSS 1) E
ARG 2R EEHREE o (AP R BT BB A IS RIBEE LT A 2R
1% i 55 B 5 BRI AR & -

®»  Requisite — LA I AL S BRI ER I BECE A AR SS - QLRI T2 32 BRI o] 5
R MARME—BPITER . A — PRSI LEEREGR L. B8 BEMRN
IR IR A1) -
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PAMELE

= Sufficient— LT BEERATER AN . MUAREHTE FERIRR G ) sufficient 0L
SRATTOR IF A AR L HLE RIS A 20— TR - MURZEI. W20 %
AL e -

NI PR B T QAR SR AR B i E 5 AR o 58— S B A A0 AT D A e S AU prg 2
HIPREIC R BIE R o 58 = A B AT T e B2 e -
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PAMBLE

AT PAM BB ST EY
T—MER,
WWEEHIFRIC.

B 3-2 PAM KR 5 HIFRAE

— Binding

— Optional

— Required

— Requisite

L— Sufficient

oA

$3E . FEPAMNAEFMRSE

IERLFHRNER

ol

BRUFHRMES.

IERAHEMRINER

e

ARG HMRNY,

MHERANEHKKIES

ERLFEHRNER.

ol

IERLFHRMIEE

IERLERRNER.

E

IERDEFRRMUS B
E—MwFEHEKES.

ERLFEHRNER.

E

IERAEREMIER
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il

2UERHE

K gng, 2

BRG#IELE . R
DHERPERRBIER .

RFRE .
i< PAM_SUCCESS.

FVFARSS .
WERERIRMIER

PR S5 #0346 .
REREHEIR.

3-3PAMMERE - QT E £ A E

PAM 1% 7~ {51

EHELLTIEKBIER rlogin ARSI -
{1 3-1 B PAM LB SCAFRTEE 3 NS
R BIHHY pam. conf SCHEELE LA A 2 rlogin ARSSHINE -

# Authentication management

# rlogin service
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REER PAM R Z B AR

451 3-1 BT PAM Bt B SRR ER 4 A2 (&)

rlogin auth sufficient pam_rhosts_auth.so.1l
rlogin auth requisite pam_authtok get.so.1l
rlogin auth required pam_dhkeys.so.1
rlogin auth required pam_unix_auth.so.l

rlogin ARS51E KIGIUERT . Libpam ¥ & JEHAT pam_rhosts_auth(5) itk « Xt T
pam_rhosts_autht%i%» EHIFERILE N sufficient - QD%%pam_rhosts_authtﬁiquﬁigﬁ
TEFH S MUARFR AR 1k Ho 2 a8 A7 R R 5

Y15 pam_rhosts_auth BEERTCYESER . MPRBHUT T —4 PAM 3R pam_authtok get(5) -
BRI HIFRE R I B Y requisite N5 pam authtok get Z8MC. TSR F2 R4 B
] rlogin iR [FI 2L ME & -

U1K pam_authtok get F&ZN, MPBFATEE T RAYTN LR pam dhkeys (5) Fll

pam_unix_auth (5) o XM MERARBHZHIFRER SIKE N required, DUEIZTFE AT YkEE
AT, B SR B HMAELNEE o $UT pam_unix_auth J5. NS ETHTRIE
rlogin FURREER o EHT. 15R pam dhkeys BY pam unix_auth iR BILMAEE, NISHaLEH @
i rlogin JFHATIHIA]

‘RE{EH PAM ARSI TR

AL T 2 PAM BB R IR FEAE A5

& 52 PAM ;& 28 5 7 51
LB UL PAM 1E T 7 N RRRIFAE Rl 2Rl — M EAN LRSI EN AR, AT%R
EZA LRI - WoREIHUTL N 258 -
1. ¥IEA PAM &1 -
PAM 2 1& 8 VA F pam_start(3PAM) FEECRIEEN » A E H At PAM K% 2 B, PAM
THTE 5 R AR A UE JEfES, PAM 215 o pam_start(3PAM) BRECEAILL NS4

= plock—flk55% . BN AHRRFHIAFR - PAM HESE(H FH R 5544 Kelff & i B S 1
/etc/pam. cont HEE FHRIRLIN - AlRS% 4418 H H T HAE D SR E IR IR -

= pw->pw_name— 7%, Bl PAM HEZERR/EFI P 92 FR -

$3E . FEPAMNAEFMRSE 41



REFEH PAM REHIN BI2R

42

»  sconv—XTIEEREL conv. FHTHEHE PAM 5 H P el i FARE R IE S 0@ 5 i -
TERECZE LTy PAM BERTCUE T MU i T18(5 - 1B{E TLARA GUL. @
17~ FaE Fara iz &% ittt HXELER. ESIE 48 T 4
ARG

= gpamh—PAM #J#f pamh. B[ PAM HEZEF FA7EE ¢ M ai VB B BN - B
ThEAH pam_start () Ja KR A1 A4 -

i - A PAM £ O IR R AR BB IR A BE BT AT AT T ERAE,  Q038E
4 Rk R IR B i LIRS WAL - TEVZRBI . RN RFE R A ] LR
/etc/shadow A BERIEAHIF FHIIT4 o

2. BEAF
R FAFEF B pam_authenticate(3PAM) SREGIE Y ETFH T - @K . RHESERAF A
M2 BHAM GRS R, BB TEER SIS A . PAM HEZE 2T /etc/pam. conf HH
FEIEARSS auth 51 H FORESR o ARS54 plock A THfE B Y pam. conf Tl o YIRITETE
5 plock X RIAVTT, MIERETE W T 2 H other HAYTH WIHER R FHFR LS SRR
2 - NULL 04, TR i%1% 3% PAM_DISALLOW_NULL_AUTHTOK FRi& - Solaris B/
FATEFIEHE /etc/default/login FAY PASSREQ=YES % E -

3. Ak BRI
Rl A pam_acct mgmt(3PAM) BREUR AR EL S TERY A Pk P A RLE o FEIZR I
pam_acct_mgmt () F TR 1S KR40 -
pam_acct_mgmt () EEUAE{# F PAM_DISALLOW_NULL_AUTHTOK Fri& - f15R
pam_acct mgmt () JX[E PAM_NEW_AUTHTOK_REQD. IR pam chauthtok(3PAM)
DLAVFERTER AP E R4 -

4. MRRGLAIMOSESH, MEmEHAESR % -
ol FHIEER VA pam_chauthtok (). ELEREIEINE B NI - WFA B B
BAEEE GEHE N4 ) . N pam_chauthtok() EECEHR EIRLIHE B « EiZRFId. 1§
R HEEIRBIEINEE NI - 8%, NARFSIRELIERTN 210 R % -

5. YEF pam_setcred(3PAM) -
pam_setcred(3PAM) BRE A T N7 - B EMBR A P EiE - pam setcred() 1@ & TESIEH
P2 JE# T AR - AR BRERAE PG RETH 21ERTHI TR - 1 pam_setcred() S
PAM_ESTABLISH_CRED fii&45 & (1 F il SLHT I P 216 - R E RS A 218

(AT Lockscreen) HYFEHT. WIRZ A A PAM_REFRESH_CRED Fri&HY

pam_setcred() o QIREIEEHEMAEIE (AR sudBUEBEAE) . NNIARAWE
PAM_REINITIALIZE_CRED ¥7:EH] pam_setcred() -

6. FHIPAM 21 -
PAM 21581 JA FH pam_end(3PAM) BRELHEIT M - pam end () BRI FTE R PAM ¥
s

PAT RGBT PAM I 3 75 N2 F R 7 RE B IR AR
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REER PAM R Z B AR

i - IOR BRI ACRS th T LU Sun NV LIRIL . 151517
http://www.sun.com/download/products.xml?id=41912db5

w1 3-2 PAM {H 5% 77 N F R RE 451

/*

* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.

*/

#include <sys/types.h>
#include <stdio.h>
#include <unistd.h>
#include <stdlib.h>
#include <strings.h>
#include <signal.h>
#include <pwd.h>
#include <errno.h>

#include <security/pam_appl.h>

extern int pam tty conv(int num msg, struct pam message **msg,

struct pam_response **response, void *appdata ptr);

/* Disable keyboard interrupts (Ctrl-C, Ctrl-Z, Ctrl-\) */
static void

disable kbd signals(void)

$3E . FEPAMNAEFMRSE
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=451 3-2 PAM TH 3% 75 N FFE FE REA51 (&)

{
(void) signal(SIGINT, SIG IGN);
(void) signal (SIGTSTP, SIG_IGN);
(void) signal(SIGQUIT, SIG_IGN);
}

/* Terminate current user session, i.e., logout */
static void

logout ()

pid_t pgroup = getpgrp();

(void) signal(SIGTERM, SIG IGN);

(void) fprintf(stderr, "Sorry, your session can’t be restored.\n");
(void) fprintf(stderr, "Press return to terminate this session.\n");
(void) getchar();

(void) kill(-pgroup, SIGTERM);

(void) sleep(2);

(void) kill(-pgroup, SIGKILL);

exit(-1);
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REER PAM R Z B AR

M 3-2 PAM T 2% 7 B AR S AR5 (&)
int
/*ARGSUSED*/

main(int argc, char *argv)

struct pam_conv conv = { pam_tty conv, NULL };
pam_handle t *pamh;
struct passwd *pw;

int err;

disable kbd signals();

if ((pw = getpwuid(getuid())) == NULL) {

(void) fprintf(stderr, "plock: Can’t get username: %s\n",

strerror(errno));

exit(1);

/* Initialize PAM framework */
err = pam start("plock", pw->pw name, &conv, &pamh);
if (err !'= PAM SUCCESS) {
(void) fprintf(stderr, "plock: pam start failed: %s\n",
pam_strerror(pamh, err));

exit(1l);
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=451 3-2 PAM TH 3% 75 N FFE FE REA51 (&)

/* Authenticate user in order to unlock screen */
do {

(void) fprintf(stderr, "Terminal locked for %s. ", pw->pw_name);
err = pam_authenticate(pamh, 0);
if (err == PAM_USER_UNKNOWN)

logout();

else if (err != PAM SUCCESS) {

(void) fprintf(stderr, "Invalid password.\n");

} while (err != PAM SUCCESS);

/* Make sure account and password are still valid */
switch (err = pam acct mgmt(pamh, 0)) {
case PAM_USER_UNKNOWN:
case PAM ACCT EXPIRED:
/* User not allowed in anymore */
logout();
break;
case PAM_NEW_AUTHTOK REQD:
/* The user’s password has expired. Get a new one */

do {
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REER PAM R Z B AR

w32 PAMIHZR T M REF ARG (4])
err = pam_chauthtok(pamh, 0);
} while (err == PAM_AUTHTOK_ ERR);
if (err != PAM_SUCCESS)
logout();

break;

if (pam_setcred(pamh, PAM REFRESH CRED) != pam success){

logout();
}
(void) pam_end(pamh, 0);
exit(0);
/*NOTREACHED*/
}

H 5 A HI PAM £

ATE R 3-2 B2— RN ARF . B0 T L FEER PAM L. R AEH
i — L5 FHIY PAM 5K -

BIHEAEF P 5. 482 WA pam_open_session(3PAM) EREFT FFHT 15 -

W FH pam_getenvlist(3PAM) FREL AT LU, HTEREE o pam_getenvlist () FHREIE S5IH L
B IR -

$3E . FEPAMNAEFMRSE 47



REIE R

IR 5 X TE R &Y

48

PAM RSR BN FHRE 7 v] LUK A 2 3005 205 P TI8AE - a1~ XHEHESS - i, 5
F@fEH PAM IH 2R 77 IR IH 77 B 5 SHE R E - XIS KEUH T P 5 2 (% 31
B M5 @E77TCx o« XHE KECAT WX K £ 18] pam_message ZEUFHIY msg_style 54
TRAEEE LR . 155 I pam_start(3PAM) -

TF% B AR PAM Q0T 55 F P S0 Tl 5 (0 s - MR R P R A% 5 P SSiif e B3
BAESERONIE - NIRRT 2 B 5 MG R B BT B T 8 (EA TR RS . —
R B B e VRS 247 - AT BN 2SR o TR ARSI T ST AL K
IEE NS T bR B AT 4 £

THIERHE T KGR EURE] pam_tty conv() o pam_tty conv() RFLLTSEL:

num_msg— 151845 BRELHIIH B AL -

“mess— R AR X FUFRET . 2R IXEEREMFHEE -
“resp— a1 G MPIXAIFEET . LG DXCELE X P AT s, -
*my_data— 5 I N HFR 7 B R FE £

FREHEBI N stdin KBV P - BIRETRE NN & X BN - v LI E R AE
PAM_MAX_NUM_MSG PSR HIVE EREE « MR XNERELREIEE R, WG K2 0 5505
RO MR, 2 BTN o« LA, SHE BRI R FE 411 B 0 NULL « 157ER
A 78 5 SR SRR N T TERR « X1 RE AR 5 A ST ORI 45 T RIFTE IR »
PATE, FEECSER A A P N AR FREE - BREER S A stdout, ATH
%%t%qﬁgg}\stderro

i - OB IR A B AT DU Sun T #H/LIREL . H T
http://www.sun.com/download/products.xml?id=41912db5

5451 3-3 PAM X K
/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.

* Use is subject to license terms.

*/
#pragma ident "@(#)pam_tty conv.c 1.4 05/02/12 SMI"
#define ~_EXTENSIONS /* to expose flockfile and friends in stdio.h */
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54513-3 PAM X i K 5% (&)

#include <errno.h>

#include <libgen.h>
#include <malloc.h>
#include <signal.h>
#include <stdio.h>

#include <stdlib.h>
#include <strings.h>
#include <stropts.h>
#include <unistd.h>
#include <termio.h>

#include <security/pam_appl.h>

static int ctl c; /* was the conversation interrupted? */

/* ARGSUSED 1 */

static void

interrupt(int x)

{
ctlc=1;
}
/* getinput -- read user input from stdin abort on ~C
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* Entry noecho == TRUE, don’t echo input.

* Exit User’s input.
* If interrupted, send SIGINT to caller for processing.
*/

static char *

getinput(int noecho)

struct termio tty;

unsigned short tty flags;

char input[PAM_MAX RESP_SIZE];
int c;

int i = 0;

void (*sig)(int);

ctl ¢ = 0;
sig = signal(SIGINT, interrupt);
if (noecho) {
(void) ioctl(fileno(stdin), TCGETA, &tty);
tty flags = tty.c 1flag;
tty.c_1flag & ~(ECHO | ECHOE | ECHOK | ECHONL);

(void) ioctl(fileno(stdin), TCSETAF, &tty);
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/* go to end, but don’'t overflow PAM MAX RESP SIZE */
flockfile(stdin);

while (ctl c == 0 &&

(c = getchar_unlocked()) != '\n’ &&
c I= "\r" &
c != EOF) {

if (i < PAM MAX RESP SIZE) {

input[i++] = (char)c;

funlockfile(stdin);
input[i] = '\0’;
if (noecho) {
tty.c lflag = tty flags;
(void) ioctl(fileno(stdin), TCSETAW, &tty);

(void) fputc(’\n’, stdout);

(void) signal(SIGINT, sig);

if (ctl c == 1)

(void) kill(getpid(), SIGINT);

return (strdup(input));
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/* Service modules do not clean up responses if an error is returned.
* Free responses here.

*/

static void

free resp(int num _msg, struct pam response *pr)

int i;

struct pam response *r = pr;

if (pr == NULL)

return;

for (i = 0; i < num msg; i++, r++) {

if (r->resp) {
/* clear before freeing -- may be a password */
bzero(r->resp, strlen(r->resp));
free(r->resp);

r->resp = NULL;
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free(pr);

/* ARGSUSED */
int
pam_tty conv(int num_msg, struct pam_message **mess,

struct pam response **resp, void *my data)

struct pam message *m = *mess;
struct pam_response *r;

int i;

if (num_msg <= @ || num_msg >= PAM_MAX NUM MSG) {
(void) fprintf(stderr, "bad number of messages %d "
"<= 0 || >= %d\n",
num_msg, PAM MAX NUM MSG);
*resp = NULL;

return (PAM_CONV_ERR);

if ((*resp = r = calloc(num_msg,

sizeof (struct pam_response))) == NULL)

return (PAM BUF ERR);
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/* Loop through messages */
for (i = 0; 1 < num_msg; i++) {

int echo off;

/* bad message from service module */

if (m->msg == NULL) {

(void) fprintf(stderr, "message[%d]:

i, m->msg style);

goto err;

/*

* fix up final newline:

* removed for prompts

* added back for messages

*/

if (m->msg[strlen(m->msg)] == ’'\n’)
m->msg[strlen(m->msg)] = '\0’;

r->resp = NULL;
r->resp retcode = 0;

echo off = 0;
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switch (m->msg style) {

case PAM_PROMPT ECHO OFF:
echo off = 1;

/*FALLTHROUGH*/

case PAM_PROMPT ECHO ON:

(void) fputs(m->msg, stdout);

r->resp = getinput(echo_off);

break;

case PAM_ERROR_MSG:
(void) fputs(m->msg, stderr);
(void) fputc(’\n’, stderr);

break;

case PAM TEXT INFO:
(void) fputs(m->msg, stdout);
(void) fputc(’\n’, stdout);

break;
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default:
(void) fprintf(stderr, "message[%d]: unknown type "
"%d/val=\"%s\"\n",
i, m->msg style, m->msg);
/* error, service module won’t clean up */

goto err;

if (errno == EINTR)

goto err;

/* next message/response */

m++;

F++;

return (PAM SUCCESS);

err:

free resp(i, r);

*resp = NULL;

return (PAM_CONV_ERR);
}
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PAM RSSIEH(H A pam get item(3PAM) Fll pam set item (3PAM) 5N FH{TEE . &
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ARSI GR 8] LLF = 28 PAM iR [BIHS 2 —

» QSRR RTIE KA SRS i s T BARf Ok E . MR [E] PAM_SUCCESS -

w WIFEHR A SN L . WR[El PAM_IGNORE -

o YIRS R oE SELEM, MR B PAM_erroro error A] LR H AL RIS ER € T
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PR SE A AT BRI -

Fras st B LRI -
fEATFT R PAM T

B T I AR e R {5 A .

R S5 R A 32 5 PAM_SILENT #r& . DARGIEEREE - @R debug SEUFEIRE R
103K #] syslog H1 - 1 syslog(3C) 5 LOG_AUTH il LOG_DEBUG & & {# I K id R -
HAthiH BN &2 B LOG_AUTH FIFHN LS systog() - RABEFEH

openlog(3C) ~ closelog(3C) Fll setlogmask(3C), I AXELpEE & THNAREFIRE -

PAM 1244t & AR SZ iR

LU 32— PAM ARSSIESRAE G« IMOREIGEF @ 5 2 SRV U AR S5 A0 HAY AR A -
Fpr. MR ER SRR TV AR REBHE SR E - ORI T LU 3%

1. fi#HT N 7etc/pam. conf AL EAT %38 B AR PR -
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DEFAULT_GROUP HJJE X - 4. ZAvFE T4 staff (A TilH tetnet(1). FIFA AT
DER LT (LT /etc/pam. conf FHEY telnet £RHH) -

telnet account required pam members only.so.l group=staff

- KB RSHBREIS -
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WMEAZRR A B ERAN SR, R E PAM_IGNORE, 5B R A
% BTk P IIE I R o 1200 TR B A R P g A AR R

R ARRRARI R A W2 SR —2EE A ViR fdhds -
ILFIHE LIC R

AT RBIgR i T PAM e k& REGIHIIR LS -

E-

RGO ACRS thn] LLOE i Sun FEHLLIREE - 1551

http://www.sun.com/download/products.xml?id=41912db5
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/*

* Copyright 2005 Sun Microsystems, Inc. All rights reserved.

* Use is subject to license terms.

*/

#include <stdio.h>

#include <stdlib.h>

#include <grp.h>

#include <string.h>
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#include <syslog.h>
#include <libintl.h>

#include <security/pam_appl.h>

/*
* by default, only users who are a member of group "root" are allowed access
*/

#define DEFAULT GROUP "root"

static char *NOMSG =

"Sorry, you are not on the access list for this host - access denied.";

int

pam_sm_acct_mgmt(pam_handle_t * pamh, int flags, int argc, const char **argv)

char *user NULL;

char *host = NULL;

char *service = NULL;

const char *allowed grp = DEFAULT GROUP;
char grp buf[4096];

struct group grp;

struct pam conv *conversation;

struct pam message message;
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struct pam_message *pmessage = &message;
struct pam_response *res = NULL;

int i;

int nowarn = 0;

int debug = 0;

/* Set flags to display warnings if in debug mode. */
for (i = 0; i < argc; i++) {
if (strcasecmp(argv[i], "nowarn") == 0)
nowarn = 1;
else if (strcasecmp(argv[i], "debug") == 0)
debug = 1;
else if (strncmp(argv[i], "group=", 6) == 0)

allowed grp = &argv[il[6];

if (flags & PAM_SILENT)

nowarn = 1;

/* Get user name,service name, and host name. */
(void) pam get user(pamh, &user, NULL);
(void) pam_get item(pamh, PAM_SERVICE, (void **) &service);

(void) pam get item(pamh, PAM RHOST, (void **) &host);
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/* Deny access if user is NULL. */
if (user == NULL) {
syslog(LOG_AUTH|LOG DEBUG,

%s: members only: user not set", service);

return (PAM_USER_UNKNOWN) ;

if (host == NULL)

host = "unknown";

/*
* Deny access if vuser group is required and user is not in vuser
* group
*/
if (getgrnam r(allowed grp, &grp, grp _buf, sizeof (grp buf)) == NULL) {
syslog(LOG_NOTICE|LOG_AUTH,
"%s: members only: group \"%s\" not defined",

service, allowed grp);

return (PAM_SYSTEM_ERR);

/* Ignore this module if group contains no members. */
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if (grp.gr _mem[0] == 0) {
if (debug)
syslog(LOG_AUTH|LOG DEBUG,
"%s: members only: group %s empty: "
"all users allowed.", service, grp.gr_name);

return (PAM_IGNORE);

/* Check to see if user is in group. If so, return SUCCESS.

for (; grp.gr_mem[@]; grp.gr_mem++) {
if (strcmp(grp.gr_mem[@], user) == 0) {
if (debug)

syslog(LOG_AUTH|LOG_DEBUG,

%S: user %s is member of group %s.
"Access allowed.",
service, user, grp.gr_name);

return (PAM_SUCCESS) ;

/*

* User is not a member of the group.
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* Set message style to error and specify denial message.
*/
message.msg_style = PAM_ERROR_MSG;

message.msg = gettext(NOMSG);

/* Use conversation function to display denial message to user. */
(void) pam _get item(pamh, PAM CONV, (void **) &conversation);
if (nowarn == 0 && conversation != NULL) {
int err;
err = conversation->conv(1l, &pmessage, &res,
conversation->appdata_ptr);
if (debug && err != PAM SUCCESS)
syslog(LOG_AUTH|LOG_DEBUG,
"%s: members_only: conversation returned "
"error %d (%s).", service, err,

pam_strerror(pamh, err));

/* free response (if any) */
if (res != NULL) {
if (res->resp)
free(res->resp);

free(res);
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/* Report denial to system log and return error to caller. */
syslog(LOG_NOTICE | LOG AUTH, "S%s: members only: "

"Connection for %s not allowed from %s", service, user, host);

return (PAM_PERM_DENIED);
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GSS-API- Java GSS-API B2 8 FH % 2=l 55 N 442 [ (Generic Security Service Application
Program Interface, GSS-API) /] Java #7€ . 4l RFC 2853 H1FT7E L -

EXGSS-APINEZSEEE
LU A SRS 3R L 2 GSS-API I {5 & -

m  Generic Security Service Application Program Interface S 4%
(ftp://ftp.isi.edu/in-notes/rfc2743.txt) MEiR T GSS-API FIREA:

= Generic Security Service API Version 2: C-Bindings 3 f%
(ftp://ftp.isi.edu/in-notes/rfc2744.txt) T8 T & T CIES 1Y GSS-API W EMAKFE -

GSS-APIRNEETE

ATTAET LU GSS-API FYE EMES . 4K - GSS-API FdEZAY « JREIFIS R

969 TN “GSS-API FidE 2>
w79 TTHHY “GSS-APIIR SRS
80 TIHIHY “GSS-API 4 J#»

GSS-API #{HEZEHY

LR LR T EHAY GSS-APLEHE SRR . X288 GSS-APIAEXINER ., HSILE
303 TLH) “GSS-API SR ARG -

GSS-API E2 %

[T int (KIEFEATIS . UL GSS-APTRE T DU T SECHIRAT . o uints2. 1932
RITER 5 8

GSS-API )T B AN SR
H1 T GSS-API ALFRAYE B AV RIE . DRELTE s 7 B 4% 336 5] GSS-API ERRIL 2 Bl 0K
HEEH ) GSS-API K=t - GSS-API T 4L FE B gss buffer desc Z5FIHIF1F 5 -

typedef struct gss buffer desc struct {
size t length;
void *value;

} gss buffer desc *gss buffer t;
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gss_buffer t EfEMILEEEMHFEET - TR FRF R EZRBIERH TN RECZ /T LR
HE] gss_buffer desc Z5tH - {ELL NG, 1@ GSS-API ERE{E A X B 2 B2 5%
I7] L 2N FH R L -

49l 4-1 7€ GSS-APT H {3 I £ 45 Hf
char *message string;

gss_buffer desc input msg buffer;

input _msg buffer.value = message string;

input_msg buffer.length = strlen(input_msg buffer.value) + 1;

gss_generic function(argl, &input msg buffer, arg2...);

gss_release buffer(input_msg_buffer);

EERE. SEY input_msg buffer BIRIEZ 5. I8 gss release buffer() fEBRXT
inputimsgibufferﬂgﬁfﬂac

gss_buffer desc N RAFUEHTFERFH - a0, ST LIES gss_buffer desc X R#H1T
W . BXRELER. HSIF 80 ITHY “GSS-API TR -

GSS-API FHYZFR

BRSEENA . EMGZeAED. EEREEAS . BFSOHENL . ERTLER LK
Messas . TR LR — LR A

w EXBS-AUENBMS . U user@machine
WA W nfs@machine
» EITRHREF RN W myHost@eng.company.com

1E GSS-API H1. ZFREAEMH N gss_name_t KR, ZX RN TN HREFEAERR - AFRA]
Elﬁﬁiigssiimportiname()E@%&b&gssibufferitXﬁéﬁ?@ﬁ@ﬂ?gssfnameftﬂéiﬁo S AR &
NEAREE —ME R AR BTRER . GRAMEMNELER. ESILE 77
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OM uint32 gss_import name (

OM uint32 *minor-status,

const gss buffer t input-name-buffer,

const gss OID input-name-type,

gss_name_t *output-name)
minor-status ﬁéﬁﬂ’fﬂ%ﬂﬁlﬁlﬂ’ﬂku Do EWSIE 79 TUHHHY “GSS-API f{ﬁuﬂ” °
input-name-buffer §§4r)\ﬁﬁ§§ﬁ\&7gss buffer desc &5K5 . RN FATEF LA BHAf I

t?j:ﬁo WS I 69 TUHY “GSS- APIEF'E/J?ﬁ%?'FU%M;zﬂE” M
Bl a-2. NHBFABERDZSH SR ZEEE . pauEET
gss_release buffer() AR/ HLZ 23] o

input-name-type MTH&5E input-name-buffer k&) gss_oIp - 12 WA 79 HTHIH
“GSS-API FIHJZFREA " o 5F4h, 5 305 TUHHY < HFREA > Ak
BE—MERHBREALE

output-name WA FREY gss_name t 454 o
i a-1 HFTRBBARBIEAT T /MBS HBALAI 5 gss_import_name() - H4E. #HL

MZ7F B 3E A F gss_buffer desc ZEMHT. 285, {#/H gss_import_name() Hu%ﬁ%ﬁﬁ@ﬂ
gss_name_ t j:*’][:fj

R a-2 [ FH gss_import name()
char *name string;
gss_buffer_desc input_name_buffer;

gss_name_t output name buffer;

input _name buffer.value = name string;

input_name_buffer.length = strlen(input_name_buffer.value) + 1;

gss_import_name(&minor_status, input_name_buffer,

GSS_C_NT_HOSTBASED SERVICE, &output_name);
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il a-2fHH gss_import_name() (&)

gss_release buffer(input_name_buffer);

f#iH gss_display name() ] LTS ARG FRILEIE] gss_buffer t X E A, LIFEREM LAT]

PR ER. B2, BTEMILEFEELRNT R, gss_display_name() NEEFRIEATRE]

M7 B 5 IR FRF B MR o GSS-APTEFE T T AL PR AR HAM R 5L - 155 UL 297
TUHAY “GSS-API BRAL”

gss_name_t £5FG AT ARL & — DRI L DMICA o« AT LLJA GSS-APT Al S HEI BE LI A2 Bk
— R . HERR user@companyﬂ’]gss name_t 5P A RE S H B A BRI MIRA . —
A Kerberos vs #2453 —AMRASH EAMHLEIER I - gss canonicalize name() HIECK
RERAFRFMLEI AR A . gss_canonicalize name() AJAERA —MNAERAFR. Hi s —
MREE TIZNLHIHY A FRIRCA

IS E LI 2 PRFR AL EI R AR (Mechanism Name, MN) «  HLi 4 PR IR 5L HIFTAE
FREIEARLRR, TAGEIENLHIIEFR . FEIFTRX e B T 7 i -
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joe@machine

gss_import name ()

\

joe@machine
mech1

joe@machine
mech2

joe@machine
mechn

gss_canonicalize name (mech2)

joe@machine
mech2

B 4-3 IR FRAIAILE 4

1£ GSS-API H EL IR & FR

MERBFRIER

(gss_name t)

HNER A FRIER,
MN (Mechanism Name, #&I&ZF7)

(gss_name t)

EHEUTHEN . RS NE P IME — D3R H HFEAET RIS R h & oz
PRe PAEEHISIR (BIACL) Z2fEEARET PRI ERRIFIR . FEE—FH T T

AT

1. {#F gss_import_name() LA GSS-API WERIE S AZ WA (MFZ LR AS
A

) o

$4E . {EFEH GSS-APIMIN ARERF

73



GSS-APIIEETTE

TERBLIENT . RSSae ANERRE N B AR R AT RT3 - Bl ARSSes
REESEREFPNAGHAK . )L T X fEd. FPLARS AR X
HATIEE -

2. f#iH gss_import_name() ¥ ZLIRF A ACLH -

3. {#H gss_compare name() FFT S AR ACL LIRSS AR AL FRUETELES

BRI FIEFTR - ARG, S LR LR -
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~

CREEFL

gss_compare name ()

ACL &#FR 1
(PEARERZFR)

|

gss_import name ()

R %

EPHATR

ERHAR
(EARERBFR)

ACL &R 2
(A NERBTR)

@ gss_import name ()

gss_ compare name ()

gss_compare name ()

@ gss_import name ()

gss_import name ()

i
ACL

B a4 LLESRFR (123H)

$4E . {EFEH GSS-APIMIN ARERF
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WRFEVEARR W U2 R s e A RRA Tk SR A KE AR NIfEA
gss_canonicalize name() FRENZFE - WITEESHITU TP
1. ffif gss_import_name() FARFHLNAIR (WRIZETHEELIA) -

FEIR LB ARRI R MR AFRES AN, TR LHITIEH 5% -
2. {#H gss_canonicalize name() AEBHLHI & FRARAIZ FHLAFR -
3. {#iF gss_export_name() FEFTFH AR, XSIELFHRBRNE LA
4.%ggmmnHWQ&WQFM%KEMlﬁ%ﬁf%%ﬁﬁ%ﬁ%ﬁ,ﬁ@ﬁ%ﬁ

B FEAT AR - FRE PRI S5 d T e AN LB 5K -
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ckazpp)  BEE

EPHATR

<O

gss_import name ()

EPHLBR
(ERNERZFR)

@

gss_canonicalize name ()

EPHLEFR
(B MND

gss_export name () mememp ()

ACL = ifgiai=#l5) &
MN = ##H] & FR

ACL

>.@

ACL &R 2

/ memcmp ()
gPNER Y

ERFHBTR

memcmp () -

| —

oL &8

a-sEEERERR (Hd)

H1TF gss_export name() 75 B FHLHIZFR (mechanism name, MN), [t 2AZR & o452 7

m%ﬁ\'ﬁéﬁ gss_canonicalize name() o

HXELER. #

gss_canonicalize name(3GSS) -

GSS-APIOID
X RFRIARF (Object identifier, OID) A T-17fif LA T JLFF k3% -
LR

$4E . {EFEH GSS-APIMIN ARERF

%l gss_export_name(3GSS) - gss_import_name(3GSS) I
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= QOP—f{RIFFEMIE
n ZFREA

OID TEiB1E GSS-API gss_0ID desc 45f4H1 o GSS-API & T #81\ gss_oIp ¢EfgRuFEEr. @kl
NGRS -

41 4-3OID 514

typedef struct gss OID desc struct {
OM uint32 length;
void *elements;

} gss OID desc, *gss OID;

FHH. gss 01D set desc &5 RE2 A —PEZ D OID-
w4l a-a OID [ EEHY
typedef struct gss OID set desc struct {

size t count;

gss_O0ID elements;

} gss OID set desc, *gss OID set;

EE - N AR Z A free () f#FR/IAL OID -

GSS-API FREJHLHIF1 QoP

RE GSS-APT AL VFRN R 7 e Bkt 2e L] (H2 R FHRE 7 I8 2 N 24 RUAT RE(E ] GSS-API
ELEBRIIERAPLE - [FIFE. R GSS-API A VF R TR FHE & F T AR S 0 AR 97 o = %

B, ARGE SRR RO REME B E QOP - AT LLE T 71 77 B A HLHIE QOP 1E N S R ik %
%38 6SS_C NULL 01D RFE/RFEEZEEHLH] -

EE - PR E 2 HLHIE QOP 215 B (] GSS-API fUHIRE - F{LIRIHE E 14 2 PR IR
REFPHY AR - HoAth GSS-APT SEE AT BETE % AT 5 2050 HF QOP siffLil - RUE k. it
S CHIE R R 1 AT E o AGE AR ALATRT QOP LA K AAf dE A7 12 4% -
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GSS-API R B FRSERY

k&7 QOPMIZEMHILLAN. OID A THm&AHRER, WMEHCEE LIRS . #la.
gss_import_name() PREL (F TR BRI ZFRNTFRF BN gss name t 257 ) W4T EFEHL
WFRF RIS AE—1 28 #l, WRAFRER 655 C NT_HOSTBASED SERVICE. M
VR EUE S HNE R AR B R service@host X2 - WIHRAFREA N

GSS_C_NT EXPORT NAME. NIiZ%PR% T B {H Fl GSS-API S HAAFR . NI T A
gss_inquire names_for mech() ERECKEHER EVLHI T IR LFRERL . 56 305 TRy <&
RS ERHE T GSS-API AT A2 FREAIG 1%

GSS-API X 7545

FIH GSS-API B E#R 2R M RS AU (RS, ELrp it 1A AR i T RS A (S
Boo XM RIAPIRSASELLL oM uint32 (HAVE Z0RIE o X RPEALH5& [HIRS 40N s -
B — R L N R -
» ALY GSs-APL IREEE IR, WM BIFE FE B TR L]
»  FRETIEE GSS-APLIE S YPE R EER . MRS BOCR il ok S Asifgz{
Hix
w  DLEMRPERIATES R

trAh . FRSEE ] LR A R BIRRIR SR ARG B - flal. RIS RE e ri Er R
TERCEE D RRARIZINT 4 0% o AR AR HEUEATEE R, BRI B R EE
GSS S _COMPLETE o

FRER A 75 2R A -

OM_uint32 major_status ; /* status returned by GSS-API */

major_status = gss_generic_function(argl, arg2 ...);

FIRIR IS b BE 5 25 AT oAt om_uint32 FIALEE DT UM - Fla. 1EEIEDL TR
5

OM_uint32 maj_stat;
maj sta = gss generic function(argl, arg2 ...);
if (maj stat == GSS CREDENTIALS EXPIRED)
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<do something...>

FIR SRS ] L 6SS ROUTINE ERROR() ~ GSS CALLING ERROR() Al
GSS_SUPPLEMENTARY INFO() % ZZHE{TALEE . 55 299 TN “GSS-APIARSES” /48 T
B IR HFEE T GSS-APLIR L HIF 2 .

n ORCIRESED — EALHDR ER RS« XA ARAEAT M B AR -

T GSS-APT B EICER 1 UCIRASASAY om_uint32 BAENE — NS E . ZKEuR B 2] H
BRERT . PORSIS ARG R] oM_uint32 SEH - 1EFELL MRS

OM uint32 *minor_status ; /* status returned by mech */

major_status = gss_generic_function(&minor_status, argl, arg2 ...);

BRESR [l T B ) EAREIDEER . minor_status 5 MIALH GSS-API BIFR IR E - 1H1E
B RSB M S B A DR R EIRS (B0, 77 BN 2R (MR e Fa e HY e
HSEE N NULL, X SR EHE A GIRE E 2 BCRIfFE 2SR - NULL 2R H R KR 2
PCfEfE2S(A] o IEYITE gss_buffer desc Z5FH—FE, S RARHHHRIRAVTAT KL 7 B2
BIRBENFT . T, RARFTETHRBOXA X .

GSS-API &-h#

GSS-API YA Ui i~ (currency) FALE SRR (token) - {# ] GSS-APT N FFE S o] L& B
SRR @S - S BT U EEH G2 2mE . SRAEEN gss buffer t FfE
R SR TR B -

LRI R E T RAN S BN SHE SRR . B SURBIR SRR (A
JEBIRIESE ) bSO o S50k AT UUAE DUR 815328 BT SO < ORE L BT

X

HHELRERE T E X Z/EMHEM . BHE ST VSRR R eSS . B, 5%
JE— AR ERHH R AR 5 — M AR P RIN AFER - 12N FFE il REZ (HEH GSS-API R
A BRBE %I B AL BRI ERRRAT o ZBRIRAT Al A 2 e

ATUAE R T 05 B S B R AR - THIBUE R IR 7 A B Eour 28 R R Y
—BfdE . Bl s S AT LUE R IAE] frp IRSSEINIHE - SIHRSMIE GSS-API %K
SABRRIX S . BHE SR LU Ebnc. el LUEMEPAEE . 8EE, &5
IREIA KA - MEHERHE, AR . SPUEHE GSS-APTAEKIIER . H
B EIRIEAGOT . HRANEREE 2 REH ] LU -

IR PP 97 BT T DA T 5 2l -
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1. WAL . HFAEBEFENS —RIEN SRS EECRHUT X (E - send_token() Fll
recv_token () FRELTESE 283 TIFHIT 45 Ff GSS-API FEIREL " FHFEIT/ M4 -

2. X AR TR 4 R HE R HhAb B X BE 4 f .

B T2 T N R S B AN BN, R AR AN S AR SR LI 4 - a0

RAFE S RAIAZE, W FAREFE L AEER X 5> 4 R R RE 4 L 1 BIFE R A

GSS-API K%y - N AFEF W] U DL T 732k X i S A

o PR BIRRFRIEEIERE . BN, RS LT ORI T T sE S B UCE]
R S IR S R B TSR K - SN RPN Y% 8 T el 2 h
FRIFEESRE (BBEE) - @ E V2R, FEESEFEZ E T XWNAREF S
B S HETEHE SR .. XSRS E LM% .. KEhEFIRF S
ER .

o FERRE e B, ARSI R A AN SRR Ak SRR R
NAREF T AFIA—RE, ARSI . HEELL TR .

gss_buffer t token; /* declare the token */

OM uint32 token flag /* flag for describing the type of token */

<get token from a GSS-API function>

token flag = MIC TOKEN; /* specify what kind of token it is */

send_a_token(&token, token flag);

B PR 7T 4 P TR 4 token_flag BETAVBUEET, B get a token() -

o EITOIEFIRRIE - IR AT LI TT O . T R R L.
5 I\ GSS-APY EVECICEI & 1 . 04 AR P 5 IO F B X BT
a7 GSS-APTHEEH A

GSS-API R g3 FE (8) & kR

GSS-APT AL VFTE % HERR R IR iR > 522 & b T o0 @i, MARFOAHS
TRPHE R, KRG, MR EFEER Y M T . %% R T
WIEE, 5 L8 90 T “{F GSS-API IS IS AL P

gss_export_context () EKEC A A TG HERR AR . AP EHIER, B— 1

Rl DLEEZ BT AR A OTE R 2 AL @ R A 1 X 5 N RE R 5T R <
A% 128 B HCAth R R P A SOREUL -
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FFE(ER GSS-API IR 2R

PERE A o] RE AL B BB A BURME 2« HFARRTA Y GSS-APT SEEIHAS LU 2 75 X AR 477k
RS I, fEEITAClZ /. N7 LRI R (R R IXRR PR T REDS K 21
(] gss_wrap () X L RIETINE (WRIEVLHIATH) -

i - TH B RE [A] 4 R8T LATEAN R GSS-APT SEER 2 A% 1%

FF % 1 F GSS-API HI N A T2 FF

82

AT UL AT {58 GSS-APT SR SEEN 22 2 O RUHE S i o AR5 B o A28 AR B % {5
GSS-API £ XREEMEE . HXELER. ES %8, HPESFH GSS-API KL - IR
BIEABIERBGIHF . B HA XT{T GSS-API KEHE 2 (ZH . B AR T
Iy

Lo

AP MBI E — R AR . LR R e R R B A B R R S5 4 T
T AR (AIRPC) BT A VA -

GSS-API BY—f&Z %

THEEH GSS-APT Y — 3% -

1. BAONHER (ERLAEELEEZES) HAMEREIE. RIEEAZBEIEREUEIE -
2. KEERBS 1ML LT BESHREZZE LT

3. FEE N EAL AN EURN A T 2RI - %18 E 2% BTN 8 (AR iR briC
REHEGETIRC - KRB EWEFHEEZ AR RIEE -

i - LA A LUEREA R 2 RAPHLH] . AEXRE LT T E R A ERE R GSS-APT
2RSS, BVEIE .

4. BEZAIRIETR EOME B TIEE . HEE SR LR S TIRE -

C (TR BEZERRERRIRARIC IR M8 K TN o

6. XN FARFEHSHERIEENZE E N MELE, ECDEER v] LURLR - i 43
{EAT] GSS-API $3E -

EE - N AR ORI E 22 0 BC ) TR 2R 2 1] -

{5 GSS-API PR R 7 F5 BB & LS gssapi.ho
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Fr&{EH GSS-API IR AR T

1E GSS-API R {EFHE

EIER A5 A LR L PR BN R Fr 75 R R BR s 1 - PR P (R S H 2 )R
PRI AN, TR ] A SEARIAR -

GSS-API NRUEFEIE o FEIFAARLEE DL GSS-API ﬁﬁﬁtﬂﬁ’]ﬁéﬂ%ﬂfﬂﬁﬁ GSS-API BEEi > |if
. fEFL1E {RT F P S TER SR B

FEER GSS-API FAEX T ARG . AR UESZERNLZ AN TR, Tk
A RIAIALEI A - AR FUEEE RS 2 M L2V EL R, M E ﬁf

%%IJ@J@Q/Hqﬂ“Bﬁm%UE’]ﬁﬁMLETﬁxﬁ GSS-API & gss_cred id t Z5Mi A

%th?\ﬁ FIFaIfE . FIEx TR AR T 2AEREN . Hit, NARF ﬁ%%ﬂiﬁ?ﬁiﬁﬂ
[y

AT DA T SR -

= GSS C INITIATE—PRIRINBEIZ 2 N XN AR
®  GSS C ACCEPT—HRIR{IEZ %4 N XN AR
®  GSS C BOTH— FRIR AT AN B BN 224 BT SO R F R

1E GSS-API FRFREUEIE

o5 a2 FOLER L RIS BRI SEIE, SR A REREA L 4 B S AR Al ATE 2
Bz ATEM Y. R S LT RIUEE - B LB A S S AR S5 A E’J‘f
1IE AT LLEA AN [ Y A i e 1

HT GSS-API IR FIREF A LAd L AT P 5 IR E

= i gss_acquire cred() ﬁgssiaddicred() REER
»  {EEEST B SCHTEE(E 6SS_C_NO CREDENTIAL. 1Z{E /i G FiE

k%ﬁ&lﬁfﬂT VB EF3E%es (RS Es) A eER A gss_acquire cred( . EFYH
ey (BIZPHL) 8% 15 IR - IJH: FPHLER SR EHE R uT: &z
] LABkIS gss_acquire cred() T{# A EEEE

& PHLA FEIE A T 1o EAf A FRIE R L P AL Sy - RS BSTER U IR G Bl n] sz & 4 |
T Hitk. gt %F*ﬂﬁﬁ&ﬂaﬁﬁ&{ftpmk NIJ%%EHIX”@?F'MT b LA TE B R
FREL T A - %memﬂwﬁrxﬁ GSS-API £ HENRZEFEIF - HiE. ARSSesfF ]
LA i SRR SS (Ftp) R

UH gss acquire cred() FKINTERL. WIFHR A 6SS S COMPLETE . U1 ARER [RIA 3A %
iE. WPEFIRIE GSS S NO CRED - A % Hofth AR A, ua,ﬂlgss acquire cred(365S) Tt

e ARANARE]. 155 IE 8 EHIHYREUTIE

gss_add cred() 'ﬁgss acquire cred() FHL . {HA2, gss_add cred() e R TR (0 R ER
1 9 52 IE SR QI B A B AR T SR T2 - 40155 65S_C_NO_CREDENTIAL ¥ WENA
ZAE, M gss_add cred() SRIEGATT A OIEGT L HXHELER. B30
gss_add_cred(3GSS) ?ﬂﬂﬁ o
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84

£ GSS-API FR{ER F T

TERRE 22 2 ETT IR GSS-APL iR EL M MESSHUE QI 2 B R SO I8 - RATRE
P RBUL B AR 2 J . AN 24 B 30 AL BN X 2 KB NARE. —
PRARERF GEEEXEFPIL) ATEZIET B—INARE (EF 2R HTE
2 ETX . AVFEXNFN AP ZHERZ LTS

M BI85 1 L Ry dd S I BIE & WK LRy 22 42 | N S e BRSO X

GSS-API##iEaity . Hrp & ZAEM MRS T 2 A =R(EE o X85 BN Z 2RI
R T A MARFARES . Ze B SCR R EERERTLTERY .

TEGSS-API R E T

gss_init_sec_context () HIELH T IE IR FFE 7 MIEFEAR 5588 2 (AR &2 BN S0 QSRR

W R EHRREl— A E TR AL S BRI — B A AR A T

TR VH gss_init sec context() ZH BN SHUTUU S

1. f#if gss_acquire_cred() ZEEUEIE (WELE) . @, FPPLSTES FHHZECEIE -
gss_acquire cred() HBEMIETEZITINIRIE R HIC R YIIA FIIE -

2. {#FH gss_import name() L GSS-API Nk G ARSI E TR . B R LFRH
gss_import_name() FHE ZEE. ESULE 70 TIHY “GSS-APT HHFR -

VM gss_init_sec_context() I, Z&FHLEHR 2Z#E LT SHUA :
m  GSS C NO CREDENTIAL (FHT cred_handle %0) . FTFmErEFIE

m GSS C NULL 01D (FAF mech_type Z%0) - FATFFmEraiLHl

m  GSS C NO CONTEXT (FiT context handle %) . FTFrWIIANZE L. BT
gss_init_sec_context () M SIEFNEM . BRI G SR FH 2 %28 LLET AR A TR (|1
NI

= GSS_C_NO_BUFFER (FHIT input_token Z%y) » HTRTEYINEHIOM . 8, NARE

J7 ] A% % — M0 gss_buffer desc XIRAIEF MR KEFERELRENF
= {§if gss_import name() Ll GSS-API &R 5 AWIARSS 8 E K -
IR AN — 5 B X LB (B - A, B P HLE v] DAGE] req_flags 25 84 Hoh 22 4
SEIESK . THRR T B8N gss_init sec context() ZEEE .
ETI RS VRFRE L RETARE Y, LT AR, BeRaskigshasit kit
LB NER, RGN E N B T SEEAT R, NARSHER A b
T REC R E RS LT

W FTFCAERE, M gss init sec context() BFHRE— ARG
GSS_C_CONTINUE NEEDED - [Alitt. fE¥FR2{HiH gss_init sec_context () MR EI{E MK &
YRS T IS B IE R R

FPHLR BT SUE R U H S R L B 2SS A5 Fn it hEid gss_init sec_context()
R e 2 AL AR AR 55 R I AN S IE A EE - DU
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gss_init sec context() If. F AL ATLUENSEULE - Hi2 WRFTIEIRHA SR
MK R, TR 55 S P A B At

L. BR T Ha# gss_init sec_context () AVREPRZSLAGN . IZAEERTR 2450 250 A% BRI
K AR AR, WIS 8k LA SR . FFIRTEER 20, RIKS A SR
KW AT - R A SR E Y 655_C_NO_BUFFER B E K5I K FBOR B AT
fi -

N DS 2SI BR L] AR P i T R S
context = GSS_C_NO_CONTEXT

input token = GSS_C_NO_BUFFER

do

call gss_init_sec_context(credential, context, name, input token,

output token, other args...)

if (there’s an output token to send to the acceptor)

send the output token to the acceptor

release the output token

if (the context is not complete)

receive an input token from the acceptor

if (there’s a GSS-API error)

delete the context
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86

until the context is complete

FRRG A LR, KPR R e o A RIE B SUSSMERRR SRRl ES LR
109 TUHHEY <L S5 ARG Ze e E T o AN, gss_init sec context(36SS) FHft Uik
RO T LERCRR R -

WH, 7E T ORFE R R EH S EUE RN E IR 2 7E B e B MR R E . A
KELZER, H5 gss_init sec_context() FM T

U1K gss_init sec_context() BENTEM. NIHFURIE] 6SS S COMPLETE - QAN 4 N FHFR T 75
RIS, MR (Bl 6SS S CONTINUE NEEDED - {15 HERES R, NI |
gss_init sec context(36SS) M T AT /RAVES 1RACHS -

R BT SOUREIR W LW 5 R 55 S -

1£ GSS-API %% F R

FEN LA — R LT XU gss_accept_sec_context () EREURIEEK -
BEIENT, RESeEZE YA gss_init sec_context() EBEI ET X -

gss_accept_sec_context () I EZHI 2K HIESIERMEA S . BaigaiRE—P LT
AR DA R — A ELR E B]E shan ik S R . EE . IRSSaRR Y B SR IRENE P AL K
ARSSHIFEIE . SRJE A BEV A gss_accept sec context() - ARZ5&%{¥ M gss _acquire cred()

FREGREGX SRR - B . ARS5%s T AFEETE A gss_accept_sec_context () HFIEREE
iE (EMGSS C NO CREDENTIAL) - MIIJCFRBAHIILEUEILE -

W gss_accept_sec_context () If. ARZ5aF AT LAFZAN T 77 R E L NS4
®  cred_handle—gss_acquire_cred() JREIFY LI - BLE . WTLAHH
GSS_C_NO_CREDENTIAL RFRRELEFEIE -

= context_handle—GSS_C_NO_CONTEXT Zml#) N=H E T BT
gss_init_sec_context () BH SN A . KI5 M1 A 2 %28 LLRTRJE F TR [E] 1
LRSI

= input_token— N FHLERWH SO
DL JLEBCB A 4852411 gss_accept _sec_context() SE%E -

BT P T XREFERIWIET . BBl R rAELBEETXER, &
JEARER TR LN Fkk, AT SEE RN, NIERERE L T CERE T
MER T REH RS BT S R BT SR E#NL . M gss_accept sec context () FFR[E
— IR AHS 65S_C_CONTINUE NEEDED - [EIb. JHEFR 4 {HH gss_accept sec context() FJ
IR EME SR R Ak S T TG R -

B SCEEZ AR B SUE B D SRR R BB EEh A BT
gss_accept_sec_context() Rl . LI 2w ] AN S Bhas 2k A2 R g At
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Bo LUFTAM gss_accept_sec_context() I, % A SHURHE N SHUL 2 -

gss_accept sec_context () NFEAEEIES & 15 R, BHR E— KB N H SR .
%T*ﬁﬁﬁ@ﬁ?& gss_accept sec context() Uﬂl" ﬁ%iﬁ@ﬁ*ﬁﬁ?ﬁﬁﬁé\ﬁ%%ﬁgs #
FRGVIAEEMSM . FIEET 2 AT oS B KEIRE N - 15K LS
WA B 0h GSS_C_NO_BUFFER B &5 MM+ B F BOR B N FE -

N RS2 BH AT AR 55 R L bR S

context = GSS_C_NO_CONTEXT

output token = GSS_C_NO_BUFFER

do

receive an input token from the initiator

call gss_accept_sec_context(context, cred handle, input token,

output token, other args...)

if (there’s an output token to send to the initiator)

send the output token to the initiator

release the output token

if (there’s a GSS-API error)

delete the context

until the context is complete
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PR ALK, SCPRIEIF RS o Rk BN SRR EI R bR RG], ES L 109
TUHY <L SRS 224 RS o AN, gss accept sec context() FH TLiA$E
BT —pl

[FIRE GSS-APL A ZWCAL SR, WL B FIRE AT AR R o 7 5% 45 R 1% s B 7
AT LATESS 283 TUHIEY & Ff GSS-APT £ ki 5l HdkE]

gss_accept sec_context() TER I 5E R 1] GSS_S_COMPLETE MR ETXATE. ZH
¥UFHR Pl 6SS S CONTINUE_NEEDED - WIERHINEEIR, EEHRBIEIRNRILD . BXRHEL(E
2. Bz gss_accept sec context(3GSS) FMa-

1£ GSS-API A {E A HAth_E T2 ARSS

gss_init_sec_context () BRELST VTR FFE P i Kb i AT S JE A | SCYE R oAt B3 £
HR55 - AIIEIT gss_init sec context() [ req_flags R KiXEEARSS -

HAEFTERINLHI TR ALRT X LRSS - gss_init_sec_context() B ret_flags ZEUH THertE
LTINS - R LN XXEZHRMES@ET A gss_accept_sec_context () 1R
WY ret_flags (EFeffE TR o iIXEARSSKAELL T L HREITNEE -

1E GSS-API 3% F4EIE

MR ATVFRIIE . BT SUR BN AT LG R BT R a e A O - FERSR LT ey
TR R E S &Rt — P H S

BZITENLA ERIENRH P #F 8@ rlogin X IENTENL B, A rtogin MiHHEHL B
BRENTENL C. RIEFHERILE. R FREIESR BRI A, SEEBIMRAN
liwiil

WR A THIE. T LR ret_flags 1B 9 6SS_C_DELEG FLAG - #3557 2% W] FR ST % T B S5 0IE
HREEAEN gss_accept_sec_context() M delegated_cred_handle ¥ - ¥ T HIEAM T 5 H
BT EHSIFE 90 TTHHY “1E GSS-APLH SIS A LT « ZFH— X IHZ

R AR LB EIEREE T 2K, L N X—® AR — MRS -

£ GSS-API RIS & W A2 FF Z B HL1THE B 3IE

SGSTHREIRE] rep B0 B TR S PRATED] o 57 B PIRIARL R
PR SO P I EE G RN o TEMRAERU T RO TARERIE . b
STRBERAN L T SO S S 4 i

ENUEshER T LLEE R gss_init_sec_context() req_flags ZEIXE N{H
GSS_C_MUTUAL FLAG JRIE KM L IE - IR EEX M I IEHAT T W@ &
ret_flags Z B B NZIERFTRIZAN - WRFTIE KHE LEAEA T WSS ARF 2 1
SUFATARIRIMARL . ERENE LT GSS-APL A2 HENZ 1L N30 540, BME AR E R
Ko BEEENLHI L 2L HUTHEEILE -
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1£ GSS-API B 1TE R I8E

IEH T GSS-APTY . HEDG PN 2ERAL BT IS iRt aiEzds . HE, LT
MRS 21 RA R E AR oy bR SRz -

B, %% SR B BR Y idE T TR D (IR SRR« IRESEARSS % P L W] RERR
MRS U THIE « BT E T MZERETIRROFTEER - 1. W RETm
WEE. FHLATREAN 7 g AR iR -

FUE KT & JaIE ﬁ%*%gssiinitisecicontext()E@J@qﬁﬂagségﬁﬁﬁiﬁiﬂﬁ
GSS_C_ANON_FLAG - ZFIIERE L WIEZM AT 1EA gss_init_sec_context() 5
gss_accept_sec_context() i ret_flags 58, BEEETRE T 6SS_C_ANON_FLAG -

WREABIEERL. M4EERT gss_accept_sec_context() B{ gss_inquire context () iR[EIFYZ
FHLEFRIE A gss_display name() Bf &4 piBARIE & B PR .

i - N AR A STTEFTIE KAV & B A 950 v B SRR A FE i 7EEBIE R T
GSS-API A&# 1k F RN

1£ GSS-API F{§ FBEHE

X TVF2 RRE A B EEARHY B SOR U fRo b T SOE shgs it T IERRYS0IE - 40
RTFESLINEIMN 2. WIW] DA GSS-API iR LAy BESEIRE - JWEIE A T
PRIFT AR E BRI E A ARIC - BRGS0 w] AR S22 5 BRSO
JEEhas IR g - T ARICHEE TIR L & MRS P FI W LR Fr . IR SR pRic w]
HRBRIRTEHEE ZAE -

gss_channel bindings t B#ERALE —NMEE. EARREUITFURITEEESE R

gssichannelibindingsistruct?nj:z:*@o

typedef struct gss channel bindings struct {
OM uint32 initiator addrtype;
gss_buffer desc initiator address;

OM_uint32 acceptor_addrtype;

gss buffer desc acceptor address;

gss_buffer desc application data;

} *gss _channel bindings t;
£ DFERIORMHEERL, TR A AR S s ds il R AR . B AN FERERTRE

Shesfuihit o BIU0. initiator_addrtype W RES K IEE 6SS_C_AF_INET: /R initiator_address
K2 Internet bl (B IP ik ) 2. [FFE. 3 =FE DN FE S BIFREZ AR
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HER AR Z a2 R ] DURREE 75 ZE A i 5 — 1~ “F B application_data - QIR
ANFTEAEF application_data. 1545 application_data 12 E } 6SS_C_NO_BUFFER - UIISRBH M4
AR FFEFFRRE L, IR 4 R0 PR e o i 28U 7 B B GSS_C_AF_ NULLADDR >

305 GUHEY < TEESPE R RS A —Trgept T ARuthE KRR YK .

HHER R T RoRHbE R, MA SR TRENTHER . W TEEZ et X n i
UL initiator_address Fll acceptor_address F-Ex 0L & FE W W45 5 A BERFE AT (3 F 1 T2
Ko BRIESITIRE. BN Y LA FEWNT (B GERAL T HE Y ) FEE ik -

PN (FHEEHAEN LT gss_init_sec_context() M input_chan_bindings 8N 418
[ AT 3 BC R B E SR e 454 o RS F BRI R — A\ LT HFRIRE—1
MIC. % MIC /5298 25 SR . K5, NABFSBZLSMERES LT 32 -
B2 RN ENZ S 2 IG5 VA gss_accept _sec_context() - BFRELZEE. ESWE

86 I “7E GSS-API H1#%57 R o gss_accept_sec_context () &% AU SIS 8, E
YEE B MIC . W MIC ANILHEL. gss_accept_sec_context () filif5BHiR Al

GSS C_BAD_BINDINGS -

BT gss_accept sec_context() 2R B EAE AR IBEYSE . K52 28 a7 DU A X BE{E R
PUTRZ R . B, Beszas il LU X R B AE 2 2 B PRI IS 18 & application_data
HI{E -

- BLREPLEI AT REAR 2 s E Y E S SRR R - R, BRAFTAERAENS STIRARE M, A
AR AN 24 (R a0 e P RS BURME R - BN AR TG
gss_init sec context() B gss accept sec_ context() HYJ ret_flags 2% - {8 655 C_CONF_FLAG
F16SS_C_PROT READY FLAG FJ F THE/RIRZENE « K ret_flags WIS E . 155 ILEE 84 Iy <
TE GSS-API S8 1 N30 Bi5H 86 TIHIHY  “fE GSS-API 1532 R 30” »

FAANHLAN AT DL AT B 8 0 0 st R stk R AN A SN LY R o filan, — L
I RE S WL IBEYSE R initiator_address TEBUETRIRIFIE] gss_init _sec context() - FHLL.
B AT A R RN R P R 24 O ik B B IERE S - WUERTCEME IEE R, W
% 241 GSS_C_AF_NULLADDR ¥& & JyHuhik 25 .

EGSS-APIHEHMENET XX

GSS-API 2t T HI TS HAS A LN . Wik 2 RNy (BEEET
EERZ ) TR Z AL BN S0 B, BEZER AT LLE AR, — R R
[EEhas . AR TR B SO A EREE - 3 150 TUFRAY <

test import export context() BE¥L” — WA T Qe {5 X S R BRI E BT -

gss_export_sec_context () FELT Q@ HREAI SR, HPESEXASHELETINER - A
KEZER, BSUE 81 TUHHY “GSS-APT IR FE A S - Y
gss_export_sec_context() ZHT RSB ECS RR P IXIRE N GSS_C_NO_BUFFER -

R FRE Rl G 22 LR 8] 5 — Dt e « BT 2% S MOT R AL 22 5

gss_import sec_context() - F T-TERN FITR/F 2 (A% 24 WY iR B0 &t o] F T1EERE 2 R
(EpLcd
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*?J’(Rﬁﬁﬁﬁéﬁ\ﬁi&ﬁﬁim o gss_export sec context() ﬁfﬁY?ﬁfﬁﬁﬁﬁﬁ%tﬂﬂ"JL—FY#
BB R kiR E N GSS C _NO CONTEXT. gss_export sec_context() AR E S 1% BT

SCRHIRBRAAEART A REVE R AR BT - WERTEVESE RO B F S S
gss_export_sec_context() ZRFFENAMIZE BT XA, H HAREIEFE ] < FE -

#4Fﬁﬁﬁﬂ%ﬂ%ﬁfﬁi¢%ﬁt?f£ ° @Hﬁ%}?ﬂ U\Jﬁiﬂjﬁﬁ gss_accept sec_context() B
gss_init_sec_context () i ret_flags ZEUCEIAE L N XGRS T LLS H - WIRILFREIRE N
GSS_C_TRANS FLAG: MITTLLSH EF3- (155 ILEE 86 TIHIY “7E GSS-API HIE257 | N 3T
" FIEE 84 T “7E GSS-APIHEE) L F3C7 « )

4-6 WAL R EZBUTH E T XS HBI L MES - FEXFER T, R 1 Bl
S WIS E T XRANS SRS B, FHESEEE R 2. R 2 127
R AR PR R T AL EE - TEIZEY. BPPLES M gss_init_sec_context() ZKELT
SHASR . PP EUE BB E XIS send a token(): ZREHEREEENS
FEOE BT XGRS IR EIHE SR o send_a_token() BFiX LS R 14 BIARSS 48 o
send a token() TIAESF TTELFE Z AL, (HEZEIH R ERX—5 -
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92

—0—

send_a_token()

il —

I
o
=

=

A
g |
(%)
(0]

Z RS R

4 #HFE 1 - EZHRIC

> get a_token (

send_a_token()

)

send_a_token()

(O e
2

_/
send_a_token()

MSG

i
I
=

A
g |
(%)
[0)
.

- ~
(O e T

Juse] - mmtmiz

send_a_token () 3REURIE,
BE (BEHLETO
HICASH

- J

/ MRZ
L Txtrid
WMRZE

b aTal
gss_accept_sec context()

/

gss_export sec_ context ()

\_ /

(0 l MSG
. |
()
gss_import_ sec context ()
l MSG

12 2 - AR EE

-

Ea-6 it NI ZEFEEZ ARG
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£ GSS-API FIREL E T fER

GSS-API It 7 —> gss_inquire context(3GSS) FEEL. ZEEA] H TIKEE X €L 2
EFXER - HEE, BT XTI T AR T BN SRR,
gss_inquire context () FHEEELL A X E N XWER

s ENXEDERER

s R OEEZEAR

s BN XRFFERINFEL

s ZHT T L]

. AT LT XSEINE - XEFRES gss_accept_sec_context(3GSS) HKIEIM ret_flags &
M) o IXEERREW AR T - HHEEES - 1S UL 86 TIFHY “7E GSS-API 237 I
X .

 HOREWRN AR RS N BT SO a RS
LI (=2 N ol " S Y Tt of VAL TV

F£ GSS-API F & X ZRIPRYELTE

TEN R IR 2 AN F N2 G, BInJfE L 240 E 2 Bt gt TR -

AT SO A A R R R R AN GSS-APL -7 - IEIE o fRIEIEAEZ2WLE]. GSS-API $Et
T BN R -

» SEEM —HERH B RS (message integrity code, MIC) HH gss_get mic() REEAE
o FEWRHE I G A MIC SRR FTUREIIIE S 5 B 4 16 07E 8. 58 2 1A -

 REMEBR T MIC DU, B XHHE TN - GSS-API K% gss_wrap () A T4k
1Thne

gss_get mic() Ml gss_wrap() ZBIRX B NEATR : fH/H gss_get mic(). #5288 n[IREL

HFHEREE R G REEAZRRIARD s (#HH gss wrap(), 252835k 7 FKBBRIC/MNE AT FKELLE

i R A
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— gss_get_mic() —  [MICo ‘

MSG MSG

gss_wrap ()
MSG BHREMN

(8& MIC FIiE2)

MIC = ;B B2 E 44t 7g
MSG =348

4-7gss_get mic() 5 gss_wrap()

S VR BR B T BRSO - 1T gss wrap() FIEFEEMEARSS . HIITF 2T #5E R
gss wrap() o P2/ A AR AR 2B ARSS WO T A, B/ vl CARR SR AR 28 1 AR S5 v R 4
DAR FH AR R R 2R 77 20U gss wrap() o 58 118 TUHRAY “E2ERI4 14 E > Bl —
ANl (B2, HTIEEREH gss get mic() MIEE. FEILFT#H M CPU JEHAL
ggssyrap() Fr{liFHRE D« ATEL, NEEEEMNRRF T EESH gss_get_mic() SREETH

{8 gss get mic() FRIZEHE
T 0T LU gss_get_mic() [0S LR MANEE MIC - #2457 LLEIS R gss_verify mic()
F A E MIC -

5 gss wrap() tHEL, gss get mic() ZEXEEM MIC R ARRHH . XEWE L EE
N TR 7 B BE & 4 18 S RE & B MIC - SRR EA R, BEURE LR X M E R
FIMIC . LA 756 ATHR PR BRI MIC 4T IERRRI AL PR -

o EEd RS (BPRES) o Bl S AT Fe ol RERNE X U R HOR A 1 IO 58 —OH
THREUEE . % =0 TIREUH S MIC .

o EEARE . KIEH RN AT ISR HT R & R T

o E T RE SRR B ST RN MIC #) 4 R s A -

WIS gss get mic() BEHFERL. NIHHREIE 6SS S COMPLETE « HIIERFEER QOP JLRL. MIKR
[ 6ss_s_BAD_QoP- HAHEZ(EHE . 1E5 Ul gss_get_mic(3GSS) -
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{EH gss wrap() BBEER

LU gss wrap() BRECREEENE - 5 gss_get mic() —FF. gss wrap() HiRfit T
MIC - UTRELRAMLH] o r 50 T SRR ZEE . T gss wrap () X6 E R ST
%o H BRI @i {H A gss_unwrap () SRETFHEE

5 gss_get_mic() ANJAls gss wrap() 2FH B MIC —EAEEFE HHEF . FTFE%i%
BRI AFRHA—K . £S5 TTLUHEA gss_unwrap () F2BEEE - MIC X TR AT
AA[IL o

MAHR BRI, W gss_wrap() FHiR[] 65S_s_COMPLETE » AIIRATIE K QOP T NI
PR A GSS S BAD QOP- H X gss wrap() FU/nfl, ES ULEE 118 TUHHY < BLEERI L 40H 5

) o

£ GSS-API I AbIE 6138 K /) [ 3

{5/ gss_wrap () SREEHE SN EL EWSER - B TR IIEE BFZENEER
{Ehti. A GSS-API &It T gss wrap size limit() E%{ . gss wrap size limit() AT
THE AT DURERE R R R/, (HEA 2 T FAR S KA EH T - MR
DAEVE gss_wrap () Z BT8R HZ /DB E - EEPREEEE 20 154G & %
K/INBRH -

LR/ B IELRF U T AR

» AT TR QOP Hk
w BEEA T RENE

BRI QOP 2= I ANIFIHY GSS-APT SEBL M 57 - PRIk, BP{EFERE 1R QOP. AT RN EM
KM ZHRTAE T EH 7 X Rl e .
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gss_wrap ()
_____ gss_wrap ()
— o o i
> i

\ A
gss_wrap_size limit () 3y
44 1 S EERBIR K L, o

RIEB 5 R AR 8 K]
FEMILER

QOP = RiFfRE
URIPFER)

TEW BB RN TR, gss wrap() TIASHEIE BRI K/ o gss wrap() A% MIC fik A Z|
R &R E T . B2, A EEITINE SISy W AN g B R AR -
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__ gss_wrap()
MSG (RBREM) ” . i
il

MSG | —— 9ss_wrap() —
CREBRE MSG

(B& MIC)
> A g
gss_wrap size limit () N St B
4t KBS B SE RO A/ D L IR, %$§%g£¢
RIE B 5% J5 RY SR B K]
HEMILEX

W& gss wrap_size limit() BEZH5ERL. NIEHR[E 6SS S COMPLETE - WIERHEEH QOP LA
MPRHR[E] Gss s BAD QOP o 28 118 TUHA[Y “ELAEFN A 160 E > HhEfit T — i B a0l 58
gss_wrap_size limit() MR [EIFGEVE B i K K/ NRH -

JKERFE LT F AN — T8 PRALE gss_wrap () A] ARSI LN max-input-size 7 1TIUTHE - AE

EAR BB TV gss_wrap() MRS FIRES TR - AXHELZERE. ESL
gss_wrap_size limit(3GSS) FTT .

T£ GSS-API FRA& M IFT 7 ) 2

T R SO D A B S I I AL . BRI S BERLA A F E T SO SR B
PR AT IR « X R A FE SR 0 B 75 b2 (R RN IO B3k DL 2 A5 12 A L B B
B BB T . B DUYER Y SR R FFEOR A i R rh R 2 X PRI 1« 7 5
HLEE, B5ILE 149 TR CTEIFNE .
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HEEN
MSG
1
MSG
MSG 2
HEKRF 8 \

MSG
) PR %525

a8 {H B EBRNH R K7

JEBhER AT LA# ] gss_init_sec_context() RAANF . 7712 iEid 65S_C_REPLAY_FLAG B
GSS_C_SEQUENCE_FLAG X req_flags Z %3 FHl 18 # OR -
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1£ GSS-API R EIA TH B 1&5iE

U BT SURBI T L X R 25 2R EFREFIMEE, X
I MIC- iEHEU TN : HERAGHAEEETEE, mAgEd

s

MIC #7780 o & 4-9 i BRI FE AT T AT -

AN

ERHL

o

gss_get mic()

‘ MSG

@ \\‘-)

gss _verify mic()

MSG

<

& 4-9 FATA MIC %¥

i [use

-

ics

JEBhEREH gss_get_mic() XIHEHITHRC -
B shas iz B A MIC & B2
B2 g3 gss_verify mic() FEIZEE o
B2 as 1% MIC % B 2|3 5h4s -
JEEhERHH gss_verify mic() SREH W REIATH B FTWCEI MIC -

k&2 & BIZIHE
ss_get mic() {#HH

Bk 55 7%

®

.| gss_verify mic()

N

é MSG

AT EERIESE gss_unwrap () BEUAA BRI MIC. [HIt, HUcE UG8 AT
FIFR BRI EERE - B 4-10 PR BAT NS -

1. JEBhesH A gss wrap() EEEHE -
2. BEIEREFEEEENER -

3. B2 d# M gss_unwrap () EFFZIHE -

$4E . {EFEH GSS-APIMIN ARERF
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4, BEZEWA gss get mic() DLAERKR BRI ER MIC .

5. B EIBIRAER MIC ZixFE5hes -

6. BENEEH gss verify mic() BATULEIR MIC 5 R IAE B TR -

ST E 220 GSS-APL BB/ Be W B 2 6], N FHRR 7 R 24 ot BT /i - FH =R B

BUEEE gss_release buffer(3GSS) -~ gss_release cred(3GSS)-~ gss_release name(3GSS) Kl
gss_release oid set(3GSS)-

MIC = JH R BT

BERH PR 5588

® b
B

o @
gss_wrap () gss_unwrap ()

/ #

| Twse |

MSG

@ \\‘a gzs_get_mic ()
gss_verify mic ()

¢

‘\
[MICO; ‘ MSG

.
. .
.
. ;
. ,
. ,
“+MICe)”

& a-10 A B AR R B

100 Solaris FZ &R & 4R - 2006511 A



Fr&{EH GSS-API IR AR T

iS5 GSS-API £1F

B ZIEFBRIRFTERMEE. 2 EEsh#N AR T2 e AR T IR sE B E - I
B XA N TR F AR H A gss_delete sec context() ABHERILZER) T X .
gss_delete sec_context() AJMIER 5% b F SO I RFEPELEF -

X T EE GSS-APLEUE 7 MC A EAT R =S A, AR L FH R P oo Hodb AT 7o 2 AN B Y

JiE o 3 XT] DL gss_release buffer() -~ gss release cred() -~ gss_release name() |
gss_release oid set() FEURTERK -
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GSS-API & F #1741

AFREX YR GSS-APL & P AL AR P dE AT 1Rl 2s . Hrp e E DU 0

%103 TUHFRY  “GSSAPI & AL Bl

%104 TR “GSSAPI & F ML - main() PREL”
108 T “FI 5 MRS e sz

109 TRy <IN SRS ERZE e RS0

116 TUHRY “ % P i ERI & Fh GSSAPI N SCHE»
B 118 TUHRY “EBER A = A

9123 TUHPRY < BRBURIRG TS GSS-APL P HLHTA S 4 b
F125 TR “MiBRZ 4 B0

GSSAPI & FHL = iz

FEBIZ PUREESF gss-client W] QI 5 ARSSas < AR 42 T30 BV Z2SE. HHHER
FREERR RTINS A - MR AR T TCP MU TR PSR i L B R L 2

DR JLTT B E % gss-client TV RAZEH BT . T gss-client 2— B 1EDIH
GSSAPI THEERIMEGIRR S . L OEATT e IZRF IR 5B 7 o XN R P I SE SR A
T TEM R E], ] UL Wbk T E

http://developers.sun.com/prodtech/solaris/downloads/index.html

GSSAPI & PH 54544

gss-client NARRFHITU TP

1 fENra AT -

2. WIERFEE THLEL WEAHLHIAIE— X SR ID (object ID, OID) ; &N EASANLE. 1t
IEH WIS B -

3. QIS S5 ds i -
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N UG

BNz BT
WHEMAIEHE -
- TREIAR S5 g2 A EE BT IER <47 .
. MBRZ 2 BT

11T GSSAPI Z P #1751

9

9

ss-client RBIER STTHRALL T

ss-client [-port port] [-d] [-mech mech] host service-name [-f] msg
port— T 5 host Fr 8 € B RE TH B LG B b 5 -
-dRE - T RZ 2RI TS - BRI, deleg-flag &2 1% E N GSS-API
GSS_C_DELEG_FLAG-. %M. deleg-flagix&E H% -
mech— B{F L 2WLHIIZFR, U Kerberosvs - R AKFEEEATHLEI. GSS-APIBi#
FHERAE L] -
host — AR S5 2RI A FR -
service-name— 2% P HLATE KU M AR SEIAFR - telnet « ftp Fll login ARSS{H & —LLH
il

msg—{E RS2 PRIPHIBHE L A BIMRSS e B FAF o« WERARSE T - 250 W msg EHE M
BT B S

B PLR R 7 ) R ey A T T REANEL T /R BIFTRR -

%

gss-client -port 8080 -d -mech kerberos v5 erebos.eng nfs "ls"

LU 7R BIATEE L] Ui 1 B8 T -

%

gss-client erebos.eng nfs "1ls"

GSSAPI E FH7Rf : main() BREL

5ATE CREF—f ZEERFHIINE shell AL S TEA A main () H1 o main() AIHATEAT
PURHEIRE -

104

et ST SEOF N R RIEESEL -

W EAHFHERAPLHEICLANIHLE]. WA parse oid() R GSS-APIOID (HIXf kxR
W) o WNFRIRAFFREZ2YEIRER. fifde L E Rt 7 s 2.

A call_server(). XEEFRAIE LT 3H A EEHE -

RERIEZ G, WRIE T EREN OID W% =S H] -

main () BURERIPRACHS LI AT /R~ BIFTR -
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i - MR BIAIR RSt n] DU Sun T8 HV ORI & 151H]
http://www.sun.com/download/products.xml?id=41912db5

41 5-1 gss-client /{5l : main()
int main(argc, argv)
int argc;

char **argv;

char *msg;

char service name[128];
char hostname[128];
char *mechanism = 0;

u_short port

4444;

int use file

0;

OM_uint32 deleg flag = 0, min_stat;

display file = stdout;

/* Parse command-line arguments. */

argc--; argv++;
while (argc) {
if (stremp(*argv, "-port") == 0) {
argc--; argv++;

if (largc) usage();

E5E . GSS-API B FHLRA]
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=41 5-1 gss-client 7Nffl : main() (&)

port = atoi(*argv);

} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;

} else if (strcmp(*argv, "-d") == 0) {
deleg flag = GSS C DELEG FLAG;

} else if (strcmp(*argv, "-f") == 0) {
use file = 1;

} else

break;

argc--; argv++;

if (argc != 3)

usage();

if (argc > 1) {
strcpy(hostname, argv([0]);
} else if (gethostname(hostname, sizeof(hostname)) == -1) {
perror("gethostname");

exit(1l);
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if (argc > 2) {
strcpy(service name, argv[l]);
strcat(service name, "@");

strcat(service name, hostname);

msg = argv[2];

/* Create GSSAPI object ID. */
if (mechanism)

parse oid(mechanism, &g mech0id);

/* Call server to create context and send data. */
if (call server(hostname, port, g mechOid, service name,
deleg flag, msg, use file) < 0)

exit(1);

/* Release storage space for O0ID, if still allocated */

if (g_mechOid !'= GSS_C_NULL_OID)

(void) gss_release oid(&min_stat, &gmechOid);
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return 0;

FIF SRS 2RRYIERE
call server () BELEA LU T AURS 5 AR S5 St AL % 8%
if ((s = connect_to_server(host, port)) < 0)
return -1;
sae— I ] socket () IR [EIH int FAVH SR RERLT -

connect_to_server() s& GSS-APT AMNERIN — ANl B pR 5, B B2 R A+ -
connect_to_server () BRI LL R R BIRT 7 -

i - ORI PRACRS th AT DU Sun kU LIRE . 15 51R]
http://www.sun.com/download/products.xml?id=41912db5

7l 5-2 connect_to_server() PREL
int connect to server(host, port)
char *host;

u_short port;

struct sockaddr in saddr;
struct hostent *hp;

int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);

return -1;
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saddr.sin family = hp->h_addrtype;
memcpy ((char *)&saddr.sin_addr, hp->h_addr, sizeof(saddr.sin_addr));

saddr.sin_port = htons(port);

if ((s = socket(AF _INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");

return -1;

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror("connecting to server");
(void) close(s);

return -1;

return s;

BASRF[HIKLELTX

N2 call_server() &{# client establish context() FEECRAIE %4 T
X WHATR

if (client establish context(s, service-name, deleg-flag, oid, &context,

&ret-flags) < 0) {
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(void) close(s);
return -1;

}
n e NI FREN connect to server() BN HERE o
»  service-name ;e E KITMLEARSS o
»  deleg-flag I THEEMR S a2 6 AT LAFE 4% P LI ACEE -
= oid F ML -
m  context e R AN T
L] Zt:ﬂags B int. HTHEE GSS-API ¥ gss_init sec_context () ATiR [BI (TR

IR ©

client establish context() $fTLL 1TSS :

w RS HIRE L GSSAPT N 20
w  EFPHUNIARSS & 2 R TSR ac e, EEIE N SRRy 2 2 | N SO Ik

AR Z AR R A GSS-API TR X

client_establish_context () HUTHIE ™MESLEMHH gss_import_name () KR5S HFRFAF
Heti )y Gss-APT NS =X -

Fl5-3client_establish_context() — ¥ HLARSS &K
/*
* Import the name into target _name. Use send_tok to save
* local variable space.

*/

send_tok.value = service name;
send tok.length = strlen(service name) + 1;
maj stat = gss_import _name(&min_stat, &send tok,
(gss OID) GSS C NT HOSTBASED SERVICE, &target name);

if (maj_stat != GSS_S COMPLETE) {
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display status("parsing name", maj stat, min stat);
return -1;

}

gss_import name() $REIFEAETEA B GSS_API Z& 111X send tok FIIARSSEFR. SREFil %S
PFRFRF B EEHLN GSS_API AR FR target_name- send tok i T H&=E, MAZHT
FHHHTHY gss_buffer desco H=PZEA N gss 01d. A TFEMH send_tok AFRAVIE R -
It/ {5 GSS_C_NT_HOSTBASED_SERVICE. JXZ/RARSSKH service@host 1=K - H RIS
FIEAATRE(E . 1S LA 305 TUHPRY < ERRETL

HGSS-APIE I ZE FTX

AR 56459 GSS-APT INFRIE X 2 IR BRSNS O 7 RUATRESEm nI BRI I 48R
BAEMENL .

WEAJEER ZH» client establish context() ¥R LN SCH token_ptr %5 - {HH

token_ptr B TR EFITIESE o token_ptr T LLFEIA send_tok (% 1EBIMRSSARIISRE) B recv_tok
(MRS LS -

TEPEMNINER . T B A W I

u gssiinitisecicontext()J\EEE/‘J%?&

AR LIRS R (AT ] BE BURAGER T 0 Fh IR B IR o Y YIRS SIE B A =S — 1%
JAET. gss_init_sec_context() AR [H GSS_S_CONTINUE_NEEDED -

® gss_init sec_context() FTARRRINE L 12 B IR 55 ety R K/

MRS ANAE, MFTRAFA AT UL L EBIRSS arE B F BT LUR HEER - SRR
/NTTHRAEE token_ptr Rl 5E -

PUF DA SRS i IE A GEAT T 1A -
do
gss_init sec context()
if no context was created
exit with error;

if the status is neither "complete” nor "in process”
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release the service namespace and exit with error;
if there is a token to send to the server, that is, the size is nonzero
send the token;
if sending the token fails,
release the token and service namespaces. Exit with error;
release the namespace for the token that was just sent;
if the context is not completely set up
receive a token from the server;

while the context is not complete

VAEEF WV gss_init sec context() TG, ZEEHA LI TS -
s FEEERLENL B RS -

n  EEAIE o ORI 6SS C NO CREDENTIAL 7t 44 Tk

m  gss-context: Foan g OIEE B SR -

»  R55HY target-name. 1F)I GSS_API NFHZFR -

= oid. HLHIID-

o ERARE . FEATRBIN, B PHUERPITLLT IR . RSS a8 ST HAE. FITHHER
HERE. MRS Ryai R E =R .

X BRI EIRR ] -

s R SKE R EESE -

»  token_ptrs ¥810 MRS ERULEIRY S HE -

w R SSERSERRE FHRIALE] - MLHEIEL AL IR E Dy NuLL, X2 RO N R e AN 2 5 % AR -
»  osend tok, Hlgss init sec context() ATAIERYEE & A B AR S5 asr S RE o

s GREFREE o B JINULL, XA R ORI R 720 T KR -

FE-FPVAESE L T X ZRiEFmHRBEIE - £ . RIS BE GSS-APT LUEIA T
SOEE o B, GSS-APT ZHE QAT KB MLHI % EAR QIR R IE o Rk, N TR 7T LA
gss_init sec_context( 1? %ﬁj&% TAE o (HRTEARSS a8 » HE%%%rﬁﬁﬁrfﬁjciﬁ?Yz
HIJM"ﬁHﬁEﬁ&ERHERE’J S5 132 TRy < IREUE

AT BT S 2 S FE, DL gss_init_sec_context() EMIREHRAREZ
J&: connect to server() & gss_init sec_context() TT{@ET%E%@JH&'R%E’JV
o MRS, MEPRS SO G T AR MR . R T
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. M AZ S R EBIRSS 2% o WIR A IRZA A WITCHE @ 1% 2 Rk 551 &
PRz, F H connect to_server() FHEH - LI N HEET EESHMKERIESHBES
fFTE -

if (send_tok length != 0) {
if (send token(s, &send tok) < 0) {
(void) gss_release_buffer(&min_stat, &send_tok);
(void) gss_release name(&min_stat, &target name);

return -1;

}

send_token () AN& GSS-API Fi%lL. TEHHM TS - send_token() BREL IS A
B HERTEF - send_token () TERXIIETRIE] 0. FELMIETRE] -1 GSS-API A& AWE 4
o T FH N R e 1 BT & GSS-APT EL QIR A o] B

I i <A sl K EX NN AT

i - ORI AT Ui Sun N EEHUOIREL . 1551R]

http://www.sun.com/download/products.xml?id=41912db5

il s-a A7 BT SCHUTEER
/*

* Perform the context establishment loop.

* On each pass through the loop, token ptr points to the token
* to send to the server (or GSS _C_NO BUFFER on the first pass).
* Every generated token is stored in send_tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by

* the next call to gss_init sec_ context.
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* GSS-API guarantees that send tok’s length will be non-zero

* if and only if the server is expecting another token from us,
* and that gss init sec context returns GSS S CONTINUE NEEDED if
* and only if the server has another token to send us.

*/

token ptr = GSS C NO BUFFER;
*gss_context = GSS_C_NO_CONTEXT;

1234567890123456789012345678901234567890123456789012345678901234567890123456

do {

maj stat =
gss_init sec context(&min stat, GSS C NO CREDENTIAL,
gss_context, target name, oid,
GSS _C MUTUAL FLAG | GSS_C REPLAY FLAG | deleg flag,
0, NULL, /* no channel bindings */
token_ptr, NULL, /* ignore mech type */
&send_tok, ret_flags, NULL); /* ignore time rec */

if (gss_context == NULL){
printf("Cannot create context\n");

return GSS_S NO CONTEXT;
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if (token_ptr != GSS_C_NO BUFFER)
(void) gss release buffer(&min stat, &recv tok);
if (maj_stat!=GSS_S COMPLETE && maj_stat!=GSS_S CONTINUE NEEDED) {
display status("initializing context", maj stat, min stat);
(void) gss release name(&min stat, &target name);

return -1;

if (send tok.length !'= 0){
fprintf(stdout, "Sending init sec context token (size=%ld)...",
send tok.length);
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss release name(&min stat, &target name);

return -1;

(void) gss_release buffer(&min_stat, &send_tok);

if (maj_stat == GSS_S CONTINUE_NEEDED) {
fprintf(stdout, "continue needed...");
if (recv_token(s, &recv_tok) < 0) {

(void) gss_release name(&min_stat, &target name);
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return -1;

}

token_ptr = &recv_tok;

printf("\n");
} while (maj stat == GSS_S CONTINUE NEEDED);

B X send_token() fll recv_token() TAERMELEE. ESIE 283 TIHIY <& Ff
GSS-API FEH R £

Sl AY =
= s FRYE T GSSAPI _E T30 iR{E
VENREBIFEE, gss-client ATHITHY—SLIhRER TiHBH « DL FIRIEA 2 HUTERTSSAT
DR, ZATUREEE R T B DA B At e .

» RAFFIRE BT
R BRSO
» RELE R SCRE

BBV ER IR A LR R BT -

i - ORI IR AR th T DU Sun N EkHO L3RI 15T51R]
http://www.sun.com/download/products.xml?id=41912db5

451 5-5 gss-client : calliserver()E§§ZJ:7<jZ
/* Save and then restore the context */
maj_stat = gss_export_sec_context(&min_stat,
&context,
&context_token);
if (maj_stat !'= GSS_S_COMPLETE) {

display status("exporting context", maj stat, min_stat);
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return -1;

maj stat = gss _import sec context(&min_stat,
&context_token,
&context);
if (maj_stat != GSS_S COMPLETE) {
display status("importing context", maj stat, min stat);

return -1;

(void) gss release buffer(&min stat, &context token);

/* display the flags */

display ctx flags(ret flags);

/* Get context information */

maj stat = gss inquire context(&min stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is_open);

if (maj_stat != GSS_S_COMPLETE) {

display status("inquiring context", maj_stat, min_stat);

return -1;
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}

if (maj stat == GSS S CONTEXT EXPIRED) {
printf(" context expired\n");
display status("Context is expired", maj stat, min stat);

return -1;

BEMLEER

%ydmmﬁ%ﬁfﬁﬁé%@%(wmﬁ)ﬁ%:%Eiﬁﬁﬁﬁ%om%ﬁﬁﬁﬁm
TTUT B URHEE -

B E L2 K/ NBRA b R AT AR DR B A T I -
IRIBUIRAN E BRI F R o R 42 PR MO SRR R L 715 B

IRELHIEFRA IR o R BR A RARIRTT e B 745 E -
R S5 A e [X P o b T g

P B A B 5545 -

AT IR AT A T RRHE -

i - ORGP th AT LI Sun T EHVLIREL . E T
http://www.sun.com/download/products.xml?id=41912db5

61 5-6 gss-client il : call_server() —EEHE

/* Test gss wrap size limit */

maj stat = gss wrap size limit(&min_stat, context, conf_req flag,
GSS_C QOP_DEFAULT, req output size, &max_input size);

if (maj_stat !'= GSS_S_COMPLETE) {
display status('"wrap_size limit call", maj_stat, min_stat);

} else
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fprintf (stderr, "gss wrap_size limit returned "
"max input size = %d \n"
"for req output size = %d with Integrity only\n",

max_input size , req output size , conf req flag);

conf_req flag = 1;

maj stat = gss wrap size limit(&min_stat, context, conf req flag,
GSS C QOP_DEFAULT, req output size, &max_ input size);

if (maj stat != GSS S COMPLETE) {
display status("wrap size limit call", maj stat, min stat);

} else
fprintf (stderr, "gss wrap size limit returned "

max input size = %d \n" "for req_ output size = %d with "

"Integrity & Privacy \n", max_input_size , req_output_size );

maj stat = gss display name(&min_stat, src name, &sname, &name type);
if (maj stat != GSS S COMPLETE) {
display status("displaying source name", maj_stat, min_stat);

return -1;

maj stat = gss _display name(&min_stat, targ name, &tname,

(gss_OID *) NULL);
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if (maj stat != GSS_ S COMPLETE) {
display status("displaying target name", maj stat, min stat);

return -1;

fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %u, flags %x, %S, %s\n",
(int) sname.length, (char *) sname.value, (int) tname.length,
(char *) tname.value, lifetime, context flags,
(is local) ? "locally initiated" : "remotely initiated",

(is open) ? "open" : "closed");

(void) gss release name(&min stat, &src_name);
(void) gss release name(&min_stat, &targ name);
(void) gss release buffer(&min_stat, &sname);

(void) gss release buffer(&min_stat, &tname);

maj stat = gss oid to str(&min_stat, name type, &oid name);
if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj_stat, min_stat);

return -1;

fprintf(stderr, "Name type of source name is %.*s.\n", (int) oid_name.length,
(char *) oid name.value);

(void) gss release buffer(&min_stat, &oid name);
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/* Now get the names supported by the mechanism */
maj stat = gss_inquire names for mech(&min_stat, mechanism, &mech names);
if (maj_stat != GSS_S_COMPLETE) {

display status("inquiring mech names", maj stat, min stat);

return -1;

maj_stat = gss_oid_to_str(&min_stat, mechanism, &oid_name);
if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;

mechStr = (char *) gss oid to mech(mechanism);

fprintf(stderr, "Mechanism %.*s (%s) supports %d names\n", (int) oid name.length,
(char *) oid name.value, (mechStr == NULL ? "NULL" : mechStr),
mech_names->count) ;

(void) gss_release buffer(&min_stat, &oid name);

for (i=0; i < mech_names->count; i++) {
maj_stat = gss_oid_to_str(&min_stat, &mech_names->elements[i], &oid name);
if (maj_stat != GSS S COMPLETE) {

display status("converting oid->string", maj stat, min_stat);
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return -1;
}
fprintf(stderr, " %d: %.*s\n", i, (int) oid name.length, (

char *) oid name.value);

(void) gss_release buffer(&min_stat, &oid name);

(void) gss release oid set(&min stat, &mech names);

if (use file) {
read file(msg, &in buf);
} else {
/* Wrap the message */
in_buf.value = msg;

in_buf.length = strlen(msg) + 1;

if (ret_flag & GSS_C_CONF_FLAG) {

state 1;

else

state = 0;

maj stat = gss wrap(&min_stat, context, 1, GSS C QOP _DEFAULT, &in buf,
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&state, &out buf);
if (maj_stat != GSS_S_COMPLETE) {
display status("wrapping message", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;
} else if (! state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

/* Send to server */

if (send_token(s, &out buf) < @) {
(void) close(s);
(void) gss delete sec context(&min_stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);

IZENFNHE I8 GSS-API Z P A Z IR

HITE, gss- cllent%%FTUJWHJCE&L?%EE’\Jﬁ%ﬂioH&’ S E R AR ER
MIC. B] LB recv token() FEZRILIEE

. HF gss_verify mic() EERCEIHEBNER (AIMIC) - gss verify mic() A T#
W@JH’J MIC 5 R EZERFEIAHE B TR - WRIR MIC SRBRSSa2 R, 125 G TE
out_buf o K H R EERARIE B MIC fEITE in_buftH -« WFXF A MIC ILHE. RZE(H
SBILEE - B YRGS I FTUCETRY S BRI X out_buf -

PAUT RSB 1 BRI AR50 25 44 BRI 7
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THl 5-7 gss-client 77 i — BEHURT R385 44 Bk
/* Read signature block into out buf */
if (recv_token(s, &out_buf) < 0) {
(void) close(s);
(void) gss_delete sec context(&min_stat, &context, GSS_C NO BUFFER);

return -1;

/* Verify signature block */
maj stat = gss (&min_stat, context, &in buf,
&out buf, &qop state);
if (maj_stat !'= GSS_S COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

(void) gss release buffer(&min_stat, &out buf);

if (use file)

free(in buf.value);
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printf("Signature verified.\n");

BlkrE £ ETX

calliserver()E@%ﬁﬂ%fimw&%Jiwtjz7?ﬁz[]?Umain()E@§&5E?tﬁ€Eﬁfﬁo

i - MR BIRIRACRS th n] DUE I Sun T & HV ORI & 151R]
http://www.sun.com/download/products.xml?id=41912db5

Tl 5-8 gss-client il : call_server() — MR £ T3
/* Delete context */
maj stat = gss delete sec context(&min stat, &context, &out buf);
if (maj_stat != GSS_S COMPLETE) {
display status("deleting context", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

(void) gss_release buffer(&min_stat, &out buf);
(void) close(s);

return 0;
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GSSAPI B 523 T~ 5 4514
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8.

R A PR (BB

1Z1T GSSAPI iR % 2& R~ {51

gss-server Eﬁ%??q]%ﬂq I)J\Tﬁgit :

gss-server [-port port] [-verbose] [-inetd] [-once] [-logfile file] \

[-mech mechanism] service-name

»  port 52 EAIT G 15« WIERARFEEAET G . WRE 6 U ] 4444 BRI ] -

[

-verbose ZFIIEIZT gss-server I ERiH A

-inetd FNFRF N MU inetd P HERERMITIR [ o -inetd i stdin F stdout 22
BIZEFHLo

-once PN XL B SCIERE -

mechanism JEZE N2 2HLHIR AR U Kerberos v5 o WIRAFAEE EATHLHI. GSS-API
R B A L] -

service-name ST LTI KAV LEARSSHIA PR, Ul telnet - fip B FKARSS -

R4 (7 TS AN DL o BT

% gss-server -port 8080 -once -mech kerberos v5 erebos.eng nfs "hello"

GSSAPI AR 55287~ {5 : main() BAEH

gss-servermain() RRECTHAT DL R ESS

128

fEtfrar TSRO L RIEE S

FRES WX B Al 25 1 52 1iE

VA sign_server() BB, ZRRELZPITIE R B IH B2 T34 R mIE 2 55 TIF
TR EL I ST IE

FEHAILET) OID £ PR3 (7]

TEFEFRAP AL T T TP ARSI 5% P 2

7 - O BRI RS th T DS Sun Rk HL3REL . 15 51R]
http://www.sun.com/download/products.xml?id=41912db5

T 6-1 gss-server /{7 : main()

int

main(argc, argv)
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45 6-1 gss—serverﬁﬁﬁ'] : main() ( & )

int argc;

char **argv;

char *service name;
gss cred id t server creds;

OM uint32 min_stat;

u_short port = 4444;
int s;

int once = 0;

int do_inetd = 0;

log = stdout;

display file = stdout;

/* Parse command-line arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-verbose") == 0) {

verbose = 1;
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4l 6-1 gss-server /5 fil : main()

} else if (strcmp(*argv,
once = 1;

} else if (strcmp(*argv,
do_inetd = 1;

} else if (strcmp(*argv,
argc--; argv++;
if (largc) usage();
log = fopen(*argv, "a
display file = log;
if (!log) {
perror(*argv);

exit(1l);
} else
break;

argc--; argv++;

if (argc !'= 1)

usage();

if ((*argv)[0] == "-")

usage();
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il 6-1 gss-server - main() ( & )

service name = *argv;

/* Acquire service credentials. */
if (server_acquire creds(service name, &server creds) < 0)

return -1;

if (do_inetd) {
close(1);

close(2);

/* Sign and return message. */
sign_server(@, server creds);
close(0);

} else {

int stmp;

if ((stmp = create socket(port)) >= 0) {
do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection");

continue;
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~fil 6-1 gss-server - main() (&)

/* this return value is not checked, because there’s
not really anything to do if it fails */

sign_server(s, server creds);

close(s);

} while ('once);

close(stmp);

/* Close down and clean up. */

(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/
(void) close(s);

return 0;

TR EERWLEI Q. A @R U AR - S5 ds R RE 7 Bl GSS-API Il - %/
HURE e B B 1 SR SR e« IR 5% 7 SR £ AR ALE

gss-server F£/F 1% server_acquire creds() L. 1ZBREH T IREUE R B IR 509 5E

1k . serveriacquireicreds()4%{2HE§§E@?§$@*H%§§§FHE@Zfﬁiﬂl%UFﬁfﬁﬁﬁ)\v /=P EAEIREA N
SR -

server_acquire creds() {#H GSS-API B3l gss_acquire cred() SRIREUR S5 23 AT R LRI AR 5%
HIFEIE o server acquire creds() j[F] gss_acquire cred() Z B BT LT AMESS -
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1. A HLHIGI IR %51 248 gk ML PARIBUELE -

WMHRLAHLHIA] AL Z B ANEIE, gss_acquire cred() BAECEHR BIFTHE X EENLHIY
IE - L. gss_acquire cred() £ —ENLHIAIERA . (FSIE 83 TIHHY “7F
GSS-APTHI{HFEIE” - ) {HZE, ERZEIEN (EHFEEEL) T BAFIETREHA
EHTZ L6 gss-server F/F I Edn 4T L3EE FMHLHI S SRS HLH] -
. B MEEEMMRIE Y gss_acquire cred() RIHBLEML A A& B NHLHE] (Bl
HIECHAMALE]) - WTFFR

if (mechOid != GSS C NULL 0ID) {
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mechOid;
} else

desiredMechs = GSS C NULL OID SET;

GSS C NULL OID SET Z&/<i 4 {di FHERAHLE -
2. BRSS A PREEH ) GSS-APTFE K -

1T gss_acquire cred() 2% gss_name_t ZEMITE RIUARS GFRIE NS EL. RILLLTE
AR S5 ZRREEH X S X o A {HH gss_import name() BEEHUTILES# . 5AFH
GSS-API PR —FE. ILRREE KR S EUCR A GSS-APT KA, (R A0 S48 AR 5% B R & il
F| GSS-API & X . 4N TFfR

name_buf.value = service_name;
name_buf.length = strlen(name_buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss OID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid != GSS_C_NO_OID)
gss_release oid(&min_stat, &mechOid);

return -1;
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FIBIEEIEPMMER L gss_release oid() FYFAEE .
LN namejMfﬁ?ﬁ%%iﬁE@ﬂ&%%fﬁ o HiE—MEm gssfnameft zEy

server_name WJFE%T o % =54 65S_C_NT_HOSTBASED SERVICE & name_buf HFFF i)
%? A FEXFEIT %ﬂxxﬁ!?@ﬁfﬁﬁ?ﬁ%ﬁﬁ%ﬁ service@host 1% =
%

PUTIXEATESS 2 5. IRSSaFE) 7 AT LAV A gss_acquire cred() :
maj stat = gss acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,

server_creds, NULL, NULL);

min_stat 52 PR EGR B YRS -

server_name ;e RSB IR -

0 R T EFLTRAEFIERKESFEEA .

desiredMechs E*QEJL FZ SRR -

GSS_C_ACCEPT R FRIERBEH TEZZ 2 LT3 -

wmrm&mﬁ@iﬁ@m AR A -

NULL: NULL R/ %R 7 TC 7 A1 P {58 008 AL B0 1R R R B (R S

LIRS UEBH T server acquire creds () PREY o

i - R B IR A B AT DU Sun T #EHVLIREL . H T
http://www.sun.com/download/products.xml?id=41912db5

Rfl6-2server_acquire creds () RRELRUREFIAD
/*
* Function: server acquire creds

*

* Purpose: imports a service name and acquires credentials for it

* Arguments:

* service _name (r) the ASCII service name

mechType (r) the mechanism type to use

Solaris FZ &R & 4R - 2006511 A



REUEIE

Ffil6-2server_acquire creds () FEAIREGITS (&)

* server_creds (w) the GSS-API service credentials

* Returns: @ on success, -1 on failure

* Effects:

* The service name is imported with gss import name, and service
* credentials are acquired with gss acquire cred. If either operation
* fails, an error message is displayed and -1 is returned; otherwise,
* @ is returned.
*/
int server acquire creds(service name, mechOid, server creds)

char *service name;

gss_0ID mechOid;

gss _cred id t *server creds;

gss buffer desc name buf;
gss_name_t server_name;
OM_uint32 maj_stat, min_stat;
gss_O0ID set desc mechOidSet;

gss_OID set desiredMechs = GSS_C_NULL_OID SET;

if (mechOid != GSS_C_NULL_OID) {
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Ffl6-2server_acquire creds () FERUREGILTS (&)
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mechOid;

} else

desiredMechs = GSS C NULL OID SET;

name_buf.value = service name;
name_buf.length = strlen(name buf.value) + 1;
maj_stat = gss_import_name(&min_stat, &name_buf,
(gss OID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S _COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid != GSS_C_NO_OID)
gss_release oid(&min stat, &mechOid);

return -1;

maj_stat = gss_acquire_cred(&min_stat, server_name, 0,
desiredMechs, GSS_C_ACCEPT,

server_creds, NULL, NULL);

if (maj stat != GSS_S_COMPLETE) {

display status("acquiring credentials", maj_ stat, min_stat);
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Ffil6-2server_acquire creds () FEAIREGITS (&)

return -1;

(void) gss release name(&min stat, &server name);

return 0;
}
& inetd
PREURSSHIEIE 2 f5 . AT LA gss-server REFRHFZRIEE T inetd - main BEEHZY
TIT A inetd:

if (do_inetd) {
close(1);

close(2);

WRFFHEE T inetd. NIFRF bR HFIPRAEER - SRS, gss-server ZEMXT
Frufek AJEH sign_server(): inetd FHHEIZREZ BERE: - BN, gss-server 2AIH—
NEETF, HH TCP Hfl accept () EZ X EHRTFIIER, RFEXT accept () IR B STHHS
IR R A sign_server() o

WRRGEH inetd. /P2 QIEERM LT HEILIERF NIk HE. WRAPEE T
-once M. MIERHE H UG 2 JF 241k -

N R EE

oA inetd ZJ5, gss-server FE/F A sign server(), ZEEATHITRFWEET
YE - sign_server() BB I server_establish context() SREH FTF .
sign_server() AJHATLL RS -

- BERLETX
. EJTHR
o PR G
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» R[EEHE
ﬁ%ﬁ%ﬁEuT%%¢ﬁ?ﬁ%oUTﬁﬁ@m%TSmewa@ﬁo

i - IR BRI AR th T DU Sun Nk LIREL . 15T5(R]
http://www.sun.com/download/products.xml?id=41912db5

Fil6-3sign_server() FREL
int sign_server(s, server_creds)
int s;

gss_cred_id_t server_creds;

gss_buffer _desc client_name, xmit buf, msg buf;
gss_ctx_id t context;

OM uint32 maj stat, min_stat;

int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */
if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)

return(-1);

printf("Accepted connection: \"%.*s\"\n",

(int) client_name.length, (char *) client_name.value);

(void) gss release buffer(&min_stat, &client name);
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Fle-3sign_server() FEAY (%)
for (i=0; i < 3; i++)
if (test_import_export_context(&context))

return -1;

/* Receive the sealed message token */
if (recv_token(s, &xmit buf) < 0)

return(-1);

if (verbose && log) {
fprintf(log, "Sealed message token:\n");

print token(&xmit buf);

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);
if (maj_stat != GSS_S_COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf_state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

(void) gss_release buffer(&min_stat, &xmit buf);
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Rfl6-3sign_server() PR (&)

fprintf(log, "Received message: ");

cp = msg_buf.value;

if ((isprint(cp[0@]) || isspace(cp[0])) &&

(isprint(cp[1]) || isspace(cp[1l]))) {
fprintf(log, "\"%.*s\"\n", msg_buf.length, msg buf.value);
} else {
printf("\n");

print token(&msg buf);

/* Produce a signature block for the message */
maj stat = gss get mic(&min stat, context, GSS C QOP DEFAULT,
&msg_buf, &xmit buf);
if (maj_stat != GSS_S_COMPLETE) {
display status("signing message", maj stat, min stat);

return(-1);

(void) gss_release buffer(&min_stat, &msg buf);

/* Send the signature block to the client */

if (send_token(s, &xmit buf) < 0)
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~fil 6-3 sign server() PR ( 4 )

return(-1);
(void) gss_release buffer(&min_stat, &xmit_buf);

/* Delete context */

maj stat = gss_delete sec context(&min_stat, &context, NULL);
if (maj_stat != GSS_S_COMPLETE) {

display status("deleting context", maj stat, min_stat);
return(-1);

}
fflush(log);

return(0);

#EE ETX

RN _b N SGEFE W K BTER PN SS 68 2 R PUT — RIS RSSH - 97 REFEFRY AT
fEPE R EIEE T RIS T B SO B SCaE - AR BT SCTERR S T
NN SO ER R R AL, HR = ERIT A - 1558 109 I <=3 5 S5 4s )
7 B TR .

PUFYRACTS U T server establish context() PR%Y -

i - ORI IR AR th T LU Sun T L3RI 151517
http://www.sun.com/download/products.xml?id=41912db5
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ﬁﬂﬂ6—4serverfestablishfcontext()Eﬂiﬁ
/*

* Function: server establish context

* Purpose: establishes a GSS-API context as a specified service with

* an incoming client, and returns the context handle and associated

* client name

* Arguments:

* S (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred

* context (w) the established GSS-API context

* client name (w) the client’s ASCII name

* Returns: @ on success, -1 on failure

* Effects:

* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned
* in client name and @ is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/
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int server_establish_context(s, server creds, context, client_name, ret flags)
int s;
gss _cred id t server creds;
gss ctx id t *context;
gss buffer t client name;

OM_uint32 *ret flags;

gss_buffer desc send tok, recv tok;

gss_name_t client;

gss _0ID doid;

OM uint32 maj stat, min stat, acc sec min stat;

gss_buffer desc oid name;

*context = GSS_C_NO_CONTEXT;

do {

if (recv_token(s, &recv tok) < 0)

return -1;

if (verbose && log) {

fprintf(log, "Received token (size=%d): \n", recv_tok.length);

print_token(&recv_tok);
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ﬁﬂﬂ6—4serveriestablishicontext()Eﬁiﬁ (ﬁi]

maj stat =
gss_accept sec context(&acc_sec min_stat,

context,
server creds,
&recv_tok,
GSS_C_NO_CHANNEL BINDINGS,
&client,
&doid,
&send tok,
ret flags,
NULL, /* ignore time rec */

NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min_stat, &recv_tok);

if (send_tok.length != 0) {
if (verbose && log) {
fprintf(log,
"Sending accept_sec_context token (size=%d):\n",
send_tok.length);

print_token(&send_tok)

144 Solaris FZ &R & 4R - 2006511 A



NE PRI SR

Ffl6-4server_establish context() EE%X (&x)
if (send_token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n");

return -1;

(void) gss_release buffer(&min_stat, &send tok);

if (maj_stat!=GSS_S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc_sec_min stat);
if (*context == GSS_C_NO_CONTEXT)
gss_delete sec context(&min stat, context,
GSS_C_NO_BUFFER) ;

return -1;

if (verbose && log) {
if (maj_stat == GSS_S_CONTINUE_NEEDED)
fprintf(log, "continue needed...\n");
else
fprintf(log, "\n");

fflush(log);
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ﬁﬂﬂ6—4serveriestablishicontext()Eﬁiﬁ (?i]

} while (maj stat == GSS_S CONTINUE NEEDED);

/* display the flags */

display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;

fprintf(log, "Accepted connection using mechanism OID %.*s.\n",
(int) oid_name.length, (char *) oid_name.value);

(void) gss release buffer(&min stat, &oid name);

maj stat = gss display name(&min stat, client, client name, &doid);
if (maj_stat != GSS_S COMPLETE) {
display status("displaying name", maj stat, min_stat);

return -1;

maj stat = gss_release name(&min_stat, &client);

if (maj stat != GSS_S_COMPLETE) {
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ﬁﬂﬂ6—4serverfestablishfcontext()Eﬁiﬁ ( §§)
display status("releasing name", maj_stat, min_stat);

return -1;

return 0;

sign_server() PREUH AL TR, B JEH server establish context() KfE% LT
o

/* Establish a context with the client */
if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)

return(-1);

server_establish context () BEUE L& H P HLERIIGL BT X R 2 X/ S/ -
T GSS-API ARG AN 2R SR IR 0 H B T HUTIX SR S50 BIRE - ASSds
8 recv_token() JREELSHE
do {
if (recv_token(s, &recv_tok) < 0)
return -1;
BTk, server establish context() 2] GSS-API BEi%{ gss_accept sec_context() :
maj stat = gss accept sec context(&min stat,
context,
server creds,
&recv_tok,

GSS_C_NO_CHANNEL BINDINGS,

&client,
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&doid,

&send tok,

ret flags,

NULL, /* ignore time rec */

NULL) ; /* ignore del cred handle */
s min_stat ;2 FERHLHDR FHOEE IR -
= context ;2T R 3o
»  server_creds e LR BRI EIE (ES LR 132 TUh Wy < FREUEIE” ) -
m  recv_tok & recv_token() MZFHLEEHT SR

®  GSS_C_NO_CHANNEL BINDINGS j& — ik, FnAFHBEESE (ESILE 89 iy «
7E GSS-API I FIEESE” ) -

»  client ;£ ML ASCIT A FK

s oid XLl (R OID #&=0) -

»  send_tok BB L EBIF LIS

» et flags i THEH LT SCRE L RHEEETIRI & FbnE. a0

message-sequence-detection -

» W NULL SRR P TE TR AE T SR PR R I A JE B 55 a2 5 AT LSS
HE P HLECE -

H%gss_accept_sec_context() & maj_stat 12 E JJ 6SS_S_CONTINUE NEEDED. {Z3Z{EHHLK
RS B A2 BBETER o WK maj_stat 51Z{EBF 655_S_COMPLETE A%, NIFRIAFE(E
[RIE, JEEREE

TR BFEEREEZ ISR, gss accept_sec context() #FE IR E—4 KR
send_tok KEWIEE . T—HEEREEFEELIEN SR W%Tf % 12 1% 4 hE -

if (send tok.length !'= 0) {

if (send token(s, &send tok) < 0) {

fprintf(log, "failure sending token\n");

return -1;
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(void) gss release buffer(&min_stat, &send tok);

}

N 22
RIFER

%% E T 25, sign server() BEWEFIIE A ZHHEE - BT GSS-API ANFEHEH T2
WS R R RILFRFRHE A recv token() BREY :

if (recv_token(s, &xmit buf) < 0)
return(-1);
HTHETREC L N, IR P 1 GSS-API K%} gss_unwrap () SRETTIHE «
maj_stat = gss_unwrap(&min_stat, context, &xmit_buf, &msg buf,
&conf state, (gss qop t *) NULL);
if (maj_stat != GSS_S_COMPLETE) {
display status("unwrapping message", maj_ stat, min_stat);
return(-1);
} else if (! conf state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

(void) gss release buffer(&min_stat, &xmit buf);

gss_unwrap() ZHEHY recv_token () ELEEITE xmit_buf FRIIE IS . FEHUZ Y B R4S e
msg_bufH o 1ETETE gss_unwrap () I DNSEL - conf state RG] THIIE & L2 101%H E
RIF T & (BDNE) - &fE—4> NULL &R 7 I HRA0E A TA4m208 2l Qop -

HERZEZFIR G

LEHT . sign server() BEELTE BAIE EHITE 4 - AVHEHTE 4 T BRHE ER9E B e
65 (BIMIC) FREIEZ L - JEIE(EJ%T@%(H%E&UJ%: EMRETF - 7T KB MIC:
sign_server() FH#H gss_get mic() EK¥%
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maj stat = gss get mic(&min_stat, context, GSS_C QOP DEFAULT,

&msg_buf, &xmit_buf);

gss get_mic() £ msg buf PEIZIHE . ERMIC. H % MIC &R xmit_buf o 4
. RE5EE ﬁi‘ﬁﬁ send token() B1Z MIC ZWBNZFHL. NS gss verlfy mic()
%V%ﬂﬁ MIC- EZ L 123 TUHRY < BEHURIRG S GSS-API & F LAY 25 4 3

W5, sign server() &HUT —LLIEBREIE . sign server() &1# [ gss_release buffer()
SRR GSS-APT & X msg_buf Kl xmit_buf- 85 sign_server() =[]
gss_delete sec_context() R T 3o

£ test import export context() EA%

BT GSS-API A] S H AT A LT3 X EEE 5] DUTE 2 3 FEFE 7 Hh R [R] 3 e 2 (Al 3
ZEFX. sign_ server() H&—1 A*ﬂfﬁﬁLJgﬁtest import export context(): fﬁﬂ:Uﬁ
BT S A S A L T - test import export context() ANTE #*}ZIEH%JE@J:—FX M2
S ERSHATERRE,. RAESA LT . B2 test_import_export context() &—"E
FRI AL AH AT TR R a5 GSS-APT T AR S %k, HH T—ﬂ//l?aﬂ‘ﬁ[lﬁﬁﬁﬂﬁ
[BIFRICRALHE E R .

test_import export context() PIRISHISLILL T /R EIFI -

i - R GIRIIR At AT LI Sun R EHVLIREL . E VI
http://www.sun.com/download/products.xml?id=41912db5

~fil6-5test import export context()
int test_import_export_context(context)

gss_ctx id t *context;

OM_uint32 min_stat, maj_stat;
gss_buffer desc context token, copied token;

struct timeval tml, tm2;

/*

* Attempt to save and then restore the context.
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~fil6-5test import export context() (ﬁi )
*/
gettimeofday(&tml, (struct timezone *)0);
maj stat = gss_export sec context(&min_stat, context, &context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min stat);

return 1;

gettimeofday (&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n",
context token.length, timeval subtract(&tm2, &tml));
copied token.length = context_token.length;
copied token.value = malloc(context token.length);
if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context token.\n");

return 1;

memcpy (copied token.value, context token.value, copied token.length);
maj_stat = gss_import_sec_ context(&min_stat, &copied token, context);
if (maj_stat != GSS_S_COMPLETE) {

display status("importing context", maj_stat, min_stat);

return 1;
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~fil6-5test_import_export_context() (&)
free(copied token.value);
gettimeofday(&tml, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n",
timeval subtract(&tml, &tm2));
(void) gss_release buffer(&min_stat, &context token);

return 0;

1£ GSSAPI R F =5 5l B FR

RIE ] main() EET. NARFSHH gss release cred() RMERARSS FIE . WHREZEN
HLEIEE T OID. NIFREFF & gss_release oid() MIFRi% OID B H -

(void) gss release cred(&min stat, &server creds);
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s 1 VR TRERKRE
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,I -(EPMFISRET . SASL % L2 e B FA SSEHIMLE] - H2. SKRRATIZH SASL AL
BERH 5 2 PRI SSF -

SASL FEIB{E

N FAFEFFIEIY 1ibsasl API 5 libsas1 T/ - libsasl Wl B AR FIEMAY EE 7 =%
KEMEE . NARFASESERBESE MA@ tibsast HTRA . —BRIBHT,
A tibsas W HEZRIUSG 4, P 5 X Seddi i R AR 7 1 - SASL 18 7] DL B 4%
HANART . i NHABRFARERARBEG AT ERE libsast -
EVEEL T IL A EIEEEH -

= libsasl 7] LA{# A BRI SR B SE B S AT 35 115 &

= UibsasU {325 N AIRE AT DA A (o] ife] 68 st ¢ AN C B AR D PR BR 42~ BEIE TR DL,
B PR BT -

. Hﬁ%%%T DAf56 FH [ e A B s A e ~ SN ) 9 11 4 Bk 75 9 DA BRI T 0 B ek

. ’é?F*MDH&Ra%T DL F [l B e 85 R B R S -

R AIRE R o] ACE MRG0 - )R AN 2 iG ml i o toh. tibsast S T REMTHNAM
TSR A [ET VR A ) [ AR IR o WERORTEAEG E AR 1. T UibsasURFHATER 21T -
R R R - RN E ID HEE T 2GR WA 2 iz 2R

A o FELRIEIRL AR R, PO EE R R AR 205 2 80 o DU SRR 425 (A1

»  ffE B AR R R

o BUEtEF

o il ERPENAIE

» EREREER

» A libsasU BHF A H A 2 R Hd E

] LL{# 45 %€ SASL [\ ID i NULL [0 o8 2R E M SASL [E11E « NULL [|1 i p& £l fe w2
F P BN T RO TR 09EE - FTE Y SASL B 1D #RLARTEE sAasL_cB_ FF3k -

SASL St DL AT 2 P oL SR 55 i {5 FE 4 [T 1

SASL,_CB_GETOPT FEEL SASL 63 o 30535 F B 1ibsasl (3LIB) FIAHEHH 11T
N WHE YSRGS -

SASL_CB_LOG R E libsasl R EAGH AR H D REE . BRETT R
syslogo
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SASL_CB_GETPATH KELLLE 5 7 FE SASL i HE R IZF13 - SR EEERTLL
TRRLER

» 32\ SPARCIARZRLEH: /usr/1ib/sasl

m 32U x86 (K ALEN . /usr/lib/sasl

= 6411/ SPARCA R LEM: /usr/1ib/sasl/sparcv9
m  x64 (K ZALEN: Jusr/1ib/sas1/amd64

SASL_CB_GETCONF IKEY SASL AR5 esRUBC & H RAIEE1E - BLE1RE N /etc/saslo

SASL_CB_LANGUAGE  J& P HLHINRSS dst8 DR B A% LI R4 E DUE 5 77 B RFC
1766 if 5 (LIS (FZLSERNT ) - BREIREDN i-default.

SASL_CB_VERIFYFILE  $&iiFfc & SRl so ik o
SASL &4t DL N XFR 25 P WLAE A g [m] 9 -

SASL_CB_USER FBFEFHHP 4. FF 4 58401D A - LOGNAME
A s R IR -

SASL_CB_AUTHNAME FREE FHLFAE AR -

SASL_CB_PASS KEEETZ AL 2 FE L -

SASL_CB_ECHOPROMPT RIS & PO R EE 3 o AT DRI E R B % AL -

SASL_CB_NOECHOPROMPT  #KHU%AE B HERAULE SR o« AR [H] 2o B & P HLAYHIA -

SASL_CB_GETREALM R TR AT -

SASL 2 DU {NER ARz 5% 2558 F i e o -

SASL_CB_PROXY_POLICY fe A B A AN T S F PR FEE R P

PUTHRAE « WIRATEMHELIEI . W25 50k
W 5 B P AR R — R - 4
FIXLEID AN[F] WFHEARF R - H IR SS
At I AR 7 LS R SAS RS

SASL_CB_SERVER_USERDB_CHECKPASS 1% A 72 HL i P SR ERnE a4
A

4
SASL,_CB_SERVER_USERDB_SETPASS ERAPBIEEPEESCA DS
SASL,_CB_CANON_USER VAL SRR SR LAY F P bR L R B

BRI SASLIERS . HRS5as 1% P L2 A AT L 22 /Il - $0T SASL 215 2 1l
slcHATE] A] LU 2z ml i o @0ia bl 2 B [T LR AL - 0 AR I B
S Z RHMESS - SASL ZETTAAMT . T DUR Bt [m] il o XS [nl i o] DUE & 2R mhl - (40
RE) -
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SASLiIERE T

libsas {# F SASL i 4% £ R YEF SASL 2% F HLFIT SASL AR S5 23 B8 1> SASL S1EHIRE -

M ETX AR T — MEAEMZ 2205 - RS EFHUTER

w EREE. WRSS - S EMMNEE B LR R E
»  REE TR

= TR SASLSSE L &)@k

s BIPRESURZE2ZEEE

SASL EH Ry B

TEIER T SASL A an AT P 3K o & P LRIE R RIEEN M, IRS5av I rRre s
e ARl RSk R B LS AR S5 s 2 TRE s SN P TR S LR -

BIE - REERSASLHNRERF
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158

ERHRE PR ESIR1E
Libsasl/ Libsasl/
Va1 wIEL

et

SASL &1 KK £ S| SASL &%
a1 < WEEL

kRS
iﬁ-i‘%g‘]
| Fn%

SASL HEI AR N SASL
[N < > I6E
DIEESE
SASL & sl SASL R% 4
RET AT T
SASL &% | TRER ,| SASL&iE
B B
Libsasl/ Libsasl/
173 B

B 7-2 SASL AE iy J&1 HA

DA #1908 1 2 R HAH A 20 3%

libsas1 #iEk

FFHLUAH sasl_client_init() RHIIAIL libsast LAEEZ FHLER ; MRS a5 VAH
sasl_server_init() RWIAIL libsast ABEARSSER A -

21T sasl_client_init() Bf. R A SASLEZ ML« ZFE P ALEIMLHILL K% % P WL AR AL
SR FRE. A sasl_server init() B, P& A SASLARSS &8 « 1 ZHRSS A RUMLA] < 1ZARSS
SRR AL I 1 DL B % R 25 250 auxprop fdifF - M sasl client init() 5. W LA
sasl _client add plugin() Fll sasl canonuser add plugin() SRAINEARZ WG - 7EMR
ot VA sasl server_init() J5. HJLLEIT sasl server add plugin() -
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sasl _canonuser add plugin() Fll sasl auxprop add plugin() iR INEAMIARSS estdif: - ik
PR REEM . FRATTE Solaris BAFHY LA T H FHEML T SASLALH :

32 fil SPARC K R E5EH4): /usr/1ib/sasl

32117 x86 R RLEM : /usr/lib/sasl

64 fif SPARC AR EEM): /usr/1lib/sas1/sparcv9
x64 1K Z&4EM: /usr/lib/sas1/and64

Al LL{#i F SASL, CB_ GETPATH B 54 (18 -

HEm s FTLORERTE LT 2R - SASL & LN 55 %5 AT 6E 45 LT [ -

SASL_CB_GETOPT
SASL_CB_LOG
SASL_CB_GETPATH
SASL_CB_VERIFYFILE

AN, SASL AR %5854 vl fE 145 SASL_CB_GETCONF [al »

SASL SiE ¥Rk

AR5 as FIZ P AL P ST 5 - B AT SASL HUTIRE, ARSS# A1 P #IL ] LL4> B 55
sasl server new() fll sasl client new() SRfllf# SASLZEH: | F - SASLZE FHLAIARSS 25 T
DL sas_setprop() SRiZEXALHIE G T2 2BREIVEE - HhITEEE SASLYE %277 N H
R Al LR EFE € SASL JERE b T SCHU B/ SSF~ B K SSF Ml & @it -

#define SASL SEC_ NOPLAINTEXT 0x0001
#define SASL SEC_NOACTIVE 0x0002
#define SASL SEC_NODICTIONARY 0x0004
#define SASL SEC_FORWARD SECRECY 0x0008
#define SASL SEC_NOANONYMOUS 0x0010
#define SASL SEC_PASS CREDENTIALS 0x0020
#define SASL SEC_MUTUAL AUTH 0x0040

- BUEAN 22 2 AT LIRSS A R B AT UibsasU SR SCLL AL IS ft -
FEIXEIGOLT . ATLUEE sas1 setprop () RBLEIMNEELIIE ID BYNGE SSF- BIYl. 154 1)
WO R 55 a4t & (5 SSLAN 7 P LEIERI TR O« 7EXFMEOLT . SNAREIERRIR AT LUy 2
HLAY R Z R IMAS SSF Al LU EH AN

T FHARSSES . libsasl T LURAEZ 2 @I RI MR SSE RiAifi & vl I SASLAILH] . P HLAT LA
B P SASL AR 5% a5 3K BURT A SASL AL
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J9{# SASL AR 5% %5 il LAl SASL 182 T30 MRS5S aM %A sasl _server new() » A LLEE
B FHEFARILA SASLIERE 1 N3 H2, WRETREEEN NS

#define SASL DEFUSERREALM 3 /* default realm passed to server new or set with setprop */
#define SASL IPLOCALPORT 8 /* iplocalport string passed to server new */

#define SASL IPREMOTEPORT 9 /* ipremoteport string passed to server new */

#define SASL SERVICE 12 /* service passed to sasl * new */

#define SASL SERVERFQDN 13 /* serverFQDN passed to sasl * new */

A LME M sas1 client new() Fll sasl server new() FIfEMTZSE. (B ENAFIMARERRSD o

M55 &2 FALAE AT LB sast_setprop () RIS AT et MM 2 4 SR - DL
ERESE

#define SASL SSF EXTERNAL 100 /* external SSF active (sasl ssf t *) */

#define SASL_SEC_PROPS 101 /* sasl_security properties t */

#define SASL AUTH EXTERNAL 102 /* external authentication ID (const char *)
*/

= SASL_SSF_EXTERNAL—H Ti&EHME K+, BIEHAHrIfE

»  SASL_SEC_PROPS— F T & X % 2 5%

»  SASL_AUTH_EXTERNAL—#MNBEHIF ID

55 @5 7T LU sas1 Uistmech () SRIRHIM AL 22 22 SR H T Fl SASLALAIRYSIZR - — 1%L
T F LT DR 5 WSO 5 5 20 AR 55 S R BT R 510 3% -

TG T SASL 2T IR RS o (EMERIGSERIET. Jy 7RI, a1 s
AT & e A B RG A -
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EP*JIH?T%VE HE%%F??TM’E
R S| EEEPL
R S5 2% - EE.

A sasl client new()
LI libsas! £ 3.
AR sasl_setprop ()
VIR E libsasl L X E1%.

K M sasl listmech()
ﬁfﬂﬁﬂ%‘] ————— LAZRER AT A B9 .
° m%& AR ENFITIZR.

M sasl client new()
VLB libsasl LT 32,
F sasl_setprop ()
Vg E libsasl ETXXE 1%,

7-3SASLE1EWIIALL.

SASL I&iF

B E AR B 22 HLH R AR A % P LRI AR S5 28 27 3% - SASL % F AL R
sasl_client_start() FIZEH ML R2ILEITIE . YR EHF K EHRSSH - Libsast FHKE
A LRI 2 P WL 22 42 SR 1% P B T 1t SASL 2B AU BRAE ML o 2 P HLI 28 4 SR 131
RFHINLE o« EERIVLHEIE sasl client start() IR\l - HEF, 22 LAY 22 2 HLH F5 2 HAth
FEfE & o X FEEMBIEE. tibsast FFE AR ERIEIE . BRAEEEEECH NULL. 4158
[E] 38 55 NULL, 1 libsast 1% [6] SASL_INTERACT FIXt AF T8 EAYIE K o« 405K (A
SASL_INTERACT IR fif FiE KIS E WA sasl_client_start() o

IR sasl_client start() #Z[H] SASL_CONTINUE 8{ SASL_OK. NI% LN [f] AR 5588 & 1%
5 R BRI BT A S E R I E AL o QSR AT A . IR MR T B -
FATALA] AT REFRAS AT F -

MR 55 e & P ALEE NS, DL ATA SRR - fifs. MRSeI1SEA

sasl_server start() RAIALILZTEAIHLEIELE - sasl_server_start() IERLCBERT A VS
TEEHE o 415 sasl server start() JX[A SASL_CONTINUE 8( SASL_OK. MRS #8154 % 1%
BEEE o W5 sas1 server start() IREUEMHEA{E . MIFRTHI TR OATTEZH
WU BRI o DA IR B0E « R 1% FR A E (# F SASL | F -
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TG T ES > A I R

ER #lfl.?fé{’ﬁ B 55 2R R 1E

M sasl client start()

FER SASL
ETx

<4 1AM sasl client step()
|
IRENE K B HE -

A

SASL_INTERACT

SASL_CONTINUE

SASL_OK
mﬂ%ﬁiﬁﬁ%ﬁ o N FREX SASL *{Lﬁu 0
SASL #if. %= P11 SASL ##E.

HH

1o
RS
sasl server start()

B SASL SASL_CONTINUE
+Tx SASL_OK

7-4SASLIGIIE : & iX % P HLEE

162

WHRARSS 85T sas1 _server start() FUYEFIRE] SASL_CONTINUE. MRS #4446 5%
MLHITEE . DKEFTE L ENEIEE R - FEP RIS ERRETHLE . RFE. BH
HUATLAYE A sast_client_step() SRACEER B IR SSapAVIIEEIE I AR - IR, ARS5ER
AT LAYAH sasl server step() RACFER A% A HLYIGIEHAHN A R T E » HASHL et
HAT N L BB REH ISR L o RIRE SASL_OK. NIFERXt % F ALk 554
FIEE BN TE R - SASLAILHI AT REHAR B BL 1445 75— ) HA BN s . PRk 53— m LA
FERRIIIE o TEPIN AL TE IR T . IR 5528 FI% P LIS v] 2 4Rz It o Jeg 12 o
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TSR 7RSS &5 % P L2 8 b H th S S dE A U TS B .
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EPHURIE PR 55 85 R4

I I
MB35 28 3K HR J— % AL % p
SASL £ 2. SASL #i&. ¢

SASL OK / &®l&

iR

‘ SASL_CONTINUE

AR sasl client step()

I

FREUE KR E R -

A

fHix

Em

=
BY
153

SASL_INTERACT

Bt SASL SASL_CONTINUE
ETX SASL_OK
EIAR S8 A& 1% N NEFHIZKE
SASL %3 . — SASL #3E.

SASL_OK

SASL_CONTINUE

HH

sasl server step()

SASL_CONTINUE
SASL_OK

T2 SASL
T

7-5 SASLEGAIE « AbFRIAR 2% 23 54
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SASL{RE M FITTE M

EiE R RZ, HHH sasl_getprop(3SASL) FREUCR & %25 & KT (security strength
factor, SSF) IEE B AT 0. MREWMHE L LR, NEINEIEE & FHUFRSS gL 0% A
FH SSE o TEZ P HLS MRS e 2 [AAC PR 77 N 5 ik 77 AR TR - T8 b 2% F HLEL
ARk S5 e A 28R 2 B ¥ sas1_encode () M A THE -« TEFE . {4 sasl_decode() XI%L
EHTIERS . WEREhR L 2R, WIET SASLERE T . Fhfg. BN 2Bl E 8 0 H %

FTF
BHISASLESIE

RAEEASEE MR AN SASL % | 73 - sasl_dispose() RFFEH SASL 1%
B bR SCUL R SRR BRI AIALE] - 8 sas1 done() ZHil> ALZ0ALHE SASL &S | T
3o sasl_done() NI DTREM SASL IR BT SCHHR - 162 ULAR 165 DU “libsasUiFBR

FEI SASL 21T, KR A BRI MLHI T ARSI T BN - RAEEASEEHH SASL&1F
BF. A NREBZ G - A0 HAt g T LB A SASLIRE - &P LA S s i A
sasl dispose() B SASLiZERE F N3

libsaslfﬁﬁﬁ

b 25 SR AR SASL FE R (4 AU T A BEIR - % P LRI S48 7T LAV sas1 done () SRR
libsasl() BRIFIFEIE T B SASLIAi{F o sasl done() NEFRI SASLi%EHE: | F3C . 51
. WNEN FHTFEF [EI /) SASL % WL SASL RS #s. M sasl done () PRI SASL &%
FURILFN SASL ARSS 28 BTIR « 1B A REI BRI P ML AR 55 2 iy BT R -

A SEE - AR sasU done() « RFAFEFTEVAM sast done() I S5 LEEIA, Wb 5HTE ]
BE(HE F libsasl B & 4E T4

SASL 7~ 151
KT IRBHZ P VLN AR T SRS N T 2 B3 SASL 2% - ZnfFlE LI FHIE .

L B USRS AT AR AL 1ibsas U R EL AT 2 /5 [l -

SASL_CB_GETREALM
SASL_CB_USER
SASL_CB_AUTHNAME
SASL_CB_PASS
SASL_CB_GETPATH
SASL_CB_LIST_END

2. MRS5S RIFTER AT LIIAML tibsast HF IR E LL T 2R [EIH -
» SASL_CB_LOG

B7E . REERASASLMNARERF 165
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= SASL_CB_LIST_END
3. HPHURFEIEE SASLIESR T30 IRBE W RR/IEH AR E15 Kol LSR5 -
4. MRS5asFFaIE SASLIER N30 RER 2R, IRIUE % SASLALHIR SR m2 L

KIEGINF -
5.%FM?%Wﬂ%M%%W%,ﬁ%—WMﬂ:#ﬁ%%ﬁﬁ%%ﬁﬁ%ﬂﬂ%&%ﬁ
HOUE R H -

6. WG, &N SS a5 5 i SASL ¥l ELRIHEM 2 & Z h s 5E s M Lk o

7. BHESERE . B HUMIARSS SR 2 & IR 222 o P LR S T 5
5. KI5 ZRZEE LRSS a - RSS2 e 2l BiE i F -~ W - 4 FZH
FHIATU, -

8. HRSSEHIFHRN - AT S RIS, -

9. ZF NI sast_dispose () LU F AL SASL ZEHE 1 F - Filifg. &AL
sasl_done() LAFEIK libsast BT -

10. k55 e FE A sasl dispose() DI E P PLER T
LR 2% P LS I gsas 2 RS o« SUTRAR, 2 ER% tibsast BN TAH - BREHE

b e Ak 2 MR TR - B R A e g IE U aR . R BT AN b 2o R IR 715
c G RIRETEINL s RRKE TR - M5 D RIS f ik 17 PR R 7 IR

.

=L
% doc-sample-client
*** Calling sasl client init() to initialize libsasl for client use ***
**% Calling sasl client new() to create client SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***
Waiting for mechanism list from server...

R 55 d

% doc-sample-server digest-md5

*** Calling sasl server init() to initialize libsasl for server use ***
*** Calling sasl server new() to create server SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***
Forcing use of mechanism digest-md5

Sending list of 1 mechanism(s)
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L

L

S: ZGLnZXNOLW1kNQ==

S: ZGInZXNOLW1kNQ==

received 10 byte message

got ’'digest-md5’

Choosing best mechanism from: digest-md5

*** Calling sasl client start() ***

Using mechanism DIGEST-MD5

Sending initial response...

C: RELHRVNULU1ENQ==

Waiting for server reply...

C: RELHRVNULU1ENQ==

got 'DIGEST-MD5’

*** Calling sasl server start() ***

Sending response...

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0OYWxUOVcvanUrcmp5YmRgaHM\

sbT01am@OxMTQxNDIiLHFvcD@iYXV@aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj@ic\

QwLHJIjNCO1INixyYzQilLG1lheGJ1Zj0OyMDQ4LGNoYXIzZXQ9dXRmLTgsYWxnb3JpdGhtPW1k\

XNz

Waiting for client reply...

S: bm9uY2U9Ik1licGxhRHIZNE4Z1gyVm51Qz15MTZ0YWxUOVcvanUrcmp5YmRgaHM\

sbT@iam@xMTQxXNDIiLHFvcDOiYXV@aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj@ic\

BIE - REERSASLHNRERF
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QwLHIjNCO1INixyYzQilLG1lheGJ1ZjOyMDQ4LGNoYXIzZXQ9dXRmLTgsYWxnb3JpdGhtPW1k\
XNz
received 171 byte message
got 'nonce="IbplaDrY4N4szhgX2VneC9y16NalT9W/ju+rjybdjhs=",\
realm="jm114142",qop="auth,auth-int,auth-conf",cipher="rc4-40,rc4-56,\
rc4" ,maxbuf=2048, charset=utf-8,algorithm=md5-sess’
***% Calling sasl client step() ***
Please enter your authorization name : zzzz
Please enter your authentication name : zzzz
Please enter your password : zz
*** Calling sasl client step() ***
Sending response...
C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSJqbTEXNDEOMiIsbmOuY2U9IklicGxhRHIZNE4\
yVm51Qz15MTZ0YWXxUOVcvanUrcmp5YmRgaHM9IixjbmOuY2U9InlqZ2hMVmhjRFIMa@Fob\
tDSOP2WVUXMUM4V1INycjIVWm5IR2VKkc1k9IixuYzOwMDAWMDAWMSxXxb3A9YXV0aCljb25m\
Ghlcj@icmMOIixtYXhidWY9MjA@OCxkaWd1lc3QtdXIpPSIyY21kLyIscmVzcG9uc2U90TY\
ODI1IMMRMNZY4YTJjYzkxYjJjZDMyYTkOZWM=
Waiting for server reply...

AR 55 s
C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSJIqbTEXNDEOMiIsbm9uY2U9Ik1licGxhRHIZNE4\
yVm51Qz15MTZ0YWxUOVcvanUrcmp5YmRqaHM9IixjbmOuY2U9InlqZ2hMVmhjRFIMa@Fob\
tDSOp2WVUXMUM4V1NycjIVWm5IR2Vkc1k9IixuYz@wMDAWMDAWMSXxXxb3A9YXV0aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWd1lc3QtdXIpPSJIyY21kLyIscmVzcG9uc2U90TY\

ODIIMmRmMNZY4YTJjYzkxYjJjZDMyYTkOZwWM=
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L

got 'username="zzzz",realm="jml14142",\

nonce="IbplaDrY4N4szhgX2VneC9y16NalTOW/ju+rjybdjhs=",\

cnonce="yjghLVhcDRLKAhoirwKCKIvYU11C8WSrr2UZnHGedrY=", \

nc=00000001, gop=auth-conf,cipher="rc4",maxbuf=2048,digest-uri="rcmd/",\

response=966e978252df768a2cc91b2cd32a94ec’
*** Calling sasl server step() ***

Sending response...

S: cnNwYXV0aD0OyYjEzMzRjYzU4NTE4AMTEWOWM30TdhMjUwY j kwMzk30Q==

Waiting for client reply...

S: cnNwYXV0aD0OyYjEzMzRjYzU4NTE4MTEWOWM30TdhMjUwY j kwMzk30Q==

received 40 byte message
got ’'rspauth=2b1334cc585181109¢797a250b903979"

*** Calling sasl client step() ***

Negotiation complete

**% Calling sasl getprop() ***
Username: zzzz

SSF: 128

Waiting for encoded message...

Waiting for client reply...
C: got ’' *** Calling sasl_server_step() ***

Negotiation complete
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*** Calling sasl getprop() to get username, realm, ssf ***

Username: zzzz

Realm: 22c38

SSF: 128

***% Calling sasl encode() *** sending encrypted message ’'srv message 1’

S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loajiwABAAAAAA==

E9arih
S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loajiwABAAAAAA==
received 34 byte message
got "’
*** Calling sasl _decode() ***
received decoded message ’'srv message 1’
*¥** Calling sasl encode() ***
sending encrypted message 'client message 1’
C: AAAAIRAKTEMYOn9X4NXkxPc30TFvAZUnLbZANqzn6gABAAAAAA==
*** Calling sasl dispose() to release client SASL connection context ***
*** Calling sasl_done() to release libsasl resources ***
AR 55 s
Waiting for encrypted message...
C: AAAAIRJKTEMYOn9X4NXkxPc30TFvAZUnLbZANqzn6gABAAAAAA==
got '’
*** Calling sasl decode() ***
received decoded message ’'client message 1’

*** Calling sasl dispose() to release client SASL connection context ***
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AR 512 At B9 SASL

AR G T SASL LR P S (AL T EL th R S5 3 - -

E-HTSHARE, X THE Solaris & F /AR S a3 LHIE {4 Solaris SASLSPI A ZFF L 22
FE itk E Solaris % F /AR S5 et HlAE 1 A GE SR L SR BRI 2 ERR 55 - Solaris & F HL/ARSS
AL 1 58 L BR il -

SASL i {5 8E 4

SASL IR 5 $R {13 #2 [ (service provider interface, SPT) ] SEE{# {5 libsas J& 2 [RIHVIE(S -
SASLIfifFiEE N LR L » AL ET DI — PSRRI A SASL fi
H o T HEEERFEAEH tibsast 1T dlopen(3C) BN SF FFHY

A AT DR S0 E R 1ibsasV N FHERF o i/ sas1_client_add plugin() ERIEKEL
sasl_server_add_plugin() FRECE N XEERREIVGME. BAEMN BT 2&F P LA ZR S %
M7 o

Solaris #{EZR SRy SASLIEfH EE DL F &k .

SR PR R UL T TR TR RS U R B RIFZ Jso) Hie
WAL T AT SRR B H » SASL_CB_VERIFYFILE [B1E T E3E 4 o

T 0 BB TR LD A5

SASL & LRI R A A 5 SASL AR S B8 it I 47 ¢ i A DL A

i PF 75 ERENS BEh WAL, -

TR AR L 5 1ibsasl B — HEHIEAUDTRD .

SASL {3 AU LT

& P AL
M55 LA
PRAE(L IR FF
Auxprop ffiff

sasl client init() AT E SASL & HL%E AFTA o] I P LI -
sasl_server init() AT E SASL RS e AR SS e 4/i 1 - AReEALIG R auxprop fAi {4 -
A sasl done() B B ENE AT A HdG 1 -

FEHIE 1ibsasl {#H SASL_CB_GETPATH [0 s 5Bk 4 #1% - SASL_CB_GETPATH
REILE SR E RY1E, DRTEEA BT - W5 SASLIH HIEE T
SASL_CB_GETPATH [H]1f, M libsasU K IR EI I ZRER 1R - A, SASLYH %77 T DL
F 5 2R R A B A 18 AE -

» 32\ SPARC KA %ER: /usr/1ib/sasl
w3211 x86 1R REEM . /usr/lib/sasl
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m 6411/ SPARC{E R LER: /usr/1ib/sasl/sparcv
»  x64 (KA RLENT: /usr/1ib/sas1/amd64

TEZE G REH, libsasU A EGHT SCRFAOF PRRRA o S R0 IR [ZRRAS L R A 12 4 1
ZEN o WERZRRAR G 1%, M libsast BPAT 28 A6 - M BIA 5 SASL_UTILS_VERSION
N4

VGRS . flPFS tibsas Z (Y 5 SL@ (5 18l L@ L EE R AT o Tl PR
sasl utils t Z5FERUEHH] 1ibsasl- libsasU LU N &5 RRY A L S S TE(E -

sasl out params_t
sasl_client_params_t
sasl _server params_t
sasl client plug t
sasl server plug t
sasl canonuser plug t
sasl _auxprop plug t

AJLUTE SASL Sk Sk B X BEEE RGO CRS o X BEgE Mg fE7E T — 1Tl T /144 -

SASL A {FRIEE L
libsasl Sffiff 2 (Y1815 2 im it DU S5 89 52 A -
= sasl utils t—sasl utils t &5FH & REKHFRF R L =f E 3

HEERY L& K BT AR S A\ IR BRSSP B . 2 REUZTE A libsasl
PR A LB CAOFEE - WtE AR FEEAA libsasls AR THEMER. HEELE
SASLIHZRTT -

libsasl ¥ A sasl utils t G =F F 3o
®  sasl_conn_t *conn

®  sasl rand t *rpool

®  void *getopt context

TER LB (WEARGEE) T, sasl utils t H1AY conn B & SCFR | 5188 H Xt . TE
FAN—BEIBE IR, conn A2 SASLYHZE 7Y SASL 3% N o rpool 2% & FH T RENLEAE B
PEEL - getopt_context ;BN 1% 5 getopt () ERELE SN LT X .

sasl getopt t(3SASL)- sasl log t(3SASL) Fll sasl getcallback t (3SASL)

= sasl out params_t—libsasl FH T8 sasl out_params_t &5HH FRLEMIZBLE T L
B SSER Y mech_step () o ILEER AT LURE DU N5 EAZ 1A% tibsast . BIEIRAS -
authid~ authzid- maxbuf~ PRI ssf DLRCERSR ISR AR IE(E 5

® sasl client params t—libsasl{#/f sasl client params t ¢5F9B & P HUIR S E 34
SASL % FHLAILH - 25 FALILEIRY mech_new() ~ mech_step() Ml mech_idle() AT
RIEWIREEE - canon_user_client() A S TFE RN ZiE% PRS-
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® sasl _server params t—sasl server params_t Z5f97EAR S5 e it AT A
sasl_client params_t F{LIAYTHEE -

& PG

B P 8 B SASL PRI RO P i o B 7 AL 268 B X S R S5 s A 1 — [T FT L
B ML LS — el 2 R P i SASL LA - A SASL & P LU AR SR I0AEE - SEBME
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= mech_step() —mech_step() AJ1@IY sasl client start() Fll sasl client step() 1T
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= mech dispose() —mech dispose() ETEZ 2R M L XTI/ - mech dispose()
H sasl_dispose() $E1TIAA -

= mech free() —mech free() f27E libsasl FHIHTHITIRAR - FHHTE LR RRE
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mech new() — AR eEBIT I sasl server start() (] mech new()) RBENEE
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decode() —FH sasl encode() ~ sasl_encodev() Fll sasl decode() #F4T1#H
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H PR EER T R EX
ST PR TP E B RAIELUT L

P EMGIHE AR . REBRERELENNRALEN AR F AT ERRNEE
BIhRERVE, (RRMEE P DIGFEENRE LHINS - RIS B EE
RTLD_GROUP ] RTLD_NOW # = N /1 dlopen(3C) T -

»  (EHEON R A PKCS #11 Cryptoki SEE o I =XF AP Y WAL TEHIAF 5. TANE
AT IH BT R AR -

s SRPUENY (EHFIELTE) NEIEEBRIEHE fini () BIRE . Q1SRN PR e o 3 22 % () el 25
A libpkes11 FIE MR HE 2 EE, M SRE(H AL 75 ok S0 TE ¢ Finalize() YA Z B4R
W5 ES L 182 TUHAHY < e F P gt it b BB s B o

. Fjﬁﬁ Sun Microsystems, Inc. RLAIES - ES ILE 383 TTHHY “HIS R EEBIED

»  FHEAIERH elfsign X ZEGISCAEEITEA - 165 ILF 385 TR <R & fEft#
» EH Sun YER L EXRIATITH - 15S IR F.

NIRRT REX
BRI TR BT ILA

»  f$E <sys/crypto/common.h> Fll <sys/crypto/api.h> .
» AT AR R AT -
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B E R PR IRMEE h H IR BRI T

R RREER T R EK
ST AR TP E B AL TILE

fgﬁ§<sys/crypto/common.h>$ﬂ<sys/crypto/api.h>o

SEATEM ~ TERHAIER BRI LT I BIRE -

SHLFTABIRE. DN ERES R B .

S BA Z A RIE R ERSE Y -

B TR AR o

[ Sun Microsystems, Inc. FEHEIIIES - 165 UL 383 TIHHY < HIHTRIL & 25 B E1

(EFAUEF R elfsign XF —GEHISCAEIEITE S « 1HS ILE 385 Uy “EF M -
12 Sun YRE X PIRZESRETH B - 1HS IS F .

B GE £ A PR R i o H DL AR B PR SR

182

BN EREZL R P R ER S R fini () BREL . EIERF PR, AR ST
_fini() &L _fini() EECEIRATE PG TR S I FIEMR SR AT L/ - R
SZARBOEHRELH FH 1ibpkes1l AIFETEF ¢ Finalize(), KA libpkesll £3EFE, HA[fEIE
N FHFE (A -

PR fini() KRB THFEAE AT EE N R RS 5 TR Al — A L find #8430 L find
ER R HZ T TR B EE . 15 UL (Linker and Libraries Guide) - DA NUEBREFIER T 40
B find #7) -

1 8-1 [ PKCS #11 JEFR ML fini()

#pragma fini(pkcsll fini)

static void pkcsll fini();

/* [... (other library code omitted)] */

static void

pkcsll fini()

{

(void) pthread mutex lock(&pkcsllmutex);
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45181 [] PKCS #11 FEFRME fini() (&)

/* If CRYPTOKI is not initialized, do not clean up */

if (!initialized) {

(void) pthread mutex unlock(&pkcsllmutex);

return;

(void) finalize routine(NULL PTR);

(void) pthread mutex unlock(&pkcsllmutex);
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* o0 F 9 =

"5 M PRIENAREFRAEE

AR F U & PKCS #11 EREHE

B

%186 TUHIY
% 186 TTHIHY
55192 TTHHY
%197 TN
5206 TTHIMY
5221 TIHA
5227 TUHY

Cryptoki FEH#EA

“PKCS #11 HIEH 3~
“{fi Ffl PKCS #11 Hy 5%
“W B E R
KRR R

“ L RS

B AL 19 A O 15
“H PR it E R

ARMEERNWELER. HSMHE s =

1T RS R

PRI . s T

Solaris fIZEHEZRFR 7 287 FHFR 7 185 1ibpkes11. so fRRHFTFEHERY cryptoki 2R 15[
PKCS #11 K%} - pkcs1l_softtoken.so fEH 2 Sun Microsystems, Inc. $2{H[) PKCS #11 X%
FRSEER, TR BUMENLS] o B WA R B A RIBLENER o D LA af LLsid 58 =77 1

FFeft .

ARTTH TS R AT SRR PKCS #11 &
M. KFTIENE T —LHE

PR [BME

R [ RS a4 A BIRE SR T S it &
JLHIBEEL - K cryptoki FEHFTHTTRNFER M. 1§ S 10U

JS7 B - DT B http://www.rsasecurity.com/rsalabs/pkcs/pkcs-11o
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Cryptoki EEfEiR

186

PKCS #11 BRE15 R

TSI T Solaris MNZEMNEZRHHY pkes11 softtoken.so ATSZFFHY PKCS #11 RRESEFI DL K AH
KRR -

1A —c Initialize()~ C Finalize()~ C GetInfo() Fl C GetFunctionList()

%’iﬁ%ﬂ—c_OpenSession() ~ C_CloseSession() ~ C_GetSessionInfo() ~
C CloseAllSessions() ~ C Login() Al C_Logout()

FEIEFNSHRETE — ¢ GetSlotList() ~ C_GetSlotInfo() ~ C GetMechanismList() ~
C_GetMechanismInfo() Fl C_SetPIN()

ﬂﬂ%*ﬂﬁgﬁff—ciEncryptInit() ~ C_Encrypt() ~ C EncryptUpdate() ~
C_EncryptFinal() ~ C_DecryptInit()~ C Decrypt() - C_DecryptUpdate()

C DecryptFinal()

7%.%‘?ﬁ§—ciDigestInit() ~ C Digest() -~ C DigestKey() ~ C DigestUpdate() gl
C DigestFinal()

MACBYZZFR A —c Sign() ~ C_SignInit() - C_SignUpdate() -~ C_SignFinal() -
C_SignRecoverInit() F C_SignRecover()

K2 —C Verify() -~ C VerifyInit() C VerifyUpdate() - C_VerifyFinal() -
C VerifyRecoverInit() 1 C VerifyRecover()
XYEF@L%j]ﬂ@lfrﬂﬁ—CiDigestEncrythpdate() ~ C _DecryptDigestUpdate() ~

C _SignEncryptUpdate() bl C DecryptVerifyUpdate()

Eﬁ*ﬂ%ﬁﬂiﬁi—ciseedRandom( ) I C_GenerateRandom()

iﬂ'%""é‘ﬂ—c_CreateObject() ~ C_DestroyObject() ~ C CopyObject() ~
C FindObjects() ~ C FindObjectsInit()~ C_FindObjectsFinal() ~
C_GetAttributeValue() Il C SetAttributevalue()

ZEAEE —C_GenerateKey() -~ C_GenerateKeyPair() Il C_DeriveKey()

{EF PKCS #11 BY 5%

ATTERHE 7 LU 6] PKCS #11 BRI -

%187 TPy “PKCS#11 FE%Y : € Initialize()”
%187 TIHFRY  “PKCS #11 BR%Y : € GetInfo()”

%187 T “PKCS#11 PREL : € GetSlotList()”
%5188 TIHIY) “PKCS #11 BRI - C _GetTokenInfo()”
189 TIHHY “PKCS#11 PREL: C OpenSession()”
%189 TUHHY “PKCS#11 PREL : C GetMechanismList()”

i - FTE R PKCS #11 EREERFT DL libpkes11.so EEHTIREN. AAHEFH ¢ GetFunctionList()

B

BORIRIAT ] e R 511K -
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PKCS#11 BB %] : C Initialize()
C_Initialize() W F#IUAAL PKCS #11 & - C_Initialize() LI TG -

C_Initialize(CK_VOID_PTR plnitArgs);

plnitArgs EZ3{E NULL_PTR B2 FHIA] CK_C_INITIALIZE ARGS &5HIAUFRET - @it NULL PTR. 1%
J# ] LUK Solaris A R BIATEBUE R IE . 152 MR 2 [AREO0 S L 85 R 15 R) - 15
B Solaris MNEMERAREZ R - BT cryptoki FERJILSEER AT DL 22 4 oAb B 4 %
P2, P NuLL_PTR « N FHER I8 AT DA pInitArgs R EIE U
CKF_LIBRARY_CANT_CREATE_OS_THREADS 2~ Ui - ¢ Finalize() /i FREF{#
F PKCS #11 FELE 2311 -

- C Finalize() AR i FEBEIT VR o $ZIRUSIE1. RIFHREFF S ST ¢ Finalize() R
K2 -

[% 7 CKR_FUNCTION_FAILED- CKR_GENERAL _ERROR- CKR_HOST MEMORY £l
CKR_OK LA4h, ¢ Initialize() A& LT REE -

® (KR _ARGUMENTS_ BAD
m (KR CANT LOCK
® (KR CRYPTOKI ALREADY INITIALIZED—ItEEIRAEEAHY -

PKCS #11 R %] : C GetInfo()
C GetInfo() HAMEE X cryptoki FERIFIER AR AEE o ¢ GetInfo() LI FIEE

C_GetInfo(CK_INFO_PTR pInfo);

C_GetInfo() iR [EILL 1A -

®  cryptokiVersion =2, 11
B manufacturerID = Sun Microsystems, Inc.

&7 CKR_FUNCTION_FAILED - CKR_GENERAL ERROR-~ CKR_HOST_MEMORY I
CKR_OK LAk, ¢ GetInfo() & AT LAZKENLA TR EIE

®  CKR_ARGUMENTS_BAD
®  CKR_CRYPTOKI_ NOT INITIALIZED

PKCS #11 BR %Y : C GetSlotList()

C_GetSlotList () fHAIE T FFEREAYTIR o WSRFRT pkes1l softtoken.so LAY i AR %24
FERTIAMERYES . T C_cetstotList () (UEBBAHEH - C cetstotList() HFIDL T i
7

C_GetSlotList(CK_BBOOL tokenPresent, CK_SLOT_ID_PTR pSlotList,

CK_ULONG_PTR pulCount);
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188

ISR tokenPresent 1B TRUE. M 2R ZRIR I AR LEAT 75 > A1 Y -

U4R pSlotList % & )9 NULL_PTR. NI C GetSlotlist () (iR [IEHEHIEE o pulCount B4
P T E R L S A B FR S -

U5 pSlotList 45 7 FH T FEUSRE 2% 01X U] *pulCount F1% B}y CK_SLOT_ID JLZE M K
TRHEAECER - TEREIN . *pulCount 1% E Jy CK_SLOT_ID JLZEMKPrfl = -

JEHE . PKCS#11 N FFEF 2 ¢ GetSlotList() Bk o S —XIEA ¢ GetSlotList() AT
KBGHATINAF A ECA GRS ECR . 5 KA _GetSlotList () A TIREUH#E -

%7 CKR_FUNCTION_ FAILED - CKR_GENERAL ERROR- CKR_HOST MEMORY #
CKR_OK PA¥M. ¢ GetSlotlist () i A LLFKENLL TR [AIE

= CKR_ARGUMENTS_BAD
= (KR BUFFER TOO SMALL
= CKR_CRYPTOKI_NOT_INITIALIZED

PKCS #11 BR % : C GetTokenInfo()
C_GetTokenInfo() FJFH TIKEUE XK E S HAIE R - C_GetTokenInfo() i L il :

C_GetTokenInfo(CK_SLOT ID slotID, CK_TOKEN_INFO_PTR plnfo);

slotID I TARIA S RARIFERY o slotID L2 € GetSlotList () IREIUARLID o pInfo 245 M
T S B LB RIFEET -

U12R pkes11 softtoken.so sEFTLHEMME—FRHEE . M C_GetTokenInfo () KRR EILL T BN
14 :
»  FRiC —Sun Software PKCS#11 284 F4

=  fRE —CKF DUAL CRYPTO OPERATIONS - CKF TOKEN INITIALIZED - CKF RNG -
CKF_USER_PIN INITIALIZED [l CKF_LOGIN REQUIRED, iXSEfREiRE N 1-

= ulMaxSessionCount — 1% JJ CK_EFFECTIVELY INFINITE -

= ylMaxRwSessionCount — 1% & /) CK_EFFECTIVELY INFINITE -

» ulMaxPinLen— % &} 256 -

»  yulMinPinLen—1&&E 1.

= ylTotalPublicMemory— 1% JJ CK_UNAVAILABLE_INFORMATION -

= ylFreePublicMemory — 1% B /) CK_UNAVAILABLE_INFORMATION -

= ylTotalPrivateMemory— 1% B JJ CK_UNAVAILABLE INFORMATION o

= ylFreePrivateMemory — 1% JJ CK_UNAVAILABLE_INFORMATION o

% T CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR - CKR_HOST_MEMORY I
CKR_OK LASh. ¢ GetSlotlist() iR AT LAFKENLL & [EE -

= CKR_ARGUMENTS_BAD
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= (KR BUFFER TOO SMALL
® (KR CRYPTOKI NOT INITIALIZED
= (KR SLOT ID INVALID

LU R [alH e 5 BATE ¢ R A -

CKR DEVICE ERROR
CKR_DEVICE_MEMORY
CKR_DEVICE REMOVED
CKR_TOKEN_NOT PRESENT
CKR_TOKEN_NOT RECOGNIZED

PKCS #11 K %{ : C OpenSession()

N7 A 2 5 A {5 A C_OpenSession() KB E v B RRE S R I & 21
C_OpenSession() fHHLL N8 :

C_OpenSession(CK_SLOT_ID slotID, CK_FLAGS flags, CK VOID PTR pApplication,

CK_NOTIFY Notify, CK_SESSION HANDLE_PTR phSession) ;

slotID FH T FRIAIERE o flags FH THE R 2162 IR 2 AT S - pApplication 72N HIFEF
Pt SRR T 11 FEET o Notify 100 T 2 (51 kK B LA - phSession s 8 A1 215 AR
I EIFEET -

% T CKR_FUNCTION_FAILED - CKR_GENERAL ERROR- CKR_HOST _MEMORY ¥
CKR_OK LA4h. ¢ _openSession() iA AT LLIEELLL R [EI{H

CKR_ARGUMENTS BAD

CKR_CRYPTOKI NOT INITIALIZED

CKR_SLOT ID INVALID

CKR_TOKEN WRITE PROTECTED — 52 5 {4y < F i B

LUT R e 5 BATE SRR -

CKR DEVICE ERROR
CKR DEVICE MEMORY

CKR DEVICE REMOVED
CKR_SESSION_COUNT

CKR SESSION PARALLEL NOT SUPPORTED
CKR_SESSION_READ WRITE SO EXISTS
CKR TOKEN NOT PRESENT

CKR TOKEN NOT RECOGNIZED

PKCS #11 8% : C GetMechanismList()

C_GetMechanismList () A] T 3KHUFEE % HEFT SZHRERILHI S AU 51 5% -
C GetMechanismList() S FH L~ -
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190

C_GetMechanismList(CK_SLOT_ID slotID, CK_MECHANISM_TYPE_PTR pMechanismList,

CK_ULONG_PTR pulCount) ;

slotID FITHRIR REHIIEHE o pulCount SEF5 F1 A THMVLEI BRI ERIFEE - AR
pMechanismList X8 ) NULL_PTR. NI *pulCount f R BIFLHIFIECE - S, LL0R
*pulCount 5B NHIFRIIK/IN. pMechanismList &751F5 A F T RV X

WREHG A PKCS #11 A, M ¢ GetMechanismList () FHR [E] LA A1 H RS2 BRI BLH -

CKM_AES_CBC

CKM AES CBC PAD
CKM_AES_ECB

CKM AES KEY GEN
CKM_DES_CBC
CKM_DES_CBC_PAD

CKM DES ECB
CKM_DES_KEY_GEN

CKM DES_MAC
CKM_DES_MAC_GENERAL
CKM_DES3_CBC

CKM DES3 CBC_PAD
CKM_DES3_ECB

CKM DES3 KEY GEN

CKM _DH_PKCS_DERIVE
CKM_DH_PKCS_KEY PAIR_GEN
CKM DSA

CKM_DSA_KEY PAIR_GEN
CKM_DSA SHA 1

CKM_MD5

CKM_MD5_KEY DERIVATION
CKM_MD5_RSA_PKCS
CKM_MD5_HMAC
CKM_MD5_HMAC_GENERAL

CKM PBE_SHA1 RC4 128

CKM PKCS5 PBKD2

CKM_RC4

CKM_RC4_KEY_GEN
CKM_RSA_PKCS

CKM RSA X 509

CKM RSA PKCS KEY PAIR GEN
CKM_SHA 1
CKM_SHA 1 HMAC_GENERAL
CKM_SHA 1 _HMAC

CKM SHA 1 KEY DERIVATION
CKM SHA 1 RSA PKCS

CKM SSL3 KEY AND MAC DERIVE
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CKM_SSL3_MASTER KEY DERIVE
CKM SSL3_MASTER KEY DERIVE DH
CKM_SSL3_MD5_MAC
CKM_SSL3_PRE_MASTER KEY GEN
CKM SSL3 SHA1 MAC
CKM_TLS_KEY_AND MAC_DERIVE
CKM_TLS MASTER KEY DERIVE
CKM_TLS_MASTER_KEY_ DERIVE_DH
CKM_TLS_PRE_MASTER_KEY GEN

[ 7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR - CKR_HOST_MEMORY I
CKR_OK LA4h. ¢ GetSlotlist () B LL N iR BIE

CKR_ARGUMENTS_BAD
CKR BUFFER TOO SMALL
CKR_CRYPTOKI NOT INITIALIZED
CKR SLOT ID INVALID

PAT R [HE 5 BA R RO fi A -

CKR_DEVICE_ERROR
CKR_DEVICE_MEMORY

CKR DEVICE REMOVED
CKR_TOKEN_NOT_PRESENT
CKR_TOKEN_NOT RECOGNIZED

¥R PKCS #11 ER EY
B3 T BRUERY PKCS #11 BEELLLAN . Solaris DI BMEZEAMTHT T 1 M5 F] K 5K -

= 191 TIHRY “§ RERY PKCS #11 %L : SUNW_C_GetMechSession()”
» FE 192 TS “PRERY PKCS #11 BREL : SUNW_C_KeyToObject”

¥ RERHEIPKCS#11 BB %] : SUNW C_GetMechSession()

SUNW_C_GetMechSession() ;& —MMEFIEE. T WAL Solaris IIZENESE - % pRENE f5 2 {H
@ HINLEIEEI21E - SUNW C_GetMechSession () {#FH DL FiBvk: -

SUNW C GetMechSession(CK MECHANISM TYPE mech, C\
K _SESSION HANDLE PTR hSession)
mech Z ¥ THEE EEWINLE] o hSession ZH5 215 B IFEET -

SUNW_C_GetMechSession () TEPIESA c_Initialize() LAWILATL cryptoki JE
SUNW_C_GetMechSession () f& 2 TR EMIMLEITA c_GetSlotList() Al
C_GetMechanismInfo(). 7EA] FTHIEFRIEZR S . QIR E] 1 HLH].
SUNW_C_GetMechSession() & C_openSession() RF[ 21 -
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SUNW_C_GetMechSession() HFFEIHA—K . Aid, Z KA SUNW C GetMechSession() A
278 B AT AR R -

¥ RAIPKCS #11 BK%{ : SUNW_C_KeyToObject

SUNW_C_KeyToObject () A FH T-BIEEFABAXS 52 o 1 FHRR 7 4 205 8 0 FH AL ol DA K2 i s 2%
BAEE - Sunw_C_KeyToObject () AITENEBHAE FEE LA B HI A « @A EAN G Z @it
C_CreateObject () BIFAT - SUNW C KeyToObject () #& = € GetSessionInfo() Fll
C_GetMechanismInfo() RIEEFHFERINLA] - C SetAttributevalue() i f5 S ARIENLHINY LY
NEFAN R EBIERE -

F R 2% N v A 2 Fr o451

192

NSV

F 192 TRy 9 B EURH]
5197 GUHRY < AR N 4>
5206 TIHHY “Z ARG T0r 6]
5221 TUHRRY <BELT T AR E]

iHEEE TS

LRI A PKCS #11 BREUE i A SR EIEREE « % BIHT L 3R

1. fEERELH -
I R R A A A 2 CKM_MD5 i BHLH] o

2. BHEH TR i E BRI
I R Sun BITEFI &% SUNW_C_GetMechSession() - SUNW_C_GetMechSession() AT
FTTF cryptoki J&E. %)% TAFAY Solaris JN 2 HE 2R A AT {6 FH 9 42358 PKCS #11 BEIEY o
SUNW_C GetMechSession () Bl [5 {5 AT T IR R EkTEME - A5, HEBH&iE. X4
ER R P A RO ¢ Tnitialize() W - C OpenSession() W L KR & FHEE
ML P43 78 P T AT AT RS -

3. IEB cryptoki f§ & o
AHER L fr EA R AN B ETARR . 2T LU EREENE N T A
C_GetInfo() FRAHY A « nBIHR R FREGHIER ID - HAh{E Bt TR RARE
¥iE -

4, BN IERE TR B AR
HAE S5 FREYYE BT AT = PRI

FI 5 A A -

BT A ¢ pigestInit() RUIEILIHEEIE

% F ¢_DigestUpdate () & ERALFEEIE

. ¥ c_pigestFinal() KBGER AT, M IMEE R BRI RE -

a0 o
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5. GEHRETE

FEF{#HF c_CloseSession() X4, {#HA c_Finalize() XM -

LU 7R Bilr @R 198 S i 2R BRI U -

i - ORI IR AR th ol LU Sun TV LIREL . 151517
http://www.sun.com/download/products.xml?id=41912db5

sl o-1 {3 PKCS #11 BRI A 61l f0H 2 Fi 22
#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>

#include <security/cryptoki.h>

#include <security/pkcsll.h>

#define BUFFERSIZ 8192

#define MAXDIGEST 64

/* Calculate the digest of a user supplied file.

void

main(int argc, char **argv)

{
CK_BYTE digest[MAXDIGEST];
CK_INFO info;
CK_MECHANISM mechanism;
CK_SESSION_HANDLE hSession;

CK_SESSION_INFO Info;
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w0 o-1 [ PKCS #11 FRELAIEENS H i (&)

CK_ULONG ulDatalen = BUFFERSIZ;
CK_ULONG ulDigestLen = MAXDIGEST;
CK RV rv;

CK SLOT ID SlotID;

int i, bytes read = 0;
char inbuf[BUFFERSIZ];
FILE *fs;

int error = 0;

/* Specify the CKM_MD5 digest mechanism as the target */
mechanism.mechanism = CKM_MD5;
mechanism.pParameter = NULL PTR;

mechanism.ulParameterLen = 0;

/* Use SUNW convenience function to initialize the cryptoki
* 1library, and open a session with a slot that supports
* the mechanism we plan on using. */
rv = SUNW C GetMechSession(mechanism.mechanism, &hSession);
if (rv != CKR_OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);

exit(1);
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/* Get cryptoki information, the manufacturer ID */
rv = C GetInfo(&info);
if (rv != CKR OK) {

fprintf(stderr, "WARNING: C GetInfo: rv = 0x%.8X\n", rv);

fprintf(stdout, "Manufacturer ID = %s\n", info.manufacturerID);

/* Open the input file */

if ((fs = fopen(argv[1l], "r")) == NULL) {
perror("fopen");
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;

goto exit session;

/* Initialize the digest session */

if ((rv = C_DigestInit(hSession, &mechanism)) != CKR OK) {
fprintf(stderr, "C DigestInit: rv = 0x%.8X\n", rv);
error = 1;

goto exit_digest;
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/* Read in the data and create digest of this portion */
while (!feof(fs) && (ulDatalen = fread(inbuf, 1, BUFFERSIZ, fs)) > 0) {
if ((rv = C _DigestUpdate(hSession, (CK BYTE PTR)inbuf,
ulDatalen)) != CKR OK) {
fprintf(stderr, "C DigestUpdate: rv = 0x%.8X\n", rv);
error = 1;

goto exit digest;

bytes read += ulDatalen;

fprintf(stdout, "%d bytes read and digested!!!\n\n", bytes read);

/* Get complete digest */
ulDigestLen = sizeof (digest);
if ((rv = C_DigestFinal(hSession, (CK BYTE_PTR)digest,
&ulDigestLen)) != CKR OK) {
fprintf(stderr, "C DigestFinal: rv = 0x%.8X\n", rv);
error = 1;

goto exit digest;

/* Print the results */

fprintf(stdout, "The value of the digest is: ");
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for (i = 0; i < ulDigestLen; i++) {
fprintf(stdout, "%.2x", digest[i]);
}

fprintf(stdout, "\nDone!!!\n");

exit digest:

fclose(fs);

exit session:

(void) C_CloseSession(hSession);

exit program:

(void) C Finalize(NULL PTR);

exit(error);

X FR AN ZR 7= 51

T 9-2 £ CBC (7 h%sEER:) Bz Nl DES Rk gl 7 x5 . (g Hh

AT 5%
1. AR

& X DES flflta b - DUsiS )5 sUR AR pDaa L 1 2 (H T Wia L i R G 4%

PAshT7 20 SOF ok A 28 -
2. EMHEPINE .

FoE - RERMPRMENAREFMEMRE

197



R PN L R T2 B o 451

XFUAESS . DA EIR BB -
3. EHGEM TR I YLHIF A -

I RABIHE A Sun BITEFI &Y SUNW_C_GetMechSession() o SUNMLCiGetMechSession()Fﬁﬂ:
FIFF cryptoki &, %% F THEHK Solaris f1 25 HESEH AT {3 F 1) 2K PKCS #11 B4 %
SUNW_C_GetMechSession() BHJE (E PR AUMLHI R EHAAHM - K5, FaEzh2 1%‘ XA
{SE I R B4 P B RO L € Initialize() T/ - C_OpenSession() M LL R EHSLRHEE
WL ARG BT 75 AT (RS

4. (ERRRIRIT DRI
HAE S5 I T L TL A5

Y H ¢ opensession() RFT 21 -
FI - A A
Al g 2= BRI X R AR
{5 FAMLHIEE R N 2= AL 1% B 25 CKM_DES_CBC_PAD -
Y ¢_EncryptInit() SKWIMGINZHRLE -
% F ¢_EncryptUpdate () iZERAFREHE -
g. {HH C_EncryptFinal() FKBURG—30 3 s, Wmss R &S -
5. TEFGRE I TRE SR -
AR S5 g s T DL A P IRHAT - SRR R B RICGE DN T 3 TR -
a. WH C_pecryptInit() SRUIAILAEERRIE -
b. {#FH C Decrypt() AbPHEANFIF A o
6. HEREIE.
FEIFH c_CloseSession() KM, {#H ¢ Finalize() KM% -

PAT R BIH SR 1 BRI BRI AR -

me a0 o

i - HORGIRIIRAE th m] LI Sun T EHVLIREL . E VI
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>

#include <security/cryptoki.h>

#include <security/pkcsll.h>
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#define BUFFERSIZ 8192

/* Declare values for the key materials. DO NOT declare initialization
* vectors statically like this in real life!! */
uchar t des key[] = { 0x01, 0x23, 0x45, 0x67, 0x89, Oxab, 0xcd, 0Oxef};

uchar t des cbc iv[] = { 0x12, 0x34, 0x56, 0x78, 0x90, Oxab, 0xcd, 0xef};

/* Key template related definitions. */
static CK BBOOL truevalue = TRUE;

static CK BBOOL falsevalue = FALSE;

static CK OBJECT CLASS class = CKO_SECRET KEY;

static CK _KEY_TYPE keyType = CKK DES;

/* Example encrypts and decrypts a file provided by the user. */
void

main(int argc, char **argv)

CK RV rv;

CK_MECHANISM mechanism;
CK_OBJECT HANDLE hKey;
CK_SESSION_HANDLE hSession;

CK_ULONG ciphertext len = 64, lastpart len = 64,
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ciphertext space = BUFFERSIZ;

CK_ULONG decrypttext_len;

CK_ULONG total encrypted = 0;

CK_ULONG ulDatalen = BUFFERSIZ;

CK_SLOT ID SlotID;

int *pi, i, bytes read = 0;

int error = 0;

char inbuf[BUFFERSIZ];

FILE *fs;

uchar_t *ciphertext, *pciphertext, *decrypttext;

/* Set the key object */

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof (class) 1},

{CKA _KEY TYPE, &keyType, sizeof (keyType) },

{CKA _TOKEN, &falsevalue, sizeof (falsevalue) },

{CKA_ENCRYPT, &truevalue, sizeof (truevalue) },

{CKA VALUE, &des key, sizeof (des key) }

/* Set the encryption mechanism to CKM_DES_CBC_PAD */

mechanism.mechanism = CKM_DES_CBC_PAD;
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mechanism.pParameter = des cbc iv;

mechanism.ulParameterLen = 8;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports
* the mechanism we plan on using. */

rv = SUNW_C_GetMechSession(mechanism.mechanism, &hSession);

if (rv !'= CKR OK) {
fprintf(stderr, "SUNW C_GetMechSession: rv = 0x%.8X\n", rv);

exit(1l);

/* Open the input file */

if ((fs = fopen(argv[1l], "r")) == NULL) {
perror("fopen");
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;

goto exit session;

/* Create an object handle for the key */

rv = C CreateObject(hSession, template,
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sizeof (template) / sizeof (CK _ATTRIBUTE),

&hKey) ;

if (rv !'= CKR _OK) {
fprintf(stderr, "C CreateObject: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

/* Initialize the encryption operation in the session */

rv = C_EncryptInit(hSession, &mechanism, hKey);

if (rv !'= CKR OK) {
fprintf(stderr, "C _EncryptInit: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

/* Read in the data and encrypt this portion */
pciphertext = &ciphertext[0];
while (!feof(fs) && (ciphertext space > 0) &&

(ulDatalen = fread(inbuf, 1, ciphertext space, fs)) > 0) {
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ciphertext len = ciphertext_space;

/* C EncryptUpdate is only being sent one byte at a
* time, so we are not checking for CKR_BUFFER _TOO SMALL.
* Also, we are checking to make sure we do not go
* over the alloted buffer size. A more robust program
* could incorporate realloc to enlarge the buffer
* dynamically. */
rv = C_EncryptUpdate(hSession, (CK_BYTE_PTR)inbuf, ulDatalen,
pciphertext, &ciphertext len);
if (rv !'= CKR_OK) {
fprintf(stderr, "C_EncryptUpdate: rv = 0x%.8X\n", rv);
error = 1;

goto exit _encrypt;

pciphertext += ciphertext len;
total encrypted += ciphertext len;
ciphertext space -= ciphertext len;

bytes read += ulDatalen;

if (!feof(fs) || (ciphertext space < 0)) {

fprintf(stderr, "Insufficient space for encrypting the file\n");
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error = 1;

goto exit_encrypt;

/* Get the last portion of the encrypted data */
lastpart len = ciphertext space;
rv = C_EncryptFinal(hSession, pciphertext, &lastpart len);
if (rv !'= CKR_OK) {
fprintf(stderr, "C _EncryptFinal: rv = 0x%.8X\n", rv);
error = 1;

goto exit _encrypt;

total encrypted += lastpart len;

fprintf(stdout, "%d bytes read and encrypted. Size of the "

"ciphertext: %d!\n\n", bytes read, total encrypted);

/* Print the encryption results */
fprintf(stdout, "The value of the encryption is:\n");
for (i = 0; i < ciphertext len; i++) {
if (ciphertext[i] < 16)
fprintf(stdout, "@0%x", ciphertext[i]);

else
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fprintf(stdout, "%2x", ciphertext[i]);

/* Initialize the decryption operation in the session */

rv = C DecryptInit(hSession, &mechanism, hKey);

/* Decrypt the entire ciphertext string */
decrypttext _len = sizeof (decrypttext);
rv = C_Decrypt(hSession, (CK BYTE PTR)ciphertext, total encrypted,

decrypttext, &decrypttext len);

if (rv !'= CKR_OK) {
fprintf(stderr, "C Decrypt: rv = 0x%.8X\n", rv);
error = 1;

goto exit_encrypt;

fprintf(stdout, "\n\n%d bytes decrypted!!!\n\n", decrypttext len);

/* Print the decryption results */

fprintf(stdout, "The value of the decryption is:\n%s", decrypttext);

fprintf(stdout, "\nDone!!!\n");
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exit_encrypt:

fclose(fs);

exit session:

(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL PTR);

exit(error);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>

#include <security/cryptoki.h>

#include <security/pkcsll.h>

#define BUFFERSIZ 8192

/* Define key template */
static CK BBOOL truevalue = TRUE;

static CK BBOOL falsevalue = FALSE;
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static CK_ULONG modulusbits = 1024;

static CK BYTE public exponent[] = {3};

boolean t GetMySlot(CK MECHANISM TYPE sv_mech, CK_MECHANISM TYPE kpgen_mech,

CK_SLOT ID PTR pslot);

/* Example signs and verifies a simple string, using a public/private
* key pair. */
void

main(int argc, char **argv)

CK RV  rv;
CK_MECHANISM genmech, smech;
CK_SESSION HANDLE hSession;
CK_SESSION_INFO sessInfo;

CK SLOT ID slotID;

int error, i = 0;

CK_OBJECT HANDLE privatekey, publickey;

/* Set public key. */
CK_ATTRIBUTE publickey template[] = {

{CKA_VERIFY, &truevalue, sizeof (truevalue)},
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{CKA_MODULUS_BITS, &modulusbits, sizeof (modulusbits)},
{CKA_PUBLIC_EXPONENT, &public_exponent,

sizeof (public_exponent)}

/* Set private key. */

CK_ATTRIBUTE privatekey template[] = {
{CKA SIGN, &truevalue, sizeof (truevalue)},
{CKA TOKEN, &falsevalue, sizeof (falsevalue)},
{CKA SENSITIVE, &truevalue, sizeof (truevalue)},

{CKA_EXTRACTABLE, &truevalue, sizeof (truevalue)}

/* Create sample message. */

CK_ATTRIBUTE getattributes[] = {
{CKA_MODULUS BITS, NULL PTR, 0},
{CKA_MODULUS, NULL PTR, 0},

{CKA_PUBLIC_EXPONENT, NULL PTR, 0}

CK_ULONG messagelen, slen, template size;

boolean t found slot = B FALSE;
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uchar_t *message = (uchar_t *)"Simple message for signing & verifying.";
uchar_t *modulus, *pub exponent;
char sign[BUFFERSIZ];

slen = BUFFERSIZ;

messagelen = strlen((char *)message);

/* Set up mechanism for generating key pair */
genmech.mechanism = CKM_RSA_PKCS_KEY_PAIR GEN;
genmech.pParameter = NULL_PTR;

genmech.ulParameterLen = 0;

/* Set up the signing mechanism */
smech.mechanism = CKM_RSA PKCS;
smech.pParameter = NULL PTR;

smech.ulParameterLen = 0;

/* Initialize the CRYPTOKI library */

rv = C_Initialize(NULL_PTR);

if (rv != CKR_OK) {
fprintf(stderr, "C _Initialize: Error = 0x%.8X\n", rv);

exit(1l);
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found slot = GetMySlot(smech.mechanism, genmech.mechanism, &slotID);

if (!found slot) {
fprintf(stderr, "No usable slot was found.\n");

goto exit program;

fprintf(stdout, "selected slot: %d\n", slotID);

/* Open a session on the slot found */

rv = C_OpenSession(slotID, CKF_SERIAL SESSION, NULL_PTR, NULL_PTR,

&hSession);

if (rv !'= CKR_OK) {

fprintf(stderr, "C OpenSession: rv = 0x%.8X\n", rv);

error = 1;

goto exit_program;

fprintf(stdout, "Generating keypair....\n");
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/* Generate Key pair for signing/verifying */
rv = C_GenerateKeyPair(hSession, &genmech, publickey template,

(sizeof (publickey template) / sizeof (CK ATTRIBUTE)),

privatekey template,

(sizeof (privatekey template) / sizeof (CK ATTRIBUTE)),

&publickey, &privatekey);

if (rv != CKR OK) {

fprintf(stderr, "C GenerateKeyPair: rv = 0x%.8X\n", rv);

error = 1;

goto exit session;

/* Display the publickey. */

template size = sizeof (getattributes) / sizeof (CK ATTRIBUTE);

rv = C _GetAttributeValue(hSession, publickey, getattributes,

template_size);

if (rv != CKR OK) {

/* not fatal, we can still sign/verify if this failed */

fprintf(stderr, "C _GetAttributeValue: rv = 0x%.8X\n", rv);

error = 1;
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} else {
/* Allocate memory to hold the data we want */
for (i = 0; 1 < template size; i++) {
getattributes[i].pValue =
malloc (getattributes[i].ulValuelLen *
sizeof (CK_VOID PTR));
if (getattributes[i].pValue == NULL) {
int j;
for (j = 0; j < i; j++)
free(getattributes[j].pValue);

goto sign cont;

/* Call again to get actual attributes */
rv = C GetAttributeValue(hSession, publickey, getattributes,

template_size);

if (rv !'= CKR OK) {
/* not fatal, we can still sign/verify if failed */
fprintf(stderr,
"C_GetAttributeValue: rv = 0x%.8X\n", rv);

error = 1;
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} else {
/* Display public key values */
fprintf(stdout, "Public Key data:\n\tModulus bits: "
"%sd\n",

*((CK_ULONG_PTR) (getattributes[0].pValue)));

fprintf(stdout, "\tModulus: ");
modulus = (uchar_t *)getattributes[1].pValue;
for (i = 0; i < getattributes[1l].ulValueLen; i++) {

fprintf(stdout, "%.2x", modulus[i]);

fprintf(stdout, "\n\tPublic Exponent: ");
pub_exponent = (uchar t *)getattributes[2].pValue;
for (i = 0; i< getattributes[2].ulValueLen; i++) {

fprintf(stdout, "%.2x", pub_exponent[i]);

fprintf(stdout, "\n");

sign_cont:

rv = C_SignInit(hSession, &smech, privatekey);

214 Solaris FZ &R & 4R - 2006511 A



APRgmMENRARRF

G|

451 9-3 {1 PKCS #11 BN U T2 & Fl G 40 (&)

if (rv !'= CKR OK) {
fprintf(stderr, "C SignInit: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

rv = C Sign(hSession, (CK BYTE PTR)message, messagelen,

(CK_BYTE_PTR)sign, &slen);

if (rv !'= CKR OK) {
fprintf(stderr, "C Sign: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

fprintf(stdout, "Message was successfully signed with private key!\n");

rv = C_VerifyInit(hSession, &smech, publickey);

if (rv != CKR_OK) {

fprintf(stderr, "C VerifyInit: rv = 0x%.8X\n", rv);

error = 1;
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goto exit session;

rv = C Verify(hSession, (CK BYTE PTR)message, messagelen,

(CK_BYTE PTR)sign, slen);

if (rv !'= CKR OK) {
fprintf(stderr, "C Verify: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

fprintf(stdout, "Message was successfully verified with public key!\n");

exit session:

(void) C CloseSession(hSession);

exit _program:

(void) C Finalize(NULL PTR);

for (i = 0; 1 < template_size; i++) {
if (getattributes[i].pValue != NULL)

free(getattributes[i].pValue);
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exit(error);

/* Find a slot capable of:
* . signing and verifying with sv_mech
* . generating a key pair with kpgen_mech
* Returns B _TRUE when successful. */
boolean_t GetMySlot(CK MECHANISM TYPE sv_mech, CK_MECHANISM TYPE kpgen_mech,

CK_SLOT ID _PTR pSlotID)

CK SLOT ID PTR pSlotList = NULL PTR;
CK_SLOT ID SlotID;

CK_ULONG ulSlotCount = 0;

CK _MECHANISM INFO mech info;

int i;

boolean t returnval = B_FALSE;

CK_RV rv;

/* Get slot list for memory alloction */
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rv = C_GetSlotList(@, NULL_PTR, &ulSlotCount);

if ((rv == CKR _OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", ulSlotCount);

pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr, "System error: unable to allocate "
"memory\n");

return (returnval);

/* Get the slot list for processing */
rv = C GetSlotList(@, pSlotList, &ulSlotCount);
if (rv !'= CKR OK) {
fprintf(stderr, "GetSlotList failed: unable to get "
"slot count.\n");

goto cleanup;

} else {
fprintf(stderr, "GetSlotList failed: unable to get slot "
"list.\n");

return (returnval);
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/* Find a slot capable of specified mechanism */
for (i = 0; i < ulSlotCount; i++) {

SlotID = pSlotList[i];

/* Check if this slot is capable of signing and
* verifying with sv_mech. */

rv = C_GetMechanismInfo(SlotID, sv_mech, &mech info);

if (rv != CKR OK) {

continue;

if (!(mech_info.flags & CKF_SIGN &&
mech _info.flags & CKF_VERIFY)) {

continue;

/* Check if the slot is capable of key pair generation
* with kpgen_mech. */

rv = C_GetMechanismInfo(SlotID, kpgen mech, &mech_info);

FoE - RERMPRMENAREFMEMRE

219



R PN L R T2 B o 451

220

1 9-3 {5 ] PKCS #11 BRI HION SCAS (T35 44 R RGBS ()
if (rv != CKR OK) {

continue;

if (!(mech_info.flags & CKF_GENERATE_KEY PAIR)) {

continue;

/* If we get this far, this slot supports our mechanisms.

returnval = B TRUE;
*pSlotID = SlotID;

break;

cleanup:
if (pSlotList)

free(pSlotList);

return (returnval);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>

#include <security/cryptoki.h>

#include <security/pkcsll.h>

#define RANDSIZE 64
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boolean t GetRandSlot(CK SLOT ID PTR pslot);

/* Example generates random bytes. */
void

main(int argc, char **argv)

CK_RV rv;

CK_MECHANISM mech;
CK_SESSION HANDLE hSession;
CK_SESSION_INFO sessInfo;
CK_SLOT_ID slotID;

CK_BYTE randBytes[RANDSIZE];

boolean t found slot = B _FALSE;
int error;

int i;

/* Initialize the CRYPTOKI library */

rv = C Initialize(NULL PTR);

if (rv !'= CKR OK) {
fprintf(stderr, "C Initialize: Error = 0x%.8X\n", rv);

exit(1);
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found slot = GetRandSlot(&slotID);

if (!found slot) {

goto exit program;

/* Open a session on the slot found */
rv = C_OpenSession(slotID, CKF_SERIAL SESSION, NULL PTR, NULL PTR,

&hSession);

if (rv !'= CKR OK) {
fprintf(stderr, "C OpenSession: rv = 0x%.8x\n", rv);
error = 1;

goto exit program;

/* Generate random bytes */

rv = C_GenerateRandom(hSession, randBytes, RANDSIZE);

if (rv != CKR OK) {

fprintf(stderr, "C GenerateRandom: rv = 0x%.8x\n", rv);
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error = 1;

goto exit_session;

fprintf(stdout, "Random value: ");
for (i = 0; i < RANDSIZE; i++) {

fprintf(stdout, "%.2x", randBytes[i]);

exit session:

(void) C_CloseSession(hSession);

exit program:
(void) C Finalize(NULL_PTR);

exit(error);

boolean t

GetRandSlot (CK SLOT ID PTR pslot)

CK_SLOT ID PTR pSlotlist;

CK_SLOT ID SlotID;
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CK_TOKEN_INFO tokenInfo;

CK_ULONG ulSlotCount;

CK_MECHANISM TYPE PTR pMechTypeList = NULL PTR;
CK_ULONG ulMechTypecount;

boolean t result = B FALSE;

int i = 0;

CK_RV rv;

/* Get slot list for memory allocation */

rv = C_GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", (int)ulSlotCount);

pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr,
"System error: unable to allocate memory\n");

return (result);

/* Get the slot list for processing */
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rv = C_GetSlotList(@, pSlotList, &ulSlotCount);
if (rv !'= CKR_OK) {
fprintf(stderr, "GetSlotList failed: unable to get "
"slot list.\n");
free(pSlotList);

return (result);

} else {
fprintf(stderr, "GetSlotList failed: unable to get slot"
" count.\n");

return (result);

/* Find a slot capable of doing random number generation */
for (i = 0; i1 < ulSlotCount; i++) {

SlotID = pSlotList[i];

rv = C _GetTokenInfo(SlotID, &tokenInfo);

if (rv != CKR OK) {

/* Check the next slot */

continue;
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if (tokenInfo.flags & CKF RNG) {
/* Found a random number generator */
*pslot = SlotID;
fprintf(stdout, "Slot # %d supports random number "
"generation!\n", SlotID);
result = B TRUE;

break;

if (pSlotlList)

free(pSlotList);

return (result);
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exampleDigest.c —5E&SCINLA N REEL : C DigestInit()~ C Digest() ~

C DigestUpdate() ~ C DigestKey() Fll C_DigestFinal() o
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R A-1gss-client. c FEGIFE PR SE AR

/*
* Copyright 1994 by OpenVision Technologies, Inc.
*
* Permission to use, copy, modify, distribute, and sell this software
* and its documentation for any purpose is hereby granted without fee,
* provided that the above copyright notice appears in all copies and
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* that both that copyright notice and this permission notice appear in

* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.

* OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,

* INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
* EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR

* CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
* USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR

* OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
* PERFORMANCE OF THIS SOFTWARE.

*/

#if !'defined(lint) && !defined( CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-client.c,\
v 1.16 1998/10/30 02:52:03 marc Exp $";

#endif

#include <stdio.h>
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#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

<unistd.h>

<stdlib.h>

<string.h>

<ctype.h>

<sys/types.h>

<sys/socket.h>

<netinet/in.h>

<netdb.h>

<errno.h>

<sys/stat.h>

<fcntl.h>

<gssapi/gssapi.h>

<gssapi/gssapi_ext.h>

<gss-misc.h>

void usage()

{

fprintf(stderr, "Usage: gss-client [-port port]
msg\n");

exit(1);
}

MiEA - EF CHIGSS-APIHEBIREF
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/*

* Function: connect_to_server

* Purpose: Opens a TCP connection to the name host and port.

* Arguments:

* host (r) the target host name

* port (r) the target port, in host byte order

* Returns: the established socket file descriptor, or -1 on failure

* Effects:

* The host name is resolved with gethostbyname(), and the socket is
* opened and connected. If an error occurs, an error message is
* displayed and -1 is returned.
*/
int connect to server(host, port)
char *host;

u_short port;

struct sockaddr in saddr;
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struct hostent *hp;

int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);

return -1;

saddr.sin family = hp->h_addrtype;
memcpy ((char *)&saddr.sin_addr, hp->h_addr, sizeof(saddr.sin_addr));

saddr.sin _port = htons(port);

if ((s = socket(AF_INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");

return -1;

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror("connecting to server");
(void) close(s);

return -1;

return s;
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/*

* Function: client establish context

* Purpose: establishes a GSS-API context with a specified service and

* returns the context handle

* Arguments:

* S (r) an established TCP connection to the service
* service name (r) the ASCII service name of the service

* context (w) the established GSS-API context

* ret flags (w) the returned flags from init sec_ context

* Returns: @ on success, -1 on failure

* Effects:

* service name is imported as a GSS-API name and a GSS-API context is
* established with the corresponding service; the service should be

* listening on the TCP connection s. The default GSS-API mechanism

* is used, and mutual authentication and replay detection are

* requested.
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* If successful, the context handle is returned in context. If
* unsuccessful, the GSS-API error messages are displayed on stderr
* and -1 is returned.
*/
int client establish context(s, service name, deleg flag, oid,
gss_context, ret flags)

int s;

char *service name;

gss_OID oid;

OM_uint32 deleg flag;

gss_ctx_id t *gss_context;

OM uint32 *ret flags;

gss_buffer desc send tok, recv_tok, *token ptr;
gss_name_t target name;

OM uint32 maj stat, min stat, init sec min stat;

/*
* Import the name into target name. Use send tok to save
* local variable space.
*/

send tok.value = service name;
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send_tok.length = strlen(service name) + 1;
maj_stat = gss_import_name(&min_stat, &send_tok,

(gss 0ID) GSS C NT HOSTBASED SERVICE, &target name);
if (maj_stat != GSS_S COMPLETE) {

display status("parsing name", maj stat, min stat);

return -1;

/*

* Perform the context-establishement loop.

* On each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by

* the next call to gss init sec context.

* GSS-API guarantees that send tok’s length will be non-zero

* if and only if the server is expecting another token from us,
* and that gss_init sec_context returns GSS_S CONTINUE_NEEDED if
* and only if the server has another token to send us.

*/
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token_ptr = GSS_C_NO_BUFFER;

*gss_context = GSS C NO CONTEXT;

do {
maj stat =
gss_init sec_context(&init sec_min_stat,
GSS_C_NO_CREDENTIAL,
gss_context,
target_name,
oid,

GSS_C_MUTUAL FLAG | GSS_C_REPLAY FLAG |

deleg flag,
o,
NULL, /* no channel bindings */
token ptr,
NULL, /* ignore mech type */
&send tok,
ret flags,
NULL) ; /* ignore time rec */

if (token ptr != GSS_C _NO BUFFER)

(void) gss release buffer(&min stat, &recv_tok);
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if (send_tok.length != 0) {
printf("Sending init sec context token (size=%d)...",
send_tok.length);
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);

(void) gss_release name(&min_stat, &target name);

return -1;

(void) gss_release buffer(&min_stat, &send tok);

if (maj_stat!=GSS_S COMPLETE && maj_stat!=GSS_S_CONTINUE_NEEDED) {
display status("initializing context", maj stat,
init sec min_stat);
(void) gss release name(&min_stat, &target name);
if (*gss_context == GSS_C NO CONTEXT)
gss_delete sec context(&min stat, gss context,

GSS_C_NO_BUFFER);

return -1;

if (maj_stat == GSS_S_CONTINUE NEEDED) {
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printf("continue needed...");

if (recv_token(s, &recv_tok) < 0) {

(void) gss release name(&min stat, &target name);

return -1;

token ptr = &recv_tok;

printf("\n");

} while (maj_stat == GSS_S CONTINUE_NEEDED);

(void) gss_release name(&min_stat, &target name);

return 0;

void read file(file name, in_buf)
char *file name;

gss_buffer t in buf;

int fd, bytes in, count;

struct stat stat buf;

if ((fd = open(file name, O RDONLY, 0)) < 0) {

perror("open");
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fprintf(stderr, "Couldn’t open file %s\n", file name);

exit(1);

if (fstat(fd, &stat buf) < @) {
perror("fstat");

exit(1l);

in_buf->length = stat buf.st size;

if (in_buf->length == 0) {
in_buf->value = NULL;

return;

if ((in_buf->value = malloc(in_buf->length)) == 0) {
fprintf(stderr, \
"Couldn’t allocate %d byte buffer for reading file\n",
in_buf->length);

exit(1l);

/* this code used to check for incomplete reads, but you can’t get

an incomplete read on any file for which fstat() is meaningful */
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count = read(fd, in_buf->value, in_buf->length);

if (count < 0) {

perror("read");

exit(1l);

if (count < in_buf->length)

fprintf(stderr,

"Warning, only read in %d bytes, expected %d\n"

count, in_buf->length);

/*

* Function: call server

* Purpose: Call the "sign" service.

* Arguments:

* host

* port

* service name
* msg

(r) the

(r) the

(r) the

(r) the

MiEA - EF CHIGSS-APIHEBIREF
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* Returns: @ on success, -1 on failure

* Effects:

* call server opens a TCP connection to <host:port> and establishes a
* GSS-API context with service name over the connection. It then
* seals msg in a GSS-API token with gss seal, sends it to the server,
* reads back a GSS-API signature block for msg from the server, and
* verifies it with gss verify. -1 is returned if any step fails,
* otherwise @ is returned. */
int call _server(host, port, oid, service name, deleg flag, msg, use file)
char *host;
u_short port;
gss_0ID oid;
char *service name;
OM uint32 deleg flag;
char *msg;

int use file;

gss _ctx id t context;
gss_buffer_desc in_buf, out_buf;
int s, state;

OM_uint32 ret_flags;
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OM uint32 maj stat, min_stat;

gss_name_t src_name, targ_name;
gss_buffer desc sname, tname;
OM_uint32 lifetime;

gss 0OID mechanism, name type;
int is local;

OM_uint32 context_flags;

int is_open;

gss_qop_t gop_state;

gss_O0ID set mech_names;
gss_buffer_desc oid_name;

size t i;

/* Open connection */
if ((s = connect_to_server(host, port)) < 0)

return -1;

/* Establish context */

if (client establish context(s, service name, deleg flag, oid,
&context, &ret flags) < 0) {
(void) close(s);

return -1;
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/* display the flags */

display ctx flags(ret flags);

/* Get context information */

maj stat = gss inquire context(&min stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is_local,
&is _open);

if (maj_stat != GSS_S COMPLETE) {

display status("inquiring context", maj_stat, min_stat);

return -1;

maj stat = gss display name(&min_stat, src_name, &sname,
&name_type);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("displaying source name", maj stat, min stat);

return -1;

maj stat = gss display name(&min stat, targ name, &tname,

(gss OID *) NULL);
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if (maj_stat !'= GSS_S_COMPLETE) {
display status("displaying target name", maj_stat, min_stat);

return -1;

fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %d, flags %x, %s,
%s\n", (int) sname.length, (char *) sname.value,
(int) tname.length, (char *) tname.value, lifetime,
context_flags,
(is_local) ? "locally initiated" : "remotely initiated",

(is_open) ? "open" : "closed");

(void) gss_release name(&min_stat, &src_name);
(void) gss _release name(&min_stat, &targ name);
(void) gss release buffer(&min_stat, &sname);

(void) gss_release buffer(&min_stat, &tname);

maj stat = gss oid to str(&min stat,
name_type,
&oid name);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;
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fprintf(stderr, "Name type of source name is %.*s.\n",
(int) oid_name.length, (char *) oid_name.value);

(void) gss release buffer(&min_stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss inquire names for mech(&min stat,
mechanism,
&mech_names) ;
if (maj_stat != GSS_S_COMPLETE) {
display status("inquiring mech names", maj stat, min_stat);

return -1;

maj stat = gss oid to str(&min_stat,
mechanism,
&oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);

return -1;

fprintf(stderr, "Mechanism %.*s supports %d names\n",
(int) oid name.length, (char *) oid name.value,

mech _names->count);
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(void) gss _release buffer(&min_stat, &oid name);

for (i=0; i<mech names->count; i++) {
maj stat = gss_oid_to_str(&min_stat,
&mech names->elements[i],
&oid name);
if (maj_stat != GSS_S_COMPLETE) {
display status("converting oid->string", maj_stat, min_stat);

return -1;

fprintf(stderr, " %d: %.*s\n", i,

(int) oid name.length, (char *) oid _name.value);

(void) gss release buffer(&min_stat, &oid name);

(void) gss release oid set(&min_stat, &mech names);

if (use file) {
read file(msg, &in buf);
} else {
/* Seal the message */
in_buf.value = msg;

in buf.length = strlen(msg);
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maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT,
&in_buf, &state, &out buf);
if (maj_stat !'= GSS_S COMPLETE) {
display status("sealing message", maj stat, min stat);
(void) close(s);
(void) gss_delete sec context(&min_stat, &context,
GSS_C_NO_BUFFER);
return -1;
} else if (! state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

/* Send to server */
if (send token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

(void) gss release buffer(&min stat, &out buf);

/* Read signature block into out buf */
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if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

/* Verify signature block */
maj_stat = gss_verify mic(&min_stat, context, &in_buf,
&out_buf, &qop state);
if (maj_stat != GSS_S_COMPLETE) {
display status("verifying signature", maj stat, min_stat);
(void) close(s);
(void) gss delete sec context(&min_stat, &context, GSS C NO BUFFER);

return -1;

(void) gss release buffer(&min stat, &out buf);

if (use file)

free(in buf.value);

printf("Signature verified.\n");

/* Delete context */
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maj stat = gss delete sec context(&min_stat, &context, &out buf);
if (maj_stat !'= GSS_S COMPLETE) {
display status("deleting context", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

(void) gss_release buffer(&min_stat, &out buf);
(void) close(s);

return 0;

static void parse oid(char *mechanism, gss OID *oid)

char *mechstr = 0, *cp;
gss_buffer desc tok;

OM uint32 maj stat, min_stat;

if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {

printf("Couldn’t allocate mechanism scratch!\n");
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return;

sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (*cp == ".")
*ep = ;

tok.value = mechstr;
} else

tok.value = mechanism;
tok.length = strlen(tok.value);
maj_ stat = gss_str_to_oid(&min_stat, &tok, oid);
if (maj_stat != GSS_S_COMPLETE) {

display status("str to oid", maj stat, min_stat);

return;

if (mechstr)

free(mechstr);

int main(argc, argv)
int argc;

char **argv;
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char *service name, *server host, *msg;
char *mechanism = 0;

u_short port

4444;

int use file 0;
OM_uint32 deleg flag = @, min_stat;

gss_OID oid = GSS C NULL OID;

display file = stdout;

/* Parse arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;
} else if (strcmp(*argv, "-d") == 0) {
deleg flag = GSS C DELEG FLAG;

} else if (strcmp(*argv, "-f") == 0) {
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use file = 1;
} else
break;

argc--; argv++;

if (argc !'= 3)

usage();

server_host = *argv++;
service name = *argv++;

msg = *argv++;

if (mechanism)

parse oid(mechanism, &oid);

if (call server(server host, port, oid, service name,
deleg flag, msg, use file) < 0)

exit(1);

if (oid !'= GSS_C_NULL_OID)

(void) gss release oid(&min_stat, &oid);

return 0;
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LUR R pilfR it 1 iS5 88 imET gss_server MRS -

i - R B IRACRS th T DU Sun N LIRAT - 15T51R]
http://www.sun.com/download/products.xml?id=41912db5

RBIA-2gss-server. c FEGIFR 7 HY TE B Y
/*

* Copyright 1994 by OpenVision Technologies, Inc.

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,

* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in

* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.

* OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
* INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO

* EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR

260 Solaris FZ &R & 4R - 2006511 A



B35 22 R R AR 7

=l A-2gss-server. c FEHIFE PR E RS

(&)

* CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF

* USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR

* OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR

* PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !'defined(__CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-server.c, \

v 1.21 1998/12/22 \

04:10:08

#endif

#include

#include

#include

#include

#include

#include

#include

#include

#include

tytso Exp $";

<stdio.h>

<sys/types.h>

<sys/socket.h>

<sys/time.h>

<netinet/in.h>

<unistd.h>

<stdlib.h>

<ctype.h>

<gssapi/gssapi.h>
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#include <gssapi/gssapi_ext.h>

#include <gss-misc.h>

#include <string.h>

void usage()

{
fprintf(stderr, "Usage: gss-server [-port port] [-verbose]\n");
fprintf(stderr, " [-inetd] [-logfile file] [service name]\n");
exit(1l);

}

FILE *1log;

int verbose = 0;

/*

* Function: server acquire creds

* Purpose: imports a service name and acquires credentials for it

* Arguments:
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* service name (r) the ASCII service name

* server_creds (w) the GSS-API service credentials

* Returns: @ on success, -1 on failure

* Effects:

* The service name is imported with gss_import_name, and service
* credentials are acquired with gss acquire cred. If either operation
* fails, an error message is displayed and -1 is returned; otherwise,
* @ is returned.
*/
int server acquire creds(service name, server creds)

char *service name;

gss_cred id t *server creds;

gss_buffer desc name buf;
gss_name_t server_name;

OM uint32 maj stat, min stat;

name_buf.value = service name;
name_buf.length = strlen(name buf.value) + 1;

maj stat = gss import name(&min stat, &name buf,
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(gss_0ID) GSS_C_NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);

return -1;

maj stat = gss_acquire cred(&min_stat, server_name, 0,
GSS_C_NULL_OID SET, GSS_C_ACCEPT,
server_creds, NULL, NULL);

if (maj_stat != GSS_S_COMPLETE) {

display status("acquiring credentials", maj_stat, min_stat);

return -1;

(void) gss_release name(&min_stat, &server name);

return 0;

/*

* Function: server_establish_context

* Purpose: establishes a GSS-API context as a specified service with
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* an incoming client, and returns the context handle and associated

* client name

* Arguments:

* S (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred

* context (w) the established GSS-API context

* client _name (w) the client’s ASCII name

* Returns: @ on success, -1 on failure

* Effects:

* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned
* in client name and @ is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/

int server establish context(s, server creds, context, client name, \

ret flags)

int s;

MiEA - EF CHIGSS-APIHEBIREF 265



R 33 22 iR R AR 7

=l A-2gss-server. c FEIFE R SEREACHT (&)

gss_cred id t server creds;
gss_ctx_id_t *context;
gss _buffer t client name;

OM_uint32 *ret flags;

gss_buffer desc send tok, recv tok;

gss_name_t client;

gss_0ID doid;

OM uint32 maj stat, min_stat, acc_sec _min_stat;

gss_buffer_desc oid name;

*context = GSS_C_NO_CONTEXT;

do {
if (recv_token(s, &recv_tok) < 0)

return -1;

if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv tok.length);

print token(&recv_tok);

maj_stat =
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gss_accept_sec_context(&acc_sec_min_stat,
context,
server creds,
&recv_tok,
GSS_C_NO_ CHANNEL BINDINGS,
&client,
&doid,
&send_tok,
ret _flags,
NULL, /* ignore time rec */

NULL) ; /* ignore del cred_handle */

(void) gss release buffer(&min_stat, &recv_tok);

if (send_tok.length !'= 0) {
if (verbose && log) {
fprintf(log,
"Sending accept_sec context token (size=%d):\n",
send tok.length);

print token(&send tok);

if (send token(s, &send tok) < 0) {

fprintf(log, "failure sending token\n");

MiEA - EF CHIGSS-APIHEBIREF 267



R 33 22 iR R AR 7

=l A-2gss-server. c FEIFE R SEREACHT (&)

return -1;

(void) gss_release buffer(&min_stat, &send tok);

if (maj_stat!=GSS_S COMPLETE && maj_stat!=GSS_ S CONTINUE_NEEDED) {
display status("accepting context", maj_ stat,
acc_sec_min_stat);
if (*context == GSS_C_NO_CONTEXT)
gss_delete sec context(&min_stat, context,
GSS_C_NO_BUFFER) ;

return -1;

if (verbose && log) {
if (maj_stat == GSS_S_CONTINUE_NEEDED)
fprintf(log, "continue needed...\n");
else
fprintf(log, "\n");

fflush(log);

} while (maj stat == GSS_S_CONTINUE NEEDED);
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/* display the flags */

display ctx flags(*ret_flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("converting oid->string", maj_stat, min_stat);

return -1;

fprintf(log, "Accepted connection using mechanism OID %.*s.\n",
(int) oid name.length, (char *) oid _name.value);

(void) gss_release buffer(&min_stat, &oid name);

maj stat = gss_display name(&min_stat, client, client_name, &doid);
if (maj stat != GSS S COMPLETE) {
display status("displaying name", maj stat, min_stat);

return -1;

maj stat = gss release name(&min stat, &client);
if (maj stat != GSS S COMPLETE) {
display status("releasing name", maj stat, min stat);

return -1;
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return 0;

/*

* Function: create socket

* Purpose: Opens a listening TCP socket.

* Arguments:

* port (r) the port number on which to listen

* Returns: the listening socket file descriptor, or -1 on failure

* Effects:

* A listening socket on the specified port is created and returned.

* On error, an error message is displayed and -1 is returned.

*/

int create socket(port)

u_short port;
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struct sockaddr_in saddr;
int s;

int on = 1;

saddr.sin_family = AF_INET;
saddr.sin port = htons(port);

saddr.sin_addr.s_addr = INADDR_ANY;

if ((s = socket(AF_INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");

return -1;

/* Let the socket be reused right away */

(void) setsockopt(s, SOL SOCKET, SO REUSEADDR, (char *)é&on,
sizeof(on));

if (bind(s, (struct sockaddr *) &saddr, sizeof(saddr)) < 0) {
perror("binding socket");
(void) close(s);

return -1;

if (listen(s, 5) < 0) {
perror("listening on socket");

(void) close(s);
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return -1;

return s;

static float timeval subtract(tvl, tv2)

struct timeval *tvl, *tv2;

{
return ((tvl->tv_sec - tv2->tv_sec) +
((float) (tvl->tv usec - tv2->tv usec)) / 1000000);
}
/*

* Yes, yes, this isn’t the best place for doing this test.

* DO NOT REMOVE THIS UNTIL A BETTER TEST HAS BEEN WRITTEN, THOUGH.
* -TYT

*/

int test import export context(context)

gss _ctx id t *context;

OM_uint32 min_stat, maj_stat;
gss_buffer desc context token, copied token;

struct timeval tml, tm2;
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/*

* Attempt to save and then restore the context.

*/
gettimeofday(&tml, (struct timezone *)0);
maj stat = gss _export sec context(&min stat, context, \

&context_token);
if (maj_stat != GSS_S_COMPLETE) {
display status("exporting context", maj_stat, min_stat);

return 1;

gettimeofday(&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n",
context token.length, timeval subtract(&tm2, &tml));
copied token.length = context token.length;
copied token.value = malloc(context token.length);
if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context \
token.\n");

return 1;

memcpy (copied token.value, context token.value, \
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/*

*

*

*

copied token.length);
maj_stat = gss_import_sec_context(&min_stat, &copied_token, \
context);
if (maj_stat != GSS_S_COMPLETE) {
display status("importing context", maj stat, min stat);

return 1;

free(copied_token.value);
gettimeofday(&tml, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n",
timeval subtract(&tml, &tm2));
(void) gss_release buffer(&min_stat, &context token);

return 0;

Function: sign_server

Purpose: Performs the "sign" service.

Arguments:
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* S (r) a TCP socket on which a connection has been
* accept()ed

* service name (r) the ASCII name of the GSS-API service to

* establish a context as

* Returns: -1 on error

* Effects:

* sign_server establishes a context, and performs a single sign request.

* A sign request is a single GSS-API sealed token. The token is
* unsealed and a signature block, produced with gss sign, is returned
* to the sender. The context is then destroyed and the connection

* closed.

* If any error occurs, -1 is returned.
*/
int sign server(s, server creds)

int s;

gss cred id t server creds;

gss _buffer desc client name, xmit buf, msg buf;
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gss_ctx id t context;
OM_uint32 maj_stat, min_stat;
int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */
if (server_establish context(s, server creds, &context,
&client_name, &ret_flags) < 0)

return(-1);

printf("Accepted connection: \"%.*s\"\n",
(int) client_name.length, (char *) client_name.value);

(void) gss release buffer(&min_stat, &client name);

for (i=0; i < 3; i++)
if (test import export context(&context))

return -1;

/* Receive the sealed message token */
if (recv_token(s, &xmit buf) < 0)

return(-1);

if (verbose && log) {
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fprintf(log, "Sealed message token:\n");

print_token(&xmit_buf);

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);
if (maj_stat != GSS_S_COMPLETE) {
display status("unsealing message", maj_stat, min_stat);
return(-1);
} else if (! conf_state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

(void) gss release buffer(&min_stat, &xmit buf);

fprintf(log, "Received message: ");
cp = msg_buf.value;
if ((isprint(cp[0]) || isspace(cp[0])) &&
(isprint(cp[1]) || isspace(cp[1]))) {
fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {
printf("\n");

print token(&msg buf);
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/* Produce a signature block for the message */
maj stat = gss_get mic(&min_stat, context, GSS_C QOP_DEFAULT,
&msg_buf, &xmit buf);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("signing message", maj stat, min_stat);

return(-1);

(void) gss_release buffer(&min_stat, &msg buf);

/* Send the signature block to the client */
if (send_token(s, &xmit buf) < 0)

return(-1);

(void) gss release buffer(&min_stat, &xmit buf);

/* Delete context */
maj stat = gss delete sec context(&min stat, &context, NULL);
if (maj stat != GSS S COMPLETE) {

display status("deleting context", maj stat, min stat);

return(-1);
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}
fflush(log);
return(0);

}

int

main(argc, argv)
int argc;

char **argv;

char *service name;
gss _cred _id t server creds;

OM _uint32 min_stat;

u_short port = 4444;
int s;

int once = 0;

int do inetd = 0;

log = stdout;

display file = stdout;

argc--; argv++;
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if (strcmp(*argv,

while (argc) {

argc--; argv++;

if ('argc) usage();

port = atoi(*argv);

else if (strcmp(*argv,

verbose = 1;

else if (strcmp(*argv,

once = 1;

else if (strcmp(*argv,

do_inetd = 1;

else if (strcmp(*argv,

argc--; argv++;

if ('argc) usage();

=l A-2gss-server. c FEIFE R SEREACHT (&)

“-port") == 0) {

"-verbose") == 0)

"-once") == 0) {

"-inetd") == 0) {

"-logfile") == 0)

log = fopen(*argv, "a");

display file = log;

if (1log) {

perror(*argv);

exit(1l);

} else

break;

argc--; argv++;
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if (argc '= 1)

usage();

if ((*argv)[0] == "-")

usage();

service name = *argv;

if (server_acquire creds(service name, &server creds) < 0)

return -1;

if (do_inetd) {
close(1);

close(2);

sign server(@, server creds);
close(0);
} else {

int stmp;

if ((stmp = create_socket(port)) >= 0) {

do {
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/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection");

continue;

/* this return value is not checked, because there’s
not really anything to do if it fails */

sign_server(s, server creds);

close(s);

} while (!once);

close(stmp);

(void) gss_release cred(&min_stat, &server creds);

/*NOTREACHED*/

(void) close(s);

return 0;
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B PLRIAR 55 A fe 1Ty SUTAE, TR B R A R XS B T R fE -
I B LR B o DL RIS e %

= send_token() — & REAINH B MU E A

= recv_token() — K H A AN S RFIEE

® display status() — !~ ERUA GSS-API pREHT IR B FRIR A
» write all() — ¥ X HRIE RS AT

®  read_all() —RESCIFEE AZZPIX

m display ctx flags() — AP ERAEXRYET L T XERE . WS AEREESHE
B30Ik

= print token() —HiH < RIIE

PAT R gs 1 X B e g 1A -

i - ORGP ARt AT LLEIE Sun FEHLLIRS - H VI
http://www.sun.com/download/products.xml?id=41912db5

5 A-3 2Tl GSS-API BRI A A AD
/*

* Copyright 1994 by OpenVision Technologies, Inc.

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,

* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in

* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.
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* OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,

* INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
* EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR

* CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
* USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR

* OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
* PERFORMANCE OF THIS SOFTWARE.

*/

#if !'defined(lint) && !defined( CODECENTER )
static char *rcsid = "$Header: /cvs/krbdev/krb5/src/appl/gss-sample/\
gss-misc.c, v 1.15 1996/07/22 20:21:20 marc Exp $";

#endif

#include <stdio.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>

#include <string.h>

#include <gssapi/gssapi.h>

Solaris FZ &R & 4R - 2006511 A



£&Fh GSS-API FEMI T £

w1 A-3 25Tl GSS-APT BRI 1LY (&)
#include <gssapi/gssapi_ext.h>

#include <gss-misc.h>

#include <stdlib.h>

FILE *display file;

static void display status 1

(char *m, OM uint32 code, int type);

static int write_all(int fildes, char *buf, unsigned int nbyte)

int ret;

char *ptr;

for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {

ret write(fildes, ptr, nbyte);
if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);

} else if (ret == 0) {

return(ptr-buf);
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return(ptr-buf);

static int read_all(int fildes, char *buf, unsigned int nbyte)

int ret;

char *ptr;

for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {
ret = read(fildes, ptr, nbyte);
if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);
} else if (ret == 0) {

return(ptr-buf);

return(ptr-buf);
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/*

* Function: send_token

* Purpose: Writes a token to a file descriptor.

* Arguments:

* s (r) an open file descriptor

* tok (r) the token to write

* Returns: @ on success, -1 on failure

* Effects:

* send token writes the token length (as a network long) and then the
* token data to the file descriptor s. It returns @ on success, and
* -1 if an error occurs or if it could not write all the data.
*/
int send_token(s, tok)

int s;

gss_buffer_ t tok;
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int len, ret;

len htonl(tok->length);

ret = write all(s, (char *) &len, 4);
if (ret < 0) {
perror("sending token length");
return -1;
} else if (ret != 4) {
if (display file)
fprintf(display file,
"sending token length: %d of %d bytes written\n",
ret, 4);

return -1;

ret = write all(s, tok->value, tok->length);
if (ret < 0) {

perror("sending token data");

return -1;
} else if (ret != tok->length) {

if (display file)
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fprintf(display file,
"sending token data: %d of %d bytes written\n",
ret, tok->length);

return -1;

return 0;

/*

* Function: recv_token

* Purpose: Reads a token from a file descriptor.

* Arguments:

* S (r) an open file descriptor

* tok (w) the read token

* Returns: @ on success, -1 on failure

* Effects:
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* recv_token reads the token length (as a network long), allocates

* memory to hold the data, and then reads the token data from the

* file descriptor s. It blocks to read the length and data, if

* necessary. On a successful return, the token should be freed with
* gss release buffer. It returns @ on success, and -1 if an error

* occurs or if it could not read all the data.

*/
int recv_token(s, tok)

int s;

gss buffer t tok;

int ret;

ret = read all(s, (char *) &tok->length, 4);
if (ret < 0) {
perror("reading token length");
return -1;
} else if (ret !'= 4) {
if (display file)
fprintf(display file,
"reading token length: %d of %d bytes read\n",
ret, 4);

return -1;
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tok->length = ntohl(tok->length);
tok->value = (char *) malloc(tok->length);
if (tok->value == NULL) {
if (display_file)
fprintf(display file,
"Out of memory allocating token data\n");

return -1;

ret = read all(s, (char *) tok->value, tok->length);
if (ret < 0) {
perror("reading token data");
free(tok->value);
return -1;
} else if (ret != tok->length) {
fprintf(stderr, "sending token data: %d of %d bytes written\n",
ret, tok->length);
free(tok->value);

return -1;
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return 0;

static void display status 1(m, code, type)
char *m;
OM uint32 code;

int type;

OM_uint32 maj_stat, min_stat;
gss_buffer desc msg;

OM_uint32 msg_ctx;

msg ctx = 0;
while (1) {
maj stat = gss display status(&min_stat, code,
type, GSS C NULL 0OID,
&msg ctx, &msg);
if (display_file)
fprintf(display file, "GSS-API error %s: %s\n", m,
(char *)msg.value);

(void) gss_release buffer(&min_stat, &msg);

if (!msg_ctx)
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break;

/*

* Function: display status

* Purpose: displays GSS-API messages

* Arguments:

* msg a string to be displayed with the message
* maj stat the GSS-API major status code

* min_stat the GSS-API minor status code

*

* Effects:

* The GSS-API messages associated with maj_stat and min_stat are
* displayed on stderr, each preceded by "GSS-API error <msg>: " and
* followed by a newline.
*/
void display status(msg, maj stat, min_stat)

char *msg;
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OM_uint32 maj_ stat;

OM uint32 min stat;

{
display status 1l(msg, maj stat, GSS C GSS CODE);
display status 1(msg, min stat, GSS C MECH CODE);
}
/*

* Function: display ctx flags

* Purpose: displays the flags returned by context initiation in

* a human-readable form

* Arguments:

* int ret flags

* Effects:

* Strings corresponding to the context flags are printed on

* stdout, preceded by "context flag: " and followed by a newline

*/
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void display ctx flags(flags)

OM_uint32 flags;

if (flags & GSS_C_DELEG_FLAG)
fprintf(display file, "context
if (flags & GSS_C_MUTUAL_FLAG)
fprintf(display file, "context
if (flags & GSS_C_REPLAY FLAG)
fprintf(display file, "context
if (flags & GSS_C_SEQUENCE_FLAG)
fprintf(display file, "context
if (flags & GSS_C_CONF_FLAG )
fprintf(display file, "context
if (flags & GSS_C_INTEG FLAG )

fprintf(display file, "context

void print_token(tok)

gss_buffer_t tok;

int i;

unsigned char *p = tok->value;
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flag:

flag:

flag:

flag:

flag:

flag:

GSS_C_DELEG_FLAG\n");

GSS C_MUTUAL FLAG\n");

GSS_C_REPLAY FLAG\n");

GSS_C_SEQUENCE_FLAG\n");

GSS C_CONF_FLAG \n");

GSS_C_INTEG FLAG \n");
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if (!display file)
return;
for (i=0; i < tok->length; i++, p++) {
fprintf(display file, "%02x ", *p);
if ((1 % 16) == 15) {

fprintf(display file, "\n");

fprintf(display file, "\n");

fflush(display file);
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gss_inquire context()
gss_wrap _size limit()
gss_export_sec context()
gss_import_sec_context()

gss _get mic()

gss_verify mic()
gss_wrap()
gss_unwrap()
gss_import name()
gss _display name()
gss_compare name()

gss_release name()

gss _inquire names for mech()

gss_inquire mechs for name()

gss_canonicalize name()
gss_export name()
gss_duplicate name()
gss_add oid set member()
gss_display status()
gss_indicate mechs()
gss_release buffer()

gss_release oid set()

gss_create empty oid set()

gss _test oid set member()

KA RZ e BT XER
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SR LT

TR BRI B 52 8L (message integrity code,
MIC)
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T — X GARIARE
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gss_delete oid()
B gss oid to str()
®  gss str to oid()
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il o

B RRIRE
LU R B E 0 AT s BT FERTRTR LT s BT ohe S B R R . RV
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m gss sign() WL gss_get mic() -

m  gss verify() BN gss verify mic() o
®  gss seal() LN gss wrap() o

®  gss_unseal() ELEEHE gss_unwrap()

GSS-API 1K 7585
FIREBIE B T BRI Z2AE oM uint32 T4 o

F K753 OM_uint32

BB (Most Significant Bit, MSB) LSB
AREIR FIF2EEIR WRER
i 31 24 23 16 15 0

& -1 FIRE RIS

QIR GSS-API Bilf2iR [F1#Y) GSS ARERI 16 A & AEFE . WML . WA AR RT
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GSS_S_CONTINUE_NEEDED 0 (LSB) {¥HH gss_init_sec_context() B
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GSS_S_DUPLICATE_TOKEN 1 YA R RIS R o

GSS_S_OLD_TOKEN 2 2 FRRE SRR EL i A

GSS_S_UNSEQ_TOKEN 3 A EE SR

GSS_S_GAP_TOKEN 4 RSB FHAM B £H B SR

ARREHEELELR. BSIWE 79 THHY “GSS-APLIRERS”
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¥ gss_display status() B GSS-APUIRSTIDELEHL N SCAME X - RALLE, v LA
ORI ENE IS E T XA ER - gss_display status() — AR —MREIE, mH
Ht, NiZ4% gss_display status() TEIEERHY—ER5
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718-1 8 FH gss_display status() ‘BiRASE
OM uint32 message context;

OM uint32 status code;

OM uint32 maj status;

OM uint32 min_ status;

gss_buffer_desc status_string;

message context = 0;

do {

maj status = gss display status(
&min_status,
status_code,
GSS_C_GSS_CODE,
GSS_C_NO_01ID,
&message context,

&status_string);

fprintf(stderr, "%.*s\n", \
(int)status string.length, \

(char *)status_string.value);
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74 B-1 [ gss display status() IR (&)
gss_release buffer(&min status, &status string,);

} while (message context != 0);

REWBE

% GSS_CALLING ERROR() ~ GSS_ROUTINE ERROR() Fll GSS_SUPPLEMENTARY INFO() {fF] GSS IR
15 o X e m] DAMMBRAH G F B AAMM BT B (Z E o #140. W7 LK 65S_ROUTINE_ERROR() M T
RS, DUMIBR VA A B R AR A5 BB o IR E(UR R BIFE B R T B ] DURHX BE 47
PEAE SR FE Y GSS_S_xxx 5 ELELHITELES - W AIRSRSHE R VA F iR B IR £

. MIZE 6ss ERROR() IR [EIHEFAE . HNRFREIZ{E - H GSS-APIE LT 7% — K A L
HEZ P SE-

GSS-API Z{#E 3 BIFN{E
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gss name_t) XM EAEHL  XEFIRLBTEFNH . KTAEUTED

w5303 TUFAY <LK GSS-APT Ei#E =R — 45 H oM uint32~ gss_buffer desc-
gss OID desc-~ gss OID set desc struct M gss_channel bindings struct BRI
TE S o

w58 305 GUFRHY < HFREA — 45 HONTRE PR GSS-APT AR & rfg =X«

w5305 GUFPAY s E kR AL — 25 1 RTHI{F gss_channel_bindings_t #5441
initiator_addrtype M acceptor_addrtype Bt % Fi{E -

H K GSS-API £HE Y
KT 148 GSS-API R E RS A .

OM uint32
OM_uint32 25 FHE LK 32 U TCiF 5 HEL .

gss_buffer desc
& gss_buffer t 551 gss buffer desc AYE LR TR
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typedef struct gss buffer desc struct {
size t length;
void *value;

} gss_buffer desc, *gss buffer t;

gss OID desc
7 gss_0ID FE51HY gss_0ID_desc HUE SR LA &L -

typedef struct gss OID desc struct {
OM uint32 length;
void*elements;

} gss_OID desc, *gss OID;

gss OID set desc
4 gss_0ID set 8% gss 0ID set desc HIE LR LU TR

typedef struct gss OID set desc struct {
size t count;
gss OID elements;

} gss_OID set desc, *gss OID set;

gss_channel bindings struct
gss_channel bindings struct #5f9#llgss channel bindings t f8THIE LIRS AOT -

typedef struct gss channel bindings struct {
OM uint32 initiator addrtype;
gss buffer desc initiator address;
OM uint32 acceptor addrtype;
gss_buffer _desc acceptor_address;
gss_buffer desc application data;

} *gss_channel_bindings_t;
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GSS-API 45 E T LAY TN BE

% B4 IBE YD E HihL A (&)
FR f& (it ) M SR
GSS_C_AF_LOCAL 1 AR
GSS_C_AF_INET 2 Internet #2454, {547 1P
GSS_C_AF_IMPLINK 3 ARPAnet IMP
GSS_C_AF_PUP 4 pup A%, {541 BSP
GSS_C_AF_CHAOS 5 MIT CHAOS %
GSS_C_AF_NS 6 XEROX NS
GSS_C_AF_NBS 7 nbs
GSS_C_AF_ECMA 8 ECMA
GSS_C_AF_DATAKIT 9 Datakit f7}1%
GSS_C_AF_CCITT 10 CCITT
GSS_C_AF_SNA 11 IBM SNA
GSS_C_AF_DECnet 12 DECnet
GSS_C_AF_DLI 13 B O
GSS_C_AF_LAT 14 LAT
GSS_C_AF_HYLINK 15 NSC 4 iEE
GSS_C_AF_APPLETALK 16 AppleTalk
GSS_C_AF_BSC 17 BISYNC
GSS_C_AF_DSS 18 ARG
GSS_C_AF_OSI 19 OSI TP4
GSS_C_AF_X25 21 X.25
GSS_C_AF_NULLADDR 255 ARG E (AT itk

GSS-API 45 E TS MBI T BE

£ APLYSEEN 2 [A] GSS-API fU R L5 T AT BER T A « KZEURHLT . SEEl 2 (Al 22 7 %)
B RERNIEIT . FEFTETRICT . TFA&F A UM E T4 € K0 (BLfE Sun 58
L) TR R AL TR AR
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GSS-API FR4F ZE T SEBLRI TN BE

HET sun BYEREL

Sun SLERHEE B % XY GSS-API PREY -

ALZERBFRIEE

GSS-API SKHAE 5 A FRo B T 21 i ki al B AT [R] » X Tl RS el NP AN
ZR A T (BRIl 5 ) X RFR . M. XN AR TN IZH A
gss_compare_name () HAE NEME XA IRED S5 HAth 4 FRITAC -

Sun ) gss_display_name() SKERFZLL NI VB RAFR o W input_name SHEFTHF E
&, Nl gss display_name() iR [E user principal@realm {2 output_name_buffer. iR [Fl
gss_0ID {EF N output_name_type - YIF Kerberos v5 ;& ZE ML M gss_ 01D Ay
1.2.840.11354.1.2.2-

W3R gss_display name() FZUREIFI L FRE gss_import name() {#H 6SS c No 0ID & FRIEEHIA
FE/, M gss display name() FFTE output_name_type ZHHIR[E] GSS_C NO 0ID -

E 2 &S

gss_display name() ERECE 4 H 747 B "<anonymous>": DIFE/REH GSS-API £k . 514
PRI 2 PRI OID 9 6SS_C_NT_ANONYMOUS o Sun SEER 57 548 HoAtl 5 % T 41| f G FRAN R LL
RIS (<>) FEL -

LI E KR

DA S B AR R SEEl, (L RERESCE ] eI BE S A iR 3 Ty SR

: gss_cred t~ gss _ctx_id t fllgss name to

U] Sl N TR 56

QSR RSN T Sun SEERAR 2 H SIMHNBRER 7 A2 iy B F 5o k. N R R %
B {HFH gss_delete sec context () MR BT SCRAR M ZHA4F .

Sun SEER BT AR E R B SRR BRI EE (WNEREHR) - B2, SAFEHFERETE
B N AR AR Z AR R R EL (4 gss_release name()) o

ANEEY 1 | I (——
X I G B SZ FRE VLA T 2R (Y. o« Diffie-Hellman ML 5 Kerberos v5 #1HIE SZHFEEYBE -

TF % & ROZRUOEE R E B BE R R - RVE Kerberos vs LI TR HLLL AR, {HIEIE
S E BRI PR X T Diffie- Hellman HLHIA T A -
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LT 5 HANEAE B < b

Sun SEFEIMIFFELEAHR TS 2 IR -

XFFHIEIESRE

Sun f GSS-API LI SZ 71T gss_acquire cred() FKHY GSS_C INITIATE - GSS_C_ACCEPT Al
GSS_C_BOTH FZiE -

EIEEEA

Sun Y GSS-API SKERSZHFIRIERII] - [HIE. FEfw B ol IE KL (U gss_acquire cred() Al
gss add cred()) HHEH] 5 R dn JE HIAH R O S 4L -

ol Va3
Sun Y GSS-API LI SZ#¢ B FCHIHA . Hitk. FRF el LIFEREL (W0
t()

gss_init sec context() #ll gss inquire contex A S E R SCEa EER S
.

[814% & /| \BR %0 QoP (&

Sun Y GSS-APT SEER ( SAEATEERIMLHIMEE ) A% gss_wrap () ZLERAHE S 5@ AR A K/
N FIFEF AT LA A gss_wrap_size limit() FE i KIHE K/ .

P gss wrap_size limit() B, Sun HY GSS-API SZE AT LIRGIITER QOP{H -

{8 minor_status %

TF Sun A GSS-API SEERAT . BEE{XGR E] minor_status 50 THLEIRE B o« EfthsZEinr
RE AR E T SRR [EHE VR DR Bl g YIRS — 38 4 -
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Kerberos v5 1R 7540

Kerberos v5 X755

B GSS-APT B EER 2R BN IRESHS . FIRSBALIKESEG . FIREE 5 GSS-API AT
RS . flan, WRNARFEREL S E T CEEEZEEE, N GSS-API R (A
GSS_S_CONTEXT EXPIRED FYFIRZSAT o 2 299 TIHHfY “GSS-APLARASHS” thAiH T 3R
g,

YIRS 2 FH 44 TE #Y GSS-APT SLEN 3 Frig Rt 2 2 MLHR R « £ GSS-API BREIER S A
minor_status BY minor_stat ZENENFE —N B H - TLIREEESRINLRE, NARFER
KBS E CLT R B .

TRINE T minor_status ZE T Kerberos v5 R BIFPIRESTHE « A X GSS-APLIR LAY HE £
BE. 1ESIE 79 T “GSS-APLIREE” -

Kerberos v5 FA7ZS5 1 BYIREE B
FHFUH T Kerberosvs kAT 1 HGEFIRIVCIRAIN .

% B-5 Kerberos v5 K515 1

TR 18 &Y
KRB5KDC_ERR_NONE -1765328384L kB R
KRB5KDC_ERR_NAME_EXP -1765328383L BEEE R P LR
HA
KRB5KDC_ERR_SERVICE_EXP -1765328382L B R R 5% e T i
1
KRB5KDC_ERR_BAD_PVNO -1765328381L SRR AR 2 32 F
KRB5KDC_ERR_C_OLD_MAST_KVNO -1765328380L EPHLESA A IHN EZ
ER Nz
KRB5KDC_ERR_S_OLD_MAST_KVNO -1765328379L MR S5 e A IH B 25
ER N2
KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN -1765328378L £ Kerberos $EEE A
FE M
KRB5KDC_ERR_S_PRINCIPAL_UNKNOWN -1765328377L £ Kerberos IR A
Bk SS %
KRB5KDC_ERR_PRINCIPAL_NOT_UNIQUE -1765328376L F{k BA Kerberos $iHEE
FR £ 19
KRB5KDC_ERR_NULL_KEY -1765328375L FPANEARS B EEEE

%
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% B-5 Kerberos v5 K55 1 (&)

AR & ax
KRB5KDC_ERR_CANNOT_POSTDATE -1765328374L FIER AR A REIE
KRB5KDC_ERR_NEVER_VALID -1765328373L & K E R A i R HA D £
HEY N
KRB5KDC_ERR_POLICY -1765328372L KDC Hg a8 K
KRB5KDC_ERR_BADOPTION -1765328371L KDC JC2: S5 SR 1 2 57
KRB5KDC_ERR_ETYPE_NOSUPP -1765328370L KDC AN Hipn a8
KRB5KDC_ERR_SUMTYPE_NOSUPP -1765328369L KDC A da s il
KRB5KDC_ERR_PADATA_TYPE_NOSUPP -1765328368L KDC A3#F padata 7Y
KRB5KDC_ERR_TRTYPE_NOSUPP -1765328367L KDC A S Hite ity 2 4
KRB5KDC_ERR_CLIENT_REVOKED -1765328366L TR LAY SEAE
KRB5KDC_ERR_SERVICE_REVOKED -1765328365L LR IR S5 A ) R
Kerberos v5 X745 2 YR [B/E 2
TERIIH T Kerberos vs HUIRZESHS 2 BB B IR ESH E -
% B-6 Kerberos v5 IR 55 2
TR & aX
KRB5KDC_ERR_TGT_REVOKED -1765328364L LA TGT
KRB5KDC_ERR_CLIENT_NOTYET -1765328363L FEHLEICRR . EMEEE
i
KRB5KDC_ERR_SERVICE_NOTYET -1765328362L o5 as o A H
=
KRB5KDC_ERR_KEY_EXP -1765328361L mECRPuR:E]
KRB5KDC_ERR_PREAUTH_FAILED -1765328360L TR IE
KRB5KDC_ERR_PREAUTH_REQUIRED -1765328359L T EH A TRIE
KRB5KDC_ERR_SERVER_NOMATCH -1765328358L T R A AR 55 28 I SEIE AR L
fic
KRB5PLACEHOLD_27 &) KRB5PLACEHOLD_30 -1765328357L &l KRB5 £ i2f5 27 ] 30 (£
-1765328354L ")
KRB5KRB_AP_ERR_BAD_INTEGRITY -1765328353L i SEHE R A S
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% B-6 Kerberos v5 IR 515 2 (&)

AR =1 ax
KRB5KRB_AP_ERR_TKT_EXPIRED -1765328352L FE T HA
KRB5KRB_AP_ERR_TKT_NYV -1765328351L SR [ ok
KRB5KRB_AP_ERR_REPEAT -1765328350L HRNE
KRB5KRB_AP_ERR_NOT_US -1765328349L SRR HE AT
KRB5KRB_AP_ERR_BADMATCH -1765328348L E=ANYE van S NI
KRB5KRB_AP_ERR_SKEW -1765328347L iR 37 22 KK
KRB5KRB_AP_ERR_BADADDR -1765328346L DX £ ki A TE T
KRB5KRB_AP_ERR_BADVERSION -1765328345L SRR A LA
KRB5KRB_AP_ERR_MSG_TYPE -1765328344L HE TR
KRB5KRB_AP_ERR_MODIFIED -1765328343L HEmES T B%
KRB5KRB_AP_ERR_BADORDER -1765328342L HETF
KRB5KRB_AP_ERR_ILL_CR_TKT -1765328341L RS SRS
KRB5KRB_AP_ERR_BADKEYVER -1765328340L FHRAATH
Kerberos v5 FIRZSAE 3 BB [E] B B
TR T Kerberos vs HUREHE 3 fUR BRI UK EHE -
% B-7 Kerberos v5 JR 7545 3
WIRTS & aX
KRB5KRB_AP_ERR_NOKEY -1765328339L R 5% 2R AT
KRB5KRB_AP_ERR_MUT_FAIL -1765328338L EEE AN
KRB5KRB_AP_ERR_BADDIRECTION -1765328337L THEIT AR IR
KRB5KRB_AP_ERR_METHOD -1765328336L T B HR A 77 1
KRB5KRB_AP_ERR_BADSEQ -1765328335L HE A TS5 A ET
KRB5KRB_AP_ERR_INAPP_CKSUM -1765328334L ﬁ ISEElbL e nRI SN S
&
KRB5PLACEHOLD_51 &) KRB5PLACEHOLD_59 -1765328333L Zl KRB5 $417659 51 2 59 (f&
-1765328325L ®)
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Kerberos v5 X755

% B-7 Kerberos v5 IR 15 3 (&)

AR & ax
KRB5KRB_ERR_GENERIC -1765328324L — PR R
KRB5KRB_ERR_FIELD_TOOLONG -1765328323L FET TSI
KRB5PLACEHOLD_62 £ KRB5PLACEHOLD_127 -1765328322L &l KRB5 #8165 62 2 127
-1765328257L (fREE)
FIEEE -1765328256L RN ERER
KRB5_LIBOS_BADLOCKFLAG -1765328255L A E R A AR S TTRL
KRB5_LIBOS_CANTREADPWD -1765328254L iyt A E R
KRB5_LIBOS_BADPWDMATCH -1765328253L R NN
KRB5_LIBOS_PWDINTR -1765328252L & B
KRB5_PARSE_ILLCHAR -1765328251L P AR EARE TR
KRB5_PARSE_MALFORMED -1765328250L FIRI R X E R
KRB5_CONFIG_CANTOPEN -1765328249L TeIEFT FF /45 %] Kerberos
/etc/krb5/krb5 Bt B X4
KRB5_CONFIG_BADFORMAT -1765328248L Kerberos /etc/krb5/krb5
B S =R IR
KRB5_CONFIG_NOTENUFSPACE -1765328247L AR, TR B e
BER
KRB5_BADMSGTYPE -1765328246L NGRIEFEE T TCRITHE R
el
KRB5_CC_BADNAME -1765328245L ANACPE SR e S

®

Kerberos v5 K755 4 BIIR BB B
TFFIE T Kerberos vs HUR S 4 FLR B VCRSE A -

% B-8 Kerberos v5 IR 85 4

TR & ay
KRB5_CC_UNKNOWN_TYPE -1765328244L AL = R 2L
KRB5_CC_NOTFOUND -1765328243L R EBIVLH A FAE
KRB5_CC_END -1765328242L EI BNt 2y e 2 =)
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% B-8 Kerberos v5 IR 515 4 (&)

RS & aX
KRB5_NO_TKT_SUPPLIED -1765328241L SRR
KRB5KRB_AP_WRONG_PRINC -1765328240L TSR A AR
KRB5KRB_AP_ERR_TKT_INVALID -1765328239L R A TR AR
KRB5_PRINC_NOMATCH -1765328238L TH SR AR A ZEAE A T AT
KRB5_KDCREP_MODIFIED -1765328237L KDC [F15 5 T AT
fic
KRB5_KDCREP_SKEW -1765328236L KDC [ H kit pAE iz 22
KK
KRB5_IN_TKT_REALM_MISMATCH -1765328235L VIR TR K&
L/ 55 S 4 g A~ DL T
KRB5_PROG_ETYPE_NOSUPP -1765328234L FEFF D N2 F A S
KRB5_PROG_KEYTYPE_NOSUPP -1765328233L PRI/ D 2R S 4
KRB5_WRONG_ETYPE -1765328232L TH S H R R Sk
eyl
KRB5_PROG_SUMTYPE_NOSUPP -1765328231L FE P DA R S A S ¢
KRB5_REALM_UNKNOWN -1765328230L HA NSRRI KDC
KRB5_SERVICE_UNKNOWN -1765328229L Kerberos IR 5 KA1
KRB5_KDC_UNREACH -1765328228L Tevk v 1Al K AU AT
KDC
KRB5_NO_LOCALNAME -1765328227L REENERLIRIIA A
VN
KRB5_MUTUAL_FAILED -1765328226L VEETRE ma 1S4
KRB5_RC_TYPE_EXISTS -1765328225L L3 M B v i 4 A R Y
KRB5_RC_MALLOC -1765328224L TeH Z A i (F
HINEEEFED)
KRB5_RC_TYPE_NOTFOUND -1765328223L BRI ARSI R AN
Kerberos v5 IR 754D 5 BR[O /H R
TEERINH T Kerberos vs HUREE 5 BB BIFICIRATHE -
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% B-9 Kerberos v5 R 5HG 5

RS & HEX
KRB5_RC_UNKNOWN -1765328222L — AR A RC £ 1R
KRB5_RC_REPLAY -1765328221L HENEIK
KRB5_RC_IO -1765328220L I 1/O BEAEIIM
KRB5_RC_NOIO -1765328219L BVl e il N2 e
SRk
KRB5_RC_PARSE -1765328218L BN SRR AT A R R
MR
KRB5_RC_IO_EOF -1765328217L IR 1/0 S
gER
KRB5_RC_IO_MALLOC -1765328216L JEHE % Nt id (A
IR EHEZ A 10 )
KRB5_RC_IO_PERM -1765328215L T IR R AR RS AR
gt
KRB5_RC_IO_IO -1765328214L HENE S 170 S
H 1/0 £51%
KRB5_RC_IO_UNKNOWN -1765328213L —EPEARE RC/TO £H1R
KRB5_RC_IO_SPACE -1765328212L FREEUE B RZE M
s
KRB5_TRANS_CANTOPEN -1765328211L T TF 1B UL S
(&S
KRB5_TRANS_BADFORMAT -1765328210L AL SIS AR IE
Tff
KRB5_LNAME_CANTOPEN -1765328209L TEEFTH SR E] Wname 5%
MR
KRB5_LNAME_NOTRANS -1765328208L ANREXT I KAV EARHITEE
i
KRB5_LNAME_BADFORMAT -1765328207L R T RS A
1
KRB5_CRYPTO_INTERNAL -1765328206L EI RGN TR 1R
KRB5_KT_BADNAME -1765328205L AR LRI R
KRB5_KT_UNKNOWN_TYPE -1765328204L RENR AR LAY
KRB5_KT_NOTFOUND -1765328203L KRB BEAR I
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% B-9 Kerberos v5 IR 55 5 (&)

RS & aX

KRB5_KT_END -1765328202L FR AR R

KRB5_KT_NOWRITE -1765328201L Tk B AHEE B AR

Kerberos v5 IR 7545 6 BR[O /H R
FERFNH T Kerberos v5 HUREE 6 BIIR BRI PCIREHE -
% B-10 Kerberos v5 IR 6

IR & ax

KRB5_KT_IOERR -1765328200L 5 NEHRN it

KRB5_NO_TKT_IN_RLM -1765328199L HAR BN KA

KRB5DES_BAD_KEYPAR -1765328198L DES Z A & ERAY AT 1
e

KRB5DES_WEAK_KEY -1765328197L DES #8959 %A

KRB5_BAD_ENCTYPE -1765328196L RN 2R

KRB5_BAD_KEYSIZE -1765328195L %%Hjid NYiIEZESIUPN
%

KRB5_BAD_MSIZE -1765328194L ﬁ BAR/NSIELIAFH
=

KRB5_CC_TYPE_EXISTS -1765328193L CFE IR IE i A7 R

KRB5_KT_TYPE_EXISTS -1765328192L e E AR

KRB5_CC_IO -1765328191L FEIE RIS AT /O #ER
g

KRB5_FCC_PERM -1765328190L FEAE R A7 SRR A
1ETf

KRB5_FCC_NOFILE -1765328189L KB FEAE % A7 S

KRB5_FCC_INTERNAL -1765328188L N SCPREIE i R A7 B
R

KRB5_CC_WRITE -1765328187L B ASEE & AT AT
s

KRB5_CC_NOMEM -1765328186L BWHE LN A il

(I HEEARID)
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% B-10 Kerberos v5 K515 6 (&)

RIRTES & TX

KRB5_CC_FORMAT -1765328185L L R RS U
=

KRB5_INVALID_FLAGS -1765328184L TR KDC T A B
NEREEER 1R

KRB5_NO_2ND_TKT -1765328183L T RERERIE AT

KRB5_NOCREDS_SUPPLIED -1765328182L 7 ] FEGIRE B AL I

KRB5_SENDAUTH_BADAUTHVERS -1765328181L KIE T BRI sendauth i
ZN

KRB5_SENDAUTH_BADAPPLVERS -1765328180L sendauth % 1% 7 1R IR
FTREFFRRAS

KRB5_SENDAUTH_BADRESPONSE -1765328179L HIRIAN, (sendauth 324
HATHE] )

KRB5_SENDAUTH_REJECTED -1765328178L AR 55 #RTEHIIT sendauth 32
A R F 48 50k

1 he 24
Kerberos v5 X755 7 IR BB B
TRIIE T Kerberos vs HER S 7 BUR BRI VIR ASTE R -
% B-11 Kerberos v5 IR & HY 7

RS & aX

KRB5_PREAUTH_BAD_TYPE -1765328177L TREE R R A Z 2 Fr

KRB5_PREAUTH_NO_KEY -1765328176L BRI AT T i TG I 25 5H

KRB5_PREAUTH_FAILED -1765328175L — M PRI e

KRB5_RCACHE_BADVNO -1765328174L BRI RS ZURRA
BT

KRB5_CCACHE_BADVNO -1765328173L ANTEBLE 2 ey LS ZNE
N

KRB5_KEYTAB_BADVNO -1765328172L EAFREWRA S A7
Y

KRB5_PROG_ATYPE_NOSUPP -1765328171L TR B D b F R S 5

KRB5_RC_REQUIRED -1765328170L T B B ORI 7 B rache

S
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% B-11 Kerberos v5 JR 255 7 (&)

RIRTES & aX
KRB5_ERR_BAD_HOSTNAME -1765328169L FEHZITCEHE
KRB5_ERR_HOST_REALM_UNKNOWN -1765328168L TCIENfE FE N A
KRB5_SNAME_UNSUPP_NAMETYPE -1765328167L RERT IR AEHE L
RS FEAE
KRB5KRB_AP_ERR_V4_REPLY -1765328166L B W] ZE A R ACL - A i
K 4 4R
KRB5_REALM_CANT_RESOLVE -1765328165L TCfFENTIE KU KDC
KRB5_TKT_NOT_FORWARDABLE -1765328164L KR EIETC R IRE T 5 4
=E
KRB5_FWD_BAD_PRINCIPAL -1765328163L SR EE & AR YR
==
KRB5_GET_IN_TKT_LOOP -1765328162L £ krb5_get_in_tkt A&
FEH
KRB5_CONFIG_NODEFREALM -1765328161L [=is
/etc/krb5/krb5.conf ﬂ%iﬂaﬁ
TE B
KRB5_SAM_UNSUPPORTED -1765328160L obtain_sam_padata H1HY
SAM FriEEE 1R
KRB5_KT_NAME_TOOLONG -1765328159L FERARLIRKK
KRB5_KT_KVNONOTFOUND -1765328158L AT KRR AR
K5 IEH
KRB5_CONF_NOT_CONFIGURED -1765328157L KA 'E Kerberos
/etc/krb5/krbs. cont il &
X
ERROR_TABLE_BASE_krb5 -1765328384L SRR
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o o 0 Mt & €

FEE OID

R R AT REfH SR A QOP Fll GSS-API FRERHEAINLEI - 155 WLEE 77 T “GSS-APIOID” -
HE, BuREs T HOMZIEIEE OID . KM ENE T WMEE OID . AFEESLUT
F

= 319 TPy <8 OID {HAY SR
w5322 TR “FEMLE O1ID”
w324 TPy SR ARERA L]

B& oID BRI

NITERE L. GSS-API A LAAT 8275 2R HLHIFT QOP « 7E Solaris R%E . AW

(/etc/gss/mech Kl /etc/gss/qop) HVELEHE W FNLHIFI AT A QOP HIE B - WIRICHLI R
DREESCLE, ML R B AR DAY B SCF o 3L QOP & A7 iY Internet FrifE
N2 AT USSR H /Y -

/etc/gss/mech X1
/etc/gss/mech STIFFIH T ATFHEHLEL. b S8 ER TIPSR AR, T’ ER
T s A

= ASCIJEZIHLEHIA PR

= LY OID

s TSR L AT SR A A AR S5 Y T =
» AT DU SRR 55 1 A A AR R
K45 setc/gss/mech AT BEWTRH] C-1 A7 -
M5l -1 /etc/gss/mech S

#

# Copyright 2003 Sun Microsystems, Inc. All rights reserved.
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=~ C-1/etc/gss/mech A ( 4 )

# Use is subject to license terms.

#

#ident "@(#)mech 1.12 03/10/20 SMI"

#

# This file contains the GSS-API based security mechanism names,

# the associated object identifiers (0ID) and a shared library that
# implements the services for the mechanisms under GSS-API.

#

# Mechanism Name Object Identifier Shared Library Kernel Module

[Options]

#

kerberos v5 1.2.840.113554.1.2.2 mech_krb5.so kmech krb5
spnego 1.3.6.1.5.5.2 mech spnego.so.l [msinterop]

diffie _hellman_640 0 1.3.6.4.1.42.2.26.2.4 dh640-0.s0.1

diffie_hellman_1024_0 1.3.6.4.1.42.2.26.2.5 dh1024-0.s0.1

/etc/gss/qop X1

X FLZEIFTAILE. 7ete/gss/qop SKIFAFRE B MILHIFT S IFTE QOP. (X EEHL I
ASCILF1F IR 2 32 (7B R 2 it « R 7ete/gss/qop ATRELN A FRBIFTR -

&5l -2 /etc/gss/qop XfF

#

# Copyright (c) 2000, by Sun Microsystems, Inc.
# ALl rights reserved.

#
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gss_str_to_oid() A%

=il c-2 /etc/gss/qop SLF (&)

#ident "@(#)qop 1.3 00/11/09 SMI"
#
# This file contains information about the GSS-API based quality of

# protection (QOP), its string name and its value (32-bit integer).

#

# QOP string QOP Value Mechanism Name
#

GSS_KRB5_INTEG C_QOP_DES_MD5 0 kerberos_v5
GSS_KRB5 CONF_C_QOP_DES 0 kerberos_v5

gss str to oid() BR &Y

A\

NT 5F AR GSS-API [A] T 375 I GSS-API LI FF % gss_str to_oid() o
gss_str_to oid() AJ T RTHLHIE QOP HIFRF & E#1ly OID » F4F & 1] DL B F 8L
FIE -

B - HLL GSS-API SEEIAN ST £F gss str to oid() ~ gss_oid to str() I
gss_release oid(), [EILAHEIE A EXAIEEAPLHIF] QOP .

ML EAF 5 mT AR GRS 28 AR e . thal DR P R ARIINZS - (22, HARRTEI
GSS-APT SKERERSZ 5 gss_str_to_oid (). FEILR FFRF AR Y AL K5 -

FORHLEI B E T LR AR RS X . B —Fig =l { 123 4 3 2 GSS-APT AL 2K (H
FMIERER . 8 ZFig1.2.3. 4 FERAENTZ, BARZERIFRER -
gss_str_to_oid() N 4 fli F2E — g XAUMLEIEL T, Kk, 7EHM gss_str_to_oid() Z
Al AN R 5B R U 1 B b TR o 9l C-3 R IEJR T gss_str_to_oid() HUR
Bl QERPLHEITCRL gss_str_to_oid() FfiZ[H 6SS_S_BAD_MECH -

BT gss_str to oid() &/l GSS-API ¥iHEZS (0], [HILIEERIFER & EAT
gss_release oid() PRECEMMBRAT A ECHY OID - 5 gss_str to oid() —H,

gss_release oid() AE T XFHVREL FXT T A H B A @A A ERRE 7 K
AN REARFSY, R Y o
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T TEELAE A gss_str_to oid(). HABLERHE 1 L RN T A HAEFMLHIN & 7 1% -
— M5k FEIENLH] OID.  SAJERZMLHI S — 4 nT A HLEIE T AL . 5Tz
IRE—2H A FALARIH ML g £ — AL -

gss_OID FAFE KL T -

typedef struct gss OID desc struct {
OM_uint32 length;
void *elements;

} gss OID desc, *gss OID;

Hrh, tEERI elements F BRI\ LT FREME DT, ZFHFHFPES gss_oId
()7 AL BER TLV 4ifEAI{E A 77 ) ASN.1 BER 4fid o length B EL S ZEHIOF 8- Flan.
KR DASS X.509 B iEALHIHY gss_oIp {HH & —ME 7 Wlength BRI — D& 1A LU /i
FIMERY elements 7B - 53,14,2,207,163,7,5 ¢

FEHLHI OID Wy —FoT ik 2 A gss_o1p, AAE FahWIa L FontEE@NHIITE - 4 LT
R elements {E R T DU AR A IREUN BEGRAS(E . AT LE T A o It bk
gss_str_to_oid() FEMURRIOIEE, {2 —FMEC R .

R EIQL%%?H*@ﬁﬁH@gSS_OIDﬁﬁgss_indicate_mechs() Eﬁgss_inquire_mechs_for_name()
BRER LR [ g — 2 T ML A T EL A o RIFIRE R AT LABEFH gss_test oid set member() EKI¥
ek A X H v ML R S A ERT & RIHLE] OID - 412R gss_test oid_set member() 3&H
REEEER . WIFRIAET DCREATAY &R OID FA{E GSS-APT H S5 HIHLH -

&I OID 57 —F 5 ik @ (R R )7 H gss_indicate mechs() B¢
gss_inquire mechs_for name() SKIKENAT AN gss_0ID set. gss 0ID set HALL N

typedef struct gss OID set desc struct {
OM_uint32 length;
void *elements;

} gss OID set desc, *gss OID set;

Hrp, B ITEAE — DR HBALEI gss_o1p o N TR b G 2 M B LI o 5
BUEZRIEA . FP AT UUCE AT Son i BUE R - RGN AR 2Rz E
79 gss_01D_set FIFHRIAK I o R IR 2 ol LU T R OB 55 i e LAk 1) kA7 bLAE
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createMech0Qid () LZI?&

i%ﬁﬂlttl%l’éﬂlﬁ’\] HEER 7 RFFHUSERE - 8RN (M 6ss_c_NuLL o1 FTHEERIEREHL
.

{5 -3 createMech0id () %K

gss OID createMechOid(const char *mechStr)

gss buffer desc mechDesc;
gss_O0ID mechOid;

OM_uint32 minor;

if (mechStr == NULL)

return (GSS_C_NULL_OID);

mechDesc.length = strlen(mechStr);

mechDesc.value = (void *) mechStr;

if (gss _str to oid(&minor, &mechDesc, &mech0Oid) !
= GSS_S_COMPLETE) {
fprintf(stderr, "Invalid mechanism oid specified <%s>",
mechStr);

return (GSS_C _NULL_OID);

return (mech0Oid);
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parse oid() Al A TR 1T HI L 2HLHI &R LN FH AT OID -
Rl c-aparse_oid() FEEL

static void parse oid(char *mechanism, gss OID *oid)

char *mechstr = 0, *cp;
gss_buffer_desc tok;

OM uint32 maj stat, min_stat;

if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n");

return;

sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (*cp == ".")
*cp = :
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);

maj stat = gss str _to oid(&min_stat, &tok, oid);
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if (maj_stat != GSS S COMPLETE) {
display status("str to oid", maj stat, min stat);

return;

if (mechstr)

free(mechstr);
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#pragma ident "@(#)client.c 1.4 03/04/07 SMI"
/* $Id: client.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */
/*

* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright
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* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

* 3. The name "Carnegie Mellon University" must not be used to

* endorse or promote products derived from this software without

* prior written permission. For permission or any other legal

* details, please contact

* Office of Technology Transfer

* Carnegie Mellon University

* 5000 Forbes Avenue

* Pittsburgh, PA 15213-3890

* (412) 268-4387, fax: (412) 268-7395
* tech-transfer@andrew.cmu.edu

* 4, Redistributions of any form whatsoever must retain the following
* acknowledgment:
* "This product includes software developed by Computing Services

* at Carnegie Mellon University (http://www.cmu.edu/computing/)."

* CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
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* THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY

* AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
* FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN

* AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
* OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>

#include <string.h>

#ifdef HAVE UNISTD H
#include <unistd.h>

#endif

#include <sys/socket.h>
#include <netinet/in.h>

#include <arpa/inet.h>
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#include <netdb.h>

#ifdef SUN_SDK_

#include <sysexits.h>

#endif /* SUN SDK_ */

#include <assert.h>

#include <sasl.h>

#include "common.h"

/* remove \r\n at end of the line */

static void chop(char *s)

char *p;

assert(s);

p =s + strlen(s) - 1;

if (p[@] == "\n") {

*p-- = '\0’;

}

if (p >= s && p[0] == '\r’) {
*p-- = '\0’;

}
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static int getrealm(void *context attribute ((unused)),

int id,

const char **availrealms,

const char **result)

static char buf[1024];

/* Double-check the ID */

if (id != SASL_CB_GETREALM) return SASL_BADPARAM;

if (!result) return SASL _BADPARAM;

printf("please choose a realm (available:");

while (*availrealms) {

printf(" %s", *availrealms);

availrealms++;
}
printf("): ");

fgets(buf, sizeof buf, stdin);
chop(buf);

*result = buf;
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return SASL OK;

static int simple(void *context attribute ((unused)),
int id,
const char **result,

unsigned *len)

static char buf[1024];

/* Double-check the connection */
if (! result)

return SASL_BADPARAM;

switch (id) {

case SASL CB_USER:

printf("please enter an authorization id: ");
break;

case SASL_CB_AUTHNAME:

printf("please enter an authentication id: ");
break;

default:

return SASL BADPARAM;
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fgets(buf, sizeof buf, stdin);
chop(buf);
*result = buf;

if (len) *len = strlen(buf);

return SASL_OK;

#ifndef HAVE GETPASSPHRASE
static char *

getpassphrase(const char *prompt)

return getpass(prompt);

#endif /* ! HAVE_GETPASSPHRASE */

static int

getsecret(sasl conn_t *conn,
void *context attribute ((unused)),
int id,

sasl secret t **psecret)

char *password;
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size t len;

static sasl_secret_t *x;

/* paranoia check */
if (! conn || ! psecret || id != SASL_CB_PASS)

return SASL_BADPARAM;

password = getpassphrase("Password: ");
if (! password)

return SASL FAIL;

len = strlen(password);

x = (sasl_secret t *) realloc(x, sizeof(sasl secret t) + len);

if ('x) {
memset (password, 0, len);

return SASL_NOMEM;

x->len = len;
#ifdef SUN SDK_
strcpy((char *)x->data, password);

#else
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strcpy(x->data, password);

#endif /* SUN SDK_ */

memset (password, @, len);

*psecret = x;

return SASL_OK;

static int getpath(void * context __attribute__((unused)),

const char **path)

{
*path = getenv("SASL_PATH");
if (*path == NULL)
*path = PLUGINDIR;
return SASL OK;
}

/* callbacks we support */

static sasl callback t callbacks[] = {

SASL_CB_GETREALM, &getrealm, NULL

A
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SASL CB USER, &simple, NULL
oA

SASL CB_AUTHNAME, &simple, NULL
oo

SASL_CB_PASS, &getsecret, NULL
oo

SASL_CB_GETPATH, &getpath, NULL
oo

SASL CB LIST END, NULL, NULL

int getconn(const char *host, const char *port)

struct addrinfo hints, *ai, *r;

int err, sock = -1;

memset (&hints, @, sizeof(hints));
hints.ai family = PF_UNSPEC;

hints.ai socktype = SOCK STREAM;

if ((err = getaddrinfo(host, port, &hints, &ai)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(err));

exit(EX_UNAVAILABLE);
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for (r = ai; r; r = r->ai next) {
sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (sock < 0)
continue;
if (connect(sock, r->ai addr, r->ai _addrlen) >= 0)
break;
close(sock);

sock = -1;

freeaddrinfo(ai);
if (sock < 0) {
perror("connect");

exit (EX_UNAVAILABLE);

return sock;

char *mech;

int mysasl negotiate(FILE *in, FILE *out, sasl conn t *conn)
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char buf[8192];

const char *data;

const char *chosenmech;
#ifdef SUN SDK_

unsigned len;
#else

int len;
#endif /* _SUN_SDK_ */

int r, c;

/* get the capability list */
dprintf(@, "receiving capability list... ");
len = recv_string(in, buf, sizeof buf);

dprintf(@, "%s\n", buf);

if (mech) {
/* make sure that 'mech’ appears in 'buf’ */
if (!strstr(buf, mech)) {
printf("server doesn’t offer mandatory mech ’%s’\n", mech);

return -1;

} else {

mech = buf;
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r = sasl client start(conn, mech, NULL, &data, &len, &chosenmech);
if (r != SASL OK && r != SASL_CONTINUE) {

saslerr(r, "starting SASL negotiation");

printf("\n%s\n", sasl_errdetail(conn));

return -1;

dprintf(1l, "using mechanism %s\n", chosenmech);

/* we send up to 3 strings;
the mechanism chosen, the presence of initial response,
and optionally the initial response */

send _string(out, chosenmech, strlen(chosenmech));

if(data) {

send string(out, "Y", 1);

send string(out, data, len);

} else {

send string(out, "N", 1);

for (;;) {

dprintf(2, "waiting for server reply...\n");
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c = fgetc(in);
switch (c) {
case '0":

goto done ok;

case 'N’:

goto done_no;

case 'C’: /* continue authentication */

break;

default:
printf("bad protocol from server (%c %x)\n", c, c);

return -1;

len = recv_string(in, buf, sizeof buf);

r = sasl _client step(conn, buf, len, NULL, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation");
printf("\n%s\n", sasl errdetail(conn));

return -1;
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if (data) {
dprintf(2, "sending response length %d...\n", len);
send string(out, data, len);

} else {
dprintf(2, "sending null response...\n");

send_string(out, "", 0);

done_ok:
printf("successful authentication\n");

return 0;

done no:
printf("authentication failed\n");

return -1;

#ifdef SUN_SDK_

void usage(const char *s)
#else

void usage(void)

#endif /* SUN_SDK_ */
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#ifdef SUN_SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mech] host\n", s);

#else

fprintf(stderr, "usage: client [-p port] [-s service] \

[-m mech] host\n");

#endif /* SUN SDK  */

exit (EX_USAGE);

int main(int argc, char *argv[])

{
int c;
char *host = "localhost";
char *port = "12345";

char localaddr[NI MAXHOST + NI MAXSERV],
remoteaddr[NI_MAXHOST + NI MAXSERV];
char *service = "rcmd";

char hbuf[NI_MAXHOST], pbuf[NI_MAXSERV];
int r;

sasl _conn_t *conn;

FILE *in, *out;

int fd;

int salen;
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struct sockaddr_storage local_ip, remote ip;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {

switch(c) {

case 'p’:
port = optarg;

break;

case 's’:
service = optarg;

break;

case 'm’:
mech = optarg;

break;

default:
#ifdef SUN_SDK_
usage(argv[0]);
#else
usage();
#endif /* _SUN_SDK_ */

break;
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if (optind > argc - 1) {
#ifdef SUN_SDK_
usage(argv([0]);
#else
usage();

#endif /* SUN SDK  */

if (optind == argc - 1) {

host = argv[optind];

/* initialize the sasl library */
r = sasl client init(callbacks);

if (r != SASL OK) saslfail(r, "initializing libsasl");

/* connect to remote server */

fd = getconn(host, port);

/* set ip addresses */
salen = sizeof(local ip);
if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {

perror("getsockname");
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getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef _SUN_SDK /* SOLARIS doesn’t support NI_WITHSCOPEID */
NI_NUMERICHOST | NI_NUMERICSERV);
#else
NI_NUMERICHOST | NI_WITHSCOPEID | NI NUMERICSERV);
#endif

snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {

perror("getpeername");

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI _WITHSCOPEID | NI NUMERICSERV);
#endif

snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);
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/* client new connection */
r = sasl client new(service, host, localaddr, remoteaddr, NULL,
0, &conn);

if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here

sasl_setprop(conn, SASL SSF _EXTERNAL, &extprops); */

/* set required security properties here

sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");

out = fdopen(fd, "w");

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {

/* send/receive data */

printf("closing connection\n");

fclose(in);
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fclose(out);
close(fd);

sasl_dispose(&conn);
sasl done();

return 0;

SASL fRk 55287~
LA 25E 165 TLHHY “SASL R HRTA-4EREBIAR S5 e Can 51 3 .

HOR B IR RS th o] DL Sun T 8L IREL . & 117
http://www.sun.com/download/products.xml?id=41912db5

#pragma ident "@(#)server.c 1.3 03/04/07 SMI"
/* $Id: server.c,v 1.4 2002/10/07 05:04:05 rjs3 Exp $ */
/*

* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.
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* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the

* distribution.

* 3. The name "Carnegie Mellon University" must not be used to

* endorse or promote products derived from this software without
* prior written permission. For permission or any other legal

* details, please contact

* Office of Technology Transfer

* Carnegie Mellon University

* 5000 Forbes Avenue

* Pittsburgh, PA 15213-3890

* (412) 268-4387, fax: (412) 268-7395

* tech-transfer@andrew.cmu.edu

* 4, Redistributions of any form whatsoever must retain the following
* acknowledgment:
* "This product includes software developed by Computing Services

* at Carnegie Mellon University (http://www.cmu.edu/computing/)."

* CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
* THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY

* AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
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* FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN

* AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
* OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>

#include <string.h>

#ifdef HAVE UNISTD H
#include <unistd.h>

#endif

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#ifdef SUN_SDK_
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#include <sysexits.h>

#endif /* SUN SDK_ */

#include <sasl.h>

#include "common.h"

#if !defined(IPV6_BINDVGONLY) && defined(IN6P_IPV6_V6ONLY)
#define IPV6_BINDV6ONLY ING6P_BINDV6ONLY

#endif

#if !'defined(IPV6 VG6ONLY) && defined(IPV6 BINDV6ONLY)
#define IPV6_V6ONLY IPV6_BINDVGONLY

#endif

#ifndef IPV6_BINDV6ONLY

#undef IPV6_V6ONLY

#endif

static int getpath(void * context attribute ((unused)),

const char **path)

*path = getenv("SASL PATH");

if (*path == NULL)

*path = PLUGINDIR;
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return SASL OK;

/* callbacks we support */

static sasl callback_t callbacks[] = {

SASL_CB_GETPATH, &getpath, NULL

oA

SASL CB LIST END, NULL, NULL

/* create a socket listening on port ’'port’ */
/* if af is PF_UNSPEC more than one socket might be returned */
/* the returned list is dynamically allocated, so caller needs to free it */

int *listensock(const char *port, const int af)

struct addrinfo hints, *ai, *r;
int err, maxs, *sock, *socks;

const int on = 1;

memset (&hints, 0, sizeof(hints));

hints.ai flags = AI_PASSIVE;
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hints.ai family = af;

hints.ai socktype = SOCK STREAM;

err = getaddrinfo(NULL, port, &hints, &ai);
if (err) {

fprintf(stderr, "%s\n", gai strerror(err));

exit(EX_USAGE);

/* Count max number of sockets we can open */

for (maxs = @, r = ai; r; r = r->ai_next, maxs++)

socks = malloc((maxs + 1) * sizeof(int));

if (!socks) {

fprintf(stderr, "couldn’t allocate memory for sockets\n");
freeaddrinfo(ai);

exit (EX_OSERR);

socks[0] = 0; /* num of sockets counter at start of array */

sock = socks + 1;

for (r = ai; r; r = r->ai_next) {

fprintf(stderr, "trying %d, %d, %d\n",r->ai family, r->ai socktype,
r->ai protocol);

*sock = socket(r->ai family, r->ai socktype, r->ai protocol);
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if (*sock < 0) {

perror("socket");

continue;

if (setsockopt(*sock, SOL_SOCKET, SO REUSEADDR,

(void *) &on, sizeof(on)) < 0) {

perror("setsockopt(SO_REUSEADDR)");

close(*sock);

continue;

#if defined(IPV6_VG6ONLY) && !(defined(__FreeBSD ) && _ FreeBSD__ < 3)

if (r->ai_family == AF_INET6) {

if (setsockopt(*sock, IPPROTO_IPV6, IPV6_ BINDVGONLY,

(void *) &on, sizeof(on)) < 0) {

perror("setsockopt (IPV6 BINDV6ONLY)");

close(*sock);
continue;
}
}
#endif

if (bind(*sock, r->ai addr, r->ai addrlen) < 0) {
perror("bind");
close(*sock);

continue;
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if (listen(*sock, 5) < 0) {
perror("listen");
close(*sock);

continue;

socks[0]++;

sock++;

freeaddrinfo(ai);

if (socks[0] == 0) {

fprintf(stderr, "Couldn’t bind to any socket\n");

free(socks);

exit(EX_OSERR);

return socks;

#ifdef SUN SDK_
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void usage(const char *s)
#else
void usage(void)

#endif /* SUN SDK_ */

#ifdef SUN_SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mech]\n", s);
#else

fprintf(stderr, "usage: server [-p port] [-s service] [-m mech]\n");
#endif /* _SUN_SDK_ */

exit (EX_USAGE);

/* Globals are used here, but local variables are preferred */

char *mech;

/* do the sasl negotiation; return -1 if it fails */

int mysasl negotiate(FILE *in, FILE *out, sasl_conn_t *conn)

char buf[8192];

char chosenmech[128];

const char *data;
#ifdef _SUN_SDK_

unsigned len;
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#else
int len;

#endif /* _SUN_SDK_ */
int r = SASL FAIL;

const char *userid;

/* generate the capability list */
if (mech) {
dprintf(2, "forcing use of mechanism %s\n", mech);

data = strdup(mech);

} else {

int count;

dprintf(1l, "generating client mechanism list... ");
r = sasl listmech(conn, NULL, NULL, " ", NULL,

&data, &len, &count);
if (r != SASL OK) saslfail(r, "generating mechanism list");

dprintf (1, "%d mechanisms\n", count);

/* send capability list to client */

send string(out, data, len);

dprintf(1l, "waiting for client mechanism...\n");
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len = recv _string(in, chosenmech, sizeof chosenmech);

if (len <= 0) {

printf("client didn’t choose mechanism\n");

fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

if (mech && strcasecmp(mech, chosenmech)) {

printf("client didn’t choose mandatory mechanism\n");

fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

len = recv_string(in, buf, sizeof(buf));

if(len !'= 1) {

saslerr(r, "didn’t receive first-send parameter correctly");
fputc(’N’, out);

fflush(out);

return -1;

if(buf[@] == "Y") {
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/* receive initial response (if any) */

len = recv_string(in, buf, sizeof(buf));

/* start libsasl negotiation */
r = sasl_server_start(conn, chosenmech, buf, 1
&data, &len);
} else {
r = sasl_server_start(conn, chosenmech, NULL, 0,

&data, &len);

if (r != SASL OK && r != SASL_CONTINUE) {
saslerr(r, "starting SASL negotiation");

fputc(’'N’, out); /* send NO to client */

fflush(out);

return -1;

while (r == SASL_CONTINUE) {

if (data) {
dprintf(2, "sending response length %d...\n",
fputc(’'C’, out); /* send CONTINUE to client */
send_string(out, data, len);

} else {
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dprintf(2, "sending null response...\n");
fputc(’'C’, out); /* send CONTINUE to client */

send string(out, "", 0);

dprintf (1, "waiting for client reply...\n");
len = recv_string(in, buf, sizeof buf);
if (len < 0) {

printf("client disconnected\n");

return -1;

r = sasl _server step(conn, buf, len, &data, &len);

if (r !'= SASL_OK && r != SASL_CONTINUE) {
saslerr(r, "performing SASL negotiation");
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

if (r != SASL OK) {
saslerr(r, "incorrect authentication");

fputc(’'N’, out); /* send NO to client */
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fflush(out);

return -1;

fputc(’'0’, out); /* send OK to client */
fflush(out);

dprintf(1l, "negotiation complete\n");

r = sasl_getprop(conn, SASL_USERNAME, (const void **) &userid);

printf("successful authentication ’'%s’\n", userid);

return 0;

int main(int argc, char *argv[])

int c;

char *port = "12345";
char *service = "rcmd";
int *1, maxfd=0;

int r, i;

sasl_conn_t *conn;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
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switch(c) {
case 'p’:
port = optarg;

break;

case 's’:
service = optarg;

break;

case 'm’:
mech = optarg;

break;

default:
#ifdef SUN SDK_
usage(argv[0]);
#else
usage();
#endif /* SUN SDK */

break;

/* initialize the sasl library */
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r = sasl server init(callbacks, "sample");

if (r != SASL OK) saslfail(r, "initializing libsasl");

/* get a listening socket */
if ((1 = listensock(port, PF_UNSPEC)) == NULL) {

saslfail(SASL_FAIL, "allocating listensock");

for (i =1; i <= 1[0]; i++) {
if (1[i] > maxfd)

maxfd = 1[i];

for (5;) {

char localaddr[NI_MAXHOST | NI _MAXSERV],
remoteaddr[NI _MAXHOST | NI MAXSERV];

char myhostname[1024+1];

char hbuf[NI_MAXHOST], pbuf[NI MAXSERV];

struct sockaddr storage local ip, remote ip;

int salen;

int nfds, fd = -1;

FILE *in, *out;

fd_set readfds;
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FD ZERO(&readfds);
for (i =1; 1 <= 1[0]; i++)

FD SET(1[i], &readfds);

nfds = select(maxfd + 1, &readfds, 0, 0, 0);
if (nfds <= 0) {
if (nfds < @ & errno != EINTR)
perror(“"select");

continue;

for (i =1; i <= 1[0]; i++)
if (FD_ISSET(l[i], &readfds)) {
fd = accept(l[i], NULL, NULL);

break;

if (fd < 0) {
if (errno != EINTR)
perror("accept");

continue;

printf("accepted new connection\n");
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/* set ip addresses */
salen = sizeof(local ip);
if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {

perror("getsockname");

getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN_SDK /* SOLARIS doesn’t support NI_WITHSCOPEID */
NI _NUMERICHOST | NI_NUMERICSERV);
#else
NI_NUMERICHOST | NI_WITHSCOPEID | NI_NUMERICSERV);
#endif

snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {

perror("getpeername");

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN _SDK /* SOLARIS doesn’t support NI_WITHSCOPEID */

NI_NUMERICHOST | NI_NUMERICSERV);
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#else
NI NUMERICHOST | NI _WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

r = gethostname(myhostname, sizeof(myhostname)-1);

if(r == -1) saslfail(r, "getting hostname");

r = sasl_server_new(service, myhostname, NULL, localaddr, remoteaddr,
NULL, @, &conn);

if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here

sasl_setprop(conn, SASL SSF_EXTERNAL, &extprops); */

/* set required security properties here

sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");

out = fdopen(fd, "w");

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {

/* send/receive data */
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printf("closing connection\n");
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

sasl _done();

18 F R
PUT ACRE R £33 4 Fh SASL BRI 51 3%

HOR BRI IR RS tha] LU Sun R HLLIREL . & 11
http://www.sun.com/download/products.xml?id=41912db5

#pragma ident "@(#)common.c 1.1 03/03/28 SMI"
/* $Id: common.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */
/*

* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions
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* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

* 3. The name "Carnegie Mellon University" must not be used to

* endorse or promote products derived from this software without
* prior written permission. For permission or any other legal

* details, please contact

* Office of Technology Transfer

* Carnegie Mellon University

* 5000 Forbes Avenue

* Pittsburgh, PA 15213-3890

* (412) 268-4387, fax: (412) 268-7395

* tech-transfer@andrew.cmu.edu

* 4. Redistributions of any form whatsoever must retain the following
* acknowledgment:

* "This product includes software developed by Computing Services
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* at Carnegie Mellon University (http://www.cmu.edu/computing/)."

* CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO

* THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY

* AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
* FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN

* AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
* OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

#include <config.h>

#include <stdio.h>

#include <ctype.h>

#include <stdarg.h>

#ifdef SUN SDK_

#include <sysexits.h>

#endif /* SUN SDK_ */

#include <sasl.h>

/* send/recv library for IMAP4 style literals.
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really not important; just one way of doing length coded strings */

int send string(FILE *f, const char *s, int 1)

int al;

al = fprintf(f, "{%d}\r\n", 1);

fwrite(s, 1, 1, f);

fflush(f);

printf("send: {%d}\n", 1);

while (1--) {

if (isprint((unsigned char) *s)) {

printf("%sc", *s);

} else {

printf("[%X]", (unsigned char) *s);

S++;

printf("\n");

return al;
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int recv_string(FILE *f, char *buf, int buflen)

{
int c;
int len, 1;
char *s;
c = fgetc(f);
if (c !'= "{") return -1;

/* read length */

len = 0;

c = fgetc(f);

while (isdigit(c)) {

len = len * 10 + (c - '0");

c = fgetc(f);

}

if (c !'= "}") return -1;
c = fgetc(f);

if (¢ !'= '\r’) return -1;
c = fgetc(f);

if (c !'= '\n’) return -1;

/* read string */

if (buflen <= len) {
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fread(buf, buflen - 1, 1, f);

buf[buflen - 1] = ’'\0’;

/* discard oversized string */

len -= buflen - 1;

while (len--) (void)fgetc(f);

len = buflen - 1;

} else {

fread(buf, len, 1, f);

buf[len] = ’'\0’;

}
1 = len;
s = buf;

printf("recv: {%d}\n", len);

while (1--) {

if (isprint((unsigned char) *s)) {
printf("%sc", *s);

} else {

printf("[%X]", (unsigned char) *s);

S++;

printf("\n");
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372

int

int

return len;

debuglevel = 0;

dprintf(int lvl, const char *fmt, ...)

va_list ap;

int ret = 0;

if (debuglevel >= 1lvl) {

va start(ap, fmt);

ret = vfprintf(stdout, fmt, ap);

va_end(ap);

return ret;

void saslerr(int why, const char *what)

fprintf(stderr, "%s: %s", what, sasl errstring(why,
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void saslfail(int why, const char *what)

saslerr(why, what);

exit (EX_TEMPFAIL);
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provider-name NAZER AR B A
mech* B FR I HIL Y 24 B

LT 32 A AZ B PRI 7R 1] -

des:supportedlist=CKM _DES_CBC,CKM DES ECB,CKM_DES_CFB

o QUEREREE R MENUE] (QONNEES R ) AR T, WX ZIm A DL g -
driver names=devicedriverl,devicedriver2, . ..
devicedriver* IR EHINZ HIWIIIEF AR
DA T2 i s SR B AR e RO 3] -

driver names=dca

EigfitERRmMER

AT/ ERUUT PSR BEE PR INE 72544 DAGERR (L o] AFEREZE N TAF « A8 a8 afa
FHER A EIEMEE 7Rt « fRtE AT UV T R 2 — . PKCS#11 % « PUTHEIEATA]
TN AR R (1 g 1 5L A AN BN R Y

. = Vo= Y ~
v HIFIRUEEFZZEILP
EH, IRMENTLZEFEREILER. AT, (FAu ALK —in . BERASRE
P GAAL P R -

1 B{EH elfsign request A48 Sun RIFIEP -

it S TE AL BALE P B O[] 2 A2 e — N FAEH

% elfsign request -k private-keyfile -r certificate-request

private-keyfile fRERAVANI EEE 1L o BlS . RECEPLOETRT Solaris MIEHEZEE B 12
HEEN T LRI - ZHRXNIZE L2 - HHEA5EE Sun iEBHHE
KA HE 3 -

certificate-request 13 HIEREEZ -

CLUR 7R B B 0T R 42 Y R 1 FE 5245 Sun -

% elfsign request \

-k /securecrypt/private/MyCompany.private.key \
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384

-r /reqcrypt/MyCompany.certrequest

Enter Company Name / Stock Symbol or some other globally unique identifier.

This will be the prefix of the Certificate DN:MYCORP

The government of the United States of America restricts the export of
"open cryptographic interfaces", also known as "crypto-with-a-hole".
Due to this restriction, all providers for the Solaris cryptographic

framework must be signed, regardless of the country of origin.

The terms "retail" and "non-retail" refer to export classifications

for products manufactured in the USA. These terms define the portion of the
world where the product may be shipped. Roughly speaking, "retail" is
worldwide (minus certain excluded nations) and "non-retail" is domestic

only (plus some highly favored nations). If your provider is subject to

USA export control, then you must obtain an export approval (classification)
from the government of the USA before exporting your provider. It is
critical that you specify the obtained (or expected, when used during
development) classification to the following questions so that your provider

will be appropriately signed.

Do you have retail export approval for use without restrictions based

on the caller (for example, IPsec)? [Yes/No] N
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If you have non-retail export approval for unrestricted use of your
provider by callers, are you also planning to receive retail approval
restricting which export sensitive callers (for example, IPsec) may

use your provider? [Y/N] Y

FAAE THEEMN X4 (HIU setc/crypto/private/MyCompany. private. key L) Ho i
FHIEME TEENXHE (HIU0 /reqcrypt/MyCompany . certrequest X)) A

HBIE P RIFIR 4 Sun -
BHEF HE & 1Z2FB LU BBk . solaris-crypto-reg@sun. com
Sun FHARHEIE 5 HE SR AERRIE T o SR FIE BRYBIA & 22 05k .

B M Sun UL ZIBTIE B FHETE /etc/crypto/certs BRAH -
NT R, NAZGFLAREE P G EREE S MY E F .

==
EERME
. RMERIT LR EEFRRME - AL (FNMR R 2R — . RHEIRARS
B B T % W bR -

EEBRME . M elfsignsign @<+ Sun AR RNES - UK T M Sun RIFIEHRIFAIR -
% elfsign sign -k private-keyfile -c Sun-certificate -e provider-object

-k EEMATAEBIESHE (EXE% Sun) FIRLHIY ST -

-c Sun MRHEIEF HE FTAUA FOIE A BEAE -

e fHIARFEARY - FHE Solaris JIEAER  FIHITR M & B — b HISCPRRIER A% -

PUTR R B B ] 25 2 fe L

% elfsign sign \
-k /securecrypt/private/MyCompany.private.key \
-c /etc/crypto/certs/MyCompany

-e /path/to/provider.object

WEER, A elfsign sign ZHEBFEEME TN R « WRFEZNEHIRES LA, T
TERFH elfsign sign Z BTN 1ZF1Z5 5 8 BB A & -
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v BIFRECEZBRMEE
1S Sun AT ANE & SARBLE AV

2 WIrRAEHR elfsign verify MY EHEE TIRME.
DL /R BA B IE B AL T4 B 3K /etc/crypto/certs/MyCompany HIHT #H4THIFALE -

% elfsign verify \

-e /path/to/MyProvider.so.1

elfsign: verification of /path/to/MyProvider.so.l passed
PUF 7= B BR AR RIE B A7 T E AR BR B H 3

% elfsign verify \

-c /path/to/MyCerts \

-e /path/to/MyProvider.so.1l

elfsign: verification of /path/to/MyProvider.so.1l passed
DA 7= 5 B Q1A B0E 56 FH A2 SR IO TE B 25 F WO PR3 -
% elfsign verify \

-e /path/to/MyRestrictedProvider.so.1

elfsign: verification of /path/to/MyRestrictedProvider.so.1l passed, \
but restricted.

v £REFEHOMNMENX G
TEET X [ N {5 A A Z PR I E PR ER pE [R] — SRR E . e FRIER A A - 1T LAE R X P
B 778 (HRFRHIAIE PR S B R - X T AR EE R AZEE T HAR TR
ARSI B A . AT DLAS BRI ELHE Fe i 5 TPsec — [ {5 FH AR RIS SCEE o 1806 ST R
ZERMEMATHRENE X . BUE NG 2AE B BIRFEATRET A esatl i
@k, HlUl /kernel/drv/vca.esa o

) EBRME. FEHelfsignsign < Sun MARESR . LIERATM) sun BRIFIEBHIFAA

% elfsign sign -a -k private-keyfile -c Sun-certificate -e provider-object

-a AEREEEN ELF B RAIIE (esa) SUF - MINZESR I T EAEFE H OHENZ &t
AERS . AT DU et - Gl R 5 i R G RE Y (A 1Psec) » ATLAIRAGE
FEHLE o IR ITTRR LT L6 T SZBRAIHIE 258 1 SRt — kit
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-k BEEMTAERIERHIE (ER1%4 Sun Microsystems, Inc) HIFASARI S -
-c Sun FRHEIEF HEFTAUA FOIE S BEAE -

e fRIARFEARY - FHE Solaris JIEAEZ 8 F RO TR M & B — b HISCPFRIER A% -
PUTF R B B ] 25 2 fe (1

% elfsign sign \

-a \

-k /securecrypt/private/MyCompany.private.key \
-c /etc/crypto/certs/MyCompany

-e /path/to/provider.object
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Access Control
List, ACL ( i/5[d]
EHFIE )

authgntication
(383 )

authorization
(%1 )

client ( ZFAH1)

confidentiality

REM )

consumer ( 5

context-level
token ( T3
RHELHE )

context ( £
X )

credential cache
BiIEE®EE

=)

credential ( £

datatype ( 1B
kil

AILER

& BANREE T MR ARSI RIS - @R . HRSs dimid & Vs Rl 51 FoR e %
F‘M TABEAEMRS - R, R ACLI AT, N2 HE4E GSS-API FTHIER
EAREERIARSS -

T RBAT R ER S I L 2RSS -
FFfE LU G S R ERR S AT DABERIARSS « SevF = U5 TIWREERS 5 DL K SR VR RF
B RPITHI VRIS

RS EE RARERA P ISR . BIAIEEA rlogin (ORI FIRRFY - 7ERCLELG L
{7; 55 ds A B BVl g Sl 3 A AR 55 e i S5 & P L - AR IE b 2 AE R AR5 A0 3=

FF 3 B T i 2 i) 55 - 1%)4 A A E B IEMEIERS - BiE5 I

authentication (%%1IF) - integrity (5E%E1%) F service (AR%S) -

(EH RGN TR - B .

52 Ul token (&%)

R e Z RIS RS « TEM SRR e Z [RREDESL | B R )E . BT
PR T LRGN B R SOSEhE ELE AT A BRI AR, I AT DI & 2 ) B SR s i S
BHATRIFIARR o R BN SO R R R A SE. WS shas(E A BRI E S
R FFEHAE AT LI SR B Sz I S A TR SR A 2

W& E R ELEIF R IR =S /) CEE 2 3fF) -

HFPRRER R EESIERE . RIEM T LA UL EAEE B RRIAER - FEikm

o LI -

% PEENOH B —RIHE -
TERERN (WRATH) -

TR BE BT R HIRIRE 20 BIA int

VF % R LI S AR ORI « A E RN b S

string~ gss name t B gss _OID set 25K
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delegation ( %
F)

exported name
(5

B )

flavor ( A=)
GSS-API

host ( £#1 )

‘irritt;grity (2%

mechanism
name, MN ( L5

B )

mechanism ( #l
)

message
integrity code,
MIC ( HE T
MR )

messa?e;level
token ( IHE %K
N

~

message ( &
=]

5

MIC

390

AR EER 2 LB RS, B CEHEE LY SUSE) DUl R IR T A
th GER R LT R ) R L AR E B - 8323 o] LUE R T T 9 SR IR AX
RPN AL HER, HERE BRI LA rlogin X% — IRV ATRE2
H PR DL -

ELA 1@ gss_export _name() M GSS-API IS BRI 2L GSS-API 5 H & FRIG AL
ZFR e AT LU mememp () B 5 H E RS HREL GSS-API 4 B EFRIEITIHL R - BiES
T mechanism name, MN (FL#HIZFR) Hl name (HFK) -

LHT. BEFRMEIEAREFUAE. #HHTRREIERA (4 AUTH_UNIX -
AUTH_DES #1 AUTH_KERB) 975 - RPCSEC_GSS 2 —FfhZe & 7=k, BRI T 3iF
2 ANE TR SER MR AR BB AR SS -

B2 2RSS N e 2 ]« BP0 & R A 22 2 AR S5 1R SR N 282 - GSS-APT Al 2
P2 RHHE - SEBIEMREIEARSS . ARV R £ 2 277 RS R R W] oA 1 -

5155 UL authentication (%%1iE) ~ confidentiality (fR% ) Fintegrity (7E¥EME)
AT AT U (R T AL

—MZ RS, BRTHATHETHPEIEZAN, @ T8 IS FRIC R AT LR PR fR
BEUEAER o 5785 L authentication (4%1iF) -~ confidentiality (fR% %) F message
integrity code, MIC (JH/E7EBEERY) »

GSS-APT I ERIE XA FRAIFFIR S o H LAY GSS-APT B A% =X A4 Bk Fp T DU & 4 RA % 58
Bl AR A RALHIRE N o (EE . LRI RN TR ALHDRE— Y o HLHI# R

SGhUN gss_canonicalize name() HERK

FE B N F A DL SR B R B e B AR 2 B L - Kerberos v5 Fll Diffie-Hellman 23 8AB2 I
eV

BRI AT A% = RN RIC . A TR IR AR - SR EIE 240 A —1

MIC. FH1% MIC 5 EL& 21 MIC #HTELE - 0RX M MIC %3, WIRIIHE A% -
BE MIC (WIHRLE @I gss get mic() AR MIC) XFRAREFAT L. miHAh MiCc (40
LESEIT gss wrap() B gss_init sec_context() AEEAY MIC) NIXF TR FAFEF AW I o
E2 W token (SHE)

KH gss_buffer_t X RE&ZUESE . 120 G I T GSS-APT HIR FHFR 7 & 28 B % 45 1y FH AR
7o RIEBEFE frp IRSSEHY "s" 2 —MIMNEE R H -

THE A S P AR B EE -« BIU1. gss_wrap () FTHEHCREZERIE R AR EL
B ERSEHE - g AR AT B R S IR G S ATREET I MIC . GSS-APTATABRATA
EHEHEHENEEZ 1L E5 token (S8E) -

752 Il message integrity code, MIC (JH/E 528 HAS) -
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AL

MN

mutual
authentication

(1HELIE )

name tjys)e (#&

name ( &7R )

g}ga)que ( &

out-of-sequence
detection ( k5
i )

per-message
token ( FHE
Lhg)
1|;l|;|r)u:|pal (£

Ei\sacy (&=
péo)vider (1Rl

Quality of
Protection, QOP
(RFRE)

replay detection

(=R )

152 JL mechanism name, MN (FLEIZFR) -

T BN ZIE BN SUREDa L bR SRS S o fEREEFULT . HED
i 1] BE 21 R o HE T H0E « ASRECER BT IR R IIT LS Bl as Mz i i adt
TTHEELGIE -

HE T M ERR . BFRERILL gss orp RAIERE, TG TR AR - #
U1, user@machine FJE R AT LLE 6SS C NT HOSTBASED SERVICE - %51&%5 Ul exported name
(S HAFK) - mechanism name, MN (FLHIZFK) Fl name (LK) -

FERPIAFR. U useremachine - GSS-API L FRIEIT gss_name t G5HIETTIOER . 12451
Xt TR F 2 A EHRN - 5185 UL exported name (5 H#AFRK) ~ mechanism name, MN
(FLH1#HFR) ~ nametype (FFRFEAL) Ml principal (EF) -

R T — B, BAE SO 0@ 5t TR e R ECR T IL - i
gss_init_sec_context () M input_token ZEUX TR R 7 2 A EHRY. [HEX T GSS-API
MIZEXER . [FIFE. gss wrap() Y input_message ZEU T GSS-API HUZ A EARY . {HEXT
THHTREMN AR B EE -

VI 2 22 AL AT DURRINE (2 S P A0 22 75 R AL RN 2« L AHE ST bR ST
TR SR (WRTH) -

iE% M token (%fi#) -

5 M ekidfE it LB AW — SRR P L B S5as/ 55501 s BT GSS-APTRYSHSS
W R LR Z RN H . ERGFRET B -

user
user@machine
nfs@machine
123.45.678.9
ftp://ftp.company.com

51855 L name (4FK) Flnametype (HRFERL) -

1H5 I confidentiality (fR%EE) -

T T 1R AR SN R ~ R A AL

T 4% 5 e B M e 55 AR B P IR S5 45 B I N & BE R S8 . R G 2 B IRSSEE &
R, M QOP =457 M T AR 2 78 B AU (MIC) ERYE . IR S REMEMRSS S &1
. W QOP =457 M T X MIC FIH B8 -T2 1 %

VF% 2 2HLHIA AT DU SR E S TH SR PG o ER B SR KIE R
BRI (AR -
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NS

security flavor
(=£75)

security
mechanism ( &

EHLE)
s(ecrg'rlty service

Z2RE )
server ( fR %
)

service ( fR% )

token ( £°h% )

392

HZ I flavor (J770) -

E% M. mechanism (FLHl) -

B2 L service (HR%%) -

TR eg 2 PR BEBTIRA =R - Bila. WEREEA rlogin B ETHEAL
boston.eng.acme.com: MZitBEHLETEFRML rlogin ARSSHIARSS 4 -

1 (AR MEARS ) RO Mgz P BT, @R H 2 G MRssaRieit o Fila. QiR
A rlogin B R EITEN. boston.eng.acme. coms NHZITENLEERRML rlogin AR HIARSS
=,

2. BRERF ATLLE TR S SR B AR SS . $RHEREE 2 SMURIT A - 715 S I
authentication (%%1F) - integrity (52%&14) I confidentiality (fR#5%:) -

K H GSS-APIgss_buffer t Z5MIGAVEIE R - SIET GSS-APT BN AER. H T(ZiXF|
Xt SR R T o

LSHEGUTHMER . ETXRANSHE. SO TEISERZ S T XUEE - #

Wl gss_init sec context() A b N XEBIERREILAM « HERIFENAIEIR - Frig kil
R S5 O BRAE LA K P RE B A I HR 90 21 2 % 28 3] 1 T SChel A g e

HESHE NS EESHEIGERRANSHE) » 5 GSS-API KR & % B4 4N
AR HIEERTAERIEER . BlUl. gss get mic() W A4 EME BAE K —MRRINER
it HBHEERINEZE B L 2B ENARFRS R . NEALERE, $HE5HEEE
AFEIRY. X T 48R gss_wrap () AERRIE output_message A2 output_token o

H1E5 1 message (JHE) -
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A C GetSlotList() PR%Y, 187
ACL, &8 Ty [ #5651 % WAL 1RO, 221
APDU, SCF, 230 HEZATRHI, 206
authid C Initialize() PR%Y, 187
auxprop T, 175 C_OpenSession() AL, 189
SASL, 153 BEALE 19 AR B, 221
authzid, auxprop ffiff, 175 C_SignInit() PREY, 207
auxprop fdifF, 175 C Verify() E%L, 207

C VerifyInit() FE%Y, 207
client_establish_context() K%, GSS-API % F#HL R
B i, 109
bindingff’f%ﬂﬁ% PAM. 37 connect_to_server() K%L
T GSS-API & LR, 108,112
createMechOid() FE%Y, 323
crypto (NI A ENTEF, 180

C cryptoadm EFHFEF, 180
C_CloseSession() PREL cryptoadm IR A IKEIFEF, 180
BEALF T A B, 221 cryptoki JE, BEiR, 185

HEZEZRBI, 207
HEMEERH, 193
C_Decrypt() %L, 198

C DecryptInit() FE%K, 198 E

C_EncryptFinal() K%L, 198 elfsign <
C_EncryptInit() %L, 198 request T-Ai %, 383
C_EncryptUpdate() FR%Y, 198 sign A<, 385,386
C Finalize() K% Solaris I ZHESE, 180

HEZZRH, 207

B B, 193
C_GenerateKeyPair() PR¥L, 207
C_GenerateRandom() PEAY, 221
C_GetAttributeValue() %, 207

verify 7%, 386

F
C GetInfo() AL, 187,192 ) .
C_GetMechanisnList() %Y, 189 ~Fini () BREL, Solaris MIEER, 182
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G

GetMechanismInfo() ]%l%fﬁ, 207

GetRandSlot () BKE, 221
GetTokenInfo() PREY, 221

gss_accept_sec_context() BR%L, 86,297

GSS-API iR &5 a8 fl, 148

gss_acquire cred() %Y, 83,297

GSS-API iR & #mnpl, 132
gss_add_cred() K%, 83,297

gss_add oid set member() PRI, 298

GSS-API
createMechOid () KL, 323
gss-client il
RIEHEE, 118
L 123
EFX 116
R SCMIRR, 125
gss-server A5
MEEHITEH, 149
BIFHEE, 149

gss _str to oid() kX PREL, 321

Kerberos v5 k253, 309
mech 3, 319-320
MIC, 93

OID, 77-79

QOP, 67,320-321

5 OID {HAY S, 319-321

HRirEEYERER, 307
R, 93
L4 FR, 73-77
YORSHS, 308
SHET, 91,308
& P R K

RIS, 283
#i& OID, 322-323
BB, 297-299
[E 53 /NSRRI, 308
FREUEAE, 132
e, 93,95

2 e, 97

¢4, 65-69
#&IEH’%HE%, 308
& RN AR, 82-101
BRI, 307

GSS-APL &8 (%)

PEFER], 81-82

HHE, 80

S, 80
ZEREAY 79,305
EHATRE, 307
FE A IE, 89
ZIE, 83

FIHA, 308
Hith RS, 88
X

FIHA, 308

B, 141-149

fAERR 2 EE, 101
R SCENLRB, 111
B EEUE, 307
B LT3 152
PR, 69-79,303-306
BH R R, 298-299
HESBE, 89-90,305
BFE, 65
L, 82
MRS EFER, 69
SEEE, 93
JLT'HQ;LA&HJ, 301-303
PRI, 6
*HEL%E, 88
HEEE, 99
MEBIAR S5 as N AR 7

W, 127

JRICEE, 260
FEFIZ P LN A2

W, 103

JRICED, 235

— &I, 82
ESYPE, 69
RS, 67-68
1F Solaris OS I (1, 18
TRIFEIE, 308
85 OID, 319
R AEELAHLE], 324-325
MK GSS-APT R, 110
IRZSRS, 79-80, 299-303
KB, 303

Al FEAE I, 66-67 gss_buffer desc 519, 69
%, 80-82 gss_buffer desc 5149, 303-304
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gss buffer_ tTE%T 70
GSS_C_ACCEPT i, 83
GSS_C_BOTH FTilE, 83
GSS_C_INITIATE EiE, 83
GSS_CALLING ERROR 7%, 80,303
gss_canonicalize name() PREN, 72,298
gss_channel bindings structure £5#4, 304
gss_channel_bindings_t B, 89
gss-client 7~

RFE LT 116

KIXHE, 118

WE ETX, 116

REETFSORE, 1

Bk, 123

ETSOMIER, 125
gss-client FEIN FHFEF, 103
gss_compare name() &Y, 74,76,298
gss_context time() AN, 297
gss_create empty oid set() K%Y, 298
gss_delete oid() PREL, 299
gss_delete sec context() K%Y, 101,297

BT, 307
gss_display name() FE%K, 72,298
gss_display status() BE¥L, 298,301-303
gss_duplicate name() EEEL, 298
gss_export_context() BK%L, 81
gss_export name() PRIEL, 298
gss_export_sec_context() AN, 90,298
gss_get_mic() EAEL, 93,94,298

GSS-API iz 55w fl, 149

5 gss_wrap() REGHITIES, 93
gss_import name() %L, 70,298

GSS-API Hli 55, 133

GSS-API % F HLnfil, 110
gss_import_sec_context() %N, 90,298
gss_indicate mechs() BEE%L, 298
gss_init_sec context() PR%Y, 84,88,297

GSS-API & LR, 111

MTEASIE, 89

M TAHERE, 88
gss_inquire context() FR¥L, 298
gss_inquire_context FKI%Y, 93
gss_inquire cred by mech() &%}, 297
gss_inquire cred() FR%Y, 297
gss_inquire mechs for name() PRI, 298
gss_inquire names_for mech() PREL, 298

gss_O0ID desc 58, 304
gss_OID set descZiH, 78
gss_OID set descZ5H, 304

gss_0ID set fH%f, 78

gss_oid to_str() PR, 299

gss_0ID ?El’ﬁ”, 78

gss_process_context token() KAV, 297
gss_release buffer() K%Y, 101,298
gss_release cred() EEEY, 101,297

GSS-API AR5 &8, 152
gss_release name() PHAY, 101,298

B £, 307
gss_release oid set() PFAY, 101,298
gss_release oid() EEEN

GSS-API AR5 &8, 133

GSS-API % FHLRpl, 104
GSS_ROUTINE_ERROR 7%, 80,303
gss_seal() FRIEY, 299
gss-server /5

MHE TR A,

JEITH R, 149
gss-server FEFIRN FFEF, 127
gss_sign() FRIEK, 299
gss_str to oid() FR%Y, 299,321
GSS_SUPPLEMENTARY INFO %, 80,303
gss_test oid set member() BEEY, 298
gss_unseal() FEEY, 299
gss_unwrap() IZIB;%Z 298

GSS-API iR 55 a7 i,
gss_verify mic() PREL, 298
gss_verify() BRI, 299
gss wrap_size limit() FR%L, 95,298
gss wrap() B4 5( 93,95,298

FHE, 9

’?gss get_ m1C() RRECITTEE R, 93

gssapi.h XXfF, 82

|
IFD AbFEFR 7

SCE{R R L5, 229

N e R ?ﬁ%?iz 232
IFDHCloseChannel () K%L, 233
IFDHC reateChannelByName( ) KEL, 232
IFDHGetCapabilities() FE%Y, 233
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IFDHICCPresence() KA, 233
IFDHPowerICC() FR%Y, 233
IFDHSetProtocolParameters () FKE, 233
IFDHTransmitToICC() KA, 233

inetd, 7E gss-client () IR, 137
IPC AR, 24

J
JavaJCE (Java BV RE) ,iES

Thttp://www.java.sun.com/products/jce/

K
Kerberos v5, GSS-API, 67

L
libpam, 35
libpkcs11.so J&, Solaris NI ZEHESE, 180
libsasl
PILEAL, 158
{#HFH API, 155

libsasl &, 153

M
mech 3, 319-320
memcmp ¥, 76
MIC
GSS-API
FRICHE, 94
HEEEIA, 99
EEX, 93
MN, iE5E IHLHI & FR

(0]

OID
GSS-API, 77-79
s, 322-323
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OID (%)
£, 78
fkR i, 78
WIRL TGRS N, 78
EE, 78,319
optional #ZHI#7:E, PAM, 37

P
PAM, 33
PAM {H B JTRUEDK, 35
S RIEKEY, 48
AR5 LR, 34
M55 R E R, 57
MRF5IRMPEF EK, 57
FE, 35
HEZE, 33
[=ais
HERR I, 40
HEFR B, 36
HERRIE, 38
48, 36
}*“%Wmﬁ, 37
B, 36
T, 35
THE 77 RN R 7= o,
FOEdR, 35
TE Solaris OS H I tE, 18
pam.conf Xﬁ: Iﬁf‘ PAM Bl &
pam_end() PR¥L, 3
pamigetenvlist() I%l’g , 47
pam_open_session() PREN, 47
pam_set_item() HEEY, 36
pam_setcred() ¥, 42
pam_start() EEEL, 35
parse_oid() FRI%K, 324-325
GSS-API & LR, 104
PKCS #11
C_GetInfo() A%, 187
C_GetMechanismList() FE%Y, 189
C_GetSlotList() K%K, 187
C_GetTokenInfo() K%L, 188
C_Initialize() K%K, 187
C OpenSession() X uﬂl 189
pkcs1l softtoken.so 15k, 185


http://www.java.sun.com/products/jce

]
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