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1.2 FERER

Ph 22 PU I RS BEORA IR 7 B LA KDY i 52 4 H SR 5 70 i R G2 B
—REGELEFMNIIT G ZRGERM RN RATERE. B, 2Bk, @il
X2 A 8 TR ) 22 AE PEAS SRS H S AL I SRIBR AT, B IR e IR 4% 24 v ) o A
FHAT I DM 24 H SR 5 08 R GESEIIN 2 Al s B 2 Flck i T U H 8
MEM R, JHRMEE KM HEMEELE. St . Bl RS EST6E. [
CABEITAL TR BACRE IR 21 25 Pl A S 3 e AL 5 SR B R e B FH P
AT i IR 2 SR 2 a2, IR IR S A oA R 5K

POt 5z 4 H AR S0t R g — D e i, BRI ZS 0SS EE, 2
BB Fedhde i g, BT, RUEFEE N HEMEMFEE D oife.

1.3 PmEREHE
1.3.1 BITHE
R R RGO centosT LA b, BBV centos?. 2, B/MEss, ME
%/b 2 ¥ CPU. 8G AT 500G figi# .
1.3.2 BEPOLEE
4T #sh gh siem manager v1.0.0 20200105. bin
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sh gh_siem_mana

disabled

LISTEN

LISTEN

LISTEN
L

R 0rg.apa

nd : Topic

PATH I G, EFEEFOMHERRESIRE:
AT #supervisorctl status

RUNNING
RUNNING
RUNNING
:log _parser 08 RLINNING
:log parser € RUNNING
:log pa RUNNING
:log_par : RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING

1.3.3 EEHOLEHE

EFR AT«
#cd /opt/ghsoc/script/

#sh uninstall. sh

AR EEERABRAE 61

5
=

DYz 4 H SRS 7 i

. For other actions,

6, uptime
8, uptime
., uptime
uptime
uptime
uptime
uptime
uptime
uptime
uptime
uptime
uptime
uptime
uptime
uptime
uptime
uptime
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1.3.4 Linux H EXE

T TEBRA syslog  (—HIFLLT Linux R404 Bz,
m  UDP Ppiltki%
B rsyslog BCE X/ etc/rsyslog. conf
IB0: *. % @report—ip
Bilan:
vim /etc/rsyslog. conf
*.% @192. 168. 21. 111
B TCP PhiUAE
B rsyslog BCE X/ etc/rsyslog. conf
IB0: *. % @report—ip

# An on-disk queue is created for this actien. If the remote host is

# down, m s are spooled to disk and sent when it is up again.

#3ActionQueueFileName fwdRulel # unique name prefix for spool files

#$ActionQueueMaxDiskSpace 1g # 1lgb space limit (use as much as possible}
£ActionQueueSaveOnShutdown on # sages to disk on shutdown

#3ActionQueueType LinkedList # rum asynchronously

#3ActionResumeRetryCount -1 # infinite retries if host is down
# remote host is efip:port, e.g. 192.168.0.1:514, pert optional
#* . * garemote-host:514

# ¢ end of the forwarding rule s

*,* @192.168.21.110

1.3.5 Windows HEX4E

e FEZIEBAM nxlog—ce—2. 10. 2150. msi,
DR HEN R H 5 BN :C:\Program Files (x86)\nxlog\, #tA conf X

3, 1B nxlog. conf MCE FFIRAF o

Panic Soft
#NoFreeOnExit TRUE

define ROOT C:\Program Files (x86)\nxlog
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define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog. log
LogFile %LOGFILE%

Moduledir %RO0T%\modules
CacheDir %ROO0T%\data

Pidfile  %RO0T%\data\nxlog.pid
SpoolDir %RO0T%\data

<{Extension syslog>
Module xm syslog
<{/Extension>

{Input eventlog>
Module im msvistalog
</Input>

<Output tcp>

Module om_tcp
Host 192.168.21. 197 # XE By Z HEMRSH ip
Port 514
Exec to syslog bsd();
</Output>

{Route eventlog to tcp>
Path eventlog => tcp
<{/Route>

TR EH (win + v B\ services. msc)
) nxlog MR%s, HjRMRSSEIAT,
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1€ Net.Tep Port Sharing Service
i€ Netlogon

' Network Connected Devices Auto-Setup
£ Network Connection Broker

1€ Network Connections.

165 Network Connectivity Assistant

1€ Network List Service

@5 Network Location Awareness

£ Network Setup Service
- Shenat

This service is responsible for
running the NXLog agent. See
www.nxlog.co.

£ OpenSSH Authentication Agent

18 Optimize drives

\E':J, Peer Name Resolution Protocal

1 Peer Networking Grouping

i Peer Networking Identity Manager
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a0
B
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HERExN R mae BEEY WA Y

ERANE ¢ P02006-081200:97.949 2180115140 mlo Apr 6 12:03:37 sniper_v51_test systama: Starting Session 91243 of usar root

P 0
RERE ¢ !
i
+ 2020-04-06 12:02:37 699 218.1.115,74C info Apr 6 12:02:37 sniper_v51_test systemd: Starting Session 812432 of user root

- 5340
et 218.1.115.149)
FRTR

2020-04-06 1202:37.997 2181115140 o Apr6 1210237 sniper_v51_lest systemd: Started Session 912431 of user oot
wE (218.1.115.140)
e
N |
KB
AR
XEF

¢ 20200408 120037806 2 ystemd: Started Session 812432 of User root

Agr 6 12:02:37 sniper_v51_test systamd: Staring Session 912431 of user root
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Windows EZEXA
»  Windowsikf B
Windows E£EER
Windows AR
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» Windows BR=i
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Windows B
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Linux FER{ESH R

Linux sudo#i{T
» SSHESBH
» FAPRE

Linux SR{FIRE

® HE AWM RYSRHE NI E WK

EailESs X

\
=7
FEF
FEFE
FHTFE
Hez—
FRRbZ—

L L—Fiﬁﬁﬂ: i%ﬁ%%%aluxﬂqi?z,fm YN

ERAadiE BiHP BER5 BHER B&
2020-04-07 22:28:37.488  218.1.115.140 info Apr 7 22:28:37 sniper_v51_test CROND[13587]: (root) CMD (/bin/sh /opt/sniper/script/chk_service.sh >> /data/sn
(218.1.115.140) iper/cron/chk_service.log 2>&1 # cranjobs for sniper)

% JSON
HESR info
BEREP 218.1.115.140
BRERENEE Linux
BiEES 218.1.115.140
EEREN Mk 218.1.115.140
BRI 2020-04-07 22:29:01.0
FERS Apr 7 22:28:37 sniper_v51_test CROND[13587): {root) CMD (/bin/sh /opt/snij i _service.sh >> ip Vehk_servicelog 2>&1 # cranjobs for
sniper)
L] 2020-04-07 22:28:37.488
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P9z 4 H SRS i 24 H P 0
EWTH
BBk ERIENT:0.106714 B, H27687%, LA1R:1~50% EJ 2 3 4 5 654 | > 50 /T nE |
BEHE
HERAAE 2] P BERS BIEER BEEINS BE
AEREP i
EREE
rTYT 2020-04-07 22:28:37.488  218.1.115.140  info 2181115140 Apr7 22:28:37 sniper_v51_test CROND[13587]: {root) CMD {/bir'sh /opt/sniper/script/chk_ser
(218.1.115.140) vice.sh »> /data/sniper/cron/chk_service.log 2>81 # cronjobs for sniper}
L)
BERENAE TR
FRER
- ik JSON
Q
HE
BEER info
HgXR
WRANE BEREP 218.1.115.140
preiF N
AL BEmEN R Linux
- BEEE 218.1.115,140
HEID
TFEEE BEEEN B 218.1.115.140
SHATE »
BREE 2020-04-07 22:29:01.0
PEA
HiEEE BERS Apr 7 22:28:37 sniper_v51_test CROND[13587]: {root) CMD (/bin/sh _service.sh >> _service.log 2>&1 # cronjobs for
b ] wiper]
e RRATE ) 2020-04-07 22:28:37 488
BRI
WD
ERANID + | 2020-04-07 22:28:37.483  218.1.115140  info 2181115140 Apr 7 22:28:37 sniper_v51_test CROND[13585): (root) CMD (/opt/sniper/pro_venwbin/python
(218.1.115.140) 115> i
WindowsHfHD becf77d60a8c54480711.log 2>&1 # cronjobs for sniper)
B
AHHE + | 2020-04-07 22:28:37.474 2181115140  info 21B1.115.140  Apr7 22:28:37 sniper_v51_test systemd: Starting Session 817225 of user root.
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it
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SR REMi-op10-2REN | B 00 === === """“"\
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|
=
sl
0
10-04.05 04 0000 20-04-05 13.00:00 20-04-05 22:0000 20-04-06 070000 20-04-06 16:00.00 20-04-07 01:00.00 20-04-07 100000 200407 19:00:00
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N — N S
== t!:‘ V2 | VAN
N = o
EHEE Bt ERE »
DIFER .
R o
[ ® "
-2 nE FOEE
69.25% 6925 Apr 504:47:37 sniper_v51_test systema: Staned Session 908080 of user root.
17.08% 1703 Apr 5104:52:38 sniper_v51_test CR( ): iroot) CI 1\ 112>
i 11.log 25&1 # cronjobs for sniper)
13.70% 1370 Apr 504:48:38 sniper_v51_test CR( it (/inv'sh (S _service.log 2>&1 # cronjobs for sniper)
0.02% 2 Apr 6 20:39:37 sniper_v51_test crondB018]): pam_systemicrond:session: Falled 1o create session: Gonnection reset by peer
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HEERRABRAT

191

\

£t 40m

www.seclover.com


http://www.seclover.com

e P2z 4 H SR 5 0 2900 7 7l

5.2 MNEH

RGN E 340+55 HAEJEARIN, SCRp B RGN W28 i LA
Bl e, hiafh. Fifieg . MRS IS Pl SRR 2 oA,

R

~ ANE L -] A i
AP 418 87 1 RSN, DHCPitk 4R EISR AR
ETE CF RS DHCP8 IR EISHR LA
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SRR AP_GHE EA 1

FANER:  DHCPitahl B2 B AT LRI

s Big%:

“BFRE: R

= EfaE®: <190> *Mar 1 18:08:43: %DHCPD-6-ADDRESS_ASSIGN: Interface BVI 1 assigned DHCP address 172.16.101.82, mask 255.255.255.0, Mac d07e.3593.104d

A

R
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