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Chapter 1
| ntroduction to Nokia M 11

NokiaM11lisanADSL (Asymmetric Digital Subscriber Line) modem
which enables high-speed Internet access and LAN (Local Area
Network) interconnection. It increases the capacity of the aready
installed telephone lines used traditionally for telephone services.
M11 enables high-speed connections for residential users, small
offices and telecommuters.

Figurel-1  NokiaM11l

NokiaM11lisamodemwithan ADSL router and bridge. Thisallowsa
PC equipped with a 10Base-T Ethernet interface to be connected to a
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remote IP network viaaDigital Subscriber Line Access Multiplexer
(DSLAM) and an ATM access network. M 11 can also act asabridge
between the Ethernet LAN and ADSL/ATM network interfaces. M11
Is compatible with NokiaD DSLAM.

The ADSL transmissionisbased onaDMT (Discrete multitone) line
code and it provides speeds up to 8 Mbit/s downstream (from the
network) and 1 Mbit/s upstream (to the network). M11 can adjust its
speed to the line conditions in steps of 32 khit/s, maximising the data
throughput over the given distance. NokiaM 11 iscompatible with the
existing and emerging ADSL standards: ANSI T1.413 Issue 2 (ANSI
ADSL), ITU-T G.992.1 (ITU-T ADSL), ITU-T G.992.2 (ITU-T
ADSL Lite), and ITU-T G.996.1 (Handshake).

M11 provides optimised access to high-speed data services. It can be
used to connect telecommuters to the corporate network or netsurfers
to the Internet Service Provider’s (ISP) network, for example.

Asadefault, M11 supportsplug-and-play operationfor I nternet access
applications. The ADSL connection, data connection and Internet
network addresses are set up automatically.

M 11 hasan integrated \Web server which enabl es configuring the most
frequently used parameters with an ordinary Web browser. M11 can
al so be managed through acommand lineinterface viatel net protocol
or vialocal console interface.

An external POTS (Plain Old Telephone System) filter enables the
simultaneous use of the conventional telephone serviceandthe ADSL
data services.

1-2
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Chapter 2
Applications and features

2.1

211

This chapter introduces the most common applications, features and
management method options of M11.

Applications
M11 has three main applications:

e Internet access
e Remotework
e LAN interconnection

Inthese application examplesM 11 can act asarouter, bridgeor NAPT
router. The selected mode for every single application depends on the
access and service provider network architectures. Some basic
application examples are described in this chapter. See Chapter 6 for
more information on routing, bridging and Network Address Port
Trandation.

Inter net accessusing M 11 asa NAPT router

M11 can connect your PC viayour operator’s Digital Subscriber Line
Access Multiplexer (DSLAM) and ATM network to an Internet
Service Provider (ISP). If you are connected to a single ISP, the
network addresses (1P addresses) in your home can be part of thelSP's
| P address range. However, in many casesit ismore practical that the
homenetwork isanindependent network utilising private | Paddresses
which are not visible to outside and that M 11 has only one external | P
address received from the ISP. The externa Internet services are

C33833001SE_00 © Copyright Nokia Networks Oy 2-1
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accessed through this single IP address. This mode of operation is
called the Network Port Address Tranglation (NAPT).

The benefits of NAPT are the minimum coupling of the ISP and the
home network, the saving of public IP addresses, and in-built ssmple
firewall functionality.

Home
network

Nokia M11

Figure2-1  Internet access using M10 asa NAPT router

) © Copyright Nokia Networks Oy C33833001SE_00
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2.1.2 Remotework

In atypical remote work application M11 is used as an IP router to
provide access to corporate Intranet services. Using routing between
the home and the corporate networks prevents unnecessary broadcast
traffic and non-1P protocol traffic from loading the access connection
Still, it provides sufficient transparency for Intranet applications. The
M11 routing table can be static or it can be updated dynamically using
RIPversion 1 and RIP version 2 routing protocols.

Remote
worker

=
>

Remote
worker

Figure2-2  Remote work using M 11 as a standard router
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2.1.3 LAN interconnection usingM11 asabridge

2.2

LAN interconnection between corporate headquarters and its remote
officeisanother typical M11 application. Inthe LAN interconnection
application, M11 istypically used as an Ethernet bridge which relays
al non-local Ethernet traffic between the corporate headquarters and
remote sites through the ATM core network.

Thebenefit of bridging in thisapplication exampleisthetransparency
for al network protocols in a multiprotocol data communications

corporate network.

Remote

office 2 |

10Base-T /

LAN

Figure2-3  Internet access and LAN interconnection

Features

M11 can operate as an OS| layer 3 Internet Protocol (IP) router
between the Ethernetinterfaceandthevirtual channelsof ADSL/ATM
interface. M 11 supports both dynamic and static routing.

It can al so operate asaself-learning bridge supporting upto 256 MAC
addresses.

2-4
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M11 supports IGMP (Internet Group Management Protocol) proxy
function for |P multicast applications.

Routing

Routing is based on routing entriesin arouting table. Static routesare
added viathe management i nterfaceand dynamicroutingisdoneusing
RIP and RIPv2. Routing is done between the Ethernet 10Base-T
interfaceand thevirtual channel connection (V CC) of the ATM/ADSL
interface. Optionally, the routing between the V CCs can be disabled.
M11 supports up to 8 simultaneous V CCs.

Bridging

Bridging is supported to provide full protocol transparency. Bridging
can be used smultaneously with IP routing. M11 works as a
self-learning bridge supporting up to 256 MAC addresses. Bridging is
done between the Ethernet 10Base-T interface and each ATM VCC
interface. Optionally, the bridging between the V CCs can be disabl ed.
M11 supports up to 8 simultaneous V CCs.

Networ k Address Port Trandation

M11 supports Network Address Port Translation (NAPT) for TCP/IP
and UDP/IP protocols. When NAPT is used, a single IP address is
allocatedto aV CC which leadsto the public I P network. The Ethernet
subnet has private | P addressing and isnot visible to the VCC. NAPT
trandlatesthe | P source addressand source port number dynamically to
the VCC | P address and port number. Similarly, packets coming from
theV CC are mapped back to the original destination addresses. NAPT
allows up to 253 hoststo share asingle VCC I P address to the public
network. The Network Address Port Tranglation principleispresented
in Figure 2-4.

Home network (LAN) Internet (WAN)

Src:192.168.1.112:122
dst:194.112.11.111:80

src:195.112.12.161:1234
dst:194.112.11.111:80

NAPT router
src:194.112.11.111:80
dst:192.168.1.112:1228

~src:194.112.11.111:80
dst:195.112.12.161:1234

192.168.1.254

195.112.12.161

Figure2-4  Principle of Network Address Port Translation

C33833001SE_00 © Copyright Nokia Networks Oy 2-5
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NAPT may restrict the operation of some IP applications. NAPT also
operates as a ssimple IP firewall because trandation is only alowed
when thefirst packet istransmitted from the LAN. Thismeansthat the
NAPT tableentry iscreated only when apacket is sent from the home
network to the Internet. With pinholecapability, the user can add static
entries to the NAPT table allowing the tranglation always in both
directions. This capability is used to add servers (HTTP, NNTP, and
FTP), which are visible to the public IP network viathe VCC, on the
LAN subnet.

Dynamic Host Configuration

M11 can act as a Dynamic Host Configuration Protocol (DHCP)
server for the PCs on the end-user home network. In thismode, M11
canassign up to 253 | Paddressestothe PCsonthehomenetwork. M 11
can also act asaDHCPrelay agent and relay the DHCP requeststo an
external DHCP server.

ATM and ADSL

M11 supports up to 8 simultaneous VCCs and supports UBR
(Unspecified bit rate) traffic shaping on all VCCs. The maximum
transmit rate on each VCC is the ADSL upstream capacity. If more
than one VCC is transmitting simultaneously, the ADSL upstream
capacity istemporarily shared betweentheseVCCs. WhenoneVCCis
idle, thebandwidthisused by another VCC. M 11 al so supportslimited
CBR on upstream (see Transmit priority selection in this chapter).

The ADSL transmissionisbased ontheDMT linecode. M 11 provides
a DMT line rate up to 8 Mbit/s downstream and up to 1 Mbit/s
upstream. The DMT transceiver is rate adaptive and capable of
providing faster rates over short distances or slower rates over long
distances. The transceiver adapts itself to the line conditions. M11
supportsalso ADSL Lite. Inthe ADSL Lite mode, the maximum line
rates are 1536 kbit/s downstream and 512 kbit/s upstream.

The ATM over ADSL transmissionisbasedon | TU-T G.992.1. ADSL
Liteisbased on ITU-T G.992.2.

Rate adaptation is done in steps of 32 kbit/s. The ADSL interface of
M 11 functions completely automatically and all configuration related
to the ADSL connection is done at the access multiplexer in the
operator’'s premises. The network operator can set the datarates as a
part of the network management functionality provided by Nokia D
DSLAM.

2-6
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Payload encapsulations

Bothrouted and bridged protocol sareencapsulated inthe ATM link by
using either RFC 1483 L L C/SNAP encapsul ation or VVC multiplexing.
M11 aso supports PPP over AALS5 encapsulation, in which both
bridged and routed protocol sarefirst encapsul ated in PPP (RFC 1661).
PPP is then encapsulated in ATM according to the IETF PPP over
AALS5 using RFC 2364 VC multiplexing or LLC/NLPID
encapsulation.

See Chapter 6 for more information on the payload encapsulations.

Transmit priority selection

If you are using more than one upstream connections, you can set
prioritiesto these connections. You can a so set the maximum transmit
rate to the connection. The following example explains the transmit
priority selection:

Connection Priority Maximum transmit
rate

VCC1 HIGH 400 kbit/s

VCC2 LOW 0 (no limit)

Table2-1 Transmit priority selection example settings

Thesettingsshownin Table 2-1 affect the connectionsinthefollowing
way:

e When VCC1 is not transmitting, VCC2 can use the whole
bandwidth.

e WhenVCC2isnottransmitting, VCC1getsonly 400 kbit/sevenif
there was more bandwidth available on the upstream link.

e When VCCL starts transmitting, it gets 400 kbit/s bandwidth and
V CC2 getsthe rest of the available bandwidth.

e |f theupstream bandwidthis400 kbit/sand VCC1 uses400 kbit/s,
V CC2 can not transmit anything until VCC1 startsto transmit less
than 400 kbit/s.

|GM P proxy function

M11 can be used as an IGMP proxy which means that M11 can send
IGMP gueries and have IP hosts report their P multicast host group
memberships. See Chapter 6 for moreinformation about | P multicast.

C33833001SE_00 © Copyright Nokia Networks Oy 2-7
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221

M anagement
There are four management methods in M 11.:

e Command lineinterface (CLI) through console seria port

e CLI viatelnet

e SNMP

e \Web browser management

The CLI allows complete configuration of the unit; the Web browser
management allows the configuration of the most frequently used
configuration parameters. SNM P can be used to read some equipment
identity information and to provide traps for authentication failures.

Dedicated management channel

The operator or Internet Service Provider can establish a dedicated
management channel toM 11. Thischannel providesaccesstotheM11
management (with tel net or Web browser) and it can be used to upload
a new software to M11. When the management channel is in use it
prevents data traffic between the management channel and the
Ethernet as well as the traffic between the management channel and
other active ATM channels. Figure 2-5 shows the principle of the
dedicated management channel.

In Figure 2-5 VCC1 is used for customers data transmission.
Administration through this channel has been disabled. The operator
or the service provider usesthe V CC2 for management purposesonly.

2-8
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(Restrictions:

admin disabled) Internet
.- 10Base-T _.- ,

M P

Home
network

Nokia M11
Q,, _.%¥CC2/Management
7~ =" (Restrictions: admin
ISP's NMS Net- only)

work manage-
ment system

Figure2-5  Dedicated management channel
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Chapter 3
| nter faces and indicator lights

M11 provides one Ethernet 10Base-T interface and one ADSL line
interface. The ADSL lineinterfaceisbased on ANSI ITU-T G.992.1.

3.1 10Base-T Ethernet interface

The Ethernet interface is a standard 10 Mbit/s half-duplex 10Base-T
interface. The mechanical connector is an 8-pin RJ45 connector.

@ —

A B = A

ET
1 8
oooooooo

!

Figure3-1  Ethernet connector location
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PIN Signal Direction MDI signal
M11-Ethernet
1 Tx+ —> Transmit data +
2 Tx— —> Transmit data —
3 Rx+ <— Receive data +
6 Rx— <— Receive data —

3.2 ADSL lineinterface

The ADSL lineinterfaceisbased on ITU-T G.992.1. The mechanical
connector is a 6-pin RJ-11 connector.

I
N g e

\ A

LINE
1 6
oo

!

Figure3-2  ADSL line connector location

PIN Signal
3 DSL1
4 DSL2

3-2 © Copyright Nokia Networks Oy C33833001SE_00
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3.3

Front panel indicator lights

Six indicator lights have been grouped into three groups on the front
panel:

e STA
e DSL
e LAN
STA|DSL LAN
ERR || INA [|COL
OK ||ACT LNK RX TX
noeaa ]

! I‘\
g0001d

Figure3-3  Front panel indicator lights

STA indicator (M 11 status)

e ERR(red): Thereisamalfunctionintheunit. Switch power off and
on again. If this does not help send the unit for repair.
e OK (green): Unitisfunctional

DSL indicator (ADSL line status)

e INA (red): ADSL lineisinactive (no connection). Blinking light
indicates that the ADSL link istraining.
e ACT (green): ADSL lineis active (connection).

LAN indicators

e COL (red): Blinking light indicates collisions on the Ethernet.

e LNK (green): Litif the Ethernet connection is OK.

e RX (green): Blinking light indicates that M11 is recelving
Ethernet packets.

e TX (green): Blinking light indicates that M11 is transmitting
Ethernet packets.

C33833001SE_00 © Copyright Nokia Networks Oy 3-3
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Chapter 4
Installing M 11

4.1

Thischapter presentsstep-by-step instal |l ation exampl e proceduresfor
three different application examples of NokiaM11.:

e Internet access (NAPT router)
e Remote work (basic router)
e LAN interconnection (basic bridge)

Theseinstallation procedures are examplesto guideyou through some
of the typical use cases.

Intheinstallation examples, we assumethat you haveanew M 11 with
afactory default configuration. The complete default configurationis
presented in the end of this chapter. The default settings are, briefly:

e Single ADSL/ATM channel (VPI =0, VCI = 100)

e PPPover ATM/AALS encapsulation

e M11 retrieves IP address configuration from |P network using
PPP-1PCP negotiation

e Network Address Port Trandlation activated

e Private|P addressesinusein LAN

e DHCP server for LAN interface activated

Before starting the installation, unpack the unit and check that it is
physically undamaged.
I nter net access (NAPT router)

This application is based on the default configuration of the Nokia
M11. By default, Nokia M11 is an Internet access device that uses

C33833001SE_00 © Copyright Nokia Networks Oy 4-1
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Network Address Port Translation between the private home network
and the public Internet.

<. Customer premises

PPP
PC )
USES l Nokia ATM
DHCP l M11/NAPT ADSL

o [l

Private IP
addresses | low-pass filter
- PPP
Telephone ATM
cable ADSL

Telephone
networ

B —

Single ATM

channel to Internet

the ISP : ~
ISP router

Figure4-1  Internet access application
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The Internet access application requires that your PC uses Dynamic
Host Configuration Protocol (DHCP) to get its network address (1P
address) from your NokiaM 11.

The installation procedure depends on whether you want to use data
servicesonly or dataand simultaneoustel ephone services. If you want
data services only, start from Step la. If you want both data and
telephone services, start from Step 1b .

M11 has an optional three-level password (user, user-admin, and
admin), which also affects the install ation procedure. By default, the
password is disabled but it can be enabled through the command line
interface (see Chapter 5 Management). Steps 4b and 5b describe the
actions when password is enabled.

Step 1la: Connect cables (data servicesonly)
Connect the following cables:

e Connect the mains power cord first to Nokia M11 and then to a
power outlet.

e Connectthe Ethernet crosscableto theNokiaM 11 ETH connector
and the other end to your PC’s Ethernet port.

e Connect the ADSL cable to the telephone socket.

e Goto Step 2.

Step 1b: Connect cables (data and telephone services)

If you want to use your telephone line for both the high-speed ADSL
service and normal telephone service, you must install a POTSfilter.
You can use Nokia POTS filter T66130 or T66150. See separate
installation instructions for POTSfilters.

Connect the following cables:

e Connect the mains power cord first to Nokia M11 and then to a
power outlet.

e ConnecttheEthernet crosscabletothe NokiaM 11 ETH connector
and the other end to your PC’s Ethernet port.

e Connect the ADSL cable and the telephone according to the
separate POT Sfilter installation instructions.

e Goto Step 2.

Step 2: Switch on M11

Thegreen STA indicator and red DSL indicator light up. After awhile
the DSL light starts blinking, indicating that the connection is being

C33833001SE_00 © Copyright Nokia Networks Oy 4-3
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established. Green DSL light indicatesthat the unit hasaconnectionto
the central office.

Step 3: Switch on PC

The LAN/LNK indicator lightsup inthe NokiaM 11 front panel. Note
that you must activate the DHCP functionality in your PC to make it
retrieve an | P address from M 11.

Step 4a: Connect to M11 with a Web browser (M 11 password
disabled)

Start the Web browser inyour PC, writethel Paddress(192.168.1.254)
or the default name (M 11) of the M11 to the HTTP address field and
press Enter. The M 11 QuickConfig page is displayed. Note that the
QuickConfig page is displayed first only when M11 has its factory
default settingsactive. If M 11 hasbeen previously configured, thefirst
page to appear isthe M 11 home page. Go to Step 5a.

M11 QuickConfig

Internet Access - Single PPP |

Mate - Clicking button will cause configuration change
PEFP Connection hanager Home

Figure4-2  M11 QuickConfig page

Step 4b: Connect to M11 with a Web browser (M 11 password
enabled)

Start the Web browser inyour PC, writethel Paddress(192.168.1.254)
or the default name (M 11) of the M11 to the HTTP address field and
pressEnter. Enter Network Password dial og isshown. Enter your M 11
user name and password and click OK. Go to Step 5h.

4-4

© Copyright Nokia Networks Oy C33833001SE_00



NOKIA

InstallingM 11

Enter Network Password

Please enter your authentication information,

Resource: M1

Uszer name: I

Pazeword: I

™ i Save this password in pour password list

Cancel |

Figure4-3  M11 password page

Step 5a; Configure M 11 (M 11 passwor d disabled)
Click Internet Access-Single PPP button to set your user name and

password for the Internet service.

M11 QuickStart

PPP Over ATM

Systern Marme: |H11
WVPI[0 - 255] ID
WCI[0 - 65535]: IlDD

PAP Authentication: € on

PAP Usernatme: |

PAP Password: |
CHAFP Authentication: ¢ on

CHATP Tsername: I

CHAP Password: I

Dotnain Matne: |

Primary Matneserver Address: |D .0.0.0

(Optional) Secondary Mameserver Address: |D .0.0.0

Save

Figure4-4  QuickStart page

NOTE

You must click Save then Eestart B11 for vour
changes to take effect.

Hotne

Inthisexamplewe assumethat the default settingsof M 11 are suitable
for accessing Internet through your Internet Service Provider:

e Connection from M11 to I SP uses PPP over AALS5 protocaol.
e |SP provides network address information to your M11

automatically.

e Default connection channel (VPI and VCI vaues) of M11 is

correct.

C33833001SE_00
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This means that you only have to enable the needed authentication
method (CHAP or PAP) by clicking the relevant radio button and to
type in your username and password related to the authentication
method. You will get the information which authentication method to
use and your corresponding username and password from your
Internet Service Provider. After entering the information, click Save
and restart M11.

Step 5b: Configure M 11 (M 11 passwor d enabled)

Enable PAP or CHAP authentication and type in your corresponding
user name and password. You will get the information which
authentication method to use and your corresponding username and
password from your Internet Service Provider. After entering the
information, click Save and restart M11.

DT Comnection Manager | Eouter lomitor Eestart W11

4.2

M11
"MII"

PAP and CHAP Setup

PAP Authentication: © on @ off
PAP Username: I
PAP Password: |
CHAP Authentication: © on & off
CHAP Usernatne: |
CHAP Password: I

Step 6: Surf

After the ADSL connection has been established, the installation is
complete and you can use your Web browser normally.

Remote work (Basic router)

Intheremotework application example, NokiaM 11 routesyouto your
company’sLAN throughan ATM network. Inthisexampleweassume

4-6
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that your PC belongsto your company’s|P network and hasafixed |P
address. It isalso assumed that static | Prouting isused. An exampleis
shown in Figure 4-5.
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M11 IP address

192.168.1.1 192.168.2.2
255.255.255.0 255.255.255.0

N e o DR

Nokia M11
«

Customer premises

PC'’s IP address: RI;C 1483
192.168.1.180 ,IAPT'I\A\/ITM
255.255.255.0 .

<. Operator premises ADSL

<>

VCI/VPI connected.
from DSLAM to.
company router .

Company
router
192.168.2.1
255.255.255.0 Gateway/firewall
192.168.3.4
255.255.255.0

Customer premises

Your server
192.168.3.3

Internet

Figure4-5  Remote work application
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In this example the configuration is done using the command line
interface(CLI) throughtheconsoleport of NokiaM11. A special cable
Is needed, Product code E64320.01.

Step 1: Connect cables

e Connectthemainspower cordtoyour M 11 andtheother endtothe
power outlet.

e Connect the M11 console cable to the console port behind the
hatch in the front panel of your M11. Connect the other end of the
cable to the serial port of your PC/terminal.

\
\

__\ ____________________

| Node Manager Connector |

| (RJ-45) |

\ 1. 107 (Const. ON) |

|7 i 2. 108 éIN) |

| 3. 109 (OUT) |

| | 000 oo I 4. SG

| I 5. 103 éIN) |

T | 6. 104 (OUT) |
L S a 7. 105 éIN) |

: 8. 106 (OUT) |

Figure4-6  Location of the console port

e Switchonyour NokiaM11. The green status (STA) indicator and
thered DSL indicator light up.

Step 2: Switch on your PC and start itsterminal software

Set thefollowingterminal softwareparameters: 9600, 8 bits, noparity,
1 stop bit, no flow control.

Pressenter intheterminal window. The Nokiacommandlineinterface
prompt will be displayed. If a password has been assigned to your
M11, you must enter the correct password.
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Step 3: ConfigureM 11

In configurations given here, we assume that the unit usesits default
configurations and the changes are done on top of the default
configuration of the M11 version T66220.01.

The Nokia M11 command line interface includes a step mode to
automatethe process of entering configuration settings. When you use
the Config step mode, the CLI prompts you for al required and
optional information. You can enter the configuration values
appropriate for your site without having to enter complete CLI
commands.

To enter the Config step, mode type set from the top node of the
Config hierarchy. See Chapter 5 section Sepping through M11
configuration for more information on the step mode.

When you arein step mode, the CL| promptsyou to enter therequired
and optional settings. If a setting has a default value or a current
setting, the command line interface displays the default value for the
command in parentheses. If a command has a limited number of
acceptable values, those values are presented in brackets, with each
value separated by avertical line. For example, thefollowing CLI step
command indicates that the default value is off and that valid entries
are limited to on and off.

option (off) [on|off]: on <Enters

You can accept the default value for afield by pressing the eNTER key.
To use adifferent value, typeit in and press ENTER.

In the following example the values changed by the user are in bold
type. The default values have been accepted by pressing ENTER.

M11l> config

Config Mode v1.0

(admin level privileges -- read/write)

M1l (top)>>set

Stepping set mode (press Control-X <Return/Enter> to

exit) ...
system

name (”“M11”): <Enter>

Diagnostic Level List
low
medium
high
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warnings
failures
diagnostic-level (high): <Enters>
dmt
type (multi) [lite|dmt|ansi|multi]: <Enters>
atm
option (on) [on|off]: <Enters>
vce 1
option (on): <Enters
vpi (0) [0 - 255]: <Enter>
vcei (100) [0 - 65535]: <Enters
encap (ppp-vcmux)
pPpp-vcmux PPP over ATM,
VC-muxed
ppp-1llc PPP over ATM,
LLC-SNAP
ether-vcmux RFC-1483, bridged
Ethernet, VC-muxed
ether-11c RFC-1483, bridged
Ethernet, LLC-SNAP
ip-vcmux RFC-1483, routed IP,
VC-muxed
ip-1lc RFC-1483, routed IP,
LLC-SNAP
[ppp-vemux | ppp-1llc|ether-vemux |
ether-1llc|ip-vemux|ip-11lc]: ip-1lle
vce 2
option (off): <Enters
vce 3
option (off): <Enters
vce 4
option (off): <Enters
vce 5
option (off): <Enters
vce 6
option (off): <Enters
vece 7
option (off): <Enters
vce 8
option (off): <Enters
bncp
option (off) [on|off]: <Enters>
ip

C33833001SE_00
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option (on) [on|off]: <Enters>
ethernet
option (on) [on|off]: <Enters>
address (192.168.1.254): 192.168.1.1
broadcast (192.168.1.255): <Enters>
netmask (255.255.255.0): <Enters
restrictions (none) [none|
admin-disabled] : <Enters
proxy-arp (off) [on|off]: <Enters>
rip-send (vl1) [off | vl | v2 |
vl-compat] : <Enters
rip-receive (vl1) [off | vl | v2 |
vl-compat] : <Enters
dsl wvccl
option (off) [on|off]: on
address (0.0.0.0): 192.168.2.2
broadcast (0.0.0.255): 192.168.2.255
netmask (255.255.255.0): <Enters
restrictions (none) [none|admin-disabled|
admin-only] : <Enters
addr-mapping (on) [on|off]: off
proxy-arp (off) [on|off]: <Enters>
gateway
option (on) [on|off]: <Enters>
interface () [ip-address]: ip-address
default (0.0.0.0): 192.168.2.1
interwan-routing (off) [on|off]: <Enter>
static routes

IP Static Route List

destination-network (0.0.0.0) [enter a
listed or new static route address]: <Enters>
static-arp

IP Static ARP list
ip-address (0.0.0.0) [enter a listed or new
static route address]: <Enter>
location

Location names: <Enters>

name (”"”) [enter a listed or new location
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name] : <Enter>

dhcp
option (server) [off|server|relay-agent]: off
dns
domain-name (””): <Enters
primary-address (0.0.0.0): <Enters
secondary-address (0.0.0.0): <Enters>
bridge
option (off) [on|off]: <Enters>
interwan-bridging (off) [on|off]: <Enters>
snmp

Community Name List
“public”
community (””): <Enters
traps
authentication-traps (off) [on]|
off] :<Enters>

IP Trap List

ip-traps (0.0.0.0) [enter a listed or

new IP address]: <Enter>
sysgroup

contact (”"): <Enter>

location (”""): <Enter>

ppp
peer-database

Authentication User List

peer-name (””) [enter a listed or new
user name] : <Enters
pinhole

Pinhole Table

name (“”) [enter a listed or new
pinhole map entryl]:
servers

web-http (80) [0 - 32767]: <Enters
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telnet-tcp (23) [0 - 32767]: <Enters>

Stepping mode ended.

M1l (top)>> save

WARNING: '‘dns domain-name’ is null, indicating no
domain name is available.

WARNING: '‘dns primary-address [0.0.0.0]’ and 'dns
secondary-address [0.0.0.0]’ indicates no nameserver

is available.

Configuration data saved.

M11

M11

(top) >> exit

> restart

REBOOT scheduled in 2 seconds

Goodbye.

Thefollowing changes were made in the above basic router example:

Ip-llc encapsulation was selected for ATM channel 1. This
encapsulation is used by your company’s main office router.
Alternatively ve-mux encapsulation could be used. See Chapter 6
for more information on the payload encapsulations.

| P address was assigned to the Ethernet port of your M11.

IP and broadcast addresses were assigned to the ATM/ADSL
interface of your M11.

Address mapping was disabled because your PC and M 11 belong
to your company network.

Default gateway was enabled and its IP address defines the IP
gateway interface.

| P address of the default gateway was given.

DHCP was disabled.

The warnings in the end of the above example indicate that the
addresses have not been specified. Messages given as Warnings are
not fatal. If an actual error message occurs, the configuration has not
been validated successfully and M 11 does not save the configuration.

Step 4. Connect your M 11 to the network

Connect the ADSL cable between a telephone socket and the LINE
connector of the M11. Then connect the Ethernet cross cable between
the Ethernet interface of your PC and the ETH connector of the M11.

4-14
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The green LAN LNK indicator lights up when you connect the
Ethernet cable. After awhilethe DSL light starts blinking, indicating
that the connectionisbeing established. Thegreen DSL lightindicates
that the unit has a connection to the central office.

Step 5: Check that the connection works

Ping the company server or the gateway to check that the connection
works.
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4.3

L AN interconnection (Basic Ethernet bridge)

In this application example, Nokia M 11 connects transparently to a
remote office or company headquarters.

Virtual ATM channel
connected from DSLAM
PC to HQ access bridge

— Customer Operator
premises premises

RFC 1483
Ethernet

over ATM/
ADSL

— — Headquarters =
access bridge °

Customer
premises

=
Headquarters ——~

LAN =

Figure4-7  LAN interconnection

Step 1. Connect cables

e Connectthemainspower cordtoyour M 11 andtheother endtothe
power outlet.

e Connect the M11 console cable to the console port behind the
hatch in the front panel of your M11. Connect the other end of the
cable to the seria port of your PC/terminal. A special cable is
needed, product code E64320.01.

e Switchonyour NokiaM11. The green status (STA) indicator and
thered DSL indicator light up.
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N\

N\

_\ ____________________

:_ Node Manager Connector . _i
(RJ-45)

o 1. 107 (Const. ON) |

L i 2. 108 (IN) |

| 3. 109 (OUT)

[ ||| Oooooono | 4 SG I

I I 5. 103 éIN) :

I I =9 | 6. 104 (OUT) i

| o_'_S__ _ N 7. 105 éIN)

I 8. 106 (OUT) I

. il

Figure4-8  Location of the console port

Step 2: Switch on your PC and start theterminal software

Set the following terminal software parameters. 9600, 8, no parity, no
flow control.

Step 3: Configure M 11 using CLI commands

In configurations given here, we assume that the unit usesits default
configurations and the changes are done on top of the default
configuration.

The Nokia M11 command line interface includes a step mode to
automatethe process of entering configuration settings. Whenyou use
the Config step mode, the CLI prompts you for all required and
optional information. You can enter the configuration values
appropriate for your site without having to enter complete CLI
commands.

To enter the Config step mode, type set from the top node of the
Config hierarchy.

When you arein step mode, the CLI promptsyou to enter the required
and optional settings. If a setting has a default value or a current
setting, the command line interface displays the default value for the
command in parentheses. If a command has a limited number of
acceptable values, those values are presented in brackets, with each
value separated by avertical line. For example, thefollowing CLI step
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command indicates that the default value is off and that valid entries

are limited to on and off.

option (off) [on|off]:

on <Enters>

You can accept the default value for afield by pressing the ENTER key.
To use adifferent value, typeit in and press ENTER.

In the following example, the values changed by the user are in bold
type. The default values have been accepted by pressing ENTER.

M11l> config
Config Mode v1.0

(admin level privileges -- read/write
M1l (top)>>set
Stepping set mode (press Control-X <Return/Enter> to
exit) ...
system
name (”"M11”): <Enters
Diagnostic Level List
low
medium
high
warnings
failures
diagnostic-level (high): <Enters>
dmt
type (multi) [lite|dmt|ansi|multi]
atm
option (on) [on|off]: <Enters>
vece 1
option (on): <Enters
vpi (0) [0 - 255]: <Enters>
vei (100) [0 - 65535]: <Enters
encap (ppp-vcmux)

PpPp-vcmux
ppp-llc
ether-vcmux
ether-11c

ip-vcmux

PPP over ATM,

VC-muxed

PPP over ATM,
LLC-SNAP

RFC-1483, bridged
Ethernet, VC-muxed
RFC-1483, bridged
Ethernet, LLC-SNAP
RFC-1483, routed IP,

4-18 © Copyright Nokia Networks Oy

C33833001SE_00



NOKIA InstallingM 11

VC-muxed
ip-1lc : RFC-1483, routed IP,
LLC-SNAP
[ppp-vemux | ppp-1llc|ether-vemux |
ether-1lc|ip-vcmux|ip-1lc]: ether-1llc
vce 2
option (off): <Enters
vce 3
option (off): <Enters
vece 4
option (off): <Enters
vce 5
option (off): <Enters
vce 6
option (off): <Enters
vece 7
option (off): <Enters
vce 8
option (off): <Enters
bncp
option (off) [on|off]: <Enters>
ip
option (on) [on|off]: <Enters>
ethernet
option (on) [on|off]: off
dsl wvccl
option (off) [on|off]: <Enter>
gateway

option (on) [on|off]: off
interwan-routing (off) [on|off]: <Enters>
static routes

IP Static Route List
destination-network (0.0.0.0) [enter a
listed or new static route address]: <Enters>
static-arp

IP Static ARP list
ip-address (0.0.0.0) [enter a listed or new

static route address]: <Enters
location
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Location names: <Enters>

name (””) [enter a listed or new
location name] :<Enters>
dhcp
option (server) [off|server|relay-agent]:
dns
domain-name (””): <Enters
primary-address (0.0.0.0): <Enters
secondary-address (0.0.0.0): <Enters>
bridge
option (off) [on|off]: on
ethernet
option (on) [on|off]: <Enters>
dsl wvccl
option (on) [on|off]: <Enters>
interwan-bridging (on) [on|off]: <Enters>
snmp

Community Name List
“public”
community (””): <Enters
traps

authentication-traps (off) [on]|
off]: <Enter>

IP Trap List

ip-traps (0.0.0.0) [enter a listed or

new IP address]: <Enter>
sysgroup

contact (””): <Enter>

location (”""): <Enter>

ppp
peer-database

Authentication User List

peer-name (””) [enter a listed or new
user name] : <Enters
pinhole
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Pinhole Table

name (””) [enter a listed or new
pinhole entry]:

servers
web-http (80) [0 - 32767]: <Enters
telnet-tcp (23) [0 - 32767]: <Enters>

Stepping mode ended.

M1l (top)>> ip

M1l (ip)>> set

Stepping set mode (press Control-X <Return/Enter> to

exit) ...

ip

option (on) [on|off]: off
interwan-routing (off) [on|off]: <Enters>
static routes

IP Static Route List
destination-network (0.0.0.0) [enter a
listed or new static
route address]: <Enters>
static-arp

IP Static ARP list

ip-address (0.0.0.0) [enter a listed or new
static route address]: <Enter>

Stepping mode ended.
M1l (top)>> save

WARNING: '‘dns domain-name’ is null, indicating no
domain name is available.

WARNING: '‘dns primary-address [0.0.0.0]’ and 'dns
secondary-address [0.0.0.0]’ indicates no nameserver

is available.
Configuration data saved.

M1l (ip)>> exit
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4.4

Ml1ll> restart
REBOOT scheduled in 2 seconds

Goodbye.
Thefollowing changes were made in the above basic router example:

e FEther-llc encapsulation was selected for ATM channel 1. This
encapsulation is used by your company’s main office bridge.
Alternatively, ether-vcmux encapsulation could be used. See
Chapter 6 for more information on the payload encapsulations.

e |P functionality, default gateway and interwan routing were
disabled in the Ethernet. Note, that you have to go through the IP
option twice: first to disable Ethernet and gateway options and
then to disable the IP option.

e DHCP option was disabled.

e Bridge was enabled.

Warnings related to 0.0.0.0 settings of DNS servers are irrelevant in
this configuration because the M11 is now a transparent bridge.
M essages given as Warnings are not fatal. If an actual error message
occursthe configuration has not been validated successfully and M 11
does not save the configuration.

Step 4. Connect your M 11 to the network

Connect the ADSL cable between the telephone socket and the LINE
connector of the M 11. Then connect the ETH connector of theM11 to
your office hub with a direct cable. The green LAN LNK indicator
lights up when you connect the Ethernet cable. After awhilethe DSL
indicator starts blinking, indicating that the connection is being
established. The green DSL light indicates that the unit has a
connection to the central office.

Step 5: Check that the connection works

Establish aconnection to the office server to check that the connection
works.

Default settings

Thetable 4-1indicatesthe default settingsfor NokiaM 11. By defaullt,
Nokia M11 works as a plug and play unit in the Internet access
application. In the table, the terms “Node” and “ Subnode” refer to
Config command hierarchy nodes (see Chapter 5).
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Node Subnode Parameter M11 default

System System name |M11
System Diag- |3 (high)
nostic Level
System Name | <empty>
Password/
User
System Name | <empty>
Password/
User-admin
System Name | <empty>
Password/
Admin
CLI Verbose | OFF
CLI Lines 16

DMT Type multi

ATM Option ON

ATM VCC Op- ON (VCC1), others
tions (8) OFF

VCI (VCC1) 100
VPI(VCCI1) |0
Encapsulation | ppp-vcmux
(vCC1)
Tx-priority HIGH
(vCC1)
TX—max—kbps | 0 (no limit)

BNCP Option OFF

PPP Option ON
PPP Maxi- 1500
mum Receive
Unit
LCP Magic ON
Number Ne-
gotiation
Protocol Com- | OFF
pression
Address Com- | OFF
pression
LCP Echo Re- |ON
quests
Failures-max |10
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© Copyright Nokia Networks Oy

4-23




NokiaM 11 User’'s Manual

Node Subnode Parameter M11 default
PPP option Configure- 10
(continued) max

Terminate- 2
max
Restart Timer |3
Activity Time- |0
out
CHAP Option OFF
CHAP Name | <empty>
CHAP Secret | <empty>
PAP Option OFF
PAP Name <empty>
PAP Pass- <empty>
word
Chap Peer OFF
Option
PAP Peer Op- OFF
tion
Peer Host <empty>
Name(s)
Peer Host <empty>
CHAP Secrets
Peer Host <empty>
PAP Pass-
words
IP Option ON
IP Gateway ON
Option
IP Gateway ppp (VCC1)
Interface
IP Gateway IP | <empty>
Address
IP Ethernet ON
Option
IP Ethernet 192.168.1.254
Address
IP Ethernet 192.168.1.255
Broadcast Ad-
dress
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Node Subnode Parameter M11 default
IP Ethernet IP Ethernet 255.255.255.0
option (con- Netmask
tinued)
Restrictions NONE
IP Ethernet RIP V1
RIP send
IP Ethernet RIP V1
RIP receive
IP WAN Op- OFF
tion
IP DSL Option OFF
IP-ppp Option ON (VCC1)
IP-PPP IP Ad- |0.0.0.0 (VCC1)
dress
IP-PPP Peer |0.0.0.0 (VCC1)
IP Address
IP-PPP Ad- | ON (VCC1)
dress map-
ping
IP-PPPRIP | OFF
Send
IP-PPPRIP | OFF
Receive
IP-PPP Flush | OFF
Routes
Static Routes <empty>
Thbl
DHCP Option ON
DHCP Start IP 192.168.1.1
address
DNS Default Do- <empty>
main Name
Primary DNS |0.0.0.0 (The address
Server Ad- will be retrieved from
dress through the PPP link)
Secondary 0.0.0.0 (The address
DNS Server will be retrieved
Address through the PPP link)
Bridge Option OFF
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4.5

Node Subnode Parameter M11 default

SNMP List of Public
communities
(table)
SNMP Auth- None
entication
Traps
Trap IP Ad- <empty>
dress
Trap Com- Public
munity Name
SysGroup <empty>
Contact Info

Table4-1 NokiaM11 default settings

Troubleshooting

If the data transmission does not work, you can check the following
things:

Isthe ADSL connection to the remote networ k working?

The front panel DSL indicator should be green if the ADSL link is
functioning. You can also view the ADSL link status by giving the
show ds1 command lineinterfacecommand. Incasethe ADSL linkis
not functioning, check that the cables connecting the unit to the
telephoneline/splitter are properly attached and then turn onthe M 11
again. If the ADSL link still does not work, contact your service
provider.

I sthe Ethernet connection working?

The front panel LAN LNK indicator is green if the Ethernet cableis
properly attached. If not, ensurethat the cablesare properly connected.
Ensure also that you are using aright kind of Ethernet cable. If you
connect your M 11 directly to a PC, you should use a cross-connect
cable. If you connect your M 11 to ahub, you should use adirect cable.

Isthe ATM connection working?

You can check if the ATM connection isworking by giving the show
atm CLI command. The ADSL connection must beworking beforethe
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ATM connection can beestablished. If the ADSL connectionisOK but
the ATM connection is not, contact your service provider.

I sthe PPP connection working?

If you are using PPP to connect to your service provider, you can also
check that your PPP connection isworking. You can do this by giving
the show ppp CLI command. If the ADSL link and ATM link are
working but the PPP link is not, you should first check that the user
name and password you are using on the PPPlink are correct. You can
also try to restart the M 11 (power-off and power-on) and check if the
connection is established. If these do not work, contact your service
provider for help.
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Chapter 5
M anagement

5.1

M11 can be managed with a Web browser or command lineinterface
(CLI). The Web configuration pages of M11 can be accessed through
theEthernet port or throughthe ADSL/ATM channelsof M11. Inorder
to access the Web management feature, the IP functionality must be
activated and an IP address must be given to the corresponding
interface.

Thecommand lineinterface(CL 1) can beaccessed throughtheconsole
port on the M 11 front panel. The consoleinterface isan asynchronous
V.24/V.28 character-based interface with 9600 bit/s, 8 bits, no parity, 1
stop bit and no flow control. A special cablefor connecting PC’sserial
port to thisinterfaceisavail ablefrom Nokia, product code E64320.01.
The CLI contains an in-built step procedure which helps you to
configure your M11 through the CLI. This procedure is presented in
section Stepping through M11 configuration in this chapter.

Thecommand lineinterface can al so be accessed through the Ethernet
port of M11 or throughthe ADSL/ATM channels of M11 on top of the
telnet protocol. In order to use the CLI through telnet, the IP
functionality must be activated and an | P address must be givento the
corresponding interface.

Browser management

You can use your PC's Web browser software to access the Web
configuration pagesin M11. To access the Web pages you must know
thelPaddressof your M 11 or, aternatively, the® name’ that your M11
recogni ses.
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511 Openingaconnection

To open a connection to the Nokia M 11:
1. Start your Web browser.

2. Enter thenameor IP address of your NokiaM11 in the browser’s
Open Location field and press enter.
For example, you would enter http://192.168.1.254 if your Nokia
M11 isusing its default |P address. The default nameis M11.

Note

If auser-admin password has been assigned to your NokiaM 11, enter
your username and password and click OK. Now PAP and CHAP
Setup page appears, see Figure 5-4.

3. The Nokia M 11 home page appears. If you connect to your M11
for the first time the QuickConfig page appears.

Quick Confix Mlomtor | ERestart 111

M11
"MI1"

Router Bridge ATM SHMP

Figure5-1  M11 home page

4. Usethelinksonthe NokiaM 11 home pageto issueacommand or
open a page.

e “QuickConfig” link opens the QuickConfig page which lets you
enter basic Internet access application settings for your Nokia
M11.

e “Monitor” link opensthe Monitor page which displays operating
statistics for your NokiaM11.

5-2
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5.1.2

e “Router” link isusedto configuresomegeneric routing/l Paddress
management parameters and Ethernet interface |P parameters if
M11 isused as a router.

e “Bridge” linkisusedto enablebridging and attachinterfacestothe
bridge function.

e “ATM” link is used to activate ATM channels, select payload
encapsulations to ATM and configure important ATM channel
parameters.

e “Restart” M11 link restarts your M11 causing it to activate any
updated configuration information.

e “SNMP link isused to configure the SNMP parameters of M11.

QuickConfig page

The QuickConfig page | ets you enter basic configurationinformation
for your Nokia M11. To display the QuickConfig page, click
QuickConfig on the M11 homepage. The QuickConfig page also
opens when you connect to your M 11 for the first time.

M11 QuickConfig

Internet Access - Single PPP |

Mate - Clicking button will cause configuration change
PEFP Connection hanager Home

Figure5-2  QuickConfig page

By clicking the Internet A ccess-Single PPP button you can enter basic
Nokia M11 settings for an Internet access application. Clicking the
Internet Access-Single PPP opensthe QuickStart page. Normally you
only need to enter your username and password for the Internet
service.

If you have configured multiple PPP channels into use, you can
manage them through the PPP Connection Manager.

Note
If auser-admin password has been assigned to your M 11, the PAPand
CHAP Setup pagewill be displayed instead of the QuickConfig page.

C33833001SE_00 © Copyright Nokia Networks Oy 5-3



NokiaM 11 User’'s Manual

QuickStart page

M11 QuickStart

PPP Over ATM

Systern Marme: |H11
WVPI[0 - 255] ID
WCI[0 - 65535]: IlDD

PAP Authentication: € on

PAP Usernatme: |

PAP Password: |
CHAFP Authentication: ¢ on

CHATP Tsername: I

CHAP Password: I

Dotnain Matne: |

Primary Matneserver Address: |D .0.0.0

(Optional) Secondary Mameserver Address: |D .0.0.0

Save

Figure5-3  QuickStart page

1. Changevirtual path (VPI) and channel (VClI) identifiersif needed.

VPl and VV Cl are used to sdl ect the connection channel that isused
between M 11 and the Internet service provider (1SP). Normally

NOTE

You must click Save then Eestart B11 for vour
changes to take effect.

Hotne

you do not have to change these values.

2. Enable PAP or CHAP if needed. Enter the respective username

and password.

3. Enter local LAN Domain Name if required.

Enter Domain Name Server addressesif required. Normally these
are assigned automatically and user should not fill these fields.

5. Savethe configuration and restart M11.

Note

You must save the new configuration and restart your M 11 for your

changes to take effect.
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PAP and CHAP Setup page

If auser-admin password has been assigned to your M11, the PAPand
CHAP Setup pagewill appear whenyou enter your M 11 user nameand
password and click OK.

On this page you can enable/disable PAP/CHAP and enter the
corresponding usernames and passwords. By clicking the “Pinhole”
link, you can go to the NAT Pinhole page and configure pinhole
settings. The“Monitor” link takesyou to the Monitor page, whereyou
can monitor the performance of your M11.

DT Comnection Manager | Eouter lomitor Eestart W11

M11
"MII"

PAP and CHAP Setup

PAP Authentication: © on @ off
PAP Username: I
PAP Password: |
CHAP Authentication: © on & off
CHAP Usernatne: |
CHAP Password: I

Figure5-4  PAPand CHAP Setup page

PPP Connection Manager pages

You can set the user name and password for each PPP connection you
have configured. Select the PPP connection you want to modify from
thelist. Click “Get values’ to modify username and password of the
connection. Click “Reload” to restart the PPP connection of the
sel ected channel. The PPP connectionwill berestarted and new CHAP
or PAP settings will be used.
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M11
"PPP Connection Manager"

Ippp vl Get values |
Ippp VI Reloadl

Home

PPP Connection Manager

ppp Port

PAP:  on @ off Username: | Password: |

CHAF: € on & off Username: | Password: |

Sawve | Home

Figure5-5  PPP Connection Manager pages
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5.1.3 Router page

The Router page is used to configure global parameters of the IP

routing functionality for M11
interface.

and |P parameters for the Ethernet

Router Configuration

System MName: |M1 1
Ethernet Port

Local Address: [192.168.1.254

Met Mask: [256.265.255.0

Broadcast Address: |1 92.1681.255
Admm Restrictions: & None
Bip-zend: & off
Eip-receive: & off
Routing Policy (ATM only)
VC-to-VC Eouting: & on
Default Gateway
Gateway: & on

Interface:lppp 'I

0 Admin-Disabled
Tyl
oyl

Cy2 Cyl-compat
C %2 Ovl-compat

O off

O off

Default &ddress: I
DNS Setup

Domatn Mame: |

Primary Nameserver Address: ID.D.D.D

(Optional) Secondaty Wameserver Address: |D.D.D.D

DHCP Settings
| Mode : | O off & server € relay-agent
‘ Start Address [192.188.1.1
‘ End Address [192.168.1.254
‘ Lease Time [o0:01.00:00

Server Address

Server Port Setup

Web-HTTP Port: |30
Telnet Fort: |23

Save |

Home

Network Address Translation (NAT) Setup

Go to AT Setup
Static Routes
Destination Metmask Grateway
Add I I I
Figure5-6  Router page
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Fillingin router settings

1.

Enter the name of your M11 in the System Name field.

Each M 11 isassigned anameasapart of itsfactory initialisation.
The default nameis M11. A system name can be 1-64 characters
long and cannot containany special characters. If youwanttousea
space character in the system name, you must use quotes, for
example “NokiaM11”. The name can be later used to access the
M11 through atelnet connection or aWeb page from the Ethernet
interface.

Enter the | P address of your M11.

Local addressisthe IP address of your M 11's Ethernet interface.
Enter the subnet mask.

Net mask is used to identify the network portion of an IP address.
The net mask specifies which bits of the 32-bit binary | P address
represent the network information. Most sites should use
255.255.255.0 for their net mask.

Enter the broadcast address.

The Broadcast addressis used to send messages to all computers
on your network. Most sites should use xxXx.yyy.zzz.255 as their
broadcast address, where xxx.yyy.zzzisthe network portion of the
| P address.

Enable/disable management through the Ethernet port (Admin
Restrictions).

You can disablemanagement through the Ethernet port by clicking
Admin-Disabled. You must have admin rights to set admin
restrictions.

Note
If you disable management through the Ethernet port and restart M 11,
you can no longer manage M 11 with your local telnet or Web browser.
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6.

10.

11.

Enter RIP settings for the Ethernet interface.

Rip-send and Rip-receive radio buttons are used to enable
dynamic routing using Routing Information Protocol (RIP). RIP
and RIP version 2 can be used. RIP-send with V1-compat option
enables the sending of RIPv2 packets using broadcast.
RIP-receive with V1-compat option accepts both RIPv1 and
RIPv2 packets.

Enable/disable routing between ATM V CCs (Routing Palicy).

| Pforwarding and dynamic route distribution between ATM VCC
routing can be switched off when multiple VCCs are used.

Enable/disable default gateway.

The default gateway is the host to which your M11 will send a
packet when it does not know how to reach the packet's
destination host.

Select the default gateway port from the Interface list.

Thedefault gateway port can beoneof theactive PPPchannelsor a
specified |P address defined in Default Address field (see step
10.).

Set an | Paddress(Default Address) for your default gateway if you
selected “ip-address* in step 9.

Enter domain name server settings.

A domain name server is a network computer responsible for
matching host names to numeric IP addresses so that network
traffic can be routed correctly. These fields are set if DNS
addresses are not alocated dynamically. Consult your service
provider for further assistance.

Domain namesidentify organisationson the Internet. Thedomain
name is usually the domain name of your company or your |SP.

If asecondary name server addressis configured, M 11 relaysthe
name service request to that server whenever the primary name
server isunavailable.
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12.

Enable/disable DHCP server.

As aDynamic Host Control Protocol (DHCP) server, your M11
can assign | Paddressesto other devicesonyour LAN. If youwant
your M 11 to assign | P addresses, enter the first number of the IP
addressrangein the Start Addressfield and the last number of the
| P address range to the End Address field. Lease Time indicates
how often the PC will renew the DHCP lease.

If you want your M11 to relay the DHCP request to an external
server, you can do thisby enabling therelay-agent and writing the
server’s | P address to the Server Addressfield.

Note

If you use M11 as a DHCP server, you must assign |P addresses
outside the M11's DHCP address range to devices requiring static | P
addresses. Before M 11 assigns an |P address to a DHCP client, it
verifiesthat no other device is using that address. However, network
conflicts can result when the M 11 assigns an address in its DHCP
range to one device and another device configured to use that address
Isturned on.

13.

14,

15.

Change M 11 Web-HT TP port number if needed.

You must changetheM 11 internal Web server port number default
value 80 if the same port number isused for pinholefunctionality.
See Pinhole configuration examplein Figure 5-12.

Change M 11 telnet port number if needed.

You must change M 11 internal telnet server port number default
value 23 if the same number is used for pinhole functionality.

Click Go to NAT Setup to configure the pinhole functionality if
needed.
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16.

17.

18.

Enter static routes

Satic route identifies a manually configured route to a remote
network. Unlike dynamic routes, which are acquired and
confirmed periodically from other routers, static routesdo not time
out.

You can specify static routes by filling in the remote router’s
destination address, net mask and gateway address. After you
have filled in the required information, click Add.

Save the configuration.

You must savethe new configuration. Save command takesyou to
the M11 home page.
Restart your M11.

You must restart your M11 by clicking Restart M11 for your
changes to take effect.
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5.1.4 Bridge page

Bridge page is used to enable/disable bridging. When bridging is
enabled the pageisused to select theinterfacesthat areincludedinthe
bridging function.

Bridge Configuration
Bridge Option: © On & Of

Ethemet: € On & Of
TWANVCC 1. © On & Of

** Brhernet and af least one other interface must be an **

Bridging Policy
VC-to-VC Bridging @ on © off

Save | AT Home

Figure5-7  Bridge page

Only those ATM interfaces that support ’ether-lIc’ or ’ether-vemux’
encapsulation or ’ ppp-vemux’ encapsulation with BNCP support can
be used in bridging operation.

Filling in bridge settings
1. Turnon bridge

2. Click ATM to configure ATM channels, if needed (see Section
5.1.5).

3. Select the interfaces you want to use for bridging.

Ethernet indicatesthe Ethernet interfaceof M11. DSL VCC radio
buttonsindicate ATM channelsusing ' ether-1lc’ or ’ ether-vemux’
encapsulation. WAN V CC radio buttons indicate ATM channels
using ' ppp-vcmux’ encapsulation with BNCP support.

4. Enable/disable bridging between ATM VCCs.
This option can be used when multiple M11s are connected

together using bridged connection. Disabling the bridging
between the V CCseliminatestheloopsfrom the bridged network.
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5. Savethe configuration.

You must savethe new configuration. Save command takesyou to
the M11 home page.

6. Restart your M11.

You must restart your M11 by clicking Restart M11 for your
changes to take effect.

5.1.5 ATM page

ATM page is used to enable/disable ATM channels and select the
payload encapsul ation method for aparticular channel. After enabling
an ATM channel, you can configurethechannel inmoredetail through
the ATM-channel-specific Config buttons.

ATM Configuration
TURM OFF ATM |
Ve 1 [pppvermux =] | Canfig |
Vo2 Iﬁ Config |
veos lm Config |
VCCd lm Config |
vees[of 5] Config |
VCCo lm Config |
vee 7o =] Config |
VCCs lm Config |

Brider Home

Figure5-8  ATM page

Fillingin ATM settings

1. Enableachannel by selecting the encapsulation from thelist. Up
to eight ATM channels can be used.
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2. Configurethe ATM channels.
Click Config button for the channel you want to configure.

Configuring ATM channels
PPP over ATM (VC-muxed)

VCC 1 Configuration

PPP over ATM (VC-muxed)

VPI[O-255)0 |
VCI[0 - 655351 [ioo |
Transmit Priority: © Low * High
Mlaz Transmut Bate ID— Enter transmit rate fmit (in integer Kbps), or O for no it
IP Settings
Option: @ On o Off
Local Address: IDDDD—
Peer Address: IDDDD—
Adrmin Restrictions: & Mone € Admin-Disabled © Admin-Only
Addr-Mapping: & On ©Off
* RIP ignored if Mapping on **
Rip-send: @ off Oyl Cw2 © yl-compat
Rip-recetve: & off Oyl (k7! C yl-compat
Flush REoutes: € O & Of
PAP Authentication: @ on © off
PAP Username: |m1 1|21 @local
PAP Password: |“°“°“°“°"
Authentlfiiii Con @ off
CHAP Tsernarne: |
CHAP Password: I
Static Routes
Destination Metmask Gateway
ﬂl l— l— rpp-veel

Figure5-9  ATM channel configuration page (V C-muxed)

1. Setthevirtua path and virtual channel identifications.

2. Enable/disable Transmit priority function and set the maximum
transmit rate.

Transmit priority function alows you to set priorities to the
upstream direction of ATM channels.
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Note
You must have admin rights to set transmit priorities.

3. Enable/disable|P,

| P Settings allow you to activate the | P layer function of the ATM
channel. Local address and peer address specify the basic IP
address parameters of the ATM channel interface (PPP over
ATM). If youwrite0.0.0.0 inthesefields, M 11 will try to get them
from the network using either IPCP protocol (ATM channel using
PPP) or DHCP (ATM channel not using PPP).

Admin Restrictionsisused to apply management restrictionstothe
channel. If you select Admin-Disabled, you cannot manage M 11
through this channel. If you select Admin-Only, this channel will
be used as a dedicated management channel.

Address mapping radio button activates/deactivates the Network
Address Port Trandlation (NAPT).

4. Configure Routing Information Protocol (RIP) settings.

Enable/disable dynamic routing for the active IP interface on the
ATM channel by selecting the corresponding radio buttons. If
RIP-send is selected, M11 sends RIP messages (version 1, 2 or
both) tothe network. If RIP-receiveisselected, M11listensto RIP
messages from the network. RIP-send with V1-compat option
enables the sending of RIPv2 packets using broadcast.
RIP-receive with V1-compat option accepts both RIPv1 and
RIPv2 packets. If you enable Flush Routes, the learned routes are
deleted when the PPP connection is disconnected.

5. Enable/disable PAP/CHAP authentication and fill in the
corresponding usernames and passwords if authentication is
needed. Ask your service provider which authentication to use.

6. Add static routesto the routing table of the interface.

Enter destination address, net mask and gateway and click Add.
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7. Savethe configuration.

You must savethe new configuration. Save command takesyou to
the M11 home page.

8. Restart your M11.

You must restart your M11 by clicking Restart M11 for your
changes to take effect.

Other encapsulations

VCC 2 Configuration

Ethernet over RFC1483 (LLC/SNAP encapsulation)

VPL[0-2551[0 |
VCT[0- 65535 i1
Transmit Priority; © Low ® High
Mlas Transmit Rate ID— Enter transmit rate limit (in integer Kbps), or O for no limit
IP Settings
Option: © Cn & Off
Local Address: I—
Met Maslk: I—
Broadoast Address: I—
Admin Restrictions: & None © Admin-Disabled A dmin-Only
Addr-Mapping. & On COf
#* RIF ignored if Mapping on **
Bip-send: & off Oyl Oyl C yl-compat
Rip-receive: & off Oyl Oyl C yl-compat

Save | Hotne

Static Routes
Destination Hetmask Gateway

] | | —

Figure5-10 ATM channel configuration page (other encaps.)

1. Setthevirtua path and virtual channel identifications.
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2. Enable/disable IP.

| P setting allows you to activate the | P layer function of the ATM
channel. Local address, net mask and broadcast address specify
the basic | P address parameters of the ATM channel interface (1P
over RFC1483). If you enter 0.0.0.0inthesefields, M11 will try to
get them from the network using either IPCP protocol (ATM
channel using PPP) or DHCP (ATM channel not using PPP).

Address mapping radio button activates/deactivates the Network
Address Port Trandglation (NAPT).

3. Configure Routing Information Protocol (RIP) settings.

Enable/disable dynamic routing for the active IP interface on the
ATM channel by selecting the corresponding radio buttons. If
RIP-send, is selected M 11 sends RIP messages (version 1, 2 or
both) tothe network. If RIP-receiveisselected, M11listensto RIP
messages from the network. RIP-send with V1-compat option
enables the sending of RIPv2 packets using broadcast.
RIP-receive with V1-compat option accepts both RIPv1 and
RIPv2 packets.

4. Add static routesto the routing table of the interface.

Enter destination address, net mask and gateway and click Add.
5. Savethe configuration.

You must savethe new configuration. Save command takesyou to
the M11 home page.
6. Restart your M11.

You must restart your M11 by clicking Restart M11 for your
changes to take effect.

C33833001SE_00 © Copyright Nokia Networks Oy 5-17



NokiaM 11 User’'s Manual

5.1.6 NAT pinhole page

TheNAT pinholepageisusedtomakeserverslocatedinaLAN visible
tothe WAN through aV CC. It allowsfixed NAPT mapping between a
WAN/VCC |IP address/port number and an internal LAN [P
address/port number. Separate entries must be created for TCP and
UDP ports.

The standard port numbers for the most common protocols are:

HTTP (Hypertext Transfer Protocol) is TCP port 80

FTP (File Transfer Protocol) is TCP port 21

SMTP (Simple Mail Transfer Protocol) is TCP port 25
NNTP (Network News Transfer Protocol) is TCP port 119

NAT Pinhole Configuration

Web-HTTP Port: ISD
Telnet Port: |23
Sawve | Home

TWhen finished adding or deleting Pinhole Entries, click the Home button and restart the router.

MOTE: Add entries below either by selecting a protocol or by entening a protocol by number. Fill out only the form for the method chosen

Pinhole Entries

| IName | Protocol |Ext Port Start |Fxt Port End | Int IP Addr |Int Port
Al e = | || I |
| [ i [ [

Eouter Heome

Figure5-11 NAT pinhole page

1.

o

Enter aname for the pinhole entry. Select the protocol. Enter the
External Port Start and External Port End numbers. These define
theavailablerangeof allowed external ports(port number inWAN
interface). Enter Internal |P address (server IP addressin LAN)
and Internal Port number (server port number in LAN). The
Internal Port number is the start of the internal port range.

Click Add.

Repeat until each server’sinformation isfilled.

To remove an entry, click delete.

5-18

© Copyright Nokia Networks Oy C33833001SE_00



NOKIA M anagement

5. Change the integrated Web and telnet servers port numbers if
needed.

If you have servers (Web or telnet servers) on your home network
which must be accessible from outside your home network, you
must change the default port numbers (80 and 23, respectively) of
the integrated Web and telnet servers of your M11.

6. Save new port numbers and restart M11.

Pinhole configuration example

Thepinholeconfiguration examplein Figure5-12 canbeusedto allow
access from WAN to a Web server on the LAN. The example
configuration relays the traffic coming from the M11 WAN TCP port
80 to the LAN IP address 192.168.1.1 port 80. Port 80 is a standard
TCPportfor HTTPR. The port number of theM11’sintegral Web server
has been changed to 81.

Note

M 11’ sintegral Web server used for monitoring and configuration uses
also port 80 by default. You must change the server port by typing the
new port number inthe Web HT TP Port field or elsethe TCPtrafficto
thisportisdirected totheM 11 Web server instead of the Web server on
your LAN.

NAT Pinhole Configuration

Web-HTTPF Port: |81
Telnet Port: |23
Save | Home

“When finished adding or deleting Pinhole Entries, click the Home button and restart the router.
NOTE: Add entries below etther by selecting a protocol or by entening a protocol by number. Fill out only the form for the method chosen

Pinhole Entries

| | Name | Protocol |Ext Port Start |Fxt Port End | Int TP Addr |Int Port
| Dslete | WWW-Server TCP R0 20 192.168.1.1 20
| [Add] | e | R || |

A | [ Bl ] I I

Eouter Hone

Figure5-12 Pinhole configuration example
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5.1.7 SNMP page

The SNMP pageisused to configure the SNM P-rel ated parameters of
M11. In M11, the SNMP can be used only for writing/reading system
contact information and trap addresses. Trap addressis an address to
which atrap is sent in case of an authentication violation.

SNMP Setup

System Contact: |

System Location: |

Authentication Traps: © on & off

Save |

Communities

Delete |pubﬁc
Add ||
Trap Destinations
IP addvess Community
Add || |
Add || |

Home

Figure5-13 SNMP page

Fillingin SNM P settings

1. Enter contact information and systemlocation information in the
corresponding fields.

Enabl e/disable authentication traps.
Add/delete user communitiesif needed.

Enter the name of the new user community into the field.
4. Enter trap destination addresses.

Enter the IP addresses of the hosts to which the traps are sent.
Enter also the community string related to this address.
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5.

Save the configuration.

You must savethe new configuration. Save command takesyou to
the M11 home page.
Restart your M11.

You must restart your M11 by clicking Restart M11 for your
changes to take effect.

5.1.8 Monitor page

You can get information about the status and statistics of the M11
through the Monitor page. The following links are available on the
Monitor page.

Overview displays the basic identification information of M 11.
Memory displays the memory usage of M11.

DHCP Client displays the IP address settings M 11 has received
from the network.

DHCP Server displays the DHCP server |lease table.

Home returns to home page.

DSL displaysthethe status of the ADSL connection and statistics
about the connection.

PPP displays status information about the | P/PPP interfaces.
Ethernet displays status information of the Ethernet interface.
ATM displays status information of the ATM channels.

Show displays the Diagnostic log of M11.

Reset scrollsthe Diagnostic log window back to thefirst message.
I nterfaces displays status information of the active interfaces.
Routes displays the routing table.

ARP displays the ARP cache table.

Table displays the bridge table

Owerview

Memo DHCP Clent DHCP Server Home

D=L

PPP | Ethernet ATM

Log IF Eridge

Show

| Eeset Interfaces | Eoutes | Arp Interfaces Tahle

Figure5-14 Monitor page
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5.2

5.2.1

Command lineinterface

TheNokiaM 11 operating softwareincludesacommand lineinterface
(CLI) that lets you monitor and configure your M 11 over atelnet or a
local serial console connection. You can use the CLI to enter and
update configuration settings in M11, monitor its performance, and
restart it. Some CLI commands are not available until certain
conditions are met. For example, you must turn a function on before
you can enter settings for that function.

The commands of the CLI are divided into two hierarchies: Root and
Config. The Root command hierarchy lets you monitor the
performance of your M 11, display and reset M 11 statistics, and issue
administrative commands to restart M11 functions. The Config
command hierarchy lets you configure the settings of your M11.

Starting and endinga CL | session

You can open a command line interface session by opening a telnet
connection from aworkstation on your network to an M 11 Ethernet or
ADSL port or by connecting aterminal to the console port on Nokia
M11.

Connecting with telnet

You initiate a telnet connection by issuing the following command
from an IP host that supportstelnet (or apersonal computer running a
telnet application such as Microsoft or NCSA Telnet).

telnet ADSL ip address

You must know the IP address of your Nokia M 11 before you can
connect toit viaate net connectiontoit. You can usethecommandline
interface to configure the IP address of your M11.

Connecting through console port

You can connect aterminal or aterminal emulator to the console port
on the Nokia M11 front panel to configure, administer, and monitor
your Nokia M11. To use the Nokia M 11 console, you need a special
cable(E64320.01) and either aterminal or aterminal emulator (suchas
a personal computer with a terminal emulation application that
supports 9600-baud communication).

5-22

© Copyright Nokia Networks Oy C33833001SE_00



NOKIA M anagement

To connect your NokiaM 11 to aterminal or terminal emulators:

1. Plugthe special cable E64320.01 into the console port behind the
hatch on the Nokia M 11 front panel.

2. Connect the other end of the serial cableto the serial port on your
terminal (or terminal emulator) or theserial port of your computer.

3. Turnontheterminal or run theterminal emulator program onyour

computer.
Use the following settings to configure your terminal emulation
session:
Setting Value
Speed 9600
Parity None
Data bits 8
Stop bits 1
Duplex Full
Flow control None

The console interface uses the same command line interface as the
telnet interface.

Loggingin

The command line interface login process emul ates the login process
for a Unix host. If your Nokia M11 has been assigned a system
password, you must enter a username (up to 64 characters) and your
administrator, user-administrator or user password.

Entering your username lets Nokia M11 record your access; your
username is not used to validate your authorisation. The passwords
giveyou the following rights:

e User password view (but not change) M 11 settings and
monitor statistics

e User-administrator change CHAP and PAP settings, configure
pinhole, Ethernet and router settingsaswell
as monitor M 11 statistics

e Administrator change M 11 settings and view statistics
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When you have logged in successfully, the command line interface
lists the username and the security level (admin, user-admin or user)
associated with the password you entered in the diagnostic log.

Issuing CLI commands

CLI commands consist of keywords and arguments. Keywords in a
Config command specify the action you want to take or the entity on
which you want to act. Arguments in a Config command specify the
valuesappropriatetoyour site. For example, the Configcommand set
ip ip-ppp address ip address consists of three keywords (ip,
ip-ppp, and address) and one argument (ip address). When you
configure your M11, you replace command arguments with values
appropriate to your site. For example, set ip ip-ppp address
192.31.222.57

The optional arguments are marked with braces { argument} and the
mandatory arguments with sgquare brackets [argument].

Table 5-1 provides guidelines for formatting CLI commands.

5-24

© Copyright Nokia Networks Oy C33833001SE_00



NOKIA M anagement

Command compo- Rules for entering CLI commands
nent
Command word CLI commands must start with a command

word (set, show, delete). You can truncate
CLI commands to three characters (set,
sho, del). CLI commands are not case-
sensitive: you can enter “SET", “Set"” or
“set".

Keywords Keywords are not case-sensitive. You can
enter “SYSTEM, “System” or “system” as a
keyword without changing its meaning. Key-
words can be abbreviated to the length that
they are differentiated from other keywords.
For example, you can reduce the command
“set ip ip-ppp option on“to“set i i
o on".

Argument text Text strings can be as many as 32 characters
long, unless otherwise specified. Special
characters are represented using backslash
notation. Text strings may be enclosed in
double () or single (') quote marks. If the text
string includes an embedded space, it must
be enclosed in quotes.

Numbers Type numbers as integers.

IP addresses Type IP addresses in dotted decimal notation
(nnn.nnn.nnn.nnn, where nnn = 0 to 255).

Table5-1 CLI syntax

If acommand is ambiguous or miskeyed, Nokia CLI prompts you to
enter additional information.

Endinga CLI session

You end acommand lineinterface session by typing quit inthe Root
mode. Entering quit inthe Config mode switchesthe sessioninto the
Root mode.

Using the CLI help facility

The help command lets you display on-line help for Root and Config
commands. To display alist of the commands available to you from
your current location in the command line interface hierarchy, type

C33833001SE_00 © Copyright Nokia Networks Oy 5-25



NokiaM 11 User’'s Manual

5.2.2

help. To display help related to a particular command, type the
command followed by a question mark, for example show 2.

Saving settings

The save command saves the working copy of the settings to restart
values. You can savethe changesyou have madefor aspecificfunction
or for al functionsinyour NokiaM 11. The NokiaM 11 automatically
validatesits settings when you save and displaysawarning message if
the configuration is not correct.

Root command hierarchy

Whenyou start aCL | session you beginin Root mode. The Root mode
lets you monitor the performance of your M 11, display and reset M11
statistics, and issue M 11 commands.

Root prompt

When you are in Root mode, the CLI prompt is the name of the M11
followed by a right angle bracket (>). For example, if you open a
command line interface to the M11 named “Kilo” you would see
Kilo> asyour CLI prompt.

Root command shortcuts

You can truncate most commands in the command line interface to
their shortest unique string. For example, you can use the truncated
command g in place of the full quit command to exit the command
line interface.

The only command you cannot truncate is restart. To prevent
accidental interruption of communications, you must enter the
restart command in its entirety.

You can usethe 1 1 command to repeat the last command you entered.
You can press the cTRL+P Or Esc+k key sequences to obtain the same
result.

Root commands

You can get a list of the Root commands by typing » at the Root
prompt.

® help to get help
® configure to configure unit’s options
® netstat to show IP information
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® ping to send ICMP Echo request
® atmping to send ATM OAM loopback
® arp to send ARP request
® quit to quit shell
® reset to reset subsystems
® restart to restart unit
® show to show system information
® start to start subsystem
® status to show basic status of unit
® telnet to telnet to a remote host
® who to show who is using the shell
® log to add a message to the diagnostic log
® loglevel toreport or changediagnosticlog level
® install to download and program an image
into flash
® download to download a config file
® upload to upload a config file
® clear to erase all stored configuration

information

The following tables present the Root commands, their detailed
descriptions, syntax and usage examples.

Command |Send ARP request

Description | Sends an Address Resolution Protocol request to
match the nnn.nnn.nnn.nnn IP address to an Ethernet
hardware address.

Syntax arp [nnn.nnn.nnn.nnn]j

Arguments | The argument is an IP string which consists of four
decimal numbers with values between 0 and 255 sep-
arated by dots.

Example M1l> arp 192.221.11.11
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Command

Clear configuration settings

Description

Clears the configuration settings of your M11. Issuing
the restart command after the clear command re-
stores the default configuration. clear command alone
clears the configuration and brings M11 into an unde-
fined state.

Syntax

clear {yes}

Arguments

If you do not use the optional yes argument, CLI
prompts you to confirm the clear command.

Example

M1l> clear yes

Command

Download software update

Description

Downloads a new version of the Nokia M11 operating
software from a TFTP (Trivial File Transfer Protocol)
server, validates the software image, and programs the
image into the Nokia M11 memory. After you install new
operating software, you must restart Nokia M11.

Syntax

install [server_address] [filename] {confirm}

Arguments

The TFTP server must be accessible on your Ethernet
network or through one of the active ATM virtual chan-
nels and a route to the server must exist. The server
address argument identifies the IP address of the
TFTP server on which your Nokia M11 operating soft-
ware is stored. The f£ilename argument identifies the
path and name of the operating software file on the
TFTP server. If you include the optional confirm key-
word, you will not be prompted to identify a TFTP
server or file name. Your Nokia M11 begins the soft-
ware installation using its default boot settings.

Example

M11l> install 192.168.1.1 Mllc 500.d39
***% WARNING *** YOU ARE ABOUT TO ERASE
AND REPROGRAM THE NOKIA M11’S PERMANENT
SOFTWARE STORAGE WITH A NEW SOFTWARE VER-
SION OBTAINED VIA THE TFTP PROTOCOL.
About to install new Flash EPROM software
image:

server: 192.168.1.1

file: “Mllc 500.d39”
Do you wish to proceed? (type ’'yes’ to
confirm): vyes
Installing
M11l>
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Command

Add message to log

Description

Adds the message in the message string argument
to the Nokia M11 diagnostic log.

Syntax

log [message_string]

Arguments

message string argument is the message you want
to add to the log.

Example

M1l> log 05/05/99

Command

Define log level

Description

Displays or modifies the types of log messages you
want Nokia M11 to record. You can enter the
loglevel command with the 1evel argument to
specify the types of diagnostic messages you want to
record. All messages with a level number equal to or
greater than the level you specify are recorded.

Syntax

loglevel {level}

Arguments

If you enter the Loglevel command without the op-
tional 1evel argument, the Nokia CLI displays the cur-
rent log level setting. The values for the argument are:
1 or low Trivial status messages.
2 or medium Messages that can help

monitor the network traffic.
3 or high Status messages that may be

significant but do not

constitute errors.
4 or warning Recoverable error conditions

and useful operator

information
5 or failure Messages describing error

conditions that may not be

recoverable

Example

M1ll> loglevel 3
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Command |Ping

Description | Causes the Nokia M11 to send a series of ICMP Echo
requests for the device with the specified IP address.
You can use the ping command to determine whether
an IP address is already in use on your network. You
cannot use the ping command to ping the Nokia M11's
own IP address. If a host using the specified IP address
is active, it returns one or more ICMP Echo replies,
confirming that it is accessible from your network.

Syntax ping [ip_address]

Arguments |ip address argument is the IP address, in dotted
decimal notation, of the device you want to locate.

Example M1l> ping 192.122.12.11

Command |ATM ping

Description | Sends 5 OAM F5 loopback cells to the specified VPI/
VCI destination with a 5 second total timeout interval.

Syntax atmping [vpi] [vci] [segment | end-to-end]

Arguments | vpi and vci specify the channel and the third argu-
ment specifies segment or end-to-end loopback.

Example M11l> atmping 0 100 segment

Command | EXxit

Description | Exits the Nokia M11 command line interface.

Syntax quit

Arguments | None.

Example M1ll> quit

Command |Reset ATM statistics

Description | Resets ATM statistics to zero.

Syntax reset atm

Arguments | None

Example M1l> reset atm
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Command |Clear crash information

Description | Clears crash-dump information which identifies the con-
tents of M11 registers at the point of system malfunc-
tion.

Syntax reset crash

Arguments | None.

Example M1l> reset crash

Command Reset DHCP server leases

Description | Resets DHCP server leases.

Syntax reset dhcp server

Arguments | None

Example M1l> reset dhcp server

Command Release DHCP client lease

Description | Resets DHCP client lease of the WAN port.

Syntax reset dhcp client lease

Arguments | None

Example M1l> reset dhcp client lease

Command | Retrieve DHCP client configuration

Description | Retrieves the DHCP client configuration for the WAN
port.

Syntax reset dhcp client retrieve

Arguments | None

Example M11l> reset dhcp client retrieve
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Command |Reset ADSL connection

Description | Resets the ADSL connection.

Syntax reset dsl

Arguments | None.

Example M1l> reset dsl

Command | Reset Ethernet statistics

Description | Resets the Ethernet statistics to zero.

Syntax reset enet

Arguments | None.

Example M1l> reset enet

Command |Rewind log

Description | Rewinds the diagnostic log display to the top of the ex-
isting M11 diagnostic log. The reset log command
does not clear the diagnostic log. The next show log
command will display information from the beginning of
the log file.

Syntax reset log

Arguments | None.

Example M1ll> reset log

Command |Reset PPP connection

Description | Resets and restarts the PPP connection of the speci-
fied ATM logical channel. When you issue the reset
ppp command, Nokia M11 closes the PPP session on
the specified ATM channel and restarts the connection.
You can use also start ppp command to reset and
restart PPP connection.

Syntax reset ppp [vcex]

Arguments | vccex indicates the ATM channel, x =1 — 8.

Example M11l> reset ppp vccel
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Command |Reset packet statistics

Description | Resets packet statistics to zero.

Syntax reset xdsl

Arguments | None

Example M1l> reset xdsl

Command |Restart M11

Description | Restarts M11. You must enter the the complete restart
command to initiate a restart.

Syntax restart {seconds}

Arguments | If you include the optional seconds arguments, your
Nokia M11 will restart when the specified number of
seconds has elapsed.

Example M1ll> restart 5

Command |Show crash information

Description | Displays the most recent crash information.

Syntax show crash

Arguments | None.

Example M1l> show crash

Command |Show DHCP server leases in RAM

Description | Displays the DHCP leases stored in RAM.

Syntax show dhcp server leases

Arguments | None.

Example M11l> show dhcp server leases
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Command |Show DHCP server leases in NVRAM
Description | Displays the DHCP leases stored in NVRAM
Syntax show dhcp server store
Arguments | None.
Example M11l> show dhcp server store
Command |Show DHCP client parameters
Description | Displays the DHCP client parameters of the WAN port.
Syntax show dhcp client
Arguments | None.
Example M11l> show dhcp client
Command |Show Ethernet statistics
Description | Displays the Ethernet statistics of your M11.
Syntax show enet {all}
Arguments | Optional argument al1l displays more detailed informa-
tion.
Example M1l> show enet
Ethernet driver statistics, device 0:
Packets out: 16578
Packets in: 11
Xmit errors: 0
Recv errors: 0
CRC errors: 0
Frame errors: O
No buffers: 0
No handler: 0
No message: 0
M1l1l>
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Command | Show ADSL information

Description | Displays the current status and some statistics about
the ADSL connection, for example upstream and down-
stream data rates.

Syntax show dsl

Arguments | None.

Example M11l> show dsl

DSL Statistics:

Type: ALC DMT CP
Datapump HW Rev: £
Datapump FW Rev: 2.5.8
Datapump Vendor ID: 1f9
Current Status: LINK UP
Data Path: Fast

Downstream
Current rate 8000 Kbps
Maximum rate 10000 Kbps

Noise Margin 11.5 db

Attenuation 0.0 db
Out Power 10.0 dB
Near

FEC Counts Fast 0
CRC Counts Fast O
HEC Counts Fast 0
M11l>

Upstream
800 Kbps
963 Kbps

12.0 dB
3.0 dB
12.0 dB

Far

O O O
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Command Show ATM information

Description | Displays the current status and some statistics of the
active ATM channels.

Syntax show atm {all}

Arguments | Optional argument al1l displays more detailed informa-
tion.

Example M1l> show atm
ATM port status: Cell delineation
achieved

Rx data rate (bps): 8192000
Tx data rate (bps): 819200

ATM Virtual Circuits:
VCC# Type VPI VCI Bound Encapsulation

1 PVC 0O 100 Yes PPP over ATM (VC-
muxed)

ATM Traffic Parameters:

VCC# Tx Priority Tx Rate Limit

Command |Show ARP table

Description | Displays the Ethernet address resolution table stored in
M11.

Syntax show ip arp

Arguments | None.

Example M11l> show ip arp
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Command

Show IP interfaces

Description

Displays the IP interfaces of your M11. You can also
use netstat -i command for this purpose.

Syntax

show ip interfaces

Arguments

None.

Example

M11l> show ip interfaces
IP Interfaces:
ENET (lan): (up broadcast default rip-
send vl rip-receive vl)
inet 192.168.1.254
netmask fffff£f00
broadcast 192.168.1.255
physical address 00.40.43.08.ff.ff
mtu 1500
PPP (vccl): (up point-to-point rip-send
v2 rip-receive v2)
inet 10.98.20.21
netmask 0
peer address 10.98.20.1
physical address
00.00.00.00.00.00
mtu 1500
M11l>

Command

Show IP routes

Description

Displays the IP routes stored in your M11. You can also
use netstat -r command for this purpose.

Syntax

show ip routes

Arguments

None.

Example

M1ll> show ip routes

IP gateway (route) table:

0. Default Gateway -> PPP (vccl), D 2, T
0, (configured) UP DEFAULT

IP route cache

Net 192.168.1.1, gateway 192.168.1.1,
metric 0, timeout 0, wvia ENET (lan)
Net 192.168.1.255, broadcast, via ENET
(lan)

M11l>
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Command |Show diagnostic log

Description | Displays blocks of information from the Nokia M11 diag-
nostic log.

Syntax show log {all}

Arguments | To see the entire log, you can repeat the show log com-
mand or you can use the argument a1l and scroll
through the complete log.

Example M1l> show log all

Command |Show memory usage

Description | Displays the memory usage of your M11.

Syntax show memory {all}

Arguments | Optional argument all displays more detailed informa-
tion.

Example M1l> show memory all

Command |Show PPP information

Description | Displays information about open PPP links.

Syntax show ppp {stats | Icp | ipcp | bncp | lastconnect}

Arguments | You can display a subset of the PPP statistics by in-
cluding optional stats, 1cp, ipcp, bncp, Or last-
connect argument.

Example M11l> show ppp
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Command |Show M11 information

Description | Displays current status of a Nokia M11, the device’s
hardware and software revision levels, a summary of
errors encountered, and the length of time the Nokia
M11 has been running since it was last restarted.

Syntax show status

Arguments | None.

Example M1l> show status
Terminal shell v1.0
Nokia M1l multiport ADSL router/bridge
Running Nokia M1l software version 5.3.0
(build R2)
(completed login: administrator level)
Serial number 61992701988, CPU MPC860SAR,
firmware 2.6
Product ID
Error logger message counts:
Low 0, Medium 0, High 25, Warning 35,
Lost 0, Total 60
Boot state: unknown
Uptime 00:00:00:35
M11l>

Command |Open telnet session

Description | Opens a telnet session to a remote host

Syntax telnet [host] {port}

Arguments | host is the IP address of the remote host. Optional
argument indicates the port of the remote host.

Example M1l> telnet 1.12.123.123

Command |Show users

Description | Displays the names and hostnames of the current shell
users.

Syntax who

Arguments | None

Example M1l> who
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Command

Download configuration file

Description

Downloads a configuration file from a TFTP server.

Syntax

download [server-ipaddress] [filename] {confirm}

Arguments

server-ipaddress is the IP address of the TFTP
server. £ilename is the name of the configuration file.
If invoked as download with no arguments, you will be
prompted for information. If the optional conf irm key-
word is added, the transfer will proceed without further
guestions.

Example

M11l> download 1.12.123.123 configl.cfg
***WARNING*** YOU ARE ABOUT TO DOWNLOAD A
CONFIGURATION FILE.
About to download configuration file:
server: 1.12.123.123
file: configl.cfg
Do you wish to proceed? (type ’'yes’ to
confirm) :yes
Downloading
Downloading file into RAM

File Download was successful

Replace existing configuration with down-
loaded configuration? (type ’'yes’ to con-
firm) :yes

172.16.0.0 has been added to the
list

Configuration data saved.
M11l>

Command

Upload configuration file

Description

Uploads a configration file to a TFTP server.

Syntax

upload [server-ipaddress] [filename] {confirm}

Arguments

server-ipaddress is the IP address of the TFTP
server. £ilename is the name of the configuration file.
If invoked as upload with no arguments, you will be
prompted for information. If the optional conf irm key-
word is added, the transfer will proceed without further
guestions.

Example

M1ll> upload 1.12.123.123 config2.cfg con-
firm
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5.2.3 Configcommand hierarchy

The Config modeletsyou configure the parameters of your M11. The
command hierarchy consists of nodes and subnodes. Each node
contains the configurable parameters of that particular function.

—} system ﬁ vee:l
_( dmt { vee:2
_’ o VCe { vee:3
cell { vcc:d
vee:5
% brce j vce:6
—4 vce:/
% prre— { vce:8
% dsl < vce:N
% ip % wan ‘ vce:N
—} location % anaNay
— _ipppp | VeCN
top \ dhcp % static_routes
—} dns % arp
% ethernet | vce:N
{ bridge ‘ ds H vce:N
% snmp W vce:N
—’ ip trap list Sysgroup
- S port authenticatior]_
_‘ opp peer authenticatiol
—‘ pinhole ‘ veeN
—} servers ‘ yeel
—’ peer_database | vce:N

C33833001SE_00 © Copyright Nokia Networks Oy 5-41



NokiaM 11 User’'s Manual

Config prompt

Youreach theconfiguration modeof theM 11 CLI by typing configat

the Root prompt. When you are in Config mode, the CLI prompt
consistsof thename of your M 11 followed by your current nodeinthe
hierarchy and two angle brackets (>>). For example, when you enter
Config mode (by typing config a the Root prompt), the m11
(top) >> prompt reminds you that you are at the top of the Config
hierarchy. If you move to the ip node in the Config hierarchy (by
typing ip at the Config prompt), theprompt changestomi1 (ip) >>to
identify your current location.

Navigating the Config hierarchy

You start at the top when you enter Config mode. The command line
interface reminds you of your location by showing your current node
after the M11 name:

M1l (top)>>

e Moving from Configto Root
You can navigate from anywhere in the Config hierarchy back to
the Root level by issuing the quit command at the Config
command prompt and pressing ENTER.

M1l (top)>> quit
M11>

e Moving from top to asubnode
You can navigate from the top node to a subnode by entering the
node name (or the significant letters of the node name) at the
Config prompt and pressing Enter. For example, you moveto the
Ip subnode by entering ip and pressing Enter.

M1l (top)>> ip
M1l (ip)>>

As a shortcut, you can use the significant letters of the node in
place of the full node name at the Config prompt. The significant
charactersof anode name arethelettersthat uniquely identify the
node. For example, only the atm Config node starts with a, you
could enter one letter (a) to move to the atm node.

M1l (top)>> a
M1l (atm)>>
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You would have to enter two or more letters (ppp) to move to the
PPP node, since its node name shares the first letter with the
preferences node.

e Jumping down several nodesat once
You can jump down severa levels in the Config hierarchy by
entering the complete path to a node.

M1l (top)>> ip ip-ppp
M1l (ip ip-ppp) >>

e Moving up onenode
You can movethrough the Config hierarchy one node at atime by
entering the up command.

M1l (ip ip-ppp)>> up
M1l (ip)>>

e Jumpingtothetop node
You can jump to the top level from anywhere in the Config
hierarchy by entering the top command.

M1l (ip ip-ppp)>> top
M1l (top)>>

e Moving from one subnode to another
You can move from one subnode to another by entering a partial
path that identifies how far back to climb.

M1l (ip ip-ppp)>> ppp module
M1l (ppp module) >>

e Moving from any subnodeto any other subnode
You can movefrom any subnodeto any other subnode by entering
apartial path that starts with atop-level Config command.

M1l (ip ip-ppp)>> ip gateway
M1l (ip gateway) >>
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e |ssuing commandswithout changing nodes
You can issue acomplete Config command from anywherein the
hierarchy without changing your current node.

M1l (ip ip-ppp)>> set system diag high
M1l (ip ip-ppp)>>

Here, thediagnosticlevel isset highinthesystemwithout jumping
to the node first.

Displaying current settings

You can usethe show command to display the current Root settings of
your M11. When you arein Config mode, you use the show command
to display the current Config settings. If you enter the show command
at the top level of the Config hierarchy, the command line interface
displaysthe settings for all enabled functionsinthe M11. If youissue
the show command at anintermediate node, you seeall settingsfor that
node and its subnodes.

Stepping through M 11 configuration

The Nokia M11 command line interface includes a step mode to
automatethe process of entering configuration settings. When you use
the Config step mode, the CLI prompts you for al required and
optional information. You can enter the configuration values
appropriate for your site without having to enter complete CLI
commands.

Whenyou arein step mode, the CLI promptsyou to enter required and
optional settings. If asetting hasadefault value or acurrent setting, the
command lineinterface displaysthe default value for thecommandin
parentheses. If acommand has alimited number of acceptablevalues,
those values are presented in brackets, with each value separated by a
vertical line. For example, thefollowing CLI step command indicates
that the default value is off and that valid entries are limited to on and
off.

option (off) [on|off]: on

You can accept the default value for afield by pressing the Enter key.
To use adifferent value, typeit in and press Enter.

You can enter the Config step modeby typing set from thetop node of
the Config hierarchy. You can enter step modefor aparticular node by
typing set node name. FoOr example:
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M1l (top)>> set system
Stepping set mode (press Control-X <Enter> to exit)

system

name (”M11”): Kutoja

Diagnostic Level (High) : medium
Stepping mode ended

See Chapter 4 for step mode installation exampl es.

Validating your configuration

You can use the validate command to make sure that your
configuration settings have been entered correctly. If you use the
validate command, M1l verifies that al required settings are
present and that the settings are consistent.

M1l (top)>> validate
Error: Subnet mask is incorrect
Global Validation did not pass inspection!

You can use the validate command to verify your configuration
settings at any time. Your M11 automatically validates your
configuration any time you save a modified configuration.

Config command reference
The top level configuration command nodes are listed below:

e system M11 system options

e preference CLI preferences

e dmt DMT (ADSL) option

e am ATM options

e bncp BNCP options

e ip TCP/IP options

e |ocation L ocation Manager options

e dhcp DHCP options

e dns DNS options

e bridge Bridge options

e snmp SNMP options

e ppp PPP options

e pinhole NAT/NAPT server configuration
e servers Local integrated server configuration

The sections below explain the commands under each top level
configuration node.
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System settings

You can configure system settingsto assign anameto your NokiaM 11
and to specify what types of messages you want the diagnostic log to

record.

Command

Set system name

Description

Specifies the name of your Nokia M11. Each Nokia M11
is assigned a name as a part of its factory initialisation.
The default name for Nokia M11 is “M11”. Once you
have assigned a name to your Nokia M11, you can type
that name in the Open Location text field of your
browser to open a connection to your Nokia M11.

Syntax

set system name [name]

Arguments

name IS an alphanumeric string of 64 characters maxi-
mum.

Example

M1ll> set system name M1l

Command

Set diagnostic level

Description

Specifies the types of log messages you want M11 to
record. All messages with a level number equal to or
greater than the level you specify are recorded.

Syntax

set system diagnostic-level {level}

Arguments

If you enter the command without the optional level
argument, the Nokia CLI displays the current diagnostic
level setting. The values for the 1evel argument are:
1 or low Trivial status messages.
2 or medium Messages that can help
monitor the network traffic.
3 or high Status messages that may be
significant but do not
constitute errors.
4 or warning Recoverable error conditions
and useful operator
information.
5 or failure Messages describing error
conditions that may not be
recoverable.

Example

M1l> set system diagnostic-level 3
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Command

Set password

Description

Specifies the administrator, user-administrator, or user
password for a Nokia M11. When you issue the set

system password command, you are prompted to
repeat the new password to verify that you entered it
correctly the first time. To prevent anyone from observ-
ing the password you enter, characters in the old and
new passwords are not displayed as you type them. A
password can be as many as eight alphanumeric char-
acters. Passwords are case-sensitive and cannot in-
clude special characters or leading, trailing, or em-
bedded spaces. For example, if you assign a password
of “NokiA” to an M11, you could not enter “NOKIA”,
“nokia”, “Nokia”, or “Nokia “ (with a trailing space) as an
acceptable password.

Syntax

set system password [admin | user-admin | user]

Arguments

Arguments admin, user-admin and user specify
whether administrator, user-administrator or user pass-
word will be set. User password gives only viewing
rights. User-admin password gives rights to change
PAP and CHAP usernames and passwords and confi-
gure pinhole settings. You must set an admin password
before you can set user or user-admin passwords.

Example

M1ll> set system password admin *****

Note

The password goes into effect immediately. You have to save the
configuration but you do not haveto restart the M 11 for the password
to take effect. Assigning a password to M11 does not affect
communications through the device.
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CLI preferences
You can set the CLI preferences to customise your environment.

Command |Set CLI help mode

Description | Specifies whether you want command help and
prompting information displayed. By default, the CLI
verbose preference is turned off. If you turn it on, the
CLI displays help for a node when you navigate to that
node.

Syntax set preference verbose [on | off]

Arguments | The argument enables/disables verbose mode.

Example M1ll> set preference verbose off

Command | Set display length

Description | Specifies how many lines of information you want the
CLI to display at one time.

Syntax set preference more [lines]

Arguments | The 1ines argument specifies the number of lines you
want to see at one time. By default, the command line
interface shows you 16 lines of text before displaying
the prompt More ... [y|n]?.Ifyou enter O as the
lines argument, the CLI displays information as an
uninterrupted stream (which is useful for capturing in-
formation to a text file).

Example M1l> set preference more 20
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ATM settings

You can enable ATM over ADSL operation and configure up to eight
ATM channelsinto use. You can select between fivedifferent waysto
encapsulate your payload in an ATM channel.

Command |Enable/disable specific ATM channel

Description | Enables/disables the specific logical ATM virtual chan-
nels. M11 supports up to eight ATM virtual channels.

Syntax setatmvcc[1|2|3]|4|5]|6]| 7] 8] option [on | off]

Arguments | The firstargument 1|2 |3 |4|5|6| 7|8 specifies the
channel and the second argument enables/disables it.

Example M1ll> set atm vcc 1 option off

Command | Set virtual path identifier for ATM channel

Description | Sets the virtual path identifier for the specific logical
ATM channel. M11 is delivered to you with a default vir-
tual circuit identifier so usually you do not have to
change this setting.

Syntax setatmvcc[1|2]|3]4|5]|6]| 7| 8] vpi [0-255]

Arguments | The firstargument 1|2 |3 |4|5|6| 7|8 specifies the
channel and the second argument sets the virtual path
identifier.

Example M1ll> set atm vcc 2 vpi 30

Command |Set virtual channel identifier for ATM channel

Description | Sets the virtual channel identifier for the specified logi-
cal ATM channel. M11 is delivered to you with a default
circuit identifier and usually you do not have to change
this setting.

Syntax setatmvcc[1|2|3]|4|5]|6]| 7] 8] vci [0-65535]

Arguments | The firstargument 1|2 |3 |4|5|6| 7|8 specifies the
channel and the second argument sets the virtual chan-
nel identifier.

Example M1l1l> set atm vcc 2 veci 1221
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Command

Set payload encapsulation for specific ATM chan-
nel

Description

Defines how the payload is encapsulated to the speci-
fied logical ATM channel.

Syntax

setatmvcc[1]|2]|3]|4|5|6]| 7| 8] encap [ip-lic | ip-
vcmux | ether-lic | ether-vemux | ppp-vemux | ppp-lic]

Arguments

The first argument 1|2 |3 |4|5|6 | 7| 8 specifies the
channel and the second argument sets the encapsula-
tion. The ip-11c and ether-11c encapsulations are
according to RFC 1483 with LLC/SNAP encapsulation
for IP and Ethernet frames, respectively. The ip-
vemux and ether-vemux encapsulation are ve-multi-
plexed according to RFC 1483 for IP and Ethernet
frames, respectively. In ppp-vemux encapsulation both
bridged and routed protocols are first encapsulated to
point-to-point protocol (PPP) which is, in turn, encapsu-
lated to ATM according to RFC 1483 vc-multiplexing.
ppp-11lcis PPP over ATM, LLC/NLPID encapsulation.

Example

M1ll> set atm vcc 2 encap ip-1llc

Command

Set transmit priority

Description

Sets transmit priorities to VCCs. The channel with high
priority gets more upstream bandwidth than low priority
channel.

Syntax

set atm [vcc X] tx-priority [high|low] tx-max-kbps [0 —
1000]

Arguments

The tx-priority argument sets the priority of the
VCC to high or low. The tx-max-kbps argument de-
fines the maximum transmit rate of the VCC.

Example

mll> set atm vcc 1 tx-priority high tx-
max-kbps 400
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DMT (ADSL) setting

Command |Set ADSL mode

Description | Sets ADSL operational mode as defined in the respect-
ive standards.

Syntax set dmt type (multi) [lite|dmt|ansijmulti]

Arguments | 1ite argument sets the ADSL lite mode according to
G.992.2
dmt argument sets the ADSL mode according to
G.992.1
ansi argument sets the ADSL mode according to
T1.413 issue I
multi argument sets the ADSL mode according to the
equipment in the other end of the line.

Example mll> set dmt type dmt
mll>
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TCP/IP settings

You can use the Nokia command line interface to specify whether
TCP/IP is enabled, identify a default gateway, and to enter TCP/IP
settings for the Nokia M 11 Ethernet port and al active ATM/ADSL
channels.

Depending on the ATM channel encapsulation, the |P settings are
configured in different nodes (dsl, wan or ip-ppp) of the Config
hierarchy as shown in Figure 5-15.

ip-lic
ip-vemux

dsl

ether-lic

ip ether-vcmux
PPP with

BNCP on

wan

PPP

ip—ppP

Figure5-16 IP setting nodes
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Command |Enable/disable TCP/IP services

Description | Enables/disables TCP/IP services in M11. You must en-
able TCP/IP services before you can enter other TCP/
IP settings for the M11. If you turn off TCP/IP services
and save the new configuration, M11 clears its TCP/IP
settings.

Syntax set ip option [on|off]

Arguments | The argument enables/disables TCP/IP

Example M11l> set ip option on

Command |Enable/disable Ethernet port

Description | Enables/disables communications through the Ethernet
port in M11. You must enable TCP/IP functions for an
Ethernet port before you can configure its network set-
tings.

Syntax set ip ethernet option [on]|off]

Arguments | The argument enables/disables Ethernet port.

Example M11l> set ip ethernet option on

Command | Set Ethernet port IP address

Description | Assigns an IP address to the Ethernet port. The IP ad-
dress you assign to an Ethernet port must be unique on
your network.

Syntax set ip ethernet address [ip_address]

Arguments | The ip address argument is the IP address, in dotted
decimal notation

Example M1ll> set ip ethernet address

191.212.11.11
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Command | Set broadcast address

Description | Specifies the broadcast address for the TCP/IP network
connected to the Ethernet port. IP hosts use the broad-
cast address to send messages to every host on your
network simultaneously.

Syntax set ip ethernet broadcast [broadcast_address]

Arguments | The broadcast address for most networks is the net-
work number followed by 255. For example, the broad-
cast address for the 192.31.222.0 network would be
192.31.222.255.

Example M1l> set ip ethernet broadcast
191.212.11.255

Command | Set netmask

Description | Specifies the subnet mask for the TCP/IP network con-
nected to the Ethernet port. The subnet mask specifies
which bits of the 32-bit binary IP address represent net-
work information.

Syntax set ip ethernet netmask [netmask]

Arguments | The default subnet mask for most networks is
255.255.255.0 (Class C subnet mask).

Example M1l> set ip ethernet netmask
255.255.255.0

Command |Enable/disable RIP send function

Description | Specifies whether M11 should use Routing information
protocol (RIP) broadcasts to advertise its routing tables
to other routers on your network. RIP cannot be acti-
vated if address mapping is ON.

Syntax set ip ethernet rip_send [off | v1 | v2 | vl-compat]

Arguments | Both RIP version 1 and RIP version 2 functionalities
can be simultaneously activated. v1-compat argument
enables the sending of RIPv2 packets using IP broad-
cast.

Example M1l> set ip ethernet rip send off
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Command |Enable/disable RIP receive function

Description | Specifies whether M11 should use Routing information
protocol (RIP) broadcasts to update its routing tables
with information received from other routers on your
network. RIP cannot be activated if address mapping is
ON.

Syntax set ip ethernet rip_receive [off | v1 | v2 | vl-compat]

Arguments | Both RIP version 1 and RIP version 2 functionalities
can be simultaneously activated. v1-compat argument
enables the receiving of both RIPv1 and RIPv2
packets.

Example M1l> set ip ethernet rip receive off

Command |Enable/disable the management through Ethernet
port

Description | Enables/disables the management of M11 through the
Ethernet port. Note that if you disable management
through the Ethernet port and restart your M11, you can
no longer manage M11 from your local network with
telnet or Web browser.

Syntax set ip ethernet restrictions [none|admin-disabled]

Arguments | The restrictions argument is used to enable/dis-
able management through the Ethernet port. None
means that M11 can be managed through the Ethernet
port and admin-disabled disables the possibility to
manage M11 through the Ethernet port.

Example mll> set ip ethernet restrictions admin-
disabled

Command |Enable/disable default gateway

Description | Specifies whether M11 should send packets to a default
gateway if it does not know how to reach the destina-
tion host.

Syntax set ip gateway option [on|off]

Arguments | The argument enables/disables the default gateway op-
tion.

Example M11l> set ip gateway option on
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Command | Select gateway interface

Description | Specifies how M11 should route information to the de-
fault gateway.

Syntax set ip gateway interface [ip_address | ppp_vcceX]

Arguments | If you select ip _address, you must enter the IP ad-
dress of a host acting as a default gateway on a local
or remote network. If you specify a PPP on ATM chan-
nel, M11 uses the default gateway being used by the
remote PPP peer behind that ATM channel. Acceptable
values for “x” are the ATM channels using ppp—vcmux
encapsulation.

Example M1l> set ip gateway interface ip-address

Command | Set default gateway IP address

Description | Specifies the IP address of the default IP gateway. Only
applies when the default gateway interface is ip-ad-
dress.

Syntax set ip gateway default [ip_address]

Arguments | ip address argument is the IP address of the default
gateway.

Example M1l1l> set ip gateway default 191.233.22.1

Command | Enable IP packet forwarding and route distribution
between ATM VCC interfaces

Description | Enable/disable IP packet forwarding and route distribu-
tion between ATM VCC interfaces. If only one VCC is
used, this option can be ignored.

Syntax set ip interwan-routing [on|off]

Arguments | The argument enables/disables interwan routing.

Example M1ll> set ip interwan-routing on

Usethe following commandsto configure settingsfor routing | P over

PPP link.
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Command |Enable/disable routing IP over PPP link

Description | Enables/disables IP routing through the specified logi-
cal ATM channel using ppp-vcmux encapsulation.

Syntax set ip ip-ppp {vcex} option [on|off]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ... 8). If there is only one ATM channel using ppp-
vcmux, encapsulation you can leave the argument
vcex out. The on/off argument enables/disables rout-
ing.

Example M1l> set ip ip-ppp vccl option off

Note

You must enable IP routing before you can enter other IP routing
settings for the serial port. If you turn off IP routing and save the new
configuration, the NokiaM11 clears | P routing settings.

Command

Set IP address to ATM channel using PPP-vcmux
encapsulation

Description

Assigns an IP address to the specified logical ATM
channel using ppp-vcmux encapsulation.

Syntax

set ip ip-ppp {vcex} address [ip_address]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
veex out. If you specify an IP address other than
0.0.0.0, your Nokia M11 will not negotiate its IP address
with the remote peer. If the remote peer does not ac-
cept the IP address specified in the ip _address argu-
ment as valid, the link will not come up. The default
value for the ip _address argument is 0.0.0.0, which
indicates that the WAN port will use the IP address as-
signed to it by the remote peer. Note that the remote
peer must be configured to supply an IP address to
your Nokia M11 if you enter 0.0.0.0 for the ip ad-

dress argument.

Example

M1l> set ip ip-ppp vcc2 address 0.0.0.0
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Command | Set peer IP address

Description | Specifies the IP address of the peer on the other end of
the logical ATM link using ppp-vcmux encapsulation.

Syntax set ip ip-ppp {vccx} peer-address [ip_address]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
veex out. If you specify an IP address other than
0.0.0.0, your Nokia M11 will not negotiate the remote
peer’s IP address. If the remote peer does not accept
the address in the ip address argument as its IP ad-
dress (typically because it has been configured with
another IP address), the link will not come up. The de-
fault value for the ip address argument is 0.0.0.0,
which indicates that the WAN port will accept the IP ad-
dress returned by the remote peer. If you enter 0.0.0.0,
the peer system must be configured to supply this ad-

dress.
Example Mll> set ip ip-ppp vcc2 peer-address
0.0.0.0

Command |Enable/disable address mapping on ATM link using
PPP-vcmux encapsulation

Description | Specifies whether you want M11 to use NAPT on the
specified ATM link using ppp-vcmux encapsulation
when communicating with remote routers. Address
mapping lets you conceal details of your network from
remote routers, which is useful when connecting to an
Internet Service Provider. By default, the address map-
ping is turned on.

Syntax set ip ip-ppp {vcex} addr-mapping [on|off]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ... 8). The second argument enables/disables ad-
dress mapping on that channel.

Example M1l> set ip ip-ppp vcc2 addr-mapping on
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Command

Enable/disable RIP send function on PPP link

Description

Specifies whether M11 should use Routing information
protocol (RIP) broadcasts to advertise its routing tables
to router on the other side of the specified ATM link
using ppp-vcmux encapsulation. RIP cannot be acti-
vated if address mapping is ON.

Syntax

set ip ip-ppp {vcex} rip-send [off | v1 | v2 | vi-compat]

Arguments

The first argument identifies the ATM channel (vcex, x =
1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vcex out. Both RIP version 1 and RIP version 2 func-
tionalities can be simultaneously activated. v1-compat
argument enables the sending of RIPv2 packets using
IP broadcast.

Example

M1l> set ip ip-ppp vcc2 rip-send off

Command

Enable/disable RIP receive function on PPP link

Description

Specifies whether M11 should use Routing information
protocol (RIP) broadcasts to update its routing tables
with information received from other routers on the
other side of the specified ATM link using ppp-vcmux
encapsulation. RIP cannot be activated if address map-
ping is ON.

Syntax

set ip ip-ppp {vcex} rip-receive [off | v1 | v2 | vl-compat]

Arguments

The first argument identifies the ATM channel (vcex, x =
1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vcex out. Both RIP version 1 and RIP version 2 func-
tionalities can be simultaneously activated. v1-compat
argument enables the receiving of both RIPv1 and
RIPv2 packets.

Example

M1l> set ip ip-ppp vccx rip-receive off
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Command |Enable/disable the management through PPP link

Description | Enables/disables the management of M11 through the
specified ATM link using ppp-vcmux encapsulation.

Syntax set ip ip-ppp {vccex} restrictions [nonejadmin-dis-
abled|admin-only]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vcex out. The second argument is used to configure
restrictions. None means that there are no manage-
ment restrictions, admin-disabled disables the
possibility to manage M11 through this link, admin-
only makes this link the dedicated management chan-
nel which can only be used for management purposes.

Example mll> set ip ip-ppp vccl restrictions
admin-disabled

Command |Enable/disable IP routing on channels using IP
over ATM or bridged encapsulations

Description | Enables/disables IP routing on the specified ATM chan-
nel using the IP over ATM encapsulations (ip-lic, ip-
vcmux) or bridged encapsulations (ether-lic, ether-
VCMux).

Syntax set ip dsl {vccx} option [on|off]

Arguments | The first argument identifies the ATM channel and the
second argument enables/disables IP routing. If there
is only one ATM channel using one of these encapsula-
tions, you can leave the argument vcex out.

Example M11l> set ip dsl vcc2 option off
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Command

Set IP address to channels using IP over ATM or
bridged encapsulations

Description

Assigns an IP address to the specified logical ATM
channel using ip-lic, ip-vemux, ether-lic, or ether-vemux
encapsulation.

Syntax

set ip dsl {vccx} address [ip_address]

Arguments

The first argument identifies the ATM channel (vccx,
x =1 ... 8). The second argument is the IP address of
that channel. If there is only one ATM channel using
one of these encapsulations, you can leave the argu-
ment vcex out. If you enter 0.0.0.0 as the IP address,
M11 will retrieve the IP address through the remote
peer using Dynamic Host Configuration Protocol.

Example

M1l> set ip dsl wvcc2 address 0.0.0.0

Command

Set broadcast address to channels using IP over
ATM or bridged encapsulations

Description

Assigns a broadcast IP address to the specified logical
ATM channel using ip-lic, ip-vemux, ether-lic, or ether-
vcmux encapsulation.

Syntax

set ip dsl {vccx} broadcast [broadcast_address]

Arguments

The first argument identifies the ATM channel. The sec-
ond argument is the broadcast address to be assigned
to that channel. If there is only one ATM channel using
one of these encapsulations, you can leave the argu-
ment vcex out. If you enter 0.0.0.0 as the IP broadcast
address, M11 will retrieve the IP address through the
remote peer using Dynamic Host Configuration Proto-
col.

Example

M1l> set ip dsl wvcc2 broadcast 0.0.0.0
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Command | Set network mask to channels using IP over ATM or
bridged encapsulations

Description | Assigns an IP network mask to the specified logical
ATM channel using ip-lic, ip-vemux, ether-lic, or ether-
vcmux encapsulation.

Syntax set ip dsl {vccx} netmask [netmask]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ... 8). The second argument is the network mask
for that channel. If there is only one ATM channel using
one of these encapsulations, you can leave the argu-
ment vcex out. If you enter 0.0.0.0 as the network
mask, M11 will retrieve the IP address through the re-
mote peer using Dynamic Host Configuration Protocol.

Example M1l> set ip dsl vcc2 netmask 0.0.0.0

Command |Enable/disable address mapping on channels
using IP over ATM or bridged encapsulations

Description | Specifies whether you want M11 to use NAPT on the
specified ATM link (vcex, x = 1 ... 8) using ip-llc, ip-
vcmux, ether-lic, or ether-vemux encapsulation when
communicating with remote routers. Address mapping
lets you conceal details of your network from remote
routers. This is useful when connecting to an Internet
Service Provider.

Syntax set ip dsl {vccx} addr-mapping [on|off]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ... 8). The second argument enables/disables ad-
dress mapping on that channel. If there is only one
ATM channel using one of these encapsulations, you
can leave the argument vcex out.

Example M1ll> set ip dsl wvcc2 addr-mapping off
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Command

Enable address resolution proxy server function on
channels using IP over ATM or bridged encapsula-
tions

Description

Specifies whether you want M11 to act as a address
resolution proxy server on your LAN for the IP address-
es behind the specified ATM link using ip-lic, ip-vemux,
ether-lic, or ether-vcmux encapsulation.

Syntax

set ip dsl {vccx} proxy-arp [on|off]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8) . The second argument enables/disables the
proxy ARP function. If there is only one ATM channel
using one of these encapsulations, you can leave the
argument vcex out.

Example

M1l> set ip dsl vcc2 proxy-arp off

Command

Enable/disable RIP send function on channels
using IP over ATM or bridged encapsulations

Description

Specifies whether M11 should use Routing information
protocol (RIP) broadcasts to advertise its routing tables
to router on the other side of the specified ATM link
using ip-llc, ip-vemux, ether-lic, or ether-vcmux encap-
sulation.

Syntax

set ip dsl {vccx} rip-send [off | v1 | v2 | vl-compat]

Arguments

The first argument identifies the ATM channel (vccx,

x =1...8). If there is only one ATM channel using one
of these encapsulations, you can leave the argument
vcex out. Both RIP version 1 and RIP version 2 func-
tionalities can be simultaneously activated. v1-compat
argument enables the sending of RIPv2 packets using
IP broadcast. RIP cannot be activated if address map-
ping is ON.

Example

M1l> set ip dsl {vccx} rip-send off
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Command |Enable/disable RIP receive function on channels
using IP over ATM or bridged encapsulations

Description | Specifies whether M11 should use Routing information
protocol (RIP) broadcasts to update its routing tables
with information received from other routers on the
other side of the specified ATM link using ip-llc, ip-
vcmux, ether-lic, or ether-vemux encapsulation.

Syntax set ip dsl {vccx} rip-receive [off | v1 | v2 | vl-compat]

Arguments | The first argument identifies the ATM channel (vccx,

x =1...8). If there is only one ATM channel using one
of these encapsulations, you can leave the argument
vcex out. Both RIP version 1 and RIP version 2 func-
tionalities can be simultaneously activated. v1-compat
argument enables the receiving of both RIPv1 and
RIPv2 packets. RIP cannot be activated if address
mapping is ON.

Example M11l> set ip dsl vcec2 rip-receive off

Command Flush routes

Description |Enabled £1ush routes function deletes the learned
routes from the routing table when the PPP connection
is disconnected. Address mapping must be off.

Syntax flush-routes [on]off]

Arguments | The argument enables/disables the flush routes func-
tion.

Example M11l> flush-routes on
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Command

Enable/disable the management through channels
using IP over ATM or bridged encapsulations

Description

Enables/disables the management of Nokia M11
through the specified ATM link using ip-llc, ip-vemukx,
ether-lic, or ether-vcmux encapsulation. This command
can be also used to configure a dedicated management
channel.

Syntax

set ip dsl {vccx} restrictions [none|ladmin-dis-
abled|admin-only]

Arguments

The first argument identifies the ATM channel (vccx,

x =1...8). If there is only one ATM channel using one
of these encapsulations, you can leave the argument
vcex out. The second argument is used to configure
restrictions. None means that there are no restrictions,
admin-disabled disables the possibility to manage
M11 through this port, admin-only makes this chan-
nel the dedicated management channel which can only
be used for management purposes.

Example

mll> set ip dsl vcc2 restrictions admin-
only

Command

Enable/disable IP routing on ATM channel

Description

Enables/disables IP routing on the specified ATM chan-
nel using PPP over ATM encapsulation in bridged
mode (BNCP option on).

Syntax

set ip wan {vccx} option [on|off]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vcex out. The second argument enables/disables the
function.

Example

M1l> set ip wan vcc2 option off
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Command

Set IP address to channels using PPP over ATM en-
capsulation in bridged mode

Description

Assigns an IP address to the specified logical ATM
channel using PPP over ATM encapsulation in bridged
mode (BNCP option on).

Syntax

set ip wan {vccx} address [ip_address]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vcex out. The second argument is the IP address for
that channel. If you enter 0.0.0.0 as the network mask
M11 will retrieve the IP address through the remote
peer using Dynamic Host Configuration Protocol.

Example

M1l> set ip wan vcc2 address 0.0.0.0

Command

Set broadcast address to channels using PPP over
ATM encapsulation in bridged mode

Description

Assigns a broadcast IP address to the specified logical
ATM channel using PPP over ATM encapsulation in
bridged mode (BNCP option on).

Syntax

set ip wan {vccx} broadcast [broadcast_address]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vecex out. The second argument is the broadcast ad-
dress for that channel. If you enter 0.0.0.0 as the
broadcast address, M11 will retrieve the IP address
through the remote peer using Dynamic Host Configur-
ation Protocol.

Example

M1l> set ip wan vcc2 broadcast 0.0.0.0
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Command

Set netmask to channels using PPP over ATM en-
capsulation in bridged mode

Description

Assigns an IP network mask to the specified logical
ATM channel using ppp over ATM encapsulation in
bridged mode.

Syntax

set ip wan {vccx} netmask [netmask]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vcex out. The second argument is the netmask ad-
dress for that channel. If you enter 0.0.0.0 as the net-
mask, M11 will retrieve the netmask through the remote
peer using Dynamic Host Configuration Protocol.

Example

M1l> set ip wan vcc2 netmask 0.0.0.0

Command

Enable/disable address mapping on channels
using PPP over ATM encapsulation in bridged
mode

Description

Specifies whether you want M11 to use NAPT on the
specified ATM link using PPP over ATM encapsulation
in bridged mode (BNCP option on) when communicat-
ing with remote routers. Address mapping lets you hide
details of your network from remote routers. This is
useful when connecting to an Internet Service Provider.

Syntax

set ip wan {vccx} addr-mapping [on|off]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vecex out. The second argument is enables/disables
address mapping.

Example

M1ll> set ip wan vcc2 addr-mapping off
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Command

Enable proxy ARP function on channels using PPP
over ATM encapsulation in bridged mode

Description

Specifies whether you want M11 to act as a address
resolution proxy server on your LAN for the IP address-
es behind the specified ATM link using PPP over ATM
encapsulation in bridged mode.

Syntax

set ip wan {vccx} proxy-arp [on|off]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using ppp-
vcmux encapsulation, you can leave the argument
vcex out. The second argument is enables/disables
proxy ARP function.

Example

Mll> set ip wan vcc2 proxy-arp on

Command

Enable/disable RIP send function on channels
using PPP over ATM encapsulation in bridged mo-
de

Description

Specifies whether M11 should use Routing information
protocol (RIP) broadcasts to advertise its routing tables
to router on the other side of the specified ATM link
using PPP over ATM encapsulation in bridged mode
(BNCP option on).

Syntax

set ip wan {vccx} rip-send [off | v1 | v2 | vl-compat]

Arguments

The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using PPP
over ATM encapsulation in bridged mode, you can
leave the argument vcex out. Both RIP version 1 and
RIP version 2 functionalities can be simultaneously acti-
vated. v1-compat argument enables the sending of
RIPv2 packets using IP broadcast. RIP cannot be acti-
vated if address mapping is ON.

Example

M1l> set ip wan vcc2 rip-send off

5-68

© Copyright Nokia Networks Oy C33833001SE_00



NOKIA M anagement

Command |Enable/disable RIP receive function on channels
using PPP over ATM encapsulation in bridged
mode

Description | Specifies whether M11 should use Routing information
protocol (RIP) broadcasts to update its routing tables
with information received from other routers on the
other side of the specified ATM link using PPP over
ATM encapsulation in bridged mode.

Syntax set ip wan {vccx} rip-receive [off | v1 | v2 | v1-compat]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using PPP
over ATM encapsulation in bridged mode, you can
leave the argument vcex out. Both RIP version 1 and
RIP version 2 functionalities can be simultaneously acti-
vated. v1-compat argument enables the receiving of
both RIPv1 and RIPv2 packets. RIP cannot be acti-
vated if address mapping is ON.

Example M11l> set ip wan vcec2 rip-receive off

Command |Enable/disable the management through channels
using PPP over ATM encapsulation

Description | Enables/disables the management of M11 through the
specified ATM link using PPP over ATM encapsulation.

Syntax set ip wan {vccx} admin-disable [on|off]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ... 8). If there is only one ATM channel using PPP
over ATM encapsulation in bridged mode, you can
leave the argument vcex out. The second argument
disables/enables management through ATM channel
using PPP-vcmux encapsulation.

Example M1ll> set ip wan vcc2 admin-disable on

Satic route settings

A static route identifies a manually configured pathway to a remote
network. Unlike dynamic routes, which are acquired and confirmed
periodically from other routers, static routes do not time out.
Consequently, static routes are useful when working with PPP, since
an intermittent PPP link may make maintenance of dynamic routes
problematic.
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You can configureasmany as 16 static |Proutesfor aNokiaM 11. Use
the following commands to maintain static routes to the Nokia M11
routing table:

Command |Add a static route

Description | Adds a static route to the routing table.

Syntax set ip static-routes destination-network [net_address]
netmask [netmask] interface [ip-address|ppp-vceX]
gateway-address [gate_address] metric [integer]

Arguments | Type a destination network address in the net ad-
dress argument in dotted decimal notation. The

net address argument cannot be 0.0.0.0.

netmask is the subnet mask of the destination net-
work. The subnet mask associated with the destination
network must represent the same network class (A, B,
or C) or a lower class (such as a class C subnet mask
for a class B network number) to be valid.
ip-address | ppp-vcex argument indicates whether
the static route can be reached directly through the
gateway IP address or through any active PPP channel
(ppp-vecex, where x =1 ... 8).

gate address identifies the default gateway IP ad-
dress. The gateway address is not needed if ppp-
veex is selected as the gateway interface.

The default metric is 1. Type a number from 1 to 16 for
the integer argument to indicate the number of
routers (actual or best guess) a packet must traverse to
reach the remote network. You can type a metric of 1 to
indicate either: The remote network is one router away
and the static route is the best way to reach it; The re-
mote network is more than one router away but the
static route should not be replaced by a dynamic route,
even if the dynamic route is more efficient. Metric 16
indicates that the route is disabled.

Example M11l> set ip static-routes destination-
network 192.111.122.0 netmask
255.255.255.0 ip-address gateway-address
192.111.1.1 metric 3
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Command | Set destination network address of a static route
Description | Specifies the network address for the static route.
Syntax set ip static-routes destination-network [net_address]
Arguments | Type a network address in the net address argu-

ment in dotted decimal notation. The net address
argument cannot be 0.0.0.0.

Example M11l> set ip static-routes destination-
network 192.111.122.0

Command | Modify netmask of a static route

Description | Specifies the subnet mask for the IP network at the
other end of the static route.

Syntax set ip static-routes destination-network [net_address]
netmask [netmask]

Arguments | net address is the destination network address of
the static route. Type the net address and netmask
arguments in dotted decimal notation. The subnet mask
associated with the destination network must represent
the same network class (A, B, or C) or a lower class
(such as a class C subnet mask for a class B network
number) to be valid.

Example M11l> set ip static-routes destination-
network 192.111.122.0 netmask
255.255.255.0

Command | Modify the interface to static route

Description | Specifies if the static route entry is accessible via a cer-
tain PPP link or via a non-PPP link (IP-address).

Syntax set ip static-routes destination-network [net_address]
interface [ip-address|ppp-vcex]

Arguments | The first argument identifies the static route and the
second argument whether the route is accessible via a
PPP link or a non-PPP link. ppp-vcex, where
x=1 ... 8, identifies the ATM channel using PPP.

Example M1ll> set ip static-routes destination-

network 192.111.122.0 interface ppp-vccl
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Command

Modify default gateway for static route

Description

Specifies the IP address of the gateway for the static
route.

Syntax

set ip static-routes destination-network [net_address]
gateway-address [gate_address]

Arguments

The net _address argument identifies the static route
and gate_ address sets the IP address of the default
gateway.

Example

M1l> set ip static-routes destination-
network 192.111.122.0 gateway-address
192.111.1.1

Command

Modify metric for the static route

Description

Specifies the metric for the static route.

Syntax

set ip static-routes destination-network [net_address]
metric [integer]

Arguments

The net address argument identifies the static route.
The default metric is 1. Enter a number from 1 to 16 for
the integer argument to indicate the number of
routers (actual or best guess) a packet must traverse to
reach the remote network. You can enter a metric of 1
to indicate either: The remote network is one router
away and the static route is the best way to reach it;
The remote network is more than one router away but
the static route should not be replaced by a dynamic
route, even if the dynamic route is more efficient. Metric
16 indicates that the route is disabled.

Example

M1l> set ip static-routes destination-
network 192.111.122.0 metric 3

Command

Delete static route (Note: Deleting a static route re-
moves all information associated with that route.)

Description

Deletes a static route.

Syntax

delete ip static-routes destination-network [net_ad-
dress]

Arguments

net address is the destination network address of
the static route.

Example

M1ll> delete ip static-routes destination-
network 192.111.122.0
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Command | Set static ARP table entry

Description | Sets a static IP address — MAC address mapping to the
ARP table. This command can be used if you have de-
vices on the Ethernet which do not understand ARP re-
guests. You must have admin rights to configure static
ARP table entries.

Syntax set ip static-arp ip-address [ip-address] hardware-ad-
dress [hardware-address]

Arguments | The ip-address argument defines the IP address as-
signed to the device. The hardware-address argu-
ment is the hardware MAC address of the device.

Example mll> set ip static-arp ip-address
192.168.1.2 hardware-address
00.40.43.02.20.1f

BNCP setting

Command |Enable/disable BNCP

Description | Specifies whether the Bridge Network Control Protocol
(BNCP) option can be used on ATM channels using
ppp-vcmux encapsulation. See set ip wan com-
mands above.

Syntax set bncp option [on|off]

Arguments | The argument enables/disables BNCP option.

Example M11l> set bncp option on
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DHCP settings

AsaDynamic Host Control Protocol (DHCP) server, your NokiaM 11
canassign | Paddressesand provide configurationinformationto other
devices on your network dynamically. A device that acquiresits IP
addressand other TCP/IP configuration settingsfrom M 11 can usethe
information for 30 minutes (thisis known as the DHCP |ease).

Note

If you use M11 as a DHCP server, make sure that the devices on your
network are not configured to use | P addressesin NokiaM11'sDHCP
address range. Network conflicts can result when a device on your
network uses an |P address that M 11 has already assigned to another

device.

Command

Set DHCP service

Description

Sets DHCP services in M11. You must enable DHCP
services before you can enter other DHCP settings for
M11. If you turn off DHCP services and save the new
configuration, M11 clears its DHCP settings. M11 can
also relay DHCP requests to another server

Syntax

set dhcp option [off | server | relay-agent] start-address
[ip_address] end-address [ip_address] lease-time [time]

Arguments

The first argument disables DHCP (of£f), enables M11
DHCP server (server) or makes M11 act as a relay
agent (relay-agent).

start-address and end-address arguments define
the DHCP address range.

lease-time argument defines how often the PC has
to renew its DHCP lease.

Example

M11l> set dhcp option server start-address
192.168.1.1 end-address 192.168.1.254
lease-time 00:01:00:00
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Command |Enable/disable DHCP services

Description | Enables/disables DHCP services in M11. You must en-
able DHCP services before you can enter other DHCP
settings for M11. If you turn off DHCP services and
save the new configuration, M11 clears its DHCP set-
tings. M11 can also relay DHCP requests to another
server

Syntax set dhcp option [off | server | relay-agent]

Arguments | The argument disables DHCP (off), enables M11
DHCP server (server) or makes M11 act as a relay
agent (relay-agent)

Example M1l> set dhcp option server

Command | Specify start of DHCP address range

Description | Specifies the first address in the DHCP address range.

Syntax set dhcp start-address [ip_address]

Arguments | ip address argument is the first IP address in the
DHCP address range.

Example M11l> set dhcp start-address 192.168.1.1

Command | Specify end of DHCP address range

Description | Specifies the last address in the DHCP address range.

Syntax set dhcp end-address [ip_address]

Arguments | ip address argument is the last IP address in the
DHCP address range.

Example M11l> set dhcp end-address 192.168.1.254

Command | Set DHCP lease time

Description | Sets the time how often the PC has to renew the DHCP
lease.

Syntax set dhcp lease-time [time]

Arguments | time argument sets the lease time.

Example M1l> set dhcp lease-time 00:01:00:00
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Command | Set M11 as DHCP relay agent

Description | Configures M11 as a DHCP relay agent which relays
the DHCP requests to an external DHCP server

Syntax set dhcp option relay-agent server-address [ip_ad-
dress]

Arguments | server-address argument specifies the IP address
of the external DHCP server.

Example M1l1l> set dhcp option relay-agent server-
address 192.3.2.1

Domain Name System settings

Domain Name System (DNS) is an information service for TCP/IP
networks that uses a hierarchical naming system to identify network
domains and the hosts associated with them. You can identify one

primary DNS server and one secondary server.

Command |Set domain name

Description | Specifies the default domain name for your network.
When an application needs to resolve a host name, it
appends the default domain name to the host name
and asks the DNS server if it has an address for the
“fully qualified host name”.

Syntax set dns domain-name [domain_name]

Arguments |domain_ name is the default domain name for your sys-
tem.

Example M11l> set dns domain-name nokia.com

Command | Set IP address of primary name server

Description | Specifies the IP address of the primary DNS name
server.

Syntax set dns primary-address [ip_address]

Arguments |ip address is the IP address of your primary name
server.

Example M11l> set dns primary-address 10.98.16.250

5-76

© Copyright Nokia Networks Oy C33833001SE_00




NOKIA M anagement

Command | Set IP address of secondary name server

Description | Specifies the IP address of the secondary DNS name
server.

Syntax set dns secondary-address [ip_address]

Arguments | ip address is the IP address of your secondary
name server. Enter 0.0.0.0 if your network does not
have a secondary DNS name server.

Example M1ll> set dns secondary-address 0.0.0.0

Bridging settings

Bridging lets Nokia M11 learn host addresses to minimise traffic.
When bridging is enabled M11 maintains a table of up to 256 MAC
addresses. Entriesthat are not used within 10 minutes are dropped. If
the bridging tablefills up, the oldest table entries are dropped to make
room for new entries.

Command |Enable/disable bridging

Description | Enables/disables bridging services in M11. You must
enable bridging services within M11 before you can en-
able it for a specific interface.

Syntax set bridge option [on|off]
Arguments | The argument enables/disables bridging.

Example M11l> set bridge option on

Command |Enable bridging for Ethernet interface

Description | Enables/disables bridging services for the M11 Ethernet
interfaces.

Syntax set bridge ethernet option [on|off]

Arguments | The argument enables/disables bridging for Ethernet
interfaces.

Example M1ll> set bridge ethernet option on
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Command |Enable bridging on channels using PPP over ATM
encapsulation

Description | Enables/disables bridging services for the Nokia M11
ATM channel using ppp-vcmux encapsulation.

Syntax set bridge wan {vccx} option [on|off]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ... 8) and the second argument enables/disables
bridging on that channel. If there is only one ATM chan-
nel using ppp-vcmux encapsulation, you can leave the
argument vcex out.

Example M11l> set bridge wan vcc2 option off

Command |Enable bridging on channels using bridged encap-
sulations

Description | Enables/disables bridging services for a Nokia M11
ATM channel using ether-lic or ether-vecmux encapsula-
tion.

Syntax set bridge dsl {vccx} option [on|off]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ... 8) and the second argument enables/disables
bridging on that channel. If there is only one ATM chan-
nel using either one of these encapsulations, you can
leave the argument vcex out.

Example M11l> set bridge dsl vcc2 option off

Command |Enable/disable bridging between ATM VCC chan-
nels

Description | Enables/disables bridging between ATM VCC channels.
If only one VCC is used, this option can be ignored.

Syntax set bridge interwan-bridging [on|off]

Arguments | The argument enables/disables bridging between
VCCs

Example M1ll> set bridge interwan-bridging off
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PPP settings

PPP settings allow you to fine tune the operation of the point-to-point
protocol . PPP settings al so provide the meansto set the authentication
parameters, passwords and usernames. These settings must be set
separately for each ATM channel using ppp-vcmux encapsulation.

You can use the authentication commands to specify how your M11
will authenticate itself to a remote peer. The settings for port
authentication in the local Nokia M 11 must match the authentication
that is expected by the remote peer. For example, if the remote peer
requires CHAP authentication and has a name and CHAP secret for
M11, you must enable CHAP and specify the same nhame and secretin
thelocal M 11 before alink can be established.

You can al so specify that your NokiaM 11 will use CHAP, PAP or both
to authenticate a remote peer when a PPP link is being established.

Command |Enable/disable PPP processing

Description | Enables/disables PPP processing on the specified ATM
channel using ppp-vcmux encapsulation.

Syntax set ppp module {vccx} option [on|off]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ... 8) and the second argument enables/disables
PPP processing.

Example M11l> set ppp module vcec2 off

Command |Set maximum receive unit

Description | Sets the Maximum Receive Unit for the specified ATM
channel.

Syntax set ppp module {vccx} mru [integer]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ...8). The integer argument can be any number
between 128 and 2048. Normally, MRU size 1500 is
required for IP traffic. Bridged encapsulation (BNCP)
requires the MRU size 1520 in order to allow the maxi-
mum size Ethernet packet transmission.

Example M11l> set ppp module vcc2 mru 1500
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Command |Enable/disable LCP echoing

Description | Specifies whether you want your M11 to send LCP
echo requests on the specified ATM channel.

Syntax set ppp module {vccx} Icp-echo-requests [on|off]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ... 8). The second argument enables/disables
LCP echoing. You must turn off LCP echoing if you do
not want M11 to drop a PPP link to a nonresponsive
peer.

Example M11l> set ppp module vcc2 lcp-echo-re-
quests off

Command | Set Configure-NAK failure maximum

Description | Specifies the maximum number of Configure-NAK
messages the PPP module can send without having
sent a Configure-ACK message request on the speci-
fied ATM channel.

Syntax set ppp module {vccx} failures-max [integer]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ...8). The integer argument can be any number
between 1 and 20.

Example M11l> set ppp module vcc2 failures-max 10

Command |Set unacknowledged configuration request maxi-
mum

Description | Specifies the maximum number of unacknowledged
configuration requests that your M11 will send to the
specified ATM channel.

Syntax set ppp module {vccx} configure-max [integer]

Arguments | The first argument identifies the ATM channel (vccx,
x =1...8). The integer argument can be any number
between 1 and 10.

Example M11l> set ppp module vcc2 configure-max 10
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Command | Set unacknowledged termination request maximum
Description | Specifies the maximum number of unacknowledged

termination requests that your M11 will send before ter-
minating the PPP link on the specified ATM channel.

Syntax set ppp module {vccx} terminate-max [integer]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ... 8). The integer argument can be any number
between 1 and 10.

Example M1l> set ppp module vcc2 terminate-max 2

Command | Set PPP timeout

Description | Specifies the number of seconds M11 must wait for
communication activity before terminating the PPP link
on the specified ATM channel.

Syntax set ppp module {vccx} timeout [integer]

Arguments | The first argument identifies the ATM channel (vccex,
x=1...8). The integer argument is the timeout in
seconds. If you enter value 0, the connection will never
time out.

Example M11l> set ppp module vcc2 timeout 0

Command |Enable/disable CHAP port authentication

Description | Enables/disables CHAP authentication for a port on the
specified ATM channel. CHAP authentication must be
enabled before you can enter other CHAP information.
If CHAP is on, it will be the first authentication method
offered to a remote peer during link negotiation.

Syntax set ppp module {vccx} port-authentication chap-option
[on|off]

Arguments | The first argument identifies the ATM channel (vccx,

x =1 ... 8). The second argument enables/disables
CHAP port authentication.
Example M1l> set ppp module vcc2 port-authentica-

tion chap-option on
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Command

Set CHAP user name

Description

Defines the name M11 sends in the CHAP response
packet on the specified ATM channel.

Syntax

set ppp module {vccx} port-authentication chap-name
[chap_name]

Arguments

The first argument identifies the ATM channel (vccx,
Xx=1...8). The chap name argument is consists of 1 -
32 alphanumeric characters. The information you enter
must match the CHAP user name configured in the re-
mote PPP peer’s authentication database. Your service
provider will give you the CHAP user name.

Example

M11l> set ppp module vcc2 port-authentica-
tion chap-name myname

Command

Set CHAP password

Description

Defines the CHAP secret for CHAP authentication on
the specified ATM channel.

Syntax

set ppp module {vccx} port-authentication chap-secret
[chap_secret]

Arguments

The first argument identifies the ATM channel (vccx,
X =1...8). The chap secret argument consists of
1 — 32 alphanumeric characters. The information you
enter must match the CHAP secret used by the PPP
peer. Your service provider will give you the CHAP
password.

Example

M11l> set ppp module vcc2 port-authentica-
tion chap-secret mypassword
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Command

Enable/disable PAP port authentication

Description

Enables/disables PAP authentication on the specified
ATM channel. PAP authentication must be enabled be-
fore you can enter other PAP information. If you disable
PAP authentication and save the modified settings,
your M11 retains its PAP settings.

Syntax

set ppp module {vccx} port-authentication pap-option
[on|off]

Arguments

The first argument identifies the ATM channel (vccx,
x =1 ... 8). The second argument enables/disables PAP
port authentication.

Example

M1l> set ppp module vcc2 port-authentica-
tion pap-option on

Command

Set PAP user name

Description

Defines the name M11 sends in a PAP response packet
on the specified ATM channel.

Syntax

set ppp module {vccx} port-authentication pap-name
[pap_name]

Arguments

The first argument identifies the ATM channel (vccx,

X =1...8). The pap_ name argument consists of 1 - 32
alphanumeric characters. The information you enter
must match the PAP username configured in the re-
mote PPP peer’s authentication database. Your service
provider will give you the PAP user name.

Example

M11l> set ppp module vcc2 port-authentica-
tion pap-name myname
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Command |Set PAP password

Description | Defines the PAP password for PAP authentication on
the specified ATM channel.

Syntax set ppp module {vccx} port-authentication pap-pass-
word [pap_password]

Arguments | The first argument identifies the ATM channel (vccx,
Xx=1...8). The pap_password argument consists of
1 — 32 alphanumeric characters. The information you
enter must match the PAP password used by the re-
mote PPP peer. Your service provider will give you the
PAP password.

Example M11l> set ppp module vcc2 port-authentica-
tion pap-password mypassword

Command |Enable/disable CHAP peer authentication

Description | Enables/disables CHAP authentication for a connection
to a PPP peer on the specified ATM link.

Syntax set ppp module {vccx} peer-authentication chap-option
[on|off]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ... 8). The second argument enables/disables
CHAP peer authentication.

Example M11l> set ppp module vcc2 peer-authentica-
tion chap-option on

Command |Enable/disable PAP peer authentication

Description | Enables/disables PAP authentication for a connection
to a PPP peer on the specified ATM link.

Syntax set ppp module {vccx} peer-authentication pap-option
[on|off]

Arguments | The first argument identifies the ATM channel (vccx,
x =1 ... 8). The second argument enables/disables PAP
peer authentication.

Example M1l> set ppp module vcc2 peer-authentica-

tion pap-option on
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Command |Set host name for an authorised PPP peer
Description | Specifies the host name for an authorised PPP peer.
Syntax set ppp peer-database peer-name [host_name]
Arguments | The host name argument consists of 1 — 32 alpha-

numeric characters. The information you enter must
match the username that will be received from the re-
mote PPP peer when being authenticated.

Example M11l> set ppp peer-database peer-name host

Command |Set CHAP secret associated with PPP peer

Description | Specifies the secret associated with a PPP peer.

Syntax set ppp peer-database peer-name [host_name] chap-
secret [secret]

Arguments | The secret argument consists of 1 — 32 alphanumeric
characters. The information you enter must match the
secret that will be received from the remote PPP peer
when being authenticated.

Example M11l> set ppp peer-database peer-name host
chap-secret mypassword

Command | Set PAP password associated with PPP peer

Description | Specifies the password associated with a PPP peer.

Syntax set ppp peer-database peer-name [host_name] pap-
password [password]

Arguments | The password argument consists of 1 — 32 alphanum-
eric characters. The information you enter must match
the password that will be received from the remote PPP
peer when being authenticated.

Example M11l> set ppp peer-database peer-name host
pap-password mypassword

SNMP settings

Simple Network Management Protocol (SNMP) lets a network
administrator monitor problemson anetwork by retrieving settingson
remote network devices. The network administrator typically runsan
SNMP management station program on a local host to obtain
information from SNMP agent such as M 11.
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Command |Add community

Description | Adds the specified name to the list of communities as-
sociated with M11. You can associate two communities
with M11.

Syntax set snmp community [name]

Arguments | By default, M11 is associated with the public commun-
ity.

Example M11l> set snmp community public

Command |Enable/disable SNMP trapping

Description | Enables or disables SNMP trapping. If SNMP trapping
is enabled, your Nokia M11 sends authentication traps
to all SNMP trap destinations. You must enable trap
authentication before you set up your trap destinations.

Syntax set snmp traps authentication-traps [on|off]

Arguments | The argument enables/disables trapping.

Example M1ll> set snmp traps authentication-traps
on

Command |Set SNMP trap destination

Description | ldentifies the destination of SNMP trap messages.

Syntax set snmp traps ip-traps [ip_address] {community [com-
munity_name]}

Arguments | The ip-address argument is the IP address of the
host acting as an SNMP console. The optional com-
munity community name identifies the name of
Nokia M11’s community, which is included in the trap
message the device sends to the management con-
sole. This name, which is not used for authentication,
does not have to match a predefined community name.

Example M1ll> set snmp traps ip-traps

192.111.122.1 community public
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Command | Set system contact

Description | ldentifies the system contact, such as the name, phone
number, beeper number, or email address of the per-
son responsible for M11.

Syntax set snmp sysgroup contact [contact_info]

Arguments | You can enter up to 256 characters for the contact-
info argument. You must put the contact-info
argument in double-quotes if it contains embedded
spaces.

Example M1l> set snmp sysgroup contact 51166777
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Pinhole settings

Pinholesettingsareused to configure static entriesto NAPT table. The
pinholefunction alows accessto servers, such asWeb-HTTPservers,
from outside your local LAN in cases where NAPT/address mapping
is enabled. The settings affect the whole system.

Note

If you haveaWeb server on LAN, make surethat it hasadifferent port
number than M11's integral Web server. You can change the M11's
Web server port through the integral server settings.

Command

Configure pinhole

Description

Configures pinhole.

Syntax

set pinhole name [name] protocol-select [tcp | udp |
icmp | pptp] external-port-start [port_number] external-
port-end [port_number] internal-ip [ip_address] internal-
port [port_number]

Arguments

The name argument defines the unique pinhole entry
name.

The protocol-select argument specifies the proto-
col.

The external -port-start specifies the start of the
external port range.

The external -port -end specifies the end of the ex-
ternal port range. Together the external port arguments
define the available range of allowed external ports.
The internal-ip argument specifies the IP address
of the server located in LAN and the internal -port
argument its port. Valid values for port number are 0
— 65535.

Example

mll> set pinhole name web-server proto-
col-select tcp external-port-start 80 ex-
ternal-port-end 80 internal-ip
192.168.1.180 internal-port 80
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Command | Set protocol

Description | Configures the protocol.

Syntax set pinhole name [name] protocol-select [protocol]

Arguments | The name argument defines the unique pinhole entry
name. The protocol-select argument defines the
protocol. Protocols are TCP, UDP, ICMP, PPTP.

Example M11l> set pinhole name web-server proto-
col-select tcp

Command | Set external protocol port number range for WAN

Description | Sets the the external protocol port number range.

Syntax set pinhole name [name] external-port-start
[port_number] external-port-end [port_number]

Arguments | The name argument defines the unique pinhole entry
name. The port number argument defines the start
and end of the external port range. Valid values are
0 — 65535.

Example M11l> set pinhole name web-server exter-
nal-port-start 80 external-port-end 80

Command |Set server IP address in LAN

Description | Configures the server IP address where the protocol
defined by the external port number is mapped in LAN
port.

Syntax set pinhole name [name] internal-ip [ip_address]

Arguments | The name argument defines the unique pinhole entry
name. The ip address argument is the IP address of
the server on your LAN.

Example M11l> set pinhole name web-server inter-

nal-ip 192.168.1.80
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Command | Set server port on LAN

Description | Configures the server port where the protocol defined
by the external port number is mapped on LAN.

Syntax set pinhole name [name] internal-port [port_number]

Arguments | The name argument defines the unique pinhole entry
name. The internal-port argument specifies the
internal port. Valid values for port number are 0 —
65535.

Example M11l> set pinhole name web-server inter-

nal-port 80

Integrated server settings

These commands are used to configure the port number settings of the
integrated HTTP and telnet servers in M11. This is needed when
Pinhole functionality is used. The default port numbers of the
integrated HTTP and telnet servers must be changed if there is, for
example a Web server in the LAN and it must be accessed from the
WAN. In this case, the port number of the integrated Web server in
M11 must be changed into something other than the default port

number 80.

Command | Set integrated Web server port number

Description | Changes the port number of the integrated Web server
in M11.

Syntax set servers web-http [0 — 32767]

Arguments | The argument defines the new port number for the inte-
grated Web server.

Example M1l> set servers web-http 81

Command | Set integrated telnet server port number

Description | Changes the port number of the integrated telnet server
in M11.

Syntax set servers telnet-tcp [0 — 32767]

Arguments | The argument defines the new port number for the inte-
grated telnet server.

Example M1ll> set servers telnet-tcp 90
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5.3 SNMP

The SNMP functionality in Nokia M11 is used only for setting and
accessing the system contact information for the unit. Community
strings for changing and accessing this information can be set. M11
can be activated to send SNMP traps in case somebody triesto access
the unit with awrong community string.
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5.4

Softwar e download

New software can be downloaded to M11 through the 10Base-T
Ethernet interface or through one of the active ATM channels. Nokia
M11 uses Trivia File Transfer Protocol (TFTP) to download the
software from a TFTP server located on the Ethernet LAN. The
downloading is activated from the console port using the following
CLI command:

install [server address] [filename] {confirm}

Command

Download software update

Description

Downloads a new version of the Nokia M11 operating
software from a TFTP (Trivial File Transfer Protocol)
server, validates the software image, and programs the
image into the Nokia M11 memory. After you install new
operating software, you must restart M11.

Syntax

install [server_address] [filename] {confirm}

Arguments

The TFTP server must be accessible on your Ethernet
network or through one of the active ATM virtual chan-
nels and a route to the server must exist. The server
address argument identifies the IP address of the
TFTP server on which your Nokia M11 operating soft-
ware is stored. The £ilename argument identifies the
path and name of the operating software file on the
TFTP server. If you include the optional confirm key-
word, you will not be prompted to identify a TFTP
server or file name. Your Nokia M11 begins the soft-
ware installation using its default boot settings.

Example

M11l> install 192.168.1.1 Mllc 500.d39
***% WARNING *** YOU ARE ABOUT TO ERASE
AND REPROGRAM THE NOKIA M11’S PERMANENT
SOFTWARE STORAGE WITH A NEW SOFTWARE VER-
SION OBTAINED VIA THE TFTP PROTOCOL.
About to install new Flash EPROM software
image:

server: 192.168.1.1

file: “Mllc 500.d39”
Do you wish to proceed? (type ’'yes’ to
confirm): vyes
Installing
M11l>

5-92

© Copyright Nokia Networks Oy C33833001SE_00



NOKIA How your Nokia M 11 works

Chapter 6
How your Nokia M 11 works

6.1

6.2

This chapter introduces the principles according to which NokiaM 11
operates.

ADSL

ADSL standsfor asymmetric digital subscriber line. It isatechnology
that enablesthe useof your normal tel ephonewiresfor very high speed
datatransmission. With ADSL technology, you can retrieve datafrom
network through the telephone wires at rates up to 8 Mbit/s-plus and
send dataat ratesup to 1 Mbit/s. The datarate depends on thelength of
thetelephone cablefrom your premisesto the central office, aswell as
noise and disturbances in the cable. The ADSL technology adapts to
the line length and other line conditions and adjusts the speed in 32
kbit/s steps.

ADSL isstandardized by both ANSI and ETSI. M 11 usesthe Discrete
Multitone Technique (DMT). In DMT, the data is sent over the
telephonewiresin multiple 4 kHz channels. By tuning the use of these
channels and the information content of these channels, Nokia M 11
can adapt to different telephone lines.

ATM over ADSL

NokiaM11 can carry ATM cells on the ADSL line. It is possible to
have up to eight (8) simultaneous connections to different networks
from a single M11. The operator can also establish one dedicated
management channel to M 11.
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6.3

6.3.1

6.3.2

6.3.3

Routing and bridging

Nokia M11 functions as a brouter, which means that it acts as a
network router for TCP/IP traffic and as a network bridge for
non-routabletraffic.

TCP/IP routing

Asarouter, NokiaM 11 keepstrack of the networksthat are accessible
through each network interface. If you have configured your M 11 to
use the Routing Information Protocol (RIPvl or RIPv2), M1l
exchangesinformation with other routersto |earn about the best routes
to remote networks and to advertise the networks for which M 11 has
the appropriate route.

When M 11 receives a TCP/IP packet, it looks up the network portion
of the packet’s destination |P address in its routing table and then
forwards the packet through the network interface that will let the
packet reach its destination most efficiently.

Static and dynamic routes

Static routes identify pathways to destination networksthat are stable
over timeor to networksthat must alwaysbeavailable, evenif alink is
not currently open. These static routes|et each router recognisehow to
reachtheother, evenif onerouter hasnot heard fromtheother recently.

Dynamic routes identify pathways to destination networks that may
change over time. Dynamic routes are created and configured when
routers broadcast RIP (Routing information protocol) packets,
advertising the networks they can reach and the distance (number of
routers) to each network.

Bridging

Nokia M11 can function as an Ethernet bridge. It can bridge all
protocols or al non-routable (non-1P) protocols between all of its
interfaces. Theuser just hasto specify whichinterfacestake partinthe
bridging function. The bridging function automatically learns the
MA C addresses |ocated behind each of its active interfaces and uses
thisinformation to filter local traffic at an interface to prevent it from
being unnecessarily relayed to other interfaces. For that purpose, M11
has a 256-slot MAC address table where it keeps these learned
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6.4

addresses. The table entries are also automatically deleted in case a
specificaddressisnot detected behind theinterface during 10 minutes.

In bridge-only mode, asingle |P address can be allocated to M11if a
remote management of M11isrequired. The LAN IP addressactsasa
host IP address in this case.

Network Address Port Trandlation (NAPT)

Network Address Port Trandation (NAPT) or Network Address
Trandation (NAT) is used to save IP addresses. When NAPT is
enabled, the router has only one global IP address per each ATM
channel. The LAN port uses private |P addresses which are not seen
outside the router (typicaly 10.0.0.0 or 192.168.x.x). In normal
operation, NAPT translates the IP addresses and TCP/UDP
socket/port numbers between the LAN and WAN interface.

Home network (LAN) Internet (WAN)

Src:192.168.1.112:122
dst:194.112.11.111:80

src:195.112.12.161:1234
dst:194.112.11.111:80

NAPT router
src:194.112.11.111:80

S src:194.112.11.111:80
dst:192.168.1.112:1228

dst:195.112.12.161:1234

192.168.1.254

195.112.12.161

Figure6-1  Principle of Network Address Port Translation

Normally, when the host in the home network sends a packet to the
Internet, the NAPT adds timestamp, protocol (for example TCP,
UDP), IP source address and source socket number as well asthe |P
destination address and the destination socket number into the
database. The NAPT creates a new free socket number and replaces
theoriginal | P source addressand source socket number. When areply
isreceived from WAN, the sametableisused to map the | P destination
address and destination socket number back to the original one. The
entries from the NAPT cache/table are removed when the entry
timeouts.
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6.4.1 Pinhole

6.5

Thebasic NAPT functionality does not allow accessfrom the Internet
toahost on LAN because the private addresses cannot be seen outside
therouter. In order to support accessfromtheglobal Internet toaserver
on a private subnet, the static NAPT mapping is used. In M11 this
functionality is called pinhole.

In the static mapping, the WAN [P address and service related
protocol/destination socket number are mapped to aprivate | Paddress
and protocol/destination socket number. This functionality allows
access from the Internet to only allowed server/services. If two
services, such as HTTP serversin different machines, are located on
the same LAN segment, they must have different socket numbers so
that the NAPT can map the address correctly. Only one server on each
socket number can be used.

| P addr ess management

| P addresses can be used in M11 in two different ways:

e WAN interface belongsto onelogical |P subnet and the Ethernet
interface belongs to another logical IP subnet. This is how a
normal router operates.

e WAN port hasonly one public |P address. The Ethernet interface
uses private IP addressing. Network Address Port Tranglation
(NAPT) is used to map the private |P addresses to and from a
single public IP address. The operation is analogous to existing
dial-up implementation, which consumesonly asingle | P address
and is the most efficient way to use | P addresses.

The IP address of the WAN interface can be set statically or
dynamically. Dynamic allocation of the IP address using IPCP (IP
control protocol) ispossiblewhen PPPover ATM AALSisused onan
ADSL WAN link. Thisoperationispreferred when NAPT isused. For
bridged WAN encapsulation, the DHCP client can be used to retrieve
the I P configuration to the WAN port.

The IP address of the Ethernet interface and the subnet must be set
statically. However, the built-in DHCP server functionality can be
used to allocate an | P address, subnet mask, default gateway and DNS
address to host.
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6.6

6.7

When M 11 operatesin normal routing mode, the DHCPrequest can be
relayed tothedesired BOOTP/DHCP server. Thisfunctionality canbe
used if DHCP server islocated outside M11.

| P multicast

IP multicast is is a technique which is used to conserve bandwidth
when data is being sent to multiple receivers. Traditionaly, in IP
unicast, the source sendsanindividual copy of theinformation to each
recipient. In 1P multicast, only one copy of the multicast messagewill
passover any link in the network. Copies of the messagewill be made
only wherepathsdivergeat arouter. Thisrequiresthat al routersonthe
path support multicast. However, | P tunneling can be used to connect
islands of multicast routers separated by routers which do not support
multicast.

Thereceiver, who wantsto receive amulticast transmission, must join
amulticast host group. Multicast packetsare only sent to LANswhich
have recipients of the particular multicast host group. Internet Group
Management Protocol (IGMP) isused by multicast routerstolearnthe
existence of host group members on their own subnets.

M11 can operate as an IGMP proxy. It can send IGMP Host
Membership Queriesto all hostsonitslocal network to learn about the
host group members. The host group members respond by sending
Host Membership Reportsto the IGMP proxy. When the IGMP proxy
receivesamulticast transmission, it mapsthe host group addressto the
associated hardware address.

Payload encapsulation

Both routed and bridged protocol sare encapsulated to the ATM uplink
using either LLC/SNAP encapsulation (ether-llc or ip-lic) or VC
multiplexing (ether-vemux or ip-vemux) according to RFC 1483. M 11
also supportsPPPover AALS5 encapsul ation (ppp-vemux and ppp-lic),
where both bridged and routed protocols are first encapsul ated to PPP
(RFC 1661) whichis, inturn, encapsulated to ATM accordingto IETF
PPP over AALS using RFC 2364 VC multiplexing or LLL/NLPID
encapsulation.

Typically, 1P packets are encapsul ated directly in the WAN interface
using the selected encapsulation method (ip-llc, ip-vemux, or
pppP-vemux). | n some cases, bridged encapsul ation can al so beused for
routed IP traffic. In these cases, the IP packets are encapsulated in
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6.8

Ethernet MAC frames and the MAC frames are then encapsulated in
the WAN interface using the sel ected encapsul ation method (ether-llc,
ether-vemux, or ppp-vcmux).

The payload encapsulations are shown in Figure 6-2.

AALS
ether-lic | LLC-SNAP | MAC FRAME |
ether-vemux | MAC FRAME |
ip-lic | LLC-SNAP IP |
ip-vemux | IP |
ppp-vemux | PPP |
ppp_llc | NLPID | PPP |

Figure6-2  Payload encapsulations

Point-to-point protocol (PPP)

Point-to-point protocol isaset of network protocolswhich enableyou
to connect TCP/IP hosts and networks over serial connections,

The nodes at each end of a PPP link are referred to as peers. Unlike
client-server networks, where one device is responsible of providing
services to another, peer-to-peer network peers function as equals,
providing services to one another as needed.

PPP provides a standard method of encapsulating network protocol
information over point-to-point links. PPP defines a Link Control
Protocol (L CP) which provideslink configuration, peer authentication
and link quality monitoring. Finally, PPP includes several Network
Control Protocols (NCP) which specify how datagrams for aspecific
higher-level protocol using PPP as a datalink should be encapsul ated.
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6.8.1

Network control protocols establish and configure different network
layer protocols, such as TCP/IP.

PPP encapsulation provides transmission of different network layer
protocolssimultaneously over the samelink. OnceaPPPlink hasbeen
established, a PPP peer can negotiate the exchange of TCP/IP, IPX or
Appletalk packets over the serial connection. Your M11 supports
transmission of both IP (RFC 1332) and Ethernet (RFC 1638) packets
over the PPP link.

The setup of a PPP link consists of the following phases:

Link establishment
Link configuration
Authentication
Network configuration
e Linkup

During the link establishment, M 11 synchronisesitsADSL and ATM
transmission to open aphysical layer connection between NokiaM 11
andtheremote peer router throughthe ATM accessnetwork. Whenthe
physical connection has been established, the PPP protocol can
actually begin its work.

Thenext stepisthe PPPlink configuration, whichisdoneusing aLink
configuration Protocol (LCP). It allows optional modificationsto the
standard characteristics of the PPP link to be negotiated. Negotiable
items are, for example, the maximum receive unit (MRU) and link
authentication.

After link configuration, an authentication is performed using either
Password Authentication Protocol (PAP) or Challenge Handshake
Authentication Protocol (CHAP) if required or configured. If the
authentication succeeds, the next step in PPP link establishment isthe
negotiation of network protocols which will be transferred over the
PPP link. After thisthe link is up and running.

Authentication

The PPP protocol suiteincludestwo optional authentication methods.
Password Authentication Protocol (PAP) and Challenge Handshake
Authentication Protocol (CHAP) ensurethat unauthorised usersdo not
have access to the network services. By default, authentication is not
required as part of the PPP link process. However, if a peer requires
authentication, it must negotiate the use of an authentication protocol
during the link establishment phase.
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6.8.2

6.9

Themanner inwhich each peer will authenticatetheother isnegotiated
during thelink configuration phase, when each peer specifieswhether
it requires authentication and, if it does, the authentication method it
uses. If alink peer requires authentication, the other peer must submit
itsname and authentication information beforethelink can proceed. If
the peer fals to send valid authentication information, the
authenticator terminates the PPP link.

The authentication method used by one peer can be different from the
authentication method used by the other peer. For example, a peer at
one end of alink may require authentication whilethe other end of the
link may not. Similarly, one end of alink may use PAP to authenticate
peers while the other end uses CHAP.

Networ k configuration

M11 supports IPCP and BNCP network control protocols. |PCP
network control protocol is used to exchange the IP configuration
parameters. Typically |P addresses are exchanged. M1lisalso ableto
retrieve the | P addresses from the far end or allocate an | P addressto
the far end. M11 also supports IPCP extension for DNS allocation
(RFC 1877) that is used to configure DNS servers dynamically.

BNCP is used to establish the bridged PPP connection.

Dynamic Host Configuration Protocol (DHCP)

The Dynamic Host Configuration Protocol allows one host on a
TCP/IPnetwork to provide configurationinformation to other hostson
that network. DHCP is built on a client-server model, where
designated DHCP server hosts all ocate network addresses and deliver
configuration parameters to dynamically configured hosts. When
DHCP is enabled, the DHCP client requests configuration
information, such as an |IP address and network information, from a
DHCP server each time it is restarted. The DHCP server respondsto
the request by sending the client an IP address and information about
the network, such as the network’s subnet mask, broadcast address,
name service information, authentication information, and routing
information.
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6.9.1

6.9.2

6.10

DHCP for LAN clients

M11 can provide addressesfor as many as 253 deviceson the network
connected to its Ethernet port. When M 11 receives a DHCP request
from a client computer, it determines what address to assign by
checking its DHCP lease table to identify an unused address in its
DHCPrange. Whenit findsan addressthat should befree, M11 sendsa
broadcast message on the network to verify that no other hostisusing
the same IP address. If another host indicates that it is using the
selected address, M11 selects another address and repeats the
seguence until it finds an address that is not in use.

Dynamic allocation of |P addresses means that an IP address can be
reused whenitisno longer needed by theclient towhichitisassigned.
Dynamic IP address allocation is particularly useful in situations
where clientsconnect to anetwork temporarily or whereasite needsto
share alimited pool of IP addresses among a group of clients that do
not need permanent | P addresses.

Nokia M11 can also act as a DHCP relay agent. It can relay DHCP
requests to an external DHCP server.

DHCP for WAN port configuration

Itispossibleto configureNokiaM 11 in such away that it operatesasa
DHCPclient. It canretrieve| Paddressesfor the ADSL/ATM channels
from the network. However, the following requirements must be met:

e ADSL/ATM channels use VC multiplexed or LLC/SNAP RFC
1483 encapsulations for | P or Ethernet packets.

e |P address information of the WAN interface has been set to
0.0.0.0

NokiaM 11 sendsaDHCP broadcast message asking for configuration
information from any available DHCP server. If there is an active
DHCP server behind the WAN interface, M 11 accepts and uses the
network configuration settingsthe DHCP server providesto configure
the WAN port parameters.

Domain Name Service (DNS) relay

Nokia M11 can act as a Domain Name Service relay for the LAN
clients. M11 LAN IPaddressactsasaDNS server addressfor all hosts
connected to the LAN. M 11 recognises its own name and responds to
name queries with its own name. All other name queries NokiaM11
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forwards to a primary or secondary Domain Name Server whose
address has been configured to Nokia M11 either dynamically or
statically.
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Appendix A
Technical specifications

A.1 Features

Software features

Bridging

Self-learning bridge with 256 MAC addresses

Routing

Static routes, RIP and RIPv2

Data encapsulation
formats

RFC 1483 IP and Ethernet over ATM PVCs
Point-to-point Protocol over ATM AAL5 PVCs

Protocol conformity

RFC 1483, PPP over AAL5, ADSL/ATM

IP address manage-
ment

NAPT, DHCP server for LAN clients, DHCP
client for WAN ports, DNS relay

Hardware features

ATM features

ATM connections

PVC, up to 8 channels

Service categories

UBR, limited CBR

ADSL interface

Physical layer

ANSI T1.413 Issue 2 (ANSI ADSL), ITU-T
G.992.1 (ITU-T ADSL), ITU-T G.992.2 (ITU-T
ADSL Lite), and ITU-T G.996.1 (Handshake)
compatible

ADSL line connector

RJ-11

Cabling

Standard telephone wiring
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Hardware features

Data interface

Ethernet 10Base-T

IEEE 802.3, DIX V.2

Data connector

RJ-45

Local management interface

LMI connector

RJ-45

Indicator lights

LAN LAN activity, status and collision
DSL ADSL line status
STA M11 status

A.2 Mechanical construction and power supply

M11 ADSL router is a stand-alone device which can also be
wall-mounted using a wall-mount Kit.

Mechanical construction
Width 294 mm
Height 56 mm
Depth 237 mm
Weight 2.5 kg

M11 has an in-built power supply. The characteristics of the mains
connection are presented in Table A-1.

Mains connection

Voltage 100 ... 240 Vac
Frequency 45 ... 65 Hz
Power consumption |[9W

TableA-1

Mains connection

© Copyright Nokia Networks Oy

C33833001SE_00



NOKIA Technical specifications

A.3 Ambient conditions, EMC and safety

Ambient conditions
Operating temperature range 0to 40°C

Humidity 10% to 90% non-condensing

EMC

M11 complies with the following specifications, provided that the
device is connected to an earthed socket outlet:

EN55022 class B Emission
EN50082-1: 1992 lmmunity
ITU-T K21 Overvoltage protection

M 11 does not require the use of shielded cables.

Safety
M11 complies with the following specification:

EN 60950

C33833001SE_00 © Copyright Nokia Networks Oy A-3



NokiaM 11 User’'s Manual

A-4 © Copyright Nokia Networks Oy C33833001SE_00



NOKIA

Glossary

Glossary

Abbreviations

AAL
ACK
ACT
ADSL
ANSI
ARP
ATM
BNCP
BOOTP
CHAP
CLI
COL
CRC
DHCP
DMT
DNS
DSL
DSLAM
ETSI

ATM Adaptation Layer

Acknowledgement

Active

Asymmetric Digital Subscriber Line
American National Standards Institute
Address Resol ution Protocol
Asynchronous Transfer Mode

Bridge Network Control Protocol
Bootstrap Protocol

Challenge Handshake A uthentication Protocol
Command Line Interface

Callision

Cyclic Redundancy Check

Dynamic Host Configuration Protocol
Discrete Multitone

Domain Name Service

Digital Subscriber Line

Digital Subscriber Line Access Multiplexer

European Telecommunications Standards I nstitute

C33833001SE_00
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FTP
HEC
HTTP
ICMP
|EEE
IETF
IGMP
INA
IP
IPX
ISP
LAN
LCP
LLC
LMI
LNK
MAC
MRU
NAPT
NAT
NCP
NLPID
NVRAM
oSl
PAP
PC
POTS
PPP
PPTP
PVC
RAM

File Transfer Protocol

Header Error Correction
Hypertext Transfer Protocol
Internet Control Message Protocol
Institute of Electrical and Electronics Engineers
Internet Engineering Task Force
Internet Group Management Protocol
Inactive

Internet Protocol

Internetwork packet exchange
Internet Service Provider

Local Area Network

Link Control Protocol

Logical Link Control

Local Management Interface
Link

Media Access Control

Maximum Receive Unit

Network Address Port Translation
Network Address Trandation
Network Control Protocol
Network Layer Protocol Identification
Non-volatile RAM

Open System Interconnection
Password Authentication Protocol
Personal Computer

Plain Old Telephone System
Point-to-Point Protocol
Point-to-Point Tunneling Protocol
Permanent Virtual Circuit
Random Access Memory

Glossary-2
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RFC Request For Comments

RIP(v2) Routing Information Protocol (version 2)
SNAP Subnetwork Access Protocol

SMTP Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol
STA Status

TCP Transmission Control Protocol

TFTP Trivial File Transfer Protocol

UBR Ungspecified Bit Rate

UDP User Datagram Protocol

VCC Virtual Channel Connection

VCI Virtual Channel Identifier

VPI Virtual Path Identifier

WAN Wide Area Network

WWW World Wide Web

Terms

10Base-T

10 Mbit/s Ethernet specification using two pairs of twisted cabling.
10Base-T isapart of the IEEE 802.3 specification.

Appletalk

Series of communications protocols by Apple Computer.

ATM access networ k

An access network where traffic from the subscribersis multiplexed
and forwarded using ATM technol ogy.

C33833001SE_00
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bridge

A device that connects two or more physical networks and forwards
packets between them. Bridges can usually be made to filter packets,
that is, to forward only certain traffic.

broadcast

A packet delivery systemwhereacopy of agiven packetisgiventoall
hosts attached to the network.

brouter

A device which is both a bridge and a router.

command line interface

Character-based user interface where a command line ending with
<CR> character isusedto configureadevice. Thedeviceinterpretsthe
command and returns a character-based response.

Config command hierarchy

A hierarchy of nodes which contain the configurable parameters of
M11. It isused to configure M 11 through the command lineinterface.
See Root command hierarchy.

Digital Subscriber Line Access Multiplexer

A network element which multiplexes the traffic coming from the
high-speed subscriber lines and forwards this traffic to the ATM
network.

domain name service

Domain name service (DNS) isused for trandl ating names of network
nodes into addresses.
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dynamic routing

Dynamic routing maintains information of routes that may change
over time. Dynamic routes are created and configured when routers
broadcast Routing information protocol packets advertising the
networksthey can reach and the distance (number of routers) to each
network.

encapsulation
Wrapping of datain a protocol header.

Ethernet
LAN specification | EEE 802.3.

firewall

A system or agroup of systems that enforce access control between
two networks.

default gateway

A default gateway is the router to which M11 will send a packet if it
does not know how to reach the packet’s destination host.

half-duplex

Communication between terminals one direction at atime.

host

Computer system on a network.

Internet Group Management Protocol

IGMPisused by multicast router to learn the existence of host group
members on their subnet.
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| P networ k

Data communications network based on the Internet Protocol.

low-pass filter

Passivefilter used for separating thetel egphonesignal fromdatasignals
in the digital subscriber line.

MAC address
Ethernet address.

multiplexer

A device where several logical connections are combined into one
physical connection.

ping
Packet Internet Groper. A program used to test the reachability of
destinations by sending them an | CM P echo request and waiting for a
reply.

pinhole
Pinhole alows access to a home network from the public Internet
when Network Address Port Trandation is used.

POTSfilter
A device used for separating the telephone signal from datasignalsin
the digital subscriber line.

proxy

A mechanism whereby one system “fronts* for another system in
responding to protocol requests.
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Root command hierarchy

A hierarchy of commands used to monitor the performance of your
M11, display and reset M11 statistics, and issue administrative
commands to restart M11 functions through the command line
interface.

router

A system responsible for making decisions about which of several
routes the network traffic will follow.

routing table

A tableinarouter according towhichtherouting decisionsaremade. It
contains addresses of other routers and the distance (number of hops)
to those routers.

serial console connection

Serial connection behind the hatchinthefront panel of M11. Itisused
for configuring M 11 locally.

sock et

In TCP applications socket specifies the TCP service access point
defined by the source and destination ports.

static routing

Static routing maintains information of the routes to destination
networksthat are stable over time or to networks that must always be
available, even if alink is not currently open. Static routes must be
configured manually into the routing table.

subnet mask

A bit mask used to select bits from an Internet address for subnet
addressing. The mask is 32 bitslong and sel ectsthe network portion of
the Internet address and one or more bits of the local portion.
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telecommuter

A person who works at home with datacommunicationsto the central
office.

telnet

A virtual terminal protocol in the Internet suite of protocols. Allows
usersof one host to log into aremote host and act asanormal terminal
users of that host.

virtual channel

A communications channel which provides for the sequential
unidirectional transport of ATM cells.

virtual channel connection

A concatenation of virtual channel links that extends between the
points where the ATM service users access the ATM layer.

virtual channd link

A means of unidirectional transport of ATM cells between the point
where the Virtual channel identifier value is assigned and the point
where that value is translated or removed.

Web browser
A software that is used to browse the World Wide Web.
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